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Executive Summary

The World Wide Web (WWW) is a system for exchanging information over the Internet. At
the most basic levd, the Web can be divided into two principal components: Web sarvers,
which are applications that make information available over the Internet (in essence publish
information) and Web browsers (clients), which are used to access and display the information
stored on the Web servers. This document focuses on the security issues of Web servers.

Unfortunatdy, the Web server is the most targeted and attacked host on most organizations
network. As aresult, it is essential to secure Web sarvers and the network infrastructure that
supports them.  The specific security threats to Web sarvers genegrally fal into one of the
following categories:

m  Malicious entities may exploit software bugs in the Web server, underlying operating
system, or active content to gain unauthorized access to the Web server. Examples of
unauthorized access are gaining access to files or folders that were not meant to be
publicly accessible or executing privileged commands and/or installing software on
the Web server.

m  Denia of sarvice (DoS) attacks may be directed to the Web server denying valid users
an ability to usethe Web server for the duration of the attack.

m  Sendtiveinformation on the Web server may be distributed to unauthorized
individuals.

m  Sengtiveinformation that is not encrypted when transmitted between the Web server
and the browser may be intercepted.

= Information on the Web server may be changed for malicious purposes. Web site
defacement is a commonly reported example of this threet.

m  Malicious entities may gain unauthorized access to resources dsaewherein the
organization's computer network via a successful attack on the Web server.

m  Malicious entities may attack external organizations from a compromised Web server,
concealing ther actual identities, and perhaps making the organization from which the
attack was launched liable for damages.

m  Theservar may beused as a distribution point for illegally copied software, attack
tools, or pornography, perhaps making the organization liable for damages.
This document is intended to assist organizations in ingtalling, configuring, and maintaining
secure public Web servers. More specifically, this document describes in detail the following
practicesto apply:

m  Securing, installing, and configuring the underlying operating system

! For moreinformation on securing Web browsers, see NIST Special Publication 800-46, Security for Telecommuting
and Broadband Communi cations (http:/csrc.nist.gov/publications/nistpubs/index.html).
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m  Securing, installing, and configuring Web server software
m  Deploying appropriate network protection mechanisms:
Firewalls
Routers
Switches
Intrusion detection systems (IDSs)

m  Maintaining the secure configuration through application of appropriate patches and
upgrades, security testing, monitoring of logs and backups of data and operating
system

m  Using, publicizing, and protecting information and data in a careful and systematic
manner.

The following key guiddines are recommended to Federa departments and agencies for
maintaining a secure Web presence

Organizations should carefully plan and address the security aspects of the deployment
of any public Web server.

As it is much more difficult to address security once deployment and implementation have
occurred, security should be considered from the initial planning stage.  Organizations are
more likdy to make decisions about configuring computers appropriately and consistently
when they develop and use a detailed, wel-designed deployment plan that addresses security.
Establishing such a plan guides organizations in making the inevitable tradeoff decisions
between usahility, performance, and risk.

Organizations often fail to take into consideration the human resource requirements for both
deployment and operational phases of the Web server and supporting infrastructure.
Organizations should address the following points in a deployment plan:

m  Typesof personnd required (eg., system and Web administrators, Webmaster,
network administrators, information systems security officers[ISSOJ)

m  Skillsandtraining required by assigned personne

m Individua (leve of effort required of specific personnd types) and collective
manpower (overall levd of effort) requirements.

Organizations should implement appropriate security management practices and
controls when maintaining and oper ating a secure Web presence.

Appropriate management practices are critical to operating and maintaining a secure Web
sarver.  Security practices entail the identification of an organization's information system
assats and the devdopment, documentation, and implementation of policies, standards,
procedures, and guiddines that ensure confidentiality, integrity, and availahility of information
System resources.
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To ensure the security of a Web sarver and the supporting network infrastructure, the
following practices should be implemented:

m  Organizational-wide information system security policy
m  Configuration/change control and management
m  Risk assessment and management

m  Standardized software configurations that satisfy the information system security
policy

m  Security awareness and training
m  Contingency planning, continuity of operations, and disaster recovery
m Cetification and accreditation

Organizations should ensure that Web server operating systems are deployed,
configured, and managed to meet the security requirements of the or ganization.

The first step in securing a Web server is securing the underlying operating system. Most
commonly available Web servers operate on a genera-purpose operating system.  Many
Security issues can be avoided if the operating systems underlying Web servers are configured
appropriately. Default hardware and software configurations are typically s&t by vendors to
emphasize features, functions, and ease of use at the expense of security. Because vendors are
not aware of each organization's security needs, each Web administrator must configure new
sarves to reflect ther organization's security requirements and reconfigure them as those
requirements change  Securing the operating system at a minimum should include the
following steps:

m Patch and upgrade the operating system

m  Removeor disable unnecessary services and applications
m  Configure operating system user authentication

m  Configure resource controls

m  Test the security of the operating system.

Organizations should ensure that the Web server application is deployed, configured,
and managed to meet the security requirements of the or ganization.

In many respects, the secure inddlation and configuration of the Web server application
mirrors the operating system process discussed above  The overarching principle, as before, is
to install the minimal amount of Web sarver sarvices required and diminate any known
vulnerabilities through patches or upgrades. If the indtallation program installs any
unnecessary applications, sarvices, or scripts, they should be removed immediatdy once the
ingtallation process completes.  Securing a Web server application at a minimum should
include the following steps:
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m  Patch and upgrade the Web server application
m  Removeor disable unnecessary services, applications, and sample content
m  Configure Web server user authentication
m  Configure Web server resource controls
m  Test the security of the Web server application and Web content.

Organizations should take steps to ensure that only appropriate content is published on
Web siteand that content is adequatdy protected from unauthorized alter ation.

Many agencies lack a Web publishing process or policy that determines what type of
information to publish openly, what information to publish with restricted access, and what
information should not be published to any publicly accessible repository.  This is unfortunate
because Web gtes are often one of the first places that malicious entities search for valuable
information. Some generally accepted examples of what should not be published or at least
should be carefully examined and reviewed before publication on a public Web siteinclude

m Classfied or proprigtary information

= Information on the composition or preparation of hazardous materials or toxing®
m  Sensitiveinformation relating to homeland security?

m  Anorganization's detailed physical and information security safeguards

m Details about an organization's network and information system infrastructure (e.g.,
address ranges, naming conventions, access numbers)

m Information that specifies or implies physical security vulnerabilities

m Detailed plans, maps, diagrams, aerial photographs, and architectural drawings of
organizational buildings, properties, or installations.

Organizations should ensure appropriate steps are taken to protect Web content from
unauthorized access or modification.

While information on public web sites is content that is intended to be public, assuming a
credible review process and policy is in place, it is till important to ensure that information
cannot be modified without authorization. Users of this information rely upon the integrity of
such information even if the information is not confidential. Because of the public
accessihility, content on publicly accessible Web sarvers is inherently more vulnerable than
information that is inaccessible from the Internet. This means that organizations need to
protect public Web content through the appropriate configuration of Web server resource
controls. Some examples of appropriate resource control practices include:

2 For more guidance on protecting this type of information see the White Memorandum Dated March 19, 2000,
Action to Safeguard I nformati on Regar ding Weapons of Mass Destruction and Other Sensitive Documents Related to
Homdand Security (http:/www.usdoj.gov/oi p/foi apast/2002foi apast10.htm).
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m Indtall or enable only necessary services.
m Ingtall Web content on a dedicated hard drive or logical partition.
m  Limit uploadsto directories that are not readable by the Web server.

m  Ddiineasingledirectory for all external scripts or programs executed as part of Web
content.

m Disabletheuseof hard or symboalic links.

m  Defineacomplete Web content access matrix that identifies which folders and files
within the Web server document directory are restricted and which are accessible (and
by whom).

m Disabledirectory listings.

m  Useuser authentication, digital signatures, and other cryptographic mechanisms as
appropriate

m  Usehost-based intrusion detection systems and/or fileintegrity checkers to detect
intrusions and verify Web content.

Organizations should use active content after carefully balancing the benefits gained
against the associated risks.

In the beginning, most WWW dites presented static information residing on the sarver,
typicdly in the form of text-based documents. Soon theresfter, interactive dements were
introduced to offer users new ways to interact with a Web site  Unfortunatdy, these same
interactive dements introduced new Web rdated vulnerabilities, since they involve moving
code from a Web server to a client for execution. Different active content technologies have
different associated vulnerabilities, which must be weighed against their benefits.®

Organizations must use authentication and cryptographic technologies as appropriate to
protect certain types of sendtive data.

Public Web servers often support a range of technologies for identifying and authenticating
users with differing privileges for accessing information. Some of these technologies are
based on cryptographic functions that can provide an encrypted channd between a Web
browser dlient and a Web server that supports encryption. Web servers may be configured to
use different cryptographic algorithms, providing varying levels of security and performance

Without proper user authentication in place, organizations cannot sdectively restrict access to
specific information.  All information that resides on a public Web server is then accessible by
anyone with access to the server. In addition, without some process to authenticate the server,
users of the public Web sarver will not be able to determine if the server is the “authentic”
Web server or a counterfat version operated by a malicious entity.

3SeeNIST Speciad Publication 800-28, Guiddines for Active Content and Mobile Code
(http://csre.nist.gov/publications/) for more extended discussion and advice on the palicy and technical issues of
active content.
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Organizations should employ their network infrastructure to help protect their public
Web server ().

The network infrastructure that supports the Web server plays a significant role in the security
of the Web server. In most configurations, the network infrastructure is the first line of defense
between the Internet and a public Web server. Network design alone, however, cannot protect
a Web saver. The frequency, sophidtication, and even variety of Web attacks perpetrated
today, support the idea that Web security must be implemented through both layered and
diverse defense mechanisms (i.e, defensein depth).

Organizations must commit to the ongoing process of maintaining the security of Public
Web serversto ensure continued security.

Maintaining a secure Web sarver requires congtant effort, resources, and vigilance from an
organization. Thus, once a Web server has been initially deployed, administering it on a daily
basis becomes a critical aspect of Web server security.  Maintaining the security of a Web
server usualy involves the following steps:

m  Configuring, protecting, and analyzing log files

m  Backing up critical information frequently

m Maintaining a protected authoritative copy of the organization's Web content

m  Establishing and following procedures for recovering from compromise

m  Testing and applying patches in atimey manner

m  Testing security periodically.
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1. Introduction

1.1 Authority

This document has been deveoped by the National Ingtitute of Standards and Technology
(NIST) in furtherance of its statutory responsibilities under the Computer Security Act of 1987
and the Information Technology Management Reform Act of 1996, specifically 15 United
States Code (U.S.C.) 278 g-3 (8)(5). This document is not a guiddine within the meaning of
15U.S.C 278 -3 (8)(3).

These guiddines are for use by federal organizations that process sengtive information. They
are consistent with the requirements of the Office of Management and Budget (OMB) Circular
A-130, Appendix I11.

This document may be used by nongovernmental organizations on a voluntary basis. It is not
subject to copyright.

Nothing in this document should be taken to contradict standards and guiddines made
mandatory and binding upon federal agencies by the Secretary of Commerce under his
statutory authority. Nor should these guiddines be interpreted as altering or superseding the
existing authorities of the Secretary of Commerce, the Director of the OMB, or any other
federa official.

1.2 Purpose and Scope

The purpose of Guiddines on Securing Public Web servers is to present security guidance for
the design, implementation, and operation of publicly accessible Web sarvers. While intended
as recommended guidance for federal departments and agencies, it may be used in the private
sector on avoluntary basis.

This document should be used by organizations to enhance security on Web server systems,
and to reduce the number and frequency of Web-rdated security incidents.  This document
presents generic principles that apply to al systems. In addition, specific examples are
presented that address two of the more popular Web server applications: Apache and
Microsoft Internet Information Server (11S).
This guiddine does NOT cover the following aspects rdating to securing a Web site

m  Securing ather types of network servers

m  Frewalls and routers used to protect Web servers beyond a basic discussion in
Section 8

m  Security considerations related to Web dlient (browser) software’

m  Specia consderations for high traffic Web sites with multiple hosts’.

* For moreinformation on securing Web browsers see NIST Spedial Publication 800-46, Security for Telecommuting
and Broadband Communi cations (http://csrc.nist.gov/publi cations/nistpubs/index.htm).
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m  Securing backend servers that may support Web servers (eg., database servers, file
sarvers)

m  Savices other than Hypertext Transfer Pratocol (HTTP) and Hypertext Transfer
Protocol Secure (HTTPS)

m  Protection of intdlectual property.

Information on security reated topics is available on NIST's Computer Security Resource
Center Web site (hitp://csre.nist.gov).

1.3 Audience and Assumptions

The intended audience is varied. This document covers details specific to the various
components of Web content, Web applications, and Web sarvers. The document is technical
in nature. however, it provides the necessary background information to fully understand the
topics that are discussed.

Hence the following list highlights how people with differing backgrounds might use this
document:

m  System enginears and architects when designing and implementing Web servers

m  Web and system administrators when administering, patching, securing, or upgrading
Web servers

m  Webmasters when creating and managing Web content

m  Security consultants when performing security audits to determine information system
(1S) security postures

m  Program managers and information systems security officers (ISSO) to ensure that
adequate security measures have been considered for al aspects of Web server
operations.

This document assumes that readers have some minimal operating system, networking, and
Web server expertise. Because of the constantly changing nature of the Web server threats and
vulnerabilities, readers are expected to take advantage of other resources (including those listed
in this document) for more current and detailed information.

1.4 Document Structure

The document is divided into eght sections followed by six appendixes. This subsection is a
roadmap describing the structure

m  Section 1 (this section) provides an authority, purpose and scope, audience and
assumptions, and document structure.

5 Although this document does not address the specific security concerns that arise from high traffic multiple server
Web farms, much of what is covered will apply to these types of ingtall ations.

2



Guidelines on Securing Public Web Servers
Section 2 discusses Web server security problems and presents an overview.
Section 3 provides information on planning and managing Web servers.

Section 4 provides general information on choosing and securing the host operating
system for aWeb server.

Section 5 discusses securdy ingtalling and configuring the Web server.

Section 6 examines the security of Web content.

Section 7 examines the popular Web authentication and encryption technologies.
Section 8 discusses implementing a secure network for aWeb server.

Section 9 provides the best practices to securdy administering and maintaining a Web
srver.

Appendix A provides the details of securing the Apache Web sarver.
Appendix B provides the details of securing Microsoft's11S Web server.
Appendix C provides a varigty of online Web security resources.
Appendix D defines terms most frequently used in this document.

Appendix E provides alist of commonly used Web server security tools and
applications.

Appendix F lists the references used in this document.
Appendix G provides alist of recommended printed Web Security resources.

Appendix H provides a Web server security checklist.
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2. Web Server Security Problems and Overview

The World Wide Web (WWW) is one of the most important ways for an organization to
publish information, interact with Internet usars, and establish an e-commerce business
presence. However, if it is nat rigorous in configuring and operating its public Web site, an
organization may be vulnerable to a variety of security threats. Although the threats in
cyberspace remain largdy the same as in the physical world (eg., fraud, theft, vandalism, and
terrorism), they are far more dangerous as a result of three important deve opments: increased
efficiency, action at a distance, and rapid technique propagation [SchO0].

m Increasad Efficiency. Automation makes attacks, even those with minimal
opportunity for success, eficient and extremdy profitable. For example, inthe
physical world an attack that would succeed once in 10,000 attempts would be
ineffectual because of thetime and effort required on the average for a single success.
Thetimeinvested in getting a single success would be outweighed by thetime
invested in the 5,000 failures. On the Interndt, automation enables the same attack to
be a stunning success. Computing power and bandwidth are getting less expensive
daily, while the number of hosts that can betargeted is growing rapidly. This synergy
means that almost any attack, no matter how low its success rate, will likdy find many
systemsto exploit.

m Action at aDistance. Thelnternet alows action at adistance. The Internet has no
borders, and every point on the Internet is reachable from every other point. This
means that an attacker in one country can target a remote web sitein another country
as eadly as onecloseto home

m  Rapid Technique Propagation. TheInternet allowsfor easier and morerapid
technique propagation. Beforethe Interndt, techniques for attack were developed that
would take years, if ever, to propagate, alowing timeto develop effective
countermeasures. Today, a new technique can be propagated within hours or days. It
is now more difficult to deveop effective countermeasures in atimey manner.

Compromised Web sites have served as an entry point for intrusions into many organizations
internal networks.  Organizations can face mondary losses or legal action if an intruder
successfully violates the confidentiality of ther data. Denia of service (DoS) attacks can
make it difficult, if not impossible, for users to access an organization's Web ste These
attacks may cost the organization significant amounts of time and money. An organization can
also find itsdf in an embarrassing Stuation resulting from malicious intruders changing the
content of the organization's Web pages.

Three main security issues are rdated to the operation of a publicly accessble Web site
[CERTOL]:

m  Misconfiguration or other improper operation of the Web server, which may result,
for example, in the disclosure or ateration of proprietary or sengtive information.
This information can include items such as the following:

Assets of the organization



Guidelines on Securing Public Web Servers

Configuration of the server or network that could be exploited for subsequent
attacks

Information regarding the users or administrator(s) of the Web server, including
their passwords.

Vulnerabilities within the Web server that might allow, for example, attackersto
compromise the security of the server and other hosts on the organization’ s network
by taking actions such as the fallowing:

Deface the Web site or otherwise affect information integrity

Execute unauthorized commands or programs on the host operating system,
including ones that the intruder has installed

Gain unauthorized access to resources esawhere in the organization’ s computer
network

Launch attacks on external sites from the Web server, thus concealing the
intruders identities, and perhaps making the organization liable for damages

Usethe server asadistribution point for illegally copied software, attack tools, or
pornography, perhaps making the organization liable for damages.

Inadequate or unavailable defense mechanisms for the Web server to prevent certain
classes of attacks, such as DoS attacks, which disrupts the availability of the Web
server and prevents authorized users from accessing the Web site when required.

Poorly written software applications and scripts that allow attackers to compromise
the security of the Web sarver.

A number of gteps are required to ensure the security of any public Web saver. As a
prerequisite for taking any step, however, it is essentia that the organization have a security
policy in place Taking the following steps within the context of the organization's security
policy should prove effective

Step 1. Securing, installing, and configuring the underlying operating system
Step 2. Securing, installing, and configuring Web server software

Step 3. Employing appropriate network protection mechanisms (e.g., firewall, packet
filtering router, and proxy)

Step 4. Maintaining the secure configuration through application of appropriate
patches and upgrades, security testing, monitoring of logs and backups of data and

operating system

Step 5. Using, publicizing, and protecting information and data in a careful and
systemic manner.

Step 6. Employing secure administration and maintenance processes (including
server/application (updating and log reviews)

5



Guidelines on Securing Public Web Servers

Step 7. Conducting initial and periodic vulnerability scans of each public Web server
and supporting network infrastructure (e.g., firewalls, routers).

The practices recommended in this document are designed to hep mitigate the risks associated
with public Web servers. They build on and assume the implementation of practices described
inthefollowing NIST guiddines as appropriate

NIST Specia Publication 800-3, Establishing a Computer Security Incident Response
Capability

NIST Specia Publication 800-18, Guide to Developing Security Plans for
Information Technology Systems

NIST Specia Publication 800-26, Security Salf-Assessment Guide for Information
Technology Systems

NIST Specia Publication 800-27, Engineering Principles for Information Technology
Security

NIST Specia Publication 800-28, Guiddines on Active Content and Mobile Code
NIST Specia Publication 800-31, Intrusion Detection Systems

NIST Specia Publication 800-32, Introduction to Public Key Technology and the
Federal PKI Infrastructure

NIST Specia Publication 800-34, Contingency Planning Guide for Information
Technology Systems

NIST Specia Publication 800-37, Federal Guiddinesfor the Security Certification
and Accreditation of Information Technology Systems

NIST Specia Publication 800-40, Procedures for Handling Security Patches

NIST Specia Publication 800-41, Guideto Firewall Sdection and Policy
Recommendations

NIST Specia Publication 800-42, Guiddine on Network Security Testing
NIST Specia Publication 800-43, Guide to Securing Windows 2000 Professional

NIST Specia Publication 800-46, Security for Telecommuting and Broadband
Communications

NIST Specia Publication 800-52, Guiddinesfor the Sdection and Use of Transport
Layer Security Implementations.

All these guiddines and others can be found at the NIST Computer Security Resource Web
Steat http://csre.nist.gov/publications/nistpubs/index.html.




Guidelines on Securing Public Web Servers

2.1 General Information System Security Principles

When addressing Web sarver security issues it is an excdlent idea to kegp some genera
information security principles in mind [CurtO1 and Salt75]:

Simplicity — Security mechanisms (and the information systems in general) should be
assmpleaspossble Complexity is at theroot of many security issues.

Fail-Safe— If afailure occurs, the system should fail in asecuremanner. That isif a
failure occurs, security should still be enforced. 1t is better to lose functiondlity rather
than losing security.

Complete M ediation — Rather than providing direct access to information, mediators
that enforce access policy should be employed. Common examplesincludefile
system permissions, web proxies, firewalls, and mail gateways.

Open Design — System security should not depend on the secrecy of the
implementation or its components. * Security through obscurity” is not rdiable.

Separation of Privilege— Functions, to the degree possible, should be separate and
provide as much granularity as possible. The concept can apply to both systems and
operators/users. Inthe case of systems, such functions such as read, edit, write, and
execute should be separate. In the case of system operators and user's, roles should be
as separate as possible For exampleif resources alow, therole of system
administrator should be separate from that of the security administrator.

Least Privilege— This principle dictates that each task, process, or user is granted the
minimum rights required to performitsjob. By applying this principle consistently,
should atask, process, or user be compromised, the scope of damageis constrained to
the limited resources available to the compromised entity.

Psychological Acceptability — Users should understand the necessity of security.

This can be provided through training and education. In addition, the security
mechanisms in place should present users with sensible options that give them the
usability they require on adaily basis. If usersfind the security mechanismstoo
cumbersome, they may devise ways to work around or compromise them. For
example, randomly generated passwords are strong but users weaken ther security by
writing down difficult to remember randomly generated passwords. The objectiveis
not to weaken security so it is understandable and acceptable, but to train, educate, and
design security mechanisms and polices that are usable and effective

L east Common M echanism — When providing a feature to the system, it is best to
have a process or service gain some function without granting the same function to
other parts of the system. The ability for the Web server process to access a back-end
database, for ingtance, should not also enable other applications on the system to
access the back-end database

Defensein Depth — Organizations should understand that a single security
mechanism would generdly prove insufficient. Security mechanisms (defenses) need
to be layered so that compromise of a single security mechanism isinsufficient to
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compromise a host or network. Effective security solutions recognize no “silver
bullet” exigts for information system security.

Work Factor — Organizations should understand what it would taketo bresk the
system or network’ s security features. The amount of work necessary for an attacker
to break the system or network should exceed the value that the attacker would gain
from a successful compromise

Compr omise Recor ding — Records and logs should be maintained so thet if a
compromise does occur, evidence of the attack is availableto the organization. This
information can assist in securing the network and host after the attack and assist in
identifying the methods and exploits used by the attacker. Thisinformation can be
usad to better securethe host or network in thefuture In addition, this can assist
organizations in identifying and prasecuting attackers.
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3. Planning and Management of Web Servers

The most critical aspect of deploying a secure Web server is careful planning prior to
installation, configuration, and deployment. Careful planning will ensure that the Web server
is as secure as possible and in compliance with al rdative organizational palicies. Many Web
sarver security and performance problems can be traced back to a lack of planning or
management controls.  The importance of management controls is difficult to overstate  In
many organizations, the information technology support structure is highly fragmented. This
fragmentation often leads to inconsistencies, which then lead to security vulnerabilities and
other issues.

3.1 Planning for a Web Server Deployment

As it is much more difficult to address security once deployment and implementation have
occurred, security should be considered from the initial planning stage.  Organizations are
more likdy to make decisions about configuring computers appropriately and consistently
when they develop and use a deailed, wel-designed deployment plan. Devedoping such a
plan enables organizations to make informed tradeoff decisons between usability and
performance, and risk. A deployment plan alows an organization to maintain a secure
configuration and aids in identifying security vulnerabilities, which often manifest themsdves
as deviations from the plan.

Organizations planning for the devdopment of a Web sarver should consider the following
steps [CERTOOA:

m  |dentify the purpos(s) of the Web server.
What information categories will be stored on the Web server?

What information categories will be processed on or transmitted through the Web
sarver?

What are the security requirements for this information?

Isany information retrieved from or stored on another host (eg., backend
database, mail server)?

What are the security requirements for any other hogts involved (e.g., backend
database, mail server, proxy servers)?

What other service(s) are provided by the Web server (a Web server should run
only on a dedicated host)?

What are the security requirements for these additional services?

m  |dentify the network services that will be provided on the Web server, such as those
supplied through the following protocals:

HTTP
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HTTPS
Secure Hypertext Transfer Protocol (SHTTP)’
Remote Authentication Dial-In User Service (RADIUS) Protocol
Open Database Connectivity (ODBC) Protocol
Network File System (NFS) Protocol®
Common Internet File System (CIFS)
Internet Caching Protocal (ICP).

I dentify any network service software, both client and server, to beinstalled on the
Web server and any other support servers.

| dentify the users or categories of users of the Web server and any support hosts.

Determine the privileges that each category of user will have on the Web server and
support hosts.

Decideif and how users will be authenticated and how authentication data will be
protected.

Determine how appropriate access to information resources will be enforced.

The choice of Web server application may detlermine the choice of operating system.
However, to the degree possible Web administrators should choose an operating system that
provides thefollowing [CERTOQ]:

Minimal exposureto vulnerabilities (see NIST ICAT vulnerability database
[http://icat.nist.gov] for the known vulnerabilities of specific Web server applications)

Ability to restrict adminigtrative or root leve activities to authorized users only
Ability to control accessto data on the server

Ability to disable unnecessary network services that may be built into the operating
system or sarver software

Ability to control accessto various forms of executable programs, such as Common
Gateway Interface (CGlI) scripts and server plug-ins in the case of Web servers

® HTTP transactions protected via the Secure Socket Layer (SSL)/Transport Layer Security (TLS) protocols (see
Section 7.5).

" A sddom-used alternative to HTTPS.

8 Not generally recommended unless used exd usively within a protected network environment such asa
Demilitarized Zone (DMZ) (see Section 8.1.2) for data replication to multiple Web servers.

10
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= Ability to log appropriate server activities to detect intrusions and attempted intrusions
m  Provison of ahost-based firewall capability

In addition, organizations should consider the availability of trained experienced staff to
administer the server and server products. Many organizations have learned the difficult
lesson that a capable and experienced administrator on one type of operating environment is
not automatically as effective on another.

Given the sengtive nature of the Web sarver, it is critical that it be located in an area that
provides a secure physical environment.  When planning the location of the Web sarver the
following items should be considered:

m  Doesthe proposad location offer the appropriate physical security protection
mechanisms? Examplesinclude

Locks

Card-reader access

Security guards

Physical intrusion detection systems (e g., motion sensors, cameras)

m  Doesthe proposed location offer the appropriate environmental controls so that the
necessary humidity and temperature are maintained?

m |sthereabackup power source?

3.2 Security Management Staff

321

Because Web sarver security is tightly intertwined with the organization’s general information
system security posture, a number of 1T and system security staff may be interested in Web
sarver planning, implementation and administration. This section provides a list of those roles
and identifies thar responsihilities as rdated to Web server security.  These roles may vary
with the organization, however, and not al organizations will have the identical roles described
here

Senior IT Management/Chief Information Officer (CIO)

The Senior IT Management/CIO ensures that the organization's security posture is adequate.
The Senior IT Management provides direction and advisory services for the protection of
information systems for the entire organization. The Senior IT Management/CIO is
responsiblefor thefollowing activities that are associated with Web servers:

= Coordinating the devel opment and maintenance of the organization’ sinformation
security policies, slandards, and procedures

m  Coordinating the devd opment and maintenance of the organization’ s change control
and management procedures

11
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m  Ensuring the establishment of, and compliance with, consistent I'T security policies for
departments throughout the organization

m  Coordinating with upper management, public affairs, and other rdevant personnd to
produce aformal policy and process for publishing information to Web sites and
ensuring this policy is enforced

Information Systems Security Program Managers

The Information Systems Security Program Managers oversee the implementation of, and
compliance, with the standards, rules, and regulations specified in the organization's security
policy. ThelSSMs areresponsiblefor the following activities associated with Web servers:

m  Devdoping and implementing standard procedures (security policy)
m  Complying with security policies, standards, and requirements

m  Ensuring that all critical systems areidentified and that contingency planning, disaster
recovery plans, and continuity of operations plans exist for these critical systems

m  Ensuring that critical systems areidentified and scheduled for periodic security testing
according to the security policy requirements of each respective system.

Information Systems Security Officers

Information Systems Security Officers (1ISSOs) are responsible for overseaing all aspects of
information security within a specific organizational entity. They ensure that the organization's
information security practices comply with organizational and departmental policies,
standards, and procedures. 1SSOs are responsible for the following activities associated with
Web sarvers.

m  Devdoping internal security standards and procedures for the Web server(s) and
supporting network infrastructure

m  Cooperating in the devel opment and implementation of security tools, mechanisms,
and mitigation techniques

m  Maintaining standard configuration profiles of the Web servers and supporting
network infrastructure controlled by the organization, including but not limited to,
operating systams, firewalls, routers, and Web server applications

m  Maintaining operational integrity of systems by conducting security tests and ensuring
that designated I T professionals are conducting scheduled testing on critical systems.

Web and Network Administrators

Web administrators are system architects responsible for the overall design, implementation,
and maintenance of a Web sarver. Nework administrators are responsible for the overall
design, implementation and maintenance of a nework.  Dally, Web and network
administrators must address the security requirements of the specific system(s) for which they
are responsible  Security issues and solutions can originate from ether outside (eg., security

12
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patches and fixes from the vendor or computer security incident response teams) or within the
organization (eg., the Security Office). The administrators are responsible for the following
activities, associated with Web servers;

m Ingtall and configure systems in compliance with the organizational security
policy(ies) and standard systemynetwork configurations

m  Maintain systemsin a secure manner, through frequent backups, timdy application of
patches

m  Monitoring system integrity, protection levels, and security rdated events

m  Fodlowing-up with detected security anomalies associated with ther information
System resources

m  Conducting security tests as required.

3.3 Management Practices

Appropriate management practices are the most critical to operating and maintaining a secure
Web save.  Security practices entail the identification of an organization's information
system assats and the development, documentation, and implementation of policies, standards,
procedures and guiddines that ensure confidentiality, integrity, and availability of information
System resources.

To ensure the security of a Web server and the support network infrastructure, the following
practices should be implemented:

m  Organizational I nformation System Security Policy — A security policy should
outlinewho in the organization is responsible for particular areas of information
security (eg., implementation, enforcement, audit, review). The policy should also
specify what the basic information system security paolicies are and their intended
internal purpose. The policy must be enforced consistently throughout the
organization in order to be effective. Generally the CIO and upper management are
responsible for drafting the organization’s security palicy.

m  Configuration/Change Control and M anagement — Is the process of controlling
modification to a system’' s design, hardware, firmware and hardware which provides
sufficient assurance the systemis protected against the introduction of an improper
modification prior to, during, and after system implementation. Configuration control
leads to consistency with the organization information system security policy.
Configuration contral is traditionally overseen by a configuration control board that is
thefinal authority on all proposed changes to an information system.

m  Risk Assessment and M anagement — Risk assessmeant is the process of analyzing
and interpreting risk. 1t involves determining the assessment’ s scope and
methodology, callection and analyzing risk related data, and interpreting the risk
analysisresults. Collecting and analyzing risk data requires identifying assets, threets,
vulnerabilities, safeguards, consequences, and the probability of a successful attack.
Risk management is the process of sdecting and implementing of controls to reduce
risk to aleve acceptable to the organization.

13
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m  Standardized Configur ations— Organizations should deveop standardized secure
configurations for widdy used operating systems and applications. Thiswill provide
guidance to Web and network administrators on how to securdy configure their
systems and ensure consistency and compliance with the organizational security
policy. Becauseit only takes oneinsecurdy configured host to compromisea
network, organizations with a significant number of hosts are especialy encouraged to
apply this recommendation.

m  Security Awarenessand Training — A security training programis critical tothe
overall security posture of an organization. Making users and administrators aware of
ther security responsibilities and teaching the correct practices helps them change
their behavior to conform to security best practices. Training also supports individual
accountability, which is an important method for improving information system
Security.

m  Contingency Planning, Continuity of Operations and Disaster Recovery
Planning — Contingency planning, continuity of operations and disaster recovery
planning are plans setup in advance to allow an organization or facility to maintain
operationsin the event of a disruption to thar organization.’

m  Certification and Accreditation — Certification in the context of information systems
security means that a system has been analyzed as to how wdl it megts all of the
security requirements of the organization. Accreditation occurs when the
organization's management accepts that the system meets the organization’ s security
requirements.

3.4 System Security Plan

The objective of computer security planning is to protect information assets (i.e, information
and information resources).” Plans that adequatdy protect information assets require
managers and information owners — directly affected by and interested in the information
and/or processing capabilities — to be convinced that their information assets are adequatdy
protected from loss, misuse, unauthorized access or modification, unavailability, or undetected
activities.

The system security plan provides a basic overview of the security and privacy requirements of
the subject system and the organization's plan for megting those requirements. The system
security plan is also percaved as way of documenting the structured process of planning
adequate, cost-effective security protection for a system. Consequently, the system security
plan should reflect input from various managers with responsibilities concerning the system,
including functional end-users or information owners, system operations, and system security

manager.

® For more information see NIST Specia Publication 800-34, Contingency Planning Guidefor Information
Technology Systems (http:/csre.nist.gov/publications/)

19 For more information on certifi cation and accreditation see NIST Spedial Publication 800-37, Federal Guiddines
for the Security Certification and Accreditation of | nfor mati on Technol ogy Systems (http:/csre.nist.gov/publications)

™ For more information on system security plans, see NIST Special Publication 800-18, Guide for Developing
Security Plans for Information Technology Systems (http:/csre.nist.gov/publications/)
(http://csre.nist.gov/publications/ni stpubs/index.html).

14



Guidelines on Securing Public Web Servers

All important information systems should be covered by a system security plan. For Federal
agencies the completion of system security plans is a requirement of the Office of
Management and Budget (OMB) Circular A-130, “Management of Federa Information
Resources,” Appendix 11, “Security of Federal Automated Information Resources,” updated
in 1996, and of Public Law 100-235, “Computer Security Act of 1987.” Other organizations
should strongly consider the completion a system security plan for each of ther systems as
wdl [NIST98].

For Federal agencies, OMB Circular A-130, Appendix 111, does not distinguish between
sengtive and non-sendtive systems.  Rather, consistent with the Computer Security
Act of 1987, the Circular recognizes that federa automated information systems have
varied sengtivity and criticality. All federd systems have some level of senstivity
and require protection as part of good management practice.

The purposes of system security plans areto [NIST98]:

m  Providean overview of the security requirements of the system and describethe
controls in place or planned for meting those requirements; and

m  Ddineate responsibilities and expected behavior of all individuals who accessthe
system.

The System Owner™? is generally responsible for ensuring that the security plan is prepared
and for implementing the plan and monitoring its effectiveness.  Security plans should reflect
input from various individuals with responsbilities concerning the system, including
functional “end users” Information Owners™, the System Administrator, and the System
Security Manager.

In general, an effective system security plan should include the following [NIST98]:

m  System | dentification — Thefirst section of the system security plan provides basic
identifying information about the system. It contains general descriptive information
regarding who is responsible for the system, the purpose of the system, and the
sengitivity leve of the system.

m  Management Controls— This section, describes the management control measures
(in place or planned) that are intended to meet the protection reguirements of the
information system. Management controls focus on the management of the computer

12 The System Owner is responsible for defining the system' s operating parameters, authorized functions, and
security requirements. The information owner for information stored within, processed by, or transmitted by a
system may or may not be the same as the System Owner.  Also, asingle system may utilize information from
multiple Information Owners.

%3 The Information Owner is responsible for establishing the rulesfor appropriate use and protection of the subject
datalinformation (rules of behavior). The Information Owner retains that responsibility even when the
datalinformation are shared with other organizations.
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security system and the management of risk for a system. Thetypes of control
measures shall be consistent with the need for protection of the system.™

m  Operational Controls— This section addresses security methods that focus on
mechanisms that primarily are implemented and executed by people (as opposed to
systems). These controls are put in place to improve the security of a particular
system (or group of systems). They often requiretechnical or specialized expertise—
and often rdy upon management activities as wdl astechnical controls. This section
describes the operational control measures (in place or planned) that are intended to
meet the protection requirements of the information system.

m  Technical Controls— Technical controls focus on security controls that the computer
system executes. The contrals can provide automated protection from unauthorized
access or misuse, facilitate detection of security violations, and support security
requirements for applications and data. Theimplementation of technical controls,
however, always requires significant operational considerations and should be
congistent with the management of security within the organization. This section
describes the technical control measures (in place or planned) that are intended to
meet the protection requirements of the major application.

3.5 Human Resources for Securing a Web Server

The greatest challenge and expense in developing and securdy maintaining an public Web
presence is providing the necessary human resources to adequatdy perform the required
functions. Many organizations fail to fully realize the amount of expense and skills required to
fidd a secure public Web sarver.  This failure often results in overworked employess and
insecure systems.  From the initial planning stages, an organization needs to determine the
necessary human resource requirements.  Appropriate and sufficient human resources are the
single most important aspect of Web server security.  Organizations should also consider the
fact that in genera technica solutions do NOT substitute for skilled and experienced
personnd.

When congdering the human resource implications of developing and deploying a Web
server, organizations should consider the following:

m  Required Personnd —What types of personnd are going to be required? Thiswould
include such positions as system and Web administrators, Webmasters, network
administrators, 1SSOs, €c.

m  Required Skills—What arethe required skills to adequatdy plan, develop and
maintain the Web server in a secure manner? Examples would include, operating
system administration, network administration, active content expertise,
programming, etc.

m  Available Personnd — What are the available human resources within the
organization? In addition, what aretheir current skill sets and arethey sufficient for

14 For more detail on management controls, see NIST Spedial Publication 800-12, An Introduction to Computer
Security: The NIST Handbook.
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supporting the Web sever? Often an organization will discover that ther existing
human resources are not sufficient and will haveto consider the following options:

Hire Additional Staff, — If thereis not enough staff available or they do not have
therequisite skills, it may be necessary to hire additional personnd.

Train Current Staff, — If there are personnd available but they do not have the
requisite skills, the organization may chooseto train the existing staff in the skills
required. Whilethisisan excdlent option, the organization should ensure that
employees meet the necessary prerequisites for training.

Once the organization has staffed the project and the Web server is active it will be necessary
to ensure the number and skills of the personnd are still adequate. Thethreat and vulnerability
levds of IT systems including Web servers are constantly changing, as is the technology. This
means that what is adequate today may not be tomorrow.

3.6 Alternative Web Server Platforms

361

Although many organizations manage Web servars that operate over general-purpose
operating systems, there are instances when an organization may wish to use one of the
aternative discussed bdow. While these technologies are rdativey new to the area of Web
sarvers, they are based on sound technologies and will probably see broader use in the Web
server environment in the yearsto come

Trusted Operating Systems

Trusted operating systems (TOSes) are security modified or enhanced operating systems that
include additional security mechanisms not found in most general-purpose operating systens.
They were originally crested to megt the need of Federal government for high security
mandatory access control systems. TOSes provide a very secure system-wide control palicy, a
findy defined st of access privileges, and extensive logging and auditing capabilities. Most
TOSes are independently verified to ensure that meet the requirements set forth in their design,
documentation.

TOSes are generally usad in applications where security is paramount. TOSes are able to
securdy control all aspects of a computing environment including networking resources, users,
processes, memory, éc. More specifically, TOSes are ableto limit access to system resources,
and in amanner that not likdy to beinterfered with or compromised.

Applying a TOS will generally lead to a very secure Web server, however, some difficulties
exist in using TOSes. A major drawback is that administering a TOS requires knowledge of
each protected subsystem and its access neads. It may aso require significant planning and
administrative overhead to design and support a complex Web steon a TOS. However even
with these limitations, organizations that have very high security requirements should consider
using a TOS to support therr Web server(s).

Some items to consider when considering a Web platform:
m  What isthe underlying operating system and how hasit fared in security testing?

m  Doesthe organization have the expertisein administering a TOS?
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m  Aretheadditional costs of purchasing and supporting a TOS outweighed by the
bendfits?

m  Isthe TOS compatible with the organization' s existing Web applications and scripts?
Web Server Appliances

A rdatively recent devdopment in the area of Web servers has been the deveopment of Web
appliances. A Web appliance is a software/hardware combination that is designed to be a
“plug-and-play” Web server. These appliances employ the use of a smplified operating
system that is optimized to support a Web server. The simplified operating system improves
security by minimizing unnecessary features, sarvices, and options. The Web sarver
application on these systemsis often pre-hardened and pre-configured for security.

These systams offer other benefits in addition to security. Performance is often enhanced since
the system (operating system, Web server application, and hardware) are designed and built
specifically to operate as a Web server. Cogt is often reduced since hardware and software is
not specificaly required by a Web server is included. These systems can be an excdlent
option for smaller to mid-sized organizations that cannaot afford a full-time Web administrator.

The greatest weakness in these systems is that they are not suitable for large complex and
multi-layered Web sites. They may also be inappropriate for organizations that require more
than one server, unless the organization is willing to purchase Web appliances from a single
vendor, since thar simplicity makes it difficult to configure Web appliances from different
vendors to work together. Web appliances are available from most major hardware vendors
and from a variety specialized vendors who concentrate soldy on Web appliances.

Someitems to consider when contemplating the purchase of aWeb appliance
m  What isthe underlying operating system and how hasit fared in security testing?

m  How hasthe Web applianceitsdf fared in security testing? (Notethat the
configuration options of Web appliances are necessarily limited so a Web appliance
will generally only be as secure asits default install.)

m  How heterogeneousis the organization’ s Web server infrastructure? (Different brand
of Web appliances do not generally work well together.)

m  Arethelimited expansion options inherent in Web appliances acceptable to the
organization? (Organizations who are anticipating or experiencing rapid growthin
Web traffic may not wish to limit themsdves to a Web appliance)

Pre-hardened Operating Systems and Web Servers

There are a growing number of pre-hardened operating system and Web server packages being
distributed today. These packages include an operating system and Web server application
that are modified and pre-configured to provide high security. Some of these packages include
the hardware platform while others are software distributions that include only the operating
system and Web sarver application. These distributions are generally based on hardened
and/or modified genera-purpose operating systems (eg., Linux, Unix, and, less often,
Windows) that are specifically designed to support a secure Web server. The Web server

18



Guidelines on Securing Public Web Servers
application is also often basad on a hardened and/or modified generally available Web server
application (eg., Apache or 11S). These packages often include a greater number of security
options and are designed to be easier to configure through the use of precompiled scripts and
graphical user interfaces (GUIs). Although each of these packages is different, they usually
rdy on one or more of thefollowing to provide a higher leve of protection and security:

m  Secureinitial default configuration

m  Hardened operating system and/or TOS

m Hardened Web sarver software

m  Extensveauditing capabilities

m  Application wrappers

m  Nework wrappers and/or host-based firewall capabilities

m  Host-based intrusion detection systems

m  Simplified security adminigtration (e g., menus, GUIS).
These types of systems should be considered by organizations that face a significant threat
levd and/or have high value Web sites (eg., mgjor Federal government organizations, banks,
health insurance companies). These packages are available from some mgjor hardware and
software vendors in addition to a variety specialized vendors.
Someitems to consider when contemplating the purchase of a hardened Web appliance

m  What isthe underlying operating system and how hasit fared in security testing?

m  How hasthe Web sarver application itsdf fared in security testing?

m  How difficult isit to administer?

m Isthehardened Web server application and operating system compatible with the
organization's existing Web applications and scripts?
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4. Securing the Operating System

The first step in securing a Web server is securing the underlying operating system. Most
commonly available Web servars operate on a genera-purpose operating system.  Many
security issues can be avoided if the operating systems underlying Web servers are configured
appropriatdy. Default hardware and software configurations are typically s by vendors to
emphasize features, functions, and ease of use at the expense of security. Because vendors are
not aware of each organization's security neads, each Web administrator must configure new
savers to reflect their organization's security requirements and reconfigure them as those
requirements change  The practices recommended here are designed to hdp Web
administrators configure and deploy Web servers that satisfy their organization's security
requirements. Web administrators with existing Web servers should confirm that their current
configurations address the issues discussed here

Given that the techniques for hardening different operating systems vary grestly, this section
will include the generic procedures common in securing most operating systems.  References
for securing specific operating systems are provided in Section 4.3. In addition, many
organizations maintain their own guiddines specific to their requirements.  Some automated
tools also exist for hardening the operating system, and we recommend considering the use of
such tools and others with similar functionality (see Appendix E).

Four basic steps are necessary to maintain basic operating system security:

m  Planning, ingtalling, and deploying the Web server operating system (see Section 3.1)

m  Configuring the Web server operating system to adequatdly address security

m  Patching and updating the Web server operating system as required

m  Testing the Web sarver operating system to ensure that the previous three steps are
adequatdy addressing all security issues.

4.1 Securely Installing and Configuring an Operating System

41.1

Patch and Upgrade Operating System
Once an operating system is installed, apply any patches or upgrades to correct for known
vulnerabilities.  All operating systems released today have some known vulnerabilities that
should be corrected before using the operating system to host a Web sarver.  To adequatdy
detect and correct for these vulnerabilities, Web administrators should:

m  Create and implement a patching process

m  |dentify vulnerabilities and applicable patches™

m  Mitigate vulnerabilities (until patches are available, tested, and installed)

%5 To check for operating system or Web server application vulnerabilities, seethe NIST ICAT Metabase at
http://icat.nist.gov.
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Install permanent fixes (often called patches, hotfixes, service packs, or updates).™®

41.2 Remove or Disable Unnecessary Services and Applications

Idedlly, a Web server should be on a dedicated, single-purpose host. Many operating systems
are configured by default to provide a wider range of services and applications than required
by a Web server; therefore, a Web administrator should configure the operating system to
remove or disable unnesded services.  Some common examples of services that should usually
be disabled would include:

Windows Network Basic Input/Output System (NetBIOS), if not required
NFS, if not required

File Transfer Protocol (FTP)

Berkdey “r" services (eg., rlogin, rsh, rcp)

Tdnet

Network Information System (NIS)

SimpleMail Transfer Protocol (SMTP)

Compilers

Software deve opment tools

Removing unnecessary sarvices and applications is preferable to simply disabling them
through configuration settings, because attacks that attempt to ater settings and activate a
disabled service cannot succead when the functional components are completdy removed.

Eliminating or disabling unnecessary services enhances the security of a Web server in severa
ways [CERTOQ]:

Unnecessary services cannot be compromised and used to attack the host or impair the
Web sarver sarvices. Each service added to a host increases therisk of compromise
for that host because each sarviceis another possible avenue of accessfor an attacker.
Lessistruly moreinthis case

Different individuals may administer different services. |solating services so each
host has a single administrator will minimize the possibility of conflicts between the
administrators. Also, having a single administrator responsible for a host provides
better accountability.

18 For more information on vulnerabilities and patching, see NIST Spedial Publication 800-40, Procedures for
Handling Security Patches (http:/csre.nist.gov/publi cations/ni stpubs/index.htm).
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m  Thehost can be configured to better suit the requirements of the particular service
Different services might require different hardware and software configurations,
which could lead to unnecessary vulnerahilities or service restrictions.

m By reducing services, the number of logs and log entriesis reduced; therefore
detecting unexpected behavior becomes easier.

When configuring the operating system, apply the principle “disable everything except that
which is expresdy permitted” — that is, disable or, preferably, remove al services and
applications and then sdectively enable those required by the Web server. If possible, ingtall
the minimal operating system configuration that is required for the Web server application. If
the operating system ingtallation system provides a “minimal installation” option, choose that
because it will minimize the effort required to remove unnecessary services. Many uninstall
scripts or programs do not completey remove all components of service therefore, it is always
better to avoid installing unnecessary services when possible

The sarvices enabled on a Web server will degpend on the functions the organization wants the
server to provide Those services might include database protocols to access a database, file
transfer protocols, and remate administration services. Each of these sarvices, even though
they may be required, comes with an increasad risk to the server. Whether the risks outweigh
the bendfits is a decision each organization must make for itsdf.

Configuring Operating System User Authentication

For Web servers, authorized users who can configure the system and initiate Web services are
typicaly a small number of designated Web administrators and Webmasters.  However, the
users who can access the public Web server may range from unrestricted to restricted subsets
of the Internet community. To enforce policy restrictions, if required, the Web administrator
must configure the system to authenticate prospective users by requiring proof that each person
is authorized for such access. Even though a Web server may alow unauthenticated access to
most Web sarvices, administrative and other types of specialized access should be limited to
specific individuals and groups.

Configuring the computer for authentication usually involves configuring parts of the
operating system, firmware, and applications on the server, such as the software that
implements a nework service In special cases, for high-value’high-risk sites, organizations
may also use authentication hardware, such as tokens or one-time password devices. Use of
authentication mechanisms where authentication information is reusable (eg., passwords) and
transmitted in the clear over a network is strongly discouraged, because the information can be
intercepted and used by an attacker to masquerade as an authorized user (See Section 7).

To ensurethe appropriate user authentication is in place, take the following steps [CERTOQ]:

m  Removeor disable unneeded default accounts and groups. The default
configuration of the operating system often includes guest accounts (with and without
passwords), administrator or root leve accounts, and accounts associated with local
and network services. The names and passwords for those accounts are wdl known.
Remove or disable unnecessary accounts to diminate thar use by intruders, including
guest accounts on computers containing senditiveinformation. 1 thereis no
requirement to refain a guest account or group, severdy restrict its access and change
the password in accordance with the organizational password policy.
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For default accounts that need to be retained, change the names (where possible
particularly for administrator or root level accounts) and passwords to be consistent
with the organizational password policy. Default account names and passwords are
commonly known to malicious entities.

m Disable noninter active accounts. Disable accounts (and the associated passwords)
that need to exist but do not require an interactivelogin. For Unix systems, disablethe
login shell, or provide alogin shdl with NULL functionality (/bin/false).

m Createtheuser groups. Assign usersto the appropriate groups. Then assign rights
to thegroups. Thisapproach is preferableto assigning rights to individua users.

m Createtheuser accounts. Identify who will be authorized to use each computer and
its services. Create only the necessary accounts. Discourage or prohibit the use of
shared accounts.

m  Check the organization’s password policy. Set account passwords appropriately.
This policy should address the following:

L ength —a minimum length for passwords.

Complexity — the mix of charactersrequired. Require passwords to contain both
uppercase and lowercase letters and at least one nonalphabetic character.

Aging — how long a password may remain unchanged. Require users to change
ther passwords periodicaly. Administrator or root level password should be
changed every 30 to 120 days. User password should also be changed
periodically with period of time determined by the enforced length and
complexity of the password combined with the sengitivity of theinformation
protected.

Reuse — whether a password may bereused. Some userstry to defeat a
password-aging requirement by changing the password to one they have used
before. If possible, ensurethat the user cannot change the password by smply
appending or “prepending” charactersto ther original password (eg., origina
password was * mysecret” and is changed to “ 1mysecret” or “ mysecrefl”.

Authority —who is allowed to change or reset passwords and what sort of proof
isrequired before initiating any changes.

m  Configure computersto deny login after a small number of failed attempts. Itis
rdatively easy for an unauthorized user to try to gain access to a computer by using
automated software tools that attempt all passwords. If the operating system provides
the capability, configureit to deny login after threefailed attempts. Typically, the
account is*“locked out” for a period of time (such as 30 minutes) or until a user with
appropriate authority reactivatesit.

This is another situation that requires the Web administrator to make a decision that balances
security and convenience.  Implementing this recommendation can hdp prevent some kinds
of attacks, but it can also allow a malicious intruder to make failed login attempts to prevernt
user access, a DoS condition.
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Failed network login attempts should not prevent an authorized user or administrator from
logging in a the console Note that all failed log in attempts whether via the network or
console should be logged. Also, if remote administration is not going to be implemented
(see Section 9.5), disable the ability for the administrator or root levd accountsto log in from
the network.

m Install and configure other security mechanismsto strengthen authentication. If
the information on the Web server requires it, consider using other authentication
mechanisms such as tokens, client/server certificates, or one-time password systems.
Although they can be more expensive and difficult to implement, they may be
justified in some circumstances. When such authentication mechanisms and devices
are usad, the organization’s policy should be reviewed to reflect in theway in which

they are applied.

m  Generateand digtribute user account reports. Inorder to ensurethat all
unnecessary accounts are removed in atimdy metter, it is critical for the organization
to setup a system that generates reports of the user accounts that include information
necessary to determine whether or not he account should remain active. Thesereports
should be disseminated to appropriate supervisors and management personnd to
identify individuals who no longer require accounts.

As mentioned earlier, intruders using network sniffers can easily capture reusable passwords
passed across a nework in cear text. Consder implementing instead less vulnerable
authentication and encryption technologies, such as Secure Shdl (SSH) and Secure Socket
Layer (SSL)/Transport Layer Security (TLS) (see Section 7.5).

41.4 Configure Resource Controls Appropriately

Many operating systems provide a capability to specify access privileges individualy for files,
directories, devices, and other computational resources. By carefully setting access controls,
the Web administrator can reduce intentional and unintentional security breaches.  For
example, denying read access to files and directories hdps protect confidentiality of
information, whereas denying unnecessary write (modify) access can hdp protect the integrity
of information. Limiting the execution privilege of most system-rdated tools to authorized
system administrators can prevent users from making configuration changes that could reduce
security. It also can redtrict the ability of intruders to use those tools to attack the system or
other systems on the network. Because operating system resource controls act in tandem with
Web server resource controls, this topic is addressed in greater detail in Section 5.2.

4.2 Security Testing the Operating System

Periodic security testing of the operating system is a vital way to identify vulnerabilities and to
ensure that the existing security precautions are effective. Of the several methods for testing
operating systeams, the most popular are vulnerability scanning and peneration testing.
Vulnerability scanning usually entails using an automated vulnerability scanner to scan a host
or groups of hosts on a network for application, network, and operating system vulnerabilities.
Penetration testing is a testing process designed to compromise a nework using the tools and
methodologies of an “attacker.” It is an iterative testing process that identifies the wesakest
aress of the nework and exploits them to expand access to the remainder of the network. The
process eventualy results in compromising the overall security of the network. Vulnerability
scanning should be conducted periodically, at least weekly to monthly, and penetration testing
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should be conducted at least annually. Since both of these testing techniques are applicable to
testing the Web server application as well, they are discussed in grester detail in Section 9.4.%

4.3 Resources for Operating System Specific Security Procedures

The following Web dtes provide deailed information about securing specific operating
systems:

m  Solaris—Paul D. J. Vandenberg and Susan D. Wyess, Securing Solaris Servers
(http://mww.usenix.org/sagelsysadming/solaris/)

m  Unix—CERT, Unix Security Checklist Version 2.0
(http:/mww.cert.org/tech tips/usc20 full.html)

m  WindowsNT — National Security Agency (NSA), Guide to Securing Microsoft
Windows NT Networ ks (http://nsal.www.conxion.com/winnt/guides/wnt-1. pdf)

m  Windows 2000 — NIST Special Publication 800-43, Guide to Securing Windows 2000
Professional (http://csre.nist.gov/publications/nistpubs/index.html)

m  Windows 2000 — NSA, Guide to Securing Microsoft Windows 2000 (including 2000
Server) (http://nsal . www.conxion.com/win2k/index.html).

4.4 Securing the Web Server Operating System Checklist

Completed Action

Plan the configuration and deployment of Web server

Identify functions of Web server

Identify information categories that will be stored, processed and
transmitted through the Web server

Identify security requirements of information
Identify how information is published to the Web server
Identify a dedicated host to run Web server

Identify network servicesthat will be provided and supported by the
Web server

Identify users and categories of users of the Web server and
determine privilege for each category of user

O 0o ogoo o|g

Identify user authenti cation methods for Web server

Choose appropriate operating system for Web server

O

Minima exposureto vulnerabilities

Ability to restrict administrative or roct level activitiesto authorized
usersonly

¥ For informeation on other testing techniques, see NIST Specia Publication 800-42, Guiddine on Network Security
Testing (http://csre.nist.gov/publications/nistpubs/index.html).
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Completed

Action

O

Ability to deny access to information on the server other than that
intended to be available

O

Ability to disable unnecessary network services that may be built
into the operating system or server software

Ability to control access to various forms of executable programs,
such as Computer Gateway Interface (CGl) scripts and server plug-
insin the case of Web servers

Availability of experienced staff to install, configure, secure, and
maintain operating system

Patch and upgrade oper ating system

Identify and install al necessary patches and upgradesto the
operating system

Identify and install al necessary patches and upgradesto
applications and services induded with the operating system

Remove or disable unnecessary services and applications

O

Disable or remove unnecessary services and applicaions

Configurethe operating system user authentication

Remove or disable unneeded default accounts and groups

Disable noninteractive accounts

Cresate the user groups for the particular computer

Creste the user accounts for the particular computer

Check the organization’ s password policy, and set account
passwords appropriately (e.g., length, complexity)

Configure computers to deny login after asmall number of failed
attempts

Oo|o|0o|googono

Install and configure other security mechanisms to strengthen
authentication

Test the security of the operating system

Test operating system after initid install todeterminevulnerabilities

O

Test operating system frequently to determine new vulnerabilities
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5. Securely Installing and Configuring the Web Server

Once the operating system has been installed and secured, it will be necessary to ingtdl the
chosen Web sarver software Before starting this process, read the vendor documentation
carefully and understand the various options available during the install process. Also be sure
to vigit the vendor’s Web site or vulnerability database Web site, such as the ICAT metabase
(http://icat.nist.gov), to determine if there are known vulnerabilities and related patches
available that should be installed or configured as part of the stup process. Only after these
prdiminary steps are accomplished should the install be started. Note that this section
discusses only generic ingtallation and configuration procedures; for specifics on Apache and
1S, see Appendixes A and B, respectively.

5.1 Securely Installing the Web Server

In many respects, the secure ingtall and configuration of the Web server application will mirror
the operating system process discussad in the Section 3. The overarching principle, as before,
is to install the minimal amount of Web server services required and diminate any known
vulnerabilities through patches or upgrades. If the indtallation program ingtalls any
unnecessary applications, sarvices, or scripts, they should be removed immediatdy once the
installation process completes. During the installation of the Web server, the following steps
should be performed:

1. Ingtall the server software on a dedicated host

2. Ingtall the minimal Internet services required

3. Apply any patches or upgrades to correct for known vulnerabilities

4. Createadedicated physical disk or logical partition (separate from operating system
and server application) for Web content

5. Removeor disableall servicesinstalled by the Web server application but not
required (eg., gopher, FTP, and remote administration)

6. FromtheWeb server application root directory, remove al files that are not part of the
Web ste

7. Removeall ssmple documents, scripts, and executable code

8. Removeall vendor documentation from server

9. Apply appropriate security template or hardening script to server (see Appendix E)
10. Reconfigure HT TP service banner (and others as required) NOT to report Web server

and operating system type and version. (This can be accomplished in11S using the
Microsoft’ sfree 1S Lockdown Tool and in Apacheviathe” Server Tokens' directive)
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5.2 Configuring Access Controls

521

Most Web server host operating systems provide a capability to specify access privileges
individually for files, devices, and other computational resources on that host.  Any
information that the Web server can access using these controls can potentially be distributed
to all users accessing the public Web ste The Web sarver software is likdy to provide
additional file, device, and resource access controls specific to its operation. In cases where
resource permissions can be st at both the operating system and Web server application, it is
important that they are identical otherwise it is possible that too much or too little access may
be granted to users. Web administrators should consider from two perspectives how best to
configure these access controls to protect information stored on their public Web server:

m  Limit the access of the Web server softwareto a subset of computational resources

= Limit the access of users through additional access controls enforced by the Web
server, where more detailed leves of access contral are required.

The proper sgtting of access controls can hdp prevent the disclosure of sensitive or restricted
information that is not intended for public dissemination. In addition, access controls can be
used to limit resource use in the event of a DoS attack against the public Web site
Typical files to which access should be controlled are as follows:
m  Application software and configuration files
m Filesrdated directly to security mechanisms:
Password hash files and other files used in authentication

Files containing authorization information used in controlling access

Cryptographic key material used in confidentiality, integrity, and non-repudiation
SErVices.

m  Saver log and system audit files
m  System software and configuration files.
Configuring the Permissions of the Web Server Application

The first step in configuring access contrals is to ensure that the Web sarver executes only
under a unique individual user and group identity with very restrictive access contrals. Thus,
new user and group identities to be used exclusivdy by the Web server software need to be
established.  This new user and new group should be made independent and unique from all
other users and groups. This is a prerequisite for implementing the access controls described
in the following steps.  Although the server may initially have to run as root (Unix) or
systemvadministrator (Windows NT/2000/XP) to bind to Transmission Control Protocol (TCP)
ports 80 and/or 443 (usad respectively to provide HTTP and HTTPS services), do not alow
the server to continueto run at this level of access.
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In addition, use the Web server's operating system to limit files accessad by the Web service
processes.  These processes should have read-only access to those files necessary to perform
the service and should have no access to other files, such as server log files. Use Web server
host operating system access controls to enforce the following [CERTOL]:

m  Web sarvice process(es) is (are) configured to run as a user with a gtrictly limited set
of privileges (i.e, not running as root, Administrator, or equivalent).

m  Web content files can be read but nat written by Web service process(es).

m  Web sarvice process(es) cannot write the directories where public Web contert is
stored.

m  Only process(es) authorized for Web server administration can write Web content
files.

m  TheWeb sarver application can write Web server log files, but log files cannot be
read by the Web server application. Only root/system/administrative level processes
can read Web sarver log files.

m  Temporary files created by the Web server application, such as those that might be
generated in the creation of dynamic Web pages, are restricted to a specified and
appropriatdy protected subdirectory.

m  Accessto any temporary files created by Web server application islimited to the Web
service process(es) that created thesefiles.

It is also necessary to ensure that the Web sarver application cannot save files outside the
specified file structure dedicated to public Web content. This may be a configuration choice in
the server software or it may be a choice in how the server process is controlled by the
operating system. Ensure that such directories and files (outside the specified directory tree)
cannot be served, even if users know the names or the Uniform Resource Locator (URLS) of
thosefiles.

To mitigate the effects of certain types of DoS attacks, configure the Web server to limit the
amount of operating system resources it can consume  Some examples would include the
following:

m Ingtall Web content on a different hard drive or logical partition from the operating
system and Web application.

m |f uploads arealowed to the Web server, placealimit on the amount of hard drive
spacethat is dedicated for this purpose

m |f uploads arealowed to the Web server, thesefiles should not be readable by the
Web sarver. They should only be readable by the Web server after some automated
or manual review process. This prevents the Web server from being used to traffic
pirated software, attack tools, pornography, etc.

m  Ensurethat log files are stored in alocation that is Sized appropriately.
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These actions will protect to some degree againgt attacks that attempt to fill the file system on
the Web sarver host operating system with extraneous and incorrect information that may
cause the system to crash. This will also protect against attacks that attempt to fill primary
random access memory (RAM) with unnecessary processes to sow down or crash the system,
thus limiting Web service availability. Logging information generated by the Web server host
operating system may help in recognizing such attacks (see Section 9.1).

In addition, it is often necessary to configure timeouts and other controls to further reduce the
impact of certain DoS attacks. Onetype of DoS attack, when it is perpetrated, takes advantage
of the practica limits on simultaneous network connections by quickly establishing
connections up to the maximum permitted, such that no new legitimate users can gain access.
By sdting network connection timeouts (the time after which an inactive connection is
dropped) to a minimum acceptable time limit, established connections will time out as quickly
as possible, opening up new connections to legitimate users. This measure only mitigates the
effects; it does not defeat the attack.

If the maximum number of open connections (or connections that are half-open — that is, the
first part of the TCP handshake was successful) is set to a low number, an attacker can easily
consume the available connections with illegitimate requests (often called a SYN flood).
Setting the maximum to a much higher number may mitigate the effect of such an attack, but
a the expense of consuming additional resources. Note that this is only an issue for Web
sarvers that are not protected by a firewall that stops SYN flood attacks. Maost current
enterprise-leve firewalls protect a Web server from a SYN flood by intercepting the attack
before it reaches the Web server.

Configuring Secure Web Content Directory

Do not use links, aliases, or shortcuts in the public Web content file directory tree that points to
directories or files dsawhere on the server host or the network file system. If possible, disable
the ability of the Web server softwareto follow links and adliases. As stated earlier, Web server
log files and configuration files should reside outside the specified file directory tree for public
Web content.

Thefollowing steps are required to restrict access to a specific Web content file directory treer

m Dedicateasingle hard drive or logical partition for Web content and establish related
subdirectories exclusivaly for Web server content files, including graphics but
excluding scripts and other programs.

m Ddineasngledirectory exclusivey for all external scripts or programs executed as
part of Web content (eg., CGl, Active Server Page[ASP], Hypertext Preprocessor
[PHPY)).

m Disablethe execution of scriptsthat are not exclusively under the control of
administrative accounts. This action is accomplished by creating and controlling
access to a separate directory intended to contain authorized scripts.

m Disabletheuseof hard or symboalic links.
m  Defineacomplete Web content access matrix. Identify which folders and fileswithin
the Web server document are restricted and which are accessible (and by whom).
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Most Webh sarver software vendors provide directives or commands that allow the Web
administrator to restrict user access to public Web sarver content files. For example, the
Apache Web sarver software provides a Limit directive, which alows the Web administrator
to restrict which optional access features (such as New, Ddee, Connect, Head, and Ge) are
asociated with each Web content file The Apache Require directive allows the Web
administrator to restrict available content to authenticated users or groups.

Many directives or commands can be overridden on a per-directory basis. The convenience of
being able to make local exceptions to global palicy is offset by the threat of a security hole
being introduced in a distant subdirectory, which could be controlled by a hostile user. The
Web administrator should disable a subdirectory’s ability to override top-levd security
directives unless that overrideis absolutdy necessary.

In most cases, Web server file directory listings should be disabled. The HTTP specifiesthat a
URL ending in a dash character be treated as a request for a listing of thefiles in the directory
with that name. Web servers should be prohibited from responding to such requests, even if
the public can read all of the directory files. Such requests often indicate an attempt to locate
information by means other than those intended by the Web administrator or Webmaster.
Usars may attempt this if they are having difficulty navigating through the site or if a link
appears to be broken. Intruders may attempt this to locate information hidden by the Web
gtes interface. Web administrators should investigate requests of this type found in the Web
server log files (see Section 7).

Uniform Resource Identifiers and Cookies

Uniform Resource Identifiers (URIs) are the address technology from which URLs are
created. Technically URLs (eg., http://Amww.mywww.gov) are a subset of URIS. Therearea
number of security issues that arise from URIs. Since URIs are sant in the clear, any data that
is stored within them can be easly compromised. For example URIs are recorded in
numerous location including Web browser logs (i.e, browser history), proxy server logs, and
third-party HTTP referrer logs. Thus hiding sensitive data such as usernames and passwords,
or hidden server resources in URI is not recommended.  Security through obscurity is not
secure.

URIs are often included with public web content. Although those these URIs may not display
as Web content in a user’'s Web browser, they can be easily discovered in the source code
Therefore no publicly served Web content should include sensitive URI hidden in the source
code Many attackers and malicious bots (see Section 5.2.4) will search the source code for
sensitive URI information including:

m  E-mail addresses

= Imageson other sarvers

m  Linksto other servers

m Particular text expressons (eg., userid, password, root, administrator)

m Hiddenformvalues

m  Hyperlinks
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A cookieisasmall piece of information that may bewritten to the user’ s hard drive when he
or shevistsaWeb ste Theintent of cookiesisto allow serversto recognize a specific
browser (user). Inessence, they add state to the statdess HT TP protocol. Unfortunatdy
cookies are usually sent in the clear and are stored in the clear on theusar’ s host and so are
vulnerableto compromise. There are known vulnerabilities in certain versions of Internet
Explorer for examplethat allow a malicious Web siteto remotdy collect all avisitor’s cookies
without thevisitor' s knowledge. Therefore, cookies should never contain data that can be used
directly by an attacker (e.g., username, password).

Controlling Web “Bots” Impact on Web Servers
Web bots (a.k.a.,, agents or spiders) are software applications used to collect, analyze and index

Web content. Web bots are used by a numerous organizations for many purposes. Some
examples are as follows:

m  Scooter, Slurp, and Googlebot dowly and carefully analyze, index, and record Web
stesfor Web search engines such as AltaVista and Google

m  ArchitextSpider gathers Internet Statistics.

m  Hyperlink “validators’ are usad by Webmasters to automatically validate the
hyperlinks on their Web site

m  EmailSiphon and Cherry Picker are bots specifically designed to crawl Web sites for
dectronic mail (e-mail) addresses to add to unsolicited advertising email (“spam’)
lists. Theseareacommon example of a bot that may have a negativeimpact on a
Web siteor it users.

Unfortunatdy, bots can present a challenge to Webmeasters and their sarvers:
m  Web sarvers often contain directories that do not need to beindexed.
m  Organizations might not want part of their site appearing in search engines.
m Wb sarvers often contain temporary pages that should not be indexed.

= Organizations operating the Web server are paying for bandwidth and want to exclude
robots and spiders that do not benefit thar goals.

m  Botsarenot always wdl written or wel intentioned and can hit a Web sitewith
extremdy rapid requests, causing areduction in or outright DoS for legitimate users.

m  Bots may uncover information that the Webmaster would prefer would remain secret
or at least unadvertised (e.g., e-mail addresses).

Fortunatdly, there is a way for Web administrators or the Webmaster to influence the behavior
of most bots on their Web site A series of agreaments called the Robots Exclusion Standard
(REP) has been created.  Although REP is not an officia Internet standard, it is supported by
most wdl written and wdl-intentioned bots, including those used by most major search
engines.
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Web administrators who wish to limit bots actions on their Web server need to create a plain
text file named “robots.txt.” The file must always have this name, and it must reside in the
Web sarve’s root document directory.  In addition, only one file is allowed par Web ste
Note that the robots.txt file is a standard that is voluntarily supported by bot programmers.
There is no requirement that it be used. Thus, mdicious bots (such as EmailSiphon and
Cherry Picker) will ignorethis file'®

The robots.txt is a smple text file that contains some keywords and file specifications. Each
line of the file is @ther blank or consists of a single keyword and its rdated information. The
keywords are used to tdl robots which portions of a Web site are excluded.

Thefollowing keywords are allowed:

m  User-agent —isthe name of therobot or spider. A Web administrator may also
include more than one agent nameif the same exclusion isto apply to each specified
bot. Theentry isnot case sensitive (in other words “googlebot” isthe same as
“GOOGLEBOT” and “GoogleBot™).

A “*” indicates this is the “ default” record, which applies if no other match is found. For
example, if you specify "GoogleBot" only, then the"*" would apply to any other robot.

m Disallow —tdlsthe bot(s) specified in the user-agent fidd which sections of the Web
siteareexcluded. For example, /images informs the bot not to open or index any files
in theimages directory or any subdirectories. Thus, thedirectory "/images/special/"
would not be indexed by the excluded bot(s).

Note that /do will match any directory beginning with "/do" (eg. /do, /document, /docs,
etc.), whereas /do/ will match only a directory named "/do/".

A Web adminigrator can aso specify individual filess For example the Web
administrator could specify /mydata/hdp.html to prevent only that one file from being
accessed by the bots.

A vaue of just “/” indicates that nothing on the Web siteis allowed to be accessed by the
specified bot(s).

At least onedisallow per user-agent record must exi<t.
There are many ways to use therobots.txt file. Some simple examples are as follows:
m  Todisalow al (compliant) bots from specific directories:
User-agent: *
Di sal | ow. /i mages/
Di sal | ow. /banners/

Di sal | ow. / Forns/
Disallow /D ctionary/

18 Other methods for controlling malicious boats exist; however, they are changing constantly as the malicious bot
operators and Web administrators devel op new methods of counteracting each other’ s techniques. Given the
constantly changing nature of this area, discussion of these techniquesis beyond the scope of this document.
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D sall ow. /_borders/
Di sal l ow /_fpcl ass/
Di sal l ow. /_overl ay/
Disallow /_private/
Di sall ow. / _thenes/

m  Todisalow al (compliant) bots from the entire Web site

User-agent: *
Di sal l ow /

m  Todisallow aspecific bot (in this case the Googlebot) from examining a specific Web
page:

User - agent : CGoogl eBot
D sal |l ow. tenpi ndex. ht m

Note that the robots.txt file is available to everyone Thus, a Web administrator should not
specify the names of sengtive files or folders. If these must be excluded, it is better to use
password-protected pages that cannot be accessed by bots. Password protection is the only
rdiable way to exclude noncompliant bots. See Section 7 for more information on Web based
authentication methods.

5.3 Using File Integrity Checkers

A file integrity checker is an application that computes and stores a checksum for every
guarded file and establishes a database of file checksums. It alows a system administrator to
easly recognize changes to critical files, particularly unauthorized changes. Checksums
should be recomputed regularly to test the current value against the stored value to identify any
file modifications. A file integrity checker capability is often included with host-based
intrusion detection systems (see Section 8.2.2) and is also available separatdy (see Appendix
E).

Although an integrity checker is a useful tool that does not require a high degree of human
interaction, it neads to be used carefully to ensure thet it is effective  To cregte the first
reference database a file integrity checker requires a system that is known to be in a secure
state. Otherwise, cryptographic hashes of a compromised system may be created and therefore
create a false sense of security for the tester. The reference database should be stored off line
so that an attacker cannot compromise the system and modify the database to hide tracks of the
attack. A file integrity checker can aso generate false positive alarms.  Each file update and
system patch implementation changes the file and will therefore require an update of the
checksum database. Thus, kegping the database up-to-date may be difficult. However, even if
the integrity checker is run only once (when the system is first installed), it can till be a useful
activity for determining which files have been modified in case of a suspected compromise
Finally, attackers have demonstrated an ability to modify a file in ways the commonly used 32-
bit cyclic redundancy check (CRC) checksum could not detect. Therefore, stronger
checksums are recommended to ensure the integrity of data that is stored in the checksum
database.

Integrity checkers should be run nightly on a sdection of system files that would be affected
by a compromise.  Integrity checkers should also be used when a compromise is suspected for

A



Guidelines on Securing Public Web Servers
determining the extent of possible damage. If an integrity checker detects unauthorized system

file modifications, the possibility of a security incident should be considered and investigated
according to the organization’s incident response and reporting policy and procedures.

5.4 Securely Installing and Configuring the Web Server Checklist

Completed Action

Securely installing the Web server

Install the server software on a dedicated host

Install minimal Internet services required

Apply any patches or upgrades to correct for known vulnerabilities

O o0

Creste adedicated physica disk or logica partition (separate from
operating system and server application) for Web content

Remove or disable dl servicesinstalled by the Web server
gpplication but not required (e.g., gopher, FTP, and remoate
administration)

Remove dl sample documents, scripts, and executable code

Remove al vendor documentation from server

Apply appropriate security template or hardening script to server

O oogo| O

Reconfigure HTTP service banner (and others as required) NOT to
report Web server and operating system type and version

Configuring Web server host operating system access controls

Configured so that Web content files can be read but not written by
Web service processes

Configured so that Web service processes cannot write the
directories where public Web content is stored

Configured so that only processes authorized for Web server
administration can write Web content files

o | o|o,|d

Configured so that Web application can write Web server log files,
but 1og files cannot be read by the Web server application

Configured so that temporary files crested by Web server
gpplication are restricted to a specified and appropriately protected
subdirectory

O

Configured so that access to any temporary files crested by Web
] server gpplication islimited to the Web service process(es) that
created thesefiles

[ Installed with Web content on a different hard drive or logica
partition than the operating system and Web application

Configured so that if uploads are alowed to the Web server, alimit
O is placed on the amount of hard drive space that is dedicated for this

purpose

[ Configured so that log files are stored in alocation that is sized
appropriately
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Completed Action

Configuring a secure Web content directory

Dedicate asingle hard drive or logica partition for Web content and
] establish related subdirectories exdusively for Web server content
files, induding graphics but exduding scripts and other programs

[ Define asingle directory excdusively for al external scriptsor
programs executed as part of Web server content (e.g., CGl, ASP)

Disable the execution of scriptsthat are not exdusively under the

[ control of administrative accounts. This action is accomplished by
creating and controlling access to a separate directory intended to
contain authorized scripts

] Cresate the user groups for the compuiter.

[ Disable the use of hard or symbaliclinks (ak.a., shortcuts for
Windows).

Define a complete Web content access matrix. Identify which
Ol folders and files within the Web server document are restricted and

which are ble (and by whom)

Check the organization’ s password policy, and set account
passwords appropriately (e.g., length, complexity)

O

O

Userobots.txt file if appropriate

Usingfileintegrity checkers

Install afileintegrity check to protect Web server configuration
files, password files and Web content

Update file integrity checksums whenever an upgrade or content
changed occurs

Store checksum on protected write once media

o o|d

Regularly compare checksums
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6. Securing Web Content

The two main components to Web security are the security of the underlying server application
and operating systems, and the security of the actual content. Of these the security of the
content is often overlooked. Content security itsdf has two components. The more obvious is
not to place any propridary, classified, or other sengitive information on a publicly accessible
Webh saver unless other steps have been taeken to protect the information via user
authentication and encryption (see Section 7). The less obvious component of content security
is compromisad caused by the way particular types of content are processed on a server can
lead to a compromise.

6.1 Publishing Information on Public Web Sites

Little thought is usualy given to the security implications of the content placed on the Web
dte Few organizations have a Web publishing process or policy that determines what type of
information to publish openly, what information to publish with restricted access, and what
information should not be published to any publicly accessible repository.  This is unfortunate
because Web dtes are often one of the first places that malicious entities will search for
valuable information. For example, attackers often read the contents of a target organization's
Web siteto gather inteligence before any attacks [Sca01].

Absent compdling reasons, a public Web site should generally not contain the following
information:

m Classfied records

Internal personnd rules and procedures

Sendgitive or proprietary information

m  Personal information about an organization's personng

Home addresses and phone numbers

Socia Security Numbers (SSNs)

Detailed biographical material (could be employed for social engineering)
Staff family members

m  Tdephone numbers, email addresses™, or general listings of staff unless necessary to
fulfill organizational requirements

' For federal agendies, thiswould indude al items covered by the Privacy Act of 1974 —
(http://Awww.usdoj.gov/O4folalprivstat.htm).
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m  Schedules of organizational principals or tharr exact location (whether on or off the
premises)

= Information on the composition or preparation of hazardous materials or toxins™
m  Sensitiveinformation relating to homeland security™

m Investigativerecords

m  Financia records (beyond those already publicly available)

m  Maedical records

m  Organization's physical and information security procedures

m Information about organization’s network and information system infrastructure (eg.,
address ranges, naming conventions, access numbers)

m Information that specifies or implies physical security vulnerabilities

m  Plans maps, diagrams, agrial photographs, and architectural plans of organizational
building, properties, or installations

m Information on disaster recovery or continuity of operations plans except as absolutdy
required

m  Details on emergency response procedures, evacuation routes, or organizational
personnd responsiblefor these issues

m  Copyrighted material without the written permission of the owner

m  Privacy or security policies that indicate the types of security measuresin placeto the
degreethat they may be useful to an attacker

Never use a public Web server to host sensitive information intended to be accessed only by
internal users (compromise of the public Web server will invariably lead to the compromise of
this data).

To ensure a consistent approach, an organization should create a formal policy and process for
determining and approving the information to be published on a Web sarver.  In many
organizations, this is the responsbility of the chief information officer (CIO) and/or public
affairs officer. Such a process should include the following steps:

2 \When an e-mail address must be published on aWeb site, consider the use of generic email addresses or aliases
(e.g., webmaster@mydomain.gov as opposed to jane_doe@mydomain.gov). Therearetwo reasonsto dothis. One,
published email addresses are much more likely to receive unsolicited bulk emal (i.e., “spam”). Two, persondly
identifying email addresses can provide useful information to an attacker (e.g., possible usernames or asainformation
to be used for social engineering attempts).

2 For more guidance on protecting this type of informeation see the White Memorandum Dated March 19, 2000,
Action to Safeguard I nformati on Regar ding Weapons of Mass Destruction and Other Sensitive Documents Related to
Homdand Security (http:/www.usdoj.gov/oi p/foi apast/2002foi apast10.htm).
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1. Identify information that should be published on the Web
2. |dentify thetarget audience (why publish if no audience exists?)
3. Identify possible negative ramifications of publishing the information

4. ldentify who should be responsible for creating, publishing, and maintaining this
particular information

5. Createor format information for Web publishing

6. Review theinformation for sensitivity and distribution/rdease controls (including the
sengitivity of theinformation in aggregate)

7. Deerminethe appropriate access and security controls
8. Publishinformation
9. Veify published information.

10. Peiodicaly review published information to confirm continued compliance with
organizationa guiddines.

An area of Web content that is often overlooked is the information sometimes hidden within
the source code of a Web page. This can be viewed from any Web browser through the use of
the “view source code’ menu option. Organizations often do not pay attention to the contents
of the source code on their Web site, even though this code can contain sengtive information.
The source code can, for example, contain points of contact and reveal portions of the directory
structure of the Web server.  Attackers will scour not only the obvious content of the Web site
but also the hidden source code; thus, Web administrators or Webmasters should periodically
review code on their public Web server.

6.2 Regulations Regarding the Collection of Personal Information

Federal and state laws and regulations apply to the collection of user information on publicly
accessble government Web sites.  In addition, many government agencies have privacy
guiddines that address the type of information that could be collected about users.
Governmental organizations with Web sites should be aware of the appropriate and applicable
laws, regulations, and agency guiddines. Private organizations may wish to use these
guiddines and examples of sound security practices but should consult appropriate legal
counsd and ther privacy officias for the applicable legal and policy implications. However,
federal laws, regulations, and applicable agency guiddines do apply to commercia
organizations that operate Web stes on behalf of federal agencies. Organizations should be
aware of changes to lega, regulatory, and contractual issues and seek advice from

knowledgeable legal and policy experts.

Most federal agencies are prohibited from callecting personaly identifying information on
publicly accessble Web stes without the explicit permission of the user. This persond
information includes the following:

m  Name
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m E-mail address
m Mailing address
= Tdephone number
m  SSN
m  Financial information.

Federal agencies and many state agencies are also restricted in their ability to use Web browser
“cookies’ [OMB00a, OMB0Ob, OMBO00Oc, and MASS99]. A cookie is a small piece of
information that may be written to a usar’s hard drive when a Web steis visted. There are
two principal types of cookies.

Those that cause the most concern are called “persistent” cookies. These cookies can be usad
to track activities of users over time and across different Web sites. The most common use of
persistent cookies is to retain and corrdate information about users between sessions. Federa
agencies and many state agencies are genadly prohibited from using persstent cookies on
publicly accessible Web sites.

“Session” cookies are vaid for a single session (visit) to a Web ste These cookies expire at
the end of the session or within a limited time frame. Because these cookies cannot be used to
track personal information, they are generally not subject to the prohibition that applies to
persistent cookies. However, their use must be clearly stated and defined in the Web site's
privacy statement.

6.3 Securing Active Content and Content Generation Technologies

In the early days of the WWW, most sites presented textual static information based on the
American Standard Code of Information Interchange (ASCII). No interactivity existed
between the user and Web site beyond the user clicking on hyperlinks.  Soon thereafter,
interactive dements were introduced that offered users new ways to interact with the Web site
Unfortunatdy, these interactive dements introduced a raft of new Web rdated
vulnerabilities.”

Active content refers to interactive dements processed at the client (Web browser). If not
implemented correctly, active content can present a serious threat to the end user.  For
example, active content can take actions without the express parmission of theuser. A varigty
of active content technologies exist. Some of the more popular examples include: ActiveX,
Java, VBScript, and JavaScript. Organizations considering the deployment of client side
active content should carefully consider the risks to thar users, as the use of active content
often requires the user to reduce the security settings on their Web browser.

Content generators are implemented on the server and thus represent a threet to the Web server
itsdf. The danger in content generators is that they may accept input from users and can take
actions on the Web sarver. If the content generator has not been programmed correctly, an

2 For more extensive guidelines on active content, please see NIST Special Publication 800-28, Giddineson Active
Content and Mobile Code (http://csrc.ni st.gov/publi cations/ni stpubs/index.html).
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attacker can enter certain types of information that may negatively impact the Web server or
compromise its security. For example, one common attack against content generators is a
buffer overflow. In this type of attack, a malicious entity will send large amounts of
information to the content generator. The large amount of information will overflow the
memory allocated to the content generator and, if formatted appropriately, this information
overflow can be usad to execute commands or gain unauthorized access to the Web sarver.

All Web sites that implement active content and content generators should perform additional
steps to protect the active content from compromise. These steps, which are discussed in the
following sections, may not apply to al installations, therefore they should be usaed as
guidance in conjunction with appropriate vendor documentation.

Specia caution is aso required for downloading preprogrammed scripts or executables from
the Internet. Many Web administrators and Webmasters are tempted to save time by
downloading fredy available code from the Internet.  Although this is obvioudly convenient, it
is not risk free. There are many examples of malicious code being distributed this way. In
general, no third-party scripts should be installed on a Web server until subjected to a thorough
codereview by atrusted expert.

Client Side Active Content Technologies and Related Vulnerabilities

A wide variety of client-side (Web browser) active content technologies is available Each
technology has its own strengths and weaknesses, and none is perfectly secure. Some of the
most popular active content technologies and their associated risks are discussed bdow. New
technologies are being rdeasad al the time. Any Web administrator or Webmagter, who is
considering deploying a Web site with features that require active content technology at the
cdient sde should carefully wegh the risks and benefits of the technology before
implementation. In particular, Web administrators and Webmasters nead to be aware that even
if thelr content does not present a threat to the user, active content from other sites may present
athrest, and that the user may not remember to secure the browser settings when required.

PostScript — is one of the earliest examples of active content till in usetoday. PostScript isa
powerful page description language from Adobe that uses language statements in text files that
are trandated by the PostScript interpreter to accuratdy display a page on any host that
supports PostScript. This powerful language can be used malicioudy to execute commands on
the host interpreting the PostScript document.  Unfortunatdly, the best protection against this
type of attack is to disable certain commands within the PostScript interpreter, which can
negatively affect its overall functionality [NISTO1a).

Portable Document Format (PDF) — is a page description language from Adobe for
specifying the appearance of the page containing text, graphics, and images, using the same
high-level, device-independent image modd employed by PostScript. This format is
eventually created and read by Adobe Acrobat. Although less susceptible than some other
types of active content, a number of vulnerabilities are associated with the PDF and the
applications that support it. PDF files can be usaed to deploy malicious code, and certain
vearsions of the commonly used Adobe Acrobat reader application are susceptible to buffer
overflow vulnerabilities that can be used to crash and execute code on client hosts [NISTO14].

Java — is a full-festured, object-oriented programming language compiled into platform

independent byte code executed by an interpreter called the Java Virtual Machine (JVM). The
resulting byte code can be executed where compiled or transferred to another Java-enabled
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platform (eg., conveyed via an HTML Web page as an apple). Java is useful for adding
functionality to Web sites. Many services offered by various popular Web stes require the
user to have a Java-enabled browser. When the Web browsar sees references to Java code, it
loads the code and then processes it using the built-in WM.

The devdlopers of Java tried to address the problem of security and were mostly successful.
The Java programming language and runtime environment enforces security primarily through
strong type safety, by which a program can perform certain operations only on certain kinds of
objects. Java follows a so-called sandbox security modd, used to isolate memory and method
access and to maintain mutually exclusive execution domains.  Java code, such as a Web
applet, is confined to a sandbox, which is designed to prevent it from performing unawthorized
operations, such as inspecting or changing files on a client file system and using network
connections to circumvent file protections or user’ s expectations of privacy.

Hostile applets ill pose security threats, even while executing within the sandbox. A hostile
applet can consume or exploit system resources inappropriately, or can cause a user to perform
an undesired or unwanted action. Examples of hostile applets exploits include DoS, mail
forging, invason of privacy (eg., exporting of identity, email address, and platform
information), and installing backdoors to the system. Because the Java security modd is rather
complex, it can be difficult for a user to understand and manage  This Situation can increase
risk. Moreover, many implementation bugs have also been found, enabling the user to bypass
security mechanisms [NISTO1a).

JavaScript — is a general purpose, cross-platform scripting language, whose code can be
embedded within standard Web pages to create interactive documents. The name JavaScript is
a misnomer because the language has little reationship to Java technology and rose
independently from it. Within the context of the Web browser, JavaScript is extremdy
powerful, allowing prepared scripts to perform essentially the same actions as those a user
could take. Within that context, JavaScript lacks methods for directly accessing a client file
system or for directly opening connections to other computers besides the host that provided
the content source Moreover, the browser normally confines a script’s execution to the page
with which it was downloaded [NISTO1a).

In theory, confining a scripting language to boundaries of a Web browser should provide a
rdativdy secure environment. In practice, this has not been the case Many browser-based
attacks stem from the use of a scripting language in combination with a security vulnerability.
The main sources of problems have been twofold: the prevalence of implementation flaws in
the execution environment and the close binding of the browser to reated functionality, such
as an emall client. Past exploitsinclude sending auser's URL history list to aremote site, and
using the mail address of the user to forge email. The increasing use of HTML and other
markup languages as content for email and in push technology services has opened new
avenues for exploits through embedded scripts [NISTO14].

Visual Basic Script (VBScript) — is a programming language developed by Microsoft for
creating scripts that can be embedded in Web pages for viewing with the Internet Explorer
browser.  Netscape Navigator, however, does not support VBScript. Like JavaScript,
VBScript is an interpreted language able to process client-side scripts.  VBScript, which is a
subset of the widdy used Microsoft Visual Basic programming language, works with
Microsoft ActiveX controls. Thelanguageis similar to JavaScript and poses similar risks.
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ActiveX — is a s& of technologies from Microsoft that provide tools for linking desktop
applications to the WWW. ActiveX contrals are reusable component program objects that can
be attached to email or downloaded from a Web site. ActiveX controls also come preinstalled
on Windows platforms. Web pages invoke ActiveX controls using a scripting language or
withan HTML OBJECT tag.

The ActiveX security modd is considerably different from the Java sandbox modd. The Java
modd restricts the permissions of appleis to a sat of safe actions.  ActiveX, on the other hand,
places no redtrictions on what a control can do. Instead, ActiveX controls are digitally signed
by ther author under a technology scheme called Authenticode. The digital signatures are
veified using identity certificates issued by a trusted certificate authority to an ActiveX
software publisher. For an ActiveX publisher's certificate to be granted, the software publisher
must pledge that no harmful code will be knowingly distributed under this scheme. The
Authenticode process ensures that ActiveX controls cannot be distributed anonymoudy and
that tampering with the controls can be detected. This certification process, however, does not
ensure that a control will be wdl behaved. Thus, the ActiveX security modd assigns the
responsbility for the computer system's security to the user [NISTO14].

Before the browsar downloads an unsigned ActiveX control, or a contral whose corresponding
publisher’s certificate was issued by an unknown certifying authority, the browser presents a
dialog box warning the user that this action may not be safe  Users can choose to abort the
transfer, or may continue the transfer if they assume the source is trustworthy or they are
willing to assume the risk. Most users, are probably unaware of the security implications of
ther decision, which may have serious repercussions.  Even when users are wel informed,
attackers may trick them into approving the transfer. Because the security of ActiveX depends
on the knowledge and awareness of the end-user, it can beavery risky [NISTO14].

Figure 6.1 shows the rdative risk of ActiveX compared with other popular client side active
content technologies [NI1ST014].

Portable Document Format A
ShockWave ~ Low
JavaScript and VBScript _

Java Applets )

PostScript ~ Medium
Visual Basic for Applications _

ActiveX Controls } High

Figure 6.1: Relative Risk of Common Client Side Active Content

6.3.2 Server Side Content Generation Technologies and Related Vulnerabilities

Unlike the above technologies, CGI, ASP, and other smilar server interfaces fall on the (Web)
sarver sdeof the dlient-server modd. Common uses of server side execution include[Zir02]:
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m Database access
m  E-commerce/E-government applications
m  Chart rooms
m  Threaded discussion groups.

The server side applications can be written in many programming languages to run on a Web
sarver. |If scripts are not prepared carefully, however, attackers can find and exercise flaws in
the code to pendrate a Web server.  Therefore, scripts must be written with security in mind
and, for example should not run arbitrary commands on a system or launch insecure
programs. An attacker can find flaws through trial and error and does not necessarily need the
source code for the script to uncover vulnerabilities [NI1STO1a).

Server Sde content generators can create security vulnerabilities at the server:

m  They may intentionally or unintentionally leak information about the Web server
application and host operating system that can aid an attacker, for example, by
allowing access to information outside the areas designated for Web use

m  When processing user-provided input, such as the contents of aform, URL
parameters, or a search query, they may be vulnerable to attacks whereby the user
tricks the application into executing arbitrary commands supplied in the input stream.

m  Allow attackersto deface or modify Site content.

Idedlly, server-side scripts should constrain users to a small st of wel-defined functionality
and validate the size and values of input parameters so that an attacker cannot overrun memory
boundaries or piggyback arbitrary commands for execution. A script should be run only with
minimal privileges (i.e, non-administrator) to avoid compromising the entire Web site
However, potential security holes can be exploited, even when applications run with low
privilege settings so this option should only be used as a last resort. For example, a subverted
script could have enough privileges to mail out the system password file, examine the network
information maps, or launch alogin to a high numbered port.

The areas of vulnerability mentioned potentially affect all Web sarvers.  Although these
vulnerabilities have frequently occurred with CGI applications, other rdated interfaces and
techniques for developing server applications have not been immune. CGl, being an early and
well-supported standard, has smply gained more attention over the years, and the same areas
of vulnerability exist when applying smilar Web devd opment technologies at the server.

Common Gateway Interface (CGl) — CGI scripts have been the initial mechanism used to
make Web sites interact with databases and other applications. However, as the Web evolved,
sarver-sde processng methods have been developed that are more efficient and easier to
program, for example, Microsoft ASPs for its 1S servers, Sun/Netscape supports Java servies,
and the freaware PHP is supported by on most mgjor Web platforms, including Apache and
IIS[NISTO1a]. Someissuesto consider when contemplating the deployment of CGlI [Zir02]:

m  Host file system (see Section 4.1) provides security for CGl.
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m  Most saversalow per-directory CGI restrictions.
m  CQGl itsdf provideslittle security enforcement.
m Pel facilitates secure programming most other languages (eg., C, C++, sh) do not.
m  CGIl wrappers availablefrom third parties offer additional protection for CGl.

Server Side Includes (SSI) — SSI is a limited server-side scripting language supported by
most Web sarvers. SSl provides a s& of dynamic features, such as including the current time
or the last modification date of the HTML file as an alternative to using a CGI program to
perform the function. When the browser requests a document with a specia file type, such as
“.shtml”, it triggers the server to treat the document as a template, reading and parsing the
entire document before sending the results back to the dient (Web browser). SSI commands
are embedded within HTML comments (eg., <!--#include file="standard.html" -->). As the
saver reads the template file, it searches for HTML comments containing embedded SS|
commands. When it finds one, the server replaces that part of the original HTML text with the
output of the command. For example the SSI command given above (i.e, #include file)
replaces the entire SSI comment with the contents of another HTML file  This alows the
display of a corporate logo or other static information prepared in another file to occur in a
uniform way across all corporate Web pages. A subset of the directives available allows the
sarver to execute arbitrary system commands and CGI scripts, which may produce unwanted
Sidedfects[NISTOla]. Someissues to consider when contemplating the deployment of SSIs:

m  Thesecurity of SSIsis extremdy weak if the exec command is enabled on the Web
srver.

m  Theimpact of SSIs can hurt the performance of heavily loaded Web servers.

m  TheSecurity of SSIsrdies heavily on host operating system and the Web server
application for security.

Microsoft Active Server Pages (ASP) — ASP is a sarver-gde scripting technology from
Microsoft smilar to SSI, which can be usad to create dynamic and interactive Web
applications. An ASP page is essantially an HTML template that contains server-side scripts
that run when a browser requests an “.asp” resource from the Web server. The Web sarver
processes the requested page and executes any script commands encountered before sending
the compaosed result to the usar’s browser. Both JScript and VBScript are supported scripting
languages, but other scripting languages can also be accommodated, provided an ASP-
compliant interpreter for that language is indtalled. For example scripting engines are
availablefor PERL, REXX, and Python languages from various sources. Scripting capabilities
can be extended through the use of ActiveX objects, which can be devdoped in a varigty of
languages, including Visual Basic, C++, COBOL, and Java. A script that invokes an ActiveX
object causes the object to be created and supplied any needed input parameters. Note that
ActiveX (see Section 6.3.1) is an optional technology and not required by ASPs [NISTO14].

Someissues to consider when contemplating the deployment of ASP [Zir02):

m  ASP rdies heavily on host operating system and the Web server application for
Security.
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m  Client security iswel integrated with Web server and host operating system
authentication services.

m  ASP does not support security policy enforcement so thereis no method for the
content developer or administrator to congtrain privileges.

m  Rdativdy immuneto buffer overflows.
m  Often uses Component Object Modd (COM) objects which may have wesk security
m  Wdl-documented and mature technology.

Java Servlets — Servlds are based on Java technology (see Section 6.3.1) and are a type of
saver-sde applet. The Web sarver first determines whether the browsar’s request requires
dynamically generated information from a sarvid. If so, the Web server can then locate or
ingtantiate a servlet object corresponding to the request (eg., by uploading the code from
another server) and invoke it to obtain the needed results. The Web server typicaly populates
itsdf with the servlet objects, which remain active until invoked. Thus, no startup overhead is
associated with execution of the serviet objects. A Web server may aso offload the handling
of savids to another sarver. By rdying on Java portability and observing a common
applications program interface, servlet objects can run in nearly any server environment.
Servldgs support an object-oriented environment on the Web sarver, which is flexible and
extendible Moreover, untrusted serviet objects can be executed in a secure area, with the
dynamically generated information being passed from the secure area into the remaining server
environment [NISTO14a).

Someissues to consider when contemplating the deployment of Java Serviets[Zir02):

= Tightly integrated with host operating system security and Web server authentication
for strong security.

m Fadilitates secure programming:
Leverages security of Javalanguage

Strong security modd supporting congtraints by developers and server
administrators

Secureerror handling
m  Wdl-documented and mature technology.

PHP (Hypertext Preprocessor) — PHP is a scripting language usad to create dynamic Web
pages. With syntax from C, Java, and Perl, PHP code is embedded within HTML pages for
server side execution. PHP is commonly used to extract data from a database and present it on
the Web page Most mgjor NT and Unix Web servers support the language, and it is widdy
used with the mySQL database [NIST01a]. Some issues to consider when contemplating the
deployment of PHP:

m  Old versions of PHP have numerous security vulnerabilities, upgradeto latest version.
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Excdlent performance
Highly configurable which may makeit difficult for novices to secure.

Much of thefredy availablethird-party code for PHP is poorly written from a security
perspective

6.3.3 Server Side Content Generator Security Considerations

When examining or writing an active content executable or script, consder the following
questions:

Ensurethat the executable codeis as Smple as possible Thelonger or more complex
it is, themorelikdy it isto have problems.

Limit the executable code s ahility to read and write programs. Codethat reads files
may inadvertently violate access restrictions or pass senditive system information.
Codethat writes files may modify or damage documents or introduce Trojan horses.

Analyze the code sinteraction with other programs or applications. For example,
many CGI scripts send email in response to form input by opening up a connection
with the sendmail program. Ensurethis interaction is performed in a secure manner.

On Linux/Unix hosts, the code should not run with suid (set-user-id).

The code should use explicit path names when invoking external programs. Rdying
on the PATH environment variable to resolve partial path names is not recommended.

Web servers (whether or not they employ active content) should be scanned
periodically for vulnerabilities (see Section 9.4.1). There are several scanners that
specifically scan for content generator vulnerabilities (eg., Whisker and Retina, see
Appendix E).

For data entry forms, determine a list of expected characters and filter out unexpected
characters from input data entered by a user before processing aform. For example,
on most forms, expected data falls in these categories: letters a-z, A-Z, and 0-9.
Device names such as AUX, COM, LPT, NUL, and PRN should also befiltered from
theinput data.

Ensurethat the dynamically generated pages do not contain dangerous

metacharacters. It ispossiblefor a malicious user to place thesetagsin a database or a
file. When a dynamic pageis generated using the tampered data, the malicious code
embedded in the tags may be passed to the client browser. Then theusar’ s browser

can betricked into running a program of the attacker's choice. This program will
executein the browsar’ s security context for communicating with the legitimate Web

2 There are anumber of reasons for the poor security of many PHP scripts. The most obviously being that many
scripts are written without security being aconcern. In addition due to the rel ative ease of coding PHP scripts many
novices who have little knowledge of secure programming create (and often freely distribute) poorly written (froma
security prospective) scripts. PHP can be very secure aslong as an experienced programmer codesit with security as
aprimary consideration.

47



Guidelines on Securing Public Web Servers

server, nat the browser’ s security context for communicating with the attacker. Thus,
the program will executein an inappropriate security context with inappropriate
privileges.

m  Character s&t encoding should be explicitly st in each page. Then the user data
should be scanned for byte sequences that mean special characters for the given
encoding scheme

m Each character in a specified character set can be encoded using its numeric value
Encoding the output can be used as an dternate for filtering thedata. Encoding
becomes especially important when special characters, such as copyright symbal, can
be part of thedynamic data. However, encoding data can beresource intensive and a
balance must be picked between encoding and other aternates methods for filtering
the data.

m  Cookies should be examined for any special characters. Any special characters
should befiltered out.

m  Employ an encryption mechanism to encrypt passwords entered through script forms
(see Section 7.5).

m  For Web applications that are restricted by username and password, none of the Web
pages in the application should be accessible without going through the appropriate
login process.

m  Many Web servers and some other Web sarver software install sample scripts or
executables during the installation process. Many of these have known vulnerabilities
and should be removed immediately. See appropriate vendor documentation or Web
sitefor moreinformation.

When considering a server Side content generator, it is important to review public vulnerability
and security databases (such as the ICAT Metabase, http://icat.nist.gov) to determine the
rdative risk of various technologies under consideration.  Although the historical record will
not be a perfect indicator of future risk, it does indicate which technologies appear to be more
vulnerable.

Various organizations research network and system security topics and periodically publish
information concerning recently discovered vulnerabilities in service software. This includes
Web saver software and supporting technologies, such as scripting languages and external
programs. External programs that are in wide-scale use are regularly analyzed by researchers,
users, and security incident response teams and by members of theintruder community.

Intruders will often publish exploit scripts that take advantage of known vulnerabilities in Web
savice software and external programs commonly used by public Web servars. Web
administrators should review public information sources frequently and be aware of all
security-relevant information about any external programs that they are considering.
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Location of Server Side Content Generators

The location of active content on the Web server is critical. If located in an incorrect directory
or in a directory with the wrong permissions, it can quickly lead to the compromise of the Web
server. Toavoid this problem:

Writablefiles should be identified and placed in separate folders. No script files
should exist in writablefolders. Asan example, guest book data is usualy saved in
smpletext files. Thesefiles nead write permissionsfor gueststo be able to submit
their comments.

Executablefiles(eg., CGl, .EXE, .CMD, and PL) should be placed in separate
folder(s). No other readable or writable documents should be placed in these folders.

Script files (eg., ASP, PHP, and PL) should have separate folder(s).

Includefiles (eg., INC, SHTML, SHTM, and ASP) created for code reusahility
should be placed in separate directories. SSI should not generally be used on public
Web sarvers. ASP includefiles should have an .asp extension instead of .inc. Note
much of therisk with includefilesisin their execute capability. If the execute
capability is disabled thisrisk is drastically reduced.

6.4 Securing Web Content Checklist

Completed Action

Ensurethat none of the following types of information are available
on or viaa public Web server

Classified records

Interna personnel rules and procedures

Sensitive or proprietary information

Personal information about an organization’s personnel

Telephone numbers, e-mail addresses, or generdl listings of staff
unless necessary to fulfill organizational requirements

Schedules of organizational principals or their exact location
(whether on or off the premises)

Information on the composition, preparation, or optimal use of
hazardous materias or toxins

Sensitive information relating to homeland security

Investigative records

Financia records (beyond those already publicly available)

Organization's physical and information security procedures

Information about organization’s network and information system
infrastructure

Information that specifiesor implies physical security vulnerabilities

Plans, maps, diagrams, aeria photographs, and architectural plansof
organizational building, properties, or instalations

oo o|gogoo o) o)pogoooa
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Completed Action

] Copyrighted materia without the written permission of the owner

Privacy or security policies that indicate the types of security
O measures in place to the degree that they may be useful to an
attacker

Establish an organizational-wide documented formal palicy and
processfor approving public Web content that

Identifies information that should be published on the Web

Identifies target audience

Identifies possible negative ramifications of publishing the
information

Identifies who should be responsible for creating, publishing, and
maintaining this particular information

Oo|o|o|ond

Provides guidelines on styles and formats appropriate for Web
publishing

Provides for gppropriate review the information for sensitivity and
distribution/release contrals (induding the sensitivity of the
information in aggregate)

O

O

Determines the appropriate access and security controls

Provides guidance on the information contained within the source
code of the Web content

O

Web user privacy consider ations

Published privacy palicy

Prohibition the collection of persondly identifying data without the
explicit permission of the user

Prohibition on the use of “persistent” cookies

Use of session cookie, if used, isdearly identified in published
privacy policy

O g o

Client side active content security considerations

Used only when absolutely required

No actions taken without express permissions of user

No use of highrisk dient side active content

When possible dternatives are provided (e.g., plain text provided
aong with PDF)

O god

Server side active content security considerations

Simple easy to understand code

Limited or no reading or writing of files

Limited or no interaction with other programs (e.g., sendmail)

No requirement to run with suid privileges

Use of explicit path names (i.e., does nat rely on path variable)

No directories have both write and execute permissions

O ogooood

All executable files are placed in adedicated folders
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Completed Action

O SSIs are disabled or execute function is disabled

All user input is vaidated

Dynamically crested pages do not create dangerous metacharacters

Character set encoding should be explicitly set in each page

User data should be scanned for byte sequences that mean specia
characters for the given encoding scheme

Cookies should be examined for any special characters

O Qo Oo|gognd

Encryption mechanism s used to encrypt passwords entered through
scriptsforms

For Web applications that are restricted by username and password,
none of the Web pagesin the application should be accessible
without going through the appropriate login process

All sample scripts are removed

[ No third-party scripts or executable code are used without verifying
the source code
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7. Authentication and Encryption Technologies

Public Web sarvers often support a range of technologies for identifying and authenticating
users with differing privileges for accessing information. Some of these technologies are
based on cryptographic functions that can provide an encrypted channd between a Web
browser dient and a Web sarver that supports encryption.

Without user authentication, organizations will not be able to restrict access to specific
information to authorized users. All information that resides on a public Web server will then
be accessible by anyone with access to the server. In addition, without some process to
authenticate the server, users of the public Web server will not be able to determine if the
sarver isthe“authentic” Web server or a counterfet version operated by a malicious entity.

Encryption can be used to pratect information traversing the connection between a Web
browser client and a public Web sarver.  Without encryption, anyone with access to the
network traffic can determine, and possibly ater, the content of sengtive information, even if
the user accessing the information has been authenticated carefully. This may violate the
confidentiality and integrity of critical information.

7.1 Determining Authentication and Encryption Requirements

Organizations should periodically examine all information accessible on the public Web server
and determine the necessary security requirements.  While doing so, the organization should
identify information that shares the same security and protection requirements. For sengtive
information, the organization should determine the users or user groups that should have
access each s&t of resources.

For information that requires some levd of user authentication, the organization should
determine which of the following technologies or methods would provide the appropriate leve
of authentication and encryption. Each has its own unique benefits and costs that should be
weighed carefully with client and organizational requirements and policies. It may be
desirable to use some authentication methods in combination.

7.2 Address-Based Authentication

The smplest authentication mechanism that is supported by most Web servers is address-
basaed authentication. Access control is based on an Internet Protocol (1P) address and/or host
name of the host requesting information.  Although easy to implement for small groups of
users, address authentication can be unwiddy for Web stes that have a large potential user
population (i.e, most public Web servers). It is susceptible to severa types of attacks,
including IP spoofing and Domain Name Service (DNS) poisoning.  This type of
authentication should be use only where minimal security is required, unless it is used in
conjunction with stronger authentication methods.

7.3 Basic Authentication
The basic authentication technology uses the Web sarver content’s directory structure

Typically, al files in the same directory are configured with the same access privileges. A
requesting user provides a recognized user identification and password for access to filesin a
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given directory. More redtrictive access control can be enforced at the leve of a single file
within a directory, if that the Web server software provides this capability. Each vendor’s Web
sarver software has its own method and syntax for defining and using this basic authentication
mechanism.

From a security perspective, the main drawback of this technology is that al password
information is transferred in an encoded, rather than an encrypted, form.  Anyone who knows
the standardized encoding scheme can decode the password after capturing it with a network
sniffer. Furthermore, any Web content is transmitted as unencrypted plaintext, so this content
also can be captured, violating confidentiality. These limitations can be overcome using basic
authentication in conjunction with SSL/TLS (see Section 7.5). Basic authentication is
supported by standard-compliant Web browsars [CERTO1]. Basic authentication is useful for
protecting information from malicious bots (see Section 5.2.4).

7.4 Digest Authentication

Because of the drawbacks with basic authentication, an improved technique, known as digest
authentication, was introduced in the publication of version 1.1 of the HTTP protocol. Digest
authentication uses a chalengeresponse mechanism for user authentication. Under this
approach a nonce or arbitrary value is st to the user, who is prompted for an ID and
password as with basic authentication. However, in this case, the information entered by the
user is concatenated and a cryptographic hash of the result formed, which is again
concatenated with the nonce and the requested URL and then rehashed as a response value that
IS sent to the user.

Because the user’s password is not sent in the clear, it cannot be sniffed from the network.
Moreover, the usar’s password is not needed by the server to authenticate the user, only the
hashed value of the user ID and password, which provides further security. Because the nonce
can be constructed from the current date and time information, replay attacks are also thwarted.
Thus, digest authentication is more secure than basic authentication.  Unfortunatdy, all other
data is sent in the clear (i.e, unencrypted), and this is vulnerable to interception and alteration.
These limitations can be overcome using digest authentication in conjunction with SSL/TLS
(see Section 7.5). Like basic authentication, digest authentication is useful for protecting
information from malicious bots (see Section 5.2.4).

7.5 SSLTLS

The SSL and Transport Layer Security (TLS) protocols provide server and client
authentication and encryption of communications® SSL was first introduced by Netscape
Communications in 1994 and was revised twice (SSL version 3 is the latest version)®. In
1996, the Internet Enginexring Task Force (IETF) established the TLS working group to
formalize and advance the SSL pratocal to the leve of Internet standard. The TLS protocol

2 Proper understanding of SSL and theinformation presented in this section requires at least abasic understanding of
cryptographic agorithms, message digest functions, digital signatures, symmetric encryption agorithms, and
asymmetric encryption algorithms. For an introduction to cryptography, see NIST Specia Publication 800-32,
Introduction to Public Key Technology and the Federal PKI Infrastructure. For more information on transport layer
security, see NIST Specid Publication 800-52, Guiddines for the Sdection and Use of Transport Layer Security
Implementations. Both of these documents can be found at http:/csre.nist.gov/publications/nistpubs/index.html.

2 331 Version 2.0 isinsecure and should not be used.
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version 1.0 is formally specified in the IETF RFC 2246,%° which was published in 1999 based
in large part on SSL verson 3. For this document, SSL version 3 and TLS verson 1 are
essantially identical and will be discussed together. Most mgjor Internet components, such as
Web browsers, now support the use of either SSL or TLS.

The Transmisson Control Protocol/Internet Protocol (TCP/IP) governs the trangport and
routing of data over the Internet.  Other protocols, such as the HTTP, Lightweght Directory
Access Pratocol (LDAP), or Interngt Message Access Protocal (IMAP), run “on top of”
TCP/IP in that they all use TCP/IP to support typical application tasks, such as displaying Web
pages or running e-mail servers. Thus, SSL/TLS can support more than just secure Web
communications.  Figure 6.1 shows how SSL/TLS fits beween the application and
network/transport layers of the Internet protocol suite

HTTP SMTP ETC.

SSL

TCF/IP

Figure 7.1: SSL/TLS Location within the Internet Protocol Stack

75.1 SSL/TLS Capabilities

SSL/TLS provides the following capabilities to HTTP and other application layer protocols
[SSL9g]:

m  Server Authentication — SSL/TLS alows a Web client (user) to confirma Web
serve’sidentity. SSL/TL S-enabled Web clients (eg., Internet Explorer, Netscape,
and Opera) can employ standard techniques of public-key cryptography to check that
asarver’s nameand public key are contained in a valid certificate issued by a
certificate authority (CA) listed in the dient’ s list of trusted CAs. This confirmation
might beimportant if the user, for example, is sending a credit card number over the
network and wants to confirm the receiving server’ s idertity.

m  Client Authentication — SSL/TLS allows a Web server to confirm auser’s identity
using the same techniques as those used for server authentication by reversing the
roles. SSL/TLS-enabled Web server software can confirm that a client’s certificateis
valid and wasissued by a CA listed in the server’ slist of trusted CAs. This
confirmation might be important if the server, for example, is a bank that is sending
confidential financial information to a customer and wants to confirm the recipient’s
identity.

2 http:/Aww.ietf.org/rfc/rfc2246.txt
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m  Communication Encryption —SSL/TLS can encrypt most of the information being
transmitted between a Web browser (client) and a Web server or even between two
Web servers. With an appropriate encryption algorithm SSL/TL S provides a high
degree of confidentiality. In addition, all data sent over an encrypted SSL/TLS
connection is pratected with a mechanism for detecting tampering —that is, for
automatically determining whether the data has been altered in transit.

Weaknesses of SSL/TLS

Severd limitations are inherent with SSL/TLS. Packets are encrypted at the TCP layer so IP
layer information is not encrypted. Although this protects the Web data being transmitted, a
person monitoring communications of an SSL/TLS session can determine both the sender and
receiver via the unencrypted IP address information. In addition, SSL/TLS protects only data
while it is being transmitted. It is not encrypted when stored at ather end-point. Thus, the data
is gill vulnerable while in Storage (eg., a credit card database) unless additional safeguards are
taken at the end-paints.

SSL/TLS are also vulnerable to the “man in the middle” attack. This occurs when a malicious
entity intercepts al communication between the Web client and the Web server with which the
client is attempting to communicate via SSL/TLS. The attacker intercepts the legitimate keys
that are passed back and forth during the SSL/TLS handshake (see Section 7.5.3), substitutes
the attacker’ s keys making it appear to the Web client that the attacker is the Web server and to
the Web server that the attacker isthe Web client [SSL98].

The encrypted information exchanged at the beginning of the SSL/TLS handshake is actually
encrypted with the malicious entity’s public key or private key, rather than the Web client’s or
Web sarver’s real keys. The attacker program ends up establishing one sat of session keys for
use with the real Web server, and a different set of session keys for use with the Web client.
This alows the attacker program not only to read all the data that flows between the Web
client and the real Web server, but also to change the data without being detected. Therefore, it
is extremdy important for Web users to be educated in the dangers of this type of attack and
that they be taught to confirm a certificate before reying on the security of an SSL/TLS
session.”” This threat can be mitigated if dlients rey upon server certificates issued by trusted
CAs, or sdf-sgned certificates obtained by secure mechanisms. Presentation of a sdf-signed
certificate may be an indication that a man-in-the-middle attack is underway. Recent browsars
perform some checks automatically but cannot be rdied upon in al instances.

Example SSL/TLS Session

The SSL/TLS protocols use a combination of public-key and symmetric key encryption.
Symmeric key encryption is much faster than publickey encryption, while public-key
encryption is better suited to provide authentication and establish symmelric keys. An
SSL/TLS session aways begins with an exchange of messages called the SSL/TLS
handshake. The handshake allows the server to authenticate itsdf to the client using public-
key techniques; this allows the client and the server to cooperate in the crestion of symmetric

% To check a certificate when using Microsoft Explorer, dick on the yellow padiock icon in the lower right-hand
corner (thisicon will only appear when ng aSSL/TLS protected resource). To check acertificate when using
Netscape, dick on the padlock icon in the lower right-hand corner (thisicon will only appear when accessing a
SSL/TLS protected resource).
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keys used for rapid encryption, decryption, and tamper detection during the session that
follows. Optionally, the handshake also alows the client to authenticate itsdf to the server.

The exact programmeatic details of the messages exchanged during the SSL/TLS handshake
are beyond the scope of this document. However, the basic steps involved can be summarized
asfollows [SSL98]:

1. “Thedlient sendsthe server theclient’s SSL/TL'S version number, cipher settings,
randomly generated data, and other information the server needs to communicate with
the client using SSL/TLS.”

2. “Thesarve sendstheclient the server’s SSL/TL'S version number, cipher settings,
randomly generated data, and other information the client needs to communicate with
thesarver over SSL/TLS. The saerver also sends its own certificate and, if theclient is
requesting a server resource that requires client authentication, requests the client's
certificate”

3. “Thedlient uses some of theinformation sent by the server to authenticate the server.
If the server cannot be authenticated, the user iswarned of the problem and informed
that an encrypted and authenticated connection cannot be established. If the server
can be successfully authenticated, the client goes onto Step 4.”

4. *Using all data generated in the handshake to this point, the client (with the
cooperation of the server, depending on the cipher being used) creates the premaster
secret for the session, encrypts it with the server’ s public key (obtained from the
sarver's certificate, sent in Step 2), and sends the encrypted premaster secret to the
saver.”

5. “If thesarver hasrequested client authentication (an optional step in the handshake),
the client also signs another piece of data that is unique to this handshake and known
by both the client and server. Inthis case, the client sends both the signed data and the
client's own certificate to the server, along with the encrypted premaster secret.”

6. “If thesarver hasrequested client authentication, the server attempts to authenticate
thedlient. If the client cannot be authenticated, the session isterminated. If the client
can be successfully authenticated, the server usesits private key to decrypt the
premaster secret, then performs a series of steps (which the client also performs,
starting from the same premaster secret) to generate the master secret.”

7. “Boththedient and the server usethe master secret to generate the session keys,
which are symmetric keys used to encrypt and decrypt information exchanged during
the SSL/TLS session and to verify itsintegrity — that is, to detect any changesin the
data between the time it was sent and thetime it is received over the SSL/TLS
connection.”

8. “Theclient sends a messageto the server informing it that future messages from the
client will be encrypted with the session key. It then sends a separate (encrypted)
message indicating that the client portion of the handshakeis finished.”
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9. "Thesave sends amessageto the client informing it that future messages from the
server will be encrypted with the session key. It then sends a separate (encrypted)
message indicating that the server portion of the handshakeis finished.”

10. “The SSL/TLS handshake is now complete, and the SSL/TL S session hasbegun. The
client and the server use the session keys to encrypt and decrypt the data they send to
each other and to validateitsintegrity.”

75.4 SSL/TLS Encryption Schemes

The SSL/TLS protocols support the use of a variety of different cryptographic algorithms for
operations such as authenticating the Web server and Web dient to each other, transmitting
certificates, and establishing session keys. Web clients and Web servers may support different
cipher suites, or sats of ciphers; depending on factors such as the verson of SSL/TLS they
support, organizational policies regarding acceptable encryption strength; and government
restrictions on export, import, and use of SSL/TLS-enabled software  Among its other
functions, the SSL/TLS handshake protocols determine how the Web sarver and Web dlient
negotiate which cipher suites they will use to authenticate each other, to transmit certificates,
and to edablish session keys. Table 7.1 provides a list of Federa cipher suites, ther
recommended usage, and their rdative strength [SSL 98 and Cho02)].

Table 7.1: SSL/TLS Encryption Schemes with Diffie-Hellman or RSA Key Exchange

Recommended Use Cipher Suites
Highest Security: Encryption: Advanced Encryption Standard (AES)
256-bit encryption

Authentication & Digest: Digital Signature Standard
(DSS) or RSA with 2048 bit keys, and Secure Hash
Algorithim-1 (SHA-1)

Security and Performance: Encryption: AES 128-bit encryption
Authentication & Digest: DSS or RSA with 1024-hit
keys, and SHA-1

Security and Compatibility: Encryption: AES 128-hit encryption with fallback to

Triple Data Encryption Standard (3DES) 168/112-
bit encryption (note: 3DES is considerably sl ower
than AES)

Authentication & Digest: DSS or RSA with 1024-hit
keys, and SHA-1

Authentication and Tamper Detection Authentication & Digest: DSS or RSA with 1024-hit
keysand SHA-1

Choosing an appropriate encryption algorithm depends on several factors that will vary with
organization. Although at first glance it might appear that the strongest encryption available
should always be used, that is not aways true. The higher the levd of the encryption, the
grester impact it will have on the Web server’s resources and communications speed.®
Furthermore, a number of countries gtill maintain restrictions on the export, import, and/or use

% AES 128 is the exception to this rule, since it provides higher performance and security than Triple- DES.
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of encryption. Patents and licensing issues may affect which commercial encryption schemes
can beused. Common factors that influence the choice of encryption algorithm are as follows:

Required security

Value of the data (to @ther the organization and/or other entities— the more
valuable the data, the stronger the required encryption)

Timevalue of data (if data are valuable but for only a short time period [e.g., days
as opposad to years| then aweaker encryption agorithm can be used —for
example, passwords that are changed daily because the encryption needs to
protect the password for only a 24-hour period)
Threet to data (the higher thethreet leved, the stronger the required encryption)
Other protective measures that arein place and that may reduce the need for
stronger encryption. For example, using protected methods of communications
such as dedicated circuits as opposed to the public Internet.
Required performance (higher performance requirements may require procurement of
additional system resources such as a hardware cryptographic accderator or
necessitate weaker encryption)

System resources (less resources [eg., process, memory] may necessitate weaker
encryption)

Import, export, or usagerestrictions
Encryption schemes supported by Web server application

Encryption schemes supported by Web browsers of expected users.

Implementing SSL/TLS

A digital signature is needed to implement SSL/TLS on a Web server. A certificate, which is
the digital equivalent of an ID card, is used in conjunction with a public key encryption
system. Certificates can be issued by trusted third parties, known as Certificate Authorities
(CA) or can be“sdf-sgned.” Organizational requirements determine which approach is used.

Although the sequence of steps is not identical for al Web sarvers, the implementation of a
third-party signed certificate for a Web server generaly includes at least three Steps:

Generating and submitting a certificate-signing request (CSR)
Picking up asigned SSL/TLS certificatefrom a CA

Installing the certificate and configuring the Web server to use SSL/TLS for any
specified resources.

A CSR congsts of three parts:

Certification request information
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m  Signature algorithm identifier
m Digital signature over the certification request information.

Although the specific steps to generate a CSR may differ somewhat for each Web sarver,
shows asample CSR.

----- BEG N CERTI FI CATE REQUEST- - - - -

AQAWej EL MAK GA1UEBNMCQUEX Ez ARBgNVBAGTC RFc3QuU3RNAGUXETA
vb @y YWROMRs WCGQYDVQRKEXJDYWEhZA hbi BUZXNOI E9y Zy 4x Ej AQBg
9n¥Zm j ZTESMBAGALUEAXMId3d3LmvV4ALnmNhM GF MAOGCSqGSI b3DQEBA
QKBgQD5PI i j 2FNa+Zf k10Ht pt spc SBkf kf Z3j FxYA6ypo3+YbGhO3PL
WvoNvL8GplGAUPgi wOGrRao603yHebgc2bi 0 AKo TKWImM-C8+Kad2w
DnDWOSBWARLL1j 1YKQBKINOnQz V3W hOnr +ASE/ nV7wl DAQABoAAWDQ
EEBQADg YEAAAhx Y1dcw6P8c DEDGAU wBODOoQnFbh3WrVI 7d4+61 f O K
QoVpA CF3gf AF6wc Abeg5M i VIWTwW XRt J2j szsZbpQul t OWJ1+cCYi v
r D4s2ZJyt kzDTAcz 1Nm uh93eqYw+kydUy RYl OVEl omNFI Q=

----- END CERTI FI CATE REQUEST- - - - -

Figure 7.2: Sample CSR

Web sarvers that are SSL/TLS enabled provide specific instructions for the generation of a
CSR.® There are two major types of CSRs. The most popular is the encoded Public Key
Cryptography Standard (PKCS) #10, Certification Request Syntax Standard, which is used by
newer Web servers [RSA00]. The other CSR type, based on the Privacy Enhanced Mail
(PEM) specification, is caled ether PEM Message Header or Web site Professonal format.
Theuseof this CSR is generaly limited to older Web sarvers.

Many of the more recent Web sarvers generate PKCS #10 compliant CSRs similar to the
example CSR shown previoudy. A CSR provides not only additional information about a
given entity, or a “challenge password” by which the entity may later request certificate
revocation but also attributes for inclusion in X.509 certificates [RSAQQ].

Spdling and punctuation should be checked when information is provided during the CSR
generation process. The URL that is supplied must exactly match the URL for which the
catificateis usad, or SSL/TLS clients are configured to generate an error. In someinstances, a
user may acknowledgethis error in an aert box and proceed ahead despiteit.

Once the CSR has been generated, it must be submitted to a CA. The CA’sroleisto fulfill the
CSR by authenticating the requesting entity and verifying the entity’s signature.  If the request
is valid, the CA congtructs an X.509 certificate from the DN and public key, the issuer name
(or more commonly referred to as the common name [CN]), and the CA’s choice of seria
number, validity period, and signature algorithm.

Upon receiving a submitted CSR, the CA must verify the CSR and create a signed X.509
catificate At this point, most CAs will then alert the applicant by phone, email, c., that the
X.509 certificate is available  Once natified, applicants will be able to download ther
certificates, through an SSL/TL S-protected Web-based interface. Figure 7.3 shows an X.509

P For CSR generation methods of Web servers, see: hitp:/mww.thawte.com/getinfo/products/keygen/contents.html.
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certificate encoded in PEM format. Similar to the CSR, when supplying a certificate to a
configuration wizard or even saving it to hard drive, the lines “BEGIN CERTIFICATE” and
“END CERTIFICATE" arevital. Without them, the Web server application will be unable to
interpret the encoded contents of the certificate

----- BEG N CERTI FI CATE- - - - -

Aw BAgl BAz ANBgk ghki GOWOBAQQFADCBz z EL MAk GA1 UEBhMCQOEx EDACBg
FyaWsx ETAPBgNVBAc TCFdhd Gvy b v MRBWHQYDVQKEX ZVbml 2ZXJzaXR5
b®@v MEsWKQYDVQQLEYy JJbnZvenilhdd vbi BTeXNOZWLz 1 GFuZCBUZWNobm
YDVQRDEXX VWY 9JU1Q@Vydd maVihd GUg QXV0a @&y aXR5MSYwJ AYJ KoZI

€c3Q Y2FAaXNOLNnV3YXR cnxvby5j YTAeFw050DA4M cxNj EONDZaFw050T
ZaM HGME wWCQYDVQQGEWI DQTEQVA4 GA1UECBVHT 250 YXJ pbz ERMAB GA1UE
b28xHz AdBgNVBAOTFI VuaXZl cnNpdHkgb2YgV2F0ZXJsb28xKz ApBgNVBA
FOaVWoul FN5c3Rl bXMgYWsk1 FRI Y2hub2xvZ3kx GTAXBgNVBAMIEQ zdC51
Y2ExKTAnBgkghki GOwOBCQEWGNd! Ynilhc 3R ckBpc3QudXdhdGvyb@vLm
gGSl b3DQEBAQUAA4AGNADCBI QKBgQOWBSc 7X4Ee AxBxTPgmTd4 Ut au0BI gY
n2A7G5M kMHj Ot ri Xoi neuRxVOMQSQNB] MAV+xznMaL6OxnGHt xy Bj Yx1z
81kgbypp5Usf 18BonsqSe9S| 2P0opCCycl G +i 4agSP5RVBKr yc TSVoKHE
MHAWOZYJYI ZI AYb4QgEEBCOVK2h0dHAGLY9pc3QudXdhdGvyb@vLmNhL3
NhLWNy bCEWZWOWL QYJ Y1 ZI AYb4QgENBCAVWHK I zc3Vpbnt gQUEgYXNzdWLI

b3 0eTARBgl ghkgBhvhCAQEEBAMCAEAWDQYJKoZI hvc NAQEEBQADg YEADZ
| MOSbgTQK1LUj n4uHN3BLNgxznl zdi Mu4RXyxne5Uq9EA7LDbt t ut H7f | 00
FoUldt EvovXmA6nBG+SN8A9t | AvRG NnphB82x GkwEXuLNOaf Yz5XaFo3Z
hPTgNI yYEi i Sp6C c=

----- END CERTI FI CATE- - - - -

Figure 7.3: Sample Encoded SSL/TLS Certificate

Whatever format the SSL/TLS cetificate is ddivered in, administrators should take extreme
caution in securing their certificate and encryption keys. The following are tips for security of
the certificate

m  Create and store a backup copy of the certificate on read-only mediain casethe
original certificateis deeted accidentally. 1f the certificateislost and cannot be
recovered from backup media, a new certificate must be created.

m  Create and store a backup copy of the encryption keys on read-only mediain casethe
keys are ddeted accidentally. If the keys lost and cannat be recovered from backup
media, a new key pair and certificate must be created. Note that the backup copy of
the keys must be physically secured and should be encrypted as wdll.

m  Storetheorigina certificatein afolder or partition accessible by only Web or system
administrators and secured by appropriate authentication mechanisms.

m  Congder running data integrity scanner (eg., Tripwire) onthe Web server (see
Section 8.2.2) and ensurethat it is monitoring for any changes to the certificate.

m  Examine system logs regularly to validate and ensure prevention of unauthorized
System access.

If a malicious user gains unauthorized access to a Web server, the integrity of the entire server

is lost immediately once the encryption key pair is modified. Once a key in an SSL/TLS
catificate is compromised, it can remain compromised because some CAs do not issue
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revocation information and many client implementations do not obtain or process revocation
information.

For many organizations, a certificate issued by a third-party CA is not required. In those
instances, the organization may wish to “sdf-sign” ther Web server certificate. Although this
will not provide users the same verification provided by a third-party CA, it avoids the cost of
purchasing and renewing a certificate.

A «df-signad certificate is signed by the web server itsdf rather than a third-party CA. Three
limitations of sdf-signed certificates must be considered:

m  Browserswill not automatically recognize the certificate and alow a secure
connection to be made, without first prompting the user. Organizations can configure
the Web browsers usad by their employees to recognize the slf-signed certificate, but
the public at large will still get the notification.

m  When CAsissueasigned ceartificate, they are guarantesing the identity of the
organization and the Web server that is providing the Web pages to the browser. With
asdf-sgned certificate, theweb server is“guaranteaing” its own identity. Thus, use
of athird-party CA will often berequired for sensitive transactions with the public at
large, such as e-commerce and e-government applications.

m  Thesecurity services provided using this certificate depend entirdy upon the security
of the mechanism used for distribution. Where organizations ingtal the certificate as
part of browser configuration, acceptableleves of security may be achieved. Public
users accepting the certificate upon access to the site are provided little real security.

Although the sequence of steps is not identical for al Web sarvers, the implementation of a
sdf-signed certificate for aWeb server includes at least two steps:

m  Generating apublic and private key pair
m  Creating a sdf-signed certificate

Once a certificate has been collected from the CA or sdf generated it will be necessary to
enable and configure SSL. Some steps are common to al Web sarvers:

m  Turnoff SSL 2.0

m  Configure SSL/TLSto restrict cryptographic agorithms to the sdected cipher suite(s)
(see Section 7.5.4).

m Indicatelocation of SSL/TLS certificatelinstruct server to start using SSL/TLS. In
certain cases, the Web server must beinstructed to begin using SSL/TLS, and evento
the exact location of the SSL/TLS certificate and private keys if they were stored as
fileson the hard drive

m  Instruct server to listento TCP port 443. Thisisthe default TCP port from which

SSL/TLS resources are accessed by clients (other ports can be used). Inmost cases, if
the server was not previoudy using SSL/TLS, this port would be disabled for security
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reasons. It will probably be necessary to configure any network infrastructure
supporting the Web server to allow SSL/TL S traffic (see Section 8.2).

m  Configurethe server to protect the necessary resources (directories and/or files) using
SSL/TLS. Configurethe Web server application so that the appropriate resources are
protected with SSL/TLS. These resources are then accessible only froma URL that
starts with https://.

Newe vesions of the HTML standard have even been amended to include a response to
inform clients when they requested a file that is available only via SSL/TLS or viceversa. The
HTTP status code 403.4 indicates that a HTTP GET request must be prefixed with an https:/
because the resource requested is protected with SSL/TLS. For more information, consult the
RFCs 2246, 2626, and 2817.%

SSL/TLS Implementations

Although some Web servers come packaged with SSL capabilities already integrated, many do
not. This section discusses various commercial and open-source SSL/TLS implementations,
in use today. Some of these packages contain the functionality to generate SSL certificates
without the nesd of a CA. Thefollowing list illustrates some of the SSL toolkits available:

m  SSlLavaisanimplementation of SSL/TLS written in Java from Phaos Technology
(http://mww.phaos.conmvindex.html).

m  OpenSSL is an open source implementation of SSL/TL S for Unix and Linux
platforms (http://mwww.opensd.org).

Web Authentication and Encryption Technologies Checklist

Completed Action

Web authentication and encryption technologies

For Web resources that require minimal protection and for which
O thereisasmal, dearly defined audience, configure address-based
authentication

For Web resources that require additional protection but which for
O which thereisasmal, dearly defined audience, configure address-
based authentication as a second line of defense

For Web resources that require minimal protection but for which

] thereis no dearly defined audience, configure basic or digest
authentication (better)

[ For Web resources that require protection from malicious bots (see
Section 5.2.4), configure basic or digest authentication (better)

[ For Web resources that require maximum protection, configure
SSL/TLS

Configuring SSL/TLS

Ol For configurations that require minimal authentication but require

%0 http:/Aww.ietf.org/rfc/rfc2246.txt, http://mww.ietf.org/rfc/rfc2626.txt, and hitp:/mww.ietf.org/rfc/rfc2817txt
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Completed Action
encryption, use self-signed certificate
[ For configurations that require server authentication and encryption,

use third-party issued certificate

For configurations that require amedium level of dient

] authentication, configure server to require username and password
viaSSL/TLS

[ For configurations that require ahigh level of dient authentication
configure server to require dient certificatesviaSSL/TLS

] Configure file integrity checker to monitor Web server certificate

[ If only SSL /TLSisto be used on the Web server, ensure accessvia

TCP port 80 s disabled

If most traffic to the Web server will be viaencrypted SSL/TLS,
[ ensure that appropriate logging and detection mechanisms are

employed on the Web server (because network monitoring is
ineffective against encrypted SSL/TLS sessions)
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8. Implementing a Secure Network for a Web Server

The network infrastructure that supports the Web server plays a critical role in the security of
the Web sarver.  In most configurations, the network infrastructure will be the first line of
defense between the Internet and a public Web server.  Although considerations of network
infrastructure are influenced by many factors other than security (eg., cost, performance, and
rdiahility), this section will primarily address security issues.

Network design alone, however, cannot protect a Web server.  The frequency, sophistication,
and even varigty of Web attacks perpetrated today support the idea that Web security must be
implemented through layered and diverse defense mechanisms (defense in depth).  This
section discusses those network components that can support and protect Web sarvers to
further enhancetheir overall security.

8.1 Network Location

An organization has many choices when sdecting a networking location, and security may not
be the principal factor in deciding between those options. Network location is the first and in
many respects most critical networking decision that affects Web server security.  Network
location is important for several reasons.  Network location determines what network
infrastructure can be usad to protect the Web server. For example, if the Web sarver is located
behind the organization's firewall, then the firewall cannot be used to contral traffic to and
form the internal network and the Web server. Network location also determines what other
portions of the network are vulnerable if the Web server is compromisad. For example, if the
Web sarver is located on the internal production network, then the internal network is subject
to attack from the compromised Web sarver.  An organization may choose not to have the
Web server located on its network at all and to outsource the hosting to a third-party.

8.1.1 Unadvisable Network Locations

Some organizations choose to locate thar public Web servers on ther internal production
networks, that is, they locate their Web server on the same network as ther internal users and
saves.  This location is not recommended because it exposes the internal network to
unnecessary risk of compromise. The principal weakness of this configuration is that \Web
sarves are often the target of choice for attackers. If they manage to compromise the Web
server, they will be on theinternal network and can more easily compromiseinternal hosts.

Another network location that is not generally recommended is placing the Web server before
an organization's firewall or router that provides IP filtering. In this type of the configuration
the network can provide little, if any, protection to the Web server.  All security has to be
provided by the Web sarver itsdf, which provides a single point of failure To be even
somewhat secure in this location, the Web server operating system and application has to be
wedl hardened (all unnecessary and insecure services disabled) and with all necessary security
patches applied. To maintain the “security” of the setup, the Web administrator must stay up-
to-date on all vulnerabilities and related patches. Another limitation of this location is thet it is
difficult in this type of configuration to provide any sort of secure remote administration or

content update capability.
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Demilitarized Zone

A Daeniilitarized Zone (DMZ) can be defined as a host or nework segment insarted as a
“neutral zone’ between an organization's private network and the Internet. It prevents outside
users of the Web sarver from gaining direct access to an organization's internal network
(intranet). A DMZ mitigates the risks of locating a Web server on an internal network or
exposing it directly to the Interngt. It is a compromise solution that offers the most benefits
with the least amount of risk for most organizations. The DMZ allows access to the resources
located within it to both internal and external users. There are a wide varigy of DMZ
configurations, each with its own strengths and weaknesses.

In creating a DMZ, an organization will place a firewall between its border router and its
internal network (in some configurations the border router itsdf may act as a basic firewall).
The new segment of network that is created by this action is where a Web server is placed
along with other network infrastructure components and servers that need to be externaly
accessble  Figure 8.1 illustrates an example of a simple DMZ using a router with access
controls lists (ACLS) to restrict certain types of network traffic to and fromthe DMZ.

Public DNS
Web Server Server

=
=
=
=]
=

Intranet

O
N

Internet — @ M 7
Border

Router
with
IP Filters

Firewall

Méil Exfrénet
Server Server

Figure 8.1: Basic DMZ

This type of DMZ is a lower cost approach. That is generaly only appropriate for small
organizations that face a minimal threat. The basic weskness in the approach is that while the
router is able to protect against most network attacks it is not “aware’ of the HTTP and thus
cannot protect againgt application layer attacks aimed at the Web server. A superior approach
is to add a second firewall in between the Internet and the DMZ. This offers better protection
totheDMZ. Anexample of thistype of implementation is shownin Figure 8.2.
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Public DNS
Web Server Server

Intranet

Internet

Border

Router Eirewall Firewall

Mail Extranet
Server Server

Figure 8.2: Two Firewall DMZ

This two firewall DMZ offers superior protection over arouter based DMZ since the dedicated
firewalls can have a more complex and powerful security rule set. In addition, the dedicated
firewall is often able to analyze incoming and outgoing HT TP traffic, it can detect and protect
against application layer attacks aimed at the Web server. Depending on the configuration of
the firewalls and the levd of traffic the DMZ recaves; this type of DMZ may result in some
performance issues.

For organizations who desire the security of the two firewall DMZ but who do not have the
resources to purchase two firewalls, there exists another option called the “ service leg” DMZ.
In this configuration, a firewall is constructed with three (or more) network interfaces. One
network interface attaches to the border router, another interface attaches to the internd
network, and a third network interface connects to the DMZ (see Figure 8.3).

Intranet
Internet

Border

Router
Firewall

Figure 8.3: Three Interface Firewall DMZ

This configuration subjects the firewall to an increased risk of service degradation during a
DoS attack aimed at the Web sarver.  In a standard DMZ network configuration (discussed
above), a DS attack againgt the Web server will generaly only affect the Web sarver. Ina
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saviceleg DMZ nework configuration, the firewall bears the brunt of any DoS attack
because it must examine any network traffic before the traffic reaches the Web server (or any
other DMZ or internal network resource). This processing can overwhdm the firewall and
dow all traffic, including that destined for theinternal network [N1ST02a).

The advantages of a DMZ from a security standpoint are as follows:

m  Web sarver may be better protected and network traffic to and from the Web server
can be monitored.

m  Compromise of the Web server does not directly threaten theinternal production
network.

m  Greater control can be provided over the security of the Web server sincetraffic two
and from the Web server can be controlled.

m  DMZ natwork configuration can be optimized to support and protect the Web
server(s).

The disadvantages of a DMZ from a security standpoint are as follows:
m  DoS attacks aimed at the Web server may have an effect on theinternal network.

m  Depending on the traffic alowed to and from the DMZ and internal network; it is
possiblethat the Web server can be usad to attack or compromise hosts on theinternal
network.

For organizations that support ther own Web server, a DMZ is amogt invariably the best
option. It offers protection for the Web server and other externally accessible servers without
exposing the internal network. However it should only be considered secure when employed
in conjunction with the other steps discussad in this document.

Outsourced Hosting

Many organizations choose to outsource the hosting of their Web server to a third-party (eg.,
an Internet Service Provider [ISP], Web hosting service, or other government agency). In this
case, the Web server would not be located on the organization's network.  The hosting service
network would have a dedicated network that hosts many Web servars (for many
organizations) operating on a single network (see Figure 8.4).
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Figure 8.4: Outsourced Web Server Hosting

The advantages of outsourcing from a security standpoint are as follows:

DoS attacks aimed at the Web server have no effect on the organization’ s production
network.

Compromise of the Web server does not directly threaten theinternal production
network.

Outsourcer may have greater knowledge in securing and protecting Web servers.

The network can be optimized soldy for the support and protection of Web servers.

The disadvantages of outsourcing from a security standpoint are as follows:

Requires trugting a third-party with Web server content.

It isdifficult to remotdy administer the Web server or remotdy update Web server
content.

Less contral can be provided over the security of the Web server.

Web server may be affected by attacks aimed at other Web servers hosted by the
outsourcer on the same network.

Outsourcing often makes sense for smaler organizations that cannot afford the necessary
expertise to support the necessary Web server gtaff. It may also be appropriate for larger
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organizations that do not wish to host thar own Web server. It usually does not make sense
for organizations that wish to maintain tight control over the Web server.

8.2 Network Element Configuration

821

Once the Web server has been located in the network, it will be necessary to configure the
network infrastructure dements to support and protect the Web sarver.  The dements of
network infrastructure that affect Web server security include firewalls, routers, intrusion
detection systems, and network switches. Each has an important role to play and is critical to
the overal strategy of protecting the Web server through defense in depth.  Unfortunatdy,
when it comes to securing a Web sarver there is no single “silver bulle” solution. A firewall
or Intrusion Detection System (IDS) alone cannot adequatdy protect a public Web server from
all threats or attacks.

Router/Firewall Configuration

Firewalls (or routers acting as firewalls) are devices or systems that control the flow of
network traffic between networks. They protect Web servers from vulnerabilities inherent in
the TCP/IP suite They aso hdp reduce the security issues associated with insecure
applications and operating systems. There are several types of firewalls. These firewalls
include routers, which can provide access contral on IP packets; stateful firewalls, which can
also control access based not only on IP but aso TCP and Usar Datagram Protocal (UDP)
protocols; and the most powerful firewalls, which can understand and filter Web content.**

A common misperception is that firewalls (or routers acting as firewalls) diminate all risk and
can protect againgt the misconfiguration of the Web sarver or poor network design.
Unfortunatdy, this is not the case  Firewalls themsdves are vulnerable to misconfiguration
and, sometimes to software vulnerahilities. Web sarvers in particular are vulnerable to many
attacks, even when located behind a secure, wdl-configured firewall. For example, a firewall
that is protecting a Web server should block al access to the Web server from the Internet
except for HTTP (TCP port 80) and/or HTTPS (TCP port 443). Even with this configuration,
many Web server applications are vulnerable to attack via TCP port 80. Thus, afirewall isthe
critical first line of defense for a Web sarver. However, to be truly secure, the organization
will need to practice defense in depth for its Web server (and network). Most importantly,
organizations should strive to maintain all systems in a secure manner and not depend soldy
on thefirewall(s) (or any single component) to stop attackers.

A router is able to function as network layer (also called packet filter) firewall. A router
functioning as a nework layer firewall can provide filtering based on several pieces of
information [NIST02a):

m  SourcelP address

m Dedtination |P address

m  Traffictype

3 For more information of Firewalls, see NIST Specia Publication 800-41, Guideto Firewall Sdection and Policy
Recommendations (http://csrc.nist.gov/publications/nistpubs/index.html).
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s  TCP/UDP port number (Sometimes).
The strengths of network layer firewalls are as follows:
= Spesd

m  Lower costs (most organizations already have a border router than can be configured
to provide network layer firewall capabilities)

m  Mature securetechnology.
The wesknesses of network layer firewalls are asfollows:

m  Ignores application layer attacks (e.g., cannot examine Web content for embedded
malicious code)

= Difficult to configure

m Limited logging capabilities

m  Susceptibleto I P spoofing attacks

m Limited rule st and filtering capabilities.

In addition to packet filtering routers, the only pure network layer firewalls that are available
today are small office home office (SOHO) firewall appliances and personal firewalls
[NIST024] that may only perform packet-levd filtering.

Stateful inspection firewalls are transport layer devices that incorporate “awareness’ of the
state of a TCP connection. Stateful inspection firewalls maintain internal information such as
the state of connections passing through them, and the contents of some of the data streams.
This allows for better and more accurate rules sets and filtering.  Stateful inspection firewalls
add the capability to enforce rules based upon connection state to the capabilities of a filtering
router.

Application layer firewdls (sometimes called application-proxy gateway firewals) are
advanced firewalls that combine network and transport layer access contral with application
layer functionality. Application layer firewalls permit no traffic directly between the Internet
and the internal network, or between two networks.  These components can usually perform
extensive logging and access contral.

Application layer firewalls are considered the most secure type of firewall and have numerous
advantages over network layer and stateful inspection firewalls:

m  Providelogging capabilities

m  Providefiltering capahilities (can filter specific types of Web content and specific
HTTP commands)

m Easytoconfigure

m  Resigant to IP spoofing attacks
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m  Provide user authentication.

Application layer firewalls also have some disadvantages as compared with network layer and
stateful inspection firewalls:

= Sower

m Limited support for obscure and new protocols.
Although not drictly a limitation, application layer firewals tend to be implemented on a
workstation running a general-purpose operating system (eg., Windows, Linux, and Unix).
This introduces an added layer of complexity because that general-purpose operating system
must be secured, in addition to the firewall software itsdf. Typicaly, routers and stateful
ingpection firewalls run on specialized operating systems, thus reducing this risk.

To more successfully protect a Web server using a firewall, ensure that it is capable of and
configured to:

m  Control al traffic between the Internet and the Web server

m  Block al inbound traffic to the Web server except TCP ports 80 (HTTP) and/or 443
(HTTPS)

m  Block al inbound traffic with an internal 1P address (to prevent 1P spoofing attacks)

m  Block client connections from the Web server to the Internet and the organization's
internal network (thiswill reduce theimpact of certain worms such as Code Red)

m  Block (in conjunction with theintrusion detection system [see Section 8.2.2)) IP
addresses or subnets that the IDS reports are attacking the organizational network

= Notify the network administrator or appropriate security personnd of suspicious
activity through an appropriate means (e.g., page, email and network trap)

= Provide content filtering
m  Protect against denia of service attacks
m  Detect malformed or known attack URL requests
m Log critical eventsincluding the following details:
Timeand date
Interface IP address
Vendor-specific event name
Standard attack event (if one exists)

Source and destination | P address
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Source and destination port numbers
Network protocol used by attack.

m Bepatched to thelatest or most secureleve (firewall application and underlying
operating system).

Most firewdl devices available in hardware and software perform some type of logging of the
traffic they recave. For mogt firewalls, the default-logging configuration is suitable, provided
logging is enabled. Administrators should consult ther vendor documentation if they bdieve
they require additional information logged. Certain brands of hardware-based firewalls
include an ahility to track and log information for each firewall policy. This ahility enables
accountability to a very specific extent.

One common feature that is available in many firewalls is the ability to sdectively decide what
information to log. If afirewall recaves a series of similar packets from the same location it
may decide not to log any additional packets after the first one  Although this is a valuable
feature, consider the consequences. each packet that is dropped and not logged is potentia
evidence of a malicious intent. The principle of logging, which is a fundamental aspect of
accountability, is discussed in greater detail in Section 9.1

As with operating systems and other security-enforcing dements, a firewal may not
necessarily be perfect; it may require updates. Although more prevalet in software
implementations of firewall technology, hardware and router firewalls contain an ability to
update thar firmware Specific instructions on how to update a firewall are found within the
vendor documentation. Administrators should check for firewall updates at least once a week.

Intrusion Detection Systems

An IDS is an application that monitors system and network resources and activities and, using
information gathered from these sources, natifies the network administrator and/or appropriate
security personnd when it identifies a possibleintrusion or penetration attempt.*

The two principal types of IDSs are host-based and network-based. Host-basaed IDSs must be
installed on each individual computer system that is to be monitored or protected. Host-based
IDSs are veary closdy integrated with the operating system they protect. Thus, a host-based
IDS must be designed specifically for each operating system. These types of IDSs monitor
network traffic to and from the host, the use of system resources, and the system log files.

Host-basad IDSs are ussful when most of the network traffic to and from the Web server is
encrypted (eg., when SSL/TLS is in use [see Section 7.5]) because the functionality and
capability of network-based IDSs (see bdow) is severdy limited when network traffic is
encrypted. Furthermore, because Host-basad 1DSs are located on the server, they can detect
some attacks and penetration attempts not recognized by network-based IDSs.

Host-based IDS can have a negative effect on host performance  In genera, the greater the
detection capahilities, the greater the negative impact on the performance of the host. Haost-

%2 For more information about 1DSs see NIST Spedia Publication 800-31, Intrusion Detection Systems
(http://csre.nist.gov/publi cations/nistpubs/index.html).
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based IDSs may not detect some network-based attacks such as certain DoS attacks
[NISTO1b]. If ahost-basad IDS is on a Web server that is compromised, it is very likely that
the attacker will also compromisethe IDS itsdf.

Network-based IDS are implemented as protocol analyzers with the capability to recognize
particular events. These devices monitor all network traffic on a network segment, scrutinizing
it for 9gns of attack or pendration attempts. Maost network 1DSs rely on predefined “ attack
sgnatures’ to detect and identify attacks. Attack signatures are a series of events that usualy
indicate that a particular attack or pendiration attempt is in progress. When the IDS detects a
series of events that matches one of its attack signatures, it assumes that an attack isin progress
and notifies the network administrator.

Unlike host-based IDSs, network-based IDSs can monitor multiple hosts and even multiple
network segments smultaneoudy. They can usually detect more network-based attacks and
can more eesily provide a comprehensive picture of the current attacks against a network.
Because network-based IDS are ingtalled on a dedicated host, they do not have a negative
effect on the performance of the Web server and are not immediatdy compromised by a
successful attack on the Web server.

Network-based 1DSs have some limitations. The timing of an attack can have a significant
impact on the ability of a network-based IDS to detect an attack. For example, if an intruder
spreads out thetiming of the attack, it may not be detected by the IDS. In addition, the attacker
can format the method of the attack (eg., fragment packets, ater attack pattern so that it does
not match the attack signature) so that it is not recognized by the network-based IDS.

Network configuration, especially the use of switches (see Section 8.2.3), can have a negative
impact on the ability of a network-based I1DS to detect attacks. Network-based IDS are aso
more susceptible to being disabled by DoS attack (even those not directly targeted at the IDS).

Both host-basad IDSs and network-basad IDSs share some weaknesses. The most significant
weskness is no IDS can detect all, or, often, most, of the attacks that exist today. Furthermore,
IDSs require frequent updates to ther attack signature databases in order to recognize new
attacks. An IDS that is not updated frequently will fail to recognize the latest (and often most
popular) attacks.

The following applications have some IDS capabilities and are a ussful complement to an IDS
although they are not considered to be IDSs.

m  Honey Pot —isahaost(s) that is (are) placed on a network for the strict purpose of
attracting and detecting intruders. A honey pot may divert an attacker’ s attention from
the“real” information system resources and allow an organization to monitor the
attacker’ s actions without risking “real” organizational information and resources.
Thereal benefit of a honey pot isthat since, by definition, it is not usad for anything
other than detecting attackers, thereis a high probahility that any network traffic or log
entries arean indicator of malicious activity. The danger of a honeypot isthat if it is
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compromisad, it may be used to attack other networks potentially making the
honeypot host organization liable for damages.®

File Integrity Checker — computes and stores a checksum for every guarded fileand
establishes a database of file checksums. It provides atool for the system
administrator to recognize changes to files, particularly unauthorized changes (see
Section 5.3). These are often included with host-based IDSs. See Appendix E for a
listing of commonly availablefileintegrity checkers.

To successfully protect a Web sarver using an IDS, ensure that it is capable of and configured
to accomplish the following tasks:

Monitor network traffic before any firewall or filter router (network-based)

Monitor traffic network traffic to and from the Web server

Monitor changes to critical files on Web server (host-based or file-integrity checker)
Monitor the system resources available on the Web server (host-based)

Block (in conjunction with the firewall) 1P addresses or subnets that are attacking the
organizational network

Notify the network or Web administrator of attacks through appropriate means
Detect port scanning probes
Detect DoS attacks
Detect malformed URL requests
Log events including the following details:
Timeand date
Sensor |P address
Vendor specific attack name
Standard attack name (if one exists)
Source and destination | P address

Source and destination port numbers

% Honey pots and related technol ogies should be used conservatively and only by organizationswith ahighly skilled
technica staff that are willing to experiment with leading-edge technology. Furthermore, such techniques should be
used only after seeking guidance from legal counsel given the possibleliability issues. For more information see
NIST Specia Publication 800-31 Intrusion Detection Systems (http://csre.nist.gov/publications/).
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Network protocol used by attack.
m  Beupdated with new attack signatures frequently (at least on aweekly basis).

While nat providing complete security, IDSs are a critical early warning system that can
provide the Web administrator with the information necessary to defend the Web server from
attack.

Network Switches and Hubs

Network switches are devices that provide connectivity between two or more hosts located on
the same network segments. They are similar to hubs in that they alow communications
between hogts except that, unlike hubs, switches have more “intdligence’ and send
communications to only those hosts to which the communications are addressed.  Switches
isolate the communications of hosts on a network segment from each other.  This isolation
may be bendficial in reducing theimpact of a DoS attack on other hosts on the network.

When switches are employed on a nework, it is much more difficult to eavesdrop on
communications between other hosts on the network segment.  This bendfit is extremdy
important when a Web sarver is on a nework segment that is used by other hosts. For
example, if a hub is used and the Web server is compromised, an attacker may be able to
eavesdrop on the communications of other hosts possibly leading to the compromise of those
hosts or the information they communicate across the network. E-mail servers, are often
located with the Web servers, and which, in their default configurations, receive unencrypted
passwords. In this instance, the compromise of the Web server would lead to the eventual
compromise of the mail server unless a switch is beng used. A switch would prevent, or at
least hinder, the attacker from sniffing mail server passwords from the compromised Web
serve.

Many switches include specific security settings that further enhance the security of the
network by making it difficult for a malicious entity to “defeat” the switch. Some examples
include the ability to minimize the risk of Address Resolution Protocol (ARP) spoofing and
ARP poisoning attacks.® A switch that has these security capabilities, should be enabled (see
appropriate vendor documentation).

% ARP poisoning occurs when an attacker successful updates the ARP cache on a target host with aforged ARP
entry. Thisisgeneraly used to redirect network traffic for malicious purposes.
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Network Infrastructure Checklist

Completed

Action

Network location

O

The Web server islocated inaDMZ or outsourced to an
organization that appropriately protects the firewall

O

The DMZ isnot located on the third (or more) interface of the
firewdl

Firewall configuration

Web server is protected by afirewall

Web server if it faces ahigher threet or if it ismore vulnerable, is
protected by an application layer firewall

Firewall controls dl traffic between the Internet and the Web server

Firewall blocks dl inbound traffic to the Web server except TCP
ports 80 (HTTP) and/or 443 (HTTPSusing SSL/TLS)

Firewall blocks (in conjunction with IDS) IP addresses or subnets
that the IDS reports are attacking the organizational network

Firewal natifies the network or Web administrator of suspicious
activity through an gppropriate means

Firewall provides content filtering

Firewall configured to protect against of service attacks

Firewall detects malformed or known attack URL requests

Firewal logs critical events

O oooaoa o|do| oo o|id

Firewall and firewall operating system patched to latest or most
secure level

Intrusion detection systems (IDS)

Host-based IDS used for Web serversthat operate primarily
SSL/TLS

IDS configured to monitor network traffic before any firewall or
filter router (network-based)

IDS configured to monitor traffic network traffic to and from the
Web server after firewdl

IDS configured to monitor changesto critical files on Web server
(host-based or file-integrity checker)

IDS blocks (in conjunction with thefirewall) IP addresses or subnets
that are attacking the organi zational network

IDS natifies the network or Web administrator of attacks through
appropriate means

IDS configured to detect port scanning probes

IDS configured to detect DoS

IDS configured to detect malformed URL requests

IDS configured to log events

ooooo o, ooy o o) g

IDS updated with new attack signatures frequently (weekly basis)
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Completed Action
[ IDS configured to monitor the system resources available on the
Web server (host-based)
Network switchesand hubs
[ Network switches are used on Web server network segment to

protect against network eavesdropping

Network switches are configured in high-security mode to defeat
ARP spoofing and ARP poisoning attacks

Network switches are configured to send al traffic on network
segment to IDS host (network-based)
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9. Administering a Web Server

9.1 Logging

911

Logging is the principal component of secure administration of a Web server.  Logging the
appropriate data and then monitoring and analyzing those logs are critical activities. Review of
Web sarver logs is effective, particularly for encrypted traffic, where network monitoring is far
less efective  Review of logs is a mundane activity that many Web administrators have a
difficult time fitting into ther hectic schedules. This is unfortunate as log files are often the
best and/or only record of suspicious behavior. Failure to enable the mechanisms to record this
information and use them to initiate alert mechanisms will greatly weaken or diminate the
ability to detect and assess intrusion attempts. Similar problems can result if necessary
procedures and tools are not in place to process and analyze the log files.

System and network logs can alert the Web administrator that a suspicious event has occurred
and requires further investigation. Web sarver software can provide additional log data
rdevant to Web-specific events. If the Web administrator does not take advantage of these
capabilities, Web-rdevant log data may not be visible or may require a significant effort to
access.
Web server logs provide the following:

m  Aletsto suspicious activities that require(s) further investigation

m  Tracking of anintruder’s activities

m  Assiganceintherecovery of the system

m  Assigancein the post-event investigation

m  Required information for legal proceedings.

The sdection and implementation of specific Web sarver software will determine which set of
detailed instructions the Web administrator should follow to establish logging configurations.
Some of the guidance contained in the steps beow may not be fully applicable to all vendors
Web server software products.

Identifying the Logging Capabilities of a Web Server

Each Web server application supports a different logging capability. Depending on the Web
server application, one or more of the following logs may be available [CERTOQ]:

m  Transfer Log— Eachtransfer isrepresented as one entry showing the main
information related to the transfer.

m  Error Log—Each eror is represented as one entry, including an explanation of the
reason for this error report.

m  Agent Log — Contains information about the user client software usad in accessing
Web content.
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Referrer Log — Callectsinformation rdlevant to HTTP access. Thisincludes the
URL of the pagethat contained the link that the user client software followed to
initiate the access to the Web page.

Most Web servers support the Transfer Log and it is usualy considered the most important.
Severa log formats are available for Transfer Log entries.  Typicaly, the information is
presented in plain ASCI1 without special ddimiters to separate the different fidds [CERTOQ]:

Common L og Format — This format stores the following information related to one
transfer (Transfer Log) in theindicated order:

Remote host
Remote user identity in accordance with RFC 1413%*

Authenticated user in accordance with the basic authentication scheme (see
Section 7.3)

Date

URL requested

Status of the request

Number of bytes actually transferred.

Combined L og Format — Thisformat contains the same seven fidlds above. 1t dso
provides information normally stored in the Agent Log and the Referrer Log, along
with the actual transfer. Keeping thisinformation in a consolidated log format may
support more effective administration.

Extended L og Format — This format provides away to describeall items that should
be collected withinthelog file Thefirst two lines of thelog file contain the version
and thefidds to be collected, and they appeear inthelog file as follows:

#Verson: 1.0
#Fidds datetime c-ip sc-bytestime-taken cs-version
1999-08-01 02:10:57 192.0.0.2 6340 3HTTP/1.0

This example contains the date, time, originating address, number of bytes transmitted, time
taken for transmission, and theHTTP version.

Other L og File Formats— Some server software provides log information in
different file formats, such as database formats or ddimiter-separated formats. Other
server software provides the capahility for an administrator to define specific log file
formats in the Web server configuration file using a particular syntax (if the default
CLF format is insufficient).

% Seethe Internet Engineering Task Force Web site; hitp:/www.ietf.org/rfc/rfc1413.txthumber=1413,
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Identifying Additional Logging Requirements

If a public Web server supports the execution of programs, scripts, or plug-ins, the Web
administrator should determine whether specific logging data should be captured regarding the
performance of these features. If a Webmaster develops special programs, scripts, or plug-ins,
it is strongly recommended that they define and implement a comprehensive and easy-to-
understand logging approach based on the logging mechanisms provided by the Web server
host operating system. Log information associated with programs, scripts, and plug-ins can
add significantly to thetypical information logged by the Web server.

Recommended Generic Logging Configuration

The following configuration is a good Sarting point for logging on public Web servers
[CERTOOQ]:

m  Usethe Combined Log Format for storing the Transfer Log or manualy configurethe
information described by the Combined Log Format to be the standard format for the
Transfer Log.

m Enablethe Referrer Log or Agent Log if the Combined Log Formeat is unavailable.

m  Edablish different log file names for different virtual Web sites that may be
implemented as part of asingle physical Web sarver.

m  Usethe Remote User Identity as specified in RFC 1413.

m  Ensureprocedures or mechanisms arein place so that log files do not fill up the hard
drive

Some Web server software provides a capability to enforce or disable the checking of specified
access contrals during program startup.  This levd of control may be hdpful in avoiding
inadvertent ateration of log files as a result of erors in file access administration.  Web
administrators should determine the circumstances under which they may want to enable such
checks (assuming the Web server software supports this feature).

Reviewing and Retaining Log Files

Reviewing log files can be time-consuming and laborious. Log files are an inherently reactive
security measure they inform of events that have already occurred.  Accordingly, they are
often useful for corroborating other evidence, whether it is a central processing unit (CPU)
utilization spike or anomalous network traffic reported by an IDS. When a log is used to
corroborate other evidence, a focused review is in order. For example, if an IDS reported an
outbound FTP connection from the Web sarver at 8:17 am., then a review of the logs
generated just before 8:17 am. is appropriate. Web server logs should aso be reviewed for
indications of attacks. The frequency of the review will depend on thefallowing factors:

m  Traffictheserver recaves
m  Geneadl threat levd (the Federal Government and certain commercia institutions

receive many more attacks than other sites and thus should review their logs more
frequently)
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m  Specific threats (at certain times specific threats arise that may require more frequent
log fileanalysis as aresult)

= Vulnerability of the Web server
m Vaueof data and services provided by the Web server.

Reviews should take place on a daily to weekly basis and when a suspicious activity has been
noted or a threat warning has been issued. Obvioudy, the task could quickly become
burdensome to a Web administrator.  To reduce this burden, automated log file analysis tools
have been devdoped (see Section 9.1.5).

In addition, long-term and more in-depth analyses of the logs are needed. Because a typica
Web attack can involve hundreds of unique requests, an attacker may attempt to disguise a
Web attack by increasing the interval between requests. In this case, reviewing a single day’'s
or wesk’'s logs may not show recognizable trends. However, when trends are analyzed over
the course of awesk, a month, or a quarter, multiple attacks from the same host are more easily

recognized.

Log files should be protected to ensure that attackers who compromise a Web server cannot
alter the log files to cover thar actions. Although encryption can be useful in protecting log
files, the best solution is to store log files on a host separate from the Web server(s). Thisis
often called a log or sydog host. Although storing the log files on a separate server is
imperative for security, a local copy (on the originating server) should also be maintained to
protect against the possibility of data being lost in transmission.

Log files should be backed up and archived regularly. Archiving log files for a period of time
is important for several reasons. They can be important for certain legal actions and they are
often useful in troubleshooting problems with the Web sarver.  The retention period for
archived log files depends on a number of factors, including the following:

m  Legal requirements

m  Organizational requirements

m  Sizeof logs (whichisdirectly rdated to thetraffic of the site and the number of details
logged)

m  Valueof Web server data and services

m  Threat levd.
Automated Log File Analysis Tools
Most public Web servers recaive significant amounts of traffic, and the log files quickly
become voluminous. To ease the burden on the Web adminidtrator, it is generally necessary to
ingtall one or more automated log file analysis todls.  These tools analyze the entries in the
Web sarver log file and identify suspicious and unusual activity.

Many commercial and public domain tools are available to support regular analysis of Transfer
Logs. Most operate on dther the Common or the Combined Log Formats.
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These tools can identify 1P addresses that are the source of high numbers of connections and
transfers.

Error Log tools indicate not only errors that may exist within available Web content (such as
missing files) but also attempts to access non-existing URLS.  Such attempts could indicate the
following:

m  Probesfor the existence of vulnerabilities to be used later in launching an attack
m  [nformation gathering
m Interest in specific content such as databases.
The automated log file analyzer should forward any suspicious log file events to the

responsible Web administrator or security incident response team as soon as possible for
follow-up investigation. A list of some commonly used log file analyzers is provided in

Appendix E.

9.2 Web Server Backup Procedures

921

One of the most important functions of a Web server administrator is to maintain the integrity
of the data on the Web server. Thisis vitally important because a Web server is often the most
exposad server on an organization's network and thus is often the most susceptible to
malicious actions and possible hardware and software failures. There are two principa
components to backing up data on a Web server: regular backup of the data and operating
system on the Web server and maintaining a separate protected authoritative copy of the
organization's Web content.

Web Server Backup Policies and Strategies

The Web adminigtrator should perform backups of the Web server regularly. This is critical
for several reasons. If the Web server fails @ther because of a malicious or unintentional act or
a hardware or software failure, the Web sarver can be restored in atimdy manner. In addition,
federal and state governmental organizations are governed by regulations on the backup and
archiving of Web server data. Certain commercial organizations may also wish to back up
their Web server data regularly for legal or financial reasons.

All organizations should creaete a Web server data backup policy. The contents of this policy
will beinfluenced by threefactors:

m  Legal requirements
Applicable laws and regulations (federal, state, and international)
Litigation requirements

m  Businessrequirements
Contractual

Common practices
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Criticality of datato organization
m  Organizationa guiddines and policies

Although each organization's Web server backup policy will be different to reflect its
particular environment, it should address the following issues:

m  Purposeof the Web server backup policy

m  Whois affected by the Web server backup policy

m  Which Web servers are covered by the backup palicy
= Ddfinition of key terms, especially legal and technical

m  Description of the requirementsin detail from thelegal, business, and organization's
perspective

m  Freguency of backups

m  Proceduresfor ensuring datais properly retained and protected
Encrypted transmission
Encrypted storage
Physical protection mechanisms

m  Proceduresfor ensuring data is properly destroyed or archived when no longer
required

m  Proceduresfor responding to discovery requests

m  Responsihilities of thoseinvolved in data retention, protection and destruction
activities

m A table showing theinformation type and it corresponding retention period
m  Specific duties of a central/organizational data backup team if one exists.

Two primary types of backups exist. A full backup includes the operating system,
applications, and data stored on the Web sarver (i.e, an image of every piece of data
stored on the Web server hard drive[s]). The advantage of a full backup is that it is easy to
restore the entire Web server to the state (configuration, patch levd, data, ec.) that existed
when the backup was performed. The disadvantage of full backups is that they take
considerable time and resources to perform.  Incremental backups reduce the effect by
backing up only data that has changed since the previous backup (either full or
incremental). Generally, full backups are performed less frequently (weekly to monthly or
when a ggnificant change occurs) than incremental backups (daily to weekly). The
frequency of backups will be determined by several factors:

= Volatility of information on the Web site
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Static Web content (less frequent backups)
Dynamic Web content (more frequent backups)
E-commerce/E-government (very frequent backups)

m  Amount of data to be backed up

m  Backup deviceand media available

m  Timeavailablefor dumping backup data

m Criticality of data

m  Threat levd faced by Web sarver

m  Effort required to data reconstruction without data backup.

Maintain a Test Web Server

Most organizations will probably wish to maintain a test or development Web server. [dedlly
this server should have identical hardware and software as the production or live Web server
and be located on an internal network segment (intranet) where it can be fully protected by the
organization's perimeter nework defenses.  Although the cost of maintaining an additional
Web server is not inconseguential, having atest Web server offers numerous advantages:

m  Providesaplatformto test new patches and service packs prior to application on the
production Web server

m  Provides a devdopment platform for the Web master and Web administrator to
deveop and test new content and applications

m  Softwarethat is critical for devdopment and testing that might represent an
unacceptable security risk on the production server can beinstalled on the
deve opment server (eg., software compliers, adminigtrativetool kits, remaote access
software)

Note The test Web sarver should be separate from the server that maintains an authoritative
copy of the content on the production Web server (see Section 9.2.3).

Maintain an Authoritative Copy of Organizational Web Content

All organizations should maintain an authoritative (i.e, verified and trusted) copy of ther
public Web sites on a host that is inaccessible to the Interngt. This is a supplement to, but not
replacement for, an appropriate backup policy (see Section 9.2.1). For smple rativey static
Web sites, this could be as smple as a copy of the Web site on a read-only medium (eg., CD-
R). However, for most organizations, the authoritative copy of the Web siteis maintained on a
secure host.  This host is usually located behind the organization's firewall on the internal
network and NOT on the DMZ (see Section 8.1.2). The purpose of the authoritative copy isto
provide a means of restoring information on the public Web server if it is compromised as a
result of an accident or malicious action. This authoritative copy of the Web ste allows
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organization to rapidly recover from Web site defacement, which is the most common Web
server attack.

To successfully accomplish the goal of providing and protecting an authoritative copy of the
Web server content, the following requirements must be met:

m  Protect authoritative copy from unauthorized access
Usewrite once media (appropriate for rdatively static Web sites)

L ocate host with authoritative copy behind firewall, and ensure thereis no outside
accessto host)

Minimize users with authorized access to host

Control user accessin as granular manner as possible
Employ strong user authentication

Employ appropriate logging and monitoring procedures

Consder additional authoritative copies at different physical locations for further
protection.

m  Edtablish appropriate authoritative copy update procedures

Update authoritative copy first (any testing on code should occur before updating
the authoritative copy)

Establish policies and procedures for who can authorize updates, perform
updates, and when updates can occur, ec.

m Establish aprocessfor copying authoritative copy to a production Web server

Data can be transferred using a secure physical media (e.g., encrypted and/or
write once media such asa CD-R)

Usea secure protocol (eg., SSH) for network transfers.

=  Includethe procedures restoring from the authoritative copy in the organizational
incident response procedures (see Section 9.3)

m  Consder automatic updates from authoritative copy to Web server periodically
(quarter hourly, hourly, daily, etc.) because thiswill overwrite a Web site defacement
automatically.

9.3 Recovering From a Security Compromise

Most organizations will eventually face a successful compromise of one or more hosts on their
network. The first step in recovering from a compromise is to create and document the
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required policies and procedures for responding to successful intrusions prior to an intrusion™.
The response procedures should outline the actions that are required to respond to a successful

compromise of the Web server and the appropriate sequence of these actions (sequence can be
critically important). These response procedures would be contained within the organization's

security palicy.

Web adminigrators should take the following steps once a successful compromise is
identified:

= Report incident to organization’s computer incident response capability
m  Consult the organization's security palicy

m |solate compromised system(s) or take steps to contain attack so additional evidences
can be collected™

m  Investigate other “similar”® hosts to determineif the attacker also has compromised
other systems

m  Consult, as appropriate, with management, legal counsd, and law enforcement
expeditioudy

m  Anayzetheintrusion, incuding:
M odifications made to the system’ s software and configuration
Modifications made to the data
Tools or data left behind by intruder
Data from system logs, intrusion detection and firewall log files.
m  Restorethe system
Two options exist:

0 Ingtall clean version of operating system, applications, necessary patches and
Web content

0 Restorefrom backups (this option can be morerisky, as the backups may
have been made after the compromise and restoring from a comprised back
may till allow the attacker access to the system).

% For moreinformation onthisareasee: NIST Special Publication 800-3, Establishing a Computer Security Incident
Response Capability and NIST Specia Publication 800-18, Guide to Developing Security Plans for Information
Technology Systems (http:/csre.nist.gov/publicati ons/nistpubs/index.html).

% |s0lating the system must be accomplished with great careif the organization wishes to collect evidence. Many
attackers now configure compromised systems to erase evidence if acompromised system is disconnected from the
network or rebocted. One method to isolate a system would be to reconfigure the nearest upstream switch or router.

38 «gimilar” would indude hosts in the same IP address range, that have the same or similar passwords, that sharea
trust relationship, and/or that have the same operating system and/or applications.
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Disable unnecessary sarvices
Apply al patches
Change all passwords (even on uncompromisad hosts) as required

Reconfigure network security dements (eg., firewall, router, IDS) to provide
additional protection and notification

Reconnect system to network
Test system to ensure security

Monitor system and network for signs that the attacker is attempting to access the
system or network again

Document lessons learned.

System administrators should consider the following when deciding whether to renstall the
operating system of a compromisad system as oppased to restoring from a backup:

Leve of access that theintruder gained (e.g., root, user, guest, system)
Type of attacker (internal or external)

Purpose of compromise (eg., Web page defacement, illegal software repository,
platformfor other attacks)

Method of system compromise

Actions of attacker during and after compromise (eg., seelog files, intrusion detection
reports)

Duration of compromise
Extent of compromise on network (i.e,, the number of hosts compromised)

Results of consultation with management and legal counsd.

The lower the levd of access gained by the intruder and the more the Web administrator
knows about the attacker’s actions, the less risk there is in restoring from a backup and
patching the vulnerability. If less is known about the intruder’s actions, it is essential to
rengtall all software on the host.

If legal action is pursued, system administrators need to be aware of the guiddines for
handling a hogt after a compromise For more information see the National Infrastructure
Protection Center’ s (N1PC) Web site (http://mww.nipc.gov).

9.4 Security Testing Web Servers

Periodic security testing of public Web servers is critical. Without periodic testing, thereis no
assurance that the current protective measures are working or that the security patch just
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applied by the Web adminigtrator is functioning as advertised. Although a variety of security
testing techniques exists, vulnerahility scanning is the most common.  Vulnerability scanning
assists a Web administrator in identifying vulnerabilities and verifying whether the existing
security messures are efective. Penetration testing is also used, less frequently and usually
only as part of an overall penetration test of the organization’s network.*

Vulnerability Scanning

Vulnerability scanners are automated tools that are used to identify vulnerabilities and
misconfiguration of hosts. Many vulnerahility scanners also provide information about
mitigating discovered vulnerabilities.

Vulnerability scanners attempt to identify vulnerahilities in the hosts scanned.  Vulnerability
scanners can hdp identify out-of-date software versions, missing patches or system upgrades,
and vdidate compliance with, or deviations from, the organization's security policy. To
accomplish this effort, vulnerability scanners identify operating systems and major software
applications running on hosts and match them with known vulnerabilities.  Vulnerability
scanners employ large databases of vulnerabilities to identify vulnerabilities associated with
commonly usad operating systems and applications.

However, vulnerahility scanners have some significant weaknesses.  Generally, they identify
only surface vulnerabilities and are unable to address the overall risk levd of a scanned Web
server.  Although the scan process itsdlf is highly automated, vulnerability scanners can have a
high false positive error rate (reporting vulnerabilities when none exist). This means an
individual with expertise in Web server security and administration must interpret the results.
Furthermore, vulnerability scanners cannot identify vulnerabilities in custom code or
applications.

Vulnerability scanners rdy on periodic updating of the vulnerability database to recognize the
latest vulnerabilities. Before running any scanner, Web administrators should install the latest
updates to its vulnerability database. Some vulnerability scanner databases are updated more
regularly than others (the frequency of updates should be a major consideration when choosing
avulnerability scanner).

Vulnerability scanners are often better at detecting well-known vulnerabilities rather than more
esoteric ones because it is impossible for any one product to incorporate al known
vulnerabilities in a timdy manner.  Also manufacturers want to kegp the spead of their
scanners high (more vulnerabilities detected requires more tests, which dows the overal
scanning process).  Therdfore, vulnerability scanners may be of little use to Web
administrators operating less popular Web sarvers, operating systems or custom coded
applications.

Vulnerability scanners provide the following capabilities:
m  |dentifying active hosts on network

m |dentifying active services (ports) on hosts and which of these are vulnerable

% For information about other testing techniques, see NIST Spedial Publication 800-42, Guiddine on Network
Security Testing (http:/csre.nist.gov/publicati ons/nistpubs/index.html).
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= |dentifying applications and banner grabbing
m  |dentifying operating systems

m  |dentifying vulnerabilities associated with discovered operating systems and
applications

m  Testing host compliance with organizational security policies.

Organizations should conduct vulnerability scanning to validate that operating systems and
Web save applications are up to date on security patches and software versions.
Vulnerability scanning is a labor-intensive activity that requires a high degree of human
involvement to interpret the results. 1t may also be disruptive to network operations by taking
up bandwidth and dowing response times. However, vulnerability scanning is extremdy
important for ensuring that vulnerabilities are mitigated as soon as possible, before they are
discovered and exploited by adversaries. Vulnerability scanning should be conducted on a
weekly to monthly basis. Many organizations also run a vulnerability scan whenever a new
vulnerability databaseis rdeasad for the organization's scanner application.

Organizations should also considering running more than one vulnerability scanner.  As
previoudly discussed, no scanner is able to detect all know vulnerahilities, however using two
scanners will generally increase the number of vulnerabilities detected. A common practice is
to use one commercial and one freaware scanner.

Vulnerability scanning results should be documented and discovered deficiencies corrected.
The following corrective actions may be necessary as a result of vulnerability scanning:
Network- and host-based vulnerability scanners are available for free or for afee Appendix E
contains alist of readily available vulnerability scanning toals.

Penetration Testing

“Penetration testing is security testing in which evaluators attempt to circumvent the security
features of a system based on their understanding of the system design and implementation”
[NISS99]. The purpose of pendration testing is to identify methods of gaining access to a
system by using common tools and techniques deveoped by hackers. This testing is highly
recommended for complex or critical systems.

Penetration testing can be an invaluable technique to any organization's information security
program. However, it is a very labor-intensive activity and reguires great expertise to
minimize the risk to targeted systems. At a minimum, it may sow the organization's networks
response time resulting from network mapping and vulnerability scanning. Furthermore, the
possibility exists that systems may be damaged in the course of pendration testing and may be
rendered inoperable  Although this risk is mitigated by the use of experienced pendration
testers, it can never befully diminated.

Penetration testing does offer the following benefits [NISTO02b):
m  Teststhe ngwork using the same methodologies and tools employed by hackers

m  Veaifieswhether vulnerabilities exist
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m  Goes beyond surface vulnerabilities and demonstrates how these vulnerabilities can be
exploited iteratively to gain greater access

m  Demonstrates that vulnerabilities are not purdy theoretical
m  Providesthe"realism” necessary to address security issues

m  Allowsfor testing of procedures and the susceptibility of the human dement to social
engineering.

9.5 Remotely Administering a Web Server

Web serve administrators should carefully consider whether to enable the capahility to
remotely administer and/or update content on a Web server.  The most secure configuration is
to disallow any remote administration or content updates, although that might not be viable for
al organizations. The risk of enabling remote administration or content updates varies
considerably depending on the location of the Web server on the network (see Section 8.1).
For example, if the Web sarver is located external to the organization's firewall or IP filtering
router, then no remote administration or updating should be implemented. Remote
administration or content updating can be implemented rdativdy securdy from the internal
network when a Web server is located behind a firewall. Remote administration or content
updating should nat be allowed from a host located outside the organization' s network.

If an organization determines that it is necessary to remotdy administer or update content on a
Web server, the following steps should ensure secure implementation:

m  Useastrong authentication mechanism (e.g., public/private key pair, two factor
authentication, etc.)

m  Redtrict hosts that can be used to remotdy administer or update content on the Web
server

Restrict by |P address (not hostname)
Redtrict to hosts on the internal network

m  Usesacureprotocals (eg., SSH, HTTPS), not insecure protocals (eg., Tend, file
transfer protocol [FTP], network file system (NFS) or HTTP). Secure arethose
protocols that provide encryption of both passwords and data.

m  Enforcethe concept of least privilege on the remaote administration and content
updating (i.e, attempt to minimize the access rights for the remate
administration/update account(s)).

m Do not alow remote administration from the Internet through the firewall.

m  Changeany default accounts or passwords for the remote administration utility or
application.

= Do not mount any file shares on theinternal network from the Web server or vice
versa
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9.6 Securely Administering a Web Server Checklist

Completed Action

Logging

Use the Combined Log Format for storing the Transfer Log or
manually configure the information described by the Combined Log
Format to be the standard format for the Transfer Log

Enable the Referrer Log or Agent Log if the Combined Log Format
isunavailable

O

Establish different log file names for different virtual Web sitesthat
may be implemented as part of asingle physical Web server

Use the Remote User Identity as specified in RFC 1413

Store logs on a separate (sysog) host
Archive logs according to organizationa requirements

Review logs dally

Review logsweekly (for more long-term trends)
Use automated log file anadysis tool (s)

Web server backups
Create aWeb server backup policy

Oogoaoo o).

Back up Web server incrementally on adaily to weekly basis
Back up Web server fully on aweekly to monthly basis
Periodicaly archive backups

Maintain an authoritative copy of Web site(s)

Ogooo

Recovering from a compromise

Report incident to organization’s computer incident response
capability
Consult the organization's security policy

Isolate compromised system(s) or take steps to contain attack so
additional evidences can be callected

Investigate other “similar " hoststo determineif the attacker also has
compromised other systems

Conault, as appropriate, with management, lega counsdl, and law
enforcement officials expeditioudy

Analyze theintrusion

Restore the system

Reconnect system to network

Test system to ensure security

Monitor system and network for signsthat the attacker isattempting
to access the system or network again

O Oooooo oy o)pog o

Document lessons learned

Security testing
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Completed

Action

O

Periodically conduct vulnerability scans on Web server and network
supporting network

O

Update vulnerability scanner prior to testing

Correct any deficiencies identified by the vulnerability scanner

Remote administration and content updating

Use astrong authenti cation mechanism (e.g., public/private key pair,
two factor authentication)

Restrict hosts that can be used to remotely administer or update
content on the Web server by IP address and to theinternal network

Use secure protocals (e.g., secure shell, HTTPS)

O g o|od

Enforce the concept of least privilege on the remote administration
and content updating (i.e., atempt to minimize the access rights for
the remote admini strati on/update account[s])

O

Change any default accounts or passwords from the remote
administration utility or application

Do not alow remaote administration from the Internet through the
firewdl

Do not mount any file shares on the internal network from the Web
server or vice versa
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Appendix A. Securing Apache Web Server

DISCLAIMER
This Appendix is only a guide on recommended product security settings and is meant
to complement not replace well-structured organizational policy or sound judgment.
Moreover, its contents do not address site-specific issues, which typically must be
taken into account when applying this material to actual system environments
involving local operational and policy concerns. This appendix isintended to serve as
an example of how the generic guidelines given in the body of the main document can
beinterpreted and applied to specific classes of products. NIST recommends that
experienced technical personnd, familiar with the organizational operational and
policy aims, review these settings, experiment with them on a suitably configured test
system, and judge the suitability of their effect on an operational system before
attempting deployment.

Apache is an open source (collaborative, consensus-based) software development effort aimed
a cregting a commercia-grade and fredy available verson of a Hypertext Transfer Protocol
(HTTP) (i.e, Web) sarver. The project is jointly managed by a group of volunteers located
around the world, using the Internet to communicate, plan, and deveop the sarver and its
related documentation. Hundreds of users have contributed ideas, code, and documentation to
further the devdlopment of Apache. The section covers Apache on Linux/Unix and does not
address the Windows version.

Al Installation
A.11 Install and Secure the Host Operating System
If the operating system underlying the Web server is not secured, then the Web server is
insecure regardless of its configuration. Before installing any Web server, ensure that the host
computer and operating system are secure and hardened.  Although beyond the scope of this
document for the most part, hardening an operating system includes the following steps:.
m  Apply latest patches to operating system
m  Disableor removedl unnecessary services and applications
= Apply appropriate permissions to system resources
m  Useappropriatdy strong identification and authentication mechanisms.
A drong password should always be used for the root or administrator account on the
operating system that underlies Apache. A weak password can result in an otherwise hardened
platform to be hacked easily. The only additional services needed on a Web server should be
Secure Shdl (SSH) for remote administration and Network Time Protocol (NTP) to

synchronize systems clocks so that log file correlation is eesier. The Web server should never
have a compiler or X Windows or other remote administration system installed.
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Transmisson Control Protocol/Internet Protocol (TCP/IP) packet filtering using TCP
wrappers, ipchains, or iptables, provided they are provided by the host operating system,
should also be usad to restrict traffic only to what should be allowed and expected. The
outside interface (the interface on which public traffic arrives) of the Web server should allow
only TCP ports 80 and 443 incoming traffic and greater than or equal to TCP port 1024 for
outgoing traffic. The ingde interface should alow only TCP ports 22, 80, and 443 incoming
and greater than or equal to 1024 outgoing. DNS resolution should be alowed via User
Datagram Protocol (UDP) to alow for logging of hostnames, conducting reverse look-ups, and
running identd.

Create an Unprivileged User Account for the Apache Web server

To reduce the risk of exposure when operating an Apache Web server, use a unique and
unprivileged userid and group crested soldy for the Web sarver application.  In many
instances, the userid and group “nobody” is used for these purposes. Although this is
acceptable, creating a unique user and group for the Web server is preferable

When the Apache server firdt initializes, root privileges are required to open its log files, start
the Web server daemon, and open the appropriate TCP ports. Once this startup sequence has
been completed, the Web server daemon should be configured to switch to the unprivileged
user and group created above

The unprivileged account that is created for Apache should be configured not to alow
interactive logins (eg., it should not allow usersto login via that account). This can be verified
by checking the entry for the Apache account in /etc/shadow password file. The password for
the user should indicate that the account is locked and cannot be used to log into.

Install the Apache Server Software

The Apache sava <oftware is available in two forms, source code and
precompiled/prepackaged binaries. For expert administrators, the best and most secure option
for installing the Apache is to download the source code and compile the application. This
allows expert administrators to include only the functionality their organization requires.

To secure the Web sarver, the server daemon and content should be installed on separate hard
disk partitions. The Web content should be installed in the DocumentRoot. The
DocumentRooat is the directory structure in Apache within which all the Web content is stored.
If possible, this directory should be stored on a separate partition or hard drive from the server
root or chroat (see bdow). Separating the content from the Apache Web server application
files makes it much more difficult for an attacker to compromise the Web server.

The htdocs directory included in the Apache distribution should not be used as the
DocumentRoot.  The htdocs directory contains Apache documentation that should not be made
available to the public. This directory contains information about the system that could be
used in an attack.

The Web sarver daemon should aso be ingtalled in a chroat jail. Chroot is a contained
environment outside of the regular file structure. This contained environment is used run the
sarver S0 if any compromise of the server occurs, it is contained within the chroot “jail” and the
attacker cannot “escape’ to other areas of the server.  This contained environment effectivdy
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blocks the attacker who is exploiting the server from accessing the remainder of the server's
file system, limiting the damage of the attack.

The src directory included in the Apache distribution should not be installed on the server
because this directory contains the source code for compiling the Web server executable and is
not nesded.

Set Permissions for the Web server Directories and Flies

All commands that are executed by root should be protected at al times. Ensure that al non-
root users are unable to modify the commands that root executes. It is important to protect the
files, directories, and parents of al directories. To protect these, it is important to make them
writable only by root.

If users with less than root privileges are able to modify any files that root executes or writes,
then the system becomes open to many vulnerabilities and exploits. In norma usage of
Apache as a Web sarver, Apache is started as root and then switches to the user defined in the
configuration of Apache (see above). This is to protect the system from the risk of root
becoming compromised while serving Web pages.

Apache Web sarver software groups file by function into subdirectories. Table A.1 lists the
directories that should bein the ServerRoot or chroot jail.

Table A.1: Apache Web server Directories

Name Function Contents
oonf Web server httpd.conf, srm.conf,
configuration access.conf
logs Web server logs Access |log, agent_log,
aror_log
cgi-bin Web executables CGl Scripts
icons Icons
support Todls Utilitiesfor Administering

Delete All Vulnerable or Unknown CGI Scripts

All Computer Gateway Interface (CGIl) scripts that are included with the Apache distribution
should be removed. In addition, no CGI scripts should be installed until they have been tested
thoroughly and found to be safe CGI scripts and other active contents have significant
potential to cause vulnerabilities that may compromisethe Web server (see Section 6.2).

CGl <cripts, if absolutdy required, should also be run from a dgrictly controlled cgi-bin
directory that does not alow the use of shdl scripts. This privilege should be given to only
users who can be trusted.  Although the users may be trusted, any CGI scripts or programs
should be tested for potential vulnerabilities (see Section 6.2). Although security holes may
not have been added intentionally by programmer's, a potential exists for holes to be introduced
inadvertently.  Unchecked CGI input should never be passed onto the Unix command line
This is important so that malicious users cannot add malicious code or commands to an input
that could possibly get executed asroot.
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A.16 Delete All Unnecessary Files From the Document Tree

Al7
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A22

A23

Within the DocumentRoot directory, all unnecessary files should be removed. This is
especialy important with files that may contain information that should not be accessible to
the public. Although there may nat be any links to the document in question, it may till be
possiblefor the public or malicious entities to access the document(s).

Protect System Settings

All users should be prevented from creating .htaccess files. These files have the potentia to
override the configured security setings. The best method for preventing this is to add the
following entry to the server configuration file

<Directory />
Al l owOverri de None
Opti ons None
Al'low fromall
</D rectory>

Thiswill stop all overrides, includes, and accessesin all directories from occurring.

Initial Configuration

Make Working Copies of the Server Configuration Files

The initial server configuration files and any later basdine configurations should be backed up
and archived before the server is accessible to the public or other changes are made.  This
allows for the rapid restoration of service after an attack or inadvertent misconfiguration.

Disable Automatic Directory Listings and Symbolic Links

The httpd.conf file controls many critical security-rated configuration settings of the Web
saver. The directory directive for htdocs should have the path changed to match that of
DocumentRoot. Disable automatic directory listings with the “-Indexes” options directive To
prevent the use of symbalic links that could allow access to files or directories that are outside
the Web server’ s DocumentRoot, with options directive “-FollowSymLinks.”

Server Side Includes

SSls are directives placed indde Hypetext Markup Language (HTML) pages that are
evaluated when the pages are sarved. SSIs enable the Webmaster to add dynamically
generated content to an existing HTML page without having to serve the whole page with a
CGl program or other method. SSI is a good method for adding small amounts of information
to astatic page. SSls should not be used if large amounts of information are generated.

SSlIs can also be configured to allow malicious users to execute arbitrary programs on the
saver. This feature of SSIs should be disabled using the IncludesNoExec option within the
Options directive  For more information on the risks associated with active content, see
Section 6.2.
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A.24 Default Apache Locations and Formats

A25

Apache logs are stored in the default location /usr/local/apachellogs. The most useful log is the
access log, but other files such as sd_request log and sd_engine log can also provide
valuableinformation. By default, the Apache access log contains eght fidds:

Client Internet Protocal (1P) address
Unique persondl id

Username

Date

Method

Uniform Resource I dentifier (URI) stem
HTTP gatus

Number of bytes transferred.

Apache Log Options

For Apache logging is controlled within the file httpd.conf, using the LogFormat and
CustomLog directives. The LogFormat controls which attributes are logged. The CustomLog
directive names only the log file access log by default. There are many options for
LogFormat. A complete list of these options can be found a the Apache Web dte
(http://httpd.apache org/docs/mod/mod log_config.html). Table A.2 provides a partia list.

Table A.2: Apache Logging Options

Option Action
%a Remote IP address
%A Local IP address
%B Bytes sent, exduding HTTP headers
Oof Filename
%h Remote host
% The process ID of the child that serviced the
oP
request
% Thetime, in seconds, taken to serve the
oT
request
%U The URL path requested
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A.2.6 Configure Access Control and Authentication

A2.7

A28

Severa capahilities exist within Apache for controlling access and authenticating users or
hosts before alowing access. This can include allowing or denying connections from
specified 1P addresses or subnets in addition to authenticating the user by requiring a username
and password.

Apache has three methods of determining if the resources requested by a user will actualy be
served to that user: authentication, authorization, and access control.

m  Authentication —is the process by which the user’ s claimed identity is verified. This
process is usualy accomplished though the use of usernames and passwords. The
process can also be accomplished though the use of biometric or smart card devices.

m  Authorization —isthe process by which auser’s permission to access a particular
resourceis determined to bevalid. The criteria by which permissions are granted or
denied can vary depending on the resource and the rules associated with that resource

m  Access Control —isaprocess smilar to authorization. The differenceis that access
control is not dependent on the user attempting to access particular resources. Access
to resourcesis granted based on attributes that are not based on the user.

Within Apache, authentication can occur though Basic Authentication, Digest Authentication,
and Database Authentication Modules.

Basic Authentication

When resources are protected using basic authentication, any time a request is made for the
protected resource, the user is required to send credentials in the form of a username and
password to the server. If the username is within the approved list and the password is correct,
access is granted to the protected resource.  Because HTTP is a Statdess protocol, the
credentials must be sent with every request for the protected resource. This action is usually
taken care of automatically within the client software or Web browser that is beng usad to
access the protected resource.

Although passwords are stored in an encrypted manner when using basic authentication, they
are not encrypted when they are transmitted from the client to the server.  The fact that the
password are transmitted unencrypted, allows third parties that have access to networking
eguipment, along with the path the username and password is sent, to easly intercept and
compromise the user’s credentials. The weakness is further compounded in that the username
and password are sent with every communication, making it much easier for a malicious entity
to compromise the credentials. In addition, basic authentication does not provide any
encryption of the data transmitted to the user from the server, so that too is susceptible to
interception and compromise.  Conseguently, it is not recommended that this form of
authentication be used for any public Web server.

Digest Authentication
A sscond type of authentication is Digest Authentication. The difference between Digest

Authentication and Basic Authentication is that with Digest Authentication the password is
never sent across the wire or network in the clear. The password is sent using a Message

A-6
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Digest 5 (MD5) encrypted hash of the user’s password. Although an attacker can still intercept
the password, he or she will have to expend additional time and resources to crack (unencrypt)
the password hash.

Although the password is not sant in clear text, the digest could still be used to access any
protected information by a skilled attacker. In addition, the protected data is transferred in
clear text so that data could till be compromised. In addition, not all Web browsers support
digest authentication.

Database Authentication Modules

Database Authentication Modules alow usernames and passwords to be checked more
rapidly. When large numbers of username and password combinations reside on a server, the
amount of time required to authenticate a user each time that a user is accessing protected data
can become time consuming and cumbersome. The time required to match the username and
password in a flat file exists because every time a user requests data, the server must search
through the entire flat file until the username is found. On average, this means that theflat file
is searched through line by line for half the number of usernames in the file The use of a
database to store the usernames and passwords drastically reduces the search time to confirm
the username and password.

Access Control

Access control alows the protected data to be served to users based on criteria other than
whom the user claimsto be. These criteria may be characteristics such as the location of the [P
address or domain of the host the client is using. Access control is configured by the fieds of
the Order and Allow directives. The default configuration of the server alows everyone full
access to the contents of the DocumentRoot. The Allow and Deny directives within Apache
allow access basad on the hosthame or host address of the machine of the user is using
requesting the data.  The Satisfy directive within Apache allows severa criteria to be used in
deciding whether a user or machineis granted access to protected data.

To redtrict access to a local intranet, for example 192.168.0.0/16, the following setting would
accomplish this:

order deny, allow
deny from all
all ow from 192. 168

The above setting would alow anyone within the 192.168.0.0/16 subnet access to the Web
sarver's content while denying everyone dse. The deny from and alow from directives can
use hostnames, domain names, |P addresses, | P addresses with subnet mask, or | P address with
Clasdess InterDomain Routing (CIDR) mask size If possible, IP addresses should be used
over d%nain names to prevent Apache from conducting double-reverse lookups on the domain
names.

0 Apache always employs a double-reverse lookup when dealing with host or domain names in all
stuations related to security. A double-reverse lookup involves trandating the host or domain nameto

A-7
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Authorization

Authorization is the process by which a user’s permission to access a particular resource is
validated. The criteria by which permissions are granted or denied may vary depending on the
resource and the rules associated with that resource.

Different files on a server can be protected in various ways. Each file or directory structure
can have a different s&t of access controls or authentication methods.  With the use of
directives and the methods of access controls and authentication, many different possibilities
exist. For instance, one could require a valid username and password for al access from the
Internet, yet no username or password for users that have been authenticated as being located
on the organizational intranet. This can be accomplished using the Satisfy directive  The
Satisfy Any directive would alow a user access if dther the Allow or Deny directives were
passed or the Require directive was passed. An example of requiring a password for all access
from outside the intranet would be [

order deny, allow

deny from all

all ow from 192. 168

Aut hType Basi c

Aut hName “Password Protected”

Aut hUser Fi | e /usr/| ocal / Wb/ apache/ passwd/ passwor ds
Requi re vali d-user

Satisfy Any

Once it has been determined that a user is from within the intranet, the username and password
will not be required. If users from the intranet were required to have a valid usernames and
passwords were reguired, then the Satisfy Any directive (above) would be changed to Satisfy
All. Thisdirectivewould require both directives to be met instead of either one.

If security and privacy are paramount, then the above methods should not be employed. In
those instances, Secure Socket Layer (SSL) or its replacement Transport Layer Security (TLS)
should be used. In most instances, SSL/TLS are the most appropriate authentication and
encryption method for public Web servers.

SSL and TLS Authentication

SSL and TLS are the preferred means for authenticating users and encrypting data for Web
servers and content.  Both are standards that are supported by most Web servers and browsers,
and they provide a leve of security not attainable with most other Web authentication
schemes.  SSL/TLS protocols are discussad in detail in Section 7.5, but the particulars of
implementing them with Apache are discussed here

To support SSL, Apache contains the Mod _SSL. module that provides strong cryptography
using SSL versions 2 and 3 and the newer TLS, verson 1. Themod_SSL package, originally
created in 1998, is available under a license that alows it to be used at no cost for ather

an |IP address and then trandating that |P address back to alist of names. If both trandations are not
successtul, then thiswill be considered a failure to match the host or domain name.
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commercial or non-commercial uses. Currently, the module provides a strong 128-bit
cryptography (for worldwide use) and supports both RSA and Diffie-Hdlman ciphers.

Although SSL and TLS are very similar (TLS is based on SSL version 3), some differences
exist that may be important for particular applications. SSL is a protocol that provides
communications privacy over the Internet.  The following are key festures that the SSL
protocol provides:

m  Private connections and encrypted data
m  Authentication of pear communicated to server
m  Rdiable connection.

After an initial handshake, SSL uses the negatiated encryption protocol to generate a secret
key. Symmetric cryptography is then used for data encryption. Public key, or asymmetric
cryptography, is used to authenticate the pear’s identity and exchange the negotiate symmetric
encryption key. Message integrity is provided by the Message Authentication Code (MAC),
providing a reliable connection.

TLS, an extension of, and replacement for SSL, is a security protocol designed to provide
privacy and data integrity between applications during communication. The key features of
the TLS protocol arethat it provides the following:

m  Private connections

m  Rdiable connections

m  Pex identity authentication

m  Securenegotiation of a shared secret

m  Rdiable negotiation.
A private connection is ensured using symmetric cryptography to encrypt the data. The keys
for the symmeric cryptography, which are generated uniqudy for each connection, are based
on a secret negotiated by the TLS protocol.

The connection is ensured for rdiability using a keyed MAC, whereas the identity of the peer
is ensured through authentication using asymmetric, or public key, cryptography.

The negotiation of a shared secret is secure from sniffing and interception from any user able
to place himsdf or hersdf in the middle of the transfer of the data (eg., it diminates the “man-
in-the-middle attack™). Any modification of the data in a secure communication is detectable
by the pears communicating, ensuring a reliable negotiation.

Restrict Remote Operations PUT and POST

Remote users should not be able to upload files to the DocumentRoot directory structure This
effort is usually accomplished through the PUT and POST commands. This can be prevented
using the file and directory permissons of the DocumentRoot. Failure to do this may allow
malicious entities to deface or otherwise compromise the Web site
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Patching Apache

The greatest risk posad in a hardened Web server is over ports 80 and 443. The attacks
possibleareasfollows:

m  URL-sending metacharacters, long URLS, and vast amounts of data

m  Application-sending metacharacter and vast amount of data

m SS| datacausing unexpected action.
Web vulnerahilities can and should be scanned for using a security-scanning program, such as
those provided in Appendix E, to test for known Web vulnerabilities. The Web server

administrator should be sure to keep up-to-date on the latest vulnerabilities for all applications
and operating systems that are used with or on the Web sarver.™

Maintaining a Secure Apache Configuration

Check Web Server Logs

Web server logs, in addition to the operating system logs, should be checked daily for any data
that could aert to apotential problem. Itemsto look for might include those below:

= Invalidlogin attempts

m  Attemptsto accessrestricted files

m  Attemptsto accessfiles that do not exist

m  Attemptsto PUT filesto the server when not allowed

m  Multiple attempts from similar 1P addresses in small amount of time

m  Unexpected stops or starts of the Web server.
From more information about logs, see Section 7.
Archive and Flush Web Server Logs Periodically
To prevent the disk from filling up and to keep the log files manageable, the Web Server log
files should be archived and flushed periodically. Transfer of the logs can be automated by
piping the log file into a log file rotation utility. A utility such as rotatdogs, which can be
found in the/src/support/ directory, is useful in rotating the logs daly.
Ancther useful, and a bit more advanced, program for log file rotation is cronolog, available at

http://www.cronolog.org. Cronolog is a program that reads log messages from its input and
writes them to a st of output file constructed using a template and the current date and time.

“1 For more information about applying security patches, see NIST Specia Publication 800-40, Procedures for
Handling Security Patches (http:/csre.nist.gov/publications/ni stpubs/index.htm).
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Cronolog was designed for use with a Web server such as Apache to split the continuous logs
into daily logs.

Perform Regular Backups of System Data

Anytime the Web administrator edits or makes changes to any of the system configuration
files, he or she should first make a backup, especialy when multiple modifications are made.
This ensures that if a misconfiguration occurs that renders the server inoperable, the previous
working state can berestored in atimdy manner.

Tape backups of the entire Web server should also be made regularly. There should be a daily
and wekly schedule for partial and full server backups. Both full and incremental tape
backups should occur within this regular schedule.

Test all backup and recovery plans that are devdoped. Ensure that these plans are successful
before an actua problem or outage occurs. Any changes to the plan should be made and then
retested.

Maintaining the Secure Configuration

Once the sarver, operating system, and network are secured, they should be maintained and
updated to ensure that they remain secure, by monitoring and implementing security updates
available from many organizations, including Apache, which maintain vulnerability lists and
patches.”

In addition to monitoring and implementing security and vulnerability updates, vulnerability
scanning and assessment and other security testing should also be implemented to ensure that
new issues have not been introduced to any part of the system without the knowledge of the
administrator.™

Apache Security Checklist

Completed Action

Ingtalling and securing the host operating system
Apply latest patches to operating system
Disable or remove al unnecessary services and applications

Apply appropriate permissions to system resources

O |ood

Use appropriately strong identification and authentication
mechanisms
Ingtalling the Apache Web server software

Install Apache daemon and Web server content on separate hard
drive partitions

O

“2 From more information on these resources, see NIST Spedial Publication 800-40, Procedures for Handling
Security Patches (http:/csrc.nist.gov/publications/nistpubs/index.html).

“3 For more information on Security Testing, see NIST Spedia Publication 800-42, Guideine on Network Security
Testing (http://csre.nist.gov/publications/nistpubs/index.html).
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Completed

Action

Web content should be stored in the DocumentRoot

DocumentRoot and htdocs should beinstalled in separate directories

Remove dl Apache and other vendor documentation from
DcoumentRoot and htdocs directories

Install Apachein achroot jall

O Qg o|jod

Do net install or remove src directory induded in the Apache
distribution

Set permission for the Web server directoriesand files

O

Ensure that al commands executed by roct are protected from non-
root users

O

Create an unprivileged user account for the Apache Web server

Remove all unnecessary scripts, executables, and services

Disable or remove unnecessary services and applicaions

Remove dl sample content

Remove dl unnecessary scripts and executables (e.g., CGl, PHP,
€etc)

Delete al unnecessary files from the HTML document tree

o oono

Prevent users from cresting .htaccessfiles

Initial configuration

Make working copies of the server configuration files

Disable automatic directory listing

Disable symbalic links

Disable server sideindudes

Enable logging

Configure user identification and authentication as appropriate

O oooaood

Restrict remote operations put and post

Maintaining a secur e Apache configuration

O

Apply al necessary patches to the Apache application (check for
new patches on (at least) aweekly basis)

Employ vulnerability scannersto test Apache ingtdl, underlying
operating system and network defenses (when installed and at least
quarterly theresfter)

Monitor logson adaily basis

Archive and flush Web server logs periodicaly

oo O

Perform regular backups of system data and Web server content
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Appendix B. Securing Internet Information Server

DISCLAIMER
This Appendix is only a guide on recommended product security settings and is
meant to complement not replace well-structured organizational policy or sound
judgment. Moreover, its contents do not address site-specific issues, which
typically must be taken into account when applying this material to actual
system environments involving local operational and policy concerns. This
appendix is intended to serve as an example of how the generic guidelines
given in the body of the main document can be interpreted and applied to
specific classes of products. NIST recommends that experienced technical
personnel, familiar with the organizational operational and policy aims, review
these settings, experiment with them on a suitably configured test system, and
judge the suitability of their effect on an operational system before attempting
deployment.

Appendix B discusses specific procedures, techniques, and methods for securing Microsoft
Internet Information Server (11S). Although the information within this section is designed to
provide security best practices for I1S, because 11S is an integrated service with the Microsoft
Windows operating system, no discussion of 11S security is complete without mentioning the
rdevant operating system security configurations. Because this document cannot provide a
complete s&t of configurations for security of the Microsoft Windows operating system,
readers should consult the appropriate operating system hardening procedures (see Section
4.3). Notethat this section addresses only 11S4.0 and 5.0. Versonsof 11S prior to verson 4.0
are not recommend for use on public Web server and should be upgraded immediatdy.

Administrators who do not wish to audit and configure 11S manually can now use Microsoft
I1S Lockdown Todl to audit and configure 11S without having to check and change each setting
manually. All administrators should consider running this application on their 11S Web server
because it offers access to a variety of configuration settings that are difficult or impossible to
change without use of thetodl (eg. changing the Hypertext Transfer Protocol [HTTP] and File
Transfer Pratocol [FTP] application banners). 1n addition, versions of the 11S Lockdown Tool
after version 2.0 include URLScan. This tool screens al incoming requests to the 1S server
and filters them basaed on rules set by the adminigtrator (with assistance from the Lockdown
Tool). This securesthe server by ensuring that only valid requests are processed.

URLScan is efective in protecting Web servers because most attacks share a common
characteristic — they involve the use of a request that is unusual in someway. For instance, the
request might be extremdy long, request an unusual action, be encoded using an alternate
character s, or include character sequences that are rardy seen in legitimate requests. By
filtering out all unusual requests, URLScan prevents them from reaching the server and

potentially causing damage.™

“ The 1S Lockdown Tool/URL Scan application can be downloaded from Microsoft at
http://www.mi crosoft.com/Downl cads/ Rel ease.asp7Rel easel D=33961.
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B.1 1IS Overview

I1S is a combination of services avallable for Microsoft Windows NT, Windows 2000, and
Windows XP providing capabilities such as HTTP and FTP. 1S is consdered integrated into
the Microsoft Windows server architecture executing as an enterprise sarvice. 1S has access
to capabilities provided by other componetts of the Windows operating system and
smultaneoudy uses a number of the technologies inherent to the Windows architecture to
function, such as the Microsoft proprietary technology, component object modd (COM).
Consequently, any security vulnerability that is discovered in Microsoft Windows also should
be consdered a vulnerability with 11S.

I1S introduced numerous new and extended technologies for Web servers such as Internet
Server Application Program Interface (ISAPI) applications and Active Server Pages (ASP).
1S also sarves as a basis for other Microsoft technologies, such as Site Server, and for
Windows XP, Microsoft SharePoint. All these technologies must be considered when
securing 11S.

Web services are also available to Windows 9x clients through Microsoft Peer Web Services
(PWS). PWS uses the Microsoft Winsock network programming library. This section does
not focus at all on PWS security.

1S is administered with the Internet Services Manager (ISM). This is a Microsoft
Management Console (MMC) Snap-in that is accessible from the 1IS menu option on the
Option Pack menu in Windows NT 4.0 and from the Administrative Tools option on the Start
menu in Windows 2000. From here, administrators can sdectivdy start and stop Web and
FTP stes and can configure advanced options for Web sites, even particular folders for a Web
Ste

B.2 1IS Overview

I1S is included by default in the ingtallation of Windows NT 4.0 Workstation and Server,
Windows 2000 Professional and Server, and Windows XP, but administrators may choose
againgt its ingtallation during this time and return to install it later. The process of ingtalling 11S
after the operating system is the same process a user would follow to add a component of
Windows from the operating system compact disc (CD). Windows NT 4.0 attempts to install
I1S version 3.0 during the operating system installation, whereas the Windows NT Option
Pack provides 11S 4.0 with additional components. Administrators who already installed 11S
on ther Windows NT machine can perfoom an upgrade to 11S 4.0 when ingtalling the
Windows NT Option Pack (NTOP) 4.0. For upgrade tips, consult the following Microsoft
Knowledge Base article Q224831

http://support.microsoft.comysupport/kb/articles/ Q224/8/31.asp

Windows 2000 attempts to ingtall 11S 5.0 with the operating system and Windows XP attempts
to install 11S 5.1 by default, although the exact version of 11S available for Windows XP is not

“ Notethat it is not recommended to use IS prior to version 4.0 because of anumber of vulnerahilities. Itisalsonot
recommended that one install later versions of 11S over previous a version, because anumber of vulnerabilities that
existed on the previous version will remain even with the upgrade.
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completdy clear.*® Microsoft indicates within the ISM that the version of 11S for Windows XP
isactually 6.0. By default, 11S 5.0 ingtalls the following components:”’

m  Required 11S common files
= |ISdocumentation
m FTPSave
m  FrontPage 2000 Server Extensions
= Interng Information Services snap-in
m Interng Services Manager (HTTP)
m  World Wide Web server (WWW).
The minimum ingtallation for 11S 4.0 and the NTOP 4.0 includes the following components.*®
m  Interngt Information Server 4.0
m Interngt Service Manager (MMC snap-in version)
m  Microsoft ASPs
m  Microsoft Management Console
= MMC:
ActiveX Data Objects with Remote Data Service
Remote Data Service
Open Database Connectivity (ODBC)
Object Linking and Embedding Database (OLE-DB).

Windows NT 4.0 administrators may consult the following location for additional tips on
ingalling [1S 4.0:

http://Mmww.iisanswers.com/Topl0FAQ/t10-ingtalliis.ntm

Windows 2000 administrators may consult the following Microsoft Knowledge Base article
(Q266115) for additional tips oninstalling and using 11S 5.0:

http://support.microsoft.conysupport/kb/articles 0266/1/15.ASP

8 hitp://Mwww.acti vewi n.com/revi ews/previews/windowsxp/server/iis.shtml
4" lvens, Kathy, and Gardinier, Kenton. The Complete Reference — Windows 2000
8 hitp://mwww.windowsitlibrary.com/Content/405/14/2.html
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B.3 Where to Install 1I1S

Any adminigtrators installing 11S within their infrastructure should consider where the server
will resde physically. The option of which physical server it is installed on and where it
resides on a network affects the performance and security. Ideally, 11S should beinstalled on a
machine whaose only function is a dedicated Web server. Do not ingtall 11S on any domain
controller, primary (PDC) or backup (BDC); if possible, do not ingtall 11S on a server that
already has another dedicated function, such as dectronic mail or database sarvices. A
Windows domain controller is constantly processing authentication requests. Running 11S on a
domain controller can decrease overal peformance In addition, ingdling 11S on these
meachines puts their contents and hardware at risk from the outside world through unauthorized
access to sengtive information or corrupting critical information stores.

Both [1S 4.0 and 5.0 include options to host multiple Web sites with a single network interface
card (NIC) and IP address. These options alow organizations to consolidate resources while
providing the same functionality.

If possible, do not make 11S a member of a Windows domain. No accessible way should exist
for an attacker to springboard across platforms within an enterprise. Capabilities such as
domain trusts and cached login credentials that exist on domain members can afford an
attacker this chance.

It is a common practice to insert all publicly accessible machines like an 11S Web server on a
network demilitarized zone (DMZ). This is designed to isolate the resources on this machine
from any other machine in the enterprise. This design assumes that organizations have
implemented some type of firewall and packet filtering technology at their network perimeter
(for moreinformation about locating a Web server within a network, see Section 8).

In addition, 1S should be installed on a separate physical or logical (partition) hard drive from

that of the host operating system. This provides additional protection against certain types of
attacks. It also provides some performance benefits as well.

B.4 Configuring Windows Operating System

The first step in securing 11S is addressing operating system security.  The information
presented in this section is designed to address security configurations that are common to all
versions of Microsoft Windows that run 11S.  Any differences among the versions are noted
where applicable  Securing the underlying operating system is a basis for a high-security Web
sarver. Thefollowing steps should be taken in this area:

m  Implement physical security for computer

m  Update operating system

m  Apply security templates (if applicable)

m  Redtrict anonymous registry access

m  Removeand disable unnecessary services

m Limit user accounts
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m  Hardenthefile system.

As gtated previoudy, although the focus of this discussion on 1S security includes operating
system security, this document cannot provide al the configurations necessary to create a
secure operating system environment (see additional resources provided in Appendix A). The
references presented in the introduction provide additional locations that readers can consult
for more information. This section describes some of the areas of the Windows operating
system that require additional configuration for security when running I1S.

Protect Server Environment

Ensure that the server is physically protected from unauthorized persons and environmental
extremes. Examples of thistype of environment are asfollows:

m | ocked cabinets
m  Access controlled data centers
m  Environmentally controlled area.

The criticality of the data and services provided by the servers will affect the nature and types
of physical protections required.

Update Operating System

Although many administrators consider this to be a one-step process, updating or patching is a
crucia step in maintaining the security of the operating system and is a continuous process.
Vulnerabilities and bugs in software such as operating systems are discovered on a daily basis
in some cases.  Unfortunatdy, there is no single place to turn to receve al necessary patches
and updates for an operating system. For more information on patching, consult NIST Special
Publication 800-40, Procedures for Handling Security Patches.

Microsoft Windows administrators should consult several sources to obtain updates for their
operating system. Service packs contain orderable or downloadable updates for Microsoft
operating systems that fix existing problems and, occasionally, product enhancements.
Windows administrators should always consider upgrading their operating systems to the latest
savice pack available from Microsoft.  Service packs for most versions of Windows are
available from http://windowsupdate microsoft.com

In addition, Microsoft frequently creates hotfixes to mitigate vulnerabilities discovered in ther
product line A hotfix (also referred to as a quick fix enginearing [QFE]) is code that fixes a
bug in a particular product. Product users are typicaly notified or can obtain information
about current hotfixes at Microsoft's Web site and download the hotfixes they should apply.
Although service packs contain all of the latest hotfixes available at the time of their rdease,
new hotfixes are often created between service pack rdeases. Hotfixes can be downloaded
from http://www.microsoft.comv/security/

9 hitp://csre.nist.gov/publications/ni stpubs/index.htm.
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It is important to thoroughly read all supporting documentation included with hotfixes and
savice packs.  This information often describes gtuations or particular  hardware
configurationsin which the service pack or hotfix will beineffective or cause instability.

Apply Security Templates
Windows NT provided the Security Configuration Editor (secedit) with Service Pack 4.0 (and
later) and Windows 2000 provides secedit with all versons. Secedit allows administrators to
do thefollowing:

m Ddiineatemplate of security configuration settings

m  Comparethelocal machine s satings againgt a template

m  Configurethelocal maching s settings to match atemplate
Microsoft provides a security template, named hisecWeb.inf, to establish a basdine of security

that is applicable to most Web dte indtallations. The template can be obtained from
http://download.microsoft.com/win2000srv/SCM/1.0/NTS/EN-UShisec\Web.exe

Security templates created with secedit, although extremdy useful, do not diminate the
requirement to take the other steps enumerated in this section. Web administrators should
consider applying security templates in tandem with other options presented here Be sure to
examine any security template before applying them.  Certain configurations might need to be
updated for the neads of a particular organization.

Restrict Anonymous Registry Access

By default, the Windows registry is set with rdatively open access permissions. To restrict
anonymous usars from connecting to the Windows registry and performing information-
gathering tasks, such as enumerating account names and accessing security identifier (SID)
information, add the following key to the Windows registry:

HKLM\System\CurrentContr ol Set\Contr ol\L SA\RestrictAnonymous=2

This may affect certain network services that reguire this access to function correctly. If
administrators notice ther computers behaving incorrectly after adding this key to the registry,
they should first ensure that al machines are running with valid user accounts. If this does not
work, they should add “winreg” to the “ NullPipeSessions’ valuein

HKLM\System\CurrentContr ol Set\Ser vices\L anmanSer ver \Par ameter s
Remove/Disable Unnecessary Services

Depending on the role that a Windows server will fulfill, not all services that are installed by
default are necessary for the server to function. It is considered good practice to limit the
number of entry points (services) into a server.  Any sarvices that are not required for 1S to
function should be disabled. Table B.1 lists those services that are required for 11S to function.
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Table B.1: IS Required Services

Service Name

Event Log

License Logging Service

Windows NT Lanman (NTLM)
Security Support Provider

Remoate Procedure Call (RPC) Service

Windows NT Server or Windows NT
Workstation

11ISAdmin Service

Microsoft Distributed Transaction
Coordinator (MSDTC)

World Wide Web Publishing Service

Protected Storage

Administrators can use the Service Configuration Manager on the Windows Control Pand to
stop and disable unnecessary services. The actual services that administrators can successfully
disable may vary with each system. For example, if 11S has been installed on a system with a
prexisting function (not recommended) within an infrastructure such as e-mail, then those
sarvices must also be preserved. The Windows NT and Windows 2000 Service Configuration
Manager provides a Service Dependency option for each service: Administrators can use this
option to determine if a particular service is dependent on any other services to run. The
Service Dependency option is a valuable method to double-check a service that an
administrator wishes to disable

Limit User Accounts

When IS is indaled, it creates two anonymous accounts: IUSR_computername and
IWAM _computername, where computername represents the name of the computer on which
[ISwasinstalled. The lUSR_computername account is used by 11S to grant anonymous access
to Web resources. The IWAM_computername is used by the Microsoft Transaction Server
(MTS) and various 11S entities to provide programmeatic and transactional functions.

Set Account Logon to Local

The anonymous IUSR_computername account should have logon locally set correctly.
Because this account interacts with the 1S service, it acts as if it were physically logged into
the server. Administrators can specify an alternate account to use with anonymous access. |f
an administrator wishes to use an account other than the IUSR_computername account, the
administrator only needs to ensurethat this user is permitted to logon locally.

Harden File System
The processing of hardening the file system includes several steps.  Administrators first must

decide the file system to use on the server. During the Windows installation process, the
administrator must choose the file system with which to format al hard drives. Administrators

B-7



B.4.9

B.4.10

B.4.11

Guidelines on Securing Public Web Servers

have an option of choosing between the File Allocation Table (FAT) and NT File System
(NTFS). The NTFS file system provides better security, performance, and logging; therefore,
it is consdered the best file system to use with Windows-based Web servers.

Convert Non-NTFS File System

Administrators who previoudly formatted thar drives with the FAT file system can switch to
NTFS using the convert command. The syntax of the convert command is as follows (this
example assumes that the WINNT directory has been ingtdled on a partition labded C):

C. \>convert C. /FS: NTFS

Once a drive or parition has been converted to NTFS using the CONVERT utility, it cannot be
converted back using this utility. If thisis required for some reason, third-party utilities exist
that will provide that functionality.

If a Web dite uses executable files such as active content scripts (eg., JScript, VBScript) or
even CGI programs, place these programs in a separate directory. This action allows more
flexibility in assigning access permissions and auditing access. It also prevents Web
administrator and Webmasters from having to s ACLs for each file within the Web
application. For moreinformation about active content, see Section 6.2.

Synchronize NTFS Permissions With IIS Permissions

For ingtalls of 11S that employ the NTFS, administrators should verify two sats of permissions
for file system resources. 11S has Web permissions, and NTFS has its own pemissions. 1S
permissions really control which HTTP commands are allowed to be executed for HTTP
resous(r)ces NTFS permissions mediate the access usars have to particular resources on the hard
disk.

When a user attempts to access a protected resource from 11S, both sets of permissions are
compared with the credentials the user supplies. If a discrepancy exists between NTFS
permissions and |1S permissions, the more restrictive of thetwo is used.

Those permissons that an administrator configures within 11S should match the permission
specified by NTFS (operating system) for the same resource. If not, the resource may be more
or less accessible to Web ste usars than the administrator anticipates or desires (see Section
5.2 for moreinformation).

Secure Default Windows Repair Directory

The Windows Repair directory is located in the WINNT system root folder on the system
partition. This folder contains a backup of the SAM password file that is created on
ingtallation. By default, this folder gives the Everyone group full control, which would allow
any user to obtain a copy of the SAM password file and possbly compromise the host.
Administrators should ddete this copy of the SAM password file and change the permission of
thedirectory so that only the appropriate accounts have access.

%9 http://msdn.mi crosoft.comvlibrary/en-us/dnsecure/html /Websecl | Ssec.asprame=true
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B.5 Configuring IIS

B.5.1

This section presents the configuration options for 11S specifically. These actions describe in
detail the basic steps necessary to secure an 11S Web sarver. Although most of the information
that is presented in this section applies to al versions of 11S, any difference among versons is
noted as applicable

Configuring SSL Usage

Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are methods used to
cryptographically secure data while in transit between a Web browser and Web sarver (see
Section 7.5). If thereis any likdihood that 11S will be handling sengitive information such as
user passwords or even credit card information, SSL/TL'S should be implemented.

B.5.1.1 Create Certificate Signing Request

B.5.1.2

B.5.2

ToenablelIStouse SSL, administrators must first crestea CSR. A CSR is sent to a certificate
authority (CA), which processes the request and returns an X.509 server certificate that can be
used to create SSL/TLS sessions.

Once the CSR has been created, administrators must choose a CA to submit their CSR. Many
organizations have their own CA or may choose to use one of the commercia or federal CAs
that issue certificates. The choice of CA will be based on the policies of each organization.

Import Server Certificate into 11S

Once the CSR has been created and submitted as described above, the CSR is processed and a
sarver catificate is created. Following these steps, administrators must obtain and import the
catificate into 11S. This action allows the Web siteg(s) that 11S is hosting to employ SSL/TLS
capabilities.

Enable Logging

For 11S, the default log file is located in the c:\winntsystem32logfilesw3svcl directory, and the
log file name is basad on the current date, asin yymmdd.log. A new log fileis generated daily.
The default format is the W3C Extended Log File Format, a standard that many third-party
utilities can interpret and parse

Logging is important to maintaining 11S security. It provides an accurate picture of the usage
of the Web sarver and a breakdown of what files were accessed and by whom. Logging also
allows the Web administrator to determine if ther server is beng attacked or probed. For IS,
the recommended format is to use the W3C Extended Log File Table B.2 ligts the
recommended fiddsto log in each 1S log file

Table B.2: Recommended Fields to Log for 1IS

Field Name

Client IP Address

User Name

Method
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Field Name

URI Stem

HTTP Status

Win32 Error

User Agent

Server IP Address

Server Port

Administrators should also consider storing copies of ther log files offline as a standard
backup procedure so that they can be used if the logs on the Web sarver are compromised. For

more information about logging, see Section 7.

IIS Log Options

By default, Apache logs are more thorough; however, the 11S logs can be improved to match
those of Apache The fdlowing simple procedures will demonsirate how to add these
additional logging capabilities to 11S. From the IS management console, open the Web Site

Properties dialog box (Figure B.1).
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Figure B.1: Default Web Site Properties

From the Default Web Site Properties window, click on the Properties button under the
Enabling Logging section.  This action will open the Extended Logging Properties Window
showninFigureB.2. ThisallowsaWeb administrator to add greater detail to thelog files.
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Figure B.2: Default Web Site Properties
Set Log File ACLs

Any log file that 11S generates will be stored in the %SystemRoot%6\system32\L ogFiles folder
on the system partition. If the access control settings for these files are not secured, an attacker
may cover up thar actions on the server by ddeting associated log entries. Table B.3 lists the
recommended access contral settingsfor 11S logs.

Table B.3: 1IS Log File ACL Settings

User ACL Setting
Administrator Full Control
System Full Control
Everyone Write, Create

Remove All Sample Applications

1S ingtalls with a set of sample applications that demonstrate its functionality. Sample code
should never exist on a production server. This can be consdered to include the software
development kit documentation and all sample scripts. Table B.4 lists the default locations for
some of the IS samples. The notation <drive letter> corresponds to the partition or drive
wherethe named foldersreside

Table B.4: 1IS Sample Resources to Remove

Technology Location
IIs <drive |etter>\Inetpub\iissamples
1IISSDK <drive |etter>\Inetpub\ii ssamples\sdk
Administration Scripts <drive |etter>\Inetpub\AdminScripts
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Technology Location
; <drive letter>:\Program Files\Common
Data Access Files'SystemimsaddSamples

Consider Moving or Removing the Command Shell

Many of the most commonly exploited I1S vulnerabilities allow a Uniform Resource Locator
(URL) to be congtructed that ultimatdy causes cmd.exe to be invoked on the sarver. The
attacker then appends commands, such as ECHO, to the command-line parameter for cmd.exe
This results in the ability to execute commands on the targeted 11S server.  On Windows NT,
the best way to mitigate this risk is to remove cmd.exe or if its functionality is required move it
to a different location. Windows 2000 with its Windows File Protection (WFP) mechanism
will automatically replace cmd.exe if it is move, rename or removed. The best way to protect
cmd.exe under Windows 2000 is to assgn explict permissons to member of the
Adminigtrators group and deny all access to member of the SYSTEM and IUSR/IWAM
accounts [CoopO01].

Remove IISADMPWD Virtual Directory

This directory isincluded by default with 1S, 1t allows usersto reset Windows NT passwords.
This type of setup was never intended for public Web sites. This directory should be removed
if the 1S server is to be accessible from the Internet.>

Remove Unused Script Mappings

[1'S can be configured to respond to requests for ASPs or server parsed HTML (SHTML) with
various types of active content. When 11S recaives a request for one of these types of files, if
an associated script mapping with the file, 11S passes the reguest to the dynamic link library
(DLL) that houses that functionality.

If any script mapping within 1S is not being usad, it should be removed immediately. Table
B.5 provides script mappings that may be removed.

Table B.5: 1IS Script Mappings

If 1S Does Not Require Remove the Mapping
Web-based password reset .htr
Index Server .ida, .idw, .htw
Internet Database Connector idc
Internet printing printer
Server-side indudes .shtm, .stm, .shtml

*! Refer to the Microsoft Knowledge Base artide Q184619 for more informeation:
http://support.microsoft.com/support/kb/articles/q184/6/19.asp
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Note that this list excludes all possible 1S script mappings. Any custom mapping that was
implemented should also be removed if it isno longer used.

Disable Parent Paths

Parent paths allow users to use'.." when browsing directories, MapPaths, and the like Having
parent path enabled, allows files in the parent directories to be used. The unfortunate effect is
that this can afford an attacker access to files outside the 11S Web root.  Several attacks use
parents paths in conjunction with other processes to obtain access to files such as the backup
SAM password file and even access to cmd.exe (which alows an attacker execute commands
and code on the Web sarver). Parent paths should be disabled unless absolutdly necessary.*

Disable Internet Printing Protocol Support

Cited by SANS as one of the five most widdy exploited holes in unpatched versions of 11S in
2001, Windows 2000 includes support for the Internet Printing Protocol (IPP) via an ISAPI
extenson on [1IS5.x. This extension is ingtalled by default on all Windows 2000 systems with
1S.

CERT published an advisory (also referenced by Mitre s CVE system) in May 2001 indicating
that through a buffer overflow in the ISAPI extension, remote users could execute arbitrary
code in the local system context (essantially the equivalent of administrator), giving the user
complete control of the system.™

I PP can be disabled by adding the following key to theregistry:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows
NT\Printer s\DisableWebPrinting

The type of the key isREG_DWORD, and the value should be set to 1. Administrators should
notethat this effort could be accomplished with a security template as described above.

Disable RDS Support

Remote Data Sarvices (RDS) has the potential to make 11S vulnerable to denial of service
(DoS) and arbitrary code execution attacks. Either remove the RDS capability from the [1S
sarver or redrict its capabilities usng ACLs.  Administrators may refer to the Microsoft
references M S98-004, M S99-025, and Q184375 for more information:

http://mww.microsoft.comvtechnet/security/bulletin/M S98-004.asp

http://mwww.microsoft.comvtechnet/security/bulletin/M S99-025.asp

*2 1S administrators can find instructions on how to disable parent paths at
http:// www.windows2000fag.comVArtid es/Index.cfm?Artid el D=13996.

%8 http:/Amww.sans.org/infosecFAQ/win2000/5threats.htm

% Thefull text of the CERT advisory can befound at http://www.cert.org/advisories’ CA-2001-10.html. Thefull text
of the related Micrasoft advisory can be found at
http://www.mi crosoft.comvtechnet/treevi ew/defaul t.asp?url =/technet/security/bul | etin/M S01-023.asp.
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http://support.microsoft.comysupport/kb/articles/q184/3/75.asp

In addition, check the 11S logs frequently for signs of the attack. A log entry that records an
instance of the RDS attack looks similar to:

1999-10-24 20: 38: 12 — PCST / nmsadc/ nsadc. dl |
B.5.12 Set Authentication Methods

Web-based authentication is specific to an application. The only requirement that is common
across al forms of authentication is the need to have “strong enough” authentication for the
application and data it contains. The following authentication methods are supported by 1S in
order of increasing complexity and trust:

m  Anonymous. This authentication method was discussed in Section 4.1.3. 11S uses the
IUSR_computer name account to interact with Windows during anonymous
authentication.

m Basc. Badc authettication isthe only authentication method that is fully supported
by all major browser vendors and versions. This method uses clear text credentials
and is not secure (see Section 7.3 for more information).

m  Windows NT Challengeand Response. Challenge and Responseis the newest form
of authentication in which no password information is actually transmitted acrossa
network. Although several brands of Web servers support this method, not all major
browser versions do.

m  Client Certificates. Thisisthe most complex and trustworthy form of authentication.
It requires users to have obtained and installed an X.509 certificate into their Web
browser. This method has been dow to gain acceptance because of the overhead
required by this method.
For moreinformation, consult the following Microsoft Knowledge Base article Q229694:

http://support.microsoft.conysupport/kb/articles/ Q229/6/94.ASP.

B.5.13 Set Appropriate Directory Permissions
Segregating files of a smilar type or function into ther own directories allows for more

granular control over a Web site or Web application. Tables B.6 and B.7 list recommended
directory permission for 11S 4.0 and 5.0 respectively.
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Table B.6: Recommended Directory Permissions for IIS 4.0

Type of Example Directories Data NTFS File Permissions 11S4.0
Data Examples .
Permissions
Static \wwwroot\images HTML, Administrators (Full Read
Content \wwwroot\home images, Contral)
\ftproot\ftpfiles (I;—orvtnloads System (Full Control)
etc. WebAdmins
(Read,Write,Delete)
Authenticated Users (Read)
Anonymous (Read)
FTP [ftproot/dropbox Directory Administrators (Full Write
Uploads used asa Contral)
(if place for - ,
. WebAdmins or FTPAdmins
required) usersto store
documents or (Read,Write,DeI ete)
review prior | gpecified Users (Write)
tothe Admin
making them
availableto
everyone
Script \wwwroot\scripts ASP Administrators (Full Script
Files Contral)
System (Full Contral)
WebAdmins
(Read,Write,Execute,Delete)
Anonymous (Execute)
Other \wwwrroot\executabl es .exe, .dll, Administrators (Full Execute
Executable | \wwwroot\include .cmd, Control)
and .pl
Include .anc, .shtml, System (Full Control)
Files .shtm WebAdmins
(Read,Write,Execute,Delete)
Authenticated Users (Read)
Anonymous (Execute)
Metabase | \WINNT\system32\inetsrv | MetaBase.bin | Administrators (Full N/A

Contral)
System (Full Contral)
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Table B.7: Recommended Directory Permissions for IS 5.0

Type of Data Example Data NTFS File Permissions 11S5.0
Directories Examples Permissions
Static Content | \wwwroot\images HTML, Administrators (Full Read
\wwwroot\home Images, Contral)
\ftproot\ftpfiles (I;_gv\l?nloads, System (Full Control)
etc. WebAdmins (Read &
Execute, Write, Modify)
Authenticated Users (Read)
Anonymous (Read)
FTP Uploads | /ftproot/dropbox Directory Administrators (Full Write
(if required) used asa Contral)
place for WebAdmins or FTPAdmins
USErsto storé | (Read & Execute, Write,
documentsfor | \jodify)
review prior - _
tothe Admin | Specified Users (Write)
making them
availableto
everyone
Script Files \wwwroot\scripts ASP Administrators (Full Scripts only
Contral)
System (Full Contral)
WebAdmins (Read &
Execute, Write, Modify)
Authenticated Users. special
access (Execute)
Anonymous: special access
(Execute)
Other \wwwroot\executables | .exe, .dll, Administrators (Full Scripts only or
Executable \wwwroot\include .cmd, Control) Scripts  and
and pl Executable
Include Files anc, .shtml, System (Full Control) (depending on
.shtm WebAdmins (Read & necessity)
Execute, Write, Modify)
Authenticated Users. special
access (Execute)
Anonymous: special access
(Execute)
Metabase \WINNT\system32\ MetaBase.bin | Administrators (Full N/A

inetsrv

Contral)
System (Full Contral)
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The sdtings above are application dependent. Web administrators should review ther
environment and requirements before altering the ACL s for ther Web sites,

B.6 Configuring Active Server Pages

B.6.1

B.6.2

B.6.3

This section discusses ASP security and how it rdlates and affects [1S. Web administrators that
do not implement ASP over 11S can disregard the information provided here

ASP is a form of active content created by Microsoft. Because of the complexity of ASP, this
section cannot completdy cover all aspects that exist concerning ASP.  This section is merdy
meant to show the rdationship that ASP has with 1S security and to present some tips to
ensure this security stays sound.

ASP security is basad on two factors:  data integrity and bounds checking. Data integrity
refers to protecting the information that ASP requires to operate.  This information can be
senditive to the user or organization because it contains proprigtary data such as custom-
purchased code, or even machine settings that work with database servers. Protecting 1S
involves ensuring that all data integrity is maintained. Bounds checking refers to ASP or 11S
validating theinput that a user supplied to an ASP component inan HTTP POST operation.

Data Integrity

The content provided by ASP is static when an HTTP request returns to a client. The
capabilities that were required to render dynamic information can sometimes include custom-
purchased code, file names and system configuration settings, and hard-coded user names and
passwords. ASP users must ensure that al of the dynamic ASP tags and information are
abstracted away from Interngt users. Two specific examples of information that must be
protected are as follows: the Global.asa ASP configuration file and the Showcode.asp file.

Protecting Global.asa

The Global.asa file is an optional file in which users can specify event scripts and declare
session and application objects that can be accessed by every page in an ASP application. The
Global.asa file should be stored in the root directory of the ASP application, and each
application can have only one Global.asa file. Any ASP pages that use database connectivity
may use Global.asa to store identification information, such as ODBC names and database
authentication information. Administrators should review Global.asa for any information such
asthisand removeit fromthisfile

Protecting Showcode.asp

[1S 4.0 administrators are vulnerable to a serious loss of integrity from Showcodeasp. The
Showcode.asp is a sample script included with the default install of 11S 4.0 that is designed to
view the source code of the applications via a Web browser. Unfortunatdy, this file performs
inadequate security checking and allows anyone with a Web browser to view the file contents
on the Web server. The following Microsoft Knowledge Base article (Q232449) describes the
vulnerability:

5 For more information about ASP and other active content, see NIST Specia Publication 800-28, Guiddineson
Active Content and Mobile Code (http://csrc.nist.gov/publications/nistpubs/index.html).
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http://support.microsoft.conysupport/kb/articles 0232/4/49.ASP

Adminigtrators of 11S should remove this file immediatdy from ther servers when they
remove all sample 1S applications.

Implement Proper Bounds Checking

The second CERT advisory for 2000 described the threat that “malicious html tags embedded
in client requests’ could have on Web sarvers.

http://www.cert.org/advisories CA-2000-02.html

Active Content technologies like ASP are especialy vulnerable to this threat. A number of
attacks exist where user input is treated incorrectly as valid input and the user could gain
access to the server or cause damage  Proper text checking can be performed with ether
JavaScript (Microsoft refersto it as JScript) and VBScript regular expression capabilities.

The following sample code will strip a string of all invalid characters (characters that are not O-
9azA-Zor ). *®

Set reg = New RegEXp

reg.Pattern ="\W+" ' One or mor e characterswhich
"areNOT 0-9a-zA-Z or ' '

strUnTainted = reg.Replace(str Tainted, " ")

Thefollowing samplewill strip all text after a| operator:

Set reg = New RegEXp

reg.Pattern =""(+)\|(.+)" ' Any character from the start of
' thestring to a| character.

strUnTainted = reg.Replace(str Tainted, " $1")

Care also should be taken when opening or cresting files by using Scripting File System
Object. If the filename is based on the usar’s input, the user may attempt to open a seria port
or printer. Thefollowing JScript codewill strip out invalid filenames:

var strOut = gtrin.replace(/(AUX|PRNINUL [COM\d|L PT\d)+\s*$/i," "),

B.7 Patching lIS

Microsoft provides several ways to distribute patches and updates for I1S, and has even
automated part of the process in one of its tools, the network hatfix checker. This does not
diminish the requirement to be constantly aware of new wvulnerabilities and patches.
Administrators should subscribe to event notification services such as the service provided by
Microsoft. Not only do patches provide new functionality and bug fixes but also they contain

% All sample code taken from
http://www.mi crosoft.comv/technet/treevi ew/defaul t.asp?url =/technet/security/tool §/iisSchk.asp
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serious security updates. The requirement for administrators to constantly check to ensure that
there are no new patches to apply is absolutdy crucial.”’

B.8 Maintaining Secure IIS Configuration

B.8.1

B.8.2

B.8.3

Once a Web sarver is made more secure, the Web administrator must maintain that security
through congtant vigilance Numerous activities must be conducted periodically and in a
timey manner to ensure the security of a Web sarver.  The administrator must learn to think
and act proactively regarding security.

Review and Back Up IIS Log Files and Windows Event Log Files

11S should be configured to log the actions of users who visit its Web stes. The steps to
implement logging were presented in Section 7. Administrators should develop a habit of
reviewing 1S logs daily to search for anomalies. The log files should also be backed up
regularly. Depending on the traffic, log files should be backed up daily; for other less
frequented sites, thelogs may be backed up weekly or even monthly.

I1S includes the ability to log to an ODBC database connection. This provides considerable
flexibility for users because they can use the database that 1S creates to perform custom
analysis of thelog data using software like Microsoft Access or Microsoft Excd.

Again, because IS is an integrated service with Windows, administrators should also examine
the log files for Microsoft Windows. For Web sites that use some type of authentication, failed
login attempts will be recorded in the Windows event log.

Review SAM User Database and User Accounts

Administrators should review regularly the user accounts that the SAM database contains on
ther 1S server. Any unusual activity or account changes should be addressed immediatdy
because once a malicious user can gain unauthorized authenticated access to 1S, the entire
computer’ sintegrity isat risk.

Spexificaly, administrators should note the presence of any new accounts creasted or major
changes in exiging accounts. Failed login attempts on user accounts will be noted in the
Windows Event log as described above

Check for Patches and Updates Regularly

The importance of patching and updating 11S and Microsoft Windows cannot be emphasized
enough. The section above regarding patching 11S and Windows described several methods to
check for any possible updates to 11S and Windows.

Recently, several widespread outbresks of computer viruses and malicious code that targeted
1S sarvers could have been avoided had administrators been patching ther 11S installations
regularly. Depending on the criticality levd of 11S within a user’s enterprise, the check for
updates should be made at least once a week.

5 Theimportance of patching for software is eaborated in NIST Special Publication 800-40, Procedures for
Handling Security Patches (http://csre.nist.gov/publi cations/nistpubs/index.htm).
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As gtated in the updating section, the automated tools that Microsoft has developed can ease
the tasks of those responsiblefor 11S.

Back Up IIS Metabase

1S stored its configuration settings in the 11S Metabase. The Metabase is analogous to the
Windows registry, but is specific to [I1S. If for some reason 11S neads to be reinstalled or
reconfigured, these settings can be usad to resurrect 11Sin atimey manner.

The backup of the I1S settings should be kept in a secure area inaccessible by all but authorized
adminigtrators.  11S 5.0 administrators can consult the following Microsoft Knowledge Base
article (Q300672) for moreinformation:

http://support.microsoft.conysupport/kb/articles Q300/6/72.ASP

11S 4.0 administrators can consult the following Micrasoft Knowledge Base article (Q240941)
for moreinformeation:

http://support.microsoft.conysupport/kb/articles ©240/9/41.ASP

B.9 Microsoft Patching Tools

B.9.1

Microsoft offers several freetoolsthat can assst a Web administrator in checking and
maintaining a secure Web Server configuration. Microsoft Windows Update feature scans a
computer(s) to find operating system updates available through Microsoft. This scan will
identify any hotfixes or security patches that are needed in addition to listing other software
updatesthat areavailable Unfortunatdly, its greatest limitation for a Web administrator is that
although it addresses the Windows operating system, it does not address the Microsoft 11S
Web server application. The Microsoft Base Line Security Analyzer corrects that oversight. It
runs on Windows 2000 and Windows X P systems and uses Microsoft Network Security
Hotfix Checker (HFNetChk) to scan for vulnerahilities aswell as missing hotfixes and service
packsin Windows NT 4.0, Windows 2000, Windows XP, Internet Information Server (11S)
4.0 and 5.0, SQL Server 7.0 and 2000, Internet Explorer 5.01 and later, and Office 2000 and
2002.

Using Windows Update

Windows Update is a utility provided by Microsoft in most versions of Windows (including
some versions of 95 and NT and all versions of 98, ME, 2000, and XP) that allows usars to
scan ther computer to find any updates that are available at that time from Microsoft and other
participating vendors. Figures B.3 and B.4 demonstrate two different methods of accessing the
Windows Update utility. It is suggested that users close al other applications before initiating
the Windows Update feature.
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Figure B.3: Accessing Windows Update Through Internet Explorer

To access the Windows Update from within Internet Explorer browser, click on Tools and then
Windows Update in the pull-down menu.

Alternatively, a user can access the Windows Update from the Start Menu as demonstrated in
Figure B.4. From the Windows desktop, click on the Start bar. From the menu, click on the
Windows Update icon.

New Office Dacument

Programs 4
Documents L4
I% Settings 4
@ Search L4
@ Help

: Run...

shut Down...,

Figure B.4: Accessing Windows
Update Though the Start Menu

Either option will launch Microsoft Internet Explorer (if it is not aready active) and load the
Microsoft Windows Update Web site (htttp://windowsupdate microsoft.com). See Figure B.5
for the Windows Update homepage
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Figure B.5: Windows Update Homepage

To have the Windows Update scan a computer for updates, click on the “PRODUCT
UPDATES' link. Note This action is accomplished without sending any information to
Microsoft or transmitting senditive information on the host over the Internet.  The Windows
Update utility will commence its scan of the user’s computer and derive a customized product

update catalog specific to that computer (see Figure B.6).

Having Windows Update

automeatically check the system has several advantages. This check assures that users will get
the most up to date and accurate versions of the items chosen for download from the site. In
addition, users will not waste time downloading components thet are already installed.

3 Checking Available Updates... - Microsoft Inteirnet Explorer

Windows Update is customizing the product updates catalog for your computer.
This is done without sending any information to Microsoft.

=101 x|

Please Wait...

Figure B.6: Windows Update Scan

Once Windows Update has finished scanning the user’s machine, it will generate a list of
recommended updates (see Figure B.7). Usars can browse the list, sdect components, and

download the sdected components.
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Figure B.7: Windows Update Recommend Updates

The product updates are broken down into five different sections:

m Critical Updates and Service Packs— It is suggested that users download all Critical
Update Packages as these fix known problems (often security issues) with their
specific installation.

m  Picksof the Month — These are new releases that add functionality to Windows but
arenot required to fix a known problem.

m  Recommended Updates — These are older rdeases that add functionality to
Windows but are not required to fix a known problem.

m  Additional Windows Features— These are updates to other applications that are
included with Windows (eg., Internet Explorer, Media Player).

m  DeviceDrivers—Listed herewill be any updated device drivers for the computer. A
devicedriver isa program that controls a piece of hardware (such as a printer,
monitor, disk drive, or video card) thet is attached to the computer. Note: Third
parties that manufacture hardware and device drivers for thiswill not belisted unless
the manufacturer has an agreement with Microsoft. A user should gotothe
appropriate manufacturer’ s Web siteto get device driver updates.

Certain updates can only be downloaded individually. If thisis the case, Windows Update will
provide natification as shown in Figure B.8. If this happens, the user will have to repeat the
process ddinested above
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¥EScript: Windows Update |

‘fau can only download Internet Explorer 5.5 Service Pack 2 and Internet Tools separately From other components, Click OK ko
return to the Product Updates Catalog and download Internet Explorer 5.5 Service Pack 2 and Internet Toals. After
installation, wou can return ko Windows Update to download additional components, Click Cancel to return bo the Product
Updates Catalog without downloading Internet Explorer 5.5 Service Pack 2 and Internet Tools.

oK I Cancel |

Figure B.8: Windows Update Warning

After sdecting the patches to download, the Download Checklist page loads to confirm the
sdections (see Figure B-9). At this paint, the user may choose to view the instructions, start
the download and install, or go back and resdlect the software.

A Microsoft Windows Update - Microsoft Internet Explorer =18 x|

File Edit Wiew Favorites Tools  Help ‘

Gaback ~ & - (D [2] A | Qoearch GarFavoites (Bhisory | B Sb S - [H

Adress [@] httpsfwindowsupdate.mirasaft comy =] P |[unks ”‘
LN

SEARCH WIRITE US SUPPORT WINDOWS SITES

WINDOWS UPDATE
HOME PAGE

about

@ windou:

Product Updates
sgPRODUCT

&0 Download Checklist

bTop OF Page
1 Confirm Selections
You have chosen to install the following software. You can deselect any of the components you do not want ta install by clearing the

check bos,
Ny

Picks of the Month

Recommended
updates

Additional Windows
atures

¥ critical Updates Package 15353 KB/ Download Time: 1 min
Device Drivers

2 Yiew Instructions?
R rION View a single, combined instruction page for all of the software you have chosen to install. Tou may want to print these instructions for
later reference
View Instructions

OTHER SITES i
3 Start Download ?r?nmlo::nigd install the software
E MICROSOFT
WINDOWS
FAMILY Return to the list of all available software,

== tickosorT
OFFICE
B Preoucr {c) 2000 Microsoft Corporation. All rights reserved, Terms of Use.
UPDATES
R | | _’I
&] (Z items remaining) Dowrloading picture icrosaft, c ‘e5jimages/hig-hand.png. .. [ |a mternet

Figure B.9: Windows Update Download Checklist

After sdecting “Start Download” from the Download Checklist page, an additional screen
pops up to confirm the sdection (see Figure B.10). At this point, the user may choose to view
the ingtructions, license agreement, start the download and install (by clicking on the “Yes’
button), or go back and resdect the software (by clicking on the“No” button).
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/3 windows Update -- Web Page Dialog 2=l

Please read the following license agreement. Press the PAGE DOV key
to zee the rest of the agreement.

DAMAGES REFEREMCED ABOWE AMD ALL DIRECT OR ;I
GEMERAL DAMAGES), THE ENTIRE LIABILITY OF MICROSCOFT
ARD ANY OF ITS SUPPLIERS UMDER: ANY PROVISION OF THIS
SUPPLEMERTAL EULA AND Y OUR EXCLUSIVE REMEDY FOR
ALL OF THE FOREGOING SHALL BE LIMITED TO ACTUAL
DAMAGES INCURRED B ¥OU BASED OMN REASCOMNABLE
RELIAMCE UP T THE GREATER OF THE AMOUNT ACTUALLY
PAID BY ¥OU FOR THE OS5 COMPORNENTS OR: LS $5.00. THE
FOREGOING LIMITATIONS, EXCLUSIONS AND DISCLAIMERS
SHALL APPLY TO THE MAXIMUNM EXTEMT PERMITTED BY
APPLICABLE L&Y, EVERN IF ARY REMEDY FAILS ITS ESSENTIAL
PURPOSE.

Do you accept all the terms of the preceding License Agreement? If you
choose Mo, Install will close. Ta install you must accept this agreement.

Security Update, May 30, 2001 -~ Ves
Security Update, May 10, 2001 —

Security Update, February 12, 2001 N
Security Update, February 5, 2001 e

Security Update, October 24, 2000 |

|http:,|’,|’windowsupdate.microso |Q Internet

Figure B.10: Windows Update Confirmation and License Agreement

Upon acceptance of the license agreement, the sdected patches and software will be
downloaded (see Figure B.11). The duration of the download will depend on several factors,
including thefile size and connection speed.

Microsoft Windows Update - |EI|5|

& &

Security Update, October 24, 2000

Download progress: 15076 KBA15339 KB
AEEREREREEENNENNNENENEENENENEED
Diownload time remaining: 1 min

Inztall Progress:

Cancel

Figure B.11: Windows Update Download Status Window

After the download is complete, Microsoft Windows Update will start the install process,
which may take up to several minutes to complete (see Figure B.12).
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Microsoft Windows Update o ]

L7

O =

Security Update, August 3, 2001
Download progress: 15383 KB/A15389 KB

Install Progress:

[ ]

Cancel

Figure B.12: Windows Update Install Status Window

Once the ingtall is successfully completed, the browser window will confirm the success (see
Figure B.13).

@ Microsoft Windows Update - Microsoft Internet Explorer =12 x|

File Edt view Favorkes Tools  Help ‘

wBatk - & - @ [ A Dsearch Garavories sty | By S = - 5
| address [&] heps finindawsupdate, mizroscft.cam/ =] @so |Juns >

icrogoft’ sbout
"Windows Update ot

SUPPORT

SEARCH WRITE US

WINDOWS UPDATE
HOME PAGE

WINDOWS SITES

Product Updates

Download Results

FTop OF Page Updates Installed

ggPRODUCT
& ponmEs

The following updates were successfully installed on your computer.
critical Updates Package

Additional

De
Esuppom
INFORMATION {c) 2000 Microsoft Corporation. All rights reserved. Terms of Lse.,

OTHER SITES
MICROSOFT
E WINDOWS
FAMILY

T MICROSOFT
OFFICE
£l PRODUCT
UPDATES

[&]7 (1 item remaining) D picture: fate. microsoft i back. [ [ [ nternet

Figure B.13: Windows Update Download Results Window.

Often, a reboot may be necessary to activate the updates (see Figure B.14). Click the “Yes’
button to restart the computer. Click the “No” button to continue the current Windows session
(changes will NOT take effect until the computer has successful rebooted).  If Windows
Update does not prompt for a reboot, then the changes do not require it and are effective from
thetime of a successful ingtall.
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Microsoft Windows Update |

@ You must restart Windows so that installation can Finish.
Do wiou weank Eo restart now?

Yes I Mo
I

bt

Figure B.14: Windows Update Reboot Dialog Box

If additional patches were required but could not be download smultaneoudly, repeat the
Windows Update process as required.

Using Microsoft Baseline Security Advisor

The Microsoft Basdine Security Analyzer (MBSA) isatoal that identifies common security
misconfigurations and missing hotfixes vialocal or remate scans of Windows systems.
MBSA, designed and developed to replace the Microsoft Personal Security Advisor (MPSA),
runs on Windows 2000 and Windows X P systems and uses Microsoft Network Security
Hotfix Checker (HFNetChk) to scan for vulnerabilities as wel as missing hotfixes and service
packsin Windows NT 4.0, Windows 2000, Windows XP, Internet Information Server (11S)
4.0 and 5.0, SQL Server 7.0 and 2000, Internet Explorer 5.01 and later, and Office 2000 and
2002.

MBSA provides users with the ability to scan a single Windows system and obtain a security
assessment aswel as alist of recommended corrective actions. Furthermore, administrators
may use the MBSA tool to scan multiple Windows systems on their network for vulnerabilities
to help ensure systems are up-to-date with the latest security-related patches.

MBSA provides the same functionality as HFNeChk in an easy-to-use interface with some
additional capahilities, including the ability to examine Windows desktops and serversfor
common security vulnerabilities and best practices such as:

m  Examining Windows desktops and servers for common best practices such as strong
password parameters,

m  Scanning serversrunning 1S and SQL server for common security misconfigurations,
and

m  Checking for misconfigured security zone settings in Micrasoft Office, Outlook, and
Internet Explorer.

MBSA is availablefor free download at
http://mww.microsoft.comvtechnet/security/tools'T ool mbsahome.asp.

The Wdcome screen appears upon launching the application (see Figure B.15).
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Baseline Security Analyzer

Welcome to the Microsoft Baseline Security
Analyzer

The Microsoft Baseline Security Analvzer checks computers running Microsoft
windows MT 4.0, Windows 2000, or Windows P for common security
misconfigurations, ¥ou must have administrator privileges for each computer
wou want ko scan.

Scans can be performed locally and remakely against Windows MNT 4.0,

windows 2000, and Windows XP compukers, Mate that on wWindows %P
compukers using simple file sharing, only local scans can be performed.

See Also

[ Microsoft Baseling Security nakyzer
Help

EJ Scan a compuker

[ about Microsoft Baseling Security Sean mare than ane computer

Analyzer

[ Microsoft Security wWeb site

Wiew existing security repoarts

& 2002 Microsoft Corporation. All rights reserved.

Figure B.15: MBSA Welcome Screen

The navigation menu runs vertically along the left side of the MBSA window (see Figure
B.16). To navigate within the application, click on the appropriate button in the menu. The
upper half of the menu contains options to conduct scans and view security reports of
previously scanned computers. Thelower half of the menu contains links to helpful resources
for additional information and troubleshoating.

Microsoft Baseline Security Analyzer

[ Welcome
[ Pick a compuker ko scan
[ Pick multiple computers ta scan

[ Pick a security repork bo view

[] View a security repork

See Also

[-] Microsaft Baseline Security Analyzer
Help

[-] About Microsoft Baseline Security
analvzer

[-] Microsaft Security Wweb site

Figure B.16: MBSA Navigation Menu
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The Wedcome screen includes a brief description of the MBSA utility’s purpose and
capabilities. The introduction notes that a user must have administrative privileges on each
computer to be scanned. When scanning a single system, the account with which a user runs
MBSA must dather be the Administrator or a member of the local Administrator’s group.
When scanning multiple systems users must be an administrator of each computer or a domain
adminigtrator. If the account with which a user runs MBSA is not an Administrator or a
member of the local or domain Administrator’s group (for single and multiple scans,
respectively), the Unable to scan al computers screen will be appear noting for which
computers the scan could not be conducted (see Figure B.17). This screen will appear after a
scan has been attempted on the computer name or IP address, and no security report will be
produced for the identified computer(s).

# Microsoft Baseline Security Analyzer

B E:zeline Security Analyzer

Microsoft Baseline Security Analyzer Una ble to scan a" COmleterE

L welcome 156.80.187.141 : User is nok an administrator on the scanned machine.

[ Pick a computer to scan 156.80.187.143 1 User is nok an adminiskrator on the scanned machine.

[ Pick mulkiple computers ko scan
[ Pick a security repork ta view

[ View a security repart

See Also

[ Microsoft Baseline Security Analyzer
Help

[ Abaut Microsaft Baseling Security
Analyzer

EJ Conkinue

™ ..

@ 2002 Microzoft Corporation. All rights reservad.

Figure B.17: Unable to Scan All Computers Screen

Three options are located in the We come screen (see Figure B.18).

EJ Scan a compuker
E_:J Scan mare than one compuker

E_:J Yiew existing security reparts
Figure B.18: Welcome Screen Options

These options are identical to those in the navigation menu aong the Ieft side of the MBSA
window.

To scan a single compuiter, click on the Scan a computer option from the Welcome screen or
on the Pick a computer to scan option from the navigation menu.

The Pick a computer to scan screen will appear (see Figure B.19). Here, the computer to be
scanned is specified and the scope of the scan is defined.
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i Microsoft Baseline Security Analyzer

B Eascline Security Analyzer

Microsoft Baseline Security Analyzer PICk a Computer to scan

Specify the computer you wank ko scan, You can enter either the computer name or its IP
address,

[ wielcome

[ Pick a camputer ko scan

[ Pick multiple computers ko scan

Computer name: i — n =
) ke el et b e |ch0gg|eIand'l,mtsmachlnatlonz (this computer) _I
[ view a security report IP address: I , I , I , I v l

Security report name: |°.-"od0main°.-"o - Shromputertamets (Fhdatets)
See Also

Options: ¥ check far Wwindows wulnerabilities

[ Micrasoft Baseline Security Analyzer
Help

¥ check for weak passwords
¥ check for 115 vilnerabilities
¥ check far S0L vulnerabilities
¥ check for hatfixes

[ About Microsoft Baseline Securiky
Analyzer

[ Microsoft Security Web site

Learn more about Scanning Cptions

g] Start scan

Figure B.19: Pick a Computer to Scan Screen

= Computer name— Identifies the computer to be scanned. By default, thefidd is
populated with the name of the local machine running the MBSA utility. Therefore, to
conduct a“ sdf-scan” do not alter thisfidd. To scan acomputer other than the local
machine, enter the appropriate computer namein thisfidd.

m |Paddress—To specify the | P address of the computer to be scanned, instead of a
computer name, enter the |P addressin this fidd.

m  Security report name— By default MBSA labes the security report with the domain
name followed by the name of the computer scanned and the date of the scan. To
rename the security report, specify thenamein thisfidd.

m  Options— Specifies the scope of the scan. Sdect or desdect the areas MBSA will
check for vulnerabilities as appropriate.

For more information on the benefits and/or purpose of the different types of checks MBSA
can conduct, sdlect the Scanning Options link highlighted in blue. Also, to learn about what
each of the various scans searches for, use the Microsoft Basdline Security Analyzer Help
link in the Navigation menu.

To begin the scan, click on the green arrow next to the Start scan option at the bottom of the
window. The Scanning screen will appear (see Figure B.20) with an illustrative bar to track the
progress of the scan.
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[ Pick a security report bo view

[ Wiew a security report

See Also
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Help
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Pick a computer to scan

Specify the computer you want ko scan. You can enter either the computer narme or its IP
address.

Computer name: Ichuggieland'\mtsmachinatiunz (this computer} ;I

IF address: I_ l_ I_ m

Security report name:

I%domain% - SpcomputerMamee (Yedateh)

Options: ¥ check for Windows vulnerabilities
¥ Check For weak passwords
V' check for 115 wulnerabilities
¥ check for SQL wulnerabilities
¥ check far hotfixes

Learn more about Scanning Options

g] Skart scan

Figure B.20: MBSA Scanning Screen

# Microsoft Baseline Security Analyzer

crosoft

s

Microsoft Baseline Security Analyzer

[ welcome
[ Pick a computer to scan

[ Pick multiple computers ta scan
[ Pick a security report to view

[ Wiew a security report

See Also

[ Microsoft Baseline Security Analyzer
Help

[ About Microsoft Baseline Security
Analyzer

[ Microsoft Security ‘Web site

ration, All rights

aseline Security Analyzer

When the scan completes the security report will show on the screen. For more information on
reading the security report, see the Security Report section later in this appendix.

To scan more than one computer, click on the Scan more than one computer option from the
Wel come screen or on the Pick multiple computer s to scan option from the navigation menu.

The Pick multiple computers to scan screen will appear (see Figure B.21). Here, the computers
to be scanned are specified and the scope of the scan is defined.

Pick multiple computers to scan

Specify the computers you want ko scan, You can enter either the domain name where the
computers are located or enter the IP address range.

Domain name: | ;l

TP address range: I_ I_ I_ I_ ta l_ I_ I_ I 'I
Security report name: I%domain% - %hcomputertlame®s (Shdatets)

Options: ¥ Check For Windows vulnerabiliies

¥ check for weak passwards
¥ Check for 115 wulnerabilities
¥ check for 50L vulnerabilities
¥ Check for hotfizes

Learn more about Scanning Options

E] Start scan

Figure B.21: Pick Multiple Computers to Scan Screen

Domain name — Spexifies the domain to be scanned. Enter a domain to be scanned.

MBSA will discover and scan all Windows-based machines in the specified domain.

B-31



Guidelines on Securing Public Web Servers

m |Paddressrange— Enter the |P addresses of thefirst and last machinesin the [P
range to be scanned to specify an |P address range instead of an entire domain. All
Windows-based machines found within the range will be scanned.

m  Security report name— By default MBSA labes the security report with the domain
name followed by the name of the computer scanned and the date of the scan. To
rename the security report, specify the new namein this fied.

m  Options— Specify the scope of the scan. Sdect or desdect the areas MBSA will
check for vulnerabilities as appropriate.

For more information on the benefits and/or purpose of the different types of checks MBSA
can conduct, sdect the Scanning Options link highlighted in blue. Also, to learn about what
each of the various scans searches for, use the Microsoft Basdline Security Analyzer Help
link in the Navigation menu.

To begin the scan click on the green arrow next to the Start scan option at the bottom of the
window. The Scanning screen will appear (see Figure B.22) with an illustrative bar to track the
progress of the scan.

£ Microsoft Baseline Security Analyzer

B Eseline Security Analyzer

Microsoft Baseline Security Analyzer Scan ning e

[llllllllllllllll

[ welcame

[ Fick a computer to scan
Started scanning 19 of 46

[ Pick multiple computers ta scan Completed scanning 19 of 46

[ Pick a security repart ko view
Critical scanning problems Found: 1

Stop I

[ wiew a security report

See Also

[ Microsoft Baseline Security Analyzer
Help

[ Abaout Microsoft Baseline Security
Analyzer

[ Microsoft Security Web site

Corporation, All rights reserved,

Figure B.22: MBSA Scanning Screen

When the scan completes the Pick a security report to view screen will show on the screen.
For more information on this screen, see the Viewing a Security Report section later in this

appendix.

The top portion of the security report contains summary information regarding the scan (see
Figure B.23).
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View security report

Sort COrder: IS-:::ure fworst First) ;I

Computer name: Choggieland'Mtsmachinationz -
IP address: 156,80,187.233

Security report name: Choggieland - Mesmachinationz (07-30-2002 01-5<¢ PM)

Scan date: 713002002 1:54 PM

Hotfix database version: 1.0.1.341
Security assessment:  Severe Risk (One or more critical checks Failed.)

Mindows Scan Results
Vulnerabilities
Score Issue Result
x Windows 4 hotfixes are missing or could nok be confirmed,
Hotfixes

What was scanned  Resulk details How ko correct this

x Reskrick Compuker is running with Restrickénonymous = 0, This level
Anonymous  prevents basic enumeration of user accounts, account
policies, and system information, Set Restrickdnonymous = 2
Lo ensure maxinumm security,

What was scanned How ko correct this ;I

Kij] Previous security report

Figure B.23: MBSA Scan Summary Information

The vulnerability assessment follows bdow and is divided into sections. Depending on the
options sdected in ether the Pick a computer to scan screen or the Pick multiple computers to
scan screen, thereport is divided into as many as four sections:

m  Windows Scan Results— Scan results for Windows operating system vulnerabilities.

m Internet Information Services (11S) Scan Results— Scan resultsfor 11S
vulnerabilities.

m  SQL Server Scan Results— Scan results for SQL Server vulnerabilities.

m  Desktop Application Scan Results — Scan results for desktop application
vulnerabilities.

Each section contains vulnerabilities discovered by MBSA as wel as any pertinent additional
system information. Vulnerabilities include security vulnerabilities discovered during the scan.
Additional system information includes best practice suggestions and resource information
gathered by MBSA, such as operating system type and version number.

The security report is populated with issues found by MBSA during the scan. Each issue has a
score and result associated with it. The scoreis depicted in graphical form (see Figure B.24).
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Figure B.24: MBSA Vulnerability Assessment

Windows Scan Results ;I
Vulnerabilities
Score Issue Result
x Windows 4 hotfixes are missing or could nok be confirmed,
Hotfixes What was scanned  Result details How ko correct this
x Restrict Computer is running with RestrictAnonymous = 0, This level prevents basic enumeration of user accounts,
Anonymous  account policies, and syskem information. Set RestrictAnonymous = 2 ko ensure mazximunm security,
What was scanned Hows ko correct this
/2 F‘as_swo_rd Some user accounts (3 of 6) have non-expiring passwords,
Expiration ‘What was scanned  Result details How ko correct this
f Local Account  Some user accounts (1 of &) have blank or simple passwords, or could not be analyzed,
Password Test wyhat was scanned  Result details
i File System  All hard drives {2) are using the MTFS Fille system,
What was scanned  Result details
f Autologon Autologon is not configured on this computer,
‘What was scanned
f Guest Account The Guest account is disabled on this computer, LI

To view the meaning of each score, scroll the mouse over the icon. The issues in the security
report may be sorted by score (most critical vulnerability to least critical, or vice versa) or
alphabetically by using the drop-down box at the top of the Security report screen.

MBSA provides detailed information for each issue discovered during the scan, including:

What is scanned — Describes what MBSA is checking for (check description) and
additional resources for information regarding that particular issue

Result details—Where appropriate, MBSA offers additional information on what it

discovered during the scan.

How to correct this— This option describes the vulnerahility issue and offersa
possible solution(s) to diminate or mitigate the risk presented by the vulnerability.

To view a security report, click on the View existing security reports option from the
Welcome screen or on the Pick a security report to view option from the navigation menu.

The Pick a security report to view screen will appear (see Figure B.25) with alist of previoudy
scanned computers.
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& Microsoft Baseline Security Analyzer

Microsoft

% Baseline Security Analyzer

Microsoft Baseline Security Analyzer Plck a secu I'Ity report tO ViEW

Security reports are located in: C:iDocuments and Settingsiadministrator SecurityScans

[ welcome

[ Pick & computer to scan Sort order: |Scan date (descending) ;I

[ Pick multiple computers to scan

E| Pick a security report bo wviev

Choggieland\Mtsmachinationz  156.80,187.233 Severe Risk  7/30/2002 1:57 PM

[ View a security report

See Also

[ Microsoft Baseline Security Anakyzer
Help

[ About Microsoft Baseline Security
Analvzer

[ Microsoft Security Web site

& 2002 Microsoft Caorporation, All rights reserved,

Figure B.25: Pick a Security Report to View Screen

To change the sort order of the reports, sdlect the appropriate option from the drop down box at
thetop of thewindow. To open any of the security reports click on the report link in blue.

To toggle between viewing all security reports and just those security reports from the most
recent scan, click on the appropriate blue link to the right of the sort order drop down box.

When viewing a security report, two new options appear in the navigation menu (see Figure
B.26).

Actions

Figure B.26: Print and Copy Options

To print a report click on the Print option and, when prompted, specify a printer to print a
copy of the report. To create a copy of the report, click on the Copy option. This action will
save a copy of the security report to the local maching s clipboard.

The links under See Also in the navigation menu are comprehensive resources for
understanding how the tool functions.

m  Microsoft Basdine Security Analyzer Help — Contains helpful informeation about
the utility including:
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System requirements — Defines the system requirements for a computer running
the MBSA utility and the system requirements for a computer to be scanned by
MBSA.

Tool security checks— Lists the checks MBSA conducts for Windows, 11S, SQL,
and desktop applications. Click on any one of the checks for a detailed
explanation of the check and alist of additional resources for further information.

Tool scanning options — Describes parts of a scan that are optional and may be
turned off prior to scanning a compuiter.

Command Line Options — Describes options that can be run by running the
MBSA tool from acommand lineinstead of a graphical user interface

Notes on Scanning — Offers hepful information regarding the scanning properties
of theMBSA tool.

Reporting Bugs or Requesting Support — Offers instructions for reporting bugs
with the product or requesting technical support for using thetool.

m  About Microsoft Basdine Security Analyzer — Contains information about the
utility including the MBSA version number, engine version number, and hotfix
version number.

m  Microsoft security website — Connects to Microsoft’ s security Site on the Internet.
B.10 Microsoft Windows Security Checklist:
Table B.8 is a checklist that lists steps to secure Microsoft Windows. This checklist should not
be consdered the only method of securing Windows, but it will work wdl in tandem with
other operations. Administrators should follow the steps on this checklist before using the
checklist for 11S.

Table B.8: Microsoft Windows Security Checklist

Completed Action

Protect server environment

Remove unnecessary hardware from server

Update operating system
Apply security template (where applicable)

Restrict anonymous registry access

Remove/disable unnecessary services

Format/convert al partitionsto NTFS

Remove Everyone Group from ACLs of protected resources; replace with
Authenticated Users group

Synchronize IS and NTFS permissions
Secure Default Windows Repair directory

O o ooogoono
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] Run Windows Update Weekly
] Run MBSA Wesekly

B.11 Microsoft Internet Information Server Security Checklist

TableB.9 is achecklist that presents steps to implement the security for 11S. This assumes that
the checklist for Windows security has aready been followed. Each step provided here is
explained in detail in the sections above.

Table B.9: Microsoft IIS Security Checklist

Completed Action

Implement SSL for al Web sites (where applicable)
Enable logging (W3C extended format)

Set proper log file ACLs
Backup logs offline weekly if not daily

Remove dl IIS sample gpplications

Remove unused script mappings

Disable RDS Support

Disable IPP Support (11S 5.x only)

Disable parent paths

Enable strong authenti cation for protected resources

Set NTFS directory permissions for Web folders

Back up IS Metabase frequently

UooooooooOoooog

Run IS Lockdown Tool
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Appendix C. Online Web Server Security Resources

Active Content Security Resources

Resource/Title URL
ASP Alliance http:/mww.aspalliance.con
Exploiting Common Vulnerabilitiesin PHP | http://www.securereality.com.auw/studyinscarl et.txt
Applications
Java Security http://java.sun.com/security/
Java Security Frequently Asked Questions | hitp://www.cs.princeton.edu/s p/fag/java-fag.php3
Open Web Application Security Project http://Mmww.owasp.org/
PHP Manud, Chapter 4 Security http://mww.securereal ity.com.au/studyinscarl et txt
WwWw.asp.net http://mww.asp.net
WWW.Cgi security.com http://Awww.cgisecurity.comvlib/

Apache Web Server Security Resources

Resource/Title URL
Apache-server.com http://apache-server.com/
Apache Tutorids http://httpd.apache.org/docs/mi sc/tutorial s.html
Apache SSL http://Amww.apache-sd.org/
Introduction to Securing Apache http:/Aww.linux.com/newsi tem.phtml 25id=12& aid=3549
Securing Apache http://Amww.macromedia.comv/vl/documentcenter/partners/
asz_aswps securing apache.pdf
Securing Y our Web Pages with Apache http://apache-server.comvtutorial §/L Pauth1.htm

Computer Crime/Incident Handling

Resource/Title URL
CERT/CC How the FBI Investigates http://Amww.cert.org/tech tips/FBI_investigates crime.html
Computer Crime
CERT/CC Responding to Intrusions http://Awww.cert.org/security-
improvement/modul es'm06.html
CERT/CC Detecting Signs of Intrusion http://www.cert.org/security-
improvement/modul es'm09.html
Computer Evidence Processing Steps http:/Amww.forens cs-intl.com/evidguid.html
Federal Guidelines on Searching and http://Amww.usdoj .gov/criminal/cybercrime/searching.html
Seizing Computers
Federal Code Related to Cybercrime http://Awww.usdoj .gov/criminal/cybercrime/fedcode. htm
NIST ITL Bulletin September 1999: http://csrc.ni st.gov/publi cations/nistbul /09-99. pdf
Securing Web Servers




Guidelines on Securing Public Web Servers

Resource/Title

URL

NIST SP 800-3 Establishing a Computer
Security Incident Response Capability

http://csrc.nist.gov/publi cati ons/ni stpubs/800-3/800-3. pdf

Digital Certificate Providers (Third-Party Certificate Authorities)

Resource/Title

URL

Thawte Consulting http://Aww.thawte.com/certs/server/request.html

CertiSign Certificadora Digital Ltda http://www.certisign.com.br/

IKS GmbH http://Mmww.iks-jena.de/produkte/cal

BelSign NV/SA http:/Amww.bel sign.be/

TC TrustCenter http:/Aww.trustcenter.de/html/Produkte/ TC_Server/855.ht
m

NLsgnB.V. http://Amww.nlsign.nl/

Deutsches Forschungsnetz http://www.pca.dfn.de/dfnpcalcertify/sd/

128i Ltd. http://Amww.128i .com/

Entrust.net Ltd. http://mww.entrust.net/products/index.htm

Globa Sign NV/SA http:/Aww.globalsign.net/

Certplus SA http:/Aww.certplus.comy

GeoTrust Inc. http://www.freess.com/

Register.com http://commercel ock.register.com/

Lanechange.net http:/Amww.lanechange.net/

Federal Government Security Resources

Resource/Title

URL

Defense Information System Agency
(DISA) Security Checklist

http://iase.disa.mil/techguid/checklist.html

DoD Web Site Administration Policies and
Procedures

http://www.defensdlink.mil/webmasters/policy/dod web p
olicy 12071998.html

Federal Computer Incident Response Center
(FedCIRC)

http://www.feddirc.gov/

Guidelinesfor Establishingand Maintaining
Publidy Accessible DoD Web Information
Service

http://www.defensdlink.mil/webmasters/policy/policy97.ht
ml

Nationd Infrastructure Protection Center

http://www.nipc.gov/

National Information Assurance Partnership

http://www.niap.nist.gov/

National Security Agency Rainbow Series

http://www.radium.ncsc.mil/tpep/library/rainbow/index.ht
ml

National Security Agency Security http://nsal.www.conxion.com/
Recommendation Guides
NIST Computer Security Resource Center http://csre.nist.gov/
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Resource/Title

URL

NIST ICAT Vulnerability Metabase

http:/icet.nist.gov/

Office of Management and Budget Circular
No. A-130

http://www.whitehouse.gov/omb/circul ars/al 30/

U.S. Department of Energy Computer
Incident Advisory Capability (CIAC)

http://www.diac.org/ciac/

General Web Server Security Resources

Resource/Title URL
CERIAS http://www.cerias.purdue.edu/
Computer Emergency Response Team http//mww.cert.org/
(CERT)
CERT/CC Securing Public Web Servers http://Aww.cert.org/security-
improvement/modules/m11.html

A Look Into Web Server and Web
Application Attack Signatures

http://www.cgi security.com/papers/fingerprint-port80.txt

NIST ICAT Vulnerability Metabase

http:/icet.nist.gov/

RISKS Forum

http://catless.nd .ac.uk/Risks/

Security Administration, Networking, and
Security (SANS) Indtitute

http://www.sans.or!

SANS Twenty Most Critical Internet
Security Vulnerabilities

http://www.sans.org/top20.htm

Shockwave Security Issues

http:// www.webcomi cs.conv/shockwave/

Trust Management on the World Wide Web

http://www.firstmonday.dk/issues/issue3 6/khare/

World Wide Web Security Frequently
Asked Questions

http://www.w3.org/ Security/ Fag/www-security-fag.html

IS Web Server Security Resources

Resource/Title

URL

eEye Advisoriesand Alerts

http://www.eeye.com/html/Research/Advi sori es/index.html

IIS Lockdown Tool

http://www.mi crosoft.com/Downl oads/Rel ease.asp?Rel eas
elD=33961

11S 4.0 Security Checklist

http://www.mi crosoft.comvtechnet/treeview/default.aspurl
=/technet/security/tool/iischk.asp

11S 5.0 Basdline Security Checklist

http://www.mi crosoft.comvtechnet/treeview/default.aspurl
=/technet/security/toolg/iisbd .asp

11S 5.0 Security

http://www.mi crosoft.com/windows2000/en/server/iis/defa
ult.aspurl=/WINDOWS2000/en/server/iishtm/core/ii abotsc
:htm

NSA Guide to the Secure Configuration and
Administration of Microsoft 11S 4.0

http://nsal.www.conxion.comy/support/qui des/'sd-3. pdf

NSA Guide to the Secure Configuration and
Administration of Microsoft 11S 5.0

http://nsal.www.conxion.com/win2k/gui des'w2k-14. pdf
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Resource/Title

URL

Secure [1S5.0 Checklist

http://www.mi crosoft.comvtechnet/treeview/default.aspurl

=/technet/security/tool g/iisbchk.asp

Securing Your Site Against Intruders

http://www.mi crosoft.comvtechnet/treeview/default.aspurl

=/technet/prodtechnal/iis/depl oy/projplanviischpb.asp

Miscellaneous Web Security Resources

Resource/Title

URL

dominasecurity.org

http://www.dominosecurity.orgy

Honeynet Project http://project.honeynet.org/
Lotus Domino Security Page http://Amww.l otus.comvhome.nsf/wel come/securityzone
Microsoft Internet Explorer Security Page http://Awww.mi crosoft.comv/wi ndows/i e/security/defaul t.asp
Netcraft http://mww.netcraft.com/
Netscape Security Page http://home.netscape.convsecurity/
Web Bot Information
Resource/Title URL

BotSpot

http://bots.internet.com/

Configuring the robats.txt Files

http://www.internet-ti ps.net/ Advertising/robots.htm

NIST Mobile Agent Security

http://csrc.nist.gov/mobil eagents/web-overview/index.htm

Showing Roboats the Door

http://www.ariadne.ac.uk/issuel5/robots/

University of Maryland Baltimore County
(UMBC) AgentWeb

http://agents.umbc.edu/
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Appendix D. Glossary

Address Resolution Protocol — A protocol usad to obtain a nodes physical address. A client
station broadcasts an Address Resolution Pratocol (ARP) request onto the network with the
Internet Protocol (IP) address of the target node it wishes to communicate with, and the node
with that address responds by sending back its physical address so that packes can be
transmitted.

Host — The term can refer to amost any kind of computer, from a centralized mainframe that
is a host to its terminals, to a server that is host to its clients, to a desktop personal computer
(PC) that is host to its peripherals. In network architectures, a client station (user’s machine) is
also consdered a host because it is a source of information to the network in contrast to a
device such asarouter or switch that directs traffic.

Hoftfix — Microsoft's term for a bug fix, which is accomplished by replacing one or more
existing files in the operating system or application with revised versions.

Mandatory Access Control — A means of restricting access to system resources based on the
sengitivity (as represented by a labd) of the information contained in the system resource and
the formal authorization (i.e, clearance) of usersto access information of such sengtivity.

Network Administrator — A person who manages a local area network (LAN) within an
organization.  Respongbilities include network security, ingtaling new applications,
distributing software upgrades, monitoring daily activity, enforcing licensing agresments,
deve oping a storage management program, and providing for routine backups.

Nonce — A Nonce is a randomly generated value used to defeat “playback” attacks in
communication Protocols. One party randomly generates a nonce and sends it to the other
party. The recaver encrypts it using the agreed upon secret key and returns it to the sender.
Since the sender randomly generated the nonce, this defeats playback attacks because the
replayer cannot know in advance the nonce the sender will generate The recever denies
connections that do not have the correctly encrypted nonce

Operating System — The master control program that runs the computer. The first program
loaded when the computer is turned on, its main part, the “kernd,” resides in memory at all
times. The operating system sets the standards for all application programs that run in the
computer. The applications “talk to” the operating system for al user interface and file

management operations.

Patch — A patch (sometimes called a “fix") is a “repair job” for a piece of programming. A
patch is the immediate solution that is provided to users; it can sometimes be downloaded from
the software maker's Web ste. The patch is hot necessarily the best solution for the problem,
and the product devdopers often find a better solution to provide when they package the
product for its next rdlease. A patch is usually devdoped and distributed as a replacement for
or an insertion in compiled code (that is, in a binary file or object module). In larger operating
systems, a special programis provided to manage and track the installation of patches.

Proxy — A proxy is an application that “breaks’ the connection between client and server. The

proxy accepts certain types of traffic entering or leaving a network and processes it and
forwards it. This effectivdy closes the straight path between the internal and external
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networks. Making it more difficult for an attacker to obtain internal addresses and other details
of the organization's internal network. Proxy sarvers are available for common Internet
sarvices, for example, an Hyper Text Transfer Pratocol (HTTP) proxy used for Web access,
and an Smple Mail Transfer Protocol (SMTP) proxy used for email.

Service Pack — A software patch that is applied to an installed application. It is ether
downloaded from the vendor's Web site or distributed via Compact Disc Read Only Memory
(CD-ROM). When executed, it modifies the application in place

System Administrator — A person who manages a multi-user computer system and whose
responsibilities are similar to that of a nework administrator. A system administrator would
perform systems programmer activities with regard to the operating system and other network
control prograns.

Vulnerability — A security exposure in an operating system or other system software or
application software component. A variety of organizations maintain publicly accessible
databases of vulnerabilities based on the version number of the software.  Each vulnerability
can potentially compromise the system or network if exploited.

Web Administrator — The Web equivalent of a system administrator. Web administrators are
system architects responsible for the overall design, implementation, and maintenance of a
Web sarver. They may or may not be responsible for Web content, which is traditionally the
purview of the Webmaster (see bdow).

Webmaster — A person responsible for the implementation of a Web site. Webmasters must
be proficient in hypertext markup language (HTML) and one or more scripting and interface
languages, such as JavaScript and Pearl. They may or may not be responsible for the
underlying server, which is traditionally the responsbility of the Web administrator (see
above).

Web Server — A computer that provides World Wide Web (WWW) sarvices on the Internet.
It includes the hardware, operating system, Web sarver software, Trangport Control Protocol
(TCP)/Internet Protocal (1P), and the Web site content (Web pages). If the Web server is used
internally and not by the public, it may be known as an *intranet server.”
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Appendix E. Web Security Tools and Applications

File Integrity Checkers

Tool Capability Web site Linux/ | Win32 Cost
Unix
AIDE Unix and Linux http:/Aww.cs.tut.fi/~rammer/aide.html v Free
Description | Advanced Intrusion Detection Environment (AIDE) is a free replacement for Tripwire. It performsfileintegrity
checking and supports a number a large number of Unix and Linux platforns.
Cim Track Linux and Windows | http://www.cmcor.com/ct wse.htm v (Linux | v RN
WSE only)
Description | Fileintegrity checker with automatic restoration of corrupted files.
LANGuard | Windows2000/NT http:/Aww.gffi.comvlanguard/ v Free
File
Integrity
Checker
Description | LANguard File Integrity Checker isa utility that provides intrusion detection by checking whether files have been
changed, added, or deeted on a Windows 2000/NIT system
Tripwire Windows, Unix, http:/Avww.tri pwiresecurity.conV/ v v Freeto
Linux, and Routers
5
Description | Tripwire monitorsfilechanges, verifiesintegrity, and notifies the administrator of any violations of data on network
hosts.

$$$=This product involves afee.
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Tool Capability Web site Linux/ | Win32 Cost
Unix

Andog Most common http://www.anal og.cx/intro.html v v Free
operating systems

Description | Analogisan automated Web server log fileanalysistool that will compile on nearly an platformthat supportstheC
programming language.

Cronolog Linux/Unix http://Amww.cronolog.org ‘ v ‘ Free

Description | Cronolog isa programthat reads log messages fromits input and writes themto a set of output file constructed
using a template and the current date and time.

Fwgstat Most Linux/Unix http:/Aww.ibiblio.org/jenVfwgstat.html v Free
based operating
systems

Description | Fwgstat is an automated Web server, FTP and, gopher log fileanalysistool.

LiveStats6 | Most Web servers http://www.deepmetrix.com/livestats/ v v 555
and operating
systems

Description | Livestat6 isan automated Web server log file analysis tool.

NetTracker | Most Web servers http://www.sane.convproducts/Net Tracker/ v v 555
and operating
systems

Description | NetTracker isautomated Web server log file analysis tool.

Swatch Linux/Unix http://www.oit.ucsh.edu/~eta/swatch/ ‘ v ‘ Free

Description | Linux/Unix sydog analysis utility.

Wwwstat Linux and Unix with | http://www-old.ics.ud .edu/pub/websofthiwwwstat/ | v Free

and splitlog | Perl installed

Description | Wwstat and splitlog is an automated Web server log fileanalysistool for common log fileformat access logfiles.

$$$=This product involves afee.
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Network Sniffers

Tool Capability Web site Linux/ | Win32 Cost
Unix

Dsniff Unix sniffer http:/Amww.monkey.org/~dugsong/dsniff/ v v Free

Description | Dsniff isa collection of tools for network auditing and penetration testing. Dsniff, filesnarf, mailsnarf, msgsnarf,
urlsnarf, and webspy passively monitor a network for interesting data (passwords, e-mail, files, etc.). Arpspoof,
dnsspoof, and macof facilitate the interception of network traffic normally unavailable to an attacker (eg., dueto
layer-2 switching). Sshmitm and webmitmimplement active monkey-in-the-middle attacks against redirected SSH
and HTTPS sessions by exploiting weak bindings in ad-hoc PKis.

Ethered Unix and Windows | http://www.ethereal.com/ v v Free
sniffer with GUI

Description | Ethereal isafree network protocol analyzer for Unix and Windows. It allows users to examine data froma live
network or froma capturefileon disk. It can interactively browse the capture data, viening summary and detail
information for each packet. Ethereal hasseveral powerful features, including arich display filter languageand the
ability to view the reconstructed stream of a TCP session.

IRIS Windows sniffer and | http://mww.eeye.com/ v 556
network anayzer

Description | Irisisa data and network sniffer and traffic analyzer that collects, stores, organizes and reportson all or sdected
data traffic on a network.

Sniffit Unix and Windows | hitp:/reptile.rug.ac.be/~coder/sniffit/sniffit.ntml | v/ v Free
sniffer http://www.symbolic.it/Prodotti/sniffit.html

(Windows)

Description | Shiffit isa freeware general-purpose sniffer for various versions of Linux, Unix, and Windows.

Snort Unix and Windows | http//www.snort.org v v Free
sniffer and IDS

Description | Short isafreanarelightweight IDS and general-purpose sniffer for various versions of Linux, Unix and Windows.

TCPDump | Unix sniffer ‘ http://Amww-nrg.ee.lbl.gov/ ‘ v ‘ ‘ Free

Description | TCPdunpisa freaware general-purpose sniffer for various versions of Linux and Unix.

WinDump | Windows sniffer ‘ http://windump.pdlito.it/install/default.htm ‘ ‘ v ‘ Free

Description | Windows version of TCPdunp.

$$$=This product involves afee.
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Scanning and Enumeration Tools

Tool Capability Web site Linux/ | Win32 Cost
Unix

DUMPSec | Windows http://Amww.systemtools.com v Free
enumeration tool

Description | DumpSecisa security auditing programfor Microsoft Windows. 1t dumps the permissions (DACLS) and audit
settings (SACLs) for thefile system, registry, printers, and sharesin a concise, readable format so that holesin
system security are readily apparent. DumpSec also dumps user, group, and replication information.

Firewalk Firewal filter rule http:/Amww.packetfactory.net/firewal k/ v Free
mapper

Description | Firewalk isan application that employs traceroute-like techniques to analyze IP packet responses to determine
gateway ACL filters and map networks. This allows Firenalk to determine thefilter rulesin place on packet-
forwarding devices.

Nmap Port scanner http://www.insecure.org/nmap/ v v Free
OS detection

Description | Nmap ("Network Mapper™) isan open source utility for network exploration or security auditing. 1t wasdesigned to
rapidly scan large networks, although it also works against single hosts. Nmap usesraw | P packets to determine
what hosts are available on the network, what services (ports) they areoffering, what operating system(and version)
they arerunning, what type of packet filters/firenalls arein use, and dozens of other characteristics.

Solarwinds | Network enumeration | http:/mww.solarwinds.net/ ‘ ‘ v ‘ 5

Description | Solarwindsis a collection of network and management and discovery tools.

SuperScan Port scanner, http://www.foundstone.com/ v Free
OS detection, and
banner enumeration

Description | SuperScanisa GUI nework mapper. It will rapidly scan large networks to determinewhat hosts are availableon
the network, what services they are offering, the version of these services, and the type and version of the operating
system. It will also performreverse DNSlookup.

$$$=This product involves afee.
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Vulnerability Scanning Tools

Tool Capability Web site Linux/ | Win32 Cost
Unix
AppScan Vulnerability scanner | http://www.pgp.com/products/ v v (dient | $$
only)
Description | AppScan isa Web application vulnerability scanner.
CyberCop | Vulnerability scanner | http:/www.pgp.com/products/ 4 55
Scanner
Description | CyberCop Scanner is a network-based vulnerability-scanning tool that identifies security holes on network hosts.
Domilock | Vulnerability scanner | httpy//domilockbeta 2y.net/ | K | Free
Description | Domilock is a Web basad Lotus Domino Web Server vulnerability scanner.
ISSInternet | Vulnerability scanner | hitp://www.iss.net/ 4 55
Scanner
Description | 1SSInternet Scanner is a network-based vulnerability-scanning tool that identifies security holes on network hosts.
Nessus Vulnerability scanner ‘ http://www.nessus.org/ ‘ v ‘ v ‘ Free
Description | Nessusis a freawar e networ k-based vulnerability-scanning tool that identifies security holes on network hosts.
Retina Vulnerability scanner ‘ http://www.eeye.com ‘ ‘ v ‘ 555
Description | Retinais a general-purpose nework security scanner that identifies a large number of Web server wulnerabiilities.
SAINT Vulnerability scanner ‘ httpy/Avww.wwdsi.convsaint/ ‘ v ‘ ‘ 555
Description | SAINT is a network-based vulnerability-scanning tool that identifies security holes on network hosts.
SARA Vulnerability scanner ‘ http://www-arc.convsaral ‘ v ‘ ‘ Free
Description | SARA is a freaware network-based vulnerability-scanning tool that identifies security holes on network hosts.
Weblnspect | Web Vulnerability http://www.spi dynami cs.com/ v v 55
scanner
Description | Weblnspect isWeb application vulnerability scanner.
Whisker CGl Vulnerability http:/Aww.wiretrip.net/rfp/2 v v Free
scanner

Description | Whisker is scanner that identifies vulnerabilitiesin CGI scripts.

$$$=This product involves afee.
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Web Server Hardening Tools

Tool Capability Web site Linux/ | Win32 Cost
Unix
Badtille Hardens Linux http://Amww.bastille-linux.org/ v Free
Hardening
System
Description | Bastille Hardening System attempts to "harden™ or "tighten" the Linux operating system. It supports Red
Hat and Mandrake system and it attempts to provide the most secure, yet usable, system possible.
IS Hardens11S http://ww.mi crosoft.com/downl cads/ v Free
Lockdown
Tool
Description | 11Slockdown tool assists Web administrators in locking down 1S versions 4.0 and 5.0.
Seaure 1S Windows 2000/NT | http://www.eeye.com ‘ ‘ 4 ‘ 5
Description | SecurellS protects Microsoft 11Sweb servers from known and unknown attacks. Securell Swraps around
I1Sand works within it, verifying and analyzing incoming and outgoing web server data for any possible
security breaches.
Microsoft Windows 2000/NT | http://www.microsoft.com/downl cads/ v Free
Network
Security
Hotfix
Checker
Description | This checker allows Web administrators to assess the patch status for Windows NT 4.0 and Windows 2000
operating systems, as well as the status of hotfixes for 11S4.0 and 5.0, SQL Server 7.0 and 2000, and
Internet Explorer 5.01 and later.
Windows Assigtsintheupdate | http://www.microsoft.com/downl cads/ v Free
Update of most versions of
Windows
Description | Windows Update allows Web administrators to scan their server to find any updates that are available at
that time from Microsoft and other participating vendors.
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Appendix H. Web Server Security Checklist

This section provides a combined version of theindividual security checklists provided at the
end of many sections in this documen.

Web Server Security Checklist

Completed Action

Plan the configuration and deployment of Web server

Identify functions of Web server

Identify information categories that will be stored, processed and
transmitted through the Web server

Identify security requirements of information
Identify how information is published to the Web server
Identify a dedicated host to run Web server

Identify network services that will be provided and supported by the
Web server

Identify users and categories of users of the Web server and
determine privilege for each category of user

O Oo|ogoo oig

Identify user authenti cation methods for Web server

Choose appropriate operating system for Web server

Minima exposure to vulnerabilities

Ability to restrict administrative or roct level activitiesto authorized
usersonly

Ability to deny access to information on the server other than that
intended to be available

Oo|o|od|d

Ability to disable unnecessary network services that may be built
into the operating system or server software

Ability to control access to various forms of executable programs,
such as Computer Gateway Interface (CGl) scripts and server plug-
insin the case of Web servers

O

[ Availability of experienced staff to install, configure, secure, and
maintain operating system
Patch and upgrade oper ating system

[ Identify and ingtall al necessary patches and upgrades to the
operating system

[ Identify and install al necessary patches and upgradesto
applications and services induded with the operating system

Remove or disable unnecessary services and applications

] Disable or remove unnecessary services and applicaions

Configurethe operating system user authentication

] Remove or disable unneeded default accounts and groups

O Di sable noninteractive acoounts
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Completed Action

Cresate the user groups for the particular computer

Creste the user accounts for the particular computer

Check the organization’ s password policy, and set account
passwords appropriately (e.g., length, complexity)

Configure computers to deny login after asmall number of failed
attempts

Install and configure other security mechanisms to strengthen
authentication

Oo|o|o|ond

Test the security of the operating system

Test operating system after initid install todeterminevulnerabilities

O

Test operating system frequently to determine new vulnerabilities

Installing and Configuring the Web Server Securely

Completed Action

Securely installing the Web server
Install the server software on a dedicated host

Install minimal Internet services required

Apply any patches or upgrades to correct for known vulnerabilities

O god

Creste adedicated physical disk or logica partition (separate from
operating system and server application) for Web content

Remove or disable dl servicesinstalled by the Web server
gpplication but not required (e.g., gopher, FTP, and remoate
administration)

Remove dl sample documents, scripts, and executable code

Remove all vendor documentation from server

Apply appropriate security template or hardening script to server

Reconfigure HTTP service banner (and others as required) NOT to
report Web server and operating system type and version

O oo d

Configuring Web server host operating system access controls

Configured so that Web content files can be read but not written by
Web service processes

Configured so that Web service processes cannot write the
directories where public Web content is stored

Configured so that only processes authorized for Web server
administration can write Web content files

o o|o|d

Configured so that Web application can write Web server log files,
but 1og files cannot be read by the Web server application

Configured so that temporary files created by Web server
gpplication are restricted to a specified and appropriately protected
subdirectory

O
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Completed Action

Configured so that access to any temporary files crested by Web

O server application islimited to the Web service process(es) that
created thesefiles

[ Installed with Web content on a different hard drive or logica
partition than the operating system and Web application
Configured so that if uploads are alowed to the Web server, alimit

] is placed on the amount of hard drive space that is dedicated for this
purpose

[ Configured so that log files are stored in alocation that is sized
appropriately

Configuring a secure Web content directory

Dedicate asingle hard drive or logica partition for Web content and
] establish related subdirectories exdusively for Web server content
files, induding graphics but exduding scripts and other programs

[ Define asingle directory excdusively for al external scriptsor
programs executed as part of Web server content (e.g., CGl, ASP)

Disable the execution of scriptsthat are not exdusively under the

[ control of administrative accounts. This action is accomplished by
creating and controlling access to a separate directory intended to
contain authorized scripts

] Cresate the user groups for the compuiter.

[ Disable the use of hard or symbaliclinks (ak.a., shortcuts for
Windows).

Define a complete Web content access matrix. Identify which
] folders and files within the Web server document are restricted and

which are ble (and by whom)

Check the organization’ s password policy, and set account

[ passwords appropriately (e.g., length, complexity)
] Use robotsitxt file if appropriate
Using fileintegrity checkers
[ Ipstdl afileintegritymeckto protect Web server configuration
files, password files and Web content
[ Updeate file integrity checksums whenever an upgrade or content
changed occurs
] Store checksum on protected write once media
] Regularly compare checksums
Securing Web Content
Completed Action
Ensurethat none of the following types of information are available
on or viaa public Web server
] Classified records
] Internal personnel rules and procedures
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Completed Action
] Sensitive or proprietary information
] Personal information about an organization’ s personnel
[ Telephone numbers, e-mail addresses, or generdl listings of staff
unless necessary to fulfill organizational requirements
[ Schedules of organizational principals or their exact location
(whether on or off the premises)
[ Information on the composition, preparation, or optimal use of
hazardous materias or toxins
O Sensitive information relating to homeland securi
ng ty
O Investigative records
O Financia records (beyond those already publicly available)
O Organization’s physical and informeation security procedures
[ Information about organization’ s network and information system
infrastructure
] Information that specifiesor implies physical security vulnerabilities
[ Plans, maps, diagrams, aeria photographs, and architectural plansof
organizational building, properties, or instalations
O Copyrighted materia without the written permission of the owner
Privacy or security policies that indicate the types of security
O measures in place to the degree that they may be useful to an
attacker
Establish an organizational-wide documented formal palicy and
processfor approving public Web content that
Identifies information that shou publi on the W
O dentifiesinf ion that should be published on the Web
Identifies target audience
O dentifies target audi
[ Identifies possible negative ramifications of publishing the
information
[ Identifies who should be responsible for creating, publishing, and
maintaining this particular information
[ Provides guidelines on styles and formats appropriate for Web
publishing
Provides for gppropriate review the information for sensitivity and
O distribution/rel ease contrals (induding the sensitivity of the
information in aggregate)
O Determines the appropriate access and security controls
[ Provides guidance on the information contained within the source
code of the Web content
Web user privacy consider ations
O Published privacy policy
[ Prohibition the collection of persondly identifying data without the
explicit permission of the user
] Prohibition on the use of “ persistent” cookies
per:
] Use of session cookie, if used, isdearly identified in published
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Completed Action
privacy policy
Client side active content security considerations
Used only when absolutely required
No actions taken without express permissions of user

No use of highrisk dient side active content

When possible dternatives are provided (e.g., plain text provided
aong with PDF)

O god

Server side active content security considerations

Simple easy to understand code

Limited or no reading or writing of files

Limited or no interaction with other programs (e.g., sendmail)

No requirement to run with suid privileges

Use of explicit path names (i.e., does nat rely on path variable)

No directories have both write and execute permissions
All executable files are placed in adedicated folders
SSIsare disabled or execute function is disabled

All user input is vaidated

Dynamically crested pages do not create dangerous metacharacters
Character set encoding should be explictly set in each page

User data should be scanned for byte sequences that mean specia
characters for the given encoding scheme

Cookies should be examined for any special characters

Encryption mechanism s used to encrypt passwords entered through
scriptsforms

O Qo O|ogoooogooood

For Web applications that are restricted by username and password,
none of the Web pagesin the application should be accessible
without going through the appropriate login process

O

O

All sample scripts are removed

[ No third-party scripts or executable code are used without verifying
the source code

Employing Web Authentication and Encryption Technologies

Completed Action

Web authentication and encryption technologies

For Web resources that require minimal protection and for which
O thereisasmal, dearly defined audience, configure address-based
authentication

For Web resources that require additiona protection but which for
O which thereisasmal, dearly defined audience, configure address-
based authentication as a second line of defense
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Completed Action

For Web resources that require minimal protection but for which

O thereis no dearly defined audience, configure basic or digest
authentication (better)

[ For Web resources that require protection from malicious bots (see
Section 5.2.4), configure basic or digest authentication (better)

[ For Web resources that require maximum protection, configure
SSL/TLS

Configuring SSL/TLS

[ For configurations that require minimal authentication but require
encryption, use self-signed certificate
[ For configurations that require server authentication and encryption,

use third-party issued certificate

For configurations that require amedium level of dient

] authentication, configure server to require username and password
viaSSL/TLS

[ For configurations that require ahigh level of dient authentication
configure server to require dient certificatesviaSSL/TLS

] Configure file integrity checker to monitor Web server certificate

[ If only SSL /TLSisto be used on the Web server, ensure accessvia

TCP port 80 is disabled

If most traffic to the Web server will be viaencrypted SSL/TLS,
[ ensure that appropriate logging and detection mechanisms are

employed on the Web server (because network monitoring is
ineffective against encrypted SSL/TLS sessions)

Employing Network Infrastructure to Secure Web Servers

Completed Action

Network location

The Web server islocated in aDMZ or outsourced to an
organization that appropriately protects the firewall

O

The DMZ isnot located on the third (or more) interface of the
firewdl

O

Firewall configuration
Web server is protected by afirewall

Web server if it faces ahigher threet or if it ismore vulnerable, is
protected by an application layer firewall

Firewall controls al traffic between the Internet and the Web server

Firewall blocks dl inbound traffic to the Web server except TCP
ports 80 (HTTP) and/or 443 (HTTPSusing SSL/TLS)

Firewall blocks (in conjunction with IDS) IP addresses or subnets
that the IDS reports are attacking the organizational network

Oo|o|o0o|o o|g

Firewal natifies the network or Web administrator of suspicious
activity through an gppropriate means
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Completed

Action

Firewall provides content filtering

Firewall configured to protect against of service attacks

Firewall detects malformed or known attack URL requests

Firewal logs critical events

O Ooo .

Firewall and firewall operating system patched to latest or most
secure level

Intrusion detection systems (IDS)

Host-based IDS used for Web serversthat operate primarily
SSL/TLS

IDS configured to monitor network traffic before any firewall or
filter router (network-based)

IDS configured to monitor traffic network traffic to and from the
Web server after firewdl

IDS configured to monitor changesto critical files on Web server
(host-based or file-integrity checker)

IDS blocks (in conjunction with thefirewall) IP addresses or subnets
that are attacking the organi zational network

IDS natifies the network or Web administrator of attacks through
appropriate means

IDS configured to detect port scanning probes

IDS configured to detect DoS

IDS configured to detect malformed URL requests

IDS configured to log events

IDS updated with new attack signatures frequently (weekly basis)

O oooooo|opopo|o)|d

IDS configured to monitor the system resources available on the
Web server host (host-based)

Networ k switches and hubs

O

Network switches are used on Web server network segment to
protect against network eavesdropping

Network switches are configured in high-security mode to defeat
ARP spodfing and ARP poisoning attacks

Network switches are configured to send al traffic on network
segment to IDS host (network-based)

Securely Administering a Web Server

Completed Action
Logging
Use the Combined Log Format for storing the Transfer Log or
O manually configure the information described by the Combined Log
Format to be the standard format for the Transfer Log
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Completed

Action

O

Enable the Referrer Log or Agent Log if the Combined Log Format
isunavailable

Establish different log file names for different virtual Web sitesthat
may be implemented as part of asingle physical Web server

Use the Remote User Identity as specified in RFC 1413

Store logs on a separate (syd og) host

Archive logs according to organizational requirements

Review logs dally

Review logsweekly (for more long-term trends)

Oogooo O

Use automated log file anadysis tool (s)

Web server backups

Create aWeb server backup policy

Back up Web server incrementally on adaily to weekly basis

Back up Web server fully on aweekly to monthly basis

Periodicaly archive backups

Ooggono

Maintain an authoritative copy of Web site(s)

Recovering from a compromise

Report incident to organization’s computer incident response
capability

Consult the organization's security policy

Isolate compromised system(s) or take steps to contain attack so
additiond evidences can be collected

Investigate other “similar " hoststo determineif the attacker also has
compromised other systems

Conault, as appropriate, with management, lega counsdl, and law
enforcement officials expeditioudy

Analyze theintrusion

Restore the system

Reconnect system to network

Test system to ensure security

Monitor system and network for signsthat the attacker isattempting
to access the system or network again

O Oogooo opo|o|o g

Document lessons learned

Security testing

O

Periodically conduct vulnerability scans on Web server and network
supporting network

Update vulnerability scanner prior to testing

O

Correct any deficiencies identified by the vulnerability scanner

Remote administration and content updating

H-8



Guidelines on Securing Public Web Servers

Completed

Action

O

Use astrong authenti cation mechanism (e.g., public/private key pair,
two factor authentication)

Restrict hosts that can be used to remotely administer or update
content on the Web server by IP address and to theinternal network

Use secure protocals (e.g., secure shell, HTTPS)

O
O
O

Enforce the concept of least privilege on the remote administration
and content updating (i.e., atempt to minimize the access rights for
the remote admini strati on/update account[s])

O

Change any default accounts or passwords from the remote
administration utility or application

Do not alow remaote administration from the Internet through the
firewdl

Do not mount any file shares on the internal network from the Web
server or vice versa

Securing Apache

Completed

Action

Ingtalling and securing the host operating system

Apply latest patches to operating system

Disable or remove al unnecessary services and applications

Apply appropriate permissions to system resources

O god

Use appropriately strong identification and authentication
mechanisms

Ingtalling the Apache Web server software

Install Apache daemon and Web server content on separate hard
drive partitions

Web content should be stored in the DocumentRoot

DocumentRoot and htdocs should beinstalled in separate directories

Remove dl Apache and other vendor documentation from
DcoumentRoot and htdocs directories

Install Apachein achroot jall

O g o|ggl o

Do net install or remove src directory induded in the Apache
distribution

Set permission for the Web server directoriesand files

O

Ensure that al commands executed by roct are protected from non-
root users

O

Create an unprivileged user account for the Apache Web server

Remove all unnecessary scripts, executables, and services

Disable or remove unnecessary services and applicaions

Remove dl sample content

H-9



Guidelines on Securing Public Web Servers

Completed

Action

O

Remove dl unnecessary scripts and executables (e.g., CGl, PHP,
€tc.)

Delete al unnecessary files from the HTML document tree

O
O

Prevent users from cresting .htaccessfiles

Initial configuration

Make working copies of the server configuration files

Disable automatic directory listing

Disable symbalic links

Disable server sideindudes

Enable logging

Configure user identification and authentication as appropriate

O ogooood

Restrict remote operations put and post

Maintaining a secur e Apache configuration

O

Apply al necessary patches to the Apache application (check for
new patches on (at least) aweekly basis)

Employ vulnerability scannersto test Apache ingtdl, underlying

operating system and network defenses (when installed and at least

quarterly theresfter)

Monitor logson adaily basis

Archive and flush Web server logs periodicaly

Oogg O

Perform regular backups of system data and Web server content

Securing Microsoft Internet Information Server

Completed

Action

Implement SSL for al Web sites (where applicable)

Enable logging (W3C extended format)

Set proper logfile ACLs

Backup logs offline weekly if not daily

Remove dl IIS sample gpplications

Remove unused script mappings

Disable RDS Support

Disable IPP Support (11S 5.x only)

Disable parent paths

Enable strong authenti cation for protected resources

Set NTFS directory permissions for Web folders

Back up IS Metabase frequently

UooooogooooOoooog

Run IS Lockdown Tool
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Appendix I. Acronym List

ACL Access Control List

AES Advanced Encryption Standard
ARP Address Resolution Protocol
ASCII  American Standard Code of Information Interchange
ASP Active Server Page

CA Certificate Authority

CD-R  Compact Disc Recordable
CIDR  ClasdessInterDomain Routing
CIFS Common Internet File System
CIO Chief Information Officer

CGl Computer Gateway Interface
CN Common Name

COM  Component Object Modd
CPU Central Processing Unit

CRC Cyclic Redundancy Check
CSR Certificate-Signing Request
DES Data Encryption Standard
DMZ Demilitarized Zone

DNS Domain Name Service

DoS Denial of Service Attack

DSS Digital Signature Standard
FTP File Transfer Protocol

GUI Graphical User Interface

HTML Hypertext Markup Language



HTTP

HTTPS

ICP

IDS

IETF

IS

IMAP

ISAPI

ISP

1SSO

ITL

JVM

LDAP

MAC

MD5
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Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
Internet Caching Protocol

Intrusion Detection System

Internet Engineering Task Force
Internet Information Server

Internet M essage Access Protocol
Internet Protocol

Internet Server Application Program Interface
Internet Service Provider

Information Systems Security Officers
Information Technology Laboratory
Java Virtual Machine

Lightweight Directory Access Protocol
M essage Authentication Code

Message Digest 5

NetBlOS Nework Basic Input/Output System

NFS

NIPC

NIS

NIST

NSA

NTP

ODBC

OMB

PDF

Network File System

National Infrastructure Protection Center
Network Information System

National Institute of Standards and Technology
National Security Agency

Network Time Protocol

Open Database Connectivity Protocol

Office of Management and Budget

Portable Document Format
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PEM  Privacy Enhanced Mail
PHP Hypertext Preprocessor
PKCS  Public Key Cryptography Standard
PWS Pear Web Services
RADIUS Remote Authentication Dial-In User Service
RAM Random Access Memory
REP Roboats Exclusion Standard
RFC Request for Comments
SHTTP SecureHypertext Transfer Protocol
SHA-1  SecureHash Algorithim-1
SMTP  SimpleMail Transfer Pratocol
SOHO  Small Office Home Office
SSH Secure Shdll
SS| Server Side Includes
SSL Secure Socket Layer
SSN Socia Security Numbers
TCP Transport Control Pratocol
TLS Transport Layer
TOS Trusted Operating Systems
UDP User Datagram Protocol
URI Uniform Resource |dentifier
URL Uniform Resource L ocator

WWW  World Wide Web
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3DES, 57

access controls, 28

access controls lists. See ACLs

accountability, 21, 72

ACLs, 65

action at adistance, 4

Active Server Page See ASP

ActiveX, 40, 42, 43, 45

Address Resolution Protocol. See ARP

address-basad authentication, 52

administrative accounts, 30, 36

Adobe Acrobat, 41

Advanced Encryption Standard. See AES

aerial photographs, 4, 38, 49

agve authentication, 54

AES, 57

agent log, 78, 79, 80, 91

dliases, 30

American Standard Code of Information
Interchange See ASCII

Apache 1, 3,27, 31, 44

application layer firewalls, 70, 71

architectural plans, 4, 38, 49

ARP, 75, 77

ASCII, 40, 79

ASP, 30, 36, 43, 45, 46, 49

attack technique propagation, 4

attackers, 5, 8, 31, 34, 37, 43, 44, 69, 73, 86, 87

audits, 2

authentication, 3, 10, 22, 24, 25, 26, 28, 34, 37,
46, 52, 53, 56, 60, 62, 63, 71, 79, 85, 90,
92

authentication mechanisms, 22, 24

authoritative copy of the Web site, 84

automated log fileanalyss, 81

automation of attacks, 4

backup procedures, 82

backups, 2, 5, 82, 83, 84, 86, 91, 8

basic authentication, 52, 53

buffer overflow, 41

C++,45

CA, 58, 59, 61, 62

Certificate Authority. See CA

certificates, 24, 57, 59, 62, 63

certificate-signing request. See CSR

CGl, 10, 26, 30, 36, 43, 44, 45, 47, 49

checksums, 34

Cherry Picker, 32, 33

chief information officer. See CIO

CIFS, 10

CIO, 11, 38

classfied, 37

classfied records, 37

client authentication, 54

client sde active content, 40, 43, 50

COBOL, 45

COM, 46

combined log format, 79

Common Gateway Interface. See CGlI

Common Internet File System. See CIFS

common log formet, 79

complete mediation, 7

Component Object Modd. See COM

compromiserecording, 8

computer security, 13

Computer Security Act of 1987, 1

configuration control, 13

content generators, 40, 41, 44

continuity of operations, 14

continuity of operations plans, 38

cookies, 32, 40, 50, 4

CPU, 80

CRC, 4

CSR, 58, 59

cyclic redundancy check. See CRC

default accounts, 22, 23, 26, 90, 92

default configuration, 3, 20

defensein depth, 7

Demilitarized Zone. SeeDMZ

Denial of service See DoS

deployment plan, 2, 9, 23

digest authentication, 53

Digital Signature Standard. See DSS

disaster recover planning, 14

disaster recovery plans, 38

DMZ, 10, 65, 66, 67, 76, 84

DoS, 1, 4, 5, 23, 28, 29, 30, 32, 42, 66, 67, 68,
73, 74,75, 76

DSS, 57

dynamic Web pages, 29, 46

e-commerce, 4, 44, 61, 84

E-government, 44, 84

Email Siphon, 32, 33

emergency response procedures, 38
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encryption, 3, 24, 37, 48, 52, 53, 55, 57, 58, 60,

62, 63, 81, 90

error log, 78, 82

evacuation routes, 38

explaits, 8, 42

extended log format, 79

fal-safe, 7

fileintegrity checkers, 34, 74

File Transfer Protocol. See FTP

financial records, 38, 49

FIPS 112, 57

firewdls, 2, 1, 69

Firewalls, 69

firmware, 22, 72

FTP, 21, 27, 35, 80, 90

general-purpose operating system, 3, 17, 20, 71

Googlehat, 32, 34

hardened web server appliances, 18

honey pot, 73

host-based firewall, 11

hotfixes, 21

HTML, 42, 43, 45, 46, 62

HTTP, 2,9, 10, 27, 28, 31, 32, 35, 53, 54, 62,
65, 66, 69, 70, 71, 76, 79, 90

HTTPS, 2, 10, 28, 69, 71, 76, 90, 92

Hypertext Preprocessor. See PHP.

Hypertext Transfer Protocol. SeeHTTP

Hypertext Transfer Protocol Secure. See
HTTPS

ICAT metabase, 27

ICP, 10

IDS, 2,72, 73,74, 75

IETF, 53

1S, 1, 3,27, 44

[1S Lockdown Toal, 27

IMAP, 54

information system security principles, 6

Information Systems Security Officers. See
ISSO

Informeation Systems Security Program
Manage's. See|SSM

Information Technology Laboratory. SeelTL

Information Technology Management Reform
Act of 1996, 1

intellectual property, 2

interactive dements, 40

Internt, iii, 1, 6, 4, 22, 27, 32, 35, 41, 52, 54,
58, 64, 65, 67, 69, 70, 71, 76, 79, 84, 90
92

Internet Caching Protocol. See ICP

Internet Engineering Task Force SeelETF

1
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Internet Explorer, 32, 42

Internet M essage Access Protocol. See IMAP

Intrusion detection system. See IDS

investigative records, 38, 49

IP, 54

IP filtering, 64, 90

ISSM, 12

ISSO, 2, 12

ITL, iii

Java, 40, 41, 42, 45, 46, 62

Javasavies, 44, 46

Java Virtua Machine. See VM

JavaScript, 40, 42

VM, 41

LDAP, 54

least common mechanism, 7

least privilege, 7

legal counsd, 39, 87

Lightweight Directory Access Protocol. See
LDAP

Limit directive, 31

links, 30, 36

Linux, 47, 62, 71

log entries, 22, 73

log files, 29, 30, 31, 35, 72, 78, 80, 81, 86, 87

logging, 17, 24, 63, 70, 72, 78, 80, 85

logging requirements, 80

malicious bats, 31, 33, 53, 62

man in the middle, 55

medical records, 38

metacharacters, 47, 51, 5

Microsoft, 1, 3, 25, 27, 42, 43, 44, 45

Microsoft Internet Information Server. SeellS

Misconfiguration, 4

National Institute of Standards and
Technology. See NIST

National Security Agency. See NSA

NeBIOS, 21

Netscape Navigator, 42

Network Administrators, 12

Network Basic Input/Output System. See
NetBIOS

Network File System. See NFS

Network Information System. See NIS

network infrastructure, 1, 6, 62, 64, 65, 69

network layer firewalls, 70

network location, 64

network sniffers, 24

network switches, 75, 77

NFS, 10, 21, 90

NIS, 21
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NIST, iii, iv, 1, 6, 10, 14, 20, 21, 25, 40, 53, 69,
72, 86, 88

nonce, 53

noninteractive accounts, 23, 26

NSA, 25

OBJECT tag, 43

ODBC, 10

Office of Management and Budget. See OMB

OMB, 1

OMB Circular A-130, 1, 15

one-time password, 22, 24

Open Database Connectivity. See ODBC

open design, 7

outsourced hosting, 67

password aging, 23

password complexity, 23

password reuse, 23

patches, 2, 3, 5, 20, 21, 26, 27, 35, 64, 86, 87,
88, 89

patching, 2, 14, 20, 21, 87

PDF, 41, 50

PEM, 59

pendiration testing, 24, 88, 89

Perl, 45, 46

PHP, 30, 44, 46, 47, 49

PKCS, 59

port scanning, 74, 76

Portable Document Format. See PDF

PostScript, 41

premaster secret, 56

Privacy Enhanced Mail. See PEM

proprigtary information, 4, 37, 49

psychological acceptahility, 7

Public Key Cryptography Standard. See PKCS

RADIUS, 10

RAM, 30

random access memory. See RAM

rep, 21

read access, 24

referrer log, 79

referrer logs, 31

remote administration, 22, 24, 27, 35, 64, 90,
92

Remote Authentication Dial-In User Service
See RADIUS

remotely administering a Web server, 90

REP, 32

Requiredirective, 31

reviewing log files, 80

RFC, 54, 79, 80, 91

risk assessment, 13
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risk management, 13

rlogin, 21

Robots Excluson Standard. See REP

robots.txt, 33, 34, 36

roat, 6, 10, 22, 23, 24, 25, 27, 28, 29, 31, 87

routers, 2

RSA, 57

reh, 21

sandbox security modd, 42

seripts, 3, 10, 22, 26, 27, 30, 35, 36, 41, 42, 44,
45, 47, 48, 51, 80

Secure Hash Algorithim-1. See SHA-1

Secure Shdll. See SSH

Secure Socket Layer, 10, 24

securing the operating system, 20

securing Web content, 37, 49

security policy, 5, 12, 13, 14, 46, 86, 88, 91

Security requirements, 3, 9, 12, 17, 20, 25, 52

security testing, 2, 5, 17, 18, 19, 24, 87, 89

security through obscurity, 7, 31

Security training, 14

Senior IT Management, 11

senditiveinformation, 1, 4, 22, 37, 38, 39, 52

sengitivity, 15

separation of privilege, 7

sarvice packs, 21

SHA-1, 57

shared accounts, 23

shortcuts, 30, 36

SimpleMail Transfer Protocol. See SMTP

smplicity, 6

SMTP, 21

Social Security Numbers. See SSN

software bugs, 1

Solaris, 25

spiders. See Web bots. See Web bots

SSH, 24, 85, 90

SSl, 45, 49

SSL, 10, 24, 53, 54, 55, 56, 57, 58, 59, 60, 61,
62, 63, 72, 76

SSN, 37, 40

switches, 2

symbalic links, 30

SYN flood, 30

TCP, 28, 30, 54, 55, 61, 63, 69, 70, 71, 76

telnet, 21, 90

temporary files, 29, 35

TLS, 10, 24, 53, 54, 55, 56, 57, 58, 59, 60, 61,
62, 63, 72, 76

tokens, 22, 24

TOS, 17
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transfer log, 78, 79, 80, 91

Transmission Control Protocol. See TCP

Transport Layer Security, 10, 24, 53

Triple Data Encryption Standard. See 3DES

Tripwire, 60

Trusted Operating System. See TOS

UDP, 69, 70

unauthorized access, 1, 5, 41, 85

Uniform Resource ldertifier. See URI

Unix, 23, 25, 28, 46, 47, 62, 71

unnecessary sarvices, 21, 22, 26, 87

upgrades, 2, 3, 5, 20, 26, 27, 35, 838

URI, 31

URL, 29, 31, 42, 44, 53, 59, 62, 71, 74, 76, 79,
82

user accounts, 23, 24, 26

user authentication, 22

User Datagram Protocol. See UDP

user groups, 23, 26, 36, 52

user-agent, 33, 34

VBScript, 40, 42, 45

vendors, 3, 18, 20, 31, 78

Visua Basic programming language, 42

Visual Basic Script. See VBScript

vulnerabilities, 5, 41, 43

vulnerability scanner, 24, 88, 89, 92

vulnerability scanners, 88
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vulnerability scanning, 24, 88, 89

Web administrator, 3, 20, 21, 22, 23, 24, 31,
33, 34, 41, 64, 74, 75, 76, 78, 80, 81, 82,
86, 87, 88

Web appliances, 18

Web application, 29, 35, 2, 3

Web bots, 32

Web browser, 1

Web browsers, 1, 53, 54, 58, 61

Web contert, 2, 3, 27, 29, 30, 31, 32, 35, 36,

39, 50, 53, 69, 70, 78, 82, 84, 86
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