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This section of the FEDERAL REGISTER
contains regulatory documents having general
applicability and legal effect, most of which
are keyed to and codified in the Code of
Federal Regulations, which is published under
50 titles pursuant to 44 U.S.C. 1510.

The Code of Federal Regulations is sold by
the Superintendent of Documents.

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 39

[Docket No. FAA-2019-0663; Product
Identifier 2018-SW-057—-AD; Amendment
39-21025; AD 2020-02-17]

RIN 2120-AA64

Airworthiness Directives; Sikorsky
Aircraft Corporation Helicopters

AGENCY: Federal Aviation
Administration (FAA), DOT.

ACTION: Final rule.

SUMMARY: The FAA is adopting a new
airworthiness directive (AD) for certain
Sikorsky Aircraft Corporation (Sikorsky)
Model $-70, S—70A, S—70C, S—70C(M),
and S-70C(M1) helicopters. This AD
was prompted by four incidents of
disbonding between the tail rotor (T/R)
blade pitch horn and the torque tube.
This AD requires recurring visual and
tap inspections of the T/R blade, and
depending on the outcome, replacing
the T/R blade. The FAA is issuing this
AD to address the unsafe condition on
these products.

DATES: This AD is effective March 13,
2020.

ADDRESSES: For service information
related to this final rule, contact your
local Sikorsky Field Representative or
Sikorsky’s Service Engineering Group at
Sikorsky Aircraft Corporation, 124
Quarry Road, Trumbull, CT 06611;
telephone 1-800-Winged-S or 203-416—
4299; email wcs_cust_service_eng.gr-
sik@Imco.com. Operators may also log
on to the Sikorsky 360 website at
https://www.sikorsky360.com. You may
view the related service information at
the FAA, Office of the Regional Counsel,
Southwest Region, 10101 Hillwood
Pkwy, Room 6N-321, Fort Worth, TX
76177.

Examining the AD Docket

You may examine the AD docket on
the internet at https://
www.regulations.gov by searching for
and locating Docket No. FAA-2019-
0663; or in person at Docket Operations
between 9 a.m. and 5 p.m., Monday
through Friday, except Federal holidays.
The AD docket contains this AD, the
regulatory evaluation, any comments
received, and other information. The
street address for Docket Operations is
Docket Operations, U.S. Department of
Transportation, Docket Operations, M—
30, West Building Ground Floor, Room
W12 140, 1200 New Jersey Avenue SE,
Washington, DC 20590.

FOR FURTHER INFORMATION CONTACT:
Kristopher Greer, Aviation Safety
Engineer, Boston ACO Branch,
Compliance & Airworthiness Division,
FAA, 1200 District Avenue, Burlington,
MA 01803; telephone 781-238-7799;
email kristopher.greer@faa.gov.
SUPPLEMENTARY INFORMATION:

Discussion

The FAA issued a notice of proposed
rulemaking (NPRM) to amend 14 CFR
part 39 by adding an AD that would
apply to Sikorsky Model S-70, S-70A,
S-70C, S-70C(M), and S-70C(M1)
helicopters with T/R blade part number
70101-31000 (all dash numbers) and
with a serial number up to and
including A009-08915. The NPRM
published in the Federal Register on
September 6, 2019 (84 FR 46903). The
NPRM was prompted by four incidents
of disbonding between the T/R blade
pitch horn and the torque tube on
military-operated Model UH-60L and
SH-60F helicopters. The disbonding
produced minor to severe vibrations due
to the mass imbalance. This condition
may also occur on Sikorsky Model S-70,
S-70A, S-70C, S-70C(M), and S—
70G(M1) helicopters due to design
similarity.

Disbonding between the T/R blade
pitch horn and the torque tube, if not
addressed, could result in the T/R blade
pitch horn rocking in the torque tube,
leading to increased T/R vibrations.
These vibrations could lead to crushing
of the torque tube and subsequent loss
of control of the helicopter. While
Sikorsky continues to test T/R blades
returned from the field, investigation
has revealed blades produced prior to
manufacturing improvements
implemented between 2006 and 2007

are prone to this disbonding. To address
this condition, Sikorsky is assessing
design change options to retrofit the
affected T/R blades.

The NPRM proposed to require,
before the first flight of each day,
visually inspecting each T/R blade for
any crack, leading edge erosion, and
trailing edge skin disbonding and
separation, paying particular attention
to the area from the midspan to the
pitch control horn; and tap inspecting
for disbonding in the pitch horn to
torque tube bond area. Depending on
the outcome of these inspections, the
NPRM proposed to require replacing the
T/R blade. The FAA is issuing this AD
to address the unsafe condition on these
products.

Comments

The FAA gave the public the
opportunity to participate in developing
this AD. The FAA received no
comments on the NPRM or on the
determination of the cost to the public.

FAA’s Determination

The FAA reviewed the relevant data
and determined that air safety and the
public interest require adopting this AD
as proposed.

Related Service Information

The FAA reviewed Sikorsky Aircraft
Model S-70 Blackhawk Derivatives
Maintenance Manual Temporary
Revision No. 72, dated October 12,
2017. This service information specifies
replacing a 10-hour/14-day T/R
inspection with a before first flight of
the day T/R inspection.

The FAA also reviewed section 5—-3—
13.2 Coin-Tapping Inspection Method of
Sikorsky Technical Manual TM 1-70—
23-3, Change 12, dated July 1, 2018.
This service information specifies
procedures for coin-tap inspecting T/R
blades. This service information also
specifies general repair limits and
includes figures illustrating the different
types of materials of the T/R blade skin
and core regions.

Interim Action

The FAA considers this AD an
interim action. The design approval
holder is currently developing a
modification that will address the
unsafe condition identified in this AD.
Once this modification is developed,
approved, and available, we might
consider additional rulemaking.
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Costs of Compliance

The FAA estimates that this AD
affects 13 helicopters of U.S. registry.
The FAA estimates that operators may
incur the following costs in order to
comply with this AD. Labor costs are
estimated at $85 per work-hour.

Inspecting the T/R blades takes about
1 work-hour for an estimated cost of $85
per helicopter and $1,105 for the U.S.
fleet, per inspection cycle.

Replacing a set of two T/R blades
takes about 6 work-hours and parts cost
about $192,304 for an estimated
replacement cost of $192,814 per
helicopter.

Authority for This Rulemaking

Title 49 of the United States Code
specifies the FAA’s authority to issue
rules on aviation safety. Subtitle I,
section 106, describes the authority of
the FAA Administrator. Subtitle VII:
Aviation Programs, describes in more
detail the scope of the Agency’s
authority.

The FAA is issuing this rulemaking
under the authority described in
Subtitle VII, Part A, Subpart III, Section
44701: General requirements. Under
that section, Congress charges the FAA
with promoting safe flight of civil
aircraft in air commerce by prescribing
regulations for practices, methods, and
procedures the Administrator finds
necessary for safety in air commerce.
This regulation is within the scope of
that authority because it addresses an
unsafe condition that is likely to exist or
develop on products identified in this
rulemaking action.

Regulatory Findings

The FAA determined that this AD
will not have federalism implications
under Executive Order 13132. This AD
will not have a substantial direct effect
on the States, on the relationship
between the national government and
the States, or on the distribution of
power and responsibilities among the
various levels of government.

For the reasons discussed above, I
certify that this AD:

(1) Is not a “significant regulatory
action” under Executive Order 12866,

(2) Will not affect intrastate aviation
in Alaska, and

(3) Will not have a significant
economic impact, positive or negative,
on a substantial number of small entities
under the criteria of the Regulatory
Flexibility Act.

The FAA prepared an economic
evaluation of the estimated costs to
comply with this AD and placed it in
the AD docket.

List of Subjects in 14 CFR Part 39

Air transportation, Aircraft, Aviation
safety, Incorporation by reference,
Safety.

Adoption of the Amendment

Accordingly, under the authority
delegated to me by the Administrator,
the FAA amends 14 CFR part 39 as
follows:

PART 39—AIRWORTHINESS
DIRECTIVES

m 1. The authority citation for part 39
continues to read as follows:

Authority: 49 U.S.C. 106(g), 40113, 44701.

§39.13 [Amended]

m 2. The FAA amends § 39.13 by adding
the following new airworthiness
directive (AD):

2020-02-17 Sikorsky Aircraft Corporation:
Amendment 39-21025; Docket No.
FAA-2019-0663; Product Identifier
2018—-SW-057-AD.

(a) Effective Date
This AD is effective March 13, 2020.

(b) Affected ADs

None.
(c) Applicability

This AD applies to Model S-70, S-70A, S—
70C, S-70C(M), and S-70C(M1) helicopters,
certificated in any category, with a tail rotor
(T/R) blade part number 70101-31000 (all
dash numbers) with a serial number (S/N) up
to and including A009-08915.

Note 1 to paragraph (c) of this AD: Each
T/R blade is marked with the S/N.

(d) Subject

Joint Aircraft System Component (JASC):
6410, Tail Rotor Blades.

(e) Unsafe Condition

This AD was prompted by four incidents
of disbonding between the T/R blade pitch
horn and the torque tube. The FAA is issuing
this AD to detect disbonding. The unsafe
condition, if not addressed, could result in
increased T/R vibrations, physical failure of
the torque tube, and subsequent loss of
control of the helicopter.

() Compliance

Comply with this AD within the
compliance times specified, unless already
done.

(g) T/R Blade Inspection

Before the first flight of each day:

(1) Visually inspect each T/R blade for a
crack, leading edge erosion, and trailing edge
skin disbonding and separation, paying
particular attention to the area from the
midspan to the pitch control horn. If there is
a crack, any leading edge erosion, trailing
edge disbonding, or trailing edge separation,
before further flight, replace the T/R blade
with an airworthy part.

(2) Tap test inspect each T/R blade for
disbonding in the pitch horn to torque tube

bond area. If there is any disbonding, before
further flight, replace the T/R blade with an
airworthy part.

(h) Alternative Methods of Compliance
(AMOCs)

(1) The Manager, Boston ACO Branch,
FAA, has the authority to approve AMOCs
for this AD, if requested using the procedures
found in 14 CFR 39.19. In accordance with
14 CFR 39.19, send your request to your
principal inspector or local Flight Standards
District Office, as appropriate. If sending
information directly to the manager of the
certification office, send it to the attention of
the person identified in paragraph (i)(1) of
this AD.

(2) Before using any approved AMOC,
notify your appropriate principal inspector,
or lacking a principal inspector, the manager
of the local flight standards district office/
certificate holding district office.

(i) Related Information

(1) For more information about this AD,
contact Kristopher Greer, Aviation Safety
Engineer, Boston ACO Branch, Compliance &
Airworthiness Division, FAA, 1200 District
Avenue, Burlington, MA 01803; telephone
781-238-7799; email kristopher.greer@
faa.gov.

(2) For service information related to this
AD, contact your local Sikorsky Field
Representative or Sikorsky’s Service
Engineering Group at Sikorsky Aircraft
Corporation, 124 Quarry Road, Trumbull, CT
06611; telephone 1-800-Winged-S or 203—
416-4299; email wces_cust_service_eng.gr-
sik@Imco.com. Operators may also log on to
the Sikorsky 360 website at https://
www.sikorsky360.com. You may view the
related service information at the FAA, Office
of the Regional Counsel, Southwest Region,
10101 Hillwood Pkwy, Room 6N-321, Fort
Worth, TX 76177. For information on the
availability of this material at the FAA, call
817-222-5110.

Issued in Fort Worth, Texas, on January 26,
2020.
Lance T. Gant,

Director, Compliance & Airworthiness
Division, Aircraft Certification Service.

[FR Doc. 2020-02446 Filed 2—6-20; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 71

[Docket No. FAA-2019-0767; Airspace
Docket No. 19-AGL-26]

RIN 2120-AA66
Amendment of Class E Airspace;
Neillsville, WI

AGENCY: Federal Aviation
Administration (FAA), DOT.
ACTION: Final rule.

SUMMARY: This action amends the Class
E airspace extending upward from 700
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feet above the surface at Neillsville
Municipal Airport, Neillsville, WI. This
action is due to an airspace review due
to the decommissioning of the
Neillsville non-directional radio beacon
(NDB).

DATES: Effective 0901 UTC, May 21,
2020. The Director of the Federal
Register approves this incorporation by
reference action under Title 1 Code of
Federal Regulations part 51, subject to
the annual revision of FAA Order
7400.11 and publication of conforming
amendments.

ADDRESSES: FAA Order 7400.11D,
Airspace Designations and Reporting
Points, and subsequent amendments can
be viewed online at https://
www.faa.gov/air_traffic/publications/.
For further information, you can contact
the Airspace Policy Group, Federal
Aviation Administration, 800
Independence Avenue SW, Washington,
DC 20591; telephone: (202) 267-8783.
The Order is also available for
inspection at the National Archives and
Records Administration (NARA). For
information on the availability of FAA
Order 7400.11D at NARA, email
fedreg.legal@nara.gov or go to https://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

FOR FURTHER INFORMATION CONTACT:
Rebecca Shelby, Federal Aviation
Administration, Operations Support
Group, Central Service Center, 10101
Hillwood Parkway, Fort Worth, TX
76177; telephone (817) 222—-5957.
SUPPLEMENTARY INFORMATION:

Authority for This Rulemaking

The FAA’s authority to issue rules
regarding aviation safety is found in
Title 49 of the United States Code.
Subtitle I, Section 106 describes the
authority of the FAA Administrator.
Subtitle VII, Aviation Programs,
describes in more detail the scope of the
agency’s authority. This rulemaking is
promulgated under the authority
described in Subtitle VII, Part A,
Subpart I, Section 40103. Under that
section, the FAA is charged with
prescribing regulations to assign the use
of airspace necessary to ensure the
safety of aircraft and the efficient use of
airspace. This regulation is within the
scope of that authority as it amends the
Class E airspace extending upward from
700 feet above the surface at Neillsville
Municipal Airport, Neillsville, WI, to
support instrument flight rule
operations at this airport.

History

The FAA published a notice of
proposed rulemaking in the Federal
Register (84 FR 54528; October 10,

2019) for Docket No. FAA-2019-0767 to
amend the Class E airspace extending
upward from 700 feet above the surface
at Neillsville Municipal Airport,
Neillsville, WI. Interested parties were
invited to participate in this rulemaking
effort by submitting written comments
on the proposal to the FAA. No
comments were received.

Class E airspace designations are
published in paragraph 6005 of FAA
Order 7400.11D, dated August 8, 2019,
and effective September 15, 2019, which
is incorporated by reference in 14 CFR
71.1. The Class E airspace designations
listed in this document will be
published subsequently in the Order.

Availability and Summary of
Documents for Incorporation by
Reference

This document amends FAA Order
7400.11D, Airspace Designations and
Reporting Points, dated August 8, 2019,
and effective September 15, 2019. FAA
Order 7400.11D is publicly available as
listed in the ADDRESSES section of this
document. FAA Order 7400.11D lists
Class A, B, G, D, and E airspace areas,
air traffic service routes, and reporting
points.

The Rule

This amendment to Title 14 Code of
Federal Regulations (14 CFR) part 71
amends the Class E airspace extending
upward from 700 feet above the surface
within a 6.3-mile radius of the
Neillsville Municipal Airport,
Neillsville, WI; and removes the NDB
and the associated extension. This
action is necessary due to the
decommissioning and removal of the
Neillsville NDB, and for the safety and
management of instrument flight rules,
at this airport.

FAA Order 7400.11, Airspace
Designations and Reporting Points, is
published yearly and effective on
September 15.

Regulatory Notices and Analyses

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current, is non-controversial and
unlikely to result in adverse or negative
comments. It, therefore: (1) Is not a
“significant regulatory action’” under
Executive Order 12866; (2) is not a
“significant rule” under DOT
Regulatory Policies and Procedures (44
FR 11034; February 26, 1979); and (3)
does not warrant preparation of a
regulatory evaluation as the anticipated
impact is so minimal. Since this is a
routine matter that only affects air traffic

procedures and air navigation, it is
certified that this rule, when
promulgated, does not have a significant
economic impact on a substantial
number of small entities under the
criteria of the Regulatory Flexibility Act.

Environmental Review

The FAA has determined that this
action qualifies for categorical exclusion
under the National Environmental
Policy Act in accordance with FAA
Order 1050.1F, “Environmental
Impacts: Policies and Procedures,”
paragraph 5-6.5.a. This airspace action
is not expected to cause any potentially
significant environmental impacts, and
no extraordinary circumstances exist
that warrant preparation of an
environmental assessment.

Lists of Subjects in 14 CFR Part 71

Airspace, Incorporation by reference,
Navigation (air).

Adoption of the Amendment

In consideration of the foregoing, the
Federal Aviation Administration
amends 14 CFR part 71 as follows:

PART 71—DESIGNATION OF CLASS A,
B, C, D, AND E AIRSPACE AREAS; AIR
TRAFFIC SERVICE ROUTES; AND
REPORTING POINTS

m 1. The authority citation for part 71
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g); 40103,
40113, 40120; E.O. 10854, 24 FR 9565, 3 CFR,
1959-1963 Comp., p. 389.

§71.1 [Amended]

m 2. The incorporation by reference in
14 CFR 71.1 of FAA Order 7400.11D,
Airspace Designations and Reporting
Points, dated August 8, 2019, and
effective September 15, 2019, is
amended as follows:

Paragraph 6005 Class E Airspace Areas
Extending Upward From 700 Feet or More
Above the Surface of the Earth.

* * * * *

AGL WIE5 Neillsville, WI [Amended]
Neillsville Municipal Airport, WI
(Lat. 44°33’29” N, long. 90°30"44” W)
That airspace extending upward from 700
feet above the surface within a 6.3-mile
radius of Neillsville Municipal Airport.

Issued in Fort Worth, Texas, on January 30,
2020.
Steve Szukala,

Acting Manager, Operations Support Group,
ATO Central Service Center.

[FR Doc. 2020-02380 Filed 2—-6-20; 8:45 am]
BILLING CODE 4910-13-P
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DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 97

[Docket No. 31295; Amdt. No. 3890]

Standard Instrument Approach
Procedures, and Takeoff Minimums
and Obstacle Departure Procedures;
Miscellaneous Amendments

AGENCY: Federal Aviation
Administration (FAA), DOT.

ACTION: Final rule.

SUMMARY: This rule amends, suspends,
or removes Standard Instrument
Approach Procedures (SIAPs) and
associated Takeoff Minimums and
Obstacle Departure Procedures for
operations at certain airports. These
regulatory actions are needed because of
the adoption of new or revised criteria,
or because of changes occurring in the
National Airspace System, such as the
commissioning of new navigational
facilities, adding new obstacles, or
changing air traffic requirements. These
changes are designed to provide for the
safe and efficient use of the navigable
airspace and to promote safe flight
operations under instrument flight rules
at the affected airports.

DATES: This rule is effective February 7,
2020. The compliance date for each
SIAP, associated Takeoff Minimums,
and ODP is specified in the amendatory
provisions.

The incorporation by reference of
certain publications listed in the
regulations is approved by the Director
of the Federal Register as of February 7,
2020.

ADDRESSES: Availability of matter
incorporated by reference in the
amendment is as follows:

For Examination

1. U.S. Department of Transportation,
Docket Ops—M30, 1200 New Jersey
Avenue SE, West Bldg., Ground Floor,
Washington, DC 20590—-0001;

2. The FAA Air Traffic Organization
Service Area in which the affected
airport is located;

3. The office of Aeronautical
Navigation Products, 6500 South
MacArthur Blvd., Oklahoma City, OK
73169 or,

4. The National Archives and Records
Administration (NARA). For
information on the availability of this
material at NARA, email fedreg.legal@
nara.gov or go to: https://
www.archives.gov/federal-register/cfr/
ibr-locations.html .

Availability

All SIAPs and Takeoff Minimums and
ODPs are available online free of charge.
Visit the National Flight Data Center
online at nfdc.faa.gov to register.
Additionally, individual SIAP and
Takeoff Minimums and ODP copies may
be obtained from the FAA Air Traffic
Organization Service Area in which the
affected airport is located.

FOR FURTHER INFORMATION CONTACT:
Thomas J. Nichols, Flight Procedures
and Airspace Group, Flight
Technologies and Procedures Division,
Flight Standards Service, Federal
Aviation Administration. Mailing
Address: FAA Mike Monroney
Aeronautical Center, Flight Procedures
and Airspace Group, 6500 South
MacArthur Blvd., Registry Bldg. 29,
Room 104, Oklahoma City, OK 73169.
Telephone: (405) 954—4164.

SUPPLEMENTARY INFORMATION: This rule
amends Title 14, Code of Federal
Regulations, Part 97 (14 CFR part 97) by
amending the referenced SIAPs. The
complete regulatory description of each
SIAP is listed on the appropriate FAA
Form 8260, as modified by the National
Flight Data Center (NFDC)/Permanent
Notice to Airmen (P-NOTAM), and is
incorporated by reference under 5
U.S.C. 552(a), 1 CFR part 51, and 14
CFR 97.20. The large number of SIAPs,
their complex nature, and the need for
a special format make their verbatim
publication in the Federal Register
expensive and impractical. Further,
airmen do not use the regulatory text of
the SIAPs, but refer to their graphic
depiction on charts printed by
publishers of aeronautical materials.
Thus, the advantages of incorporation
by reference are realized and
publication of the complete description
of each SIAP contained on FAA form
documents is unnecessary.

This amendment provides the affected
CFR sections, and specifies the SIAPs
and Takeoff Minimums and ODPs with
their applicable effective dates. This
amendment also identifies the airport
and its location, the procedure and the
amendment number.

Availability and Summary of Material
Incorporated by Reference

The material incorporated by
reference is publicly available as listed
in the ADDRESSES section.

The material incorporated by
reference describes SIAPs, Takeoff
Minimums and ODPs as identified in
the amendatory language for part 97 of
this final rule.

The Rule

This amendment to 14 CFR part 97 is
effective upon publication of each
separate SIAP and Takeoff Minimums
and ODP as amended in the transmittal.
For safety and timeliness of change
considerations, this amendment
incorporates only specific changes
contained for each SIAP and Takeoff
Minimums and ODP as modified by
FDC permanent NOTAMs.

The SIAPs and Takeoff Minimums
and ODPs, as modified by FDC
permanent NOTAM, and contained in
this amendment are based on the
criteria contained in the U.S. Standard
for Terminal Instrument Procedures
(TERPS). In developing these changes to
SIAPs and Takeoff Minimums and
ODPs, the TERPS criteria were applied
only to specific conditions existing at
the affected airports. All SIAP
amendments in this rule have been
previously issued by the FAA in a FDC
NOTAM as an emergency action of
immediate flight safety relating directly
to published aeronautical charts.

The circumstances that created the
need for these SIAP and Takeoff
Minimums and ODP amendments
require making them effective in less
than 30 days.

Because of the close and immediate
relationship between these SIAPs,
Takeoff Minimums and ODPs, and
safety in air commerce, I find that notice
and public procedure under 5 U.S.C.
553(b) are impracticable and contrary to
the public interest and, where
applicable, under 5 U.S.C. 553(d), good
cause exists for making these SIAPs
effective in less than 30 days.

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current. It, therefore— (1) is not a
“significant regulatory action” under
Executive Order 12866; (2) is not a
“significant rule”” under DOT regulatory
Policies and Procedures (44 FR 11034;
February 26, 1979) ; and (3) does not
warrant preparation of a regulatory
evaluation as the anticipated impact is
so minimal. For the same reason, the
FAA certifies that this amendment will
not have a significant economic impact
on a substantial number of small entities
under the criteria of the Regulatory
Flexibility Act.

List of Subjects in 14 CFR Part 97

Air Traffic Control, Airports,
Incorporation by reference, Navigation
(Air).
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Issued in Washington, DC, on January 24,
2020.
Rick Domingo,
Executive Director, Flight Standards Service.

Adoption of the Amendment

Accordingly, pursuant to the
authority delegated to me, Title 14,
Code of Federal regulations, Part 97, (14
CFR part 97), is amended by amending
Standard Instrument Approach
Procedures and Takeoff Minimums and

ODPs, effective at 0901 UTC on the
dates specified, as follows:

PART 97—STANDARD INSTRUMENT
APPROACH PROCEDURES

m 1. The authority citation for part 97
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g), 40103,
40106, 40113, 40114, 40120, 44502, 44514,
44701, 44719, 44721-44722.

m 2. Part 97 is amended to read as
follows:

By amending: § 97.23 VOR, VOR/
DME, VOR or TACAN, and VOR/DME
or TACAN; § 97.25 LOC, LOC/DME,
LDA, LDA/DME, SDF, SDF/DME;
§97.27 NDB, NDB/DME; § 97.29 ILS,
ILS/DME, MLS, MLS/DME, MLS/RNAYV;
§97.31 RADAR SIAPs; §97.33 RNAV
SIAPs; and §97.35 COPTER SIAPs,
Identified as follows:

* * * Effective Upon Publication

AIRAC date State City Airport FDC No. FDC date Subject
27-Feb-20 ........ GA Dekalb-Peachtree .......... 0/0682 1/10/20 | ILS OR LOC RWY 21L, Amdt
8C.
27-Feb-20 ........ GA Dekalb-Peachtree .......... 0/0683 1/10/20 | RNAV (GPS) Y RWY 21L, Amdt
1C.
27-Feb-20 ........ ND Harvey Muni .......ccccc.c... 0/0747 1/8/20 | RNAV (GPS) RWY 29, Orig-C.
27-Feb-20 ........ X Taylor Muni .......cccceeueenee. 0/1830 1/8/20 | VOR RWY 17, Amdt 1C.
27-Feb-20 ........ MS Tupelo Rgnl .......ccceneee. 0/2032 1/9/20 | VOR RWY 18, Amdt 1B.
27-Feb-20 ........ MO Camdenton Memorial- 0/2698 1/13/20 | RNAV (GPS) RWY 15, Amdt 1A.
Lake Rgnl.
27-Feb-20 ........ MO Camdenton Memorial- 0/2699 1/13/20 | RNAV (GPS) RWY 33, Amdt 1B.
Lake Rgnl.
27-Feb-20 ........ IN South Bend ........cccceeeee South Bend Intl .............. 0/2700 1/13/20 | RNAV (GPS) RWY 36, Amdt 1.
27-Feb-20 ........ OK Claremore ..........cccceuene Claremore Rgnl ............. 0/2714 1/13/20 | VOR/DME-B, Amdt 3A.
27-Feb—20 ........ AL Monroeville .........coee.e. Monroe County Aeroplex 0/2719 1/13/20 | RNAV (GPS) RWY 3, Orig-E.
27-Feb—20 ........ AL Monroeville .........c....... Monroe County Aeroplex 0/2720 1/13/20 | VOR RWY 3, Amdt 10C.
27-Feb-20 ........ GA Hazlehurst .......ccccoe.e. Hazlehurst .........cccceee 0/2727 1/13/20 | NDB RWY 14, Amdt 5.
27-Feb—20 ........ IN Marion ........ccceeciieieennne. Marion Muni ..... 0/2734 1/13/20 | VOR RWY 15, Amdt 10E.
27-Feb—20 ........ MS Corinth ..oooveiiiiee Roscoe Turner .... 9/8983 1/13/20 | RNAV (GPS) RWY 18, Amdt 1.
27-Feb—20 ........ MS Corinth ..oocoveiiiiie Roscoe Turner .... 9/8984 1/13/20 | RNAV (GPS) RWY 36, Amdt 1B.
27-Feb-20 ........ NM TA0S .o Taos Rgnl ........ 9/9998 1/13/20 | RNAV (GPS) RWY 4, Orig-A.
27-Feb-20 ........ NM TAOS weveeeeeeeeciieeeee e Taos RNl .....cccvvvuevennnne 9/9999 1/13/20 | VOR/DME-B, Amdt 3A.

[FR Doc. 2020-02014 Filed 2—-6-20; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 97
[Docket No. 31294; Amdt. No. 3889]

Standard Instrument Approach
Procedures, and Takeoff Minimums
and Obstacle Departure Procedures;
Miscellaneous Amendments

AGENCY: Federal Aviation
Administration (FAA), DOT.

ACTION: Final rule.

SUMMARY: This rule establishes, amends,
suspends, or removes Standard
Instrument Approach Procedures
(SIAPs) and associated Takeoff
Minimums and Obstacle Departure
Procedures (ODPs) for operations at
certain airports. These regulatory
actions are needed because of the
adoption of new or revised criteria, or
because of changes occurring in the
National Airspace System, such as the
commissioning of new navigational

facilities, adding new obstacles, or
changing air traffic requirements. These
changes are designed to provide safe
and efficient use of the navigable
airspace and to promote safe flight
operations under instrument flight rules
at the affected airports.

DATES: This rule is effective February 7,
2020. The compliance date for each
SIAP, associated Takeoff Minimums,
and ODP is specified in the amendatory
provisions.

The incorporation by reference of
certain publications listed in the
regulations is approved by the Director
of the Federal Register as of February 7,
2020.

ADDRESSES: Availability of matters
incorporated by reference in the
amendment is as follows:

For Examination

1. U.S. Department of Transportation,
Docket Ops-M30, 1200 New Jersey
Avenue SE, West Bldg., Ground Floor,
Washington, DG, 20590-0001.

2. The FAA Air Traffic Organization
Service Area in which the affected
airport is located;

3. The office of Aeronautical
Navigation Products, 6500 South

MacArthur Blvd., Oklahoma City, OK
73169 or,

4. The National Archives and Records
Administration (NARA). For
information on the availability of this
material at NARA, email fedreg.legal@
nara.gov or go to: https://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

Availability

All SIAPs and Takeoff Minimums and
ODPs are available online free of charge.
Visit the National Flight Data Center at
nfdc.faa.gov to register. Additionally,
individual SIAP and Takeoff Minimums
and ODP copies may be obtained from
the FAA Air Traffic Organization
Service Area in which the affected
airport is located.

FOR FURTHER INFORMATION CONTACT:
Thomas J. Nichols, Flight Procedures
and Airspace Group, Flight
Technologies and Procedures Division,
Flight Standards Service, Federal
Aviation Administration. Mailing
Address: FAA Mike Monroney
Aeronautical Center, Flight Procedures
and Airspace Group, 6500 South
MacArthur Blvd., Registry Bldg. 29
Room 104, Oklahoma City, OK 73169.
Telephone: (405) 954—4164.
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SUPPLEMENTARY INFORMATION: This rule
amends Title 14 of the Code of Federal
Regulations, Part 97 (14 CFR part 97), by
establishing, amending, suspending, or
removes SIAPS, Takeoff Minimums
and/or ODPS. The complete regulatory
description of each SIAP and its
associated Takeoff Minimums or ODP
for an identified airport is listed on FAA
form documents which are incorporated
by reference in this amendment under 5
U.S.C. 552(a), 1 CFR part 51, and 14
CFR part 97.20. The applicable FAA
forms are FAA Forms 8260-3, 82604,
8260-5, 8260—15A, and 8260—15B when
required by an entry on 8260—-15A.

The large number of SIAPs, Takeoff
Minimums and ODPs, their complex
nature, and the need for a special format
make publication in the Federal
Register expensive and impractical.
Further, airmen do not use the
regulatory text of the SIAPs, Takeoff
Minimums or ODPs, but instead refer to
their graphic depiction on charts
printed by publishers of aeronautical
materials. Thus, the advantages of
incorporation by reference are realized
and publication of the complete
description of each SIAP, Takeoff
Minimums and ODP listed on FAA form
documents is unnecessary. This
amendment provides the affected CFR
sections and specifies the types of
SIAPs, Takeoff Minimums and ODPs
with their applicable effective dates.
This amendment also identifies the
airport and its location, the procedure,
and the amendment number.

Availability and Summary of Material
Incorporated by Reference

The material incorporated by
reference is publicly available as listed
in the ADDRESSES section.

The material incorporated by
reference describes SIAPS, Takeoff
Minimums and/or ODPS as identified in
the amendatory language for part 97 of
this final rule.

The Rule

This amendment to 14 CFR part 97 is
effective upon publication of each
separate SIAP, Takeoff Minimums and
ODP as Amended in the transmittal.
Some SIAP and Takeoff Minimums and
textual ODP amendments may have
been issued previously by the FAA in a
Flight Data Center (FDC) Notice to
Airmen (NOTAM) as an emergency
action of immediate flight safety relating
directly to published aeronautical
charts.

The circumstances that created the
need for some SIAP and Takeoff
Minimums and ODP amendments may
require making them effective in less
than 30 days. For the remaining SIAPs

and Takeoff Minimums and ODPs, an
effective date at least 30 days after
publication is provided.

Further, the SIAPs and Takeoff
Minimums and ODPs contained in this
amendment are based on the criteria
contained in the U.S. Standard for
Terminal Instrument Procedures
(TERPS). In developing these SIAPs and
Takeoff Minimums and ODPs, the
TERPS criteria were applied to the
conditions existing or anticipated at the
affected airports. Because of the close
and immediate relationship between
these SIAPs, Takeoff Minimums and
ODPs, and safety in air commerce, I find
that notice and public procedure under
5 U.S.C. 553(b) are impracticable and
contrary to the public interest and,
where applicable, under 5 U.S.C 553(d),
good cause exists for making some
SIAPs effective in less than 30 days.

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current. It, therefore—(1) is not a
“significant regulatory action” under
Executive Order 12866; (2) is not a
“significant rule” under DOT
Regulatory Policies and Procedures (44
FR 11034; February 26,1979); and (3)
does not warrant preparation of a
regulatory evaluation as the anticipated
impact is so minimal. For the same
reason, the FAA certifies that this
amendment will not have a significant
economic impact on a substantial
number of small entities under the
criteria of the Regulatory Flexibility Act.

List of Subjects in 14 CFR Part 97

Air Traffic Control, Airports,
Incorporation by reference, Navigation
(Air).

Issued in Washington, DC, on January 24,
2020.

Rick Domingo,
Executive Director, Flight Standards Service.

Adoption of the Amendment

Accordingly, pursuant to the
authority delegated to me, Title 14,
Code of Federal Regulations, Part 97 (14
CFR part 97) is amended by
establishing, amending, suspending, or
removing Standard Instrument
Approach Procedures and/or Takeoff
Minimums and Obstacle Departure
Procedures effective at 0901 UTC on the
dates specified, as follows:

PART 97—STANDARD INSTRUMENT
APPROACH PROCEDURES

m 1. The authority citation for part 97
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g), 40103,
40106, 40113, 40114, 40120, 44502, 44514,
44701, 44719, 44721-44722.

m 2. Part 97 is amended to read as
follows:

Effective 26 March 2020

Oakland, CA, Metropolitan Oakland
Intl, ILS OR LOC RWY 12, ILS RWY
12 (SA CAT I), Amdt 8B

Denver, CO, Rocky Mountain
Metropolitan, RNAV (GPS) RWY 12L,
Amdt 1

Denver, CO, Rocky Mountain
Metropolitan, Takeoff Minimums and
Obstacle DP, Amdt 7

Kremmling, CO, Mc Elroy Airfield,
RNAYV (GPS) RWY 27, Amdt 1

Windsor Locks, CT, Bradley Intl, RNAV
(GPS) RWY 15, Amdt 4

Dawson, GA, Dawson Muni, RNAV
(GPS) RWY 32, Orig-D

Dawson, GA, Dawson Muni, Takeoff
Minimums and Obstacle DP, Amdt 1

Dawson, GA, Dawson Muni, VOR RWY
32, Orig-D

Salem, IL, Salem-Leckrone, NDB RWY
18, Amdt 10B, CANCELLED

La Porte, IN, La Porte Muni, LOC/NDB
RWY 2, Amdt 1D, CANCELLED

Terre Haute, IN, Terre Haute Rgnl, LOC
BC RWY 23, Amdt 19D, CANCELLED

Atchison, KS, Amelia Earhart, RNAV
(GPS) RWY 16, Orig

Atchison, KS, Amelia Earhart, VOR/
DME RWY 16, Orig-B, CANCELLED

Hazard, KY, Wendell H Ford, VOR RWY
14, Amdt 1D, CANCELLED

Bogalusa, LA, George R Carr Memorial
Air Fld, LOC RWY 18, Amdt 3B

Bogalusa, LA, George R Carr Memorial
Air Fld, RNAV (GPS) RWY 18, Amdt
1C

Bogalusa, LA, George R Carr Memorial
Air Fld, RNAV (GPS) RWY 36, Amdt
1B

Slidell, LA, Slidell, RNAV (GPS) RWY
36, Orig-E

Marshfield, MA, Marshfield Muni-
George Harlow Field, NDB RWY 24,
Amdt 3, CANCELLED

Norwood, MA, Norwood Memorial,
RNAYV (GPS) RWY 35, Amdt 1D

Holland, MI, West Michigan Rgnl, ILS
OR LOC RWY 26, Amdt 3

Holland, MI, West Michigan Rgnl,
RNAYV (GPS) RWY 26, Amdt 4

Jackson, MI, Jackson County-Reynolds
Field, ILS OR LOC RWY 25, Amdt 1

Jackson, MI, Jackson County-Reynolds
Field, RNAV (GPS) RWY 7, Amdt 1

Omabha, NE, Eppley Airfield, RNAV
(RNP) Z RWY 14R, Orig-D

New York, NY, LaGuardia, RNAV (GPS)
RWY 13, Amdt 1

Willard, OH, Willard, RNAV (GPS)-A,
Orig

Willard, OH, Willard, VOR-A, Orig-C,
CANCELLED
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Murfreesboro, TN, Murfreesboro Muni,
NDB RWY 18, Amdt 2, CANCELLED

El Paso, TX, El Paso Intl, ILS OR LOC
RWY 22, Amdt 32D

El Paso, TX, El Paso Intl, RADAR-1,
Amdt 15B

El Paso, TX, El Paso Intl, RNAV (GPS)
Y RWY 26L, Amdt 1C

El Paso, TX, El Paso Intl, RNAV (RNP)
Y RWY 4, Orig-F

El Paso, TX, El Paso Intl, RNAV (RNP)
Z RWY 4, Orig-E

El Paso, TX, El Paso Intl, VOR RWY
26L, Amdt 32B

Kountze/Silsbee, TX, Hawthorne Field,
NDB RWY 13, Amdt 3A, CANCELLED

Mineral Wells, TX, Mineral Wells Rgnl,
Takeoff Minimums and Obstacle DP,
Amdt 2A

Mineral Wells, TX, Mineral Wells Rgnl,
VOR RWY 31, Amdt 10D

Bremerton, WA, Bremerton National,
Takeoff Minimums and Obstacle DP,
Amdt 6

Hayward, WI, Sawyer County, ILS OR
LOC RWY 21, Orig-B

[FR Doc. 2020-02013 Filed 2-6—20; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF ENERGY

Federal Energy Regulatory
Commission

18 CFR Part 40
[Docket No. RM18-20-000; ORDER NO. 866]

Critical Infrastructure Protection
Reliability Standard CIP-012-1—Cyber
Security—Communications Between
Control Centers

AGENCY: Federal Energy Regulatory
Commission.

ACTION: Final action.

SUMMARY: The Federal Energy
Regulatory Commission (Commission)
approves Reliability Standard CIP-012—
1 (Cyber Security—Communications
between Control Centers). The North
American Electric Reliability
Corporation (NERC), the Commission-
certified Electric Reliability
Organization, submitted Reliability
Standard CIP-012-1 for Commission
approval in response to a Commission
directive. In addition, the Commission
directs NERC to develop modifications
to the CIP Reliability Standards to
require protections regarding the
availability of communication links and
data communicated between bulk
electric system Control Centers.

DATES: This final action is effective
April 7, 2020.

FOR FURTHER INFORMATION CONTACT:
Vincent Le (Technical Information),

Office of Electric Reliability, Federal
Energy Regulatory Commission, 888
First Street NE, Washington, DC 20426,
(202) 502-6204, vincent.le@ferc.gov.

Kevin Ryan (Legal Information),
Office of the General Counsel, Federal
Energy Regulatory Commission, 888
First Street NE, Washington, DC 20426,
(202) 502-6840, kevin.ryan@ferc.gov.
SUPPLEMENTARY INFORMATION:

1. Pursuant to section 215(d)(2) of the
Federal Power Act (FPA),? the
Commission approves Reliability
Standard CIP-012-1 (Cyber Security—
Communications between Control
Centers). The North American Electric
Reliability Corporation (NERC), the
Commission-certified Electric
Reliability Organization (ERO),
submitted Reliability Standard CIP—
012-1 for Commission approval in
response to a Commission directive in
Order No. 822.2 In Order No. 822, the
Commission directed NERC, pursuant to
section 215(d)(5) of the FPA, to develop
modifications to the Reliability
Standards to require responsible entities
to implement controls to protect, at a
minimum, communications links and
sensitive bulk electric system data
communicated between bulk electric
system Control Centers “in a manner
that is appropriately tailored to address
the risks posed to the bulk electric
system by the assets being protected
(i.e., high, medium, or low impact).” 3

2. Consistent with the directive in
Order No. 822, Reliability Standard
CIP-012-1 improves upon the
currently-effective Critical Infrastructure
Protection (CIP) Reliability Standards to
mitigate cyber security risks associated
with communications between bulk
electric system Control Centers.
Specifically, Reliability Standard CIP—
012-1 supports situational awareness
and reliable bulk electric system
operations by requiring responsible
entities to protect the confidentiality
and integrity of Real-time Assessment 4

116 U.S.C. 8240(d)(2).

2 Revised Critical Infrastructure Protection
Reliability Standards, 81 FR 4177 (Jan. 26, 2016),
Order No. 822, 154 FERC {61,037, at P 53, order
denying reh’g, Order No. 822—A, 156 FERC {61,052
(2016).

316 U.S.C. 8240(d)(5); Order No. 822, 154 FERC
161,037 at P 53.

4The NERC Glossary defines Real-time
Assessment as, “An evaluation of system conditions
using Real-time data to assess existing (pre-
Contingency) and potential (post-Contingency)
operating conditions. The assessment shall reflect
applicable inputs including, but not limited to:
load, generation output levels, known Protection
System and Special Protection System status or
degradation, Transmission outages, generator
outages, Interchange, Facility Ratings, and
identified phase angle and equipment limitations.
(Real-time Assessment may be provided through
internal systems or through third-party services.)”

and Real-time monitoring data
transmitted between bulk electric
system Control Centers. Accordingly,
the Commission approves Reliability
Standard CIP-012-1 because it is largely
responsive to the Commission’s
directive in Order No. 822 and improves
the cyber security posture of responsible
entities. We also approve the associated
violation risk factors and violation
severity levels, implementation plan,
and effective date.

3. In addition, pursuant to section
215(d)(5) of the FPA, the Commission
directs NERC to develop modifications
to the CIP Reliability Standards to
require protections regarding the
availability of communication links and
data communicated between bulk
electric system Control Centers. As
discussed in the notice of proposed
rulemaking (NOPR), Reliability
Standard CIP-012-1 does not require
protections regarding the availability of
communication links and data
communicated between bulk electric
system Control Centers, as directed in
Order No. 822.5 In the NOPR, the
Commission indicated that it did not
agree with NERC’s assertion that
currently-effective Reliability Standards
address availability, and we are not
persuaded by NOPR comments raising
the same argument. Instead, pursuant to
section 215(d)(5) of the FPA, we
determine that the absence of a
requirement that specifically pertains to
the availability of communication links
and data communicated between bulk
electric system Control Centers
represents a reliability gap in the CIP
Reliability Standards that should be
addressed by NERC.

4. The Commission, in the NOPR, also
proposed to direct NERC to identify
clearly the types of data that must be
protected under Reliability Standard
CIP-012-1. The NOPR expressed
concern that Reliability Standard CIP—
012-1 does not adequately identify the
types of data covered by its
requirements, due to, among other
things, the fact that the term ‘“Real-time
monitoring” is not defined in the
Reliability Standard or the NERC
Glossary. After considering the NOPR
comments, however, we determine not
to direct the proposed modification
based on the explanation of the types of
data that must be protected set forth in
the NOPR comments.

NERC Glossary of Terms Used in NERC Reliability
Standards (July 3, 2018).

5 See Critical Infrastructure Protection Reliability
Standard CIP-012-1—Cyber Security—
Communication between Control Centers, Notice of
Proposed Rulemaking, 84 FR 17105 (April 24,
2019), 167 FERC {61,055, at P 54 (2019) (NOPR).
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I. Background

A. Section 215 and Mandatory
Reliability Standards

5. Section 215 of the FPA requires a
Commission-certified ERO to develop
mandatory and enforceable Reliability
Standards, subject to Commission
review and approval. Reliability
Standards may be enforced by the ERO,
subject to Commission oversight, or by
the Commission independently.®
Pursuant to section 215 of the FPA, the
Commission established a process to
select and certify an ERO,7 and
subsequently certified NERC.8

B. Order No. 822

6. In Order No. 822, the Commission
approved seven modified CIP Reliability
Standards and directed NERC to
develop additional modifications to the
CIP Reliability Standards.? Specifically,
the Commission directed that NERC,
among other things, develop
modifications to the CIP Reliability
Standards to require that responsible
entities implement controls to protect,
at a minimum, communications links
and sensitive bulk electric system data
communicated between bulk electric
system Control Centers ““in a manner
that is appropriately tailored to address
the risks posed to the bulk electric
system by the assets being protected
(i.e., high, medium, or low impact).” 10
The Commission observed that NERC,
as well as other commenters in that
proceeding, “‘recognize that inter-
Control Center communications play a
critical role in maintaining bulk electric
system reliability by . . . helping to
maintain situational awareness and
support reliable operations through
timely and accurate communication
between Control Centers.” 11

7. The Commission explained that
Control Centers associated with
responsible entities, including
reliability coordinators, balancing
authorities, and transmission operators,
must be capable of receiving and storing
a variety of bulk electric system data
from their interconnected entities in
order to adequately perform their

616 U.S.C. 8240(e).

7 Rules Concerning Certification of the Electric
Reliability Organization; and Procedures for the
Establishment, Approval, and Enforcement of
Electric Reliability Standards, 71 FR 19814 (April
18, 2006), Order No. 672, 114 FERC {61,104, order
on reh’g, Order No. 672—-A, 114 FERC {61,328
(2006).

8 North American Electric Reliability Corp., 116
FERC {61,062, order on reh’g and compliance, 117
FERC {61,126 (2006), aff’d sub nom. Alcoa, Inc. v.
FERC, 564 F.3d 1342 (D.C. Cir. 2009).

90rder No. 822, 154 FERC {61,037 at PP 1, 3.

10]d. P 53.

11]d. P 54.

reliability functions. The Commission,
therefore, determined that “‘additional
measures to protect both the integrity
and availability of sensitive bulk electric
system data are warranted.” 12

The Commission cautioned, however,
that “not all communication network
components and data pose the same risk
to bulk electric system reliability and
may not require the same level of
protection.” 13 Therefore, the
Commission determined that NERC
should develop controls that reflect the
risk being addressed in a reasonable
manner.

C. NERC Petition and Reliability
Standard CIP-012-1

8. On September 18, 2018, NERC
submitted for Commission approval
proposed Reliability Standard CIP-012—
1 and the associated violation risk
factors and violation severity levels,
implementation plan, and effective
date.1% NERC states that the purpose of
Reliability Standard CIP-012-1 is to
help maintain situational awareness and
reliable bulk electric system operations
by protecting the confidentiality and
integrity of Real-time Assessment and
Real-time monitoring data transmitted
between Control Centers.

9. NERC states that Reliability
Standard CIP-012-1 ‘“‘requires
Responsible Entities to develop and
implement a plan to address the risks
posed by unauthorized disclosure
(confidentiality) and unauthorized
modification (integrity) of Real-time
Assessment and Real-time monitoring
data while being transmitted between
applicable Control Centers.” 15
According to NERC, the required plan
must include the following: (1)
Identification of security protections; (2)
identification of where the protections
are applied; and (3) identification of the
responsibilities of each entity in case a
Control Center is owned or operated by
different responsible entities.1®

10. As noted above, the types of data
within the scope of Reliability Standard
CIP-012-1 consist of Real-time
Assessment and Real-time monitoring
data exchanged between Control
Centers. NERC states that it is critical
that this information is accurate since
responsible entities operate and monitor
the bulk electric system based on this
Real-time information. NERC explains

12]d.

131d. P 56.

14 Reliability Standard CIP-012-1 is not attached
to this final action. The Reliability Standard is
available on the Commission’s eLibrary document
retrieval system in Docket No. RM18-20-000 and
on the NERC website, www.nerc.com.

15 NERC Petition at 10.

16 Id. at 3.

that Reliability Standard CIP-012-1
“excludes other data typically
transferred between Control Centers,
such as Operational Planning Analysis
data, that is not used by the Reliability
Coordinator, Balancing Authority, and
Transmission Operator in Real-time.” 17
11. NERC also indicates that data at
rest and oral communications fall
outside the scope of Reliability Standard
CIP-012-1. Regarding data at rest, NERC
states that the standard drafting team
determined that since data at rest
resides within BES Cyber Systems,8 it
is already protected by the controls
mandated by Reliability Standards CIP—
003-6 through CIP-011-2. According to
NERGC, oral communications are out of
scope of Reliability Standard CIP-012—
1 “because operators have the ability to
terminate the call and initiate a new one
via trusted means if they suspect a
problem with, or compromise of, the
communication channel.” 19 NERC
notes that Reliability Standard COM—
001-3 requires reliability coordinators,
balancing authorities, and transmission
operators to have alternative
interpersonal communication
capability, which could be used if there
is a suspected compromise of oral
communication on one channel.

D. Notice of Proposed Rulemaking

12. On April 18, 2019, the
Commission issued a NOPR proposing
to approve Reliability Standard CIP—
012-1 as just, reasonable, not unduly
discriminatory or preferential, and in
the public interest.20 The NOPR stated
that Reliability Standard CIP-012-1 is
largely responsive to the Commission’s
directive in Order No. 822 and improves
the cyber security posture of the bulk
electric system by requiring responsible
entities to protect the confidentiality
and integrity of Real-time Assessment
and Real-time monitoring data
transmitted between bulk electric
system Control Centers, which supports
situational awareness and reliable bulk
electric system operations.

13. While proposing to approve
Reliability Standard CIP-012-1, the
Commission also proposed to direct
NERC to develop modifications to the
CIP Reliability Standards to address
potential reliability gaps. First, the
NOPR stated that Reliability Standard
CIP-012-1 does not require protections
regarding the availability of

17 Id. at 12.

18 BES Cyber System is defined as “[o]ne or more
BES Cyber Assets logically grouped by a
responsible entity to perform one or more reliability
tasks for a functional entity.” NERC Glossary. The
acronym BES refers to the bulk electric system.

19NERC Petition at 14.

20NOPR, 167 FERC {61,055 at P 1.
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communication links and data
communicated between bulk electric
system Control Centers as directed in
Order No. 822. The NOPR explained
that the Commission was not persuaded
by NERC’s explanation that certain
currently-effective Reliability Standards
address the issue of availability. Second,
the NOPR raised a concern that
Reliability Standard CIP-012-1 does not
adequately identify the types of data
covered by its requirements, due to,
among other things, the fact that Real-
time monitoring is not defined in the
proposed Reliability Standard or the
NERC Glossary.21

14. In response to the NOPR, eight
entities submitted comments. A list of
commenters appears in Appendix A.
The discussion below addresses the
proposals in the NOPR as well as the
NOPR comments.

II. Discussion

15. Pursuant to section 215(d)(2) of
the FPA, the Commission approves
Reliability Standard CIP-012-1 as just,
reasonable, not unduly discriminatory
or preferential, and in the public
interest. Reliability Standard CIP-012-1
largely addresses the Commission’s
directive in Order No. 822 because it
will enhance existing protections for
bulk electric system reliability by
augmenting the currently-effective CIP
Reliability Standards to mitigate cyber
security risks associated with
communications between bulk electric
system Control Centers. Reliability
Standard CIP-012-1 achieves this by
requiring responsible entities to protect
the confidentiality and integrity of Real-
time Assessment and Real-time
monitoring data transmitted between
bulk electric system Control Centers,
thereby supporting situational
awareness and reliable bulk electric
system operations.

16. While the Commission approves
Reliability Standard CIP-012-1, we also
determine that the reliability risks
identified in Order No. 822 will not be
fully addressed with the
implementation of the Reliability
Standard. As discussed below, a
significant cyber security risk associated
with the protection of communications
links and sensitive bulk electric system
data communicated between bulk
electric system Control Centers remains
because Reliability Standard CIP-012-1
does not address the availability of
communication links and data
communicated between bulk electric
system Control Centers. To address this
gap, the Commission directs NERC,
pursuant to section 215(d)(5) of the

21]d. P 16.

FPA, to develop modifications to the
CIP Reliability Standards to require
protections regarding the availability of
communication links and data
communicated between bulk electric
system Control Centers.

17. Below, we discuss the following
issues: (A) Availability of bulk electric
system communication links and data;
and (B) scope of bulk electric system
data that must be protected.

A. Availability of Bulk Electric System
Communication Links and Data

1. NOPR

18. The NOPR stated that Reliability
Standard CIP-012—1 does not address
the availability component of the
Commission’s directive in Order No.
822. The NOPR identified this as a gap
because ensuring timely and reliable
access to and use of data is essential to
the reliable operation of the bulk
electric system. The NOPR indicated
that the existing Reliability Standards
cited in NERC’s petition do not require
responsible entities to protect the
availability of sensitive bulk electric
system data in a manner consistent with
Order No. 822.22 In particular, the
NOPR stated that the cited Reliability
Standards either do not apply to
communications between individual
Control Centers or, while their effect
may be to support availability, the
Reliability Standards do not create an
obligation to protect availability.23

2. Comments

19. NERC, Trade Associations, Tri-
State and IRC do not support a directive
that addresses the availability of
communication links and data
communicated between bulk electric
system Control Centers. Reclamation,
Appelbaum, and Liu express support for
the directive, while Bonneville offers
qualified support.

20. Comments opposing the proposed
directive largely reiterate the petition’s
assertion that currently-effective
Reliability Standards adequately protect
the availability of communication links
and data communicated between bulk
electric system Control Centers. For
example, NERC contends that “[wlhile
IRO-002-5 and TOP-001—4 cover
infrastructure within Control Centers,
not between Control Centers, the
requirements help protect the
availability of data to be exchanged
between Control Centers . . . [because]
the data exchange infrastructure in
scope of these requirements facilitates
sending and receiving data between

22]d. P 24.
23]d.

Control Centers.” 2¢ NERC explains that
if “an applicable entity lost capability of
some of this data exchange
infrastructure, the applicable entity
could continue to send and receive data
between Control Centers because of the
redundant data exchange infrastructure
within its Control Center.25 In addition,
NERC states that Reliability Standards
IRO-010-2 and TOP-003-3 require
applicable entities to use a mutually
agreeable security protocol between
Control Centers. NERC explains that this
supports availability by helping to
ensure that conflicting protocols do not
impede receipt of data between Control
Centers.

21. NERC also contends that
Reliability Standard EOP-008-2 helps
support the availability of
communication links between Control
Centers by requiring reliability
coordinators to have backup Control
Center facilities, or backup Control
Center functionality for balancing
authorities and transmission operators,
in addition to their primary Control
Centers. NERC explains that “[t]hese
backup facilities supply redundancy of
some communication links and data
exchange infrastructure and capabilities
at the backup Control Center.”” 26 NERC
further explains that entities with
geographically diverse primary and
backup Control Centers may have
communication links that are physically
separate from one another. NERC
concludes that although ““geographic
diversity alone will not always provide
redundancy of communication links,
having backup Control Centers with
different paths to communicate with
other Control Centers helps support
availability of communication links.” 27

22. In addition, comments opposing
the directive maintain that it is
premature to require protections for the
availability of the communication links
and data at issue. NERC states that it
recognizes that ““there may be additional
controls that could help address” risks
to the availability of data and
communication links and commits to
“study the risks to availability of data
and communication links between
Control Centers and the current controls
that support availability.” 28 Trade
Associations, similarly, “encouragels]
the Commission to consider directing
NERC to study the issue [of
telecommunications security] to identify

24 NERC Comments at 5.

25 Id.; see also Trade Associations Comments at
6—8, Tri-state Comments at 3.

26 NERC Comments at 7; see also Trade
Associations Comments at 9—-10.

27 NERC Comments at 7.

28]d. at 8-9.
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specific availability vulnerabilities and
potential mitigation methods.” 29

23. IRC, while not supporting the
proposed directive, “acknowledges that
[the Commission] could require
additional actions by responsible
entities to promote the availability of
[bulk electric system] communication
links to the extent possible through
contracts with telecommunications
providers.” 30 IRC recommends a best
efforts approach similar to how supply
chain risks are addressed under
Reliability Standard CIP-013-1.
Specifically, IRC suggests that “NERC
could adopt a standard that would
require responsible entities, when
negotiating these service contacts, to
take reasonable steps or use best efforts
to maximize the availability of
communication links.” 31

24. Reclamation, in support of the
Commission proposal, states that the
availability of communication networks
should encompass links between
Control Centers owned by the same
entity as well as Control Centers owned
by different entities. Reclamation
maintains that the requirements for
electronic communications be parallel
to the following requirements for oral
communication contained in Reliability
Standard COM-001-3: (1) Have
electronic communication capability; (2)
designate alternative electronic
communication capability in the event
of a failure of the primary
communication capability; (3) test the
alternate method of electronic
communication; (4) notify the entity on
the other end of the communication
path if a failure is detected; and (5)
establish mutually agreeable action to
restore the electronic communication
capability.

25. As an initial matter, Bonneville
recommends delaying approval of
Reliability Standard CIP-012-1 until
NERC conducts a pilot project to study
the most effective way to encrypt data
while ensuring the data is available to
responsible entities. However, if the
Commission approves the Reliability
Standard, Bonneville “agrees with the
Commission’s proposal to address the
availability of communication links and
data communicated between Control
Centers.” 32 Bonneville explains that
maintaining the availability of the
communication links includes
addressing both redundancy and
recovery. Therefore, Bonneville
recommends that, if Reliability Standard
CIP-012-1 is approved, ‘‘the

29 Trade Associations Comments at 12.
30JRC Comments at 3 (emphasis in original).
31[d.

32 Bonneville Comments at 5.

Commission order NERC to adopt
modifications requiring Responsible
Entities to have incident recovery plans/
continuity of operation plans addressing
planning for recovery time, capability,
and capacity.” 33 Similarly, Appelbaum
supports the proposed directive and
contends that “a requirement for a
continuing operations plan for loss of
critical data resulting for the loss of
Control Center functionality should be
directed.” 34

3. Commission Determination

26. We determine that modifications
to the CIP Reliability Standards to
address the availability of
communication links and data
communicated between bulk electric
system control centers will enhance
bulk electric system reliability. As the
Commission stated in Order No. 822,
bulk electric system Control Centers
“must be capable of receiving and
storing a variety of sensitive bulk
electric system data from interconnected
entities.”” 35 We are not persuaded by the
contention in the petition and
comments that currently-effective
Reliability Standards adequately
address the directive in Order No. 822
regarding availability. Instead, we
determine that the Reliability Standards
cited by NERC either do not apply to
communications between Control
Centers or do not create an obligation to
protect the availability of data between
Control Centers. Accordingly, the
directed modifications to the CIP
Reliability Standards are not duplicative
of existing Reliability Standards.

27. As the Commission explained in
the NOPR, the existing Reliability
Standards cited by NERC are not
responsive to the availability directive
in Order No. 822.36 Reliability
Standards IRO-002-5 and TOP-001-4
require responsible entities to have
redundant and diversely routed data
exchange infrastructure within the
Control Center environment, but they do
not address communications between
individual Control Centers, which was
the subject of the Commission’s
directive in Order No. 822.37 While it is
true that the infrastructure associated
with communications within Control
Centers may be useful to data exchange
between Control Centers, nothing in the
cited Reliability Standards creates an
obligation to maintain data availability

331d. at 6.

32 Appelbaum Comments at 7.

35 Order No. 822, 154 FERC {61,037 at P 54.

36 NOPR, 167 FERC {61,055 at P 24.

37NOPR, 167 FERC {61,055 at P 24; NERC
Comments at 5 (“IRO-002—5 and TOP—011—4 cover
infrastructure within Control Centers, not between
Control Centers”).

between Control Centers. Similarly,
Reliability Standards IRO-010-2 and
TOP-003-3 require responsible entities
to have mutually agreeable security
protocols for exchange of Real-time
data, which may have the effect of
contributing to greater availability;
however, these requirements do not
create an obligation, as directed in
Order No. 822, to protect the availability
of those communication capabilities and
associated data by applying appropriate
security controls.

28. As the NOPR explained, creating
an obligation to protect availability,
while affording flexibility in terms of
what data is protected and how, is
distinct from relying on currently-
effective Reliability Standards whose
effect may be to support availability.38
The comments do not offer a new or
persuasive reason to alter this view. For
example, the Trade Associations repeat
the line of reasoning in the NERC
petition by “encourag[ing] the
Commission to focus holistically on the
broad requirements contained with [the]
IRO and TOP standards, which focus on
the performance requirements necessary
to support Real-time monitoring and
Real-time Assessments.” 39 In this
circumstance, we disagree with that
approach because, as the Commission
observed in Order No. 822, “NERC and
other commenters recognize that inter-
Control Center communications play a
critical role in maintaining bulk electric
system reliability by, among other
things, helping to maintain situational
awareness and reliable bulk electric
system operations through timely and
accurate communication between
Control Center.” 40 Thus, the holistic
view urged by Trade Associations does
not address the gap recognized by the
Commission in Order No. 822.

29. The contention in NERC’s
comments that Reliability Standard
EOP-008-2 could also help maintain
the availability of communication links
between bulk electric system Control
Centers, rests on the same reasoning that
the ancillary benefits of an existing
Reliability Standard addresses the
reliability gap identified by the
Commission and concomitant
availability directive in Order No. 822.
While we agree that a requirement to
maintain a backup Control Center
arguably provides a level of redundancy
for a responsible entity’s overall
operations, it does not require
redundant and diversely routed

38 NOPR, 167 FERC {61,055 at P 24; NERC
Comments at 6-7 (stating that alarms, recovery
plans, and the ability to disable data encryption
also support data availability).

39 Trade Associations Comments at 8.

40 Order No. 822, 154 FERC {61,037 at P 54.
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communication paths between either
the primary and backup Control Centers
or third-party Control Centers.

30. In addition, we do not agree that
it is premature to require protections for
the availability of the communication
links and data communicated between
bulk electric system Control Centers.
While NERC and Trade Associations
advocate further study of the risks
associated with availability, we
conclude that the risks associated with
losing the availability of either data or
communication links between bulk
electric system Control Centers is
supported by the existing record and
warrants a directive to modify the CIP
Reliability Standards.41

31. We address several related issues
raised in the comments. Commenters
raise a concern that directing NERC to
address requirements for certain aspects
of availability, in particular redundancy
and diverse routing, could have
significant impacts on responsible
entities using third-party
telecommunications providers.
Specifically, Trade Associations notes
that responsible entities “may not have
sufficient control over the design of
these networks to ensure that such
requirements are met.” 42 Without
control over these networks,
commenters suggest that the only
options for addressing availability
would be to construct costly private
networks or implement less secure
internet-based connections.*3

32. We are not persuaded by these
arguments. Rather, as IRC correctly
notes in its discussion of the challenges
raised in securing third-party
telecommunications networks, while
the Commission lacks jurisdiction over
telecommunication service providers
that may own and operate the
communication links between bulk
electric system Control Centers, the
Commission has the authority to require
responsible entities to take actions to
promote the availability of
communication links through service
contracts with network providers.4# For
example, entities could enter into
service contracts with
telecommunication service providers
that include an agreed-upon quality of
service commitment to maintain the
availability of the data exchange
capability to minimize the availability
risk. Such arrangements would mirror
the approach in Reliability Standard

41 See Appelbaum Comments at 7, Bonneville
Comments at 5, IRC Comments at 3, Dr. Liu
Comments at 1, Reclamation Comments at 1.

42 Trade Associations Comments at 12.

43 See, e.g., id., Tri-State Comments at 2.

44]RC Comments at 3.

CIP-013-1 (Cyber Security—Supply
Chain Risk Management), which also
involved non-jurisdictional entities.>
NERC should likewise consider
allowing responsible entities to contract
with telecommunication service
providers to minimize the risk of loss of
availability of communication links and
data communicated between bulk
electric system Control Centers in cases
where communications between Control
Centers are managed by a third party.

33. We agree with Reclamation’s
comment that protections for the
availability of communication links and
data communicated between bulk
electric system Control Centers should
encompass both entity-owned and third-
party owned Control Centers. The intent
of the Commission’s directive is for
NERC to address the risks associated
with the availability of communication
links and data communicated between
all bulk electric system Control Centers,
which will require coordination
between neighboring responsible
entities.

34. We reject Bonneville’s
recommendation that the Commission
delay approval of Reliability Standard
CIP-012-1 to allow for a pilot project on
encryption. The record in this
proceeding does not support a delay,
and Bonneville’s request conflicts with
the implementation plan proposed by
NERC.46 Moreover, the standard
drafting team addressed the
Commission’s finding on this issue in
Order No. 822. In Order No. 822, the
Commission stated “that any lag in
communication speed resulting from
implementation of protections should
only be measurable on the order of
milliseconds and, therefore, will not
adversely impact Control Center
communications . . . [but that]
technical issues should be considered
by the standard drafting team . . . e.g.,
by making certain aspects of the revised
CIP Standards eligible for Technical
Feasibility Exceptions.” 47 In response,
NERC stated that the standard drafting
team ‘““developed an objective-based
rather than prescriptive requirement
. . . [that] will allow Responsible
Entities flexibility in mitigating the risks
posed . . .in a manner suited to each
of their respective operational
environments.”” 48 Accordingly, we

45 The currently-approved supply chain risk
management Reliability Standard exempts
communication networks and data links between
discrete Electronic Security Perimeters. See NERC
Reliability Standard CIP-013—1, Applicability
Section 4.2.3.2.

46 See NERC Petition at Exhibit B.

47 Order No. 822, 154 FERC {61,037 at P 62.

48 NERC Petition, Exhibit D (Consideration of
Issues and Directives) at 7.

determine not to delay approval of
Reliability Standard CIP-012-1.

35. We agree with Bonneville and
Appelbaum that maintaining the
availability of communication networks
and data should include provisions for
incident recovery and continuity of
operations in a responsible entity’s
compliance plan. We recognize that the
redundancy of communication links
cannot always be guaranteed;
responsible entities should therefore
plan for both recovery of compromised
communication links and use of backup
communication capability should it be
needed for redundancy (i.e., satellite or
other alternate backup
communications).

36. Accordingly, pursuant to section
215(d)(5) of the FPA, we direct that
NERC develop modifications to the CIP
Reliability Standards to require
protections regarding the availability of
communication links and data
communicated between bulk electric
system Control Centers, as discussed
above.

B. Scope of Bulk Electric System Data
That Must Be Protected

1. NOPR

37. The NOPR observed that
Reliability Standard CIP-012-1 requires
the protection of Real-time Assessment
and Real-time monitoring data. The
Commission explained that that while
Real-time Assessment is defined in the
NERC Glossary, Real-time monitoring
data is not defined. Accordingly, the
NOPR expressed concern that
Reliability Standard CIP-012-1 does not
clearly indicate the types of data to be
protected. To address this, the
Commission proposed to direct that
NERC develop modifications to the CIP
Reliability Standards to clearly identify
the types of data that must be protected,
including whether a NERC Glossary
definition of Real-time monitoring
would assist with implementation and
compliance.

2. Comments

38. Appelbaum and Reclamation
support the development of one or more
definitions. Specifically, Reclamation
recommends that the Commission direct
NERC to develop definitions for the
terms: (1) Real-time monitoring data; (2)
Real-time data; (3) BES Data; (4)
Operational Data; (5) System Planning
Data; (6) availability and (7) Real-time
monitoring. Appelbaum supports
requiring a definition of Real-time
monitoring given its importance to
triggering alarms that system operators
respond to and because it is an input to
automatic dispatch.
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39. NERC and other commenters
maintain that a directive is unnecessary
because the terms Real-time Assessment
and Real-time monitoring are clear.
NERC states that the “language used in
proposed Reliability Standard CIP-012—
1, ‘Real-time Assessment and Real-time
monitoring data,’ is sufficient to identify
the data as described in TOP-003-3 and
IRO-010-2." 49 Specifically, NERC
explains that since the IRO and TOP
Reliability Standards are the only
currently-effective Reliability Standards
that use the phrase Real-time
monitoring and the term Real-time
Assessment, “[clompliance with these
standards defines the data that is used
in Real-time monitoring and Real-time
Assessments.”” 50 NERC concludes that
by “using this language that is only
referenced in the IRO and TOP
Reliability Standards families, proposed
CIP-012-1 brings the data identified
pursuant to TOP—003—-3 and IRO-010-2
into scope.” 51

40. Trade Associations and IRC
concur with NERC that the scope of data
subject to the requirements of proposed
Reliability Standard CIP-012-1 is
adequately clear. According to Trade
Associations, responsible Entities and
NERC understand that the types of data
covered in CIP-012-1 is the data
specified for Real-time Assessment and
Real-time monitoring under TOP-003
and IRO-010. Similarly, IRC notes that
“all responsible entities must already
know the universe of data needed for
Real-time Assessment and Real-time
monitoring activities in order to comply
with NERC Reliability Standards TOP—
003-3 and TRO-010-2.” 52 Regarding the
concern raised in the NOPR that the
term Real-time monitoring is not
defined, IRC states that it “sees no
reason that the term should be
presumed to mean something different
from what it means in other places
where it is used in the NERC Reliability
Standards.” 53

41. While Bonneville does not take a
position on the NOPR proposal, it notes
a concern over ‘‘creating a compliance
requirement to identify how different
types of information are protected.” 54
Bonneville states that, generally, the use

49NERC Comments at 10.
50]d.

51 [d.

52]RC Comments at 4.

53]d.

54 Reclamation Comments at 6.

of the same data exchange infrastructure
will result in all data using that
infrastructure receiving the same
protection regardless of data type.
Therefore, Bonneville avers that, if the
Commission directs NERC to define the
scope of data to be protected, then “a
Responsible Entity should have the
option to show that all data types are
protected at the highest level using the
same security protocols, without having
to identify and show how specific types
of data are protected.” 55

3. Commission Determination

42. In view of the comments, we
determine not to adopt the NOPR
proposal to direct modifications to
define the scope of data covered by
Reliability Standard CIP—012—-1. NERC,
Trade Associations and IRC agree that
Reliability Standard CIP-012-1 requires
the protection of Real-time Assessment
and Real-time monitoring data
identified under Reliability Standards
TOP-003-3 and IRO-010-2. This point
is also confirmed in the Technical
Rationale document for Reliability
Standard CIP—012-1.56 We are
persuaded that responsible entities must
know the types of data needed for Real-
time Assessment and Real-time
monitoring activities in order to comply
with Reliability Standards TOP-003-3
and IRO-010-2.

43. With this understanding, we are
satisfied that the data protected under
Reliability Standard CIP-012—-1 is the
same data identified under Reliability
Standards TOP-003-3 and IRO-010-2.
We determine that this clarification
addresses the concern in the NOPR that
not defining the types of data that must
be protected under Reliability Standard
CIP-012-1 could result in uneven
compliance and enforcement. In
addition, we agree with Bonneville that
responsible entities may show that all
data types are protected at the highest
level using the same security protocols,
without having to identify and show
how specific types of data are protected,
so long as the security protocols are
reasonable.

III. Information Collection Statement

44. The FERC-725B information
collection requirements contained in
this final action are subject to review by

55 Id.
56 NERC Petition, Exhibit F (Technical Rationale)
at 1-2.

the Office of Management and Budget
(OMB) under section 3507(d) of the
Paperwork Reduction Act of 1995.57
OMB’s regulations require approval of
certain information collection
requirements imposed by agency
rules.?8 Upon approval of a collection of
information, OMB will assign an OMB
control number and expiration date.
Respondents subject to the filing
requirements of this action will not be
penalized for failing to respond to the
collection of information unless the
collection of information displays a
valid OMB control number.

45. The Commission received no
comments on the validity of the burden
and cost estimates in the NOPR. The
Commission is updating the burden
estimates and labor costs contained in
the NOPR. The Commission in this final
action corrected an error from the NOPR
in the row “Identification of Security
Protection Application (if not owned by
same Responsible Entity) (Requirement
R1.3)” where the total number of hours
was understated by 100,000, and all
calculations based upon this error.

46. The Commission is submitting
these reporting and recordkeeping
requirements to OMB for its review and
approval under section 3507(d) of the
PRA. Comments are solicited on the
Commission’s need for this information,
whether the information will have
practical utility, the accuracy of the
provided burden estimate, ways to
enhance the quality, utility, and clarity
of the information to be collected, and
any suggested methods for minimizing
the respondent’s burden, including the
use of automated information
techniques.

47. The Commission bases its
paperwork burden estimates on the
changes in paperwork burden presented
by Reliability Standard CIP-012-1.

48. The NERC Compliance Registry,
as of December 2019, identifies
approximately 1,482 unique U.S.
entities that are subject to mandatory
compliance with Reliability Standards.
Of this total, we estimate that 719
entities will face an increased
paperwork burden under proposed
Reliability Standard CIP-012-1. Based
on these assumptions, we estimate the
following reporting burden:

5744 U.S.C. 3507(d).
585 CFR part 1320.
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FERC—-725B, MODIFICATIONS DUE TO THE FINAL ACTION IN DOCKET No. RM18-20-000

Number of Number oég Total number Average burden Total annual burden hours
respondents responses of responses hours & cost & total annual cost
per respondent per response 60
(1) e (1) x(@2)=(3) 4 (@) x(4)=5
Implementation of Documented Plan(s) (Requirement 719 1 719 | 128 hrs.; $11,776 .......... 92,032 hrs.; $8,466,944.
R1)61.
Document Identification of Security Protection (Re- 719 1 719 | 40 hrs.; $3,680 .............. 28,560 hrs.; $2,645,920.
quirement R1.1) 61,
Identification of Security Protection Application (if 719 1 719 | 20 hrs.; $1,840 .............. 14,280 hrs.; $1,322,960.
owned by same Responsible Entity) (Requirement
R1.2)61,
Identification of Security Protection Application (if not 719 1 719 | 160 hrs.; $14,720 .......... 14,240 hrs.; $10,583,680.
owned by same Responsible Entity) (Requirement
R1.3)61.
Maintaining Compliance (ongoing, starting in Year 2) 719 1 719 | 83 hrs.; $7,636 .............. 59,677 hrs.; $5,490,284.
Total (one-time, iN Year 1) .....ccooiiiiiiiiiiiiiiins | cveeienieseeienees | seeeesieseenee e 2,876 | oo 250,212 hrs.; $23,019,504.
Total (ongoing, starting in Year 2) ......cccccveee | erienvninieiiiies | e 4 L T 59,677 hrs.; $5,490,284.

49. The one-time burden (in Year 1)
for the FERC-725B information
collection will be averaged over three
years:

e 250,212 hours + 3 = 83,404 hours/year
over Years 1-3

e The number of one-time responses for
the FERC-725B information
collection is also averaged over Years
1-3: 2,876 responses + 3 = 959
responses/year
50. The average annual number (for

Years 1-3) of responses and burden for

one-time and ongoing burden will total:

e 1,678 responses [959 responses (one-
time) + 719 responses (ongoing)]

e 143,081 burden hours [83,404 hours
(one-time) + 59,677 hours (ongoing)]
hours (ongoing)]

51. Title: Mandatory Reliability
Standards for Critical Infrastructure
Protection [CIP] Reliability Standards.

Action: Revisions to FERC-725B
information collection.

OMB Control No.: 1902—-0248.

Respondents: Businesses or other for-
profit institutions; not-for-profit
institutions.

59'We consider the filing of an application to be
a “response.”

60 The hourly cost for wages plus benefits is based
on the average of the occupational categories for
2018 found on the Bureau of Labor Statistics
website (http://www.bls.gov/oes/current/naics2_
22.htm):

Information Security Analysts (Occupation Code:
15-1122): $61.494

Computer and Mathematical (Occupation Code:
15-0000): $63.54

Legal (Occupation Code: 23—-0000): $142.86

Computer and Information Systems Managers
(Occupation Code: 11-3021): $98.81.

These various occupational categories’ wage
figures are averaged as follows: $61.494/hour +
$63.54/hour + $142.86/hour + $98.81/hour) + 4 =
$91.70/hour. The resulting wage figure is rounded
to $92.00/hour for use in calculating wage figures
in the final action in Docket No. RM18-20-000.

61This includes the record retention costs for the
one-time and the on-going reporting documents.

Frequency of Responses: One-time
and Ongoing.

Necessity of the Information: This
final action approves the requested
modifications to Reliability Standards
pertaining to critical infrastructure
protection. As discussed above, the
Commission approves NERC’s proposed
Reliability Standard CIP-012-1
pursuant to section 215(d)(2) of the FPA
because they improve upon the
currently-effective suite of cyber
security Reliability Standards.

Internal Review: The Commission has
reviewed the proposed Reliability
Standard and made a determination that
its action is necessary to implement
section 215 of the FPA.

52. Interested persons may obtain
information on the reporting
requirements by contacting the
following: Federal Energy Regulatory
Commission, 888 First Street NE,
Washington, DC 20426 [Attention: Ellen
Brown, Office of the Executive Director,
email: DataClearance@ferc.gov, phone:
(202) 502-8663, fax: (202) 273-0873].

53. Please send comments concerning
the collection of information and the
associated burden estimate to the
Commission, and to the Office of
Management and Budget, Office of
Information and Regulatory Affairs, 725
17th Street NW, Washington, DC 20503,
Washington, DC 20503 [Attention: Desk
Officer for the Federal Energy
Regulatory Commission]. For security
reasons, comments to OMB should be
submitted by email to: oira_
submission@omb.eop.gov. Comments
submitted to OMB should include
FERC-725B (OMB Control No. 1902—
02438).

IV. Environmental Analysis

54. The Commission is required to
prepare an Environmental Assessment
or an Environmental Impact Statement

for any action that may have a
significant adverse effect on the human
environment.®2 The Commission has
categorically excluded certain actions
from this requirement as not having a
significant effect on the human
environment. Included in the exclusion
are rules that are clarifying, corrective,
or procedural or that do not
substantially change the effect of the
regulations being amended.53 The
actions herein fall within this
categorical exclusion in the
Commission’s regulations.

V. Regulatory Flexibility Act Analysis

55. The Regulatory Flexibility Act of
1980 (RFA) generally requires a
description and analysis of proposed
and final actions that will have
significant economic impact on a
substantial number of small entities.64
The Small Business Administration’s
(SBA) Office of Size Standards develops
the numerical definition of a small
business.t5 The SBA revised its size
standard for electric utilities (effective
January 22, 2014) to a standard based on
the number of employees, including
affiliates (from the prior standard based
on megawatt hour sales).66

56. Reliability Standard CIP-012-1 is
expected to impose an additional
burden on 719 entities 67 (reliability

62 Regulations Implementing the National
Environmental Policy Act of 1969, 52 FR 47897
(Dec. 17, 1987), Order No. 486, FERC Stats. & Regs.
130,783 (1987).

6318 CFR 380.4(a)(2)(ii).

645 U.S.C. 601-12.

6513 CFR 121.101.

6613 CFR 121.201, Subsection 221.

67 Public utilities may fall under one of several
different categories, each with a size threshold
based on the company’s number of employees,
including affiliates, the parent company, and
subsidiaries. These entities may be included in the
SBA categories for: Hydroelectric Power
Generation, Fossil Fuel Electric Power Generation,

Continued
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coordinators [RC], generator operators
[GOP], generator owners [GO],
transmission operators [TOP], balancing
authorities [BA], and transmission
owners [TO]).

57. Of the 719 affected entities
discussed above, we estimate that
approximately 82% percent of the
affected entities are small entities. We
estimate that each of the 590 small
entities to whom the modifications to
Reliability Standard CIP-012-1 apply
will incur one-time, non-paperwork cost
in Year 1 of approximately $17,051,
plus paperwork cost in Year 1 of
$32,016, giving a total cost in Year 1 of
$49,067. In Year 2 and Year 3, each
entity will incur only the ongoing
annual paperwork cost of $7,594. We do
not consider the estimated costs for
these 590 small entities to be a
significant economic impact.

58. Accordingly, we certify that
Reliability Standard CIP-012-1 will not
have a significant economic impact on

VI. Effective Date and Congressional
Notification

59. This final action is effective April
7, 2020. The Commission has
determined, with the concurrence of the
Administrator of the Office of
Information and Regulatory Affairs of
OMB, that this action is not a “‘major
rule” as defined in section 351 of the
Small Business Regulatory Enforcement
Fairness Act of 1996. This final action
is being submitted to the Senate, House,
and Government Accountability Office.

VII. Document Availability

60. In addition to publishing the full
text of this document in the Federal
Register, the Commission provides all
interested persons an opportunity to
view and/or print the contents of this
document via the internet through the
Commission’s Home Page (http://
www.ferc.gov) and in the Commission’s
Public Reference Room during normal
business hours (8:30 a.m. to 5:00 p.m.
Eastern time) at 888 First Street NE,
Room 2A, Washington, DC 20426.

available on eLibrary. The full text of
this document is available on eLibrary
in PDF and Microsoft Word format for
viewing, printing, and/or downloading.
To access this document in eLibrary,
type the docket number of this
document, excluding the last three
digits, in the docket number field.

62. User assistance is available for
eLibrary and the Commission’s website
during normal business hours from the
Commission’s Online Support at (202)
502—-6652 (toll free at 1-866—208—3676)
or email at ferconlinesupport@ferc.gov,
or the Public Reference Room at (202)
502—-8371, TTY (202) 502—-8659. Email
the Public Reference Room at
public.referenceroom@ferc.gov.

By the Commission.

Issued: January 23, 2020.
Nathaniel J. Davis, Sr.,
Deputy Secretary.

Note: The following Appendix will not
appear in the Code of Federal Regulations.

a substantial number of small entities. 61. From the Commission’s Home Appendix A
Page on the internet, this information is = Commenters
Abbreviation Commenter
APPEIDAUM ...t s Jonathan Appelbaum.
Bonneville ... Bonneville Power Administration.
IRC ........... ISO/RTO Council.
Dr. Liu ... Dr. Chen-Ching Liu.
NERC .......... North American Electric Reliability Corporation.
Reclamation ............. Bureau of Reclamation.

Trade AsSSOCIations ........cceevevciiveereeeciciiiiee e

Tri-State ..veeeeeiee e

American Public Power Association, Edison Electric Institute, National
Rural Electric Cooperative Association.
Tri-State Generation and Transmission Association, Inc.

[FR Doc. 2020-01595 Filed 2—6-20; 8:45 am]
BILLING CODE 6717-01-P

DEPARTMENT OF HOMELAND
SECURITY

U.S. Customs and Border Protection
DEPARTMENT OF THE TREASURY

19 CFR Part 12
[CBP Dec. 20-02]
RIN 1515-AE51

Import Restrictions Imposed on
Archaeological Material From Jordan

AGENCY: U.S. Customs and Border
Protection, Department of Homeland
Security; Department of the Treasury.

Nuclear Electric Power Generation, Solar Electric
Power Generation, Wind Electric Power Generation
Geothermal Electric Power Generation, Biomass
Electric Power Generation, Other Electric Power

ACTION: Final rule.

SUMMARY: This final rule amends the
U.S. Customs and Border Protection
(CBP) regulations to reflect the
imposition of import restrictions on
certain archaeological material from the
Hashemite Kingdom of Jordan (Jordan).
These restrictions are being imposed
pursuant to an agreement between the
United States and Jordan that has been
entered into under the authority of the
Convention on Cultural Property
Implementation Act. The final rule
amends the CBP regulations by adding
Jordan to the list of countries which
have a bilateral agreement with the
United States that imposes cultural
property import restrictions. The final
rule also contains the Designated List
that describes the types of

Generation, Biomass Electric Power Generation, or
Electric Bulk Power Transmission and Control.

These categories have thresholds for small entities
varying from 250-750 employees. For the analysis

archaeological material to which the
restrictions apply.

DATES: Effective on February 5, 2020.

FOR FURTHER INFORMATION CONTACT: For
legal aspects, Lisa L. Burley, Chief,
Cargo Security, Carriers and Restricted
Merchandise Branch, Regulations and
Rulings, Office of Trade, (202) 325—
0300, ot-otrrculturalproperty@
cbp.dhs.gov. For operational aspects,
Genevieve S. Dozier, Management and
Program Analyst, Commercial Targeting
and Analysis Center, Trade Policy and
Programs, Office of Trade, (202) 945—
2942, CTAC@cbp.dhs.gov.

SUPPLEMENTARY INFORMATION:
Background

The Convention on Cultural Property
Implementation Act, Public Law 97—
446, 19 U.S.C. 2601 et seq. (‘“the

in this final action, we are using a conservative
threshold of 750 employees.
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Cultural Property Implementation Act”)
implements the 1970 United Nations
Educational, Scientific and Cultural
Organization (UNESCO) Convention on
the Means of Prohibiting and Preventing
the Illicit Import, Export and Transfer of
Ownership of Cultural Property
(hereinafter, ‘“the Convention’ (823
U.N.T.S. 231 (1972))). Pursuant to the
Cultural Property Implementation Act,
the United States entered into a bilateral
agreement with the Hashemite Kingdom
of Jordan (Jordan) to impose import
restrictions on certain Jordanian
archaeological material. This rule
announces that the United States is now
imposing import restrictions on certain
archaeological material from Jordan.

Determinations

Under 19 U.S.C. 2602(a)(1), the
United States must make certain
determinations before entering into an
agreement to impose import restrictions
under 19 U.S.C. 2602(a)(2). On August
14, 2019, the Assistant Secretary for
Educational and Cultural Affairs, United
States Department of State, after
consultation with and recommendation
by the Cultural Property Advisory
Committee, made the determinations
required under the statute with respect
to certain archaeological material
originating in Jordan that is described in
the Designated List set forth below in
this document.

These determinations include the
following: (1) That the cultural
patrimony of Jordan is in jeopardy from
the pillage of archaeological material
representing Jordan’s cultural heritage
dating from approximately 1.5 million
B.C. to A.D. 1750 (19 U.S.C.
2602(a)(1)(A)); (2) that the Jordanian
government has taken measures
consistent with the Convention to
protect its cultural patrimony (19 U.S.C.
2602(a)(1)(B)); (3) that import
restrictions imposed by the United
States would be of substantial benefit in
deterring a serious situation of pillage
and remedies less drastic are not
available (19 U.S.C. 2602(a)(1)(C)); and
(4) that the application of import
restrictions as set forth in this final rule
is consistent with the general interests
of the international community in the
interchange of cultural property among
nations for scientific, cultural, and
educational purposes (19 U.S.C.
2602(a)(1)(D)). The Assistant Secretary
also found that the material described in
the determinations meets the statutory
definition of “archaeological or
ethnological material of the State Party”
(19 U.S.C. 2601(2)).

The Agreement

On December 16, 2019, the United
States and Jordan entered into a bilateral
agreement, “Memorandum of
Understanding between the Government
of the United States of America and the
Government of the Hashemite Kingdom
of Jordan Concerning the Imposition of
Import Restrictions on Categories of
Archaeological Material of Jordan” (“‘the
Agreement”’), pursuant to the provisions
of 19 U.S.C. 2602(a)(2). The Agreement
enters into force on February 1, 2020,
and enables the promulgation of import
restrictions on categories of
archaeological material representing
Jordan’s cultural heritage ranging in
date from the Paleolithic period
(approximately 1.5 million B.C.) to the
middle of the Ottoman period in Jordan
(A.D. 1750). A list of the categories of
archaeological material subject to the
import restrictions is set forth later in
this document.

Restrictions and Amendment to the
Regulations

In accordance with the Agreement,
importation of material designated
below is subject to the restrictions of 19
U.S.C. 2606 and § 12.104g(a) of title 19
of the Code of Federal Regulations (19
CFR 12.104g(a)) and will be restricted
from entry into the United States unless
the conditions set forth in 19 U.S.C.
2606 and § 12.104c of the CBP
regulations (19 CFR 12.104c) are met.
CBP is amending § 12.104g(a) of the CBP
regulations (19 CFR 12.104g(a)) to
indicate that these import restrictions
have been imposed.

Import restrictions listed at 19 CFR
12.104g(a) are effective for no more than
five years beginning on the date on
which the Agreement enters into force
with respect to the United States. This
period may be extended for additional
periods of not more than five years if it
is determined that the factors which
justified the Agreement still pertain and
no cause for suspension of the
Agreement exists. The import
restrictions will expire on February 1,
2025, unless extended.

Designated List of Archaeological
Material of Jordan

The Agreement between the United
States and Jordan includes, but is not
limited to, the categories of objects
described in the Designated List set
forth below. Importation of material on
this list is restricted unless the material
is accompanied by documentation
certifying that the material left Jordan
legally and not in violation of the export
laws of Jordan.

The Designated List includes
archaeological material in stone, metal,

ceramic, and other categories ranging in
date from the Paleolithic period
(beginning around 1.5 million B.C.) to
the middle of the Ottoman period in
Jordan (A.D. 1750).

Archaeological Material

Approximate chronology of well-
known archaeological periods and sites
in Jordan:

(a) Paleolithic period (c. 1.5 million—10,000
B.C.): Azraq Basin, Masharia, Wadi
Sirhan Basin, Wadi Uwaynid, Zarqa
Valley

(b) Neolithic and Chalcolithic periods (c.
10,000-3,800 B.C.): Abu Hamid, Ayn
Ghazal, Bab adh-Dhra, Basta, Bayda,
Pella, Shkarat Msaied, Tulaylat Ghassul,
Sahab, Tall Magass, Tall Shuna North,
Tall Wadi Faynan, Wadi Shuayb

(c) Bronze and Iron periods (c. 3,800-539
B.C.): Amman, Bab adh-Dhra, Dhiban,
Jarash, Jawa, Khirbat Iskander, Khirbat
Zaraqun, Pella, Sahab, Tall Abu Kharaz,
Tall Dayr Alla, Tall Hammam, Tall
Hayyat, Tall Nimrin, Tall Shuna, Tall
Umayri, Tall umm Hammad, Yiftahel

(d) Persian period (539-332 B.C.): Drayjat,
Hisban, Khilda, Rujm Selim, Tall Dayr
Alla, Tall Jalul, Tall Mazar, Tall
Saidiyya, Tall Umayri, Tawilan

(e) Hellenistic period (332—30 B.C.): Gadara
(Umm Qays), Gerasa (Jarash), Khirbat
Dharayh, Khirbat Tannur, Machaerus,
Petra, Philadelphia (Amman), Qasr Abd

(f) Roman period (c. 63 B.C.—A.D. 322): Abila
(Quwayliba), Capitolias, Gadara (Umm
Qays), Gerasa (Jarash), Petra,
Philadelphia (Amman)

(g) Byzantine period (c. A.D. 322—-600): Nebo,
Pella, Tall Hisban, Umm el-Jimal, Umm
Rasas

(h) Islamic period (c. A.D. 600-1516): Ajlun,
Amman, Aylah (Aqaba), Azraq, Dhiban,
Bayda, Gadara, Jerash, Khirbat Faris,
Qasr Burqu, Pella (Fihl), Shawbak, Tall
Abu Qadan, Tall Hisban, Umm Walid,
Wuayrah (Petra)

(i) Ottoman period (c. A.D. 1516-1918):
Aqaba, Khirbet Faris, Hubras, Shawbak,
Tall Hisban, Qalat Unaya (noting that
import restrictions for the Ottoman
period apply to categories of
archaeological material dating up to the
middle of the Ottoman period in Jordan,
A.D. 1750)

Categories of Archaeological Material

A. Stone

B. Ceramic

C. Metal

D. Bone, Ivory, Shell, and Other Organic
Material

E. Glass, Faience, and Semi-Precious Stone

F. Painting and Plaster

G. Textiles, Basketry, and Rope

H. Wood

1. Leather

A. Stone

1. Architectural Elements—This
category includes doors, door frames,
window fittings, columns, capitals,
bases, lintels, jambs, archways, friezes,
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pilasters, engaged columns, altars,
mihrabs (prayer niches), screens,
fountains, inlays, and blocks from walls,
floors, and ceilings of buildings.
Architectural elements may be plain,
molded, or carved and are often
decorated with motifs and inscriptions.
Marble, limestone, sandstone, and
gypsum are most commonly used, in
addition to porphyry and granite.

2. Mosaics—Floor mosaics are made
from stone cut into small bits (tesserae)
and laid into a plaster matrix. Wall and
ceiling mosaics are made with a similar
technique but may include tesserae of
both stone and glass. Subjects can
include landscapes, scenes of deities,
humans, or animals, and activities such
as hunting and fishing or religious
imagery. There may also be vegetative,
floral, or geometric motifs and
imitations of stone.

3. Architectural and Non-
Architectural Relief Sculptures—Types
include carved slabs with figural,
vegetative, floral, geometric, or other
decorative motifs; carved relief vases;
stelae; palettes and plaques. All types
can sometimes be inscribed in various
languages. Sculptures are used for
architectural decoration, including in
religious, funerary (e.g., grave markers),
votive, or commemorative monuments.
Marble, limestone, and sandstone are
most commonly used.

4. Monuments—Types include votive
statues, funerary and votive stelae, and
bases and base revetments in marble,
limestone, and other kinds of stone.
These may be painted, carved with
relief sculpture, decorated with
moldings, and/or carry dedicatory or
funerary inscriptions in various
languages.

5. Statuary—Statues are large-scale
representations of deities, humans,
animals, or hybrid figures in marble,
limestone, or sandstone. Statuary figures
may be painted.

6. Figurines—Figurines are small-
scale representations of deities, humans,
animals, or enigmatic forms such as the
“violin-shaped” figures, in limestone,
calcite, marble, greenstone, basalt, or
sandstone.

7. Sepulchers—Types of burial
containers include sarcophagi, caskets,
reliquaries, and chest urns in marble,
limestone, or other kinds of stone.
Sepulchers may be plain or have figural,
geometric, or floral motifs painted on
them. They may be carved in relief and/
or have decorative moldings.

8. Vessels and Containers—These
include bowls, cups, jars, jugs, lamps,
and flasks, and also smaller funerary
urns and incense burners, in marble,
basalt, limestone, calcite, alabaster,
gypsum, or other stone. Sculpted vessels

in the form of a human head or animal
with a bowl on top (“pillar figures”)
made of basalt are distinctive of the
Chalcolithic period.

9. Furniture—Types include thrones,
tables, and beds, from funerary or
domestic contexts.

10. Tablets and Ostraca—Types
include small-scale plaques and chips of
stone used as surfaces for writing or
drawing. These can be inscribed with
pictographic, cuneiform, Aramaic,
Greek, Punic, Latin, or Arabic scripts.

11. Tools and Weapons—Chipped
stone types include blades (“Canaanean-
type”), borers, scrapers, sickles, burins,
notches, retouched flakes, cores,
arrowheads, cleavers, knives, chisel,
and microliths. Paleolithic period types
are described as Acheulean, Mousterian,
Ahmarian, Aurignacian, and Natufian
complexes. Ground stone types include
grinders (e.g., mortars, pestles,
millstones, whetstones, querns),
choppers, spherical-shaped hand axes,
hammers, mace heads, and weights. The
most commonly used stones are flint,
chert, limestone, granite, basalt, and
obsidian; other examples are hematite
and calcite.

12. Jewelry—Types include seals,
beads, finger rings, masks, and other
personal adornment in marble,
limestone, or various semi-precious
stones—including rock crystal,
amethyst, jasper, agate, steatite, and
carnelian.

13. Seals and Stamps—These are
small devices with at least one side
engraved with a design for stamping or
sealing. They can be in the shapes of
squares, disks, cones, cylinders, or
animals.

B. Ceramic

1. Architectural Elements—These are
baked clay (terracotta) elements used to
decorate buildings. Examples include
acroteria, antefixes, painted and relief
plaques, revetments, carved and molded
brick, knobs, roof tiles, and tile wall
ornaments and panels.

2. Figurines—These include terracotta
(clay) statues and statuettes in the
shapes of deities, humans, and animals,
ranging in height from approximately 5
cm to 20 cm (2 in to 8 in). Figurines may
be undecorated or decorated with paint,
appliques, or inscribed lines. Plaque
types are made in a mold and have a flat
back and image of a human form, often
female, on the front.

3. Models—These are small-scale and
in terracotta, including furniture such as
chairs and beds, chariots, boats, and
buildings.

4. Vessels—Types, forms, and
decoration vary among archaeological
styles and over time. Forms may be

painted or unpainted, handmade or
wheel-made and decorated with
burnish, glazes, or carvings. Ceramic
vessels can depict imagery of humans,
deities, animals, floral decorations, or
inscriptions. Some of the most well-
known types are highlighted below:

a. Neolithic—This type is handmade
and often decorated with a lustrous
burnish and may also be decorated with
appliqué and/or incision, sometimes
with added paint. Yarmoukian style
vessels feature banded herringbone
impression. Jericho style vessels have
slips and red pigment applied in
geometric motifs.

b. Chalcolithic—This type is
dominated by medium-sized holemouth
or short-necked storage jars and
holemouth cooking pots. Distinctive
forms include cornet cups, fenestrated
stands, necked churns, spoons,
“torpedo” jars, and vessels in the shape
of humans or animals. May be painted
with geometric designs.

c. Bronze and Iron—Distinctive types
include Grey Burnished Ware, Metallic
Ware, Band Slip and Line Group
painted decoration, Crackled Ware, Tall
Yehudiyeh Ware, Khirbat Kerak Ware,
Mycenaean types, Chocolate-on-White
Ware, fenestrated stands, collared pithos
jars, and holemouth jars with four
pushed-up ledge handles on the
shoulder.

d. Persian—This type includes locally
produced wares, indistinguishable from
other Iron period ceramics, as well as
imported Greek wares from the fifth and
fourth century B.C. Types include
sausage jars, high-necked cooking pots,
amphorae, narrow bottles, and bag-
shaped perfume juglets.

e. Hellenistic—This type includes
local and imported fine and coarse
wares and amphorae. Examples include
oil lamps, black-slipped pottery,
rhodian amphorae, relief-bowls, plates,
jugs and juglets, fishplates, and bowls
with incurved and outcurved rims,
mastoi, table amphorae, lagynoi,
amphoriskoi and small vessels for
unguents. Imports include black-slipped
pottery from Greece, jugs and juglets,
bowls, storage jars or cooking pots from
Cyprus, and Rhodian wine amphoras.

f. Nabataesan—This type is
characterized by forms with thin walls
and floral motifs, often red pottery with
black designs. The designs on the wares
are painted on or pressed into the
surface with stamps and rouletting
wheels. Vessels of this type come in a
variety of shapes including plates,
serving bowls, drinking bowls, flasks,
jugs, amphoriskoi, and cooking pots.

g. Roman—This type includes fine
and coarse wares, including terra
sigillata and other red gloss wares,
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cooking wares and mortaria, and storage
and shipping amphorae.

h. Byzantine—This type includes
undecorated plain wares, utilitarian
tableware, storage jars, serving vessels,
cook pots, amphorae, and special shapes
such as pilgrim flasks. The fineware
“Jarash bowls,” which are often slipped
and painted, are particularly distinctive.
Other styles can be matte painted or
glazed—including incised “‘sgraffitto”—
and stamped with elaborate polychrome
decorations using floral, geometric,
human, and animal motifs.

i. Islamic and Ottoman—This type
includes mostly unglazed earthen coarse
wares as well as those painted with
linear or vegetal designs. Examples
include dark gray metallic wares with
white paint; glazed fine cream wares;
red-painted wares, including fine
“palace wares;” and ceramic vessels
imitating steatite vessels. The most
common glazes are yellow, green, and
blue. Vessels appear in a variety of
shapes, including jars, jugs, bowls,
basins, cups, zirs, and so-called “sugar
cones” made of distinctly heavy
ceramic.

5. Lamps—Lamps can be glazed or
unglazed in “saucer,” “slipper” or other
styles; they typically have rounded
bodies with a hole on the top and in the
nozzle, handles or lugs, and motifs such
as beading, human faces, rosettes or
other floral elements like bunched
grapes or leaves. Inscriptions may also
be found on the body. Later period
examples may have straight or round,
bulbous bodies with a flared top and
several branches.

6. Seals and Sealings—These are
small devices with at least one side
engraved with a design for stamping or
sealing. They can be in the shapes of
squares, disks, cones, cylinders, or
animals. Sealings are lumps of clay
impressed with a seal used to secure
doors or containers.

7. Tablets—Tablets are covered with
wedge-shaped cuneiform characters or
incised pictographs/hieroglyphics.
Shapes range from very small rounded
disk forms, to small square and
rectangular pillow-shaped forms, to
larger rectangular tablets. Tablets may
be impressed with cylinder or stamp
seals.

8. Ostraca—Ostraca are pottery sherds
used as surfaces for writing or drawing.

9. Objects of Daily Use—These
include game pieces, loom weights,
toys, tobacco pipes, portable hearths,
and andirons.

10. Sepulchers—Types of burial
containers include reliquaries and
ossuaries, the latter being rectangular in
shape or in the shape of stylized
animals with an opening in the short

end of the container. Sepulchers may be
decorated with paint or appliques, or
incised.

C. Metal

1. Statuary—These are large- and
small-scale, including deity, human,
and animal figures in bronze, iron,
silver, or gold. Common types are large-
scale, free-standing statuary from
approximately 1 m to 2.5 m
(approximately 3 ft to 8 ft) in height and
life-size busts (i.e., head and shoulders
of an individual).

2. Reliefs—These include plaques,
appliques, stelae, and masks, often in
bronze. Reliefs may include inscriptions
in various languages.

3. Inscribed or Decorated Sheet—
These are engraved inscriptions and
thin metal sheets with engraved or
impressed designs often used as
attachments to furniture or figures.
Primarily in bronze or lead, but also less
frequently in gold and silver.

4. Vessels and Containers—Forms
include bowls, cups, jars, jugs, strainers,
cauldrons, and boxes, as well as vessels
in the shape of an animal or part of an
animal. This category also includes
scroll and manuscript containers,
reliquaries, and censers. In copper,
bronze, silver, and/or gold. May portray
deities, humans, or animals, as well as
floral motifs in relief. They may include
an inscription.

5. Jewelry—These include necklaces,
chokers, pectorals, finger rings, beads,
pendants, bells, belts, buckles, earrings,
diadems, straight pins and fibulae,
bracelets, anklets, girdles, wreaths and
crowns, make-up accessories and tools,
metal strigils (scrapers), crosses, and
lamp-holders. In the Ottoman period,
perforated coins were used as jewelry.
In iron, bronze, silver, and gold. Metal
can be inlaid with items such as colored
stones and glass.

6. Seals—Seals are small devices with
at least one side engraved with a design
for stamping or sealing. Types include
finger rings, amulets, and seals with a
shank; in lead, tin, copper, bronze,
silver, or gold.

7. Tools—Types include hooks,
weights, axes, scrapers, hammerheads,
trowels, locks, keys, nails, hinges,
tweezers, mace heads, ingots, mirrors
and fibulae (for pinning clothing), in
copper, bronze, or iron.

8. Weapons and Armor—This
includes body armor, such as helmets,
cuirasses, bracers, and shin guards,
shields, and horse armor; often
decorated with elaborate designs that
are engraved, embossed, or perforated.
Both launching weapons (e.g., spears,
javelins, arrowheads) and hand-to-hand
combat weapons (e.g., swords, daggers,

etc.), in copper, bronze, and iron; and in
silver and gold for ceremonial use.

9. Lamps—Lamps can be open saucer-
type or closed, rounded bodies with a
hole on the top and in the nozzle,
handles or lugs. They can include
decorative designs such as beading,
human faces, animals or animal parts,
rosettes or other floral elements. This
category includes handheld lamps,
candelabras, braziers, sconces,
chandeliers, and lamp stands.

10. Coins—Some of the best-known
types include:

a. Nabataean—Coins in silver, lead,
copper or bronze and struck at Petra.
They typically have cornucopiae or
wreaths on the reverse and portrait of
the ruler or rulers on the obverse.

b. Roman Provincial—Coins in silver
and bronze were struck through the
third century A.D. at Roman and Roman
provincial mints of Abila (Abel), Adraa
(Daraa), Charachmoba (Al-Karak), Dium,
Esbous (Heshbon), Gadara (Umm Qais),
Gerasa (Jerash), Medaba (Madaba), Pella,
Petra, Philadelphia (Amman),
Rabbathmoba (Aroer) Capitolias/Dion
(Beit Ras), and Raphana. This type als