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transfer to a person prohibited from 
receiving the technical data. 

(4) Shipping, moving, or transferring 
defense articles between or among the 
United States as defined in § 120.13 of 
this subchapter. 

(5) Sending, taking, or storing 
technical data that is: 

(i) Unclassified; 
(ii) Secured using end-to-end 

encryption; 
(iii) Secured using cryptographic 

modules (hardware or software) 
compliant with the Federal Information 
Processing Standards Publication 140–2 
(FIPS 140–2) or its successors, 
supplemented by software 
implementation, cryptographic key 
management, and other procedures and 
controls that are in accordance with 
guidance provided in current U.S. 
National Institute for Standards and 
Technology (NIST) publications, or by 
other cryptographic means that provide 
security strength that is at least 
comparable to the minimum 128 bits of 
security strength achieved by the 
Advanced Encryption Standard (AES– 
128); 

(iv) Not intentionally sent to a person 
in or stored in a country proscribed in 
§ 126.1 of this subchapter or the Russian 
Federation; and 

Note to paragraph (a)(5)(iv): Data in-transit 
via the internet is not deemed to be stored. 

(v) Not sent from a country proscribed 
in § 126.1 of this subchapter or the 
Russian Federation. 

(b)(1) For purposes of this section, 
end-to-end encryption is defined as: 

(i) The provision of cryptographic 
protection of data, such that the data is 
not in an unencrypted form, between an 
originator (or the originator’s in-country 
security boundary) and an intended 
recipient (or the recipient’s in-country 
security boundary); and 

(ii) The means of decryption are not 
provided to any third party. 

(2) The originator and the intended 
recipient may be the same person. The 
intended recipient must be the 
originator, a U.S. person in the United 
States, or a person otherwise authorized 
to receive the technical data, such as by 
a license or other approval pursuant to 
this subchapter. 

(c) The ability to access technical data 
in encrypted form that satisfies the 
criteria set forth in paragraph (a)(5) of 
this section does not constitute the 
release or export of such technical data. 
■ 9. Section 120.55 is added to read as 
follows: 

§ 120.55 Access Information. 
Access information is information 

that allows access to encrypted 

technical data subject to this subchapter 
in an unencrypted form. Examples 
include decryption keys, network access 
codes, and passwords. 

Christopher A. Ford, 
Assistant Secretary, International Security 
and Nonproliferation, U.S. Department of 
State. 
[FR Doc. 2019–27438 Filed 12–23–19; 8:45 am] 
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SUMMARY: The Coast Guard will enforce 
a segment of the Safety Zone; Brandon 
Road Lock and Dam to Lake Michigan 
including Des Plaines River, Chicago 
Sanitary and Ship Canal, Chicago River, 
Calumet-Saganashkee Channel on all 
waters of the Main Branch of the 
Chicago River 600 feet west of the N 
Orleans Street Bridge and 1000 feet east 
of the N Columbus Street Bridge. This 
action is necessary and intended to 
protect the safety of life and property on 
navigable waters prior to, during, and 
immediately after firework displays. 
During the enforcement periods listed 
below, entry into, transiting, or 
anchoring within the safety zone is 
prohibited unless authorized by the 
Captain of the Port Lake Michigan or a 
designated representative. 
DATES: The regulation in 33 CFR 
165.930 will be enforced from 11:30 
p.m. on December 31, 2019 through 
12:15 a.m. on January 1, 2020. 
FOR FURTHER INFORMATION CONTACT: If 
you have questions about this notice of 
enforcement, call or email LT Tiziana C. 
Garner, Waterways Management 
Division, Marine Safety Unit Chicago, 
U.S. Coast Guard; telephone (630) 986– 
2155, email D09-DG-MSUChicago- 
Waterways@uscg.mil. 
SUPPLEMENTARY INFORMATION: The Coast 
Guard will enforce a segment of the 
Safety Zone; Brandon Road Lock and 
Dam to Lake Michigan including Des 
Plaines River, Chicago Sanitary and 

Ship Canal, Chicago River, Calumet- 
Saganashkee Channel on all waters of 
the main branch of the Chicago River 
600 feet west of the N Orleans Street 
Bridge and 1000 feet east of the N 
Columbus Street bridge. During the 
enforcement period, no vessel may 
transit this regulated area without 
approval from the Captain of the Port 
Lake Michigan or a designated 
representative. Vessels and persons 
granted permission to enter the safety 
zone shall obey all lawful orders or 
directions of the Captain of the Port 
Lake Michigan, or an on-scene 
representative. 

This notice of enforcement is issued 
under authority of 33 CFR 165.930 and 
5 U.S.C. 552(a). In addition to this 
notice in the Federal Register, the Coast 
Guard will also provide notice through 
other means, which will include 
Broadcast Notice to Mariners, Local 
Notice to Mariners, distribution in 
leaflet form, and on-scene oral notice. 
The Captain of the Port Lake Michigan 
or a designated on-scene representative 
may be contacted via Channel 16, VHF– 
FM or at (414) 747–7182. 

Dated: December 17, 2019. 
Thomas J. Stuhlreyer, 
Captain, U.S. Coast Guard, Captain of the 
Port, Lake Michigan. 
[FR Doc. 2019–27625 Filed 12–23–19; 8:45 am] 
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Safety Zone; Straits of Mackinac, MI 
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ACTION: Temporary final rule. 

SUMMARY: The Coast Guard is 
establishing a temporary safety zone in 
the Captain of the Port, Sault Sainte 
Marie zone in Mackinac City, MI. This 
temporary safety zone is necessary to 
protect the public and private 
contractors from potential hazards 
associated with remotely operated 
underwater vehicle operations in the 
Straits of Mackinac. During the effective 
dates of the rule, vessels will not be able 
to operate in certain U.S. navigable 
waters in the Straits of Mackinac within 
500 yards of the Tug Nancy Anne and 
Deck Barge MM–142 without 
authorization from the Captain of the 
Port. 
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