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This section of the FEDERAL REGISTER
contains regulatory documents having general
applicability and legal effect, most of which
are keyed to and codified in the Code of
Federal Regulations, which is published under
50 titles pursuant to 44 U.S.C. 1510.

The Code of Federal Regulations is sold by
the Superintendent of Documents.

DEPARTMENT OF AGRICULTURE

Agricultural Marketing Service

7 CFR Part 989

[Doc. No. AO-FV-16-0016; AMS-SC—16—
0011; SC16-989-1]

Raisins Produced From Grapes Grown
in California; Order Amending
Marketing Order No. 989

AGENCY: Agricultural Marketing Service,
USDA.

ACTION: Final rule.

SUMMARY: This final rule amends
Marketing Order No. 989 (Order), which
regulates the handling of raisins
produced from grapes grown in
California. Five amendments were
proposed by the Raisin Administrative
Committee (RAC) and three were
proposed by the Agricultural Marketing
Service (AMS). Seven of the eight
proposed amendments were favored by
California raisin growers in a mail
referendum, held December 4 through
15, 2017. This final rule also makes
administrative revisions to subpart
headings to bring the language into
conformance with the Office of Federal
Register requirements.

DATES: This rule is effective November
26, 2018.

ADDRESSES: Marketing Order and
Agreement Division, Specialty Crops
Program, AMS, USDA, 1400
Independence Avenue SW, Stop 0237,
Washington, DC 20250-0237.

FOR FURTHER INFORMATION CONTACT:
Melissa Schmaedick, Marketing Order
and Agreement Division, Specialty
Crops Program, AMS, USDA, Post Office
Box 952, Moab, UT 84532; Telephone:
(202) 557-4783, Fax: (435) 259-1502, or
Michelle Sharrow, Marketing Order and
Agreement Division, Specialty Crops
Program, AMS, USDA, 1400
Independence Avenue SW, Stop 0237,
Washington, DC 20250-0237;
Telephone: (202) 720-2491, Fax: (202)

720-8938, or Email:
Melissa.Schmaedick@ams.usda.gov or
Michelle.Sharrow@ams.usda.gov.

Small businesses may request
information on this proceeding by
contacting Richard Lower, Marketing
Order and Agreement Division,
Specialty Crops Program, AMS, USDA,
1400 Independence Avenue SW, Stop
0237, Washington, DC 20250-0237;
Telephone: (202) 720-2491, Fax: (202)
720-8938, or Email: Richard.Lower@
ams.usda.gov.

SUPPLEMENTARY INFORMATION: Prior
documents in this proceeding: Notice of
Hearing issued on April 14, 2016, and
published in the April 22, 2016, issue of
the Federal Register (81 FR 23650) and
a Recommended Decision issued on
May 3, 2017, and published in the May
31, 2017, issue of the Federal Register
(82 FR 24882); and a Secretary’s
Decision and Referendum Order issued
September 19, 2017, and published in
the September 29, 2017, issue of the
Federal Register (82 FR 45517).

This action is governed by the
provisions of sections 556 and 557 of
title 5 of the United States Code and,
therefore, is excluded from the
requirements of Executive Orders
12866, 13563, and 13175. Additionally,
because this rule does not meet the
definition of a significant regulatory
action it does not trigger the
requirements contained in Executive
Order 13771. See the Office of
Management and Budget’s (OMB)
Memorandum titled “Interim Guidance
Implementing Section 2 of the Executive
Order of January 30, 2017 titled
‘Reducing Regulation and Controlling
Regulatory Costs’”’ (February 2, 2017).

Notice of this rulemaking action was
provided to tribal governments through
the Department of Agriculture’s (USDA)
Office of Tribal Relations.

Preliminary Statement

This action, pursuant to 5 U.S.C. 556
and 557, finalizes amendments to
regulations issued to carry out a
marketing order as defined in 7 CFR
900.2(j). This rule is issued under
Marketing Order No. 989, as amended (7
CFR part 989), regulating the handling
of raisins produced from grapes grown
in California. Part 989 (referred to as the
Order) is effective under the
Agricultural Marketing Agreement Act
of 1937, as amended (7 U.S.C. 601-674),
hereinafter referred to as the “Act.”

This rule is formulated on the record
of a public hearing held on May 3 and
4, 2016, in Clovis, California. The
hearing was held pursuant to the
provisions of the Act, and the applicable
rules of practice and procedure
governing the formulation and
amendment of marketing agreements
and orders (7 CFR part 900). Notice of
this hearing was published in the
Federal Register on April 22, 2016 (81
FR 23650). The notice of hearing
contained five proposals submitted by
the RAC and three proposals by AMS.

Upon the basis of evidence
introduced at the hearing and the record
thereof, the Administrator of AMS on
May 3, 2017, filed with the Hearing
Clerk, USDA, a Recommended Decision
and Opportunity to File Written
Exceptions thereto by June 30, 2017.
One exception was filed. The exception
filed opposed the proposed amendment
to establish term limits.

A Secretary’s Decision and
Referendum Order was issued on
September 29, 2017, directing that a
referendum be conducted during the
period of December 4 through 17, 2017,
among eligible California raisin growers
to determine whether they favored the
proposed amendments to the Order. To
become effective, the amendments had
to be approved by at least two-thirds of
those growers voting, or by voters
representing at least two-thirds of the
volume of raisins represented by voters
voting in the referendum. The approved
amendments were favored by over
ninety percent of the growers voting in
the referendum, representing over
ninety percent of the total volume of
raisins produced by those voting. The
failed amendment was opposed by
ninety-three percent of those voting and
ninety-five percent of the represented
volume.

The amendments favored by voters
and included in this final order will:
Authorize production research;
establish new nomination procedures
for independent grower member and
alternate member seats; add authority to
regulate quality; add authority to
establish different regulations for
different market destinations; add a
continuance referenda requirement; and
remove volume regulation and reserve
pool authority from the Order.

USDA also made changes as were
necessary to conform the Order
provisions to the effectuated
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amendments. Conforming changes and
corrections proposed by USDA include:
Revising all references of “offgrade” to
“off-grade”’; revising all references of
“nonnormal” to “non-normal’’; and,
revising all references of ““committee” to
“Committee.” These corrections will
result in consistent spelling of these
terms throughout the Order. Also in this
final rule, USDA will revise the
amendment of § 989.58(d) from
“interplant” and ‘“‘interhandler” to
“inter-plant” and “inter-handler” as it
appears in amended § 989.59(e).

In addition, the words ‘“Processed
Products Standardization and
Inspection Branch” in §§989.58(d) and
989.59(d) will be changed to “Specialty
Crops Inspection Division.” Similarly,
“Processed Products Branch, Fruit and
Vegetable Division” in § 989.102 will be
changed to ““Specialty Crops Inspection
Division.” These corrections will reflect
the official name change of the AMS’s
inspection service office for fruit,
vegetables and specialty crops.

Lastly, an additional correction will
change the amendatory language in
§§989.55, 989.56, 989.65, 989.66,
989.67, 989.71, 989.72, 989.82, 989.154,
989.156, 989.166, 989.167, 989.221,
989.257 and 989.401, from ‘‘remove’ to
“remove and reserve.” This change will
prevent the unintentional renumbering
of remaining sections of the Order.

The amended marketing agreement
was subsequently mailed to all raisin
handlers in the production area for their
approval. The marketing agreement was
approved by handlers representing more
than 50 percent of the volume of raisins
handled by all handlers during the
August 1, 2016, through July 31, 2017,
representative period. Consequently, a
companion handler agreement will also
be established.

Small Business Consideration

Pursuant to the requirements set forth
in the Regulatory Flexibility Act (RFA),
AMS has considered the economic
impact of this action on small entities.
Accordingly, AMS has prepared this
final regulatory flexibility analysis.

The purpose of the RFA is to fit
regulatory actions to the scale of
businesses subject to such actions so
that small businesses will not be unduly
or disproportionately burdened.
Marketing orders and amendments
thereto are unique in that they are
normally brought about through group
action of essentially small entities for
their own benefit.

According to the hearing transcript,
there are approximately 3,000 raisin
producers in California. According to
National Agricultural Statistics Service
data presented at the hearing, the total

value of production of raisins in the
2014/15 crop year is $598,052,000.
Taking the total value of production for
raisins and dividing it by the total
number of raisin producers provides an
average return per producer of
$199,950.67. A small producer as
defined by the Small Business
Administration (SBA) (13 CFR 121.201)
is one that grosses less than $750,000
annually. Therefore, a majority of raisin
producers are considered small entities
under SBA’s standards.

According to the industry, there were
23 raisin handlers for the 2015/16 crop
year. While individual handling
operation information is proprietary,
both testimonies offered by handler
witnesses and an assessment of total
value of dried production leads USDA
to conclude that 13 handlers would be
considered small entities under SBA’s
standards.

According to the record, two of the 23
handlers handled roughly 60 percent of
total production during the 2015/16
crop year. A calculation using the 2014
total value of production of
$598,052,000 puts the value handled by
the cooperatives at $358,831,200
($598,052,000 x 60 percent) and the
value handled by all other handlers at
$239,220,800. With 21 non-cooperative
handlers remaining, $239,220,800
divided by that number results in an
average handler receipt of $11,391,467.
Assuming a normal bell-curve
distribution, coupled with the number
of handlers self-identifying at the
hearing as small business entities,
USDA accepts the Committee’s assertion
that 13 handlers fall under the SBA
definition of small agricultural service
firm. A small agricultural service firm as
defined by the SBA is one that grosses
less than $7,500,000 annually. Thus,
slightly more than half of the industry’s
handlers are considered small entities
under SBA’s standards.

The production area regulated under
the Order covers the state of California.
Acreage devoted to raisin production in
the regulated area has declined in recent
years. According to data presented at
the hearing, bearing acreage for raisins
reached a high of 280,000 acres during
the 2000/01 crop year. Since then,
bearing acreage for raisins has decreased
32 percent to 190,000 acres in 2014/15.
As a result, the total production of
raisins reached a high during the 2000/
01 crop year of 484,500 tons (dried
basis). Since the 2000/01 crop year, total
production for raisins has decreased 32
percent to 328,600 tons in 2014/15.

During the hearing held May 3 and 4,
2016, interested persons were invited to
present evidence on the probable
regulatory and information collection

impact of the proposed amendments to
the Order on small businesses. The
evidence presented at the hearing shows
that none of the proposed amendments
would have any burdensome effects or

a significant economic impact on a
substantial number of small agricultural
producers or firms.

Material Issues

Material Issue Number 1—Authorize
Production Research

This action amends §989.53 to
authorize production research.

Currently, the California Raisin
Marketing Board (CRMB) is the funding
source for production research for the
California raisin industry. Three years
ago, payments of assessments to the
CRMB were suspended due to the
results of litigation. Without funding,
the CRMB has been unable to conduct
any new production research projects.
The amendment to § 989.53 will
authorize the RAC to conduct
production research without having to
rely on the CRMB for funding.

Witnesses stated that future research
could potentially impact producers in
many ways, such as reducing pesticide
usage or the development of new
varieties that are less labor intensive.
Production research will provide the
raisin industry the ability to meet the
needs of the ever changing domestic and
international markets. According to a
witness’s testimony, the benefits of the
proposed amendment will outweigh any
costs and will not have a significant
impact on a substantial number of small
entities.

Material Issue Number 2—Authorize
Separate Nominations for Independent
Producer Member and Independent
Producer Alternate Member Seats

This action amends §§ 989.29 and
989.129 to authorize separate
nominations for independent producer
members and independent producer
alternate member seats.

Currently, the RAC has difficulty
filling Committee seats designated for
independent producer members and
independent producer alternate
members. Independent producer
alternate member seats have gone
unfilled for several consecutive years.

According to witnesses’ testimony,
this amendment will increase the
participation of independent producers
willing to participate on the RAC.
Allowing for separate nominations for
members and alternates will encourage
participation by those who wish to serve
in one capacity and not the other. Full
participation would give the
independent producers full
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representation on the Board they
represented and a voice in RAC
decisions.

It is determined that the benefits of
increased RAC participation by
independent producers will outweigh
any costs associated with the
implementation of this amendment.

Material Issue Number 3—Add
Authority To Regulate Quality

This action will amend §§ 989.58,
989.59 and 989.61 to add authority to
regulate quality under the Order. A
corresponding change will also revise
the heading prior to § 989.58 to include
quality.

Currently, §§989.58 and 989.59 state
that the RAC has the authority to
recommend grade and condition
standards under the Order. The attribute
“quality” is not specifically mentioned.
The amendment will add language to
include “quality” as an attribute that
can be regulated under the Order.

According to a witness at the hearing,
the amendment will give the RAC
flexibility to ensure consumer safety by
setting quality standards for residue
levels for herbicides, pesticides or
fungicides. The quality standards will
be equally applied to all handlers of
raisins within the U.S.; some handlers
are already testing for certain types of
fungicides so the increased costs will be
minimal.

It is determined that the additional
costs incurred to regulate quality will be
greatly outweighed by the increased
flexibility for the industry, increased
consumer safety, and other benefits
gained from implementing this
amendment. The costs of implementing
it will not have a significant impact on
a substantial number of small entities.

Material Issue Number 4—Add
Authority To Establish Different
Regulations for Different Markets

This action will amend § 989.59 to
add authority to establish different
regulations for different markets.

The Order does not currently allow
for different quality or grade standards
to be applied to different foreign
markets. The language in the Order only
has two classifications for grade and
condition standards, Grade A or Grade
B. The current grade and condition
standards are consistent across all
markets.

This amendment will give the RAC
the authority to develop requirements
for raisins intended for export to
different foreign markets. Industry will
have the flexibility to tailor product
attributes to meet the foreign consumer
profile and the customer demands for
each individual market.

It is determined that any additional
costs incurred for this amendment will
be outweighed by the increased
flexibility for the industry to respond to
a changing global marketplace. The
costs of implementing this amendment
will not have a significant impact on a
substantial number of small entities.

Material Issue Number 5—Continuance
Referenda

This action will amend § 989.91 to
require continuance referenda.

The amendment will require the
USDA to conduct a continuance
referendum between year five and year
six after implementation for the first
referendum, and every six years
thereafter. A witness testified that a
continuance referendum is the best tool
for assuring that the Order remains
responsive to the needs of the industry.
While a continuance referendum will
not directly improve producer returns, it
will indirectly ensure that the industry
believes that the Order is operating in
the producer’s best interest.

For these reasons, it is determined
that the benefits of conducting a
continuance referendum will outweigh
the potential costs of implementing this
amendment. The costs of implementing
this amendment will be minimal and
will not have a significant impact on a
substantial number of small entities.

Material Issue Number 6—Remove
Volume Regulations and Reserve Pool
Authority

This action will amend the Order to
remove volume regulation and reserve
pool authority. This will include:
deleting and reserving §§ 989.55 and
989.56, §§ 989.65 through 989.67,
§§989.71, 989.72, 989.82, 989.154,
989.156, 989.166, 989.167, 989.221,
989.257, and 989.401; revising
§§989.11, 989.53, 989.54, 989.58,
989.59, 989.60, 989.73, 989.79, 989.80,
989.84, 989.158, 989.173, and 989.210;
and re-designating § 989.70 as § 989.96.
Corresponding changes will also remove
the following headings: ‘Volume
Regulation” prior to § 989.65; ‘“Volume
Regulation” prior to § 989.166; and,
“Subpart-Schedule of Payments” prior
to § 989.401.

The amendment will remove all
authority for the RAC to recommend
volume restrictions and a reserve pool.
On June 22, 2015, the United States
Supreme Court, in Horne v. USDA,
ruled that the application of the Order’s
reserve pool authority to the Horne’s
was a taking under the Fifth
Amendment to the U.S. Constitution. In
a July 16, 2015, letter to the RAC, USDA
stated, “In light of the Horne decision,
the U.S. Department of Agriculture has

decided not to authorize the reserve
program of the Federal marketing order
for California raisins for the foreseeable
future, effective immediately.”

One witness at the hearing explained
that bearing acres have declined the past
ten years, which supports the theory
that the California raisin industry is
adjusting to a decreasing or flat demand
for the product. The witness stated that,
in the future, supply will likely remain
in better balance with demand and,
therefore, the reserve pool and volume
regulation are no longer as relevant as
they were in higher production times.
To further the point, the witness stated
that the Order’s reserve pool authority
has not been utilized since 2010.

The amendment will be a relaxation
of regulatory requirements. For this
reason, it is determined that no
significant impact on small business
entities is anticipated from this change.

The costs attributed to these
amendments are minimal; therefore,
there will not be a significant impact on
a substantial number of small entities.

USDA has not identified any relevant
Federal rules that duplicate, overlap or
conflict with this rule. These
amendments are intended to improve
the operation and administration of the
Order and to assist in the marketing of
California raisins.

RAC meetings regarding these
amendments, as well as the hearing date
and location, were widely publicized
throughout the California raisin
industry, and all interested persons
were invited to attend the meetings and
the hearing to participate in RAC
deliberations on all issues. All RAC
meetings and the hearing were public
forums, and all entities, both large and
small, were able to express views on
these issues. Finally, interested persons
were invited to submit information on
the regulatory and information
collection impacts of this action on
small businesses.

Paperwork Reduction Act

Current information collection
requirements for Part 989 are approved
by OMB, under OMB Number 0581—
0189—*“Generic OMB Fruit Crops.” No
changes are anticipated in these
requirements as a result of this
proceeding. Should any such changes
become necessary, they will be
submitted to OMB for approval.

As with all Federal marketing order
programs, reports and forms are
periodically reviewed to reduce
information requirements and
duplication by industry and public-
sector agencies.

AMS is committed to complying with
the Government Paperwork Elimination
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Act, which requires Government
agencies in general to provide the public
the option of submitting information or
transacting business electronically to
the maximum extent possible.

AMS is committed to complying with
the E-Government Act, to promote the
use of the internet and other
information technologies to provide
increased opportunities for citizen
access to Government information and
services, and for other purposes.

Civil Justice Reform

The amendments to the Order stated
herein have been reviewed under
Executive Order 12988, Civil Justice
Reform. They are not intended to have
retroactive effect. The amendments do
not preempt any State or local laws,
regulations, or policies, unless they
present an irreconcilable conflict with
this rule.

The Act provides that administrative
proceedings must be exhausted before
parties may file suit in court. Under
section 608c¢(15)(A) of the Act, any
handler subject to an order may file
with USDA a petition stating that the
order, any provision of the order, or any
obligation imposed in connection with
the order is not in accordance with law
and request a modification of the order
or to be exempted therefrom. A handler
is afforded the opportunity for a hearing
on the petition. After the hearing, USDA
would rule on the petition. The Act
provides that the district court of the
United States in any district in which
the handler is an inhabitant, or has his
or her principal place of business, has
jurisdiction to review USDA’s ruling on
the petition, provided an action is filed
no later than 20 days after the date of
entry of the ruling.

Order Amending the Order Regulating
the Handling of Raisins Produced From
Grapes Grown in California!

Findings and Determinations

The findings and determinations
hereinafter set forth are supplementary
to the findings and determinations that
were previously made in connection
with the issuance of the Marketing
Order; and all said previous findings
and determinations are hereby ratified
and affirmed, except insofar as such
findings and determinations may be in
conflict with the findings and
determinations set forth herein.

(a) Findings and Determinations
Upon the Basis of the Hearing Record

1This order shall not become effective unless and
until the requirements of § 900.14 of the rules of
practice and procedure governing proceedings to
formulate marketing agreements and marketing
orders have been met.

Pursuant to the provisions of the
Agricultural Marketing Agreement Act
of 1937, as amended (7 U.S.C. 601-674),
and the applicable rules of practice and
procedure effective thereunder (7 CFR
part 900), a public hearing was held
upon further amendment of Marketing
Order No. 989, regulating the handling
of raisins produced from grapes grown
in California.

Upon the basis of the record, it is
found that:

(1) The Order, as amended, and as
hereby further amended, and all of the
terms and conditions thereof, would
tend to effectuate the declared policy of
the Act;

(2) The Order, as amended, and as
hereby further amended, regulates the
handling of raisins produced from
grapes grown in the production area in
the same manner as, and are applicable
only to, persons in the respective classes
of commercial and industrial activity
specified in the Order upon which a
hearing has been held;

(3) The Order, as amended, and as
hereby further amended, is limited in its
application to the smallest regional
production area that is practicable,
consistent with carrying out the
declared policy of the Act, and the
issuance of several orders applicable to
subdivisions of the production area
would not effectively carry out the
declared policy of the Act;

(4) The Order, as amended, and as
hereby further amended, prescribes,
insofar as practicable, such different
terms applicable to different parts of the
production area as are necessary to give
due recognition to the differences in the
production and marketing of raisins
produced from grapes grown in
California; and

(5) All handling of raisins produced
from grapes grown in the production
area as defined in the Order is in the
current of interstate or foreign
commerce or directly burdens,
obstructs, or affects such commerce.

(b) Determinations. It is hereby
determined that:

(1) Handlers (excluding cooperative
associations of growers who are not
engaged in processing, distributing, or
shipping raisins covered by the Order as
hereby amended) who, during the
period August 1, 2016, through July 31,
2017, handled 50 percent or more of the
volume of such raisins covered by said
Order, as hereby amended, have signed
an amended marketing agreement;

(2) The issuance of this amendatory
Order, further amending the aforesaid
Order, was favored or approved by at
least two-thirds of the growers who
participated in a referendum on the
question of approval and who, during

the period of August 1, 2016, through
July 31, 2017 (which has been deemed
to be a representative period), have been
engaged within the production area in
the production of such raisins, such
growers having also produced for
market at least two-thirds of the volume
of such commodity represented in the
referendum; and

(3) The issuance of this amendatory
Order advances the interests of
producers of raisins in the production
area pursuant to the declared policy of
the Act.

Order Relative to Handling

It is therefore ordered, that on and
after the effective date hereof, all
handling of raisins produced from
grapes grown in California shall be in
conformity to, and in compliance with,
the terms and conditions of the said
Order as hereby amended as follows:

The provisions of the amendments to
the Order contained in the Secretary’s
Decision issued September 19, 2017,
and published in the September 29,
2017, issue of the Federal Register (82
FR 45517), with the exception of the
proposal to establish term limits, will be
and are the terms and provisions of this
Order amending the Order and are set
forth in full herein.

List of Subjects in 7 CFR Part 989

Raisins, Marketing agreements,
Reporting and recordkeeping
requirements.

For the reasons set out in the
preamble, 7 CFR part 989 is amended as
follows:

PART 989—RAISINS PRODUCED
FROM GRAPES GROWN IN
CALIFORNIA

m 1. The authority citation for part 989
continues to read as follows:

Authority: 7 U.S.C. 601-674.
Subpart Redesignated as Subpart A

m 2. Designate the subpart labeled
“Order Regulating Handling” as subpart
A.

m 3. Section 989.11 is revised to read as
follows:

§989.11 Producer.

Producer means any person engaged
in a proprietary capacity in the
production of grapes which are sun-
dried or dehydrated by artificial means
until they become raisins.

m 4.In §989.29:

m a. Revise paragraph (b)(2)(ii);

m b. Redesignate paragraph (b)(2)(iii) as
paragraph (b)(2)(iv);

m c. Add new paragraph (b)(2)(iii); and



Federal Register/Vol. 83, No. 208/Friday, October 26, 2018/Rules and Regulations

53969

m d. Revise newly redesignated
paragraph (b)(2)(iv).

The revisions and addition read as
follows:

§989.29 Initial members and nomination
of successor members.
* * * * *

* *x %

EB% * x %

(ii) Each such producer whose name
is offered in nomination for producer
member positions to represent on the
Committee independent producers or
producers who are affiliated with
cooperative marketing association(s)
handling less than 10 percent of the
total raisin acquisitions during the
preceding crop year shall be given the
opportunity to provide the Committee a
short statement outlining qualifications
and desire to serve if selected. Similarly,
each such producer whose name is
offered in nomination for producer
alternate member positions to represent
on the Committee independent
producers or producers who are
affiliated with cooperative marketing
association(s) handling less than 10
percent of the total raisin acquisitions
during the preceding crop year shall be
given the opportunity to provide the
Committee a short statement outlining
qualifications and desire to serve if
selected. These brief statements,
together with a ballot and voting
instructions, shall be mailed to all
independent producers and producers
who are affiliated with cooperative
marketing associations handling less
than 10 percent of the total raisin
acquisitions during the preceding crop
year of record with the Committee in
each district. The producer member
candidate receiving the highest number
of votes shall be designated as the first
member nominee, the second highest
shall be designated as the second
member nominee until nominees for all
producer member positions have been
filled. Similarly, the producer alternate
member candidate receiving the highest
number of votes shall be designated as
the first alternate member nominee, the
second highest shall be designated as
the second alternate member nominee
until nominees for all member positions
have been filled.

(iii) In the event that there are more
producer member nominees than
positions to be filled and not enough
producer alternate member nominees to
fill all positions, producer member
nominees not nominated for a member
seat may be nominated to fill vacant
alternate member seats. Member seat
nominees shall indicate, prior to the
nomination vote, whether they are
willing to accept nomination for an

alternate seat in the event they are not
nominated for a member seat and there
are vacant alternate member seats.
Member seat nominees that do not
indicate willingness to be considered for
vacant alternate member seats shall not
be considered.

(iv) Each independent producer or
producer affiliated with cooperative
marketing association(s) handling less
than 10 percent of the total raisin
acquisitions during the preceding crop
year shall cast only one vote with
respect to each position for which
nominations are to be made. Write-in
candidates shall be accepted. The
person receiving the most votes with
respect to each position to be filled, in
accordance with paragraph (b)(2)(ii) and
(iii) of this section, shall be the person
to be certified to the Secretary as the
nominee. The Committee may, subject
to the approval of the Secretary,
establish rules and regulations to
effectuate this section.

* * * * *

m 5. In § 989.53, revise the introductory
text of paragraph (a), and remove the
undesignated paragraph that follows
paragraph (a)(5) to read as follows:

§989.53 Research and development.

(a) General. The Committee, with the
approval of the Secretary, may establish
or provide for the establishment of
projects involving production research,
market research and development,
marketing promotion including paid
advertising, designed to assist, improve,
or promote the production, marketing,
distribution, and consumption of raisins
in domestic and foreign markets. These
projects may include, but need not be

limited to those designed to:
* * * * *

m 6.In § 989.54:

m a. Remove paragraphs (a) through (d)
and (g);

m b. Remove paragraph (e)(4);

m c. Redesignate paragraphs (e)(5)
through (e)(10) as (e)(4) through (e)(9),
respectively;

m d. Redesignate paragraphs (e), (f), and
(h) as paragraphs (a), (b), and (c),
respectively; and

m e. Revise newly redesignated
paragraphs (a) introductory text, (a)(1),
(a)(4), (a)(5) and (c).

The revisions read as follows:

§989.54 Marketing policy.

(a) Marketing policy. Each crop year,
the Committee shall prepare and submit
to the Secretary a report setting forth its
recommended marketing policy,
including quality regulations for the
pending crop. In developing the
marketing policy, the Committee may

give consideration to the production,
harvesting, processing, and storage
conditions of that crop, as well as the
following factors:

(1) The estimated tonnage held by
producers and handlers at the beginning
of the crop year;

* * * * *

(4) An estimated desirable carryout at
the end of the crop year;

(5) The estimated market demand for
raisins, considering the estimated world

raisin supply and demand situation;
* * * * *

(c) Publicity. The Committee shall
promptly give reasonable publicity to
producers, dehydrators, handlers, and
the cooperative bargaining association(s)
of each meeting to consider a marketing
policy or any modification thereof, and
each such meeting shall be open to
them. Similar publicity shall be given to
producers, dehydrators, handlers, and
the cooperative bargaining association(s)
of each marketing policy report or
modification thereof, filed with the
Secretary and of the Secretary’s action
thereon.

Copies of all marketing policy reports
shall be maintained in the office of the
Committee, where they shall be made
available for examination by any
producer, dehydrator, handler, or
cooperative bargaining association
representative. The Committee shall
notify handlers, dehydrators and the
cooperative bargaining association(s),
and give reasonable publicity to
producers of its computation.

§§989.55 and 989.56 [Removed and
reserved]

m 7. Sections 989.55 and 989.56 are
removed and reserved.

m 8. Revise the undesignated heading
prior to § 989.58 to read as follows:
“Grade, Quality, and Condition
Standards”.

m 9.In § 989.58, revise paragraphs (a),
(b), (d)(1), (e)(1), and (e)(4) to read as
follows:

§989.58 Natural condition raisins.

(a) Regulation. No handler shall
acquire or receive natural condition
raisins which fail to meet such
minimum grade, quality, and condition
standards as the Committee may
establish, with the approval of the
Secretary, in applicable rules and
regulations: Provided, That a handler
may receive raisins for inspection, may
receive off-grade raisins for
reconditioning and may receive or
acquire off-grade raisins for use in
eligible non-normal outlets: And
provided further, That a handler may
acquire natural condition raisins which
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exceed the tolerance established for
maturity under a weight dockage system
established pursuant to rules and
regulations recommended by the
Committee and approved by the
Secretary. Nothing contained in this
paragraph shall apply to the acquisition
or receipt of natural condition raisins of
a particular varietal type for which
minimum grade, quality, and condition
standards are not applicable or then in
effect pursuant to this part.

(b) Changes in minimum grade,
quality, and condition standards for
natural condition raisins. The
Committee may recommend to the
Secretary changes in the minimum
grade, quality, and condition standards
for natural condition raisins of any
varietal type and may recommend to the
Secretary that minimum grade, quality,
and condition standards for any varietal
type be added to or deleted. The
Committee shall submit with its
recommendation all data and
information upon which it acted in
making its recommendation, and such
other information as the Secretary may
request. The Secretary shall approve any
such change if he finds, upon the basis
of data submitted to him by the
Committee or from other pertinent
information available to him, that to do
so would tend to effectuate the declared
policy of the Act.

*

* * * *

(d)* * *

(1) Each handler shall cause an
inspection and certification to be made
of all natural condition raisins acquired
or received by him, except with respect
to:

(i) An inter-plant or inter-handler
transfer of off-grade raisins as described
in paragraph (e)(2) of this section,
unless such inspection and certification
are required by rules and procedures
made effective pursuant to this
amended subpart;

(ii) An inter-plant or inter-handler
transfer of standard raisins as described
in § 989.59(e);

(iii) Raisins received from a
dehydrator which have been previously
inspected pursuant to paragraph (d)(2)
of this section;

(iv) Any raisins for which minimum
grade, quality, and condition standards
are not then in effect;

(v) Raisins received from a
cooperative bargaining association
which have been inspected and are in
compliance with requirements
established pursuant to paragraph (d)(3)
of this section; and

(vi) Any raisins, if permitted in
accordance with such rules and
procedures as the Committee may

establish with the approval of the
Secretary, acquired or received for
disposition in eligible non-normal
outlets. Except as otherwise provided in
this section, prior to blending raisins,
acquiring raisins, storing raisins,
reconditioning raisins, or acquiring
raisins which have been reconditioned,
each handler shall obtain an inspection
certification showing whether or not the
raisins meet the applicable grade,
quality, and condition standards:
Provided, That the initial inspection for
infestation shall not be required if the
raisins are fumigated in accordance with
such rules and procedures as the
Committee shall establish with the
approval of the Secretary. The handler
shall submit or cause to be submitted to
the Committee a copy of such
certification, together with such other
documents or records as the Committee
may require. Such certification shall be
issued by inspectors of the Processed
Products Standardization and
Inspection Branch of the U.S.
Department of Agriculture, unless the
Committee determines, and the
Secretary concurs in such
determination, that inspection by
another agency would improve the
administration of this amended subpart.
The Committee may require that raisins
held on memorandum receipt be re-
inspected and certified as a condition

for their acquisition by a handler.
* * * * *

(e] * * %

(1) Any natural condition raisins
tendered to a handler which fail to meet
the applicable minimum grade, quality,
and condition standards may:

(i) Be received or acquired by the
handler for disposition, without further
inspection, in eligible non-normal
outlets;

(ii) Be returned unstemmed to the
person tendering the raisins; or

(iii) Be received by the handler for
reconditioning. Off-grade raisins
received by a handler under any one of
the three described categories may be
changed to any other of the categories
under such rules and procedures as the
Committee, with the approval of the
Secretary, shall establish. No handler
shall ship or otherwise dispose of off-
grade raisins which he does not return
to the tenderer, transfer to another
handler as provided in paragraph (e)(2)
of this section, or recondition so that
they at least meet the minimum
standards prescribed in or pursuant to
this amended subpart, except into
eligible non-normal outlets.

* * * * *

(4) If the handler is to acquire the

raisins after they are reconditioned, his

obligation with respect to such raisins
shall be based on the weight of the
raisins (if stemmed, adjusted to natural
condition weight) after they have been

reconditioned.
* * * * *

m 10. In § 989.59, revise paragraphs (a),
(b), (d), (e), and (g) to read as follows:

§989.59 Regulation of the handling of
raisins subsequent to their acquisition by
handlers.

(a) Regulation. Unless otherwise
provided in this part, no handler shall:

(1) Ship or otherwise make final
disposition of natural condition raisins
unless they at least meet the effective
and applicable minimum grade, quality,
and condition standards for natural
condition raisins; or

(2) Ship or otherwise make final
disposition of packed raisins unless
they at least meet such minimum grade
quality, and condition standards
established by the Committee, with the
approval of the Secretary, in applicable
rules and regulations or as later changed
or prescribed pursuant to the provisions
of paragraph (b) of this section:
Provided, That nothing contained in this
paragraph shall prohibit the shipment or
final disposition of any raisins of a
particular varietal type for which
minimum standards are not applicable
or then in effect pursuant to this part.
And provided further, That a handler
may grind raisins, which do not meet
the minimum grade, quality, and
condition standards for packed raisins
because of mechanical damage or
sugaring, into a raisin paste. The
Committee may establish, with approval
of the Secretary, different grade, quality,
and condition regulations for different
markets.

(b) Changes to minimum grade,
quality, or condition standards. The
Committee may recommend changes in
the minimum grade, quality, or
condition standards for packed raisins
of any varietal type and may
recommend to the Secretary that
minimum grade, quality, or condition
standards for any varietal type be added
or deleted. The Committee shall submit
with its recommendation all data and
information upon which it acted in
making its recommendation, and such
other information as the Secretary may
request. The Secretary shall approve any
such change if he finds, upon the basis
of data submitted to him by the
Committee or from other pertinent
information available to him, that to do
so would tend to effectuate the declared
policy of the Act.

* * * * *

(d) Inspection and certification.

Unless otherwise provided in this
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section, each handler shall, at his own
expense, before shipping or otherwise
making final disposition of raisins,
cause an inspection to be made of such
raisins to determine whether they meet
the then applicable minimum grade,
quality, and condition standards for
natural condition raisins or the then
applicable minimum standards for
packed raisins. Such handler shall
obtain a certificate that such raisins
meet the aforementioned applicable
minimum standards and shall submit or
cause to be submitted to the Committee
a copy of such certificate together with
such other documents or records as the
Committee may require. The certificate
shall be issued by the Processed
Products Standardization and
Inspection Branch of the United States
Department of Agriculture, unless the
Committee determines, and the
Secretary concurs in such
determination, that inspection by
another agency will improve the
administration of this amended subpart.
Any certificate issued pursuant to this
paragraph shall be valid only for such
period of time as the Committee may
specify, with the approval of the
Secretary, in appropriate rules and
regulations.

(e) Inter-plant and inter-handler
transfers. Any handler may transfer
from his plant to his own or another
handler’s plant within the State of
California any raisins without having
had such raisins inspected as provided
in paragraph (d) of this section. The
transferring handler shall transmit
promptly to the Committee a report of
such transfer, except that transfers
between plants owned or operated by
the same handler need not be reported.
Before shipping or otherwise making
final disposition of such raisins, the
receiving handler shall comply with the
requirements of this section.

* * * * *

(g) Exemption of experimental and
specialty packs. The Committee may
establish, with the approval of the
Secretary, rules and procedures
providing for the exemption of raisins in
experimental and specialty packs from
one or more of the requirements of the
minimum grade, quality, or condition
standards of this section, together with
the inspection and certification
requirements if applicable.

m 11. Amend § 989.60 by revising
paragraph (a) to read as follows:

§989.60 Exemption.

(a) Notwithstanding any other
provisions of this amended subpart, the
Committee may establish, with the
approval of the Secretary, such rules

and procedures as may be necessary to
permit the acquisition and disposition
of any off-grade raisins, free from any or
all regulations, for uses in non-normal
outlets.

* * * * *

m 12. Section 989.61 is revised to read
as follows:

§989.61 Above parity situations.

The provisions of this part relating to
minimum grade, quality, and condition
standards and inspection requirements,
within the meaning of section 2(3) of the
Act, and any other provisions pertaining
to the administration and enforcement
of the Order, shall continue in effect
irrespective of whether the estimated
season average price to producers for
raisins is in excess of the parity level
specified in section 2(1) of the Act.

m 13. Remove the undesignated heading
“Volume Regulation” prior to § 989.65.

§§989.65, 989.66, and 989.67 [Removed
and reserved]

m 14. Sections 989.65, 989.66, and
989.67 are removed and reserved.

§989.70 [Redesignated as §989.96]
m 15. Redesignate § 989.70 as § 989.96.

§§989.71 and 989.72 [Removed and
reserved]

m 16. Sections 989.71 and 989.72 are
removed and reserved.

m 17. Amend § 989.73 by revising
paragraph (b) to read as follows:

§989.73 Reports.

* * * * *

(b) Acquisition reports. Each handler
shall submit to the Committee in
accordance with such rules and
procedures as are prescribed by the
Committee, with the approval of the
Secretary, certified reports, for such
periods as the Committee may require,
with respect to his acquisitions of each
varietal type of raisins during the
particular period covered by such
report, which report shall include, but
not be limited to:

(1) The total quantity of standard
raisins acquired;

(2) The total quantity of off-grade
raisins acquired pursuant to
§989.58(e)(1)(i); and

(3) Cumulative totals of such
acquisitions from the beginning of the
then current crop year to and including
the end of the period for which the
report is made. Upon written
application made to the Committee, a
handler may be relieved of submitting
such reports after completing his
packing operations for the season. Upon
request of the Committee, each handler

shall furnish to the Committee, in such
manner and at such times as it may
require, the name and address of each
person from whom he acquired raisins
and the quantity of each varietal type of
raisins acquired from each such person.
* * * * *

m 18. Section 989.79 is revised to read
as follows:

§989.79 Expenses.

The Committee is authorized to incur
such expenses as the Secretary finds are
reasonable and likely to be incurred by
it during each crop year, for the
maintenance and functioning of the
Committee and for such purposes as he
may, pursuant to this subpart,
determine to be appropriate. The funds
to cover such expenses shall be obtained
levying assessments as provided in
§989.80. The Committee shall file with
the Secretary for each crop year a
proposed budget of these expenses and
a proposal as to the assessment rate to
be fixed pursuant to § 989.80, together
with a report thereon. Such filing shall
be not later than October 5 of the crop
year, but this date may be extended by
the Committee not more than 5 days if
warranted by a late crop.

m 19. In § 989.80, revise paragraphs (a)
through (c) to read as follows:

§989.80 Assessments.

(a) Each handler shall pay to the
Committee, upon demand, his pro rata
share of the expenses which the
Secretary finds will be incurred, as
aforesaid, by the Committee during each
crop year less any amounts credited
pursuant to § 989.53. Such handler’s pro
rata share of such expenses shall be
equal to the ratio between the total
raisin tonnage acquired by such handler
during the applicable crop year and the
total raisin tonnage acquired by all
handlers during the same crop year.

(b) Each handler who reconditions
off-grade raisins but does not acquire
the standard raisins recovered therefrom
shall, with respect to his assessable
portion of all such standard raisins, pay
to the Committee, upon demand, his pro
rata share of the expenses which the
Secretary finds will be incurred by the
Committee each crop year. Such
handler’s pro rata share of such
expenses shall be equal to the ratio
between the handler’s assessable
portion (which shall be a quantity equal
to such handler’s standard raisins which
are acquired by some other handler or
handlers) during the applicable crop
year and the total raisin tonnage
acquired by all handlers.

(c) The Secretary shall fix the rate of
assessment to be paid by all handlers on
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the basis of a specified rate per ton. At
any time during or after a crop year, the
Secretary may increase the rate of
assessment to obtain sufficient funds to
cover any later finding by the Secretary
relative to the expenses of the
Committee. Each handler shall pay such
additional assessment to the Committee
upon demand. In order to provide funds
to carry out the functions of the
Committee, the Committee may accept
advance payments from any handler to
be credited toward such assessments as
may be levied pursuant to this section
against such handler during the crop
year. The payment of assessments for
the maintenance and functioning of the
Committee, and for such purposes as the
Secretary may pursuant to this subpart
determine to be appropriate, may be
required under this part throughout the
period it is in effect, irrespective of
whether particular provisions thereof

are suspended or become inoperative.
* * * * *

§989.82 [Removed and reserved]

m 20. Section 989.82 is removed and
reserved.

m 21. Section 989.84 is revised to read
as follows:

§989.84 Disposition limitation.

No handler shall dispose of standard
raisins, off-grade raisins, or other failing
raisins, except in accordance with the
provisions of this subpart or pursuant to
regulations issued by the committee.

m 22.In §989.91:
m a. Redesignate paragraphs (c) and (d)
as paragraphs (d) and (e), respectively;
and
m b. Add new paragraph (c).

The addition reads as follows:

§989.91 Suspension or termination.
* * * * *

(c) No less than five crop years and no
later than six crop years after the
effective date of this amendment, the
Secretary shall conduct a referendum to
ascertain whether continuance of this
part is favored by producers.
Subsequent referenda to ascertain
continuance shall be conducted every
six crop years thereafter. The Secretary
may terminate the provisions of this
part at the end of any crop year in
which the Secretary has found that
continuance of this part is not favored
by a two-thirds majority of voting
producers, or a two-thirds majority of
volume represented thereby, who,
during a representative period
determined by the Secretary, have been
engaged in the production for market of
grapes used in the production of raisins
in the State of California. Such

termination shall be announced on or
before the end of the crop year.

* * * * *

Subpart Redesignated as Subpart B
and Amended

m 23. Redesignate ‘“Subpart-
Administrative Rules and Regulations”
as subpart B and revise the heading to
read as follows:

Subpart B—Administrative
Requirements

W 24. Section 989.129 is revised to read
as follows:

§989.129 Voting at nomination meetings.

Any person (defined in §989.3 as an
individual, partnership, corporation,
association, or any other business unit)
who is engaged, in a proprietary
capacity, in the production of grapes
which are sun-dried or dehydrated by
artificial means to produce raisins and
who qualifies under the provisions of
§989.29(b)(2) shall be eligible to cast
one ballot for a nominee for each
producer member position and one
ballot for a nominee for each producer
alternate member position on the
committee which is to be filled for his
district. Such person must be the one
who or which: Owns and farms land
resulting in his or its ownership of such
grapes produced thereon; rents and
farms land, resulting in his or its
ownership of all or a portion of such
grapes produced thereon; or owns land
which he or it does not farm and, as
rental for such land, obtains the
ownership of a portion of such grapes or
the raisins. In this connection, a
partnership shall be deemed to include
two or more persons (including a
husband and wife) with respect to land
the title to which, or leasehold interest
in which, is vested in them as tenants
in common, joint tenants, or under
community property laws, as
community property. In a landlord-
tenant relationship, wherein each of the
parties is a producer, each such
producer shall be entitled to one vote
for a nominee for each producer
member position and one vote for each
producer alternate member position.
Hence, where two persons operate land
as landlord and tenant on a share-crop
basis, each person is entitled to one vote
for each such position to be filled.
Where land is leased on a cash rental
basis, only the person who is the tenant
or cash renter (producer) is entitled to
vote. A partnership or corporation,
when eligible, is entitled to cast only
one vote for a nominee for each

producer position to be filled in its
district.

m 25. Remove the undesignated heading
‘““Marketing Policy” prior to § 989.154.

§§989.154 and 989.156 [Removed and
reserved]

W 26. Sections 989.154 and 989.156 are
removed and reserved.

W 27. Section 989.158(c)(4)(i) is revised
to read as follows:

§989.158 Natural condition raisins.
* * * * *

(C) * x %
(4) * x %

(i) The handler shall notify the
inspection service at least one business
day in advance of the time such handler
plans to begin reconditioning each lot of
raisins, unless a shorter period is
acceptable to the inspection service.
Such notification shall be provided
verbally or by other means of
communication, including email.
Natural condition raisins which have
been reconditioned shall continue to be
considered natural condition raisins for
purposes of reinspection (inspection
pursuant to § 989.58(d)) after such
reconditioning has been completed, if
no water or moisture has been added;
otherwise, such raisins shall be
considered as packed raisins. The
weight of the raisins reconditioned
successfully shall be determined by
reweighing, except where a lot, before
reconditioning, failed due to excess
moisture only. The weight of such
raisins resulting from reconditioning a
lot failing account excess moisture may
be determined by deducting 1.2 percent
of the weight for each percent of
moisture in excess of the allowable
tolerance. When necessary due to the
presence of sand, as determined by the
inspection service, the requirement for
deducting sand tare and the manner of
its determination, as prescribed in
paragraph (a)(1) of this section, shall
apply in computing the net weight of
any such successfully reconditioned
natural condition raisins. The weight of
the reconditioned raisins acquired as
packed raisins shall be adjusted to
natural condition weight by the use of
factors applicable to the various degrees
of processing accomplished. The
applicable factor shall be that selected
by the inspector of the reconditioned
raisins from among factors established
by the Committee with the approval of
the Secretary.

* * * * *

m 28. Remove the undesignated heading
“Volume Regulation” prior to § 989.166.
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§§989.166 and 989.167 [Removed and
reserved]

m 29. Sections 989.166 and 989.167 are
removed and reserved.

m 30.In §989.173:

m a. Remove paragraphs (b)(2)(ii), (f),

and (g)(1)(ii);

m b. Redesignate paragraphs (b)(2)(iii)

and (g) as paragraphs (b)(2)(ii) and (f),

respectively;

m c. Redesignate newly designated

paragraph (f)(1)(iii) as paragraph

(H(1)(ii); and

m d. Revise paragraphs (a), (b)(2)(i),

newly redesignated paragraph (b)(2)(ii),

(c)(1) introductory text, (d)(1)

introductory text, (d)(1)(v), and newly

redesignated paragraphs (f)(1)(i),

(f)(2)(), and ()(3) introductory text.
The revisions read as follows:

§989.173 Reports.

(a) Inventory reports. Each handler
shall submit to the Committee as of the
close of business on July 31 of each crop
year, and not later than the following
August 6, an inventory report which
shall show, with respect to each varietal
type of raisins held by such handler, the
quantity of off-grade raisins segregated
as to those for reconditioning and those
for disposition as such. Provided, That,
for the Other Seedless varietal type,
handlers shall report the information
required in this paragraph separately for
the different types of Other Seedless
raisins. Upon request by the Committee,
each handler shall file at other times,
and as of other dates, any of the said
information which may reasonably be
necessary and which the Committee
shall specify in its request.

(b) * * *

(2) * *x %

(i) The total net weight of the standard
raisins acquired during the reporting
period; and

(ii) The cumulative totals of such
acquisitions from the beginning of the

then current crop year.
* * * * *

(C) * % %

(1) Each month each handler who is
not a processor shall furnish to the
Committee, on an appropriate form
provided by the Committee and so that
it is received by the Committee not later
than the seventh day of the month, a
report showing the aggregate quantity of
each varietal type of packed raisins and
standard natural condition raisins
which were shipped or otherwise
disposed of by such handler during the
preceding month (exclusive of transfers
within the State of California between
plants of any such handler and from
such handler to other handlers):

Provided, That, for the Other Seedless
varietal type, handlers shall report such
information for the different types of
Other Seedless raisins. Such required
information shall be segregated as to:

* * * * *

(d) * % %

(1) Any handler who transfers raisins
to another handler within the State of
California shall submit to the Committee
not later than five calendar days
following such transfer a report
showing:

* * * * *

(v) If packed, the transferring handler
shall certify that such handler is
transferring only acquired raisins that
meet all applicable marketing order
requirements, including reporting,
incoming inspection, and assessments.

(f) L

(1) * % %

(i) The quantity of raisins, segregated
as to locations where they are stored
and whether they are natural condition
or packed;

* * * * *

(2) * *x %

(i) The total net weight of the standard
raisins acquired during the reporting
period; and
* * * * *

(3) Disposition report of organically-
produced raisins. No later than the
seventh day of each month, handlers
who are not processors shall submit to
the Committee, on an appropriate form
provided by the Committee, a report
showing the aggregate quantity of
packed raisins and standard natural
condition raisins which were shipped or
otherwise disposed of by such handler
during the preceding month (exclusive
of transfer within the State of California
between the plants of any such handler
and from such handler to other
handlers). Such information shall

include:
* * * * *

Subpart Redesignated as Subpart C
and Amended

m 31. Redesignate “Subpart-
Supplementary Regulations” as subpart
C and revise the heading to read as
follows:

Subpart C—Supplementary
Requirements

m 32.In §989.210:

m a. Remove paragraphs (b), (c) and (e);
m b. Redesignate paragraph (d) as (b),
paragraph (f) as (c), and paragraph (g) as
(d); and

m c. Revise newly redesignated
paragraph (b).

The revisions read as follows:

§989.210 Handling of varietal types of
raisins acquired pursuant to a weight
dockage system.

* * * * *

(b) Assessments. Assessments on any
lot of raisins of the varietal types
specified in paragraph (a) of this section
acquired by a handler pursuant to a
weight dockage system shall be
applicable to the creditable weight of
such lot.

* * * * *

§§989.221 and 989.257 [Removed and
reserved]

m 33. Sections 989.221 and 989.257 are
removed and reserved.

Subpart Redesignated as Subpart D

m 34. Designate the subpart labeled
“Subpart-Assessment Rates” as subpart
D.

Subpart Removed

m 35. Subpart—Schedule of Payments is
removed.

Subpart Redesignated as Subpart E

m 36. Designate the subpart labeled
“Conversion Factors” as subpart E.

Subpart Redesignated as Subpart F

m 37. Designate the subpart labeled
“Quality Control” as subpart F.

Subpart Redesignated as Subpart G

m 38. Designate the subpart labeled
“Antitrust Inmunity and Liability”” as
subpart G.

m 39. In part 989 revise all references to
“offgrade” to read ‘‘off-grade” and
revise all references to “Offgrade” to
read “Off-grade”.

m 40. In part 989 revise all references to
“nonnormal” read “non-normal.”

m 41. In part 989 revise all references to
“committee” to read “Committee.”

§§989.58, 989.59, and 989.102 [Amended]

m 42. In the list below, for each section
indicated in the left column, remove the
title indicated in the middle column
from wherever it appears in the section,
and add the title indicated in the right
column:
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Section Remove Add
989.58(d)(1) .veevvvennne Processed Products Standardization and Inspection Branch Specialty Crops Inspection Division.
989.59(d) Processed Products Standardization and Inspection Branch Specialty Crops Inspection Division.
989.102 .....ccceeeunen. Processed Products Branch, Fruit and Vegetable Division ............ccccccciiiiinenee. Specialty Crops Inspection Division.

Dated: October 17, 2018.
Bruce Summers,

Administrator, Agricultural Marketing
Service.

[FR Doc. 2018-23089 Filed 10-25-18; 8:45 am]
BILLING CODE 3410-02-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 39

[Docket No. FAA-2018-0898; Product
Identifier 2018-NE—29-AD; Amendment 39—
19456; AD 2018-20-22]

RIN 2120-AA64

Airworthiness Directives; General
Electric Company Turbofan Engines

AGENCY: Federal Aviation

Administration (FAA), DOT.

ACTION: Final rule; request for
comments.

SUMMARY: We are adopting a new
airworthiness directive (AD) for all
General Electric Company (GE) GE90—
110B1, GE90-113B, and GE90-115B
turbofan engines with a certain case
combustor assembly (combustion case)
installed. This AD requires removal of
affected combustion cases from service
and their replacement with a part
eligible for installation. This AD was
prompted by the discovery of a quality
escape at a manufacturing facility
involving unapproved welds on
combustion cases. We are issuing this
AD to address the unsafe condition on
these products.

DATES: This AD is effective November
13, 2018.

The Director of the Federal Register
approved the incorporation by reference
of certain publications listed in this AD
as of November 13, 2018.

We must receive comments on this
AD by December 10, 2018.

ADDRESSES: You may send comments,
using the procedures found in 14 CFR
11.43 and 11.45, by any of the following
methods:

e Federal eRulemaking Portal: Go to
http://www.regulations.gov. Follow the
instructions for submitting comments.

e Fax:202-493-2251.

e Mail: U.S. Department of
Transportation, Docket Operations, M—
30, West Building Ground Floor, Room

W12-140, 1200 New Jersey Avenue SE,
Washington, DC 20590.

e Hand Delivery: U.S. Department of
Transportation, Docket Operations, M—
30, West Building Ground Floor, Room
W12-140, 1200 New Jersey Avenue SE,
Washington, DC 20590, between 9 a.m.
and 5 p.m., Monday through Friday,
except Federal holidays.

For service information identified in
this final rule, contact General Electric
Company, GE Aviation, 1 Neumann
Way, Cincinnati, OH 45215; telephone
513-552—3272; email:
aviation.fleetsupport@ge.com. You may
view this service information at the
FAA, Engine and Propeller Standards
Branch, 1200 District Avenue,
Burlington, MA 01803. For information
on the availability of this material at the
FAA, call 781-238-7759. It is also
available on the internet at http://
www.regulations.gov by searching for
and locating Docket No. FAA-2018—
0898.

Examining the AD Docket

You may examine the AD docket on
the internet at http://
www.regulations.gov by searching for
and locating Docket No. FAA-2018—
0898; or in person at Docket Operations
between 9 a.m. and 5 p.m., Monday
through Friday, except Federal holidays.
The AD docket contains this final rule,
the regulatory evaluation, any
comments received, and other
information. The street address for the
Docket Operations (phone: 800—-647—
5527) is listed above. Comments will be
available in the AD docket shortly after
receipt.

FOR FURTHER INFORMATION CONTACT:
Matthew Smith, Aerospace Engineer,
ECO Branch, FAA, 1200 District
Avenue, Burlington, MA 01803; phone:
781-238-7735; fax: 781-238-7199;
email: matthew.c.smith@faa.gov.

SUPPLEMENTARY INFORMATION:
Discussion

We learned from GE of a quality
escape that one of their suppliers, AECC
Aero Science and Technology Co., Ltd.,
was performing welds on newly-
manufactured components to correct
errors introduced in their manufacturing
process. These welds were not reviewed
or approved by either GE or the FAA.
GE’s review of manufacturing records
determined that these parts include

combustion cases installed on GE GE90—
100 turbofan engines. These combustion
cases are life limited. The unapproved
repairs reduced the material capability
of these cases, which requires their
removal prior to reaching their
published Airworthiness Limitation
Section life limit. This condition, if not
addressed, could result in failure of the
combustion case, engine fire, and
damage to the airplane. We are issuing
this AD to address the unsafe condition
on these products.

Related Service Information Under 1
CFR Part 51

We reviewed GE GE90-100 Service
Bulletin (SB) SB 72—-0784 R00, dated
May 4, 2018; GE SB GE90-100 S/B 72—
0788, Revision 4, dated July 30, 2018;
and GE SB GE90-100 SB 72-0793 R0O,
dated August 10, 2018. The SBs
describe procedures for removing the
affected combustion cases from the
engine. GE SB GE90-100 SB 72—-0784
ROO is effective for GE90-100 turbofan
engines with the combustion case S/Ns
listed in that SB. GE SB GE90-100 S/B
72-0788 is effective for GE90-100
turbofan engines with the combustion
case S/Ns listed in that SB. GE SB
GE90-100 SB 72—0793 RO0O is effective
for GE90-100 turbofan engines with the
combustion case S/Ns listed in that SB.
This service information is reasonably
available because the interested parties
have access to it through their normal
course of business or by the means
identified in the ADDRESSES section.

FAA’s Determination

We are issuing this AD because we
evaluated all the relevant information
and determined the unsafe condition
described previously is likely to exist or
develop in other products of the same
type design.

AD Requirements

This AD requires removal of the
affected combustion cases from service
and their replacement with a part
eligible for installation.

FAA’s Justification and Determination
of the Effective Date

An unsafe condition exists that
requires the immediate adoption of this
AD without providing an opportunity
for public comments prior to adoption.
The FAA has found that the risk to the
flying public justifies waiving notice


mailto:aviation.fleetsupport@ge.com
http://www.regulations.gov
http://www.regulations.gov
http://www.regulations.gov
http://www.regulations.gov
http://www.regulations.gov
mailto:matthew.c.smith@faa.gov

Federal Register/Vol. 83, No. 208/Friday, October 26, 2018/Rules and Regulations

53975

and comment prior to the adoption of
this rule because the compliance time
for the required action is shorter than
the time necessary for the public to
comment and for us to publish the final
rule. Certain combustion cases must be
removed within 10 cycles after the
effective date of this AD to ensure they
do not fail. Therefore, we find good
cause that notice and opportunity for
prior public comment are impracticable.
In addition, for the reason stated above,
we find that good cause exists for
making this amendment effective in less
than 30 days.

Comments Invited

This AD is a final rule that involves
requirements affecting flight safety and
was not preceded by notice and an
opportunity for public comment.
However, we invite you to send any
written data, views, or arguments about
this final rule. Send your comments to
an address listed under the ADDRESSES
section. Include the docket number
FAA-2018-0898 and Product Identifier
2018-NE-29-AD at the beginning of
your comments. We specifically invite
comments on the overall regulatory,
economic, environmental, and energy
aspects of this final rule. We will

ESTIMATED COSTS

consider all comments received by the
closing date and may amend this final
rule because of those comments.

We will post all comments we
receive, without change, to http://
www.regulations.gov, including any
personal information you provide. We
will also post a report summarizing each
substantive verbal contact we receive
about this final rule.

Costs of Compliance

We estimate that this AD affects six
engines installed on airplanes of U.S.
registry.

We estimate the following costs to
comply with this AD:

; Cost per Cost on U.S.
Action Labor cost Parts cost product operators
Replacement of the combustion case ............ 20 work-hours x $85 per hour = $1,700 ........ $623,700 $625,400 $3,752,400

Authority for This Rulemaking

Title 49 of the United States Code
specifies the FAA’s authority to issue
rules on aviation safety. Subtitle I,
section 106, describes the authority of
the FAA Administrator. “Subtitle VII:
Aviation Programs” describes in more
detail the scope of the Agency’s
authority.

We are issuing this rulemaking under
the authority described in Subtitle VII,
Part A, Subpart III, Section 44701:
“General requirements.” Under that
section, Congress charges the FAA with
promoting safe flight of civil aircraft in
air commerce by prescribing regulations
for practices, methods, and procedures
the Administrator finds necessary for
safety in air commerce. This regulation
is within the scope of that authority
because it addresses an unsafe condition
that is likely to exist or develop on
products identified in this rulemaking
action.

This AD is issued in accordance with
authority delegated by the Executive
Director, Aircraft Certification Service,
as authorized by FAA Order 8000.51C.
In accordance with that order, issuance
of ADs is normally a function of the
Compliance and Airworthiness
Division, but during this transition
period, the Executive Director has
delegated the authority to issue ADs
applicable to engines, propellers, and
associated appliances to the Manager,
Engine and Propeller Standards Branch,
Policy and Innovation Division.

Regulatory Findings
This AD will not have federalism

implications under Executive Order
13132. This AD will not have a

substantial direct effect on the States, on
the relationship between the national
government and the States, or on the
distribution of power and
responsibilities among the various
levels of government.

For the reasons discussed above, I
certify that this AD:

(1) Is not a “significant regulatory
action” under Executive Order 12866,

(2) Is not a “significant rule” under
DOT Regulatory Policies and Procedures
(44 FR 11034, February 26, 1979),

(3) Will not affect intrastate aviation
in Alaska, and

(4) Will not have a significant
economic impact, positive or negative,
on a substantial number of small entities
under the criteria of the Regulatory
Flexibility Act.

List of Subjects in 14 CFR Part 39

Air transportation, Aircraft, Aviation
safety, Incorporation by reference,
Safety.

Adoption of the Amendment

Accordingly, under the authority
delegated to me by the Administrator,
the FAA amends 14 CFR part 39 as
follows:

PART 39—AIRWORTHINESS
DIRECTIVES

m 1. The authority citation for part 39
continues to read as follows:
Authority: 49 U.S.C. 106(g), 40113, 44701.

§39.13 [Amended]

m 2. The FAA amends § 39.13 by adding
the following new airworthiness
directive (AD):

2018-20-22 General Electric Company:
Amendment 39-19456; Docket No.
FAA-2018-0898; Product Identifier
2018-NE-29-AD.

(a) Effective Date
This AD is effective November 13, 2018.

(b) Affected ADs

None.

(c) Applicability

(1) This AD applies to General Electric
Company (GE) GE90-110B1, GE90-113B, and
GE90-115B turbofan engines with a case
combustor assembly (combustion case), part
number (P/N) 2063M37G01 or 2082M19G04,
installed with combustion case serial number
(S/N) listed in:

(i) Table 1 in paragraph 1.A., Planning
Information, of GE GE90-100 Service
Bulletin (SB) S/B 72—-0788, Revision 4, dated
July 30, 2018; or

(ii) Paragraph 1.A, Table 1 of GE SB GE90—
100 SB 72-0793 R00, dated August 10, 2018;
or

(iii) Paragraph 1.A., Planning Information,
of GE SB GE90-100 SB 72-0784 R00, dated
May 4, 2018.

(2) [Reserved.]

(d) Subject

Joint Aircraft System Component (JASC)
Code 7250, Turbine Section.

(e) Unsafe Condition

This AD was prompted by the discovery of
a quality escape at a manufacturing facility
involving unapproved welds on combustion
cases. We are issuing this AD to prevent
failure of the combustion case. The unsafe
condition, if not addressed, could result in
engine fire and damage to the airplane.

(f) Compliance

Comply with this AD within the
compliance times specified, unless already
done.
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(g) Required Actions

(1) For combustion cases listed in Planning
Information, Table 1, paragraph 1.A. of GE

SB GE90-100 S/B 72-0788, Revision 4, dated

July 30, 2018, except combustion cases with
S/Ns FDBK3717, FDBK3872, or FDBK4849,

remove the affected cases from service, using
the cycles specified in Table 1 to paragraph
(g) of this AD.

Table 1 to Paragraph (g) of this AD — Compliance Times

Cyecles Since New (CSN) of Remove from Service
combustion case on Effective (cycles after the effective
Date of this AD date of this AD)

Less than 1000 150 cycles

1001 to 2000 125 cycles

2001 to 3000 100 cycles

3001 to 4000 75 cycles

4001 to 5000 50 cycles

5001 or more 25 cycles

(2) For combustion cases with S/Ns listed
in Table 3, paragraph 1.C., Planning
Information, of GE SB GE90-100 S/B 72—
0788, Revision 4, dated July 30, 2018, remove
the affected cases from service before
exceeding the Maximum In-Service CSN
listed in Table 3, of GE SB GE90-100 S/B 72—
0788, Revision 4, dated July 30, 2018.

(3) For combustion cases with S/Ns listed
in paragraph 1.A., Planning Information, of
GE SB GE90-100 SB 72-0784 R00, dated May
4, 2018, remove the affected cases from
service within 10 cycles in service from the
effective date of this AD.

(4) For combustion cases with S/Ns listed
in Table 1, paragraph 1.A., Planning
Information, of GE SB GE90-100 SB 72-0793
ROO, dated August 10, 2018, remove the
affected cases from service at the next engine
shop visit.

(5) Replace the removed combustion case
with a part eligible for installation before
further flight.

(h) Definitions

(1) For the purpose of this AD, an “engine
shop visit” is the induction of an engine into
the shop for maintenance involving the
separation of pairs of major mating engine
flanges, except that the separation of engine
flanges solely for the purposes of
transportation of the engine, without
subsequent engine maintenance, does not
constitute an engine shop visit.

(2) For the purpose of this AD, a “part
eligible for installation” is any combustion
case not identified in paragraph (c)(1) of this
AD or a combustion case listed in this AD
that has been inspected and repaired by a
method approved by the Manager, ECO
Branch, FAA.

(i) Alternative Methods of Compliance
(AMOCs)

(1) The Manager, ECO Branch, FAA, has
the authority to approve AMOCGs for this AD,
if requested using the procedures found in 14
CFR 39.19. In accordance with 14 CFR 39.19,
send your request to your principal inspector

or local Flight Standards District Office, as
appropriate. If sending information directly
to the manager of the certification office,
send it to the attention of the person
identified in paragraph (j) of this AD. You
may email your request to: ANE-AD-AMOC@
faa.gov.

(2) Before using any approved AMOC,
notify your appropriate principal inspector,
or lacking a principal inspector, the manager
of the local flight standards district office/
certificate holding district office.

(j) Related Information

For more information about this AD,
contact Matthew Smith, Aerospace Engineer,
ECO Branch, FAA, 1200 District Avenue,
Burlington, MA 01803; phone: 781-238—
7735; fax: 781-238-7199; email:
matthew.c.smith@faa.gov.

(k) Material Incorporated by Reference

(1) The Director of the Federal Register
approved the incorporation by reference
(IBR) of the service information listed in this
paragraph under 5 U.S.C. 552(a) and 1 CFR
part 51.

(2) You must use this service information
as applicable to do the actions required by
this AD, unless the AD specifies otherwise.

(i) General Electric Company (GE) GE90—
100 Service Bulletin (SB) SB 72—0784 R00,
dated May 4, 2018.

(ii) GE SB GE90-100 S/B 72-0788,
Revision 4, dated July 30, 2018.

(iii) GE SB GE90-100 SB 72—-0793 R00,
dated August 10, 2018.

(3) For service information identified in
this AD, contact General Electric Company,
GE Aviation, 1 Neumann Way, Cincinnati,
OH 45215; telephone 513-552-3272; email:
aviation.fleetsupport@ge.com.

(4) You may view this service information
at FAA, Engine and Propeller Standards
Branch, 1200 District Avenue, Burlington,
MA 01803. For information on the
availability of this material at the FAA, call
781-238-7759.

(5) You may view this service information
that is incorporated by reference at the
National Archives and Records
Administration (NARA). For information on
the availability of this material at NARA, call
202-741-6030, or go to: http://
www.archives.gov/federal-register/cfr/ibr-
locations.html.

Issued in Burlington, Massachusetts, on
October 18, 2018.
Karen M. Grant,

Acting Manager, Engine and Propeller
Standards Branch, Aircraft Certification
Service.

[FR Doc. 2018-23468 Filed 10—25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 39

[Docket No. FAA—-2018-0406; Product
Identifier 2013-NE-30-AD; Amendment 39—
19457; AD 2018-20-23]

RIN 2120-AA64

Airworthiness Directives; General
Electric Company Turbofan Engines

AGENCY: Federal Aviation
Administration (FAA), DOT.
ACTION: Final rule.

SUMMARY: We are superseding
Airworthiness Directive (AD) 2017-07—
04 for General Electric Company (GE)
GE90-110B1 and GE90-115B turbofan
engines with certain high-pressure
compressor (HPC) rotor stage 2—5 spools
installed. AD 2017-07—-04 required
removing certain HPC rotor stage 2—5
spools from service at times determined
by a drawdown plan. This AD requires
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removing certain HPC rotor stage 2—5
spools from service before reaching the
new reduced life limit and replacing
them with parts eligible for installation.
This AD was prompted by the
publication of a GE service bulletin (SB)
that increases the number of affected
HPC rotor stage 2—5 spools and includes
HPC rotor stage 2—5 spools that were
inadvertently omitted from the
applicability of AD 2017-07—-04. We are
issuing this AD to address the unsafe
condition on these products.

DATES: This AD is effective November
30, 2018.

The Director of the Federal Register
approved the incorporation by reference
of certain publications listed in this AD
as of November 30, 2018.

The Director of the Federal Register
approved the incorporation by reference
of a certain other publication listed in
this AD as of April 21, 2017 (82 FR
16728, April 6, 2017).

ADDRESSES: For service information
identified in this final rule, contact
General Electric Company, 1 Neumann
Way, Room 285, Cincinnati, OH 45215;
phone: 513-552-3272; email: geae.aoc@
ge.com. You may view this service
information at the FAA, Engine and
Propeller Standards Branch, 1200
District Avenue, Burlington, MA 01803.
For information on the availability of
this material at the FAA, call 781-238—
7759. It is also available on the internet
at http://www.regulations.gov by
searching for and locating Docket No.
FAA-2018-0406.

Examining the AD Docket

You may examine the AD docket on
the internet at http://
www.regulations.gov by searching for
and locating Docket No. FAA-2018—
0406; or in person at Docket Operations
between 9 a.m. and 5 p.m., Monday
through Friday, except Federal holidays.
The AD docket contains this final rule,
the regulatory evaluation, any
comments received, and other
information. The address for Docket
Operations (phone: 800-647-5527) is
U.S. Department of Transportation,
Docket Operations, M—30, West
Building Ground Floor, Room W12-140,
1200 New Jersey Avenue SE,
Washington, DC 20590.

FOR FURTHER INFORMATION CONTACT:
David Bethka, Aerospace Engineer, ECO
Branch, FAA, 1200 District Avenue,
Burlington, MA 01803; phone: 781—
238-7129; fax: 781-238-7199; email:
david.bethka@faa.gov.

SUPPLEMENTARY INFORMATION:

Discussion

We issued a notice of proposed
rulemaking (NPRM) to amend 14 CFR
part 39 to supersede AD 2017—-07-04,
Amendment 39-18842 (82 FR 16728,
April 6, 2017), (“AD 2017-07—04"). AD
2017-07-04 applied to GE GE90-110B1
and GE90-115B turbofan engines with
certain HPC rotor stage 2—5 spools
installed. The NPRM published in the
Federal Register on June 25, 2018 (83
FR 29474). The NPRM was prompted by
the publication of a GE SB that increases
the number of affected HPC rotor stage
2-5 spools and includes HPC rotor stage
2-5 spools that were inadvertently
omitted from the applicability of AD
2017-07-04. The NPRM proposed to
require removing certain HPC rotor
stage 2—5 spools from service before
reaching the new reduced life limit and
replacing them with parts eligible for
installation. We are issuing this AD to
address the unsafe condition on these
products.

Comments

We gave the public the opportunity to
participate in developing this AD. The
following presents the comments
received on the NPRM and the FAA’s
response to each comment.

Request To List Additional Service
Information in Required Actions

All Nippon Airways (ANA), Azur
Aviation, and Lufthansa Technik AG
(Lufthansa) questioned why HPC rotor
stage 2—5 spools listed in paragraph (c)
of this AD, identified in GE SB GE90—
100 SB 72-0499 RO1, dated February 5,
2014, are not required to be replaced in
paragraph (g) of this AD. Lufthansa
reasoned that GE SB GE90-100 SB 72—
0499 RO1, dated February 5, 2014,
requires replacement of affected spools,
but this AD does not.

We disagree. Based on information
provided by GE, and to the best of our
knowledge, all HPC rotor stage 2—5
spools listed in paragraph 1.A. of GE SB
GE90-100 SB 72—0499 R01, dated
February 5, 2014, have been removed
from service. Because these HPC rotor
stage 2—5 spools have been removed
from service, we did not require their
removal under paragraph (g) of this AD.
This AD, however, includes an
installation prohibition under paragraph
(h) to prevent installation of these HPC
rotor stage 2—5 spools. We did not
change this AD.

Request To Consider a Threshold
Rework Option

FedEx Express (FedEx) requested that
certain HPC rotor stage 2—5 spools be
considered for a potential GE rework
option to extend their life beyond

allowances of this AD, before removal
from service. FedEx reasoned that GE
intends to provide a rework option that
will extend the life of HPC rotor stage
2-5 spools that are removed before
reaching 4,500 cycles. This rework
option could extend the on-wing times
for some engines.

We disagree. While GE intends to
provide a rework option to extend the
life of certain HPC rotor stage 2—5
spools, we do not require compliance
based on information that has not yet
been published. We based the
compliance on the most recently
published service information. This AD
and the associated GE service
information do not allow credit for
rework or life extensions. We did not
change this AD.

Request To Verify Applicability and
Purpose

ANA requested clarification regarding
whether the proposed AD intends to
require removing the following three (3)
HPC rotor stage 2—5 spool
configurations from service at a time
determined by this AD:

(1) HPC rotor stage 2—5 spools that use
the original seal teeth coating. (Known
as Population-1);

(2) HPC rotor stage 2—5 spools that use
the modified seal teeth coating. (Known
as Population-2); and

(3) HPC rotor stage 2—5 spools that use
the modified seal teeth coating without
inner-teeth coating. (Known as
Population-3).

We interpret ANA’s comment as
request to verify if this AD requires
removal of the HPC rotor stage 2—-5
spools identified in GE SB GE90-100 SB
72—0499 RO1, dated February 5, 2014;
GE SB GE90-100 SB 72-0659 R01,
dated February 18, 2016; and GE SB
GE90-100 S/B 72—0714, Revision 01,
dated February 16, 2018. ANA
commented that requirements and
actions in this AD are difficult to
understand.

The purpose of this AD is to remove
the HPC rotor stage 2—5 spools
identified in GE SB GE90-100 SB 72—
0659 RO1, dated February 18, 2016, and
GE SB GE90-100 S/B 72—0714, Revision
01, dated February 16, 2018, from
service, and to prohibit the installation
of those HPC rotor stage 2—5 spools and
the HPC rotor stage 2—5 spools
identified in GE SB GE90-100 SB 72—
0499 R01, dated February 5, 2014.
Paragraphs (c) and (g) of this AD list the
affected part numbers and serial
numbers. We did not change this AD.

Support for the AD

The Air Line Pilots Association,
Boeing Company, and American
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Airlines expressed support for the
NPRM as written.

Conclusion

We reviewed the relevant data,
considered the comments received, and
determined that air safety and the
public interest require adopting this AD
as proposed except for minor editorial
changes. We have determined that these
minor changes:

e Are consistent with the intent that
was proposed in the NPRM for
addressing the unsafe condition; and

¢ Do not add any additional burden
upon the public than was already
proposed in the NPRM.

Related Service Information Under 1
CFR Part 51

We reviewed GE SB GE90-100 SB 72—
0499 RO1, dated February 5, 2014; GE
SB GE90-100 SB 72-0659 R01, dated
February 18, 2016; and GE SB GE90-100
S/B 72-0714, Revision 01, dated
February 16, 2018.

GE SB GE90-100 SB 72-0499 R01
describes procedures for identification
and removal from service of HPC rotor
stage 2—5 spools that use the original
seal tooth coating process. GE SB GE90—
100 SB 72-0659 R01 describes
procedures for identification and
removal from service of HPC rotor stage
2-5 spools that use a modified seal
tooth coating process. GE SB GE90-100

ESTIMATED COSTS

S/B 72—-0714, Revision 01 describes
procedures for identification and
removal from service of HPC rotor stage
2-5 spools that use the modified seal
tooth coating process, without coating
between the seal teeth.

This service information is reasonably
available because the interested parties
have access to it through their normal
course of business or by the means
identified in the ADDRESSES section.

Costs of Compliance

We estimate that this AD affects 85
engines installed on airplanes of U.S.
registry.

We estimate the following costs to
comply with this AD:

: Cost per Cost on U.S.
Action Labor cost Parts cost product operators
Paragraph (g)(1) Spools Replacement ........... 0 work-hours x $85 per hour = $0 ................. $229,737 $229,737 $5,054,214
Paragraph (g)(2) Spools Replacement ........... 0 work-hours x $85 per hour = $0 ................. 39,048 39,048 2,460,024

Authority for This Rulemaking

Title 49 of the United States Code
specifies the FAA’s authority to issue
rules on aviation safety. Subtitle I,
Section 106, describes the authority of
the FAA Administrator. Subtitle VII,
Aviation Programs, describes in more
detail the scope of the Agency’s
authority.

We are issuing this rulemaking under
the authority described in Subtitle VII,
Part A, Subpart III, Section 44701,
“General requirements.” Under that
section, Congress charges the FAA with
promoting safe flight of civil aircraft in
air commerce by prescribing regulations
for practices, methods, and procedures
the Administrator finds necessary for
safety in air commerce. This regulation
is within the scope of that authority
because it addresses an unsafe condition
that is likely to exist or develop on
products identified in this rulemaking
action.

This AD is issued in accordance with
authority delegated by the Executive
Director, Aircraft Certification Service,
as authorized by FAA Order 8000.51C.
In accordance with that order, issuance
of ADs is normally a function of the
Compliance and Airworthiness
Division, but during this transition
period, the Executive Director has
delegated the authority to issue ADs
applicable to engines, propellers, and
associated appliances to the Manager,
Engine and Propeller Standards Branch,
Policy and Innovation Division.

Regulatory Findings

We have determined that this AD will
not have federalism implications under
Executive Order 13132. This AD will
not have a substantial direct effect on
the States, on the relationship between
the national government and the States,
or on the distribution of power and
responsibilities among the various
levels of government.

For the reasons discussed above, I
certify that this AD:

(1) Is not a “significant regulatory
action” under Executive Order 12866,

(2) Is not a “significant rule” under
DOT Regulatory Policies and Procedures
(44 FR 11034, February 26, 1979),

(3) Will not affect intrastate aviation
in Alaska, and

(4) Will not have a significant
economic impact, positive or negative,
on a substantial number of small entities
under the criteria of the Regulatory
Flexibility Act.

List of Subjects in 14 CFR Part 39

Air transportation, Aircraft, Aviation
safety, Incorporation by reference,
Safety.

Adoption of the Amendment

Accordingly, under the authority
delegated to me by the Administrator,
the FAA amends 14 CFR part 39 as
follows:

PART 39—AIRWORTHINESS
DIRECTIVES

m 1. The authority citation for part 39
continues to read as follows:

Authority: 49 U.S.C. 106(g), 40113, 44701.
§39.13 [Amended]

m 2. The FAA amends § 39.13 by
removing Airworthiness Directive (AD)
2017-07-04, Amendment 39-18842 (82
FR 16728, April 6, 2017), and adding
the following new AD:

2018-20-23 General Electric Company:
Amendment 39-19457; Docket No.
FAA-2018-0406; Product Identifier
2013-NE-30-AD.

(a) Effective Date
This AD is effective November 30, 2018.

(b) Affected ADs

This AD replaces AD 2017-07-04,
Amendment 39-18842 (82 FR 16728, April 6,
2017).

(c) Applicability

This AD applies to General Electric
Company (GE) GE90-110B1 and GE90-115B
turbofan engines with HPC rotor stage 2—5
spools, with:

(1) A serial number (S/N) listed in either,
paragraph 4, Appendix A of GE Service
Bulletin (SB) No. GE90-100 SB 72-0499 R01,
dated February 5, 2014; in paragraph 4,
Appendix A of GE SB GE90-100 SB 72-0659
RO1, dated February 18, 2016; or in
paragraph 4, Appendix A, of GE SB GE90-
100 S/B 72—0714, Revision 01, dated
February 16, 2018.

(2) A part number (P/N) 351-103-109-0, P/
N 351-103-110-0, P/N 351-103—-147-0 or P/
N 351-103-152-0, with any S/N.

(d) Subject

Joint Aircraft System Component (JASC)
Code 7230, Turbine Engine Compressor
Section.
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(e) Unsafe Condition

This AD was prompted by reports of cracks
in HPC rotor stage 2—5 spool aft spacer arms.
We are issuing this AD to prevent failure of
the HPC rotor stage 2—5 spools. The unsafe
condition, if not addressed, could result in
uncontained spool release, damage to the
engine, and damage to the airplane.

(f) Compliance

Comply with this AD within the
compliance times specified, unless already
done.

(g) Required Actions

(1) Remove from service HPC rotor stage 2—
5 spools with S/Ns listed in paragraph 4,
Appendix A, of GE SB GE90-100 SB 72-0659
RO1, dated February 18, 2016, as follows, or
before further flight, whichever occurs later:

(i) For spools with fewer than 4,500 flight
cycles since new (CSN) as of April 21, 2017,
remove before exceeding 5,000 CSN.

(ii) For spools with 4,500 CSN or more but
fewer than 5,200 GSN as of April 21, 2017,
remove within 500 CIS but not to exceed
5,500 CSN.

(iii) For spools with 5,200 CSN or more but
fewer than 5,600 GSN as of April 21, 2017,
remove within 300 CIS but not to exceed
5,800 CSN.

(iv) For spools with 5,600 CSN or more but
fewer than 5,800 GSN as of April 21, 2017,
remove within 200 CIS but not to exceed
5,850 CSN.

(v) For spools with 5,800 CSN or more but
fewer than 6,000 GSN as of April 21, 2017,
remove within 50 CIS but not to exceed 6,000
CSN.

(vi) For spools with 6,000 CSN or more as
of April 21, 2017, remove before the next
flight.

(2) Remove from service HPC rotor stage 2—
5 spools listed in paragraph (c)(2) of this AD
and HPC rotor stage 2—5 spools with S/Ns
listed in paragraph 4, Appendix A, of GE SB
GE90-100 S/B 72—-0714, Revision 01, dated
February 16, 2018, before exceeding 8,200
CSN, or before further flight, whichever
occurs later.

(h) Installation Prohibition

(1) After the effective date of this AD, do
not install or reinstall onto any engine, any
HPC rotor stage 2—5 spool with an S/N listed
in paragraph 4, Appendix A, of GE SB No.
GE90-100 SB 72-0499 R01, dated February
5, 2014, or paragraph 4, Appendix A, of GE
SB GE90-100 SB72-0659 R01, dated
February 18, 2016, that exceeds 5,000 CSN.

(2) After the effective date of this AD, do
not install or reinstall onto any engine, any
HPC rotor stage 2—5 spool listed in paragraph
(c)(2) of this AD, or HPC rotor stage 2—5 spool
with an S/N listed in paragraph 4, Appendix
A, of GE SB GE90-100 S/B 72—0714, Revision
01, dated February 16, 2018, that exceeds
8,200 CSN.

(i) Alternative Methods of Compliance
(AMOCs)

(1) The Manager, ECO Branch, FAA, has
the authority to approve AMOCGs for this AD,
if requested using the procedures found in 14
CFR 39.19. In accordance with 14 CFR 39.19,
send your request to your principal inspector

or local Flight Standards District Office, as
appropriate. If sending information directly
to the manager of the certification office,
send it to the attention of the person
identified in paragraph (j) of this AD. You
may email your request to: ANE-AD-AMOC@
faa.gov.

(2) Before using any approved AMOC,
notify your appropriate principal inspector,
or lacking a principal inspector, the manager
of the local flight standards district office/
certificate holding district office.

(j) Related Information

For more information about this AD,
contact David Bethka, Aerospace Engineer,
ECO Branch, FAA, 1200 District Avenue,
Burlington, MA 01803; phone: 781-238—
7129; fax: 781-238-7199; email:
david.bethka@faa.gov.

(k) Material Incorporated by Reference

(1) The Director of the Federal Register
approved the incorporation by reference
(IBR) of the service information listed in this
paragraph under 5 U.S.C. 552(a) and 1 CFR
part 51.

(2) You must use this service information
as applicable to do the actions required by
this AD, unless the AD specifies otherwise.

(3) The following service information was
approved for IBR on November 30, 2018.

(i) General Electric Company (GE) Service
Bulletin (SB) GE90-100 SB 72—0499 R01,
dated February 5, 2014.

(ii) GE SB GE90-100 S/B 72-0714,
Revision 01, dated February 16, 2018.

(4) The following service information was
approved for IBR on April 21, 2017 (82 FR
16728, Apl‘il 6, 2017).

(i) GE SB GE90-100 SB 72-0659 R01, dated
February 18, 2016.

(ii) [Reserved.]

(5) For service information identified in
this AD, contact General Electric Company,
1 Neumann Way, Room 285, Cincinnati, OH
45215; phone: 513-552-3272; email:
geae.aoc@ge.com.

(6) You may view this service information
at FAA, Engine and Propeller Standards
Branch, 1200 District Avenue, Burlington,
MA 01803. For information on the
availability of this material at the FAA, call
781-238-7759.

(7) You may view this service information
that is incorporated by reference at the
National Archives and Records
Administration (NARA). For information on
the availability of this material at NARA, call
202-741-6030, or go to: http://
www.archives.gov/federal-register/cfr/ibr-
locations.html.

Issued in Burlington, Massachusetts, on
October 17, 2018.
Karen M. Grant,

Acting Manager, Engine and Propeller
Standards Branch, Aircraft Certification
Service.

[FR Doc. 2018-23466 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 71

[Docket No. FAA-2018-0094; Airspace
Docket No. 18—-ASW-4]

RIN 2120-AA66
Amendment of Class D Airspace;
Tulsa, OK

AGENCY: Federal Aviation
Administration (FAA), DOT.
ACTION: Final rule.

SUMMARY: This action amends Class D
airspace designated as an extension at
Tulsa Lloyd Jones Jr. Airport, Tulsa, OK.
This action is a result of an airspace
review caused by the decommissioning
of the Glenpool VHF omnidirectional
range (VOR) navigation aid as part of the
VOR Minimum Operational Newtork
(MON) Program and the cancellation of
the associated instrument procedures.
The geographic coordinates of the
airport are also updated; to coincide
with the FAA’s aeronautical database, as
well as an editorial change removing the
city associated with the airport name in
the airspace legal description. Also, the
outdated term ““Airport/Facility
Directory” is replaced with ““‘Chart
Supplement”.

DATES: Effective 0901 UTC, January 3,
2019. The Director of the Federal
Register approves this incorporation by
reference action under Title 1, Code of
Federal Regulations, part 51, subject to
the annual revision of FAA Order
7400.11 and publication of conforming
amendments.

ADDRESSES: FAA Order 7400.11C,
Airspace Designations and Reporting
Points, and subsequent amendments can
be viewed online at http://www.faa.gov/
air_traffic/publications/. For further
information, you can contact the
Airspace Policy Group, Federal Aviation
Administration, 800 Independence
Avenue SW, Washington, DC 20591;
telephone: (202) 267—-8783. The Order is
also available for inspection at the
National Archives and Records
Administration (NARA). For
information on the availability of FAA
Order 7400.11C at NARA, call (202)
741-6030, or go to hitps://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

FAA Order 7400.11, Airspace
Designations and Reporting Points, is
published yearly and effective on
September 15.

FOR FURTHER INFORMATION CONTACT:
Rebecca Shelby, Federal Aviation
Administration, Operations Support
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Group, Central Service Center, 10101
Hillwood Parkway, Fort Worth, TX
76177; telephone (817) 222—-5857.
SUPPLEMENTARY INFORMATION:

Authority for This Rulemaking

The FAA’s authority to issue rules
regarding aviation safety is found in
Title 49 of the United States Code.
Subtitle I, Section 106 describes the
authority of the FAA Administrator.
Subtitle VII, Aviation Programs,
describes in more detail the scope of the
agency’s authority. This rulemaking is
promulgated under the authority
described in Subtitle VII, Part A,
Subpart I, Section 40103. Under that
section, the FAA is charged with
prescribing regulations to assign the use
of airspace necessary to ensure the
safety of aircraft and the efficient use of
airspace. This regulation is within the
scope of that authority as it modifies
Class D airspace designated as an
extension at Tulsa Lloyd Jones Jr.
Airport, Tulsa, OK, to support
instrument flight rules operations at this
airport.

History

The FAA published a notice of
proposed rulemaking in the Federal
Register (83 FR 14785; April 6, 2018) for
Docket No. FAA-2018—-0094 to amend
the Class D airspace Designated as an
extension at Tulsa Lloyd Jones Jr.
Airport, Tulsa, OK. Interested parties
were invited to participate in this
rulemaking effort by submitting written
comments on the proposal to the FAA.
One comment was received from the
Aircraft Owners and Pilots Association
(AOPA). In their comment, AOPA stated
that the NPRM did not comply with
FAA guidance in FAA Order 7400.2L,
Procedures for Handling Airspace
Matters, because a graphic was not
included in the docket. Additionally,
AOPA encouraged the FAA to follow
their guidance in the Order by making
the action effective date coincidental to
the sectional chart publication date.

The FAA has determined AOPA’s
comments raised no substantive issues
with respect to the proposed changes to
the airspace addressed in the NPRM. To
the extent the FAA failed to follow its
policy guidance reference publishing
graphics in the docket and establishing
the Class D airspace effective date to
match the sectional chart date, we note
the following.

With respect to AOPA’s comment
addressing graphics, FAA Order
7400.2L, paragraph 2—3-3.c. requires the
official docket to include available
graphics. For this airspace action, no
graphics were deemed necessary or
produced in the review or development

of the proposed airspace amendments
noted in the NPRM,; therefore, no
graphics were available to include in the
docket.

Specific to AOPA’s comment
regarding the FAA already creating a
graphical depiction of new or modified
airspace overlaid on a Sectional Chart
for quality assurance purposes, this is
not correct nor required in all cases.
During the airspace reviews, airspace
graphics may be created, if deemed
necessary, to determine if there are any
terrain issues, or if cases are considered
complex. However, in many cases when
developing an airspace amendment
proposal, a graphic is not required. It
was unclear if the graphic AOPA argued
was already created with a sectional
chart background was actually the
airspace graphic created by the
Aeronautical Informational Services
office in preparation of publishing the
sectional charts. However, that graphic
is normally created after the rulemaking
determination is published.

With respect to AOPA’s comment
addressing effective dates, FAA Order
7400.2L, paragraph 2—3-7.a.4. states
that, to the extent practicable, Class D
airspace area and restricted area rules
should become effective on a sectional
chart date and that consideration should
be given to selecting a sectional chart
date that matches a 56-day en route
chart cycle date. The FAA does consider
publishing Class D airspace amendment
effective dates to coincide with the
publication of sectional charts, to the
extent practicable; however, this
consideration is accomplished after the
NPRM comment period ends in the final
rule. Substantive comments received to
NPRMs, flight safety concerns,
management of IFR operations at
affected airports, and immediacy of
required proposed airspace amendments
are some of the factors that must be
taken into consideration when selecting
the appropriate effective date. After
considering all factors, the FAA may
determine that selecting an effective
date that conforms to a 56-day en route
chart cycle date that is not coincidental
to sectional chart dates is better for the
National Airspace System and its users
than awaiting the next sectional chart
date.

Class D airspace designations are
published in paragraphs 5000 of FAA
Order 7400.11C, dated August 13, 2018,
and effective September 15, 2018, which
is incorporated by reference in 14 CFR
71.1. The Class D airspace designations
listed in this document will be
published subsequently in the Order.

Availability and Summary of
Documents for Incorporation by
Reference

This document amends FAA Order
7400.11C, Airspace Designations and
Reporting Points, dated August 13,
2018, and effective September 15, 2018.
FAA Order 7400.11C is publicly
available as listed in the ADDRESSES
section of this document. FAA Order
7400.11C lists Class A, B, G, D, and E
airspace areas, air traffic service routes,
and reporting points.

The Rule

This amendment to Title 14, Code of
Federal Regulations (14 CFR) part 71
modifies Class D airspace extending
upward from the surface to and
including 3,100 feet MSL, within a 4-
mile radius of Richard Lloyd Jones Jr.
Airport, and within 1 mile each side of
the 190° radial from the airport RWY
01L-LOC extending from the 4-mile
radius to 4.1 miles south of the airport
(reduced from 1.3 miles each side of the
350° radial of the Glenpool VOR
extending from the 4-mile radius to 4.7
miles south of the airport). This action
is necessary due to the
decommissioning of the Glenpool VOR
as part of the VOR MON Program and
cancellation of the associated
instrument approach.

The geographic coordinates of the
airport are also updated to coincide
with the FAA’s aeronautical database.
Additionally, this action makes an
editorial change to the Class D airspace
legal description replacing “Airport/
Facility Directory” with “Chart
Supplement.”

Also, an editorial change will be made
removing the airport name from the
airspace designation, and removing the
word “Tulsa” from the airport name, to
comply with a change to FAA Order
7400.2L, Procedures for Handling
Airspace Matters.

Regulatory Notices and Analyses

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current, is non-controversial and
unlikely to result in adverse or negative
comments. It, therefore: (1) Is not a
“significant regulatory action” under
Executive Order 12866; (2) is not a
“significant rule” under DOT
Regulatory Policies and Procedures (44
FR 11034; February 26, 1979); and (3)
does not warrant preparation of a
regulatory evaluation as the anticipated
impact is so minimal. Since this is a
routine matter that only affects air traffic
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procedures and air navigation, it is
certified that this rule, when
promulgated, does not have a significant
economic impact on a substantial
number of small entities under the
criteria of the Regulatory Flexibility Act.

Environmental Review

The FAA has determined that this
action qualifies for categorical exclusion
under the National Environmental
Policy Act in accordance with FAA
Order 1050.1F, “Environmental
Impacts: Policies and Procedures,”
paragraph 5-6.5.a. This airspace action
is not expected to cause any potentially
significant environmental impacts, and
no extraordinary circumstances exist
that warrant preparation of an
environmental assessment.

Lists of Subjects in 14 CFR Part 71

Airspace, Incorporation by reference,
Navigation (air).

Adoption of the Amendment

In consideration of the foregoing, the
Federal Aviation Administration
amends 14 CFR part 71 as follows:

PART 71—DESIGNATION OF CLASS A,
B, C, D, AND E AIRSPACE AREAS; AIR
TRAFFIC SERVICE ROUTES; AND
REPORTING POINTS

m 1. The authority citation for part 71
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g); 40103,
40113, 40120; E.O. 10854, 24 FR 9565, 3 CFR,
1959-1963 Comp., p. 389.

§71.1 [Amended]

m 2. The incorporation by reference in
14 CFR 71.1 of FAA Order 7400.11C,
Airspace Designations and Reporting
Points, dated August 13, 2018, and
effective September 15, 2018, is
amended as follows:

Paragraph 5000 Class D Airspace.

* * * * *

ASW OK D Tulsa, OK [Amended]

Richard Lloyd Jones Jr., OK

(Lat. 36°02°22” N, long. 95°59'05” W)

That airspace extending upward from the
surface to and including 3,100 feet MSL
within a 4-mile radius of Richard Lloyd Jones
Jr. Airport, and within 1 mile each side of the
190° bearing from the Richard Lloyd Jones Jr.
Airport RWY 01L-LOC from the 4 mile
radius to 4.1 miles south of the airport,
excluding that airspace within the Tulsa
International Airport, OK, Class C airspace
area. This Class D airspace is effective during
the specific dates and times established in
advance by a Notice to Airmen. The effective
date and time will thereafter be continuously
published in the Chart Supplement.

Issued in Fort Worth, Texas, on October 18,
2018.

Walter Tweedy,

Acting Manager, Operations Support Group,
ATO Central Service Center.

[FR Doc. 2018-23401 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 71

[Docket No. FAA—-2018-0468; Airspace
Docket No. 18—AEA-13]

RIN 2120-AA66
Amendment of Class E Airspace;
Cambridge, MD

AGENCY: Federal Aviation
Administration (FAA), DOT.
ACTION: Final rule.

SUMMARY: This action amends Class E
airspace extending upward from 700
feet or more above the surface at
Cambridge-Dorchester Regional Airport,
Cambridge, MD, to accommodate
airspace reconfiguration due to the
decommissioning of the Cambridge non-
directional radio beacon and
cancellation of the NDB approach.
Controlled airspace is necessary for the
safety and management of instrument
flight rules (IFR) operations at this
airport. This action also corrects the
region identifier in the description
header, and updates the airport name
and geographic coordinates.
DATES: Effective 0901 UTC, January 3,
2019. The Director of the Federal
Register approves this incorporation by
reference action under title 1, Code of
Federal Regulations, part 51, subject to
the annual revision of FAA Order
7400.11 and publication of conforming
amendments.
ADDRESSES: FAA Order 7400.11C,
Airspace Designations and Reporting
Points, and subsequent amendments can
be viewed online at http://www.faa.gov/
air traffic/publications/. For further
information, you can contact the
Airspace Policy Group, Federal Aviation
Administration, 800 Independence
Avenue SW, Washington, DC 20591;
telephone: (202) 267—-8783. The Order is
also available for inspection at the
National Archives and Records
Administration (NARA). For
information on the availability of FAA
Order 7400.11C at NARA, call (202)
741-6030, or go to https://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

FAA Order 7400.11, Airspace
Designations and Reporting Points, is

published yearly and effective on
September 15.

FOR FURTHER INFORMATION CONTACT: ]ohn
Fornito, Operations Support Group,
Eastern Service Center, Federal Aviation
Administration, 1701 Columbia Avenue,
College Park, GA 30337; telephone (404)
305-6364.

SUPPLEMENTARY INFORMATION:

Authority for This Rulemaking

The FAA’s authority to issue rules
regarding aviation safety is found in
Title 49 of the United States Code.
Subtitle I, Section 106 describes the
authority of the FAA Administrator.
Subtitle VII, Aviation Programs,
describes in more detail the scope of the
agency’s authority. This rulemaking is
promulgated under the authority
described in Subtitle VII, Part A,
Subpart I, Section 40103. Under that
section, the FAA is charged with
prescribing regulations to assign the use
of airspace necessary to ensure the
safety of aircraft and the efficient use of
airspace. This regulation is within the
scope of that authority as it amends
Class E airspace at Cambridge-
Dorchester Regional Airport, Cambridge,
MD, to support standard instrument
approach procedures for IFR operations
in the area.

History

The FAA published a notice of
proposed rulemaking (NPRM) in the
Federal Register (83 FR 38098, August
3, 2018) for Docket No. FAA—2018-0468
to amend Class E airspace extending
upward from 700 feet or more above the
surface at Cambridge-Dorchester
Regional Airport, Cambridge, MD.

Subsequent to publication, the FAA
found that the airspace designation
header was incorrect, and is corrected in
this rule.

Interested parties were invited to
participate in this rulemaking effort by
submitting written comments on the
proposal to the FAA. No comments
were received.

Class E airspace designations are
published in Paragraph 6005, of FAA
Order 7400.11C, dated August 13, 2018,
and effective September 15, 2018, which
is incorporated by reference in 14 CFR
71.1. The E airspace designations listed
in this document will be published
subsequently in the Order.

Availability and Summary of
Documents for Incorporation by
Reference

This document amends FAA Order
7400.11C, Airspace Designations and
Reporting Points, dated August 13,
2018, and effective September 15, 2018.
FAA Order 7400.11C is publicly


https://www.archives.gov/federal-register/cfr/ibr-locations.html
https://www.archives.gov/federal-register/cfr/ibr-locations.html
https://www.archives.gov/federal-register/cfr/ibr-locations.html
http://www.faa.gov/air_traffic/publications/
http://www.faa.gov/air_traffic/publications/
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available as listed in the ADDRESSES
section of this document. FAA Order
7400.11C lists Class A, B, C,D, and E
airspace areas, air traffic service routes,
and reporting points.

The Rule

This amendment to Title 14 Code of
Federal Regulations (14 CFR) amends
part 71 by amending Class E airspace
extending upward from 700 feet or more
above the surface at Cambridge-
Dorchester Regional Airport to within a
6.6-mile radius (increased from a 6.4-
mile radius) of the airport due to the
decommissioning of the Cambridge
NDB, and cancellation of the NDB
approach. The airspace redesign
enhances the safety and management of
IFR operations at the airport. The
geographic coordinates of the airport
also are adjusted to coincide with the
FAA’s aeronautical database, and the
airport name is updated to Cambridge-
Dorchester Regional Airport, (formerly
Cambridge-Dorchester Airport).

Finally, the region identifier in the
designation header is corrected to
“AEA” from “ANE”.

Regulatory Notices and Analyses

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current. It, therefore: (1) Is not a
“significant regulatory action” under
Executive Order 12866; (2) is not a
“significant rule” under DOT
Regulatory Policies and Procedures (44
FR 11034; February 26, 1979); and (3)
does not warrant preparation of a
regulatory evaluation as the anticipated
impact is so minimal. Since this is a
routine matter that only affects air traffic
procedures and air navigation, it is
certified that this rule, when
promulgated, does not have a significant
economic impact on a substantial
number of small entities under the
criteria of the Regulatory Flexibility Act.

Environmental Review

The FAA has determined that this
action qualifies for categorical exclusion
under the National Environmental
Policy Act in accordance with FAA
Order 1050.1F, “Environmental
Impacts: Policies and Procedures,”
paragraph 5—6.5a. This airspace action
is not expected to cause any potentially
significant environmental impacts, and
no extraordinary circumstances exist
that warrant preparation of an
environmental assessment.

Lists of Subjects in 14 CFR Part 71

Airspace, Incorporation by reference,
Navigation (air).

Adoption of the Amendment

In consideration of the foregoing, the
Federal Aviation Administration
amends 14 CFR part 71 as follows:

PART 71—DESIGNATION OF CLASS A,
B, C, D, AND E AIRSPACE AREAS; AIR
TRAFFIC SERVICE ROUTES; AND
REPORTING POINTS

m 1. The authority citation for part 71
continues to read as follows:
Authority: 49 U.S.C. 106(f), 106(g); 40103,

40113, 40120; E.O. 10854, 24 FR 9565, 3 CFR,
1959-1963 Comp., p. 389.

§71.1 [Amended]

m 2. The incorporation by reference in
14 CFR 71.1 of Federal Aviation
Administration Order 7400.11C,
Airspace Designations and Reporting
Points, dated August 13, 2018, and
effective September 15, 2018, is
amended as follows:

Paragraph 6005 Class E Airspace Areas
Extending Upward From 700 Feet or More
Above the Surface of the Earth.

* * * * *

AEAMEE5 Cambridge, MD [Amended]
Cambridge-Dorchester Regional Airport, MD

(Lat. 38°32"22” N, long. 76°01'49” W)

That airspace extending upward from 700
feet above the surface within a 6.6-mile
radius of Cambridge-Dorchester Regional
Airport.

Issued in College Park, Georgia, on October
18, 2018.

Debra Hogan,

Acting Manager, Operations Supports Group,
Eastern Service Center, Air Traffic
Organization.

[FR Doc. 2018-23403 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 71

[Docket No. FAA-2016-9442; Airspace
Docket No. 16—AS0O-15]

RIN 2120-AA66
Establishment of Class E Airspace;
Crystal Springs, MS

AGENCY: Federal Aviation
Administration (FAA), DOT.
ACTION: Final rule.

SUMMARY: This action establishes Class
E airspace extending upward from 700
feet above the surface at Copiah County

Airport, Crystal Springs, MS, to
accommodate new area navigation
(RNAV) global positioning system (GPS)
standard instrument approach
procedures serving the airport.
Controlled airspace is necessary for the
safety and management of instrument
flight rules (IFR) operations at this
airport.

DATES: Effective 0901 UTC, January 3,
2019. The Director of the Federal
Register approves this incorporation by
reference action under Title 1, Code of
Federal Regulations, part 51, subject to
the annual revision of FAA Order
7400.11 and publication of conforming
amendments.

ADDRESSES: FAA Order 7400.11C,
Airspace Designations and Reporting
Points, and subsequent amendments can
be viewed online at http://www.faa.gov/
air _traffic/publications/. For further
information, you can contact the
Airspace Policy Group, Federal Aviation
Administration, 800 Independence
Avenue SW, Washington, DC 20591;
telephone: (202) 267—-8783. The Order is
also available for inspection at the
National Archives and Records
Administration (NARA). For
information on the availability of FAA
Order 7400.11C at NARA, call (202)
741-6030, or go to https://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

FAA Order 7400.11, Airspace
Designations and Reporting Points, is
published yearly and effective on
September 15.

FOR FURTHER INFORMATION CONTACT: John
Fornito, Operations Support Group,
Eastern Service Center, Federal Aviation
Administration, 1701 Columbia Avenue,
College Park, GA 30337; telephone (404)
305-6364.

SUPPLEMENTARY INFORMATION:

Authority for This Rulemaking

The FAA’s authority to issue rules
regarding aviation safety is found in
Title 49 of the United States Code.
Subtitle I, Section 106 describes the
authority of the FAA Administrator.
Subtitle VII, Aviation Programs,
describes in more detail the scope of the
agency’s authority. This rulemaking is
promulgated under the authority
described in Subtitle VII, Part A,
Subpart I, Section 40103. Under that
section, the FAA is charged with
prescribing regulations to assign the use
of airspace necessary to ensure the
safety of aircraft and the efficient use of
airspace. This regulation is within the
scope of that authority as it establishes
Class E airspace extending upward from
700 feet above the surface at Copiah
County Airport, Crystal Springs, MS, to


https://www.archives.gov/federal-register/cfr/ibr-locations.html
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support standard instrument approach
procedures for IFR operations at this
airport.

History

The FAA published a notice of
proposed rulemaking (NPRM in the
Federal Register (83 FR 36482, July 30,
2018) for Docket No. FAA—2016—-9442 to
establish Class E surface area airspace at
Copiah County Airport, Crystal Springs,
MS.

Interested parties were invited to
participate in this rulemaking effort by
submitting written comments on the
proposal to the FAA. No comments
were received.

Class E airspace designations are
published in paragraph 6005, of FAA
Order 7400.11C dated August 13, 2018,
and effective September 15, 2018, which
is incorporated by reference in 14 CFR
part 71.1. The Class E airspace
designations listed in this document
will be published subsequently in the
Order.

Availability and Summary of
Documents for Incorporation by
Reference

This document proposes to amend
FAA Order 7400.11C, Airspace
Designations and Reporting Points,
dated August 13, 2018, and effective
September 15, 2018. FAA Order
7400.11C is publicly available as listed
in the ADDRESSES section of this
document. FAA Order 7400.11C lists
Class A, B, C, D, and E airspace areas,
air traffic service routes, and reporting
points.

The Rule

This action amends Title 14 Code of
Federal Regulations (14 CFR) part 71 by
establishing Class E airspace extending
upward from 700 feet above the surface
within a 7-mile radius of Copiah County
Airport, Crystal Springs, MS, providing
the controlled airspace required to
support the new RNAV (GPS) standard
instrument approach procedures for IFR
operations at the airport.

Regulatory Notices and Analyses

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current. Therefore, this regulation: (1) Is
not a ‘“‘significant regulatory action”
under Executive Order 12866; (2) is not
a “‘significant rule” under DOT
Regulatory Policies and Procedures (44
FR 11034; February 26, 1979); and (3)
does not warrant preparation of a
regulatory evaluation as the anticipated
impact is so minimal. Since this is a

routine matter that only affects air traffic
procedures and air navigation, it is
certified that this rule, when
promulgated, does not have a significant
economic impact on a substantial
number of small entities under the
criteria of the Regulatory Flexibility Act.

Environmental Review

The FAA has determined that this
action qualifies for categorical exclusion
under the National Environmental
Policy Act in accordance with FAA
Order 1050.1F, “Environmental
Impacts: Policies and Procedures,”
paragraph 5-6.5a. This airspace action
is not expected to cause any potentially
significant environmental impacts, and
no extraordinary circumstances exist
that warrant preparation of an
environmental assessment.

Lists of Subjects in 14 CFR Part 71

Airspace, Incorporation by reference,
Navigation (air).

Adoption of the Amendment

In consideration of the foregoing, the
Federal Aviation Administration
amends 14 CFR part 71 as follows:

PART 71—DESIGNATION OF CLASS A,
B, C, D, AND E AIRSPACE AREAS; AIR
TRAFFIC SERVICE ROUTES; AND
REPORTING POINTS

m 1. The authority citation for part 71
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g); 40103,
40113, 40120; E.O. 10854, 24 FR 9565, 3 CFR,
1959-1963 Comp., p. 389.

§71.1 [Amended]

m 2. The incorporation by reference in
14 CFR 71.1 of Federal Aviation
Administration Order 7400.11C,
Airspace Designations and Reporting
Points, dated August 13, 2018, effective
September 15, 2018, is amended as
follows:

Paragraph 6005 Class E Airspace Areas
Extending Upward From 700 Feet or More
Above the Surface of the Earth.

* * * * *

ASOMS E5 Crystal Springs, MS [New]
Copiah County Airport, MS

(Lat. 31°54’09” N, long. 90°22°00” W)

That airspace extending upward from 700
feet above the surface within a 7-mile radius
of Copiah County Airport.

Issued in College Park, Georgia, on October
18, 2018.
Debra L. Hogan,

Acting Manager, Operations Support Group,
Eastern Service Center, Air Traffic
Organization.

[FR Doc. 2018-23402 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 71

[Docket No. FAA-2018-0369; Airspace
Docket No. 18-AS0-8]

RIN 2120-AA66

Amendment of Class E Airspace,
Augusta, GA, and Establishment of
Class E Airspace, Waynesboro, GA

AGENCY: Federal Aviation
Administration (FAA), DOT.

ACTION: Final rule.

SUMMARY: This action amends Class E
airspace extending upward from 700
feet above the surface in Augusta, GA,
by recognizing the name change of
Augusta Regional Airport at Bush Field
(formerly Augusta Regional at Bush
Field Airport); removing Burke County
Airport and Millen Airport from the
airspace designation and establishing
these two airports under Waynesboro,
GA, designation; and updating the
geographic coordinates of Daniel Field,
Augusta, GA, and Millen Airport,
Waynesboro, GA. This action
accommodates airspace reconfiguration
due to the decommissioning of the
Millen non-directional radio beacon
(NDB) and cancellation of the NDB
approach at Millen Airport. Controlled
airspace is necessary for the safety and
management of instrument flight rules
(IFR) operations at these airports.

DATES: Effective 0901 UTC, January 3,
2019. The Director of the Federal
Register approves this incorporation by
reference action under title 1 Code of
Federal Regulations, part 51, subject to
the annual revision of FAA Order
7400.11 and publication of conforming
amendments.

ADDRESSES: FAA Order 7400.11C,
Airspace Designations and Reporting
Points, and subsequent amendments can
be viewed online at http://www.faa.gov/
air_traffic/publications/. For further
information, you can contact the
Airspace Policy Group, Federal Aviation
Administration, 800 Independence
Avenue SW, Washington, DC 20591;
telephone: (202) 267—-8783. The Order is
also available for inspection at the
National Archives and Records
Administration (NARA). For
information on the availability of FAA
Order 7400.11C at NARA, call (202)
741-6030, or go to hitps://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

FAA Order 7400.11, Airspace
Designations and Reporting Points, is


https://www.archives.gov/federal-register/cfr/ibr-locations.html
https://www.archives.gov/federal-register/cfr/ibr-locations.html
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published yearly and effective on
September 15.

FOR FURTHER INFORMATION CONTACT: ]Ohn
Fornito, Operations Support Group,
Eastern Service Center, Federal Aviation
Administration, 1701 Columbia Avenue,
College Park, GA 30337; telephone (404)
305—-6364.

SUPPLEMENTARY INFORMATION:
Authority for This Rulemaking

The FAA’s authority to issue rules
regarding aviation safety is found in
Title 49 of the United States Code.
Subtitle I, Section 106 describes the
authority of the FAA Administrator.
Subtitle VII, Aviation Programs,
describes in more detail the scope of the
agency’s authority. This rulemaking is
promulgated under the authority
described in Subtitle VII, Part A,
Subpart I, Section 40103. Under that
section, the FAA is charged with
prescribing regulations to assign the use
of airspace necessary to ensure the
safety of aircraft and the efficient use of
airspace. This regulation is within the
scope of that authority as it amends
Class E airspace, at Augusta, GA, and
establishes Class E airspace at
Waynesboro, GA, to support airspace
reconfiguration due to the
decommissioning of the Millen non-
directional radio beacon (NDB) and
cancellation of the NDB approach at
Millen Airport.

History

The FAA published a notice of
proposed rulemaking in the Federal
Register (83 FR 39384, August 9, 2018)
for Docket No. FAA-2018-0369 to
amend Class E airspace area extending
upward from 700 feet or more above the
surface, and establish Class E airspace
area extending upward from 700 feet or
more above the surface at Burke County
Airport and Millen Airport,
Waynesboro, GA as the Millen NDB has
been decommissioned and the NDB
approach cancelled.

Interested parties were invited to
participate in this rulemaking effort by
submitting written comments on the
proposal to the FAA. No comments
were received.

Class E airspace designations are
published in paragraph 6005, of FAA
Order 7400.11C dated August 13, 2018,
and effective September 15, 2018, which
is incorporated by reference in 14 CFR
part 71.1. The Class E airspace
designation listed in this document will
be published subsequently in the Order.

Availability and Summary of
Documents for Incorporation by
Reference

This document amends FAA Order
7400.11C, Airspace Designations and
Reporting Points, dated August 13,
2018, and effective September 15, 2018.
FAA Order 7400.11C is publicly
available as listed in the ADDRESSES
section of this document. FAA Order
7400.11C lists Class A, B, C, D, and E
airspace areas, air traffic service routes,
and reporting points.

The Rule

This amendment to Title 14 Code of
Federal Regulations (14 CFR) amends
part 71 by amending Class E airspace
extending upward from 700 feet above
the surface in Augusta, GA, by
recognizing the name change of Augusta
Regional Airport at Bush Field (formerly
Augusta Regional at Bush Field
Airport); removing Burke County
Airport and Millen Airport from the
airspace designation and establishing
these two airports under Waynesboro,
GA, designation due to the cancellation
of the Millen NDB and cancellation of
the associated approach; and updating
the geographic coordinates of Daniel
Field, Augusta, GA, to be in concert
with the FAA’s aeronautical database.

Class E airspace extending upward
from 700 feet above the surface is
established at Burke County Airport,
Waynesboro, GA, within a 6.7-mile
(increased from a 6.6-mile) radius of the
airport.

Class E airspace extending upward
from 700 feet above the surface is
established at Millen airport within a
7.4-mile (increased from a 7.3-mile)
radius of the airport. The geographic
coordinates are adjusted to be in concert
with the FAA’s aeronautical database.

Regulatory Notices and Analyses

The FAA has determined that this
regulation only involves an established
body of technical regulations for which
frequent and routine amendments are
necessary to keep them operationally
current. It, therefore: (1) Is not a
“significant regulatory action” under
Executive Order 12866; (2) is not a
“significant rule” under DOT
Regulatory Policies and Procedures (44
FR 11034; February 26, 1979); and (3)
does not warrant preparation of a
regulatory evaluation as the anticipated
impact is so minimal. Since this is a
routine matter that only affects air traffic
procedures and air navigation, it is
certified that this rule, when
promulgated, does not have a significant
economic impact on a substantial
number of small entities under the
criteria of the Regulatory Flexibility Act.

Environmental Review

The FAA has determined that this
action qualifies for categorical exclusion
under the National Environmental
Policy Act in accordance with FAA
Order 1050.1F, “Environmental
Impacts: Policies and Procedures,”
paragraph 5-6.5a. This airspace action
is not expected to cause any potentially
significant environmental impacts, and
no extraordinary circumstances exist
that warrant preparation of an
environmental assessment.

Lists of Subjects in 14 CFR Part 71

Airspace, Incorporation by reference,
Navigation (air).

Adoption of the Amendment

In consideration of the foregoing, the
Federal Aviation Administration
amends 14 CFR part 71 as follows:

PART 71—DESIGNATION OF CLASS A,
B, C, D, AND E AIRSPACE AREAS; AIR
TRAFFIC SERVICE ROUTES; AND
REPORTING POINTS

m 1. The authority citation for part 71
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g); 40103,
40113, 40120; E.O. 10854, 24 FR 9565, 3 CFR,
1959-1963 Comp., p. 389.

§71.1 [Amended]

m 2. The incorporation by reference in
14 CFR 71.1 of Federal Aviation
Administration Order 7400.11C,
Airspace Designations and Reporting
Points, dated August 13, 2018, and
effective September 15, 2018, is
amended as follows:

Paragraph 6005 Class E Airspace Areas
Extending Upward From 700 Feet or More
Above the Surface of the Earth.

* * * * *

ASO GA E5 Augusta, GA [Amended]

Augusta Regional Airport at Bush Field, GA

(Lat. 33°22"12” N, long. 81°57’52” W)
Daniel Field

(Lat. 33°28’00” N, long. 82°0222” W)
Emory NDB

(Lat. 33°27°46” N, long. 81°59'49” W)

That airspace extending upward from 700
feet above the surface within an 8.6-mile
radius of Augusta Regional Airport at Bush
Field, and within 3.2 miles either side of the
168° bearing from the airport extending from
the 8.6-mile radius to 12.5 miles south of the
airport, and within a 7-mile radius of Daniel
Field, and within 8 miles west and 4 miles
east of the 349° bearing from the Emory NDB
extending from the 7-mile radius to 16 miles
north of the Emory NDB.

ASO GA E5 Waynesboro, GA [New]
Burke County Airport, GA

(Lat. 33°02°29” N, long. 82°00"10” W)
Millen Airport
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(Lat. 32°53’35” N, long. 81°57’55” W)

That airspace extending upward from 700
feet above the surface within a 6.7-mile
radius of Burke County Airport, and within
a 7.4-mile radius of Millen Airport.

Issued in College Park, Georgia, on October
17, 2018.
Ken Brissenden,

Acting Manager, Operations Support Group,
Eastern Service Center, Air Traffic
Organization.

[FR Doc. 2018-23399 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION

Federal Aviation Administration

14 CFR Part 91

[Docket No.: FAA-2018-0927; Amdt. No.
91-353]

RIN 2120-AL06

Prohibition Against Certain Flights in
the Baghdad Flight Information Region
(FIR) (ORBB)

AGENCY: Federal Aviation
Administration (FAA), Department of
Transportation (DOT).

ACTION: Final rule.

SUMMARY: This action reissues, with
modifications to reflect changed
conditions in Iraq, the Special Federal
Aviation Regulation (SFAR) that
prohibits certain flights in the Baghdad
Flight Information Region (FIR) (ORBB)
by all: U.S. air carriers; U.S. commercial
operators; persons exercising the
privileges of an airman certificate issued
by the FAA, except when such persons
are operating U.S.-registered aircraft for
a foreign air carrier; and operators of
U.S.-registered civil aircraft, except
where the operator of such aircraft is a
foreign air carrier.

DATES: This final rule is effective on
October 26, 2018.

FOR FURTHER INFORMATION CONTACT:
Michael Filippell, Air Transportation
Division, Flight Standards Service,
Federal Aviation Administration, 800
Independence Avenue SW, Washington,
DC 20591; telephone (202) 267—-8166;
email michael.e.filippell@faa.gov.
SUPPLEMENTARY INFORMATION:

1. Executive Summary

This action reissues, with
modifications to address changed
conditions in Iraq, Special Federal
Aviation Regulation (SFAR) No. 77,
§91.1605, which prohibits certain flight
operations in the Baghdad FIR (ORBB)
by all: U.S. air carriers; U.S. commercial
operators; persons exercising the

privileges of an airman certificate issued
by the FAA, except when such persons
are operating U.S.-registered aircraft for
a foreign air carrier; and operators of
U.S.-registered civil aircraft, except
where the operator of such aircraft is a
foreign air carrier. The reissued rule
prohibits operations in the Baghdad FIR
(ORBB) below Flight Level (FL) 260,
except operations necessary to climb out
of, or descend into, the Kuwait FIR
(OKAC), subject to the approval of, and
in accordance with the conditions
established by, the appropriate
authorities of Iraq.

Conditions in Iraq have improved
since action was last taken on SFAR No.
77, §91.1605 by the FAA in May 2015,
which expired on May 11, 2017.* The
coalition of Iraqi security forces, allied
nations, and supporting militia elements
has successfully reduced the area under
Islamic State of Iraq and Ash-Sham
(ISIS) control. In addition, the
operational anti-aircraft-capable
weapons possessed by ISIS or other
anti-U.S. extremist/militant elements
are altitude-limited and would not pose
a risk to U.S. civil aviation overflights
at or above FL 260, provided that the
flights remain clear of areas where
fighting is likely to occur or re-emerge.
The appropriate authorities of Iraq have
taken steps to prohibit civil aviation
operations at or above FL 260 in such
areas. Therefore, on December 9, 2017,
the FAA issued KICZ NOTAM A0025/
17, amending its prohibition on U.S.
civil aviation operations in the Baghdad
FIR (ORBB) to allow overflights at or
above FL 260.

There continues to be an unacceptable
level of risk to U.S. civil aviation
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260, as described
in this rule, resulting from the potential
for fighting in certain areas of Iraq and
ongoing concerns about the extremist/
militant threat to U.S. civil aviation
throughout Iraq. With limited
exceptions described in this final rule,
U.S. civil aviation operations in the
Baghdad FIR (ORBB) at altitudes below
FL 260 remain prohibited consistent
with KICZ NOTAM A0025/17.
Consequently, the FAA is reissuing the
modified SFAR to remain in effect until
October 26, 2018. The FAA finds this
action necessary due to continued
hazards to U.S. civil aviation operations
in the Baghdad FIR (ORBB) at altitudes
below FL 260.

1Due to continuing hazards and to avoid
interruption of the flight prohibition, the FAA
issued KICZ NOTAM A0010/17 under the
Administrator’s emergency authority (49 U.S.C.
46105(c)) to temporarily continue the SFAR flight
prohibition until a final rule became effective.

II. Legal Authority and Good Cause

A. Legal Authority

The FAA is responsible for the safety
of flight in the U.S. and for the safety
of U.S. civil operators, U.S.-registered
civil aircraft, and U.S.-certificated
airmen throughout the world. The FAA
Administrator’s authority to issue rules
on aviation safety is found in title 49,
U.S. Code, Subtitle I, sections 106(f) and
(g). Subtitle VII of title 49, Aviation
Programs, describes in more detail the
scope of the agency’s authority. Section
40101(d)(1) provides that the
Administrator shall consider in the
public interest, among other matters,
assigning, maintaining, and enhancing
safety and security as the highest
priorities in air commerce. Section
40105(b)(1)(A) requires the
Administrator to exercise his authority
consistently with the obligations of the
U.S. Government under international
agreements.

This rulemaking is promulgated
under the authority described in title 49,
U.S. Code, subtitle VII, Part A, subpart
III, section 44701, General requirements.
Under that section, the FAA is charged
broadly with promoting safe flight of
civil aircraft in air commerce by
prescribing, among other things,
regulations and minimum standards for
practices, methods, and procedures that
the Administrator finds necessary for
safety in air commerce and national
security.

This regulation is within the scope of
FAA’s authority, because it prohibits the
persons described in paragraph (a) of
SFAR No. 77, §91.1605, from
conducting flight operations in the
Baghdad FIR (ORBB) at altitudes below
FL 260, with limited exceptions, due to
the continued hazards to the safety of
U.S. civil flight operations, as described
in the preamble to this final rule.

The FAA also finds that this action is
fully consistent with the obligations
under 49 U.S.C. 40105(b)(1)(A) to
ensure that the FAA exercises its duties
consistently with the obligations of the
United States under international
agreements.

B. Good Cause for Inmediate Adoption

Section 553(b)(3)(B) of title 5 of the
United States Code (5 U.S.C.) authorizes
agencies to dispense with notice and
comment procedures for rules when the
agency for “good cause” finds that those
procedures are ‘“‘impracticable,
unnecessary, or contrary to the public
interest.” Section 553(d) also authorizes
agencies to forgo the delay in the
effective date of the final rule for good
cause found and published with the
rule. In this instance, the FAA finds
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good cause to forgo notice and comment
because notice and comment would be
impracticable and contrary to the public
interest. The FAA has identified an
immediate need to address the
continued hazardous situation for U.S.
civil aviation that exists in the Baghdad
FIR (ORBB) at altitudes below FL 260
due to the potential for fighting in
certain areas of Iraq and ongoing
concerns about the extremist/militant
threat to U.S. civil aviation throughout
Iraq. These hazards are further
described in the preamble to this rule.
To the extent that the rule is based upon
classified information, such information
is not permitted to be shared with the
general public. Also, threats to U.S. civil
aviation and intelligence regarding these
threats are fluid. As a result, the
agency’s original proposal could become
unsuitable for minimizing the hazards
to U.S. civil aviation in the affected
airspace during or after the notice and
comment process.

Additionally, it is contrary to the
public interest to delay the effective
date of this SFAR. This action reissues
SFAR No. 77, § 91.1605, with
appropriate modifications, to codify the
provisions of the FAA’s December 9,
2017, NOTAM, which will reduce the
potential for confusion over whether
certain overflights of Iraq by U.S.
operators and airmen are permitted.

For these reasons, the FAA finds good
cause to forgo notice and comment and
any delay in the effective date for this
rule.

III. Background

On October 9, 1996, the FAA issued
SFAR No. 77 to prohibit flight
operations over or within the territory of
Iraq by any U.S. air carrier or
commercial operator; by any person
exercising the privileges of an airman
certificate issued by the FAA, except
persons operating U.S.-registered
aircraft for a foreign air carrier; or by
any person operating an aircraft
registered in the U.S., unless the
operator of such aircraft was a foreign
air carrier. The FAA extended and
amended SFAR No. 77 several times to
respond to evolving circumstances and
their corresponding hazards to U.S. civil
operations.2 Most recently, on May 11,
2015, the FAA published a final rule
amending SFAR No. 77, § 91.1605, to
prohibit U.S. civil aviation operations in
the Baghdad FIR (ORBB) at all altitudes
due to the hazardous situation created
by armed conflict, which formalized a
flight prohibition NOTAM issued under

261 FR 54020. For a more comprehensive history
of SFAR 77, § 91.1605, see the final rule published
on May 11, 2015. 80 FR 26822, 26823—-26824.

the Administrator’s emergency
authority. 80 FR 26822. SFAR No. 77,
§91.1605, expired on May 11, 2017. On
May 10, 2017, the FAA issued KICZ
NOTAM A0010/17 under the
Administrator’s safety and emergency
authority (49 U.S.C. 40113(a) and
46105(c), respectively) to continue the
prohibition of certain flight operations
in the Baghdad FIR (ORBB) without
interruption due to the continuing
hazards to U.S. civil aviation operations.

The FAA continued to monitor
developments in Iraq relevant to the
safety of U.S. civil aviation after issuing
its May 10, 2017, NOTAM. The FAA
assessed that conditions in Iraq had
improved, as the coalition of Iraqi
security forces, allied nations, and
supporting militia elements had
successfully reduced the area under ISIS
control. In addition, the FAA assessed
that the operational anti-aircraft-capable
weapons possessed by ISIS or other
anti-U.S. extremist/militant elements
did not pose a risk to U.S. civil aviation
overflights at or above FL 260, provided
that the flights remain clear of areas
where fighting is likely to occur or re-
emerge. The appropriate authorities of
Iraq had taken steps to prohibit civil
aviation operations at or above FL 260
in such areas. As a result, the FAA
determined that the risk to U.S. civil
aviation at or above FL 260 in the
Baghdad FIR (ORBB) had been
sufficiently reduced to allow U.S. civil
aviation overflights at or above FL 260
to resume. The FAA also determined
that it was safe to allow limited
operations below FL 260 when
necessary due to climb performance.

On December 9, 2017, the FAA issued
a revised flight prohibition NOTAM
prohibiting U.S. civil operations within
the Baghdad FIR (ORBB) below FL 260
and thus permitting overflights above
FL 260. The NOTAM permitted, by
exception, U.S. civil operations
departing from countries adjacent to
Iraq to operate at altitudes below FL 260
in the Baghdad FIR (ORBB) to the extent
necessary to permit a climb to or above
FL 260, if the climb performance of the
aircraft does not permit it to attain FL
260 prior to entering the Baghdad FIR
(ORBB), subject to the approval of, and
in accordance with the conditions
established by, the appropriate
authorities of Iraq. This change
permitted U.S. operators to conduct
limited overflights of Iraq, potentially
saving travel time and operational costs
associated with alternate, less direct
routes in a region constrained by
multiple SFARs prohibiting operations.

IV. Discussion of the Final Rule

The FAA continues to assess the
situation in the Baghdad FIR (ORBB) as
being hazardous for U.S. civil aviation
at altitudes below FL 260, subject to the
limited exceptions described in this
final rule. The risk to U.S. civil aviation
originates from the potential for fighting
in certain areas of northern and western
Iraq between the Islamic State of Iraq
and ash-Sham (ISIS), other extremist/
militant elements, Iraqi security forces
and other elements. ISIS and other
extremist/militant elements are known
to possess a variety of anti-aircraft-
capable weapons, including man-
portable air defense systems, and have
fired on military aircraft during combat
operations in Iraq. This presents a
continued risk of anti-aircraft fire to
civil aircraft, particularly in areas where
fighting may occur. There is also a risk
of potential hostile activity by ISIS
elements or other anti-U.S. militants/
extremists elsewhere in Iraq.

The FAA assesses that the risk to U.S.
civil aviation operating in the Baghdad
FIR (ORBB) over southeastern Iraq has
been sufficiently reduced to allow
flights to operate at altitudes below FL
260 to the extent necessary to climb-out
from or descend into the Kuwait FIR
(OKAQ). Southeastern Iraq has a lower
concentration of ISIS-affiliated and
other anti-U.S. extremists/militants, and
is at lower risk for fighting to occur,
than other parts of Iraq. The terrain in
southeastern Iraq is of very low
elevation, low enough to provide a
reasonable buffer against the remaining
risk from anti-aircraft-capable weapons
fired from the surface. Additionally,
aircraft climbing out of Kuwait are only
exposed to any of the remaining risks to
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260 for the limited
time necessary to climb to FL 260, in
accordance with Iraqi air traffic control
instructions. Similarly, aircraft
descending toward Kuwait below FL
260, in accordance with Iraqi air traffic
control instructions, are also exposed to
such risks for only a limited period of
time.

Finally, the routine and expected
procedures for hand-offs between Iraqi
air traffic control and Kuwaiti air traffic
control require operators to cross the
Iraq-Kuwait border below FL 260. The
FAA has determined that the safety
risks of potential traffic conflicts
associated with continuing to require
U.S. operators and airmen to fly
different profiles than those normally
flown by civil air traffic in this very
busy airspace outweigh the previously
described residual risks to U.S. civil
aviation operating over southeastern
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Iraq from potential fighting and anti-
U.S. militant/extremist activity.

Upon further examination of the risks
to U.S. civil aviation in other areas of
Iraq, the FAA has determined that the
remaining risks to U.S. civil aviation
climbing out of or descending into the
other countries that border Iraq have not
been sufficiently reduced to permit
operations below FL 260. Therefore,
while KICZ NOTAM A0025/17 had
permitted flights departing from
countries adjacent to Iraq to operate at
altitudes below FL 260 in the Baghdad
FIR (ORBB) to the extent necessary to
permit a climb to or above FL 260,
under certain circumstances, this rule
does not permit such climbouts. The
reasons for not extending climbout relief
from the other bordering FIRs are
discussed in the following paragraphs.
Nevertheless, the FAA has determined
there are no operational impacts caused
by this change. Available information
indicates U.S. operators have not relied
upon the NOTAM’s exception to
transition from neighboring FIRs, other
than Kuwait, at altitudes below FL 260.

Iraq shares most of its western border
with Syria. The FAA currently prohibits
U.S. civil aviation operations in the
Damascus FIR (OSTT) at all altitudes,
including the entire country of Syria,
due to the presence of anti-aircraft
weapons controlled by non-state actors,
threats made by extremist groups, de-
confliction concerns, and ongoing
fighting. In addition, the Iraqi border
region adjacent to Syria is susceptible to
extremist/militant cross-border activity
that poses a risk to U.S. civil aviation
operating below FL 260 within the
Baghdad FIR (ORBB). Areas of western
and southwestern Iraq near its borders
with Jordan and Saudi Arabia have a
higher concentration of ISIS-affiliated
and other anti-U.S. extremists/militants
than southeastern Iraq. The presence of,
or potential for, extremist/militant
activity within Iraq near its borders with
Jordan and Saudi Arabia poses a greater
risk to U.S. civil aviation operating
below FL 260 inside the Baghdad FIR
(ORBB) than that which exists for U.S.
civil aviation operating below FL 260 in
the Baghdad FIR (ORBB) near Iraq’s
border with Kuwait.

Iraq shares most of its eastern border
with Iran. In the region of Iraq bordering
Iran, there is a risk to U.S. civil aviation
operating in the Baghdad FIR (ORBB)
below FL 260 from potential cross-
border extremist/militant activity and
inadequate de-confliction of civil and
military flights. The Irag-Iran border
region also has areas of high elevation
terrain, in comparison to Iraq’s border
region with Kuwait, which could expose
U.S. civil aviation operating below FL

260 over such terrain to greater risk
from possible ground-based anti-aircraft
weapons in comparison to Iraq’s border
region with Kuwait.

Iraq borders Turkey to the north.
There is a potential for a residual ISIS
presence, other extremist/militant
activity, and associated counter-
terrorism operations in the Iraq-Turkey
border region. This activity poses a risk
to U.S. civil aviation operating below FL
260 in the Baghdad FIR (ORBB),
particularly due to the higher elevation
terrain in this region, which could
expose U.S. civil aviation, operating
below FL 260 over such terrain, to
greater risk from ground-based anti-
aircraft weapons in comparison to Iraq’s
border region with Kuwait. The FAA
does not believe that there are
countervailing aviation safety
considerations, such as the air traffic
control considerations relative to
Kuwait, of sufficient magnitude to
outweigh these risks.

Therefore, as a result of the significant
continuing risk to the safety of U.S. civil
aviation in the Baghdad FIR (ORBB) at
altitudes below FL 260, the FAA
reissues SFAR No. 77, § 91.1605, with
an expiration date of October 26, 2020,
to maintain the prohibition on flight
operations at altitudes below FL 260,
with certain limited exceptions
described in the rule. This prohibition
applies to all: U.S. air carriers; U.S.
commercial operators; persons
exercising the privileges of an airman
certificate issued by the FAA, except
when such persons are operating U.S.-
registered aircraft for a foreign air
carrier; and operators of U.S.-registered
civil aircraft, except where the operator
of such aircraft is a foreign air carrier.
The reissued SFAR No. 77, §91.1605,
permits those subject to the rule to
operate at altitudes below FL 260 to the
extent necessary to climb out of, or
descend into, the Kuwait FIR (OKAC),
subject to the approval of, and in
accordance with the conditions
established by, the appropriate
authorities of Iraq. While the FAA’s
flight prohibition does not apply to
foreign air carriers, DOT codeshare
authorizations prohibit foreign air
carriers from carrying a U.S. codeshare
partner’s code on a flight segment that
operates in airspace for which the FAA
has issued a flight prohibition.

The FAA will continue to actively
monitor the situation and evaluate the
extent to which U.S. civil operators and
airmen may be able to operate safely in
the Baghdad FIR (ORBB) at altitudes
below FL 260 in the future. Further
amendments to SFAR No. 77, §91.1605,
may be appropriate if the risk to
aviation safety and security changes.

The FAA may amend or rescind SFAR
No. 77, §91.1605, as necessary, prior to
its expiration date.

V. Approval Process Based on a
Request From a Department, Agency, or
Instrumentality of the United States
Government

If a department, agency, or
instrumentality of the U.S. Government
determines that it has a critical need to
engage any person covered under SFAR
No. 77, § 91.1605, including a U.S. air
carrier or commercial operator, to
conduct a charter to transport civilian or
military passengers or cargo, or other
operations, in the Baghdad FIR (ORBB)
at altitudes below FL 260, that
department, agency, or instrumentality
may request that the FAA approve
persons covered under SFAR No. 77,
§91.1605(a), to conduct such
operations.

An approval request must be made
directly by the requesting department,
agency, or instrumentality of the U.S.
Government to the FAA’s Associate
Administrator for Aviation Safety in a
letter signed by an appropriate senior
official of the requesting department,
agency, or instrumentality. The FAA
will not accept or consider requests for
approval submitted by anyone other
than the requesting department, agency,
or instrumentality. In addition, the
senior official signing the letter
requesting FAA approval on behalf of
the requesting department, agency, or
instrumentality must be sufficiently
positioned within the organization to
demonstrate that the senior leadership
of the requesting department, agency, or
instrumentality supports the request for
approval and is committed to taking all
necessary steps to minimize operational
risks to the proposed flights. The senior
official must also be in a position to: (1)
Attest to the accuracy of all
representations made to the FAA in the
request for approval and (2) ensure that
any support from the requesting U.S.
Government department, agency, or
instrumentality described in the request
for approval is in fact brought to bear
and is maintained over time. Unless
justified by exigent circumstances,
requests for approval must be submitted
to the FAA no less than 30 calendar
days before the date on which the
requesting department, agency, or
instrumentality intends to commence
the proposed operations.

The letter must be sent by the
requesting department, agency, or
instrumentality to the Associate
Administrator for Aviation Safety,
Federal Aviation Administration, 800
Independence Avenue SW, Washington,
DC 20591. Electronic submissions are



53988

Federal Register/Vol. 83, No. 208/Friday, October 26, 2018/Rules and Regulations

acceptable, and the requesting entity
may request that the FAA notify it
electronically as to whether the
approval request is granted. If a
requestor wishes to make an electronic
submission to the FAA, the requestor
should contact the Air Transportation
Division, Flight Standards Service, at
(202) 267-8166 to obtain the
appropriate email address. A single
letter may request approval from the
FAA for multiple persons covered under
SFAR No. 77, §91.1605, and/or for
multiple flight operations. To the extent
known, the letter must identify the
person(s) covered under the SFAR on
whose behalf the U.S. Government
department, agency, or instrumentality
is seeking FAA approval, and it must
describe—

e The proposed operation(s),
including the nature of the mission
being supported;

e The service to be provided by the
person(s) covered by the SFAR;

e To the extent known, the specific
locations in the Baghdad FIR (ORBB) at
altitudes below FL 260 where the
proposed operation(s) will be
conducted, including, but not limited
to, the flight path and altitude of the
aircraft while it is operating in the
Baghdad FIR (ORBB) at altitudes below
FL 260 and the airports, airfields and/
or landing zones at which the aircraft
will take-off and land; and

e The method by which the
department, agency, or instrumentality
will provide, or how the operator will
otherwise obtain, current threat
information and an explanation of how
the operator will integrate this
information into all phases of the
proposed operations (i.e., the pre-
mission planning and briefing, in-flight,
and post-flight phases).

The request for approval must also
include a list of operators with whom
the U.S. Government department,
agency, or instrumentality requesting
FAA approval has a current contract(s),
grant(s), or cooperative agreement(s) (or
with whom its prime contractor has a
subcontract(s)) for specific flight
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260. Additional
operators may be identified to the FAA
at any time after the FAA approval is
issued. However, all additional
operators must be identified to, and
obtain an Operations Specification
(OpSpec) or Letter of Authorization
(LOA), as appropriate, from the FAA for
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260, before such
operators commence such operations.
The approval conditions discussed
below apply to any such additional
operators. Updated lists should be sent

to the email address to be obtained from
the Air Transportation Division by
calling (202) 267-8166.

If an approval request includes
classified information, requestors may
contact Aviation Safety Inspector
Michael Filippell for instructions on
submitting it to the FAA. His contact
information is listed in the FOR FURTHER
INFORMATION CONTACT section of this
final rule.

FAA approval of an operation under
SFAR No. 77, §91.1605, does not relieve
persons subject to this SFAR of their
responsibility to comply with all other
applicable FAA rules and regulations.
Operators of civil aircraft must also
comply with the conditions of their
certificate, OpSpecs, and LOAs, as
applicable. Operators must further
comply with all rules and regulations of
other U.S. Government departments and
agencies that may apply to the proposed
operations, including, but not limited
to, the regulations issued by the
Transportation Security Administration.

Approval Conditions

If the FAA approves the request, the
FAA’s Aviation Safety Organization will
send an approval letter to the requesting
department, agency, or instrumentality
informing it that the FAA’s approval is
subject to all of the following
conditions:

(1) The approval will stipulate those
procedures and conditions that limit, to
the greatest degree possible, the risk to
the operator, while still allowing the
operator to achieve its operational
objectives.

(2) Before any approval takes effect,
the operator must submit to the FAA:

(a) A written release of the U.S.
Government from all damages, claims,
and liabilities, including without
limitation legal fees and expenses,
relating to any event arising out of or
related to the approved operations in
the Baghdad FIR (ORBB) at altitudes
below FL 260; and

(b) The operator’s agreement to
indemnify the U.S. Government with
respect to any and all third-party
damages, claims, and liabilities,
including without limitation legal fees
and expenses, relating to any event
arising out of or related to the approved
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260.

(3) Other conditions that the FAA
may specify, including those that may
be imposed in OpSpecs or LOAs, as
applicable.

The release and agreement to
indemnify do not preclude an operator
from raising a claim under an applicable
non-premium war risk insurance policy

issued by the FAA under chapter 443 of
title 49, U.S. Code.

If the FAA approves the proposed
operation(s), the FAA will issue an
OpSpec or an LOA, as applicable, to the
operator(s) identified in the original
request authorizing them to conduct the
approved operation(s), and will notify
the department, agency, or
instrumentality that requested the
FAA’s approval of any additional
conditions beyond those contained in
the approval letter.

VI. Requests for Exemption

Any operations not conducted under
an approval issued by the FAA through
the approval process set forth
previously must be conducted under an
exemption from SFAR No. 77,
§91.1605. A petition for an exemption
must comply with 14 CFR part 11 and
requires exceptional circumstances
beyond those contemplated by the
approval process set forth in the
previous section. In addition to the
information required by 14 CFR 11.81,
at a minimum, the requestor must
describe in its submission to the FAA—

e The proposed operation(s),
including the nature of the operation;

e The service to be provided by the
person(s) covered by the SFAR;

¢ The specific locations in the
Baghdad FIR (ORBB) at altitudes below
FL 260 where the proposed operation(s)
will be conducted, including, but not
limited to, the flight path and altitude
of the aircraft while it is operating in the
Baghdad FIR (ORBB) at altitudes below
FL 260 and the airports, airfields and/
or landing zones at which the aircraft
will take-off and land;

e The method by which the operator
will obtain current threat information,
and an explanation of how the operator
will integrate this information into all
phases of its proposed operations (i.e.,
the pre-mission planning and briefing,
in-flight, and post-flight phases); and

e The plans and procedures that the
operator will use to minimize the risks,
identified in the preamble, to the
proposed operations, so that granting
the exemption would not adversely
affect safety or would provide a level of
safety at least equal to that provided by
this SFAR. The FAA has found
comprehensive, organized plans and
procedures of this nature to be helpful
in facilitating the agency’s safety
evaluation of petitions for exemption
from flight prohibition SFARs.

Additionally, the release and
agreement to indemnify, as referred to
previously, are required as a condition
of any exemption that may be issued
under SFAR No. 77, §91.1605.
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The FAA recognizes that operations
that may be affected by SFAR No. 77,
§91.1605, may be planned for the
governments of other countries with the
support of the U.S. Government. While
these operations will not be permitted
through the approval process, the FAA
will consider exemption requests for
such operations on an expedited basis
and prior to any private exemption
requests.

VII. Regulatory Notices and Analyses

Changes to Federal regulations must
undergo several economic analyses.
First, Executive Orders 12866 and 13563
direct that each Federal agency shall
propose or adopt a regulation only upon
areasoned determination that the
benefits of the intended regulation
justify its costs. Second, the Regulatory
Flexibility Act of 1980 (Pub. L. 96-354),
as codified in 5 U.S.C. 603 et seq.,
requires agencies to analyze the
economic impact of regulatory changes
on small entities. Third, the Trade
Agreements Act of 1979 (Pub. L. 96-39),
19 U.S.C. Chapter 13, prohibits agencies
from setting standards that create
unnecessary obstacles to the foreign
commerce of the United States. In
developing U.S. standards, the Trade
Agreements Act requires agencies to
consider international standards and,
where appropriate, that they be the basis
of U.S. standards. Fourth, the Unfunded
Mandates Reform Act of 1995 (Pub. L.
104-4), as codified in 2 U.S.C. Chapter
25, requires agencies to prepare a
written assessment of the costs, benefits,
and other effects of proposed or final
rules that include a Federal mandate
likely to result in the expenditure by
State, local, or tribal governments, in the
aggregate, or by the private sector, of
$100 million or more annually (adjusted
for inflation with base year of 1995).
This portion of the preamble
summarizes the FAA’s analysis of the
economic impacts of this final rule.

In conducting these analyses, the FAA
has determined that this final rule has
benefits that justify its costs and is a
“significant regulatory action” as
defined in section 3(f) of Executive
Order 12866, because it raises novel
policy issues contemplated under that
Executive Order. As notice and
comment under 5 U.S.C. 553 are not
required for this final rule, the
regulatory flexibility analyses described
in 5 U.S.C. 603 and 604 regarding
impacts on small entities are not
required. This rule will not create
unnecessary obstacles to the foreign
commerce of the United States, and will
not impose an unfunded mandate on
State, local, or tribal governments, or on

the private sector, by exceeding the
threshold identified previously.

A. Regulatory Evaluation

Due to a reduction in the level of risk
to U.S. civil aviation operations in the
Baghdad FIR (ORBB) at or above FL 260,
the FAA’s December 9, 2017, NOTAM
prohibited U.S. civil aviation operations
below FL 260, thus permitting
overflights above FL 260. Due to the
continued significant hazards to U.S.
civil aviation in the Baghdad FIR
(ORBB) at altitudes below FL 260
described in the preamble, the
December 9, 2017, NOTAM continued
the prohibition on U.S. civil aviation
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260, with limited
exceptions. The reissued SFAR No. 77,
§91.1605, permits persons to climb out
of, or descend into, the Kuwait FIR
(OKAC) at altitudes below FL 260,
subject to the approval of, and in
accordance with the conditions
established by, the appropriate
authorities of Iraq.

The FAA believes there are very few
U.S. operators who wish to operate in
the Baghdad FIR (ORBB) at altitudes
below FL 260, where U.S. civil aviation
operations will continue to be
prohibited. The FAA has received three
requests for approval or exemption to
conduct flight operations in the
Baghdad FIR (ORBB) at altitudes below
FL 260 since May 11, 2015.
Consequently, the FAA estimates the
costs of this rule to be minimal. These
minimal costs are exceeded by the
benefits of avoided risks of deaths,
injuries, and property damage that
could result from a U.S. operator’s
aircraft being shot down (or otherwise
damaged) due to the hazards described
in the preamble. Consequently, the FAA
estimates that the benefits of this rule
will exceed the costs.

B. Regulatory Flexibility Act

The Regulatory Flexibility Act, in 5
U.S.C. 603, requires an agency to
prepare an initial regulatory flexibility
analysis describing impacts on small
entities whenever an agency is required
by 5 U.S.C. 553, or any other law, to
publish a general notice of proposed
rulemaking for any proposed rule.
Similarly, 5 U.S.C. 604 requires an
agency to prepare a final regulatory
flexibility analysis when an agency
issues a final rule under 5 U.S.C. 553,
after being required by that section, or
any other law, to publish a general
notice of proposed rulemaking. The
FAA found good cause to forgo notice
and comment and any delay in the
effective date for this rule. As notice and
comment under 5 U.S.C. 553 are not

required in this situation, the regulatory
flexibility analyses described in 5 U.S.C.
603 and 604 are not required.

C. International Trade Impact
Assessment

The Trade Agreements Act of 1979
(Pub. L. 96—39) prohibits Federal
agencies from establishing standards or
engaging in related activities that create
unnecessary obstacles to the foreign
commerce of the United States.
Pursuant to this Act, the establishment
of standards is not considered an
unnecessary obstacle to the foreign
commerce of the United States, so long
as the standard has a legitimate
domestic objective, such as the
protection of safety, and does not
operate in a manner that excludes
imports that meet this objective. The
statute also requires consideration of
international standards and, where
appropriate, that they be the basis for
U.S. standards.

The FAA has assessed the effect of
this final rule. The purpose of this rule
is to protect the safety of U.S. civil
aviation from hazards to their
operations in the Baghdad FIR (ORBB)
at altitudes below FL 260, a location
outside the U.S. Therefore, the rule is in
compliance with the Trade Agreements
Act of 1979.

D. Unfunded Mandates Assessment

Title II of the Unfunded Mandates
Reform Act of 1995 (Pub. L. 104—4)
requires each Federal agency to prepare
a written statement assessing the effects
of any Federal mandate in a proposed or
final agency rule that may result in an
expenditure of $100 million or more (in
1995 dollars) in any one year by State,
local, and tribal governments, in the
aggregate, or by the private sector; such
a mandate is deemed to be a “‘significant
regulatory action.” The FAA currently
uses an inflation-adjusted value of
$155.0 million in lieu of $100 million.

This final rule does not contain such
a mandate. Therefore, the requirements
of Title II of the Act do not apply.

E. Paperwork Reduction Act

The Paperwork Reduction Act of 1995
(44 U.S.C. 3507(d)) requires that the
FAA consider the impact of paperwork
and other information collection
burdens imposed on the public. The
FAA has determined that there is no
new requirement for information
collection associated with this final
rule.

F. International Compatibility and
Cooperation

In keeping with U.S. obligations
under the Convention on International
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Civil Aviation, it is FAA’s policy to
conform to ICAO Standards and
Recommended Practices to the
maximum extent practicable. The FAA
has determined that there are no ICAO
Standards and Recommended Practices
that correspond to this regulation.

G. Environmental Analysis

The FAA has analyzed this action
under Executive Order 12114,
Environmental Effects Abroad of Major
Federal Actions (44 FR 1957, January 4,
1979), and DOT Order 5610.1C,
Paragraph 16. Executive Order 12114
requires the FAA to be informed of
environmental considerations and take
those considerations into account when
making decisions on major Federal
actions that could have environmental
impacts anywhere beyond the borders of
the United States. The FAA has
determined that this action is exempt
pursuant to Section 2—5(a)(i) of
Executive Order 12114 because it does
not have the potential for a significant
effect on the environment outside the
United States.

In accordance with FAA Order
1050.1F, “Environmental Impacts:
Policies and Procedures,” paragraph 8—
6(c), FAA has prepared a memorandum
for the record stating the reason(s) for
this determination; this memorandum
has been placed in the docket for this
rulemaking.

VIII. Executive Order Determinations

A. Executive Order 13132, Federalism

The FAA has analyzed this final rule
under the principles and criteria of
Executive Order 13132, Federalism. The
agency has determined that this action
would not have a substantial direct
effect on the States, or the relationship
between the Federal Government and
the States, or on the distribution of
power and responsibilities among the
various levels of government, and,
therefore, would not have Federalism
implications.

B. Executive Order 13211, Regulations
That Significantly Affect Energy Supply,
Distribution, or Use

The FAA analyzed this final rule
under Executive Order 13211, Actions
Concerning Regulations that
Significantly Affect Energy Supply,
Distribution, or Use (May 18, 2001). The
agency has determined that it would not
be a “significant energy action” under
the executive order and would not be
likely to have a significant adverse effect
on the supply, distribution, or use of
energy.

C. Executive Order 13609, Promoting
International Regulatory Cooperation

Executive Order 13609, Promoting
International Regulatory Cooperation,
(77 FR 26413, May 4, 2012) promotes
international regulatory cooperation to
meet shared challenges involving
health, safety, labor, security,
environmental, and other issues and to
reduce, eliminate, or prevent
unnecessary differences in regulatory
requirements. The FAA has analyzed
this action under the policies and
agency responsibilities of Executive
Order 13609, and has determined that
this action would have no effect on
international regulatory cooperation.

D. Executive Order 13771, Reducing
Regulation and Controlling Regulatory
Costs

This rule is not subject to the
requirements of E.O. 13771 (82 FR 9339,
Feb. 3, 2017) because it is issued with
respect to a national security function of
the United States.

IX. Additional Information

A. Availability of Rulemaking
Documents

An electronic copy of rulemaking
documents may be obtained from the
internet by—

o Searching the Federal eRulemaking
Portal (http://www.regulations.gov);

o Visiting the FAA’s Regulations and
Policies web page at http://www.faa.
gov/regulations policies; or

o Accessing the Government
Publishing Office’s web page at http://
www.fdsys.gov.

Copies may also be obtained by
sending a request (identified by
amendment or docket number of this
rulemaking) to the Federal Aviation
Administration, Office of Rulemaking,
800 Independence Avenue SW,
Washington, DC 20591, or by calling
(202) 267—9677. Please identify the
docket or amendment number of this
rulemaking in your request.

Except for classified material, all
documents the FAA considered in
developing this rule, including
economic analyses and technical
reports, may be accessed from the
internet through the Federal
eRulemaking Portal referenced above.

B. Small Business Regulatory
Enforcement Fairness Act

The Small Business Regulatory
Enforcement Fairness Act of 1996
(SBREFA) requires FAA to comply with
small entity requests for information or
advice about compliance with statutes
and regulations within its jurisdiction.
A small entity with questions regarding

this document may contact its local
FAA official, or the person listed under
the FOR FURTHER INFORMATION CONTACT
heading at the beginning of the
preamble. To find out more about
SBREFA on the internet, visit http://
www.faa.gov/regulations_policies/
rulemaking/sbre act/.

List of Subjects in 14 CFR Part 91

Air traffic control, Aircraft, Airmen,
Airports, Aviation safety, Freight, Iraq.

The Amendment

In consideration of the foregoing, the
Federal Aviation Administration
amends chapter I of title 14, Code of
Federal Regulations, part 91, as follows:

PART 91—GENERAL OPERATING AND
FLIGHT RULES

m 1. The authority citation for part 91
continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g), 1155,
40101, 40103, 40105, 40113, 40120, 44101,
44111, 44701, 44704, 44709, 44711, 44712,
44715, 44716, 44717, 44722, 46306, 46315,
46316, 46504, 46506—46507, 47122, 47508,
47528-47531, 47534, Pub. L. 114-190, 130
Stat. 615 (49 U.S.C. 44703 note); articles 12
and 29 of the Convention on International
Civil Aviation (61 Stat. 1180), (126 Stat. 11).

m 2. In subpart M, add § 91.1605 to read
as follows:

§91.1605 Special Federal Aviation
Regulation No. 77—Prohibition Against
Certain Flights in the Baghdad Flight
Information Region (FIR) (ORBB).

(a) Applicability. This section applies
to the following persons:

(1) All U.S. air carriers and U.S.
commercial operators;

(2) All persons exercising the
privileges of an airman certificate issued
by the FAA, except such persons
operating U.S.-registered aircraft for a
foreign air carrier; and

(3) All operators of civil aircraft
registered in the United States, except
where the operator of such aircraft is a
foreign air carrier.

(b) Flight prohibition. Except as
provided in paragraphs (c) and (d) of
this section, no person may conduct
flight operations in the Baghdad Flight
Information Region (FIR) (ORBB) at
altitudes below FL 260.

(c) Permitted operations. This section
does not prohibit persons described in
paragraph (a) of this section from
conducting flight operations in the
Baghdad FIR (ORBB) at altitudes below
FL 260 in the following circumstances:

(1) Aircraft departing from the Kuwait
Flight Information Region (FIR) (OKAC)
may operate at altitudes below FL 260
in the Baghdad FIR (ORBB) to the extent
necessary to permit a climb during
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takeoff to or above FL 260, subject to the
approval of and in accordance with the
conditions established by, the
appropriate authorities of Iraq; or

(2) Aircraft descending into the
Kuwait FIR (OKAC) may operate at
altitudes below FL 260 in the Baghdad
FIR (ORBB) to the extent necessary to
permit descent for landing within the
Kuwait FIR (OKAC), subject to the
approval of and in accordance with the
conditions established by, the
appropriate authorities of Iraq; or

(3) The flight operations in the
Baghdad FIR (ORBB) at altitudes below
FL 260 are conducted under a contract,
grant, or cooperative agreement with a
department, agency, or instrumentality
of the U.S. Government (or under a
subcontract between the prime
contractor of the department, agency, or
instrumentality, and the person
described in paragraph (a) of this
section), with the approval of the FAA,
or under an exemption issued by the
FAA. The FAA will consider requests
for approval or exemption in a timely
manner, with the order of preference
being: First, for those operations in
support of U.S. Government-sponsored
activities; second, for those operations
in support of government-sponsored
activities of a foreign country with the
support of a U.S. Government
department, agency, or instrumentality;
and third, for all other operations.

(d) Emergency situations. In an
emergency that requires immediate
decision and action for the safety of the
flight, the pilot in command of an
aircraft may deviate from this section to
the extent required by that emergency.
Except for U.S. air carriers and
commercial operators that are subject to
the requirements of part 119, 121, 125,
or 135 of this chapter, each person who
deviates from this section must, within
10 days of the deviation, excluding
Saturdays, Sundays, and Federal
holidays, submit to the responsible
Flight Standards office a complete
report of the operations of the aircraft
involved in the deviation, including a
description of the deviation and the
reasons for it.

(e) Expiration. This SFAR will remain
in effect until October 26, 2020. The
FAA may amend, rescind, or extend this
SFAR, as necessary.

Issued under the authority provided by 49
U.S.C. 106(f) and (g), 40101(d)(1),
40105(b)(1)(A), and 44701(a)(5), in
Washington, DG, on October 18, 2018.
Daniel K. Elwell,

Acting Administrator.
[FR Doc. 201823398 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF TRANSPORTATION
Office of the Secretary

14 CFR Chapter Il

Airline Reporting of Data on
Mishandled Baggage, Wheelchairs,
and Scooters

AGENCY: Office of Aviation Enforcement
and Proceedings, Office of the Secretary,
U.S. Department of Transportation
(Department).

ACTION: Notification of enforcement.

SUMMARY: This document addresses the
obligations of large U.S. airlines to
report to the Department mishandled
baggage, wheelchairs, and scooters data
following the enactment of the FAA
Reauthorization Act of 2018.

DATES: This enforcement notification is
applicable on October 26, 2018.

FOR FURTHER INFORMATION CONTACT: John
Wood, Senior Attorney, Office of
Aviation Enforcement and Proceedings
(C-70), U.S. Department of
Transportation, 1200 New Jersey
Avenue SE, Washington, DC 20590,
202-366-9342 (telephone), john.wood@
dot.gov (email).

SUPPLEMENTARY INFORMATION: On
November 2, 2016, the Department
published a final rule in the Federal
Register titled ‘“Reporting of Data for
Mishandled Baggage and Wheelchairs
and Scooters Transported in Aircraft
Cargo Compartments.” 81 FR 76300.
This November 2 final rule changed the
methodology that airlines are required
to use in reporting to the Department
their mishandled baggage data, from the
number of mishandled baggage reports
(MBRs) filed with the airline and the
number of domestic passenger
enplanements to the number of
mishandled bags and the number of
enplaned bags.? The rule also requires
airlines to report separate statistics for
mishandled wheelchairs and scooters.
On November 3, 2016, the Department
published another final rule titled
“Enhancing Airline Passenger
Protections III,” 81 FR 76826, that,
among other things, lowered the
reporting carrier threshold for

1Currently, airlines report the number of MBRs
filed by passengers with the airline. One MBR
might cover more than one bag because a single
MBR could be submitted by a family—or even an
individual—with multiple mishandled bags. Under
the new methodology, airlines report the number of
bags that were mishandled as opposed to the
number of MBRs filed by passengers. Also, today,
airlines report the number of passenger
enplanements. Under the new methodology, U.S.
airlines will report the number of checked bags
enplaned (including bags checked at the gate and
“valet” bags) rather than the number of passenger
enplanements.

mishandled baggage from at least 1
percent of domestic scheduled
passenger revenues to at least 0.5
percent. The November 3 final rule
further requires reporting carriers that
market domestic scheduled codeshare
flights to file separate mishandled
baggage data for codeshare flights that
carry only one U.S. carrier’s code. In
March 2017, the Department provided
that carriers would be required to
comply with the changes to mishandled
baggage reporting requirements made by
these two final rules with respect to air
transportation occurring on or after
January 1, 2019. See 82 FR 14437
(March 21, 2017); 82 FR 14604 (March
22, 2017).

On October 5, 2018, the President
signed the FAA Reauthorization Act of
2018 (FAA Act) into law. See Public
Law 115-254. Section 441 of the FAA
Act states that “[t]he compliance date of
the final rule, dated November 2, 2016,
on the reporting of data for mishandled
baggage and wheelchairs in aircraft
cargo compartments (81 FR 76300) shall
be effective not later than 60 days after
the date of enactment of this Act.” 2

By this notification, the Office of
Aviation Enforcement and Proceedings
(Enforcement Office) is providing
guidance to affected U.S. carriers on
compliance with mishandled baggage,
wheelchair, and scooter reporting
requirements following the enactment of
the FAA Act. Section 441 of the FAA
Act provides that the compliance date
for the November 2, 2016 final rule shall
be effective not later than 60 days after

2The FAA Act also includes another section
related to mishandled baggage reporting. Section
410 of the FAA Act states that “[n]ot later than 6
months after the date of enactment of this Act, the
Secretary of Transportation shall study and
publicize for comment a cost-benefit analysis to air
carriers and consumers of changing the baggage
reporting requirements of section 234.6 of title 14,
Code of Federal Regulations, before implementation
of such requirements . . .”” The Department must
also report to Congress on the findings of the cost-
benefit analysis. The Department does not view
sections 441 and 410 as inconsistent with each
other, because it interprets section 410 as applying
only to prospective changes, and as not applying to
the changes made by the final rules issued
November 2, 2016 and November 3, 2016. In June
2018, the Department announced its initiation of a
rulemaking, Reporting of Data for Mishandled
Baggage and Wheelchairs and Scooters
Transportation in Aircraft Cargo Compartments II
(RIN #2105—AE77), “to address substantial
challenges in accurately reporting, under the
mishandled baggage reporting final rules published
in November 2016, data for bags handled by
multiple airlines and bags that traveled on both
reportable domestic segments and nonreportable
international segments.” See https://
www.transportation.gov/regulations/report-on-
significant-rulemakings. The Department will
conduct a cost-benefit analysis for proposed
changes to the baggage reporting requirements of 14
CFR 234.6 and report to Congress as required by
section 410 of the FAA Act.
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enactment of the Act, which is
December 4, 2018. Accordingly, airlines
determined by the Department’s Office
of Airline Information (OAI) as
accounting for at least 1 percent of
domestic scheduled passenger revenues
for calendar year 2018 3 must submit
mishandled baggage data to the
Department using the new mishandled
baggage methodology and must
separately report statistics for
mishandled wheelchairs and scooters
for domestic scheduled flights they
operate beginning December 4, 2018 and
through December 31, 2018. See 81 FR
73000 (November 2, 2016). The airlines
must submit this data to the Department
no later than January 15, 2019.4 The
data would consist of: (1) Operating
carrier code; (2) month and year of data;
(3) number of mishandled bags; (4)
number of bags enplaned; (5) number of
mishandled wheelchairs and scooters;
(6) number of wheelchairs and scooters
enplaned; (7) certification that to the
best of the signing official’s knowledge
and belief the data is true, correct, and
complete; and (8) date of submission,
name of airline representative, and
signature.

If a reporting carrier is unable to
report accurate data on the total number
of mishandled bags and enplaned bags
for the entire reportable period
beginning December 4, 2018, and
ending December 31, 2018, the
Enforcement Office will exercise its
enforcement discretion as appropriate.5
An airline should inform the
Enforcement Office no later than
January 3, 2019, if the airline is unable
to provide accurate mishandled baggage
data using the methodology set forth in
the November 2, 2016 rule for the
December 2018 reportable period. To
the extent the Enforcement Office
decides not to pursue action against an
airline that does not report the required

3For calendar year 2018, 12 airlines reached the
reporting threshold of 906,261,000 in domestic
scheduled passenger revenue (one percent of total
domestic scheduled passenger revenue) and are
required to report mishandled baggage data. These
airlines are: Alaska Airlines, American Airlines,
Delta Air Lines, Envoy Air, ExpressJet Airlines,
Frontier Airlines, Hawaiian Airlines, JetBlue
Airways, SkyWest Airlines, Southwest Airlines,
Spirit Airlines and United Airlines.

4 As section 441 only changes the compliance
date of the November 2 final rule, airlines are not
required to submit data for any code-share
operations, which is a requirement of the November
3, 2016, final rule.

5During the past year, the Enforcement Office has
been working with the reporting carriers to ensure
that they are able to report new mishandled baggage
data for flights on or after January 1, 2019. This
notification is not intended to suggest an airline’s
delay in submitting the new mishandled baggage
data for flights occurring on or after January 1, 2019,
would lead the Enforcement Office to exercise its
enforcement discretion.

data because of reliability concerns, in
the interest of providing air travel
consumers with access to reliable
mishandled baggage data, the
Enforcement Office expects that the
airline will accurately report
mishandled baggage data to the
Department using the prior mishandled
bag reporting methodology (i.e., the total
number of passengers enplaned and the
total number of MBRs filed with the
airline in the manner described in 14
CFR 234.6(a) and OAI Technical
Reporting Directive #29A, for the flights
it operates December 1 through 31,
2018). Even if an airline indicates an
inability to report accurately the total
number of mishandled bags and
enplaned bags, the Enforcement Office
will expect the airline to accurately
report the total number of mishandled
wheelchairs and scooters and total
number of wheelchair and scooters
enplaned. Because the Enforcement
Office expects that airlines should be
able to accurately report mishandled
wheelchair and scooter data, the
Enforcement Office requests a detailed
explanation no later than January 3,
2019, from any airline asserting that it
is not able to accurately report
wheelchair and scooter data to the
Department for flights beginning
December 4, 2018.

Issued in Washington, DC, on October 22,
2018.
Blane A. Workie,

Assistant General Counsel for Aviation
Enforcement and Proceedings.

[FR Doc. 2018-23475 Filed 10-25-18; 8:45 am]
BILLING CODE 4910-9X-P

DEPARTMENT OF ENERGY

Federal Energy Regulatory
Commission

18 CFR Part 40

[Docket No. RM17-13-000; Order No. 850]

Supply Chain Risk Management
Reliability Standards

AGENCY: Federal Energy Regulatory
Commission, DOE.

ACTION: Final rule.

SUMMARY: The Federal Energy
Regulatory Commission (Commission)
approves supply chain risk management
Reliability Standards CIP-013-1 (Cyber
Security—Supply Chain Risk
Management), CIP-005-6 (Cyber
Security—Electronic Security
Perimeter(s)) and CIP-010-3 (Cyber
Security—Configuration Change
Management and Vulnerability

Assessments) submitted by the North
American Electric Reliability
Corporation (NERC). In addition, the
Commission directs NERC to develop
and submit modifications to the supply
chain risk management Reliability
Standards so that the scope of the
Reliability Standards include Electronic
Access Control and Monitoring Systems.
DATES: This rule is effective December
26, 2018.

FOR FURTHER INFORMATION CONTACT:

Simon Slobodnik (Technical
Information) Office of Electric
Reliability, Federal Energy Regulatory
Commission, 888 First Street NE,
Washington, DC 20426, (202) 502—6707,
simon.slobodnik@ferc.gov.

Patricia Eke (Technical Information)
Office of Electric Reliability, Federal
Energy Regulatory Commission, 888
First Street NE, Washington, DC 20426,
(202) 502-8388, patricia.eke@ferc.gov.

Kevin Ryan (Legal Information) Office
of the General Counsel, Federal Energy
Regulatory Commission, 888 First Street
NE, Washington, DC 20426, (202) 502—
6840, kevin.ryan@ferc.gov.
SUPPLEMENTARY INFORMATION:

Before Commissioners: Cheryl A. LaFleur,
Neil Chatterjee, and Richard Glick.

1. Pursuant to section 215(d)(2) of the
Federal Power Act (FPA), the
Commission approves supply chain risk
management Reliability Standards CIP—
013-1 (Cyber Security—Supply Chain
Risk Management), CIP-005—6 (Cyber
Security—Electronic Security
Perimeter(s)) and CIP-010-3 (Cyber
Security—Configuration Change
Management and Vulnerability
Assessments).l The North American
Electric Reliability Corporation (NERC),
the Commission-certified Electric
Reliability Organization (ERO),
submitted the supply chain risk
management Reliability Standards for
approval in response to a Commission
directive in Order No. 829.2 As
discussed below, we approve the supply
chain risk management Reliability
Standards as they are responsive to
Order No. 829 and improve the electric
industry’s cybersecurity posture by
requiring that entities mitigate certain
cybersecurity risks associated with the
supply chain for BES Cyber Systems.3

116 U.S.C. 8240(d)(2).

2 Revised Critical Infrastructure Protection
Reliability Standards, Order No. 829, 156 FERC
61,050, at P 43 (2016).

3BES Cyber System is defined as “[o]ne or more
BES Cyber Assets logically grouped by a
responsible entity to perform one or more reliability
tasks for a functional entity.” Glossary of Terms
Used in NERC Reliability Standards (NERC
Glossary), http://www.nerc.com/files/glossary_of
terms.pdf. The acronym BES refers to the bulk
electric system.
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http://www.nerc.com/files/glossary_of_terms.pdf
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2. The Commission has previously
explained that the global supply chain
affords significant benefits to customers,
including low cost, interoperability,
rapid innovation, and a variety of
product features and choice.* Despite
these benefits, the global supply chain
creates opportunities for adversaries to
directly or indirectly affect the
management or operations of companies
with potential risks to end users. Supply
chain risks include insertion of
counterfeits or malicious software,
unauthorized production, tampering, or
theft, as well as poor manufacturing and
development practices. Based on the
record in this proceeding, we conclude
that the supply chain risk management
Reliability Standards largely address
these supply chain cybersecurity risks
as set out within the scope of Order No.
829. Among other things, the supply
chain risk management Reliability
Standards are forward-looking and
objective-based and require each
affected entity to develop and
implement a plan that includes security
controls for supply chain management
for industrial control system hardware,
software, and services associated with
bulk electric system operations.5
Consistent with Order No. 829, the
Reliability Standards focus on the
following four security objectives: (1)
Software integrity and authenticity; (2)
vendor remote access protections; (3)
information system planning; and (4)
vendor risk management and
procurement controls.

3. The Commission also approves the
supply chain risk management
Reliability Standards’ associated
violation risk factors and violation
severity levels. Regarding the Reliability
Standards’ implementation plan and
effective date, we approve NERC’s
proposed implementation period of 18
months following the effective date of a
Commission order. The NOPR proposed
to reduce the implementation period to
12 months.® However, as discussed
below, the NOPR comments provide
sufficient justification for adopting the
18-month implementation period
proposed by NERC. Specifically, the
comments clarify that technical
upgrades are likely necessary to meet
the Reliability Standards’ security
objectives, which could involve longer

4 Revised Critical Infrastructure Protection
Reliability Standards, Notice of Proposed
Rulemaking, 152 FERC 61,054, at PP 61-62
(2015).

5Order No. 829, 156 FERC { 61,050 at P 2.

6 Supply Chain Risk Management Reliability
Standards, Notice of Proposed Rulemaking, 83 FR
3433 (January 25, 2018), 162 FERC { 61,044 (2018)
(NOPR).

time-horizon capital budgets and
planning cycles.

4. While the supply chain risk
management Reliability Standards
address the Commission’s directive in
Order No. 829, we determine that there
remains a significant cybersecurity risk
associated with the supply chain for
BES Cyber Systems because the
approved Reliability Standards do not
address Electronic Access Control and
Monitoring Systems (EACMS).” As we
observed in the NOPR, it is widely
recognized that the types of access and
monitoring functions that are included
within NERC’s definition of EACMS,
such as firewalls, are integral to
protecting industrial control systems.8
Moreover, as stated in Order No. 848,
EACMS, which include, for example,
firewalls, authentication servers,
security event monitoring systems,
intrusion detection systems and alerting
systems, control electronic access into
Electronic Security Perimeters (ESP),
play a significant role in the protection
of high and medium impact BES Cyber
Systems.? Once an EACMS is
compromised, an attacker could more
easily enter the ESP and effectively
control the BES Cyber System or
Protected Cyber Asset.10 For example,
the Department of Homeland Security’s
Industrial Control Systems Cyber
Emergency Response Team (ICS—-CERT)
identifies firewalls as “the first line of
defense within an ICS network
environment’’ that “keep the intruder
out while allowing the authorized
passage of data necessary to run the
organization.” 11 ICS—CERT further
explains that firewalls ““act as sentinels,
or gatekeepers, between zones . . .
[and] [w]hen properly configured, they

7EACMS are defined as “Cyber Assets that
perform electronic access control or electronic
access monitoring of the Electronic Security
Perimeter(s) or BES Cyber Systems. This includes
Intermediate Systems.” NERC Glossary. Reliability
Standard CIP-002-5.1a (Cyber Security — BES
Cyber System Categorization) states that examples
of EACMS include “Electronic Access Points,
Intermediate Systems, authentication servers (e.g.,
RADIUS servers, Active Directory servers,
Certificate Authorities), security event monitoring
systems, and intrusion detection systems.”
Reliability Standard CIP-002-5.1a (Cyber Security
— BES Cyber System Categorization) Section A.6 at
6.

8NOPR, 162 FERC { 61,044 at P 37.

9 Cyber Security Incident Reporting Reliability
Standards, Order No. 848, 164 FERC { 61,033, at
P 10 (2018). ESP is defined as ““[t]he logical border
surrounding a network to which BES Cyber Systems
are connected using a routable protocol.” NERC
Glossary.

10QOrder No. 848, 164 FERC { 61,033 at P 10.

11 [CS-CERT, Recommended Practice: Improving
Industrial Control System Cybersecurity with
Defense-in-Depth Strategies at 23, https://ics-
cert.us-cert.gov/sites/default/files/recommended_
practices/NCCIC_ICS-CERT Defense_in_Depth_
2016_S508C.pdf.

will only let essential traffic cross
security boundaries[,] . . . [ilf they are
not properly configured, they could
easily pass unauthorized or malicious
users or content.” 12 Accordingly, if
EACMS are compromised, that could
adversely affect the reliable operation of
associated BES Cyber Systems.13 Given
the significant role that EACMS play in
the protection scheme for medium and
high impact BES Cyber Systems, we
determine that EACMS should be
within the scope of the supply chain
risk management Reliability Standards
to provide minimum protection against
supply chain attack vectors.

5. To address this gap, pursuant to
section 215(d)(5) of the FPA,14 the
Commission directs NERC to develop
modifications to include EACMS
associated with medium and high
impact BES Cyber Systems within the
scope of the supply chain risk
management Reliability Standards.5
We direct NERC to submit the directed
modifications within 24 months of the
effective date of this final rule.

6. Further, the NERC proposal does
not address Physical Access Control
Systems (PACS) 16 and Protected Cyber
Assets (PCA),17 with the exception of
the modifications in Reliability
Standard CIP-005-6, which apply to
PCAs. We remain concerned that the
exclusion of these components may
leave a gap in the supply chain risk
management Reliability Standards.
Nevertheless, in contrast to EACMS, we
believe that more study is necessary to
determine the impact of PACS and
PCAs in the context of the supply chain
risk management Reliability Standards.

12]d.

13NOPR, 162 FERC { 61,044 at P 37.

1416 U.S.C. 8240(d)(5).

15Reliability Standard CIP-002-5.1a (Cyber
Security System Categorization) provides a “‘tiered”
approach to cybersecurity requirements, based on
classifications of high, medium and low impact BES
Cyber Systems.

16 PACS are defined as “Cyber Assets that control,
alert, or log access to the Physical Security
Perimeter(s), exclusive of locally mounted hardware
or devices at the Physical Security Perimeter such
as motion sensors, electronic lock control
mechanisms, and badge readers.” NERC Glossary.
Reliability Standard CIP-002-5.1a states that
examples include “authentication servers, card
systems, and badge control systems.”Id.

17PCAs are defined as “[o]ne or more Cyber
Assets connected using a routable protocol within
or on an Electronic Security Perimeter that is not
part of the highest impact BES Cyber System within
the same Electronic Security Perimeter. The impact
rating of Protected Cyber Assets is equal to the
highest rated BES Cyber System in the same
[Electronic Security Perimeter].” NERC Glossary.
Reliability Standard CIP-002-5.1a states that
examples include, to the extent they are within the
Electronic Security Perimeter, ‘‘file servers, ftp
servers, time servers, LAN switches, networked
printers, digital fault recorders, and emission
monitoring systems.” Id.


https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
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We distinguish among EACMS and the
other Cyber Assets because compromise
of PACS and PCAs are less likely. For
example, a compromise of a PACS,
which would potentially grant an
attacker physical access to a BES Cyber
System or PCA, is less likely since
physical access is also required. In
addition, PCAs typically become
vulnerable to remote compromise only
once EACMS have been compromised.
Thus, we accept NERC’s commitment to
evaluate the cybersecurity supply chain
risks presented by PACS and PCAs in
the study of cybersecurity supply chain
risks directed by the NERC Board of
Trustees (BOT) in its resolutions of
August 10, 2017.18 The Commission
further directs NERC to file the BOT-
directed final report with the
Commission upon its completion.19

I. Background

A. Section 215 and Mandatory
Reliability Standards

7. Section 215 of the FPA requires a
Commission-certified ERO to develop
mandatory and enforceable Reliability
Standards, subject to Commission
review and approval. Reliability
Standards may be enforced by the ERO,
subject to Commission oversight, or by
the Commission independently.20
Pursuant to section 215 of the FPA, the
Commission established a process to
select and certify an ERO,21 and
subsequently certified NERC.22

B. Order No. 829

8. In Order No. 829, the Commission
directed NERC to develop a new or
modified Reliability Standard that
addresses supply chain risk
management for industrial control
system hardware, software and
computing and networking services
associated with bulk electric system
operations.23 Specifically, the

18 NERC Board of Trustees, Proposed Additional
Resolutions for Agenda Item 9.a: Cyber Security—
Supply Chain Risk Management—CIP-005—6, CIP—
010-3, and CIP-013-1 (August 10, 2017).

19 Ag discussed later in this final rule, the NOPR
proposed to direct NERC to file the BOT-directed
interim report, due 12 months from the date of the
BOT resolutions, as well as the final report, which
is due 18 months from the date of the BOT
resolutions. On September 7, 2018, NERC filed the
BOT-directed interim report in this docket.

2016 U.S.C. 8240(e).

21 Rules Concerning Certification of the Electric
Reliability Organization; and Procedures for the
Establishment, Approval, and Enforcement of
Electric Reliability Standards, Order No. 672, FERC
Stats. & Regs. { 31,204, order on reh’g, Order No.
672—A, FERC Stats. & Regs. 31,212 (2006).

22 North American Electric Reliability Corp., 116
FERC q 61,062, order on reh’g and compliance, 117
FERC { 61,126 (2006), aff’d sub nom. Alcoa, Inc.

v. FERC, 564 F.3d 1342 (D.C. Cir. 2009).
23 Order No. 829, 156 FERC 61,050 at P 43.

Commission directed NERC to develop
a forward-looking, objective-based
Reliability Standard that would require
responsible entities to develop and
implement a plan with supply chain
management security controls focused
on four security objectives: (1) Software
integrity and authenticity; (2) vendor
remote access; (3) information system
planning; and (4) vendor risk
management and procurement
controls.24

9. The Commission explained that
verification of software integrity and
authenticity is intended to reduce the
likelihood that an attacker could exploit
legitimate vendor patch management
processes to deliver compromised
software updates or patches to a BES
Cyber System.25 For vendor remote
access, the Commission stated that the
objective is intended to address the
threat that vendor credentials could be
stolen and used to access a BES Cyber
System without the responsible entity’s
knowledge, as well as the threat that a
compromise at a trusted vendor could
traverse over an unmonitored
connection into a responsible entity’s
BES Cyber System.26 As to information
system planning, Order No. 829
indicated that the objective is intended
to address the risk that responsible
entities could unintentionally plan to
procure and install unsecure equipment
or software within their information
systems, or could unintentionally fail to
anticipate security issues that may arise
due to their network architecture or
during technology and vendor
transitions.2” For vendor risk
management and procurement controls,
the Commission explained that this
objective is intended to address the risk
that responsible entities could enter into
contracts with vendors that pose
significant risks to the responsible
entities’ information systems, as well as
the risk that products procured by a
responsible entity fail to meet minimum
security criteria. This objective also
addresses the risk that a compromised
vendor would not provide adequate
notice and related incident response to
responsible entities with whom that
vendor is connected.?8

10. Order No. 829 stated that while
responsible entities should be required
to develop and implement a plan, NERC
need not impose any specific controls or
“one-size-fits-all” requirements.29 In
addition, the Commission stated that

24]d. P 45.

251d. P 49.
26 [d. P 52.
271d. P 57.
28 Id. P 60.
29]1d. P 13.

NERC’s response to the Order No. 829
directive should respect the
Commission’s jurisdiction under FPA
section 215 by only addressing the
obligations of responsible entities and
not by directly imposing any obligations
on non-jurisdictional suppliers, vendors
or other entities that provide products
or services to responsible entities.3°

C. NERC Petition and Proposed
Reliability Standards

11. On September 26, 2017, NERC
submitted for Commission approval
proposed Reliability Standards CIP—
013-1, CIP-005-6, and CIP-010-3 and
their associated violation risk factors
and violation severity levels,
implementation plan, and effective
date.31 NERC states that the purpose of
the Reliability Standards is to enhance
the cybersecurity posture of the electric
industry by requiring responsible
entities to take additional actions to
address cybersecurity risks associated
with the supply chain for BES Cyber
Systems. NERC explains that the
Reliability Standards are designed to
augment the existing controls required
in the currently-effective CIP Reliability
Standards that help mitigate supply
chain risks, providing increased
attention on minimizing the attack
surfaces of information and
communications technology products
and services procured to support
reliable bulk electric system operations,
consistent with Order No. 829.

12. NERC states that the supply chain
risk management Reliability Standards
apply only to medium and high impact
BES Cyber Systems. NERC explains that
the goal of the CIP Reliability Standards
is to “focus[] industry resources on
protecting those BES Cyber Systems
with heightened risks to the [bulk
electric system] . . . [and] that the
requirements applicable to low impact
BES Cyber Systems, given their lower
risk profile, should not be overly
burdensome to divert resources from the
protection of medium and high impact
BES Cyber Systems.” 32 NERC further
maintains that the standard drafting
team chose to limit the applicability of
the Reliability Standards to medium and
high impact BES Cyber Systems because
the supply chain risk management
Reliability Standards are ““‘consistent
with the type of existing CIP
cybersecurity requirements applicable

30]d. P 21.

31Reliability Standards CIP-013-1, CIP-005-6,
and CIP-010-3 are not attached to this final rule.
The Reliability Standards are available on the
Commission’s eLibrary document retrieval system
in Docket No. RM17-13-000 and on the NERC
website, www.nerc.com.

32 NERC Petition at 16-17.
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to high and medium impact BES Cyber
Systems as opposed to those applicable
to low impact BES Cyber Systems.” 33

13. NERC states that the standard
drafting team also excluded EACMS,
PACS, and PCAs from the scope of the
supply chain risk management
Reliability Standards, with the
exception of the modifications in
Reliability Standard CIP-005-6, which
apply to PCAs. NERC explains that
although certain requirements in the
existing CIP Reliability Standards apply
to EACMS, PACS, and PCAs due to their
association with BES Cyber Systems
(either by function or location), the
standard drafting team determined that
the supply chain risk management
Reliability Standards should focus on
high and medium impact BES Cyber
Systems only. NERC states that this
determination was based on the
conclusion that applying the proposed
Reliability Standards to EACMS, PACS,
and PCAs “would divert resources from
protecting medium and high BES Cyber
Systems.” 34

14. NERC asserts that with respect to
low impact BES Cyber Systems and
EACMS, PACS, and PCAs, while not
mandatory, NERC expects that these
assets will likely be subject to
responsible entity supply chain risk
management plans required by
Reliability Standard CIP-013-1.
Specifically, NERC explains that
“[r]lesponsible [e]ntities may implement
a single process for procuring products
and services associated with their
operational environments.” 35 NERC
contends that “by requiring that entities
implement supply chain cybersecurity
risk management plans for high and
medium impact BES Cyber Systems,
those plans would likely also cover their
low impact BES Cyber Systems.” 36
NERC also claims that responsible
entities “‘may also use the same vendors
for procuring PACS, EACMS, and PCAs
as they do for their high and medium
impact BES Cyber Systems such that the
same security considerations may be
addressed for those Cyber Assets.” 37

Proposed Reliability Standard CIP-013—
1

15. NERC states that the focus of
proposed Reliability Standard CIP-013—
1 is on the steps that responsible entities
must take ““to consider and address
cybersecurity risks from vendor
products and services during BES Cyber

33]d. at 18.
34]d. at 20.
35]1d.

36]d. at 19.
37Id. at 20.

System planning and procurement.” 38
NERC explains that proposed Reliability
Standard CIP-013-1 does not require
any specific controls or mandate “one-
size-fits-all”” requirements due to the
differences in needs and characteristics
of responsible entities and the diversity
of bulk electric system environments,
technologies, and risks. NERC states that
the goal of the proposed Reliability
Standard is “‘to help ensure that
responsible entities establish
organizationally-defined processes that
integrate a cybersecurity risk
management framework into the system
development lifecycle.” 39 NERC
observes that, among other things,
proposed Reliability Standard CIP-013—
1 addresses the risk associated with
information system planning, as well as
vendor risk management and
procurement controls, the third and
fourth objectives outlined in Order No.
829.

16. NERC maintains that, consistent
with Order No. 829, responsible entities
need not apply their supply chain risk
management plans to the acquisition of
vendor products or services under
contracts executed prior to the effective
date of Reliability Standard CIP-013-1,
nor would such contracts need to be
renegotiated or abrogated to comply
with the Reliability Standard. In
addition, NERC indicates that,
consistent with the development of a
forward looking Reliability Standard, it
would not expect entities in the middle
of procurement activities for an
applicable product or service at the time
of the effective date of Reliability
Standard CIP-013-1 to begin those
activities anew to implement their
supply chain cybersecurity risk
management plan.

17. With regard to assessing
compliance with Reliability Standard
CIP-013-1, NERC states that NERC and
Regional Entities would focus on
whether responsible entities: (1)
Developed processes reasonably
designed to (i) identify and assess risks
associated with vendor products and
services in accordance with Part 1.1 and
(ii) ensure that the security items listed
in Part 1.2 are an integrated part of
procurement activities; and (2)
implemented those processes in good
faith. NERC explains that NERC and
Regional Entities will evaluate the steps
a responsible entity took to assess risks
posed by a vendor and associated
products or services and, based on that
risk assessment, the steps the entity took
to mitigate those risks, including the

38]d. at 22.
391d. at 23.

negotiation of security provisions in its
agreements with the vendor.

Proposed Modifications in Reliability
Standard CIP-005-6

18. Proposed Reliability Standard
CIP-005-6 includes two new parts,
Parts 2.4 and 2.5, to address vendor
remote access, which is the second
objective discussed in Order No. 829.
NERC explains that the new parts work
in tandem with proposed Reliability
Standard CIP-013-1, Requirement
R1.2.6, which requires responsible
entities to address Interactive Remote
Access and system-to-system remote
access when procuring industrial
control system hardware, software, and
computing and networking services
associated with bulk electric system
operations. NERC states that proposed
Reliability Standard CIP-005-6,
Requirement R2.4 requires one or more
methods for determining active vendor
remote access sessions, including
Interactive Remote Access and
system-to-system remote access. NERC
explains that the security objective of
Requirement R2.4 is to provide
awareness of all active vendor remote
access sessions, both Interactive Remote
Access and system-to-system remote
access, that are taking place on a
responsible entity’s system.

Proposed Modifications in Reliability
Standard CIP-010-3

19. Proposed Reliability Standard
CIP-010-3 includes a new part, Part 1.6,
to address software integrity and
authenticity, the first objective
addressed in Order No. 829, by
requiring that the publisher is identified
and the integrity of all software and
patches are confirmed. NERC explains
that proposed Reliability Standard CIP-
010-3, Requirement R1.6 requires
responsible entities to verify software
integrity and authenticity prior to a
change from the existing baseline
configuration, if the software source
provides a method to do so.
Specifically, NERC states that proposed
Reliability Standard CIP-010-3,
Requirement R1.6 requires that
responsible entities verify the identity of
the software source and the integrity of
the software obtained by the software
sources prior to installing software that
changes established baseline
configurations, when methods are
available to do so. NERC asserts that the
security objective of proposed
Requirement R1.6 is to ensure that the
software being installed in the BES
Cyber System was not modified without
the awareness of the software supplier
and is not counterfeit. NERC contends
that these steps help reduce the
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likelihood that an attacker could exploit
legitimate vendor patch management
processes to deliver compromised
software updates or patches to a BES
Cyber System.

BOT Resolutions

20. In the petition, NERC states that
in conjunction with the adoption of the
supply chain risk management
Reliability Standards, on August 10,
2017, the BOT adopted resolutions
regarding supply chain risk
management. In particular, the BOT
directed NERC management, in
collaboration with appropriate NERC
technical committees, industry
representatives, and appropriate
experts, including representatives of
industry vendors, to further study the
nature and complexity of cybersecurity
supply chain risks, including risks
associated with low impact assets not
currently subject to the supply chain
risk management Reliability Standards.
The BOT further directed NERC to
develop recommendations for follow-up
actions that will best address any issues
identified. Finally, the BOT directed
that NERC management provide an
interim progress report no later than 12
months after the adoption of these
resolutions (i.e., by August 10, 2018)
and a final report no later than 18
months after the adoption of the
resolutions (i.e., by February 10, 2019).
In its petition, NERC states that “over
the next 18 months, NERC, working
with various stakeholders, will continue
to assess whether supply chain risks
related to low impact BES Cyber
Systems, PACS, EACMS and PCA
necessitate further consideration for
inclusion in a mandatory Reliability
Standard.” 40

Implementation Plan

21. NERC’s proposed implementation
plan provides that the supply chain risk
management Reliability Standards
become effective on the first day of the
first calendar quarter that is 18 months
after the effective date of a Commission
order approving them. NERC states that
the proposed implementation period is
designed to afford responsible entities
sufficient time to develop and
implement their supply chain
cybersecurity risk management plans
required under proposed Reliability
Standard CIP-013-1 and implement the
new controls required in proposed
Reliability Standards CIP-005—6 and
CIP-010-3.

40]d. at 20-21.

D. Notice of Proposed Rulemaking

22. On January 18, 2018, the
Commission issued a NOPR proposing
to approve supply chain risk
management Reliability Standards CIP—
013-1, CIP-005-6, and CIP-010-3 (83
FR 3422, January 25, 2018). The NOPR
stated that the supply chain risk
management Reliability Standards “will
enhance existing protections for bulk
electric system reliability by addressing
the four objectives set forth in Order No.
829: (1) Software integrity and
authenticity; (2) vendor remote access;
(3) information system planning; and (4)
vendor risk management and
procurement controls.” 41 Accordingly,
the NOPR proposed to determine that
the supply chain risk management
Reliability Standards constitute
substantial progress in addressing the
supply chain cybersecurity risks
identified by the Commission in Order
No. 829.42

23. The NOPR proposed to approve
the supply chain risk management
Reliability Standards’ associated
violation risk factors and violation
severity levels. However, with respect to
the implementation plan and effective
date, the NOPR proposed to reduce the
implementation period from the first
day of the first calendar quarter that is
18 months following the effective date
of a Commission order approving the
proposed Reliability Standards, as
proposed by NERGC, to the first day of
the first calendar quarter that is 12
months following the effective date of a
Commission order.43

24. The NOPR proposed to determine
that a significant cybersecurity risk
associated with the supply chain for
BES Cyber Systems persists because the
proposed supply chain risk management
Reliability Standards exclude EACMS,
PACS, and PCAs, with the exception of
the modifications in Reliability
Standard CIP-005-6, which apply to
PCAs. To address this gap, pursuant to
section 215(d)(5) of the FPA, the NOPR
proposed to direct NERC to develop
modifications to the CIP Reliability
Standards to include EACMS associated
with medium and high impact BES
Cyber Systems within the scope of the
supply chain risk management
Reliability Standards. In addition, the
Commission proposed to direct that
NERC evaluate the cybersecurity supply
chain risks presented by PACS and
PCAs in the study of cybersecurity
supply chain risks directed by the NERC
BOT in its resolutions of August 10,
2017.

41NOPR, 162 FERC q 61,044 at P 29.
42]d. P 30.
43]d. P 44.

25. The Commission received fifteen
comments on the NOPR.

E. Interim BOT-Directed Report

26. On September 7, 2018, NERC
submitted to the Commission an
informational filing containing the BOT-
directed interim report prepared by the
Electric Power Research Institute
(EPRI).44 The interim report explains
that EPRI analyzed:

(1) Information regarding bulk electric
system products and manufacturers; (2)
emerging vendor practices and industry
standards; and (3) the applicability of
the CIP Reliability Standards to supply
chain risks. The interim report
concludes with three categories of
identified next steps for further analysis
and investigation.

27. First, EPRI identifies four
noteworthy industry practices, not
already required by the CIP Reliability
Standards, which may potentially
reduce future supply chain risks if
implemented correctly: (1) Third-party
accreditation processes; (2) secure
hardware delivery; (3) threat-informed
procurement language; and (4) processes
related to unsupported or open-source
technology. Second, EPRI recommends
further study in modeling and assessing
the potential impact of common-mode
vulnerabilities, especially those
targeting low-impact BES Cyber
Systems. EPRI states that “risks of
common-mode vulnerabilities . . . can
be mitigated if supply chain security
practices are applied uniformly across
cyber asset types.” 45 Finally, EPRI
recommends various methods to obtain
additional data on industry practices.
These methods included issuing pre-
audit surveys and questionnaires;
targeting outreach to bulk electric
system vendors; developing standard
vendor data sheets related to the CIP
Reliability Standards; and
independently testing legacy assets. In
its accompanying filing, NERC states its
intention to continue to study supply
chain risks over the coming months,
develop recommendations for follow-up
actions, and present a final report to the
NERC BOT at its February 2019
meeting.

II. Discussion

28. Pursuant to section 215(d)(2) of
the FPA, the Commission approves
supply chain risk management
Reliability Standards CIP-013-1, CIP—
005-6, and CIP-010-3 as just,
reasonable, not unduly discriminatory

44 NERC, Informational Filing regarding Proposed
Supply Chain Risk Management Reliability
Standards, Docket No. RM17-13-000 (September 7,
2018) (NERC Interim Report).

45 Id. at 5-1.
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or preferential, and in the public
interest. We determine that the supply
chain risk management Reliability
Standards will enhance existing
protections for bulk electric system
reliability by addressing the four
objectives identified in Order No. 829:
(1) Software integrity and authenticity;
(2) vendor remote access; (3)
information system planning; and (4)
vendor risk management and
procurement controls.

29. Reliability Standard CIP-013-1
addresses information system planning
and vendor risk management and
procurement controls by requiring that
responsible entities develop and
implement one or more documented
supply chain cybersecurity risk
management plan(s) for high and
medium impact BES Cyber Systems.
The required plans must address, as
applicable, a baseline set of six security
concepts: (1) Vendor security event
notification; (2) coordinated incident
response; (3) vendor personnel
termination notification; (4) product/
services vulnerability disclosures; (5)
verification of software integrity and
authenticity; and (6) coordination of
vendor remote access controls.
Reliability Standard CIP-005-6
addresses vendor remote access by
creating two new requirements for
determining active vendor remote
access sessions and for having one or
more methods to disable active vendor
remote access sessions. Reliability
Standard CIP-010-3 addresses software
authenticity and integrity by creating a
new requirement that responsible
entities verify the identity of the
software source and the integrity of the
software obtained from the software
source prior to installing software that
changes established baseline
configurations, when methods are
available to do so.

30. While we determine that the
approved supply chain risk
management Reliability Standards
constitute substantial progress in
addressing the supply chain
cybersecurity risks identified in Order
No. 829, as discussed below, we find
that the exclusion of EACMS from the
scope of the Reliability Standards
presents risks to the cybersecurity of the
bulk electric system. As explained in
Order No. 848, EACMS are defined in
the NERC Glossary as “Cyber Assets that
perform electronic access control or
electronic access monitoring of the
Electronic Security Perimeter(s) or BES
Cyber Systems. This includes
Intermediate Systems.” Among other
things, EACMS include firewalls,
authentication servers, security event
monitoring systems, intrusion detection

systems and alerting systems. The
purpose of an ESP, in turn, is to manage
electronic access to BES Cyber Systems
to support the protection of the BES
Cyber Systems against compromise that
could lead to misoperation or instability
in the bulk electric system.4¢ The record
indicates that the vulnerabilities
associated with EACMS are well
understood and appropriate for
mitigation. Thus, pursuant to section
215(d)(5) of the FPA, we direct NERC to
develop modifications to the CIP
Reliability Standards to include EACMS
within the scope of the supply chain
risk management Reliability Standards.
We direct NERC to submit the directed
modifications within 24 months of the
effective date of this final rule.

31. In addition, while PACS and PCAs
also present concerns, we agree with
NERC and others that further study is
warranted with regard to the impacts
and benefits of directing that the ERO
address the risks associated with PACS
and PCAs in the supply chain risk
management Reliability Standards.
Accordingly, we accept NERC’s
commitment to evaluate the
cybersecurity supply chain risks
presented by PACS and PCAs in the
cybersecurity supply chain risks study
directed by the BOT. The Commission
further directs NERC to file the BOT-
directed final report with the
Commission upon its completion.

32. In the sections below, we discuss
the following issues: (A) Inclusion of
EACMS in the supply chain risk
management Reliability Standards; (B)
inclusion of PACS and PCAs in the
BOT-directed study on cybersecurity
supply chain risks and filing of the
BOT-directed final report with the
Commission; (C) supply chain risk
management Reliability Standards’
implementation plan and effective date;
and (D) other issues raised in the NOPR
comments.

A. Inclusion of EACMS in CIP Reliability
Standards

1. NOPR

33. The NOPR observed that the
supply chain risk management
Reliability Standards do not apply to
low impact BES Cyber Systems or Cyber
Assets associated with medium and
high impact BES Cyber Systems (i.e.,
EACMS, PACS, and PCAs). The NOPR,
however, recognized that the BOT-
directed study on cybersecurity supply
chain risks will examine the risks posed
by low impact BES Cyber Systems.4”
While acknowledging NERC’s

46 Order No. 848, 164 FERC { 61,033 at PP 39—
40.
47NOPR, 162 FERC { 61,044 at P 33.

commitment to study these issues, as
evinced by the BOT-directed study, the
NOPR proposed to direct NERC to
modify the supply chain risk
management Reliability Standards to
include within their scope EACMS
associated with medium and high
impact BES Cyber Systems.8

34. Specifically, the NOPR explained
that BES Cyber Systems have associated
Cyber Assets, which, if compromised,
pose a threat to the BES Cyber System
by virtue of, inter alia, the security
control function they perform.4° In
particular, EACMS support BES Cyber
Systems and are part of the network and
security architecture that allows BES
Cyber Systems to work as intended by
performing electronic access control or
electronic access monitoring of the ESP
or BES Cyber Systems.

35. The NOPR indicated that since
EACMS support and enable BES Cyber
System operation, misoperation and
unavailability of EACMS that support a
given BES Cyber System could also
contribute to misoperation of a BES
Cyber System or render it unavailable,
which could adversely affect bulk
electric system reliability. The NOPR
also explained that EACMS control
electronic access, including interactive
remote access, into the ESP that protects
high and medium impact BES Cyber
Systems. As the NOPR further noted, an
attacker does not need physical access
to the facility housing a BES Cyber
System in order to gain access to a BES
Cyber System or PCA via an EACMS
compromise. The NOPR concluded that
EACMS represent the most likely route
an attacker would take to access a BES
Cyber System or PCA within an ESP.50

2. Comments

36. NERC does not support the
proposed directive to include EACMS
within the scope of the supply chain
risk management Reliability Standards
at this time. NERC indicates that it is
currently analyzing supply chain risks
associated with EACMS, among other
things, as part of the BOT-directed study
of supply chain risks related to low
impact BES Cyber Systems. NERC
explains that the “study will help
identify and differentiate the risks
presented by various types of EACMS”
to help in any directed standards
development process.?* NERC requests
that the Commission refrain from
issuing a directive on EACMS until the
results of the BOT-directed study to

48]d. P 39.

49 Reliability Standard CIP-002-5.1a (Cyber
Security—BES Cyber System Categorization),
Background at 6.

50NOPR, 162 FERC { 61,044 at P 35.

51 NERC Comments at 6.
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assess supply chain risks associated
with EACMS are received.52

37. Most commenters agree with
NERC that the Commission should
approve the supply chain risk
management Reliability Standards as
filed and not direct the inclusion of
EACMS at this time. Instead, Trade
Associations, EEIL ITC, IRC, and MISO
TOs support evaluating in the BOT-
directed study the possibility of
including EACMS in the supply chain
risk management Reliability
Standards.>3

38. Trade Associations contend that
first allowing completion of the BOT-
directed study would allow NERC to
assess the diversity of EACMS that
perform control or monitoring functions
with varying risk levels and “is likely to
provide more specific information and
analysis concerning whether any
category of EACMS might be
appropriately included within the scope
of the supply chain Reliability
Standards.”” 54 Trade Associations also
maintain that first having the BOT-
directed study results will facilitate a
more efficient and effective standards
development process.

39. While also supportive of awaiting
the results of the BOT-directed study,
EEI asserts that EACMS are protected
under existing CIP Reliability
Standards. EEI cites Reliability
Standards CIP-005-5, Requirements R1,
Part 1.3 and R2, Parts 2.1-2.3, CIP-007-
6, Requirements R1, Part 1.1, R2, R3, R4,
and R5, and CIP-010-2, Requirement 2,
Part 2.1 as protecting EACMS against
compromise.55 Moreover, EEI states that
the likelihood of compromise of an
EACMS from potential supply chain-
derived threats was not addressed in the
NOPR and “‘should be evaluated before
directing a CIP Standard scope
expansion.” 56 Even so, EEI supports
further evaluating the feasibility, as well
as the benefits, of adding EACMS to the
supply chain risk management
Reliability Standards. EEI contends that
waiting for the BOT-directed study will
allow industry time to gain experience
implementing the supply chain risk
management Reliability Standard
requirements as well as help identify
potential follow-up actions.5?

40. MISO TOs likewise aver that
EACMS, while important, are “not
unprotected”” under currently-effective
CIP Reliability Standards. MISO TOs,

52Id. at 4—6.

53 Trade Associations Comments at 10, EEI
Comments at 10, ITC Comments at 5, IRC
Comments at 3.

54 Trade Associations Comments at 10.
55 EEI Comments at 8.

56 Id.

57 Id. at 10.

like EEI, reference Reliability Standard
CIP-007-6 (Cyber Security — System
Security Management), which requires
responsible entities to manage system
security by specifying select technical,
operational, and procedural
requirements in support of protecting
BES Cyber Systems. MISO TOs state
that this Reliability Standard applies to
EACMS. AECC also contends that the
existing CIP Reliability Standards
already sufficiently cover any risks
associated with EACMS.58 In particular,
AECC states that “CIP-005-6 already
addresses vendor-initiated remote
access . . . [and] developing technology
services for BEC Cyber Systems under
CIP-010-3 inherently already requires
coverage for EACMS, PACS, and PCAs
due to the nature of the technology.” 59

41. ITC, IRC, and MISO TOs assert
that including EACMS within the
supply chain risk management
Reliability Standards would constitute a
substantial expansion of the Reliability
Standards and would require significant
additional resources for compliance,
without a commensurate improvement
in bulk electric system reliability.
According to ITGC, the record does not
contradict NERC’s technical assessment
that inclusion of EACMS within the
supply chain risk management
Reliability Standards is not justified.
ITC claims that the NOPR, while
“descriptively accurate,”
misunderstands the purpose and
function of EACMS, which, ITC states,
are intended to protect the ESP and the
BES Cyber Assets contained therein and
are not intended to provide a reliability
function. ITC concludes that
misoperation of an EACMS, while
serious, does not rise to the level of a
direct threat to the reliability of the bulk
electric system.

42. IRC similarly believes that
including EACMS within the scope of
the supply chain risk management
Reliability Standards would require
“significant resources and effort”” and
because EACMS vendors supply such
systems to a larger market than just the
power sector there would need to be
coordination with other industries
before implementing a supply chain risk
management Reliability Standard for
EACMS.60 MISO TOs also contend that
including EACMS would affect
numerous pieces of equipment and
assets, with associated costs, system
changes, and other burdens, without
showing commensurate benefits.61

58 AECC Comments at 2—3.
59 Id. at 3.

60JRC Comments at 2-3.

61 MISO TO Comments at 16.

43. Idaho Power, for its part, does not
believe that EACMS should be included
in the scope of the supply chain risk
management Reliability Standards based
on its view that EACMS are used in
other industries and are not specific to
critical infrastructure. Instead, Idaho
Power states that the focus should be on
correctly configuring EACMS devices as
opposed to addressing procurement
practices.52

44. Appelbaum, Reclamation,
Resilient Societies, Isologic, Mabee, and
MPUC support the NOPR directive
regarding EACMS associated with
medium and high impact BES Cyber
Systems. In addition, the commenters
urge the Commission to extend the
scope of the supply chain risk
management Reliability Standards to
low impact BES Cyber Systems.63
MPUC states, for example, that the
supply chain risk management
Reliability Standards should apply to all
BES Cyber System assets, unless the
specific asset can be shown to be
completely isolated from the bulk
electric system.54 Resilient Societies
states that the supply chain risk
management Reliability Standards
should apply to low impact BES Cyber
Systems since the compromise of a low
impact BES Cyber System could lead to
the compromise of medium or high
impact BES Cyber Systems.6°

45. APS states that it supports the
NOPR proposal to direct NERC to
modify the supply chain risk
management Reliability Standards to
include EACMS associated with
medium and high impact BES Cyber
Systems. However, APS contends that
the Commission should delay their
inclusion until NERC and industry
complete their analysis of the potential
need to separate the functions reflected
in the current EACMS definition (e.g.,
electronic access control versus
electronic access monitoring). APS
states that, including EACMS that
perform electronic access control
functions within the scope of the supply
chain risk management Reliability
Standards “‘represents good
cybersecurity posture . . . [h]Jowever, at
this time, the definition of EACMS is
not sufficiently mature to make the
necessary distinction discussed
above.” 66

62[daho Power Comments at 2.

63 Appelbaum Comments at 6, Reclamation
Comments at 7, Resilient Societies Comments at 3—
4, Isologic Comments at 3, Mabee Comments at 4,
MPUC Comments at 6.

64 MPUC Comments at 6.

65 Resilient Societies Comments at 3.

66 APS Comments at 5.
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3. Commission Determination

46. Pursuant to section 215(d)(5) of
the FPA, we adopt the NOPR proposal
and direct NERC to develop
modifications to include EACMS
associated with medium and high
impact BES Cyber Systems within the
scope of the supply chain risk
management Reliability Standards.
While we are sensitive to the position
taken by NERC and other commenters
that the Commission should not issue a
directive until after completion of the
BOT-directed final report, we conclude
that the record before us supports
directing NERC to include at least some
subset of EACMS associated with
medium and high impact BES Cyber
Systems at this time. We are not
persuaded by comments advocating
delay in view of the forthcoming BOT-
directed final report because the
standard drafting team will have the
benefit of the BOT-directed final report,
which is due in February 2019, when
developing the directed Reliability
Standard modifications.8”

47. We continue to believe that
EACMS represent the most likely route
an attacker would take to access a BES
Cyber System or PCA within an ESP
based on the functions they perform.¢8
EACMS support BES Cyber Systems and
are part of the network and security
architecture that allows BES Cyber
Systems to work as intended because
they perform electronic access control
or electronic access monitoring of the
ESP or BES Cyber Systems. In
particular, EACMS control electronic
access, including interactive remote
access, into the ESP that protects high
and medium impact BES Cyber
Systems. One specific function of
electronic access control is to prevent
malware or malicious actors from
gaining access to the BES Cyber Systems
and PCAs within the ESP.6° Given the
significant role that EACMS play in the
protection scheme for medium and high
impact BES Cyber Systems, we
determine that EACMS should be
within the scope of the supply chain
risk management Reliability Standards
to provide minimum protection against
supply chain attack vectors.

48. No commenter disagreed with the
NOPR that misoperation or
unavailability of EACMS that support a
given BES Cyber System could
contribute to the misoperation of the

67 As we have imposed a 24-month deadline for
NERC to file the modified supply chain risk
management Reliability Standards, the standard
drafting team will have ample time to review and
incorporate the findings in the BOT-directed final
report.

68 See NOPR, 162 FERC { 61,044 at P 35.

69 Id.

BES Cyber System or render it
unavailable, which could pose a
significant risk to reliable operation.
Instead, commenters generally agree
that EACMS perform important
security-related functions.”? For
example, NERC states that a
compromised firewall “may allow
unfettered access to the ESP.” 71 EEI also
agrees that the compromise of certain
EACMS that control access could
adversely affect the reliable operation of
an associated BES Cyber System,
although EEI asserts that other CIP
Reliability Standards adequately protect
those EACMS.72 Although some
commenters, as discussed below,
maintain that the reliability benefit of
including EACMS in the supply chain
risk management Reliability Standards
is outweighed by the perceived costs,
these commenters do not challenge the
proposition that misoperation or
unavailability of EACMS has negative
reliability ramifications. For example,
ITC, while opposing the NOPR
directive, recognizes that misoperation
of an EACMS is “serious’ and ““‘[w]ere
CIP resources infinite, it would no
doubt increase BES reliability by some
degree to include EACMS within this
Standard.” 73

49. We disagree with the comments
asserting that existing CIP Reliability
Standards adequately protect EACMS
against supply chain-based threats.
While existing CIP Reliability Standards
include requirements that address
aspects of supply chain risk
management, existing Reliability
Standards do not adequately protect
EACMS based on the four security
objectives in Order No. 829.7¢ The CIP
Reliability Standards cited by EEL, MISO
TOs and AECC address aspects of
electronic access control, systems
security management, and configuration
monitoring, but they do not address
protection from supply chain threats
such as insertion of counterfeits or
malicious software, unauthorized
production, tampering, or theft, as well
as poor manufacturing and development
practices. By contrast, the supply chain
risk management Reliability Standards
approved in this final rule specifically
address the above listed supply chain
threats, and, we determine, should be
extended to at least some subset of
EACMS.

70 See NERC Comments at 5-6, Appelbaum
Comments at 5—6, APS Comments at 5, EEI
Comments at 7-8, IRC Comments at 3, Idaho Power
Comments at 2, MPUC Comments at 6.

71 NERC Comments at 5.

72 EEI Comments at 7-8.

73]TC Comments at 5.

74 Order No. 829, 156 FERC { 61,050 at P 71.

50. Specifically, the goal of the supply
chain risk management Reliability
Standards is “to help ensure that
responsible entities establish
organizationally-defined processes that
integrate a cybersecurity risk
management framework into the system
development life cycle.” 75 The current
CIP Reliability Standards identified in
the comments, however, do not
adequately address supply chain risks.
For example, while Reliability Standard
CIP-005-5 provides a level of electronic
access protection for an ESP through
controls applied to an Electronic Access
Point associated with an EACMS, those
controls would only apply after an asset
is procured and deployed on a
responsible entity’s system. In this
situation, the EACMS at issue could
already contain built-in vulnerabilities
making it susceptible to compromise or,
in the worst-case scenario, could have
been compromised before acquisition.

51. Given the documented risks to the
cyber posture of the bulk electric system
associated with EACMS, we are not
persuaded to await the completion of
the BOT-directed final report before
issuing a directive regarding EACMS.76
Instead, it is reasonable to initiate
modification of the supply chain risk
management Reliability Standards based
on the conclusion that at least some
categories of EACMS should be
included. As discussed above, we are
convinced that EACMS in general are a
known risk that should be protected
under the supply chain risk
management Reliability Standards. But
we leave it to the standard drafting team
to assess the various types of EACMS
and their associated levels of risk. We
are confident that the standard drafting
team will be able to develop
modifications that include only those
EACMS whose compromise by way of
the cybersecurity supply chain can
affect the reliable operation of high and
medium impact BES Cyber Systems.
While it will no doubt inform the
standard drafting team’s work, the BOT-
directed final report is not, in our view,
likely to alter the conclusion that at
least some EACMS functions should be
included in the supply chain risk
management Reliability Standards.”?

75 NERC Comments at 23.

76 See NERC Comments at 4-6, EEI Comments at
7-10, IRC Comments at 3, ITC Comments at 5,
Trade Associations at 8—12, MISO TOs Comments
at 16-18.

77 The BOT-directed interim report provides the
example of a situation where a firewall used to
protect BES Cyber Systems within an ESP was
compromised due to supply chain vulnerability,
noting that each system within the ESP could be
exposed due to its logical proximity to the

Continued
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52. The record does not support
delaying a directive to modify the CIP
Reliability Standards to include
EACMS. While commenters opposing
the NOPR proposal contend that the
Commission should not act until NERC
has the results of the BOT-directed final
report, we note that: (1) NERC will have
24 months from the effective date of this
final rule to develop and submit the
modified Reliability Standards; and (2)
the BOT-directed final report is due in
the near term (i.e., February 2019).
Nothing in our directive prevents the
standard drafting team from using the
findings in the BOT-directed final report
to refine its understanding of which
types of EACMS functions present the
greatest risk and are worthy of inclusion
in the supply chain risk management
Reliability Standards. Indeed, as
discussed below, in view of the BOT-
directed study and the Commission’s
guidance, the standard drafting team
could modify the supply chain risk
management Reliability Standards to
include an appropriate subset of
EACMS functions similar to the
approach in Order No. 848.78

53. As we have indicated above,
including EACMS within the scope of
the supply chain risk management
Reliability Standards is consistent with
the approach in Order No. 848 regarding
cybersecurity incident reporting. In
Order No. 848, the Commission
determined that EACMS that perform
certain functions are significant to bulk
electric system reliability so as to justify
their being within the scope of the
cybersecurity incident reporting
Reliability Standards. Specifically,
Order No. 848 addressed the
identification of EACMS that should be
subject to mandatory reporting
requirements:

With regard to identifying EACMS for
reporting purposes, NERC’s reporting
threshold should encompass the functions
that various electronic access control and
monitoring technologies provide. Those
functions must include, at a minimum: (1)
Authentication; (2) monitoring and logging;
(3) access control; (4) interactive remote
access; and (5) alerting.”?

54. As with cybersecurity incident
reporting, in the context of this
proceeding, if, for example, a
vulnerability in the supply chain for
EACMS is found, we determine that
responsible entities should have
processes in place to be notified of such
vulnerabilities by the vendor, as

compromised firewalls. NERC Interim Report at 4—
4.

78 Order No. 848, 164 FERC { 61,033 at PP 53—
54.

791d. P 54.

required by Reliability Standard CIP—
013—-1, Requirement R1.2.4. We
recognize that including EACMS within
the scope of the supply chain risk
management Reliability Standards will
impose a burden on responsible entities.
Nonetheless, the burden of possible
procurement inefficiencies or resource
constraints must be weighed against the
significant risk of a cyber incident
resulting from unmitigated supply chain
vulnerabilities.8°

55. It is also important to consider
that in Order No. 848 the Commission
determined that the modified reporting
Reliability Standard need not include
all EACMS as currently defined and,
instead, the standard drafting team may
analyze the matter to determine an
appropriate subset of EACMS for
reporting purposes.8! Likewise, the
standard drafting team that is formed in
response to our present directive may
determine, based on the work done in
response to Order No. 848 as well as the
results of the BOT-directed study, what
EACMS functions are most important to
the reliable operation of the Bulk-Power
System and therefore should be
included in the supply chain risk
management Reliability Standards.

56. We find the remaining objections
to our directive unpersuasive. BES
Cyber Systems rely on EACMS to enable
and secure the communications
capability that these systems depend on
to control their assigned portion of the
bulk electric system. Commenters
opposing the NOPR directive fail to
provide convincing examples of why
EACMS should not receive the same
level of protection as the BES Cyber
Systems with which they are associated.
In addition, contrary to EEI’s assertion
that the “likelihood of compromise” is
unclear, ample evidence exists that
supply chain vulnerabilities are an
active issue for vendors, whom
malicious parties have intentionally
targeted.82 By contrast, commenters
supporting the NOPR directive provided
examples where notable vendors of
EACMS functions announced
vulnerabilities, specifically in firewall
firmware.83 Reliability Standard CIP-
013-1, Requirement R1, Part 1.2.1,
when applied to certain EACMS

80EEI Comments at 9, MISO TOs Comments at
16-17, ITC Comments at 5.

81Q0rder No. 848, 164 FERC {61,033 at P 53.

82 EET Comments at 8—9.

83 Resilient Societies Comments at 3 (noting a
February 2016 Cisco “critical” security advisory on
a vulnerability that could allow an unauthenticated,
remote attacker to obtain full control of its
Industrial Security Appliance line of firewalls, and
a December 2015 Juniper “out-of-cycle security
advisory”” on unauthorized code identified in a
specific operating system that could allow an
attacker to access some firewalls).

functions, will require that responsible
entities have processes to require
notification by the vendor of the
discovery of such vulnerabilities,
representing a clear enhancement of the
protections provided by the CIP
Reliability Standards.

57. Although some commenters
question the importance of the EACMS
monitoring function, we note that these
systems work in concert with access
control systems to alert of possible
intrusion.84 Standard monitoring
systems such as intrusion detection
systems are an essential component
designed to recognize suspicious
activity and collect data used for
incident reporting. A compromised
intrusion detection system may provide
false information and generate false
alarms. Indeed, a compromised
intrusion detection system may not only
negate the value of the reported
information, but could also potentially
provide misleading information.
Various intrusion detection system
modules collect user logs, provide audit
trails and indicate whether suspicious
activity is malicious or normal. An
attacker could change the various
settings, removing or inserting false
information. A compromised intrusion
detection system may also allow the
attacker to manipulate the system
continuously without generating an
alarm. In addition, an attacker may alter
the compromised system such that it
will deny legitimate activity and accept
malicious activity.85

58. For the reasons discussed above,
we adopt the NOPR proposal and,
pursuant to section 215(d)(5) of the
FPA, direct NERC to develop
modifications to the CIP Reliability
Standards to include EACMS associated
with medium and high impact BES
Cyber Systems within the scope of the
supply chain risk management
Reliability Standards. We direct NERC
to submit the directed modifications
within 24 months of the effective date
of this final rule.

B. Study of PACS and PCAs in the BOT-
Directed Cybersecurity Supply Chain
Risk Study

1. NOPR

59. The NOPR stated that it would be
appropriate to await the findings from
the BOT-directed study on cybersecurity
supply chain risks before considering

84 EE] Comments at 7, APS Comments at 3-5,
MISO TOs Comments 17-18.

85 International Journal of Information Sciences
and Techniques (IJIST) Vol.6, No.1/2, March 2016,
Cyber Attacks on Intrusion Detection Systems at P
195, http://aircconline.com/ijist/V6N2/
6216ijist20.pdf.
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whether low impact BES Cyber Systems
should be addressed in the supply chain
risk management Reliability Standards.
The NOPR explained that the BOT
resolutions stated that the BOT-directed
study should examine the risks posed
by low impact BES Cyber Systems, but
the BOT resolutions did not identify
PACS and PCAs as subjects of the study.
The NOPR noted, however, that NERC’s
petition suggests that NERC will
evaluate PACS and PCAs as part of the
BOT-directed study.86

60. The NOPR proposed to direct that
NERGC, consistent with the
representation made in NERC’s petition,
include PACS and PCAs in the BOT-
directed study and to await the findings
of the study’s final report before
considering further action. The NOPR
indicated that the risks posed by
EACMS also apply to varying degrees to
PACS and PCAs. However, the NOPR
explained the distinction between
EACMS and the other Cyber Assets: For
example, a compromise of a PACS
through the supply chain, which would
potentially grant an attacker physical
access to a BES Cyber System or PCA,
is more difficult since it would also
require physical access. Physical access
is not required to take advantage of a
compromised EACMS. Accordingly, the
NOPR proposed immediate action to
provide for the protection of EACMS,
because they represent the most likely
route an attacker would take to access
a BES Cyber System or PCA within an
ESP, while possible action on other
Cyber Assets can await completion of
the BOT-directed study’s final report.87

61. In addition to proposing to direct
NERC to include PACS and PCAs in the
BOT-directed study, the NOPR
proposed to direct that NERC file the
study’s interim and final reports with
the Commission upon their
completion.s8

2. Comments

62. NERC concurs with the NOPR
proposal and states that the Commission
should “await the results of the Board-
requested study before considering
whether low impact BES Cyber Systems,
PACS, and PCAs should be addressed in
the proposed Reliability Standards.” 89
NERC maintains that the BOT-directed
report will help determine whether the

86 NOPR, 162 FERC {61,044 at P 27 (citing NERC
Petition at 21 (“over the next 18 months, NERC,
working with various stakeholders, will continue to
assess whether supply chain risks related to low
impact BES Cyber Systems, PACS, EACMS, and
PCA necessitate further consideration for inclusion
in a mandatory Reliability Standard”)).

87NOPR, 162 FERC {61,044 at P 42.

88]d, P 43.

89 NERC Comments at 4.

supply chain risk management
Reliability Standards are appropriately
scoped to mitigate the risks identified
by the Commission.%0

63. EEI and Trade Associations
support the supply chain risk
management Reliability Standards’
exclusion of low impact BES Cyber
Systems. EEI agrees with the NOPR
proposal to wait for NERC to study the
supply chain risks posed by low impact
BES Cyber Systems as well as PACS and
PCAs before directing further
modifications.®* Trade Associations also
“strongly support” limiting the supply
chain risk management Reliability
Standards’ applicability to medium and
high impact BES Cyber Systems.92

64. Other commenters contend that
low impact BES Cyber Systems pose a
significant risk and disagree with the
view that excluding such assets will
focus industry resources on protecting
systems with heightened risk, while not
being overly burdensome. For example,
Resilient Societies maintains that cyber
attackers could use low impact BES
Cyber Systems as network entry points
to attack high and medium impact BES
Cyber Systems, with a potential
coordinated cyberattack on multiple low
impact facilities causing a cascading
collapse.93 Similarly, Appelbaum
asserts that ““if a large number of [low
impact BES Cyber Systems] are
compromised, then the effort to correct
or replace the compromised assets could
be significant.” 9¢ Reclamation also
recommends including low impact BES
Cyber Systems in the proposed
Reliability Standards in order to avoid
gaps that could compromise bulk
electric system security.95

65. MPUC states that many of the
concerns identified in the NOPR apply
to all classifications of BES Cyber
Systems and that responsible entities
should be required to apply the supply
chain risk management Reliability
Standards to all BES Cyber System
assets, unless the entities can show the
assets in question to be completely
isolated.?¢ Reclamation has similar
concerns and states that the supply
chain risk management Reliability
Standards should apply to all BES Cyber
System impact ratings, including low
impact.97 Mabee cautions against giving
industry the discretion to determine
which cyber systems are “easy’ to

90 d. at 5.

91 EEI Comments at 3.

92 Trade Associations Comments at 7.
93 Resilient Societies Comments at 3—4.
94 Appelbaum Comments at 6.

95 Reclamation Comments at 1.

96 MPUC Comments at 6.

97 Reclamation Comments at 1.

protect and which are “burdensome” to
protect.98 Isologic also disagrees with
the exclusion of low impact BES Cyber
Systems and contends that awaiting the
BOT-directed final report would unduly
delay an examination by the
Commission of risks involving the
“massive array of unprotected [low
impact] transmission substations.” 99

3. Commission Determination

66. We accept NERC’s commitment to
evaluate the cybersecurity supply chain
risks presented by low impact BES
Cyber Systems, PACS, and PCAs in the
study of cybersecurity supply chain
risks directed by the NERC BOT. In light
of that commitment, we conclude it is
not necessary to separately direct that
NERC expand the scope of the BOT-
directed study. However, we adopt the
NOPR proposal to direct NERC to file
the BOT-directed study’s final report
with the Commission upon its
completion.

67. We continue to believe that it is
appropriate to await the findings from
the BOT-directed final report on
cybersecurity risks before considering
whether low impact BES Cyber Systems,
PACS and PCAs should be addressed in
modified supply chain risk management
Reliability Standards.1°© While we do
not prejudge the findings from the
forthcoming final report, at this time we
find that NERC is taking adequate and
timely steps to study whether low
impact BES Cyber Systems, PACS and
PCAs should be included in the supply
chain risk management Reliability
Standards. Given that the BOT-directed
final report is scheduled to be
completed in February 2019, we do not
view our determination as unduly
delaying consideration of this important
issue. Once NERC submits the BOT-
directed final report, the Commission
will be in a better position to consider
what further steps, if any, should be
taken to provide for the reliability of the
bulk electric system.

C. Implementation Plan

1. NOPR

68. The NOPR stated that the 18-
month implementation period proposed
by NERC may not be justified based on
the anticipated effort required to
develop and implement a supply chain
risk management plan. The NOPR
explained that while, according to
NERGC, the proposed implementation
period is “designed to afford
responsible entities sufficient time to
develop and implement their supply

98 Mabee Comments at 4.
99Isologic Comments at 5.
100NOPR, 162 FERC { 61,044 at P 40.
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chain cybersecurity risk management
plans required under proposed
Reliability Standard CIP-013-1 and
implement the new controls required in
proposed Reliability Standards CIP—
005-6 and CIP-010-3,” the security
objectives of the proposed Reliability
Standards are process-based and do not
prescribe technology that might justify
an extended implementation period.101
Accordingly, the NOPR proposed to
reduce the time for implementation
such that the supply chain risk
management Reliability Standards
would become effective the first day of
the first calendar quarter that is 12
months, as opposed to NERC’s 18
months, following the effective date of
a Commission order approving the
Reliability Standards.

2. Comments

69. NERC does not support the NOPR
proposal to reduce the implementation
period for the supply chain risk
management Reliability Standards to 12
months. NERC states that the proposed
18-month implementation period is
intended to give responsible entities
adequate time to develop and
implement a supply chain risk
management plan required under
proposed Reliability Standard CIP-013—
1, as well as to implement new controls
required under proposed Reliability
Standards CIP-005-6 and CIP-010-3.
NERC explains that although proposed
Reliability Standard CIP-013-1 is
process-based, the development and
implementation of the underlying
Reliability Standard requirements
“involves performing a complex risk
assessment process for planning and
procuring BES Cyber Systems.”” 102

70. Other commenters support
NERC’s proposed 18-month
implementation period and contend that
12 months is not enough time for
responsible entities to develop and
implement the plan and controls
required under the supply chain risk
management Reliability Standards. EEI,
Idaho Power, IRSC, MISO TOs, and
Trade Associations contend that while
the Commission is correct that the
requirements in the Reliability
Standards are process-based, certain
requirements will require technology
enhancements, as well as coordination
with vendors.193 For example, Trade
Associations state that Reliability
Standard CIP-005-6 will require work
with vendors to facilitate the ability to

101 NOPR, 162 FERC {61,044 at P 44 (citing
NERC Petition at 35).

102 NERC Comments at 7.

103 See EEI Comments at 3—4, Idaho Power
Comments at 3—4, IRC Comments at 4, Trade
Associations Comments at 12—13.

disable vendor remote access, while
Reliability Standard CIP—010-3 will also
require technology upgrades.19¢ APS
does not agree with the NOPR’s
assessment that a 12-month
implementation period is reasonable,
noting the potential need for new
technology and the limitations imposed
by capital budget and planning
cycles.105 ITC and MISO TOs argue that
the Commission does not have the legal
authority to modify the implementation
period unilaterally for a proposed
Reliability Standard.

71. Appelbaum supports a shortened
implementation period for proposed
Reliability Standards CIP—010-3 and
CIP-005-6, for the reasons stated in the
NOPR, but contends that an 18-month
implementation period for proposed
Reliability Standard CIP-013-1 is more
appropriate. Specifically, Appelbaum
notes that the proposed Reliability
Standard includes new risk planning
and documentation requirements that
will take time to implement.
Appelbaum also contends that the risk
assessment will likely involve multiple
vendors and various different assets.
Appelbaum states that an 18-month
implementation period would provide
the time to develop a supply chain risk
management policy and associated
processes, and then apply the processes
to current and future procurement
activities.106

3. Commission Determination

72. We do not adopt the NOPR
proposal to reduce the implementation
period and instead approve the
implementation plan and effective date
as proposed by NERC. The NOPR
proposal was largely based on the
premise that the security objectives of
the supply chain risk management
Reliability Standards are process-based
and do not prescribe technology that
might justify a longer implementation
period. However, based on the
comments, we are persuaded that
technical upgrades are likely necessary
to meet the security objectives of the
supply chain risk management
Reliability Standards, which could
involve longer time-horizon capital
budgets and planning cycles.

73. While the Commission could, as
Appelbaum suggests, direct an 18-
month implementation period for
Reliability Standard CIP-013-1 and a
12-month period for Reliability
Standards CIP-005-6 and CIP-010-3,
we conclude that different timelines

104 Trade Associations Comments at 12—13 (citing
NOPR, 152 FERC {61,054 at P 44).

105 APS Comments at 5-7.

106 Appelbaum Comments at 4.

could complicate implementation and
potentially increase the administrative
burden of implementation without a
commensurate improvement in security.

74. Based on the discussion above, we
do not adopt the NOPR proposal and
approve NERC’s proposed
implementation plan whereby the
supply chain risk management
Reliability Standards will be effective
on the first day of the first calendar
quarter that is 18 months following the
effective date of this final rule.

D. Other Issues

1. Comments

75. Certain commenters raised
additional issues not addressed in the
NOPR. MISO TOs, APS, and Trade
Associations request clarification
regarding the term ““vendor.”
Specifically, APS seeks clarification of
the definition of “vendor” and on the
applicability of Reliability Standard
CIP-013-1 to those vendors that would
only provide services associated with a
BES Cyber System that is already
procured and in service.197 APS also
seeks clarification on whether
responsible entities are required to
perform individualized vendor
assessments for every in-scope
procurement activity.108

76. MISO TOs contend that the
Commission should clarify that the
supply chain risk management
Reliability Standards do not apply to
vendors and that responsible entities
will not be responsible for vendor
noncompliance. MISO TOs also request
that the Commission clarify that
responsible entities do not have any
obligation to work only with compliant
vendors.109

77. APS also seeks clarification
regarding the scope of access intended
within the term “system-to-system
access.” 110 As an example, APS asserts
that, although there is a connection,
User Datagram Protocol would not
qualify as ‘“‘system-to-system access”
and seeks clarification regarding the
scope of connections that would qualify
as ‘‘system-to-system access.”’ 111

2. Commission Determination

78. The Supplemental Materials for
Reliability Standard CIP-013-1 explain
the meaning of the term ““vendor.”
Specifically, the Supplemental
Materials state that a vendor “is limited
to those persons, companies, or other
organizations with whom the

107 APS Comments at 9-11.

108 Id

109 MISO TOs Comments at 7-9.
110 APS Comments at 9—11.

111 Id
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[r]lesponsible [e]ntity, or its affiliates,
contracts with to supply BES Cyber
Systems and related services.” 112 The
Supplemental Materials also note that a
vendor, for purposes of the supply chain
risk management Reliability Standards,
may include: (i) Developers or
manufacturers of information systems,
system components, or information
system services; (ii) product resellers; or
(iii) system integrators.113

79. With regard to vendor-related
compliance concerns, vendors are not
subject to the supply chain risk
management Reliability Standards. As
NERC explains, “the proposed
Reliability Standards apply only to
registered entities and do not directly
impose obligations on suppliers,
vendors or other entities that provide
products or services to registered
entities.” 114 This is consistent with the
Commission’s guidance in Order No.
829 that “any action taken by NERC in
response to the Commission’s directive
to address the supply chain-related
reliability gap should respect ‘section
215 jurisdiction by only addressing the
obligations of responsible entities’ and
‘not directly impose obligations on
suppliers, vendors or other entities that
provide products or services to
responsible entities.”” 115

80. As to the question of responsible
entity liability for vendor
noncompliance, NERC explains that
“any resulting obligation that a supplier,
vendor or other entity accepts in
providing products or services to the
registered entity is a contractual matter
between the registered entity and the
third party outside the scope of the
proposed Reliability Standard|[.]”” 116
The security objective of the supply
chain risk management Reliability
Standards is to “‘ensure that
[r]lesponsible [e]ntities consider the
security, integrity, quality, and
resilience of the supply chain, and take
appropriate mitigating action when
procuring BES Cyber Systems to address
threats and vulnerabilities in the supply
chain.” 117 Therefore, while a
responsible entity is not directly liable
for vendor actions, the responsible
entity is required to mitigate any
resulting risks. Finally, the supply chain

112 Reliability Standard CIP-013-1 at 12.

113 Id'

114 NERC Petition at 14.

115 Order No. 829, 156 FERC {61,050 at P 21.
116 NERC Petition at 17.

117 Id. at 13.

risk management Reliability Standards
do not dictate a responsible entity’s
contracting decision.

81. As to the term “‘system-to-
system,” NERC explains that the
objective of Reliability Standard CIP-
005-6, Requirement R2.4 is for entities
to have visibility of active vendor
remote access sessions, including
Interactive Remote Access and system-
to-system remote access, taking place on
their system.118 Reliability Standard
CIP-005-6 requires entities to have a
method to determine all active vendor
remote access sessions.119

III. Information Collection Statement

82. The FERC-725B information
collection requirements contained in
this final rule are subject to review by
the Office of Management and Budget
(OMB) under section 3507(d) of the
Paperwork Reduction Act of 1995.120
OMB’s regulations require approval of
certain information collection
requirements imposed by agency
rules.?21 Upon approval of a collection
of information, OMB will assign an
OMB control number and expiration
date. Respondents subject to the filing
requirements of this rule will not be
penalized for failing to respond to these
collections of information unless the
collections of information display a
valid OMB control number. In the
NOPR, the Commission solicited
comments on the Commission’s need for
this information, whether the
information will have practical utility,
the accuracy of the burden estimates,
ways to enhance the quality, utility, and
clarity of the information to be collected
or retained, and any suggested methods
for minimizing respondents’ burden,
including the use of automated
information techniques. The
Commission did not receive any
comments on the specific burden
estimates discussed below.

83. The Commission bases its
paperwork burden estimates on the
changes in paperwork burden presented
by the approved CIP Reliability
Standard CIP-013-1 and the approved
revisions to CIP Reliability Standard
CIP-005-6 and CIP-010-3 as compared
to the current Commission-approved
Reliability Standards CIP-005-5 and

118 [d, at 31.

119 See Reliability Standard CIP-005-6 at 28.
12044 U.S.C. 3507(d).

1215 CFR 1320.11.

CIP-010-2, respectively. As discussed
above, the final rule addresses several
areas of the CIP Reliability Standards
through Reliability Standard CIP-013-1,
Requirements R1, R2, and R3. Under
Requirement R1, responsible entities
would be required to have one or more
processes to address the following
baseline set of security concepts, as
applicable, in their procurement
activities for high and medium impact
BES Cyber Systems: (1) Vendor security
event notification processes (Part 1.2.1);
(2) coordinated incident response
activities (Part 1.2.2); (3) vendor
personnel termination notification for
employees with access to remote and
onsite systems (Part 1.2.3); (4) product/
services vulnerability disclosures (Part
1.2.4); (5) verification of software
integrity and authenticity (Part 1.2.5);
and (6) coordination of vendor remote
access controls (Part 1.2.6). Requirement
R2 mandates that each responsible
entity implement its supply chain
cybersecurity risk management plan.
Requirement R3 requires a responsible
entity to review and obtain the CIP
Senior Manager’s approval of its supply
chain risk management plan at least
once every 15 calendar months in order
to ensure that the plan remains up-to-
date.

84. Separately, Reliability Standard
CIP-005-6, Requirement R2.4 requires
one or more methods for determining
active vendor remote access sessions,
including Interactive Remote Access
and system-to-system remote access.
Reliability Standard CIP-005-6,
Requirement R2.5 requires one or more
methods to disable active vendor remote
access, including Interactive Remote
Access and system-to-system remote
access. Reliability Standard CIP-010-3,
Requirement R1.6 requires responsible
entities to verify software integrity and
authenticity in the operational phase, if
the software source provides a method
to do so.

85. The NERC Compliance Registry,
as of December 2017, identifies
approximately 1,250 unique U.S.
entities that are subject to mandatory
compliance with Reliability Standards.
Of this total, we estimate that 288
entities will face an increased
paperwork burden under the approved
Reliability Standards CIP-013-1, CIP—
005—6, and CIP-010-3. Based on these
assumptions, we estimate the following
reporting burden:
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Annual Total annual
Number of number of Total number Av%reé%estbuercrien burden hours re%oztngiggt
respondents responses per | of responses responsg 122 & total annual P
respondent cost
(1) @) M *@=@) (4) (3) " (4)=(5) 6) =
Create supply chain risk manage- 288 1 288 | 546 hrs.; $44,226 | 157,248 hrs.; $44,226
ment plan (one-time) 123 (CIP— $12,737,088.
013-1 R1).
Updates and reviews of supply 288 1 288 | 30 hrs.; 2,430 .... | 8,640 hrs.; 2,430
chain risk management plan (on- 699,840.
going) 124 (CIP-013—-1 R2).
Develop Procedures to update re- 288 1 288 | 50 hrs.; 4,050 .... | 14,400 hrs.; 4,050
mote access requirements (one 1,166,400.
time) (CIP-005-6 R1-R4).
Develop procedures for software in- 288 1 288 | 50 hrs.; 4,050 .... | 14,400 hrs; 4,050
tegrity and authenticity require- 1,166,400.
ments (one time) (CIP-010-3
R1-R4).
Total (0NE-TIME) ..ooiieiiiiiiiiiiiis | e | e 864 | .o 186,048 hrs.; | e
15,069,888.
Total (ONGOING) -.vevvveerreriiiriiens | eerireeiieeee e | e 288 | s 8,640 hrs.; | e,
699,840.

The one-time burden of 186,048 hours
will be averaged over three years
(186,048 hours + 3 = 62,016 hours/year
over three years).

The ongoing burden of 8,640 hours
applies to only Years 2 and beyond.

The number of responses is also
average over three years (864 responses
(one-time) + (288 responses (Year 2) +
288 responses (Year 3)) + 3 = 480
responses.

The responses and burden for Years
1-3 will total respectively as follows:

e Year 1: 480 responses; 62,016 hours

e Year 2: 480 responses; 62,016 hours +
8,640 hours = 70,656 hours

e Year 3: 480 responses; 62,016 hours +
8,640 hours = 70,656 hours.

86. The following shows the annual
cost burden for each year, based on the
burden hours in the table above:

122 The loaded hourly wage figure (includes
benefits) is based on the average of the occupational
categories for 2017 found on the Bureau of Labor
Statistics website (http://www.bls.gov/oes/current/
naics2_22.htm):

Legal (Occupation Code: 23—-0000): $143.68.

Information Security Analysts (Occupation Code
15-1122): $61.55.

Computer and Information Systems Managers
(Occupation Code: 11-3021): $96.51.

Management (Occupation Code: 11-0000):
$94.28.

Electrical Engineer (Occupation Code: 17-2071):
$66.90.

Management Analyst (Code: 43—0000): $63.32.

These various occupational categories are
weighted as follows: [($94.28)(.10) + ($61.55)(.315)
+($66.90)(.02) + ($143.68)(.15) + ($96.51)(.10) +
($63.32)(.315)] = $81.30. The figure is rounded to
$81.00 for use in calculating wage figures in this
final rule.

123 One-time burdens apply in Year One only.

124 Ongoing burdens apply in Year 2 and beyond.

e Year 1: $15,069,888

e Years 2 and beyond: $699,840

e The paperwork burden estimate
includes costs associated with the initial
development of a policy to address
requirements relating to: (1) Developing
the supply chain risk management plan;
(2) updating the procedures related to
remote access requirements (3)
developing the procedures related to
software integrity and authenticity.
Further, the estimate reflects the
assumption that costs incurred in year
1 will pertain to plan and procedure
development, while costs in years 2 and
3 will reflect the burden associated with
maintaining the supply chain risk
management plan and modifying it as
necessary on a 15-month basis.

87. Title: FERC-725B (Mandatory
Reliability Standards, Revised Critical
Infrastructure Protection Reliability
Standards).

Action: Information Collection,
FERC-725B (Supply Chain Risk
Management Reliability Standards).

OMB Control No.: 1902—0248.

Respondents: Businesses or other for-
profit institutions; not-for-profit
institutions.

Frequency of Responses: On
Occasion.

Necessity of the Information: This
final rule approves the requested
modifications to Reliability Standards
pertaining to critical infrastructure
protection. As discussed above, the
Commission approves NERC’s CIP
Reliability Standards CIP—013-1, CIP—
005-6, and CIP-010-3 pursuant to
section 215(d)(2) of the FPA because
they improve upon the currently-

effective suite of cybersecurity CIP
Reliability Standards.

Internal Review: The Commission has
reviewed the approved Reliability
Standards and made a determination
that its action is necessary to implement
section 215 of the FPA.

88. Interested persons may obtain
information on the reporting
requirements by contacting the
following: Federal Energy Regulatory
Commission, 888 First Street NE,
Washington, DC 20426 [Attention: Ellen
Brown, Office of the Executive Director,
email: DataClearance@ferc.gov, phone:
(202) 502-8663, fax: (202) 273-0873].

89. For submitting comments
concerning the collection(s) of
information and the associated burden
estimate(s), please send your comments
to the Commission, and to the Office of
Management and Budget, Office of
Information and Regulatory Affairs, 725
17th Street NW, Washington, DC 20503
[Attention: Desk Officer for the Federal
Energy Regulatory Commission, phone:
(202) 395-4638, fax: (202) 395-7285].
For security reasons, comments to OMB
should be submitted by email to: oira_
submission@omb.eop.gov. Comments
submitted to OMB should include
Docket Number RM17-13-000 and
OMB Control Number 1902-0248.

IV. Environmental Analysis

90. The Commission is required to
prepare an Environmental Assessment
or an Environmental Impact Statement
for any action that may have a
significant adverse effect on the human
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environment.?25 The Commission has
categorically excluded certain actions
from this requirement as not having a
significant effect on the human
environment. Included in the exclusion
are rules that are clarifying, corrective,
or procedural or that do not
substantially change the effect of the
regulations being amended.126 The
actions taken herein fall within this
categorical exclusion in the
Commission’s regulations.

V. Regulatory Flexibility Act Analysis

91. The Regulatory Flexibility Act of
1980 (RFA) generally requires a
description and analysis of proposed
rules that will have significant
economic impact on a substantial
number of small entities.127 The Small
Business Administration’s (SBA) Office
of Size Standards develops the
numerical definition of a small
business.128 The SBA revised its size
standard for electric utilities (effective
January 22, 2014) to a standard based on
the number of employees, including
affiliates (from the prior standard based
on megawatt hour sales).129

92. Reliability Standards CIP-013-1,
CIP-005-6, CIP-010-3 are expected to
impose an additional burden on 288
entities 130 (reliability coordinators,
generator operators, generator owners,
interchange coordinators or authorities,
transmission operators, balancing
authorities, and transmission owners).

93. Of the 288 affected entities
discussed above, we estimate that
approximately 248 or 86.2 percent of the
affected entities are small entities. We

estimate that each of the 248 small
entities to whom the approved
modifications to Reliability Standards
CIP-013-1, CIP-005-6, and CIP-010-3
apply will incur one-time costs of
approximately $52,326 per entity to
implement the approved Reliability
Standards, as well as the ongoing
paperwork burden reflected in the
Information Collection Statement
(approximately $2,430 per year per
entity). We do not consider the
estimated costs for these 248 small
entities to be a significant economic
impact. Accordingly, we certify that
Reliability Standards CIP—013-1, CIP—
005-6, and CIP-010-3 will not have a
significant economic impact on a
substantial number of small entities.

VI. Document Availability

94. In addition to publishing the full
text of this document in the Federal
Register, the Commission provides all
interested persons an opportunity to
view and/or print the contents of this
document via the internet through the
Commission’s Home Page (http://
www.ferc.gov) and in the Commission’s
Public Reference Room during normal
business hours (8:30 a.m. to 5:00 p.m.
Eastern time) at 888 First Street NE,
Room 2A, Washington, DC 20426.

95. From the Commission’s Home
Page on the internet, this information is
available on eLibrary. The full text of
this document is available on eLibrary
in PDF and Microsoft Word format for
viewing, printing, and/or downloading.
To access this document in eLibrary,
type the docket number of this

document, excluding the last three
digits, in the docket number field. User
assistance is available for eLibrary and
the Commission’s website during
normal business hours from the
Commission’s Online Support at (202)
502—6652 (toll free at 1-866—208—3676)
or email at ferconlinesupport@ferc.gov,
or the Public Reference Room at (202)
502-8371, TTY (202) 502—8659. Email
the Public Reference Room at
public.referenceroom@ferc.gov.

VII. Effective Date and Congressional
Notification

96. The final rule is effective
December 26, 2018. The Commission
has determined that this final rule
imposes no substantial effect upon
either NERC or NERC registered
entities 131 and, with the concurrence of
the Administrator of the Office of
Information and Regulatory Affairs of
OMB, that this rule is not a “major rule”
as defined in section 351 of the Small
Business Regulatory Enforcement
Fairness Act of 1996. This final rule is
being submitted to the Senate, House,
and Government Accountability Office.

By the Commission. Chairman McIntyre
was not present at the Commission Meeting
held on October 18, 2018 and did not vote
on this item.

Issued: October 18, 2018.
Nathaniel J. Davis, Sr.,
Deputy Secretary.

Note: The following appendix will not
appear in the Code of Federal Regulations.

Appendix Commenters

Abbreviation

Commenter

AECC ..o
Appelbaum
APS

Resilient Societies ....
Trade Associations

Arkansas Electric Cooperative Corporation.

Jonathan Appelbaum.

Arizona Public Service Company.

Edison Electric Institute.

Idaho Power Company.

ISO/RTO Council.

Isologic LLC.

International Transmission Company.

Michael Mabee.

MISO Transmission Owners.

Maine Public Utilities Commission.

North American Electric Reliability Corporation.

U.S. Bureau of Reclamation.

Foundation for Resilient Societies.

American Public Power Association, Electricity Consumers Resource Council, Large Public Power Council,
National Rural Electric Cooperative Association, and Transmission Access Policy Study Group.

[FR Doc. 2018-23201 Filed 10-25-18; 8:45 am]
BILLING CODE 6717-01-P

125 Regulations Implementing the National
Environmental Policy Act of 1969, Order No. 486,
FERC Stats. & Regs. 30,783 (1987).

126 18 CFR 380.4(a)(2)(ii).

1275 U.S.C. 601-12.

12813 CFR 121.101.

12913 CFR 121.201, Subsector 221.

130 Public utilities may fall under one of several
different categories, each with a size threshold
based on the company’s number of employees,
including affiliates, the parent company, and

subsidiaries. For the analysis in this NOPR, we are
using a 500 employee threshold due to each
affected entity falling within the role of Electric
Bulk Power Transmission and Control (NAISC
Code: 221121).

1315 U.S.C. 804(3)c.
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DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Food and Drug Administration

21 CFR Part 868
[Docket No. FDA—-2018—N-3729]

Medical Devices; Anesthesiology
Devices; Classification of the High
Flow Humidified Oxygen Delivery
Device

AGENCY: Food and Drug Administration,
HHS.

ACTION: Final order.

SUMMARY: The Food and Drug
Administration (FDA or we) is
classifying the high flow humidified
oxygen delivery device into class II
(special controls). The special controls
that apply to the device type are
identified in this order and will be part
of the codified language for the high
flow humidified oxygen delivery
device’s classification. We are taking
this action because we have determined
that classifying the device into class II
(special controls) will provide a
reasonable assurance of safety and
effectiveness of the device. We believe
this action will also enhance patients’
access to beneficial innovative devices,
in part by reducing regulatory burdens.

DATES: This order is effective October
26, 2018. The classification was
applicable on April 10, 2018.

FOR FURTHER INFORMATION CONTACT:
Derya Coursey, Center for Devices and
Radiological Health, Food and Drug
Administration, 10903 New Hampshire
Ave., Bldg. 66, Rm. 2563, Silver Spring,
MD 20993-0002, 240-402-6130,
Derya.Coursey@fda.hhs.gov.

SUPPLEMENTARY INFORMATION:
I. Background

Upon request, FDA has classified the
high flow humidified oxygen delivery
device as class II (special controls),
which we have determined will provide
a reasonable assurance of safety and
effectiveness. In addition, we believe
this action will enhance patients’ access
to beneficial innovation, in part by
reducing regulatory burdens by placing
the device into a lower device class than
the automatic class III assignment.

The automatic assignment of class III
occurs by operation of law and without
any action by FDA, regardless of the
level of risk posed by the new device.
Any device that was not in commercial
distribution before May 28, 1976, is
automatically classified as, and remains

within, class III and requires premarket
approval unless and until FDA takes an
action to classify or reclassify the device
(see 21 U.S.C. 360c(f)(1)). We refer to
these devices as ‘“postamendments
devices” because they were not in
commercial distribution prior to the
date of enactment of the Medical Device
Amendments of 1976, which amended
the Federal Food, Drug, and Cosmetic
Act (FD&C Act).

FDA may take a variety of actions in
appropriate circumstances to classify or
reclassify a device into class I or II. We
may issue an order finding a new device
to be substantially equivalent under
section 513(i) of the FD&C Act (see 21
U.S.C. 360c(i)) to a predicate device that
does not require premarket approval.
We determine whether a new device is
substantially equivalent to a predicate
by means of the procedures for
premarket notification under section
510(k) of the FD&C Act (21 U.S.C.
360(k)) and part 807 (21 CFR part 807).

FDA may also classify a device
through “De Novo” classification, a
common name for the process
authorized under section 513(f)(2) of the
FD&C Act. Section 207 of the Food and
Drug Administration Modernization Act
of 1997 (Pub. L. 105-115) established
the first procedure for De Novo
classification. Section 607 of the Food
and Drug Administration Safety and
Innovation Act (Pub. L. 112—-144)
modified the De Novo application
process by adding a second procedure.
A device sponsor may utilize either
procedure for De Novo classification.

Under the first procedure, the person
submits a 510(k) for a device that has
not previously been classified. After
receiving an order from FDA classifying
the device into class III under section
513(f)(1) of the FD&C Act, the person
then requests a classification under
section 513(f)(2).

Under the second procedure, rather
than first submitting a 510(k) and then
a request for classification, if the person
determines that there is no legally
marketed device upon which to base a
determination of substantial
equivalence, that person requests a
classification under section 513(f)(2) of
the FD&C Act.

Under either procedure for De Novo
classification, FDA is required to
classify the device by written order
within 120 days. The classification will
be according to the criteria under
section 513(a)(1) of the FD&C Act.
Although the device was automatically
placed within class III, the De Novo
classification is considered to be the
initial classification of the device.

We believe this De Novo classification
will enhance patients’ access to
beneficial innovation, in part by
reducing regulatory burdens. When FDA
classifies a device into class I or II via
the De Novo process, the device can
serve as a predicate for future devices of
that type, including for 510(k)s (see 21
U.S.C. 360c(f)(2)(B)(i)). As a result, other
device sponsors do not have to submit
a De Novo request or premarket
approval application to market a
substantially equivalent device (see 21
U.S.C. 360c(i), defining ““substantial
equivalence”). Instead, sponsors can use
the less-burdensome 510(k) process,
when necessary, to market their device.

1II. De Novo Classification

On January 3, 2017, Vapotherm, Inc.
submitted a request for De Novo
classification of the Precision Flow®
HVNI FDA reviewed the request in
order to classify the device under the
criteria for classification set forth in
section 513(a)(1) of the FD&C Act.

We classify devices into class II if
general controls by themselves are
insufficient to provide reasonable
assurance of safety and effectiveness,
but there is sufficient information to
establish special controls that, in
combination with the general controls,
provide reasonable assurance of the
safety and effectiveness of the device for
its intended use (see 21 U.S.C.
360c(a)(1)(B)). After review of the
information submitted in the request,
we determined that the device can be
classified into class II with the
establishment of special controls. FDA
has determined that these special
controls, in addition to the general
controls, will provide reasonable
assurance of the safety and effectiveness
of the device.

Therefore, on April 10, 2018, FDA
issued an order to the requester
classifying the device into class II. FDA
is codifying the classification of the
device by adding 21 CFR 868.5454. We
have named the generic type of device
high flow humidified oxygen delivery
device, and it is identified as a
prescription device that delivers high
flow oxygen with humidification for
patients who are suffering from
respiratory distress and/or hypoxemia.

FDA has identified the following risks
to health associated specifically with
this type of device and the measures
required to mitigate these risks in
table 1.
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TABLE 1—HIGH FLOW HUMIDIFIED OXYGEN DELIVERY DEVICE RISKS AND MITIGATION MEASURES

Identified risks

Mitigation measures

Adverse tissue reaction
Interference with other devices

Infection

Device software failure leading to delayed initiation of therapy ..
Device failure/malfunction leading to ineffective treatment ..........
Electrical shock injury from device failure ..........
Use error/improper device use leading to hypoxia or worsening

hypercarbia.

beling.
ing, and Labeling.

Labeling.

Biocompatibility evaluation, Non-clinical performance testing, and La-
Electromagnetic compatibility testing, Radiofrequency identification test-

Cleaning validation and Labeling.

Software verification, validation, and hazard analysis; and Labeling.
Non-clinical performance testing and Labeling.

Electrical safety, thermal safety, and mechanical safety testing.

FDA has determined that special
controls, in combination with the
general controls, address these risks to
health and provide reasonable assurance
of safety and effectiveness. For a device
to fall within this classification, and
thus avoid automatic classification in
class III, it would have to comply with
the special controls named in this final
order. The necessary special controls
appear in the regulation codified by this
order. This device is subject to
premarket notification requirements
under section 510(k) of the FD&C Act.

At the time of classification, high flow
humidified oxygen delivery devices are
for prescription use only. Prescription
devices are exempt from the
requirement for adequate directions for
use for the layperson under section
502(f)(1) of the FD&C Act (21 U.S.C.
352(f)(1)) and 21 CFR 801.5, as long as
the conditions of 21 CFR 801.109 are
met (referring to 21 U.S.C. 352(f)(1)).

III. Analysis of Environmental Impact

We have determined under 21 CFR
25.34(b) that this action is of a type that
does not individually or cumulatively
have a significant effect on the human
environment. Therefore, neither an
environmental assessment nor an
environmental impact statement is
required.

IV. Paperwork Reduction Act of 1995

This final order establishes special
controls that refer to previously
approved collections of information
found in other FDA regulations and
guidance. These collections of
information are subject to review by the
Office of Management and Budget
(OMB) under the Paperwork Reduction
Act of 1995 (44 U.S.C. 3501-3520). The
collections of information in the
guidance document ‘“De Novo
Classification Process (Evaluation of
Automatic Class III Designation)’” have
been approved under OMB control
number 0910-0844; the collections of
information in 21 CFR part 820,
regarding quality system regulation,
have been approved under OMB control

number 0910-0073; the collections of
information in 21 CFR part 814,
subparts A through E, regarding
premarket approval, have been
approved under OMB control number
0910-0231; the collections of
information in part 807, subpart E,
regarding premarket notification
submissions, have been approved under
OMB control number 0910-0120; and
the collections of information in 21 CFR
part 801, regarding labeling, have been
approved under OMB control number
0910-04385.

List of Subjects in 21 CFR Part 868

Medical devices.

Therefore, under the Federal Food,
Drug, and Cosmetic Act and under
authority delegated to the Commissioner
of Food and Drugs, 21 CFR part 868 is
amended as follows:

PART 868—ANESTHESIOLOGY
DEVICES

m 1. The authority citation for part 868
continues to read as follows:

Authority: 21 U.S.C. 351, 360, 360c, 360e,
360j, 3601, 371.

m 2. Add § 868.5454 to subpart F to read
as follows:

§868.5454 High flow humidified oxygen
delivery device.

(a) Identification. A high flow
humidified oxygen delivery device is a
prescription device that delivers high
flow oxygen with humidification for
patients who are suffering from
respiratory distress and/or hypoxemia.

(b) Classification. Class II (special
controls). The special controls for this
device are:

(1) The patient-contacting
components of the device must be
demonstrated to be biocompatible.

(2) Non-clinical performance testing
must demonstrate that the device
performs as intended under anticipated
conditions for use, including the
following:

(i) Alarm testing must be performed;

(ii) Continuous use thermal stability
testing must be performed;

(iii) Humidity output testing must be
performed; and

(iv) Blender performance testing must
evaluate fraction of inspired oxygen
(FiO,) blending accuracy.

(3) Performance data must validate
cleaning instructions for any reusable
components of the device.

(4) Electrical safety, thermal safety,
mechanical safety, electromagnetic
compatibility, and radiofrequency
identification testing must be
performed.

(5) Software verification, validation,
and hazard analysis must be performed.

(6) Labeling must include:

(i) A description of available FiO,
ranges for different flowrates and inlet
gas pressures;

(i1) Instructions for applicable
flowrates for all intended populations;

(iii) A warning that patients on high
flow oxygen are acute and require
appropriate monitoring, to include
pulse oximetry;

(iv) A warning regarding the risk of
condensation at low set temperatures
and certain flows; and

(v) A description of all alarms and
their functions.

Dated: October 22, 2018.
Leslie Kux,
Associate Commissioner for Policy.
[FR Doc. 2018-23409 Filed 10-25-18; 8:45 am]
BILLING CODE 4164-01-P

DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Food and Drug Administration

21 CFR Part 874
[Docket No. FDA-2018-N-3772]

Medical Devices; Ear, Nose, and Throat
Devices; Classification of the Active
Implantable Bone Conduction Hearing
System

AGENCY: Food and Drug Administration,
HHS.
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ACTION: Final order.

SUMMARY: The Food and Drug
Administration (FDA or we) is
classifying the active implantable bone
conduction hearing system into class II
(special controls). The special controls
that apply to the device type are
identified in this order and will be part
of the codified language for the active
implantable bone conduction hearing
system’s classification. We are taking
this action because we have determined
that classifying the device into class II
(special controls) will provide a
reasonable assurance of safety and
effectiveness of the device. We believe
this action will also enhance patients’
access to beneficial innovative devices,
in part by reducing regulatory burdens.

DATES: This order is effective October
26, 2018. The classification was
applicable on July 20, 2018.

FOR FURTHER INFORMATION CONTACT:
Oldooz Hazrati, Center for Devices and
Radiological Health, Food and Drug
Administration, 10903 New Hampshire
Ave., Bldg. 66, Rm. 2455, Silver Spring,
MD 20993-0002, 240—-402-9903,
Oldooz.HazratiYadkoori@fda.hhs.gov.

SUPPLEMENTARY INFORMATION:

I. Background

Upon request, FDA has classified the
active implantable bone conduction
hearing system as class II (special
controls), which we have determined
will provide a reasonable assurance of
safety and effectiveness. In addition, we
believe this action will enhance
patients’ access to beneficial innovation,
in part by reducing regulatory burdens
by placing the device into a lower
device class than the automatic class III
assignment.

The automatic assignment of class III
occurs by operation of law and without
any action by FDA, regardless of the
level of risk posed by the new device.
Any device that was not in commercial
distribution before May 28, 1976, is
automatically classified as, and remains
within, class III and requires premarket
approval unless and until FDA takes an
action to classify or reclassify the device
(see 21 U.S.C. 360c(f)(1)). We refer to
these devices as “postamendments
devices” because they were not in
commercial distribution prior to the
date of enactment of the Medical Device
Amendments of 1976, which amended
the Federal Food, Drug, and Cosmetic
Act (FD&C Act).

FDA may take a variety of actions in
appropriate circumstances to classify or
reclassify a device into class I or II. We
may issue an order finding a new device
to be substantially equivalent under
section 513(i) of the FD&C Act (21
U.S.C. 360c(i)) to a predicate device that
does not require premarket approval.
We determine whether a new device is
substantially equivalent to a predicate
by means of the procedures for
premarket notification under section
510(k) of the FD&C Act (21 U.S.C.
360(k)) and part 807 (21 CFR part 807).

FDA may also classify a device
through “De Novo” classification, a
common name for the process
authorized under section 513(f)(2) of the
FD&C Act. Section 207 of the Food and
Drug Administration Modernization Act
of 1997 (Pub. L. 105-115) established
the first procedure for De Novo
classification. Section 607 of the Food
and Drug Administration Safety and
Innovation Act (Pub. L. 112—-144)
modified the De Novo application
process by adding a second procedure.
A device sponsor may utilize either
procedure for De Novo classification.

Under the first procedure, the person
submits a 510(k) for a device that has
not previously been classified. After
receiving an order from FDA classifying
the device into class III under section
513(f)(1) of the FD&C Act, the person
then requests a classification under
section 513(f)(2).

Under the second procedure, rather
than first submitting a 510(k) and then
a request for classification, if the person
determines that there is no legally
marketed device upon which to base a
determination of substantial
equivalence, that person requests a
classification under section 513(f)(2) of
the FD&C Act.

Under either procedure for De Novo
classification, FDA is required to
classify the device by written order
within 120 days. The classification will
be according to the criteria under
section 513(a)(1) of the FD&C Act.
Although the device was automatically
placed within class III, the De Novo
classification is considered to be the
initial classification of the device.

We believe this De Novo classification
will enhance patients’ access to
beneficial innovation, in part by
reducing regulatory burdens. When FDA
classifies a device into class I or II via
the De Novo process, the device can
serve as a predicate for future devices of

that type, including for 510(k)s (see 21
U.S.C. 360c(f)(2)(B)(i)). As a result, other
device sponsors do not have to submit

a De Novo request or premarket
approval application to market a
substantially equivalent device (see 21
U.S.C. 360c(i), defining “substantial
equivalence”). Instead, sponsors can use
the less-burdensome 510(k) process,
when necessary, to market their device.

II. De Novo Classification

On February 16, 2017, MED-EL
Elektromedizinische Geraete GmbH
submitted a request for De Novo
classification of the BONEBRIDGE. FDA
reviewed the request in order to classify
the device under the criteria for
classification set forth in section
513(a)(1) of the FD&C Act.

We classify devices into class II if
general controls by themselves are
insufficient to provide reasonable
assurance of safety and effectiveness,
but there is sufficient information to
establish special controls that, in
combination with the general controls,
provide reasonable assurance of the
safety and effectiveness of the device for
its intended use (see 21 U.S.C.
360c(a)(1)(B)). After review of the
information submitted in the request,
we determined that the device can be
classified into class II with the
establishment of special controls. FDA
has determined that these special
controls, in addition to the general
controls, will provide reasonable
assurance of the safety and effectiveness
of the device.

Therefore, on July 20, 2018, FDA
issued an order to the requester
classifying the device into class II. FDA
is codifying the classification of the
device by adding 21 CFR 874.3340. We
have named the generic type of device
active implantable bone conduction
hearing system, and it is identified as a
prescription device consisting of an
implanted transducer, implanted
electronics components, and an audio
processor. The active implantable bone
conduction hearing system is intended
to compensate for conductive or mixed
hearing losses by conveying amplified
acoustic signals to the cochlea via
mechanical vibrations on the skull bone.

FDA has identified the following risks
to health associated specifically with
this type of device and the measures
required to mitigate these risks in table
1.


mailto:Oldooz.HazratiYadkoori@fda.hhs.gov

Federal Register/Vol. 83, No. 208/Friday, October 26, 2018/Rules and Regulations

54009

TABLE 1—ACTIVE IMPLANTABLE BONE CONDUCTION HEARING SYSTEM RISKS AND MITIGATION MEASURES

Identified risks

Mitigation measures

Dural erosion or compression resulting from failure to confirm adequate
thickness and consistency of bone and related anatomy.

Surgical complications leading to:
e Bleeding/hematoma.
e Seizures.
e Cerebrospinal fluid (CSF) leak.

¢ Implant damage or migration leading to revision/explantation

Device software failure
Implant failure due to:
o Fatigue.
¢ Damage/breakage.

o Loss of hermetiCity ........ccovevrieeniiinieene.

Device failure to compensate for hearing loss ..
Interference with other devices

Adverse tissue reaction
Infection

Labeling.

Clinical performance testing and Labeling.
Software verification, validation, and hazard analysis.

Clinical performance testing and Non-clinical performance testing.

Clinical performance testing and Non-clinical performance testing.

Electromagnetic compatibility testing, Wireless coexistence testing,
Electrical safety testing, and Labeling.

Biocompatibility evaluation and Labeling.

Sterilization validation, Shelf life testing, and Labeling.

FDA has determined that special
controls, in combination with the
general controls, address these risks to
health and provide reasonable assurance
of safety and effectiveness. For a device
to fall within this classification, and
thus avoid automatic classification in
class III, it would have to comply with
the special controls named in this final
order. The necessary special controls
appear in the regulation codified by this
order. This device is subject to
premarket notification requirements
under section 510(k) of the FD&C Act.

At the time of classification, active
implantable bone conduction hearing
systems are for prescription use only.
Prescription devices are exempt from
the requirement for adequate directions
for use for the layperson under section
502(f)(1) of the FD&C Act (21 U.S.C.
352(f)(1)) and 21 CFR 801.5, as long as
the conditions of 21 CFR 801.109 are
met (referring to 21 U.S.C. 352(f)(1)).

III. Analysis of Environmental Impact

We have determined under 21 CFR
25.34(b) that this action is of a type that
does not individually or cumulatively
have a significant effect on the human
environment. Therefore, neither an
environmental assessment nor an
environmental impact statement is
required.

IV. Paperwork Reduction Act of 1995

This final order establishes special
controls that refer to previously
approved collections of information
found in other FDA regulations and
guidance. These collections of
information are subject to review by the
Office of Management and Budget
(OMB) under the Paperwork Reduction
Act of 1995 (44 U.S.C. 3501-3520). The
collections of information in the
guidance document “De Novo

Classification Process (Evaluation of
Automatic Class III Designation)” have
been approved under OMB control
number 0910-0844; the collections of
information in 21 CFR part 820,
regarding quality system regulation,
have been approved under OMB control
number 0910-0073; the collections of
information in 21 CFR part 814,
subparts A through E, regarding
premarket approval, have been
approved under OMB control number
0910-0231; the collections of
information in part 807, subpart E,
regarding premarket notification
submissions, have been approved under
OMB control number 0910-0120; and
the collections of information in 21 CFR
part 801, regarding labeling, have been
approved under OMB control number
0910-04385.

List of Subjects in 21 CFR Part 874

Medical devices.

Therefore, under the Federal Food,
Drug, and Cosmetic Act and under
authority delegated to the Commissioner
of Food and Drugs, 21 CFR part 874 is
amended as follows:

PART 874—EAR, NOSE, AND THROAT
DEVICES

m 1. The authority citation for part 874
is revised to read as follows:

Authority: 21 U.S.C. 351, 360, 360c, 360e,
360§, 3601, 371.
m 2. Add § 874.3340 to subpart D to read
as follows:

§874.3340 Active implantable bone
conduction hearing system.

(a) Identification. An active
implantable bone conduction hearing
system is a prescription device
consisting of an implanted transducer,
implanted electronics components, and

an audio processor. The active
implantable bone conduction hearing
system is intended to compensate for
conductive or mixed hearing losses by
conveying amplified acoustic signals to
the cochlea via mechanical vibrations
on the skull bone.

(b) Classification. Class II (special
controls). The special controls for this
device are:

(1) Clinical performance testing must
characterize any adverse events
observed during implantation and
clinical use, and must also demonstrate
that the device performs as intended
under anticipated conditions of use.

(2) Non-clinical performance testing
must demonstrate that the device
performs as intended under anticipated
conditions of use, including the
following:

(i) Performance data must validate
force output in a clinically relevant
model.

(ii) Impact testing in a clinically
relevant anatomic model must be
performed.

(iii) Mechanical integrity testing must
be performed.

(iv) Reliability testing consistent with
expected device life must be performed.

(3) The patient-contacting
components of the device must be
demonstrated to be biocompatible.

(4) Performance data must
demonstrate the sterility of the patient-
contacting components of the device.

(5) Performance data must support the
shelf life of the device by demonstrating
continued sterility, package integrity,
and device functionality over the
identified shelf life.

(6) Performance data must
demonstrate the wireless compatibility,
electromagnetic compatibility, and
electrical safety of the device.

(7) Software verification, validation,
and hazard analysis must be performed.
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(8) Labeling must include:

(i) A summary of clinical testing
conducted with the device that includes
a summary of device-related
complications and adverse events;

(ii) Instructions for use;

(iii) A surgical guide for implantation,
which includes instructions for imaging
to assess bone dimensions;

(iv) A shelf life, for device
components provided sterile;

(v) A patient identification card; and

(vi) A patient user manual.

Dated: October 22, 2018.
Leslie Kux,
Associate Commissioner for Policy.
[FR Doc. 2018-23412 Filed 10-25-18; 8:45 am]
BILLING CODE 4164-01-P

LIBRARY OF CONGRESS
U.S. Copyright Office

37 CFR Part 201
[Docket No. 2017-10]

Exemption to Prohibition on
Circumvention of Copyright Protection
Systems for Access Control
Technologies

AGENCY: U.S. Copyright Office, Library
of Congress.

ACTION: Final rule.

SUMMARY: In this final rule, the Librarian
of Congress adopts exemptions to the
provision of the Digital Millennium
Copyright Act (“DMCA”) that prohibits
circumvention of technological
measures that control access to
copyrighted works, codified in the
United States Code. As required under
the statute, the Acting Register of
Copyrights, following a public
proceeding, submitted a
Recommendation concerning proposed
exemptions to the Librarian of Congress.
After careful consideration, the
Librarian adopts final regulations based
upon the Acting Register’s
Recommendation.

DATE: Effective October 28, 2018.

FOR FURTHER INFORMATION CONTACT:
Regan A. Smith, General Counsel and
Associate Register of Copyrights, by
email at regans@copyright.gov, Anna
Chauvet, Assistant General Counsel, by
email at achau@copyright.gov, or Kevin
Amer, Senior Counsel for Policy and
International Affairs, by email at
kamer@copyright.gov. Each can be
contacted by telephone by calling (202)
707-8350.

SUPPLEMENTARY INFORMATION: The
Librarian of Congress, pursuant to

section 1201(a)(1) of title 17, United
States Code, has determined in this
seventh triennial rulemaking proceeding
that the prohibition against
circumvention of technological
measures that effectively control access
to copyrighted works shall not apply to
persons who engage in noninfringing
uses of certain classes of such works.
This determination is based upon the
Recommendation of the Acting Register
of Copyrights, which was transmitted to
the Librarian on October 5, 2018.1

The below discussion summarizes the
rulemaking proceeding and Register’s
Recommendation, announces the
Librarian’s determination, and
publishes the regulatory text specifying
the exempted classes of works. A more
complete discussion of the rulemaking
process, the evidentiary record, and the
Acting Register’s analysis can be found
in the Acting Register’s
Recommendation, which is posted at
www.copyright.gov/1201/2018/.

I. Background

A. Statutory Requirements

Congress enacted the DMCA in 1998
to implement certain provisions of the
WIPO Copyright and WIPO
Performances and Phonograms Treaties.
Among other things, title I of the DMCA,
which added a new chapter 12 to title
17 of the U.S. Code, prohibits
circumvention of technological
measures employed by or on behalf of
copyright owners to protect access to
their works. In enacting this aspect of
the law, Congress observed that
technological protection measures
(“TPMs”) can “support new ways of
disseminating copyrighted materials to
users, and . . . safeguard the
availability of legitimate uses of those
materials by individuals.” 2

Section 1201(a)(1) provides in
pertinent part that “[n]o person shall
circumvent a technological measure that
effectively controls access to a work
protected under [title 17].” Under the
statute, to “‘circumvent a technological
measure” means ‘‘to descramble a
scrambled work, to decrypt an
encrypted work, or otherwise to avoid,
bypass, remove, deactivate, or impair a
technological measure, without the
authority of the copyright owner.” 3 A

1 Acting Register of Copyrights, Section 1201
Rulemaking: Seventh Triennial Proceeding to
Determine Exemptions to the Prohibition on
Circumvention, Recommendation of the Acting
Register of Copyrights (Oct. 2018) (“Acting
Register’s Recommendation”).

2 Staff of H. Comm. on the Judiciary, 105th Cong.,
Section-by-Section Analysis of H.R. 2281 as Passed
by the United States House of Representatives on
August 4, 1998, at 7 (Comm. Print 1998).

317 U.S.C. 1201(a)(3)(A).

technological measure that “effectively
controls access to a work” is one that
“in the ordinary course of its operation,
requires the application of information,
or a process or a treatment, with the
authority of the copyright owner, to gain
access to the work.” 4

Section 1201(a)(1) also includes what
Congress characterized as a “‘fail-safe”
mechanism,® which requires the
Librarian of Congress, following a
rulemaking proceeding, to publish any
class of copyrighted works as to which
the Librarian has determined that
noninfringing uses by persons who are
users of a copyrighted work are, or are
likely to be, adversely affected by the
prohibition against circumvention in the
succeeding three-year period, thereby
exempting that class from the
prohibition for that period.¢ The
Librarian’s determination to grant an
exemption is based upon the
recommendation of the Register of
Copyrights, who conducts the
rulemaking proceeding.” The Register,
in turn, consults with the Assistant
Secretary for Communications and
Information of the Department of
Commerce, who oversees the National
Telecommunications and Information
Administration (“NTIA”), in the course
of formulating her recommendation.®

The primary responsibility of the
Register and the Librarian in the
rulemaking proceeding is to assess
whether the implementation of access
controls impairs the ability of
individuals to make noninfringing uses
of copyrighted works within the
meaning of section 1201(a)(1). To do
this, the Register develops a
comprehensive administrative record
using information submitted by
interested members of the public, and
makes recommendations to the
Librarian concerning whether
exemptions are warranted based on that
record.

Under the statutory framework, the
Librarian, and thus the Register, must
consider “(i) the availability for use of
copyrighted works; (ii) the availability
for use of works for nonprofit archival,
preservation, and educational purposes;
(iii) the impact that the prohibition on
the circumvention of technological
measures applied to copyrighted works
has on criticism, comment, news
reporting, teaching, scholarship, or
research; (iv) the effect of circumvention
of technological measures on the market

4]d. at 1201(a)(3)(B).

5 See H.R. Rep. No. 105-551, pt. 2, at 36 (1998)
(“Commerce Comm. Report”).

6 See 17 U.S.C. 1201(a)(1).

7Id. at 1201(a)(1)(C).

81d.
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for or value of copyrighted works; and
(v) such other factors as the Librarian
considers appropriate.”” 9

Significantly, exemptions adopted by
rule under section 1201(a)(1) apply only
to the conduct of circumventing a
technological measure that controls
access to a copyrighted work. Other
parts of section 1201, by contrast,
address the manufacture and provision
of—or “trafficking” in—products and
services designed for purposes of
circumvention. Section 1201(a)(2) bars
trafficking in products and services that
are used to circumvent technological
measures that control access to
copyrighted works (for example, a
password needed to open a media
file),10 while section 1201(b) bars
trafficking in products and services used
to circumvent technological measures
that protect the exclusive rights of the
copyright owner in their works (for
example, technology that prevents the
work from being reproduced).1! The
Librarian of Congress has no authority
to adopt exemptions for the anti-
trafficking prohibitions contained in
section 1201(a)(2) or (b).12 More
broadly, activities conducted under the
regulatory exemptions must still comply
with other applicable laws, including
non-copyright provisions.

Also significant is the fact that the
statute contains certain permanent
exemptions to permit specified uses.
These include: Section 1201(d), which
exempts certain activities of nonprofit
libraries, archives, and educational
institutions; section 1201(e), which
exempts “lawfully authorized
investigative, protective, information
security, or intelligence activity” of a
state or the federal government; section
1201(f), which exempts certain
“[r]everse engineering” activities to
facilitate interoperability; section
1201(g), which exempts certain types of
research into encryption technologies;
section 1201(h), which exempts certain
activities to prevent the “access of
minors to material on the internet”’;
section 1201(i), which exempts certain
activities ““solely for the purpose of
preventing the collection or
dissemination of personally identifying
information”; and section 1201(j),
which exempts certain acts of “security

9Id.

101d. at 1201(a)(2).

111d. at 1201(b).

12 See id. at 1201(a)(1)(E) (“Neither the exception
under subparagraph (B) from the applicability of the
prohibition contained in subparagraph (A), nor any
determination made in a rulemaking conducted
under subparagraph (C), may be used as a defense
in any action to enforce any provision of this title
other than this paragraph.”).

testing”” of computers and computer
systems.

C. Rulemaking Standards

In adopting the DMCA, Congress
imposed legal and evidentiary
requirements for the section 1201
rulemaking proceeding, as discussed in
greater detail in the Acting Register’s
Recommendation and the Copyright
Office’s recent policy study on section
1201.13 The Register will recommend
granting an exemption only “when the
preponderance of the evidence in the
record shows that the conditions for
granting an exemption have been
met.” 14 “[I]t is the totality of the
rulemaking record (i.e., the evidence
provided by commenters or
administratively noticed by the Office)
that must, on balance, reflect the need
for an exemption by a preponderance of
the evidence. Such evidence must, on
the whole, show that it is more likely
than not that users of a copyrighted
work will, in the succeeding three-year
period, be adversely affected by the
prohibition on circumvention in their
ability to make noninfringing uses of a
particular class of copyrighted
works.” 15

To establish a case for an exemption,
proponents must show at a minimum
(1) that uses affected by the prohibition
on circumvention are or are likely to be
noninfringing; and (2) that as a result of
a technological measure controlling
access to a copyrighted work, the
prohibition is causing, or in the next
three years is likely to cause, an adverse
impact on those uses. In addition, the
Librarian must also examine the
statutory factors listed in section
1201(a)(1)(C): “(i) The availability for
use of copyrighted works; (ii) the
availability for use of works for
nonprofit archival, preservation, and
educational purposes; (iii) the impact
that the prohibition on the
circumvention of technological
measures applied to copyrighted works
has on criticism, comment, news
reporting, teaching, scholarship, or

13 Acting Register’s Recommendation at 9-19;
U.S. Copyright Office, Section 1201 of Title 17 105—
15 (2017), https://www.copyright.gov/policy/1201/
section-1201-full-report.pdf (“Section 1201
Report”).

14 Section 1201 Report at 111; accord Register of
Copyrights, Section 1201 Rulemaking: Sixth
Triennial Proceeding to Determine Exemptions to
the Prohibition on Circumvention,
Recommendation of the Register of Copyrights 14
(Oct. 2015). References to the Register’s
Recommendations in prior rulemakings are cited by
the year of publication followed by
“Recommendation” (e.g., “2015
Recommendation”). Prior Recommendations are
available on the Copyright Office website at https://
www.copyright.gov/1201/.

15 Section 1201 Report at 112.

research; (iv) the effect of circumvention
of technological measures on the market
for or value of copyrighted works; and
(v) such other factors as the Librarian
considers appropriate.” In some cases,
weighing these factors requires the
consideration of the benefits that the
technological measure brings with
respect to the overall creation and
dissemination of works in the
marketplace, in addition to any negative
impact.

Finally, when granting an exemption,
section 1201(a)(1) specifies that the
exemption adopted as part of this
rulemaking must be defined based on “a
particular class of works.” 16 Among
other things, the determination of the
appropriate scope of a “class of works”
recommended for exemption may also
take into account the adverse effects an
exemption may have on the market for
or value of copyrighted works.
Accordingly, ‘it can be appropriate to
refine a class by reference to the use or
user in order to remedy the adverse
effect of the prohibition and to limit the
adverse consequences of an
exemption.” 17

D. Streamlined Renewal Process

Following a comprehensive policy
study, and in response to stakeholder
feedback, for this seventh triennial
proceeding, the Office introduced a
streamlined process to renew section
1201 exemptions adopted during the
2015 rulemaking.® Previously, in
recognition of legislative history stating
that the basis of an exemption should be
established de novo in each triennial
proceeding,’® the Office had required
the factual record be developed anew in
each rulemaking.20 In its Section 1201
Report, the Office evaluated the
possibility of a renewal process, noting
a “broad consensus in favor of
streamlining the process for renewing
exemptions to which there is no
meaningful opposition.” 21 As described
in further detail in that report, the Office
ultimately concluded that “the statutory
language appears to be broad enough to
permit determinations to be based upon
evidence drawn from prior proceedings,
but only upon a conclusion that this
evidence remains reliable to support
granting an exemption in the current

1617 U.S.C. 1201(a)(1)(B).

172006 Recommendation at 19.

18 Section 1201 Report at 127-28, 145—46.

19 See Commerce Comm. Report at 37 (explaining
that for every rulemaking, “‘the assessment of
adverse impacts on particular categories of works is
to be determined de novo”).

20 Exemptions to Permit Circumvention of Access
Controls on Copyrighted Works, 82 FR 29804,
29805 (June 30, 2017) (“NOI”).

21 Section 1201 Report at vi.
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proceeding.”” 22 The Office concluded
that renewal may be sought only for
exemptions in their current form,
without modification, and that the
Register “must apply the same
evidentiary standards in recommending
the renewal of exemptions as for first-
time exemption requests.”” 23

The Office detailed the renewal
process in its notices for this
proceeding.24 Streamlined renewal is
based upon a determination that, due to
a lack of legal, marketplace, or
technological changes, the factors that
led the Register to recommend adoption
of the exemption in the prior
rulemaking are expected to continue
into the forthcoming triennial period.25
That is, the same material facts and
circumstances underlying the
previously-adopted regulatory
exemption may be relied on to renew
the exemption.26 Because the statute
itself requires that exemptions must be
adopted upon a fresh determination
concerning the next three-year period,
the fact that the Librarian previously
adopted an exemption creates no
presumption that readoption is
appropriate. Instead, the Office first
solicited petitions summarizing the
continuing need and justification for the
exemption, and petitioners signed a
declaration stating that, “to the best of
their personal knowledge, there has not
been any material change in the facts,
law, or other circumstances set forth in
the prior rulemaking record such that
renewal of the exemption would not be
justified.” 27 Next, the Office solicited
comments from participants opposing
the readoption of the exemption.
Opponents were required to provide
evidence that would allow the Acting
Register to reasonably conclude that the
prior rulemaking record and any further
information provided in the petitions
are insufficient for her to recommend
renewal without the benefit of a further
developed record. For example, “a
change in case law might affect whether
a particular use is noninfringing, new
technological developments might affect
the availability for use of copyrighted
works, or new business models might
affect the market for or value of
copyrighted works.” 28 If the

22 [d. at 143.

23]d. at 142, 145.

24NOI, 82 FR at 29805—-07; Exemptions to Permit
Circumvention of Access Controls on Copyrighted
Works, 82 FR 49550, 49552 (Oct. 26, 2017)
(“NPRM”).

25NOI, 82 FR at 29805—-06; NPRM, 82 FR at
49552.

26 Section 1201 Report at 143—44; NOI, 82 FR at
29806; NPRM, 82 FR at 49552.

27NPRM, 82 FR at 49552.

28 Section 1201 Report at 145.

appropriateness of renewing an
exemption is meaningfully contested,
that exemption would be fully noticed
for written comment and public hearing
to generate an updated administrative
record for the Register to evaluate
whether to recommend readoption,
modification, or elimination of that
exemption to the Librarian.29

The streamlined renewal process
elicited favorable responses during the
2018 rulemaking hearings. As detailed
below, as a result of this new process,
the Acting Register was able to
recommend renewal of all exemptions
adopted in the 2015 rulemaking, and
subsequently consider whether some of
them should be modified to
accommodate additional new uses
through the development of an
expanded administrative record.

II. History of the Seventh Triennial
Proceeding

In this rulemaking, the Copyright
Office used the phased comment
structure introduced in the last
proceeding, to best facilitate a clear and
thorough record. As promised in its
Section 1201 Report,3° the Office also
created video tutorials explaining the
rulemaking process, issued the Notice of
Proposed Rulemaking (“NPRM”) earlier
to give parties more time to participate,
and offered increased opportunities for
participant input, including through an
established procedure for transparent ex
parte meetings.

The Office initiated the seventh
triennial rulemaking proceeding
through a Notice of Inquiry (“NOI”’) on
June 30, 2017.31 The NOI requested
petitions for renewals, petitions in
opposition to renewal, and any petitions
for new exemptions. In response, the
Office received thirty-nine renewal
petitions, five comments regarding the
scope of the renewal petitions, and one
comment in opposition to renewal of a
current exemption.32 The Office also
received twenty-three petitions for new
exemptions, including seventeen
seeking to expand certain current
exemptions, and six petitions for new
exemptions.

Next, on October 26, 2017, the Office
issued its NPRM identifying the existing
exemptions for which the Acting
Register intended to recommend

29 See NPRM, 82 FR at 49554 (stating that if a
renewal petition is meaningfully opposed, “the
exemption would be considered pursuant to the
more comprehensive rulemaking process (i.e., three
rounds of written comment, followed by public
hearings)”).

30 Section 1201 Report at 149-51.

31NQI, 82 FR at 29804.

32 Comments received in this rulemaking are
available at http://copyright.gov/1201/2018.

renewal, and outlined the proposed
classes for new exemptions (including
proposed expansions of previously-
adopted exemptions) for which three
rounds of public comments were
initiated.33 Those classes were
organized into twelve classes of works.
Seven of the twelve proposed
exemptions seek expansions of existing
exemptions, while five propose new
exemptions. The Office received 181
total submissions in response to the
NPRM, substantially less than the
approximately 40,000 submissions
received in the last rulemaking.

After analyzing the written comments,
the Office held seven days of hearings
in Washington, DC (April 10-13) and
Los Angeles, California (April 23-25).
For the first time, the roundtables at
both locations held audience
participation panels and were live
streamed online. Video recordings for
these roundtables are available through
the Office’s website and YouTube
pages.34 In total, the Office heard
testimony from seventy-seven
individuals. After the hearings, the
Office issued questions to hearing
participants in four proposed classes
and received eighteen responses.3°
Subsequently, the Office received an
unsolicited letter from the Computer
Crime and Intellectual Property Section
of the Criminal Division of the United
States Department of Justice (“CCIPS”)
regarding Proposed Class 10, and the
Office solicited comment from Class 10
participants in response.3¢

As noted in its NPRM, the Office
determined that further informal
communications with non-
governmental participants might be
beneficial in limited circumstances.3”
The Office thus established guidelines
for ex parte meetings, noting that the
Office will not consider or accept any
new documentary materials at these

33 NPRM, 82 FR at 49550, 49553—-63.

34Video recordings of the roundtables are
available at https://www.copyright.gov/1201/2018/
and https://www.youtube.com/uscopyrightoffice/.

35 Participant’s post-hearing letter responses are
available on the Office’s website. Responses to Post-
Hearing Questions, U.S. Copyright Office, (last
visited Oct 2, 2018), https://www.copyright.gov/
1201/2018/post-hearing/answers/.

36 Letter from John T. Lynch, Jr., Chief, Comput.
Crime & Intellectual Prop. Section, Criminal Div.,
U.S. Dep’t of Justice, to Regan A. Smith, Gen.
Counsel & Assoc. Register of Copyrights, U.S.
Copyright Office (June 28, 2018), https://
www.copyright.gov/1201/2018/USCO-Ietters/
USDOJ Letter to USCO.pdf; Letter from to Regan
A. Smith, Gen. Counsel & Assoc. Register of
Copyrights, U.S. Copyright Office, to Class 10
Participants (June 29, 2018), https://
www.copyright.gov/1201/2018/additional-
correspondence/Proposed_Class_10_Letter.pdf.

37NPRM, 82 FR at 49563; see Section 1201 Report
at 150-51 (documenting stakeholder desire for such
further communication).
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meetings, and requiring participants to
provide a letter summarizing the
meeting for the Office to include in the
rulemaking record.38 The Office held
nine ex parte meetings with participants
concerning five proposed classes.3?

As required by section 1201(a)(1), the
Acting Register consulted with NTIA
during this rulemaking. NTIA provided
input at various stages and participated
in the public hearings held in
Washington, DC and Los Angeles. NTIA
formally communicated its views on
each of the proposed exemptions to the
Acting Register on September 25,
2018.40

III. Summary of Register’s
Recommendation

A. Renewal Recommendations

As set forth in the NPRM, the Acting
Register received petitions to renew
every one of the exemptions adopted
pursuant to the sixth triennial
rulemaking. To the extent any renewal
petition proposed uses beyond the
current exemption, the Office
disregarded those portions of the
petition for purposes of considering the
renewal of the exemption, and instead
focused on whether it provided
sufficient information to warrant
readoption of the exemption in its
current form.4* While a single party
filed an opposition to renewal, the
Acting Register concluded that its
opposition was not sufficiently material
to undermine the conclusion that the
record and legal reasoning from the
prior rulemaking supported renewal.42
Finding the renewal petitions sufficient
under the guidelines outlined above, the
Acting Register thus recommended
renewal of each of the existing
exemptions.43 The existing exemptions,
and the bases for the recommendation to
readopt each exemption in accordance
with the streamlined renewal process,
are summarized below. Where noted,
these exemptions served as a baseline
for the Acting Register in considering
subsequent requests for expansion.

38 NPRM, 82 FR at 49563; Ex Parte
Communications, U.S. Copyright Office (last visited
Oct. 2, 2018), https://www.copyright.gov/1201/
2018/ex-parte-communications.html.

39 See Ex Parte Communications, U.S. Copyright
Office, https://www.copyright.gov/1201/2018/ex-
parte-communications.html (last visited Oct. 2,
2018).

40NTIA’s recommendations can be viewed at
https://www.copyright.gov/1201/2018/2018 NTIA_
Letter.pdf.

41 See, e.g., NPRM, 82 FR at 49554.

42]d.

43 The Acting Register’s analysis and conclusions
regarding streamlined renewals can be found in the
NPRM. See id. at 49552-58.

1. Literary Works Distributed
Electronically—Assistive Technologies

Multiple organizations petitioned to
renew the exemption for literary works
distributed electronically (i.e., e-books),
for use with assistive technologies for
persons who are blind, visually
impaired, or have print disabilities. No
oppositions were filed against
readoption of this exemption. The
petitions demonstrated the continuing
need and justification for the
exemption, stating that individuals who
are blind, visually impaired, or print
disabled are significantly disadvantaged
with respect to obtaining accessible
e-book content because TPMs interfere
with the use of assistive technologies
such as screen readers and refreshable
Braille displays. In addition, the
petitioners demonstrated personal
knowledge and experience with regard
to the assistive technology exemption;
they are all organizations that advocate
for the blind, visually impaired, and
print disabled.

Accordingly, the Acting Register
recommends renewal of the following
exemption:

Literary works, distributed electronically,
that are protected by technological measures
that either prevent the enabling of read-aloud
functionality or interfere with screen readers
or other applications or assistive
technologies:

(i) When a copy of such a work is lawfully
obtained by a blind or other person with a
disability, as such a person is defined in 17
U.S.C. 121; provided, however, that the rights
owner is remunerated, as appropriate, for the
price of the mainstream copy of the work as
made available to the general public through
customary channels; or

(ii) When such work is a nondramatic
literary work, lawfully obtained and used by
an authorized entity pursuant to 17 U.S.C.
121.

2. Literary Works—Compilations of Data
Generated by Implanted Medical
Devices—To Access Personal Data

Hugo Campos, member of the
Coalition of Medical Device Patients
and Researchers, and represented by the
Harvard Law School Cyberlaw Clinic,
petitioned to renew the exemption
covering access to patient data on
networked medical devices. No
oppositions were filed against the
petition to renew this exemption. Mr.
Campos’s petition demonstrated the
continuing need and justification for the
exemption, stating that patients
continue to need access to data output
from their medical devices to manage
their health. Mr. Campos himself is a
patient needing access to the data
output from his medical device.

Accordingly, the Acting Register
recommends renewal of the following
exemption:

Literary works consisting of compilations
of data generated by medical devices that are
wholly or partially implanted in the body or
by their corresponding personal monitoring
systems, where such circumvention is
undertaken by a patient for the sole purpose
of lawfully accessing the data generated by
his or her own device or monitoring system
and does not constitute a violation of
applicable law, including without limitation
the Health Insurance Portability and
Accountability Act of 1996, the Computer
Fraud and Abuse Act of 1986 or regulations
of the Food and Drug Administration, and is
accomplished through the passive
monitoring of wireless transmissions that are
already being produced by such device or
monitoring system.

3. Computer Programs—‘Unlocking” of
Cellphones, Tablets, Mobile Hotspots, or
Wearable Devices

Multiple organizations petitioned to
renew the exemption for computer
programs that operate cellphones,
tablets, mobile hotspots, or wearable
devices (e.g., smartwatches), to allow
connection of a used device to an
alternative wireless network
(“unlocking’’). No oppositions were
filed against the petitions seeking to
renew this exemption. The petitions
demonstrated the continuing need and
justification for the exemption, stating
that consumers of the enumerated
products continue to need to be able to
unlock the devices so they can switch
network providers. For example, the
Institute of Scrap Recycling Industries,
Inc. (“ISRI”’) stated that its members
continue to purchase or acquire donated
cell phones and tablets, and try to reuse
them, but that wireless carriers still lock
devices to prevent them from being used
on other carriers. In addition, the
petitioners demonstrated personal
knowledge and experience with regard
to this exemption: Competitive Carriers
Association, Owners’ Rights Initiative
(““ORI”), and ISRI represent companies
that rely on the ability to unlock
cellphones.

Accordingly, the Acting Register
recommends renewal of this exemption
and will consider proposed expansions
below in the discussion on Proposed
Class 5.

4. Computer Programs—*‘Jailbreaking”
of Smartphones, Smart TVs, Tablets, or
Other All-Purpose Mobile Computing
Devices

Multiple organizations petitioned to
renew the exemptions for computer
programs that operate smartphones,
smart TVs, tablets, or other all-purpose
mobile computing devices, to allow the
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device to interoperate with or to remove
software applications (*jailbreaking”).
The petitions demonstrate the
continuing need and justification for the
exemptions, and that petitioners had
personal knowledge and experience
with regard to these exemptions.
Specifically, the petitions state that,
absent the exemptions, TPMs applied to
the enumerated products would have an
adverse effect on noninfringing uses,
such as being able to install third-party
applications on a smartphone or to
download third-party software on a
smart TV to enable interoperability. For
example, the Electronic Frontier
Foundation’s (“EFF’s”) petition
outlined its declarant’s experience
searching current mobile computing
device markets and technologies,
working as a software engineer, and
participating in four prior 1201
rulemakings. Similarly, the Libiquity
petition was submitted by a person who
“work([s] with the operating system and
many of the system libraries that lie at
the core of the firmware systems of a
large majority of smartphones, portable
all-purpose mobile computing devices,
and smart televisions.” In a brief two-
page comment, BSA V The Software
Alliance (“BSA”) opposed the
readoption of this exemption, asserting
that “alternatives to circumvention
exist,” and that “‘jailbreaking can
undermine the integrity and security of
a platform’s operating system in a
manner that facilitates copyright
infringement and exposes users to
heightened risks of privacy violations.”

In the NPRM, the Office concluded
that BSA’s opposition was not sufficient
to draw the conclusion that the past
rulemaking record is no longer reliable,
or that the reasoning adopted in the
Register’s 2015 Recommendation cannot
be relied upon for the next three-year
period. Specifically, the Office stated
that BSA’s comment largely re-
articulated a general opposition to a
jailbreaking exemption, and noted that
the past three rulemakings have adopted
some form of an exemption for
jailbreaking certain types of mobile
computing devices. The Office also
noted that BSA had failed to identify
any specific circumvention alternatives,
changes in case law, new technological
developments, or new issues that had
not already been considered and
evaluated in granting the exemption
previously.

Accordingly, the Acting Register
recommends renewal of this exemption
and will consider proposed expansions
below in the discussion on Proposed
Class 6.

5. Computer Programs—Diagnosis,
Repair, and Lawful Modification of
Motorized Land Vehicles

Multiple organizations petitioned to
renew the exemption for computer
programs that control motorized land
vehicles, including farm equipment, for
purposes of diagnosis, repair, and
modification of the vehicle. The
petitions demonstrated the continuing
need and justification for the exemption
to prevent owners of motorized land
vehicles from being adversely impacted
in their ability to diagnose, repair, and
modify their vehicles as a result of
TPMs that protect the copyrighted
computer programs on the electronic
control units (“ECUs”’) that control the
functioning of the vehicles. Indeed, the
Motor & Equipment Manufacturers
Association, which during the sixth
triennial rulemaking initially opposed
any exemption that would impact the
software and TPMs in vehicles, now
supports the exemption as striking an
appropriate balance between
encouraging marketplace competition
and innovation while mitigating the
impact on safety, regulatory, and
environmental compliance. The
petitioners demonstrated personal
knowledge and experience with regard
to this exemption; each either represents
or gathered information from
individuals conducting repairs or
businesses that manufacture, distribute,
and sell motor vehicle parts, and
perform vehicle service and repair.

Accordingly, the Acting Register
recommends renewal of this exemption
and will consider proposed expansions
below in the discussion on Proposed
Class 7.

6. Computer Programs—Security
Research

Multiple organizations and security
researchers petitioned to renew the
exemption for purposes of good-faith
security research. The petitioners
demonstrated the continuing need and
justification for the exemption, and
personal knowledge and experience
with regard to this exemption. For
example, Professors Bellovin, Blaze, and
Heninger stated that they have
conducted their own security research
in reliance on the existing exemption,
and that they “regularly engage” with
other security researchers who have
similarly relied on the exemption. They
provided an example of a recent
computer security conference in which
thousands of participants relied on the
existing exemption to examine and test
electronic voting devices—the results of
which were reported to election officials

to improve the security of their voting
systems.

Accordingly, the Acting Register
recommends renewal of this exemption
and will consider proposed expansions
below in the discussion on Proposed
Class 10.

7. Computer Programs—3D Printers

Michael Weinberg and ORI jointly
petitioned to renew the exemption for
computer programs that operate 3D
printers to allow use of alternative
feedstock. No oppositions were filed
against readoption of this exemption.
The petition demonstrated the
continuing need and justification for the
exemption, and the petitioners
demonstrated personal knowledge and
experience, in particular, through Mr.
Weinberg’s experience petitioning for
the exemption adopted in 2015. In
addition, the petition states that printers
continue to restrict the use of third-
party feedstock, thereby requiring
renewal of the exemption.

Accordingly, the Acting Register
recommends renewal of this exemption
and will consider proposed expansions
below in the discussion on Proposed
Class 12.

8. Video Games Requiring Server
Communication—for Continued
Individual Play and Preservation of
Games by Libraries, Archives, and
Museums

Multiple organizations petitioned to
renew the exemption for video games
for which outside server support has
been discontinued. The petitions stated
that individuals still need the
exemption to engage in continued play
and libraries and museums continue to
need the exemption to preserve and
curate video games in playable form. In
addition, the petitioners demonstrated
personal knowledge and experience
with regard to this exemption through
past participation in the 1201 triennial
rulemaking relating to access controls
on video games and consoles, and/or
representing major library associations
with members that have relied on this
exemption.

Accordingly, the Acting Register
recommends renewal of this exemption
and will consider proposed expansions
below in the discussion on Proposed
Class 8.

9. Audiovisual Uses—Educational and
Derivative Uses

Multiple individuals and
organizations petitioned to renew the
exemption consisting of multiple
subparts covering use of short portions
of motions pictures for various
educational and derivative uses. No
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oppositions were filed. Petitions to
renew the various subparts of the
exemption are discussed below.

9a. Audiovisual Uses—Educational
Uses—Colleges and Universities

Multiple individuals and
organizations petitioned to renew the
exemption’s subpart covering use of
motion picture clips for educational
uses by college and university
instructors and students (codified at 37
CFR 201.40(b)(1)(iv) (2016)). No
oppositions were filed against
readoption. The petitions demonstrated
the continuing need and justification for
the exemption, and personal knowledge
and experience with regard to the
exempted use. For example, Professors
Decherney, Sender, and Carpini, the
Department of Communications at the
University of Michigan (“DCSUM”), the
International Communication
Association (“ICA”), the Society for
Cinema and Media Studies (“SCMS”),
the American Association of University
Professors (“AAUP”), and the Library
Copyright Alliance (“LCA”’) stated that
courses on video essays (or multimedia
or videographer criticism), now taught
at many universities, would not be able
to exist without relying on this
exemption. Similarly, Professor Hobbs,
who represents more than 17,000 digital
and media literacy educators, and the
National Association for Media Literacy
Education (“NAMLE”), an organization
devoted to media literacy with more
than 3,500 members, stated that teachers
must sometimes circumvent a DVD
protected by the Content Scramble
System (‘‘CSS”’) when screen-capture
software or other non-circumventing
alternatives are unable to produce the
required level of high-quality content.

9b. Audiovisual Uses—Educational
Uses—Primary and Secondary Schools
(K-12)

Multiple organizations petitioned to
renew the exemption’s subparts
covering use of motion picture clips for
educational uses by K—12 instructors
and students. No oppositions were filed
against readoption. The petitions
demonstrated the continuing need and
justification for the exemption, stating
that K-12 instructors and students
continue to rely on excerpts from digital
media for class presentations and
coursework, and must sometimes use
screen-capture technology. In addition,
the petitioners demonstrated personal
knowledge and experience with regard
to this exemption through
representation of thousands of digital
and literacy educators and/or members
supporting K-12 instructors and
students, combined with past

participation in the section 1201
triennial rulemaking.

9c. Audiovisual Uses—Educational
Uses—Massive Open Online Courses
(“MOOCs”).

Professors Decherney, Sender, and
Carpini, DCSUM, ICA, SCMS, and LCA
petitioned to renew the exemption’s
subpart covering use of motion picture
clips for educational uses in MOOCs.
No oppositions were filed against
readoption. The petition demonstrated
the continuing need and justification for
the exemption, stating that instructors
continue to rely on the exemption to
develop, provide, and improve MOOQOCs,
as well as increase the number of (and
therefore access to) MOOC:s in the field
of film and media studies. For example,
the declarant, Professor Decherney,
demonstrated personal knowledge by
describing his reliance on the
exemption to teach MOOCs on film and
media studies.

9d. Audiovisual Uses—Educational
Uses—Educational Programs Operated
by Libraries, Museums, and Other
Nonprofits

Multiple organizations petitioned to
renew the subpart of the exemption
covering use of motion picture clips for
educational uses in digital and literacy
programs offered by libraries, museums,
and other nonprofits. No oppositions
were filed against readoption. The
petitions demonstrated the continuing
need and justification for the
exemption, and demonstrated personal
knowledge and experience with regard
to the exempted use. For example, LCA
stated that librarians across the country
have relied on the current exemption
and will continue to do so for their
digital and literacy programs. In
addition, Professor Hobbs and NAMLE
stated that librarians will continue to
rely on the exemption for their digital
and literacy programs, and to advance
the digital media knowledge of their
patrons.

9e. Audiovisual Uses—Derivative
Uses—Multimedia E-Books Offering
Film Analysis

A professor and two organizations
collectively petitioned to renew the
subpart of the exemption covering the
use of motion picture clips for
multimedia e-books offering film
analysis. No oppositions were filed
against readoption. The petition
demonstrated the continuing need and
justification for the exemption, attesting
that the availability of video necessary
for authors to undertake film analysis in
e-books continues to be limited to
formats encumbered by technological

protection measures. In addition, the
petitioners demonstrated personal
knowledge through Professor Buster’s
continued work on an e-book series
based on her lecture series,
“Deconstructing Master Filmmakers:
The Uses of Cinematic Enchantment,”
and Authors Alliance’s feedback that its
members continue to desire authoring
e-books that incorporate film for the
purpose of analysis.

9f. Audiovisual Uses—Derivative
Uses—Documentary Filmmaking

Multiple organizations petitioned to
renew the subpart of the exemption
covering the use of motion picture clips
for uses in documentary films. No
oppositions were filed against
readoption. The petitions summarized
the continuing need and justification for
the exemption, and the petitioners
demonstrated personal knowledge and
experience with regard to the exempted
use. For example, Film Independent
(“FI”), the International Documentary
Association (“IDA”), Kartemquin
Educational Films, Inc. (“KEF”), the
Center for Independent Documentary
(“CID”), and Women in Film and Video
(“WIFV”’) stated that TPMs such as
encryption continue to prevent
filmmakers from accessing needed
material in a sufficiently high quality to
satisfy demands of distributors and
viewers. Petitioners state that they
personally know many filmmakers who
have found it necessary to rely on this
exemption, and will continue to do so.

9g. Audiovisual Uses—Derivative
Uses—Noncommercial Remix Videos

Two organizations petitioned to
renew the subpart of the exemption
covering the use of motion picture clips
for uses in noncommercial videos. No
oppositions were filed against
readoption. The petitions demonstrated
the continuing need and justification for
the exemption, and the petitioners
demonstrated personal knowledge and
experience with regard to the exempted
use. For example, the Organization for
Transformative Works (“OTW”’) has
advocated for the noncommercial video
exemption in past triennial
rulemakings, and has heard from a
number of noncommercial remix artists
who have used the exemption and
anticipate needing to use it in the
future. Similarly, New Media Rights
(“NMR”) stated that it has spoken to a
number of noncommercial video
creators who have relied on this
exemption, and intend to do so in the
future.

Accordingly, the Acting Register
recommends renewal of this exemption,
including all of its subparts, and will
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consider proposed expansions below in
the discussion on Proposed Class 1.

B. New or Expanded Designations of
Classes

Based upon the record in this
proceeding regarding proposed
expansions to existing exemptions or
newly proposed exemptions, the Acting
Register recommends that the Librarian
determine that the following classes of
works be exempt from the prohibition
against circumvention of technological
measures set forth in section 1201(a)(1):

1. Proposed Class 1: Audiovisual
Works—Criticism and Comment 44

Several petitions sought expansion of
the existing exemption for
circumvention of access controls
protecting ““short portions” of motion
pictures on DVDs, Blu-Ray discs, and
digitally transmitted video for purposes
of criticism and comment by various
users, including creators of
noncommercial videos, college and
university faculty and students, faculty
of MOOCs, documentary filmmakers,
and for nonfiction multimedia e-books
offering film analysis. With the
exception of one petition, proponents
sought to keep the limitation to
circumvention for uses of “short
portions” of motion pictures, which the
Register has previously found to be
“integral”” in recommending the current
exemption. The proposed expansions
implicate the same types of TPMs
regardless of proposed noninfringing
use, namely CSS-protected DVDs,
AAGS-protected Blu-ray discs, and
various TPMs applicable to online
distribution services. Because the new
proposals raised some shared concerns,
including the impact of TPMs on the
alleged noninfringing uses of motion
pictures and whether alternative
methods of accessing the content could
alleviate potential adverse impacts, the
Office grouped these petitions into one
class. This approach also accounted for
a petition which proposed an
“overarching exemption that would
embrace multiple audiovisual classes”
and collapse (essentially) all of the
subparts in the existing exemption to
eliminate limitations on the types of
user or use—and instead allow
circumvention so long as the purpose is
for criticism and comment.

Screen-Capture Technology

For several of the activities it covers,
the current exemption expressly permits
the use of screen-capture technology

44 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 31-89.

and also allows circumvention only
where the user “reasonably believes that
screen-capture software or other non-
circumventing alternatives are unable to
produce the required level of high-
quality content.”” Here, proponents
sought to remove references to screen-
capture technology, arguing that it is not
a viable alternative because it does not
permit the proposed uses, or else results
in degraded-quality (and thus unusable)
content. Others contended that the dual
references to screen-capture technology
are confusing. In response, opponents
argued that screen-capture technology
remains an adequate alternative to
circumvention.

In the 2015 rulemaking, the Register
concluded that certain uses of motion
picture clips for criticism and comment
do not require access to higher-quality
content, and that screen-capture
technology may be an alternative to
circumvention—but that it can be
unclear to users as to whether screen-
capture technology may in fact involve
circumvention. Accordingly, in this
rulemaking the Acting Register
recommended retaining a screen-
capture provision for these categories to
address the possibility of circumvention
when using this technology. In addition,
the Acting Register found it appropriate
to continue to distinguish between
purposes requiring high-quality motion
picture clips and more general purposes
that do not.

AACS2 Technology

Opponents argued that the exemption
should not be expanded to include
AACS?2 technology, which is employed
to protect ultra-high-definition or “4K”
content distributed on Ultra HD Blu-ray
discs. Opponents maintained that none
of the petitions expressly sought
extension to AACS2, and that the
current exemption does not extend to
AACS2 on Ultra HD Blu-ray discs, as
that technology did not exist at the time
of the 2015 rulemaking. In response,
proponents asserted that the Acting
Register should extend the proposed
exemption to AACS2 technology
because although AACS2 is different in
form, it is fundamentally the same in
function.

The Acting Register found the record
insufficient to support extending the
proposed class to AACS2. Her analysis
of this proposed exemption thus
addressed only TPMs employed on
DVDs and Blu-ray discs, and by various
online streaming services to protect
motion pictures.

a. Single Overarching Exemption for
Purposes of Comment and Criticism

EFF, NMR, and OTW proposed
permitting circumvention to make use
of motion picture excerpts so long as the
purpose is for criticism and comment.
They did not provide specific examples
of proposed noninfringing uses or
analyze such proposed uses under the
1201 statutory factors, but rather
focused on ‘““the value of adopting a
simple overarching exemption that
would embrace multiple audiovisual
classes” for purposes of criticism and
comment. EFF, NMR, and OTW asserted
that the existing language is “practically
unreadable”” due to their complexities,
and “‘a challenge for clients and
attorneys alike to apply in practice.”

Opponents contended that the
petition to create a single overarching
exemption overstates the complexity of
the existing exemption, and that the
proposed expansion would eliminate
carefully drawn distinctions among
potential users of motion picture
content. Opponents also asserted that to
be appropriately narrow, exemptions
should identify the specific persons
who will be adversely affected in their
abilities to make noninfringing uses by
the section 1201 prohibition.

NTIA opposed the removal of all
limitations on the types of user or use,
concluding that “eliminating all of the
categories of specific users . . . would
stray too far from the statutory
requirement of specificity.”

The Acting Register declined to
recommend adopting EFF, NMR, and
OTW’s proposed language, finding it
overly broad for purposes of section
1201, and inconsistent with the
rulemaking record upon which the
current exemption has been adopted.
She noted that courts evaluate fair use
claims on a case-by-case basis, and the
context in which use of the work is
being made is part of that inquiry (e.g.,
commercial versus noncommercial use).
She found that the proposed language
would eliminate these legally important
distinctions.

b. Universities and K-12 Educational
Institutions

BYU filed a petition to create a single
consolidated exemption that would
permit circumvention for nonprofit
educational purposes in accordance
with sections 110(1) and 110(2) of the
Copyright Act. BYU proposed
eliminating the “criticism and
comment” limitation, references to
screen-capture technology, and
distinctions based on education level
and type of educational course.

Opponents argued that although
section 110(1) allows certain public
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performances of complete motion
pictures in classrooms without
obtaining licenses, it does not allow
those performances to be made from
unauthorized copies. Opponents also
noted that sections 110(1) and 110(2)
provide exceptions only to the public
performance and display rights, not to
the rights of reproduction or
distribution, and that therefore they
would not fully cover the proposed
uses, which involve making and
“librarying” copies of full-length films.

NTIA recommended allowing
circumvention for colleges and
universities to make use of entire
motion pictures. In its view, the storage
of a copy ““in a central secured server
available only for transmission to the
institution’s classrooms” is “not
fundamentally different from the uses
allowed by the existing exemption” for
purposes of analyzing whether the
activity is a fair use.

The Acting Register concluded that
section 110 cannot, by itself, establish
that BYU’s proposed activities are
noninfringing because any performances
of motion pictures under sections 110(1)
and 110(2) must originate from lawfully
acquired copies. The Acting Register
thus evaluated whether the copies made
and used to facilitate the proposed
motion picture performances were
themselves noninfringing under section
112(f) and/or the fair use doctrine. The
Acting Register determined that on its
face, section 112(f) does not permit
nonprofit educational institutions to
make copies to facilitate performances
under section 110(1). She found,
however, that section 112(f) does
support a conclusion that making and
temporarily storing digital copies of
motion pictures to perform ‘‘reasonable
and limited portions” in distance
teaching would be noninfringing,
assuming the other requirements of
section 110(2) are met. But she
determined that such activity appears to
be already covered by the existing
exemption.

Regarding the use of short motion
picture clips in face-to-face teaching, the
Acting Register concluded that the
record demonstrates that a significant
number of the proposed uses are likely
to be fair, such as using short film clips
to create compilations from foreign
language films with and without
subtitles. By contrast, based on the
relevant case law, the Acting Register
could not conclude as a general matter
that the contemplated uses of full-length
motion pictures are likely to be fair. She
found that DVD and Blu-ray players are
still widely available on the market and
that extending the exemption to such
uses could undermine the value of the

market for works in those formats. She
noted that, although institutions may
incur a cost in re-purchasing digital
versions of audiovisual works, the
section 1201 exemption process is not
meant to guarantee consumers the
ability to access content through their
preferred method or format.
Ultimately, the Acting Register
recommended an expansion that allows
K-12 and university faculty and
students to engage with motion picture
excerpts of high quality in contexts
other than courses requiring close
analysis of film excerpts, as well as for
teaching or scholarship more generally.
Based upon additional examples
provided in this rulemaking cycle, the
Acting Register recommended that the
exemption retain the requirement that a
person must reasonably believe that
non-circumventing alternatives are
unworkable, but remove the references
to “film studies or other courses
requiring close analysis” and eliminate
distinctions between K-12 and
universities and colleges, as well as
between faculty and students. The
Acting Register recommended, however,
that the exemption require K—12
students to act under the direct
supervision of K-12 educators.

c. Massively Open Online Courses
(“MOOCs™)

Professors Decherney, Sender,
Carpini, and DCSUM requested an
expansion to allow faculty of MOOCs to
circumvent for “‘all online courses” (i.e.,
remove the limitation to “film studies or
other courses requiring close analysis of
film and media excerpts”), and for
MOOC:s offered by unaccredited and for-
profit educational institutions. They
maintained that without expanding the
exempted use of MOOCs, there would
be no ability for unaccredited, for-profit,
or for-credit online educational offerings
to use motion picture clips in MOOCs
without licensing. They also argued that
because the motion picture clips in this
context would be used exclusively for
educational purposes, such use would
be unlikely to harm the market for
motion pictures.

Opponents argued that proponents
failed to support their assertion that
including for-profit and unaccredited
educational institutions likely
constitutes fair use, and that the record
lacked any examples of for-profit or
unaccredited educational institutions
wanting, but unable, to offer MOOCs,
suggesting the expansion would cover
only speculative uses.

Based on its review of the record,
NTIA recommended expansion to for-
profit educational institutions, but not
to unaccredited educational institutions.

The Acting Register concluded that
the record lacked examples sufficient to
evaluate or recommend expansion to
for-profit or unaccredited educational
institutions, and did not demonstrate
that section 1201 is inhibiting the use of
motion pictures in online education
offered by for-profit and/or unaccredited
educational institutions. The Acting
Register also found that proponents’
broadly framed proposal seeking to
encompass ‘“all online courses” would
seemingly encompass any online video
that could be characterized as an
educational experience. The Register
therefore recommended that the MOOCs
language from the existing exemption be
readopted without substantive changes.

d. Filmmaking

FI, IDA, and KEF sought expansion of
the current exemption to permit
circumvention for use of motion picture
clips in all types of films (i.e., remove
the ““documentary” limitation), a
request rejected by the Register in 2015.
Proponents argued that the exemption
should be expanded because defining a
“documentary” film is difficult, as
many films that are not traditionally
classified as a ‘““documentary” use
motion picture excerpts to engage in
educational and social commentary.
Proponents also asserted that many
filmmakers do not know whether they
are permitted to use the exemption.

The 2015 rulemaking identified fair
use as the noninfringing basis for this
exemption, and the Acting Register
evaluated the proposed expansion on
the same grounds. Proponents provided
multiple examples of non-documentary
films using short motion picture clips
for parody or for the clip’s biographical
or historical significance, ostensibly to
provide criticism or commentary.
Proponents also disputed that either
clips created using non-circumventing
screen capture technology, or clips
obtained via licensing are viable
alternatives for the proposed uses, and
argued that expansion of the exemption
to non-documentaries would not affect
the market for motion pictures.

Opponents maintained that
proponents failed to develop a record of
likely noninfringing uses to support
extension of the exemption to non-
documentary films. Opponents also
argued that the proposed uses would
negatively impact the clip licensing
market for motion pictures, and that
licenses are readily available for using
short portions of motion pictures.
Opponents further contended that
screen-capture technologies serve as
valid alternatives to circumvention.

NTIA concluded that the existing
exemption should be expanded to all
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films. It maintained that the record
supports a finding that in many
instances the use of short portions of
motion pictures is likely a noninfringing
fair use and that opponents failed to
demonstrate the expansion to non-
documentaries would cause market
harm.

Based on the extensive record, the
Acting Register recommended that the
existing exemption for documentary
films be expanded to include a subset of
fictional (e.g., narrative) films for
purposes of criticism and comment,
where the clip is used for parody or its
biographical or historically significant
nature. She concluded this limitation
would best reflect the examples in the
record, many of which appear to involve
the use of clips for purposes of criticism
and comment, while preserving the
requirement that filmmakers continue to
seek authorization before using excerpts
for general storytelling uses. The Acting
Register found that the use of small
portions of films for these purposes is
consistent with principles of fair use
and is unlikely to supplant the market
for motion pictures, but cautioned that
filmmakers would continue to need to
obtain authorization for uses of clips
outside of these uses.

e. Multimedia E-Books

The Authors Alliance, AAUP, OTW,
the Interactive Fiction Technology
Foundation, and Professor Buster
(collectively, “Authors Alliance et al.”)
sought expansion of the current
exemption to permit circumvention for
use of motion picture clips in all
nonfiction multimedia e-books by
removing the “offering film analysis”
limitation. Authors Alliance et al. also
sought expansion to fictional
multimedia e-books and removal of
references to screen-capture technology.

The 2015 rulemaking identified fair
use as the noninfringing basis for this
exemption, and the proposed expansion
was evaluated on the same grounds.
Proponents asserted that the uses of
clips for comment or criticism in
nonfiction multimedia e-books beyond
those offering film analysis, as well as
fictional multimedia e-books, are
transformative and thus fair. Proponents
also argued that expansion will not
negatively impact the market for or
value of copyrighted works. Proponents
asserted that screen capture is an
inadequate alternative to circumvention
and that licensing remains an
unworkable alternative due to high fees,
difficulties in locating the rightsholders,
and the delays caused by protracted
negotiations.

In response, opponents argued that
the record lacked evidence of actual use

of a motion picture clip in a fictional e-
book or in an “other nonfiction” e-book,
and that in the absence of actual use,
evaluating the proposal is all but
impossible. Regarding nonfictional uses,
opponents asserted that many of the
alleged additional uses would qualify
under the current “film analysis”
limitation. As to fictional uses,
opponents maintained that the creation
of fan fiction multimedia

e-books would frequently infringe the
right to prepare derivative works.
Opponents also asserted that as with the
proposed filmmaking expansion, there
will be harm to the clip licensing market
if the proposed e-books uses are
exempted.

NTIA recommended expanding the
exempted use to include all nonfiction
multimedia e-books (i.e., eliminating the
“offering film analysis” limitation), but
did not recommend expansion to
fictional multimedia e-books.

The Acting Register found that the
record failed to establish that the
proposed uses in fictional
e-books would likely be noninfringing,
and thus she did not recommend
expanding the exemption to such works.
She did find, however, that the record
supported expansion to all nonfiction
multimedia e-books. Such an expansion,
she concluded, is unlikely to harm, and
may increase, the availability of
copyrighted works. In addition, the
Acting Register found that the proposed
uses will facilitate criticism, comment,
teaching and/or scholarship, and that
they are unlikely to substitute for the
original work in the marketplace.

f. Conclusion for Class 1

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

Motion pictures (including television
shows and videos), as defined in 17 U.S.C.
101, where the motion picture is lawfully
made and acquired on a DVD protected by
the Content Scramble System, on a Blu-ray
disc protected by the Advanced Access
Content System, or via a digital transmission
protected by a technological measure, and
the person engaging in circumvention under
paragraph (b)(1)(i) and (b)(1)(ii)(A) and (B) of
this section reasonably believes that non-
circumventing alternatives are unable to
produce the required level of high-quality
content, or the circumvention is undertaken
using screen-capture technology that appears
to be offered to the public as enabling the
reproduction of motion pictures after content
has been lawfully acquired and decrypted,
where circumvention is undertaken solely in
order to make use of short portions of the
motion pictures in the following instances:

(i) For the purpose of criticism or
comment:

(A) For use in documentary filmmaking, or
other films where the motion picture clip is

used in parody or for its biographical or
historically significant nature;

(B) For use in noncommercial videos
(including videos produced for a paid
commission if the commissioning entity’s use
is noncommercial); or

(C) For use in nonfiction multimedia e-
books.

(ii) For educational purposes:

(A) By college and university faculty and
students or kindergarten through twelfth-
grade (K-12) educators and students (where
the K—12 student is circumventing under the
direct supervision of an educator), including
of accredited general educational
development (GED) programs, for the
purpose of criticism, comment, teaching, or
scholarship;

(B) By faculty of massive open online
courses (MOOCs) offered by accredited
nonprofit educational institutions to
officially enrolled students through online
platforms (which platforms themselves may
be operated for profit), in film studies or
other courses requiring close analysis of film
and media excerpts, for the purpose of
criticism or comment, where the MOOC
provider through the online platform limits
transmissions to the extent technologically
feasible to such officially enrolled students,
institutes copyright policies and provides
copyright informational materials to faculty,
students, and relevant staff members, and
applies technological measures that
reasonably prevent unauthorized further
dissemination of a work in accessible form to
others or retention of the work for longer
than the course session by recipients of a
transmission through the platform, as
contemplated by 17 U.S.C. 110(2); or

(C) By educators and participants in
nonprofit digital and media literacy programs
offered by libraries, museums, and other
nonprofit entities with an educational
mission, in the course of face-to-face
instructional activities, for the purpose of
criticism or comment, except that such users
may only circumvent using screen-capture
technology that appears to be offered to the
public as enabling the reproduction of
motion pictures after content has been
lawfully acquired and decrypted.

2. Proposed Class 2: Audiovisual
Works—Accessibility 45

Proposed Class 2 would allow
circumvention of technological
measures protecting motion pictures
(including television shows and videos)
on DVDs, Blu-ray discs, and via digital
transmissions, for disability services
professionals at educational institutions
to create accessible versions for students
with disabilities by adding captions
and/or audio description.#® Proponents

45 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 89-111.

46 “Captioning” is “‘the process of converting the
audio content” of audiovisual material, such as a
motion picture, “into text and displaying the text
on a screen, monitor, or other visual display
system.” Nat’l Ass’n of the Deaf, What is
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explained that nearly all educational
institutions are subject to disability laws
such as the Americans With Disabilities
Act (“ADA”), section 504 of the
Rehabilitation Act (“Section 504’’), and
the Individuals With Disabilities
Education Act (“IDEA”), which require
accommodations for students with
disabilities. Proponents maintained that
creating accessible versions by adding
captions and/or audio description is
necessary because inaccessible motion
pictures remain prevalent in the video
industry, and copyright owners fail to
retroactively make motion pictures
accessible or grant permission to
disability services offices to make those
works accessible, even when contacted
directly.

Proponents asserted that adding
captions and/or audio description to
motion pictures for the purpose of
making them accessible to students with
disabilities constitutes fair use based on
the legislative history of section 107.
Proponents also argued that viable
alternatives to circumvention do not
exist, and that not allowing
circumvention will negatively affect the
market for the copyrighted motion
pictures because educational
institutions will not use content that
they cannot easily convert into an
accessible format.

In response, opponents noted that
while accessibility is an important
issue, the proposed class was too broad
because it did not take into account the
extent to which DVDs and Blu-ray discs
already include closed captions and
audio description. They argued that the
result of altering a motion picture—such
as by adding captioning and/or audio
description—is likely a derivative work
that involves a creative interpretation of
the underlying work. Opponents
generally contended that the wide
availability of versions with captioning
and/or audio description already in the
market constitutes a viable alternative to
circumvention.

NTIA recommended that the
proposed exemption allow “disability
services offices and equivalent units” to
“circumvent TPMs on audiovisual
works in educational settings to add
accessibility features” to motion

Captioning?, NAD.ORG, https://www.nad.org/

resources/technology/captioning-for-access/what-is-

captioning/ (last visited Oct. 2, 2018). By contrast,
“audio description” is a narration added to the
soundtrack of audiovisual material, such as a
motion picture, to describe significant visual details
(e.g., descriptions of new scenes, settings, costumes,
body language) for individuals with sight
impairments. Am. Council of the Blind, The Audio
Description Project, ACB.ORG, http://www.ach.org/
adp/ad.html (last visited Oct. 2, 2018). Audio
description may also be referred to as “video
description” or “descriptive narration.” Id.

pictures, including “through the
provision of closed and open captions
and audio description.” In agreement
with the Acting Register, NTIA believes
that the exemption should apply
“regardless of grade level” of the
student, and apply to both nonprofit
and for-profit educational institutions
required to make motion pictures
accessible to students under disability
laws.

The Acting Register concluded that an
exemption should be granted, with a
few adjustments to the language
outlined in the petition. She
recommended that the exemption
permit circumvention where the
accessible version is created as a
necessary accommodation for a student
or students with disabilities under a
federal or state disability law, such as
the ADA, IDEA, or Section 504. In
addition, the Acting Register
recommended that the exemption apply
to for-profit and nonprofit educational
institutions, as well as to K-12
institutions, colleges, and universities,
because they are subject to such
disability laws. The Acting Register also
recommended that the exemption allow
circumvention only after the
educational institution has conducted a
reasonable market check and
determined that an accessible version is
not available, not available at a fair
price, or not available in a timely way.
The record suggested that these searches
are already occurring, and that
regardless of whether a decision is made
to create an accessible version,
outsource the creation of an accessible
version, or purchase an accessible
version, the educational institution
would incur a cost. In this way, the
market check requirement seeks to
prevent copies being made of works
already available in accessible formats,
while encouraging the motion picture
industry to further expand the
availability of accessible versions in the
marketplace. Finally, the recommended
exemption requires the accessible
versions to be provided to students and
stored by the educational institution in
a manner that reasonably prevents
unauthorized further dissemination of
the work.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

(i) Motion pictures (including television
shows and videos), as defined in 17 U.S.C.
101, where the motion picture is lawfully
acquired on a DVD protected by the Content
Scramble System, on a Blu-ray disc protected
by the Advanced Access Content System, or
via a digital transmission protected by a
technological measure, where:

(A) Circumvention is undertaken by a
disability services office or other unit of a
kindergarten through twelfth-grade
educational institution, college, or university
engaged in and/or responsible for the
provision of accessibility services to
students, for the purpose of adding captions
and/or audio description to a motion picture
to create an accessible version as a necessary
accommodation for a student or students
with disabilities under an applicable
disability law, such as the Americans With
Disabilities Act, the Individuals with
Disabilities Education Act, or Section 504 of
the Rehabilitation Act;

(B) The educational institution unit in
paragraph (b)(2)(i)(A) of this section has, after
a reasonable effort, determined that an
accessible version cannot be obtained at a fair
price or in a timely manner; and

(C) The accessible versions are provided to
students or educators and stored by the
educational institution in a manner intended
to reasonably prevent unauthorized further
dissemination of a work.

(ii) For purposes of this paragraph (b)(2),
“audio description’” means an oral narration
that provides an accurate rendering of the
motion picture.

3. Proposed Class 5: Computer
Programs—Unlocking 47

Proposed Class 5 would expand an
existing exemption for activity known
as ‘“‘unlocking,” that is, circumvention
of access controls on computer
programs for the purpose of enabling a
wireless device to connect to a different
mobile network provider. The Copyright
Office has received petitions to permit
the unlocking of cellphones since 2006.
In 2015, as directed by the Unlocking
Consumer Choice and Wireless
Competition Act (“Unlocking Act”’),48
the Register considered whether to
expand the exemption to additional
categories of wireless devices. Based on
the record in that proceeding, the
Register recommended, and the
Librarian granted, an exemption
covering cellphones, all-purpose tablet
computers, portable mobile connectivity
devices such as mobile hotspots, and
wearable devices such as smartwatches
or fitness devices.

The current exemption also is limited
to used devices, i.e. those previously
activated on a wireless carrier. First
adopted in 2010, this limitation was
implemented in response to concerns
raised by wireless carriers engaged in
the business of selling cellphones at
substantially discounted prices and
recouping that investment through the
sale of prepaid wireless service. These
companies feared that including new

47 The Register’s analysis and conclusions for this
class, including citations to the record and relevant
legal authority, can be found in the
Recommendation at 145-63.

48 Public Law 113-144, 128 Stat. 1751 (2014).
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phones in the class could foster illegal
trafficking activity, which involves “the
bulk purchase of unused handsets that
have been offered for sale at subsidized
prices . . . and then unlocking and
reselling those unlocked handsets for a
profit.”” 49

In this proceeding, ISRI petitioned for
expansions that would (1) remove the
enumerated device categories and
instead permit circumvention to unlock
“any wireless device”’; and (2) eliminate
the requirement that a wireless device
be “used.” As to the limitation on
devices, proponents argued that the
owner of any connected device should
be able to transfer it to the carrier of his
or her choice. Proponents warned that
the rapid pace of innovation within the
Internet of Things industry makes it
impossible to predict the specific
categories of wireless devices that
consumers may need to unlock.
Regarding the “used” limitation,
proponents argued that illegal
trafficking does not implicate copyright
interests and that concerns about such
activity therefore are outside the proper
scope of this rulemaking. Proponents
further suggested that, in contrast to
2015, there now exists a need to unlock
unused devices, offering examples of
corporations acquiring excess devices
that are never activated but that they
later seek to recycle. The Office received
no comments opposing either of these
requested expansions.

NTIA recommended granting both
aspects of the petition. As it did in 2015,
NTIA concluded that “proponents have
provided sufficient evidence to
demonstrate that circumvention of
TPMs on all lawfully acquired wireless
devices is a noninfringing use.” In its
view, the statutory prohibition “limits
consumer choice of wireless network
providers, limits recyclers’ ability to
recycle or resell wireless devices, and
limits competition between wireless
network providers.” NTIA also
concluded that proponents met their
burden with respect to unused devices,
pointing to evidence that since 2015,
“business practices have changed,
resulting in a need for bulk and
individual unlocking of new wireless
devices.” NTIA proposes replacing the
term “used” in the exemption with the
phrase “lawfully acquired.”

The Acting Register recommended
expanding the exemption to unused
devices falling within the categories
listed in the current exemption. She
concluded that unlocking such devices
is likely noninfringing under section
117(a) of the Copyright Act for the same
reasons noted in the 2015

492015 Recommendation at 145.

Recommendation with respect to used
devices. She further found that
unlocking such devices is likely a fair
use, regardless of whether the devices
are new or used. With respect to
potential cellphone trafficking, the
Acting Register found that although
such activity limits the network
provider’s ability to sell devices at a
discount, there were no allegations
relating to trafficking raised in this
proceeding, and it is not clear that the
economic harm caused by that activity
affects the value of the computer
programs allowing devices to connect to
wireless networks. She further noted
that other causes of action, such as
unfair competition or unjust
enrichment, may be available to address
injury to non-copyright interests. In
addition, the Acting Register concluded
that absent an exemption, users are
likely to be adversely affected in their
ability to unlock unused devices of
these types. She found that extending
the exemption to such devices will
increase the availability of the software
within them and that the record lacked
evidence that doing so would harm the
market for copyrighted works.

The Acting Register therefore
recommended removal of the provision
in the current exemption requiring that
a covered device be “used.” Consistent
with NTIA’s recommendation, she
proposed adding language requiring that
such a device be “lawfully acquired.”
Because the regulations implementing
the Unlocking Act already require that
circumvention under this exemption be
initiated by the “owner” of the relevant
device or by a person or service
provider at the direction of the owner,
the Acting Register views this as a
technical, rather than a substantive,
change.5°

The Acting Register determined,
however, that the record was
insufficient to support expanding the
exemption to additional types of
wireless devices. As in 2015, she found
the record too sparse to support a
finding that unlocking wireless devices
of all types is likely to be a fair use.
Proponents did provide evidence
regarding three specific categories of
devices: Home security devices,
agricultural equipment, and vehicle GPS
trackers. Based on the record, the Acting
Register concluded that these devices
are similar to those covered by the
current exemption in relevant respects,
and that unlocking them therefore is
likely to be a fair use. But she concluded
that proponents failed to establish that
they are, or are likely to be, adversely
affected by section 1201 in their ability

5037 CFR 201.40(c) (2016).

to unlock these types of devices.
Proponents did not demonstrate that it
would be possible to connect these
devices to an alternate wireless network
even if an exemption were granted. The
Acting Register thus found that they
failed to carry their burden to show
actual or likely adverse effects resulting
from the bar on circumvention. She
therefore declined to recommend
removal of the exemption’s enumerated
device categories.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

Computer programs that enable the
following types of lawfully acquired wireless
devices to connect to a wireless
telecommunications network, when
circumvention is undertaken solely in order
to connect to a wireless telecommunications
network and such connection is authorized
by the operator of such network:

(i) Wireless telephone handsets (i.e.,
cellphones);

(ii) All-purpose tablet computers;

(iii) Portable mobile connectivity devices,
such as mobile hotspots, removable wireless
broadband modems, and similar devices; and

(iv) Wearable wireless devices designed to
be worn on the body, such as smartwatches
or fitness devices.

4. Proposed Class 6: Computer
Programs—TJailbreaking 51

Proposed Class 6 would expand an
existing exemption for activity known
as ‘“‘jailbreaking”’—that is, the process of
gaining access to the operating system of
a computing device to install and
execute software that could not
otherwise be installed or run on that
device, or to remove pre-installed
software that could not otherwise be
uninstalled. An existing exemption
permits the jailbreaking of smartphones
and portable all-purpose mobile
computing devices. In this proceeding,
EFF filed a petition seeking to expand
the current exemption by: (1) Adding
voice assistant devices, such as the
Amazon Echo and Google Home, to the
categories of devices covered by the
exemption; and (2) allowing jailbreaking
not only to install, run, or remove
software, but also for the purpose of
enabling or disabling hardware features
of the relevant device.

In proponents’ view, the fair use
analysis relied upon by the Register in
recommending the previous jailbreaking
exemptions is equally applicable in the
context of voice assistant devices.
Moreover, regarding the 1201 statutory
factors, proponents argued that a

51 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 163-85.
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jailbreaking exemption will have either
no effect or a positive effect on the
availability of copyrighted firmware and
application software.

Opponents principally argued that
jailbreaking is likely to enable voice
assistant devices to access pirated
content. Opponents asserted that piracy
concerns are greater in the context of
voice assistant devices than in that of
other devices, as the former are
relatively simple devices that do not
incorporate the same “hardware and
software complexity” that exists in
personal computers, and therefore they
provide more limited security options.
Opponents further suggested that
jailbreaking would facilitate the
installation of counterfeit apps and apps
that enable unauthorized access to
copyrighted content. Opponents
challenged the contention that
jailbreaking is necessary to promote the
development of new applications.

NTIA recommended granting the
exemption in the form requested by
proponents.

It agreed that jailbreaking voice
assistant devices is unlikely to harm the
market for copyrighted works, noting
that there is no evidence of market harm
for the devices covered by the current
exemption. NTIA rejected opponents’
argument about unauthorized access to
entertainment content on the ground
that it “fail[s] to explain why
infringement is more likely on voice
assistant platforms than on
smartphones, tablets, and other devices
already subject to the exemption.” NTIA
further concluded that proponents had
demonstrated that users in this class are
adversely affected by the statutory
prohibition.

The Acting Register found that
proponents met their burden of showing
that jailbreaking voice assistant devices
within the meaning of the current
exemption is likely to be a fair use. She
concluded that the record failed to show
that the prior jailbreaking exemptions
have harmed the market for firmware in
smartphones or all-purpose mobile
devices, and that nothing in the record
suggests that a different conclusion is
warranted for voice assistant devices.
Additionally, the Acting Register found
the record insufficient to establish that
an expanded exemption is likely to
harm the market for copyrighted works
streamed to voice assistant devices.
While acknowledging that piracy of
streamed content is a highly significant
concern, the evidence was insufficient
to conclude that allowing jailbreaking of
voice assistant devices created a greater
risk of unauthorized access to streaming
content than exists with respect to other
devices, and suggested that subscription

streaming services typically control
access to their content with TPMs
separate from those protecting the
firmware. The Acting Register thus
recommended adoption of an exemption
authorizing the jailbreaking of voice
assistant devices, which must be
“designed to take user input primarily
by voice.” The recommended
exemption excludes video game
consoles, set-top boxes, DVD and Blu-
Ray players, and similar devices that
typically are operated using buttons. To
address opponents’ serious concerns
over the potential use of jailbroken
devices as platforms for unauthorized
content, the Acting Register
recommended including language
expressly excluding circumvention
undertaken for purpose of accessing
such material.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

Computer programs that enable voice
assistant devices to execute lawfully obtained
software applications, where circumvention
is accomplished for the sole purpose of
enabling interoperability of such applications
with computer programs on the device, or to
permit removal of software from the device,
and is not accomplished for the purpose of
gaining unauthorized access to other
copyrighted works. For purposes of this
paragraph (b)(8), a “voice assistant device” is
a device that is primarily designed to run a
wide variety of programs rather than for
consumption of a particular type of media
content, is designed to take user input
primarily by voice, and is designed to be
installed in a home or office.

5. Proposed Class 7: Computer
Programs—Repair 52

Several organizations petitioned to
expand the current exemption allowing
for circumvention of access controls
controlling the functioning of motorized
land vehicles for purposes of diagnosis,
repair, or lawful modification of a
vehicle function to allow an additional
range of activities. The Office
synthesized these suggestions into
Proposed Class 7. Although the
commenters’ proposals varied in scope,
and there was no singular unified
proposed exemption, the Acting
Register grouped them into the
following four categories:

(1) Removing the current limitation
prohibiting circumvention of TPMs to access
computer programs primarily designed for
the control of vehicle telematics and
entertainment systems;

(2) expanding the exemption to apply to
other types of software-enabled devices,

52 The Acting Register’s analysis and conclusions
for these classes, including citations to the record
and relevant legal authority, can be found in the
Recommendation at 185-231.

including appliances, computers, toys, and
other Internet of Things devices;

(3) extending the exemption to allow
circumvention by third-party service
providers, and in particular, independent
vehicle repair shops, for purposes of
diagnosis, repair, and lawful modification;
and

(4) allowing the acquisition, use, and
dissemination of circumvention tools in
furtherance of diagnosis, repair, and
modification.

The Acting Register first considered
proposed expansions within the context
of motorized land vehicles, and then
addressed expansion of the exemption
to other types of devices.

Regarding motorized land vehicles,
proponents asserted that diagnosis,
repair, and lawful modification of
vehicle telematics and entertainment
systems are fair uses and noninfringing
under section 117. Proponents
contended that, because these systems
are increasingly integrated with
functional vehicle firmware, access is
necessary to engage in diagnosis, repair,
and lawful modification of vehicle
functions—activities the Register found
to be likely noninfringing in
recommending the existing exemption.
Proponents sought access to telematics
systems in order to obtain diagnostic
data for the same purposes. Proponents
asserted that vehicle firmware is
“effectively useless” outside of the
vehicle, with essentially no separate
market for the software apart from the
vehicles. In addition, proponents
suggested users should be permitted to
access ‘‘storage capacity” in vehicle
entertainment systems, and to repair
infotainment/entertainment modules.

In response, opponents contended
that the proposed activities are not
favored under fair use because access to
entertainment and telematics systems
could allow unauthorized access to
expressive content. Opponents asserted
that telematics and entertainment
firmware have value apart from a
vehicle, and may be paid for on a
continuing basis separate from the
vehicle purchase. Opponents also
argued that circumvention of telematics
is unnecessary because diagnostic data
is still available through the onboard
diagnostics port and, further, a
nationwide Memorandum of
Understanding requires manufacturers
to make this data available to vehicle
owners and independent repair shops.

Commenters seeking to expand the
exemption to allow diagnosis, repair,
and modification of other software-
enabled devices likewise asserted that
these activities are noninfringing under
the fair use doctrine and section 117.
The Acting Register considered these
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arguments for those types of devices
cognizably reflected in the record,
namely home appliances, smartphones,
video game consoles, computers and
ancillary or peripheral computing
devices, and consumables, plus a few
examples of specific additional devices.

Opponents maintained that repair of
these devices is not a transformative use
because it merely causes a device to be
used for the same purpose for which it
was originally intended. In some cases,
opponents also suggested that once the
firmware on some devices is accessed,
even for repair, it is compromised such
that it can no longer prevent piracy; and
consequently, these uses diminish the
value of and market for the devices and
other creative works. Regarding repair of
video game consoles specifically,
opponents expressed concern that
circumvention of TPMs creates the risk
of unauthorized access to content and
piracy.

Concerning third-party assistance,
several proponents requested that the
exemption specifically permit third
parties, such as repair services, to assist
owners in carrying out the authorized
activities. Alternatively, proponents
suggested removing the current
exemption language requiring that
circumvention be ‘“‘undertaken by the
authorized owner” of the vehicle.
Regarding circumvention tools,
proponents asked the Office to
recommend language that would allow
exemption beneficiaries, including third
parties, to not only make, use, and
acquire tools, but also to distribute
them. Opponents contended that the
proposals concerning third-party
assistance and circumvention tools
would impermissibly expand the
exemption to activity that would
constitute unlawful trafficking in
violation of sections 1201(a)(2) and (b).

NTIA supported expanding the
exemption to a ‘“new definable sub-
class” of home appliances and mobile
handsets (such as cell phones) “when
circumvention is a necessary step to
allow the diagnosis, repair, or lawful
modification of a device function.”
NTIA concluded that these are
noninfringing fair uses, in part because
“diagnosis is a critical component of
repairing a device”” and subsequent
modification of devices is
transformative. With respect to vehicles,
NTIA supported expanding the existing
exemption to allow ““use of telematics
data for diagnostic purposes.” It
recommended, however, “limiting use
to obtaining the diagnostic data from the
telematics module for purposes of repair
and modification of the vehicle, and not
repair or modification to the module
itself.” As to vehicle entertainment

systems, NTIA “continue[d] to have
reservations about the strength of [the]
record and the potential for
infringement” and did not recommend
an expansion to permit access for the
proposed uses, including ‘“‘storage
capacity.”

NTIA further recommended removing
the current exemption’s reference to
“the authorized owner of the vehicle”—
a change that it characterizes as
“extending the current exemption to
allow third-party service providers to
diagnose, repair and modify software-
enabled vehicles on behalf of owners.”
But NTIA recommended denying the
proposals to “permit third-party
commercialization of software repair
tools for vehicles in this class,”
concluding that such activity is “likely
to constitute trafficking.”

The Acting Register recommended
expanding the current exemption in
areas where there was sufficient record
support for such a change, while
retaining language to ensure that both
the class of works and the permitted
uses are appropriately defined. As a
result, the Acting Register
recommended two separate exemptions,
one relating to motorized land vehicles,
and one related to the repair and
maintenance of additional categories of
devices.

Regarding motor vehicles, the
recommended exemption removes the
requirement that circumvention be
“undertaken by the authorized owner”
of the vehicle, instead providing that it
apply where such items are “lawfully
acquired.” This change responds to
proponents’ concerns that the language
of the existing exemption improperly
excludes other users with a legitimate
interest in engaging in noninfringing
diagnosis, repair, or modification
activities. The Acting Register expressed
no view on whether particular types of
third-party assistance may or may not
implicate the anti-trafficking provisions.
Those provisions, found in section
1201(a)(2) and (b), are unchanged and
must be separately analyzed to
determine whether third-party
assistance would be permissible.

The Acting Register also
recommended removing the language
excluding access to computer programs
designed for the control of telematics or
entertainment systems. The Acting
Register was persuaded that, due to
increasing integration of vehicle
computer systems since the 2015
rulemaking, retaining this limitation
may impede noninfringing uses that can
only be accomplished by incidentally
accessing these systems. Nonetheless,
the Acting Register credited opponents’
concerns about unauthorized access to

expressive works through subscription
services unrelated to vehicle
functioning, and accordingly the
recommended exemption specifically
excludes access to “programs accessed
through a separate subscription
service.” While the broadened
exemption permits incidental access to
a vehicle infotainment system, it
provides that such access is allowed
only to the extent it is ““a necessary step
to allow the diagnosis, repair or lawful
modification of a vehicle function” and
includes the additional requirement that
circumvention may not be
“accomplished for the purpose of
gaining unauthorized access to other
copyrighted works.”” Because the Acting
Register found the record insufficient to
support expanding the exemption to
permit diagnosis, repair, or lawful
modification of the telematics and
infotainment systems themselves, the
regulatory language does not extend to
those activities.

In addition, the Acting Register
recommended a new exemption
allowing for the circumvention of TPMs
restricting access to firmware that
controls smartphones and home
appliances and home systems for the
purposes of diagnosis, maintenance, or
repair. In doing so, the Acting Register
adopted the definitions of
“maintenance” and ‘“‘repair” in section
117(d). Here again, the recommended
text includes the condition that
circumvention not be “accomplished for
the purpose of gaining unauthorized
access to other copyrighted works.” The
Acting Register did not recommend
extending this exemption to
circumvention for purposes of
modifying a device function, concluding
that “modification”” was not defined
with sufficient precision to conclude as
a general category it is likely to be
noninfringing.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemptions:

(1) Computer programs that are contained
in and control the functioning of a lawfully
acquired motorized land vehicle such as a
personal automobile, commercial vehicle or
mechanized agricultural vehicle, except for
programs accessed through a separate
subscription service, when circumvention is
a necessary step to allow the diagnosis, repair
or lawful modification of a vehicle function,
where such circumvention does not
constitute a violation of applicable law,
including without limitation regulations
promulgated by the Department of
Transportation or the Environmental
Protection Agency, and is not accomplished
for the purpose of gaining unauthorized
access to other copyrighted works.

(2) Computer programs that are contained
in and control the functioning of a lawfully
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acquired smartphone or home appliance or
home system, such as a refrigerator,
thermostat, HVAC or electrical system, when
circumvention is a necessary step to allow
the diagnosis, maintenance or repair of such
a device or system, and is not accomplished
for the purpose of gaining access to other
copyrighted works. For purposes of this
paragraph (b)(10):

(i) The “maintenance” of a device or
system is the servicing of the device or
system in order to make it work in
accordance with its original specifications
and any changes to those specifications
authorized for that device or system; and

(ii) The “repair” of a device or system is
the restoring of the device or system to the
state of working in accordance with its
original specifications and any changes to
those specifications authorized for that
device or system.

6. Proposed Class 9: Computer
Programs—Software Preservation 53

Proposed Class 9 seeks to address
concerns that TPMs applied to
computer programs can interfere with
legitimate preservation activities. The
Software Preservation Network (“SPN”’)
and the LCA filed a petition that would
allow “libraries, archives, museums,
and other cultural heritage institutions”
to circumvent TPMs on “lawfully
acquired software for the purposes of
preserving software and software-
dependent materials.” SPN and LCA
explained that the proposed exemption
is intended to enable cultural heritage
institutions to preserve both TPM-
protected computer programs, as well as
“dependent” materials—“writings,
calculations, software programs, etc.”
stored in digital formats that are
inaccessible without running the
underlying program. Although proposed
Class 9 constitutes a new exemption,
proponents noted that the Register
recommended, and the Librarian
granted, exemptions for software
preservation in 2003 and 2006, which
allowed circumvention of access
controls on computer programs and
video games distributed in formats that
have become obsolete and that require
the original media or hardware as a
condition of access. Proponents
advanced three bases for finding their
proposed activities to be noninfringing:
(1) The fair use doctrine, (2) the section
108(c) exception for library and archival
replacement copies, and (3) the section
117(a) exception for archival copies of
computer programs.

53 Because the issues in this class are relevant to
the analysis in Proposed Class 8, which pertains
specifically to video games, the Acting Register
addresses this class first. The Acting Register’s
analysis and conclusions for this class, including
citations to the record and relevant legal authority,
can be found in the Recommendation at 231-56.

Opponents contended that the
proposal is overbroad because (1) the
exemption would improperly allow
circumvention for activities beyond
those provided for in the section 108
exceptions for libraries and archives; (2)
the term “computer program-dependent
materials”” might be read to sweep in
any category of copyrightable work; and
(3) the term ““other cultural heritage
institutions” within the class of
beneficiaries is undefined. Although
opponents did not directly contest
proponents’ fair use arguments, they did
assert that section 117(a)(2) does not
protect proponents’ activities.

NTIA supported adopting the
proposed exemption. In its view, the
class was appropriately defined because
it was limited to “‘computer programs,
to preservation uses, and to
preservation-oriented institutional
users.” It agreed with proponents that
the exemption should expressly refer to
preservation of “‘computer program-
dependent materials,”” concluding that
““a user would not be able to access
those materials without preserving the
software protected by a TPM.” It also
agreed that the exemption should
include video games, noting that
proponents provided specific examples
of games that may not be covered by the
current preservation exemption. In
addition, it found that there were no
reasonable alternatives to
circumvention, as the use of software
with backwards compatibility “is
inadequate and can distort the original
work.”

The Acting Register recommended
granting an exemption that incorporates
most of the substance of proponents’
request, with certain changes to address
opponents’ concerns. First, the
recommended language limits the
eligible users to libraries, archives, and
museums, as defined according to the
criteria proposed in the Office’s recent
Section 108 Discussion Document.54
The Acting Register declined to
recommend including “other cultural
heritage institutions” within the class of
beneficiaries, finding that term to be
undefined and potentially far-reaching.
In addition, the Acting Register
recommended that the exemption
incorporate proponents’ suggestion that
the class be defined as computer
programs ‘‘that have been lawfully
acquired and that are no longer
reasonably available in the commercial
marketplace.” The Acting Register also
recommended that in lieu of including
the phrase “computer program-

54 See U.S. Copyright Office, Section 108 of Title
17 51 (2017), https://www.copyright.gov/policy/
section108/discussion-document.pdf.

dependent materials” as a defined term,
the recommended exemption simply
provide that circumvention is permitted
for the purpose of “lawful preservation

. . of digital materials dependent upon
a computer program as a condition of
access.” Finally, in response to concerns
over having video game preservation
governed by two separate exemptions,
the Acting Register recommended that
the portion of this class pertaining to
video games be codified in the existing
video game preservation exemption.
Thus, the recommended exemption for
Class 9 will cover computer programs
other than video games, while an
addition to the prior exemption for
video games will provide for
preservation of the video games
addressed by this class (i.e., those that
do not require an external server for
gameplay). Preservation of server-based
games will continue to be governed by
the recommended exemption for
Class 8.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

(i) Computer programs, except video
games, that have been lawfully acquired and
that are no longer reasonably available in the
commercial marketplace, solely for the
purpose of lawful preservation of a computer
program, or of digital materials dependent
upon a computer program as a condition of
access, by an eligible library, archives, or
museum, where such activities are carried
out without any purpose of direct or indirect
commercial advantage and the program is not
distributed or made available outside of the
physical premises of the eligible library,
archives, or museum.

(ii) For purposes of the exemption in
paragraph (b)(13)(i) of this section, a library,
archives, or museum is considered “‘eligible”
if—

(A) The collections of the library, archives,
or museum are open to the public and/or are
routinely made available to researchers who
are not affiliated with the library, archives or
museum;

(B) The library, archives, or museum has a
public service mission;

(C) The library, archives, or museum’s
trained staff or volunteers provide
professional services normally associated
with libraries, archives, or museums;

(D) The collections of the library, archives,
or museum are composed of lawfully
acquired and/or licensed materials; and

(E) The library, archives, or museum
implements reasonable digital security
measures as appropriate for the activities
permitted by this paragraph (b)(13).

8. Proposed Class 8: Computer
Programs—Video Game Preservation 5°

Class 8 proponents sought expansion
of the provisions in the existing

55 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
Continued
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exemption that allows eligible
institutions to circumvent access
controls to preserve video games for
which external server support has been
discontinued. As explained in the 2015
rulemaking, some video games require a
network connection to a remote server
operated by the game’s developer before
the video game can be accessed and
played. When the developer takes such
a server offline, a game can be rendered
unplayable or limited to certain
functions, such as single-player play or
multiplayer play on a local network.
The current exemption allows an
eligible library, archives, or museum to
circumvent this type of authentication
mechanism to preserve lawfully
acquired games in “complete” form, i.e.,
those that can be played without
accessing or reproducing copyrightable
content stored or previously stored on
an external computer server. The
exemption requires that such games not
be distributed or made available outside
of the physical premises of the eligible
institution.

The Museum of Art and Digital
Entertainment (“MADE”) filed a
petition seeking to expand the
exemption to allow for circumvention of
access controls on video games that
need to access creative content stored
on a remote server, which MADE refers
to as “‘online” games. MADE contended
that the current exemption, while
helpful, does not allow it to preserve the
growing number of online video games
for future generations to study.
Proponents explained that libraries,
archives, and museums cannot engage
in certain preservation activities
involving online games without either
copying the game’s server code or
reconstructing that server’s
functionality, which would also require
an exemption to circumvent TPMs on
these works. MADE also sought to
broaden the class of users of the
exemption to include volunteer
“affiliate archivists,” who wish to
circumvent access controls off-premises,
but under the supervision of
preservation entities.

Opponents objected to the proposed
expansions, arguing that proponents’
intended use of the video games is not
a true preservation use. Instead,
opponents contended that proponents
wish to engage in recreational play that
could function as a market substitute. In
addition, the Entertainment Software
Association expressed concern that the
server copy proponents wish to recreate
is an unpublished work that has never
been distributed to the public. Overall,

relevant legal authority, can be found in the
Recommendation at 256—84.

opponents contend that the proposed
uses are infringing. Opponents also
objected to the use of affiliate archivists,
contending that there is a heightened
risk of market harm if the public can
circumvent access controls on video
games in their own homes.

NTIA supported the adoption of an
expanded exemption, but one narrower
than that requested by proponents. It
proposed an expansion to allow
preservation ‘“where the user uses the
server component—while still not
providing any substantial expressive
content—for administrative tasks
beyond authentication, including
command and control functions such as
tracking player progress, facilitating
communications between players, or
storing high scores.” To accommodate
these uses, it recommended regulatory
language that would apply in situations
where “all or nearly all of the
audiovisual content and gameplay
mechanics reside on the player or
institution’s lawfully acquired local
copy of the game.” NTIA did not,
however, support adding an “affiliate
archivist” user class, concluding that
adding such a provision risks
“introducing confusing language or
suggesting that any such
preservationists may not need to be
answerable to the institutions for which
they are volunteering.”

The Acting Register found that the
record supported granting an expansion
in the relatively discrete circumstances
where a preservation institution legally
possesses a copy of a video game’s
server code and the game’s local code.
She concluded that in such
circumstances, the preservation
activities described by proponents are
likely to be fair uses. She further found
that proponents demonstrated that such
uses would be adversely affected by the
statutory prohibition absent an
exemption. The record indicated that an
exemption would enable future
scholarship by enabling researchers to
experience games as they were
originally played and thereby better
understand their design or construction.
The Acting Register additionally found
such activity unlikely to harm the
market for video games.

The Acting Register did not, however,
recommend an exemption to allow for
instances where the preservation
institution lacks lawful possession of
the server software. She found the
record insufficient to support a finding
that the recreation of video game server
software as described by proponents is
likely to be a fair use. A number of
scenarios described by proponents do
not involve preserving server software
that is already in an institution’s

collections, but instead appear to
involve something more akin to
reconstructing the remote server. She
found that this activity distinguishes
proponents’ request from the
preservation activity at issue in the case
law upon which they relied. Moreover,
she noted, the reconstruction of a work
implicates copyright owners’ exclusive
right to prepare derivative works.

Additionally, the Acting Register
concluded that the record did not
support the addition of an “affiliate
archivist” user class to the exemption,
finding such activity unlikely to
constitute fair use. She noted that both
the proposed exemption language and
the proponents’ institutions’ practices
seemed to lack appropriate protective
guidelines to govern such volunteers’
use of copyrighted materials.

In light of the foregoing, the Acting
Register recommended an exemption for
“server-dependent games,” defined as
video games that can be played by users
who lawfully possess both a copy of a
game intended for a personal computer
or video game console and a copy of the
game’s code that is stored or was
previously stored on an external
computer server. The Acting Register
continues to recommend an exemption
for “‘complete games,” but proposed
revising the exemption language to
reflect that the exemption for “complete
games” applies to both gamers and
preservation uses, but the exemption for
“server dependent games”’ applies only
to preservation uses. In addition, for the
reasons explained above in the
discussion of Proposed Class 9, the
Acting Register recommended adding a
paragraph to the exemption in this class
to accommodate preservation of non-
server-based video games.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

(i) Video games in the form of computer
programs embodied in physical or
downloaded formats that have been lawfully
acquired as complete games, when the
copyright owner or its authorized
representative has ceased to provide access to
an external computer server necessary to
facilitate an authentication process to enable
gameplay, solely for the purpose of:

(A) Permitting access to the video game to
allow copying and modification of the
computer program to restore access to the
game for personal, local gameplay on a
personal computer or video game console; or

(B) Permitting access to the video game to
allow copying and modification of the
computer program to restore access to the
game on a personal computer or video game
console when necessary to allow
preservation of the game in a playable form
by an eligible library, archives, or museum,
where such activities are carried out without
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any purpose of direct or indirect commercial
advantage and the video game is not
distributed or made available outside of the
physical premises of the eligible library,
archives, or museum.

(ii) Video games in the form of computer
programs embodied in physical or
downloaded formats that have been lawfully
acquired as complete games, that do not
require access to an external computer server
for gameplay, and that are no longer
reasonably available in the commercial
marketplace, solely for the purpose of
preservation of the game in a playable form
by an eligible library, archives, or museum,
where such activities are carried out without
any purpose of direct or indirect commercial
advantage and the video game is not
distributed or made available outside of the
physical premises of the eligible library,
archives, or museum.

(iii) Computer programs used to operate
video game consoles solely to the extent
necessary for an eligible library, archives, or
museum to engage in the preservation
activities described in paragraph (b)(12)(i)(B)
or (b)(12)(ii) of this section.

(iv) For purposes of this paragraph (b)(12),
the following definitions shall apply:

(A) For purposes of paragraph (b)(12)(i)(A)
and (b)(12)(ii) of this section, “complete
games”’ means video games that can be
played by users without accessing or
reproducing copyrightable content stored or
previously stored on an external computer
SErver.

(B) For purposes of paragraph (b)(12)(i)(B)
of this section, “complete games”” means
video games that meet the definition in
paragraph (b)(12)(iv)(A) of this section, or
that consist of both a copy of a game
intended for a personal computer or video
game console and a copy of the game’s code
that was stored or previously stored on an
external computer server.

(C) “Ceased to provide access” means that
the copyright owner or its authorized
representative has either issued an
affirmative statement indicating that external
server support for the video game has ended
and such support is in fact no longer
available or, alternatively, server support has
been discontinued for a period of at least six
months; provided, however, that server
support has not since been restored.

(D) “Local gameplay’”” means gameplay
conducted on a personal computer or video
game console, or locally connected personal
computers or consoles, and not through an
online service or facility.

(E) A library, archives, or museum is
considered “‘eligible’” when the collections of
the library, archives, or museum are open to
the public and/or are routinely made
available to researchers who are not affiliated
with the library, archives, or museum.

7. Proposed Class 10: Computer
Programs—Security Research 56

The Office received multiple petitions
to expand the existing exemption

56 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 284-315.

allowing circumvention for the purpose
of conducting good-faith security
research on certain types of software-
enabled devices and machines.
Proponents argued that the current
language contains limitations that
unnecessarily restrict its scope, as well
as ambiguities that chill legitimate
research. These include: (1) A provision
limiting the exemption to specified
categories of devices (‘“Device
Limitation”’); (2) a requirement that a
device be “lawfully acquired”
(“Lawfully Acquired Limitation”); (3) a
requirement that circumvention be
“solely” for the purpose of good-faith
security research, and the definition of
such research as accessing a program
“solely” for purposes of good-faith
testing, investigation, and/or correction
(“Access Limitation”); (4) a requirement
that the research be ““carried out in a
controlled environment designed to
avoid any harm to individuals or the
public” (“Controlled Environment
Limitation”); (5) a requirement that ‘“‘the
information derived from the activity
[be] used primarily to promote the
security or safety of the class of devices
or machines. . . or those who use such
devices or machines, and is not used or
maintained in a manner that facilitates
copyright infringement”” (“Use
Limitation”); and (6) a requirement that
the circumvention “not violate any
applicable law” (“Other Laws
Limitation”). Proponents maintained
that the proposed activity is
noninfringing on one or both grounds
relied upon by the Register in 2015—
section 117 and fair use.

Opponents objected to removal of
each of these provisions, arguing that
the current language appropriately
balances the interests of security
researchers, copyright owners, and the
general public. In their view, the
adverse effects asserted by proponents
are unsupported by the record and are
based on unreasonable readings of the
relevant text. Opponents also variously
argued that removing the limitations
would render the class impermissibly
broad, give rise to infringing uses, and
jeopardize public safety and national
security.

Following the close of the public
comment period and the completion of
the public hearings, the Office received
a letter concerning this class from
CCIPS. The CCIPS letter stated that
“[ml]any of the changes sought in the
petition appear likely to promote
productive cybersecurity research, and
CCIPS supports them,” subject to
certain limitations. With respect to the
Device Limitation, CCIPS advised that it
would support eliminating the language
confining the exemption to devices

“primarily designed for use by
individual consumers.” It recommended
clarification of the Controlled
Environment Limitation and said that it
“would not object to its removal.” As to
the Lawfully Acquired Limitation,
CCIPS stated concluded that the current
language is preferable to conditioning
the exemption on ownership of a
particular copy of software. CCIPS also
addressed the Other Laws Limitation,
stating that it would not object to
removal of the phrase “any applicable
law”” were it standing alone, but
recommending retaining the express
reference to the Computer Fraud and
Abuse Act of 1986.

NTIA recommended granting the
proposed expansion and proposed the
same regulatory text it offered in 2015.
That language would allow
circumvention “in order to conduct
good faith security research” on
computer programs, “‘regardless of the
device on which they are run.” NTIA
further recommended that the Other
Laws Limitation be replaced with a
statement that the exemption “does not
obviate the need to comply with all
other applicable laws and regulations.”
In addition, NTIA recommended
removal of the Controlled Environment,
Access, and Use Limitations, largely
agreeing with proponents that those
provisions may chill legitimate research.

The Acting Register found that good-
faith security research involving devices
beyond those covered by the current
exemption is likely to be a fair use. As
the Register found in 2015, the Acting
Register concluded that good-faith
security research promotes several of
the activities identified in section 107 as
examples of favored purposes, including
criticism, comment, teaching,
scholarship, and research. In contrast to
2015, the current rulemaking record
contained many additional examples of
activities security researchers wished to
engage in but for the Device Limitation.
But the Acting Register did not find that
section 117 provides an additional basis
for finding such activity to be
noninfringing. She found the record
insufficient to support the conclusion
that security researchers as a general
matter are likely to own the copies of
the device software, as is required under
section 117.

Ultimately, the Acting Register
recommended that the exemption
remove the Device Limitation, and
include a provision allowing
circumvention to be undertaken on a
“computer, computer system, or
computer network on which the
computer program operates.” The latter
provision is intended to address
situations in which a researcher seeks
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access to a structure, such as a building
automation system, that cannot be
“acquired” in the sense of obtaining
physical possession of it, in contrast to
instances where the researcher can
lawfully acquire a device or machine.
The exemption requires that
circumvention in these circumstances
be undertaken “with the authorization
of the owner or operator of such
computer, computer system, or
computer network.” In addition, to
address proponents’ concerns over
potential ambiguity in the Controlled
Environment Limitation, the exemption
removes the term “controlled,” so that
it simply would require the research to
be “carried out in an environment
designed to avoid any harm to
individuals or the public.” The Acting
Register did not recommend removal of
the other limitations challenged by
proponents, finding that proponents had
failed to demonstrate that those
provisions are causing, or are likely to
cause, any adverse effect on
noninfringing security research.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

(i) Computer programs, where the
circumvention is undertaken on a lawfully
acquired device or machine on which the
computer program operates, or is undertaken
on a computer, computer system, or
computer network on which the computer
program operates with the authorization of
the owner or operator of such computer,
computer system, or computer network,
solely for the purpose of good-faith security
research and does not violate any applicable
law, including without limitation the
Computer Fraud and Abuse Act of 1986.

(ii) For purposes of this paragraph (b)(11),
“good-faith security research” means
accessing a computer program solely for
purposes of good-faith testing, investigation,
and/or correction of a security flaw or
vulnerability, where such activity is carried
out in an environment designed to avoid any
harm to individuals or the public, and where
the information derived from the activity is
used primarily to promote the security or
safety of the class of devices or machines on
which the computer program operates, or
those who use such devices or machines, and
is not used or maintained in a manner that
facilitates copyright infringement.

8. Proposed Class 12: Computer
Programs—3D Printing 57

3D printing—also known as
“additive” manufacturing—is a
technology that translates digital files
into physical objects by adding
successive layers of material. Some 3D
printer manufacturers use TPMs to limit

57 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 319-31.

the types of material—or “feedstock”—
that can be used in their 3D printers to
manufacturer-approved feedstock.

Proponents sought to expand a
current exemption that permits the
circumvention of access controls on
computer programs in 3D printers to
enable the use of non- manufacturer-
approved feedstock. Michael Weinberg
filed a petition to eliminate the
following language at the end of the
exemption: “provided, however, that
the exemption shall not extend to any
computer program on a 3D printer that
produces goods or materials for use in
commerce the physical production of
which is subject to legal or regulatory
oversight or a related certification
process, or where the circumvention is
otherwise unlawful.”

Proponents put forth two arguments
as to why the Acting Register should
broaden the exemption by dropping this
language: (1) The clause creates
ambiguity such that the exemption itself
cannot be applied or used in the
majority of circumstances, and (2) the
concerns that the clause seeks to
address are more suitably addressed by
other agencies. Stratasys, an opponent
to the exemption, contended that this
expanded range of activities is less
likely to constitute fair use and should
remain prohibited for reasons of public
policy.

NTIA supported renewing the
exemption as well as expanding the
exemption by removing the relevant
limiting language. NTIA’s proposed
language differed from the current
regulatory language in additional ways.
For example, NTIA proposed
incorporating the restriction that
“circumvention is undertaken for the
purpose of enabling interoperability of
feedstock or filament with the device.”
NTIA, however, did not provide specific
support for altering the regulatory text
beyond removing the qualifying
language.

The 2015 rulemaking identified fair
use as the noninfringing basis for this
exemption, and the proposed expansion
was evaluated on the same grounds.
Because the record indicated that the
state of the 3D printing market appears
to be substantially the same as in 2015,
and case law has not significantly
altered the relevant fair use issues, the
Acting Register concluded that the
copying or modifying of printer software
to accept non-manufacturer-approved
feedstock is likely to be a fair use.

Because the first four statutory factors
do not fit neatly onto this situation, the
Acting Register focused most of her
analysis on the fifth factor to consider
these related concerns. The Acting
Register determined that the expanded

record now shows that there are
situations in which an individual may
be complying with relevant law or
regulations but still be at risk of
violating section 1201 due to the
exemption’s qualifying language (e.g.,
individual sellers of homemade wares).
The Acting Register concluded that the
record established that the qualifying
language in the existing exemption may
be inhibiting otherwise beneficial or
innovative uses of alternate feedstock,
which is contrary to the intention of that
exemption—and moreover, that there
are safeguards outside of the current
exemption addressing health and safety
concerns associated with 3D printing.

Accordingly, the Acting Register
recommends that the Librarian adopt
the following exemption:

Computer programs that operate 3D
printers that employ microchip-reliant
technological measures to limit the use of
feedstock, when circumvention is
accomplished solely for the purpose of using
alternative feedstock and not for the purpose
of accessing design software, design files, or
proprietary data.

C. Classes Considered but Not
Recommended

Based upon the record in this
proceeding, the Acting Register of
Copyrights recommended that the
Librarian determine that the following
classes of works shall not be exempt
from the prohibition against
circumvention of technological
measures set forth in section 1201(a)(1):

1. Proposed Class 3: Audiovisual
Works—Space-Shifting 58

Proposed Class 3 would allow
circumvention of technical measures
protecting motion pictures and other
audiovisual works to engage in “space-
shifting.” As the 2015 rulemaking
described, the Copyright Office’s
understanding is that space-shifting
occurs when a work is transferred from
one storage medium to another, such as
from a DVD to a computer hard drive.
Chris De Pretis petitioned for an
exemption to allow circumvention by
individuals to create a personal digital
backup of content for private use, a
proposal similar to those sought and
rejected in previous rulemakings. The
Office also received a petition from
OmniQ, a corporate entity, proposing an
exemption to allow so-called ‘“non-
reproductive” space-shifting, including
for commercial uses. A third proponent,
SolaByte Corporation, filed a one-page

58 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 111-28.
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comment in support of OmniQ and
testified at the public hearing.

OmniQ primarily argued that its
proposed technology did not result in a
reproduction of a copyrighted work, and
thus fair use analysis was unnecessary.
Proponents also argued that the overall
availability of works for public use is
shrinking because the hardware and
software needed to play disc media are
becoming less available in the
marketplace. They argued that online
content distribution platforms, taken in
the aggregate, only offer a small and
always-changing fraction of the titles
historically available on DVD and Blu-
ray disc, and that the costs of these
services are unacceptable, especially
when users already own the content in
disc form.

In response, opponents argued that
OmniQ’s technology would reproduce
works because they would constitute
entirely new things (i.e., a copy).
Opponents also contended that recent
case law developments further
demonstrate that space-shifting is not a
fair use. In addition, opponents
provided evidence of alternatives to
circumvention in the form of a
substantial number of online
distribution platforms for accessing
copyrighted audiovisual works, the vast
majority of which they claim exist as
viable business models only because of
the ability to employ TPMs to protect
the content from unauthorized uses.

Unlike in prior rulemakings where
NTIA “supported limited versions of a
noncommercial space-shifting
exemption . . . mainly in the interest of
consumer protection,” NTIA did not
support an exemption for this class in
the present rulemaking. NTIA
acknowledged that the “legal status of
the concept of space-shifting remains a
matter of dispute among copyright
experts” and that it “has not been
explicitly established as non-infringing
on the basis of the fair use doctrine.”
NTIA added that “proponents ha[d] not
established in this proceeding that their
specific proposal would be non-
infringing.” Moreover, NTIA recognized
that “[p]roponents failed to demonstrate
that the ‘prevalence of [encrypted digital
content] is diminishing the ability of
individuals to use these works in ways
that are otherwise lawful.””

The Acting Register found that under
current law, OmniQ’s self-described
process is likely to result in an
unauthorized reproduction in violation
of section 106(1), and that, as in 2015,
the case law maintains that transferring
digital files from one location to another
implicates the reproduction right and is
therefore infringing, even where the
original copy is contemporaneously or

subsequently deleted. With regard to
personal space-shifting, in light of the
lack of record and in the absence of
clear supporting precedent, the Acting
Register found no basis to depart from
the fair use analysis and ultimate
conclusion reached in the 2015
proceeding, where the Register was
unable to determine that the proposed
uses were noninfringing. She noted that
the commercial nature and potential
market effects of the OmniQ and
SolaByte business models complicate
the fair use analysis, and not in their
favor. For example, the record included
substantial evidence of extensive
markets for internet-based distribution
services for copyrighted audiovisual
works, including digital rentals, online
streaming and over-the-top services, on-
demand cable and satellite television
offerings, disc-to-digital services, and
digital locker services, which could be
negatively impacted by the proposed
exemption. These markets also served as
sufficient alternatives to circumvention,
as they demonstrated a wide availability
of easily accessible copyrighted works
that could potentially be negatively
affected by an exemption that allowed
unauthorized copies to compete with
these authorized access models. Based
on the record in this proceeding, the
Acting Register did not find that the
statutory factors supported the proposed
exemption.

2. Proposed Class 4: Audiovisual
Works—HDCP/HDMI 59

Proposed Class 4 would allow
circumvention ‘“‘to make noninfringing
uses of audiovisual works that are
subjected to High-bandwidth Digital
Content Protection (HDCP).” Petitioner
Andrew ‘“bunnie” Huang described
HDCP as “a protocol used to restrict
content sent over High-Definition
Multimedia Interface (HDMI) cables,” or
““a standard for video transport from one
device to another.” He explained that
many devices that play video discs and
video game software encode their
output using HDCP, and that this
interferes with capturing the output for
subsequent noninfringing uses.

Multiple participants opposed this
exemption, arguing that section 1201
does not permit such a broad
exemption, noting that HDCP is the
industry standard for protecting
audiovisual works in transit to a display
device and that past Registers have
rejected exemptions for “‘all
noninfringing uses.” They characterized

59 The Acting Register’s analysis and conclusions

for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 128— 45.

Huang’s discussion of the proposed uses
as “cursory,” and suggested it was not
possible to evaluate the proposed uses
under the exemption without further
detail. Opponents also suggested that
multiple proposed uses would actually
be infringing, and highlighted what they
see as a significant online infringement
risk if the exemption permitted in-the-
clear copies of entire works. In addition,
opponents set forth a large number of
concrete examples of potential
alternatives to circumvention that the
petitioner failed to meaningfully
challenge. Finally, they asserted that
“HDCEP is a critically important
component of the secure ecosystem
through which content is delivered for
home entertainment’” and noted that
section 1201 was intended to encourage
copyright owners to make their works
available digitally and foster new means
of distribution by providing reasonable
assurances against fears of piracy.

NTIA recommended against this
exemption, stating that “[plroponents
did not provide sufficient evidence on
the record about the alleged non-
infringing uses,” and that “[w]hile there
are several examples of potential non-
infringing uses that could serve as the
basis for an exemption, the proponents
[had] not developed the argument in the
record . . . .” NTIA also observed that
the proposed exemption “appear[ed] to
be for the HDCP TPM itself, which is
not appropriate for this rulemaking
process.”

The Acting Register also
recommended against the exemption,
largely agreeing with many of the bases
advanced by opponents. Specifically,
the Acting Register concluded that the
proposed exemption was overly broad,
as HDCP is the industry standard for
protecting audiovisual works in transit
to a display device, and thus limiting
the proposal this way did not very
meaningfully focus the scope beyond
the starting point of all audiovisual
works. The Acting Register also
determined that some of the proposed
uses may potentially be fair use
depending upon factual circumstances,
but that the record lacked the requisite
detail and legal support for the Acting
Register to conclude that the proposed
uses are or are not likely to be
noninfringing. Based upon the record,
the Acting Register could not conclude
that the overall availability for use of
copyrighted works has been diminished
or is likely to be in the next three years
absent an exemption, noting that the
proposed activities may well have a
negative effect on the market for or
value of copyrighted works. Finally, she
concluded that the request was an
individual case of de minimis impact, as
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it was largely made upon a single
request of an individual who resides in
Singapore for which there appeared to
be myriad alternative ways to achieve
the proposed uses.

3. Proposed Class 11: Computer
Programs—Avionics 60

Proposed Class 11 would permit
circumvention of access controls on
electronic systems used in aircraft, i.e.,
avionics, to enable access to aircraft
flight, operations, maintenance and
security bulk data collected by third
parties upon authorization of the aircraft
owner or operator in the course of
complying with Federal Aviation
Administration (“FAA”) standards,
rules, and regulations. Due to reliance
upon these electronic systems,
proponents asserted that aircraft
“operators have faced a. . .rise in the
complexity and scope of work needed to
keep their fleet secure and operating
efficiently,” and that the FAA “has
mandated the review of the data,
information, logs[,] and other
information [by aircraft owners or
operators] as a means to ensure safety,
security[,] and regulatory compliance.”

In NTIA’s view, “[plroponents failed
to demonstrate that the proposed class
includes copyrighted works protected
by TPMs.” Moreover, NTIA continued,
“Air Informatics failed to identify
clearly the proposed users of the
exemption,” suggesting that “‘the
prohibition on circumvention does not
adversely affect and is not likely to
adversely affect users.” Lastly, NTIA
maintained that “[r]easonable
alternatives to circumvention seem to
exist,” noting that ““the two relevant
parties can come to an agreement for
access to and use of the data.”

The Acting Register found that the
record suggested that the data collected
by aircrafts at issue consist of facts,
which are not copyrightable. According
to the petitioner, the information
represents objective details about
aircraft, such as flight operations and
fuel economy. As Public Knowledge
explained, the data inputs and outputs
““are not classifiable as a ‘work’
protected under Title 17" and such
““access does not implicate any colorable
copyright concerns.” The Acting
Register also concluded that the
collected information would not qualify
as a copyrightable compilation, because
it is formatted and compiled in
accordance with an industry-wide
standard. The Acting Register

60 The Acting Register’s analysis and conclusions
for this class, including citations to the record and
relevant legal authority, can be found in the
Recommendation at 315-19.

accordingly concluded that proponents
have not alleged that the data or data
compilations they are seeking to access
are copyrightable, and thus subject to
the prohibition on circumvention.
Although petitioner raised some
concerns regarding attempts by airplane
manufacturers to control the aftermarket
for the data in security research and
analytics, the Acting Register
determined that it was not clear that
section 1201 is facilitating those actions,
and noted that the security research
exemption may potentially be utilized
to cover such activities, to the extent
applicable.

C. Conclusion

Having considered the evidence in the
record, the contentions of the
commenting parties, and the statutory
objectives, the Acting Register of
Copyrights has recommended that the
Librarian of Congress publish certain
classes of works, as designated above, so
that the prohibition against
circumvention of technological
measures that effectively control access
to copyrighted works shall not apply to
persons who engage in noninfringing
uses of those particular classes of works.

Dated: October 19, 2018.
Karyn A. Temple,

Acting Register of Copyrights and Director
of the U.S. Copyright Office.

Determination of the Librarian of
Congress

Having duly considered and accepted
the Recommendation of the Acting
Register of Copyrights, which
Recommendation is hereby incorporated
by reference, the Librarian of Congress,
pursuant to 17 U.S.C. 1201(a)(1)(C) and
(D), hereby publishes as a new rule the
classes of copyrighted works that shall
for a three-year period be subject to the
exemption provided in 17 U.S.C.
1201(a)(1)(B) from the prohibition
against circumvention of technological
measures that effectively control access
to copyrighted works set forth in 17
U.S.C. 1201(a)(1)(A).

List of Subjects in 37 CFR Part 201

Copyright, Exemptions to prohibition
against circumvention.

Final Regulations

For the reasons set forth in the
preamble, 37 CFR part 201 is amended
as follows:

PART 201—GENERAL PROVISIONS

m 1. The authority citation for part 201
continues to read as follows:

Authority: 17 U.S.C. 702.

m 2. Section 201.40 is amended by
revising paragraphs (b) and (c) to read
as follows:

§201.40 Exemptions to prohibition against
circumvention.
* * * * *

(b) Classes of copyrighted works.
Pursuant to the authority set forth in 17
U.S.C. 1201(a)(1)(C) and (D), and upon
the recommendation of the Register of
Copyrights, the Librarian has
determined that the prohibition against
circumvention of technological
measures that effectively control access
to copyrighted works set forth in 17
U.S.C. 1201(a)(1)(A) shall not apply to
persons who engage in noninfringing
uses of the following classes of
copyrighted works:

(1) Motion pictures (including
television shows and videos), as defined
in 17 U.S.C. 101, where the motion
picture is lawfully made and acquired
on a DVD protected by the Content
Scramble System, on a Blu-ray disc
protected by the Advanced Access
Content System, or via a digital
transmission protected by a
technological measure, and the person
engaging in circumvention under
paragraph (b)(1)(i) and (b)(1)(ii)(A) and
(B) of this section reasonably believes
that non-circumventing alternatives are
unable to produce the required level of
high-quality content, or the
circumvention is undertaken using
screen-capture technology that appears
to be offered to the public as enabling
the reproduction of motion pictures
after content has been lawfully acquired
and decrypted, where circumvention is
undertaken solely in order to make use
of short portions of the motion pictures
in the following instances:

(i) For the purpose of criticism or
comment:

(A) For use in documentary
filmmaking, or other films where the
motion picture clip is used in parody or
for its biographical or historically
significant nature;

(B) For use in noncommercial videos
(including videos produced for a paid
commission if the commissioning
entity’s use is noncommercial); or

(C) For use in nonfiction multimedia
e-books.

(ii) For educational purposes:

(A) By college and university faculty
and students or kindergarten through
twelfth-grade (K—12) educators and
students (where the K-12 student is
circumventing under the direct
supervision of an educator), including
of accredited general educational
development (GED) programs, for the
purpose of criticism, comment,
teaching, or scholarship;
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(B) By faculty of massive open online
courses (MOOCs) offered by accredited
nonprofit educational institutions to
officially enrolled students through
online platforms (which platforms
themselves may be operated for profit),
in film studies or other courses
requiring close analysis of film and
media excerpts, for the purpose of
criticism or comment, where the MOOC
provider through the online platform
limits transmissions to the extent
technologically feasible to such
officially enrolled students, institutes
copyright policies and provides
copyright informational materials to
faculty, students, and relevant staff
members, and applies technological
measures that reasonably prevent
unauthorized further dissemination of a
work in accessible form to others or
retention of the work for longer than the
course session by recipients of a
transmission through the platform, as
contemplated by 17 U.S.C. 110(2); or

(C) By educators and participants in
nonprofit digital and media literacy
programs offered by libraries, museums,
and other nonprofit entities with an
educational mission, in the course of
face-to-face instructional activities, for
the purpose of criticism or comment,
except that such users may only
circumvent using screen-capture
technology that appears to be offered to
the public as enabling the reproduction
of motion pictures after content has
been lawfully acquired and decrypted.

(2)(i) Motion pictures (including
television shows and videos), as defined
in 17 U.S.C. 101, where the motion
picture is lawfully acquired on a DVD
protected by the Content Scramble
System, on a Blu-ray disc protected by
the Advanced Access Content System,
or via a digital transmission protected
by a technological measure, where:

(A) Circumvention is undertaken by a
disability services office or other unit of
a kindergarten through twelfth-grade
educational institution, college, or
university engaged in and/or
responsible for the provision of
accessibility services to students, for the
purpose of adding captions and/or
audio description to a motion picture to
create an accessible version as a
necessary accommodation for a student
or students with disabilities under an
applicable disability law, such as the
Americans With Disabilities Act, the
Individuals with Disabilities Education
Act, or Section 504 of the Rehabilitation
Act;

(B) The educational institution unit in
paragraph (b)(2)(i)(A) of this section has,
after a reasonable effort, determined that
an accessible version cannot be obtained
at a fair price or in a timely manner; and

(C) The accessible versions are
provided to students or educators and
stored by the educational institution in
a manner intended to reasonably
prevent unauthorized further
dissemination of a work.

(ii) For purposes of this paragraph
(b)(2), “audio description” means an
oral narration that provides an accurate
rendering of the motion picture.

(3) Literary works, distributed
electronically, that are protected by
technological measures that either
prevent the enabling of read-aloud
functionality or interfere with screen
readers or other applications or assistive
technologies:

(i) When a copy of such a work is
lawfully obtained by a blind or other
person with a disability, as such a
person is defined in 17 U.S.C. 121;
provided, however, that the rights
owner is remunerated, as appropriate,
for the price of the mainstream copy of
the work as made available to the
general public through customary
channels; or

(ii) When such work is a nondramatic
literary work, lawfully obtained and
used by an authorized entity pursuant to
17 U.S.C. 121.

(4) Literary works consisting of
compilations of data generated by
medical devices that are wholly or
partially implanted in the body or by
their corresponding personal monitoring
systems, where such circumvention is
undertaken by a patient for the sole
purpose of lawfully accessing the data
generated by his or her own device or
monitoring system and does not
constitute a violation of applicable law,
including without limitation the Health
Insurance Portability and
Accountability Act of 1996, the
Computer Fraud and Abuse Act of 1986
or regulations of the Food and Drug
Administration, and is accomplished
through the passive monitoring of
wireless transmissions that are already
being produced by such device or
monitoring system.

(5) Computer programs that enable the
following types of lawfully acquired
wireless devices to connect to a wireless
telecommunications network, when
circumvention is undertaken solely in
order to connect to a wireless
telecommunications network and such
connection is authorized by the operator
of such network:

(i) Wireless telephone handsets (i.e.,
cellphones);

(ii) All-purpose tablet computers;

(iii) Portable mobile connectivity
devices, such as mobile hotspots,
removable wireless broadband modems,
and similar devices; and

(iv) Wearable wireless devices
designed to be worn on the body, such
as smartwatches or fitness devices.

(6) Computer programs that enable
smartphones and portable all-purpose
mobile computing devices to execute
lawfully obtained software applications,
where circumvention is accomplished
for the sole purpose of enabling
interoperability of such applications
with computer programs on the
smartphone or device, or to permit
removal of software from the
smartphone or device. For purposes of
this paragraph (b)(6), a “portable all-
purpose mobile computing device” is a
device that is primarily designed to run
a wide variety of programs rather than
for consumption of a particular type of
media content, is equipped with an
operating system primarily designed for
mobile use, and is intended to be
carried or worn by an individual.

(7) Computer programs that enable
smart televisions to execute lawfully
obtained software applications, where
circumvention is accomplished for the
sole purpose of enabling interoperability
of such applications with computer
programs on the smart television.

(8) Computer programs that enable
voice assistant devices to execute
lawfully obtained software applications,
where circumvention is accomplished
for the sole purpose of enabling
interoperability of such applications
with computer programs on the device,
or to permit removal of software from
the device, and is not accomplished for
the purpose of gaining unauthorized
access to other copyrighted works. For
purposes of this paragraph (b)(8), a
“voice assistant device” is a device that
is primarily designed to run a wide
variety of programs rather than for
consumption of a particular type of
media content, is designed to take user
input primarily by voice, and is
designed to be installed in a home or
office.

(9) Computer programs that are
contained in and control the functioning
of a lawfully acquired motorized land
vehicle such as a personal automobile,
commercial vehicle, or mechanized
agricultural vehicle, except for programs
accessed through a separate
subscription service, when
circumvention is a necessary step to
allow the diagnosis, repair, or lawful
modification of a vehicle function,
where such circumvention does not
constitute a violation of applicable law,
including without limitation regulations
promulgated by the Department of
Transportation or the Environmental
Protection Agency, and is not
accomplished for the purpose of gaining
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unauthorized access to other
copyrighted works.

(10) Computer programs that are
contained in and control the functioning
of a lawfully acquired smartphone or
home appliance or home system, such
as a refrigerator, thermostat, HVAC, or
electrical system, when circumvention
is a necessary step to allow the
diagnosis, maintenance, or repair of
such a device or system, and is not
accomplished for the purpose of gaining
access to other copyrighted works. For
purposes of this paragraph (b)(10):

(i) The “maintenance” of a device or
system is the servicing of the device or
system in order to make it work in
accordance with its original
specifications and any changes to those
specifications authorized for that device
or system; and

(ii) The “repair” of a device or system
is the restoring of the device or system
to the state of working in accordance
with its original specifications and any
changes to those specifications
authorized for that device or system.

(11)(i) Computer programs, where the
circumvention is undertaken on a
lawfully acquired device or machine on
which the computer program operates,
or is undertaken on a computer,
computer system, or computer network
on which the computer program
operates with the authorization of the
owner or operator of such computer,
computer system, or computer network,
solely for the purpose of good-faith
security research and does not violate
any applicable law, including without
limitation the Computer Fraud and
Abuse Act of 1986.

(ii) For purposes of this paragraph
(b)(11), “good-faith security research”
means accessing a computer program
solely for purposes of good-faith testing,
investigation, and/or correction of a
security flaw or vulnerability, where
such activity is carried out in an
environment designed to avoid any
harm to individuals or the public, and
where the information derived from the
activity is used primarily to promote the
security or safety of the class of devices
or machines on which the computer
program operates, or those who use
such devices or machines, and is not
used or maintained in a manner that
facilitates copyright infringement.

(12)(i) Video games in the form of
computer programs embodied in
physical or downloaded formats that
have been lawfully acquired as
complete games, when the copyright
owner or its authorized representative
has ceased to provide access to an
external computer server necessary to
facilitate an authentication process to

enable gameplay, solely for the purpose
of:

(A) Permitting access to the video
game to allow copying and modification
of the computer program to restore
access to the game for personal, local
gameplay on a personal computer or
video game console; or

(B) Permitting access to the video
game to allow copying and modification
of the computer program to restore
access to the game on a personal
computer or video game console when
necessary to allow preservation of the
game in a playable form by an eligible
library, archives, or museum, where
such activities are carried out without
any purpose of direct or indirect
commercial advantage and the video
game is not distributed or made
available outside of the physical
premises of the eligible library, archives,
Or museum.

(ii) Video games in the form of
computer programs embodied in
physical or downloaded formats that
have been lawfully acquired as
complete games, that do not require
access to an external computer server
for gameplay, and that are no longer
reasonably available in the commercial
marketplace, solely for the purpose of
preservation of the game in a playable
form by an eligible library, archives, or
museum, where such activities are
carried out without any purpose of
direct or indirect commercial advantage
and the video game is not distributed or
made available outside of the physical
premises of the eligible library, archives,
Or museum.

(iii) Computer programs used to
operate video game consoles solely to
the extent necessary for an eligible
library, archives, or museum to engage
in the preservation activities described
in paragraph (b)(12)(i)(B) or (b)(12)(ii) of
this section.

(iv) For purposes of this paragraph
(b)(12), the following definitions shall
apply:

(A) For purposes of paragraph
(b)(12)(i)(A) and (b)(12)(ii) of this
section, “‘complete games’” means video
games that can be played by users
without accessing or reproducing
copyrightable content stored or
previously stored on an external
computer server.

(B) For purposes of paragraph
(b)(12)(i)(B) of this section, “complete
games” means video games that meet
the definition in paragraph (b)(12)(iv)(A)
of this section, or that consist of both a
copy of a game intended for a personal
computer or video game console and a
copy of the game’s code that was stored
or previously stored on an external
computer server.

(C) “Ceased to provide access’” means
that the copyright owner or its
authorized representative has either
issued an affirmative statement
indicating that external server support
for the video game has ended and such
support is in fact no longer available or,
alternatively, server support has been
discontinued for a period of at least six
months; provided, however, that server
support has not since been restored.

(D) “Local gameplay’” means
gameplay conducted on a personal
computer or video game console, or
locally connected personal computers or
consoles, and not through an online
service or facility.

(E) A library, archives, or museum is
considered “eligible” when the
collections of the library, archives, or
museum are open to the public and/or
are routinely made available to
researchers who are not affiliated with
the library, archives, or museum.

(13)(i) Computer programs, except
video games, that have been lawfully
acquired and that are no longer
reasonably available in the commercial
marketplace, solely for the purpose of
lawful preservation of a computer
program, or of digital materials
dependent upon a computer program as
a condition of access, by an eligible
library, archives, or museum, where
such activities are carried out without
any purpose of direct or indirect
commercial advantage and the program
is not distributed or made available
outside of the physical premises of the
eligible library, archives, or museum.

(i) For purposes of the exemption in
paragraph (b)(13)(i) of this section, a
library, archives, or museum is
considered “eligible” if—

(A) The collections of the library,
archives, or museum are open to the
public and/or are routinely made
available to researchers who are not
affiliated with the library, archives, or
museum;

(B) The library, archives, or museum
has a public service mission;

(C) The library, archives, or museum’s
trained staff or volunteers provide
professional services normally
associated with libraries, archives, or
museums;

(D) The collections of the library,
archives, or museum are composed of
lawfully acquired and/or licensed
materials; and

(E) The library, archives, or museum
implements reasonable digital security
measures as appropriate for the
activities permitted by this paragraph
(b)(13).

(14) Computer programs that operate
3D printers that employ microchip-
reliant technological measures to limit
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the use of feedstock, when
circumvention is accomplished solely
for the purpose of using alternative
feedstock and not for the purpose of
accessing design software, design files,
or proprietary data.

(c) Persons who may initiate
circumvention. To the extent authorized
under paragraph (b) of this section, the
circumvention of a technological
measure that restricts wireless
telephone handsets or other wireless
devices from connecting to a wireless
telecommunications network may be
initiated by the owner of any such
handset or other device, by another
person at the direction of the owner, or
by a provider of a commercial mobile
radio service or a commercial mobile
data service at the direction of such
owner or other person, solely in order
to enable such owner or a family
member of such owner to connect to a
wireless telecommunications network,
when such connection is authorized by
the operator of such network.

Dated: October 19, 2018.
Carla D. Hayden,
Librarian of Congress

[FR Doc. 2018-23241 Filed 10-25-18; 8:45 am]
BILLING CODE 1410-30-P

ENVIRONMENTAL PROTECTION
AGENCY

40 CFR Parts 9 and 721
[EPA-HQ-OPPT-2017-0464; FRL—9985-55]
RIN 2070-AB27

Significant New Use Rules on Certain
Chemical Substances; Withdrawal

AGENCY: Environmental Protection
Agency (EPA).
ACTION: Withdrawal of direct final rule.

SUMMARY: EPA is withdrawing
significant new use rules (SNURs)
promulgated under the Toxic
Substances Control Act (TSCA) for 19
chemical substances, which were the
subject of premanufacture notices
(PMNs). EPA published these SNURs
using direct final rulemaking
procedures, which requires EPA to take
certain actions if an adverse comment is
received. EPA received adverse
comments and a request to extend the
comment period regarding the SNURs
identified in the direct final rule.
Therefore, the Agency is withdrawing
the direct final rule SNURs identified in
this document, as required under the
direct final rulemaking procedures.

DATES: The direct final rule published at
83 FR 43538 on August 27, 2018, is
withdrawn effective October 26, 2018.
ADDRESSES: The docket for this action,
identified by docket identification (ID)
number EPA-HQ-OPPT-2017-0464 is
available at http://www.regulations.gov
or at the Office of Pollution Prevention
and Toxics Docket (OPPT Docket),
Environmental Protection Agency
Docket Center (EPA/DC), West William
Jefferson Clinton Bldg., Rm. 3334, 1301
Constitution Ave. NW, Washington, DC.
The Public Reading Room is open from
8:30 a.m. to 4:30 p.m., Monday through
Friday, excluding legal holidays. The
telephone number for the Public
Reading Room is (202) 566—1744, and
the telephone number for the OPPT
Docket is (202) 566—0280. Please review
the visitor instructions and additional
information about the docket available
at http://www.epa.gov/dockets.

FOR FURTHER INFORMATION CONTACT: For
technical information contact: Kenneth
Moss, Chemical Control Division
(7405M), Office of Pollution Prevention
and Toxics, Environmental Protection
Agency, 1200 Pennsylvania Ave. NW,
Washington, DC 20460-0001; telephone
number: (202) 564—9232; email address:
moss.kenneth@epa.gov.

For general information contact: The
TSCA-Hotline, ABVI-Goodwill, 422
South Clinton Ave., Rochester, NY
14620; telephone number: (202) 554—
1404; email address: TSCA-Hotline@
epa.gov.

SUPPLEMENTARY INFORMATION:

I. Does this action apply to me?

A list of potentially affected entities is
provided in the Federal Register of
August 27, 2018 (83 FR 43538) (FRL—
9982-24). If you have questions
regarding the applicability of this action
to a particular entity, consult the
technical person listed under FOR
FURTHER INFORMATION CONTACT.

IT. What direct final SNURs are being
withdrawn?

In the Federal Register of August 27,
2018 (83 FR 43538) (FRL—9982-24),
EPA issued direct final SNURs for 19
chemical substances that are identified
in that document. Because the Agency
received adverse comments and a
request to extend the comment period
regarding the SNURs identified in the
document, EPA is withdrawing the
direct final SNURS issued for these 19
chemical substances, which were the
subject of PMNSs. In addition to the
Direct Final SNURs, elsewhere in the
same issue of the Federal Register of
August 27, 2018 (83 FR 43538) (FRL—
9982-24), EPA issued proposed SNURs

covering these 19 chemical substances.
EPA will address all adverse public
comments in a subsequent final rule,
based on the proposed rule.

III. Good Cause Finding

EPA determined that this document is
not subject to the 30-day delay of
effective date generally required by the
Administrative Procedure Act (APA) (5
U.S.C. 553(d)) because of the time
limitations for publication in the
Federal Register. This document must
publish on or before the effective date
of the direct final rule containing the
direct final SNURs being withdrawn.

IV. Statutory and Executive Order
Reviews

This action withdraws regulatory
requirements that have not gone into
effect and which contain no new or
amended requirements and reopens a
comment period. As such, the Agency
has determined that this action will not
have any adverse impacts, economic or
otherwise. The statutory and Executive
Order review requirements applicable to
the direct final rules were discussed in
the August 27, 2018 Federal Register
(83 FR 43538). Those review
requirements do not apply to this action
because it is a withdrawal and does not
contain any new or amended
requirements.

V. Congressional Review Act (CRA)

Pursuant to the Congressional Review
Act (5 U.S.C. 801 et seq.), EPA will
submit a report containing this rule and
other required information to the U.S.
Senate, the U.S. House of
Representatives, and the Comptroller
General of the United States prior to
publication of the rule in the Federal
Register. This action is not a “major
rule” as defined by 5 U.S.C. 804(2).
Section 808 of the CRA allows the
issuing agency to make a rule effective
sooner than otherwise provided by CRA
if the agency makes a good cause
finding that notice and public procedure
is impracticable, unnecessary, or
contrary to the public interest. As
required by 5 U.S.C. 808(2), this
determination is supported by a brief
statement in Unit III.

List of Subjects
40 CFR Part 9

Environmental protection, Reporting
and recordkeeping requirements.

40 CFR Part 721

Environmental protection, Chemicals,
Hazardous substances, Reporting and
recordkeeping requirements.
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Dated: October 17, 2018.
Lance Wormell,
Acting Director, Chemical Control Division,
Office of Pollution Prevention and Toxics.
m Accordingly, the amendments to 40
CFR parts 9 and 721 published on
August 27, 2018 (83 FR 43538), are
withdrawn effective October 26, 2018.
[FR Doc. 2018-23574 Filed 10-25-18; 8:45 am]
BILLING CODE 6560-50-P

ENVIRONMENTAL PROTECTION
AGENCY

40 CFR Parts 9 and 721
[EPA-HQ-OPPT-2017-0560; FRL-9985-56]
RIN 2070-AB27

Significant New Use Rules on Certain
Chemical Substances; Withdrawal

AGENCY: Environmental Protection
Agency (EPA).
ACTION: Withdrawal of direct final rule.

SUMMARY: EPA is withdrawing
significant new use rules (SNURs)
promulgated under the Toxic
Substances Control Act (TSCA) for 10
chemical substances, which were the
subject of premanufacture notices
(PMNs). EPA published these SNURs
using direct final rulemaking
procedures, which requires EPA to take
certain actions if an adverse comment is
received. EPA received adverse
comments and a request to extend the
comment period regarding the SNURs
identified in the direct final rule.
Therefore, the Agency is withdrawing
the direct final rule SNURs identified in
this document, as required under the
direct final rulemaking procedures.

DATES: The direct final rule published at
83 FR 43527 on August 27, 2018, is
withdrawn effective October 26, 2018.

ADDRESSES: The docket for this action,
identified by docket identification (ID)
number EPA-HQ-OPPT-2017-0560, is
available at http://www.regulations.gov
or at the Office of Pollution Prevention
and Toxics Docket (OPPT Docket),
Environmental Protection Agency
Docket Center (EPA/DC), West William
Jefferson Clinton Bldg., Rm. 3334, 1301
Constitution Ave. NW, Washington, DC.
The Public Reading Room is open from
8:30 a.m. to 4:30 p.m., Monday through
Friday, excluding legal holidays. The
telephone number for the Public
Reading Room is (202) 566—1744, and
the telephone number for the OPPT
Docket is (202) 566—-0280. Please review
the visitor instructions and additional
information about the docket available
at http://www.epa.gov/dockets.

FOR FURTHER INFORMATION CONTACT: For
technical information contact: Kenneth
Moss, Chemical Control Division
(7405M), Office of Pollution Prevention
and Toxics, Environmental Protection
Agency, 1200 Pennsylvania Ave. NW,
Washington, DC 20460—0001; telephone
number: (202) 564—9232; email address:
moss.kenneth@epa.gov.

For general information contact: The
TSCA-Hotline, ABVI-Goodwill, 422
South Clinton Ave., Rochester, NY
14620; telephone number: (202) 554—
1404; email address: TSCA-Hotline@
epa.gov.

SUPPLEMENTARY INFORMATION:

I. Does this action apply to me?

A list of potentially affected entities is
provided in the Federal Register of
August 27, 2018 (83 FR 43527) (FRL—
9982-77). If you have questions
regarding the applicability of this action
to a particular entity, consult the
technical person listed under FOR
FURTHER INFORMATION CONTACT.

I1. What direct final SNURs are being
withdrawn?

In the Federal Register of August 27,
2018 (83 FR 43527) (FRL-9982-77),
EPA issued direct final SNURs for 10
chemical substances that are identified
in that document. Because the Agency
received adverse comments and a
request to extend the comment period
regarding the SNURs identified in the
document, EPA is withdrawing the
direct final SNURS issued for these 10
chemical substances, which were the
subject of PMNs. In addition to the
Direct Final SNURs, elsewhere in the
same issue of the Federal Register of
August 27, 2018 (83 FR 43527) (FRL-
9982-77), EPA issued proposed SNURs
covering these 10 chemical substances.
EPA will address all adverse public
comments in a subsequent final rule,
based on the proposed rule.

III. Good Cause Finding

EPA determined that this document is
not subject to the 30-day delay of
effective date generally required by the
Administrative Procedure Act (APA) (5
U.S.C. 553(d)) because of the time
limitations for publication in the
Federal Register. This document must
publish on or before the effective date
of the direct final rule containing the
direct final SNURs being withdrawn.

IV. Statutory and Executive Order
Reviews

This action withdraws regulatory
requirements that have not gone into
effect and which contain no new or
amended requirements and reopens a
comment period. As such, the Agency

has determined that this action will not
have any adverse impacts, economic or
otherwise. The statutory and Executive
Order review requirements applicable to
the direct final rules were discussed in
the August 27, 2018 Federal Register
(83 FR 43527). Those review
requirements do not apply to this action
because it is a withdrawal and does not
contain any new or amended
requirements.

V. Congressional Review Act (CRA)

Pursuant to the Congressional Review
Act (5 U.S.C. 801 et seq.), EPA will
submit a report containing this rule and
other required information to the U.S.
Senate, the U.S. House of
Representatives, and the Comptroller
General of the United States prior to
publication of the rule in the Federal
Register. This action is not a “‘major
rule” as defined by 5 U.S.C. 804(2).
Section 808 of the CRA allows the
issuing agency to make a rule effective
sooner than otherwise provided by CRA
if the agency makes a good cause
finding that notice and public procedure
is impracticable, unnecessary, or
contrary to the public interest. As
required by 5 U.S.C. 808(2), this
determination is supported by a brief
statement in Unit III.

List of Subjects
40 CFR Part 9

Environmental protection, Reporting
and recordkeeping requirements.

40 CFR Part 721

Environmental protection, Chemicals,
Hazardous substances, Reporting and
recordkeeping requirements.

Dated: October 17, 2018.

Lance Wormell,

Acting Director, Chemical Control Division,
Office of Pollution Prevention and Toxics.
m Accordingly, the amendments to 40
CFR parts 9 and 721 published on
August 27, 2018 (83 FR 43527), are
withdrawn effective October 26, 2018.
[FR Doc. 2018-23582 Filed 10-25-18; 8:45 am]
BILLING CODE 6560-50-P

ENVIRONMENTAL PROTECTION
AGENCY

40 CFR Part 52
[NC-2018; FRL-9974-83—-Region 4]

Air Plan Approval; North Carolina;
Update to Materials Incorporated by
Reference

AGENCY: Environmental Protection
Agency (EPA).
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ACTION: Final rule; notification of
administrative change.

SUMMARY: The Environmental Protection
Agency (EPA) is updating the materials
that are incorporated by reference (IBR)
into the North Carolina state
implementation plan (SIP). EPA is also
revising the format for materials
submitted by the local agency ‘“Western
North Carolina” that have been
incorporated by reference into the SIP.
The regulations affected by this update
have been previously submitted by
North Carolina and the local agencies,
and have been previously approved by
EPA. This update affects the materials
that are available for public inspection
at the National Archives and Records
Administration (NARA) and the EPA
Regional Office.

DATES: This action is effective October
26, 2018.

ADDRESSES: SIP materials which are
incorporated by reference into 40 CFR
part 52 are available for inspection at
the following locations: Environmental
Protection Agency, Region 4, 61 Forsyth
Street SW, Atlanta, GA 30303; and the
National Archives and Records
Administration. For information on the
availability of this material at NARA,
call 202-741-6030, or go to: http://
www.archives.gov/federal-register/cfr/
ibr-locations.html. To view the
materials at the Region 4 Office, EPA
requests that you email the contact
listed in the FOR FURTHER INFORMATION
CONTACT section.

FOR FURTHER INFORMATION CONTACT:
Sean Lakeman, Air Regulatory
Management Section, Air Planning and
Implementation Branch, Air, Pesticides
and Toxics Management Division, U.S.
Environmental Protection Agency,
Region 4, 61 Forsyth Street SW, Atlanta,
Georgia 30303—-8960. Mr. Lakeman can
be reached via telephone at (404) 562—
9043 or via electronic mail at
lakeman.sean@epa.gov.

SUPPLEMENTARY INFORMATION:

I. Background

Each state has a SIP containing the
control measures and strategies used to
attain and maintain the national
ambient air quality standards (NAAQS).
The SIP is extensive, containing such
elements as air pollution control
regulations, emission inventories,
monitoring networks, attainment
demonstrations, and enforcement
mechanisms.

Each state must formally adopt the
control measures and strategies in the
SIP after the public has had an
opportunity to comment on them and
then submit the proposed SIP revisions

to EPA. Once these control measures
and strategies are approved by EPA, and
after notice and comment, they are
incorporated into the federally-
approved SIP and are identified in part
52 “Approval and Promulgation of
Implementation Plans,” Title 40 of the
Code of Federal Regulations (40 CFR
part 52). The full text of the state
regulation approved by EPA is not
reproduced in its entirety in 40 CFR part
52, but is “incorporated by reference.”
This means that EPA has approved a
given state regulation or specified
changes to the given regulation with a
specific effective date. The public is
referred to the location of the full text
version should they want to know
which measures are contained in a
given SIP. The information provided
allows EPA and the public to monitor
the extent to which a state implements
a SIP to attain and maintain the NAAQS
and to take enforcement action if
necessary.

The SIP is a living document which
the state can revise as necessary to
address the unique air pollution
problems in the state. Therefore, EPA
from time to time must take action on
proposed revisions containing new and/
or revised state regulations. A
submission from a state can revise one
or more rules in their entirety or
portions of rules, even change a single
word. The state indicates the changes in
the submission (such as, by using
redline/strikethrough) and EPA then
takes action on the requested changes.
EPA establishes a docket for its actions
using a unique Docket Identification
Number which is listed in each action.
These dockets and the complete
submission are available for viewing on
www.regulations.gov.

On May 22, 1997 (62 FR 27968), EPA
revised the procedures for incorporating
by reference, into the Code of Federal
Regulations, materials approved by EPA
into each state SIP. These changes
revised the format for the identification
of the SIP in 40 CFR part 52,
streamlined the mechanisms for
announcing EPA approval of revisions
to a SIP, and streamlined the
mechanisms for EPA’s updating of the
IBR information contained for each SIP
in 40 CFR part 52. The revised
procedures also called for EPA to
maintain “SIP Compilations” that
contain the federally-approved
regulations and source specific permits
submitted by each state agency. These
SIP Compilations are updated primarily
on an annual basis. Under the revised
procedures, EPA must periodically
publish an informational document in
the rules section of the Federal Register
notifying the public that updates have

been made to a SIP Compilation for a
particular state. EPA applied the 1997
revised procedures to: North Carolina
on May 20, 1999 (64 FR 27465); Forsyth
County on August 9, 2002 (67 FR
51763); and Mecklenburg County on
October 22, 2002 (67 FR 64999).

II. EPA Action

This action represents EPA’s
publication of the North Carolina,
Forsyth County, Mecklenburg County
and Western North Carolina SIP
Compilation update, appearing in 40
CFR part 52: specifically, the materials
in paragraph (c) at 40 CFR 52.1770. This
notice changes the format of paragraph
(c) by: (1) Converting Tables 1, 2 and 3
to Volumes (1), (2) and (3); (2) adding
Volume 4 “Western North Carolina’’; (3)
correcting typographical errors and; (4)
provides notice of the following
corrections to Volumes (1), (2) and (3)
(previously Tables 1, 2 and 3) of
paragraph (c) in section 52.1770, as
described below:

Changes Applicable to Volume (1), (2)
and (3) (Previously Tables 1, 2 and 3)

A. Under the “State Citation” column,
“Sect” is changed to “Section” before
all rules in table.

B. Under the “State effective date”
and “EPA approval date’” columns: The
2-digit year is changed to reflect a 4-
digit year (for consistency), any leading
zeroes have been removed for the
month, and numerous Federal Register
citations are corrected to reflect the first
page of the preamble as opposed to the
regulatory text page.

C. The last column is changed to read
“Explanation” in all Volumes for
consistency.

Changes Applicable to Volume 1—EPA
Approved North Carolina Regulations
(Previously Table 1)

Subchapter 2D—Air Pollution Control
Requirements

A. Section .0101 and Section .0103:
The State effective date was revised to
read “12/1/2005”.

B. Section .0520 and Section .0929:
The entries were removed from the table
because EPA previously approved
removal of these provisions from the
SIP. See 62 FR 41277 (August 1, 1997).

C. Section .0530: The EPA approval
date was added to read “9/14/2016, 81
FR 63107.”

D. Section .0903: The Title/subject
was revised to read ‘“Recordkeeping:
Reporting: Monitoring”.

E. Section .0907, Section .0910, and
Section .0911: These entries were
removed from the table because EPA
previously approved removal of these
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provisions from the SIP. 64 FR 55831
(October 15, 1999).

F. Section .0909: The Title/subject
was revised to read “Compliance
Schedules for Sources in Ozone
Nonattainment and Maintenance
Areas.”

G. Section .0913, Section .0914,
Section .0915, Section .0916, Section
.0917, Section .0920, Section .0921,
Section .0934, Section .0936, Section
.0939, Section .0940, Section .0941,
Section .0942, Section .1416, Section
.1417, Section .1419, Section .1420,
Section .1421, and Section .1422: These
entries were removed from the table
because EPA previously approved
removal of these provisions from the
SIP. 78 FR 27065 (May 9, 2013).

H. Section .0938: The entry was
removed from the table because EPA
previously approved removal of this
provision from the SIP. 64 FR 61213
(November 10, 1999).

I. Section .0953 and Section .0954:
The entries were removed from the table
because EPA previously approved
removal of these provisions from the
SIP. 78 FR 58184 (September 23, 2013).

J. Section .0959: The entry was
removed because this provision was not
incorporated into the SIP. See 68 FR
66350 (November 26, 2003).

K. Section .0963: The Title/subject
was revised to read “‘Fiberglass Boat
Manufacturing Materials”.

L. Section .0966: The Title/subject
was revised to read ‘“Paper, Film and
Foil Coatings.”

M. Section .1004: The entry was
removed from the table because EPA
previously approved removal of this
provision from the SIP. See 80 FR 6455
(February 5, 2015).

N. Section .1409: The Title/subject
was revised to read ‘““Stationary Internal
Combustion Engines.”

O. Section .1418: The Title/subject
was revised to read ‘“New Electric
Generating Units, Large Boilers, and
Large I/C Engines.”

P. Section .1903: The Title/subject
was revised to read “Open Burning
Without An Air Quality Permit.”

Q. Section .1901, Section .1902, and
Section .1903: The State effective date
was revised to read ““7/1/2007.”

R. Section .2001: The State effective
date was revised to read “12/1/2005”.

S. Section .2602: The Title/subject
was revised to read “General Provisions
on Test Methods and Procedures.”

T. Section .2614: The Title/subject
was revised to read ‘“Determination of
VOC Emission Control System
Efficiency.”

Subchapter 2Q—Air Quality Permits

A. Section .0103, Section .0105,
Section .0304, and Section .0305: The

State effective date was revised to read
“12/1/2005.”

B. Section .0806: The State effective
date was revised to read ‘“6/1/2004.”

Changes Applicable to Volume 2—EPA
Approved Forsyth County Regulations
(Previously Table 2)

Subchapter 3D—Air Pollution Control
Requirements

A. Section .0103: The Title/subject
was revised to read ‘“‘Copies of
Referenced Federal Regulations”.

B. Section .0504: The word
“Repealed” was removed from the
Explanation column (previously
Comment column) because the section
was approved into the SIP on September
16, 2003 (68 FR 54163).

C. Section .0507: The FR citation was
corrected to read “2/17/2000, 65 FR
8053.”

D. Section .0512: The State effective
date was revised to read “7/28/1997”
and the EPA approval date was revised
toread “12/31/1998, 63 FR 72190”.

E. Section .0516: The State effective
date was revised to read “11/29/1995”
and the EPA approval date was revised
to read “5/23/1996, 61 FR 25789,

F. Section .0517: The State effective
date was revised to read “6/14/1990”
and the EPA approval date was revised
to read ““5/2/1991, 56 FR 20140”.

G. Section .0542: A duplicate entry in
Section .0500 Emission Control
Standards for Section .0542 was
removed, and the word ‘Repealed” was
removed from the Explanation column
(previously Comment column) because
EPA previously approved the section
into the SIP.

H. Section .0914: The Title/subject
was revised to read “Determination of
VOC Emission Control System
Efficiency”.

1. Section .0944: The Title/subject was
revised to read ‘“Manufacture of
Polyethylene, Polypropylene and
Polystyrene”.

J. Section .0947: The Title/subject was
revised to read ‘““Manufacture of
Synthesized Pharmaceutical Products”.

K. Section .0957: The State effective
date was revised to read “11/29/1995”
and the EPA approval date was revised
to read “5/23/1996, 61 FR 25789,

Subchapter 3Q—Air Quality Permits

A. Section .0311: The Title/subject
was revised to read ‘‘Permitting of
Facilities at Multiple Temporary Sites”.

B. Section .0803: The State effective
date was revised to read “7/30/1999”
and the EPA approval date was revised
to read “10/22/2002, 75 FR 64994,

Changes Applicable to Volume 3—EPA
Approved Mecklenburg County
Regulations (Previously Table 3)

Article 1.000 Permitting Provisions for
Air Pollution Sources, Rules and
Operating Regulations for Acid Rain
Sources, Title V and Toxic Air
Pollutants

A. Section 1.5231: The Title/subject
was revised to read “Air Quality Fees”.

Article 2.0000 Air Pollution Control
Regulations and Procedures

A. Section 2.0610: The Title/subject
was revised to read ‘“Federal Monitoring
Requirements”.

B. Section 2.0925: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read ‘6/23/1994, 59 FR 32362"".

C. Section 2.0926: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read “6/23/1994, 59 FR 32362”.

D. Section 2.0928: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read “6/23/1994, 59 FR 32362,

E. Section 2.0929: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read “6/23/1994, 59 FR 32362"".

F. Section 2.0930: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read “6/23/1994, 59 FR 32362,

G. Section 2.0934: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read ‘6/23/1994, 59 FR 32362"".

H. Section 2.0943: The State effective
date was revised to read ‘“3/1/1991” and
the EPA approval date was revised to
read “6/23/1994, 59 FR 32362”".

I. Section 2.0944: The State effective
date was revised to read “3/1/1991” and
the EPA approval date was revised to
read ‘6/23/1994, 59 FR 32362"".

J. Section 2.0951: An entry was added
for Section 2.0951 ‘“Miscellaneous
Volatile Organic Compound Emissions”,
which was approved on 10/22/2002 (67
FR 64999).

K. Section 2.0958: An entry was
added for Section 2.0958 “Work
Practices for Sources of Volatile Organic
Compounds”, which was approved on
10/22/2002 (67 FR 64999).

III. Good Cause Exemption

EPA has determined that this action
falls under the “good cause’”” exemption
in section 553(b)(3)(B) of the
Administrative Procedure Act (APA)
which, upon finding “good cause,”
authorizes agencies to dispense with
public participation and section
553(d)(3) which allows an agency to
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make an action effective immediately
(thereby avoiding the 30-day delayed
effective date otherwise provided for in
the APA). This administrative action
simply codifies provisions which are
already in effect as a matter of law in
Federal and approved state programs
and corrects typographical errors
appearing in the CFR. Under section
553(b)(3)(B) of the APA, an agency may
find good cause where procedures are
“impracticable, unnecessary, or contrary
to the public interest.” Public comment
for this administrative action is
“unnecessary’’ and “contrary to the
public interest” since the codification
(and typographical corrections) only
reflect existing law. Immediate notice of
this action in the Federal Register
benefits the public by providing the
public notice of the updated North
Carolina SIP Compilation and notice of
typographical corrections to the North
Carolina “Identification of Plan” portion
of the Federal Register. Further,
pursuant to section 553(d)(3), making
this action immediately effective
benefits the public by immediately
updating both the SIP compilation and
the CFR “Identification of plan” section
(which includes table entry corrections).

IV. Incorporation by Reference

In this rule, EPA is finalizing
regulatory text that includes
incorporation by reference. In
accordance with requirements of 1 CFR
51.5, EPA is finalizing the incorporation
by reference of previously EPA-
approved regulations promulgated by
North Carolina, Forsyth County,
Mecklenburg County, and Western
North Carolina, and federally effective
prior to October 1, 2017. EPA has made,
and will continue to make, these
materials generally available through
www.regulations.gov and at the EPA
Region 4 Office (please contact the
person identified in the FOR FURTHER
INFORMATION CONTACT section of this
preamble for more information).

V. Statutory and Executive Order
Reviews

Under the CAA, the Administrator is
required to approve a SIP submission
that complies with the provisions of the
Act and applicable federal regulations.
See 42 U.S.C. 7410(k); 40 CFR 52.02(a).
Thus, in reviewing SIP submissions,
EPA’s role is to approve state choices,
provided that they meet the criteria of
the CAA. Accordingly, this notification
of administrative change does not
impose additional requirements beyond
those imposed by state law. For that
reason, this action:

e Is not a “significant regulatory
action” subject to review by the Office

of Management and Budget under
Executive Orders 12866 (58 FR 51735,
October 4, 1993) and 13563 (76 FR 3821,
January 21, 2011);

e Does not impose an information
collection burden under the provisions
of the Paperwork Reduction Act (44
U.S.C. 3501 et seq.);

o Is certified as not having a
significant economic impact on a
substantial number of small entities
under the Regulatory Flexibility Act (5
U.S.C. 601 et seq.);

¢ Does not contain any unfunded
mandate or significantly or uniquely
affect small governments, as described
in the Unfunded Mandates Reform Act
of 1995 (Pub. L. 104—-4);

¢ Does not have Federalism
implications as specified in Executive
Order 13132 (64 FR 43255, August 10,
1999);

¢ Is not an economically significant
regulatory action based on health or
safety risks subject to Executive Order
13045 (62 FR 19885, April 23, 1997);

e Is not a significant regulatory action
subject to Executive Order 13211 (66 FR
28355, May 22, 2001);

¢ Is not subject to requirements of
Section 12(d) of the National
Technology Transfer and Advancement
Act of 1995 (15 U.S.C. 272 note) because
application of those requirements would
be inconsistent with the CAA; and

e Does not provide EPA with the
discretionary authority to address, as
appropriate, disproportionate human
health or environmental effects, using
practicable and legally permissible
methods, under Executive Order 12898
(59 FR 7629, February 16, 1994).

The SIP is not approved to apply on
any Indian reservation land or in any
other area where EPA or an Indian tribe
has demonstrated that a tribe has
jurisdiction. In those areas of Indian
country, the rule does not have tribal
implications as specified by Executive
Order 13175 (65 FR 67249, November 9,
2000), nor will it impose substantial
direct costs on tribal governments or
preempt tribal law.

The Congressional Review Act, 5
U.S.C. 801 et seq., as added by the Small
Business Regulatory Enforcement
Fairness Act of 1996, generally provides
that before a rule may take effect, the
agency promulgating the rule must
submit a rule report, which includes a
copy of the rule, to each House of the
Congress and to the Comptroller General
of the United States. EPA will submit a
report containing this action and other
required information to the U.S. Senate,
the U.S. House of Representatives, and
the Comptroller General of the United
States prior to publication of the rule in
the Federal Register. A major rule

cannot take effect until 60 days after it
is published in the Federal Register.
This action is not a ““major rule” as
defined by 5 U.S.C. 804(2).

EPA also believes that the provisions
of section 307(b)(1) of the CAA
pertaining to petitions for judicial
review are not applicable to this action.
This is because prior EPA rulemaking
actions for each individual component
of the North Carolina SIP compilations
previously afforded interested parties
the opportunity to file a petition for
judicial review in the United States
Court of Appeals for the appropriate
circuit within 60 days of such
rulemaking action. Thus, EPA believes
judicial review of this action under
section 307(b)(1) is not available.

List of Subjects in 40 CFR Part 52

Environmental protection, Air
pollution control, Carbon monoxide,
Incorporation by reference,
Intergovernmental relations, Lead,
Nitrogen dioxide, Ozone, Particulate
matter, Reporting and recordkeeping
requirements, Sulfur oxides, Volatile
organic compounds.

Dated: August 28, 2018.
Onis “Trey”’ Glenn, III,
Regional Administrator, Region 4.

40 CFR part 52 is amended as follows:

PART 52—APPROVAL AND
PROMULGATION OF
IMPLEMENTATION PLANS

m 1. The authority citation for part 52
continues to read as follows:

Authority: 42 U.S.C. 7401 et seq.
Subpart ll—North Carolina

m 2.In §52.1770 paragraphs (b) and (c)
are revised to read as follows:

§52.1770 Identification of plan.
* * * * *

(b) Incorporation by reference. (1)
Material listed in paragraph (c) of this
section with an EPA approval date prior
to October 1, 2017, for North Carolina
(Volume 1), Forsyth County (Volume 2),
Mecklenburg County (Volume 3) and
Western North Carolina (Volume 4) was
approved for incorporation by reference
by the Director of the Federal Register
in accordance with 5 U.S.C. 552(a) and
1 CFR part 51. Material is incorporated
as it exists on the date of the approval,
and notice of any change in the material
will be published in the Federal
Register. Entries in paragraph (c)(1), (2),
(3) and (4) of this section with EPA
approval dates after October 1, 2017, for
North Carolina (Volume 1), Forsyth
County (Volume 2), Mecklenburg
County (Volume 3) and Western North
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Carolina (Volume 4), will be
incorporated by reference in the next
update to the SIP compilation.

(2) EPA Region 4 certifies that the
rules/regulations provided by EPA in
the SIP compilation at the addresses in
paragraph (b)(3) of this section are an

which have been approved as part of the
State Implementation Plan as of the
dates referenced in paragraph (b)(1).

(3) Copies of the materials
incorporated by reference may be

inspected at the Region 4 EPA Office at

61 Forsyth Street SW, Atlanta, GA

the material with an EPA approval date
prior to October 1, 2017, for North
Carolina at the National Archives and
Records Administration. For
information on the availability of this
material at NARA go to: http://
www.archives.gov/federal-register/cfr/
ibr-locations.html.

exact duplicate of the officially
promulgated State rules/regulations

30303. To obtain the material, please
call (404) 562-9022. You may inspect

(1) EPA APPROVED NORTH CAROLINA REGULATIONS

(c) EPA approved regulations.

State citation

Title/subject

State
effective date

EPA approval date

Explanation

Subchapter 2D Air Pollution Control Requirements

Section .0100 Definitions and References

Section .0101 .............
Section .0103 .............

Section .
Section .

Definitions .......cccovvvveneiiiiiieeee

Copies of Referenced Federal Reg-
ulations.

Incorporation by Reference

Mailing List ......cccoovviiene

12/1/2005
12/1/2005

1/15/1998
7/1/2002

7/18/2017, 82 FR 32767
7/18/2017, 82 FR 32767

11/10/1999, 64 FR 61213
9/17/2003, 68 FR 54362

Section .0200 Air Pollution Sources

Section .0201 ............. Classification of Air  Pollution 4/12/1984 | 10/11/1985, 50 FR 41501
Sources.
Section .0202 ............. Registration  of  Air  Pollution 1/15/1998 | 11/10/1999, 64 FR 61213
Sources.
Section .0300 Air Pollution Emergencies
Section . PUIrPOSE ....oeveeiieeeiee e 2/1/1976 | 6/3/1986, 51 FR 19834
Section . Episode Criteria ......cccocceveviieeennnnn. 1/15/1998 | 11/10/1999, 64 FR 61213
Section . Emission Reduction Plans .............. 4/12/1984 | 10/11/1985, 50 FR 41501
Section . Preplanned Abatement Program ... 4/14/1988 | 12/12/1988, 53 FR 49881
Section . Emission Reduction Plan—Alert 4/12/1984 | 10/11/1985, 50 FR 41501
Level.
Section .0306 ............. Emission Reduction Plan—Warning 4/12/1984 | 10/11/1985, 50 FR 41501
Level.
Section .0307 ............. Emission Reduction Plan—Emer- 4/12/1984 | 10/11/1985, 50 FR 41501

gency Level.

Section .0400

Ambient Air Quality Standards

Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .

PUrpose .......oocoeeiiiieeieeeee
Sulfur Dioxide ........ccceeevveeennnes
Total Suspended Particulates .
Carbon Monoxide
Ozone .....ccoceeeueee.
Nitrogen Dioxide ....
Lead ....cccoviiiienene
Particulate Matter
PM, s Particulate Matter .................

12/1/1992
9/1/2011
7/1/1988

10/1/1989
1/1/2010
9/1/2011
1/1/2010
1/1/2010
9/1/2015

8/15/1994, 59 FR 41708
7/20/2015, 80 FR 42733
1/16/1990, 55 FR 1419

3/12/1990, 55 FR 9125

5/16/2013, 78 FR 28747
7/20/2015, 80 FR 42733
5/16/2013, 78 FR 28747
6/30/2014, 79 FR 36655
7/14/2016, 81 FR 45421

Section .0500 Emission Control Standards

Section .0501 .............

Section .
Section .

Section .0504 .............
Section .0505 .............
Section .0506 .............
Section .0507 .............
Section .0508 .............

Section .0509 .............

Compliance with Emission Control
Standards.

PUrpose .....cccoooiiiiiiieeee

Particulates from Fuel Burning Indi-
rect Heat Exchangers.

Particulates from Wood Burning In-
direct Heat Exchangers.

Control of Particulates from Inciner-
ators.

Particulates from Hot Mix Asphalt
Plants.

Particulates from Chemical Fer-
tilizer Manufacturing Plants.

Particulates from Pulp and Paper
Mills.

Particulates from Mica or Feldspar
Processing Plants.

4/1/2001

3/1/1981
5/1/1999

7/1/2002
7/1/1987
3/20/1998
4/1/2003
3/20/1998

4/1/2003

8/8/2002, 67 FR 51461

7/26/1982, 47 FR 32118
10/22/2002, 67 FR 64989

12/27/2002, 67 FR 78980
2/29/1988, 53 FR 5974
11/10/1999, 64 FR 61213
9/17/2003, 68 FR 54362
11/10/1999, 64 FR 61213

9/17/2003, 68 FR 54362
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(1) EPA APPROVED NORTH CAROLINA REGULATIONS—Continued

State citation

Title/subject

State
effective date

EPA approval date

Explanation

Section .0510 ............. Particulates from Sand, Gravel, or 3/20/1998 | 11/10/1999, 64 FR 61213
Crushed Stone Operations.
Section .0511 ............. Particulates from Lightweight Ag- 3/20/1998 | 11/10/1999, 64 FR 61213
gregate.
Section .0512 ............. Particulates from Wood Products 11/1/1984 | 12/19/1986, 51 FR 45468
Finishing Plants.
Section .0513 ............. Particulates from Portland Cement 3/20/1998 | 11/10/1999, 64 FR 61213
Plants.
Section .0514 ............. Particulates from Ferrous Jobbing 3/20/1998 | 11/10/1999, 64 FR 61213
Foundries.
Section .0515 ............. Particulates from Miscellaneous In- 4/1/2003 | 9/17/2003, 68 FR 54362
dustrial Processes.
Section .0516 ............. Sulfur Dioxide Emissions from 4/1/2003 | 9/17/2003, 68 FR 54362
Combustion Sources.
Section .0517 ............. SO, Emissions from Plants Pro- 11/1/1984 | 12/19/1986, 51 FR 45468
ducing Sulfuric Acid.
Section .0519 ............. Control of Nitrogen Dioxide and Ni- 1/1/2005 | 8/22/2008, 73 FR 49613
trogen Oxides.
Section .0521 ............. Control of Visible Emissions ........... 1/1/2005 | 10/25/2005, 70 FR 61556 | Approving changes to Paragraphs
(c) and (d) that reference new
Paragraph (g). Also, approving
Paragraph (g) excluding the fol-
lowing language: “excluding
startups, shutdowns, mainte-
nance periods when fuel is not
being combusted, and malfunc-
tions approved as such accord-
ing to procedures approved
under Rule .0535 of this Sec-
tion.”
Section .0522 ............. Control and Prohibition of Odorous 2/1/1976 | 6/3/1986, 51 FR 19834
Emissions.
Section .0523 ............. Control of Conical Incinerators ....... 1/1/1985 | 9/9/1987, 52 FR 33933
Section .0527 ............. Emissions from Spodumene Ore 11/1/1984 | 12/19/1986, 51 FR 45468
Roasting.
Section .0530 ............. Prevention of Significant Deteriora- 9/1/2017 | [Use current CFR date
tion. and citation]
Section .0531 ............. Sources in Nonattainment Areas .... 9/1/2013 | 9/14/2016, 81 FR 63107
Section .0532 ............. Sources Contributing to an Ambient 7/1/1994 | 2/1/1996, 61 FR 3584
Violation.
Section .0533 ............. Stack Height ..o 7/1/1994 | 2/1/1996, 61 FR 3584
Section .0535 ............. Excess Emissions Reporting and 7/1/1996 | 8/1/1997, 62 FR 41277
Malfunctions.
Section .0536 ............. Particulate Emissions from Electric 8/1/1991 | 2/14/1996, 61 FR 5689
Utility Boilers.
Section .0540 ............. Particulates from Fugitive Non- 3/20/1998 | 11/10/1999, 64 FR 61213
process Dust Emission Sources.
Section .0542 ............. Control of Particulate Emissions 7/1/2002 | 12/27/2002, 67 FR 78980
from Cotton Ginning Operations.
Section .0543 ............. Best Available Retrofit Technology 9/6/2006 | 6/27/2012, 77 FR 38185
Section .0544 ............. Prevention of Significant Deteriora- 12/16/2010 | 10/18/2011, 76 FR 64240
tion Requirements for Green-
house Gases.
Section .0600 Air Contaminants; Monitoring, Reporting
Section .0601 ............. Monitoring: Recordkeeping: Report- 4/1/1999 | 8/8/2002, 67 FR 51461
ing.
Section .0602 ............. Definitions .....cccoeeeiieiiiiiieiieeee, 4/1/1999 | 8/8/2002, 67 FR 51461
Section .0604 ............. Exceptions to Monitoring and Re- 4/1/1999 | 8/8/2002, 67 FR 51461
porting Requirements.
Section .0605 ............. General Recordkeeping and Re- 11/1/2006 | 10/31/2007, 72 FR 61531
porting Requirements.
Section .0606 ............. Sources Covered by Appendix P of 1/1/2005 | 8/22/2008, 73 FR 49613
40 CFR part 51.
Section .0607 ............. Large Wood and Wood-Fossil Fuel 4/1/1999 | 8/8/2002, 67 FR 51461
Combination Units.
Section .0608 ............. Other Large Coal or Residual Oil 1/1/2005 | 8/22/2008, 73 FR 49613
Burners.
Section .0609 ............. Monitoring Condition in Permit ....... 4/12/1984 | 10/4/1985, 50 FR 41501
Section .0610 ............. Federal Monitoring Requirements .. 4/1/1999 | 8/8/2002, 67 FR 51461
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effective date
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Explanation

Section .
Section .
Section .

Section .
Section .

Monitoring Emissions from Other
Sources.

Alternative Monitoring and Report-
ing Procedures.

Quality Assurance Program ............

Compliance Assurance Monitoring

Delegation

4/1/1999
4/1/1999
4/1/1999

4/1/1999
4/1/1999

8/8/2002, 67 FR 51461
8/8/2002, 67 FR 51461
8/8/2002, 67 FR 51461

8/8/2002, 67 FR 51461
8/8/2002, 67 FR 51461

Section .0900 Volatile Organic Compounds

Section .
Section .

Section .
Section .
Section .
Section .

Section .

Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .

Section .
Section .

Section .
Section .
Section .
Section .

Section .
Section .

Section .
Section .

Section .

Section .

Definitions
Applicability

Recordkeeping: Reporting: Moni-
toring.

Petition for Alternative Controls

Circumvention

Equipment Modification Compliance
Schedules.

Compliance Schedules for Sources
in Ozone Nonattainment and
Maintenance Areas.

General Provisions on Test Meth-
ods and Procedures.

Can Coating

Coil Coating

Metal Furniture Coating

Surface Coating of Large Appliance

Magnet Wire Coating

Petroleum Liquid Storage ...

Bulk Gasoline Plants

Bulk Gasoline Terminals

Gasoline Service Stations Stage | ..

Solvent Metal Cleaning ....

Cutback Asphalt .........ccccoeerivrieennn.

Gasoline Truck Tanks and Vapor
Collection Systems.

Petroleum Liquid Storage in Exter-
nal Floating Roof Tanks.

Factory Surface Coating of Flat
Wood Paneling.

Manufacture of Pneumatic Rubber
Tires.

Synthetic Organic Chemical and
Polymer Manufacturing.

Manufacture of Polyethylene, Poly-
propylene, and Polystyrene.

Petroleum Dry Cleaning

Manufacture of Synthesized Phar-
maceutical Products.

VOC Emissions from Transfer Op-
erations.

Storage of Miscellaneous Volatile
Organic Compounds.

RACT for Sources of Volatile Or-
ganic Compounds.

Petitions for Alternative Controls for
RACT.

Thread Bonding Manufacturing

Glass Christmas Ornament Manu-
facturing.

Commercial Bakeries ..........c.cc......

Work Practices for Sources of
Volatile Organic Compounds.

Offset Lithographic Printing and
Letterpress Printing.

Industrial Cleaning Solvents

1/1/2009
5/1/2013

5/1/2013
11/8/1984
11/8/1984
11/8/1984

5/1/2013

3/13/2008
7/1/1996
7/1/1996
9/1/2010
9/1/2010
7/1/1996

12/1/1989
7/1/1996
6/1/2008
7/1/1996
6/1/2008

12/1/1989

11/7/2007
8/1/2004
9/1/2010
7/1/1996

11/7/2007

3/14/1985

11/7/2007
7/1/1994

7/1/2000
7/1/2000
5/1/2013
9/18/2009

4/1/1995
4/1/1995

4/1/1995
7/1/2000

5/1/2013

5/1/2013

5/9/2013, 78 FR 27065
9/23/2013, 78 FR 58184

7/25/2013, 78 FR 44892

12/19/1986, 51 FR 45468
12/19/1986, 51 FR 45468
12/19/1986, 51 FR 45468

9/23/2013, 78 FR 58186

5/9/2013, 78 FR 27065
8/1/1997, 62 FR 41277
8/1/1997, 62 FR 41277
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
8/1/1997, 62 FR 41277
6/23/1994, 59 FR 32362
8/1/1997, 62 FR 41277
5/9/2013, 78 FR 27065
8/1/1997, 62 FR 41277
5/9/2013, 78 FR 27065
6/23/1994, 59 FR 32362
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
8/1/1997, 62 FR 41277
5/9/2013, 78 FR 27065
11/19/1986, 51 FR 41786

5/9/2013, 78 FR 27065
5/5/1995, 60 FR 22284

8/27/2001, 66 FR 34117
8/27/2001, 66 FR 34117
7/25/2013, 78 FR 44890
9/23/2013, 78 FR 58184

2/1/1996, 61 FR 3588
2/1/1996, 61 FR 3588

2/1/1996, 62 FR 3588
8/27/2001, 66 FR 34117

7/25/2013, 78 FR 44890

7/25/2013, 78 FR 44890

This approval does not include the
start-up shutdown language as
described in Section Il.A.a. of
EPA’s 3/13/2013 proposed rule
(78 FR 15895).
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State citation Title/subject effegi\?eedate EPA approval date Explanation
Section .0963 ............. Fiberglass Boat Manufacturing Ma- 9/1/2010 | 5/9/2013, 78 FR 27065
terials.
Section . Miscellaneous Industrial Adhesives 9/1/2010 | 5/9/2013, 78 FR 27065
Section . Flexible Package Printing ............... 9/1/2010 | 5/9/2013, 78 FR 27065
Section . Paper, Film and Foil Coatings ........ 9/1/2010 | 5/9/2013, 78 FR 27065
Section . Miscellaneous Metal and Plastic 9/1/2010 | 5/9/2013, 78 FR 27065
Parts Coatings.
Section .0968 ............. Automobile and Light Duty Truck 9/1/2010 | 5/9/2013, 78 FR 27065
Assembly Coatings.
Section .1000 Motor Vehicle Emissions Control Standards
Section .1001 ............. PUrpoSe .....oovviiiiieieeeiee e 7/1/2002 | 10/30/2002, 67 FR 66056
Section .1002 ............. Applicability .......cccoovviiiiniiiie 1/1/2014 | 4/10/2017, 82 FR 17145 Paragraph (a)(3) of Section .1002
is hereby rescinded as this para-
graph is inconsistent with the lim-
its on the waiver of sovereign im-
munity established in section
118(a) of the CAA.
Section .1003 ............. Definitions .......ccoovieiiieieeee 2/1/2014 | 2/5/2015, 80 FR 6455
Section .1005 ............. On-Board Diagnostic Standards ..... 1/1/2014 | 2/5/2015, 80 FR 6455
Section .1300 Oxygenated Gasoline Standard
Section . PUMPOSE ...ovvveeeee e 9/1/1996 | 6/19/2007, 72 FR 33692
Section . Applicability ... 9/1/1996 | 6/19/2007, 72 FR 33692
Section . Definitions ......cccovvvvereieeeiceee 9/1/1992 | 6/30/1994, 59 FR 33683
Section . Oxygen Content Standard .............. 9/1/1996 | 06/19/2007, 72 FR 33692
Section . Measurement and Enforcement ..... 9/1/1992 | 6/30/1994, 59 FR 33683

Section .1400 Nitrogen Oxides

Section . Definitions ......cceeeeeiveiiiieeeeeeees 7/15/2002 | 12/27/2002, 67 FR 78987
Section . Applicability 1/1/2010 | 5/9/2013, 78 FR 27065
Section . Compliance Schedules ................... 7/1/2007 | 5/9/2013, 78 FR 27065
Section . Recordkeeping: Reporting: Moni- 5/1/2004 | 5/9/2013, 78 FR 27065
toring.
Section .1407 ............. Boilers and Indirect Process Heat- 7/15/2002 | 5/9/2013, 78 FR 27065
ers.
Section .1408 ............. Stationary Combustion Turbines .... 7/15/2002 | 5/9/2013, 78 FR 27065
Section .1409 ............. Stationary Internal Combustion En- 3/13/2008 | 5/9/2013, 78 FR 27065
gines.
Section . Emissions Averaging .........ccccceeuen. 3/13/2008 | 5/9/2013, 78 FR 27065
Section . Seasonal Fuel Switching ................ 3/13/2008 | 5/9/2013, 78 FR 27065
Section . Petition for Alternative Limitations .. 3/13/2008 | 5/9/2013, 78 FR 27065
Section . Test Methods and Procedures ....... 3/13/2008 | 5/9/2013, 78 FR 27065
Section . New Electric Generating Units, 3/13/2008 | 5/9/2013, 78 FR 27065
Large Boilers, and Large I/C En-
gines.
Section .1423 ............. Large Internal Combustion Engines 7/15/2002 | 12/27/2002, 67 FR 78987
Section .1900 Open Burning
Section .1901 ............. Open Burning: Purpose: Scope ...... 7/1/2007 | 7/18/2017, 82 FR 32767
Section .1902 .. Definitions .......ccovvveeieiieiiieeee 7/1/2007 | 7/18/2017, 82 FR 32767
Section .1903 ............. Open Burning Without an Air Qual- 7/1/2007 | 7/18/2017, 82 FR 32767
ity Permit.
Section .1904 ............. Air Curtain Burners .........cccccouvveee.... 7/1/1996 | 8/1/1997, 62 FR 41277
Section .2000 Transportation Conformity
Section . Purpose, Scope and Applicability ... 12/1/2005 | 7/18/2017, 82 FR 32767
Section . Definitions .......ccovvvveienieneceeee 4/1/1999 | 12/27/2002, 67 FR 78983
Section . Transportation Conformity Deter- 4/1/1999 | 12/27/2002, 67 FR 78983 | Except for the incorporation by ref-
mination. erence of 40 CFR 93.104(e) of
the Transportation Conformity
Rule.
Section .2004 ............. Determining Transportation Related 4/1/1999 | 12/27/2002, 67 FR 78983
Emissions.
Section .2005 ............. Memorandum of Agreement ........... 4/1/1999 | 12/27/2002, 67 FR 78983
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Title/subject

State
effective date

EPA approval date

Explanation

Section .2400 Clean Air Interstate Rules

Section .
Section .
Section .
Section .
Section .

Section .
Section .

Section .
Section .
Section .
Section .
Section .
Section .

Purpose and Applicability ...............
Definitions ...
Nitrogen Oxide Emissions
Sulfur Dioxide ........ccccveiiiriiiiiiieenn.
Nitrogen Oxide Emissions During
Ozone Season.
Permitting ......ccccovviiiiiiiiii
Monitoring, Reporting, and Record-
keeping.
Trading Program and Banking .......
Designated Representative ............
Computation of Time
Opt-In Provisions ..........
New Unit Growth .........cccocvvieienene
Periodic Review and Reallocations

5/1/2008
5/1/2008
5/1/2008
5/1/2008
5/1/2008

7/1/2006
5/1/2008

7/1/2006
5/1/2008
7/1/2006
7/1/2006
5/1/2008
7/1/2006

11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496

11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496

11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496
11/30/2009, 74 FR 62496

Section .2600 Sourc

e Testing

Section .2601 .............
Section .2602 .............

Section .2603
Section .2604 ..
Section .2605 ..
Section .2606 ..
Section .2607 ..
Section .2608

Section .2612 .............
Section .2613 .............

Section .2614 .............
Section .2615 .............

Section .2621 .............

Purpose and Scope .......cc.cceveeeeneenn.

General Provisions on Test Meth-
ods and Procedures.

Testing Protocol .........cccocvveeiieennnns

Number of Test Points ....................

Velocity and Volume Flow Rate .....

Molecular Weight ...........ccocveeennnen.

Determination of Moisture Content

Number of Runs and Compliance
Determination.

Nitrogen Oxide Testing Methods ...

Volatile Organic Compound Testing
Methods.

Determination of VOC Emission
Control System Efficiency.

Determination of Leak Tightness
and Vapor Leaks.

Determination of Fuel Heat Content
Using F-Factor.

3/13/2008
3/13/2008

3/13/2008
3/13/2008
3/13/2008
3/13/2008
3/13/2008
3/13/2008

3/13/2008
3/13/2008

3/13/2008
3/13/2008

3/13/2008

5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065

5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065

5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065

5/9/2013, 78 FR 27065
5/9/2013, 78 FR 27065

5/9/2013, 78 FR 27065

Subchapter 2Q Air Quality Permits

Section .0100 General Provisions

Section .0101 .............
Section. 0102 .............

Section .
Section .

Section .
Section .
Section .
Section .
Section .

Section .0110 .............

Section .0111 .............

Required Air Quality Permits ..........

Activities Exempted from Permit
Requirements.

Definitions ......cccooviieiiiiieeee

Where to Obtain and File Permit
Applications.

Copies of Referenced Documents ..

Incorporation by Reference

Confidential Information .......

Delegation of Authority ...................

Compliance Schedule for Pre-
viously Exempted Activities.

Retention of Permit at Permitted
Facility.

Applicability Determinations ............

3/20/1998
1/1/2005

12/1/2005
7/1/2002

12/1/2005
8/15/1994
5/1/1999
3/15/1998
4/1/2001

8/15/1994

8/15/1994

11/10/1999, 64 FR 61213
8/22/2008, 73 FR 49613

7/18/2017, 82 FR 32767
12/27/2002, 67 FR 78980

7/18/2017, 82 FR 32767
2/1/1996, 61 FR 3584
10/22/2002, 67 FR 64989
11/10/1999, 64 FR 61213
8/8/2002, 67 FR 51461

2/1/1996, 61 FR 3584

2/1/1996, 61 FR 3584

Section .0200 Permit Fees

Section .0207 .............

Annual Emissions Reporting ..........

7/1/2007

4/24/2012, 77 FR 24382

Section .0300 Construction and Operating Permits

Section .
Section .
Section .
Section .
Section .

Applicability

Definitions ........

Applications

Application Submittal Content ........

Permits Requiring Public Participa-
tion.

7/1/1994
7/1/1994
12/1/2005
12/1/2005
7/1/1999

7/28/1995, 60 FR 38710
7/28/1995, 60 FR 38710
7/18/2017, 82 FR 32767
7/18/2017, 82 FR 32767
10/22/2002, 67 FR 64989
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Section .0307 ............. Public Participation Procedures ...... 1/15/1998 | 11/10/1999, 64 FR 61213

Section .0308 ............. Final Action on Permit Applications 7/1/1994 | 7/28/1995, 60 FR 38710

Section .0309 ............. Termination, Modification and Rev- 7/1/1999 | 10/22/2002, 67 FR 64989
ocation of Permits.

Section .0310 ............. Permitting of Numerous Similar Fa- 7/1/1994 | 7/28/1995, 60 FR 38710
cilities.

Section .0311 ............ Permitting of Facilities at Multiple 7/1/1996 | 8/1/1997, 62 FR 41277
Temporary Sites.

Section .0312 ............. Application Processing Schedule ... 3/20/1998 | 11/10/1999, 64 FR 61213

Section .0313 ............. Expedited Application Processing 4/17/1997 | 11/10/1999, 64 FR 61213
Schedule.

Section . General Permitting Requirements .. 7/1/1999 | 10/22/2002, 67 FR 64989

Section . Synthetic Minor Facilities ................ 7/1/1999 | 10/22/2002, 67 FR 64989

Section . Administrative Permit Amendments 4/1/2001 | 8/8/2002, 67 FR 51461

Section . Avoidance Conditions ..................... 4/1/2001 | 8/8/2002, 67 FR 51461

Section .0800 Exclusionary Rules

Section .0801 ............. Purpose and Scope .......ccccceeeeennen. 5/1/1999 | 10/22/2002, 67 FR 64989

Section .0802 ............. Gasoline Servicing Stations and 8/1/1995 | 9/20/1996, 61 FR 49413
Dispensing Facilities.

Section .0803 ............. Coating, Solvent Cleaning, Graphic 5/1/1999 | 10/22/2002, 67 FR 64989
Arts Operations.

Section . Dry Cleaning Facilities .................... 8/1/1995 | 9/20/1996, 61 FR 49414

Section . Grain Elevators 4/1/2001 | 8/8/2002, 67 FR 51461

Section . Cotton GiNs ...cccvveeeeieeeecieeeeeeees 6/1/2004 | 7/18/2017, 82 FR 32767

Section . Emergency Generators ................... 4/1/2002 | 8/8/2002, 67 FR 51461

Section . Peak Shaving Generators 7/1/1999 | 10/22/2002, 67 FR 64989

Section . Concrete Batch Plants .................... 4/1/2004 | 9/27/2017, 82 FR 45473

Section .0900 Permit Exemptions
Section .0901 ............. Purpose and Scope .......ccccceveeeenenn. 1/1/2005 | 9/27/2017, 82 FR 45473
Section .0902 ............. Portable Crushers ........ccccccevieenenn. 1/1/2005 | 9/27/2017, 82 FR 45473
(2) EPA APPROVED FORSYTH COUNTY REGULATIONS
State citation Title/subject State EPA Explanation

effective date

approval date

Subchapter 3A

Air Pollution Control Requirements

Section .0100 In General
Section . Department Established ................. 6/14/1990 | 5/2/1991, 56 FR 20140
Section . Enforcement of Chapter ................. 6/14/1990 | 5/2/1991, 56 FR 20140
Section . General Powers and Duties of Di- 6/14/1990 | 5/2/1991, 56 FR 20140
rector.
Section .0104 ............. Authority of Director to Establish 6/14/1990 | 5/2/1991, 56 FR 20140
Administrative Procedures.
Section .0105 ............. Fees for Inspections, Permits, and 6/14/1990 | 5/2/1991, 56 FR 20140
Certificates Required by Chapter.
Section . Penalties for Violation of Chapter ... 1/17/1997 | 2/17/2000, 65 FR 8053
Section . Civil Relief for Violations of Chapter 6/14/1990 | 5/2/1991, 56 FR 20140
Section . Chapter Does Not Prohibit Private 6/14/1990 | 5/2/1991, 56 FR 20140
Actions For Relief.
Section .0109 ............. Judicial Review of Administrative 6/14/1990 | 5/2/1991, 56 FR 20140
Decisions Rendered Under
Chapter.
Section .0111 ............ Copies of Referenced Federal Reg- 6/14/1990 | 5/2/1991, 56 FR 20140
ulations.
Section .0200 Advisory Board
Section .0201 ............. Established; Composition; Terms of 6/14/1990 | 5/2/1991, 56 FR 20140
Members.
Section .0202 ............. Secretary .....coooeveiieniiee e 6/14/1990 | 5/2/1991, 56 FR 20140
Section .0203 ............. Meetings ...cccoevveiiiiiiee 6/14/1990 | 5/2/1991, 56 FR 20140
Section .0204 ............. To Serve in Advisory Capacity; 6/14/1990 | 5/2/1991, 56 FR 20140

General Functions.
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Title/subject

State
effective date

EPA
approval date

Explanation

Section .0205 .............

Section .0206 .............

Appeals to and Other Appearances
Before Board.
Opinions Not Binding ..........ccce.....

6/14/1990

6/14/1990

5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140

Section .0300 Remedies for Enforcement

of Standards—Special Orders

Section .
Section .
Section .
Section .
Section .
Section .

Section .0307 .............
Section .0308 .............
Section .0309 .............

Applicability .......cccovviiiiniieie
ISSUANCE ...oeveieeeeee e
Definitions ......c.ooeeiieiiiiiieiieeee,
Categories of Sources .........cc.......
Enforcement Procedures ................
Required Procedures for Issuance
of Special Orders by Consent
and Special Orders.
Documentation for Special Orders
Public Hearing ........cccocceviniieeennenn.
Compliance Bonds .........cccccceeennne.

6/14/1990
6/14/1990
6/14/1990
6/14/1990
6/14/1990
6/14/1990

6/14/1990
6/14/1990
6/14/1990

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

Section .0400 Forsyth County Air Quality Technical Code

Section .0401 ............. PaXe (o] o] (=T ISR 6/14/1990 | 5/2/1991, 56 FR 20140
Subchapter 3B Relationship to State Code

Section .0101 ............. In General .....cccceeeeeeevciiieeeeeeeeeens 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0102 ............. Air Pollution Control Requirements 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0103 .............

(Subchapter 3D).
Air Quality Permits (Subchapter
3Q).

6/14/1990

5/2/1991, 56 FR 20140

Subchapter 3D Air Pollution Control Requirements

Section .0100 Definitions and References

Section .0101 .............
Section .0103 .............

Section .0104 .............

Definitions .......ccovvveeieiieiiieeee

Copies of Referenced Federal Reg-
ulations.

Incorporation by Reference ............

11/6/1998
6/14/1990

5/24/1999

2/17/2000, 65 FR 8093
5/2/1991, 56 FR 20140

10/22/2002, 67 FR 64994

Section .0200 Air Pollution Sources

Section .0201 ............. Classification of Air  Pollution 6/14/1990 | 5/2/1991, 56 FR 20140
Sources.
Section .0202 ............. Registration  of  Air  Pollution 6/14/1990 | 5/2/1991, 56 FR 20140
Sources.
Section .0300 Air Pollution Emergencies
Section . PUrpose ..o 6/14/1990 | 5/2/1991, 56 FR 20140
Section . Episode Criteria .......cccccceeveerieneennne 6/14/1990 | 5/2/1991, 56 FR 20140
Section . Emission Reduction Plans .............. 6/14/1990 | 5/2/1991, 56 FR 20140
Section . Preplanned Abatement Program ... 6/14/1990 | 5/2/1991, 56 FR 20140

Section .

Section .0306 .............

Section .0307 .............

Emission Reduction Plan: Alert
Level.
Emission Reduction Plan: Warning
Level.
Emission Reduction Plan: Emer-

gency Level.

6/14/1990
6/14/1990

6/14/1990

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140

Section .0400

Ambient Air Quality Standards

Section .0401 .............
Section .0402 .............
Section .0403 .............
Section .
Section .
Section .
Section .
Section .
Section .

PUrPOSe ....ooviiiiiiiee e
Sulfur OXides .....ccccccvveeevieeeeiieeeens
Total Suspended Particulates .........
Carbon Monoxide .........cccceevvuveeenes
(0013 1= R
Nitrogen Dioxide ........cccccervvrvennnnn.
Lead ..oooviieeeeeeeee s
PM 10 Particulate Matter ................
PM 2.5 Particulate Matter ...............

6/14/1990
6/14/1990
6/14/1990
6/14/1990
5/24/1999
6/14/1990
6/14/1990
6/14/1990
5/24/1999

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
10/22/2002, 67 FR 64994
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
10/22/2002, 67 FR 64994
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State citation

Title/subject

State
effective date

EPA

approval date

Explanation

Section .0500 Emission Control Standards

Section .

Section .
Section .

Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .

Section .
Section .

Section .
Section .
Section .
Section .
Section .

Section .
Section .

Section .
Section .

Section .
Section .

Section .
Section .

Section .
Section .
Section .

Section .

Compliance With Emission Control
Standards.

PUrpoSse ...ooceviiiiiiiic

Particulates from Fuel Burning Indi-
rect Heat Exchangers.

Particulates from Wood Burning In-
direct Heat Exchangers.

Particulates from Hot Mix Asphalt
Plants.

Particulates from Chemical Fer-
tilizer Manufacturing Plants.

Particulates from Pulp and Paper
Mills.

Particulates from MICA or FELD-
SPAR Processing Plants.

Particulates from Sand, Gravel, or
Crushed Stone Operations.

Particulates from Lightweight Ag-
gregate Processes.

Particulates from Wood Products
Finishing Plants.

Particulates from Portland Cement
Plants.

Particulates from Ferrous Jobbing
Foundries.

Particulates from Miscellaneous In-
dustrial Processes.

Sulfur Dioxide Emissions from
Combustion Sources.

Emissions from Plants Producing
Sulfuric Acid.

Control of Nitrogen Dioxide and Ni-
trogen Oxides Emissions.

Control of Visible Emissions ...........

Control and Prohibition of Odorous
Emissions.

New Source Performance Stand-
ards.

Emissions from Spodumene Ore
Roasting.

Total Reduced Sulfur from Kraft
Pulp Mills.
Fluoride Emissions from Primary
Aluminum 24 Reduction Plants.
Prevention of Significant Deteriora-
tion.

Sources in Nonattainment Areas ....

Sources Contributing to an Ambient
Violation.

Stack Heights .......cccccovvrieniiienee

Fluoride Emissions from Phosphate
Fertilizer Industry.

Excess Emissions Reporting and
Malfunctions.

Particulate Emissions from Electric
Utility Boilers.

Control of Mercury Emissions .........

Control of Ethylene Oxide Emis-
sions.

Odor Control of Feed Ingredient
Manufacturing Plants.

Particulates from Fugitive Non-
Process Dust Emission Sources.

Control of Emissions from Abrasive
Blasting.

Control of Particulate Emissions
from Cotton Ginning Operations.

5/24/1999

6/14/1990
5/24/1999

7/22/2002
11/6/1998
11/6/1998
11/6/1998
11/6/1998
11/6/1998
11/6/1998
7/28/1997
6/14/1990
6/14/1990
11/6/1998
11/29/1995
6/14/1990
6/14/1990

11/6/1998
6/14/1990

6/14/1990
6/14/1990
6/14/1990
6/14/1990
10/10/1997

11/6/1998
6/14/1990

6/14/1990
6/14/1990

11/6/1998
6/14/1990

6/14/1990
6/14/1990

6/14/1990
6/14/1990
6/14/1990

7/22/2002

10/22/2002, 67 FR 64994

5/2/1991, 56 FR 20140
10/22/2002, 67 FR 64994

9/16/2003, 68 FR 54166
2/17/2000, 65 FR 8053
2/17/2000, 65 FR 8053
2/17/2000, 65 FR 8053
2/17/2000, 65 FR 8053
2/17/2000, 65 FR 8053
2/17/2000, 65 FR 8053
12/31/1998, 63 FR 72190
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
2/17/2000, 65 FR 8053
5/26/1996, 61 FR 25789
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

2/17/2000, 65 FR 8053
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
12/31/1998, 63 FR 72190

2/17/2000, 65 FR 8053
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

2/17/2000, 65 FR 8053
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

9/16/2003, 68 FR 54163
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State citation

Title/subject

State
effective date

EPA
approval date

Explanation

Section .0600 Monitoring: Recordkeeping: Reporting

Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .
Section .

Section .
Section .

Purpose and Scope ...

Definitions ...

Exceptions to Monitoring and Re-
porting Requirements.

General Recordkeeping and Re-
porting Requirements.

Sources Covered By Appendix P of
40 CFR Part 51.

Large Wood and Wood-fossil Fuel
Combination Units.

Monitoring Emissions from Other
Sources.

Alternative Monitoring and Report-
ing Procedures.

Quality Assurance Program ............

Compliance Assurance Monitoring

Delegation ........cceceviiiieeiniiieeeeen.

5/24/1999
5/24/1999
5/24/1999
5/24/1999
5/24/1999
5/24/1999
5/24/1999
5/24/1999
5/24/1999

5/24/1999
6/14/1990

10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994

10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994

10/22/2002, 67 FR 64994
10/22/2002, 67 FR 64994

5/2/1991, 56 FR 20140

Section .0800

Transportation Facilities

Section .0801 Purpose and Scope .......cc.cceveeeeneenn. 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0802 .. Definitions .................. 6/14/2000 | 5/2/1991, 56 FR 20140

Section .0803 .. Highway Projects 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0804 .. Airport Facilities .. 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0805 .. Parking Facilities 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0806 Ambient Monitoring and Modeling 6/14/1990 | 5/2/1991, 56 FR 20140
Analysis.

Section .0900 Volatile Organic Compounds

Section .0901 Definitions ......cccooiiiiiiiiece 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0902 .. Applicability ... . 10/10/1997 | 12/31/1998, 63 FR 72190

Section .0903 Recordkeeping: Reporting: Moni- 5/24/1999 | 10/22/2002, 67 FR 64994
toring.

Section .0906 Circumvention ........cccccoeeveveveeeeeennn, 6/14/1990 | 5/2/1991, 56 FR 20140

Section .0909 Compliance Schedules for Sources 11/6/1998 | 2/17/2000, 65 FR 8053
in New Nonattainment Areas.

Section .0912 ............. General Provisions on Test Meth- 6/14/1990 | 5/2/1991, 56 FR 20140
ods and Procedures.

Section .0913 ............. Determination of Volatile Content of 6/14/1990 | 5/2/1991, 56 FR 20140
Surface Coatings.

Section .0914 ............. Determination of VOC Emission 11/6/1998 | 2/17/2000, 65 FR 8053
Control System Efficiency.

Section .0915 ............. Determination of Solvent Metal 6/14/1990 | 5/2/1991, 56 FR 20140
Cleaning VOC Emissions.

Section .0916 ............. Determination: VOC  Emissions 6/14/1990 | 5/2/1991, 56 FR 20140
from Bulk Gasoline Terminals.

Section .0917 ............. Automobile and Light-Duty Truck 6/14/1990 | 5/2/1991, 56 FR 20140
Manufacturing.

Section . Can Coating .......cocoeeveeeeieeneeeieeene 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Coil Coating .....cccvvveereeeieerieeieeen 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Paper Coating ......cccoovereenveneenienens 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Fabric and Vinyl Coating ................ 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Metal Furniture Coating .................. 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Surface Coating of Large Appli- 6/14/1990 | 5/2/1991, 56 FR 20140
ances.

Section . Magnet Wire Coating ........cccoceveueeen. 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Petroleum Liquid Storage in Fixed 6/14/1990 | 5/2/1991, 56 FR 20140
Roof Tanks.

Section . Bulk Gasoline Plants .........cc.ccccu..... 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Bulk Gasoline Terminals ................. 7/22/2002 | 9/16/2003, 68 FR 54166

Section . Gasoline Service Stations Stage | .. 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Solvent Metal Cleaning ................... 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Cutback Asphalt ........cccccceeniieieennn. 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Gasoline Truck Tanks and Vapor 7/22/2002 | 9/16/2003, 68 FR 54166
Collection Systems.

Section .0933 ............. Petroleum Liquid Storage in Exter- 6/14/1990 | 5/2/1991, 56 FR 20140

nal Floating Roof Tanks.
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State citation

Titl

State

e/subject effective date

EPA
approval date

Explanation

Section .
Section .
Section .

Section .0934 ...........
Section .0935 ...........

Section .0936 ...........
Section .0937 ...........

Section .0939 ...........
Section .0940 ...........
Section .0941 ...........
Section .0942 ...........
Section .0943 ...........
Section .0944 ...........

Section .0945 ...........
Section .0947 ...........

Section .0948 ...........
Section .0949 ...........
Section .0951 ...........

Section .0952 ...........
Section .0953 ...........

Section .0957 ...........
Section .0958 ...........

Coating of Miscellaneous Metal
Parts and Products.
Factory Surface Coating of Flat

Wood Paneli
Graphic Arts ..
Manufacture o

Tires.
Determination

Compound Emissions.

Determination

and Vapor Leaks.
Alternative Method for Leak Tight-

ness.
Determination
Waste.

Synthetic Organic Chemical and
Polymer Manufacturing.

Manufacture of Polyethylene, Poly-
propylene and Polystyrene.

Petroleum Dry
Manufacture o

maceutical Products.

VOC Emission
erations.

Storage of Miscellaneous Volatile
Organic Compounds.

Miscellaneous

Compound Emissions.
Petition for Alternative Controls ......

Vapor Return

Vapor Recovery.

Stage Il Vapor

Thread Bonding Manufacturing ......
Glass Christmas Ornament Manu-

facturing.

Commercial Bakeries .........ccccueenee.
Work Practices for Sources of
Volatile Organic Compounds.

6/14/1990

6/14/1990
ng.
.................................. 6/14/1990
f Pneumatic Rubber 6/14/1990

of Volatile Organic 6/14/1990

of Leak Tightness 6/14/1990
6/14/1990
of Solvent in Filter 6/14/1990
6/14/1990
6/14/1990

6/14/1990
6/14/1990

Cleaning .......cccceeuw.
f Synthesized Phar-

s from Transfer Op- 6/14/1990

6/14/1990

Volatile  Organic 6/14/1990
11/29/1995
Piping for Stage Il 11/6/1998
10/10/1997
11/29/1995
11/29/1995

Recovery ......ccc......

11/29/1995
6/14/1990

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

5/23/1996, 61 FR 25789
2/17/2000, 65 FR 8053

12/31/1998, 63 FR 72190
5/23/1996, 61 FR 25789
5/23/1996, 61 FR 25789

5/23/1996, 61 FR 25789
5/2/1991, 56 FR 20140

Section .1200 Control of Emissions

from Incinerators 111(a)

Section .1201 ...........
Section .1202 ...........

Purpose and S
Definitions .....

6/14/1990
6/14/1990

COPE eeeeerereeeeenienens

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

Section .1900 Open

Burning

Section .
Section .
Section .
Section .

Section .1901 ...........

Purpose, Scope, and Impermissible

Open Burnin
Definitions .....

Permissible Open Burning ..............

Air Curtain Bur
Office Location

7/1/1996
g.

.................................. 6/14/1990
10/25/1999
6/14/1990

6/14/1990

ners ...

8/1/1997, 62 FR 41277

5/2/1991, 56 FR 20140
8/8/2002, 67 FR 51763
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

Subchapter 3Q Air Quality Permits

Section .0100 General

Provisions

Section .
Section .

Section .0101 ...........
Section .0102 ...........

Section .0107 ...........

Required Air Q

Activities Exempted from Permit
Requirements.

Definitions .....
Where to Obt
Applications.

Confidential Information ..................

11/6/1998
7/22/2002

uality Permits ..........

5/24/1999
10/10/1997

ain and File Permit

5/24/1999

2/17/2000, 65 FR 8053
9/16/2003, 68 FR 54166

10/22/2002, 67 FR 64994
12/31/1998, 63 FR 72190

10/22/2002, 67 FR 64994

Section .0200 Permit Fees

Section .0207 .............

‘ Annual Emissions Reporting .......... ‘

11/6/1998 ‘ 2/17/2000, 65 FR 8053

Section .0300 Construction and Operation Permit

Section .0301 .............

11/6/1998 ‘ 2/17/2000, 65 FR 8053
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State citation Title/subject effecstit\?(taedate apprEvPa'?\ date Explanation

Section .0302 ............. Facilities Not Likely to Contravene 11/6/1998 | 2/17/2000, 65 FR 8053
Demonstration.

Section . Definitions .......ceeeveeveiiiiieeeeeeeces 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Applications .........cccceveveiieennen. . 07/1/1999 | 10/22/2002, 67 FR 64994

Section . Application Submittal Content ........ 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Permits Requiring Public Participa- 7/1/1999 | 10/22/2002, 67 FR 64994
tion.

Section .0307 ............. Public Participation Procedures ...... 10/10/1997 | 12/31/1998, 63 FR 72190

Section .0308 ............. Final Action on Permit Applications 3/14/1995 | 2/1/1996, 61 FR 3586

Section .0309 ............. Termination, Modification and Rev- 7/1/1999 | 10/22/2002, 67 FR 64994
ocation of Permits.

Section .0310 ............. Permitting of Numerous Similar Fa- 6/14/1990 | 5/2/1991, 56 FR 20140
cilities.

Section .0311 ............. Permitting of Facilities at Multiple 6/14/1990 | 5/2/1991, 56 FR 20140
Temporary Sites.

Section .0312 ............. Application Processing Schedule ... 11/6/1998 | 2/17/2000, 65 FR 8053

Section . ... | General Permit Requirements ........ 5/24/1999 | 10/22/2002, 67 FR 64994

Section . Synthetic Minor Facilities ................ 7/1/1999 | 10/22/2002, 67 FR 64994

Section .0800 Exclusionary Rules

Section .0801 ............. Purpose and Scope ...........ccceeevenen. 5/24/1999 | 10/22/2002, 67 FR 64994

Section .0802 ............. Gasoline Service Stations and Dis- 6/14/1990 | 5/2/1991, 56 FR 20140
pensing Facilities.

Section .0803 ............. Coating, Solvent Cleaning, Graphic 7/30/1999 | 10/22/2002, 75 FR 64994
Arts Operations.

Section . Dry Cleaning Facilities ..........c......... 6/14/1990 | 5/2/1991, 56 FR 20140

Section . Grain Elevators .......c.cccocceeveveiieennnn. 11/6/1998 | 2/17/2000, 65 FR 8093

Section . Cotton GiNS ....eeveveeriereeeeeeeeee 11/6/1998 | 2/17/2000, 65 FR 8093

Section . Emergency Generators ................... 11/6/1998 | 2/17/2000, 65 FR 8093

Section . Peak Shaving Generators .............. 7/1/1999 | 10/22/2002, 67 FR 64990

(3) EPA APPROVED MECKLENBURG COUNTY REGULATIONS
State citation Title/subject effegit\%edate EPA approval date Explanation

Article 1.000 Permitting Provisions for Air Pollution Sources, Rules and Operating Regulations for Acid Rain Sources, Title V and

Toxic Air Pollutants

Section 1.5100 General Provisions and Administrations

Section 1.5101
Section 1.5102 ....
Section 1.5103 ...........
Section 1.5104 ...........

Section 1.5111 ...........

Declaration of Policy

Definition of Terms .......

Enforcement Agency

General Duties and Powers of the
Director, With the Approval of the
Board.

General Recordkeeping, Reporting
and Monitoring Requirements.

6/14/1990
11/21/2000
6/14/1990
6/14/1990

7/1/1996

5/2/1991, 56 FR 20140

10/22/2002, 67 FR 64999

5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

6/30/2003, 68 FR 38632

Section 1.5200 Air Quality Permits
Section 1.5210 Purpose and Scope ..........cccoeeeveneen. 6/14/1990 | 5/2/1991, 56 FR 20140
Section 1.5211 .... Applicability 11/21/2000 | 10/22/2002, 67 FR 64999
Section 1.5212 .... Applications 7/1/1996 | 6/30/2003, 68 FR 38632

Section 1.5213 ..........

Section 1.5214
Section 1.5215 ....
Section 1.5216 ....
Section 1.5217 ....
Section 1.5218

Section 1.5219 ...........

Section 1.5220
Section 1.5221

Section 1.5222 ...........

Action on Application; Issuance of
Permit.

Commencement of Operation ........

Application Processing Schedule ...

Incorporated By Reference .............

Confidential Information ..................

Compliance Schedule for Pre-
viously Exempted Activities.

Retention of Permit at Permitted
Facility.

Applicability Determinations ............

Permitting of Numerous Similar Fa-
cilities.

Permitting of Facilities at Multiple
Temporary Sites.

7/1/1996

7/1/1996
7/1/1996
6/6/1994
6/14/1990
6/14/1990

6/6/1994

6/14/1990
6/6/1994

6/6/1994

6/30/2003, 68 FR 38632

6/30/2003, 68 FR 38632
6/30/2003, 68 FR 38632
7/28/1995, 60 FR 38715
5/2/1991, 56 FR 20140
5/2/1991, 56 FR 20140

7/28/1995, 60 FR 38715

5/2/1991, 56 FR 20140
7/28/1995, 60 FR 38715

7/28/1995, 60 FR 38715
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State citation

Title/subject

State

effective date EPA approval date

Explanation

Section 1.5230

Section 1.5231 ...

Section 1.5232

Section 1.5234
Section 1.5235

Permitting Rules and Procedures ...

Air Quality Fees ......cccovvevviiennnne

Issuance, Revocation, and Enforce-
ment of Permits.

Hearings ..o

Expedited Application Processing
Schedule.

6/14/1990 | 5/2/1991, 56 FR 20140
7/1/1996 | 6/30/2003, 68 FR 38632
7/1/1996 | 6/30/2003, 68 FR 38632

6/6/1994 | 7/28/1995, 60 FR 38715
6/14/1990 | 5/2/1991, 56 FR 20140

Section 1.5300 Enforcement; Variances; Judicial Review

Section 1.5301

Section 1.5302 ...
Section 1.5303 ...
Section 1.5304 ...
Section 1.5305 ...
Section 1.5306 ...

Section 1.5307

Special Enforcement Procedures ...
Criminal Penalties .........cccccoeeieeenns
Civil Injunction ........cccceeiiiniiiicieeenn.
Civil Penalties .......ccccoevieeeiieennnns
VarianCes .....cccoccveveviieeeriieeesieeeans
Hearings .......ccocceevveieieieccceee
Judicial Review .......ccccccvvvviiieenennnn.

6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
7/1/1996 | 6/30/2003, 68 FR 38632
7/1/1996 | 6/30/2003, 68 FR 38632
6/14/1990 | 5/2/1991, 56 FR 20140

Section 1.5600

Transportation Facility Procedures

Section 1.5604
Section 1.5607

Public Participation ............cccceeuee.
Application Processing Schedule ...

7/1/1996 | 6/30/2003, 68 FR 38632
7/1/1996 | 6/30/2003, 68 FR 38632

Article 2.0000 Air Pollution Control Regulations and Procedures

Section 2.0100 Definitions and References

Section 2.0101
Section 2.0104

Definitions ...
Incorporated By Reference .............

6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140

Section 2.0200 Air Pollution Sources

Section 2.0201

Section 2.0202

Classification of Air  Pollution
Sources.
Registration  of  Air  Pollution
Sources.

6/14/1990 | 5/2/1991, 56 FR 20140

6/14/1990 | 5/2/1991, 56 FR 20140

Section 2.0

300 Air Pollution Emergencies

Section 2.0301
Section 2.0302

Section 2.0303 ...
Section 2.0304 ...

Section 2.0305
Section 2.0306

Section 2.0307

PUrPOSE ....ooiiiiieiiieeeeeee e

Episode Criteria .......c.cccoevvreennennnne

Emission Reduction Plans ..............

Preplanned Abatement Program ...

Emission Reduction Plan: Alert
Level.

Emission Reduction Plan: Warning
Level.

Emission Reduction Plan: Emer-
gency Level.

6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140

6/14/1990 | 5/2/1991, 56 FR 20140

6/14/1990 | 5/2/1991, 56 FR 20140

Section 2.0400 Ambient Air Quality Standards

Section 2.0401
Section 2.0402

Section 2.04083 ...
Section 2.0404 ...
Section 2.0405 ...
Section 2.0407 ...
Section 2.0408 ...

Section 2.0409

PUrpose ..o
Sulfur OXides .....ccoccceeeiiiieeiiieees
Total Suspended Particulates .
Carbon Monoxide ........cccceevcuverennes
(0014 -SSR
Nitrogen Dioxide ........cccccrvvreennnnn.
Lead ..o
PM;, Particulate Matter ..................

6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140

Section 2.05

00 Emission Control Standards

Section 2.0501

Section 2.0502
Section 2.0503

Section 2.0504

Section 2.0506

Compliance With Emission Control
Standards.

PUrpose .....cccoooveiiiiiiicce

Particulates from Fuel Burning Indi-
rect Heat Exchangers.

Particulates from Wood Burning In-
direct Heat Exchangers.

Particulates from Hot Mix Asphalt
Plants.

6/14/1990 | 5/2/1991, 56 FR 20140

6/14/1990 | 5/2/1991, 56 FR 20140
6/14/1990 | 5/2/1991, 56 FR 20140

6/14/1990 | 5/2/1991, 56 FR 20140

6/14/1990 | 5/2/1991, 56 FR 20140
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State citation

Title/subject

effective date

State EPA approval date

Explanation

Section 2.0507 ...........
Section 2.0508 ...........
Section 2.0509 ...........
Section 2.0510 ...........
Section 2.0511 ...........
Section 2.0512 ...........
Section 2.0513 ...........
Section 2.0514 ...........
Section 2.0515 ...........
Section 2.0516 ...........
Section 2.0517 ...........
Section 2.0518 ...........
Section 2.0519 ...........

Section 2.0523 ...........
Section 2.0527 ...........

Section 2.0530 ...........

Section 2.0531 ...........
Section 2.0532 ...........

Section 2.0533 ...........
Section 2.0535 ...........

Section 2.0538 ...........

Section 2.0539 ...........

Particulates from Chemical Fer-
tilizer Manufacturing Plants.

Particulates from Pulp and Paper
Mills.

Particulates from MICA or FELD-
SPAR Processing Plants.

Particulates from Sand, Gravel, or
Crushed Stone Operations.

Particulates from Lightweight Ag-
gregate Processes.

Particulates from Wood Products
Finishing Plants.

Particulates from Portland Cement
Plants.

Particulates from Ferrous Jobbing
Foundries.

Particulates from Miscellaneous In-
dustrial Processes.

Sulfur Dioxide Emissions from
Combustion Sources.

Emissions From Plants Producing
Sulfuric Acid.

Miscellaneous  Volatile  Organic
Compound Emissions.

Control of Nitrogen Dioxide and Ni-
trogen Oxides Emissions.

Control of Conical Incinerators .......

Emissions from Spodumene Ore
Roasting.

Prevention of Significant Deteriora-
tion.

Sources in Nonattainment Areas ....

Sources Contributing to an Ambient
Violation.

Stack Height .......cccoooiiiiiniien,

Excess Emissions Reporting and
Malfunctions.

Control of Ethylene Oxide Emis-
sions.

Odor Control of Feed Ingredient
Manufacturing Plants.
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