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Dated: June 12, 2003.
D.L. Gamberoni,

Technical Coordinator, Office of the
Secretary.

[FR Doc. 03-15347 Filed 6-13—-03; 11:53 am]
BILLING CODE 7590-01-M

POSTAL SERVICE

In-Person Proofing at Post Offices
(IPP) Program

AGENCY: U.S. Postal Service.
ACTION: Notice.

SUMMARY: The USPS is announcing the
availability of an In-Person Proofing at
Post Offices (IPP) Program to support
the activities of U.S. Certificate
Authorities and government
organizations.

EFFECTIVE DATE: June 9, 2003.

FOR FURTHER INFORMATION CONTACT:
Chuck Chamberlain at 703—292—4172, or
Brad Reck at 703—-292-3530

SUPPLEMENTARY INFORMATION: In recent
years, a number of new federal statutes
have sought to preserve the ability of the
public and private sectors to use the
efficiency of the internet to rapidly
exchange time sensitive
communications while assuring that
people receiving and sending messages
are in fact who they say they are. A
number of top quality private sector
businesses have mastered the
technology around the use of secure
digital signatures, yielding a greater
demand for improved identity
verification for individuals seeking to
use digital signatures.

This need for improved “online
identity” creates a unique service
opportunity for the Postal Service to
provide value to the public, leverage our
retail network and enable internet
communications to enjoy a new level of
security and reliability. Numerous
organizations have approached the U.S.
Postal Service to conduct In-Person
Proofing (IPP) of customers nationwide
for physically authenticating an
individual’s identification at a post
office before the organization issues a
digital signature certificate to the
individual.

IPP supports efficient, affordable,
trusted communications through the use
of identification verification at Post
Offices, incorporation of process
enhancements required by the Postal
Service, active management of the IPP
program by the USPS, and use of a First
Class U.S. Mail piece to verify physical
addresses of applicants. We believe that
IPP conducted at local post offices will
create a new broad based capability for

the Nation that promotes improved
public trust and greater efficiency in the
electronic delivery of a wide range of
services. These efforts support achieving
the goals of the Government Paperwork
Elimination Act of 1998, Electronic
Signature in Global and National
Commerce Act of 2000, Health
Insurance Portability and
Accountability Act of 1996, Sarbanes-
Oxley Act of 2002, and Gramm-Leach-
Bliley Act of 1999 and numerous
Presidential Directives on eGovernment.
The following is a brief description of
how IPP would work. An organization
can establish a relationship with a
qualified U.S. Certificate Authority to
integrate digital signing with improved
identity verification into an online
application. Any individual desiring to
use digital certificates that include
USPS IPP will complete an application
online. The online system will verify
the individual’s identity via commercial
data base checking. The system will
then produce a standard Postal Service
form to be printed out at the
“applicant’s” personal computer. The
individual requesting the service will
present this form to a participating post
office where the “In Person Proofing”
process is conducted. After successful
completion of the IPP event, the CA will
notify the applicant to download their
digital certificate. For clarity, the steps
in the IPP process are outlined below.

1.0 DESCRIPTION

1.1 Purpose

IPP is a postal program to improve the
public key infrastructure of the Nation.
The public key infrastructure has
emerged as an accepted infrastructure
component for protecting and
facilitating the electronic
communications of the Nation.

2.0 BASIC STANDARDS
2.1 Eligibility

For a Certificate Authority (CA) to use
IPP, the CA must incorporate the U.S.
Postal Service In-Person Proofing Policy
into their Certificate Policy.
Conformance to the Postal policy
includes:

1. Use of a Patriot Act compliant
database vetting process to gain initial
assurance of an applicant’s identity
before sending the applicant to the
Postal Office for IPP.

2. Perform a verification of the
applicant’s physical residential address
via First Class U.S. Mail with an
“Address Correction Requested’” and
“Do Not Forward” endorsement.

3. Restrict the expiration date of an
IPP based Digital Certificate such that it
does not surpass the expiration of the 4

year validity period of an IPP
verification event. A new IPP event will
be required every 4 years.

4. Facilitate IPP processing by using
standard forms and barcodes as directed
by the USPS and exchanging of
information as necessary for the
efficient operation of IPP. This includes:

A. Using the standard ID Verification
Form (IDVF),

B. Maintaining a secure repository of
IDVF forms,

C. Providing access to IDVF forms and
customer account information as
necessary for investigative purposes by
USPS Inspection Service and the USPS
Office of Inspector General,

D. Submitting the processes and
operations of the CA to security audits
and compliance reviews as required by
the USPS, and

E. Restricting the generation of unique
barcodes for each IPP event to those
expressly permitted by the USPS.

5. Operate the CA to enable the
broadest practical use of IPP based
digital certificates. This includes:

A. Issuing, at a minimum, a daily
Certificate Revocation List to better
allow users to rely upon the certificates,

B. Passing an external CA audit in
accordance with industry best practices
such as “AICPA/CICA WebTrust
Program for Certificate Authorities”,

C. Achieving interoperability with the
Federal Bridge for Certificate
Authorities, and

D. Incorporating a new common
object identifier (USPS registered OID)
for IPP based digital certificates.

6. Successfully enter into an
agreement with the USPS that includes
standard pricing, service level
commitments, IPP Policy compliance,
liability and service termination
provisions, as well as such other terms
and conditions as may be included.

2.2 Minimum Volume

IPP transactions are to be purchased
in pre-paid blocks of 10,000 transactions
by either the CA or a government
customer on behalf of the CA.

2.3 Labeling

Each digital certificate must contain
the statement “ID Verified by the U.S.
Postal Service” within the certificate
profile to let any user or relying party
know that:

» The issuer of the digital certificate
authority operates in compliance with
IPP Policy, and

* The holder of the credential did
physically appear before a postal
employee and had their hardcopy
identification successfully verified.

Applications should interrogate the
digital certificate presented during an
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electronic process to confirm the
presence of a new common object
identifier (USPS registered OID) for IPP
based digital certificates.

3.0 AVAILABILITY

IPP is available at an initial level of
up to 200 post offices promptly
following the execution of the first
activation agreement. Market demand
for IPP, in conjunction with operational
assessments, will determine the
expansion schedule beyond initial
deployment locations.

Stanley F. Mires,

Chief Counsel, Legislative.

[FR Doc. 03—15211 Filed 6-16—-03; 8:45 am]
BILLING CODE 7710-12-P

SECURITIES AND EXCHANGE
COMMISSION

[Release No. 34-48014; File No. SR-CHX—
2003-05]

Self-Regulatory Organizations; Notice
of Filing and Immediate Effectiveness
of Proposed Rule Change by the
Chicago Stock Exchange, Incorporated
Relating to the Execution of Limit
Orders for OTC Securities

June 11, 2003.

Pursuant to section 19(b)(1) of the
Securities Exchange Act of 1934
(““Act”),* and Rule 19b-4 thereunder,?
notice is hereby given that on April 28,
2003, the Chicago Stock Exchange,
Incorporated (“CHX” or “Exchange”)
filed with the Securities and Exchange
Commission (“Commission”) the
proposed rule change as described in
Items [, I and III below, which Items
have been prepared by the Exchange.
The Exchange filed the proposal
pursuant to section 19(b)(3)(A) of the
Act,3 and Rule 19b-4(f)(6)4 thereunder,
which renders the proposal effective
upon filing with the Commission.5 The
Commission is publishing this notice to
solicit comments on the proposed rule
change from interested persons.

I. Self-Regulatory Organization’s
Statement of the Terms of Substance of
the Proposed Rule Change

The Exchange proposes to amend
certain provisions of CHX Article XX,
Rule 37(a)(3), which governs, among
other things, the execution of limit

115 U.S.C. 78s(b)(1).

217 CFR 240.19b-4.

315 U.S.C. 78s(b)(3)(A).

417 CFR 240.19b-4(f)(6).

5The CHX provided the Commission with written
notice of its intent to file the proposed rule change
on March 2, 2002. The proposed rule change will
become operative on June 1, 2003.

orders in a CHX specialist’s book.
Specifically, the CHX seeks to add a
provision that would permit a CHX
specialist to enable a functionality that
would automatically execute designated
limit orders for Nasdaq/NM (“OTC”)
securities, following dissemination of a
locking or crossing quotation in that
security by one or more designated OTC
market centers. The text of the proposed
rule change is below. Proposed new
language is in italics. Proposed
deletions are in brackets.®

Chicago Stock Exchange Rules
Article XX—Regular Trading Sessions

* * * * *

Precedence of Bids at Same Price

Rule 16. Subject to Article XX, Rule
37(b), [W]where bids are made at the
same price, the priority and precedence
shall be determined as follows:

(a) When a bid is clearly established
as the first made at a particular price,
the maker shall be entitled to priority
and shall have precedence over [on] the
next sale at that price, up to the number
of shares of stock specified in the bid,
irrespective of the number of shares of
stock specified in such bid.

* * * * *

Guaranteed Execution System and
Midwest Automated Execution System

Rule 37. (a) Guaranteed Executions.
The Exchange’s Guaranteed Execution
System (the BEST System) shall be
available, during the Primary Trading
Session and the Post Primary Trading
Session, to Exchange member firms and,
where applicable, to members of a
participating exchange who send orders
to the Floor through a linkage pursuant
to Rule 39 of this Article, in all issues
in the specialist system which are
traded in the Dual Trading System and
NASDAQ/NM Securities. System orders
shall be executed pursuant to the
following requirements:

1. No change to text.

2. No change to text.

3. [Dual Trading System] Execution of
Agency Limit Orders.

Subject to Interpretation and Policy
.10 (“Exempted Trade-Throughs”), all
agency limit orders in Dual Trading
System issues will be filled under the
following circumstances:

6 The CHX inadvertently neglected to underscore
a word in the proposed rule text when it filed this
proposed rule change. With the CHX’s permission,
the Commission corrected the omission, so that the
proposed rule text as printed in this notice
accurately reflects the CHX’s intentions. May 22,
2003 telephone conversation between Kathleen M.
Boege, Associate General Counsel, CHX, and Joseph
P. Morra, Special Counsel, Division of Market
Regulation, Commission.

(a) Exhaustion of primary market bid
or offer. When the bid or offering at the
limit price has been exhausted in the
primary market (as defined in the CTA
plan), agency limit orders will be
executed in whole or in part, based on
the rules of priority and precedence, on
a share for share basis with trades
executed at the limit price in the
primary market;

(b) Price penetration in primary
market. When there has been a price
penetration of the limit in the primary
market, agency limit orders that have
resided in the specialist’s book for a
period of 0-15 seconds (as designated
by the specialist) prior to the primary
market print will be filled at the limit
price; [and]

(c) Primary market trading at the limit
price. When the issue is trading at the
limit price on the primary market,
agency limit orders will be filled at the
limit price unless it can be
demonstrated that such orders would
not have been executed if they had been
transmitted to the primary market or the
broker and specialist agree to a specific
volume related or other criteria for
requiring a fill; and

(d) Block size trade-through in
another market. In instances where a
block trade on the Exchange or other
market against which orders are being
protected takes place outside the current
Exchange quotation, all effective bids or
offers limited to the block price or better
will be executed at the more favorable
block price rather than at the limit price
of the affected orders. A specialist may
elect to provide automatic execution of
designated limit orders at the block
price or better when a “‘block size” (as
defined in Article XX, Rule 40,
Interpretation and Policy .05) trade-
through is executed on the primary
market.

A specialist may elect automatic
execution of such agency limit orders on
an issue-by-issue basis.

In the case of Nasdaq/NM securities,
a CHX specialist may elect, on an issue-
by-issue basis, to engage a functionality
that will automatically execute
designated resting agency limit orders
(or portions of such orders) at the limit
price, up to the size of the Limit Order
Auto Execution Threshold, when the
Designated Market quotation locks or
crosses the limit price. For purposes of
this provision, (i) “Limit Order Auto
Execution Threshold”” means an
aggregate number of shares designated
by the CHX specialist, on an issue-by-
issue basis, that may be executed
automatically at the limit price; and (ii)
“Designated Market”” means the market
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