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III. Notice of Hearing Under 21 CFR
Part 15

The Commissioner of Food and Drugs
is announcing that the public hearing
will be held in accordance with part 15
(21 CFR part 15). The presiding officer
will be the Commissioner of Food and
Drugs or his designee. A panel of
government employees with relevant
expertise will accompany the presiding
officer.

Persons who wish to participate in the
part 15 hearing must file a written or
facsimile notice of participation with
Linda Grassie (address or fax number
above) by 4:30 p.m. eastern time on
October 23, 2001. To ensure timely
handling, the outer envelope should be
clearly marked with Docket No. 01N-
0423 and the statement “Animal Feed
Rule Hearing.” Groups should submit
two copies. The notice of participation
should contain the speaker’s name,
address, telephone number, fax number,
business affiliation, if any, a brief
summary of the presentation, and
approximate amount of time requested
for the presentation.

The agency requests that persons or
groups having similar interests
consolidate their presentations and
present them through a single
representative. FDA will allocate the
time available for the hearing among the
persons who properly file notices of
participation. FDA will reserve the hour
from 4 p.m. to 5 p.m. for those who have
not registered to present orally at the
meeting to make oral presentations to
the panel.

After reviewing the notices of
participation and accompanying
information, FDA will schedule each
appearance and notify each participant
by mail, telephone, or fax, of the time
allotted to the person and the
approximate time the person’s
presentation is scheduled to begin. The
hearing schedule will be available at the
hearing. After the hearing, the schedule
will be placed on file in the Dockets
Management Branch (address above)
under Docket No. 01N—-0423.

In order to facilitate the efficiency of
the hearing process, presenters at the
hearing should indicate the format in
which their presentations will be made
so that appropriate visual aids can be
made available. Presenters should note
that a hardcopy version of their
presentations should be submitted to
FDA on the day of the hearing for
inclusion in the official record of the
hearing.

Under § 15.30(f), the hearing is
informal and the rules of evidence do
not apply. The presiding officer and any
panel members may question any

person during or at the conclusion of
their presentation. No participant may
interrupt the presentation of another
participant.

Public hearings under part 15 are
subject to FDA’s policy and procedures
(part 10 (21 CFR part 10, subpart C)) for
electronic media coverage of FDA’s
public administrative proceedings.
Under § 10.205, FDA permits persons,
subject to certain limitations, to
videotape, film, or otherwise record
FDA'’s public administrative
proceedings, including presentations by
participants. The hearing will be
transcribed as required in § 15.30(b).

Any disabled persons requiring
special accommodations in order to
attend the hearing should direct those
needs to the contact person listed above.

To the extent that the conditions for
the hearing, as described in this notice,
conflict with any provisions set out in
part 15, this notice acts as a waiver of
those provisions as specified in
§15.30(h).

IV. Request for Comments

To permit time for all interested
persons to submit data, information, or
views on this subject, interested persons
may submit to the Dockets Management
Branch written comments for this
hearing at any time; however, the
official record of the hearing will remain
open to receive written comments until
November 21, 2001. Such written
comments can be submitted to the
Dockets Management Branch (HFA—
305), Animal Feed Rule Hearing, Food
and Drug Administration, 5630 Fishers
Lane, rm. 1061, Rockville, MD 20852, or
FAX written comments to the Dockets
Management Branch, Animal Feed Rule
Hearing, 301-827-6870. Two copies of
any comments are to be submitted,
except individuals should submit one
copy. Comments are to be identified
with Docket No. 01N—-0423.

V. Transcripts

Transcripts of the hearing will be
available for review at the Dockets
Management Branch (address above)
approximately 30 days following the
hearing and at http://www.fda.gov.; also
orders can be placed with Freedom of
Information Office (HFI-35), Food and
Drug Administration, 5600 Fishers
Lane, rm. 12A—-16, Rockville, MD 20857.

Dated: October 1, 2001.
Margaret M. Dotzel,
Associate Commissioner for Policy.
[FR Doc. 01-25108 Filed 10—-4—-01; 8:45 am]
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Implementation of Section 109 of the
Communications Assistance for Law
Enforcement Act: Definitions of
“Replaced’” and “‘Significantly
Upgraded or Otherwise Undergoes
Major Modification”

AGENCY: Federal Bureau of
Investigation, DQJ.

ACTION: Supplemental notice of
proposed rulemaking.

SUMMARY: The Federal Bureau of
Investigation (FBI) proposes to make
three amendments to the
Communications Assistance for Law
Enforcement Act (CALEA) Cost
Recovery Regulations. First, the FBI
proposes to amend regulations by
making a minor technical change to
harmonize the rule’s language with
CALEA’s statutory language. Second,
the FBI proposes to amend regulations
by adding a definition and examples for
the term “replaced.” Third, the FBI
proposes to amend regulations by
adding a definition and examples for the
term ‘“‘significantly upgraded or
otherwise undergoes major
modification.” This supplemental
notice of proposed rulemaking (SNPRM)
provides the text and rationale for the
minor technical change, the two
proposed definitions, and the proposed
examples following the definitions.
These amendments will clarify the
applicability of the CALEA Cost
Recovery Regulations and should assist
the telecommunications industry in
assessing its responsibilities under
CALEA.

DATES: Comments must be received on
or before December 4, 2001.

ADDRESSES: Comments should be
submitted to the Telecommunications
Contracts and Audit Unit, Federal
Bureau of Investigation, P.O. Box
230040, Chantilly, VA 20153-0450,
Attention: CALEA FR Representative.

FOR FURTHER INFORMATION CONTACT:
Walter V. Meslar, Unit Chief,
Telecommunications Contracts and
Audit Unit, Federal Bureau of
Investigation, P.O. Box 221286,
Chantilly, VA 20153-0450, telephone
number (703) 814—4900.

SUPPLEMENTARY INFORMATION:



50932

Federal Register/Vol. 66, No. 194/Friday, October 5, 2001/Proposed Rules

Supplementary Information Table of
Contents

A. Request for Comments
B. Background and Purpose
C. Regulatory History
D. Amendment to Section 100.11(a)(1)
E. Definition Development
1. Significantly Upgraded or Otherwise
Undergoes Major Modification
a. Background
b. The SNPRM Proposed Definition
c. Example Summaries
d. Conclusion
2. Replaced
a. Background
b. The SNPRM Proposed Definition
c. Example Summaries
d. Conclusion
F. Discussion of Comments Received in
Response to Notice of Proposed
Rulemaking
Definition of “Installed or Deployed”
Definition of “Replaced”
Federal and State Mandates
Status of ““Significantly Upgraded”
Preexistent Equipment
5. Prohibition on the Development and
Deployment of Advanced Technologies
6. Public Safety Approach is Inconsistent
With CALEA
7. Meaning of “Impedes”
8. Unintended Impediments
9. October 25, 1998, is an Arbitrary Date
10. Availability of CALEA-Complaint
Technology
11. Change From Analog to Digital
Switching
12. Just Compensation
G. Regulatory Evaluation
1. Executive Order 12630 (Takings)
2. Executive Order 12866 (Regulatory
Planning and Review)
3. Executive Order 12875 (Enhancing the
Intergovernmental Partnership)
4. Executive Order 12988 (Civil Justice
Reform)
5. Executive Order 13132 (Federalism)
6. Regulatory Flexibility Act
7. Small Business Regulatory Enforcement
Fairness Act of 1996
8. Paperwork Reduction Act
9. Unfunded Mandates Reform Act
10. National Technology Transfer and
Advancement Act
H. Further Regulatory Flexibility Analysis
1. Need for, and Objectives of, the
Proposed Rules
2. Legal Basis
. Description and Estimate of the Number
of Small Entities to Which the Proposed
Rules Will Apply
a. Total Number of Telephone Companies
Affected
b. Wireline Carriers and Service Providers
¢. Local Exchange Carriers
d. Interexchange Carriers
e. Competitive Access Providers
f. Operator Service Providers
g. Resellers
h. Fixed Satellite Transmit/Receive Earth
Stations
i. Fixed Satellite Small Transmit/Receive
Earth Stations
j. Fixed Satellite Very Small Aperture
Terminal (VSAT) Systems
k. Mobile Satellite Earth Stations

LS

w

1. Radio Determination Satellite Earth
Stations

m. Space Stations (Geostationary)

n. Space Stations (Non-Geostationary)

o. Cellular Licensees

P- 220 MHZ Radio Service—Phase I
Licensees

g. 220 MHZ Radio Service—BPhase II
Licensees

1. Private and Common Carrier Paging

s. Mobile Service Carriers

t. Broadband Personal Communications
Service (PCS)

u. Narrowband PCS

v. Rural Radiotelephone Service

w. Air-Ground Radiotelephone Service

x. Specialized Mobile Radio (SMR)

y. Fixed Microwave Services

z. Offshore Radiotelephone Service

aa. Wireless Communications Services

ab. Cable Services or Systems

4. Description of Projected Reporting,
Recordkeeping and Other Compliance
Requirements

5. Steps Taken to Minimize Significant
Economic Impact on Small Entities, and
Significant Alternatives Considered

6. Federal Rules that may Duplicate, Overlap,
or Conflict With the Proposed Rules

A. Request for Comments

The FBI encourages you to participate in
this rulemaking by submitting comments and
related material. If you do so, please include
your name and address; identify the
regulation identifier number for this
rulemaking (1110-AA00, FBI 100P); indicate
the specific section of this document to
which each comment applies; and give the
reason for each comment. You may submit
your comments and material by mail, hand
delivery, fax, or electronic means to the
Telecommunications Contracts and Audit
Unit at the address under ADDRESSES; but
please submit your comments and material
by only one means. If you submit them by
mail or hand delivery, submit them in an
unbound format, no larger than 8.5 by 11
inches, suitable for copying and electronic
filing. If you submit them by mail and would
like to know when they were received, please
enclose a stamped, self-addressed postcard or
envelope. We will consider all comments and
material received during the comment
period. We may change this proposed rule in
view of the comments.

B. Background and Purpose

In 1994, Congress passed the
Communications Assistance for Law
Enforcement Act (CALEA), 47 U.S.C. 1001—
1010, to preserve law enforcement’s ability to
carry out lawfully authorized electronic
surveillance without impeding the
development of new communications
services and technologies. Under the act,
telecommunications carriers are required to
facilitate the unobtrusive delivery of
intercepted communications and reasonably
available call-identifying information to law
enforcement. 47 U.S.C. 1002.
Telecommunications carriers are also
required to ensure that their systems are
capable of accommodating simultaneously
the number of interceptions, pen registers,
and trap and trace devices specified in the

government’s capacity notices. 47 U.S.C.
1003(b). Conversely, law enforcement is
prohibited from dictating system design
features and cannot bar the adoption of new
features and technologies. 47 U.S.C.
1002(b)(1).

CALEA also contains a number of
reimbursement provisions that were designed
to ease the transition to full compliance with
the assistance capability and capacity
requirements. First, to the extent that
telecommunications carriers must install
additional capacity to meet law
enforcement’s needs, the act provides that
the Attorney General may agree to reimburse
a telecommunications carrier for the
reasonable costs directly associated with
modifications made to attain the capacity
requirements. 47 U.S.C. 1003(e). Second, if
the Federal Communications Commission
(FCG) determines that compliance with the
assistance capability requirements is not
reasonably achievable with respect to a
telecommunications carrier’s equipment,
facilities, or services installed or deployed
after January 1, 1995 (post-equipment), the
Attorney General may agree to pay the
telecommunications carrier for the additional
reasonable costs of making compliance with
the assistance capability requirements
reasonably achievable. 47 U.S.C. 1008(b).
Finally, the Attorney General may agree to
pay a telecommunications carrier for all
reasonable costs directly associated with
making modifications to its equipment,
facilities, or services installed or deployed on
or before January 1, 1995 (preexistent
equipment) necessary to bring such
preexistent equipment into compliance with
the assistance capability requirements. 47
U.S.C. 1008(a) & (d). This rulemaking
proceeding is primarily concerned with the
last reimbursement provision.

CALEA entrusts the Attorney General with
a number of implementation responsibilities.
The Attorney General has delegated many of
these implementation responsibilities to the
Director of the FBI. 28 CFR 0.85(0). One of
these delegated responsibilities was the
establishment of regulations necessary to
effectuate timely and cost-efficient payment
to telecommunications carriers. 47 U.S.C.
1008(e). The Director assigned the task of
establishing the CALEA Cost Recovery
Regulations to the Telecommunications
Contracts and Audit Unit (TCAU) of the
Finance Division. On May 10, 1996, TCAU
published a Notice of Proposed Rulemaking
(NPRM) for the purpose of establishing the
CALEA Cost Recovery Regulations.? 61 FR
21396. TCAU published its final rule on the
CALEA Cost Recovery Regulations on March
20, 1997. 62 FR 13307.

Section 100.11(a) of the CALEA Cost
Recovery Regulations states:

Costs that are eligible for reimbursement
under section 109(e) CALEA are:

10n November 19, 1996, the FBI initiated this
separate rulemaking proceeding by publishing an
Advanced Notice of Proposed Rulemaking in the
Federal Register. 61 FR 58799. This rulemaking
proceeding was originally limited to defining the
term “‘significant upgrade or major modification.”
The purpose of using a separate proceeding was to
avoid delaying the publication of the final rule
regarding the CALEA Cost Recovery Regulations.
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(1) All reasonable plant costs directly
associated with the modifications performed
by carriers in connection with equipment,
facilities, and services installed or deployed
on or before January 1, 1995, to establish the
capabilities necessary to comply with section
103 of CALEA, until the equipment, facility,
or service is replaced or significantly
upgraded or otherwise undergoes major
modifications * * *.

(emphasis added). This provision is
based upon CALEA Section 109(d),
which places certain limitations on the
reimbursement eligibility of preexistent
equipment. Section 109(d) states, in
part:

If a carrier has requested payment in
accordance with [the CALEA Cost Recovery
Regulations], and the Attorney General has
not agreed to pay the telecommunications
carrier for all reasonable costs directly
associated with modifications necessary to
bring any equipment, facility or service
deployed on or before January 1, 1995, into
compliance with the assistance capability
requirements of section 103, such equipment,
facility, or service shall be considered in
compliance with the assistance capability
requirements of section 103 until the
equipment, facility, or service is replaced or
significantly upgraded or otherwise
undergoes major modification.

(emphasis added). Essentially, under
both the statute and the CALEA Cost
Recovery Regulations, preexistent
equipment loses its reimbursement
eligibility if it is “replaced or
significantly upgraded or otherwise
undergoes major modification.” Under
Section 109(d), preexistent equipment
also loses its “considered in
compliance” status once such
equipment is “replaced or significantly
upgraded or otherwise undergoes major
modification.”

The terms “replaced” and
“significantly upgraded or otherwise
undergoes major modification” appear
in only one other location in the act.
CALEA precludes enforcement against a
telecommunications carrier with
preexistent equipment unless the
Attorney General has agreed to
reimburse the reasonable costs
necessary to bring the equipment into
compliance with the assistance
capability requirements or the
preexistent equipment “has been
replaced or significantly upgraded or
otherwise undergoes major
modification.” 47 U.S.C. 1007(c)(3).

These terms play a very important
role in the determination of
reimbursement eligibility. Neither the
statute nor the CALEA Cost Recovery
Regulations define these important
terms. This rulemaking proceeding was
initiated to remedy this situation.

C. Regulatory History

The FBI initiated this rulemaking
with an Advanced Notice of Proposed
Rulemaking (ANPRM), published in the
Federal Register on November 19, 1996.
61 FR 58799. The ANPRM solicited
comments from interested parties on
defining the term “‘significant upgrade
or major modification” in the CALEA
Cost Recovery Regulations. On April 28,
1998, the FBI published a Notice of
Proposed Rulemaking (NPRM) in the
Federal Register. 63 FR 23231. In the
NPRM, the FBI proposed a definition of
the term “‘significant upgrade or major
modification”” based on the comments it
received in the ANPRM. In this SNPRM,
the FBI is publishing a new version of
the term “‘significantly upgraded or
otherwise undergoes major
modification.” The FBI has also decided
to use this SNPRM to define the term
“replaced” and to make a minor
technical amendment to Section
110.11(a)(1).

D. Amendment to Section 110.11(a)(1)

The proposed amendment to Section
110.11(a)(1) is very minor and intended
to correct a typographical error that
appears at the end of the subsection.
The word “modifications” appears in
two places in the subsection. This
proposed amendment substitutes the
second appearance of the word
“modifications” with the word
“modification.” The proposed
subsection reads as follows:

§100.11 Allowable costs.

(El] * % %

(1) All reasonable plant costs directly
associated with the modifications performed
by carriers in connection with equipment,
facilities, and services installed or deployed
on or before January 1, 1995, to establish the
capabilities necessary to comply with section
103 of CALEA, until the equipment, facility,
or service is replaced or significantly
upgraded or otherwise undergoes major
modification;

(2] * % %

This change is being made so that the
term “‘significantly upgraded or
otherwise undergoes major
modification” contained in the rule is
identical to the language contained in
the CALEA statute. See 47 U.S.C.
1007(c)(3)(B) & 1008(d).

E. Definition Development

1. Significantly Upgraded or Otherwise
Undergoes Major Modification

The term “significantly upgraded or
otherwise undergoes major
modification” can be found in the
proposed amendment to Section
100.11(a)(1) of the CALEA Cost
Recovery Regulations. In the NPRM, the

FBI proposed to define the term
“significant upgrade or major
modification” by creating a new section
in the CALEA Cost Recovery
Regulations. 63 FR 23231. Rather than
create a new section entitled
“significant upgrade or major
modification,” the FBI now proposes to
amend Section 100.10 of the CALEA
Cost Recovery Regulations by adding a
definition for the term “significantly
upgraded or otherwise undergoes major
modification” followed by 15 examples
of the definition’s operation.

The definition proposed in this
SNPRM is a substantial departure from
the NPRM proposed definition. It was
developed after careful analysis of the
CALEA statutory language, the NPRM
definition, and the comments submitted
by the telecommunications industry in
response to the ANPRM and the NPRM.
The proposed definition was developed
with the goal of preserving law
enforcement’s ability to conduct
electronic surveillance without
impeding the introduction of new
technologies, features, or services. It
strikes an appropriate balance between
the needs of law enforcement and the
needs of the telecommunications
industry. Most importantly, it is entirely
consistent with the CALEA statutory
scheme.

a. Background

Since the SNPRM proposed definition
was based, at least in part, upon the
NPRM definition of “significant upgrade
or major modification,” a brief review of
that definition’s development is
appropriate. The FBI began the process
of developing the NPRM proposed
definition of “significant upgrade or
major modification” by considering
three different definitional approaches:
Accounting, technical, and public
safety. The FBI rejected the accounting
approach mainly because it triggered a
“significant upgrade or major
modification” whenever the cost of a
modification exceeded a set percentage
of the equipment’s value, regardless of
whether the modification had any
detrimental impact on law
enforcement’s ability to conduct
lawfully authorized electronic
surveillance. 63 FR 23233. The FBI also
considered and rejected a number of
technical approaches to defining the
term ‘‘significant upgrade or major
modification.” The FBI discovered that
while some technical approaches
worked well for some types of
equipment, facilities, or services, they
did not necessarily work well for all
types of equipment, facilities, or
services. Each technical definition
considered by the FBI left ambiguities
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and called for constant definition of the
terms used. Id. The FBI concluded that
the public safety approach to the
definition was the most consistent with
the statutory intent of CALEA. Under
the public safety approach, a key
consideration is whether a given
modification has created an impediment
to lawfully authorized electronic
surveillance. 63 FR 23233.

In accordance with the public safety
approach, the FBI proposed in the
NPRM to define the term “significant
upgrade or major modification” as
follows:

* 100.22 Definition of “significant upgrade
or major modification.”

(a) For equipment, facilities or services for
which an upgrade or modification has been
completed after January 1, 1995 and on or
before October 25, 1998, the term “‘significant
upgrade or major modification”” means any
fundamental or substantial change in the
network architecture or any change that
fundamentally alters the nature or type of the
existing telecommunications equipment,
facility or service, that impedes law
enforcement’s ability to conduct lawfully
authorized electronic surveillance, unless
such change is mandated by a Federal or
State statute;

(b) For equipment, facilities or services for
which an upgrade or modification is
completed after October 25, 1998, the term
“significant upgrade or major modification”
means any change, whether through addition
or other modification, to any equipment,
facility or service that impedes law
enforcement’s ability to conduct lawfully
authorized electronic surveillance, unless
such change is mandated by a Federal
statute.

63 FR 23230. The comments received by
the telecommunications industry in
response to this definition were very
useful in developing the SNPRM
proposed definition. Many of the
features contained in the SNPRM
proposed definition are the result of the
industry comments.

b. The SNPRM Proposed Definition

The FBI’s primary goal in developing
the proposed definition for the term
“significantly upgraded or otherwise
undergoes major modification” was to
create a self-explanatory definition
consistent with CALEA’s statutory
language. The FBI began this process by
reexamining the dictionary definitions
of the words “‘significantly,” “upgrade,”
“major,” and “modification.” 2 The
adverb “significantly” is defined to
mean “in a significant manner.” The
adjective “significant” is defined as

2 All definitions in this SNPRM, with the
exceptions of the terms ““preexistent equipment,”
“replaced,” “replacement equipment,” and
“significantly upgraded or otherwise undergoes
major modification”” were taken from the Merriam
Webster’s Collegiate Dictionary, Tenth Edition.

“having or likely to have influence or
effect.” The verb “upgrade” means “to
raise or improve the grade of.” The
adjective “major”’ means ‘‘notable or
conspicuous in effect or scope.” The
noun “modification” means ‘“‘the
making of a limited change in
something.”” Thus, according to the
dictionary, the concept of “‘significantly
upgraded”” would mean ‘‘to have
improved the grade of [something] in a
manner that has or is likely to have
influence or effect”” and the concept
“major modification” means “the
making of a limited change in
something that is notable or
conspicuous in effect or scope.” In
essence, the terms “‘significant upgrade”
and “major modification” are synonyms
that do not need separate definitions.
The next step in the definitional
process was to determine what
components could be derived from the
CALEA statutory language and
incorporated into these simple
dictionary definitions. The search for
these components began with the
definitions suggested by the
telecommunications industry. Four
commenters, Ameritech Corporation,
the Personal Communications Industry
Association, the United States
Telephone Association (USTA),3 and
U S WEST, submitted suggested
definitions in response to the FBI’s
NPRM. These four definitions built
upon earlier definitions suggested by
the industry in response to the ANPRM.
The FBI ultimately concluded that
none of the NPRM suggested definitions
could be adopted verbatim as the
SNPRM proposed definition because
each contained a shortcoming that
defeated the goal of making the
definition self-explanatory. This
shortcoming is also found in the NPRM
proposed definition which describes the
term “‘significant upgrade or major
modification” in terms of ‘““fundamental
or substantial changes in network
architecture” or changes that
“fundamentally alter the nature or type
of existing telecommunications
equipment, facility, or service.” This
shortcoming has the serious
disadvantage of substituting two
undefined phrases (“fundamental or
substantial changes” or “fundamentally
alter”’) in place of another
(“significantly upgraded”). Although
the FBI did not adopt any of the
suggested definitions verbatim, it did
incorporate key concepts of these
definitions into the SNPRM proposed
definition. For example, the fourth,
fifth, and sixth components discussed

3USTA is now known as the United States

Telecom Association.

below were all developed from concepts
contained in the suggested definitions.

After reexamining the statutory
language of CALEA and the NPRM
suggested definitions, the FBI
determined that there are at least seven
components that need to be
incorporated into the SNPRM proposed
definition of the term “‘significantly
upgraded or otherwise undergoes major
modification.” ¢ The first component is
the determination of what can be
“significantly upgraded.” According to
CALEA, the only item capable of being
“significantly upgraded” is preexistent
equipment, that is, equipment, facilities,
or services that a telecommunications
carrier can use to provide its customers
or subscribers with the ability to
originate, terminate, or direct
communications and was installed or
deployed within the carrier’s network
on or before January 1, 1995. See 47
U.S.C. 1002(a), 1007(c)(3), 1008(a) & (d).
This explanation of preexistent
equipment is included within the
SNPRM proposed definition.

The second component is the
determination of who is responsible for
an improvement that amounts to a
“significant upgrade.” The statutory
language is fairly clear that a
“significant upgrade” can only be
performed on preexistent equipment
that belongs to a telecommunications
carrier. See 47 U.S.C. 1007(c)(3) &
1008(d). For the purposes of the
proposed definition, the
telecommunications carrier bears the
ultimate responsibility for an
improvement amounting to a
“significant upgrade” of its preexistent
equipment, regardless of whether the
carrier or some other party, for example,
a telecommunications equipment
manufacturer, actually installed or
deployed the improvement in the
carrier’s network.

The third component is the
determination of what sort of action by
a telecommunications carrier will
amount to a “‘significant upgrade” of
preexistent equipment. The FBI decided
to move away from the terminology of
“any change” or “any fundamental or
substantial change’ contained in the
NPRM definition and specify the sorts
of actions that might amount to a
“significant upgrade.” The first step
toward specificity was determining
what aspects of preexistent equipment
are most likely to be changed. The FBI
concluded that these aspects are the
capabilities, features, or services of the

4 Hereafter, the terms “‘significantly upgraded” or
“significant upgraded” will be used in place of the
more lengthy term “significantly upgraded or
otherwise undergoes major modification.”
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preexistent equipment. The next step
was to determine the manner in which
the capabilities, features, or services of
preexistent equipment might be
“significantly upgraded.” The FBI
concluded that a carrier could activate,
add, or improve a capability, feature or
service of its preexistent equipment in
a manner that might amount to a
“significant upgrade.” The main
advantage of this third component is
that it is self-explanatory. Unlike the
terminology in the NPRM definition, it
does not create additional questions
such as “what action is considered to be
a change” or “what is a fundamental or
substantial change?”” Another benefit of
the actions specified in this component
is that they are easily observable and
measurable.

The fourth component is really the
crux of the proposed definition. It is one
of the key narrowing factors that makes
a particular upgrade ““significant.” This
component is based upon the public
safety approach contained in the NPRM
and adhered to in this SNPRM. The FBI
has refined the NPRM language to make
it more consistent with the CALEA
statutory language and to address
certain industry comments.

The NPRM proposed definition
contained a key factor in determining
whether a particular upgrade was
“significant” for the purposes of the
CALEA Cost Recovery Regulations. This
factor limited “significant upgrades” to
only those changes that impede “law
enforcement’s ability to conduct
lawfully authorized electronic
surveillance.” The proposed definition
retains this factor, but changes the focus
slightly. According to CALEA Section
103, the focus is not on law
enforcement’s ability to conduct
lawfully authorized electronic
surveillance, but rather on a
telecommunications carrier’s duty to
unobtrusively deliver lawfully
authorized intercepted communications
and reasonably available call-identifying
information to law enforcement in
accordance with the assistance
capability requirements. See 47 U.S.C.
1002(a). This shift in focus has the
added advantage of specifying exactly
what must be delivered.

Some commenters have suggested that
any final definition of “significant
upgrade” should be limited to those
modifications that block or prevent
electronic surveillance. The FBI believes
that the assistance capability
requirements require a
telecommunications carrier to deliver
intercepted communications and
reasonably available call-identifying
information in their entirety.
Modifications that garble or only allow

for the intermittent delivery of lawfully
authorized intercepted communications
or reasonably available call-identifying
information can be just as devastating to
a law enforcement investigation as
when electronic surveillance is blocked
or prevented.

The NPRM definition addressed this
concern by concluding that changes
which “impede” law enforcement’s
ability to conduct lawfully authorized
electronic surveillance would amount to
a “significant upgrade.” The definition
proposed in this SNPRM substitutes the
word “hampers” in place of “impedes.”
The verb “hamper” means ““to interfere
with the operation of”” and includes the
concepts of “hindering” and
“impeding.” Thus, the threshold for this
component is quite low. If a carrier
makes a modification to its preexistent
equipment that in any way hampers the
unobtrusive delivery of lawfully
authorized intercepted communications
or reasonably available call-identifying
information, the fourth component will
be satisfied.

The FBI has incorporated one
exception into this component based
upon industry comments. In response to
the NPRM proposed definition, some
commenters suggested that the FBI
include an intent element in the final
definition. They suggested that a
“significant upgrade” should only occur
when a carrier “knowingly” makes a
change that impedes law enforcement’s
ability to conduct lawfully authorized
electronic surveillance. The FBI believes
that the insertion of a subjective intent
element into the definition would
essentially render it useless. However,
the FBI has concluded that an objective
notice standard could be inserted into
this component which would have
nearly the same effect. There are
basically three ways that a carrier can
“learn” that a modification made to its
preexistent equipment is hampering the
unobtrusive delivery of lawfully
authorized intercepted communications
or reasonably available call-identifying
information to law enforcement. First,
the carrier could discover the problem
on its own; second, law enforcement
could notify the carrier during its
attempt to initiate a lawfully authorized
electronic surveillance; or third, law
enforcement could notify the carrier
during the course of conducting
lawfully authorized electronic
surveillance. Once the carrier learns of
the problem, it can either choose to
correct the problem at its own expense
in a reasonable period of time, or it can
choose to do nothing. If the carrier
chooses the first option, it has removed
the hindrance and a “‘significant
upgrade’” has not occurred. Otherwise,

there is the possibility that the
modification may amount to a
“significant upgrade” provided that all
the other conditions of the proposed
definition are met.

The SNPRM proposed definition does
not attempt to define the term
“reasonable period of time.” One
example following the proposed
definition indicates that 24 hours is a
reasonable period of time when a law
enforcement agency that is attempting to
initiate a lawfully authorized electronic
surveillance brings the problem to the
carrier’s attention. Another example
indicates that 72 hours is a reasonable
period of time when the carrier detects
the problem on its own. These examples
are not intended to set minimum or
maximum thresholds. The FBI
understands that the actual reasonable
period of time will have to be negotiated
between the carrier and the law
enforcement agency. In the case of a
pending lawfully authorized electronic
surveillance, a court may have to
determine what period of time is
reasonable if the parties cannot agree.

The fifth component is the
determination of “when” a “significant
upgrade” has occurred. The NPRM
definition proposed using the October
25, 1998, assistance capability
requirements compliance deadline 5 for
determining whether a “significant
upgrade” has occurred. Upon further
review, the FBI has decided to abandon
any use of the compliance deadline in
the SNPRM proposed definition. The
FBI made this decision for three
reasons.

First, the use of the assistance
capability compliance deadline in
conjunction with the “significant
upgrade” concept is somewhat
inconsistent with CALEA’s statutory
scheme. The compliance deadline is an
event that only applies to post-
equipment, that is equipment, facilities,
or services installed or deployed within
a carrier’s network after January 1,
1995.6 Compare 47 U.S.C. 1002(a) &
1001(b) note with 47 U.S.C. 1007(c)(3) &
1008(d). As discussed previously, the
concept of “significant upgrade” only
applies to preexistent equipment. Thus,
it would be inappropriate to use the
compliance deadline for determining

5 The FCC extended the assistance capability
requirements deadline for ]J-STD-025 until June 30,
2000.

6 The only post-equipment not subject to the
compliance deadline is that post-equipment for
which the FCC has made a determination that
compliance is not reasonably achievable and the
Attorney General has not agreed to pay the
additional reasonable costs of making such
equipment compliant with the assistance capability
requirements. 47 U.S.C. 1008(b)(2).
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when a “significant upgrade” has
occurred.

Second, the compliance deadline is
subject to extension under CALEA
Section 107(c), which makes it a moving
target. The FBI has designed a flexible
deployment plan to assist
telecommunications carriers in
obtaining Section 107(c) extensions
from the FCC in exchange for making
modifications to their deployment
schedules to account for law
enforcement electronic surveillance
priorities. Rather than one compliance
deadline, the flexible deployment plan
will result in numerous, equipment-
specific compliance deadlines, which
would make the tracking of
“significantly upgraded” equipment too
burdensome for carriers and the FBI.

Third, a careful review of the CALEA
statutory language and the industry
comments to the NPRM has revealed a
much better alternative to using the
compliance deadline as the “when”
component for determining when a
“significant upgrade” has occurred.
This alternative is that preexistent
equipment will not be considered to be
“significantly upgraded’ unless the
improvement occurred after technology
compliant with the assistance capability
requirements was reasonably available,
or should have been reasonably
available, at the time the improvement
was made. This component is derived
directly from CALEA’s statutory
language and is another key narrowing
factor in the proposed definition that
makes a particular upgrade
“significant.”

The term “significantly upgraded”
appears only twice in the CALEA
statute. The first mention of the term
appears in Section 108(c)(3) which
provides that an enforcement order
cannot be issued against a carrier
unless: (1) The Attorney General has
agreed to pay the reasonable costs
directly associated with bringing the
carrier’s preexistent equipment into
compliance with the assistance
capability requirements; or (2) the
carrier’s preexistent equipment is
replaced or “significantly upgraded.”
The second place that the term
“significantly upgraded” appears in
CALEA is Section 109(d), which
provides that preexistent equipment
will be “considered in compliance”
with the assistance capability
requirements if the carrier submits a
request for payment in accordance with
the Cost Recovery Regulations and the
Attorney General does not agree to pay
the reasonable costs of making the
modifications necessary to bring the
preexistent equipment into compliance.
Such preexistent equipment loses its

“considered to be in compliance” status
if it is replaced or “significantly
upgraded.” 47 U.S.C. 1008(d).

One feature that Section 108(c)(3) and
Section 109(d) share is that before either
provision can take effect, technology
compliant with the assistance capability
requirements must have been
reasonably available, or should have
been reasonably available, for
installation or deployment by a carrier.
This feature is explicitly stated in
Section 108 and assumed in Section
109.

Section 108 specifically requires that
before an enforcement order can be
issued, the court must make a finding
that compliance with the requirements
of CALEA would have been reasonably
achievable through the application of
available technology if timely action
had been taken. 47 U.S.C. 1007(a)(2).
The language “if timely action had been
taken” is the statutory support for the
inclusion of the “or should have been
reasonably available”” language
contained in the proposed definition.

Section 109(d) is a reimbursement
provision that permits the Attorney
General to reimburse a carrier for
preexistent equipment if the carrier has
submitted a request for payment in
accordance with the CALEA Cost
Recovery Regulations. 47 U.S.C.
1008(d). The assumption that
equipment compliant with the
assistance capability requirements is
available for installation or deployment
within a carrier’s network is implied
within the context of this subsection. If
such equipment was not reasonably
available to the carrier, it would be
difficult for a carrier to estimate the
costs necessary to make the appropriate
modifications. Consequently, the carrier
might not be able to submit a cost
estimate submission to the FBI in
accordance with the Cost Recovery
Regulations.

If the reasonable availability of
CALEA-compliant technology is a
prerequisite to either Section 108(c)(3)
or Section 109(d), common sense would
seem to dictate that it must also be a
prerequisite to preexistent equipment
being “‘significantly upgraded.” Thus,
the “when”” component of the SNPRM
definition must be that preexistent
equipment will not be considered to be
“significantly upgraded’” unless the
improvement occurred after technology
compliant with the assistance capability
requirements was reasonably available,
or should have been reasonably
available, at the time the improvement
was made.

The last thing that needs to be
explained regarding this component is
the meaning of the phrase, “should have

been reasonably available.” As stated
previously, this language is based on the
statutory language in Section 108(a)(2)
which requires a court to determine
whether compliance with the
requirements of CALEA is reasonably
achievable through the application of
available technology or would have
been reasonably achievable if timely
action had been taken. The FCC
determined in its Memorandum
Opinion and Order, adopted on
September 10, 1998, that manufacturers
should be able to produce equipment
that will be generally available for
carriers to meet the assistance capability
requirements by December 31, 1999.
The FBI considers this determination to
be very reasonable since it established a
deadline that was more than five years
from the date of CALEA’s enactment. In
general, the FBI intends to use the
December 31, 1999, date as the cutoff for
determining whether compliant
technology should have been reasonably
available for the purposes of the
proposed definition, unless a carrier can
present a very compelling case that
certain technology could not have been
reasonably available by that date. For
this reason, the FBI chose to use the
“should have been reasonably
available” language of the proposed
definition rather than inserting the
December 31, 1999, cutoff date directly
into the text of the definition. The FBI
feels that this will allow carriers and
law enforcement some degree of
flexibility in resolving those rare
circumstances where compliant
technology could not have been
available by the December 31, 1999,
cutoff date.

The sixth component of the SNPRM
proposed definition consists of the
determination of when a particular
modification will not be considered a
“significant upgrade.” The NPRM
definition contained an exclusion for
modifications made as the result of a
federal or state statutory mandate.”
Based upon comments from the
industry and for the sake of
completeness, this exclusion has been
extended to modifications mandated by
federal or state statute, rule, regulation,
or administrative order.

The seventh and final component of
the SNPRM proposed definition
explains the status of preexistent
equipment after it has been
“significantly upgraded.” Several
commenters asked for the definition to
clarify this point. Consequently, the
SNPRM proposed definition explains

7 Subsection (b) of the NPRM proposed definition
inadvertently omitted the word “state” when
referring to statutory mandates. See 63 FR 23230.
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that preexistent equipment which has
been “‘significantly upgraded” is the
equivalent of equipment, facilities, or
services installed or deployed within a
carrier’s network after January 1, 1995.
Essentially, once preexistent equipment
has been “‘significantly upgraded,” it
becomes post-equipment.

This conclusion is supported by
CALEA’s statutory language. CALEA
divides the universe of
telecommunications equipment,
facilities, and services into two subsets:
preexistent equipment and post-
equipment. There are a couple of major
distinctions between the two subsets. A
carrier’s preexistent equipment is
eligible for full reimbursement of the
reasonable costs necessary to make the
preexistent equipment compliant with
the assistance capability requirements.
47 U.S.C. 1008(a). A carrier’s post-
equipment is only eligible for partial
reimbursement if the FCC determines
that compliance with the assistance
capability requirements is not
reasonably achievable for that particular
post-equipment. 47 U.S.C. 1008(b).
Another important distinction between
the two subsets is that post-equipment
is generally subject to the compliance
deadline for the assistance capability
requirements,? while preexistent
equipment does not need to comply
with the deadline. Compare 47 U.S.C.
1002(a) & 1001(b) note with 47 U.S.C.
1007(c)(3) & 1008(d). CALEA makes it
clear that once preexistent equipment
has been “‘significantly upgraded” it
loses the protection and reimbursement
status afforded to preexistent
equipment. 47 U.S.C. 1007(c)(3) &
1008(d). Since “significantly upgraded”
equipment no longer belongs to the
preexistent equipment subset, it can
only belong to the remaining post-
equipment subset.

The third step in the developmental
process is the combination of these
seven components in a manner
consistent with the ordinary dictionary
meaning of the term “‘significantly
upgraded or otherwise undergoes major
modification.” The following proposed
definition is the result of that effort:

Significantly upgraded or otherwise
undergoes major modification means a
telecommunications carrier has activated,
added, or improved a capability, feature, or
service of its preexistent equipment that:

(1) hampers the carrier’s ability to
unobtrusively deliver lawfully authorized

8 The only post-equipment not subject to the
compliance deadline is that post-equipment for
which the FCC has made a determination that
compliance is not reasonably achievable and the
Attorney General has not agreed to pay the
additional reasonable costs of making such
equipment compliant with the assistance capability
requirements. 47 U.S.C. 1008(b)(2).

intercepted communications and/or
reasonably available call-identifying
information to law enforcement in
accordance with the assistance capability
requirements of 47 U.S.C. ““ 1002 (assistance
capability requirements), in a manner that
the carrier does not correct at its own
expense within a reasonable period of time;
and

(2) occurs after technology compliant with
the assistance capability requirements was
reasonably available, or should have been
reasonably available for installation or
deployment by a carrier at the time the
improvement was made; and

(3) was not mandated by a federal or state
statute, rule, regulation, or administrative
order.

Preexistent equipment is equipment,
facilities, or services that a
telecommunications carrier can use to
provide its customers or subscribers with the
ability to originate, terminate, or direct
communications and was installed or
deployed within the carrier’s network on or
before January 1, 1995. Preexistent
equipment that has been “significantly
upgraded or otherwise undergoes major
modification” is the equivalent of equipment,
facilities, or services installed or deployed
within a carrier’s network after January 1,
1995.

c. Example Summaries

The last step in the developmental
process was the creation of examples to
help illustrate the practical operation of
the definition. The FBI proposes to add
15 examples following the text of the
SNPRM proposed definition of
“significantly upgraded or otherwise
undergoes major modification.” The
actual language of the examples is
provided in the regulatory text section
of this SNPRM. This section
summarizes the examples.

The first example explains that
preexistent equipment is not
“significantly upgraded” when a carrier
makes a modification that affects
capacity, because the “significantly
upgraded” definition is tied to the
assistance capability requirements, and
has no bearing on capacity
requirements.

The second example illustrates the
requirement that preexistent equipment
must be used by a carrier to provide its
customers with the ability to originate,
terminate, or direct communications.

The third and fourth examples
demonstrate situations where a carrier
modifies a portion of its network
architecture from circuit-mode to
packet-mode switching technology.

The fifth example involves a carrier
modifying its preexistent equipment to
improve network efficiencies and make
existing services easier for customers to
use in a manner that did not amount to
a “significant upgrade.”

The sixth example involves a carrier
making an improvement to correct Y2K
deficiencies that did not amount to a
“significant upgrade.”

The seventh example explains that a
modification causing law enforcement
to relocate its point of intercept from the
local loop to the carrier’s central office
was not a “significant upgrade.”

The eighth example illustrates the
circumstances under which the
activation of a dormant call forwarding
feature by a telecommunications carrier
amounts to a “significant upgrade.”

The ninth example illustrates how a
generic software upgrade can amount to
a “significant upgrade.”

The tenth example demonstrates a
situation where an improvement had no
adverse effect on the delivery of
intercepted communications to law
enforcement, but did result in the
intermittent garbling of reasonably
available call-identifying information.
This hindrance amounted to a
“significant upgrade” in the absence of
the carrier taking action to correct the
problem.

The eleventh example illustrates a
carrier detecting and then correcting a
problem caused by a modification made
to its preexistent equipment.

The twelfth example illustrates a
carrier correcting a problem caused by
a modification made to its preexistent
equipment after being notified by law
enforcement.

The thirteenth example demonstrates
the consequences of a carrier deciding
not to correct a problem caused by an
earlier modification to its preexistent
equipment.

The fourteenth example demonstrates
the effect of modifications mandated by
federal statutes and regulations.

The final example explains the effect
of a “significant upgrade” on
preexistent equipment.

d. Conclusion

The proposed definition of
“significantly upgraded or otherwise
undergoes major modification” and the
15