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resources or services in which the Contractor
must have physical or electronic access to
NASA’s sensitive information contained in
unclassified systems that directly support the
mission of the Agency. This includes
information technology, hardware, software,
and the management, operation,
maintenance, programming, and system
administration of computer systems,
networks, and telecommunications systems.
Examples of tasks that require security
provisions include:
(1) Computer control of spacecraft,
satellites, or aircraft or their payloads;
(2) Acquisition, transmission or analysis of
data owned by NASA with significant
replacement cost should the contractor’s
copy be corrupted; and
(3) Access to NASA networks or computers
at a level beyond that granted the general
public, e.g. bypassing a firewall.
(b) The Contractor shall provide,
implement, and maintain an IT Security
Plan. This plan shall describe the processes
and procedures that will be followed to
ensure appropriate security of IT resources
that are developed, processed, or used under
this contract. The plan shall describe those
parts of the contract to which this clause
applies. The Contractor’s IT Security Plan
shall be compliant with Federal laws that
include, but are not limited to, the Computer
Security Act of 1987 (40 U.S.C. 1441 et seq.)
and the Government Information Security
Reform Act of 2000. The plan shall meet IT
security requirements in accordance with
Federal and NASA policies and procedures
that include, but are not limited to:
(1) OMB Circular A–130, Management of
Federal Information Resources, Appendix III,
Security of Federal Automated Information
Resources;
(2) NASA Procedures and Guidelines
(NPG) 2810.1, Security of Information
Technology; and
(3) Chapter 3 of NPG 1620.1, NASA
Security Procedures and Guidelines.
(c) Within lldays after contract award,
the contractor shall submit for NASA
approval an IT Security Plan. This plan must
be consistent with and further detail the
approach contained in the offeror’s proposal
or sealed bid that resulted in the award of
this contract and in compliance with the
requirements stated in this clause. The plan,
as approved by the Contracting Officer, shall
be incorporated into the contract as a
compliance document.
(d)(1) Contractor personnel requiring
privileged access or limited privileged access
to systems operated by the Contractor for
NASA or interconnected to a NASA network
shall be screened at an appropriate level in
accordance with NPG 2810.1, Section 4.5;
NPG 1620.1, Chapter 3; and paragraph (d)(2)
of this clause. Those Contractor personnel
with non-privileged access do not require
personnel screening. NASA shall provide
screening using standard personnel screening
National Agency Check (NAC) forms listed in
paragraph (d)(3) of this clause, unless
contractor screening in accordance with
paragraph (d)(4) is approved. The Contractor
shall submit the required forms to the NASA
Center Chief of Security (CCS) within
fourteen (14) days after contract award or
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assignment of an individual to a position
requiring screening. The forms may be
obtained from the CCS. At the option of the
government, interim access may be granted
pending completion of the NAC.
(2) Guidance for selecting the appropriate
level of screening is based on the risk of
adverse impact to NASA missions. NASA
defines three levels of risk for which
screening is required (IT–1 has the highest
level of risk):
(i) IT–1—Individuals having privileged
access or limited privileged access to systems
whose misuse can cause very serious adverse
impact to NASA missions. These systems
include, for example, those that can transmit
commands directly modifying the behavior of
spacecraft, satellites or aircraft.
(ii) IT–2—Individuals having privileged
access or limited privileged access to systems
whose misuse can cause serious adverse
impact to NASA missions. These systems
include, for example, those that can transmit
commands directly modifying the behavior of
payloads on spacecraft, satellites or aircraft;
and those that contain the primary copy of
‘‘level 1’’ data whose cost to replace exceeds
one million dollars.
(iii) IT–3—Individuals having privileged
access or limited privileged access to systems
whose misuse can cause significant adverse
impact to NASA missions. These systems
include, for example, those that interconnect
with a NASA network in a way that exceeds
access by the general public, such as
bypassing firewalls; and systems operated by
the contractor for NASA whose function or
data has substantial cost to replace, even if
these systems are not interconnected with a
NASA network.
(3) Screening for individuals shall employ
forms appropriate for the level of risk as
follows:
(i) IT–1: Fingerprint Card (FC) 258 and
Standard Form (SF) 85P, Questionnaire for
Public Trust Positions (Information regarding
financial record, question 22, and the
Authorization for Release of Medical
Information are not applicable);
(ii) IT–2: FC 258 and SF 85, Questionnaire
for Non-Sensitive Positions; and
(iii) IT–3: NASA Form 531, Name Check,
and FC 258.
(4) The Contracting Officer may allow the
Contractor to conduct its own screening of
individuals requiring privileged access or
limited privileged access provided the
Contractor can demonstrate that the
procedures used by the Contractor are
equivalent to NASA’s personnel screening
procedures. As used here, equivalent
includes a check for criminal history, as
would be conducted by NASA, and
completion of a questionnaire covering the
same information as would be required by
NASA.
(5) Screening of contractor personnel may
be waived by the Contracting Officer for
those individuals who have proof of—
(1) Current or recent national security
clearances (within last three years);
(ii) Screening conducted by NASA within
last three years; or
(iii) Screening conducted by the
Contractor, within last three years, that is
equivalent to the NASA personnel screening
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procedures as approved by the Contracting
Officer under paragraph (d)(4) of this clause.
(e) The Contractor shall ensure that its
employees, in performance of the contract,
receive annual IT security training in NASA
IT Security policies, procedures, computer
ethics, and best practices in accordance with
NPG 2810.1, Section 4.3 requirements. The
contractor may use web-based training
available from NASA to meet this
requirement.
(f) The Contractor shall afford NASA,
including the Office of Inspector General,
access to the Contractor’s and subcontractors’
facilities, installations, operations,
documentation, databases and personnel
used in performance of the contract. Access
shall be provided to the extent required to
carry out a program of IT inspection,
investigation and audit to safeguard against
threats and hazards to the integrity,
availability and confidentiality of NASA data
or to the function of computer systems
operated on behalf of NASA, and to preserve
evidence of computer crime.
(g) The Contractor shall incorporate the
substance of this clause in all subcontracts
that meet the conditions in paragraph (a) of
this clause.
(End of clause)
[FR Doc. 01–17131 Filed 7–11–01; 8:45 am]
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Fisheries of the Exclusive Economic
Zone Off Alaska; Pacific Ocean Perch
in the West Yakutat District of the Gulf
of Alaska
AGENCY: National Marine Fisheries
Service (NMFS), National Oceanic and
Atmospheric Administration (NOAA),
Commerce.
ACTION: Closure.
SUMMARY: MFS is prohibiting directed
fishing for Pacific ocean perch in the
West Yakutat District of the Gulf of
Alaska (GOA). This is action is
necessary to prevent exceeding the 2001
total allowable catch (TAC) of Pacific
ocean perch in this area.
DATES: Effective 1200 hrs, Alaska local
time (A.l.t.), July 9, 2001, through 2400
hrs, A.l.t., December 31, 2001.
FOR FURTHER INFORMATION CONTACT:
Mary Furuness, 907–586–7228.
SUPPLEMENTARY INFORMATION: NMFS
manages the groundfish fishery in the
GOA exclusive economic zone
according to the Fishery Management
Plan for the Groundfish Fishery of the
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Gulf of Alaska (FMP) prepared by the
North Pacific Fishery Management
Council under authority of the
Magnuson-Stevens Fishery
Conservation and Management Act.
Regulations governing fishing by U.S.
vessels in accordance with the FMP
appear at subpart H of 50 CFR part 600
and CFR part 679.
The 2001 TAC of Pacific ocean perch
for the West Yakutat District was
established as 870 metric tons (mt) by
the Final 2001 Harvest Specifications
and Associated Management Measures
for the Groundfish Fisheries Off Alaska
(66 FR 7276, January 22, 2001).
In accordance with § 679.20 (d)(1)(i),
the Administrator, Alaska Region,
NMFS (Regional Administrator), has
determined that the 2001 TAC for
Pacific ocean perch in the West Yakutat
District will be reached. Therefore, the
Regional Administrator is establishing a
directed fishing allowance of 820 mt,
and is setting aside the remaining 50 mt
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as bycatch to support other anticipated
groundfish fisheries. In accordance with
§ 679.20 (d)(1)(iii), the Regional
Administrator finds that this directed
fishing allowance has been reached.
Consequently, NMFS is prohibiting
directed fishing for Pacific ocean perch
in the West Yakutat District of the GOA.
Maximum retainable bycatch amounts
may be found in the regulations at
§ 679.20 (e) and (f).
Classification
This action responds to the best
available information recently obtained
from the fishery. The Assistant
Administrator for Fisheries, NOAA,
finds that the need to immediately
implement this action to avoid
exceeding the 2001 TAC of Pacific
ocean perch for the West Yakutat
District of the GOA constitutes good
cause to waive the requirement to
provide prior notice and opportunity for
public comment pursuant to the
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authority set forth at 5 U.S.C. 553
(b)(3)(B) and 50 CFR 679.20
(b)(3)(iii)(A), as such procedures would
be unnecessary and contrary to the
public interest. Similarly, the need to
implement these measures in a timely
fashion to avoid exceeding the 2001
TAC of Pacific ocean perch for the West
Yakutat District of the GOA constitutes
good cause to find that the effective date
of this action cannot be delayed for 30
days. Accordingly, under 5 U.S.C. 553
(d), a delay in the effective date is
hereby waived.
This action is required by § 679.20
and is exempt from review under
Executive Order 12866.
Authority: 16 U.S.C. 1801 et seq.
Dated: July 9, 2001.
Bruce C. Morehead,
Acting Director, Office of Sustainable
Fisheries, National Marine Fisheries Service
[FR Doc. 01–17481 Filed 7–9–01; 3:28 pm]
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