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federally-insured credit unions. Such entities
are referred to in this appendix as “the credit
union.”

B. Definitions. 1. In general. Except as
modified in the Guidelines or unless the
context otherwise requires, the terms used in
these Guidelines have the same meanings as
set forth in 12 CFR part 716.

2. For purposes of the Guidelines, the
following definitions apply:

a. Member means any member of the credit
union as defined in 12 CFR 716.3(n).

b. Member information means any records
containing nonpublic personal information,
as defined in 12 CFR 716.3(q), about a
member, whether in paper, electronic, or
other form, that is maintained by or on behalf
of the credit union.

¢. Member information system means any
method used to access, collect, store, use,
transmit, protect, or dispose of member
information.

d. Service provider means any person or
entity that maintains, processes, or otherwise
is permitted access to member information
through its provision of services directly to
the credit union.

II. Standards for Safeguarding Member
Information

A. Information Security Program. A
comprehensive written information security
program includes administrative, technical,
and physical safeguards appropriate to the
size and complexity of the credit union and
the nature and scope of its activities. While
all parts of the credit union are not required
to implement a uniform set of policies, all
elements of the information security program
must be coordinated.

B. Objectives. A credit union’s information
security program should be designed to:
ensure the security and confidentiality of
member information; protect against any
anticipated threats or hazards to the security
or integrity of such information; and protect
against unauthorized access to or use of such
information that could result in substantial
harm or inconvenience to any member.
Protecting confidentiality includes honoring
members’ requests to opt out of disclosures
to nonaffiliated third parties, as described in
12 CFR 716.1(a)(3).

III. Development and Implementation of
Member Information Security Program

A. Involve the Board of Directors. The
board of directors or an appropriate
committee of the board of each credit union
should:

1. Approve the credit union’s written
information security policy and program; and

2. Oversee the development,
implementation, and maintenance of the
credit union’s information security program,
including assigning specific responsibility for
its implementation and reviewing reports
from management.

B. Assess Risk. Each credit union should:

1. Identify reasonably foreseeable internal
and external threats that could result in
unauthorized disclosure, misuse, alteration,
or destruction of member information or
member information systems;

2. Assess the likelihood and potential
damage of these threats, taking into

consideration the sensitivity of member
information; and

3. Assess the sufficiency of policies,
procedures, member information systems,
and other arrangements in place to control
risks.

C. Manage and Control Risk. Each credit
union should:

1. Design its information security program
to control the identified risks, commensurate
with the sensitivity of the information as well
as the complexity and scope of the credit
union’s activities. Each credit union must
consider whether the following security
measures are appropriate for the credit union
and, if so, adopt those measures the credit
union concludes are appropriate:

a. Access controls on member information
systems, including controls to authenticate
and permit access only to authorized
individuals and controls to prevent
employees from providing member
information to unauthorized individuals who
may seek to obtain this information through
fraudulent means;

b. Access restrictions at physical locations
containing member information, such as
buildings, computer facilities, and records
storage facilities to permit access only to
authorized individuals;

c. Encryption of electronic member
information, including while in transit or in
storage on networks or systems to which
unauthorized individuals may have access;

d. Procedures designed to ensure that
member information system modifications
are consistent with the credit union’s
information security program;

e. Dual controls procedures, segregation of
duties, and employee background checks for
employees with responsibilities for or access
to member information;

f. Monitoring systems and procedures to
detect actual and attempted attacks on or
intrusions into member information systems;

g. Response programs that specify actions
to be taken when the credit union suspects
or detects that unauthorized individuals have
gained access to member information
systems, including appropriate reports to
regulatory and law enforcement agencies;
and

h. Measures to protect against destruction,
loss, or damage of member information due
to potential environmental hazards, such as
fire and water damage or technical failures.

2. Train staff to implement the credit
union’s information security program.

3. Regularly test the key controls, systems
and procedures of the information security
program. The frequency and nature of such
tests should be determined by the credit
union’s risk assessment. Tests should be
conducted or reviewed by independent third
parties or staff independent of those that
develop or maintain the security programs.

D. Oversee Service Provider Arrangements.
Each credit union should:

1. Exercise appropriate due diligence in
selecting its service providers;

2. Require its service providers by contract
to implement appropriate measures designed
to meet the objectives of these guidelines;
and

3. Where indicated by the credit union’s
risk assessment, monitor its service providers

to confirm that they have satisfied their
obligations as required by paragraph D.2. As
part of this monitoring, a credit union should
review audits, summaries of test results, or
other equivalent evaluations of its service
providers.

E. Adjust the Program. Each credit union
should monitor, evaluate, and adjust, as
appropriate, the information security
program in light of any relevant changes in
technology, the sensitivity of its member
information, internal or external threats to
information, and the credit union’s own
changing business arrangements, such as
mergers and acquisitions, alliances and joint
ventures, outsourcing arrangements, and
changes to member information systems.

F. Report to the Board. Each credit union
should report to its board or an appropriate
committee of the board at least annually.
This report should describe the overall status
of the information security program and the
credit union’s compliance with these
guidelines. The report should discuss
material matters related to its program,
addressing issues such as: risk assessment;
risk management and control decisions;
service provider arrangements; results of
testing; security breaches or violations and
management’s responses; and
recommendations for changes in the
information security program.

G. Implement the Standards.

1. Effective date. Each credit union must
implement an information security program
pursuant to the objectives of these Guidelines
by July 1, 2001.

2. Two-year grandfathering of agreements
with service providers. Until July 1, 2003, a
contract that a credit union has entered into
with a service provider to perform services
for it or functions on its behalf satisfies the
provisions of paragraph III.D., even if the
contract does not include a requirement that
the servicer maintain the security and
confidentiality of member information, as
long as the credit union entered into the
contract on or before March 1, 2001.

[FR Doc. 01-2494 Filed 1-29-01; 8:45 am]
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Special Conditions: Honeywell
International, Inc.; Boeing Model 747-
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ACTION: Final special conditions; request
for comments.

SUMMARY: These special conditions are
issued for Boeing Model 747-300 series
airplanes modified by Honeywell
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International, Inc. These modified
airplanes will have novel or unusual
design features associated with the
installation of new navigation
management system that includes
electronic flight instrument system
(EFIS) displays. The EFIS displays will
use electrical and electronic systems
that perform critical functions. The
applicable airworthiness regulations do
not contain adequate or appropriate
safety standards for the protection of
these systems from the effects of high-
intensity-radiated fields (HIRF). These
special conditions contain the
additional safety standards that the
Administrator considers necessary to
establish a level of safety equivalent to
that established by the existing
airworthiness standards.

DATES: The effective date of these
special conditions is January 16, 2001.
Comments must be received on or
before March 1, 2001.

ADDRESSES: Comments on these special
conditions may be mailed in duplicate
to: Federal Aviation Administration,
Transport Airplane Directorate,
Attention: Rules Docket (ANM-114),
Docket No. NM182, 1601 Lind Avenue
SW., Renton, Washington 98055-4056;
or delivered in duplicate to the
Transport Airplane Directorate at that
address. All comments must be marked:
“Docket No. NM182.” Comments may
be inspected in the Rules Docket
weekdays, except Federal holidays,
between 7:30 a.m. and 4:00 p.m.

FOR FURTHER INFORMATION CONTACT: For
information concerning the certification
program for the Boeing Model 747-300
series airplanes modified by Honeywell
International, Inc., contact: Ross Landes,
Standardization Branch, ANM—-113,
Transport Airplane Directorate, Aircraft
Certification Service, 1601 Lind Avenue
SW., Renton, Washington 98055—4056;
telephone (425) 227-145; fax (425) 227—
1149.

For information on the general subject
of HIRF, contact: Massoud Sadeghi,
Federal Aviation Administration,
Transport Airplane Directorate,
Airplane and Flight Crew Interface
Branch, ANM-111, 1601 Lind Avenue
SW., Renton, Washington 98055—4056;
telephone (425) 227-2117; fax (425)
227-1320.

SUPPLEMENTARY INFORMATION: The FAA
has determined that notice and
opportunity for prior public comment
hereon are impracticable because these
procedures would significantly delay
issuance of the approval design and
thus delivery of the affected aircraft. In
addition, the substance of these special
conditions has been subject to the
public comment process in several prior

instances with no substantive comments
received. The FAA, therefore, finds that
good cause exists for making these
special conditions effective upon
issuance.

Comments Invited

Although these special conditions are
being issued as final special conditions
without prior public notice, interested
persons are invited to submit such
written data, views, or arguments as
they may desire. Communications
should identify the regulatory docket
number and be submitted in duplicate
to the address specified above. All
communications received on or before
the closing date for comments will be
considered by the Administrator. The
special conditions may be changed in
light of the comments received. All
comments received will be available in
the Rules Docket for examination by
interested persons, both before and after
the closing date for comments. A report
summarizing each substantive public
contact with FAA personnel concerning
this rulemaking will be filed in the
docket. Commenters wishing the FAA to
acknowledge receipt of their comments
submitted in response to these special
conditions must include a self-
addressed, stamped postcard on which
the following statement is made:
“Comments to NM182.”” The postcard
will be date stamped and returned to the
commenter.

Background

On October 20, 2000, Honeywell
International Inc., 15001 N.E. 36th
Street, P.O. Box 97001, Redmond,
Washington 98073-9701, applied for a
Supplemental Type Certificate (STC) for
the Boeing Model 747-300 series
airplanes operated by South African
Airways (SAA). Honeywell plans to
install upgraded avionics equipment on
these airplanes. This equipment
includes an electronic flight instrument
system (EFIS) that displays attitude and
heading information, and is
manufactured by Astronautics. The
modified airplanes are scheduled for
certification in January 2001.

The Astronautics EFIS provides a
critical function that displays attitude
and heading information. The EFIS
must be designed and installed to
ensure that its operation is not adversely
affected by high intensity radiated fields
(HIRF). These functions can be
susceptible to disruption of both
command and response signals as a
result of electrical and magnetic
interference caused by HIRF external to
the airplane. This disruption of signals
could result in loss of critical flight
displays and annunciations, or could

present misleading information to the
pilot.

The subject Boeing Model 747-300
series airplanes are four-engine
transport category airplanes with a
wingspan of 195 ft. 8 in. (59.6 m) and
an overall length of 231 ft. 10.2 in. (70.6
m). They are essentially identical to the
earlier Model 747-200 series, but have
a stretched upper deck. Their maximum
takeoff weight is 833,000 lbs. (374,850
kg) and typical cruise speed at 35,000
feet is Mach 0.85/565 mph (910 km/h)

Type Certification Basis

Under the provisions of 14 CFR
21.101, Honeywell must show that the
Boeing Model 747-300 series airplanes,
as modified, continue to meet the
applicable provisions of the regulations
incorporated by reference in Type
Certificate No. A20WE, or the applicable
regulations in effect on the date of
application for the modification. The
regulations incorporated by reference in
the type certificate are commonly
referred to as the “original type
certification basis.”

The regulations incorporated by
reference in Type Certificate No.
A20WE for the Boeing Model 747-300
series airplanes are as follows:

1. Regulations

e 14 CFR parts 1, 21, 34 (fuel vent
and exhaust emission requirements),
and 36 (noise certification
requirements).

e 14 CFR part 25, effective February
1, 1965.

¢ Amendments 25—1 through 25-8,
pluS 25-15, 25-17, 25—-18, 25—-20, and
25-39 (transmitted by FAA letter dated
February 4, 1977).

e Amendment 25-36, re: RB211
engine oil filter system compliance with
§25.1019 and § 25.1305(c)(7).

e Amendment 25—46, § 25.803(d)
(Transmitted by FAA letter to The
Boeing Company, dated September 2,
1983. This is limited to all passenger
configurations and 6/7 palet combi
configurations.)

2. Special Conditions

e Special conditions summarized for
record purposes as enclosed with FAA
letter to The Boeing Company dated
February 20, 1970.

¢ Special Conditions 4A, revised to
apply to airplanes with the landing gear
load evener system deleted (recorded as
attachment to an FAA letter to The
Boeing Company dated May 12, 1971).

¢ Special Conditions No. 25-61-NW—
1 for occupancy not to exceed 32
passengers on the upper deck of
airplanes with spiral staircase
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(transmitted to The Boeing Company by
FAA letter dated February 26, 1975).

¢ Special Conditions No. 25-71-NW-
3 for occupancy not to exceed 45
passengers on the upper deck of
airplanes with straight segmented
stairway (transmitted to The Boeing
Company by FAA letter dated
September 8, 1976).

¢ Modification of Special Conditions
No. 25-71-NW-3 for occupancy not to
exceed 110 passengers on the upper
deck of airplanes with segmented
stairway (transmitted to The Boeing
Company by FAA letter dated August 3,
1981).

e Special Conditions No. 25—-77-NW-
4—modification of the autopilot system
to approve the airplane for use of the
system under category IIIb landing
conditions (transmitted to The Boeing
Company by FAA letter dated July 8,
1977).

e Special Condition No. 25-ANM-16
for installation of an overhead crew rest
area, occupancy not to exceed 10
crewmembers. (The FAA-approved
procedures required for compliance
with paragraph 13 of the Special
Condition are located in Boeing
Document D926U303, Appendix D.)

3. Exemptions From 14 CFR Part 25

e Exemption No. 1013A, dated
December 24, 1969.

e Exemption No. 1870D, dated April
3, 1991.

¢ Exemption No. 3035 dated
September 9, 1980.

4. Compliance With the Following
Optional Requirements

e §25.801, “Ditching.”
e §25.1419, “Ice protection.”

5. Equivalent Safety Findings With
Respect to the Following Regulations

e §25.773(b)(2)(i), amendments 25—1
through 25-67, “Pilot compartment
view.”

e §25.811(f), “Emergency exit
marking.”

e §25.812(k)(2), “Emergency
lighting.”

e §25.815, “Width of aisle.”

e §25.1415(d) “Ditching equipment”
[re: Emergency Locator Transmitter
(ELT)].

If the Administrator finds that the
applicable airworthiness regulations
(i.e., 14 CFR part 25, as amended) do not
contain adequate or appropriate safety
standards for the Boeing Model 747-300
series airplanes modified by Honeywell
because of a novel or unusual design
feature, special conditions are
prescribed under the provisions of
§21.16.

Special conditions, as appropriate, are
issued in accordance with §11.19, as

required by § 11.38, and become part of
the airplane’s type certification basis in
accordance with §21.101(b)(2).

The special conditions approved in
this new document will form an
additional part of the type certification
basis for these airplanes.

Special conditions are initially
applicable to the model for which they
are issued. Should Honeywell apply for
a supplemental type certificate to
modify any other model included on the
same type certificate to incorporate the
same novel or unusual design features,
these special conditions would also
apply to the other model under the
provisions of § 21.101(a)(1).

Novel or Unusual Design Features

The Boeing Model 747-300 series
airplanes modified by Honeywell will
incorporate the Astronautics EFIS
system, which performs critical
functions. The EFIS system contains
electronic equipment for which the
current airworthiness standards (14 CFR
part 25) do not contain adequate or
appropriate safety standards that
address protecting this equipment from
the adverse effects of HIRF. This system
may be vulnerable to HIRF external to
the airplane. Accordingly, this system is
considered to be a novel or unusual
design feature.

Discussion

There is no specific regulation that
addresses the requirements for
protection of electrical and electronic
systems from HIRF. Increased power
levels from ground-based radio
transmitters and the growing use of
sensitive electrical and electronic
systems to command and control
airplanes have made it necessary to
provide adequate protection.

To ensure that a level of safety is
achieved that is equivalent to that
intended by the regulations
incorporated by reference, special
conditions are needed for the Boeing
Model 747-300 airplanes modified by
Honeywell to include the Astronautics
EFIS system. These special conditions
will require that this system, which
performs critical functions, be designed
and installed to preclude component
damage and interruption of function
due to both the direct and indirect
effects of HIRF.

High-Intensity Radiated Fields (HIRF)

With the trend toward increased
power levels from ground-based
transmitters, plus the advent of space
and satellite communications coupled
with electronic command and control of
the airplane, and the use of composite
material in the airplane structure, the

immunity of critical avionics/
electronics and electrical systems to
HIRF must be established.

It is not possible to precisely define
the HIRF to which the airplane will be
exposed in service. There is also
uncertainty concerning the effectiveness
of airframe shielding for HIRF.
Furthermore, coupling of
electromagnetic energy to cockpit-
installed equipment through the cockpit
window apertures is undefined. Based
on surveys and analysis of existing HIRF
emitters, an adequate level of protection
exists when compliance with the HIRF
protection special condition is shown
with either paragraph 1. or,
alternatively, paragraph 2., below:

1. A minimum threat of 100 volts rms
per meter electric field strength from 10
KHz to 18 GHz.

a. The threat must be applied to the
system elements and their associated
wiring harnesses without the benefit of
airframe shielding.

b. Demonstration of this level of
protection is established through system
tests and analysis.

Or

2. A threat external to the airframe for
both of the following field strengths for
the frequency ranges indicated. Both
peak and average field strength
components from Table 1 are to be
demonstrated.

TABLE 1
Field Strength
Frequency (volts per meter)

Peak Average
10 kHz—100 kHz ....... 50 50
100 kHz-500 kHz ..... 50 50
500 kHz-2 MHz ........ 50 50
2 MHz-30 MHz ......... 100 100
30 MHz-70 MHz ....... 50 50
70 MHz-100 MHz ..... 50 50
100 MHz-200 MHz ... 100 100
200 MHz-400 MHz ... 100 100
400 MHz-700 MHz ... 700 50
700 MHz-1 GHz ....... 700 100
1 GHz-2 GHz ........... 2000 200
2 GHz—4 GHz ... 3000 200
4 GHz-6 GHz ... 3000 200
6 GHz-8 GHz ... 1000 200
8 GHz-12 GHz ......... 3000 300
12 GHz-18 GHz ....... 2000 200
18 GHz—40 GHz ....... 600 200

The field strengths are expressed in terms
of peak of the root-mean-square (rms) over
the complete modulation period.

The threat levels identified in Table 1
are the result of an FAA review of
existing studies on the subject of HIRF,
in light of the ongoing work of the
Electromagnetic Effects Harmonization
Working Group of the Aviation
Rulemaking Advisory Committee.
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Applicability

As discussed above, these special
conditions are applicable to the Boeing
Model 747-300 series airplanes
modified by Honeywell International,
Inc., to include the Astronautics EFIS
system. Should Honeywell apply at a
later date for a supplemental type
certificate to modify any other model
included on Type Certificate A20WE to
incorporate the same novel or unusual
design features, these special conditions
would apply to that model as well
under the provisions of § 21.101(a)(1).

Conclusion

This action affects only certain novel
or unusual design features on the
Boeing Model 747-300 series airplanes
modified by Honeywell International,
Inc. It is not a rule of general
applicability and affects only the
applicant who applied to the FAA for
approval of these features on the
airplanes.

As stated previously, the substance of
the special conditions has been
subjected to the notice and comment
period in several prior instances and has
been derived without substantive
change from those previously issued. It
is unlikely that prior public comment
would result in a significant change
from the substance contained herein.
For this reason, and because a delay
would significantly affect the
certification of the airplane, which is
imminent, the FAA has determined that
prior public notice and comment are
unnecessary and impracticable, and
good cause exists for adopting these
special conditions upon issuance. The
FAA is requesting comments to allow
interested persons to submit views that
may not have been submitted in
response to the prior opportunities for
comment described above.

List of Subjects in 14 CFR Part 25

Aircraft, Aviation safety, Reporting
and recordkeeping requirements.

The authority citation for these
special conditions is as follows:

Authority: 49 U.S.C. 106(g), 40113, 44701,
44702, 44704.

The Special Conditions

Accordingly, pursuant to the
authority delegated to me by the
Administrator, the following special
conditions are issued as part of the
supplemental type certification basis for
the Boeing Model 747-300 series
airplanes modified by Honeywell
International, Inc.

1. Protection from Unwanted Effects
of High-Intensity Radiated Fields
(HIRF). Each electrical and electronic

system that performs critical functions
must be designed and installed to
ensure that the operation and
operational capability of these systems
to perform critical functions are not
adversely affected when the airplane is
exposed to high-intensity radiated
fields.

2. For the purpose of these special
conditions, the following definition
applies: Critical Functions: Functions
whose failure would contribute to or
cause a failure condition that would
prevent the continued safe flight and
landing of the airplane.

Issued in Renton, Washington, on January
16, 2001.

Donald L. Riggin,

Acting Manager, Transport Airplane
Directorate, Aircraft Certification Service.

[FR Doc. 01-2037 Filed 1-29-01; 8:45 am]
BILLING CODE 4910-13-U
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[Docket No. 2001-NE-03-AD; Amendment
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Airworthiness Directives; CFM
International (CFMI) Model CFM56-7B
Turbofan Engines

AGENCY: Federal Aviation
Administration, DOT.

ACTION: Final rule; request for
comments.

SUMMARY: This amendment adopts a
new airworthiness directive (AD) that is
applicable to CFMI model CFM56-7B
turbofan engines. This action requires a
one-time on-wing torque inspection,
and torque if needed, of all the PS3
pressure line fittings to insure proper
torque. This amendment is prompted by
service events which resulted in two in-
flight shutdowns (IFSD’s) and an
aborted takeoff due to the disconnection
of one of the PS3 line fittings. The
actions specified in this AD are
intended to prevent air leakage from
incorrectly torqued fittings of the PS3
line, which could result in engine
power loss.
DATES: Effective February 14, 2001.
Comments for inclusion in the Rules
Docket must be received on or before
April 2, 2001.
ADDRESSES: Submit comments in
triplicate to the Federal Aviation
Administration (FAA), New England
Region, Office of the Regional Counsel,
Attention: Rules Docket No. 2001-NE—

03—AD, 12 New England Executive Park,
Burlington, MA 01803-5299. Comments
may also be sent via the Internet using
the following address: ‘“‘9-ane-
adcomment@faa.gov.” Comments sent
via the Internet must contain the docket
number in the subject line.

FOR FURTHER INFORMATION CONTACT:
Diane Cook, Aerospace Engineer, Engine
Certification Office, FAA, Engine and
Propeller Directorate, 12 New England
Executive Park, Burlington, MA 01803—
5299; telephone 781-238-7133, fax
781-238-7199.

SUPPLEMENTARY INFORMATION: The FAA
has received reports of two in-flight
shutdowns and one aborted take-off on
three different Boeing 737NG airplanes
powered by CFM56—7B turbofan
engines. In all of these cases, the engine
rolled back to idle speed and would not
accelerate. The investigation revealed
that the PS3 pressure line B-nut fitting
at the 6 o’clock position had
disconnected in two of these events and
the PS3 pressure B-nut fitting at the
combustion case port location had
disconnected in the third event. An
operator, involved in one of the IFSD
events, completed on-wing torque
inspections of the PS3 pressure line
fittings of its CFMI CFM56—7B fleet. As
a result of these inspections, one engine
was found with a loose B-nut fitting at
the 6 o’clock location and two engines
were found with loose cap fittings at the
6 o’clock location. The two engines with
loose caps were on the same airplane.
The investigation also initiated PS3
pressure line fitting torque inspections
on 10 engines that were on Boeing’s
flight line. These inspections revealed
one engine with a loose B-nut fitting at
the 6 o’clock position and one engine
with a loose cap fitting at the 6 o’clock
position. General Electric and SNECMA
also inspected CFM56—7B engines that
were in assembly. No loose fittings were
found. The investigation to determine
the cause of the loose PS3 pressure line
fittings continues. Action to insure
correct torque of these fittings on
current production engines has been
initiated by adding a new torque
inspection requirement for the PS3
pressure line fittings at the end of the
main engine assembly process.
However, based on the inspection
results indicated above, it has been
determined that mandating action on in-
service engines to ensure that the PS3
pressure line fittings are correctly
torqued is required.

Requirements of This AD

Since an unsafe condition has been
identified that is likely to exist or
develop on other engines of the same
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