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AGENCIES: Department of Justice and
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ACTION: Final rule.

SUMMARY: The Environmental Protection
Agency (EPA) and the Department of
Justice (DQJ) are promulgating a rule
that provides for access to information
concerning the potential off-site
consequences of hypothetical accidental
chemical releases from industrial
facilities. Under section 112(r) of the
Clean Air Act (CAA), facilities handling
large quantities of extremely hazardous
chemicals are required to include that
information in a risk management plan
(RMP) submitted to EPA. As required by
the Chemical Safety Information, Site
Security and Fuels Regulatory Relief Act
(CSISSFRRA), this rule provides
members of the public and government
officials with access to that information
in ways designed to minimize the
likelihood of accidental releases, the
risk to national security associated with
posting the information on the Internet,
and the likelihood of harm to public
health and welfare.

DATES: This rule is effective on August
4, 2000.

ADDRESSES: Supporting information
used to develop the proposed rule and
the final rule is contained in Docket No.
A—-2000-20. The docket is available for
public inspection and copying between
8 a.m. and 5:30 p.m., Monday through
Friday (except government holidays), at
Waterside Mall, Room M1500, 401 M
Street, S.W., Washington, DC 20460. A
reasonable fee may be charged for
copying. The assessments upon which
this rule is based are also available on
the Internet at http://www.usdoj.gov
and http://www.epa.gov/ceppo.

FOR FURTHER INFORMATION CONTACT:
Brenda Sue Thornton, Trial Attorney,
Criminal Division, Terrorism and
Violent Crime Section, Department of

Justice, 601 D Street, N.W., Room 6500,
Washington, DC 20530, (202) 616-5210;
John Ferris, Chemical Engineer, (202)
260—4043, or Vanessa Rodriguez,
Chemical Engineer, (202) 260-7913,
Chemical Emergency Preparedness and
Prevention Office, Environmental
Protection Agency (5104), 1200
Pennsylvania Avenue, N.-W.,
Washington, DC 20460; or the
Emergency Planning and Community
Right-to-Know Hotline at (800) 424—
9346 (in the Washington, DC,
metropolitan area, (703) 412-9810). You
may wish to visit the Chemical
Emergency Preparedness and
Prevention Office (CEPPO) Internet site
at http://www.epa.gov/ceppo.

SUPPLEMENTARY INFORMATION: This rule
was published in the Federal Register
as a proposed rule on April 27, 2000 (65
FR 24834). This Federal Register action
announces EPA and DOJ’s final
decisions on the rule.
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I. Introduction

A. Statutory Authority and Background

As more fully described in the notice
of proposed rulemaking (NPRM) (65 FR
24853 (April 27, 2000)), the federal
government’s efforts to prevent and
mitigate chemical accidents are
reflected in several pieces of legislation,
including section 112(r) of the CAA, 42
U.S.C. 7412(z). In that section, Congress
imposed a general duty on industrial
facilities handling any extremely
hazardous chemicals to do so safely
(CAA section 112(r)(1)), and required
EPA to establish a regulatory program
for facilities that pose the greatest risk
(CAA section 112(r)(7)). Congress
directed that the regulatory program
require covered facilities to develop and
implement a risk management program
for preventing accidental chemical
releases and minimizing the
consequences of releases that do occur.
Congress further mandated that facilities
perform an off-site consequences
analysis (OCA) for one or more
hypothetical accidental worst case and/
or alternative release scenarios and
report the results of the analysis in a
risk management plan (RMP) to be
submitted to federal, state, and local
government agencies and made
available to the public.

EPA issued the rules establishing the
regulatory program required by CAA
section 112(r) on January 31, 1994 (59
FR 4478) and June 20, 1996 (61 FR
31668, the “RMP rule”). In those rules,
EPA continued the philosophy that EPA
embraced in implementing the
Emergency Planning and Community
Right-to-Know Act of 1986 (EPCRA).
Specifically, EPA recognized that
regulatory requirements by themselves
will not guarantee safety, and that
providing the public with information
about hazards in a community can and
should lead government officials and
the public to work with industry to
prevent accidents. EPA thus relied on
the public availability of RMPs to
stimulate further chemical risk
reductions efforts, which occur
primarily at the local level where the
risk is found.

Over 15,000 facilities are subject to
the RMP rule. In an effort to reduce the
burden of collecting and disseminating
RMPs, EPA designed an electronic RMP
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form that could be placed on the
Internet for purposes of public access.
However, the Federal Bureau of
Investigation and other representatives
of the law enforcement and intelligence
communities raised concerns that
releasing the OCA portions of RMPs via
the Internet would enable individuals
anywhere in the world anonymously to
search electronically for industrial
facilities in the U.S. to target for
purposes of causing an intentional
industrial chemical release. In response
to those concerns, EPA posted RMPs on
the Internet (www.epa.gov/ceppo/)
without the sections of the RMP that
contain OCA results (sections 2 through
5). However, those OCA sections, and
any EPA electronic database created
from those sections, were still subject to
public release in electronic format
pursuant to the Freedom of Information
Act (FOIA), 5 U.S.C. 552. On August 5,
1999, CSISSFRRA was enacted (Pub. L.
No. 106—40) to provide at least a one-
year exemption from FOIA for “OCA
information,” including the OCA
portions of RMPs and any EPA database
created from those portions.
CSISSFRRA amended section 112(r)(7)
of the CAA by adding a new
subparagraph (h).

CSISSFRRA requires the President, by
the end of the one-year period of the
FOIA exemption, to decide how to
disseminate OCA information.
Specifically, CSISSFRRA requires the
President to assess “‘the increased risk of
terrorist and other criminal activity
associated with the posting of [OCA]
information on the Internet” and “the
incentives created by public disclosure
of [OCA] information for reduction in
the risk of accidental releases” (CAA
section 112(r)(7)(H)(ii)(I)). Based on
those assessments, the President is
required by August 5, 2000, to
promulgate a regulation governing
access to OCA information in a manner
that minimizes the likelihood of
chemical releases, however caused.
Until that time, CSISSFRRA limits
public access to OCA information but
provides government officials access for
purposes of preventing, planning for, or
responding to chemical releases. The
President delegated to the Attorney
General and the Administrator of EPA
the authority to conduct the required
assessments and rulemaking (see the
delegation memorandum at 65 FR 8631
(February 22, 2000)). The proposed and
final rules are subject to approval by the
Director of the Office of Management
and Budget (OMB).

The risk and benefits assessments
were completed and used as the basis
for the proposed rule. The conclusions
of those assessments are fully described

in the NPRM. Briefly, the risk
assessment found that an increased risk
of terrorist or other criminal activity
would accompany the release of certain
items of OCA information via the
Internet. That information could be used
by terrorists or other criminals for
purposes of targeting or maximizing the
results of industrial chemical releases.
The benefits assessment concluded that
public disclosure of OCA information
would likely lead to a significant
reduction in the number and severity of
accidental chemical releases. It also
found that ease of public access to
information is important to the public’s
use of that information. The risk and
benefits assessments are available in the
docket for this rulemaking and on the
EPA and DOJ websites (www.epa.gov/
ceppo/ and www.usdoj.gov).

B. The Proposed Rule

Based on the risk and benefits
assessments, EPA and DOJ proposed
providing the public with several means
of obtaining access to OCA information
and information about the risk
expressed by OCA information. The
complete proposal is contained in the
NPRM. A brief summary follows.

In order to minimize the risk of
Internet dissemination of OCA
information while still providing public
access to that information, we proposed
to provide the public with access to
paper copies of OCA information for
covered facilities at 50 or more federal
reading rooms geographically
distributed across the United States. At
the reading rooms, members of the
public would have access to OCA
information for a limited number of
facilities, located anywhere in the
country, and would be able to read the
information and take notes from it, but
not remove or mechanically reproduce
it. Reading rooms would be authorized
to provide any member of the public
with access to OCA information for up
to 10 stationary sources per calendar
month. Based upon an analysis of the
geographic distribution of RMP-covered
facilities, we concluded that the 10 per
individual per calendar month limit
would still permit most members of the
public to have access to OCA
information for facilities in whose
“vulnerable zone” they live or work, as
well as to OCA information for a few
other facilities located elsewhere.

In addition, we proposed making the
less sensitive items of OCA information
available to the public on the Internet by
posting them on EPA’s website. Those
items of OCA information included
information about passive and active
safety systems used by facilities; we
explained that that information would

facilitate risk reduction dialogues
among members of the public, state and
local officials, and facilities. Only the
items of OCA information for which the
risk assessment found there was a
significant risk of use for terrorist or
other criminal purposes would be
excluded from Internet posting.

We also proposed creating a “‘risk
indicator” system as a tool for providing
the public with a means of
understanding, via Internet inquiry,
some aspects of the risk expressed by
OCA information. Members of the
public would be able to enter a specific
address (such as that of a home, school,
or place of employment) into the risk
indicator system and learn if that
address might be within the “vulnerable
zone” of at least one facility that
submitted an RMP to EPA. Members of
the public who do not have access to the
Internet would be able to obtain the
same information by calling the EPA
hotline or by mailing a request to the
Administrator of EPA. The risk
indicator system also would inform
individuals of several means by which
they could obtain the names of the
facilities and additional information.

Further, we proposed authorizing and
encouraging members of local
emergency planning committees
(LEPGs), state emergency response
committees (SERCs), or local fire
departments to allow members of the
public to read, but not remove or
mechanically copy, paper copies of
OCA information for all of the covered
facilities in the LEPC’s jurisdiction and
for any facilities whose vulnerable zone
extended into the LEPC’s jurisdiction.
To further supplement public access,
under the proposed rule, EPA would
make available to the public additional
information on chemical accident risk
through an Internet website. The
proposal also addressed how EPA
would provide access to OCA
information to federal, state, and local
government officials for their “official
use”” by codifying the provisions of
CSISSFRRA that appear in CAA section
112(r)(7)(H)(ii)(I)(cc)—(ee). Finally, the
proposal called for establishing further
provisions as needed to implement
CSISSFRRA, such as prohibiting the
unauthorized release of OCA
information and authorizing the
Administrator to provide OCA
information to qualified researchers
under CAA section 112(r)(7)(H)(vii).

II. Discussion of Comments on the
Proposed Rule

The proposed rule was published for
comment in the Federal Register on
April 27, 2000. The comment period
ended on June 8, with 68 comments



48110

Federal Register/Vol. 65, No. 151/Friday, August 4, 2000/Rules and Regulations

submitted. Commentors represented
industry, trade associations, public
interest groups, journalists,
environmental groups, law enforcement,
emergency response groups, state/local
entities, and the general public. In
addition, on May 9, 2000, EPA and DOJ
held a public hearing on the proposed
rule at which nine presenters
representing public interest groups,
environmental research groups, state
and local emergency planning groups,
and the general public provided
comments about the proposed
regulation. We are responding to most
comments on the proposed rule in this
preamble. We respond to additional
comments in a supplemental document
included in the public docket for this
rulemaking.

A. Risk and Benefits Assessments

As noted above, the assessments were
available on the EPA and DOJ websites.
We received comments on both the
benefits assessment and the risk
assessment expressing a wide range of
opinion. We note at the outset that
CSISSFRRA did not call for the
assessments to be developed through a
public rulemaking process (see CAA
section 112(r)(7)(H)(ii)). Instead,
CSISSFRRA required the President to
conduct the assessments and then,
“based on the assessments,” to
promulgate regulations governing the
distribution of OCA information. In
requiring regulations, CSISSFRRA
ensured the public an opportunity to
participate in the government’s
consideration of the extent to which and
the manner in which OCA information
should be made available based on the
assessments. Preparation of the risk
assessment, however, necessarily called
for the exercise of expert judgment in
sensitive areas of law enforcement and
national security, areas in which the
President is typically accorded broad
discretion. We thus believe that
Congress did not intend the assessments
to be subject to public evaluation except
to the extent they do, or do not,
adequately support the rule being
promulgated. We nonetheless appreciate
the careful consideration that the
assessments received from the public
and respond below to the significant
concerns that were raised.

In regard to the approach taken by
both assessments, several commentors
asserted that the assessments were
fundamentally flawed because they
failed to quantify the risk and benefit of
disseminating OCA information. EPA
and DOJ disagree with that comment.
Given the short time frame the agencies
had to develop the assessments and lack
of a clear basis for estimating the

probability of a chemical accident or
criminal incident involving an
industrial facility, it would have been
difficult, if not impossible, to obtain or
develop sufficient data to support such
an analysis. To begin with, since OCA
information is not yet publicly
available, its effect on the risk and
benefits to be assessed cannot be
measured directly. In addition, because
the RMP program took effect only last
year and trends in terrorism are
changing, there is little other data
regarding the precise issues that the
assessments were required to address.

Furthermore, EPA and DOJ believe
that statistical evaluation of the benefits
and costs relating to the release of OCA
information on the Internet was not
necessary to determine how OCA
information should be disseminated,
which is the purpose of this rulemaking
exercise. In the benefits assessment, an
analysis of the effect of public release of
Toxic Release Inventory (TRI) data
indicated that information
dissemination leads to further risk
reduction efforts. In the risk assessment,
an analysis was conducted of trends
related to weapons of mass destruction
and recent terrorist events. Each
assessment used those analyses as the
basis for assessing the benefits and risks
related to dissemination of OCA
information. The findings that resulted
from those analyses informed the rule.
We believe that that methodology was
appropriate for purposes of determining
how best to disseminate OCA
information.

1. Benefits Assessment

As noted above, the reaction to the
benefits assessment was mixed. Many
commentors agreed with the
conclusions regarding the benefits of
public disclosure of OCA information.
Other commentors took issue with some
of the assessment’s findings.

Several commentors contended that
there was no basis for drawing an
analogy between the TRI program
experience and what might be expected
for OCA information because TRI data
records are based on anticipated lawful
releases, derived from estimates or
actual measurements, while OCA
information is based on hypothetical,
unanticipated releases. We disagree that
an analogy between TRI data and OCA
information is inappropriate. As noted
in the benefits assessment, although TRI
data represent actual releases while
OCA information represents
hypothetical releases, our reason for
examining the TRI program experience
was the fact that TRI data are made
publicly available in an easily used and
understood format. The assessment

noted a correlation between the ready
accessibility of TRI data and the
extensive use made of it by community
and environmental groups, the news
media, state and local governments, and
industry, and concluded that a similar
correlation might reasonably be
expected from the dissemination of
OCA information.

Some commentors disagreed with the
benefits assessment’s contentions that
the publication of TRI data contributed
to reductions in TRI emissions. They
attributed TRI emissions reductions
mainly to economic incentives,
technical considerations, and CAA
regulatory programs. The commentors
were also critical of the methodology
and the conceptual and statistical
support for the assessment’s analysis of
the effect of negative media attention on
TRI emissions reductions. They
criticized, for example, the assessment’s
focus on the “worst polluting” facilities
selected by EPA. They took issue with
comparisons between large facilities
with correspondingly large releases to
small facilities with small releases, and
comparisons between supposedly
similar facilities that may have differed
in terms of process or industry
classification. They questioned,
moreover, whether the analysis
captured the full range of TRI data
available beginning in 1987. Based on
those criticisms, the commentors
viewed the TRI analogy as an invalid
basis for the benefits assessment’s
conclusion that wide public access to
OCA information would help reduce the
risk of chemical accidents.

As the assessment noted several
times, a number of different factors
contributed to TRI emissions
reductions. Nonetheless, according to
the literature reviewed for the
assessment, the interest in TRI data—
either in the form of published reports,
negative press accounts, or the
publication of TRI data by a company—
was one of the factors affecting TRI
emissions reductions. As explained in
Appendix D of the assessment, the
media relied on total emissions data to
label certain facilities as the “worst
polluters.” EPA compared the total TRI
emissions reduction rates of those
“worst polluting” facilities with the
overall TRI emissions reduction rates for
all other facilities (both large and small)
since TRI data were first published in
1989 (which includes data collected in
1987 and 1988). The “worst polluting”
facilities featured in news accounts
appeared to have reduced their
emissions significantly more than did
the other facilities. EPA also compared
“worst polluting” facilities to others
listed under the same TRI industry
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classification because facilities in the
same industry classification were likely
to have similar processes. EPA
recognizes that within a single industry
classification there could be differences
in chemical processes that might
account for some of the differences in
TRI emissions. Those variations,
however, would not affect the results of
the assessment’s comparative analysis of
TRI emissions reduction rates for
facilities that were subject to significant
negative publicity and those that were
not. As indicated in Appendix D,
moreover, even the reduction rates of
facilities with relatively low levels of
emissions that were the subject of
negative press accounts were
significantly greater than those of other
facilities not subject to negative
publicity. In light of that evidence, we
continue to believe that if OCA
information, like TRI data, were made
publicly available in an easily
understood format, there would be
increased public understanding and
dialogue about accidental release risk
and risk reduction. We further believe
that the resulting public pressure could
lead to the adoption of additional risk
reduction measures.

Other commentors contended that the
benefits assessment should not use the
term ‘‘risk reduction” when referring to
the TRI program since TRI data does not
communicate ‘‘risk,” which is often
understood to be the consequence of an
event multiplied by the probability that
the event will occur. They also
questioned whether the OCA
information has value for risk reduction.
As the benefits assessment explained in
detail in Chapter 6, however, OCA
information by itself does not
communicate risk; rather, OCA
information in context and in
comparison with other information can
provide insights about risk. As stated in
Chapter 6, “[F]rom this comparison and
understanding of potential risk,
unacceptable risks can be reduced.

R . A

Several commentors also claimed that
the assessment’s figures for the costs of
chemical accidents were outdated and
likely overstated because they did not
take into account the significant risk
reduction benefits of the RMP rule.
They suggested, for example, that many
companies reduced their inventories of
hazardous chemicals in order to avoid
being subject to the RMP rule. We
believe that the costs of chemical
accidents reported in the benefits
assessment are based on the most
current accurate data available. Some of
the data come from the RMP five-year
accident histories—data provided by the
RMP facilities themselves.

We recognize that before RMPs were
required, many responsible chemical
facility owners and operators were
aware of the need for chemical accident
prevention as the result of efforts by a
variety of organizations, including the
Center for Chemical Process Safety, the
American Chemistry Council (formerly
the Chemical Manufacturers
Association) via the Responsible Care™
program, the Occupational Safety and
Health Administration, and others. The
objective of the benefits assessment was
not to quantify the cumulative impact of
voluntary process safety initiatives or of
the 1996 RMP rule. Instead, as required
by CSISSFRRA, the focus of the
assessment was to evaluate the nature
and extent of risk reduction benefits that
would likely occur if OCA information
were widely available and easily
accessible to the public. We remain
convinced that the assessment correctly
concluded that readily available, easily
accessible and interpreted OCA
information, in combination with RMP
information, would stimulate public
dialogue about chemical risks and
would result in at least some of the
15,000 covered facilities implementing
additional risk reduction measures.

Lastly, several commentors asserted
that the benefits assessment overstated
the importance of OCA information and
underestimated the value of the data
already released in executive summaries
or available through local sources of risk
information. The benefits assessment
acknowledged that many facilities have
provided OCA data in their executive
summaries, and that individuals with
sufficient effort and know-how could
generate their own offsite consequence
data from publicly available
information. In fact, some organizations
have already published their own
databases of ‘““worst-case” scenarios
based upon data less accurate than OCA
information. However, the assessment
also noted that the amount of OCA data
included in executive summaries varies
widely, and that OCA data in executive
summaries cannot be easily sorted or
compared. In addition, OCA results
prepared by those outside the company
are often erroneous because they are
based on incomplete or inaccurate
information. The OCA information in an
RMP is generated by the company
submitting it, and takes into account
site-specific information; consequently,
the OCA information portions of RMPs
contain the most reliable data for
comparison purposes and for
understanding risks. The assessment
made clear, however, that OCA
information for a single facility is of
limited value, and is far more useful

when evaluated in the context of the
facility’s entire RMP, and compared to
OCA information reported by similar
facilities or by facilities handling similar
chemicals.

2. Risk Assessment

Like the benefits assessment, the risk
assessment prompted a range of
comments. Some commentors generally
agreed with its conclusions. Others,
citing DOJ’s expertise, deferred to the
assessment’s findings, but urged DOJ to
consider additional risks. In contrast,
some commentors claimed that the
assessment’s conclusions were
overstated in light of the availability of
data comparable to OCA information or
that it failed to consider factors that
would reduce the risk assessed.

Some commentors expressed concern
that the risk assessment understated the
security concerns posed by the
dissemination of OCA information.
Some of those commentors asserted that
the assessment should have considered
the potential danger that OCA
information could be disseminated by
persons taking handwritten notes that
could be posted on the Internet. In fact,
the risk assessment addressed that
potential risk. While the assessment
recognized that dissemination of
handwritten notes was cause for
concern, it concluded that the risk
posed by that was less than that posed
by release of government documents
containing OCA information.
Handwritten notes would not carry the
same presumption of accuracy and
reliability generally associated with
government documents. Handwritten
notes also would require significant
time and effort to transcribe, making
them less likely to be used for purposes
of creating a large electronic OCA
database that could be posted on the
Internet.

Other commentors stated that the risk
assessment did not discuss other
potential risks associated with the
release of OCA information, such as
exploitation of the data for purposes of
conducting industrial espionage or
locating precursor chemicals for
purposes of creating illicit drugs. We
note, however, that CSISSFRRA requires
the risk assessment to weigh whether
posting OCA information on the Internet
would increase the risk of criminally-
caused chemical releases. While the
release of OCA information may pose
other risks as well, we did not, and,
given time constraints, could not, assess
those risks.

By contrast, a number of commentors
asserted that the assessment overstated
or mischaracterized the risk posed by
the dissemination of OCA information.
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Those commentors made several points.
First, one stated that the assessment did
not discuss the “increased risk” posed
by dissemination of OCA information
on the Internet (quoting CAA section
112(r)(7)(H)(ii)(I)(aa)). Rather, the
commentor offered, it merely concluded
that OCA information would be helpful
to a terrorist or criminal. In fact,
however, the risk assessment did
address the issue of “increased risk,” as
required by CSISSFRRA. It concluded
that OCA information would provide
someone seeking to target or maximize
an industrial chemical release with
helpful information that is not currently
available, and, therefore, that posting
OCA information on the Internet would
increase the risk of a terrorist using the
information for that purpose.

Other commentors argued that
information identical or similar to OCA
information is already publicly
available, and, therefore, the risk
assessment overstated the risk posed by
posting OCA information on the
Internet. The risk assessment
acknowledged that some items of OCA
information and information
comparable to OCA information are
currently available to the public.
However, the risk assessment also found
that the items of OCA information most
likely to be used by a terrorist to plan
or execute an attack (e.g., the distance
to endpoint, the population within the
distance to endpoint, and public and
environmental receptors affected) have
not been assembled into a publicly
available resource that would be as
comprehensive and accessible as OCA
information would be if posted on the
Internet, particularly in its database
form. While several commentors noted
that RMP executive summaries are
currently available on the Internet, both
the risk and benefits assessments found
that the quantity and quality of OCA
data contained in the posted executive
summaries vary considerably. Some
executive summaries include all of the
OCA data elements while others include
little or none. Consequently, OCA data
that have been released through the
executive summaries do not constitute a
comprehensive collection of OCA
information. Moreover, OCA data
included in the executive summaries
cannot be electronically searched in a
manner that would allow the sort of
comparisons among RMP facilities that
would facilitate targeting. The risk
assessment thus reasonably concluded
that full publication of OCA information
on the Internet would pose a
significantly greater risk than that
currently posed by the public
availability of executive summaries and

other information, even though
executive summaries have been posted
on the Internet.

Similarly, some commentors
questioned the risk posed by OCA
information, since data similar to OCA
information could be calculated using
publicly available sources of
information. The risk assessment found
that calculating information like OCA
information using available sources of
data would be possible but would
require significant effort and know-how.
To date, no comprehensive collection of
data on the off-site consequences of
chemical releases is available on the
Internet. To the extent that EPCRA
information is available on the Internet,
the risk assessment found that such
information does not pose the same
degree of risk as would OCA
information because EPCRA information
does not furnish the type of targeting
data (such as the distance a chemical
release would travel and the population
that lives within that area) that could be
used to plan terrorist events.
Furthermore, the assessment found that
some publicly available information
similar to the key items of OCA
information is only available through
SERCs and LEPCs, and is not Internet-
accessible. The risk assessment found
that the ability to access information
anonymously posed significant security
concerns and that, for information
attainable only through personal
contact, for example, by contacting a
SERC or LEPC, there is less of a risk that
the information would be misused by
criminals, who typically avoid such
contact in executing their plans. Thus,
to the extent that information similar to
OCA information is currently available,
it can be obtained only through means
that do not pose a risk comparable to
that which would be created by Internet
access to OCA information.

Another commentor maintained that
OCA information has already entered
the public domain because every
covered facility in its state had held the
public meeting required by CSISSFRRA
section 4. That section specifies that
every covered facility must provide the
public with a summary of the OCA
portions of its RMPs at a meeting or in
a public notice no later than February 1,
2000. We do not believe, however, that
those meetings (and notices) provided
OCA information in a way that presents
a significant risk. Facilities were
required to share only a summary of
their OCA information, and facilities
were free to do so in various ways,
making it unlikely that the information
they shared with the public was
sufficiently detailed or uniform to make
it easy to assemble and distribute over

the Internet. Also, the meetings were a
one-time requirement and thus are not
an ongoing source of OCA information.

Several commentors questioned the
risk assessment’s conclusions regarding
the helpfulness of OCA information to
terrorists and criminals; they asserted
that it does not provide a “roadmap” for
terrorists and that it fails to provide all
of the information that a terrorist would
need to conduct an attack. The risk
assessment, however, did not claim that
OCA information provides a
comprehensive ‘“how-to” manual for
attacks on chemical facilities. Nor did it
claim that OCA information provides all
of the information that would be sought
by someone seeking to cause an
intentional chemical release. Rather, the
risk assessment found that OCA
information supplies some pieces of
information that would be useful to
someone seeking to target or maximize
an industrial chemical release. The risk
assessment noted that information such
as the population that could be affected,
the distance that a plume of chemical
could radiate, and the types of buildings
and landmarks in the local area are
precisely the type of information that
would be of interest to a terrorist
seeking to maximize the effect of an
industrial chemical attack. Thus, even if
OCA information does not provide a
“roadmap” for terrorists or all of the
necessary information for an attack, it
still provides crucial pieces of
information that would increase the risk
of terrorist or other criminal activity.

A few commentors argued that several
of the examples cited in the risk
assessment were irrelevant to whether
terrorists or criminals in the United
States might seek to cause an industrial
chemical release. In particular, those
commentors considered irrelevant the
examples of chemical releases that
occurred in Bosnia and the incidents
involving criminals in the United States
who had personal knowledge of the
industrial facilities they targeted. We
disagree. Those incidents were included
in the risk assessment because they
establish specific, important points
relevant to the risk assessment. The
examples in Bosnia demonstrate that it
is in fact possible to cause large-scale
chemical releases using explosives or
other means; and the two criminal
incidents that occurred in the United
States demonstrate that criminals in this
country have indeed considered using—
although they ha