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RESEARCH SECURITY AND ACCOUNTABILITY IN DHS ACT

DECEMBER 16, 2024.—Committed to the Committee of the Whole House on the State
of the Union and ordered to be printed

Mr. GREEN of Tennessee, from the Committee on Homeland
Security, submitted the following

REPORT

[To accompany H.R. 9748]

[Including cost estimate of the Congressional Budget Office]

The Committee on Homeland Security, to whom was referred the
bill (H.R. 9748) to require the Under Secretary of the Science and
Technology Directorate of the Department of Homeland Security to
develop a Department-wide policy and process to safeguard re-
search and development from unauthorized access to or disclosure
of sensitive information in research and development acquisitions,
and for other purposes, having considered the same, reports favor-
ably thereon without amendment and recommends that the bill do
pass.
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PURPOSE AND SUMMARY

H.R. 9748, the “Research Security and Accountability in DHS
Act,” safeguards research and development (R&D) projects critical
to the United States’ national security. By requiring the U.S. De-
partment of Homeland Security’s (DHS) Science and Technology
Directorate (S&T) to develop a process to protect sensitive informa-
tion in R&D projects and requiring S&T to establish special clauses
in its project acquisition contracts, H.R. 9748 strengthens research
security and safeguards sensitive information from unauthorized
access or disclosure, whether by contractors, employees, and bad
actors. H.R. 9748 also requires the Government Accountability Of-
fice (GAO) to conduct a report on S&T’s compliance with existing
federal guidelines and its intragovernmental coordination on re-
search security.

Lastly, H.R. 9748 ensures accountability by requiring the Sec-
retary of Homeland Security to provide a Congressional briefing to
the House Committee on Homeland Security and the Senate Com-
mittee on Homeland Security and Governmental Affairs on how
S&T has incorporated input from the Office of the Inspector Gen-
eral (OIG) to protect sensitive R&D from unauthorized access.

BACKGROUND AND NEED FOR LEGISLATION

Since many of S&T’s R&D projects are sensitive, addressing
issues such as weapons of mass destruction, border security, air-
port security, and maritime safety, Homeland Security Acquisition
Regulations (HSARs) require contracting officers to include special
clauses in R&D contracts to safeguard the projects’ sensitive infor-
mation. However, a 2022 report by the OIG found that S&T’s con-
tracting officers failed to include special clauses in S&T’s R&D con-
tracts, thereby putting its sensitive R&D projects at risk of unau-
thorized access and foreign malign influence, theft, and control.
The OIG found that only 6 of the 12 “high-risk” R&D contracts re-
viewed in the report contained special clauses safeguarding sen-
sitive information.! Therefore, H.R. 9748 seeks to rectify DHS’
R&D vulnerabilities by requiring S&T to develop a process to safe-
guard R&D projects across the Department and to establish rel-
evant special clauses in project acquisition contracts. Ultimately,
these provisions will improve research security within DHS.

Moreover, in recent years, the federal government has made fed-
eral research security a priority. FBI Director Christopher Wray
has repeatedly warned that espionage by the People’s Republic of
China (PRC) threatens the United States’ national security, aca-
demic integrity, and competitive advantage in innovation and tech-
nology.2 In 2021, the Trump Administration issued National Secu-
rity Presidential Memorandum-33 (NSPM-33) in response to
heightened threats against federal R&D projects, directing the U.S.
government to strengthen R&D protections from foreign inter-
ference and exploitation. In 2022, the Biden Administration re-
leased the National Science and Technology Council’s (NSTC)
NSPM-33 implementation guidance for federal partners to uphold

10IG-22-30_S&T Needs to Improve Its Management and Oversight of R&D Projects (dhs.gov)

8.
2 https://www.nbecnews.com/politics/politics-news/fbi-director-wray-says-scale-chinese-spying-us-
blew-away-rcnal4369.
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high standards of research security, further requiring coordination
with the NSTC, disclosures of potential conflicts of interest, and
consequences for disclosure requirement violations. As such, H.R.
9748 requires GAO to submit a report to Congress on how DHS
has complied with NSPM-33 and adopted the NSTC’s implementa-
tion guidance to safeguard sensitive R&D projects from foreign in-
terference and control.

Furthermore, H.R. 9748 requires the Secretary of Homeland Se-
curity to provide a Congressional briefing to the House Committee
on Homeland Security and the Senate Committee on Homeland Se-
curity and Governmental Affairs on how the Department has im-
plemented the OIG’s input and to provide a risk assessment of how
certain individuals could gain unauthorized access to sensitive in-
formation in DHS’ R&D projects. This provision will ensure DHS’s
transparency and accountability in safeguarding the Department’s
sensitive R&D projects.

COMMITTEE CONSIDERATION

The Committee met on September 25, 2024, a quorum being
present, to consider H.R. 9748 and ordered the measure to be fa-
vorably reported to the House by voice vote.

COMMITTEE VOTES

Clause 3(b) of rule XIII requires the Committee to list the re-
corded votes on the motion to report legislation and amendments
thereto.

No recorded votes were requested during consideration of H.R.
9748.

COMMITTEE OVERSIGHT FINDINGS

In compliance with clause 3(c)(1) of rule XIII, the Committee ad-
vises that the findings and recommendations of the Committee,
based on oversight activities under clause 2(b)(1) of rule X, are in-
corporated in the descriptive portions of this report.

CONGRESSIONAL BUDGET OFFICE ESTIMATE, NEW BUDGET
AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX EXPENDITURES

With respect to the requirements of clause 3(c)(2) of rule XIII
and section 308(a) of the Congressional Budget Act of 1974, and
with respect to the requirements of clause 3(c)(3) of rule XIII and
section 402 of the Congressional Budget Act of 1974, the Com-
mittee adopts as its own the estimate of any new budget authority,
spending authority, credit authority, or an increase or decrease in
revenues or tax expenditures contained in the cost estimate pre-
pared by the Director of the Congressional Budget Office.

The Congressional Budget Act of 1974 requires the Congressional
Budget Office, to the extent practicable, to prepare estimates of the
budgetary effects of legislation ordered reported by Congressional
authorizing committees. In order to provide the Congress with as
much information as possible, the attached table summarizes infor-
mation about the estimated direct spending and revenue effects of
some of the legislation that has been ordered reported by the
House Committee on Homeland Security during the 118th Con-
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gress. The legislation listed in this table generally would have
small effects, if any, on direct spending or revenues, CBO esti-
mates. Where possible, the table also provides information about
the legislation’s estimated effects on spending subject to appropria-
tion and on intergovernmental and private-sector mandates as de-
fined in the Unfunded Mandates Reform Act.
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FEDERAL MANDATES STATEMENT

The Committee adopts as its own the estimate of Federal man-
dates prepared by the Director of the Congressional Budget Office
pursuant to section 423 of the Unfunded Mandates Reform Act of
1995.

DUPLICATIVE FEDERAL PROGRAMS

Pursuant to clause 3(c) of rule XIII, the Committee finds that
H.R. 9748 does not contain any provision that establishes or reau-
thorizes a program known to be duplicative of another Federal pro-
gram.

STATEMENT OF GENERAL PERFORMANCE GOALS AND OBJECTIVES

Pursuant to clause 3(c)(4) of rule XIII, the objective of H.R. 9748
is to amend the Homeland Security Act of 2002 to require S&T to
safeguard sensitive R&D projects and improve research security ef-
forts within the Department.

CONGRESSIONAL EARMARKS, LIMITED TAX BENEFITS, AND LIMITED
TARIFF BENEFITS

In compliance with rule XXI, this bill, as reported, contains no
congressional earmarks, limited tax benefits, or limited tariff bene-
fits as defined in clause 9(d), 9(e), or 9(f) of rule XXI.

ADVISORY COMMITTEE STATEMENT

No advisory committees within the meaning of section 5(b) of the
Federal Advisory Committee Act were created by this legislation.

APPLICABILITY TO THE LEGISLATIVE BRANCH

The Committee finds that H.R. 9748 does not relate to the terms
and conditions of employment or access to public services or accom-
modations within the meaning of section 102(b)(3) of the Congres-
sional Accountability Act.

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

This section states that the Act may be cited as the “Research
Security and Accountability in DHS Act.”

Section 2. Safeguarding sensitive research in the Department of
Homeland Security

This section amends Section 302 of the Homeland Security Act
of 2002 and requires S&T to develop a process that safeguards sen-
sitive information in R&D projects across all components of the De-
partment and to establish special clauses in acquisition contracts
that limit unauthorized access to, and disclosure of, sensitive infor-
mation.

Section 2(b) requires GAO to submit a report to Congress on how
the Department has complied with National Security Presidential
Memorandum-33 (NSPM-33) and adopted the National Science and
Technology Council’s (NSTC) 2022 implementation guidance to
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safeguard sensitive R&D projects from foreign malign influence,
ownership, and control.

Section 2(c) requires the Secretary of Homeland Security to pro-
vide a briefing to the House Committee on Homeland Security and
the Senate Committee on Homeland Security & Governmental Af-
fairs to address the 2022 OIG Report on S&T’s mismanagement of
R&D projects.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italics,
and existing law in which no change is proposed is shown in
roman):

HOMELAND SECURITY ACT OF 2002

* * *k & * * *k

TITLE III—SCIENCE AND TECHNOLOGY
IN SUPPORT OF HOMELAND SECURITY

* * * * * * *

SEC. 302. RESPONSIBILITIES AND AUTHORITIES OF THE UNDER SEC-
RETARY FOR SCIENCE AND TECHNOLOGY.
The Secretary, acting through the Under Secretary for Science
and Technology, shall have the responsibility for—

(1) advising the Secretary regarding research and develop-
ment efforts and priorities in support of the Department’s mis-
sions;

(2) developing, in consultation with other appropriate execu-
tive agencies, a national policy and strategic plan for, identi-
fying priorities, goals, objectives and policies for, and coordi-
nating the Federal Government’s civilian efforts to identify and
develop countermeasures to chemical, biological, and other
emerging terrorist threats, including the development of com-
prehensive, research-based definable goals for such efforts and
development of annual measurable objectives and specific tar-
gets to accomplish and evaluate the goals for such efforts;

(3) supporting the Under Secretary for Intelligence and Anal-
ysis and the Director of the Cybersecurity and Infrastructure
Security Agency, by assessing and testing homeland security
vulnerabilities and possible threats;

(4) conducting basic and applied research, development, dem-
onstration, testing, and evaluation activities that are relevant
to any or all elements of the Department, through both intra-
mural and extramural programs, except that such responsi-
bility does not extend to human health-related research and
development activities;

(5) establishing priorities for, directing, funding, and con-
ducting national research, development, test and evaluation,
and procurement of technology and systems for—
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(A) preventing the importation of chemical, biological,
and related weapons and material; and

(B) detecting, preventing, protecting against, and re-
sponding to terrorist attacks;

(6) establishing a system for transferring homeland security
developments or technologies to Federal, State, local govern-
ment, and private sector entities;

(7) entering into work agreements, joint sponsorships, con-
tracts, or any other agreements with the Department of En-
ergy regarding the use of the national laboratories or sites and
support of the science and technology base at those facilities;

(8) collaborating with the Secretary of Agriculture and the
Attorney General as provided in section 212 of the Agricultural
Bioterrorism Protection Act of 2002 (7 U.S.C. 8401), as amend-
ed by section 1709(b);

(9) collaborating with the Secretary of Health and Human
Services and the Attorney General in determining any new bio-
logical agents and toxins that shall be listed as “select agents”
in Appendix A of part 72 of title 42, Code of Federal Regula-
tions, pursuant to section 351A of the Public Health Service
Act (42 U.S.C. 262a);

(1 10) supporting United States leadership in science and tech-
nology;

(11) establishing and administering the primary research
and development activities of the Department, including the
long-term research and development needs and capabilities for
all elements of the Department;

(12) coordinating and integrating all research, development,
demonstration, testing, and evaluation activities of the Depart-
ment;

(13) coordinating with other appropriate executive agencies
in developing and carrying out the science and technology
agenda of the Department to reduce duplication and identify
unmet needs; [and]

(14) developing and overseeing the administration of guide-
lines for merit review of research and development projects
throughout the Department, and for the dissemination of re-
search conducted or sponsored by the Department[.1; and

(15) developing, in coordination with appropriate agency offi-
cials, a Department-wide policy and process to safeguard re-
search and development from unauthorized access to or disclo-
sure of sensitive information in research and development ac-
quisitions.

% * * * % * *

O
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