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I. AMENDMENT

The amendment is as follows:
Strike all after the enacting clause and insert the following:

SECTION 1. SHORT TITLE.
(a) SHORT TITLE.—This Act may be cited as the “National Institute of Standards

an

d Technology for the Future Act of 2021”.

(b) TABLE OF CONTENTS.—The table of contents for this Act is as follows:

Sec.
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Sec.
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Sec.
Sec.
Sec.
Sec.

Sec.
Sec.

. 1. Short title.
. 2. Definitions.

TITLE I—APPROPRIATIONS
101. Authorization of appropriations.
TITLE II—MEASUREMENT RESEARCH

201. Engineering biology and biometrology.

202. Greenhouse gas measurement research.

203. NIST Authority for cybersecurity and privacy activities.
204. Software security and authentication.

205. Digital identity management research.

206. Biometrics research and testing.

207. Federal biometric performance standards.

208. Protecting research from cyber theft.

209. Dissemination of resources for research institutions.
210. Advanced communications research.

211. Neutron scattering.

212. Quantum information science.

213. Artificial intelligence.

214. Facilitating development and distribution of forensic science standards.
215. Sustainable Chemistry Research and Education.

TITLE III—GENERAL ACTIVITIES

. 301. NIST facilities and construction.

. 302. Educational outreach and support for underrepresented communities.
. 303. Other transactions authority.

. 304. Collaborations with government agencies.

. 305. Hiring critical technical experts.

. 306. International standards development.

. 307. Standard technical update.

. 308. GAO study of NIST research security policies and protocols.

. 309. Premise plumbing research.

TITLE IV—HOLLINGS MANUFACTURING EXTENSION PARTNERSHIP

. 401. Establishment of expansion awards pilot program as a part of the Hollings Manufacturing Extension
Partnership.

402. Update to manufacturing extension partnership.

403. National supply chain database.

SEC. 2. DEFINITIONS.
In this Act:

(1) DIRECTOR.—The term “Director” means the Director of the National Insti-
tute of Standards and Technology.

(2) FRAMEWORK.—The term “Framework” means the Framework for Improv-
ing Critical Infrastructure Cybersecurity developed by the National Institute of
Standards and Technology and referred to in Executive Order 13800 issued on
May 11, 2017 (82 Fed. Reg. 22391 et seq.).

(3) HISTORICALLY BLACK COLLEGES AND UNIVERSITIES.—The term “historically
Black colleges and universities” has the same meaning given to the term “part
B institutions” in section 322 of the Higher Education Act of 1965 (20 U.S.C.
1061).

(4) INSTITUTE.—The term “Institute” means the National Institute of Stand-
ards and Technology.

(5) INSTITUTION OF HIGHER EDUCATION.—The term “institution of higher edu-
cation” has the meaning given such term in section 101 of the Higher Education
Act of 1965 (20 U.S.C. 1001).

(6) INTERNATIONAL STANDARDS ORGANIZATION.—The term “International
Standards Organization” has the meaning given such term in section 451 of the
Trade Agreements Act of 1979 (19 U.S.C. 2571).

(7) MINORITY SERVING INSTITUTION.—The term “minority-serving institution’”
means a Hispanic-serving institution, an Alaska Native-serving institution, a
Native Hawaiian-serving institutions, a Predominantly Black Institution, an
Asian American and Native American Pacific Islander-serving institution, or a
Native American-serving nontribal institution as described in section 371 of the
Higher Education Act of 1965 (20 U.S.C. 1067q(a)).

(8) SECRETARY.—The term “Secretary” means the Secretary of Commerce.
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(9) TECHNICAL STANDARDS.—The term “technical standard” has the meaning
given such term in section 12(d)(5) of the National Technology Transfer and Ad-
vancement Act of 1995.

TITLE I—APPROPRIATIONS

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

(a) FISCAL YEAR 2022.—

(1) IN GENERAL.—There are authorized to be appropriated to the Secretary of
Commerce $1,409,070,000 for the National Institute of Standards and Tech-
nology for fiscal year 2022.

(2) SPECIFIC ALLOCATIONS.—Of the amount authorized by paragraph (1)—

(A) $915,570,000 shall be for scientific and technical research and serv-
ices laboratory activities, of which $9,000,000 may be transferred to the
Working Capital Fund,;

(B) $140,000,000 shall be for the construction and maintenance of facili-
ties, of which $80,000,000 shall be for Safety, Capacity, Maintenance, and
Major Repairs;

(C) $331,500,000 shall be for industrial technology services activities, of
which $275,000,000 shall be for the Manufacturing Extension Partnership
program under sections 25 and 26 of the National Institute of Standards
and Technology Act (15 U.S.C. 278k and 2781) and $56,500,000 shall be for
the Network for Manufacturing Innovation Program under section 34 of the
National Institute of Standards and Technology Act (15 U.S.C. 278s); and

(D) $22,000,000 shall be for the Director for the purpose of investigating
the building collapse that occurred in Surfside, Florida on June 24, 2021,
to understand the source of failure, to provide recommendations for how to
rectify any shortcomings in existing building standards in order to prevent
future similar disasters, and to inform future building codes for similar
structures, in coordination with state and local offices and other federal
agencies as appropriate, consistent with the Institute’s responsibilities
under the National Construction Safety Team Act of 2002 (Public Law 107—

231).
(b) FiscAL YEAR 2023.—

(1) IN GENERAL.—There are authorized to be appropriated to the Secretary of
Commerce $1,518,800,000 for the National Institute of Standards and Tech-
nology for fiscal year 2023.

(2) SPECIFIC ALLOCATIONS.—Of the amount authorized by paragraph (1)—

(A) $979,100,000 shall be for scientific and technical research and serv-
ices laboratory activities, of which $10,000,000 may be transferred to the
Working Capital Fund,

(B) $200,000,000 shall be for the construction and maintenance of facili-
ties, of which $80,000,000 shall be for Safety, Capacity, Maintenance, and
Major Repairs, including $20,000,000 for IT infrastructure; and

(C) $339,800,000 shall be for industrial technology services activities, of
which $283,300,000 shall be for the Manufacturing Extension Partnership
program under sections 25 and 26 of the National Institute of Standards
and Technology Act (15 U.S.C. 278k and 2781) and $56,500,000 shall be for
the Network for Manufacturing Innovation Program under section 34 of the
National Institute of Standards and Technology Act (15 U.S.C. 278s).

(c) F1scAL YEAR 2024.—

(1) IN GENERAL.—There are authorized to be appropriated to the Secretary of
Commerce $1,595,800,000 for the National Institute of Standards and Tech-
nology for fiscal year 2024.

(2) SPECIFIC ALLOCATIONS.—Of the amount authorized by paragraph (1)—

(A) $1,047,600,000 shall be for scientific and technical research and serv-
ices laboratory activities, of which $12,000,000 may be transferred to the
Working Capital Fund,

(B) $200,000,000 shall be for the construction and maintenance of facili-
ties, of which $80,000,000 shall be for Safety, Capacity, Maintenance, and
Major Repairs, including $20,000,000 for IT infrastructure; and

(C) $348,200,000 shall be for industrial technology services activities, of
which $291,700,000 shall be for the Manufacturing Extension Partnership
program under sections 25 and 26 of the National Institute of Standards
and Technology Act (15 U.S.C. 278k and 2781) and $56,500,000 shall be for
the Network for Manufacturing Innovation Program under section 34 of the
National Institute of Standards and Technology Act (15 U.S.C. 278s).

(d) FiscAL YEAR 2025.—
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(1) IN GENERAL.—There are authorized to be appropriated to the Secretary of
Commerce $1,677,900,000 for the National Institute of Standards and Tech-
nology for fiscal year 2025.

(2) SPECIFIC ALLOCATIONS.—Of the amount authorized by paragraph (1)—

(A) $1,120,900,000 shall be for scientific and technical research and serv-
ices laboratory activities, of which $15,000,000 may be transferred to the
Working Capital Fund;

(B) $200,000,000 shall be for the construction and maintenance of facili-
ties, of which $80,000,000 shall be for Safety, Capacity, Maintenance, and
Major Repairs, including $20,000,000 for IT infrastructure; and

(C) $357,000,000 shall be for industrial technology services activities, of
which $300,500,000 shall be for the Manufacturing Extension Partnership
program under sections 25 and 26 of the National Institute of Standards
and Technology Act (15 U.S.C. 278k and 2781) and $56,500,000 shall be for
the Network for Manufacturing Innovation Program under section 34 of the
National Institute of Standards and Technology Act (15 U.S.C. 278s).

(e) FIscAL YEAR 2026.—

(1) IN GENERAL.—There are authorized to be appropriated to the Secretary of
Commerce $1,765,400,000 for the National Institute of Standards and Tech-
nology for fiscal year 2026.

(2) SPECIFIC ALLOCATIONS.—Of the amount authorized by paragraph (1)—

(A) $1,199,400,000 shall be for scientific and technical research and serv-
ices laboratory activities, of which $18,000,000 may be transferred to the
Working Capital Fund,

(B) $200,000,000 shall be for the construction and maintenance of facili-
ties, of which $80,000,000 shall be for Safety, Capacity, Maintenance, and
Major Repairs, including $20,000,000 for IT infrastructure; and

(C) $366,000,000 shall be for industrial technology services activities, of
which $309,500,000 shall be for the Manufacturing Extension Partnership
program under sections 25 and 26 of the National Institute of Standards
and Technology Act (15 U.S.C. 278k and 23 2781) and $56,500,000 shall be
for the Network for Manufacturing Innovation Program under section 34 of
the National Institute of Standards and Technology Act (15 U.S.C. 278s).

TITLE II—-MEASUREMENT RESEARCH

SEC. 201. ENGINEERING BIOLOGY AND BIOMETROLOGY.

(a) IN GENERAL.—The Director shall—

(1) support basic measurement science, technology research for engineering
biology, biomanufacturing, and biometrology to advance—

(A) measurement technologies to support foundational understanding of
the mechanisms of conversion of DNA information into cellular function, in-
cluding both the natural and engineered production of biomolecules;

(B) technologies for measurement of such biomolecular components and
for complex engineered biological systems;

(C) new data tools, techniques, and processes to improve engineering biol-
ogy, biomanufacturing, and biometrology research; and

(D) all other areas deemed by the Director to be critical to the develop-
ment and deployment of engineering biology, biomanufacturing and bio-
metrology;

(2) support activities to inform and expand the development of measurements
infrastructure needed to develop technical standards to establish interoper-
ability and facilitate commercial development of biomolecular measurement
technology and engineering biology applications;

(3) convene industry, institutions of higher education, nonprofit organizations,
Federal laboratories, and other Federal agencies engaged in engineering biology
research and development to develop coordinated technical roadmaps for au-
thoritative measurement of the molecular components of the cell;

(4) provide access to user facilities with advanced or unique equipment, serv-
ices, materials, and other resources to industry, institutions of higher education,
nonprofit organizations, and government agencies to perform research and test-

ing;
(5) establish or expand collaborative partnerships or consortia with other Fed-
eral agencies engaged in engineering biology research and development, institu-
tions of higher education, Federal laboratories, and industry to advance engi-
neering biology applications; and
(6) support graduate and post graduate research and training in biometrology,
biomanufacturing, and engineering biology.
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(b) DEFINITIONS.—For purposes of this section, the term “Engineering Biology”
means the application of engineering design principles and practices to biological
systems, including molecular and cellular systems, to advance fundamental under-
standing of complex natural systems and to enable novel or optimize functions and
capabilities.

(¢) RULE OF CONSTRUCTION.—Nothing in this section shall be construed to alter
the policies, processes, or practices of individual Federal agencies in effect on the
day before the date of the enactment of this Act relating to the conduct of bio-
medical research and advanced development, including the solicitation and review
of extramural research proposals.

(d) CONTROLS.—In carrying out activities authorized by this section, the Secretary
shall ensure proper security controls are in place to protect sensitive information,
as appropriate.

SEC. 202. GREENHOUSE GAS MEASUREMENT RESEARCH.

(a) GREENHOUSE GAS MEASUREMENT PROGRAM.—

(1) IN GENERAL.—The Director, in consultation with the Administrator of the
National Oceanic and Atmospheric Administration and the Administrator of the
Environmental Protection Agency, shall carry out a measurement research pro-
gram to inform the development of best practices, benchmarks, methodologies,
procedures, and technical standards for the measurement of greenhouse gas
emissions and to assess and improve the performance of greenhouse gas emis-
sions measurement systems.

(2) ACTIVITIES.—In carrying out such a program, the Director may—

(A) conduct research and testing to improve the accuracy, efficacy, and
reliability of the measurement of greenhouse gas emissions at a range of
scales that covers direct measurement at the component or process level
through atmospheric observations;

(B) conduct research to create novel measurement technologies and tech-
niques for the measurement of greenhouse gas emissions;

(C) convene and engage with relevant Federal agencies and stakeholders
to establish common definitions and characterizations for the measurement
of greenhouse gas emissions, taking into account any existing United States
and international standards and guidance;

(D) conduct outreach and coordination to share technical expertise with
relevant industry and non-industry stakeholders and standards develop-
ment organizations to assist such entities in the development of best prac-
tices and technical standards for greenhouse gas emissions measurements;
and

(E) in coordination with the Administrator of the National Oceanic and
Atmospheric Administration and the Administrator of the Environmental
Protection Agency, develop such standard reference materials as the Direc-
tor determines is necessary to further the development of such technical
standards, taking into account any existing United States or international
standards.

(3) TEST BEDS.—In coordination with the private sector, institutions of higher
education, state and local governments, the National Oceanic and Atmospheric
Administration, the Environmental Protection Agency, and other Federal agen-
cies as appropriate, the Director may continue to develop and manage testbeds
to advance research and standards development for greenhouse gas emissions
measurements.

(4) GREENHOUSE GAS MEASUREMENT CENTER OF EXCELLENCE.—

(A) IN GENERAL.—The Director, in collaboration with the Administrator
of the National Oceanic and Atmospheric Administration, the Administrator
of the Environmental Protection Agency, and the heads of other Federal
agencies, as appropriate, shall award to an institution of higher education
or an eligible nonprofit organization (or a consortium thereof), on a merit-
reviewed, competitive basis, funds to establish a Center of Excellence in
Greenhouse Gas Measurement.

(B) COoLLABORATIONS.—The Director shall require, as a condition of re-
ceipt of the award under this paragraph, that the activities of the Center
of Excellence include collaboration among public and private organizations,
including institutions of higher education, nonprofit organizations, private
sector entities, and State, tribal, territorial, and local officials.

(C) PurPOSE.—The purpose of the Center of Excellence shall be to—

(i) advance measurement science, data analytics, and modeling at a
range of scales that covers direct measurement at the component or
process level through atmospheric observations to improve the accuracy
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of greenhouse gas emissions measurement, validation, and attribution
to specific underlying activities and processes;

(i1) test and evaluate the performance of existing capabilities, and in-
form and improve best practices, benchmarks, methodologies, proce-
dures, and technical standards, for the measurement and validation of
greenhouse gas emissions at scales noted in clause (i);

(iii) educate and train students in measurement science, computa-
tional science, and systems engineering research relevant to green-
house gas emissions measurements;

(iv) foster collaboration among academic researchers, private sector
stakeholders, and State, tribal, territorial, and local officials;

(v) support Institute test beds as described in subsection (a)(3); and

(vi) collaborate with other Federal agencies to conduct outreach and
coordination to share technical expertise with relevant public and pri-
vate sector stakeholders, including State, tribal, territorial, and local of-
ficials, to assist such entities in measuring greenhouse gas emissions.

(D) REQUIREMENTS.—

(i) IN GENERAL.—An institution of higher education or an eligible
nonprofit organization (or a consortium thereof) seeking funding under
this subsection shall submit an application to the Director at such time,
in such manner, and containing such information as the Director may
require.

(i) APPLICATIONS.—Each application made under clause (i) shall in-
clude a description of—

(I) how the Center will work with other research institutions, in-
dustry partners, and State and local officials to identify research,
testing, and technical standards needs relevant to greenhouse gas
emissions;

(IT) how the Center will promote active collaboration among re-
searchers in multiple disciplines involved in the measurement of
greenhouse gas emissions; and

(ITI) how the Center will share technical expertise with relevant
public and private sector stakeholders, including state and local of-
ficials, to assist such entities in measuring greenhouse gas emis-
sions.

(iii) SELECTION AND DURATION.—Each Center established under this
section is authorized to carry out activities for a period of 5 years, re-
newable for an additional 5 years at the discretion of the Director, in
consultation with other Federal agencies as appropriate.

SEC. 203. NIST AUTHORITY FOR CYBERSECURITY AND PRIVACY ACTIVITIES.

Section 2 of the National Institute of Standards and Technology Act (15 U.S.C.
272 et seq.) is amended—

(1) in subsection (¢)—

(A) in paragraph (16), by striking the period at the end and inserting a
semicolon;

(B) by redesignating paragraphs (16) through (27) as paragraphs (21)
through (32), respectively; and

(C) by inserting after paragraph (15) the following:

“(16) support information security measures for the development and lifecycle
of software and the software supply chain, including development of voluntary,
consensus-based technical standards, best practices, frameworks, methodologies,
procedures, processes, and software engineering toolkits and configurations;

“(17) support information security measures, including voluntary, consensus-
based technical standards, best practices, and guidelines, for the design, adop-
tion and deployment of cloud computing services;

“(18) support research, development, and practical application to improve the
usability of cybersecurity processes and technologies;

“(19) facilitate and support the development of a voluntary, consensus-based
set of technical standards, guidelines, best practices, methodologies, procedures,
and processes to cost-effectively ensure appropriate privacy protections for per-
sonally identifiable information in systems, technologies, and processes used by
both the public and private sector;

“(20) support privacy measures, including voluntary, consensus-based tech-
nical standards, best practices, guidelines, metrology, and testbeds for the de-
sign, adoption and deployment of privacy enhancing technologies;”; and

(2) in subsection (e)(1)(A)—

(A) in clause (viii), by striking “and” at the end;
(B) by redesignating clause (ix) as clause (x); and
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(C) by inserting after clause (viii) the following:
“(ix) conduct reviews of and create impact metrics for cybersecurity
solutions and capabilities developed by the Institute for purposes of im-
provement; and”.

SEC. 204. SOFTWARE SECURITY AND AUTHENTICATION.

(a) VULNERABILITIES IN OPEN SOURCE SOFTWARE.—The Director shall assess and
assign severity metrics to identified vulnerabilities with open source software and
produce voluntary guidance to assist the entities that maintain open source software
repositories to discover and mitigate vulnerabilities.

(b) ARTIFICIAL INTELLIGENCE-ENABLED DEFENSES.—The Director shall carry out
research and testing to improve the effectiveness of artificial intelligence-enabled cy-
bersecurity, including by generating optimized data sets to train artificial intel-
ligence defense systems and evaluating the performance of varying network archi-
tectures at strengthening network security.

(c) AUTHENTICATION OF INSTITUTE SOFTWARE.—The Director shall ensure all soft-
ware released by the Institute is digitally signed and maintained to enable stake-
holders to verify its authenticity and integrity upon installation and execution.

(d) ASSISTANCE TO INSPECTORS GENERAL.—The Director shall provide technical as-
sistance to improve the education and training of individual Federal agency Inspec-
tors General and staff who are responsible for the annual independent evaluation
they are required to perform of the information security program and practices of
Federal Agencies under section 3555 of title 44, United States Code.

(e) SOFTWARE SUPPLY CHAIN SECURITY PRACTICES.—

(1) IN GENERAL.—The Director shall, in coordination with industry, academia,
and other Federal agencies, as appropriate, develop a set of security outcomes
and practices, including security controls, control enhancements, supplemental
guidance, or other supporting information to enable software developers and op-
erators to identify, assess, and manage cyber risks over the full lifecycle of soft-
ware products.

(2) OUTREACH.—The Director shall conduct outreach and coordination activi-
ties to share technical expertise with Federal agencies, relevant industry stake-
holders, and standards development organizations, as appropriate, to encourage
the voluntary adoption of the software lifecycle security practices by Federal
agencies and industry stakeholders.

SEC. 205. DIGITAL IDENTITY MANAGEMENT RESEARCH.

Section 504 of the Cybersecurity Enhancement Act of 2014 (15 U.S.C. 7464) is
amended to read as follows:

“SEC. 504. IDENTITY MANAGEMENT RESEARCH AND DEVELOPMENT.

“(a) IN GENERAL.—The Director shall carry out a program of research to support
the development of voluntary, consensus-based technical standards, best practices,
benchmarks, methodologies, metrology, testbeds, and conformance criteria for iden-
tity management, taking into account appropriate user concerns—

“(1) to improve interoperability and portability among identity management
technologies;

“(2) to strengthen identity proofing and verification methods used in identity
management systems;

“(3) to improve privacy protection in identity management systems through
authentication and security protocols; and

“(4) to monitor and improve the accuracy, usability, and inclusivity of identity
management systems.

“(b) DIGITAL IDENTITY TECHNICAL ROADMAP.—The Director, in consultation with
other relevant Federal agencies and stakeholders from the private sector, shall de-
velop and maintain a technical roadmap for digital identity management research
and development focused on enabling the voluntary use and adoption of modern dig-
ital identity solutions that align with the four criteria in subsection (a).

“(c) DIGITAL IDENTITY MANAGEMENT GUIDANCE.—

“(1) IN GENERAL.—The Director shall develop, and periodically update, in col-
laboration with other public and private sector organizations, common defini-
tions and voluntary guidance for digital identity management systems.

“(2) GUIDANCE.—The Guidance shall—

“(A) align with the four criteria in subsection (a), as practicable;

“(B) provide case studies of implementation of guidance;

“(C) incorporate voluntary technical standards and industry best prac-
tices; and

“(D) not prescribe or otherwise require the use of specific technology prod-
ucts or services.
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“(3) CONSULTATION.—In carrying out this subsection, the Director shall con-
sult with—

“(A) Federal and State agencies;

“(B) industry;

“(C) potential end-users and individuals that will use services related to
digital identity verification; and

“(D) experts with relevant experience in the systems that enable digital
identity verification, as determined by the Director.”.

SEC. 206. BIOMETRICS RESEARCH AND TESTING.

(a) IN GENERAL.—The Secretary, acting through the Director, shall establish a
program to support measurement research to inform the development of best prac-
tices, benchmarks, methodologies, procedures, and voluntary, consensus-based tech-
nical standards for biometric identification systems, including facial recognition sys-
tems, to assess and improve the performance of such systems. In carrying out such
program, the Director may—

(1) conduct research to support efforts to improve the performance of biomet-
ric identification systems, including in areas related to conformity assessment,
image quality and interoperability, contactless biometric capture technologies,
and human-in-the-loop biometric identification systems and processes;

(2) convene and engage with relevant stakeholders to establish common defi-
nitions and characterizations for biometric identification systems, including ac-
curacy, fairness, bias, privacy, consent, and other properties, taking into ac-
count definitions in relevant international technical standards and other publi-
cations;

(3) carry out research and testing on a range of biometric modalities, such as
fingerprints, voice, iris, face, vein, behavioral biometrics, genetics, multimodal
biometrics, and emerging applications of biometric identification technology;

(4) study the use of privacy-enhancing technologies and other technical pro-
tective controls to facilitate access to public data sets for biometric research;

(5) conduct outreach and coordination to share technical expertise with rel-
evant industry and non-industry stakeholders and standards development orga-
nizations to assist such entities in the development of best practices and vol-
untary technical standards; and

(6) develop such standard reference artifacts as the Director determines is
necessary to further the development of such voluntary technical standards.

(b) BiIoMETRICS VENDOR TEST PROGRAM.—

(1) IN GENERAL.—The Secretary, acting through the Director, shall carry out
a test program to provide biometrics vendors the opportunity to test biometric
identification technologies across a range of modalities.

(2) AcTiviTIES.—In carrying out the program under subsection (a), the Direc-
tor shall—

(A) conduct research and regular testing to improve and benchmark the
accuracy, efficacy, and bias of biometric identification systems, including re-
search and testing on demographic variations, capture devices, presentation
attack detection, partially occluded or computer generated images, privacy
and security designs and controls, template protection, de-identification,
and comparison of algorithm, human, and combined algorithm-human rec-
ognition capability;

(B) develop an approach for testing software and cloud-based biometrics
applications, including remote systems, in Institute test facilities;

(C) establish reference use cases for biometric applications and perform-
ance criteria for assessing each use case, including accuracy and bias
metrics;

(D) produce public-facing reports of the findings from such testing for a
general audience; and

(E) conduct such other activities as deemed necessary by the Director.

(3) PARTNERSHIPS WITH OTHER FEDERAL AGENCIES.—In addition to such sums
as may be authorized to be appropriated or otherwise made available to carry
out this section, the Director may accept funds from other Federal departments
and agencies and States and local governments to carry out activities under this
subsection.

SEC. 207. FEDERAL BIOMETRIC PERFORMANCE STANDARDS.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3) is amended in subsection (b)—

(1) in paragraph (2), by striking “and” after the semicolon;

(2) in paragraph (3), by striking the period and inserting “; and”; and

(3) by adding at the end the following:
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“(4) performance standards and guidelines for high risk biometric identifica-
tion systems, including facial recognition systems, accounting for various use
cases, types of biometric identification systems, and relevant operational condi-
tions.”.

SEC. 208. PROTECTING RESEARCH FROM CYBER THEFT.

Section 2(e)(1)(A) of the National Institute of Standards and Technology Act (15
U.S.C. 272(e)(1)(A)), as amended by section 203(2), is further amended—
(1) in clause (ix), as added by section 203(2)(C), by striking “and” after the
semicolon;
(2) b% redesignating clause (x), as redesignated by section 203(2)(B), as clause
(xi); an
(3) by inserting after clause (ix), as added by section 203(2)(C), the following:
“(x) consider institutions of higher education (as defined in section
101 of the Higher Education Act of 1965 (20 U.S.C. 1001)); and”.

SEC. 209. DISSEMINATION OF RESOURCES FOR RESEARCH INSTITUTIONS.

(a) DISSEMINATION OF RESOURCES FOR RESEARCH INSTITUTIONS.—

(1) IN GENERAL.—Not later than one year after the date of the enactment of
this Act, the Director shall, using the authorities of the Director under sub-
sections (c)(15) and (e)(1)(A)(ix) of section 2 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 272), as amended by section 208, dissemi-
nate and make publicly available resources to help qualifying institutions iden-
tify, assess, manage, and reduce their cybersecurity risk related to conducting
research.

(2) REQUIREMENTS.—The Director shall ensure that the resources dissemi-
nated pursuant to paragraph (1)—

(A) are generally applicable and usable by a wide range of qualifying in-
stitutions;

(B) vary with the nature and size of the qualifying institutions, and the
nature and sensitivity of the data collected or stored on the information sys-
tems or devices of the qualifying institutions;

(C) include elements that promote awareness of simple, basic controls, a
workplace cybersecurity culture, and third-party stakeholder relationships,
to assist qualifying institutions in mitigating common cybersecurity risks;

(D) include case studies, examples, and scenarios studies of practical ap-
plication;

(E) are technology-neutral and can be implemented using technologies
that are commercial and off-the-shelf; and

&F) to the extent practicable, are based on international technical stand-
ards.

(3) NATIONAL CYBERSECURITY AWARENESS AND EDUCATION PROGRAM.—The Di-
rector shall ensure that the resources disseminated under paragraph (1) are
consistent with the efforts of the Director under section 303 of the Cybersecu-
rity Enhancement Act of 2014 (15 U.S.C. 7451).

(4) UppATES.—The Director shall review periodically and update the re-
sources under paragraph (1) as the Director determines appropriate.

(5) VOLUNTARY RESOURCES.—The use of the resources disseminated under
paragraph (1) shall be considered voluntary.

(b) OTHER FEDERAL CYBERSECURITY REQUIREMENTS.—Nothing in this section may
be construed to supersede, alter, or otherwise affect any cybersecurity requirements
applicable to Federal agencies.

(c) DEFINITIONS.—In this section:

(1) QUALIFYING INSTITUTIONS.—The term “qualifying institutions” means in-
stitutions of higher education that are classified as either very-high research in-
tensive (R1) or high research intensive (R2) status universities by the Carnegie
Classification of Academic Institutions.

(2) RESOURCES.—The term “resources” means guidelines, tools, best practices,
technical standards, methodologies, and other ways of providing information.

SEC. 210. ADVANCED COMMUNICATIONS RESEARCH.

The National Institute of Standards and Technology Act (15 U.S.C. 271 et seq.)
is amended—

(1) by redesignating section 35 as section 36; and

(2) by inserting after section 34 the following:

“SEC. 35. ADVANCED COMMUNICATIONS RESEARCH ACTIVITIES.

“(a) ADVANCED COMMUNICATIONS RESEARCH.—
“(1) IN GENERAL.—The Director, in consultation with the Administrator of the
National Telecommunications and Information Administration, the Director of
the National Science Foundation, and heads of other Federal agencies, as appro-
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priate, shall carry out a program of measurement research to inform the devel-
opment of common definitions, benchmarks, best practices, methodologies, and
voluntary, consensus-based technical standards for advanced communications
technologies.

“(2) RESEARCH AREAS.—Research areas may include—

“(A) radio frequency emissions and interference, including technologies
and techniques to mitigate such emissions;

“(B) advanced antenna arrays and artificial intelligence systems capable
of operating advanced antenna arrays;

“(C) artificial intelligence systems to enable internet of things networks,
immersive technology, and other advanced communications technologies;

“(D) network sensing and monitoring technologies;

“(E) technologies to enable spectrum flexibility and agility;

“(F) optical and quantum communications technologies;

“(G) security of advanced communications systems and their supply
chains;

“(H) public safety communications;

“(I) resilient internet of things applications for advanced manufacturing;
and

“(J) other research areas deemed necessary by the Director.

“(3) TEST BEDS.—In coordination with the private sector and other Federal
agencies as appropriate, the Director may develop and manage testbeds for re-
search and development of advanced communications technologies, avoiding du-
plication of existing testbeds run by other agencies or the private sector.

“(4) OUTREACH.—In carrying out the activities under this subsection, the Di-
rector shall seek input from other Federal agencies and from private sector
stakeholders, on an ongoing basis, to help inform research and development pri-
orities, including through workshops and other multi-stakeholder activities.

“(5) TECHNICAL ROADMAPS.—In carrying out the activities under this sub-
section, the Director shall convene industry, institutions of higher education,
nonprofit organizations, Federal laboratories, and other Federal agencies en-
gaged in advanced communications research and development to develop, and
periodically update, coordinated technical roadmaps for advanced communica-
tions research in priority areas, such as those described in paragraph (2).

“(b) NATIONAL ADVANCED SPECTRUM AND COMMUNICATIONS TEST NETWORK.—

“(1) IN GENERAL.—The Director, in coordination with the Administrator of the
National Telecommunications and Information Administration and heads of
other Federal agencies, as appropriate, shall operate a national network of gov-
ernment, academic, and commercial test capabilities and facilities to be known
as the National Advanced Spectrum and Commutations Test Network (referred
to in this section as ‘NASCTN’).

“(2) PURPOSES.—NASCTN shall be for the purposes of facilitating and coordi-
nating the use of intellectual capacity, modeling and simulation, laboratory fa-
cilities, and test facilities to meet national spectrum interests and challenges,
including—

“(A) measurements and analyses of electromagnetic propagation, radio
systems characteristics, and operating techniques affecting the utilization of
the electromagnetic spectrum in coordination with specialized, related re-
search and analysis performed by other Federal agencies in their areas of
responsibility;

“B) Conducting research and analysis in the general field of tele-
communications sciences in support of the Institute’s mission and in sup-
port of other Government agencies;

“(C) developing methodologies for testing, measuring, and setting guide-
lines for interference;

“(D) conducting interference tests to better understand the impact of Fed-
eral and commercial spectrum activities;

“(E) conducting research and testing to improve spectrum interference
tolerance, flexibility, and agility; and

“(F) other activities as deemed necessary by the Director.

“(3) PARTNERSHIPS WITH OTHER FEDERAL AGENCIES.—In addition to such sums
as may be authorized to be appropriated or otherwise made available to carry
out this section, the Director may accept funds from other departments and
agencies of the Federal Government, and from the State and local governments,
to operate NASCTN under this section.”.
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SEC. 211. NEUTRON SCATTERING.

(a) STRATEGIC PLAN FOR THE INSTITUTE NEUTRON REACTOR.—The Director shall
develop a strategic plan for the future of the Institute Center for Neutron Research
after the current neutron reactor is decommissioned, including—

(1) a succession plan for the reactor, including a roadmap with timeline and
milestones;

(2) conceptual design of a new reactor and accompanying facilities, as appro-
priate; and

(3) a plan to minimize disruptions to the user community during the transi-
tion.

(b) COORDINATION WITH THE DEPARTMENT OF ENERGY.—The Secretary, acting
through the Director, shall coordinate with the Secretary of Energy on issues re-
lated to Federal support for neutron science, including estimation of long-term needs
for research using neutron sources, and planning efforts for future facilities to meet
such needs.

(¢) REPORT TO CONGRESS.—Not later than 18 months after the enactment of this
Act, the Director shall submit to Congress the plan required under subsection (a),
and shall notify Congress of any substantial updates to such plan in subsequent
years.

SEC. 212. QUANTUM INFORMATION SCIENCE.

(a) IN GENERAL.—The Director shall continue to prioritize and carry out activities
authorized in the National Quantum Initiative Act (15 U.S.C. 8801).

(b) QUANTUM RESEARCH.—Section 201(a) of the National Quantum Initiative Act
(15 U.S.C. 8831) is amended—

(1) by redesignating paragraphs (3) through (4) as paragraphs (6) through (7);
and

(2) by inserting after paragraph (2) the following:

“(3) shall carry out research to facilitate the development and standardization
of quantum cryptography and post-quantum classical cryptography;

“(4) shall carry out research to facilitate the development and standardization
of quantum networking and communications technologies and applications, in-
cluding—

“(A) quantum repeater technology;

“(B) quantum network traffic management;

“(C) quantum transduction;

“(D) long baseline entanglement and teleportation; and

“(E) such other technologies, processes, or applications as the Director
considers appropriate;

“(5) shall, for quantum technologies deemed by the Director to be at a readi-
ness level sufficient for standardization, the Director shall provide technical re-
view and assistance to such other Federal agencies as the Director considers ap-
propriate for the development of quantum network infrastructure standards;”.

SEC. 213. ARTIFICIAL INTELLIGENCE.

(a) IN GENERAL.—The Director shall continue to support the development of artifi-
cial intelligence and data science, and carry out the activities of the National Artifi-
cial Intelligence Initiative Act of 2020 authorized in division E of the National De-
fense Authorization Act for Fiscal Year 2021 (Public Law 116-283), including
through—

(1) expanding the Institute’s capabilities, including scientific staff and re-
search infrastructure;

(2) supporting measurement research and development for advanced com-
puter chips and hardware designed for artificial intelligence systems;

(3) supporting the development of technical standards and guidelines that
promote safe and trustworthy artificial intelligence systems;

(4) creating a framework for managing risks associated with artificial intel-
ligence systems; and

(5) developing and publishing cybersecurity tools, encryption methods, and
best practices for artificial intelligence and data science.

(b) TESTBEDS.—In coordination with other Federal agencies as appropriate, the
private sector, and institutions of higher education, the Director may establish
testbeds to examine artificial intelligence and machine learning systems in virtual
environments for vulnerabilities that may lead to failure, malfunction, or attacks
under a wide range of conditions.

SEC. 214. FACILITATING DEVELOPMENT AND DISTRIBUTION OF FORENSIC SCIENCE STAND-
ARDS.

(a) ORGANIZATION OF SCIENTIFIC AREA COMMITTEES FOR FORENSIC SCIENCE.—
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(1) ESTABLISHMENT.—The Director shall establish in the Institute an organi-
zation to facilitate the development of forensic science standards.

(2) DESIGNATION.—The organization established under paragraph (1) shall be
known as the “Organization of Scientific Area Committees for Forensic Science”.

(3) CoMmPOSITION.—The Organization shall be composed of the following:

(A) The Forensic Science and Standards Board established under sub-
section (b).

(B) Each scientific area committee established under subsection (c).

(4) DUTIES OF THE ORGANIZATION.—The duties of the Organization are as fol-
lows:

(A) Facilitating the development and distribution of scientifically sound,
consensus-based documentary standards and guidelines for forensic science,
including through formal collaboration with nongovernmental standards de-
velopment organizations.

(B) Establishing a registry of scientifically sound forensic science stand-
ards and guidelines approved and endorsed by the Organization.

(C) Establish a process for regularly re-evaluating existing standards and
guidelines published for placement on the registry established under sub-
paragraph (B).

(D) Promoting the adoption by the forensic science community of the
standards and guidelines described in subparagraph (A) and as included in
the registry established under subparagraph (B).

(b) FORENSIC SCIENCE STANDARDS BOARD.—

(1) EsTABLISHMENT.—The Director shall establish in the Organization a board
to oversee the operations of the Organization and its committees.

(2) DESIGNATION.—The board established under paragraph (1) shall be known
as the “Forensic Science Standards Board”.

(3) CoMmPOSITION.—The Board shall be composed of the following:

(A) Members selected by the Director to serve on the Board from among
each of—

(i) members of the forensic science community;

(ii) scientists and engineers with relevant expertise at institutions of
higher education and other nonprofit research organizations;

(ii1) statisticians;

(iv) a representative of each of the task groups established under
subsection (d), as the Director considers appropriate; and

(v) such other communities or sectors as the Director considers ap-
propriate.

(B) The chairpersons of the scientific area committees established under
subsection (c).

(4) DUTIES.—The duties of the Board are as follows:

(A) Overseeing all operations of the Organization, including the commit-
tees of the Organization.

(B) Establishing governance rules and policies for the Organization.

(C) Facilitating communication within the Organization and between the
Organization, the criminal justice community, and the forensic science com-
munity.

(D) Overseeing the reviewing and approving process of standards to be
added to the registry established under subsection (a)(4)(B).

(5) AUTHORITY TO APPROVE STANDARDS FOR LISTING IN REGISTRY OF FORENSIC
SCIENCE STANDARDS AND GUIDELINES.—The Board may approve standards for
listing on the registry established under subsection (a)(4)(B).

(¢) SCIENTIFIC AREA COMMITTEES.—

(1) EsTABLISHMENT.—The Director shall establish one or more scientific area
committees to carry out the work of the Organization.

(2) MEMBERSHIP.—

(A) CowmposITION.—Each scientific area committee established under
paragraph (1) shall be composed of the following:

(i) The chairperson of the scientific area committee.

(ii) The vice chairperson of the scientific area committee.

(iii)) The chairperson of each subcommittee established under para-
graph (3) for each scientific area committee under paragraph (1).

(B) CHAIRPERSON AND VICE CHAIRPERSON.—

(i) IN GENERAL.—For each scientific area committee established
under paragraph (1), the Director shall appoint a chairperson and a
vice chairperson for the scientific area committee from among individ-
uals with expertise in the subject area of the scientific area committee.
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(i) SERVICE.—Each chairperson and vice chairperson appointed
under clause (i) shall serve as a chairperson or vice chairperson at the
pleasure of the Director.

(3) SUBCOMMITTEES.—

(A) ESTABLISHMENT.—The Director may establish such subcommittees in
a scientific area committee established under paragraph (1) as the Director
considers appropriate to assist in the work of the scientific area committee.

(B) MEMBERSHIP.—Each subcommittee established under subparagraph
(A) shall be composed of such members selected by the Director from among
the following:

(1) Forensic science practitioners.

(ii) Scientists and engineers at institutions of higher education and
other nonprofit research organizations.

(ii1) Statisticians.

(iv) Representatives of the legal community.

(v) Such others as the Director considers appropriate for purposes of
this section.

(4) DuTiEs.—The duties of a scientific area committee established under para-
graph (1) shall be as follows:

(A) Coordinating the operation and activities of specific forensic science
discipline subcommittees in order to encourage communication across all
subject and discipline specific subcommittees.

(B) Providing opportunity to the public to engage the forensic science
community in matters relating to priorities, standards, and guidelines.

(C) Address topics of high importance to the forensic community, such as
matters relating to the following:

(i) Biology.

(i1) Chemistry, including—

(I) matters relating to seized drugs and toxicology; and
(IT) matters relating to trace evidence.

(ii1) Scene examination.

(iv) Medicine.

(v) Digital and multimedia.

(vi) Physics and pattern interpretation.

(vii) Computational forensic algorithms.

(D) Furthering the development of standards under subsection (e)(1) and
other guidelines.

(d) RESOURCE TASK GROUPS.—

(1) ESTABLISHMENT.—The Director, acting through the Board, shall establish
legal, human factors, quality, and statistics task groups to support and assist
the Organization with matters relating to questions of law, human factors, eth-
ical and social implications of technology, workflow processes, quality assurance,
and statistics.

(2) MEMBERSHIP.—The Director, acting through the Board, shall ensure that
each task group established under paragraph (1) is composed of voting members
of the subcommittees established under subsection (¢)(3) who have relevant ex-
pertise.

(3) CHAIRPERSONS.—The Director, acting through the Board, shall appoint a
chairperson of each task group established under paragraph (1).

(e) FORENSIC SCIENCE STANDARDS DEVELOPMENT PROCESS.—

(1) STANDARDS DEVELOPMENT PROCESS.—The Director, acting through the Or-
ganization, shall implement a process to facilitate the development of scientif-
ically sound, consensus- based forensic standards and guidelines, consistent
with the duties described for each entity established under this section.

(2) TECHNICAL REVIEW.—

(A) PrOCESS REQUIRED.—The Director shall establish a process for tech-
nical peer review to provide feedback on a draft of a standard or guideline
to a relevant subcommittee of a scientific area committee before such stand-
ard or guideline is submitted to a nongovernmental standards development
organization or submitted for inclusion in a registry of forensic standards
or guidelines.

(B) PARTICIPANTS.—The process established under subparagraph (A)—

(i) may include members of the Organization; and

(i) shall include additional volunteer experts from the forensic
science community and the academic research community.

(3) PUBLIC COMMENT.—

(A) IN GENERAL.—The Director shall provide for public comment on draft
standards prior to inclusion in the registry of forensic science standards and
guidelines established under subsection (a)(4)(B).
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h(B) COMMENTS FROM RESEARCH TASK GROUPS.—The Director shall ensure
that—

(i) each resource task group established under subsection (d) may
submit, as a group, comments on draft standards described in subpara-
graph (A); and

(i1) any comments submitted under clause (i), and any adjudication
?f such comments by the Organization, are made available to the pub-
ic.

(4) SUBMISSION TO STANDARDS DEVELOPING ORGANIZATION.—The Director
shall ensure that standards proposed by the Organization and approved for the
registry of forensic science standards and guidelines established under sub-
section (a)(4)(B) are submitted to a nongovernmental standards development or-
ganization for review and formal adoption as standard.

(5) GRANTS.—The Director shall award grants through a competitive proc-
ess—

(A) to support activities under paragraph (3); and

(B) to ensure that the standards approved for inclusion in the registry of
forensic science standards and guidelines required by subsection (a)(4)(B)
are submitted to a nongovernmental standards development organization.

(f) FORENSIC STANDARDS FOR AUTHENTICATING DIGITAL EVIDENCE.—

(1) FURTHERING DEVELOPMENT OF STANDARDS.—

(A) IN GENERAL.—The subcommittee addressing digital and multimedia,
or any successor thereto, shall develop standards for validating or assessing
the authenticity of digital content, including content created by technologies
that synthesize or manipulate digital content such as deepfakes.

(B) COLLABORATION.—In carrying out subparagraph (A), the sub-
committee described in such subparagraph shall collaborate with the foren-
sic science community and experts who study advanced techniques for dig-
ital content manipulation, including those in academia and government en-
tities such as the Defense Advanced Research Projects Agency (DARPA).

(2) RESOURCE DEVELOPMENT.—The Organization shall develop and compile re-
sources and materials for use by the forensic science community in developing
standards to authenticate digital materials.

(3) CONGRESSIONAL BRIEFING.—Not later than 1 year after the date of the en-
actment of this Act, the Director shall provide the appropriate committees of
Congress a briefing on the status of efforts undertaken pursuant to this sub-
section.

SEC. 215. SUSTAINABLE CHEMISTRY RESEARCH AND EDUCATION.

In accordance with section 263 of the National Defense Authorization Act for Fis-
cal Year 2021, the Director shall carry out activities in support of green and sustain-
able chemistry, including coordinating and partnering with academia, industry, non-
profits, and other entities in activities to support clean, safe, and economic alter-
natives, technologies, and methodologies to traditional chemical products and proc-
esses.

TITLE III—GENERAL ACTIVITIES

SEC. 301. NIST FACILITIES AND CONSTRUCTION.

(a) OWNERSHIP, OPERATION, AND LEASING OF FACILITIES.—Section 14 of the Na-
tional Institute of Standards and Technology Act (15 U.S.C. 278d) is amended by
adding at the end the following:

“(c) OWNERSHIP, OPERATION, AND LEASING OF FACILITIES.—Within the limits of
funds which are appropriated for the Institute, the Secretary is authorized to own,
operate, or lease research facilities in locations throughout the United States and
its territories in furtherance of its mission, provided that no agreement is entered
into to own, operate, or lease without first notifying the appropriate Congressional
committees of jurisdiction.”.

(b) FACILITIES MODERNIZATION FUND.—Section 14 of such Act (15 U.S.C. 278d),
i':\s amended by subsection (a), is further amended by adding at the end the fol-
owing:

“(d) FACILITIES MODERNIZATION FUND.—

“(1) ESTABLISHMENT.—There is established in the Treasury of the United
States a fund to be known as the ‘NIST Facilities Modernization Fund’ (here-
after in this section referred to as the ‘Fund’).

“(2) USE OF FUNDS.—Amounts in the Fund shall be available to Secretary,
acting through the Director, for Capital Projects on the Institute’s campuses,
and as needed on the Institute’s joint institute campuses, for the modernization,



15

renovation, and construction of research facilities needed to conduct leading
edge scientific and technical research.

“(3) CONTENTS OF FUND.—The Funds shall consist of the following amounts:

“(A) Such amounts as may be appropriated by law.

“(B) Interest earned on the balance of the Fund.

“(4) AUTHORIZATION OF FUNDS.—Of the funds authorized to be appropriated
in section 302 of the National Institute of Standards and Technology for the Fu-
ture Act of 2021 for the construction and renovation of facilities, $80,000,000
for each of the fiscal years 2022 through 2026 shall be provided for the Fund
established in subsection (a).

“(5) CONTINUING AVAILABILITY OF FUNDS.—Amounts in the Fund are available
without regard to fiscal year limitation.

“(6) NOTIFICATION TO COMMITTEES.—Upon making any obligation or expendi-
ture of any amount in the Fund, the Secretary, through the Director, shall no-
tify the Committee on Science, Space, and Technology of the House of Rep-
resentatives, the Committee on Commerce, Science, and Transportation of the
Senate, the Committee on Appropriations of the House of Representatives and
the Committee on Appropriations of the Senate of the amount and purpose of
the obligation or expenditure.

“(7) NIST FACILITIES MODERNIZATION AND MAINTENANCE PLAN.—

“(A) IN GENERAL.—To carry out the program authorized in subsection (d),
the Secretary, acting through the Director, shall develop and submit to
Congress a 5-year modernization and maintenance plan for the Institute’s
campuses.

“(B) TIMING.—The modernization and maintenance plan required in sub-
paragraph (A) shall be submitted to Congress not later than 30 days after
the date of enactment of the National Institute of Standards and Tech-
nology for the Future Act of 2021, and an update shall be submitted to Con-
gress annually thereafter.

“(C) ComPONENTS.—The plan required in subparagraph (A) shall include,
with respect to the 5-year period beginning on the date of the submission
or update, the following:

“(1) A list of Capital Construction Projects expected to be undertaken
during such period, the core capabilities these facilities will provide, cli-
mate-resilience planning efforts, anticipated schedule of construction,
and anticipated funding requirements.

“@i1) A list of planned utility infrastructure projects expected to be un-
dertaken during such periods, anticipated schedule of construction, and
anticipated funding requirements.

“(iii) A list of planned IT infrastructure projects expected to be under-
taken during such period, anticipated schedule of construction, and an-
ticipated funding requirements.

“(iv) A list of the deferred maintenance projects expected to be under-
taken during such period, anticipated schedule of construction, antici-
pated funding requirements, and an evaluation of progress made in re-
ducing the deferred maintenance backlog.”.

SEC. 302. EDUCATIONAL OUTREACH AND SUPPORT FOR UNDERREPRESENTED COMMU-
NITIES.
Section 18 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-1) is amended—

(1) in subsection (a), in the second sentence—

(A) by striking “may” and inserting “shall”; and

(B) by striking “academia” and inserting “diverse types of institutions of
higher education, including minority-serving institutions and community
colleges”; and

(2) in subsection (e)—

(A) in paragraph (4), by striking “and” at the end;

(B) in paragraph (5), by striking the period at the end and inserting
and”; and

(C) by inserting after paragraph (5) the following:

“(6) conduct outreach to and develop research collaborations with historically
black colleges and universities and minority-serving institutions, including
through the recruitment of students and faculty at such institutions to partici-
pate in programs developed under paragraph (3);

“(7) conduct outreach to and develop research collaborations with community
colleges, including through the recruitment of students and faculty at such in-
stitutions to participate in programs developed under paragraph (3);

“(8) carry out other activities to increase the participation of persons histori-
cally underrepresented in STEM in the Institute’s programs; and
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“(9) conduct outreach to and develop collaborations with nontraditional edu-
cational organizations, including those that offer training through non-profit as-
sociations and professional associations or professional societies, to engage per-
sons historically underrepresented in STEM through programs developed under
this subsection.”.

SEC. 303. OTHER TRANSACTIONS AUTHORITY.

Section 2(b)(4) of the National Institute of Standards and Technology Act (15
U.S.C. 272(b)(4)) is amended to read as follows:

“(4) to enter into and perform such contracts, including cooperative research
and development arrangements and grants and cooperative agreements or other
transactions, as may be necessary in the conduct of its work and on such terms
as it may deem appropriate, in furtherance of the purposes of this Act;”.

SEC. 304. COLLABORATIONS WITH GOVERNMENT AGENCIES.

Section 8 of the National Bureau of Standards Authorization of Act for Fiscal
Year 1983 (15 U.S.C. 275b) is amended—

(1) in the heading, by adding “AND WITH” after “PERFORMED FOR?”;

(2) by striking “The Secretary of Commerce” and inserting “(a) IN GENERAL.—
The Secretary of Commerce”;

(3) by inserting after “(15 U.S.C. 278b(e)).” the following: “The Secretary may
accept, apply for, use, and spend Federal, State, and non-governmental funds
to further the mission of the Institute without regard to the source or the period
of availability of these funds as well as share personnel, associates, facilities,
and property with these partner organizations, with or without reimbursement,
upon mutual agreement.”; and

(4) by adding at the end the following:

“(b) REPORT.—For each fiscal year beginning with fiscal year 2022, not later than
90 days after submission of the President’s annual budget request for such fiscal
year, the Director shall submit to the Committee on Science, Space, and Technology
and the Committee on Appropriations of the House of Representatives and the Com-
mittee on Commerce, Science, and Transportation and the Committee of Appropria-
tions of the Senate a de- scription of any appropriated funds, under this authority,
carried over from the year in which such funds were ap- propriated.”.

SEC. 305. HIRING CRITICAL TECHNICAL EXPERTS.

Section 6 of the National Institute of Standards and Technology Act is amended
to read as follows:

“SEC. 6. HIRING CRITICAL TECHNICAL EXPERTS.

“(a) IN GENERAL.—The officers and employees of the Institute, except the director,
shall be appointed by the Secretary of Commerce at such time as their respective
services may become necessary.

“(b) HIRING CRITICAL TECHNICAL EXPERTS.—Notwithstanding section 3104 of title
5 or the provisions of any other law relating to the appointment, number, classifica-
tion, or compensation of employees, the Secretary of Commerce shall have the au-
thority to make appointments of scientific, engineering, and professional personnel,
and to fix the basic pay of such personnel at a rate to be determined by the Sec-
retary at rates not in excess of the highest total annual compensation payable at
the rate determined under section 104 of title 3. The Director shall appoint not more
than 15 personnel under this section.

“(c) SUNSET.—The authority under section (b) shall expire on the date that is 5
years after the date of enactment of this section.”.

SEC. 306. INTERNATIONAL STANDARDS DEVELOPMENT.

(a) INTERNATIONAL STANDARDS ENGAGEMENT.—

(1) IN GENERAL.—The Director shall lead information exchange and coordina-
tion among Federal agencies and communication from Federal agencies to the
private sector of the United States to ensure effective Federal engagement in
the development and use of international technical standards.

(2) REQUIREMENTS.—To support private sector-led engagement and ensure ef-
fective Federal engagement in the development and use of international tech-
nical standards, the Director shall consider—

(A) the role and needs of the Federal Government with respect to inter-
national technical standards;

(B) organizations developing international technical standards of interest
to the United States, United States representation and influence in these
organizations, and key contributors for technical and leadership expertise
in these organizations;
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(C) support for persons with domain subject matter expertise, especially
from small businesses located in the United States, to influence and engage
in technical standards leadership positions, working groups and meetings;

(D) opportunities for partnerships for supporting international technical
standards from across the Federal Government, federally funded research
and development centers, university-affiliated research centers, institutions
of higher education, industry, industry associations, nonprofit organiza-
tions, and other key contributors;

(E) support for activities to encourage the adoption of technical standards
developed in the United States to be adopted by international standards or-
ganizations; and

(F) other activities determined by the Director to be necessary to support
United States participation in international standards development, eco-
nomic competitiveness, and national security in the development and use
of international technical standards.

(b) CapaciTY BUILDING GUIDANCE.—The Director shall support education and
workforce development efforts to promote United States participation in inter-
national standards organizations. The Director shall—

(1) identify and create, as appropriate, technical standards education and
training resources for interested businesses, industry associations, academia,
nonprofits, Federal agencies, and other relevant standards contributors, includ-
ing activities targeted at integrating standards content into undergraduate and
graduate curricula in science, engineering, business, public policy, and law;

(2) conduct outreach, including to private sector leaders, to support engage-
ment by more United States stakeholders in international technical standards
development; and

(3) other activities deemed necessary by the Director to support increased en-
gagement, influence, and leadership of United States organizations in the devel-
opment of international technical standards.

(c¢) CApACITY BUILDING PILOT PROGRAM.—

(1) IN GENERAL.—The Director, in coordination with the Director of the Na-
tional Science Foundation, the Administrator of the Small Business Administra-
tion and the heads of other relevant Federal agencies, as appropriate, shall es-
tablish a 5-year pilot program to award grants, on a merit-reviewed, competitive
basis, to private sector entities or nonprofit institutions based in the United
States to support increased participation by small business and academic inter-
ests in international standards organizations.

(2) ACTIVITIES.—In carrying out the pilot programs established in subsection
(c), the Director shall award competitive, merit-reviewed grants to covered enti-
ties to cover the reasonable costs, up to a specified ceiling set by the Director,
of activities supporting increased engagement and leadership of employees of
small businesses and faculty of institutions of higher education or other non-
profit research institutions with subject matter and technical expertise nec-
essary to be conributers in international standards organizations.

(3) AWARD CRITERIA.—The Director may only provide a grant under this sec-
tion to an eligible recipient that—

(A) demonstrates deep technical standards expertise;

(B) demonstrates knowledge with the processes of the standards develop-
ment organization in which the recipient intends to engage using grant
funds;

(C) proposes a feasible set of standard deliverables to be completed over
the period of the grant;

(D) explains how the recipient will fund the standards work supported by
the grant if the grant funds are insufficient to cover all costs of the work;
and

(E) commits personnel with appropriate expertise to engage in relevant
international organizations responsible for developing technical standards
over the period of the grant.

(4) ELIGIBILITY.—A small business concern (as defined in section 3 of the
Small Business Act (15 U.S.C. 632) based in the United States, an institution
of higher education (as defined by section 102 of the Higher Education Act of
1965 (20 U.S. C. 1002)), or a nonprofit institution as defined in section 4(5) of
the Stevenson-Wydler Act (15 U.S.C. 3703) shall be eligible to receive grants
under this program.

(5) PRIORITIZATION.—The Director may prioritize grants awarded under this
section to eligible recipients proposals for standards development that address
clearly defined current or anticipated market needs or gaps that would not be
met without the grant.



18

(6) APPLICATION.—An eligible recipient seeking funding under subsection (c)
shall submit an application to the Director at such time, in such manner, and
containing such information as the Director may require.

(7) MERIT REVIEW PROCESS.—Not later than 90 days after the enactment of
this Act, the Director shall establish a merit review process, including the cre-
ation of merit review panels made of experts from government and the private
sector, to evaluate the application under paragraph (6) to ensure applications
submitted are reviewed in a fair, competitive, transparent, and in-depth man-
ner.

(8) CONSULTATION.—In carrying out the pilot program established under sub-
section (c), the Director shall consult with other Federal agencies, private sector
organizations, institutions of higher education, and nonprofit organizations to
help inform the pilot program, including selection criteria, applicant disclosure
requirements, grant amount and duration, and the merit review process.

(9) REPORT TO CONGRESS.—The Director shall brief Congress after the second
year of the pilot program and each year following that includes the following:

(A) An assessment of the effectiveness of the pilot program for improving
the participation of United States small businesses, United States institu-
tions of higher education, or other nonprofit research institutions in inter-
national standards organizations, including—

(i) the type of activities supported, including leadership roles;
(ii) the international standards organizations participated in; and
(ii1) the technical areas covered by the activities.

(B) If deemed effective, a plan for permanent implementation of the pilot
program.

(d) REAFFIRMING THE IMPORTANCE OF VOLUNTARY CONSENSUS-BASED INTER-
NATIONAL STANDARDS BODIES.—To the extent applicable, the Institute, when pre-
paring standards, participating in voluntary consensus standard bodies, and engag-
ing in a standards development process that is open to participation from Chinese
firms and state-owned enterprises of the People’s Republic of China, the process
should include the following attributes that are easily accessible, clear, and unam-
biguous:

(1) Transparency.

(2) Openness.

(3) Impartiality and Consensus.

(4) Effectiveness and Relevance.

(5) Coherence.

(6) Development Dimension.

SEC. 307. STANDARD TECHNICAL UPDATE.

(a) NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY ACT UPDATES.—The Na-
tional Institute of Standards and Technology Act (15 U.S.C. 271) is amended—
(1) in section 15—

(A) in subsection (b), by striking the period at the end and inserting a
semicolon;

(B) in subsection (g), by striking “and” after the semicolon; and

(C) by striking the period at the end and inserting “; and (i) the protec-
tion of Institute buildings and other plant facilities, equipment, and prop-
erty, and of employees, associates, or visitors, located therein or associated
therewith, notwithstanding any other provision of law, the direction of such
of the officers and employees of the Institute as the Secretary deems nec-
essary in the public interest hereafter to carry firearms while in the con-
duct of their official duties, and the authorization of employees of contrac-
tors and subcontractors of the Institute who are engaged in the protection
of property owned by the United States, and located at facilities owned by,
leased, used or under the control of the United States, to carry firearms
while in the conduct of their official duties, and, under regulations pre-
scribed by the Secretary and approved by the Attorney General, the author-
ization of officers and employees of the Institute and of its contractors and
subcontractors authorized to carry firearms hereafter to arrest without war-
rant for any offense against the United States committed in their presence,
or for any felony cognizable under the laws of the United States if they
have reasonable grounds to believe that the person to be arrested has com-
mitted or is committing such felony, provided that such authority to make
arrests may be exercised only while guarding and protecting buildings and
other plant facilities, equipment, and property owned or leased by, used or
under the control of, the United States under the administration and con-
trol of the Secretary.”; and

(2) by amending section 17(a) to read as follows:
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“(a) The Secretary is authorized, notwithstanding any other provision of law, to
expend such sums, within the limit of appropriated funds, as the Secretary may
deem desirable through direct support for activities of international organizations
and foreign national metrology institutes with which the Institute cooperates to ad-
vance measurement methods, technical standards, and related basic technologies,
for official representation, to host official receptions, dinners, and similar events,
and to otherwise extend official courtesies, including transportation of foreign dig-
nitaries and representatives of foreign national metrology institutes to and from the
Institute, for the purpose of maintaining the standing and prestige of the Depart-
ment of Commerce and the Institute, through the grant of fellowships or other ap-
propriate form of financial or logistical assistance or support to foreign nationals not
in service to the Government of the United States while they are performing sci-
entific or engineering work at the Institute or participating in the exchange of sci-
entific or technical information at the Institute.”.

(b) STEVENSON-WYDLER UPDATES.—The Stevenson-Wydler Technology Innovation
Act of 1980 (15 U.S.C. 3701) is amended—

(1) in section 17(c)(1)—
(A) by moving each of subparagraphs (D) and (E) two ems to the left; and
(B) by adding at the end the following:
“(G) Community.”; and
(2) in section 23(a)—
(A) by redesignating paragraphs (1) and (2) as paragraphs (2) and (3), re-
spectively; and
(B) by inserting before paragraph (2), as so redesignated, the following:
“(1) accept, apply for, use, and spend Federal, State, and nongovernmental ac-
quisition and assistance funds to further the purposes of this Act as well as
share personnel, associates, facilities, and property with these partner organiza-
tions, with or without reimbursement, upon mutual agreement: Provided, That
the approving official may waive statutory and regulatory administrative provi-
sions so that a single agency may administer a joint program, upon mutual
agreement;”.

(¢c) AMERICAN INNOVATION AND COMPETITIVENESS ACT UPDATE.—Section 113 of
the American Innovation and Competitiveness Act (15 U.S.C. 278e note) is repealed.

(d) CLERICAL AMENDMENT.—The item relating to section 113 in the table of con-
ten‘gsdin section 1(b) of the American Innovation and Competitiveness Act is re-
pealed.

(e) FEDERAL ENERGY MANAGEMENT IMPROVEMENT ACT UPDATE.—Section 4 of the
Fdederal Energy Management Improvement Act of 1988 (15 U.S.C. 5001) is amend-
ed—

(1) by striking “Secretary of Commerce” and “Secretary” each place either
such term appears and inserting “Consumer Product Safety Commission”;

(2) by redesignating the second subsection (c) as subsection (e); and

(3) in subsection (g), by redesignating clauses (i) and (ii) as paragraphs (1)
and (2), respectively.

SEC. 308. GAO STUDY OF NIST RESEARCH SECURITY POLICIES AND PROTOCOLS.

(a) EVALUATION.—Not later than 1 year after the date of enactment of this Act,
the Comptroller General of the United States shall conduct a study of the Institute’s
policies and protocols to protect its research and combat undue foreign influence,

(b) MATTERS TO BE INCLUDED.—The study conducted under subsection (a) shall
include, to the extent practicable, the following:

(1) An analysis of steps taken by the Institute to address foreign threats to
Institute-funded research over the previous 5 years.

(2) An analysis of the coordination and engagement between the Department
of Commerce’s Office of Inspector General, the Department of Commerce’s Of-
fice of Intelligence and the Institute in identifying and addressing concerning
findings.

(3) An assessment of the Institute’s review process for Foreign National asso-
ciates.

(4) An assessment of the Institute’s policies as it relates to employees and as-
sociates participating in foreign talent recruitment programs.

(5) An assessment of the Institute’s implementation of conflict-of-interest and
disclosure policies and requirements, including the disclosure requirements au-
thorized in Section 223 of the National Defense Authorization Act for Fiscal
Year 2021 (public Law 116-283).

(6) An assessment of the Institute’s, the Department of Commerce’s Office of
Security, the Department of Commerce’s Office of Intelligence, and the Depart-
ment of Commerce’s Office of Inspector General’s ability to monitor and enforce
conflict-of-interest and disclosure policies and requirements, including the dis-
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closure requirements authorized in Section 223 of the National Defense Author-
ization Act for Fiscal Year 2021 (public Law 116-283).

(7) An assessment of the Institute’s, the Department of Commerce’s, and the
Department of Commerce’s Office of Inspector General’s ability to conduct risk
assessments of research and development award applications and disclosures to
the Institute.

(8) An assessment of the Institute’s research security training programs for
both internal and externally-supported researchers and associates, including
training focused on international collaboration, and international travel, foreign
interference, and rules for proper use of funds, disclosure, conflict of commit-
ment, and conflict of interest.

(9) An analysis and summary of incidents of undue foreign influence at Insti-
tute-supported research facilities and programs over the past 10 years.

(10) Recommendations for the Institute to bolster its research security policies
and protocols.

(11) Other matters the Comptroller General determines appropriate.

(c) CONGRESSIONAL BRIEFING.—Not later than 180 days after the date of enact-
ment of this Act, the Comptroller General shall brief the Committee on Science,
Space, and Technology of the House of Representatives and the Committee of Com-
merce, Science, and Transportation of the Senate on the findings available from the
evaluation conducted under subsection (a).

(d) REPORT.—Not later than 18 months after the date of enactment of this Act,
the Comptroller General shall submit to the congressional committees specified in
subsection (c) a report on the findings and recommendations of the evaluation con-
ducted under subsection (a).

SEC. 309. PREMISE PLUMBING RESEARCH.

(a) IN GENERAL.—The Secretary, acting through the Director, shall create a pro-
gram for premise plumbing research, including to—

(1) conduct metrology research on premise plumbing in relation to water safe-
ty, security, efficiency, sustainability, and resilience; and

(2) coordinate research activities with academia, the private sector, non-
profits, and other Federal agencies.

(b) DEFINITIONS.—For purposes of this section, the term “premise plumbing”
means the water distribution system located within the property lines of a property,
including all buildings and permanent structures on such property. Such term in-
cludes building supply and distribution pipes, fixtures, fittings, water heaters,
water-treating and water-using equipment, and all respective joints, connections, de-
vices, and appurtenances.

TITLE IV—HOLLINGS MANUFACTURING
EXTENSION PARTNERSHIP

SECTION 401. ESTABLISHMENT OF EXPANSION AWARDS PILOT PROGRAM AS A PART OF THE
HOLLINGS MANUFACTURING EXTENSION PARTNERSHIP.
The National Institute of Standards and Technology Act (15 U.S.C. 271 et seq.)
is amended by inserting after section 25A (15 U.S.C. 278k-1) the following:

“SEC. 25B. EXPANSION AWARDS PILOT PROGRAM.

“(a) DEFINITIONS.—The terms used in this section have the meanings given the
terms in section 25.

“(b) ESTABLISHMENT.—The Director shall establish as a part of the Hollings Man-
ufacturing Extension Partnership a pilot program of expansion awards among par-
ticipants described in subsection (c) of this section for the purposes described in sub-
section (e) of this section.

“(c) PARTICIPANTS.—Participants receiving awards under this section shall be Cen-
ters, or a consortium of Centers.

“(d) AWARD AMOUNTS.—Subject to the availability of appropriations, an award for
i':\ recipient under this section shall be in an amount equal to the sum of the fol-
owing:

“(1) Such amount as the Director considers appropriate as a minimum base
funding level for each award under this section.

“(2) Such additional amount as the Director considers in proportion to the
manufacturing density of the region of the recipient.

“(3) Such supplemental amounts as the Director considers appropriate.

“(e) PURPOSE OF AWARDS.—An award under this section shall be made for one or
more of the following purposes:
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“(1) To provide coordinating services on employee engagement, including em-
ployee ownership and workforce training, including connecting manufacturers
with career and technical education entities, institutions of higher education
(including community colleges), workforce development boards, labor organiza-
tions, and nonprofit job training providers to develop and support training and
job placement services, including apprenticeship and online learning platforms,
for new and incumbent workers, programming to prevent job losses when adopt-
ing new technologies and processes, and development of employee ownership
practices.

“(2) To provide services to improve the resiliency of domestic supply chains
and to mitigate vulnerabilities to cyberattacks, including helping to offset the
cost of cybersecurity projects for small manufacturers.

“(3) To expand advanced technology services to United States-based small-
and medium-sized manufacturers, which may include—

“(A) developing advanced technology demonstration laboratories for train-
ing and demonstration in areas of supply chain and critical technology
needs, including a focus on the demonstration of technologies developed by
companies based in the United States;

“(B) services for the adoption of advanced technologies, including smart
manufacturing technologies and practices; and

“(C) establishing partnerships, for the development, demonstration, and
deployment of advanced technologies, between United States-based small-
and medium-sized manufacturers and—

“(1) national laboratories (as defined in section 2 of the Energy Policy
Act of 2005 (42 U.S.C. 15801));

“(i1) Federal laboratories;

‘éiii) Manufacturing USA institutes (as described in section 34(d));
an

“(iv) institutions of higher education.

“(4) To build capabilities across the Hollings Manufacturing Extension Part-
nership for domestic supply chain resiliency and optimization, including—

“(A) assessment of domestic manufacturing capabilities, expanded capac-
ity for researching and deploying information on supply chain risk, hidden
costs of reliance on offshore suppliers, redesigning products and processes
to encourage reshoring, and other relevant topics; and

“(B) expanded services to provide industry-wide support that assists
United States manufacturers with reshoring manufacturing to strengthen
the resiliency of domestic supply chains, including in critical technology
areas and foundational manufacturing capabilities that are key to domestic
manufacturing competitiveness and resiliency, including forming, casting,
machining, joining, surface treatment, and tooling.

“(f) REIMBURSEMENT.—The Director may reimburse Centers for costs incurred by
the Centers under this section.

“(g) APPLICATIONS.—Applications for awards under this section shall be submitted
in such manner, at such time, and containing such information as the Director shall
requié*e in consultation with the Manufacturing Extension Partnership Advisory
Board.

“(h) SELECTION.—

“(1) REVIEWED AND MERIT-BASED.—The Director shall ensure that awards
under this section are reviewed and merit-based.

“(2) GEOGRAPHIC DIVERSITY.—The Director shall endeavor to have broad geo-
graphic diversity among selected proposals.

“(3) CRITERIA.—The Director shall select applications consistent with the pur-
poses identified pursuant to subsection (e) to receive awards that the Director
determines will achieve one or more of the following:

“(A) Improvement of the competitiveness of industries in the region in
which the Center or Centers are located.

“(B) Creation of jobs or training of newly hired employees.

“(C) Promotion of the transfer and commercialization of research and
technology from institutions of higher education, national laboratories, or
other federally funded research programs, and nonprofit research institutes.

“D) Recruitment of a diverse manufacturing workforce, including
through outreach to underrepresented populations, including individuals
identified in section 33 or section 34 of the Science and Engineering Equal
Opportunities Act (42 U.S.C. 1885a, 1885b).

“(E) Any other result the Director determines will advance the objective
set forth in sections 25(c) or 26.

“(i) PROGRAM CONTRIBUTION.—Recipients of awards under this section shall not
be required to provide a matching contribution.
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“(j) GLOBAL MARKETPLACE PROJECTS.—In making an award under this section,
the Director, in consultation with the Manufacturing Extension Partnership Advi-
sory Board and the Secretary, may take into consideration whether an application
has significant potential for enhancing the competitiveness of small and medium-
sized United States manufacturers in the global marketplace.

“(k) DURATION.—The Director shall ensure that the duration of an award under
this section is aligned and consistent with a Center’s cooperative agreement estab-
lished in section 25(e).

“(1) REPORT.—After the completion of the pilot program under subsection (b) and
not later than October 1, 2024, the Director shall submit to Congress a report that
includes—

“(1) a summary description of what activities were funded and the measur-
able outcomes of such activities;

“(2) a description of which types of activities under paragraph (1) could be in-
tegrated into, and supported under, the program under section 25;

“(3) a description of which types of activities under paragraph (1) could be in-
tegrated into, and supported under, the competitive awards program under sec-
tion 25A; and

“(4) a recommendation, supported by a clear explanation, as to whether the
pilot program should be continued.”.

SEC. 402. UPDATE TO MANUFACTURING EXTENSION PARTNERSHIP.

(a) ACCEPTANCE OF FUNDs.—Section 25(1) of the National Institute of Standards
and Technology Act (15 U.S.C. 278k(l)) is amended to read as follows:
“(1) ACCEPTANCE OF FUNDS.—

“(1) IN GENERAL.—In addition to such sums as may be appropriated to the
Secretary and Director to operate the Program, the Secretary and Director may
also accept funds from other Federal departments and agencies, as well as
funds provided by the private sector pursuant to section 2(c)(7) of this Act (15
U.S.C. 272(c)(7)), to be available to the extent provided by appropriations Acts,
for the purpose of strengthening United States manufacturing.

“(2) COMPETITIVE AWARDS.—Funds accepted from other Federal departments
and agencies and from the private sector under paragraph (1) shall be awarded
competitively by the Secretary and by the Director to Manufacturing Extension
Partnership Centers, provided that the Secretary and Director may make non-
competitive awards, pursuant to this section or section 25A, or as a non-com-
petitive contract, as appropriate, if the Secretary and the Director determine
that—

“(A) the manufacturing market or sector targeted is limited geographi-
cally or in scope;

“(B) the number of States (or territory, in the case of Puerto Rico) with
Manufacturing Extension Partnership Centers serving manufacturers of
such market or sector is five or fewer; and

“(C) such Manufacturing Extension Partnership Center or Centers has re-
ceived a positive evaluation in the most recent evaluation conducted pursu-
ant to subsection (g).”.

(b) INCLUSION OF CERTAIN SCHOOLS.—Section 25 of the National Institute of
Standards and Technology Act (15 U.S.C. 278k) is amended—

(1) in subsection (¢)—

(A) in paragraph (6), by striking “community colleges and area career and
technical education schools” and inserting “secondary schools (as defined in
section 8101 of the Elementary and Secondary Education Act of 1965 (20
U.S.C. 7801)), community colleges, and area career and technical education
schools, including those in underserved and rural communities,”; and

(B) in paragraph (7)—

(i) by striking “and local colleges” and inserting “local high schools
and local colleges, including those in underserved and rural commu-
nities,”; and

(i1) by inserting “or other applied learning opportunities” after “ap-
prenticeships”; and

(2) in subsection (d)(3), by striking “, community colleges, and area career and
technical education schools,” and inserting “and local high schools, community
colleges, and area career and technical education schools, including those in un-
derserved and rural communities,”.

(c) SUPPORTING AMERICAN MANUFACTURING.—Section 25 of the National Institute
of Standards and Technology Act (15 U.S.C. 278k) is amended—

(1) in subsection (a)(5)—

(A) by striking “or consortium thereof,”; and
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(B) by inserting “or a consortium thereof” before the period at the end of
the sentence;
(2) in subsection (c)(4), by inserting “United States-based” before “industrial”;
(3) in subsection (d)—
(A) in paragraph (1), by inserting “at United States-based industrial fa-
cli)litieg, including small and medium manufacturing companies” before
“base ”;
(B) in éyaragraph (2), by inserting “United States-based” before “compa-
nies”; an
(C) in paragraph (3), by inserting “United States-based” before “small”;
(4) in subsection ()(5)(B)(i), by inserting “in the United States” before the
semicolon at the end of the clause; and
(5) in subsection (n)(1)(A), by inserting “United States-based” before “small”.
(d) AMENDING THE MEP COMPETITIVE AWARDS PROGRAM.—Section 25A(c)(2) of the
National Institute of Standards and Technology Act (15 U.S.C. 278k-1(c)(2)) is
amended by inserting “United States” before “manufacturers”.

SEC. 403. NATIONAL SUPPLY CHAIN DATABASE.

(a) ESTABLISHMENT OF NATIONAL SUPPLY CHAIN DATABASE.—The Director of the
National Institute of Standards and Technology (referred to in this section as
“NIST”) shall establish and maintain a National Supply Chain Database.

(b) PURPOSE.—The purpose of the National Supply Chain Database shall be to as-
sist the Federal government and industry sectors in minimizing disruptions to the
United States supply chain by having an assessment of United States manufactur-
ers’ capabilities.

(c) STUDY ON NATIONAL SUPPLY CHAIN DATABASE.—In establishing the National
Supply Chain Database, the Director of NIST shall consider the findings and rec-
ommendations from the study authorized in section 9413 of the National Defense
Authorization Act for Fiscal Year 2021 (Public Law 116-283), including measures
to secure and protect the National Supply Chain Database from adversarial attacks
and vulnerabilities.

(d) DATABASE AND MANUFACTURING EXTENSION PARTNERSHIP.—

(1) IN GENERAL.—The National Supply Chain Database shall be carried out
and managed through the Hollings Manufacturing Extension Partnership pro-
gram and the Director of NIST shall ensure that the Hollings Manufacturing
Extension Partnership Centers are connected to the National Supply Chain
Database.

(2) CAPABILITIES.—The National Supply Chain Database shall be capable of
providing a national view of the supply chain and enable authorized database
users to determine in near real-time the United States manufacturing capabili-
ties for critical products, including defense supplies, food, and medical devices,
including personal protective equipment.

(3) INDIVIDUAL STATE DATABASES.—Each State’s supply chain database main-
tained by the NIST-recognized Manufacturing Extension Partnership Center
within the State shall be complementary in design to the National Supply
Chain Database.

(e) MAINTENANCE OF NATIONAL SUPPLY CHAIN DATABASE.—The Director of NIST,
acting through the Hollings Manufacturing Extension Partnership program, shall
maintain the National Supply Chain Database as an integration of the State level
databases from each State’s Manufacturing Extension Partnership Center and may
be populated with information from past, current, or potential Center clients.

(f) ExempT FrROM PUBLIC DiSCLOSURE.—The National Supply Chain Database and
any information related to it not publicly released by NIST shall be exempt from
public disclosure under section 552 of title 5, United States Code, and access to non-
public content shall be limited to the contributing company and Manufacturing Ex-
tension Partnership Center staff who sign an appropriate non-disclosure agreement.

(g) AUTHORIZATION OF APPROPRIATIONS.—Of the funds authorized to the Hollings
Manufacturing Extension Partnership Program, $10,000,000 for each of the fiscal
years 2022 through 2026 are authorized to carry out this Act.

II. PURPOSE OF THE BILL

The purpose of the bill is to authorize funding for the National
Institute of Standards and Technology (NIST) for fiscal years (FY)
2022, 2023, 2024, 2025 and 2026, to provide policy and pro-
grammatic direction related to science and engineering research
supported by NIST, make technical changes to the agency’s au-
thorities, support NIST research infrastructure, and provide guid-
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ance on funding trajectories for the agency and its funding ac-
counts.

III. BACKGROUND AND NEED FOR THE LEGISLATION

NIST, originally named the National Bureau of Standards, was
established by Congress in the National Bureau of Standards Or-
ganic Act of 1901 (Public Law 56-177). NIST supports U.S. com-
petitiveness by advancing measurement science, standards, and
technology. NIST is housed within the Department of Commerce.
NIST laboratories address complex measurement challenges, from
physical applications, such as resilient infrastructure, to informa-
tion technology applications, such as artificial intelligence and cy-
bersecurity. NIST runs user facilities that annually help more than
3,000 scientists from academia and industry advance the state of
the art in nanotechnology, bioscience, advanced materials, and
other emerging technology areas.

NIST hosts two extramural programs: The Manufacturing USA
Network and the Hollings Manufacturing Extension Partnership
(MEP). Manufacturing USA is a network of manufacturing innova-
tion institutes coordinated through NIST. These institutes serve as
partnerships between companies, academia, and entrepreneurs to
develop and deploy manufacturing technologies. The MEP program
is a Federal-State-industry partnership made up of centers in all
50 states and Puerto Rico. These centers work with local manufac-
turing communities to strengthen the U.S. domestic manufacturing
base. Together, these programs help U.S. industry develop and im-
plement new technology, develop robust supply chains, and refine
their systems for efficiency and effectiveness, all while making
them more competitive in the global economy.

The last comprehensive reauthorization of NIST was included in
the COMPETES Act of 2010 (Public Law 111-358). Since that
time, some individual programs have been addressed through other
bills, including the American Innovation and Competitiveness Act
(Public Law 114-329) and the Advancing Manufacturing Leader-
ship Act (Public Law 116-92), and national initiatives focused on
specific research or technology areas, including the National Quan-
tum Initiative Act (Public Law 115-368) and the National Artificial
Intelligence Initiative Act (Public Law 116-283).

Although there has been a large growth in NIST’s responsibil-
ities, overall funding for the agency has only grown modestly in the
decade since the 2010 COMPETES Act. Many of NIST’s facilities
date to the 1960s, and due to lack of sufficient investment by Con-
gress in NIST’s infrastructure, roughly 60 percent of NIST’s facili-
ties are in poor to critical condition and the agency has over $800
million in deferred maintenance projects. In the last decade, the
global landscape of competition in science and technology has
changed, with U.S. leadership no longer a given. There is a re-
newed focus among policymakers about reinvesting in the U.S. re-
search enterprise to boost competitiveness. Providing increased
support for NIST’s core mission to advance U.S. competitiveness
through measurement and technology research and providing the
resources to modernize their facilities will be an important compo-
nent in maintaining a global lead in advanced technologies.
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IV. COMMITTEE HEARINGS

Pursuant to House rule XIII, clause 3(c)(6), the Committee des-
ignates the following hearings as having been used to develop or
consider the legislation:

On March 11, 2020, the Subcommittee on Research and Tech-
nology held a hearing entitled, “Reauthorization of the National In-
stitute of Standards and Technology.” The purpose of the hearing
was to explore the major areas of research under the National In-
stitute of Standards and Technology laboratory programs, the
agency’s role in working with industry to advance U.S. competitive-
ness, and key facilities construction and maintenance issues on the
NIST campuses in Maryland and Colorado. The Honorable Walter
G. Copan, Undersecretary of Commerce for Standards and Tech-
nology and Director, National Institute of Standards and Tech-
nology, testified before the Subcommittee.

On April 15, 2021, the Science, Space, and Technology Com-
mittee held a hearing entitled, “Reimagining Our Innovation Fu-
ture.” The purpose of the hearing was to examine the current out-
look for U.S. leadership in science and technology and discuss how
new investments and new, inclusive models of partnership in
science and technology can be leveraged to ensure continued lead-
ership and address economic, security, environmental, public
health, and other societal challenges from the local to the global
level. The hearing witnesses included Mr. Norm Augustine; Dr.
Frances H. Arnold, Linus Pauling Professor of Chemical Engineer-
ing, Bioengineering and Biochemistry at the California Institute of
Technology; The Honorable Ernest J. Moniz, President and Chief
Executive Officer of the Energy Futures Initiative and Former Sec-
retary of the U.S. Department of Energy; and Dr. Farnam
Jahanian, President of Carnegie Mellon University.

On May 25, 2021, the Investigations and Oversight Sub-
committee held a joint hearing with the Research and Technology
Subcommittee entitled, “SolarWinds and Beyond: Improving the
Cybersecurity of Software Supply Chains.” The purpose of the
hearing was to examine the causes and impacts of recent supply
chain attacks on Federal Agencies, explore how Federal Agencies
currently mitigate their software supply chain risks, and consider
how best to improve software supply chain security. Hearing wit-
nesses included Mr. Matthew Scholl, Chief, Computer Security Di-
vision of the Information Technology Laboratory, NIST; Dr. Trey
Herr, Director, Cyber Statecraft Initiative, Atlantic Council, Ms.
Katie Moussouris, Founder and CEO, Luta Security; Mr. Vijay
D’Souza, Director, Information Technology and Cybersecurity, Gov-
ernment Accountability Office.

On June 9, 2021 the Research and Technology Subcommittee
held a hearing entitled, “Building Regional Innovation Economies.”
The purpose of this hearing was to explore the role of the Depart-
ment of Commerce, including NIST’s extramural manufacturing
programs, in supporting the development of regional innovation
economies, and the opportunities for and challenges to expanding
this role, including in partnership with Federal science agencies.
Hearing witnesses include Mr. Dan Berglund, President and CEO,
SSTI; Professor Erica R.H. Fuchs, Department of Engineering and
Public Policy, Carnegie Mellon University; Ms. Paula Nas, Director,
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Office of Economic Development, University of Michigan-Flint;
Hon. Elizabeth Hutt Pollard, Secretary of Science and Innovation,
State of Oklahoma.

On July 20, 2021 the full Committee held a hearing entitled,
“Spectrum Needs for Observational Earth and Space Science.” The
purpose of this hearing was to review the spectrum needs of rel-
evant science applications within the Committee’s purview and con-
sider threats of harmful interference in radio frequency bands used
for observations that support weather forecasting and monitoring,
climate science, and astronomy. The hearing examined research
and development efforts to examine spectral interference, including
work at NIST. Hearing witnesses included Mr. Andrew Von Ah, Di-
rector, Physical Infrastructure, Government Accountability Office;
Mr. David G. Lubar, Senior Project Leader-Civil Spectrum Manage-
ment, Civil Systems Group, The Aerospace Corporation; Dr. Jordan
Gerth, Honorary Fellow, Space Science and Engineering Center,
University of Wisconsin-Madison; Mr. Bill Mahoney, NCAR Asso-
ciate Director and Director and Director of the Research Applica-
tions Laboratory (RAL) at the National Center for Atmospheric Re-
search (NCAR); Ms. Jennifer Manner, Senior Vice President of Reg-
E%éory Affairs, EchoStar Corporation/Hughes Network Systems

V. COMMITTEE CONSIDERATION AND VOTES

On July 21, 2021, Chairwoman Haley Stevens, and Ranking
Member Michael Waltz, Chairwoman Eddie Bernice Johnson,
Ranking Member Frank Lucas, introduced H.R. 4609, the National
Institute of Standards and Technology for the Future Act of 2021.
The bill was referred to the House Committee on Science, Space,
and Technology.

On July 27, 2021, the Full Committee on Science, Space, and
Technology met to consider the bill. Ms. Stevens offered an amend-
ment to make technical changes to the bill and added provisions in
response to stakeholder feedback and Committee Member prior-
ities, including updating NIST’s hiring authorities, establishing an
Expansion Awards Pilot Program in the Manufacturing Extension
Partnership, and updating the authorization levels for NIST’s Con-
struction and Industrial Technology Services accounts. The amend-
ment was agreed to on a voice vote. Mr. Crist offered an amend-
ment to authorize $22 million for NIST to investigate the Surfside
building collapse, provide recommendations to address short-
comings, and inform future building codes. The amendment was
agreed to on a voice vote. Mr. Casten offered an amendment to
make technical and clarifying changes to the greenhouse gas meas-
urement section of the bill. The amendment was agreed to on a
voice vote. Ms. Ross offered an amendment requiring the Director
to develop security practices to enable software developers and op-
erators to assess cyber risks over the full lifecycle of software prod-
ucts. The amendment was agreed to on a voice vote. Mr. McNerney
offered an amendment to establish testbeds to examine the secu-
rity, safety, and reliability of Al systems. The amendment was
agreed to on a voice vote. Chairwoman Johnson offered an amend-
ment to establish the structure and processes for the organization
at NIST that helps to develop and advance forensic science stand-
ards. The amendment was agreed to on a voice vote. Ms. Fletcher
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offered an amendment to authorize NIST to carry out activities in
support of sustainable chemistry. The amendment was agreed to on
a voice vote. Mr. Perlmutter offered an amendment to allow NIST
to use construction funds at its joint institute campuses. The
amendment was agreed to on a voice vote. Mr. Lamb offered an
amendment to authorize NIST to do outreach to community col-
leges and clarify language to ensure the Institute serves minority-
serving institutions. The amendment was agreed to on a voice vote.
Ms. Kim offered an amendment to authorize NIST to develop edu-
cational outreach collaborations with nontraditional education or-
ganizations. The amendment was agreed to on a voice vote. Mr.
Posey offered an amendment to reaffirm the importance of open
and transparent principles in international standards bodies in
which NIST participates. The amendment was agreed to on a voice
vote. Mr. Babin offered an amendment to direct GAO to conduct an
audit of NIST’s research security measures to combat foreign influ-
ence. The amendment was agreed to on a voice vote. Mr. Babin of-
fered a second amendment to clarify that MEP Centers are specifi-
cally focused on supporting American manufacturing. The amend-
ment was agreed to on a voice vote. Mr. Tonko offered an amend-
ment to create a premise plumbing research program at NIST. The
amendment was agreed to on a voice vote. Mr. Meijer offered an
amendment to establish a National Supply Chain Database within
NIST. The amendment was agreed to on a voice vote.

VI. SUMMARY OF MAJOR PROVISIONS OF THE BILL

Authorizes appropriations for NIST of $1,409,070,000 for FY
2022, $1,518,800,000 for FY 2023, $1,595,800,000 for FY 2024,
$1,677,900,000 for FY 2025, and $1,765,400,000 for FY 2026.

Provides policy and programmatic direction for the Institute’s
measurement research programs, supporting activities and part-
nerships across a range of topics, including engineering biology,
greenhouse gas measurement, cybersecurity, privacy, digital iden-
tity management, biometrics, advanced communications, quantum
information science, artificial intelligence, sustainable chemistry,
premise plumbing, and forensic science. Provides direction to NIST
regarding additional activities and facilities for cybersecurity, ad-
vanced communications, and neutron science.

Establishes a facilities modernization fund to support moderniza-
tion and renovation of research facilities at the Institute. Updates
NIST’s authorities for education and outreach, cooperative research
and development agreements, collaboration with other agencies,
and hiring. Reaffirms NIST’s role in standards development, in-
cluding its leadership role in interagency coordination and its part-
nership with industry. Establishes a pilot program for expansion
awards and a national supply chain database at the Hollings Man-
ufacturing Extension Partnership (MEP).
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VII. SECTION-BY-SECTION ANALYSIS (BY TITLE AND SECTION)
Sec. 1. Short Title; Table of Contents
Sec. 2. Definitions
Title 1 (Sec. 101). Authorization of Appropriation

Title 2. Measurement Research

Sec. 201. Engineering Biology and Biometrology.—Author-
izes and expands NIST’s engineering biology, biomanufac-
turing, and biometrology research and development of
tools and methodologies to measure the molecular compo-
nents of the cell and engineered systems.

Sec. 202. Greenhouse Gas Measurement Research.—Authorizes
and expands NIST’s GHG measurement program, including sup-
port for testbeds and a center of excellence.

Sec. 203. NIST Authorities for Cybersecurity and Privacy Activi-
ties.—Updates cybersecurity and privacy program authorities in
the NIST Act, including with specific direction on software and
cloud security and privacy enhancing technologies.

Sec. 204. Software Security and Authentication.—Directs NIST to
create guidance on the security of the full lifecycle of software and
open source software repositories, establishes a program for Al-en-
abled defense research, and requires NIST to digitally authenticate
all software tools developed by the agency.

Sec. 205. Digital Identity Management Research.—Authorizes
NIST’s digital identity research and requires NIST to develop vol-
untary guidance for digital identity management.

Sec. 206. Biometrics Research and Testing.—Expands NIST’s bio-
metrics identification research and testing program for evaluating
the accuracy and bias of biometric technologies.

Sec. 207. Biometrics Performance Standards.—Directs NIST to
develop performance standards and guidelines for high-risk Federal
biometric identification systems.

Sec. 208. Protecting Research from Cyber Theft.—Requires NIST
to consider the needs of institutions of higher education when cre-
ating cybersecurity guidance.

Sec. 209. Dissemination of Resources for Research Institutions.—
Requires NIST to offer resources and technical assistance to re-
search intensive universities to help them mitigate their cyber
risks.

Sec. 210. Advanced Communications Research Activities.—Au-
thorizes NIST’s advanced communications research and test beds,
including the existing National Advanced Spectrum Communica-
tions Test Network (NASCTN) spectrum test network.

Sec. 211. Neutron Scattering.—Requires NIST to develop a stra-
tegic plan for the future of the NIST Center for Neutron Research,
in coordination with DOE.

Sec. 212. Quantum Information Science.—Amends the National
Quantum Initiative Act to expand NIST work with post-quantum
encryption and quantum communications.

Sec. 213. Artificial Intelligence.—Provides support for NIST’s role
in the development of safe and trustworthy artificial intelligence
and data science, including establishing test beds.
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Sec. 214. Facilitating Development and Distribution of Forensic
Science Standards.—Establishes an organization at NIST to facili-
tate the development of forensic science standards.

Sec. 215. Sustainable Chemistry Research and Education.—Re-
quires NIST to conduct activities in support of sustainable chem-
istry.

Title 3. General Activities

Sec. 301. NIST Facilities and Construction.—Establishes a NIST
facilities modernization fund to help the agency address its con-
struction and maintenance backlog over time. Also allows the Di-
rector to operate facilities across the United States, as needed.

Sec. 302. Educational Outreach and Support for Underrep-
resented Communities.—Expands NIST’s educational activities and
outreach focused on underrepresented communities.

Sec. 303. Other Transactions Authority.—Gives NIST more flexi-
bility to partner with the private sector on research and develop-
ment.

Sec. 304. Collaborations with Government Agencies.—Technical
fix to address the availability of funds when NIST does work for
or in partnership with other agencies.

Sec. 305. Hiring Critical Technical Experts.—Gives NIST the au-
thority to directly hire 15 employees to enable the agency to better
compete with the private sector for talent in critical technology
areas.

Sec. 306. International Standards Development.—Codifies NIST’s
role as a convener and federal coordinator in international stand-
ard setting; expands NIST’s support for standards capacity build-
ing, including through a pilot program for grants to small busi-
nesses, nonprofits, and universities to participate in international
standards setting; and reaffirms the importance of voluntary, con-
sensus-driven policies in international standards setting.

Sec. 307. Standard Technical Update.—Provides several tech-
nical and administrative updates to the NIST Act.

Sec. 308. GAO Study of NIST Research Security Policies and Pro-
tocols.—Directs GAO to review the security practices of the Insti-
tute to guard against foreign interference.

Sec. 309. Premise Plumbing Research.—Authorizes a research
program to facilitate the development of metrology for premise
plumbing.

Title 4. Hollings Manufacturing Extension Partnership

Sec. 401. Establishment of Expansion Awards Pilot Program.—
Establishes a pilot program of expansion awards for MEP centers
to provide services for workforce development, resiliency of domes-
tic supply chains, and more.

Sec. 402. Update to Manufacturing Extension Partnership.—Up-
dates MEP to require increased outreach to underserved commu-
nities, allows NIST to accept funding from other Federal depart-
ments and agencies for competitive MEP grants, and ensures the
MEP Centers are specifically focused on supporting American man-
ufacturing.

Sec. 403. National Supply Chain Database.—Establishes a na-
tional supply chain database at MEP to track disruptions in U.S.
supply chains.
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VIII. COMMITTEE VIEWS

Manufacturing USA Institutes—The Committee encourages
NIST to use the funds authorized in this Act to competitively
award two new Manufacturing USA Institutes under Section 34 of
the National Institute of Standards and Technology Act (as amend-
ed in Public Law 113 235).

Greenhouse Gas Measurement Research—NIST’s greenhouse gas
measurement program and test beds have played a critical role in
developing the tools and standards necessary to measure and at-
tribute greenhouse gas emissions. The Committee also believes
that NOAA, NASA, EPA, and other Federal agencies play a key
role in climate measurement and NIST should continue to coordi-
nate its own activities with other agencies, as appropriate.

Cybersecurity and Privacy Activities—The Committee supports
NIST’s important cybersecurity and privacy activities to strengthen
the security of the digital environment. NIST is highly respected
for its role in incorporating input from its private and public sector
partners to develop effective cybersecurity and privacy standards.
Due to new executive orders, administrative updates, and laws,
NIST’s Information Technology Laboratory is increasingly asked to
do more work in a short time span with inadequate resources. The
Committee supports the use of funding authorized in this legisla-
tion to increase by 50 percent the amounts allocated to the NIST’s
cybersecurity and privacy activities in Fiscal Year 2022, with ap-
propriate increases thereafter.

The Committee notes many public and private sector organiza-
tions have struggled to implement NIST cybersecurity guidance.
For example, in December 2020, the Government Accountability
Office (GAO) published a report entitled, Federal Agencies Need to
Take Urgent Action to Manage Supply Chain Risks, which found
that none of the agencies surveyed had implemented NIST guid-
ance to protect the cybersecurity of their supply chains. The Com-
mittee believes that DHS CISA, NIST, and sector risk management
agencies have an important role to play in encouraging Federal cy-
bersecurity, and all agencies should continue to work together to
address these challenges. The Committee intends for NIST to ex-
pand outreach and coordination efforts to promote the adoption and
effective use of cybersecurity tools and guidance by other Federal
agencies and the private sector. The Committee also encourages
NIST to provide support for the development of easy-to-use soft-
ware tools, well-defined reference implementations, and automated
security controls in common developer tools and software to facili-
tate adoption of NIST guidance. Further, the Committee encour-
ages NIST to support efforts by third-party organizations to certify
the security of common technologies and processes, such as cloud
computing and the internet of things.

Open Source Software—The Committee encourages NIST, when
it is assessing the vulnerabilities in open source software, to focus
on categories of open source software that have the greatest impact
on security or privacy, including frequently used, frequently
downloaded, or widely disseminated software. The Committee also
encourages NIST to work with appropriate Federal and industry
stakeholders to develop automated security scanning for open
source software repositories.
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Biometrics Performance Standards—The Committee believes per-
formance standards for biometric applications will differ signifi-
cantly based on how the technology is being used, the type of bio-
metric system, and relevant operational conditions. For example,
facial recognition systems used for one-to-one matches with govern-
ment identification in an airport will require different performance
standards than those used for stadium security during an event.
The Committee encourages NIST to focus on high-risk systems
when developing Federal performance standards for biometric ap-
plications. The Committee also encourages NIST to use existing
technical standards, as appropriate, to develop these standards.

U.S. Leadership in Biometrics Development—The Committee un-
derstands that key elements of biometrics technologies are enabled
by algorithms derived from artificial intelligence and machine
learning (AI-ML). We are concerned that U.S. adversaries have led
in recent years as algorithm development has shifted from mathe-
matical computation and researcher-driven models to AI-ML sup-
ported development models. A lack of U.S. leadership in modeling
responsible biometrics use could cede ground to our adversaries
and enable them to establish a standard of practice abroad that un-
dermines human rights. It may also enable them to outperform the
United States in future technology innovation.

Advanced Communications Research Activities—NIST conducts
fundamental and applied research related to advanced communica-
tions technologies and applications to provide public and private
sector stakeholders with high-quality trusted measurements and
data, as well as access to testing and calibration facilities. NIST
has conducted communications research for over 100 years. In
1978, the National Telecommunications and Information Adminis-
tration was founded, also within the Department of Commerce.
NTIA’s goals include conducting research related to spectrum and
encouraging the development and implementation of new and
emerging telecommunications technologies. As such, there are
areas in which the missions of the two agencies overlap, leading at
times to confusion. Nevertheless, the Committee believes the two
agencies have complementary but largely distinct roles and encour-
ages the Department of Commerce to better clarify each agency’s
respective role with regard to advanced communications tech-
nologies. The Committee believes continued coordination and co-
operation between these two Department of Commerce agencies to
be critical to advancing U.S. competitiveness.

As part of NIST’s advanced communications research activities,
the Committee also encourages NIST to encourage technology
transfer and commercialization activities, including patenting and
licensing technologies in such areas.

National Advanced Spectrum and Communications Test Net-
work—To continue to benefit from advances in communications
technology in a way that balances demand for commercial
broadband uses with the needs of national security and public safe-
ty, the United States must develop new capabilities to more effi-
ciently and effectively share and utilize existing electromagnetic
spectrum resources. The mission of NASCTN is to provide, through
its members’ expertise and capabilities, robust test processes and
validated measurement data necessary to develop, evaluate, and
deploy spectrum sharing technologies that can improve access to
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the spectrum by both Federal agencies and non-Federal spectrum
users. It is the Committee’s intent that NASCTN shall continue to
operate as a cooperative network of its members.

Neutron Scattering—The Committee does not intend this legisla-
tion to preclude NIST from applying to the NRC to renew the li-
cense of the existing neutron reactor or to influence NRC’s deci-
sion-making process. Extending the license may be necessary to
minimize disruptions with the user community during the transi-
tion to a new reactor, but the Committee feels it is critical NIST
begin planning for the future of the facility and coordinating with
the Department of Energy on what Federal facilities will be needed
in the future to support neutron science.

International Standards Development—The Committee notes
that, in accordance with the American Innovation and Competitive-
ness Act (Public Law 114-329), the NIST Director serves as the
President’s principal advisor on standards policy pertaining to the
Nation’s technological competitiveness and innovation ability. This
role includes leading information exchange and coordination across
Federal agencies on standards, including international standards,
and fostering cooperation between government, industry, and other
private organizations involved in standards activities, a role pre-
viously codified in the National Technology Transfer and Advance-
ment Act of 1995 (Public Law 104-113). The existing standards de-
velopment system, involving many different types of standards de-
velopment organizations producing primarily voluntary, consensus-
based and industry-led technical standards, with appropriate sup-
port from the standards experts at NIST, is beneficial to U.S. com-
petitiveness. Any effort to disrupt the current system or roles
would be harmful. The Committee’s intent is to reinforce and better
resource the current system, not to disrupt or modify existing proc-
esses or roles.

The standards produced by these international standards devel-
opment organizations are critical to making cutting-edge techno-
logical innovations broadly available to billions of consumers and
provide a foundation for international trade and new bases for fur-
ther innovation. Given the central role of technology standards in
promoting innovation and enabling United States technology lead-
ership, the Committee believes it is in the United States’ interest
to ensure that these organizations operate in a manner that is
transparent, open, impartial and consensus-based, effective, rel-
evant, and coherent. The development of international technical
standards should be based on their technical merit and market rel-
evance.

Without these principles, organizations developing international
technical standards may adopt standards based on the parochial
interests or biases of particular members, or the industrial policy
goals of the countries they represent, to the potential detriment of
other participants and to voluntary standardization itself. If left
unchecked, such a trend could lead to the Balkanization of tech-
nology standards, where home-grown standards come to dominate
markets. This would undermine the development of globally rel-
evant standards and make it harder or impossible for United
States companies to compete in global markets. The Committee en-
courages NIST to complete the study authorized in Sec. 9414 of the
William M. (Mac) Thornberry National Defense Authorization Act
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for Fiscal Year 2021 (P.L. 116-283) on Chinese policies and influ-
ence in the development of international standards for emerging
technologies and provide an update to the Committee on when it
will be completed.

The Committee believes that to boost U.S. competitiveness in ad-
vanced technologies, more U.S. stakeholders with appropriate ex-
pertise should be at the table helping to set technical standards.
To that end, the Committee encourages NIST to expand capacity
building activities that encourage U.S. organizations to provide
continuous support for technical expert participation and leader-
ship activities in standards organizations, not just temporary or
one-time support. To this end, the Committee encourages NIST to
help facilitate the development of consortia consisting of small
businesses, associations, academia, and research organizations, as
appropriate, in emerging technology areas.

The Committee also believes financial support for participants
from universities, nonprofits, and small businesses would be bene-
ficial to facilitating increased U.S. participation in international
standards. The Committee recognizes that there is a risk to NIST
that some may perceive the authorized pilot program as NIST
“picking winners and losers” for participation in international
standards development. The Committee authorized this as a pilot
program with merit-review and extensive consultation require-
ments to mitigate that risk and so that the agency, stakeholders,
and the Committee can iterate and monitor progress and effective-
ness closely.

IX. CoST ESTIMATE

Pursuant to clause 3(c)(2) of rule XIII of the Rules of the House
of Representatives, the Committee adopts as its own the estimate
of new budget authority, entitlement authority, or tax expenditures
or revenues contained in the cost estimate prepared by the Director
of the Congressional Budget Office pursuant to section 402 of the
Congressional Budget Act of 1974.
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X. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

B/y iscal Year, Millions of ollars 2022 2022-2026 2022-2031

Direct Spending (Outlays) * * *
Revenues 0 0 0
Increase or Decrease (-} . . .
in the Deficit .
épéndfng :Shbjéct to -
Appropriation (OQutlays

The bill would
e Authorize the appropriation of specific amounts for each
year from 2022 through 2026 for programs implemented by the
National Institute of Standards and Technology (NIST)
Estimated budgetary effects would mainly stem from
e Spending of the authorized amounts by NIST
e Spending of interest accrued in the NIST Facilities Mod-
ernization Fund without further appropriation
Bill Summary: H.R. 4609 would reauthorize the National Insti-
tute of Standards and Technology (NIST) and would authorize the
appropriation of specific amounts in each year from 2022 through
2026. The bill also would codify NIST’s research programs in engi-
neering biology, greenhouse gas emissions, and artificial intel-
ligerace, among others, and establish the Facilities Modernization
Fund.
Estimated Federal Cost: The estimated budgetary effect of H.R.
4609 is shown in Table 1. The costs of the legislation fall within
budget function 370 (commerce and housing credit).

TABLE 1.—ESTIMATED BUDGETARY EFFECTS OF H.R. 4609

By fiscal year, millions of dollars—

2022—
2022 2023 2024 2025 2026 2026

National Institute of Standards and Technology
Authorization 2 395 1519 1596 1678 1765 6,953
Estimated Outlays 161 1,014 1,405 1562 1699 5841

Enacting the bill would increase direct spending by less than $500,000 in every year and over the 2022—2031 period.

a |n 2021, the Congress provided a total of $1.0 billion for National Institute of Standards and Technology. Because CBO estimates budg-
etary effects on an annualized basis, in 2022 CBO assumes that the same amount will be available for those programs under the current
continuing resolution (Public Law 117—70). The amount shown in 2022 reflects the difference between the authorized amount and the amount
annualized under the continuing resolution.

Basis of Estimate: For this estimate, CBO assumes that the bill
will be enacted in fiscal year 2022, that the estimated amounts will
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be appropriated each year, and that spending will follow historical
patterns.

Spending Subject to Appropriation: H.R. 4609 would authorize
the appropriation of specific amounts each year, totaling $8.0 bil-
lion for NIST over the 2022-2026 period. In 2021, the Congress
provided a total of $1.0 billion for the programs that would be au-
thorized by the bill. Because CBO estimates budgetary effects on
an annualized basis, in 2022 CBO assumes that the same amount
will be available for those programs under the current continuing
resolution (Public Law 117-70). Thus, our estimate for fiscal year
2022 reflects the difference between the authorized amounts and
the amount annualized under the continuing resolution for each
program. On that basis, CBO estimates that implementing the bill
would cost $5.8 billion over the 2022-2026 period (see Table 2) and
about $1.1 billion after 2026.

TABLE 2.—ESTIMATED INCREASES IN SPENDING SUBJECT TO APPROPRIATION UNDER H.R. 4609

By fiscal year, millions of dollars—

2022—
2022 2023 2024 2025 2026 2026

Scientific and Technical Research and Services &

Authorization 128 979 1,048 1,121 1,199 4475

Estimated Outlays 98 781 1,015 1,103 1,180 4,177
Construction of Research Facilities 2

Authorization 80 200 200 200 200 880

Estimated Outlays 10 35 65 110 161 381
Industrial Technology Services 2

Authorization 165 340 348 357 366 1,576

Estimated Outlays 449 189 316 349 358 1,261
Surfside Investigation

Authorization 422 40 40 40 40 22

Estimated Outlays 44 49 49 40 40 22
Total Changes

Authorization 395 1519 1596 1,678 1765 6,953

Estimated Outlays 161 1,014 1,405 1,562 1,699 5,841

a In 2021, the Congress provided a total of $1.0 billion for these programs. Because CBO estimates budgetary effects on an annualized
basis, in 2022 CBO assumes that the same amount will be available under the current continuing resolution (Public Law 117-70). The
amounts shown in 2022 reflect the difference between the authorized amount and the amount annualized under the continuing resolution for
each program.

Scientific and Technical Research and Services. H.R. 4609 would
authorize appropriations totaling $5.3 billion over the 2022-2026
period for scientific and technical research and services. In 2021,
NIST received $788 million to support laboratory research in fields
such as quantum science, artificial intelligence, and microelec-
tronics. After accounting for the continuing resolution, CBO esti-
mates that implementing this provision would cost $4.2 billion over
the 2022—-2026 period and $298 million after 2026.

Construction of Research Facilities. H.R. 4609 would authorize
appropriations totaling $960 million over the 2022-2026 period for
the construction, repair, and maintenance of research facilities.
That amount consists of $940 million specified in section 101 and
another $20 million in section 301 for the Facilities Modernization
Fund for 2022. In 2021, NIST received $80 million for construction
activities. After accounting for the continuing resolution, CBO esti-
mates that implementing this provision would cost $381 million
over the 2022—2026 period and $499 million after 2026. From those
authorized amounts, the bill would set aside $80 million annually
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for capital projects to modernize facilities on NIST campuses. The
effects of that provision on direct spending are discussed below.

Industrial Technology Services. H.R. 4609 would authorize appro-
priations totaling $1.7 billion over the 2022-2026 period for indus-
trial technology services. In 2021, NIST received $167 million for
that purpose. After accounting for the continuing resolution, CBO
estimates that implementing this provision would cost $1.3 billion
over the 2022-2026 period and $315 million after 2026. Those
funds would support the Manufacturing USA and Hollings Manu-
facturing Extension Partnership programs.

Surfside Investigation. The bill would authorize the appropria-
tion of $22 million in 2022 to investigate a building that collapsed
in Surfside, Florida, on June 24, 2021. CBO estimates that imple-
ment(ilng this provision would cost $22 million over the 2022-2026
period.

Direct Spending: H.R. 4609 would set aside $80 million in discre-
tionary funds annually over the 2022-2026 period in the Facilities
Modernization Fund to pay for capital projects on NIST campuses.
CBO anticipates that each year’s unobligated balances would be in-
vested in Treasury securities and that the earnings would be spent
without further appropriation on capital projects. CBO estimates
that NIST would spend less than $500,000 in accrued interest over
the 2022-2031 period.

Pay-As-You-Go Considerations: The Statutory Pay-As-You-Go Act
of 2010 establishes budget-reporting and enforcement procedures
for legislation affecting direct spending or revenues. The net
changes in outlays that are subject to those pay-as-you-go proce-
dures would be less than $500,000 in every year and over the
2022-2031 period.

Increase in Long-Term Deficits: CBO estimates that enacting
H.R. 4609 would not increase on-budget deficits by more than $5
billion in any of the four consecutive 10-year periods beginning in
2032.

Mandates: None.

Estimate Prepared By: Federal Costs: David Hughes, Mandates:
Rachel Austin.

Estimate Reviewed By: Justin Humphrey, Chief, Finance, Hous-
ing, and Education Cost Estimates Unit; H. Samuel Papenfuss,
Deputy Director of Budget Analysis; Theresa Gullo, Director of
Budget Analysis.

XI. FEDERAL MANDATES STATEMENT

H.R. 4609 contains no unfunded mandates.

XII. COMMITTEE OVERSIGHT FINDINGS AND RECOMMENDATIONS

The Committee’s oversight findings and recommendations are re-
flected in the body of this report.

XIII. STATEMENT ON GENERAL PERFORMANCE (GOALS AND
OBJECTIVES

The goals and objectives of H.R. 4609 are to authorize funding
for the NIST for fiscal years (FY) 2022, 2023, 2024, 2025 and 2026,
to provide policy and programmatic direction related to science and
engineering research supported by the Institute, make technical
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changes to the agency’s authorities, support research infrastruc-
ture, and provide guidance on funding trajectories for the agency
and its funding accounts.

XIV. FEDERAL ADVISORY COMMITTEE STATEMENT

H.R. 4609 does not authorize an advisory committee.

XV. DUPLICATION OF FEDERAL PROGRAMS

Pursuant to clause 3(c)(5) of rule XIII of the Rules of the House
of Representatives, the Committee finds that no provision of H.R.
4609 establishes or reauthorizes a program of the federal govern-
ment known to be duplicative of another federal program, including
any program that was included in a report to Congress pursuant
to section 21 of Public Law 111-139 or the most recent Catalog of
Federal Domestic Assistance.

XVI. EARMARK IDENTIFICATION

Pursuant to clause 9(e), 9(f), and 9(g) of rule XXI, the Committee
finds that H.R. 4609 contains no earmarks, limited tax benefits, or
limited tariff benefits.

XVII. APPLICABILITY TO THE LEGISLATIVE BRANCH

The Committee finds that H.R. 4609 does not relate to the terms
and conditions of employment or access to public services or accom-
modations within the meaning of section 102(b)(3) of the Congres-
sional Accountability Act (Public Law 104-1).

XVIII. STATEMENT ON PREEMPTION OF STATE, LOCAL,
OR TRIBAL LAaw

This bill is not intended to preempt any state, local, or tribal law.

XIX. CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italics,
and existing law in which no change is proposed is shown in
roman):

NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY ACT

* * * * * * *

ESTABLISHMENT, FUNCTIONS, AND ACTIVITIES

SEC. 2. (a) There is established within the Department of Com-
merce a science, engineering, technology, and measurement labora-
tory to be known as the National Institute of Standards and Tech-
nology (hereafter in this Act referred to as the “Institute”).

(b) The Secretary of Commerce (hereafter in this Act referred to
as the “Secretary”) acting through the Director of the Institute
(hereafter in this Act referred to as the “Director”) is authorized to
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serve as the President’s principal adviser on standards policy per-
taining to the Nation’s technological competitiveness and innova-
tion ability and to take all actions necessary and appropriate to ac-
complish the purposes of this Act, including the following functions
of the Institute—

(1) to assist industry in the development of technology and
procedures needed to improve quality, to modernize manufac-
turing processes, to ensure product reliability,
manufacturability, functionality, and cost-effectiveness, and to
facilitate the more rapid commercialization, especially by
small- and medium-sized companies throughout the United
States, of products based on new scientific discoveries in fields
such as automation, electronics, advanced materials, bio-
technology, and optical technologies;

(2) to develop, maintain, and retain custody of the national
standards of measurement, and provide the means and meth-
ods for making measurements consistent with those standards;

(8) to facilitate standards-related information sharing and co-
operation between Federal agencies and to coordinate the use
by Federal agencies of private sector standards, emphasizing
where possible the use of standards developed by private, con-
sensus organizations;

[(4) to enter into contracts, including cooperative research
and development arrangements, and grants and cooperative
agreements, in furtherance of the purposes of this Act;]

(4) to enter into and perform such contracts, including cooper-
ative research and development arrangements and grants and
cooperative agreements or other transactions, as may be nec-
essary in the conduct of its work and on such terms as it may
deem appropriate, in furtherance of the purposes of this Act;

(5) to provide United States industry, Government, and edu-
cational institutions with a national clearinghouse of current
information, techniques, and advice for the achievement of
higher quality and productivity based on current domestic and
international scientific and technical development;

(6) to assist industry in the development of measurements,
measurement methods, and basic measurement technology;

(7) to determine, compile, evaluate, and disseminate physical
constants and the properties and performance of conventional
and advanced materials when they are important to science,
engineering, manufacturing, education, commerce, and indus-
try and are not available with sufficient accuracy elsewhere;

(8) to develop a fundamental basis and methods for testing
materials, mechanisms, structures, equipment, and systems,
including those used by the Federal Government,;

(9) to assure the compatibility of United States national
measurement standards with those of other nations;

(10) to cooperate with other departments and agencies of the
Federal Government, with industry, with State and local gov-
ernments, with the governments of other nations and inter-
national organizations, and with private organizations in es-
tablishing standard practices, codes, specifications, and vol-
untary consensus standards;

(11) to advise government and industry on scientific and
technical problems;
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(12) to invent, develop, and (when appropriate) promote
transfer to the private sector of measurement devices to serve
special national needs; and

(13) to coordinate technical standards activities and con-
formity assessment activities of Federal, State, and local gov-
ernments with private sector technical standards activities and
conformity assessment activities, with the goal of eliminating
unnecessary duplication and complexity in the development
and promulgation of conformity assessment requirements and
measures.

(c) In carrying out the functions specified in subsection (b), the
Secretary, acting through the Director may, among other things—

(1) construct physical standards;

(2) test, calibrate, and certify standards and standard meas-
uring apparatus;

(3) study and improve instruments, measurement methods,
and industrial process control and quality assurance tech-
niques;

(4) cooperate with the States in securing uniformity in
weights and measures laws and methods of inspection;

(5) cooperate with foreign scientific and technical institutions
to understand technological developments in other countries
better;

(6) prepare, certify, and sell standard reference materials for
use in ensuring the accuracy of chemical analyses and meas-
urements of physical and other properties of materials;

(7) in furtherance of the purposes of this Act, accept research
associates, cash donations, and donated equipment from indus-
try, and also engage with industry in research to develop new
basic and generic technologies for traditional and new products
and for improved production and manufacturing;

(8) study and develop fundamental scientific understanding
and improved measurement, analysis, synthesis, processing,
and fabrication methods for chemical substances and com-
pounds, ferrous and nonferrous metals, and all traditional and
advanced materials, including processes of degradation;

(9) investigate ionizing and nonionizing radiation and radio-
active substances, their uses, and ways to protect people, struc-
tures, and equipment from their harmful effects;

(10) determine the atomic and molecular structure of matter,
through analysis of spectra and other methods, to provide a
basis for predicting chemical and physical structures and reac-
tions and for designing new materials and chemical sub-
stances, including biologically active macromolecules;

(11) perform research on electromagnetic waves, including
optical waves, and on properties and performance of electrical,
electronic, and electromagnetic devices and systems and their
essential materials, develop and maintain related standards,
and disseminate standard signals through broadcast and other
means;

(12) develop and test standard interfaces, communication
protocols, and data structures for computer and related tele-
communications systems;
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(13) study computer systems (as that term is defined in sec-
tion 20(d) of this Act) and their use to control machinery and
processes;

(14) perform research to develop standards and test methods
to advance the effective use of computers and related systems
and to protect the information stored, processed, and trans-
mitted by such systems and to provide advice in support of
policies affecting Federal computer and related telecommuni-
cations systems;

(15) on an ongoing basis, facilitate and support the develop-
ment of a voluntary, consensus-based, industry-led set of
standards, guidelines, best practices, methodologies, proce-
dures, and processes to cost-effectively reduce cyber risks to
critical infrastructure (as defined under subsection (e));

(16) support information security measures for the develop-
ment and lifecycle of software and the software supply chain,
including development of voluntary, consensus-based technical
standards, best practices, frameworks, methodologies, proce-
dures, processes, and software engineering toolkits and configu-
rations;

(17) support information security measures, including vol-
untary, consensus-based technical standards, best practices,
and guidelines, for the design, adoption and deployment of
cloud computing services;

(18) support research, development, and practical application
to improve the usability of cybersecurity processes and tech-
nologies;

(19) facilitate and support the development of a voluntary,
consensus-based set of technical standards, guidelines, best
practices, methodologies, procedures, and processes to cost-effec-
tively ensure appropriate privacy protections for personally
identifiable information in systems, technologies, and processes
used by both the public and private sector;

(20) support privacy measures, including voluntary, con-
sensus-based technical standards, best practices, guidelines, me-
trology, and testbeds for the design, adoption and deployment
of privacy enhancing technologies;

[(16)] (21) perform research to support the development of
voluntary, consensus-based, industry-led standards and rec-
ommendations on the security of computers, computer net-
works, and computer data storage used in election systems to
ensure voters can vote securely and privately[.1;

[(17)] (22) determine properties of building materials and
structural elements, and encourage their standardization and
most effective use, including investigation of fire-resisting
properties of building materials and conditions under which
they may be most efficiently used, and the standardization of
types of appliances for fire prevention;

[(18)1 (23) undertake such research in engineering, pure and
applied mathematics, statistics, computer science, materials
science, and the physical sciences as may be necessary to carry
out and support the functions specified in this section;

[(19)] (24) host, participate in, and support scientific and
technical workshops (as defined in section 202 of the American
Innovation and Competitiveness Act);
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[(20)] (25) collect and retain any fees charged by the Sec-
retary for hosting a scientific and technical workshop described
in paragraph (19);

[(21)] (26) notwithstanding title 31 of the United States
Code, use the fees described in paragraph (20) to pay for any
related expenses, including subsistence expenses for partici-
pants;

[(22)] (27) compile, evaluate, publish, and otherwise dis-
seminate general, specific and technical data resulting from
the performance of the functions specified in this section or
from other sources when such data are important to science,
engineering, or industry, or to the general public, and are not
available elsewhere;

[(23)] (28) collect, create, analyze, and maintain specimens
of scientific value;

[(24)]1 (29) operate national user facilities;

[(25)] (30) evaluate promising inventions and other novel
technical concepts submitted by inventors and small companies
and work with other Federal agencies, States, and localities to
provide appropriate technical assistance and support for those
inventions which are found in the evaluation process to have
commercial promise;

[(26)] (31) demonstrate the results of the Institute’s activi-
ties by exhibits or other methods of technology transfer, includ-
ing the use of scientific or technical personnel of the Institute
for part-time or intermittent teaching and training activities at
educational institutions of higher learning as part of and inci-
dental to their official duties; and

[(27)] (32) undertake such other activities similar to those
specified in this subsection as the Director determines appro-
priate.

(d) In carrying out the extramural funding programs of the Insti-

tute, including the programs established under sections 25 and 26

of this Act, the Secretary may retain reasonable amounts of any

funds appropriated pursuant to authorizations for these programs

in order to pay for the Institute’s management of these programs.
(e) CYBER RISKS.—

(1) IN GENERAL.—In carrying out the activities under sub-
section (¢)(15), the Director—
(A) shall—

(i) coordinate closely and regularly with relevant
private sector personnel and entities, critical infra-
structure owners and operators, and other relevant in-
dustry organizations, including Sector Coordinating
Councils and Information Sharing and Analysis Cen-
ters, and incorporate industry expertise;

(i1) consult with the heads of agencies with national
security responsibilities, sector-specific agencies and
other appropriate agencies, State and local govern-
ments, the governments of other nations, and inter-
national organizations;

(ii1) identify a prioritized, flexible, repeatable, per-
formance-based, and cost-effective approach, including
information security measures and controls, that may
be voluntarily adopted by owners and operators of crit-
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ical infrastructure to help them identify, assess, and
manage cyber risks;

(iv) include methodologies—

(I) to identify and mitigate impacts of the cyber-
security measures or controls on business con-
fidentiality; and

(IT) to protect individual privacy and civil lib-
erties;

(v) incorporate voluntary consensus standards and
industry best practices;

(vi) align with voluntary international standards to
the fullest extent possible;

(vii) prevent duplication of regulatory processes and
prevent conflict with or superseding of regulatory re-
quirements, mandatory standards, and related proc-
esses;

(viii) consider small business concerns (as defined in
section 3 of the Small Business Act (15 U.S.C. 632));
[andl

(ix) conduct reviews of and create impact metrics for
cybersecurity solutions and capabilities developed by
the Institute for purposes of improvement;

(x) consider institutions of higher education (as de-
fined in section 101 of the Higher Education Act of
1965 (20 U.S.C. 1001)); and

[(ix)] (xi) include such other similar and consistent
elements as the Director considers necessary; and

(B) shall not prescribe or otherwise require—

(i) the use of specific solutions;

(i) the use of specific information or communica-
tions technology products or services; or

(iii) that information or communications technology
products or services be designed, developed, or manu-
factured in a particular manner.

(2) LIMITATION.—Information shared with or provided to the
Institute for the purpose of the activities described under sub-
section (c)(15) shall not be used by any Federal, State, tribal,
or local department or agency to regulate the activity of any
entity. Nothing in this paragraph shall be construed to modify
any regulatory requirement to report or submit information to
a Federal, State, tribal, or local department or agency.

(3) DEFINITIONS.—In this subsection:

(A) CRITICAL INFRASTRUCTURE.—The term “critical infra-
structure” has the meaning given the term in section
1016(e) of the USA PATRIOT Act of 2001 (42 U.S.C.
5195c¢(e)).

(B) SECTOR-SPECIFIC AGENCY.—The term “sector-specific
agency” means the Federal department or agency respon-
sible for providing institutional knowledge and specialized
expertise as well as leading, facilitating, or supporting the
security and resilience programs and associated activities
of its designated critical infrastructure sector in the all-
hazards environment.

* * k & * * *k
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[SEc. 6. That the officers and employees provided for by this Act,
except the director, shall be appointed by the Secretary of the
Treasury, at such time as their respective services may become
necessary. ]

SEC. 6. HIRING CRITICAL TECHNICAL EXPERTS.

(a) IN GENERAL.—The officers and employees of the Institute, ex-
cept the director, shall be appointed by the Secretary of Commerce
at such time as their respective services may become necessary.

(b) HIRING CRITICAL TECHNICAL EXPERTS.—Notwithstanding sec-
tion 3104 of title 5 or the provisions of any other law relating to the
appointment, number, classification, or compensation of employees,
the Secretary of Commerce shall have the authority to make ap-
pointments of scientific, engineering, and professional personnel,
and to fix the basic pay of such personnel at a rate to be determined
by the Secretary at rates not in excess of the highest total annual
compensation payable at the rate determined under section 104 of
title 3. The Director shall appoint not more than 15 personnel under
this section.

(¢) SUNSET.—The authority under section (b) shall expire on the
date that is 5 years after the date of enactment of this section.

* * *k & * * *k

SEC. 14. (a) IN GENERAL.—Within the limits of funds which are
appropriated for the Institute, the Secretary of Commerce is au-
thorized to undertake such construction of buildings and other fa-
cilities and to make sure improvements to existing buildings,
grounds, and other facilities occupied or used by the Institute as
are necessary for the proper and efficient conduct of the activities
authorized herein.

(b) RETENTION OF FEES.—The Director is authorized to retain all
building use and depreciation surcharge fees collected pursuant to
OMB Circular A-25. Such fees shall be collected and credited to
the Construction of Research Facilities Appropriation Account for
use in maintenance and repair of the Institute’s existing facilities.

(c) OWNERSHIP, OPERATION, AND LEASING OF FACILITIES.—Within
the limits of funds which are appropriated for the Institute, the Sec-
retary is authorized to own, operate, or lease research facilities in
locations throughout the United States and its territories in further-
ance of its mission, provided that no agreement is entered into to
own, operate, or lease without first notifying the appropriate Con-
gressional committees of jurisdiction.

(d) FACILITIES MODERNIZATION FUND.—

(1) ESTABLISHMENT.—There is established in the Treasury of
the United States a fund to be known as the “NIST Facilities
Modecrl'nization Fund” (hereafter in this section referred to as the
“Fund”).

(2) USE OF FUNDS.—Amounts in the Fund shall be available
to Secretary, acting through the Director, for Capital Projects
on the Institute’s campuses, and as needed on the Institute’s
joint institute campuses, for the modernization, renovation, and
construction of research facilities needed to conduct leading
edge scientific and technical research.

(3) CONTENTS OF FUND.—The Funds shall consist of the fol-
lowing amounts:

(A) Such amounts as may be appropriated by law.
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(B) Interest earned on the balance of the Fund.

(4) AUTHORIZATION OF FUNDS.—Of the funds authorized to be
appropriated in section 302 of the National Institute of Stand-
ards and Technology for the Future Act of 2021 for the con-
struction and renovation of facilities, $80,000,000 for each of
the fiscal years 2022 through 2026 shall be provided for the
Fund established in subsection (a).

(5) CONTINUING AVAILABILITY OF FUNDS.—Amounts in the
Fund are available without regard to fiscal year limitation.

(6) NOTIFICATION TO COMMITTEES.—Upon making any obliga-
tion or expenditure of any amount in the Fund, the Secretary,
through the Director, shall notify the Committee on Science,
Space, and Technology of the House of Representatives, the
Committee on Commerce, Science, and Transportation of the
Senate, the Committee on Appropriations of the House of Rep-
resentatives and the Committee on Appropriations of the Senate
of the amount and purpose of the obligation or expenditure.

(7) NIST FACILITIES MODERNIZATION AND MAINTENANCE
PLAN.—

(A) IN GENERAL.—To carry out the program authorized in
subsection (d), the Secretary, acting through the Director,
shall develop and submit to Congress a 5-year moderniza-
tion and maintenance plan for the Institute’s campuses.

(B) TIMING.—The modernization and maintenance plan
required in subparagraph (A) shall be submitted to Con-
gress not later than 30 days after the date of enactment of
the National Institute of Standards and Technology for the
Future Act of 2021, and an update shall be submitted to
Congress annually thereafter.

(C) CoMPONENTS.—The plan required in subparagraph
(A) shall include, with respect to the 5-year period begin-
ning on the date of the submission or update, the following:

(i) A list of Capital Construction Projects expected to
be undertaken during such period, the core capabilities
these facilities will provide, climate-resilience planning
efforts, anticipated schedule of construction, and antici-
pated funding requirements.

(it) A list of planned utility infrastructure projects ex-
pected to be undertaken during such periods, antici-
pated schedule of construction, and anticipated fund-
ing requirements.

(iii) A list of planned IT infrastructure projects ex-
pected to be undertaken during such period, antici-
pated schedule of construction, and anticipated fund-
ing requirements.

(iv) A list of the deferred maintenance projects ex-
pected to be undertaken during such period, antici-
pated schedule of construction, anticipated funding re-
quirements, and an evaluation of progress made in re-
ducing the deferred maintenance backlog.

SEC. 15. In the performance of the functions of the Institute the
Secretary of Commerce is authorized to undertake the following ac-
tivities: (a) The purchase, repair, and cleaning of uniforms for
guards; (b) the care, maintenance, protection, repair, and alteration
of Institute buildings and other plant facilities, equipment, and
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propertyl.]; (c) the rental of field sites and laboratory, office, and
warehouse space; (d) the purchase of reprints from technical jour-
nals or other periodicals and the payment of page charges for the
publication of research papers and reports in such journals; (e) the
furnishing of food and shelter without repayment therefor to em-
ployees of the Government at Arctic and Antarctic stations; (f) for
the conduct of observations on radio propagation phenomena in the
Arctic or Antarctic regions, the appointment of employees at base
rates established by the Secretary of Commerce which shall not ex-
ceed such maximum rates as may be specified from time to time
in the appropriation concerned, and without regard to the civil
service and classification laws and titles II and III of the Federal
Employees Pay Act of 1945; (g) the erection on leased property of
specialized facilities and working and living quarters when the Sec-
retary of Commerce determines that this will best serve the inter-
ests of the Government; [and] (h) the provision of transportation
services for employees of the Institute between the facilities of the
Institute and nearby public transportation, notwithstanding section
1344 of title 31, United States Codel.l; and (i) the protection of In-
stitute buildings and other plant facilities, equipment, and property,
and of employees, associates, or visitors, located therein or associ-
ated therewith, notwithstanding any other provision of law, the di-
rection of such of the officers and employees of the Institute as the
Secretary deems necessary in the public interest hereafter to carry
firearms while in the conduct of their official duties, and the au-
thorization of employees of contractors and subcontractors of the In-
stitute who are engaged in the protection of property owned by the
United States, and located at facilities owned by, leased, used or
under the control of the United States, to carry firearms while in
the conduct of their official duties, and, under regulations pre-
scribed by the Secretary and approved by the Attorney General, the
authorization of officers and employees of the Institute and of its
contractors and subcontractors authorized to carry firearms here-
after to arrest without warrant for any offense against the United
States committed in their presence, or for any felony cognizable
under the laws of the United States if they have reasonable grounds
to believe that the person to be arrested has committed or is commit-
ting such felony, provided that such authority to make arrests may
be exercised only while guarding and protecting buildings and other
plant facilities, equipment, and property owned or leased by, used
or under the control of, the United States under the administration
and control of the Secretary.

* * & * * * &

SEc. 17. [(a) The Secretary is authorized, notwithstanding any
other provision of law, to expend such sums, within the limit of ap-
propriated funds, as the Secretary may deem desirable, through
the grant of fellowships or any other form of financial assistance,
to defray the expenses of foreign nationals not in service to the
Government of the United States while they are performing sci-
entific or engineering work at the Institute or participating in the
exchange of scientific or technical information at the Institute.]

(a) The Secretary is authorized, notwithstanding any other provi-
sion of law, to expend such sums, within the limit of appropriated
funds, as the Secretary may deem desirable through direct support
for activities of international organizations and foreign national me-



46

trology institutes with which the Institute cooperates to advance
measurement methods, technical standards, and related basic tech-
nologies, for official representation, to host official receptions, din-
ners, and similar events, and to otherwise extend official courtesies,
including transportation of foreign dignitaries and representatives
of foreign national metrology institutes to and from the Institute, for
the purpose of maintaining the standing and prestige of the Depart-
ment of Commerce and the Institute, through the grant of fellow-
ships or other appropriate form of financial or logistical assistance
or support to foreign nationals not in service to the Government of
the United States while they are performing scientific or engineering
work at the Institute or participating in the exchange of scientific
or technical information at the Institute.

(b) The Congress consents to the acceptance by employees of the
Institute of fellowships, lectureships, or other positions for the per-
formance of scientific or engineering activities or for the exchange
of scientific or technical information, offered by a foreign govern-
ment, and to the acceptance and retention by an employee of the
Institute of any form of financial or other assistance provided by
a foreign government as compensation for or as a means of defray-
ing expenses associated with the performance of scientific or engi-
neering activities or the exchange of scientific or technical informa-
tion, in any case where the acceptance of such fellowship,
lectureship, or position or the acceptance and retention of such as-
sistance is determined by the Secretary to be appropriate and con-
sistent with the interests of the United States. For the purposes of
this subsection, the definitions appearing in section 7342(a) of title
5 of the United States Code apply. Civil actions may be brought
and penalties assessed against any employee who knowingly ac-
cepts and retains assistance from a foreign government not con-
sented to by this subsection in the same manner as is prescribed
by section 7342(h) of title 5 of the United States Code.

(c) Provisions of law prohibiting the use of any part of any appro-
priation for the payment of compensation to any employee or officer
of the Government of the United States who is not a citizen of the
United States shall not apply to the payment of compensation to
scientific or engineering personnel of the Institute.

(d) For any scientific and engineering disciplines for which there
is a shortage of suitably qualified and available United States citi-
zens and nationals, the Secretary is authorized to recruit and em-
ploy in scientific and engineering fields at the Institute foreign na-
tionals who have been lawfully admitted to the United States for
permanent residence under the Immigration and Nationality Act
and who intend to become United States citizens. Employment of
a person under this paragraph shall not be subject to the provi-
sions of title 5, United States Code, governing employment in the
competitive service, or to any prohibition in any other Act against
the employment of aliens, or against the payment of compensation
to them.

SEC. 18. EDUCATION AND OUTREACH.

(a) IN GENERAL.—The Director is authorized to expend funds ap-
propriated for activities of the Institute in any fiscal year, to sup-
port, promote, and coordinate activities and efforts to enhance pub-
lic awareness and understanding of measurement sciences, stand-
ards and technology at the national measurement laboratories and
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otherwise in fulfillment of the mission of the Institute. The Direc-
tor [may]l shall carry out activities under this subsection, includ-
ing education and outreach activities to the general public, indus-
try and [academial diverse types of institutions of higher edu-
cation, including minority-serving institutions and community col-
leges in support of the Institute’s mission.

(b) HIRING.—The Director, in coordination with the Director of
the Office of Personnel Management, may revise the procedures the
Director applies when making appointments to laboratory positions
within the competitive service—

(1) to ensure corporate memory of and expertise in the fun-
damental ongoing work, and on developing new capabilities in
priority areas;

(2) to maintain high overall technical competence;

(3) to improve staff diversity;

(4) to balance emphases on the noncore and core areas; or

(5) to improve the ability of the Institute to compete in the
marketplace for qualified personnel.

(¢c) VOLUNTEERS.—

(1) IN GENERAL.—The Director may establish a program to
use volunteers in carrying out the programs of the Institute.

(2) ACCEPTANCE OF PERSONNEL.—The Director may accept,
subject to regulations issued by the Office of Personnel Man-
agement, voluntary service for the Institute for such purpose
if the service—

(A) is to be without compensation; and

(B) will not be used to displace any current employee or
act as a substitute for any future full-time employee of the
Institute.

(3) FEDERAL EMPLOYEE STATUS.—Any individual who pro-
vides voluntary service under this subsection shall not be con-
sidered a Federal employee, except for purposes of chapter 81
of title 5, United States Code (relating to compensation for in-
jury), and sections 2671 through 2680 of title 28, United States
Code (relating to tort claims).

(d) RESEARCH FELLOWSHIPS.—

(1) IN GENERAL.—The Director may expend funds appro-
priated for activities of the Institute in any fiscal year, as the
Director considers appropriate, for awards of research fellow-
ships and other forms of financial and logistical assistance, in-
cluding direct stipend awards to—

(A) students at institutions of higher learning within the
United States who show promise as present or future con-
tributors to the mission of the Institute; and

(B) United States citizens for research and technical ac-
tivities of the Institute, including programs.

(2) SELECTION CRITERIA.—The selection of persons to receive
such fellowships and assistance shall be made on the basis of
ability and of the relevance of the proposed work to the mis-
sion and programs of the Institute.

(3) FINANCIAL AND LOGISTICAL ASSISTANCE.—Notwith-
standing section 1345 of title 31, United States Code, or any
other law to the contrary, the Director may include as a form
of financial or logistical assistance under this subsection tem-



48

porary housing and transportation to and from Institute facili-
ties.
(e) EDUCATIONAL OUTREACH ACTIVITIES.—The Director may—

(1) facilitate education programs for undergraduate and
graduate students, postdoctoral researchers, and academic and
industry employees;

(2) sponsor summer workshops for STEM kindergarten
through grade 12 teachers as appropriate;

(3) develop programs for graduate student internships and
visiting faculty researchers;

(4) document publications, presentations, and interactions
with visiting researchers and sponsoring interns as perform-
ance metrics for improving and continuing interactions with
those individuals; [and]

(5) facilitate laboratory tours and provide presentations for
educational, industry, and community groupsl.l; and

(6) conduct outreach to and develop research collaborations
with historically black colleges and universities and minority-
serving institutions, including through the recruitment of stu-
dents and faculty at such institutions to participate in pro-
grams developed under paragraph (3);

(7) conduct outreach to and develop research collaborations
with community colleges, including through the recruitment of
students and faculty at such institutions to participate in pro-
grams developed under paragraph (3);

(8) carry out other activities to increase the participation of
persons historically underrepresented in STEM in the Insti-
tute’s programs; and

(9) conduct outreach to and develop collaborations with non-
traditional educational organizations, including those that offer
training through non-profit associations and professional asso-
ciations or professional societies, to engage persons historically
underrepresented in STEM through programs developed under
this subsection.

ES * ES ES & * *

SEC. 20. (a) The Institute shall—

(1) have the mission of developing standards, guidelines, and
associated methods and techniques for information systems;

(2) develop standards and guidelines, including minimum re-
quirements, for information systems used or operated by an
agency or by a contractor of an agency or other organization
on behalf of an agency, other than national security systems
(é:tsd defined in section 3552(b)(5) of title 44, United States

ode);

(3) develop standards and guidelines, including minimum re-
quirements, for providing adequate information security for all
agency operations and assets, but such standards and guide-
lines shall not apply to national security systems;

(4) carry out the responsibilities described in paragraph (3)
through the Computer Security Division; and

(5) identify and develop standards and guidelines for improv-
ing the cybersecurity workforce for an agency as part of the
National Initiative for Cybersecurity Education (NICE) Cyber-
security Workforce Framework (NIST Special Publication 800—
181), or successor framework.
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(b) The standards and guidelines required by subsection (a) shall
include, at a minimum—

(1)(A) standards to be used by all agencies to categorize all
information and information systems collected or maintained
by or on behalf of each agency based on the objectives of pro-
viding appropriate levels of information security according to a
range of risk levels;

(B) guidelines recommending the types of information and
information systems to be included in each such category; and

(C) minimum information security requirements for informa-
tion and information systems in each such category;

(2) a definition of and guidelines concerning detection and
handling of information security incidents; [and]

(3) guidelines developed in coordination with the National
Security Agency for identifying an information system as a na-
tional security system consistent with applicable requirements
for national security systems, issued in accordance with law
and as directed by the President[.1; and

(4) performance standards and guidelines for high risk bio-
metric identification systems, including facial recognition sys-
tems, accounting for various use cases, types of biometric identi-
fication systems, and relevant operational conditions.

(¢) In developing standards and guidelines required by sub-
sections (a) and (b), the Institute shall—

(1) consult with other agencies and offices (including, but not
limited to, the Director of the Office of Management and Budg-
et, the Departments of Defense and Energy, the National Secu-
rity Agency, the General Accounting Office, and the Secretary
of Homeland Security) to assure—

(A) use of appropriate information security policies, pro-
cedures, and techniques, in order to improve information
security and avoid unnecessary and costly duplication of
effort; and

(B) that such standards and guidelines are complemen-
tary with standards and guidelines employed for the pro-
tection of national security systems and information con-
tained in such systems;

(2) provide the public with an opportunity to comment on
proposed standards and guidelines;

(3) submit to the Director of the Office of Management and
Budget for promulgation under section 11331 of title 40,
United States Code—

(A) standards, as required under subsection (b)(1)(A), no
later than 12 months after the date of the enactment of
this section; and

(B) minimum information security requirements for each
category, as required under subsection (b)(1)(C), no later
than 36 months after the date of the enactment of this sec-
tion;

(4) issue guidelines as required under subsection (b)(1)(B), no
klter than 18 months after the date of the enactment of this

ct;

(5) ensure that such standards and guidelines do not require
specific technological solutions or products, including any spe-
cific hardware or software security solutions;
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(6) ensure that such standards and guidelines provide for
sufficient flexibility to permit alternative solutions to provide
equivalent levels of protection for identified information secu-
rity risks; and

(7) use flexible, performance-based standards and guidelines
that, to the greatest extent possible, permit the use of off-the-
shelf commercially developed information security products.

(d) The Institute shall—

(1) submit standards developed pursuant to subsection (a),
along with recommendations as to the extent to which these
should be made compulsory and binding, to the Director of the
Office of Management and Budget for promulgation under sec-
tion 11331 of title 40, United States Code;

(2) provide assistance to agencies regarding—

(A) compliance with the standards and guidelines devel-
oped under subsection (a);

(B) detecting and handling information security inci-
dents; and

(C) information security policies, procedures, and prac-
tices;

(3) conduct research and analysis—

(A) to determine the nature and extent of information
security vulnerabilities and techniques for providing cost-
effective information security;

(B) to review and determine prevalent information secu-
rity challenges and deficiencies identified by agencies or
the Institute, including any challenges or deficiencies de-
scribed in any of the annual reports under section 3553 or
3554 of title 44, United States Code, and in any of the re-
ports and the independent evaluations under section 3555
of that title, that may undermine the effectiveness of agen-
cy information security programs and practices; and

(C) to evaluate the effectiveness and sufficiency of, and
challenges to, Federal agencies’ implementation of stand-
ards and guidelines developed under this section and poli-
cies and standards promulgated under section 11331 of
title 40, United States Code;

(4) develop and periodically revise performance indicators
and measures for agency information security policies and
practices;

(5) evaluate private sector information security policies and
practices and commercially available information technologies
to assess potential application by agencies to strengthen infor-
mation security;

(6) evaluate security policies and practices developed for na-
tional security systems to assess potential application by agen-
cies to strengthen information security;

(7) periodically assess the effectiveness of standards and
guidelines developed under this section and undertake revi-
sions as appropriate;

(8) solicit and consider the recommendations of the Informa-
tion Security and Privacy Advisory Board, established by sec-
tion 21, regarding standards and guidelines developed under
subsection (a) and submit such recommendations to the Direc-
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tor of the Office of Management and Budget with such stand-
ards submitted to the Director; and

(9) prepare an annual public report on activities undertaken
in the previous year, and planned for the coming year, to carry
out responsibilities under this section.

(e) INTRAMURAL SECURITY RESEARCH.—As part of the research
activities conducted in accordance with subsection (d)(3), the Insti-
tute shall, to the extent practicable and appropriate—

(1) conduct a research program to develop a unifying and
standardized identity, privilege, and access control manage-
ment framework for the execution of a wide variety of resource
protection policies and that is amenable to implementation
within a wide variety of existing and emerging computing envi-
ronments;

(2) carry out research associated with improving the security
of information systems and networks;

(3) carry out research associated with improving the testing,
measurement, usability, and assurance of information systems
and networks;

(4) carry out research associated with improving security of
industrial control systems;

(5) carry out research associated with improving the security
and integrity of the information technology supply chain; and

(6) carry out any additional research the Institute deter-
mines appropriate.

(f) As used in this section—

(1) the term “agency” has the same meaning as provided in
section 3502(1) of title 44, United States Code;

(2) the term “information security” has the same meaning as
provided in section 3532(1) of such title;

(3) the term “information system” has the same meaning as
provided in section 3502(8) of such title;

(4) the term “information technology” has the same meaning
as dprovided in section 11101 of title 40, United States Code;
an

(5) the term “national security system” has the same mean-
ing as provided in section 3532(b)(2) of such title.

% * * * % * *

SEC. 25. HOLLINGS MANUFACTURING EXTENSION PARTNERSHIP.
(a) DEFINITIONS.—In this section:

(1) APPROPRIATE COMMITTEES OF CONGRESS.—The term “ap-
propriate committees of Congress” means—

(A) the Committee on Commerce, Science, and Transpor-
tation of the Senate; and

(B) the Committee on Science, Space, and Technology of
the House of Representatives.

(2) AREA CAREER AND TECHNICAL EDUCATION SCHOOL.—The
term “area career and technical education school” has the
meaning given the term in section 3 of the Vocational Edu-
cation Act of 1963 (20 U.S.C. 2302).

(3) CENTER.—The term “Center” means a manufacturing ex-
tension center that—

(A) is created under subsection (b); and
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(B) is affiliated with an eligible entity that applies for
and is awarded financial support under subsection (e).

(4) COMMUNITY COLLEGE.—The term “community college”
means an institution of higher education (as defined under sec-
tion 101(a) of the Higher Education Act of 1965 (20 U.S.C.
1001(a))) at which the highest degree that is predominately
awarded to students is an associate’s degree.

(5) ELIGIBLE ENTITY.—The term “eligible entity” means a
United States-based nonprofit institution, [or consortium
thereof,] an institution of higher education, or a State, United
States territory, local, or tribal government or a consortium
thereof.

(6) HOLLINGS MANUFACTURING EXTENSION PARTNERSHIP OR
PROGRAM.—The term “Hollings Manufacturing Extension Part-
nership” or “Program” means the program established under
subsection (b).

(7) MEP ADVISORY BOARD.—The term “MEP Advisory Board”
means the Manufacturing Extension Partnership Advisory
Board established under subsection (n).

(b) ESTABLISHMENT AND PURPOSE.—The Secretary, acting
through the Director and, if appropriate, through other Federal of-
ficials, shall establish a program to provide assistance for the cre-
ation and support of manufacturing extension centers for the trans-
fer of manufacturing technology and best business practices.

(c) OBJECTIVE.—The objective of the Program shall be to enhance
competitiveness, productivity, and technological performance in
United States manufacturing through—

(1) the transfer of manufacturing technology and techniques
developed at the Institute to Centers and, through them, to
manufacturing companies throughout the United States;

(2) the participation of individuals from industry, institutions
of higher education, State governments, other Federal agen-
cies, and, when appropriate, the Institute in cooperative tech-
nology transfer activities;

(3) efforts to make new manufacturing technology and proc-
esses usable by United States-based small and medium-sized
companies;

(4) the active dissemination of scientific, engineering, tech-
nical, and management information about manufacturing to
United States-based industrial firms, including small and me-
dium-sized manufacturing companies;

(5) the utilization, when appropriate, of the expertise and ca-
pability that exists in Federal agencies, other than the Insti-
tute, and federally-sponsored laboratories;

(6) the provision to [community colleges and area career and
technical education schools] secondary schools (as defined in
section 8101 of the Elementary and Secondary Education Act of
1965 (20 U.S.C. 7801)), community colleges, and area career
and technical education schools, including those in underserved
and rural communities, of information about the job skills
needed in manufacturing companies, including small and me-
dium-sized manufacturing businesses in the regions they serve;

(7) the promotion and expansion of certification systems of-
fered through industry, associations, [and local colleges] local
high schools and local colleges, including those in underserved
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and rural communities, when appropriate, including efforts
such as facilitating training, supporting new or existing ap-
prenticeships or other applied learning opportunities, and pro-
viding access to information and experts, to address workforce
needs and skills gaps in order to assist small- and medium-
sized manufacturing businesses; and

(8) the growth in employment and wages at United States-
based small and medium-sized companies.

(d) ActiviTiES.—The activities of a Center shall include—

(1) the establishment of automated manufacturing systems
and other advanced production technologies, at United States-
based industrial facilities, including small and medium manu-
facturing companies based on Institute-supported research, for
the purpose of demonstrations and technology transfer;

(2) the active transfer and dissemination of research findings
and Center expertise to a wide range of United States-based
companies and enterprises, particularly small and medium-
sized manufacturers; and

(3) the facilitation of collaborations and partnerships be-
tween United States-based small and medium-sized manufac-
turing companies[, community colleges, and area career and
technical education schools,] and local high schools, commu-
nity colleges, and area career and technical education schools,
including those in underserved and rural communities, to help
those entities better understand the specific needs of manufac-
turers and to help manufacturers better understand the skill
sets that students learn in the programs offered by such col-
leges and schools.

(e) FINANCIAL ASSISTANCE.—

(1) AUTHORIZATION.—Except as provided in paragraph (2),
the Secretary may provide financial assistance for the creation
and support of a Center through a cooperative agreement with
an eligible entity.

(2) CosT SHARING.—The Secretary may not provide more
than 50 percent of the capital and annual operating and main-
tenance funds required to establish and support a Center.

(3) RULE OF CONSTRUCTION.—For purposes of paragraph (2),
any amount received by an eligible entity for a Center under
a provision of law other than paragraph (1) shall not be consid-
ered an amount provided under paragraph (1).

(4) REGULATIONS.—The Secretary may revise or promulgate
such regulations as necessary to carry out this subsection.

(f) APPLICATIONS.—

(1) IN GENERAL.—An eligible entity shall submit an applica-
tion to the Secretary at such time, in such manner, and con-
taining such information as the Secretary may require.

(2) PROGRAM DESCRIPTION.—The Secretary shall establish
and update, as necessary—

(A) a description of the Program,;

(B) the application procedures;

(C) performance metrics;

(D) criteria for determining qualified applicants; and

(E) criteria for choosing recipients of financial assistance
from among the qualified applicants.
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(F) procedures for determining allowable cost share con-
tributions; and

(G) such other program policy objectives and operational
procedures as the Secretary considers necessary.

(3) COST SHARING.—

(A) IN GENERAL.—To be considered for financial assist-
ance under this section, an applicant shall provide ade-
quate assurances that the applicant and if applicable, the
applicant’s partnering organizations, will obtain funding
for not less than 50 percent of the capital and annual oper-
ating and maintenance funds required to establish and
support the Center from sources other than the financial
assistance provided under subsection (e).

(B) AGREEMENTS WITH OTHER ENTITIES.—In meeting the
cost-sharing requirement under subparagraph (A), an eligi-
ble entity may enter into an agreement with 1 or more
other entities, such as a private industry, institutions of
higher education, or a State, United States territory, local,
or tribal government for the contribution by that other en-
tity of funding if the Secretary determines the agree-
ment—

(i) is programmatically reasonable;

(i1) will help accomplish programmatic objectives;
and

(iii) is allocable under Program procedures under
subsection (f)(2).

(4) LEGAL RIGHTS.—Each applicant shall include in the appli-
cation a proposal for the allocation of the legal rights associ-
ated with any intellectual property which may result from the
activities of the Center.

(5) MERIT REVIEW OF APPLICATIONS.—

(A) IN GENERAL.—The Secretary shall subject each appli-
cation to merit review.

(B) CONSIDERATIONS.—In making a decision whether to
approve an application and provide financial assistance
under subsection (e), the Secretary shall consider, at a
minimum—

(i) the merits of the application, particularly those
portions of the application regarding technology trans-
fer, training and education, and adaptation of manu-
facturing technologies to the needs of particular indus-
trial sectors in the United States;

(ii) the quality of service to be provided,

(iii) the geographical diversity and extent of the
service area; and

(iv) the type and percentage of funding and in-kind
commitment from other sources under paragraph (3).

(g) EVALUATIONS.—

(1) THIRD AND EIGHTH YEAR EVALUATIONS BY PANEL.—

(A) IN GENERAL.—The Secretary shall ensure that each
Center is evaluated during its third and eighth years of
operation by an evaluation panel appointed by the Sec-
retary.
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(B) CoMPOSITION.—The Secretary shall ensure that each
evaluation panel appointed under subparagraph (A) is
composed of—

(i) private experts, none of whom are connected with
the Center evaluated by the panel; and

(ii) Federal officials.

(C) CHAIRPERSON.—For each evaluation panel appointed
under subparagraph (B), the Secretary shall appoint a
chairperson who is an official of the Institute.

(2) FIFTH YEAR EVALUATIONS BY SECRETARY.—In the fifth
year of operation of a Center, the Secretary shall conduct a re-
view of the Center.

(3) PERFORMANCE MEASUREMENT.—In evaluating a Center an
evaluation panel or the Secretary, as applicable, shall measure
the performance of the Center against—

(A) the objective specified in subsection (c);

(B) the performance metrics under subsection (f)(2)(C);
and

(C) such other criterion as considered appropriate by the
Secretary.

(4) POSITIVE EVALUATIONS.—If an evaluation of a Center is
positive, the Secretary may continue to provide financial assist-
ance for the Center—

(A) in the case of an evaluation occurring in the third
year of a Center, through the fifth year of the Center;

(B) in the case of an evaluation occurring in the fifth
yez(lir of a Center, through the eighth year of the Center;
an

(C) in the case of an evaluation occurring in the eighth
year of a Center, through the tenth year of the Center.

(5) OTHER THAN POSITIVE EVALUATIONS.—

(A) PROBATION.—If an evaluation of a Center is other
than positive, the Secretary shall put the Center on proba-
tion during the period beginning on the date that the Cen-
ter receives notice under subparagraph (B)(i) and ending
on the date that the reevaluation is complete under sub-
paragraph (B)(iii).

(B) NOTICE AND REEVALUATION.—If a Center receives an
evaluation that is other than positive, the evaluation panel
or Secretary, as applicable, shall—

(i) notify the Center of the reason, including any de-
ficiencies in the performance of the Center identified
during the evaluation;

(i1) assist the Center in remedying the deficiencies
by providing the Center, not less frequently than once
every 3 months, an analysis of the Center, if consid-
ered appropriate by the panel or Secretary, as applica-
ble; and

(iii) reevaluate the Center not later than 1 year
after the date of the notice under clause (1).

(C) CONTINUED SUPPORT DURING PERIOD OF PROBA-
TION.—

(i) IN GENERAL.—The Secretary may continue to pro-
vide financial assistance under subsection (e) for a
Center during the probation period.
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(i1) POST PROBATION.—After the period of probation,
the Secretary shall not provide any financial assist-
ance unless the Center has received a positive evalua-
tion under subparagraph (B)(ii).

(6) FAILURE TO REMEDY.—

(A) IN GENERAL.—If a Center fails to remedy a deficiency
or to show significant improvement in performance before
the end of the probation period under paragraph (5), the
Secretary shall conduct a competition to select an operator
for the Center under subsection (h).

(B) TREATMENT OF CENTERS SUBJECT TO NEW COMPETI-
TION.—Upon the selection of an operator for a Center
under subsection (h), the Center shall be considered a new
Center and the calculation of the years of operation of that
Center for purposes of paragraphs (1) through (5) of this
subsection and subsection (h)(1) shall start anew.

(h) REAPPLICATION COMPETITION FOR FINANCIAL ASSISTANCE
AFTER 10 YEARS.—

(1) IN GENERAL.—If an eligible entity has operated a Center
under this section for a period of 10 consecutive years, the Sec-
retary shall conduct a competition to select an eligible entity
to operate the Center in accordance with the process plan
under subsection (i).

(2) INCUMBENT ELIGIBLE ENTITIES.—An eligible entity that
has received financial assistance under this section for a period
of 10 consecutive years and that the Secretary determines is in
good standing shall be eligible to compete in the competition
under paragraph (1).

(3) TREATMENT OF CENTERS SUBJECT TO REAPPLICATION COM-
PETITION.—Upon the selection of an operator for a Center
under paragraph (1), the Center shall be considered a new
Center and the calculation of the years of operation of that
Center for purposes of paragraphs (1) through (5) of subsection
(g) shall start anew.

(i) PROCESS PLAN.—Not later than 180 days after the date of the
enactment of the American Innovation and Competitiveness Act,
the Secretary shall implement and submit to Congress a plan for
how the Institute will conduct an evaluation, competition, and re-
application competition under this section.

(j) OPERATIONAL REQUIREMENTS.—

(1) PROTECTION OF CONFIDENTIAL INFORMATION OF CENTER
CLIENTS.—The following information, if obtained by the Fed-
eral Government in connection with an activity of a Center or
the Program, shall be exempt from public disclosure under sec-
tion 552 of title 5, United States Code:

(A) Information on the business operation of any partici-
pant in the Program or of a client of a Center.

(B) Trade secrets of any client of a Center.

(k) OVERSIGHT BOARDS.—

(1) IN GENERAL.—As a condition on receipt of financial assist-
ance for a Center under subsection (e), an eligible entity shall
establish a board to oversee the operations of the Center.

(2) STANDARDS.—
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(A) IN GENERAL.—The Director shall establish appro-
priate standards for each board described under paragraph
(D).

(B) CONSIDERATIONS.—In establishing the standards, the
Director shall take into account the type and organiza-
tional structure of an eligible entity.

(C) REQUIREMENTS.—The standards shall address—

(i) membership;

(i1) composition;

(iii) term limits;

(iv) conflicts of interest; and

(v) such other requirements as the Director con-
siders necessary.

(3) MEMBERSHIP.—

(A) IN GENERAL.—Each board established under para-
graph (1) shall be composed of members as follows:

(i) The membership of each board shall be represent-
ative of stakeholders in the region in which the Center
is located.

(i1) A majority of the members of the board shall be
selected from among individuals who own or are em-
ployed by small or medium-sized manufacturers.

(B) LIMITATION.—A member of a board established under
paragraph (1) may not serve on more than 1 board estab-
lished under that paragraph.

(4) ByLaws.—

(A) IN GENERAL.—Each board established under para-
graph (1) shall adopt and submit to the Director bylaws to
govern the operation of the board.

(B) CONFLICTS OF INTEREST.—Bylaws adopted under
subparagraph (A) shall include policies to minimize con-
flicts of interest, including such policies relating to disclo-
sure of relationships and recusal as may be necessary to
minimize conflicts of interest.

[(1) ACCEPTANCE OF FUNDS.—In addition to such sums as may be
appropriated to the Secretary and Director to operate the Program,
the Secretary and Director may also accept funds from other Fed-
eral departments and agencies and from the private sector under
section 2(c)(7) of this Act (15 U.S.C. 272(c)(7)), to be available to
the extent provided by appropriations Acts, for the purpose of
strengthening United States manufacturing.]

(1) ACCEPTANCE OF FUNDS.—

(1) IN GENERAL.—In addition to such sums as may be appro-
priated to the Secretary and Director to operate the Program,
the Secretary and Director may also accept funds from other
Federal departments and agencies, as well as funds provided by
the private sector pursuant to section 2(c)(7) of this Act (15
U.S.C. 272(c)(7)), to be available to the extent provided by ap-
propriations Acts, for the purpose of strengthening United
States manufacturing.

(2) COMPETITIVE AWARDS.—Funds accepted from other Fed-
eral departments and agencies and from the private sector
under paragraph (1) shall be awarded competitively by the Sec-
retary and by the Director to Manufacturing Extension Partner-
ship Centers, provided that the Secretary and Director may
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make non-competitive awards, pursuant to this section or sec-
tion 25A, or as a non-competitive contract, as appropriate, if the
Secretary and the Director determine that—

(A) the manufacturing market or sector targeted is lim-
ited geographically or in scope;

(B) the number of States (or territory, in the case of Puer-
to Rico) with Manufacturing Extension Partnership Centers
serving manufacturers of such market or sector is five or
fewer; and

(C) such Manufacturing Extension Partnership Center or
Centers has received a positive evaluation in the most re-
cent evaluation conducted pursuant to subsection (g).

(m) MEP ADVISORY BOARD.—
(1) ESTABLISHMENT.—There is established within the Insti-
tute a Manufacturing Extension Partnership Advisory Board.
(2) MEMBERSHIP.—

(A) COMPOSITION.—

(i) IN GENERAL.—The MEP Advisory Board shall
consist of not fewer than 10 members appointed by the
Director and broadly representative of stakeholders.

(ii)) REQUIREMENTS.—Of the members appointed
under clause (i)—

(I) at least 2 members shall be employed by or
on an advisory board for a Center;

(II) at least 5 members shall be from United
States small businesses in the manufacturing sec-
tor; and

(ITT) at least 1 member shall represent a com-
munity college.

(iii) LIMITATION.—No member of the MEP Advisory
Board shall be an employee of the Federal Govern-
ment.

(B) TERM.—Except as provided in subparagraph (C), the
term of office of each member of the MEP Advisory Board
shall be 3 years.

(C) VACANCIES.—Any member appointed to fill a vacancy
occurring prior to the expiration of the term for which his
predecessor was appointed shall be appointed for the re-
mainder of such term.

(D) SERVING CONSECUTIVE TERMS.—Any person who has
completed 2 consecutive full terms of service on the MEP
Advisory Board shall thereafter be ineligible for appoint-
ment during the 1-year period following the expiration of
the second such term.

(3) MEETINGS.—The MEP Advisory Board shall—

(A) meet not less than biannually; and

(B) provide to the Director—

(i) advice on the activities, plans, and policies of the
Program;

(i1) assessments of the soundness of the plans and
strategies of the Program; and

(ii1) assessments of current performance against the
plans of the Program.

(4) FACA APPLICABILITY.—



59

(A) IN GENERAL.—In discharging its duties under this
subsection, the MEP Advisory Board shall function solely
in an advisory capacity, in accordance with the Federal
Advisory Committee Act (56 U.S.C. App.).

(B) EXCEPTION.—Section 14 of the Federal Advisory
Committee Act shall not apply to the MEP Advisory
Board.

(5) ANNUAL REPORT.—

(A) IN GENERAL.—At a minimum, the MEP Advisory
Board shall transmit an annual report to the Secretary for
transmittal to Congress not later than 30 days after the
submission to Congress of the President’s annual budget
under section 1105 of title 31, United States Code.

(B) CONTENTS.—The report shall address the status of
the Program and describe the relevant sections of the pro-
grammatic planning document and updates thereto trans-
mitted to Congress by the Director under subsections (c)
and (d) of section 23 (15 U.S.C. 278i).

(n) SMALL MANUFACTURERS.—

(1) EVALUATION OF OBSTACLES.—As part of the Program, the
Director shall—

(A) identify obstacles that prevent United States-based
small manufacturers from effectively competing in the
global market;

(B) implement a comprehensive plan to train the Cen-
ters to address the obstacles identified in paragraph (2);
and

(C) facilitate improved communication between the Cen-
ters to assist such manufacturers in implementing appro-
priate, targeted solutions to the obstacles identified in
paragraph (2).

(2) DEVELOPMENT OF OPEN ACCESS RESOURCES.—As part of
the Program, the Secretary shall develop open access resources
that address best practices related to inventory sourcing, sup-
ply chain management, manufacturing techniques, available
Federal resources, and other topics to further the competitive-
ness and profitability of small manufacturers.

SEC. 25A. COMPETITIVE AWARDS PROGRAM.

(a) ESTABLISHMENT.—The Director shall establish within the Hol-
lings Manufacturing Extension Partnership under section 25 (15
U.S.C. 278k) and section 26 (15 U.S.C. 278l) a program of competi-
tive awards among participants described in subsection (b) of this
section for the purposes described in subsection (c).

(b) PARTICIPANTS.—Participants receiving awards under this sec-
tion shall be Centers, or a consortium of Centers.

(c) PURPOSE, THEMES, AND REIMBURSEMENT.—

(1) PURPOSE.—The purpose of the program established under
subsection (a) is to add capabilities to the Hollings Manufac-
turing Extension Partnership, including the development of
projects to solve new or emerging manufacturing problems as
determined by the Director, in consultation with the Director
of the Hollings Manufacturing Extension Partnership, the
MEP Advisory Board, other Federal agencies, and small and
medium-sized manufacturers.
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(2) THEMES.—The Director may identify 1 or more themes
for a competition carried out under this section, which may
vary from year to year, as the Director considers appropriate
after assessing the needs of United States manufacturers and
the success of previous competitions.

(3) REIMBURSEMENT.—Centers may be reimbursed for costs
incurred by the Centers under this section.

(d) APPLICATIONS.—Applications for awards under this section
shall be submitted in such manner, at such time, and containing
such information as the Director shall require in consultation with
the MEP Advisory Board.

(e) SELECTION.—

(1) PEER REVIEW AND COMPETITIVELY AWARDED.—The Direc-
tor shall ensure that awards under this section are peer re-
viewed and competitively awarded.

(2) GEOGRAPHIC DIVERSITY.—The Director shall endeavor to
have broad geographic diversity among selected proposals.

(3) CRrITERIA.—The Director shall select applications to re-
ceive awards that the Director determines will achieve 1 or
more of the following:

(A) Improve the competitiveness of industries in the re-
gion in which the Center or Centers are located.

(B) Create jobs or train newly hired employees.

(C) Promote the transfer and commercialization of re-
search and technology from institutions of higher edu-
cation, national laboratories or other federally funded re-
search programs, and nonprofit research institutes.

(D) Recruit a diverse manufacturing workforce, including
through outreach to underrepresented populations, includ-
ing individuals identified in section 33 or section 34 of the
Science and Engineering Equal Opportunities Act (42
U.S.C. 1885a, 1885b).

(E) Such other result as the Director determines will ad-
vance the objective set forth in section 25(c) (15 U.S.C.
278k) or in section 26 (15 U.S.C. 278]).

(f) PROGRAM CONTRIBUTION.—Recipients of awards under this
section shall not be required to provide a matching contribution.

(g) GLOBAL MARKETPLACE PROJECTS.—In making an award
under this section, the Director, in consultation with the MEP Ad-
visory Board and the Secretary, may take into consideration wheth-
er an application has significant potential for enhancing the com-
petitiveness of small and medium-sized United States manufactur-
ers in the global marketplace.

(h) DURATION.—The duration of an award under this section
shall be for not more than 3 years.

(i) DEFINITIONS.—The terms used in this section have the mean-
ings given the terms in section 25 (15 U.S.C. 278k).

SEC. 25B. EXPANSION AWARDS PILOT PROGRAM.

(a) DEFINITIONS.—The terms used in this section have the mean-
ings given the terms in section 25.

(b) ESTABLISHMENT.—The Director shall establish as a part of the
Hollings Manufacturing Extension Partnership a pilot program of
expansion awards among participants described in subsection (c) of
this section for the purposes described in subsection (e) of this sec-
tion.
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(¢c) PARTICIPANTS.—Participants receiving awards under this sec-
tion shall be Centers, or a consortium of Centers.

(d) AWARD AMOUNTS.—Subject to the availability of appropria-
tions, an award for a recipient under this section shall be in an
amount equal to the sum of the following:

(1) Such amount as the Director considers appropriate as a
minimum base funding level for each award under this section.

(2) Such additional amount as the Director considers in pro-
portion to the manufacturing density of the region of the recipi-
ent.

(3) Such supplemental amounts as the Director considers ap-
propriate.

(e) PURPOSE OF AWARDS.—An award under this section shall be
made for one or more of the following purposes:

(1) To provide coordinating services on employee engagement,
including employee ownership and workforce training, includ-
ing connecting manufacturers with career and technical edu-
cation entities, institutions of higher education (including com-
munity colleges), workforce development boards, labor organiza-
tions, and nonprofit job training providers to develop and sup-
port training and job placement services, including apprentice-
ship and online learning platforms, for new and incumbent
workers, programming to prevent job losses when adopting new
technologies and processes, and development of employee owner-
ship practices.

(2) To provide services to improve the resiliency of domestic
supply chains and to mitigate vulnerabilities to cyberattacks,
including helping to offset the cost of cybersecurity projects for
small manufacturers.

(3) To expand advanced technology services to United States-
blasgd small- and medium-sized manufacturers, which may in-
clude—

(A) developing advanced technology demonstration lab-
oratories for training and demonstration in areas of supply
chain and critical technology needs, including a focus on
the demonstration of technologies developed by companies
based in the United States;

(B) services for the adoption of advanced technologies, in-
cluctliing smart manufacturing technologies and practices;
an

(C) establishing partnerships, for the development, dem-
onstration, and deployment of advanced technologies, be-
tween United States-based small- and medium-sized manu-
facturers and—

(i) national laboratories (as defined in section 2 of
the Energy Policy Act of 2005 (42 U.S.C. 15801));

(ii) Federal laboratories;

(iii)) Manufacturing USA institutes (as described in
section 34(d)); and

(iv) institutions of higher education.

(4) To build capabilities across the Hollings Manufacturing
Extension Partnership for domestic supply chain resiliency and
optimization, including—

(A) assessment of domestic manufacturing capabilities,
expanded capacity for researching and deploying informa-
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tion on supply chain risk, hidden costs of reliance on off-
shore suppliers, redesigning products and processes to en-
courage reshoring, and other relevant topics; and

(B) expanded services to provide industry-wide support
that assists United States manufacturers with reshoring
manufacturing to strengthen the resiliency of domestic sup-
ply chains, including in critical technology areas and
foundational manufacturing capabilities that are key to do-
mestic manufacturing competitiveness and resiliency, in-
cluding forming, casting, machining, joining, surface treat-
ment, and tooling.

(f) REIMBURSEMENT.—The Director may reimburse Centers for
costs incurred by the Centers under this section.

(g) APPLICATIONS.—Applications for awards under this section
shall be submitted in such manner, at such time, and containing
such information as the Director shall require in consultation with
the Manufacturing Extension Partnership Advisory Board.

(h) SELECTION.—

(1) REVIEWED AND MERIT-BASED.—The Director shall ensure
that awards under this section are reviewed and merit-based.

(2) GEOGRAPHIC DIVERSITY.—The Director shall endeavor to
have broad geographic diversity among selected proposals.

(3) CRITERIA.—The Director shall select applications con-
sistent with the purposes identified pursuant to subsection (e) to
receive awards that the Director determines will achieve one or
more of the following:

(A) Improvement of the competitiveness of industries in
the region in which the Center or Centers are located.

(B) Creation of jobs or training of newly hired employees.

(C) Promotion of the transfer and commercialization of
research and technology from institutions of higher edu-
cation, national laboratories, or other federally funded re-
search programs, and nonprofit research institutes.

(D) Recruitment of a diverse manufacturing workforce,
including through outreach to underrepresented popu-
lations, including individuals identified in section 33 or
section 34 of the Science and Engineering Equal Opportu-
nities Act (42 U.S.C. 1885a, 1885b).

(E) Any other result the Director determines will advance
the objective set forth in sections 25(c) or 26.

(i) PROGRAM CONTRIBUTION.—Recipients of awards under this
section shall not be required to provide a matching contribution.

() GLOBAL MARKETPLACE PROJECTS.—In making an award under
this section, the Director, in consultation with the Manufacturing
Extension Partnership Advisory Board and the Secretary, may take
into consideration whether an application has significant potential
for enhancing the competitiveness of small and medium-sized
United States manufacturers in the global marketplace.

(k) DURATION.—The Director shall ensure that the duration of an
award under this section is aligned and consistent with a Center’s
cooperative agreement established in section 25(e).

(1) REPORT.—After the completion of the pilot program under sub-
section (b) and not later than October 1, 2024, the Director shall
submit to Congress a report that includes—
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(1) a summary description of what activities were funded and
the measurable outcomes of such activities;

(2) a description of which types of activities under paragraph
(1) could be integrated into, and supported under, the program
under section 25;

(3) a description of which types of activities under paragraph
(1) could be integrated into, and supported under, the competi-
tive awards program under section 25A; and

(4) a recommendation, supported by a clear explanation, as to
whether the pilot program should be continued.

* * * & * * *

SEC. 35. ADVANCED COMMUNICATIONS RESEARCH ACTIVITIES.
(a) ADVANCED COMMUNICATIONS RESEARCH.—

(1) IN GENERAL.—The Director, in consultation with the Ad-
ministrator of the National Telecommunications and Informa-
tion Administration, the Director of the National Science Foun-
dation, and heads of other Federal agencies, as appropriate,
shall carry out a program of measurement research to inform
the development of common definitions, benchmarks, best prac-
tices, methodologies, and voluntary, consensus-based technical
standards for advanced communications technologies.

(2) RESEARCH AREAS.—Research areas may include—

(A) radio frequency emissions and interference, including
technologies and techniques to mitigate such emissions;

(B) advanced antenna arrays and artificial intelligence
systems capable of operating advanced antenna arrays;

(C) artificial intelligence systems to enable internet of
things networks, immersive technology, and other advanced
communications technologies;

(D) network sensing and monitoring technologies;

(E) technologies to enable spectrum flexibility and agility;

(F) optical and quantum communications technologies;

(G) security of advanced communications systems and
their supply chains;

(H) public safety communications;

(D resilient internet of things applications for advanced
manufacturing; and

(J) other research areas deemed necessary by the Direc-
tor.

(3) TEST BEDS.—In coordination with the private sector and
other Federal agencies as appropriate, the Director may develop
and manage testbeds for research and development of advanced
communications technologies, avoiding duplication of existing
testbeds run by other agencies or the private sector.

(4) OUTREACH.—In carrying out the activities under this sub-
section, the Director shall seek input from other Federal agen-
cies and from private sector stakeholders, on an ongoing basis,
to help inform research and development priorities, including
through workshops and other multi-stakeholder activities.

(56) TECHNICAL ROADMAPS.—In carrying out the activities
under this subsection, the Director shall convene industry, insti-
tutions of higher education, nonprofit organizations, Federal
laboratories, and other Federal agencies engaged in advanced
communications research and development to develop, and peri-
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odically update, coordinated technical roadmaps for advanced
communications research in priority areas, such as those de-
scribed in paragraph (2).
(b) NATIONAL ADVANCED SPECTRUM AND COMMUNICATIONS TEST
NETWORK.—

(1) IN GENERAL.—The Director, in coordination with the Ad-
ministrator of the National Telecommunications and Informa-
tion Administration and heads of other Federal agencies, as ap-
propriate, shall operate a national network of government, aca-
demic, and commercial test capabilities and facilities to be
known as the National Advanced Spectrum and Commutations
Test Network (referred to in this section as ‘NASCTN’).

(2) PURPOSES.—NASCTN shall be for the purposes of facili-
tating and coordinating the use of intellectual capacity, mod-
eling and simulation, laboratory facilities, and test facilities to
meet national spectrum interests and challenges, including—

(A) measurements and analyses of electromagnetic propa-
gation, radio systems characteristics, and operating tech-
niques affecting the utilization of the electromagnetic spec-
trum in coordination with specialized, related research and
analysis performed by other Federal agencies in their areas
of responsibility;

(B) Conducting research and analysis in the general field
of telecommunications sciences in support of the Institute’s
mission and in support of other Government agencies;

(C) developing methodologies for testing, measuring, and
setting guidelines for interference;

(D) conducting interference tests to better understand the
impact of Federal and commercial spectrum activities;

(E) conducting research and testing to improve spectrum
interference tolerance, flexibility, and agility; and

(F) other activities as deemed necessary by the Director.

(3) PARTNERSHIPS WITH OTHER FEDERAL AGENCIES.—In addi-
tion to such sums as may be authorized to be appropriated or
otherwise made available to carry out this section, the Director
may accept funds from other departments and agencies of the
Federal Government, and from the State and local govern-
ments, to operate NASCTN under this section.

SEC. [35.] 36. This Act may be cited as the National Institute
of Standards and Technology Act.

CYBERSECURITY ENHANCEMENT ACT OF 2014

* * k & * * k

TITLE V—ADVANCEMENT OF CYBERSE-
CURITY TECHNICAL STANDARDS

* * & * * * &

[SEC. 504. IDENTITY MANAGEMENT RESEARCH AND DEVELOPMENT.
[The Director shall continue a program to support the develop-
ment of voluntary and cost-effective technical standards, metrology,
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testbeds, and conformance criteria, taking into account appropriate
user concerns—

[(1) to improve interoperability among identity management
technologies;

[(2) to strengthen authentication methods of identity man-
agement systems;

[(3) to improve privacy protection in identity management
systems, including health information technology systems,
through authentication and security protocols; and

[(4)] to improve the usability of identity management sys-
tems.

SEC. 504. IDENTITY MANAGEMENT RESEARCH AND DEVELOPMENT.

(a) IN GENERAL.—The Director shall carry out a program of re-
search to support the development of voluntary, consensus-based
technical standards, best practices, benchmarks, methodologies, me-
trology, testbeds, and conformance criteria for identity management,
taking into account appropriate user concerns—

(1) to improve interoperability and portability among identity
management technologies;

(2) to strengthen identity proofing and verification methods
used in identity management systems;

(3) to improve privacy protection in identity management sys-
tems through authentication and security protocols; and

(4) to monitor and improve the accuracy, usability, and
inclusivity of identity management systems.

(b) DIGITAL IDENTITY TECHNICAL ROADMAP.—The Director, in
consultation with other relevant Federal agencies and stakeholders
from the private sector, shall develop and maintain a technical
roadmap for digital identity management research and development
focused on enabling the voluntary use and adoption of modern dig-
?tc)tl identity solutions that align with the four criteria in subsection
a).

(¢) DIGITAL IDENTITY MANAGEMENT GUIDANCE.—

(1) IN GENERAL.—The Director shall develop, and periodically
update, in collaboration with other public and private sector or-
ganizations, common definitions and voluntary guidance for
digital identity management systems.

(2) GUIDANCE.—The Guidance shall—

(A) align with the four criteria in subsection (a), as prac-
ticable;

(B) provide case studies of implementation of guidance;

(C) incorporate voluntary technical standards and indus-
try best practices; and

(D) not prescribe or otherwise require the use of specific
technology products or services.

(3) CONSULTATION.—In carrying out this subsection, the Di-
rector shall consult with—

(A) Federal and State agencies;

(B) industry;

(C) potential end-users and individuals that will use
services related to digital identity verification; and

(D) experts with relevant experience in the systems that
enable digital identity verification, as determined by the
Director.
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NATIONAL QUANTUM INITIATIVE ACT

* * * * * * *

TITLE II—NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
QUANTUM ACTIVITIES

SEC. 201. NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
ACTIVITIES AND QUANTUM CONSORTIUM.

(a) NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY ACTIVI-
TIES.—As part of the Program, the Director of the National Insti-
tute of Standards and Technology—

(1) shall continue to support and expand basic and applied
quantum information science and technology research and de-
velopment of measurement and standards infrastructure nec-
essary to advance commercial development of quantum appli-
cations;

(2) shall use the existing programs of the National Institute
of Standards and Technology, in collaboration with other Fed-
eral departments and agencies, as appropriate, to train sci-
entists in quantum information science and technology to in-
crease participation in the quantum fields;

(3) shall carry out research to facilitate the development and
standardization of quantum cryptography and post-quantum
classical cryptography;

(4) shall carry out research to facilitate the development and
standardization of quantum networking and communications
technologies and applications, including—

(A) quantum repeater technology;

(B) quantum network traffic management;

(C) quantum transduction;

(D) long baseline entanglement and teleportation; and

(E) such other technologies, processes, or applications as
the Director considers appropriate;

(5) shall, for quantum technologies deemed by the Director to
be at a readiness level sufficient for standardization, the Direc-
tor shall provide technical review and assistance to such other
Federal agencies as the Director considers appropriate for the
development of quantum network infrastructure standards;

[(3)] (6) shall establish or expand collaborative ventures or
consortia with other public or private sector entities, including
industry, universities, and Federal laboratories for the purpose
of advancing the field of quantum information science and en-
gineering; and

[(4)] (7) may enter into and perform such contracts, includ-
ing cooperative research and development arrangements and
grants and cooperative agreements or other transactions, as
may be necessary in the conduct of the work of the National
Institute of Standards and Technology and on such terms as
the Director considers appropriate, in furtherance of the pur-
poses of this Act.

(b) QUANTUM CONSORTIUM.—
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(1) IN GENERAL.—Not later than 1 year after the date of en-
actment of this Act, the Director of the National Institute of
Standards and Technology shall convene a consortium of stake-
holders to identify the future measurement, standards, cyber-
security, and other appropriate needs for supporting the devel-
opment of a robust quantum information science and tech-
nology industry in the United States.

(2) GoALs.—The goals of the consortium shall be—

(A) to assess the current research on the needs identified
in paragraph (1);

(B) to identify any gaps in the research necessary to
meet the needs identified in paragraph (1); and

(C) to provide recommendations on how the National In-
stitute of Standards and Technology and the Program can
address the gaps in the necessary research identified in
subparagraph (B).

(3) REPORT TO CONGRESS.—Not later than 2 years after the
date of enactment of this Act, the Director of the National In-
stitute of Standards and Technology shall submit to the Com-
mittee on Commerce, Science, and Transportation of the Sen-
ate and the Committee on Science, Space, and Technology of
the House of Representatives a report summarizing the find-
ings of the consortium.

(¢) FUNDING.—The Director of the National Institute of Stand-
ards and Technology shall allocate up to $80,000,000 to carry out
the activities under this section for each of fiscal years 2019
through 2023, subject to the availability of appropriations.
Amounts made available to carry out this section shall be derived
from amounts appropriated or otherwise made available to the Na-
tional Institute of Standards and Technology.

* * & * * * &

NATIONAL BUREAU OF STANDARDS AUTHORIZATION
OF ACT FOR FISCAL YEAR 1983

ACTIVITIES PERFORMED FOR AND WITH OTHER AGENCIES

SEC. 8. [The Secretary of Commercel (a) IN GENERAL.—The Sec-
retary of Commerce shall charge for any service performed by the
Bureau, at the request of another Government agency, in compli-
ance with any statute, enacted before, on, or after the date of en-
actment of this Act, which names the Secretary or the Bureau as
a consultant to another Government agency, or calls upon the Sec-
retary or the Bureau to support or perform any activity for or on
behalf of another Government agency, or to cooperate with any
Government agency in the performance by that agency of any activ-
ity, regardless of whether the statute specifically requires reim-
bursement to the Secretary or the Bureau by such other Govern-
ment agency for such service, unless funds are specifically appro-
priated to the Secretary or the Bureau to perform such service. The
Secretary may, however, waive any charge where the service ren-
dered by the Bureau is such that the Bureau will incur only nomi-
nal costs in performing it. Costs shall be determined in accordance
with section 12(e) of the Act of March 3, 901, as amended (15
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U.S.C. 278b(e)). The Secretary may accept, apply for, use, and spend
Federal, State, and non-governmental funds to further the mission
of the Institute without regard to the source or the period of avail-
ability of these funds as well as share personnel, associates, facili-
ties, and property with these partner organizations, with or without
reimbursement, upon mutual agreement.

(b) REPORT.—For each fiscal year beginning with fiscal year 2022,
not later than 90 days after submission of the President’s annual
budget request for such fiscal year, the Director shall submit to the
Committee on Science, Space, and Technology and the Committee
on Appropriations of the House of Representatives and the Com-
mittee on Commerce, Science, and Transportation and the Com-
mittee of Appropriations of the Senate a description of any appro-
priated funds, under this authority, carried over from the year in
which such funds were appropriated.

STEVENSON-WYDLER TECHNOLOGY INNOVATION ACT
OF 1980

* * *k & * * *

SEC. 17. MALCOLM BALDRIGE NATIONAL QUALITY AWARD.

(a) ESTABLISHMENT.—There is hereby established the Malcolm
Baldrige National Quality Award, which shall be evidenced by a
medal bearing the inscriptions “Malcolm Baldrige National Quality
Award” and “The Quest for Excellence”. The medal shall be of such
design and materials and bear such additional inscriptions as the
Secretary may prescribe.

(b) MAKING AND PRESENTATION OF AWARD.—(1) The President
(on the basis of recommendations received from the Secretary), or
the Secretary, shall periodically make the award to companies and
other organizations which in the judgment of the President or the
Secretary have substantially benefited the economic or social well-
being of the United States through improvements in the quality of
their goods or services resulting from the effective practice of qual-
ity management, and which as a consequence are deserving of spe-
cial recognition.

(2) The presentation of the award shall be made by the President
or the Secretary with such ceremonies as the President or the Sec-
retary may deem proper.

(3) An organization to which an award is made under this sec-
tion, and which agrees to help other American organizations im-
prove their quality management, may publicize its receipt of such
award and use the award in its advertising, but it shall be ineli-
gible to receive another such award in the same category for a pe-
riod of 5 years.

(c) CATEGORIES IN WHICH AWARD MAY BE GIVEN.—(1) Subject to
paragraph (2), separate awards shall be made to qualifying organi-
zations in each of the following categories—

(A) Small businesses.

(B) Companies or their subsidiaries.

(C) Companies which primarily provide services.
(D) Health care providers.

(E) Education providers.

(F) Nonprofit organizations.
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(G) Community.

(2) The Secretary may at any time expand, subdivide, or other-
wise modify the list of categories within which awards may be
made as initially in effect under paragraph (1), and may establish
separate awards for other organizations including units of govern-
ment, upon a determination that the objectives of this section
would be better served thereby; except that any such expansion,
subdivision, modification, or establishment shall not be effective
unless and until the Secretary has submitted a detailed description
thereof to the Congress and a period of 30 days has elapsed since
that submission.

(3) In any year, not more than 18 awards may be made under
this section to recipients who have not previously received an
award under this section, and no award shall be made within any
category described in paragraph (1) if there are no qualifying enter-
prises in that category.

(d) CRITERIA FOR QUALIFICATION.—(1) An organization may qual-
ify for an award under this section only if it—

(A) applies to the Director of the National Institute of Stand-
ards and Technology in writing, for the award,

(B) permits a rigorous evaluation of the way in which its
business and other operations have contributed to improve-
ments in the quality of goods and services, and

(C) meets such requirements and specifications as the Sec-
retary, after receiving recommendations from the Board of
Overseers established under paragraph (2)(B) and the Director
of the National Institute of Standards and Technology, deter-
mines to be appropriate to achieve the objectives of this sec-
tion.

In applying the provisions of subparagraph (C) with respect to any
organization, the Director of the National Institute of Standards
and Technology shall rely upon an intensive evaluation by a com-
petent board of examiners which shall review the evidence sub-
mitted by the organization and, through a site visit, verify the ac-
curacy of the quality improvements claimed. The examination
should encompass all aspects of the organization’s current practice
of quality management, as well as the organization’s provision for
quality management in its future goals. The award shall be given
only to organizations which have made outstanding improvements
in the quality of their goods or services (or both) and which dem-
onstrate effective quality management through the training and in-
volvement of all levels of personnel in quality improvement.

(2)(A) The Director of the National Institute of Standards and
Technology shall, under appropriate contractual arrangements,
carry out the Director’s responsibilities under subparagraphs (A)
and (B) of paragraph (1) through one or more broad-based non-
profit entities which are leaders in the field of quality management
and which have a history of service to society.

(B) The Secretary shall appoint a board of overseers for the
award, consisting of at least five persons selected for their pre-
eminence in the field of quality management. This board shall meet
annually to review the work of the contractor or contractors and
make such suggestions for the improvement of the award process
as they deem necessary. The board shall report the results of the
award activities to the Director of the National Institute of Stand-
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ards and Technology each year, along with its recommendations for
improvement of the process.

(e) INFORMATION AND TECHNOLOGY TRANSFER PROGRAM.—The
Director of the National Institute of Standards and Technology
shall ensure that all program participants receive the complete re-
sults of their audits as well as detailed explanations of all sugges-
tions for improvements. The Director shall also provide information
about the awards and the successful quality improvement strate-
gies and programs of the award-winning participants to all partici-
pants and other appropriate groups.

(f) FUNDING.—The Secretary is authorized to seek and accept
gifts from public and private sources to carry out the program
under this section. If additional sums are needed to cover the full
cost of the program, the Secretary shall impose fees upon the orga-
nizations applying for the award in amounts sufficient to provide
such additional sums. The Director is authorized to use appro-
priated funds to carry out responsibilities under this Act.

(g) REPORT.—The Secretary shall prepare and submit to the
President and the Congress, within 3 years after the date of the
enactment of this section, a report on the progress, findings, and
conclusions of activities conducted pursuant to this section along
with recommendations for possible modifications thereof.

* * *k & * * *k

SEC. 23. USE OF PARTNERSHIP INTERMEDIARIES.

(a) AUTHORITY.—Subject to the approval of the Secretary or head
of the affected department or agency, the Director of a Federal lab-
oratory, or in the case of a federally funded research and develop-
ment center, the Federal employee who is the contract officer,
may—

(1) accept, apply for, use, and spend Federal, State, and non-
governmental acquisition and assistance funds to further the
purposes of this Act as well as share personnel, associates, fa-
cilities, and property with these partner organizations, with or
without reimbursement, upon mutual agreement: Provided,
That the approving official may waive statutory and regulatory
administrative provisions so that a single agency may admin-
ister a joint program, upon mutual agreement;

[(1)] (2) enter into a contract or memorandum of under-
standing with a partnership intermediary that provides for the
partnership intermediary to perform services for the Federal
laboratory that increase the likelihood of success in the conduct
of cooperative or joint activities of such Federal laboratory with
small business firms, institutions of higher education as de-
fined in section 1201(a) of the Higher Education Act of 1965
(20 U.S.C. 1141(a)), or educational institutions within the
meaning of section 2194 of title 10, United States Code; and

[(2)] (3) pay the Federal costs of such contract or memo-
randum of understanding out of funds available for the support
of the technology transfer function pursuant to section 11(b) of
this Act.

(b) PARTNERSHIP PROGRESS REPORTS.—The Secretary shall in-
clude in each triennial report required under section 6(d) of this
Act a discussion and evaluation of the activities carried out pursu-
ant to this section during the period covered by the report.
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(c) DEFINITION.—For purposes of this section, the term “partner-
ship intermediary” means an agency of a State or local govern-
ment, or a nonprofit entity owned in whole or in part by, chartered
by, funded in whole or in part by, or operated in whole or in part
by or on behalf of a State or local government, that assists, coun-
sels, advises, evaluates, or otherwise cooperates with small busi-
ness firms, institutions of higher education as defined in section
1201(a) of the Higher Education Act of 1965 (20 U.S.C. 1141(a)), or
educational institutions within the meaning of section 2194 of title
10, United States Code, that need or can make demonstrably pro-
ductive use of technology-related assistance from a Federal labora-
tory, including State programs receiving funds under cooperative
agreements entered into under section 5121(b) of the Omnibus
Trade and Competitiveness Act of 1988 (15 U.S.C. 2781 note).

* * * * * * *

AMERICAN INNOVATION AND COMPETITIVENESS ACT

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the “American Inno-
vation and Competitiveness Act”.

(b) TABLE OF CONTENTS.—The table of contents of this Act is as
follows:

Sec. 1. Short title; table of contents.
Sec. 2. Definitions.

TITLE I—MAXIMIZING BASIC RESEARCH

* #* * * * * *

[Sec. 113. NIST campus security.l

TITLE I—MAXIMIZING BASIC RESEARCH

[SEC. 113. NIST CAMPUS SECURITY.

[(a) SUPERVISORY AUTHORITY.—The Department of Commerce
Office of Security shall directly manage the law enforcement and
site security programs of NIST through an assigned Director of Se-
curity for NIST without increasing the number of full-time equiva-
lent employees of the Department of Commerce, including NIST.

[(b) REPORTS.—The Director of Security for NIST shall provide
an activities and security report on a quarterly basis for the first
year after the date of enactment of this Act, and on an annual
basis thereafter, to the Under Secretary for Standards and Tech-
nology and the appropriate committees of Congress.]

* * & & * * &
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SECTION 4 OF THE FEDERAL ENERGY MANAGEMENT
IMPROVEMENT ACT OF 1988

SEC. 4. PENALTIES FOR ENTERING INTO COMMERCE OF IMITATION
FIREARMS.

(a) It shall be unlawful for any person to manufacture, enter into
commerce, ship, transport, or receive any toy, look-alike, or imita-
tion firearm unless such firearm contains, or has affixed to it, a
marking approved by the [Secretary of Commercel Consumer
Product Safety Commission, as provided in subsection (b).

(b)(1) Except as provided in paragraph (2) or (3), each toy, look-
alike, or imitation firearm shall have as an integral part, perma-
nently affixed, a blaze orange plug inserted in the barrel of such
toy, look-alike, or imitation firearm. Such plug shall be recessed no
more than 6 millimeters from the muzzle end of the barrel of such
firearm.

(2) The [Secretary of Commercel Consumer Product Safety Com-
mission may provide for an alternate marking or device for any toy,
look-alike, or imitation firearm not capable of being marked as pro-
vided in paragraph (1) and may waive the requirement of any such
marking or device for any toy, lookalike, or imitation firearm that
will only be used in the theatrical, movie or television industry.

(3) The [Secretaryl Consumer Product Safety Commission is au-
thorized to make adjustments and changes in the marking system
provided for by this section, after consulting with interested per-
sons.

(¢) For purposes of this section, the term “look-alike firearm”
means any imitation of any original firearm which was manufac-
tured, designed, and produced since 1898, including and limited to
toy guns, water guns, replica nonguns, and air-soft guns firing non-
metallic projectiles. Such term does not include any look-alike, non-
firing, collector replica of an antique firearm developed prior to
1898, or traditional B-B, paint-ball, or pellet-firing air guns that
expel a projectile through the force of air pressure.

(d) The Director of the Bureau of Justice Statistics is authorized
and directed to conduct a study of the criminal misuse of toy,
lookalike and imitation firearms, including studying police reports
of such incidences and shall report on such incidences relative to
marked and unmarked firearms.

[(c)] (e¢) The Director of National Institute of Justice is author-
ized and directed to conduct a technical evaluation of the marking
systems provided for in subsection (b) to determine their effective-
ness in police combat situations. The Director shall begin the study
within 3 months after the date of enactment of this section and
such study shall be completed within 9 months after such date of
enactment.

(f) This section shall become effective on the date 6 months after
the date of its enactment and shall apply to toy, look-alike, and
imitation firearms manufactured or entered into commerce after
such date of enactment.

(g) The provisions of this section shall supersede any provision
of State or local laws or ordinances which provide for markings or
identification inconsistent with provisions of this section provided
that no State shall—
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[(G)] (1) prohibit the sale or manufacture of any look-alike,
nonfiring, collector replica of an antique firearm developed
prior to 1898, or

[(i1)] (2) prohibit the sale (other than prohibiting the sale to
minors) of traditional B-B, paint ball, or pellet-firing air guns
that expel a projectile through the force of air pressure.
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XX. PROCEEDINGS OF THE COMMITTEE MARKUP

MARKUPS: H.R. 4609, THE NATIONAL INSTI-
TUTE OF STANDARDS AND TECHNOLOGY
FOR THE FUTURE ACT OF 2021; H.R. 3858,
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H.R. 4609, THE NATIONAL INSTITUTE
OF STANDARDS AND TECHNOLOGY
FOR THE FUTURE ACT OF 2021

H.R. 3858, THE NATIONAL SCIENCE
AND TECHNOLOGY STRATEGY ACT OF 2021

H.R. 4588, THE REGIONAL
INNOVATION ACT OF 2021

H.R. 4606, THE ENERGIZING
TECHNOLOGY TRANSFER ACT

H.R. 4599, THE STEEL UPGRADING
PARTNERSHIPS AND EMISSIONS
REDUCTION ACT OR SUPER ACT OF 2021

TUESDAY, JULY 27, 2021

HousEe or REPRESENTATIVES,
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY,
Washingion, D.C.

The Subcommittee met, pursuant to notice, at 10:01 a.m., in
room 2318 of the Rayburn House Office Building, Hon. Eddie Ber-
nice Johnson [Chairwoman of the Committee] presiding.

Chairwoman JOHNSON. Good morning. The Committee will come
to order, and, without objection, the Chair is authorized to declare
recess at any time. Pursuant to Committee Rules and House Rule
11, the Chair now set—to postpone roll call votes at any time.
Today the Committee is meeting virtually and in person. I want to
announce a couple of reminders to the Members about the conduct
of the meeting. First, Members attending remotely should keep
their video feed on as long as theyre present in the meeting, and
Members are responsible for their own microphones. Please also
keep your microphones muted until you are speaking. And, finally,
if Members have documents they wish to submit to the record,
please e-mail them to the Committee Clerk, whose e-mail address
was circulated prior to the meeting. Pursuant to notice, the Com-

(1)
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mittee meets to consider the following measures. H.R. 4609, the
National Institute of Standards and Technology for the Future Act
of 2021, H.R. 3858, the National Science and Technology Strategy
Act of 2021, H.R. 4588, the Regional Innovation Act of 2021, and
H.R. 4606, the Emerging Technology Transfer Act, and finally, H.R.
4599, the Steel Upgrading Partnerships and Emissions Reduction
Act, or SUPER Act, of 2021.

Good morning, and welcome to today’s markup of five excellent
bipartisan bills. All of these bills will help to ensure that our Na-
tion remains a leader in innovation. Importantly, these bills also
help to ensure that the whole Nation participates in the innovation
economy, and that the whole Nation reaps the economic fruits of
that participation. The first bill we will take up teday is Represent-
ative Stevens and Waltz’s National Institute of Standards and
Technology for the Future Act, and I'm proud to co-sponsor this bill,
and I want to thank my colleagues on both sides of the aisle for
their thoughtful engagement and enthusiastic support for this crit-
ical agency.

The NIST for the Future Act is a comprehensive 5 year reauthor-
ization for the agency. These accounts fund important measures,
measurements, and technology research, as well as NIST’s (Na-
tional Institute of Standards and Technology’s) instrumental manu-
facturing programs. The bill would also support NIST’s infrastruc-
ture needs at a time when many of its buildings are in poor to crit-
ical condition. In total, the legislation authorizes $7.9 billion over
5 years, allowing for growth that is both ambitious and sustain-
able. These investments are necessary to support a critical Federal
agency charged with helping to advance U.S. competitiveness and
innovation.

The next bill that we will consider is H.R. 3858, the National
Science and Technology Strategy Act of 2021. 1 want to thank Rep-
resentative Waltz and Ross for their work on this legislation. This
bill directs the White House Office of Science and Technology Pol-
icy, or OSTP, to undertake a comprehensive review of the Nation’s
innovation landscape. The bill also directs OSTP to use this anal-
ysis to develop a national science and technology strategy.

The next bill that we will be considering is H.R. 4588, the Re-
glonal Innovation Act of 2021. 1 want to thank my colleagues, Rep-
resentative Wild and Baird, for their important work on this legis-
lation. Over the last 2 decades, much of the science and technology
funding and capacity in this country has been concentrated in a
few cities and regions. This bill would establish programs at both
the Commerce and Energy Departments to address this imbalance.
It would create more shared prosperity from our Federal R&D (re-
search and development) dollars by creating regional technology
and innovation hubs across the country.

And next we will consider H.R. 4606, the Emerging Technology
Transfer Act. This bill is an updated version of a bipartisan bill
that T and Representative Fleischmann introduced last year. It au-
thorizes programs and funding to support the Department of En-
ergy (DOE) technology transfer activities. These activities are crit-
ical to bringing the fruits of our public investment in clean energy
research, development, and demonstration projects into the hands
of America’s communities. The bill also includes provisions to sup-
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port the next generation of innovators, inventors, and entre-
preneurs, and I want to thank Congresswoman Ross and Congress-
man Meijer for leading this important piece of legislation.

The last bill on the roster today is the Steel Upgrading Partner-
ships and Emissions Reduction Act, which is sponsored by Rep-
resentative Gonzalez and Representative Lamb. This bill author-
izes a program at the Department of Energy to advance tech-
nologies that will help reduce emissions from the steel manufac-
turing sector, allowing American steel manufacturers access to ad-
vanced and innovative technologies will ensure that the domestic
steel manufacturing industry will remain competitive through the
21st century.

I look forward to a productive markup today, and I now recognize
our Ranking Member, Mr, Lucas, for his opening remarks.

[The prepared statement of Chairwoman Johnson follows:]

Good morning, and welcome to today’s markup of 5§ excellent bipartisan bills. All
of these bills will help to ensure that our Nation remains a leader in innovation.
Importantly, these bills also help to ensure that the whole Nation participates in
that innovation economy, and that the whole Nation reaps the economic fruits of
that participation.

The first bill we will take up today is Representatives Stevens’ and Waltz's No-
tional Institute of Standards and Technology for the Future Act. I am proud to co-
sponsor this bill, and I want to thank my colleagues on both sides of the aisle for
their thoughtful engagement and enthusiastic support for this critical agency. The
NIST for the Future Act is a comprehensive b year reauthorization for the agency.

These accounts fund important measurement and technology research, as well as
NIST's extramural manufacturing programs. The bill would also support NIST’s in-
frastructure needs at a time when many of its buildings are in poor to critical condi-
tion. In total, the legislation authorizes $7.9 billion over 5 years, allowing for growth
that is both ambitious and sustainable. These investments are necessary to support
a critical federal agency charged with helping to advance U.S. competitiveness and
innovation.

The next bill that we will consider is H.R. 3858, the National Science and Tech-
nology Strategy Act of 2021. 1 want to thank Representatives Waltz and Ross for
their work on this legislation. This bill directs the White House Office of Science
and Technology Policy, or OSTP, to undertake a comprehensive review of the Na-
tion’s innovation landscape. The bill also directs OSTP to use this analysis to de-
velop a national science and technology strategy.

The next bill that we will be considering is H.R. 4588, the Regional Innovation
Act of 2021. 1 want to thank my colleagues, Representatives Wild and Baird, for
their important work on this legislation. Over the last few decades, much of the
science and technology funding and capacity in this country has been concentrated
in a few cities and regions. This bill would establish programs at both the Com-
merce and Energy Departments to address this imbalance. It will create more
shared prosperity from our federal R&D dollars by creating regional technology and
innovation hubs across the country.

Next we will consider H.R. 46086, the Energizing Technology Transfer Act. This bill
is an updated version of a bipartisan bill that I and Representative Fleischmann
introduced last year.It authorizes programs and funding to support Department of
Energy technology transfer activities. These activities are critical to bringing the
fruits of our public investments in clean energy research, development, and dem-
onstration projects into the hands of America’s communities. The bill also includes
provisions to support the next generation of inventors and entrepreneurs, and I
want to thank Congresswoman Ross and Congressman Meijer for leading this im-
portant piece of legislation.

The last bill on the roster today is the Steel Upgrading Partnerships and Emis-
sions Reduction Act which is sponsored by Representative Gonzalez and Representa-
tive Lamb. This bill authorizes a program at the Department of Energy to advance
technologies that will help reduce emissions from the steel manufacturing sector.
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Allowing American steel manufacturers access to advanced and innovative tech-
nologies will ensure that the domestic steel manufacturing industry will remain
competitive through the 21st Century.

1 look forward to a productive markup today.

Mr. Lucas. Thank you, Chairwoman Johnson, for holding today’s
markup. The bills we're considering today are a continuation of the
important and bipartisan work we've been doing on American sci-
entific competitiveness. Last month the House overwhelmingly
passed our legislation to redouble our investments in the National
Science Foundation and the Department of Energy Office of
Science. These bills are the cornerstones of our blueprint to buildup
America’s research and technology enterprise. Today we're filling
out the blueprint with the rest of the elements needed to shore up
the Nation’s technological success. First among those is reauthor-
izing the National Institute of Standard and Technology.

NIST is the most important government agency that most Ameri-
cans have never heard of. As industry’s laboratory, NIST’s work to
promote U.S. innovation supports roughly half of our gross domes-
tic product. NIST gives businesses the measurement science, stand-
ards, and guidance they need to produce exceptional products that
can be globally competitive. The NIST for the Future Act invests
in the emerging technologies needed to drive progress, including
cybersecurity, quantum sciences, artificial intelligence (Al), and ad-
vanced manufacturing. It also prioritizes scientific and technical re-
search services, expands our support for American manufacturers,
and upgrades outdated NIST facilities. Finally, it prioritizes our
participation and leadership in international standard-setting bod-
ies. As new technologies grow and spread, it’s critical that we are
able to influence the standards and specifications that guide their
development. This investment in NIST will go far to support Amer-
ican competitiveness, and expand the resources available to Amer-
ican businesses. I want to thank Chairwoman Johnson, Chair-
woman Stevens, and Ranking Member Walsh for working with me
on this important bill.

Next we’ll consider the National Science and Technology Stra-
tegic Act by Representative Waltz. This bill creates a strategic
whole of government approach to research and development, ensur-
ing better coordination between Federal agencies, and a more stra-
tegic plan for achieving U.S. research and development goals. Addi-
tionally, the bill requires the President to submit an annual report
to Congress on national research priorities and activities, as well
as global trends in science and technology, including potential
threats to U.S. scientific leadership. A competitive, strategic ap-
proach to American research and development is more important
now than ever, especially as we pass legislation to increase our in-
vestments in our Federal scientific enterprise. This bill ensures we
are regularly reviewing and updating our research priorities so
we're maximizing taxpayer dollars, and investing in the most crit-
ical areas of technological advancement.

Following that, we'll debate H.R. 4588, the Regional Innovation
Act. This bill establishes innovation hubs across the country, ensur-
ing technological development isn’t limited solely to the coasts. I
talk a lot about the value of taking advantage of talent across
America, and giving diverse communities a chance to contribute to
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important scientific work. This bill guarantees that we build out
our technological capacity as we are driving innovation in geo-
graphically diverse areas, with at least 1/3 of the newly created re-
gional innovation hubs in rural or underserved areas.

Next up is H.R. 4606, the Energizing Technology Transfer Act.
This legislation is an important complement to the DOE Science for
the Future Act because it helps turn the discoveries we make from
basic research into useful technologies that private—the private
sector can commercialize. Finally, we'll consider H.R. 4599, the
Steel Upgrading Partnerships and Emissions Reduction Act, or the
SUPER Act, for short. This bill is from Representatives Anthony
Gonzalez and Conor Lamb, will support R&D into clean steel pro-
duction use. This will help reduce carbon emissions, while sup-
porting American manufacturing and production.

Together, these five bills address key components of American
competitiveness. They were all developed with extensive stake-
holder input through a bipartisan process. They're all intended to
catalyze our scientific growth. The threat we face from China is
real, and growing every day. It threatens American jobs,
cybersecurity, and national security. But our plan to ensure our
competitiveness is not about top-down planning, like the Com-
munist Chinese Party (CCP). It’s about coordinating our own
strengths, bringing together all Federal agencies, and all sectors of
the U.S. innovation economy together, to coordinate and ensure
that the oxen are pulling the cart in the same direction.

The bills we’re considering today, along with the NSF for the Fu-
ture Act, and DOE Science for the Future Act, represent a thought-
ful vision for American science and technology development that is
strategic, comprehensive, and, importantly, workable. I'm very
proud of the work this Committee and our staff has done, and I'd
like to thank all my colleagues, particularly Chairwoman Johnson,
for the work that went into these bills. I'm eager to mark them up
today and pass them out of Committee. I believe we have a strong
starting point for a competitive legislative package on American
competitiveness, and I look forward to finalizing our policies into
law. And with that, I yield back, Madam Chair.

[The prepared statement of Mr. Lucas follows:]

Thank you, Chairwoman Johnson, for holding today’s markup. The bills we're con-
sidering today are a continuation of the important and bipartisan work we've been
doing on American scientific competitiveness.

Last month, the House overwhelmingly passed our legislation to redouble our in-
vestment in the National Science Foundation and the Department of Energy Office
of Science. These bills are the cornerstones of our blueprint to build up America’s
research and technology enterprise. Today we're filling out that blueprint with the
rest of the elements needed to shore up our nation’s technological success. First
aﬁe}szglg) those is reauthorizing the National Institute of Standards and Technology
( NIST is the most important government agency that most Americans have never
heard of. As “industry’s laboratory,” NIST’s work to promote U.8. innovation sup-
ports roughly half of our gross domestie product. NIST gives businesses the meas-
urement science, standards, and guidance they need to produce exceptional products
that can be globally competitive,

The NIST for the Future Act invests in the emerging technologies needed to drive
progress, including cybersecurity, quantum sciences, artificial intelligence, and ad-
vanced manufacturing. It also prioritizes scientific and technical research services,
expands our support for American manufacturers, and upgrades outdated NIST fa-
cilities. Finally, it prioritizes our participation and leadership in international
standards-setting bodies. As new technologies grow and spread, it's critical that we
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are able to influence the standards and specifications that guide their development.
This investment in NIST will go far to support American competitiveness and ex-
pand the resources available to American businesses. I want to thank Chairwoman
Johnson, Chairwoman Stevens, and Ranking Member Waltz for working with me on
this important bill.

Next up we'll consider the National Science and Technology Strategy Act led by
Ranking Member Waltz. This bill creates a strategic, whole-of-government approach
to research and development, ensuring better coordination between federal agencies
and a more strategic plan for achieving U.S. research and development goals. Addi-
tionally, the bill requires the President to submit an annual report to Congress on
national research priorities and activities, as well as global trends in science and
technology, including potential threats to U.S, scientific leadership. A comprehen-
sive, strategic approach to American research and development is more important
now than ever, especially as we pass legislation to increase our investments in our
federal scientific enterprise. This bill ensures we are regularly reviewing and updat-
ing our research priorities so we're maximizing taxpayer dollars and investing in the
most critical areas for technological advancement.

Following that, we’ll debate H.R. 4588, the Regional Innovation Act. This bill es-
tablishes innovation hubs across the country, ensuring technological development
isn’t limited solely to the coasts. I talk a lot about the value of taking advantage
of talent across America and giving diverse communities a chance to contribute to
important scientific work. This bill guarantees that as we build out our technical
capacity, we are driving innovation in geographically diverse areas, with at least
one-third of the newly created regional innovation hubs in rural or under-served
areas.

Next up is H.R. 4608, the Energizing Technology Transfer Act. This legislation is
an important complement to the DOE Science for the Future Act because it helps
turn the discoveries we make from basic research into useful technologies that the
private sector can commercialize.

Finally, we'll consider H.R. 4599, the Steel Upgrading Partnerships and Emissions
Reduction Act, or the SUPER Act for short. This bill, from Representatives Anthony
Gonzalez and Conor Lamb, will support R&D into clean steel production and use.
This will help reduce carbon emissions while supporting American manufacturing
and production.

Together, these five bills address key components of American competitiveness.
They were all developed with extensive stakeholder input through a bipartisan proc-
ess, and they're all intended to catalyze our scientific growth.

The threat we face from China is real and growing every day. It threatens Amer-
ican jobs, eybersecurity, and national security. But our plan to ensure our competi-
tiveness is not about top-down planning, like the Chinese Community Party. It's
about coordinating our own strengths—bringing together all federal agencies, and
all sectors of the U.S. innovation economy together to coordinate and ensure the
oxen are pulling the cart in the same direction. The bills we are considering today,
along with the NSF for the Future Act and DOE Science for the Future Act, rep-
resent a thoughtful vision for American science and technology development that is
strategic, comprehensive, and—importantly-—workable.

I'm very proud of the work this Committee and our staff have done. I'd like to
thank all of my colleagues—particularly Chairwoman Johnson—for the work that
went into these bills. I'm eager to mark them up today and pass them out of Com-
mittee. I believe we have a strong starting point for a comprehensive legislative
pack;lge on American competitiveness, and I look forward to finalizing our policies
into law.

Chairwoman JOHNSON. Thank you very much. We'll now consider
H.R. 4609, the NIST for the Future Act, and the Clerk will report
the bill.

The CLERK. H.R. 4609, a bill to reauthorize the National Insti-
tute of Standards and Technology, and for other purposes.

[The bill follows:]
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To reauthorize the National Institute of Standards and Technology, and
for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Ms. Stevens of Michigan introduced the following bill; which was referred to
the Committee on

A BILL

To reauthorize the National Institute of Standards and

Technology, and for other purposes.

Be 1t enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

(a) SHORT TiTLE.—This Act may be ecited as the
“National Institute of Standards and Technology For the
Future Act of 20217,

(b} TaBLE oF CONTENTS,—The table of contents for

o <RI e Y - Y A

this Act is as follows:

See. 1. Short title.
Sec. 2. Definitions.
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TITLE I—APPROPRIATIONS
See. 101, Authorization of appropriations,

TITLE II—-MEASUREMENT RESEARCH

See. 201. Engineering biology and biometrology.

See. 202, Greenhouse gas measurement research.

See. 203, NIST Authority for eybersecurity and privaey activities.
See. 204, Software security and authentication.

See. 2056, Digital identity management research,

Hee, 5. Biometries research and testing,

See. 207, Federal hiometric porformance standards.

See. 208, Protecting research from cyber theft.

Sec. 209, Dissemination of rosouress for pesearch institutions.

See. 210, Advanesd communications research.
Sae. 211, Neutron seattering.

See, 212 Quantum information seienes,

See, 213. Artificial intelligenee.

TITLE III—GENERAL ACTIVITIES

Sec. 301, NIST faeilities and construetion.
Sea. 302, Educational outreaeh and support for underrepresented eommunities,
Sec. 303. Other transactions authoerity.
See. 304, International standards development.
See. 305. Update te manutfacturing extension partnership,
See. 306. Standard technical updats.
SEC. 2. DEFINITIONS,

In this Act:

(1Y DireEcTOR—The term “Director” means
the Dirvector of the National Institute of Standards
and Technology.

(2) FRAMEWORK.~—The term “Framework”
means the Framework for Improving Critical Infra-
strueture Cybersecurity developed by the National
Institute of Standards and Technology and referred
to in Executive Order 13800 issued on May 11,
2017 (82 FPed. Reg. 22391 et seq.).

{3} HISTORICALLY BLACK COLLEGES AND UNI-

VERSITIES.—The term “‘historically Black colleges
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and universities™ has the same meaning given to the
term “part B institutions” in section 322 of the
Higher Edueation Act of 1965 (20 U.S.C. 1061).

{(4) INsTITUTE.—The term “Institute” means
the National Institute of Standards and Technology.

(5) INSTITUTION OF HIGHER EDUCATION.—The
term “institution of higher education” has the
meaning given such term in seetion 101 of the High-
er Eduecation Act of 1965 (20 U.S.C. 1001).

{(6) INTERNATIONAL STANDARDS ORGANIZA-
TION.—The term “International Standards Organi-
zation”” has the meaning given such term in section
451 of the Trade Agreements Act of 1979 (19
U.S.C. 2571).

(7) MINORITY SERVING INSTITUTION —The
term “‘minority-serving institution’” means a His-
panic-serving institution, an Alaska Native-serving
institution, a Native Hawalian-serving institutions, a
Predominantly Black Institution, an Asian American
and Native American Pacific Islander-serving insti-
tution, or a Native American-scrving nontribal insti-
tution as described in seetion 371 of the Higher
Edueation Act of 1965 (20 U.S.C. 1067g(a)).

(8) SECRETARY.—The term “Secretary” means

the Secretary of Commerce.



O oo 1 N it & W DN e

I S T S T N T N T N T e S U
N B L N = D O 0o =N SN R W = O

SEC.

87
10
4

(9) TECHNICAL STANDARDS.—The term “tech-

nical standard” has the meaning given such term in
section 12(d)(5} of the National Technology Trans-
fer and Advancement Act of 1995,

TITLE I—APPROPRIATIONS

101. AUTHORIZATION OF APPROPRIATIONS.

{a) Freoan Yeagr 2022 —

(1) IN GENERAL.—There are authorized to be
appropriated  to the Seecretary of Commerce
$1,267,070,000 for the National Institute of Stand-
ards and Technology for fiscal year 2022.

(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $915,570,000 shall be for scientific
and technical research and services laboratory
activities, of which $9,000,000 may be trans-
ferred to the Working Capital Fund;

(B} $140,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs; and

(CY $211,500,000 shall be for industrial
technology  services  activities, of  which
$155,000,000 shall be for the Manufacturing

Extension Partnership program under sections
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25 and 26 of the National Institute of Stand-

ards and Technology Act (15 U.8.C. 278k and

2781y and $56,500,000 shall be for the Network
for Manufacturing Innovation Program under
section 34 of the National Institute of Stand-
ards and Technology Act (15 U.8.C. 278s).

(b)) FI1SCAL YRAR 2023.—

(1) IN 6ENERAL.—There are authorized to be
appropriated to the Secretary of Commerce
$1,335,200,000 for the National Institute of Stand-
ards and Technology for fiscal year 2023.

(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $979,100,000 shall be for scientific
and technical research and services laboratory
activities, of which $10,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $140,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80.000,000 shall be for Safety, Capacity,
Maintcnance, and Major Repairs, including
$20,000,000 for IT infrastructure; and

() $216,200,000 shall be for industrial
technology  services  activities, of  which

$159,700,000 shall be for the Manufacturing
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Extension Partnership program under sections

25 and 26 of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 278k and

2781) and $56,500,000 shall be for the Network

for Manufacturing Innovation Program under

section 34 of the National Institute of Stand-
ards and Technology Act (15 U.8.C. 278s).
{¢) F18CAL YEAR 2024 —

(1) IN GENERAL.—There are authorized to be
appropriated to the Secretary of Commerce
$1.408,520,000 for the National Institute of Stand-
ards and Technology for fiscal year 2024.

(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $1,047,600,000 shall be for scientific
and technical research and serviees laboratory
activities, of which $12,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $140,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs, including
$20,000,000 for IT infrastrocture; and

(C)y $220,900,000 shall be for industrial

technology  services  activities, of  which
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$164,400,000 shall be for the Manufacturing

Extension Partnership program under sections

25 and 26 of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 278k and

2781) and $56,500,000 shall be for the Network

for Manufacturing Innovation Program under

section 34 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278s).
(d) F13cAL YEAR 2025 —

(1) IN GENERAL.—There are authorized to be
appropriated to the Secretary of Commerce
$1,486,800,000 for the National Institute of Stand-
ards and Technology for fiscal year 2025,

(2) SPECIFIC ALLOCATIONS —Of the amount
authorized by paragraph (1)—

(A) $1,120,900,000 shall be for scientific
and technical research and services laboratory
activities, of which $15,000,000 may be trans-
ferred to the Working Capital Fund,

(B) $140,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs, including

$20,000,000 for IT infrastructure; and
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(C) $225,900,600 shall be for industrial
technology  services  activities, of  which
£169,400,000 shall be for the Manufacturing
Extension Partnership program under sections
25 and 26 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278k and
2781) and $56,500,000 shall be for the Network
for Manufacturing Innovation Program under
section 34 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278s).

{e) FISCAL YEAR 2026 —

(1) INn GENERAL—There are authorized to be
appropriated to the Secretary of Commerce
$1,570,340,000 for the National Institute of Stand-
ards and Technology for fiscal year 2026.

(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $1,199,400,000 shall be for seientific
and technical research and services laboratory
activities, of which $18,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $140,000,000 shall be for the con-
struetion and maintenance of facilities, of which

$80,000,000 shall be for Safety, Capacity,
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Maintenance, and Major Repairs, including
$20,000,000 for IT infrastructure; and

{C) $231,000,000 shall be for industrial

technology  services  activities, of  which
$174,500,000 shall be for the Manufacturing
Extension Partnership program under sections
25 and 26 of the National Institute of Stand-
ards and Technology Act (15 U.8.C. 278k and
23 278D and %56,500,000 shall be for the Net-
work for Mamifacturing Innovation Program
under section 34 of the National Institute of
Standards and Technology Act (15 U.S.C.
278s).

TITLE II-MEASUREMENT

RESEARCH

SEC. 201. ENGINEERING BIOLOGY AND BIOMETROLOGY.

{a) In¥ GENERAL.—The Director shall—

(1) support basic measurement science, tech-

nology research for engineering biology, biomanufac-

turing, and biometrology to advance—

{A) measurement technologies to support
foundational understanding of the mechanisms
of conversion of DNA information into cellular
function, including both the natural and engi-

neered production of biomolecules;
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(B) technologies for measurement of such
hiomolecular components and for complex engi-
neered biologieal systems;

(C) new data tools, techniques, and proc-
esses to improve engineering biology, biomanu-
facturing, and biometrology research; and

(D) all ot‘her areas deemed by the Divector
to be eritical to the development and deploy-
ment of engineering biology, biomanufacturing
and hiometrology;

(2) support activities to inform and expand the
development of measurements infrastructure needed
to develop technical standards to establish interoper-
ability and facilitate commercial development of bio-
molecular measgurement technology and engineering
hinlogy applications;

(3) convene industry, institutions of higher edu-
cation, nonprofit organizations, Federal laboratories,
and other Federal agencies engaged in engineering
biology research and development to develop evordi-
nated technical roadmaps for authoritative measure-
ment of the molecular components of the cell;

(4) provide access to user facilities with ad-
vanced or unigque equipment, services, materials, and

other resources to industry, institutions of higher
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education, nonprofit organizations, and government
agencies to perform research and testing;

(5) establish or expand collaborative partner-
ships or consortia with other Federal agencies en-
gaged in engineering biology research and develop-
ment, institutions of higher education, Federal lab-
oratories, and industry to advance engineering hiol-
ogy applications; and

(6) support graduate and post graduate re-
search and training in biometrology, biomanufac-
turing, and engineering biology.

(b) DEFINITIONS,—For purposes of this section, the

term “Engineering Biology” means the application of en-
gineering design principles and practices to biological sys-
tems, including molecular and cellular systems, to advance
fundamental understanding of complex natural systems
and to enable novel or optimize functions and capabilities.

(¢} RULE oF CONSTRUCTION.—Nothing in this see-
tion shall be construed to alter the policies, processes, or
practices of individual Federal agencies in effect on the
day before the date of the enactment of this Act relating
to the conduet of biomedical research and advanced devel-
opment, including the solicitation and review of extra-

mural research proposals.
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(d) CONTROLS.—In carrying out activities authorized
by this section, the Seecretary shall ensure proper security
controls are in place to protect sensitive information, as
appropriate.
SEC. 202. GREENHOUSE GAS MEASUREMENT RESEARCH.
{a) GREENHOUSE (GAS MEASUREMENT PROGRAM,—
(1) In geENERAL—The Director, in consulta-
tion with the Administrator of the National Oceanic
and Atmospheric Administration and the Adminis-
trator of the Environmental Protection Agency, shall
carry out a measurement research program to in-
form the development of best practices, benchmarks,
methodologies, procedures, and technieal standards
for the measurement of greenhouse gas emissions
and to assess and improve the performance of green-

house gas measurement systems.

(2) AcormviTiES —In carrying out such a pro-
gram, the Director may—

(A) conduct research and testing to im-
prove the accuracy, efficacy, and reliability of
the measurement of greenhouse gas emissions;

(B) conduet research to create novel meas-

urement technologies and techniques for the

measurement of greenhouse gases;
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(C) eonvene and engage with relevant Fed-
eral agencies and stakeholders to establish com-
mon definitions and characterizations for the
measurement of greenhouse gas emissions;

(D) conduet outreach and coordination to
share technical expertise with relevant industry
and non-industry stakeholders and standards
development organizations to assist sueh enti-
ties in the development of best practices and
technical standards for greenhouse gas meas-
urements; and

(E) in coordination with the Administrator
of the National Oceanic and Atmospheric Ad-
ministration and the Administrator of the Envi-
ronmental Protection Agency, develop such
standard reference materials as the Director de-
termines is necessary to further the develop-
ment of such technical standards.

(3) TesT BEDS—In coordination with the pri-
vate sector, institutions of higher education, state
and local governments, the National Oceanic and At-
mospheric Administration, the Environmental Pro-
tection Agency, and other Federal agencies as ap-
propriate, the Director may continue to develop and

manage testbeds to advance measurement research
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and standards development for greenhouse gas emis-

sions.

(4) GREENHOUSE (AS MEASUREMENT CENTER

OF EXCELLENCE.—

(A) IN GENERAL.—The Director, m col-
laboration with the Administrator of the Na-
tional Oceanic and Atmospheric Administration,
the Administrator of the Environmental Protee-
tion Agency, and the heads of other Federal
agencies, as appropriate, shall award to an in-
stitution of higher education or an eligible non-
profit organization (or a consortimn thereof),
on a merit-reviewed, competitive basis, funds to
establish a Center of Excellence in Greenhouse
Gas Measurement.

(B CorLaBorRaTIONS.—The  Director
shall require, as a condition of receipt of the
award under this paragraph, that the activities
of the Center of Exeellence include collaboration
among public and private organizations, includ-
ing institutions of higher education, nonprofit
organizations, private sector entities, and State,
tribal, territorial, and local officials,

(C) PURPOSE,

The purpose of the Center

of Excellence shall be to—
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(1) advanee measurement science, data
analvtics, and modeling to improve the ac-
curacy of greenhouse gas emissions meas-
urement, validation, and attribution;

(i) test and evaluate the performance
of existing capabilities for the measure-
ment and validation of greenhouse gas
emissions;

(1) educate and train students in
measurement  sclence, computational
science, and systems engineering research
relevant to greenhouse gas measurements;

(iv) foster collaboration among aca-
demic researchers, private sector stake-
holders, and State, tribal, territorial, and
local officials;

(v) support Institute test beds as de-
seribed in subsection (a)(3); and

(vi) collaborate with other Federal
agencies to conduet outreach and coordina-
tion to share technical expertise with rel-
evant public and private seetor stake-
holders, including State, tribal, territorial,
and local officials, to assist such entities in

measuring greenhouse gas emissions.
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(D) REQUIREMENTS.—

(i) IN GENERAL.—An institution of
higher education or an eligible nonprofit
organization (or a consortium thereof)
seeking funding under this subsection shall
submit an application to the Director at
sueh time, in such manner, and containing
such information as the Divector may rve-
guire.

(i1} ArPPLICATIONS.—Each application
made under clause (i) shall include a de-
seription ofe—

{I) how the Center will work with
other research institutions, industry
partners, and State and local officials
to identify research, testing, and tech-
nical standards needs relevant to
greenhouse gas emissions;

(IT) how the Center will promote
active collaboration among researchers
in multiple disciplines involved in the
measurement of greenhouse gas emis-
sions; and

(II1) how the Center will share

technical expertise with relevant pub-
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lic and private sector stakeholders, in-

cluding state and loeal officials, to as-

sist such entities in measuring green-

house gas emissions.

{ili} SELECTION AND DURATION.—
Hach Center established under the section
I8 authorized to carry out activities for a

period of 5 vears. renewable for an addi-

O 0 N1 Y W B W

tional 5 years at the discretion of the Di-

J—
o)

rector, in consultation with other Federal

—
—

agencies as appropriate.
12 SEC. 203. NIST AUTHORITY FOR CYBERSECURITY AND PRI-
13 VACY ACTIVITIES.

14 Section 2 of the National Institute of Standards and

15 Technology Act {15 U.S.C. 272 et seq.) is amended

16 (1) in subsection {c¢}—

17 (A) in paragraph (16), by striking the pe-
18 riod at the end and inserting a semienlon;

19 (B) by redesignating paragraphs (16)
20 through {27) as paragraphs (21) through (32),
21 respeetively; and

22 (C) by inserting after paragraph (15) the
23 following:

24 “(16) support information security measures

25 for the development and lifecyele of software and the
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software supply chain, including development of best
practices, technical standards, frameworks, meth-
odologies, procedures, processes, and software engi-
neering toolkits and configurations;

“(17) support information security measures,
including best practices, guidelines, and technical
standards, for the design, adoption and deployment
of cloud computing serviees;

“{18) support research, development, and prac-
tical application to improve the usability of cyberse-
eurity processes and technologies;

“(19) facilitate and support the development of
a voluntary, consensus-based set of technical stand-
ards, guidelines, best practices, methodologies, pro-
cedures, and processes to cost-effectively ensure ap-
propriate privacy protections for personally identifi-
able information in systems, technologies, and proc-
esses nsed by both the publie and private sector;

“(20) support privacy measures, including best
practices, guidelines, technical standards, metrology,
and testbeds for the design, adoption and deploy-
ment of privacy enhancing technologies;”; and

{2) in subsection (e}{1)(A)—

(A) in clause (viil), by striking “and” at

the end;
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(B) by redesignating clause (ix) as clause
{x); and
(") by inserting after clause (viii) the fol-
lowing:

“{ix) conduct reviews of and create
impact metries for cvbersecurity solutions
and capabilities developed by the Institute
for purposes of improvement; and™.

SEC. 204. SOFTWARE SECURITY AND AUTHENTICATION.

{a) VULNERABILITIES IN OPEN SoURCE SOFT-
WARE.—The Director shall assess assign severity metrics
to identified valnerabilities with open souree software and
produce voluntary guidance to assist the entities that
maintain open source software repositories to discover and

mitigate vulnerabilities,

(b} ARTIFICIAL  INTELLIGENCE-ENABLED DE-
FENSES.—The Director shall carry out research and test-
ing to improve the effectiveness of artificial intelligence-

enabled cyberseeurity, including by generating optimized
data sets to train artificial intelligence defense systems
and evaluating the performance of varying network archi-
tectures at strengthening network security.

(¢) AUTHENTICATION OF INSTITUTE SOFTWARE.—
The Director shall ensure all software released by the In-

stitute is digitally signed and maintained to enable stake-
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holders to verify its authenticity and integrity upon instal-
lation and execution.

{d) ASSISTANCE TO INSPECTORS (GENERAL.—The
Director shall provide technical assistance to improve the
education and training of individual Federal agency In-
spectors General and staff who are responsible for the an-
nual independent evaluation they are required to perform
of the information security program and practices of Fed-
eral Agencies under section 3555 of title 44, United States
Code.

SEC. 205, DIGITAL IDENTITY MANAGEMENT RESEARCH.

Section 504 of the Cybersecurity Enhancement Act
of 2014 (15 U.S.C. 7464} is amended to read as follows:
“SEC. 504. IDENTITY MANAGEMENT RESEARCH AND DEVEL-

OPMENT.

“(a) IN GENERAL.—The Director shall carry out a
program of research to support the development of vol-
untary, eonsensus-based technical standards, best prac-
tices, benchmarks, methodologies, metrology, testbeds,
and conformance criteria for identify management, taking
into account appropriate user eoncerns—

“(1) to improve interoperability and portability

among identity management technologies;
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“(2) to strengthen identity proofing and
verification methods used in identity management
systems;

“(3) to improve privacy protection in identity
management systems through authentication and se-
curity protocols; and

“(4) to monitor and improve the accuracy,
usability, and inclusivity of identity management
systems.

“(by Dicrtal IDENTITY TECHNICAL ROADMAP.—
The Director, in consultation with other relevant Federal
agencies and stakeholders from the private seetor, shall
develop and maintain a technical roadmap for digital iden-
tity management research and development focused on en-
abling the use and adoption of modern digital identity so-
lutions that align with the four eriteria in subsection (a).

“{e) DIGITAL IDENTITY MANAGEMENT GUIDANCE.—

“(1) In GENERAL.~—The Director shall develop,
and periodically update, in collaboration with other
public and private sector organizations, common
definitions and voluntary guidance for digital iden-
tity management systems.

“2) GuinancE.—The Guidance shall—

“(A) align with the four criteria in sub-

section (a), as practicable;
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“{B) provide case studies of implementa-
tion of guidanee;

“(C) incorporate voluntary technical stand-
ards and industry best practices; and

“{D) not prescribe or otherwise require the
use of specific technology products ov services.
“(3) ConsurTAaTION.—In carrying out this sub-

section, the Director shall consult with—

“(A) Federal and State agencies;

(B} industry;

“{C) potential end-users and individuals
that will use services related to digital identity
verification; and

“(D} experts with relevant experience in
the systems that enable digital identity
verification, as determined by the Director.”.

SEC. 206. BIOMETRICS RESEARCH AND TESTING.

{a) IN GENERAL.~—The Secretary, acting throngh the
Director, shall establish a program to suppert measure-
ment research to inform the development of best praetices,
benehmarks, methodologics, procedures, and voluntary
technical standards for biometric identification systems,
including facial recoguition systems, to assess aud improve
the performance of such systems. In carrying out such

program, the Director may—
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{1) conduct research to support efforts to im-
prove the performance of biometric identification
systems, including in areas related to conformity as-
sessment, image quality and interoperability,
contactless biometric capture technologies, and
human-in-the-loop biometric identification systems
and processes;

{2) convene and engage with relevant stake-
holders to establish commaon definitions and charac-
terizations for biometric identification systems, in-
cluding accuracy, fairness, bias, privacy, consent,
and other properties, taking into account definitions
in relevant international technical standards and
other publications;

(3) carry out research and testing on a range
of biometric modalities, such as fingerprints, voice,
iris, face, vein, behavioral biometrics, genetics,
multimodal biometries, and emerging applications of
biometric identification technology;

{4) study the use of privacy-enhancing tech-
nologies and other technical proteetive controls to fa-
cilitate access to public data sets for biometrie re-
search;

(6) conduet outreach and coordination to share

technieal expertise with relevant industry and non-
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industry stakeholders and standards development or-
ganizations to assist such entities in the development
of best practices and voluntary standards; and

(6) develop such standard reference artifacts as
the Director determines is necessary to further the
development of such technical standards.

{b) BIOMETRICS VENDOR TEST PROGRAM.—

(1) IN GENERAL—The Secretary, acting
through the Director, shall earry out a test program
to provide biometrics vendors the opportunity to test
biometrie identification technologies across a range
of modalities.

(2) ActviTies.—In carrying out the program
under subparagraph (A), the Director shall—

{A) conduet research and regular testing to
improve and benchmark the accuracy, efficacy,
and bias of biometric identification systems, in-
cluding research and testing on demographic
variations, capture devices, presentation attack
detection, partially ocelnded or computer gen-
erated images, privacy and security designs and
controls, template protection, de-identification,
and comparison of algorithm, human, and ecom-

bined algorithm-human recognition capability;
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(B) develop an approach for testing soft-
ware and cloud-based biometries applications,
including remote systems, in Institute test fa-
cilities;

(C) establish reference use cases for bio-
metric applications and performance criteria for
assessing each use case, including accuracy and
hias metrices;

(D) produce publie-facing reports of the
findings from such testing for a general audi-
ence; and

{E) conduct such other activities as
deemed necessary by the Director.

(3) PARTNERSHIPS WITH OTHER FEDERAL

AGENCIES —In addition to such sums ag may be au-
thorized to be appropriated or otherwise made avail-
able to carry out this section, the Director may ac-
cept funds from other Federal departments and
agencies and States and local governments to carry

out activities under thig subsection.

FEDERAL BIOMETRIC PERFORMANCE STAND-

ARDS.

Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) is amended in sub-

section (b)—
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(1) in paragraph (2), by striking “and” after
the semicolon;

(2) in paragraph (3), by striking the perlod and
inserting *“; and’;

(3) by adding at the end the following:

“{4) performance standards and guidelines for
high risk biometric identification systems, including
facial recognition systems, accounting for various
use cases, type of biometric identification systems,
and relevant operational conditions.”.

208. PROTECTING RESEARCH FROM CYBER THEFT.

Section 2(e)(1)(A) of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 272(e)(1}(A)), as

amended by section 203(2), is further amended—

(1) in clause (ix), as added by section
203(2)((0), by striking “and” after the semicolon;
(2) by redesignating clause (x), as redesignated
by section 203(2)(B), as clause (xi); and
(3) by inserting after clause (ix), as added by
section 203(2)(C), the following:
“(x) econsider institutions of higher
education (as defined in section 101 of the
Higher Education Act of 1965 (20 U.S.C.
1001)); and”.



110

33

27
I SEC. 209. DISSEMINATION OF RESOURCES FOR RESEARCH

2 INSTITUTIONS.

3 {a) DISSEMINATION OF RESOURCES FOR RESEARCH
4 INSTITUPIONS.—

5 {1} IN GENERAL—Not later than one year
6 after the date of the enactment of this Act, the Di-
7 ractor shall, using the authorities of the Director
8 under subsections {e}13) and {){1}{A)IX) of see-
9 tion 2 of the National Institute of Standards and
10 Technology Act (15 U.8.C. 272}, as amended by sec-
il tion 208, disseminate and make publicly available
12 resources to help qualifving institutions identify, as-
13 sess, manage, and reduce their cybersecurity risk re-
14 lated to condueting research,

15 {2} REQUIREMENTS.—The Director shall en-
16 sure that the resources disseminated pursuant to
17 paragraph (1)—

18 {A) are generally applicable and usable by
19 a wide of qualifving institutions;

20 (B) vary with the nature and size of the
21 qualifying institutions, and the nature and sen-
22 sitivity of the data collected or stored on the in-
23 formation systems or devices of the qualifying
24 institutions;

25 {(C) include elements that promote aware-

26 ness of simple, basic controls, a workplace cy-
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bersecurity culture, and third-party stakeholder

relationships, to assist qualifying institutions in

mitigating eommon eybersecurity risks;

(D) include case, examples, and scenarios
studies of practical application;

(E) are technology-neutral and can be im-
plemented using technologies that are commer-
cial and off-the-shelf; and

(F) to the extent practicable, are based on
international technical standards.

{3) NATIONAL CYBERSECURITY AWARENESS
AND EDUCATION PROGRAM.—The Director shall en-
sure that the resources disseminated under para-
graph (1) are consistent with the efforts of the Di-
rector under scetion 401 of the Cybersecurity En-
hancement Act of 2014 (15 U.S.C. 7451).

(4) UppDATES.—The Director shall review peri-
odieally and update the resources under paragraph
{1} as the Director determines appropriate.

(5) VOLUNTARY RESOURCES.—The use of the
resources disseminated under paragraph (1) shall be
considered voluntary.

(b) OTHER FEDERAL CYBERSECURITY REQUIRE-

24 MENTS.—Nothing in this section may be construed to su-
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1 persede, alter, or otherwise affeet any cybersecurity re-

2 quirements applicable to Federal agencies.
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{¢) DEFINITIONS ~In this section:

(1) QUALIFYING INSTITUTIONS.—The term
“qualifying institutions” means institutions of high-
er education that are classified as either very-high
research intensive (R1) or high research intensive
{R2) status universities by the Carnegie Classifica-
tion of Academic Institutions.

(2) RESOURCES.—The term “‘resources” means
guidelines, tools, best praectices, technical standards,
methodologies, and other ways of providing informa-

tion.

SEC. 210. ADVANCED COMMUNICATIONS RESEARCH.

The National Institute of Standards and Technology

Act (15 U.S.C. 271 et seq.) is amended—

(1) by redesignating section 35 asg section 36;
and

(2) by inserting after section 34 the following:

“SEC. 35. ADVANCED COMMUNICATIONS RESEARCH ACTIVI-

TIES.
“{a} ADVANCED COMMUNICATIONS RESEARCH.—
“(1) IN GENERAL.—The Director of the Na-
tional Institute of Standards and Technology, in

consultation with the Administrator of the National
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Telecommunications and Information Administra-
tion, the Director of the National Science Founda-
tion, and heads of other Federal agenecies, as appro-
priate, shall carry out a program of measurement re-
search to inform the development of common defini-
tions, benchmarks, best practices, methodologies,
and technical standards for advanced communica-
tions technologies.

“(2) RESEARCH AREAS.-—Research areas may

mnclude—

“(A) radio frequency emissions and inter-
ference, including technologies and techniques
to mitigate such emissions;

“(B) advanced antenna arrays and artifi-
cial intellicenee systems capable of operating
advanced antenna arrays;

“(C) artificial intelligence systems to en-
able internet of things networks, immersive
technology, and other advanced communications
technologies;,

“(D) network sensing and monitoring tech-
nologies;

“(E) technologies to enable speetrum flexi-

bility and agility;
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*“(I) optical and quantum communications
technologies;
“(() seeurity of advanced communications
systems and their supply chains;
“(H) publie safety communications;
“(I) resilient internet of things applications
for advaneced manufacturing; and
“(J) other research areas deemed nec-
essary by the Director,

“(3) TeST BEDS.~In coordination with the pri-
rate sector and other I'ederal agencies as appro-
priate, the Director may develep and manage
testbeds for rescarch and development of advanced
communications technologies.

“(4) OUTREACH.—In ecarrying out the activities
under this subsection, the Director shall seek mput
from other Federal agencies and from private sector
stakeholders, on an ongoing basis, to help inform re-
search and development priorities, including through
workshops and other multi-stakeholder activities.

“{5) TECHNICAL ROADMAPS.—In carrying out
the activities under this subsection, the Director
shall convene industry, institutions of higher edu-
cation, nonprofit organmzations, Federal laboratories,

and other Federal agencies engaged in advanced
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communications research and development to de-
velop, and periodically update, coordinated technical
roadmaps for advanced eommunications research in
priority areas, such as those described in paragraph
(2).

“(b) NATIONAL ADVANCED SPECTRUM AND COMMU-

NICATIONS TEST NETWORK.—

“{1y In gENERAL—The Director, in coordina-
tion with the Administrator of the National Tele-
communieations and Information Administration
and heads of other Federal agencies, as appropriate,
shall operate a national network of test facilities, in-
cluding operating or coordinating the use of intellec-
tual capacity, modeling and simulation, laboratories,
test ranges and test beds, to be known as the Na-
tional Advanced Spectrom and Commutations Test
Network (referred to in this seetion as ‘NASCTN).

“(2) PUrPOSES—NASCTN shall be for the

purposes of—

“(A) developing methodologies for testing,
measuring interference, and setting guidelines
for interference;

“(B) conducting interference tests to bet-
ter understand the impact of Federal and com-

mercial speetrum activities;
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“(C) conducting research and testing to
improve spectrum interference tolerance, flexi-
bility, and agility; and
“(D) other activities as deemed necessary
by the Director.

“(3) PARTNERSHIPS WITH OTHER FEDERAL
AGENCIES.—In addition to such sums as may be au-
thorized to be appropriated or otherwise made avail-
able to carry out this section, the Director may ac-
cept funds from other departments and agencies of
the Federal Government, and from the State and
local governments, to operate the national network
under this section.”.

SEC. 211. NEUTRON SCATTERING.

(a) STRATEGIC PLAN FOR THE INSTITUTE E\TEUTRON
REACTOR.~—The Director shall develop a strategic plan for
the future of the Institute Center for Neutron Research
after the eurrent neutron reactor is decommissioned, in-
cluding—

(1) a succession plan for the reactor, including
a roadmap with timeline and milestones;

{2) conceptual design of a new reactor and ac-
companying facilities, as appropriate; and

(3) a plan to minimize disruptions to the user

community during the transition.
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(b} COORDINATION WITH THE DEPARTMENT OF EIN-
ERGY.—The Secretary, aeting through the Director, shall
coordinate with the Secretary of Energy on issues related
to Federal support for neutron science, including esti-
mation of long-term needs for research using neutron
sources, and planning efforts for future facilities to meet

such need.

{¢) REPORT TO CONGRESS.—Not later than 18
months after the enactment of this Aet, the Director shall
submit to Congress the plan required under subscetion
(a), and shall notify Congress of any substantial updates
to such plan in subsequent years.

SEC. 212. QUANTUM INFORMATION SCIENCE.

(a) In GENERAL.~The Director shall continue to
prioritize and carry out activities authorized in the Na-
tional Quantum Initiative Aet (15 U.S.C1. 8801).

{(b) QUANTUM RESEARCH.—Section 201(a) of the
National Quantum Initiative Act (15 U.S.C. 8331) is
amended-—

(1) in paragraph (3), by striking “and”™ at the
end;

(2) in paragraph (4), striking the period at the
end and inserting a semicolon;

(3) by redesignating paragraphs (3) through

{4) as paragraphs (8) through (7); and
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(4) by inserting after paragraph (2) the fol-
lowing:

“{3) shall carry out research to faecilitate the
development and standardization of quantum eryp-
tography and post-quantum classical eryptography;

“{4} shall carry out research to facilitate the
development and standardization of quantum net-
working and communications technologies and appli-
cations, including—

“{A) quantum repeater technology;

“(B) quantum network traffie manage-
ment;

“(C) quantum transduction;

“(D) long haseline entanglement and
teleportation; and

“(E) such other technologies, processes, or
applications as the Under Secretary econsiders
appropriate;

“(5) shall, for quantum technologies deemed by
the Director to be at a readiness level sufficient for
standardization, the Director shall provide technical
review and assistance to such other Federal agencies
as the Director considers appropriate for the devel-
opment of quantum network infrastructure stand-

ards;”.
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SEC. 213. ARTIFICIAL INTELLIGENCE.

The Divector shall continue to support the develop-
ment of artificial intelligence and data science, and carry
out the activities of the National Artificial Intelligence Ini-
tiative Act of 2020 authorized in division E of the Na-
tional Defense Aunthorization Act for Fiscal Year 2021
{Public Law 116--283), including through—

{1) expanding the Institute’s capahilities, in-
cluding scientifie staft and research infrastructure;

{2) supporting measurement research and de-
velopment for advanced computer chips and hard-
ware designed for artificial intelligence systems;

(3) supporting the development of technical
standards and guidelines that promote safe and
trustworthy artificial intelligence systems;

(4) ereating a framework for managing risks
associated with artificial intelligence systems; and

{5) developing and publishing eybersecnrity
tools, encryption methods, and best practiees for ar-
tificial intelligence and data science.

TITLE III—GENERAL ACTIVITIES
SEC. 301. NIST FACILITIES AND CONSTRUCTION.

(a) OWNERSHIP, OPERATION, AND LEASING OF Fa-
CILITIES.—Section 14 of the National Institute of Stand-
ards and Teehnology Aet (15 U.S.(. 278d) is amended

by adding at the end the following:
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“(e) OwNERsHIP, OPERATION, AND LEASING OF Fa-

ciLTies.—Within the limits of funds which are appro-

priated for the Institute, the Secretary is authorized to
own, operate, or lease research facilities In locations
throughout the United States and its territories in fur-
therance of its mission, provided that no agreement is en-
tered into to own, operate, or lease without first notifying
the appropriate Congressional Committees of jurisdic-
tion.”.

(b) Facriries MODERNIZATION FUND.—Section 14
of such Act (15 U.S.C. 278d), as amended by subsection
(&}, is further amended by adding at the end the following:

“(d) FACILITIES MODERNIZATION FUND.—

“(1) ESTABLISHMENT —There is established in
the Treasury of the United States a fund to be
known as the ‘NIST Facilities Modernization Fund’
(hereafter in this section referred to as the ‘Tand’).

“(2) UsE oF FUNDS.—Amounts in the Fund
shall be available to Secretary, acting through the
Director, for Capital Projects on the Institute’s cam-
puses for the modernization and construction of re-
search facilities needed to conduct leading edge sci-
entific and technical research.

“(3) CONTENTS OF FUND.—The Funds shall

consist of the following amounts:
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“(A) Such amounts as may be appro-
priated by law.
“(B) Interest earned on the balance of the

Fund.

“{4) AUTHORIZATION OF FUNDS.—Of the funds
authorized to be appropriated in section 302 of the
National Institute of Standards and Technology For
the Future Act of 2021 for the construction and
renovation of facilities, $80,000,000 for each of the
fiscal years 2022 through 2026 shall be provided for
the Fund established in subsection (a).

“(5) CONTINUING AVAILABILITY OF FUNDS.—
Amounts in the Fund are available without regard
to fiscal year limitation.

“(6) NOTIFICATION TO COMMITTEES.—Upon
making any obligation or expenditure of any amount
in the IFund, the Secretary, through the Director,
shall notify the Committee on Science, Space, and
Technology of the House of Representatives, the
Committee on Commerce, Science, and Transpor-
tation of the Senate, the Committee on Appropria-
tions of the House of Representatives and the Com-
mittee on Appropriations of the Senate of the
amount and purpose of the obligation or expendi-

ture.
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“(7) NIST FACILITIES MODERNIZATION AND

MAINTENANCE PLAN.—

“(A) IN ¢ENERAL.—To carry out the pro-
gram authorized in subsection (a), the Sec-
retary, acting through the Director, shall de-
velop and submit to Congress a 5-vear mod-
ernization and maintenance plan for the Na-
tional Institute of Standards and Technology’s
campuses.

“(B) Tmng—The modernization and
maintenance plan required in paragraph (1)
shall be submitted to Congress not later than
30 days after the date of enactment of the Na-
tional Institute of Standards and Technology
For the Future Act of 2021, and an update
shall be submitted to Congress annually there-
after.

“(Cy ComponNeNTS.—The plan required in
paragraph (1) shall inelude, with respect to the
5-year period beginning on the date of the sub-
mission or update, the following:

“) A list of Capital Construction

Projects expected to be undertaken during

such period, the core capabilities these fa-

cilities will provide, climate-resilience plan-
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ning efforts, anticipated schedule of con-
struction, and anticipated funding require-
ments,

“(i1) A list of planned utility infra-
structure projects expected to be under-
taken during such periods, anticipated
schedule of construction, and anticipated
funding requirements.

“(ii1) A list of planned IT infrastruc-
ture projects expected to be undertaken
during such period, anticipated schedule of
construction, and anticipated funding re-
quirements.

“iv) A list of the deferred mainte-
nance projects expected to be undertaken
duaring such period, anticipated schedule of
construction, anticipated funding require-
ments, and an evaluation of progress made
in reducing the deferred maintenance back-

b

log.”.

SEC. 302. EDUCATIONAL OUTREACH AND SUPPORT FOR

UNDERREPRESENTED COMMUNITIES.

Seection 18 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-1) is amended—

(1) in subsection (a), in the second sentence—
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(A) by striking “may”  and inserting
“shall”’; and
(B) by striking “academia” and inserting

“diverse types of institutions of higher edu-

cation”; and

(2) in subsection {&)—

(A) in paragraph (4), by striking “and” at
the end;

(B) in paragraph (5), by striking the pe-
riod at the end and inserting *; and”’; and

(C) by imserting after paragraph (5) the
following:

“(6) conduct outreach to and develop research
collaborations with historically black colleges and
universities and minority-serving institutions, includ-
ing through the reeruitment of students and faculty
at such institutions to participate in programs devel-
oped under paragraph (3); and

“(7) carry out other activities to increase the
participation of persons historically underrep-

resented in STEM in the Institute’s programs.”.

SEC. 303. OTHER TRANSACTIONS AUTHORITY.

Section 2(b){4) of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 272(b)(4)) iz amend-

ed to read as follows:
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“(4) to enter into and perform such contracts,
including eooperative research and development ar-
rangements and grants and cooperative agreements
or other transactions, as may be necessary in the
conduet of its work and on such terms as it may
deem appropriate, in furtherance of the purposes of

this Aet;”.

SEC. 304. INTERNATIONAL STANDARDS DEVELOPMENT.

{2) INTERNATIONAL STANDARDS ENGAGEMENT.—

{1} IN GENERAL.—The Director shall fead in-
formation exchange and coordination among Federal
agencies and communication from Federal agencies
to the private sector of the United States to ensure
effective Federal engagement in the development
and use of international technical standards.

(2) ReQuireMENTS.—To support private sec-
tor-led engagement and ensure effective Federal en-
gagement in the development and use of inter-

national technical standards, the Director shall con-

sider:

{A) the role and needs of the Federal Gov-

ernment with respect to international technical
standards;

(B) organizations developing international

technieal standards of interest to the United
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States, United States representation and influ-
ence in these organizations, and key contribu-
tors for technical and leadership expertise in
these organizations;

(C) support for persons with domain sub-
jeet matter expertise, especially from small
businesses located in the United States, to in-
fluence and engage in technical standards lead-
ership positions, working groups and meetings;

(D) opportunities for partnerships for sup-
porting international technical standards from
across the Federal Government, federally fund-
od rescarch and development centers, univer-
sity-affiliated research centers, institutions of
higher education, industry, industry associa-
tions, nonprofit organizations, and other key
contributors;

(E) support for activities to eneourage the
adoption of technical standards developed in the
United States to be adopted by international
standards organizations; and

{F) other activities determined by the Di-
rector to be necessary to support United States
participation in international standards develop-

ment, economie competitiveness, and national
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security in the development and use of inter-
national technical standards.

(b) Caracity BUILDING GUIDANCE.—The Director

shall support education and workforce development efforts
to promote United States participation in international

standards organizations. The Director shall—

(1) identify and create, as appropriate, tech-
nical standards education and training resources for
interested businesses, industry associations, aca-
demia, nonprofits, Federal agencies, and other rel-
evant standards contributors. including aetivities
targeted at integrating standards content into un-
dergraduate and graduate curricula in science, engi-
neering, business, public policy, and law;

(2) conduct outreach, including to private sec-
tor leaders, to support cngagement by more United
States stakeholders in international technical stand-
ards development; and

(3} other activities deemed necessary by the Di-
rector to support increased engagement, influence,
and leadership of United States organizations in the
development of intermational technieal standards.

(¢} CAPACITY BUILDING PILOT PROGRAM. .~
{1) IN GENERAL.—The Director, in coordina-

tion with the Direetor of the National Scienee Foun-



—

ST S T S T NS T - R T e e e e
B OW M o= QO 0O 00~ N W R W N O Y 00 Yt W N

128

51

45
dation, the Administrator of the Small Business Ad-
ministration and the heads of other relevant Federal
agencies, as appropriate, shall establish a 5-year
pilot program to award grants, on a merit-reviewed,
competitive basis, to private sector entities, nonprofit
institutions, and based in the United States to sup-
port increased participation by small business and
academic interests in international standards organi-
zations.

(2) AcTIviTIES.—In earrying out the grants es-
tablished in subsection (c), the Director shall award
competitive, merit-reviewed grants to covered entities
to cover the reasonable costs, up to a specified ceil-
ing set by the Director, of activities supporting in-
creased engagement and leadership of employees of
small businesses and faculty of institutions of higher
education or other nonprofit research institutions
with subjeet matter expertise in international stand-
ards organizations.

(3) AWARD ‘CRITERIA.—The Director may only
provide a grant under this section to an eligible re-
cipient that—

(A) demonstrates deep technical standards

expertise;
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(B) demonstrates facility with the proc-
esses of the standards development organization
in which the recipient intends to engage using
grant funds;

(C)y proposes a feasible set of standard
deliverables to be completed over the per’iod of
the grant;

(D) explains how the recipient will fund
the standards work supported by the grant if
the grant funds are insufficient to cover all
costs of the work; and

(E) commits personnel with appropriate
expertise to engage in relevant international or-
canizations responsible for developing technical
standards over the period of the grant.

(4) ELIGIBILITY.—A small business coneern (as

defined in section 3 of the Small Business Aet (15
U.S.C. 632) based in the United States, an institu-
tion of higher education (as defined by section 102
of the Higher Education Act of 1965 (20 U.S. C,
1002)), or a nonprofit institution as defined in sec-
tion 4(5) of the Stevenson-Wydler Act (15 U.S.C.
3703) shall be eligible to receive grants under this

program.
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{3) PrIORITIZATION —The  Director may
prioritize grants awarded under this section to eligi-
ble recipients proposals for standards development
that address clearly defined current or anticipated
market needs or gaps that would not he met without
the grant.

(6) ArpPLICATION.—An eligible recipient seeking
funding under subsection (¢} shall submit an appli-
eation to the Director at such time, in such manner,
and containing such information as the Director
may require.

{7) MERIT REVIEW PROCESX.-—Not later than
90 days after the enactment of this Aet, the Diree-
tor shall establish a merit review process, including
the creation of merit review panels made of experts
from government and the private sector, to evaluate
the application under paragraph (5} to ensure appli-
cations submitted are reviewed in a fair, competitive,
transparent, and in-depth manner.

{3) CONSULTATION.—In carrying out the pilot
program established under subseetion (¢), the Direc-
tor shall consult with other Federal agencies, private
sector organizations, institutions of higher edu-
cation, and nonprofit organizations to help inform

the pilot program, including selection criteria, appli-
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cant disclosure requircments, grant amount and du-
ration, and the merit review process.

(9) REPORT TO CONGRESS.—The Director shall
brief Coongress after the second year of the pilot pro-
gram and each year following that includes the fol-
lowing:

{A) An assessment of the effectiveness of
the pilot program for improving the participa-
tion of United States small businesses, United
States institutions of higher education, or other
nonprofit research institutions in international
standards organizations, including—

(1) the type of activities supported, in-
eluding leadership roles;

(i1} the international standards orga-
nizations participated in; and

{ii1) the technical areas covered by the
activities.

(B) If deemed effective, a plan for perma-
nent implementation of the pilot program.

SEC. 305. UPDATE TO MANUFACTURING EXTENSION PART-
NERSHIP.

(a) ACCEPTANCE OF FunDs—Section 25(1) of the

National Institute of Standards and Technology Act (15

U.8.C. 278k(1)) is amended to read as follows:
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“(1) ACCEPTANCE OF FUNDS —

“{1) In GENErAL—In addition to such sums
as may be appropriated to the Secretary and Direc-
tor to operate the Program, the Secretary and Di-
rector may also accept funds from other Federal de-
partments and agencies, as well as funds provided
by the private sector pursuant to section 2(c)(7) of
this Aect (15 U.S.C. 272(e}{ 7)), to be available to the
extent provided by appropriations Acts, for the pur-
pose of strengthening United States manufacturing.

“{2) COMPETITIVE AWARDS—Funds accepted
from other Federal departments and agencies and
from the private sector under paragraph (1) shall be
awarded competitively by the Secretary and by the
Director to Manufacturing Extension Partnership
Centers, provided that the Secretary and Direector
may make non-competitive awards, pursuant to this
section or section 2HA, or as a non-competitive con-
tract, as appropriate, if the Secretary and the Direc-
tor determine that—

“(A) the manufacturing market or sector
targeted is imited geographically or in scope;

“(B) the number of States (or territory, in
the case of Puerto Rico) with Manufacturing

Extension Partnership Centers serving manu-



NN RN N Y O o]

10
11
12

14
15
16
17
18
19
20
21
22
23
24

133
56
50
facturers of such market or sector is five or
fewer; and
Y such Manufacturing Extension Part-
nership Center or Centers has received a posi-
tive evaluation in the most recent evaluation

conducted pursuant to subsection (g).”.

(b) INCLUSION OF CERTAIN SCHOOLS.—Section 25
of the National Institute of Standards and Technology Act
(15 U.S.C. 278k) is amended—

(1) in subsection (¢)—

(A) in paragraph (6}, by striking “commu-
nity colleges and area career and technical edu-
cation schools” and inserting “‘secondary
schools (as defined in section 8101 of the Ele-
mentary and Secondary Education Aet of 1965
(20 U.S.C. 7801)), community colleges, and
area career and technical education schools, in-
cluding those in underserved and rural commu-
nities,”; and

(B) in paragraph (7}—

(i) by striking “and local colleges”
and inserting “Jocal high schools and local
colleges, including those in underserved

and rural communities,”’; and
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(it} by inserting “or other applied
learning opportunities” after “apprentice-
ships’’; and

3

(2) in subseetion (d)(3), by striking “, commu-
nity colleges, and area career and technical edu-
cation schools,” and inserting ‘“‘and local high
schools, community colleges, and area career and
technical education schools, including those in un-
derserved and rural communities,”.

306. STANDARD TECHNICAL UPDATE.

{a) NATIONAL INSTITUTE OF STANDARDS AND

TrRCHNOLOGY AcT UrDATES.—The National Institute of

Stan
ed—

dards and Technology Act (15 U.S.C. 271) is amend-

{1) in section 15—

(A) in subsection (b), by striking the pe-
riod at the end and inserting a semicolon;

(B) in subsection (g), by striking “and”
after the semicolon; and

{C) by striking the period at the end and
inserting *; and (i) the protection of Institute
buildings and other plant facilities, equipment,
and property, and of employees, associates, or
visitors, located therein or associated therewith,

notwithstanding any other provision of law, the
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direction of such of the officers and employees
of the Institute as the Secretary deems nec-
essary in the public interest hereafter fo carry
fircatms while in the conduct of their official
duties, and the authorization of employees of
contractors and subcontractors of the Institute
who are engaged in the protection of property
owned by the United States, and located at fa-
cilities owned by, leased, used or under the con-
trol of the United States, to carry firearms
while in the conduct of their official duties, and,
under regulations prescribed by the Secretary
and approved by the Attorney General, the au-
thorization of officers and employees of the In-
stitute and of its contractors and subcontrac-
tors authorized to carry firearms hereafter to
arrest without warrant for any offense against
the United States committed in their presence,
or for any felony cognizable under the laws of
the United States if they have reasonable
grounds to believe that the person fo be ar-
rested has committed or is committing such fel-
ony, provided that such authority to make ar-
rests may be exercised only while guarding and

protecting buildings and other plant facilities,
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equipment, and property owned or leased by,
used or under the eontrol of, the United States
under the administration and control of the
Secretary.”; and
(2) by amending section 17(a) to read as fol-

lows:

“(a} The Secretary is authorized, notwithstanding
any other provision of law, to expend such sums, within
the limit of appropriated funds, as the Secretary may
deem desirable through direct support for activities of
international organizations and foreign national metrology
institutes with which the Institute cooperates to advance
measurement methods, technical standards, and related
basic technologies, for official representation, to host offi-
cial receptions, dinners, and similar events, and to other-
wise extend official eourtesies, including transportation of
foreign dignitaries and representatives of foreign national
metrology institutes to and from the Institute, for the pur-
pose of maintaining the standing and prestige of the De-
partment of Commerce and the Institute, through the
grant of fellowships or other appropriate form of financial
or logistical assistanee or support to foreign nationals not
in service to the Government of the United States while

they are performing scientific or engineering work at the
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Institute or participating in the exchange of scientific or
technical information at the Institute.”,

{h) STEVENSON-WYDLER UPDATES.—The Steven-

son-Wydler Technology Innovation Act of 1980 (15 U.8.C.
3701} is amended—

(1) in sectionn 17(e}{1)—

{A) by moving each of subparagraphs (D)
and (E) two ems to the left; and

(B) by adding at the end the following:

H(G) Community.”; and

{2) 1 section 23(a)—

(A) by redesignating paragraphs (1) and

(2} as paragraphs (2) and (3), respectively; and

(B) by inserting before paragraph (2), as
so redesignated, the following:

“(1) accept, apply for, use, and spend Federal,
State, and nongovernmental aequisition and assist-
ance funds to further the purposes of this Act as
well as share personnel, associates, facilities, and
property with these partner organizations, with or
without reimbursement, uwpon mutual agrecment:
Provided, That the approving official may waive
statutory and regulatory administrative provisions so
that a single agency may administer a jeint pro-

gram, upon mutual agreement;”.
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(¢) AMERICAN INNOVATION AND COMPETITIVENESS

Act UPDATE.—Section 113 of the American Innovation
and Competitiveness Act (15 U.8.C. 278e note) is re-
pealed.

(d) FEDERAL ENERGY MANAGEMENT IMPROVEMENT
Act UPDATE.—Section 4 of the Federal Energy Manage-
ment Improvement Act of 1988 (15 U.S.C. 5001) is
amended by striking “Secretary of Commerece” and “‘Sec-

retary” each place either such term appears and inserting

“Consumer Product Safety Commission”.
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Chairwoman JOHNSON. Without objection, the bill is considered
as read, and open to amendment at any point. Does anyone wish
to be recognized to speak on this underlying bill?

Ms, STEVENS. Madam Chair, I move to strike the last word.

Chairwoman JOHNSON. The Chair recognizes Ms. Stevens.

Ms. STeVENS. Thank you, Madam Chair. It is certainly an excit-
ing moment for this Committee, some might say a pinch me mo-
ment, as we get ready to mark up the NIST reauthorization, the
NIST for the Future Act, HR. 4609, a bill that I am so proud to
have introduced that will direct long overdue investments in one of
the most important and relevant agencies to our Nation’s innova-
tion enterprise and economic capabilities. I certainly want to thank
you, Madam Chair. I want to thank Ranking Member Lucas, as
well as the Ranking Member of the Research and Technology Sub-
committee, Mr. Waltz, for joining me in introducing this legislation
to reauthorize NIST.

As a—as we reflect, NIST is a critical agency that supports U.S.
competitiveness by advancing measurement science, standards, and
technology. NIST does essential work in supporting important in-
dustries of the future, including artificial intelligence, quantum
technologies, and biotechnology, and it makes improvements in
cybersecurity across the Nation. The agency has also played a crit-
ical and essential role in dozens of activities that are less attention
grabbing, but just as important. NIST reference materials, tech-
nical standards, measurement and calibration services, and tech-
nical guidance help validate the safety and function of most of the
ohjects around us in both our homes and our businesses. The work
helps us track and understand contaminants in our water, in our
air, and helps us construct buildings that are more resilient to nat-
ural hazards.

As Congress considers a significant package of legislation to ad-
vance science and technology, and bolster U.S. competitiveness, it
must not overlook NIST. Congress has not reauthorized this agency
since 2010, and in that time its budget has only grown modestly,
and little has been done to modernize it. But yet NIST has the ca-
pability to do more with less, and the incredible workforce that
comprises NIST, not only in Gaithersburg, but also in their out-
posts across the Nation, is truly of note and remarkable.

The bill authorizes a significant, but sustainable, increase in
NIST’s budget to ensure the agency can boldly advance industries
of the future, while continuing to invest across all its important
areas of research. We are looking at specifically the development
of activities in advanced communications, artificial intelligence, bio-
metrics, cybersecurity, engineering biology, greenhouse gas meas-
urement, privacy, and so much more. The funding and programs
authorized through this legislation will enable the agency to better
support U.S. industry jobs and advancing American interests in
international standards settings across the world.

It will also address longstanding challenges that have slowed the
agency’s work, like its maintenance backlog and inflexible authori-
ties. The NIST for the Future Act continues to strengthen and grow
NIST’s important extramural programs, the Hollings Manufac-
turing Extension Partnership (MEP), and the Manufacturing USA
Network. The bill bolsters the Manufacturing USA network by au-
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thorizing funding for two new competitively selected institutes. We
know that NIST is on the forefront of our semiconductor chip short-
age crisis that is deeply impacting industries across America, in-
cluding our beloved automotive industry. The new institutes have
created tremendous value not only since they were authorized, and
this is within Manufacturing USA, but during the Nation’s tough-
est times. We know that the Manufacturing Extension Partnership
Centers have played a role in addressing the impacts of COVID-
19. They have worked with 90 partners throughout the country to
connect supply chains, and keep our essential workers safe, and
implement safety components that were new to the time.

I am so proud of this bill, and the transparent bipartisan and de-
liberative process that continues to make it even better. Thank you
to every single person on this Committee for being a part of this
bill, but I also want to urge all of you to support it here today. I'm
going to ask, Madam Chair, for unanimous consent to submit to
the record letters of support for the NIST for the Future from IBM,
the Telecommunications Industry Association, the Security Indus-
try Association, the Information Systems Audit and Control Asso-
ciation, that—which is part of the NIST coalition, and, of course,
the U.S, Chamber of Commerce. And with that, I yield back.

[The information referred to follows:]

Chairwoman JOHNSON. Thank you. Without objection, so ordered.
Mr. Bera is recognized. I'm sorry, Mr, Waltz is recognized.

Mr. WaLTz. Thank you, Madam Chairwoman. And thank you for
holding today’s markup considering these important pieces of legis-
lation. First up is a bill 'm very proud to be an original co-sponsor
with, with Chairwoman Stevens, and you can certainly hear and
see her passion for these bills. And I want to thank you, Chair-
woman Stevens, Chairwoman Johnson, Ranking Member Lucas, for
working with me on H.R. 4606, the National Institute of Standards
and Technology for the Future Act of 2021. Frankly, 1 don’t think
a lot of Members fully understand, and a lot of Americans fully un-
derstand, how critical NIST is to what we do in our everyday lives
and to our economy.

Interestingly, NIST is the only Federal research agency whose
authority comes directly from the Constitution. Article 1, Section 8
of the Constitution grants Congress the power to “fix the standard
of weights and measurement”, and since 1901 it has been in the
forefront of setting the standards for weight and measurements in
the United States and the world. Almost every Federal agency and
the U.S. industry sector uses the standards, measurements, and
certification services that NIST labs provide. These services provide
the foundation for the fairness and efficiency of sales in the U.S.
and around the world, underpinning nearly half of the U.S. econ-
omy.

NIST contributes to countless products and services. They en-
hanee our national and economic security, improve Americans’
quality of life. And, for example, thousands of law enforcement offi-
cers’ lives are saved as a result of NIST developed standards for
ballistic resistant body armor. As a veteran of the Army, and with-
in the Army, nearly 60,000 different types of equipment regularly
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require NIST calibration tests to ensure their systems perform
properly on the battlefield.

The Nasdaq relies on NIST’s Internet Time Service to timestamp
billions of dollars’ worth of stock trades and other financial trans-
actions every business day. Currently NIST is playing a critical
role in my home State of Florida by leading an investigation into
the collapse of the Champlain Towers in Surfside, Florida. The
American people, and especially the residents of Surfside, and espe-
cially the families of those that we've lost, need answers, and de-
serve answers, on how this tragedy took place, and through this in-
vestigation, we will gain an understanding of how this happened,
how to prevent tragedies like this in the future. I look forward to
supporting Representative Crist’s amendment, of which I'm also a
co-sponsor, to ensure this study is fully authorized as part of this
bill. I was recently at the Surfside collapse, and I just cannot—
words cannot convey how devastated that community is, and,
frankly, how scared many of the residents in the surrounding
buildings are, so we need answers, and I lock forward to sup-
porting that.

Also important to Florida, especially during hurricane season,
are building codes to ensure resilience to wind and flooding events.
NIST assists the International Code Council with providing mod-
ern codes and standards to mitigate damages from natural disas-
ters. NIST research is a key component to positioning U.S. in tech-
nology at the leading edge of innovation. This legislation ensures
that NIST has the world-class research facilities and expertise nec-
essary to properly contribute to the industries of the future, includ-
ing quantum science, cybersecurity, Al, advanced communications,
and engineering biology.

The bill builds on congressional investments in domestic semi-
conductor manufacturing, or the CHIPS Act, that we signed into
law in the National Defense Authorization Act. We are currently
seeing a global chip shortage. The average new car has over 1,000
chips. We in the United States, we in the West, cannot be reliant
on the Chinese Communist Party for semiconductors that are es-
sential to modern defense systems and electronics.

NIST’s cybersecurity research and training programs are also
vital to protecting the Nation from the cyber threats that we are
facing today. Its cybersecurity technical standards and risk man-
agement frameworks are widely regarded among the best and most
comprehensive around the world. Finally, this bill also directs
NIST to develop guidance for research universities in adopting a
cybersecurity framework for properly assessing and addressing
cybersecurity vulnerabilities across their campuses.

So thank you again, Chairwoman Stevens, Chairwoman Johnson,
Ranking Member Lucas, for working with me on this important
piece of legislation, ushering this bill through the Science Commu-
nity on a bipartisan basis. NIST’s work is the foundation on which
U.S. competitiveness grows, and this legislation makes the nec-
essary investments to ensure we can combat the challenges coming
for our—from our adversaries, like the CCP. I encourage my col-
leagues to vote yes on this legislation. I yield back the balance of
my time.
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Chairwoman JouNSON. Thank you very much. Does anyone else
wish to be recognized to speak on this bill? Mr. Foster.

Mr. FosTER. I'd like to strike the last word.

Chairwoman JOHNSON. You're recognized.

Mr. FostEr. Thank you, Madam Chairwoman. I would like to
thank Subcommittee Chair Stevens for introducing this crucial bill,
and to the Chair and Ranking Member for their support of the Na-
tional Institute of Standards and Technology. Last month this
Committee worked together on a bipartisan basis to provide a sub-
stantial increase in science funding for the DOE Office of Science
and for NSF, and today we have the opportunity to build on that
great work by providing increased funding for NIST, whose work
undergirds almost all technology, including new innovations that
will arise from the newly authorized spending at NSF and the DOE
Office of Science.

If we wish to continue to encourage scientific advancement and
discovery across the U.S., all sections of our Federal science infra-
structure must be properly funded, and this legislation puts us one
step closer to that goal. I'd like to take a moment to talk about one
important piece of NIST’s mission that often gets overlocked, which
is developing standards for secure digital identification. The lack of
a secure way for individuals to authenticate themselves online and
offline has left us open to identity theft, financial fraud, and with-
out the means to distinguish fraudulent from legitimate online ac-
tivity, and the lack of a secure digital ID is a key cybersecurity vul-
nerability that’s been flagged again, and again, and again. Inci-
dents of identity theft and identity fraud continue to rise in the
United States, where identity theft is at an all-time high, with over
1.3 million reports of consumer identity fraud to the FTC (Federal
Trade Commission) in 2020, and tens of billions of dollars of fraud-
ulent or mistaken payments by the Federal Government.

The inadequacy of current systems of digital identity degrades
our security, and degrades privacy for all Americans, and next gen-
eration solutions are needed to improve both security and privacy.
So I'm proud to have my Strengthening Digital Identity Act essen-
tially incorporated into this bill to address this problem. My bill di-
rects NIST to create robust standards and guidance for the imple-
mentation of digital identification. NIST’s work in identity research
and standards is one of the best in the world, and, given that ad-
versaries continue to exploit weaknesses in our digital identity sys-
tems to conduct successful cyberattacks, additional NIST resources
are needed to help government and industry secure people’s iden-
tity in cyberspace.

Digital identification’s a long overdue and a necessary tool for
the United States economy to transition into the digital age, while
preventing fraud, ensuring privacy, and improving equity. A pri-
vacy-preserving and secure digital identity would allow Americans
to sign up for government benefits, make a withdrawal from their
bank, or view their medical records, or dozens of other uses, all
with near-zero risk of identity theft or fraud. Reducing identity
fraud would not only provide tremendous savings to individual con-
sumers and businesses, but it would also create massive savings
for our government. However, it's important to get this right, and
this legislation is an important first step in ensuring that NIST
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keeps us ahead of the curve in establishing standards and guidance
for a safe, secure, and privacy preserving digital identification. So
I urge my colleagues to support this legislation, and yield back.

Chairwoman JOHNSON. Thank you. Anyone else seeking recogni-
tion? OK. We will now proceed with the amendments in the order
that’s on the roster. The first amendment on the roster is an
amendment offered by the gentlelady from Michigan. The Clerk
will report the amendment.

The CLERK. Amendment No. 1, amendment in the nature of a
substitute (ANS) to H.R. 4609, offered by Ms. Stevens of Michigan.

[The amendment of Ms. Stevens follows:]
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AMENDMENT IN THE NATURE OF A SUBSTITUTE
TO H.R. 4609
OFFERED BY MS. STEVENS OF MICHIGAN

Strike all after the enacting clause and insert the

following:

1 SECTION 1. SHORT TITLE.
2 (a) SHORT TITLE.—This Act may be cited as the
3 “National Institute of Standards and Technology for the
4 Future Act of 20217,

5 {b) TABLE OF CONTENTS.—The table of contents for
6

this Act is as follows:

See. 1. Short title.
See. 2. Definttions.

TITLE I—APPROPRIATIONS

See. 101. Authorization of appropriations,
TITLE [I-—MEASUREMENT RESEARCH

See. 201. Engineering biology and biometrology.

See. 202. Greenhouse gas measurement research.

See. 203. NIST Authority for eybersecurity and privacy activities,
See. 204, Software security and authentication,

See. 205. Digital identity management research.

See. 206. Biometries research and testing.

See. 207. Federal biometric performance standards.

See. 208. Protecting research from cyber theft.

Sec. 209. Dissemination of resources for research institutions,
Sec. 210. Advanced comniunications research.

See. 211, Neutron scattering.

See. 212, Quantum information science.

See, 213, Artificial intelligence.

TITLE HI—GENERAL ACTIVITIES

See. 301, NIST facilities and construetion.
See. 302. Educational outreach and support for underrepresented communities.



See.
See.
See,
See,

See.
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2
303, Other transactions authority.
304. Collaborations with government agencios.
305. Hiring eritical technical experts.
306. International standards development.
307. Standard technical update.

TITLE IV—HOLLINGS MANUFACTURING EXTENSION
PARTNERSHIP

2. 401. Establishment of expansion awards pilot program as a part of the

Hollings Manufacturing Extension Partnership.
402, Update to manufaecturing extension partnership.

SEC. 2. DEFINITIONS.

In this Act:

{1} DIRECTOR.—The term ‘Director” means
the Director of the National Institute of Standards
and Technology.

(2) FraMEWORK.—The term “Framework”
means the Framework for Improving Critical Infra-
structure Cyberseeurity developed by the National
Institute of Standards and Technology and referred
to in Executive Ovder 13800 issued on May 11,
2017 {82 Fed. Reg. 22391 et seq.).

(3) HiSTORICALLY BLACK COLLEGES AND UNI-
VERSITIES —The term “historically Black colleges
and universities” has the same meaning given to the
term “part B institutions” in section 322 of the
Higher Education Act of 1965 (20 U.S.C. 1061).

{4) INSTITUTE.—The term “Institute” means
the National Institute of Standards and Technology.

{5) INSTITUTION OF HIGHER EDUCATION.—The

term “institution of higher education” has the
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3
meaning given such term in section 101 of the High-
er Education Act of 1965 (20 U.S.C. 1001).

{6) INTERNATIONAL STANDARDS ORGANIZA-
TION.—The term “International Standards Organi-
zation” has the meaning given such term in section
451 of the Trade Agreements Act of 1979 (19
U.S.C. 2571).

(7 MINORITY SERVING INSTITUTION.—The

E]

term “‘minority-serving institution’” means a His-
panie-serving institution, an Alaska Native-serving
institution, a Native Hawaiian-serving institutions, a
Predommantly Black Institution, an Asian American
and Native American Pacific Islander-serving insti-
tution, or a Native American-serving nontribal insti-
tution as described in section 371 of the Higher
Edueation Act of 1965 (20 U.S.C. 1067q(a)).

{8) SECRETARY.—The term “Secretary”’ means
the Secretary of Commerce.

(9) TECHNICAL STANDARDS.—The term ‘‘tech-
nical standard” has the meaning given such term in
section 12(d)(B) of the National Technology Trans-

fer and Advancement Act of 1995,

TITLE I—APPROPRIATIONS

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

{a) F1scAaL YEAR 2022 —
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{1) In gENERAL—There are authorized to be
appropriated to the Seecretary of Commerce
$1,387,070,000 for the National Institute of Stand-
ards and Technology for fiscal year 2022,
(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)

(A) $915,570,000 shall be for scientific
and technical research and services laboratory
activities, of which $9,000,000 may be trans-
ferred to the Working Capital Fund;

{(B) $140,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs; and

{CY $331,500,000 shall be for industrial
technology  services  activities, of  which
$275,000,000 shall be for the Manufacturing
Extension Partnership program under sections
25 and 26 of the National Institute of Stand-
ards and Technology Aet (15 U.S.C. 278k and
2781) and $56,500,000 shall be for the Network
for Manufacturing Innovation Program under
section 34 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278s).

{b) F1scaL YEAR 2023 —
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(1) Iy GENERAL~—There are authorized to be
appropriated to the Secretary of Commerce
$1,518,800,000 for the National Institute of Stand-
ards and Technology for fiscal year 2023.
(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $979,100,000 shall be for scientific
and techmnical research and services laboratory
activities, of which $10,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $200,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs, including
$20,000,000 for IT infrastructure; and

(C) $339,800,000 shall be for industrial
technology  services  activities, of  which
$283,300,000 shall be for the Manufacturing
Extension Partnership program under sections
25 and 26 of the National Institute of Stand-
ards and Teehnology Act (15 U.S.C. 278k and
2781) and $56,500,000 shall be for the Network
for Manufacturing Innovation Program under
section 34 of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 278s).
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{e) F1s¢AL YEAR 2024 —

(1) IN GENERAL.—There are authorized to be

appropriated to the Secretary of Commerce
$1,595,800,000 for the National Institute of Stand-

ards and Technology for fiscal year 2024.

(2) SPECIFIC ALLOCATIONS.—Of the amount

authorized by paragraph (1)}—

(A) $#1,047,600,000 shall be for scientific
and technical research and services laboratory
activities, of which $12,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $200,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs, including
$20,000,000 for IT infrastructure; and

(C) $348,200,000 shall be for industrial
technology  services  activities, of which
$291,700,000 shall be for the Manufacturing
Extension Partnership program under sections
25 and 26 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278k and
2781) and $56,500,000 shall be for the Network

for Manufacturing Innovation Program under
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section 34 of the National Institute of Stand-

ards and Technology Act (15 U.8.C. 278s).
(d) F1scaL YEAR 2025.—

(1) IN GENERAL.—There are authorized to be
appropriated  to the Secretary of Commerce
$1,677,900,000 for the National Institute of Stand-
ards and Technology for fiscal vear 2025.

(2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $1,120,900,000 shall be for scientific
and technical research and services laboratory
activities, of which $15,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $200,000,000 shall he for the con-
struetion and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs, including
$20,000,000 for IT infrastructure; and

(C') $357,000,000 shall be for industrial
technology  services  activities, of which
$300,500,000 shall be for the Manufacturing
Extension Partnership program under sections
25 and 26 of the National Institute of Stand-
ards and Technology Act (15 U.8.C. 278k and
2781) and $56,500,000 shall be for the Network
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for Manufacturing Innovation Program under

section 34 of the National Institute of Stand-

ards and Technologv Act (15 U.S.C. 278s).
(e} F13CAL YEAR 2026, —

(1) Iy GENERAL—There are authorized to be
appropriated to the Secretary of Commerce
£1,765,400,000 for the National Institute of Stand-
ards and Technology for fiscal year 2026.

{2) SPECIFIC ALLOCATIONS.—Of the amount
authorized by paragraph (1)—

(A) $1,199,400,000 shall be for scientific
and techmical research and services laboratory
activities, of which $18,000,000 may be trans-
ferred to the Working Capital Fund;

(B) $200,000,000 shall be for the con-
struction and maintenance of facilities, of which
$80,000,000 shall be for Safety, Capacity,
Maintenance, and Major Repairs, including
$20,000,000 for IT infrastructure; and

(C) $366,000,000 shall be for industrial
technology  services  activities, of  which
$309,500,000 shall be for the Manufacturing
Extengion Partnership program under sections
25 and 26 of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 278k and
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9
23 2781) and $56,500,000 shall be for the Net-
work for Manufacturing Innovation Program
under section 34 of the National Institute of

Standards and Technology Aect (15 U.S.C.

o

78s).

TITLE II—MEASUREMENT

RESEARCH

SEC. 201. ENGINEERING BIOLOGY AND BIOMETROLOGY.

{a) In GENERAL.—The Director shall—

{1) support basic measurement science, tech-

nology research for engineering hiology, biomanufac-

turing, and biometrology to advance—

(A) measurement technologies to support
foundational understanding of the mechanisms
of conversion of DNA information into cellular
function, including both the natural and engi-
neered produetion of biomolecules;

(B) technologies for measurement of such
biomolecular components and for complex engi-
neered biological systems;

(C) new data tools, techniques, and proe-
esses to improve engineering biology, biomanu-
facturing, and biometrology research; and

(I)) all other areas deemed by the Director

to be critical to the development and deploy-
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ment of engineering hiology, biomanufacturing

and biometrology;

(2) support activities to inform and expand the
development of measurements infrastrueture needed
to develop technical standards to establish interoper-
ability and facilitate commerecial development of bio-
molecular measurement technology and engimeering
biology applieations;

(3) convene industry, institutions of higher edu-
eation, nonprofit organizations, Federal laboratories,
and other Federal agencies engaged in engineering
biology research and development to develop eoordi-
nated technieal roadmaps for aunthoritative measure-
ment of the molecular components of the cell;

(4) provide access to user facilities with ad-
vanced or unique equipment, services, materials, and
other resources to industry, institutions of higher
education, nonprofit organizations, and government
agencies to perform research and testing;

(5) establish or expand collaborative partner-
ships or consortia with other Federal agencies en-
gaged in engineering biclogy research and develop-
ment, institutions of higher education, Federal lab-
oratories, and industry to advanee engineering biol-

ogy applications; and
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(6) support graduate and post graduate re-
search and training in biometrology, biomanufac-
turing, and engineering biology.

{b} DEFINITIONS —For purposes of this section, the
term “Engineering Biology'" means the application of en-
gineering design principles and practices to biclogical sys-
tems, including molecular and cellular systems, to advance
fundamental understanding of complex natural systems

and to enable novel or optimize functions and capabilities.

{c) RULE oF CONSTRUCTION.—Nothing in this sec-
tion shall be construed to alter the policies, processes, or
practices of individual Federal agencies in effect on the
day before the date of the enactment of this Act relating
to the conduct of biomedical research and advanced devel-
opment, including the solicitation and review of extra-
mural research proposals.

{d) CONTROLS.—In carrying out activities authorized
by this seetion, the Secretary shall ensure proper security
controls are in place to protect sensitive information, as
appropriate.

SEC. 202. GREENHOUSE GAS MEASUREMENT RESEARCH.
{a) GREENHOUSE (A8 MEASUREMENT PROGRAM.—
(1) In geENERAL—The Director, in cousulta-
tion with the Administrator of the National Oceanic

and Atmospheric Administration and the Adminis-
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trator of the Environmental Protection Agency, shall
carry out a measurement research program to in-
form the development of best practices, benchmarks,
methodologies, procedures, and technical standards
for the measurement of greenhouse gas emissions
and to assess and improve the performance of green-
house gas measurenment systems.

(2) ActviTies—In carrying out such a pro-

gram, the Director may—

(A} conduct research and testing to im-
prove the accuracy, efficacy, and reliability of
the measurement of greenhouse gas emissions;

(B} conduct research to ereate novel meas-
urement technologies and techniques for the
measurement of greenhouse gases;

(C) convene and engage with relevant Fed-
eral agencies and stakeholders to establish eom-
mon definitions and characterizations for the
measurement of greenhouse gas emissions;

(D) eonduct outreach and coordination to
share technical expertise with relevant industry
and non-industry stakeholders and standards
development organizations to assist such enti-

ties in the development of best practices and
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technical standards for greenhouse gas meas-

urements; and

(E) in coordination with the Administrator
of the National Oceanic and Atmospherie Ad-
ministration and the Administrator of the Envi-
ronmental Protection Ageney, develop such
standard reference materials as the Director de-
termines is necessary to further the develop-
ment of such technical standards.

(3) TEsT BEDS.—In coordination with the pri-
vate sector, institutions of higher education, state
and local governments, the National Oceanie and At-
mospheric Administration, the Environmental Pro-
tection Agency, and other Federal agencies as ap-
propriate, the Director may continue to develop and
manage testbeds to advance measurement research
and standards development for greenhouse gas emis-
sions.

(4) GREENHOUSE (GAS MEASUREMENT (ENTER
OF EXCELLENCE.—

(A) IN GENERAL—The Director, in col-
laboration with the Administrator of the Na-
tional Oceanie and Atmospheric Administration,
the Administrator of the Environmental Protec-

tion Ageney, and the heads of other Federal
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agencies, as appropriate, shall award te an in-
stitution of higher education or an eligible non-
profit organization (or a consortium thereof),
on a merif-reviewed, competitive basis, funds to
establish a Center of Excellence in Greenhouse
(Gas Measurement,

(B} CoLLABORATIONS—The  Director
shall require, as a condition of receipt of the
award under this paragraph, that the activities
of the Center of Excellence inelude collaboration
among public and private organizations, includ-
ing institutions of higher education, nonprofit
organizations, private sector entities, and State,
tribal, territorial, and local officials.

(C) Purrose.—The purpose of the Center
of Excellence shall be to—

(1) advance measurement science, data
analytics, and modeling to improve the ac-
curacy of greenhouse gas emissions meas-
urement, validation, and attribution;

(i1} test and evaluate the performance
of existing capabilities for the measure-
ment and validation of greenhouse gas

emissions;
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(ii1} educate and train students in
measurement  seience, computational
science, and systems engineering research
relevant to greenhouse gas measurements;
(iv) foster collaboration among aca-
demic researchers, private sector stake-
holders, and State, fribal, territorial, and
local offieials;
{v) support Institute test beds as de-
seribed in subsection (a)(3); and
{(vi} collaborate with other Federal
ageneies to conduet outreach and coordina-
tion to share technical expertise with rel-
evaut public and private sector stake-
holders, including State, tribal, territorial,
and local officials, to assist such entities in
measuring greenhouse gas emissions.
(D) REQUIREMENTS .~
(i) IN GENERAL.—An institution of
higher education or an eligible nonprofit
organization (or a consortium thereof)
seeking funding under this subsection shall
submit an application to the Director at

such time, in such manner, and containing
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such information as the Director may re-
quire.

(i1} AprLICATIONS.—Each application
made under clause (i) shall include a de-
seription of—

{I) how the Center will work with
other research institutions, industry
partners, and State and local officials
to identify research, testing, and tech-
nical standards needs relevant to
greenhouse gas emissions;

(IT) how the Center will promote
active eollaboration among rescarchers
in multiple disciplines involved in the
measurement of greenhouse gas emis-
sions; and

(ITI) how the Center will share
technieal expertise with relevant pub-
lic and private sector stakeholders, in-
cluding state and local officials, to as-
sist such entities in measuring green-
house gas emissions.

(11i) SELECTION AND DURATION.—~
Each Center established under this section

is authorized to carry out activities for a
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1 period of 5 years, renewable for an addi-
2 tional 5 vears at the diseretion of the Di-
3 rector, Iin consultation with other Federal
4 agencies as appropriate.
5 SEC. 203. NIST AUTHORITY FOR CYBERSECURITY AND PRI-
6 VACY ACTIVITIES.
7 Section 2 of the National Institute of Standards and
8 Technology Act (15 U.S.CL 272 et seq.) is amended
9 (1) in subsection {¢)—

10 (A) in paragraph (16), by striking the pe-
11 riod at the end and inserting a semicolon;

12 {B) by redesignating paragraphs (16)
13 through (27) as paragraphs (21} through (32),
14 respectively; and

15 (C) by inserting after paragraph (15) the
16 following:

17 “(16) support information security measures
18 for the development and lifecycle of software and the
19 software supply chain, including development of vol-
20 untary, consensus-based technical standards, best
21 practices, frameworks, methodologies, procedures,
22 processes, and software engineering toolkits and con-
23 figurations;

24 “(17) support information security measures,

25 including  voluntary, consensus-based technical
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standards, best practices, and guidelines, for the de-
sign, adoption and deployment of cloud ecomputing
services;

*(18) support research, development, and prac-
tical application to improve the usability of evberse-
curity processes and technologies;

“(19) facilitate and support the development of
a voluntary, consensus-based set of technical stand-
ards, guidelines, best practices, methodologies, pro-
cedures, and processes to cost-effectively ensure ap-
propriate privacy protections for personally identifi-
able information in systems, technologies, and proc-
csses used by hoth the public and private scetor;

“{20) support privacy measures, ineluding vol-
untary, consensus-based technical standards, best
practices, guidelines, metrology, and testbeds for the
design, adoption and deployment of privacy enhane-
ing technologies;”; and

(2) in subseetion (e){1)(A)—

(A) in elause (viil), by striking “and” at
the end;
(B) by redesignating clause (ix) as clause

{x); and

{C) by inserting after clause (viii} the fol-

lowing:
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“Gx) conduet reviews of and create
impact metrics for cybersecurity solutions
and capabilities developed by the Institute
for purposes of improvement; and”.
SEC. 204. SOFTWARE SECURITY AND AUTHENTICATION.

(a) VULNERABILITIES IN OPEN SOURCE SOFT-
WARE.—The Director shall assess and assign severity
metrics to identified vulnerahilities with open source soft-
ware and produce voluntary guidance to assist the enfities
that maintain open source software repositories to discover
and mitigate valnerabilities.

(h)  ARTIFICIAL INTELLIGENCE-ENABLED DE-

FENSES.

The Director shall carry out research and test-
ing to improve the effectiveness of artificial intelligence-
enabled eybersecurity, including by generating optimized
data sets to train artificial intelligence defense systems
and evaluating the performance of varying network archi-
tectures at strengthening network security.

{¢) AUTHENTICATION OF INSTITUTE SOFTWARE.—
The Director shall ensure all software released by the In-
stitute is digitally signed and maintained to enable stake-
holders to verify its authenticity and integrity upon instal-
lation and execution.

(d) ASSISTANCE TO INSPECTORS (GENERAL—The

Director shall provide technical assistance to improve the
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education and training of individual Federal agency In-
spectors General and staff who are responsible for the an-
nual independent evaluation they are required to perform
of the information security program and practices of Fed-
eral Agencies under section 3555 of title 44, United States
Code.
SEC, 205. DIGITAL IDENTITY MANAGEMENT RESEARCH.

Section 504 of the Cybersecurity Enhancement Act
of 2014 (15 U.S.C. 7464) is amended to read as follows:
“SEC. 504. IDENTITY MANAGEMENT RESEARCH AND DEVEL-

OPMENT.

“{a) INn GENERAL.—The Director shall carry out a
program of research to support the development of vol-
untary, consensus-based technical standards, best prac-
tices, benchmarks, methodologies, metrology, testbeds,
and conformance eriteria for identity management, taking
into aecount appropriate user concerns—

“(1) to 1mprove interoperability and portability
among identity management technologies;

“(2) to strengthen identity proofing and
verification methods used in identity management
systems;

“(3) to improve privacy protection in identity
management systems through authentication and se-

eurity protocols; and
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“(4) to monitor and improve the aceuracy,
usability, and inclusivity of identity management
systems.

“(b) DicrraL IDENTITY TECHNICAL ROADMAP.—
The Director, in consultation with other relevant Federal
agencies and stakeholders from the private sector, shall
develop and maintain a technical roadmap for digital iden-
tity management research and development focused on en-
abling the voluntary use and adoption of modern digital
identity solutions that align with the four criteria in sub-
section (a).

“(¢) D1GITAL IDENTITY MANAGEMENT GUIDANCE.—

“(1) In GENERAL.—The Director shall develop,
and periodically update, in collaboration with other
public and private sector organizations, common
definitions and voluntary guidance for digital iden-
tity management systems.

“(2) GuipAaNcE.—The Guidance shall—

“(A) align with the four ecriteria in sub-
section (a), as practicable;

“(B) provide case studies of implementa-
tion of guidance;

“(C) ineorporate voluntary technical stand-

ards and industry best practices; and
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“(D) not preseribe or otherwise require the
use of specifie technology products or services.
“(3) CONSULTATION.—In carrying out this sub-

section, the Director shall consult with—

“(A) Federal and State agencies;

“(B) industry;

“(C) potential end-users and individuals
that will use services related to digital identity
verifieation; and

“(D) experts with relevant experience in
the systems that enable digital identity

verification, as determined by the Director.”.

SEC. 206. BIOMETRICS RESEARCH AND TESTING.

(a) IN GENERAL.—The Secretary, acting through the

Director, shall establish a program to support measure-
ment research to inform the development of best practices,
benchmarks, methodologies, procedures, and voluntary,
consensus-based technical standards for biometric identi-
fication systems, ineluding facial recognition systems, to
assess and improve the performance of such systems. In

carrying out such program, the Director may—

(1) conduct research to support efforts to im-
prove the performance of biometric identification
systems, including in areas related to conformity as-

sessment, image quality and interoperability,
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contactless biometric capture technologies, and
human-in-the-loop biometric identification systems
and processes;

(2) convene and engage with relevant stake-
holders to establish common definitions and charac-
terizations for biometric identification systems, in-
cluding accuracy, fairness, bias, privacy, consent,
and other properties, taking into account definitions
in relevant international technical standards and
other publications;

(3) carry out research and testing on a range
of biometriec modalities, such as fingerprints, voice,
iris, face, vein, hehavioral biometries, genetics,
multimodal biometrics, and emerging applications of
hiometrie identification technology;

(4) study the use of privacy-enhancing tech-
nologies and other technical protective controls to fa-
cilitate access to public data sets for biometric re-
search;

{5) conduect outreach and coordination to share
technical expertise with relevant industry and non-
industry stakeholders and standards development or-
ganizations to assist such entities in the development
of best practices and voluntary technical standards;

and
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(6) develop such standard reference artifacts as
the Director determines is necessary to further the
development of such voluntary technical standards.
{(b) BroMETRICS VENDOR TEST PROGRAM —

(1) IN GENERAL—The Secretary, acting
through the Director, shall carry out a test program
to provide blometrics vendors the opportunity to test
biometric identification technologies across a range
of modalities.

{2) AoTiviTIES —In carrying out the program
under subsection (a), the Director shall—

{A) conduct research and regular testing to
improve and benchmark the accuracy, efficacy,
and bias of biometric identification systems, in-
clading research and testing on demographic
variations, capture devices, presentation attack
detection, partially occluded or computer gen-
erated images, privacy and security designs and
controls, teraplate protection, de-identification,
and comparison of algorithm, human, and eom-
bined algorithm-human recognition eapability;

{B) develop an approach for testing soft-
ware and cloud-based biometrics applications,
including remote systems, in Institute test fa-

eilities;
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(C) establish reference use cases for bio-
metric applications and performance eriteria for
assessing each use ease, including accaracy and
bias metries;

(D) produce publie-facing reports of the
findings from such testing for a general audi-
ence; and

(E) conduct such other activities as
deemed necessary by the Director.

{(3) PARTNERSHIPS WITH OTHER FEDERAL

AGENCIES.—In addition to such sums as may be au-
thorized to be appropriated or otherwise made avail-
able to carry out this seetion, the Director may ac-
cept funds from other Federal departments and
agencies and States and local governments to carry
out activities under this subsection.

SEC. 207. FEDERAL BIOMETRIC PERFORMANCE STAND-

ARDS.

Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) is amended in sub-

section (b)—

(1) in paragraph (2), by striking “and” after

the semicolon;

{2) in paragraph (3), by striking the period and

inserting *; and”’;
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1 (3) by adding at the end the following:
“(4) performance standards and guidelines for
high risk biometric identification systems, including
facial recognition systems, accounting for various

use cases, types of biometrie identification systems,

2

3

4

5

6 and relevant operational conditions.”.
7 SEC. 208. PROTECTING RESEARCH FROM CYBER THEFT.

8 Section 2(e}(1){A) of the National Institute of Stand-
9 ards and Technology Act (15 U.S.C. 272(e){1)(A)), as

10 amended by section 203(2), is further amended—

11 (1) in eclause (ix), as added by section
12 203(2)(C), by striking “and” after the semicolon;

13 (2) by redesignating clause (x), as redesignated
14 by section 203(2)(B), as clause (xi}; and

15 (3) by inserting after clause (ix), as added by
16 section 203(2)(C), the following:

17 “(x) consider institutions of higher
18 education (as defined in section 101 of the
19 Higher Education Act of 1965 (20 TU.8.C.
20 1001)); and”.

21 SEC. 209. DISSEMINATION OF RESOURCES FOR RESEARCH
22 INSTITUTIONS.

23 (2) DISSEMINATION OF RESOURCES FOR RESEARCH

24 INSTITUTIONS.—
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(1) IN GENERAL.—Not later than one year
after the date of the enactment of this Act, the Di-
rector shall, using the authorities of the Director
under subsections {¢){(15} and (e){1)}{A)(ix) of sec-
tion 2 of the National Institute of Standards and
Technology Act (15 U.8.C. 272), as amended by see-
tion 208, disseminate and make publicly available
resources to help qualifying institutions identify, as-
sess, manage, and reduce their cybersecurity risk re-
lated to conducting research.

(2} REQUIREMENTS—The Director shall en-
sure that the resources disseminated pursuant to
paragraph (1)—

(A) are generally applicable and usable by
a wide range of qualifying institutions;

(B) vary with the nature and size of the
qualifying institutions, and the nature and sen-
sitivity of the data collected or stored on the in-
formation systems or devices of the qualifying
institutions;

() include elements that promote aware-
ness of simple, hasic controls, a workplace cy-
bersecurity culture, and third-party stakeholder
relationships, to assist qualifying institutions in

mitigating commeon cybersecurity risks;
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(D) include case studies, examples, and
scenarios studies of practical application;

(E) are technology-neutral and can be im-
plemented using technologies that are commer-
cial and off-the-shelf; and

(F") to the extent practicable, are based on
international technical standards.

(3) NATIONAL CYBERSECURITY AWARENESS
AND EDUCATION PROGRAM.—The Director shall en-
sure that the resources disseminated under para-
graph (1) are consistent with the efforts of the Di-
rector under section 303 of the Cybersecurity En-
hancement Act of 2014 (15 U.S.C. 7451).

(4) UppATES.—The Director shall review peri-
odically and update the resources under paragraph
(1) as the Director determines appropriate.

(5) VOLUNTARY RESOURCES.—The use of the
resources disseminated under paragraph (1) shall be
considered voluntary.

(b OTHER FEDERAL CYBERSECURITY REQUIRE-

MENTS.—Nothing in this section may be construed to su-
persede, alter, or otherwise affect any cybersecurity re-

quirements applicable to Federal agencies.

(¢} DEFINITIONS.—In this seetion:
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1 (1) QUALIFYING INSTITUTIONS.—The term
2 “qualifving institutions” means institutions of high-
3 er education that are classified as either very-high
4 research intensive (R1) or high research intensive
5 (R2) status universities by the Carnegie Classifica-
6 tion of Academie Institutions.
7 {2) RESOURCES.—The term “resources’” means
8 guidelines, tools, best practices, technical standards,
9 methodologies, and other ways of providing informa-
10 tion.

11 SEC. 210. ADVANCED COMMUNICATIONS RESEARCH.
12 The National Institute of Standards and Technology

13 Act (15 U.S.C. 271 et seq.) is amended—

14 (1) by redesignating section 35 as section 36;
15 and
16 (2) by inserting after section 34 the following:

17 “SEC. 35. ADVANCED COMMUNICATIONS RESEARCH ACTIVI-

18 TIES.

19 “{a) ADVANCED COMMUNICATIONS RESEARCH.—

20 “(1) IN GENERAL.—The Director, in consulta-
21 tion with the Administrator of the National Tele-
22 communications and Information Administration,
23 the Director of the National Seience Foundation,
24 and heads of other Federal agencies, as appropriate,

25 shall carry out a program of measurement research
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to inform the development of eommon definitions,
benchmarks, best practices, methodologies, and vol-
untary, consensus-based technical standards for ad-
ranced communieations technologies.
“(2) RESEARCH AREAS.—Research areas may

mclude

“(A} radio frequency emissions and inter-
ference, including technologies and techniques
to mitigate such emissions;

“(B) advanced antenna arrays and artifi-
cial intelligence systems capable of operating
advanced antenna arrays;

“(C) artificial intelligence systems to en-
able internet of things networks, immersive
technology, and other advanced communications
technologies;

“(D) network sensing and monitoring tech-
nologies;

“(E) technologies to enable spectrum flexi-
bility and agility;

“(F") optical and quantum communications
technologies;

“(@) security of advanced communications
systems and their supply chains;

“(H) publie safety communications;
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“(I) resilient internet of things applications
for advanced manufacturing; and
“(J) other research areas deemed nec-
essary by the Director,

“(3} TEST BEDS.—In coordination with the pri-
vate sector and other Federal agencies as appro-
priate, the Director may develop and manage
testbeds for research and development of advanced
communications technologies, avoiding duplication of
existing testbeds run by other agencies or the pri-
vate sector.

“{4) OUTREACH.—In carrving out the aetivities
under this subsection, the Director shall seck input
from other Federal agencies and from private sector
stakeholders, on an ongoing basis, to help inform re-
search and development priorities, meluding through
workshops and other multi-stakeholder activities.

“(5) TECHNICAL ROADMAPS.-—In carryving out
the activities under this subsection, the Director
shall convene industry, institutions of higher edu-
cation, nonprofit organizations, Federal laboratories,
and other Federal agencies engaged in advanced
communications research and development to de-
velop, and pertodically update, coordinated technical

roadmaps for advanced communications research in
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priority arcas, such as those deseribed in paragraph
(2).

*(b) NATIONAL ADVANCED SPECTRUM aAND CoMMU-

NICATIONS TERT NETWORK.—

“{1) IN GENERAL.—The Director, in coordina-
tion with the Administrator of the National Tele-
eommunications and Information Administration
and heads of other Federal agencies, as appropriate,
shall operate a national network of government, aca-
demie, and commercial test capabilities and facilities
to be known as the National Advanced Spectrum
and Commutations Test Network (referred to in this
section as ‘NASCTN').

2 PurposES.—NASCTN shall be for the
purposes of facilitating and coordinating the use of
intellectual capacity, modeling and simulation, lah-
oratory facilities, and test facilities to meet national
spectrum interests and challenges, including—

“(A) measurements and analyses of elee-
tromagnetic propagation, radio systems charae-
teristies, and operating technigues affecting the
utilization of the electromagnetic spectrum in
coordination with specialized, related research
and analysts performed by other Iederal agen-

cies in their areas of responsibility;
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“(B) Conducting research and analysis in
the general field of telecommunications seiences
in support of the Institute’s mission and in sup-
port of other Government agencies;

“(C) developing methodologies for testing,
measuring, and setting guidelines for inter-
ference;

“(D) conducting interference tests to bet-
ter understand the impact of Federal and com-
mercial spectrum activities;

“(E) conducting research and testing to
improve spectrum interference tolerance, flexi-
bility, and agility; and

“(F) other activities as deemed necessary
by the Director.

“(3) PARTNERSHIPS WITH OTHER FEDERAL
AGENCIES.—In addition to such sums as may be au-
thorized to be appropriated or otherwise made avail-
able to carry out this section, the Director may ac-
cept funds from other departments and agencies of
the Federal Government, and from the State and
local governments, to operate NASCTN under this

section.”.
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SEC. 211. NEUTRON SCATTERING.

(a) STRATEGIC PLAN FOR THE INSTITUTE NEUTRON
ReAcTOR.—The Director shall develop a strategic plan for
the future of the Institute Center for Neutron Research
after the current neutron reactor is decommissioned, in-
ciuding—

(1} a succession plan for the reactor, including

a roadmap with timeline and milestones;

(2) conceptual design of a new reactor and ac-
companying facilities, as appropriate; and

(3) a plan to minimize disruptions to the user
community during the transition.

(b} CoORDINATION WITH THE DEPARTMENT OF EN-
ERGY.—The Secretary, acting through the Director, shall
coordinate with the Secretary of Energy on issues related
to Federal support for neutron science, including esti-
mation of long-term needs for research using neutron
sources, and planning efforts for future facilities to meet
such needs.

(¢) RepORT TO CONGRESS.—Not later than 18
months after the enactment of this Aect, the Director shall
submit to Congress the plan required under subsection
(a), and shall notify Congress of any substantial updates

to such plan in subsequent years,
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SEC. 212. QUANTUM INFORMATION SCIENCE.

(a) IN GENERAL.—The Director shall continue to
priovitize and carry out activities authorized in the Na-
tional Quantum Initiative Act (15 U.S.C. 8501).

(b) QUANTUM RESEARCH.—Section 201(a) of the
National Quantum Initiative Aet (15 U.S.C. 8831) is
amended—

(1) in paragraph (3), by striking “and™ at the
end;

{2) in paragraph (4), striking the period at the
end and mserting a semicolon;

(3) by redesignating paragraphs (3) through
{4} as paragraphs (6) through (7); and

(4) by inserting after paragraph (2) the fol-
lowing:

“(3) shall carry out research to facilitate the
development and standordization of quantum cryp-
tography and post-quantum elassical eryptography;

“(4) shall carry out research to facilitate the
development and standardization of quantum net-
working and communications technologies and appli-
cations, including—

“{A) quantum repeater technology;
“YB) quantum network traffic manage-
ment;

“{C) quantum transduection;
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“(D) long baseline entanglement and
teleportation; and

“(E) such other technologies, processes, or
applications as the Director considers appro-
priate;

“(3) shall, for quantum technologies deemed by
the Director to be at a readiness level sufficient for
standardization, the Direetor shall provide technical
review and assistance to such other Federal agencies
as the Director considers appropriate for the devel-
opment of quantum network infrastructure stand-
ards;”.

213. ARTIFICIAL INTELLIGENCE.

The Director shall continue to support the develop-

ment of artificial intelligence and data seience, and ecarry

out the activities of the National Artificial Intelligence Ini-

tiative Act of 2020 authorized in division E of the Na-

tional Defense Authorization Aect for Fiscal Year 2021

(Public Law 116-283), including through—

(1) expanding the Institute’'s capabilities, in-
cluding scientific staff and research infrastructure;

(2) supporting measurement research and de-
velopment for advanced computer chips and hard-

ware designed for artificial intelligenee systems;
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(3) supporting the development of technieal
standards and guidelines that promote safe and
trustworthy artificial intelligence systems;
(4) creating a framework for managing risks
associated with artificial intelligence systems; and
(5) developing and publishing ecybersecurity
tools, encryption methods, and best practices for ar-
tificial intelligence and data science.
TITLE III—GENERAL ACTIVITIES
SEC. 301. NIST FACILITIES AND CONSTRUCTION,

{a) OWNERSHIP, OPERATION, AND LEASING OF FA-

CILITIES.—Section 14 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278d) is amended
by adding at the end the following:

“(e) OWNERSHIP, OPERATION, AND LEASING OF Fa-
CILITIES.—Within the himits of funds which are appro-
priated for the Institute, the Secretary is authorized to
own, operate, or lease research facilities in locations
throughout the United States and its territories in fur-
therance of its mission, provided that no agreement is en-
tered into to own, operate, or lease without first notifying
the appropriate Congressional Committees of jurisdic-

tion.”.
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1 {hy FactLITIES MODERNIZATION FUND.—Section 14

2 of such Aect (15 U.S.C. 278d), as amended by subsection

3 (a), is further amended by adding at the end the following:
4 “{d) FACILITIES MODERNIZATION FUND —

5 “(1) ESTABLISHMENT —There is established in
6 the Treasury of the United States a fund to be
7 known as the *NIST Facilities Modernization Fund’
8 {hereafter in this section referred to as the ‘Fund’).
9 “(2) Use oF FUNDS—Amounts in the Fund
10 shall be available to Seeretary, acting through the
11 Director, for Capital Projects on the Institute’s cam-
12 puses for the modernization, renovation, and econ-
13 struction of rescarch facilities neceded to conduet
14 leading edge scientific and technical research.

15 “(3) CoNTENTS OF FUND.—The Funds shall
16 consist of the following amounts:

17 “(A) Such amounts as may be appro-
18 priated by law.

19 “(B) Interest earned on the balance of the
20 Fund.

21 “(4) AUTHORIZATION OF FUNDS.—Of the funds
22 authorized to be appropriated in section 302 of the
23 National Iustitute of Standards and Technology for
24 the Future Act of 2021 for the construction and

25 renovation of facilities, $80,000,000 for each of the



Ve R N = N T - R N R S

N
o o= O

13
14
15
16
17
18
19
20
21
22

24

fiseal years 2022 through 2026 shall be provided for
the Fund established in subsection (a).

“(5) CONTINUING AVAILABILITY OF FUNDS.—
Amounts in the Fund are available without regard
to fiscal vear limitation.

“(6) NOTIFICATION TO COMMITTEES—Upon
making any obligation or expenditure of any amount
in the Fund, the Seccretary, through the Director,
shall notify the Committee on Science, Space, and
Technology of the House of Representatives, the
Committee on Commerce, Secience, and Transpor-
tation of the Senate, the Comunittee on Appropria-
tions of the House of Representatives and the Com-
mittee on Appropriations of the Senate of the
amount and purpose of the eobligation or expendi-
ture.

“(7) NIST FACILITIES MODERNIZATION AND
MAINTENANCE PLAN -~

“(A) IN gENERAL.—To carry out the pro-
gram authorized in subsection (d), the See-
retary, acting through the Director, shall de-
velop and submit to Congress a H-year mod-
ernization and maintenance plan for the Insti-

tute’s campuses.
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“(B) TmNG.—The modernization and
maintenance plan required in subparagraph (A)
shall be submitted to Congress not later than
30 days after the date of enactment of the Na-
tional Imstitute of Standards and Technology
for the Future Act of 2021, and an update
shall be submitted to Congress annually there-
after.

“(C) CompPONENTS.—The plan required in
subparagraph (A) shall include, with respect to
the 5-year period beginning on the date of the
submission or update, the following:

“1) A list of Capital Construction
Projects expected to be undertaken during
such period, the core capabilities these fa-
cilities will provide, climate-resilience plan-
ning efforts, anticipated schedule of con-
struction, and anticipated funding require-
ments,

“@1) A list of planned utility infra-
structure projects expected to be under-
taken during such periods, antieipated
schedule of construction, and anticipated

funding requirements.
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ture projects expected to be undertaken
during such period, anticipated schedule of
construction, and anticipated funding re-
quirements.

“(iv) A list of the deferred mainte-
nanee projects expected to be undertaken
during such period, anticipated schedule of
construction, anticipated funding require-
ments, and an evaluation of progress made
in reducing the deferred maintenance back-
log.”.

SEC. 302. EDUCATIONAL OUTREACH AND SUPPORT FOR
UNDERREPRESENTED COMMUNITIES.
Section 18 of the National Institute of Standards and
Technology Act (15 U.S.C. 278¢g-1) is amended—
(1) in subsection (a), in the second sentence—
(A) by striking “may”’ and inserting
“shall”’; and
(B) by striking “‘academia’ and inserting
“iverse types of institutions of higher edu-
cation’’; and
(2) in subsection (e)—
(A) i paragraph (4), by striking “and” at

the end;
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(B) in paragraph (5), by striking the pe-
riod at the end and inserting *; and’’; and
(C) by inserting after paragraph (5) the
following:

“46) conduet outreach to and develop research
collaborations with historically black colleges and
universities and minority-serving institutions, includ-
ing through the recruitment of students and faculty
at such institutions to participate in programs devel-
oped under paragraph (3); and

“(T) carry out other activities to increase the
participation of persons historically underrep-
resented in STEM in the Institute’s programs.”.

303. OTHER TRANSACTIONS AUTHORITY.

Seetion 2(b)(4) of the National Institute of Stand-

ards and Technology Act (15 U.S.C. 272(b)(4)) is amend-

ed to read as follows:

“{4) to enter into and perform such contracts,
including cooperative research and development ar-
rangements and grants and cooperative agreements
or other transactions, as may be necessary in the
conduct of its work and on such terms as it may
deem appropriate, in furtherance of the purposes of

this Act;”.
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1 SEC. 304. COLLABORATIONS WITH GOVERNMENT AGEN-
2 CIES.
3 Section 8 of the National Bureau of Standards Au-

4 thorization of Act for Fiscal Year 1933 (15 U.S.C.. 275b)
5 is amended—

6 (1) in the heading, by adding “AND WITH"

7 after “PERFORMED FOR";

8 {2) by striking “The Secretary of Commerce”

9 and inserting “(a) IN GENERAL.—The Seeretary of
10 Commerce”’;

11 (3) by inserting after “(15 U.B.C. 278b(e)).”
12 the following: “The Seeretary may accept, apply for,
13 use, and spend Federal, State, and non-govern-
14 mental funds to further the mission of the Institute
15 without regard to the source or the period of avail-
16 ability of these funds as well as share personnel, as-
17 sociates, facilities, and property with these partner
18 organizations, with or without reimbursement, upon
19 mutual agreement.”; and
20 {4) by adding at the end the following:
21 “{b) REPORT.—For each fiscal year beginning with

22 fiseal year 2022, not later than 90 days after submission
23 of the President’s annual budget request for such fiscal
24 year, the Director shall submit to the Committee on
25 Seience, Space, and Technology and the Committee on Ap-

26 propriations of the Ilouse of Representatives and the
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Committee on Commerce, Science, and Transportation
and the Committee of Appropriations of the Senate a de-
seription of any appropriated funds, under this autherity,
carried over from the year in which such funds were ap-
propriated.”.
SEC. 305. HIRING CRITICAL TECHNICAL EXPERTS.

Section 6 of the National Institute of Standards and
Technology Act is amended to read as follows:

“SEC. 6. HIRING CRITICAL TECHNICAL EXPERTS.

“{a) IN GENERAL.—The officers and employees of
the Institute, except the director, shall be appointed by
the Secretary of Commerce at such time as their respective
services may become necessary.

“(b) HiriNG CrITICAL TECHNICAL EXPERTS.—Not-
withstanding section 3104 of title 5 or the provisions of
any other law relating to the appointment, number, classi-
fieation, or compensation of employees, the Secretary of
Commerce shall have the authority to make appointments
of seientifie, engineering, and professional personnel, and
to fix the basic pay of such personnel at a rate o be deter-
mined by the Secretary at rates not in excess of the high-
est total annual compensation payable at the rate deter-
mined under section 104 of title 3. The Director shall ap-

point not more than 15 personnel under this section.
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3

Rl R e e |

10

12
13
14
15
16
17
18
19
20
21
22
23
24
25

ment of this seetion.™.

SEC. 306, INTERNATIONAL STANDARDS DEVELOPMENT.

(a) INTERNATIONAL STANDARDS ENGAGEMENT —

(1) In geNERAL~—The Director shall lead in-
formation exchange and coordination among Federal
agencies and communication from Federal agencies
to the private sector of the United States to ensure
effective Federal engagement in the development
and use of international technical standards.

(2) REQUIREMENTS.—To support private sec-
tor-led engagement and ensure effeetive Federal en-
gagement in the development and use of inter-
national technical standards, the Director shall con-
sider—

{A) the role and needs of the Federal Gov-
ernment with respect to international technical
standards;

{B} organizations developing international
technical standards of interest to the United
States, United States representation and influ-
ence in these organizations, and key contribu-
tors for techmical and leadership expertise in

these organizations;
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1 {C) support for persons with domain sub-
2 jeet matter expertise, especially from small
3 businesses located in the United States, to in-
4 fluence and engage in technical standards lead-
5 ership positions, working groups and meetings;
6 (D) opportunities for partnerships for sup-
7 porting international technieal standards from
8 across the Federal Government, federally fund-
9 ed research and development centers, univer-
10 sity-affiliated research centers, institutions of
11 higher education, industry, industry associa-
12 tions, nonprofit organizations, and other key
13 contributors;

14 {E) support for activities to encourage the
15 adoption of technical standards developed in the
16 United States to be adopted by international
17 standards organizations; and

18 (F) other activities determined by the Di-
19 rector to be necessary to support United States
20 participation in international standards develop-
21 ment, economic competitiveness, and national
22 security in the development and use of inter-
23 national technical standards.
24 (h) Caracrty BUILDING GUIDANCE.—The Director

25 shall support education and workforee development efforts
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1 to promote United States participation in international

2 standards organizations. The Dirvector shall—

(1) identify and create, as appropriate, tech-
nical standards education and training resources for
interested businesses, industry associations, aca-
demia, nonprofits, Federal ageneies, and other rel-
evant standards contributors, including aectivities
targeted at integrating standards content into un-
dergraduate and graduate curricula In science, engi-
neering, business, public policy, and law;

(2) conduct outreach, ineluding to private sec-
tor leaders, to support engagement by more United
States stakeholders in international technical stand-
ards development; and

(3) other activities deemed necessary by the Di-
rector to support increased engagement, influence,
and leadership of United States organizations in the
development of international technical standards.

{¢) CAPACITY BUILDING PILOT PROGRAM —

(1) I GENERAL—The Director, in coordina-
tion with the Director of the National Science Foun-
dation, the Administrator of the Small Business Ad-
ministration and the heads of other relevant Federal
agencies, as appropriate, shall establish a 5-year

pilot program to award grants, on a merit-reviewed,
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competitive basis, to private sector entitics or non-
profit institutions based in the United States to sup-
port increased participation by small business and
academic interests in international standards organi-
zations.

(2) AcTIVITIES —In earrying out the pilot pro-
grams established in subsection (e¢), the Director
shall award competitive, merit-reviewed grants to
covered entities to cover the reasonable costs, up to
a specified ceiling set by the Director, of activities
supporting increased engagement and leadership of
employees of small businesses and faeculty of institu-
tions of higher education or other nonprofit research
institutions with subject matter and technical exper-
tise necessary to be couributers in international
standards organizations.

{3} AWARD CRITERIA.—The Director may only
provide a grant under this section to an eligible re-
eipient that—

(A) demonstrates deep technical standards
expertise;

(B) demonstrates knowledge with the proc-
esses of the standards development organization
in which the recipient intends to engage using

grant funds;
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(C) proposes a feasible set of standard
deliverables to be completed over the period of
the grant;

(D) explains how the recipient will fund
the standards work supported by the grant if
the grant funds are insufficient to cover all
costs of the work; and

(E) commits personnel with appropriate
expertise to engage in relevant international or-
ganizations responsible for developing technical
standards over the period of the grant.

{4) EL1GIBILITY.—A small business concern (as
defined in section 3 of the Small Business Act (15
U.8.C. 632) based in the United States, an institu-
tion of higher edueation (as defined by section 102
of the Higher Education Act of 1965 (20 U.S. C.
1002)), or a nonprofit institution as defined in sec-
tion 4(5) of the Stevenson-Wydler Act (15 U.S.C.
3703) shall be eligible to receive grants under this
program.

(5) PRIORITIZATION.—The  Director may
prioritize grants awarded under this section to eligi-
ble recipients proposals for standards development

that address clearly defined eurrent or anticipated
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market needs or gaps that would not be met without
the grant.

(6) APPLICATION.—An eligible recipient seeking
funding under subsection (e) shall submit an appli-
eation to the Director at such time, in such manner,
and containing such information as the Director
may require.

(7) MERIT REVIEW PROCESS-—Not later than
90 days after the enactment of this Act, the Direc-
tor shall establish a merit review process, including
the creation of merit review panels made of experts
from government and the private sector, to evaluate
the application under paragraph (6) to ensure appli-
cations submitted are reviewed in a fair, competitive,
transparent, and in-depth manner,

(8) ConNsULTATION —In carrying out the pilot

program established under subsection (c), the Direc-
tor shall consult with other Federal agencies, private
sector organizations, institutions of higher edu-
cation, and nonprofit organizations to help inform
the pilot program, including seleetion criteria, appli-
cant disclosure requirements, grant amount and du-
ration, and the merit review process.

(9) REPORT TO CONGRESS.—The Director shall

brief Congress after the second year of the pilot pro-
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gram and each year following that includes the fol-

lowing:

(A) An assessment of the effectiveness of
the pilot program for improving the participa-
tion of United States small businesses, United
States institutions of higher education, or other
nonprofit research institutions in international
standards organizations, including—

(1) the type of activities supported, in-
cluding leadership roles;

(i1) the international standards orga-
nizations participated in; and

(iii) the technical areas covered by the
activities.

(B) If deemed effective, a plan for perma-
nent implementation of the pilot program.

SEC. 307. STANDARD TECHNICAL UPDATE.

{a) NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY ACT UrPDATES—The National Institute of
Standards and Technology Act (15 U.S.C. 271) is amend-
ed-—

(1) in section 15—
{A) in subsection (b), by striking the pe-

riod at the end and inserting a semicolon;
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(B) in subsection {g), by striking “and”
after the semicolon; and

(C) by striking the period at the end and
inserting ““; and (i) the protection of Institute
buildings and other plant facilities, equipment,
and property, and of employees, associates, or
visitors, located therein or associated therewith,
notwithstanding any other provision of law, the
direction of such of the officers and emplovees
of the Institute as the Secretary deems nec-
essary in the public interest hereafter to carry
firearms while in the conduet of their official
duties, and the authorization of employees of
contractors and subcontractors of the Institute
who are engaged in the protection of property
owned by the United States, and located at fa-
cilities owned by, leased, used or under the con-
trol of the United States, to carry firearms
while in the conduct of their official duties, and,
under regulations preseribed by the Secretary
and approved by the Attorney General, the au-
thorization of officers and employees of the In-
stitute and of its contractors and subcontrac-
tors authorized to carry firearms hereafter to

arrest without warrant for any offense against
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the United States committed in their presence,
or for any felony cognizable under the laws of
the TUnited States if they have reasonable
grounds to believe that the person to be ar-
rested has committed or is eommitting such fel-
ony, provided that such authority to make ar-
rests may be exercised ounly while guarding and
protecting buildings and other plant facilities,
equipment, and property owned or leased by,
used or under the control of, the United States
under the administration and control of the
Seeretary.”’; and

(2) by amending section 17(a) to read as fol-

The Secretary is authorized, notwithstanding

any other provision of law, to expend such sums, within

the limit

deem des

of appropriated funds, as the Secretary may

irable through direct support for activities of

international organizations and foreign national metrology

institutes

with which the Institute cooperates to advance

measurenment methods, technical standards, and related

basic technologies, for official representation, to host offi-

cial receptions, dinners, and similar events, and to other-

wise extend official courtesies, ineluding transportation of

foreign di

gnitaries and representatives of foreign national
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metrology institutes to and from the Iustitute, for the pur-
pose of maintaining the standing and prestige of the De-
partment of Commerce and the Institute, through the
grant of fellowships or other appropriate form of financial
or logistical assistance or support to foreign nationals not
in service to the Government of the United States while
they are performing scientific or engineering work at the
Institute or participating in the exchange of scientific or
technical information at the Institute.”.

(b)) STEVENSON-WYDLER UppATES—The Steven-
son-Wydler Technology Innovation Act of 1980 (15 U.S.C.
3701} is amended—

(1) in seetion 17(e)(1)—
(A) by moving each of subparagraphs (D)
and (E) two ems to the left; and
(B) by adding at the end the following:
@)y Community.”’; and
(2) in seetion 23(a)—
(A) by redesignating paragraphs (1) and
(2) as paragraphs (2) and (3), respectively; and
(B) by inserting before paragraph (2), as
so redesignated, the following:
“(1) accept, apply for, use, and spend Federal,
State, and nongovernmental acquisition and assist-

ance funds to further the purposes of this Act as
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well as share personnel, associates, facilities, and
property with these partner organizations, with or
without reimbursement, upon mutual agreement:
Provided, That the approving official may waive
statutory and regulatory administrative provisions so
that a single agency may administer a joint pro-
gram, upon mutual agreement;’.
(e) AMERICAN INNOVATION AND COMPETITIVENESS

Aot UpPDATE.

Section 113 of the American Innovation
and Competitiveness Act (15 U.S.C. 278e note) is re-
pealed.

(d) FEDERAL ENERGY MANAGEMENT IMPROVEMENT
Act UpPDATE.—Section 4 of the Federal Energy Manage-
ment Improvement Aet of 1988 (15 U.S.C. 5001) is
amended by striking “Secretary of Commerce” and “Seec-
retary” each place either such term appears and inserting

“Consumer Produect Safety Commission”.
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TITLE IV—HOLLINGS MANUFAC-
TURING EXTENSION PART-
NERSHIP

SECTION 401. ESTABLISHMENT OF EXPANSION AWARDS
PILOT PROGRAM AS A PART OF THE HOL-
LINGS MANUFACTURING EXTENSION PART-
NERSHIP.

The National Institute of Standards and Technology
Act (15 U.S.C. 271 et seq.) is amended by inserting after
section 25A (15 U.8.(1. 278k~1) the following:

“SEC. 25B. EXPANSION AWARDS PILOT PROGRAM.

“({a) DEFINITIONS.—The terms used in this section
have the meanings given the terms in section 25.

“(b) EsTaBLISHMENT.—The Director shall establish
as a part of the Hollings Manufacturing Extension Part-
nership a pilot program of expansion awards among par-
ticipants deseribed in subsection (¢) of this section for the
purposes deseribed in subsection (e} of this section.

“{¢) PARTICIPANTS.—Participants receiving awards
under this section shall be Centers, or a consortium of

Clenters.

“(d) AWARD AMOUNTS—Subject to the availability
of appropriations, an award for a recipient under this sec-
tion shall be in an amount equal to the sum of the fol-

lowing:
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1 “(1) Such amount as the Director considers ap-

2 propriate as a minimum base funding level for each

3 award under this section.

4 “(2) Such additional amount as the Director

5 considers in proportion to the manufacturing density

6 of the region of the recipient.

7 “(3) Such supplemental amounts as the Direc-

8 tor considers appropriate.

9 “{e) PURPOSE OF AWARD3.-—An award under this
10 section shall be made for one or more of the following pur-
I1 poses:

12 “(1) To provide coordinating services on em-
13 ployee engagement, including employee ownership
14 and workforce training, including connecting manu-
15 facturers with career and technical education enti-
16 ties, institutions of higher education (including com-
17 munity colleges), workforce development boards,
18 labor organizations, and nonprofit job training pro-
19 viders to develop and support training and job place-
20 ment services, including apprenticeship and online
21 learning platforms, for new and incumbent workers,
22 programming to prevent job losses when adopting
23 new technologies and processes, and development of

24 employee ownership practices.
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“(2) To provide services to improve the resil-
ieney of domestic supply chains and to mitigate
vulnerabilities to cyberattacks, including helping to
offset the cost of cybersecurity projeets for small
manufacturers.

“(3) To expand advanced technology services to
small- and medium-sized manufacturers, which may
include—

“(A) developing advanced technology der-
onstration laboratories for training and dem-
onstration in areas of supply chain and eritical
technology needs;

“(B) services for the adoption of advanced
technologies, including smart manufacturing
technologies and practices; and

“(C) establishing partnerships, for the de-
velopment, demonstration, and deployment of
advanced technologies, with—

“(i} national laboratories (as defined
in section 2 of the Energy Policy Act of

2005 (42 U.S.C. 15801));

“(i1) Federal laboratories;
“(ii) Manufacturing USA  institutes

(as deseribed in section 34(d)); and

“(1v) Institutions of higher education.



202
125

59
“(4) To build capabilities across the Hollings

Manufacturing Extension Partnership for domestic

supply chain resiliency and optimization, including—

“{A) assessment of domestic manufae-
turing capabilities, expanded ecapacity for re-
searching and deploying information on supply
chain risk, hidden costs of reliance on offshore
suppliers, redesigning products and processes to
encourage reshoring, and other relevant topies;
and

“(B) expanded services to provide indus-
try-wide support that assists United States
manufacturers with reshoring manufacturing to
strengthen the resiliency of domestic supply
chains, including in critical technology areas
and foundational manufacturing capabilities
that are key to domestic manufacturing com-
petitiveness and resiliency, including forming,
casting, machining, joining, surface treatment,

and tooling.

“(f) REIMBURSEMENT.—The Director may reim-

burse Centers for costs incurred by the Centers under this

“(g) APPLICATIONS.—Applications for awards under

this section shall be submitfed in such manner, at such
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1 time, and containing such information as the Director
2 shall require in consultation with the Manufacturing Ex-

3 tension Partnership Advisory Beard.

4 *{h) SELECTION.—

5 “¢{1) REVIEWED AND MERIT-BASED.—The Di-
6 rector shall ensure that awards under this section
7 are reviewed and merit-based.

8 “(2) GEOGRAPHIC DIVERSITY.~—The Director
9 shall endeavor to have broad geographie diversity
10 among selected proposals.

11 “(3) CriTERIA.~—The Director shall select ap-
12 plications consistent with the purposes identified
13 pursuant to subsection (e) to reecive awards that the
14 Director determines will achieve one or more of the
15 following:

16 “(A) Improvement of the competitiveness
17 of industries in the region in which the Center
18 or Centers are loeated.

19 “(B) Creation of jobs ov training of newly
20 hired employees. '

21 “(CYy Promotion of the transfer and com-
22 mercialization of research and technology from
23 institutions of higher education, national lab-
24 oratories, or other federally funded research

25 programs, and nonprofit research institutes.
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“(D) Reeruitment of a diverse manufac-
turing workforce, including through outreach to
underrepresented populations, including individ-
uals identified in section 33 or section 34 of the
Science and Engineering Equal Opportunities
Act (42 T.8.C. 188Da, 1885h).
“(E) Any other result the Director deter-
mines will advanee the objective set forth in
sections 25(¢) or 26.

“(i) ProGrRAM  CONTRIBUTION.—Recipients  of
awards under this section shall not be required to provide
a matching contribution.,

“(j) GLOBAL MARKETPLACE PROJECTS.—In making
an award under this section, the Director, in consultation
with the Manufacturing Extension Partnership Advisory
Board and the Secretary, may take into consideration
whether an application has significant potential for en-
hancing the competitiveness of small and medium-sized
United States manufacturers in the global marketplace.

“{(k) DuraTION.—The Director shall ensure that the
duration of an award under this scetion is aligned and
consistent with a Center’s cooperative agreement estab-
lished in section 25(e).

*“(1) REPORT — After the completion of the pilot pro-

gram under subsection (b} and not later than October 1,
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1 2024, the Director shall submit to Congress a report that

2 ineludes—

3 “(1) a summary deseription of what activities
4 were funded and the measurable outcomes of such
5 activities;

6 “(2) a description of which types of activities
7 under paragraph (1} could be integrated into, and
8 supported under, the program under section 25;

9 “(3) a deseription of which types of activities
10 under paragraph (1) could be integrated inte, and
11 supported under, the competitive awards program
12 under section 25A; and

13 “{4) a recommendation, supported by a clear
14 explanation, as to whether the pilot program should
15 be continued.”.

16 SEC. 402. UPDATE TO MANUFACTURING EXTENSION PART-
17 NERSHIP.

18 {a) ACCEPTANCE OF FUNDs—Section 25(1) of the
19 National Institute of Standards and Technology Act (15

20 U.S.C. 278k(1)) is amended to read as follows:

21 “(1) ACCEPTANCE OF FUNDR.—

22 “(1) IN GENERAL.—In addition to such sums
23 as may be appropriated to the Secretary and Direc-
24 tor to operate the Program, the Secretary and Di-

25 rector may also accept funds from other Federal de-
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partments and agencies, as well as funds provided
by the private sector pursuant to section 2(e)(7) of
this Act (15 U.S.C. 272(e)(7)), to be available to the
extent provided by appropriations Acts, for the pur-
pose of strengthening United States manufacturing.
“(2) COMPETITIVE AWARDS.—Funds accepted
from other Federal departments and agencies and
from the private sector under paragraph (1) shall be
awarded competitively by the Secretary and by the
Director to Manufacturing Extension Partnership
Centers, provided that the Secretary and Director
may make non-competitive awards, pursuant to this
section or section 25A, or as a non-competitive con-
tract, as appropriate, if the Secretary and the Direc-
tor determine that—
“(A) the manufacturing market or sector
targeted is limited geographically or in scope;
“(B) the number of States (or territory, in
the case of Puerto Rico) with Manufacturing
Extension Partnership Centers serving manu-
facturers of such market or sector is five or
fewer; and
“(C) such Manufacturing Extension Part-

nership Center or Centers has received a posi-
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1 tive evaluation in the meost recent evaluation
2 conducted pursuant to suhsection {g).”".

3 {b) IncLUsION OF ('ERTAIN SCHOOLS.—Section 25
4 of the National Institute of Standards and Technology Act
5 (15 U.S8.C 273k) is amended

6 {1) in subsection {(c¢)

7 {A) in paragraph (6), by striking “commu-
8 nity colleges and area career and technical edu-
9 cation sehools”  and  inserting  “secondary
10 schools {as defined in seetion 8101 of the Ele-
11 mentary and Secondary Education Act of 1965
12 (20 U.S.C. 7801)), community colleges, and
13 area carecr and technical education schools, in-
14 cluding those in underserved and rural ecommu-
15 nities,”’; and

16 (B in paragraph (7}—

17 (1) by striking “and local colleges”
18 and inserting “local high schools and local
19 colleges, including those in underserved
20 and rural communities,”; and
21 {(ii) by inserting ‘“‘or other applied
22 learning opportunities” after “apprentice-
23 ships”’; and
24 (2) in subsection (d){3), by striking “, commu-
25 nity colleges, and area career and technical edu-
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65
cation schools,” and inserting “and local high
schools, eommunity colleges, and area career and
technical education schools, including those in un-

derserved and rural communities,”.
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Chairwoman JOHNSON. I ask unanimous consent to dispense
with the reading, and without objection, so ordered. I recognize Ms.
Stevens for 5 minutes to explain her amendment.

Ms. STEVENS. Thank you, Madam Chair. I am, yet again, pleased
to offer this bipartisan amendment in the nature of a substitute for
the National Institute of Standards and Technology for the Future
Act. This amendment makes a few important adjustments to the
underlying bill to increase the construction account within NIST to
ensure that we are investing in our research and development in-
frastructure. Based on Department of Commerce standards, rough-
ly 60 percent of NIST's facilities are in poor to critical condition,
and the agency has over $800 million in deferred maintenance
projects. Addressing this maintenance backlog is long overdue, and
will ensure that NIST is well-equipped to meet our innovation chal-
lenges of today and tomorrow.

The amendment also includes a bipartisan provision led by my-
self and Congressman Meijer to create a pilot program of expansion
awards for MEP Centers to provide services for workforce develop-
ment, resiliency of supply chains, and more. Within this provision,
the bill authorizes a historic increase in funding for the MEP Pro-
gram to 275 million, as requested by President Biden in his budget
earlier this year. We know that the MEP Program produces incred-
ible return on the Federal investments we are making here today.
For instance, the Michigan Manufacturing Technology Center, the
pride and joy of Michigan’s 11th District, located in Plymouth, has
helped its small and medium manufacturing clients create and re-
tain over 42,000 jobs in the past 10 years. So I thank my colleagues
for their bipartisan partnership on this amendment. I urge them
to support it, and at this time, Madam Chair, I will yield back.

Chairwoman JOHNSON. Thank you very much. Any further dis-
cussion on the amendment? Ms. Bonamici.

Ms. BonaMict. T move to strike the last word, and speak in favor
of the amendment in the nature of a substitute.

Chairwoman JOHNSON. You're recognized. 5 minutes.

Ms. Bonamict. Thank you, Chairwoman Johnson, and thank you
to Subcommittee Chairwoman Stevens for this bipartisan bill and
amendment in the nature of a substitute. The National Institute of
Standards and Technology, NIST, serves as an essential—serves an
essential role in strengthening our Nation’s competitiveness in in-
novation, science, and technology, and I'm pleased to be a co-spon-
sor of the NIST for the Future Act to scale up the authorities and
resources NIST needs to carry out its mission.

The events through the COVID-19 pandemic demonstrate why
the agency’s work developing standards and strengthening manu-
facturing is so important, and in need of more robust investments.
As our communities struggled to find access to personal protective
equipment to stay safe, it was the responsibility of our Nation’s
manufacturing supply chain to remain resilient, and rapidly transi-
tion to in-demand products, and also address workforce develop-
ment shortages, and that’s a place where NIST is so important.

For example, in my home State, the Oregon Manufacturing Ex-
tension Partnership, or OMEP, has been informing the local part-
nerships needed to make these nimble decisions. For example, they
worked with Speedrack West, a warehouse shelving manufacturer
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in North Plains, Oregon, after the pandemic resulted in a signifi-
cant loss in the business’s revenue. OMEP helped Speedrack West
brainstorm and connect with consultants on manufacturing and
other materials to help provide workers, and their business, with
economic certainty during a challenging time. With OMEP’s help,
Speedrack stayed open through the pandemie, and also broadened
the scope of their business.

Manufacturing jobs are changing with the future of work, and
significant changes in our economy, particularly as we transition to
clean energy resources. Strengthening investments in the Manufac-
turing USA Network and the Hollings Manufacturing Extension
Partnership is an important step to make sure that businesses and
workers will be prepared. I look forward to working with my col-
leagues to advance this important NIST reauthorization. Again,
would like to thank Chair Stevens, Chairwoman Johnson, and
Ranking Member Lucas for their leadership. I urge my colleagues
to support the amendment in the nature of a substitute in the un-
derlying bill, and I yield back the balance of my time.

Chairwoman JOHNSON. Thank you. Anyone else? Mr. McNerney.

Mr. McNERNEY. Madam Chair, I move to strike the last word on
the ANS to H.R. 4609.

Chairwoman JOHNSON. You're recognized for § minutes.

Mr. McNERNEY. Well, I'm pleased that we're considering com-
prehensive legislation today to reauthorize NIST, and I believe this
amendment will strengthen the bill. NIST’s work is critical to en-
suring our Nation’s competitiveness across a wide range of dif-
ferent areas of science and technology. As someone who worked
with standard-setting bodies before being elected to Congress, I
highly value the work that NIST does, and I believe that it’s impor-
tant that we have a robust agency that is equipped with the nec-
essary resources. That’s why I'm generally very supportive of the
ANS. But I do have some concerns about Section 210, the Ad-
vanced Communication Research Section, that I would like to raise,
specifically with respect to the National Advanced Spectrum and
Communications Test Network provisions. I want to make sure
that we address any potential overlapping roles that could result
with NIST and NTIA (National Telecommunications and Informa-
tion Administration), that we are allocating resources efficiently,
and that we don’t undermine the NTIA’s—agency’s mission. Chair-
woman Johnson, would you work with me, with NIST, and NTIA
to address potential concerns before the bill goes to the floor?

Chairwoman JOHNSON. Yes.

Mr. McNERNEY. Chairwoman Johnson, I thank you for that, and
I appreciate your willingness to work with me, and I yield back.

Chairwoman JOHNSON. Thank you very much. Anyone else wish-
ing to—yes.

Mr. OBERNOLTE. I move to strike the last word.

Chairwoman JOHNSON. You're recognized for 5 minutes.

Mr. OBERNOLTE. I'd like to echo the comments of my colleague
about the concerns with Section 210 of this bill. The problem is
that we're creating essentially duplicative responsibilities between
NIST and the TIA with respect to this kind of research, and I be-
lieve that we have an obligation in government to be as efficient
and as clear as possible when we're authorizing this kind of re-
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search. The problem is that the ITS right now, in their authorizing
legislation in Federal code, it specifically says that they’re supposed
to be the central Federal Government laboratories for research on
transmission of radio waves, and Section 210 of this bill as it's cur-
rently written—seems to create a duplicative responsibility within
NIST.

So I'm very supportive of this legislation. I want to thank you
Ms.—Madam Chair and our Ranking Member for the bipartisan
way that you've conducted this, but I hope that we will conduct—
we will keep these concerns in mind as this bill moves forward in
the House. I yield back.

Chairwoman JOHNSON. Thank you very much. Let me say that
the Committee sought input from a lot of stakeholders in the devel-
opment of the legislation, including from NIST itself. Committee
staff also shared text with Energy and Commerce Committee staff,
and made such changes in response to their feedback. Unfortu-
nately, on the executive side, the lines have become somewhat
blurred between NIST and NTIA. The responsibilities in the area
of advanced communication technologies and testing, the adminis-
tration’s own budget request did not provide the clarity that we
hoped for.

We've been in touch with the Department of Commerce, seeking
greater clarity. They informed us just yesterday that they hope to
have that to us in the next few weeks, but m unable to turn
around specific TA in the time for the markup today, but I do com-
mit to working with my colleagues who serve on the Energy and
Commerce Committee, and with the administration, to refine the
language in our NIST bill as needed going forward. Let me thank
you for calling that to our attention. Any further comments?

Well, we're going to delay the vote on the substitute until later,
and we'll now go to Representative Crist’s amendment, the next
amendment on the roster.

Mr. Crist. Madam Chair, I have an amendment at the desk.

Chairwoman JOHNSON. Clerk will read the amendment.

The CLERK. Amendment No. 2, amendment in the amendment—
of the nature of the substitute to H.R. 4609, offered by Mr. Crist
of Florida and Mr. Waltz, Posey, Gimenez, and Webster of Florida.

Chairwoman JOHNSON. I ask unanimous consent to dispense
with the reading. Without objection, so ordered. I recognize the
gentleman now for 5 minutes. Mr. Crist.

[The amendment of Mr. Crist, Mr. Waltz, Mr. Posey, Mr.
Gimenez, and Mr. Webster follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. CRIST OF FLORIDA

And Mo W2, gy, Graneneg, and ey tor

Page 4, line 3, strike “$1,387,070,000” and insert

“$1,409,070,000".

N B RS D = L B ~ SO VS S o

—_
_—

Page 4, line 14, strike “and” after the semicolon.
Page 4, line 24, strike the period and insert ; and”’.
Page 4, after line 24, insert the following:

(D) $22,000,000 shall be for the Director
for the purpose of investigating the building col-
lapse that oceurred in Surfside, Florida on
Juue 24, 2021, to understand the source of
failure, to provide recommendations for how to
rectify any shortcomings in existing building
standards in order to prevent future similar dis-
asters, and to inform future building codes for
similar struetures, in coordination with state
and local offices and other federal ageneies as
appropriate, eonsistent with the Institute's re-

spousibilities under the National Construction
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2
Safety Team Act of 2002 (Public Law 107-
231).

X
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Mr. CriST. Thank you, Madam Chair. During the early morning
hours of June 24, Champlain Towers South in Surfside, Florida un-
expectedly and tragically collapsed, claiming the lives of far too
many. I immediately called for a full investigation into that col-
lapse to get to the bottom of why this happened, and figure out
how to prevent it from happening again. My amendment seeks to
do just that.

This amendment authorizes $22 million for the National Insti-
tute of Standards and Technology to investigate the condo collapse
in Surfside, find the source of failure, issue recommendations on
how to prevent future collapses, and inform building codes for simi-
lar structures. The National Institute of Standards and Technology
has the experience and knowledge to conduct investigations of
major building collapses. The agency has examined failures ranging
from the World Trade Center collapse to post-disaster investiga-
tions following hurricanes and wildfires. In fact, the National Insti-
tute of Standards and Technology is already on the site at Surfside.
However, the agency has indicated that it needs an additional re-
sources of $22 million in order to complete a full investigation.

I want to thank my Florida colleagues and bipartisan co-sponsors
of this amendment, Mr. Waltz, Mr. Posey, Mr. Gimenez, and Mr.
Webster, for their support. I'd also like to extend my gratitude to
my friend and colleague Congresswoman Debbie Wasserman
Schultz for her work and leadership in the wake of this disaster.
Through our role on the House Appropriations Committee, Con-
gresswoman Wasserman Schultz and I were able to secure funding
and report language for Fiscal Year 2022 to support the investiga-
tion at Surfside. I can’t stress enough how instrumental the Con-
gresswoman’s experience and leadership was in that effort.

Taken together, that report and this amendment will give the
National Institute of Standards and Technology the resources and
direction it needs to get to the bottom of this horrific tragedy, and
identify ways to prevent another similar disaster from occurring.
Because no family should ever have to endure a tragedy of this
magnitude, T urge my colleagues to support this amendment.
Thank you, and I yield back.

Ck})airwoman JOHNSON. Thank you. There anyone else seeking
time?

Mr. WALTZ. Madam Chair?

Chairwoman JOHNSON. You're recognized.

Mr. WaLT2z. Madam Chair, I just, again, would like to thank my
colleague, Representative Crist, and the other co-sponsors for their
leadership, and I just can’t emphasize my-——that no American
should have to worry about their loved ones’ or themselves safety
sleeping in their homes. I was able to visit the pile, as it’s called,
in Surfside. I just want to publicly, and on the record, thank the
first responders, many of which were out there for—day after day,
hour after hour, on their hands and knees in full protective gear
in 95- to+0-degree Florida heat, on their hands and knees, combing
through each piece of rubble looking for their fellow Americans. 1
especially want to thank our State CFO (Chief Financial Officer)
and Chief Fire Marshal, Jimmy Patronis, and his team, and the
first responders from many of our States, from all over the country,
that descended on that site.
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I lock forward to seeing this investigation through, and I have
to tell you, it is—it was incredibly eye-opening and disturbing to
see so many others in all of the surrounding buildings petrified to
go back to their homes, to sleep at night. Every crack, every chip
of concrete that they saw, thought—you know, in their minds
thought that—indicated to them that their building could collapse
too. So I look forward to getting to the bottom of it, and again, Rep-
resentative Crist, I thank you for your leadership on this.

Chairwoman JOHNSON. Thank you. Any further comment—time?

Mr. GIMENEZ, Madam Chair? Madam Chair?

Chairwoman JOHNSON. Mr. Gimenez.

Mr. GIMENEZ. Thank you, Madam Chairwoman. 1 also want to
thank Mr. Crist, and all the other co-sponsors of this amendment.
Although this is not in my district specifically, I did serve as the
mayor of Miami-Dade County, and Surfside is in Miami-Dade
County. I also want to thank all of the first responders that were
there, and—through this very difficult time, the tremendous work
that they did. From the fire departments to FEMA (Federal Emer-
gency Management Agency) urban search and rescue teams, their
work was extraordinary. All the local officials, the Governor’s office,
CFO Patronis, they all did an extraordinary job.

As my colleague Mr. Waltz has said, there are many people that
live in Miami-Dade County that are not resting easily today that
live in these high-rise condominiums all up and down the coast,
and they want to make sure that their building is safe, and I think
that this investigation is vitally important to find out the root
cause of what happened here, why this building collapsed, and then
make the necessary changes and recommendations to codes to
make sure that this never happens again, and also give a peace of
mind to those that live in high rises. Not just in South Florida, not
just in Dade County, but throughout the Nation that their building
is indeed safe. And those that are not safe then need to be rectified
before a tragedy like this happens.

Yesterday they found the remains of the last unaccounted for in-
dividual, so that brings the death total up to—fatality total up to
about—to 98, and it’s a huge tragedy in my hometown. And, again,
I want to thank Mr. Crist, and all the other co-sponsors of this
amendment. It's something very much needed in Miami-Dade
County, but also around the Nation. Thank you, and I yield my
time back.

Chairwoman JOHNSON. Thank you very much. Any further dis-
cussion on this amendment? All in—if there’s no further discussion
a vote occurs on the amendment. All in favor say aye. Those op-
posed, no. The ayes have it, and the amendment is agreed to.

The next amendment is Mr. Casten’s amendment. Clerk will
read the amendment.

The CLERK. Amendment No. 3, amendment tc the amendment in
the nature of a substitute to H.R. 4609, offered by Mr. Casten.

[The amendment of Mr. Casten follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. CASTEN

Page 12, line 6, strike “greenhouse gas measure-
ment systems” and insert “greenhouse gas emissions

measurement systems’

Page 12, line 12, insert “at a range of scales that
covers direct measurement at the component or process
level through atmospherie observations” before the semi-

colon.,

<k

Page 12 line 15, strike “gases” and insert as
L 3

emissions”,

Page 12, line 19, insert before the semicolon at the

144

end the following: “, taking into account any existing
United States and international standards and guid-

ance’.

Page 13 line 1, insert after “gas” the following

“emissions’.

Page 13, line 9, insert before the period at the end
the following: “, taking into account any existing United

States or international standards”.
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Page 13, line 16, strike “measurement research and
standards development for greenhouse gas emissions”,
and insert the following: “‘research and standards devel-

opment for greenhouse gas emissions measurements’.

Page 14, line 18, insert “‘at a range of scales that
covers direct measurement at the component or process
level through atmospheric observations” after “mod-

eling”.

Page 14, line 20, insert before the semicolon at the
end the following: “to specific underlying activities and

processes’

Page 14, line 21, strike “test and evaluate the per-
formance of existing capabilities for the measurement
and validation of greenhouse gas emissions” and insert
“test and evaluate the performance of existing capabili-
ties, and inform and improve best practices, benchmarks,
methodologies, procedures, and technical standards, for
the measurement and validation of greenhouse gas emis-

sions at scales noted in clause ().

Page 15, line 4, after “gas” insert “emissions”.

8]}

X
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Chairwoman JOHNSON. The Clerk will report the amendment.
I'm sorry, I ask unanimous consent to dispense with the reading,
and, without objection, so ordered. I recognize the gentleman for 5
minutes to explain his amendment.

Mr. CAsTEN. Thank you, Madam Chair. My amendment is—in-
cludes technical corrections to the ANS, and has language that in-
corporates feedback from the Environmental Protection Agency
(EPA) to strengthen the greenhouse gas measurement research ac-
tivities authorized in Section 202 of the NIST for the Future Act.

As a Member of the Select Committee on the Climate Crisis, and
as someone who, prior to coming to Congress, spent 16 years run-
ning clean energy companies with a mission to profitably reduce
greenhouse gas emissions, it is safe to say I have dedicated my life
to fighting the climate crisis. Whether you're in the business world
or in this line of work, we can only do that if we accurately and
consistently measure our greenhouse gas emissions. This amend-
ment will ensure that greenhouse gas emissions measurement re-
search activities authorized in this bill are done in cooperation with
agencies like the EPA and NOAA (National Oceanic and Atmos-
pheric Administration) so that NIST can best leverage the exper-
tise of the scientists across our Federal research enterprise.

The EPA has a unique role in greenhouse gas emissions moni-
toring, given the inventory of U.S. Greenhouse (Gas Emissions,
Sources, and Sinks—all capitalized, that’s a title—that it operates,
so it’s important to include their expertise in the development of
standards for measuring greenhouse gas emissions. This amend-
ment would also help facilitate the EPA’s ongoing work in green-
house gas emissions reporting, and ensure that studying the attri-
bution of greenhouse gas emissions to the underlying activities and
processes causing them is a key priority of the Center of Excellence
that is established in this bill.

Finally, the amendment would also clarify that NIST’s develop-
ment of measurement standards. takes into consideration any
standards and guidance that currently exists at the national or
international level. I thank my colleagues for their patience, and
respectfully ask for their support of this common-sense amendment
that would enhance and improve the already impressive green-
house gas emission measurement research component of this bill.
Thank you, and I yield back.

Chairwoman JOHNSON. Thank you. Any further discussion on
this amendment? If there is no further discussion, the vote occurs
on the amendment. All those in favor say aye. Those opposed say
no. The ayes have it, and the amendment is agreed to.

The next amendment on the roster is an amendment offered by
the gentlelady from North Carolina. She is recognized to offer her
amendment. Ms. Ross.

Ms. Ross. Thank you very much, Madam Chair. I have an
amendment at the desk.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment No. 4, amendment to the amendment in
the nature of a substitute to H.R. 4609, offered by Ms. Ross of
North Carclina and Ms. Kim.

[The amendment of Ms. Ross and Ms. Kim follows:]
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AMENDMENT TO THE AMENDMENT IN THE

NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MS. R0ss OF NORTH CAROLINA

Page 20, after line 6, insert the following:

{e) SOFTWARE Surrry CHAIN SECURITY PRAC-

TICES.—

(1) IN GENERAL—The Director shall, in co-
ordination with industry, academia, and other Fed-
eral agencles, as appropriate, develop a set of secu-
rity outcomes and practices, including security con-
trols, control enhancements, supplemental guidance,
or other supporting information to enable software
developers and operators to identify, assess, and
manage cyber risks over the full lifecyele of software
products.

(2) OurrpacH.—The Director shall conduct
outreach and coordination activities to share tech-
nical expertise with Federal agencies, relevant indus-
try stakeholders, and standards development organi-
zations, as appropriate, to encourage the voluntary
adoption of the software lifecycle security practices
by Federal agencies and industry stakeholders.



220

143

Chairwoman JOHNSON. I ask unanimous consent to dispense
with the reading, and, without objection, so ordered. I recognize the
gentlelady for 5 minutes to explain her amendment.

Ms. Ross. Thank you, Madam Chair. I introduced a bipartisan
software supply chain security amendment to H.R. 4609, the Na-
tional Institute of Standards and Technology for the Future Act of
2021, with Congresswoman Kim. This amendment would require
the Director of NIST to coordinate with academia, industry, and
Federal agencies to develop security practices and outcomes to en-
able software developers to manage cyber risks over the full life
cycle of software products.

Over the past decade there have been at least 138 software sup-
ply chain attacks or vulnerability disclosures. One glaring example
was the Russian State sponsored SolarWind cyberattack in 2020,
which compromised government, industry, and non-profit informa-
tion. These attacks are very expensive to manage, as they often in-
volve paying ransom, restoring backups, and rebuilding systems.
This amendment will direct NIST to take an active role in con-
ducting outreach and coordination with our agency and industry
partners to prevent or mitigate the impact of future cyberattacks.
I urge my colleagues to support this amendment, and the under-
lying bill, and I yield back.

Chairwoman JOHNSON. Thank you. Any further discussion on
this amendment? If there is no further discussion, the vote occurs
on the amendment. All in favor say aye. Those opposed, no. The
ayes have it, and the amendment is agreed to.

The next amendment on the roster is an amendment offered by
the gentleman from California, Mr. McNerney, and he is recognized
to offer that amendment.

Mr. McNERNEY. Madam Chair, I have an amendment at the
desk.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment No. 5, amendment to the amendment in
the nature of a substitute to H.R. 4609, offered by Mr. McNerney
of California.

[The amendment of Mr. McNerney follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. MCNERNEY OF CALIFORNIA

Page 36, line 14, insert “(a) IN GENERAL.—" be-

fore “The Director’.

bt
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Page 37, after line 8, insert the following:

(b) TESTBEDS.—In coordination with other Federal
agencies as appropriate, the private sector, and institu-
tions of higher education, the Director may establish
testbeds to examine artificial intelligence and machine
learning  systems in  virtual environments for
vulnerabilities that may lead to failure, malfunction, or at-

tacks under a wide range of conditions.
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Chairwoman JOHNSON. I ask unanimous consent to dispense
with the reading. Without objection, so ordered, and I recognize the
gentleman for 5 minutes to explain his amendment.

Mr. McNERNEY. Well, I thank the Chair. This amendment would
enable NIST to establish test beds for examining security, safety,
and reliability of artificial intelligence and machine learning sys-
tems. NIST would work in coordination with other Federal agen-
cies, the private sector, the higher education institutes, to establish
Test Beds Program.

As Co-Chair of the Al Caucus, a key priority for me is identifying
policies that we can adopt to promote deployment of more secure
and reliable Al systems. Al systems pose unique security risks, and
these systems don’t always work as intended. This could cause real
harm to the public. That’s why it’s critical we have virtual testing
environments, where entities that are building and using Al sys-
tems can test their systems to identify potential vulnerabilities
that may result in malfunction, failure, or cyberattacks.

These test beds will also complement the Committee’s important
work on Al from the last Congress, specifically the National Al Ini-
tiative Act, which was enacted as a part of last year’s NDAA. And
I urge all of my colleagues to support this amendment, and I yield
back.

Chairwoman JOHNSON. Thank you. Any further discussion on the
amendment? If there is no further discussion, the vote occurs on
the amendment. All those in favor say aye. Opposed say no. The
ayes have it, and the amendment is agreed to.

The next amendment on the roster is an amendment offered by
myself, and the Clerk will report the amendment.

The CLERK. Amendment No. 6, amendment to the amendment in
the nature of a substitute to H.R. 4609, offered by Ms. Johnson of
Texas and Mr. Feenstra of Iowa.

[The amendment of Chairwoman Johnson and Mr. Feenstra fol-
lows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609
OFFERED BY MS. JOHNSON OF TEXAS AND

MR. FEENSTRA OF JOWA

Page 37, insert after line § the following:

1 SEC. 214. FACILITATING DEVELOPMENT AND DISTRIBU.

2 TION OF FORENSIC SCIENCE STANDARDS.

3 {a) ORGANIZATION OF SCIENTIFIC AREA COMMIT-
4 TEES FOR FORENSIC SCIENCE.—

5 (1) ESTABLISHMENT.—The Director shall es-
6 tablish in the Institute an organization to facilitate
7 the development of forensic science standards.

8 (2) DEsiGNATION.—The organization estab-
9 lished under paragraph (1) shall be known as the
10 “Organization of Scientifie Area Committees for Fo-
11 rensie Science’.

12 (3) ComposITION.—The Organization shall be
13 composed of the following:

14 (A) The Forensic Science and Standards
15 Board established under subsection {(b).

16 (B) Each scientific area committee estab-
17 lished under subsection (c).

18 {4) DUTIES OF THE ORGANIZATION.—The du-
19 ties of the Organization are as follows:



W N2

[N BN I = Y B

11

13
14
15
16
17
18
19
20
21
22

24
25

224

147
9

(A) Facilitating the development and dis-
tribution of scientifically sound, consensus-
based documentary standards and guidelines for
forensic seience, including through formal ecol-
laboration with nongovernmental standards de-
velopment organizations.

{B) Establishing a registry of scientifically
sound forensic science standards and guidelines
approved and endorsed by the Organization.

{C) Establish a process for regularly re-
evaluating existing standards and guidelines
published for placement on the registry estab-
lished under subparagraph (B).

(D) Promoting the adoption by the foren-
sic science community of the standards and
guidelines deseribed in subparagraph (A) and
as inecluded in the registry established under
subparagraph (B).

{b) FORENSIC SCIENCE STANDARDS BOARD —

{1} ESTABLISHMENT.—The Director shall es-
tablish in the Organization a hoard to oversee the
operations of the Organization and its committees.

(2) DrsigNATION —The  board  established
under paragraph (1) shall be known as the “Foren-

sie Science Standards Board™.
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(3) CoMPOSITION.—The Board shall be com-
posed of the following:
(A) Members selected by the Director to
serve on the Board from among each of—

(i) members of the forensic science
community;

{il) scientists and engineers with rel-
evant expertise at institutions of higher
education and other nonprofit research or-
ganizations;

(ii1) statisticians;

(iv) a rcprescentative of cach of the
task groups established under subsection
(d), as the Divector considers appropriate;
and

{v) such other communities or sectors
as the Director considers appropriate.

(B) The chairpersons of the scientific area
committees established under subsection ().
{4) Duties.—The duties of the Board are as
follows:
{A) Overseeing all operations of the Orga-
nization, including the committees of the Orga-

nization.
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(B) Establishing governance rules and
policies for the Organization.

(C) Facilitating communieation within the
Organization and between the Organization, the
eriminal justice communmity, and the forensic
science community.

(D) Overseeing the reviewing and approv-
ing process of standards to be added to the reg-
istry established under subsection (a)(4)(B).

{5) AUTHORITY TO APPROVE STANDARDS FOR
LISTING IN REGISTRY OF FORENSIC SCIENCE STAND-
ARDS AND GUIDELINES.—The Board may approve
standards for listing on the registry established
ander subsection (a){(4)}(B).

(¢} SCIENTIFIC AREA COMMITTEES.—

(1} ESTABLISHMENT.—The Director shall es-
tablish one or more scientific area committees to
carry out the work of the Organization.

(2) MEMBERSHIP,—

(A} CoMposITION.—Each scientific area
commnittee established under paragraph (1)
shall be composed of the following:

(i) The chairperson of the scientific

arca committee.
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(ii) The vice chairperson of the seci-
entific area committee.

(iti} The chairperson of each sub-
committee established under paragraph (3)
for each scientific area committee under
paragraph (1).

{(B) CHAIRPERSON AND VICE CHAIR-
PERSON ~

(i) In GENERAL.—For each scientific
area cominittee established under para-
graph (1), the Director shall appoint a
chairperson and a viee chairperson for the
scientific area committee from among indi-
viduals with expertise in the subject area
of the seientific area committee.

{it} SERVICE.—Each chairperson and
vice chairperson appointed under clause (i)
ghall serve as a chairperson or viece chair-
person at the pleasure of the Director.

(3) SUBCOMMITTEES.—

(A} EsTaBLISHMENT.—The Director may
establish such subcommittees in a scientific
area committee established under paragraph (1)
as the Director considers appropriate to assist

in the work of the scientific area eommittee.
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(B) MEeMBERSHIP.—Each subcommittee
established under subparagraph (A) shall be
eomposed of such members selected by the Di-
rector from among the following:

(i) Forensic science practitioners.

(i1} Scientists and engineers at institu-
tions of higher education and other non-
profit rescarch organizations.

{iii) Statisticians.

(iv) Representatives of the legal com-
munity.

(v) Such others as the Director con-
siders appropriate for purposes of this see-
tion.

(4) Duries.—The duties of a scientific area
committee established under paragraph (1) shall be
as follows:

(A} Coordinating the operation and activi-
tiegs of specific forensic science diseipline sub-
committees in order to encourage communica-
tion across all subject and discipline specific
subcommittees.

(B) Providing opportunity to the public to

engage the forensic science community in mat-
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ters relating to priorities, standards, and guide-
lines.

{C) Address topies of high importance to
the forensic ecommunity, such as matters relat-
ing to the following:

{1} Biology.
(i1} Chemistry, meluding—
(I) matters relating to seized
drugs and toxieology; and
(II) matters relating to trace evi-
dence.
{it1} Scene examination.
{iv} Medicine.
{v) Digital and multimedia.
(vi} Physies and pattern interpreta-
tion.
{vii) Computational forensic algo-
rithms.

(D) Furthering the development of stand-
ards under subsection {e)(1) and other guide-
lines.

{d) RESOURCE TasK GROUPS.—
(1) EstaBLISHMENT.—The Director, acting
through the Board, shall establish legal, human fac-

tors, quality, and statisties task groups to support
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1 and assist the Organization with matters relating to
2 questions of law, human factors, ethical and social
3 implications of technology, workflow processes, qual-
4 ity assurance, and statistics,

5 (2) MgeMBERSHIP.—The  Director, acting
6 through the Board, shall ensure that each task
7 group established under paragraph (1) is composed
8 of voting members of the subcommittees established
9 under subsection {¢)(3} who have relevant expertise.
10 (3) CHAIRPERSONS.—The Director, acting
11 through the Board, shall appoint a chairperson of
12 each task group established under paragraph (1).

13 (¢) FORENSIC SCIENCE STANDARDS DEVELOPMENT
14 PROCESS.—

15 (1) STANDARDS DEVELOPMENT PROCESS.—The
16 Director, acting through the Organization, shall im-
17 plement a process to facilitate the development of
18 seientifically sound, consensus- based forensic stand-
19 ards and guidelines, consistent with the duties de-
20 seribed for each entity established under this section.
21 (2) TECHNICAL REVIEW.—
22 (4) PROCESS REQUIRED.—The Director
23 shall establish a process for technieal peer re-
24 view to provide feedback on a draft of a stand-

25 ard or guideline to a relevant subcommittee of
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a sclentific area committee before such stand-
ard or guideline is submitted to a nongovern-
mental standards development organization or
submitted for inclusion in a registry of forensic
standards or guidelines,

(B) ParTicipaNTS —The process estab-
lished under subparagraph (A)—

(i) may include members of the Orga-
nization; and
(i1} shall mnclude additional volunteer
experts from the forensic science commu-
nity and the academic research community.
(3) PUBLIC COMMENT.—

(A) Ix GENERAL.—The Director shall pro-
vide for public comment on draft standards
prior to inclusion in the registry of forensic
science standards and guidelines established
under subsection (a){4}(1).

(B) COMMENTS FROM RESEARCH TASK

GROUPS.~—The Director shall ensure that

(i) each resource task group estab-
lished under subsection (d) may submit, as
a group, comments on draft standards de-

seribed in subparagraph (A); and



D00~ W B W b e

[T ¥ TR N SRR N T N T N S T T T e R
N e W N e D 0 sl N s W N D

232
155
10
(ii}) any comments submitted under
clause (i), and any adjudication of such
comments by the Organization, are made
available to the publie.

(4) SUBMISSION TO STANDARDS DEVELOPING
ORGANIZATION.—The Director shall ensure that
standards proposed by the Organization and ap-
proved for the registry of forensie scienee standards
and guidelines established wunder subseection
(a){4)(B) are submitted to a nongovernmental
standards development organization for review and
formal adoption as standard.

(5) GranTs~—The Director shall award grants
through a competitive process—

(A) to support activities under paragraph

(3); and

{B) to ensure that the standards approved
for inclusion in the registry of forensic science
standards and guidelines required by subsection

(a)(4)(B) are submitted to a nongovernmental

standards development organization.

{f) TORENSIC STANDARDS FOR AUTHENTICATING

DigrralL EVIDENCE —

{1) FURTHERING DEVELOPMENT OF STAND-

ARDS.—
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(A) In gENERAL.~—The subcommittee ad-
dressing digital and multimedia, or any suc-
cessor thereto, shall develop standards for vali-
dating or assessing the authenticity of digital
content, including content created by teeh-
nologies that synthesize or manipulate digital
content such as deepfakes.

(B) COLLABORATION.—In carrying out
subparagraph (A), the subcommittee deseribed
in such subparagraph shall collaborate with the
forensic science community and experts who
study advanced techniques for digital content
manipulation, including these in academia and
government entities such as the Defense Ad-
vanced Research Projects Agency (DARPA).

(2) RESOURCE DEVELOPMENT.—The Organiza-
tion shall develop and compile resources and mate-
rials for use by the forensic science community in
developing standards to authenticate digital mate-
rials.

(3) CONGRESSIONAL BRIEFING.—Not later than
1 vear after the date of the enactment of this Act,
the Dirvector shall provide the appropriate commit-
tees of Congress a briefing on the status of efforts

undertaken pursuant to this subsection.
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Page 1, in the table of contents, insert after the

matter relating to section 213 the following:

See. 214. Facilitating development and distribution of forensic science stand-
ards.
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Chairwoman JOHNSON. I ask unanimous consent to dispense of
the reading. Without objection, so ordered. I recognize myself for 5
minutes to explain the amendment.

The Organization of Scientific Area Committees, or OSAC, was
stood up by NIST in 2014 to address the lack of discipline-specific
forensic science standards. OSAC has contributed to progress in
many forensic disciplines, but there is much work yet to be done.
Just last week they announced that they were going to draft new
starlldards for collecting physical evidence from victims of sexual as-
sault.

Normally NIST partners with non-governmental standards devel-
opment organization, such as the SDOs, in the development of new
voluntary consensus standards. They don’t typically manage the
consensus process themselves. However, in the case of forensic
science standards, there is simply no business model for an SDO
to take this on. It is a public policy imperative, not a commercial
one. It’s time to formalize NIST’s role to remove any uncertainty
without the future of this effort.

My amendment would codify the OSAC, specifying requirements
for the overall structure and processes of the OSAC. The amend-
ment emphasizes broad stakeholder participation and input, sci-
entific integrity, and transparency. This amendment text has long
been part of my Forensic Science and Standards Act. We have con-
tinued to update it with diverse stakeholder input. I have been dis-
appointed by inability to move the legislation forward, even after
we reported out of Committee on a bipartisan basis last Congress.
The NIST for the Future Act is another opportunity for us to try
to move forward on at least a part of this important issue.

However, even as I seek to include my amendment today, I rec-
ognize that we have more work to do with the stakeholder commu-
nity to build consensus around the specific details of the text. It is
essential that those on all sides of this issue, the scientists, the
practitioners, the legal community, the advocates for wrongfully
convicted, all have a voice. And it is essential that OSAC’s process
be transparent from the beginning to end. We're only going to be
successful in strengthening the science in our Nation’s courtrooms
if Zive have widespread trust in the process that yields these stand-
ards.

I want to thank Representative Feenstra for joining me and co-
sponsoring this amendment. Jowa State University is doing very
important work in forensic science and standards through its man-
agement of the NIST Center of Excellence for Forensics. I will con-
tinue to advocate for those and other forensics research efforts
across the Federal science agencies. I urge my colleagues to sup-
port this amendment, and I yield back.

Is there further discussion? Mr. Feenstra.

Mr. FEENSTRA. Thank you, Chairman Johnson, for allowing me
to co-sponsor this amendment with you, and thank you, Ranking
Member Lucas, for your supportive words. I support this amend-
ment because of the importance of forensic science, and how it can
aid law enforcement. The Organization of Scientific Area Commit-
tees for Forensic Science strengthens the Nation’s use for forensic
science by facilitating development and promotion of the use of
high-quality technical standards. This helps ensure that forensic
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analysis is reliable, and has the support of medical examiners and
law enforcement forensic labs.

The brave men and women in law enforcement are often asked
to do seemingly impossible tasks, like bringing criminals to justice
using what evidence they have to gather. Improving the technical
standards of forensic science helps our police officers, medical ex-
aminers, and other investigators bringing guilty criminals to jus-
tice. I support our law enforcement officers, and the sacrifices they
make to keep us safe, but many officers across my district take
pride in finding the truth, and we are extremely proud of their
work. I want to ensure that they have the best tools and tech-
niques available to them to help with this difficult, important work
they’ve dedicated themselves to.

Relating back to the forensic science in my district, we are proud
to have Iowa State as the headquarters for the Center for Applica-
tions for Forensic Evidence. CSAFE is a research center committed
to applying statistical and scientific methods to improve the accu-
racy of forensic evidence. I have—had the pleasure of speaking
with their faculty, and there are amazing things that CSAFE is
working on. They collaborate with statisticians, scientists, forensic
practitioners, and their partner universities that include lowa
State, Carnegie Mellon, UC (University of California) Irvine, West
Virginia, University of Virginia, and Duke. This amendment will
help them with their incredible work by improving standards, and
including a grant section that is intended to cover CSAFE and
NIST funding for forensic studies.

For these reasons, I ask others—Members of the Committee to
please support this amendment. Thank you, and I yield back.

C};airwoman JOHNSON. Thank you. Is there any further discus-
sion?

Mr. Lucas. Madam Chair?

Chairwoman JOHNSON. Mr. Lucas.

Mr. Lucas. Thank you, Chairwoman Johnson and Representative
Feenstra, for offering this amendment, and continuing our bipar-
tisan work from last Congress on the Forensic Science Research
and Standards Act. Forensic Science is playing an increasingly
large role in our criminal justice system. It’s critical that we have
scientific, consistent, and robust standards and guidelines for the
use and analysis of forensics. This amendment authorizes the in-
credible work already being done in this area by the National Insti-
tute of Standard and Technology.

I want to thank the stakeholders for working with us on this lan-
guage, in particular the Consortium of Forensic Science Organiza-
tions, which supports the amendment. The Consortium represents
the crime labs, medical examiners, and toxicologists, the practi-
tioners in the field we rely on, who rely on these standards and
guidelines to do their work at the highest level of accuracy and in-
tegrity.

Madam Chair, I ask unanimous consent to submit a letter from
the Consortium for the record, please.

Chairwoman JOHNSON. Without objection.

[The information referred to follows:]
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Mr. Lucas. Thank you, Madam Chair. As the Chair noted, we
recognize that we have more work to do to address other stake-
holders’ feedback. I support this amendment, and I look forward to
working with the Chair and our stakeholders through to process to
finalize this language. And with that, Madam Chair, I yield back.

Chairwoman JOHNSON. Thank you very much. Any further dis-
cussion? The vote, then, will occur on the amendment. All those in
favor say aye. Opposed say no. The ayes have it, the amendment
is agreed to.

The next amendment on the roster is an amendment offered by
the gentlelady from Texas, Mrs. Fletcher. You're recognized to offer
the amendment.

Mrs. FLETCHER. Thank you, Madam Chair. I do have an amend-
ment at the desk, and it's because what we know today——

Chairwoman JOHNSON. The Clerk will

Mrs. FLETCHER [continuing]. That chemicals

Chairwoman JOHNSON [continuing]. Report the amendment.

Mrs. FLETCHER [continuing]. Are used in everything, from the
fabric in our clothing, to the preservatives that keep our food fresh,
they play an integral role——

Chairwoman JOHNSON. The Clerk—Ilet the Clerk to—report the
amendment, and you’ll be recognized.

Mrs. FLETCHER. OK. Thank you, Madam Chair.

The CLERK. Amendment No. 7, amendment to the amendment in
the nature of a substitute to H.R. 4609, offered by Mrs. Fletcher.

[The amendment of Mrs. Fletcher follows:]




238

161

AMENDMENT TO THE AMENDMENT IN THE

NATURE OF A SUBSTITUTE TO H.R. 4609

Page 37, insert after line 8 the following:

—

SEC. . SUSTAINABLE CHEMISTRY RESEARCH AND EDU-
CATION.

In accordance with section 263 of the National De-
fense Authorization Act for Fiscal Year 2021, the Director
shall carry out activities in support of green and sustain-
able chemistry, including coordinating and partnering with
academia, industry, non-profits, and other entities in ac-

tivities to support clean, safe, and economic alternatives,

NoTEEe s TN BN Y R S R I 2V

technologies, and methodologies to traditional chemiecal

—
o

produets and processes.

Page 1, in the table of contents, insert after the

matter relating to section the following:

Sec. . Sustainable Chemistry Research and Edueation.
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Chairwoman JOHNSON. Without objection, so—the—we offer
unanimous consent to dispense with the reading. Without objec-
tion, so ordered, and I recognize the gentlelady for 5 minutes to ex-
plain her amendment.

Mrs. FLETCHER. Thank you, Madam Chair. Used in everything
from the fabric in our clothing, to the preservatives that keep our
food fresh, chemicals play an integral role in our everyday lives. In
our fight against the COVID-19 pandemic, we relied heavily on
preventative measures like frequent hand washing with soap, and
sanitizers, and products to keep our surfaces clean and disinfected.

It’'s hard to imagine life without these chemical innovations, but
if not used responsibly, they can have a harmful effect on the envi-
ronment and on human health. So sustainable chemistry is an ap-
proach to chemical innovation that allows society to meet environ-
mental, human health, economic, and societal needs without com-
promising the health and safety of a future generation. Rather
than focusing on cleanup and control of waste and hazardous mate-
rial, sustainable chemistry emphasizes redesigning industrial prod-
ucts and processes to reduce or eliminate hazards at their source
by reducing toxicity, quantities of waste, and energy consumption.
Sustainable chemistry is creating jobs, supporting economic devel-
opment, and keeping U.S. companies competitive around the globe.

Despite strong interest in sustainable chemistry from the private
sector, there are still barriers to the design, development, and com-
mercialization of sustainable chemical products and processes. This
is partly a lack of investment into research and technology develop-
ment, and a lack of support for integration into existing industrial
processes. Another challenge is the absence of widely recognized
definitions for sustainable chemistry, or methods for measuring the
sustainability of a chemical product or process.

So, to address this, my amendment directs NIST to carry out ac-
tivities in coordination with industry, with academic institutions,
and with non-profit institutions in support of sustainable chem-
istry, and to advance new technologies and methodologies to facili-
tate sustainable chemistry innovation, and its widespread adoption
in the private sector. So I urge my colleagues to support this
amendment, and I yield back.

Chairwoman JoOHNSON. Thank you. Any further discussion on
this amendment? If there’s no further discussion, the vote occurs
on the amendment. All those in favor say aye. Those opposed, no.
Ayes have it, and the amendment is agreed to.

The next amendment on the roster is an amendment offered by
the gentleman from Coloradoe, the space man. He is recognized to
offer his amendment, Mr. Perlmutter.

Mr. PERLMUTTER. Thank you, Madam Chair. I have an amend-
ment at the desk.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment No. 8, amendment to the amendment in
the nature of a substitute to H.R. 4609, offered by Mr. Perlmutter
of Colorado.

{The amendment of Mr. Perlmutter follows:]
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AMENDMENT TO THE AMENDMENT IN THE

NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. PERLMUTTER OF COLORADO

Page 38, beginning on line 11, strike “campuses”
insert “campuses, and as needed on the Institute’s joint

institute campuses,”.
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Chairwoman JOHNSON. I ask unanimous consent to dispense
with the reading. Without objection, so ordered. I recognize the
gentleman for 5 minutes to explain his amendment.

Mr. PERLMUTTER. Thank you, Madam Chair, and to the Chairs
and the Ranking Members, thank you for bringing this bill for-
ward. It’s very important. My amendment is simple. It allows NIST
to use the Facilities Modernization Fund created in the bill for con-
struction and maintenance needs at its Joint Institute Campuses.
We have one of these Joint Institutes at my alma mater, the Uni-
versity of Colorado at Boulder, and that is called JILA, the Joint
Institute for Laboratory Astrophysics.

JILA is one of the Nation’s leading research institutes in physical
science. Its scientists explore some of the most challenging ques-
tions about quantum technologies, X-rays, interaction of light and
matter. In fact, JILA and the University of Colorado have produced
at least three Nobel Prize winners, Car]l Wieman and Eric Cornell,
for their work on the Bose-Einstein Condensation, and I was going
to have Dr. Foster and Dr. Baird tell us what the Bose-Einstein
Condensation experiment was, and Dave Wineland, who is an ex-
pert in quantum systems.

But just in case my friends from Texas, Dr. Babin and Mr.
Weber, think that Colorado, and the University of Colorado, is all
science and no play, I want you to know that Flora Duffy, a CU
Boulder grad, won the triathlon last night in Tokyo, so, you know,
we do a little bit of everything on Colorado. Now, back to my pre-
pared remarks so that NIST is benefited by my comments here.

In addition to its groundbreaking research, JILA offers training
programs for our future researchers and innovators, and has
helped create over 250 Colorado quantum jobs. Unfortunately, the
labs at NIST Joint Institutes, like JILA, are over 50 years old, and
are insufficient to support today’s research needs. Current labs lack
sufficient electric power, suffer from excessive vibration due to
aging mechanical systems, and are unable to maintain stable tem-
peratures and humidity control. Functional and modern facilities
are essential to the work being done at our Joint Institutes, and
to the U.S’s research and innovation enterprise. My amendment
will help NIST support the institutes like JILA, continue their im-
portant work in physics, astrophysics, biophysics, physical chem-
istry, optics, electronics, and quantum mechanics.

The infrastructure investments in this bill are critical toward our
future innovation and competitiveness, and I hope all my col-
leagues, including Dr. Babin and Mr. Weber, will support my
amendment to help ensure these investments can occur both at
NIST campuses and at NIST Joint Institutes across the country. I
urge my colleagues to support my amendment, and with that, I
yield back to the Chair.

Chairwoman JOHNSON. Thank you very much. Anyone dare to
add a discussion? Ms. Bonamici?

Ms. Bonamict. I just want to thank Mr. Perlmutter for taking up
space on this Committee, and I yield back.

Chairwoman JOHNSON. Anyone else? If there’s no further discus-
sion, the vote occurs on the amendment. All those in favor say aye.
Those opposed, no. The ayes have it, and the amendment is agreed
to.
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The next amendment on the roster is an amendment offered by
the gentleman from Pennsylvania, Mr., Lamb. He’s recognized to
offer his amendment.

Mr. LaMB. Madam Chair, I have an amendment at the desk.

Chairwoman JOHNSON. The Clerk will read the amendment.

The CLERK. Amendment No. 9, amendment to the amendment in
the nature of a substitute to H.R. 4609, offered by Mr. Lamb of
Pennsylvania and Ms. Moore.

[The amendment of Mr, Lamb and Ms. Moore follows:]
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AMENDMENT TO THE AMENDMENT IN THE

NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. LAMB OF PENNSYLVANIA

Page 41, line 22, insert “, including minority-serving

institutions and community colleges’ after “education”.
Page 42, line 10, by striking “and’ at the end.

Page 42, line 11, by redesignating paragraph (7) as

paragraph (8).
Page 42, by inserting after line 10 the following:

1 (7) conduet outreach to and develop research
collaborations with community colleges, including
through the recruitment of students and faculty at

such institutions to participate in programs devel-

O R . o

oped under paragraph (3); and
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Chairwoman JOHNSON. I ask unanimous consent to dispense of
the reading. Without objection, so ordered. I recognize the gen-
tleman for 5 minutes to explain his amendment.

Mr. LamB. Thank you, Madam Chair. Many of us have talked a
lot of times about the need to broaden who has access to the pipe-
line of scientific research and educational funding in this country,
and so my amendment would simply add minority-serving institu-
tions and community colleges to the education and resource—re-
search provisions of this bill. But it would also do something that’s
a little more simple and practical, but I think very profound, which
is put resource dollars in some of the places where people are real-
ly discovering the most important facts about technological ad-
vancement. And I know that’s a little broad, so T want to say what
1 mean specifically.

We have, at our community college in Allegheny County, West-
ern Pennsylvania, for example, a program called Mechatronics. It’s
one of the programs that really integrates robotics, Al, electrical
engineering, energy usage, and manufacturing all in one. And the
people who come out of this 2-year program are very highly sought
after, very well paid, because every single day they’re discovering
how to manufacture things with robots, and different sources of en-
ergy, and, you know, computer assisted intelligence, and all that
kind of thing.

If we invest in those types of places, and those types of pro-
grams—which you don’t always have at a 4-year university because
they'’re not as flexible, you know? CCAC (Community College of Al-
legheny County) could create a mechatronics program because the
employers just came to them 1 day and said, we need you to design
something for what you need. If we put our dollars there, we're
going to make a lot of discoveries about how to integrate all these
different systems, and how to manufacture things in this ceuntry
in a much more efficient way, and I think that is the goal of the
NIST for the Future Act is to be kind of ruthlessly practical in the
way that we use our dollars, and get societal returns on them, and
outecompete our competitors overseas.

So I thank you, I want to especially thank Representative Moore
for co-sponsoring this amendment, and I urge everyone to vote for
it. Thank you, Madam Chair. I yield back.

Chairwoman JOHNSON. Thank you. Any further discussion on
this amendment? If there is no further discussion, the vote occurs
on the amendment. All those in favor say aye. Those opposed, no.
The ayes have it, and the amendment is agreed to.

The next amendment on the roster is an amendment offered by
the gentlelady from California, Mrs. Kim, and she’s recognized to
offer her amendment.

Mrs. Kim. Thank you, Chairman—woman Johnson.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment number 10, amendment to the amend-
ment in the nature of a substitute to H.R. 4609, offered by Mrs.
Kim of California.

[The amendment of Mrs. Kim follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MRS. KiM OF CALIFORNIA
Page 42, line 10, strike “and”.

Page 42, line 13, strike the first period and all that

follows through the end of the line and insert *; and”.

fum—y
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Page 42, after line 13, insert the following:

“{8) conduect outreach to and develop collabora-
tions with nontraditional educational organizations,
including those that offer training through non-prof-
it associations and professional associations or pro-
fessional societies, to engage persons historieally
underrepresented in STEM through programs devel-

oped under this subsection.”.
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Chairwoman JoHNSON. I ask unanimous consent to dispense
with the reading. Without objection, so ordered, and I recognize the
gentlelady for 5 minutes to explain her amendment.

Mrs. KiM. Thank you, Chairwoman Johnson. My amendment is
also very simple. It would encourage the NIST Director to develop
educational collaborations and outreach with non-traditional edu-
cational organizations, such as non-profits and professional associa-
tions, to engage underrepresented communities in STEM (science,
technology, engineering, and mathematics) education. Currently,
NIST has the authority to support, promote, and coordinate activi-
ties and efforts to enhance public awareness and understanding of
measurement sciences, standards, and technology with industry,
academia, and other community groups, but NIST lacks the author-
ity to include non-profits and professional associations in their edu-
cational outreach efforts.

The recently confirmed National Cyber Director has also noted
the overt shortage in meeting workforce demands across both the
public and private sector. This amendment broadens the capability
of NIST to make meaningful contributions toward the cybersecurity
challenges by leveraging the expertise of non-profits and profes-
sional organizations. So 1 urge my colleagues from both sides of the
aisle to support my amendment, and provide NIST with another
tool to improve their educational outreach and practices with
underrepresented communities.

I also want to take the time to thank my colleague, Representa-
tive Ross, for working with me to offer another amendment that
will strengthen our cybersecurity efforts by enabling software de-
velopers to share technical expertise with Federal agencies, indus-
try stakeholders, and standards development organizations. Just
between 2019 and 2020 our country saw a 400 percent increase in
cyber intrusions, so I'm very troubled by the increase of
cyberattacks which seem to be designed not only for monetary pur-
poses, but also to instill distrust in our economic system and our
institutions. So I want to thank you, and I yield back the balance
of my time.

Chairwoman JOHNSON. Thank you very much. Any further dis-
cussion on this amendment? If there’s no further discussion, the
vote occurs on the amendment. All those in favor say aye. Those
opposed, say no. The ayes have it, and the amendment is agreed
to.

The next amendment on the roster is an amendment offered by
the gentleman from Texas, Mr. Babin, and he’s recognized to offer
his amendment.

Mr. Basmv. Thank you, Madam Chairwoman. I have an amend-
ment at the desk. Might want to read the amendment?

Mr. Lucas. Just do it however you want. We can——

Mr. BABIN. 137 Excuse me, 26.

Chairwoman JOHNSON. Go ahead.

Mr. BaBIN. You're out of order, Madam Chair, and I don’t—it
d{)esn’t——«I mean, I'm easy if you want to go ahead with somebody
else.

Mr. Lucas. Do it however you want to, Mr. Babin.

Mr. BaBiN. But I'll be glad to do it.

Chairwoman JOHNSON. Go ahead.
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Mr. BaBiN. OK. Thank you. I have an amendment at the desk.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment to H.R. 4609, offered by Mr. Babin of
Texas.

[The amendment of Mr. Babin follows:]
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AMENDMENT TO H.R. 4609

OFFERED BY MR. BABIN OF TEXAS
Page 55, after line 17, insert the following:

SEC. 308. GAO STUDY OF NIST RESEARCH SECURITY POLI-
CIES AND PROTOCOLS,

{a) EVALUATION.—Not later than 1 year after the
date of enactment of this Act, the Comptroller General
of the United States shall conduct a study of the Insti-
tute’s policies and protocols to protect its research and
combat undue foreign influence,

(b) MATTERS TO BE INCLUDED—The study con-
ducted under subsection (a) shall include, to the extent
practicable, the following:

(1) An analysis of steps taken by the Institute
to address foreign threats to Institute-funded re-
search over the previous 5 years.

{2) An analysis of the coordination and engage-
ment between the Department of Commerce’s Office
of Inspector General, the Department of Commerce’s
Office of Intelligence and the Institute in identifying
and addressing concerning findings.

(3) An assessment of the Institute’s review

process for Foreign National associates.
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{4) An assessment of the Institute’s policies as
it relates to employees and associates participating
in foreign talent recruitment programs.

(D) An assessment of the Institute’s implemen-
tation of conflict-of-interest and diselosure policies
and requirements, including the disclosure require-
ments authorized in Section 223 of the National De-
fense Authorization Act for Fiscal Year 2021 (public
Law 116-283).

(6) An assessment of the Institute’s, the De-
partment of Commerce’s Office of Security, the De-
partment of Commerce’s Office of Intelligence, and
the Department of Commerce’s Office of Inspector
General’s ability to monitor and enforce confliet-of-
interest and disclosure policies and requirements, in-
cluding the disclosure requirements authorized in
Section 223 of the National Defense Authorization
Act for Fiseal Year 2021 (public Law 116-283),

(7) An assessment of the Institute’s, the De-
partment of Commerce’s, and the Department of
Commerce’s Office of Inspector General’s ability to
conduct risk assessments of researeh and develop-
ment award applications and disclosures to the Insti-

tute.
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(8) An assessment of the Institute’s research
security training programs for both internal and ex-
ternally-supported researchers and associates, in-
cluding training focused on international collabora-
tion, and international travel, foreign interference,
and rules for proper use of funds, disclosure, conflict
of commitment, and conflict of interest.

{9) An analysis and summary of incidents of
undue foreign influence at Institute-supported re-
search facilities and programs over the past 10
years.

(10) Recommendations for the Imstitute to bol-
ster its research security polieies and protocols.

(11} Other matters the Comptroller General de-
termines appropriate.

(¢} CONGRESSIONAL BrI®EFING.—Not later than 180
days after the date of enactment of this Aet, the Comp-
troller General shall brief the Committee on Science,
Space, and Technology of the Iouse of Representatives
and the Committee of Commerce, Science, and Transpor-
tation of the Senate on the findings available from the
evalation conducted under subsection (a).

{d) REPORT.—Not later than 18 months after the
date of enactment of this Act, the Comptroller General

shall submit to the eongressional committees specified in
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1 subsection (¢) a report on the findings and recommenda-

2 tions of the evaluation conducted under subsection (a).
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Mr. BaBIN. Thank you very much. When we authorize new
spending on new programs to invest in our science and our tech-
nology, we must make sure that it is protected. We know that our
foreign adversaries are building their technological success on the
basic research developed in the United States and around the
world. We've even seen the infiltration of Chinese influence in our
university systems, our businesses, our agencies, and in several dif-
ferent occasions at our—even our top institutions. We must work
to ensure that foreign nationals do not undermine our open system
of research.

That’s why T'm very pleased to be offering this amendment,
which will require the GAO (Government Accountability Office) to
conduct an audit of NIST s research security measures. It is critical
that all of our Federal agencies have advanced security protocol to
fight undue foreign influence. I hope and encourage all of my col-
leagues here today to support this amendment so that we can en-
sure all of the resources necessary are implemented to secure our
systems, and to mitigate our threats. And with that, Madam Chair,
I yield back.

Chairwoman JOHNSON. Thank you very much. Any further dis-
cussion on this amendment? Hearing none, the vote occurs on the
amendment. All those in favor say aye. Those opposed, say no. The
ayes have it, and the amendment is adopted.

There’s an amendment at the desk for Mr. Posey.

Mr. PosEY. Thank you, Madam Chair. I have an amendment at
the desk.

Chairwoman JOHNSON. The Clerk——

The CLERK. Amendment to the amendment in the nature of a
substitute to H.R. 4609, offered by Mr. Posey of Florida.

[The amendment of Mr. Posey follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. POSEY OF FLORIDA
Page 51, after line 16, insert the following:

(¢) REAFFIRMING THE IMPORTANCE OF VOLUNTARY
CONSENSUS-BASED INTERNATIONAL STANDARDS BobD-
1ES —To the extent applicable, the Institute, when pre-
paring standards, participating in voluntary consensus
standard bodies, and engaging in a standards development
process that is open to participation from Chinese firms
and state-owned enterprises of the People’s Republic of
China, the proeess should include the following attributes
that are easily aceessible, clear, and unambiguous:

(1) Transparency.

(2) Openness.

(3) Impartiality and Consensus.
(4) Effectiveness and Relevance.
{5) Coherence.

(6) Development Dimension.
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Chairwoman JOHNSON. The Clerk will dispense for the reading,
and the—so—as—so ordered. And, Mr. Posey, you're recognized for
5 minutes.

Mr. Posgy. Thank you, Chairwoman Johnson. I have a long ex-
planation and a short explanation. Which one do you think my col-
leagues would prefer? OK. This reaffirms the importance of includ-
ing open and transparent attributes when NIST participates in vol-
untary, consensus-based international standard bodies that will
also include participation from the Chinese firms and the State-
owned enterprises of the People’s Republic of China, and I urge
support of the amendment. Thank you.

Chairwoman JOHNSON. Anyone else wishing to have time? OK.
I recognize myself to speak on the amendment. It should not be a
surprise that I have reservations about this amendment. I join my
colleague from Florida in his concerns about China not adhering to
international norms and rules, including in standards development.
I am very cautious about legislating something with unintended
consequences in standards development. It’s certainly complicated.
That said, 1 appreciate that Mr. Posey has already incorporated
helpful changes recommended by NIST, and, even with those
changes, we've heard from several companies and industry groups
that remain concerned that this could unintentionally harm the
U.S. leadership in some international standard-setting bodies.

Given Mr. Posey’s willingness to work with us, and with NIST,
I plan to accept this amendment today, however, I want to make
sure we continue to work with the stakeholders going forward to
refine the text as needed. I thank you, and yield back.

Any further comments? Hearing none, the amendment is adopt-
ed. OK. We got a little confused here in these notes, so we're get-
ting back on schedule. If there’s no further discussion occurring on
this amendment, all those in favor say aye. Those opposed say no.
The ayes have it, and the amendment is agreed to.

We're back now to Mr. Babin’s second amendment on the roster,
and Mr. Babin of Texas is recognized to offer the amendment.

Mr. BABIN. Yes, ma’am. Thank you, Madam Chair. This—I have
an amendment at the desk, 13.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment number 13, amendment to the amend-
ment in the nature of a substitute to H.R. 4609, offered by Mr.
Babin of Texas.

[The amendment of Mr. Babin follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609
OFFERED BY MR. BABIN OF TEXAS

Page 58, line 7, insert “United States-based” before

“small”’,

Page 58, line 12, insert “, including a focus on the
demonstration of technologies developed by companies

based in the United States™ after “‘needs’”.

Page 58, line 18, strike “with” and ingert “between
United States-based small- and medium-sized manufac-

turers and’”’.
Page 65, after line 4, insert the following:

1 (¢) SUPPORTING AMERICAN MANUFACTURING.—See-

2 tion 25 of the National Institute of Standards and Tech-
3

nology Act (15 U.S.C. 278k) is amended—

4 {1) in subsection (a)(5), by striking “or eonsor-
5 tium thereof” and inserting “or a consortium there-
6 of”” at the end of the sentence;

7 (2) In subsection (c)(4), by inserting “United
8 States-based” before “industrial’’;

9 (3) in subsection (d)—
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—t

{A) in paragraph (1), by inserting “‘at
United States-based industrial facilities, includ-
ing small and medium manufacturing compa-
nies” before “based”;

(B) in paragraph (2), by inserting “United
States-based” before “companies”; and

(C) in paragraph (3), by inserting “United

States-based” before “small”;

o e N .V, S VS B S

(4) in subsection (f)(5)(b)(i}, by inserting “in

oy
o)

the United States” at the cnd of the clause; and

[y
—t

(5) in subsection (M)(1){A), by inserting
12 “United States-based” before “small”.

13 (d) AMENDING THE MEP COMPETITIVE AWARDS
14 ProGgraM.—Section 25(¢)(2) of the National Institute of
15 Standards and Technology Act (15 U.S.C. 278k-1(e)(1))
16 is amended by inserting “‘United States” before “manu-
17 facturers”.
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Mr. BaBIN. Thank you. As we emerge from a year that crippled
thousands of companies nationwide, it’s imperative that we provide
all the tools and resources necessary for American businesses and
manufacturers to bounce back and fully recover. The National In-
stitute of Standards and Technology for the Future Act authorizes
a pilot program within the Hollings Manufacturing Extension Part-
nership Program to support expansion awards focused on tech-
nology demonstration, supply chain security, cybersecurity, and
workforce training here in the United States.

The MEP Program is a resource available in all 50 States, and
Puerto Rico, that provides custom services to small- and medium-
sized manufacturers to help them enhance their productivity and
technological performance. This program, and more than 1,400
trusted advisors, gives manufacturers an opportunity to better en-
hance their businesses and maintain a competitive edge, which is
so necessary today. Because of the importance of this program, and
the desperate need for its services across the country, I'm pleased
to be introducing an amendment today that will help ensure all
funds designated for MEP, specifically focused on supporting and
building up U.S.-based manufacturing companies.

Our Nation needs this now more than ever, and we cannot afford
for this money to be spent on manufacturers operating outside of
the United States who don’t provide American jobs or fuel our
economy. I encourage all my colleagues here today to support this
amendment, and with that, I yield back.

Chairwoman JOHNSON. Thank you very much, Any further dis-
cussion? If there’s no further discussion, the vote occurs on the
amendment. All those in favor say aye. Those opposed say no. The
ayes have it, and the amendment is agreed to.

The next amendment on the roster is the amendment offered by
the gentleman from New York, Mr. Tonko.

Mr. ToNko. Madam Chair, I have an amendment at the desk.

Chairwoman JOHNSON, Clerk will read the amendment.

The CLERK. Amendment number 14, amendment to the amend-
ment in the nature of a substitute to H.R. 4609, offered by Mr.
Tonko of New York.

[The amendment of Mr, Tonko follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. TONKO OF NEW YORK
At the end of title I1I, add the following:

1 SEC. 308. PREMISE PLUMBING RESEARCH.
(a) In GENERAL.—The Secretary, acting through the
Director, shall create a program for premise plumbing re-
search, including to—

(1) conduct metrology research on premise

2
3
4
5
6 plumbing in relation to water safety, security, effi-
7 cieney, sustainability, and resilience; and

8 (2) coordinate research activities with aca-
9 demia, the private sector, nonprofits, and other Fed-
10 eral agencies,

11 (b) DEFINITIONS —For purposes of this section, the
12 term ‘“‘premise plumbing” means the water distribution

13 system located within the property lines of a property, in-

14 cluding all buildings and permanent structures on such

1

h

roperty. Such term includes building supply and distribu-
property g supply

16 tion pipes, fixtures, fittings, water heaters, water-treating
17 and water-using equipment, and all respective joints, con-

18 nections, devices, and appurtenances.
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Chairwoman JOHNSON. I ask unanimous consent to dispense
with the reading. Without objection, so ordered. I recognize the
gentleman for 5 minutes to explain his amendment.

Mr. Tonko. Thank you, Chair Johnson. The NIST for the Future
Act is critical to the advancement of science, technology, economic
competitiveness, and the well-being of our Nation. I am grateful for
the opportunity to propose a friendly amendment to this important
bill. Our Nation’s plumbing infrastructure is based in large part on
data generated nearly a century ago. It is no wonder that newly
built plumbing systems are often inefficient and ill-suited for cur-
rent plumbing fixtures and appliances. Most often the impact of
these inefficiencies can be felt in costly repairs, and wasted tax-
payer dollars. But poor plumbing data and widespread overestima-
tion of water demand can also pose serious health hazards.

When more water is supplied than necessary, it remains trapped
in the plumbing system, and allows harmful bacteria to grow, and
contaminants to enter the water. My amendment will bring U.S.
plumbing standards into the 21st century by investing in research
that will make our plumbing systems more reliable, more water ef-
ficient, and, most importantly, safer for everyone. With that, I urge
my colleagues to support this amendment, and, Madam Chair, 1
yield back the balance of my time.

Chairwoman JOHNSON. Thank you. Any further discussion? If
there’s no further discussion, the vote occurs on the amendment.
All those in favor say aye. Those opposed say no. The ayes have
it, and the amendment is agreed to.

The next amendment on the roster is an amendment offered by
the gentleman from Michigan, Mr. Meijer. He's recognized to offer
his amendment.

Mr. MEWJER. Madam Chair, I have an amendment at the desk.

Chairwoman JOHNSON. The Clerk will report the amendment.

The CLERK. Amendment number 15. Amendment to the amend-
ment in the nature of a substitute to H.R. 4609, offered by Mr.
Meijer of Michigan.

[The amendment of Mr. Meijer follows:]
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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 4609

OFFERED BY MR. MEIJER OF MICHIGAN
At the end of the bill, add the following:

SEC. 403. NATIONAL SUPPLY CHAIN DATABASE.

(a) ESTABLISHMENT OF NATIONAL SUPPLY CHAIN
DATABASE.—The Director of the National Institute of
Standards and Technology (referred to in this section as
“NIST”) shall establish and maintain a National Supply
Chain Database.

(b) PurPOSE.—The purpose of the National Supply
Chain Database shall be to assist the Federal government
and industry sectors in minimizing disruptions to the
United States supply chain by having an assessment of
United States manufacturers’ eapabilities.

(¢) STUDY ON NATIONAL SUpPLY CHAIN Dara-
BASE.—In establishing the National Supply Chain Data-
base, the Director of NIST shall consider the findings and
recommendations from the study authorized in section
9413 of the National Defense Authorization Act for Fiscal
Year 2021 (Public Law 116-283), including measures to
secure and protect the National Supply Chain Database

from adversarial attacks and valnerabilities.
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2
1 () DATABASE AND MANUFACTURING EXTENSION
2 PARTNERSHIP.—
3 (1) In GENERAL—The National Supply Chain
4 Database shall be carried out and managed through
5 the Hollings Manufacturing Extension Partnership
6 program and the Director of NIST shall ensure that
7 the Hollings Manufacturing Extension Partnership
8 Centers are connected to the National Supply Chain
9 Dutabase.
10 {2} CapaBILITIES,—The National Supply Chain
11 Database shall be capable of providing a national
12 view of the supply chain and enable authorized data-
13 base users to determine in near real-time the United
14 States manufacturing capabilities for critical prod-
15 uets, including defense supplies, food, and medical
16 devices, including personal protective equipment.
17 {3) INDIVIDUAL STATE DATABASES.—Iach
18 State’s supply chain database maintained by the
19 NIST-recognized Manufacturing Extension Partner-
20 ship Center within the State shall be complementary
21 in design to the National Supply Chain Database.
22 (e) MAINTENANCE OF NATIONAL SUPPLY CHAIN

23 DaraBASE—The Director of NIST, acting through the
24 Hollings Manufacturing Extension Partnership program,

25 shall maintain the National Supply Chain Database as an
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3
integration of the State leve]l databases from each State's
Manufacturing Extension Partnership Center and may be
populated with information from past, current, or poten-
tial Center clients.

(f) ExempT FrROM PUBLIC DISCLOSURE.—The Na-
tional Supply Chain Database and any information related
to it not publicly released by NIST shall be exempt from
public disclosure under section 552 of title 5, United
States Code, and access to non-public content shall be lim-
ited to the contributing company and Manufacturing Ex-
tension Partnership Center staff who sign an appropriate
non-disclosure agreement.

(g) AUTHORIZATION OF APPROPRIATIONS.—Of the
funds anthorized to the Hollings Manufacturing Extension
Partnership Program, $10,000,000 for each of the fiscal
years 2022 through 2026 are authorized to carry out this

Act,

Page 2, in the table of confents, insert at the end

the following:

See. 403. National Supply Chain Database
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Mr. MEIJER. Thank you, Chairwoman Johnson. My amendment
today would create a national supply chain data base that is estab-
lished through the Director of NIST, and managed through the
Hollings Manufacturing Extension Partnership Program. Each
State supply chain data base is maintained by NIST-recognized
MEP Centers, which will complement this national data base.

It’s been nearly 18 months since the COVID-19 pandemic shut
down our economy, schools, and normal way of life, and within just
weeks it was clear that we face significant vulnerabilities in our
supply chain. From life-saving medical supplies to raw materials to
support our manufacturing and construction industries, we're fac-
ing critical shortages that threaten our day to day. We cannot
allow these disruptions to exist in the future. My amendment en-
sures that the Federal Government and industry sectors have an
accurate and real-time view of our supply chain, and the United
States manufacturing capabilities for critical products.

This tool will help safeguard our economy from future disrup-
tions, and I'm proud to support this amendment, and I urge my col-
leagues to do so today as well. Thank you, and I reserve the bal-
ance of my time.

Chairwoman JOHNSON. Thank you. Any further discussion on
this amendment? If there’s no further discussion, the vote occurs
on the amendment. All those in favor say aye. Those opposed, say
no. The ayes have it, and the amendment is agreed to.

Now the vote on amendment in the nature of a substitute. We
will now vote on the amendment in the nature of a substitute, as
amended. The vote occurs on the amendment. All those in favor say
aye. Opposed, say no. The ayes have it, and the amendment is
agreed to.

A reporting quorum being present, I move that the Committee on
Science, Space, and Technology report H.R. 4609, as amended, to
the House, with the recommendation that the bill be approved.
Those in favor of the motion will signify by saying aye. Those op-
posed, nay—no. The ayes have it, and the bill is favorably reported.

Without objection, the motion to reconsider is laid on the table,
and I ask unanimous consent that the staff be authorized to make
any necessary technical and conforming changes to the bill. With-
out objection, so ordered, and Members will have 2 subsequent cal-
endar days in which to submit supplementary minority or addi-
tional views on the measure. Now we'll have a 5 minute recess be-
fore we begin the next bill.

{Recess.]

Chairwoman JOHNSON., Committee will come back to order, and
we will now consider H.R. 3858, the National Science and Tech-
nology Strategy Act. The Clerk will report the bill. Sorry.

The CLERK. H.R. 3858, a bill to establish a National Science and
Technology Strategy, a Quadrennial Science and Technology Re-
view, and for other purposes.

[The bill follows:]

O
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