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HOUSE OF REPRESENTATIVES—Monday, July 30, 2012 
The House met at 2 p.m. and was 

called to order by the Speaker pro tem-

pore (Mr. SMITH of Nebraska). 

f 

DESIGNATION OF THE SPEAKER 

PRO TEMPORE 

The SPEAKER pro tempore laid be-

fore the House the following commu-

nication from the Speaker: 

WASHINGTON, DC, 

July 30, 2012. 
I hereby appoint the Honorable ADRIAN

SMITH to act as Speaker pro tempore on this 

day.

JOHN A. BOEHNER,

Speaker of the House of Representatives. 

f 

PRAYER

The Chaplain, the Reverend Patrick 

J. Conroy, offered the following prayer: 
Dear God, we give You thanks for 

giving us another day. 
We ask Your special blessing upon 

the Members of this people’s House. As 

so many Americans have commu-

nicated to them this past weekend, 

there is great concern for our future. 
Give all Members wisdom, patience, 

discernment, and courage to use the in-

formation they have, the broader un-

derstanding of the national concerns, 

and the responsibility they have been 

given, to lead this Nation into a bal-

anced and secure future. Grant a dou-

ble portion of a great prophet’s spirit. 
Bless them, O God, and be with them 

and with us all this day and every day 

to come. May all that is done be for 

Your greater honor and glory. 
Amen.

f 

THE JOURNAL 

The SPEAKER pro tempore. The 

Chair has examined the Journal of the 

last day’s proceedings and announces 

to the House his approval thereof. 
Pursuant to clause 1, rule I, the Jour-

nal stands approved. 

f 

PLEDGE OF ALLEGIANCE 

The SPEAKER pro tempore. The 

Chair will lead the House in the Pledge 

of Allegiance. 
The SPEAKER pro tempore led the 

Pledge of Allegiance as follows: 

I pledge allegiance to the Flag of the 

United States of America, and to the Repub-

lic for which it stands, one nation under God, 

indivisible, with liberty and justice for all. 

f 

COMMUNICATION FROM THE 

CLERK OF THE HOUSE 

The SPEAKER pro tempore laid be-

fore the House the following commu-

nication from the Clerk of the House of 

Representatives:

OFFICE OF THE CLERK,

HOUSE OF REPRESENTATIVES,

Washington, DC, July 27, 2012. 
Hon. JOHN A. BOEHNER,

Speaker, House of Representatives, 
Washington, DC. 

DEAR MR. SPEAKER: Pursuant to the per-

mission granted in Clause 2(h) of Rule II of 

the Rules of the U.S. House of Representa-

tives, the Clerk received the following mes-

sage from the Secretary of the Senate on 

July 27, 2012 at 11:54 a.m.: 

That the Senate concur in the House 

amendment to the bill S. 1959. 

That the Senate agreed to without amend-

ment H. Con. Res. 90. 

That the Senate agreed to without amend-

ment H. Con. Res. 133. 

That the Senate agreed to without amend-

ment H. Con. Res. 134. 

With best wishes, I am 

Sincerely,

ROBERT F. REEVES,

Deputy Clerk. 

f 

COMMUNICATION FROM THE 

CLERK OF THE HOUSE 

The SPEAKER pro tempore laid be-

fore the House the following commu-

nication from the Clerk of the House of 

Representatives:
OFFICE OF THE CLERK,

HOUSE OF REPRESENTATIVES,

Washington, DC, July 30, 2012. 
Hon. JOHN A. BOEHNER,

Speaker, House of Representatives, 
Washington, DC. 

DEAR MR. SPEAKER: Pursuant to the per-

mission granted in Clause 2(h) of Rule II of 

the Rules of the U.S. House of Representa-

tives, the Clerk received the following mes-

sage from the Secretary of the Senate on 

July 30, 2012 at 11:10 a.m.: 

That the Senate passed S. 1299. 

With best wishes, I am 

Sincerely,

KAREN L. HAAS.

f 

COMMUNICATION FROM DISTRICT 

DIRECTOR, THE HONORABLE 

CHARLES W. BOUSTANY, JR., 

MEMBER OF CONGRESS 

The SPEAKER pro tempore laid be-

fore the House the following commu-

nication from Joan Finley, District Di-

rector, the Honorable CHARLES W. BOU-

STANY, Jr., Member of Congress: 

CONGRESS OF THE UNITED STATES,

HOUSE OF REPRESENTATIVES,

Washington, DC, July 12, 2012. 
Hon. JOHN A. BOEHNER,

Speaker, House of Representatives, 
Washington, DC. 

DEAR MR. SPEAKER: This is to notify you 

formally, pursuant to Rule VIII of the Rules 

of the House of Representatives, that I have 

been served with a trial subpoena for testi-

mony issued by the 27th Judicial District 

Court for the Parish of St. Landry, Lou-

isiana, in connection with a civil action cur-

rently pending before that court. 

After consultation with the Office of Gen-

eral Counsel, I have determined that compli-

ance with the subpoena is consistent with 

the privileges and rights of the House. 

Sincerely,

JOAN FINLEY,

District Director, 
Representative Charles W. Boustany, Jr. 

f 

ANNOUNCEMENT BY THE SPEAKER 

PRO TEMPORE 

The SPEAKER pro tempore. Pursu-

ant to clause 4 of rule I, the following 

enrolled bill was signed by Speaker pro 

tempore THORNBERRY on Thursday, 

July 26, 2012: 

H.R. 5872, to require the President to 

provide a report detailing the sequester 

required by the Budget Control Act of 

2011 on January 2, 2013. 

f 

ENROLLED BILL SIGNED 

Karen L. Haas, Clerk of the House, 

reported and found truly enrolled a bill 

of the House of the following title, 

which was thereupon signed by the 

Speaker pro tempore, Mr. THORNBERRY:

H.R. 5872. An act to require the President 

to provide a report detailing the sequester 

required by the Budget Control Act of 2011 on 

January 2, 2013. 

f 

ADJOURNMENT

The SPEAKER pro tempore. Without 

objection, the House stands adjourned 

until noon tomorrow for morning-hour 

debate.

There was no objection. 

Accordingly (at 2 o’clock and 5 min-

utes p.m.), under its previous order, the 

House adjourned until tomorrow, Tues-

day, July 31, 2012, at noon. 

f 

EXECUTIVE COMMUNICATIONS, 

ETC.

Under clause 2 of rule XIV, executive 

communications were taken from the 

Speaker’s table and referred as follows: 

7119. A letter from the Under Secretary, 

Department of Defense, transmitting a re-

view of the Evolved Expendable Launch Ve-

hicle (EELV) program; to the Committee on 

Armed Services. 

7120. A letter from the Assistant Secretary, 

Department of the Army, transmitting the 

Army’s annual report of recruitment incen-

tives; to the Committee on Armed Services. 

7121. A letter from the Assistant General 

Counsel for Regulatory Services, Depart-

ment of Education, transmitting the Depart-

ment’s final rule — Final Priority; National 
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Institute on Disability and Rehabilitation 

Research (NIDRR)-Disability and Rehabilita-

tion Research Projects and Centers Program- 

Disability Rehabilitation Research Project 

(DRRP)-Employment of Individuals with 

Disabilities [CFDA Number: 84.133A-1] re-

ceived July 18, 2012, pursuant to 5 U.S.C. 

801(a)(1)(A); to the Committee on Education 

and the Workforce. 
7122. A letter from the Secretary, Depart-

ment of Education, transmitting the Depart-

ment’s final rule — Federal Pell Grant Pro-

gram [Docket ID: ED-2012-OPE-0006] (RIN: 

1840-AD11) received July 18, 2012, pursuant to 

5 U.S.C. 801(a)(1)(A); to the Committee on 

Education and the Workforce. 
7123. A letter from the Deputy Director for 

Policy, Pension Benefit Guaranty Corpora-

tion, transmitting the Corporation’s final 

rule — Allocation of Assets in Single-Em-

ployer Plans; Benefits Payable in Termi-

nated Single-Employer Plans; Interest As-

sumptions for Valuing and Paying Benefits 

received July 5, 2012, pursuant to 5 U.S.C. 

801(a)(1)(A); to the Committee on Education 

and the Workforce. 
7124. A letter from the Director, Regula-

tions Policy and Management Staff, Depart-

ment of Health and Human Services, trans-

mitting the Department’s final rule — Effec-

tive Date of Requirement for Premarket Ap-

proval for Cardiovascular Permanent Pace-

maker Electrode [Docket No.: FDA-2011-N- 

0505] received July 18, 2012, pursuant to 5 

U.S.C. 801(a)(1)(A); to the Committee on En-

ergy and Commerce. 
7125. A letter from the Director, Regula-

tions Policy and Management Staff, Depart-

ment of Health and Human Services, trans-

mitting the Department’s final rule — D&C 

Red No. 6 and D&C Red No. 7; Change in 

Specification [Docket No.: FDA-2011-C-0050] 

received July 18, 2012, pursuant to 5 U.S.C. 

801(a)(1)(A); to the Committee on Energy and 

Commerce.
7126. A letter from the Assistant Secretary 

for Export Administration, Department of 

Commerce, transmitting the Department’s 

final rule — Amendment to Existing Vali-

dated End-User Authorizations: Hynix Semi-

conductor China Ltd., Hynix Semiconductor 

(Wuxi) Ltd., and Boeing Tianjin Composites 

Co. Ltd. in the People’s Republic of China 

[Docket No.: 120608159-2159-01] (RIN: 0694- 

AF71) received July 11, 2012, pursuant to 5 

U.S.C. 801(a)(1)(A); to the Committee on For-

eign Affairs. 
7127. A letter from the Secretary, Depart-

ment of the Treasury, transmitting as re-

quired by section 401(c) of the National 

Emergencies Act, 50 U.S.C. 1641(c), and sec-

tion 204(c) of the International Emergency 

Economic Powers Act, 50 U.S.C. 1703(c), a 

six-month periodic report on the national 

emergency with respect to terrorists who 

threaten to disrupt the Middle East peace 

process that was declared in Executive Order 

12947 of January 23, 1995; to the Committee 

on Foreign Affairs. 
7128. A letter from the Chairman of the 

Council, Council of the District of Columbia, 

transmitting Transmittal of D.C. ACT 19-396, 

‘‘Fiscal Year 2012 Second Revised Budget Re-

quest Temporary Adjustment Act of 2012’’; to 

the Committee on Oversight and Govern-

ment Reform. 
7129. A letter from the Chairman of the 

Council, Council of the District of Columbia, 

transmitting Transmittal of D.C. ACT 19-397, 

‘‘Saving D.C. Homes from Foreclosure En-

hanced Temporary Amendment Act of 2012’’; 

to the Committee on Oversight and Govern-

ment Reform. 
7130. A letter from the Chairman of the 

Council, Council of the District of Columbia, 

transmitting Transmittal of D.C. ACT 19-398, 

‘‘Social E-Commerce Job Creation Tax In-

centive Act of 2012’’; to the Committee on 

Oversight and Government Reform. 

7131. A letter from the Executive Analyst, 

Department of Health and Human Services, 

transmitting a report pursuant to the Fed-

eral Vacancies Reform Act of 1998; to the 

Committee on Oversight and Government 

Reform.

7132. A letter from the Acting Assistant 

Attorney General, Department of Justice, 

transmitting the Department’s annual re-

port for Fiscal Year 2011 prepared in accord-

ance with Section 203(a) of the Notification 

and Federal Employee Antidiscrimination 

and Retaliation Act of 2002 (No FEAR Act), 

Public Law 107-174; to the Committee on 

Oversight and Government Reform. 

7133. A letter from the Inspector General, 

General Services Administration, transmit-

ting the Administration’s semiannual report 

from the Office of the Inspector General dur-

ing the 6-month period ending March 31, 2012; 

to the Committee on Oversight and Govern-

ment Reform. 

7134. A letter from the Assistant Adminis-

trator for Procurement, National Aero-

nautics and Space Administration, transmit-

ting the Administration’s final rule — Award 

Fee for Service and End-Item Contracts 

(RIN: 2700-AD70) received July 5, 2012, pursu-

ant to 5 U.S.C. 801(a)(1)(A); to the Committee 

on Science, Space, and Technology. 

f 

REPORTS OF COMMITTEES ON 

PUBLIC BILLS AND RESOLUTIONS 

Under clause 2 of rule XIII, reports of 

committees were delivered to the Clerk 

for printing and reference to the proper 

calendar, as follows: 

Mr. LUNGREN, DANIEL E. of California: 

Committee on House Administration. H.R. 

406. A bill to amend the Federal Election 

Campaign Act of 1971 to permit candidates 

for election for Federal office to designate an 

individual who will be authorized to disburse 

funds of the authorized campaign commit-

tees of the candidate in the event of the 

death of the candidate (Rept. 112–628). Re-

ferred to the Committee of the Whole House 

on the state of the Union. 

Mr. DREIER: Committee on Rules. H.R. 

6169. A bill to provide for expedited consider-

ation of a bill providing for comprehensive 

tax reform (Rept. 112–629). Referred to the 

House Calendar. 

Mr. ISSA: Committee on Oversight and 

Government Reform. H.R. 4365. A bill to 

amend title 5, United States Code, to make 

clear that accounts in the Thrift Savings 

Fund are subject to certain Federal tax lev-

ies; with an amendment (Rept. 112–630). Re-

ferred to the Committee of the Whole House 

on the state of the Union. 

f 

PUBLIC BILLS AND RESOLUTIONS 

Under clause 2 of rule XII, public 

bills and resolutions of the following 

titles were introduced and severally re-

ferred, as follows: 

By Mr. LEVIN (for himself, Ms. PELOSI,

Mr. HOYER, Mr. CLYBURN, Mr. RAN-

GEL, Mr. MCDERMOTT, Mr. LEWIS of

Georgia, Mr. NEAL, Mr. LARSON of

Connecticut, Mr. BLUMENAUER, Mr. 

PASCRELL, Mr. CROWLEY, Mr. VAN

HOLLEN, Mr. DICKS, Ms. CHU, Mr. 

HONDA, Mr. TONKO, Ms. HAHN, Mr. 

GEORGE MILLER of California, Mr. 

WELCH, Mr. RICHMOND, Mr. CICILLINE,

Ms. SCHAKOWSKY, Ms. EDDIE BERNICE

JOHNSON of Texas, Mr. SERRANO, Mrs. 

CAPPS, and Ms. PINGREE of Maine): 
H.R. 15. A bill to amend the Internal Rev-

enue Code of 1986 to provide tax relief to 

middle-class families; to the Committee on 

Ways and Means, and in addition to the Com-

mittee on the Budget, for a period to be sub-

sequently determined by the Speaker, in 

each case for consideration of such provi-

sions as fall within the jurisdiction of the 

committee concerned. 

By Mr. LEVIN (for himself, Ms. PELOSI,

Mr. HOYER, Mr. CLYBURN, Mr. RAN-

GEL, Mr. LEWIS of Georgia, Mr. NEAL,

Mr. LARSON of Connecticut, Mr. 

CROWLEY, Mr. BLUMENAUER, Mr. PAS-

CRELL, Mr. VAN HOLLEN, and Mrs. 

CAPPS):
H.R. 16. A bill to provide estate, gift, and 

generation-skipping transfer tax relief; to 

the Committee on Ways and Means, and in 

addition to the Committee on the Budget, 

for a period to be subsequently determined 

by the Speaker, in each case for consider-

ation of such provisions as fall within the ju-

risdiction of the committee concerned. 

By Mr. LUCAS: 
H.R. 6228. A bill to provide a one-year ex-

tension of the Food, Conservation, and En-

ergy Act of 2008, with certain modifications 

and exceptions, to make supplemental agri-

cultural disaster assistance available for fis-

cal years 2012 and 2013, and for other pur-

poses; to the Committee on Agriculture. 

By Mrs. BIGGERT (for herself and Mr. 

MCNERNEY):
H.R. 6229. A bill to reauthorize the United 

States Fire Administration, and for other 

purposes; to the Committee on Science, 

Space, and Technology. 

By Mr. ISRAEL: 
H.R. 6230. A bill to amend title II of the El-

ementary and Secondary Education Act of 

1965 to establish a Federal ‘‘Grow Your Own 

Teacher’’ program, and for other purposes; to 

the Committee on Education and the Work-

force.

By Mr. RIBBLE (for himself and Mr. 

DUFFY):
H.R. 6231. A bill to authorize the Secretary 

of Agriculture to use funds derived from con-

servation-related programs executed on Na-

tional Forest System lands to utilize the Ag-

riculture Conservation Experienced Services 

Program; to the Committee on Agriculture, 

and in addition to the Committee on Natural 

Resources, for a period to be subsequently 

determined by the Speaker, in each case for 

consideration of such provisions as fall with-

in the jurisdiction of the committee con-

cerned.

f 

CONSTITUTIONAL AUTHORITY 

STATEMENT

Pursuant to clause 7 of rule XII of 

the Rules of the House of Representa-

tives, the following statements are sub-

mitted regarding the specific powers 

granted to Congress in the Constitu-

tion to enact the accompanying bill or 

joint resolution. 

By Mr. LEVIN: 
H.R. 15. 
Congress has the power to enact this legis-

lation pursuant to the following: 
The Congress enacts this bill pursuant to 

Sections 7 & 8 of Article I of the United 

States Constitution and Amendment XVI of 

the United States Constitution. 

By Mr. LEVIN: 
H.R. 16. 
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Congress has the power to enact this legis-

lation pursuant to the following: 
The Congress enacts this bill pursuant to 

Sections 7 & 8 of Article I of the United 

States Constitution and Amendment XVI of 

the United States Constitution. 

By Mr. LUCAS: 
H.R. 6228. 
Congress has the power to enact this legis-

lation pursuant to the following: 
The ability to regulate interstate com-

merce pursuant to Article 1, Section 8, 

Clause 3. 

By Mrs. BIGGERT: 
H.R. 6229. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 18—To make all 

Laws which shall be necessary and proper for 

carrying into Execution the foregoing Pow-

ers, and all other Powers vested by this Con-

stitution in the Government of the United 

States, or in any Department or Officer 

thereof.

By Mr. ISRAEL: 
H.R. 6230. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 3 of the United 

States Constitution 

By Mr. RIBBLE: 
H.R. 6231. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 1 of the United 

States Constitution. 

f 

ADDITIONAL SPONSORS 

Under clause 7 of rule XII, sponsors 

were added to public bills and resolu-

tions as follows: 

H.R. 178: Mr. REHBERG.

H.R. 181: Mr. FINCHER.

H.R. 186: Mr. BOSWELL.

H.R. 273: Mr. FILNER.

H.R. 1063: Mr. BERG.

H.R. 1244: Mr. ROKITA.

H.R. 1370: Mr. MURPHY of Pennsylvania, 

Mr. MCCLINTOCK, Mr. DUFFY, Ms. HAYWORTH,

Mr. DENHAM, Mr. HERGER, Mr. MCKEON, Mr. 

LEWIS of California, Mr. ROYCE, Mr. DOLD,

Mr. CALVERT, Mr. DANIEL E. LUNGREN of

California, and Mr. ISSA.

H.R. 1639: Ms. EDDIE BERNICE JOHNSON of

Texas and Mr. TURNER of New York. 

H.R. 2524: Mr. MILLER of North Carolina. 

H.R. 2773: Mr. FALEOMAVAEGA.

H.R. 2978: Mr. LABRADOR.

H.R. 3242: Mr. RANGEL.

H.R. 3337: Mr. BERG.

H.R. 3461: Mr. OLSON, Mr. CASSIDY, and 

Mrs. BLACK.

H.R. 3646: Mr. TIERNEY.

H.R. 3798: Mr. ROYCE and Mr. BISHOP of

New York. 

H.R. 4235: Mr. KIND, Mr. ROSS of Florida, 

and Mr. ROONEY.

H.R. 4405: Mr. DIAZ-BALART, Ms. CLARKE of

New York, Mr. ELLISON, Mr. DREIER, Mr. 

GRIJALVA, and Mr. CROWLEY.

H.R. 5830: Mr. RANGEL, Mr. BUCHANAN, Mr. 

LOBIONDO, Mr. ROE of Tennessee, and Mr. 

COFFMAN of Colorado. 

H.R. 5910: Mr. DAVIS of Kentucky. 

H.R. 5914: Mr. BISHOP of New York. 

H.R. 5925: Mr. DUNCAN of Tennessee. 

H.R. 6009: Mr. MCCLINTOCK.

H.R. 6043: Mr. LOEBSACK, Mr. GUTHRIE, and 

Mr. GENE GREEN of Texas. 

H.R. 6089: Mr. LABRADOR.

H.R. 6097: Mr. COFFMAN of Colorado. 

H.R. 6138: Mr. ELLISON and Mr. HASTINGS of

Florida.

H.R. 6151: Mr. PAUL.

H.R. 6176: Mr. PAUL.

H.J. Res. 106: Mr. BOREN.

H.J. Res. 110: Mr. SMITH of New Jersey. 

H.J. Res. 112: Mr. FLEISCHMANN, Mr. 

WALBERG, Mr. LABRADOR, Mr. ROKITA, and 

Mr. GINGREY of Georgia. 

H. Res. 134: Mr. COBLE, Mr. CARSON of Indi-

ana, and Mr. DIAZ-BALART.

H. Res. 378: Mr. LUJÁN.

H. Res. 506: Mr. BURTON of Indiana, Mr. 

TIERNEY, Mr. VAN HOLLEN, Mr. KELLY, and 

Mr. WOLF.

H. Res. 687: Mr. BISHOP of New York. 

H. Res. 730: Mr. MORAN, Mr. DOGGETT, Mr. 

KEATING, and Mr. COOPER.

f 

CONGRESSIONAL EARMARKS, LIM-

ITED TAX BENEFITS, OR LIM-

ITED TARIFF BENEFITS 

Under clause 9 of rule XXI, lists or 

statements on congressional earmarks, 

limited tax benefits, or limited tariff 

benefits were submitted as follows: 

OFFERED BY MR. CAMP

The provisions that warranted a referral to 

the Committee on Ways and Means in H.R. 8, 

the ‘‘Job Protection and Recession Preven-

tion Act of 2012,’’ do not contain any con-

gressional earmarks, limited tax benefits, or 

limited tariff benefits as defined in clause 9 

of rule XXI of the Rules of the U.S. House of 

Representatives.
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SENATE—Monday, July 30, 2012 
The Senate met at 2 p.m. and was 

called to order by the Honorable MARK

R. WARNER, a Senator from the Com-

monwealth of Virginia. 

PRAYER

The Chaplain, Dr. Barry C. Black, of-

fered the following prayer: 
Let us pray. 
Eternal Savior, our God and our 

strength, in the shadow of Your hand, 

we find protection from life’s slings 

and arrows. You keep us from toiling 

in vain, from spending our strength for 

nothing. Today, use our lawmakers to 

make America a light of the nations. 

May our Senators work with such in-

tegrity and dependence on You that 

freedom may reach to the end of the 

Earth. Lord, help them to seek first 

and foremost to know and do Your will 

and reward them for their service and 

sacrifices for freedom. Have compas-

sion on us all and guide us to the 

springs of living water. 
We pray in Your merciful Name. 

Amen.

f 

PLEDGE OF ALLEGIANCE 

The Honorable MARK R. WARNER led

the Pledge of Allegiance, as follows: 

I pledge allegiance to the Flag of the 

United States of America, and to the Repub-

lic for which it stands, one nation under God, 

indivisible, with liberty and justice for all. 

f 

APPOINTMENT OF ACTING 

PRESIDENT PRO TEMPORE 

The PRESIDING OFFICER. The 

clerk will please read a communication 

to the Senate from the President pro 

tempore (Mr. INOUYE).
The assistant bill clerk read the fol-

lowing letter. 

U.S. SENATE,

PRESIDENT PRO TEMPORE,

Washington, DC, July 30, 2012. 
To the Senate: 

Under the provisions of rule I, paragraph 3, 

of the Standing Rules of the Senate, I hereby 

appoint the Honorable MARK R. WARNER, a 

Senator from the Commonwealth of Vir-

ginia, to perform the duties of the Chair. 

DANIEL K. INOUYE,

President pro tempore. 

Mr. WARNER thereupon assumed the 

chair as Acting President pro tempore. 

f 

CYBERSECURITY ACT OF 2012— 

MOTION TO PROCEED—Resumed 

RECOGNITION OF THE MAJORITY LEADER

The ACTING PRESIDENT pro tem-

pore. The majority leader is recog-

nized.

SCHEDULE

Mr. REID. Mr. President, we are on 

the motion to proceed to S. 3414, which 

is the cybersecurity bill. This is 

postcloture. At 4:30 p.m., the Senate 

will proceed to executive session to 

vote on the nomination of Robert 

Bacharach, of Oklahoma, to be a U.S. 

circuit judge for the Tenth Circuit. 

This likely will be our last vote on a 

circuit judge for this Congress. I hope 

we can be successful. This is a person 

whom I will talk about a little bit, and 

he is certainly well qualified. He came 

out of committee unanimously. 
At 5:30 p.m., today, there will be a 

cloture vote on the Bacharach nomina-

tion. If cloture is not invoked on the 

Bacharach nomination, the Senate will 

resume legislative session and begin 

consideration of the cybersecurity bill 

following the vote. 

MEASURE PLACED ON THE CALENDAR—H.R. 6082

I am told H.R. 6082 is at the desk and 

due for a second reading. 
The ACTING PRESIDENT pro tem-

pore. The clerk will report the bill by 

title.
The assistant bill clerk read as fol-

lows:

A bill (H.R. 6082) to officially replace, with-

in the 60-day Congressional review period 

under the Outer Continental Shelf Lands 

Act, President Obama’s Proposed Final 

Outer Continental Shelf Oil & Gas Leasing 

Program (2012–2017) with a congressional 

plan that will conduct additional oil and nat-

ural gas lease sales to promote offshore en-

ergy development, job creation, and in-

creased domestic energy production to en-

sure a more secure energy future in the 

United States, and for other purposes. 

Mr. REID. Mr. President, I object to 

any further proceedings with regard to 

this bill. 
The ACTING PRESIDENT pro tem-

pore. Objection is heard. The bill will 

be placed on the calendar. 

MIDDLE-CLASS TAX CUT

Mr. REID. Mr. President, I was glad 

to hear Speaker BOEHNER say last week 

he will bring the Senate-passed middle- 

class tax cut to the House floor for a 

vote. I heard again today he is going to 

hold to what he said. I think that is 

very good. 
Our struggling Nation is one vote 

away from avoiding the fiscal cliff for 

middle-class families. Every Member of 

the House of Representatives should 

have an opportunity to show where 

they stand: with millionaires or the 

middle class. Members can support the 

Democrats’ plan to cut taxes for 98 per-

cent of Americans while reducing the 

deficit by almost $1 trillion or they can 

support the Republican plan to hand 

out more tax breaks to millionaires 

and billionaires, increasing taxes for 25 

million American families struggling 

to put kids through college or even 

food on the table. 

The two approaches demonstrate a 

glaring difference in priorities. There 

is another difference between the two 

plans. The Democrats’ proposal is the 

only one with a chance of becoming 

law. President Obama said he would 

sign it tomorrow. What he will not do 

is sign into law any more wasteful 

giveaways to the wealthiest 2 percent. 

The Senate has defeated the Repub-

lican proposal in a bipartisan vote, so 

it is simply a waste of time for House 

Republicans to continue to pursue 

their middle-class tax hike. House Re-

publicans should stop holding the mid-

dle class hostage to extract more tax 

cuts for the richest of the rich. They 

should pass our middle-class tax cut 

now. American families cannot afford 

to wait until the last moment to find 

out how their bottom line will look 

come January 1. People are sitting 

around their kitchen tables now trying 

to figure out whether they can afford 

to buy a home or rent a home, should 

they send their kids to college or trade 

school or should they or can they re-

tire? Republicans shouldn’t force 114 

million families to guess whether they 

will have $1,600 less to spend or save 

next year. They certainly need to do 

something and do it now, and one sim-

ple vote can give them that certainty. 

Mr. President, cybersecurity is basi-

cally a new word. Today, the Senate 

also continues to work to address this 

problem. This is a problem that na-

tional security experts call the most 

urgent threat to our country; that is, 

weakness in our defense against cyber-

security. Cyber terrorism could cripple 

the computer networks that control 

our electrical grid, water supplies, sew-

ers, nuclear plants, energy pipelines, 

transportation networks, communica-

tions equipment, and financial sys-

tems, to name a few. GEN Martin 

Dempsey, chairman of the Joint Chiefs 

of Staff, said: ‘‘A cyber attack could 

stop this society in its tracks.’’ Cyber 

espionage does not just threaten our 

national security, it threatens our eco-

nomic security as well. Hackers have 

already attacked one of the most im-

portant businesses we have in America 

today, the Nasdaq stock exchange. 

Major corporations are under attack 

every day, spending millions and mil-

lions of dollars to protect against cyber 

attacks. These attacks cost our econ-

omy billions of dollars a year and thou-

sands of jobs. 

GEN James Clapper, Director of Na-

tional Intelligence, said Chinese cyber 

theft of American intellectual property 

is ‘‘the greatest pillaging of wealth in 

history.’’
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‘‘That’s our future disappearing in 

front of us,’’ added GEN Keith Alex-

ander, Director of the National Secu-

rity Administration. 
In a report released last year, the 

American Chamber of Commerce said 

the government and private sector 

should work together to develop incen-

tives for businesses to voluntarily act 

to protect our Nation’s critical infra-

structure. The legislation before this 

body today does exactly that. It estab-

lishes a public-private partnership to 

make our Nation safer and protect 

American jobs. I hope the Chamber will 

join in our efforts to pass this impor-

tant legislation. 
I personally believe this bill could go 

further to address the critical infra-

structure, such as the networks oper-

ating our electrical grid, our water 

supply, and other life-sustaining sys-

tems. It is a tremendously important 

first step. 
I applaud Senators LIEBERMAN, COL-

LINS, FEINSTEIN, and ROCKEFELLER for

their work on this legislation. The bill 

managers are compiling a list of rel-

evant amendments for consideration. I 

hope we can cooperate to work through 

the list and pass this legislation this 

week. We can’t afford to fail to address 

what experts have called the greatest 

security challenge since the dawn of 

the nuclear age. 

BACHARACH NOMINATION

I said I would talk a little bit about 

Judge Bacharach, and I intend to do 

that now. 
Today, the Senate will vote on 

whether to end a filibuster of Judge 

Robert Bacharach, a nominee from 

Oklahoma to the Tenth Circuit Court 

of Appeals. By any measure, this man 

is the type of noncontroversial nomi-

nee the Senate would routinely con-

firm with broad bipartisan support. He 

was reported out of the Judiciary Com-

mittee by voice vote. Everybody said 

he is a good guy. He has the support of 

two Republican Senators from his 

State of Oklahoma. Senator COBURN,

the junior Senator from Oklahoma, 

said Friday that Judge Bacharach is a 

stellar candidate and ought to get 

through.
Yet Republicans have signaled they 

are going to block his nomination. If 

they hold up this consensus candidate, 

it will be the first time an appeals 

court nominee with this bipartisan 

support has ever been filibustered on 

the floor. 
Why should we ever be surprised? We 

have already had 85 filibusters, so we 

can add another one to it. I hope they 

don’t filibuster this good man. I have 

already said this would be our last cir-

cuit court judge. It is too bad that is 

the case. 
If Senator COBURN and Senator 

INHOFE broadly support this qualified 

nomination, blatant partisanship will 

be to blame. Senator COBURN said

Judge Bacharach is ‘‘an awfully good 

candidate caught in election-year poli-

tics.’’
Will the Chair announce the business 

of the day. 

RESERVATION OF LEADER TIME

The ACTING PRESIDENT pro tem-

pore. Under the previous order, the 

leadership time is reserved. 

Mr. REID. Mr. President, I note the 

absence of a quorum. 

The ACTING PRESIDENT pro tem-

pore. The clerk will call the roll. 

The assistant bill clerk proceeded to 

call the roll. 

Mr. HARKIN. Mr. President, I ask 

unanimous consent that the order for 

the quorum call be rescinded. 

The ACTING PRESIDENT pro tem-

pore. Without objection, it is so or-

dered.

HIGHER EDUCATION

Mr. HARKIN. Mr. President, 2 years 

ago, not long after I became chairman 

of the Senate’s Health, Education, 

Labor, and Pensions Committee, I 

made the decision to undertake an in-

vestigation of the for-profit sector of 

higher education. 

My reason for doing so was compel-

ling: Congress had just finished making 

huge new investments in the Pell grant 

program; meanwhile, enrollment in 

for-profit colleges had increased 225 

percent over the previous 10 years com-

pared to 31 percent for the rest of high-

er education. 

So this is what we were looking at, 

as shown on this chart. The enrollment 

in the for-profit sector kept going up, 

and finally, in 2006, it took a huge in-

crease—up from 765,000 in 2001 to 2.5 

million, almost, in 2010. So while stu-

dents at for-profit colleges made up be-

tween 10 and 13 percent of all the stu-

dents, for-profit colleges now were re-

ceiving almost 25 percent of all student 

loans and Pell grants. 

Meanwhile, troubling reports began 

to surface: prospective students being 

lied to by aggressive recruiters; other 

recruiters showing up at wounded war-

rior facilities and homeless shelters; 

students saddled with a mountain of 

debt, unable to find jobs. 

Two years later, our investigation is 

complete. The committee has held 6 

hearings, issued 30 document requests, 

compiled data from multiple agencies, 

interviewed many former students and 

employees, and compiled a fact-based 

authoritative public record. 

Earlier today, we announced the re-

lease of our final report called ‘‘For- 

Profit Higher Education: The Failure 

to Safeguard the Federal Investment 

and Ensure Student Success.’’ 

This report provides a detailed expla-

nation of how Congress has failed to 

properly monitor student outcomes in 

this sector of higher education or to 

safeguard the enormous investment 

taxpayers are making. 

As this next chart shows, Pell grants 

going to the for-profit sector have 

grown from $2.5 billion to $8.8 billion, 

in just 5 years. Again, this is what we 

are looking at. Just think, that we had 

to do something; and look at this: $2.5 

billion, up to $8.8 billion, in 5 years. 

These are Pell grants. As I said, about 

10 percent of the students, 25 percent of 

all the Pell grants. This was twice as 

fast as anything else in higher edu-

cation.

As the chairman of the Appropria-

tions subcommittee that funds Pell 

grants, we work very hard to make 

sure Pell grants keep up, that we in-

crease them. So it was distressing and 

outrageous to learn that a dispropor-

tionate share of this Federal invest-

ment is going to schools that are rak-

ing in big profits but failing to educate 

our students. 

I will now put up another chart. 

You have to ask the question: Has 

the American taxpayer gotten an ac-

ceptable return on this huge invest-

ment in students attending school in 

the for-profit sector? The answer is a 

resounding no. 

More than half of the students who 

enrolled in 2008 and 2009 had withdrawn 

by 2010. At many of them, as the chart 

shows, the withdrawal rate was 67 per-

cent, as shown here for Ashford Univer-

sity.

What this means is, for students who 

signed up at one of these schools and 

got a loan, got a Pell grant, 1 year 

later 50 percent of them were not there. 

It was as high as 67 percent of students 

at Bridgepoint, Ashford University, 

who were not there. 

So you say: Well, what happened to 

the money? Guess what. Bridgepoint 

got the Pell grant. Bridgepoint got the 

Stafford loan. The student dropped out, 

and the student has the debt. 

The student has the debt, and the 

student has nothing to show for it: no 

appreciable skill, no diploma, nothing. 

In fact, they are worse off than when 

they started because now they have a 

huge debt hanging around their neck. I 

just want to say that in this report, 

what we will find is overwhelming doc-

umentation of exorbitant tuition, un-

savory recruiting practices, abysmal 

student outcomes, taxpayer dollars 

spent excessively on marketing and 

pocketed as profits, and regulatory 

evasion—regulatory evasion and ma-

nipulation.

I will have more to say about that 

later. Again, these practices are not 

the exception, they are the norm. They 

are systemic throughout the industry. 

There are, of course, individual excep-

tions. Again, there are real differences 

among the various for-profit colleges. 

That is why we took profiles of 30 dif-

ferent companies. We took 15 that were 

publicly owned, investor owned, and we 

took 15 that are more private. We took 

some from the biggest to the smallest 

so we would have a broad picture of 

what was happening in this industry. 

Now, again, compared to the industry 

overall, some for-profit colleges are 
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doing a better job for their students. I 

would mention Strayer, Walden, Na-

tional American University, and Amer-

ican Public University—all private, 

for-profit schools doing a much better 

job for their students. 
There are also for-profit colleges that 

have had serious shortcomings. But 

they are beginning to make some 

changes. They are now open to new 

thinking about how to improve student 

outcomes. I would include in this list 

Kaplan, DeVry, and Apollo, which is 

basically the University of Phoenix. 

The bottom line is that a large share of 

the $32 billion that taxpayers invested 

in these schools in 2010 was wasted. We 

cannot allow this to continue. 
Why? Because 73 percent of under-

graduate students in this country are 

nontraditional students. For example, 

they are holding down jobs, they are 

older, perhaps they have family respon-

sibilities, come from maybe low-in-

come communities, and they may be 

the first in their family to attend col-

lege. Our Nation’s existing network of 

public and not-for-profit colleges and 

community colleges cannot meet the 

demand for higher education or meet 

President Obama’s goal of producing 

more college graduates without in-

creasing the number of Americans who 

spend at least some time in higher edu-

cation. We need for-profit schools to 

offer these students more than a path 

to enrollment. We need them to offer 

students a path to success and gradua-

tion.
We uncovered two overall problems 

with the status quo in for-profit higher 

education. One, billions of taxpayer 

dollars are being diverted from the 

educational activities they were in-

tended to finance; and, two, taxpayer 

dollars are being used to do real lasting 

harm to the students these colleges en-

roll.
Again, think about it. In just the 1 

year we examined, more than half a 

million students enrolled in for-profit 

colleges and then quit. Almost every 

one of those dropouts left school worse 

off than when they began, with no tan-

gible economic benefit, but saddled 

with debt that cannot be discharged in 

bankruptcy, far less able now to con-

tinue their higher education in the fu-

ture because they will have defaulted 

on those loans. They will not be able to 

get Federal loans, and they will not get 

any more Pell grants. 
So we have to ask why is this hap-

pening? One of the reasons is that the 

tuition at for-profit colleges is grossly 

out of line with the cost of comparable 

programs at public and nonprofit insti-

tutions and fail to reflect the often du-

bious value of a degree from a for-prof-

it. As this chart shows, this is average, 

from a public college in yellow, and the 

purple is for-profit colleges. 
For an average certificate program, 

public schools, $4,249—this is tuition. 

At a for-profit, $19,806; for an average 

associate degree, 2 years, $8,000 in pub-

lic schools; that would be our commu-

nity colleges and others, $34,988—al-

most $35,000 at a for-profit school. For 

a bachelor’s degree, $52,000 in public 

schools; $62,000 in the for-profit 

schools. It costs 20 percent more for an 

online degree from Ashford University 

than a degree from the University of 

Michigan.
Now, since these schools do not have 

bricks and mortar, they do not have to 

pay heating bills and cooling bills and 

upkeep of dorms and all of that kind of 

stuff, one would think they could offer 

these courses much cheaper than what 

they are doing. That is not the case. 

They are much more expensive. 
So why doesn’t this lower overhead 

translate into lower tuition? We will 

put up the next chart. The answer is 

the efficiencies of online education are 

not passed on to students. Instead, 

those lower costs of delivery go 

straight to profits, marketing, and ex-

ecutive salaries. Tuition is set pri-

marily based on maximizing revenue 

from Federal taxpayer dollars and on 

what executives think the market will 

bear.
That is sort of what this chart shows. 

This red line is the average available 

Federal aid to a student. This would be 

Stafford loans and Pell grants. This is 

average, $13,205. When we examined all 

of the private schools—this is just a 

representative sample—they are all 

just above that line. In fact, we have 

internal documents from many of these 

schools, from their executives, saying 

they are going to set their tuition in 

order to make sure they can maximize 

access to those Federal dollars. 
Now, there are exceptions. I wanted 

to put one in there. American Public 

Institute, as I said earlier, they are 

way down here. They made a profit, 

they are profitable, and they provide a 

good service. They are not pegging 

their tuition costs at just what they 

can maximize. So there are examples 

out there, but the vast majority set it 

just at what the market will bear and 

how they can maximize their Federal 

dollars.
How much are these Federal dollars? 

About 83 percent. So I think another 

feature of the for-profit schools is their 

almost total reliance on taxpayer 

money. They say they are for-profit, 

but it is not like a for-profit for a pri-

vate business that is competing in sell-

ing cars or washing machines or refrig-

erators or maybe some other kind of a 

service where one can pick and choose. 

About 83 percent—this is military, 3.8 

percent, and 79.3 percent is Federal stu-

dent aid dollars; 83 percent comes di-

rectly from the taxpayers of this coun-

try.
So if for-profit colleges charge exor-

bitant tuition and often provide an in-

ferior education while experiencing 

sky-high dropout rates, how are they 

able to recruit a steady stream of new 

students? The answer is that for-profit 

colleges are what I would call a mar-

keting machine. They spend 42.1 per-

cent of their revenues on marketing, 

recruiting, and profit. Yet they only 

spend 17 percent of revenues on actual 

instruction.
By comparison, the University of 

North Carolina System spends less 

than 2 percent of its budget on mar-

keting—2 percent. What we see is 42 

percent—42 percent on marketing and 

profits; 17 percent on student instruc-

tion. This is interesting: 40.7 percent 

all other spending. I would point out 

herein are executive salaries, executive 

compensation, bonuses paid to recruit-

ers, and on and on and on. Only 17 per-

cent for instruction. 
Most colleges, when they talk about 

marketing, it is down around 2 or 3 per-

cent. I will bet the University of Vir-

ginia is probably down there. I do not 

know. We may have that documenta-

tion. I know the University of Iowa 

System is down around that 2- to 3-per-

cent total for marketing. You have 

seen their ads, different things for pub-

lic universities, nonprofit universities, 

but nothing close to 42 percent. 
This is what leads to what we call 

the ‘‘churn.’’ Students come in, they 

get recruited, they get their Pell 

grants, they get their loans, the school 

gets the money, a year later the stu-

dent drops out, and so the marketers 

go out and bring in more students. So 

we get this tremendous churn in the 

student body at these for-profit 

schools. Perhaps most critical, these 

institutions fail to provide adequate 

student support services, as I said. This 

is a critical finding of our report. 
Despite knowingly enrolling some of 

the most at-risk students in our coun-

try, many of these schools do not pro-

vide these students with the services 

common sense tells us they need to 

succeed. How many times have we 

heard from the for-profit industry: Yes, 

we are different because we are enroll-

ing students who do not go to our nor-

mal colleges, do not go to the Univer-

sity of Iowa, to the University of Vir-

ginia. These are nontraditional stu-

dents. Many of them are poor. That is 

true, but that is who they are recruit-

ing.
Why are they recruiting them? To 

get the most Pell grants and the most 

Stafford student loans. That is what 

the college gets. 
Now, if they are doing that, then 

they need to provide mentoring, tutor-

ing, some kind of alumni network, job 

partnerships, and genuine career coun-

seling. Two of the largest for-profit 

companies provide no career coun-

seling or placement to students what-

soever. Yet these are the very students 

who need the most help when they go 

to college. Students from upper income 

families who go to good schools, they 

do not need that. English language 

learners, Latinos, African-American 
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students, those we intuitively know 

need more education. Maybe they have 

lost a job and now they realize: I have 

to do something. I have to get a better 

education. These marketers go after 

them. This is what our report found. 

If you look at the enrollment in 

these schools, as I said, it has gone up. 

The enrollment has gone up. Look at 

the recruiters. From 2007 to 2010, we 

went from a little over 20,000 to 35,202 

recruiters at 24 of these companies. 

Down here, the red line, these are the 

career services. These are the people 

who counsel and mentor and tutor and 

help with career guidance. It has not 

gone up a bit. Huge increase in stu-

dents, big increase in recruiters, and 

almost no increase at all in career 

counselors. This is a failure, an abject 

failure.

This report is the first comprehen-

sive fact-based analysis of this indus-

try. Earlier today I saw that the asso-

ciation for for-profit institutions called 

this a flawed process. As near as I can 

understand their critique, the process 

was flawed because it was about them, 

but that is what congressional over-

sight is about. 

This was not an overnight thing. This 

is what we produced: four huge vol-

umes, data-driven documentation, doc-

umentation on what is happening in 

this industry. This is the summary. 

This holds most of what we found. 

These three will have all of the backup 

documentation that is needed to sup-

port the findings we have. 

We have before us a factual record 

that we have never had before. The De-

partment of Education did not have it. 

No one has had it before. This can 

guide us as we move toward reauthor-

ization of the Higher Education Act 

next year. Again, during the reauthor-

ization we will also be looking at tradi-

tional higher education. 

We have already held two hearings on 

college affordability. There is no ques-

tion that we need to find a way to im-

prove outcomes not just at for-profit 

colleges but also at low-cost commu-

nity colleges. That said, the fact is 

there are problems that are unique— 

unique to the for-profit sector that will 

require some unique solutions. 

We have seen some progress on this 

front, as I said. I have met with some 

of them. They have expressed a deter-

mination to reform and to do right by 

their students. In addition, the Depart-

ment of Education took steps that are 

beginning to have real impacts. 

In April, President Obama issued an 

Executive order that will help to en-

sure our veterans are not the subject of 

deceptive and misleading recruiting, 

and that will help soldiers and veterans 

to make better decisions about where 

to use their GI bill dollars. 

Last month, Kentucky Attorney Gen-

eral Jack Conway led a 20-State attor-

ney general settlement with 

QuinStreet, one of the companies en-

gaged in some of the most egregiously 

misleading recruiting efforts targeted 

at veterans. But these are not enough. 

As I said, there is an important role for 

for-profit colleges in our increasingly 

knowledge-based economy. 
A solid record of student success is in 

the national interest. The challenge is 

to require the companies to be as fo-

cused on student success as they are on 

financial success. 
Now, there are four things we need to 

do.
First, we need to know how every 

student enrolled in college is doing, not 

just first-time, full-time students. This 

is a flaw in our system. The Depart-

ment of Education only tracks first- 

time, full-time students. Most of the 

students who go to our for-profit 

schools are not first-time, full-time 

students, they are part-time students. 

So what we need to do is that for any 

student who gets a Pell grant and/or 

Stafford loan, we need to know how 

that student is doing and how they do 

later on. 
Second, we need to be very clear that 

the Federal education money has to be 

spent on education, not advertising, re-

cruiting, or lobbying. That is just com-

mon sense. I challenge anyone to stand 

up here and say: No, they should use 

taxpayer dollars to lobby, to advertise, 

or to pay a recruiter. No. We have to be 

very clear—they can spend it on edu-

cation but not on advertising, recruit-

ing or lobbying. 
Third, we need to make sure these 

schools are providing at least a basic 

level of student services that would 

give the at-risk students they enroll a 

fair shot at completing. If there is one 

thing that distinguishes good for-profit 

schools from the bad ones, this is it: a 

genuine commitment to providing a 

network of student support—men-

toring, tutoring, employer partner-

ships, genuine career counseling—not 

just in the beginning but all the way 

through the program. The good schools 

that are doing that are turning out 

quality products. 
Fourth, we have to think seriously 

about outcome-based thresholds, par-

ticularly for colleges that get a very 

high proportion of their revenue from 

taxpayers. And we need to build on the 

gainful employment rule to ensure that 

students are not being loaded up with 

debt they cannot repay. 
I am confident the record we are lay-

ing out today will make some of these 

reforms inevitable as we move forward. 

I wish to also thank some of my col-

leagues and to note that work has al-

ready begun on legislation. 
Senator HAGAN is sponsoring a bill to 

ban the use of Federal financial aid 

dollars for marketing. 
Senators MURRAY and WEBB are spon-

soring comprehensive legislation to 

better protect servicemembers and vet-

erans using the post-9/11 GI bill. 
Senator LAUTENBERG is sponsoring a 

bill to provide every veteran who re-

ceives education aid from the Depart-

ment of Veterans Affairs with coun-

seling to help make the right choices 

and to create a system to track vet-

erans’ complaints of waste, fraud, and 

abuse by these for-profit schools. 
Senators CARPER and DURBIN are

sponsoring bills to address the absurd-

ity of not counting all Federal money 

in the restriction on how much money 

these schools can receive. 
One of the things we picked up on as 

we started this investigation was the 

tremendous focus these for-profits were 

now making on veterans, especially 

Iraq and Afghanistan veterans, and Ac-

tive-Duty personnel. The reason for 

that is because we have a 90–10 rule 

that says for-profit schools can only 

get 90 percent of their money from the 

Federal Government. The other 10 per-

cent has to come from someplace else— 

private sources. But that doesn’t count 

military. If a for-profit school bumps 

up on the 90–10 level, it cannot go out 

and recruit any more people, but if it 

recruits one military person, it can get 

nine more nonmilitary. So that pays 

for them to go after the military. Well, 

Senators CARPER and DURBIN have a 

bill in to stop that. 
Senator DURBIN is also a leader on 

the issue of private student loans and 

bankruptcy, as well as a great partner 

in helping to draw attention to the ex-

periences of students who have at-

tended these schools. 
I also thank other members of the 

HELP Committee who have been active 

participants at hearings, including 

Senators FRANKEN, MERKLEY, and 

BLUMENTHAL.
I have also received a great deal of 

support and encouragement along the 

way from organizations dedicated to 

ensuring that students have a genuine 

path to success in higher education. In 

particular, I thank the Council for Op-

portunity in Education, the Education 

Trust, the Leadership Council on Civil 

Rights, the Institute for College Access 

and Success, Campus Progress, and the 

National Association for College Ad-

missions Counseling. All of them have 

been involved in helping us over the 

last couple of years to get the data we 

needed.
On behalf of servicemembers and vet-

erans, we have had tremendous assist-

ance from the Iraq and Afghanistan 

Veterans Association, the Veterans of 

Foreign Wars, the Military Officers As-

sociation of America, Blue Star Fami-

lies, the Vietnam Veterans Associa-

tion, Student Veterans of America, the 

American Legion, VetJobs, VetsFirst, 

Paralyzed Veterans of America, the 

National Association for Black Vet-

erans, the National Guard Association, 

the Air Force Sergeants Association, 

the Association of the United States 

Navy, Wounded Warriors, and Veterans 

for Common Sense. All of them have 

been involved. We have gone to them, 

and they have been so forthcoming and 
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helpful, helping our staff and me to un-

derstand what is happening. 
I also thank the witnesses at our 

hearings, several of whom have been 

subjected to unwarranted and 

undeserved criticism. In particular, I 

thank Steve Eisman, who provided the 

committee with unique expertise and 

insights about the industry in a way 

that helped policymakers understand 

that these companies were much more 

than just colleges. As everyone in this 

body knows, people with a financial 

stake in an industry testify before Con-

gress every day and, like Mr. Eisman, 

provide some of the most insightful 

and accurate information we receive. 
I also thank former Westwood em-

ployee Joshua Pruyn, who provided a 

real-world view of working as a for- 

profit recruiter. He was willing to come 

forward for the sole purpose of shed-

ding light on this industry, and the 

criticism he has sustained speaks poor-

ly of those who claim to believe in the 

valuable role whistleblowers play. 
I thank my staff, who have pursued 

this investigation tirelessly and tena-

ciously.
I thank my oversight team and my 

HELP Committee, who spearheaded the 

investigation, analyzed the numbers, 

calculated all of the outcomes, inter-

viewed students and employees, re-

viewed thousands of pages of docu-

ments, and prepared this final report. 

That oversight team was led by Beth 

Stein. She was assisted throughout six 

hearings, three previous reports, many 

spreadsheets, charts, and megabytes of 

documents by Elizabeth Baylor and 

Ryan McCord. More recently, they 

were joined by Kia Hamadanchy and 

Bryan Boroughs, who have dedicated 

many long hours to the research, writ-

ing, and publication of this report. 
I also owe a tremendous thanks to 

several staffers who are no longer with 

the committee but played a critical 

role in this investigation: Beth Little, 

Luke Swarthout, and Robin Juliano. 
I also thank my former and current 

HELP Committee staff directors, Dan 

Smith and Pam Smith, who have ably 

guided this sometimes challenging ef-

fort.
Our communications staffers have 

patiently explained the 90–10 rule, the 

cohort default rate, and the fact that 

we don’t actually know how veterans 

attending for-profit schools are doing 

to hundreds of reporters throughout 

the country. I thank Justine Sessions, 

Kate Frischmann, and Liz Donovan. 
I also thank my education policy 

staffers who joined this effort more re-

cently but who will be carrying us for-

ward in our legislative reform efforts: 

Mildred Otero, Spiros Protopsaltis, and 

Libby Masiuk, as well as Carrie 

Wofford, who has played a tremendous 

role in outreach to groups across the 

country and has been a particular ad-

vocate on behalf of veterans impacted 

by the practices of the for-profit col-

leges.

I also thank our tremendous group of 

law clerks, who dedicated many hours 

to the less glamorous tasks of getting 

this put together: Abre Connor, Joel 

Murray, Lauren Scott, David Krem, 

Ashley Waddell, Lindsey Daughtry, 

Zach Mason, Sophie Kasimow, and 

Brittany Clement. 
A special thank-you goes to the law 

clerks who helped write and prepare 

the report: Lucy Stein, Nicholas 

Wunder, Shauna Agean, Keagan 

Buchanan, and Douglas Dorando, and 

also Andrea Jarcho, who has juggled 

multiple roles and worn multiple hats. 
For their assistance along the way, I 

also thank Paul Edenfield, Madeline 

Daniels, Alyssa Davis, and also Dan 

Goldberg for his always-sound analysis 

and advice. 
Finally, I thank Denise Lowrey and 

Carolyn Bolden, on the committee 

staff, who spent many hours making 

the report as error-free as humanly 

possible.
Today we bring the HELP Committee 

investigation of for-profit colleges to a 

close, but the record we have laid out 

leaves much to be done, and I look for-

ward to continuing to work with my 

Senate colleagues to help for-profit 

colleges realize their potential as a 

genuinely transformative force in high-

er education. 
With that, I yield the floor. 
The ACTING PRESIDENT pro tem-

pore. The Senator from Vermont. 

GLOBAL WARMING

Mr. SANDERS. Mr. President, the 

Senator from Oklahoma, JIM INHOFE, is 

a friend of mine. While we have strong 

philosophical and political differences, 

we have had a very positive personal 

relationship since I entered the Senate 

51⁄2 years ago. I like Senator INHOFE,

and on occasion, despite our political 

differences, we have been able to work 

together as members of the Environ-

ment and Public Works Committee, on 

which we both sit. I especially applaud 

the Senator for his strong efforts on 

the recently passed Transportation bill 

in which he led the effort in getting his 

fellow Republicans to move forward on 

the vitally important issue of rebuild-

ing our crumbling infrastructure—in 

this case, roads and bridges. 
Unfortunately, Senator INHOFE has

some very radical views regarding 

global warming. I believe he is dead 

wrong and dangerously wrong on this 

issue. Not only is he wrong, but be-

cause he is the leading Republican on 

the Environment Committee, his views 

hold great influence over other Repub-

licans in the Senate, in the House, and 

across the country. Because many Re-

publicans follow Senator INHOFE’s lead, 

it means we are making very little 

progress in Congress in combating 

what most of the scientific community 

sees is a global environmental crisis. 
I am on the floor today to ask Sen-

ator INHOFE to rethink his views on 

this enormously important issue and to 

ask my Republican colleagues to do the 

same. I am asking them to join the 

overwhelming majority of scientists 

who have studied and written about 

this issue in understanding that, one, 

global warming is real; two, global 

warming is significantly caused by 

human activity; three, global warming 

is already causing massive and costly 

destruction to the United States and 

around the world, and it will only get 

worse in years to come. 
I am also asking Senator INHOFE and

my Republican colleagues to under-

stand that the United States, with all 

of our knowledge, all of our expertise, 

and all of our technology, can and 

must lead the rest of the world, which 

must follow our effort in cutting back 

on carbon emissions and reverse global 

warming, and to understand that when 

we do this—when we transform our en-

ergy system away from fossil fuels and 

enter into energy efficiency and sus-

tainable energy—when we do that over 

a period of years, we can create mil-

lions of good-paying jobs. 
What I want to do this afternoon is 

nothing more than to simply quote 

some of the statements and assertions 

Senator INHOFE has made and to ex-

press to you why he is dead wrong and 

dangerously wrong on this vitally im-

portant issue. 
Mr. President, on July 11—just 21⁄2

weeks ago—Senator INHOFE spoke on 

this floor reiterating his longstanding 

views on global warming. What he said 

during that speech is pretty much what 

he has been saying for years. I read 

that speech, and I want to use this op-

portunity to comment on it. Specifi-

cally, I want to discuss a number of ob-

servations in which Senator INHOFE is

completely wrong. 
First and foremost, Senator INHOFE

tells us in his speech that global warm-

ing science is wrong. First and fore-

most, Senator INHOFE tells us in his 

speech that global warming science is 

wrong. Mr. INHOFE states, on page 11124 

of the CONGRESSIONAL RECORD from

July 11—and I will do my best to quote 

him as accurately as I possibly can— 

the following about global warming: 

In 2003 . . . I started hearing from a lot of 

the real scientists that it was a hoax. 

And Senator INHOFE continued, again 

from July 11, 2012: 

It is the greatest hoax ever perpetrated on 

the American people. 

Let me repeat again what Senator 

INHOFE said just a few weeks ago on the 

floor of the U.S. Senate. 

[Global warming] . . . is the greatest hoax 

ever perpetrated on the American people. 

In fact, the title of Senator INHOFE’s

new book—which he was kind enough 

to give me a copy of—is ‘‘The Greatest 

Hoax.’’ That is the title of his book. 
Well, let’s examine that assertion on 

the part of Senator INHOFE. The United 

States Global Change Research Pro-

gram, which was supported and ex-

panded by President George W. Bush, a 
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conservative Republican, and which in-

cludes scientists at NASA, EPA, the 

Department of Defense, the Depart-

ment of Agriculture, the Department 

of Energy, the State Department, the 

Department of Health, the Depart-

ments of Transportation, Commerce, 

and Interior, have said: 

Global warming is unequivocal and pri-

marily human-induced. 

Senator INHOFE has said global warm-

ing is a hoax, but the Global Change 

Research Program, which brings to-

gether many departments of the U.S. 

Government, says: 

Global warming is unequivocal and pri-

marily human-induced. 

Our National Academy of Sciences 

joined with academies in Brazil, Can-

ada, China, France, Germany, India, 

Italy, Japan, Mexico, Russia, South Af-

rica, and the United Kingdom. They all 

came together and said: 

The need for urgent action to address cli-

mate change is now indisputable. 

It is now indisputable. Senator 

INHOFE says global warming is a hoax; 

academies of science all over the world 

state the need for urgent action to ad-

dress climate change is now indis-

putable.

Eighteen scientific professional soci-

eties, including the American Geo-

physical Union, the American Chem-

ical Society, and others say: 

Climate change is occurring and rigorous 

scientific research demonstrates that the 

greenhouse gases emitted by human activi-

ties are the primary driver. 

That is a quote from 18 scientific pro-

fessional societies. Senator INHOFE

says global warming is a hoax, but 18 

scientific professional societies say cli-

mate change is occurring and rigorous 

scientific research demonstrates that 

the greenhouse gases emitted by 

human activities are the primary driv-

er.

Even noted climate skeptic Richard 

Muller, who, interestingly enough, 

Senator INHOFE has cited in his own 

speeches over the years, wrote in the 

Wall Street Journal last year that his 

latest research proved ‘‘global warming 

is real.’’ More to the point, in an op-ed 

published 2 days ago, Richard Muller, 

who in the past was cited by Senator 

INHOFE as a global warming skeptic, 

wrote an op-ed in the New York Times 

entitled ‘‘The Conversion of a Climate 

Change Skeptic.’’ 

Mr. President, I ask unanimous con-

sent to have printed in the RECORD the

op-ed I have just referred to. 

The ACTING PRESIDENT pro tem-

pore. Without objection, it is so or-

dered.

(See exhibit 1.) 

Mr. SANDERS. Mr. President, this is 

how Richard A. Muller—again, the sci-

entist who was often quoted by Senator 

INHOFE—began his op-ed 2 days ago in 

the New York Times. This is the quote 

from Richard A. Muller. 

Call me a converted skeptic. Three years 

ago, I identified problems in previous cli-

mate studies that, in my mind, threw doubt 

on the very existence of global warming. 

Last year, following an intensive research ef-

fort involving a dozen scientists, I concluded 

that global warming was real and that the 

prior estimates of the rate of warming were 

correct. I’m now going a step further: Hu-

mans are almost entirely the cause. 

And Dr. Muller continues: 

My total turnaround, in such a short time, 

is the result of careful and objective analysis 

by the Berkeley Earth Surface Temperature 

project, which I founded with my daughter 

Elizabeth. Our results show that the average 

temperature of the earth’s land has risen by 

21⁄2 degrees Fahrenheit over the past 250 

years, including an increase of 11⁄2 degrees

over the most recent 50 years. Moreover, it 

appears likely that essentially all of this in-

crease results from the human emission of 

greenhouse gases. 

That was Dr. Richard Muller from an 

op-ed in the New York Times on July 

28, 2012. 
I am not going to tell you that every 

single serious scientist in the world 

agrees with Dr. Muller or agrees with 

me or agrees with the vast majority of 

scientists that global warming is real 

and primarily caused by human activ-

ity. But I will say that, according to 

the National Academy of Sciences, ap-

proximately 98 percent of active cli-

mate scientists who published peer-re-

viewed papers agree with the assertion 

that global warming is occurring and 

human activity is a significant driver 

of it—not 100 percent but 98 percent. 
When we talk about scientists pub-

lishing with peer review, what we are 

saying is their papers and research 

were reviewed and examined by other 

expert scientists in their field. That is 

the great thing about science and peer 

review. The process invites criticism 

and invites other scientists to prove 

your idea is wrong. When we say 98 per-

cent of active climate scientists agree 

about global warming, we are talking 

about scientists whose work has been 

examined critically and found to be 

well-documented and correct by their 

peers in the field. 
This is an important point to be 

made. There may well be scientists out 

there who may have different views. 

But by and large they have not written 

peer-reviewed literature which has 

been examined by other experts in that 

field. So the bottom line here—and the 

important bottom line—is when Sen-

ator JIM INHOFE says global warming is 

a hoax, he is dead wrong according to 

the overwhelming majority of sci-

entists who have studied this issue. 
I hope very much—and I mean this 

sincerely, because this is an enor-

mously important issue—that Senator 

INHOFE will rethink his position, and 

those Republicans who have followed 

Senator INHOFE’s lead will also rethink 

their position. 
In July of 2010, in an interview with 

ABC News, Senator INHOFE said:

We’re in a cycle now that all the scientists 

agree is going into a cooling period. 

Let me repeat that, because I don’t 

want anyone to think I made a mistake 

about what I said. July 2010, ABC News, 

quoting Senator INHOFE.

We’re in a cycle now that all the scientists 

agree is going into a cooling period. 

On July 11, on the floor of the Sen-

ate, Senator INHOFE stated in his re-

marks—and this is found on page 11124 

of the CONGRESSIONAL RECORD. I want 

everyone to make sure I am not mis-

quoting Senator INHOFE. I would not do 

that. From page 11124 of July 11, the 

CONGRESSIONAL RECORD:

. . . we went into a warming period that 

went up to the turn of the century. Now it is 

actually going down into a cooling period 

again . . . 

That was Senator INHOFE, July 11, 

2012. In other words, as I understand it, 

Senator INHOFE is saying that since the 

year 2001 we are in a cooling period. 

Unfortunately, Senator INHOFE’s asser-

tion that we have entered a cooling pe-

riod could not be more incorrect. 
Let’s look at what the scientific data 

shows us. The last decade was not one 

where our temperature got cooler. It 

was, in fact, the very opposite. Accord-

ing to NASA, the last decade was in 

fact the warmest on record, using tem-

perature records that date to the late 

1800s. NASA’s data shows that 9 of the 

10 warmest years on record occurred 

since 2000, when Senator INHOFE says

we went into a ‘‘cooling period.’’ So 

NASA says the last decade was the 

warmest on record, but Senator INHOFE

says we have gone into a cooling pe-

riod.
But it is not just NASA making this 

finding. The National Oceanic and At-

mospheric Administration—NOAA— 

issued a report from 300 scientists in 48 

countries that confirms the last decade 

was the warmest on record—the warm-

est on record at a time when Senator 

INHOFE tells us we are going into a 

cooling period. 
The World Meteorological Organiza-

tion also confirms that the last decade 

was the warmest on record, and they 

found the 13 warmest years on record 

have all occurred since 1997. 
So the American people and my Re-

publican friends are going to have to 

make a decision: Is JIM INHOFE right

that we are entering into a cooling pe-

riod or is NASA and the National Oce-

anic and Atmospheric Administration 

correct in saying that the last decade 

was, in fact, the warmest on record? 
As my fellow Vermonter, Bill 

McKibben, recently pointed out, glob-

ally we have seen 327 consecutive 

months where the temperature exceed-

ed the global average for the 20th cen-

tury. Senator INHOFE tells us the world 

is getting cooler, but science shows us 

we have just experienced the warmest 

decade on record. Somebody is right 

and somebody is wrong, and I do not 

believe Senator INHOFE is right. 
Senator INHOFE stated on July 11, 

2012, page 11126 of the CONGRESSIONAL

RECORD:
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One thing we did find out when we got a re-

port from several universities, including 

MIT, was that the cost of this, if we were to 

pass any of the bills, would have been be-

tween $300 billion and $400 billion a year. 

This is not the first time Senator 

INHOFE has asserted that the cost of 

cutting greenhouse gas emissions is 

$300 billion to $400 billion a year. In an 

interview with Fox News on February 

11, 2000, Senator INHOFE was asked by 

the Fox anchor about the cost of global 

warming legislation, and he responded: 

It would cost between $300 billion and $400 

billion a year. 

Senator INHOFE gets his estimates by 

looking at worst-case scenarios from 

an out-of-date report that looked at 

legislation from 2007. The truth is, 

however, more recent research proves 

we can take strong action to cut emis-

sions while at the same time growing 

our economy and saving Americans 

substantial sums of money on their en-

ergy bills. 

For example, a 2009 study from 

McKinsey consulting firm found that 

the United States can meet our 2020 

targets for greenhouse gas emission re-

ductions just through cost-effective en-

ergy efficiency efforts, with a net sav-

ings for American consumers of $700 

billion. A 2010 report from the Amer-

ican Council for an Energy Efficient 

Economy found that by doing things 

nationally, many States—including the 

State of Vermont, my own State—are 

doing on energy efficiency already, we 

could achieve substantial benefits. The 

study found by investing aggressively 

in energy efficiency in our buildings, in 

our schools, in our factories, and in our 

transportation systems we would cre-

ate over 370,000 net new jobs by 2020, 

boost our rate of economic growth and 

GDP, and save households significant 

sums of money on their energy bills— 

all while vastly exceeding our 2020 tar-

get of cutting greenhouse gas emis-

sions 17 percent from 2005 levels. 

In this scenario, we could cut emis-

sions over 30 percent by 2020 as we cre-

ate jobs and as millions of people save 

money on their energy bills. To my 

mind, creating jobs, cutting green-

house gas emissions, and saving money 

on people’s fuel bills is a win-win-win 

situation.

In addition to the clear benefits from 

taking action, I want to point out to 

Senator INHOFE the costs and risks if 

we do not take action, if we do noth-

ing. The alternative is we step back, we 

don’t do anything, and what happens? 

Already, the extreme weather we 

have seen is impacting our Nation’s in-

frastructure. An interesting article ap-

peared just a few days ago, July 25, 

2012, in the New York Times. It said 

the Nation’s infrastructure is being 

taxed to worrisome degrees by heat, 

drought, and vicious storms. The arti-

cle noted that on a single day in July, 

an airplane got stuck in asphalt that 

softened due to 100-degree tempera-

tures, and a subway train derailed after 

heat caused a track to bend. It also 

cited highways that are heating up and 

expanding beyond their design limits, 

causing cracks and jarring bumps in 

the road. The article mentioned how 

powerplants are having difficulty using 

their regular cooling sources during op-

eration because the water is now exces-

sively warm. 

A power company executive with 38 

years of experience was quoted as say-

ing:

We’ve got the storm of the century every 

year now, after power was knocked out for 

4.3 million people in 10 States after the June 

derecho storm that raced from the Midwest 

to the East Coast at near hurricane-force 

winds.

Interestingly, not generally noted as 

being terribly progressive, the insur-

ance industry has noted their costs for 

property damage from increasingly ex-

treme weather have already increased 

in the United States from $3 billion a 

year in the 1980s to $20 billion a year 

today. According to Mark Way, an offi-

cial with Swiss Re, a large reinsurance 

company:

A warming climate will only add to this 

trend of increasing losses, which is why ac-

tion is needed now. 

A landmark study prepared for the 

British Government by Nicholas Stern, 

former chief economist of the World 

Bank, found that doing nothing to re-

verse global warming could eventually 

shrink the global economy by 20 per-

cent. The Chairman of the National In-

telligence Council under President 

George W. Bush testified to Congress 

that intelligence assessments indicated 

that global warming could worsen ex-

isting problems, such as poverty, social 

tensions, environmental degradation, 

ineffectual leadership, and weak polit-

ical institutions. Climate change could 

threaten domestic stability in some 

States, potentially contributing to 

conflict, particularly over access to in-

creasingly scarce water resources. 

Unlike Senator INHOFE, most Ameri-

cans are seeing the evidence of global 

warming with their own eyes. I want to 

take some time to talk about what we 

are seeing. 

The Associated Press reported on 

July 3, 2012: 

But since at least 1988, climate scientists 

have warned that climate change would 

bring, in general, increased heat waves, more 

droughts, more sudden downpours, more 

widespread wildfires and worsening storms. 

In the United States, those extremes are 

happening here and now. 

So far this year, more than 2.1 million 

acres have burned in wildfires, more than 113 

million people in the U.S. were in areas 

under extreme heat advisories last Friday, 

two-thirds of the country is experiencing 

drought, and earlier in June, deluges flooded 

Minnesota and Florida. 

We saw extreme weather last year as 

well. In 2011, we had a record-breaking 

14 weather disasters in the United 

States that each caused over $1 billion 

in damage. One of those was Hurricane 

Irene, which caused devastating flood-

ing and loss of life in the State of 

Vermont and other States in the 

Northeast and Mid-Atlantic. According 

to FEMA: 

Considered together, the federally declared 

disasters of 2011 presented crises all but un-

precedented in their frequency and scope. 

The 99 major disasters, 29 declared emer-

gencies, and 114 requests for fire manage-

ment assistance touched 48 out of 50 states. 

In other words, 48 States had a feder-

ally declared disaster last year. 

Global average surface temperature 

has already increased 1.3 degrees Fahr-

enheit since 1900, according to NOAA. 

The last 12 months is the warmest 12- 

month period on record in the United 

States. Since January 1, 2012, cities 

and regions in the United States have 

set 40,000 records for warm tempera-

tures, compared to just 6,000 for cold 

temperatures, according to NOAA. In 

the 20th century we set warm and cold 

temperature records at roughly a 1-to- 

1 ratio. In the 21st century, that has 

changed 2 to 1 in favor of heat records, 

and this year it has jumped to 7 to 1. 

As the planet warms, we are seeing 

more extreme heat wave events. Heat 

waves killed tens of thousands in Eu-

rope in 2003 and Russia in 2010, and a 

heat wave in Texas and Oklahoma 

caused severe drought and wildfires in 

2011. Global warming made these heat 

waves significantly more likely, ac-

cording to the latest science. 

Leading climatologist James Hansen 

and several of his colleagues published 

a report that said: 

Extreme heat waves such as that in Texas 

and Oklahoma in 2011, and Moscow in 2010, 

were caused by global warming, because 

their likelihood was negligible prior to the 

recent rapid global warming. 

Another study from German re-

searchers published in the U.S. Na-

tional Academy of Sciences found an 

80-percent likelihood that the Russian 

heat wave in 2010 was attributable to 

global warming. And a study from 

NOAA found the heat wave and drought 

in Texas in 2011 was 20 times more like-

ly to occur today than 50 years ago due 

to the warming of the planet. 

As I mentioned, this country is cur-

rently experiencing a devastating 

drought. The U.S. Department of Agri-

culture has designated disaster areas 

due to drought in 1,369 counties in 31 

States this year. The price of corn has 

increased 50 percent in the last 3 

months, and soybean prices are up 25 

percent since June. This is because 78 

percent of the corn crop and 77 percent 

of soybean production is in drought-af-

fected areas. 

This is not the first time we have 

seen devastating droughts spike food 

prices in recent years. Severe drought 

in Russia in 2010 led that country to 

ban exports of grain, which contributed 

to a near doubling in wheat prices over 

a 2-month period in that year. The 
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worst drought in China in 60 years oc-

curred last year in 2011, affecting 12 

million acres of wheat and contrib-

uting—along with floods in Australia 

and the drought in Russia—to record 

food prices. 
Some commentators cited the record 

food prices caused by these extreme 

weather events as contributing to un-

rest. When food prices go up, there is 

often instability in countries around 

the world—including the Middle East 

and Africa. 
Sea levels have already risen 7 inches 

globally, according to EPA. We have 

seen during the last three summers 

record low levels of Arctic Sea ice, and 

we know from NASA satellites that 

Antarctica is losing 24 cubic miles of 

ice every year. In Glacier National 

Park in this country we had 150 gla-

ciers when it was formed in 1910, but 

today only 25 remain. Some studies 

predict a sea level rise of 5 feet or more 

by the end of this century. But even if 

sea levels rose 3 feet, cities such as 

Miami, New Orleans, Charleston, SC, 

Oakland, CA, and others could find 

themselves partially underwater. 
The average annual acreage con-

sumed by wildfires in the United States 

more than doubled during the last dec-

ade compared with the previous four 

decades. Last year in Texas wildfires 

destroyed 2,700 homes. This year in 

Colorado—the most destructive wild-

fire in that State’s history—destroyed 

350 homes. Wildfires in Colorado this 

year caused tens of thousands to evac-

uate their homes. In New Mexico, we 

saw the largest wildfire in that State’s 

history this year burn more than 

170,000 acres that broke the previous 

record which was set just last year 

when a fire burned more than 150,000 

acres.
Mr. President, last year floods along 

the Mississippi River caused $2 billion 

worth of damage. Floods in North Da-

kota displaced 11,000 people from their 

homes. Record floods in Australia in 

2011 caused its State of Queensland to 

conduct the largest evacuation in its 

history. Floods in Pakistan in 2010 

killed 2,000 people and left one-fifth of 

that nuclear-armed nation under water 

for weeks. That is the kind of poten-

tially destabilizing extreme weather 

events the folks at the Department of 

Defense and the CIA worry about. Un-

fortunately, I could go on and on. The 

bad news is if we do nothing, the 

science is clear that temperatures will 

continue to increase, sea levels will 

continue to rise, and extreme weather 

will become more frequent and more 

devastating. The good news is—and it 

is very good news—that we now have 

the technology, the knowledge, and the 

know-how to cut emissions today 

through energy efficiency and through 

moving toward such sustainable and 

renewable technologies as solar, wind, 

geothermal, and biomass. 
It is time for Congress to get serious 

about global warming and to work to 

transform our energy system to sus-

tainable energy, and that starts by be-

ginning to understand that global 

warming is real and that if we do not 

address it now, it will only get worse 

and bring more danger to this country 

and to our planet. 
Mr. INHOFE. Will the Senator yield 

for a unanimous consent request? 
Mr. SANDERS. Yes. 
Mr. INHOFE. Mr. President, I ask 

unanimous consent that at the conclu-

sion of the remarks of my friend from 

Vermont, I be recognized as in morning 

business for such time as I will con-

sume.
The ACTING PRESIDENT pro tem-

pore. Is there objection? 
Without objection, it is so ordered. 
Mr. SANDERS. Mr. President, I am 

glad to see my friend from Oklahoma 

here on the floor. I want to conclude by 

reading a review of Senator INHOFE’s

book, which is called ‘‘The Greatest 

Hoax,’’ by a gentleman named J.C. 

Moore. This review by J.C. Moore was 

published in the Tulsa World which is, 

I suspect, the largest newspaper in the 

State of Oklahoma. J.C. Moore is a na-

tive Oklahoman—the same State Sen-

ator INHOFE represents—and a Ph.D. 

who taught chemistry and physics and 

is a member of the American Geo-

physical Union. 
This is what Mr. Moore wrote: 

‘‘Inhofe claims he is winning in his 

fight to debunk global warming.’’ After 

discussing the scientific consensus 

among climate scientists and major 

scientific institutions all over the 

world, Moore writes: 

Inhofe’s greatest adversary is nature itself, 

as research shows the climate is changing in 

response to human activities. The amount of 

carbon dioxide in the atmosphere is increas-

ing, the temperature of the Earth is rising, 

the oceans are becoming more acidic, gla-

ciers and polar ice caps are melting, sea lev-

els are rising, the probability of severe 

weather events is increasing, and weather-re-

lated natural disasters are becoming more 

frequent and more costly. It is time we ex-

amine more closely who is actually winning 

by ignoring science. 

As I understand it, that is from a re-

view of Senator INHOFE’s book, ‘‘The 

Greatest Hoax,’’ by a gentleman named 

J.C. Moore in the Tulsa World. 
There is much more to be said on this 

issue because here on the floor of the 

Senate we are saying virtually noth-

ing. I might say that we look pretty 

dumb to the rest of the world by ignor-

ing what many scientists believe is the 

major environmental crisis of our time 

which, if we don’t get a handle on, will 

have profound impacts on the well- 

being of this country and countries 

throughout this world. 
So I say to my friend Senator 

INHOFE—and he is my friend—I hope 

very much the Senator will rethink his 

position. I hope those Republicans who 

are following the Senator’s lead will 

rethink their position because nothing 

less than the future of our planet is at 

stake.

EXHIBIT 1

[From the New York Times, July 28, 2012] 

THE CONVERSION OF A CLIMATE-CHANGE

SKEPTIC

(By Richard A. Muller) 

Call me a converted skeptic. Three years 

ago I identified problems in previous climate 

studies that, in my mind, threw doubt on the 

very existence of global warming. Last year, 

following an intensive research effort involv-

ing a dozen scientists, I concluded that glob-

al warming was real and that the prior esti-

mates of the rate of warming were correct. 

I’m now going a step further: Humans are al-

most entirely the cause. 

My total turnaround, in such a short time, 

is the result of careful and objective analysis 

by the Berkeley Earth Surface Temperature 

project, which I founded with my daughter 

Elizabeth. Our results show that the average 

temperature of the earth’s land has risen by 

two and a half degrees Fahrenheit over the 

past 250 years, including an increase of one 

and a half degrees over the most recent 50 

years. Moreover, it appears likely that essen-

tially all of this increase results from the 

human emission of greenhouse gases. 

These findings are stronger than those of 

the Intergovernmental Panel on Climate 

Change, the United Nations group that de-

fines the scientific and diplomatic consensus 

on global warming. In its 2007 report, the 

I.P.C.C. concluded only that most of the 

warming of the prior 50 years could be at-

tributed to humans. It was possible, accord-

ing to the I.P.C.C. consensus statement, that 

the warming before 1956 could be because of 

changes in solar activity, and that even a 

substantial part of the more recent warming 

could be natural. 

Our Berkeley Earth approach used sophis-

ticated statistical methods developed largely 

by our lead scientist, Robert Rohde, which 

allowed us to determine earth land tempera-

ture much further back in time. We carefully 

studied issues raised by skeptics: biases from 

urban heating (we duplicated our results 

using rural data alone), from data selection 

(prior groups selected fewer than 20 percent 

of the available temperature stations; we 

used virtually 100 percent), from poor station 

quality (we separately analyzed good sta-

tions and poor ones) and from human inter-

vention and data adjustment (our work is 

completely automated and hands-off). In our 

papers we demonstrate that none of these po-

tentially troublesome effects unduly biased 

our conclusions. 

The historic temperature pattern we ob-

served has abrupt dips that match the emis-

sions of known explosive volcanic eruptions; 

the particulates from such events reflect 

sunlight, make for beautiful sunsets and cool 

the earth’s surface for a few years. There are 

small, rapid variations attributable to El 

Niño and other ocean currents such as the 

Gulf Stream; because of such oscillations, 

the ‘‘flattening’’ of the recent temperature 

rise that some people claim is not, in our 

view, statistically significant. What has 

caused the gradual but systematic rise of 

two and a half degrees? We tried fitting the 

shape to simple math functions 

(exponentials, polynomials), to solar activity 

and even to rising functions like world popu-

lation. By far the best match was to the 

record of atmospheric carbon dioxide, meas-

ured from atmospheric samples and air 

trapped in polar ice. 

Just as important, our record is long 

enough that we could search for the finger-

print of solar variability, based on the his-

torical record of sunspots. That fingerprint 
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is absent. Although the I.P.C.C. allowed for 

the possibility that variations in sunlight 

could have ended the ‘‘Little Ice Age,’’ a pe-

riod of cooling from the 14th century to 

about 1850, our data argues strongly that the 

temperature rise of the past 250 years cannot 

be attributed to solar changes. This conclu-

sion is, in retrospect, not too surprising; 

we’ve learned from satellite measurements 

that solar activity changes the brightness of 

the sun very little. 

How definite is the attribution to humans? 

The carbon dioxide curve gives a better 

match than anything else we’ve tried. Its 

magnitude is consistent with the calculated 

greenhouse effect—fextra warming from 

trapped heat radiation. These facts don’t 

prove causality and they shouldn’t end skep-

ticism, but they raise the bar: to be consid-

ered seriously, an alternative explanation 

must match the data at least as well as car-

bon dioxide does. Adding methane, a second 

greenhouse gas, to our analysis doesn’t 

change the results. Moreover, our analysis 

does not depend on large, complex global cli-

mate models, the huge computer programs 

that are notorious for their hidden assump-

tions and adjustable parameters. Our result 

is based simply on the close agreement be-

tween the shape of the observed temperature 

rise and the known greenhouse gas increase. 

It’s a scientist’s duty to be properly skep-

tical. I still find that much, if not most, of 

what is attributed to climate change is spec-

ulative, exaggerated or just plain wrong. I’ve 

analyzed some of the most alarmist claims, 

and my skepticism about them hasn’t 

changed.

Hurricane Katrina cannot be attributed to 

global warming. The number of hurricanes 

hitting the United States has been going 

down, not up; likewise for intense tornadoes. 

Polar bears aren’t dying from receding ice, 

and the Himalayan glaciers aren’t going to 

melt by 2035. And it’s possible that we are 

currently no warmer than we were a thou-

sand years ago, during the ‘‘Medieval Warm 

Period’’ or ‘‘Medieval Optimum,’’ an interval 

of warm conditions known from historical 

records and indirect evidence like tree rings. 

And the recent warm spell in the United 

States happens to be more than offset by 

cooling elsewhere in the world, so its link to 

‘‘global’’ warming is weaker than tenuous. 

The careful analysis by our team is laid 

out in five scientific papers now online at 

BerkeleyEarth.org. That site also shows our 

chart of temperature from 1753 to the 

present, with its clear fingerprint of volca-

noes and carbon dioxide, but containing no 

component that matches solar activity. Four 

of our papers have undergone extensive scru-

tiny by the scientific community, and the 

newest, a paper with the analysis of the 

human component, is now posted, along with 

the data and computer programs used. Such 

transparency is the heart of the scientific 

method; if you find our conclusions implau-

sible, tell us of any errors of data or anal-

ysis.

What about the future? As carbon dioxide 

emissions increase, the temperature should 

continue to rise. I expect the rate of warm-

ing to proceed at a steady pace, about one 

and a half degrees over land in the next 50 

years, less if the oceans are included. But if 

China continues its rapid economic growth 

(it has averaged 10 percent per year over the 

last 20 years) and its vast use of coal (it typi-

cally adds one new gigawatt per month), 

then that same warming could take place in 

less than 20 years. 

Science is that narrow realm of knowledge 

that, in principle, is universally accepted. I 

embarked on this analysis to answer ques-

tions that, to my mind, had not been an-

swered. I hope that the Berkeley Earth anal-

ysis will help settle the scientific debate re-

garding global warming and its human 

causes. Then comes the difficult part: agree-

ing across the political and diplomatic spec-

trum about what can and should be done. 

With that, I am happy to yield the 

floor for my friend, Senator INHOFE of

Oklahoma.
The ACTING PRESIDENT pro tem-

pore. The Senator from Oklahoma. 
Mr. INHOFE. Mr. President, first of 

all, something my friend from Vermont 

said a minute ago would surprise a lot 

of people, and that is we are friends. It 

is kind of strange. People don’t under-

stand being violently opposed to each 

other in this body and yet also being 

very close friends. My friend from 

Vermont has a different philosophy 

than I do. That is the nice thing about 

both the House and the Senate. We 

have people with different philosophies 

who believe in different things. Some-

where in the midst of this, the truth 

ultimately does come out most of the 

time. I think we would probably agree 

with that. 
One thing I like about my friend 

from Vermont is he really believes and 

is willing to stand up and fight for 

something he believes. I am not going 

to suggest there are hypocrites in this 

body. I wouldn’t say that at all. When 

we look around the political scene, we 

see people who somehow might ingra-

tiate a block of people who are wanting 

support. Maybe it is for the next elec-

tion, maybe it is for a cause. That is 

not the case with my friend from 

Vermont. He believes in his heart ev-

erything he says. 
Sometimes I talk to young people 

who come in as interns. I tell them 

there are varied philosophies in the 

Senate and in the House. We have ex-

treme liberals who believe our country 

should have a greater involvement in 

the decisions we make. We have con-

servatives, like I am, who believe we 

have too much government in our lives 

as it is. It is a basic difference. But I 

say to them, even though I am on the 

conservative side, I would rather some-

one be a far outspoken liberal extrem-

ist than be in the mushy middle and 

not stand for anything. My friend from 

Vermont is not in the mushy middle. 

He stands for something. 
It was not too long ago that another 

friend in his office, his press sec-

retary—we are very close friends—said 

something, and I don’t want to mis-

quote him. He said, My boss would like 

to have a copy of your book. I said, Not 

only will I give him a copy, but I will 

autograph it for him, but with one 

commitment, and that is he has to read 

it. He kept that commitment; I can tell 

by the things he said. 
Let me go over a few things that 

were said, and I think it is interesting. 

This Dr. Richard Muller—I can’t recall 

too much about him, but I do know he 

was listed among scientists who were 

skeptics. For the benefit of people who 

may not know the terminology, I refer 

to an alarmist as someone who thinks 

there is great alarm because something 

is happening and the end of the world 

is coming because of global warming. 

Skeptics are those like myself who 

don’t believe that. He apparently has 

changed from being a skeptic to an 

alarmist. I would only say this, and 

that is my Web site, epw.senate.gov, 

shows from probably over 12 years ago 

a list of scientists who are calling me, 

making statements, and saying that 

the IPCC—that is the United Nations, 

and that is what we are talking about. 

The United Nations came out with a 

preconceived notion that they wanted 

to believe a preconceived conclusion. 

When they did this, the scientists who 

were included in the process were sci-

entists who agreed with them. 
So when I questioned it by standing 

on the floor—I don’t remember the 

date of this. My friend from Vermont 

may remember that. I made state-

ments about two or three scientists 

who had called me. After that, the 

phone was ringing off the hook. Keep in 

mind there are a lot of scientists out 

there. We listed on the Web site up to 

over 1,000 scientists who declared they 

were skeptics about this whole thing. 

So I can take some gratitude about the 

fact that the only scientist who was on 

the skeptic list who has changed to an 

alarmist is 1 out of 1,000. 
My friend was talking about the Na-

tional Academy of Sciences. I think it 

is kind of interesting because let’s re-

member it was the National Academy 

of Sciences that came out with a report 

in 1975 warning of a coming ice age. 

Keep in mind we are all going to die 

whether it is global warming or an-

other ice age. That is the National 

Academy of Sciences, the same group. 

According to a lot of people, they have 

turned themselves into an advocacy 

group.
I will quote MIT’s Dr. Richard 

Lindzen, who was a former U.N. IPCC 

reviewer. He was talking about Ralph 

Cicerone, who is the president of the 

NAS. He said: 

Cicerone of NAS is saying that regardless 

of evidence the answer is predetermined, if 

gov’t wants carbon control, that is the an-

swer—

That is what the NAS will provide. If 

you control carbon, you control life. 
So we have had a lot of differing and 

varying interpretations of availing 

science over the years. I can recall one 

of my first introductions to this. Of 

course, this came way back during the 

Kyoto Convention. Some people have 

forgotten that Kyoto was a convention 

that was going to get everyone to get 

together under the leadership of the 

United Nations and we were all going 

to reduce our carbon, and so they had 

this big meeting down there. I will al-

ways remember it. This is the famous 
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Al Gore meeting that was called the 

Earth Summit of 1992. So they came 

out with this and said this is going to 

happen. The United Nations said it is, 

and so they thought everything was 

fine. Everyone believed it. 
It was shortly after that I remember 

hearing someone talk about it. We can 

go back and look at this. This is not 

something I am just saying. There were 

statements that were made in the 30- 

year period—let’s take the 30-year pe-

riod from 1895 to 1925. That is 30 years. 

During that time everyone feared that 

another ice age was coming. They 

talked about another ice age, and that 

the world was coming to an end. They 

provided all of this documentation dur-

ing that 30-year period that that is 

what was happening. 
Well, from 1925 to 1945, that 20-year 

period was a global warming. In fact, 

the first time we heard of global warm-

ing was in that 20-year period from 1925 

to 1945. So the world was going to come 

to an end again, and it was going to be 

during that period of time due to glob-

al warming. 
Then came the 30-year period from 

1945 to 1975. During that time they said 

it is a cold spell, and that is when all 

of these companies came in—the Sen-

ator from Vermont is right. I have 

given probably 30 talks well in excess 

of an hour each talking about these 

things. During that time, I remember 

holding up the cover of Time magazine 

where they talked about how another 

ice age was coming. Then I held up a 

cover of the Time magazine 20 years 

later, and they said, no, it is global 

warming. They had the last polar bear 

stepping on the last cube of ice, and 

saying we are going to die. 
We went through a period of 1945 to 

1975 where they declared it a period of 

another ice age. Then 1975 to the turn 

of the century—so that was another 30- 

year period of time—when it was global 

warming. So we have gone back and 

forth.
Here is the interesting thing about 

that. The assertion is always made 

that we are having catastrophic global 

warming because of manmade gases, 

CO2, anthropogenic gases, and meth-

ane. Yet the greatest surge of CO2 came

right after World War II starting in 

1945, and that precipitated not a warm-

ing period but a cooling period. So 

when you look at these things, some-

times—by the way, the only disagree-

ment I would have with my friend from 

Vermont is that he has quoted me as 

saying some things. 
Actually, unlike Al Gore and some of 

these other people, I recognize I am not 

an expert. I am not a scientist, but I 

read what the scientists say. I get my 

phone calls, I look at it, and I try to 

apply logic to it and come to my con-

clusions. So that is what has been hap-

pening over the last—oh, it has been 

now 12 years, I guess, since all this 

started.

I wish to mention a couple of other 

things that were said. For example, on 

the idea of the science—here it is, right 

here. As far as scientists are concerned, 

I can remember quoting from the Har-

vard-Smithsonian study. The study ex-

amined results of more than 240 peer- 

reviewed—‘‘peer-reviewed’’ is the term 

used by my friend from Vermont—the 

Harvard-Smithsonian study examined 

the results of more than 240 peer-re-

viewed papers published by thousands 

of researchers over the past four dec-

ades. The study covers a multitude of 

geophysical and biological climate in-

dicators. They came to the conclusion 

that ‘‘climate change is not real. The 

science is not accurate.’’ 
Then we have another quote from a 

former President of the National Acad-

emy of Sciences. He is Dr. Fred Seitz. 

He said: 

There is no convincing scientific evidence 

that human release of carbon dioxide, meth-

ane, or other greenhouse gases is causing or 

will in the foreseeable future cause cata-

strophic heating of the Earth’s atmosphere 

and disruption of the Earth’s climate. 

Again, he is a former President of the 

National Academy of Sciences. 
Then we had a study from not long 

ago done by George Mason University. 

This is one my friend from Vermont 

may not have seen. It was called to my 

attention, and I missed it somehow in 

the media. It was a survey of 430 

weather forecasters by the university, 

and it found that only 19 percent of the 

weather forecasters believed that the 

climate is changing and if so, that it is 

due to manmade gases—only 19 per-

cent. That means 81 percent of them 

think it is not. 
Dr. Robert Laughlin is a Nobel Prize 

winner and a Stanford University phys-

icist. He said—this is kind of good. I 

enjoyed this one. He said: 

Please remain calm: The earth will heal 

itself. Climate is beyond our power to con-

trol. The earth doesn’t care about govern-

ments or their legislation. Climate change is 

a matter of geologic time, something that 

the earth routinely does on its own without 

asking anyone’s permission or explaining 

itself.

It is happening. I think it is kind of 

arrogant for people to think we can 

change this. I am recalling one of the 

statements made by my good friend 

that we have all of these—we must pro-

vide the leadership. 
We have watched these great big an-

nual parties the United Nations has in 

these exotic places around the world. I 

can remember going to a few of them. 

I remember one of them in Milan, 

Italy. It would have been 2003. I went 

there. They had ‘‘wanted’’ posters on 

all the telephone poles with my picture 

and quoted me when I first came out 

with the hoax statement. These big 

parties are kind of interesting. I have 

only gone to three of them, but they 

have people invited from all over the 

world. The only price to pay to come to 

this is to believe that catastrophic 

warming is taking place and that it is 

the fault of bad old man and anthropo-

genic gases. 

Anyway, the last one was an inter-

esting one—not the last one, the most 

enjoyable one in Copenhagen. At that 

time—I am going from memory, but I 

believe President Obama had been 

there, Secretary Clinton had been 

there, NANCY PELOSI had been there, 

and several others. There were five dif-

ferent people—I can’t remember the 

other two—and they were there to as-

sure the other countries—keep in mind, 

192 countries—they assured them that 

we were going to pass some type of cap- 

and-trade legislation. So I went. Right 

before I went over, I announced myself 

as a self-described—I don’t mean it in 

an arrogant way—as a self-proclaimed, 

one-man truth squad. I went over to 

tell them the truth, that it wasn’t 

going to happen. 

But right before it happened—talk 

about poetic justice, I say to my friend 

from Vermont—right before that hap-

pened was a hearing we had with the 

director of the EPA, Lisa Jackson, 

whom I love dearly. She is one of my 

three favorite liberals whom I often 

talk about, and she came out and 

said—I looked at her and I said: I am 

going to Copenhagen tomorrow. I have 

a feeling that when I leave to go to Co-

penhagen, you are going to have a dec-

laration that will declare that it is a 

hazard and all this and give the bu-

reaucracy justification to do through 

regulation what they could not do and 

have not been successful in doing 

through legislation. 

I saw a smile on her face. 

I said: In the event you make that 

finding, it has to be based on science. 

What science do you think it will be 

based on? 

She said: Well, primarily the IPCC— 

the Intergovernmental Panel on Cli-

mate Change. 

It is a branch of the United Nations. 

It was all started by the United Na-

tions.

By the way, I would not mention my 

book; however, I checked before I came 

down, and if somebody else mentions 

my book, which is ‘‘The Greatest 

Hoax,’’ then it is all right for me to 

mention it. I see my friend from 

Vermont nodding in agreement. So I 

want people to read the longest chap-

ter, which is the chapter on the United 

Nations. It goes back and tells what 

the motives were for this. It goes back 

to 1972. We were in the midst of an ice 

age at that time, if my colleague re-

members. It talks about the meeting 

that was going to be held at the Earth 

Summit in 1992, what the motivation 

was, and then it goes forward from 

there.

Here is what is interesting. I was 

going to mention this in a hearing we 

will both be attending tomorrow. They 

had the Earth Summit Plus 20 just a 

month ago in Rio de Janeiro, the same 
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place it was held 20 years before that 

when George Bush was President of the 

United States. He went down there 

even though he didn’t really agree with 

the stuff that was going on. In this 

case, President Obama didn’t even go 

down. In fact, it has been conspicuous. 

I was glad to see my friend from 

Vermont coming to the floor and talk-

ing about an issue that hasn’t been 

talked about now for years. I am glad 

it is coming up again. I am glad people 

realize the cost it is going to be to the 

American people. By the way, the $300 

billion to $400 billion originated from a 

study that was done by scientists—I 

am sorry—by economists from the 

Wharton School, and they came up 

with that figure. Later on, MIT and 

several universities said: Well, that is 

the $300 billion to $400 billion, what it 

will cost. So that has been pretty much 

agreed to. Yet I am sure there is a dis-

senting view. But this is the first time 

I have heard on the floor of this Senate 

a denial of that assertion that was 

made. Everyone knows what it will 

cost.

I remember the McCain-Lieberman 

bill when Senator LIEBERMAN said: Yes, 

it will cost billions of dollars. There is 

no question about it. Cap and trade 

will cost billions of dollars. The ques-

tion is, What do we gain from it? 

Well, that is a pretty good question. 

Getting back to Lisa Jackson, I 

asked the question—this was in a live 

hearing. I think the Senator from 

Vermont may have been there; I don’t 

know for sure. It was live on TV. 

I said: The assertion has been made 

that global warming is—that if we pass 

something, we are going to be able to 

stop this horrible thing that is going 

on right now. Let me ask you for the 

record, live on TV, in a committee 

hearing, if we were to pass the cap-and- 

trade bill—I think it was the Markey 

bill at that time; I am not sure. Cap 

and trade is cap and trade—pretty 

much the same. If we were to pass that, 

would that lower worldwide emissions 

of CO2?

She said: No, it wouldn’t. 

Wait a minute. This is the Obama-ap-

pointed director of the Environmental 

Protection Agency who said: No, it 

wouldn’t, because the problem isn’t 

here. The problem is in other coun-

tries.

I don’t remember what countries she 

named—probably China, India, Mexico. 

It could be other countries; I am not 

sure. But nonetheless, she said: No, it 

really wouldn’t do that. 

So what we are talking about is this 

tax on the American people of $300 bil-

lion to $400 billion. I remember—and I 

think the Senator from Vermont re-

members this also—way back in 1993, 

during the first of the Clinton-Gore ad-

ministration, they had the Clinton- 

Gore tax increase of 1993. That was an 

increase of marginal rates, the death 

tax, capital gains, and I believe it was 

the largest tax increase in three dec-

ades at that time. That was a $32 bil-

lion tax increase. This would be a tax 

increase ten times that rate. 
I know there are people—their heads 

swim when they hear these numbers. It 

doesn’t mean anything to them. I will 

tell my colleagues what I do. In Okla-

homa, I get the number of families who 

file a tax return, and then I do the 

math every time somebody comes up. 

In the case of that increase, of the $300 

billion to $400 billion, we are talking 

about a $3,000 tax increase for each 

family in my State of Oklahoma that 

files a tax return. So, fine, if they want 

to do that, they can try to do it, but 

let’s not say something good will come 

from it when the director of the EPA 

herself said no, it is not going to re-

duce emissions. 
The other thing too that my friend 

from Vermont mentioned was the heat. 

Yes, it is hot. In fact, it was kind of 

funny—during the remarks of my 

friend from Vermont, my wife called 

me from Oklahoma and said: Do you 

think I should call in and say today it 

is 109 degrees? 
I said: No, it wouldn’t be a good idea. 

Let me say it. 
So it is true. Now and then we have 

some very hot summers, and in the 

case of my State of Oklahoma, it is hot 

almost every summer. We have had a 

lot of heat. However, the people who 

try to say there is proof that global 

warming is taking place are the same 

ones who—back when we had the most 

severe winter 2 years ago, when my 

kids built the famous igloo, that was 

one of the most severe winters. In fact, 

all the airports were closed at that 

time. It was kind of funny. I have 20 

kids and grandkids. One family is head-

ed up by Jimmy and Molly Rapert. She 

is a professor at the University of Ar-

kansas. She has a little girl we helped 

find in Ethiopia many years ago. 

Zagita Marie was just a few days old 

when we found her and not in very good 

shape. We nursed her back to health. 

Molly and her husband, who have three 

boys, decided they wanted a girl, and 

they adopted her. She is now 12 years 

old. She reads at college level. Every 

year I have the Africa dinner in Feb-

ruary, and she has been the keynote 

speaker at that. 
Anyway, 2 years ago in February, she 

had given her keynote speech and they 

were getting ready to leave and go 

back home, but they couldn’t get out 

because all the airports were closed. 

What do you do with a family of six? 

You go out and build an igloo. This 

wasn’t just an igloo the kids built; it 

slept four people, right next to the Li-

brary of Congress, and on top of it they 

had a little sign saying ‘‘Al Gore’s New 

Home.’’
Anyway, they were talking about 

that single weather event at that 

time—or some were; not me; I know 

better than to do that—saying global 

warming can’t take place because we 

have had the most severe winters. Any-

way, a lot of people have tried to use— 

and I don’t blame them for doing it— 

the idea that, oh, it is really hot out 

there; therefore, this must be global 

warming.

I would suggest that—oh, yeah, the 

one weather event. Roger Pielke, Jr., 

professor of environmental studies at 

the University of Colorado, said: 

Over the long run, there is no evidence 

that disasters are getting worse because of 

climate change. 

Judith Curry, chair of the Georgia 

Institute of Technology School of 

Earth and Atmospheric Sciences, said: 

I have been completely unconvinced by any 

of the arguments that attribute a single ex-

treme weather event or a cluster of extreme 

weather events or statistics of extreme 

weather events to an anthropogenic forcing. 

Myles Allen, the head of the Climate 

Dynamics Group at the University of 

Oxford’s Atmospheric, Oceanic and 

Planetary Physics Department, said: 

When Al Gore said that scientists now 

have clear proof that climate change is di-

rectly responsible for the extreme and dev-

astating floods, storms and droughts, my 

heart sank. 

The other day, I was on the ‘‘Rachel 

Maddow Show.’’ I watch Rachel 

Maddow. She is one of my three favor-

ite—let me just declare today that I 

have four favorite liberals, and the 

Senator from Vermont is one of them. 

He just graduated to that today, I say 

to my friend from Vermont. 

Anyway, I have been on her show be-

fore—and I always like doing it because 

they are on the other side of these 

issues—but her own guy, called Bill 

Nye the Science Guy, agrees, one, it is 

wrong to try to attribute climate to a 

weather event. There is a big difference 

between weather and climate. So we 

have an awful lot of people who are 

talking about that. 

My good friend from Vermont talked 

about the global cooling predictions. 

Let me correct him in saying that I did 

not say that. I said that quoting sci-

entists. I try to do that because I do 

not want anyone to think I know that 

much about science because I do not. 

A prominent Russian scientist, Dr. 

Abdussamatov, said: 

We should fear a deep temperature drop— 

not catastrophic global warming. . . . 

It follows that [global] warming had a nat-

ural origin, the contribution of CO2 to it was 

insignificant. . . . 

This second thing: ‘‘UN Fears (More) 

Global Cooling Commeth!’’ This is the 

IPCC. This is the United Nations, the 

same people who, in my opinion—I do 

say this—are trying to profit from this 

issue. When I say that, let me clarify 

that because when the United Nations 

comes up with something that is not in 

the best interests of this country—I 

have often said we ought to correct 

this. I have written letters, signed by 

Members of this Senate, and before 
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that by Members of the House when I 

was in the House, saying: You guys are 

going to have to come to the meeting 

and talk about this because it is going 

to be a serious problem. 

When you talk about all these things 

that are going on, it is something that 

is not actually taking place. 

So they said—and I am quoting now. 

This would be palaeoclimate scientist 

Dr. Bob Carter from James Cook Uni-

versity in Australia, who has testified 

before the U.S. Senate Committee on 

EPW. I was there at that testimony. He 

noted on June 18, 2007: The accepted 

global average temperature statistics 

used by the Intergovernmental Panel 

on Climate Change show that no 

ground-based warming has occurred 

since 1998. Oddly, this is 8-year long 

temperature stability that occurred, 

despite an increase over the same pe-

riod of 15 parts per million of atmos-

pheric CO2.

So, again, these are scientists. I 

know there are scientists with varying 

views, but there sure are a lot of them 

here.

Just months before the Copenhagen 

matter took place—by the way, I kind 

of enjoyed that trip to Copenhagen be-

cause when I got over there—this, 

again, was the meeting where they in-

vite all the people who believe in glob-

al warming and make all these coun-

tries—192 countries—believe if they 

will go along with this, they will get 

great rewards for doing something 

about global warming. So, anyway, I 

enjoyed that very much because I was 

able to go over and show the people 

what the truth was in this country. 

But Andrew Revkin, just before Co-

penhagen, on September 23, 2009, in the 

New York Times, acknowledged: 

The world leaders who met at the United 

Nations to discuss climate change . . . are 

faced with an intricate challenge: building 

momentum for an international climate 

treaty at a time when global temperatures 

have been relatively stable for a decade and 

may even drop for the next few years. 

I look at some of the things—inciden-

tally, I kind of wish I had known my 

good friend from Vermont was going to 

be talking about this because I would 

have been delighted to join in and get 

a little bit better prepared. But I would 

say this as to the cost: When you talk 

about where this cost comes from, the 

$300 to $400 billion, the Kyoto Protocol 

and cap-and-trade cost—this is from 

the Wharton Econometrics Forecasting 

Associates I mentioned just a minute 

ago—Kyoto would cost 2.4 million U.S. 

jobs and reduce GDP by 3.2 percent or 

about $300 billion annually, an amount 

greater than the total expenditure on 

primary and secondary education. 

Oh, yes, let’s talk about polar bears. 

I am not sure my friend mentioned the 

polar bears, so I will skip that part. 

Anyway, let me just say this: It has be-

come something that has been some-

what of a religion to talk about what is 

happening and the world is coming to 

an end. I would just suggest they are 

not winning that battle. 
In March 2010, in a Gallup poll, Amer-

icans ranked global warming dead 

last—8 out of 8—on environmental 

issues. That was not true 10 years ago. 

Ten years ago, it was No. 1, and every-

one thought that. The more people sit 

back and look at it and study it, they 

decide: Well, maybe it is not true after 

all.
In March 2010, a Rasmussen poll: 72 

percent of American voters do not be-

lieve global warming is a very serious 

problem. In a Rasmussen poll at the 

same time as to the Democrat base: 

Only 35 percent now think climate 

change is manmade. 
The global warmist Robert Socolow 

laments:

We are losing the argument with the gen-

eral public, big time . . . I think the climate 

change activists, myself included, have lost 

the American middle. 

In a way, I am kind of pleased it is 

coming back up and surfacing now. I 

thank my good friend, and he is my 

good friend. People do not under-

stand—they really do not understand— 

what the Senate is all about. The 

House was not that way when I was in 

the House. But in the Senate, you can 

love someone and disagree with them 

philosophically and come out and talk 

about it. 
I have no doubt in my mind that my 

friend from Vermont is sincere in what 

he believes. I believe he would say he 

knows I am sincere with what I believe. 

That is what makes this a great body. 
But I will just say this: It is popular 

to say the world is coming to an end. 

When we look historically, I could go 

back and talk about what has happened 

over the years—over the centuries real-

ly—and going through these periods of 

time, and it is always that the world is 

coming to an end. 
Well, I am here to announce—and I 

feel very good being able to do it with 

20 kids and grandkids; I am happy to 

tell them all right now—the world is 

not coming to an end, and global 

warming—we are going through a 

cycle. We have gone through these cy-

cles before, and every time we go 

through—in part of my book I talk 

about the hysterical things people are 

saying.
Back during that period of time, I 

mentioned between 1895 and 1930 about 

how the world was coming to an end, 

and the same thing from 1930 to the 

end of the war. Then, of course, getting 

into the little ice age, all these things 

that were taking place, the little ice 

age from 1945—not the ice age but this 

cooling period—the cooling period that 

started in 1945 and lasted for 30 years 

was the time in our history where we 

had the greatest increase in carbon in 

the air, the greatest use of that. So it 

is inconsistent with what reality was. 
So I would say to my good friend, I 

have no doubt in my mind that the 

Senator from Vermont is sincere in 

what he says. While he and I are 

ranked at the extreme sides of the phil-

osophical pendulum, I would say I 

know he is sincere. But I will also say 

this is a tough world we are in right 

now. When we look at the problems we 

have in this country and the problems 

we are having in the world and the cost 

that it has, I am very thankful those 

who are trying to pass the cap and 

trade, all the way from the Kyoto 

Treaty—which was never brought to 

the Senate, never brought because they 

knew they were not going to be able to 

pass it—up until the time when that 

ended in about 2009, I would say a lot of 

activists were out there, but I think 

people have now realized: Just look at 

the patterns. It gets colder, it gets 

warmer, it gets colder, it gets warmer. 

God is still up there. And I think that 

will continue in the future. 

I thank the Chair and yield the re-

mainder of my time. 

The PRESIDING OFFICER (Mr. 

FRANKEN). The Senator from Vermont. 

Mr. SANDERS. Mr. President, I have 

talked for a long time on this issue, so 

I do not want to make a great speech 

and continue speaking at great length. 

I do want to say a few things. 

First of all, I want to thank Senator 

INHOFE for his kind words. Let me re-

spond in the same way. He and I philo-

sophically and politically come from 

very different places. I have never 

doubted for one moment the honesty or 

the sincerity of the Senator from Okla-

homa. He is saying what he believes. 

He has the courage to get up here and 

say it, and I appreciate that. So we are 

good friends, and I hope we will con-

tinue to be good friends. 

I think, frankly, it does this Senate, 

and it does this country, good when 

people hear varied differences of opin-

ion on an issue that I consider to be of 

enormous consequence. So what I 

would say to my friend is, I hope, in 

fact, this is the beginning of a resur-

gence of discussion about this issue, 

and I look forward to engaging in the 

discussion with my friend from Okla-

homa.

With that, Mr. President, I yield the 

floor.

I suggest the absence of a quorum. 

The PRESIDING OFFICER. The 

clerk will call the roll. 

The legislative clerk proceeded to 

call the roll. 

Mr. FRANKEN. Mr. President, I ask 

unanimous consent that the order for 

the quorum call be rescinded. 

The PRESIDING OFFICER (Mr. 

WEBB). Without objection, it is so or-

dered.

VerDate Sep 11 2014 09:49 May 26, 2017 Jkt 019102 PO 00000 Frm 00012 Fmt 0686 Sfmt 0634 E:\BR12\S30JY2.000 S30JY2js
ta

llw
or

th
 o

n 
D

S
K

7T
P

T
V

N
1P

R
O

D
 w

ith
 B

O
U

N
D

 R
E

C
O

R
D



CONGRESSIONAL RECORD—SENATE, Vol. 158, Pt. 912568 July 30, 2012 
EXECUTIVE SESSION 

NOMINATION OF ROBERT E. 

BACHARACH TO BE UNITED 

STATES CIRCUIT JUDGE FOR 

THE TENTH CIRCUIT 

The PRESIDING OFFICER. Under 

the previous order, the Senate will pro-

ceed to executive session to consider 

the following nomination, which the 

clerk will report. 
The legislative clerk read the nomi-

nation of Robert E. Bacharach, of 

Oklahoma, to be United States Circuit 

Judge for the Tenth Circuit. 
The PRESIDING OFFICER. Under 

the previous order, there will be 1 hour 

of debate equally divided and con-

trolled in the usual form. 
Mr. LEAHY. Today’s debate and vote 

on the partisan filibuster of the Okla-

homa judicial nominee, who has had 

the support of the Republican Senators 

from Oklahoma since President Obama 

nominated him 6 months ago, is an-

other example of how extreme Senate 

Republicans have gone in their efforts 

to obstruct judicial confirmations. If 

they succeed in their partisan fili-

buster, it will be another first for 

them. Never before has the Senate fili-

bustered and refused to vote on a judi-

cial nominee with such strong bipar-

tisan support, who was voted out of the 

Judiciary Committee with virtually 

unanimous support. 
Their partisan efforts to shut down 

Senate confirmations of qualified judi-

cial nominees who have bipartisan sup-

port do not help the American people. 

This is a shortsighted policy at a time 

when the judicial vacancy rate remains 

more than twice what it was at this 

point in the first term of President 

Bush. Judicial vacancies during the 

last few years have been at historically 

high levels. Nearly one out of every 11 

Federal judgeships is currently vacant. 

Their shutting down confirmations for 

consensus and qualified circuit court 

nominees is not helping the overbur-

dened Federal courts to which Ameri-

cans turn for justice. 

Over his 13-year career as a U.S. Mag-

istrate Judge in the Western District of 

Oklahoma, Judge Robert Bacharach 

has handled nearly 3,000 civil and 

criminal matters, presided over 400 ju-

dicial settlement conferences, and 

issued more than 1,600 reports and rec-

ommendations. As an attorney in pri-

vate practice, Judge Bacharach tried 10 

cases to verdict, argued 2 cases before 

the Tenth Circuit Court of Appeals, 

and briefed scores of other cases to the 

tenth circuit and the Oklahoma Su-

preme Court. The ABA Standing Com-

mittee on the Federal Judiciary has 

rated Judge Bacharach unanimously 

well qualified, the highest possible rat-

ing from its nonpartisan peer review. 

Judge Bacharach’s judicial col-

leagues in the Western District of 

Oklahoma stand strongly behind his 

nomination. Vicki Miles-LaGrange, 

Chief Judge of the U.S. District Court 

for the Western District of Oklahoma, 

has said of Judge Bacharach: 

He is an outstanding jurist and my col-

leagues and I enthusiastically and whole-

heartedly recommend him for the Tenth Cir-

cuit position . . . We knew that we were 

lucky to have Bob as a Magistrate Judge, 

and he’s been remarkable in this position for 

over 12 years. He is an absolutely great Mag-

istrate Judge. His research and writing are 

excellent, his temperament is superb, his 

preparation is top-notch, and he is a wonder-

ful colleague to all of the judges and in gen-

eral to the entire court family. . . . All of 

the other judges and I—Republicans and 

Democrats alike—enthusiastically and 

wholeheartedly recommend Judge Bob 

Bacharach for the Tenth Circuit position. All 

of us believe very strongly that Judge 

Bacharach would be a superb choice for the 

position.

Throughout this very careful and de-

liberate process in which Judge Robert 

Bacharach has been thoroughly vetted, 

considered, and voted on by the Judici-

ary Committee, I have not heard a sin-

gle negative word about him. There is 

no Senator that I know of who is op-

posed to his nomination on the merits. 

The only obstacle standing between 

Judge Bacharach being confirmed to 

serve the people of the tenth circuit is 

partisan obstruction. 

Nor is Judge Bacharach the only vic-

tim of this abuse. In a letter dated 

June 20, 2012, the president of the 

American Bar Association urged Sen-

ator REID and Senator MCCONNELL to

work together to schedule votes on the 

nominations of William Kayatta and 

Richard Taranto, as well as Judge 

Bacharach. These are three consensus, 

qualified circuit court nominees await-

ing Senate confirmation so that they 

may serve the American people. I ask 

that a copy of that letter be printed in 

the RECORD, along with an article from 

the Oklahoman on this nomination. 

There being no objection, the mate-

rial was ordered to be printed in the 

RECORD, as follows: 

AMERICAN BAR ASSOCIATION,

Chicago, IL, June 20, 2012. 
Hon. HARRY REID,

Majority Leader, U.S. Senate, 
Washington, DC. 
Hon. MITCH MCCONNELL,

Republican Leader, U.S. Senate, 
Washington, DC. 

DEAR MAJORITY LEADER REID AND REPUB-

LICAN LEADER MCCONNELL: Amid concerns 

that the judicial confirmation process is 

about to fall victim to presidential election 

year politics through the invocation of the 

‘‘Thurmond Rule,’’ I am writing on behalf of 

the American Bar Association to reiterate 

our grave concern for the longstanding num-

ber of judicial vacancies on Article III courts 

and to urge you to schedule floor votes on 

three pending, noncontroversial circuit court 

nominees before July and on district court 

nominees who have strong bipartisan sup-

port on a weekly basis thereafter. 

Three of the four circuit court nominees 

pending on the Senate floor are consensus 

nominees who have received overwhelming 

approval from the Senate Judiciary Com-

mittee. Both William Kayatta, Jr. of Maine, 

nominated to the First Circuit, and Robert 

Bacharach of Oklahoma, nominated to the 

Tenth Circuit, have the staunch support of 

their Republican senators. Richard Taranto, 

nominated to the Federal Circuit, enjoys 

strong bipartisan support, including the en-

dorsement of noted conservative legal schol-

ars. All three nominees also have stellar pro-

fessional qualifications and each has been 

rated unanimously ‘‘well-qualified’’ by the 

ABA’s Standing Committee on the Federal 

Judiciary.
As you know, the ‘‘Thurmond Rule’’ is nei-

ther a rule nor a clearly defined event. While 

the ABA takes no position on what invoca-

tion of the ‘‘Thurmond Rule’’ actually means 

or whether it represents wise policy, recent 

news stories have cast it as a precedent 

under which the Senate, after a specified 

date in a presidential election year, ceases to 

vote on nominees to the federal circuit 

courts of appeals. We note that there has 

been no consistently observed date at which 

this has occurred during the presidential 

election years from 1980 to 2008. With regard 

to the past three election years, the last cir-

cuit court nominees were confirmed in June 

during 2004 and 2008 and in July during 2000. 

In deference to these historical cut-off dates 

and because of our conviction that the Sen-

ate has a continuing constitutional duty to 

act with due diligence to reduce the dan-

gerously high vacancy rate that is adversely 

affecting our federal judiciary, we exhort 

you to schedule votes on these three out-

standing circuit court nominees this month. 
We also urge you to continue to work to-

gether to move consensus district court 

nominees to the floor for a vote throughout 

the rest of the session, lest the vacancy cri-

sis worsens in the waning months of the 

112th Congress. With five new vacancies aris-

ing this month and an additional five an-

nounced for next month, this is not just a 

possibility; it is a certainty, absent your 

continued commitment to the federal judici-

ary and steady action on nominees. 
Thank you for your past efforts and for 

your consideration of our views on this im-

portant issue. 

Sincerely,

WM. T. (BILL) ROBINSON III,

President.

[From the Oklahoman, June 15, 2012] 

SENATE REPUBLICANS TO BLOCK VOTE ON

OKLAHOMA NOMINEE FOR FEDERAL APPEALS

COURT

(By Chris Casteel) 

WASHINGTON.—Senate Republicans won’t 

allow a vote before November’s presidential 

election to confirm U.S. Magistrate Judge 

Robert E. Bacharach to a federal appeals 

court, despite Bacharach’s credentials and 

support from both Oklahoma senators, Sen. 

Tom Coburn said Thursday. 

Coburn, R–Muskogee, said Senate Repub-

lican leader Mitch McConnell told him Re-

publicans were following a tradition used by 

both parties to block votes on circuit court 

nominees a few months before a presidential 

election.

That means a vote on Bacharach, whose 

nomination to the 10th U.S. Circuit Court of 

Appeals cleared the Senate Judiciary Com-

mittee last week, ‘‘is not going to happen,’’ 

Coburn said. 

Coburn said the nomination of John E. 

Dowdell to be a U.S. district judge in Tulsa 

still has a ‘‘great chance’’ of clearing the full 

Senate.

Bacharach is ‘‘an awfully good candidate’’ 

for the circuit court position, said Coburn, 
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who praised his character and judicial tem-

perament. Bacharach, who has been a mag-

istrate judge in Oklahoma City since 1999, 

was given a rating of ‘‘unanimously well 

qualified’’ for the appeals court position by 

the American Bar Association. 

Sen. Jim Inhofe, R–Tulsa, praised 

Bacharach during a committee hearing last 

month.

But the selection and confirmation process 

moved too slowly to fill the vacancy on the 

appeals court—which is a step below the U.S. 

Supreme Court—given the political time-

table in Washington. 

Though the position has been open since 

July 2010, the White House didn’t make a 

nomination until January, after spending 

months vetting candidates that weren’t 

going to be acceptable to Coburn and Inhofe. 

Then, it took more than three months to 

schedule a committee hearing for Bacharach 

as the staff conducted a background inves-

tigation; Coburn withheld his approval for a 

committee hearing until the committee in-

vestigation was completed. 

Ultimately, Bacharach may have just nar-

rowly missed a full Senate vote. The Senate 

this week, over the objections of most Re-

publicans, confirmed a nominee from Ari-

zona for another circuit court. After that 

vote, McConnell told Republican senators no 

other votes on circuit judges would be held. 

McConnell’s office declined to comment on 

Thursday.

Sen. Patrick Leahy, D–Vermont, chairman 

of the Senate Judiciary Committee, said 

Thursday, ‘‘This is really a challenge to the 

senators who have said that they will not 

support these filibusters and this kind of 

shutdown, and to those Republican senators 

who support the circuit court nominees from 

Maine and Oklahoma.’’ 

But Coburn said there wasn’t anything he 

could do about the situation. 

The delaying tactic on circuit court 

judges, which will likely extend to district 

court judges later this year, has become 

common practice for the party that doesn’t 

control the White House. 

This year, it means Republicans will block 

votes on nominees for appeals courts, which 

can have great influence on a wide range of 

legal issues since the Supreme Court agrees 

to hear relatively few cases. 

The aim of the tactic is to delay making 

lifetime appointments to federal courts in 

hopes their party will regain the White 

House and the power to fill judicial vacan-

cies. Coburn said Bacharach could be cleared 

late this year if President Barack Obama 

wins re-election. If not, Coburn said, 

Bacharach would make a great nominee for a 

Republican president. 

Mr. LEAHY. The ABA president 

wrote:

Amid concerns that the judicial confirma-

tion process is about to fall victim to presi-

dential election year politics through the in-

vocation of the ‘‘Thurmond Rule,’’ I am writ-

ing on behalf of the American Bar Associa-

tion to reiterate our grave concern for the 

longstanding number of judicial vacancies on 

Article III courts and to urge you to sched-

ule floor votes on three pending, non-

controversial circuit court nominees before 

July and on district court nominees who 

have strong bipartisan support on a weekly 

basis thereafter. 

This is the precise danger that was 

the reason for that letter. Including 

Judge Bacharach, William Kayatta of 

Maine, and Richard Taranto, there are 

currently 20 judicial nominees voted 

out of the Judiciary Committee and 

being blocked by Senate Republicans. 
During the Judiciary Committee 

meeting approving the nomination of 

Judge Bacharach, Senator COBURN

noted:

I believe that Judge Bacharach will uphold 

the highest standards and reflect the best in 

our American judicial tradition by coming 

to the bench as a well-regarded member of 

the community. At a time when our country 

seems as divided as ever, it is important that 

citizens respect members of the judiciary 

and are confident they will faithfully and 

impartially apply the law. . . I believe Judge 

Bacharach would be an excellent addition to 

the Tenth Circuit. 

Senator INHOFE likewise has said: ‘‘I 

believe that Judge Bacharach would 

continue the strong service Oklaho-

mans have provided the Tenth Cir-

cuit.’’ When asked last month about 

this effort to block a vote on Judge 

Bacharach’s nomination, Senator 

COBURN told The Oklahoman: ‘‘I think 

it’s stupid.’’ He is right. It is just ob-

struction.
There is no good reason that the Sen-

ate should not vote on consensus cir-

cuit court nominees thoroughly vetted, 

considered and voted on and approved 

with nearly unanimous bipartisan sup-

port by the Judiciary Committee. 

There is no reason the Senate cannot 

vote on the nomination of William 

Kayatta of Maine to the first circuit, a 

nominee strongly supported by both of 

Maine’s Republican Senators and re-

ported nearly unanimously by the com-

mittee 3 months ago and 2 months be-

fore considering Judge Bacharach’s 

nomination. This is the same person 

who Chief Justice John Roberts rec-

ommended to Kenneth Starr for a posi-

tion in the Justice Department. He is 

widely respected in Maine. Republicans 

cannot seriously oppose his nomination 

on the merits or for ideological rea-

sons. It is just more obstruction. 
There is also no reason the Senate 

cannot vote on Richard Taranto’s nom-

ination to the Federal circuit. He was 

reported almost unanimously by voice 

vote nearly 4 months ago, and is sup-

ported by conservatives such as Robert 

Bork and Paul Clement. Republicans 

cannot seriously oppose his nomination 

to the Federal circuit on the merits or 

for ideological reasons. It is just more 

obstruction.
Each of these circuit court nominees 

has been rated unanimously well quali-

fied by the nonpartisan ABA Standing 

Committee on the Federal Judiciary, 

the highest possible rating. These are 

not controversial nominees. They are 

qualified and should be considered as 

consensus nominees and confirmed. 

Senate Republicans are blocking con-

sent to vote on superbly qualified cir-

cuit court nominees with strong bipar-

tisan support. This is a new and dam-

aging application of the Thurmond 

rule.
It is hard to see how this new appli-

cation of the Thurmond rule is really 

anything more than another name for 

the stalling tactics we have seen for 

months and years. I have yet to hear 

any good reason why we should not 

continue to vote on well-qualified, con-

sensus nominees, just as we did up 

until September of the last 2 Presi-

dential election years. I have yet to 

hear a good explanation why we cannot 

work to solve the problem of high va-

cancies for the American people. I will 

continue to work to confirm as many 

of President Obama’s qualified judicial 

nominees as possible to fill the many 

judicial vacancies that burden our 

courts and the American people across 

the country. 

Senate Republicans have become the 

party of no—no help for the American 

people, no to jobs, no to economic re-

covery, no help to extend tax cuts for 

the middle class, and no to judges to 

provide Americans with justice in their 

Federal courts. Although the public an-

nouncement that they would be block-

ing qualified and consensus circuit 

court nominees was not until June, the 

truth is that Senate Republicans have 

been obstructing President Obama’s ju-

dicial nominees since the beginning of 

his Presidency, beginning with their 

filibuster of his first nominee. 

Senate Republicans used to insist 

that filibustering of judicial nomina-

tions was unconstitutional. The Con-

stitution has not changed but as soon 

as President Obama was elected they 

reversed course and filibustered Presi-

dent Obama’s very first judicial nomi-

nation. Judge David Hamilton of Indi-

ana was a widely respected 15-year vet-

eran of the Federal bench nominated to 

the seventh circuit and was supported 

by Senator DICK LUGAR, the longest- 

serving Republican in the Senate. They 

delayed his confirmation for 5 months. 

Senate Republicans then proceeded to 

obstruct and delay just about every 

circuit court nominee of this Presi-

dent, filibustering nine of them. They 

delayed confirmation of Judge Albert 

Diaz of North Carolina to the fourth 

circuit for 11 months. They delayed 

confirmation of Judge Jane Stranch of 

Tennessee to the sixth circuit for 10 

months. They delayed confirmation of 

Judge Ray Lohier of New York to the 

second circuit for 7 months. They de-

layed confirmation of Judge Scott 

Matheson of Utah to the tenth circuit 

and Judge James Wynn, Jr. of North 

Carolina to the fourth circuit for 6 

months. They delayed confirmation of 

Judge Andre Davis of Maryland to the 

fourth circuit, Judge Henry Floyd of 

South Carolina to the fourth circuit, 

Judge Stephanie Thacker of West Vir-

ginia to the fourth circuit, and Judge 

Jacqueline Nguyen of California to the 

ninth circuit for 5 months. They de-

layed confirmation of Judge Adalberto 

Jordan of Florida to the eleventh cir-

cuit, Judge Beverly Martin of Georgia 

to the eleventh circuit, Judge Mary 
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Murguia of Arizona to the ninth cir-

cuit, Judge Bernice Donald of Ten-

nessee to the sixth circuit, Judge Bar-

bara Keenan of Virginia to the fourth 

circuit, Judge Thomas Vanaskie of 

Pennsylvania to the third circuit, 

Judge Joseph Greenaway of New Jersey 

to the third circuit, Judge Denny Chin 

of New York to the second circuit, and 

Judge Chris Droney of Connecticut to 

the second circuit for 4 months. They 

delayed confirmation of Judge Paul 

Watford of California to the ninth cir-

cuit, Judge Andrew Hurwitz of Arizona 

to the ninth circuit, Judge Morgan 

Christen of Alaska to the ninth circuit, 

Judge Stephen Higginson of Louisiana 

to the fifth circuit, Judge Gerard 

Lynch of New York to the second cir-

cuit, Judge Susan Carney of Con-

necticut to the second circuit, and 

Judge Kathleen O’Malley of Ohio to the 

Federal circuit for 3 months. 
As a recent report from the non-

partisan Congressional Research Serv-

ice confirms, the median time circuit 

nominees have had to wait for a Senate 

vote has skyrocketed from 18 days for 

President Bush’s nominees to 132 days 

for President Obama’s circuit court 

nominees. This is the result of Repub-

lican foot dragging and obstruction. In 

most cases, Senate Republicans have 

been delaying and stalling for no good 

reason. How else do you explain the fil-

ibuster of the nomination of Judge 

Barbara Keenan of Virginia to the 

fourth circuit who was ultimately con-

firmed 99–0? And how else do you ex-

plain the needless obstruction of Judge 

Denny Chin of New York to the second 

circuit, who was filibustered for 4 

months before he was confirmed 98–0? 
The only change in their practices is 

that Senate Republicans have finally 

acknowledged that they are seeking to 

shut down the confirmation process for 

qualified and consensus circuit court 

nominees. Three of the five circuit 

court judges finally confirmed this 

year after months of unnecessary 

delays and a filibuster should have 

been confirmed last year. The other 

two circuit court nominees confirmed 

this year were both subjected to stall-

ing and partisan filibusters, which were 

thankfully unsuccessful. 
The American people need to under-

stand that Senate Republicans are 

stalling and filibustering judicial 

nominees supported by their home 

State Republican Senators. Just con-

sider the States I have already men-

tioned as having circuit nominees sup-

ported by their home State Republican 

Senators unnecessarily stalled—Indi-

ana, North Carolina, Utah, South Caro-

lina, Georgia. Just last month we need-

ed to overcome a filibuster to confirm 

Justice Andrew Hurwitz of the Arizona 

Supreme Court to the ninth circuit de-

spite the strong support of Senators 

JON KYL and JOHN MCCAIN. Now it is 

nominees from Oklahoma and Maine 

who are being filibustered despite the 

support of their home State Republican 

Senators.
The year started with the majority 

leader having to file cloture to get an 

up-or-down vote on Judge Adalberto 

Jordan of Florida to the eleventh cir-

cuit even though he was strongly sup-

ported by his Republican home State 

Senator. And every single one of these 

nominees for whom the majority leader 

was forced to file cloture this year was 

rated unanimously well qualified by 

the nonpartisan ABA Standing Com-

mittee on the Federal Judiciary, the 

highest possible rating. Most were to 

fill a judicial emergency vacancy. So 

when I hear some Senate Republicans 

say they are now invoking the Thur-

mond rule and have decided they are 

not going to allow President Obama’s 

judicial nominees to be considered, I 

wonder how the American people are 

supposed to be able to tell the dif-

ference from how they have been ob-

structing for the last 31⁄2 years.
The minority’s stalling of votes on 

judicial nominees with significant bi-

partisan support is all to the detriment 

of the American people. This has been 

a tactic that they have employed for 

the last 31⁄2 years, despite repeated ap-

peals urging them to work with us to 

help solve the judicial vacancy crisis. 

We have seen everyone from Chief Jus-

tice John Roberts, himself appointed 

by a Republican President, to the non-

partisan American Bar Association 

urging the Senate to vote on qualified 

judicial nominees who are available to 

administer justice for the American 

public. Sadly, Republicans insist on 

being the party of no. 
What the American people and the 

overburdened Federal courts need are 

qualified judges to administer justice 

in our Federal courts, not the perpet-

uation of extended, numerous vacan-

cies. Today vacancies on the Federal 

courts are more than 21⁄2 times as many 

as they were on this date during the 

first term of President Bush. The Sen-

ate is more than 40 confirmations off 

the pace we set during President 

Bush’s first term. 
Because they cannot deny the 

strength of this comparison—using ap-

ples to apples by comparing first 

terms—Senate Republicans instead try 

to draw comfort by making compari-

sons to President Bush’s second term 

after we had already worked hard to re-

duce vacancies by 75 percent. In fact, 

during President Bush’s second term, 

the number of vacancies never exceed-

ed 60 and was reduced to 34 near the 

end of his Presidency. In stark con-

trast, vacancies have long remained 

near or above 80, with little progress 

made in these last 31⁄2 years. Today, 

there are still 76 vacancies. Their tac-

tics have actually led to an increase in 

judicial vacancies during President 

Obama’s first term—a development 

that is another sad first. 
But the real point is that their selec-

tive use of numbers does nothing to 

help the American people. We should 

be doing better. I know that we can be-

cause we have done better. During 

President Bush’s first term, notwith-

standing the 9/11 attacks, the anthrax 

attack on the Senate, the ideologically 

driven selections of judicial nominees 

by President Bush, and his lack of out-

reach to home State Senators, we re-

duced the number of judicial vacancies 

down to 29 by this point during his first 

term and acted to confirm 205 circuit 

and district court nominees by the end 

of his first term. 
Another excuse from the minority 

comes across more as partisan score 

settling than anything else. They 

claim that having confirmed two Su-

preme Court Justices, the Senate can-

not be expected to reach the 205 num-

ber of confirmations in President 

Bush’s first term. 
But those Supreme Court confirma-

tion proceedings from years ago do not 

excuse the Senate from taking the ac-

tions it could now on the 20 judicial 

nominees voted out of the Judiciary 

Committee and ready for final Senate 

action. That second Supreme Court 

confirmation was in August 2010. That 

is almost 2 years ago and it was op-

posed by most Senate Republicans. 
Senate Republicans held down circuit 

and district court confirmations in 

President Obama’s first 2 years in of-

fice to historically low numbers—12 by 

the end of 2009 and another 48 in 2010 

for a total of only 60. They refused to 

act on 10 nominees ready at the end of 

2009 and on 19 as 2010 drew to a close. 

Last year they employed the same tac-

tic in stalling action on another 19 ju-

dicial nominees at the end of 2011. Now 

it is 20 judicial nominees in this sum-

mer of 2012 that they are stalling. Had 

Republicans not stalled 19 nominations 

at the end of last year and dragged 

those confirmations out into May of 

this year, we the American people and 

the Federal courts would be much bet-

ter off. As it is, however, the fact re-

mains that there are 20 qualified judi-

cial nominations that the Senate could 

be voting on without further delay. 
They refuse to acknowledge that in 

addition to confirming two Supreme 

Court Justices in President Clinton’s 

first term, the Senate was able to con-

firm 200 circuit and district court 

judges. And in 1992, at the end of Presi-

dent George H.W. Bush’s term, the Sen-

ate with a Democratic majority was 

able to confirm 192 circuit and district 

court judges despite confirming two 

Supreme Court Justices. Republicans 

have kept the Senate well back from 

those numbers by only allowing the 

Senate to proceed to confirm 154 of 

President Obama’s circuit and district 

court nominees. That is a far cry from 

what we have been able to achieve in 

addition to our consideration of Su-

preme Court nominations when the 

Senate was being allowed to function 

more fairly and to consider judicial 
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nominees reported with bipartisan sup-

port.
Nor are the nominees about whom we 

are concerned recently nominated. 

These are not nominees dumped on the 

Senate in scores at the end of a Presi-

dential term. These are, instead, nomi-

nations that date back to October of 

last year. Most were nominated before 

March. In fact the circuit court nomi-

nees who Republicans are refusing to 

consider date back to October and No-

vember of last year and January of this 

year. William Kayatta was voted on by 

the committee and placed before the 

Senate by mid-April and could have 

been confirmed then. Richard Taranto 

and Judge Patty Shwartz have been 

stalled before the Senate even longer, 

since March. The truth is that Senate 

Republicans have shut down confirma-

tions of circuit court judges not just in 

July but, in effect, for the entire year. 

The Senate has yet to vote on a single 

circuit court nominee nominated by 

President Obama this year. Since 1980, 

the only Presidential election year in 

which there were no circuit nominees 

confirmed who was nominated that 

year was in 1996, when Senate Repub-

licans shut down the process against 

President Clinton’s circuit nominees. 

The fact that Republican stalling tac-

tics have meant that circuit court 

nominees that should have been con-

firmed in the spring—like Bill Kayatta, 

Richard Taranto and Patty Shwartz— 

are still awaiting a vote after July 4th 

is no excuse for not moving forward 

this month to confirm these circuit 

nominees.
The American people who are waiting 

for justice do not care about excuses. 

They do not care about some false 

sense of settling political scores. They 

want justice, just as they want action 

on measures the President has sug-

gested to help the economy and create 

jobs rather than political calculations 

about what will help Republican can-

didates in the elections in November. 
When Republican Senators try to 

take credit for the Senate having 

reached what they regard as their 

‘‘quota’’ for confirmations this year, 

they should acknowledge their stren-

uous opposition and attempts to fili-

buster many of the nominations for 

which they now take credit. As re-

cently as 2008, Senate Republicans de-

nied there was a Thurmond rule. They 

used to say that any judicial nominee 

reported by the Senate was entitled to 

an up-or-down vote and that they 

would never filibuster judicial nomi-

nees. Well, the majority leader has had 

to file 30 cloture petitions to end their 

filibusters of judicial nominees. Now 

they are flip-flopping on their own call 

for up-or-down votes. 
What they are doing now is a first. As 

I have noted, in the past 5 Presidential 

election years, Senate Democrats have 

never denied an up-or-down vote to any 

circuit court nominee of a Republican 

President who received bipartisan sup-

port in the Judiciary Committee. They 

are denying votes not only to Robert 

Bacharach, a nominee from Oklahoma 

supported by his conservative home 

State Republican Senators but also to 

William Kayatta, a universally re-

spected nominee from Maine supported 

by his home State Republican Sen-

ators, and Richard Taranto, whose 

nomination to the Federal circuit re-

ceived virtually unanimous support. 

Even Judge Patty Shwartz, whose 

nomination to the third circuit re-

ceived a split rollcall vote, has the bi-

partisan support of New Jersey Gov-

ernor Chris Christie. 
Personal attacks on me, taking 

quotes out of context, trying to re-

package their own actions as if fol-

lowing the Thurmond rule or what they 

seek to dub the Leahy Rule do nothing 

to help the American people who are 

seeking justice in our Federal courts. I 

am willing to defend my record but 

that is beside the point. The harm to 

the American people is what matters. 

Republicans are insisting on being the 

party of no even when it comes to judi-

cial nominees who home State Repub-

lican Senators support. 
As chairman and when I served as the 

ranking member of the Judiciary Com-

mittee, I have worked with Senate Re-

publicans to consider judicial nominees 

well into Presidential election years. I 

have taken steps to make the con-

firmation process more transparent 

and fair. I have ensured that the Presi-

dent consults with home State Sen-

ators before submitting a nominee. I 

have opened up what had been a secre-

tive, blue-slip process to prevent 

abuses. All the while I have protected 

the rights of the minority, of Repub-

lican Senators. If Republicans want to 

talk about the Leahy rules, those are 

the practices I have followed. And I 

have been consistent. I hold hearings 

at the same pace and under the same 

procedures whether the President 

nominating is a Democrat or a Repub-

lican. Others cannot say that. 
Senate Republicans are fond of tak-

ing quotes of things I have said out of 

context. But look at my record as 

chairman. I have not filibustered nomi-

nees with bipartisan support in July of 

Presidential election years. As chair-

man of this committee, I have stead-

fastly protected the rights of the mi-

nority. I have done so despite criticism 

from Democrats. I have only proceeded 

with judicial nominations supported by 

both home State Senators. I will put 

my record of consistent fairness up 

against that of any chairman and re-

mind Senate Republicans that it is 

they who blatantly disregarded even-

handed practices when they were ram-

ming through ideological nominations 

of President George W. Bush. They 

would proceed with nominations de-

spite the objection of both home State 

Senators.

So those are the Leahy rules—respect 

for and protection of minority rights, 

increased transparency, consistency, 

and allowing for confirmations well 

into Presidential election years for 

nominees with bipartisan support. 
And what were the results? In the 

last two Presidential election years, we 

were able to bring the number of judi-

cial vacancies down to the lowest lev-

els in the past 20 years. In 2004, at the 

end of President Bush’s first term, va-

cancies were reduced to 28, not the 76 

we have today. In 2008, in the last year 

of President Bush’s second term, we 

again worked to fill vacancies and got 

them down to 34, less than half of what 

they are today. In 2004, 25 nominees 

were confirmed from June 1 to the 

Presidential election. In 2008, 22 nomi-

nees were confirmed between June 1 

and the Presidential election. So far, 

since June 1 of this year, only eight 

judges have been confirmed and five re-

quired the majority leader to file clo-

ture to end Republican filibusters. 
In 2004, the Senate confirmed five cir-

cuit court nominees of a Republican 

President that had been reported by 

the committee that year. This year we 

have confirmed only two circuit court 

nominees that have been reported by 

the committee this year, and we had to 

overcome Republican filibusters in 

both cases. By this date in 2004 the 

Senate had already confirmed 35 of 

President Bush’s circuit court nomi-

nees. So far, the Senate has only been 

allowed to consider and confirm 30 of 

President Obama’s circuit court nomi-

nees—5 fewer, 17 percent fewer—while 

higher numbers of vacancies remain, 

and yet the Senate Republican leader-

ship demands an artificial shutdown on 

confirmation of qualified, consensus 

nominees for no good reason. 
In fact, during the last 20 years, only 

four circuit nominees reported with bi-

partisan support have been denied an 

up-or-down vote during a Presidential 

election year by the Senate; all four 

were nominated by President Clinton 

and blocked by Senate Republicans. 

While Senate Democrats have been 

willing to work with Republican Presi-

dents to confirm circuit court nomi-

nees with bipartisan support, Senate 

Republicans have repeatedly ob-

structed the nominees of Democratic 

Presidents. In the previous 5 Presi-

dential election years, a total of 13 cir-

cuit court nominees have been con-

firmed after May 31. Not surprisingly, 

12 of the 13 were Republican nominees. 

Clearly, this is a one-way street in 

favor of Republican Presidents’ nomi-

nees.
Senate Republicans, on the other 

hand, have repeatedly asserted that the 

Thurmond rule does not exist. For ex-

ample, on July 14, 2008, the Senate Re-

publican caucus held a forum and said 

that the Thurmond rule does not exist. 

At that meeting, the senior Senator 

from Kentucky, the Republican leader 
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stated: ‘‘I think it’s clear that there is 

no Thurmond rule. And I think the 

facts demonstrate that.’’ Similarly, the 

Senator from Iowa, my friend who is 

now serving as ranking member of the 

Judiciary Committee, stated that the 

Thurmond rule was in his view ‘‘plain 

bunk.’’ He said: ‘‘The reality is that 

the Senate has never stopped con-

firming judicial nominees during the 

last few months of a President’s term.’’ 

We did not in 2008 when we proceeded 

to confirm 22 nominees over the second 

half of that year. 

So at the end of President Bush’s sec-

ond term, and at the beginning of his 

first term as well, Senate Democrats 

worked to confirm consensus nominees 

and reduce the judicial vacancy rate. 

Despite the pace we set during Presi-

dent Bush’s first term for reducing va-

cancies, vacancies have remained near 

or above 80 for most of President 

Obama’s first term and little compara-

tive progress has been made during the 

three and a half years of President 

Obama’s first term. As contrasted to 29 

vacancies in July 2004, there are still 76 

vacancies in July 2012. If we could 

move forward to Senate votes on the 20 

judicial nominees ready for final ac-

tion, the Senate could reduce vacancies 

to less than 60 and make some 

progress. We were 9 months later in 

confirming the 150th circuit or district 

judge to be appointed by President 

Obama. Another way to look at our rel-

ative lack of progress and the burden 

the Republican obstruction is placing 

on the American people seeking justice 

is to note that by mid-November 2002 

we had already reduced judicial vacan-

cies to below where we are now. In fact, 

when on November 14, 2002, the Senate 

proceeded to confirm 18 judicial nomi-

nees, vacancies went down to 60 

throughout the country. We effectively 

worked twice as efficiently and twice 

as fast. By that measure, the Senate is 

almost 20 months behind schedule. This 

is hardly then the time to be shutting 

down the process. 

In a letter to Senators COBURN and

INHOFE dated July 19, 2012, the Amer-

ican Bar Association’s State Delegate 

for Oklahoma urged the Republican 

Senators to rise above politics and to 

end this filibuster of Judge Bacharach. 

I ask unanimous consent that a copy of 

this letter be printed in the RECORD.

There being no objection, the mate-

rial was ordered to be printed in the 

RECORD, as follows: 

AMERICAN BAR ASSOCIATION,

Oklahoma City, OK, July 19, 2012. 
Senator JAMES M. INHOFE,

Russell Senate Office Building, 
Washington, DC. 
Senator TOM COBURN,

Russell Senate Office Building, 
Washington, DC. 

DEAR SENATORS INHOFE AND COBURN: The 

undersigned, Oklahoma’s current delegates 

to the American Bar Association (ABA) (less 

two judge members who abstain from this 

letter), are writing to ask you respectfully to 

press the Republican Senate leadership for a 

floor vote, before the traditional August re-

cess, on the nomination of Judge Robert 

Bacharach to the Tenth Circuit Court of Ap-

peals vacancy. 
As you probably know, the ABA wrote to 

the Senate leaders of both parties on June 

20, 2012, after Senator McConnell announced 

his party’s intention to invoke the so-called 

‘‘Thurmond Rule’’ and block floor consider-

ation of any more nominees to any federal 

circuit court vacancies, including those, like 

Judge Bacharach, that: (1) have passed 

through the Judiciary Committee; (2) 

present no controversy on their qualifica-

tions; and (3) have the support of their home 

state senators. 
We appreciate your role in the selection of 

Judge Bacharach and your public support for 

his nomination. As you know, he has been 

rated ‘‘unanimously well qualified’’ by the 

ABA panel that reviewed his qualifications. 
We understand that both political parties 

have engaged in a variety of stalling tactics, 

including the threat of a filibuster, regarding 

judicial nominations in the past. However, 

this ignores the fact that this Oklahoma slot 

on the Tenth Circuit has now been vacant for 

over two years. 
Therefore, we are asking you (1) to use 

your considerable influence within the Sen-

ate and urge the leadership of both parties to 

schedule a floor vote on Judge Bacharach’s 

nomination before the August recess, and (2) 

to publicly announce your willingness to 

vote to end any filibuster preventing a vote 

on the merits of the nomination, if nec-

essary.

Respectfully,

JIMMY GOODMAN,

ABA State Delegate for Oklahoma. 
For himself and also for: Cathy M. 

Christensen, OBA (OK Bar Assoc.) President; 

William G. Paul, ABA Past President; 

Dwight L. Smith, ABA Division Delegate; 

James T. Stuart, OBA President-Elect; M. 

Joe Crosthwait, Jr., Okla. County Bar Dele-

gate; Mark A. Robertson, ABA Section Dele-

gate; Peggy Stockwell, OBA Vice President; 

Robert S. Farris, Tulsa County Bar Delegate; 

Jennifer Kirkpatrick, Young Lawyer Dele-

gate.

Mr. LEAHY. Mr. President, it is time 

for reasonable and independent think-

ing Senators to end this needless and 

damaging filibuster on Judge 

Bacharach’s nomination and confirm 

him. With judicial vacancies remaining 

at such high levels for so long, we need 

to continue confirming judicial nomi-

nees. At a time when judicial vacancies 

remained historically high for 3 years, 

with 40 more vacancies and 40 fewer 

confirmations than at this point in 

President Bush’s first term, the Senate 

Republican leadership should recon-

sider its obstruction and work with us 

to fill these longstanding judicial va-

cancies in order to help the American 

people. We have well-qualified, con-

sensus nominees with bipartisan sup-

port who can fill these vacancies. It is 

only partisan politics and continued 

tactics of obstruction that stand in the 

way.
Mr. FRANKEN. Mr. President, I ask 

unanimous consent that any time in a 

quorum call be equally divided. 
The PRESIDING OFFICER. Without 

objection, it is so ordered. 
Mr. FRANKEN. Mr. President, I sug-

gest the absence of a quorum. 

The PRESIDING OFFICER. The 

clerk will call the roll. 
The legislative clerk proceeded to 

call the roll. 
Mr. GRASSLEY. Mr. President, I ask 

unanimous consent that the order for 

the quorum call be rescinded. 
The PRESIDING OFFICER. Without 

objection, it is so ordered. 
Mr. GRASSLEY. Mr. President, for 

the last few weeks, it has been routine 

practice here in the Senate that we 

vote on consensus district court nomi-

nees most Mondays. We have done so 

quite a number of times in this Con-

gress. We could have done so again to-

night. Instead, the majority leader has 

decided to pursue another course. 

Rather than confirm what would have 

been the 155th judge tonight, the ma-

jority will instead engage in a political 

activity. Make no mistake, it is purely 

and simply a political posturing situa-

tion. It is really unfortunate. 
It is well known that the practice 

and tradition of the Senate is to stop 

confirming circuit nominees in the 

closing months of a Presidential elec-

tion year. That is what we have done 

during the last number of Presidential 

election years. That started in 1980, I 

believe. So that would be 32 years. In 

fact, today is July 30. You would have 

to go back that number of years to find 

a Presidential election year when we 

approved a circuit court judge this 

late.
Of course, the rationale has been that 

this close to an election, whoever wins 

that election should be the one to pick 

these lifetime nominees who will run 

our judiciary system. It is true that 

there were some votes in relation to 

circuit nominations in July during the 

last two election years. The only prob-

lem, of course, is that those were clo-

ture votes on outstanding nominees 

the Democrats were filibustering. 
For example, in July 2004—remem-

ber, that was a Presidential election 

year—cloture votes were held on four 

outstanding circuit nominees the 

Democrats were filibustering. Those in-

cluded Miguel Estrada, nominated for 

the D.C. Circuit; Richard Griffin, nomi-

nated to the sixth circuit court; David 

McKeagh, nominated to the sixth cir-

cuit; and Henry Saad, also nominated 

to the sixth circuit. 
I would note that at the time the 

sixth circuit alone had a 25-percent va-

cancy rate. And every one of those va-

cancies was designated as judicial 

emergencies.
That, of course, didn’t matter to the 

other side. Despite the fact that the 

sixth circuit was in dire straits, the 

other side filibustered every one of 

those nominees. 
I don’t recall too much concern from 

my friends on the other side of the 

aisle about the need to confirm those 

judges.
And now, when our side seeks to en-

force the rule the other side helped cre-

ate and perfect, all we hear are com-

plaints.
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Mr. President, if ever there was an 

example of ‘‘crocodile tears,’’ this is it. 
In 2008, the other side was at it again. 

Once again, they closed-up shop on Cir-

cuit nominations in June. This time, it 

was the Fourth Circuit that was in dire 

straits.
Despite the fact that the Fourth Cir-

cuit was 25 percent vacant, the Demo-

crats refused to even process four out-

standing consensus nominees. 
Those nominees included Judge Rob-

ert Conrad, even though he had already 

been confirmed unanimously as a U.S. 

Attorney and District Court Judge. 

Democrats refused to process Judge 

Glen Conrad even though he had strong 

bipartisan home state support. Steve 

Matthews also had strong home-state 

support yet the Democrats in Com-

mittee refused to give him a vote. To 

show you the incredible lengths the 

Democrats were willing to go, they 

even tried to justify blocking the nom-

ination of U.S. Attorney Rod Rosen-

stein to the fourth circuit by claiming 

he was doing ‘‘too good of a job’’ as 

U.S. Attorney to be promoted. 
By refusing to give these nominees a 

vote in Committee, the Democrats en-

gaged in what amounted to a ‘‘pocket 

filibuster’’ of all four of these can-

didates to the fourth circuit. 
And again, this was at a time when 

the fourth circuit’s vacancy rate was 

over 25 percent, similar to the Sixth 

Circuit vacancy rate in 2004. But that 

didn’t matter to the other side. In 2008, 

just like in 2004, they simply refused to 

process any more circuit nominees 

after June. 
At the end of the day, based on any 

fair and objective metric, the sugges-

tion that we today are operating any 

differently than Democrats did in 2004 

and 2008 is simply without merit. 

Democrats stalled and blocked numer-

ous highly qualified circuit nominees 

during those Presidential election 

years including even nominees with bi-

partisan support. 
The Democratic leadership has in-

voked repeatedly what has been called 

the ‘‘Thurmond Rule’’ to justify stall-

ing nominees—even those with bipar-

tisan support. And now they don’t want 

us to play by the same set of rules. The 

Democratic leadership doesn’t want us 

to enforce the rule that they helped es-

tablish.
Let me quote from a CRS report on 

this subject: 

The Senator who most frequently has as-

serted the existence of a Thurmond rule has 

been the current chairman of the Judiciary 

Committee.

The CRS report noted that on March 

7, 2008, the Chairman recalled: 

When President Reagan was running for 

President and Senator Thurmond, then in 

the Republican minority as ranking member 

of the Judiciary Committee, instituted a pol-

icy to stall President Carter’s nominations. 

That policy, known as the ‘‘Thurmond 

Rule,’’ was put in when the Republicans were 

in the minority. It is a rule that we still fol-

low, and it will take effect very soon here. 

Again, this was in March of that 

Presidential election year, not June or 

July.
CRS went on to note the strong sup-

port the majority leader has expressed 

for the so-called Thurmond rule. Ac-

cording to CRS: 

Senator Harry Reid, the Senate majority 

leader, has expressed agreement with Sen-

ator Leahy about the existence of a Thur-

mond rule. In April 10, 2008, floor remarks, 

Senator Reid said, ‘‘In a Presidential elec-

tion year, it is always very tough for judges. 

That is the way it has been for a long time, 

and that is why we have the Thurmond rule 

and other such rules.’’ 

Five days later, the Majority Leader 

said:

You know, there is a Thurmond doctrine 

that says: After June, we will have to take a 

real close look at judges in a Presidential 

election year. 

These quotes indicate not only the 

expectation, but in fact a support for 

slowing down and cutting off the con-

firmation of judges in a Presidential 

election year. 
Senate Republicans are invoking this 

practice in a more narrow fashion, and 

after more confirmations than Demo-

crats did in the past. 
Setting aside the so-called Leahy- 

Thurmond rule, by any objective meas-

ure, this President has been treated 

fairly and consistent with past Senate 

practices.
For example, with regard to the total 

number of confirmations, this Presi-

dent is well ahead of his predecessor. 

We have confirmed 154 of this Presi-

dent’s district and circuit nominations. 

We have also confirmed 2 Supreme 

Court nominations during President 

Obama’s first term. When Supreme 

Court nominations are pending in the 

Committee, all other nominations 

work is put on hold. 
The last time the Senate confirmed 

two Supreme Court nominees was dur-

ing President Bush’s second term. And 

during that term the Senate confirmed 

a total of only 119 district and circuit 

court nominees. 
Let me put it another way, under 

similar circumstances, we have con-

firmed 35 more district and circuit 

nominees for President Obama than we 

did for President Bush. 
During the last Presidential election 

year, 2008, the Senate confirmed a total 

of 28 judges—24 district and 4 circuit. 

This Presidential election year we have 

already exceeded those numbers, hav-

ing confirmed a total of 32 judges. So 

those who say that this President is 

being treated differently either fail to 

recognize history, or want to ignore 

the facts, or both. 
While this President has not been 

treated differently than previous Presi-

dents, he certainly has behaved dif-

ferently with regard to nominations. 

He has been slow to send nominees to 

the Senate, and he abused his recess 

appointment authority. If President 

Obama hasn’t gotten as many con-

firmations as he could have, it is be-

cause he has been slow to nominate 

and he has abused his recess appoint-

ment power. 

Let me take just a moment to dis-

cuss how slow the President has been 

with his nominations. 

When President Obama took office, 

there were 59 judicial vacancies. One 

year earlier, at the beginning of 2008, 

there were only 43 vacancies. So, dur-

ing the last year of President Bush’s 

second term, when the Democrats con-

trolled the Senate, and during a time 

when they refused to process four 

nominees for the fourth circuit, they 

allowed the vacancy rate to increase by 

more than 37 percent. 

By mid-March 2009, when the first 

Obama judicial nomination was sent up 

to the Senate, there were 70 judicial 

vacancies. Over the next 3 months, 

only five more circuit nominations 

were sent to the Senate. By the end of 

June, when the Senate received its 

first district nomination, there were 80 

vacancies.

The failure or delay in submitting 

nominations for vacancies has been the 

practice of this administration and it 

still continues to this day. 

By the end of 2009, there were 100 va-

cancies, with only 20 nominees. In De-

cember 2010, more than half of the 108 

vacancies had no nominee. At the be-

ginning of this year, only 36 nominees 

were pending for the 82 vacancies. And 

it continues to this day, more than half 

of the 76 vacancies have no nominee. 

I just want to remind my colleagues 

that all of this begins with the White 

House. So if someone wants to com-

plain about judicial vacancies, they 

should mail those complaints to 1600 

Pennsylvania Avenue. 

Now, I also mentioned that the Presi-

dent could have had a few more district 

court nominees at the end of last Con-

gress.

Our side offered to confirm quite a 

number of district court nominees who 

were on the Executive Calendar. If the 

President would provide his assurances 

that he wouldn’t bypass the Senate 

with recess appointments. The Presi-

dent refused to provide those assur-

ances, and we found out why a couple 

weeks later when the President uncon-

stitutionally bypassed the Senate. 

I want everyone to understand that. 

At the end of last Congress we offered 

to confirm quite a few district court 

nominees. But the President wouldn’t 

take ‘‘Yes’’ for an answer. Rather than 

choosing a path that led to more 

progress and a greater number of con-

firmations, the President chose the 

path to more confrontation and fewer 

confirmations.

The same thing happened last week. 

Once again, our side offered to confirm 

additional district court nominees. 

But, once again, the other side refused 

to take ‘‘Yes’’ for an answer. Rather 
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than choosing the path that led to co-

operation and additional confirma-

tions, the other side chose more con-

frontation and fewer confirmations. 

They would rather waste precious time 

on a vote to nowhere, than spend the 

little time we have left on getting 

more nominations done. So here we are 

engaged in this political theater. 

I urge my colleagues to vote ‘‘No’’ on 

cloture.

I yield the floor and suggest the ab-

sence of a quorum. 

The PRESIDING OFFICER. The 

clerk will call the roll. 

The legislative clerk proceeded to 

call the roll. 

Mr. MCCONNELL. Mr. President, I 

ask unanimous consent that the order 

for the quorum call be rescinded. 

The PRESIDING OFFICER (Mr. 

TESTER). Without objection, it is so or-

dered.

Mr. MCCONNELL. Mr. President, it is 

almost August. We are just a few weeks 

away from the political parties’ nomi-

nating conventions. At this point in 

past Presidential election years, the 

Senate is diligently working on things 

such as appropriations bills or the De-

fense authorization bill but not this 

year in the Senate. 

Our Democratic colleagues refuse to 

do the basic work of government. Even 

though Chairman INOUYE has said he 

would like to pass some of the nine ap-

propriations bills his committee has 

worked hard to complete, we haven’t 

taken up a single one. Our Democratic 

colleagues will not bring the Defense 

authorization bill to the floor either, 

even though both the chairman and the 

ranking member of the Armed Services 

Committee are ready to work on this 

important legislation as well. And they 

refuse to work with us to help the 

economy or to prevent a looming tax 

hike on nearly 1 million small busi-

nesses at the end of the year. 

Instead, they prefer to waste valu-

able time on a vote they have argued 

for many years shouldn’t take place 

this close to a Presidential election. 

Now that there is a Democrat in the 

White House, they refuse to follow past 

practice on postponing the consider-

ation of circuit court nominations this 

late in a Presidential election year so 

the American people can decide whom 

they want to make these important ap-

pointments. This practice is known as 

the Leahy-Thurmond rule. It is a cus-

tom they vigorously defended when 

there was a Republican in the White 

House.

So let’s take a look at recent history. 

In 2004, the unemployment rate was 

only 5.4 percent. On our circuit courts, 

however, back in 2004, there were nine 

declared judicial emergencies. That 

didn’t matter to our Democratic col-

leagues. The Senate stopped—stopped— 

circuit court nominations in June of 

that year, even though we had nine ju-

dicial emergencies. In 2008, the unem-

ployment rate wasn’t much higher, at 

6.1 percent. In our circuit courts, there 

were almost as many judicial emer-

gencies. But in the Fourth Circuit 

things were much worse: Fully one- 

fourth of the seats were empty, even 

though there were qualified nominees 

to fill them. Our Democratic col-

leagues didn’t care then either. In the 

name of Senate custom and practice— 

by which I mean the Leahy-Thurmond 

rule—they pocket-filibustered several 

outstanding circuit court nominees in 

committee.
It didn’t matter to our Democratic 

friends that these nominees enjoyed 

strong home State support, including 

bipartisan home State support, or that 

they had outstanding credentials or 

that they would fill declared emer-

gencies on our circuit courts. The Sen-

ate couldn’t process them—they told us 

again and again and again—because it 

was June and that was—to quote the 

chairman of the Judiciary Com-

mittee—‘‘way past the time’’ of the 

Leahy-Thurmond rule. 
Today, it is August, not June, that is 

upon us. The country’s unemployment 

rate is, unfortunately, much higher 

than it was in either 2004 or 2008. It is 

now at 8.2 percent. But the situation on 

our circuit courts is much better than 

it was in either 2004 or 2008. There are 

now fewer judicial emergencies. In 

terms of what the Senate can do about 

it, as opposed to the President’s failure 

to nominate people, we have con-

firmed—we have confirmed—every 

nominee whom the President has sub-

mitted to fill a judicial emergency on 

our circuit courts, save one—only one. 

That is right. The Senate has con-

firmed every nominee the President 

has sent to fill an emergency on our 

circuit courts, save one, and that one 

nominee isn’t on the Senate floor. 
In fact, the Senate has already con-

firmed as many or more circuit court 

nominees this year than it did in 2004 

or 2008. It has confirmed a much higher 

percentage of circuit court nomina-

tions and it has confirmed those nomi-

nations faster than during the Bush ad-

ministration.
On that last point, although we will 

not hear our Democratic friends ac-

knowledge it, the average time from 

nomination to confirmation—the aver-

age time from nomination to confirma-

tion—of a circuit court nominee for 

President Obama is over 1 month faster 

than it was for President Bush in his 

first term. Again, the time from nomi-

nation to confirmation for President 

Obama is over 1 month faster for a cir-

cuit court nominee than in President 

Bush’s first term, and it is over 100 

days faster than it was for President 

Bush’s circuit court nominees overall. 
So the situation with our economy is 

worse now than it was in 2004 or 2008, 

while the situation on our circuit 

courts is better. The economy is worse, 

but the situation on circuit courts is 

better. So what do you think our 

Democratic colleagues are going to 

focus on? Are they going to do the 

basic work of government—fund the 

government, for example? It doesn’t 

look like it. Are they going to reau-

thorize important programs for our Na-

tion’s defense? I am told it has been 50- 

some-odd-years since the Defense au-

thorization bill hasn’t passed—no sign 

of it this year. Are they going to work 

with us to fix the economy or prevent 

a looming tax hike? I don’t see any evi-

dence of it yet. 
What they want to do, instead, is vio-

late the custom in Presidential elec-

tion years that the Congressional Re-

search Service says they have been the 

biggest proponents of. This is not me 

saying this, this is the Congressional 

Research Service. They want to violate 

the custom in Presidential election 

years that the CRS says they have been 

the biggest proponents of. 
The CRS does not say the biggest 

proponent of the Leahy-Thurmond rule 

is me or Ranking Member GRASSLEY or

even Senator Thurmond. Rather, the 

CRS says the most frequent proponent 

of the rule ‘‘is the current chairman of 

the Senate Judiciary Committee.’’ 

No doubt we will hear some post hoc, 

gerrymandered rationale from our 

Democratic friends as to why the rule 

the CRS says they have been the big-

gest proponents of somehow doesn’t 

apply to them. They will ignore the 

pocket filibusters of people who would 

have filled judicial emergencies during 

a Republican administration. But, of 

course, that is par for the course. 

Whether it is pro forma sessions to 

prevent recess appointments, or judi-

cial filibusters, or the Leahy-Thur-

mond rule, our friends don’t want the 

practices they have pioneered or been 

the biggest proponents of to apply to 

them. They don’t want the practices 

they have been the pioneers of and the 

biggest proponents of to apply to them. 

Now it is pretty convenient for them, 

but that is not the way the Senate is 

supposed to work. 

In sum, on the subject of the Leahy- 

Thurmond rule, we have been more re-

sponsible in deciding to invoke it in 

this year than our Democratic col-

leagues were in either 2004 or 2008. I 

would urge my friends to oppose this 

double standard and to oppose cloture. 

Let me repeat. This is not about the 

individual who has been nominated. It 

wasn’t, in many respects, about the in-

dividuals to be nominated in 2004 or 

2008. What this is is a bipartisan time-

out—bipartisan in the sense that it has 

been used by both sides—a timeout 

within, this year, 6 months of an elec-

tion; in 2008, it was within 8 months of 

the end of a term—but within 6 months 

of an election to these important life-

time jobs to see who the next President 

may be. 

Mr. INHOFE. Mr. President, will the 

Senator yield? 
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Mr. MCCONNELL. I yield to my 

friend from Oklahoma. 
Mr. INHOFE. Let me first say it is 

awkward that one of the best nomi-

nees, Robert Bacharach, is the one sub-

ject to this. I regret that is the case. 

The problem is this would be the latest 

confirmation of a circuit court nomi-

nee during an election year in 20 years. 
I was thinking today that I cannot 

vote against this guy, but I sure can 

vote present. If we have a 20-year 

precedent that was put in there by the 

Democrats and the Republicans alike, I 

wouldn’t want to be the one to break 

that precedent. We are within 4 months 

of an election right now. It is very im-

portant that we do what we have done 

over the last 20 years and allow the 

new administration to come in. 
The nomination of Robert Bacharach 

has been up there for 2 years before any 

action. You have to be a little sus-

picious as to why is he coming up right 

now. So I may end up voting present. 
Mr. MCCONNELL. I thank my friend 

from Oklahoma. He confirms that this 

is not about the nominee, who appar-

ently is well qualified. This is about an 

approach that has developed over sev-

eral decades called the Leahy-Thur-

mond rule, under which it has been the 

practice to kind of call a timeout with-

in rather close proximity to an elec-

tion. In 2008, the timeout was called in 

June. We are going to enter August at 

the end of this week. 
I would say also to my friend from 

Oklahoma, we have confirmed for the 

President in this election year five cir-

cuit court nominees. President Bush in 

2008 got four; President Bush in 2004 

got five. We have not been unfair to the 

administration. And it is certainly no 

reflection on what is apparently an 

outstanding nominee from your State. 
Mr. President, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Illinois. 
Mr. DURBIN. Mr. President, I hope 

the American people are witnessing 

this moment in the Senate. We are 

about to make history. We are going to 

make history here in a few minutes 

when we have a rollcall vote on U.S. 

Magistrate Judge Robert Bacharach to 

the Tenth Circuit Court of Appeals. 

This fine man who has been nominated 

to this high position in the Federal ju-

diciary has the support of both Sen-

ators of his home State. They are both 

Republicans.
Listen to what Senator TOM COBURN

said of Mr. Bacharach: A stellar can-

didate. Listen to what Senator INHOFE

said about this same nominee from his 

State: A great guy. 
I listened to these comments. Then I 

reflect on the fact this man was re-

ported out of the Senate Judiciary 

Committee on a voice vote. There was 

so little controversy because of his out-

standing record, he was reported out on 

a voice vote. 
The Democratic majority leader has 

offered to bring to the floor of the Sen-

ate a nominee approved by both Repub-

lican Senators from Oklahoma, and 

now you hear Senator MCCONNELL

come to the floor and explain why the 

Republicans will have to filibuster and 

stop this man from being appointed to 

the court. Is it something about him? 

No. It is all about politics and it is all 

about the Presidential campaign. 
If the Republicans sustain this fili-

buster and stop this good man from his 

service on the circuit court, it will be 

the first time in the history of the Sen-

ate that an appeals court nominee with 

bipartisan committee support has ever 

been filibustered on the floor of the 

Senate. But how can we be surprised? 

This will be the 86th Republican fili-

buster this Congress. 
It is said that if the only tool you 

own is a hammer, every problem looks 

like a nail. If you happen to be a Re-

publican leader in the Senate, every 

day looks like another chance for a fil-

ibuster. Eighty-six filibusters. Now 

they are filibustering judicial nomi-

nees approved nearly unanimously by 

the committee and approved by both 

Republican Senators. The President is 

prepared to assign this man into this 

position—a critically important posi-

tion in the judiciary—and who is stop-

ping him? The Republicans in the Sen-

ate, the 86th Republican Senate fili-

buster in this Congress. No surprise 

that it comes from Senator MCCON-

NELL, who very openly and candidly, 

and I assume honestly, said, My big-

gest job in the Senate is to make sure 

Barack Obama is a one-term President. 

That is how he welcomed President 

Obama to the White House. 
So they have piled filibuster on top 

of filibuster to stop the rare possibility 

that this President would give this 

good man, this exceptional man, a 

chance to serve his country. Listen to 

the background of this man who is 

about to become a victim of the 86th 

Republican filibuster: 
For 13 years he has served as a fed-

eral magistrate. He has handled an im-

pressive caseload, including almost 

3,000 civil and criminal matters, and 

400 judicial settlement conferences. He 

is the type of consensus nominee we 

look for in every single State. He has 

been given the highest possible rating 

by the American Bar Association. No 

questions asked, this is a good man and 

a good candidate for this job. In the 

American Bar Association’s non-

partisan peer review, every single re-

viewer said this magistrate is well 

qualified to serve as a circuit court 

judge in the Tenth Circuit Court of Ap-

peals. And where are the politics there? 

The politics are that the Democratic 

majority leader has offered to the two 

Republican Senators from Oklahoma a 

chance for this good man to serve, and 

now they are going to stop him with a 

Republican filibuster. 
If you are looking for evidence of a 

dysfunctional Senate, hold on tight. In 

just a few moments we will start a roll-

call, and you will watch as Republican 

after Republican comes and votes to 

kill this man’s nomination for the 

Tenth Circuit Court of Appeals. Presi-

dent Obama will be the first President 

in 20 years to complete his first term 

with more judicial vacancies than 

when he took office. They have dragged 

their feet every step of the way with 

filibusters and delays to stop this 

President from appointing the judges 

he was elected to appoint. And good 

people—good people such as U.S. Mag-

istrate Judge Robert Bacharach—who 

submit their names in this process, 

who go through extensive background 

investigations, who put their lives on 

hold wondering if they are going to 

make it, end up getting caught in a po-

litical game that is being played here 

on the floor. 
I hope there is a handful—five, six, or 

seven—Republican Senators who will 

give this man a fair break and will give 

him a chance to serve his country as a 

circuit judge for the Tenth Circuit 

Court of Appeals. Please, let us not 

make history today by stopping a high-

ly qualified bipartisan nominee, well 

qualified by the American Bar Associa-

tion, from serving this circuit. The Re-

publican Senators from Oklahoma are 

right—he is a stellar candidate and, by 

every measure, a great guy. Please 

don’t make him a victim of last- 

minute political campaigning in this 

last week before the recess we take for 

our Democratic national convention 

and the Republican national conven-

tion. He shouldn’t be a victim of this 

Presidential campaign. He deserves a 

chance to serve. 
Mr. President, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Alabama. 
Mr. SESSIONS. Mr. President, I 

don’t like to get involved in the back 

and forth on this issue. It bothers me. 

Chairman LEAHY goes into all these 

numbers, and they are distorted for the 

most part in connection with the re-

ality. I have said that I simply will 

not, however, stand by and see the 

record misconstrued and the picture 

painted as something other than it is. 
President Bush’s judicial nominees 

were filibustered extraordinarily, un-

like anything we had ever seen before. 

And this is the way it happened. I was 

here, I remember it very distinctly. 

President Bush was elected President. 

In 2001, shortly after he was elected, 

the New York Times reported that a 

group of well-known liberal law profes-

sors, including Laurence Tribe, Cass 

Sunstein, and Marsha Greenberger, 

met with Democratic Senators in a re-

treat. They proposed to the Democratic 

conference, who were then in the mi-

nority in the Senate—they didn’t have 

the majority. President Bush was going 

to be nominating judges, and they de-

cided to change the ground rules of ju-

dicial confirmation. That is a fact. 
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After that, they aggressively executed 

a plan of unprecedented obstruction of 

judicial nominees. 
In a totally unprecedented use of the 

filibuster, the Senate confirmed only 6 

of 25 of President Bush’s circuit court 

nominees. Two of those six were prior 

Clinton nominees President Bush, in an 

act of good faith, renominated. Of 

course they were immediately con-

firmed. Yet the majority of President 

Bush’s first nominees to the circuit 

court waited years for confirmation. 

Many were never confirmed. 
Perhaps the most disturbing story 

was that of Miguel Estrada, which has 

come up recently in the confirmation 

of Supreme Court Justices in which 

some of my Democratic colleagues ba-

sically acknowledge that he was un-

fairly treated. He is an outstanding ap-

pellate lawyer, supremely qualified to 

serve on the District of Columbia Cir-

cuit Court. He waited 16 months for a 

hearing. They would not give him a 

hearing.
This was all after 2000, in their deter-

mination to change the ground rules. 

Before that, filibusters had not been 

utilized against nominees, not to any 

degree. Almost never, actually. We had 

a fight over it. I spoke on maybe half a 

dozen or a dozen times about Mr. 

Estrada. There were seven cloture 

votes—seven attempts—by the Repub-

licans to get a vote on Mr. Estrada so 

he could be confirmed. He was a superb 

nominee, and he was treated very poor-

ly. It was not the right thing, and peo-

ple have acknowledged it since. 
Mr. President, is there a time agree-

ment on the vote to commence? 
The PRESIDING OFFICER. The time 

for the minority leader just expired. 
Mr. SESSIONS. Mr. President, I ask 

unanimous consent to have one addi-

tional minute. 
The PRESIDING OFFICER. Without 

objection, it is so ordered. 
Let me just say this: In the last 20 

years, going back even before this dis-

pute began in 2000, when Democrats 

changed the ground rules of confirma-

tions and started filibustering system-

atically qualified nominees, not one 

circuit judge has been confirmed after 

this day. That has been the tradition of 

the Senate. It has been referred to as 

the Thurmond rule. Maybe it would be 

even more appropriate to say the 

Leahy rule. 
Others have talked about the quotes 

that have been made from Senator 

REID and Senator LEAHY on the floor. 

This is the tradition of the Senate that 

when someone is up for reelection, 

after this day, to get their nominees 

confirmed, they have to win reelection. 

If President Obama is successful in 

being reelected, I am sure he will have 

a high likelihood of getting this nomi-

nee and others confirmed. 
I thank the Chair, yield the floor, 

and note the absence of a quorum. 
The PRESIDING OFFICER (Mr. 

MANCHIN). The clerk will call the roll. 

The assistant legislative clerk pro-

ceeded to call the roll. 

The PRESIDING OFFICER. The Sen-

ator from Alabama. 

Mr. SESSIONS. Mr. President, I ask 

unanimous consent that the quorum 

call be rescinded. 

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

Mr. SESSIONS. Mr. President, I yield 

back all time prior to the vote. 

CLOTURE MOTION

The PRESIDING OFFICER. Under 

the previous order, pursuant to rule 

XXII, the Chair lays before the Senate 

the pending cloture motion, which the 

clerk will report. 

The assistant legislative clerk read 

as follows: 

CLOTURE MOTION

We, the undersigned Senators, in accord-

ance with the provisions of rule XXII of the 

Standing Rules of the Senate, hereby move 

to bring to a close debate on the nomination 

of Robert E. Bacharach, of Oklahoma, to be 

United States Circuit Judge for the 10th Cir-

cuit.

Harry Reid, Patrick J. Leahy, Thomas R. 

Carper, Tom Udall, Robert Menendez, 

Kirsten E. Gillibrand, Dianne Fein-

stein, Kent Conrad, Christopher A. 

Coons, Herb Kohl, Amy Klobuchar, 

Jack Reed, Ron Wyden, Richard J. Dur-

bin, Jeff Merkley, Richard Blumenthal, 

Sherrod Brown. 

The PRESIDING OFFICER. By unan-

imous consent, the mandatory quorum 

call has been waived. 

The question is, Is it the sense of the 

Senate that debate on the nomination 

of Robert E. Bacharach, of Oklahoma, 

to be United States Circuit Judge for 

the Tenth Circuit, shall be brought to 

a close? 

The yeas and nays are mandatory 

under the rule. 

The clerk will call the roll. 

The assistant legislative clerk called 

the roll. 

Mr. COBURN (when his name was 

called). Present. 

Mr. HATCH (when his name was 

called). Present. 

Mr. INHOFE (when his named was 

called). Present. 

Mr. KYL. The following Senators are 

necessarily absent: the Senator from 

New Hampshire (Ms. AYOTTE), the Sen-

ator from South Carolina (Mr. 

DEMINT), the Senator from South Caro-

lina (Mr. GRAHAM), the Senator from Il-

linois (Mr. KIRK), the Senator from 

Utah (Mr. LEE), the Senator from Ari-

zona (Mr. MCCAIN), and the Senator 

from Alaska (Ms. MURKOWSKI).

The PRESIDING OFFICER (Mrs. 

HAGAN). Are there any other Senators 

in the Chamber desiring to vote? 

The yeas and nays resulted—yeas 56, 

nays 34, as follows: 

[Rollcall Vote No. 186 Ex.] 

YEAS—56

Akaka

Baucus

Begich

Bennet

Bingaman

Blumenthal

Boxer

Brown (MA) 

Brown (OH) 

Cantwell

Cardin

Carper

Casey

Collins

Conrad

Coons

Durbin

Feinstein

Franken

Gillibrand

Hagan

Harkin

Inouye

Johnson (SD) 

Kerry

Klobuchar

Kohl

Landrieu

Lautenberg

Leahy

Levin

Lieberman

Manchin

McCaskill

Menendez

Merkley

Mikulski

Murray

Nelson (NE) 

Nelson (FL) 

Pryor

Reed

Reid

Rockefeller

Sanders

Schumer

Shaheen

Snowe

Stabenow

Tester

Udall (CO) 

Udall (NM) 

Warner

Webb

Whitehouse

Wyden

NAYS—34

Alexander

Barrasso

Blunt

Boozman

Burr

Chambliss

Coats

Cochran

Corker

Cornyn

Crapo

Enzi

Grassley

Heller

Hoeven

Hutchison

Isakson

Johanns

Johnson (WI) 

Kyl

Lugar

McConnell

Moran

Paul

Portman

Risch

Roberts

Rubio

Sessions

Shelby

Thune

Toomey

Vitter

Wicker

ANSWERED ‘‘PRESENT’’—3 

Coburn Hatch Inhofe 

NOT VOTING—7 

Ayotte

DeMint

Graham

Kirk

Lee

McCain

Murkowski

The PRESIDING OFFICER. On this 

vote, the yeas are 56, the nays are 34, 3 

Senators responded ‘‘present.’’ Three- 

fifths of the Senators duly chosen and 

sworn not having voted in the affirma-

tive, the motion is rejected. 
Mr. COBURN. We just disallowed one 

of the best candidates for the appellate 

court in my 8 years since I have been in 

the Senate. Magistrate Judge Bob 

Bacharach is a stellar individual rated 

‘‘very highly qualified’’ by the Amer-

ican Bar Association. What has hap-

pened is we are in the position today 

because of games that are being played, 

political games. 
Let me just put into the RECORD

what is going on. There are three 

judges ahead of Bob Bacharach in line. 

We have had a Leahy-Thurmond rule 

for some 20 years. I have been quoted 

saying I think it is a stupid rule. But 

the background is that protecting the 

prerogative of the Senate is one of the 

most important things the majority 

leader can do. 
What we have seen happen with the 

lack of agreement this last holiday 

season over the moving forward of 

judges and their approval was the un-

constitutional usurpation of power by 

the President of the United States in 

the appointment, during our pro forma 

sessions, of four individuals, one to 

CFPB and three to the NLRB. 
Quite frankly, if we look at what 

Madison wrote in Federalist 51: 

The great security against a gradual con-

centration of the several powers in the same 

branch of government consists in giving to 

those who administer each branch the nec-

essary constitutional means and personal 

motives to resist encroachment of the oth-

ers. Ambition must made to counteract am-

bition. The interest of the man must be con-

nected with the constitutional rights of the 

place.
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So started the saga in January of 

this past year, where the reaction of 

my colleagues on my side of the aisle 

was to shut down, in response to the 

President’s move, all circuit court con-

firmations.
I stood in my caucus and fought that. 

I thought it was the wrong action then. 

I still think it would have been the 

wrong action. But I convinced my cau-

cus not to go that direction. To do 

that, I agreed I would consent to the 

Leahy-Thurmond rule in this election 

cycle. But I hope this is the last elec-

tion cycle we use the Leahy-Thurmond 

rule.
Because on the other side of the con-

stitutional issues is that a duly elected 

President does have the right to have 

their nominees considered, whether I 

agree with them or not. To prove this, 

that this was a stunt rather than any-

thing other than that, and Bob 

Bacharach becomes the pawn in that, 

is that we had an agreement on judges. 

Then we had cloture filed on fourteen 

district court judges, of which there 

was no real controversy. 
All of those district court judges, 

after that cloture was filed on them 

and then withdrawn, have henceforth 

been approved. To the American public, 

the game is politics and not policy for 

our country. To me, it saddens me. It 

frustrates me that we are at this state 

because it is not a whole lot different 

than what we see in the playground at 

a kindergarten. 
The person who most has spoken in 

favor of the Leahy-Thurmond rule is 

the chairman of the Judiciary Com-

mittee. Yet we find this impasse today. 

So what we ought to all do, every 

Member of the Senate and the Judici-

ary Committee during the break after 

this election, is work together to try to 

resolve this so this does not happen to 

any other President and does not do 

damage to the Senate and the integrity 

of the Senate and the game on judges. 

The President gets elected, with their 

home State Senators, they make a se-

lection. We should not use the fili-

buster, unless a judge is highly ques-

tionable or biased in their viewpoint. 
I regret that we are in this position. 

I think this was just a vote to delay 

Bob Bacharach’s eventual confirma-

tion. If President Obama wins the elec-

tion, I fully expect Judge Bob 

Bacharach will be approved. If he does 

not win the election, I plan on standing 

and fighting for this judge for this 

same position under a Republican 

President because he is exactly what 

we want on a court, someone who is 

right down the middle in terms of what 

the law means, what the Constitution 

means. He has stellar intellectual ca-

pabilities, and he has the qualities we 

all would want, both from the right 

and the left, as a fair decider of the 

facts. That is what we want in judges. 

He will make an ideal appellate judge, 

regardless of his political affiliation. 

If we cannot get there then what that 

says is the partisan politics of today, 

as everybody outside Washington rec-

ognizes, is killing our country. 

f 

LEGISLATIVE SESSION 

The PRESIDING OFFICER. Under 

the previous order, the Senate will re-

sume legislative session. 

f 

CYBERSECURITY ACT OF 2012 

The PRESIDING OFFICER. Under 

the previous order, the motion to pro-

ceed to S. 3414 is agreed to and the 

clerk will report the measure. 

The assistant legislative clerk read 

as follows: 

A bill (S. 3414) to enhance the security and 

resiliency of the cyber and communications 

infrastructure of the United States. 

The PRESIDING OFFICER. The ma-

jority leader. 

Mr. REID. Madam President, I ask 

unanimous consent that there now be a 

period of debate only on S. 3414, and 

that this will go forward until 2:15 p.m. 

on Tuesday, July 31; further, that at 

2:15 p.m. on that date, Tuesday, I be 

recognized.

The PRESIDING OFFICER. Is there 

objection?

Mr. COBURN. Madam President, re-

serving the right to object. 

The PRESIDING OFFICER. The Sen-

ator from Oklahoma. 

Mr. COBURN. Just a question 

through the Chair to the majority lead-

er. I had planned to make a statement 

on Judge Bacharach, and the Senator 

is saying we will have debate only. Will 

that preclude a unanimous consent for 

speaking as in morning business? 

Mr. REID. The Senator can do that. 

It is totally appropriate. 

Mr. COBURN. I thank the Senator. 

I have no objection. 

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

The Senator from New Hampshire. 

Mrs. SHAHEEN. Madam President, if 

the majority leader is finished, I ask 

unanimous consent to speak as in 

morning business. 

The PRESIDING OFFICER. Is there 

objection?

Without objection, it is so ordered. 

Mr. REID addressed the Chair. 

The PRESIDING OFFICER. The ma-

jority leader. 

Mr. REID. Madam President, if I 

could ask my friend to withhold for a 

brief moment. 

Mrs. SHAHEEN. That is fine. 

Mr. REID. It is my understanding 

that Senator COBURN has been waiting 

around for a while to talk. 

The Senator is OK waiting? 

Mr. COBURN. Yes. 

Mr. REID. OK. 

The PRESIDING OFFICER. The Sen-

ator from New Hampshire. 

Mrs. SHAHEEN. Thank you, Madam 

President.

I come to the floor this evening to 

talk about an amendment I have filed 

to the Cybersecurity Act, S. 3414. This 

is the fourth time I have filed this 

amendment, and it is not on the Cyber-

security Act per se, although it does 

address energy use, which is one of the 

critical challenges we face as we are 

trying to address cybersecurity in this 

country.
This is an amendment that is the 

substance of S. 1000, the Energy Sav-

ings and Industrial Competitiveness 

Act, of which the other sponsor is Sen-

ator ROB PORTMAN, and he is a cospon-

sor on this amendment. 
What the Energy Savings and Indus-

trial Competitiveness Act and the 

amendment I filed does is create a na-

tional energy efficiency strategy for 

the United States. So this amendment 

is the same language Senator PORTMAN

and I filed to the Bring Jobs Home Act 

and the Middle Class Tax Cut Act, and 

it is one we are going to continue to 

file because we think it is important 

for this amendment and this legisla-

tion to have an opportunity for a vote 

from this entire Senate because we 

think this is bipartisan legislation that 

has broad support among our col-

leagues.
This legislation is based on two im-

portant premises I have already spoken 

to in the Chamber: first, that the 

American public desperately wants 

Congress to work together in a bipar-

tisan way to address this Nation’s en-

ergy needs; and, second, that energy ef-

ficiency is the fastest, cheapest way to 

meet our energy challenges. Not only 

does it help us develop a strategy 

around energy, but it is a strategy that 

can be supported whether you live in 

New England, as I do, whether you live 

in the West, whether you live in the 

South. It is a strategy that is impor-

tant whether you support fossil fuels— 

oil and gas—whether you support nu-

clear, or whether you support wind and 

solar. We all benefit from energy effi-

ciency. It is also a strategy that cre-

ates thousands of good jobs. 
There is evidence that the American 

public wants to see the Senate act on 

energy efficiency legislation. I think 

that evidence is overwhelming because 

last week I started an online campaign 

asking people to sign a petition calling 

on Senate leadership to bring this bill 

to the floor. The text of the petition is 

what we see here—small print so it is 

hard to read, but it asks people to sup-

port the Shaheen-Portman energy effi-

ciency bill. 
I just wish to read a section of it. It 

says:

The Shaheen-Portman Act would help 

make the United States a global leader in 

the fastest and cheapest method we have for 

addressing our energy needs, energy effi-

ciency. Energy efficiency is within our grasp. 

It uses proven technology that we can manu-

facture here at home to lower energy costs 

across all sectors of our economy. 

In just a matter of days, we have al-

ready collected over 4,600 signatures 
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from supporters across the country, 

and that number continues to grow. 

Anyone interested in signing the peti-

tion and in learning more about the 

many benefits of energy efficiency can 

easily do so by visiting my Web site at 

shaheen.senate.gov.

While drafting the bill, Senator 

PORTMAN and I met with a number of 

stakeholders so we could better under-

stand the obstacles the private sector 

faces when they are trying to deploy 

energy-efficient technology. So we had 

discussions with people from energy-in-

tensive companies, from trade groups, 

from those representing the real estate 

community, from environmental advo-

cates and from financing organizations. 

The feedback we received about ways 

to remove these barriers and drive the 

adoption of energy-efficient tech-

nologies became the basis for this leg-

islation. As a result, we have a bill 

that provides a variety of low-cost 

tools that will speed this Nation’s tran-

sition to a more energy-efficient econ-

omy.

The bill addresses three major areas 

of U.S. energy use: residential and 

commercial buildings, which consume 

40 percent of all energy used in the 

country; the industrial sector, which 

consumes more energy than any other 

sector of the U.S. economy; and the 

Federal Government, which is the 

country’s single biggest user of energy. 

Highlights of the bill include: estab-

lishing advanced building codes for vol-

untary residential and commercial 

buildings to cut energy use. I would 

emphasize that those codes are vol-

untary. We worked with the real estate 

and the building industries on those 

codes.

Second, the legislation helps manu-

facturers finance and implement en-

ergy-efficient production technologies 

and practices because that is one of the 

biggest obstacles to retrofitting build-

ings for energy efficiency. 

Third, the legislation would require 

the Federal Government to adopt bet-

ter building standards and smart me-

tering technology. 

Our legislation is bipartisan. In addi-

tion to the thousands of signatures on 

this petition, it has support from well 

over 200 businesses, environmental 

groups, think tanks, and trade associa-

tion. Those groups include: The Na-

tional Association of Manufacturers, 

the U.S. Chamber of Commerce, the 

Environmental Defense Fund, busi-

nesses such as Johnson Controls, Hon-

eywell, United Technologies Corpora-

tion.

This broad coalition of supporters 

recognizes that the legislation is an 

easy first step that will make our econ-

omy more competitive and our Nation 

more secure by reducing our depend-

ence on foreign oil and still meeting 

the demand for energy saving tech-

nologies for individuals and businesses 

alike.

I think it is important to point out 

that there are real economic benefits. 

A recent study by policy experts at the 

American Council for an Energy-Effi-

cient Economy found that the legisla-

tion will achieve savings for consumers 

and businesses. Specifically, their 

study found that by 2020, the bill could 

save consumers $4 billion a year once it 

is enacted. It would add 80,000 jobs to 

the economy. 
In a time when we are worried about 

growing the economy, when we are 

worried about the fragile recovery, this 

is the kind of legislation that will 

allow us to create good jobs with off- 

the-shelf technologies. With the Sha-

heen-Portman energy efficiency bill, 

the Senate has an opportunity to pro-

vide the American people with exactly 

what they want, an effective bipartisan 

approach to addressing this Nation’s 

energy needs that also creates jobs and 

grows the economy. I hope we will be 

able to persuade leadership and my col-

leagues that this is legislation that 

merits full debate and a vote on the 

floor and that we will be able to bring 

S. 1000 or this amendment to the floor 

for a vote. 
I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Oklahoma. 
Mr. COBURN. Madam President, I 

ask unanimous consent to speak as in 

morning business for such time as I 

may consume, and that when I finish, 

the Senator from Ohio be recognized 

for 10 minutes. 
The PRESIDING OFFICER. Without 

objection, it is so ordered. 

APOLOGY

Mr. COBURN. Madam President, I 

wished to come to the floor to talk 

about two or three subjects. The first 

is to issue an apology to the majority 

leader. I do not apologize for my frus-

tration with this place, but occasion-

ally my words are harsh and inac-

curate. This past week, I used words 

that were inappropriate in describing 

his actions in the Senate, and for that 

I offer a public apology. 
I do not apologize for how I think the 

Senate is being run and the damage 

that I think is being done to the coun-

try, but as an individual, he has a very 

difficult time and I understand that 

and to him I ask his forgiveness. 

FISCAL CLIFF

Madam President, if I was coming to 

the floor with intelligence about an im-

minent threat to our national security, 

Americans would demand that our gov-

ernment and this body take immediate 

action. If an Army was on our border, 

if missiles were about to be launched at 

our territory or if there were a ter-

rorist plot in motion, doing anything 

less than us uniting in the face of that 

threat and taking decisive action 

would be seen as cowardice and foolish-

ness.
Yet that is precisely where we are 

today, which brings me to my frustra-

tion with the majority leader. The 

threat, though, does not come from 

traditional armies or terrorists, the 

threat comes from our unsustainable 

spending and this body’s refusal to 

unite and take action. It is not just the 

conservatives who are sounding the 

alarm, the warnings are coming from 

our military leaders, diplomats, and 

statesmen on both sides of the aisle, as 

well as the international financial 

community.
ADM Mike Mullen, the retired Chair-

man of the Joint Chiefs of Staff, while 

he was still Chairman, said the great-

est threat to this Nation is its debt. We 

have done not one thing since January 

to address that problem. We are having 

spats over judges. We are having spats 

over all the small things. But the 

greatest imminent danger to our coun-

try, we are doing nothing about. I be-

lieve we have less than 2 to 5 years to 

act to make a significant change in our 

path.
No one knows when this Nation will 

cross the point of no return. We may 

have already. But there is a point 

where we will lose control of our own 

destiny. It is coming. The fact that the 

Senate, this year, has had fewer votes 

than at any time since 1947, according 

to the Congressional Research Serv-

ice—why is that? Because we have a 

political year. We don’t want to take 

votes. We don’t want to have to explain 

to our constituencies why we voted yea 

or nay on something. So the whole goal 

is to not vote. 
Ultimately, the whole goal is to not 

address the very pressing issues facing 

this country. What do you think is 

going to happen to the Defense Depart-

ment with no Defense authorization 

bill? They are in la-la land. Where do 

they go? We are not going to give them 

the direction with which to spend the 

largest discretionary amount of money 

in our government—$600 billion. They 

are going to be coasting, flying by the 

seat of their pants. They are not going 

to have radar or anything. There is not 

going to be any stealth. Yet we refuse 

to do that. 
We have spent a larger amount of 

time in quorum calls—37 percent of the 

time this year—nothing but quorum 

calls. Less than one-third an amount of 

the time available to the Senate has 

actually been on the business associ-

ated with the country, and most of the 

business we have addressed isn’t this 

critical risk in front of our country. 
Last week, Vanguard, the largest pri-

vate owner of U.S. bonds—$186 billion 

they own of U.S. bonds—said we have 

until 2016 to act. If we don’t act, we 

will go into a debt spiral. Bond inves-

tors will revolt, they will drive up 

prices—drive up interest rates and drop 

prices. We already know from CBO that 

the entitlement programs are on the 

brink of insolvency. Social Security 

disability—we have added 3.2 million 

people to those rolls since January 1, 
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2009. That system will be bankrupt in 

less than 18 months; 81⁄2 million people 

depend on that. And there has not been 

a comment from the leadership in ad-

dressing a trust fund that will be out of 

money in less than 18 months. 
Our Founders believed that republics 

that lived beyond their means don’t 

survive. They talked about it. History 

is full of examples. Europe is remind-

ing us of that today. The euro in Eu-

rope, as we know it, is on its deathbed. 

Every month, every week there is a 

new set of resuscitative efforts that are 

not working. What is the real problem? 

The real problem is they spent money 

they didn’t have on things they didn’t 

need.
If you want to see what America will 

look like in 2 or 3 years, just look at 

Europe. Look at the demonstrations, 

look at the crying out of the masses to 

say: How did we get here? The pain of 

fixing it is too great. That is why we 

should be addressing our problems now. 
The reason America looks good is 

that we are the least wilted rose in the 

bud vase. The only reason we look good 

is because they look so bad. We are at 

103 percent debt to GDP. It is costing 

us at least 1.2 million jobs in new job 

creation every year. We are at histor-

ical interest rates. Our interest costs 

per year would be over $1 trillion. The 

interest rates are falsely low because of 

what the Federal Reserve has done. 
The price to pay for that is coming in 

the future. What is the contrast? I ask 

seniors all the time: Do you think we 

ought to save Medicare? 
They say: Yes. 
I say: Do you think we ought to save 

Medicare just like it is. 
They say: Yes. 
I say: If we save Medicare just like it 

is, do you know that your grand-

children will have a standard of living 

that will be one-third lower than yours 

was?
Then they say: No. 
America is used to doing hard things. 

It is just that the Senate right now 

will not do the hard things, will not 

come together, will not make the sac-

rifices. We value our positions more 

than we value the country we live in. 

The consequences are showing. 
We have an 8.2-percent unemploy-

ment rate. If we use the same statistics 

we used in 1980, our unemployment 

rate is above 9.6 percent—just meas-

uring it the same way we did it 32 

years ago. Now that we are measuring 

it differently, we don’t see the real im-

pact.
Today we are dangerously close to a 

global great depression. Let’s remem-

ber the last time the world saw a great 

depression. That depression was a lead-

ing cause of the global war that killed 

60 million people—2.5 percent of the 

world’s population. Do we dare go down 

that path by putting politics ahead of 

principle and policy? 
Fortunately, many of our leaders see 

this threat and are calling on us to 

take action. Consider this exchange be-

tween former Secretary of State James 

Baker and current Secretary of State 

Hillary Clinton last month on ‘‘The 

Charlie Rose Show’’: 
Secretary Baker: 

I know one thing. We are broke. We can’t 

afford wars anymore. We can’t afford a lot of 

things, and the biggest threat facing the 

country today is not some threat from the 

outside—Iran, nuclear weapons, or anything 

else—it’s our economy. We better darn well 

get our economic house in order because the 

strength of our Nation has always depended 

upon our economy. You can’t be strong po-

litically, militarily, or diplomatically if you 

are not strong economically. 

He is giving us a foreshadow of what 

is coming. 
Secretary Clinton said this in re-

sponse:

Well, amen to that, because I have had to 

go around the world the last 31⁄2 years reas-

suring many leaders both in the govern-

ments and the business sectors of a lot of 

countries that the United States was moving 

forward economically, that we were not 

ceding our leadership position, and that we 

are as powerful as ever. But we recognized 

that we had to put our economic house in 

order.

If former Secretary Baker and Sec-

retary Clinton can agree, why can’t 

we? They both see the same thing. The 

only problem is we haven’t put our eco-

nomic house in order. 
I know it is the Senate majority 

leader’s position to try to protect both 

his incumbent President and his Mem-

bers. I know that conventional wisdom 

says we cannot get anything done in an 

election year. But I want to tell you 

that isn’t good enough anymore—not 

good enough for the country. The coun-

try deserves better. 
By doing nothing, we are pushing our 

children and grandchildren off a fiscal 

cliff. By doing nothing, we are guaran-

teeing the very tax increases and cuts 

in entitlements that both sides say 

they want to avoid. 
If you are an unemployed American 

right now or someone struggling to 

make ends meet, when is the right 

time for us to act? Is it a perfect polit-

ical moment that is always a mirage 

beyond the horizon of the next election 

or is it today or this week? The Amer-

ican people have lost their confidence 

in us because we refuse to act even as 

we call on others to do things that we 

will not do ourselves. 
Today we are asking our soldiers to 

risk their lives for our country. Why 

can’t we do the same? Why are we al-

lowed to play it safe when we ask oth-

ers to make the ultimate sacrifice—es-

pecially when we as elected leaders 

have so much less at stake. 
I believe the American people want 

us to do hard things and will actually 

reward us for demonstrating leadership 

and courage. The problems before us 

today can all be solved, but delay 

means the pain that comes with the so-

lution is much greater. Yet to delay— 

that is the path we have chosen in the 

Senate; that is the path the President 

has chosen—to not face the real issues, 

the coming and impending bankruptcy 

of Medicare, and the fact that the aver-

age Medicare couple will take three 

times more out of Medicare than what 

they put in, and the fact that the baby 

boom generation will overwhelm the 

trust fund that pays the hospital bills, 

the worst-case scenario is that in 4 

years the Medicare trust fund will be 

bankrupt. I know that sounds like a lot 

of things. Let me show the American 

people some examples. 
We hear mindless, partisan rhetoric 

about which side is to blame, just like 

the debate we heard before the vote on 

Judge Bacharach. The truth is both 

sides are to blame, both Republicans 

and Democrats, when Republicans had 

the chance to restore limited govern-

ment, and we helped double the size of 

government.
Meanwhile, the leaders today—their 

chief complaint is we didn’t overspend 

enough. I know the Senate majority 

leader has a tough job and the burden 

of leadership, but he is refusing to ac-

cept the responsibility that is truly 

ours today. This Congress will be meas-

ured by our actions. 
At the end of this week, for 5 weeks, 

the Senate is going to take off, and we 

are going to be just like Rome. Actu-

ally, what should happen to every Sen-

ator as we leave this place at the end of 

the week, we should each be handed a 

fiddle so we can all fiddle while the 

government and the financial situation 

and the economic chaos that is ours 

today grows unabated. 
Real leadership isn’t about being 

right, it is about doing the right thing. 

We are not doing the right thing in the 

Senate today. We are not reforming the 

Tax Code that is 90,000 pages and takes 

110,000 IRS employees to administer. 

We are not addressing the impending 

bankruptcy of Medicare. We are not as-

suring the solvency of Social Security 

and increasing payments for those on 

the very low end of the totem pole. We 

are not addressing the key issues fac-

ing our country. 
Why are we here if we are not going 

to address those issues? We are ad-

dressing every issue but those. Again, 

it is evident my frustration is high. I 

want the Senate to return to the body 

it was when I first came here. I think 

we can do that. I think Senator REID

can lead us to do that. Every day we 

waste, every day we are not fixing the 

real problems, the disease that faces 

our country means we are responsible 

for a significant increase in the pain 

and disruption that is coming. Let it 

not be so. 
I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Ohio is recognized. 

OLYMPIC OMISSION

Mr. BROWN of Ohio. Madam Presi-

dent, I rise today because there was an 

obvious omission in the Olympic open-

ing ceremony on Friday. 
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Forty years after 11 Israeli Olym-

pians and a German police officer were 

murdered in the 1972 Munich games, 

the London games opened with no ac-

knowledgement of this tragedy. There 

was neither mention nor a moment of 

silence for those victims of the Munich 

massacre.

Forty years ago, on September 4, five 

Palestinians stormed the apartments 

of the Israeli national team in the 

Olympic Village, murdering 11 Israeli 

team members. Yet, again and again, 

the IOC has rejected requests to hold a 

moment of silence for the Munich 11 at 

the opening ceremonies. 

I thank Senator GILLIBRAND for her 

resolution calling on the IOC to hold a 

moment of silence at the opening cere-

monies to remember the 1972 Munich 

massacre.

I remind the International Olympic 

Committee that it is not too late. We 

can still pay tribute to these Olym-

pians. These athletes were not random 

victims. They were targeted because of 

the country they represented and the 

beliefs they held. 

Jacques Rogge, the IOC President, 

has said: 

We feel that the opening ceremony is an 

atmosphere that is not fit to remember such 

a tragic incident. 

That is the best he can do. 

On the 40th anniversary, I cannot 

think of a more appropriate moment to 

remember and honor these 11 Olym-

pians.

The Munich massacre is part of the 

Olympic story. We can’t erase it, and 

we should not overlook it. After all, we 

know what happens when we avoid the 

past. Of course, we cannot afford to re-

peat it. 

I ask we all do everything we can to 

convince the IOC to step up and do the 

right thing. 

Let me explain why this especially 

matters for people in my home State of 

Ohio—in greater Cleveland, the part of 

Ohio which I call home. In Beachwood, 

OH, a suburb east of Cleveland, there is 

a national memorial to David Berger, 

an American citizen and one of the 11 

Israeli team members killed in Munich. 

As a Nation, we honor his memory 

and the memory of his Israeli team-

mates, but we also have a moral re-

sponsibility to hold accountable those 

responsible for his death. Holding them 

responsible includes those who sup-

ported and financed the terrorists who 

perpetrated these actions. 

We had the chance to hold Libya ac-

countable. Yet during negotiations 

that led to the 2008 U.S.-Libya claims 

settlement agreement, Mr. Berger was 

not included, despite widely accepted 

evidence that Libya played an impor-

tant role in the massacre. 

We know the Qadhafi regime finan-

cially supported terrorist groups such 

as the Black September organization. 

It supported them and it welcomed the 

bodies of the dead terrorists from the 

Munich massacre back to a hero’s trib-

ute.

Seeking justice and compensation for 

victims of global terrorism sends a 

powerful message to those who may be 

seeking to do further harm. The win-

dow of opportunity to engage the new 

Libyan Government has never been 

greater. Libyan Ambassador Ali 

Suleiman Aujali said earlier this 

month in an op-ed in the Washington 

Post that he hopes ‘‘that Washington 

considers an enterprise fund for Libya’’ 

and that ‘‘we would work closely with 

the U.S. Government on its creation.’’ 

Those are the words of the Libyan 

Ambassador. Such a fund should in-

clude all those who deserve restitution 

for the losses they suffered. This in-

cludes the Berger family. 

This is about letting violent extrem-

ists know they and their supporters 

will be pursued until justice is served— 

sending a clear signal to those contem-

plating terrorism as a political tool. 

As we all cheer on the American ath-

letes in the next couple of weeks, I ask 

that we all take a moment to think 

about the Munich massacre, about 

David Berger, and about what more we 

can do to preserve their legacy and re-

solve to thwart those who by their use 

of terror and violence would undermine 

all that the Olympic games are sup-

posed to represent. 

Madam President, I suggest the ab-

sence of a quorum. 

The PRESIDING OFFICER. The 

clerk will call the roll. 

The legislative clerk proceeded to 

call the roll. 

Mr. BROWN of Ohio. Madam Presi-

dent, I ask unanimous consent that the 

order for the quorum call be rescinded. 

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

f 

MORNING BUSINESS 

Mr. BROWN of Ohio. Madam Presi-

dent, I ask unanimous consent that the 

Senate proceed to a period of morning 

business, with Senators permitted to 

speak therein up to 10 minutes each. 

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

f 

REMEMBERING REPRESENTATIVE 

DEWAYNE BUNCH 

Mr. MCCONNELL. Madam President, 

with sadness I rise today to mark the 

passing on July 11, 2012, of former Ken-

tucky State Representative Dewayne 

Bunch. As a teacher and State rep-

resentative, Dewayne served the people 

of the Commonwealth, especially those 

in Whitley and Laurel Counties, with 

distinction. He also proudly served our 

country in Iraq as a member of the 

Kentucky National Guard. Elaine and I 

send our condolences to his wife Re-

gina, his family, his many friends, and 

all those at Whitley County High 

School who knew and loved him. 

A Corbin resident, Representative 

Bunch died at age 50. He is survived by 

his wife Representative Regina Bunch, 

and he was the father of three daugh-

ters. Though his life was cut short, it 

was characterized by a dedication to 

serving others in his community, 

State, and country. Representative 

Bunch was a member of the Kentucky 

National Guard for 23 years, where he 

notably led the Mountain Warriors in 

Iraq as a first sergeant. 

Although he valiantly represented 

his Nation and State abroad, Rep-

resentative Bunch also did much of his 

work from within the community. He 

was a math and science teacher at 

Whitley County High School for 17 

years, and in 2010, with the support of 

the citizens of the 82nd District, was 

elected State Representative. However, 

after an injury in 2011, Bunch resigned 

from his post to receive medical treat-

ment. His wife Regina ran for the posi-

tion and succeeded her husband as the 

82nd District’s representative. 

The loss of Representative Bunch to 

the members of the Whitley County 

community is immeasurable, and 

Dewayne’s death has saddened Ken-

tuckians across the State. Members of 

the State House Republican Caucus 

said he was committed to serving the 

public and ran for elected office in 

order to more fully serve the people of 

the Corbin community. The Governor 

of the State of Kentucky, Steve 

Beshear, acknowledged the loss of Rep-

resentative Bunch by ordering flags 

lowered to half-staff. 

Hundreds of people came to pay their 

respects at Representative Bunch’s fu-

neral on July 15, held at Highland Park 

Cemetery in Williamsburg. Military 

graveside honors were conducted by 

the Kentucky National Guard. At the 

funeral, Representative Bunch was 

posthumously awarded the Kentucky 

Distinguished Service Medal to com-

memorate his work on behalf of his 

community and the State of Kentucky. 

I am privileged today to recognize Rep-

resentative Bunch and his legacy of 

service to the Commonwealth. 

Madam President, at this time I ask 

my colleagues in the U.S. Senate to 

join me in honoring the life of Rep-

resentative Dewayne Bunch of Corbin, 

KY. The Croley Funeral Home has pub-

lished an obituary that highlighted his 

achievements and pays tribute to those 

Representative Bunch leaves behind. I 

ask unanimous consent that said arti-

cle be printed in the RECORD.

There being no objection, the mate-

rial was ordered to be printed in the 

RECORD, as follows: 

[From the Croley Funeral Home, July 12, 

2012]

DEWAYNE EVERETT BUNCH

Dewayne Everett Bunch of Old Corbin 

Pike, Williamsburg, Kentucky, departed this 

life on Wednesday, July 11, 2012, at the Oak 

Tree Hospital in Corbin, Kentucky. He was 50 

years, 4 months, and 20 days of age. He was 
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born on February 22, 1962, in Whitley County, 

Kentucky, to Charles Everett Bunch and the 

late Gloria Eunice (Rains) Bunch. He was a 

member of Highland Park Baptist Church. 

Dewayne was a veteran of the United States 

Army and retired from the Kentucky Na-

tional Guard after 24 years of service. He was 

a member of the Kentucky House of Rep-

resentatives (82nd District) and a school-

teacher at the Whitley County Schools for 

over 17 years. 

He is survived by wife Regina Petrey 

Bunch of Williamsburg, Kentucky; three 

daughters, Stephanie Fox (Brad) of Lex-

ington, Kentucky, Kristen Bowlin (Tommy), 

and Brittany Morgan (Jeremiah) all of Wil-

liamsburg, Kentucky; two grandchildren, 

Miah Morgan and Thomas Blake Bowlin; his 

father, Charles Everett Bunch of Williams-

burg, Kentucky; a sister, Shanda Weddle 

(Bruce) of Williamsburg, Kentucky; brothers, 

Tim Bunch (Lisa) and Jim Bunch, all of Wil-

liamsburg, Kentucky; his father and mother- 

in-law, Herbert and Teresa Petrey of Wil-

liamsburg, Kentucky; several nieces and 

nephews; and a host of other relatives and 

friends to mourn his passing. 

Visitation will be from 12:00 noon until the 

funeral hour on Sunday, July 15, 2012, at 

Croley Funeral Home. 

The Funeral Service will be at 4:00 P.M. 

Sunday, July 15, 2012, at the Croley Funeral 

Home Chapel with Rev. Doyle Lester and 

Rev. Gerald Mullins officiating. A Masonic 

Service will be conducted at 4:00 P.M. by the 

Williamsburg Masonic Lodge #490 F&AM. He 

will be laid to rest in the Croley Addition of 

Highland Park Cemetery in Williamsburg. 

Military Graveside Honors will be conducted 

by the Kentucky National Guard. Dan 

Ballou, Gary Taylor, Terry Huddleston, Bear 

Lancaster, J.R. Peace, James York, Danny 

Ford, Bobby Freeman, Tom Cline, and Alex 

Patrick will serve as pallbearers. Honorary 

Pallbearers will be the Citizens of the 82nd 

District.

In lieu of flowers, memorials may be made 

to the Dewayne Bunch Scholarship Fund at 

Forcht Bank of Williamsburg and Corbin. 

f 

RECENT EVENTS IN EL SALVADOR 

Mr. LEAHY. Madam President, I 

want to speak very briefly about recent 

events in El Salvador which is in the 

midst of a constitutional and political 

crisis involving the composition and 

power of the Supreme Court. 
Essentially what happened is that in 

June the Supreme Court ruled that the 

National Assembly had abused its 

power by naming justices to the court 

on two separate occasions, and ordered 

a new judicial selection process with 

which the National Assembly then re-

fused to comply. A majority of the dep-

uties took the extraordinary step of ap-

pealing the Supreme Court’s decision 

to the Central American Court of Jus-

tice, and a final ruling is expected in a 

matter of days. 

Last week, Congressman JIM MCGOV-

ERN, who is probably more knowledge-

able about El Salvador than anyone 

else in Congress, and I commented on 

the situation. We said: 

We are encouraged by the commitment by 

President Funes and representatives of El 

Salvador’s political parties to resolve this 

crisis expeditiously. We agree with the De-

partment of State that this is a matter to be 

resolved by Salvadorans through dialogue, 

and we reaffirm our support for U.S. assist-

ance for El Salvador which addresses a range 

of mutual interests, from improving law en-

forcement to combating poverty. 

Over the past 30 years, El Salvador has 

faced many challenges, from civil war, to 

corruption, to cyclones. This constitutional 

political crisis is the latest test of whether 

the country’s governmental institutions can 

emerge stronger, the rule of law strength-

ened, and its people more united. 

Since then, there has been further 

progress towards a resolution of this 

crisis. As a former prosecutor, Chair-

man of the Judiciary Committee and 

Chairman of the Appropriations Sub-

committee on State and Foreign Oper-

ations that funds international aid pro-

grams, I can think of few things as im-

portant to any society as an inde-

pendent judiciary. Like free and fair 

elections, it is a cornerstone of demo-

cratic government. Sometimes I agree 

with the decisions of our Supreme 

Court and sometimes I disagree. But 

we comply with its decisions because 

we know the alternative is chaos and 

the erosion of the checks and balances 

that protect our 226 year old democ-

racy.

I suspect the people of El Salvador 

feel similarly, and I am hopeful that 

however their representatives resolve 

this matter the independence of the 

Salvadoran judiciary will be preserved 

and strengthened. 

f 

LIFTING OF OBJECTION 

Mr. GRASSLEY. Madam President, 

on June 27, I provided notice of my in-

tent to object to proceeding to the 

nominations of Mark J. Mazur, to be 

an Assistant Secretary of the Treas-

ury, and Matthew S. Rutherford, to be 

an Assistant Secretary of the Treas-

ury. My support for the final confirma-

tion of these nominees depended on re-

ceiving information from both the 

Treasury Department and the Internal 

Revenue Service regarding their imple-

mentation of the tax whistleblower 

program. Since I have received the re-

sponses, I no longer object to pro-

ceeding to these nominations. 

The IRS is making progress in paying 

whistleblower awards under the old 

statute over 90 awards paid from Octo-

ber 1, 2011, until now. However, I want 

to make clear that the responses do 

not alleviate my concerns about these 

agencies’ implementation of changes to 

the tax whistleblower statute I au-

thored almost 6 years ago. Regulations 

to implement the new reward program 

have yet to be issued and only a hand-

ful of awards are expected to be paid 

out before the end of this year. 

I began asking questions about the 

program’s implementation in 2010. I 

wrote again in 2011 and then again on 

April 30 of this year. Unfortunately, I 

did not get complete answers until I 

objected to proceeding to the nomina-

tions of Mr. Mazur and Mr. Rutherford. 

If I hadn’t objected to proceeding to 

these nominations, Congress would not 

have received the most recent annual 

report on the whistleblower program 

that is mandated by law. It was pro-

vided to Congress on June 13, 2012, for 

the fiscal year ended September 30, 

2011. That is almost 9 months from the 

end of the year for which it contains 

data.

If I hadn’t objected to proceeding to 

these nominations, the IRS likely 

would not have acknowledged that 

there is, in fact, a problem with timely 

processing whistleblower claims. IRS 

Deputy Commissioner Miller’s June 20, 

2012, directive to IRS executives and 

senior managers is a good first step to-

ward correcting this problem. 

However, more needs to be done. IRS 

still has not committed to prioritizing 

claims raised by whistleblowers. In ad-

dition, the important protections af-

forded to taxpayers, including the right 

to appeal IRS decisions, delay IRS 

from actually collecting the taxes for 

years and, as the law is currently writ-

ten, the taxes must be collected first 

before a whistleblower can be paid any 

money.

From my long history of oversight of 

the IRS, I know that it is essential 

that taxpayers be protected from some-

times overeager IRS employees. Yet 

there must be a way to ensure that the 

process and procedures that exist to 

protect taxpayers don’t deter whistle-

blowers from coming forward. The 

Treasury Department and the IRS have 

agreed to participate in a roundtable 

discussion that I hope will help iden-

tify solutions. 

It is unfortunate that objecting to 

these nominees, both of whom were ap-

proved by the Finance Committee by 

unanimous, bipartisan votes, was the 

only way I could get information about 

the whistleblower program. At least 

there is now more information than 

ever before about the IRS whistle-

blower program. 

f 

BULGARIA TERRORIST ATTACKS 

Mr. CARDIN. Madam President, I 

rise to express my outrage at the re-

cent attack on a tour bus in Burgas, 

Bulgaria, that killed five Israeli citi-

zens and the Bulgarian driver and in-

jured scores of passengers. This hei-

nous act was obviously the handiwork 

of terrorists who prey on innocent ci-

vilians in order to shock and horrify 

the world and try to rally some to a 

twisted, violent ideology. The terror-

ists must be stopped. 

I am equally outraged by the fact 

that the Burgas attack appears to be 

the latest in a series of attacks on 

Israeli citizens. There have been sev-

eral since the beginning of this year 

alone, two aimed at Israeli diplomats 

in India and Georgia in February, as 

well as a foiled plot against tourists in 

Cyprus the week before the tragedy in 

VerDate Sep 11 2014 09:49 May 26, 2017 Jkt 019102 PO 00000 Frm 00026 Fmt 0686 Sfmt 0634 E:\BR12\S30JY2.000 S30JY2js
ta

llw
or

th
 o

n 
D

S
K

7T
P

T
V

N
1P

R
O

D
 w

ith
 B

O
U

N
D

 R
E

C
O

R
D



CONGRESSIONAL RECORD—SENATE, Vol. 158, Pt. 912582 July 30, 2012 
Burgas. The attacks targeting Israeli 

Embassy personnel in India and Geor-

gia fell on the 18th anniversary of a 

suicide bombing of the Jewish Commu-

nity Center in Buenos Aires which 

killed 85 people. Argentine authorities 

blamed that attack on Hezbollah 

operatives.

All of these attacks have the hall-

marks of Iranian involvement or plots 

by their surrogates. The day after the 

attacks in India and Georgia, Iranian 

nationals involved in a bomb-making 

plot in Thailand were arrested after 

they accidentally detonated their 

homemade explosives, severely injur-

ing one of the perpetrators. Thai offi-

cials reported that the improvised ex-

plosives found in Bangkok were the 

same as those used in India and Geor-

gia.

I understand that the investigation 

of the Burgas attack is ongoing and the 

United States and other countries are 

working closely with Bulgarian offi-

cials. White House counterterrorism 

chief John Brenan has visited Bulgaria, 

and, while he did not implicate Iran or 

Hezbollah in public statements he 

made while there, he pointed out that 

both Tehran and its Lebanese surro-

gate have been implicated in attacks 

on civilians in the past. 

Israeli Prime Minister Benjamin 

Netanyahu has stated that Israel has 

‘‘fully substantiated intelligence’’ that 

the Burgas attack was carried out by 

Hezbollah. I have not seen that infor-

mation, but I think that based solely 

on press reports of results thus far in 

the investigations of these attacks, one 

can reasonably conclude that Iran and 

Hezbollah have been involved—further 

evidence of Iran’s longstanding use of 

political violence and sponsorship of 

terrorism to achieve its goals. 

According to a recent edition of the 

Jewish Press, the Director of Israel’s 

Mossad and the Chief of its Shin Bet 

have said that Iran and Hezbollah have 

tried to commit terrorist attacks 

against Israeli diplomats, businessmen 

and tourists in over 20 countries during 

the past 2 years. 

We must stand with the people and 

the Government of Israel. We must 

lead the international community in 

redoubling efforts to assist Israel, and 

all countries on whose soil these hei-

nous acts are committed, in tracking 

down the terrorists and bringing them 

to justice and continue to work to pre-

vent such attacks in the future. 

I am confident that my colleagues on 

both sides of the aisle support our gov-

ernment’s work with Israel and the 

international community to counter 

Iran’s insidious network of terror. 

f 

REMEMBERING NEIL MCMURRY

Mr. BARRASSO. Madam President, 

Wyoming has experienced an incredible 

loss. I rise today to remember one of 

Wyoming’s most beloved citizens, Neil 

McMurry. On Thursday, July 19, 2012, 

Neil passed away at the age of 88. Dur-

ing his remarkable life, Neil made a 

profound and lasting contribution to 

the Casper community and the great 

State of Wyoming. 
Neil was a successful entrepreneur, a 

committed citizen, and a good friend. 

Throughout his life, Neil always dem-

onstrated an enduring commitment to 

his family, Wyoming, and our Nation. 

He loved his family. He loved his home 

State of Wyoming. He loved his coun-

try.
Ann Chambers Noble, a Wyoming au-

thor, recently wrote Neil’s biography, 

‘‘Hurry McMurry: W.N. ‘Neil’ 

McMurry, Wyoming Entrepreneur.’’ 

The title appropriately describes this 

extraordinary man. He grew up during 

the Great Depression, and saw first-

hand the impact it had on his commu-

nity. In 1941, Neil joined the U.S. Army 

Air Corps. He flew over 29 missions in 

Europe as a turret gunner on a B–17 

aircraft during World War II. 

Following his brave service to our 

Nation, Neil returned to Wyoming to 

raise a family and start a very success-

ful business career. Neil was a man 

with determination, integrity, and a 

strong work ethic. He recognized the 

vast opportunities and great potential 

Wyoming has to offer. In 1949, he saw 

opportunity in constructing roads and 

highways across Wyoming. Along with 

his business partner, Vern Rissler, the 

Rissler-McMurry Company became one 

of the largest highway construction 

companies in Wyoming. The company 

built much of Wyoming’s transpor-

tation routes. 

While many people would have re-

tired after running a successful con-

tracting firm for over three decades, 

Neil was on the lookout for new oppor-

tunities. Neil and his business part-

ners, John Martin and Mick McMurry, 

had a hunch that significant natural 

gas was in the Jonah Field in south-

west Wyoming. In 1991, the McMurry 

Oil Company purchased wells and min-

eral leases in the Jonah area. His vi-

sion and willingness to take a risk 

turned into a natural gas play of his-

toric proportions. 

Neil McMurry will be remembered for 

his successful business endeavors that 

created thousands of jobs for the people 

in Wyoming. His efforts and entrepre-

neurial spirit significantly impacted 

Wyoming’s economy. 

While his business abilities will con-

tinue to be admired, it will be his self-

less devotion to others and his willing-

ness to give back to his community 

that will forever keep his memory in 

the hearts of the people of Wyoming. 

His charitable donations made a dif-

ference in the lives of people in his 

community.

Even though he lived a long life, Neil 

left us too soon. His remarkable con-

tributions to the youth of Wyoming 

will be honored on August 7 by the 

Boys and Girls Clubs of Central Wyo-

ming. While this would have been just 

one of many honors, it was very special 

to Neil. Through the generosity of the 

McMurry Foundation, Neil and his 

family have given unprecedented levels 

of support to Wyoming organizations 

particularly organizations supporting 

our youth. 

My wife Bobbi and I will truly miss 

him. We are blessed that Neil was our 

friend and grateful for the moments we 

spent together. During this time of 

such great loss, we find solace in know-

ing that the legacy of Neil McMurry 

will live on. 

Bobbi and I extend our deepest sym-

pathy to the McMurry family. We wish 

his family all of our best and send our 

prayers to each of them. 

f 

ADDITIONAL STATEMENTS 

MELBA, IDAHO 

∑ Mr. RISCH. Mr. President, today I 

wish to congratulate and acknowledge 

the 100th anniversary of the founding 

of the city of Melba, Idaho. Starting 

August 17, 2012, the citizens of Melba 

will gather throughout the weekend to 

commemorate this special time in 

their southwestern Idaho community. 

Melba was founded by Clayton C. 

Todd, naming the yet-to-be town after 

his 4-year-old daughter. Stopping in 

Idaho on his way to Alaska to mine for 

gold, Mr. Todd heard about a State 

land sale. He purchased 160 acres of 

land and laid out the town site. He had 

done his homework and saw that this 

land with a siding on the railroad and 

expanding farms throughout the area 

would cut five miles off the route to 

the nearest town of Nampa and the 

mainline railroad. 

Melba became a small boom town in 

the middle of an agricultural area. 

Shortly after World War I, the area be-

came famous for its sweet corn seed. 

Area farmers expanded their seed oper-

ations to grow carrot, onion and alfalfa 

seed, along with the corn. The rich, fer-

tile soil, abundant water and the hot 

summer days with cool nights earned 

Melba the moniker ‘‘The Seed Heart of 

America.’’

Like many small communities in our 

great country, they have seen times of 

struggle. In 1949, Melba was hit hard by 

an epidemic of infantile paralysis, also 

known as polio. The residents not only 

supported one another, in 1950 they 

held the first Polio Auction, raising 

$2,000 for medical research on the dis-

ease. Now called the Melba Community 

Auction, area residents continue the 

tradition of helping one another as 

they raise funds for nonprofit organiza-

tions that provide services to those in 

and around Melba. 

The spirit of small town America is 

alive and well in Melba. They believe 

in helping their neighbors as well as 
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strangers. Their schools are a source of 

pride and strongly supported by the 

community. And as to their Fourth of 

July celebration? Let me put it this 

way—no one can question their patri-

otism and love of America! Theirs is a 

grand celebration of our Nation’s birth-

day.

So, Madam President, I am very 

proud to recognize this landmark anni-

versary and congratulate the commu-

nity of Melba for this centennial. 

Melba has much to celebrate as well as 

to look forward to in its next century.∑ 

f 

TRIBUTE TO REX E. KIRKSEY 

∑ Mr. UDALL of New Mexico. Madam 

President, I, on behalf of my colleague 

Senator BINGAMAN and myself, wish to 

recognize Rex E. Kirksey on the occa-

sion of his retirement, following a dis-

tinguished career serving the agricul-

tural community in our home State of 

New Mexico and elsewhere. 

Mr. Kirksey has dedicated 32 years of 

his life working for New Mexico State 

University to improve agricultural out-

reach and to facilitate vital research. 

As the Superintendent of the NMSU 

Agricultural Science Center in 

Tucumcari, NM, Mr. Kirksey oversaw 

research programs focusing on devel-

oping forage and grazing systems for 

irrigated lands in New Mexico and the 

western United States. 

In 2003, he took on additional respon-

sibilities as superintendent of the Agri-

cultural Science Center in Clovis, NM. 

Under his leadership, that institution 

emerged as the State’s leading off-cam-

pus center with nationally and inter-

nationally recognized programs in 

agronomy, dairy management, peanut 

breeding, and crop stress physiology. 

During his tenure at New Mexico 

State University, Mr. Kirksey authored 

many professional publications, includ-

ing peer reviewed journal articles, pro-

ceedings papers, research reports and 

bulletins, progress reports and pub-

lished abstracts, and an extensive 

range of business reports and cor-

respondence. He has also given numer-

ous presentations to industry and peer 

groups.

In addition to his work domestically, 

Mr. Kirksey has been involved with the 

Afghanistan Water, Agriculture, and 

Technology Transfer, AWATT, 

project—a partnership with USAID and 

New Mexico State University. This 

project aims to improve the commu-

nity and farm-level management of the 

supply and demand of irrigation water 

resources for increased agricultural 

productivity and food security in Af-

ghanistan. He also has worked with the 

Botswana Sustainable Agriculture Ini-

tiative, an international consortium 

with a goal to develop an integrated, 

sustainable agricultural system. The 

Botswana Initiative will assist both 

small and large farms to employ con-

servation agriculture practices to in-

crease fresh water availability, grow 

more nutritious food, build agricul-

tural infrastructure, create more agri-

cultural jobs, and stimulate enterprise 

creation in rural areas. 

Mr. Kirksey’s leadership and exper-

tise has made a difference in the lives 

of so many people in our Nation, as 

well as other parts of the world. Sen-

ator BINGAMAN and I thank Mr. 

Kirksey for his commitment and dedi-

cation to the people of New Mexico and 

to our agricultural communities. We 

would also like to thank his wife 

Cyndie and their three children for al-

ways supporting Rex in his endeavors. 

Thanks to his work and the work of 

our land grant institutions, farmers 

and ranchers across the country have 

access to the resources they need to 

help ensure our country’s future com-

petitiveness in an increasingly global 

economy.

We wish Mr. Kirksey continued suc-

cess, and a most happy retirement.∑ 

f 

MESSAGE FROM THE HOUSE 

At 2:28 p.m., a message from the 

House of Representatives, delivered by 

Mrs. Cole, one of its reading clerks, an-

nounced that the House has passed the 

following bill, in which it requests the 

concurrence of the Senate: 

H.R. 4078. An act to provide that no agency 

may take any significant regulatory action 

until the unemployment rate is equal to or 

less than 6.0 percent. 

f 

MEASURES PLACED ON THE 

CALENDAR

The following bill was read the sec-

ond time, and placed on the calendar: 

H.R. 6082. An act to officially replace, 

within the 60-day Congressional review pe-

riod under the Outer Continental Shelf 

Lands Act, President Obama’s Proposed 

Final Outer Continental Shelf Oil & Gas 

Leasing Program (2012–2017) with a congres-

sional plan that will conduct additional oil 

and natural gas lease sales to promote off-

shore energy development, job creation, and 

increased domestic energy production to en-

sure a more secure energy future in the 

United States, and for other purposes. 

f 

MEASURES READ THE FIRST TIME 

The following bills were read the first 

time:

H.R. 4078. An act to provide that no agency 

may take any significant regulatory action 

until the unemployment rate is equal to or 

less than 6.0 percent. 

S. 3457. A bill to require the Secretary of 

Veterans Affairs to establish a veterans jobs 

corps, and for other purposes. 

f 

EXECUTIVE AND OTHER 

COMMUNICATIONS

The following communications were 

laid before the Senate, together with 

accompanying papers, reports, and doc-

uments, and were referred as indicated: 

EC–7004. A communication from the Direc-

tor of Congressional Affairs, Nuclear Regu-

latory Commission, transmitting, pursuant 

to law, the report of a rule entitled ‘‘Re-

quirements for Distribution of Byproduct 

Material’’ ((RIN3150–AH91) (NRC–2008–0338)) 

received in the Office of the President of the 

Senate on July 24, 2012; to the Committee on 

Environment and Public Works. 
EC–7005. A communication from the Direc-

tor of Congressional Affairs, Nuclear Regu-

latory Commission, transmitting, pursuant 

to law, the report of a rule entitled ‘‘NRC 

Regulatory Issue Summary 2012–08: Devel-

oping Inservice Testing and Inservice Inspec-

tion Programs Under 10 CFR Part 52’’ (RIS 

2012–08) received in the Office of the Presi-

dent of the Senate on July 24, 2012; to the 

Committee on Environment and Public 

Works.
EC–7006. A communication from the Direc-

tor of the Regulatory Management Division, 

Environmental Protection Agency, transmit-

ting, pursuant to law, the report of a rule en-

titled ‘‘Approval and Promulgation of Imple-

mentation Plans; South Carolina 110(a)(1) 

and (2) Infrastructure Requirements for the 

1997 and 2006 Fine Particulate Matter Na-

tional Ambient Air Quality Standards’’ (FRL 

No. 9705–8) received in the Office of the Presi-

dent of the Senate on July 25, 2012; to the 

Committee on Environment and Public 

Works.
EC–7007. A communication from the Direc-

tor of the Regulatory Management Division, 

Environmental Protection Agency, transmit-

ting, pursuant to law, the report of a rule en-

titled ‘‘Approval and Promulgation of Imple-

mentation Plans; Tennessee: Prevention of 

Significant Deterioration and Nonattain-

ment New Source Review; Fine Particulate 

Matter (PM2.5)’’ (FRL No. 9704–7) received in 

the Office of the President of the Senate on 

July 25, 2012; to the Committee on Environ-

ment and Public Works. 
EC–7008. A communication from the Direc-

tor of the Regulatory Management Division, 

Environmental Protection Agency, transmit-

ting, pursuant to law, the report of a rule en-

titled ‘‘Method 16C for the Determination of 

Total Reduced Sulfur Emissions From Sta-

tionary Sources’’ (FRL No. 9701–9) received 

in the Office of the President of the Senate 

on July 25, 2012; to the Committee on Envi-

ronment and Public Works. 
EC–7009. A communication from the Direc-

tor of the Regulatory Management Division, 

Environmental Protection Agency, transmit-

ting, pursuant to law, the report of a rule en-

titled ‘‘Approval and Promulgation of Imple-

mentation Plans; Florida; Sections 128 and 

110(a)(1) and (2) Infrastructure Requirements 

for the 1997 8-Hour Ozone National Ambient 

Air Quality Standards’’ (FRL No. 9705–2) re-

ceived in the Office of the President of the 

Senate on July 25, 2012; to the Committee on 

Environment and Public Works. 
EC–7010. A communication from the Direc-

tor of the Regulatory Management Division, 

Environmental Protection Agency, transmit-

ting, pursuant to law, the report of a rule en-

titled ‘‘National Pollutant Discharge Elimi-

nation System Permit Regulation for Con-

centrated Animal Feeding Operations: Re-

moval of Vacated Elements in Response to 

the 2011 Decision of the U.S. Court of Ap-

peals for the Fifth Circuit’’ (FRL No. 9705–6) 

received in the Office of the President of the 

Senate on July 25, 2012; to the Committee on 

Environment and Public Works. 
EC–7011. A communication from the Direc-

tor of the Regulatory Management Division, 

Environmental Protection Agency, transmit-

ting, pursuant to law, the report of a rule en-

titled ‘‘Approval and Promulgation of Air 
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Quality Implementation Plans; Maryland; 

Control of Iron and Steel Production Instal-

lations; Sintering Plants’’ (FRL No. 9702–6) 

received in the Office of the President of the 

Senate on July 25, 2012; to the Committee on 

Environment and Public Works. 

EC–7012. A communication from the Assist-

ant Secretary of the Army (Civil Works), 

transmitting, pursuant to law, a report rel-

ative to the Locks and Dam 52 and 53 Re-

placement Project (Olmsted Locks and 

Dam), Illinois and Kentucky; to the Com-

mittee on Environment and Public Works. 

EC–7013. A communication from the United 

States Trade Representative, Executive Of-

fice of the President, transmitting a report 

relative to the inclusion of Canada in the on-

going negotiations of the Trans-Pacific Part-

nership (TPP) Agreement; to the Committee 

on Finance. 

EC–7014. A communication from the Chief 

of the Publications and Regulations Branch, 

Internal Revenue Service, Department of the 

Treasury, transmitting, pursuant to law, the 

report of a rule entitled ‘‘Reallocation of 

Section 48A Credits under the Qualifying Ad-

vanced Coal Project Program’’ (Notice 2012– 

51) received in the Office of the President of 

the Senate on July 24, 2012; to the Com-

mittee on Finance. 

EC–7015. A communication from the Chief 

of the Publications and Regulations Branch, 

Internal Revenue Service, Department of the 

Treasury, transmitting, pursuant to law, the 

report of a rule entitled ‘‘Applicable Federal 

Rates—August 2012’’ (Rev. Rul. 2012–21) re-

ceived in the Office of the President of the 

Senate on July 24, 2012; to the Committee on 

Finance.

EC–7016. A communication from the Direc-

tor, Office of Regulations, Social Security 

Administration, transmitting, pursuant to 

law, the report of a rule entitled ‘‘Expedited 

Vocational Assessment Under the Sequential 

Evaluation Process’’ (RIN0960–AH26) received 

in the Office of the President of the Senate 

on July 24, 2012; to the Committee on Fi-

nance.

EC–7017. A communication from the Direc-

tor, Office of Regulations, Social Security 

Administration, transmitting, pursuant to 

law, the report of a rule entitled ‘‘Regula-

tions Regarding Income-Related Monthly 

Adjustment Amounts to Medicare Bene-

ficiaries’ Prescription Drug Coverage Pre-

miums’’ (RIN0960–AH22) received in the Of-

fice of the President of the Senate on July 

24, 2012; to the Committee on Finance. 

EC–7018. A communication from the Pro-

gram Manager, Centers for Medicare and 

Medicaid Services, Department of Health 

and Human Services, transmitting, pursuant 

to law, the report of a rule entitled ‘‘Medi-

care Program; Hospice Wage Index for Fiscal 

Year 2013’’ (CMS–1434–N) received in the Of-

fice of the President of the Senate on July 

25, 2012; to the Committee on Finance. 

EC–7019. A communication from the Acting 

Inspector General, Office of Inspector Gen-

eral, U.S. Agency for International Develop-

ment (USAID), transmitting, pursuant to 

law, the Office of Inspector General’s (OIG) 

strategic plan for 2012–2016; to the Com-

mittee on Foreign Relations. 

EC–7020. A communication from the Execu-

tive Analyst (Political), Department of 

Health and Human Services, transmitting, 

pursuant to law, the report of a vacancy in 

the position of Assistant Secretary for Pub-

lic Affairs, Department of Health and Human 

Services, received in the Office of the Presi-

dent of the Senate on July 25, 2012; to the 

Committee on Health, Education, Labor, and 

Pensions.

EC–7021. A communication from the Chief 

Human Capital Officer, Corporation for Na-

tional and Community Service, transmit-

ting, pursuant to law, a report relative to a 

vacancy in the position of Inspector General, 

Corporation for National and Community 

Service, received in the Office of the Presi-

dent of the Senate on July 25, 2012; to the 

Committee on Health, Education, Labor, and 

Pensions.

EC–7022. A communication from the Chair-

man of the Council of the District of Colum-

bia, transmitting, pursuant to law, a report 

on D.C. Act 19–397, ‘‘Saving D.C. Homes from 

Foreclosure Enhanced Temporary Amend-

ment Act of 2012’’; to the Committee on 

Homeland Security and Governmental Af-

fairs.

EC–7023. A communication from the Chair-

man of the Council of the District of Colum-

bia, transmitting, pursuant to law, a report 

on D.C. Act 19–396, ‘‘Fiscal Year 2012 Second 

Revised Budget Request Temporary Amend-

ment Act of 2012’’; to the Committee on 

Homeland Security and Governmental Af-

fairs.

EC–7024. A communication from the Chair-

man of the Council of the District of Colum-

bia, transmitting, pursuant to law, a report 

on D.C. Act 19–398, ‘‘Social E-Commerce Job 

Creation Tax Incentive Act of 2012’’; to the 

Committee on Homeland Security and Gov-

ernmental Affairs. 

f 

REPORTS OF COMMITTEES 

The following reports of committees 

were submitted: 

By Mrs. FEINSTEIN, from the Select Com-

mittee on Intelligence, without amendment: 

S. 3454. A bill to authorize appropriations 

for fiscal year 2013 for intelligence and intel-

ligence-related activities of the United 

States Government and the Office of the Di-

rector of National Intelligence, the Central 

Intelligence Agency Retirement and Dis-

ability System, and for other purposes (Rept. 

No. 112–192). 

f 

INTRODUCTION OF BILLS AND 

JOINT RESOLUTIONS 

The following bills and joint resolu-

tions were introduced, read the first 

and second times by unanimous con-

sent, and referred as indicated: 

By Mrs. FEINSTEIN: 

S. 3454. A bill to authorize appropriations 

for fiscal year 2013 for intelligence and intel-

ligence-related activities of the United 

States Government and the Office of the Di-

rector of National Intelligence, the Central 

Intelligence Agency Retirement and Dis-

ability System, and for other purposes; from 

the Select Committee on Intelligence; placed 

on the calendar. 

By Mr. WARNER (for himself and Mr. 

JOHNSON of Wisconsin): 

S. 3455. A bill to require the establishment 

of customer service standards for Federal 

agencies; to the Committee on Homeland Se-

curity and Governmental Affairs. 

By Mr. BLUMENTHAL (for himself, 

Mr. WHITEHOUSE, and Mr. CORNYN):

S. 3456. A bill to amend title 18, United 

States Code, with respect to child pornog-

raphy and child exploitation offenses; to the 

Committee on the Judiciary. 

By Mr. NELSON of Florida (for himself 

and Mrs. MURRAY):

S. 3457. A bill to require the Secretary of 

Veterans Affairs to establish a veterans jobs 

corps, and for other purposes; read the first 

time.

By Mr. LAUTENBERG (for himself and 

Mrs. FEINSTEIN):

S. 3458. A bill to require face to face pur-

chases of ammunition, to require licensing of 

ammunition dealers, and to require report-

ing regarding bulk purchases of ammunition; 

to the Committee on the Judiciary. 

f 

SUBMISSION OF CONCURRENT AND 

SENATE RESOLUTIONS 

The following concurrent resolutions 

and Senate resolutions were read, and 

referred (or acted upon), as indicated: 

By Mr. MERKLEY (for himself, Mr. 

CRAPO, Mr. CASEY, Mr. BLUMENTHAL,

Mrs. MURRAY, Mr. BROWN of Ohio, 

Mr. AKAKA, and Mr. KOHL):

S. Res. 533. A resolution designating Octo-

ber 2012 as ‘‘National Work and Family 

Month’’; considered and agreed to. 

f 

ADDITIONAL COSPONSORS 

S. 33

At the request of Mr. LIEBERMAN, the 

name of the Senator from New York 

(Mr. SCHUMER) was added as a cospon-

sor of S. 33, a bill to designate a por-

tion of the Arctic National Wildlife 

Refuge as wilderness. 

S. 438

At the request of Ms. STABENOW, the 

name of the Senator from California 

(Mrs. FEINSTEIN) was added as a co-

sponsor of S. 438, a bill to amend the 

Public Health Service Act to improve 

women’s health by prevention, diag-

nosis, and treatment of heart disease, 

stroke, and other cardiovascular dis-

eases in women. 

S. 534

At the request of Mr. KERRY, the 

name of the Senator from Georgia (Mr. 

ISAKSON) was added as a cosponsor of S. 

534, a bill to amend the Internal Rev-

enue Code of 1986 to provide a reduced 

rate of excise tax on beer produced do-

mestically by certain small producers. 

S. 752

At the request of Mrs. FEINSTEIN, the 

name of the Senator from Louisiana 

(Ms. LANDRIEU) was added as a cospon-

sor of S. 752, a bill to establish a com-

prehensive interagency response to re-

duce lung cancer mortality in a timely 

manner.

S. 845

At the request of Mr. ENZI, the name 

of the Senator from Georgia (Mr. ISAK-

SON) was added as a cosponsor of S. 845, 

a bill to amend the Internal Revenue 

Code of 1986 to provide for the logical 

flow of return information between 

partnerships, corporations, trusts, es-

tates, and individuals to better enable 

each party to submit timely, accurate 

returns and reduce the need for ex-

tended and amended returns, to provide 

for modified due dates by regulation, 

and to conform the automatic cor-

porate extension period to long-

standing regulatory rule. 
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S. 1755

At the request of Mr. TESTER, the 

name of the Senator from Massachu-

setts (Mr. KERRY) was added as a co-

sponsor of S. 1755, a bill to amend title 

38, United States Code, to provide for 

coverage under the beneficiary travel 

program of the Department of Veterans 

Affairs of certain disabled veterans for 

travel for certain special disabilities 

rehabilitation, and for other purposes. 

S. 1843

At the request of Mr. ISAKSON, the 

name of the Senator from Alabama 

(Mr. SESSIONS) was added as a cospon-

sor of S. 1843, a bill to amend the Na-

tional Labor Relations Act to provide 

for appropriate designation of collec-

tive bargaining units. 

S. 1935

At the request of Mrs. HAGAN, the 

name of the Senator from Florida (Mr. 

NELSON) was added as a cosponsor of S. 

1935, a bill to require the Secretary of 

the Treasury to mint coins in recogni-

tion and celebration of the 75th anni-

versary of the establishment of the 

March of Dimes Foundation. 
At the request of Ms. COLLINS, the 

name of the Senator from Iowa (Mr. 

GRASSLEY) was added as a cosponsor of 

S. 1935, supra. 

S. 1956

At the request of Mr. THUNE, the 

name of the Senator from North Caro-

lina (Mrs. HAGAN) was added as a co-

sponsor of S. 1956, a bill to prohibit op-

erators of civil aircraft of the United 

States from participating in the Euro-

pean Union’s emissions trading 

scheme, and for other purposes. 

S. 1979

At the request of Mr. CONRAD, the 

name of the Senator from Alaska (Mr. 

BEGICH) was added as a cosponsor of S. 

1979, a bill to provide incentives to phy-

sicians to practice in rural and medi-

cally underserved communities and for 

other purposes. 

S. 1990

At the request of Mr. LIEBERMAN, the 

names of the Senator from West Vir-

ginia (Mr. ROCKEFELLER) and the Sen-

ator from California (Mrs. BOXER) were 

added as cosponsors of S. 1990, a bill to 

require the Transportation Security 

Administration to comply with the 

Uniformed Services Employment and 

Reemployment Rights Act. 

S. 1993

At the request of Mr. NELSON of Flor-

ida, the names of the Senator from 

Michigan (Mr. LEVIN) and the Senator 

from Vermont (Mr. SANDERS) were 

added as cosponsors of S. 1993, a bill to 

posthumously award a Congressional 

Gold Medal to Lena Horne in recogni-

tion of her achievements and contribu-

tions to American culture and the civil 

rights movement. 

S. 2010

At the request of Mr. KERRY, the 

name of the Senator from Michigan 

(Ms. STABENOW) was added as a cospon-

sor of S. 2010, a bill to amend title II of 

the Social Security Act to repeal the 

Government pension offset and wind-

fall elimination provisions. 

S. 2264

At the request of Mr. HOEVEN, the 

name of the Senator from Arkansas 

(Mr. BOOZMAN) was added as a cospon-

sor of S. 2264, a bill to provide liability 

protection for claims based on the de-

sign, manufacture, sale, offer for sale, 

introduction into commerce, or use of 

certain fuels and fuel additives, and for 

other purposes. 

S. 2347

At the request of Mr. CARDIN, the 

name of the Senator from Oregon (Mr. 

WYDEN) was added as a cosponsor of S. 

2347, a bill to amend title XVIII of the 

Social Security Act to ensure the con-

tinued access of Medicare beneficiaries 

to diagnostic imaging services. 
At the request of Ms. CANTWELL, the 

name of the Senator from Massachu-

setts (Mr. KERRY) was added as a co-

sponsor of S. 2347, supra. 

S. 2472

At the request of Mr. CASEY, the 

name of the Senator from California 

(Mrs. FEINSTEIN) was added as a co-

sponsor of S. 2472, a bill to provide for 

the issuance and sale of a semipostal 

by the United States Postal Service for 

research and demonstration projects 

relating to autism spectrum disorders. 

S. 3085

At the request of Mr. MENENDEZ, the 

name of the Senator from Oregon (Mr. 

WYDEN) was added as a cosponsor of S. 

3085, a bill to provide for the expansion 

of affordable refinancing of mortgages 

held by the Federal National Mortgage 

Association and the Federal Home 

Loan Mortgage Corporation. 

S. 3204

At the request of Mr. JOHANNS, the 

names of the Senator from Wyoming 

(Mr. ENZI) and the Senator from Ari-

zona (Mr. KYL) were added as cospon-

sors of S. 3204, a bill to address fee dis-

closure requirements under the Elec-

tronic Fund Transfer Act, and for other 

purposes.

S. 3340

At the request of Mrs. MURRAY, the 

name of the Senator from New Hamp-

shire (Mrs. SHAHEEN) was added as a co-

sponsor of S. 3340, a bill to improve and 

enhance the programs and activities of 

the Department of Defense and the De-

partment of Veterans Affairs regarding 

suicide prevention and resilience and 

behavioral health disorders for mem-

bers of the Armed Forces and veterans, 

and for other purposes. 

S. 3344

At the request of Mr. REED, the name 

of the Senator from Oregon (Mr. 

WYDEN) was added as a cosponsor of S. 

3344, a bill to increase immunization 

rates.

S. 3354

At the request of Mr. CASEY, the 

name of the Senator from Connecticut 

(Mr. BLUMENTHAL) was added as a co-

sponsor of S. 3354, a bill to authorize 

the Transition Assistance Advisor pro-

gram of the Department of Defense, 

and for other purposes. 

S. 3383

At the request of Mr. VITTER, the 

name of the Senator from Alaska (Ms. 

MURKOWSKI) was added as a cosponsor 

of S. 3383, a bill to reject the final 5- 

year Outer Continental Shelf Oil and 

Gas Leasing Program for fiscal years 

2012 through 2017 of the Administration 

and replace the plan with a 5-year plan 

that is more in line with the energy 

and economic needs of the United 

States.

S. 3394

At the request of Mr. JOHNSON of

South Dakota, the name of the Senator 

from California (Mrs. FEINSTEIN) was 

added as a cosponsor of S. 3394, a bill to 

address fee disclosure requirements 

under the Electronic Fund Transfer 

Act, to amend the Federal Deposit In-

surance Act with respect to informa-

tion provided to the Bureau of Con-

sumer Financial Protection, and for 

other purposes. 

S. 3430

At the request of Mrs. SHAHEEN, the 

name of the Senator from Maryland 

(Mr. CARDIN) was added as a cosponsor 

of S. 3430, a bill to amend the Public 

Health Service Act to foster more ef-

fective implementation and coordina-

tion of clinical care for people with 

pre-diabetes and diabetes. 

S. 3450

At the request of Mr. COATS, the 

name of the Senator from Missouri 

(Mr. BLUNT) was added as a cosponsor 

of S. 3450, a bill to limit the authority 

of the Secretary of the Interior to issue 

regulations before December 31, 2013, 

under the Surface Mining Control and 

Reclamation Act of 1977. 

S. 3451

At the request of Mr. BEGICH, the 

name of the Senator from Alaska (Ms. 

MURKOWSKI) was added as a cosponsor 

of S. 3451, a bill to exempt certain air 

taxi services from taxes on transpor-

tation by air. 

S. 3453

At the request of Mr. HARKIN, the 

name of the Senator from Virginia (Mr. 

WEBB) was added as a cosponsor of S. 

3453, a bill to provide for an increase in 

the Federal minimum wage. 

S. CON. RES. 50

At the request of Mr. RUBIO, the 

names of the Senator from Utah (Mr. 

LEE) and the Senator from New Jersey 

(Mr. MENENDEZ) were added as cospon-

sors of S. Con. Res. 50, a concurrent 

resolution expressing the sense of Con-

gress regarding actions to preserve and 

advance the multistakeholder govern-

ance model under which the Internet 

has thrived. 

S. RES. 525

At the request of Mr. NELSON of Flor-

ida, the names of the Senator from In-

diana (Mr. LUGAR) and the Senator 
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from Massachusetts (Mr. KERRY) were 

added as cosponsors of S. Res. 525, a 

resolution honoring the life and legacy 

of Oswaldo Paya Sardinas. 

AMENDMENT NO. 2575

At the request of Mr. LAUTENBERG,

the name of the Senator from Michigan 

(Mr. LEVIN) was added as a cosponsor of 

amendment No. 2575 intended to be pro-

posed to S. 3414, a bill to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States. 

f 

SUBMITTED RESOLUTIONS 

SENATE RESOLUTION 533—DESIG-

NATING OCTOBER 2012 AS ‘‘NA-

TIONAL WORK AND FAMILY 

MONTH’’

Mr. MERKLEY (for himself, Mr. 

CRAPO, Mr. CASEY, Mr. BLUMENTHAL,

Mrs. MURRAY, Mr. BROWN of Ohio, Mr. 

AKAKA, and Mr. KOHL) submitted the 

following resolution; which was consid-

ered and agreed to: 

S. RES. 533 

Whereas, according to a report by 

WorldatWork, a nonprofit professional asso-

ciation with expertise in attracting, moti-

vating, and retaining employees, the quality 

of workers’ jobs and the supportiveness of 

the workplace of the workers are key predic-

tors of the job productivity, job satisfaction, 

and commitment to the employer of those 

workers, as well as of the ability of the em-

ployer to retain those workers; 

Whereas ‘‘work-life balance’’ refers to spe-

cific organizational practices, policies, and 

programs that are guided by a philosophy of 

active support for the efforts of employees to 

achieve success within and outside the work-

place, such as caring for dependents, health 

and wellness, paid and unpaid time off, finan-

cial support, community involvement, and 

workplace culture; 

Whereas numerous studies show that em-

ployers that offer effective work-life balance 

programs are better able to recruit more tal-

ented employees, maintain a happier, 

healthier, and less stressed workforce, and 

retain experienced employees, which pro-

duces a more productive and stable work-

force with less voluntary turnover; 

Whereas job flexibility often allows par-

ents to be more involved in the lives of their 

children, and research demonstrates that pa-

rental involvement is associated with higher 

achievement in language and mathematics, 

improved behavior, greater academic persist-

ence, and lower dropout rates in children; 

Whereas military families have special 

work-family needs that often require robust 

policies and programs that provide flexi-

bility to employees in unique circumstances; 

Whereas studies report that family rituals, 

such as sitting down to dinner together and 

sharing activities on weekends and holidays, 

positively influence the health and develop-

ment of children and that children who eat 

dinner with their families every day con-

sume nearly a full serving more of fruits and 

vegetables per day than those who never eat 

dinner with their families or do so only occa-

sionally; and 

Whereas the month of October is an appro-

priate month to designate as National Work 

and Family Month: Now, therefore, be it 

Resolved, That the Senate— 

(1) designates October 2012 as ‘‘National 

Work and Family Month’’; 

(2) recognizes the importance of work 

schedules that allow employees to spend 

time with their families to job productivity 

and healthy families; 

(3) urges public officials, employers, em-

ployees, and the general public to work to-

gether to achieve more balance between 

work and family; and 

(4) calls upon the people of the United 

States to observe National Work and Family 

Month with appropriate ceremonies and ac-

tivities.

f 

AMENDMENTS SUBMITTED AND 

PROPOSED

SA 2621. Mr. DEMINT submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, to enhance the security and resil-

iency of the cyber and communications in-

frastructure of the United States; which was 

ordered to lie on the table. 
SA 2622. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2623. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2624. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2625. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2626. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2627. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2628. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2629. Mr. CHAMBLISS submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 
SA 2630. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 
SA 2631. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 
SA 2632. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 
SA 2633. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 
SA 2634. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 
SA 2635. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 
SA 2636. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2637. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2638. Mr. RUBIO submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2639. Mr. DEMINT submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2640. Mr. LEAHY (for himself and Mr. 

HOEVEN) submitted an amendment intended 

to be proposed by him to the bill S. 3414, 

supra; which was ordered to lie on the table. 

SA 2641. Mr. CARPER (for himself and Mr. 

BLUNT) submitted an amendment intended to 

be proposed by him to the bill S. 3414, supra; 

which was ordered to lie on the table. 

SA 2642. Mr. LEVIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3406, to authorize the extension of 

nondiscriminatory treatment (normal trade 

relations treatment) to products of the Rus-

sian Federation and Moldova, to require re-

ports on the compliance of the Russian Fed-

eration with its obligations as a member of 

the World Trade Organization, and to impose 

sanctions on persons responsible for gross 

violations of human rights, and for other 

purposes; which was ordered to lie on the 

table.

SA 2643. Mr. JOHNSON of Wisconsin sub-

mitted an amendment intended to be pro-

posed by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber and 

communications infrastructure of the United 

States; which was ordered to lie on the table. 

SA 2644. Mr. TOOMEY (for himself, Ms. 

SNOWE, Mr. DEMINT, Mr. BLUNT, Mr. RUBIO,

and Mr. HELLER) submitted an amendment 

intended to be proposed by him to the bill S. 

3414, supra; which was ordered to lie on the 

table.

SA 2645. Mr. BINGAMAN submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 

SA 2646. Mr. MENENDEZ (for himself and 

Mr. KERRY) submitted an amendment in-

tended to be proposed by him to the bill S. 

3414, supra; which was ordered to lie on the 

table.

SA 2647. Ms. SNOWE submitted an amend-

ment intended to be proposed by her to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2648. Mr. LEVIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2649. Mr. LEVIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2650. Mr. UDALL of Colorado submitted 

an amendment intended to be proposed by 

him to the bill S. 3414, supra; which was or-

dered to lie on the table. 

SA 2651. Mr. UDALL of Colorado submitted 

an amendment intended to be proposed by 

him to the bill S. 3414, supra; which was or-

dered to lie on the table. 

SA 2652. Mr. UDALL of Colorado submitted 

an amendment intended to be proposed by 

him to the bill S. 3414, supra; which was or-

dered to lie on the table. 

SA 2653. Mr. GRAHAM submitted an 

amendment intended to be proposed by him 

to the bill S. 3414, supra; which was ordered 

to lie on the table. 

SA 2654. Mr. CRAPO (for himself and Mr. 

JOHANNS) submitted an amendment intended 
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to be proposed by him to the bill S. 3414, 

supra; which was ordered to lie on the table. 

SA 2655. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2656. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2657. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2658. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2659. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2660. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2661. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2662. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2663. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

SA 2664. Mr. MCCAIN submitted an amend-

ment intended to be proposed by him to the 

bill S. 3414, supra; which was ordered to lie 

on the table. 

f 

TEXT OF AMENDMENTS 

SA 2621. Mr. DEMINT submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the appropriate place, insert the fol-

lowing:

SEC. ll. BORDER FENCE COMPLETION. 
(a) MINIMUM REQUIREMENTS.—Section

102(b)(1) of the Illegal Immigration Reform 

and Immigrant Responsibility Act of 1996 (8 

U.S.C. 1103 note) is amended— 

(1) in subparagraph (A), by adding at the 

end the following: ‘‘Fencing that does not ef-

fectively restrain pedestrian traffic (such as 

vehicle barriers and virtual fencing) may not 

be used to meet the 700-mile fence require-

ment under this subparagraph.’’; 

(2) in subparagraph (B)— 

(A) in clause (i), by striking ‘‘and’’ at the 

end;

(B) in clause (ii), by striking the period at 

the end and inserting ‘‘; and’’; and 

(C) by adding at the end the following: 

‘‘(iii) not later than 1 year after the date of 

the enactment of the Cybersecurity Act of 

2012, complete the construction of all the re-

inforced fencing and the installation of the 

related equipment described in subparagraph 

(A).’’; and 

(3) in subparagraph (C), by adding at the 

end the following: 

‘‘(iii) FUNDING NOT CONTINGENT ON CON-

SULTATION.—Amounts appropriated to carry 

out this paragraph may not be impounded or 

otherwise withheld for failure to fully com-

ply with the consultation requirement under 

clause (i).’’. 

(b) REPORT.—Not later than 6 months after 

the date of the enactment of this Act, the 

Secretary of Homeland Security shall sub-

mit to Congress a report that describes— 

(1) the progress made in completing the re-

inforced fencing required under section 

102(b)(1) of the Illegal Immigration Reform 

and Immigrant Responsibility Act of 1996 (8 

U.S.C. 1103 note), as amended by subsection 

(a); and 

(2) the plans for completing such fencing 

not later than 1 year after the date of the en-

actment of this Act. 

SA 2622. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Strike title I. 

SA 2623. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Strike all after the enacting clause and in-

sert the following: 

SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 
(a) SHORT TITLE.—This Act may be cited as 

the ‘‘Strengthening and Enhancing Cyberse-

curity by Using Research, Education, Infor-

mation, and Technology Act of 2012’’ or ‘‘SE-

CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-

tents of this Act is as follows: 

Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 

CYBER THREAT INFORMATION 

Sec. 101. Definitions. 

Sec. 102. Authorization to share cyber 

threat information. 

Sec. 103. Information sharing by the Federal 

government.

Sec. 104. Construction. 

Sec. 105. Report on implementation. 

Sec. 106. Inspector General review. 

Sec. 107. Technical amendments. 

Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 

INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-

tion security policy. 

Sec. 202. Management of information tech-

nology.

Sec. 203. No new funding. 

Sec. 204. Technical and conforming amend-

ments.

Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 

Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-

puters.

Sec. 302. Trafficking in passwords. 

Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 

Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 

connection with computers. 

Sec. 305. Damage to critical infrastructure 

computers.

Sec. 306. Limitation on actions involving 

unauthorized use. 

Sec. 307. No new funding. 

TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 

Sec. 401. National High-Performance Com-

puting Program planning and 

coordination.
Sec. 402. Research in areas of national im-

portance.
Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-

cluding high performance com-

puting.
Sec. 405. Conforming and technical amend-

ments to the High-Performance 

Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-

ice program. 

Sec. 407. Study and analysis of certification 

and training of information in-

frastructure professionals. 

Sec. 408. International cybersecurity tech-

nical standards. 

Sec. 409. Identity management research and 

development.

Sec. 410. Federal cybersecurity research and 

development.

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 

(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 

title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 

laws’’—

(A) has the meaning given the term in sec-

tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 

Commission Act (15 U.S.C. 45) to the extent 

that section 5 of that Act applies to unfair 

methods of competition; and 

(C) includes any State law that has the 

same intent and effect as the laws under sub-

paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-

measure’’ means an automated or a manual 

action with defensive intent to mitigate 

cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 

‘‘cyber threat information’’ means informa-

tion that indicates or describes— 

(A) a technical or operation vulnerability 

or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 

cyber threat; 

(C) malicious reconnaissance, including 

anomalous patterns of network activity that 

appear to be transmitted for the purpose of 

gathering technical information related to a 

cybersecurity threat; 

(D) a method of defeating a technical con-

trol;

(E) a method of defeating an operational 

control;

(F) network activity or protocols known to 

be associated with a malicious cyber actor or 

that signify malicious cyber intent; 

(G) a method of causing a user with legiti-

mate access to an information system or in-

formation that is stored on, processed by, or 

transiting an information system to inad-

vertently enable the defeat of a technical or 

operational control; 

(H) any other attribute of a cybersecurity 

threat or cyber defense information that 

would foster situational awareness of the 

United States cybersecurity posture, if dis-

closure of such attribute or information is 

not otherwise prohibited by law; 

(I) the actual or potential harm caused by 

a cyber incident, including information 

exfiltrated when it is necessary in order to 

identify or describe a cybersecurity threat; 

or
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(J) any combination of subparagraphs (A) 

through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-

bersecurity center’’ means the Department 

of Defense Cyber Crime Center, the Intel-

ligence Community Incident Response Cen-

ter, the United States Cyber Command Joint 

Operations Center, the National Cyber Inves-

tigative Joint Task Force, the National Se-

curity Agency/Central Security Service 

Threat Operations Center, the National Cy-

bersecurity and Communications Integration 

Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-

bersecurity system’’ means a system de-

signed or employed to ensure the integrity, 

confidentiality, or availability of, or to safe-

guard, a system or network, including meas-

ures intended to protect a system or network 

from—

(A) efforts to degrade, disrupt, or destroy 

such system or network; or 

(B) theft or misappropriations of private or 

government information, intellectual prop-

erty, or personally identifiable information. 

(7) ENTITY.—

(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 

agency or department, or State, tribal, or 

local government agency or department (in-

cluding an officer, employee, or agent there-

of).

(B) INCLUSIONS.—The term ‘‘entity’’ in-

cludes a government agency or department 

(including an officer, employeee, or agent 

thereof) of the District of Columbia, the 

Commonwealth of Puerto Rico, the Virgin 

Islands, Guam, American Samoa, the North-

ern Mariana Islands, and any other territory 

or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The

term ‘‘Federal information system’’ means 

an information system of a Federal depart-

ment or agency used or operated by an exec-

utive agency, by a contractor of an executive 

agency, or by another organization on behalf 

of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-

formation security’’ means protecting infor-

mation and information systems from dis-

ruption or unauthorized access, use, disclo-

sure, modification, or destruction in order to 

provide—

(A) integrity, by guarding against im-

proper information modification or destruc-

tion, including by ensuring information non-

repudiation and authenticity; 

(B) confidentiality, by preserving author-

ized restrictions on access and disclosure, in-

cluding means for protecting personal pri-

vacy and proprietary information; or 

(C) availability, by ensuring timely and re-

liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-

formation system’’ has the meaning given 

the term in section 3502 of title 44, United 

States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 

government’’ means any borough, city, coun-

ty, parish, town, township, village, or other 

general purpose political subdivision of a 

State.

(12) MALICIOUS RECONNAISSANCE.—The term 

‘‘malicious reconnaissance’’ means a method 

for actively probing or passively monitoring 

an information system for the purpose of dis-

cerning technical vulnerabilities of the in-

formation system, if such method is associ-

ated with a known or suspected cybersecu-

rity threat. 

(13) OPERATIONAL CONTROL.—The term 

‘‘operational control’’ means a security con-

trol for an information system that pri-

marily is implemented and executed by peo-

ple.

(14) OPERATIONAL VULNERABILITY.—The

term ‘‘operational vulnerability’’ means any 

attribute of policy, process, or procedure 

that could enable or facilitate the defeat of 

an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 

entity’’ means any individual or any private 

group, organization, or corporation, includ-

ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The

term ‘‘significant cyber incident’’ means a 

cyber incident resulting in, or an attempted 

cyber incident that, if successful, would have 

resulted in— 

(A) the exfiltration from a Federal infor-

mation system of data that is essential to 

the operation of the Federal information sys-

tem; or 

(B) an incident in which an operational or 

technical control essential to the security or 

operation of a Federal information system 

was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-

nical control’’ means a hardware or software 

restriction on, or audit of, access or use of an 

information system or information that is 

stored on, processed by, or transiting an in-

formation system that is intended to ensure 

the confidentiality, integrity, or availability 

of that system. 

(18) TECHNICAL VULNERABILITY.—The term 

‘‘technical vulnerability’’ means any at-

tribute of hardware or software that could 

enable or facilitate the defeat of a technical 

control.

(19) TRIBAL.—The term ‘‘tribal’’ has the 

meaning given the term ‘‘Indian tribe’’ in 

section 4 of the Indian Self-Determination 

and Education Assistance Act (25 U.S.C. 

450b).

SEC. 102. AUTHORIZATION TO SHARE CYBER 
THREAT INFORMATION. 

(a) VOLUNTARY DISCLOSURE.—

(1) PRIVATE ENTITIES.—Notwithstanding

any other provision of law, a private entity 

may, for the purpose of preventing, inves-

tigating, or otherwise mitigating threats to 

information security, on its own networks, 

or as authorized by another entity, on such 

entity’s networks, employ countermeasures 

and use cybersecurity systems in order to 

obtain, identify, or otherwise possess cyber 

threat information. 

(2) ENTITIES.—Notwithstanding any other 

provision of law, an entity may disclose 

cyber threat information to— 

(A) a cybersecurity center; or 

(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-

gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If

the cyber threat information described in 

paragraph (1) is obtained, identified, or oth-

erwise possessed in the course of providing 

information security products or services 

under contract to another entity, that entity 

shall be given, at any time prior to disclo-

sure of such information, a reasonable oppor-

tunity to authorize or prevent such disclo-

sure, to request anonymization of such infor-

mation, or to request that reasonable efforts 

be made to safeguard such information that 

identifies specific persons from unauthorized 

access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING

FEDERAL INFORMATION SYSTEMS.—

(1) IN GENERAL.—An entity providing elec-

tronic communication services, remote com-

puting services, or information security 

services to a Federal department or agency 

shall inform the Federal department or agen-

cy of a significant cyber incident involving 

the Federal information system of that Fed-

eral department or agency that— 

(A) is directly known to the entity as a re-

sult of providing such services; 

(B) is directly related to the provision of 

such services by the entity; and 

(C) as determined by the entity, has im-

peded or will impede the performance of a 

critical mission of the Federal department 

or agency. 

(2) ADVANCE COORDINATION.—A Federal de-

partment or agency receiving the services 

described in paragraph (1) shall coordinate in 

advance with an entity described in para-

graph (1) to develop the parameters of any 

information that may be provided under 

paragraph (1), including clarification of the 

type of significant cyber incident that will 

impede the performance of a critical mission 

of the Federal department or agency. 

(3) REPORT.—A Federal department or 

agency shall report information provided 

under this subsection to a cybersecurity cen-

ter.

(4) CONSTRUCTION.—Any information pro-

vided to a cybersecurity center under para-

graph (3) shall be treated in the same man-

ner as information provided to a cybersecu-

rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED

TO A CYBERSECURITY CENTER.—Cyber threat 

information provided to a cybersecurity cen-

ter under this section— 

(1) may be disclosed to, retained by, and 

used by, consistent with otherwise applicable 

Federal law, any Federal agency or depart-

ment, component, officer, employee, or 

agent of the Federal government for a cyber-

security purpose, a national security pur-

pose, or in order to prevent, investigate, or 

prosecute any of the offenses listed in sec-

tion 2516 of title 18, United States Code, and 

such information shall not be disclosed to, 

retained by, or used by any Federal agency 

or department for any use not permitted 

under this paragraph; 

(2) may, with the prior written consent of 

the entity submitting such information, be 

disclosed to and used by a State, tribal, or 

local government or government agency for 

the purpose of protecting information sys-

tems, or in furtherance of preventing, inves-

tigating, or prosecuting a criminal act, ex-

cept that if the need for immediate disclo-

sure prevents obtaining written consent, 

such consent may be provided orally with 

subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-

nancial, or proprietary information of the 

entity providing such information to the 

Federal government and any disclosure out-

side the Federal government may only be 

made upon the prior written consent by such 

entity and shall not constitute a waiver of 

any applicable privilege or protection pro-

vided by law, except that if the need for im-

mediate disclosure prevents obtaining writ-

ten consent, such consent may be provided 

orally with subsequent documentation of 

such consent; 

(4) shall be deemed voluntarily shared in-

formation and exempt from disclosure under 

section 552 of title 5, United States Code, and 

any State, tribal, or local law requiring dis-

closure of information or records; 

(5) shall be, without discretion, withheld 

from the public under section 552(b)(3)(B) of 

title 5, United States Code, and any State, 

tribal, or local law requiring disclosure of in-

formation or records; 

(6) shall not be subject to the rules of any 

Federal agency or department or any judi-

cial doctrine regarding ex parte communica-

tions with a decision-making official; 
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(7) shall not, if subsequently provided to a 

State, tribal, or local government or govern-

ment agency, otherwise be disclosed or dis-

tributed to any entity by such State, tribal, 

or local government or government agency 

without the prior written consent of the en-

tity submitting such information, notwith-

standing any State, tribal, or local law re-

quiring disclosure of information or records, 

except that if the need for immediate disclo-

sure prevents obtaining written consent, 

such consent may be provided orally with 

subsequent documentation of such consent; 

and

(8) shall not be directly used by any Fed-

eral, State, tribal, or local department or 

agency to regulate the lawful activities of an 

entity, including activities relating to ob-

taining, identifying, or otherwise possessing 

cyber threat information, except that the 

procedures required to be developed and im-

plemented under this title shall not be con-

sidered regulations within the meaning of 

this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION

SHARING WITH A CYBERSECURITY CENTER.—

Not later than 60 days after the date of en-

actment of this Act, the heads of each de-

partment or agency containing a cybersecu-

rity center shall jointly develop, promul-

gate, and submit to Congress procedures to 

ensure that cyber threat information shared 

with or provided to— 

(1) a cybersecurity center under this sec-

tion—

(A) may be submitted to a cybersecurity 

center by an entity, to the greatest extent 

possible, through a uniform, publicly avail-

able process or format that is easily acces-

sible on the website of such cybersecurity 

center, and that includes the ability to pro-

vide relevant details about the cyber threat 

information and written consent to any sub-

sequent disclosures authorized by this para-

graph;

(B) shall immediately be further shared 

with each cybersecurity center in order to 

prevent, investigate, or otherwise mitigate 

threats to information security across the 

Federal government; 

(C) is handled by the Federal government 

in a reasonable manner, including consider-

ation of the need to protect the privacy and 

civil liberties of individuals through 

anonymization or other appropriate meth-

ods, while fully accomplishing the objectives 

of this title, and the Federal government 

may undertake efforts consistent with this 

subparagraph to limit the impact on privacy 

and civil liberties of the sharing of cyber 

threat information with the Federal govern-

ment; and 

(D) except as provided in this section, shall 

only be used, disclosed, or handled in accord-

ance with the provisions of subsection (c); 

and

(2) a Federal agency or department under 

subsection (b) is provided immediately to a 

cybersecurity center in order to prevent, in-

vestigate, or otherwise mitigate threats to 

information security across the Federal gov-

ernment.

(e) INFORMATION SHARED BETWEEN ENTI-

TIES.—

(1) IN GENERAL.—An entity sharing cyber 

threat information with another entity 

under this title may restrict the use or shar-

ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-

mation shared by any entity with another 

entity under this title— 

(A) shall only be further shared in accord-

ance with any restrictions placed on the 

sharing of such information by the entity 

authorizing such sharing, such as appro-

priate anonymization of such information; 

and

(B) may not be used by any entity to gain 

an unfair competitive advantage to the det-

riment of the entity authorizing the sharing 

of such information, except that the conduct 

described in paragraph (3) shall not con-

stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-

AL, OR LOCAL GOVERNMENT OR GOVERNMENT

AGENCY.—Cyber threat information shared 

with a State, tribal, or local government or 

government agency under this title— 

(A) may, with the prior written consent of 

the entity sharing such information, be dis-

closed to and used by a State, tribal, or local 

government or government agency for the 

purpose of protecting information systems, 

or in furtherance of preventing, inves-

tigating, or prosecuting a criminal act, ex-

cept if the need for immediate disclosure 

prevents obtaining written consent, consent 

may be provided orally with subsequent doc-

umentation of the consent; 

(B) shall be deemed voluntarily shared in-

formation and exempt from disclosure under 

any State, tribal, or local law requiring dis-

closure of information or records; 

(C) shall not be disclosed or distributed to 

any entity by the State, tribal, or local gov-

ernment or government agency without the 

prior written consent of the entity submit-

ting such information, notwithstanding any 

State, tribal, or local law requiring disclo-

sure of information or records, except if the 

need for immediate disclosure prevents ob-

taining written consent, consent may be pro-

vided orally with subsequent documentation 

of the consent; and 

(D) shall not be directly used by any State, 

tribal, or local department or agency to reg-

ulate the lawful activities of an entity, in-

cluding activities relating to obtaining, 

identifying, or otherwise possessing cyber 

threat information, except that the proce-

dures required to be developed and imple-

mented under this title shall not be consid-

ered regulations within the meaning of this 

subparagraph.

(4) ANTITRUST EXEMPTION.—The exchange 

or provision of cyber threat information or 

assistance between 2 or more private entities 

under this title shall not be considered a vio-

lation of any provision of antitrust laws if 

exchanged or provided in order to assist 

with—

(A) facilitating the prevention, investiga-

tion, or mitigation of threats to information 

security; or 

(B) communicating or disclosing of cyber 

threat information to help prevent, inves-

tigate or otherwise mitigate the effects of a 

threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 

cyber threat information to an entity under 

this section shall not create a right or a ben-

efit to similar information by such entity or 

any other entity. 

(f) FEDERAL PREEMPTION.—

(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-

ical subdivision of a State that restricts or 

otherwise expressly regulates an activity au-

thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 

this section shall be construed to supersede 

any statute or other law of a State or polit-

ical subdivision of a State concerning the 

use of authorized law enforcement tech-

niques.

(3) PUBLIC DISCLOSURE.—No information 

shared with or provided to a State, tribal, or 

local government or government agency pur-

suant to this section shall be made publicly 

available pursuant to any State, tribal, or 

local law requiring disclosure of information 

or records. 
(g) CIVIL AND CRIMINAL LIABILITY.—

(1) GENERAL PROTECTIONS.—

(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 

against any private entity for— 

(i) the use of countermeasures and cyberse-

curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 

cyber threat information as authorized by 

this title; or 

(iii) the subsequent actions or inactions of 

any lawful recipient of cyber threat informa-

tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 

or be maintained in any court against any 

entity for— 

(i) the use, receipt, or disclosure of any 

cyber threat information as authorized by 

this title; or 

(ii) the subsequent actions or inactions of 

any lawful recipient of cyber threat informa-

tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-

section shall be construed as creating any 

immunity against, or otherwise affecting, 

any action brought by the Federal govern-

ment, or any agency or department thereof, 

to enforce any law, executive order, or proce-

dure governing the appropriate handling, dis-

closure, and use of classified information. 
(h) OTHERWISE LAWFUL DISCLOSURES.—

Nothing in this section shall be construed to 

limit or prohibit otherwise lawful disclo-

sures of communications, records, or other 

information by a private entity to any other 

governmental or private entity not covered 

under this section. 
(i) WHISTLEBLOWER PROTECTION.—Nothing

in this Act shall be construed to preempt or 

preclude any employee from exercising 

rights currently provided under any whistle-

blower law, rule, or regulation. 
(j) RELATIONSHIP TO OTHER LAWS.—The

submission of cyber threat information 

under this section to a cybersecurity center 

shall not affect any requirement under any 

other provision of law for an entity to pro-

vide information to the Federal government. 

SEC. 103. INFORMATION SHARING BY THE FED-
ERAL GOVERNMENT. 

(a) CLASSIFIED INFORMATION.—

(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 

and as otherwise determined appropriate, the 

Director of National Intelligence and the 

Secretary of Defense, in consultation with 

the heads of the appropriate Federal depart-

ments or agencies, shall develop and promul-

gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-

bersecurity centers, of classified cyber 

threat information in the possession of the 

Federal government with appropriately 

cleared representatives of any appropriate 

entity; and 

(B) the declassification and immediate 

sharing, through the cybersecurity centers, 

with any entity or, if appropriate, public 

availability of cyber threat information in 

the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.—

The procedures developed under paragraph 

(1) shall ensure that each entity receiving 

classified cyber threat information pursuant 

to this section has acknowledged in writing 

the ongoing obligation to comply with all 

laws, executive orders, and procedures con-

cerning the appropriate handling, disclosure, 

or use of classified information. 
(b) UNCLASSIFIED CYBER THREAT INFORMA-

TION.—The heads of each department or 
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agency containing a cybersecurity center 

shall jointly develop and promulgate proce-

dures that ensure that, consistent with the 

provisions of this section, unclassified, in-

cluding controlled unclassified, cyber threat 

information in the possession of the Federal 

government—

(1) is shared, through the cybersecurity 

centers, in an immediate and adequate man-

ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-

able.
(c) DEVELOPMENT OF PROCEDURES.—

(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 

greatest extent possible, existing processes 

utilized by sector specific information shar-

ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-

oping the procedures required under this sec-

tion, the Director of National Intelligence 

and the heads of each department or agency 

containing a cybersecurity center shall co-

ordinate with appropriate entities to ensure 

that protocols are implemented that will fa-

cilitate and promote the sharing of cyber 

threat information by the Federal govern-

ment.
(d) ADDITIONAL RESPONSIBILITIES OF CYBER-

SECURITY CENTERS.—Consistent with section 

102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-

action, and collaboration among and be-

tween cybersecurity centers and— 

(A) other Federal entities; 

(B) any entity; and 

(C) international partners, in consultation 

with the Secretary of State; 

(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-

tion, and warning information, including 

alerts, advisories, indicators, signatures, and 

mitigation and response measures, to im-

prove the security and protection of informa-

tion systems; and 

(3) coordinate with other Federal entities, 

as appropriate, to integrate information 

from across the Federal government to pro-

vide situational awareness of the cybersecu-

rity posture of the United States. 
(e) SHARING WITHIN THE FEDERAL GOVERN-

MENT.—The heads of appropriate Federal de-

partments and agencies shall ensure that 

cyber threat information in the possession of 

such Federal departments or agencies that 

relates to the prevention, investigation, or 

mitigation of threats to information secu-

rity across the Federal government is shared 

effectively with the cybersecurity centers. 
(f) SUBMISSION TO CONGRESS.—Not later 

than 60 days after the date of enactment of 

this Act, the Director of National Intel-

ligence, in coordination with the appropriate 

head of a department or an agency con-

taining a cybersecurity center, shall submit 

the procedures required by this section to 

Congress.

SEC. 104. CONSTRUCTION. 
(a) INFORMATION SHARING RELATIONSHIPS.—

Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-

tion sharing relationship; 

(2) to prohibit a new information sharing 

relationship;

(3) to require a new information sharing re-

lationship between any entity and the Fed-

eral government, except as specified under 

section 102(b); or 

(4) to modify the authority of a depart-

ment or agency of the Federal government 

to protect sources and methods and the na-

tional security of the United States. 
(b) ANTI-TASKING RESTRICTION.—Nothing in 

this title shall be construed to permit the 

Federal government— 

(1) to require an entity to share informa-

tion with the Federal government, except as 

expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 

information with an entity on such entity’s 

provision of cyber threat information to the 

Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.—

Nothing in this title shall be construed to 

subject any entity to liability for choosing 

not to engage in the voluntary activities au-

thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.—

Nothing in this title shall be construed to 

authorize, or to modify any existing author-

ity of, a department or agency of the Federal 

government to retain or use any information 

shared under section 102 for any use other 

than a use permitted under subsection 

102(c)(1).

(e) NO NEW FUNDING.—An applicable Fed-

eral agency shall carry out the provisions of 

this title with existing facilities and funds 

otherwise available, through such means as 

the head of the agency considers appropriate. 

SEC. 105. REPORT ON IMPLEMENTATION. 
(a) CONTENT OF REPORT.—Not later than 1 

year after the date of enactment of this Act, 

and biennially thereafter, the heads of each 

department or agency containing a cyberse-

curity center shall jointly submit, in coordi-

nation with the privacy and civil liberties of-

ficials of such departments or agencies and 

the Privacy and Civil Liberties Oversight 

Board, a detailed report to Congress con-

cerning the implementation of this title, in-

cluding—

(1) an assessment of the sufficiency of the 

procedures developed under section 103 of 

this Act in ensuring that cyber threat infor-

mation in the possession of the Federal gov-

ernment is provided in an immediate and 

adequate manner to appropriate entities or, 

if appropriate, is made publicly available; 

(2) an assessment of whether information 

has been appropriately classified and an ac-

counting of the number of security clear-

ances authorized by the Federal government 

for purposes of this title; 

(3) a review of the type of cyber threat in-

formation shared with a cybersecurity cen-

ter under section 102 of this Act, including 

whether such information meets the defini-

tion of cyber threat information under sec-

tion 101, the degree to which such informa-

tion may impact the privacy and civil lib-

erties of individuals, any appropriate 

metrics to determine any impact of the shar-

ing of such information with the Federal 

government on privacy and civil liberties, 

and the adequacy of any steps taken to re-

duce such impact; 

(4) a review of actions taken by the Federal 

government based on information provided 

to a cybersecurity center under section 102 of 

this Act, including the appropriateness of 

any subsequent use under section 102(c)(1) of 

this Act and whether there was inappro-

priate stovepiping within the Federal gov-

ernment of any such information; 

(5) a description of any violations of the re-

quirements of this title by the Federal gov-

ernment;

(6) a classified list of entities that received 

classified information from the Federal gov-

ernment under section 103 of this Act and a 

description of any indication that such infor-

mation may not have been appropriately 

handled;

(7) a summary of any breach of informa-

tion security, if known, attributable to a 

specific failure by any entity or the Federal 

government to act on cyber threat informa-

tion in the possession of such entity or the 

Federal government that resulted in sub-

stantial economic harm or injury to a spe-

cific entity or the Federal government; and 

(8) any recommendation for improvements 

or modifications to the authorities under 

this title. 

(b) FORM OF REPORT.—The report under 

subsection (a) shall be submitted in unclassi-

fied form, but shall include a classified 

annex.

SEC. 106. INSPECTOR GENERAL REVIEW. 
(a) IN GENERAL.—The Council of the In-

spectors General on Integrity and Efficiency 

are authorized to review compliance by the 

cybersecurity centers, and by any Federal 

department or agency receiving cyber threat 

information from such cybersecurity cen-

ters, with the procedures required under sec-

tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 

subsection (a) shall consider whether the 

Federal government has handled such cyber 

threat information in a reasonable manner, 

including consideration of the need to pro-

tect the privacy and civil liberties of individ-

uals through anonymization or other appro-

priate methods, while fully accomplishing 

the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 

conducted under this section shall be pro-

vided to Congress not later than 30 days after 

the date of completion of the review. 

SEC. 107. TECHNICAL AMENDMENTS. 
Section 552(b) of title 5, United States 

Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 

(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 

(3) by adding at the end the following: 

‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 

title I of the Strengthening and Enhancing 

Cybersecurity by Using Research, Education, 

Information, and Technology Act of 2012.’’. 

SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 
(a) AUTHORIZATION REQUIRED.—No person 

shall be provided with access to classified in-

formation (as defined in section 6.1 of Execu-

tive Order 13526 (50 U.S.C. 435 note; relating 

to classified national security information)) 

relating to cyber security threats or cyber 

security vulnerabilities under this title with-

out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-

priate Federal agencies or departments 

shall, consistent with applicable procedures 

and requirements, and if otherwise deemed 

appropriate, assist an individual in timely 

obtaining an appropriate security clearance 

where such individual has been determined 

to be eligible for such clearance and has a 

need-to-know (as defined in section 6.1 of 

that Executive Order) classified information 

to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 

United States Code, is amended by striking 

subchapters II and III and inserting the fol-

lowing:

‘‘SUBCHAPTER II—INFORMATION 

SECURITY

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 

‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 

security controls over information resources 

that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-

ture of the current Federal computing envi-

ronment and provide effective government- 
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wide management of policies, directives, 

standards, and guidelines, as well as effec-

tive and nimble oversight of and response to 

information security risks, including coordi-

nation of information security efforts 

throughout the Federal civilian, national se-

curity, and law enforcement communities; 

‘‘(3) to provide for development and main-

tenance of controls required to protect agen-

cy information and information systems and 

contribute to the overall improvement of 

agency information security posture; 

‘‘(4) to provide for the development of tools 

and methods to assess and respond to real- 

time situational risk for Federal informa-

tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 

agency information security programs 

through continuous monitoring of agency in-

formation systems and streamlined report-

ing requirements rather than overly pre-

scriptive manual reporting. 

‘‘§ 3552. Definitions 

‘‘In this subchapter: 

‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-

rate with the risk and magnitude of the 

harm resulting from the unauthorized access 

to or loss, misuse, destruction, or modifica-

tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 

meaning given the term in section 3502 of 

title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 

‘cybersecurity center’ means the Depart-

ment of Defense Cyber Crime Center, the In-

telligence Community Incident Response 

Center, the United States Cyber Command 

Joint Operations Center, the National Cyber 

Investigative Joint Task Force, the National 

Security Agency/Central Security Service 

Threat Operations Center, the National Cy-

bersecurity and Communications Integration 

Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The

term ‘cyber threat information’ means infor-

mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 

or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 

cyber threat; 

‘‘(C) malicious reconnaissance, including 

anomalous patterns of network activity that 

appear to be transmitted for the purpose of 

gathering technical information related to a 

cybersecurity threat; 

‘‘(D) a method of defeating a technical con-

trol;

‘‘(E) a method of defeating an operational 

control;

‘‘(F) network activity or protocols known 

to be associated with a malicious cyber actor 

or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-

gitimate access to an information system or 

information that is stored on, processed by, 

or transiting an information system to inad-

vertently enable the defeat of a technical or 

operational control; 

‘‘(H) any other attribute of a cybersecurity 

threat or cyber defense information that 

would foster situational awareness of the 

United States cybersecurity posture, if dis-

closure of such attribute or information is 

not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 

a cyber incident, including information 

exfiltrated when it is necessary in order to 

identify or describe a cybersecurity threat; 

or

‘‘(J) any combination of subparagraphs (A) 

through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 

the Director of the Office of Management 

and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The

term ‘environment of operation’ means the 

information system and environment in 

which those systems operate, including 

changing threats, vulnerabilities, tech-

nologies, and missions and business prac-

tices.

‘‘(7) FEDERAL INFORMATION SYSTEM.—The

term ‘Federal information system’ means an 

information system used or operated by an 

executive agency, by a contractor of an exec-

utive agency, or by another organization on 

behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 

an occurrence that— 

‘‘(A) actually or imminently jeopardizes 

the integrity, confidentiality, or availability 

of an information system or the information 

that system controls, processes, stores, or 

transmits; or 

‘‘(B) constitutes a violation of law or an 

imminent threat of violation of a law, a se-

curity policy, a security procedure, or an ac-

ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 

‘information resources’ has the meaning 

given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 

‘information security’ means protecting in-

formation and information systems from dis-

ruption or unauthorized access, use, disclo-

sure, modification, or destruction in order to 

provide—

‘‘(A) integrity, by guarding against im-

proper information modification or destruc-

tion, including by ensuring information non-

repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-

ized restrictions on access and disclosure, in-

cluding means for protecting personal pri-

vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 

reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-

formation system’ has the meaning given the 

term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 

‘information technology’ has the meaning 

given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The

term ‘malicious reconnaissance’ means a 

method for actively probing or passively 

monitoring an information system for the 

purpose of discerning technical 

vulnerabilities of the information system, if 

such method is associated with a known or 

suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.—

‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 

(including any telecommunications system) 

used or operated by an agency or by a con-

tractor of an agency, or other organization 

on behalf of an agency— 

‘‘(i) the function, operation, or use of 

which—

‘‘(I) involves intelligence activities; 

‘‘(II) involves cryptologic activities related 

to national security; 

‘‘(III) involves command and control of 

military forces; 

‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 

‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 

intelligence missions; or 

‘‘(ii) is protected at all times by procedures 

established for information that have been 

specifically authorized under criteria estab-

lished by an Executive Order or an Act of 

Congress to be kept classified in the interest 

of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 

does not include a system that is to be used 

for routine administrative and business ap-

plications (including payroll, finance, logis-

tics, and personnel management applica-

tions).

‘‘(15) OPERATIONAL CONTROL.—The term 

‘operational control’ means a security con-

trol for an information system that pri-

marily is implemented and executed by peo-

ple.

‘‘(16) PERSON.—The term ‘person’ has the 

meaning given the term in section 3502 of 

title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 

means the Secretary of Commerce unless 

otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-

rity control’ means the management, oper-

ational, and technical controls, including 

safeguards or countermeasures, prescribed 

for an information system to protect the 

confidentiality, integrity, and availability of 

the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The

term ‘significant cyber incident’ means a 

cyber incident resulting in, or an attempted 

cyber incident that, if successful, would have 

resulted in— 

‘‘(A) the exfiltration from a Federal infor-

mation system of data that is essential to 

the operation of the Federal information sys-

tem; or 

‘‘(B) an incident in which an operational or 

technical control essential to the security or 

operation of a Federal information system 

was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-

nical control’ means a hardware or software 

restriction on, or audit of, access or use of an 

information system or information that is 

stored on, processed by, or transiting an in-

formation system that is intended to ensure 

the confidentiality, integrity, or availability 

of that system. 

‘‘§ 3553. Federal information security author-
ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 

Security, shall— 

‘‘(1) issue compulsory and binding policies 

and directives governing agency information 

security operations, and require implemen-

tation of such policies and directives, includ-

ing—

‘‘(A) policies and directives consistent with 

the standards and guidelines promulgated 

under section 11331 of title 40 to identify and 

provide information security protections 

prioritized and commensurate with the risk 

and impact resulting from the unauthorized 

access, use, disclosure, disruption, modifica-

tion, or destruction of— 

‘‘(i) information collected or maintained 

by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 

by an agency or by a contractor of an agency 

or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 

for Federal Government to protect agency 

information systems and provide common 

situational awareness across all agency in-

formation systems; 

‘‘(C) reporting requirements, consistent 

with relevant law, regarding information se-

curity incidents and cyber threat informa-

tion;

‘‘(D) requirements for agencywide informa-

tion security programs; 

‘‘(E) performance requirements and 

metrics for the security of agency informa-

tion systems; 

‘‘(F) training requirements to ensure that 

agencies are able to fully and timely comply 
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with the policies and directives issued by the 

Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-

vacy, civil rights, and civil liberties, and in-

formation oversight for agency information 

security personnel; 

‘‘(H) requirements for the annual reports 

to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-

ations or information security requirements 

as determined by the Secretary in coordina-

tion with relevant agency heads; and 

‘‘(J) coordinating the development of 

standards and guidelines under section 20 of 

the National Institute of Standards and 

Technology Act (15 U.S.C. 278g–3) with agen-

cies and offices operating or exercising con-

trol of national security systems (including 

the National Security Agency) to assure, to 

the maximum extent feasible, that such 

standards and guidelines are complementary 

with standards and guidelines developed for 

national security systems; 

‘‘(2) review the agencywide information se-

curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 

each cybersecurity center, among other re-

sponsibilities—

‘‘(A) to receive reports and information 

about information security incidents, cyber 

threat information, and deterioration of se-

curity control affecting agency information 

systems; and 

‘‘(B) to act on or share the information 

under subparagraph (A) in accordance with 

this subchapter. 
‘‘(b) CONSIDERATIONS.—When issuing poli-

cies and directives under subsection (a), the 

Secretary shall consider any applicable 

standards or guidelines developed by the Na-

tional Institute of Standards and Technology 

under section 11331 of title 40. 
‘‘(c) LIMITATION OF AUTHORITY.—The au-

thorities of the Secretary under this section 

shall not apply to national security systems. 

Information security policies, directives, 

standards and guidelines for national secu-

rity systems shall be overseen as directed by 

the President and, in accordance with that 

direction, carried out under the authority of 

the heads of agencies that operate or exer-

cise authority over such national security 

systems.
‘‘(d) STATUTORY CONSTRUCTION.—Nothing

in this subchapter shall be construed to alter 

or amend any law regarding the authority of 

any head of an agency over such agency. 

‘‘§ 3554. Agency responsibilities 
‘‘(a) IN GENERAL.—The head of each agency 

shall—

‘‘(1) be responsible for— 

‘‘(A) complying with the policies and direc-

tives issued under section 3553; 

‘‘(B) providing information security pro-

tections commensurate with the risk result-

ing from unauthorized access, use, disclo-

sure, disruption, modification, or destruction 

of—

‘‘(i) information collected or maintained 

by the agency or by a contractor of an agen-

cy or other organization on behalf of an 

agency; and 

‘‘(ii) information systems used or operated 

by an agency or by a contractor of an agency 

or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 

this subchapter, including— 

‘‘(i) information security standards and 

guidelines promulgated under section 11331 

of title 40; 

‘‘(ii) for any national security systems op-

erated or controlled by that agency, infor-

mation security policies, directives, stand-

ards and guidelines issued as directed by the 

President; and 

‘‘(iii) for any non-national security sys-

tems operated or controlled by that agency, 

information security policies, directives, 

standards and guidelines issued under sec-

tion 3553; 

‘‘(D) ensuring that information security 

management processes are integrated with 

agency strategic and operational planning 

processes;

‘‘(E) reporting and sharing, for an agency 

operating or exercising control of a national 

security system, information about informa-

tion security incidents, cyber threat infor-

mation, and deterioration of security con-

trols to the individual or entity designated 

at each cybersecurity center and to other ap-

propriate entities consistent with policies 

and directives for national security systems 

issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-

cies operating or exercising control of non- 

national security systems, information 

about information security incidents, cyber 

threat information, and deterioration of se-

curity controls to the individual or entity 

designated at each cybersecurity center and 

to other appropriate entities consistent with 

policies and directives for non-national secu-

rity systems as prescribed under section 

3553(a), including information to assist the 

entity designated under section 3555(a) with 

the ongoing security analysis under section 

3555;

‘‘(2) ensure that each senior agency official 

provides information security for the infor-

mation and information systems that sup-

port the operations and assets under the sen-

ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 

could result from the unauthorized access, 

use, disclosure, disruption, modification, or 

destruction of such information or informa-

tion systems; 

‘‘(B) determining the level of information 

security appropriate to protect such infor-

mation and information systems in accord-

ance with policies and directives issued 

under section 3553(a), and standards and 

guidelines promulgated under section 11331 

of title 40 for information security classifica-

tions and related requirements; 

‘‘(C) implementing policies, procedures, 

and capabilities to reduce risks to an accept-

able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-

plementation of information security con-

trols and techniques; and 

‘‘(E) reporting information about informa-

tion security incidents, cyber threat infor-

mation, and deterioration of security con-

trols in a timely and adequate manner to the 

entity designated under section 3553(a)(3) in 

accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 

information technology systems critical to 

agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-

eral (or an independent entity selected in 

consultation with the Director and the Coun-

cil of Inspectors General on Integrity and Ef-

ficiency if the agency does not have an In-

spector General) to conduct the annual inde-

pendent evaluation required under section 

3556, and allow the agency Inspector General 

to contract with an independent entity to 

perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-

cer or equivalent (or to a senior agency offi-

cial who reports to the Chief Information Of-

ficer or equivalent)— 

‘‘(A) the authority and primary responsi-

bility to implement an agencywide informa-

tion security program; and 

‘‘(B) the authority to provide information 

security for the information collected and 

maintained by the agency (or by a con-

tractor, other agency, or other source on be-

half of the agency) and for the information 

systems that support the operations, assets, 

and mission of the agency (including any in-

formation system provided or managed by a 

contractor, other agency, or other source on 

behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-

ficial (who is responsible for a particular 

agency system or subsystem) the responsi-

bility to ensure and enforce compliance with 

all requirements of the agency’s agencywide 

information security program in coordina-

tion with the Chief Information Officer or 

equivalent (or the senior agency official who 

reports to the Chief Information Officer or 

equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-

sonnel who have obtained any necessary se-

curity clearances to permit them to assist 

the agency in complying with this sub-

chapter;

‘‘(8) ensure that the Chief Information Offi-

cer or equivalent (or the senior agency offi-

cial who reports to the Chief Information Of-

ficer or equivalent) under paragraph (5), in 

coordination with other senior agency offi-

cials, reports to the agency head on the ef-

fectiveness of the agencywide information 

security program, including the progress of 

any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-

cer or equivalent (or the senior agency offi-

cial who reports to the Chief Information Of-

ficer or equivalent) under paragraph (5) has 

the necessary qualifications to administer 

the functions described in this subchapter 

and has information security duties as a pri-

mary duty of that official. 
‘‘(b) CHIEF INFORMATION OFFICERS.—Each

Chief Information Officer or equivalent (or 

the senior agency official who reports to the 

Chief Information Officer or equivalent) 

under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 

security operations capability that on a con-

tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 

and responds to information security inci-

dents that impair adequate security of the 

agency’s information or information system 

in a timely manner and in accordance with 

the policies and directives under section 3553; 

and

‘‘(B) reports any information security inci-

dent under subparagraph (A) to the entity 

designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 

agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-

mation security policies, procedures, and 

control techniques to address applicable re-

quirements, including requirements under 

section 3553 of this title and section 11331 of 

title 40; and 

‘‘(4) train and oversee the agency personnel 

who have significant responsibility for infor-

mation security with respect to that respon-

sibility.
‘‘(c) AGENCYWIDE INFORMATION SECURITY

PROGRAMS.—

‘‘(1) IN GENERAL.—Each agencywide infor-

mation security program under subsection 

(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 

including technical assessments and others 

related to the acquisition process; 

‘‘(B) security testing commensurate with 

risk and impact; 

‘‘(C) mitigation of deterioration of security 

controls commensurate with risk and im-

pact;

‘‘(D) risk-based continuous monitoring and 

threat assessment of the operational status 
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and security of agency information systems 

to enable evaluation of the effectiveness of 

and compliance with information security 

policies, procedures, and practices, including 

a relevant and appropriate selection of secu-

rity controls of information systems identi-

fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-

pabilities in order to detect, mitigate, re-

port, and respond to information security in-

cidents, cyber threat information, and dete-

rioration of security controls in a manner 

that is consistent with the policies and di-

rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 

information security incidents; 

‘‘(ii) notifying and consulting with the en-

tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-

propriate—

‘‘(I) law enforcement and the relevant Of-

fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 

law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-

tion is taken to address any deficiencies in 

the information security policies, proce-

dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 

continuity of operations for information sys-

tems that support the operations and assets 

of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each

agencywide information security program 

under subsection (b)(2) shall include the de-

velopment and maintenance of a risk man-

agement strategy for information security. 

The risk management strategy shall in-

clude—

‘‘(A) consideration of information security 

incidents, cyber threat information, and de-

terioration of security controls; and 

‘‘(B) consideration of the consequences 

that could result from the unauthorized ac-

cess, use, disclosure, disruption, modifica-

tion, or destruction of information and infor-

mation systems that support the operations 

and assets of the agency, including any in-

formation system provided or managed by a 

contractor, other agency, or other source on 

behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-

cywide information security program under 

subsection (b)(2) shall include policies and 

procedures that— 

‘‘(A) are based on the risk management 

strategy under paragraph (2); 

‘‘(B) reduce information security risks to 

an acceptable level in a cost-effective man-

ner;

‘‘(C) ensure that cost-effective and ade-

quate information security is addressed as 

part of the acquisition and ongoing manage-

ment of each agency information system; 

and

‘‘(D) ensure compliance with— 

‘‘(i) this subchapter; and 

‘‘(ii) any other applicable requirements. 

‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 

subsection (b)(2) shall include information 

security, privacy, civil rights, civil liberties, 

and information oversight training that 

meets any applicable requirements under 

section 3553. The training shall inform each 

information security personnel that has ac-

cess to agency information systems (includ-

ing contractors and other users of informa-

tion systems that support the operations and 

assets of the agency) of— 

‘‘(A) the information security risks associ-

ated with the information security person-

nel’s activities; and 

‘‘(B) the individual’s responsibility to com-

ply with the agency policies and procedures 

that reduce the risks under subparagraph 

(A).
‘‘(d) ANNUAL REPORT.—Each agency shall 

submit a report annually to the Secretary of 

Homeland Security on its agencywide infor-

mation security program and information 

systems.

‘‘§ 3555. Multiagency ongoing threat assess-
ment
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-

nation with the Secretary of Homeland Secu-

rity, shall designate an entity to implement 

ongoing security analysis concerning agency 

information systems— 

‘‘(1) based on cyber threat information; 

‘‘(2) based on agency information system 

and environment of operation changes, in-

cluding—

‘‘(A) an ongoing evaluation of the informa-

tion system security controls; and 

‘‘(B) the security state, risk level, and en-

vironment of operation of an agency infor-

mation system, including— 

‘‘(i) a change in risk level due to a new 

cyber threat; 

‘‘(ii) a change resulting from a new tech-

nology;

‘‘(iii) a change resulting from the agency’s 

mission; and 

‘‘(iv) a change resulting from the business 

practice; and 

‘‘(3) using automated processes to the max-

imum extent possible— 

‘‘(A) to increase information system secu-

rity;

‘‘(B) to reduce paper-based reporting re-

quirements; and 

‘‘(C) to maintain timely and actionable 

knowledge of the state of the information 

system security. 
‘‘(b) STANDARDS.—The National Institute 

of Standards and Technology may promul-

gate standards, in coordination with the Sec-

retary of Homeland Security, to assist an 

agency with its duties under this section. 
‘‘(c) COMPLIANCE.—The head of each appro-

priate department and agency shall be re-

sponsible for ensuring compliance and imple-

menting necessary procedures to comply 

with this section. The head of each appro-

priate department and agency, in consulta-

tion with the Director of the Office of Man-

agement and Budget and the Secretary of 

Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-

tion;

‘‘(2) develop a timeline and implement for 

the department or agency— 

‘‘(A) adoption of any technology, system, 

or method that facilitates continuous moni-

toring and threat assessments of an agency 

information system; 

‘‘(B) adoption or updating of any tech-

nology, system, or method that prevents, de-

tects, or remediates a significant cyber inci-

dent to a Federal information system of the 

department or agency that has impeded, or 

is reasonably likely to impede, the perform-

ance of a critical mission of the department 

or agency; and 

‘‘(C) adoption of any technology, system, 

or method that satisfies a requirement under 

this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-

thorities of the Director of the Office of Man-

agement and Budget and of the Secretary of 

Homeland Security under this section shall 

not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 

after the date of enactment of the Strength-

ening and Enhancing Cybersecurity by Using 

Research, Education, Information, and Tech-

nology Act of 2012, the Government Account-

ability Office shall issue a report evaluating 

each agency’s status toward implementing 

this section. 

‘‘§ 3556. Independent evaluations 
‘‘(a) IN GENERAL.—The Council of the In-

spectors General on Integrity and Efficiency, 

in consultation with the Director and the 

Secretary of Homeland Security, the Sec-

retary of Commerce, and the Secretary of 

Defense, shall issue and maintain criteria for 

the timely, cost-effective, risk-based, and 

independent evaluation of each agencywide 

information security program (and prac-

tices) to determine the effectiveness of the 

agencywide information security program 

(and practices). The criteria shall include 

measures to assess any conflicts of interest 

in the performance of the evaluation and 

whether the agencywide information secu-

rity program includes appropriate safeguards 

against disclosure of information where such 

disclosure may adversely affect information 

security.
‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.—

Each agency shall perform an annual inde-

pendent evaluation of its agencywide infor-

mation security program (and practices) in 

accordance with the criteria under sub-

section (a). 
‘‘(c) DISTRIBUTION OF REPORTS.—Not later 

than 30 days after receiving an independent 

evaluation under subsection (b), each agency 

head shall transmit a copy of the inde-

pendent evaluation to the Secretary of 

Homeland Security, the Secretary of Com-

merce, and the Secretary of Defense. 
‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-

uations involving national security systems 

shall be conducted as directed by President. 

‘‘§ 3557. National security systems. 
‘‘The head of each agency operating or ex-

ercising control of a national security sys-

tem shall be responsible for ensuring that 

the agency— 

‘‘(1) provides information security protec-

tions commensurate with the risk and mag-

nitude of the harm resulting from the unau-

thorized access, use, disclosure, disruption, 

modification, or destruction of the informa-

tion contained in such system; and 

‘‘(2) implements information security poli-

cies and practices as required by standards 

and guidelines for national security systems, 

issued in accordance with law and as di-

rected by the President.’’. 
(b) SAVINGS PROVISIONS.—

(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 

Director before the date of enactment of this 

Act under section 3543(a)(1) of title 44, United 

States Code (as in effect on the day before 

the date of enactment of this Act), shall con-

tinue in effect, according to its terms, until 

modified, terminated, superseded, or re-

pealed pursuant to section 3553(a)(1) of title 

44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards

and guidelines issued by the Secretary of 

Commerce or by the Director before the date 

of enactment of this Act under section 

11331(a)(1) of title 40, United States Code, (as 

in effect on the day before the date of enact-

ment of this Act) shall continue in effect, ac-

cording to their terms, until modified, ter-

minated, superseded, or repealed pursuant to 

section 11331(a)(1) of title 40, United States 

Code, as amended by this Act. 
(c) TECHNICAL AND CONFORMING AMEND-

MENTS.—

(1) CHAPTER ANALYSIS.—The chapter anal-

ysis for chapter 35 of title 44, United States 

Code, is amended— 

(A) by striking the items relating to sec-

tions 3531 through 3538; 
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(B) by striking the items relating to sec-

tions 3541 through 3549; and 

(C) by inserting the following: 

‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment.
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.—

(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 

amended by striking ‘‘section 3532(3)’’ and in-

serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 

States Code, is amended by striking ‘‘section 

3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 

States Code, is amended, by striking ‘‘sec-

tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 

Code, is amended by striking ‘‘section 

3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 

Standards and Technology Act (15 U.S.C. 

278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 

3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-

tor of the Office of Management and Budget’’ 

and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-

rector of the Office of Management and 

Budget’’ and inserting ‘‘Secretary of Com-

merce’’;

(iv) in subsection (d)(8) by striking ‘‘Direc-

tor of the Office of Management and Budget’’ 

and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-

mitted to the Director’’ and inserting ‘‘sub-

mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-

tion 3532(1) of such title’’ and inserting ‘‘sec-

tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-

tion 3532(b)(2) of such title’’ and inserting 

‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 

Research and Development Act (15 U.S.C. 

7406(d)(1)) is amended by striking ‘‘section 

3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 

SEC. 202. MANAGEMENT OF INFORMATION TECH-
NOLOGY.

(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 

follows:

‘‘§ 11331. Responsibilities for Federal informa-
tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.—

‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 

of Commerce shall prescribe standards and 

guidelines pertaining to Federal information 

systems—

‘‘(A) in consultation with the Secretary of 

Homeland Security; and 

‘‘(B) on the basis of standards and guide-

lines developed by the National Institute of 

Standards and Technology under paragraphs 

(2) and (3) of section 20(a) of the National In-

stitute of Standards and Technology Act (15 

U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-

ards and guidelines for national security sys-

tems shall be developed, prescribed, en-

forced, and overseen as otherwise authorized 

by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-

LINES.—

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-

ARDS AND GUIDELINES.—The Secretary of 

Commerce shall make standards and guide-

lines under subsection (a)(1) compulsory and 

binding to the extent determined necessary 

by the Secretary of Commerce to improve 

the efficiency of operation or security of 

Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND

GUIDELINES.—

‘‘(A) IN GENERAL.—Standards and guide-

lines under subsection (a)(1) shall include in-

formation security standards that— 

‘‘(i) provide minimum information security 

requirements as determined under section 

20(b) of the National Institute of Standards 

and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 

the security of Federal information and in-

formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-

rity standards under subparagraph (A) shall 

be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 

fiscal and policy consistency, the Secretary 

of Commerce shall exercise the authority 

conferred by this section subject to direction 

by the President and in coordination with 

the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT

STANDARDS AND GUIDELINES.—The head of an 

executive agency may employ standards for 

the cost-effective information security for 

information systems within or under the su-

pervision of that agency that are more strin-

gent than the standards and guidelines the 

Secretary of Commerce prescribes under this 

section if the more stringent standards and 

guidelines—

‘‘(1) contain at least the applicable stand-

ards and guidelines made compulsory and 

binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-

cies, directives, and implementation memo-

randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-

ARDS AND GUIDELINES.—The decision by the 

Secretary of Commerce regarding the pro-

mulgation of any standard or guideline 

under this section shall occur not later than 

6 months after the date of submission of the 

proposed standard to the Secretary of Com-

merce by the National Institute of Standards 

and Technology under section 20 of the Na-

tional Institute of Standards and Technology 

Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 

the Secretary of Commerce to significantly 

modify, or not promulgate, a proposed stand-

ard submitted to the Secretary by the Na-

tional Institute of Standards and Technology 

under section 20 of the National Institute of 

Standards and Technology Act (15 U.S.C. 

278g–3) shall be made after the public is given 

an opportunity to comment on the Sec-

retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 

‘‘(1) FEDERAL INFORMATION SYSTEM.—The

term ‘Federal information system’ has the 

meaning given the term in section 3552 of 

title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-

formation security’ has the meaning given 

the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 

‘national security system’ has the meaning 

given the term in section 3552 of title 44.’’. 

SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 

out the provisions of this title with existing 

facilities and funds otherwise available, 

through such means as the head of the agen-

cy considers appropriate. 

SEC. 204. TECHNICAL AND CONFORMING AMEND-
MENTS.

Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 

278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 

Director of the Office of Management and 

Budget’’ and inserting ‘‘, the Secretary of 

Commerce, and the Secretary of Homeland 

Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 

Secretary of Homeland Security,’’ after ‘‘the 

Secretary of Commerce’’. 

SEC. 205. CLARIFICATION OF AUTHORITIES. 
Nothing in this title shall be construed to 

convey any new regulatory authority to any 

government entity implementing or com-

plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS.

Section 1030(c) of title 18, United States 

Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 

subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 

for not more than 20 years, or both, in the 

case of an offense under subsection (a)(1) of 

this section; 

‘‘(2)(A) except as provided in subparagraph 

(B), a fine under this title or imprisonment 

for not more than 3 years, or both, in the 

case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-

ment for not more than ten years, or both, in 

the case of an offense under subsection (a)(2) 

of this section, if— 

‘‘(i) the offense was committed for pur-

poses of commercial advantage or private fi-

nancial gain; 

‘‘(ii) the offense was committed in the fur-

therance of any criminal or tortious act in 

violation of the Constitution or laws of the 

United States, or of any State; or 

‘‘(iii) the value of the information ob-

tained, or that would have been obtained if 

the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 

for not more than 10 years, or both, in the 

case of an offense under subsection (a)(3) of 

this section; 

‘‘(4) a fine under this title or imprisonment 

of not more than 20 years, or both, in the 

case of an offense under subsection (a)(4) of 

this section; 

‘‘(5)(A) except as provided in subparagraph 

(C), a fine under this title, imprisonment for 

not more than 20 years, or both, in the case 

of an offense under subsection (a)(5)(A) of 

this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 

year period (and, for purposes of an inves-

tigation, prosecution, or other proceeding 

brought by the United States only, loss re-

sulting from a related course of conduct af-

fecting 1 or more other protected computers) 

aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 

potential modification or impairment, of the 

medical examination, diagnosis, treatment, 

or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 

‘‘(iv) a threat to public health or safety; 

‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 

States Government in furtherance of the ad-

ministration of justice, national defense, or 

national security; or 

‘‘(vi) damage affecting 10 or more pro-

tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 

for not more than 20 years, or both, in the 

case of an offense under subsection (a)(5)(B), 
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if the offense caused a harm provided in 

clause (i) through (vi) of subparagraph (A) of 

this subsection; 

‘‘(C) if the offender attempts to cause or 

knowingly or recklessly causes death from 

conduct in violation of subsection (a)(5)(A), a 

fine under this title, imprisonment for any 

term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 

for not more than 10 years, or both, for any 

other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-

ment for not more than 10 years, or both, in 

the case of an offense under subsection (a)(6) 

of this section; or 

‘‘(F) a fine under this title or imprison-

ment for not more than 10 years, or both, in 

the case of an offense under subsection (a)(7) 

of this section.’’. 

SEC. 302. TRAFFICKING IN PASSWORDS. 
Section 1030(a)(6) of title 18, United States 

Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 

traffics (as defined in section 1029) in any 

password or similar information or means of 

access through which a protected computer 

(as defined in subparagraphs (A) and (B) of 

subsection (e)(2)) may be accessed without 

authorization.’’.

SEC. 303. CONSPIRACY AND ATTEMPTED COM-
PUTER FRAUD OFFENSES. 

Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 

completed offense’’ after ‘‘punished as pro-

vided’’.

SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 
FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 

is amended by striking subsections (i) and (j) 

and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.—

‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 

section, or convicted of conspiracy to violate 

this section, shall order, in addition to any 

other sentence imposed and irrespective of 

any provision of State law, that such person 

forfeit to the United States— 

‘‘(A) such persons interest in any property, 

real or personal, that was used, or intended 

to be used, to commit or facilitate the com-

mission of such violation; and 

‘‘(B) any property, real or personal, consti-

tuting or derived from any gross proceeds, or 

any property traceable to such property, 

that such person obtained, directly or indi-

rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 

under this subsection, including any seizure 

and disposition of the property, and any re-

lated judicial or administrative proceeding, 

shall be governed by the provisions of sec-

tion 413 of the Comprehensive Drug Abuse 

Prevention and Control Act of 1970 (21 U.S.C. 

853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.—

‘‘(1) The following shall be subject to for-

feiture to the United States and no property 

right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 

was used, or intended to be used, to commit 

or facilitate the commission of any violation 

of this section, or a conspiracy to violate 

this section. 

‘‘(B) Any property, real or personal, consti-

tuting or derived from any gross proceeds ob-

tained directly or indirectly, or any property 

traceable to such property, as a result of the 

commission of any violation of this section, 

or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 

subsection shall be governed by the provi-

sions in chapter 46 relating to civil forfeit-

ures, except that such duties as are imposed 

on the Secretary of the Treasury under the 

customs laws described in section 981(d) shall 

be performed by such officers, agents and 

other persons as may be designated for that 

purpose by the Secretary of Homeland Secu-

rity or the Attorney General.’’. 

SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-
TURE COMPUTERS. 

(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 

after section 1030 the following: 

‘‘§ 1030A. Aggravated damage to a critical in-
frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 

‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 

‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 

controls systems or assets vital to national 

defense, national security, national eco-

nomic security, public health or safety, or 

any combination of those matters, whether 

publicly or privately owned or operated, in-

cluding—

‘‘(A) oil and gas production, storage, con-

version, and delivery systems; 

‘‘(B) water supply systems; 

‘‘(C) telecommunication networks; 

‘‘(D) electrical power generation and deliv-

ery systems; 

‘‘(E) finance and banking systems; 

‘‘(F) emergency services; 

‘‘(G) transportation systems and services; 

and

‘‘(H) government operations that provide 

essential services to the public; and 

‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-

tion 1030, to knowingly cause or attempt to 

cause damage to a critical infrastructure 

computer if the damage results in (or, in the 

case of an attempt, if completed, would have 

resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-

structure computer; or 

‘‘(2) of the critical infrastructure associ-

ated with the computer. 
‘‘(c) PENALTY.—Any person who violates 

subsection (b) shall be— 

‘‘(1) fined under this title; 

‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 

‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 

‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 

section;

‘‘(2) except as provided in paragraph (4), no 

term of imprisonment imposed on a person 

under this section shall run concurrently 

with any other term of imprisonment, in-

cluding any term of imprisonment imposed 

on the person under any other provision of 

law, including any term of imprisonment im-

posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-

ment to be imposed for a felony violation of 

section 1030, a court shall not in any way re-

duce the term to be imposed for such crime 

so as to compensate for, or otherwise take 

into account, any separate term of imprison-

ment imposed or to be imposed for a viola-

tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 

person for a violation of this section may, in 

the discretion of the court, run concurrently, 

in whole or in part, only with another term 

of imprisonment that is imposed by the 

court at the same time on that person for an 

additional violation of this section, provided 

that such discretion shall be exercised in ac-

cordance with any applicable guidelines and 

policy statements issued by the United 

States Sentencing Commission pursuant to 

section 994 of title 28.’’. 
(b) TECHNICAL AND CONFORMING AMEND-

MENT.—The chapter analysis for chapter 47 of 

title 18, United States Code, is amended by 

inserting after the item relating to section 

1030 the following: 

‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 

SEC. 306. LIMITATION ON ACTIONS INVOLVING 
UNAUTHORIZED USE. 

Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-

serting ‘‘alter, but does not include access in 

violation of a contractual obligation or 

agreement, such as an acceptable use policy 

or terms of service agreement, with an Inter-

net service provider, Internet website, or 

non-government employer, if such violation 

constitutes the sole basis for determining 

that access to a protected computer is unau-

thorized;’’.

SEC. 307. NO NEW FUNDING. 
An applicable Federal agency shall carry 

out the provisions of this title with existing 

facilities and funds otherwise available, 

through such means as the head of the agen-

cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION.

(a) GOALS AND PRIORITIES.—Section 101 of 

the High-Performance Computing Act of 1991 

(15 U.S.C. 5511) is amended by adding at the 

end the following: 
‘‘(d) GOALS AND PRIORITIES.—The goals and 

priorities for Federal high-performance com-

puting research, development, networking, 

and other activities under subsection 

(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-

nisms for interdisciplinary research and de-

velopment in networking and information 

technology, including— 

‘‘(A) through collaborations across agen-

cies;

‘‘(B) through collaborations across Pro-

gram Component Areas; 

‘‘(C) through collaborations with industry; 

‘‘(D) through collaborations with institu-

tions of higher education; 

‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 

Stevenson-Wydler Technology Innovation 

Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-

national organizations; 

‘‘(2) addressing national, multi-agency, 

multi-faceted challenges of national impor-

tance; and 

‘‘(3) fostering the transfer of research and 

development results into new technologies 

and applications for the benefit of society.’’. 
(b) DEVELOPMENT OF STRATEGIC PLAN.—

Section 101 of the High-Performance Com-

puting Act of 1991 (15 U.S.C. 5511) is amended 

by adding at the end the following: 
‘‘(e) STRATEGIC PLAN.—

‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-

ening and Enhancing Cybersecurity by Using 

Research, Education, Information, and Tech-

nology Act of 2012, the agencies under sub-

section (a)(3)(B), working through the Na-

tional Science and Technology Council and 

with the assistance of the Office of Science 

and Technology Policy shall develop a 5-year 

strategic plan to guide the activities under 

subsection (a)(1). 
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‘‘(2) CONTENTS.—The strategic plan shall 

specify—

‘‘(A) the near-term objectives for the Pro-

gram;

‘‘(B) the long-term objectives for the Pro-

gram;

‘‘(C) the anticipated time frame for achiev-

ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 

any progress made toward achieving the 

near-term objectives and the long-term ob-

jectives; and 

‘‘(E) how the Program will achieve the 

goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.—

‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 

update an implementation roadmap for the 

strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 

the implementation roadmap shall be coordi-

nated with the database under section 102(c) 

and the annual report under section 101(a)(3). 

The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 

in carrying out or sponsoring research and 

development to meet the research objectives 

of the strategic plan, including a description 

of how progress toward the research objec-

tives will be evaluated, with consideration of 

any relevant recommendations of the advi-

sory committee; 

‘‘(ii) specify the funding allocated to each 

major research objective of the strategic 

plan and the source of funding by agency for 

the current fiscal year; and 

‘‘(iii) estimate the funding required for 

each major research objective of the stra-

tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 

under subsection (a)(3)(B) shall take into 

consideration when developing the strategic 

plan under paragraph (1) the recommenda-

tions of— 

‘‘(A) the advisory committee under sub-

section (b); and 

‘‘(B) the stakeholders under section 

102(a)(3).

‘‘(5) REPORT TO CONGRESS.—The Director of 

the Office of Science and Technology Policy 

shall transmit the strategic plan under this 

subsection, including the implementation 

roadmap and any updates under paragraph 

(3), to— 

‘‘(A) the advisory committee under sub-

section (b); 

‘‘(B) the Committee on Commerce, 

Science, and Transportation of the Senate; 

and

‘‘(C) the Committee on Science and Tech-

nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 

High-Performance Computing Act of 1991 (15 

U.S.C. 5511) is amended by adding at the end 

the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 

under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 

funding levels of the Program Component 

Areas and restructure the Program when 

warranted, taking into consideration any 

relevant recommendations of the advisory 

committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-

tional, multi-agency, multi-faceted research 

and development activities, including activi-

ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-

TOR.—Section 101(a)(2) of the High-Perform-

ance Computing Act of 1991 (15 U.S.C. 

5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 

(F) as subparagraphs (G) and (H), respec-

tively; and 

(2) by inserting after subparagraph (D) the 

following:

‘‘(E) encourage and monitor the efforts of 

the agencies participating in the Program to 

allocate the level of resources and manage-

ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 

subsection (e) is developed and executed ef-

fectively; and 

‘‘(ii) to ensure that the objectives of the 

Program are met; 

‘‘(F) working with the Office of Manage-

ment and Budget and in coordination with 

the creation of the database under section 

102(c), direct the Office of Science and Tech-

nology Policy and the agencies participating 

in the Program to establish a mechanism 

(consistent with existing law) to track all 

ongoing and completed research and develop-

ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 

the High-Performance Computing Act of 1991 

(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 

(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 

committee shall meet the qualifications of 

committee members and may be members of 

the Presidents Council of Advisors on 

Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-

paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 

follows:

‘‘(2) In addition to the duties under para-

graph (1), the advisory committee shall con-

duct periodic evaluations of the funding, 

management, coordination, implementation, 

and activities of the Program. The advisory 

committee shall report its findings and rec-

ommendations not less frequently than once 

every 3 fiscal years to the Committee on 

Commerce, Science, and Transportation of 

the Senate and the Committee on Science 

and Technology of the House of Representa-

tives. The report shall be submitted in con-

junction with the update of the strategic 

plan.’’.

(f) REPORT.—Section 101(a)(3) of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 

(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 

fiscal year,’’; and 

(B) by striking ‘‘each Program Component 

Area’’ and inserting ‘‘each Program Compo-

nent Area and each research area supported 

in accordance with section 104’’; 

(2) in subparagraph (D)— 

(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-

nent Area and each research area supported 

in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 

fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 

(3) by redesignating subparagraph (E) as 

subparagraph (G); and 

(4) by inserting after subparagraph (D) the 

following:

‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 

the objectives for activities that involve 

multiple Program Component Areas, relate 

to the objectives of the Program identified 

in the strategic plan under subsection (e); 

‘‘(F) include— 

‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-

icy to perform the functions under sub-

sections (a) and (c) of section 102 for the next 

fiscal year by category of activity; 

‘‘(ii) a description of the funding required 

by the Office of Science and Technology Pol-

icy to perform the functions under sub-

sections (a) and (c) of section 102 for the cur-

rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 

the Office of Science and Technology Policy 

for the current fiscal year by each agency 

participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 

as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-

graph (6); 

(3) by redesignating paragraphs (6) and (7) 

as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-

designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-

ical or engineered systems whose networking 

and information technology functions and 

physical elements are deeply integrated and 

are actively connected to the physical world 

through sensors, actuators, or other means 

to perform monitoring and control func-

tions;’’;

(5) in paragraph (3), as redesignated, by 

striking ‘‘high-performance computing’’ and 

inserting ‘‘networking and information tech-

nology’’;

(6) in paragraph (6), as redesignated— 

(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-

formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-

serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 

referred to as’’ and all that follows through 

the semicolon and inserting ‘‘network, in-

cluding advanced computer networks of Fed-

eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 

striking ‘‘National High-Performance Com-

puting Program’’ and inserting ‘‘networking 

and information technology research and de-

velopment program’’. 

SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-
PORTANCE.

(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 

Computing Act of 1991 (15 U.S.C. 5511 et seq.) 

is amended by adding at the end the fol-

lowing:

‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-
PORTANCE.

‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 

support, maintain, and improve national, 

multi-agency, multi-faceted, research and 

development activities in networking and in-

formation technology directed toward appli-

cation areas that have the potential for sig-

nificant contributions to national economic 

competitiveness and for other significant so-

cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 

under subsection (a) shall be designed to ad-

vance the development of research discov-

eries by demonstrating technical solutions 

to important problems in areas including— 

‘‘(1) cybersecurity; 

‘‘(2) health care; 

‘‘(3) energy management and low-power 

systems and devices; 

‘‘(4) transportation, including surface and 

air transportation; 

‘‘(5) cyber-physical systems; 

‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 

‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 

‘‘(8) supply chain quality and security; and 
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‘‘(9) privacy protection and protected dis-

closure of confidential data. 

‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 

recommendations to the Program for can-

didate research and development areas for 

support under this section. 

‘‘(d) CHARACTERISTICS.—

‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 

‘‘(A) shall include projects selected on the 

basis of applications for support through a 

competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 

investments through collaboration with re-

lated State initiatives; 

‘‘(C) shall include a plan for fostering the 

transfer of research discoveries and the re-

sults of technology demonstration activities, 

including from institutions of higher edu-

cation and Federal laboratories, to industry 

for commercial development; 

‘‘(D) shall involve collaborations among re-

searchers in institutions of higher education 

and industry; and 

‘‘(E) may involve collaborations among 

nonprofit research institutions and Federal 

laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-

tions for support, the agencies under section 

101(a)(3)(B) shall give special consideration 

to projects that include cost sharing from 

non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-

TERS.—Research and development activities 

under this section shall be supported 

through multidisciplinary research centers, 

including Federal laboratories, that are or-

ganized to investigate basic research ques-

tions and carry out technology demonstra-

tion activities in areas described in sub-

section (a). Research may be carried out 

through existing multidisciplinary centers, 

including those authorized under section 

7024(b)(2) of the America COMPETES Act (42 

U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section

101(a)(1) of the High-Performance Computing 

Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 

after the semicolon; 

(2) in subparagraph (I), by striking the pe-

riod at the end and inserting a semicolon; 

and

(3) by adding at the end the following: 

‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 

systems and improve the methods available 

for the design, development, and operation of 

cyber-physical systems that are character-

ized by high reliability, safety, and security; 

and

‘‘(K) provide for research and development 

on human-computer interactions, visualiza-

tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-

formance Computing Act of 1991 (15 U.S.C. 

5511 et seq.), as amended by section 402(a) of 

this Act, is amended by adding at the end 

the following: 

‘‘SEC. 105. TASK FORCE. 
‘‘(a) ESTABLISHMENT.—Not later than 180 

days after the date of enactment the 

Strengthening and Enhancing Cybersecurity 

by Using Research, Education, Information, 

and Technology Act of 2012, the Director of 

the Office of Science and Technology Policy 

under section 102 shall convene a task force 

to explore mechanisms for carrying out col-

laborative research and development activi-

ties for cyber-physical systems (including 

the related technologies required to enable 

these systems) through a consortium or 

other appropriate entity with participants 

from institutions of higher education, Fed-

eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 

‘‘(1) develop options for a collaborative 

model and an organizational structure for 

such entity under which the joint research 

and development activities could be planned, 

managed, and conducted effectively, includ-

ing mechanisms for the allocation of re-

sources among the participants in such enti-

ty for support of such activities; 

‘‘(2) propose a process for developing a re-

search and development agenda for such en-

tity, including guidelines to ensure an appro-

priate scope of work focused on nationally 

significant challenges and requiring collabo-

ration and to ensure the development of re-

lated scientific and technological mile-

stones;

‘‘(3) define the roles and responsibilities for 

the participants from institutions of higher 

education, Federal laboratories, and indus-

try in such entity; 

‘‘(4) propose guidelines for assigning intel-

lectual property rights and for transferring 

research results to the private sector; and 

‘‘(5) make recommendations for how such 

entity could be funded from Federal, State, 

and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 

force under subsection (a), the Director of 

the Office of Science and Technology Policy 

shall appoint an equal number of individuals 

from institutions of higher education and 

from industry with knowledge and expertise 

in cyber-physical systems, and may appoint 

not more than 2 individuals from Federal 

laboratories.

‘‘(d) REPORT.—Not later than 1 year after 

the date of enactment of the Strengthening 

and Enhancing Cybersecurity by Using Re-

search, Education, Information, and Tech-

nology Act of 2012, the Director of the Office 

of Science and Technology Policy shall 

transmit to the Committee on Commerce, 

Science, and Transportation of the Senate 

and the Committee on Science and Tech-

nology of the House of Representatives a re-

port describing the findings and rec-

ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 

terminate upon transmittal of the report re-

quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-

bers of the task force shall serve without 

compensation.’’.

SEC. 403. PROGRAM IMPROVEMENTS. 
Section 102 of the High-Performance Com-

puting Act of 1991 (15 U.S.C. 5512) is amended 

to read as follows: 

‘‘SEC. 102. PROGRAM IMPROVEMENTS. 
‘‘(a) FUNCTIONS.—The Director of the Office 

of Science and Technology Policy shall con-

tinue—

‘‘(1) to provide technical and administra-

tive support to— 

‘‘(A) the agencies participating in planning 

and implementing the Program, including 

support needed to develop the strategic plan 

under section 101(e); and 

‘‘(B) the advisory committee under section 

101(b);

‘‘(2) to serve as the primary point of con-

tact on Federal networking and information 

technology activities for government agen-

cies, academia, industry, professional soci-

eties, State computing and networking tech-

nology programs, interested citizen groups, 

and others to exchange technical and pro-

grammatic information; 

‘‘(3) to solicit input and recommendations 

from a wide range of stakeholders during the 

development of each strategic plan under 

section 101(e) by convening at least 1 work-

shop with invitees from academia, industry, 

Federal laboratories, and other relevant or-

ganizations and institutions; 

‘‘(4) to conduct public outreach, including 

the dissemination of the advisory commit-

tee’s findings and recommendations, as ap-

propriate;

‘‘(5) to promote access to and early appli-

cation of the technologies, innovations, and 

expertise derived from Program activities to 

agency missions and systems across the Fed-

eral Government and to United States indus-

try;

‘‘(6) to ensure accurate and detailed budget 

reporting of networking and information 

technology research and development invest-

ment; and 

‘‘(7) to encourage agencies participating in 

the Program to use existing programs and 

resources to strengthen networking and in-

formation technology education and train-

ing, and increase participation in such fields, 

including by women and underrepresented 

minorities.

‘‘(b) SOURCE OF FUNDING.—

‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 

each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 

total budget of the Office of Science and 

Technology Policy that is provided by each 

agency participating in the Program for each 

fiscal year shall be in the same proportion as 

each agency’s share of the total budget for 

the Program for the previous fiscal year, as 

specified in the database under section 

102(c).

‘‘(c) DATABASE.—

‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 

develop and maintain a database of projects 

funded by each agency for the fiscal year for 

each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 

the Office of Science and Technology Policy 

shall make the database accessible to the 

public.

‘‘(3) DATABASE CONTENTS.—The database 

shall include, for each project in the data-

base—

‘‘(A) a description of the project; 

‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 

international institution involved in the 

project;

‘‘(C) the source funding of the project (set 

forth by agency); 

‘‘(D) the funding history of the project; and 

‘‘(E) whether the project has been com-

pleted.’’.

SEC. 404. IMPROVING EDUCATION OF NET-
WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 

Computing Act of 1991 (15 U.S.C. 5521(a)) is 

amended—

(1) by redesignating paragraphs (2) through 

(4) as paragraphs (3) through (5), respec-

tively; and 

(2) by inserting after paragraph (1) the fol-

lowing:

‘‘(2) the National Science Foundation shall 

use its existing programs, in collaboration 

with other agencies, as appropriate, to im-

prove the teaching and learning of net-

working and information technology at all 

levels of education and to increase participa-

tion in networking and information tech-

nology fields;’’. 
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SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-

formance Computing Act of 1991 (15 U.S.C. 

5502) is amended— 

(1) in the matter preceding paragraph (1), 

by striking ‘‘high-performance computing’’ 

and inserting ‘‘networking and information 

technology’’;

(2) in paragraph (1)— 

(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-

formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 

striking ‘‘high-performance computing’’ 

each place it appears and inserting ‘‘net-

working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 

performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 

(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 

information technology, and’’; and 

(B) by striking ‘‘high-performance com-

puting network’’ and inserting ‘‘networking 

and information technology’’. 

(b) TITLE HEADING.—The heading of title I 

of the High-Performance Computing Act of 

1991 (105 Stat. 1595) is amended by striking 

‘‘HIGH-PERFORMANCE COMPUTING’’ and 

inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’.

(c) SECTION 101.—Section 101 of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5511) is amended— 

(1) in the section heading, by striking 

‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-

ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’;

(2) in subsection (a)— 

(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’

and inserting ‘‘NETWORKING AND INFORMATION

TECHNOLOGY RESEARCH AND DEVELOPMENT’’;

(B) in paragraph (1)— 

(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 

‘‘networking and information technology re-

search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 

performance computing, including net-

working’’ and inserting ‘‘networking and in-

formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-

ing ‘‘high-performance’’ each place it ap-

pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 

performance computing and networking’’ 

and inserting ‘‘high-end computing, distrib-

uted, and networking’’; and 

(C) in paragraph (2)— 

(i) in subparagraphs (A) and (C)— 

(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 

‘‘networking and information technology’’; 

and

(II) by striking ‘‘development, net-

working,’’ each place it appears and insert-

ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-

ignated by section 401(d) of this Act, by 

striking ‘‘high-performance’’ each place it 

appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-

ceding subparagraph (A), by striking ‘‘high- 

performance computing’’ each place it ap-

pears and inserting ‘‘networking and infor-

mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 

‘‘high-performance computing’’ and insert-

ing ‘‘networking and information tech-

nology’’.

(d) SECTION 201.—Section 201(a)(1) of the 

High-Performance Computing Act of 1991 (15 

U.S.C. 5521(a)(1)) is amended by striking 

‘‘high-performance computing and advanced 

high-speed computer networking’’ and in-

serting ‘‘networking and information tech-

nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5522(a)) is amended by striking ‘‘high- 

performance computing’’ and inserting ‘‘net-

working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-

formance computing and networking’’ and 

inserting ‘‘networking and information tech-

nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 

performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 

(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-

works’’ and inserting ‘‘networking and infor-

mation technology systems and capabili-

ties’’;

(B) in subparagraph (B), by striking ‘‘inter-

operability of high-performance computing 

systems in networks and for common user 

interfaces to systems’’ and inserting ‘‘inter-

operability and usability of networking and 

information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 

performance computing’’ and inserting ‘‘net-

working and information technology’’; and 

(2) in subsection (b)— 

(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-

serting ‘‘NETWORKING AND INFORMATION

TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 

(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 

U.S.C. 5525(a)) is amended by striking ‘‘com-

putational’’ and inserting ‘‘networking and 

information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5526(a)) is amended by striking ‘‘com-

putational research’’ and inserting ‘‘net-

working and information technology re-

search’’.

(j) SECTION 207.—Section 207 of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5527) is amended by striking ‘‘high- 

performance computing’’ and inserting ‘‘net-

working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 

Performance Computing Act of 1991 (15 

U.S.C. 5528) is amended— 

(1) in the section heading, by striking 

‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-

ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY’’; and 

(2) in subsection (a)— 

(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-

serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-

formance computing’’ and inserting ‘‘net-

working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-

formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-

formance computers and associated’’ and in-

serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-

formance computing and associated’’ and in-

serting ‘‘networking and information’’. 

SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 
SERVICE PROGRAM. 

(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 

with the Secretary of Homeland Security, 

shall carry out a Federal cyber scholarship- 

for-service program to recruit and train the 

next generation of information technology 

professionals and security managers to meet 

the needs of the cybersecurity mission for 

the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-

NENTS.—The program shall— 

(1) annually assess the workforce needs of 

the Federal government for cybersecurity 

professionals, including network engineers, 

software engineers, and other experts in 

order to determine how many scholarships 

should be awarded annually to ensure that 

the workforce needs following graduation 

match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-

dents per year in their pursuit of under-

graduate or graduate degrees in the cyberse-

curity field, in an amount that may include 

coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 

condition of receiving a scholarship under 

the program, to serve in a Federal informa-

tion technology workforce for a period equal 

to one and one-half times each year, or par-

tial year, of scholarship received, in addition 

to an internship in the cybersecurity field, if 

applicable, following graduation; 

(4) provide a procedure for the National 

Science Foundation or a Federal agency, 

consistent with regulations of the Office of 

Personnel Management, to request and fund 

a security clearance for a scholarship recipi-

ent, including providing for clearance during 

a summer internship and upon graduation; 

and

(5) provide opportunities for students to re-

ceive temporary appointments for meaning-

ful employment in the Federal information 

technology workforce during school vacation 

periods and for internships. 

(c) HIRING AUTHORITY.—

(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 

individual in the Federal civil service, upon 

the successful completion of the student’s 

studies, a student receiving a scholarship 

under the program may— 

(A) be hired under section 213.3102(r) of 

title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 

(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 

paragraph (1), an individual may be con-

verted to a competitive service position 

without competition if the individual meets 

the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-

ments for a scholarship under this section 

shall include that a scholarship applicant— 

(1) be a citizen of the United States; 

(2) be eligible to be granted a security 

clearance;

(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 

or a 3.5 or above on a 4.0 scale for post-

graduate study; 

(4) demonstrate a commitment to a career 

in improving the security of the information 

infrastructure; and 

(5) has demonstrated a level of proficiency 

in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-

TION.—

(1) IN GENERAL.—A scholarship recipient 

under this section shall be liable to the 

United States under paragraph (2) if the 

scholarship recipient— 
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(A) fails to maintain an acceptable level of 

academic standing in the educational insti-

tution in which the individual is enrolled, as 

determined by the Director; 

(B) is dismissed from such educational in-

stitution for disciplinary reasons; 

(C) withdraws from the program for which 

the award was made before the completion of 

such program; 

(D) declares that the individual does not 

intend to fulfill the service obligation under 

this section; 

(E) fails to fulfill the service obligation of 

the individual under this section; or 

(F) loses a security clearance or becomes 

ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.—

(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 

the completion of 1 year of a service obliga-

tion under this section, the total amount of 

awards received by the individual under this 

section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 

circumstance described in subparagraph (D) 

or (E) of paragraph (1) occurs after the com-

pletion of 1 year of a service obligation under 

this section, the total amount of scholarship 

awards received by the individual under this 

section, reduced by the ratio of the number 

of years of service completed divided by the 

number of years of service required, shall be 

repaid.
(f) EVALUATION AND REPORT.—The Director 

of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-

viduals for scholarships under this section 

and of hiring and retaining those individuals 

in the public sector workforce, including the 

annual cost and an assessment of how the 

program actually improves the Federal 

workforce; and 

(2) periodically report the findings under 

paragraph (1) to Congress. 
(g) AUTHORIZATION OF APPROPRIATIONS.—

From amounts made available under section 

503 of the America COMPETES Reauthoriza-

tion Act of 2010 (124 Stat. 4005), the Director 

may use funds to carry out the requirements 

of this section for fiscal years 2012 through 

2013.

SEC. 407. STUDY AND ANALYSIS OF CERTIFI-
CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS.

(a) STUDY.—The President shall enter into 

an agreement with the National Academies 

to conduct a comprehensive study of govern-

ment, academic, and private-sector accredi-

tation, training, and certification programs 

for personnel working in information infra-

structure. The agreement shall require the 

National Academies to consult with sector 

coordinating councils and relevant govern-

mental agencies, regulatory entities, and 

nongovernmental organizations in the course 

of the study. 
(b) SCOPE.—The study shall include— 

(1) an evaluation of the body of knowledge 

and various skills that specific categories of 

personnel working in information infrastruc-

ture should possess in order to secure infor-

mation systems; 

(2) an assessment of whether existing gov-

ernment, academic, and private-sector ac-

creditation, training, and certification pro-

grams provide the body of knowledge and 

various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-

eral Government recruiting and hiring cy-

bersecurity talent, including barriers relat-

ing to compensation, the hiring process, job 

classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-

ability of cybersecurity talent, a comparison 

of the skills and expertise sought by the Fed-

eral Government and the private sector, an 

examination of the current and future capac-

ity of United States institutions of higher 

education, including community colleges, to 

provide current and future cybersecurity 

professionals, through education and train-

ing activities, with those skills sought by 

the Federal Government, State and local en-

tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 

the date of enactment of this Act, the Na-

tional Academies shall submit to the Presi-

dent and Congress a report on the results of 

the study. The report shall include— 

(1) findings regarding the state of informa-

tion infrastructure accreditation, training, 

and certification programs, including spe-

cific areas of deficiency and demonstrable 

progress; and 

(2) recommendations for the improvement 

of information infrastructure accreditation, 

training, and certification programs. 

SEC. 408. INTERNATIONAL CYBERSECURITY 
TECHNICAL STANDARDS. 

(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-

nology, in coordination with appropriate 

Federal authorities, shall— 

(1) as appropriate, ensure coordination of 

Federal agencies engaged in the development 

of international technical standards related 

to information system security; and 

(2) not later than 1 year after the date of 

enactment of this Act, develop and transmit 

to Congress a plan for ensuring such Federal 

agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-

TOR.—In carrying out the activities under 

subsection (a)(1), the Director shall ensure 

consultation with appropriate private sector 

stakeholders.

SEC. 409. IDENTITY MANAGEMENT RESEARCH 
AND DEVELOPMENT. 

The Director of the National Institute of 

Standards and Technology shall continue a 

program to support the development of tech-

nical standards, metrology, testbeds, and 

conformance criteria, taking into account 

appropriate user concerns— 

(1) to improve interoperability among 

identity management technologies; 

(2) to strengthen authentication methods 

of identity management systems; 

(3) to improve privacy protection in iden-

tity management systems, including health 

information technology systems, through 

authentication and security protocols; and 

(4) to improve the usability of identity 

management systems. 

SEC. 410. FEDERAL CYBERSECURITY RESEARCH 
AND DEVELOPMENT. 

(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH

GRANT AREAS.—Section 4(a)(1) of the Cyber 

Security Research and Development Act (15 

U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 

after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-

erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 

‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-

tions and data exchange; 

‘‘(K) system security that addresses the 

building of secure systems from trusted and 

untrusted components; 

‘‘(L) monitoring and detection; and 

‘‘(M) resiliency and rapid recovery meth-

ods.’’.

(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-

tion 4(a)(3) of the Cyber Security Research 

and Development Act (15 U.S.C. 7403(a)(3)) is 

amended—

(1) in subparagraph (D), by striking ‘‘and’’; 

(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 

(3) by adding at the end the following: 

‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 

4005), as the Director finds necessary to 

carry out the requirements of this sub-

section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-

TERS.—Section 4(b)(7) of the Cyber Security 

Research and Development Act (15 U.S.C. 

7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 

(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 

(3) by adding at the end the following: 

‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 

4005), as the Director finds necessary to 

carry out the requirements of this sub-

section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-

PACITY BUILDING GRANTS.—Section 5(a)(6) of 

the Cyber Security Research and Develop-

ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 

(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 

(3) by adding at the end the following: 

‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 

4005), as the Director finds necessary to 

carry out the requirements of this sub-

section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY

ACT GRANTS.—Section 5(b)(2) of the Cyber 

Security Research and Development Act (15 

U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 

(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 

(3) by adding at the end the following: 

‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 

4005), as the Director finds necessary to 

carry out the requirements of this sub-

section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER

AND NETWORK SECURITY RESEARCH.—Section

5(c)(7) of the Cyber Security Research and 

Development Act (15 U.S.C. 7404(c)(7)) is 

amended—

(1) in subparagraph (D), by striking ‘‘and’’; 

(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 

(3) by adding at the end the following: 

‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 

4005), as the Director finds necessary to 

carry out the requirements of this sub-

section for fiscal years 2012 through 2013.’’. 

SA 2624. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Strike title VII. 

SA 2625. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 
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and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Strike title VII and insert the following: 

TITLE VII—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 701. DEFINITIONS. 
In this title: 

(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 

title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 

laws’’—

(A) has the meaning given the term in sec-

tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 

Commission Act (15 U.S.C. 45) to the extent 

that section 5 of that Act applies to unfair 

methods of competition; and 

(C) includes any State law that has the 

same intent and effect as the laws under sub-

paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-

measure’’ means an automated or a manual 

action with defensive intent to mitigate 

cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 

‘‘cyber threat information’’ means informa-

tion that indicates or describes— 

(A) a technical or operation vulnerability 

or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 

cyber threat; 

(C) malicious reconnaissance, including 

anomalous patterns of network activity that 

appear to be transmitted for the purpose of 

gathering technical information related to a 

cybersecurity threat; 

(D) a method of defeating a technical con-

trol;

(E) a method of defeating an operational 

control;

(F) network activity or protocols known to 

be associated with a malicious cyber actor or 

that signify malicious cyber intent; 

(G) a method of causing a user with legiti-

mate access to an information system or in-

formation that is stored on, processed by, or 

transiting an information system to inad-

vertently enable the defeat of a technical or 

operational control; 

(H) any other attribute of a cybersecurity 

threat or cyber defense information that 

would foster situational awareness of the 

United States cybersecurity posture, if dis-

closure of such attribute or information is 

not otherwise prohibited by law; 

(I) the actual or potential harm caused by 

a cyber incident, including information 

exfiltrated when it is necessary in order to 

identify or describe a cybersecurity threat; 

or

(J) any combination of subparagraphs (A) 

through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-

bersecurity center’’ means the Department 

of Defense Cyber Crime Center, the Intel-

ligence Community Incident Response Cen-

ter, the United States Cyber Command Joint 

Operations Center, the National Cyber Inves-

tigative Joint Task Force, the National Se-

curity Agency/Central Security Service 

Threat Operations Center, the National Cy-

bersecurity and Communications Integration 

Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-

bersecurity system’’ means a system de-

signed or employed to ensure the integrity, 

confidentiality, or availability of, or to safe-

guard, a system or network, including meas-

ures intended to protect a system or network 

from—

(A) efforts to degrade, disrupt, or destroy 

such system or network; or 

(B) theft or misappropriations of private or 

government information, intellectual prop-

erty, or personally identifiable information. 

(7) ENTITY.—

(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 

agency or department, or State, tribal, or 

local government agency or department (in-

cluding an officer, employee, or agent there-

of).

(B) INCLUSIONS.—The term ‘‘entity’’ in-

cludes a government agency or department 

(including an officer, employeee, or agent 

thereof) of the District of Columbia, the 

Commonwealth of Puerto Rico, the Virgin 

Islands, Guam, American Samoa, the North-

ern Mariana Islands, and any other territory 

or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The

term ‘‘Federal information system’’ means 

an information system of a Federal depart-

ment or agency used or operated by an exec-

utive agency, by a contractor of an executive 

agency, or by another organization on behalf 

of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-

formation security’’ means protecting infor-

mation and information systems from dis-

ruption or unauthorized access, use, disclo-

sure, modification, or destruction in order to 

provide—

(A) integrity, by guarding against im-

proper information modification or destruc-

tion, including by ensuring information non-

repudiation and authenticity; 

(B) confidentiality, by preserving author-

ized restrictions on access and disclosure, in-

cluding means for protecting personal pri-

vacy and proprietary information; or 

(C) availability, by ensuring timely and re-

liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-

formation system’’ has the meaning given 

the term in section 3502 of title 44, United 

States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 

government’’ means any borough, city, coun-

ty, parish, town, township, village, or other 

general purpose political subdivision of a 

State.

(12) MALICIOUS RECONNAISSANCE.—The term 

‘‘malicious reconnaissance’’ means a method 

for actively probing or passively monitoring 

an information system for the purpose of dis-

cerning technical vulnerabilities of the in-

formation system, if such method is associ-

ated with a known or suspected cybersecu-

rity threat. 

(13) OPERATIONAL CONTROL.—The term 

‘‘operational control’’ means a security con-

trol for an information system that pri-

marily is implemented and executed by peo-

ple.

(14) OPERATIONAL VULNERABILITY.—The

term ‘‘operational vulnerability’’ means any 

attribute of policy, process, or procedure 

that could enable or facilitate the defeat of 

an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 

entity’’ means any individual or any private 

group, organization, or corporation, includ-

ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The

term ‘‘significant cyber incident’’ means a 

cyber incident resulting in, or an attempted 

cyber incident that, if successful, would have 

resulted in— 

(A) the exfiltration from a Federal infor-

mation system of data that is essential to 

the operation of the Federal information sys-

tem; or 

(B) an incident in which an operational or 

technical control essential to the security or 

operation of a Federal information system 

was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-

nical control’’ means a hardware or software 

restriction on, or audit of, access or use of an 

information system or information that is 

stored on, processed by, or transiting an in-

formation system that is intended to ensure 

the confidentiality, integrity, or availability 

of that system. 

(18) TECHNICAL VULNERABILITY.—The term 

‘‘technical vulnerability’’ means any at-

tribute of hardware or software that could 

enable or facilitate the defeat of a technical 

control.

(19) TRIBAL.—The term ‘‘tribal’’ has the 

meaning given the term ‘‘Indian tribe’’ in 

section 4 of the Indian Self-Determination 

and Education Assistance Act (25 U.S.C. 

450b).

SEC. 702. AUTHORIZATION TO SHARE CYBER 
THREAT INFORMATION. 

(a) VOLUNTARY DISCLOSURE.—

(1) PRIVATE ENTITIES.—Notwithstanding

any other provision of law, a private entity 

may, for the purpose of preventing, inves-

tigating, or otherwise mitigating threats to 

information security, on its own networks, 

or as authorized by another entity, on such 

entity’s networks, employ countermeasures 

and use cybersecurity systems in order to 

obtain, identify, or otherwise possess cyber 

threat information. 

(2) ENTITIES.—Notwithstanding any other 

provision of law, an entity may disclose 

cyber threat information to— 

(A) a cybersecurity center; or 

(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-

gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If

the cyber threat information described in 

paragraph (1) is obtained, identified, or oth-

erwise possessed in the course of providing 

information security products or services 

under contract to another entity, that entity 

shall be given, at any time prior to disclo-

sure of such information, a reasonable oppor-

tunity to authorize or prevent such disclo-

sure, to request anonymization of such infor-

mation, or to request that reasonable efforts 

be made to safeguard such information that 

identifies specific persons from unauthorized 

access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING

FEDERAL INFORMATION SYSTEMS.—

(1) IN GENERAL.—An entity providing elec-

tronic communication services, remote com-

puting services, or information security 

services to a Federal department or agency 

shall inform the Federal department or agen-

cy of a significant cyber incident involving 

the Federal information system of that Fed-

eral department or agency that— 

(A) is directly known to the entity as a re-

sult of providing such services; 

(B) is directly related to the provision of 

such services by the entity; and 

(C) as determined by the entity, has im-

peded or will impede the performance of a 

critical mission of the Federal department 

or agency. 

(2) ADVANCE COORDINATION.—A Federal de-

partment or agency receiving the services 

described in paragraph (1) shall coordinate in 

advance with an entity described in para-

graph (1) to develop the parameters of any 

information that may be provided under 

paragraph (1), including clarification of the 

type of significant cyber incident that will 

impede the performance of a critical mission 

of the Federal department or agency. 

(3) REPORT.—A Federal department or 

agency shall report information provided 

under this subsection to a cybersecurity cen-

ter.
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(4) CONSTRUCTION.—Any information pro-

vided to a cybersecurity center under para-

graph (3) shall be treated in the same man-

ner as information provided to a cybersecu-

rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED

TO A CYBERSECURITY CENTER.—Cyber threat 

information provided to a cybersecurity cen-

ter under this section— 

(1) may be disclosed to, retained by, and 

used by, consistent with otherwise applicable 

Federal law, any Federal agency or depart-

ment, component, officer, employee, or 

agent of the Federal government for a cyber-

security purpose, a national security pur-

pose, or in order to prevent, investigate, or 

prosecute any of the offenses listed in sec-

tion 2516 of title 18, United States Code, and 

such information shall not be disclosed to, 

retained by, or used by any Federal agency 

or department for any use not permitted 

under this paragraph; 

(2) may, with the prior written consent of 

the entity submitting such information, be 

disclosed to and used by a State, tribal, or 

local government or government agency for 

the purpose of protecting information sys-

tems, or in furtherance of preventing, inves-

tigating, or prosecuting a criminal act, ex-

cept that if the need for immediate disclo-

sure prevents obtaining written consent, 

such consent may be provided orally with 

subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-

nancial, or proprietary information of the 

entity providing such information to the 

Federal government and any disclosure out-

side the Federal government may only be 

made upon the prior written consent by such 

entity and shall not constitute a waiver of 

any applicable privilege or protection pro-

vided by law, except that if the need for im-

mediate disclosure prevents obtaining writ-

ten consent, such consent may be provided 

orally with subsequent documentation of 

such consent; 

(4) shall be deemed voluntarily shared in-

formation and exempt from disclosure under 

section 552 of title 5, United States Code, and 

any State, tribal, or local law requiring dis-

closure of information or records; 

(5) shall be, without discretion, withheld 

from the public under section 552(b)(3)(B) of 

title 5, United States Code, and any State, 

tribal, or local law requiring disclosure of in-

formation or records; 

(6) shall not be subject to the rules of any 

Federal agency or department or any judi-

cial doctrine regarding ex parte communica-

tions with a decision-making official; 

(7) shall not, if subsequently provided to a 

State, tribal, or local government or govern-

ment agency, otherwise be disclosed or dis-

tributed to any entity by such State, tribal, 

or local government or government agency 

without the prior written consent of the en-

tity submitting such information, notwith-

standing any State, tribal, or local law re-

quiring disclosure of information or records, 

except that if the need for immediate disclo-

sure prevents obtaining written consent, 

such consent may be provided orally with 

subsequent documentation of such consent; 

and

(8) shall not be directly used by any Fed-

eral, State, tribal, or local department or 

agency to regulate the lawful activities of an 

entity, including activities relating to ob-

taining, identifying, or otherwise possessing 

cyber threat information, except that the 

procedures required to be developed and im-

plemented under this title shall not be con-

sidered regulations within the meaning of 

this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION

SHARING WITH A CYBERSECURITY CENTER.—

Not later than 60 days after the date of en-

actment of this Act, the heads of each de-

partment or agency containing a cybersecu-

rity center shall jointly develop, promul-

gate, and submit to Congress procedures to 

ensure that cyber threat information shared 

with or provided to— 

(1) a cybersecurity center under this sec-

tion—

(A) may be submitted to a cybersecurity 

center by an entity, to the greatest extent 

possible, through a uniform, publicly avail-

able process or format that is easily acces-

sible on the website of such cybersecurity 

center, and that includes the ability to pro-

vide relevant details about the cyber threat 

information and written consent to any sub-

sequent disclosures authorized by this para-

graph;

(B) shall immediately be further shared 

with each cybersecurity center in order to 

prevent, investigate, or otherwise mitigate 

threats to information security across the 

Federal government; 

(C) is handled by the Federal government 

in a reasonable manner, including consider-

ation of the need to protect the privacy and 

civil liberties of individuals through 

anonymization or other appropriate meth-

ods, while fully accomplishing the objectives 

of this title, and the Federal government 

may undertake efforts consistent with this 

subparagraph to limit the impact on privacy 

and civil liberties of the sharing of cyber 

threat information with the Federal govern-

ment; and 

(D) except as provided in this section, shall 

only be used, disclosed, or handled in accord-

ance with the provisions of subsection (c); 

and

(2) a Federal agency or department under 

subsection (b) is provided immediately to a 

cybersecurity center in order to prevent, in-

vestigate, or otherwise mitigate threats to 

information security across the Federal gov-

ernment.
(e) INFORMATION SHARED BETWEEN ENTI-

TIES.—

(1) IN GENERAL.—An entity sharing cyber 

threat information with another entity 

under this title may restrict the use or shar-

ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-

mation shared by any entity with another 

entity under this title— 

(A) shall only be further shared in accord-

ance with any restrictions placed on the 

sharing of such information by the entity 

authorizing such sharing, such as appro-

priate anonymization of such information; 

and

(B) may not be used by any entity to gain 

an unfair competitive advantage to the det-

riment of the entity authorizing the sharing 

of such information, except that the conduct 

described in paragraph (3) shall not con-

stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-

AL, OR LOCAL GOVERNMENT OR GOVERNMENT

AGENCY.—Cyber threat information shared 

with a State, tribal, or local government or 

government agency under this title— 

(A) may, with the prior written consent of 

the entity sharing such information, be dis-

closed to and used by a State, tribal, or local 

government or government agency for the 

purpose of protecting information systems, 

or in furtherance of preventing, inves-

tigating, or prosecuting a criminal act, ex-

cept if the need for immediate disclosure 

prevents obtaining written consent, consent 

may be provided orally with subsequent doc-

umentation of the consent; 

(B) shall be deemed voluntarily shared in-

formation and exempt from disclosure under 

any State, tribal, or local law requiring dis-

closure of information or records; 

(C) shall not be disclosed or distributed to 

any entity by the State, tribal, or local gov-

ernment or government agency without the 

prior written consent of the entity submit-

ting such information, notwithstanding any 

State, tribal, or local law requiring disclo-

sure of information or records, except if the 

need for immediate disclosure prevents ob-

taining written consent, consent may be pro-

vided orally with subsequent documentation 

of the consent; and 

(D) shall not be directly used by any State, 

tribal, or local department or agency to reg-

ulate the lawful activities of an entity, in-

cluding activities relating to obtaining, 

identifying, or otherwise possessing cyber 

threat information, except that the proce-

dures required to be developed and imple-

mented under this title shall not be consid-

ered regulations within the meaning of this 

subparagraph.

(4) ANTITRUST EXEMPTION.—The exchange 

or provision of cyber threat information or 

assistance between 2 or more private entities 

under this title shall not be considered a vio-

lation of any provision of antitrust laws if 

exchanged or provided in order to assist 

with—

(A) facilitating the prevention, investiga-

tion, or mitigation of threats to information 

security; or 

(B) communicating or disclosing of cyber 

threat information to help prevent, inves-

tigate or otherwise mitigate the effects of a 

threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 

cyber threat information to an entity under 

this section shall not create a right or a ben-

efit to similar information by such entity or 

any other entity. 
(f) FEDERAL PREEMPTION.—

(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-

ical subdivision of a State that restricts or 

otherwise expressly regulates an activity au-

thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 

this section shall be construed to supersede 

any statute or other law of a State or polit-

ical subdivision of a State concerning the 

use of authorized law enforcement tech-

niques.

(3) PUBLIC DISCLOSURE.—No information 

shared with or provided to a State, tribal, or 

local government or government agency pur-

suant to this section shall be made publicly 

available pursuant to any State, tribal, or 

local law requiring disclosure of information 

or records. 
(g) CIVIL AND CRIMINAL LIABILITY.—

(1) GENERAL PROTECTIONS.—

(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 

against any private entity for— 

(i) the use of countermeasures and cyberse-

curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 

cyber threat information as authorized by 

this title; or 

(iii) the subsequent actions or inactions of 

any lawful recipient of cyber threat informa-

tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 

or be maintained in any court against any 

entity for— 

(i) the use, receipt, or disclosure of any 

cyber threat information as authorized by 

this title; or 

(ii) the subsequent actions or inactions of 

any lawful recipient of cyber threat informa-

tion provided by such entity. 
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(2) CONSTRUCTION.—Nothing in this sub-

section shall be construed as creating any 

immunity against, or otherwise affecting, 

any action brought by the Federal govern-

ment, or any agency or department thereof, 

to enforce any law, executive order, or proce-

dure governing the appropriate handling, dis-

closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.—

Nothing in this section shall be construed to 

limit or prohibit otherwise lawful disclo-

sures of communications, records, or other 

information by a private entity to any other 

governmental or private entity not covered 

under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing

in this Act shall be construed to preempt or 

preclude any employee from exercising 

rights currently provided under any whistle-

blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The

submission of cyber threat information 

under this section to a cybersecurity center 

shall not affect any requirement under any 

other provision of law for an entity to pro-

vide information to the Federal government. 

SEC. 703. INFORMATION SHARING BY THE FED-
ERAL GOVERNMENT. 

(a) CLASSIFIED INFORMATION.—

(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 

and as otherwise determined appropriate, the 

Director of National Intelligence and the 

Secretary of Defense, in consultation with 

the heads of the appropriate Federal depart-

ments or agencies, shall develop and promul-

gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-

bersecurity centers, of classified cyber 

threat information in the possession of the 

Federal government with appropriately 

cleared representatives of any appropriate 

entity; and 

(B) the declassification and immediate 

sharing, through the cybersecurity centers, 

with any entity or, if appropriate, public 

availability of cyber threat information in 

the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.—

The procedures developed under paragraph 

(1) shall ensure that each entity receiving 

classified cyber threat information pursuant 

to this section has acknowledged in writing 

the ongoing obligation to comply with all 

laws, executive orders, and procedures con-

cerning the appropriate handling, disclosure, 

or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-

TION.—The heads of each department or 

agency containing a cybersecurity center 

shall jointly develop and promulgate proce-

dures that ensure that, consistent with the 

provisions of this section, unclassified, in-

cluding controlled unclassified, cyber threat 

information in the possession of the Federal 

government—

(1) is shared, through the cybersecurity 

centers, in an immediate and adequate man-

ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-

able.

(c) DEVELOPMENT OF PROCEDURES.—

(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 

greatest extent possible, existing processes 

utilized by sector specific information shar-

ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-

oping the procedures required under this sec-

tion, the Director of National Intelligence 

and the heads of each department or agency 

containing a cybersecurity center shall co-

ordinate with appropriate entities to ensure 

that protocols are implemented that will fa-

cilitate and promote the sharing of cyber 

threat information by the Federal govern-

ment.
(d) ADDITIONAL RESPONSIBILITIES OF CYBER-

SECURITY CENTERS.—Consistent with section 

702, a cybersecurity center shall— 

(1) facilitate information sharing, inter-

action, and collaboration among and be-

tween cybersecurity centers and— 

(A) other Federal entities; 

(B) any entity; and 

(C) international partners, in consultation 

with the Secretary of State; 

(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-

tion, and warning information, including 

alerts, advisories, indicators, signatures, and 

mitigation and response measures, to im-

prove the security and protection of informa-

tion systems; and 

(3) coordinate with other Federal entities, 

as appropriate, to integrate information 

from across the Federal government to pro-

vide situational awareness of the cybersecu-

rity posture of the United States. 
(e) SHARING WITHIN THE FEDERAL GOVERN-

MENT.—The heads of appropriate Federal de-

partments and agencies shall ensure that 

cyber threat information in the possession of 

such Federal departments or agencies that 

relates to the prevention, investigation, or 

mitigation of threats to information secu-

rity across the Federal government is shared 

effectively with the cybersecurity centers. 
(f) SUBMISSION TO CONGRESS.—Not later 

than 60 days after the date of enactment of 

this Act, the Director of National Intel-

ligence, in coordination with the appropriate 

head of a department or an agency con-

taining a cybersecurity center, shall submit 

the procedures required by this section to 

Congress.

SEC. 704. CONSTRUCTION. 
(a) INFORMATION SHARING RELATIONSHIPS.—

Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-

tion sharing relationship; 

(2) to prohibit a new information sharing 

relationship;

(3) to require a new information sharing re-

lationship between any entity and the Fed-

eral government, except as specified under 

section 702(b); or 

(4) to modify the authority of a depart-

ment or agency of the Federal government 

to protect sources and methods and the na-

tional security of the United States. 
(b) ANTI-TASKING RESTRICTION.—Nothing in 

this title shall be construed to permit the 

Federal government— 

(1) to require an entity to share informa-

tion with the Federal government, except as 

expressly provided under section 702(b); or 

(2) to condition the sharing of cyber threat 

information with an entity on such entity’s 

provision of cyber threat information to the 

Federal government. 
(c) NO LIABILITY FOR NON-PARTICIPATION.—

Nothing in this title shall be construed to 

subject any entity to liability for choosing 

not to engage in the voluntary activities au-

thorized under this title. 
(d) USE AND RETENTION OF INFORMATION.—

Nothing in this title shall be construed to 

authorize, or to modify any existing author-

ity of, a department or agency of the Federal 

government to retain or use any information 

shared under section 702 for any use other 

than a use permitted under subsection 

702(c)(1).
(e) NO NEW FUNDING.—An applicable Fed-

eral agency shall carry out the provisions of 

this title with existing facilities and funds 

otherwise available, through such means as 

the head of the agency considers appropriate. 

SEC. 705. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 

year after the date of enactment of this Act, 

and biennially thereafter, the heads of each 

department or agency containing a cyberse-

curity center shall jointly submit, in coordi-

nation with the privacy and civil liberties of-

ficials of such departments or agencies and 

the Privacy and Civil Liberties Oversight 

Board, a detailed report to Congress con-

cerning the implementation of this title, in-

cluding—

(1) an assessment of the sufficiency of the 

procedures developed under section 703 of 

this Act in ensuring that cyber threat infor-

mation in the possession of the Federal gov-

ernment is provided in an immediate and 

adequate manner to appropriate entities or, 

if appropriate, is made publicly available; 

(2) an assessment of whether information 

has been appropriately classified and an ac-

counting of the number of security clear-

ances authorized by the Federal government 

for purposes of this title; 

(3) a review of the type of cyber threat in-

formation shared with a cybersecurity cen-

ter under section 702 of this Act, including 

whether such information meets the defini-

tion of cyber threat information under sec-

tion 701, the degree to which such informa-

tion may impact the privacy and civil lib-

erties of individuals, any appropriate 

metrics to determine any impact of the shar-

ing of such information with the Federal 

government on privacy and civil liberties, 

and the adequacy of any steps taken to re-

duce such impact; 

(4) a review of actions taken by the Federal 

government based on information provided 

to a cybersecurity center under section 702 of 

this Act, including the appropriateness of 

any subsequent use under section 702(c)(1) of 

this Act and whether there was inappro-

priate stovepiping within the Federal gov-

ernment of any such information; 

(5) a description of any violations of the re-

quirements of this title by the Federal gov-

ernment;

(6) a classified list of entities that received 

classified information from the Federal gov-

ernment under section 703 of this Act and a 

description of any indication that such infor-

mation may not have been appropriately 

handled;

(7) a summary of any breach of informa-

tion security, if known, attributable to a 

specific failure by any entity or the Federal 

government to act on cyber threat informa-

tion in the possession of such entity or the 

Federal government that resulted in sub-

stantial economic harm or injury to a spe-

cific entity or the Federal government; and 

(8) any recommendation for improvements 

or modifications to the authorities under 

this title. 

(b) FORM OF REPORT.—The report under 

subsection (a) shall be submitted in unclassi-

fied form, but shall include a classified 

annex.

SEC. 706. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-

spectors General on Integrity and Efficiency 

are authorized to review compliance by the 

cybersecurity centers, and by any Federal 

department or agency receiving cyber threat 

information from such cybersecurity cen-

ters, with the procedures required under sec-

tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 

subsection (a) shall consider whether the 

Federal government has handled such cyber 

threat information in a reasonable manner, 
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including consideration of the need to pro-

tect the privacy and civil liberties of individ-

uals through anonymization or other appro-

priate methods, while fully accomplishing 

the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 

conducted under this section shall be pro-

vided to Congress not later than 30 days after 

the date of completion of the review. 

SEC. 707. TECHNICAL AMENDMENTS. 
Section 552(b) of title 5, United States 

Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 

(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 

(3) by adding at the end the following: 

‘‘(10) information shared with or provided 

to a cybersecurity center under section 702 of 

title I of the Cybersecurity Act of 2012.’’. 

SEC. 708. ACCESS TO CLASSIFIED INFORMATION. 
(a) AUTHORIZATION REQUIRED.—No person 

shall be provided with access to classified in-

formation (as defined in section 6.1 of Execu-

tive Order 13526 (50 U.S.C. 435 note; relating 

to classified national security information)) 

relating to cyber security threats or cyber 

security vulnerabilities under this title with-

out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-

priate Federal agencies or departments 

shall, consistent with applicable procedures 

and requirements, and if otherwise deemed 

appropriate, assist an individual in timely 

obtaining an appropriate security clearance 

where such individual has been determined 

to be eligible for such clearance and has a 

need-to-know (as defined in section 6.1 of 

that Executive Order) classified information 

to carry out this title. 

SA 2626. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Beginning on page 30, strike line 10, and all 

that follows through page 31, line 21, and in-

sert the following: 

(1) LIABILITY.—

(A) IN GENERAL.—No cause of action shall 

lie or be maintained in any court against a 

certified owner for any cyber-related inci-

dent that has impacted, or may impact, the 

information security of an information sys-

tem of such owner, if such owner has been 

found to be in compliance with applicable 

cybersecurity practices through an assess-

ment under subsection (b). 

(B) ONGOING ASSESSMENT.—No cause of ac-

tion shall lie or be maintained in any court 

against an owner or operator for any cyber- 

related incident that has impacted, or may 

impact, the information security of an infor-

mation system of such owner or operator, if 

such owner or operator is, in good faith, in 

the process of obtaining, disputing, or satis-

fying the findings of an assessment under 

subsection (b). 

(C) NO LIABILITY FOR NON-PARTICIPATION.—

Nothing in this title shall be construed to 

subject any owner or operator for choosing 

not to engage in the voluntary activities au-

thorized under this title. 

(D) REMOVAL.—Any civil action arising 

from a cyber-related incident that has im-

pacted, or may impact, the information secu-

rity of an information system of an owner or 

operator engaged in the voluntary activities 

authorized under this title that is brought in 

a State court against any owner or operator 

shall be deemed to arise under the Constitu-

tion and laws of the United States and shall 

be removable under section 1441 of title 28, 

United States Code. 

SA 2627. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Beginning on page 23, strike line 18, and all 

that follows through page 25, line 8. 

SA 2628. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

At the end, add the following: 

TITLE VIII—EFFECTIVE DATE 
SEC. 801. EFFECTIVE DATE. 

(a) IN GENERAL.—This Act and the amend-

ments made by this Act shall be effective 

during the 3-year period beginning on the 

date of the enactment of this Act. 

(b) TRANSITION PROCEDURES.—Notwith-

standing subsection (a), the limitations of li-

ability in section 104(c)(1) and section 706 

shall continue to apply to any actions de-

scribed in such sections. 

SA 2629. Mr. CHAMBLISS submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

Beginning on page 9, strike line 7, and all 

that follows through page 25, line 24, and in-

sert the following: 

(b) MEMBERSHIP.—The Council shall be 

comprised of appropriate representatives ap-

pointed by the President from— 

(1) the Department of Commerce; 

(2) the Department of Defense; 

(3) the Department of Justice; 

(4) the intelligence community; 

(5) sector-specific Federal agencies, as ap-

propriate;

(6) Federal agencies with responsibility for 

regulating the security of critical cyber in-

frastructure, as appropriate; and 

(7) the Department. 

SEC. 102. VOLUNTARY CYBERSECURITY PRAC-
TICES.

Not later than 180 days after the date of 

enactment of this Act, each sector coordi-

nating council shall establish and maintain 

voluntary cybersecurity practices sufficient 

to effectively remediate or mitigate cyber 

risks identified by such sector coordinating 

council.

SA 2630. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end, add the following: 

TITLE VIII—MISCELLANEOUS 
SEC. 801. LIMITATIONS ON BILLS IMPLEMENTING 

TRADE AGREEMENTS. 
(a) IN GENERAL.—Notwithstanding section 

151 of the Trade Act of 1974 (19 U.S.C. 2191) or 

any other provision of law, any bill imple-

menting a trade agreement between the 

United States and a country described in 

subsection (b) shall be subject to a point of 

order pursuant to subsection (c). 
(b) COUNTRY DESCRIBED.—A country de-

scribed in this subsection is a country the 

government of which is identified as perpe-

trating foreign economic collection or indus-

trial espionage that threatens the economic 

security of the United States in a report to 

Congress of the Office of the National Coun-

terintelligence Executive. 
(c) POINT OF ORDER IN SENATE.—

(1) IN GENERAL.—The Senate shall cease 

consideration of a bill to implement a trade 

agreement if— 

(A) a point of order is made by any Senator 

against the bill because the bill implements 

a trade agreement between the United States 

and a country described in subsection (b); 

and

(B) the point of order is sustained by the 

presiding officer. 

(2) WAIVERS AND APPEALS.—

(A) WAIVERS.—Before the presiding officer 

rules on a point of order described in para-

graph (1), any Senator may move to waive 

the point of order and the motion to waive 

shall not be subject to amendment. A point 

of order described in paragraph (1) is waived 

only by the affirmative vote of a majority of 

the Members of the Senate, duly chosen and 

sworn.

(B) APPEALS.—After the presiding officer 

rules on a point of order under this para-

graph, any Senator may appeal the ruling of 

the presiding officer on the point of order as 

it applies to some or all of the provisions on 

which the presiding officer ruled. A ruling of 

the presiding officer on a point of order de-

scribed in paragraph (1) is sustained unless a 

majority of the Members of the Senate, duly 

chosen and sworn, vote not to sustain the 

ruling.

(C) DEBATE.—Debate on a motion to waive 

under subparagraph (A) or on an appeal of 

the ruling of the presiding officer under sub-

paragraph (B) shall be limited to 1 hour. The 

time shall be equally divided between, and 

controlled by, the majority leader and the 

minority leader of the Senate, or their des-

ignees.

SA 2631. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title IV, add the following: 

SEC. 416. STUDY AND REPORT ON CYBERWORK 
BY SMALL BUSINESS CONCERNS. 

(a) DEFINITIONS.—In this section— 

(1) the term ‘‘covered Federal agency’’ 

means—

(A) the Department of Homeland Security; 

(B) the Department of Defense; and 

(C) each element of the intelligence com-

munity;

(2) the term ‘‘intelligence community’’ has 

the meaning given that term in section 3(4) 

of the National Security Act of 1947 (50 

U.S.C. 401a(4)); and 

(3) the term ‘‘small business concern’’ has 

the meaning given that term under section 3 

of the Small Business Act (15 U.S.C. 632). 
(b) STUDY.—The heads of the covered Fed-

eral agencies, in consultation with the Ad-

ministrator of the Small Business Adminis-

tration, shall jointly conduct a study of 

cyberwork performed by small business con-

cerns for the covered Federal agencies. 
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(c) REPORT.—Not later than 180 days after 

the date of enactment of this Act, the heads 

of the covered Federal agencies shall jointly 

submit to the Committee on Small Business 

and Entrepreneurship, the Committee on 

Armed Services, the Committee on Home-

land Security and Governmental Affairs, and 

the Select Committee on Intelligence of the 

Senate and the Committee on Small Busi-

ness, the Committee on Armed Services, the 

Committee on Homeland Security, and the 

Committee on Intelligence of the House of 

Representatives a report on the results of 

the study under subsection (b) that con-

tains—

(1) the number of small business concerns 

with top secret or sensitive compartmented 

information site clearances and an evalua-

tion of whether small business concerns are 

carrying out a proportional amount of 

cyberwork for covered Federal agencies; 

(2) a description of challenges faced by 

small business concerns in— 

(A) securing cyberwork with covered Fed-

eral agencies; 

(B) securing classified information tech-

nology work with covered Federal agencies; 

(C) securing sponsorship by covered Fed-

eral agencies for site security clearances; 

(D) obtaining security clearances for em-

ployees; and 

(E) matters relating to the matters de-

scribed in subparagraphs (A), (B), (C), and 

(D);

(3) recommendations for overcoming the 

challenges described in paragraph (2); 

(4) an evaluation of the feasibility of and 

benefits to the Federal Government, the pri-

vate sector, and small business concerns of 

establishing a program that would use small 

business concerns as incubators for devel-

oping cyberworkers who have top secret or 

sensitive compartmented information secu-

rity clearances while the small business con-

cerns perform other cyberwork for covered 

Federal agencies; and 

(5) recommendations, if any, for legislation 

that would enable covered Federal agencies 

to better use the talents of small business 

concerns for cleared cyberwork. 

SA 2632. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

On page 108, line 6, insert ‘‘, including 

through the use of quantum entanglement 

for secured satellite and other point-to-point 

wireless communications’’ before the semi-

colon.

SA 2633. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

On page 150, strike line 24 and all that fol-

lows through page 151, line 8, and insert the 

following:
Congress reports— 

(1) on available technical options, con-

sistent with constitutional and statutory 

privacy rights, for enhancing the security of 

the information networks of entities that 

own or manage critical infrastructure 

through—

(A) technical improvements, including de-

veloping a secure domain; or 

(B) increased notice of and consent to the 

use of technologies to scan for, detect, and 

defeat cyber security threats, such as tech-

nologies used in a secure domain; and 

(2) providing an evaluation of the effort to 

implement the Domain Name System Secu-

rity Extensions by owners and operators of 

critical infrastructure and Internet service 

providers, which shall— 

(A) identify challenges hampering imple-

mentation; and 

(B) provide proposals— 

(i) to resolve any challenges identified 

under subparagraph (A); and 

(ii) regarding how owners and operators of 

critical infrastructure and Internet service 

providers can streamline implementation of 

Domain Name System Security Extensions. 

SA 2634. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end, add the following: 

TITLE VIII—FCC TECHNICAL EXPERTISE 
CAPACITY

SECTION 801. SHORT TITLE. 
This title may be cited as the ‘‘FCC Tech-

nical Expertise Capacity Heightening Act’’ 

or the ‘‘FCC TECH Act’’. 

SEC. 802. APPOINTMENT OF TECHNICAL STAFF. 
Section 4(f)(2) of the Communications Act 

of 1934 (47 U.S.C. 154(f)(2)) is amended by in-

serting after the first sentence the following 

new sentence: ‘‘Each commissioner may also 

appoint an electrical engineer or computer 

scientist to provide the commissioner tech-

nical consultation when appropriate and to 

interface with the Office of Engineering and 

Technology, Commission Bureaus, and other 

technical staff of the Commission for addi-

tional technical input and resources, pro-

vided that such engineer or scientist holds 

an undergraduate or graduate degree from an 

institution of higher education in their re-

spective field of expertise.’’. 

SEC. 803. TECHNICAL POLICY AND PERSONNEL 
STUDY.

(a) STUDY.—

(1) REQUIREMENTS OF STUDY.—The Chair-

man of the Federal Communications Com-

mission (referred to in this section as the 

‘‘Commission’’) shall enter into an arrange-

ment with the National Academy of Sciences 

to complete a study of the technical policy 

decision-making and the technical personnel 

at the Commission. 

(2) CONTENTS.—The study required under 

paragraph (1) shall— 

(A) review the technical policy decision 

making of the Commission, including if the 

Commission has the adequate resources and 

processes in place to properly evaluate and 

account for the technical aspects and impact 

of the Commission’s regulatory rulemaking; 

(B) review— 

(i) the timeliness of the rulemaking proc-

ess utilized by the Commission; and 

(ii) the impact of regulatory delay on tele-

communications innovation; 

(C) based upon the review undertaken pur-

suant to subparagraph (B), make rec-

ommendations for the Commission to 

streamline its rulemaking process; 

(D) evaluate the current staffing levels and 

skill sets of technical personnel at the Com-

mission to determine if such staffing levels 

and skill sets are aligned with the current 

and future needs of the Commission, as well 

as with current and future issues that come 

or may come under the jurisdiction of the 

Commission and shall include a rec-

ommendation on the appropriate number or 

percentage of technical personnel that 

should constitute the Commission work-

force;

(E) examine the current technical staff and 

engineering recruiting procedures at the 

Commission and make recommendations on 

how the Commission can improve its efforts 

to hire and retain engineers and other tech-

nical staff members; 

(F) examine— 

(i) the reliance of the Commission on ex-

ternal contractors in the development of pol-

icy and in evaluating the technical aspects 

of services, devices, and issues that arise 

under the jurisdiction of the Commission; 

and

(ii) the potential costs and benefits of the 

development of ‘‘in-house’’ resources to per-

form the duties that are currently being 

outsourced to external contractors; and 

(G) compare the decision-making process 

of the Commission with the decision-making 

process used by similar regulatory authori-

ties in other industrialized countries, includ-

ing the European Union, Japan, Canada, 

Australia, and the United Kingdom. 
(b) REPORT.—The Commission shall trans-

mit a report describing the results of the 

study and recommendations required by sub-

section (a) to the Committee on Commerce, 

Science, and Transportation of the Senate 

and the Committee on Energy and Commerce 

of the House of Representatives. 
(c) OFFSET OF ADMINISTRATIVE COSTS.—

Section 4(a) of Public Law 109–34 (47 U.S.C. 

703(a)) is amended by striking ‘‘annual’’ and 

inserting ‘‘biennial’’. 

SA 2635. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the appropriate place, insert the fol-

lowing:

SEC. ll. SMALL BUSINESS REGULATORY TRANS-
PARENCY.

Section 609(d) of title 5, United States 

Code, is amended— 

(1) in paragraph (2), by striking ‘‘and’’ at 

the end; 

(2) in paragraph (3), by striking the period 

at the end and inserting ‘‘; and’’; and 

(3) by adding at the end the following: 

‘‘(4) the Department of Homeland Secu-

rity.’’.

SA 2636. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title I, add the following: 

SEC. 111. SMALL BUSINESS MEMBERSHIP ON THE 
CRITICAL INFRASTRUCTURE PART-
NERSHIP ADVISORY COUNCIL. 

The Secretary shall ensure that the mem-

bers of the Critical Infrastructure Partner-

ship Advisory Council include— 

(1) a representative of the Office of Advo-

cacy of the Small Business Administration; 

and

(2) the owner of a small business concern 

or an advocate for small business concerns 

from the private sector. 
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SA 2637. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title IV, add the following: 

SEC. 416. REPORT BY SMALL BUSINESS INFORMA-
TION SECURITY TASK FORCE. 

Not later than 1 year after the date of en-

actment of this Act, the Small Business In-

formation Security Task Force, in consulta-

tion with the Chief Counsel for Advocacy of 

the Small Business Administration, shall 

submit to Congress a report that— 

(1) analyzes the impact of this Act, and the 

amendments made by this Act, on small 

business concerns; and 

(2) describes methods for mitigating any 

costs or unnecessary burdens imposed on 

small business concerns by regulations 

issued under this Act or the amendments 

made by this Act. 

SA 2638. Mr. RUBIO submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the appropriate place, insert the fol-

lowing:

SEC. ll. PROHIBITION ON TREASURY REGULA-
TIONS WITH RESPECT TO INFORMA-
TION REPORTING ON CERTAIN IN-
TEREST PAID TO NONRESIDENT 
ALIENS.

Except to the extent provided in Treasury 

Regulations as in effect on February 21, 2011, 

the Secretary of the Treasury shall not re-

quire (by regulation or otherwise) that an in-

formation return be made by a payor of in-

terest in the case of interest— 

(1) which is described in section 871(i)(2)(A) 

of the Internal Revenue Code of 1986; and 

(2) which is paid— 

(A) to a nonresident alien; and 

(B) on a deposit maintained at an office 

within the United States. 

SA 2639. Mr. DEMINT submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the appropriate place, insert the fol-

lowing:

SEC. ll. REPEAL OF RENEWABLE FUEL STAND-
ARD.

Section 211 of the Clean Air Act (42 U.S.C. 

7545) is amended by striking subsection (o). 

SA 2640. Mr. LEAHY (for himself and 

Mr. HOEVEN) submitted an amendment 

intended to be proposed by him to the 

bill S. 3414, to enhance the security and 

resiliency of the cyber and communica-

tions infrastructure of the United 

States; which was ordered to lie on the 

table; as follows: 

Beginning on page 109, strike line 4 and all 

that follows through page 110, line 20, and in-

sert the following: 
(d) CYBERSECURITY MODELING AND TEST

BEDS.—

(1) REVIEW.—Not later than 1 year after the 

date of enactment of this Act, the Director 

shall conduct a review of cybersecurity test 

beds in existence on the date of enactment of 

this Act to inform the program established 

under paragraph (2). 

(2) ESTABLISHMENT OF PROGRAM.—

(A) IN GENERAL.—The Director of the Na-

tional Science Foundation, the Secretary, 

and the Secretary of Commerce shall estab-

lish a program for the appropriate Federal 

agencies to award grants to institutions of 

higher education or research and develop-

ment non-profit institutions and to provide 

funds to the military service academies and 

senior military colleges (as defined in sec-

tion 2111a of title 10, United States Code) to 

establish cybersecurity test beds capable of 

realistic modeling of real-time cyber attacks 

and defenses. The test beds shall work to en-

hance the security of public systems and 

focus on enhancing the security of critical 

private sector systems such as those in the 

finance, energy, and other sectors. 

(B) REQUIREMENTS.—

(i) SIZE OF TEST BEDS.—The test beds estab-

lished under the program established under 

subparagraph (A) shall be sufficiently large 

in order to model the scale and complexity of 

real world networks and environments. 

(ii) USE OF EXISTING TEST BEDS.—The test 

bed program established under subparagraph 

(A) shall build upon and expand test beds and 

cyber attack simulation, experiment, and 

distributed gaming tools developed by the 

Under Secretary of Homeland Security for 

Science and Technology prior to the date of 

enactment of this Act. 

(3) PURPOSES.—The purposes of the pro-

gram established under paragraph (2) shall 

be to— 

(A) support the rapid development of new 

cybersecurity defenses, techniques, and proc-

esses by improving understanding and as-

sessing the latest technologies in a real- 

world environment; and 

(B) to improve understanding among pri-

vate sector partners of the risk, magnitude, 

and consequences of cyber attacks. 

(e) COORDINATION WITH OTHER RESEARCH

INITIATIVES.—The Director shall to the ex-

tent practicable, coordinate research and de-

velopment activities under this section with 

other ongoing research and development se-

curity-related initiatives, including research 

being conducted by— 

(1) the National Institute of Standards and 

Technology;

(2) the Department; 

(3) other Federal agencies; 

(4) other Federal and private research lab-

oratories, research entities, the military 

service academies, senior military colleges 

(as defined in section 2111a of title 10, United 

States Code), and universities and institu-

tions of higher education, and relevant non-

profit organizations; and 

SA 2641. Mr. CARPER (for himself 

and Mr. BLUNT) submitted an amend-

ment intended to be proposed by him 

to the bill S. 3414, to enhance the secu-

rity and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end, add the following: 

TITLE VIII—ACCOUNT DATA SECURITY 
SEC. 801. SHORT TITLE. 

This title may be cited as the ‘‘Data Secu-

rity Act of 2012’’. 

SEC. 802. DEFINITIONS. 
For purposes of this title, the following 

definitions shall apply: 

(1) AFFILIATE.—The term ‘‘affiliate’’ means 

any company that controls, is controlled by, 

or is under common control with another 

company.

(2) AGENCY.—The term ‘‘agency’’ has the 

same meaning as in section 551(1) of title 5, 

United States Code. 

(3) BREACH OF DATA SECURITY.—

(A) IN GENERAL.—The term ‘‘breach of data 

security’’ means the unauthorized acquisi-

tion of sensitive account information or sen-

sitive personal information. 

(B) EXCEPTION FOR DATA THAT IS NOT IN US-

ABLE FORM.—

(i) IN GENERAL.—The term ‘‘breach of data 

security’’ does not include the unauthorized 

acquisition of sensitive account information 

or sensitive personal information that is 

maintained or communicated in a manner 

that is not usable— 

(I) to commit identity theft; or 

(II) to make fraudulent transactions on fi-

nancial accounts. 

(ii) RULE OF CONSTRUCTION.—For purposes 

of this subparagraph, information that is 

maintained or communicated in a manner 

that is not usable includes any information 

that is maintained or communicated in an 

encrypted, redacted, altered, edited, or coded 

form.

(4) COMMISSION.—The term ‘‘Commission’’ 

means the Federal Trade Commission. 

(5) CONSUMER.—The term ‘‘consumer’’ 

means an individual. 

(6) CONSUMER REPORTING AGENCY THAT COM-

PILES AND MAINTAINS FILES ON CONSUMERS ON

A NATIONWIDE BASIS.—The term ‘‘consumer 

reporting agency that compiles and main-

tains files on consumers on a nationwide 

basis’’ has the same meaning as in section 

603(p) of the Fair Credit Reporting Act (15 

U.S.C. 1681a(p)). 

(7) COVERED ENTITY.—

(A) IN GENERAL.—The term ‘‘covered enti-

ty’’ means any— 

(i) entity, the business of which is engag-

ing in financial activities, as described in 

section 4(k) of the Bank Holding Company 

Act of 1956 (12 U.S.C. 1843(k)); 

(ii) financial institution, including any in-

stitution described in section 313.3(k) of title 

16, Code of Federal Regulations, as in effect 

on the date of enactment of this Act; 

(iii) entity that maintains or otherwise 

possesses information that is subject to sec-

tion 628 of the Fair Credit Reporting Act (15 

U.S.C. 1681w); or 

(iv) other individual, partnership, corpora-

tion, trust, estate, cooperative, association, 

or entity that maintains or communicates 

sensitive account information or sensitive 

personal information. 

(B) EXCEPTION.—The term ‘‘covered enti-

ty’’ does not include any agency or any other 

unit of Federal, State, or local government 

or any subdivision of such unit. 

(8) FINANCIAL INSTITUTION.—The term ‘‘fi-

nancial institution’’ has the same meaning 

as in section 509 of the Gramm-Leach-Bliley 

Act (15 U.S.C. 6809). 

(9) SENSITIVE ACCOUNT INFORMATION.—The

term ‘‘sensitive account information’’ means 

a financial account number relating to a 

consumer, including a credit card number or 

debit card number, in combination with any 

security code, access code, password, or 

other personal identification information re-

quired to access the financial account. 

(10) SENSITIVE PERSONAL INFORMATION.—

(A) IN GENERAL.—The term ‘‘sensitive per-

sonal information’’ means the first and last 

name, address, or telephone number of a con-

sumer, in combination with any of the fol-

lowing relating to such consumer: 
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(i) Social security account number. 

(ii) Driver’s license number or equivalent 

State identification number. 

(iii) Taxpayer identification number. 

(B) EXCEPTION.—The term ‘‘sensitive per-

sonal information’’ does not include publicly 

available information that is lawfully made 

available to the general public from— 

(i) Federal, State, or local government 

records; or 

(ii) widely distributed media. 

(11) SUBSTANTIAL HARM OR INCONVEN-

IENCE.—

(A) IN GENERAL.—The term ‘‘substantial 

harm or inconvenience’’ means— 

(i) material financial loss to, or civil or 

criminal penalties imposed on, a consumer, 

due to the unauthorized use of sensitive ac-

count information or sensitive personal in-

formation relating to such consumer; or 

(ii) the need for a consumer to expend sig-

nificant time and effort to correct erroneous 

information relating to the consumer, in-

cluding information maintained by a con-

sumer reporting agency, financial institu-

tion, or government entity, in order to avoid 

material financial loss, increased costs, or 

civil or criminal penalties, due to the unau-

thorized use of sensitive account information 

or sensitive personal information relating to 

such consumer. 

(B) EXCEPTION.—The term ‘‘substantial 

harm or inconvenience’’ does not include— 

(i) changing a financial account number or 

closing a financial account; or 

(ii) harm or inconvenience that does not 

result from identity theft or account fraud. 

SEC. 803. PROTECTION OF INFORMATION AND SE-
CURITY BREACH NOTIFICATION. 

(a) SECURITY PROCEDURES REQUIRED.—

(1) IN GENERAL.—Each covered entity shall 

implement, maintain, and enforce reasonable 

policies and procedures to protect the con-

fidentiality and security of sensitive account 

information and sensitive personal informa-

tion which is maintained or is being commu-

nicated by or on behalf of a covered entity, 

from the unauthorized use of such informa-

tion that is reasonably likely to result in 

substantial harm or inconvenience to the 

consumer to whom such information relates. 

(2) LIMITATION.—Any policy or procedure 

implemented or maintained under paragraph 

(1) shall be appropriate to the— 

(A) size and complexity of a covered entity; 

(B) nature and scope of the activities of 

such entity; and 

(C) sensitivity of the consumer informa-

tion to be protected. 

(b) INVESTIGATION REQUIRED.—

(1) IN GENERAL.—If a covered entity deter-

mines that a breach of data security has or 

may have occurred in relation to sensitive 

account information or sensitive personal in-

formation that is maintained or is being 

communicated by, or on behalf of, such cov-

ered entity, the covered entity shall conduct 

an investigation— 

(A) to assess the nature and scope of the 

breach;

(B) to identify any sensitive account infor-

mation or sensitive personal information 

that may have been involved in the breach; 

and

(C) to determine if such information is rea-

sonably likely to be misused in a manner 

causing substantial harm or inconvenience 

to the consumers to whom the information 

relates.

(2) NEURAL NETWORKS AND INFORMATION SE-

CURITY PROGRAMS.—In determining the like-

lihood of misuse of sensitive account infor-

mation under paragraph (1)(C), a covered en-

tity shall consider whether any neural net-

work or security program has detected, or is 

likely to detect or prevent, fraudulent trans-

actions resulting from the breach of secu-

rity.

(c) NOTICE REQUIRED.—If a covered entity 

determines under subsection (b)(1)(C) that 

sensitive account information or sensitive 

personal information involved in a breach of 

data security is reasonably likely to be mis-

used in a manner causing substantial harm 

or inconvenience to the consumers to whom 

the information relates, such covered entity, 

or a third party acting on behalf of such cov-

ered entity, shall— 

(1) notify, in the following order— 

(A) the appropriate agency or authority 

identified in section 805; 

(B) an appropriate law enforcement agen-

cy;

(C) any entity that owns, or is obligated 

on, a financial account to which the sen-

sitive account information relates, if the 

breach involves a breach of sensitive account 

information;

(D) each consumer reporting agency that 

compiles and maintains files on consumers 

on a nationwide basis, if the breach involves 

sensitive personal information relating to 

5,000 or more consumers; and 

(E) all consumers to whom the sensitive 

account information or sensitive personal in-

formation relates; and 

(2) take reasonable measures to restore the 

security and confidentiality of the sensitive 

account information or sensitive personal in-

formation involved in the breach. 

(d) PRESUMED COMPLIANCE BY CERTAIN EN-

TITIES.—

(1) IN GENERAL.—An entity shall be deemed 

to be in compliance with— 

(A) in the case of a financial institution— 

(i) subsection (a), and any regulations pre-

scribed under such subsection, if such insti-

tution maintains policies and procedures to 

protect the confidentiality and security of 

sensitive account information and sensitive 

personal information that are consistent 

with the policies and procedures of such in-

stitution that are designed to comply with 

the requirements of section 501(b) of the 

Gramm-Leach-Bliley Act (15 U.S.C. 6801(b)) 

and any regulations or guidance prescribed 

under that section that are applicable to 

such institution; and 

(ii) subsections (b) and (c), and any regula-

tions prescribed under such subsections, if 

such financial institution— 

(I)(aa) maintains policies and procedures 

to investigate and provide notice to con-

sumers of breaches of data security that are 

consistent with the policies and procedures 

of such institution that are designed to com-

ply with the investigation and notice re-

quirements established by regulations or 

guidance under section 501(b) of the Gramm- 

Leach-Bliley Act (15 U.S.C. 6801(b)) that are 

applicable to such institution; or 

(bb) is an affiliate of a bank holding com-

pany that maintains policies and procedures 

to investigate and provide notice to con-

sumers of breaches of data security that are 

consistent with the policies and procedures 

of a bank that is an affiliate of such institu-

tion, and that bank’s policies and procedures 

are designed to comply with the investiga-

tion and notice requirements established by 

any regulations or guidance under section 

501(b) of the Gramm-Leach-Bliley Act (15 

U.S.C. 6801(b)) that are applicable to that 

bank; and 

(II) provides for notice to the entities de-

scribed under subparagraphs (B), (C), and (D) 

of subsection (c)(1), if notice is provided to 

consumers pursuant to the policies and pro-

cedures of such institution described in sub-

clause (I); and 

(B) subsections (a), (b), and (c), if the enti-

ty is a covered entity for purposes of the reg-

ulations promulgated under section 264(c) of 

the Health Insurance Portability and Ac-

countability Act of 1996 (42 U.S.C. 1320d-2 

note), to the extent that such entity is in 

compliance with such regulations. 

(2) DEFINITIONS.—For purposes of this sub-

section, the terms ‘‘bank holding company’’ 

and ‘‘bank’’ have the same meanings as in 

section 2 of the Bank Holding Company Act 

of 1956 (12 U.S.C. 1841). 

SEC. 804. IMPLEMENTING REGULATIONS. 
(a) IN GENERAL.—Notwithstanding any 

other provision of law, and except as pro-

vided under section 806, the agencies and au-

thorities identified in section 805, with re-

spect to the covered entities that are subject 

to the respective enforcement authority of 

such agencies and authorities, shall pre-

scribe regulations to implement this title. 

(b) COORDINATION.—Each agency and au-

thority required to prescribe regulations 

under subsection (a) shall consult and co-

ordinate with each other agency and author-

ity identified in section 805 so that, to the 

extent possible, the regulations prescribed 

by each agency and authority are consistent 

and comparable. 

(c) METHOD OF PROVIDING NOTICE TO CON-

SUMERS.—The regulations required under 

subsection (a) shall— 

(1) prescribe the methods by which a cov-

ered entity shall notify a consumer of a 

breach of data security under section 803; 

and

(2) allow a covered entity to provide such 

notice by— 

(A) written, telephonic, or e-mail notifica-

tion; or 

(B) substitute notification, if providing 

written, telephonic, or e-mail notification is 

not feasible due to— 

(i) lack of sufficient contact information 

for the consumers that must be notified; or 

(ii) excessive cost to the covered entity. 

(d) CONTENT OF CONSUMER NOTICE.—The

regulations required under subsection (a) 

shall—

(1) prescribe the content that shall be in-

cluded in a notice of a breach of data secu-

rity that is required to be provided to con-

sumers under section 803; and 

(2) require such notice to include— 

(A) a description of the type of sensitive 

account information or sensitive personal in-

formation involved in the breach of data se-

curity;

(B) a general description of the actions 

taken by the covered entity to restore the 

security and confidentiality of the sensitive 

account information or sensitive personal in-

formation involved in the breach of data se-

curity; and 

(C) the summary of rights of victims of 

identity theft prepared by the Commission 

under section 609(d) of the Fair Credit Re-

porting Act (15 U.S.C. 1681g), if the breach of 

data security involves sensitive personal in-

formation.

(e) TIMING OF NOTICE.—The regulations re-

quired under subsection (a) shall establish 

standards for when a covered entity shall 

provide any notice required under section 

803.

(f) LAW ENFORCEMENT DELAY.—The regula-

tions required under subsection (a) shall 

allow a covered entity to delay providing no-

tice of a breach of data security to con-

sumers under section 803 if a law enforce-

ment agency requests such a delay in writ-

ing.
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(g) SERVICE PROVIDERS.—The regulations 

required under subsection (a) shall— 

(1) require any party that maintains or 

communicates sensitive account information 

or sensitive personal information on behalf 

of a covered entity to provide notice to that 

covered entity if such party determines that 

a breach of data security has, or may have, 

occurred with respect to such information; 

and

(2) ensure that there is only 1 notification 

responsibility with respect to a breach of 

data security. 
(h) TIMING OF REGULATIONS.—The regula-

tions required under subsection (a) shall— 

(1) be issued in final form not later than 6 

months after the date of enactment of this 

Act; and 

(2) take effect not later than 6 months 

after the date on which they are issued in 

final form. 

SEC. 805. ADMINISTRATIVE ENFORCEMENT. 
(a) IN GENERAL.—Notwithstanding any 

other provision of law, section 803, and the 

regulations required under section 804, shall 

be enforced exclusively under— 

(1) section 8 of the Federal Deposit Insur-

ance Act (12 U.S.C. 1818), in the case of— 

(A) a national bank, a Federal branch or 

Federal agency of a foreign bank, or any sub-

sidiary thereof (other than a broker, dealer, 

person providing insurance, investment com-

pany, or investment adviser), or a savings as-

sociation, the deposits of which are insured 

by the Federal Deposit Insurance Corpora-

tion, or any subsidiary thereof (other than a 

broker, dealer, person providing insurance, 

investment company, or investment ad-

viser), by the Office of the Comptroller of the 

Currency;

(B) a member bank of the Federal Reserve 

System (other than a national bank), a 

branch or agency of a foreign bank (other 

than a Federal branch, Federal agency, or in-

sured State branch of a foreign bank), a com-

mercial lending company owned or con-

trolled by a foreign bank, an organization 

operating under section 25 or 25A of the Fed-

eral Reserve Act (12 U.S.C. 601, 604), or a 

bank holding company and its nonbank sub-

sidiary or affiliate (other than a broker, 

dealer, person providing insurance, invest-

ment company, or investment adviser), by 

the Board of Governors of the Federal Re-

serve System; and 

(C) a bank, the deposits of which are in-

sured by the Federal Deposit Insurance Cor-

poration (other than a member of the Fed-

eral Reserve System), an insured State 

branch of a foreign bank, or any subsidiary 

thereof (other than a broker, dealer, person 

providing insurance, investment company, or 

investment adviser), by the Board of Direc-

tors of the Federal Deposit Insurance Cor-

poration;

(2) the Federal Credit Union Act (12 U.S.C. 

1751 et seq.), by the National Credit Union 

Administration Board with respect to any 

federally insured credit union; 

(3) the Securities Exchange Act of 1934 (15 

U.S.C. 78a et seq.), by the Securities and Ex-

change Commission with respect to any 

broker or dealer; 

(4) the Investment Company Act of 1940 (15 

U.S.C. 80a–1 et seq.), by the Securities and 

Exchange Commission with respect to any 

investment company; 

(5) the Investment Advisers Act of 1940 (15 

U.S.C. 80b–1 et seq.), by the Securities and 

Exchange Commission with respect to any 

investment adviser registered with the Secu-

rities and Exchange Commission under that 

Act;

(6) the Commodity Exchange Act (7 U.S.C. 

1 et seq.), by the Commodity Futures Trad-

ing Commission with respect to any futures 

commission merchant, commodity trading 

advisor, commodity pool operator, or intro-

ducing broker; 

(7) the provisions of title XIII of the Hous-

ing and Community Development Act of 1992 

(12 U.S.C. 4501 et seq.), by the Director of 

Federal Housing Enterprise Oversight (and 

any successor to such functional regulatory 

agency) with respect to the Federal National 

Mortgage Association, the Federal Home 

Loan Mortgage Corporation, and any other 

entity or enterprise (as defined in that title) 

subject to the jurisdiction of such functional 

regulatory agency under that title, including 

any affiliate of any such enterprise; 

(8) State insurance law, in the case of any 

person engaged in providing insurance, by 

the applicable State insurance authority of 

the State in which the person is domiciled; 

and

(9) the Federal Trade Commission Act (15 

U.S.C. 41 et seq.), by the Commission for any 

other covered entity that is not subject to 

the jurisdiction of any agency or authority 

described under paragraphs (1) through (8). 
(b) EXTENSION OF FEDERAL TRADE COMMIS-

SION ENFORCEMENT AUTHORITY.—The author-

ity of the Commission to enforce compliance 

with section 803, and the regulations re-

quired under section 804, under subsection 

(a)(8) shall— 

(1) notwithstanding the Federal Aviation 

Act of 1958 (49 U.S.C. App. 1301 et seq.), in-

clude the authority to enforce compliance by 

air carriers and foreign air carriers; and 

(2) notwithstanding the Packers and 

Stockyards Act (7 U.S.C. 181 et seq.), include 

the authority to enforce compliance by per-

sons, partnerships, and corporations subject 

to the provisions of that Act. 
(c) NO PRIVATE RIGHT OF ACTION.—

(1) IN GENERAL.—This title, and the regula-

tions prescribed under this title, may not be 

construed to provide a private right of ac-

tion, including a class action with respect to 

any act or practice regulated under this 

title.

(2) CIVIL AND CRIMINAL ACTIONS.—No civil 

or criminal action relating to any act or 

practice governed under this title, or the 

regulations prescribed under this title, shall 

be commenced or maintained in any State 

court or under State law, including a pend-

ent State claim to an action under Federal 

law.

SEC. 806. PROTECTION OF INFORMATION AT FED-
ERAL AGENCIES. 

(a) DATA SECURITY STANDARDS.—Each

agency shall implement appropriate stand-

ards relating to administrative, technical, 

and physical safeguards— 

(1) to insure the security and confiden-

tiality of the sensitive account information 

and sensitive personal information that is 

maintained or is being communicated by, or 

on behalf of, that agency; 

(2) to protect against any anticipated 

threats or hazards to the security of such in-

formation; and 

(3) to protect against misuse of such infor-

mation, which could result in substantial 

harm or inconvenience to a consumer. 
(b) SECURITY BREACH NOTIFICATION STAND-

ARDS.—Each agency shall implement appro-

priate standards providing for notification of 

consumers when such agency determines 

that sensitive account information or sen-

sitive personal information that is main-

tained or is being communicated by, or on 

behalf of, such agency— 

(1) has been acquired without authoriza-

tion; and 

(2) is reasonably likely to be misused in a 

manner causing substantial harm or incon-

venience to the consumers to whom the in-

formation relates. 

SEC. 807. RELATION TO STATE LAW. 
No requirement or prohibition may be im-

posed under the laws of any State with re-

spect to the responsibilities of any person 

to—

(1) protect the security of information re-

lating to consumers that is maintained or 

communicated by, or on behalf of, such per-

son;

(2) safeguard information relating to con-

sumers from potential misuse; 

(3) investigate or provide notice of the un-

authorized access to information relating to 

consumers, or the potential misuse of such 

information for fraudulent, illegal, or other 

purposes; or 

(4) mitigate any loss or harm resulting 

from the unauthorized access or misuse of 

information relating to consumers. 

SEC. 808. DELAYED EFFECTIVE DATE FOR CER-
TAIN PROVISIONS. 

(a) COVERED ENTITIES.—Sections 803 and 

807 shall take effect on the later of— 

(1) 1 year after the date of enactment of 

this Act; or 

(2) the effective date of the final regula-

tions required under section 804. 

(b) AGENCIES.—Section 806 shall take effect 

1 year after the date of enactment of this 

Act.

SA 2642. Mr. LEVIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3406, to authorize the 

extension of nondiscriminatory treat-

ment (normal trade relations treat-

ment) to products of the Russian Fed-

eration and Moldova, to require reports 

on the compliance of the Russian Fed-

eration with its obligations as a mem-

ber of the World Trade Organization, 

and to impose sanctions on persons re-

sponsible for gross violations of human 

rights, and for other purposes; which 

was ordered to lie on the table; as fol-

lows:

On page 25, line 14, insert ‘‘or any other 

foreign government’’ before the semicolon. 

SA 2643. Mr. JOHNSON of Wisconsin 

submitted an amendment intended to 

be proposed by him to the bill S. 3414, 

to enhance the security and resiliency 

of the cyber and communications infra-

structure of the United States; which 

was ordered to lie on the table; as fol-

lows:

On page 8, after line 22, insert the fol-

lowing:

SEC. 3. EFFECTIVE DATE. 
(a) IN GENERAL.—Except as provided in 

subsection (b)(2), this Act and the amend-

ments made by this Act shall not take effect 

until the date on which the Congressional 

Budget Office submits to Congress a report 

regarding the budgetary effects of this Act. 

(b) CBO SCORE.—

(1) REPORT.—The Congressional Budget Of-

fice shall submit to Congress a report regard-

ing the budgetary effects of this Act. 

(2) EFFECTIVE DATE.—Paragraph (1) shall 

take effect on the date of enactment of this 

Act.

SA 2644. Mr. TOOMEY (for himself, 

Ms. SNOWE, Mr. DEMINT, Mr. BLUNT,

Mr. RUBIO, and Mr. HELLER) submitted 

an amendment intended to be proposed 
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by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

At the end, add the following: 

TITLE VIII—DATA SECURITY AND BREACH 
NOTIFICATION

SEC. 801. REQUIREMENTS FOR INFORMATION SE-
CURITY.

Each covered entity shall take reasonable 

measures to protect and secure data in elec-

tronic form containing personal information. 

SEC. 802. NOTIFICATION OF INFORMATION SECU-
RITY BREACH. 

(a) NOTIFICATION.—

(1) IN GENERAL.—A covered entity that 

owns or licenses data in electronic form con-

taining personal information shall give no-

tice of any breach of the security of the sys-

tem following discovery by the covered enti-

ty of the breach of the security of the system 

to each individual who is a citizen or resi-

dent of the United States whose personal in-

formation was or that the covered entity 

reasonably believes to have been accessed 

and acquired by an unauthorized person and 

that the covered entity reasonably believes 

has caused or will cause, identity theft or 

other financial harm. 

(2) LAW ENFORCEMENT.—A covered entity 

shall notify the Secret Service or the Fed-

eral Bureau of Investigation of the fact that 

a breach of security has occurred if the num-

ber of individuals whose personal informa-

tion the covered entity reasonably believes 

to have been accessed and acquired by an un-

authorized person exceeds 10,000. 

(b) SPECIAL NOTIFICATION REQUIREMENTS.—

(1) THIRD-PARTY AGENTS.—

(A) IN GENERAL.—In the event of a breach 

of security of a system maintained by a 

third-party entity that has been contracted 

to maintain, store, or process data in elec-

tronic form containing personal information 

on behalf of a covered entity who owns or 

possesses such data, such third-party entity 

shall notify such covered entity of the 

breach of security. 

(B) COVERED ENTITIES WHO RECEIVE NOTICE

FROM THIRD PARTIES.—Upon receiving notifi-

cation from a third party under subpara-

graph (A), a covered entity shall provide no-

tification as required under subsection (a). 

(C) EXCEPTION FOR SERVICE PROVIDERS.—A

service provider shall not be considered a 

third-party agent for purposes of this para-

graph.

(2) SERVICE PROVIDERS.—

(A) IN GENERAL.—If a service provider be-

comes aware of a breach of security involv-

ing data in electronic form containing per-

sonal information that is owned or possessed 

by a covered entity that connects to or uses 

a system or network provided by the service 

provider for the purpose of transmitting, 

routing, or providing intermediate or tran-

sient storage of such data, such service pro-

vider shall notify the covered entity who ini-

tiated such connection, transmission, rout-

ing, or storage if such covered entity can be 

reasonably identified. 

(B) COVERED ENTITIES WHO RECEIVE NOTICE

FROM SERVICE PROVIDERS.—Upon receiving 

notification from a service provider under 

subparagraph (A), a covered entity shall pro-

vide notification as required under sub-

section (a). 

(c) TIMELINESS OF NOTIFICATION.—

(1) IN GENERAL.—Unless subject to a delay 

authorized under paragraph (2), a notifica-

tion required under subsection (a) with re-

spect to a security breach shall be made as 

expeditiously as practicable and without un-

reasonable delay, consistent with any meas-

ures necessary to determine the scope of the 

security breach and restore the reasonable 

integrity of the data system that was 

breached.

(2) DELAY OF NOTIFICATION AUTHORIZED FOR

LAW ENFORCEMENT OR NATIONAL SECURITY

PURPOSES.—

(A) LAW ENFORCEMENT.—If a Federal law 

enforcement agency determines that the no-

tification required under subsection (a) 

would impede a civil or criminal investiga-

tion, such notification shall be delayed upon 

the written request of the law enforcement 

agency for any period which the law enforce-

ment agency determines is reasonably nec-

essary. A law enforcement agency may, by a 

subsequent written request, revoke such 

delay or extend the period set forth in the 

original request made under this subpara-

graph by a subsequent request if further 

delay is necessary. 

(B) NATIONAL SECURITY.—If a Federal na-

tional security agency or homeland security 

agency determines that the notification re-

quired under this section would threaten na-

tional or homeland security, such notifica-

tion may be delayed upon the written re-

quest of the national security agency or 

homeland security agency for any period 

which the national security agency or home-

land security agency determines is reason-

ably necessary. A Federal national security 

agency or homeland security agency may re-

voke such delay or extend the period set 

forth in the original request made under this 

subparagraph by a subsequent written re-

quest if further delay is necessary. 
(d) METHOD AND CONTENT OF NOTIFICA-

TION.—

(1) DIRECT NOTIFICATION.—

(A) METHOD OF NOTIFICATION.—A covered 

entity required to provide notification to an 

individual under subsection (a) shall be in 

compliance with such requirement if the 

covered entity provides such notice by one of 

the following methods: 

(i) Written notification, sent to the postal 

address of the individual in the records of 

the covered entity. 

(ii) Telephone. 

(iii) Email or other electronic means. 

(B) CONTENT OF NOTIFICATION.—Regardless

of the method by which notification is pro-

vided to an individual under subparagraph 

(A) with respect to a security breach, such 

notification, to the extent practicable, shall 

include—

(i) the date, estimated date, or estimated 

date range of the breach of security; 

(ii) a description of the personal informa-

tion that was accessed and acquired, or rea-

sonably believed to have been accessed and 

acquired, by an unauthorized person as a 

part of the security breach; and 

(iii) information that the individual can 

use to contact the covered entity to inquire 

about—

(I) the breach of security; or 

(II) the information the covered entity 

maintained about that individual. 

(2) SUBSTITUTE NOTIFICATION.—

(A) CIRCUMSTANCES GIVING RISE TO SUB-

STITUTE NOTIFICATION.—A covered entity re-

quired to provide notification to an indi-

vidual under subsection (a) may provide sub-

stitute notification in lieu of the direct noti-

fication required by paragraph (1) if such di-

rect notification is not feasible due to— 

(i) excessive cost to the covered entity re-

quired to provide such notification relative 

to the resources of such covered entity; or 

(ii) lack of sufficient contact information 

for the individual required to be notified. 

(B) FORM OF SUBSTITUTE NOTIFICATION.—

Such substitute notification shall include at 

least one of the following: 

(i) A conspicuous notice on the Internet 

Web site of the covered entity (if such cov-

ered entity maintains such a Web site). 

(ii) Notification in print and to broadcast 

media, including major media in metropoli-

tan and rural areas where the individuals 

whose personal information was acquired re-

side.
(e) TREATMENT OF PERSONS GOVERNED BY

OTHER FEDERAL LAW.—Except as provided in 

section 4(b), a covered entity who is in com-

pliance with any other Federal law that re-

quires such covered entity to provide notifi-

cation to individuals following a breach of 

security shall be deemed to be in compliance 

with this section. 

SEC. 803. APPLICATION AND ENFORCEMENT. 
(a) GENERAL APPLICATION.—The require-

ments of sections 801 and 802 apply to— 

(1) those persons, partnerships, or corpora-

tions over which the Commission has author-

ity pursuant to section 5(a)(2) of the Federal 

Trade Commission Act (15 U.S.C. 45(a)(2)); 

and

(2) notwithstanding section 5(a)(2) of the 

Federal Trade Commission Act (15 U.S.C. 

45(a)(2)), common carriers subject to the 

Communications Act of 1934 (47 U.S.C. 151 et 

seq.).
(b) APPLICATION TO CABLE OPERATORS, SAT-

ELLITE OPERATORS, AND TELECOMMUNICATIONS

CARRIERS.—Sections 222, 338, and 631 of the 

Communications Act of 1934 (47 U.S.C. 222, 

338, and 551), and any regulations promul-

gated thereunder, shall not apply with re-

spect to the information security practices, 

including practices relating to the notifica-

tion of unauthorized access to data in elec-

tronic form, of any covered entity otherwise 

subject to those sections. 
(c) ENFORCEMENT BY FEDERAL TRADE COM-

MISSION.—

(1) UNFAIR OR DECEPTIVE ACTS OR PRAC-

TICES.—A violation of section 801 or 802 shall 

be treated as an unfair or deceptive act or 

practice in violation of a regulation under 

section 18(a)(1)(B) of the Federal Trade Com-

mission Act (15 U.S.C. 57a(a)(1)(B)) regarding 

unfair or deceptive acts or practices. 

(2) POWERS OF COMMISSION.—

(A) IN GENERAL.—Except as provided in 

subsection (a), the Commission shall enforce 

this title in the same manner, by the same 

means, and with the same jurisdiction, pow-

ers, and duties as though all applicable 

terms and provisions of the Federal Trade 

Commission Act (15 U.S.C. 41 et seq.) were 

incorporated into and made a part of this 

title.

(B) PRIVILEGES AND IMMUNITIES.—Any per-

son who violates section 801 or 802 shall be 

subject to the penalties and entitled to the 

privileges and immunities provided in such 

Act.

(3) MAXIMUM TOTAL LIABILITY.—Notwith-

standing the number of actions which may 

be brought against a covered entity under 

this subsection, the maximum civil penalty 

for which any covered entity may be liable 

under this subsection for all actions shall 

not exceed— 

(A) $500,000 for all violations of section 801 

resulting from the same related act or omis-

sion; and 

(B) $500,000 for all violations of section 802 

resulting from a single breach of security. 
(d) NO PRIVATE CAUSE OF ACTION.—Nothing

in this title shall be construed to establish a 

private cause of action against a person for 

a violation of this title. 

SEC. 804. DEFINITIONS. 
In this title: 
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(1) BREACH OF SECURITY.—The term 

‘‘breach of security’’ means unauthorized ac-

cess and acquisition of data in electronic 

form containing personal information. 

(2) COMMISSION.—The term ‘‘Commission’’ 

means the Federal Trade Commission. 

(3) COVERED ENTITY.—

(A) IN GENERAL.—The term ‘‘covered enti-

ty’’ means a sole proprietorship, partnership, 

corporation, trust, estate, cooperative, asso-

ciation, or other commercial entity that ac-

quires, maintains, stores, or utilizes personal 

information.

(B) EXEMPTIONS.—The term ‘‘covered enti-

ty’’ does not include the following: 

(i) Financial institutions subject to title V 

of the Gramm-Leach-Bliley Act (15 U.S.C. 

6801 et seq.). 

(ii) An entity covered by the regulations 

issued under section 264(c) of the Health In-

surance Portability and Accountability Act 

of 1996 (Public Law 104–191) to the extent 

that such entity is subject to the require-

ments of such regulations with respect to 

protected health information. 

(4) DATA IN ELECTRONIC FORM.—The term 

‘‘data in electronic form’’ means any data 

stored electronically or digitally on any 

computer system or other database and in-

cludes recordable tapes and other mass stor-

age devices. 

(5) PERSONAL INFORMATION.—

(A) IN GENERAL.—The term ‘‘personal infor-

mation’’ means an individual’s first name or 

first initial and last name in combination 

with any one or more of the following data 

elements for that individual: 

(i) Social Security number. 

(ii) Driver’s license number, passport num-

ber, military identification number, or other 

similar number issued on a government doc-

ument used to verify identity. 

(iii) Financial account number, or credit or 

debit card number, and any required security 

code, access code, or password that is nec-

essary to permit access to an individual’s fi-

nancial account. 

(B) EXCLUSIONS.—

(i) PUBLIC RECORD INFORMATION.—Personal

information does not include information ob-

tained about an individual which has been 

lawfully made publicly available by a Fed-

eral, State, or local government entity or 

widely distributed by media. 

(ii) ENCRYPTED, REDACTED, OR SECURED

DATA.—Personal information does not in-

clude information that is encrypted, re-

dacted, or secured by any other method or 

technology that renders the data elements 

unusable.

(6) SERVICE PROVIDER.—The term ‘‘service 

provider’’ means an entity that provides 

electronic data transmission, routing, inter-

mediate, and transient storage, or connec-

tions to its system or network, where such 

entity providing such services does not se-

lect or modify the content of the electronic 

data, is not the sender or the intended recipi-

ent of the data, and does not differentiate 

personal information from other information 

that such entity transmits, routes, stores, or 

for which such entity provides connections. 

Any such entity shall be treated as a service 

provider under this title only to the extent 

that it is engaged in the provision of such 

transmission, routing, intermediate and 

transient storage, or connections. 

SEC. 805. EFFECT ON OTHER LAWS. 
This title preempts any law, rule, regula-

tion, requirement, standard, or other provi-

sion having the force and effect of law of any 

State, or political subdivision of a State, re-

lating to the protection or security of data 

in electronic form containing personal infor-

mation or the notification of a breach of se-

curity.

SEC. 806. EFFECTIVE DATE. 
This title shall take effect on the date that 

is 1 year after the date of enactment of this 

Act.

SA 2645. Mr. BINGAMAN submitted 

an amendment intended to be proposed 

by him to the bill S. 3414, to enhance 

the security and resiliency of the cyber 

and communications infrastructure of 

the United States; which was ordered 

to lie on the table; as follows: 

At the end of the bill, add the following: 

TITLE VIII—GRID CYBER SECURITY 
SEC. 801. SHORT TITLE. 

This title may be cited as the ‘‘Grid Cyber 

Security Act’’. 

SEC. 802. CRITICAL ELECTRIC INFRASTRUCTURE. 
Part II of the Federal Power Act (16 U.S.C. 

824 et seq.) is amended by adding at the end 

the following: 

‘‘SEC. 224. CRITICAL ELECTRIC INFRASTRUC-
TURE.

‘‘(a) DEFINITIONS.—In this section: 

‘‘(1) CRITICAL ELECTRIC INFRASTRUCTURE.—

The term ‘critical electric infrastructure’ 

means systems and assets, whether physical 

or virtual, used for the generation, trans-

mission, or distribution of electric energy af-

fecting interstate commerce that, as deter-

mined by the Commission or the Secretary 

(as appropriate), are so vital to the United 

States that the incapacity or destruction of 

the systems and assets would have a debili-

tating impact on national security, national 

economic security, or national public health 

or safety. 

‘‘(2) CRITICAL ELECTRIC INFRASTRUCTURE IN-

FORMATION.—The term ‘critical electric in-

frastructure information’ means critical in-

frastructure information relating to critical 

electric infrastructure. 

‘‘(3) CRITICAL INFRASTRUCTURE INFORMA-

TION.—The term ‘critical infrastructure in-

formation’ has the meaning given the term 

in section 212 of the Critical Infrastructure 

Information Act of 2002 (6 U.S.C. 131). 

‘‘(4) CYBER SECURITY THREAT.—The term 

‘cyber security threat’ means the imminent 

danger of an act that disrupts, attempts to 

disrupt, or poses a significant risk of dis-

rupting the operation of programmable elec-

tronic devices or communications networks 

(including hardware, software, and data) es-

sential to the reliable operation of critical 

electric infrastructure. 

‘‘(5) CYBER SECURITY VULNERABILITY.—The

term ‘cyber security vulnerability’ means a 

weakness or flaw in the design or operation 

of any programmable electronic device or 

communication network that exposes crit-

ical electric infrastructure to a cyber secu-

rity threat. 

‘‘(6) ELECTRIC RELIABILITY ORGANIZATION.—

The term ‘Electric Reliability Organization’ 

has the meaning given the term in section 

215(a).

‘‘(7) SECRETARY.—The term ‘Secretary’ 

means the Secretary of Energy. 

‘‘(b) AUTHORITY OF COMMISSION.—

‘‘(1) INITIAL DETERMINATION.—Not later 

than 120 days after the date of enactment of 

this section, the Commission shall determine 

whether reliability standards established 

pursuant to section 215 are adequate to pro-

tect critical electric infrastructure from 

cyber security vulnerabilities. 

‘‘(2) INITIAL ORDER.—Unless the Commis-

sion determines that the reliability stand-

ards established pursuant to section 215 are 

adequate to protect critical electric infra-

structure from cyber security vulnerabilities 

within 120 days after the date of enactment 

of this section, the Commission shall order 

the Electric Reliability Organization to sub-

mit to the Commission, not later than 180 

days after the date of issuance of the order, 

a proposed reliability standard or a modi-

fication to a reliability standard that will 

provide adequate protection of critical elec-

tric infrastructure from cyber security 

vulnerabilities.

‘‘(3) SUBSEQUENT DETERMINATIONS AND OR-

DERS.—If at any time following the issuance 

of the initial order under paragraph (2) the 

Commission determines that the reliability 

standards established pursuant to section 215 

are inadequate to protect critical electric in-

frastructure from a cyber security vulner-

ability, the Commission shall order the Elec-

tric Reliability Organization to submit to 

the Commission, not later than 180 days 

after the date of the determination, a pro-

posed reliability standard or a modification 

to a reliability standard that will provide 

adequate protection of critical electric infra-

structure from the cyber security vulner-

ability.

‘‘(4) RELIABILITY STANDARDS.—Any pro-

posed reliability standard or modification to 

a reliability standard submitted pursuant to 

paragraph (2) or (3) shall be developed and 

approved in accordance with section 215(d). 

‘‘(5) ADDITIONAL TIME.—The Commission 

may, by order, grant the Electric Reliability 

Organization reasonable additional time to 

submit a proposed reliability standard or a 

modification to a reliability standard under 

paragraph (2) or (3). 
‘‘(c) EMERGENCY AUTHORITY OF SEC-

RETARY.—

‘‘(1) IN GENERAL.—If the Secretary deter-

mines that immediate action is necessary to 

protect critical electric infrastructure from 

a cyber security threat, the Secretary may 

require, by order, with or without notice, 

persons subject to the jurisdiction of the 

Commission under this section to take such 

actions as the Secretary determines will best 

avert or mitigate the cyber security threat. 

‘‘(2) COORDINATION WITH CANADA AND MEX-

ICO.—In exercising the authority granted 

under this subsection, the Secretary is en-

couraged to consult and coordinate with the 

appropriate officials in Canada and Mexico 

responsible for the protection of cyber secu-

rity of the interconnected North American 

electricity grid. 

‘‘(3) CONSULTATION.—Before exercising the 

authority granted under this subsection, to 

the extent practicable, taking into account 

the nature of the threat and urgency of need 

for action, the Secretary shall consult with 

the entities described in subsection (e)(1) and 

with officials at other Federal agencies, as 

appropriate, regarding implementation of ac-

tions that will effectively address the identi-

fied cyber security threat. 

‘‘(4) COST RECOVERY.—The Commission 

shall establish a mechanism that permits 

public utilities to recover prudently incurred 

costs required to implement immediate ac-

tions ordered by the Secretary under this 

subsection.
‘‘(d) DURATION OF EXPEDITED OR EMER-

GENCY RULES OR ORDERS.—Any order issued 

by the Secretary under subsection (c) shall 

remain effective for not more than 90 days 

unless, during the 90 day-period, the Sec-

retary—

‘‘(1) gives interested persons an oppor-

tunity to submit written data, views, or ar-

guments; and 

‘‘(2) affirms, amends, or repeals the rule or 

order.
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‘‘(e) JURISDICTION.—

‘‘(1) IN GENERAL.—Notwithstanding section 

201, this section shall apply to any entity 

that owns, controls, or operates critical elec-

tric infrastructure. 

‘‘(2) COVERED ENTITIES.—

‘‘(A) IN GENERAL.—An entity described in 

paragraph (1) shall be subject to the jurisdic-

tion of the Commission for purposes of— 

‘‘(i) carrying out this section; and 

‘‘(ii) applying the enforcement authorities 

of this Act with respect to this section. 

‘‘(B) JURISDICTION.—This subsection shall 

not make an electric utility or any other en-

tity subject to the jurisdiction of the Com-

mission for any other purpose. 

‘‘(3) ALASKA AND HAWAII EXCLUDED.—Except

as provided in subsection (f), nothing in this 

section shall apply in the State of Alaska or 

Hawaii.
‘‘(f) DEFENSE FACILITIES.—Not later than 1 

year after the date of enactment of this sec-

tion, the Secretary of Defense shall prepare, 

in consultation with the Secretary, the 

States of Alaska and Hawaii, the Territory 

of Guam, and the electric utilities that serve 

national defense facilities in those States 

and Territory, a comprehensive plan that 

identifies the emergency measures or actions 

that will be taken to protect the reliability 

of the electric power supply of the national 

defense facilities located in those States and 

Territory in the event of an imminent cyber-

security threat. 
‘‘(g) PROTECTION OF CRITICAL ELECTRIC IN-

FRASTRUCTURE INFORMATION.—

‘‘(1) IN GENERAL.—Section 214 of the Crit-

ical Infrastructure Information Act of 2002 (6 

U.S.C. 133) shall apply to critical electric in-

frastructure information submitted to the 

Commission or the Secretary under this sec-

tion, or developed by a Federal power mar-

keting administration or the Tennessee Val-

ley Authority under this section or section 

215, to the same extent as that section ap-

plies to critical infrastructure information 

voluntarily submitted to the Department of 

Homeland Security under that Act (6 U.S.C. 

131 et seq.). 

‘‘(2) RULES PROHIBITING DISCLOSURE.—Not-

withstanding section 552 of title 5, United 

States Code, the Secretary and the Commis-

sion shall prescribe regulations prohibiting 

disclosure of information obtained or devel-

oped in ensuring cyber security under this 

section if the Secretary or Commission, as 

appropriate, decides disclosing the informa-

tion would be detrimental to the security of 

critical electric infrastructure. 

‘‘(3) PROCEDURES FOR SHARING INFORMA-

TION.—

‘‘(A) IN GENERAL.—The Secretary and the 

Commission shall establish procedures on 

the release of critical infrastructure infor-

mation to entities subject to this section, to 

the extent necessary to enable the entities 

to implement rules or orders of the Commis-

sion or the Secretary. 

‘‘(B) REQUIREMENTS.—The procedures 

shall—

‘‘(i) limit the redissemination of informa-

tion described in subparagraph (A) to ensure 

that the information is not used for an unau-

thorized purpose; 

‘‘(ii) ensure the security and confiden-

tiality of the information; 

‘‘(iii) protect the constitutional and statu-

tory rights of any individuals who are sub-

jects of the information; and 

‘‘(iv) provide data integrity through the 

timely removal and destruction of obsolete 

or erroneous names and information. 
‘‘(h) ACCESS TO CLASSIFIED INFORMATION.—

‘‘(1) AUTHORIZATION REQUIRED.—No person 

shall be provided with access to classified in-

formation (as defined in section 6.1 of Execu-

tive Order 13526 (50 U.S.C. 435 note; relating 

to classified national security information)) 

relating to cyber security threats or cyber 

security vulnerabilities under this section 

without the appropriate security clearances. 

‘‘(2) SECURITY CLEARANCES.—The appro-

priate Federal agencies or departments shall 

cooperate with the Secretary or the Commis-

sion, to the maximum extent practicable 

consistent with applicable procedures and re-

quirements, in expeditiously providing ap-

propriate security clearances to individuals 

that have a need-to-know (as defined in sec-

tion 6.1 of that Executive Order) classified 

information to carry out this section. 

‘‘(i) NUCLEAR SAFETY.—No order issued by 

the Secretary or the Commission under this 

section, no reliability standard issued or 

modified by the Electric Reliability Organi-

zation pursuant to this section, and no tem-

porary emergency order issued by the Elec-

tric Reliability Organization under section 

215(d)(7) shall require or authorize a licensee 

of the Nuclear Regulatory Commission to op-

erate a facility licensed by the Nuclear Reg-

ulatory Commission in a manner incon-

sistent with the terms of the license of the 

facility.’’.

SEC. 803. LIMITED ADDITION OF ERO AUTHORITY 
FOR CRITICAL ELECTRIC INFRA-
STRUCTURE.

Section 215(a)(1) of the Federal Power Act 

(16 U.S.C. 824o(a)(1)) is amended— 

(1) in the first sentence— 

(A) by redesignating subparagraphs (A) and 

(B) as clauses (i) and (ii), respectively, and 

indenting appropriately; 

(B) by striking ‘‘(1) The term’’ and insert-

ing the following: 

‘‘(1) BULK-POWER SYSTEM.—

‘‘(A) IN GENERAL.—The term’’; 

(C) in clause (i) (as so redesignated), by 

striking ‘‘and’’ after the semicolon at the 

end;

(D) in clause (ii) (as so redesignated), by 

striking the period at the end and inserting 

‘‘; and’’; 

(E) by adding at the end the following: 

‘‘(iii) for purposes of section 224, facilities 

used for the local distribution of electric en-

ergy that the Commission determines to be 

critical electric infrastructure pursuant to 

section 224.’’; and 

(2) in the second sentence, by striking 

‘‘The term’’ and inserting the following: 

‘‘(B) EXCLUSION.—Except as provided in 

subparagraph (A), the term’’. 

SEC. 804. LIMITATION. 
Section 215(i) of the Federal Power Act (16 

U.S.C. 824o(i)) is amended by adding at the 

end the following: 

‘‘(6) LIMITATION.—The ERO shall have au-

thority to develop and enforce compliance 

with reliability standards and temporary 

emergency orders with respect to a facility 

used in the local distribution of electric en-

ergy only to the extent the Commission de-

termines the facility is so vital to the United 

States that the incapacity or destruction of 

the facility would have a debilitating impact 

on national security, national economic se-

curity, or national public health or safety.’’. 

SEC. 805. TEMPORARY EMERGENCY ORDERS FOR 
CYBER SECURITY VULNERABILITIES. 

Section 215(d) of the Federal Power Act (16 

U.S.C. 824o(d)) is amended by adding at the 

end the following: 

‘‘(7) TEMPORARY EMERGENCY ORDERS FOR

CYBER SECURITY VULNERABILITIES.—Notwith-

standing paragraphs (1) through (6), if the 

Commission determines that immediate ac-

tion is necessary to protect critical electric 

infrastructure for a cyber security vulner-

ability, the Commission may, without prior 

notice or hearing, after consulting the ERO, 

require the ERO— 

‘‘(A) to develop and issue a temporary 

emergency order to address the cyber secu-

rity vulnerability; 

‘‘(B) to make the temporary emergency 

order immediately effective; and 

‘‘(C) to keep the temporary emergency 

order in effect until— 

‘‘(i) the ERO develops, and the Commission 

approves, a final reliability standard under 

this section; or 

‘‘(ii) the Commission authorizes the ERO 

to withdraw the temporary emergency 

order.’’.

SEC. 806. EMP STUDY. 
(a) DOE REPORT.—Not later than 3 years 

after the date of enactment of this Act, the 

Secretary of Energy, in consultation with 

appropriate experts at the National Labora-

tories (as defined in section 2 of the Energy 

Policy Act of 2005 (42 U.S.C. 15801)), shall pre-

pare and publish a report that assesses the 

susceptibility of critical electric infrastruc-

ture to electromagnetic pulse events and 

geomagnetic disturbances. 
(b) CONTENTS.—The report under sub-

section (a) shall— 

(1) examine the risk of electromagnetic 

pulse events and geomagnetic disturbances, 

using both computer-based simulations and 

experimental testing; 

(2) assess the full spectrum of possible 

events and disturbances and the likelihood 

that the events and disturbances would 

cause significant disruption to the trans-

mission and distribution of electric power; 

and

(3) seek to quantify and reduce uncertain-

ties associated with estimates for electro-

magnetic pulse events and geomagnetic dis-

turbances.
(c) FERC ASSESSMENT.—Not later than 1 

year after publication of the report under 

subsection (a), the Federal Energy Regu-

latory Commission, in coordination with the 

Secretary of Energy and in consultation 

with electric utilities and the ERO (as de-

fined in section 215(a) of the Federal Power 

Act (16 U.S.C. 824o(a)), shall submit to Con-

gress an assessment of whether and to what 

extent infrastructure affecting the trans-

mission of electric power in interstate com-

merce should be hardened against electro-

magnetic events and geomagnetic disturb-

ances, including an estimate of the costs and 

benefits of options to harden the infrastruc-

ture.

SEC. 807. BUDGETARY EFFECTS. 
The budgetary effects of this Act, for the 

purpose of complying with the Statutory 

Pay-As-You-Go-Act of 2010, shall be deter-

mined by reference to the latest statement 

titled ‘‘Budgetary Effects of PAYGO Legisla-

tion’’ for this Act, submitted for printing in 

the Congressional Record by the Chairman of 

the Senate Budget Committee, provided that 

such statement has been submitted prior to 

the vote on passage. 

SA 2646. Mr. MENENDEZ (for himself 

and Mr. KERRY) submitted an amend-

ment intended to be proposed by him 

to the bill S. 3414, to enhance the secu-

rity and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title III, add the following: 

SEC. 305. CYBERSECURITY UNIVERSITY-INDUS-
TRY TASK FORCE. 

(a) ESTABLISHMENT OF UNIVERSITY-INDUS-

TRY TASK FORCE.—Not later than 180 days 
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after the date of enactment of this Act, the 

Director of the Office of Science and Tech-

nology Policy shall convene a task force to 

explore mechanisms for carrying out col-

laborative research, development, education, 

and training activities for cybersecurity 

through a consortium, or other appropriate 

entity, with participants from institutions of 

higher education and industry. 
(b) FUNCTIONS.—The task force established 

under subsection (a) shall— 

(1) develop options for a collaborative 

model and an organizational structure for 

such entity under which the joint research 

and development activities could be planned, 

managed, and conducted effectively, includ-

ing mechanisms for the allocation of re-

sources among the participants in the con-

sortium;

(2) propose a process for developing a re-

search and development agenda for such en-

tity, including guidelines to ensure an appro-

priate scope of work focused on nationally 

significant challenges and requiring collabo-

ration;

(3) define the roles and responsibilities for 

the participants from institutions of higher 

education and industry in such entity; 

(4) propose guidelines for assigning intel-

lectual property rights and for the transfer 

of research and development results to the 

private sector; and 

(5) make recommendations for how such 

entity could be funded from Federal, State, 

and nongovernmental sources. 
(c) COMPOSITION.—In establishing the task 

force under subsection (a), the Director of 

the Office of Science and Technology Policy 

shall appoint an equal number of individuals 

from institutions of higher education, in-

cluding minority-serving institutions and 

community colleges, and from industry with 

knowledge and expertise in cybersecurity. 
(d) REPORT.—Not later than 12 months 

after the date of enactment of this Act, the 

Director of the Office of Science and Tech-

nology Policy shall transmit to the Congress 

a report describing the findings and rec-

ommendations of the task force established 

under subsection (a). 
(e) TERMINATION.—The task force estab-

lished under subsection (a) shall terminate 

upon transmittal of the report required 

under subsection (d). 
(f) COMPENSATION AND EXPENSES.—Mem-

bers of the task force established under sub-

section (a) shall serve without compensation. 

SEC. 306. NATIONAL INSTITUTE OF STANDARDS 
AND TECHNOLOGY RESEARCH AND 
DEVELOPMENT.

(a) NIST CYBERSECURITY CHECKLISTS, CON-

FIGURATION PROFILES, AND DEPLOYMENT REC-

OMMENDATIONS.—Subsection (c) of section 8 

of the Cyber Security Research and Develop-

ment Act (15 U.S.C. 7406) is amended to read 

as follows: 
‘‘(c) SECURITY AUTOMATION AND CHECKLISTS

FOR GOVERNMENT SYSTEMS.—

‘‘(1) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Technology 

shall develop, and revise as necessary, secu-

rity automation standards, associated ref-

erence materials (including protocols), and 

checklists providing settings and option se-

lections that minimize the security risks as-

sociated with each information technology 

hardware or software system and security 

tool that is, or is likely to become, widely 

used within the Federal Government in order 

to enable standardized and interoperable 

technologies, architectures, and frameworks 

for continuous monitoring of information se-

curity within the Federal Government. 

‘‘(2) PRIORITIES FOR DEVELOPMENT, IDENTI-

FICATION, REVISION, AND ADAPTATION.—The

Director of the National Institute of Stand-

ards and Technology shall establish prior-

ities for the development of standards, ref-

erence materials, and checklists under this 

subsection on the basis of— 

‘‘(A) the security risks associated with the 

use of each system; 

‘‘(B) the number of agencies that use a par-

ticular system or security tool; 

‘‘(C) the usefulness of the standards, ref-

erence materials, or checklists to Federal 

agencies that are users or potential users of 

the system; 

‘‘(D) the effectiveness of the associated 

standard, reference material, or checklist in 

creating or enabling continuous monitoring 

of information security; or 

‘‘(E) such other factors as the Director of 

the National Institute of Standards and 

Technology determines to be appropriate. 

‘‘(3) EXCLUDED SYSTEMS.—The Director of 

the National Institute of Standards and 

Technology may exclude from the require-

ments of paragraph (1) any information tech-

nology hardware or software system or secu-

rity tool for which such Director determines 

that the development of a standard, ref-

erence material, or checklist is inappro-

priate because of the infrequency of use of 

the system, the obsolescence of the system, 

or the inutility or impracticability of devel-

oping a standard, reference material, or 

checklist for the system. 

‘‘(4) DISSEMINATION OF CHECKLISTS, CON-

FIGURATION PROFILES, AND DEPLOYMENT REC-

OMMENDATIONS.—The Director of the Na-

tional Institute of Standards and Technology 

shall ensure that Federal agencies are in-

formed of the availability of any standard, 

reference material, checklist, or other item 

developed under this subsection. 

‘‘(5) AGENCY USE REQUIREMENTS.—The de-

velopment of standards, reference materials, 

and checklists under paragraph (1) for an in-

formation technology hardware or software 

system or tool does not— 

‘‘(A) require any Federal agency to select 

the specific settings or options recommended 

by the standard, reference material, or 

checklist for the system; 

‘‘(B) establish conditions or prerequisites 

for Federal agency procurement or deploy-

ment of any such system; 

‘‘(C) imply an endorsement of any such 

system by the Director of the National Insti-

tute of Standards and Technology; or 

‘‘(D) preclude any Federal agency from 

procuring or deploying other information 

technology hardware or software systems for 

which no such standard, reference material, 

or checklist has been developed, or identified 

under paragraph (1).’’. 

(b) NIST CYBERSECURITY RESEARCH AND

DEVELOPMENT.—Section 20 of the National 

Institute of Standards and Technology Act 

(15 U.S.C. 278g–3) is amended by redesig-

nating subsection (e) as subsection (f), and 

by inserting after subsection (d) the fol-

lowing:

‘‘(e) INTRAMURAL SECURITY RESEARCH.—As

part of the research activities conducted in 

accordance with subsection (d)(3), the Insti-

tute shall— 

‘‘(1) conduct a research program to develop 

a unifying and standardized identity, privi-

lege, and access control management frame-

work for the execution of a wide variety of 

resource protection policies and that is ame-

nable to implementation within a wide vari-

ety of existing and emerging computing en-

vironments;

‘‘(2) carry out research associated with im-

proving the security of information systems 

and networks; 

‘‘(3) carry out research associated with im-

proving the testing, measurement, usability, 

and assurance of information systems and 

networks; and 

‘‘(4) carry out research associated with im-

proving security of industrial control sys-

tems.’’.
(c) NIST IDENTITY MANAGEMENT RESEARCH

AND DEVELOPMENT.—The Director shall con-

tinue a program to support the development 

of technical standards, metrology, testbeds, 

and conformance criteria, taking into ac-

count appropriate user concerns— 

(1) to improve interoperability among 

identity management technologies; 

(2) to strengthen authentication methods 

of identity management systems; 

(3) to improve privacy protection in iden-

tity management systems, including health 

information technology systems, through 

authentication and security protocols; and 

(4) to improve the usability of identity 

management systems. 
(d) FEDERAL GOVERNMENT CLOUD COM-

PUTING STRATEGY.—

(1) IN GENERAL.—The Director, in collabo-

ration with the Federal Chief Information 

Officers Council, and in consultation with 

other relevant Federal agencies and stake-

holders from the private sector, shall con-

tinue to develop and encourage the imple-

mentation of a comprehensive strategy for 

the use and adoption of cloud computing 

services by the Federal Government. 

(2) ACTIVITIES.—In carrying out the strat-

egy developed under subsection (a), the Di-

rector shall give consideration to activities 

that—

(A) accelerate the development, in collabo-

ration with the private sector, of standards 

that address interoperability and portability 

of cloud computing services; 

(B) advance the development of conform-

ance testing performed by the private sector 

in support of cloud computing standardiza-

tion; and 

(C) support, in consultation with the pri-

vate sector, the development of appropriate 

security frameworks and reference mate-

rials, and the identification of best practices, 

for use by Federal agencies to address secu-

rity and privacy requirements to enable the 

use and adoption of cloud computing serv-

ices, including activities— 

(i) to ensure the physical security of cloud 

computing data centers and the data stored 

in such centers; 

(ii) to ensure secure access to the data 

stored in cloud computing data centers; 

(iii) to develop security standards as re-

quired under section 20 of the National Insti-

tute of Standards and Technology Act (15 

U.S.C. 278g–3); and 

(iv) to support the development of the au-

tomation of continuous monitoring systems. 

SA 2647. Ms. SNOWE submitted an 

amendment intended to be proposed by 

her to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the appropriate place, insert the fol-

lowing:

SEC. ll. SPECTRUM EFFICIENCY AND SECURITY 
FUND.

(a) RETENTION OF UNUSED FUNDS.—Section

118(d)(4) of the National Telecommunications 

and Information Administration Organiza-

tion Act (47 U.S.C. 928(d)(4)) is amended by 

striking ‘‘8 years’’ and inserting ‘‘20 years’’. 
(b) USE OF FUND FOR PLANNING AND RE-

SEARCH.—

VerDate Sep 11 2014 09:49 May 26, 2017 Jkt 019102 PO 00000 Frm 00056 Fmt 0686 Sfmt 0634 E:\BR12\S30JY2.002 S30JY2js
ta

llw
or

th
 o

n 
D

S
K

7T
P

T
V

N
1P

R
O

D
 w

ith
 B

O
U

N
D

 R
E

C
O

R
D



CONGRESSIONAL RECORD—SENATE, Vol. 158, Pt. 912612 July 30, 2012 
(1) IN GENERAL.—Section 118(c) of the Na-

tional Telecommunications and Information 

Administration Organization Act (47 U.S.C. 

928(c)) is amended to read as follows: 

‘‘(c) USES OF FUNDS.—The amounts in the 

Fund are authorized to be used— 

‘‘(1) to pay relocation costs; 

‘‘(2) to fund planning and research with the 

goal of improving the efficiency of Federal 

use of spectrum and security of Federal wire-

less networks and systems; and 

‘‘(3) to cover the costs of eligible Federal 

entities to upgrade their equipment and fa-

cilities as long as such upgrades include 

spectrum sharing, reuse, and layering, and 

result in more efficient use of spectrum and 

more secure networks and systems by such 

entities.’’.

(2) CONFORMING AMENDMENT.—Section

118(d)(2) of the National Telecommunications 

and Information Administration Organiza-

tion Act (47 U.S.C. 928(d)(2)) is amended, in 

the matter preceding subparagraph (A), by 

inserting ‘‘to pay relocation costs’’ after 

‘‘subsection’’.

(c) NATIONAL SCIENCE FOUNDATION.—Sec-

tion 118(e) of the National Telecommuni-

cations and Information Administration Or-

ganization Act (47 U.S.C. 928(e)) is amended 

by adding at the end the following: 

‘‘(3) ELIGIBLE FEDERAL ENTITY; NATIONAL

SCIENCE FOUNDATION.—In this section, the 

term ‘eligible Federal entity’ shall include 

the National Science Foundation. As an eli-

gible Federal entity, the National Science 

Foundation may submit to the Director of 

OMB requests for funds under this section to 

support spectrum research and experimental 

facilities by the Foundation, provided that 

such requests have, in the determination of 

the Director of OMB, in consultation with 

the NTIA, clear benefits to existing and fu-

ture Federal users of spectrum. The Director 

of OMB shall give priority to research that 

improves spectral efficiency or security of 

wireless network or systems.’’. 

(d) SPECTRUM EFFICIENCY AND SECURITY

FUND.—

(1) IN GENERAL.—Section 118 of the Na-

tional Telecommunications and Information 

Administration Organization Act (47 U.S.C. 

928) is amended— 

(A) in the section heading, by striking 

‘‘SPECTRUM RELOCATION FUND’’ and inserting 

‘‘SPECTRUM EFFICIENCY AND SECURITY FUND’’;

and

(B) in subsection (a), by striking ‘‘Spec-

trum Relocation Fund’’ and inserting ‘‘Spec-

trum Efficiency and Security Fund’’. 

(2) TECHNICAL AND CONFORMING AMEND-

MENTS.—

(A) COMMUNICATIONS ACT OF 1934.—Section

309(j)(8)(D) of the Communications Act of 

1934 (47 U.S.C. 309(j)(8)(D)) is amended— 

(i) in clause (i), by striking ‘‘Spectrum Re-

location Fund’’ and inserting ‘‘Spectrum Ef-

ficiency and Security Fund’’; and 

(ii) in clause (ii), in the first sentence, by 

striking ‘‘Spectrum Relocation Fund’’ and 

inserting ‘‘Spectrum Efficiency and Security 

Fund’’.

(B) NATIONAL TELECOMMUNICATIONS AND IN-

FORMATION ADMINISTRATION ORGANIZATION

ACT.—Section 113 of the National Tele-

communications and Information Adminis-

tration Organization Act (47 U.S.C. 923) is 

amended—

(i) in subsection (g)(3), in the first sen-

tence, by striking ‘‘Spectrum Relocation 

Fund’’ and inserting ‘‘Spectrum Efficiency 

and Security Fund’’; and 

(ii) in subsection (h)(2)(G)(i), by striking 

‘‘Spectrum Relocation Fund’’ and inserting 

‘‘Spectrum Efficiency and Security Fund’’. 

SA 2648. Mr. LEVIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end, add the following: 

TITLE VIII—MISCELLANEOUS 
SEC. 801. ACTIONS TO ADDRESS FOREIGN ECO-

NOMIC OR INDUSTRIAL ESPIONAGE 
IN CYBERSPACE. 

(a) REPORT REQUIRED.—

(1) IN GENERAL.—Not later than 180 days 

after the date of the enactment of this Act, 

and annually thereafter, the Director of Na-

tional Intelligence shall submit to the appro-

priate congressional committees a report on 

foreign economic and industrial espionage in 

cyberspace during the 12-month period pre-

ceding the submission of the report that— 

(A) identifies— 

(i) foreign countries that engage in eco-

nomic or industrial espionage in cyberspace 

with respect to trade secrets owned by 

United States persons; 

(ii) foreign countries identified under 

clause (i) that the Director determines en-

gage in the most egregious economic or in-

dustrial espionage in cyberspace with re-

spect to trade secrets owned by United 

States persons (in this section referred to as 

‘‘priority foreign countries’’); 

(iii) technologies developed by United 

States persons that— 

(I) are targeted for economic or industrial 

espionage in cyberspace; and 

(II) to the extent practicable, have been ap-

propriated through such espionage; and 

(iv) articles manufactured or otherwise 

produced using technologies described in 

clause (iii); 

(B) describes the economic or industrial es-

pionage engaged in by the foreign countries 

identified under subparagraph (A); and 

(C) describes— 

(i) actions taken by the Director and other 

Federal agencies to decrease the prevalence 

of economic or industrial espionage in cyber-

space; and 

(ii) the progress made in decreasing the 

prevalence of economic or industrial espio-

nage in cyberspace. 

(2) DETERMINATION OF FOREIGN COUNTRIES

ENGAGING IN ECONOMIC OR INDUSTRIAL ESPIO-

NAGE IN CYBERSPACE.—For purposes of para-

graph (1)(A), the Director shall identify a 

foreign country as a foreign country that en-

gages in economic or industrial espionage in 

cyberspace with respect to trade secrets 

owned by United States persons if the gov-

ernment of the foreign country— 

(A) engages in economic or industrial espi-

onage in cyberspace with respect to trade se-

crets owned by United States persons; or 

(B) facilitates, supports, fails to prosecute, 

or otherwise tolerates such espionage by— 

(i) individuals who are citizens or residents 

of the foreign country; or 

(ii) entities that are organized under the 

laws of the foreign country or are otherwise 

subject to the jurisdiction of the government 

of the foreign country. 

(3) FORM OF REPORT.—Each report required 

by paragraph (1) shall be submitted in un-

classified form but may contain a classified 

annex.
(b) REFERRAL TO UNITED STATES INTER-

NATIONAL TRADE COMMISSION.—The Director 

of National Intelligence shall refer the re-

port required by subsection (a) to the United 

States International Trade Commission for 

appropriate action under section 337 of the 

Tariff Act of 1930 (19 U.S.C. 1337). 

(c) DEFINITIONS.—In this section: 

(1) APPROPRIATE CONGRESSIONAL COMMIT-

TEES.—The term ‘‘appropriate congressional 

committees’’ means— 

(A) the Committee on Armed Services, the 

Committee on Homeland Security and Gov-

ernmental Affairs, the Committee on Fi-

nance, the Committee on Foreign Relations, 

and the Select Committee on Intelligence of 

the Senate; and 

(B) the Committee on Armed Services, the 

Committee on Homeland Security, the Com-

mittee on Foreign Affairs, the Committee on 

Ways and Means, and the Permanent Select 

Committee on Intelligence of the House of 

Representatives.

(2) CYBERSPACE.—The term ‘‘cyberspace’’— 

(A) means the interdependent network of 

information technology infrastructures; and 

(B) includes the Internet, telecommuni-

cations networks, computer systems, and 

embedded processors and controllers. 

(3) ECONOMIC OR INDUSTRIAL ESPIONAGE.—

The term ‘‘economic or industrial espio-

nage’’ means— 

(A) stealing a trade secret or appro-

priating, taking, carrying away, or con-

cealing, or by fraud, artifice, or deception 

obtaining, a trade secret without the author-

ization of the owner of the trade secret; 

(B) copying, duplicating, downloading, 

uploading, destroying, transmitting, deliv-

ering, sending, communicating, or conveying 

a trade secret without the authorization of 

the owner of the trade secret; or 

(C) knowingly receiving, buying, or pos-

sessing a trade secret that has been stolen or 

appropriated, obtained, or converted without 

the authorization of the owner of the trade 

secret.

(4) OWN.—The term ‘‘own’’, with respect to 

a trade secret, means to hold rightful legal 

or equitable title to, or license in, the trade 

secret.

(5) PERSON.—The term ‘‘person’’ means an 

individual or entity. 

(6) TECHNOLOGY.—The term ‘‘technology’’ 

has the meaning given that term in section 

16 of the Export Administration Act of 1979 

(50 U.S.C. App. 2415) (as in effect pursuant to 

the International Emergency Economic Pow-

ers Act (50 U.S.C. 1701 et seq.)). 

(7) TRADE SECRET.—The term ‘‘trade se-

cret’’ has the meaning given that term in 

section 1839 of title 18, United States Code. 

(8) UNITED STATES PERSON.—The term 

‘‘United States person’’ means— 

(A) an individual who is a citizen of the 

United States or an alien lawfully admitted 

for permanent residence to the United 

States; or 

(B) an entity organized under the laws of 

the United States or any jurisdiction within 

the United States. 

SA 2649. Mr. LEVIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title VII, add the following: 

SEC. 709. REPORTS TO DEPARTMENT OF DE-
FENSE ON PENETRATIONS OF NET-
WORKS AND INFORMATION SYSTEMS 
OF CERTAIN CONTRACTORS. 

(a) PROCESS FOR REPORTING PENETRA-

TIONS.—The Under Secretary of Defense for 

Intelligence shall, in coordination with the 

officials specified in subsection (c), establish 

a process by which cleared defense contrac-

tors shall report to elements of the Depart-

ment of Defense designated by the Under 
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Secretary for purposes of the process when a 

network or information system of such con-

tractors designated pursuant to subsection 

(b) is successfully penetrated. 

(b) DESIGNATION OF NETWORKS AND INFOR-

MATION SYSTEMS.—The Under Secretary of 

Defense for Intelligence shall, in coordina-

tion with the officials specified in subsection 

(c), establish criteria for designating the 

cleared defense contractors’ networks or in-

formation systems that contain or process 

information created by or for the Depart-

ment of Defense to be subject to the report-

ing process established pursuant to sub-

section (a). 

(c) OFFICIALS.—The officials specified in 

this subsection are the following: 

(1) The Under Secretary of Defense for Pol-

icy.

(2) The Under Secretary of Defense for Ac-

quisition, Technology, and Logistics. 

(3) The Chief Information Officer of the De-

partment of Defense. 

(4) The Commander of the United States 

Cyber Command. 

(d) PROCESS REQUIREMENTS.—

(1) RAPID REPORTING.—The process required 

by subsection (a) shall provide for rapid re-

porting by contractors of successful penetra-

tions of designated network or information 

systems.

(2) REPORT ELEMENTS.—The report by a 

contractor on a successful penetration of a 

designated network or information system 

under the process shall include the following: 

(A) A description of the technique or meth-

od used in the penetration. 

(B) A sample of the malicious software, if 

discovered and isolated by the contractor. 

(3) ACCESS.—The process shall include 

mechanisms by which Department of Defense 

personnel may, upon request, obtain access 

to equipment or information of a contractor 

necessary to conduct a forensic analysis to 

determine whether information created by or 

for the Department in connection with any 

Department program was successfully 

exfiltrated from a network or information 

system of the contractor and, if so, what in-

formation was exfiltrated. 

(e) CLEARED DEFENSE CONTRACTOR DE-

FINED.—In this section, the term ‘‘cleared de-

fense contractor’’ means a private entity 

granted clearance by the Defense Security 

Service to receive and store classified infor-

mation for the purpose of bidding for a con-

tract or conducting activities under a con-

tract with the Department of Defense. 

SA 2650. Mr. UDALL of Colorado sub-

mitted an amendment intended to be 

proposed by him to the bill S. 3414, to 

enhance the security and resiliency of 

the cyber and communications infra-

structure of the United States; which 

was ordered to lie on the table; as fol-

lows:

At the end of title IV, add the following: 

SEC. 416. CYBER TRAINING AND RESEARCH AT 
THE UNITED STATES AIR FORCE 
ACADEMY, COLORADO. 

(a) FINDINGS.—Congress makes the fol-

lowing findings: 

(1) The training of cyber security leaders is 

a critical function of the United States Air 

Force Academy. 

(2) The Center for Cyberspace Research at 

the United States Air Force Academy has 

been instrumental in educating and devel-

oping highly skilled cyber innovators for the 

Department of Defense. 

(3) The Center for Cyberspace Research 

benefits greatly from interagency funding, 

information-sharing, and other collabora-

tion, and it is in the national interest that 

such funding, information-sharing and col-

laboration continue. 

(4) The Cyber Training Range operated by 

the Computer Science Department at the 

United States Air Force Academy provides 

realistic cyber training for cadets that will 

benefit the entire Air Force. 

(5) The establishment of a civilian director 

for the Cyberspace Research Center and the 

Cyber Training Range as permanent faculty 

positions at the United States Air Force 

Academy will help assure that the Center 

and Range are both maintained and staffed 

with highly-experienced cyber experts. 

(b) SENSE OF CONGRESS.—It is the sense of 

Congress that the partner organizations for 

the Center for Cyberspace Research and the 

Cyber Training Range, including the Air 

Force Office of Scientific Research (AFOSR), 

the Defense Advanced Projects Research 

Agency (DARPA), the Defense Information 

Assurance Program (DIAP) of the Depart-

ment of Defense, the National Security 

Agency, and the National Reconnaissance 

Office, maintain their funding, information- 

sharing, and other collaborative commit-

ments to the Center for Cyberspace Research 

and the Cyber Training Range. 

(c) CIVILIAN DIRECTOR FOR CENTER FOR

CYBERSPACE RESEARCH.—

(1) IN GENERAL.—The head of the Center for 

Cyberspace Research at the United States 

Air Force Academy, Colorado, shall be the 

Director of the Center for Cyberspace Re-

search, who shall be a civilian employee of 

the Air Force. 

(2) PERMANENT BILLET IN EXCEPTED SERV-

ICE.—The position of Director of the Center 

for Cyberspace Research shall be a perma-

nent civilian billet in the excepted service 

(as that term is defined in section 2103(a) of 

title 5, United States Code). 

(3) PAY GRADE.—The level of pay of the per-

son serving in the position of Director of the 

Center for Cyberspace Research shall be a 

level of pay not below that payable for 

paygrade GS–14 of the General Schedule. 

(d) CIVILIAN DIRECTOR FOR CYBER TRAINING

RANGE.—

(1) IN GENERAL.—The head of the Cyber 

Training Range in the Computer Science De-

partment of the United States Air Force 

Academy, Colorado, shall be the Director of 

the Cyber Training Range, who shall be a ci-

vilian employee of Air Force. 

(2) PERMANENT BILLET IN EXCEPTED SERV-

ICE.—The position of Director of the Cyber 

Training Range shall be a permanent civil-

ian billet in the excepted service (as so de-

fined).

(3) PAY GRADE.—The level of pay of the per-

son serving in the position of Director of the 

Cyber Training Range shall be a level of pay 

not below that payable for paygrade GS–12 of 

the General Schedule. 

(e) AMOUNTS AVAILABLE FOR PAY.—

Amounts for the pay and allowances of the 

directors covered by subsections (c) and (d) 

shall be derived from amounts available to 

the Air Force for the pay and allowances of 

civilian employees of the Air Force. 

SA 2651. Mr. UDALL of Colorado sub-

mitted an amendment intended to be 

proposed by him to the bill S. 3414, to 

enhance the security and resiliency of 

the cyber and communications infra-

structure of the United States; which 

was ordered to lie on the table; as fol-

lows:

At the end of title IV, add the following: 

SEC. 416. REPORT ON DOMESTIC PRODUCTION, 
SECURITY, AND AVAILABILITY OF 
EXTRA HIGH VOLTAGE TRANS-
FORMERS.

(a) FINDING.—Based on reports provided by 

the Department of Defense and the Depart-

ment of Homeland Security, Congress finds 

that the lack of a secured stockpile of do-

mestically-produced Extra High Voltage 

(EHV) transformers, and the current manu-

facturing backlog for Extra High Voltage 

transformers in the United States, are likely 

to contribute to extended blackouts and 

power shortages in the event of a physical or 

network-based attack on the electric power 

infrastructure of the United States. 
(b) REPORT.—

(1) IN GENERAL.—Not later than 90 days 

after the date of the enactment of this Act, 

the Secretary shall, in collaboration with 

the Secretary of Defense, submit to the ap-

propriate committees of Congress a report on 

the domestic production, security, and avail-

ability of Extra High Voltage transformers. 

(2) ELEMENTS.—The report required by 

paragraph (1) shall include the following: 

(A) An assessment whether the number of 

Extra High Voltage transformers currently 

held in reserve by utilities and public and 

private manufacturers in the United States 

is sufficient, and is secured in a manner ade-

quate, to maintain national security oper-

ations in the event of loss or damage to mul-

tiple Extra High Voltage transformers in the 

United States, Canada, or Mexico. 

(B) An identification and assessment of the 

risks associated with having no spare Extra 

High Voltage transformers stockpiled and se-

curely stored for national security purposes. 

(C) An estimate of the time that national 

security operations would be negatively im-

pacted if two or more Extra High Voltage 

transformers in the United States were de-

stroyed by cyber attack, physical attack, or 

a natural disaster. 

(D) An estimate of the feasability and cost 

of establishing a stockpile of not fewer than 

30, and as many 60, Extra High Voltage 

transformers at disbursed Department of De-

fense installations or other national security 

locations in the continental United States. 

(E) Recommendation as to the best loca-

tions to store Extra High Voltage trans-

formers stockpiled as described in subpara-

graph (D) in order to ensure security and the 

rapid distribution of such transformers in 

emergency circumstances. 

(3) FORM.—The report required by para-

graph (1) shall be submitted in unclassified 

form, and shall include a classified annex 

containing a detailed description of the rela-

tionship between national security functions 

and locations of Extra High Voltage Trans-

formers.

(4) APPROPRIATE COMMITTEES OF CONGRESS

DEFINED.—In this subsection, the term ‘‘ap-

propriate committees of Congress’’ means— 

(A) the Committee on Armed Services, the 

Committee on Homeland Security and Gov-

ernmental Affairs, and the Committee on 

Appropriations of the Senate; and 

(B) the Committee on Armed Services, the 

Committee on Oversight and Reform, and 

the Committee on Appropriations of the 

House of Representatives. 

SA 2652. Mr. UDALL of Colorado sub-

mitted an amendment intended to be 

proposed by him to the bill S. 3414, to 

enhance the security and resiliency of 

the cyber and communications infra-

structure of the United States; which 

was ordered to lie on the table; as fol-

lows:
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On page 132, strike lines 16 through 21 and 

insert the following: 

(2) CONTENTS.—The strategy developed 

under paragraph (1) shall include— 

(A) a 5-year plan on recruitment of per-

sonnel for the Federal workforce that in-

cludes—

(i) a description of Federal programs for 

identifying, recruiting, training, and retain-

ing individuals with outstanding computer 

skills for service in the Federal Government; 

and

(ii) a description of any bonuses or any 

non-traditional or non-standard recruiting 

practices that are employed by the Federal 

Government to locate and recruit individuals 

for career fields related to cybersecurity; 

and

(B) a 10-year projection of Federal work-

force needs that includes an identification of 

any staffing or specialty shortfalls in career 

fields related to cybersecurity. 

SA 2653. Mr. GRAHAM submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end, add the following: 

TITLE VIII—IRANIAN NUCLEAR PROGRAM 
SEC. 801. IRANIAN NUCLEAR PROGRAM. 

(a) FINDINGS.—Congress makes the fol-

lowing findings: 

(1) Since at least the late 1980s, the Gov-

ernment of the Islamic Republic of Iran has 

engaged in a sustained and well-documented 

pattern of illicit and deceptive activities to 

acquire nuclear capability. 

(2) The United Nations Security Council 

has adopted multiple resolutions since 2006 

demanding the full and sustained suspension 

of all uranium enrichment-related and re-

processing activities by the Government of 

the Islamic Republic of Iran and its full co-

operation with the International Atomic En-

ergy Agency (IAEA) on all outstanding 

issues related to its nuclear activities, par-

ticularly those concerning the possible mili-

tary dimensions of its nuclear program. 

(3) On November 8, 2011, the IAEA issued an 

extensive report that— 

(A) documents ‘‘serious concerns regarding 

possible military dimensions to Iran’s nu-

clear programme’’; 

(B) states that ‘‘Iran has carried out ac-

tivities relevant to the development of a nu-

clear device’’; and 

(C) states that the efforts described in 

paragraphs (1) and (2) may be ongoing. 

(4) As of November 2008, Iran had produced, 

according to the IAEA— 

(A) approximately 630 kilograms of ura-

nium hexaflouride enriched up to 3.5 percent 

uranium-235; and 

(B) no uranium hexaflouride enriched up to 

20 percent uranium-235. 

(5) As of November 2011, Iran had produced, 

according to the IAEA— 

(A) nearly 5,000 kilograms of uranium 

hexaflouride enriched up to 3.5 percent ura-

nium-235; and 

(B) 79.7 kilograms of uranium hexaflouride 

enriched up to 20 percent uranium-235. 

(6) On January 9, 2012, IAEA inspectors 

confirmed that the Government of the Is-

lamic Republic of Iran had begun enrichment 

activities at the Fordow site, including pos-

sibly enrichment of uranium hexaflouride up 

to 20 percent uranium-235. 

(7) Section 2(2) of the Comprehensive Iran 

Sanctions, Accountability, and Divestment 

Act of 2010 (Public Law 111–195) states, ‘‘The 

United States and other responsible coun-

tries have a vital interest in working to-

gether to prevent the Government of Iran 

from acquiring a nuclear weapons capa-

bility.’’.

(8) If the Government of the Islamic Re-

public of Iran were successful in acquiring a 

nuclear weapon capability, it would likely 

spur other countries in the region to con-

sider developing their own nuclear weapons 

capabilities.

(9) On December 6, 2011, Prince Turki al- 

Faisal of Saudi Arabia stated that if inter-

national efforts to prevent Iran from obtain-

ing nuclear weapons fail, ‘‘we must, as a 

duty to our country and people, look into all 

options we are given, including obtaining 

these weapons ourselves’’. 

(10) Top leaders of the Government of the 

Islamic Republic of Iran have repeatedly 

threatened the existence of the State of 

Israel, pledging to ‘‘wipe Israel off the map’’. 

(11) The Department of State has des-

ignated Iran as a state sponsor of terrorism 

since 1984 and characterized Iran as the 

‘‘most active state sponsor of terrorism’’. 

(12) The Government of the Islamic Repub-

lic of Iran has provided weapons, training, 

funding, and direction to terrorist groups, 

including Hamas, Hezbollah, and Shiite mili-

tias in Iraq that are responsible for the mur-

ders of hundreds of United States forces and 

innocent civilians. 

(13) On July 28, 2011, the Department of the 

Treasury charged that the Government of 

Iran had forged a ‘‘secret deal’’ with al Qaeda 

to facilitate the movement of al Qaeda fight-

ers and funding through Iranian territory. 

(14) In October 2011, senior leaders of Iran’s 

Islamic Revolutionary Guard Corps (IRGC) 

Quds Force were implicated in a terrorist 

plot to assassinate Saudi Arabia’s Ambas-

sador to the United States on United States 

soil.

(15) On December 26, 2011, the United Na-

tions General Assembly passed a resolution 

denouncing the serious human rights abuses 

occurring in the Islamic Republic of Iran, in-

cluding torture, cruel and degrading treat-

ment in detention, the targeting of human 

rights defenders, violence against women, 

and ‘‘the systematic and serious restrictions 

on freedom of peaceful assembly’’ as well as 

severe restrictions on the rights to ‘‘freedom 

of thought, conscience, religion or belief’’. 

(16) President Barack Obama, through the 

P5+1 process, has made repeated efforts to 

engage the Government of the Islamic Re-

public of Iran in dialogue about Iran’s nu-

clear program and its international commit-

ments under the Treaty on the Non-Pro-

liferation of Nuclear Weapons, done at Wash-

ington, London, and Moscow July 1, 1968, and 

entered into force March 5, 1970 (commonly 

known as the ‘‘Nuclear Non-Proliferation 

Treaty’’).

(17) Representatives of the P5+1 countries 

(the United States, France, Germany, the 

People’s Republic of China, the Russian Fed-

eration, and the United Kingdom) and rep-

resentatives of the Islamic Republic of Iran 

held negotiations on Iran’s nuclear program 

in Istanbul, Turkey on April 14, 2012, and 

these discussions are set to resume in Bagh-

dad, Iraq on May 23, 2012. 

(18) On March 31, 2010, President Obama 

stated that the ‘‘consequences of a nuclear- 

armed Iran are unacceptable’’. 

(19) In his State of the Union Address on 

January 24, 2012, President Obama stated, 

‘‘Let there be no doubt: America is deter-

mined to prevent Iran from getting a nuclear 

weapon, and I will take no options off the 

table to achieve that goal.’’. 

(20) On March 4, 2012, President Obama 

stated ‘‘Iran’s leaders should understand 

that I do not have a policy of containment; 

I have a policy to prevent Iran from obtain-

ing a nuclear weapon’’. 

(21) Secretary of Defense Leon Panetta 

stated, in December 2011, that it was unac-

ceptable for Iran to acquire nuclear weapons, 

reaffirmed that all options were on the table 

to thwart Iran’s nuclear weapons efforts, and 

vowed that if the United States gets ‘‘intel-

ligence that they are proceeding with devel-

oping a nuclear weapon then we will take 

whatever steps necessary to stop it’’. 

(22) The Department of Defense’s January 

2012 Strategic Guidance stated that United 

States defense efforts in the Middle East 

would be aimed ‘‘to prevent Iran’s develop-

ment of a nuclear weapons capability and 

counter its destabilizing policies’’. 

(23) On April 2, 2010, President Obama stat-

ed, ‘‘All the evidence indicates that the Ira-

nians are trying to develop the capacity to 

develop nuclear weapons. They might decide 

that, once they have that capacity that 

they’d hold off right at the edge in order not 

to incur more sanctions. But, if they’ve got 

nuclear weapons-building capacity and they 

are flouting international resolutions, that 

creates huge destabilizing effects in the re-

gion and will trigger an arms race in the 

Middle East that is bad for U.S. national se-

curity but is also bad for the entire world.’’. 

(b) SENSE OF CONGRESS.—Congress—

(1) reaffirms that the United States Gov-

ernment and the governments of other re-

sponsible countries have a vital interest in 

working together to prevent the Government 

of Iran from acquiring a nuclear weapons ca-

pability;

(2) warns that time is limited to prevent 

the Government of the Islamic Republic of 

Iran from acquiring a nuclear weapons capa-

bility;

(3) urges continued and increasing eco-

nomic and diplomatic pressure on the Is-

lamic Republic of Iran until the Government 

of the Islamic Republic of Iran agrees to and 

implements—

(A) the full and sustained suspension of all 

uranium enrichment-related and reprocess-

ing activities and compliance with United 

Nations Security Council resolutions; 

(B) complete cooperation with the IAEA on 

all outstanding questions related to the nu-

clear activities of the Government of the Is-

lamic Republic of Iran, including the imple-

mentation of the additional protocol to 

Iran’s Safeguards Agreement with the IAEA; 

and

(C) a permanent agreement that verifiably 

assures that Iran’s nuclear program is en-

tirely peaceful; 

(4) expresses the desire that the P5+1 proc-

ess successfully and swiftly leads to the ob-

jectives identified in paragraph (3); 

(5) warns that, as President Obama has 

said, the window for diplomacy is closing; 

(6) expresses support for the universal 

rights and democratic aspirations of the peo-

ple of Iran; 

(7) strongly supports United States policy 

to prevent the Government of the Islamic 

Republic of Iran from acquiring a nuclear 

weapons capability; 

(8) rejects any United States policy that 

would rely on efforts to contain a nuclear 

weapons-capable Iran; and 

(9) joins the President in ruling out any 

policy that would rely on containment as an 

option in response to the Iranian nuclear 

threat.
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(c) RULE OF CONSTRUCTION.—Nothing in 

this section may be construed as an author-

ization for the use of force or a declaration 

of war. 

SA 2654. Mr. CRAPO (for himself and 

Mr. JOHANNS) submitted an amendment 

intended to be proposed by him to the 

bill S. 3414, to enhance the security and 

resiliency of the cyber and communica-

tions infrastructure of the United 

States; which was ordered to lie on the 

table; as follows: 

At the end, add the following: 

SEC. ll. BUSINESS RISK MITIGATION AND 
PRICE STABILIZATION. 

(a) MARGIN REQUIREMENTS.—

(1) COMMODITY EXCHANGE ACT AMEND-

MENT.—Section 4s(e) of the Commodity Ex-

change Act (7 U.S.C. 6s(e)), as added by sec-

tion 731 of the Dodd-Frank Wall Street Re-

form and Consumer Protection Act, is 

amended by adding at the end the following 

new paragraph: 

‘‘(4) APPLICABILITY WITH RESPECT TO

COUNTERPARTIES.—The requirements of para-

graphs (2)(A)(ii) and (2)(B)(ii) shall not apply 

to a swap in which a counterparty qualifies 

for an exception under section 2(h)(7)(A) or 

satisfies the criteria in section 2(h)(7)(D).’’. 

(2) SECURITIES EXCHANGE ACT AMENDMENT.—

Section 15F(e) of the Securities Exchange 

Act of 1934 (15 U.S.C. 78o–10(e)), as added by 

section 764(a) of the Dodd-Frank Wall Street 

Reform and Consumer Protection Act, is 

amended by adding at the end the following 

new paragraph: 

‘‘(4) APPLICABILITY WITH RESPECT TO

COUNTERPARTIES.—The requirements of para-

graphs (2)(A)(ii) and (2)(B)(ii) shall not apply 

to a security-based swap in which a 

counterparty qualifies for an exception 

under section 3C(g)(1) or satisfies the criteria 

in section 3C(g)(4).’’. 

(b) IMPLEMENTATION.—The amendments 

made by this section to the Commodity Ex-

change Act shall be implemented— 

(1) without regard to— 

(A) chapter 35 of title 44, United States 

Code; and 

(B) the notice and comment provisions of 

section 553 of title 5, United States Code; 

(2) through the promulgation of an interim 

final rule, pursuant to which public com-

ment will be sought before a final rule is 

issued; and 

(3) such that paragraph (1) shall apply sole-

ly to changes to rules and regulations, or 

proposed rules and regulations, that are lim-

ited to and directly a consequence of such 

amendments.

SA 2655. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

On page 23, strike line 18 and all that fol-

lows through page 25, line 8. 

SA 2656. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table, as follows: 

On page 145, strike lines 5 through 11 and 

insert the following: 

‘‘(f) ANNUAL REPORT.—Not later than 1 

year after 

SA 2657. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table, as follows: 

On page 124, strike line 7 and all that fol-

lows through page 128, line 14. 

SA 2658. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table, as follows: 

On page 121, strike lines 13 through 24. 

SA 2659. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table, as follows: 

On page 142, strike line 3 and all that fol-

lows through page 145, line 4. 

SA 2660. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

On page 154, strike line 9 and all that fol-

lows through page 156, line 13. 

SA 2661. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

On page 122, strike line 1 and all that fol-

lows through page 124, line 6. 

SA 2662. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title I, add the following: 

SEC. 111. SUNSET. 
This title is repealed effective on the date 

that is 3 years after the date of enactment of 

this Act. 

SA 2663. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

At the end of title I, add the following: 

SEC. 111. SUNSET. 
This title is repealed effective on the date 

that is 5 years after the date of enactment of 

this Act. 

SA 2664. Mr. MCCAIN submitted an 

amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 

security and resiliency of the cyber and 

communications infrastructure of the 

United States; which was ordered to lie 

on the table; as follows: 

On page 122, strike lines 18 through 25, and 

insert the following: 

vulnerabilities; and 

(2) in accordance with subsection (d), a pro-

gram for carrying out collaborative edu-

cation and 

f 

PRIVILEGES OF THE FLOOR 

Mr. HARKIN. Mr. President, I ask 

unanimous consent that the following 

fellow and interns be granted floor 

privileges for the remainder of the day: 

Bryan Boroughs, Lucy Stein, Shauna 

Agan, Douglas Dorando, Keagan 

Buchanan, and Andrea Jarcho. 

The ACTING PRESIDENT pro tem-

pore. Without objection, it is so or-

dered.

Mr. BROWN of Ohio. Mr. President, I 

ask unanimous consent that the privi-

lege of the floor be granted to Ben 

Cohen, a fellow on my staff. 

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

f 

NATIONAL WORK AND FAMILY 

MONTH

Mr. BROWN of Ohio. Madam Presi-

dent, I ask unanimous consent that the 

Senate proceed to S. Res. 533 submitted 

earlier today. 

The PRESIDING OFFICER. The 

clerk will report the resolution by 

title.

The legislative clerk read as follows: 

A resolution (S. Res. 533) designating Octo-

ber 2012 as ‘‘National Work and Family 

Month.’’

There being no objection, the Senate 

proceeded to consider the resolution. 

Mr. BROWN of Ohio. I ask unanimous 

consent that the resolution be agreed 

to, the preamble be agreed to, the mo-

tion, to reconsider be laid upon the 

table, with no intervening action or de-

bate, and any statements be printed in 

the RECORD.

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

The resolution (S. Res. 533) was 

agreed to. 

The preamble was agreed to. 

The resolution, with its preamble, 

reads as follows: 

S. RES. 533 

Whereas, according to a report by 

WorldatWork, a nonprofit professional asso-

ciation with expertise in attracting, moti-

vating, and retaining employees, the quality 

of workers’ jobs and the supportiveness of 

the workplace of the workers are key predic-

tors of the job productivity, job satisfaction, 

and commitment to the employer of those 

workers, as well as of the ability of the em-

ployer to retain those workers; 

Whereas ‘‘work-life balance’’ refers to spe-

cific organizational practices, policies, and 
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programs that are guided by a philosophy of 

active support for the efforts of employees to 

achieve success within and outside the work-

place, such as caring for dependents, health 

and wellness, paid and unpaid time off, finan-

cial support, community involvement, and 

workplace culture; 

Whereas numerous studies show that em-

ployers that offer effective work-life balance 

programs are better able to recruit more tal-

ented employees, maintain a happier, 

healthier, and less stressed workforce, and 

retain experienced employees, which pro-

duces a more productive and stable work-

force with less voluntary turnover; 

Whereas job flexibility often allows par-

ents to be more involved in the lives of their 

children, and research demonstrates that pa-

rental involvement is associated with higher 

achievement in language and mathematics, 

improved behavior, greater academic persist-

ence, and lower dropout rates in children; 

Whereas military families have special 

work-family needs that often require robust 

policies and programs that provide flexi-

bility to employees in unique circumstances; 

Whereas studies report that family rituals, 

such as sitting down to dinner together and 

sharing activities on weekends and holidays, 

positively influence the health and develop-

ment of children and that children who eat 

dinner with their families every day con-

sume nearly a full serving more of fruits and 

vegetables per day than those who never eat 

dinner with their families or do so only occa-

sionally; and 

Whereas the month of October is an appro-

priate month to designate as National Work 

and Family Month: Now, therefore, be it 

Resolved, That the Senate— 

(1) designates October 2012 as ‘‘National 

Work and Family Month’’; 

(2) recognizes the importance of work 

schedules that allow employees to spend 

time with their families to job productivity 

and healthy families; 

(3) urges public officials, employers, em-

ployees, and the general public to work to-

gether to achieve more balance between 

work and family; and 

(4) calls upon the people of the United 

States to observe National Work and Family 

Month with appropriate ceremonies and ac-

tivities.

f 

MEASURES READ THE 1ST TIME— 

S. 3457 AND H.R. 4078 

Mr. BROWN of Ohio. Madam Presi-

dent, I understand there are two bills 

at the desk, and I ask for their first 

reading en bloc. 
The PRESIDING OFFICER. The 

clerk will read the bills by title for the 

first time. 
The legislative clerk read as follows: 

A bill (S. 3457) to require the Secretary of 

Veterans Affairs to establish a veterans job 

corps, and for other purposes. 
A bill (H.R. 4078) to provide that no agency 

may take any significant regulatory action 

until the unemployment rate is equal to or 

less than 6.0 percent. 

Mr. BROWN of Ohio. I now ask for a 

second reading en bloc and object to 

my own request en bloc. 
The PRESIDING OFFICER. Objec-

tion having been heard, the bills will be 

read for a second time on the next leg-

islative day. 

f 

ORDERS FOR TUESDAY, JULY 31, 

2012

Mr. BROWN of Ohio. Madam Presi-

dent, I ask unanimous consent that 

when the Senate completes its business 

today, it adjourn until 10 a.m. on Tues-

day, July 31; that following the prayer 

and pledge, the Journal of proceedings 

be approved to date, the morning hour 

be deemed expired, and the time for the 

two leaders be reserved for their use 

later in the day; that the majority 

leader be recognized and the time until 

12:30 p.m. be equally divided and con-

trolled between the two leaders or 

their designees, with the majority con-

trolling the first hour and the Repub-

licans controlling the second hour; and 

that the Senate recess from 12:30 p.m. 

until 2:15 p.m. to allow for the weekly 

caucus meetings. 

The PRESIDING OFFICER. Without 

objection, it is so ordered. 

f 

PROGRAM

Mr. BROWN of Ohio. Madam Presi-

dent, we will continue to debate the cy-

bersecurity bill tomorrow. Senators 

will be notified when votes are sched-

uled.

f 

ADJOURNMENT UNTIL 10 A.M. 

TOMORROW

Mr. BROWN of Ohio. If there is no 

further business to come before the 

Senate, I ask unanimous consent that 

the Senate adjourn under the previous 

order.

There being no objection, the Senate, 

at 6:51 p.m., adjourned until Tuesday, 

July 31, 2012, at 10 a.m. 
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EXTENSIONS OF REMARKS 
THE OPENING OF THE GAMES OF 

THE XXX OLYMPIAD 

HON. LAURA RICHARDSON 
OF CALIFORNIA

IN THE HOUSE OF REPRESENTATIVES

Monday, July 30, 2012 

Ms. RICHARDSON. Mr. Speaker, I rise 
today to join the millions of athletes, coaches, 
fans, and families around the world who are 
eagerly anticipating the opening of the Games 
of the XXX Olympiad, which will be held in the 
City of London from July 27 through August 
12, 2012. 

There is something special about the Olym-
pic Games. Every four years the world’s best 
athletes come together and engage in a spir-
ited but friendly competition of athletic skill and 
grace. For two weeks the world will be treated 
to incredible athletic displays of speed, power, 
endurance, strength, and grace; heartwarming 
displays of courage under pressure; inspiring 
examples of sportsmanship and teamwork; 
and several surprising turns of events. Their 
performances will amaze and astound the 
world and be a source of pride to the nations 
they are privileged to represent. 

Mr. Speaker, I congratulate the 529 athletes 
making up the United States Olympic team. 
Like the men and women of the Armed 
Forces, they represent the best of our country. 
Their self discipline, willingness to sacrifice, 
commitment to excellence, and humility in vic-
tory make us all proud to be Americans. 

Mr. Speaker, for the first time in history the 
majority of athletes on Team USA is com-
prised of women. Team USA reflects the rich 
diversity of our country. The athletes come 
from 45 states. The oldest is a 54 year old 
equestrian, the youngest a 15 year old swim-
mer. Thirteen are mothers, 54 are fathers. It is 
a source of pride to me and a positive reflec-
tion on our country that 41 members of the 
team are foreign born. And I am proud to say 
that 127, or 24 percent, hail from my home 
state of California, including 24 of the 26 
members of the water polo team and one of 
the best basketball players in the world, Kobe 
Bryant of the Los Angeles Lakers. 

It is not easy to become an Olympian. It 
takes years of training, extraordinary focus 
and determination, natural ability, incredible 
work ethic, and a bit of luck. I know from per-
sonal experience. I tried out for a spot on the 
Women’s Basketball Team that would have 
competed in the 1980 Summer Games held in 
Moscow had the United States not boycotted 
the games in protest of 1979 Soviet invasion 
of Afghanistan. 

Mr. Speaker, the Olympic motto is ‘‘Citius, 
Altius, Fortius,’’ which is Latin for ‘‘Faster, 
Higher, Stronger.’’ Over the next 17 days of 
glory, as we watch these marvelous athletes 
from all over the world compete in the London 
Games, I have no doubt that our hearts will 
race faster, our hopes will be higher, and our 

pride even stronger that we live in a country 
that could produce such exceptional men and 
women.

I wish them all well. Let the games begin. 
f 

HONORING GARRET PARKER, RE-

CENTLY NAMED BOYS & GIRLS 

CLUB YOUTH OF THE YEAR FOR 

THE STATE OF ILLINOIS 

HON. JERRY F. COSTELLO 
OF ILLINOIS

IN THE HOUSE OF REPRESENTATIVES

Monday, July 30, 2012 

Mr. COSTELLO. Mr. Speaker, I rise today to 
ask my colleagues to join me in honoring Gar-
ret Parker, a member of the Boys & Girls Club 
of Alton, Illinois, who was recently selected as 
the Boys & Girls Club Youth of the Year for 
the State of Illinois. 

Garret Parker has been a member of the 
Boys & Girls Club of Alton for six years. While 
he has credited the Boys & Girls Club with 
providing him support and numerous opportu-
nities, Garret has reciprocated by volunteering, 
coaching and mentoring younger members. 

Garret has had to overcome several obsta-
cles in his young life. Born with sickle cell ane-
mia and chronic asthma, he has endured ex-
tensive medical treatment, including multiple 
blood transfusions. Garret’s mother has bat-
tled cancer and is now doing well. Garret’s 
positive resolve in meeting these life chal-
lenges is one of his noteworthy personal quali-
ties that have earned this recognition. 

Among Garret’s volunteer activities are ring-
ing bells for the Salvation Army fund drives, 
participating in Mississippi River and city-wide 
cleanup projects and helping out with activities 
at the Boys & Girls Club. He combines this 
with extracurricular activities in high school 
while maintaining a solid grade point average. 

Garret looks forward to graduating from high 
school next year and hopes to go to college. 
He is currently looking at the University of 
Central Florida. Given his remarkable perform-
ance so far, it is apparent this young man has 
a bright future ahead of him. 

Mr. Speaker, I ask my colleagues to join me 
in honoring Garret Parker, the Boys & Girls 
Club Youth of the Year for the State of Illinois, 
and in wishing him and his family the very 
best in the future. 

f 

HONORING DR. MAE B. WRIGHT 

HON. ELEANOR HOLMES NORTON 
OF THE DISTRICT OF COLUMBIA

IN THE HOUSE OF REPRESENTATIVES

Monday, July 30, 2012 

Ms. NORTON. Mr. Speaker, I rise today to 
ask the House of Representatives to join me 
in honoring the life of Dr. Mae B. Wright. She 

was an inspirational teacher, mentor, and tire-
less servant in the District of Columbia and 
the D.C. public school system for over 47 
years. As a dedicated member of the Wash-
ington community, she pioneered advance-
ments in educational achievement and spir-
itual guidance for countless individuals through 
her service as a minister, teacher, and advi-
sor.

Mother Wright, as she was fondly known, 
served as a teacher and business leader by 
profession. She was dedicated not only to 
educating students through the school system, 
but she believed in education through the prin-
ciples of faith. She co-founded a support min-
istry called People inspiring People, PIP, with 
her husband, Raefield Wright, with the goal of 
helping others find peace, prosperity, and bal-
ance in their everyday lives. 

Born in Kershaw County, South Carolina, in 
1937, her parents instilled in her the impor-
tance of self-respect, hard work, integrity, and 
perseverance. Dr. Wright received her Bach-
elor of Arts and Master of Arts degrees from 
Minors Teachers College, which is currently 
the University of the District of Columbia. She 
also received graduate-level training in psy-
chology and business administration. 

Dr. Wright will be remembered as a person 
who always put people first and partnered with 
them to find peace, especially in the midst of 
the most challenging circumstances. She was 
always available, night or day, to help one 
work through a problem or provide a listening 
ear.

I ask the House to join me in honoring the 
life of Dr. Mae B. Wright. 

f 

75TH ANNIVERSARY OF UNITED 

STEELWORKERS LOCAL 264 

HON. BETTY McCOLLUM 
OF MINNESOTA

IN THE HOUSE OF REPRESENTATIVES

Monday, July 30, 2012 

Ms. MCCOLLUM. Mr. Speaker, today I rise 
to honor the members and families of United 
Steelworkers, USW, Local 264 on the occa-
sion of the 75th anniversary of the union. 

Like the industry and workers it represents, 
Local 264 has grown and evolved during its 
long history to meet the needs of members 
and the challenges of the day. Starting as a 
small paper worker union in 1937, the local 
served employees at five Saint Paul, Min-
nesota, paper plants as part of the Inter-
national Brotherhood of Pulp, Sulfite, and 
Paper Mill Workers. More than 65 years and 
several union mergers later, the growing union 
eventually became the United Steel, Paper 
and Forestry, Rubber Manufacturing, Energy, 
Allied-industrial, and Service Workers Inter-
national Union—the United Steelworkers. 
While many changes have occurred in the in-
dustry and the union’s name, the local has al-
ways served its members first. 
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United Steelworkers Local 264 works to cul-

tivate positive relationships between its mem-
bers and their employers, including RockTenn, 
one of the largest paper recyclers in America. 
In turn, the union is helping to set a high 
standard for all workers in our State and pro-
vides much needed resources for safety, skills 
training, fair wages and benefits, and retire-
ment security. 

In past tough economic conditions that 
caused layoffs and plant closings, Local 264 
rose to the challenge, working to advocate on 
behalf of its members. Their dedication to col-
lective bargaining on behalf of members for 
fair wages and safe working conditions reflects 
a central idea that when employees are highly 
valued, they produce a high value work prod-
uct.

During its 75 year history, USW Local 264 
has produced key leaders in the International 
Union. The union and its leaders have always 
kept an eye on what tomorrow might bring, 
making sure that whatever changes come in 
the future, that members come first. It is this 
diligent work on behalf of the hundreds of 
members in the Twin Cities that has earned 
them this reputation, as well as a deserved 
place in the history of Saint Paul and Min-
nesota.

Mr. Speaker, in honor of the 75th anniver-
sary of the United Steelworkers Local 264, I 
am pleased to submit this statement for the 
CONGRESSIONAL RECORD in recognition of the 
hardworking men and women who are proud 
members of the union. 

f 

HONORING THE SERVICE OF CAP-

TAIN HUGH MICHAEL DOHERTY 

HON. EDWARD J. MARKEY 
OF MASSACHUSETTS

IN THE HOUSE OF REPRESENTATIVES

Monday, July 30, 2012 

Mr. MARKEY. Mr. Speaker, I rise today to 
honor and recognize the service of United 
States Navy Captain Hugh Michael Doherty. 

Captain Doherty was born in Medford, Mas-
sachusetts and graduated from Malden Catho-
lic High School in 1961. After graduating high 
school, Captain Doherty began his service by 
earning a competitive appointment to the 
United States Naval Academy from my prede-
cessor, Congressman Torbert MacDonald. 
After graduating from the Academy, Hugh was 
selected for the nuclear submarine service 
after an intensive and exhaustive interview 
program by Admiral Hyman G. Rickover. 

Captain Doherty devoted his life to serving 
our Nation on the seas. He served in five dif-
ferent submarines over 14 years, and was the 
Commanding Officer of the USS Sand Lance 
during the Cold War. Captain Doherty was 
recognized for his sacrifice and service to his 
country through the numerous medals and 
decorations that he received, including the Le-
gion of Merit and the Meritorious Service 
Medal.

During Captain Doherty’s 1984 ‘‘Change of 
Command’’ speech on the USS Sand Lance,
he emphasized the importance of excellence. 
He told his officers, ‘‘Set your goals high, 
strive to achieve them, and then when you 
feel that you have almost attained them, set 
them higher. Never be satisfied with what you 
have accomplished.’’ Captain Doherty under-
stood that hard work, perseverance, and dedi-
cation always paid off. During Captain 
Doherty’s thirty-eight months as commander of 
the USS Sand Lance, he led his fellow crew-
members to always strive for greatness in 
every aspect of life. 

Sadly, Captain Doherty passed away on 
May 20 at the age of 69. A devoted husband, 
a caring father, and a beloved grandfather, 
Captain Doherty is survived by his wife of 45 
years, Mary Pierce Doherty; his sons Sean, 
Matthew, and Timothy; his brothers John and 
Kevin; and his six grandchildren. For his hon-
orable military career, Captain Doherty will be 
buried with full military honors at Arlington Na-
tional Cemetery on Monday, August 27, 2012. 

Mr. Speaker, today I honor the service and 
sacrifice of Captain Hugh Michael Doherty. 
We honor his life and his legacy. May God 
bless Captain Doherty and all our men and 
women in the United States Armed Forces. 
And God bless the United States of America. 

f 

SENATE COMMITTEE MEETINGS 

Title IV of Senate Resolution 4, 

agreed to by the Senate on February 4, 

1977, calls for establishment of a sys-

tem for a computerized schedule of all 

meetings and hearings of Senate com-

mittees, subcommittees, joint commit-

tees, and committees of conference. 

This title requires all such committees 

to notify the Office of the Senate Daily 

Digest—designated by the Rules com-

mittee—of the time, place, and purpose 

of the meetings, when scheduled, and 

any cancellations or changes in the 

meetings as they occur. 

As an additional procedure along 

with the computerization of this infor-

mation, the Office of the Senate Daily 

Digest will prepare this information for 

printing in the Extensions of Remarks 

section of the CONGRESSIONAL RECORD

on Monday and Wednesday of each 

week.

Meetings scheduled for Tuesday, July 

31, 2012 may be found in the Daily Di-

gest of today’s RECORD.

MEETINGS SCHEDULED 

AUGUST 1 

9 a.m. 

Agriculture, Nutrition, and Forestry 

To hold hearings to examine futures 

markets, focusing on responding to MF 

Global and Peregrine Financial Group. 

SR–328A

10 a.m. 

Environment and Public Works 

To hold hearings to examine an update 

on the latest climate change science 

and local adaptation measures. 

SD–406

Foreign Relations 

To hold hearings to examine the next 

steps in Syria. 

SD–419

Banking, Housing, and Urban Affairs 

Housing, Transportation and Community 

Development Subcommittee 

To hold hearings to examine stream-

lining and strengthening Housing and 

Urban Development’s (HUD) rental 

housing assistance programs. 

SD–538

Judiciary

To hold hearings to examine rising pris-

on costs, focusing on restricting budg-

ets and crime prevention options. 

SD–226

10:30 a.m. 

Finance

To hold hearings to examine the taxation 

of business entities, focusing on tax re-

form.

SD–215

2:30 p.m. 

Commerce, Science, and Transportation 

To hold hearings to examine market-

place fairness, focusing on leveling the 

playing field for small businesses. 

SR–253

Foreign Relations 

European Affairs Subcommittee 

To hold hearings to examine the future 

of the eurozone, focusing on the out-

look and lessons. 

SD–419

AUGUST 2 

9 a.m. 

Banking, Housing, and Urban Affairs 

Securities, Insurance and Investment Sub-

committee

To hold hearings to examine the tri- 

party repo market, focusing on the re-

maining challenges. 

SD–538

10 a.m. 

Judiciary

Business meeting to consider S. 225, to 

permit the disclosure of certain infor-

mation for the purpose of missing child 

investigations, S.J. Res. 44, granting 

the consent of Congress to the State 

and Province Emergency Management 

Assistance Memorandum of Under-

standing, S. 645, to amend the National 

Child Protection Act of 1993 to estab-

lish a permanent background check 

system, and the nominations of Thom-

as M. Durkin, to be United States Dis-

trict Judge for the Northern District of 

Illinois, and Jon S. Tigar, and William 

H. Orrick, III, of the District of Colum-

bia, both to be a United States District 

Judge for the Northern District of Cali-

fornia.

SD–226

2:30 p.m. 

Intelligence

To hold closed hearings to examine cer-

tain intelligence matters. 

SH–219
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