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PREFACE

The controversy generated by the Pentagon Papers is the most re­
cent manifestation of the subterfuge which has undermined popular 
confidence in our leaders and in our institutions. The U-2 incident of 
1960, the Bay of Pigs affair, the Dominican intervention, and the Exec­
utive branch’s misrepresentations concerning the war in Southeast 
Asia have all contributed to the skepticism of the general public to­
wards the actions and policies of our Government. Excessive secrecy 
tends to perpetuate mistaken policies, and undermines the democratic 
principles upon which this country was founded. For this reason, I 
requested a study by the Congressional Research Service of the Li­
brary of Congress of the security classification procedure and the prob­
lem it presents to Congress in the performance of its Constitutional 
role. I believe that this memorandum will be of interest to both my 
colleagues and to the general public.

The memorandum was prepared by the Foreign Affairs Division 
of the Congressional Research Service, to which I express my 
appreciation.

J. W. Fulbright, Chair-man.(no
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SECURITY CLASSIFICATION AS A PROBLEM IN 
THE CONGRESSIONAL ROLE IN FOREIGN 
POLICY

I. Introduction

Security classification in this paper means the formal process in 
the Executive Branch of limiting access to or restricting distribution 
of information on the grounds of national security. The purpose of 
this paper is to survey the security classification process to determine 
how it affects the work of Congress on foreign policy and to explore 
proposals for changing the process. It does not deal with the related 
problems of loyalty or censorship, and it attempts to differentiate the 
problem of security classification from the problem of executive privi­
lege, that is the withholding of either classified or unclassified infor­
mation from Congress by the Executive Branch on the grounds that 
it is the right of the President to do so.1

First, as background for considering proposed changes, the study 
outlines the origin of the system, the legislation and regulations on 
which the Executive Branch bases its process of classification, and 
present practice. Second, it discusses the access of Congress to classi­
fied information and the relationship of classified information to the 
role of Congress in making foreign policy. Finally, it explores pro­
posals for changing the present classification system.

Secrecy has been a factor in making foreign policy since the first 
days of the nation’s history. At the Constitutional Convention the 
belief that negotiations with other countries might require secrecy 
was a major element in vesting the treaty power in the President and 
the Senate rather than in the entire Congress. Similarly, military 
secrecy in time of war is a long-standing practice. It is only in the 
period since the Second World War, however, that the problem of 
classified information has grown to its present dimensions. More form­
alized procedures, the greater United States involvement in world 
affairs, the concept of an all-pervading threat from the Soviet Union 
and other Communist countries, the growing size of the government, 
and vastly increasing amounts of information have all contributed to 
a tremendous increase in the amount of information treated as secret.

Classification practice today is based primarily on Executive Order 
10501 and the manner in which it is interpreted and carried out 
throughout the Executive Branch. Although there is no legislation 
establishing a classification system, during the first ten post-war years 
Congress in effect cooperated or at least acquiesced in the Executive 
Branch’s establishment of a classification system through such legis­
lation as the Atomic Energy Act of 1946, the National Security Act 
of 1947, and the Internal Security Act of 1950. Since 1955, however, 

1 For an examination of the question of executive privilege, see the Congressional Re­
search Service report, “Executive Privilege, a Brief Survey,” by Majorie Browne, July 23, 
1971. C.R.S. Multilith 71-238F. (1)
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Congress has moved in the direction of preventing excessive with­
holding of information through amendment of some of the statutes 
which were being used to justify the classification system. Never­
theless the dimension of the problem of classified information does 
not appear to have been significantly reduced. There is general agree­
ment that the quantity of classified information and documents re­
mains huge and includes many documents which should no longer be 
classified. Moreover, many observers would say that much information 
never should have been classified in the first place.

There are two main ways in which the security classification of in­
formation affects the work of Congress in the foreign affairs field. 
First, it limits the kind and amount of information which Congress 
receives. Second, it circumscribes what Congress can do with informa­
tion which it does receive, especially what it can pass on to the public 
to explain its position.

Members of Congress can frequently obtain classified information 
upon request. If requested information is withheld, it apparently is 
ultimately done so on the grounds of executive privilege rather than 
on the grounds that it is classified. However, the classification of infor­
mation does prevent Congress from making it public. Moreover, it 
may prevent Congress from knowing that it exists and hence request­
ing it. Classification leaves the Executive Branch in fuller control over 
what information it will provide both Congress and the public since it 
bars journalists and scholars from access unless the Executive Branch 
wants to make it available (or “leak” it) to them.

Many of the proposals relating to the classification problem aim at 
cutting down the amount of classified information or making certain 
that information which would not jeopardize national security is not 
classified. Action in this direction might reduce the frequency of in­
stances in which information in the foreign affairs field cannot be 
obtained even when it is unlikely that the information could in any 
way jeopardize the national security if it were made public. The prob­
lem for Congress in the foreign affairs field, however, goes beyond 
reducing unnecessary classification. It involves finding a way for 
Congress to make certain that it receives the full information neces­
sary for exercising its war and foreign policy powers, including in­
formation which most people would agree should be kept secret from 
potential enemies. It may also involve finding a way for Congress to 
share in determining what information is classified and thus kept 
secret from the American people.

II. The Origin and Legal Basis of Present Classification 
Procedures

a. origin

Secrecy has been practiced to some degree in diplomatic and mili­
tary affairs throughout the nation’s history. For example, in 1790 
Presented Washington presented to the Senate for its approval a secret 
article to be inserted in a treaty with the Creek Indians.2 A formal 
and extensive classification system to keep certain information secret 

aU.S. Congress, Senate, Executive Journal, vol. I, p. 55 (Aug. 4, 1790).
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for purposes of national security did not develop until much later, 
however. According to one authority,

Measures and practices for the protection of official information in general 
long served to protect any defense information that needed protection without 
there having to be any clear distinction between defense information and other 
official information requiring protection.3

The use of markings such as “Confidential,” “Secret,” or “Private” 
on communications from military and naval or other public officials 
“can be traced back almost continuously into the War of 1812. 4 Hov - 
ever, the roots of the present classification system appear to be found 
around the time of the First World War. A General Order of the War 
Department dated February 16,1912, established a system for the pro­
tection of information relating to submarine mine projects, land de­
fense plans, maps and charts showing locations of defense elements 
and the character of the armament, and data on numbers of guns and 
the supply of ammunition, although it prescribed no particular mark­
ings.5 A General Order from the General Headquarters of the Ameri­
can Expeditionary Force dated November 21, 1917, established the 
classifications of “Confidential,” “Secret,” and “For Official Circula­
tion Only.” 6

The classification system established during the First World War 
was continued after the war was over. Army Regulation 330-5 of 1921 
stated:

A document will be marked “Secret” only when the information it contains is 
of great importance and when the safeguarding of that information from actual 
or potential enemies is of prime necessity.

* * * * * * . *
A document will be marked “Confidential” when it is of less importance and 

of less secret a nature than one requiring the mark of “Secret” but which must, 
nevertheless, be guarded from hostile or indiscreet persons.

* * * * * * . *
A document will be marked “For official use only” when it contains informa­

tion which is not to be communicated to the public or to the press but which 
may be communicated to any persons known to be in the service of the United 
States whose duty it concerns, or to persons of undoubted loyalty and discretion 
who are cooperating with Government work.7

In a 1935 revision the term “Restricted” was introduced as a fourth 
category, to be used when a document contained information regard­
ing research work on the design, test, production, or use of a unit of 
military equipment or a component thereof which was to be kept 
secret. It also emerged in 1935 that documents on projects with re­
stricted status were to be marked:

Restricted; Notice—This document contains information affecting the na­
tional defense of the United States within the meaning of the Espionage Act 
(U.S.C. 50:31, 32). The transmission of this document or the revelation of its 
contents in any manner to any unauthorized person is prohibited.8

Executive Order No. 8381 issued March 22, 1940, by President 
Roosevelt, entitled “Defining Certain Vital Military and Naval In-

3 National Archives, “Origin of Defense-Information Markings in the Army and Former 
War Department,” prepared by Dallas Irvine, Dec. 23, 1964, p. 2.

* Ibid.
5 Ibid., p. 7.
«Ibid., p. 16.
8 Ibid^ pi 24. Change No. 3 in Army Regulation No. 850, Feb. 12, 1935.

69-470—71------2



stallations and Equipment” gave recognition to the military classi­
fication system. In this order he cited as authority the act of January 
12, 1938 (Sec. 795(a) of Title 18, part of the Espionage laws) which 
stated:

Whenever, in the interests of national defense, the President defines certain 
vital military and naval installations or equipment as requiring protection 
against the general dissemination of information thereto, it shall be unlawful 
to make any photograph, sketch, picture, drawing, map, or graphical repre­
sentation of such vital military and naval installation or equipment without first 
obtaining permission of the commanding officer. . . ?

In defining the installations or equipment requiring protection 
against the dissemination of information concerning them, the Pres­
ident named as one criterion the classification as “secret,” “confiden­
tial,” or “restricted” under the direction of either the Secretary of 
War or the Secretary of the Navy. In addition to military or naval 
installations, -weapons, and equipment so classified or marked, included 
in the definition were:

All official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawing, photographs, contracts, or specifications, 
which are now marked under the authority or at rhe direction of the Secretary 
of War or the Secretary of the Navy as “secret,” “confidential,” or “restricted,” 
and all such articles or equipment which may hereafter be so marked with the 
approval or at the direction of the President?0

That Executive Order was superceded by Executive Order 10104 
issued by President Truman February 1,1950. In addition to the three 
designations previously mentioned, the new Executive Order referred 
for the first time to “top secret,” although this designation had been 
in use some years earlier. In place of the Secretary of War and the 
Secretary of the Navy, Executive Order 10104 described the President, 
the Secretary of Defense, the Secretary of the Army, the Secretary 
of the Navy, and the Secretary of the Air Force as being authorized 
to classify or direct to be classified the designated information.11

On September 24,1951. President Truman issued an executive order 
which officially extended the classification system to non-military 
agencies and to “security information—” Executive Order 10290. “Pre­
scribing Regulations Establishing Minimum Standards for the Classi­
fication, Transmission, and Handling, by Departments and Agencies 
of the Executive Branch, of Official Information Which Requires 
Safeguarding in the Interest of the Security of the United States.” 
It permitted any department or agency of the Executive Branch to 
classify and defined “classified security information” to mean “official 
information the safeguarding of which is necessary in the interest of 
national security, and which is classified for such purposes by appro­
priate classifying authority.” 12

President Eisenhower replaced Executive Order 10290 with Execu­
tive Order 10501, “Safeguarding Official Information,” on Novem- 
ber 9,1953. It narrowed the number of agencies authorized to classify 
and redefined the usage of the various security labels. Executive Order 
10501, which will be described later, and its revisions, form the basis 
for the present system of classification of information.

® Sec. 795 of title 18, United States Code.
,,£ar- 3, Executive Order 8381, Federal Register, Mar. 26, 1940 vol. 5 p 1147-1148 
iaExecutive Order Xo. 10104, “Basic Documents,” op. cit. p. 14 ’
“ Pt. II, par. 4, Executive Order 10290, Federal Register, Sept. 27, 1951, vol. 16. p. 9797.
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B. LEGAL BASIS

Executive Order 10501 does not claim to be authorized by a specific 
statute. Unlike Executive Order 10104, “Definitions of Vital Military 
and Naval Installations and Equipment,” which is linked to a specific 
provision of the statutes, Executive Order 10501 contains in its preface 
as to authority only the general statement, “Now, therefore, by virtue 
of the authority vested in me by the Constitution and statutes, and as 
President of the United States, and deeming such action necessary in 
the best interests of the national security, it is hereby ordered as 
follows. . . The Executive Branch apparently relies primarily on 
implied constitutional powers of the President and statutes which 
it claims afford a basis on which to justify the issuance of Executive 
Order 10501, acknowledging that there is no specific statutory author­
ity for it. In 1970 when the Senate Foreign Relations Committee in­
quired of the State Department about the legal basis for the Presi­
dent’s issuance of Executive Order 10501, the Legal Adviser of the 
State Department, John R. Stevenson, with the approval of the De­
partment of Justice, referred to the Report of the Commission on 
Government Security of 1957 for a statement of the legal basis.13 That 
Commission cited provisions of the Constitution and stated: “While 
there is no specific statutory authority for such an order or Executive 
Order 10501, various statutes do afford a basis upon which to justify 
the issuance of the order.14
1. Constitutional Provisions

The three constitutional provisions cited by the Commission are in 
article II on the Executive Branch: Section 1, “The executive power 
shall be vested in a President of the United States of America”; section 
2, “The President shall be Commander in Chief of the Army and Navy 
of the United States”; and section 3. “. . . he shall take care that the 
laws be faithfully executed.” The Commission said:

When these provisions are considered in light of the existing Presidential 
authority to appoint and remove executive officers directly responsible to him, 
there is demonstrated the broad Presidential supervisory and regulatory author­
ity over the internal operations of the executive branch. By issuing the proper 
Executive or administrative order he exercises this power of direction and 
supervision over his subordinates in the discharge of their duties. He thus “takes 
care” that the laws are being faithfully executed by those acting in his behalf; 
and in the instant case the pertinent laws would involve espionage, sabotage, 
and related statutes, should such Presidential authority not be predicated upon 
statutory authority or direction.1®

The 1957 Commission report did not explicitly spell out the right 
of Congress to make laws affecting the classification system. However, 
recognition of this right was implicit in the Commission’s conclusion 
that “in the absence of any law to the contrary, there is an adequate 
constitutional and statutory basis upon which to predicate the Presi­
dential authority to issue Executive Order 10501,” 16 and in the citation 
of various statutes as affording a basis upon which to justify the 
issuance of the order.

13 U S Congress, Senate. Committee on Foreign Relations, Subcommittee on United States 
Security Agreements and Commitments Abroad. 91st Cong., hearings, vol. II, pp. 2008- 
2010, Washington, U.S. Government Printing Office, 1971. Hereinafter cited as “Security 
Agreements and Commitments Abroad Hearings.”

Ibid., p. 2010.
w Ibid.
16 Ibid., p. 2011.
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Among the provisions of Article I of the Constitution which might 
be cited as giving Congress powers to legislate in this field would be 
the following: Section 1, “All legislative powers herein granted shall 
be vested in a Congress of the United States . . .Section 8, “The 
Congress shall have power to . . . provide for the common defense 
and general welfare of the United States; ... to make rules for the 
government and regulation of the land and naval forces; . . . and 
o make all laws which shall be necessary and proper for carrying into 

execution the foregoing powers, and all other powers vested by this 
Constitution m the Government of the United States, or in any De­
partment or Officer thereof.” J
2. “Housekeeping” Act Prior to 1958 Amendrrbent

Prior to 1958, 5 U.S.C. 22, now 5 U.S.C. 301, sometimes called the 
Housekeeping act, was frequently cited as justifying a system for 

withholding information on the basis of a security classification sys­
tem. 1 his was the first and earliest statute cited by the 1957 commission 
as at that time providing a basis for Executive Order 10501. This stat­
ute had been enacted in 1789 with the purpose of providing the author­
ity tor government officials to set up offices and file documents.17 As

18 * ‘ and numerous times since then Section 22 of Title 5 of 
the I .S. code had been cited as authority to refuse information sought 
from the government.18 However, in 1958 the housekeeping statute was 
amended by P.L. 85-619 to specify that it did “not authorize withhold­
ing information from the public or limiting the availability of records

p . lc* The Department of State 1970 memorandum pointed 
out that since the 1958 amendment this statute was no longer relevant 
to the justification of classification. It is mentioned in this report as a 
matter of historical interest and to note the legislation of 1951 
specifying that it should not be used as authority for withholding 
information. &
3. Espionage Laws

Perhaps the statutes now most frequently cited for justification of 
the seem iti classification of information are the espionage laws gen­
erally. The 1957 Commission cited the espionage laws second only to 
the housekeeping statute discussed above. It said:

7 he espionage laws have imposed upon the President a study to make deter­
minations respecting the dissemination of information having a relationship to 
the national defense. For example, 18 U.S.C. 795(a) provides that “Whenever 
in the interests of national defense, the President defines certain vital military 
ana naval installations or equipment as requiring protection against the general 
dissemination of information relative thereto, it shall be unlawful to make anv 
photograph, sketch, picture, . . . , etc.” Proceeding under this statute the 
President issued Executive Order 10704 which covers information classified bv 
the agencies of the military establishments.
.< J11 798 .there is sPecific reference to the unauthorized disclosure of
classified information” pertaining to the cryptographic and communication sys­

tems and facilities. Furthermore, the term “classified information” is defined 
as information which for reasons of national security has been specifically 
designated by the proper government agency for limited or restrictive dissemi­
nation or distribution.19

committeo on Government Operations, “Amending Sec. 161 of 
.Statutes With Respect to the Authority of Federal Officers and Agencies To 

Withhold Information and Limit the Availability of Records,” H Rept 1461 85th Cong 2d sess., p. 1. ’ ®*’
18 Ibid.
19 Hearing on U.S. security agreements and commitments abroad, op. cit., p. 2010.
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It might be questioned whether the first provision mentioned above 
is a basis on which to issue an executive order covering classification by 
non-defense agencies since it relates to information pertaining to vital 
military and naval installations and has already been used to justify 
Executive Order 10104 on military information classified by the mili­
tary departments.

The second provision mentioned, section 798, does refer to classified 
information, thus acknowledging its existence. However, it provides 
penalties only for actions relating to communications intelligence and 
cryptography, specifying four specific categories of classified informa­
tion: (1) concerning the nature or preparation of codes; (2) concern­
ing the apparatus used for cryptographic or communication 
intelligence purposes: (3) concerning the communication intelligence 
activities; or (4) obtained by the process of communication intelli­
gence from the foreign government, with knowledge that it was so 
obtained. Moreover, this section which was added by Public Law 248 
of October 31, 1951, makes it clear that its objective is to prevent the 
use of classified information relating to communication intelligence 
activities in a manner prejudicial to the safety of the United States, 
and not to prevent congressional access to it. Sec. 798(c) states:

Nothing in this section shall prohibit the furnishing, upon lawful demand, of in­
formation to any regularly constituted committee of the Senate or House of Rep­
resentatives of the United States of America, or joint committee thereof.20

Executive Order 10501 itself does not refer to Section 795 or 798 but 
instead refers to Sections 793 and 794 of Title 18 U.S.C., Section 5(j) 
of Executive Order 10501 states that when classified material affecting 
defense is furnished to persons outside the executive branch, the ma­
terial should carry the statement, whenever practicable, “This material 
contains information affecting the national defense of the United 
States within the meaning of the espionage laws, Title 18, U.S.C., Sec­
tions 793 and 794, the transmission or revelation of which in any man­
ner to an unauthorized person is prohibited by law.” 21

Section 793, “Gathering, transmitting or losing defense informa­
tion,” provides penalties of a fine or imprisonment for (a) going into 
defense installations or in other ways obtaining information “respect­
ing the national defense with intent or reason to believe that the in­
formation is to be used to the injury of the United States, or to the 
advantage of any foreign nation”; (b) copying or obtaining sketches, 
documents, or anything connected with the national defense; (c) re­
ceiving or obtaining from any source any document, writing, or any­
thing connected with the national defense, knowing that it has been 
obtained contrary to the provisions of that chapter of law; (d) will­
fully transmitting to a person not entitled to receive it a document, 
etc., which a person either lawfully or without authorization possesses 
and has reason to believe could be used to the injury of the United 
States or the advantage of a foreign nation; or (e) when entrusted 
with any document or information relating to the national defense 
“through gross negligence” permitting it to be removed from its 
proper place “or to be lost, stolen, abstracted, or destroyed” or failing 
to report such loss, theft, abstraction, or destruction.

80 Congressional Research Service, “Basic Documents on Security Classification of Infor­
mation for National Security Purposes,” Multilith 71-172 F, hereinafter cited as “Basic 
Documents,” p. 15.

81 “Basic Documents,” op. cit. p. 4.
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Section 794 provides for imprisonment or the death penalty for 
(a) communicating or transmitting a document or information relat­
ing to the national defense to any foreign government, faction, citizen, 
etc. “with intent or reason to believe that it is to be used to the injury 
of the United States or to the advantage of a foreign nation”; or (bj 
“in time of war, with intent that the same shall be communicated to 
the enemy,” collecting, publishing, communicating, or attempting to 
elicit any information with respect to the movement, numbers, or dis­
position of armed forces, ships, aircraft, or war materials or military 
operation plans or defenses “or any other information relating to the 
public defense, which might be useful to the enemy.” In 1953 the provi­
sions of this section in addition to coming into effect in time of war 
were extended to remain “in full force and effect until six months after 
the termination of the national emergency proclaimed by the Presi­
dent on December 16, 1950 or such earlier date as may be prescribed 
by concurrent resolution of the Congress.” 22

The espionage laws may make it sensible to have some kind of sys­
tem for marking information which it would be a crime to transmit, 
but history does not indicate that the classification system developed 
directly from the Espionage Act of 1917 or that the Espionage Act 
was intended to authorize such a system. One student of the history of 
classification has observed:

There is no indication at this time [in 1917] that difficulties could arise in en­
forcing the Espionage Act if official information relating to the national defense 
was not marked as such, insofar as it was intended to be protected from unau­
thorized dissemination. Violation of the first three subsections of Section I, Title 
I, of the act depended upon intent, but violation of the other two subsections 
depended in the one case on material relating to the national defense having 
been turned over to someone “not entitled to receive it” and in the other case on 
such material having been lost or compromised through “gross negligence.” Since 
the expression “relating to the national defense” was nowhere defined, the possi­
bility of the public being permitted to have any knowledge whatever relating to 
the national defense, even the fact that Congress has passed certain legislation 
relating thereto, depended on application of the expressions “not entitled to re­
ceive it” and “gross negligence.”

In any prosecution for violation of either of the last two subsections the 
burden of proving that one or the other key expressions had application in the 
case would rest on the prosecution, and proof would be difficult unless clear evi­
dence could be adduced that authority had communicated its intention that the 
specific material involved should be protected or unless that material was of 
such a nature that common sense would indicate that it should be protected. For 
purposes of administering these two subsections of the Espionage Act the mark­
ing of defense information that is to be protected is almost essential, and its 
marking can also be of great assistance for purposes of administering the pre­
ceding three subsections.

It would be logical to suppose that the markings of defense information began 
out of the legal necessities for administering the Espionage Act, but the indica­
tions are that such was not the case. The establishment of three grades of official 
information to be protected by markings was apparently something copied from 
the A.E.F., which had borrowed the use of such markings from the French and 
British.23

It apparently was not until 1935 that the link between classifica- 
u e espi°na£e act was made. Then, under the army regulation 

of February 12, 1935, it was specified that material on projects with 
restricted status would be marked: “Restricted: Notice—this docu-

“ Title 18, United States Code, sec. 798, “Basic Documents,” op. cit. p. 15
28 National Archives, op. cit., p. 20. ’ 1 ’ 1
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ment contains information affecting the national defense of the United 
States within the meaning of the Espionage Act (U.S.C. 50:31, 32). 
The transmission of this document or the revelation of its contents 
in any manner to any unauthorized person is prohibited.” 24
4- National Security Act

The 1957 Commission on Government Security report, referred to 
by the State Department in 1970 as citing the legal basis for a classi­
fication system, described the National Security Act of 1947 as the 
“most significant legislation, which set into motion the current docu­
ment classification programs.” It said:

The most significant legislation, which set into motion the current document 
classification program, was enacted in 1947, when the Congress passed the Na­
tional Security Act in order to provide an adequate and comprehensive program 
designed to protect the future security of our country. To accomplish this 
avowed purpose the act provided for the creation of a National Security Coun­
cil within the executive branch subject to Presidential direction. Its job is to 
consider and to make appropriate recommendations to the President. Within 
the framework of this program, the Interdepartmental Committee on Internal 
Security (ICIS) came into being, and the activity of this committee was respon­
sible for the issuance in 1951 of Executive Order 10290, which established the 
original document classification program. Thus it would appear that a docu­
ment classification program is within the scope of the activities sought to be 
coordinated by the National Security Act of 1947, and that the issuance of an 
appropriate Executive order establishing such a program is consistent with the 
policy of the act.25

As has been pointed out, the roots of classification systems within 
individual Departments go back many years before the National Se­
curity Act was passed. However, efforts made after the National Se­
curity Act appear to have led to the new government-wide directive 
on classification which was embodied in Executive Order 10290. Co­
ordination of classification systems in the military department had 
already been provided to some degree in Executive Order 8381 which 
was superseded by Executive Order 10104.

The Commission on Government Security contended that the Na­
tional Security Act “set into motion” the current classification pro­
gram ; that the classification program “is within the scope of the ac­
tivities sought to be coordinated by the National Security Act of 
1947”; and that “the issuance of an appropriate Executive order 
establishing such a program is consistent with the policy of the act.” 26 
It did not contend that the National Security Act actually authorized 
the system.

One authorization which was made by the National Security Act 
is pertinent, however. After establishing the Central Intelligence 
Agency and giving it the purpose of coordinating intelligence ac­
tivities, the National Security Act provided that the Director of Cen­
tral Intelligence “shall be responsible for protecting intelligence 
sources and methods from unauthorized disclosure.” 27 This would ap­
pear to provide adequate authorization for a system of protection of 
certain types of information, namely intelligence sources and methods.

* Ibid., p. 24.
25 “Security Agreements and Commitments Abroad Hearings,” op. cit., p. 2011.
26 Ibid.
27 Sec. 102(d) (3), Public Law 253, 80th Cong., July 26, 1947, as amended. U.S. Senate, 

Committee on Armed Services, National Security Act of 1947 as amended through Dec. 31, 
1969. Committee print, pp. 4-5.
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5. Internal Security Act
The final statute cited by the 1957 Commission on Government Se­

curity under the assertion that “various statutes do afford a basis 
upon which to justify the issuance” of Executive Order 10501 was the 
Internal Security Act of 1950. The Commission report stated:

Prior to issuance of Executive Order 10290, Congress had apparently recog­
nized the existing Presidential authority to classify information within the 
executive branch when it passed the Internal Security Act of 1950. Contained 
therein were provisions defining two new criminal offenses involving classified 
information.

Section 4(b) of the act makes it a crime for any Federal officer or employee 
to give security information classified by the President, or by the head of any 
department, agency, or corporation with the approval of the President, to any 
foreign agent or member of a Communist organization, and section 4(c) makes 
it a crime for any foreign agent or member of a Communist organization to re­
ceive such classified security information from a Federal employee.28 29

Section 4 (b) of the Internal Security Act states:
It shall be unlawful for any officer or employee of the United States or of any 

department or agency thereof, or of any corporation the stock of which is owned 
in whole or in major part by the United States or any department or agency 
thereof, to communicate in any manner or by any means, to any other person 
whom such officer or employee knows or has reason to believe to be an agent or 
representative of any foreign government or an officer or member of any Com­
munist organization as defined in paragraph (5) of section 782 of this title, any 
information of a kind which shall have been classified by the President (or by 
the head of any such department, agency, or corporation with the approval 
of the President) as affecting the security of the United States, knowing or 
having reason to know that such information has been so classified, unless such 
officer or employee shall have been specifically authorized by the President, or 
by the head of the department, agency, or corporation by whicli this officer or 
employee is employed, to make such disclosure of such information.20

This provision of the Internal Security Act appears to come the 
closest to sanctioning a system for the classification of information “as 
affecting the security of the United States” rather than the narrower 
concept of “relating to the national defense” or the still narrower 
categories of cryptographic or intelligence information.

There has been one case in which a foreign service officer convicted 
under this provision appealed his case and the Court of Appeals, in 
affirming the verdict, held that under the statute and Executive Order 
10501 an Ambassador did have authority to classify foreign service 
dispatches and the dispatches as classified and certified by him were 
within the scope of the statute. Moreover, it held that in prosecution 
of the officer for communication of classified information to a for­
eign government, the government was not required to prove that the 
documents involved were properly classified “as affecting the security 
of the United States.” 30
6. Atomic Energy Act

In addition to the above statutes listed by the 1957 Commission on 
Government Security, the Department of State memorandum of 1970 
said “there are other statutory provisions that contemplate and as­
sume a system of classification of information.” 31 The first example 
it cites is section 142 of the Atomic Energy Act of 1954 (42 U.S.C.

28 “Security Agreements and Commitments Abroad Hearings,” op. cit. p. 2011.
29 Title 50. United States Code. sec. 783.
30 Scarbecfc v. U.S., 1962, 317 F. 2d 546.
31 “Security Agreements and Commitments Abroad Hearings,” op. cit., p. 2008.
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section 2162 (c). The entire Chapter 12 of the act (Sections 141 
through 146) is on the control of information with section 142 provid­
ing for the classification and declassification of ‘’Restricted Data.

“Restricted Data” is defined in the Atomic Energy Act as follows:
The term “Restricted Data” means all data concerning (1) design, manu­

facture, or utilization of atomic weapons; (2) the production of specialL nuclear 
material; or (3) the use of special nuclear material in the production of 
but shall not include data declassified or removed from the Restricted Data 
category pursuant to section 142.3_

Section 142 requires that the Atomic Energy Commission from time 
to time determine the data within the definition of Restricted Data 
which can be published “without undue risk to the common defense 
and security and shall thereupon cause such data to be declassified and 
removed from the category of Restricted Data. .

With “Restricted Data” so defined as to include all data m certain 
categories, Sec. 142 proceeds on the assumption that all information in 
these categories is classified “Restricted Data and is concerned mainly 
with setting up procedures for declassifying information in these cate­
gories. It requires that the Atomic Energy Commission from time to 
time determine the data within the definition of Restricted Data v Inch 
can be published “without undue risk to the common defense and se­
curity and shall thereupon cause such data to be declassified and re­
moved from the category of Restricted Data. It provides that in the 
case of Restricted Data which the Commission determines jointly.with 
the Department of Defense to be related primarily to the military 
utilization of atomic weapons, the determination that it could be pu 3- 
lished is to be made jointly by the Commission and the Department of 
Defense, with the President deciding in case of disagreement.

In Section 142 the Atomic Energy Act also recognizes the existence 
of “defense information” and intelligence information. Giving recog­
nition to “defense information” Section 142d states:

The Commission shall remove from the Restricted Data category such data as 
the Commission and the Department of Defense jointly determine relates pri­
marily to the military utilization of atomic weapons and which the Commission 
and Department of Defense jointly determine can be adequately safeguarded as 
defense information: Provided, however, That no such data so removed from 
the Restricted Data category shall be transmitted or otherwise made available 
to any nation or regional defense organization, while such data remains defense 
information, except pursuant to an agreement for cooperation entered into in 
accordance with subsection 144b.* 33

Giving recognition to intelligence information and its treatment as 
“defense information” Section 142e. states:

The Commission shall remove from the Restricted Data category such informa­
tion concerning the atomic energy programs of other nations as the Commission 
and the Director of Central Intelligence jointly determine to be necessary to 
carrv out the provisions of section 102 (d) of the National Security Act of 1947, 
as amended, and can be adequately safeguarded as defense information.

The act provided a channel for transmitting information to Con­
gress rather than a barrier, however. It established the Joint Commit­
tee on Atomic Energy (sec. 201), required that the Atomic Energy

m Atomic Energy Act of 1954, Public Law 83-703. as amended, sec. lly.
33 U.S. Congress, Joint Committee on Atomic Energy, “Atomic Energy Legislation 

Through 90th Cong’., 2d sess.,” December 1968, p. 42.
31 Ibid., p. 43.
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Commission and the Department of Defense keep the Joint Committee 
tully and currently informed on matters relating to development and 
application of atomic energy and required that any government agency 
furnish any information requested by the Joint Committee relating to 
its responsibilities m the field of atomic energy (sec. 202), and au­
thorized the Joint Committee to “classify information originating 
within the committee in accordance with standards used generally by 
matFon”U(sec 206)Ch claSSlfying Restricted Data or defense infor- 

7. Freedom of Information Act Amending the Administrative Pro­
cedure Act

The second example the 1970 State Department memorandum cited 
of a statutory provision which assumed a system of classification was

(? L- 89^87' aPProved July 4, 
!966). The Freedom of Information Act was an amendment and re­
writing of Section 3 of the Administrative Procedure Act which had 
been passed in 1946. Both the original act and the amendment dealt 
with disclosure of information by Federal agencies, requiring them 
to publish procedures in the Federal Register and make available to 
the public final opinions, staff manuals and instructions, and state­
ments of policy.

However the 1946 provisions had permitted material “required for 
good cause to be held confidential” to be withheld from disclosure. This 
had provided a loophole which Congress attempted to close in the 1966 

reedom of Information by exempting from its provision only nine 
specific kinds of information. The first of these exceptions was for 
matters specifically required by Executive order to be kept secret in 
the interest of the national defense or foreign policy.” Accordingly, al­
though the Freedom of Information Act was designed to make more 
government information available, it did not apply to classified in- 
t°rmation and even could be used, as it was by the State Department 
m 1970 as an example of a statutory provision that contemplated and 
assumed a system of security classification.

While the exceptions in the Freedom of Information Act may per- 
™holding information from the public on grounds that it needs 

to be held secret in the interest of national defense and foreign policy 
however, they clearly do not apply to Congress. Section 3 (f) states:

(t) Limitation of Exemptions—
Se^Cti?n *uthori,z.es withholding of information or limiting the 

re5°rd? t0 the Public except as specifically stated in this section 
nor shall this section be authority to withhold information from Congress.36 
8. Legislation on Foreign Relations

The Department of State 1970 memorandum did not mention any 
other legislation on foreign relations. However, there are some provi­
sions in legislation directly relating to foreign affairs which also might 

aSSlJme a of classification or in effect sanction the 
withholding of some information of the grounds of national security.

One example is the Foreign Assistance Act of 1961, as amended. 
Section 634 (b) provides that in the annual report on operations re­
quired and m response to requests from Members of Congress or the

86 Public Law 89-487 sec. 3(f), “Basic Documents,” op. clt., p. 25.
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public the President shall “make public all information concerning 
operations under this Act not deemed by him to be incompatible with 
the security of the United States.” This section would provide a basis 
for the President not to make public certain information concerning 
aid operations. The next section, 634 (c), in effect limits any material 
which might be withheld from Congress to that which the President 
certifies he has forbidden furnishing with his reasons for doing so. 
Otherwise, funds are to be cut off if information or documents are not 
furnished by thirty-five days after a written request has been made by 
the General Accounting Office or by a congressional committee con­
sidering legislation or appropriations for the program.

Section 414 on munitions control of the Mutual Security Act of 1954, 
as amended, authorized the President to control the export and im­
port of arms and technical data relating thereto. It also authorized him 
“to designate those articles which shall be considered as arms, am­
munition, and implements of war, including technical data relating 
thereto, for the purposes of this section.” 36

The Arms Control and Disarmament Act of 1961, as amended, as­
sumes a system of classification in Sec. 45 on Security Requirements. 
Section 45(a) provides for investigations of all employees and states:

No person shall be permitted to enter on duty as such as officer, employee, con­
sultant, or member of advisory committee or board, or pursuant to any such 
detail, and no contractor or subcontractor, or officer or employee thereof shall 
be permitted to have access to any classified information, until he shall have been 
investigated in accordance with this subsection. . . .
Section 45(b) states:

The Director may also grant access for information classified no higher 
than “confidential” to contractors or subcontractors and their officers and em­
ployees, actual or prospective, on the basis of reports on less than full-field 
investigations: Provided, That such investigations shall each include a current 
national agency check.
Section 45(c) discusses access to Restricted Data under the Atomic 
Energy Commission.

Through legislation such as this Congress has on occasion given 
recognition to the classification system although it has made no over­
all attempt to regulate it. To this extent it has sanctioned keeping in­
formation secret in the interest of national defense or foreign policy. 
At the same time, however, on a number of occasions (particularly 
the “disclosure of classified information” legislation relating to cryp­
tographic intelligence passed in 1951. and the Freedom of Informa­
tion Act of 1966), Congress has made clear its intention that provi­
sions to keep security information secret were not to constitute au­
thority to withhold information from Congress.

III. The Classification System in Practice—Executive Order 10501 
and Agency Regulations

a. handling defense information

Executive Order 10501 of December 15,1953, “Safeguarding Official 
Information in the Interests of the Defense of the United States,” is

38 U S. Congress, Senate. Committee on Foreign Relations, House, Committee on Foreign 
Affairs, “Legislation on Foreign Relations With Explanatory Notes,” 92d Cong., 1st sess. 
Joint committee print, April 1971, p. 137.
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the basic regulation describing the security classification system to be 
applied to information bearing on the defense of the United States. 
J;.01" .*7 as subsequently amended, is quite comprehensive, setting 
forth guidelines for such matters as (1) material to be classified and 
categwies of classification (i.e.. Top Secret, Secret, etc.), (2) agencies 
and officials authorized to classify, (3) use of classification, (4) handi­
ng? marking, transmittal and destruction of classified material, (5) 
downgrading and declassifying, (6) access to classified material for 
historical research, and (7) enforcement procedures. For the purposes 
or this paper, it may be useful to look into some of these points more 
closely.
1. Categories of Classified Material

Section 1 of the order provides that “official information which 
requires protection m the interests of national defense shall be limited 
to three categories of classification, which in descending order of im­
portance shall carry one of the following designations: Top Secret 
Secret, or Confidential. No other designation shall be used to classify 
defense information, including military information, as requiring 
protection in the interests of national defense, except as expressly 
provided by statute.” J

These three categories are defined as follows:
(a) Top Secret. Material the defense aspect of which is paramount 

and requiring the highest degree of protection. Unauthorized dis­
closure could result m “exceptionally grave damage to the Nation, 
such as leading to a definite break in diplomatic relations affecting 
the defense of the United States, an armed attack against the United 
States or its allies, a war, or the compromise of military or defense 
plans, or intelligence operations, or scientific or technological devel­
opments vital to the national defense.”

(b) Secret. “Material the unauthorized disclosure of which could 
result in serious damage to the Nation, such as jeopardizing the inter­
national relations of the United States, endangering the effectiveness 
of a program or policy of vital importance to the national defense, 
or compromising important military or defense plans, scientific or 
technological developments important to national defense or infor­
mation revealing important intelligence operations.”

(c) Confidential.—“Material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the Nation.”
2. Authority to Classify

The order specifies over thirty federal departments and agencies, 
such as State,37 Defense, CIA, etc., “having primary responsibility 
for matters pertaining to national defense” in which the authority 
to classify may be delegated to such responsible officers or employees 
as the principal officer may designate. However, “such authority to 
classify shall be limited as severely as is consistent with the orderly 
and expeditious transaction of government business.”

The order also names several other departments, such as Interior, 
Agriculture, and HEW, whose concern with national defense mat­
ters is “partial” rather than primary. In these cases, “the authority

87 For an explanation of 
foreign policy, see p. 18. the relationship of defense information to diplomacy and 
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for original classification of information or material . . . shall be 
exercised only by the head of the department or agency . . Govern­
ment agencies or units not specifically named do not have the au­
thority to originate classified material. (Section 2)
3. Guidelines for Glassification

Those authorized to classify material are responsible for adhering 
to the definitions of the three categories listed above. “Unnecessary 
classification and over-classification shall be scrupulously avoided'", 
and the classification of documents is to be based upon their content, 
not their relationship to other papers or the fact that they contain 
references to highly classified material. (Section 3)
4. Declassification and Downgrading

Classified material is to be downgraded or declassified when it “no 
longer requires its present level of protection in the defense interest. 
. . . Heads of departments or agencies . . . shall designate persons to 
be responsible for continuing review of such classified information or 
material on a document-by-document, category, project, program or 
other systematic basis, for the purpose of declassifying or downgrad­
ing whenever national defense considerations permit, and for receiv­
ing requests for such review from all sources.”

To give greater effect to this provision, a system was instituted in 
1961 which provided for automatic downgrading of certain material 
at 3-year intervals. The system called for drafting officers to cate­
gorize classified material into groups as follows:

Group 1.—Information or material originated by foreign gov­
ernments or international organizations and over which the 
United States Government has no jurisdiction, information or 
material provided for by statutes such as the Atomic Energy 
Act . . . and information or material requiring special handling, 
such as intelligence and cryptography. This information and 
material is excluded from automatic downgrading and 
declassification.

Group 2.—Extremely sensitive information or material which 
the head of the agency or his designees exemption an individual 
basis, from automatic downgrading and declassification.

Group 3.—Information or material which warrants some de­
gree of classification for an indefinite period. Such information 
or material shall become automatically downgraded at 12-year in­
tervals until the lowest classification is reached, but shall not be­
come automatically declassified.

Group 4-—Information or material which does not qualify for, 
or is not assigned to, one of the first three groups. Such informa­
tion or material shall become automatically downgraded at three- 
year intervals until the lowest classification is reached, and shall 
be automatically declassified twelve years after date of issuance. 

There is, of course, no bar to downgrading or declassifying more 
rapidly if circumstances warrant, but each such action requires the 
approval of the “appropriate classifying authority,” i.e., the person 
or office originating the document in question. The downgrading of 
extracts from or paraphrases of documents also requires the consent of 
the appropriate classifying authority “unless the agency making such 
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extracts knows positively that they warrant a classification lower than 
that of the document from which extracted. . . .” (Section 4)
5. Limitations on Dissemination

. There are two basic requirements for access to classified informa­
tion : the need-to-know and personal security clearance or proof of 
trustworthiness. The Executive Order covers both points in a single 
sentence:

Knowledge or possession of classified defense information shall be permitted 
only to persons whose official duties require such access in the interest of promot­
ing national defense and only if they have been determined to be trustworthy.

Disrtibution of classified material is strictly controlled, and rigid 
accountability is required, especially for the more highly classified 
documents and materials. Furthermore, each agency retains ultimate 
control over the dissemination of all such material originating in that 
agency. Thus, the State Department cannot release to other agencies 
or to the Congress material originating in the Defense Department 
without prior approval by the latter. This is the so-called third agency 
rule, which has on occasion contributed to difficulties and delays in 
providing classified materials to the Congress.38
6. Special Classifications for Atomic Energy, Intelligence, and Crypto­

graphic Information
The Atomic Energy Act of 1954, as amended, established special re­

quirements for the classification of information on nuclear weapons 
and their technology. Such information is classified as “Restricted 
Data” and, more recently, “Former Restricted Data,” and a special 
clearance, known as a “Q” clearance, is required by the AEC for access 
to this information. The intelligence community likewise has special 
designations and special clearances for certain intelligence informa­
tion in order to protect sensitive sources, and communications people 
protect their codes by extra security precautions (COMSEC) as well.39 
These special categories are acknowledged by the terms of Executive 
Order 10501. (Section 13)
7. Historical Research

Access to classified material by persons outside the Executive Branch 
for historical research projects may be permitted if the researcher is 
trustworthy and if such access is “clearly consistent with the interests 
of national defense.” But the material must not be published or other­
wise compromised. (Section 15)
8. Review

The order requires various types of review to ensure (a) that infor­
mation is not improperly withheld which the people have a right to 
know, (b) that proper safeguards are employed to protect classified 
information, and (c) that agencies are in full compliance with the 
order. The President is charged with designating “a member of his 
staff who shall receive, consider and take action upon suggestions or 
complaints from non-Governmental sources relating to the operation 
of this Order.” (Sections 16-18)

38 See U.S. Congress. House, Committee on Government Operations, 25th report “Execu­
tive Branch Practices in Withholding Information From Congressional Committees.” 86th 
Cong., 2d sess. H. Rept. No. 2207. Washington, U.S. Government Printing Office, 1960, 14 pa^es.

39 See 18 U.S.C. 798.
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B. INFORMATION PROVIDED TO CONTRACTORS AND INDUSTRY

Executive Order 10501 applies also to information given to the 
Congress or to private persons outside the Executive Branch. In such 
cases, the material must be marked with the following notation in 
addition to its security classification:

This material contains information affecting the national defense of the United 
States within the meaning of the espionage laws, Title 18, U.S.C., Sections 793 
and 794, the transmission or revelation of which in any manner to an unau­
thorized person is prohibited by law.40

Such release cannot be made to persons who have not been cleared 
and briefed following security investigation. In this connection, Presi­
dent Eisenhower in February 1960 issued Executive Order No. 10865, 
“Safeguarding Classified Information within Industry.” The latter, 
in effect, defines Executive Order 10501 in terms of non-governmental 
application. It establishes the rules for granting security clearances 
to civilians and the means of redress should clearance be denied. Once 
granted clearance, a person outside of government is required to ob­
serve the same rules for the protection of classified material as his 
military or federally-employed counterpart, and this includes individ­
uals working with classified material in both the “hardware” and “soft­
ware” organizations. An example of the former would be information 
provided to such government contractors as General Electric and 
Westinghouse by the Atomic Energy Commission. An example of the 
latter would be government documents provided to RAND or other 
contractors doing research for the government. This has led to a sub­
stantial diffusion of classified information. One commentator on gov­
ernment classification practices noted that:

The inexorable advance of the technology of war generates classified docu­
ments by the millions. One expert made the estimate four years ago that there 
were, in the defense industry, something like 100 million documents classified 
Top Secret and Secret.41

But it has also led to some difficulties. Scientific developments that 
emanate from classified data may sometimes be classified if bearing 
directly on important defense programs. Furthermore, certain develop­
ments that have their origins in unclassified data may be classified as 
well. For example, the AEC proposed that all new developments in 
the purification of weapons grade radioactive materials be subject to 
review by the Commission, no matter what the source of these develop­
ments. The Commission justified its actions on grounds of national 
security.

Unless there are controls on the dissemination of classified information con­
cerning atomic weapons, and concerning centrifuges and gaseous diffusion plants 
(which can be be used for the production of the special nuclear material used in 
weapons) the efficacv of all non-proliferation efforts is seriously weakened. In 
this light,’the question of whether that data are developed for private commercial 
purposes or pursuant to a Government contract is irrelevant—it is the content 
of the data which necessitates the control.42

This type of control, however, is difficult to administer. Assuming 
that American scientists recognize and abide by these requirements, 

« Fk^nberry^ Classification a Maze of Rules,” The Sunday Star,
Washington, Nov. 9, 1969.

« 32 Federal Register 250, Dec. 28, 1967.
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the writ of the United States does not extend to other scientifically 
modern nations. Indeed, three European nations (England, Germany 
and the Netherlands) have formed subsequently a consortium to de­
velop gas centrifuge technology.43

The State Department usually does not deal in scientific hardware. 
Rather its classified materials are concerned with the conduct of for­
eign policy.44 As in the case of other government agencies, studies 
performed by outside contractors are reviewed by relevant desk offi­
cers to ensure that all classified information is so marked. Often spe- 
cificially “sanitized” versions are prepared for dissemination on an 
unclassified basis.

C. FOREIGN POLICY INFORMATION

The security regulations issued by the Department of State and 
other agencies concerned with foreign policy (e.g., USIA, AID, and 
ACDA) take a somewhat broader view of “defense information,” 
extending it to include international operations and programs as well. 
According to the State Department regulations:

The Attorney General of the United States on April 17, 1954, advised that 
defense classification may be interpreted, in proper instances, to include the 
safeguarding of information and material developed in the course of conduct of 
foreign relations of the United States whenever it appears that the effect of the 
unauthorized disclosure of such information or material upon international re­
lations or upon policies being pursued through diplomatic channels could result 
in serious damage to the Nation. The Attorney General further noted that it is a 
fact that there exists an interrelation between the foreign relations of the United 
States and the national defense of the United States, which fact is recognized in 
section I.45
State's regulation goes on to cite examples, including the following:

Political and economic reports containing information the unauthorized dis­
closure of which may jeopardize the international relations of the United States 
or may otherwise affect the national defense.

Information received in confidence from officials of a foreign government when­
ever it appears that the breach of such confidence might have serious conse­
quences affecting the national defense or foreign relations.

The rules and regulations applicable to defense information 
acknowledge the need to establish a balance between the protection of 
such material and freedom of information. The State Department’s 
security regulations in implementation of Executive Order 10501 in­
clude the following caveat:

The requirement to safeguard information in the national defense interest and 
in order to protect sources of privileged information in no way implies an indis­
criminate license to restrict information from the public. It is important that the 
citizens of the United States have the fullest possible access, consistent with 
security and integrity, to information concerning the policies and programs of 
their Government.46

43 Nuclear Industry, March 1970, pp. 59-61.
44 The Arms Control and Disarmament Agency (ACDA) is probably a major exception to 

this rule in its concern over hardware as well as policy.
43 U.S. Department of State, “Uniform State/AID/USIA Security Regulations. Physical 

and Procedural, Washington, U.S. Government Printing Office, 1969 Sec 911 246 Ibid., sec. 901.4.
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D. HANDLING OF CONTROLLED INFORMATION BY EXECUTIVE BRANCH

1. Limiting the Distribution of Sensitive Material
The application of a security classification to papers and materials is 

not the only method by which government agencies safeguard sensitive 
information. In some respects an even more effective method is to limit 
drastically the distribution of a particular document. Distribution of 
telegrams concerning the arrangements for Dr. Kissinger’s secret visit 
to Communist China, for example, must have been so limited in num­
ber that only a few Cabinet members and a very select group of key 
officials in State, Defense, and CIA were privy to the operation.

A government-wide system governs the distribution of telegrams, 
staff studies, and memoranda of conversation. Those papers deemed 
to require something less than standard distribution are marked 
“LIMDIS” (limited distribution) by the drafting officers. In such 
cases, the number of copies circulated is reduced by perhaps 50 per­
cent, with all interested bureau offices taking a proportionate 
reduction.

In the case of exceptionally sensitive matters, the material is desig­
nated “EXDIS” (exclusive distribution), and the number of copies 
is curtailed much more drastically to, say, one or two copies for each 
assistant secretary of State and Defense with a legitimate need to 
know. Key staff members are allowed to read but not retain EXDIS 
messages, which are kept in a central registry within each geographic 
or functional bureau.

But the Kissinger trip must have received even more restricted treat­
ment. In this case the documents would have been “NODIS,” meaning, 
of course, no distribution beyond the principal officer of an agency or 
department with a need to know.

Highly classified documents are generally given rather limited dis­
tribution, but many NODIS and EXDIS papers are classified no 
higher than SECRET. The most sensitive documents, including all 
TOP SECRET and all NODIS and EXDIS material, are serialized, 
i.e., each copy is numbered and must be registered and accounted for 
at all times, including when destroyed. The very process of serializing 
requires the originating office to exercise care and restraint in draw­
ing up a list of those to whom the material is to be sent.
2. Administratively Controlled Information

Some types of information are controlled not in the interests of 
national defense but for administrative reasons. Thus, personnel rec­
ords, medical reports, commercial and investigative data are con­
sidered privileged information and treated as confidential. In the De­
fense Department this type of material is marked “For Official Use 
Only”; in State it is designated “Limited Official Use.” In either case, 
although the material is “non-classified,” i.e., not related to the na­
tional defense, it is protected from indiscriminate disclosure.

E. COMPLIANCE WITH REGULATIONS

1. Overprotection
In actual practice, however, there is wide agreement that the great 

bulk of defense material is usually over protected—too highly classi-

69-470—71------ 4
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-for too long a time. Arthur Goldberg, former Ambassador to the 
recently had this to say to the House Foreign Operations and 

Government Information Subcommittee:
. J do not mean to suggest to this Committee, which has given thoughtful con­

sideration to this entire subject, that the government does not require secrecy 
in the conduct of its vital operations, that each day’s collection of confidential 
messages with foreign governments should be broadcast on the six o’clock news 
or that the engineering details of advanced weapons systems must be published 
in the Congressional Record.
*******

Anyone who has ever served our government has struggled with the problem 
of classifying documents to protect national security and delicate diplomatic con­
fidence. I would be less than candid if I did not say that our present classifi­
cation system does not deal adequately with this problem despite the signifi­
cant advances made under the leadership of the Committee and Congress in the 
Freedom of Information Act of 1966. I have read and prepared countless thou­
sands of classified documents and participated in classifying some of them 
In my experience, 75 percent of these never should have been classified in the 
first place; another 15 percent quickly outlived the need for secrecy; and only 
about ten percent genuinely required restricted access over anv significant period of time.

For obvious reasons there are strong incentives for staff officers to 
err on the side of over-classifying material on which they are work­
ing. There are no penalties for this, whereas the penalties for violatino1 
security regulations, even inadvertently, can be severe and costly in 
terms of career prospects, especially if one has a series of such offenses. 
Very often material is classified or over-classified largely through 
inadvertence or failure to apply critical judgment. Mr. William G. 
Florence, formerly with Headquarters, U.S'. Air Force, had this to 
say to the House Subcommittee:

The majority, of people with whom I worked in the past few years reflected 
the belief that information is born classified and that declassification would be 
permitted only if someone could show that the information would not be of 
interest to a foreign nation.47 48 *
Florence also referred to the practice of assigning a classification to 
material merely on the basis of association or reference to other 
classified material:

Some time ago, one of the service chiefs of staff wrote a note to the other 
chiefs of staff stating briefly that too many papers were being circulated with 
the TOP SECRET classification. He suggested that use of the classification 
should be reduced. Believe it or not, that note was marked TOP SECRET.40 
According to a recent editorial in the Christian Science Monitor:

The classic case of overclassification of government documents was Queen 
Fiederika s menu. The former Queen of Greece was given a moderately elaborate 
dinner at an American military base during her official tour of the United States. 
A thoughtful officer stamped “classified” on the menu to avoid the comments 
which some reporter might otherwise have made on what might have been called 
a non-democratic event.50

47 Testimony of Arthur J. Goldberg before the Foreign Operations and Government 
Information Subcommittee of the Committee on Government Operations of the House of 
Representatives. June 23. 1971. Mimeographed statement.

48 Statement by Mr. William G. Florence, retired civilian security classification nolicv 
cjPPrt. suhmi ted to the Foreign Operations and Government Information Subcommittee 

TTo'U!e,of Rcnresentafives Committee on Government O-e^ations June 24 1971. Mimeographed prepared statement.4P Ibid.
50 “The Duty to Print,” Christian Science Monitor, June 23. 1971.
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The purpose of the classifying officer in this case was no doubt to 
avoid any potential embarrassment to the United States. There are 
many occasions when the avoidance of embarrassment is more closely 
related to activities potentially affecting the national defense. One 
example, related to military security demands that certain aspects of 
weapons capabilities be classified, follows:

In Vietnam, the Army stamped “secret” on reports of field malfunctions of the 
controversial M16 rifle, which was jamming, until corrective action was taken. 
“The evaluation reports were bad,” says a man who found out what was in them. 
He asserts the Army simply wanted to avoid embarrassment, since the enemy 
was obviously aware of the rifle’s weaknesses.61

Individuals may overclassify a document hoping to augment the 
importance of the contents or to appear more important themselves:

There’s what a former federal official calls the “ego-building angle." Some 
bureaucrats, he says, classify a document confidential or secret to indicate that 
“the stuff is important—that it should be moved up the chain of command 
promptly instead of getting stuck in someone’s ’in’ basket.” 62
Such individuals evidently consider that the power to classify in­
creases the personal prestige of the classifier. TV illiam Florence testi­
fied that:

. numerous individuals in the Department of Defense, including myself, 
have attempted to the best of our ability to limit the use of defense classifica­
tions to the purpose for which they were intended. A arious officials from the Sec­
retary of Defense down have initiated measures designed to restrict the use 
of defense classifications. But hundreds of thousands of individuals at all eche­
lons in the Department of Defense practice classification as a way of life.

Once a paper has been classified SECRET or TOP SE( REI. 
bureaucratic inertia adds to the already strong propensity to “protect 
the national security by maintaining that classification for an unneces­
sarily long period of time. Richard J. Levine, writing in the V all 
Street Journal of June 25,1971, pointed out that:

Today almost 26 years after the end of World War II, U.S. archives still hold 
some 100 million pages of classified war records. . . . The government process 
of declassification is haphazard and cumbersome. . . .
According to Levine, the “group” system for automatic downgrading 
and ultimate declassification of defense information has not provided 
an answer to the problem. The turnover in personnel within State and 
Defense, with career officers moving on to new assignments and with 
many top policy makers taking other jobs after a year or two, mili­
tates against the continuous review of classified material called for 
by the executive order. Even more important, perhaps, is the fact that 
the officers who originate classified material continue to be involved 
in substantive matters and feel that they have more important things 
to do than review their work of yesteryear to see if it can now be down­
graded or declassified. Thus, quite apart from the legitimate concern 
of the Executive to protect sensitive information, there are a number 
of factors in the present situation which reinforce the tendency to 
maintain secrecy to a higher degree and for a longer period than is 
necessary. * 52 53

61 The Wall Street Journal, June 25, 1971.
52 Ibid.
53 Florence, op. cit.
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Among the World War II documents which are still classified TOP 
SECRET are those on Operation Keelhaul, which was the U.S.-U.K. 
name for the forcible repatriation to the Soviet Union of displaced 
Soviet citizens after the war. An American historian, Julius Epstein, 
has attempted without success to obtain access to these files in connec­
tion v ith his studies on forced repatriation of anti-communist pris­
oners of war and displaced persons during and after World War II. 
Epstein went to court under the Freedom of Information Act but 

$a?.e on grounds that the Act does not apply to documents 
classified m the interest of the national defense or foreign policy.” 54 
y i iting in the New York limes, Epstein related his continuing efforts 
to have the file declassified:

22’.197?-White House informed me that President Nixon 
has removed the mam obstacle for declassification of the Keelhaul files. The 

F;S’ Government has absolutely no objections (based on 
the contents of the files) to the declassification and release of the ‘Operation 
Keelhaul files. However, given the joint origin of the documents. British con­
currence is necessary before they can be released and this concurrence has not 
ieen received. Thus, we have no alternative but to deny your request.” . . ,53 

2. Leaks by Government Officials
On. th® ®ther hand, Levine points out that government agencies 

permit deliberate leaks which tend to make a mockery of the sys­
tem, and he cites several instances of newsmen who were given classi­
fied information by high-level government officials as a matter of 
U^hc policy. Both the New. York Times and the Washington Post 
tiled affidavits, to this effect in their legal fight against the govern­
ment s injunction which sought to stop publication of the Pentagon 
papers. &

On behalf of the Times, Mr. Max Frankel, Washington bureau 
chief, argued that without the use of classified material:

' ■ ■ They6 no adequate diplomatic, military, and political reporting
of the kind our people take for granted, either abroad or in Washington, and 
there could be no mature system of communication between the government and the people. .. .

Presidents make “secret” decisions only to reveal them for the purposes of 
frightening an adversary nation, wooing a friendly electorate, protecting their 
reputations. The military services conduct “secret” research in weaponry only 
to reveal it for the purpose of enhancing their budgets, appearing superior or 
inferior to a foreign army, gaining the vote of a Congressman or the favor of 
a contractor . . .

In the field of foreign affairs, only rarely does our government give full public 
information to the press for the direct purpose of simply informing the people, 
b or the most part, the press obtains significant information . . . only because 
it has managed to make itself a party to confidential materials, and of value 
m transmitting these materials ... to other branches and offices of govern­
ment as well as to the public at large. This is why the press has been wisely 
and correctly called the Fourth Branch of Government.66

Mr. Benjamin C. Bradlee, executive editor of the Washington Post, 
stressed in his affidavit that:

The executive branch . . . normally, regularly, routinely, and purposefully 
makes classified information available to reporters and editors in Washington.

« Harvard Law Review. Cambridge. Mass., February 1970 p 928
£ xmF'"; JulkUS- Case for Suppression,” New York Times, Dec. 18, 1970, p. 39.r Affidavit by Frankel, New iork Times, June 19, 1971, p. 10. P
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This is [done] in private conversations . . . and in the infamous backgrounders 
normally, but not exclusively, originated by the government.57

It may be done to “test the climate of public opinion on certain op­
tions under deliberation by the government” or “to influence the re­
porter’s story in a manner which the government official believes is 
in the best interest of his country, his particular branch of govern­
ment, or his particular point of view.”

Mr. Bradlee cited specific instances when he had been given highly 
classified information by President Kennedy (concerning his 1961 
encounter with Khrushchev in Vienna) and by President Johnson 
(on the Vietnam war in 1968). He also pointed out that Congress some­
times follows the same practice:

. . . Legislators request and obtain classified information from the executive 
branch of the government for the purpose of helping them draft legislation. 
They do not always use it for that purpose. They often use it to defeat legislation 
they don’t like, and they often try to enlist the assistance of the press in their 
private battle. . . .M

The agency most frequently charged with leaking classified infor­
mation is the Department of Defense. This fact is scarcely surprising. 
It is due in part to the sheer size of the department and the vast 
amount of defense material in its custody. However, some contend 
that the incidence of deliberate leaks tends to be related to the 
national budget cycle as defense officials seek to persuade Congress and 
the public of the validity of their budget requests. But as was pointed 
out two years ago by George Ashworth of the Christian Science Men­
tor, perhaps the most important factor is the man at the top:

Government secrets come in many sizes and styles. At one end of the spectrum 
are piddling little secrets, and at the other there are secrets that are so secret 
their security classifications are secret. And there are critically important secrets 
as well as ones that are embarrassing and nothing more.

Secretary of Defense Melvin R. Laird loosed a few secrets of middling size upon 
the Senate and the public recently. Before the secret-telling was over, everybody 
knew a great deal more about the strategic strengths of the superpowers. Sen. 
Stuart Symington (D) of Missouri and Mr. Laird had reached the I-know-what- 
you-know-and-you-know-what-I-know-and-neither-of-us-can-tell stage of discus­
sion.

Telling a great deal without telling all is nothing new for high defense officials. 
A secret told at the right time can shock, arouse, surprise, stymie opposition, and 
gain advantage. Or it can be a dreadful mistake. A secretary has to know the 
difference and act accordingly. If a secret is not properly handled, it can ac­
complish little through the telling and do incomparable damage.

The Defense Department has been much freer with its secrets in recent times. 
Former Secretary of Defense Robert S. McNamara was not averse to dropping 
secrets from time to time. The only time the secretary showed an avid interest 
in keeping a specific matter completely under wraps was the case of the so- 
called McNamara line.

During his 11-month tenure, former Secretary of Defense Clark M. Clifford 
generally stayed away from heavy public involvement in strategic armaments 
affairs, preferring to devote his energies to efforts to bring about successful 
negotiations on Vietnam. Many of the Pentagon’s deepest secrets are in specifics 
on the strategic arsenals of both nations, and Mr. Clifford spent little effort 
on the learning of specifics. Thus, in a sense, he was somewhat limited as to 
juicy secrets to tell.

Washington Post Executive Editor Benjamin C. Bradlee to 
th«Ibid' Dlstnct Court for the Dlstrlct of Columbia, Boston Globe, June 27, 1971 p. 5.
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Mr. Clifford’s periodic frankness on the subject of relations with South Viet­
nam were, however, often spellbinding. Although many secrets probably were 
not divulged as the former Secretary discussed the maneuvering prior to the 
complete halt, the material he gave forth was obviously of the sort normally 
considered privileged.

Now, with the stage set by Mr. Laird’s revelations about specifics of missiles and 
megatonnage in the Soviet nuclear arsenal, chances are good that the adminis­
tration will be releasing still more information of a nature that would have been 
considered classified at earlier times.59

Obviously, the Secretary of Defense is concerned with the state of 
the country’s defenses and the overall threat as he sees it. Secretary 
Laird assumed office at a time when the U.S.S.R. was overtaking the 
United States in the number of land-based ICBM’s deployed, and he 
foresaw the prospect of their catching up also in the number of anti- 
submarine-based launchers in a few years. Still another cause for con­
cern was the megatonnage of the biggest Soviet ICBM, the SS-9, 
and the possibility that it would be fitted with multiple war heads 
capable of destroying the U.S. Minuteman missile in a preemptive 
strike. These and other considerations led him to make public a great 
deal more information about Soviet strategic programs, actual and 
anticipated, than had either of his predecessors.

As Ashworth remarked:
The approach to strategic secrecy has indeed changed since 1960, when the 

Republican managers of the Defense Department refused to declassify informa­
tion to refute Democratic charges of a “missile gap.” Upon taking office, Mr. 
McNamara himself refuted the charges made by his party.

The 1968 election failed to feature any real controversy over strategic strength. 
Consequently, it was marked by few Pentagon revelations. The same was not 
true in 1964 when Republican charges caused the Pentagon to declassify profuse 
quantities of classified information.

In 1967, when the Republican challenge was brewing, Deputy Secretary of 
Defense Paul H. Nitze was most forthright on warhead sizes, yields and effects, 
as well as reliability, when the nation’s deterrent was questioned by Rep. Craig 
Hosmer (R) of California.

Slightly earlier, Mr. McNamara had mentioned multiple independently target- 
able warheads for the first time publicly. He used the medium of an article in 
Life magazine to discuss the antiballistic missile defense system and multiple 
warheads. Earlier, the warheads, MIRVs, had been so tightly classified that the 
Pentagon would say nothing about them. Mr. McNamara wanted, however, to 
reaffirm public faith in a U.S. lead.90

Still another current practice in declassification is that of former 
government officials who take advantage of personal files to write their 
memoirs, recollecting in tranquillity the bureaucratic battles of the 
past. Commenting on this, Herbert Feis, who spent many years in the 
State Department, has drawn ironic attention to the contrast between 
public policy (to keep official papers classified for years) and private 
practice:

If we turn to the problem of writing the history of the crucial events in our 
foreign relations during the short term of office of the gallant John F. Kennedy, 
the divergence of the restrictions becomes glaring. There is, I presume, no chance 
that the historian would at present be able to consult the pertinent official 
records or memos of conferences, instructions to our embassies, and correspond­
ence with foreign statesmen during the period of his presidency. But what an 
admirable series of privileged and candid narratives and memoirs tell us what

50 Ashworth, George W., “U.S. Secrets and How They Grow,” Christian Science Monitor, Mar. 31. 1969, p. 1.
80 Ibid., p. 6.
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may be found in them! What elaborately detailed accounts have appeared in 
the weekly magazines of how the rout of the Bay of Pigs came about, and what 
happened in the critical crisis when President Kennedy challenged the Russian 
installations of missiles in Cuba !

Can the historian be blamed if he is struck by the contrast between the scope 
and contents of the published official records and the disclosures of participants, 
confidants or a few favored journalists? This places a very high premium on 
securing and diffusing information before anyone else, and perhaps exclusively. 
Men may be drawn into office as the corridor to future careers as historians. 
Warm the Boswells inside the gates, envious the Boswells left outside!81

The high incidence of leaks of classified information which appear 
to be approved by some one in authority serves to conceal the fact that 
many disclosures occur which are completely unauthorized. In most 
cases, it is difficult if not impossible to track down the guilty party 
because the information is so widely disseminated within the gov­
ernment and because reporters are unwilling to reveal the sources of 
their information.

IV. The Effect of the Classification System on the 
Congressional Role in Foreign Policy

A. THE CONGRESSIONAL NEED TO KNOW

Under the Constitution both the foreign policy powers and the war 
powers are shared by the President and the Congress. The need of 
Congress for information on defense and foreign relations stems 
primarily from specific responsibilities of Congress which are enumer­
ated in the Constitution.

Aside from the general mandate provided by Article I, Section 1, 
“All legislative Powers herein granted shall be vested in a Congress 
of the United States. . . .” the Constitution provides that Congress 
shall have power “to lay and collect taxes, duties, imposts and excises, 
to pay the debts and provide for the common defense and general wel­
fare of the United States. . . .” [Article I, Section 8(1)]; “to regulate 
commerce with foreign nations. . . .” [Article 1, Section 8(3)J; “to 
define and punish . . . offenses against the law of nations.” [Article I, 
Section 8(10)]; “to declare war . . .”; [Article I, Section 8(11)]; 
“to raise and support armies . . .;” [Article I, Section 8(12)]; “to 
provide and maintain a navy;” [Article I, Section 8(13)] ; “to make 
rules for the government and regulation of the land and naval Forces;” 
[Article I, Section 8(14)] ; and finally, “to provide for calling forth 
the militia to execute the laws of the Union, suppress insurrections and 
repel invasions;” [Article I, Section 8(15)]. Article II, Section 2(2) 
provides the Senate with two additional responsibilities, stating that 
the President “shall have the power, by and with the advice and con­
sent of the Senate, to make treaties, provided two thirds of the Sen­
ators present concur; and he shall nominate, and by and with the advice 
and consent of the Senate, shall appoint Ambassadors, other public 
Ministers and Consuls, ...” In addition to these specific responsibili­
ties, the Constitution provides further that the Congress “make all 
laws which shall be necessary and proper for carrying into execution 
the foregoing powers, and all other powers vested by this Constitu-

61 Feis, Herbert, “The Shackled Historian,” Foreign Affairs, January 1967, p. 337. 
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tion in the Government of the United States, or in any department or 
officer thereof.” [Article I, Section 8(18) ].

Congress frequently needs to have information which is classified 
in order to carry out specific defense and foreign policy responsibili­
ties assigned to it under the Constitution. For example, Congress needs 
to know what are the threats to the country’s security and what are 
current military capabilities if it is to provide for the common defense. 
It needs to know the precise facts involving hostilities when there is 
a question of whether or not war should be declared. The Senate needs 
to know the history of negotiations leading to a treaty before it de­
cides whether to advise and consent to the ratification of that treaty.

Because of the congressional “need to know,” the first aspect of the 
problem of classified information is how classification affects the efforts 
of Congress to get the information necessary to carry out its duties 
in the foreign and defense policy fields. A comprehensive survey of 
individual Members of Congress and committees would be necessary 
to ascertain the extent to which the information they need is classi­
fied and the extent to which they are given the classified information 
which they seek. Similarly, access to the classified information would 
be necessary to determine if the information given out to Congress 
was the whole truth. Nevertheless the outlines of the situation can be 
traced without such comprehensive information.

B. ACCESS OF CONGRESS TO CLASSIFIED INFORMATION

The classification of information does not automatically mean that 
Members of Congress cannot obtain it. Long ago, before the classifica­
tion system, President Washington recognized the right of the Senate 
to access to secret information when he placed before that body in­
formation which he had kept from the public and the House of Repre­
sentatives regarding the Jay Treaty in 1796. Similarly today the 
Executive Branch appears to recognize the general right'of Congress 
to be given classified information. Although there is nothing in Execu­
tive Order 10501 covering the specific subject of providing classified 
information to Congress, a Department of Defense directive makes it 
clear that classified information may be given upon request from 
Members of Congress and that it may be discussed with congressional 
committees in closed hearings. The directive states as policy that in­
formation not available to the public because of classification “will be 
made available to Congress, in confidence” in accordance with certain 
procedures.62

The Department of State regulations contain a recognition that 
classified information may be sent to Members of Congress in the 
statement “Classified or administratively controlled material may be 
sent to other Federal departments or agencies or to officials and com­
mittees of Congress or to individuals therein only through established 
liaison or distribution channels.”63 Further policy on this matter 
apparently does not appear in writing. However, according to one 
State Department official, by virtue of their office Members of Con­
gress may be shown classified information even though they have not

82 Department of Defense Directive No. 5400.4, “Provision of Information to Congress,’’ 
Feb. 20, 1971. sec. III.B.

’’Uniform State/AID/USIA Regulations, sec. 943.1.



received formal clearances as individuals. Classified information is not 
ordinarily left with individual members, however, because of the lack 
of approved storage facilities for security material.64

Committees often do have facilities and procedures for safeguarding 
classified material, and the congressional committees chiefly concerned 
with foreign and defense policy have been given sizeable amounts of 
classified information, usually through closed hearings. When the 
transcripts of the closed hearings are printed, the classified informa­
tion is deleted unless the executive branch officials concerned declassify 
the information so that it can be made public.

The fact that Congress obtains a considerable amount of classified 
information does not mean that members of committees get all the 
classified information they request or need, however. The Department 
of Defense directive acknowledges that there may be “rare” instances 
in which there is a question whether information should be shown to a 
Member of Congress even in confidence. The directive specifies that a 
final refusal of information to a Member should be made only with the 
approval of the Head of the Department of Defense component con­
cerned or the Secretary of Defense, and that a final refusal to a 
committee of Congress should be made only with the concurrence of 
the Assistant to the Secretary of Defense for Legislative Affairs. The 
latter is responsible for insuring compliance with any procedural re­
quirements imposed by the President:

In the rare case where there is a question as to whether particular information 
may be furnished to a Member or Committee of Congress, even in confidence, it 
will normally be possible to satisfy the request through some alternate means 
acceptable to both the requester and the DOD. In the event that an alternate reply 
is not acceptable, no final refusal to furnish such information to a Member of 
Congress shall be made, except with the express approval of the Head of the 
DOD Component concerned, or of the Secretary of Defense. The Assistant to the 
Secretary of Defense (Legislative Affairs) shall be informed of any such sub­
missions to the Head of a DOD Component or to the Secretary of Defense. A 
final refusal to a Committee of Congress may be made only with the concurrence 
of the Assistant to the Secretary of Defense (Legislative Affairs), who shall be 
responsible for insuring compliance with all procedural requirements imposed 
by the President or pursuant to his direction.”

Instances in which members were not given information they be­
lieved they needed date back for many years. A survey conducted by 
the Subcommittee on Constitutional Rights of the Committee on the 
Judiciary in 1960 revealed several cases relating to foreign policy in 
which specific information or documents being sought were not 
transmitted or were transmitted only in part to members of Congress.

One case in that record involved Senator Humphrey in his capacity 
as Chairman of the Disarmament Subcommittee in I960. In 1959, 
President Eisenhower announced a full review of United States dis­
armament policy under the chairmanship of Charles Coolidge. In 
January of I960, Coolidge reported to the Secretaries of State and 
Defense and Senator Humphrey subsequently attempted to obtain the 
report. In response to a letter from Senator Humphrey, the Secretary 
of State said that the report was in the form of a working paper and 
was not being made public. The State Department also answered

81 Based on telephone conversation with Alexander Schnee, legislative officer, Bureau of 
Congressional Relations, Department of State. July 30. 1971.

85 Department of Defense Directive 5400.4, Sec. IV.B.2.
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negatively the Senator's second letter requesting that the report be 
made available on an executive basis. When Senator Humphrey's 
third letter asked on what ground and under what authority the 
information was being denied, the Secretary replied that the study 
was prepared for internal use of the Secretaries of State and Defense 
only.

Similarly, Senator Fulbright, in response to the survey, related that 
he was denied a complete copy of the report of General Carroll on 
black market activities in Turkey in 1959. After exchanges of cor­
respondence with the Secretary of Defense and the General Counsel 
of the Department of Defense, the Senator was given the first 15 pages 
but. the General’s conclusions were withheld and never made avail­
able.66 67

When a Member or committee of Congress attempts to obtain a 
specific piece of classified information and is denied it, the problem 
merges with that of executive privilege. For though the information 
sought may be classified, withholding it from Congress apparently is 
more likely to be based on executive privilege than on the basis of 
classification. To deny it on the grounds of classification might imply 
either that the member of Congress seeking it did not have a need to 
know or that he was not trustworthy. The Committee on Government 
Operations reported in 1960:

It should be borne in mind that none of the information withheld from this 
subcommittee has been withheld on the basis that it is classified; that is. that 
its release to a congressional committee would imperil the national security.

On a number of occasions, when the question was raised, the subcommittee 
has been directly told by executive branch officials that particular documents 
withheld were not being withheld on grounds of security, but on the grounds of 
“executive privilege.” 87

Although the doctrine of executive privilege is controversial, as a 
practical matter when information is in the hands of the executive 
branch the President is.physically or administratively able to with­
hold it if he deems it advisable.

More recently, the work of the Subcommittee on Security Agree­
ments and Commitments Abroad demonstrates that committees can 
obtain a great deal of, but not all, classified information on a subject 
if they know it exists and are persistent.

The Subcommittee on Security Agreements and Commitments 
Abroad stated in its final report of December 21,1979:

The record of the Subcommittee is replete with a variety of instances in 
which we failed to obtain information without which the Congress cannot deal 
seriously, and as an equal, with the Executive Branch on matters of foreign 
policy.

One of the more important of these was an understanding of the relationship 
which exists between the United States and the Royal Government in Laos. . . .

When our initial Congressional effort was made to get the truth about Laos, 
we were either blocked, or the responses were misleading. . . .

Senate- Committee on the Judiciary, Subcommittee on Constitutional 
Rights, Withholding of Information From the Congress,” 86th Cong. 2d sess Washing­
ton, Government Printing Office, 1961, pp. 18-19.

67 U.S. Congress. House, Committee on Government Operations, 25th report “Execu- 
epin ®raneh Practices in Withholding Information From Congressional Committees,” 86th Cong. 2d sess.. H. Rept. No. 2207, Aug. 30, 1960, p. 6
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The details of agreements with Thailand, Korea, the Philippines, Ethiopia, 
Spain and other countries, which details remain classified, have been obtained 
during the Subcommittee investigation and discussed during country-by-country 
hearings. Few facts were volunteered in the first instance.8*

Classification of information appears to present more of a problem 
to Congress when it prevents Congress from knowing enough about 
policies to raise questions about them or to ask to see the classified 
information which exists, and thus from participating in formulating 
policies. This is not a new problem. In the 1960 survey conducted by 
the Subcommittee on Constitutional Rights Senator Anderson, Chair­
man of the Joint Committee on Atomic Energy, responded with a list 
of instances in which the Joint Committee on Atomic Energy was not 
kept fully and currently informed by the Department of Defense 
as required by the Atomic Energy Act of 1954. One of the Senator’s 
examples related that the Committee was informed of a proposed 
arrangement with an allied nation for the use and custody of an 
American air-to-air nuclear weapon by a special assistant to the Secre­
tary of Defense in November of 1959, only after the planned arrange­
ments had been discussed with the allied nation some time earlier, in 
1958 and the recommendation for the arrangement made by the Joint 
Chiefs of Staff in April 1959. The Defense Department in June of 
1959 proposed that such an arrangement be entered into by the State 
Department. None of these dealings had been brought to the attention 
of the Joint Committee until November.* 69 *

The Symington Subcommittee report, discussing the growth of the 
United States commitments involving defense of other countries, said:

. . . one secret agreement or activity [regarding Southeast Asia] led to another, 
until the involvement of the United States was raised to a level of magnitude 
far greater than originally intended.

All of this occurred, not only without the knowledge of the American people, 
but without the full knowledge of their representatives or the proper committees 
of the Congress.

Whether or not each of these expensive and at times clearly unnecessary 
adventures would have run its course if the Congress and/or the people had been 
informed, there would have been greater subsequent national unity, often a vital 
prerequisite to any truly successful outcome/0

The Senate Foreign Relations Committee hearings on Laos released 
in October 1969, six months after they were held, revealed that for 
five years the United States had been waging a secret war in northern 
Laos. In his testimony, the United States Ambassador to Laos told 
the committee that the United States had no military training and 
advisory organization in Laos; that there were no U.S. advisors with 
the Laotians; and that Air America carried equipment only for the 
AID program and was not involved in combat operations. The Am­
bassador neglected to acknowledge the significant role of the U.S. Air 
Force which had been bombing northern Laos for years. When con­
fronted at later hearings by the committee, the former ambassador said 
that he did not discuss the bombing because he was not asked any direct 

as u S Congress, Senate. Committee on Foreign Relations, Subcommittee on Security, 
Agreements and Commitments Abroad. “Security Agreements and Commitments Abroad, 
r^U^^Cong^s,2!^ Judiciary, Subcommittee on Constitutional
^^>^USS.°^C<mgress, Senate, Committee on Foreign Relations, Subcommittee on U.S. Se­
curity Agreements and Commitments Abroad, op. cit., p. 3.
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questions about United States operations in northern Laos. Senator 
Fulbright went to the heart of the problem when he answered:

We do not know enough to ask you these questions unless you are willing to 
volunteer the information. There is no way for us to ask you questions about 
things we don’t know you are doing.71

Senator Symington pointed out that the secrecy imposed by the 
executive “prevented any objective review by the Congress of our 
policy. . . . ,” but that when details of the heavily stepped-up bomb­
ing were finally disclosed to the Members, Congress took action by 
adopting an amendment which prohibited the sending of ground com­
bat troops into Laos.72

C. CONGRESS, CLASSIFIED INFORMATION, AND PUBLIC OPINION

In addition to the foreign policy functions of Congress set by the 
Constitution, Congress plays a role as a link with public opinion. Its 
hearings and debates help keep the public informed of the various sides 
of foreign policy issues and reflect the diverse views of the American 
people. President Nixon recognized this role for Congress when he 
wrote in the conclusion of his Second Annual Review of United States 
Foreign Policy:

Charged with constitutional responsibilities in foreign policy, the Congress can 
give perspective to the national debate and serve as a bridge between the Execu­
tive and the people.73

A number of Members of Congress have also seen the informing and 
reflecting of public opinion as one of the most important current roles 
of Congress in the foreign policy field. Senator Javits in an article in 
Foreign Affairs last year wrote:

A major function of the Congress with respect to the great issues of foreign 
policy and national security is that of shaping as well as articulating public 
opinion. In a democracy such as ours, governmental action is possible only within 
parameters defined by public attitudes and opinions. In the major Senate foreign 
policy debates of the very recent past—Viet Nam and ABM—we have learned 
that the development and public presentation of new information and interpreta­
tions bearing on the great issues is a vital Congressional function as well as a 
potent instrumentality in asserting legislative prerogatives and responsibilities.74 
Senator Fulbright in The Arrogance of Power expressed the view 
that:

. . . Congress has a traditional responsibility, in keeping with the spirit if not 
the precise words of the Constitution, to serve as a forum of diverse opinions and 
as a channel of communication between the American people and their govern­
ment.75

Classification of information has been a major problem to Congress 
in fulfilling this role. As long as the information remains classified, 
Congress cannot publicly debate it to inform the people or to inform 
other Members voting on legislation. The frustrations inherent in this 

71 Symington, stuart- “Congress’s Right To Know,” New York Times Magazine, Aug. 9.U/O, P»
73 Ibid., p. 63.
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were expressed by Senator Fulbright in hearings on United States 
commitments in Morocco. Senator Fulbright contended that it was 
Congress’ responsibility to be concerned with the funding of United 
States installations in Spain and Morocco and told executive branch 
officers, “But then you say, it is classified, it would not do to talk about 
it. Therefore, we cannot even discuss it on the Senate floor.” 76

To meet this problem, Congress has played an important part in 
getting information declassified to make it available to all. A process 
of negotiation has been used by congressional committees to make 
testimony given in secret or in closed hearings by executive branch 
representatives a matter of public record. The transcripts of the hear­
ings given in executive session are submitted to the executive agency 
involved for review. The agency marks those portions of the testimony 
which, in its opinion, should remain classified. When the agency gives 
reasons for classifying a certain portion other than security, the com­
mittee attempts to persuade the officials to declassify more information. 
Walter Pincus, former chief consultant to the Symington Subcommit­
tee on United States Security Agreements and Commitments Abroad 
of the Senate Foreign Relations Committee, discovered that “the de­
classification of some security information and almost all the political 
material—at any level of classification, even top secret—was nego­
tiable.” 77 In one particular hearing, Pincus relates, the Administra­
tion deleted 60 to 70 percent for reasons of “security.” After negotia­
tion with the subcommittee, almost 80 percent of the hearings were 
made public. Pincus concluded that the amount of “secret” material 
was sharply reduced, not for any reason other than it probably did 
not deserve to be classified in the first instance.78

One problem associated with this declassification through negotia­
tion procedure is that various committees may have different practices 
on classified information. One committee might be treating informa­
tion as secret which another committee published with the agreement 
of the Executive Branch that it could be declassified.

Related to the problem of congressional efforts to get classified ma­
terial declassified is the issue regarding the type of material which 
finds itself labeled with a security classification and therefore gener­
ally withheld from Congress. Reference has already been made to 
Walter Pincus, former consultant to. the Symington subcommittee, 
who stated that much of the information should not have been classi­
fied from the start. Much credence must be given also to the former 
chief civilian classification officer in the Department of Defense, 
William G. Florence, who in testimony before the Foreign Operations 
and Government Information Subcommittee of the House Commit­
tee on Government Operations in June 1971 stated that, “. . . the 
disclosure of information in at least 99^ percent of those classified 
documents could not be prejudicial to the defense interests of the 
nation.” 79

Some time earlier, Senator Humphrey made a statement entitled, 
“The Experience of the Senate Subcommittee on Disarmament on the

78 U.S. Congress, Senate, Committee on Foreign Relations, “Hearings on U.S. Security 
Agreements and Commitments Abroad,” pt. 9, “Morocco and Libya,” July 20, 1970. p. 1972.

77 Pincus, Walter, “Congress Negotiates with the Executive Branch,” Washington Post, 
June 30. 1971, p. B6.

78 Ibid.
70 Florence, William G., op. clt.
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Declassification of Government Documents and Testimony” before 
the Moss Subcommittee on Government Operations in 1959 to illus­
trate that “information is withheld for reasons that cannot be justi­
fied in the name of national security. . . Humphrey gave as his 
example the Department of the Army’s restoring over 90 percent of 
the testimony of then Army Chief of Staff, General Maxwell Taylor, 
when challenged on the classification of the officer’s testimony.80

One of the factors in this case as in many others involving classified 
information is that much of the data is classified mainly to keep policy 
decisions from being made public. Walter Pincus wrote that in the 
Symington subcommittee hearings on the Philippines, the Adminis­
tration's deletions, amounting to from 60 to 70 percent of the tran­
script, fell into two categories: security and political. The subcommit­
tee was able to enter into negotiations with the Administration to 
declassify the political testimony only after a threat of public sub­
committee hearings on the subject.81 Without such efforts, declassifica­
tion decisions would be entirely in the hands of the Executive Branch 
and the knowledge made available to the public would depend on 
what the Executive Branch alone wanted the public to know.

V. Proposals for Changing the Classification System

a. past efforts

Many of the problems involved in the classification system have 
long been recognized and there have been many proposals for chang­
ing the system. Some of these proposals have resulted in changes but 
others have not. A brief survey of some of the major studies of the 
classification system in the past and their recommendations demon­
strates that such problems as overclassification are not new. A few 
examples follow.
1. Coolidge Committee

A Committee on Classified Information was appointed by Secretary 
of Defense Charles E. Wilson on August 13, 1956, because of the lat­
ter s concern about unauthorized disclosures of information. Headed 
by Charles A. Coolidge, the committee reported on November 8. 1956, 
that while the classification system under Executive Order 10501 
seemed “beyond reasonable criticism as a matter or theory”, the system 
in practice could justifiably be criticized both for withholding too 
much information and for harmful leaks of information.82 The rec­
ommendations of this Committee included (1) making a determined 
attack on overclassification; (2) cutting down the number of persons 
authorized to classify documents as top secret; (3) making clear that 
classification was not to be used for information not affecting the na­
tional security and specifically not for administrative matters; (4) 
establishing within the Office of the Secretary of Defense an official re­
sponsible for establishing, directing, and monitoring an active declassi­
fication program, the official to be separated from the direct influence 

Congress Senate, Committee on the Judiciary, “Withholding of Information From the Congress,” committee print, 1961, p. 35.
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of both security and public information officials in order to bring an 
unbiased judgment to the field of classification; and (6) supplying 
more specific guidelines on classification criteria.
2. Commission on Government Security

Another group which concerned itself with the defense classification 
system was the Commission on Government Security established pur­
suant to P.L. 84-304. approved August 9. 1955. The Commission con­
sisted of several Members of Congress as well as private citizens with 
Loyd Wright as chairman and Senator Stennis as Vice Chairman. The 
Commission, which also examined other aspects of the effort to protect 
national security including the Federal Civilian Loyalty Program, the 
Atomic Energy Program, and the immigration and nationality pro­
gram, expressed its conviction that “an adequate and realistic program 
for control over information or material of concern to national defense 
or security is vitally important to the objectives of our national secu­
rity program.5'83 The reason behind document classification, the Com­
mission stated, was the necessity for balancing the need to insure that 
hostile eyes did not gain access to information the country wished to 
safeguard against the need to make certain that the American people 
and friends had access to all information which would help in the 
achievement of peace and security. The problem was how best to 
achieve this balance.

The Commission recommended the establishment of a “Central 
Security Office having review and advisory functions with respect 
to the Federal document classification program and to make recom­
mendations for its improvement as needed.” 84 The Central Security 
Office was also to have other functions such as hearing cases on gov­
ernment employees whose loyalty was questioned. The Commission 
concluded that the problem of the classification program was not a 
matter of the criteria established by Executive Order 10501. However, 
it recommended a few modifications, particularly the abolition of the 
“confidential” classification on defense information in the future. It 
expressed the belief that the document classification program should 
be embodied in an executive order, with the exception of the review and 
advisory functions of the proposed Central Security Office which it 
stated required legislation.85
3. Special Government Information Subcommittee Proposals

The House Committee on Government Operations has recommended 
various changes in Executive Order 10501 since its Special Govern­
ment Information Subcommittee (Moss Subcommittee) was formed 
in 1955. It reported in 1962 in a study on the status of that executive 
order that as the committee had made various recommendations there 
had been gradual progress toward resolving the conflict between the 
necessity for an informed public and the necessity for protecting de­
fense information. Its 1962 report stated:

There has been a gradual recognition of the fact that the ideal information 
security system is one which defines very carefully those secrets which are 
imperative to the Nation’s defense and then protects them as carefully as pos­
sible. Thus, Executive Order 10501 has evolved from a sort of catchall system 

S3 Commission on Government Security, Loyd Wright. Chairman, report pursuant to 
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permitting scores of Government agencies and more than a million Government 
employees to stamp permanent security designations on all kinds of documents 
to a system permitting only those officials directly involved in security problems 
to place on limited numbers of documents security classifications which are to 
be removed with the passage of time.88

Nevertheless, the committee reported, two of the most important 
problems remained to be solved. One of these problems was the lack of 
penalties for abuse of the classification system by withholding all 
kinds of administrative documents in the name of security. The re­
port stated:

A security system which carries no penalties for using secrecy stamps to hide 
errors m judgment, waste, inefficiency, or worse, is a perversion of true security 
ihe praiseworthy slogan of Defense Secretary McNamara—“when in doubt 
underclassify”—has little effect when there is absolutely no penalty to prevent 
secrecy from being used to insure individual job security rather than national 
military security.87

To meet this problem, the committee urged the Defense Department 
to establish administrative penalties for misuse of the security sys­
tem until set penalties could be established.

The other problem it noted on which progress had not been made 
was the lack of an effective procedure for appeals against abuse of the 
classification system. To meet this problem, the committee urged that 
the appeals section of Executive Order 10501 be implemented in an 
effective manner. It stated that “until a responsible individual in the 
IV hite House is charged with the primary duty of receiving and acting 
upon complaints against abuse of the classification system—until a full 
operating appeals system is set up and widely publicized—the most im­
portant safety valve in the information security system is completely 
useless.”88 * *

B. CURRENT STUDY IN EXECUTIVE BRANCH

The Administration has launched two new efforts this year relating 
to the classification problem. On August 3,1971, President Nixon asked 
Congress to approve a supplemental appropriation for fiscal 1972 of 
$636,000 for the General Services Administration to begin an immedi­
ate and systematic effort to declassify the documents of World War II. 
In his message he stated that representatives of the National Archives, 
the General Services Administration, and the Departments of State 
and Defense had agreed that 90 to 95 percent of the classified docu­
ments of World War II, involving 160 million pages, 49,000 cubic feet 
of record storage space, and 18,500 rolls of microfilm, could be declassi­
fied if funds were available.89

In addition, on January 15, 1971, President Nixon directed that a 
study be made of the classification procedure. William H. Rehnquist, 
an Assistant Attorney General and Director of the Office of Legal 
Counsel in the Department of Justice, was named chairman of the 
working group comprised of representatives from the executive de­
partments affected. The study has not yet been completed. However.
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on August 12, 1971, John D. Ehrlichman, Assistant to the President 
for Domestic Affairs, and John Dean, Counsel to the President, gave a 
progress report on the study in a press conference.

Mr. Ehrlichman said the final recommendations are expected to 
cover both the classification and declassification systems, proceeding 
on the “basic principle that we are going to be classifying fewer docu­
ments in the future, but classifying them better,” and that there should 
be limits on distribution to persons with clearance on a strict need-to- 
know basis. The direction thus far indicated, he said, that there would 
be new limits on the right to duplicate and disseminate documents.

Mr. Ehrlichman said the President had decided he would expand 
his request for appropriations to speed the declassification process and 
has asked for a special study of methods by which first priority could 
be o-iven to declassifying information relating to events of special his­
torical incidents, particularly the Korean War, the action in Lebanon 
under President Eisenhower, and the Cuban action under President 
Kennedy The criteria for declassification would be (1) that the re­
lease of the documents would not jeopardize current intelligence 
sources and (2) that release could not imperil current relations with 
other governments or seriously and unnecessarily embarrass foreign 
citizens. Finally, Mr. Ehrlichman said:

The recommendations of the committee will undoubtedly be in the direction of 
a system which will impose a presumption, after passage of a certain period of 
time that a document should be declassified, which presumption could be re­
butted by a showing that it would be contrary to the national interest to de­
classify it at that time.

The presumption now runs in the other direction; that a document will remain 
classified unless someone can come forward and sustain the burden that it should 
be declassified.80

C. OTHER RECENT PROPOSALS

Several proposals for legislation have been made in the 92nd Con­
gress to deal with the problem of classification of materials by the 
executive branch. Some of these deal only with information from a 
single agency, such as the proposal by Senator Cooper in S. 2224 to 
make it the duty of the Central Intelligence Agency to keep fully 
and currently informed the Committees on Foreign Relations and 
Armed Services, with the intelligence information thus acquired to 
be made available to any Member of Congress under rules prescribed 
by the committees. This study will discuss only proposals dealing 
with the problem of classified information throughout the Executive 
Branch. While most have been introduced since the release of the 
Pentagon papers, some have a history which goes back several 
Congresses.
1. Temporary Study Commission or Committee

One approach which has been suggested is the establishment of a 
temporary commission or joint congressional committee to make a 
study of the specific problem of classification of information and to 
make recommendations for legislation or other governmental action. 
For example, S. J. Res. 119 introduced by Senator Roth and others 
on June 24. 1971, would set up a commission of seven members (two

®° White House press release, Aug. 12. 1971.
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Senators, two Representatives, and three private citizens including 
V of the press). The commission would be called
upon to study all laws, regulations, and procedures relating to classi­
fication and make recommendations and a report by February 1, 1972

A similar proposal would establish a select joint committee of Con- 
reiss known as the Committee on Freedom of Information” to make

°f has been proposed by Rep. Harrington
V ln -1 V* ?es- 348 lntr°duced June 24, 1971. The select

VK VduCr a fdI and comP^ete investigation and 
study as to whether the policies and procedures followed by the agen­
cies departments, and instrumentalities of the Federal Governrnent, 
with respect to the classification and dissemination of information, 

?° lr}sure the free flow of information that is necessary 
tor the intelligent and responsible exercise of constitutional rights, 
duties, and powers by Members of the Congress, the Congress, and 
the people of the United States.” $ ’

The establishment of a temporary study commission or com­
mittee would have the advantage of assuring a thorough preliminary 
study prior to making changes in the existing system. Whether it 
V k meanmgful results would depend upon the degree to
which further action were taken upon the basis of its study and 
recommendation.
& An Independent Review Board or Commission

Another suggestion which has been made is for a permanent com­
mission or independent review board to review classification policies 
or decisions or to declassify documents at its discretion. Senator 
Muskie, for example, has said he intended to propose legislation for 
the creation by Congress and the President of an independent board 
which would be responsible for declassifying documents.91 It would 
be enabled to make a document public after a two year waiting period 
or to send relevant documents at any time to the appropriate com­
mit tee of Congress.

Senator Muskie has stated that the establishment of an independent 
review board would give the President and the Departments a strong 
incentive to be.frank about the facts since they would be revealed soon 
anyway. His view is that such a board would protect national security 
without allowing security classification to hide blunders or launch 
covert actions.92 93 The board would be bipartisan and composed of one 
member from the Government, one from the press, and five from the 
public, with non-renewable terms.

Representative Hebert introduced an amendment to the National 
Security Act of 1947 on July 15, 1971, which would establish a Com­
mission on the Classification and Protection of Information (H.R. 
9853). The Commission would have a total of twelve members, two 
from the Senate, two from the House of Representatives, and four each 
appointed by the President and the Chief Justice. Its purpose would be 
to make a continuing study and review of the classification rules and 
practices. Similarity, one of the possibilities to be explored by the pro­
posed study commission under S.J. Res. 119 introduced by Senator 
Roth would be the feasibility of establishing an independent agency to 

91Remarks by Senator Edmund S. Muskie, Garden Citv,
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ensure the full disclosure of information while protecting the secu­
rity of the United States. A number of other bills have been introduced 
which would have the effect of creating an independent board or com­
mission on classification.

As has been noted, a Central Security Office was suggested by the 
Commission on Government Security in 1957. However, the recent pro­
posals for an independent board or commission appear to differ from 
the earlier proposal in several ways. First, the Central Security Office 
would have had several other functions; any relating to classification 
would have been only a segment of its responsibilities. Second, the 
Central Security Office would have been part of the Executive Branch 
although independent of any department. Third, the Central Security 
Office would not have had power to review individual documents for 
the purpose of determining whether or not they were properly class­
ified. It would have been limited to considering policies and procedures, 
expediting declassification, and suggesting recommendations to make 
the security programs of various agencies uniform, consistent, and 
effective.93

The feasibility and effectiveness of an independent commission or 
board could vary according to the purpose sought and the functions 
assigned to such a group.

If it had the confidence of both the Congress and the Executive, an 
independent board or commission might be able to arbitrate differences 
of opinion between the two branches as to whether specific data should 
be made public. At the present time the Executive Branch is usually 
permitted the final decision by Congress and only rarely does a Mem­
ber defy the classification stamp and make public a classified document 
without the consent of the Executive Branch. Under some proposals 
for a Joint Congressional Committee on classified information, how­
ever, apparently the final decision on a dispute over the classification 
of a document in dispute might be made by the Joint Committee, an 
arm of Congress.

If one of the functions of the commission was to oversee the classi­
fication process and review classified documents in general, one prob­
lem would be to ensure that it was given or had access to all classified 
documents so that it could review them. In view of the time necessary 
to read and understand the significance of documents and the large 
number of documents which would apparently be involved, any com­
prehensive review of classified information could be extremely time 
consuming. President Nixon has estimated that it will require 100 
people five years to review the 160 million pages of documents from 
World War II which are still secret.94 General review functions, there­
fore, might require a commission or board with a rather large staff.

In establishing the duties of the commission, however, methods 
might be found by which the review commission did not attempt to 
review all classified documents but only certain ones. For example, if 
it were provided that all documents would be automatically declassi­
fied within a certain period unless the review board determined that 
they should not be, the burden of initiating an exception and proving 
the need of continued classification would rest on the agency desiring 
to keep a document secret. Or, as has been suggested in one proposal,

* Commission on Government Security, op. cit, pp. 89 and 182. 
04 Washington Post, Aug. 4, 1971.
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3. Permanent Joint Congressional Committee on Security Information 
gr^onJeoES 5 of a con-
This offers a direct- waS A W£ltchdog on classification policies. -sSttxmasMtt-

Several bills have been introduced in the 92nd Congress calling for 
°f a J“Rt Congressional Committee on Sd 

nformation. These are quite similar in the functions they provide for 
b ™ry “ the Size and composition of ttm member­

ship. The joint committee would be responsible for continuing investi­
gation of practices and methods used in the executive branch to classify 
information for defense and security purposes, and of susperted mis 
I fioition for purposes contrary to the public welfare.

nndmgs of such misuse the committee could initiate such action 
making ™ 7 PrObt T'.cI? ^isnse' including
makin any classified information which it considered ought not to be r~Vj£laMe f°- ‘W'f C' ’“nt -"iso bl 
responsible for assuring that classified information was available to 
Congress unless it agreed otherwise.

As ™ e^^Ple of the way the joint committee might be composed, 
HJ. Kes. 745, introduced by Congressman Addabbo on June 24 1971 
and m the 91st Congress as H.J Res. 1131. would create a committee 

u ^posed of the chairman and ranking minority
Pfi H°use and Senate Armed Services Committee, the 

Foreign Relations and Foreign Affairs Committees, the Defense Ap- 
I^op™tions Committees of the House and Senate, three other mem­
bers of the Senate appointed by the President of the Senate, and three 
ot q °f the House appointed by the Speaker of the House.

^• 22. 0, introduced by Senator Humphrey on July 15, 1971 would 
establish a joint committee of 25 members, including the Speaker of 
U? Vouse 5 Majority and Minority leaders of the Senate and the House; 
Chairman and ranking minority members of the following committees 
ot both houses. Appropriations. Armed Services. Foreign Affairs/ - 
1 oreign Relations; three additional members of the House and Senate: 
and two members of the Joint Committee on Atomic Energy.
J. Legislation Revising Classification Procedures

Another approach is to establish through legislation the regulations 
and procedure for classification as Executive Order 10501 now does or 
vO supplement that order to remedy the weaknesses which have ap­
peared in its implementation. Rep. Gibbons has recommended that 
Congress pass legislation which, in addition to establishing a congres-

06 Hudson, Richard, “Let’s Declassify,” New York Times, July 1, 1971, p. C47.
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sional oversight committee, would provide a clear definition of na­
tional security matters which could be classified and the circumstances 
under which such classification could be imposed. He proposed that 
each agency be required to number classified documents chronologi­
cally and provide to Congress annually a list of its classified docu­
ments identified by number. The list would be required to contain also 
an indication of the number of classified documents from the preceding 
year, a listing of the documents which had been declassified, and an in­
dication of how long the remaining documents had been classified. The 
departments and agencies, under his proposal, would be required to 
review classification annually and the continued classification of any 
document for three or more years would require the authorization of 
the head of the agency or department.96

Senator Mansfield has said:
Perhaps the need is for a 20th Century Stamp Act, which would define more 

precisely who has the right to stamp the various classifications, and under what 
circumstances, and to require a justification by originator of the classification as 
to his selection and how public dissemination would compromise national secu­
rity.97 *

The proposal has also been made that Executive Order 10501 should 
be rescinded so that there would be no authority for a large number 
of people throughout government to classify information. Mr. Wil­
liam Florence, a retired civilian official of the Air Force who had 
extensive experience with the classification system, has suggested the 
rescinding of Executive Order 10501 (as necessary to root out the 
classification habits which have developed) and its replacement with 
legislation controlling defense information. He stated in testimony 
before the Government Operations Committee on June 24,1971:

I respectfully suggest the enactment of legislation for controlling “defense 
information” or “defense data” similar to that which covers “restricted data” 
under the Atomic Energy Act of 1954. The Congress could decide upon appro­
priate language, sufficiently precise, that would include only those elements of 
military information which warrant and must be accorded effective protection 
against disclosure. We could easily amend the existing order, but we cannot 
amend people. The use of so-called classifications or other similar labels should 
be avoided. Any proposed disclosure not authorized by the statute could be 
stopped, and any unlawful disclosure could be the basis for penalty. The degree 
of punishment should be made commensurate with the seriousness of the viola­
tion, not necessarily a severe penalty.88
5. Legislation Providing for Automatic Declassification

As an alternative approach, instead of addressing itself to classi­
fication procedures legislation might be directed toward facilitating 
declassification. For example, a law might be passed that after a cer­
tain period of time all documents would be automatically declassified 
unless some positive determination were made that a document shoul d 
remain classified, thus making it easier to declassify documents than 
to keep them classified. The time period might be set as low as one 
year or as high as fifty years. Dr. Edward Teller, for example, has 
suggested that the United States declassify all secret documents after 
a year because “That is the period of time during which we can keep 

m Testimony of Representative Sam Gibbons before the House Government Operations 
Committee, June 24, 1971.

97 Congressional Record, June 28, 1971, p. S9984.
08 Congressional Record, June 28, 1971, p. E6653.
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secrets. In a longer period, we cannot.” 99 At the other extreme, a fifty- 
t1?*’ whlch the British Official Secrets Act sets, after which all 

official documents must be made public, has been criticized as being 
too long and as inhibiting the publication of documents before that 
time However, even a long time-limit assures that all documents 
would eventually be declassified without a time-consuming and ex­
pensive review. Apparently the Administration is considering this 
general approach, although not necessarily through legislation.101
6. Study by Qualified Historians

The recent controversy over the unauthorized publication of a clas­
sified Department of Defense history of the Vietnam war, the “Pen­
tagon Papers,” focused attention on the importance to historians of 
declassifying documents relating to past events. In addition to argu­
ing that there is a need for the data to make wise foreign policy deci­
sions on current problems, some historians have attempted to gain 
recognition of the needs of historians in compiling accurate factual 
histones of U.S. foreign policy. Currently the time lag between the 
occurrence of an event and its publication in the “Foreign Relations 
of the United States. Diplomatic Papers” volume is 25 years, and the 
delay continues to grow longer. Some historians have gone so far as 
the judicial system to force the release of specific information, as in 
Operation Keelhaul mentioned earlier, without success.

An editorial in the Washington Post of July 7, 1971, by Henry 
Owen outlines a proposal suggested in recent years by historians. 
1 his would call for the opening up of all historical records, with a 
tew exceptions, to qualified, professional historians after a specified 
amount of time. These historians would then compile histories of U S 
foreign policy under the sponsorship of University or Foundation 
grants. This was done by the government in the late 1940’s for two 
historians whose work on the Second World War has become an im­
portant historical source.
7. Congressional Vigilance

Whether or not new laws relating to classified information are en­
acted or new machinery for classification and declassification is es­
tablished, there may be a considerable amount that can be done to 
minimize the impediments which classified information places on the 
work of Congress in die field of foreign affairs. For example, report­
ing provisions in legislation can require that certain information be 
transmitted to. Congress. Resolutions can be passed requesting the 
release of specified information if enough members believe that the 
information should be released. New legislation can be reviewed to 
ascertain whether it sanctions classification of information by such 
means as requiring clearances for access to certain information, and 
if so whether the legislation also provides safeguards against with­
holding information from Congress. Congressional review and over­
sight activities can be intensified over the areas and agencies in which 
large amounts of classified information render inadequate the amount 
of information available to the general public.

09 Dallas Morning News, Aug. 20, 1971, p. 9F.
w Worsnop, Richard L., “Secrecy in Government,” Editorial Research Reports, 1971, vol. II, Aug. 18, No. 7, p. 641. ’
101 See above sec. B., “Current Study in Executive Branch.”
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The power of the purse can be utilized by specific provisions such 
as Sections 624(d) (7) and 634(c) of the Foreign Assistance Act of 
1961 as amended, and Section 502 of the Foreign Assistance and Re­
lated Programs Appropriation Act, 1971, relating the release of funds 
to the provision of information requested by a committee or subcom­
mittee of Congress. These particular provisions permit information 
to be withheld upon a personal certification by the President that he 
has forbidden the furnishing of the specified information. Such a per­
sonal certification was made by the President on August 30, 1971, 
to prevent a suspension of Military Assistance Program funds after 
the Secretary of Defense had refused to supply the Senate Foreign 
Relations Committee with a requested five-year plan for military as­
sistance. This withholding of information was done on the grounds 
of executive privilege and the need for “privacy of preliminary ex­
change of views between personnel of the Executive Branch” rather 
than security classification. It appears to have been facilitated, how­
ever, by the provision of the law permitting a waiver upon the Presi­
dent’s personal certification. In its 1960 report, “Executive Branch 
Practices in Withholding Information From Congressional Commit­
tees,” The House Committee on Government Operations endorsed the 
use of the power of the purse for the purpose of obtaining informa­
tion necessary for Congress to perform its functions, stating as its con­
cluding paragraph:

Utilizing the power of the purse, the Congress can and should provide in author­
izing and appropriating legislation, that the continued availability of appropri­
ated funds is contingent upon the furnishing of complete and accurate infor­
mation relating to the expenditure of such funds to the General Accounting 
Office and to the appropriate committees, if any, at their request.102

Congress can survey its own policies and practices in handling clas­
sified information and revise them if they seem to be either a barrier 
to the declassification of information or a barrier to obtaining or de­
bating secret information. For example, if the lack of proper storage 
facilities has been used as a reason for not leaving classified material 
with Members of Congress, consideration could be given to providing 
the necessary facilities. Similarly, Congress could survey its own 
sources of information in the foreign affairs field and, if the Executive 
Branch does not cooperate in supplying the information it gathers, 
consider expanding or utilizing its own investigative resources more 
fully. For information which remains classified, it could make more 
frequent use of closed sessions of the Senate, as in the debate on Laos 
on June 7,1971. . .

In any event, the many proposals which have been introduced in 
Congress indicate that a new attitude toward classified information 
is developing. A greater awareness of the hazards in Executive Branch 
secrecy is leading to a greater vigilance on the part of Congress against 
misuse of the classification system. A new determination by Congress 
to play its full constitutional role in the making of foreign policy may 
be bringing an end to an era in which persons without access to classi­
fied information were often made to feel that they could not debate 
foreign policy issues on a par with officials in the Executive Branch.

505 U.S. Congress, House, Committee on Government Operations, 25th rei>ort. ‘‘Exeeutive 
Branch Practices in Withholding Information From Congressional Committees, 86th 
Cong., 2d sess., H. Rept. No. 2207, Aug. 30, 1960, p. 14.
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