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ANTITRUST EXEMPTIONS FOR INTERNATIONAL
ENERGY PROGRAM PARTICIPANTS, AND
SCHOOLS AND HOSPITALS ENERGY CONSER-
VATION PROGRAMS

MONDAY, JULY 16, 1979

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ENERGY AND POWER,

COMMITTEE ON INTERSTATE AND FOREIGN COMMERCE,
Washington, D.C.

The subcommittee met, pursuant to notice, at 10 a.m., in room
2322, Rayburn House Office Building, Hon. John D. Dingell, chair-
man, presiding.
Mr. DINGELL. The subcommittee will come to order.
Today's hearings will examine the activities of the oil companies

which have been participating in voluntary agreements to carry
out our international energy program. We will also inquire into the
conduct of that program by the governmental agencies and appro-
priate statutes.
Under the provisions of the Energy Policy and Conservation Act,

these voluntary agreements must be approved by the Attorney
General. The law also requires that meetings of oil companies
which participate in these agreements be closely monitored by
Federal officials, that transcripts be made of all such meetings, and
that all necessary steps are taken to insure that such activities
have the minimum possible anticompetitive effects. If all of these
procedures are followed, the law provides a limited antitrust immu-
nity for the activities of the oil companies in carrying out these
voluntary agreements.
In general, the activities of the oil companies have two major

roles in carrying out the international energy program. First, they
supply information to the International Energy Agency to aid it in
analyzing the world oil supplies. Second, the companies are estab-
lishing the mechanisms which would be used by the agency if the
oil sharing agreements under the program are triggered.
The antitrust immunity provided in the Energy Policy and Con-

servation Act would have expired on June 30, 1979, but was ex-
tended prior to this expiration date until October 31, 1979.
I believe that it -is fair to say that if the immunity is not ex-

tended, the participation of the oil companies would most likely
cease at the end of October. Therefore, it is our responsibility to
determine whether their activities should be continued by ex-
tending the immunity, and whether any additional procedural

(1)
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safeguards should be required to protect against anticompetitive
activities.
At least three aspects of the international energy program and

the participation of the oil companies are troubling. The first prob-
lem is in the area of information. During the month of March the
subcommittee learned of the existence of data collected by the
International Energy Agency in February which showed an undis-
closed increase in oil imports that month. The data indicated that
U.S. oil imports were over 1.5 million barrels per day above the
levels which were published by the Department of Energy. When
the subcommittee questioned Secretary Schlesinger about this data
at a March 30, 1979 hearing, he responded that the data were
"preliminary; and based mostly on hope." That is a curious way,
the Chair observes, to make governmental policy.
In subsequent months the data was revised downward. Neverthe-

less, this is the data upon which our oil sharing commitments are
based, and I am very troubled by the fact that the margin of error
in the data was of greater magnitude than the amount of oil which
would be shared under the program. This raises the real question
in my mind as to how reliable the data collection mechanism is
and whether it is in fact a useful policymaking tool.
The second area of concern relates to the secrecy that surrounds

the meetings of the oil companies. To date, every meeting of the oil
companies participating in the agreements has been closed to the
public. Furthermore, transcripts of these meetings have not been
made available to the public either. The meetings are, however,
attended by Federal officials, and the subcommittee will be inter-
ested in their views concerning the openness of the meetings and
the classification of the transcripts and the reasons therefor.
The third area of concern relates to the nature of the participa-

tion of the oil companies in the oil sharing agreements. Although
the oil sharing agreements, which could be triggered in times of
serious supply interruptions, were designed so that governments,
rather than oil companies, would control the movements of oil
during periods of severe shortage, I am concerned that too much of
this responsibility has been placed back in the hands of the partici-
pating oil companies. I will be interested in the views of our
witnesses on these three matters.
I would also note that the bill which we are considering today to

extend the antitrust immunities also contains a second provision
requested by the administration, one which would extend over a
longer period of time the authorized funding amount for the
schools and hospitals conservation program. The subcommittee has
requested written information on this program, and an official
from the Conservation Office of the Energy Department is in at-
tendance should any members have any questions on that program
at the conclusion of our hearing on the international energy
matters.
The Chair also thanks the gentleman for being with us.
Without objection, the Chair wishes to place at this point in the

record, the text of H.R. 4445.
[The text of H.R. 4445 follows:]

S
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96TH CONGRESS H R 4445• H.1ST SESSION

To amend the Energy Policy and Conservation Act to authorize certain appropri-
ations for energy conservation programs for schools and hospitals, and for
other purposes.

IN THE HOUSE OF REPRESENTATIVES

JUNE 13, 1979
Mr. DINGELL introduced the following bill; which was referred to the Committee

on Interstate and Foreign Commerce

A BILL
To amend the Energy Policy and Conservation Act to authorize

certain appropriations for energy conservation programs for
schools and hospitals, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled

3 ,That (a) subsection (b) of section 397 of the Energy Policy

4 and Conservation Act, as added by section 302 of the Na-

5 tional Energy Conservation Policy Act, is amended to read

6 as follows:

7 "(b) For the purpose of making energy conservation

8 project grants pursuant to section 396, there is authorized to
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1 be appropriated not to exceed $180,000,000 for the fiscal

2 year ending September 30, 1978, $95,000,000 for the fiscal

3 year ending September 30, 1979, $300,000,000 for the fiscal

4 year ending September 30, 1981, and $300,000,000 for the

5 fiscal year ending September 30, 1982, such funds to remain

6 available until expended. Of the amounts appropriated under

7 this subsection for each of the following fiscal years not more

8 than the following percentage may be used for purposes of

9 technical assistance:

"Fiscal year ending: Percentage

"September 30, 1978  30

"September 30, 1979  30

"September 30, 1981  12.5

"September 30, 1982  0.".

10 (b) Subsection (c) of section 397 of the Energy Policy

11 and Conservation Act, as added by section 302 of the Na-

12 tional Energy Conservation Policy Act, is amended to read

13 as follows:

14 "(c) For the expenses of the Secretary in administering

15 the provisions of this part, there are hereby authorized to be

16 appropriated such sums as may be necessary for each fiscal

17 year in the six consecutive fiscal year periods ending Septem-

18 her 30, 1983, such funds to remain available until

19 expended.".

20 SEC. 2. (a) Subsection (c)(4) of section 252 of the

21 Energy Policy and Conservation Act is amended by adding

22 at the end thereof the following: "Such access to any tran-

23 script that is required to be kept for any meeting shall be
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1 provided as soon as practicable (but not later than 14 days)

2 after that meeting.".

3 (b) Subsection (j) of section 252 of the Energy Policy

4 and Conservation Act is amended by striking out "June 30,

5 1979" and inserting in lieu thereof "January 19, 1986".

0
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Mr. DINGELL. The Chair announces we have this morning for our
first panel the Honorable Harry Bergold, Jr., Assistant Secretary
for International Affairs, Department of Energy, Forrestal Build-
ing, Washington, D.C.; Mr. Ky P. Ewing, Jr., Deputy Assistant
Attorney General, Antitrust Division, room 3109, Department of
Justice, Washington, D.C.; the Honorable Julius L. Katz, Assistant
Secretary for Economic and Business Affairs, Department of State,
Washington, D.C., and Mr. Ronald B. Rowe, Assistant Director,
Bureau of Competition, Federal Trade Commission, Washington,
D.C.
We thank you all for being present with us. If you would each

identify yourself, starting on your left and my right, we will then
recognize you after you have all identified yourself.
Mr. BERGOLD. I am Harry Bergold, Mr. Chairman, Assistant

Secretary of Energy. On my left is Robert Goodwin, whom I have
asked to come this morning with your permission, who is our
Assistant General Counsel for International Trade and an expert
in these matters.
Mr. DINGELL. We are happy to have you with us.
Mr. KATZ. Julius Katz of the Department of State.
Mr. DINGELL. Mr. Katz, we thank you for being with us.
Mr. EWING. Ky Ewing, Department of Justice.
Mr. DINGELL. We thank you.
Mr. ROWE. Ronald B. Rowe, Federal Trade Commission. I have

with me today Marc Schildkraut, attorney with the Bureau of
Competition, who is an expert in international energy matters.
Mr. DINGELL. Gentlemen, we thank you all for being present

with us. We will recognize you first, Mr. Bergold.

STATEMENTS OF HARRY E. BERGOLD, JR., ASSISTANT SECRE-
TARY FOR INTERNATIONAL AFFAIRS, DEPARTMENT OF
ENERGY, ACCOMPANIED BY ROBERT GOODWIN, ASSISTANT
GENERAL COUNSEL FOR INTERNATIONAL TRADE, DOE;
JULIUS L. KATZ, ASSISTANT SECRETARY FOR ECONOMIC
AND BUSINESS AFFAIRS, DEPARTMENT OF STATE; KY P.
EWING, JR., DEPUTY ASSISTANT ATTORNEY GENERAL, ANTI-
TRUST DIVISION, DEPARTMENT OF JUSTICE; AND RONALD B.
ROWE, ASSISTANT DIRECTOR FOR PETROLEUM MATTERS,
BUREAU OF COMPETITION, FEDERAL TRADE COMMISSION,
ACCOMPANIED BY MARC G. SCHILDKRAUT, SENIOR ATTOR-
NEY, BUREAU OF COMPETITION, FTC

Mr. BERGOLD. Thank you, Mr. Chairman.
I would like to open by thanking you, personally, Mr. Chairman,

and all of the members of this subcommittee for everything you did
to assure the timely passage of the temporary extension of section
252 of EPCA. As you know, the President signed that temporary
extension into law on June 30, thereby avoiding a lapse in the
continuity of the emergency activities of the International Energy
Agency—IEA. Among other things, this extension allowed us to file
on schedule our July submission under the special information
system which provides monthly assessments of the IEA-wide oil
market situation.
We now need legislation, as you mentioned, Mr. Chairman, to

extend section 252 on a more permanent basis. We are requesting
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the extension of the authorities contained in section 252 until
January 19, 1986, the first date when the international energy
program agreement can be terminated by its signatories.
As you know, section 252 provides an antitrust defense for U.S.

oil companies without which they would not be able to participate
in the activities of the IEA. That defense is contingent upon the oil
companies' compliance with procedures developed by the Depart-
ment of Energy in conjunction with the Department of Justice and
the Federal Trade Commission and contained in the voluntary
agreement. These procedures include notification of industry meet-
ings convened to advise the TEA, monitoring of industry meetings
by U.S. Government representatives, transcription of industry
meetings, and securing U.S. Government approval for the submis-
sion of confidential company data to the TEA.

U.S. oil company participation is essential to insure the success-
ful operation of the TEA emergency allocation system. Since the
TEA was created in November of 1974, these oil companies, through
the forum of the industry advisory board, have advised the agency
concerning emergency oil sharing questions, including the develop-
ment of emergency information systems, procedures to implement
the allocation of oil supplies in an emergency, and an emergency
management organization to assist the TEA in its operation of the
emergency allocation system.
To insure that the international emergency allocation system is

in readiness at all times, the TEA, with the assistance of the oil
companies continually reviews, tests, updates, and improves its
emergency procedures.
The advice and participation of the companies is particularly

essential to the TEA at this time when the international oil supply
system is severely strained. Oil supplies currently available to the
TEA member countries are not sufficient to meet unrestrained
market demands and provide for the rebuilding of depleted stock
levels. Although the recent decision by Saudi Arabia to increase
crude oil production should help ease the tight world oil market,
we do not know how long Saudi Arabia intends to maintain produc-
tion at this level, nor can we speculate on the production plans of
other OPEC members. For example, Libyan President Qaddafi re-
cently intimated that he might reduce his country's output. Given
the potential for further interruption of supplies, we would be
foolhardy to discount the need to maintain our preparedness.
To date, supplies in aggregate have not fallen to the triggering

level, that is, 7 percent below base period consumption, but one
IEA member country experienced a shortfall during the first quar-
ter of this year serious enough to request activation of the IEA
selective trigger. Although the TEA Secretariat concluded that,
based on available information, there was not sufficient evidence to
make a finding under the IEP agreement that a reduction of oil
supplies occurred or could reasonably be expected to occur on a
sustained basis, the TEA recognizes that the present oil supply
situation is a matter of serious concern and is keeping the situation
under close observation.
As part of its monitoring activities the TEA has conducted a

series of consultations with international and independent oil com-
panies, including U.S. companies, to consider measures to help
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improve the supply situation of countries experiencing unusual
supply difficulties. U.S. companies have participated in these con-
sultations under the provisions of the voluntary agreement. The
IEA has indicated its intention to schedule additional bilateral
discussions with these companies throughout the fall and possibly
thereafter. We are almost certain that the U.S. companies would
not provide proprietary information to the TEA in such bilateral
consultations if the antitrust defense provided by the voluntary
agreement were not available to them.
In January the TEA implemented its special information system

in order both to provide a test of the system and to obtain informa-
tion vital to its monitoring of the current oil market situation
overall and in each member country. Under this system companies
provide monthly data on actual and scheduled oil production and
inventories in TEA member countries, as well as imports to and
exports of crude oil and products from these countries. This is the
same information system which would provide data essential to the
determination of national allocation rights and obligations if the
international oil allocation system were to be triggered. U.S. com-
panies provide this information directly to the IEA pursuant to the
provisions of the voluntary agreement, and in reliance on the
antitrust defense contained in section 252 of EPCA.
Moreover, since January, the IEA's Standing Group on Emergen-

cy Questions and the Standing Group on the Oil Market have met
monthly on a joint basis with the Industry Advisory Board to
analyze the nature, extent, and effects of the shortfall in world oil
supplies. These meetings, I might add, were all attended by U.S.
Government delegates from the Departments of Energy and State,
as well as attorneys from the Departments of Justice and Energy
and from the Federal Trade Commission.

Appraisals emanating from these meetings led to an agreement
at the Governing Board that the member countries would contrib-
ute to a stabilizing of the present situation by reducing their
demand for oil on the world market by around 2 million barrels
per day, or about 5 percent of IEA consumption, by the end of 1979.
This action helped the IEA member countries to take measures to
mitigate significantly the effects of supply dislocations. Without the
antitrust defense provided for in section 252, the U.S. oil companies
would not participate in these appraisals. Their absence would
severely impair the IEA's ability to effectively deal with the pres-
ent tight world oil market.
In the event the TEA allocation system is activated, the special

information system, as noted, would become an integral part of the
allocation system. Although the ultimate responsibility for all in-
ternational emergency allocation activities rests with the TEA, the
34 IEA-designated reporting companies would be called upon to
play an essential role in the operational and logistical aspects of
the emergency oil allocations.
The broad parameters of international oil allocation have al-

ready been determined by member countries in the international
energy agreement. The physical redistribution of supplies needed
to effect such allocation would be accomplished largely through
voluntary actions by the companies, including adjustments in their
internal supply schedule, commercial transactions with other corn-
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panies or through voluntary offers to supply or receive oil, which
would be coordinated by the TEA with the assistance of the indus-
try supply advisory group.
Composed of industry oil supply experts chosen from among the

reporting companies, the industry supply advisory group would
work under the guidance of the TEA allocation coordinator, who is
responsible for the overall supervision of the allocation program.
This group would provide technical advice on oil supply and logis-
tics to the TEA, channel instructions to the reporting companies to
insure efficient operation of the allocation program and assist the
allocation coordinator in evaluating and selecting from among the
voluntary offers proposed by the reporting companies those which
would best meet each member country's supply right.
Of the 18 companies which are members of the industry supply

advisory group, 12 are U.S.-based companies currently participat-
ing in the voluntary agreement. U.S. companies would not partici-
pate in the industry supply advisory group if the antitrust defense
were not available.
In summary and conclusion, extension of the antitrust defense

contained in section 252 is critical for the continued successful
operation of the TEA emergency allocation system. Unless this
defense is extended, we can reach no conclusion other than that
U.S. oil companies will no longer participate in TEA meetings and
consultations. This means not only that those companies would not
be available to advise the TEA concerning the current world supply
shortage; it also means that any type of triggering of the TEA
allocation system would be impractical to the point of being highly
ineffective.
Although we have developed an alternative procedure to allow

the continuation of the special information system until December
1979, this procedure would involve a considerable sacrifice of time-
liness, data reliability, and accuracy.
More importantly, failure of the U.S. Government to provide a

means for its companies to participate in the IEA would be viewed
by the other TEA member countries as a breach of our commitment
to the agreement. It would indicate to them that we are not sincere
in supporting mechanisms currently in place which remain the
best available way of responding to a severe international oil crisis.
Such a signal at this particular time would seriously impair both
the agency's cooperative efforts and the leadership position of the
United States in future international energy activities.
I solicit your support in extending the antitrust defense and

other provisions of section 252 so that unfortunate misunderstand-
ings of international political significance may be avoided.
[Testimony resumes on p. 27.]
[Subcommittee questions and DOE responses attached to Mr.

Bergold's prepared statement.]
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RESPONSES BY DOE TO A NUMBER OF QUESTIONS ASKED
BY THE ENERGY AND POWER SUBCOMMITTEE

1. Q: Please provide a list of all companies partici-
pating in the voluntary agreement and the present

• membership of the Industry Advisory Board and all
subcommittees.

A: The current participants in the Voluntary Agreement
are:

Amerada Hess
Ashland
Atlantic Richfield(ARCO)
Caltex Petroleum
Cities Service
Conoco
Exxon
Getty Oil
Gulf Oil
Marathon
Mobil Oil

Murphy Oil
Occidental Petroleum
Phillips Petroleum
Shell Oil Company-USA
Standard Oil of California
(SoCal)

Standard Oil Company (Indiana)
Standard Oil Company of Ohio
(Sohio)

Sun Oil
Texaco
Union Oil of California

Members of the Industry Advisory Board are:

Arabian Oil (PPAJ)
British National Oil

Company (BNOC)
British Petroleum (BP)
Cities Service
Conoco
Ente Nazionale

Indrocarburi (ENI)
'Exxon
Gulf
Mobil
Members of Subcommittee

BP
ENI
Exxon
Gulf
Mobil
Shell Int'l

OeMV
Petro-Canada
Petrofina
Petroleum Association of

Japan (PM)
Shell Int'l
Socal
Statoil
Texaco
Veba

A are:

Shell Oil-U.S.A.
Socal
Sohio
Sun
Texaco
Veba

Members of Subcommitte B are:

BP
Exxon
Gulf
Idemitsu Kosan

Members of Subcommittee

Arabian Oil (PPM)
BP
Continental Oil
Exxon
Gulf

Mobil
Petrofina
Shell Int'l
Texaco

C are:

Mobil
Shell Int'l
Shell Oil-U.S.A.
Socal
Texaco
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Members of the Industry Supply Advisory Group are:

Ashland
BP
Cities Service
Continental Oil
ENI
Exxon
Gulf
Mobil
PAJ
Petro-Canada

Petrofina
Phillips
Shell Int'l
Shell Oil-U.S.A.
Socal
Sohio
Standard Oil (Indiana)
Sun
Texaco
Veba

Members of the Industry Working Party are:

Arabian Oil
BP
ENI
Exxon
Gulf
Mobil
OeMV

(PPAJ) PAJ
Petrofina
Shell Int'l
Socal
Texaco
Veba

Members of the IEA Reporting Company.
Group are:

AMERADA HESS
ASHLAND
ATLANTIC RICHFIELD
AXEL JOHNSON
BNOC-
BRITISH PETROLEUM
CALTEX PETROLEUM
CITIES SERVICE
CalCCO
ENTE NAZIONALE IDROCARBURI (ENO
EXXON
GETTY OIL
GULF OIL
HI SPANCIL , S . A .
IDEMITSU KOSAN
MARATHON
MARUZEN OIL
MOBIL OIL
MURPHY OIL
OEMV
OCCIDENTAL PETROLEUM
PETRO-CANADA
PETROFINA
PHILLIPS PETROLEUM
SHELL INTERNATIONAL
SHELL OIL COMPANY-USA
STANDARD OIL COMPANY OF CALIFORNIA
STANDARD OIL COMPANY (INDIANA)
STANDARD OIL COMPANY OF OHIO
STATOIL
SUN OIL
TEXACO
UNION OIL COMPANY OF CALIFORNIA
VEBA
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2. Q: Please provide a brief summary of the work of
each subcommittee.

A: The Industry Advisory Board (IAB) has fdihed three

subcommittees comprised of Reporting Company members

to study and make recommendations on problems of a

specialized nature. The subcommittee recommendations

are forwarded to the IAB, which, if it approves the

recommendation transmits it to the IEA Standing

Group on Emergency Questions (SEQ). The three

subcommittees and their respective functions are as

follows.

Subcommittee A 

Assists the IAB in the design of data and allocation

systems tests and in the development of the IE4amergency

Management Manual which describes the detailed procedures

for activation and implementation of the international

emergency program. It also provides advice on industry

emergency organization and demand restraint measures.

Subcommittee B 

Provides advice on technical matters in the area of

aviation and marine bunkers, emergency reserves and

taphtha. This committee is currently inactive.

Subcommittee C 

Deals with communication procedures between the IAB

and other Reporting Companies in emergency and. non-emergency

situations, extraordinary cost questions (i.e., costs and

expenses over and above those associated with normal

commercial and business activities that a company would

incur as a result of its compliance with the IEP emergency

allocation plan) and the development of a dispute settlement

mechanism to resolve disputes which may arise in an

emergency.

Subcommittees A and C have joint responsibility for

discussing antitrust clearances which industry might seek

in connection with 1EA-related activities.

•
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3.a.Q: On June 30, 1979, the antitrust immunity for oil
companies' participation in the Voluntary Agreements
will expire. What activities of the companies
would be affected if the immunity expires?

A. The following company activities will be adversely

affected if the immunity expires:

meetings of the Industry Advisory Board (TAB)

which advises the TEN Standing Group on

Emergency Questions OM on technical matters

related to the operation of the emergency oil

allocation system;

reporting information on the level, source, and

distribution of current available oil supplies;

• meetings of the Industry Working Party (IWP)

which advises the Standing Group on the Oil

Market (SOM) on technical matters related to

the design of IEA oil market information systems

and on the short-term oil market outlook;

• lateral consultations between an individual

company and the IEA Secretariat on critical

market conditions affecting a particular IEA

country, e.g., the recent consultations on

Sweden;

- meetings of the Industry Supply Advisory Group

(ISAG); this is the group which advises the IEA

Allocation Coordinator with regard to coordinating

implementation of the emergency oil-sharing system

by the companies under the direction of governments.

If the IEA emergency allocation system were triggered,

industry participation would be essential to allocate

oil through the mechanism of voluntary offers. Actual

carrying out of these voluntary offers would necessitate

communication between companies as well as coordination

by the Industry Supply Advisory Group (ISAG) in Paris.

Without the antitrust defense, the companies could not

undertake such allocation.

57-088 0 - 80 -- 2



14

b.Q: What would be the effect of the expiration on
the International Energy Program (IEP)?

A: The allocation and information systems oE

the IEP designed to deal with oil emer-

gencies would, quite literally, be unable

to function.

Without industry assistance, the emergency

allocation provisions of the IEP cannot be

implemented:

information on available oil supplies reported

by companies and governments provides the basis

for establishing the supply shortfall and for

calculating the allocation rights and obliga-

tions under the emergency system;

- participation by the companies, under the direc-

tion of the IEA and governments, is the opera-

tional basis on which allocations would be

managed in a supply emergency.

- Without industry assistance, current monitoring

by the IEA of the flow of available oil supplies

in today's tight market conditions will be

impossible.

Under these circumstances the viability of the

IEA as a whole would be called into serious

question.
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3.c.Q: What steps have been taken by DOE to prepare
for the possible expiration of the immunity?

A: DOE is taking all possible steps to prepare for

the possible expiration of Section 252, which

provides not for antitrust immunity, but rather

an antitrust defense. We have made arrangements

for the possible use of a stop gap for thd-Special

Information System as noted below. Other forms of

antitrust protection may be provided to companies

asked to participate in bilateral consultations

with the IEA Secretariat. We are investigating

these alternatives. We are unable, however, to

perceive of any alternative way by which meetings

of and communications between company personnel

might be continued. Such meetings, monitored of

course by USG personnel, constitute the essence of

the industry advisory mechanism, including especially

emergency operations by the Industry Supply Advisory

Group. We must conclude therefore that there must

be a strong presumption that if Section 252 is not

extended a major segment of the IEA may be rendered

ineffective.
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3.d.g; It has been suggested that the expiration may
Affect the companies, participation in the data
collection efforts by the International Energy
Agency (IEA). Could DOE collect the same infor-
mation from the companies and provide it to the
IEA?

A; DOE collection of Special Information System data

in lieu of IEA collection would involve more than
==.

just information relating to U.S. company operations

in the United States. It almost certainly would

necessitate collection of information relating to

these same companies, operations in other IEA

countries. Such a change from the established

system would necessitate the application of other

legal authorities for both the collection of the

requested information and for its subsequent trans-

mittal to the IEA. Arrangements need to be resolved

relating to the physical facilities required for

the receipt, processing and transmittal of massive

statistical information within a limited time period.

We are working on these problems and believe that

they may be solvable, but only at a cost of loss

of timeliness and data quality which could prove

unacceptable to the operation of the information

system.
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4. The EPCA provisions require transcripts to be
made of all meetings of the companies. The Subcom-
mittee is concerned about the classification of
these transcripts and delays in making them available
to the Congress and the public.

a) Q: Please provide a list as of June 18, 1979, of all
meetings for which no transcript was available
at DOE offices for Congressional inspection.

A: All Voluntary Agreement transcripts held by DOE

are available for Congressional inspection under

appropriate security procedures and safeguards.

However, there are transcripts for meetings just

recently held which have not been received by DOE

from the Transcriber. Meetings of the SEQ and SON

held jointly with the TAB are not transcribed

because these are primarily meetings of government

delegations, with occasional participation by the

TAB. Instead, complete notes are made by U.S.

Government delegates or observers at these

meetings. .

The list below includes all meetings for which no

transcripts are available at DOE:

Rot yet Received from Transcriber

ISAC 6/5-8/79
IA3 6/25/79

6/29/79
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b) Q: As of the same date, please provide a list of all
meetings for which no declassified version of the
transcripts was available for public inspection.

,

A: Of the transcripts held by DOE, the following'

are not yet in the Public Reading Room available

for public inspection:

Sub A

6/30/76 11/9/78 6/27/78
9/9/76- 1/23/78 8/16/78
1/12/77 1/24/78 8/16/78
2/9/77 3/10/78 9/12/78
9/19/77 6/8/78 9/13/78
9/20/77 11/8/78 11/9/78
2/14/79 11/8/78 (Joint A+C only)

Sub C

12/1/76 6/27/78 11/8/78
2/10/77 9/12/78 2/13/79
11/30/77

IAB

1/26/78 9/14/78 2/15/79
6/28/78 11/10/78

ISAG

11/9/77 6/7/78 1/17/79
3/2/78 6/26/78 1/18/79
6/6/78 9/28/78 3/21/79

/WP

5/10/76 8/23/77 5/17/78
5/11/76 2/8/78 9/12/78
8/11/76 3/16/78 9/13/78
8/2/77 3/17/78 3/7/79- .

5/16/78 3/8/79 .

Reporting Companies 

1/11/77 9/8/77 3/9/78
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c) Q: It is our understanding that transcripts which
are not available to the public are made available
to certain employees of oil companies who did not
attend the meeting. Some of these employees may
not even be U.S. citizens and may not have any
security clearances. Is this true? If so, please
explain the rationale and legal basis for aDch a
classification policy. .

A: The procedures for reviewing Voluntary Agreement

transcripts established by the Department of State,

as revised November 11, 1978, state that each par-

ticipant in a meeting shall be an authorized reviewer

of the transcript of such meeting. In addition, each

Reporting Company wishing to have non-participant employees

or legal counsel designated as authorized reviewers must

submit directly to the Department of State, in the case

of U.S. companies and via U.S. embassies in the case

of non-U.S. companies, the names of those non-participant

individuals the company wishes to be so designated. The

companies can only name a minimum number of additional

reviewers and they must have a need for access to

transcripts in connection with the performance of

duties in furtherance of the purposes of IEA. These

company designations are subject to review by the

Department of State.

Only three companies (Exxon, Shell U.S., SoCal) have

submitted names of employees to become authorized

reviewers. All of these employees are U.S. citizens.

The security status of reviewers is the concern of

the Department of State and questions regarding

their status should be directed to that Department.

In the exceptional case where a transcript is

classified higher than Confidential, only authorized

reviewers who attended the meeting for which the

transcript was taken may review it. Any such

transcript must be reviewed in the presence of a

U.S. Government official and may not be left in the

custody of the reviewers.

sq
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4.d.O: It is our understanding that all statements
made by foreign company executives are
classified regardless of the sensitivity of
such statements. Under which provision of
Section 552(b) of Title 5 of the United States
Code is this information classified? '

A: Section 552(b) is not a classification authority:

552(b)(4) does provide that under the Freedom of

Information Act proprietary and commercially

sensitive information should not be disclosed.

The Voluntary Agreement transcripts are

classified under the authority of Executive Order

12065 and State Department regulations issued

thereunder.

Foreign companies participate in the IEA on a

voluntary basis. They are not subject to the

U.S. antitrust laws and therefore derive no benefit

from Section 252 of EPCA and are not participants

in the Voluntary Agreement. They have consented to

have their remarks transcribed at industry maetings

as required by Section 252 and the Voluntary Agree-

ment only on the condition that their remarks not be

made available publicly. Inasmuch as participation

of both U.S. and foreign companies is essential to

the operation of the emergency planning and

allocation functions of the IEA, the State Department

bas deterainad that it is important to DJ, foreign

policy objectives to classify all statements

of foreign oil company representatives .at

industry meetings under the Voluntary AgreeTent

to ensure continued full participation of those

companies.
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e) Q: Why does the State Department classify the trans-
cripts rather than DOE?

4: The Department of State is authorized tci_cj.assify

these transcripts by Executive Order 11932 (August4,

1976). The Department of Energy has classification

authority pursuant to Executive Order 12065 (June 28,

1978). But DOE has agreed with the State

Department that State should continue to classify

the transcripts as material sensitive to the foreign

relations of the United States.

The Departments of Energy and State share respon-

sibility for U.S. participation in the IEA.

f) Q: For what other programs administered by DOE does the
State Department decide upon classification?

A: There are no other DOE programs for which the

Department of State decides upon classiftion.
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5. Q: Please describe what immunities or other under-
standings exist with respect to non-U.S. companies
and the European Economic Community.

A: The EEC exercises antitrust jurisdiction over

oil companies based in EEC countries (e.g. Shell

International, British Petroleum, ENI, etc.)

and affiliates of U.S. oil companies operating in

EEC countries under Articles 85 and 86 of the Treaty

of Rome. This antitrust authority is implemented in

the first instance by the European Commission's

Directorate General for Competition (also known as

DG-IV).

Beginning in June 1976, DG-IV has taken the position

that the advisory role of oil companies in the IEA,

including participation in tests of the emergency

allocation system, and consultation with and provi-

sion of information to the IEA was not incompatible

with the rules of competition of the Treaty of Rome.

DG-IV requested, and was granted, the opportunity to

review any changes in the procedures for emergency

oil allocation and industry participation in the

IEP, as well as the right to attend meetings of the

industry groups and other IEA bodies and to receive

documents issued in connection with such meetings.

DG-IV further stipulated that if it had any objection

to activities or documents, it would express such

objection at the meeting or within 30 days thereafter,

but would not impose penalties until after-it had

notified oil companies of objections and then only

for acts committed after it had given notice of its

objection.
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The principal differences in approach between the

EEC and U.S. antitrust enforcement are:

- the EEC has issued a general approval, subject

to revocation or modification. The U.S. requires

specific prior approval of industry meetings and

activities.

- the EEC insists on an opportunity to attend meetings

and review documents. In practice the DG-IV repre-

sentatives attend only those industry meetings

held in Europe, and not all of these. The U.S.

prohibits meetings and other substantive oral

communications unless a U.S. government employee

is present.

The EEC has accepted industry committee record

notes which tend to be summary as an accurate

record of meetings. The U.S. requires a full and

complete record--usually a verbatim transcript

of all meetings, and these must be prepared by a

U.S. official or, in the case of transcripts, a USG

contractor.

- U.S. approvals tend to be specific and 
detailed,

imposing strigent conditions. EEC approvals, when

needed to supplement the standing general 
approval,

tend to be general and broad.
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6. Q: The major portion of the oil companies' participa-

tion in the voluntary agreements is the operation of

the oil sharing agreement, which is part of the
International Energy Agreement. At a March 30, 1979

hearing before this committee, Secretary-Shlesinger
testified that data submitted by oil commpanies to

the IEA on the 15th of each month on expected
imports for such month were "preliminary" and "based

mostly on hope". Is this the data upon which the
calculation of countries' rights and obligations
under the oil sharing agreement is based? If not,
what data are used to determine the rights and
obligations?

A: Questionnaire A data also provides the basis

(together with Questionnaire B, submitted by

Member Countries) for calculating IEA countries'

allocation rights and obligations in the sharing

system. The data reported includes data for the

current month, two forward months and two previous

months. Allocations would be calculated using the

current month data from the QA and QB; data for the

other four months provides a useful context for the

current month data, and As a means of developing a

picture of trends and patterns.

Questionnaire A data as to current month and the two

forward months are planning figures and are thus

subject to change; for the current month only firmly

scheduled cargoes are to be reported. The data are

valuable as real time data, and have enabled the IEA

and member governments to track the flow of available

oil in today's tight market conditions.
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By using data for a 5 month period, any inaccuracies in

data for the current month will be detected in subsequent

months. Questionnaire As and allocations for those months

would be adjusted to reflect any changes. Thus, if current

month data is overly optimistic, and actual landings were

below the projected volumes, this would be apparent next

month or the month after next, and the allocation right

for that month correspondingly would be increased.

7

The IEA and DOE have analyzed the pattern emerging from data

submissions since January, and the IEA is considering steps

to reduce discrepancies. The reporting companies, too, are

aware of these factors and have also taken measures to

improve the accuracy of current month and future month

figures on the Questionnaire A.
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7. a) Q: Last year a former staff member of the Subcom-
mittee, William Demarest, was not permitted to
attend a meeting of the IEA board. Please
explain the reasons he was not permitted to
observe the meeting, and the policy regarding
attendence at such meetings?

A: Mr. Demarest of your staff requested permission

to attend a meeting of the IEA Standing Group

on Long-Term Cooperation. The SLT includes among

its membership only government representatives

from the national administrations of each of

the 20 IEA countries. The oil companies do not

participate in the activities of the SLT and hence

Section 252 does not apply in this case. Sec-

tion 252 does provide that members and staff

of Congressional committees have the right to

attend meetings of industry groups.

Mr. Demarest was offered a full briefing

on the activities of the SLT and the meet-

ing in question by the SLT Chairman--a USG

official. Introductions were also arranged

for him with members of the IEA Secretariat.

7. b) Q: We assume that section 
252(c)(4) explicitly

permits Committee members and 
Staff to7attend

meetings of the companies, i.e. t
he IAS and its

subcommittee. Do you agree?

A: Yes. Section 252(c)(1)(A)(i) and

Section 252(c)(4) permit 
attendance.



27

Mr. DINGELL. Mr. Bergold, the committee thanks you for your
very helpful statement. The Chair observes you have appended
responses to a number of questions directed by the subcommittee.
Without objection those responses will be placed in the record at
the appropriate place, as a matter of fact immediately following
your statement [see p. 10.1
Our next witness, Mr. Katz.
Mr. Katz, we thank you for being with us.

STATEMENT OF JULIUS L. KATZ

Mr. KATZ. Thank you, Mr. Chairman. I am pleased to appear
before the subcommittee.
The Department of State considers the passage of the legislation

extending section 252 of the Energy Policy and Conservation Act to
be of vital importance in serving our Nation's essential foreign
policy objectives as well as preserving the ability of the emergency
oil sharing system of the International Energy Agency to function.
If we are to successfully manage the present energy situation, we
must be able to work closely with other nations, particularly our
close friends and allies.
The IEA is the focus for our energy cooperation with the other

industrialized nations. It was created, largely through the efforts of
the United States, to turn the energy problem into a force that
would unite our countries rather than tear us apart. In this way,
the IEA was to serve our political and security interests, as well as
helping us resolve our common energy problems. The IEA has done
a great deal in the past 5 years to carry out this mission, and has
taken on even greater importance as a result of the disruption of
the oil market following the events in Iran.
One of the major programs of the IEA is the commitment to

allocate oil internationally in the event of a severe supply crisis.
Participation in the allocation system is the critical test of a na-
tion's commitment to the IEA itself. The extension of the authority
contained in section 252 of the EPCA is essential to permit Ameri-
can oil companies to cooperate in carrying out the directives and
programs of the TEA. Prompt action is in the interest of the United
States because of the possibility that at any time a further disrup-
tion in oil supplies could send the oil market into a state of intense
crisis. But it is also necessary to demonstrate our continued com-
mitment to the IEA and to our objective of trying to solve the
energy problem and other major international problems together
with our allies.
There is one additional point. The existence of the oil allocation

program acts to deter certain oil-producing nations from using an
oil cutoff as a tool to serve political purposes. Also, the overall
strength of the TEA and the success of the industrialized nations in
meeting their common energy problems affects the attitudes and
policies of OPEC nations. It would be an unfortunate signal, par-
ticularly at this time, if the United States, because of lack of legal
authority, were to undermine the allocation system and the TEA.
Mr. Chairman, we have previously responded to a series of ques-

tions by the subcommittee. They are not appended to my statement
but I believe the committee already has them.
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Mr. DINGELL. You are correct. The committee already has them.
We thank you for the submission and they will be inserted follow-
ing your statement.
[Testimony resumes on p. 72.]
[The questions and answers referred to follow:]

1
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DEPARTMENT OF STATE

Washi ngton, D.C. 20520

RECEIVED

ju17 979

SURCUMEE ON EERY & POWER

Dear Mr. Chairman:

JUN 2 7 1979

The Secretary has asked me to respond to the
questions contained in your letter of June 19
concerning the hearing to be held on H.R. 4445 by
the Subcommittee on Energy and Power.

The answers to the questions are enclosed.

Sincerely,

J. Brian Atwood
Acting Assistant Secretary
for Congressional Relations

Enclosure:

as stated

The Honorable
John D. Dingell,

Chairman, Subcommittee on
Energy and Power.

57-088 0 — 80 -- 3
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1. Please describe the basis for the classification of
transcripts of meetings under section 252 of EPCA and
provide all executive orders and regulations governing

such classification.

Answer: The basis for classification of information

and material obtained from advisory bodies created to imple-

ment the International Energy Program is contained in both

Executive Order 12065 on national security information

(formerly E.O. 11652) and in Executive Order 11932. Executive

Order 11932 deals specifically with "classification of cer-

tain information and material obtained from advisory bodies

created to implement the international energy program." It

was promulgated as a result of a Presidential determination

that the Agreement on an International Energy Program

is a substantial factor in the conduct of our foreign rela-

tions and an important element of our foreign relations and

an important element of our national security. The effective-

ness of the Agreement (on an International Energy Program)

depends significantly upon the provision and exchange of

information and material by participants in advisory bodies

created by the International Energy Agency. Confidentiality

is essential to assure the free and open discussion

necessary to accomplish the tasks assigned to these bodies."

The substantive criteria for the classification of portions

of transcripts are those contained in E.O. 12065 (formerly

E.O. 11652). Copies of the relevant executive orders and

regulations are attached.
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2. We understand that the statements of all foreign company
officials are classified, regardless of their content.
Please state whether that is true, and if so please
explain the rationale and the legal basis for such
classification.

Answer: Virtually all remarks of both the International

Energy Agency secretariat and foreign oil company officials

have been classified pursuant to the authorities described

above. We believe that the confidentiality assured by such

classification is necessary for the reasons discussed

below, and, because of the importance of the international

energy program to our foreign relations and national security,

such classification meets the standards set forth in

Executive Orders 12065 and 11652.

The emergency sharing system of the TEA is the major

response mechanism of the oil consuming countries to deal

with major oil supply disruptions. The broad dissemination

of the details of the sharing system and the mechanisms

devised to enhance its effectiveness would compromise

consuming countries' ability to cope with an oil emergency

and expose the economies and security of these nations to

politically motivated acts. On this basis, the Department

has classified portions of transcripts which reveal levels

of detail about the system beyond those generally known

to the public.

A second concern is based upon the need to assure

the free and open discussion necessary if the industry

advisory bodies are to accomplish the tasks assigned to
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them. Prior to the first meetings of the Industry Advisory

Board and Industry Working Party, the IEA Secretariat and

foreign companies, who are not participants in the voluntary

agreement which provides a defense under the U.S. antitrust

laws, gave us permission to transcribe their remarks (as

required by EPCA) at otherwise closed IEA advisory body

meetings, but only on condition that they could review the

transcripts for accuracy and possible legal implications,

and that the confidentiality of their remarks would be

protected. In order to ensure effective participation at

these meetings, and to enable us to obtain transcripts

available to the Department of Justice, t13 FTC and the

Congress, the Department agreed to treat information and

remarks provided on this basis as confidential.

We have from the beginning requested that foreign com-

panies notify us when they do not feel the need to have

their remarks kept confidential and we have in the past

sought and obtained permission to release some specific

comments by foreign oil company officials.

3. We also understand oil company officials who did not

attend these meetings are permitted to review the

transcripts. These officials may be non-U.S. citizens,

and may have no security classification. Please

explain how such officials may receive access to

transcripts while maintaining their classified status.

Answer: Both Executive Order 11932 and State Department

regulations promulgated pursuant to that Order recognize
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the special circumstances in which transcripts and other

records of IEA advisory bodies are generated and utilized,

and the concomitant need for some flexibility in the pro-

cedures for handling International Energy Program related

materials.

State Department regulations, a copy of which is attached,

provide that material created by or in connection with an

advisory body to the IEA and classified "confidential"

may be made available for review by participants in the

advisory body and certain of their colleagues under special

circumstances and subject to strict safeguards. Specifically,

appropriate U.S.G. officials must conduct a security check

on persons nominated by participants in a meeting to review

transcripts and determine that a given individual has a

need for access to the particular classified information

sought in connection with the performance of duties in

furtherance of the purposes of the IEA, including the

furnishing of legal advice to such participants. Informa-

tion and material classified other than "confidential"

may be made available only to participants in the meeting

in which it was developed or discussed. Finally, I note

that the company officials who might have access under

these conditions would, almost invariably, have been

entitled to attend the meetings in question.

•
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4. Please provide a list of all meetings for which
(a) a transcript is not available for review by Congress;
and (b) a declassified version of the transcript is not
available for public review.

Answer: The answer to this question has been provided

by the Department of Energy.

5. Last year, a report to Congress by the FTC, as required
by EPCA, was classified by the State Department. The
report was slightly altered, and a declassified version
was published several months later. Please explain
the delay.

Answer: Under Section 252(i) of the Energy Policy and

Conservation Act, the FTC is required to submit at least

once every 6 months, a report on the impact on competition

and on small business of actions authorized by Section 252.

The fourth such report covers the second Allocations System

Test which was conducted in April and May of 1978.

The Fourth Report as prepared by the FTC for trans-

mittal to the Congress included a detailed discussion of

the supply disruptions postulated as test scenarios. The

nature of these scenarios, the measures taken by countries

to cope with the disruptions, details of countries' supply

weaknesses and the appraisal of the effectiveness of the

system are considered sensitive information by all countries

concerned. Such information would be of considerable use

to persons devising a politically motivated embargo that

would thwart our attempts to defend our economies and joint

security.
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Because of the level of detail in the Fourth FTC Report,

it was classified confidential and forwarded to the Congress

with the understanding that an unclassified version would be

issued.

Because of the press of other matters and since the

Congress already had the classified version insufficient

priority was given to the preparation of an unclassified

version. We will make every effort to avoid such delays

in the future.

6. How many employees are involved in work relating to
the International Energy Program and what is your
budget for FY 1979 for such activities?

Answer: State Department participation in the Inter-

national Energy Agency is handled primarily in the Bureau

of Economic and Business Affairs (EB). Most of the staff

work for the IEA is done as part of the responsibilities

of 5-6 foreign service officers in the Office of Fuels

and Energy. U.S. participation in the IEA is viewed as

part of the larger issue of consuming country energy

relations.

It would be difficult and, we believe, rather arbitrary

to establish a budget figure for these activities as the

level of effort will vary as issues arise. At present,

in view of the continuing world oil stringency, consider-

able attention is being devoted in EB to U.S. and IEA

emergency preparedness.
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presidential documents
[3195-01]

Title 3—The President

Executive Order 12065 • June 28, 1978

National Security Information

By the *authority vested in me as President by the Constitution and laws of
the United States of America, in order to balance the public's interest in '
access to Government information with the need to protect certain national
security information from disclosure, it is hereby ordered as follows:
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28950 THE PRESIDENT

SECTION 1. ORIGINAL CLASSIFICATION.
1-1. Classification Designation.

1-101, Except as provided in the Atomic Energy Act of 1954, as amend-
ed, this Order provides the only basis for classifying information. Information
may be classified in one of the three designations listed below. If there is
reasonable doubt which designation is appropriate, or whether the information
should be classified at all, the less restrictive designation should be used, or
the information should not be classified.

1-102. "Top Secret" shall be applied only to information, the unauthor-
ized disclosure of which reasonably could be expected to cause exceptionalli
grave damage to the national security.

1-103. "Secret" shall be applied only to information, the unauthorized
disclosure of which reasonably could be expected to cause serious damage to
the national security. .

1-104. "Confidential" shall be applied to information, the unauthorized
disclosure of which reasonably could" be expected to cause identifiable damage
to the national security. -

1-2. Classification Authority.

1-201. Top Secret. Authority for 'original classification of information as
Top Secret may be exercised only by the President, by such officials as the
President may designate by publication in the FEDERAL REGISTER, by the
agency heads listed below, and by officials to whom such authority is delegat-
ed in accordance with Section 1-204:

The Secretary of State
The Secretary of the Treasiiry
The Secretary of Defense
The Secretary of the Army
The Secretary of the Navy
The Secretary of the Air Force
The Attorney General
The Secretary of Energy
The Chairman, Nuclear Regulatory Commission
The Director, Arms Control and Disarmament Agency
The Director of Central Intelligence
The Administrator, National Aeronautics and Space Administration .
The Administrator of General Services (delegable only to the Director,

Federal Preparedness Agency and to the Director, Information Security Over-
sight Office)

1-202. Secret. Authority for original classification of information as Secret
may be exercised only by such officials as the President may designate by
publication in the FEDERAL REGISTER, by the agency heads listed below, by
officials who have Top Secret classification authority, and by officials to whom
such authority is delegated in accordance with Section 1-204:

The Secretary of Commerce
The Secretary of Transportation
The Administrator, Agency for International Development
The Director, International Communication Agency
1-203. Confidential Authority for original classification of information as

Confidential may be exercised only by such officials as the President may
designate by publication in the FEDERAL REGISTER, by the agency heads listed
below, by officials who have Top Secret or Secret classification authority, and
by officials to whom such authority is delegated in accordance with Section 1-
204:
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The President and Chairman, Export-Import Bank of the United States
The President and Chief Executive Officer, Overseas Private Investment

Corporation

1-204. Limitations on Delegation of Classification Authority.
(a) Authority for original classification of information as Top Secret may

be delegated only to principal subordinate officials who have a frequent need
to exercise such authority as determined by the President or by agency heads
listed in Section 1-201.

(b) Authority for original classification of information as Secret may be
delegated only to subordinate officials who have a frequent need to exercise
such authority as determined by the President, by agency heads listed in
Sections 1-201 and 1-202, and by officials with Top Secret classification
authority.

(c) Authority for original classification of information as Confidential may
be delegated only to subordinate officials who have a frequent need to exer-
cise such authority as determined by the President, by agency heads listed in
Sections 1-201, 1-202, and 1-203, and by officials with Top Secret classifica-
tion authority. • '

(d) Delegated original classification authority may not be redelegated.
(e) Each delegation of original classification authority shall be in writing

by name or title of position held.
..(f) Delegations of original classification authority 'shall be held to an

absolute minimum. Periodic reviews of such delegations shall be made to
ensure that the officials so designated have demonstrated a continuing need to
exercise such authority.

1-205. Exceptional Cases. When an employee, or contractor of an agency
that does not have original classification authority originates information be-
lieved to require classification, the information shall be protected in the
manner prescribed by this Order and implementing directives. The informa-
tion shall be transmitted promptly under appropriate safeguards to the agency
which has appropriate subject matter interest and classification authority. That
agency shall decide within 30 days whether to classify that information. If it is
not clear 'which agency should get the information, it shall be sent to the
Director of the Information Security Oversight Office established in Section 5-
2 for a determination.

1-3. Classyication Requirements.

1-301. Information may not be considered for classification unless it
concerns:

(a) military plans, weapons, or operations;
(b) foreign government information;
(c) intelligence activities, sources or methods;

. (d) foreign relations or foreign activities of the United States;
(e) scientific, technological, or economic matters relating to the national

security;
(f) United States Government programs for safeguarding nuclear materials

or facilities; or
(g), other categories of information which are related to national security

and which require protection against unauthorized disclosure as determined
by the President, by a person designated by the President pursuant to Section
1-201, or by an agency head.

1-302. Even though information is determined to concern one or more of
the criteria in Section 1-301, it may not be classified unless an original
classification authority also determines that its unauthorized disclosure reason-
ably could be expected to cause at least identifiable damage to the national
security.
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1-303. Unauthorized disclosure of foreign government information or the
identity of a confidential foreign source is presumed to cause at least identifi-
able damage to the national security.

1-304. Each determination under the criterion of Section 1-301(g) shall
be reported promptly to the Director of the Information Security Oversight
Office.

1-4. Duration of Classification.

1-401. Except as permitted in Section 1-402, at the time of the original
classification each 'original classification authority shall set a date or event for
automatic declassification no more than six years later.

1-402. Only officials with Top Secret classification authority and agency
heads listed in Section 1-2 may classify information for more than six years
from the date of the original classification. This authority shall be used spar-
ingly. In such cases, a declassification date or event, or a date Tor review, shall
be set. This date or event shall be as early as national security permits and
shall be no more than twenty years 'after original classification, except that for
foreign government information the date or event may be up to thirty years
after original classification.

1-5. Identification and Markings.
•

1-501. At the time of original classification, the following shall be shown
on the face of paper copies of all classified documents:

(a) the identity of the original classification authority;
(b) the office of origin;

• (c) the date or event for declassification or review; and
(d) one of the three classification designations defined in Section 1-1.
1-502. Documents classified for more than six years shall also be marked

with the identity of the official who authorized the prolonged classification.
Such documents shall be annotated with the reason the classification is expect-
ed to remain necessary, under the requirements of Section 1-3, despite the
passage of time. The reason for the prolonged classification may be _stated by
reference to criteria set forth in agency . implementing regulations. These
criteria shall explain in narrative form the reason the information needs to be
protected beyond six years. If the individual who signs or otherwise authenti-
cates a document also is authorized to classify it, no further annotation of
identity is required. •

1-503. Only the designations prescribed by this Order may be. used to
identify classified information. Markings such as "For Official Use Only" and
"Limited Official Use" may not be used for that purpose. Terms such as
"Conference" or "Agency" may not be used in conjunction with the classifica-
tion designations prescribed by this Order; e.g., "Agency Confidential" or
"Conference Confidential."

1-504. In order to facilitate excerpting and other uses, each classified
document shall, by marking or other means, indicate clearly which portions
are classified, with the applicable classification designation, and which portions
are not classified. The Director of the Information Security Oversight Office
may, for good cause, grant and revoke waivers of this requirement for speci-
fied classes of documents or information.

1-505. Foreign government information shall either retain its original
classification designation or be assigned a United States classification designa-
tion that shall ensure a degree of protection equivalent to that required by the
entity that furnished the information. .

1-506. Classified documents that contain or reveal information that is
subject to special dissemination and reproduction limitations authorized by
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this Order shall be marked clearly so as to place the user on notice of the
restrictions.

1-6. Prohibitions.

1-601. Classification may not be used to conceal violations of law, ineffi-
ciency, or administrative error, to prevent embarrassment to a person, organi-
zation or agency, or to restrain competition.

1-602. Basic scientific research information not clearly related to the
national security may not be classified.

1-603. A product of non,government research and development that does
not incorporate or reveal classified information to which the producer or
developer was given prior access may not be classified under this Order until
and unless the government acquires a proprietary interest in the product. This
Order does not affect the provisions of the Patent Secrecy Act of 1952 (35
U.S.C. 181-188).

1-604. References to classified documents that do not disclose classified
information may not be classified or used as a basis for classification. -

1-605. Classification may not be used to limit dissemination of informa-
tion that is not classifiable under the provisions of this Order or to prevent or
delay the public release of such information.

1-606. No document originated on or after the effective dat, of this
Order may be classified after an agency has received a request for the docu-
ment under the Freedom of Information Act or the Mandatory Review provi-
sions of this Order (Section 3-5), unless such classification is consistent with

this Order and is authorized by the agency head or deputy agency head.
Documents originated before the effective date of this Order and subject to
such a -request May not be classified unless such classification is consistent
with this Order and is authorized by the senior official designated to oversee
the agency information security program or by an official with Top Secret
classification authority. Classification authority under this provision shall be
exercised personally, on a document-by-document basis.

1-607. Classification may not be, restored to documents already declassi-
fied and released to the public under this Order or prior Orders.

SECTION 2. DERIVATIVE CLASSIFICATION.

2-1. Use of Derivative Classification.

2-101. Original classification authority shall not be delegated to persons
who only reproduce, extract, or summarize classified information, or who only
apply classification markings derived from source material or as directed by a
classification guide. • -

2-102. Persons who apply such derivative classification markings shall:
(a) respect original classification decisions;
(b) verify the information's current level of classification so far as practica-

ble before applying the markings; and
(c) carry forward to any newly created documents the assigned dates or

events for declassification or review and any additional authorized markings,
in accordance with Sections 2-2 and 2-301 below. A single marking may be
used for documents based on multiple sources.

2-2. Classification Guides.

2-201. Classification guides used to direct den i alive classification shall
specifically identify the information to be classified. Each classification guide
shall specifically indicate how the designations, time limits, markings, and
other requirements of this Order are to be applied to the information.
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2-202. Each such guide shall be approved personally and in writing by an
agency head listed in Section 1-2 or by an official with Top Secret classifica-
tion authority. Such approval constianes an original classification decision.

2-3. New Material.

2-301. New material that derives its classification from information classi-
fied on or after the effective date of this Order shall be marked with the
declassification date or event, or the date for review, assigned to the source
information.

2-302. New material that derives its classification from information classi-
fied under prior Orders shall be treated as follows:

(a) If the source material bears a declassification date or event twenty
years or less from the date of origin, that date or event shall be carried
forward on the new material. •

(b) If the source material bears no declassification date or event or is
marked for declassification beyond twenty years, the new material shall be
marked with a date for review for declassification at twenty years from the date
of original classification of the source material.

(c) If the source material is foreign government information bearing no
date or event for declassification or is marked for declassification beyond
thirty years, the new material shall be marked for review for declassification at
thirty years from the date of original classification of the source material.

SECTION 3. DECLASSTFIC.ATION AND DOWNGRADING.

3-1. Declassification Authority.

3-101. The authority to declassify or downgrade information classified
under this oF prior Orders shall be exercised only as specified in Section 3-1.

3-102. Classified information may be declassified or downgraded by the
official who authorized the original classification if that official is still serving'
in the same position, by a successor, or by a supervisory official of either.

3-103. Agency heads named in Section 1-2 shall designate additional
officials at the lowest practicable echelons to exercise declassification and
downgrading authority.
. 3-104. If the Director of the Information Security Oversight Office deter-
mines that information is classified in violation of this Order, the Director may
require the information to be declassified by the agency that originated the
classification. Any such decision by the Director may be appealed to the
National Security Council. The information shall remain classified until the
appeal is decided or until one year from the date of the Director's decision,
whichever occurs first.

3-105. The provisions of this Order relating to declassification shall also
apply to agencies which, under the terms of this Order, do not have original
classification authority but which had such authority under prior Orders.

3-2. Transferred Information.

3-201. For classified information transferred in conjunction with a trans-
fer of functions—not merely for storage purposes—the receiving agency shall
be deemed to be the originating agency for all purposes under this Order.

3-202. For classified information not transferred in accordance with Sec-
tion 3-201, but originated in an agency which has ceased to exist, each agency
in possession shall be deemed to be the originating agency for all purposes
under this Order. Such information may be declassified or downgraded by the
agency in possession after consulting with any other agency having an interest
in the subject matter.

3-203. Classified information transferred to the General Services Admin-
istration for accession into the Archives of the United States shall be declassi-
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fled or downgraded by the Archivist of the United States in accordance with.

this Order, the directives of the Information Security Oversight Office, and

the agency guidelines.
3-204. After the termination of a Presidential administration, .the Archivist

of the United States shall review and declassify or downgrade all information

classified by the President, the White House Staff, committees or commissions

appointed by the President, or others acting on the President's behalf. Such

declassification shall only be undertaken in accordance with the provisions of

Section 3-504.

3-3. Declassification Policy.

3-301. Declassification of classified information shall be given emphasis

comparable to that accorded classification. Information classified pursuant to

this and prior Orders shall be declassified as early as national security consid-

erations permit. Decisions concerning declassification shall be based on the

loss of the information's sensitivity with the passage of time or on the occur-

rence of a declassification event.
3-302. When information is reviewed for declassification pursuant to this

'Order or the Freedom of Information Act, it shall be declassified unless the

declassification authority established pursuant to Section 3-1 determines that

the information continues to meet the classification requirements prescribed in

Section 1-3 despite the passage of time. •
3-303. It is presumed that information which continues to meet the

classification requirements in Section 1-3 requires continued protection. In

some cases, however, the need to protect such information may be outweighed

by the public interest in disclosure of the information, and in these cases the

information should be declassified. When such questions arise, they shall be

referred to the agency head, a senior agency official with responsibility for

processing Freedom of Information Act requests or Mandatory Review re-

quests under this Order, an official with Top Secret classification authority, or

the Archivist of the United States in the case of material covered in Section 3-

503. That official will determine whether the public interest in disclosure

outweighs the damage to national security that might reasonably be expected

from disclosure.

3-4. Systematic Review for Declassification.

3-401. Classified information constituting permanently valuable records

of the Government, as defined by 44 U.S.C. 2103, and information in the

possession and control of the Administrator of General Services, pursuant to

44 U.S.C. 2107 or 2107 note, shall be reviewed for .declassification as it

becomes twenty years old. Agency heads listed in Section 1-2 and officials

designated by the President pursuant to Section 1-201 of this Order may

extend classification beyond twenty years, but only in accordance with Sections

3-3 and 3-402. This authority may not be delegated. When classification is

extended beyond twenty years, a date no more than ten years later shall be set

for declassification or for the next review. That date shall be marked on the

document. Subsequent reviews for declassification shall be set at no more

.than ten year intervals. The Director. of the Information Security Oversight

Office may extend the period between subsequent reviews for specific catego-

ries of documents or information.
3-402. Within 180 days after the effective date of this Order, the agency

heads listed in Section 1-2 and the heads of agencies Which had original

classification authority under prior orders shall, after consultation with the
Archivist of the United States and review by the Information Security Over-
sight Office, issue and maintain guidelines for systematic review covering
twenty-year old classified information under their jurisdiction. These guide-
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lines shall state specific, limited categories of information which, because of
their national security sensitivity, should not be declassified automatically but
should be reviewed item-by-item to determine whether continued protection
beyond twenty years is needed. These guidelines shall be authorized for use
by the Archivist of the United States and may, upon approval of the issuing
authority, be used by any agency having custody of the information. All
information not identified in these guidelines as requiring review and for
which a prior automatic declassification date has not been established shall be
declassified automatically at the end of twenty years from the date of original
classification.

3-403. Nothwithstanding Sections 3-401 and 3-402, the Secretary of
Defense may establish special procedures for systematic review and declassifi-
cation of classified cryptologic information, and the Director of Central Intelli-
gence may establish special. procedures for systematic review and declassifica-
tion of classified information concerning the identities of clandestine human
agents. These procedures shall be consistent, so far as practicable, with the
objectives of Sections 3-401 and 3-402. Prior to implementation, they shall be
reviewed and approved by the Director of the Information Security Oversight
Office and, with respect to matters pertaining to intelligence sources and
methods, by the Director of Central Inte11igene. Disappiiival of procedures by
the Director of the Information Security Oversight Office may be appealed to
the National Security Council. In such cases, the procedures shall not be
implemented until the appeal is decided.

3-404. Foreign government information shall be exempt from automatic
declassification and twenty year systematic review. Unless declassified earlier,
such information shall be reviewed for declassification thirty years from its
date of origin. Such review shall be in accordance with the provisions of
Section 3-3 and with guidelines developed by agency heads in consultation
with the Archivist of the United States and, where appropriate, with the
foreign government or international organization concerned. These guidelines
shall be authorized for use by the Archivist of the United States and may,
upon approval of the issuing authority, be used by any agency having custody
of the information.

3-405. Transition to systematic review at twenty years shall be implement-
ed as rapidly as practicable and shall be completed no more than ten years
from the effective date of this Order.
3-5. Mandatoy Review for Declassification.

3-501. Agencies shall establish a mandatory rev.iew procedure to handle
requests by a member of the public, by a government employee, or by an
agency, to declassify and release information. This procedure shall apply to
information classified under this Order or prior Orders. Except as provided in
Section 3-503, upon such a request the information shall be reviewed for
possible declassification, provided the request reasonably describes the infor-
mation. Requests for declassification under this provision shall be acted upon
within 60 days. After review, the information or any reasonably segregable
portion thereof that no longer requires protection under this Order shall be
declassified and released unless withholding is otherwise warranted under
applicable law.

3-502. Requests for declassification which are submitted under the provi-
sions of the Freedom of Information Act shall be processed in accordance with
the provisions of that Act.

3-503. Information less than ten years old which was originated by the
President, by the White House Staff, or by committees or commissions ap-
pointed by the President, or by others acting on behalf of the President,
including such information in the possession and control of the Administrator
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from the provisions of Section 3-501. Such information over ten years old
shall be subject to mandatory review for declassification. Requests for manda-
tory review shall be processed in accordance with procedures developed by
the Archivist of the United States. These procedures shall provide for consul-
tation with agencies having primary subject matter interest. Any decision by the

Archivist may be appealed to the Director of the Information Security Over-
sight Office. Agencies with primary subject matter interest shall be notified
promptly of the Director's decision on such appeals and may further appeal to
the National Security Council through the process set forth in Section 3-104.

3-504. Requests for declassification of classified documents originated by

an agency but in the possession and control of the Administrator of General
Services, pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the
Archivist to the agency of origin for processing in accordance with Section 3-
501 and for direct response to the requestor. The Archivist shall inform
requestors of such referrals. • .

3-505. No agency in possession of a classified document may, in response
to a request for the document made under the Freedom of Information Act or
this Order's Mandatory Review provision, refuse to confirm the existence or
non-existence of the document, unless the fact of its existence or non-exis-
tence would itself be classifiable under this Order. • • . •

3-6. Downgrading • • , • ' "' '

3-601. Classified information that is marked for automatic downgrading is
downgraded accordingly without notification to holders.

3-602. Classified information that is not marked for automatic downgrad-
ing may be assigned a lower classification designation by the originator or by
other _authorized officials when such downgrading is. appropriate. Notice of
downgrading shall be provided to holders of the information to the extent
practicable. • •

SECTION 4. SAFEGUARDING.

4-1. General Restrictions on Access.

4-101. No person may be given access to classified information unless
that person has been determined to be trustworthy and unless access is
necessary for the performance of official duties.

4-102. All classified information shall be marked conspicuously to put
users on notice of its current classification status and, if appropriate, to show
any special distribution or reproduction restrictions authorized by this Order.

4-103. Controls shall' be established by each agency to ensure that classi-
fied information is used, processed, stored, reproduced, and transmitted only
under conditions that will provide adequate protection and prevent access by
unauthorized persons.

4-104. Classified information no longer needed in current working files
or for reference or record purposes shall be processed for appropriate disposi-
tion in accordance with the provisions of Chapters 21 and 33 of Title 44 of
the United States Code, which governs disposition of Federal records.

4-105. Classified information disseminated outside the Executive branch
shall be given protection equivalent to that afforded within the Executive
branch.

4-2. Special Access Programs.

4-201. Agency heads listed in Section 1-201 may create special access
programs to control access, distribution, and protection of particularly sensi-
tive information classified pursuant to this Order or prior Orders. Such pro-
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grams may be created or continued only by written direction and only by
those agency heads and, for matters pertaining to intelligence sources and
methods, by the Director of Central Intelligence. Classified information in •
such programs shall be declassified according to the provisions of Section 3.

4-202. Special access programs may be created or continued only on A
specific showing that: -• -a • • • • - •••

(a) normal management and safeguarding procedures are not sufficient to
limit need-to-know or access;

(b) the number of persons who will need access will be reasonably small
and commensurate with the objective of providing extra protection for the
information involved; and -

(c) the special access controls balance the need to protect the information
against the full spectrum of needs to use the information.

4-203. All special access programs shall be reviewed regularly and, except
those required by treaty or international agreement, shall terminate automati-
cally every five years unless renewed in accordance with the procedures in
Section 4-2.. . - .t. . ..,• . .

4-204. Within 180 days after the effective date of this Order, agency
heads shall review all existing special access programs under their jurisdiction
and continue them only in accordance with the procedures in Section 4-2.
Each of those agency heads shall also establish and maintain a system of
accounting for special access programs. The Director of the Information Secu-
rity Oversight Office shall have non-delegable access to all such accountings.

4-3. Access by Historical Researchers and Former Presidential Appointees.
• . . !• • •. ,

. . 4-301. The requirement in Section 4-101 .that access to classified infor-
mation may be granted only as is necessary for the performance . of official
duties may be waived as provided in Section 4-302 for persons who: . ,

- (a) are engaged in historical research_projects, or ..• ,
(b) previously have occupied policy-making positions to Which they were

appointed by the President. •
4-302. Waivers under Section 4-301 may be granted only if the agency

with jurisdiction over the information: , .
(a) makes a written ,determination that access is consistent with the inter-

ests of national security;
(b) takes appropriate steps to ensure that access is limited to Specific

categories of information over which that agency has classification jurisdiction;
(c) limits the access granted to former Presidential appointees to items

that the person originated, reviewed, signed or received while serving as a
Presidential appointee.

4-4. Reproduction Controls.
•

4-401. Top Secret documents may not be reproduced without the consent
of the originating agency unless otherwise marked by the originating office.

4-402. Reproduction of Secret and Confidential documents may be re-
. stricted by the originating agency.

4-403. Reproduced copies of classified documents are subject to the same
accountability and controls as the Original documents.

4-404. Records shall be maintained by all agencies the: reprociuce paper
copies of classified documents to show the number and distribution of repro-
duced copies of all Top Secret documents, of all documents covered by
special access programs distributed outside the originating agency, and of all
Secret end all Confidential documents which are marked with special dissemi-
nation and reproduction limitations in accordance with Section 1-506.

‘:.-403. Sections 4-401 and 4-402 shall not restrict the reproduction of
documents for the purpose of facilitating review for declassification. However,
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ox General Services pursuant to 4-1 U.S.G. 2107 or 210i note, is exempted
from the provisions of Section 3-501. Such information over ten years old
shall be subject to mandatory review for declassification. Requests for manda-
tory review shall be processed in accordance with procedures developed by
the Archivist of the United States. These procedures shall provide for consul-
tation with agencies having primary subject matter interest. Any decision by the
Archivist may be appealed to the Director of the Information Security Over-
sight Office. Agencies with primary subject matter interest shall be notified
promptly of the Director's decision on such appeals and may further appeal to
the National Security Council through the process set forth in Section 3-104.

3-504. Requests for declassification of classified documents originated by
an agency but in the possession and control of the Administrator of General
Services, pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the
Archivist to the agency of origin for processing in accordance with Section 3-
501 and for direct response to the requestor. The Archivist shall inform
rrquestors of such referrals. • • . . .

3-505. No agency in possession of a classified document may, in response
to a request for the document made under the Freedom of Information Act or
this Order's Mandatory Review provision, refuse to confirm the existence or
non-existence of the document, unless the fact of its existence or non-exis-
tence would itself be classifiable under this Order. 1r r

3-6. Downgrading. •
•

3-601. Classified information that is marked for automatic downgrading is
downgraded accordingly without notification to holders.
. 3-602. Classified information that is not marked for automatic downgrad-

ing may be assigned a lower classification designation by the originator or by
other .authorized officials when such downgrading is' appropriate. Notice of
downgrading shall be provided to holders of the information to the extent
practicable. ' - -

SECTION 4. SAFEGUARDING.

4-1. General Restrictions on Access.

4-101. No person may be given access to classified information unless
that person has been determined to be trustworthy and unless access is
necessary for the performance of official duties.

4-102. All classified information shall be marked conspicuously to put
users on notice of its current classification status and, if appropriate, to show
any special distribution or reproduction restrictions authorized by this Order.

4-103. Controls shalr be established by each agency to ensure that classi-
fied information is used, processed, stored, reproduced, and transmitted only
under conditions that will provide adequate protection and prevent access by
unauthorized persons.

4-104. Classified information no longer needed in current working files
or for reference or record purposes shall be processed for appropriate disposi-
tion in accordance with the provisions of Chapters 21 and 33 of Title 44 of
the United States Code, which governs disposition of Federal records.

4-105. Classified information disseminated outside the Executive branch
shall be given protection equivalent to that afforded within the Executive
branch.

4-2. Special Access Programs.

4-201. Agency heads listed in Section 1-201 may create special access
programs to control access, distribution, and protection of particularly sensi-
tive information classified pursuant to this Order or prior Orders. Such pro-
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sucn rep ocluccu documents that remain classified atter review must be de-
.stroyed after they are used.

SECTION 5. IMPLEMENTATION AND REVIEW.

5-1. Oversight.

5-101. The National Security Council may review all matters with respect
to the implementation of this Order and shall provide overall policy direction
for the information security program.

5-102. The Administrator of General Services shall be responsible for
implementing and monitoring the program established pursuant to this Order.
This responsibility shall be delegated to an Information Security Oversight
Office.

5-2. Information Security Oversight Office.

5-201. The Information Security Oversight Office shall have a full-time
Director appointed by ihe Administrator of General Services subject to ap-
proval by the President. The Administrator also shall have authority to ap-
point a staff for the Office.

5-202. The Director shall:
(a) oversee agency actions to ensure compliance With this Order and

implementing directives;
(b) consider and take action on complain.; and suggestions from persons

within or outside the Government with respect to the administration of the
information security program, including appeals from decisions on declassifi-
cation requests pursuant to Section 3-503;

(c) exercise the authority to declassify information provided by Sections
3-104 and 3-503;

(d) develop, in consultation with the agencies, and promulgate, subject to
the approval of the National Security Council, directives for the implementa-

tion of this Order which shall be binding On the agencies;

(e) report annually to the President through the Administrator of General
Services and the National Security Council on the implementation of this
Order;

(f) review all agency implementing regulations and agency guidelines for
systematic declassification review. The Director shall require any regulation or
guideline to be changed if it is not consistent with this Order or implementing
directives. Any such decision by the Director may be appealed to the National
Security Council. The agency regulation or guideline shall remain in effect
until the appeal is decided or until one year from the date of the Director's
decision, whichever occurs first.

(g) exercise case-by-case classification authority in accordance with Section
1-205 and review requests for original classification authority from agencies or
officials not granted original classification authority under Section 1-2 of this
Order, and

(h) have the authority to conduct on-site reviews of the information
security program of each agency that handles classified information and to
require of each agency such reports, information, and other cooperation as
necessary to fulfill his responsibilities. If such reports, inspection, or access to
specific categories of classified information would pose an exceptional national

• security risk, the affected agency head may deny access. The Director may
appeal denials to the National Security Council. The denial of access shall
remain in effect until the appeal is decided or until one year from the date of
the denial, whichever occurs first.
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5-3. Interagency Information Security Committee.

5-301. There is established an Interagency Information Security Commit-
tee which shall be chaired by the Director and shall be comprised of represent-
atives of the Secretaries of State, Defense, Treasury, and Energy, the Attorney
General, the Director of Central Intelligence, the National Security Council,
the Domestic Policy Staff, and the Archivist of the United States.

5-302. Representatives of other agencies may be invited to meet with the
Committee on matters of particular interest to those. agencies.

5-303. The Committee shall meet at the call of the Chairman or at the
request of a member agency-and shall advise the Chairman on implementation
of this order.

5-4. General Responsibilities.

5-401. A copy of any information security regulation and a copy of any
guideline for systematic declassification review which has been adopted pursu-
ant to this Order or implementing directives, shall be submitted to the Infor-
mation Security Oversight Office. To the extent practicable, such regulations
and guidelines should be unclassified.

5-402. Unclassified regulations that establish agency information security
policy and unclassified guidelines for systematic declassification review shall be
published in the FEDERAL REGISTER. . ,

5-403. Agencies with original classification authority shall promulgate
guides for security classification that will facilitate the identification and uni-
form classification of information requiring protection under the provisions of
this Order.

5-404. Agencies which originate or handle classified information shall:
(a) designate a senior agency official to conduct an active oversight pro-

gram to ensure effective implementation of this Order;
(b) designate a senior agency official to chair an agency committee with

authority to act on all suggestions and complaints with respect to the agency's
administration of the information security program;

(c) establish a process to decide appeals from denials of declassification
requests submitted pursuant to Section 3-5;

(d) establish a program to familiarize agency and other personnel who
have access to classified information with the provisions of this Order and
implementing directives. This program shall impress upon agency personnel
their responsibility to exercise vigilance in complying with this Order. The
program shall encourage agency personnel to challenge, through Mandatory
Review and other appropriate procedures, those classification decisions they
believe to be improper;

(e) promulgate guidelines for systematic review in accordance with Sec-
tion 3-402;

(f) establish procedures to prevent unnecessary access to classified infor-
mation, including procedures which require that a demonstrable need for
access to classified information is established before initiating administrative
clearance procedures, and which ensures that the number of people „granted
access to classified information is reduced to and maintainedat the minimum
number that is consistent with operational requirements and needs; and

(g) ensure that practices for safeguarding information are systematically
reviewed and that those which are duplicative or unnecessary are eliminated,

5-405. Agencies shall submit to the Information Security Oversight Office
such information or reports as the Director of the Office may find necessary to
carry out the Office's responsibilities.
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5-5. Administrative Sanctions.

5-501. If the Information Security Oversight Office finds that a violation
of this Order or any implementing directives may have occurred, it shall make

a report to the head of the agency concerned so that corrective steps may be

taken.
5-502. Officers and employees of the United States Government shall be

subject to appropriate administrative sanctions if they:
(a) knowingly and willfully classify or continue the classification of infor-

mation in violation of this Order or any implementing directives; or
(b) knowingly, willfully and without authorization disclose information

properly classified under this Order or prior Orders or compromise properly

classified information through negligence; or
(c) knowingly and willfully violate any other provision of this Order or

implementing directive.
5-503. Sanctions may include reprimand, suspension without pay, remov-

al, termination of classification authority, or other sanction in accordance with

applicable law and agency regulations.
5-504. Agency heads shall ensure that appropriate and prompt corrective

action is taken whenever a violation under Section 5-502 occurs. The Director

of the Information Security Oversight Office shall be informed when such

violations occur.
5-505. Agency heads shall report to the Attorney General evidence re-

flected in classified information of possible violations of Federal criminal lais

by an agency employee and of possible violations by any other person of those

Federal criminal laws specified in guidelines adopted by the Attorney General.

SECTION 6. GENERAL PROVISIONS.

6-1. Definitions.

6-101. "Agency" has the meaning defined in 5 U.S.C. 552(e).
6-102. "Classified information" means information or material, herein

collectively termed information, that is owned by, produced for or by, or

under the control of, the United States Government, and that has been

determined pursuant to this Order or prior Orders to require protection

against unauthorized disclosure, and that is so designated.
6-103. -Foreign government information" means information that has

been provided to the United States in confidence by, or produced by the

United States pursuant to a written joint arrangement requiring confidentiality

with, a foreign government or international organization of governments.

6-104. "National security" means the national defense and foreign rela-

tions of the United States.
6-105. "Declassification event" means an event which would eliminate the

need for continued classification.

6-2. General.

6-201. Nothing in this Order.shall supersede any.requirement made by or

under the Atomic Energy Act of 1954, as amended. "Restricted Data" and

information designated as "Formerly Restricted Data" shall be handled, pro-

tected, classified, downgraded, and declassified in conformity with the provi-

sions of the Atomic Energy Act of 1954, as amended, and regulations issued

pursuant thereto.
6-202. The Attorney General, upon request by the head of an agency, his

duly designated representative, or the Director of the Information Security
Oversight Office, shall personally or through authorized representatives of the
Department of Justice render an interpretation of this Order with respect to
any question arising in the course of its administration.
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6-203. Executive Order No. 11652 of Mareh 8, -1972. as amended by
Executive Order No. 11714 of April 24, 1973, and as further amended by .
Executive Order No. 11862 of June 11, 1975, and the National Security
Council Directive of May 17, 1972 (3 CFR 1085 (1971-75 Comp.)) are re-
voked.

6-204. This Order shall become effective on December 1, .1978, except
that the "functions of the Information Security Oversight Office specified in
Sections 5-202(d) and 5-202(1) shall be effective immediately and shall be
performed in the interim by the Interagency Classification Review Committee
established pursuant to Executive Order No. 11652.

THE WHITE HOUSE,

June 28, 1978.

[FR Doc. 78-18505 Piled 6-29-78; 4:18 pm]

EDITORIAL Nom: The President's statement of June 29, 1978, on issuing Executive Order
12065, is printed in the Weekly Compilation of Presidential Documents (vol. 14, No. 26).
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71i16 32—National Nolense

WAFTER XX--INTZRAGENCY CLAS-

ZIFICATION R2VIEW COMMITTEE A
It

(Directive No. 11

INFORMATION SECURITY OVERSIGHT

OFFICE

Notional Socurity Information

AGENCY: Interagency Classification
Review Committee (ICI1C).

ACTION: Implementing directive.

SUMMARY: The Interagency Classifi•
cation Review Committee is publishing
this directive to implement Executive
Order 12065. relating to the classifica-
tion. downgrading. declemificalion and
safeguarding of national security In-
formation. This directive was ap-
proved by the National Security Coun-
cil for publication and issuance on
September 29, 1078. The Executive
order is intended to Increase openness
in Government by limiting classifica-
tion and accelerating declassification
but at the same time, providing im-
proved protection against unauthor-
ised disclosure for that information
that requires such protection in the
interest of national security. This di-
rective sets forth guidelines to agen-
cies on original and derivative classifi-
cation, downgrading. declassification
and safeguarding of national security
information.

EFFECTIVE DATE: December 1,
1978.

FOR FURTHER. INFORMATION
CONTACT:

Robert W. Wells, Executive Director,
'CRC Telephone: 202-724-1578.

SUPPLEMENTARY INFORMATION:
This directSve is issued pursuant to the
provisiorts'of section 6-204 of Execu-
tive Order 12085. The purpose of the
directive is to assist in the Implemen-
tation of Executive Order 12085. and
users of the directive shall refer con-
currently to the Executive order for
guidance.
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1. ORIGINAL CLASSIFICATION

A. Definition. -Original classifica-
tion" as used in the order means an
initial determination that information
requires protection against unauthor-
ized disclosure in the interest of na-
tional security. and a designation of
the level of classification Ilia
B. Chassificution authority. Iii he

absence of an authorized classilicr.
anyone designated to Oct in that per-
son's absence may exercise the classi-
fier's authority (
C. Request for ch.:W.:cation (Iuthori-

ty. Requests for original classification
authority for seemly. not listed in sec-
tion 1-2 of the order shall be submit-
ted to the President through] the In-
formation Security Oversight Office.
Requests shall include: illThe desig-
nation of the officials for whom or po-
sitions for which authority is sought.
(2) the level of authority requested.
and 131 the justification for such re.
clut,tts. Including a description of the
type of information that is anticipated
to require original classification 11-21.
D. Record requirements. Agencies

and officials granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a current
listing, by classification designation, of
indivicluala to whom or positior-s to
which original classification authority
has been delegated 1.1-21.
E. Classification procedure. Except

a.s provided in section 1 :103 Of the
order, the fact that the information
concerns one or inure of tile qualifying
criteria or categories of inf urination

.Parenthencrit references are to ri•Intrrl
sections o! 'Executor flrilt.r 121105

-shall not create any presumption as to
whether the information meets the
(hold, I 302 and I 303].

F'orcwhi government informa-
lion. -I. Identification. "Foreign gov•
ernment inlortnat ion" is:
a lona:nation firovid.'d to the

United St ales by a foreign government
ni looal organization Ill poi:-
eminent:. in the expectation. express
or implied. that the information is to
be kept in roof ictenee; tr
b. Inforination produced by the

.States pursuant to a written
Joint arrangement with a foreign gov-
i•rttriimit or international id gat...at:on
of governments requiring that either
the information or the arrangement.
or both, be kept In confidence. Such a
written tiiint arrangement may be t.t.i•
clenced by an exchange of letters. a
Inr•inorandllin of understanding. or
other written record 11-303 and 6-1031.
- 2. Duration of classification. Unless
the itilidelines developed pursuant to
section 3-404 of the order or other
guideline,: prescribe dates or melds for
declassification or for review for de-
claal f kat ion:
a. Foreign government inform:10On

shall noi be assigned a dale or event
for automatic declassification unless
such is specified or agreed to by the
forvign government or international
organization of governments.

b. Poreign government informatirM
classified after the effective date of
Iii- order shall be 0SI,iflltd a date for
review for declassification op to 30
years from the tune the information
was classified or acquired. II 402 and
3.4041.

C;. Standard identification and
MG FA Mil:, Al its- tittle lif lif Winal
sificatims the following ahall be
shown on the 1:0e of papm copies of
all classified documents:

I. Identity of classifier. The Went it y
of Um classifier,. unless also the signer
or apPro,er of the document. shall be
shown Oil R "classified by" line; e.g..
"Classified by John Doe- or "Cla,i•
fled by Director, XXX" (1 501(a».
2. Date of classification arid office of

ongin. The date and Othcc of origin
on a document at the time of its origi-
nation may be considered Ole date (if
classification and identification of the
office of origin Ii 501(b)).
3. Dale or event for dee/asst./tea/Ion

OT review. The date for automatic de-
classification or for declassification
review shall be shown on a "deciassaY
on" or a "re-view for deelaasification
on line. e.g.. "Declassify on 1 Noviim•
her 1984: "Declassify on comPletion
of St ate visit." or "Review for deeltts,i•
first ion 011 I No, ern ber 1998" t
5011eD.
I. Downgrading markings When it

is determined (e.g., in a fla,salCat
aliide I that a elaasified document
should be downgraded toltorriatically
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al a certain date or upon a certain
event. that date or event shall be re-
corded on the face of the document
e.g. -Downgraded to Secret on 1 No-
vernber 1990" or "Downgraded to Con-
! idential on 1 December 1985"

5. Identity of extension authority.
The Identity of the official who autho-
rm, a date for cleclassificrittrill or for
review for decd....saltation that is more
than 6 years beyond the date of the
clocurrient's classification shall be
shown on the document_ unlesar that
official also is the classifier. signer. Or
approver of the document. This niarle.
trig shall be shown substantially as lot-
first: "Extended by- 'Insert name or
title- of ',cad ion of agency head or Top
Secret classification authority)" (I-
5021.
6. Reason .for extension. When elavil-

()cation as extended beyOnd 6 years,
the reason shall be stated on the doe.
ment either in narrative form or by
refen-nce to an agency regulation that
states the reason for extension in nar-
rative form. The reason shall be
shown substantially as follows:
"Reason for extension: 'State reason
or applicable referent-et" (1-5021. •
7 Overall and page marking of docu-

ments. The overall classification of a
document shall be marked. stamped.
or affixed permanently at the top and
bottom of the outside of the front
rover if any,. on the title page If
anyt on the first page, and on the out-
side of the bail...cover tif itnY). Each,
interior page of a classified documerit
shall be marked or stamped at the fop
arid bottom either according to the
highest clacsifiration of the content of
the pare. including the designation
-Pnelaastfied" a hen appropriate. or
acrortling to the highest ea erall class,
(nation of the- document, In any ram.
the classification marking of the page
shall not supersede the classification
marking of portions of the page
irian kid with !otter let eta of classifica-
tion (1-501sctO.
8. Subyci and titles. Whenever prays

tirablv. subjects and titles shall be se-
lected no OS not to require classifica-
tion. When the subject or title Ls claw-
sifted. an unclassified identifier may
be assigned to facilitate receipting and
reference (1-5i.
P Mandatory portion marking. Clas-

sifiers shall identify the level of classi-
fication of each classified portion of a
document (including subjects and
tit les /. and those port ions that are not
ciwilied. Portion marking shall be ac-
complished by placing a parenthetical
designator immediatvis Preceding or
folios tog the text that it got erns. The
stmts.'s ',TS,' for top secret. "(St"
tor secret. "iCe' for confidential. and
' (1.i- for unclassified shall be used for
this purpose. If indivtdual portion
marking IN impracticable. the docu-
ment shall contaln a descrtOtton surf.-
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dent to Identity the inforination that
clas.sified and the level of such etas-

sifteation. A %loser of the portion
marking rectiireinent mat Ise granted
by the Director of the Information Se-
curity Oversight Oita, Iteiniests for
such waivers shall be made by the
head of an agency or designee to the
Director and shall include: at !denial
cation of the information or classes of
documents for which such waiver Is
taught, (Di a detailed explanation of
why the waiver should be granted. ect
the agency's best Judgment as to the
anticipated dissemination of the inlor
million or class of documents for
which waiver is snitch!. and id, the
extent to which the information soh.
Jeet to the waiver nosy fort. it basis for
elassificatiott of other documents It
5041.
10. Material other than documents.

The classification and associated
markings prescrIbied by this directive
of documents shall, where tit tulles/de,
be affixed to material other than doe-
umenta by stamping, tagging. or other
means. If this is not practitable, recap!
ents shall be made aware of the davit
firatIon and associated markings by
notification or other means as pre.
scribed by the agency I-5L

11. Trans/111,1a/ documents. A trails.
mittal document shall indicate on its
face the highest classification of the
information transmitted by II and the
classification. if any. Of 111, transmit
tat document. For exaniple. sin (ludas
sifted transmittal document slatiold
bear a floulti011 St1IX:171111 ialiY itS till
lows. "thicliessif led When Classilicd
Enclosure Is Detached" if 51.

12. Marking' foreign got ernment III
tit'-nlitl flail. EXCI•Ill. Ill 1.11,;.•

aht•re such markings would reveal in
telligerice Information. foreign govern-
ment- Information incorporated in
United States documents shall. when-
ever practicable. be Identified In such

its to ensure that the foreign
government ut 0111011 1011 is riot dicta%
sified prematurely or made accessible
to nationals Of a third country without
consent of the originator. Documents
classified by a. foreign government or
an international organization of gov-
ernments shall. If the foreign classifi-
cation is not in English. be marked
with the equivalent U.S. classification.
Foreign government information not
classified by a foreign guti•rnment or
an international organization of gov-
ernments but provided to the Uttited
States in confidence by a foreign goy.
ernment or by an international organ'
78tion of governments shall be classi-
fied at an appropriate letel and shalt
be marked with the U.S. classification
accordingly (1.51.
H. Additional martanot required. In

andaion to the marking requirements
in paragraph (l. the billoaing mark•
togs shall. as appiopriatc, (Itsplayed

prominent ly on classified information.
When display of these additional
niarkiregs is not practicable, their ap-
plicability to the information shall be
included in the written notification of
1 he ie.-sign. it t I 5i.

I. R.! ruled data or formerly rS-
stricied dula. Fur classified inform-1i,
lion row:oiling restricted 1141 Or for;
inerly restricted data as defined in the
Atomic Energy Art of 1954. as amend-
ed. such markings asoDnay Is. nre•
sertlied by the Department. ol EliergY

regtilattons Issued pursuant to the
act shall be applied.

2. Intelligence sources and methods
information. For cla-ssified inhirma•
lion involving intelligence sources or
met hods. "Warning Notice • Intelli-
gence Sources and Methods Involved".
3. Dissemination and reproduction

not.u'. For classified information that
the- originator ha; determined. pursu-
ant to section 1-506 of the order,
should be subject to special dissemina-
tion or reproduction limitations. or
both. n statement placing the user on
notice of the restrictions shall he in.
chided in the text of the document or
on Its cover sheet; e.g. "ReOrtgliirtmn
requires approval of originator," or
"Further dissemination only as direct-
ed by (Insert appropriate office or of-
ficial)" I ,506t.

I. Abbreviations. Cla-,if mil docu-
ments that are tranamitted electrically-
may be marked with abbreviations or
codes in a single line to satialy the re-
quirements of i•acti subsection of para-
graphs 0 loaf 11 in It manner consist-
ent wil h economic and eflitaidit use of
elertrical systeens, pro-
vided that the full text represented by
eacII such Odor, iittion or code and sts
relation ii each subsection of Para-
apt, Ci and II ks readily mailable to

each t•xpeeted useir of the classified
documents itf fected.

II. DERIVATIVE CLANSIFICATION

A. Definition. "Derivative classifica-
tion" as used in the order means a de-
termination that information is in sub-
stance the same as infortnation that is
currently classifted. and a designation
of the level of classification 12.11.
B. Responsibility. Derivative applica-

tion of classification markings is a re-
sponsibility of those who incorporate,
paraphrase, restate, or ger.erate in
new form information that is a1ready
ria.silied, and of those who apply
markings in accorthuire with instruc-
tions from itit authorized cia,sifier or
in accordance- anti an authorized-Oa,
sification guide. Persons aho apply dc-
rivatIve classification markings should
Lake care to determine whether their
paraphrasing. restating. or summariz-
ing of classified information has re-
moved the basis for classification.
Where checks with originators or
other appropriate motor-ay. show that
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no classification or a lower classifies;
lion than originally assigned is appro-
priate. the derivative document shall
be issued as unclassified or shall be
marked appropriately 12-101 and 2-
102).
C. Marking derivatively classified

documents. Paper copies of derivative-
ly classified documents shall be
marked at the time of origination as
follows:

1. The classification authority shall
be shown on a "classified by" line; e.g..
"Classified by (Insert identity of clas-
sification guide)" or "Classified by
(Insert source of original classifier,
lion)." If the classification Is derived
from more than one source, the single
phrase "multiple sources" may be
shown, provided that identification of
each such source Is maintained wilt)
the file or record copy of the docu-
ment (2-102(c));
2. The Identity of the office original.-

frig the derivatively classified docu-
ment shall be shown on the face of the
document (2-102):
3. Dates or events for declassIflea-

tion or review shall be carried forward
from the source material or classifica-
tion guide and shown on a "declassify
on" or "review for declassification on
line. If the classification Is derived
from more than one source, the latest
date for declassification or review ap-
plicable -to the various source materi-
als shall be applied to the new infor-
mation (2-102(c));
4. The classification marking provi-

sions of sections LC. 7 through 9 and
LG. 12 are also applicable to deriva-
lively classified documents (2-102(c));
5. Any additional marking under sec-

tion III. of this directive appearing on
the source material shall be carried
forward to the new material when ap-
propriate (2-102(e)): and
6. Any abbreviation or code permit-

ted under section I. I. of this directive
may be applied to derivatively classi-
fied documents.
D. ClassificaIton guide3.-1. Require-

merles Classification guides issued
pursuant to section 2-2 of the order
shall:
a. Identify the information to be

protected. using categorization to the
extent necessary to insure that the in-
formation involved can be identified
readily and uniformly (2-201);
b. State which of the classification

designations (i.e.. top secret, secret, or
confidential) applies to the informa-
tion (2-201);
c. State the duration of classification

In terms of a period sf time or future
es rot. When such duration is to
exceed 6 years. the reason for such ex-
tension shall be provided in the guide.
Nos/ever. If the inclusion of classified
reasons would result in a level or clas.
sifirat ion for a guide that would Inhib•
It its desirable arid required dissernina-

RULES AND REGULATIONS

Lion. those reasons need be recorded
only on or with t he, record copy of the
guide 12 2011, and
d. Indicate how the designations,

time limits, markings, anti other re.
quirements of the ostler and ()Hs dire,
live are to be applied. or make spiTifie
reference to agency regulations that
provide for aunt application (2 201).
2. Rertetr and record requirements.

Each classification guide shall be kept
current rind shall be reviewed at lero:t
once every 2 years. leach agency shall
maintain list or all its classification
guides In current use 12 2).

DECLASSIriCATION AND
Dowmaistiine,

A. Record requirement, Agencies
and officials granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a record
of individuals or positions designated
as declassification authorities pursu-
ant to section 3-103 of the order 13-
103).
B. Declassification policy. In making

determinations under section 3-303 of
the order, officials shall respect the
intent of the order to protect foreign
government Information and confiden-
tial foreign sources (3-303).
C. Systematic RCHCIP foe Derlassiti-

cation.-1. Systematic review guide-
lines.
a. US. originated information. Sys-

tematic review guidelines shall be kept
current through review at least every
2 years, unless earlier resit, for revi-
sion is requested by the Archivist of
the United States 13 4021.

b. Foreign government information.
Within 1 year after the effective date
of the order, heads of affected fleets
cies shall, In consultation with the Ar-
chivist and in accordance with the pro.
visions of section 3-404 of the order,
develop systemittle review guidelines
for 30-year-old foreign government In-
formation. These guidelines shall lie
kept current through review by
agency heads at least once every 2
years, unless earlier review for revision
Is requested by the Archivist of the
United States. A copy of these guide-
lines and any revisions thereto shall
be furnished to the Information Secu•
rity Oversight Office. Upon request,
the Department of State shall provide
advice and such assistance as is neces-
sary to effect foreign government co.
ordination of the guidelines 13-4041.

2. Systematic review procedures. - a.
Scheduling for systematic review. Clas-
sified nonpermanent records that are
scheduled to be retained for more
than 20 years need not be systemati-
cally reviewed but shall be reviesed
for declassification upon request.
Within GO days of the effective date of
the order, heads of agencies and offi•
dials designated by the President pur•
suant to siTtion I 2 of the order shall

direct that all classified records 2
years old or °Icier, uhet her held ii
storaee areas by the acescy or in Pest
eral records centers. be survey,' t•
identify those that refilim. schethilin.
for future disposti ion. Suer. seller:ohm
shall be accomplished within 2 year
rd the t•ffective date of the order
401).

b., Extending efasrs/icafion ape .
i'oreign ,211.111mrnl infor

fruition. Aerney heaak listed in see-hot
I 2 and officials designated by thi
President pursuant to serdion 1-201 h
the order may extend the classifirs,
Non of foreign rovernment intorma
Non beyond 31) years, trot only in ae
corcianre air ii sections 3 3 and 3 41)4
This nothordy may not he dritT;i1cti
WI ClatiSifiCaiiMi eXicral..,
'beyond 30 sears• n date no more that
10 years later shall be set for declassi
fleation or for the next review*. Subse•
quent reviews for declassification shall
be set at no more than 10-year inter-
vals 13-4041.
(2) Waivers of further review. Heads

of agencies listed in section 1-2 and of-
ficials designated by the President
pursuant to section I 201 of the order
may request from the Director of ttic
Oversight Office a waiver of the. 10-
year review requirement for both U.S.-
originated arid foreign government in-
formation. Such requests shall inchitte
a personal certification by the agency
head that the classified information
for uhich the waiver is sought has
been systeniatically revii.wed vs re•
noised. nod that a definitive date for
declassification totlid not hr deter-
mined. Walsers should not be request •
ed unless the re-stills iii he retie,
have emahlit.heil nit Identifiable need
to continue classification lor a period
In exeess of 20 additional years. Each
request shall include a recommended
date or event for subsequent review or
automatic. declassification 13-4011.
c. AssiNtauce to the Arch. ist...ill

The head of each agency shall desig-
nate experienced personnel to assist
the Archivist of the United States in
the systematic review of 20-yrar•old
U.S.-originated Information and 30-
year-old foreign government informa-
(ion accessioned Into the National Ar•
chives of the United States. Such per-
sonnel shall:
(a) Provide guidance and assistance

to National Archives employees in
Identifying mid separating documents
and specific categories of information
within documents that are deemed to
require cont inued classification: and
(b) Submit to the head of the agency

recommendations for continued cuss-
((cation that identify documents or
specific catt.gories of information so
separated.
12) The head of the arency shall

then make Die cieterniinat ions person-
ally and in ',riling reC11111,1 Under SIT.
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than 3-401 of the order iss to which
documents or categories of inform-
Pon require continued protection. The
agency shrill inform the Archivist of
the United States of this deterrnina.
Orin (3-41.
d Spectral procedures. Special proce-

dures for systematic review and declas-
siftcation of classified cryptologic in-
formation and classified information
concerning the Identities of clandes-
tine limn,M'i agents promulgated in ac•
cordance with the provisions of section
3-403 of the order shall be binding on
ali agencies (3 4031.

e_ Forman relations srrtes. In order
to permit the editors of foreign relft-
tliilis of the United States to meet
their mandated foal of publishing '20
sears after the event, heads of depart-
nieriLs and agencies are requested to
assist t lie editors in the Department of
Stale by factlitating access to appro-
priate classified materials In their cus-
tody and by expediting declassification
resiew of items from their files select-
ed for publication (3-4L
D. Procedures for mandatory declas-

sification reeteta.
I. V.S.-origtriated information.-9..

Action on an initia: request. Each
Acency shall designate, in its imple•
meriting regulations publtshed in the
FEDER.. Hseismi. offices to which re-
quests for mandatory review for dc.
elassifimition may be directed. Upon
request for declassifieation pursuant
to section 3-5 of the order. agencies
shall apply the following procedures:
iiiThe designated offices shall ac-

Enos ledge receipt of the request.
Wrieneser is request does not rea•

sonably describe the information
soug ht. the request or shall be notified
that unless additional information Ls
nnis tiled or the scope of the request Is
narrowed. no further action will be un-
dertaken (3.501).

t. Word:a/ion in the custody of and
ander the exclunre derlassOcation
cuttiont, of an agency. The designat-
ed office shall determine whether,
under the declassification pros isiores
of section 3-3 of the order, the re-
guested information may be deelassi•
lied sod, if so, shall make such infor-
mation asailable to the requestor.
ur.lests withholding is otherwise war-
ranted under applicable law. If the in-
formation may not be released In
whole or in part, the requestor shall
las• oven is brief statement as to the
reasons for denial, a notice of the
rieto to appeal the determination ton
designated agency appellate authority
.iiieniding name, title, and address of
'ii- hi authority.). and a notice that
sueti an appeal must he Med unit the
agency wittun Go clays in order to be
cotisidered (3-501
e fvuemation rlassitied bu aurnmes

other than the custodial awn,. When
ageticy feel-ices a request for ink,

RULES AND REGULATIONS

cruillon in Its custody that was classi-
fied by another aln'nCY. it shall for-
ward the rectuest to the appropriate
agency.. for review, together with ft
ropy of the document containing the
Information requi.ted where practica-
ble, and with Its reeonuriendation to
withhold any of the Informatton
where appropriate. Unless the agenry
that classified the information objecLs
on grounds. that Its association siitti
the Intormation requires protect...rt.
the agency that received the request
shall aLso notify the requestor of the
referral. Alter the ageney that classi-
fied the Information completes Its
review (in coordination with other
agencies that a direet Interest in the
subject matter). a response shrill be
sent to the requesior in ars...slams.
with the procedures des.crihed ribose.
If requested. the ag.sicy shall also
communicate Its determination to the
referring agency (3.501).
d. Action on appeal. The fiend of an

agency or a designee shall establish
procedures to act within 30 days upon
all appeals of denials of requests for
declassification. These procedures
shall provide for meaningful appellate
consideration, shall be forwarded In
the Oversight Office for review. arid
shall be published in the FEDERAL itsa•
is.rsx. In accordance with these proce-
dures. al(Clifil, shall determine whet!,
er continued classification is required
In whole or in part. notify the nsaues-
tor of the determination. and make
available RI1V inlornuttion that Is de-
classified anti otherwise releasable. If
rontinued enessification Is required
under the provisions of section (3 of
the order. the request., shall lx' noll.
fled of the 11.1,011,4 therefor. If re
quested, the agency shall also commu-
nicate the apprisl deterntination lei
any referring agency 13-5 and 5-
404(c)).
e. Fees. Ir the request requir.s the

rendering of services for which fair
and equitable fia, may be charged
purman.nt 01 Ittle 5 of the Independent
Officio Appommilion Act. 6$ St at.
290. 31 U.S C. 483a (1976i, :such fees
may be imposed at the discretion of
the agency rendering the sersices.
Schedules of such fees shall be pub.
fished in lin. Fitirast Itisass. 13
501).
2. Foreign corernment information.

Except as ',emitted hereinafter, re-
quests for mandatory resiew for the
declassifteat ion of classified docu-
ments that contain foreign govern-
ment information slinil be processed
and acted upon in aceordanee with the
provisions of sectInii 13.1 alms... If the
agency the request Is als;
the agency that initially reeental or
classified the foreign government in-
formation, it shall determine whether
the foreign government information in
the document may be declassified ;old
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released In acroreLsrice with agency
policy or euidelines. after consulting
sit Ii other agencies that have subject
matter interest as necessary. If the
ngenry receiving the request is not the
agency that received or classified the
foreign government Information, it.
shall refer the request to the appropree"
itte neeney. which shall take action a.s.
described above. Including its recom-
mendation to withhold atiy of the In-
t...mi... w here RPDpgliflii11! In those
cases where agency Policy or guider
11111, lin 1101. apply, consultation with
the foreigo orieniator through appro.
iodate channels may be advIssble prior
hli final action on the request 13 Si.

IV. Sseiousithisa

A. GeneraL Information classified
pursuant to Executive Order 12065 or
prior orders shall be afforded a evel
of protection against unauthorised dis-
closure commensurate with its level of
classit 'cation 14-I).

General restrictions on access.
1. Determination of need-to-know.

Classified Information shall be made
available to a person only when the
possessor of the classified information
establishes in each instance, except as
provided in section 4-3 of the order,
that access is essential to the accom-
plishment of official Government
duties or contractual obligations 14 -
NHL
2. Determination of trustircrrthiness

A person is eligible for access to classi-
fied information only after a showing
of trustworthiness as determined by
agency heats based upon appropriate
invest mations in ivreordios... with aP
phriitile standards and CI lleria 14 -101).
C. Ilereis bit historical researehers

and former Pre.sident gal appointees.
Agencies shall obt-ant 11) Written
agreemenLs. from request-ors to safe-
guard the Information to which they
are given access as permitted by the
order and this directive: and (2) writ-
ten consent to the agency's review of
their notes and manuscripts for the
purpose of determining that no classi-
fied Information S contained therein.
A determination of trustworthiness Is
a precondition to a requestor's access.
If the access requested by histoneal
researchers and former ('residential
appointees requires the rendering of
services for which fair and equitable
fees may be elianod pursuant to title
5 of the Independent Offices Appro-
priations Act, 65 Stat, 290, 31 U.S.C.
483a 119761, the requestor shall be so
notified and the fees may be imPnsed
ii 31.
D. Dmienitnation. Except as other-

s...e provided by seetitill 103 of the Na-
tional Security Art of 1947, 61 Stat.
495, 50 U.S.C. 4(1:1 11970 and Supp. V
1975), classified information originat-
ing in one agency may riot to.
culled outside any other ag e
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which It has been rsade available with-
out the consent of the originating
agency (4-403).
E. Accountability procedures.-1.

Top secret. Top secret control officers
shun be designated to receive, trans-
mit, and maintain current access and
accountability retards for top secret
information. An Inventory of top
xecret doeurnents shrill be 111/1111. at
least annually: however. heads of
agencies may authorize the annual in•
tentory of top secret document, -in re-
positories. libraries, or activities that
store large volumes of such inform,
tion to be limited to documents to
v. inch acctes has been afforded within
the paet 12 months. The Director of
the Ce.ersight Office may grant a
waiver eith respect to the requirement
of en annual inventory for storage sys-
tems involving large volumes of Infor-
mation if security measures with re-
spect to such storage systems are ade-
quate to prevent access by unauthor-
ized persons (4-103).
2. Secret and confidentiaL Secret

and confidential classified information
shall be subject to such controls and
current accountability records as the
head of the agency may prescribe (4-
103).
F. Storage, Classified Information

shall be stored only In facilities or
under Conditions adequate to prevent
unauthorized persons from gaining
access to It (4-103).

11. Top secret:Top secret Informa-
tion shall be stored in a OSA•ap-
pros ed safe-type, steel file cabinet
hating a built-In. three-poshlon, teal-
type combination lock or within an ep-
os°, cd vault, or vault-type room, or in
other storage facility that meets the
standards for top secret eat ablished
under the provisions of subsection 3
beim, In addition, heads of agencies
shall prescribe such additional, supple-
mentary controls as are deemed appro-
priate to. restrict unauthorized access
to areal where such information Is
stored (4-103).

2. Secret and conhdentiaL Secret
and confidential information shrill be
stored in a manner and under the con-
ditions prescribed for top secret infor-
mation, or in a container or vault that
meets the standards for secret or con-
fidential. established pursuant to the
prot-sions of subsections 3 or 4 below
(4-103).
3 Standards for security equipment.

The General Services Administration
shall. in coordination with agencies
originating classified information, es-
tatiiish and publish uniform standards.
specifications, and supply scheduled
for containers. vaults, alarm systems,
and associated security devices suit-
able for the storage siirf Protection of
alt ..:111-1,0111, of cliuseified Information..
Anv agency may establish more strin-
tient Si and.Lrds for its own use. Whet,
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ever new smirity equipment Is pro-
cured, it shall be In conform., with
the standards and specilient ems re.
(erred to above rind shall, to the maxi-
mum extent practicable, be of the type
designated net the Federal Supply
Schedule, General Sets tees Atheinis-

4- 103 ).
4. Exception to standards for securi-

ty Mil Secret tont confide.
tial Information may also be stored In
steel filing cabinet hat log a built in,

three-position, dial•type, changeable
combination lock, or a steel filing cabi-
net equipped with a steel lurk bar. pro•
tided it is secured by a three 1.0,111.111,
changeable, combination padloek ap-
proved by GSA for the purpose. The
storage of secret Information In the
steel filing cabinets described above re-
quires the use of such supplementary
controls as the head of the agency
deems necessary to acIneve the degree
of protection warranted ley the sensi•
tivity of the ham:illation involved ei
103).
b. For protection of bulky secret and

confidential material (for example,
weaponry containing classified COMPO-
nents) In magazines, strong rooms, or
closed areas, access ()mimics may be se-
cured by change-able combination or
key-operated. high-security padlocks
approved by GSA. When key-operated
padlocks are used, keys shall be con-
trolled in accordance with subsection 6
below (4-103).
5. Combinations.—a, Equipment in

service Combinations to dial-type
locks shall be changed only icy Persons
having appropriate security clearance,
and shall be changed whenever such
equipment is placed in use, whenever rt
person knowing the 1.01111.1111111.111 110
Integer requirea Recess to the (701111,1111,
lion, whenever a combination has been
subjected to possible compromise,
whenever the equipment is taken out
of service, and at least once every
year. Knowledge of combinations pro-
tecting classified information shall be
limited to the minimum number of
persons necessary for operating fin,
poses. Records of combinations shall
be classified no lower than the highest
level of classified information to be
stored in the security equipment con-
cerned (4-103).
B. Equipment out of well,. When

security equipment 11110111: a built in
combination lock is taken out of serv-
ice, the lock shall be reset to the
standard combination 50 25.50. Conn
bination padlocks shall be reset to the
standard combination 10 20 30 (4-
103).
8. Keys. Heads of agencies shall VS-

tnblish administreitive puma-don, for
tile control and necountability of keys
and locks alit-never kev operated.
higInseeetrity paell(eivs ere
The level of protection provided such
keys shall be (tout:dent to that ;Mos&

ed Ike claeni(ied Information being
protected. Under no circumstances
may keys be removed from the Prem.
IS,. They shall be stored in a secure
container (4-103).
7. 1;e,pon.sibilities of custodiann.

h-rson, entrested with classified in•
fie minion shall be responsible for pro-
eat., protection and
1..1" MICII information al all limes arid
for loeking classified information in
niiproved meanie essiotement elien-
er It is not in use of under direct su-

pervision of nut horized persons. Custo-
dians shall 1,.110A: proeedures that
Insure einanthoriz.ed persons do not
gain access to classified information
(4 103).

8. inspect steIn. Indivielmils chnreeal
wall the custody of classified inform,
then shall conduct the necessary in-
spertions within their areas to insure
adherence to procedural safeguards
Preserilied to protect elassafied info,
illation. Agency sertirit y officers shall
bemire that periodic inspections are
made to determine whether procedur•
al safeguards prescribed by ars-ney
revolations are in effect at all times
(4-1031.
G. Transmittal.-1, Preparation and

reeeiphnq Classified information
shall be enclosed in opaque inner and
outer enters before trams:noting. 'rrif.
Inner cover shall be a sealed wrapper
or I 'rise tops- plainly marked with the
assigned classification and addresses
of both sender and addressee. The
outer cover shall be sealed and ad-
dreseed with no identification of the
classifiretion of Its, contents. A receipt
shall be at (ached to or enclosed in the
inner rover, except that 1.011fident cal
information shall reatore a rereipt
only If the sender dernis it neciasary.
'Fin- receipt shall identify the sender.
eddresseas and the document. belt shall
contain no classified information. It
shall be immediately signed by the re..
ciptent arid returned In the sender.
Any of these wrapping and receipting
requirements may be waived by
agenry heads under conditions that
will provide adequate protection and
prevent access by unauthorized Per-
sons 14-1031.

2. Transmittal of top secret. The
transmittal of lop secret irtfnrmat cm
shall be by sPeeificalle desien.,"tier-
seeeilui'l, by State Department diolo-
matte pouch, by a meesenger•courier
system specially ereated for that pur-
pose, or over authorized (-sure com-
munications circuits i 4-1113;.
3. 7Xunsnottat of seeect The trans-

mitial of secret material stein be ef-
tested in the following manner.

it. The 50 States. Ds:dr-Jet of Colum-
bia, and Puerto Rico. Secret inform,
tem may fie transmitted edhin and
between the 50 States, Deane( id sae
lonibia. and Puerto than one of the-
me:to, authorized for top seriet odor
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matIon. by the U.S. Postal Service reg-
istered mail, or by protective services
provided by U.S. air or surface coin-
inertial carriers under such conditions
as may be prescribed by the head of
the attettCy concerned t4.101).
b. Canadian Government histrilla•

Dons. Secret information may be
transmitted to and between United
States Government and Canadian
Government Installations in the 50
States. the District of Columbia, and
Canada by United Stales and Crinadi.

an registered mall with registered mail
receipt (4-103).
C. Other areas. Secret Information

may be transmitted from. to, or sit Inn
areas other than those specified In
subsections a or b above by one of the
means established for top secret Info,
station. or by U.S. registered mall
through Army. Navy, or Air Force
Postal Service facilities provided that
the information does not at any time
Pass out of U.S. citizen control and
does not pass through a foreign postal
system. Transmittal outside such areas
may also be accomplished under escort
of appropriately cleared personnel
aboard U.S. Government and U.S.
'Government contract vehicles or air-
craft. ships of the United States Navy,
civil service manned U.S. Naval ships,
and ships of U.S. Registry. Operators
of vehicles, captains or masters of ves-
sels, and pilots of aircraft who are U.S.
citizens and who are appropriately
cleared may be designated as escorts
14-103).
4. Transmittal of confident.' info,

?nation. Confident ial informat ion
shall be transmitted within and be•
Is yen the 50 Slates the Dist net it Co-
lumbia, the Commonwealth of Puerto
Rico, and U.S. territories or posses.
sions by one of the means established
for higher classifications, or by U.S.
Postal Service certified, first class, or
express mall service when prescribed
by an agency head. Outside these
areas, confidential information shall
be traruntitted only as is authorized
for higher classifications (4-103).

, RULES AND REGULATIONS

11. Loss or possible compromise. Any
person nlio has knoali•dge of the lit,
or possible compromise ul ied im
formation shall Immediately report
the clrecumiances to no ',Metal ile..le-
tutted Icy ii iii or oleanisatioii.
lit turn, the oreioating agency stud) he
notified idiom the loss or ciMipronis.l.
in order Hutt a dninage a.ssessinent
may be conducted and appropriate
measures taken to negate or 'niobium.
any adverse effect of such n compro-
mise. An Imini•diate Inquiry shall be
initiated by the agency under whose
cognizance the loss or comormittse oc-
curred, for the purpose of taking en,
reetive measures nod appropriate ad-
mlnistnttivv. disciplinary. or lesoil
action (4-103).
I. Destruction, Nonrecord classified

Information that li:Ls served lis intend.
ed purpose shall be destroyed in Sc.
cordance with procedures and not It
(As approved by the head of the
agency. The ...Meal tel dest roci ion sis
)(Tied must preclude recognition or re.
construction of the classified informa•
lion or material 14 1031.

V. Itarscsirrcrarion AND ltrvisw

Challenges to classification. Agency
programs estat3lished to implement
the order shall encourage holders of
classified information to challenge
classification In cases where there is
reasonable cause to believe that Miter-
nation la classified tioneressarily, ten
properly, or for an hump: uprial e
period of time. These programs shall
provide for aid Ion un stielt chalk:tees
or appeals relating hcrero within 311
days of receipt and for mg if ',anon lo
the challenger of the lisle tic. WI u.te-
quested, anonymity of the challiamer
shall be preserved (5 401i (M.

VI. CI Etattm. Paoyisions

A. Notification. Notification of um
SCheditled changes lit classification or
changes In duration of classi(leation
may be by general rather than specific
notice (4-102).
B. Posted notice. If prompt veinal k•
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Inc of Ittret! quantities of information
he unduly bordew. .. the CUS.

1101311 Iffity ittlacli a change of clisssifi•
cation notice to the storage unit In
lieu of the 'narking roileric otherwitat
requited. Each hula, Indicate
Iii" chant:, the authothy for the..
action, 1,11. Ilan. of i hi. atilf111. and I he"'
storage milts to which It implies. !tents
permanently withdrawn from such
storage units shall belyarked prompt-
ly in accordance with tric marking pro.
visions herein. However, alien infor-
mant.' subject to a pOsted downgrad-
hut. upgrading, or dechLssitleat ion
Welk, is withdrawn from one storage
milt solely for transfer to another. or
a storage unit coniaining such Infor-
mation Is transferred from one place
to another, the transfer inay bc math'
without marking if the notice Is at-
tached to or remains with each 

ship'Tint 14 .102i.
C. Downgrading, declassification,

and upgrading markings. Whenever a
rI,Intte Is made in the original classifi•
ration or In the dates of downgrading
ice ileclitssifirat ion of any classified in.
formation. it shall be promptly and
conapicionisly marked to indicate Me
ehatute, the authority for the action.
the date of the action, and the identi•

of the person taking the...action.
Earlier classification niarkings shall be
cancelled when practicable (4.102).
D. Combat operations. The provi-

sions of the order and this Directive
will, regard to dissemination. trans-
mit tal, or safeguarding of classified In-
forination may be so modified in eon-
two ketc YOH, 11,111bAt or combat rc't;ieecl
opt rations as the Secretary uf Detense
mat let remilat ions prescribe 14 103).
E. Publication and eficctire date.

This directive shall be published in
theci 1(1,61,1Elt. It shall become
ellectite December 1, 1978 (6- 2041.

JAMES 13. Ritooms,
Acting Chairman, InteragencY
Classification Review Com-
mittee.

Ocrousa 2:1070.
1111 Idree. 70 211101 Filed 10 I 7Ft: 045 am]

FEDERAL REGISTER, VOL. 43, NO. 194—THURSDAY, OCTOBER 5, 1978



58

THE PRESIDENT

. Title 3—The President

EXECUTIVE ORDER 11652

Classification and Declassification of National Security Information
and Material

The interests of the United States and its citizens arc best served by
making information regarding the affairs of Government readily avail-
able to thc public. This concept of an informed citizenry is reflected in
the Freedom of Information Act and in the current public information
policies of the executive branch.

Within the Federal GovernmentEere is some official- information'
and material which, because it bears directly on the effectiveness of our Tr
national defen.se and the conduct of our foreign relations, must be sub-
ject to some constraints for the security of our Nation and the safety of
our pcople and our alliearo protect against actions hostile to the United
States, of both an overt and covert nature, it is essential that such
official in fonnation and material be given only limited dissemination.

This official information or material, referred to as cla-sifted infor-
-  mation or material in this order, is expressly exempted from public
disclosure by Section 552(b) (1) of Title 5, United States Code. Wrong-
ful disclosure of such information or material is recognized in the Federal
Criminal Code as providing a basis for prosecution.

To en;ure tharsuch information and material is protected, but only
to the extent and for such period as is necessary, this order identifies the
informaron to be protected, prescribes classificaCon, downgrading, de-
classifica.ion and safeguarding procedures to be. followed, and establishes
a monitc ring system to ensure its effectiveness.

NOW, THEREFORE, by virtue of the authority vested in me by the
Constituiion and statutes of the United States, it is hereby ordered:

SEcTioN 1. Security. Classification Catcp,ories. Official information or
material which requires protection against unauthorized disclosure in the
interest of the national defense or foreign relations of the. United States
(hcreinar.ter collectively termed "national security") shall be clas,ified
in one of three categories, namely "Top Secret," "Secret," or "Confiden-
tkl" de:muling upon the degree of its significan to national security.
No other categoric; shall be 11qt-a tr, identify offi:-ial in form::!',n or
material as requirityr protection in the intcreq of national security, except 
as other,:i,e exorc,slv provided lw statute. These classificatioa categories
are defied as follows:

(A) 'To!, Secret." -Top Secret- refers to that nation:d security
information or material 1,111( Is requires the highett degree of p:otcction.
The te,t hr as,igning "Top Secret" elailicatiol vli3ll be_witether its_
unnuthorized cli,:lettre could rea,on,;:lv be expectod to catr-e exce.p-
tionally ?r.ive damage to the nation;ti -eon' c. Examples of "excep-
tionally damage.- include armed ho-;:fities attain t the United
States ot its allies; dismption of foni:..In r:lo lions vit.dl affecting the
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THE PRESIDENT

national security; the compromise of vital national defense plans or

complex cryptologic and communications intelligence systems; the

revelation of sensitive intelligence operations; and the disclosure of scien-

tific or technological developments vital to national security. This
classification shall lx: used with the utmost restraint.

(B) "Sacrct." "Secret" refers to that national security information or
material which requires a substantial degree of protection. The test
for assigning "Secret" classification shall be whether its unauthorized
disclosure could reasonably be expected to cause serious damage to the

national security. Examples of "serious damage" include disruption of

foreign relations significantly affecting the national security; significant

impairment of a program or policy directly related to the national secu-

rity; revelation of significant military plans or intelligence operations;
and compromise of significant scientific or technological developments
relating to national security. The classification "Secret" shall be sparingly

used.

(C) "Confidential." "Confidential" refers to that national security
information or material which requires protection. The test for assign-
tag "Confidential" classification shall be whether its unauthorized dis-
closure could reasonably be expected to cause damage to the national
Security.

SEC. 2. Authority to Classify. The authority to originally classify in-

formation or material under this order shall be restricted solely to those

offices within the executive branch which arc concerned with matters

of national security, and shall be limited to the minimum number

absolutely required for efficient administration. Except as the context

may otherwise indicate, the term "Department" as used in this order

shall include agency or other governmental unit.

(A) The authority to originally classify information or material un-

der this order as "Top Secret" shall be exercised only by such officials as

the President may designate in writing and by:

(1)- The heath of the Departments listed below;

(2) Such of their senior principal deputies and assistants as the heads
of such Departments may designate in writing; and

(3) Such heads and senior principal deputies and assistants of major
elements of such Departments, as the heads of such Depalments may
designate in writing.

Such offices in the Executive Office of the President as the
President may designate in writing

Central Intelligence Agency
Atomic Energy Commission
Department of State
Department of the Treasury
Department of Defense
Department of the Army
Department of the Navy
Department of the Air Force
United Stares Arms Control and Disarmament Agen.:y
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Department of Justice
National Aeronautics and Space Administration •
Agency for International Development

(B) The authority to originally classify information or material under
this order as "Secret" shall be exercised only by: -

(1) Officials who have "Top Secret" classification authority;

(2) Such subordinates as officials with "Top Secret" classification
authority under (A)• (I) and (2) above may designate in writing; and

(3) The heads of the following named DepaTtments and such senior
principal deputies or assistants as they may designate in writing.

Department of Transportation
Federal Communications Commission
Export-Import Bank of the United States
Department of Commerce
United States Civil Service Commission
United Sikes rnformation Agency
General Services Administration
Department of Health, Education, and Welfare
Civil Aeronautics Board
Federal Maritime Commission
Federal Power Commission
National Science Foundation
Overseas Private Investment Corporation

(C) The authority to originally classify information or material un-
der this order as "Confidential" may be exercised by officials who have
"Top Secret" or "Secret" classification authority and such officials
as they may designate in writing. •

• (D) Any Department not referred to herein and any Department or
Unit est:a:fished hereafter shall not have authority to originally classify
information or material under this  order, unless specifically authorized
hereafter by an Executive order.

SEC. 3. Authority to Downgrade and Declassify. The authority to
downgrade and declassify national security infonnation or material shall
bc exercis-sd as follows:

(A) Information or material may be downgraded or declassified by
the official authorizing the original classification, by a successor in capac-
ity or by a supervisory official of either.

(B) Downgrading and declassification authority may also be exer-
cised by an official specifically authorized under reg:dations issued by the
head of the Department listed in Sections 2(A). or (B) hereof.

(C) In the case of classified information or material officially trans-
ferred by or pursuant to statute or Executive order in conjunction with
a transfer: of function and not merely for storage purposes, the receiving
Departmcnt shall be deemed to be the originating Department for all. _
purposes under this order including downgrading and declassification. _
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(D) In the case of classified information or material not officially
transferred within (C) above, but originated in a Department which
has since ceased to exist, each Department in possession shall be deemed
to be the orisinating Department for all purposes under this order. Such
information or material may be downgraded and declassified by the
Department in possession after consulting with any other Departments
having an interest in the subject matter.

(E) Classified information or material transferred to the General
Services Administration for accession into the Archives of the United
States shall be downgraded and declassified by the Archivist of the
United States in accordance with this order, directives of the President
issued through the National Security Council and pertinent regulations.
of the Departments. .

-
(F) Classified information or material with special markings, as

described in Section 8, shall be downgraded and declassified as required
by law and governing regulations.

Sac. 4. Classification. Each person possessing classifying authority
shall be held accountable for the propriety of the classifications attrib-
uted to him. Both unnecessary classification and over-classification shall
be avoided. Classification shall be solely on the basis of national security.
considerations. In no ease shall information be classified in order to
conceal inefficiency or administrative error, to prevent embarrassment
to a person or Department, to restrain competition or independent ini-
tiative, or to prevent for any other reason the release of information
which does not require protection in the interest of national security.
The following rules shall apply to classification of information under
this order:

(A) Documents in General. Eachsclusified docunierst_shall show on
its face its classification and whether it is subject to or exempt from the
General Declassification Schedule. It shall also show the office of origin,
the date of preparation and classification and, to the extent practicable,
be so marked as to indicate which portions arc classified, at what level,
and which portions arc not classified in order to facilitate excerpting and
other use. Material containing references to classified matet::als, which
references do not reveal classified information, shall not be classified.

(B) Identifier:lien of Classifyinz Authority. Unless the Department
involved shall have provided some other method of iderr ifying the
individual at the highest level that authorized classification in each case,
material classified under this order shall indicate ots its face the identity

.sof the highest authority authorizing the classification. Where the indi-
vidual who signs or otherwise authenticates a document or item has also
authorized the classification, no further annotation as to his identity
is required.

(C) Infalmatiot or Material Furnished by a Foreign .Government or
International OrgaPi:ation. Classified information or material furnished 
to the United States--by a foreigti government or international organiza—
tion shall either ret: in its original cisssification or he assignee a United
States classification. In either case, the classification shall assume a degree
of protection equivalent to that requit co by the govemmen or inter-
national organization which furnished the information or material.
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(1)) Classification Responsibilities. A holder of classified informa-
tion or material shall observe and respect the classification assigned
by the originator. If a hohldr believes that there is unnecessary classi-
fication, that the assigned classification is impreper, or that the docu-
ment is subject to declassification under this order, hc shall so inform
the originator who shall thereupon re-examine thc classification.

SEC. 5. Declassification and DownstradinsT. Classified information and
materia, unless declassified earlier by the original classifying authority,
shall be declassified and downgraded in accordance with the following
rules:

(A) General Declassification Schedule. (1) "Top Secret." Infor-
mation or material originally classified "Top Secret" shall become
automatically downgraded to "Secret" at the end of the second full
'calendar year following the year in which it was, originated, down-
graded to "Confidential" at the end of the fouith full calendar year
*following the year in which it was originated, and declassified at the
end of the tenth full calendar year following the year in which it was
originated.

(2) "Secret." Information and material originally classified "Secret"
shall become automatically downgraded to "Confidential" at the end
of the second full calendar year following the year in which it was
originated, and declassified at the end of the eighth full calendar year
following the year in which it was originated.

..(3) "Confidential." Information and material originally 'classified
"Confidential" shall become automatically declassified at the end of the
sixth full calendar year following the year in which it was originated.

(B) Excnifitions front General Declassification Schedule. Certain
classified information or material may warrant some degree of pro-
tection for a period, exceeding that provided in the General Declassi-
fication Schedule. An official authorized to originally classify
information or material "Top Secret" may exempt from the General
Declassification Schedule any level of classified infonnation or material
oric,inated  by him or under his supervision if it falls within one of the
categories deribed below. In each case such official shall specify in
writing on the material the exemption category being claimed and,
unless impossible, a date or event for automatic declassification. The
use of the exemption authority shall be kept to the absolute minimum
consistent with national security requirements and shall be restricted
to the following categories:

(I) Classified information or material furnished by foreign govern-
ments or international organizations and held by the United States on
the understanding that it be kept in confidence.

(2) Classified information or material specifically covered by statute,
or, pertaining to cryptography, or disclosing intelligence sources or
methods.

(3) Cla.sified information or material disclosing a system, plan,
installation, project or specific foreign relations matter the continuing
protection of which is essential to the national security.
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(4) Cla.ssified information or material the disclosure of which
would place a person in immediate jeopardy.

(C) Mandatory *Review of ExemPted Material. All classified infor-
mation and material originated after the effective date of this order
which is exempted under (B) above from the General Declassification
Schedule shall be subject to a classification review by the_prjgi_nkig
Department at any time after the expiration of ten_years from thc date
of origin 'provided:

(1) A Department or member of the public requests a review;

(2) . The request describes the record with sufficient particularity to
enable the Department to identify it; and

(3) The record can be obtained with only a reasonable amount of
effort.

Information or material which no longer_qualifies for exemption under
(B)  above shall be declassified. Information or material continuing to
qualify under (B) shall be so marked and, unless impossible, a date for
automatic declassification shall be set.

(D) Applicability .21 the General Declassification Schedule to Previ-
ously_Classified .Material. Information or material classified before .the
effective date of this order and which is assigned to Grot_lp 4 under
Executive Order No. 10501, as amended by Executive Order No. 10964,
shall be subject to the General Declassification Schedule. All other infor-
mation or material classified before the effective date of this order,
whether or  not assigned  to Groups 1, 2, or 3 of Executive 'Order I
No. 10501, as amended, shall be excluded from the neneral DeclassificLi-
tion Schedule. However, at any time after the expiration of ten  years
from the date of origin it shall be subject to a mandatory classification
review and dispIsIlis.n under the same conditions and criteria that apply
to classified information and material created after the effective date of
this order as set forth in (B)  and (Ciabove.

(E) Declassification of Classified Information or Material After
Thirty Years. All classified information or material which is thirty  years
Oil or niore,__AOiellter originatinc., before or after the effective date of
this order, shall be declassified under the following conditions:

(1) All information and material classified after the effective date of_ .
this order, shall, whether or not declassification has been requested,
become automatically declassified at the end of .thirty full calendar years
after the date of its original classification except for such specifically
iientificd information or material which the head of the originating
Department  pe7sonally determines in writing at that time to require
continued protection because such continued protection is essential to
the national security or disclosure would place a person in immediate
jeopardy. In such case, the head of the Department shall also specify
the period of continued classification.

(2) All infoimation and material classified before the effective-date
of this order and more than thirty years old shall be systematically
reviewed for declassification by the Archivist of the United States by the
end of the thirtieth full calendar year following the year in which it was
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originated. In his review, the Archivist will separate and keep protected
only such information or material as is specifically identified by the
head of the Department in accordance with (E) (I) above. In such
Case, the head of the Department shall also specify the period of
continued classification.

(F) Departments Which Do Not Have Authority For Original
Classification. The provisions of this section relating to the declassifica-
tion of national security information or material shall apply to Depart-
ments which, under the terms of this order, do not have current authority
to originally classify information or material, but which formerly had

such authority under previous Executive orders.

SEC. 6. Policy Directives on Access, Marking, Safekeeping, Account-

ability, Transmission, Disposition and Destruction of Classified Informa-
tion and Material. The President acting through the National Security
Council shall issue directives which shall be binding on all Departments
to protect classified information from loss or compromise. Such
directives shall conform to the following policies:

(A) No person shall be given .access to classified information or
material unless such person has been determined to be trustworthy and

unless access to such information is necessary for the performance of his
duties.

(B) All classified information and material shall be appropriately
and compicuously marked to put all persons on dear notice of its
classified contents.

(C) Classified information and material shall be used, possessed, and
stored only under conditions which will prevent access by unauthorized
persons or dissemination to unauthorized persons.

(D) All classified information and material disseminated outside the
executive branch under Executive Order No. 10865 or otherwise shall
be properly protected.

(E) Appropriate accountability records for classified information
shall be established and maintained and such information and material.
shall be protected. adequately during all transmissions.

(F) Classified information and material no longer needed in current.
working files or for reference or record purposes shz11 be destroyed or

disposed of in accordance with the records disposal provisions contained

in Chapter !;3 of Title 44 of the United States Code arid other applicable -

statutes. -

(G) Classified information or material shall be reviewed on a sys-
tematic basi; for the purpose of accomplishing downgrading, declassifica-
don, transfer, retirement and destruction at the earliest practicable date:

SEc. 7. Imple»zentativn and Review Responubili;ies. (A) Tlic Na-
tional Seem ity Council shall monitor the implement.tion of this order.
To assist the National Security Council, an Interagency Clz•;;ifica-
tion Review Committee shall be established, cotnpcsed of representa—
tives of the Departments of State, Defense and Justice, the Atomic
Energy Cor unission, the Central Intelligence Agency and the National
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Security Council Staff and a Chairman designated by the President
Representatives of other Departments in the executive branch may be
invited to meet with the Committee on matters of particular interest •
to those Departments. This Committee shall  meet regularly and on a
coulinuing.basis shall review and take action to ensure compliance with
this order, and in particular:

(I) The Committee shall oversee Dep,-trunent actions to ensure com-
pliance with the provisions of this order and implementing directives
issued by the President through the National Security Council.

(2) The Committee shall, subject to procedures to be established by
it, receive, consider and take action on alggestions and complaints from
persons within or without the government with respect to the admin-
istration of this order, and in consultation with the affected Department
or Departments assure that appropriate action is taken on such sug-
gestions and complaints.

(3) Upon request of the Committee Chairman, any Department shall 
furnish to the Committee any  particular information or material needed
by the Committee in carrying out its functions.

(B) To promote the basic purposes of this order, the head of each
Department originating or handling classified information or material
shall:

(1) Prior to the effective date of this order submit to the Interagency
Classification Review Committee for approval a copy of the regulations
it proposes to adopt pursuant to this order.

(2) Designate a senior member of his staff who shall ensure effec-
tive compliance with and implementation of this order and shall also.
chair a Departmental committee which shall have authority to act'
on all suggestions and cornplaints with respect to the Department's
administration of this order.

(3) Undertake an initial program to familiarize the employees Of
his Department with the provisions of this order. He :hall also estab-
lish and maintain active training and orientation prcgrams for em-
ployees concerned with classified information or material. Such programs
shall include, as a minimum, the briefing of new employees and periodic
reorientation during employment to impress upon each individual his
responsibility for exercising vigilance and care in complying with the
provisions of this order. Additionally, upon temination of employ-
ment or contemplated temporary separation for a sixty-day period or
more, employees shall be debriefed and each reminded cf the provisions
of the Criminal Code and other applicable provisions of law relating
to penalties for unauthorized disclosure.

(C) The Attorney General, upon request of the head of a Depart-
ment, his duly desi:znated representative, or the Chairman of the above
described Committee, shall personally or through authorized repre-
sentatives of the Department of Justice render an interpretation of this
order with respect to any question arising in the course of its admin-
istration.
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'SEG. 8. Alaterial Coveted by the Atomic Energy Act. Nothing in dill
order shall supersede any requirements made bv  or under -the Atomic
Energy Act of August 30, 195-1, as amended. "Restricted Data," :Ind
material designated as "Formerly Restricted Data," shall be handled,
protectcd, classified, downgraded and declassified in conformity with
the provisions of the Atomic Energy Act of 1954, as amended, and the
regulations of the Atomic Energy Commission.

SEC. 9. Special Deepartmental Arran!,entents. The originating De-
partment or other appropriate authority may impose, in conformity
with the provisions of this order, !pub' requirements with respect to
access, distribution and protection of classified information and material,
including those which presently relate to communications intelligence,
intelligence sources and methods and cryptography.

SEC. 10. Evceptional Cases. In an exceptional case when a person
or Department not authorized to classify information originates
information which is believed to require classification, such person or
Department shall protect that information in the manner prescribed
by this order. Such persons or Department shall transmit the informa-
tion forthwith, under appropriate safeguards, to the Department having
primary interestin the subject matter with a request that a determina-
tion be made as to classification.

SEC. 11. Declassification of Presidential Papers. The Archivist of the
United States shall have .authority to review and declassify information
and material which has been classified by a President, his White House
Staff or special committee or commission -appointed by bins and which
the Archivist has in his custody at any archival depository, including a
Presidential Library. Such declassification shall only be undertaken in
accord with: (i) the terms of the donor's deed of gift, (ii) consulta-
tions with the Departments having a primary subject-matter interest,
and (iii) the provisions cif Section 5.

SEC. 12. Historical Research and Access by Former Government
Officials. The requirement in Section 6(A) that access to classified 
information or material be (Tamed only as is necessary  for the perform-
ance of one's duties shall not apply to persons outside the executive
branch who are engaged in historical research projects or who have
previously o:cupied policy-making positions to which they were
appointed by the President; Provided, however, that in each case the 
head of the originating Department shall:

(i) detertrine that access is clearly consistent with the interests- of
national security; and

(ii) take :.ppropriate steps to assure that classified information or
material is n.)t published or otherwise compromised.

Access granted a person by- reason of his having prevIntslv occupied a
-_policy-makin2.....position shall be limited  to those  papers which the
former officiit originated, reviewed, signed or ret'eived while in  public
officc. _ _

SEC. 13. ildmittistrafirc and Judicial Action. (A). Any-officer or
employee of the United States who unnecessarily classifies or over-
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classifies information or material shall be notified that, his actions are in
violation of the terms of this order or of a directive of the President
issued through the. National Security Council. Reneated abuse of the
classification proem shall be grounds for an administrative reprimand.
In any case where the Departmental committee or the Interagency Classi-
fication Review Committee finds that unnecessary classification or over-
classification has occurred, it shall make a report to the head of the,
Department concerned in order that corrective steps may be taken.

(B) The head of each Department is directed to take prompt and
stringent administrative action against any officer or employee of the
United States, at .any level of employment, determined to have been re-
sponsible for any release or disclosure of national security information or
material in a manner not authorized by or under this order or a directive
of the President issued through the National Security Council. Where a
violation of criminal statutes may be involved, Departments will refer
any such case promptly to the Department of Justice.

SEC. 14. Revocation of Executive Order No. 10501. Executive Order
No. 10501 of November 5, 1953, as amended by Executive Orders No.
10816 of May 8, 1959, No. 10901 of January 11, 1961, No. 10964 of
September 20, 1961, No. 10985 of January 15, 1962, No. 11097 of
March 6, 1963 and by Section 1(a) of No. 11332 of November 28, 1967,
is superseded as of the effective date of this order.

SEC. 15. Effective date. This order shall become effective on June 1,
1972.

THE WHITE HOUSE,
March 8, 1972.

IFR Doc.72-3782 Filed 3-9-72; 11:01 am]
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'Executi% c Order 11932

' THE PRESIDENT

• August 4, 1976

Classification of Certain Information and Material Obtained From Advisory
Bodies Created To Implement the International Energy Program

The United States has entered into the Agreement on an International Energy
Program of November 18, 1974, which created the International Energy Agency. This

--program is a substantial factor in the conduct of our foreign relations and an important
element of our national security. The effectiveness of the Agreement depends signifi-
cantly upon the provision and exchange of information and material by panicipants
in advisory bodies created by the International Energy Agency. Conficleraidit, is
essential to assure the free and open discussion necessary to accomplish Ole
assigned to those bodies. I have consulted with the Secretary of Statn, :Le Attorney '
General and the Administrator of the Federal Energy Administration concerning the
handling and safeguarding of information and material in the possession of the United
States which has been obtained pursuant to the program, and I find that soins, of
such information and material requires protection as provided in Executive Order No.
11652 of March 8, 1972, as amended.

NOW. THEREFORE, by virtue of the authority vested in me by the Constitution
and statutes of the United States, and as President of the United ,States, it is hereby
ordered as follows:

SECTION 1. Information and material obtained pursuant to the International
Energy Program and which requires protection against unauthorized disclosure in the
interest of the national defense or foreign relations Of the United States shbll be classi-
fied pursuant to Executive Order No. 11652 of March 8, 1972, as amended. The
Secretary of State shall have the responsibility for the classification, declassification and
safeguarding of information and material in the possession of the United States Gov-
ernment which has been obtained pursuant to:

[(a) Section 252(c) (3), "(d) (2) or :(e) (3) of the Energy Policy and Conservation
Act :(89 Stat. 871;42 U.S.C. 6272 (c)(3),.(d) (2),.(e).(3) ),or

[(b) The Voluntary Agreement and Program relating to the International Energy
Program ..(40 F.R. 16041, April 8, 1975), or -

TO Any similar :Voluntary Agreement and Program entered into under the
Energy Policy and Conservation Act after the date or this Order.

SEC. 2. Information or material classified pursuant to Section 1 of this Order may
be exempted from the General Declassification Schedule established by Section 5 of
Executive Order No. 11652 if it was obtained by the United States on the under-
standing that it be kept in confidence, or if it raight otherwise be exempted under
Section 5_(B) of such Order.
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SEC. 3. (a) Within 60 days of the date of this Order, the Secretary of State shall

promulgate regulations which implement his responsibilities under this Order.

1(b). The directives issued under Section 6 of Executive Order No. 11652 shall not

apply to information and material classified under this Order. However, the regula-

tions promulgated by the Secretary of State shall:

(1) conform, to the extent practicable, to the policies set forth in Section 6 of

Executive Order No. 11652; and

(2) provide that he may take such measures as he deems necessary and appro-
priate to ensure the confidentiality of any information and material' classified under
this Order that may remain in the custody or control of any person outside the Unixxt

States Government.

q.47474/
THE WHITE HOUSE,

August 4,1976.

[FR Doc.76-23043 Filed 8-4-76;10:57 am]

FEDERAL REGISTER, VOL. 41, NO. 152—THU5cAT, AUGUST 5, 1976



70

Title 22—Foreign Relations

CHAPTER I—DEPARTMENT OF STATE
inept. Reg. 108.745I

PART 9A—CLASSIFICATION OF CERTAIN
INFORMATION AND MATERIAL OB-
TAINED FROM ADVISORY BODIES
CREATED TO IMPLEMENT THE INTER-
NATIONAL ENERGY PROGRAM

Security Information Regulations Appli-
cable to Certain International Energy
Program, Related Material

AGENCY: Department of State.

ACTION: Final rule.

SUMMARY: This rule establishes regu-
lations for the classification and safe-
guarding of certain information and
material obtained from advisory bodies
created to implement the International
Energy Program (TLAS 8278). EO 11932
directs the Department Cif State to pro-
mulgate such regulations which will
provide for the protection of classified
Information taking into account the
special circumstances under which such
information is generated and utilized
and will reflect the character of certain
records which may be in the possession
of the United States Government.

EFFECTIVE DATE: September 16, 1977.

FOR FURTHER INFORMATION CON-
TACT:

Gerald A. Rosen, Director, Office of
Fuels and Energy, Bureau of Economic
and Business Affairs, Department of
State, Washington, D.C. 20520.

SUPPLEMENTARY INFORMATION:
A notice of proposed rulemaking was
published in the FEDERAL REGISTER (42
FR 17142, March 31, 1977) inviting in-

• terested persons to submit comments re-
garding the proposed regulation. Rele-
vant comments have been considered
and in order to clarify the regulations,
a new § 9a.1 is added and the remnining
section headings are renumbered.

Accordingly, Part 9a is adopted as set
forth-below.

Dated: September 6, 1977.

BEN H. READ,
Deputy Under Secretary

for Management.
Sec.
9a.1 Security of certain information and

material related to the International
Energy Agency.

9a.2 General policy.
95.3 Scope. -
9a.4 Classification
9a.5 Declassification and downgrading.
9a.8 Marking.
Sal .Access.
9a.8 Physical protection.

Arrrimarrrt E. 0. 11932 (41 FR 32891).
R. 0. 11852 (37 FR 5209), National Security
Council Directive of May 17, 1972 (37 FR
10053).
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§9.-1 Security of certain information
and material related to the Interna-
tional Energy Program.

These regulations implement Execu-
tive Order 11932 dated August 4, 1978
(41 FR 32691, August 5, 1976) entitled
"Classification of Certain Information,
and Niaterial Obtained from Advisory
Bodies Created to Implement the Inter-
national Energy Program."

§ 9a-2. General policy.

(a) The United States has entered into
the Agreement on an International En-
ergy Program of November 18, 1974,
which created the International Energy
Agency (ESA). This program is a sub-
stantial factor in the conduct of our for-
eign relations and an important element
of our national security. The effective-
ness of the Agreement depends signifi-
cantly upon the provision and exchange
of information and material by partici-
pants in advisory bodies created by the
MA_ Confidentiality is essential to as-
sure the free and open discussion neces-
sary to accomplish the tasks assigned to
those bodies.
(b) These regulations establish pro-

cedures for the classification, declassifi-
cation, storage, access, and dissemination
of certain information related to the In-
ternational Energy Program.

§9a.3 Scope. -

These regulations apply to all infor-
mation and material classified by the

:United States under the provisions of
'KO. 11932, dated August 4.1976 entitled
."CLassiflattlon of Certain Information
and Material Obtained From Advisory
Bodies Created To Implement The Inter-
national Energy Program."

69a..4 Classification.

- (a) Section 1 of E.O. 11932, August 4,
1976 directs that information and ma-
terial obtained pursuant to the Interna-
tional Energy Program and which re-
quires protection against unauthorized

• disclosure in the interest of the national
defense or foreign relations of the United
States shall be classified pursuant to Ex-
ecutive Order 11652.
(b) Information and material, includ-

ing transcripts,- records, and communi-
cations, in the possession of the United
etates Government which has been ob-
tained pursuant to (1) Section 252(c)
0). (d) (2) or (e) (3) of the Energy Pol-
k? and Conservation Act (89 Stat. 871.

U.S.C.42  6272(c) (3), (d) (2), (e) (3) ), or
(2) The Voluntary Agreement and Pro-
ram Relating to the International En-
e Program (40 FR 16041, April 8,
(275), or (3) the Voluntary Agreement
arid Plan of Action to Implement the In-
ternatonal Energy Program (41 FR
'1•93, April 1, 1976), or (4) Any similar
:Vohmtary Agreement and Progi am en-
tered into under the Energy Policy and
Corservatton Act shall be reviewed by
au officer of the Department of State
...,‘V•t-h classifying authority for the purpose
determining whether such information

or material should be classified Pursu-

ant to E,O. 11652. If the officer deter-
mines that the information or material
warrants classification, he shall assign it
the appropriate classification. Such in-
formation or material may be exempted
from the General Declassification Sched-
ule established by Section 5 of Executive
Order No. 11652 if it was obtained by the
United States on the understanding that
It be kept in confidence, or if it might
otherwise be exempted under Section 5
(B) of such Order.
(c) In classifying such information or

material, officers of the Department of
State shall follow the standards in E.O.
11652 and the provisions of 22 CFR 9.5-
9.8.

§ 9a.5 Declassification and doymgrad.

The provisions of E.O. 11652, 22 CFR
9.9-9.15, and 9a.4 (b) shall govern declas-
sification and downgrading of such in-
formation or material.

§9a.6 Marking.

(a) The provisions of 22 CFR 9.15-
9.19 shall govern the marking of infor-
mation or material classified under the
provisions of these regulations, except
that the following stamp shall be used as
appropriate:

(Top Secret, Secret or Confidential)
Classified by: 
Under Executive Order 11932
Exempt from General Declassification Sched-
ule of E.O. 11652 Exemption Category I 5B
(2), (3), or (4); or E.O. 11933 •

Automatically Declassified on 
(effective date or event if any)

Exemption category "E.O. 11932" shall
be used for information and material
obtained by the United States on the
understanding that it be kept in con-
fidence and classified under E.O. 11932.
(b) If the information or material does

not qualify for exemption from the
General Declassification Schedule, ordi-
nary stamps and ma, king may be used.

§9x.7 Access.

(a) Except as set forth in this section,
access to information or material classi-
fied under the provisions of these
regulations shall be governed by the
provisions of 22 CFR 9.20-9.25.
(b) Classified information and mate-

rial which was created by or in connec-
tion with an advisory body to the TEA
may be made available to participants
in such advisory body and their
colleagues in accordance with the follow-
ing subsections.
(c) Such information and material

classified "Confidential" may be made
available for review to participants in
the meeting of the advisory body in
which it was developed or discussed.
Where participants are acting as repre-
sentatives of companies Or of the TEA
Secretariat, such information and ma-
terial may be made available for review
to cv foyers or other representatives of,
or counsel for, such companies or Secre
Lariat: Provided, That such person is
determined by an appropriate officer of
the Department to be trustworthy and
to have a need for access to the par-

ticular classified information sought in
connection with the performance of
duties in furtherance of the purposes of
the rEA, including the furnishing of
legal advice to such participants.
(d) Such information and materiati'

classified "Confidential" may be left in,
the custody of such participants or
other persons who may review it for
reasonable periods of time: Provided,
That an appropriate officer of the De-
partment determines that it will be
protected from unauthorized disclosure
by adequate security safeguards. Such
Information or material may not be re-
produced by those permitted to review
it pursuant to this section without the
written consent of an officer of the De-
partment with classifying authority.
(e) Such information and material

classified other than "Confidential"
under E.O. 11652 may be.made available
for review only to participants in the
meeting in which it was developed or dis-
cussed: it must be reviewed in the pre-
sence of an official of the United States
Government with an appropriate se-
curity clearance granted by the Depart-
ment, and may not be left in the custody
of such participants.

§9a.8 PhysiCal protection.

Except as provided in I 9a.7, the physi-
cal protection of information or material
classified under this regulation shall be
governed by the appropriate provisions
of 22 CFR 9.45-9.49. '

(FR Doc.77-27057 Piled 9-15-77;8:45 am]
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Mr. DINGELL. We thank you for your assistance to us.
Our next witness is Mr. Ewing.

STATEMENT OF KY P. EWING, JR.

Mr. EWING. Thank you.
On behalf of the Department of Justice, I am delighted to join

with the Departments of Energy and State in expressing the ad-
ministration's support for the extension of section 252 of the
Energy Policy and Conservation Act.
We previously supplied to the committee, Mr. Chairman, an 11-

page statement which answers most of the questions raised by the
committee. With your permission I would like to ask the Chair to
simply print that in the record, if you would, without my read-
ing it.
Mr. DINGELL. Fine. Without objection it is so ordered.
You may summarize to such degree as you deem appropriate.
Mr. EWING. I would like to add the answers to about three of

your other questions.
First, the Antitrust Division has approximately three attorneys

involved in the monitoring activities on IEA.
Second, we have not made any recommendations to the Congress

concerning changes in procedures because we believe the existing
antitrust safeguards embodied in section 252 and the regulations
are adequate.

Finally, we have no recommendations to make concerning con-
gressional changes, such as the issue of transcripts as to which we
defer to our sister agences.
Mr. Chairman, I would be delighted to answer any other ques-

tions the committee may have.
[Testimony resumes on p. 85.]
[Mr. Ewing's prepared statement follows:]
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Mr. Chairman and Members of the Subcommittee:

I appreciate the opportunity to appear before you today

to express, on behalf of the Department of Justice, the

Administration's support for H.R. 4445. The proposed legis-

lation would extend the antitrust defense accorded by section

252(f) of the Energy Policy and Conservation Act (EPCA), 42

U.S.C. S 6272(f), to U.S. oil company particiaption in

voluntary agreements to assist in the carrying out of the

Agreement on an International Energy Program (IEP).

As you know from Assistant Attorney General Shenefield's

letter of June 18, 1979, to Chairman Dingell, the Department

supports this legislation. I would like to take this oppor-

tunity to describe in greater detail our activities in relation

to the IEP and also to respond to the questions included in

Chairman Dingell's letter of June 19, 1979, to Mr. Shenefield.

The IEP grew out of talks among a number of oil consum-

ing nations initiated by the Secretary of State in February,

1974. These talks were aimed at devising a mechanism for

sharing oil supplies in the event of future curtailments.

After lengthy negotiations, the United States and 15 other

countries entered into the IEP Agreement in Paris on Novem-

ber 18, 1974. Since that time, the total number of par-

ticipating nations has increased to 20. I do not intend to
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describe the IEP in detail, but some familiarity with its

terms in necessary to understand the role played by U.S. oil

companies.

One element of the IEP Agreement was the establishment of

an International Energy Agency (IEA), which was made an auton-

omous arm of the Organization for Economic Cooperation and

Development (OECD) and was located in the OECD's Paris head-

quarters. The IEP Agreement provides for a Governing Board

and four Standing Groups within the IEA organization. The

most important of these groups for the Antitrust Division's
•

monitoring responsibilities is the Standing Group on Emergency

Questions (SEQ), which carries out functions related to the

emergency preparedness of member nations. These functions

include: establishment of emergency reserves; development of

demand restraint measures; development of an organization

and procedures for allocating supplies; activation of an

emergency allocation system; and institution of the Special

Section of the Information System required for efficient

operation of the Emergency Allocation Plan. A second group,

the Standing Group on the Oil Market (SOM), carries out

functions related to the General Section of the Information

System, which is intended to enhance the IEA member govern-

ments' understanding of the international oil market. The

SOM also consults individually with oil companies on various

aspects of the oil industry.
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The IEP Agreement also provides for a Standing Group

on Long-Term Cooperation and a Standing Group on Relations

with Producers and Other Consumer Countries, which carry out

the functions indicated by their titles. However, the

activities of these two latter groups are limited strictly

to inter-governmental activities and bear no relation to the

monitoring responsibilities of the Department of Justice.

Along with these four standing groups, the IEA also has a

Secretariat housed in the OECD offices. The Secretariat,

the SEQ, and the SOM have been the focal points for oil

industry advice and consultation with the IEA.

While final details of the IEP Agreement were being

negotiated by the participating governments, representatives

of those governments sought to meet with a number of inter-

national oil companies in late 1974. The purpose of this

consultation was to discuss ways in which the IEA could

enlist the cooperation and consultation of petroleum com-

panies to assist in implementing the IEP. Because partici-

pation by U.S. companies in such a meeting raised antitrust

issues, the Deputy Legal Advisor of the State Department

wrote to the Assistant Attorney General in charge of the

Antitrust Division to seek our views on the legality of such

participation. After reviewing the facts and the agenda for
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the proposed meeting, then Assistant Attorney General Kauper

replied on October 18, 1974, that under the particular

circumstances of the proposed meeting as described to the

Department, participation by the invited U.S. oil companies

would not violate the antitrust laws.

Thereafter, a meeting was held in London on Octo-

ber 23-24, 1974, between governmental representatives and

representatives of a number of oil companies. The discus-

sion envisioned creation of two industry working parties,

one to begin providing advice related to the emergency

allocation provisions of the IEP, and the other to develop

initial advice on implementing the General Section of the

IEP's Information System.

These plans were submitted by the State Department for

review by the Antitrust Division. The Antitrust Division

took the position that continuing approval of U.S. company

participation in IEA activities under such a quasi-business

review clearance was not appropriate and that if oil company

assistance to the TEA was essential, the U.S. companies

should form a voluntary agreement under section 708 of the

Defense Production Act, so that appropriate antitrust safe-

guards could be provided and maintained. However, because

57-088 0 - 80 -- 6
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the State Department believed that a need for the emergency

machinery might arise very soon, it urged that these in-

dustry groups be permitted to commence their work immediately,

before a voluntary agreement could be established, and

before the IEA Secretariat could be organized. Accord-

ingly, based on the information furnished to us, Assistant

Attorney General Rauper gave a limited concurrence to

initial meetings of the industry groups in late 1974.

While these meetings went forward, with representatives of

the State Department in attendance, the State Department and

the Federal Energy Administration (FEA, now DOE) were

developing a preliminary draft voluntary agreement which

was then discussed with other U.S. government agencies,

potential industry participants and the public.

Representatives of the Department of Justice par-

ticipated in meetings in which the draft agreement was

discussed in order to ensure the incorporation of adequate

antitrust safeguards. On March 28, 1975, the Voluntary

Agreement pursuant to section 708 of the Defense Production

Act was officially approved, and formal requests for

participation of oil companies were issued. 1/

1/ Details of the Voluntary Agreement and the particular
antitrust safeguards incorporated in it have been included
in prior reports of the Attorney General to Congress.
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When the Voluntary Agreement was activated, the IEA

created three main industry groups for advice and assistance.

The two working parties which had previously met were reor-

ganized as the Industry Advisory Board (IAB) and the Industry

Working Party (IWP). The IAB and its subcommittee were

created to provide advice to the IEA concerning the emergency

allocation provisions of the IEP, while the IWP was to assist

in establishing the general information system. A third

industry group -- the Reporting Company Group -- was also

formed. This group includes all 34 companies participating

in the IEP and is responsible for 80 to 90 percent of the

international trade in free world oil. Members of this group

were called upon to provide international oil supply data to

the IEA and to assist it in any actual allocation of oil by

the IEA in an emergency.

On March 21, 1976, section 252 of the EPCA became effec-

tive and the Voluntary Agreement under the Defense Produc-

tion Act was terminated. By that time, regulations to

govern voluntary agreements under EPCA had been drafted and -

promulgated and a replacement voluntary agreement -- the one

presently in effect -- had been developed, approved by the

Attorney General, and submitted to proposed oil company
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participants for their acceptance. Operations under its

authority commenced in April 1976, and have been reviewed in

Reports of the Attorney General, as required pursuant to

section 252(i) of EPCA.

Since April of 1976, the Department has submitted six

reports to Congress on the activities of U.S. oil companies

undertaken in relation to the IEP: the first pursuant to

section 708(e) of the Defense Production Act of 1950, as

amended; the next five pursuant to section 252 of EPCA. Each

of these reports was based upon our surveillance of all

industry activities permissible under the Voluntary Agreement.

We have consistently found that the antitrust safeguards

incorporated into section 252 of EPCA, the regulations

promulgated thereunder and the voluntary agreement itself

have been adequate to prevent any possible adverse impact on

competition that might result from oil company participation

in IEA activities. We have discerned no such impact to date.

The Second Allocation Systems Test (AST-2) held by the

IEA last spring provides an illustration of the extent of

our monitoring activity, as well as an indication of what

our role would be should the IEA's allocation system be

triggered. During the seven weeks of AST-2, we had at least

one attorney, and frequently two attorneys, on the test site
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at all times. Three attorneys from our Energy Section rotated

in three-week shifts, with nearly a week of overlap between

each shift in order to assure that each monitor was fully

familiar with test activities before his predecessor departed.

Moreover, in carrying out our specific on-site monitoring

functions, we coordinated with the Federal Trade Commission

staff which also monitored the test. Our activity would be

at least this extensive in the event of an actual emergency.

We continue to have a staff of three attorneys assigned

to IEA matters -- including one from the Energy Section who

has been involved with these activities since the earliest

days of the Voluntary Agreement.

What I have previously indicated about our IEA staffing

in the event of an actual emergency presupposes, of course,

that the present provisions of section 252 of EPCA are

extended. In the absence of such an extension, with its

attendant antitrust defense, it appears to be unlikely that

U.S. companies would continue to assist the IEA, presumably

because the companies would be unwillling to risk antitrust

liability.

It must be understood that in assessing the possible

consequences of participating in IEA activities without the

protections of section 252 of EPCA, a company must be
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concerned not only with possible prosecution by the Department

of Justice or the Federal Trade Commission, but also with possible

suits brought by private parties. A private treble damage

action can, of course, be very costly to a defendant, and

even a business review clearance by the Department, pursuant

to 28 C.F.R. S 50.6, would offer no insurance against private

suits.

In the absence of the statutory defense provided by

section 252 of EPCA, a number of activities which the companies

have undertaken or could undertake in assisting the IEA could

raise at least the possibility of antitrust liability. For

example, agreements among two or more firms with respect to

supply or price in general constitute per se violations of the

antitrust laws, and possible liability of private parties for

such actions would not necessarily be mitigated by the fact

that government officials participated in such agreements. As

a result, in the absence of the statutory defense, it is

difficult to imagine oil company participation in an agree-

ment to allocate available supplies among IEA member countries

-- the sort of agreement which lies at the heart of the

IEA's emergency system -- which would not raise serious
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antitrust issues. Similarly, companies may be reluctant

to provide competitively sensitive information to the IEA

since, in the absence of appropriate safeguards, it has been

held that such activity could facilitate collusion. Al-

though we have no reason to believe that the current IEA

safeguards for such information are inadequate, it is

possible that a company seeking to avoid even the appearance

of an illegal information exchange would be reluctant to

provide sensitive information to the IEA without an anti-

trust defense. Such information is essential if the IEA's

emergency allocation process is to function properly. In

short, the company activities most essential to the effec-

tive functioning of the IEA would likely be halted if the

EPCA defense is not extended. Even though companies might

conclude that such activities do not violate the antitrust

laws, they are unlikely to risk learning "the hard way" that

they were mistaken.

This is not to say, of course, that no oil company

activity in connection with the IEP could occur if the

statutory defense were not extended. For example, the

submission to the IEA of distorted or "masked" data, such as

that used in AST-2, would presumably not violate the anti-

trust laws. However, if companies knew that because of

legal concerns they would not participate in IEA allocation
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during an actual emergency with "live" data, they would

have no incentive to devote the time and resources necessary

to prepare for a test.

For all of these reasons, the Department supports

the extension of the provisions of section 252 of EPCA.

Particularly in light of current conditions on the inter-

national oil market, we believe that the continued availa-

bility of the statutory antitrust defense, coupled, of

course, with continued antitrust safeguards, is in the

national interest.

This concludes my prepared statement of the Depart-

ment's views on H.R. 4445. I would be happy to answer any

questions the Subcommittee may have, or to elaborate on any

specific point I have discussed today.

D0J-1979-06
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Mr. DINGELL. Thank you very much, Mr. Ewing.
Mr. Rowe.

STATEMENT OF RONALD B. ROWE

Mr. ROWE. Mr. Chairman, thank you for this opportunity to
present the views of the Federal Trade Commission on H.R. 4445,
which would extend the antitrust defense for the participation of
oil companies in carrying out the purposes of the international
energy program.
As Assistant Director for Petroleum Matters in the Bureau of

Competition, I am responsible for supervising the Bureau's activi-
ties relating to the IEP. With your permission, Mr. Chairman, I
will present the Federal Trade Commision's statement for the
record.
You have our responses to the questions which were asked by the

subcommittee and we will be pleased to answer any questions that
you have.
Mr. DINGELL. Very fine. Without objection then, your statement

and the responses to the questions will appear in the record.
Do you have any summary you would like to give us at this

particular time?
Mr. ROWE. In the FTC's sixth report to the Congress concerning

this program, issued March 21, 1979, we evaluated the IEP's risks
and benefits to competition. The report concluded that risks were
minimized by the procedural safeguards provided by section 252
and the voluntary agreement.
Of greater importance, the report emphasized that, in an emer-

gency, oil companies would take part in supply allocation under
the supervision of an international agency and under the watchful
eyes of antitrust monitors. Government observers from the Depart-
ment of Energy, Department of Justice, and Federal Trade Com-
mission would have the opportunity to detect and halt any competi-
tive manipulations relating to the allocation system.
The Commission believes that in an emergency the present ar-

rangement is superior to the situation that occurred during the
1973-74 oil supply shortage. Then major oil companies reallocated
supplies without the benefits of international direction or Govern-
ment scrutiny. Since the international energy program seems pref-
erable and since extension of section 252 essential to assure oil
company participation in the program, the Federal Trade Commis-
sion supports the extension.
I thank you, Mr. Chairman, and members of the subcommittee.
Mr. Marc Schildkraut, whom I earlier identified, and I would be

pleased to answer any questions the subcommittee may have.
[Testimony resumes on p. 94.]
[Mr. Rowe's prepared statement and responses to written ques-

tions follow:]
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STATEMENT OF

Ronald B. Rowe
Assistant Director
Bureau of Competition

Federal Trade Commission

Mr. Chairman and Members of the Subcommittee:

Thank you for this opportunity to present the views

of the Federal Trade Commission on H.R. 4445, which would

extend the antitrust defense for the participation of

oil companies in carrying out the purposes of the International

Energy Program ("IEP"). As the Assistant Director for

petroleum matters in the Bureau of Competition, I am

responsible for supervising the Bureau's activities relating

to the IEP. With me today is Marc G. Schildkraut, Senior

Attorney on my staff directly responsible for policy recommenda-

tions in this program. We will both be pleased to answer

any questions that you may have at the conclusion of this

statement.

Presently, participating petroleum companies are

afforded an antitrust defense by Section 252 of the Energy

Policy and Conservation Act ("EPCA") for activities taken

to develop or carry out what are called "voluntary agree-

ments" and "plans of action" in furtherance of IEP

objectives. These objectives include collection of inter-

national energy data and an emergency oil sharing system

among the twenty participating countries in case of a

severe shortage or imbalance in oil supplies. Under Section

252 of the EPCA the Federal Trade Commission must monitor

oil company participation in the International Energy Program.

In addition, we must report twice yearly to Congress on

oil industry activities relating to the program. Finally,

the Commission must be consulted in the development of
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voluntary agreements and plans of action to carry out the

purposes of the IEP.

A "voluntary agreement" is a set of regulations,

subscribed to by participating oil companies, which specify

procedures to be followed by the companies if they wish

to receive an antitrust defense for IEP-related activities.

These activities may include, for instance, discussion among

oil company representatives leading to recommendations on the

type of data which should be collected by the International

Energy Agency.

A "plan of action" refers to actions that would be

taken in the event the International Energy Agency ("IEA")

declares that an oil supply emergency exists. The IEA in

Paris would then reallocate oil among member nations in

order to equalize remaining oil supplies. In such an

emergency, following a declaration by the President, Section

252 would provide a defense from antitrust liability for

oil company actions which facilitate the reallocation

process.

There is presently a single set of regulations known

as the "Voluntary Agreement and Plan of Action to Implement

the International Energy Program." */ This regulation

limits the antitrust defense to oil company actions which

fully comply with its provisions. The Agreement requires

*/ 10 C.F.R. Part 209.
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that actions taken be in furtherance of IEP goals and not

undertaken for the purpose of injuring competition. The

agreement also sets out numerous antitrust safeguards which

minimize the risks to competition. These safeguards include

both monitoring of meetings by federal employees and the

keeping of a complete transcript.

In the FTC's Sixth Report to the Congress and the

President concerning this program, issued March 21, 1979, we

evaluated the IEP's risks and benefits to competition. The

report concluded that risks were minimized by the procedural

safeguards provided by Section 252 and the Voluntary Agreement.

Of greater importance, the report emphasized that in an

emergency, oil companies would take part in supply allocation

under the supervision of an international agency and under

the watchful eyes of antitrust monitors. Government observers

from the Department of Energy, Department of Justice and

Federal Trade Commission would have the opportunity to detect

and halt anticompetitive manipulations relating to the

allocation system. The Commission believes that in an

emergency, the present arrangement is superior to the

situation that occurred during the 1973-74 oil supply shortage.

Then, major oil companies reallocated supplies without the

benefit of international direction or government scrutiny.

Since the International Energy Program seems preferable

and since extension of Section 252 is essential to assure

oil industry participation in the program, the Federal

Trade Commission supports the extention.

Thank you. Mr. Schildkraut and I will answer any

questions the Chairman and members of the Subcommittee

may have.
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Appendix to Testimony of
Ronald B. Rowe */

Responses to Chairman Dingell's Questions

1. What present activities of the companies would
possibly constitute an antitrust violation in
the absence of the immunity granted by statute?

In the event of an international supply emergency, the

IEA, with the assistance of the oil companies, would allocate

crude oil supplies among participating countries. The

system works by having companies offer to divert supplies from

the original destination to some other country, either

specified by the offering company or left to the discretion

of the IEA. The IEA would accept some of these offers to

divert supply and would match the supply offer with the offer

of a company or companies making an offer to receive supplies

at the new destination. These supply diversion agreements

are somewhat analogous to market division agreements which

have been held by the courts to be violative of the antitrust

laws. See Timken Roller Bearing Co. v. United States, 341

U.S. 593 (1951).

At the present time, of course, the IEA has not

declared a supply emergency. The principal oil company

activities currently consist of meetings to review various

aspects of the emergency allocation procedures. The IEA's

Industry Advisory Board ("IAB"), subcommittees of the IAB,

and the Industry Supply Advisory Group ("ISAG") (the group

that would advise on the allocations in Paris during an

*/ The views expressed in this appendix are those of the
Bureau of Competition and may not necessarily reflect the
views of the FTC or of any individual Commissioner.
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emergency) each meet on an ongoing basis, averaging three or four

times a year. Since the meetings might be considered an act in

furtherance of an agreement in violation of the antitrust

laws, they would also violate the law, but for the antitrust

defense.

Certain other current activities of the oil companies

would not be so clearly illegal, but nevertheless would pre-

sent substantial risks to the companies if continued without

an antitrust defense. From time to time, various IEA

governmental bodies have requested members of the IAB to

discuss the industry's assessment of current dislocations in

the international oil market. At these meetings opinions are

offered by the representative of one company in the presence of

representatives of other companies. If the information

discussed would enable the companies to adjust their

supply or pricing decisions to reflect those of other

companies, thus raising their collective revenues, then such

information exchanges could facilitate violations of the

antitrust laws. The legitimacy of the discussions would

depend upon the nature of the information disclosed and

the purpose and effects of disclosing it. While such

consultations may or may not actually lend themselves to

illegality, it is possible that the oil companies may not

wish to risk participation. Thus, oil company consultations

with IEA member governments on developments in world oil



91

markets might cease altogether in the absence of renewal.

A third activity that bears some antitrust risk in the

absence of renewal, are meetings of the Industry Working

Party ("IWP"). The IWP advises the IEA about technical

details of the IEA's system for collecting data on the

prices paid for oil by each country. The IEA has become

concerned that differences in price between differing

grades of crude oil are no longer reflected accurately.

Accordingly, it has asked the IWP to study whether modifica-

tions should be made in the reporting system. Again, the

legality of such discussions will depend upon the sensitivity

of the information discussed by the companies and the purpose

or effects of its disclosure. In this context as in others,

the oil companies might decide that meetings of questionable

legality are unacceptable and withdraw from participation.

2. What activities could continue even if
immunity is not extended?

Certain oil company activities related to the IEP

could probably continue in the absence of legislative

extension of the antitrust immunity. The oil companies

currently submit, each month, confidential supply data

to the IEA headquarters in Paris and to the member IEA

governments. Since this data is not disclosed to other

companies in company-specific form, its submission appears

to have no anticompetitive effects and could continue.
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Should an IEA emergency occur, however, submission of the

supply data would become more problematical since it would

facilitate operation of what could be, absent antitrust

immunity, an unlawful market division system.

In addition, representatives of the oil companies

periodically consult with the IEA Secretariat on developments

in the world oil supply situation. In contrast to the meetings

with IEA governmental bodies, these consultations involve only

one company at a time, and the IEA Secretariat does not

disclose one company's data to other companies. So long as

these conditions continue to apply, these so-called "bilateral"

consultations appear to have no effect upon competition

and could continue in the absence of antitrust immunity.

3. Have all recommendations by your agency
contained in your semiannual reports to
Congress been adopted? If not, please
explain which recommendations have not
been adopted and the reasons therefor.

The FTC's Fifth Report, issued September 21, 1978,

made two recommendations concerning the data that should

be used in any future tests of the IEA's allocation system.

The next test is scheduled to be held in mid-1980. Since

planning for the test has not yet begun, these recommenda-

tions have not yet been acted upon.

The FTC's Sixth Report, issued March 21, 1979, did

not make any formal recommendations. However, its discussion

of DOE's standby regulations for domestic sharing of oil
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an emergency noted certain problems and, in one case,

suggested improving the procedures. To date, DOE has not

revised its procedures.

4. How many employees are devoted to carrying
out your responsibilities for this program
and what is your budget in FY 1979 for such
work?

Three attorneys and one research analyst have ongoing

responsibilities for this program, among other assignments.

In addition, an Assistant Director of the Bureau of

Competition has supervisory responsibility for the work

of this staff.

The budget does not distinguish between IEP matters

and the large volume of other petroleum-related matters

handled by the Bureau. Based on man-hours expended through

the first half of fiscal year 1979, we project that during

this year approximately one professional man-year will be

devoted to IEP responsibilities.

5. The introduced bill includes a provision to
require timely access to transcripts for
Congress. Do you suggest any additional
procedural requirements for meetings of
the companies?

As noted in the testimony, Section 252 of the EPCA

already contains procedural safeguards, which have also

been incorporated into the voluntary agreement governing

oil company participation in IEP affairs. As the FTC

Sixth Report to Congress recounted, these safeguards appear

57-088 0 - 80 -- 7
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adequate to expose competitive concerns to government

monitors. Therefore, we do not recommend any additional

procedural requirements for oil company meetings. However,

during the Second Allocation Systems Test (AST-2) the U.S.

government experimented with the use of a verbatim transcript

during test meetings. Based on this experience we recommend

that a verbatim transcript be maintained, to the extent

practicable, during both any future tests and any emergency

allocations. We believe these recommendations are best

implemented through regulations and need not be written

into law.

Mr. DINGELL. Gentlemen, the committee thanks you all.
The committee will recognize counsel at this point for questions
Mr. SCHOOLER. Mr. Bergold, I would like to move first to th(

issue of data collection which the chairman raised in his openini
statement.
I believe you are familiar with the data issue which was raise(

by the chairman, is that correct?
Mr. BERGOLD. Yes; I am.
Mr. SCHOOLER. As you will recall, the subcommittee had testimo

ny that the data provided by the oil companies to the Internationa
Energy Agency showed imports in February far higher, about 1.f
million barrels higher, than the same data that was provided to the
Department of Energy, that was during the month of February
That data was later revised downward.

Is that your understanding of what occurred?
Mr. BERGOLD. The data was revised downward, that is correct
The February data, Mr. Schooler, was the most error ridden a

all of the months that we have had since the IEA initiated the
system in January 1979.
Mr. SCHOOLER. Since that period of time, has the Departmeni

attempted to study the causes of that data error and do you have
any conclusions on exactly where that 1.5 million barrels went4i
Mr. BERGOLD. Well, we have studied it both independently and in

connection with the IEA itself.
The Secretariat has been concerned about trying to reduce the

error in overstatement. It is running between 4 and 9 percent and
we are trying to find ways to narrow the gap. There are certain
things that happen that could account for this overstatement.
For example, if a tanker reaches a small country like New

Zealand, let us say, a couple of days later than the oil companies
thought it would reach that target, that import falls into the next
month, resulting in a very gross distortion for that country. We are
trying to work out ways to rectify this problem and we are, I think,
having some success.
As I said, there is nothing comparable to what happened in

February. We can provide you a chart, for example, that I think
will show the degree of error in each month since the system has
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been in effect. You will find that the February import number is
really an aberration and we are trying to make it better.
Mr. DINGELL. You said that February was the most error ridden

of all the months. What were the causes of the errors which
occurred in February?
Mr. BERGOLD. It was, of course, the most unstable month in this

very unstable market, Mr. Chairman. It was, in addition to the
Iranian situation and the spot market prices going up at a very
rapid rate, a more difficult month to make a prediction about than
probably any month since. We think it was just that situation
which caused the February data anomaly.
Mr. DINGELL. Well, are you telling us that essentially the inter-

national energy agreements information is based largely on pre-
dictions? Is it based on really hard information as opposed to
prophecy?
Mr. BERGOLD. It is based on both. Since it is a rolling system, 2

months back, the current month, and 2 months forward, the 2
months forward are obviously predictions; the current month is
half prediction and half fact. The 2 months back are all fact.
Were the allocation system to be activated, Mr. Chairman, there

would of course be an opportunity to correct an allocation factor
that had been misplaced by erroneous data. You could correct it
the next month and that is exactly what would happen.
Mr. DINGELL. Except for the fact that it is not only a mechanism

for the allocation of petroleum among the members, but it also is a
policymaking tool used to determine, for example, whether or not
the agreement is triggered, as well as what steps or actions should
be taken by the different agencies of the different countries in
order to meet their responsibilities established in the agreements.

It troubles me that the information is not really more reliable.
Mr. BERGOLD. I think one thing that will help, Mr. Chairman,

over time, is the agreement that was made at the Tokyo summit, to
get into a great deal more study and understanding of the interna-
tional oil market, to register transactions more completely than
they have been to date. This will take time, but I think it shows
that we are determined to make this data better than it is. We are
learning all the time.
Mr. DINGELL. Are there studies being made on this matter?
Mr. BERGOLD. Yes; indeed. We are working on it. The IEA is too.
For example, in February, we discovered double counting by a

single large company resulted in most of the error.
Mr. DINGELL. The error, for example, in February was greater

than the potential allocation amounts.
Mr. BERGOLD. That is right. It was a serious error and all I can

say is that it has not been repeated.
Mr. DINGELL. The amount which triggers the agreement is 7

percent, in the case of either a single country or the membership
at large.
Mr. BERGOLD. Yes.
Mr. DINGELL. If you have a 49-percent error, it means the agree-

ment could be triggered without there being a factual basis, is that
not so?
Mr. BERGOLD. We have had a case, as you know Mr. Chairman,

in the last couple of months of one country which did in fact ask
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the Secretariat and the oil companies that supply that given coun-
try, the data was refined, misunderstandings were clarified, and
the decision was made not to trigger the allocation system.
I think that would happen under any circumstances where you

had either the individual trigger being pulled by one country or
collectively, I do not think it would ever be done on the basis of
data people did not regard as reliable.
Mr. DINGELL. The Chair recognizes counsel again.
Mr. SCHOOLER. Just to clarify the question about the February

data, has the Department conducted a study concerning the causes
of the problems with the February data and, if so, did it result in a
report and how was that study conducted?
Mr. BERGOLD. I would have to find out if there were any report.

There was a study--
Mr. DINGELL. The gentleman behind you nods affirmatively.
Mr. BERGOLD. OK.
I am informed there was a written report made of our study and

it has been made available to the staff of this subcommittee. If it
has not been—I am sure it has been; if it has not been it will be.
Mr. DINGELL. Also, I would like to direct questions over to the

Justice Department and FTC officials.
Are you both aware, also, of this data problem with the Interna-

tional Energy Agency's data collection system? And State as well,
are you aware of any particular activities which are going on to
rectify this situation?
Mr. KATZ. Yes. My understanding is, as Mr. Bergold said, that

the error largely resulted from the reports of one company; it was
based on a misinterpretation of the instruction. That has now been
corrected. And that was why that one month of February stood out
in such a glaring way.
Mr. SCHOOLER. Gentlemen?
Mr. ROWE. Speaking for the Federal Trade Commission, we were

aware from the May meetings, which our representative attended
that there was a heightened discussion concerning the discrepency
problem. It is of great concern to us, as it is to the committee,
because of the 7-percent "trigger" for the sharing agreements. The
discussions at the meeting unfortunately did not have any resolu-
tion, although there appeared to be, from our observations, quite
an open and frank discussion of the problems, many of which are
discussed here today.

It is hopeful that through this exchange of views that the Secre-
tariat will be able to implement procedures designed to get better
figures.
Another suggestion which was made, but I do not know how well

it has been picked up on, was the suggestion that macroeconomic
analysis for the triggering be used rather than specific industry
data which can be viewed as being subject to the same type of
fluctuation, given uncertainties which may arise in an internation-
al emergency. Therefore, maybe a more stable form of analysis
should be used rather than figures from companies which may be
interrupted.
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Mr. EWING. For the Justice Department, I would only add that
we understand the TEA Secretariat is itself working on the problem
of refining data.
I would also note that there have been bilateral discussions

between the TEA Secretariat and individual companies pursuant to
clearances that we have issued.
Mr. DINGELL. Could I ask a question?
Are there any particular companies or particular countries in

terms of the loadings of tankers or the offloadings of tankers that
are problems in this area of data? Can you tell us, Mr. Bergold?
Mr. BERGOLD. I certainly could not think of any company that is

particularly a problem, Mr. Chairman.
Mr. DINGELL. Has there been any analysis to find out where the

problem is or whether somebody may be either through careless-
ness or lack of talent or perhaps deliberate action submitting infor-
mation which is either not current or is inaccurate?
Mr. BERGOLD. We did review that, Mr. Chairman, and it is part

of the report that I referred to earlier, which has been made
available to the staff. Other than the double counting issue, there
is no evidence that any company is a problem or that there is a
problem at all, and I certainly do not have any knowledge that any
country is a problem.
Mr. DINGELL. Has the Department of Justice and Federal Trade

Commission analyzed these data to arrive at some judgment on the
point raised by the Chair?
Mr. ROWE. The difficulties that we noticed appeared to be in the

nonreporting companies.
Mr. DINGELL. Nonreporting companies?
Mr. ROWE. Nonreporting companies who appeared to report their

information indirectly, rather than to the Secretariat. The major
large companies, 34, who reported to the International Energy
Agency appeared to be providing the best figures for analysis.
Mr. DINGELL. When you say nonreporting companies, those are

the smaller companies?
Mr. ROWE. Yes, that is correct, Mr. Chairman.
Mr. DINGELL. All right. Have you communicated these thoughts

to the Department of Energy?
Mr. ROWE. The Department of Energy is aware of that problem.
Mr. DINGELL. Mr. Bergold, do you have any comments on the

particular point just raised?
Mr. BERGOLD. The nonreporting companies represent about a

third of U.S. imports. As a class their data is less satisfactory than
the larger reporting companies.
Mr. DINGELL. Do you have any sanctions that you can level on

them to produce more accurate data?
Mr. BERGOLD. Yes, we certainly are trying. Many of the nonre-

porting companies do not have the facilities that the larger compa-
nies have.
Mr. DINGELL. They do know what they receive and what they do

not receive and they know when they receive it.
Mr. BERGOLD. We are back on the projection issue, Mr. Chair-

man. That is always going to carry an error with it of some
dimension.
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All I am saying is that the TEA reporting companies have less of
an error factor than the nonreporting companies.
Mr. DINGELL. Mr. Ewing, do you have any comment as to where

the error seems to lie in this area?
Mr. EWING. No, sir, I have nothing to add to what has already

been said.
Mr. DINGELL. Mr. Katz, do you have any comment on this?
Mr. KATZ. Only to say, Mr. Chairman, that your point on the

importance of the data is certainly valid, but I think it should be
noted also that, before there were any triggering of the allocation
formula, the Secretariat would make a careful qualitative review of
the data and some estimation of likely developments. So that there
is an analysis and judgment that goes into the final decision and it
is not just a mathematical examination of the figures.
That is precisely what happened with respect to the one country

that did request the triggering of the selective system, and it was
found that, particularly given the size of the country, the impact of
1 month's figures and one large tanker arrival, could have skewed
it; there was an ultimate conclusion that triggering was not war-
ranted in that cage.
But your point on the need to improve the collection system is

certainly valid.
Mr. DINGELL. Do we not also have the problem, gentlemen, of

reconciling data on imports? For example, we have TEA data, DOE
data, Customs data; then we have the data received from the
independent gaugers or "gougers," however you want to pronounce
it. I tend to be somewhat suspicious that the second pronunciation
might be the more desirable.
Who is analyzing the disparity that exists as between the data

from these different sources?
Mr. BERGOLD. The ETA would do that in the Department of

Energy, Mr. Chairman, and it is spending a good deal of time
working out these disparities which, as you properly point out, do
exist.
We have, and I think this is also becoming clear in the wake of

the Tokyo summit, speaking just in terms of the international
agencies which I know a little something about, we have to arrive
at a more general understanding of what the data base is.
For example, some international agencies, when looking at the

United States, count the Virgin Islands, Guam; others do not. Some
figures include the bunkering of ships and airplanes in internation-
al trade and some do not, and that can be a very large discrepancy.
Mr. DINGELL. Ought we not commence by speaking at least a

common language on these data? For example, what is included,
what are the bounds of a country?
Mr. BERGOLD. This is what I am referring to. I think we must do

that. We have made that proposal in the International Energy
Agency
On the issue of bunkering, I think we will come to a conclusion

very quickly.
Mr. DINGELL. How about the portions of the world included

within the boundaries of different countries for statistical pur-
poses?
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Mr. BERGOLD. That basically is an American problem. It must be
resolved, that is all there is to it.
Mr. DINGELL. It is a problem for everybody?
Mr. BERGOLD. Yes.
Mr. DINGELL. For example, if some countries count the Virgin

Islands and Puerto Rico as part of the United States and some do
not; we are not the only country that has possessions, dominions,
overseas dependencies of one kind or another which may or may
not be included?
Mr. BERGOLD. That is correct.
Mr. DINGELL. I am aware some Caribbean and South Pacific

dependencies of different countries may not use enough oil to be of
any significance, but they may very well. The cumulative error
might be very large.
Mr. Katz, what is being done in that area? Is anything being

done?
Mr. KATZ. I think, as Mr. Bergold said, it is a matter for defini-

tion. This problem has not arisen with respect to other countries
generally. The possessions are not included in the country import
figures. The Virgin Islands I think has presented some problem
because of our own—the question of whether or not it is in the
Customs area. It is not a question that has arisen with respect to
the possessions of other countries. Generally, they are excluded.
Mr. DINGELL. How long will it take to get this matter straight-

ened out? It does not appear to be of any great significance.
Mr. KATZ. I do not think it would take very long at all.
Mr. DINGELL. Is it not necessary that we revise our data system

to facilitate reconciliation of the disparities that exist as between
the different systems?
Mr. KATZ. Yes, it is.
My understanding is that it is being done on a current basis. I do

not think there is a substantial problem in this area. It is a matter
of going one way or the other.
Mr. DINGELL. We even have—when we refer to the common

language, we even have the U.S. system receiving barrels per day.
IEA gets it in metric tons. I do not know what the difference on
conversion is, but it could be significant.
Mr. KATZ. I think there is a standard conversion factor. I don't

think that is a problem.
Mr. DINGELL. If you have a different gravity of oil, don't you

have a difference in your conversion factor?
Mr. KATZ. I would have to get some expert views on that.
Mr. BERGOLD. There would be in that case a difference, Mr.

Chairman, but we agreed last week in Paris, in the wake of the
Tokyo summit which set national import quotas, that we must
come to a system that reconciles all of these differences, and the
IEA secretariat is now at work, as Mr. Katz suggested, to do this
very thing. You put your finger on an important problem, and it is
being resolved.
Mr. DINGELL. With heavy gravity oil you get one metric ton; take

another gravity oil, and you get a different metric ton. It strikes
me that we have a rather large deficiency here in terms of your
ability.
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Mr. BERGOLD. We have previously on that one, Mr. Chairman,
used factors, mathematical factors, to convert the metric tons to
barrels; that took into account the differences in gravities.
Mr. DINGELL. Is this done by different people in different places

at different times or in a fairly standard fashion by the same folks
so that you get fairly uniform presentation of what the facts might
be as regards oil movements?
Mr. BERGOLD. On the factors, I think it is done in a fairly

uniform way.
Mr. DINGELL. Identical factors applied differently by two people

can lead to fairly wide disparities.
Mr. KATZ. For crude, I understand it is done on the basis of an

average. There is a standard figure. All other countries report on
the basis of tons. We are the only one that reports on the basis of
barrels a day, and that conversion is made on the basis of a
standard conversion factor. It is different for different products but
on the basis of crude there is just average.
Mr. DINGELL. So we use one measuring system, and the rest of

the world uses a different one. Why do we have such difficulty in
not using both or at least settling on one?
Mr. KATZ. We have settled on one.
Mr. DINGELL. Which one?
Mr. KATZ. The metric system.
Mr. DINGELL. The United States is not metric.
Mr. KATZ. All other countries use the metric system.
Mr. DINGELL. Let's convert heavy gravity California oil and light

gravity Texas. There is a striking difference in terms of barrels per
ton in each instance, is there not?
Mr. KATZ. Yes, but the practice is to use standard conversion

numbers by product, or for crude there is a single number factor
used for crude.
Mr. DINGELL. Gentlemen, do you folks at FTC have some com-

ment on this? I am getting the feeling we are dealing in apples and
oranges.
Mr. ROWE. The weight versus volume problem is a real one.

Although it did not result in major discrepancies in the reporting
error that was mentioned before, it is a difficult problem, and a
good deal of thought needs to be given to it, especially on the side
of conversion for the specific gravities of different types of crude
oil.
Mr. EWING. I would like to add one thought, Mr. Chairman. In

this entire discussion, I have been struck by one piece of knowledge
that is not yet on the record. This is that when the IEA secretariat
receives the information from different countries, it, in turn, pre-
pares various worksheets and, in fact, uses computer assisted work-
sheets that pull things together. Mr. Katz has mentioned his con-
version factors. These are taken into account, as I understand it, in
producing that secondary set of papers which people use. They
were used in the test, for example.
Second, I would like to emphasize that I understand the TEA

secretariat and the various working parties have been going into
great detail, for example, on how to get North Sea crude properly
into the flow of the data at a very, very detailed level. So I, at
least, have the impression that the basic issue to which you are
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addressing your questions is, in fact, being quite actively addressed
within the TEA framework.
Mr. DINGELL. Gentlemen, I would like to direct a question to the

Department of Justice witnesses and to the Federal Trade Commis-
sion witnesses, Mr. Ewing and Mr. Rowe. Are you satisfied that
there are no antitrust questions stemming from the IEA agree-
ments and the activities of the U.S. companies and other compa-
nies under those agreements?
Mr. EWING. Speaking for the Department of Justice, we are

satisfied that the activities of the companies are within the ambit
of the antitrust exemption. We have no evidence of any untoward
activities outside that limited exemption, and we are satisfied that
the procedural safeguards built into this system by the statute, the
regulations and our monitoring efforts are adequate to the task.
Mr. DINGELL. Mr. Rowe?
Mr. ROWE. There are potential difficulties. I believe the re-

sponses that we provided in the list of answers to the questions
that the subcommittee raised indicates the instances in which,
hypothetically, antitrust considerations would arise. However, the
purpose, of course, of the act, is the limited antitrust exemption,
and it is the Federal Trade Commission's belief, that given the fact
of constant supervision and monitoring by the antitrust agencies,
the Department of State and Department of Energy officials, this
system is highly preferable to the system in which the companies
would be left to their own devices as happened in 1973 and 1974.
Mr. DINGELL. In response to the questions by FTC to the commit-

tee, I read this language, "FTC Sixth Report," and skipping a little,
"did not make any formal recommendations. However, its discus-
sion of DOE standby regulations of domestic sharing of oil and
emergency noted certain problems and in one case suggested im-
proving the procedures. To date, DOE has not revised its proce-
dures."
Can you advise us what those suggestions were, and then can

DOE comment on why they have not been abided?
Mr. ROWE. Mr. Schildkraut, who has been primarily responsible

for the Bureau of Competition's policy in this matter, would be
pleased to answer that question.
Mr. DINGELL. Mr. Schildkraut?
Mr. SCHILDKRAUT. We were slightly concerned with the method

used for fair-sharing in the United States. Fair-sharing is a mecha-
nism which supplements the international allocation system. Fair-
sharing must take place once there is an international allocation to
assure that all oil companies in the United States get the appropri-
ate amount of supply. This, in fact, is the incentive and part of the
motivation for companies to volunteer to redirect oil supplies out-
side the United States.
We had two small problems with the system as it was devised.

One was the fact that the system in the United States did not take
inventories into account, so it was possible that a company would
attempt to hold crude oil in its inventories instead of making it
part of the fair-sharing system. At that point they would be able to
get a larger supply of oil since the fair-sharing system would only
be based on projection of runs-to-still for the month in question,
and that is left primarily up to the company.
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Second, one small additional problem was the fact that the price
of oil for smaller companies was going to be based on an average
price system as opposed to a spot price system, and this could mean
that an oil company could go out into the spot price market, buy
very high-priced oil and have to allocate it to a smaller company
based on lower average contract price. That could be some disin-
centive in the system for purchasing oil out on the market at some
given point in time.
Mr. GORE. Would you run through the first part of that again?
Mr. SCHILDKRAUT. The inventory mechanism?
Mr. GORE. Yes, and the relationship to the fair-sharing system.
Mr. SCHILDKRAUT. The fair-sharing system is based on the compa-

nies' projected runs-to-still in the months in question. So if com-
pany x decides to keep a very large inventory and low runs-to-still
for that month in question, only the projection of runs-to-still
would be counted in the fair-sharing mechanism. What that means
is a company may decide to increase its inventory and lower its
run-to-still in order to attempt to attain additional oil supplies
through the fair-sharing system. The Department of Energy can
make exceptions to the rule if it sees something like that going on,
but that will be something which may be difficult during the
middle of a crisis.
Mr. GORE. So the agreement as it now is functioning, if a crisis is

on the horizon, would have incentives built into it to encourage
companies to build up their inventories and cut down their runs-to-
stills.
Mr. SCHILDKRAUT. Possibly; yes.
Mr. DINGELL. And also purchases on the spot market.
Mr. SCHILDKRAUT. Yes, because of the price problem.
Mr. GORE. Are you saying it would discourage purchases on the

spot market?
Mr. SCHILDKRAUT. The price problem may discourage some pur-

chases on the spot market in some instances.
Mr. DINGELL. Mr. Bergold, what did you do with regard to recom-

mendations of the Federal Trade Commission on these matters?
Mr. BERGOLD. Mr. Goodwin is prepared, Mr. Chairman.
Mr. GOODWIN. I might initially point out, Mr. Chairman, what

we are talking about is the Department's standby allocation system
which would go in effect with or without international oil-sharing
system. It is a totally discrete system, and Mr. Bardin is really the
one who can answer to the details. We received in the particular
proposal that is being discussed, hundreds of comments and adjust-
ed the proposal in many respects to take account of some of the
FTC comments.
I personally am not an expert on it. I might note, however, that

the inventory question could possibly be accounted for by the fact
that keeping inventories is a very expensive proposition, and that
companies are not usually inclined to keep inventories beyond
what they need for operation of their own system.
But as I say, ERA might be more able to answer the specifics as

to why our allocation sytstem, itself, is based only on a runs-to-still
basis. That would appear to me to be the more logical way to do it.
On the disincentive question, that is always a problem in any

allocation system. Any system where you require one company to

‘
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give up oil in order to provide it to another company creates a
question as to whether or not you are creating a disincentive for
the company who has the sell-obligation to go out and find oil.
What you have to do is balance the needs of the small and inde-
pendent refiners who have no access to world oil against the needs
to provide incentives to import. Although once again I can't speak
for ERA, I suspect that the reason we ended up with an average
price was our concerns that the small and independent companies
have access to oil at prices which would enable them to be competi-
tive in the domestic marketplace rather than at the spot market
price which would create serious problems. We are balancing the
international concerns with the concerns under the Emergency
Petroleum Allocation Act for taking into account the need of the
small and independent refiners. If you desire, we can ask Mr.
Bardin or his staff at ERA to develop further information for the
record on this point.
Mr. DINGELL. If there is anything you think would be of use to

the committee in this matter, it would be appreciated, but I am not
suggesting any massive undertakings.
The Chair recognizes his friend and colleague, Mr. Gore.
Mr. GORE. Thank you, Mr. Chairman.
Are all of the witnesses on this panel in agreement, and I would

address it first to Secretary Bergold, in agreement that the decision
by the producers' board to shift the allocation formula and make it
on the basis of consumption rather than imports was a good thing?
Mr. BERGOLD. I think from our point of view over the long run it

was a good thing, Mr. Gore.
Mr. GORE. Even though it doubled the shortfall allocated to the

United States?
Mr. BERGOLD. Well, it didn't, of course--
Mr. GORE. It did, didn't it?
Mr. BERGOLD. It didn't quite make that.
Mr. GORE. Well, if the formula is based on imports and you shift

the formula from imports to consumption, and we produce half of
what we use, then the shortfall amount allocated to the United
States is doubled. In fact, that decision was made by the companies
within the confines of the producers board back in April, I believe,
or something like that, and the news accounts at least, indicated
that that resulted in doubling the amount of the shortfall allocated
to the United States.
Mr. BERGOLD. I think one of the reasons I said in the long run,

Mr. Gore, is that I think the system in terms of a serious cutoff,
something like the embargo of 1973-74, would be more advanta-
geous to the United States, so, over time, I think that this is
probably a good thing from our point of view, both because of the
short-run effects and the long-run effects.
Mr. GORE. I am willing to be convinced that it is a good thing

internationally, but I guess I don't quite understand why it is a
good thing if you look at it just from the narrow point of view of
the United States. If you don't assume that we are all gas hogs,
then maybe it doesn't make sense from the narrow point of view of
the United States if it doubles the amount of shortfall.
Mr. KATZ. Mr. Gore, I don't know about the incident that you are

referring to. I don't think there has been any shift. The IEA, itself,
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or the emergency program, is a mix system, itself. The trigger is
based on imports; the actual allocation is based on consumption.
Mr. GORE. You are correct. There was not a formal IEA decision.

This was a company decision.
Mr. KATZ. I was not aware of that.
Mr. GORE. It may have been made by companies individually, but

the one that got the most attention was Exxon in announcing that
it was adopting the TEA formula. Even though the IEA formula
was not triggered, it was adopted by the companies as a means of
allocating their systemwide supplies; is that not correct?
Mr. KATZ. I think that is right, Mr. Gore, but I think that was

one company based on its own internal allocation system, having
nothing to do with the IEA.
Mr. GORE. Let me ask the FTC if they have a comment on that.
Mr. DINGELL. Before you do that, could I just raise this question?

Doesn't this raise questions? Here we have given the companies
broad antitrust exemptions to permit them to participate. Now the
question of how your petroleum is allocated, whether it is on a
supply basis, on an import basis, is a matter of rather substantial
concern. It is a judgment that should be governmentally made and
not by some company. Am I correct?
Mr. KATZ. Yes, that is right, Mr. Chairman, but I think the

situation, as I recall it, was that this was well below the trigger
point of the IEA.
Mr. DINGELL. It doesn't make a lick of difference to me whether

it is above or below. The philosophical problem I have here is that
you have companies which are essentially participating in the
making of broad governmental judgments. In other words, what
will be the basis on which the trigger is set off?
Mr. KATZ. I understand your points, and I think it does point up

the desirability of the IEA scheme because in 1973--
Mr. DINGELL. But the TEA scheme here, and I agree it is desir-

able, in fact I helped carry the original proposal, but I detect the
IEA scheme here, although it presupposes governmental action, in
point of fact it tolerates company action on a very important
question like this.
Mr. KATZ. Well, Mr. Chairman, I think the problem is that until

the allocation scheme is formally triggered or put into operation,
an individual company facing a shortage of supplies to service its
markets has to make some decisions. One company, and so far as I
know it was only one company, made the decision to proceed on
that particular basis, and they got a lot of criticism in Canada,
where this came to light.
Now, the point that you make, Mr. Chairman, I don't dispute

that it is a matter of governmental concern in the United States
and in other countries where a multinational company will oper-
ate, but I don't think that is by design. That is not a role that the
TEA plays or was intended to play.
Mr. DINGELL. The TEA should lay down the criteria, should it

not?
Mr. KATZ. By design, it only dealt with the crisis, and the crisis

was defined in certain percentage terms. There is an option, of
course, on the part of the member countries to act in advance of
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the reaching of that statistical position. But it was not designed
that way.
Mr. DINGELL. The Government is supposed to lay out the policy,

not the companies. You give antitrust exemptions for the compa-
nies to engage in other activity of the TEA, but not to engage in
governmental activities. As a matter of policy, I find it offensive if
they are engaged in what I regard as clearly a function of the
Government.
Mr. KATZ. I don't think that was a matter of multicompany

situation.
Mr. GORE. Are you saying only one company did that, or are you

saying that it has only come to light that one company did that?
Mr. KATZ. I have no information, Mr. Gore--
Mr. GORE. About any other company?
Mr. KATZ. About other companies. It was one--
Mr. GORE. You are saying—not definitively—only one company

did it.
Mr. KATZ. I can only speak of that I know.
Mr. GORE. They all could have done it?
Mr. KATZ. They could have, but if they did, it did not come to

light. It certainly did not come to my attention.
Mr. GORE. Did it come to light that all but one didn't do it?
Mr. KATZ. No, sir. I don't know.
Mr. GORE. OK. Could I ask the FTC to comment?
Mr. ROWE. I would like to preface a response to your question by

stating that the Federal Trade Commission doesn't have any views
on this particular subject. However, speaking for the Bureau of
Competition, the only information that we are privy to in the item
that you are mentioning is possibly a New York Times article
which I believe mentioned Exxon Corp. and perhaps one or two
other companies that may have done this.

It would seem obvious that an import basis for decision would be
favorable to the United States. Beyond that, I don't believe we
have any further comments.
Mr. GORE. I think that the point in terms of the hearing today—

and let me say again that I am willing to be convinced and willing
to believe that a consumption base formula is fair. I am not thor-
oughly convinced, and from a nationalistic point of view, I am not
convinced particularly, but I am willing to be convinced on that.
But for purposes of this hearing, I think the central point is that

a minimal requirement for our Government is that we know
whether that is happening or not. And I find it incredible that we
don't know whether the companies have gone to an import-based
formula or a consumption-based formula, and we have to rely on
the New York Times to find that out. If we are monitoring the
activities of the companies in these meetings, if we are monitoring
their decision, which I am told was a conscious decision to mimic
the IEA formula, which is consumption-based up until the first 7
percent, then it is a mix of consumption and imports from 7 to 10,
and then over 10, it reverts back, or it goes completely to import.

If they made a conscious decision to mimic that formula, we
should know about it. I think we should know about it, and if we
don't, it seems to me we are not getting enough information to
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justify the continued exemption. Maybe we are; maybe we just
haven't looked for it.
Mr. BERGOLD. Mr. Gore, I may say we have endeavored, following

the New York Times article, to see if any other company did shift
explicitly to a consumption basis. We have not been able to discov-
er that any of them have.
Mr. DINGELL. Don't you discover that by simple inquiry and

sending auditors out and looking at books and records?
Mr. BERGOLD. That is what we have done, and what I am saying

is that we cannot prove or show by that investigation that any
other company has made some--
Mr. DINGELL. Have you used the resources of the Department of

Justice on this?
Mr. BERGOLD. Not to my knowledge.
Mr. DINGELL. Has the Department of Justice interested itself in

this matter?
Mr. EWING. Mr. Chairman, I would like to address two parts of

your question here. First, we are talking here about individual
companies' decisions.
Mr. DINGELL. These individual companies are functioning under

an antitrust exemption?
Mr. EWING. Yes, sir, in a general sense there is the IEA antitrust

exemption, but we are faced with a situation here outside the IEA
regime where an individual company does not have as much supply
as it would like to put to various uses. It has to make an individual
decision. So long as that is an individual decision, and not a collu-
sive decision made with other companies, we are not in the area of
violation of the antitrust law.
Mr. DINGELL. No, but you are in the area where they function

under an antitrust exemption. You have to consider, then, whether
the antitrust exemption should persist, do you not?
Mr. EWING. Then the question, Mr. Chairman, is one of whether

they are using an antitrust-exempted regime as some means of
facilitating further collusive activity among different companies.
To the best of my personal knowledge, this morning we have no
evidence that they have so used the TEA mechanism.
Mr. DINGELL. If you are talking about an individual company,

there is probably no exemption for such a decision because that
decision is outside the voluntary agreement. Isn't that right? But if
it is gradually being substituted for the mechanisms of the volun-
tary agreement, either by that one company or by a group of
companies, doesn't that raise some antitrust companies and other
questions as to whether or not Government policies are then being
made by private individuals or private corporations?
Mr. BERGOLD. Mr. Chairman, it seems to me that the point is

valid, but it doesn't have much to do with the IEA, that this
decision, the one that we know about, was an individual company
decision made completely outside the framework of the IEA ma-
chinery, so far as we can tell, and I think that is the point.
Mr. GORE. But the decision was to mimic the TEA formula;

correct?
Mr. BERGOLD. To mimic part of it. To go to consumption for a

given point. I am not sure a decision was made to mimic it all the
way through.
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Mr. GORE. If it got up to seven, they would no longer have a
choice to do it on their own, presumably.
Mr. DINGELL. Would the gentleman yield for just one question?
Mr. GORE. Yes.
Mr. DINGELL. Did anybody investigate the company involved to

see if it used the exemption to reach the company decision?
Mr. KATZ. Clearly they did not use the exemption, because the

exemption only pertains to meetings of companies together in the
IEA and in the TEA context and, to the best of our knowledge, this
was an individual company decision; it was not under the volun-
tary agreement; it had nothing to do with the TEA, except as Mr.
Gore says, it was apparently an attempt by them to mimic the TEA
formula, but, in fact, they did not follow it precisely.
Mr. DINGELL. Is this the only company that is doing this?
Mr. KATZ. To the best of my knowledge, Mr. Chairman, they are

the only company that did it.
Mr. DINGELL. If a group of companies start doing it, doesn't that

then raise questions of the compliance of the companies with our
national policies and probably certainly to the provisions of the
statute and the IEA agreements?
Mr. KATZ. It might, but any company faced with a situation of

having to allocate among various customers and various markets
must make some determination as to how to do that. And appar-
ently different companies decided to do it in different ways. But I
think this was really outside of the TEA except that they attempted
to track the system although they didn't do it precisely.
Mr. DINGELL. Thank you. The Chair thanks the gentleman.
Mr. GORE. Let me ask a couple other questions. Maybe this has

been covered adequately, and I apologize for missing the first part
of this. What steps have you taken to reconcile the data discrepan-
cies between the IEA and API system.
Mr. BERGOLD. We mentioned before you came in, Mr. Gore, spe-

cifically in the wake of the Tokyo summit, it will be necessary to
move even more quickly with such reconciliation, not only between
the TEA and the API, but between various international organiza-
tions which count in different ways. The decision was made last
week in Paris at the IEA governing board meeting to move very
swiftly into a reconciliation of these data counting systems.
Mr. GORE. What is that going to involve? What are you doing to

reconcile it?
Mr. BERGOLD. The Standing Group on the Oil Market is doing an

analysis of how best to make these systems exactly parallel in
track. We have been doing it, of course, up to now with a system of
weighted factors which we discussed a moment ago, but it has to be
better, and they will have to analyze how it gets better, and then
we will look at their recommendations.
Mr. GORE. Would it help to collect data both in barrels per day

and in metric tons?
Mr. BERGOLD. Well, we may have to move to that; that becomes

the issue in this country of the metric system. Everybody else uses
the metric system. It is only we who use barrels. We have a
formula, a set of factors for making the conversion. It may become
necessary to count in metric tons for the United States.
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Mr. GORE. Briefly tying up this other point, your studies have
shown you, convinced you, that Exxon was the only company that
shifted to consumption, and you are convinced that the others are
still allocating on the basis of imports?
Mr. BERGOLD. Let me say our study has yielded no evidence that

any other company has explicitly gone to a consumption base.
Mr. GORE. It is your personal feeling that all of the other compa-

nies are allocating on the basis of imports?
Mr. BERGOLD. I am just not sure of that. I would think that

probably different ones are using different formulas, including
some mixes.
Mr. GORE. Shouldn't we know what that is?
Mr. BERGOLD. As I say, we have tried to find out.
Mr. GORE. With no success?
Mr. BERGOLD. That no company has made an explicit decision

except for Exxon.
Mr. GORE. But you don't know what the other companies are

doing for sure? •
Mr. BERGOLD. I cannot testify to what they are doing for sure.
Mr. GORE. Shouldn't we know that?
Mr. BERGOLD. I will try to supply for the record what we do

know, Mr. Gore, about what they are doing.
Mr. GORE. I .would like to know what you do know. Shouldn't we

know what the other companies are doing?
Mr. BERGOLD. We think we do, and we think they have not

shifted to a consumption base.
Mr. GORE. But you don't know. Shouldn't we know?
Mr. BERGOLD. We should be able to find out, and I will submit for

the record to you what it is we do know precisely about what the
companies have done.
Mr. GORE. You say now—OK, I will look forward to seeing that

for the record, and if you want to elaborate on your response, we
will certainly give you the opportunity to do so.
Mr. BERGOLD. I would have nothing more to say.
Mr. GORE. I will be waiting for that with bated breath, because I

am interested in it.
[The following information was received for the record:]
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International Crude Oil Allocation 

by the Major Oil Companies 

Background

All the majors have been allocating their crude oil supply
since at least the first quarter of 1979. Some are gradually
phasing out of third party sales; others are implementing
reductions in supply to third parties and their own affiliates
equally. Their allocation systems also vary in line with
the variety of sources from which they draw their supply and
the extent to which they have historically been crude-long
or crude-short.

Types of Allocation Systems

A. BP

BP has historically been crude-long, and was the largest
crude seller (1.45 MMBD in 1978 excluding Alaskan oil) into
the third party market consisting of American independents,
Japanese companies, and European and Asian national oil
companies. BP served notice of force majeure to its third

party customers as early as last fall, and allocated a 25
percent reduction in contract volumes; the reduction
increased to 45 percent in the first quarter of 1979. By
the Spring of this year, BP had renegotiated contracts with
these customers to reflect an average 50 percent reduction
in 1979 of previously anticipated deliveries for this year.

The cut applies to North Sea, Persian Gulf, and African
crudes (all of which is delivered outside the U.S.), but not
to Alaskan oil. The new contracts provide for a sharing of

available supply to third party crude oil customers in
excess of BP's affiliates' needs. Allocations to affili-
ates vary with supply needs, but affiliates have a priority
call on available supply.

B. Shell 

Shell reduced contract supplies to affiliates and third
parties by 10 percent in first and second quarters. It is

reducing third-party sales by 50 percent for the third

quarter.
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C. EXXON 

EXXON was force majeured by BP on Iranian and North Sea
crudes. Last fall, EXXON informed its Japanese customers
that contracts would be phased-out as they came up for
renewal in 1979-80; it also allocated a 10 percent reduction
in pre-contract volumes of affiliates and third-party
customers in the first quarter of 1979. Exxon is unique in
managing its allocations system on an historic product
demand basis: 1978 product demand as reflected by regional
sales. The lowering of Aramco offtake by Saudi Arabia
during first and second quarters 1979 was a major factor in
Exxon further reducing previously contracted volumes by 15
percent in second quarter with an additional 2.5 percent
reduction retroactively applied to the first quarter. It
has reduced supplies by 20 percent in third quarter.

D. Other ARAMCO Partners/Gulf Oil 

The other Aramco partners and Gulf have allocated supplies
to affiliates on the basis of their refinery requirements
rather than on the product demand basis used by EXXON.
Socal reduced contract supplies by 16 percent in the second
and third quarters as compared to 11 percent in the first
quarter. Texaco's reductions ranged from 8-10 percent in
the first quarter and 16-17 percent in the second quarter
depending on the quality of Arabian crudes. Socal and
Texaco have been historic sellers to the third party
market, and to date have applied allocations equally to
third party customers and affiliates. Mobil increased an
initial 9 percent reduction to 12 percent in the first
quarter and again to 17 percent in second and third quarters.
Gulf has reduced contract volumes to affiliates and third
parties 20 percent in the first and second quarters, 30
percent in third quarter.

Change in Oil Market Structure

The reduction in third party sales by the majors signifies a
structural change in the oil market. The national oil
companies of producer countries are withholding volumes
formerly sold by the majors for the third party market and
increasing direct sales. This means that buyers in that
market now have many possible suppliers who do rot have
individually the range of crudes the majors have. The
majors can provide a varity of crude for changing require-
ments. A certain rigidity now characterizes market structure.
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Mr. GORE. Back to your study of how to reconcile the data, it
seems to me back when you had the February figures and the
discrepancy was more than the total amount of the shortfall allo-
cated to the United States that they would be reconciled several
months later. How comprehensive is this study going to be, and
how long do you expect it to take?
Mr. BERGOLD. On the February data, of course we have revised

those, and, as I mentioned earlier, February was the most errone-
ous month of all. Nothing like February has occurred subsequently
in the system. Although we are still not satisfied--
Mr. GORE. Let me say, you revised it, you had the IEA figure

here and the API figure here, and you revised it by bringing the
IEA figure down to match the API figure, but then if you follow
the same reporting rules, then that brought the IEA figure for
prior months down to a ridiculously low point that still threw the
whole reporting system off.

It seems to me the system wasn't reconciled. The month was by
bringing the IEA data down, and I believe you relied on the cus-
toms checks, and so forth, but then if you look back there at the 2
months prior to that, then the API system is way too high. Perhaps
I am mistaken on that.
Mr. BERGOLD. I don't think because there was a mistake in

February that one can infer that the same gap would have existed
2 months earlier or 1 month later. But quite clearly there is a
problem. It is a smaller problem than we had in February. The
secretariat continues to be dissatisfied with the accuracy of the out-
months of the predictions, the 2 months out. They are still running
between 4 and 9 percent error, but that is nothing like it was in
February.
February was, of course, the most disorderly month probably in

the market, and people were making some projections that turned
out to be wrong, and there was indeed some double-counting and
some misunderstanding about how to fill out the forms. Much of
that has been taken care of, but more needs to be done, and that is
what the secretariat is doing.
Mr. GORE. How long do you think this study will take again?
Mr. BERGOLD. I think it will take a couple of months on the other

issue of how to count together. We have a reconciling formula now;
it isn't that we don't have reconciling formulas, but what we can
do to be counting—all of us counting the same things, including
geographic areas, but I think within a month or so that probably a
report will be ready for us to make a judgment on.
Mr. DINGELL. If the gentleman will yield, we have the problem of

the disparity in the figures as between the two agencies, but we
also have the difference, more awkward problem, that on the basis
of at least the February history, we may very well be using inaccu-
rate data and information for making not only policy of this coun-
try, but making policies among the signatory nations of IEA.
How do we protect ourselves against inaccurate data that are

triggering some consequences that might be rather unfortunate
from the viewpoint of many?
Mr. BERGOLD. I guess the first point I would make, Mr. Chair-

man, is that it is the best data we have—that it isn't as good as we
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would like it to be, I think we can all admit, and we have to make
it better. But it is the best data base we have.
The second point is that this data does not automatically trigger

anything. Nobody goes off and does something solely on the basis of
the data without evaluation of it.
Mr. DINGELL. It does trigger people starting to talk and moving

toward some other consequences in terms of official actions or TEA
actions which would then take place, based on the consideration of
this data if it is in fact the only data we have, or if, in fact, it is
unweighted. But even considering that there is a subsequent evalu-
ation, there is the possibility for incorrect data in this framework
because there is no more data on hand to correct. So you have a
very serious problem.
Mr. BERGOLD. This spring we got into a situation where the one-

country data did show a triggering level. However, an evaluation of
the data and a discussion with the suppliers of that country, with
refiners, et cetera, revealed that the data was, in fact, misleading.
It was decided not to activate the TEA allocation system. I would
suggest that kind of analysis will resolve most of the kinds of
problems you point to.
Mr. DINGELL. Let me read your comments on the data system we

are referring to. You say, "This is the same information system
which would provide data essential to the determination of nation-
al allocation rights and obligations if the international oil alloca-
tion system were to be triggered."
Mr. BERGOLD. That is correct, and I suggested, in response to an

earlier question, Mr. Chairman, that I think there would be mis-
takes on a monthly basis if the allocation system were triggered.
There would be errors that would need to be compensated for in
the following month.
Mr. DINGELL. Well, it troubles me greatly to see this potential

here for data triggering controversy or U.S. actions or internation-
al actions, or actions of other countries, or controversy between
countries on the basis of what is agreed to be inaccurate data.
The Chair thanks the gentleman for yielding.
Mr. GORE. Let me touch one other area, and that is the area of

secrecy and how necessary all of the secrecy is. Again, I am willing
to be convinced. I am not willing to be convinced until 1986, but I
think maybe you have a good argument, but let me just point out
one example of this secrecy procedure where we allow a company
to classify something as national security for all intents and pur-
poses, where in one of the transcripts of the meeting, the chairman
of the producers board says, "What time is lunch?' The reponse is
classified, and for 6 months a law firm attempted to declassify, out
of some sense of mischief, I am sure, but also out of curiosity,
attempted to get a declassification of the response to the question,
"What time is lunch?" And after 6 months and a lot of difficulty,
we finally get the response, "One to one-fifteen. So perhaps we
should wind up at 12:45."
So, you know, that seems a bit excessive, doesn't it?
Mr. KATZ. Well, Mr. Gore, I think the issue there did not involve

the answer to that one question but involved the declassification of
that whole transcript. And I think--
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Mr. GORE. No; I think they were just mischievous enough to
ask--
Mr. KATZ. I think the problem was obviously not in declassifying

that one answer, but the problem was to review the whole tran-
script.
Mr. DINGELL. When that transcript had been declassified and

was finally released it was found that only the most modest
changes were made, but it took a substantial period to get that
done.
Mr. KATZ. That is right, Mr. Chairman, and I would have to

agree that the process does require speeding up and it has been
speeded up.
Mr. DINGELL. I hope you are right.
Mr. KATZ. In fact, there are changes that have been made in the

procedure to get the transcripts into the reading rooms much more
quickly.
Now, it is also correct that the amount of classification that is

required is relatively modest and we will exercise particular care
to insure that only those portions which are essential either for the
obvious reason of the security of the deliberations, the sensitive
part of the deliberations, and that which comes from other govern-
ments where we are just under an obligation to them to keep
confidential that which they ask us to.
Mr. GORE. What is the obligation?
Mr. KATZ. Where other countries ask us to keep their remarks

secret.
Mr. GORE. What is our obligation?
Mr. KATZ. We have an obligation to respect that.
Mr. GORE. What is the nature of that obligation?
Mr. KATZ. The nature of it is comity; if the discussions are going

to be carried out and be effective we have to respect their wishes.
Mr. GORE. These are companies. There have been discussions of

comity with companies but they make the headlines in the Star.
Mr. KATZ. Where there are foreign companies I think we have to

do that. We have made the point to them as we stated in our
response to the letter--
Mr. GORE. Why do we have an obligation to those companies? I

am willing to be convinced.
Mr. KATZ. Again, it is in terms of the effectiveness of the ar-

rangement. There is obviously a mutual effort in the arrangements
but I think there are some differences in views on this in other
countries as compared to the United States.
Mr. GORE. But you don't even have a specific request from the

countries. The countries are allowed to classify and claim national
security for what they want to have deleted. If a company repre-
sentative says don't you dare print anything that I say, then we
have an obligation to the representatives--
Mr. KATZ. The foreign companies.
Mr. GORE [continuing]. Of that country?
Mr. KATZ. Yes, sir.
Mr. GORE. Like Shell?
Mr. KATZ. The foreign Shell, yes, sir. But as a practical matter,

Mr. Gore, I don't think we should exaggerate that, because as a
practical matter those portions which are kept confidential are
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very limited and in fact we do exercise control over this and we
have urged them to give on this point.
We have pointed out the importance in terms of the credibility of

the arrangement and the need for maximum openness and I have
no indication that there won't be cooperation in this regard.
Mr. GORE. IS it true or not true that you classify every single

statement of the foreign company representatives?
Mr. KATZ. Initially, yes. Initially, the whole transcript is classi-

fied.
Mr. GORE. OK; here is one. Here is a discussion in which every

single statement of the foreign company representatives were clas-
sified as national security and prevented from public view. That
discussion took place on June 30, 1976, over 3 years ago.
That is an initial classification, but it seems like a permanent

classification.
Do you have a comment on that, and let me say I don't want to

exaggerate it but I think it is unethical to the principles of EPCA
and I think it should be reviewed carefully if we are asked to
extend an exemption here.
Let me also add that on that June 30, 1976, transcript, no one's

statement, even our company's statements haven't been declassi-
fied on that transcript and there are over a dozen more in the
same category.
Mr. DINGELL. Would the gentleman yield?
Mr. GORE. Let me get a response first and then I will.
Mr. KATZ. Mr. Gore, it is a fact that the foreign companies do

take the position that they want their statements kept confidential.
We have, as we responded to the committee, from the beginning
requested the foreign companies to notify us when they do not feel
the need to have remarks kept confidential and we have in the
past sought and obtained permission to release some comments by
foreign company officials.
I cannot elaborate those examples at the moment. But your point

is well taken.
On the other hand, we are dealing with other countries and

foreign companies where they do have different standards of open-
ness than we have in this country.
Mr. GORE. OK. Let me move on.
I don't want to exaggerate that. I think it is contrary to the

principles that we should stand up for in this country, but I am
concerned about it.

I am also concerned about the delay in declassifying anything.
Mr. KATZ. That is a fair point, Mr. Gore.
Mr. GORE. What about this June 30 transcript? Why do you

continue to keep secret this June 30, 1976, transcript?
Mr. KATZ. I can't answer that offhand, but I will be glad to look

into that.
Mr. GORE. OK, and I assume it would be impossible for you to

give a response to each of them?
Mr. KATZ. I am just not familiar with them, Mr. Gore, but I

would be glad to review that and provide an answer.
Mr. GORE. I think it would be very helpful if you could give to

the subcommittee an explanation of why each one of these is still
classified.
Mr. KATZ. I would be glad to do that, Mr. Gore.
[The following letter was received for the record:]
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DEPARTMENT OF STATE

Washington. D.C. 20520

D

SUBC0'.11ETEE UN EtifttA& PC'.7[11

14 AUG 1979

At the recent hearings held by your Committee on
extension of Section 252 of the Energy Policy and
Conservation Act, Assistant Secretary Katz was requested
to explain why certain of the transcripts of meetings of
advisory bodies created to implement the International
Energy Program are not yet available to the public.

After consulting with the Department of Energy to
determine the status of the outstanding transcripts, I can
report to the Committee the following:

88 transcripts from meetings of IEA
advisory bodies are now available in the
Public Reading Room for public inspection;

30 transcripts are at one stage or another
of the review process and the bulk of
these are from meetings held this year.

Of the outstanding transcripts, several are in the final
stage of review and will be made available to the public
in the next few weeks. The Departments of State and
Energy are taking steps to introduce a more expeditious
review procedure in order to provide the transcripts for
public inspection sooner while at the same time maintaining
a high degree of accuracy to ensure that they correctly
reflect what was said at the meetings in question.

Sincerely,

Robert D. Hormats
Acting Assistant Secretary for
Economic and Business Affairs

The Honorable
John D. Dingell,

Chairman, Subcommittee on
Energy and Power.
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Mr. GORE. That is all, Mr. Chairman.
Thank you very much.
Mr. DINGELL. The Chair thanks you.
Let me give you an example of a thing that troubles me with

regard to the point that Mr. Gore has been addressing.
Here you have a situation where the foreign company triggers

the confidentiality as opposed to the foreign government.
How do you justify that?
Mr. KATZ. It is a matter of cooperation. It is voluntary and if

that is the basis on which they are prepared to participate I think
we have to recognize that.
I think we can try to overcome it as best we can but fundamen-

tally they participate on a voluntary basis.
Mr. DINGELL. Let's go to another area.
Under section 252(i) of the Energy Policy and Conservation Act,

FTC is required by statute to submit at least once every 6 months a
report on the impact of competition on small businesses of actions
authorized by section 252.
The fourth report covers the second allocation system test which

was conducted in April and May of 1978. This report which was to
be submitted to the Congress by FTC was classified by the State
Department.
Under what authority do you folks classify that? That is a docu-

ment which FTC was to submit by law to the Congress.
Mr. KATZ. The authority is the basic authority to classify and I

believe we responded to that question, Mr. Chairman.
Mr. DINGELL. You did respond. But I want you to cite the specific

authority for that as opposed to the reasons. You gave us the
reasons. I am not sure you gave us the citation.
Mr. KATZ. I thought we had also provided the citation which is

the--
Mr. DINGELL. You gave us the Presidential document, title III of

the President's national security form, but I don't think you ever
set out precisely the basis on which your agency classified the
document submitted by Congress in conformity with law by a sister
agency.
Mr. KATZ. It is under the Executive order, Mr. Chairman, and I

think here again it was a matter of delay which I think was
unfortunate and we will, as we stated, make every effort to avoid
such delays in the future.
Mr. DINGELL. The document was submitted on September 21,

1978. It was revised in January of 1979 and I guess at that point
was released.
Now, I am not sure, what was the goal of the State Department

in connection with this? I guess you weren't trying to keep that
from Congress, because classified documents are available to the
Congress.
Mr. KATZ. In fact, the classified version was provided to the

Congress so it was not a matter of trying to withhold. It was a
matter of classification and it was because it was felt that it would
be harmful, that it contained sensitive information, the divulging
of which would be harmful from a security point of view.
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Mr. DINGELL. I really want a specific statement as to the precise
sections of the Presidential Executive order under which you classi-
fied a document which was submitted to the Congress by FTC.

I don't think you want to give that to me at this particular time,
but when you get back downtown I think you better reflect soberly
on that, because I am not aware of any authority the President has
to classify documents which are mandated by the Congress from
independent agencies.
Mr. KATZ. Well, I would like to review that.
Mr. DINGELL. I think in fairness you should do that.
Doesn't that impinge directly on the ability of the Congress to

use that document? In other words, how is the Congress to get the
comments of persons in small business communities or persons
within Government or persons who might be affected by supply
shifts or something of this kind if they can't make the document
available to them because it has been classified?
Mr. KATZ. Well, I think that deals with the nature of the materi-

al. I think it was felt that the unclassified version would meet that
requirement.
Mr. DINGELL. The unclassified version was not made available

until I figure about 31/2 months or thereabouts after the report was
submitted, which means the events had an opportunity to age
nicely between the time of the submission by the Federal Trade
Commission and the release of the document, which was not your
document, after all, it was a Federal Trade Commission document.
Mr. KATZ. Yes; and I can't justify that delay, Mr. Chairman.

That certainly should be avoided and will be avoided in the future.
Mr. DINGELL. It does trouble me. I don't intend to castigate you,

but I am curious as to your authority and whether or not your
agency had awareness of the consequences of this.
[The following letter was received for the record:]



118

DEPARTMENT OF STATE

Washington, D.C. 20520

RECEIVED

9 079

SUBCOMMITTEE ON ENERY. & PDXR

Dear Mr. Chairman:

• 8 AUG i3,*

The following information is in response to the
question asked at the hearings before your Subcommittee
on July 16, 1979 with regard to the authority of the
State Department to classify the Fourth Report of the
Federal Trade Commission to Congress pursuant to
Section 252(i) of the Energy Policy and Conservation
Act (EPCA).

The Fourth Report as prepared by the FTC for
transmittal to the Congress included a detailed
discussion of the supply disruption scenarios postulated
during the International Energy Agency's (IEA) April/May

1978 test of its emergency oil allocation system. The
precise nature of these scenarios, the measures taken by
companies to meet each country's supply right, details of
the countries' supply weaknesses, and the appraisal of the

effectiveness of the system are considered sensitive information

by the IEA and all countries concerned. Such information

in the wrong hands could be used in the future to hamper

the efforts of the TEA to deal with a politically
motivated oil embargo of one or more of its members.

Because of the level of detail, Department officials

determined that disclosure of these portions of the report

reasonably could be expected to cause identifiable damage

to the national security. In addition, some of the material

upon which the FTC based its report was drawn from documents

classified by the IEA.

In order to ensure timely transmission of the Fourth

Report to the Congress, the entire report was classified

by the Department. Subsequently, an unclassified version

including the great bulk of the original report was made

available.

The Honorable
John D. Dingell,

Chairman, Subcommittee on
Energy and Power.

(
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The information in the FTC report which led to its
classification as "confidential" was obtained by the
FTC in connection with its antitrust monitoring function,
shared with Justice and the Department of Energy, under
section 252 of EPCA, section 5(b)(2) of the Voluntary
Agreement and Program relating to the International Energy
Program, and the letter of approval issued by the Department
of Energy pursuant to the Voluntary Agreement which enabled
U.S. companies to participate in the second allocation
system test of the IEA. Executive Order 11932 gives the
responsibility for the classification of such information
to the Secretary of State. The standards to be applied are
contained in E.O. 12065 on national security information
(superceding E.O. 11652).

E.O. 12065 provides in part that "confidential"
shall be applied to information, the unauthorized dis-
closure of which reasonably could be expected to cause
identifiable damage to the national security. E.O. 12065
also provides that information made available to the
United States in confidence by an international organization
of governments shall either retain its original classi-
fication or designation that shall ensure a degree of pro-
tection equivalent to that required by the entity that
furnished the information. It was, and is, our considered
opinion that portions of the classified version of the Fourth
Report meet these standards for classification.

Sincerely,

Julius L.
A sistant Secretary for

Economic and Business Affairs
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Mr. DINGELL. Mr. Rowe, do you have any comments?
Mr. ROWE. I really have no comments on this particular docu-

ment, just an item of clarification. If this is the September 1978
report, I believe it is the fifth report rather than the fourth report.
Mr. DINGELL. It is September of 1978.
I have real trouble with you folks classifying documents that

don't belong to you. Just because you have a stamp marked
"secret" doesn't mean you have to stamp a document that belongs
to another agency or done by mandate of congressional statute, and
under the circumstances where not inconceivably it could delay or
hinder the Congress.

It is a happy thing I was occupied with other matters or I would
have convened a hearing to discuss the release of this document
and made faces red at the State Department, because I think that
is wrong.
Mr. KATZ. I think the delay was certainly inexcusable, Mr. Chair-

man, but I suspect it resulted from the fact that there was a
classified version with the committee, there were as you say, other
preoccupations at the time, and it slipped away.
What the precise authority was, I would, as you suggest, like to

have that reflected on in a careful response to the committee. The
basic information, of course, on which the report was based, did
come from the TEA and it was that information that was being
protected.
But the delay is certainly unfortunate and inexcusable and will

be avoided in the future.
Mr. DINGELL. Did you classify any information and see to it that

any information on this matter was withheld from the Federal
Trade Commission?
Mr. KATZ. I don't believe so.
The Federal Trade Commission had a participant at those ses-

sions.
Mr. DINGELL. Mr. Rowe, can you give us a comment on that?
Mr. ROWE. I am not aware of any information, Mr. Chairman,

that is being kept from the Federal Trade Commission representa-
tives.
Mr. DINGELL. Does the Federal Trade Commsision have its docu-

ments classified?
Mr. ROWE. In this instance, we must defer to the State Depart-

ment for classification.
Mr. DINGELL. Did FTC classify the document?
Mr. ROWE. The answer is no, Mr. Chairman.
Mr. DINGELL. Do you have authority to classify documents at

FTC?
Mr. ROWE. No; we do not.
Mr. DINGELL. Were you consulted with regard to the classifica-

tion of this particular document?
Mr. ROWE. Consultation, I believe, Mr. Chairman, consisted of

the Department of Justice advising us what portions would be
classified.
Mr. DINGELL. The Department of Justice advised you?
Mr. ROWE. The Department of State; I am sorry.
Mr. DINGELL. They didn't say can we, they said we are going to

classify these; is that right?
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Mr. ROWE. That is essentially correct.
Mr. GORE. I might say as an example of this secrecy mania, I was

initially refused access to IEA figures on the basis of national
security classification, and I then, after some teeth pulling and
pounding on the table, et cetera, was graciously given a copy of it,
but I would like to, for the record, Secretary Bergold, get your
understanding that Members of Congress have complete access to
IEA materials that the Department has classified.
Mr. BERGOLD. There is no question at all about that, Mr. Gore,

and if anything like that happens again, I hope you will call me or
have somebody on your staff call me.
Mr. GORE. It worked out the day that I came down to your office

there eventually, but I wanted to make sure that others won't have
to go through that.
Mr. DINGELL. The Chair would like to advise the gentleman that

the Chair stands ready to assist the gentleman in using the powers
of the committee to get any information that might otherwise be
withheld.
Mr. GORE. I don't want to make a point of it, only in that it

reflects the automatic preference or secrecy.
Mr. KATZ. Could I comment on that, Mr. Gore?
I don't think this is a matter of somebody running amuck with a

secret stamp. The information dealt with in the report, I am read-
ing from our response to the committee:

It included a detailed discussion of the supply disruptions postulated as test
scenarios. The nature of these scenarios, the measure taken by countries to cope
with the disruptions, details of a country's supply weaknesses and the appraisal of
the effectiveness of the system are considered sensitive information by all the
countries concerned.
Such information would be of considerable use to persons devising a politically

motivated embargo that would thwart our attempts to defend our economies and
joint securities.

The Joint Chiefs of Staff do not make their contingency plans
public, and indeed they should not. I think we accept first of all,
without reservation, the right of the Congress to know.
Mr. GORE. Yes.
Mr. KATZ. Second, we accept the need for maximum openness,

just as a matter of general principle and as a matter of providing
confidence in the workings of the system. We did not declassify the
portions of this report that should have been declassified as
promptly as we should. That was an error on our part. We are
going to try to avoid that in the future, but it is not a matter of
people running around just classifying for the sake of classifying.
Mr. GORE. It sounds good, but it was interpreted to keep secret

lunch time.
Mr. KATZ. No, we are talking about a different document, Mr.

Gore. We are talking about the FTC report. We are not talking
about the transcript now. We are talking about an evaluation of
simulations of the system and a report by the FTC.
Mr. GORE. I was talking about the secrecy atmosphere surround-

ing everything associated with the TEA and their meetings.
Mr. KATZ. As I said, Mr. Gore, we are going to try to avoid that.
Mr. GORE. Finally, I do not want to make any big deal about it.

That is fine. I initially came to this subject with a great deal of
apprehension. I still have some apprehension. Some of the people
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here have been kind enough to meet with me privately and go
through the details of this, and I would like to express my thanks
to them.

I am now convinced that even though it goes against my instinct,
it would probably be irresponsible to immediately eliminate the
exemption. By the same token, I think it would be equally irre-
sponsible to extend it for 6 or 7 years into the future without
knowing more than we do now because this system was set up as
an effort to give us control and a little more information, little
more control on the international oil system, and it seems like we
have less than before. We certainly have as little control and as
little information as we did before.
Maybe that is overstating the case but we certainly do not have

the kind of grasp on this matter that we should and the kind of
grasp that I think we ought to have in order to justify a continued
antitrust exemption. But I have come to the conclusion that an
immediate revocation is probably not in our national interest.
Mr. DINGELL. The Chair has great reservations about the period

of extension, if the gentleman will permit. We will look at that
with a great deal of care before anything of that sort is afforded.
The Chair would like to recognize counsel at this time for pur-

poses of asking questions.
Mr. SCHOOLER: On this issue of the period of time, could you

explain the administration's view concerning the length of time
which you would want this immunity to be extended and why it is
necessary that it be extended for that period of time?
Mr. BERGOLD. Well, we would like it extended until the time that

the withdrawal from the International Energy Agreement would
be possible on the part of any of the members. This is our position,
Mr. Schooler. I think we would be very pleased to work with the
committee. If you would prefer a shorter date or shorter length of
time it is not our position, but we would certainly be very happy to
work with you on some other concepts.
Mr. DINGELL. Mr. Bergold, I think we should commence that

process. I really am troubled about the length of the period. We
had a great deal of difficulty just crafting the original proposal.
The data base problem, the troublesome problems of secrecy, the
need that we feel for continued supervision indicates to us that the
practices of the committee in affording not more than a 3-year
extension to any program is probably desirable, and if you could
work with our staff on this I think it would be mutually helpful.
Mr. BERGOLD. Be happy to.
Mr. DINGELL. Keeping in mind not only international commit-

ments, the agency's concern, but also considering the schedules of
Congress which oftentimes make enactment of legislation during
certain times of the year enormously difficult.
Mr. SCHOOLER. Are the companies presently reporting informa-

tion to the IEA under the information system? Are they continuing
to report to IEA at this time?
Mr. BERGOLD. Indeed they are, directly.
Mr. SCHOOLER. Is your Department continuing to look at that

data in an attempt to reconcile it with the Customs and DOE data?
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Mr. BERGOLD. Yes; as you know, questionnaire A is the report
that goes directly to the IEA and B is the aggregated analysis done
by the Department of Energy on the basis of those submissions.
Mr. SCHOOLER. What was most troublesome to our subcommittee

was the fact that back last March we had the impression that very
little was done by the Department to determine whether or not
there were discrepancies between your data and IEA data, nor
were there attempts to resolve it. Could you provide to this subcom-
mittee on a regular basis the data and what discrepancies there
are so we will not be in a position once again of having to go on
down and be surprised to find the outcome.
Mr. BERGOLD. We have instituted a monthly briefing, as you

know, for staff members. In addition to that, we would be very
happy to supply any written information that you may want.
Mr. SCHOOLER. Thank you very much.
Mr. DINGELL. The committee thanks you all for your assistance

and patience and we excuse you at this time with the thanks of the
committee.
Our next panel is a panel composed of William J. Lamont of

Lobel, Novins & Lamont, 1523 L Street, Northwest, Washington,
D.C., and Mr. Charles D. Mahaffie, Jr., of Cleary, Gottlieb, Steen, &
Hamilton, 1250 Connecticut Avenue, Northwest, Washington, D.C.
We are pleased to welcome you to the committee. If you will

come forward and take your places, we will recognize first Mr.
Lamont and then Mr. Mahaffie.
The Chair observes while we are getting ourselves seated here

that Mr. Mahaffie, you have been gracious enough to come here
essentially as an expert witness. You do not appear on behalf of
any particular oil company or anybody in particular. We are appre-
ciative of your presence and will balance your statement against
that particular appearance and policy. Is that accurate?
Mr. MAHAFFIE. That is correct. Thank you, sir.
Mr. DINGELL. Mr. Mahaffie, you have identified yourself for the

record already. The gentleman to your left is?
Mr. MAHAFFIE. Mr. William B. McGurn, my associate.
Mr. DINGELL. We are pleased to meet you.
Mr. Lamont, you have also an associate with you?
Mr. LAMONT. Yes; a clerk, Mr. Steven Kamp, whose purpose is to

find things I cannot find when I need them.
Mr. DINGELL. Mr. Lamont, we will start with you and then we

will recognize Mr. Mahaffie, and if your associates desire any com-
ment we will be more than pleased to receive them.

STATEMENTS OF WILLIAM J. LAMONT, ATTORNEY, LOBEL,
NOVINS, & LAMONT, ACCOMPANIED BY STEVEN KAMP; AND
CHARLES D. MAHAFFIE, JR., ATTORNEY, CLEARY, GOTTLIEB,
STEEN, & HAMILTON, ACCOMPANIED BY WILLIAM B.
McGURN III, ASSOCIATE

Mr. LAMONT. Thank you, Mr. Chairman, for this opportunity to
appear on this legislation because I think it is singularly impor-
tant. The President on television last night promised to take the
problems of energy within his own hands and with your coopera-
tion to solve them.
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This legislation, if enacted, simply means that neither the Presi-
dent nor any elected representative of the Congress of the people,
will, for something like 7 years or more, have any significant
control over energy policy. For you are considering extension of the
voluntary immunity provisions of section 252 of the EPCA for 7
years. That is a decision whether and what form, for how long you
want to continue the almost unbounded antitrust immunity that is
given the international oil companies for their transactions that
fall within or can be said to fall within the ambit of the secret
international agency plans and operations. Your extension neces-
sarily involves an evaluation of that International Energy Agency's
own actions.
With your permission I would like to submit my statement as

written [see p. 132] and simply highlight some of the points. Lest
there be any possible mistake, understand that I urge that there be
no extension for any length of time; but that certainly there be no
extension for more than 1 year. Extension effectively repeals the
antitrust laws in a very wide domain that is of great importance to
the United States.
I think that in a long time I have not been quite as thoroughly

shocked as when Mr. Ewing, supposedly the representative of the
procompetitive policies of the Antitrust Division, was delighted to
join in recommending enactment of a proposal which would remove
so large a share of the international petroleum trade totally from
their effective supervision as an antitrust enforcement agency.
Extension of this immunity without any further qualification,

moreover, would continue the present situation under which these
International Energy Agency operations are not and really cannot
be effectively policed by the antitrust agencies of the United States.
Moreover, and this is the part I think that is most significant to

me, all of these operations have been so thoroughly cloaked in
secrecy that no injured independents or consumers have any real
opportunity to help themselves.
One of the basic premises on which the antitrust laws operate is

that you have to have a right to help yourself if you are injured in
your property or business by the action of a restraining group. In
sum, should we continue the machinery which was so signally
successful in dealing with the crude oil shortages occasioned by the
revolution in Iran?
Local motorists do not regard that performance as a real success

but that is only because they are narrow and selfish in their point
of view. Certainly the multinational companies who are to be our
agents in meeting shortages will find it very, very hard to improve
on a performance which so efficiently cut down competition, raised
prices, triggered recession, and dumped the blame on someone else.
What was plentiful 60-cent gasoline in December became scarce 95-
cent gasoline by July, and all because of OPEC. When you examine
the first and second quarter financial results of the activity of
Exxon and its partners in world oil distribution, you will under-
stand what real success is.
This was, however, not quite the kind of success that Secretary

Katz predicted in his 1974 testimony for the use of this Internation-
al Energy Agency device.
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Let me turn quickly to the abuse of the immunity provisions.
That was to have been a narrowly circumscribed plan, but it has
been subverted to virtually unlimited use. The clear intention of
the fact was that only a narrow immunity would be carefully
granted for action clearly required to meet the needs of a publi-
cized plan.
The rights of outsiders to redress for antitrust damage were to be

sacrificed, but only where they stood directly in the way of essen-
tial emergency action required by affected consumer governments.
The outsiders could protect themselves, for this statute insured
they would have a host of safeguards, a maximum of publicity, a
right to participate in the planning process, either directly or
through representatives and, most importantly, a right to know
what action had actually been taken under the statutory cloak of
immunity.
Of the considerable number of special safeguards that were in-

corporated in the 1975 statute, I am in rueful admiration reporting
that not a single one of those safeguards remains without total
evasion. Never in history has so much careful statutory language
been so wholly evaded so blithely to the individual profit of so
many companies.
The new International Energy Agency agreement that was draft-

ed after this new statute put new safeguards was exactly the
agreement that had existed before. No consumers or real indepen-
dents have ever been permitted to participate in any part of the
planning process. The requirement that there be representatives of
independents was ingeniously met: Denominate companies like
Standard Oil Co. of Indiana as independents and that qualifies.
Even in such a basic procedural matter as publication of the

agenda, there has been hardly a single instance in which the
agenda publication of a meeting of the IEA committees has not
been prefaced by a finding by the Department of Energy that this
particular meeting was so hastily called that the 7-day period for
notice simply could not be met.
Equally incredibly for an agency which is so zealous in its protec-

tion of competition, some 4 years after enactment of EPCA, there
are no traces of any Department of Justice regulation specifying
which company records of immunized action are to be kept and
how they are to be made available.
This has meant, ineffect, that a very limited immunity has been

translated into a very broad one. No consumer, independent can
sue with respect to that which he does not know happened. This, as
was discussed quite at length with the previous panel, has involved
a quite clear misuse of national security classification authority.
I must object a little bit for the record to Mr. Gore's characteriza-

tion of our request for the transcript of the August 31, 1976,
meeting of the ISAG, or whichever board it was. That was not
mischief, that was concern to find out just by what procedure and
to what extent matters would be classified.

If our opponent happened to have delivered into our hands a
perfectly ridiculous instance of classification, that, sir, was only an
accident. The response that we got 6 months later does give a very
clear delineation of the process by which this material is classifed
and declassified.

57-088 0 - 80 -- 9
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And I submit that if you read the telegram from the Department
of State, which I attached to the copies of the testimony submitted
to the subcommittee, the June 1978 telegram from Secretary of
State to the Embassy in London, Paris, Bonn, Rome, and Vienna,
transmitted to us on July 5, 1978, 6 months after we had requested
what time the board broke for lunch, you will see that it gives a
rather interesting story of how this material is classified and
declassified.
As you queried the previous panel, also, it extended to cover even

the Federal Trade Commission's own report, its fifth report of
September 21, 1978. I might say that we sued on that one, as a
result of which we got a copy not of the report as revised in
January 1979, but as originally written, but with the confidential-
areas blotted out. So that it is possible to evaluate the context of
information that was confidential.
On page—I am sorry, the page is blotted out, the number is

apparently also confidential, on paragraph B(1)(b). There is a whole
series of the type of information that occasions discussion among
the reporting countries that are set out. Let me read one of them:

"Mobil showed a relatively small volume of imports to blank, from blank, blank
blank, and blank and from blank to blank. [Planning footnote.] Ashland showed an
estimate from a category headed 'Blank,' to the blank in September but no similar
movements in August or October. Socal showed blank crude shipped to blank when
blank was an embargoed crude blank.

Now this is not information that would seem to be so much
inextricably interwoven in the international dialog process that it
could not be disclosed without offending a foreign government. We
are talking about Mobil, Ashland, Socal, these are American com-
panies. And their material is classified, and presumably would be
declassified if they ask it.
With your permission, Mr. Chairman, I would like to submit this

copy of the scrubbed report so that you may see what highly
confidential deletions were made in the FTC report.

Incidentally, this secrecy, so far maintained extends even to the
tentative plan of action, although the statute contemplates this will
be publicized. For something over 4 years now the IEA and its
committees have been developing a so-called emergency manage-
ment manual which will be the international allocation procedure
during the period when there is a shutdown. This has never been
published for comment, never been exposed even in confidence to
any independent companies or their representatives for their view.
Yet when there is a 7-percent shortfall in consumption, this is the
plan which, with full immunity for all of its details of operations
by the companies, will be given total antitrust immunity.

Incidentally, I would like to signify that two things Secretary
Katz mentioned are worthy of note. One is, he said that after all,
the Joint Chiefs of Staff do not expose their contingency plans to
the enemy.

Well, I think that is probably true. I hope it is true. But by the
same token, the TEA is not only exposing its contingency plans to
the enemy or the agents of the enemy, but is indeed compiling
those plans with their assistance. Remember, it is the multination-
al companies and the American multinational companies in large
part who are the agents of Saudi Arabia in the operation of the oil
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fields, in the determination of the production levels within overall
ceilings set by the Government. They are the ones who buy and
resell, who have initially the handle on the transactions in an
overwhelming share of the world's movement of oil.
These people also have a very substantial investment in oil pro-

duction outside of OPEC. And it is a little bit beyond belief that
they are on our side, to be trusted with governmental powers as
they are to determine what we should have, when we should have
it, and how we should get it. That, to me, is admitting the enemy
into the councils of the Joint Chiefs of Staff.

If anyone doubts that any of the OPEC nations who have a very
considerable control over these companies cannot get full access to
any of the proceedings of the TEA they wish to, I think perhaps
they had better reexamine very carefully the relationship of these
companies to the OPEC nations.
At any rate, the statute goes on a little bit further in providing

protections. It talks about the Attorney General shall report at
least once every 6 months. The Attorney General has yet to be
reasonably prompt about issuing any of these reports. His fifth
report issued this month, as of March 21, 1979, follows by only 3
months the fourth report filed on March 9, 1979 as of September
21, 1978, which just happens also to cover the activities between
September 1977 and September 21, 1978.

Additionally, none of the reports of the Department of Justice or
the Federal Trade Commission have yet complied with the exact
terms of the mandate of the reporting requirement of the statute.
They were asked to state for the advice of the Congress the compet-
itive impact. All that they have stated is that whatever competitive
impact there was has been minimized, but they have not undertak-
en for any kind of congressional distribution or for public distribu-
tion an analysis of what are the competitive problems which this
organization under the IEA, affects. What are they?
We are sort of in the position like the old countryman who went

to his doctor, who was not really all that skilled and who said:
"Well, Jake, you remember we didn't know what you had last year;
well, you got it again and it is just a little bit worse."
Quite possibly the Federal Trade Commission, the Department of

Justice, have omitted this discussion of the competitive impact,
quite honestly because they cannot effectively analyze it on the
basis of their present surveillance. Neither Justice nor the Commis-
sion has ever undertaken any real investigation of the individual
company actions given immunity or of the context in which they
fit.
The statute was rather careful in considering this point and it

authorized both Justice and the Federal Trade Commission to use
their full investigative powers in aid of that review responsibility.
I will be perfectly willing to bet a rather considerable sum that

the Department of Justice has yet to issue a single civil investiga-
tive demand in this area and that the Federal Trade Commission
has not yet issued a section 6 order to try to bring out the underly-
ing competitive situation in which this international organization
operates, and to examine more deeply the competitive impact of
particular action either discussed or taken at a meeting or as a
consequence of a meeting of one of the IEA groups.
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One of the reasons I have felt so strongly about this is because
once upon a time in my not too dim past I was one of the Depart-
ment of Justice surveillance staff with respect to the foreign petro-
leum supply agreement in the 1967 6-day war. This was the point
in time at which Cleary-Gottlieb first became the representatives of
the companies who participate in such a voluntary agreement or
program, not as representatives of the individual companies but as
representatives of the companies as a group.
I have, I think, a fair experience of what the close and careful

monitoring is of which the Justice Department so blithely speaks.
It is really nothing more than sitting in a meeting room while
reams of papers and reams of figures are being flashed by in
industry jargon and trying to figure out just what in God's name
they are really talking about. It is not and cannot be followed up
by any significant investigative action because, quite simply, there
is no staff available to assign here.

If they would in fact assign just the staff that is available for a
minor merger case to this operation, covering the petroleum trade
and commerce of the whole world, we could feel a little bit more
comfortable. Yet they extol the fact that they have assigned in the
Federal Trade Commission three attorneys and one economist and
in Justice three attorneys.
Now this is sort of like the old one-man, one-riot philosophy of

the Texas Rangers, but there is not a riot in a cowtown and these
people are not rangers.
Even with staff and sufficient time to conduct a real investiga-

tion, it is highly unlikely that either of these agencies, both of
them together, even supplemented by further personnel, could per-
form the kind of superhuman job that would be required to regu-
late competition on the basis which this contemplates.
In other words, they are licensing noncompetitive action. They

are supposed to be making a continual judgment as the competitive
system itself would if it fully functioned.
To be sure, Assistant Attorney General Shenefield has promised

that the granting of clearances to companies to aid the IEA in no
way lessens the Department's vigilance in seeking to guard against
anticompetitive conduct in the international petroleum market.
Unfortunately, that statement is as exactly accurate as it is dis-
comforting, for if there is one thing that is absolutely clear, it is
that the Department of Justice cannot effectively lessen its vigi-
lance against anticompetitive abuses in petroleum markets.

Consider its abysmal track record on oil over the last 10 years.
There has been a fourfold increase in the price of crude oil over
that time, an increase which everyone knows was partly aided by
the companies who are involved in OPEC production areas. Equally
unquestioned is the remarkable growth in oil production and pipe-
line joint ventures among the largest companies in the industry.
There has been no action taken as yet to challenge any of this.
Now this kind of vigilance we do not need. But certainly it is

impossible to lessen it.
Finally, I would like to urge that you very, very carefully consid-

er whether you wish to continue the work of the international
energy agency itself in its present basis.
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First, Congress has never reviewed the operations of this agency
in any detail at all. In the 1975 act it explicitly refused for that
reason to give any advice and consent, ratification, endorsement, or
other form of congressional approval of the specific terms of such
program. There has been no careful investigation since.
Neither the TEA budget nor its pay and personnel selection

practices have ever been presented for congressional or public
review, even though TEA exists in large part on U.S.-appropriated
funds and some of its personnel were selected from U.S. candidates.
Yet we are asked to trust this group, this second level Department
of Energy and State bureaucracy, to supervise the committees of
the giant oil companies as they evolve solutions to our energy
problems.
Remember, the IEA now operates and intends to continue to

operate almost exclusively through these multinational company
groups. Of course its reports are subject to the inaccuracies inher-
ent in voluntary data submissions by interested companies of what
they want the Government to know or what it wants to be told.
I think a good deal of the difficulty that was adverted to in the

February errors, which were somewhat gross, was quite simply
because the companies were reporting what they wanted to to
different agencies. They gave one set of reports to the U.S. Cus-
toms, another set of reports to the DOE, another set of reports to
the IEA, and even now in July there is no satisfactory explanation
of where they were lying and why.
What has been done to reconcile the figures was that, after some

advice by the Department of Energy, the companies undertook to
clean up their act a little bit by at least reconciling the figures to a
common average. But there have been no steps taken to insure
that the same kind of lying with statistics will not continue in the
future.

Moreover, it is absolutely inexplicable to me that we should
entrust this much of our energy future to the tender mercies of
companies who have already dominated the whole of the world
trade in petroleum to such deep sorrow for those of us in the
United States. Asking Exxon to help us guard against the possibil-
ity of an OPEC-triggered shortfall is very much like asking the fox
to guard the henhouse and the wolf to watch the sheep.
Do any of you really honestly believe that Exxon, with its vast

interests in foreign and domestic oil production, is really going to
ration crude supplies so carefully among the nations of the world
that it will insure that no uncomfortable shortfall should suddenly
skyrocket prices and accidentally make such remarkably fine re-
turns to themselves?

It isn't just the present record that disturbs me. Every other one
of these emergency planning groups but one has resulted in some-
what similar conduct.
The conversion of 60-cent gasoline in December to 95-cent gaso-

line in July has ample precedent. The 1948 Small Business and
Reconversion Act voluntary agreements were drawn up to provide
heating oil to the east coast. They coincided with a rather substan-
tial series of products and crude oil price increases. The next one
came during the heat of the operations of the voluntary agreement
to boycott Iran in 1953. An added set of crude oil price increases
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came with the Suez war crisis of 1956-57, although the companies
involved were subsequently acquitted by a Tulsa Federal Court of
antitrust violations charged in a 1957 indictment brought by a
runaway grand jury without the official approval of the Depart-
ment of Justice. However, this declaration of innocence was slight-
ly besmirched when the judge in question subsequently resigned
his lifetime appointment on the Federal bench to become general
counsel of Gulf, one of the principal defendants.

Finally, remember that the sharp crude oil price increases of
1971 occurred while these multinational companies sat, with Jus-
tice Department approval, to negotiate price with the Persian Gulf
producers. Similarly, the four-fold increase which occurred in 1973-
74 occurred while this group sat as the foreign petroleum supply
committee.
There is one instance in which no significant crude price in-

crease occurred. That was the 1967 6-day war, and, in that in-
stance, a courageous if somewhat politically inept Attorney Gener-
al had the courage to tell the companies that no antitrust approval
would be given to scheduled action until after we had a chance to
look at the schedule. This was a bluff; we didn't have the staff to
do it with. But, nonetheless, since Mr. Clark had taken such a
remarkably strong position, the companies declined to schedule
any action; therefore, no immunity occurred, and, therefore, I sug-
gest, there was no occasion for any price increase.
At the present moment, a very substantial majority of the

American people believe that the shortages and price increases of
the past few months resulted from the actions of the multinational
oil companies. I don't think they are wrong. Whether they are
wrong or not, it will be very difficult to give an atmosphere of
credibility to any energy program which gives these companies the
authority and immunity here proposed as they plan the movement
of international oil through the whole world. To give them immuni-
ty from a criminal statute while they exercise that power and
authority for their own gain, as this clearly permits, risks total
public disbelief as to the reasonableness of any sacrifices which
they must make. Therefore, I urge that there be no further exten-
sion of the immunity provisions beyond the current 4 months.
I can understand the reluctance to take such apparently radical

action without a thorough understanding of what is to be done.
Particularly, the President has just announced a new program,
among other things, which will affect the quotaization of crude oil
imports. Whether that quotaization incidentally, will proceed on
the basis of the old mandatory import oil system or if it will be
based upon tariffs as the 1970 Schultz committee strongly recom-
mended; or if quotas are to be used; or whether or not they will be
auctioned in a competitive manner; in all of these possible vari-
ations, it is very clear that we will be very much concerned with
the manner in which the crude oil imports permitted under the
limitations will be distributed within the competitive structure of
the industry.

Therefore, I urge that at the very most you give only a very
limited extension. And while you do that, couldn't there be some
basis worked out whereby, even if these proceedings must be kept
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secret, that they at least be exposed to the view of representatives
of those groups who may be harmed by them.

It would be possible with a very slight amendment of the basic
statute to insist that these meetings could be closed if the Presi-
dent wished, or if the International Energy Agency wished, to all
interested persons who didn't qualify for at least the same degree
of security clearance as those people who participate and who could
be bound by the same rules of nondisclosure if such rules do, in
fact, exist.
With this, then, the outsiders of the world, the independents and

the consumers of America, would at least have an insider view of
what is going on at these remarkable meetings.
I have submitted with my testimony a proposed amendment

which I think would accomplish that purpose.
Thank you, Mr. Chairman.
Mr. DINGELL. Without objection, those submissions will be includ-

ed in the record as a part of your statement. You have given the
committee a very helpful statement, and we thank you.
[Testimony resumes on p. 145.]
[Mr. Lamont's prepared statement and attachments follow:]
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Thank you for this opportunity to appear on this singularly
important energy legislation.

You are considering extension of the "Voluntary Agreement"
immunity provisions of Section 252 of the Energy Policy and
Conservation Act for seven years. You have before you decision
whether, in what form and for how long to continue the
complete antitrust immunity enjoyed by the American multinational
oil companies for their oil transactions within the ambit
of the secret International Energy Agency plans and operations.
And this necessarily entails an evaluation of that international
agency's own actions.

I urge that the immunity not be extended, certainly not
for more than one year. For extension effectively repeals
the antitrust laws to the extent that they would otherwise
apply to domestic and foreign transactions in foreign oil by
the participants. The IEA operations have not been and
will not be effectively policed by the United States antitrust
agencies. And these operations are cloaked in such secrecy
as to preclude any effective policing action even by injured
independents or consumers.

In sum, you are here deciding whether to continue the
machinery which was so signally successful in dealing with
the crude oil shortages occasioned by the revolution in
Iran. Of course, local motorists will not regard this
performance as a success, but that is only from their narrow
point of view. Certainly the multinational companies who
are our agents in meeting shortages will find it hard to
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improve on a performance which so effectively cut down
competition, raised prices, triggered recession and dumped
the blame on someone else. What was plentiful 60 cent
gasoline in December became scarce 95 cent gasoline by July,
and all because of OPEC. When you examine the first and
second quarter financial results of the activity of Exxon
and its partners in world oil distribution, you will understand
what real success is.

The narrowly-circumscribed grant of antitrust immunity
in the 1975 statute has been subverted into a virtually
unlimited grant. The clear intention of EPCA (the Energy Policy
and Conservation Act, P.L. 94-163, Dec. 22, 1975) was that
only a narrow immunity would be carefully granted for action
clearly required to meet the needs of a publicized plan.
The rights of persons outside the plan who suffered antitrust
damage were to be sacrificed only to the extent they stood
in the way of essential emergency actions directed by the
affected consumer governments. But the outsiders were not
left without power to protect themselves. Indeed, the
statute insured that they were to be protected by a host of
new safeguards, including a maximum of publicity, a right to
participate in the planning process either directly or
through representatives, and, most importantly, a right to
know what action had actually been taken under the statutory
cloak of immunity. EPCA, §252. And see House Report 94-340.

Therefore, the 1975 statute incorporated a number of
safeguards not included in the previous statute under which
similar immunities had been granted: Defense Production Act
of 1950, as amended; 50 U.S.C.App. §2158. New voluntary
agreements and plans were to be formulated under a new set
of standards. EPCA, §252. When IEA agreements and plans
were formulated, the groups were to be representative,
including not only independent sectors of the industry, but
also public and private consumers. EPCA, §252(c)(1)(A)(i).
Any emergency plan contemplating the involvement of United
States companies in emergency IEA allocation had to be duly
published for public comment and amendment before it could
become effective. EPCA, §252(d)(1). Proceedings, pursuant
to published agendas, were to be open to interested persons,
even if they were not formally participants. EPCA, §252(c)(1)(A)(i).
Finally, the problem of publicity regarding the extent of
immunity was addressed: the records of action taken pursuant
to the immunity grant were to be carefully kept by the
companies pursuant to detailed regulations to be issued by
the Department of Justice. EPCA §252(c)(1)(B)(3).
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It is with rueful admiration that I must note an almost
perfect record. Not one of these safeguards has not been
successfully evaded. The "new" International Energy Agency
Agreement was simply a redraft of the earlier 1974 Agreement
under the statute without the new competitive safeguards.
The redraft was published, but there was absolutely no
participation by outsiders in the drafting process.

Indeed, no consumers have ever been permitted to participate
in any part of the planning process, though consumer participation

was clearly intended by the statute. EPCA, §252(c)(1)(A)(i).
Moreover, the requirement that representatives of the "indepen-
dent" sector of the industry be present at IEA meetings was
evaded by denominating companies such as Standard Oil of
Indiana as "independents." Hardly a single TEA agenda that
has been so 'far published has failed to note that circumstances
had conspired to make that particular meeting so hasty that
the seven-day statutory period for notice could not be met.
Equally incredibly, some four years after enactment of EPCA,
there are no traces of Department of Justice regulations
specifying which company records of immunized action are to
be kept and how they are to be made available.

The only reason all of this evasion could occur, it
should be noted, is because in four pages of tight statutory
direction on these points, there was one casually drawn
subsection which noted that "meetings of bodies created by
the International Energy Agency.. .need not be open to interested
persons..." EPCA, §252(c)(1)(A)(ii)aTid—Trii); (emphasis
supplied). As of this date, there have been no open meetings.

The limited immunity intended has thus been widely
extended by a cloak of secrecy, against any independent or
consumer. This has involved a quite clear misuse of national
security classification authority. Such has been the anti-
outsider paranoia that it covers not only the proceedings of
the IEA, but even a report of the Federal Trade Commission
concerning some anticompetitive shortcomings of TEA action.
For example, the Commission's Fifth Report, September 21,
1978, included some substantive references to matters discussed
by the multinational company groups. These references
supported recommendations for tighter control of information
exchanges between multinational company participants. This
Report was thereupon given a national security classification
by the Department of State, so that no independent or consumer
might know whether his ox had been gored.



135

The security classification process is not one objectively
performed by the State Department or any U.S. agency on the
basis of evaluation of the security relevance of the information.
That judgment is made by the multinational company from
which the information originated. In other words, if IEA
participant Exxon Corporation wants its part of the proceedings
kept confidential, the State Department will give it a
"national security" classification. If Exxon wants it more
broadly disseminated, the classification will be removed.

A rather clear example of this can be seen in the State
Department response to a 1978 request by my firm relating to
"What time is lunch?". There, we formally requested disclosure
of the response given to the Exxon representative's request
as to the tine of the lunch break in a meeting of one of the
company groups in the summer of 1976. After some six months'
delay, we were given a copy of the State Department cablegram
which achieved clearance of this vital and sensitive information.
It is highly informative as to the purpose and methods
of national security classification of IEA proceedings, and
the means of its release. I submit a copy for this Subcommittee.

In short, the United States Government has effectively
delegated national security classification power to private
companies, few of whom have had any security clearance in
this context. However unusual this might be, it makes it
extremely difficult for any private antitrust suit to challenge
conduct involved in any way in the IEA operations. Since
those operations effectively touch all international oil
movement in some part, a narrow, carefully circumscribed
grant of immunity has been transmuted into a wholesale
private repeal of the American antitrust laws covering
multinational company handling of foreign crude oil either
abroad or in the U.S.

The resultant wholesale immunity has been further
enhanced by the rather interesting record of Attorney General
"compliance" with the directives of EPCA §252. The statute
intends that the Attorney General should be a champion of
open competition. It therefore directs the Attorney General
to propose alternatives to the IEA emergency cartel arrangement.
EPCA §252(d)(1). There is, however, no record of the consideration
or recommendation of any such proposal by the Attorney
General.

Again, the statute undertook to insure that the self-
help activity of injured bystanders could not be thwarted by
records destruction. It directed that the Attorney General
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promulgate regulations concerning participant maintenance of
such records. EPCA, §252(e)(2). To date, no such regulations
have been issued.

Finally, the statute requires that the "...Attorney
General.. shall submit to the Congress and to the President,
at least once every six months, a report on the impact on
competition and on small business of actions authorized by
this section." EPCA §252(i). Yet the Attorney General has
yet to be reasonably prompt about issuing these required
reports. Thus, the Attorney General's Fifth Report, just
issued this month, "as of March 21, 1979" follows by only
three months the Fourth Report, filed on March 9, 1979 "as
of September 21, 1978," which, in turn covered activities
between September, 1977 and September 21, 1978.

Additionally, none of the reports of the Department of
Justice or of the Federal Trade Commission (which have been
more prompt and thorough than those issued by Justice) have
yet complied with the mandate of §252 that the "competitive
impact" of IEA activities be analyzed. Each report has
conclusorily stated that the potential anticompetitive
impacts of IEA activities have been minimized, but no report
has indicated what that competitive impact might have been.

It is quite possible that both the Department of
Justice and the Federal Trade Commission have omitted this
discussion of competitive impact largely because they can
not effectively analyze it on the basis of their limited
"surveillance". While careful evasion by the multinational
oil company participants has eliminated all of the antitrust
self-help safeguards, it is fairly clear that neither Justice
nor the Commission has ever undertaken any real investigation
of individual company actions given immunity. Rather, they
have been limited to observing such actions as disclosed or
discussed in the course of a meeting.

Moreover, what "close and careful monitoring" that
takes place is really nothing more than careful observation
by one or two individuals sitting in a meeting where reams
of figures covering two-thirds of the world's petroleum
production, and petroleum shipments spanning the entire globe,
are discussed in oil industry jargon. I can tell you from
some personal experience as Justice Department monitor for
the Foreign Petroleum Supply Agreement during the 1967 Six-
Day War, determining on the spot what are the competitive
effects of activities so discussed at one of these meetings
is like trying to count the feathers on a flock of geese as
they fly by.
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Without an in-depth investigation on at least a sampling
of the transactions and relationships at issue, it is impossible
to make any genuine determination whether any injury to
competition actually took place. The authors of EPCA realized
this would be the case, since they carefully authorized both
Justice and the FTC to use their full investigative powers
in aid of their review responsibility. EPCA §252(e)(4). I
am willing to wager that Justice has not yet issued any
Civil Investigative Demands in this area, just as the FTC has
not yet issued a Section Six order. My experience in 1967
is illustrative. Then -- as now -- there was simply no
provision made by either the Justice Department or the FTC
for the kind of staff which would have made possible an in-
depth investigation of the competitive impact of the Foreign
Petroleum StIpply Agreement. Without staff at least equivalent
in size to.that assigned a small and uncomplicated merger
case, it is simply idle dreaming to believe that the broad
operations here involved had no competitive impact.

Indeed, even with a staff, and sufficient time to
conduct a real investigation, it is highly unlikely that
either of these agencies could perform the kind of superhuman
job which would be required to regulate competition on a
world wide basis. To be sure, Assistant Attorney General
Shenefield has promised that:

...the granting of clearances to companies to
aid the IEA in no way lessens the Department's
vigilance in seeking to guard against anti-
competitive conduct in the international
petroleum market. (Fifth Report of the Attorney 
General, p. 40)

Unfortunately, that statement is as accurate as it is
discomforting. For if one thing is absolutely clear, it is
that the Department of Justice cannot effectively lessen its
"vigilance" against anticompetitive abuses in petroleum
markets, a vigilance displayed in its abysmal track record
on oil cases. None in the past ten years have challenged
major companies in these markets, despite a four-fold increase
in the price of crude oil over that time. Equally unquestioned
has been the remarkable growth in oil production and pipeline
joint ventures among the largest companies in this industry.
Indeed, note the slower than glacial pace of litigation to
implement the long-delayed recognition that joint pipeline
ventures among oil giants just might have some anticompetitive
effects.
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Finally, I would urge that you carefully consider

whether you wish to continue the work of the Internation
al

Energy Agency on its present basis. Congress has never

reviewed its operations. Indeed, in the 1975 Act, it explicitly

refused to give any "...advice and consent, ratificati
on,

endorsement, or other form of congressional approval of 
the

specific terms of such [IEA] program." EPCA, §255. Neither

the IEA budget nor its pay and personnel selection 
practices

have ever been presented for congressional or public r
eview,

even though IEA exists in large part on U.S. appropria
ted

funds and some of its personnel were selected from U.S
.

candidates. Yet we are asked to trust this group to supervise

the committees of giant companies as they evolve solut
ions to

our energy problems.

Such doubts are strongly reinforced when one realizes

that IEA intends to act almost exclusively through these

multinational company groups. It is absolutely inexplicable

that we should entrust so much of our energy future to t
he

tender mercies of companies who already dominate the whol
e

of the world trade in petroleum. Asking Exxon and its

partners to help us guard against the possibility of a
n

OPEC-triggered shortfall is very much like asking the fo
x to

watch the henhouse and the wolf to guard the sheep. It is

Exxon and its multinational partners who are the well-pa
id

agents of the OPEC nations in producing and marketing OPEC

oil, as well as their own supplies in other areas. Do any

of you believe that Exxon, with its vast interests in foreign

and domestic oil production, is really going to ration crude

supplies so carefully among the nations of the world as to

insure that no uncomfortable shortfall would suddenly skyrocke
t

prices?

The present record during the Iranian crisis, as with

these emergency private company planning groups in other

times, certainly does not give one a great deal of comfort.

The conversion of 60 cent gasoline in December to 95 cent

gasoline in July is not a singular instance. The 1948 Small

Business and Reconversion Act voluntary agreement to provide

home heating oil to the East Coast coincided with a very

substantial series of product and crude oil price increases.

The next large-scale domestic crude oil price increases came

during the height of the voluntary agreement to boycott Iran

in 1953. An added set of crude oil price increases came

with the Suez War crises of 1956-1957, although the companies

involved were acquitted by a Tulsa Federal Court of antitrust

violations charged in the 1957 indictment by a "runaway"

grand jury. Note, however, that this declaration of innocence

was slightly besmirched when the District Judge in question
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subsequently resigned his lifetime appointment on the Federal
bench to become General Counsel of Gulf, one of the principal
defendants.

Finally, remember that the sharp crude oil price increases
of 1971 occurred while these multinational companies sat,
with Justice Department approval, to negotiate price with
the Persian Gulf producers. Similarly, the four-fold increase
which occurred in 1973-74 occurred while this group sat as
the Foreign Petroleum Supply Committee.

At the present moment, a very substantial majority of
the American people believe that the shortages and price
increases of the past few months resulted from the actions
of the multinational oil companies. I certainly do not
believe they are wrong. But, whether they are wrong or not,
it will be difficult indeed to give an atmosphere of credibility
to any energy program which places on those companies the
power, authority and immunity here proposed, as they plan
for the international oil movements we must have. Particularly,
to provide them with immunity from a criminal statute for
exercising that power and authority for personal gain, as
this clearly permits, risks total public incredulity as to
the reasonableness of any sacrifices the public must make.

I therefore urge that there be no further extension of
the immunity provisions beyond the current four months. But
if you believe that these charges require further deliberation,
limit any extension to not more than one year, to give a
chance to review fully the IEA operations. And during that
year, give independents and outsiders a chance to view these
proceedings from inside, where they can qualify for the same
degree of security clearance accorded participants. I
attach proposed amendments for this purpose.
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Attachment

Proposed changes in EPCA §252:

1. Amend §252(c)(1)(A)(ii) to read as follows:

"Meetings of bodies created by the International Energy
Agency established by the international energy program
need not be open to interested persons other than 
participants or others who qualify for the degree of 
security clearance accorded the participants, and need
not be initiated and chaired by a regular full-time
Federal employee." (Proposed amendatory language
underscored.)

2. Amend §252(c)(1)(A)(iii) to read as follows:

"The President, in consultation with the Secretary, the
Secretary of State, or the Attorney General, may determine
that a meeting held to carry out a voluntary agreement
or to develop or carry out a plan of action shall not
be open to interested persons other than participants 
or others who qualify for the degree of security clearance 
accorded the participants, or that attendance by other 
interested persons may be limited, if the President
finds that a wider disclosure would be detrimental to
the foreign policy interests Of the United States."
(Proposed amendatory language underscored.)

3. Amend §252(j) to read as follows:

"The authority granted by this section shall terminate
June 30, 1980." (Proposed amendatory language underscored.)
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Corrected Request 
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February 21, 1976

Information Access Office
Department of Energy
Washington, D.C. 20461

Dear Sir:

Ir

Pursuant to 5 U.S.C. Section 552 (The Freedom of Infor-
mation Act) and 10 C.F.R. Section 203.3, on behalf of Energy
Action Educational Foundation, we hereby request the deleted
answers to the following questions found on page 2 of the
August 31, 1976 meeting of Subcommittee A of the Industry
Advisory Board of the International Energy Agency which is
in the public reading room of the Department of Energy.

1. "THE CHAIRMAN: What time is lunch?"
(Answer deleted)

2. "THE CHAIRMAN: I would'like to introduce a few
people. From BP we have Mr. John Doust. I do
not know whether anybody here knows John."

(Answer deleted)

3. "THE CHAIRMAN: There is one other item. Some
of us would like to take an opportunity during
this session to go through the IA facilities.
Has anyone else any remarks to make as far as
the agenda is concerned?"

(Answer deleted)

If you determine that some or all of the answers are
exempt from release, I would appreciate you advising me as
to which exemption(s) you believe covers the material which
you are not releasing.

We look forward to receiving your answers within the
ten day period prescribed by the Act. If you have any
questions, please call me. We hereby certify pursuant to 10
C.F.R., Section 209 that we are authorized to represent
Energy Action Educational Foundation before the Department
of Energy. We will have other requests as we review the
transcripts.

• Sincerely,
/,,./c/

,

William J. Lamont

L/

57-088 0 - 80 -- 10
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DEPARTMENT OF STATE

. Washington. D.C. 20520

July 5, 1978

Mr. William J. Lamont
Nobel, Novins, and Lamont
1525 L Street, N.W.
Washington, D.C. 20006

Dear Mr. ,Lamont:

Reference: #820306

In response to your Freedom of Information Act request
of February 21, 1978 to the Department of Energy enclosed
herewith is State telegram 142055 of June 6, 1978.

Sincerely,

Gerard farCY-62'
Freedom of Information Staff
Bureau of Public Affairs

Enclosure:

as stated
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DECLASSIFIED

June, 1978

FM Sec. State Wash. D.C.
TO Am Embassy London

Am Embassy Paris
INFO Am Embassy Bonn

Am Embassy Rome
Am Embassy Vienna

CONFIDENTIAL STATE 142055

E.O. 11652: GDS

TAGS: ENRG

SUBJECT: IEA/IAB TRANSCRIPTS - FREEDOM OF INFORMATION REQUEST

1. Department has received a request under the Freedom of
Information Act for the release of certain classified portions
of the transcript of a meeting of Subcommittee A of the
Industry Advisory Board of the IEA held on August 31, 1976.

2. As posts are aware, foreign oil companies and the IEA
secretariat have the option of requesting that some or all
comments of their representatives at meetings of IEA Advisory
Bodies be kept confidential. All foreign oil companies and
the secretariat have requested that all their remarks be
treated as "Confidential" unless specifically cited by them
as unclassified, and we have accordingly been classifying
their comments as "Confidential". At each review of a
transcript, the instructions request that participants
indicate any comments they are prepared to have appear in
the unclassified portion of the transcript.

3. Reproduced at para four is the entire page in question
with deletions noted. The deleted portions are denoted by
double parentheses and the requested portions by a double X.

4. The Chairman: Let me start with a few comments. The
meeting tomorrow, if we need one, will start at 9:30 instead
of 9:00. Our prime objective today and tomorrow is to go
over the technical aspects of the allocation systems test
and, if the group wishes at this stage, to start work on
some of the details of the reporting company meeting. We
could take that opportunity this week or defer it and work
•on the reporting company meeting preparation in New York,
but in any event we will defer that question until we have
gone through some of the technical aspects of the test.
Before going to the agenda which is being passed around, I
think the IEA has a few remarks.
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((Mr. Kemperman: Welcome to Paris for a peaceful session.
When most of us meet here for the next session we will all
be in battledress, so hopefully, this will be a relaxed
meeting.

The session that we start tomorrow at 9:30 is a good one
because services begin at 9:00 before we are all in gear. I
hope everybody has equipped himself with one of these little
passports with a blue stripe through it which will grant
access to the building for the duration of the meeting.

We have made arrangements with three restaurants in the
neighborhood with tables for eight at each. I think most of
you know them. I suggest that the Chairman before we go to
lunch forms little groups and somebody from the secretariat
is in each of the groups and guides it to the appropriate
restaurant.)

The Chairman: What time is lunch?

XX((Mr. Kemperman: 1:00 to 1:15, so perhaps we should wind
up at 12:45.))

The Chairman: I would like to introduce a few people. From
BP we have Mr. John Doust. I do not know whether anybody
here know John.

XX((Mr. Doust: I am delighted to be here, of course.))

XX((Mr. Pettiford: To clarify the position, John has taken
over my IA responsibilities and will be attending the whole
test. I will be attending the secorid phase from 16th October.))

The Chairman: We also have a gentleman from the FTC.

Mr. McDiarmid: My name is John McDiarmid.

The Chairman: Will you be attending these meetings?

Mr. McDiarmid: Yes, in place of Mr. Harry Garfield.

The Chairman: There is one other item. Some of us would
like to take an opportunity during this session to go through
the IA facilities. Has anybody else any remarks to make as
far as the agenda is concerned?

XX((Mr. Allen: I have an opening remark to make about the
verbatim transcript. I did contact the State Department to
ensure that the temporary arrangements for verbatim transcript
review would continue for this meeting, and until such time
as more permanent guidelines are laid down, it has been
confirmed that this meeting will be held under the so-called
temporary arrangements as regards the review of verbatim
transcripts. Those are the arrangements under which we have
worked from meeting to meeting since April.))
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5. Posts are requested to contact the oil company, or the
IEA secretariat whose representative made the deleted comments,
and urge them to agree to the release of these portions of
the transcript. Messrs. Doust and Pettiford are employees
of British Petroleum, Mr. Allen is an employee of Shell
International and for Mr. Kemperman of the IEA secretariat,
who has since left the IEA please contract Mr. Wallace
Hopkins.

6. You may assure them that agreement to declassification
of these remarks will not compromise their right to insist
on retaining the classification of other comments they
consider to be sensitive. Please advise us of their decision
as soon as possible. Vance.

Mr. DINGELL. Mr. Mahaffie?

STATEMENT OF CHARLES D. MAHAFFIE, JR.

Mr. MAHAFFIE. Mr. Chairman, I have no statement. I would be
pleased to try to answer any questions the subcommittee has.
Mr. DINGELL. Mr. Mahaffie, we observe that you have sat most

patiently during the presentation of Mr. Lamont. Do you have
some comments you would like to make at this time as regards to
the points he has addressed.
Mr. MAHAFFIE. I think Mr. Lamont was principally taking issue

with actions of the executive agencies and the Federal Trade Com-
mission. I might respond on a couple of points that I noted down
here.
Mr. Lamont suggested that the antitrust agencies either cannot

or are not effectively policing or monitoring this activity. I don't
think that is true at all. The only activities that have gone on in
the way of joint company activities have been at meetings. The
statute requires that; the voluntary agreement requires that; and
the Congress has written into the statute that U.S. Government
employees must be present at a meeting. That, in practice, has
meant in most cases that a representative of either one or both of
the antitrust enforcement agencies has been present. And I think
the reports that those agencies have made to the Congress demon-
strate pretty clearly that in fact they do understand what is going
on; they have a very good grasp of it. Those reports are darn good.
I think that has been a very effective monitoring. I think it is

probably the most valuable of the antitrust safeguards that the
Congress put into the statute. I think the public does indeed re-
quire some assurance of what is going on in this activity, and I
think that monitoring activity and those reports, those very com-
prehensive reports give the public that assurance. So I do take
issue with Mr. Lamont on that one.
Mr. Lamont mentioned the plan of action. That is a term of art. I

am not sure, Mr. Chairman, that you fully appreciate what that is.
A plan of action as contemplated by the statute and the voluntary
agreement will, as Mr. Lamont said, be the detailed plan under
which the TEA allocation will work if, in fact, there is an emergen-
cy. The companies have for several years been urging that the U.S.
Government put such a plan of action into effect. I now understand
that that is about to happen. When that does happen, I am advised
by DOE that that plan of action will be a public document and will
be the subject of public hearings to be sponsored by DOE.



146

I think those are the only specifics of Mr. Lamont's statement
that I would like to respond to right now, Mr. Chairman.
Mr. DINGELL. The committee thanks you both, gentlemen. The

Chair recognizes counsel at this time.
Mr. SCHOOLER. Mr. Lamont, you had a comment concerning the

plan of action.
Mr. LAMONT. I had two comments concerning what Mr. Mahaffie

said. One is perhaps they do contemplate public hearings on a plan
of action for the American companies to key into the International
Energy Agency operations, but if anyone is dreamy enough to
believe that is going to depart in any significant way from this
very laboriously compiled energy management manual, I think
perhaps they may need psychiatric care.
On the question of whether or not the Department of Justice

surveillance by sitting in meetings is an effective policing in these
committees, the companies are allowed to exchange a substantial
amount of information which relates to particular petroleum trans.. 
actionsin particular parts of the world. If a company, knowing this
information, should go out and do something so that it would
significantly affect competition, it would be rather difficult for the
person who was harmed to sue on the basis of that harm. The
information exchange which really was the heart of the offense,
was one which was apparently immunized. If you try to go into a
court to explain the need for redress for an action which so clearly
was within or should have been within the contemplated conse-
quences of this kind of interchange, you would understand that
this is an effective immunity far beyond that of just the meeting.
And the Department of Justice should be required, and the Federal
Trade Commission, also, to undertake some kind of sampling inves-
tigation to follow up these meetings and see what the companies
did about the information afterward.
Mr. SCHOOLER. Mr. Mahaffie?
Mr. MAHAFFIE. I would like to respond to that one, Mr. Schooler.

I am familiar, I think, with everything that has happened at these
meetings that have taken place, and I think I can say to the best of
my recollection, and I think it is a good recollection, that there has
never been an exchange of information between companies as to
commercial transactions at any of those meetings. It simply hasn't
happened. If it had happened, the Department of Justice and the
Federal Trade Commission would know about it and would have
reported it to the Congress, and they have not done so.
Mr. SCHOOLER. Perhaps the crux of this issue, though, is Mr.

Lamont's contention that the Justice Department and FTC alone
may not be the only protectors of public and private interests, and,
as I understand Mr. Lamont's testimony, he is looking for more
openness and access to transcripts, and perhaps attendance at
meetings.
As a person who has participated in these meetings, can you see

any way out of this box we walked into where all the meetings
have been closed, transcripts are classified for over 4 years, all the
statements of foreign companies are classified unless the company
chooses to let that statement be declassified? Is there some way we
can walk closer toward access, and, if so, how could we do that?
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Mr. MAHAFFIE. Let me make one suggestion, Mr. Schooler, along
those lines. Every one of these meetings in the notices that have
been given by the industry of the meetings have been declared to
be open to representatives of committees of Congress. I would
respectfully suggest that committees of the Congress take the com-
panies up on that invitation and come to some of the meetings.
Mr. SCHOOLER. Unfortunately, I think the problem will remain.

Just as Mr. Lamont has mentioned about the kind of staff time
available at the FTC and Justice, I think the problems are prob-
ably magnified when you start talking in terms of congressional
staff and their ability to completely monitor the meetings. I think
we do have ability here and there to review the transcripts, but
getting back to this, do you see any way that members of the
public in any way can have better access to information concerning
the meetings of the IEA?
What about those transcripts? Could they be declassified in a

fashion that would permit people like Mr. Lamont to see what is
going on and better judge the nature of that work, and, if so, is
there anything perhaps statutorily that could be done to permit
that, and would that be wise?
Mr. MAHAFFIE. Speaking again—as you know, I am not purport-

ing to represent the views of any individual companies—I don't see
why those transcripts can't be more fully and more promptly de-
classified.
Now, having said that, it is the State Department's responsibili-

ty, and the State Department is charged with protecting the for-
eign policy interests of this country, and I assume that they are
doing that classification under the Executive order with that in
mind. I really have no expertise on that. I suspect that most of
what goes on in these meetings has not very much foreign policy
implications but obviously some do.
Mr. SCHOOLER. Isn't part of the problem one of delay as well? We

have seen the State Department declassify certain transcripts, but
others have remained classified since 1976, and it is unclear that
the reason is the sensitivity of the information as much as perhaps
just delay on the part of the State Department.
Mr. MAHAFFIE. I have no idea why they have remained classified

that long, Mr. Schooler. I have no idea. I don't know why they
should.
Mr. SCHOOLER. Is it your view that most of the comments made

at these meetings should be made open and available to members
of the public? Is there much in the way of national security inter-
ests as far as the statements at those meetings?
Mr. MAHAFFIE. I believe almost everything that is said at those

meetings could be said in a public forum but obviously there are
some things, and this is what the State Department has to watch
out for, that could not be.
Mr. SCHOOLER. Can you more fully explain the position of foreign

oil companies that none of their statements should be made public
without their consent?
Mr. MAHAFFIE. I think the view of the foreign oil companies—

and I have not talked to them about this—but I think their view is
that this whole transcription process is an American invention. No
foreign government, or the EEC, has ever thought of requiring
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anything like that. And I think their view is that if we have to
have our remarks transcribed because of some American law that
doesn't affect us, and that we really have not much to do with, we
would at least like as a condition of that, that the American
Government agree that it will not make public what we say.

I don't think that is a wholly unreasonable position.
Mr. SCHOOLER. Mr. Lamont?
Mr. LAMONT. Several things: One, do you really think that the

foreign companies would decline to be present as participating in
such a marvelous operation if they knew that their remarks which
had no real security relevance would not be classified?

Also, Mr. Mahaffie said there was no commercial information
discussed at these operations. Well, the last Department of Justice
report filed in July—as of March 31, 1979—refers to quite a
number of bilateral discussions between the TEA, and the individu-
al companies, which the companies, noted, and which Mr. Bergold
noted, could not take place without the antitrust immunity. Were
they talking about peanuts?

Also, in this report of the Federal Trade Commission, the materi-
al that was censored by State on the grounds of its national secu-
rity relevance, Mobil showed a relatively small volume of imports
to blank, from blank, blank, and blank, and from blank to blank.
Was that my imagination or was that really a discussion of

imports of harmonicas from China, or did it involve an oil industry
commercial transaction? The whole of this IEA business involves a
set of commercial transactions, the structure and operation of an
international petroleum industry which does not in any significant
fashion resemble a competitive model.
Mr. SCHOOLER. Any further comments?
Mr. MAHAFFIE. Well, I guess so. Mr. Lamont referred to commer-

cial discussions in bilateral sessions. Bilateral means that is a
session between one company and the secretariat. It is not a joint
session of oil companies, and the Government has taken the posi-
tion that at least some of those sessions are not covered by the
antitrust defense at all on the grounds that since they are not joint
sessions, no antitrust defense is required.
Mr. SCHOOLER. I am not quite sure I follow that line.
Mr. MAHAFFIE. A bilateral discussion in the context of the IEA is

a discussion between a single oil company and the TEA, and in
those discussions, I am informed, although I have never attended
one, commercial transactions may be discussed.
Mr. SCHOOLER. But you are stating, to your knowledge there are

no meetings between two or more oil companies where such trans-
actions are discussed? Let me get back to Mr. Lamont's point.
What is it that we are talking about that does require an antitrust
immunity?
Mr. MAHAFFIE. First of all, I should maybe correct my statement.

The two tests of the system that have been run technically are
meetings; they are meetings that go on over a long period of time,
but technically they are meetings, and commercial transactions
obviously have been discussed in those tests although in a hypo-
thetical way and on the basis of distorted data. They are complete-
ly hypothetical, but they are, in fact, commercial unreal transac-
tions, but nevertheless transactions.



149

Mr. DINGELL. You say no oil moves, nothing actually takes place,
but it is conducted in precisely the same way that a regular com-
mercial transaction would move; is that right?
Mr. MAHAFFIE. That is correct, sir. There is a scenario developed.

What if Saudi Arabia cut production by 40 percent, and somebody
else was embargoed? What would happen? It is all hypothetical.
Mr. SCHOOLER. The second half of the question raised by Mr.

Lamont is what exactly do you see as the activities which require
an antitrust immunity?
Mr. MAHAFFIE. Companies basically have done two things. One,

they have assisted the IEA in setting up its emergency sharing
system. That is a joint collective activity to establish, albeit a
governmental system, it still is a collective activity.
Second, the companies have been and are submitting data to the

IEA. If there is an emergency the companies will actually reallo-
cate supplies, and that reallocation, to some extent—to the extent
of what are described as type 2 activities—will be arguably pursu-
ant to an agreement between the companies which the FTC has
told us is akin to a market-sharing agreement which may be per se
illegal under the Sherman Act.

Essentially what you have is a collective activity to reallocate
supplies in an emergency. In the course of that activity by defini-
tion, if you reallocate supplies and put a cargo into one place, you
are taking it away from another place. The guy you take it away
from is going to be hurt. Arguably he would have a good Sherman
Act theory on the basis of the collective activity that results in that
cargo being diverted from him.
I think it is uniformly agreed that the companies could not

participate in that activity without some form of antitrust im-
munity.
Mr. SCHOOLER. Mr. Lamont, do you have any comments on that?
Mr. LAMONT. Two; one that Mr. Bergold was very clear.
We are almost certain that the United States companies would not provide

proprietary information to the IEA in such bilateral consultation if the antitrust
consultation defense provided by the voluntary agreement were not available to
them.

Also, in the Justice Department report it is very clear that it was
not just bilateral discussion but there were also group discussions
that they cleared, see pages 30 and 31 of the fifth report of the
Attorney General as of March 31, where they speak of it. In Octo-
ber 1978 at a previously scheduled meeting of the industry advisory
board a representative of the secretariat advised that clearance
letters would be sought from both the U.S. Government and the
EEC to enable the secretariat to receive industry aid in appraising
the situation.
"Such aid involved the submission and exchange of confidential

and proprietary data by the oil companies."
Now, I can't obviously testify of my own knowledge to challenge

what Mr. Mahaffie has said about the hypothetical nature of this
kind of information, but at least in this instance perhaps I can rely
upon the integrity of the Justice Department surveillance staff
which he so highly extols.
Mr. SCHOOLER. Let me pursue just one other line of questioning.
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This gets back to Mr. Gore's discussions with Assistant Secretary
Bergold concerning the oil companies methods of allocating during
the recent shortage and Exxon's position to allocate along the lines
of the TEA agreement.
What wasn't asked or what was left in our minds was to what

degree does the International Energy Agreement become a model
for collective activities by oil companies in this regard outside the
area of the actual formal triggering of the oil sharing agreement?
Are there any problems raised if, for example, there are informal
signals to companies to go on an allocation comparable to the IEA
formulae but no formal triggering?
Would that, for example, raise some new antitrust problems?

Would those be covered under the immunity which is contained in
the Energy Policy and Conservation Act?
I am a little confused on the matter and I hope both of you can

comment on that issue.
Mr. MAHAFFIE. I have no knowledge other than newspaper re-

ports of any decision by any oil company to go to a consumption
based single firm internal allocation system as opposed to an
import based.

I have read, I guess, the same newspaper reports that Mr. Gore
had read to the effect that Exxon had gone on that system. That is
absolutely as much as I know about that.

If, in fact Exxon went to that system and modeled it after the
IEA system, I frankly can see no problem in that. It is an individu-
al company activity.

It has really nothing to do with this legislation because it would
not be within any antitrust defense.
Mr. SCHOOLER. I was referring more to a scenario whereby we

would start seeing all of the participating companies moving in
that direction. Perhaps the reasons included subtle hints by gov-
ernments that a trigger was about to be reached, so the companies
went ahead in that regard to avoid a formal action.

Is that a real possibility and is that a problem if it is?
Mr. MAHAFFIE. I am not sure that it is a real possibility because

I think the companies would be pretty sensitive to the antitrust
implications of taking any decision that could be called a joint
decision. Now, if they could themselves determine and be sure that
their decision was in fact an individual decision, maybe in the case
of a U.S. company based on some jawboning by the Department of
Energy or not, that is perfectly proper.

If they could be assured that they could establish that it was an
individual decision, I think they would do it. If they were con-
cerned that someone might be able to show it was a joint decision,
they wouldn't do it without being sure it was under a recognized
IEA procedure and you wouldn't have that unless you reached the
7-percent shortfall.
Mr. SCHOOLER. Mr. Lamont?
Mr. LAMONT. The problem of the companies doing on their own

what they anticipate IEA asking them to do, really falls into two
parts.
One is did the IEA operations strongly encourage these compa-

nies to do so?
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Was this in fact an action which if not mandated by the agree-
ment, mandated by the Secretariat, was strongly encouraged by
them?
Did they tell these companies, look, don't do this jointly but

individually. Each of you should try to adopt this kind of proce-
dure.
The effect of joint arrangement would be easily achieved, and it

would be virtually impossible to challenge in court such a decision
as a violation of the antitrust laws, if not because it was fully
immunized, because it would at least have enough of an appear-
ance of immunity as to make it virtually impossible to convince a
judge that these people were not doing what they ought to do.
The second thing is that individual decision may be a violation of

the antitrust laws if, in fact, the exchange of information which
related to the individual decision was done under circumstances
where closed confidential proprietary competitive data was ex-
changed.
In other words, where everyone has a complete discussion as to

what the situation is and then they go ahead individually to do
something about it. They have not agreed that they will take any
particular action, but each company can take whatever action it
pleases without fear of the competitive consequences because it
knows who is doing what to whom and where.

This, incidentally, relates back to this AST 1, AST 2, et cetera,
where these are purely hypothetical exercises. Yes, the disaster
which was being gamed was hypothetical, but the basic informa-
tion as to what oil came from where, at what rate of production;
what type it was; what kind of refinery could use it; what kind of
tankers existed to handle it; where it normally went; all of this was
part of the gaming operation. And I really don't think that these
companies need to know the exact amounts that are involved as
long as they know where things come from and go to.
In other words, when there is a simulated downfall in Gabon, its

supplies are suddenly terminated, then it becomes a matter of
interest that Gulf immediately becomes terribly active but nobody
else is.

Well, a wink is as good as a nod. You know who is getting what
from where. I am trying to say simply that if you are trying to
operate a competitive free enterprise system, this kind of an oper-
ation is an anathema.
Mr. SCHOOLER. Thank you for the comments.
Mr. MAHAFFIE. I have no further comment.
Mr. DINGELL. The Chair recognizes minority counsel.
Mr. WHITENTON. Thank you for the opportunity to clarify caw. for

the record on the FTC monitoring of the meetings.
Mr. Lamont implied in his testimony that there is a real poten-

tial for antitrust violations during these meetings among these
companies because of the vast shuffling of the large numbers of
documents.
The Federal Government attended these meetings.
Mr. Mahaffie, in your opinion, do the seven professionals at the

FTC and DOJ that are permanently assigned this have an ade-
quate opportunity to review these documents as well as a tran-
script of these hearings?
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Are we receiving proper monitoring of these meetings, both in
depth by these professionals?
Mr. MAHAFFIE. Definitely. Maybe I can amplify that a little bit.
There are not that great a volume of documents floating around.
The longest meeting I think I can remember is, say, a 2-day

meeting. There might be 20 documents circulated in the course of a
meeting like that, many of which the monitors will have seen
before.
I don't mean to pretend that international petroleum logistics is

an easy subject. It's not, but it's like a lot of things that are
complex and difficult. It can be mastered and in my experience the
people from FTC and Justice that have attended a number of
meetings and followed these proceedings have mastered it.
I don't mean they know as much as somebody who has been in

an oil company supply department for 20 years. They don't have
the instinctive feel for where refineries are located in the world,
what the depth of harbors is, but you don't need that instinctive
feel to understand what is going on in one of these meetings.

It's my experience these people do understand, and they are
working hard at it and doing what they are getting paid for.
Mr. WHITENTON. Mr. Lamont, do you care to respond?
Mr. LAMONT. I am really quite encouraged by that. I didn't mean

to imply that these were not very hard-working people, but trans-
port yourself in your mind to a meeting in which a number of
people who know from A to Z every aspect of what is involved in
an international petroleum transaction, whose companies are a
very large share of it.
They are talking about what will be done here, there, somewhere

else.
The documents that they submit are not always that easy to

read.
Some of them indicate, for example, movements in metric tons;

some of them in barrels per day.
I have been a long time in investigating the oil industry, and

occasionally I swear they even mask their figures in acre-feet per
fortnight.
That is a favorite and ancient style by which the industry can

mask the importance of a great deal of what it does.
You are sitting there and you are giving consent on the spot to

what they do without full assurance that, after all, this really
doesn't involve anything that is so anticompetitive I should stop it;
for you do not know the roots of the transaction to which they are
referring. You do not know the relationship of one company to
another. What are its joint venture relations? What in fact is the
basic competitive pattern of the world petroleum trade which this
discussion is affecting or concerning?
Mr. WHITENTON. Thank you, Mr. Chairman.
Mr. DINGELL. Gentlemen, you have been here all morning.
The committee is grateful to you both. You have assisted the

committee a great deal, and the Chair expresses on behalf of the
committee our thanks to each of you for your assistance.

It may well be that we will require further assistance or guid-
ance, and if we do so we will feel free to communicate with you.
The committee will stand adjourned.



[Whereupon, at 1:05 p.m. the Subcommittee on Energy and
Power adjourned.]
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