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EXAMINING THE WEAPONIZATION
OF THE QUIET SKIES PROGRAM

TUESDAY, SEPTEMBER 30, 2025

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10 a.m., in room 342,
Dirksen Senate Office Building, Hon. Rand Paul, Chair of the Com-
mittee, presiding.

Present: Senators Paul [presiding], Johnson, Lankford, Hawley,
Moreno, Ernst, Peters, Hassan, and Blumenthal.

OPENING STATEMENT OF SENATOR PAUL?

Chairman PAUL. Welcome. Thanks, everybody, for coming today.

In mid-2024, as she grew increasingly critical of the Biden ad-
ministration and increasingly involved with the Trump campaign,
Tulsi Gabbard noticed changes as she went to the airport. She had
more screening, Federal agents with dogs showing up for her
flights. Other Federal agents followed her on the plane and re-
ported back on her activity.

When I learned of this, I launched an investigation into the
Transportation Security Administration (TSAs) Quiet Skies Pro-
gram and the Biden administration’s weaponization of the watch
list against everyday Americans. Under public scrutiny the Biden
administration removed now Director of National Intelligence
(DNI) Gabbard from the program, but they spent the remainder of
their time in office stonewalling any investigation.

Thankfully, that era is over. President Trump, himself a victim
of government weaponization, set out to reverse the previous ad-
ministration’s targeting of the very citizens it has sworn to protect.

Secretary of Homeland Security Kristi Noem has taken decisive
action to eliminate bureaucratic obstacles resisting transparency.
We are finally getting answers, and now we know exactly why the
previous administration fought so hard to keep us in the dark.

Director Gabbard was surveilled on at least five domestic flights
by Federal Air Marshals (FAM) under Quiet Skies. Internal records
for her targeting show her congressional portrait and that she was
a former Congresswoman from Hawaii. There was no doubt they
knew who they were monitoring.

Multiple concerns were raised internally, and one air marshal
asked a colleague, why the heck is she a Quiet Skies suspect? If

1The prepared statement of Senator Paul appears in the Appendix on page 35.
(1)
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this can happen to a combat veteran, a Lieutenant Colonel in the
U.S. Army Reserve, and now Director of National Intelligence, it
can happen to anyone. And it did.

Today, for the first time, you will hear directly from a Federal
Air Marshal whose wife was labeled a domestic terrorist simply for
engaging in protected First Amendment activity. Records show the
Federal Bureau of Investigation (FBI) labeled her as a domestic
terrorist for unlawful entry into the Capitol on January 6th.

But she did not enter the Capitol. She came for public support
of the President, and they knew it. Her phone location data did not
put her inside the Capitol. Facial recognition did not identify her
inside. She had no criminal record and no history of extremist
views.

What they did know is that this Catholic schoolteacher from
Texas supported President Trump and went to Washington to at-
tend his rally at the Ellipse. That was not enough for the govern-
ment. That was not enough to label her a suspected domestic ter-
rorist. For two years, her family was surveilled when they flew.

This was not an isolated case. It happened to hundreds of Ameri-
cans. It happened because the TSA used First Amendment-pro-
tected activity as a predicate for watchlisting Americans. That is
unconstitutional, of course. First Amendment activity cannot be the
sole basis for watchlisting someone, but sole basis is an important
caveat and it is an opening the TSA exploited.

Today we will release internal TSA records that reveal how the
agency authorized First Amendment activity to be used to justify
the surveillance of Americans with no evidence and no recourse.
Using broad and vague authorities, TSA deemed hundreds of
Americans as threats to national security simply for holding oppos-
ing political views. The Federal Government used its investigative
authorities, anonymous tips, and university research institutions to
build a flimsy case to put them on the watch list.

They did not just coincidentally watchlist hundreds of people who
attended the same Trump rally. They did it intentionally, and ob-
scured the process to create plausible deniability. For example, doc-
uments obtained in my investigation reveal that TSA relied on data
collected by the George Washington University (GWU) Project on
Extremism.

Consider this. First, Department of Homeland Security (DHS)
funds the Project on Extremism, an external partner not bound by
the same laws and regulations as Federal agencies. Then, the
Project on Extremism identifies supposed domestic threats by me-
ticulously tracking January 6th defendants. DHS then uses the
Project on Extremism reporting as evidence, sometimes the only
evidence for putting someone on a watch list.

But the abuses were not limited to January 6th. TSA also viewed
skeptics of Coronavirus Disease 2019 (COVID-19) mandates as
threats. Simply removing a mask on an aircraft got 12 Americans
watchlisted. Records also show three current Members of Congress,
all Republicans, were included in the companion Silent Partner
Program, either as a sitting member or while seeking elected office.

A cursory review would have revealed them to be either a Mem-
ber of Congress or decorated active or former U.S. military mem-
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bers. In fact, they were surveilled, likely for activities that were of-
ficial duties during their time in the military or in Congress.

All of this was wrong, and I am glad that these abuses are begin-
ning to be exposed.

I commend Secretary Noem for ending Quiet Skies, but our work
is not done. We must make sure that this program does not come
back under another name. Every official who directed or approved
surveillance of Americans for protected speech must be removed
from office.

Full transparency must become the rule rather than requiring a
year of investigation. The result will be a process that respects the
Constitution, ends real-life shadow bans against Americans, and
gives all of us the assurance that our government is focused on pro-
tecting us, not on chasing political ghosts.

I now recognize the Ranking Member for his opening statement.

OPENING STATEMENT OF SENATOR PETERS!?

Senator PETERS. Thank you, Chair Paul.

Throughout my time in Congress, I have heard repeatedly from
my constituents, particularly from members of Michigan’s Arab and
Muslim American community, about serious issues with the gov-
ernment’s watchlisting and travel screening practices.

While I appreciate the opportunity to discuss that today, I first
want to raise some concerns about some of the other critical na-
tional security work this Committee is responsible for, but unfortu-
nately, the Chair of this Committee has not prioritized.

In a matter of hours, two critical homeland security authorities
are set to expire: cybersecurity information-sharing protections that
protect our economy against cyberattacks, and authorities that
allow Federal law enforcement to detect and mitigate threats posed
by drones.

We were scheduled to discuss these two bills to renew and im-
prove these authorities two weeks ago, but unfortunately the Chair
abruptly canceled the meeting with absolutely no explanation.

While there is a two-month extension for both authorities in-
cluded in the continuing resolution (CR), that is only meant to be
a stopgap. The Committee needs to do its work to reauthorize both
of these pieces of legislation.

But even though bipartisan leaders in the House, as well as the
Trump administration and a bipartisan coalition in the Senate, all
support extending this legislation for 10 years, Mr. Chair, you have
not held a single hearing on these issues, and you canceled the only
meeting where the Committee had the opportunity to discuss them.
These actions risk making our Nation less safe.

This Committee should not simply walk away from its responsi-
bility to actually be a leader in critical homeland security matters.
Similarly, while I share your concerns about government being
weaponized for political purposes, quite frankly I find it odd that
you have chosen to look backward now that this program has
ended, while at the same time President Trump is openly directing
the Department of Justice (DOJ) to prosecute his perceived en-
emies, by ordering also the closure of bribery investigations into a

1The prepared statement of Senator Peters appears in the Appendix on page 38.
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political ally who has been investigated for taking bribes. We also
recently saw the Chairman of the Federal Communications Com-
mission (FCC) openly threaten the licenses of media companies
over First Amendment protected speech.

Mr. Chair, I hope you will devote this Committee’s resources to
conducting oversight of the current administration, as well.

Turning to today’s topic, in December 2023, I published a report
that demonstrated how well-intentioned screening practices have
ballooned into a layered and duplicative system that sweeps up
travelers who may pose no threat to national security, especially
among Arab, Muslim, and South Asian American travelers. At that
time, there were at least 22 different mechanisms that could lead
a traveler to receive extra screenings or be denied boarding. Ameri-
cans must navigate this very complex system with no explanation
of why their travel has been delayed or disrupted, and they have
no real opportunity to fully redress what prompted additional
screening in the first place.

Congress does not even have a complete picture of the full scope
of this system and the impact that it has had on everyday Ameri-
cans. Almost all of the oversight mechanisms are internal to the
Executive Branch, such as the Privacy and Civil Liberties Over-
sight Board (PCLOB) and the Civil Rights and Civil Liberties
(CRCL) Office at DHS.

Unfortunately, with the Administration’s attacks on oversight,
those mechanisms have now been gutted, eliminating one of the
few checks and balances that Americans can use to protect their
rights in this process.

That is why, following my report, I introduced, and this Com-
mittee passed, the Enhanced Oversight and Accountability in
Screening Act. It was the first real effort to provide more trans-
parency and more oversight for this entire system of screenings
that is the topic today. This legislation requires DHS to reform the
redress process and provide Congress with data on enhanced and
secondary screenings by TSA and Customs and Border Protection
(CBP), including their effectiveness.

At the time, I asked, Mr. Chair, you to join me in working on
this legislation, but instead you and the entire Republican dais
voted against this transparency legislation. I am working to update
it now, and would certainly love to have folks on this Committee
join me in re-introducing this updated version in a bipartisan way.

As I have said countless times before, we must be able to protect
our Nation, but Americans who pose no threat to national security
should not face a maze of travel screenings and a flawed redress
process. We must bring transparency and accountability to our
travel screening practices so we can ensure the government is ef-
fectively protecting our national security, while also protecting the
civil rights and civil liberties of travelers.

Mr. Chair, I would like to introduce two things into the record.
I want to move to introduce a minority response to the majority re-
port into the record,! to clarify some of the information that the
Committee has actually received that requires some clarification.

1The minority response to the majority report appears in the Appendix on page 80.
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I would also like to move to introduce my Committee report from
December 2023,2 identifying significant problems with the watch
list and screening processes, and calling for reforms, that again
passed this Committee but unfortunately received no Republican
support for the reforms that we are going to be talking about here
today.

Chairman PAUL. Without objection.

You have to love fake outrage. If there was such great concern
for these Cybersecurity and Infrastructure Security Agency (CISA)
authorities, last week the Ranking Minority Member had a chance
to vote for the CR which extended these authorities, but he voted
no. So, you know, fake outrage is great, but it is fake.

As far as the reason why we have not gone forward with the
CISA reauthorization, it is because CISA has been associated with
some of the worst and most egregious abuse of First Amendment.
What we are talking about today, with the Quiet Skies, is First
Amendment abuses, so we want to make sure that no one in gov-
ernment ever uses government again to go to Twitter or Facebook
and tell them to take down stuff that’s protected by the First
Amendment. So it is integral, and we will continue to fight to make
sure if CISA is reauthorized, or any of CISA’s activities are reau-
thorized, that there are First Amendment protections attached.

Senator PETERS. Mr. Chair?

Chairman PAUL. Sure.

Senator PETERS. You are conflating. This is not a reauthorization
of the CISA as the organization. This is liability protections that
have been in place for 10 years.

Chairman PAUL. So it is going to be First Amendment protec-
tions added to that.

And you have opposed it and that is a problem.

Senator PETERS. Mr. Chair, this has broad bipartisan support.
The Trump administration supports this reauthorization——

Chairman PAUL. And so we can keep fighting about this.

You had a chance to vote for it.

Senator PETERS [continuing]. They had said that is absolutely es-
sential.

Chairman PAUL. So you voted against it.

Senator PETERS. And you voted against the reauthorization that
I put up. You were the only objector.

Chairman PAUL. You voted against it and now preciously you are
for it this week. All right.

Senator PETERS. It has the support of 49 members of the Senate.

You will have a chance to vote again in a unanimous consent
(UC), Mr. Chair.

Chairman PAULI now recognize the witnesses.

Senator PETERS. You are going to have a chance again.

Chairman PAUL. It is the practice of the Homeland Security and
Governmental Affairs Committee (HSGAC) to swear in its wit-
nesses. Will each of the witnesses please rise and raise your right
hand.

2The Committee Report appears in the Appendix on page 83.
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Do you swear that the testimony you will be giving before this
Committee will be the truth, the whole truth, and nothing but the
truth, so help you, God?

Mr. CROWDER. I do.

Mr. LEavrTT. I do.

Mr. TarBgI. I do.

Mr. HARPER. I do.

Mr. Ayous. I do.

Chairman PAUL. Thank you. Our first witness is Mark Crowder.
He is a Senior Federal Air Marshal with the U.S. Transportation
Administration, with over 20 years of experience. Before joining the
Air Marshals, he served four years in the United States Marine
Corps (USMC), three years as a uniformed police officer with the
Central Intelligence Agency (CIA), and three years as a Deputy
Sheriff in Florida.

Mr. Crowder, you are recognized for your opening statement.

TESTIMONY OF MARK CROWDER, SENIOR FEDERAL AIR MAR-
SHAL, U.S. TRANSPORTATION SECURITY ADMINISTRATION

Mr. CROWDER. Good morning, Chair Peters, and distinguished
Members of the Committee.

I am going to start by reading a memo that I was advised to read
by my management.

The views I express are my own and should be construed as not
representing the official policy or position of the Department of
Homeland Security, Transportation Security Administration, or the
United States. I have also been advised that whistleblowing is an
official duty.

With that being said, I will go into my testimony.

Again, my name is Mark Crowder, a Senior Federal Air Marshal
with over 20 years of service protecting the American people. In
those two decades I have flown millions of miles to safeguard our
Nation. Like so many others, I answered the call to serve after the
devastating attacks of September 11, 2001 (9/11). Driven by an
unshakeable resolve to ensure such a tragedy would never happen
again, at its peak the Federal Air Marshal Service embodied the
highest standards of Federal law enforcement. We are known for
excellence in firearms, tactics, and specialized training.

Today I come before you to report that those standards have
been eroded. The agency’s once clear mission has been distorted by
career bureaucrats and political appointees who prioritize personal
advancement over the safety of our citizens. My testimony will ex-
pose how Federal law enforcement agencies, sworn to protect
Americans, have been weaponized to target the very people it
serves.

On July 15, 2021, while serving in the Houston Field Office Op-
erations Unit, I was monitoring special mission coverage flights in
our area of responsibility. To my shock, I discovered my wife,
Christine, seated behind me, had been flagged in the FAM system
as a domestic terrorist, falsely accused of entering the U.S. Capitol
on January 6, 2021. I was horrified. I knew with absolute certainty
that Christine was nowhere near the Capitol that day. My wife,
who has a disability that prevents her from walking long distances
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had simply exercised her First Amendment right to attend a rally
for President Trump before returning to her hotel.

As a Federal Air Marshal with top secret security clearance I im-
mediately reported the alarming designation to my supervisors,
noting that according to their system I was living with a terrorist,
a clear insider threat. The Special Agent in Charge (SAC), William
Aupperlee, instructed me to remain silent and let the investigation
run its course. Shockingly, no one expressed concerns about the po-
tential compromise of classified information through my household.
SAC Aupperlee was later promoted to senior positions within the
agency.

From July 2021 until April 2023, Christine was subjected to ap-
proximately 13 special mission coverages. Each time she flew,
teams of Federal Air Marshals surveilled her. She was barred from
checking in on the airport kiosk, online, and forced to endure long
waits at ticket counters for TSA’s verification of her identification
and to take control of her luggage. She was subjected to invasive
secondary screening at TSA security checkpoints. After the check-
point she was then searched again at the jetway by TSA’s Ad-
vanced Threat Local Allocation Strategy (ATLAS) teams. This
treatment extended to anyone traveling with her, including her el-
derly mother and our daughter, causing them both significant dis-
tress.

In one particularly disturbing instance, I was off-duty, flying
armed, with Christine. The FAM team assigned to surveil her that
day had to coordinate with me, an armed Federal Air Marshal
traveling with an alleged terrorist. How could an agency allow such
a glaring operational and ethnical conflict to persist?

I only learned of my wife’s designation because of my insider role
within the agency. How many other innocent Americans have been
falsely labeled as terrorists and surveilled without their knowl-
edge? How many had their conversations, travel companions, and
devices unknowingly monitored?

With the assistance of Sonya LaBosco, an Air Marshal National
Counsel, I exposed this injustice and halted surveillance of my fam-
ily. At the same time, Quiet Skies missions and those targeting
Americans who attended January 6th events, including public fig-
ures like Director of National Intelligence Tulsi Gabbard, domi-
nated FAM’s operations. These politically motivated priorities di-
verted critical resources and genuine security threats, betraying
the solemn promises we made after 9/11—never again.

The events I have described, betrayal of American values, the
weaponization of Federal law enforcement to arrest and intimidate
citizens, exercising their constitutional rights is unconscionable.
Senior officials at the FBI, the Department of Homeland Security,
TSA, and the FAM service should have recognized these actions as
beyond the scope of lawful authority and intervened.

Someone fabricated false claims about my wife’s actions on Janu-
ary 6th to advance a politically motivated agenda. Those respon-
sible must be identified, and accountability must be enforced to
root out the corruption and restore public trust in Federal law en-
forcement.

Thank you for the opportunity to present my testimony.
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Chairman PAUL. Next up we have Tristan Leavitt. Mr. Leavitt
is the President of Empower Oversight, a nonprofit, nonpartisan
organization dedicated to strengthening public integrity through re-
search, education, and providing pro bono legal assistance to whis-
tleblowers. Mr. Leavitt previously served as a Principal Deputy
Special Counsel at the Office of Special Counsel (OSC) and the
General Counsel (GC)—that is a lot of counsels—at the Merit Sys-
tems Protection Board (MSPB).

Mr. Leavitt, you are recognized for your opening statement.

TESTIMONY OF HON. TRISTAN LEAVITT,! PRESIDENT,
EMPOWER OVERSIGHT

Mr. LEAVITT. Thank you. Chair Paul, Ranking Member Peters,
and distinguished Members of the Committee, thank you so much
for having me to testify today.

Empower Oversight provides legal representation to brave whis-
tleblowers across the Federal Government. We are honored to rep-
resent several air marshals, including Senior Air Marshal Mark
Crowder here today.

Mr. Crowder first came to Empower in 2022, through the Air
Marshal National Counsel’s indomitable Executive Director, Sonja
LaBosco, seated behind me. He raised concerns that his wife had
been targeted for exercising her First Amendment rights alone. If
they truly considered her some sort of threat, why wasn’t he walled
off from seeing this information as he assigned missions of air mar-
shals around the country?

Despite his disclosures to the Office of Special Counsel, my
former agency, and later to the DHS Inspector General (IG), no
meaningful investigation ever took place. That failure of oversight
is exactly what allows abuses to fester.

Ms. LaBosco contacted us at Empower Oversight again in the be-
ginning of August 2024, when air marshals wanted to blow the
whistle on another disturbing case, the political targeting of Tulsi
Gabbard through TSA’s Quiet Skies program. The facts were
alarming. Ms. Gabbard was added on July 23, 2024, just one day
after she made statements to Laura Ingram on Fox News critical
of Vice President Kamala Harris, who had just become the pre-
sumptive Democratic Party Presidential nominee. Rather than
using her passport photo as required, TSA officials used her official
congressional photo, making clear that they knew exactly who she
was.

These initial whistleblower disclosures were reported by Wendi
Strauch Mahoney on UncoverDC and digitally on the Breanna Mo-
rello show. Despite Empower’s experience with the DHS IG failing
to investigate the Crowder situation, we asked them to investigate
here and we also submitted disclosures to the Congress. Members
of this Committee, and others, pressed DHS for answers, and your
persistence, Chair Paul, helped ensure Secretary Noem became
aware of the Quiet Skies program and ended it.

Ending Quiet Skies was a very important step and well, well
overdue. But that alone does not prevent what happened to the
Crowders. They were not a part of the Quiet Skies program, and

1The prepared statement of Mr. Leavitt appears in the Appendix on page 40.
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a program like Quiet Skies could always be revived if we fail to
learn the lessons.

The first lesson is very clear—civil liberties cannot protect them-
selves. Independent oversight is essential from bodies like this and
others. Whenever government cites national security to conceal its
actions, the risk of abuse rises, and only oversight can shine the
light needed to stop it. In this case, much more light is needed as
it relates to Tulsi Gabbard.

On January 28, 2025, The New York Times published a leak
from the government attempting to explain away Ms. Gabbard’s
placement on Quiet Skies. The article claimed that her placement
was related to her attending a conference at the Vatican, sup-
posedly because of another attendee on the watch list. But the arti-
cle admitted that she attended alongside another former Member
of Congress, Mick Mulvaney, who invited her. If Ms. Gabbard was
truly flagged for that reason, why wasn’t Mr. Mulvaney also added
to Quiet Skies when he flew back from the conference at the Vati-
can?

The government’s story just does not add up, and any credible re-
view must answer those questions. Secretary Noem announced the
review revealed, quote, “the Quiet Skies program was used as a po-
litical rolodex of the Biden administration,” end quote. However,
she provided few details. Reports indicate that at least one elected
official had her husband removed from the Quiet Skies list with a
single phone call.

These issues demand a full accounting. That is why Empower
Oversight recently called on the DHS Inspector General to com-
plete its work and make its report public. Normally, inspector gen-
eral reports with private information are kept internal. They have
information about personal individuals. However, given Ms.
Gabbard’s prominence, the allegations of political targeting, and
the large amount of selective information the government already
leaked, there is a clear public interest here in transparency. DHS
IG has released similar reports before when public figures were in-
volved. Accountability cannot be achieved if this is swept under the
rug in a private report.

In addition, the investigation must look beyond Ms. Gabbard’s
case. Anyone who abused TSA protocols to target or protect individ-
uals for political reasons must be held accountable. A thorough re-
port is necessary to propose discipline for those who committed
misconduct.

Finally, another of the most important lessons is that none of
this would have come to light without whistleblowers. Of course, it
was obvious to Ms. Gabbard that she was subjected to extra screen-
ing, but what she did not know, and would never have known, is
that she was formerly targeted through Quiet Skies. Only coura-
geous insiders willing to speak up made that possible.

After their disclosures, and when we brought these things to the
attention of the IG, TSA opened a leak investigation. Of course,
this was troubling. The legal question of whether whistleblowers
may disclose so-called sensitive security information to the media
was resolved over a decade ago in the case of Air Marshal Robert
MacLean. When his case came to the Supreme Court in 2013, I or-
ganized, for Senator Grassley, a bicameral, bipartisan amicus brief
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arguing TSA’s regulations could not trump the statutory guaran-
tees of the Whistleblower Protection Act (WPA). A Supreme Court
majority agreed with us, but TSA still sought to investigate our cli-
ents’ disclosures as though they were unlawful leaks. That kind of
retaliation chilled whistleblowers across the government.

TSA backed down when Empower exposed their investigation,
but those kinds of risks remain. Protecting whistleblowers is not
optional. They are the first line of defense against waste, fraud,
abuse, and overreach. If they are silenced, the American people
%os}ele one of the only tools that can help bring abuses of power into
ight.

Thank you again for the opportunity to testify, and I look for-
ward to your questions.

Chairman PAUL. Our next witness is Matt Taibbi. Mr. Taibbi is
an award-winning investigative reporter and Editor for Racket
News. Mr. Taibbi was a Contributing Editor at Rolling Stone, won
a National Magazine Award, authored four New York Times best-
sellers, and now writes on Substack as one of its most popular
independent columnists in the country, with tens of thousands of
subscribers.

Mr. Taibbi, you are recognized for your opening statement.

TESTIMONY OF MATT TAIBBI,* EDITOR, RACKET NEWS

Mr. TaiBBI. Thank you and good morning, Chair Paul, Ranking
Member Peters, distinguished Members of the Committee.

Last year, former Hawaii Congresswoman and Presidential can-
didate Tulsi Gabbard was placed in a surveillance program called
Quiet Skies by the Transportation and Security Administration.
She was subject to intrusive searches, followed by bomb-sniffing
dogs, and trailed by three Federal Air Marshals per flight.

To cover the story I contacted the TSA. They no-commented the
main question about the truth of the story, but added, as if in miti-
gation, “Simply matching to a risk-based rule does not constitute
derogatory information about an individual.” That is bureaucrat-
ese for, “We can’t say if Ms. Gabbard was in the program, but if
she was, don’t draw any conclusions, because we do this even to in-
nocent people.”

Before Quiet Skies was discontinued by this Administration, it
was a symbol of the steep decline of Federal enforcement since 9/
11. The government spent $200 million a year following up to 50
people a day for a program that in its history never once led to an
arrest or thwarted a single criminal act. Despite its demonstrated
inutility and grave civil liberties concerns it was re-funded year
after year because this is what our government does now—it gath-
ers information on its own citizens as an end in itself.

In a week in which the question of whether Federal security offi-
cials always tell the truth to Congress is back in the news, it is
worth noting that it has been 13 years since then National Intel-
ligence Director James Clapper answered, “No, sir,” and “Not
wittingly” when Senator Ron Wyden of Oregon asked, “Does the
National Security Agency (NSA) collect any type of data at all on
millions, or hundreds of millions of Americans?”

1The prepared statement of Mr. Taibbi appears in the Appendix on page 46.
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Clapper later explained that he had responded in the, quote,
“least most untruthful manner.”

That episode solidified a principle that holds in America today.
If you lie about mass surveillance programs, even under oath, you
not only get to keep your job, you get to be hired as a professional
truth-teller after retirement as a National Security Analyst for
CNN. If you try to tell the truth, on the other hand, about the
same issues, your options are prison or leaving the country forever.

In those 13 years, Americans became numb to surveillance. It
was once a core principle that government could not or should not
spy on its citizens without predication. Now much of the country
accepts as inevitable the idea that every move we make is being
recorded and analyzed. We know emails and phone conversations,
at a minimum, are being collected passively, and mountains of data
we leave behind as our lives move online, from geolocations of
cellphones to GPS tracking, to travel, banking, and medical
records, are increasingly fodder for overt or covert acquisition by
Federal analysts. As Google admitted last week, Federal officials
partnered with companies not just to monitor speech but to sup-
press it on a grand scale.

Quiet Skies was the paradigmatic example of a program that
could take endless liberties with the Constitution because it was
secret. When you gather information with no intention of ever
going to court, as the TSA did with Quiet Skies, you never have
to justify yourself to a judge. This leads to a lot of what one court
recently called the exact sort of “exploratory rummaging” that the
Fourth Amendment was designed to prevent.

This is a betrayal not just of the public but of people like Mr.
Crowder, who have been trained for important work but have been
forced to do intelligence work and gather information fellow citi-
zens instead. As former marshal Robert MacLean put it to me,
“The air marshal’s job is to protect the cockpit and the pilots. Let
somebody else do the intelligence.” One FBI agent I interviewed
said, “The distinction between people who believe bad thoughts and
people who do bad things” has been “completely lost in our govern-
ment” since 9/11.

Once you start down the road of collecting information on inno-
cent people, it creates the intellectual justification for doing it
again and again and again. All this information-gathering reverses
the natural political order, giving elected officials undeserved and
unearned power over their bosses—us, the voters.

It is time to stop being numb to this outrage. Let’s hope the
elimination of Quiet Skies is just the beginning. Thank you very
much.

Chairman PAUL. The Committee now welcome Jim Harper. Mr.
Harper is a Senior Nonresident Fellow at the American Enterprise
Institute (AEI). His work there focuses on digital privacy, privacy
law, and select constitutional issues. He has written several amicus
briefs in Fourth Amendment cases before the U.S. Supreme Court
and has published articles in a variety of law journals.

Mr. Harper, welcome to the Committee.
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TESTIMONY OF JIM HARPER,' SENIOR NONRESIDENT
FELLOW, AMERICAN ENTERPRISE INSTITUTE

Mr. HARPER. Thank you, Chair Paul, Ranking Member Peters,
and Members of the Committee for the opportunity to testify before
you today. I am happy to return to a Committee where I was a
counsel for a short time early in my career, under the chairman-
ship of Senator Ted Stevens.

Having established that I am old, I also want to confess to being
slightly embarrassed for all of us that my written testimony, sub-
mitted to you, spends as much time as it does on the problem of
counterterrorism security policy, which still plagues us nearly 25
years after the attacks of September 11, 2001. I wish that by now
we had better systems in place for assessing risk and calibrating
our responses.

I am in the privileged position of working in a think tank that
encourages me to call it like I see it, without reference to
orthodoxies or partisan considerations. That is the American Enter-
prise Institute, where I am a nonresident senior fellow. This morn-
ing the President of AEI asked me a lot of questions about my tes-
timony, and I said, “You can’t ask all these questions or I am going
to have to change my opening statement!” But I will proceed.

The testimony I have submitted to you is a sincere effort to sum-
marize what my study over years has produced in terms of stra-
tegic counterterrorism and the security systems by which a free
country should address a particularly difficult challenge. Doing se-
curity well is an American, nonpartisan interest.

There are partisan valances to this hearing, of course, but there
is opportunity here, because communities and people sympathetic
to both sides of the aisle have now experienced the negative con-
sequences of watchlisting, including in the Quiet Skies program. In
writing my testimony I kept coming back to the theme that
watchlisting is a security and constitutional half-measure.
Watchlisting is a system for interdicting people whose activities do
not raise a sufficient suspicion to merit actual interdiction, through
full investigation, arrest, and the levying of criminal charges.

By doling out minor punishments and derogations on freedom
unilaterally, watchlisting defies our constitutional separation of
powers, in which law enforcement is supposed to bring charges to
be adjudicated in a separate judicial branch. Watchlisting violates
due process and derogates from the presumption of innocence,
treating people as guilty of something without providing them an
opportunity to challenge that assessment.

In my written testimony I place Quiet Skies in a context as a
form of overreaction to terrorism, which, as a strategy, seeks to
trigger victim states into error. The waste of blood and treasure is
the clearest error and a win for terrorism. Here, a program costing
hundreds of millions of dollars to achieve essentially nothing.

Terrorism seeks to knock victim states off their ideological moor-
ings and to delegitimize them. You do not have to believe in a deep
state cabal here, but you can recognize that Quiet Skies and other
watchlisting programs open our government up to the charge,
which is delegitimizing.

1The prepared statement of Mr. Harper appears in the Appendix on page 48.
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I also supplied in my written testimony material on terrorism
risk management that was produced by the Department of Home-
land Security’s Data Privacy and Integrity Advisory Committee in
2006. The DHS Privacy Committee itself was one effort to create
some balance at DHS. The Privacy Impact Assessment process is
another. They have a role not to be dismissed, but I do not think
internal counterweights do enough to bring balance to security pro-
grams. Our tradition is to use tension among branches of govern-
ment and among agencies to bring balance. In the latter part of my
testimony I broach a few methods for improving the institutional
and policymaking dynamics so there would be fewer or no more
Quiet Skies programs.

First, Congress could de-delegate power from the DHS. We can
understand the haste and uncertainty that produced broad delega-
tion of power in the aftermath of the September 11, 2001, attacks,
but that era is passed. You could specifically authorize programs
that you find to be effective, de-authorize the ones that you do not
see as clearly and cost-effectively securing our country.

Oversight hearings like this are an appropriate response. Public
and judicial oversight are important checks that help produce bal-
ance. Here, secrecy is a perennial and confounding problem. Daniel
Patrick Moynihan’s book, Secrecy: The American Experience, ar-
gued that secrecy leaves policymakers less informed, it denies gov-
ernment accountability, and it sharply limits public debate about
policy and government conduct.

An additional proposal I offer is to have the Congress recognize
travel as a right equivalent to other rights in the Constitution.
Were it recognized clearly as a right, courts would be in a better
position to help administer the issues that come before it and peo-
ple would be able to challenge security programs that threaten
their liberties.

Finally, I argue that privatizing at least some parts of travel se-
curity would produce good results. Liability rules, the insurance
system, and competitive pressure are things that government pro-
grams do not have to help guide them.

We are in a time of welcome openness to change at the Depart-
ment of Homeland Security under Secretary Noem. Quiet Skies is
gone. The shoes-off policy at airport checkpoints is a thing of the
past. There are signals that the liquids rule and other overreaction
may be reconsidered. Let’s see more to revamp airline security and
counterterrorism policy so that threats are in perspective and di-
rectly met while Americans remain free to travel in possession of
all their rights. Thank you.

Senator PETERS. Our next witness is Abed Ayoub. Mr. Ayoub
hails from Dearborn, Michigan, and is a graduate of the University
of Michigan and the University of Detroit Mercy School of Law. He
currently serves as the National Executive Director of the Amer-
ican-Arab Anti-Discrimination Committee (ADC), an Arab-Amer-
ican civil rights organization committed to defending the civil
rights and civil liberties of all Americans, including advancing due
process and equal protection.

Throughout his career he has worked to address issues impacting
Arab and Muslim Americans in the United States, including mat-
ters related to discrimination, surveillance, profiling, and most rel-
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evant to this hearing, watchlisting and screening. Under his leader-
ship, the ADC legal department successfully assisted and provided
pro bono support to thousands of impacted community members
across the country.

You are now recognized for your opening remarks.

TESTIMONY OF ABED AYOUB,! NATIONAL EXECUTIVE DIREC-
TOR, AMERICAN-ARAB ANTI-DISCRIMINATION COMMITTEE

Mr. AvyouB. Thank you. Thank you, Chair Paul and Ranking
Member Peters for the opportunity to testify. My name is Abed
Ayoub, National Executive Director of ADC. We were founded over
45 years ago by former Senator James Abourezk. Throughout that
time we have worked and assisted countless members of our com-
munity who have directly impacted by government watch list proc-
ess.

Let me start off by saying something that may surprise some
people, but I have sympathy and I feel really for MAGA supporters,
for Republicans, and for anybody that is going through and experi-
encing the fallout of the watch list issues. That includes missed
flights, repeat screening, frozen bank accounts, job consequences,
and much more, without notice or a fair way to challenge it.

I do not need to share their politics to understand that rights
and liberties are not condition on agreement. What they are experi-
encing today mirrors what Arab and Muslim families have endured
for decades, a secret designation that follows you from airport to
employer and sometimes to consulate, with no clear explanation
and no reliable fix. That is not a partisan problem. It is a due proc-
ess problem. When the government can quietly tag one group, it
can quietly tag any group—Ileft, right, neither—just depending on
who holds power. The answer is the same for all of us—end the
watch list, or at minimum, implement safeguards that protect our
liberties and rights.

Quiet Skies was a total disaster. ADC welcomes the decision by
the Secretary of Homeland Security to shut it down. Retiring a pro-
gram that surveilled ordinary travelers without evidence of wrong-
doing is a meaningful step toward fairness. But Quiet Skies cap-
tures only part of the story. It was a window into a faulty surveil-
lance architecture—secret lists, vague criteria, and downstream
sharing that harm people who have done nothing wrong.

For decades, the watch list system has too often been a shortcut
for suspicion, aimed at my community members not because of
what we have done, but because of who we are and what we be-
lieve. People get flagged after visiting family overseas, donating to
lawful charities, attending a protest, or simply for praying. That is
not security. That is punishment for religion and politics.

More than 98 percent of the names on the FBI's 2019 Screening
Dataset were Arab or Muslim. Placement on these lists does not re-
quire arrest, charge, or conviction. Instead, it is based on vague
suspicion, often tied to religious practice or again, protected polit-
ical speech.

Again, let me be clear. If a tool can quietly target my community
members today, it can target any community tomorrow—journal-

1The prepared statement of Mr. Ayoub appears in the Appendix on page 68.
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ists, activists, immigrants, gun owners, union organizers, pro-life or
pro-choice advocates. Once a secret label replaces proof, the only
limit is who is in power. If you won’t end the watch list, then at
least cage it with real notice, evidence, hearings, and strict limits
so no American’s faith or viewpoint becomes a reason to be treated
like a suspect.

Placement on the watch list has a direct and dire impact that
reaches beyond the airport. These harms underscore why there
must be reform to allow for redress/removal from the list, the
tracking of screenings, and assurances of appropriate oversight, be-
cause the human and policy costs are real.

The task is larger than ending one program. We have to take im-
mediate steps to implement due process measures to afford those
on the list an opportunity to be removed.

Many expert, and opinions, many of them here today, have pro-
vided a clear roadmap to fixing these immediate issues, such as re-
quiring TSA and CBP to systematically track all screenings and
outcomes so we can see where the system fails and who is being
hit the hardest. Second, direct the National Terrorist Screening
Center (NTSC) to report regularly to Congress on nominations, re-
movals, error rates, and recall of bad data, with safeguards to pro-
tect privacy while exposing patterns of bias. Third, pair trans-
parency with teeth. Have mandatory timelines and independent re-
view that can order a delisting.

The most urgent fix is transparency and due process. If the gov-
ernment is going to restrict your liberties, you have a right to know
why. DHS’s Traveler Redress Inquiry Program (TRIP), provides lit-
tle information to travelers about why they are flagged or whether
corrections are applied across the system. Without systematic
tracking, bias can go unchecked, and travelers have no meaningful
way to correct errors. Today, individuals on watchlists often receive
no notice, no explanation, and no meaningful way off the list.

There is room for bipartisanship on this issue, and I am con-
fident of that. I will meet anyone halfway on this—left, right, it
does not matter—because the watch list is not about who you voted
for. It is about whether the government has to prove its case when
it takes away your rights and limits your life.

Mr. Chair and Members of the Committee, eliminating Quiet
Skies was necessary, but it is not sufficient. We need to restore
transparency, accountability, and due process to protect millions of
travelers. We stand by and ready to assist in that effort. Thank
you,

Chairman PAUL. Thank you all for your testimony. We are going
to start a round of questions, and we will start with Senator Ernst.

OPENING STATEMENT OF SENATOR ERNST

Senator ERNST. Thank you, Mr. Chair, for calling today’s hear-
ing. For years I have been highlighting examples of government
mismanagement and waste with my monthly Squeal Awards, and
the TSA’s Quiet Skies program, unfortunately, was a prime can-
didate for such an award.

Two hundred million dollars a year was spent on a program that
was weaponized by the Biden administration to target political op-
ponents, including patriot veterans like former Congresswoman,
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now Director of National Intelligence, Tulsi Gabbard. The program
covered over 180,000 flights since 2018, and did not stop a single
terrorist attack, as many of you noted.

I thank Secretary Noem for ending this wasteful boondoggle of
a program and ensuring that TSA and DHS resources are used ef-
fectively to focus on keeping air travel safe rather than spying on
and harassing law-abiding citizens.

Mr. Crowder, I will start with you. I am so sorry to hear about
the political targeting by the Biden administration against your
family, and I thank you for your service to our fantastic country.
Your testimony highlighting TSA and Federal Air Marshal re-
sources being diverted to track and harass the families of those
sworn to protect Americans and make air travel safer, shows what
was wrong with the awful Quiet Skies program.

But this program is not the only boondoggle that has existed
under TSA and DHS in recent years. Since 2017, the DHS Inspec-
tor General has highlighted unresolved recommendations about
how Federal Air Marshal Service contributions to aviation security
are questionable, so questionable, in fact, that as much as $394
million is being perpetually misused. Mr. Crowder, can you share
any suggestions for TSA and DHS safety changes you and your col-
leagues might have?

Mr. CROWDER. You say we have not shown to stop anything.
Back in the 1980s, there were air marshals. There was a signifi-
cant number of them, trying to stop hijackings. That number dwin-
dled down to approximately 33 before 9/11. Had the agency stayed
the course, maybe that would have been prevented. It is not how
many air marshals and how many flights we are on but the terror-
ists not knowing which flight we are on.

I do not want to downplay our role in the security of the Nation.
But as I testified, a lot of things were abused with Quiet Skies.
January 6th, things of that nature, need to be addressed. Does that
answer your question?

Senator ERNST. It does. What you are saying, basically, is follow
the guidelines as the Federal Government has laid out for air mar-
shals, and not get into the business of intelligence, following,
surveilling, those passengers that might be targeted by the Federal
Government. Can that be a takeaway?

Mr. CROWDER. Yes. The abuse for political reasons needs to be
stopped.

Senator ERNST. OK.

Mr. CROWDER. It needs to be intel driven.

Senator ERNST. Very good. Thank you. Mr. Leavitt, where are
the TSA and DHS employees who were working on the Quiet Skies
program now? Have they moved into other programs? Does the
agency still employ them?

Mr. LEAVITT. Quiet Skies is just one of several programs that fed
into creating what is called special mission coverage. There are still
air marshals being deployed around the country, of course. This
was just one of their several missions. At TSA headquarters, they
still have other reasons, other criteria for which they are putting
people on lists and other things.

So no, we do not have any reason to believe that any staff have
been laid off or anything because the Quiet Skies program was fin-
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ished. They just divert in other work, and we hope that it is work
that actually protects the American homeland.

Senator ERNST. Wonderful. I want to thank all of our witnesses
for being here today and sharing those personal stories. I think it
is very important.

I want to just take, in the remaining time I have left, to once
again thank Secretary Noem. Over the weekend, while I was at
home, in Southwest Iowa, I ran into a U.S. Marshal that had been
part of the apprehension of an illegal migrant that had killed a
young Council Bluffs woman nine years ago. He had fled to Hon-
duras, back to his home country. Through Secretary Noem, DHS,
and through Secretary Marco Rubio, the Secretary of State,
through those two departments they were able to extradite that
man from Honduras, and he is here, seeing justice, finally, after
nine years. I want to thank the Administration for doing that.

But when I ran into this U.S. Marshal over the weekend he said,
“Rarely do we ever see justice,” and in this case we are seeing jus-
tice because of the Administration and their follow-through. Thank
you for allowing me that, Mr. Chair.

Chairman PAUL. Senator Peters.

Senator PETERS. Mr. Ayoub, one of the issues that I have heard
again and again from people in the community and others is just
how broken the redress process is for people who believe that they
are unjustly or mistakenly caught up in the watchlisting system.
Mr. Crowder, I understand your wife, my understanding is not on
Quiet Skies, she was put on the watch list, the Terrorist Watch
List program. The redress process is really important. We still have
that program in place, and we need to have reforms, which was
part of the work I have been doing and the legislation that I had
that we did pass out of Committee to deal with redress.

But given your experience working with individuals who believe
that they are on the Terrorist Watch List, what recommendations
specifically do you have for this community? What should we be
doing right now so it does not happen to Mr. Crowder’s wife in the
future, it does not happen to the folks that you hear from regularly
and I hear from regularly back in Michigan?

Mr. AYous. Thank you for that. Look, the redress process and
the DHS TRIP program is flawed. It does not always work, it does
not give you the reason why you were put on a list, and it does
not give you a final decision. You fill out your information online,
and you get a letter back saying some vague language, like, “We
received it. We can neither confirm nor deny that you are on a list.”
And it is not always effective.

We need to work to find ways to expand that due process, expand
the option of being removed from the list, look at what existing pro-
grams are there that we could take advantage of which could re-
view individuals coming in. You want to be proactive. If somebody
is on the list, again, set up a proactive way for them to reach out
and be removed.

My colleague at the end, who is a U.S. Air Marshal, who has far
more access to being removed, it still took him a couple of years
to be removed. Imagine a regular individual going through the
same thing. It is going to take much longer.
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What we have learned through our practice is when we can iden-
tify that one piece of information or that one agent that placed that
piece of information in there, and then have a conversation with
them, and interview the client. Once that piece of information is re-
moved, then the issue is gone.

But it is going to be impossible to do that for two million people.
There are just not enough agents and resources to go around. Find-
ing a streamlined way, a streamlined due process measure, maybe
building on DHS TRIP, that should be first and foremost, in dwin-
dling down the list. Then also possibly maybe going through a list
to at least purge the names of folks that have died, or children that
are like four or five years old. Remove those names so you are
working with a cleaner set of data to begin with.

Senator PETERS. Right. I have certainly heard a lot from commu-
nity members about the negative experiences, as you have men-
tioned here, with the screening system. But just like today’s testi-
mony, which is powerful and I appreciate the testimony, these are
anecdotal accounts, and we could come up with an awful lot of an-
ecdotal accounts. One of the recommendations in our report, and a
big part of my bill, was requiring better and more complete data
from CBP and TSA on all their screening practices, because there
are like 20-plus programs. We are talking about one that has gone
away. We have still a whole lot more of these things that are out
there, that need to be addressed. This is a big issue.

My question for you is, do you think having better data, exactly
what is happening to understand whether these processes are effec-
tive and whether there is bias, intentional or not, political, what-
ever it may be, we need data. What is your sense of that?

Mr. Ayous. Absolutely. I think there should be data. We should
be able to look at that list and determine why this person was
added. Then at the end of the review you will find out, OK, was
this group of people, do we have this many individuals added be-
cause they are Trump supporters, or because they are Democratic
Party supporters? We need to be able to read that. We need to be
able to know why they are on there, who they are, what trends,
and to determine what mistakes are being made. Because again,
just depending on what administration is in office, who is going to
be targeted. Our community, for the past quarter of a century, for
the past three decades or so, were thankful enough to be targeted
by all administrations. We can tell you the experiences through Re-
publican and Democrat administrations.

But the reality is there are trends. There is bias. There are folks
on that list that need to be removed. Expanding that option, ex-
panding the way to do that, and having those data points, having
that dataset will also help develop policies and strategies moving
forward to enhance and make the security process and the screen-
ing process better.

Senator PETERS. Yes, I would just like to followup, because this
could happen in all administrations, both parties, whatever. This
is a problem. We have to make sure there is full transparency,
there is oversight, regardless of who is in office.

Most of the oversight in these systems currently is handled by
internal DHS offices. The Office of Civil Rights and Civil Liberties,
Privacy and Civil Liberties Oversight Board, as well as inspectors
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general, who oversee this. However, unfortunately, this administra-
tion has basically gutted all of the oversight, so we do not have the
oversight anymore. Can you describe the consequences of elimi-
nating internal oversight will have on American civil rights, and
civil liberties with regard to screening and watchlisting? So all of
the issues that are being raised by everybody here today, we have
to make sure that we are guarding against that.

Mr. AYOUB. Look, oversight is very important. The issue was bad
with a functional CRCL office at DHS, and you can imagine it
would be a lot worse with no oversight. So having that office, hav-
ing some sort of mechanism there is important.

Chairman PAUL. Senator Moreno.

OPENING STATEMENT OF SENATOR MORENO

Senator MORENO. Mr. Chair, as I mentioned to you yesterday, 1
really appreciate you putting on this hearing. I think it is really
important. I think if the American people read everything that was
provided for this hearing, their minds would be blown. I think
some of the stuff that is in here is sensitive information, which we
should maybe think about maybe daylighting that, because I have
never read something more outrageous than reading that memo. So
it is pretty crazy.

You mentioned just now to my colleague from Michigan that the
oversight is essential. How did oversight work out in the last four
years of the Biden administration?

Mr. Ayous. It didn’t really work out.

Senator MORENO. So it is not a question of oversight. It is a
question of intent. Because here is the reality. I think Americans
would be appalled to know that their government was spying on
them. Not just spying on them. Paying people like Mr. Crowder,
who, you did not take the job to go walk around airports, moni-
toring bathroom habits and coffee habits of American citizens. Yet
your government was paying you to do that, to spy on American
citizens, violating the Fourth Amendment, shredding the Fourth
Amendment.

One of the things that I had to do to become a U.S. citizen was
learn a lot about Americana history. I had to read the Constitution.
My mom convinced me that this citizenship test was going to be
impossible, so I memorized it. Everybody talks about what Joe
Biden says is the thing. The thing, you know, life, liberty, and he
couldn’t even repeat it so he called it “the thing.” But after the end
of that sentence there’s a line that says that government is deriv-
ing its just powers from the consent of the governed—deriving their
just powers from the consent of the governed.

Mr. Ayoub, do you think that over the last four years of the
Biden administration that they derived their just powers from the
consent of the governed? Do you think Americans knew that they
had somebody stalking them at airports and bathrooms and coffee
shops and watching who they were talking to on airplanes?

Mr. TAIBBI. Senator Moreno, thank you for the question. No, I do
not think so. In fact, as a reporter in the last four years it has been
very frustrating investigating not just programs like Quiet Skies
but also issues like censorship. It seems like there are only three
ways that you can get important information. One is through whis-
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tleblowers like the ones represented by Mr. Leavitt. Another is
through investigations like the ones by this Committee. The third
is if an eccentric billionaire decides to hand over a ton of material
to a reporter. It has become almost impossible to get information
about these abuses.

I think what I was trying to get at with my opening statement
is that particularly in the last four years the government has taken
the position of the citizenry, they are all basically suspects until
proven innocent. It should be the other way around.

Senator MORENO. That should be the other way around. That is
the foundational principles of this country. That is not up for de-
bate. There is no law that we need to pass. That is in our Constitu-
tion, in our Bill of Rights.

Mr. Crowder, I am going to shift to you for a second. I was out
of the meeting. I had to go to a Banking session so I apologize.
Could you point out your wife real quick for me? Has anybody from
the U.S. Government apologized to your wife?

Mr. CROWDER. No, sir.

Senator MORENO. So they have not even bothered. Nobody in the
government has bothered to pick up the phone, send a letter say-
ing, you know, we are very sorry.

Mr. CROWDER. Nobody.

Senator MORENO. Let me say that to you on behalf of the U.S.
Government. We apologize for what happened to you. It should
never have happened to any American citizens. It is a total and
complete disgrace, that the previous administration weaponized
this.

You mentioned, Mr. Crowder, this is a result of 9/11. How many
American citizens were involved in the plotting of 9/11?

Mr. CROWDER. Zero, to my knowledge.

Senator MORENO. So what problem are we trying to solve? Mean-
ing, the auspices of this. Look what happened. We can never let an-
other 9/11 happen. Why the hell are we having Americans sur-
veyed at airports and on airplanes?

Mr. Taibbi, you mentioned something else. During the COVID
era, let’s not forget how insane that was. Do you remember what
that was like? Like you get on an airplane, you had the mask on.
We saw people dragged off airplanes because they were not wear-
ing a mask. Dragged. Like humiliated by the police, dragged off for
the offense of not having a mask on. But when they served you,
you could take your mask off to eat, because it was the most polite
virus ever in the history of humanity. It said, well, you are eating
so I am not going to infect anybody right now, but when you are
done I am going to go back to the infectious part. Those of us who
had some level of like, hey, this is just stupid, said we are not
going to wear a mask, and that put you on a No Fly List. That got
you banned from flying. Could you explain that?

Mr. TAIBBI. Actually, Senator, it is worse than that. My under-
standing is that just for supporting a group that protested the
wearing of masks on airplanes you could be placed on a No Fly List
or on a watch list by the TSA. That is in addition to the J6 cat-
egory, which included people who were just suspected of traveling
to the National Capital region, not even of going into the Capitol.
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Senator MORENO. I know I am over time. Let me just make this
comment. Mr. Chair, you mentioned this to our Ranking Member.
He is not here to listen to this, but maybe he would not want to.
He has a choice, right, to extend CISA 2015 by voting yes for this
continuing resolution today. But it is so important to him to hijack
Republicans that even he is willing to say, “Well, this is not that
actually important to me.” I also find it decently ironic that when
they had control of the House, the Senate, and the White House
that the report that he issued, he could have put that on the floor,
right? I am not wrong there, right? He could have put that on the
floor and passed that.

Chairman PAUL. That is a good point because this is in response
to my wanting to put First Amendment protections on the CISA ex-
tension. CISA was the agency—and this is not the authorization for
the whole agency but for some of their powers, and I said yes, we
can let it go through, but let’s add First Amendment protections to
it. Why? Because the First Amendment protections were in another
department of government, some through CISA, DHS, some
through the FBI, that Mr. Taibbi knows a lot about because they
were meeting with Twitter. A lot of Americans still do not know
this, that the FBI was actually sitting in meetings with Twitter of-
ficials, that CISA was sitting in meetings.

What I have said is if we are going to reauthorize CISA, which
a lot of people want to reauthorize this particular authority, let’s
reauthorize it with an amendment that simply says government of-
ficials are not allowed to meet with them to take down constitu-
tionally protected speech. If it is illegal, they can meet with them
and warn them something illegal is happening on their social
media. But things that are not illegal, that are protected by speech,
why not put it on a must-pass piece of legislation? That is the only
way we are ever going to get it beyond the other side is to do it.

So you are right. It is fake outrage. They are outraged about this
particular authority expiring, but they have every chance to, and
they will have another chance today, to vote to reauthorize it, and
it will be part of the continuing resolution to reauthorize this par-
ticular facility.

Senator MORENO. But just super quickly, and I apologize, last
year, when you were not Chair, the Ranking Member could have
put that bill on the floor, and chose not to. Is that correct?

Chairman PAUL. Yes. Senator Lankford.

OPENING STATEMENT OF SENATOR LANKFORD

Senator LANKFORD. To the witnesses, thanks. Thanks for the
work you are doing to be able to continue to be able to protect the
civil liberties of all Americans and for your service to the country.
We are grateful, as a Nation, to be able to have folks that are actu-
ally engaged in these ideas.

All of us who flew on a plane during the time of COVID remem-
ber full well the experience of the mask on, mask off. I will never
forget a particular flight that I was on, that literally the flight at-
tendant patrolled up and down the aisle the entire time, like a
prison guard, watching for anyone that lowered their mask at any
point or that got onto children who were with a pacifier or with
someone who has a crying baby, and to try to figure out some way
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to be able to cover that up. This is bizarre, to be able to think
about that, but to be able to think about our own government at
the time was also trying to find people that disagreed with policy
during that time period, and would say, “We want to try to find
some way for you just not to fly, because you disagree with us,” be-
comes an entirely different level.

For Mr. Crowder, let me ask you a question on this, and Mr.
Leavitt, if you want to be able to jump in, as well, you can on this.
How did they make decisions regarding the threat level of individ-
uals on the mask mandate issue? Did they have a ranking for that?
How did they determine what is the level of threat for an indi-
vidual?

Mr. CROWDER. I am going to defer to you.

Mr. LEAVITT. OK. We do not know, and that is the problem, be-
cause things like this are secret, right. They are not the sort of
thing that everyday Americans have insight into. They are not the
sort of thing that air marshals, even flying back and forth in these
flights, have insight into. They are clearly not the sort of things
that you have insight into.

Senator LANKFORD. Right.

Mr. LEAVITT. So it begs the question then, who was writing this
stuff and how are we supposed to trust that it has any basis?
Clearly, people just expressing their concern about masks is out-
rageous for them to be put on a watch list.

Senator LANKFORD. Yes. So going back to some of the things Mr.
Ayoub was saying. Someone who is visiting family in Pakistan,
someone who was a missionary that was flying back and forth to
a country that was deemed inappropriate to be able to fly back and
forth to. Was there a process to be able to actually have a human
engaged in that decisionmaking to be able to say, “Hey, this person
is visiting family members. “This person was a missionary,” what-
ever it may be. Was there a human involved in that or is it just
a trigger, you were in a certain city, at a certain place, so you are
on the list?

Mr. CROWDER. Again, I can only testify to my wife’s situation. I
had specific knowledge she did not enter the Capitol. How she got
on that list, who said that she entered the Capitol, I do not know.
That is well above our access.

Mr. LEAVITT. I will add to that. The TSA has tried to say this
is just a rule-based program, right, and they give the impression
almost that like some computer is just assessing flight bookings
and then spitting these out. But someone made the decision to put,
for instance, Tulsi Gabbard’s congressional photo on there, rather
than her passport. There was an individual involved, and frankly,
somebody needs to figure out who that is and ask them a lot of
questions.

Senator LANKFORD. Yes. There are other Members of Congress
that have also been placed on the list, as well. We do not know why
or what the reason was. It was just they are a threat, and so they
have to be able to be on this list.

TSA has policies that prohibit active collection of information
about people. TSA is receiver of information, not a collector of in-
formation. This is clearly TSA trying to be able to collect informa-
tion. Was TSA in violation of the law, because they are not man-
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aging information given to them, they were shifting into the collec-
tion mode.

Mr. LeaviTT. I will take a stab there. TSA has broad authorities,
right, and so they do not treat this as intelligence, right. They do
not say that it is intelligence, as though they observed you doing
something. They are just deploying the asset. I think back to one
of the points that has been made here, Congress has given TSA
pretty broad authority. That might need to be looked at being con-
strained more further.

Senator LANKFORD. Mr. Harper, do you want to be able to add
to that?

Mr. HARPER. Yes. I will not be able to cite you chapter and verse,
but the authorities in the Aviation and Transportation Security Act
are very broad. Your intuition is correct that TSA should not be an
intelligence collection agency. But if it decides it is going to go off
in that direction, the language is so broad it can go off in that di-
rection. That is why one of my recommendations is to bring TSA
1and other DHS authorities within bounds that Congress sets tight-
y.
Senator LANKFORD. Mr. Harper, you had also mentioned some-
thing about a right to travel and to clarify that. Tell me what you
mean by that.

Mr. HARPER. I think we intuitively feel we have a right to travel,
and there are cases from the Supreme Court that say of course, you
have a right to travel. You can move from one State to another and
they cannot deny you welfare benefits when you get there. There
are other cases where a man in San Francisco wanted to fly to
Washington, D.C., to meet with his representative, and in this case
the Ninth Circuit Court of Appeals found that you do not have a
right to travel on your preferred mode of transportation. He did not
want to go through all the security nonsense, and so challenged
there. They said, no, you can take a train, or you can drive if you
want to go to Washington, D.C.

A clear right to travel—Americans believe they have it, but the
courts have not accorded it to them—would give them a position
when they went to court where they could do discovery, and some
of these things could be turned up. We could learn more about the
programs. I think courts would balance well. Obviously, a court is
not going to throw out a program that is probably cost effective.
They will say, “Yes, no, in this case you do have this right, but the
right is subject to regulations that allow for security.” But the right
does not give way to regulations and programs that do not do any-
thing, the regulations and programs that do not actually produce
cost-effective security.

I am glad you asked about it—I would like you to give it more
consideration. Congress can weigh in on that and say, “No, this in-
tuition of Americans, that is somewhat backed by courts, can be
made a full right. We think it is in Congress. Let’s have the courts
treat it as such.”

Senator LANKFORD. OK. Thank you. Thank you, Mr. Chair.

Chairman PAUL. When I traveled during the pandemic, we all
travel several times a week, there were many flight attendants who
were very nice, very pleasant, very sympathetic, and were just like
me, unhappy with the mandates, and really did not want to go
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overboard. They would pass me notes, sometimes secretly, saying
they were supportive. They did not want anybody to know they
might be supportive of things I was for.

But it also brought out the inner Karen in people. This exists in
a significant number of people in our society, the idea that given
a little power, they really like it. I never was a policeman, but I
wish I were. Just the idea of all of this power. I have power over
it. If you say a word to me, you can be put on the list.

In fact, I have a TSA document, somewhere here in my collection
of documents, that says that disobeying a public health order is
equivalent to, saying I am going to take the plane down. I mean,
you are a threat to the plane. You have now become a threat to
the flight attendant. That just brought out the inner Karen in a lot
of people, and it became really unpleasant.

I hated to fly every week and I am not somebody who is really
that confrontational. I do not like that. That is why I do not like
it. I do not like to have a confrontation. But, you would have, “Sir,
sir, you are not eating your peanuts fast enough. You need to put
your mask on in between each peanut.” I mean, literally, that was
happening on flights.

The ludicrous nature of there being any science related to that,
that all of us with our masks off for 20 minutes while we are eat-
ing is somehow going to protect us from having it on for 40 minutes
when we have it off 20 minutes. It turns out that none of these
things had any science behind them. None whatsoever. Most of the
masks they were recommending were masks that were ineffective.
Cough masks were entirely for show and completely ineffective. Yet
the head of the National Institutes of Health (NIH) was wandering
around with Washington Nationals cloth mask on, as if it were of
any value.

But I think it is important to know how we got here. So Quiet
Skies, you are right, Mr. Leavitt, we got rid of Quiet Skies, but I
am not sure that helps Mr. Crowder or Christine. We are still not
sure exactly how they got on the list. My suspicion is if she just
shows up on the list, I am wondering if somebody who does not like
you saw her social media that she was in Washington on January
6th, did not like your politics, and says, “I am going to call the Tip
Line.” You would have never known about it until everybody start-
ed harassing her. But you, to this day, do not know how she got
on the list, right?

Mr. CROWDER. That is correct, sir.

Chairman PAUL. So that is a real problem. What we are taking
is, let’s say I am of a different political persuasion. I may not know
your wife, but I work with you, and I heard you say something
about your politics, and I am of a different political bent. Why don’t
I just call in the Tip Line and say—because I heard you say she
was there on January 6th. But she was at the White House, not
the Capitol. Not as if it is really a huge distinction, but there is
a distinction. So maybe just out of spite somebody does it. Don’t we
have to have a way to fix where someone does not like you and
puts you on the list? Or maybe somebody has an animus toward
Arab Americans and just makes his list. I do not think we are
nearly done with trying to fix this problem yet.
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There is also this silent program, Silent Partner program, where
one of them was if you are traveling from Greece and you do not
have a Greek name, and you have been to Turkey, or you have
been to Syria sometime in the last 10 years, well, what if that trip
to Syria was because you were part of the armed services? Is there
not somebody with a brain that is actually looking up and saying,
“You were in the armed services while you were there,” or have a
relative there, frankly, and have a good reason to have gone there.
But I do not think anybody has taken the time to do it, because
there are just so many damn people to put on these lists, and then
it is so hard. But half the time you do not even know if you have
been named. I mean, you were fortunate. You were in a unique po-
sition, and I thank you for coming forward, because you were in a
unique position that you knew this had happened. This had to have
happened to dozens, if not hundreds, of other people.

With regard to secrecy, Mr. Harper mentioned this, I want to re-
iterate how much of a problem this is. We cannot analyze whether
programs work because they simply say, “It is secret and you do
not deserve to know.” I have been asking, as the Chair of this Com-
mittee, a couple of simple questions. Like I say, I travel all the
time, so I get the good and the bad, and a lot of it the bad of travel.
I get stopped once every two to three weeks, and I do not think I
am being selected. But I get selected by the machine for random
pat-downs. I have been through the magnetometer. If I have made
it through that, and I do not have any metal on me, I want to
know, now that I have been selected and I go through the advanced
pat-down and the whirly-gig machine, how many weapons and
knives are you finding? They sent me some long answer, but they
did not answer the question. I want to know how many. I think it
is zero. Because I have already been through the magnet. I do not
have a knife or a gun. What are they finding when I go through?

The other thing is, when you go through the—I call it the whirly
gig machine—you go through there, it always finds something that
needs to be patted down, so I get a pat-down too. But it never finds
anything. It must not be a very good machine if I get patted down
every time, and there is never anything there. I suspect that that
machine is actually targeting not me personally, but doing a ran-
dom check to do a pat-down on me by indicating that something
there is not there. They will not admit they are doing that, but I
suspect they are doing that. But it all goes back to secrecy. They
do not want to reveal the State secrets, even to the people who are
supposed to be overseeing the State secrets.

To give you an example of how bad it is, this is not in just this
area. I have been wanting to read the Church Committee report
from 1976. It will be 50 years next year, and it will be released to
the public, but I am not allowed to read it, and some of my col-
leagues are preventing me on the Intelligence Committee. They
jealously protect this information. Typically the people on that com-
mittee, with a few exceptions, are in favor of more intelligence
power and opposed to more scrutiny.

But there is supposedly a classified annex. I want to read it, and
I am being prevented from reading it. They have told me now I can
individually read it, and it is a box. It is a room full of boxes. They
will not designate exactly what is what, and there is no index. But



26

I can go read it. I cannot read the whole entire—I would need a
whole staff. I would need historians and other people interested in
the Church Committee. But the Church Committee was critical of
too much power to the intelligence agencies. Now I want to read
something and I am being stymied 50 years later. So secrecy is a
problem.

To Mr. Ayoub, the whole idea of accountability, of course we need
to find these things out. Most of the programs in government—and
it just does not go to this—most programs in government that are
authorized for a purpose are never reviewed. We have legislation
that says if it does not get reauthorized it goes out of existence. It
should disappear. Reauthorization, and I know Senator Lankford
has been very active in this, reauthorization should be about does
it work. We have like 82 housing programs. Everybody gets this
idea, I want to help the homeless. We have already done it 82
times. Why don’t we study the other 82 programs to find out if any
of them work before we reauthorize a new program?

With regard to where we go from here, we are not done with this.
I am still appalled by the idea of outsourcing this to universities.
So we pay the universities. Universities have no scruples whatso-
ever. George Washington University here in D.C. has a project on
extremism. Is extremism showing up on January 6th to support
President Trump? I mean, really, we have to be a little careful of
who 1vve are giving the keys to this. I think they did go after those
people.

The evidence is that the people on the mask list—there is a ter-
ror mask list, apparently, so the people on the terror watch list for
not wanting to wear masks—I do not think they were removing
their masks. I think they were talking about it online. “Let’s not
wear our masks. Let’s take our masks off on the plane and have
civil disobedience.” But we are still trying to get to the bottom of
that because we do not actually have the names of the people on
the list. That is all being hidden.

I suspect there are also hundreds of other people that were put
on a list because they were resistant to dictate from someone on
a plane, to a flight attendant saying, “Wear your mask higher. You
are showing a nostril. Hike up your mask a little higher.” I think
a lot of those people were put down as potential disasters for the
plane, dangerous people, and not necessarily for masks because
they didn’t want to list them all masks.

But we have to do more. Every one of these programs has to be
looked at. You have to have recourse. You have to redress. I think
that we cannot just stop here. We have to look throughout govern-
ment, more transparency, more sunlight.

I am going to throw it back to Senator Moreno, I think has an-
other couple of questions.

Senator MORENO. Yes. Mr. Taibbi, you have been around the
block, as they say, around the globe. You have seen authoritarian
governments. What would be the American foreign policy reaction
to a country that receives foreign aid, foreign assistance from the
United States that did this to their own citizens?

Mr. TAIBBI. Senator, I would hope that we would look negatively
on any country that mass-collected information on innocent citi-
zens.



27

Senator MORENO. Surveilled their citizens?

Mr. TAIBBI. Surveilled their citizens.

Senator MORENO. Put them on a watch list?

Mr. TAIBBI. Yes.

Senator MORENO. Prevented them from traveling?

Mr. TA1BBI. Right.

Senator MORENO. Had a presumption of guilt, not a presumption
of innocence? We would probably call them in and say, “Hey, we
can’t continue this relationship because you are oppressing U.S.
citizens.” Would that be accurate?

Mr. TAIBBI. Yes, I think that would certainly be accurate. I know
that we have raised questions about surveillance of journalists in
other countries in the past.

Senator MORENO. When that was happening, as the Chair just
said, literally FBI agents sitting down with private companies, say-
ing, “You must remove this person from social media.” “You must
go knock on their door.” Some of the stuff we are seeing in the
United Kingdom (UK), which I am very proud of the fact that our
Vice President is speaking out against what the U.K. is doing to
their own citizens, like persecuting them for social media posts.
Yes, that is pretty outrageous, right?

This was happening over the last four years of the Biden admin-
istration. You would say in the history of the United States of
America, we have never seen more of a tilt toward authoritarian
rule than we did under Joe Biden, between firing people who would
not get vaccinated, you could not get a job, you were somehow a
bad person, we were masking two-year-olds, we were forcing the in-
jection of an experimental, I will generously call it a vaccine. If you
did not do that, and if you did not carry proof of that with you,
then somehow you were a bad person. That was a pretty dark four
years in the scheme of American democracy. Would you agree?

Mr. TaiBBI. I would agree, and there was also a radical shift in
attitudes in this country toward whether or not we should have
laws against things like hate speech. There used to be a small mi-
nority of people who believed that. Now it has become almost a ma-
jority of people who believe that.

You mentioned the U.K. I interviewed somebody last week who
was arrested for speech over there. To the Chair’s point, they have
a system that allows people to make complaints that result in
criminal arrests of people for social media posts. That could have
been our future here, so that is deeply concerning to me.

Senator MORENO. I will jump to you, Mr. Harper, and I will let
you answer this one. Do you think, in the scheme of things for
Americans, I think Americans would think that their freedom,
their liberty, their constitutional rights given to them by our found-
ers is important. Just a quick question if you can answer it. Do you
think that is important, really important to American citizens?

Mr. HARPER. It is.

Senator MORENO. Do you think that it is ironic that Democrats,
that chase cameras, saying that President Trump is a threat to our
democracy, are not even here? I think the record should show, Mr.
Chair, who attended this hearing and who did not attend the hear-
ing. Because you cannot go out there and go on camera and say
that President Trump, the person who ended the Quiet Skies pro-
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gram, the person who is reforming what has happened under the
Biden era, there is nobody being threatened or being fired for not
taking a vaccine. In fact, restoring individual liberty, and yet do
not even bother to show up to a hearing, which I think this hear-
ing—and I said this to you yesterday, Mr. Chair—is the most out-
rageous thing I have ever seen in Washington, D.C. Yet they can-
not even bother.

I think it is one of those things where you decide what is impor-
tant. Like when you are a United States Senator you can decide
what is important. I can be in this hearing. I can be in another
hearing. I can be at a fundraiser. I can be golfing. I can do what-
ever the heck I want, and that is kind of the crazy part about being
a Senator. You do not actually have to show up to win, but you do.
The fact that the Democrats basically, virtually boycotted this
hearing, gives them zero credibility when they say that this Presi-
dent is moving this country toward an authoritarian. Do you want
to comment on that, Mr. Harper? Am I wrong?

Mr. HARPER. Your question on the perspective, your question
gave, if this were happening in another country what would we say
about it? Very powerful, because Keir Starmer in the U.K. is say-
ing everyone is going to have a digital ID, a national ID program.
In the United States we oppose that. The Real ID Act of 2005, con-
tinually failed to be implemented, and hoorah for us, because it
should not be. It should be repealed.

Financial surveillance is a product of United States law that we
export around the world. If you took off the label, Bank Secrecy
Act, and put a Chinese label on it, you would say, “Aha! That is
China!” That is what we do, and it is what the United States has
in the Bank Secrecy Act, again, that we export through the Finan-
cial Action Task Force. There are so many issues that we could get
to, but that insight: We should not be doing it here. We should be
leading in the United States on civil rights and civil liberties. So
all of the things we have talked about, the transparency, anti-se-
crecy, no to a national ID. The perspective of your question was
really important and helpful, I think. Thank you.

Senator MORENO. Mr. Chair, just one request, from my perspec-
tive. There has been almost no accountability to what the govern-
ment did to the American people during COVID, like almost no ac-
countability. People closed schools, who made kids, little kids, get
vaccinated, masked. Can you imagine what that impact is going to
be? You have kids, what the impact is going to be long term on 2-
, 3-, 4-, 5-year-olds that were forced to be masked for 5, 6, 7 hours
a day? No accountability.

Look, the most accountability was that the American people fired
Joe Biden, thank God, and prevented Kamala Harris, which would
have been even worse.

But we do have the ability to go into the current Administration
and say who, within Homeland Security, still has a job that perpet-
uated these policies? Because my mindset is anybody, especially
the person that wrote that memo, that literally made my hair
stand up, how is that person still employed by the United States
government? I think we need to ask that question, while we have
an administration that actually wants to protect civil liberties, that
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actually wants to protect the American people. We cannot just ig-
nore this.

Again, there are a lot of things that have happened, that scene,
about eight months here in D.C. But this report was so outrageous,
and the fact that my Democratic colleagues have no interest in lis-
tening to this says it all.

Thank you again, Mr. Chair, for holding this very important, and
thank you for all the witnesses for being here. Again, Mrs.
Crowder, truly apologize for what you went through. It is com-
pletely insane, not just to you but to anybody who had something
like that happen to you.

Chairman PAUL. Part of oversight is not vendetta or revenge. It
is removing people who abuse the civil liberties of Americans. So
far the court has been consistent in upholding the President’s right
to hire and fire people in the Executive Branch. I agree with you
completely. Because we need to make sure that these programs do
not come back again.

The issue of anonymous accusation reminds me of a scene that
I saw in Venice. There is a lion’s mouth, Bocca di Leone, and the
Doge was like the kind of Venice, and you could anonymously just
put it in there. But you could lose your head or be imprisoned for
life by an anonymous tip.

One of the evolutions beyond that is sort of the idea of due proc-
ess, that you cannot just be secretly accused of things. I think there
is a real danger to that, and I think that is what happened in this
case. If this is somebody who works still as an air marshal, that
person does not need to work as an air marshal, if it was a col-
league or somebody that tried to get your wife in trouble. Some-
body did it. I have a feeling that it is malicious, actually. I do not
have information on that, but we want to get to the bottom of that.
’(Ii‘he people who created and ran all these programs, of course we

0.

I think your point is well taken on human rights. We have all
kinds of strings that are supposed to be attached to human rights.
If you are not a democratically elected government—I have tried
using that one before, because there are many coups that occur
around the world. We keep sending them. Egypt still lives under
a military rule after a coup. Technically, they are not supposed to—
there was something called the Lahey Amendments—they are not
supposed to get foreign aid now, but we do it anyway. We just ex-
empt them from the Lahey Amendments.

But things that we enforce in other countries we certainly should
enforce on others. There are big categories of people—Arab Ameri-
cans, Muslin Americans—who have been abused by this stuff. But
it really is not always just either the color of your skin or the color.
It could be the shade of your ideology. You could be a home-
schooler or Donald Trump supporter. You could be all kinds of
things that may be outside some sort of mainstream. To target
those people is anathema to what our country stands for.

I appreciate everything all of you have done in this. I appreciate
your testimony today. I would like to enter into the record! a set
of redacted documents produced to the Committee as part of this

1The redacted documents entered in the Record appears in the Appendix on page 126.
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investigation. I would also like to enter the statements? for the
record from the Air Marshal National Council and other stake-
holders. Without objection, these records will be entered into the
record.

Chairman PAUL. Senator Moreno, do you have any more ques-
tions? We have one Senator that wants to come and ask a few
questions, so I am going to wait another minute or two. Do you
have anything else?

Senator MORENO. No. Mr. Leavitt, you are an attorney. I am not.
I will ask you this question. If Congress passed a law, called the
Quiet Skies law, what would the Supreme Court say?

Mr. LEAVITT. They have the same substance.

Senator MORENO. Same substance. In other words, if we passed
a law that said that the U.S. Government can surveil American
citizens who they suspect, without any evidence, of maybe commit-
ting a crime, and we passed that law, and we all cheered and we
passed it, super bipartisan, and we threw a big party, and had a
ribbon-cutting ceremony for the law, and photo op, what would the
Supreme Court say?

Mr. LEAVITT. Two thoughts. One, we have seen passed laws that
are not that different from that maybe, right, and so it is hard.
There is a balance, a policy balance. It is possible the Supreme
Court, if it is not nearly tailored enough, would invalidate that.

Senator MORENO. Because it is unconstitutional. Because we
have a presumption of innocence in this country. Because if I de-
cide not to wear a mask on an airplane because the rule is insanely
stupid, I should not be prohibited from ever flying again. If I want
to travel to Washington, D.C., and I want to do whatever I want
to do in Washington, D.C., that is well within the bounds of the
law, that does not give any administrative agency the right to de-
cide I cannot fly somewhere else. It does not give the government
the right to have somebody follow me and creep me out in a bath-
room and decide whether I am getting too many sugars in my cof-
fee, or if I am going to the wrong yogurt place. That report should
not be published inside some sort of official government document.

Because, Mr. Chair, there is a difference between somebody who
has power, because it is given to them, because of some administra-
tive thing. There is somebody that has real power, somebody who
has a badge, who has a gun, who has the ability to arrest you, who
has the ability to take your civil liberties away. That is what hap-
pened over the last four years, and Americans should be equally
outraged about all this. This should not be partisan.

Chairman PAUL. But I would interject, and I think it is longer
than that, and I think one of the witnesses mentioned this. This
fear really originated after 9/11. When they passed the Patriot Act,
one of the things in the Patriot Act said that the government could
go to your local library and give a secret warrant—it is not a
Fourth Amendment warrant; it would be a FISA warrant—and
they could get all of the different books that I read when I go to
the library. All those could be a confiscated list. But they went
even further. They said that the librarian, that you will put the li-

2The statements submitted for the Record appears in the Appendix on page 238.
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brarian in jail if she reveals to me that the government is looking
at my reading list.

We did a lot of things out of fear, and that fear from 9/11, look,
there was anger that was justified. There was a war, I think in
many ways also justified. But we let down our guard on our con-
stitutional liberties, and it is in times of fear you have to be most
careful about them. We probably have a million Arab Americans in
Dearborn. We probably have 10 million Arab Americans that are
part of our country. Many of them are citizens. We even have Co-
lumbian Americans. They all deserve the same protections. That is
many of the reasons why they came here.

Senator MORENO. But it is decently ironic that the Democrats
looked the other way while our border was open to 10 million
illegals cross our border.

Chairman PAUL. I will grant you that.

Senator MORENO. I will turn things over to my great colleague
from Missouri.

Senator HAWLEY. Thank you very much, and thank you, Mr.
Chair. Thanks for holding this hearing, No. 1, but thanks for wait-
ing for me, as well. Thanks to all the panel for being here.

Mr. Crowder, I want to start with you, and I apologize if you al-
ready covered this. I have been going back and forth to other hear-
ings today. But I just want to ask you, coming back to your wife,
did you find out, how did she get added to that database? Why was
she flagged in the first place? Who did it? Do you know? I mean,
at what level was the decision made?

Mr. CROWDER. That is still something we do not know. It has
been unanswered after many attempts by several people.

Senator HAWLEY. Is it your sense that it was an individual, this
was a human decision, or is this some kind of an automated thing,
based on information they collected about her, personal informa-
tion, the fact that she was in D.C. on January 6th, that they tagged
her? Too bad, she is on the list for years.

Mr. CROWDER. Your guess is as good as mine. She was obviously
in the area on January 6th. Whether that prompted somebody to
just put her on the list or something else, we do not have the an-
swers.

Senator HAWLEY. Yes, it is just unbelievable. It is a sickening
violation of her First Amendment rights, obviously. I want to thank
you for your service, and thank your wife for what she has en-
dured. You should never have had to go through it. To be honest
with you, what we saw in the aftermath of January 6th, the effort
to persecute the President’s political opponents, President Biden,
that is, it is just unbelievable.

I want to ask you, Mr. Leavitt, if I can, just on that subject, tell
me a little bit more about how the Biden administration used the
Quiet Skies program, which had existed, obviously, for long before
then, but really started using it to target political opponents. It
seems like they found, in this program, a great opportunity to start
turning the screws down on people that they did not like, includ-
ing, just ordinary folks like Mr. Crowder’s wife. She was not run-
ning for office, I mean, she was not running against Joe Biden. But
yet, my gosh, she found herself targeted. Is this the United States
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of America or not? Talk to us about your understanding of how this
happened.

Mr. LEAVITT. After January 6th it is clear, and you see this
across a lot of agencies. We have seen this from FBI whistleblowers
we represented. The Federal Government took a stance which was
that a lot of people with certain political views were threats to our
Nation. That certainly manifested itself in lots of ways, and one of
those was these different types of travel lists. People who were
there on January 6th, as has been mentioned, people that maybe
were members of a group or expressed concern about wearing
masks in public because of their effectiveness, were all put on lists
like these. The most still-unanswered example is Tulsi Gabbard
being added to a list after she criticized Kamala Harris, and again,
the TSA’s self-serving—I can’t say TSA—someone in the govern-
ment’s self-serving leak to The New York Times said, “No, no, no,
it is OK. It was because she was associated with this person at the
Vatican.” She went to a conference there. But it clearly says Mick
Mulvaney went, as well. Many of you know Mick Mulvaney. He did
not get added to a Quiet Skies list when he flew back to the United
States. So it just puts the lie to the fact that this was the justifica-
tion.

Whenever you have secrecy, we are talking about all the civil lib-
erties concerns, but whenever you have secrecy there is also the ad-
ditional threat that it will be used in secret ways to target people
that go above and beyond just, we all have to endure it. It is part
of being safe in America today. That is targeting. That is
weaponization.

Senator HAWLEY. It is kind of incredible, is it not, that after all
these years, to come back to Mr. Crowder’s wife, we still do not
have any idea exactly how she got added or who did it. There is
the evasion of accountability. You cannot go and say, “Well, you are
fired. You did that. That is an abuse. You are gone.” It is the clas-
sic bureaucratic deep state. “Oh, well, we don’t know. We don’t
know quite how it happened.” It just so happens, though, that ev-
erybody who looks like they may have been politically of a different
mindset than the last President gets targeted. Who gets the FBI
knocking at their door early in the morning? Is it people who are
Biden voters? No. Amazingly, it is not. It is people who go to school
board meetings and ask about masking policies. Who gets the FBI’s
SWAT teams at their door? Oh, it just happens to be pro-life folks,
who had the audacity to exercise their First Amendment rights by
walking on a sidewalk. It is unlike anything I think we have seen
in this country’s history.

Mr. Taibbi, if I could just come to you. Will you help
contextualize this? We saw, and you reported on this, we have seen
abuse across a range of agencies. It was not just Quiet Skies. It
was the FBI. It was the Internal Revenue Service (IRS). It was
agency after agency. It was DHS, right. It was agency after agency.
Just fill in the blanks here for us. Help us understand how this,
what we are talking about today, is sadly just one piece of a mas-
sive, seemingly whole-of-government approach to try and
delegitimize anybody who disagreed with the last administration.

Mr. TAIBBI. Sure, and thank you, Senator Hawley. Just to Mr.
Leavitt’s point, there are a lot of similarities in the statements of
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the FBI whistleblowers that empower or are represented in some
of the air marshals that I talked to about this story. Both com-
plained. For instance, there are FBI agents who just sat in vans
outside the homes of people who might have been at J6, people who
were pulled off details, trying to catch child pornographers to do
that kind of work, who were extremely frustrated to be forced to
be collecting information on innocent people.

The same thing with Federal Air Marshals who, their job is to
prevent terrorists from storming cockpit doors on airplanes. That
is a very important job. But we are putting marshals in the backs
of airplanes, where they cannot do any good at all, and having
them listen to conversations of, a former Congresswoman from Ha-
waii, and checking how many times they go to the bathroom. It is
a total misallocation of resources, and it is politicized information
gathering.

Again, I think it is a betrayal of both the people in these services
and the American citizens.

Senator HAWLEY. Yes. Very well said, and I just have to say, I
appreciate you holding the hearing, Mr. Chair, because I think we
have to expose this so that it never happens again. The nearest
thing I can think of in our country’s history is we briefly, in 1798,
toyed with trying to outlaw political dissent, the Alien and Sedition
Acts. That unhappy episode was resoundingly rejected by the
American people in the election of 1800. That was a long time ago
now. You would think that we were past that. And really, what we
have seen in the last four years is unlike anything since that pe-
riod, and much worse because the Federal Government is much
more powerful than it was in 1798—the ability to prevent travel,
the ability to monitor conversations.

I can just think, off the top of my head, you had the Federal Gov-
ernment telling the big tech companies they have to take down and
censor normal Americans who comment on COVID, who comment
on masks, who comment on a CRT in the classroom. You have the
FBI designating parents who go to school board meetings as terror-
ists. You have the FBI targeting pro-lifers. You have the FBI re-
cruiting spies into Catholic parishes. You have the Quiet Skies pro-
gram. I mean, that is just all off the top of my head. That is like
six things. It is unbelievable.

We talk about Never Forget. We have to never forget this and
make sure it never happens again. Thank you, Mr. Chair.

Chairman PAUL. Thank you. An investigation is not over. We
are, today, announcing that we will be investigating the Project on
Extremism at George Washington University. We want to know
whether or not they were doing research on people not wearing
masks or against wearing masks, whether they were doing re-
search on people who attended January 6th, whether Christine
Crowder came from George Washington information that was sent
over, or whether it came from someone specifically making up
something about her.

We are going to get to the bottom of it. We are going to keep ask-
ing questions. We are going to find out who did this and who
caused such a great disruption to your life for several years. You
are the one we know about, and we are going to try to get to the
bottom of who did this.
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But this is the tip of the iceberg. We hope that anyone who is
interested in this will continue to give us information, that more
people will step forward. Those of you who are interested in reform
participate with us in finding legislative solutions to try to make
sure this never happens again.

With that I would like to thank our witnesses for joining us here
today to share their testimony and expertise with the Committee.
The record for this hearing will remain open until 5 p.m. on Friday,
October 3, 2025, for the submission of statements and questions for
the record.

The hearing is now adjourned. Thank you.

[Whereupon, at 11:38 a.m., the hearing was adjourned.]
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Examining the Weaponization of the Quiet Skies Program
September 30, 2025
Opening Statement as delivered

In mid-2024, as she grew increasingly critical of the Biden administration and
increasingly involved with the Trump campaign, Tulsi Gabbard noticed changes as she
went to the airport, she had more screening federal agents with dogs showing up for her
flights. Other federal agents followed her on the plane and reported back on her activity.

When I learned of this, I launched an investigation into the TSA's Quiet Skies Program
and the Biden administration’s weaponization of watch list against everyday Americans

Under public scrutiny the Biden administration removed now Director of National
Intelligence Gabbard from the program, but they spent the remainder of their time in
office stonewalling any investigation.

Thankfully, that era is over. President Trump, himself a victim of government
weaponization, set out to reverse the previous administration’s targeting of the very
citizens it has sworn to protect.

Secretary of Homeland Security Kristi Noem has taken decisive action to eliminate
bureaucratic obstacles resisting transparency. We are finally getting answers, and now we
know exactly why the previous administration fought so hard to keep us in the dark,

Director Gabbard was surveilled on at least five domestic flights by Federal Air Marshals
under Quiet Skies. Internal records for her targeting show her congressional portrait and
that she was a former congresswoman from Hawaii.

So, there was no doubt they knew who they were monitoring.

Multiple concerns were raised internally, and one air marshal asked a colleague, why the
heck is she a Quiet Skies suspect? If this can happen to a combat veteran, a lieutenant
colonel in the Army Reserve, and now Director of National Intelligence, it can happen to
anyone, And it did.

Today, for the first time, you will hear directly from a Federal Air Marshal whose wife was
labeled a domestic terrorist simply for engaging in protected First Amendment activity.
Records show the FBI labeled her as a domestic terrorist for unlawful entry into the
Capitol on January Gth.

But she didn't enter the Capitol. She came for a public, support of the President, and they
knew it. Her phone location data did not put her inside the Capitol. Facial recognition did
not identify her inside. She had no eriminal record and no history of extremist views.

(35)
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What they did know is that this Catholic schoolteacher from Texas supported President
Trump and went to Washington to attend his rally at the Ellipse. That was not enough for
the government. That was not enough to label her a suspected domestic terrorist for two
years.

Her family was surveilled when they flew. This was not an isolated case. It happened to
hundreds of Americans. It happened because the TSA used First Amendment protected
activity as a predicate for watch listing Americans. That’s unconstitutional, of course.
First Amendment activity cannot be the sole basis for watch listing someone, but sole
basis is an important caveat and it’s an opening the TSA exploited.

Today we will release internal TSA records that reveal how the agency authorized First
Amendment activity to be used to justify the surveillance of Americans with no evidence
and no recourse.

Using broad and vague authorities, TSA deemed hundreds of Americans as threats to
national security simply for holding opposing political views. The federal government used
its investigative authorities, anonymous tips and university research institutions to build
a flimsy case to put them on the watch list.

They didn’t just coincidentally watch list hundreds of people who attended the same
Trump rally. They did it intentionally and obscured the process to create plausible
deniability. For example, documents obtained in my investigation reveal that TSA relied
on data collected by the George Washington University Project on Extremism.

Consider this first, DHS funds the Project on Extremism. An external partner not bound
by the same laws and regulations as federal agencies. Then, the Project on Extremism
identifies supposed domestic threats by meticulously tracking January 6th defendants.
DHS then uses the Project on Extremism reporting as evidence, sometimes the only
evidence for putting someone on a watch list.

But the abuses weren’t limited to January 6th. The TSA also viewed skeptics of COVID
mandates as threats.

Simply removing a mask on an aircraft got 12 Americans watch listed. Records also show
three current members of Congress, all Republicans, were included in the companion
Silent Partner Program either as a sitting member or while seeking elected office.

A cursory review would have revealed them to be either a member of Congress or
decorated active or former US Military members. And in fact, they were surveilled, likely
for activities that were official duties during their time in the military or in Congress.

All of this was wrong, and I'm glad that these abuses are beginning to be exposed.
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I commend Secretary Noem for ending Quiet Skies, but our work is not done. We must
make sure that this program does not come back under another name.

Every official who directed or approved surveillance of Americans for protected speech
must be removed from office.

Full transparency must become the rule rather than requiring a year of investigation. The
result will be a process that respects the Constitution, ends real life shadow bans against
Americans and gives all of us the assurance that our government is focused on protecting
us, not on chasing political ghosts.
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Opening Statement of Ranking Member Gary C. Peters
Nomination Hearing
July 24, 2025

Thank you, Chairman Paul.

Throughout my time in Congress, I have heard repeatedly from my constituents — particularly
from members of Michigan’s Arab and Muslim American community — about serious issues with
the government’s watchlisting and travel screening practices.

While 1 appreciate the opportunity to discuss that today, I first want to raise concerns about some
of the other critical national security work this Committee is responsible for — but unfortunately,
the Chairman of this Committee has not prioritized.

In a matter of hours, two critical homeland security authorities are set to expire: cybersecurity
information sharing protections that protect our economy against cyber attacks, and authorities
that allow federal law enforcement to detect and mitigate threats posed by drones.

We were scheduled to discuss these two bills to renew and improve these authorities two weeks
ago, but unfortunately the Chairman abruptly canceled the meeting with absolutely no
explanation.

And while there is a two-month extension for both authorities included in the continuing
resolution, that is only meant to be a stopgap. The Committee needs to do its work to reauthorize
both of these pieces of legislation.

But even though bipartisan leaders in the House, as well as the Trump Administration and a
bipartisan coalition in the Senate, all support extending this legislation for 10 years, Mr.
Chairman, you have not held a single hearing on these issues, and you cancelled the only
meeting where the Committee had the opportunity to discuss them. These actions risk making
our nation less safe.

This committee should not simply walk away from its responsibility to actually be a leader on
critical homeland security matters.

And similarly, while 1 share your concerns about government being weaponized for political
purposes, quite frankly I find it odd that you have chosen to look backwards now that this
program has ended, while at the same time President Trump is openly directing the Justice
Department to prosecute his perceived enemies, by ordering also the closure of bribery
investigations into a political ally who’s been investigated for taking bribes. We also recently saw
the Chairman of the Federal Communications Commission openly threaten the licenses of media
companies over First Amendment protected speech.
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Chairman, [ hope you will devote this Committee’s resources to conducting oversight of the
current Administration as well.

Turning to today’s topic: in December 2023, T published a report that demonstrated how well-
intentioned screening practices have ballooned into a layered and duplicative system that sweeps
up travelers who may pose no threat to national security, especially among Arab, Muslim, and
South Asian American travelers.

At that time, there were at least 22 different mechanisms that could lead a traveler to receive
extra screenings or be denied boarding.

Americans must navigate this complex system with no explanation of why their travel is delayed
or disrupted, and they have no real opportunity to fully redress what prompted additional
screening in the first place.

Congress doesn’t even have a complete picture of the full scope of this system and the impact
that it’s had on everyday Americans.

Almost all of the oversight mechanisms are internal to the executive branch, such as the Privacy
and Civil Liberties Oversight Board and the Civil Rights and Civil Liberties Office at DHS.

Unfortunately, with the Administration’s attacks on oversight, those mechanisms have now been
gutted, eliminating one of the few checks and balances that protect Americans’ rights in this
process.

That’s why — following my report — I introduced, and this committee passed, the Enhanced
Oversight and Accountability in Screening Act — the first real effort to provide more transparency
and more oversight of this entire system of screenings.

This legislation requires DHS to reform the redress process and provide Congress with data on
enhanced and secondary screenings by TSA and CBP, including their effectiveness. At the time, 1
asked — Mr. Chairman - you to join me in working on this legislation, but instead you and the
entire Republican dais voted against this transparency legislation. I am working to update it now
and would certainly love to have folks on this Committee join me in re-introducing this updated
version in a bipartisan way.

As I've said countless times before, we must be able to protect our nation, but Americans who
pose no threat to national security should not face a maze of travel screenings and a flawed
redress process.

We must bring transparency and accountability to our travel screening practices so we can ensure
the government is effectively protecting our national security, while also protecting the civil
rights and civil liberties of travelers.
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SENATE COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS
EXAMINING THE WEAPONIZATION OF THE QUIET SKIES PROGRAM
SEPTEMBER 30, 2025

TESTIMONY OF TRISTAN LEAVITT
PRESIDENT
EMPOWER OVERSIGHT

Chairman Paul, Ranking Member Peters, and Members of the Committee, thank you for inviting
me to testify today. I was last before this Committee in 2021 when it considered my nomination
to the Merit Systems Protection Board, and it’s a privilege to be with you again.

Empower Oversight provides legal representation to brave whistleblowers across the federal
government. We are honored to represent several Air Marshals, including Senior Air Marshal
Mark Crowder.

After the terrorist attacks of September 11, 2001, the federal government developed the Terrorist
Screening Database, also known as the Terrorist Watchlist.! The Federal Bureau of Investigation
(FBI), which maintains the Terrorist Watchlist, has acknowledged in the past that the Terrorist
Watchlist contains hundreds of thousands of individuals;* however, they claim “[m]ost people on
the terrorism watchlist are not Americans, and they have no known connection to the U.S.”?

Of the individuals in the TSDB, a portion are on a “Selectee List” or “Expanded Selectee List” to
receiving additional airport screening from TSA.* (An even smaller number of individuals are on
TSA’s “No Fly” list and prohibited from flying in or out of the United States.®) For individuals
on the Selectee List or Expanded Selectee list, TSA assigns Special Mission Coverage (SMC)
when they fly. SMC entails additional airport screening, such as canine teams, pat-downs, and
luggage search, as well as additional screening at the gate sometimes.® TSA also assigns multiple
Air Marshals to surveil SMC subjects inside the airport and monitor them on the flight,

As part of its Secure Flight vetting program, in April 2012 TSA implemented the Quiet Skies
program, which assigns SMC to passengers who are not on the Selectee List or Expanded
Selectee List—or even on the Terrorist Watchlist at all. Rather, the Quiet Skies rules (which are
classified) are criteria under which a passenger is flagged for the additional screening. While an

! See Terrorist Screening Center, Federal Bureau of Investigation, hitps:/www.(bi,gov/investigate/terrorism/isc,

% See Federal Bureau of Investigation, “Terrorist S¢ ing Center,” https://archives. fbi. gov/archives/about-us/ten-
vears-after-the-fbi-since-9-11/just-the-facts-1/terrorist-screening-center-1.

* Terrorist Screening Center, Federal Bureau of Investigation, hitps://www.fbi.gov/investigate/terrorismy/isc.

* Step 1: Should I Use DHS TRIP?, Department of Homeland Security, hitps://www.dhs gov/step-1-should-i-use-
dhs-trip; Gov A bility Office, AVIATION SECURITY: TSA Coordinates with Stakeholders on
Changes to Screening Rules but Could Clarify Its Review Processes and Better Measure Effectiveness, GAO-20-72,
Nov. 2019, at 5, https.//www. gao. gov/assels/eao-20-72 pdfl,

* DHS Traveler Redress Inguiry Program, Transportation Security Administration,

https:/fwww.tsa. gov/travel/security -screening/travel-redress-program.

© See Security Screening, Transportation Security Administration, hitps://www.1sa. gov/travel/security -screening.
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individual is on the Quiet Skies list, their boarding pass is supposed to display the “SSSS” (so-
called “quad-S™), notifying TSA of the additional screening requirement.”

TSA described the Quiet Skies program as a “risk-based, intelligence-driven” way to mitigate the
threat posed by “unknown or partially known terrorists.”® Yet when TSA expanded the Quiet
Skies program in 2018 to include not just TSA screening but also the assignment of Air Marshals
for surveillance, Air Marshals blew the whistle to the Boston Globe.” Congress and the public
were outraged about the extent of the surveillance of ordinary American citizens, who were
being treated like terrorists. One Air Marshal, for instance, reported surveilling a Southwest
Airlines flight attendant during a Quiet Skies mission, remarking to colleagues, “Cannot make
this up.” Air Marshals are required to answer a series of questions about the subject of the Quiet
Skies surveillance. '

In October 2018, as part of the TSA Modernization Act, Congress required that TSA conduct
regular assessment of the Quiet Skies rules. In a study mandated by the law, the Government
Accountability Office found TSA had not found a way to fully assess the rules’ effectiveness
“because it was difficult to measure.”!" But a November 2020 DHS OIG report found that over
the three and a half years from October 2015 to February 2019, TSA was unable to confirm that a
single passenger who received SMC under Quiet Skies was an aviation security threat.'?

That same DHS OIG report concluded TSA “did not properly plan, implement, and manage the
Quiet Skies program[.]”"* Specifically, DHS OIG found TSA “lacked sufficient, centralized
oversight to ensure the Quiet Skies program operated as intended” and therefore “did not . . .
always adhere to its own Quiet Skies guidance.”'* For example, the DHS OIG found “TSA may
not have always removed passengers from the Quiet Skies list” like its implementation plan
required. '’ According to the DHS OIG, “The removal guidelines are intended to preserve
travelers’ privacy, civil rights, and civil liberties[.]”'® The DHS OIG also criticized TSA for using
SMC guidance for the Quiet Skies program, which “applies to high-risk travelers on active
Federall?Govemmem watchlists and is not designed for Quiet Skies passengers who are unknown
risks.”

’ Department of Homeland Security, Office of Inspector General. TS4 Needs to Improve Management of the Quiet
Smhe\ ngram r.’U'Di("H'D) 0|G ZI ll NO\ 25 2020, at 8,

s Transponalmn Security Admmlsirauon Facts . 11’)01.':‘ the “Quiet Skies,” Aug 22, 2(]I8
https:/fweb.archive.ong/web/20201020122942/hitps://www.isa.gov/blog/2018/08/22/facts-about-quiet-skies.

? Jana Winter, In 'Quiet Skies' Program, TSA is Tracking Regular Travelers Like Terrorists in Secret Surveillance,
Boston Globe (July 28, 2018), https://apps bostonglobe com/news/nation/graphics/2018/07/1sa-quict-skies,

01,

' Government Accountability Office, AVIATION SECURITY: TSA Coordinates with Stakeholders on Changes to
Sereening Rules but Could Clarify Its Review Processes and Better Measure Effectiveness, GAOQ-20-72, Nov. 2019,
at 15, https:/fwww.pao. gov/assets/gao-20-72 pdf,

12 Department of Homeland Security, Office of Inspector General, 754 Needs to Improve Management of the Quiet
Skies Program (REDACTED), O1G-21-11., Nov. 25, 2020, at 30,

https:/fwww.oig.dhs. gov/sites/defanlt/files/assets/2020-11/01G-21-11-Nov20-Redacted.pdf.

3 1d. at 2.
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7 1d. at 10,
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After January 6, 2021, the FBI contacted TSA to obtain flight manifests for all individuals who
traveled into Washington, D.C. surrounding that date. Our client Mr. Crowder’s wife attended
President Trump’s January 6, 2021 speech at the Ellipse, but did not go near the U.S, Capitol
building or even pass the Capitol Reflecting Pool. In the summer of 2021 Mr. Crowder learned
his wife Christine had been added to the Terrorist Watchlist and assigned SMC; her TSA file
falsely stated she “unlawfully entered the United States Capitol Building on 1/06/2021.” Mrs.
Crowder filed a complaint with the Department of Homeland Security (DHS) Office of Inspector
General (OIG), but received no response.

Mr. Crowder approached Empower in 2022 through Air Marshal National Council Executive
Director Sonya LaBosco. With Empower’s support, Mr. Crowder made disclosures to the U.S.
Office of Special Counsel of the false federal record, the complete waste of funds in designating
her a “domestic terrorist” to be monitored by law enforcement, and the abuse of authority in
keeping her on the list. OSC’s only response to the complaint was: “While you disagree with the
decision to keep your wife on the list of domestic terrorists, we could not determine that such
actions go beyond the discretion afforded to agency management.”

OSC recommended contacting the DHS OIG if Mr. Crowder wanted to pursue the matter further,
so he did. This time, the OIG wrote back in January 2023 that it was forwarding his allegations
to its Office of Investigations for review. Fortunately, in the spring of 2023 the Crowders were
able to get the FBI to remove Mrs. Crowder from the terror watchlist she never should have been
on. But disappointingly, in the nearly three years since the DHS OIG received Mr. Crowder’s
filing, there has been no indication they performed any investigation, such as into why TSA’s
protocols didn’t firewall Mr. Crowder from learning of his wife’s monitoring if she was indeed
some “domestic terrorist.”

In the beginning of August 2024, Ms. LaBosco contacted Empower Oversight again when Air
Marshals wanted to blow the whistle on the addition of Tulsi Gabbard to the Quiet Skies
program. As we interviewed those whistleblowers, we learned Ms, Gabbard was added on July
23, 2024—just one day after she made statements on Fox News critical of Vice President Kamala
Harris, who had just become the presumptive Democratic Party presidential nominee. Rather
than using Ms. Gabbard’s passport photo per protocol, the person who placed her on the list used
her official congressional photo, removing any doubt that they knew her identity as a former
Member of Congress. And the whistleblowers understood that despite being a Lieutenant
Colonel in the Army Reserves, TSA protocol did not involve informing a Quiet Skies target’s
unit, strongly undermining the idea that they posed any threat.

These initial whistleblower disclosures were made to the outlet UncoverDC, which resulted in an
article by Wendi Strauch Mahoney. Despite our experience with the OIG failing to investigate
the Crowders’ situation, we immediately wrote to them about Ms. Gabbard’s monitoring.'® We
also wrote a six-page letter making protected disclosures to Congress, including this

'* Empower Oversight, “Whistleblowers: Air Marshals Improperly Targeting Americans for Surveillance.” Aug. 6.
2024, https:fempowr.us/whistleblowers-air-marshals-improperly-targeting-americans-for-surveillance.
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Committee.'® That letter resulted in several Members writing to DHS demanding explanations.
We deeply appreciate that Chairman Paul didn’t give up on asking those questions. His
persistence was critical to ensuring Secretary Noem became aware of the program and ended it
once and for all.

However, this victory could prove temporary if we fail to process certain lessons.

The first is that protecting civil liberties always requires oversight. Any program that invokes
national security to shroud government action in secrecy has the potential for abuse. Independent
oversight is crucial to shining a light to detect or prevent such abuse.

On January 28, 2025, The New York Times published a large amount of information leaked from
the government about Ms. Gabbard being added to Quiet Skies.” The article claimed Ms.
Gabbard wasn’t targeted for political reasons, but rather because she traveled to the Vatican and
attended a conference organized by a private equity investor she didn’t know was on an FBI
watch list. Yet the article said the meeting took place under the auspices of Pope Francis’ second-
in-command, and also that she was invited by and attended the conference with former OMB
Director Mick Mulvaney. TSA’s self-serving leak begs the question: If Ms. Gabbard wasn’t
targeted, why wasn’t Mr. Mulvaney also added to Quiet Skies when he flew back to the U.S.?
Was it because Mulvaney didn’t speak out on Fox News about Kamala Harris’s nomination? Or
because he had not run in the last Democrat primary against the sitting president and vice
president? Any report into what happened here has to address that central question.

And there must be a report. Secretary Noem announced that “the Quiet Skies program was used
as a political rolodex of the Biden Administration,”*' but provided few other details besides
confirming reports that one elected official had her husband removed with a simple phone call.?
The full story of what happened here and how must be documented and told to the American
people.

Empower Oversight recently called on the DHS OIG to finish its work and make its report on
Ms. Gabbard public.? Though inspector general reports with personal information are often only
released internally to the agency, there is a clear public interest here given Ms. Gabbard’s
prominence, the allegations of political targeting, and the large amount of information the

¥ Empower Oversight, Air Marshal Whistleblowers Allege Gross Waste and Abuse of Authority in Protected
Disclosures to Congress, Aug. 14, 2024, hitps:/empowrus/air-marshal-whistleblowers-allege-gross-waste-and-
abuse-of-authority -in-protected-disclosures-to-congress.

* Mark Walker, et al., A Vatican Meeting Added to Scrutiny of Tulsi Gabbard s Foreign Travels, New York Times
(Jan. 28, 2025), hitps:/fwww.nytimes.com/2025/01/28/us/politics/tulsi-gabbard-trump-intel-pick-watch-list. html.
2 Department of Homeland Security. Secretary Noem Ends Politicized TSA Watchlist Program That Has Failed to
Prevent a Single Terrorist Attack in its Existence; Calls ﬁ;r (' an;\m\smna.‘ fmw?.rq\a!mn Jun, 5, 2025
hutps:/fwww dhs govinews/2025/06/05/secretary -nog

mglc
= Jennifer Jacobs, When a U. S senator's husband' ."and'erf ona travel w a-‘c}msf a phone ca# had hmr removed CBS
News (Jun. 3, 2025), hiips: '3
had-him-removed.
» Empower Oversight., Empower Oversight Urges DHS Inspector General to Complete Investigation into
Politicized TSA Surveillance Programs, Jun. 25, 2025, https://fempowrus/empower-oversight-urges-dhs-inspector-

eneral-to-complete-investigation-into-politicized-1sa-surveillance-programs.
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government already leaked to The New York Times. DHS OIG has released similar reports in the
past when they involved public figures.** Accountability cannot be guaranteed if this is swept
under the rug in a private report.

Any investigation should not be limited to Ms. Gabbard’s case. There should also be individual
accountability for anyone found to have violated TSA protocols to add individuals for Special
Mission Coverage—or given special treatment for political reasons as a favor or otherwise.
While DHS could implement that accountability on its own, a thorough report will aid in
proposing discipline to any who committed misconduct.

Finally, we have to continue protecting brave government whistleblowers. It was obviously no
secret to Ms, Gabbard that she had to go through extra screening when she was added to the
Quiet Skies list.”* But without courageous whistleblowers stepping forward, she might never
have known it wasn’t just a random selection, but rather the result of being placed in a
government program.

After the whistleblowers made their anonymous disclosures, we were alerted that TSA had
opened an investigation to determine who disclosed the information to the press.?® The exact
legal question of whether whistleblowers are allowed to disclose so-called Sensitive Security
Information (SSI) to the media came up in the case of Air Marshal Robert MacLean. When his
case went before the Supreme Court in 2013, I organized a bicameral, bipartisan amicus brief
noting TSA’s regulations could not trump the statutory guarantees of the Whistleblower
Protection Act.

We wrote:

As a practical matter, moreover, Congress commonly learns of agency misconduct
indirectly, when employees blow the whistle to the media or other intermediaries
first. Some whistleblowers may view Congress as too politicized or intimidating,
But they may see the media as a disinterested Fourth Estate willing to take up a
cause in the public interest, or as the quickest and surest way to impose
accountability. Other whistleblowers may want to convey information to Congress
but not see a clear route to the right offices or committees. In such cases, disclosure
to the press is an effective way to disseminate information widely to Members of
Congress and their staffs. It can also attract public attention and generate

¥ See, for example, DHS OIG’s report on the improper accessing of House Oversight Chairman Jason Chaffetz’s
personal data by the U.S. Secret Service. Department of Homeland Security, Office of Inspector General,
Investigation into the Improper - Iccess and Distribution of Information Contained Within a Secret Service Data
.Sv\.'em Sep. 25, 2015, hitps:// g /s sels/Mga/2016/01G_mga-092515 pdf,

3 See Matt Taibbi, American Stasi: ?w‘w ('(.rbban:f Ff)nfr:r:s ‘Quiet Skies” Nightmare, Racket News (Aug, 7, 2024),

hitps://www. racket. news/p/american-siasi-tulsi-g;
See Empower Oversight, Empower Oversight: TS54 Opens * Leak Probe to Hunt Whistleblowers on Gabbard
Surveillance, Ang. 7, 2024, htips://empowr.us/empower-oversight-tsa-opens-retaliatory -investigation-to-punish-
whistleblower-in-release-of-gabbard-surveillance-information.
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momentum for Congressional oversight in a way that contacting Congressional
offices privately might not.*’

A Supreme Court majority agreed with us about the supremacy of the whistleblower protection
law.? They did note:

Finally, the Government warns that providing whistleblower protection to
individuals like MacLean . . . would make the confidentiality of sensitive security
information depend on the idiosyncratic judgment of each of the TSA’s 60,000
employees. And those employees will “most likely lack access to all of the
information that led the TSA to make particular security decisions.” . . . Those
concerns are legitimate. But they are concerns that must be addressed by Congress
or the President, rather than by this Court.

Yet neither Congress nor the President has elevated the status of SSI in the decade since.
Needless to say, we cited the Supreme Court precedent when making clear that investigating our
clients” whistleblower disclosures as a breach of SSI would be very unwise.

While TSA did drop its leak investigation, it is imperative that everyone understand that holding
government accountable requires protecting whistleblowers. They are the first line of defense

against waste, fraud, and overreach by the federal government.

Thank you.

¥ Brief for Members of Congress as Amici Curiac Supporting Respondent at 6, Dep t of Homeland Sec. v. MaeLean,
575 U.S. 383 (2015) (No. 13-894),
https:/fwww wyden senate. gov/imo/media/doc/Members?%200%%20Congress¥20MacLean20Amicus%20Brief.

L
= Dep 1 of Homeland Sec. v. Maclean, 375 U.S. 383 (2015).
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HSGAC Statement
By Matt Taibbi

Last year, former Hawaii Congresswoman and Presidential Candidate Tulsi Gabbard was
placed in a surveillance program called Quiet Skies by the Transportation and Security
Administration. Across eight flights she was subject to intrusive searches, followed by
bomb-sniffing dogs, and trailed by three Federal Air Marshals per flight, who if they were
following procedure were attempting to listen to her conversations, recording how often
and at what times she went to the bathroom, and following her to airport exits to see who if
anyone met her.

In covering the story | contacted the TSA to as for comment. They no-commented the main
question — “TSA does not confirm or deny whether any individual has matched to a risk-
based rule,” they said - but they added, as if in mitigation: "Simply matching to a risk-
based rule does not constitute derogatory information about an individual.”

In other words: “We can’t say if Ms. Gabbard was in the program, but if she was, don’t draw
conclusions, because we do this even to innocent people.”

Before Quiet Skies was discontinued by this administration, it was a symbol of the steep
decline of federal enforcement since 9/11. This program wasted enormous sums following
up to 50 people a day for a program that in its history never once led to an arrest, or
thwarted a single criminal act. Despite its demonstrated inutility and grave civil liberties
concerns it was re-funded year after year because this is what our government does now: it
gathers information on its own citizens as an end in itself.

In a week in which the question of whether federal security officials always tell the truth to
Congress is back in the news, it's worth noting that it's been 13 years since then-National
Intelligence Director James Clapper answered, “No, sir,” and “Not wittingly” when Senator
Ron Wyden of Oregon asked, “Does the NSA collect any type of data at all on millions, or
hundreds of millions of Americans?”

Clapper later explained that he'd responded in the “least most untruthful manner.”

That episode solidified the principle that if you lie about mass surveillance programs in
America, even under oath, you not only get to keep your job, you get to be a National
Security Analyst for CNN. If you try to tell the truth about the same issues, your options are
prison or leaving the country.

In those 13 years since, Americans became numb to surveillance. It was once a core
principle that government shouldn’t spy on citizens without predication. Now much of the
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country accepts as inevitable the idea that every move we make is being recorded and
analyzed.

We know emails and phone conversations are being collected passively, via programs of
dubious legality, and the data we leave behind as our lives move online-from geolocations
of cell phones to GPS tracking to travel, banking, and medical records - are fodder for overt

and covert acquisition by federal analysts. As Google admitted last week, federal officials
partnered with companies not just to monitor speech but to suppress it on a grand scale.

A lot of these changes have their roots in War on Terror programs that exchanged
predication for a pre-crime theory out of Minority Report. Quiet Skies was the paradigmatic
example of a program that could take endless liberties with the Constitution because it
was secret. When you gather information with no intention of going to court, as the TSA did
with Quiet Skies, you never have to justify yourself to a judge. This leads to a lot of what one
court called “exploratory rummaging” in the lives of innocent people.

This is a betrayal not just of the public but of people we trained at taxpayer expense to do
real and important work. Former Marshal Robert MacLean put it best when he said “The air
marshal’s job is to protect the cockpit and the pilots. Let somebody else do the
intelligence.” Similarly in the last decade current and former FBI agents - Tristan’s firm has
represented a number of them - have talked about how since 9/11, federal agents build
fewer cases but do more generalized spying, much of it political. One agent | interviewed
said “The distinction between people who believe bad thoughts and people who do bad
things” has been “completely lost” since 9/11.

This is not okay. Once you start down the road of collecting information on innocent
people, it creates the intellectual justification for doing it again and again. From a
contracting perspective, this is the proverbial self-licking ice cream cone, an upward spiral
of endless expense. Morally, all this information-gathering reverses the natural political
order, giving elected officials undeserved and unearned power over their bosses - the
voters. These programs all need to be reevaluated. A lot of them have to go. People who lie
about them need to be fired. Let’s hope the elimination of Quiet Skies is just the beginning.
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Executive Summary

The story of Quiet Skies is a useful indictment of an entire genre of counterterrorism
program, the “watchlist.” Watch-listing is a constitutional and security half-measure
that departs from traditional law enforcement and security principles, such as
separation of powers and the presumption of innocence.

By focusing on people first rather than prevention of crime and attack, watch-lists
invite inquiry into motivation and ideology, ethnic and national background, so they
will tend to threaten violations of First Amendment speech and association rights as
well as wrongful discrimination. Comparing various dimensions of conventionat law
enforcement and counterterrorism helps to show why programs like watch-listing are
fraught.

The strategic logic of terrorism is to seek overreaction on the part of victim states, with
results including waste of blood and treasure and delegitimization. Quiet Skies has
been a waste of taxpayer dollars and, misused for political purposes, a delegitimizing
influence on domestic U.S. constituencies. There is a literature on terrorism risk
management and “layered” security that could improve counterterrorism and
homeland security programs.

Potential steps to foreclose the “next” Quiet Skies include reducing Congress’s
delegation of authority to the Department of Homeland Security, greater
congressional oversight, improving public oversight by reducing secrecy, increasing
judicial oversight by affirming a right to travel, and privatization of at least some
security responsibilities.

Statement of Jim Harper, Senior Nonresident Fellow, American Enterprise Institute
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Chairman Paut, Ranking Member Peters, and members of the committee,

Thank you for the opportunity to testify before you today. | am Jim Harper, a nonresident
senior fellow with the American Enterprise Institute and a senior research fellow at the
University of Florida’s College of Journalism and Communications, First Amendment
Project. For twenty-five years, | have been a policy analyst specializing in the intersections
among law, technology, and society. My legal education focused on constitutional law, and
my major area of professional focus has been privacy. | was drawn into counterterrorism
because of the privacy consequences of many counterterrorism programs.

Your committee and my co-panelists have revealed and articulated the misuses of the
Quiet Skies program and other watchlists. | will focus on the question of how to prevent the
misuses of such programs in the future. The answers, | believe, lie in understanding the
security conundrums created by terrorism and the institutional dynamics of all actors
around the homeland security enterprise. These dynamics created a program, Quiet Skies,
the existence of which delivered marginal or zero security gains. That program could be
warped to political purposes without security costs.

Recognizing those dynamics may help you devise risk-management systems and
institutional relationships that direct homeland security programs toward cost-efficient
success while immunizing against misuse such as the political shenanigans that have
been credibly alleged here. As we approach a quarter century dealing with security against
terrorism, there is still much work to do on producing balanced, threat-appropriate
responses consistent with American values and our fundamental law. We are still paying
the price of terrorism in the form of overreaction, and that is terrorism’s ongoing success.

Introduction

We enter into political society to secure our pre-existing, God-given rights against each
other and outsiders. In doing so, we embrace the risk that the government we have formed
for our mutual protection may invert its role and threaten those rights. This, in dressed up
language, is what happened in the case of Quiet Skies. Rather than protect Americans’
rights, the program invaded them.

Quiet Skies is in a category of homeland security programs with a native disability: itis
oriented toward counterterrorism. That orientation is a recipe for failure—not because of
successful terrorist attacks, but because securing against terrorism is a sui generis
problem. It’s actually a series of sui generis problems dressed up as a coherent security

Statement of Jim Harper, Senior Nonresident Fellow, American Enterprise Institute
before the Senate Cemmittee on Homeland Security and Governmental Affairs
On the Weaponization of the Quiet Skies Program
Counterterrorisra Security Conundrums and the Demerits of Watch-Listing
September 30, 2025
Page 2 of 20



51

problem by the similarity of their potential effects on our population, the creation of fear or
“terror.”

We don’t know what any future terror attack will look like. We don’t know who will execute it
or try to. Those problems had greater salience in the past. The blessing of having so few
terrorist attacks is the curse of counterterrorism programs because our security agencies
have no model of what to look for or pursue. So the imperative in counterterrorism is to
look everywhere for anything. The natural result of such a diffuse charge is that programs
such as Quiet Skies do essentially nothing, creating room for using the program to dole out
penalties and favors: for monitoring of political enemies and release from monitoring for
political friends.

Investigating People Rather than Wrongdoing

The story of Quiet Skies is a useful indictment of an entire genre of counterterrorism
program, the “watchlist.” The watchlist concept has existed long enough now that it may
seem to be avalid security practice, but it is an investigatory and constitutional half-
measure that wastes resources as it threatens our liberties.

Consider the Kafkaesque absurdity of the watchlist as such. Itis a list of people who are
bad enough to be put on a list, their freedoms to be shaved down in various clandestine
ways, but not bad enough to be fully investigated, arrested, and charged. By doling out
minor punishments and derogations on freedom unilaterally, watch-listing defies our
constitutional separation of powers, in which law enforcement is supposed to bring
charges to be adjudicated in the judicial branch. Watch-listing derogates from the
presumption of innocence, an ancient legal principle adopted into English and then
American common law.?

My surmise is that watch-listing is an upshot of the strange psychology of counterterrorism.

1 “Terrorism” resists a workable definition. Here | am using the “terror” and “terrorism” concepts in their limited
sense indicating activities by people with ideological or political agendas that create broad-based fears, not as the
all-purpose epithet lobbed at political or ideological opponents who commit crime.

? See A.H. Godbey, “The Place of the Code of Hammurabi, 15 The Monist 199, 210 (Apr. 1905} {“It is a fundamental
principle of the code of Hammurabi that the presumption is always in favor of the innocence of the accused: the
burden of proof is thrown upon the accuser.”}; John Sassoon, Ancient Laws & Modern Problems: The Balance
Between Justice and a Legal System 41-44 (2004) (recounting an ancient legal dispute in which “Ninkuzu is the
accuser and the heirs of Atu are the accused; and the burden of proof rested in the third millennium BC where it
would rest today — with the accuser”).
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Acts of terror are an infinitesimally small risk to Americans’ lives and limbs. In 2009, John
Mueller of the Ohio State University cited the chance of anyone living outside a war zone
being killed by an international terrorist at about 1 in 75,000 over an 80-year period. The
chance of dying in an automobile accident over the same interval was about 1 in 80—three
orders of magnitude greater.

It is worthwhile to encourage loved ones to drive safely. Terrorism shouldn't—and generally
doesn’t—even cross people’s minds when they go out in the world.

In the absence of September 11-scale attacks every several years—which has been the
case in the years since Mueller produced these numbers—the chance of death by terror
attack falls to about 1 in 130,000. Mueller characterized that as similar to the risk of being
struck by an asteroid.?

The statistically tiny threat of terrorism doesn’t seem to matter. It certainly didn’t matter in
the years immediately after 2001.

Terrorism put us in a thrall, and it affected how we all think about security. There was
something about the dramatic video imagery we saw over and over again, something about
the idea that exotic looking men in faraway places hate us and our way of life (so we told
ourselves; there is research on their actual motivations). These dynamics put us in a movie
where we would do battle as a nation with supervillains. We began a figurative “War on
Terror,” which was understandable but unwise and counterproductive, as a strategy cannot
be defeated.

It is no surprise that all this affected our approach to security. Where dispassionate
security analysis would have focused on prevention—making sure nobody could do bad
things—we were drawn to interdiction—focusing on bad people.

On the security merits, watch-listing is poor practice. The ideal in watch-listing is that you
are able to discern who among, perhaps, everyone in the world wants to do you harm. To do
watch-listing well, you need to know who among those are idle blowhards and who actually
have the motivation and acuity to do something. You have to recognize a change in these
states: when an inept hater gathers enough knowledge and will to act, when a capable
opponent loses will or skill. Watch-listing naturally drives toward investigating such things
as motivation and ideology, or ethnic and national background, so it invites violations of

* Cato Institute, “Shaping the Obama Administration’s Counterterrorism Strategy Policy Forum,” Cato Policy Report
11-12 (Mar./Apr. 2009) https://www.cato.org /sites/cato.org ffiles/serials/files/policy-report/2012/8/cpr3in2-5.pdf.
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First Amendment speech and association rights as well as wrongful discrimination. To do
watch-listing, you also need strong enough identity systems and information to make sure
that you recognize those people when they arrive at gateways, such as the U.S. border,
airports, or any other place they might act. The overwhelming difficulty of securing
ourselves in this manner, by orienting toward bad people, drives the conclusion thatitis a
fraught exercise.*

We do focus on people in security and law enforcement, of course. But that focus is
generally reserved for when the security systems that work against anyone have failed.

Think freshly about how security works. We live and many work inside buildings, which
naturally protect. We lock their doors and windows at night. We have dogs, alarm systems,
and neighbors, or all of the above. We hide valuables. We have police forces that circulate
in towns and cities. These are a few of the many infrastructures and practices that provide
the bulk of our security without reference to who may do wrong. Most security is
prevention.

Criminal law enforcement generally kicks in after those background systems are defeated.
Itis then that we start to ask about people—who did it, where they have gone, what they
have done with the proceeds of criminal activity, who they worked with, and so on.
(Systematic efforts to defeat preventive security systems—conspiracies, racketeering, and
s0 on—also invite criminal law investigations, of course.)

Watch-listing can’t ask any of the guestions that criminal law enforcement does, because
nothing has happened. What watch-listing has produced instead seems to be a CYA
system for security bureaucrats.® For any given security bureaucrat that comes across a
potential bad person, the incentive setis clear. If you do nothing and they act, you will be
blamed for failing to intervene. Nominating that person for a watchlist “does something,”
absolving you of responsibility in the event of a bad outcome. It is buck-passing exercise,
because the placement of a person on a watchlist does not actually start or contribute to a

4 See American Civil Liberties Union, “What’s Wrong With the Government’s Rules for Watchlisting”
https://www.aclu.org/sites/default/files/field document/watchlisting guidance takeaways.pdf.

% |intend to throw shade with the phrase “security bureaucrats.” Countless men and women work in programs that
are effective. They are not security bureaucrats. Some working in programs that are ineffective have valorously
come forward to make that known. See Empower Oversight, “Air Marshal Whistleblowers Allege Gross Waste and
Abuse of Authority in Protected Disclosures to Congress,” Press Release (Aug. 14, 2024) https://empowr.us/air-
marshal-whistleblowers-allege-gross-waste-and-abuse-of-authority-in-protected-disclosures-to-congress/. Those
who knowingly work in ineffective programs, counting the days until retirement, are my security bureaucrats.
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serious investigation that seeks to bring charges or otherwise punish or prevent whatever
wrongdoing might be afoot.

The result has been watchlist bloat. In 2014, the “accomplishment” of adding the one
millionth person to the Terrorist Identities Datamart Environment (TIDE) was revealed in
leaked documents, producing a well-placed outpouring of derision.®| do not have a present
sense of where we are in watch-listing today, but | cannot discern in theory what could
possibly make watch-listing an effective security method consistent with the Constitution
and our values the way conventional law enforcement is.

Conventional Law Enforcement and Counterterrorism Compared

A side-by-side comparison of conventional law enforcement and watchlist-based
counterterrorism may help illustrate the challenge that the latter faces.

Harm Type

Conventional law enforcement addresses itself to traditional, relatively common, and thus
highly recognizable harms and wrongs: theft, violence, fraud, and the planning for same.
Counterterrorism has as a focus attacks and events that might terrorize, which is not a
fixed or recognizable set of activities, as “terror” is contingent on media and public
response.” Without any way of knowing what activity may terrorize, the fixation is on the last
known thing to terrorize, an attack on air transportation.®

Incidence

There are many instances of the wrongs addressed by criminal law. This allows law
enforcement personnel to recognize patterns of activity that are indicative of crime. There

% See, e.g., Scott Sheckford, “Contain Your Shock: Huge Numbers of People on Watch Lists Have No Connection to
Terrorist Groups,” Reason (Aug. 5, 2014) https://reason.com/2014/08/05/contain-your-shock-huge-numbers-of-
peopl/.

7 In the past, | have written and spoken doubtful of “cyberterrorism” because of the inability of “cyber” attacks to
actually terrorize. “The Underwhelming Threat of Cyberterrorism,” Cato Institute Policy Report (Jan./Feb. 2011)
https://www.cato.org/policy-report/january/february-2011/underwhelming-threat-cyberterrorism#.

#The aspect of the September 11, 2001 attack that did the most work, the commandeering attack, was actually
foreclosed by late that morning. The passengers on Flight 93, realizing that their plane may be used as a giant
bomb, fought back, leading to the plane’s crash in Shanksville, Pennsylvania. It did not reach any strategic target or
produce significant imagery for the public to consume. The hardening of cockpit doors and protocols to secure
cockpits against invasion have driven the likelihood of another commandeering attack on air travel to a very low
level.
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is no similar high incidence of terrorist acts, so there are no patterns to look for digitally or
intuitively in developing terrorism suspicion.?

Public, Reviewable, Constitutional Suspicion Protocols

Conventional law enforcement has protocols for assessing suspicion and what can be
done when given levels of suspicion have been reached. One is the “reasonable suspicion
based on articulable facts” doctrine articulated by the Supreme Court in Terry v. Ohio,
which allows minor intrusions upon privacy (search) and liberty (seizure) interests when
the threshold is reached.'® The second is the “reasonable expectation of privacy” test,
which governs full-fledged searches and seizures, allowing them when the Fourth
Amendment’s probable cause standard has been met."”

Quiet Skies apparently had protocols. The TSA blog,'? the Department of Homeland
Security’s (DHS) Privacy Impact Assessment,’® and a DHS Office of Inspector General (OIG)
report'* all referred to “risk-based, intelligence-driven rules.” But we do not know what they
were. The publicly available version of the OIG report redacts the number of such rules and
examples of them. Unredacted language suggests some relationship between the rules
and other federal government watchlists.™

? See Jeff Jonas and Jim Harper, “Effective Counterterrorism and the Limited Role of Predictive Data Mining,”
Cato Policy Analysis No. 584 (Dec. 11, 2006) https://www.cato.org/policy-analysis/effective-counterterrorism-
limited-role-predictive-data-mining#; U.5. Senate Committee on the Judiciary, “Balancing Privacy and Security: The

implications-of-government-data-mining-programs.
18 Terry v. Ohio, 392 U.5. 1, 21 (1968) (“...in justifying the particular intrusion the police officer must be able to point
to specific and articulable facts which, taken together with rational inferences from those facts, reasonably warrant
that intrusion.”). | would prefer the doctrine rely on facts that are actually articulated rather than “articulable.”

1 Katz v. United States, 389 U. 5. 347, 361 (1967) (Harlan, J., concurring).

12 Transportation Security Administration, “Facts About the ‘Quiet Skies™ blog post (Aug. 22, 2018)

https://web.archive.org /web/20201020122942 /https://www.tsa.gov/blog /2018/08/22 /facts-about-quiet-skies.

13 pepartment of Homeland Security, “Privacy Impact Assessment Update for Secure Flight, Silent Partner and
Quiet Skies,” DHS/TSA/PIA-018(i) (Apr, 19, 2019) https://www.dhs.gov/sites/default/files/publications/pia-tsa-
spgs018i-april2019 1.pdf.

14 Department of Homeland Security, Office of Inspector General, “TSA Needs to Improve Management of the
Quiet Skies Program (REDACTED),” O1G-21-11, (Nov. 25, 2020)
https://www.oig.dhs.gov/sites/default/files/assets/2020-11/01G-21-11-Nov20-Redacted. pdf.

15 g, at 1. The report was itself unavailable to the public as “sensitive security information” until declassified.
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| have substantial criticisms of the suspicion protocols in conventional law enforcement,'®
but I can level such criticisms because of crucially important merits: They are rooted in the
Constitution, they are publicly available, and they are regularly reviewed, challenged, and
applied in public courts of law. These features, particularly the latter one, channel the
suspicion protocols in traditional criminal law consistent with our constitutional values
and norms. The secret suspicion protocol(s) in the Quiet Skies program did not.

Resolution in Courts

In conventional law enforcement, there is some resolution of cases through arrest and
prosecution of suspects. It is possible for cases to drag on without resolution, but given the
cadence in criminal law enforcement—of new, real crimes to pursue—incentives cut
against keeping cases open and investigating suspects beyond the time when such activity
seems likely to bear fruit.

The Quiet Skies program never saw a case reach fruition. It does not appear to have been
an expectation of Quiet Skies that it would. Instead, it was a program for interdicting people
whose activities did not raise sufficient suspicions to merit interdiction. As a program, it
walked away from constitutional standards and law enforcement or security goals. This is
why, | suspect, the program could mutate into use for political penalties and favors.
Everyone involved probably knew intuitively that using it that way did not affect real
security.

Counterterrorism programs like these may not just struggle to secure. They can actually
make us worse off.

More On Terrorism

In 2010, with our nation nearing a decade of experience with counterterrorism, Christopher
Preble, Ben Friedman, and | co-edited a book on counterterrorism called, “Terrorizing
Ourselves.”"”” Whether insightful or obvious, the overarching thesis was that terrorism does

1% See, e.g., Jim Harper, “Administering the Fourth Amendment in the Digital Age,” National Constitution Center, A
Twenty-First Century Framework for Digital Privacy — White Paper Series (May 10, 2017)
https://papers.ssrn.com/sol3/papers.cfm ?abstract id=4692954; Jim Harper, “Escaping Fourth Amendment
Doctrine After Jones: Physics, Law, and Privacy Protection,” Cato Supreme Court Review (2012)
https://papers.ssrn.com/sol3/papers.cfm?abstract id=4692926; lim Harper, “Reforming Fourth Amendment
Privacy Doctrine,” 57 Am. U, L. Rev. 1381 (2008). See also, Jim Harper, “Personal Information is Property,” 73 Kan. L.
Rev. 113 (2024) https://papers.ssrn.com/sol3/papers.cfm?abstract id=4691923.

17 Bensamin H. FRIEDMAN, Jiv HARPER, AND CHRISTOPHER PREBLE, EDS., TERRORIZING OURSELVES (2010).
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most of its work through overreaction on the part of the victim state. We classed these
overreactions into three types:

- Waste of Blood and Treasure: When states needlessly go to war and waste the blood of
soldiers or when terrorism countermeasures cost more than they provide in security,
wasting the wealth of the people.

- Recruitment and Sympathy Gains: Violence or other countermeasures that engender
sympathy for terrorists’ causes, aiding in recruitment and support.

- Delegitimization: “Terrorists can cause victim states to come loose from their
ideological moorings, reducing their credibility and authority with various audiences. A
state with a liberal, tolerant credo, for example, may appear hypocritical to allies and
domestic constituencies alike when response to terrorism appears illiberal and
intolerant.”™®

Quiet Skies has elements of the first and third characteristics. It has been a clear waste of
taxpayer money. An expenditure of Americans’ taxpayer dollars is an expenditure of their
time, portions of their lives, that should never go to ineffective programs.

As importantly, Quiet Skies was a departure from our ideological moorings, a security
program made up of constitutional half-measures that resulted in the credible accusation
of a Deep State cabal. Whether that accusation lands for you or not, the confidence of our
own people in the legitimacy of their government is threatened by a program that does not
follow traditional, constitutional rules for the conduct of security and law enforcement
programs in the United States.

Terrorists are not evil geniuses. They are losers who have found solace in gang-
membership' and stumbled across a powerful strategy. It embarrasses me to say that
nearly a quarter century along, the September 11, 2001, attacks are still inducing us to
waste taxpayer money and wander away from our Constitution. Through Quiet Skies and
similarly defective programs, poorly calibrated responses to terrorism are still weakening
us as a nation.

2 )d. at 3.
13 Max Abrahms, “What Terrorists Really Want: Terrorist Motives and Counterterrorism Strategy,” 32 International
Security 78 (Spring, 2008) https://www.istor.org/stable/30129792.
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Things have improved as the threat of terrorism has lost salience, but we must continue to
press forward with restoring our freedom and security through effective risk management.

Terrorism Risk Management

The term "risk" seems more often abused in government security circles than properly
used. The Financial Action Task Force's (FATF) global financial surveillance mandates are
littered with risk language, for example.?® My study of FATF programs has convinced me that
the risks being managed in such programs are the risks of government authorities
prosecuting financial institutions, not the risks of crime and threats to national security
relating to financial flows.

So it seems to be with many counterterrorism programs claiming to do risk management,
including Quiet Skies. Watch-listing people and then watching them seems to be security-
related activity. But it does little to cost-effectively manage true threats. It manages the
threat that blame will be accorded to agencies if there is some kind of successful attack.

In 2006, the DHS Data Privacy and Integrity Advisory Committee (DHS Privacy Committee),
onwhich | served at the time, published a “Framework for Privacy Analysis of Programs,
Technologies, and Applications” that | believe does a creditable job on terrorism risk
management.?' Itis not a narrow, privacy-oriented document. Because privacy generally
gives way in the face of reasonable suspicion, the framework provides a system for
determining the reasonableness of programs on their security merits.

The heart of the document is the third “step” of the analysis it recommends, which is to
examine risk management and efficacy.? The steps included in this fairly readable
document are:

- Target Assessment (“What are you trying to protect?”)

- Threat Assessment (“What are you trying to protect it from?”)

0 See, e.g., Financial Action Task Force, “Risk-Based Approach for the Banking Sector” (Oct. 2014) https://www.fatf-
gafi.org/en/publications/Fatfrecommendations/Risk-based-approach-banking-sector.html.

% pDepartment of Homeland Security Data Privacy and Integrity Advisory Committee, “Framework for Privacy
Analysis of Programs, Technologies, and Applications,” Report No. 2006-01 (Mar. 7, 2006)
https://www.dhs.gov/xlibrary/assets/privacy/privacy advcom 03-2006 framework.pdf.

2 |d. at 3-4
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- Risk Assessment (“What is the likelihood of each threat occurring and the
consequence if it does?”)

- Response Characterization (“What kind of action does the program take in response to
the threat?”) The possible response types are:

o Acceptance—the rational alternative when a threat has low probability, low
consequence, or both.

o Prevention—alteration of the target or its circumstances to diminish the risk of
the bad thing happening.

o Interdiction—confrontation with, or influence exerted on, an attacker to
eliminate or limit its movement toward causing harm.

o Mitigation—preparation so that, in the event of the bad thing happening, its
consequences are reduced.

- Risk Transfer Assessment (“Does the response create new risks to the asset or
others?”)

The document goes on to assess privacy-related costs of such programs so they can be
weighed against security benefits. A full analysis would, of course, consider dollar costs as
well. There must be balancing between public expenditures—again, small pieces of the
lives of tax-paying Americans—and the expected lives and dollars saved by a given
response or program. Responses without an articulated, expected favorable ocutcome
should not be pursued.

Security “Layers”

With the idea in mind that risk management is how we protect things, consider the “layers”
metaphor for security programs. The things we want to protect are ringed by metaphorical
circles of protection. This is most simply illustrated by something simple, like a bank.

Among the layers that protect a bank and thus deposits against robbery are (“closest” to
“furthest,” with response type):
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- Insurance (mitigation)

- Avaultthatis physically difficult to open or break into {prevention)
- Protocols that limit access to cash (prevention, mitigation)
- Background checks on employees (interdiction)

- Security cameras (interdiction)

- Armed guards (interdiction)

- Silent alarm systems {interdiction)

- Dye packs (interdiction)

- General police patrols (interdiction)

- Criminal law enforcement (interdiction)

- Incarceration (interdiction)

- Education systems (interdiction)

There are many more layers, but hopefully it is easy to see how these form metaphorical
circles spreading from immediately around the protected thing, the bank and its deposits.

Yes, education systems are an outer-layer security measure (interdiction-type) because a
good education creates job prospects and entrepreneurial opportunities that lower the
enticement of bank robbery. Itinterferes with would-be bank robbers very early, putting
them on paths to productive lives.

The layers around air security are many. They include:

- Alirplane design resistant to explosion (mitigation)

- Hardened cockpit doors and cockpit-denial protocols {interdiction)
- Passenger inspection {interdiction)

- Passenger “trust” programs (interdiction)

- General law enforcement (interdiction)

- Surveillance and intelligence (interdiction)

- Peaceable foreign policy (interdiction)

These measures vary widely in effectiveness. By listing them, | do not endorse them all or
equally. The security measures that work against anyone seem quite a bit stronger. So
passenger inspection | have always believed to do the vast bulk of any lifting needed late in
the game, because denying people the tools they might use to attack air travel is a simple,
pure bar on attacks. “Trusting” travelers—trying to predict good behavior based on
biography—seems quite fallible, and itis also subject to identity fraud.

Statement of Jim Harper, Senior Nonresident Fellow, American Enterprise Institute
before the Senate Committee on Homeland Security and Governmental Affairs
On the Weaponization of the Quiet Skies Program
Counterterrorism Sacurity Conundrums and the Demerits of Watch-Listing
September 30, 2025
Page 12 of 20



61

Yes, a peaceable foreign policy is an outer-layer security measure (interdiction-type)
because it dissuades would-be terrorists from seeing that activity as worthwhile.

Risk management exists, and it can be applied to counterterrorism. (Downplaying terrorism
is part of good counterterrorism.) The question is what institutional adjustments can
produce better risk management.

Steps to Foreclose the Next Quiet Skies

As a nation and society, we need to assess risk and balance the benefits of security
programs with their costs to other values that are dear, including privacy, constitutional
rights, and fiscal rectitude.

The Department of Homeland Security is not, and will never be, a true risk-balancing
organization. We probably should notwant it to be. There are internal checks that do some
work, such as the DHS Privacy Committee before it was neutered by “tasking orders” that
sought to make it speak only when spoken to. The Privacy Impact Assessment process
probably takes some burrs off of programs without really altering the course of the
misbegotten ones.

Our constitutional system relies on tensions among branches of government. We can use
those and tensions among agencies, rather than trying to have a single government body
arrive at all the answers. There are a number of ways to build tensions into our systems that
| think will lead to better outcomes. One of the mostimportant balancing systems is
probably Congress.

De-Delegate Authority

Congress is comprised of people who face re-election regularly, so itis a better balancer of
values than federal agencies. It is the organ of government to which the Constitution
assigned the role of policymaking. Withdrawing policymaking authority from the executive
branch and bringing it back to the legislative branch should improve future outcomes.

The Aviation and Transportation Security Act (ATSA)?® was a huge delegation of authority o
the executive branch. It created a new Transportation Security Administration in 2001 with
only the vaguest of directives about what to do and how to do it.?* A new Under Secretary of

2 public Law No. 107-71 {ist Sess,)
2 id. at § 101.
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Transportation for Security (later transferred to a new Department of Homeland Security)
would be “responsible for security in all modes of transportation.”® There would be
screening operations,? it was clear, but their scope and parameters, measures of
effectiveness, and the rights and liabilities of travelers went unaddressed. There would be
an expanded Federal Air Marshals system.? There was little contemplation of what to do if
there were not sufficient threats to justify having them.

There is telling language in a subsection of ATSA saying that the Under Secretary would
“develop policies, strategies, and plans for dealing with threats to transportation
security.”?® Under my idealistic view of the roles of the two branches, you in the legislative
branch would determine the policies. You would probably determine strategies. And you
might even devise plans for the executive branch to carry out. There would at least be clear
indicia of when executive branch agencies have succeeded or failed at carrying out your
intentions.

Thatis the ideal, and we can certainly understand the reason for the haste with which
Congress passed this statute. But that does not undercut the point that the hugely broad
delegation authorized whatever the Transportation Security Administration ultimately came
up with.

You, the Congress, should take back authority from the executive branch. Revisions of
transportation security authorities would cabin the activities of the DHS and TSA so that
they carry out programs of your devising. It may be productive to go through existing
programs and authorize explicitly the ones you find to work cost-effectively, de-authorizing
the ones you find do not.

Congressional Oversight

This hearing is an example of processes that create balance. Direct congressional oversight
sends signals to executive branch agencies about how to use the authorities they have.
Oversight through hearings and letters is a far cry from actually controlling the executive
branch through authorizing language, of course, and the executive branch is so large today
thatitis very hard to oversee. But more oversight is always welcome.

25 4d, (new 49 U.5.C. § 114(d)).
% 1d. {(new 49 U.S.C. § 114(e)).

27 Id. at § 105.

% 1d (new 49 U.S.C. § 114(f)(3)).
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Public Oversight/Transparency/Anti-Secrecy

Opining about the psychology of counterterrorism above, | said that we have put ourselves
in a movie fighting against supervillains. If real, those dynamics might justify the level of
secrecy we have in the counterterrorism enterprise. But itis notreal, and that secrecy
comes at a terrible cost to our democratic republican form of government: It denies the
public and the courts opportunities to play their roles in oversight of the government.

Senator Daniel Patrick Moynihan’s book, SECRECY: THE AMERICAN EXPERIENCE, is an under-
sung contribution to an important area of policy that is more important than ever. Drawing
on his experiences as a member of the Senate Select Committee on Intelligence and
chairman of the Commission on Protecting and Reducing Government Secrecy, he asserts
in the book that secrecy leaves policymakers less informed, denies government
accountability, and sharply limits public debate about policy and government conduct. The
corrosiveness of secrecy is on display in Quiet Skies, where secrecy extended the life of a
program that did nothing productive, while it hid from victims that they were being
surveilled, their freedom to travel degraded.

Secrecy has been used to deny people access to the courts because they often cannot
prove the existence or effects of secret programs on their rights without legal discovery,
and, in a tour de force of circularity, discovery is prevented by claims to secrecy.

Judicial Oversight

Enhanced judicial oversight is another way to drive balance into counterterrorism
programs. One idea is for Congress to declare that there is a right to travel on par with other
rights specifically enumerated in the Bill of Rights. That would enhance judicial oversight of
programs affecting transportation.

The federal courts give a right to travel at least uneven treatment,? the result being that
when people object to government incursions on their travel, their cases almost always fail
before the true security merits of a policy can be considered. Were people to have a clearly
recognized right to travel, which Congress can encourage, the merits and demerits of

2 Compare Shapiro v. Thompson, 394 U.S, 618, 629 {1969) (noting the right of all citizens to be “free to travel
throughout the length and breadth of our land uninhibited by statutes, rules, or regulations which unreasonably
burden or restrict this movement”) to Gilmore v. Gonzales, 435 F. 3d 1125, 1137 {9th Cir. 2006) (Would-be cross-
country traveler “does not possess a fundamental right to travel by airplane even though it is the most convenient
mode of travel for him.”).
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transportation security policies could be hammered out more thoroughly in courts.
Agencies would have to fully justify their policies because they must overcome
presumptions in favor of Americans’ exercise of their rights. Cost-effective security
measures surely would pass muster even against a claim of right to travel. Ineffective and
overly invasive programs would not.

Privatization

The psychology of terrorism and counterterrorism has done more than just skew specific
government security practices. It also drives the premise that security is a governmental
responsibility as opposed to a private one.

In most fields, we expect individuals and companies to secure their own stuff first. Criminal
law enforcement is provided to all on equal terms, but if a person in the plastics business
came to you and said, “Yeah, | need you to provide my company’s security now,” you would
probably kick them out of the room. At least you should.

Terrorism has us thinking that attacks on private infrastructure and business are a public
policy problem. In some respects they are. There are dimensions to security against certain
dimensions of terrorism that are public goods, such as intelligence. Political leaders can do
a great deal to ward off overreaction to terrorism, which does have society-wide and thus
political connotations. But global corporations have substantial capacities to gather
information that relates to their businesses and security. At least some responsibility for
security can be pressed back into the private sector so that the challenges of risk
management—finding that balance—are with the people who have the most skinin the
game.

In 2005, | engaged in a debate with Robert Poole of the Reason Foundation in which |
argued for elimination of the TSA.*® | may be a little less strident now, but the arguments |
made then hold up reasonably well. On the question of government versus private risk
management, | wrote:

TSA security measures have been inconsistent and mindlessly reactive. This is
because bureaucracies are poor at assessing and balancing risk. They are much
better at surfing public opinion and following political cues. Witness the TSA's
obsession with small, sharp things early in its tenure and the shoe fetish it adopted

** Robert Poole and Jim Harper, “Transportation Security Aggravation,” Reason magazine (Mar. 2005)
https://reason.com/2005/03/01/transportation-security-aggrav-2/.
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after Richard Reid demonstrated the potential hazards of footwear. Thisis nota
foresighted, research-based, risk-assessing organization.

Highly effective, nonregulatory systems exist to analyze and respond to risk. They
operate well, though not perfectly, when they are allowed to. They start with the tort
system, which places responsibility for avoiding foreseeable harms with the parties
in the best position to avoid them. Through insurance contracts, businesses in every
sector of the economy spread risk and often purchase expert advice on loss
avoidance.

Ak

Airlines should be given clear responsibility for their own security and clear liability
should they fail. Under these conditions, airlines would provide security, along with
the best mix of privacy, savings, and convenience, in the best possible way.

If not elimination of the TSA and full privatization of security in this area, it may still be
worth considering whether some dimensions of security can be restored to the private
sector, so that liability rules, the insurance system, and other mechanisms can do some of
this work. Privatization of security responsibility would reduce subsidies to the corporate
sector now given through the direct provision of security services and insulation from
liability.

Conclusion

We are in a time of welcome openness to change at the Department of Homeland Security.
The DHS under Secretary Noem has eliminated Quiet Skies, for the good. DHS and
Secretary Noem have rescinded the “shoes-off” policy at airport checkpoints.®' That policy
was a reaction to one failed attack, and it remained in place far too long, inconveniencing
travelers and driving them away from air travel.

Secretary Noem has signaled that the “liquids rule” may go by the wayside, too.* It was a
reaction to the revelation of a nascent plan to smuggle constituents of a liquid explosive
called TATP onto an airplane. The probability of such an attack coming to fruition was very

21 Department of Homeland Security, “DHS to End ‘Shoes-Off’ Travel Policy,” press release (July 8, 2025)
https://www.dhs.gov/news/2025/07/08/dhs-end-shoes-travel-policy.

32 CBS News moneywatch, “Homeland Secretary Kristi Noem says TSA may change rules about liquids on flights,”
(July 17, 2025) https://www.cbsnews.com/news/tsa-liquid-carry-on-restrictions-relax-kristi-noem-comments/.
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low, and it was defeated by a security layer quite far from the airport (surveillance). The
added inconvenience and expense of the liquids rule probably dissuades people from air
travel in significant numbers, doing more damage than it provides in security. It has stayed
around too long.

My hope is that DHS leadership has recognized REAL ID enforcement also to be a fool's
errand. The practice of checking IDs at the airport is premised on the same conceptual
errors that undergird watch-listing. Though the agency has stayed mum, it has made it very
easy to travel without a REAL ID.* The difficulty of complying with ID requirements, the time
spent fumbling for and showing ID, and various other slight inconveniences repeated from
thousands of times per day to millions of times per month also probably suppress access
to air travel more than it provides security.

Why should it be important for people to access air travel? The issue of infant air travel
illustrates.

Infant travel is a rare exception to the risk phobia usually seen in air travel. It appears well
settled that infants should be allowed to be unbelted on airplanes, because the alternative
is not infants strapped into their own seats but infants in cars. And the risk of death by car
accident for people of all ages is much greater than the risk of being on a plane.

“If the extra cost of buying airline tickets for the young children led only 5 to 10 percent of

families to drive rather than fly,” a University of California San Francisco and University of

Washington study of separate seating for infants found in 2003, “the projected increase in
highway deaths would exceed the number of airplane crash deaths prevented.”**

Moving people from airplanes to cars is deadly.* The additional costin time and
aggravation of niggling security procedures that do not have robust benefits has
undoubtedly moved American travelers into cars. Over two decades, millions of would-be
flights have been switched to drives, and likely tens or hundreds have needlessly died.

2 See lim Harper, “Airline Security’s Best-Kept Secret,” AEldeas, American Enterprise Institute (July 24, 2025)
https://ctse.aei.org/airline-securitys-best-kept-secret/.

** University of California San Francisco, “Airline Infant Safety Seat Rule Could Cause More Deaths Than It Prevents,
Pediatricians Say,” press release (Oct. 2003) https://www.ucsf.edu/news/2003/10/97119/airline-infant-safety-seat-
rule-could-cause-more-deaths-it-prevents,

3 See Insurance Institute for Highway Safety, “Fatality Facts 2023; State by State,” https://www.iihs.org/research-
areas/fatality-statistics/detail /state-by-state.
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Getting people into planes is good for Americans’ spirits, good for the economy, and good
for saving lives.

There is a wonderful coincidence that everything done by terrorists is illegal, so ordinary
law enforcement is counterterrorism without the misteading psychological baggage.
Pursuing criminal activity is counterterrorism-—and it is strategically wise counterterrorism
because it does not award terrorists the status they seek, of being an outsized threat to our
nation. While pursuing criminal activity of all kinds aggressively, staying calm, cool, and
collected as a nation is good counterterrorism.

There is a wonderful coincidence that effective programs tend to be constitutional
programs. When search and seizure activities work effectively to uncover criminal
wrongdoing, whether terroristic or not, it is reasonable and can be found so under the
Fourth Amendment by a neutral magistrate, as the Constitution requires.

Investigations that are secret until a criminal charge is brought do not deny constitutional
due process. Disclosure is not due untilinvestigations are concluded and charges brought.

Secret investigations that are not aimed at bringing criminal charges and thus never reveal
themselves DO deny due process, because they subject innocent Americans to monitoring
and investigation with no opportunity to question or counter such activity. Innocent
Americans suffer unilateral mistreatment with no effective redress. That is the story of
Quiet Skies, a product of failure to grapple with the security conundrums created decades
ago by a single act of terrorism.
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Thank you Chairman Paul, Ranking Member Peters, for the opportunity to testify.
My name is Abed Ayoub, and | serve as National Executive Director of the
American-Arab Anti-Discrimination Committee (ADC), the nation’s largest and
oldest Arab-American civil rights organization. Over the past 45 years, we have
worked with and assisted countless members of our community who have been
directly impacted by the government watchlist process.

Let me say something that may surprise some people: | have sympathy for
MAGA supporters who are experiencing watchlist harms—missed  flights,
repeated screenings, frozen bank accounts, job consequences—without notice
or a fair way to challenge it. | don't need to share their politics to understand
that rights and liberties aren't conditional on agreement. What they are feeling
today mirrors what Arab and Muslim families have endured for decades: a
secret designation that follows you from airport o employer to consulate, with
no clear explanation and no reliable fix. That is not a partisan problem; it is a
due-process problem. When the government can quietly tag one group, it can
quietly tag any group—Ileft, right, or neither—depending on who holds power.
The answer is the same for all of us: end the waichlist, or at minimum implement
safeguards that protect our rights and liberties.

Quiet Skies was a total disaster. ADC welcomes Secretary of Homeland
Security's decision to shut it down. Retiring a program that surveilled ordinary
fravelers without evidence of wrongdoing is a meaningful step toward fairness.
But Quiet Skies captures only part of the story. It was a window into a faulty
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surveillance architecture: secret lists, vague criteria, and downstream sharing
that harm people who have done nothing wrong.

For decades, the watchlist has too often been a shortcut for suspicion—aimed
at my community members not because of what we've done, but because of
who we are and what we believe. People get flagged after visiting family
overseas, donating fo a lawful charity, attending a protest, or simply for praying.
That's not security—that's punishment for religion and politics.

More than 98 percent of the names on the FBI's 2019 Terrorism Screening
Dataset were Arab or Muslim. Placement on these lists does not require arrest,
charge, or conviction. Instead, it is based on vague suspicion, often tied to
religious practice or protected political speech.

And let me again be clear: if a ool can quietly target my community today, it
can target any community tfomorrow—journalists, activists, immigrants, gun
owners, union organizers, pro-life or pro-choice advocates. Once a secret label
replaces proof, the only limit is who's in power. End the watchlist. If you won't,
cage it with real notice, evidence, hearings, and strict limits so no American's
faith or viewpoint becomes a reason to be treated like a suspect.

Placement on the watchlist has a direct and dire impact that reaches beyond
the airport. These harms underscore why there must be reform to allow for
redress/removal from the list, the tracking of screenings, and assurances of
appropriate oversight. The human and policy costs are real.

The task is larger than ending one program. Immediate steps must be taken to
implement due process measures to afford those on the list an opportunity to be
removed.

Many expert reports and opinions have provided a clear roadmap tfo fixing
immediate issues. First, require TSA and CBP to systematically track all screenings
and outcomes so we can see where the system fails and who is being hit
hardest. Second, direct the Terrorist Screening Center to report regularly fo
Congress on nominations, removals, error rates, and recall of bad data, with
safeguards to protect privacy while exposing patterns of bias. Third, pair
transparency with teeth: mandatory timelines, independent review that can
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order a delisting, and confirmation that corrections have been pushed fo every
system and pariner that received the original record.

The most urgent fix is transparency and due process. If the government is going
to restrict your liberties, you have a right to know why. DHS's Traveler Redress
Inquiry Program (TRIP) provides little information to fravelers about why they are
flagged or whether corrections are applied across the system. Without
systematic tracking, bias can go unchecked, and fravelers have no meaningful
way fo correct errors. Today, individuals on watchlists often receive no nofice,
no explanation, and no meaningful path off the list.

This is not an abstract issue — it sirikes at the heart of due process and equal
protection. Secret government lists, shared across agencies and even with
private actors, should never have the power to confer or deny a person'’s liberty
without a meaningful way to challenge errors.

There is room for bipartisanship on this issue, | am confident of that.l'll meet
anyone halfway on this—left, right, or neither—because the watchlist isn't about
who you voted for; it's about whether the government has to prove its case
before it limits your life.

That's a handshake we can make across this dais today.

Mr. Chairman and Members of the Commitiee, eliminating Quiet Skies was
necessary but not sufficient. Congress must restore transparency, accountability,
and due process to protect milions of travelers. ADC stands ready to assist in
that effort.

Thank you,

Abed Ayoub

National Executive Director

American-Arab Anti-Discrimination Commitiee (ADC)
Phone: 202-244-2990

Email: gayoub@adc.org
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CHAIRMAN PAUL FLASH REPORT
THE WEAPONIZATION OF QUIET SKIES AND TSA WATCH LISTS

Summary

On August 21, 2024, Senator Rand Paul opened an investigation into the Transportation
Security Administration’s Quiet Skies program amidst allegations that it had been weaponized
against Americans. The Biden Administration stonewalled Senator Paul's investigation and
refused to provide records on the Quiet Skies program and related TSA watch lists.

Upon taking office, the current Secretary of Homeland Security, Kristi Noem, committed to
complying with Senator Paul’s investigation and review of the Quiet Skies program. On June 5,
2025, Secretary Noem announced the termination of the Quiet Skies program. Today, Chairman
Paul is releasing the following key findings based on records produced by Secretary Noem
related to the Committee’s investigation:

Key Findings:

woman urrent Dir r of National Intelli
Gabbard—a combat veteran and Lieutenant Colonel in the Army Reserve—was

monitored under the Quiet Skies program on at least five flights in 2024.

»

LastName  FirstName  Departure Date Dep Port  Alrline Flight No. Asvival Date rPort  StaMing Notes

GABBARD TuLs 8/3/2024 8:10 ATL DL 2470 8/3/2024 909 UL Mission staffed by FAMs on Standby Status.
GABBARD TuLS 8/3/2024 5:30 MO oL 1548 B/3/2024 6:56 ATL Mission staffed by FAM: on Standby Status.
GABBARD TuLs 8/2/2024 8:20 Aus oL 2259 8/2/2024 1158 Moo Mission staffed by FAMs on Standby Status.
GABBARD TuLS! 7/26/2024 18:15 BMA o0 4085 7/26/2024 20:29 AUS Mission staffed by FAMs on Standby Status
GABBARD TuLS 7/26/2024 14:50 LU0 WH 3350 7/26/2024 17:00 Aus Mission staffed by FAMs on Standby Status.
GABBARD TuLS 7/25/2024 6:55 Aus WN 1393 7/25/2024 900 BNA Mission staffed by FAMs on Standby Status
GABBARD LS 7/25/2024 7:35 AUS o0 3898 7/25/2024 9:52 BNA Mission staffied by FAMs on Standby Status
GABBARD TuLS 7232024 1700 DFwW An orTs 7/23/2024 18:10 L Mission staffied by FAM: on Standby Status

Gabbard was first monitored by Federal Air Marshals on July 23, 2024 - just one day after she
criticized Joe Biden and Kamala Harris in an interview with Laura Ingraham.
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Good Morning Sir,

0n 7722, while working in the 750C, FAM re<osrised Tulsi Gabbard's name on the
Quiet Skies Fs1. She notified me and ssiced for guidance on whether Gabhard should be coversd
under a Quiet Skies mission. | first verified that she was a “formes” congresswoman and then asked
I o ey the specific Quite Skies rube nit, She confirmed the specific “affilate” rule hit and
i not see any potential errors/inadvertent hits listed in Uoax, | vold I to send the Quiet Skies

mission for staffing. | confirmed the decision Mll-ha was alvo in the Freedorm Center
on /22

Bust bet me know if you need anything further.

Frderal Alr Marvhal
Federsd Air Marshal Service - 1S
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Gabbard was surveilled by Federal Air Marshals on an August 3, 2024, flight despite being
added to the "Quiet Skies Cleared List” the day prior.

B. Three current Republican members of Congress matched to the TSA’s Silent

Partner List.

SECTIVE SICLAITY SECRMATION
Aation g
Appointmact at LT DIFARTURE AWCAAT  DOPRETURE

CATMNAME  SURNAME D08 TIRL  Memestreel  CREATID (LD [DATI OMRAIOR  AIRFORTIO PG Y (TEA Commit

=k s »

I SRR - w

Three current members of Congress who matehed with Silent Partner and/or Quiet
Shies rules.

Three current Republican members of Congress were matched to a Silent Partner
Program rule, either as a sitting Member or while seeking office as a Republican. While
their international travels may have included stops in regions with higher terrorism risks,
a cursory review would have revealed them to be a member of Congress, or a decorated
U.S. military veteran or service member. Nevertheless, they were placed in the Silent
Partner Program and not added to the Do Not Hit List.
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C. At least 24 individuals were placed on a TSA Watch List due to their connection to
a u t pr d k mandates.

(U) April:
+ Deny Boarding: 0
+ Enhanced S ning: 5
5 Removal of mask mandate on aircraft - Freedom to Breath Protest
+ Security Notification: §
1 Removed based on time on the Watchlist and/or encounter without incident
7 Removal of mask mandate on aircraft - Freedom to Breath Protest

In April 2022, twelve individuals were placed on a TSA Watch List for simply removing their

mask on an aircraft. This is yet another example of how programs purportedly intended to

protect ordinary Americans from grave threats such as terrorism are twisted to violate the
privacy and civil liberties of those same Americans.

&7, (UissT) I : Tt subjcct was modificd o (Security Notification) on
22 October 2021 based on the criteria of knowingly or recklessly committing an act that
represents a threat of harm 1o passengers and crew and for which Federal Ar Marshal
UNCLASSIFIE 581
) 15 0 1430 S i et ey b i
Pértn wahone " ol e o dned i 49.CTH pars 1320 1570, cept w2 the PR s 811he A v arusr i Traa s Socosey

vt by 3 U S $32 and 45CFR prts 13 saed 1520
e erlba sther

UNCLASSIF

Service coverage & warranted, but not a threat requirmg the application of enhanced
screening measures at the screening checkpoint. The subject & the principal organizer of
a concerted effort encourage others 1o join ham i the intentional circumvention security
regulations. requiring the wearing of a face covering onboard aircraft. This plinned
activity constitules a premeditated effort 1o viokie security requirements and, in doing
s0, pases 4 threat of both unruly passenger conduct that interferes with fight crew and a
threat of exposing other passengers to COVID-19,

(UNSST) Subject was initially added 1o the TSA Watchlist (Deny Boarding) on 17
October 2021 based on the criteria of current inteligence  regarding an imminent
threat (o transportation security, are attempting 10 evade, defeat, or interfere with
preserecning efforts with the iment to conduct further actions on the airerall that
pose a threat to ransportation security, are acting with extreme recklessness in
carrying out an act that represents a threat of Bfe to passengers and crew, and pose
a threat that cannot be mitigated by use of enhanced screening procedures and
phcement of Federal Ar Marshak onboard the flight.

«  (U/SSI) Subject was modificd to Security Notification based upon
reviews of encounters of subjects associated with this effor, ncluding
the presentation of documemation regarding medical exemptions from
mask wearing requirements that did not adhere the federal process for
obtaining such exemptions, stated imentions 1o pot comply with the
face mask requirements onboard the flight, the absence of prohibited
ems, and compliance with mask wearing requirements in flight

o (UISSI) TSA has had six encounters since watchlisting without
mcident, The subject does not have a TIDE recond.



75

12, (uisst) [ : The subicct was modified to (Security Notification) on
22 October 2021 based on the criterm of knowngly or recklessly committmg an act that
represents a theeat of harm to passenpers and crew and for which Federal Air Marshal
Service covernge & warmanted, but net a threat requiring the application of enhanced
sercening measures at the screening checkpomt. The subject 5 pan of ongankeed cvent o
encourage others to o them in an effort to mtentionally crcumventing security
regulstions requiring the wearing of a face covering onboard aircraft. This plianed
activity constitutes a premeditated effort to viokite security requirements and, in doing
so, poses a threat of both unruly passenger conduct that mterferes with flight crew and a
threat of exposing other passengers to COVID-19.

(UASST) Subject was mxinlly added to the TSA Watchlst (Enhanced Screening)
on 14 Dctober 2021 based on the criters of current reporting repanding credible
threats to transportation security, nchading a threat to recklesshy carmy out anact
that represents a threat of life or serious injury to passengers and crew, and
because they pose a threat to transportation that cannot be mitigated by use of
standard screening.

(UASST) Subject was then modified 1o the TSA Waichlst {Deny Boardingh on 17
October 2021 based on the erteria of current mecligence regarding an mmincnt
threat to N securiy, are to evade, defeat, or interfere with
prescreening efforts with the iment 1o conduct further actions oo the arcraft tha
pose a threat to transportation security, are acting with extreme recklessness in
carrymg oul an act that represents a threat of ife 10 passengers and crew, and pose
@ threat that cannot be mitigated by wse of enhanced screening procedures and
placement of Federal Air Marshals onbvoard the flight.

®  (UirSSI) Subject was modified 10 Secority Notification based upon
reviews of encounters of subpm amulcd with this effor, mchading
of dk medical jons From

mask wearng requirements that did not adhere the fedem| process for
obtanng such exemptions i an ¢ffort to gain access o the sterke anca
notwithstanding requirements 10 wear a face mask and stated
mientions 10 not comply with the face mask requirements onboard the
fhght. In assessing whether enhanced screening continued 10 be

1&A abko adered the absence of | ded Boms and
:mqim:c with mask wearing requirements n fﬂl by the
participants in this concerted efMort who have flown since forming this
plan.

(U#SSI) TSA has had two encounters since waichlisting withow
meident. The subject does not have a TIDE record.

threats™ follow1ng Janum 6. Under this dlrectlve at leaat 234 lndl\uduals were
added to TSA Watch Lists in connection with January 6. Many of these individuals
were added without any specific evidence that they participated in any unlawful
activity.
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Placement on the TSA Watch List (Enhanced Screening) is appropriate for:

e [Individuals suspected of traveling to the National Capital Region in conjunction with the
January 6, 2021 attack on the U.S. Capitol and who are believed to pose an elevated risk
of domestic terrorism.” but for whom there is a current lack of specific nformation
relating to unlawful entry mto the U.S. Capitol, vioknt acts in support of the January 6,
2021 attack, or meitement of the same, and who do not otherwise the criteria for
plcement on the TSA Waich List (Deny Boarding).

EY2021 OTR2

(UNSSI) From 1 January 2021 - 31 March 2021, there were 234 subjects added 1o the TSA
Watchlist associated with the 6 January 2021 Capitol violence. In this same period, 135 subjects
were removed from the TSA Watchlist associated with the 6 January 2021 Capitol violence,
Individuals were removed once nominated by the FBI 1o the TSC Watchlist or if FBI informed
TSA they no longer planned 1o i the individual for isti

& January 2021 Capitol Violence Additions

Deny Boarding

68 Subjects associated with 6 January 2021,

Enhanced Sereening

166 subjects assoctated with 6 January 2021,

& January 2021 Capitol Violence Removals

Deny Boarding

45 Subjects associated with 6 January 2021 Capitel Violence.
90 Subjects associated with 6 January 2021 Capitol Violence.

(U} During this review period the following actions occurred related 10 individuals on the TSA
Watch Lists not associated with the 6 January 2021 Capitol vielence:

(UH/SS) 15 new records were ADDED (1 Deny Boarding, 5 Enhanced Sereening, and 9 Security
Naotification).
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E. Dozens of individuals were either denied boarding or subjected to enhanced
screening based solely on TSA research through the federally funded George
Washington University Program on Extremism

The George Washington University Program on Extremism is part of the National
Counterterrorism Innovation, Technology, and Education Center - a consortium of
universities funded by the Department of Homeland Security. According to its website, the
Program on Extremism “meticulously tracked every federal January 6 defendant by
leveraging publicly available federal court records and open-source reporting.” The website
suggests the Program on Extremism may have “more detailed datasets” beyond the data
available on its public website.

(U) As of 1 April 2021, there are 78 subjects placed on the TSA Watch List (Enhanced
Screening) meeting the following criteria:

* Individuals who unlawfully entered the U.S. Capitol building on January 6, 2021, but
who are not suspected of engaging in the activities warranting placement on the TSA
Watch List (Deny Boarding).

(U//LES/SSI)
NAME CITIZENSHIP SOURCE
USPER | EAB/GWU
USPER EAB/GWU
USPER | EAB/GWU
USPER EAB/GWU
USPER | EAB/GWU
USPER EAB/GWU
USPER | EAB/GWU
USPER EAB/GWU
USPER EAB/GWU
USPER | EAB/GWU

An internal TSA Watch List report describing individuals subject to enhanced screening
related to fanuary 6, 2021, with the source listed as "EAB/GWU"

(U) Source acronyms:
+ EAB/GWU - Encounters and Analysis Branch research through the George Washington
University Program on Extremism,

Escrieﬁan of acronym "EAB/GWU" from internal TSA documengl
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F. The wife of a Federal Air Marshal was labeled as a “domestic terrorist” for
enteri .S. Capitol on Ja 2021. Despit videne he

Federal Air Marshal's wife had in fact ever entered the U.S. Capitol on January 6.
she was added to the Terrorist Sereening Database, an FBl-administered terrorist
watch list which resulted in Federal Air Marshal coverage for two vears, until she

W ove t : i ide

Until her removal, she was surveilled by Federal Air Marshals who reported back, sometimes
minute by minute, her behavior and interactions.

US - United

s UNKIUNK BRN/BRN

6/2021 entered US Capitol

Internal profile for the wife of a Federal Air Marshal who was alleged to have entered
the U.S. Capitol on January 6, 2021,

1408057 Y ste & tandurich
1432657 N Prrchased haadghones for heruell sed UNKL

1555057 I #n< UNKL used their respective phones 1o scroll through news
1812657, UNK1 cpaned up settings on Phons and top of icreen showsed [ #hone’
1632057 I e the lavatory

1637657, e vw lwvatory

1638657 I Twwieed UNK out of sest 1o use levatory

100007 I vt v back of plane

142657 [ et 1 seat

LELSEST, UNKL waited lewatory and returned o seat

s 7ing 0 e g e

Excerpts from a Federal Air Marshal Service After Action Report detailing the appearance and
activities of the wife of a Federal Air Marshal during a domestic flight.
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In the fall of zoza,-dvlsed me that his wwemm been interviewed by
the FBl and that the case was being closed and she was re om tne watch-fist. The reason for
closing the case, per FAM - was that it was mistaken identity. We have not seen SMCs involving
rant [ e soee:

According to a supervisory Federal Air Marshal, the Houston Federal Air Marshal told her in
the fall of 2023 that the FBI case into his wife was being closed due to mistaken identity.

G. F ral Air Marshal Servic nior leadershi ands heir actions when
resented with questions from Chairman Paul

According to TSA documents, including handwritten notes (see below), almost exactly twenty-
four hours after Chairman Paul unveiled initial details of alleged abuses of the Quiet Skies
program, the Director of the Federal Air Marshal Service was asked about how long it took
for Chairman Paul to gather information about the program. The Director responded that he
was “comfortable” with what was done and that they had “always articulated” what they did
and why.

Ngws. Thye. Ufkes (Tae

Fhul Aoked [ox ‘{‘?-“ inte 1G5 oYy,

H., o K
TR a it

# bl rraf 1W-emen LIt

1
La [/l T

ATREY INT -~

o+

. e | 3 -
VE Lomldiinble u a3kadt wasfloxe #
Naa wad A rire
Have 0Lu wrts .‘)'i Wdatled Whad e did &
Wha it war adcae

Excerpt of handwritten notes from a Federal Air Marshal Service meeting
held on May 21, 2025.
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HSGAC Minority Response to “Chairman Paul Flash Report”

On September 29, 2025, HSGAC Chairman Rand Paul released a “Flash Report” citing findings
related to watchlisting and screening programs, including Quiet Skies.! Ranking Member Peters
supports rigorous oversight of government watchlisting and travel screening and has proposed
specific reforms to increase transparency and accountability.?

No American should be watchlisted for their political views; and the lack of transparency regarding
how watchlist determinations are made deserves scrutiny from Congress and the public. However,
the Committee should not misrepresent the information it does have to feed a partisan political
narrative. HSGAC Minority is releasing the information below in order to provide the public with
key facts omitted in the Chairman’s report.

Tulsi Gabbard’s travel triggered an automated Quiet Skies rule because her flight reservation
contained information linked with a known or suspected terrorist (KST).

Documents and written responses from the current Trump Administration do not support claims that
she was put on Quiet Skies because she criticized Kamala Harris in a Fox News interview on July
22,2024, In fact, a written response provided to the Committee, excerpted below, clarifies that she
first triggered a Silent Partner/Quiet Skies rule on July 20, 2024, prior to that interview.*

9. The date on which former U.S. Representative Gabbard was placed on the Silent Partner List.

Former U %, Represeniative Cabbard was fisst matched by the svstem and added w the Silent Pariner List

on July 20, 2024,
10. The date on which former U.S. Representative Gabbard was placed on the Quiet Skies List.

I ommer 118 I\._pruu ative Gabbard was first matched by the svstem and added o the Quiet Skies List on

TSA documents and communications show that Gabbard’s travel matched an automated “affiliate”
rule because her travel reservation contained information linked to a KST on the terrorist watchlist.*
In a June 2025 briefing, TSA officials told Committee staff that the KST had booked Gabbard’s
flight for her and his contact information populated into her reservation.® TSA, under the current
Trump Administration, reiterated that Gabbard’s inclusion on Quiet Skies was automated and not
influenced by any TSA or DHS officials.® The explanation, in a September 12, 2025 written
response to Chairman Paul, is excerpted below.”

' Chairman Rand Paul Flash Report: The Weaponization of Quiet Skies and TSA Wateh Lists (Sept. 2025).
* See Senate Homeland Security and Governmental Affairs Committee, Majority Staff Report, Mislabeled as a
Threat: How the Termrm Watchlist & (:mwmuem \rreemng Pracnces fm_mcr !mer:cm:r(Dcc 2023).

hitps:/fwww

TSA Rcsponscs to May 28, 2025 Ictlcr fmmChamnan Rand Paul {Scpt 12, 2025).

1 See TSA_HSGAC_8-21-24/5-28-25_T2_0001874; Email from Supervisory Air Marshal (Oct. 2, 2024),
TSA_HSGAC_8-21-24_T1_0000257; TSA Responses to May 28, 2025 letter from Chairman Rand Paul (Sept. 12,
2025).

“TSA, Bricfing with HSGAC majority and minority stafl (June 11, 2025),

o TSA Responses to May 28, 2025 letter from Chairman Rand Paul (Sept. 12, 2025).

Td
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Silent Pariner/Quiet Skies executes in automated systems lor matching against airine-provided passenger
reservation data. This is done to prevent any opportunity for human influence on the oueomes of rule
matches. Therefore, there were no TSA officials, DHS officials, or any other individuals involved in the
matching of former LS. Representative Gabbard with any Silent Partner or Quiet Skies rules.

According to TSA documents and written responses, Gabbard was removed from Quiet Skies and
moved to the “cleared list” on August 2, 2024, according to the standard protocol where an
individual who matches the affiliate rule is cleared after 3 encounters or 20 days, whichever occurs
first.®

The Quiet Skies program began in 2012, and initially resulted in travelers receiving enhanced
screening but did not include surveillance by the Federal Air Marshal Service (FAMS),” TSA changed
this practice in March 2018, under the leadership of Trump-appointed TSA Administrator David
Pekoske and DHS Secretary Kristjen Nielsen. The decision to begin assigning Special Mission
Coverage by Air Marshals to Quiets Skies selectees was memorialized in an Information Bulletin
issued by TSA, excerpted below."”

Effective Tuesday, March 13, 2018, OLE/FAMS will initiate Special Mission Coverage (SMC) on flights
carrying Quiet Skies Selectees.

TSA's Quiet Skies Program

The purpose of the Quiet Skies Program is to mitigate the threat to commercial aviation posed by
unknown or partially known terrorists; and to sdc::nfy and proﬁdc enhanced screening to h:g]m risk
travelers before they board aircraft d it 5 el t

associations,

Through the Quiet Skies ngram, TSA’s office of Intelligence and Analysis designates potentially
higher risk travelers for enl ing and security because they engaged in travel fitting
intelligence driven, nsk-based passenger Iarjelmg rules, Quiet Skies rules are nggered when
individuals enter the United States from foreign locations.

«  TSA I&A currently employs Quiet Skies rules to sereen passengers.
®  Quiet Skies rules change based on current intelligence.
*  Quiet Skies rules target specific travel patterns or affiliations, for example:

= Rules may target individuals who have spent a certain amount of time in one or more specific
countries; or

—  Rules may target individuals whose reservation information includes email addresses or phone
numbers associated to watch listed terrorism suspects.

¥ See TSA Responses to May 28, 2025 letter from Chairman Rand Paul (Sept. 12, 2025); TSA Systems
Documentation, TSA_HSGAC S—2I -24_T1_0000237.

9 See TSA Me | of an Intellig Driven, Risk-Based Domestic Aviation Security
Screening Program (Quiet Skles)(Apr 11, 2012), TSA_HSGAC 8-21-24/5-28-25 T2 0001882-1897.

1 “Information Bulletin — Quiet Skies Sel il | ion Security Administration Office of Law
Enforcement/Federal Air Marshal Service Law Enforcement Infon'nanon Coordination Section (March 15, 2018).
TSA_HSGAC_8-21-24_T1_0000040.
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Silent Partner matches to Republican Members of Congress and candidates occurred durin

the first Trump Administration, and data is incomplete.

The Chairman’s report cites four examples of Republican Members of Congress, or candidates for
Congress, being added to Quiet Skies and Silent Partner. Two of those four examples shown below
happened in 2018 and 2019, during the first Trump Administration and under the leadership of TSA
Administrator Pekoske and DHS Secretary Nielsen." The redacted “TSA Comment” column
describes the automated Silent Partner rule that matched to each traveler.'

! SENSITIVE SECURITY INFORMATION
Afiiation o
Appoistment st LIST DIPARTURE AMCRAFT  DIPARTURE

GIVENMAME SURNAME  DOB TVRE Time of Travel CREATED |WULEID |DATE OPERATOR  ARPORTIO |PSG TYPE [TSA Commant

|
I woc  |a [l Mewne wnan ssman %

Additionally, it is not clear whether other Members of Congress of any party matched rules in the
past. In written responses to Senator Paul’s inquiry, TSA explains that it did not have a
comprehensive list of Members of Congress who matched to Quiet Skies or Silent Partner Rules
and conducted a “manual review against open source” information and “the results may not be
wholly conclusive.”!?

'"'TSA Responses to May 28, 2025 letter from Chairman Rand Paul (Sept. 12, 2025), Enclosure 15: TSA
Categories of Individuals Matched to Silent Partner and Quiet Skies, TSA_HSGAC 8-21-24/5-28-25 T4 0002603,

2 Jd,
13 TSA Responses to May 28, 2025 letter from Chairman Rand Paul (Sept. 12, 2025).

3
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L EXECUTIVE SUMMARY

After the September 11, 2001 attacks, Congress swittly took action to better protect the
nation against the threat of terrorist attacks. The federal government subsequently established
one comprehensive “terrorist watchlist,” which federal agencies continue to use to identify
known and suspected terrorists. In addition to the terrorist watchlist, Congress and the executive
branch expanded traveler screening at airports and other ports of entry to combat threats of
terrorism and other security risks. A portion of the screening is driven by the terrorist watchlist,
but the Transportation Security Administration (TSA) and Customs and Border Protection (CBP)
screen travelers for other reasons as well. Today, U.S. travelers may be screened for at least 22
different reasons. While redundancy is a valuable security tool, given the similarity between
some of these reasons, there is a likelihood of unnecessary duplication, and repeated and
unwarranted screening can have profound impacts on Americans. It can also spread limited
national security resources out broadly rather than effectively target changing threats.

For years, individuals and community groups have expressed concern with the reach of
the federal government’s terrorist watchlist and frustration with repeated screenings at airports
they believed were driven by individuals’ inclusion on the terrorist watchlist. While protecting
Americans from the threat of terrorist attacks is paramount, potential abuse and/or lack of
meaningful redress for wrongful screening by our government risks eroding Americans’ civil
rights and civil liberties. To date, absent a few limited court rulings following lawsuits
challenging the constitutionality of government screening practices and several privacy impact
assessments, the executive branch has revealed hardly any information about what watchlists it
maintains, who is included, and why or how those lists are used. In addition, the executive
branch has not revealed what agencies and private sector entities have access to this data and
how that information is used. Many Americans are left in the dark as they continue to be
repeatedly pulled aside to be interviewed and searched during travel, and in some cases,
prevented from flying, resulting in harms ranging from embarrassment, to loss of employment
opportunities, or even wrongful arrest.

At the direction of U.S. Senator Gary Peters, Chairman of the Senate Homeland Security
and Governmental Affairs Committee, majority committee staff’ examined existing authorities
and current uses for the terrorist watchlist and other reasons individuals may receive additional
screening (sometimes referred to as secondary inspection or enhanced screening) while traveling,
The report finds that, in some cases, intentionally redundant layers of screenings associated with
the terrorist watchlist and other government screening practices may be subjecting U.S. citizens
to avoidable and unnecessary harm. Additionally, the report finds that the federal government
lacks safeguards necessary to prevent potential discrimination and the redress process established
to resolve travelers’ concerns about screening problems and other travel issues does not provide
actionable information or assistance. As a result, Americans misidentified or subjected to
discrimination do not have meaningful options to resolve concerns.

In a necessary attempt to protect our country from terrorist threats, the federal
government has created a system so opaque and complicated it is difficult for U.S. citizens to
understand. Certain communities—Muslim, Arab, and South Asian Americans in particular—
claim they have been unfairly targeted. Keeping our country safe and our screening systems
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targeted and effective, while simultaneously giving innocent people a path out of never-ending
screenings requires a clear understanding and holistic review of government screening systems to
ensure specific individuals and communities are not unfairly and unnecessarily targeted and a
substantive redress process exists. More information about the executive branch’s watchlisting
and redress processes needs to be shared with the public. And the federal government must
create a more effective redress system to sufficiently protect Americans’ civil rights and liberties.
This will ensure that the government’s limited counterterrorism resources are best spent on
protecting Americans.

A watchlist that is not properly maintained, coupled with unnecessarily duplicative
screening practices that are not frequently assessed for their effectiveness is a risk to our national
security. It may not reflect the latest threats, it could overextend limited security resources that
should be focused on the best ways to protect Americans, and it breaks the trust with innocent
Americans who get caught up in this net with no way out. The goals of this report and its
recommended reforms are to strengthen our national security and ensure our screening systems
are effectively addressing the serious terror threats we face.

Congress and the executive branch must work together to ensure that processes to protect
the United States from future terrorist attacks and other security threats more effectively meet
their intended goals without inflicting an undue burden on the traveling public. Federal agencies
that use or oversee watchlist data need to improve transparency with the public and Congress.
Finally, Congress should ensure sufficient constitutional protections and oversight mechanisms
are in place to guide executive branch actions. These steps will strengthen our national security
by instilling confidence that government practices that protect Americans eliminate unnecessary
redundancies and effectively use limited resources while also balancing Americans’ civil
liberties.
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FINDINGS OF FACT AND RECOMMENDATIONS

FINDINGS OF FACT

1.

e

There are at least 22 different mechanisms that might lead Americans to receive
additional screening at airports and other ports of entry or be denied the ability to
travel. Some of these reasons may be derived from the terrorist watchlist, but they may

also be related to agencies’ other security measures, including their agriculture,
immigration, health, and law enforcement missions, as well as at the discretion of a
primary screening officer. In fact, as of 2019, U.S. citizens and lawful permanent
residents make up less than 0.5% of the terrorist watchlist, and therefore screening is
more likely to be for reasons other than inclusion in the terrorist watchlist. When it
comes to TSA, for example, the vast majority of pre-determined screenings are the result
of random selection.

The size of the terrorist watchlist has increased dramatically. As of November 2022,
there are approximately 1.8 million records in the terrorist watchlist, up from 150,000 in
2004,

The executive branch watchlists more than just terrorists. The Terrorist Screening
Center (TSC) manages the Threat Screening System (TSS) which maintains records in
multiple datasets including terrorist screening, military detainee, transnational-organized
crime, and additional datasets. Additionally, the terrorist watchlist includes individuals
who are relatives or associates of known or suspected terrorists, and individuals it
suspects of being terrorists but does not have enough supporting evidence to list as
terrorists.

Non-governmental entities have access to terrorist watchlist data. Executive branch
agencies share terrorist watchlist information with state, local, Tribal, and foreign

partners. Additionally, federal agencies have given over 500 entities in the private sector,
such as police and security forces of colleges, hospitals, and prisons, access to a subset of
the terrorist watchlist for law enforcement purposes.

The executive branch is not holistically assessing whether discrimination is
occurring across the full screening enterprise. TSA and CBP screen travelers under
different authorities and for different reasons, yet individuals experience their travel
process as a whole. Although each component assesses the privacy and civil liberties
impacts of different aspects of their screening systems, neither TSA nor CBP collect data
to assess whether there are individuals and groups that face repeated screening because of
the agencies’ layered approach.

The redress process is not transparent. The Department of Homeland Security
Traveler Redress Inquiry Program (DHS TRIP) does not provide individuals with
information about why they are experiencing additional screening or if their application
for redress will affect their status on the terrorist watchlist, nor does it provide Congress
with information on how many errors, corrections, or revisions are made as a result of
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redress efforts. Combined with the multiple reasons people might receive additional
screening, travelers who apply for redress are left with little understanding of what they
will experience the next time they travel or whether redress worked.

RECOMMENDATIONS

1. Ensure Full Accountability of the Watchlist Enterprise: Due to the scope of the
terrorist watchlist, its opacity, the lack of oversight, and its impact on the lives of
Americans and lawful permanent residents included on the list, Congress should request
the relevant Inspectors General conduct a coordinated, full-scope review of the watchlist
enterprise, including a quality assurance review of nominations and examination of
information sharing practices.

2. Reform the Redress Process: Congress should require the Secretary of the Department
of Homeland Security (DHS) to provide Congress with a plan to meaningfully reform the
redress process. This plan should ensure there is a real path for U.S. citizens and lawful
permanent residents to seek redress from the watchlist and other screening processes,
improve transparency, and build confidence in the screening and redress processes.
Further, to make sure this plan balances national security with civil liberties as well as
integrates feedback from the public, the Secretary should develop the new redress process
in coordination with representatives of impacted communities.

3. Establish a Screening and Watchlisting Council: Congress should create a Screening
and Watchlisting Advisory Council at DHS composed of government and non-

governmental representatives to advise the Secretary on the development,
implementation, modification, and oversight of screening, watchlisting, and redress
policies and processes at DHS. This council would create a venue for ongoing dialogue
between relevant government representatives and members of communities impacted by
DHS policies as well as outside experts.

4. Holistically Track Screening Activities: Congress should direct DHS to begin tracking
all additional screenings by both TSA and CBP in a systematic manner across the
screening enterprise, including the reasons for screenings, and whether they impact
specific individuals and communities. DHS should provide annual reports to Congress
outlining the full number of screenings each year, broken down by reasons for screening,
individuals screened, and whether, in tracking this data, DHS uncovers discrimination or
disproportionate impacts on specific individuals or communities. This would allow both
DHS and Congress to assess the impact screenings across the enterprise have on groups
and individuals and whether the redundancy DHS has built into the system also leads to
discrimination.

5. Terrorist Screening Center Should Annually Report to Congress: The Terrorist
Screening Center (TSC) should provide to all relevant congressional committees the 2023

Watchlisting Guidance and any new version each time it is updated as well as annually
report the types of records contained within the Threat Screening System (TSS) and the
entities that use information contained therein (e.g. list of executive branch departments
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and agencies, law enforcement entities, and private sector entities). Furthermore,
Congress should direct the TSC to analyze records in the TSS against the new
Watchlisting Guidance and provide an annual report with the number of records added,
edited, and removed to all relevant congressional committees.

Evaluate Constitutional Protections: Congress should consider whether existing
watchlist and screening activities have sufficient constitutional protections for individuals
who are subjected to them by conducting oversight and exploring legislation. Congress
should also authorize the DHS Office for Civil Rights and Civil Liberties and direct it to
review all relevant TSA and CBP policies to determine whether sufficient safeguards are
in place. Additionally, Congress should direct the Government Accountability Office to
evaluate the effectiveness and potential bias in CBP’s Tactical Terrorism Response
Teams, which is one screening mechanism at airports and other ports of entry.
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L.  INTRODUCTION

After the September 11, 2001 attacks, the federal government expanded screening at
airports and other ports of entry to prevent and respond to threats of terrorism and other security
risks, and consolidated and expanded the terrorist watchlist to list and identify known or
suspected terrorists. Various agencies are responsible for populating, vetting, and reviewing
proposals for nominating, or adding, individuals to this list. Since this expansion, which was put
in place over the last two decades, no terrorists have succeeded in bringing down a U.S. aircraft,
although there have been continuing successful and unsuccessful plots abroad. But government
screening and the terrorist watchlist also affect individuals, sometimes with profound personal,
professional, and constitutional concerns.

While each mechanism is intended to keep the country safe, certain communities, such as
Muslim, Arab and South Asian Americans, report they continue to be subject to disparate
screening during travel. It has become a multi-generational issue with children now experiencing
the same delays at airports and other egregious experiences, such as separation from family
members and loss of employment opportunities, as their parents. Moreover, the American people
have a general lack of understanding of the terrorist watchlist and screening activities, making
both the experience of screening and the process of seeking remedy, also known as redress,
much more challenging,

For these reasons, Senator Peters directed majority committee staff to examine how the
terrorist watchlist functions, how it may impact individuals, and what, if anything, should be
done to address undue burdens while maintaining the safety and security of the traveling public.
There are multiple, and sometimes unrelated, reasons why individuals may be subject to
additional screening at ports of entry, particularly airports. As such, the report also discusses
other government watchlists as well as a more expansive set of Transportation Security
Administration (TSA) and U.S. Customs and Border Protection (CBP) activities at airports and
other ports of entry that may result in additional screening.'

Much of the information contained in this report is publicly available but remains
difficult to connect and understand. Majority committee staff spoke to relevant executive branch
agencies to learn more about their watchlist and screening processes and incorporated
information from those interviews. Some of this information has previously been restricted from
release to the public and some agencies have failed to be fully responsive to requests for
additional information. Specifically, both the Federal Bureau of Investigation (FBI) and the
Department of Homeland Security (DHS) failed to fully provide responsive documents and
information that the committee requested. The committee intends to ensure that agencies are
accountable to these requests and will continue to follow-up.

IV.  GOVERNMENT SCREENING ACTIVITIES HAVE EXPANDED
SIGNIFICANTLY OVER THE PAST 20 YEARS

1.8, Customs and Border Protection most often refers to this as secondary inspection, whereas the Transportation
and Security Administration refers to this as enhanced screening, For simplicity in this report, all forms of this
screening will be referred to as “additional screening.”
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A. Today’s Terrorist Watchlist was Established in the Aftermath of 9/11

To protect the United States, Congress has instructed federal agencies to assess potential
threats to domestic air transportation as well as implement methods to identify individuals
known to pose a terrorism threat, continuously monitor threats, share information about such
threats, and prevent the entry of terrorists into the United States.? In response to the failure to
share information between agencies that may have helped stop the 9/11 terrorists from entering
the United States or boarding airplanes on that day, the executive branch took steps to
consolidate its approach to terrorist watchlisting and use of terrorist and suspected terrorist
information in screening processes.’

The terrorist watchlist, as it is commonly referred to and as it will be referred to in this
report, is actually called the Terrorist Screening Dataset, which is managed by the Terrorist
Screening Center (TSC).* The TSC, a multi-agency body administered by the FBI, manages the
terrorist watchlist and the broader system in which it is housed, the Threat Screening System.*
This watchlist, and the entity that administers it, are a consolidation of numerous watchlists and
structures that pre-date 9/11 and were revised and reformed in the two decades that followed.

Two months following the 9/11 attacks, Congress established the Transportation Security
Administration (TSA) to be responsible for the security of all modes of transportation, including
airline travel and transferred screening responsibilities from the Federal Aviation Administration
(FAA) to TSA.® Congress also made TSA responsible for establishing procedures for air carriers
to identify travelers who may pose a threat, deny boarding, and notify law enforcement, where
necessary.” The following year, Congress created DHS, and in 2003, President Bush issued a
Presidential Directive instructing the Attorney General to establish an organization to consolidate
the government's approach to terrorism screening and to provide for the appropriate and lawful
use of suspected terrorist information in screening processes.®

The National Commission on Terrorist Attacks Upon the United States (also known as
the 9/11 Commission) found that at the time of 9/11 attacks, the FAA only had 12 people on its

2 E.g., Aviation Security Improvement Act of 1990, Pub. L. No. 101-604; Aviation and Transportation Security Act,
Pub. L. No. 107-71: Homeland Security Act of 2002, Pub. L. No. 107-296.

* E.g., Homeland Security Presidential Directive-6: Directive on Integration and Use of Screening Information to
Protect Against Terrorism (Sep. 16, 2003); Homeland Security Presidential Directive-11: Comprehensive Terrorisi-
Related Sereening Procedures (Aug. 27, 2004),

* The Terrorist Screening Dataset (TSDS) was previously called the Terrorist Screening Database (TSDB). The
TSDS is the U.S. government’s consolidated database comprised of identity records of those known to be or are
reasonably suspected of being involved in terrorist activities, commonly referred to as the terrorist watchlist.
Congressional Research Service, The Terrorist Screening Database and Preventing Terrorist Travel (R44678)
(Nov. 7. 2016); Terrorist Screening Center response to the Senate Homeland Security and Governmental Affairs
Committee staff (Nov. 7, 2022), on file with Ci ittee: Terrorist Sq ing Center. Briefing with Senate Homeland
Security and Gover 1 Affairs Ce ittee staff (June 26, 2023),

* See Congressional Research Service, The Terrorist Screening Database and Preventing Terrorist Travel (R44678)
(Nov. 7, 2016).

549 1U.5.C. § 114(d); Aviation and Transportation Security Act of 2001, Pub. L. No. 107-71.

T49US.C. § 114(h)(3).

* Homeland Security Act of 2002, Pub. L. No. 107-296; Homeland Security Presidential Directive 6: Directive on
Integration and Use of Screening Information to Protect against Terrorism (Sep. 16, 2003).

10
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No Fly List despite calls on the Central Intelligence Agency and FBI to provide terrorist
watchlist information four years earlier and was unaware of the State Department’s list of known
or suspected terrorists.” While some of the 9/11 terrorists were selected for additional screening,
at the time, the only required additional screening was of their checked bags.'” To remedy these
shortcomings, and to carry out the President’s directive, in 2003, the Attorney General—acting
through the Director of the FBI, and in coordination with the Secretary of State, the newly
created position of Secretary of Homeland Security, and the Director of Central Intelligence—
created the TSC.!"' The TSC was tasked with maintaining a consolidated terrorist watchlist — then
known as the Terrorist Screening Database.'? Moreover, the Intelligence Reform and Terrorism
Prevention Act of 2004, as amended, directed TSA to develop an advanced passenger
prescreening system and assume from aircraft operators the responsibility of matching passenger
information to the No Fly and Selectee Lists. "

B. How the Terrorist Watchlist Works

Terrorist Watchlist Process Flow

1: NOMINATE 2: VERIFY

3: EXPORT

4: SCREEN

7 National Commission on Terrorist Attacks Upon the United States, The 911 Commission Report: Final Report of
the National Commission on Terrovist Attacks Upon the United States, pg. 83 (July 22, 2004).

10 See Id. at pg. 1-4.

' Terrorist Screening Center, Memorandum of Understanding on the Integration and Use of Screening Information
to Protect Against Terrorism (Sep. 16, 2003),

12 Department of Justice, Office of Inspector General, Audit of the Federal Bureau of Investigation 's Management of
Terrorist Watchlist Nominations (Audit Report 14-16) (Mar. 2014).

13 Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-548.
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For someone to be placed on this watchlist, the government must nominate that
individual to be included. The U.S. embassies, consulates, and intelligence and law enforcement
agencies responsible for making these nominations do so by proposing individuals known or
reasonably suspected to be terrorists, as well as others, to the terrorist watchlist'* According to
the FBI,

A known terrorist is:

an individual whom the U.S. government knows is engaged, has been engaged, or
who intends to engage in terrorism and/or terrorist activity, including an
individual (a) who has been charged, arrested, indicted, or convicted for a crime
related to terrorism by U.S. government or foreign government authorities; or (b)
identified as a terrorist or member of a designated foreign terrorist organization
pursuant to statute, Executive Order, or international legal obligation pursuant to a
United Nations Security Council Resolution. '

A suspected terrorist is:

an individual who is reasonably suspected to be, or has been, engaged in conduct
constituting, in preparation for, in aid of terrorism and/or terrorist activities based
on an articulable and reasonable suspicion. '

In testimony before Congress, in 2014, former TSC Director Christopher Piehota stated
that an individual’s inclusion in the terrorist watchlist must not be based solely on hunches,
guesses, First Amendment protected activity, or identifying factors such as race, ethnicity,
national origin, or religious affiliation.'” According to the Government Accountability Office
(GAQ), if an agency determines a nexus to terrorism no longer exists, it must provide
information to remove the individual from the terrorist watchlist, consistent with Homeland
Security Presidential Directive-6 (HSPD-6)-Directive on Integration and Use of Screening

1 Individuals are included in the terrorist watchlist when there is a reasonable suspicion the individual is known or
suspected to have engaged in terrorist activities. To meet this “reasonable suspicion standard,” nominating agencics
must rely on articulable intelligence and rational inferences to provide an objective factual basis 1o believe an
individual is a known or suspected terrorist. Congressional Research Service, The Terrorist Screening Database and
Prevent Terrorist Travel (R44678) (Nov. 7, 2016); Terrorist Screening Center, Frequently Asked Ouestions (Apr.
11, 2016).

1% Terrorist Screening Center, Frequently Asked Ouestions (Apr. 11, 2016).

1% Congressional Research Service, Terrorist Databases and the No-Fly List: Procedural Due Process and Other
Legal Issues (R43730) (July 27, 2016); Terorist Screening Center, Frequently Asked Ouestions (Apr. 11, 2016);
Federal Bureau of Investigation response to the Senate Homeland and Governmental Affairs Committee staff (Oct.
13, 2023), on file with Committee.

1" House Committee on Homeland Security, Subcommittee on Transportation Security, Testimony Submitted for the
Record of Director Christopher Pichota. Terrorist Screening Center, Hearing on Safegnarding Privacy and Civil
Liberties While Keeping our Skies Safe, 113th Cong, (Sep. 18, 2014) (H. Hrg. 113-86),

12
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Information to Protect Against Terrorism.'* However, the FBI told the majority committee staff
this requirement does not appear in HSPD-6."

The information contained in the terrorist watchlist includes identifying information that
helps the government conduct screening activities such as background checks, passport reviews,
and visa applications.?” In accordance with underlying policies and authorities, the primary U.S.
government agencies that use a subset of the terrorist watchlist and broader Threat Screening
System are:

¢ Department of Homeland Security (DHS), including;
o TSA for transportation security;
o CBP for screening travelers at ports of entry and individuals encountered
between ports of entry;
o the FBI for restricted dissemination in the National Crime Information Center for
domestic law enforcement screening;
the Department of State for passport and visa screening; and
the Department of Defense for base access screening.?!

The TSC regularly reviews and audits the terrorist watchlist to ensure it contains accurate
and timely information.?? The process to remove terrorist watchlist records is similar to the
nomination process in that removal forms are submitted and reviewed prior to import into the
terrorist watchlist, thereby removing the record. >

¥ Government Accountability Office. Terrorist Watchlist: Routinely Assessing Impacts of Agency Actions since the
December 25, 2009, Attempted Attack Could Help Inform Future Efforts (GAO-12-476) (May 2012). Homeland
Security Presidential Directive-6: Directive on Integration and Use of Screening Information to Protect against
Terrorism (Sep. 16, 2003).

1% Federal Bureau of Investigation response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Oct. 13, 2023), on file with Committee.

20 Congressional Research Service, The Terrorist Screening Database and Preventing Terrorist Travel (R44678)
(Nov. 7, 2016).

2! Some federal and local agencies can see the known or suspected terrorist record in the National Crime Information
Center when screening job applicants. Federal Bureau of Investigation response to the Senate Homeland Security
and Governmental AfTairs Committee staff (Oct. 13, 2023), on file with Committee, Terrorist Screening Center,
Freguently Asked Questions (Apr. 11, 2016); Congressional Research Service, The Terrorist Screening Database
and Prevent Terrorist Travel (R44678) (Nov. 7, 2016); Department of Homeland Security response to Senate
Homeland Security and Governmental Affairs Committee majority staff (Dec. 14, 2023), on file with Committee.

2 Terrorist Screening Center, Frequently Asked Questions (Apr. 11, 2016).

= Department of Justice, Office of Inspector General, Audit of the Federal Bureau of Investigation s Management of
Terrorvist Watchlist Nominations (Audit Report 14-16) (Mar. 2014),

13
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C. Government Watchlisting and Screening Activities Have Expanded Significantly

1. Expansion of the Government Watchlisting

Growth in Size

Since the consolidation of the government’s approach to terrorism screening after the
9/11 attacks, the number of records added to the terrorist watchlist has grown significantly. The
Department of Justice (DOJ) Inspector General testified before Congress that in April 2004,
shortly after the TSC was established, the database included approximately 150,000 records.?*
As of November 2022, there are approximately 1.8 million records; U.S. citizens and lawful
permanent residents made up less than 7,000 of those records (less than half a percent of the total
records in the terrorist watchlist).?> Because multiple records may relate to one individual, the
actual number of individuals in the terrorist watchlist is fewer than the number of records.
Regardless, this growth reflects a significant change.

Growth in Categories

Additionally, over the course of its existence, the terrorist watchlist has further expanded
into categories beyond known and suspected terrorists. These categories include “exception
records” which may include information about relatives, associates, or others closely connected
with known or suspected terrorists, as well as endorsers and inciters of terrorism, whose precise
terrorist support activity is unknown.?® Exception records do not meet the same minimum
standard for inclusion required for other records in the terrorist watchlist and are used primarily
to determine the admissibility of individuals trying to enter the United States.?” The exceptions
records might also be used for other reasons too, such as background screenings for TSA
credentials like Transportation Worker Identification Credential (TWIC), which is for workers
who need access to certain maritime facilities and vessels.?®

2 Terrorist watchlist records only include “terrorist identifiers™ such as name and date of birth. Until the government
can confirm those identifiers are connected to one individual, they remain separate records in the terrorist watchlist.
Senate Committee on Homeland Security and Governmental Affairs, Testimony Submitted for the Record of
Inspector General Glenn A, Fine, Department of Justice, Hearing on Watching the Watch Lists: Building an
Effective Terrorist Screening System, 110® Cong. (Oct. 24, 2007) (S. Hrg. 110-621); House Homeland Security
Committee, Subcommittee on Transportation Security, Testimony Submitted for the Record of Director Christopher
M. Piehota, Terrorist Screening Center, Hearing on Safeguarding Privacy and Civil Liberties While Keeping Our
Skies Safe, 113" Cong. (Sep. 18, 2014) (HL. Hrg. 113-86).

5 Terrorist Screening Center, Briefing with Senate Homeland Security and Governmental Affairs Committee staff
(June 26, 2023); Terrorist Screening Center response to the Senate Homeland Security and Governmental Affairs
Majority Committee staff (Nov. 7, 2022), on file with Committee.

* National Counterterrorism Center, Briefing with Senate Homeland Security and Governmental Affairs Committee
staff (May 23, 2023); Terrorist Screening Center, Briefing with Senate Homeland Security and Governmental
Affairs Committee majority staff (Sept. 22, 2022); See also, Salloum v. Kable, Declaration of Jason V. Herring,
(Fune 21, 2021), ECF 37-1.

¥ Terrorist Screening Center, Briefing with Senate Homeland Security and Governmental Affairs Committee staff
(June 26, 2023).

28 Jd.; Transportation Security Administration, THIC (https://www tsa.gov/for-industry/twic) (accessed July 27,
2023).
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After the failed terrorist attack in 2009 by Umar Farouk Abdulmutallab, also known as
the “Underwear Bomber,” who attempted to detonate two high explosives and a syringe
containing other chemicals on Northwest Airlines Flight 253, the watchlisting community
reexamined its terrorist watchlisting procedures.?” The government had failed to include
Abdulmutallab on the terrorist watchlist and prevent him from boarding an airplane destined for
Detroit, Michigan, despite having sufficient information to do so. Following the incident, the
TSC updated its procedures to address gaps in information sharing and weaknesses in the
nominations process. The updated guidance increased the number of nominations received,
subsequently resulting in an increase in the number of records within the terrorist watchlist after
2010.%

In 2015, because of threats posed by transnational organized crime (TOC) and following
President Obama’s issuance of the “Strategy to Combat Transnational Organized Crime,” the
U.S. Attorney General broadened the TSC authority to extend watchlisting to include TOC
actors, thereby further expanding government watchlisting.*' CBP uses the TOC list for
screening, and while TSA does not use it for airport screening, TSA does use the TOC list for
credential vetting purposes.*? Moreover, in 2018, the Attorney General also granted the TSC
authority to maintain additional datasets.**

¥ Federal Burcau of Investigation, “Underwear Bomber ™ Umar Farouk Abdulmutallab Pleads Guilty (Oct. 12,
2011) (hutps://archives.fbi.gov/archives/detroit/press-releases/20 1 L/underwear-bomber-umar-farouk-abdulmutallab-
pleads-guilty); Govemment Accountability Office, Terrorist Watchlist: Routinelv Assessing Impacts of Agency
Actions since the December 25, 2009, Attempted Attack Could Help Inform Future Efforts (GAO-12-476) (May
2012).

% Jd. Federal Burcau of Investigation, “Underwear Bomber™ Umar Farouk Abdulmutallab Pleads Guilty (Oct. 12,
2011} (https:/archives.fbi. gov/archives/detroit/press-releases/20 1 /underwear-bomber-umar-farouk-abdulmutallab-
pleads-guilty); Govemment Accountability Office, Terrorist Watchlist: Routinely Assessing Impacts of Agency
Actions since the December 23, 2009, Attempted Attack Could Help Inform Future Ffforts (GAQ-12-476) (May
2012).

*! Department of Justice, Attomney General Order No. 3548-2015 (Aug. 2015).

* Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Dec. 7, 2023), on file with Conmmitiee.

* Federal Bureau of Investigation briefing and response to Senate Homeland Security and Governmental Affairs
Committee majority staff (Dec. 14, 2023).
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Threat Screening System Datasets

Known or Suspected Terrorists (KSTs):

Individuals who are prohibited from boarding
commercial aircraft in the United States.

Individuals who may pose a threat and who require
additional screening.

Other individuals who may require additional
screening.

Individuals with K5Ts, such as relatives;
and endor: citers of terrorism.

£
]
=
/L]
-
]
o0
=
e
Q
(1]
=)
Q
/]
-
(1]
o
1)
£
=

2. Expansion of TSA and CBP Screening at Airports and Ports of Entry

Like the government’s terrorist watchlist activities, other screening activities at airports
and other ports of entry have also expanded in the last twenty years.** Over time, TSA and CBP
have come to rely on a growing number of lists and screening activities to accomplish their
missions in securing the nation’s aviation system and borders as well as CBP’s other missions,
including but not limited to those related to the terrorist watchlist.*® Their multi-layered
approaches include prescreening passengers prior to arrival at the airport against law
enforcement and national security databases, including terrorist watchlist information, as well as
screening at security checkpoints

For example, beginning in December 2002, TSA deployed explosive detection systems
across the country.’” Then, following a plot to detonate liquid explosives onboard multiple
aircraft in 2006, TSA banned liquids, aerosols, and gels over 3.4 ounces from carry-on

3 U.S. Customs and Border Protection most often uses the terms exams or inspections, However, for consistency,
this report uses the term screening.

3 [£.g. Aviation and Transportation Security Act of 2001, Pub. L. No.107-71 established the Transportation Security
Agency (TSA) and transferred screening responsibilities from Federal Aviation Administration to TSA; Homeland
Security Act of 2002, Pub, L. No. 107-296 authorized the Department of Homeland Security; 49 US.C. §
114{h)(3)(A) gave TSA the responsibility to establish procedures for air carriers 1o identify travelers who may pose
a threat and if such an individual is identified. deny boarding and notify law enforcement.

3 The Department of Homeland Security has also developed Trusted Traveler Programs, including Global Entry,
NEXUS, SENTRI, and FAST, and TSA PreCheck®, which provide modified screening for preapproved members.
Department of Homeland Security, Trusted Traveler Programs (Dec, 1, 2023) (https://www cbp.gov/traveltrusted-
traveler-programs ).

7 Transportation Security Administration, Transportation Security Timeline (Mtps://www.1sa.gov/timeline)
(accessed Mar. 7. 2023).
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baggage.*® Around the same time, TSA implemented more stringent identity verification
practices at screening checkpoints and began requiring travelers to remove their shoes as part of
screening based on a continuing threat.*

In 2009, after the failure of the “Underwear Bomber,” CBP implemented a pre-departure
system to push the borders out to the first point of foreign departure.** By 2012, TSA fully
implemented Secure Flight, a passenger pre-screening program, which compares passenger
manifests to the No Fly, Selectee, and Expanded Selectee Lists.*' Secure Flight replaced an FAA
system and TSA security directives that required airlines to conduct passenger watchlist
matching using lists provided by the federal government.*?

Following the publication of instructions to build a non-metallic bomb by Al Qaeda in the
Arabian Peninsula in December 2014, TSA applied improvements to its deployment of
Advanced Imaging Technology (AIT), explosive detection systems, and pat-down procedures to
enhance officer’s ability to detect concealed items.* Then, in 2015, CBP began deploying
Tactical Terrorism Response Teams (TTRTs) as an immediate counterterrorism response
capability at some ports of entry.* In 2017, in response to information about overseas threats,
TSA strengthened screening procedures requiring a passenger to remove personal electronic
devices from their carry-on luggage.*

Since then, TSA has begun testing advanced technology such as facial recognition,
enhanced advanced imaging technology, and computed tomography (CT) to automate
identification processes and improve detection capabilities.*® Similarly, CBP has implemented
biometric facial comparison into entry processes and currently uses such technology at all U.S.
international airports.*’

Now, upon arrival at a TSA checkpoint, typical standard screening may include a review
of identification and travel information, x-ray or CT screening of accessible property (e.g., carry-

* Transportation Security Administration, Transportation Security Timeline (hitps:/f'www 1sa.govitimeling)
(accessed Mar. 7, 2023),

¥ 1d.

4 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

A Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458.

2 See Department of Homeland Security, Privacy Impact Assessment for the Secure Flight Program (Aug. 9, 2007),
4 See Transportation Security Administration. Mission fall Exhibit: Remembering the Past, Informing the Future
(https://www.tsa.gov/sites/default/files/9003_layout_mission_hall_exhibit_the_evolution.pdf) (accessed May 4,
2023); Department of Homeland Security response to Senate Homeland Security and Governmental Affairs
Committee majority staff (Nov. 17, 2023), on file with Commiftee.

* Clear v. CBP. Howard Decl., Exhibit F, Exhibit H (Feb. 21, 2021).

5 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

6 Transportation Security Administration, Transportation Security Timeline (https://www isa.gov/timeline)
(accessed Mar. 7, 2023).

7 U.8. Customs and Border Protection, Sav hello to the new face of efficacy, security and safetv (Dec. 5, 2023)
(https://www.cbp.gov/travel/biometrics).
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on luggage), and traveler screening via metal detector or AIT.** DHS told the majority
committee staff, these processes may generate alarms (i.e. a concern about the authenticity of
identification documents provided, a potential prohibited item discovered in a bag, or an
anomaly detected during AIT screening) that prompt additional screening.*” According to DHS,
alarms may also be generated randomly as part of unpredictable screening procedures. CBP
screening at a port of entry also includes a review of identification and travel information and
may include additional questioning "

Separately from these processes, use of law enforcement or security information
including the terrorist watchlist may prompt additional screening of travelers or their
belongings.”' Additional screening by TSA may include a pat-down, explosive trace detection
screening, and a more in-depth search of luggage.*? Additional screening by CBP may include
similar processes to TSA as well as a more extensive interview and further vetting against
intelligence, law enforcement, and biometric databases. ™

With all of the additional screenings used by TSA and CBP, individuals can be screened
multiple times during a single trip or subjected to additional screenings for a combination of
several reasons. Even if one reason is addressed, individuals may continue to be subjected to
additional screening. DHS asserts that because TSA and CBP have unique missions and
authorities, TSA checkpoints and CBP inspection stations remain distinct from each other in the
airport.>* A passenger who travels domestically will be screened by TSA but will not be screened
by CBP, and an international passenger arriving from abroad at their final destination will be
screened by CBP but will not be screened by TSA.> However, international passengers arriving
from most international locations and continuing their travel by air upon their arrival in the
United States will be inspected by CBP to gain admission into the United States and then
screened by TSA prior to continuing their domestic air travel. *® Therefore, it is logical that such a
traveler would experience both CBP and TSA screening and question why they were being
screened multiple times by the U.S. government.

* Government Accountability Office. Aviation Security: TSA Should Assess Potential for Discrimination and Better
Inform P igers of the Compliant Process (GAO-23-105201) (Nov. 7, 2022). Govemment Accountability Office,
Land Ports of Entry: CBP Should Update Policies and Enhance Analysis of Inspections (GAO-19-658) (Aug. 6,
2019).

“ Department of Homeland Security responsc to Senate Homeland Security and Governmental Affairs Commitiee
majority stafl (Nov. 17, 2023). an file with Committee.

Id.

! Department of Homeland Security response to Senate Homeland Security and Govemnmental Affairs Committee
majority staff (Dec. 14, 2023), on file with Commitiee.

2 Government Accountability Office. Aviation Security: TSA Should Assess Potential for Discrimination and Better
Inform P, igers of the Compliant Process (GAQ-23-105201) (Nov. 7, 2022).

# Id; Government Accountability Office, Land Ports of Entry: CBP Should Update Policies and Enhance Analvsis
of Inspections (GAO-19-658) (Aug. 6, 2019).

* Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

S 1d, 49 U.S.C. 44901 (a-b)

3 Id.
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D. In 2023, TSA and CBP Subject U.S. Citizens to Additional Screening for at
Least 22 Different Reasons

22 Screening Mechanisms that Could Impact
Traveler Experience

TSA

BOTH
Officer Discretion Canine Unit Flags
CBP
Terrorist Watchlist* Immigration Inspections

National Security Threat Actors List Customs Inspections.

CBP’s Rules-based Targeting Lists** Law Enforcement Alerts '
Tactical Terrorism Response Team wcmumuomuuﬂ
Interviews**

“These lists are derived exclusively from the terrorist watchlist
**The terrorist watchlist may be one of multiple inputs for these screening activities

1. TSA Conducts Additional Screening Based on at Least 10 Screening Lists and
Processes

TSA screens over 14 million travelers every week.>” All aviation travelers must undergo
security screening prior to entering the secure area of an airport and boarding an aircraft, and any
passenger may be selected for additional screening.*® According to DHS, TSA applies the same
checkpoint screening procedures to all travelers designated for additional screening, regardless of
whether the designation is due to terrorist watchlist status, random selection, or for other reasons,
and boarding passes do not indicate why someone has been selected.” DHS claims that a very
small subset of travelers are designated for additional screening by Secure Flight and will see a
“SSSS” or Secondary Security Screening Selection designation on their boarding pass.*

57 Department of Homeland Security, Preventing Terrorism Results (June 1, 2023)
(https://www.dhs. gov/topic/preventing-terrorism-results).

5 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

*Id.

% Department of Homeland Security response to Senate Homeland Security and Gover 1 Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.
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Generally, neither the Transportation Security Officer nor the passenger knows why the SSSS is
there, though it could be one of the several reasons described below.

According to data provided by TSA, the vast majority of “SSSS” designations in recent
years are due to random selection.®! TSA may also designate travelers for additional screening
based on inclusion on the terrorist watchlist or other prescreening information.®> As part of its
passenger vetting process, TSA uses the Secure Flight Program, a pre-screening program that
compares passenger manifests submitted by an airline to information on the terrorist watchlist, as
well as other lists maintained by TSA.%® TSA does not use non-terrorist related information from
the Threat Screening System for airplane traveler pre-board screening.*

TSA’s Secure Flight program implements three subsets of the terrorist watchlist:

» No-Fly List. TSA uses the No-Fly List, a subset of the larger terrorist watchlist
developed by the TSC for TSA’s screening purposes. Any individual, regardless of
citizenship, may be included on the No Fly List when it is determined that the individual
meets the criteria.®® According to the TSC, the minimum information required to form a
basis for inclusion on the No-Fly List is higher than for inclusion on the terrorist
watchlist.®® Inclusion on the No-Fly List prohibits an individual from receiving a
boarding pass and boarding a commercial aircraft that departs from or arrives in the
United States or traverses U.S. airspace.®’

# Selectee List. TSA also uses the TSC’s Selectee List, another subset of the terrorist
watchlist developed by the TSC.%® The criteria for inclusion on the Selectee List are not
public. The Selectee List is used to perform additional screening on individuals who may
pose a threat. Individuals on the Selectee List are not prevented from boarding an aircraft
but must receive additional screening at the TSA checkpoint.®

» Expanded Selectee List. Additionally, TSA uses the Expanded Selectee List, for which
DHS stated the criteria for inclusion is not public.™ According to a publicly available

5 Department of Homeland Security response to the Senate Homeland Security and Governmental Affairs
Committee stall (Dec. 12, 2023), on file with Committee.

2 Department of Homeland Security. Privacy impact Assessment Update for Secure Flight (DHS/TSA/PIA-018(i))
(Apr. 19, 2019).

5% Secure Flight also identifies individuals on other watchlists maintained by the Federal Government. Depantment
of Homeland Security, Privacy Impact Assessment Update for Secure Flight (DHS/TSA/PIA-018(1)) (Apr. 19,
2019).

% Department of Homeland Security response to the Senate Homeland Security and Governmental Affairs
Committee staff (Dec. 12, 2023), on file with Committee.

5549 CFR. § 1560.105(b)(1).

% Terrorist Screening Center. Briefing with Senate Homeland Security and Governmental Affairs Committee staff
(June 26, 2023).

7 Congressional Research Service, The Terrorist Screening Database and Preventing Tervorist Travel (R44678)
(Nov. 7. 2016).

% Congressional Research Service. The Terrorist Screening Database and Preventing Terrorist Travel (R44678)
(MNov. 7. 2016).

9 Jd.

" Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Commitice
majority staff (Nov. 17, 2023), on file with Committee.
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Congressional Research Service report, however, this list is based on all terrorist
watchlist records not already on the No Fly or Selectee lists that include the first and last
name and date of birth of an individual.” Individuals on the Expanded Selectee List are
subject to additional screening.”

DHS told majority committee staff that TSA also relies on intelligence driven risk-based
rules to increase efficiency and security effectiveness by allowing it to focus less on lower-risk
travelers and more on higher-risk passengers or those about whom it has less information.”™ TSA
formulates rules to address unknown and partially identified threats. For example, travelers may
match a rule based upon travel patterns matching intelligence regarding terrorist travel, upon
submitting traveler information matching the information used by a partially identified terrorist,
or upon submitting traveler information matching the information used by a known or suspected
terrorist. DHS stated these rules are applied to a limited set of travelers who are designated for
additional screening and may result in other operational responses, including deployment of
Federal Air Marshals to cover the flight to ensure security.™

The rules used to create the lists described below are regularly audited by the DHS Office
for Civil Rights and Civil Liberties (DHS CRCL) and DHS’s Offices of Privacy and General
Counsel as well as similar TSA offices.” Individuals matching to these rules are not considered
as known or suspected terrorists and are not nominated to the terrorist watchlist merely for
falling within a security rule but may be nominated if they are involved in a security incident that
supports such a nomination.” While individuals can stop matching a certain pattern or rule after
a period of time, they may still match a separate pattern or rule, and so continue to get additional
screening.

# Silent Partner List. Silent Partner rules apply to international flights that are bound for
the United States.”” TSA uses Silent Partner as an indication that there may be an
elevated risk that merits additional screening. According to TSA, matching to the Silent
Partner list does not mean that the individual has or is suspected of engaging in terrorist

' Congressional Research Service, The Terrorist Screening Database and Preventing Tervorist Travel (R44678)
(Nov. 7, 2016).

2 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority stall (Nov. 17, 2023), on file with Committee.

73 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee; See 49 U.S.C. § 44917(a)(10-11); FAA Reauthorization Act
of 2018, Pub. L. 115-254, Sec. 1949(d)(2018), which calls on TSA to incorporate Silent Partner and Quiet Skies into
the Federal Air Marshal Service’s risk-based scheduling methodology.

" Jd.; Department of Homeland Security response to Senate Homeland Security and Govemmental Affairs
Committee majority staff (Dec, 13, 2023), on file with Committee

7 While statute calls for reviews every 120 days, these offices have reviewed the Transportation Security
Administration's rules programs on a quarterly basis since implementation of the program. FAA Reauthorization Act
of 2018, Pub. L. 115-254, Sec. 1949(c)(2018); Department of Homeland Security response to Senate Homeland
Security and Governmental Affairs Committee majority staff (Nov. 17, 2023), on file with Committee.

76 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee, Department of Homeland Security. Privacy Impact
Assessment Update for Secure Flight (DHS/TSA/PIA-018)(i)) (Apr. 19, 2019).

7" Department of Homeland Security, Privacy Impact Assessment Update for Secure Flight (DHS/TSA/PIA-018)(i))
(Apr. 19, 2019).
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activities.” Inclusion on the Silent Partner List is “based on aggregated travel data,
intelligence, and trend analysis of the intelligence and suspicious activity.”™ A traveler
matching a Silent Partner rule will receive additional screening prior to their international
inbound flight to the United States. Travelers remain on the Silent Partner List for the
period of the international inbound flight.*"

# Quiet Skies List. Quiet Skies rules are a subset of Silent Partner rules linked to aviation
security threats within the United States.®' Travelers who match a Quiet Skies rule
receive additional screening prior to flights within the United States for a period of time
following international travel that matches the corresponding Silent Partner rule.** The
Quiet Skies List continually changes as travelers are added based on matches to a Quiet
Skies rule and automatically removed upon matching the program’s defined removal
thresholds, which are not public.®

In addition, TSA implements three other lists based on its own aviation security
authorities.® These lists include persons who “pose, or are suspected of posing, (1) a threat to
transportation or national security, (2) a threat of air piracy or terrorism, (3) a threat to airline or
passenger safety or (4) a threat to civil aviation security.”®* According to DHS, these lists are
separate from the TSC’s terrorist watchlist and allow TSA to take immediate action to mitigate
threats pending further investigation or TSC watchlisting action and mitigate non-terrorist threats
to transportation or national security posed by individuals not in the terrorist watchlist.*

Two of the lists may affect travel and are discussed below. The third list, the Security
Notification List, includes individuals who may pose a threat to aviation security, but who do not
warrant additional screening.®” These individuals may seek to intentionally evade or defeat
security measures or may attempt to disrupt the safe and effective completion of screening, such

78 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Dec. 14, 2023), on file with Committee.

" Department of Homeland Security, Privacy Impact Assessment Update for Secure Flight (DHS/TSA/PIA-D18)(i))
(Apr. 19, 2019).

# Jd.; Government Accountability Office, Aviation Securitv: TSA Coordinates with Stakeholders on Changes to
Screening Rules but Conld Clarify Its Review Processes and Better Measure Effectiveness (GAQ-20-72) (Nov,
2019); Department of Homeland Security response to Senate Homeland Secunity and Governmental Affairs
Committee majority staff (Nov. 17, 2023), on file with Committee.

# Department of Homeland Security response to Senate Homeland Security and Gover 1 Affairs Ce
majority staff (Nov. 17, 2023), on file with Committee.

#2 Jd.; Department of Homeland Security, Privacy Impact Assessment Update for Secure Flight (DHS/TSA/PIA-
018(i)) (Apr. 19, 2019).

% Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Conumittee.

# Department of Homeland Security, Briefing with Senate Homeland Security and Governmental AfTairs
Committee Majority Staff (July 11, 2022).

¥ 49 U.S.C. § 114(h). Department of Homeland Security, Privacy Impact Assessment Update for Secure Flight
(DHS/TSA/PIA-018(h)) (July 12, 2017).

% Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee; Department of Homeland Security response to Senate
Homeland Security and Governmental Affairs Committee majority staff (Dec. 13, 2023), on file with Committee.
¥ Department of Homeland Security, Briefing with Senate Homeland Security and Governmental Affairs
Committee Majority Staff (July 11, 2022).
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as individuals who assault TSA personnel during the screening process. Individuals on this list
may not be referred for additional screening solely by virtue of their placement on this list, but
TSA personnel may be given forewarning of their travel %

On July 1, 2017, fewer than 20 individuals were included within these lists.*” Although
the number of assaults on TSA and airport/airline personnel have increased, as of October 1,
2023, fewer than 200 individuals were identified on these lists.°

» TSA Deny Boarding List. The Deny Boarding List includes individuals who meet
criteria established by TSA that indicate the individual poses a threat warranting denial of
boarding.”! People on this list will not be permitted to enter the sterile area of an airport
or board aircraft.%?

#» TSA Enhanced Screening List. The Enhanced Screening List includes individuals TSA
believes pose or are suspected of posing a threat warranting additional screening or
deployment of Federal Air Marshals to cover the flight to ensure security.** Individuals
on this list may be violent and subject to additional screening,

TSA also implements other lists and alerts that are not exclusively based on security threats,
which may result in additional screening or denial of boarding.

#» CDC Do Not Board List. TSA implements the Centers for Disease Control and
Prevention (CDC) Do Not Board List.”* CDC maintains the Do Not Board list to prevent
individuals with serious communicable illnesses, such as tuberculosis, from traveling or
being admitted into the United States.” Individuals on the Do Not Board List are

* Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

# Department of Homeland Security, Privacy Impact Assessment Update for Secure Flight (DHS/TSA/PIA-018(h))
(July 12, 2017).

# Department of Homeland Security response to Senate Homeland Security and Govemmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

9 Department of Homeland Security, Briefing with Senate Homeland Security and Governmental AfTairs
Committee Majority Staff (July 11, 2022); Depantment of Homeland Security response to Senate Homeland Security
and Governmental Affairs Committee majority staff (Nov. 17, 2023), on file with Committee.

2 Id.

% Department of Homeland Security, Briefing with Senate Homeland Security and Governmental AfTairs
Committee Majority Staff (July 11, 2022); Department of Homeland Security response to Senate Homeland Security
and Governmental Affairs Committee majority staff (Nov. 17, 2023), on file with Committee.

“The Do Not Board list is enforced by TSA for commercial air travel. Travelers on the Do Not Board list are not
part of the No-Fly List. CDC has restricted travel for individuals with tuberculosis. multidrug-resistant tuberculosis,
and measles. but restrictions can also be used for other contagious diseases. During 2020-2022, CDC also restricted
travel for individuals with COVID-19. Centers for Disease Control and Prevention, FAQs for Public Health Do Not
Board and Lookout Lists (Jan, 28, 2022) (htps./fwww,cde.gov/quaranting/do-not-board-faq, html); Centers for
Disease Control and Prevention, Travel Restrictions (Oct. 5, 2022) (hitps://'www.cdc.gov/quaranting/travel-
restrictions. html).

% The CDC Do Not Board List includes individuals who are known or believed to be infectious with, or at risk for, a
serious contagious disease that poses a public health threat to others during travel; and 1) the individual is not aware
of diagnosis or not following public health recommendations; 2) the individuals is likely to travel on a commercial
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prevented from obtaining a boarding pass for any fight into, out of, or within the United
States.

» Airline Designations and Referrals. Individual airlines maintain lists of individuals who
are barred from future flights for violating contract-of-carriage terms, such as unruly
behavior aboard an aircraft.”® Airlines and crewmembers may refer information about
passengers who are unruly or who cause disturbances to TSA or the FAA for further
investigation.”” Any referral to TSA does not, by itself, lead to an individual being denied
boarding or being designated for additional screening by TSA.” According to DHS, TSA
may review the information available regarding the incident and determine if the facts
and circumstances warrant placement of the individual on a TSA list.””

» Random Selection. As stated previously, the vast majority of individuals are subject to
additional screening by TSA on a random basis. For example, air travelers may receive
additional screening based on random Secure Flight-generated selection or be designated
for random selection at security checkpoints by screening technologies. '™

2. CBP Conducts Additional Screening Based on at Least 10 Other Lists, Processes and
Inspections

CBP enforces the customs, immigration, and agriculture laws of the United States and
hundreds of other federal laws at the border, including laws related to deterring and preventing
terrorists and terrorist weapons from entering the United States. In furtherance of this mission,
CBP officers inspect persons and merchandise that are attempting to cross the U.S, border at
ports of entry which includes airports, seaports, and land borders. For CBP, additional screening
typically occurs after a traveler is referred by a CBP officer at a primary inspection area at a port
of entry.'”! CBP officers screen passengers to ensure they are admissible into the United States,
and there are no national security concerns or violations of customs or other laws, such as the
introduction of harmful plants or animals.

Given the multitude of laws that CBP enforces, including a variety of statutes and
regulations on behalf of other agencies, DHS said there could be many reasons why an individual
is referred for additional screening, and there may also be other locations within an airport or a

flight involving the United States or travel intemationally by any means; or 3) there is a need to issue a travel
restriction to respond to a public health outbreak or to help enforce a public health order. Centers for Disease
Control and Prevention, Travel Restrictions (Oct. 5. 2022) (https://www cdc. gov/quarantine/travel-restrictions. html).
% Congressional Research Service, Aviation Security Measures and Domestic Terrorism Threats (IF11731) (Jan, 15,
2021),

9" Id.; Federal Aviation Administration. Unruly Passengers (https://www.faa.gov/unruly) (accessed Dec. 6, 2023).

“ Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

# Id.

1™ Department of Homeland Security, Privacy Impact Assessment Update for Secure Flight (DHS/TSA/PTIA-018(b))
(Aug. 15, 2011); Department of Homeland Security response to Senate Homeland Security and Governmental
Affairs Committee majority staff (Nov. 17, 2023), on file with Committee.

1 Department of Homeland Security response to the Senate Homeland Security and Govemnmental Affairs
Committee majority staff (Nov. 17, 2023), on file with Committee.
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reasonable distance from the U.S. border where an individual is stopped by CBP.!"? The
additional lists and activities below are not derived exclusively from the TSC maintained
terrorist watchlist, although some may use the terrorist watchlist as one input.

# Terrorist Watchlist. CBP applies additional scrutiny to the screening of individuals
identified on the terrorist watchlist.'™ Terrorist watchlist information is transmitted from
the TSC to DHS through the DHS Watchlist Service.'™

» National Security Threat Actors List. According to DHS, CBP also receives additional
information from the TSC beyond known or suspected terrorists, such as individuals who
may pose a threat to national security and who do not otherwise meet the criteria for
inclusion in the terrorist watchlist.'® Such individuals may include those who have been
officially detained in military operations, who are known or suspected of engaging with
transnational organized crime, and who are identified as possible threats to national
security. " Individuals who are identified as a National Security Threat Actors may
receive additional screening. Additionally, CBP may take other appropriate actions, such
as denying an Electronic System for Travel Authorization application.'””

» CBP Rules-based Targeting Lists. CBP relies on its own data and rules-based processes
to help officers identify unknown high-risk individuals by comparing travelers’
information against a set of targeting rules based on intelligence, law enforcement, and
other information. As with Silent Partner and Quiet Skies Lists, the information is
constantly changing, which affects who may match.'"® CBP uses the passenger module of
its Automated Targeting System (ATS) to help identify individuals who may require

%28 CFR § 287(a)(1) defines a reasonable distance as 100 air miles from the border, Department of Homeland
Security response to the Senate Homeland Security and Governmental Affairs Committee majority staff (Nov. 17,
2023), on file with Committee.

19 Depantment of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Commitiee.

1% Department of Homeland Security, Privacy Impact Assessment for the Watchlist Service (DHS/ALLIPIA-027(d))
(Jul. 10, 2020).

1% Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Commitice
majority staff (Nov. 17, 2023), on file with Committee.

1% Jd.; Department of Homeland Security, Privacy Impact Assessment for the Watchlist Service (DHS/ALL/PIA-
027(dy) (Jul. 10, 2020).

" House Subcommittee on Transportation and Protective Security, Testimony Submitted for the Record of CBP
Office of Field Operations Executive Assistant Commissioner Todd Owen, Department of Homeland

Security, Hearing on Raising the Standard: DHS's Efforts to Improve Aviation Security Around the Globe, 115th
Cong. (Sep. 26, 2017) (H. Hrg. 115-28).

1% Dey of Homeland Security resp 1o Senate H d Security and Governmental Affairs Commitiee
majority stafl (Nov. 17, 2023), on file with Committee, Government Accountability Office, Border Security: CBP
Aims to Prevent High-Risk Travelers from Boarding U.5.- Bound Flights, but Needs to Evaluate Program
Performance (GAO-17-216) (January 2017); Government Accountability Office. Land Ports of Entry: CBP Should
Update Policies and Enhance Analysis of Inspections (GAO-19-658) (August 201%); Depariment of Homeland
Security. Privacy Impact Assessment Update for the A ted Targeting S) (DHS/CBP/PIA-006(e)) (Jan. 13,
2023).

1
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additional screening.'” ATS cross-compares traveling data with law enforcement and
intelligence data (including the terrorist watchlist) and patterns of suspicious activity
identified in past investigations.''” ATS also uses predictive analytics to assist CBP
officers in identifying travelers for additional screening.''’ As with TSA’s rules-based
targeting, DHS’s Offices of General Counsel, Privacy, and Civil Rights and Civil
Liberties, and CBP review the targeting rules to ensure they are relevant, in compliance
with privacy, and do not excessively affect the traveling public.''?

# Tactical Terrorism Response Team Interviews. CBP also deploys Tactical Terrorism
Response Teams (TTRTs) made up of CBP officers who are specially trained and located
at many ports of entry.''* TTRTs are responsible for the examination of travelers
identified on the terrorist watchlist as well as other travelers, their associates, or co-
travelers who arrive at a port of entry and are suspected of having a nexus to terrorist
activity."!* TTRTs work closely with analysts to use information derived from targeting
and screening to mitigate threats.!'* TTRTs may handle additional screenings of travelers
identified as potential counterterrorism and/or counterintelligence risk or otherwise
decide to pull aside individuals they deem to pose a national security concern based on
officers’ training, discretion, and experience.''

» Agricultural Inspections. Together with or on behalf of other agencies, including U.S.
Department of Agriculture, Animal and Plant Health Inspection Service, and Plant
Protection and Quarantine, CBP conducts agricultural inspections by screening travelers
and cargo for harmful pests, diseases, and other contaminates.!'” Individuals suspected of
carrying such prohibited items may be referred for additional screening.''®

» Immigration Inspections. In accordance with the Immigration and Nationality Act, CBP
officers question travelers seeking to enter the United States to determine their

1% Department of Homeland Security, Privacy Impact Assessment Update for the Automated Targeting System
(DHS/CBP/PIA-0006(¢)) (Jan. 13, 2017). Department of Homeland Security, 2009 Data Mining Report to Congress
(Dec. 2, 2020).

119 Department of Homeland Security, Privacy Impact Assessment Update for the Automated Targeting Svsiem
(DHS/CBPR/PIA-0006(e)) (Jan. 13, 2017).

11 See Jd: Department of Homeland Security, 2019 Data Mining Report to Congress (Dec. 2, 2020),

12 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

13 Members of TTRTS receive counterterrorism training. Government Accountability Office, Land Ports of Entry:
CBP Should Update Policies and Enhance Analysis of Inspections (GAO-19-658) (Aug. 2019); U.S. Customs and
Border Protection. Briefing with Senate Homeland Security and Governmental Affairs Committee staff (Dec. 12,
2022).

' Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

5 1d,

1% 14 . U.S. Customs and Border Protection, Briefing with Senate Homeland Security and Governmental Affairs
Committee staff (Dec. 12, 2022).

" Department of Homeland Security, Agriculture Inspections—Contaminated Products Fiscal Year 2021 Report to
Congress (Oct. 19, 2021).

"% Jd ; U.S. Customs and Border Protection, The Agriculture Inspection Process (July 18, 2017).
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admissibility.'!'” CBP officers may conduct routine immigration inspections and searches
of travelers and their belongings.'*” Individuals suspected of being inadmissible may be
referred for additional screening.

» Customs Inspections. CBP officers also conduct customs inspections to ensure
prohibited or restricted items are not imported into the United States."' According to
DHS, CBP conducts routine examinations for weapons, contraband, undeclared
merchandise, and undeclared currency.'?? CBP also uses radiation detection technology
to prevent the entry of potential nuclear or radiological threats.'>® As part of these
inspections, CBP officers must also determine if duty or tariff are owed on items being
imported into the country, '**

» Law Enforcement Alerts. CBP officers can see and act on (including execute arrest
warrants) law enforcement alerts from CBP and other law enforcement agencies,
including information pertaining to known criminals, individuals who may be engaging
in illicit activity, and individuals subject to additional screening.'?

# CDC Public Health Lookout List. CBP manages the CDC Public Health Lookout List
as a complement to the CDC Do Not Board List.' Individuals on the Public Health
Lookout List are not necessarily prevented from travel; instead, this list prompts a public
heath review prior to admittance into the United States.'?” Individuals are removed from
this list once public health officials confirm the individual is no longer contagious
(typically within 24 hours).'?*

# Other Federal Laws Enforced by CBP. CBP also enforces numerous other federal laws
on behalf of other U.S agencies. For example, on behalf of the Department of the
Treasury, Financial Crimes Enforcement Network, CBP enforces the requirement to
report currency or other monetary instruments that exceed $10,000 in total that are
transported at one time from the United States to any foreign country, or into the United

1% A reasonable suspicion is generally required for non-routine or highly intrusive border searches. Congressional
Research Service. Searches and Seizures ai the Border and the Fourth Amendment (R46601) (Mar. 30, 2021); See
Immigration and Nationality Act, Pub. L. No. 82-414.

120 1d,

12119 CFR § 162.6; Department of Homeland Security response to the Senate Homeland Security and Governmental
Affairs Committee majority staff (Nov. 17, 2023), on file with Committee.

12 Department of Homeland Security response to the Senate Homeland Security and Governmental Affairs
Committee majority staff (Nov. 17, 2023), on file with Committee.

123 !d

124 Id.

135 [d.; U.S, Customs and Border Protection, CBP Search Authority (June 30, 2023)

(https:/fwww .cbp.govitravel/cbp-search-authority).

126 1J.S. Customs and Border Protection enforces the Public Health Lookout List to ensure proper isolation or other
public health management, as necessary. Centers for Disease Control and Prevention, FAQs for Public Health Do
Not Board and Lookout Lists (Jan. 28, 2023) (https://www.cde.gov/quaranting/do-not-board-fag. html).

27 1d.

12¢ Centers for Disease Control and Prevention, Travel Restrictions to Prevent the Spread of Disease (Oct. 5, 2023)
(https:/fwww.cde.gov/quarantine/travel-restrictions, himl).
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States from a foreign country.'?® CBP may refer a traveler for additional screening to
verify the traveler is accurately reporting the amount of currency being moved or to
confirm the traveler is not smuggling bulk cash. "

3. Additional Screening Can Be Prompted for a Least 2 Other Reasons Separate from
the Terrorist Watchlist

TSA and CBP also subject individuals for additional screening based on other internal
processes.

# Officer Discretion. TSA Transportation Security Officers may use their discretion to
require an individual to undergo additional screening when there is an articulable basis
for why the additional screening is needed to address a potential threat.'*! Additionally,
because CBP’s primary screening is meant to be a short exchange, primary screening
officers may send a traveler to additional screening at their discretion, consistent with law
and policy.'*

# Canine Units. TSA and CBP leverage canine units at security checkpoints to screen
passengers for explosives (TSA) and to detect and seize controlled substances or
contraband (CBP)."** If a canine unit flags an individual, they may be required to undergo
additional screening to address the concern, '3*

V. AGENCIES HAVE USED OPAQUE PROCESSES TO ADD U.S. CITIZENS TO
THE TERRORIST WATCHLIST

A. Watchlist-Related Screening can have Severe Impacts on U.S. Citizens

Since the creation of the centralized terrorist watchlist, countless Americans have been
negatively impacted by the federal government’s use of the terrorist watchlist and related
screening activities. Inclusion on the terrorist watchlist may result in an individual being
detained, subjected to invasive searches, or even prohibited from flying. Courts have recognized
that the impact of being placed on the terrorist watchlist or any of its subsets can be severe. For
instance, inclusion on the No Fly List, a subset of the terrorist watchlist, can result in “long-term

1% Government Accountability Office, Moving Illegal Proceeds: Challenges Exist in the Federal Government's
Efjort to Stem Cross-Border Currency Smuggling (GAO-11-73) (Oct. 2010),

130 Jdl; U.S. Customs and Border Protection, Currency Reporting (June 2006)

(hitps:/fwww cbp.gov/sites/default/files/documents/currency _reporting pdf); Department of Homeland Security
response to Senate Homeland Security and Governmental Affairs Committee majority staff (Nov. 17, 2023), on file
with Commitiee.

131 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

132 Department of Homeland Security, Briefing with Senate Homeland Security and Governmental Affairs
Committee stafl (Aug. 4, 2023).

133 See Transportation Security Administration, 754 's National Explosive Detection Canine Program (Dec. 9, 2020)
(https:/fwww.tsa.gov/blog/2020/12/09/tsas-national-explosive-detection-canine-programy); U.S. Customs and Border
Protection, Canine Program (Aug. 4, 2022) (https://www .cbp.gov/border-security/canine-program).

134 !d
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separation from spouses and children; the inability to access desired medical and prenatal care;
the inability to pursue an education of [one’s] choosing; the inability to participate in important
religious rites; loss of employment opportunities; loss of government entitlements; [and] the
inability to visit family.” '3 Even for individuals who are not barred from flying, the
consequences of inclusion on the terrorist watchlist can be significant.'* Individuals who are
repeatedly subjected to lengthy or intrusive additional screening may feel frustration and
humiliation leading to mistrust of the federal government.'*” Severe treatment such as subjecting
young children and elderly family members to full-body pat downs and questioning about
religious beliefs has deterred U.S. citizens from flying, leading to lost business opportunities and
missed family gatherings and celebrations, 13

B. U.S. Citizens have been Misidentified as Matching the Watchlist During
Screening Activities

Since the creation of the terrorist watchlist, individuals and advocacy groups have raised
concern over misidentifications and resulting impacts. Elected officials, including former U.S.
Senator Ted Kennedy and former U.S. Representative John Lewis, and even babies, have been
stopped at airports because they shared biographical information with individuals on the terrorist
watchlist.'** The risk of misidentification continues to be a problem, especially as the number of
identities in the terrorist watchlist increases. This is further exacerbated by the fact the terrorist
watchlist contains names from languages other than English for which there may not be a
standardized transliteration.'*® This results in records with variations of the same name, thereby
increasing the chance of an incorrect potential match. TSA told majority committee staff that
internalizing terrorist watchlist matching at TSA through Secure Flight helps to minimize
misidentification errors because TSA relies on additional information to verify identities.'"!

Nevertheless, misidentifications are of particular concern for the Muslim American
community because alleged leaked versions of the terrorist watchlist show the overwhelming
majority of names on the terrorist watchlist are Muslim.'*? In amicus briefs in recent litigation,
the Muslim American community raised concerns that the number of common Arabic names

13 Kashem v. Barr, 941 F.3d 358 (9th Cir. 2019).

13 See Karive v. Mayorkas, 650 F. Supp. 865 (C.D. Cal. 2022).

137 1d.

138 See El Ali v. Barr, 473 F. Supp. 3d 479, 496498 (D. Md. 2020); Karive v. Mayorkas, 650 F. Supp. 865 (C.D.
Cal. 2022), Memorandum from Office for Civil Rights and Civil Liberties, Department of Homeland Security to
Commissioner of U.S. Customs and Border Protection Kevin McAleenan, Religious Questioning at Ports of Entry —
Multiple Complaints (Feb. 26, 2019).

139 No-flv list' grounds some unusual young suspects: Similarly-named babies were barred, The Boston Globe
(Aug. 16, 2005)

(https://web.archive.org/web/20160305023816/http://www boston.com/news/nation/articles/2005/08/16/no_fly_list_
grounds_some_unusual_young_suspects/).

1% Department of Homeland Security, Report on Effects on Privacy and Civil Liberties: DHS Privacy Office Report
Assessing the Impact of the Automatic Selectee and No-Fly Lists on Privacy and Civil Liberties as Required Under
Section 401 2(b) of the IRTPA of 2004 (Apr. 27, 2006).

1 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Dec. 12, 2023), on file with Conumittee.

142 Council on American-Islamic Relations, Twenty vears Too Many: A Call to Stop the FBI's Secret Watchlist (Mar.
2023).
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within the Muslim American community has led to a significant number of misidentifications,'*
Further, in Sikh culture, most men share the same last name and most women the same last
name, which may lead to excessive additional screening for members of this community '

As a result of misidentifications, an expanded set of people with no relationship to
terrorists or suspected terrorist activity are affected by the terrorist watchlist and the
corresponding screenings, as well as the associated fear and frustration. Because the terrorist
watchlist is so opaque and the ability to learn whether someone has been included on it is so
limited, individuals do not understand why their travel difficulties are happening. In addition,
once matched to the terrorist watchlist, an individual’s only recourse is to appeal to the
government for redress, which as noted below, can be difficult and ineffective. Even if redress
does work, the misidentifications can create a sense in certain communities that individuals are
targeted for screenings more often than other communities.

C. Groups Have Concerns about Agencies Using the “Reasonable Suspicion™
Standard to Add U.S. Citizens to the Terrorist Watchlist

Courts have held that the government can add individuals to the terrorist watchlist based
on a “reasonable suspicion” that they are a known or suspected terrorist.'** For years,
organizations like the American Civil Liberties Union (ACLU) and the Brennan Center for
Justice, have raised concerns about the use of the reasonable suspicion threshold. '*¢ According to
federal government policy, “mere guesses or ‘hunches’ or reporting of suspicious activity alone
are not sufficient to establish reasonable suspicion.”'¥

However, a 2016 ACLU report states the reasonable suspicion standard can be met with
“uncorroborated or even questionably reliable information and, on its face, does not require that
it be more probable than not that an individual is involved in terrorism-related activities.”!**
Additionally, because this standard requires less evidence than is needed in other legal contexts,
individuals can remain on the terrorist watchlist even if charges against them are dismissed or
they are found not guilty of terrorist activities in court."* While a person may still meet the

1% Brief of Muslim Advocates as Amicus Curiae in Support of Respondents (Feb. 12, 2020), Tanzin v. Tanvir, 141
S. Ct. 486 (2020),

14 Sikh Coalition. Briefing with Senate Homeland Security and Governmental Affairs Committee majority staff
(October 2. 2021).

15 Kashem v. Barr, 941 F.3d 358 (9th Cir. 2019) (holding that the “reasonable suspicion standard satisfies due
process.”).

146 e American Civil Liberties Union, Trapped in a Black Box: Growing Terrorism Watchlisting in Evervday
Policing (Apr. 2016); American Civil Liberties Union, U.S. Government Watchlisting: Unfair Process and
Devastating Consequences (Mar. 2014); Brennan Center for Justice, Overdue Scrutiny for Watch Listing and Risk
Prediction (Oct. 19, 2023),

7 House Committee on Homeland Security, Subcommitice on Transportation Security, Testimony Submitted for
the Record of Director Christopher Piehota, Terrorist Screening Center, Hearing on Safeguarding Privacy and Civil
Liberties While Keeping our Skies Safe, 113" Cong. (Sep. 18, 2014) (H. Hrg. 113-86).

1% American Civil Liberties Union, Trapped in a Black Box: Growing Tervorism Watchlisting in Evervday Policing
(Apr. 2016). pg. 19.

9 Ethady v, Kable, 391 F. Supp. 3d 562. 569 (E.D. Va. 2019). Even Those Cleared of Crimes Can Stay on F.B.1. s
Watch List, The New York Times, (Sep. 27, 201 1) (https:/fwww . nytimes.com/201 1/09/28/us/even-those-cleared-of-
crimes-can-stay -on-fbis-lerrorist-watch-list. html).

30



113

criteria for inclusion on the terrorist watchlist, individuals can be left frustrated with their
inability to prove their innocence if they remain on the terrorist watchlist even after being found
not guilty of a crime.

According to the TSC, additions to the watchlist must not be based solely on an
individual’s race, ethnicity, or religious affiliation, nor solely on beliefs and activities protected
by the First Amendment.'*” However, the reasonable suspicion standard entails a significant risk
of error because it does not require it be more probable than not that an individual is involved in
terrorism-related activities; therefore, the ACLU has alleged that the government likely uses
conduct protected by the First Amendment to establish a reasonable suspicion,'®! The ACLU
claims that a leaked copy of the 2013 Watchlisting Guidance states that while First Amendment
activity alone should not be the basis for nominating an individual to the terrorist watchlist, First
Amendment-protected activity, such as a single social media post or anonymous letter, may be
considered as part of the reason for inclusion.'” The U.S. Government has not acknowledged the
alleged leak of this guidance.

Moreover, as noted above, not everyone identified on the terrorist watchlist meets the
reasonable suspicion standard. As it has expanded to include exception records, the terrorist
watchlist includes certain relatives and associates of known or suspected terrorists as well as
individuals whose exact terrorist support activities are unknown.'** These records are used
primarily, though not exclusively, for immigration vetting.'**

D. The Extent to Which the Terrorist Watchlist Is Shared outside the Federal
Government is Unclear

Considering only a reasonable suspicion standard is needed for inclusion on the terrorist
watchlist, and in the case of exception records not even that, it is all the more important that
individuals have the opportunity to seek meaningful redress. However, individuals seeking to
contest their inclusion as unwarranted, and advocacy groups supporting these individuals, have
expressed concern about the scope of information sharing of the terrorist watchlist with entities
outside of the federal government, the full extent of which is unknown, and how that sharing
may also negatively impact certain communities and groups. Without this information, it is
impossible for the public to fully understand all the ways the terrorist watchlist may impact them.

Terrorist watchlist information is shared with state, local, and tribal governments and law
enforcement agencies, and select international partners as well as certain private entities for
screening purposes and to assist in the coordination of threat awareness, analysis, and

1% Federal Bureau of Investigation, Terrorist Screening Center (Wips.//fwww.fbi.gov/investigate/terrorism/sc)
(accessed Aug. 3, 2023).

!SI American Civil Liberties Union, Trapped in a Black Box: Growing Terrorism Waichlisting in Everyday Policing
(Apr. 2016), pg. 19.

152 Jd.

153 Temorist Screening Center, Briefing with Senate Homeland Security and Governmental Affairs Committee staff
(June 26, 2023); Terrorist Screening Center response to Senate Homeland Security and Governmental Affairs
Committee majority staff (Nov. 7, 2022), on file with Commitiee.

154 Terrorist Screening Center, Briefing with Senate Homeland Security and Govemnmental Affairs Committee staff
(June 26, 2023).
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response.'>* In 2019, the FBI reported sharing a subset of terrorist watchlist information with
more than 18,000 state, local, county, city, university, and college, tribal, and federal law
enforcement agencies and approximately 533 private sector entities.'>

Although the Secure Flight program transferred passenger watchlist matching
responsibilities from major air carriers to TSA, TSA continued to share watchlist information
with regulated U.S. airports and U.S. aircraft operators that could not use Secure Flight or
required terrorist watchlist access to supplement TSA’s employee vetting requirements.'*” In
2023, TSA finalized alternative methods to allow regulated parties to obtain watchlist matching
results and cease all distribution of terrorist watchlist information, '**

Even though the federal government puts in place security requirements and audit
functions when granting private entities access to terrorist watchlist information and the practical
security benefits this access may provide, the vastness of terrorist watchlist information sharing
raises concerns about how these non-U.S. government entities ensure privacy, human rights, civil
rights, and civil liberties when using terrorist watchlist data in their counterterrorism and law
enforcement efforts. It also leaves unanswered questions about other uses of the terrorist
watchlist and whether individuals understand or are aware that a specific experience is caused by
the terrorist watchlist and, if so, the best mechanism to seek redress. It may also cause
individuals to speculate that the experiences they have might be caused by the terrorist watchlist,
even if they may not be, because they do not have a full understanding of how the government
shares terrorist watchlist information.

VL. U.S.CITIZENS HAVE BEEN SUBJECTED TO ADDITIONAL SCREENING OR
TRAVEL RESTRICTIONS WITH LITTLE INFORMATION OR RECOURSE

A. DHS Generally Does Not Tell Travelers Why They Are Subjected to Additional
Screening as Part of the Redress Process

Individuals with questions regarding how to seek resolution on issues related to travel
screening and the terrorist watchlist can pursue redress through the DHS Traveler Redress
Inquiry Program (DHS TRIP). This program was developed to help individuals seek recourse

153 See Federal Bureau of Investigations, Privacy Act of 1974; System of Records, 72 Fed. Reg, 47073 (Aug. 22,
2007) (proposed rule),

158 Elhady v. Kable, 391 F. Supp. 3d 562. 570 (E.D. Va. 2019). The TSC exports terrorist watchlist data to the
National Crime Information Center (NCIC). and private sector entities that meet certain requirements can be granted
access to the NCIC. including terrorist watchlist information. Types of these private entities with access to terrorist
watchlist information through the NCIC include the police and security forces of private railroads, colleges,
universities, hospitals, and prisons, as well as the law enforcement divisions of certain animal welfare organizations:
information technology. fingerprint databases, and forensic analysis providers: and private probation and pretrial
services that have been determined by the FBI to be authorized criminal justice agencies performing the
administration of criminal justice, pursuant to 28 CFR Pan 20,

157 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

' Id.



115

from difficulties during travel screenings.'* DHS TRIP receives approximately 16,000-18,000
redress requests each year.'%"

Redress Process Flow

1: ENCOUNTER 2: SUBMISSION

4: COORDINATE 3: REVIEW

5: RESEARCH & UPDATE

6: RESPONSE

Once received, DHS TRIP coordinates with other departments, agencies, and DHS
components to review the case, including determining the source of the traveler’s screening
issue, whether it is terrorist watchlist related, and if the issue can be rectified.'®' After the review
is complete, DHS TRIP will provide a final determination letter to the traveler.

For example, a plaintiff in the case Jibril v. Mayorkas, received a final determination
letter which included the following:

“DHS has researched and completed our review of your case. DHS TRIP can
neither confirm nor deny any information about you which may be within federal
watchlists or reveal any law enforcement sensitive information. However, we
have made any corrections to our records that our inquiries determined were
necessary, including, as appropriate, notations that may assist in avoiding
incidents of misidentification.”!6?

15 See 49 U.S.C. §44926.

1% Department of Homeland Security, Briefing with Senate Homeland Security and Governmental Affairs
Committee staff (May 31, 2023).

181 Department of Homeland Security, Step 20 How to Use DHS TRIP (Mov. 3, 2023) (https://'www.dhs.gov/step-2-
how-use-dhs-trip); Department of Homeland Security, Redress Control Numbers (Nov. 3, 2023)

(https://www.dhs. gov/redress-control-numbers).

162 Jibril v. Mayorkas, 20 F.4th 804, 810-11 (D.C. Cir. 2021).
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This response neither confirms the reasons for their travel difficulties nor what, if any,
changes were made to prevent them in the future. This response is likely similar to many letters
received by those who apply for redress through DHS TRIP !¢

The determination letter may include a redress control number, which an individual can
include in future airline reservations or present to screening officials as a unique identifier to
help clarify their identity and connect to their redress case.'®* In conjunction with TSA’s Secure
Flight Program, airlines have modified their reservation systems to allow individuals with a
redress control number to enter it into the reservation system.'®> However, a redress control
number does not ensure additional screening will not occur in the future.

In fact, a redress control number is neither a guarantee that an individual was or was not
on the terrorist watchlist, nor that that individual has now been removed, as the government does
not share that information. Moreover, even if that individual was removed from the terrorist
watchlist, that individual could be screened for one of the other reasons listed above the very
next time they go to the airport.'%

Due to national security concerns, the government generally will not inform an individual
of the reason they have received additional screening. DHS told the majority committee staff
disclosure of terrorist watchlist status during the redress process to individuals who have not
been denied boarding would be detrimental to transportation security and disclosure of any
underlying derogatory information would cause additional harm.'®” According to DHS, such
disclosure could provide known or suspected terrorists with information to help them evade
security measures and gain access to the commercial aviation system to perpetrate attacks.'®®
DHS also claimed, requiring disclosure of whether an individual is on the terrorist watchlist or
the reason for their status could jeopardize ongoing counterterrorism investigations or
intelligence activities.'®

Because of the nontransparent nature of the process, the redress applicant has no idea
whether they were ever on the terrorist watchlist or if their status has changed. The lack of
acknowledgement of a change of status and repeated additional screenings for different reasons

153 [brahim v. Dep't of Homeland Sec., 669 F,3d 983, 988 (9th Cir. 2012) (“In a form letter, TSA responded to
Ibrahim's request by explaining that *[if] it has been determined that a correction to records is warranted, these
records have been modified.” The letter did not state whether Ibrahim was, or was not, on the No-Fly List or other
terrorist watchlists.”™).

164 Department of Homeland Security, Redress Control Numbers (Nov. 3, 2023) (https://www.dhs.gov/redress-
control-numbers).

155 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

1% Department of Homeland Security, Step 3: Tracking Your Inguiry (Nov. 3, 2023) (hitps://www.dhs_gov/step-3-
tracking-your-inquiry).

157 Department of Homeland Security resp to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Commiitee.

15 Id,

19 1d,
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creates the possibility of a breakdown in trust and communication between the government and
those who experience this cycle.

While many individuals seeking redress may suspect the treatment they received was due
to inclusion on the watchlist, in a briefing with majority committee staff, TSA said that 98
percent of redress requests are from individuals who are not on the terrorist watchlist.'™
Additionally, as of 2019, U.S. citizens and lawful permanent residents make up less than 0.5
percent of the terrorist watchlist.!”! These statistics are consistent with the idea that there are
many reasons for screening at airports beyond the terrorist watchlist, but individuals may be less
familiar with the other reasons listed in the report.

B. DHS Now Tells U.S, Persons if They Are on the No-Fly List, after a Court Found
the Previous Redress Process Violated Individuals’ Due Process Rights

Several legal challenges have contested the constitutionality of the government’s
watchlist and redress practices. In 2014, a U.S. District Court in Oregon found the DHS TRIP
process was “wholly ineffective” and lacked “any meaningful procedures” for challenging one’s
placement on the No-Fly List.'” The plaintiffs in this case were 13 U.S. citizens who were
prevented from flying, resulting in extended separations from family, disruptions to education,
and in one instance, the loss of veteran disability benefits.'™ Each of them submitted DHS TRIP
complaints and received response letters that provided no information about their watchlist
status, leaving them without the ability to challenge their presumed inclusion on the No-Fly
List."™ The court found that the DHS TRIP process violated their constitutional due process
rights and ordered the government to revise its redress procedures.'” In 2015, DHS revised its
procedures to allow U.S. Persons who are on the No-Fly List to receive confirmation of that
status and some information about the reasons for inclusion. '™ Americans and lawful permanent
residents may now dispute their placement on the No-Fly List.!”’

C. Multiple Courts have found the Current Redress Process is Constitutional, but
Legal Challenges are Ongoing

In recent years, multiple appeals courts have rejected due process challenges brought by
individuals who have not been barred from flying, but who suspect they are on the terrorist
watchlist due to treatment they received while traveling.'™ For example, in 2021, a group of 23

170 Department of Homeland Sccurity, Briefing with Senate Homeland Security and Governmental Affairs
Committee staff (May 31, 2023).

1"l See Memorandum in Support of Defendant’s Motion for Summary Judgement at 7. Efhady v. Kable. 391 F. Supp.
3d 562 (E.D. Va. 2019).

172 Latifv. Holder, 28 F. Supp. 3d 1134, 1161 (D. Or. 2014).

73 Id. at pg. 1143-1146.

U Id, At pg. 1143,

75 Latifv. Holder, 28 F. Supp. 3d 1163. On appeal. the Circuit Court upheld the constitutionality of the revised DHS
TRIP process.

176 Department of Homeland Security, Ammual Performance Report for Fiscal Years 2015-2017 at pg. 104,

177 See Id,

178 See Elhady v. Kable. 993 F.3d 208 (4th Cir. 2021); Ghedi v Mayorkas. 16 F.4th 456 (5th Cir. 2021); Kashem v.
Barr, 941 F.3d 358 (9th Cir. 2019); Abdi v. Wray, 942 F.3d 1019 (10th Cir. 2019); Beyvdoun v. Sessions, 871 F.3d
459 (6th Cir. 2017).
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U.S. citizens alleged their inclusion on the terrorist watchlist resulted in treatment ranging from
repeated additional screening and delays, to being placed under arrest and interrogated for
multiple hours.'™ However, in that case, Elhady v. Kable, the Fourth Circuit Court of Appeals
found that the impacts described did “not rise to the level of constitutional concern™ as none of
them had been barred from flying or prevented from entering the United States.'®

Nevertheless, two district courts have recently found being barred from flying or entering
the country is not necessary to challenge the constitutionality of the watchlist and redress
procedures. In 2020, a Maryland district court recognized due process rights are implicated
“when watchlist status results in repeated, prolonged delays” that deter travel.'®' Several of the
plaintiffs in the case tried unsuccessfully to seek a resolution through DHS TRIP. Based on their
accounts, the court described the DHS TRIP procedures as providing “little to no opportunity to
be heard, before, during, or after” being placed on the watchlist.'® A district court in Michigan
also recently allowed a case to proceed in which a U.S. citizen argues his suspected inclusion on
the watchlist violated his right to due process.'®? Although the plaintiff was not barred from
flying, he experienced “lengthy and intrusive interrogations” every time he traveled, resulting in
great economic harm to his business.'™ He also sought redress through DHS TRIP on several
occasions, but “those efforts [went] nowhere,”1¥*

Even though the government has said that individuals have been removed from the
watchlist through DHS TRIP, during fiscal years 2018 through 2022, 710 U.S. citizens and/or
lawful permanent residents submitted DHS TRIP applications. ' Of those, only five were
removed from the No Fly List and 99 total were removed from the terrorist watchlist.'s” Many
individuals have complained the only effective way to get off the terrorist watchlist is to sue the
federal government.'®®

1" Elhady v. Kable, 993 F.3d 208, 215-16 (4th Cir. 2021).

%0 Id. at pg. 221.

SUELAli v, Barr, 473 F. Supp. 3d 479, 508 (D. Md. 2020).

52 1d at pg. 512.

13 Salloum v. Kable, 2020 WL 7480549 (E.D. Mich. 2020).

U Id at pg. *8.

155 1d. at pg. *3.

1% Federal Bureau of Investigation response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Oct. 13, 2023). on file with committee.

¥ Id.

1% [.g. Congress Should Reform the Unconstitutional ‘Terrorism " Watchlist, Medium (Mar. 2, 2022)
(hitps://cairnational. medium.com/congress-should-reform-the-unconstitutional-terrorism-watchlist-9fd2a%6509¢6).
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Timeline of Notable Watchlist Cases

o Jan, 2014 — In Tbrahim v. DHS, a California District Court found that the government
violated the due process rights of a traveler who was mistakenly placed on the No-Fly List as
a result of an FBI agent misreading a form."® As the court explained, that mistake “was no
minor human error but an error with palpable impact, leading to the humiliation, cuffing, and
incarceration of an innocent and incapacitated air traveler.”'™ The court ordered the
government to review every government watchlist and database to ensure all records of the
traveler’'s mistaken No-Fly List designation were removed.'”!

* June 2014 — In Larif v. Holder, an Oregon District Court found that the DHS TRIP process
for individuals on the No-Fly List was unconstitutional, prompting DHS to revise the redress
process.'?? Under the revised TRIP procedures, DHS will confirm a U.S. citizen or
permanent resident is on the No-Fly List and provide some information about the reasons for
inclusion.'”

e Oct. 2019 - In Kashem v. Barr, the Ninth Circuit Court of Appeals upheld the
constitutionality of the revised DHS TRIP procedures.'™

s Jan. 2021 - In Elhady v. Kable, the Fourth Circuit Court of Appeals held that plaintiffs’
inclusion on the Selectee or Expanded Selectee Lists did not violate their due process rights
and that the impacts of repeated enhanced screening did not “rise to the level of
constitutional concern.”'”*

e Oct. 2021 - In Ghedi v. Mayorkas, the plaintiff alleged that he had been placed on the
watchlist after refusing to be an informant for the FBI, and as a result experienced repeated
“extreme burdens and hardship while traveling.”'”® The Fifth Circuit Court of Appeals
rejected the plaintiff’s due process claims, finding that additional burdens faced while
travelling did not deprive him of his constitutionally protected right to travel . '?7

o Dec. 2021 = In Jibril v. Mayorkas, the District of Columbia Circuit Court of Appeals
allowed a due process challenge to the watchlist and redress processes based on “extensive
and intrusive security screenings” the plaintiffs experienced, which they alleged occurred due
to inclusion on the Selectee List.'”® In 2023, the U.S. District Court for the District of
Columbia dismissed the case based on ex parte, in camera review of an affidavit provided by

1% Jbrahim v. DIS, 62 F. Supp. 3d 909 (N.D. Cal. 2014), The plaintiff, Dr. Ibrahim, was arrested and detained when
she attempted to board a plane to travel to an academic conference in Hawaii and subsequently had her student visa
revoked. As a result of the lawsuit, the government acknowledged that Dr. Ibrahim did not pose a threat to national
security and admitted that she had been added to the No-Fly List by mistake.

10 1d, at pg. 927.

19 Id at pg. 928,

:"i Latif'v. Holder, 28 F. Supp. 3d 1134, 1161-62 (D. Or. 2014).

" 1d.

'™ Kashem v. Barr, 941 F.3d 358 (9th Cir. 2019). This case was an appeal of the continued litigation following the
2014 District Coun decision in Latif v. Holder.

1% Elhady v. Kable, 993 F.3d 208, 216-21 (4th Cir. 2021).

1% Ghedi v. Mayorkas, 16 F.4th 456, 461 (5th Cir. 2021).

19" Ghedi v. Mavorkas, 16 F.4th 456, 461 (5th Cir. 2021).

1% Jibril v. Mavorkas, 20 F.4th 804, 807 (D.C. Cir. 2021).
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the government explaining that the plaintiffs are not on the watchlist. In April 2023, the
plaintiff appealed this decision and the review is ongoing.'”

o June 2022 — In Fikre v. FBI, the plaintiff was removed from the No Fly List after initiating a
due process challenge based on his inclusion on the list.?° The Ninth Circuit Court of
Appeals held that his claims could still proceed because “there is no reason to believe the
government would not place [the plaintiff] on the list ‘for the same reasons that prompted the
government to add him to the list in the first place.”” %! In September 2023, the U.S. Supreme
Court granted the government’s petition for certiorari and will hear the case in January
2024 202

VII. WIDESPREAD DISCRIMINATION ALLEGATIONS EXACERBATE
CONCERNS ABOUT TSA AND CBP SCREENING ACTIVITIES

A. TSA Receives Thousands of Discrimination Complaints Each Year About Its
Screening Practices

In addition to DHS TRIP redress applications, TSA receives numerous complaints and
allegations of discrimination in its screening processes.”™ According to a GAO report, the TSA
Contact Center received 34,542 civil rights and civil liberties complaints of discrimination from
2016 to 2021. Of those filed, racial profiling or discrimination was the most cited basis for the
complaint. Further, despite concerns, GAO found that TSA has not consistently collected data on
the frequency individuals from certain religious and ethnic communities are referred for
additional screening nor assessed whether its screening practices comply with the agency's anti-
discrimination policy. As a result, GAO has found that TSA has been unable to determine the
extent to which discrimination occurs. 2%

Additionally, in 2013 and 2017, GAO reported TSA’s use of behavioral indicators to
screen passengers was not backed by sufficient evidence to support their continued use to
identify threats to aviation security.?** Since then, TSA has integrated behavior awareness
training into the standard duties of the Transportation Security Officer workforce rather than
fielding specific Behavioral Detection Officers. Further, in response to GAO recommendations,
TSA integrated training on preventing racial, ethic, and religious profiling into its behavioral
detection training. 2%

1 Jibril v. Mavorkas. 2023 WL 2240271 (D.D.C. 2023).

0 Fikre v. FBI. 35 F.4th 762 (9th Cir. 2022).

0 Jd. at 772

2% Fikre v. FBI 35 F.4th 762 (9th Cir. 2022). cert. granted, 2023 WL 6319658 (U.S. Sept. 29, 2023) (No. 22-1178);
U.S. Supreme Court Argument Calendar, Session Beginning Jan. 8, 2024

(https:/fwww.supremecourt. gov/oral_arguments/argument_calendars/Monthly ArgumentCalJanuary2024.pdf).

205 Government Accountability Office, Aviation Security: TSA Should Assess Py ial for Discrimination and
Better Inform Passengers of the Complaint Process (GAO-23-105201) (Nov. 2022).

204 )f(.f‘

2% Government Accountability Office, Aviation Security: TSA Should Assess Py ial for Discrimination and
Better Inform P 5 of the Complaint Process (GAO-23-105201) (Nov. 2022).

2% Government Accountability Office, Aviation Securitv: TSA Should Assess P ial for Discrimination and Better
Inform P s of the Complaint Process (GAO-23-105201) (Nov. 2022).
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TSA has also initiated actions to minimize discrimination. For example, TSA is
implementing new procedures and is updating AIT algorithms which DHS assesses will reduce
the rate of false positive alarms of transgender and gender-nonconforming travelers and travelers
with religious head coverings.?"?

B. CBP Currently Faces Ongoing Litigation and an Internal Review Spurred by
Religious Discrimination Accusations

In 2019, DHS CRCL provided recommendations to CBP based on an investigation of
multiple allegations of religious insensitivity. These included allegations that officers had, over
the course of eight years, inappropriately asked questions about the religious practices and
geographic or cultural origin of names of travelers during interviews, and that they were
insensitive to objections to officers seeing photographs of female travelers without their religious
head coverings.?”® DHS CRCL recommended that CBP develop clear policy that bars CBP
personnel from discriminating against travelers solely based on real or perceived religion as well
as make clear the specific circumstances when personnel may take religion into account, and that
CBP then train to that standard.?"” In response, DHS published a First Amendment protected
activities memorandum ?'® Not long after DHS CRCL’s report, the ACLU filed a lawsuit against
CBP on behalf of individuals who have claimed they were unfairly questioned by CBP about
their religious beliefs.?!!

In addition, DHS CRCL has opened an investigation into CBP’s TTRTs, as a result of
discrimination complaints. The complaints include repeated and unnecessary screening as well as
questioning about religious and political beliefs and participation in First Amendment protected
activities.?'* Further, TTRTs were established to identify individuals who might be terrorists that
were unknown to the system. To date, U.S. citizens and legal permanent residents represent the
largest population of individuals the teams have examined.?'* Although this may indicate a focus
on domestic terrorism, it also raises some questions about TTRT activities. While CBP awaits
the results of DHS CRCL’s investigation, CBP should continue to take steps to minimize
discrimination, similar to those processes TSA is implementing, as described above.

27 Department of Homeland Security response to Senate Homeland Security and Governmental Affairs Committee
majority staff (Nov. 17, 2023), on file with Committee.

% For example, a male officer viewing an image of a female traveler without her hijab. Memorandum from Office
of Civil Rights and Civil Liberties, Department of Homeland Security to Commissioner of U.S. Customs and Border
Protection Kevin McAleenan, Religious Questioning at Ports of Entry — Multiple Complaints (Feb. 26, 2019).

.

1% Memorandum from Acting Secretary McAleenan to All Department of Homeland Security Employees,
Information Regarding First Amendment Protected Activities (May 17, 2019),

1 Karive v. Mayvorkas, 650 F. Supp. 3d 865 (C.D. Cal. 2022).

12 Memorandum from Office for Civil Rights and Civil Liberties, Department of Homeland Security to U.S.
Customs and Border Protection, Concerning Tactical Terrorist Response Team (April 5, 2022).

33 Clear v. CBP, Howard Decl. Exhibit D, Exhibit H (Feb. 21, 2021); U.S. Customs and Border Protection response
to Senate Homeland Security and Governmental Affairs Committee majority staff (Dec. 21, 2022), on file with
Committee.
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As mentioned previously, CBP looks at the potential impact of specific rules in its rules-
based targeting lists. When asked whether CBP tracks the impact of its screening practices on
specific individuals or groups, CBP explained to committee staff that individual program offices
or field offices track whether their policies or implementation is having an impact on specific
individuals.?'* CBP does not, however, look at issues of the impacts of all their screenings
combined on individuals and communities'*

VIII. OVERSIGHT OF TERRORIST WATCHLIST AND SCREENING ACTIVITIES
HAS BEEN FRAGMENTED, PREVENTING A COMPREHENSIVE AND
CONSISTENT INDEPENDENT ASSESSEMENT

Despite the expansion of the terrorist watchlist and screening activities, no single entity
has conducted a comprehensive assessment of how the changes to government watchlisting
authorities, in conjunction with all screening activities, impact the public. Although the
departments and agencies that use and maintain the terrorist watchlist established the Watchlist
Advisory Council (WLAC) to coordinate policies and procedures related to the terrorist
watchlist, these actions only consider the policies and processes related to the terrorist watchlist
and do not account for other screenings.?'®

Moreover, this guidance is supposed to be reviewed by the WLAC every three years, but
the guidelines may be modified more frequently if needed.?'” Nevertheless, the National
Counterterrorism Center reported the 2018 Watchlisting Guidance was not updated until
September 2023.2'* As a result, needed changes to nomination and removal procedures may not
have been implemented in a timely manner, Furthermore, the details of these procedures,
including changes to expand the identification and sharing of watchlist information, is not
releasable to the public. Additionally, while the FBI reports that the TSC monitors the timeliness
and quality of new nominations, deletions, and edits to the terrorist watchlist on a monthly basis
and all nominations of U.S. citizens and legal permanent residents are internally audited every
six months, these efforts provide little assurance as the results are not shared with the public.2"”
All of these efforts are internal oversight mechanisms with little to no transparency.

Even though some external entities have also provided fragmented reviews of
watchlisting and screening procedures, these reviews only looked at portions of the combined
terrorist watchlist and screening enterprise. The Inspectors General at DOJ and the Intelligence
Community have each carried out audits of the watchlisting processes at FBI and other agencies

24 Department of Homeland Security, Briefing with Senate Homeland Security and Governmental Affairs
Committee Staff (August 4, 2023).

15 1d.

*1¢ National Counterterrorism Center, Briefing with Senate Homeland Security and Governmental Affairs
Committee stall (May 23, 2023); See also Salloum v. Kable, Transcript of Matthew J. DeSarno (Apr. 9, 2018),

217 National Counterterrorism Center, Briefing with Senate Homeland Security and Governmental Affairs
Committee staff (May 23, 2023).

“1% National Counterterrorism Center response to Senate Homeland Security and Governmental Affairs Committee
majority stafl (Sep. 29, 2023), on file with Commitiee,

219 Federal Bureau of Investigation, FY 2021 Authorization and Budget Request to Congress (Feb. 2020); Terrorist
Screening Center, Briefing with Senate Homeland Security and Governmental Affairs Committee staff (June 26,
2023).
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under their purview.?2 GAO has also conducted its own assessments, and the DHS Inspector
General has examined aspects of DHS components” work 22! Nevertheless, these assessments did
not examine the comprehensive impact these combined processes have on Americans.

In addition, the Privacy and Civil Liberties Oversight Board, an independent executive
oversight agency, is currently examining the terrorist watchlist, particularly the standards used to
place individuals on the terrorist watchlist and processes for nominations and removals %%
However, this board has not yet completed its review of the terrorist watchlist. Likewise, in
2020, then-Ranking Member Peters requested GAO study the impacts TSA’s and CBP’s
screening procedures have on communities of diverse backgrounds.?? GAO provided the results
of the TSA study in 2022724

Further, because so many federal agencies are involved in the watchlisting and screening
processes, no congressional committee has full oversight over the enterprise. Multiple
committees oversee the watchlisting process from nominations to screening and redress. Some of
these same committees also oversee TSA and CBP’s screening processes. Nonetheless, from the
perspective of the traveling public, all of these programs together significantly impact their lives.

IX. CONCLUSION

The centralization of the terrorist watchlist and the expansion of its use, as well as the
creation and growth of TSA and CBP’s screening processes, were implemented in response to
9/11 and other failed terrorist attacks in its aftermath. This has resulted in a layered and, in some
instances redundant, system to ensure the homeland, our borders, and our aviation system are
protected from future terrorist attacks. However, more than twenty years after 9/11, the issues
described within this report underscore the need to reassess how these processes impact
Americans and whether this redundancy and overlap experienced by Americans is the best use of
resources to effectively address today’s threats. Action is needed now to increase transparency
and ensure there is proper oversight of government watchlisting and screening practices, as well
as effective and fair redress processes regardless of what threats drive these practices in the
future. We must also assess whether this redundancy is an effective use of limited resources and

20 F g Department of Justice Office of the Inspector General, Audit of the Federal Bureau of Investigation’s
Management of Terrorist Watchlist Nominations (Audit Report 14-16) (Mar. 2014); Department of Justice Office of
the Inspector General, Audit of the Department of Justice Terrorist Watchlist Nomination Processes (Audit Report
08-16) (Mar. 2008); Office of the Intelligence Community Inspector General. 4nnual Report (Jan. 30. 2009).

21 E.g. Government Accountability Office, Terrorist Watch List Screening: Opportunities Fxist to Enhance
Management Oversight, Reduce Vulnerabilities in Agency Screening Processes, and Fxpand Use of the List (GAO-
08-110) (Oct. 2007); Department of Homeland Security Office of Inspector General, DS Has Controls to
Safeguard Watchlist Data (O1G-22-33) (Jul. 25, 2022).

2228, Privacy and Civil Liberties Oversight Board, Current Oversight Projects
(https://www.pclob.gov/OversightProjects) (accessed Jun. 2, 2023).

23 | etter from Senator Gary Peters to Comptroller General Gene Dodaro, Government Accountability Office (Nov.
18, 2020).

224 Government Accountability Office, Aviation Security: TSA Should Assess Potential for Discrimination and
Better Inform Passengers of the Compliant Process (GAO-23-105201) (Nov. 2022).
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whether we have done a sufficient job of balancing national security with civil right and civil
liberties.

After reviewing government watchlisting and screening processes, committee staff

concluded the following:

1.

Oversight is Disjointed. Although external entities have reviewed watchlisting
procedures, oversight entities have not conducted a coordinated and full-scope
assessment of the terrorist watchlist enterprise. As a result, the effectiveness of the
system, quality of nominations, timeliness of removals, and information sharing practices
has not been comprehensively evaluated.

Redress Options Are Insufficient. DHS TRIP serves as the primary mechanism for
individuals to seek resolution for travel difficulties, including potential removal from the
terrorist watchlist. However, agencies do not provide the individual with the reason they
received additional screening, such as inclusion on the terrorist watchlist, because of the
risk that disclosure may undermine security processes. Further, individuals seeking
redress do so with little ability to advocate for themselves or avoid issues in the future.
Despite outreach efforts by DHS to better explain the process, the ongoing cycle of
applying for redress, but continually being subjected to additional screening is breaking
trust between the government and communities who have claimed they are being over-
screened and watchlisted.

Communities Have Diminished Faith in Government. Leaders in the Muslim, Arab
American and South Asian communities, who believe that they bear the disproportionate
brunt of this nontransparent watchlist and screening system, have shared concerns with
the Committee that continued screening and the inability to seek real redress has broken
trust between their communities and the federal government. Despite intermittent efforts
by the federal government to do outreach, provide more transparency into the
watchlisting process and into DHS screening practices, and build relationships, the
patchwork nature of these efforts and the ultimate continued screening with no real
redress has eroded trust and faith in government and institutions.

Lavered Screening is Missing a Coordinated Approach. Government watchlisting has
expanded in the last twenty-plus years in size and scope. The TSC is involved in
watchlisting not only terrorists, but also individuals involved in transnational organized
crime, the associates and family members of potential terrorists, as well as others.
Moreover, both TSA and CBP have created their own layers of watchlisting and
screening for security and for many other reasons. Today, there are at least 22
mechanisms that may affect someone’s travel. Although this may reduce the likelihood
that a potential threat is missed, the extent to which these efforts are coordinated across
agencies is unclear. Furthermore, as the size of the watchlist and screening enterprise
grows, so does the chance of misidentification, the need for additional resources, and the
risk that existing limited resources may be spent on low risks, overlooking real threats.
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Processes Lack Sufficient Transparency. Though not generally classified as national
security information, the information about watchlisting and screening processes,
including the Watchlisting Guidance, are categorized as sensitive security information or
law enforcement sensitive and not publicly releasable. The complete lack of transparency
makes oversight by Congress challenging and by civil society virtually impossible. While
the executive branch must be able to keep some issues of national security secret in order
to protect Americans, this opaqueness does not allow for a discussion of whether the
system is working and whether there are individuals who are disproportionately harmed
by its implementation.

Potential Discrimination Is Not Fully Analyzed. There is not a government-wide effort
to assess whether this system of screening and watchlisting discriminates against certain
groups or quantify the comprehensive impact multiple, repeated screenings may have on
specific individuals or communities. Outside groups, such as those representing Muslim,
Arab, and South Asian Americans, have claimed certain communities and individuals are
screened more than others; however, agencies do not maintain the data necessary to
assess whether certain individuals or groups are disproportionally impacted. Without this
data, Congress cannot provide sufficient oversight, government agencies cannot improve
their practices, and communities continue to feel targeted.

To address the lack of transparency surrounding the terrorist watchlist and travel screening

activities and the potential harms caused by their redundancies, and to create a meaningful
redress process for Americans unfairly impacted, Congress and the executive branch should
implement the recommendations identified in the report. This Committee will continue to

conduct oversight of the watchlisting and screening enterprises to ensure the executive branch

addresses the concerns raised and will work to make reforms to these systems.
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SENSITIVE SECURITY INFORMATION

U.S. Department of Homeland

Security
Office of lntelligence and Analysis
6595 Springfidd Center Drive
Springfield, VA 20598
g7 Transportation
.| Security
Administration
FROM: |
Assistant Admmistrator
Intelligence & Analysis
TO:
Division Director
Transportation Analysis Division
Acting Division Director
Vetting Analysis Division
DATE: January 15, 2021

SUBJECT: Use of TSA Watch Lists to Mitigate Ongoing Threats to National Security

On January 6, 2021, a number of mdividuaks entered the U.S. Capitol Building in
Washington, D.C. by force, and were followed by a larger number of individuals, These
individuals unlawfully entered the Capitol with the intent of disrupting ongoing Congressional
proceedings. Some of these individuals had firearms and improvised explosive devices (IEDs) in
their possession; additional IEDs were discovered in the area near the Capitol. A number of
individuals committed criminal acts of violence and destruction amidst the attack on the U.S.
Capitol building. This attack led to the death of a U.S. Capitol Police Officer, a number of
significant injuries to other responding law enforcement officers, and to deaths and injuries
amongst the participants in the attack. Similar violent protest activity occurred in other cities
across the United States on January 6, 2021. The Federal Bureau of Investigation and partnering
law enforcement agencies have made dozens of arrests associated with the violence, and
significant efforts remain underway to investigate this violence and prosecute perpetrators.

Further civil unrest from some of the same individuak and associates involved in the
January 6, 2021 attack is expected in the coming weeks associated with the January 20, 2021
Presidential transition. Current Law Enforcement, intelligence, and open source reporting
indicates that domestic violent extremists (DVEs) holding a variety of ideological motivations
are planning on exploiting further planned protests to commit further acts of armed violence. In
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particular, armed groups are intending to travel to Washington, DC ahead of the Presidential
Inauguration and seek to replicate the tactics demonstrated on January 6th, including further
potential attacks of the U.S. Capitol, and/or storming of other government facilities, inchuding
federal, state, or local buildings nationwide. The Federal Bureau of Investigation has wamned of
armed protests planned in all 50 state capitols from January 16 through January 20, and protests
at the Capitol from January 17 through January 20, including calls for “storming” government
Wﬂ?‘l'z':'

Additionally, there have been numerous incidents of disruptive passengers and unruly
behavior negatively impacting aviation operations by passengers traveling to and from the
Nationa!l Capital Region (NCR). In the days preceding and following January 6, air carriers
reported a significant number of disruptions by passengers onboard flights into and out of the
NCR, including harassment of other passengers (including Members of Congress), failure to
comply with crewmember instructions, as well as interference with flight crew attempting to
enforce air carrier requirements 1o wear masks onboard the flight due to the COVID-19
pandemic. At least one individual has publicly threatened to suffocate and shoot flight
attendants.

As information regarding the January 6 attack and planned future attacks have become
available, it is evident that these past and threatened incidents of domestic terrorism constitute a
threat to national security. Similarly, increased harassment of passengers and crew members
associated with travel to the NCR on January 6, and anticipated travel surrounding the
Presidential Inauguration, further indi a threat to transportation security, and to airline and
passenger safety. Accordingly, the Administrator has directed that Inteligence & Analysis use
the TSA Watch Lists to deny boarding, designate persons for enhanced screening, or take other
appropriate action to mitigate the threat posed by viokence or threatened violence.* In
accordance with the Administrator’s January 12, 2021 further direction, I provide the following
guidance. This document memorializes how I&A applies the TSA Watch List standards
approved on May 17, 2019 with respect to the criteria for placement on each TSA Watch List to
the ongoing threats of violence.> The below is intended to facilitate the appropriate action for
persons involved in the January 6 attack, or for whom intelligence and law enforcement

! (U) National Crisis Coordination Center Update: Preventing Violence and Criminal A ctivity January 2021, 1700
12 JANUARY 2021, FBI Strategic nformation Operations Center with input fom ATF, DEA, DOD, DOJ, DHS,
US Park Police, USMS, U//LES.

% (U//FOUO) Joint Intelligence Bulletin: Domestic Violent Eremists Emboldened in A ftenmath of Capitol Breach,
Elevated Domestic Terrorism Threat of Violence Likely Amid Political Transitions and Beyond, 13 January 2021,
FBI, DHS NCTC, U//FOUO.

¥ (UMFQUO) Strategic Perspective: Executive Analytical Report: Some Domestic Violent Extremists Likely Wil
React with Violence to the Presidential Transition Process, 14 January 2021, FBIL, U//FOUQ.

*1&A began doing soon January 7,2021.

$ Procedures Relatingto the Transportation Security Administration Watch Lists, signed May 17,2019 at 7-9; see
also Management Directive 100, TSA Roles and Responsibilities, dated May 5,2020 § 5.D.11, 13; Delegation of
Authority for Operations Support, dated May 14, 2020 § 3.B.34.
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reporting indicates an intent to engage in or incite violent acts as described within this
memorandum:

Placement on the TSA Watch List (Deny Boarding) is appropriate for:

» Individuals who unlawfully enteredthe U.S. Capitol building on January 6, 2021;

¢ Individuals found in possession of firearms, dangerous weapons, and/or zipties or similar
constraints in connection with the attack on the U.S. Capitol buikding;

¢ Individuals found in possesslon of explosives in connection with the attack on the U.S.
Capitol building;

¢ Individuals who have engaged in or attempted an assault on a law enforcement officer or
other government personnel in connection with the attack on the U.S. Capitol building;

» Individuals who, in conjunction with ongoing civil unrest:

o engage in violent conduct similar to the above with respect to the U.S. Capitol
building, another federal building or state capitol building; or
o under circumstances likely to produce such action, have expressed the intent to
engage in violent conduct similar to the above;

¢ Individuals who, in connection with ongoing civil unrest, have threatened the life of
government or security personnel, flight crew, or passengers; or

¢ Individuals responsible for organizing or inciting seditious conduct. Organizing or
inciting seditious conduct is defined as acts intended to overthrow, put down, or destroy
by force the Government of the United States, or to levy war against the Government of
the United States, or to oppose by force the authority of the Government of the United
States, or by force to prevent, hinder, or delay the execution of any law of the United
States, or by force to seize, take, or possess any property of the United States contrary to
the authority of the Government of the United States.$

Placement on the TSA Watch List (Enhanced Screening) is appropriate for:
¢ Individuals suspected of traveling to the National Capital Region in conjunction with the
January 6, 2021 attack on the U.S. Capitol and who are believed to pose an elevated risk
of domestic terrorism,” but for whom there is a current lack of specific information
relating to unlawful entry into the U.S. Capitol, violent acts in support of the January 6,
2021 attack, or incitement of the same, and who do not otherwise the criteria for
placement on the TSA Watch List (Deny Boarding).

® See 18 U.S.C. § 2384 (regarding seditious conspiracy); 18U.S.C. § 2383 (regarding rebellion orinsurrection,
including incitementofrebellion orins urredlon),nnd 18U.S.C. § 2385 (regarding advocacy ofoverthrowing the
govemment by force). These statutes are serious criminal offenses that inherently touch upona threat to national
security, and guide evaluation of whether a nomination meets this dard. [ is not th oralor
writien advocacy ofideas orexpressionofbelief, not involving advocacy ofany actoracts of viclence orthe
assertion ofthe rightness of, or right to commit, any suchact oracts. See 18 US.C. § 2102(b).

? Defined as activities thatinvolve acts dangerous to human life that are a violation ofthe criminal laws ofthe
United Statesorofany State: which appearto be intended to intimidate or coerce a civilian popldatm mﬂuenceihe
policy ofa gov b coercion, oraffect the conductofa gov by mas i
assassination, orkid nappmg’ a.ndwhlch occur primarily within the territorial jurisdiction of the Un ited States See
18 U.S.C. § 2331(3).
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Placement on the TSA Watch List (Security Notification) is appropriate for:
* Individuals who harass or threaten the harassment of security personnel, flight crew, or
passengers in conjunction with either the Presidential transition or requirements to wear
personal protective equipment due to the COVID-19 pandemic.

All nominations to a TSA Watch List must continue to be supported by particularized
derogatory information regarding the individual to be placed on a TSA Watch List. All
nominations will be evaliated under the totality of the circumstances, including available
relevant derogatory and mitigating information. If information is discovered during your teams’
reviews of available information that merits consideration for deviation from the above
guidelines, that nformation must be provided along with nomination materials for consideration
by the Administrator or his designee.® As with all other nominations to the TSA WatchList, an
individual may not be added to a TSA Watch List based solely on the individual’s real or
perceived race, color, religion, national origin, ethnicity, gender, age, sexual orientation, gender
identity, or disability. Individuals shall not be added to any TSA Watch List in retaliation for
engaging in activities protected by the U.S. Constitution, including First Amendment protected
activities. Conduct protected by the First Amendment may be considered in conjunction with
other conduct and evidence only to the extent relevant to TSA's determination as to whether an
individual poses a threat warranting placement on a TSA Watch List. First Amendment
protected activities shall not serve as the sole basis for placement on any TSA Watch List.

All additions, status modifications, and removals shall be memorialized via memorandum
explaining the basis for the determination as soon as possible. These memoranda will formalize
the ongoing analysis and legal review regarding individual nominations to a TSA Watch List.

[&A will assess the threat environment as of January 31, 2021 and determine whether
modifications to this guidance are appropriate. Further, 1&A will conduct a status review for all
persons added pursuant to this guidance on the week of January 31, 2021, in coordination with
Chief Counsel and the Privacy offices. At this time, TSA will consider up-to-date information
regarding each individual placed on a TSA Watch List, the current threat environment, and threat
mitigation measures undertaken by other agencies to determine if changes to the above guidance,
status modifications, or removals are appropriate. [&A will also conduct encounter-based
reviews upon notification of identified pending travel to consider the latest nformation available
and determine if the case TSA Watch List status should be upgraded, downgraded, or removed
as appropriate. Similarly, atthe end of month thereafter, I&A will conduct a review of the cases
and guidance as described above until there are no cases associated with this guidance on the
TSA Watch List and/or the threat environment has changed that obviate the need for this specific
guidance. Notwithstanding this scheduled review, should your teams become aware of any other
information, incliding but not limited to intelligence, law enforcement, and open source

* For pl for whomthere is significant mitigating information to indicatethe absenceofa threat
notwithstand mg meeting theabove guidelines, or for whoman investigating law enforcement agency has requested
that TSA not delay ordeny travel due to investigative equities, and for whomthe Administratoror designee has
assessed altemative threat mitigation measures to be adequate.

WARNING. Tiis record contains ive Security that is under 49 CFR parts |5 and 1320, No part of this record may
be relexsed 1o persons without a * need to know™, a5 defined in49 CFR pants 15and 1520, except with the wrirten permission o fihe Administrator
of the Transp ion Security Ad or the Secretary of Transportation. Unauthorized release may result an civil penalty or other action.
ForU.5 G agencies, public disel is govemed by 5U.5.C. 552and 49 CFR pans |5 and 1520

Page 4 of5



130

TSA_HSGAC_8-21-24/5-28-25_T2_0000464
SENSITIVE SECURITY INFORMATION

information, indicating that a change in status is warranted (e.g. identification of additional
derogatory information, determination that a person has been misidentified or is otherwise not
associated with the January 6 attack), that information should be provided to me as soon as
possible to facilitate any appropriate modifications.

Removal from the TSA Watch List is warranted when:

¢ The threat posed by the individual is mitigated through other measures, such as
placement on the corresponding Terrorist Screening Database watchlist;

* The individual is no longer identified as connected to a threat to national security through
further investigation, inchuding coordination with partner agencies, review by I&A in
conjunction with the TSA Watch List review processes, or through the DHS TRIP redress
process; or

e [ntelligence and law enforcement reporting no longer indicate a continuing threat to
national security associated with the ongoing civl unrest.

* For persons on the TSA Watch List (Security Notification) on account of the above
standard, travel without incident for three encounters, or for a period of at least one year
with at least one encounter, will generally serve as evidence that an individual no longer
poses a threat warranting placement on the TSA Watch List (Security Notification) unless
unusual aggravating circumstances apply. These circumstances must be specifically
described in TSA Watch List reviews.

TSA Chief Counsel's and Civil Rights and Liberties, Ombudsman & Traveler
Engagement offices have reviewed this memorandum and have no Jiiij or other objections to
this guidance.

WARNING  This record contauns Sensitive Security Infrmation that is controlled under 49 CFR parts 15 and 1520 Mo pan of this record may
be meleased to persons without a * need to know™, a5 defined in49 CFR panis 15 and 1520, excepl with the writien permission oFthe Administrator
of the Trans Security Ad ion or the Secretary of Transportation. Unauthorized release may result in civil penalty or other action.
ForU5. G sgencies, public disclosure is govemed by 51/ S C. 552and 49 CFR pants |5 and 1520
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SUBJECT: Use of TSA Watch Lists to Mitigate Ongoing Threats to National Security

On January 6, 2021, a number of individnaks entered the U.S. Capitol Building i
Washington, D.C. by force, and were followed by a larger number of individuak. These
individuals unlawfully entered the Capitol with the intent of disrupting ongoing Congressional
proceedings. Some of these individuak bad firearms and improvised explosive devices (IEDs) in
therr possession; additional IEDs were discovered i the area nearthe Capitol. A munber of
individuals committed criminal acts of vioknce and destruction amidst the attack on the U.S.
Capitol building. This attack led to the death of a U.S. Capitol Police Officer, a number of
significant injuries to other responding law enforcement officers, and to deaths and injuries
amongst the participants in the attack. Similar violent protest activity occurred in other cities
across the United States on January 6, 2021. The Federal Bureau of Investigation and partnering
law enforcement agencies have made dozens of arrests associated with the violence, and
significant efforts remain underway to mvestigate this violence and prosecute perpetrators.

Further civil unrest from some of the same individuals and associates mvolved in the
Janvary 6, 2021 attack has been expected in connection with the Presidential transition. including
the upcoming impeachment trial i the Senate for former President Trump. Current Law
Enforcement, mteligence, and open source reporting indicates that domestic violent extremists
(DVEs) hokdmz a variety of ideological motivations are planning on exploiting further planned

WARNDNG  Thus recond contans 3 Seconty Inf thae is lled under 49 CER pans 15 and 1720 No pan of tus record may
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protests to commit further acts of armed violence. In particular, armed groups intended to travel
to Washington, DC ahead of the Presidential Inauguration and seek to replicate the tactics
demonstrated on January 6th, including further potential attacks of the U.S. Capitol, and/or
storming of other government facilities, including federal, state, or local buildings nationwide.
The Federal Bureau of Investigation warned of armed protests planned in all 50 state capitols
from January 16 through January 20, and protests at the Capitol from January 17 through January
20, including calls for “storming” government buildings.!2* While the Inauguration has
transpired, threats continue against members of Congress, including plots to attack Members of
Congress during their travel to and from the Capitol during the impeachment trial4

Additionally, there have been numerous incidents of disruptive passengers and unruly
behavior negatively impacting aviation operations by passengers traveling to and from the
National Capital Region (NCR). In the days preceding and following January 6, air carriers
reported a significant number of disruptions by passengers onboard flights into and out of the
NCR, including harassment of other passengers (including Members of Congress) and failure to
comply with crewmember instructions, At least one individual has publicly threatened to
suffocate and shoot flight attendants,

As information regarding the January 6 attack and planned future attacks have become
available, it is evident that these past and threatened ncidents of domestic terrorism constitute a
threat to national security. Similarly, increased harassment of passengers and crew members
associated with travel to the NCR on January 6, and anticipated travel connected to the ongoing
civil unrest, further indicates a threatto transportation security, and to airline and passenger
safety. Accordingly, the Administrator has directed that Intelligence & Analysis use the TSA
Watch Lists to deny boarding, designate persons for enhanced screening, or take other
appropriate action to mitigate the threat posed by violence or threatened violence.’

Given these threats to the Nation’s security, on January 15, 2021, I provided more
specific guidance regarding how 1&A would apply the TSA Watch List standards that were
approved on May 17, 2019 to this new situation and in reaction to the ongoing threats of

' (U) National Cris is Coordination Center Update: Preventing Violence and Criminal A ctivity January 2021, 1700
12 JANUARY 2021, FBI Strategic Information Operations Center with input from ATF, DEA, DOD, DOJ, DHS,
US Park Police, USMS, U//LES.

 (U//FOUQ) Joint Intelligence Bulletin: Domestic Violent E: ists Emboldened in A ftermath of Capitol Breach,
Elevated Domestic Terrorism Threat of Violence Likely Amid Political Transitions and Beyond, 13 January 2021,
FBI, DHS NCTC, U//FOUO.

} (U/FOUQ) Strategic Perspective: Executive Analytical Report: Some Domestic Violent Extremists Likely Wil
React with Violence to the Presidential Transition Process, 14 January 2021, FBL, U/FOUO,

4 {U) Donald Trump Impeachment Trial Sparks Violent Threats A gainst Lawmakers, 062425 JANUARY 2021,
MNewsweek, U (citing briefing providedto press).

? 1&A began doing soon January 7,2021.

WARNING This record contains Security ion that is lled under 49 CFR parts 15 and 1520 No part of this record may
be reteased 1o persons without a “ need 10 know™, 25 defined in 49 CFR pants 15and 1520, except with the written permission of the Admimismator
of the Trnsportation Secunty Administration or the Secretary of Transportation. Unauthorized refease may result in civil penalty of other action.
Forll5 G agencies, public discl is govemed by 51.5.C 552and 49 CFR pants [5and 1520
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protests to commit further acts of armed violence. In particular, armed groups intended to travel
to Washington, DC ahead of the Presidential Inauguration and seek to replicate the tactics
demonstrated on January 6th, including further potential attacks of the U.S. Capitol, and/or
storming of other government facilities, including federal, state, or local buildings nationwide.
The Federal Bureau of Investigation warned of armed protests planned in all 50 state capitols
from January 16 through January 20, and protests at the Capitol from January 17 through January
20, including calls for “storming” government buildings.!2* While the Inauguration has
transpired, threats continue against members of Congress, including plots to attack Members of
Congress during their travel to and from the Capitol during the impeachment trial4

Additionally, there have been numerous incidents of disruptive passengers and unruly
behavior negatively impacting aviation operations by passengers traveling to and from the
National Capital Region (NCR). In the days preceding and following January 6, air carriers
reported a significant number of disruptions by passengers onboard flights into and out of the
NCR, including harassment of other passengers (including Members of Congress) and failure to
comply with crewmember instructions, At least one individual has publicly threatened to
suffocate and shoot flight attendants,

As information regarding the January 6 attack and planned future attacks have become
available, it is evident that these past and threatened ncidents of domestic terrorism constitute a
threat to national security. Similarly, increased harassment of passengers and crew members
associated with travel to the NCR on January 6, and anticipated travel connected to the ongoing
civil unrest, further indicates a threatto transportation security, and to airline and passenger
safety. Accordingly, the Administrator has directed that Intelligence & Analysis use the TSA
Watch Lists to deny boarding, designate persons for enhanced screening, or take other
appropriate action to mitigate the threat posed by violence or threatened violence.’

Given these threats to the Nation’s security, on January 15, 2021, I provided more
specific guidance regarding how 1&A would apply the TSA Watch List standards that were
approved on May 17, 2019 to this new situation and in reaction to the ongoing threats of

' (U) National Cris is Coordination Center Update: Preventing Violence and Criminal A ctivity January 2021, 1700
12 JANUARY 2021, FBI Strategic Information Operations Center with input from ATF, DEA, DOD, DOJ, DHS,
US Park Police, USMS, U//LES.

 (U//FOUQ) Joint Intelligence Bulletin: Domestic Violent E: ists Emboldened in A ftermath of Capitol Breach,
Elevated Domestic Terrorism Threat of Violence Likely Amid Political Transitions and Beyond, 13 January 2021,
FBI, DHS NCTC, U//FOUO.

} (U/FOUQ) Strategic Perspective: Executive Analytical Report: Some Domestic Violent Extremists Likely Wil
React with Violence to the Presidential Transition Process, 14 January 2021, FBL, U/FOUO,

4 {U) Donald Trump Impeachment Trial Sparks Violent Threats A gainst Lawmakers, 062425 JANUARY 2021,
MNewsweek, U (citing briefing providedto press).

? 1&A began doing soon January 7,2021.

WARNING This record contains Security ion that is lled under 49 CFR parts 15 and 1520 No part of this record may
be reteased 1o persons without a “ need 10 know™, 25 defined in 49 CFR pants 15and 1520, except with the written permission of the Admimismator
of the Trnsportation Secunty Administration or the Secretary of Transportation. Unauthorized refease may result in civil penalty of other action.
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violence.® The January 15 guidance directed a review of the threat environment as of January
31, 2021 determine whether modifications to the January 15 guidance are appropriate.

As of January 31, 2021, I judge that there remains a heightened threat environment across
the United States. According to a National Terrorism Advisory System bulletin issued by the
Acting Secretary on January 27, 2021, the heightened threat environment will persist in the
weeks following the Presidential Inauguration, as “some ideologically-motivated violent
exiremists with objections to the exercise of governmental authority and the presidential
transition, as well as other perceived grievances fueled by fake narratives, could continue to
mobilize to incite or commit violence.”” [ assess that this enduring threat of violence continues
to pose a threat to transportation or national security, albeit one that is more generalized in nature
in contrast with the violence atthe U.S. Capitol building on January 6 and threats of violence
associated with the Presidential Inauguration. Additionally, the Terrorist Screening Center has
been placing persons known by TSA to have engaged in the January 6 Capitol Violence on the
Terrorist Screening Database as continuing criminal investigations have yiekled more
information regarding these persons. Generally, these persons have been added to either the
Selectee or Expanded Selectee lists absent an aggravating factor (e.g. use or possession of
explosives).

Accordingly, after consultation with the TSA Senior Leadership Team, I am revising the
January 15, 2021 guidance in light of current threat conditions. The standards below are
intended to facilitate the placement of individuals who continue to be nominated to a TSA Watch
List, and to guide the reviews of individuals placed on a TSA Watch List required by TSA
Watch List procedures and the January 15 memorandum.

Placement on the TSA Watch List (Deny Boarding) is appropriate for:
+ Individuals found in possession of firearms, dangerous weapons, and/or zipties or similar
constraints in connection with the attack on the U.S. Capitol building;
* Individuals found in possession of explosives in connection with the attack on the U.S.
Capitol building;
¢ Individuals who have engaged in or attempted an assault on a bw enforcement officer or
other government personnel in connection with the attack on the U.S. Capitol building;
+ Individuals who, in connection with ongoing civil unrest:
o engage in violent conduct similar to the above with respectto the U.S. Capitol
building, another federal building or state capitol building; or
o under circumstances likely to produce such action, have expressed the intent to
engage in viokent conduct similar to the above;

* Procedures Relating to the Transportation Security Administration Watch Lists, signed May 17,2019 at 7-9; see
also Management Directive 100, TSA Roles and Responsibilities, dated May 5,2020 § 5.D.11, 13; Delegation of

Authority forOperations Support, dated May 14,2020 § 3.8.34,
" National Terrorism Advisory Bulletin, issued January 27,2021 at 11:00 AM Eastem, availableat
https/www.dhs.gov/sites/default/files/ntas/alerts/21_0127_ntas-bulletin.pdf. This bulletin expires on or before

April 30, 2021. See also United States Capitol Police Intellipence A ssessment, issued January 27, 2021.

WARNING, This record contans Sensitive Secunty Infhrmanion that 15 comtrolled under 49 CFR pants 15 and 1520 Mo pan of this record may
be released to persons without a * need to know”, as defined in49 CFR parts |5 and 1520, except with the writien permission of the Administrator
of the Transponation Secunty Ad the Secretary of Transportation, Unauthorized release may result in civil penalty or other action
Forll5 G agencies, public disc is govemed by 5U 5.C 552 and 49 CFR parts 15and 1520
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¢ Individuals who, in connection with ongoing civil unrest, have threatened the life of
government or security personnel, flight crew, or passengers; or

» Individuals responsible for organizing or inciting seditious conduct. Organizing or
inciting seditious conduct is defined as acts intended to overthrow, put down, or destroy
by force the Government of the United States, or to levy war against the Government of
the United States, or to oppose by force the authority of the Government of the United
States, or by force to prevent, hinder, or delay the execution of any law of the United
States, or by force to seize, take, or possess any property of the United States contrary to
the authority of the Government of the United States.?

Placement on the TSA Watch List (Enhanced Screening) is appropriate for:

¢ Individuals who unlawfully enteredthe U.S. Capitol building on January 6, 2021, but
who are not suspected of engaging in the activities warranting placement on the TSA
Watch List (Deny Boarding) noted above;

e Individuaks suspected of traveling to the National Capital Region in connection with the
January 6, 2021 attack on the U.S. Capitol and who are believed to pose an elevated risk
of domestic terrorism,” but for whom there is a current lack of specific information
relating to unlawful entry into the U.S. Capitol, violent acts in support of the January 6,
2021 attack, or ncitement of the same, and who do not otherwise the criteria for
placement on the TSA Watch List (Deny Boarding).

Placement on the TSA Watch List (Security Notification) is appropriate for:

¢ Individuak who harass or threaten the harassment of security personnel, flight crew, or
passengers in connection with the Presidential transition;

All nominations to a TSA Watch List must continue to be supported by particularized
derogatory information regarding the individual to be placed on a TSA Watch List. All
nominations will be evaluated under the totality of the circumstances, including available
relevant derogatory and mitigating information. If information is discovered during your teams’
reviews of available information that merits consideration for deviation from the above
guidelines, that information must be provided along with nomination materiaks for consideration

¥ See 18 U.S.C. § 2384 (regarding sediti piracy); 18 U.5.C. § 2383 (regarding rebellion orinsurrection,
including inci frebellion ori ion);and 18 U.S.C. § 2385 (regarding advocacy ofoverthrowingthe
govemment by force). These statutes are serious criminal offenses that inherently touch upon a threat to national
security, and guide evaluationofwhethera ination meets thisstandard. Incitementis notthemereoralor

written advocacy ofideas orexpression ofbelief, not involving advocacy of any actoracts of violence orthe
assertion oftherightness of, or right to commit, any such act oracts. See 18 US.C. § 2102(b).

* Defined as activities thatinvolve acts dangerous to human life that are a violation of the criminal laws ofthe
United States orofany State; which appearto be intended to intimidate or coerce a civilian population, influence the
policy ofa govemmentby intimidation or coercion, oraffect the conductofa governmentby mass destruction,
assassination, or kidnapping; and which occur primarily within the territorial jurisdiction ofthe United States. See
18 US.C. § 2331(5).

WARNING This recond contains S Security Inf that 13 lled under 49 CFR pans 15 and 1520, Mo pert of this econd may
be released 1o persons without 2 need to know™, as defined in4% CFR parts 15 and 1520, except with the written permission of the Administrator
of the T Secunty A i or the Secretary of Transportation. Unauthorized release may result in civil penalty or other action

ForU.5 Govemment agencies, public disclosure is governed by 51U 5.C 532 and 49 CFR pans | Sand 1520
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by the Administrator or his designee.!® As with all other nominations to the TSA Watch List, an
individual may not be added to a TSA Watch List based solely on the individual’s realor
perceived race, color, religion, national origin, ethnicity, gender, age, sexual orientation, gender
identity, or disability. Individuak shall not be added to any TSA Watch List in retaliation for
engaging in activities protected by the U.S. Constitution, ncluding First Amendment protected
activities. Conduct protected by the First Amendment may be considered in conjunction with
other conduct and evidence only to the extent relevant to TSA’s determination as to whether an
individual poses a threat warranting placement on a TSA Watch List. First Amendment
protected activities shall not serve as the sole basis for placement on any TSA Watch List.

All additions, status modifications, and removals shall be memorialized via memorandum
explaining the basis for the determination as soon as possible. These memoranda will formalize
the ongoing analysis and legal review regarding individual nominations to a TSA Watch List.

I18&A will conduct monthly reviews of the cases and this guidance as described above
until there are no cases associated with this guidance on the TSA Watch List and/or the threat
environment has changed that obviate the need for this specific guidance. At eachreview, TSA
will consider up-to-date information regarding each individual placed ona TSA Watch List, the
current threat environment, and threat mitigation measures undertaken by other agencies to
determine if changes to the above guidance, status modifications, or removals are appropriate.
[&A will ako conduct encounter-based reviews upon notification of identified pending travel to
consider the latest information available and determine if the case TSA Watch List status should
be upgraded, downgraded, or removed as appropriate. Notwithstanding this scheduled review,
should your teams become aware of any other information, inchuding but not limited to
intelligence, law enforcement, and open source information, indicating that a change in status &
warranted (e.g. dentification of additional derogatory information, determination that a person
has been misidentified or is otherwise not associated with the January 6 attack), that information
should be provided to me as soon as possible to facilitate any appropriate modifications.

Removal from the TSA Watch List 5 warranted when:

¢ The threat posed by the individual is mitigated through other measures, such as
placement within the Terrorist Screening Database;

* The individual & no longer identified as connected to a threat to national security through
further investigation, inchuding coordination with partner agencies, review by I&A in
conjunction with the TSA Watch List review processes, or through the DHS TRIP redress
process; or

* Intelligence and law enforcement reporting no longer indicate a continuing threat to
national security associated with the ongoing civil unrest.

' For example, persons for whomthere is significant mitigating information to indicate the absenceofa threat

notwithstanding meeting theabo idelines, or for wt investigating law enfi agency has requested
that TSA not delay or deny travel due to investigative equities, and for wh he Admin ordesignee has
dalternativethreat mitigati ures to be ad

WARNING  Tins recond contmns Sensitive Secunity [nfhemation that s controlled under 49 CFR parts |5 and 1520 Mo part of this record may
be released 10 persons without a = need to know™, & definad ind% CFR pans 15 and 1520, except with the written permission ofthe Administrator
of the Transportation Secunty Ad ion or the Secretary of Transponation. Unauthorized release may result 1n civil penalty or other action.
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= For persons on the TSA Watch List (Security Notification) on account of the above
standard, travel without incident for three encounters, or for a period of at least one year
with at least one encounter, will generally serve as evidence that an individual no longer
poses a threat warranting placement on the TSA Watch List (Security Notification) unless
unusual aggravating circumstances apply. These cireumstances must be specifically
described in TSA Watch List reviews.

TSA Chief Counsel's and Civil Rights and Liberties, Ombudsman & Traveler
Engagement offices have reviewed this memorandum and have no [l or other objections to
this guidance.

WARNING. This record contains Secunty that 15 lled under 43 CFR parts 1% and 1520 No part of this ecord may
be released to persons without a “ need to know™, a5 defined in 49 CFR parts 15 and 1520, excipt with the wntten permission of the Administrator
of the T ion Secunty Administrati the Secretary of Transportation  Unauthorized release may result in civil penalty or other action
ForlU5 G agencies, publec discl is governed by 5U.5.C 552and 49 CFR parts 15and 1520
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April 11,2012

ACTION

MEMORANDUM FOR: Janet Napolitano
Secretary

THROUGH: Jane Holl Lute
Deputy Secretary

!!unleﬁcrmnsm Coordinator
FROM: John 8. Pistol W

Administrator

COORDINATED WITH: OGC, PLCY, MGMT, 1&A, Office of the CT
Coordinator, CRCL, PRIV

SUBJECT: (U//SS]) Implementation of an Intelligence-Driven,
Risk-Based Domestic Aviation Security Screening
Program (Quict Skies).

Purpose

(UZFOUQ) This memorandum (1) seeks your approval to transition the Quiet Skies pilot
to a permanent intelligence-driven, risk-based domestic aviation screening program; and
(2) outlines areas of agreement among DHS components

Background

(U./SSI) Pursuant to your August 2011 approval, TSA began the Domestic Silent Partner
ptlot to assess TSA's ability to mitigate the risk posed by unknown viclent extremists
traveling on domestic passenger flights by conducting additional screening of passengers
whose previous intemnational travel matches pattemns from known or suspected terrorist
travel. The Quiet Skies initiative is another key component of TSA’s risk-based

WARNING: This record contains Sensitive Security Infi that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, udeﬂmdmu
CFR parts 15 and 1520, except with the written permission of the Admini ofths'l’
Security Administration or the Secretary of'{mwurm Unauthotized release may result in civil
penalry or ather action. For US. G . public discl is governed by S US.C 522 and
CFR parts 15 and 1520,
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approach lo security. Based upon the resuits of the Domestic Silent Partner (DSF)
Concept of Operations and successful demonstration of the objectives of the Quiet Skies
pilots, TSA began planning efforts for a permanent Quiet Skies program.

Discussion

(U/SST) In early January 2012, at the direction of Deputy Secretary Lute, TSA convened
the Quiet Skies Working Group (QSWG) to consider the intelligence, operational, legal,
policy, and privacy implications of transitioning Quict Skies from a pilot to a full
operational program. TSA chaired the QSWG with participation from the Office of the
General Counsel (OGC), the DHS Privacy Office (PRIV), the Office for Civil Rights and
Civil Liberties (CRCL), Policy, the Office of the Counterterrorism Coordinator (CT) and
the DHS Office of Intelligence and Analysis (1&A). The QSWG participants met six
times to discuss program development and provided feedback to their respective
Principals. Based on this work, the Principals have now reached consensus on: (1) the
need for transparency; (2) limiting the number of encounters which result in additional
screening; (3) defining Quict Skies List name retention periods (e.g. 20 days for TSDB
affiliates and 90 days for intelligence-based rules), (4) quarterly reviews of the
intelligence justifications for Quiet Skies rules; (5) redress, which will include a Quiet
Skies Cleared List (QSCL); (6) the use of ethnicity component in Quiet Skies rules; and
(7) information sharing.

(U/1SST) Quiet Skies Rules Approval Process — In order to be included in Quiet Skies, a
rule must be epproved through the established Silent Partner approval process. [n
addition to the Silent Partner requirements, a rule in Quiet Skies must: (1) targe: a
potential threat to aviation security within the Homeland, as assessed by TSA-O1A; (2) be
scparately recommended for inclusion in Quiet Skies by TSA-OIA; and (3) be separately
approved by the Administrator for inclusion in Quiet Skies. A separale oversight review
process for Quiet Skies will also be implemented.

(U//$381) Use of Ethnicity Component in Quiet Skies Rules — In light of the heightened
sensitivities associated with using ethnicity as a factor (“ethnic-based rule™) in a domestic
context, there will be an additional review process for the potential use of ethnicity as a
factor in Quiet Skies rules. There will be two processes for the review, depending on the
exigency of the threat.

(U/SSI) If TSA determines that exigent circumstances require implementation of a Quiet
Skies rule with an ethnicity-based name selector, the TSA Administrator may direct that
the rule be implemented immediately. Reviewing offices will be notified immediately of
the implementation of a new rule. Should a reviewing office non-concur with the rule, the
reviewing office will notify TSA within 24 hours, and TSA and the non-concuring office
will seek resolution. Disagreements as to implementation of a rule shall be elevated to the
Deputy Secretary, followed by the Secretary, as necessary. In non-exigent

: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15

and 1520. No part of this record may be disclosed to persons without a “need 1o know™, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
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circumstances, TSA will receive affirmative consent by each of the reviewing offices
within 48 hours, prior to the issuance of the rule. Disagreement will be clevated to the
Deputy Secretary, followed by the Secretary, as necessary.

(U//SS1) The DHS HQ oversight offices (CRCL, PRIV, and OGC) will review all Quiet
Skies rules employing ethnicity-based name selectors when approved by the TSA
Administrator. TSA will provide the supporting intelligence to the reviewing offices,
including TSA-OIA’s analysis of the need for the cthnicity-based name selector,
specifically discussing the reasons for its use and why altemative selectors (such asa
travel segment, duration of travel, or travel document country of issue) are not an
effective means to mitigate a particular threat. The reviewing offices will also consider
the potential negative effects on ethnic groups. If all parties are unable to reach
resolution on the implementation of a specific rule, the matter will be elevated to the
Deputy Secretary, followed by the Secretary, as necessary.

(U//SSI) TSA assesses the Quiet Skies program has value as an intelligence-based pre-
screening mechanism to mitigate risk from unknown or potential terrorists who have
received enhanced (secondary) screening at their Last Point of Departure (LPD) airport
prior to travel to the United States. It is flexible and scalable, allowing TSA to be more
risk-based and operationally responsive to situations that potentially threaten aviation
within the Homeland. Quiet Skies will further enhance DHS and TSA's risk-based
security initiatives by enabling TSA to focus screening resources based on intelligence.

(U/1SST) Given the risk associated with unknown violent extremists, TSA believes Quiet
Skies’ implementation, as an additional laycr of aviation security, will assist in mitigating
threats to domestic aviation.

TSA has implemented appropriate safeguards, based on input from CRCL and PRIV, to
ensure travelers are not unnecessarily or indefinitely subjected to enhanced screening.
Accordingly, it is recommended you approve Quiet Skies as a layer of DHS/TSA's
intelligence-driven, risk-based approach to aviation sccurity.

(U/1SS1) The attached appendixes detail the implementation plan for the Quiet Skies
initiative {Appendix 1) and the OGC Legal Analysis (Appendix 2).

Recommendation
That you gpprove full jmplementation of the Quiet Skies program.
Approvc ﬁ provc R /
Date
_gm This record contains Sensitive Security [ ion that is ¢ iled under 4% CFR parts | 5
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Modify 7 Needs more discussion _ /
Date Date
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Appepdix 1
Quiet Skies Full Implementation Plan

(U//SSI) TSA will use match records from specified Silent Partner rules to build a watch
list, the Quiet Skies List, and will screen travelers flying into, out of, or within the
Homeland against this Quiet Skies List." Two types of Silent Partuer rules will be
considered for inclusion™:

(U SSI) The Terorist Screening Database (TSDB) Affiliate nule

o 551) Indmvaduals wall be removed from the Quiet Skies List through
deliberate exclusion, after three encounters or after 20 days, whichever is

earliest.

e (U//SSI) Intelligence-based scenario rules identify individuals based on specific
intelligence about a potential threat or who have traveled abroad and may be
returning from identified higher risk areas using travel routes and tradecraft
highlighted in current intelligence. These rules or rule packages will be
implemented at the TSA Administrator’s direction based on threat information
indicating a specific and credible threat to aviation security within the Homeland
from violent extremists.

o (U/SS]) Intelligence-based rules will populate a 90-day, rolling list.

o (U//SSTy Individuals will be removed from the Quiet Skies List through
deliberate exclusion. after three encounters, after 90 days. or after
deactivation of the particular Quiet Skies rule placing them on the list,
whichever is earliest.

o (U//SSI) The intelligence supporting the Quiet Skies rules is continually
evaluated and subject to quarterly reviews by DHS PRIV, CRCL and

OGC. The Quiet Skies approval process is described below.
o rsSD o,f#,h rulls relating to
were implemented based on current mtelligence information. [hese are

the only intelligence-based rules currently in effect. These rules are
currently being evaluated to assess whether the intelligence remains valid

and current.
! (UnSSIT) TSA plans to use the TSDB Affitiate Rule | NI - i« ivitial Quiet
Skies rule set.
? (UHSST) In the event of a g Iy, TSA will nominate to the terrorist watch List or take

appropriate action in accordance with our operating procedures and legal anthorities,
310 S51) TSA will wodify the TSDB Affiliate Rule applied to TSA screening prozams

The

current Watchlisting Guidance does not perut use of these records for transportation secunty.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR pants 15
and 1520. No part of this record may be disclosed to p ithout a “need to know", as defined in 49
CFR parts 15 and 1520, except with the written permission of the Admini of the Transportation
Security Administration or the S y of Transportation. Unauthorized release may result in civil

penalty or other action. For US. G ies. public discl is governed by 5 U.S.C. 522 and

CFR parts 15 and 1520.
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(U//SST) Additionally, TSA will develop and maintain additional rule packages for Quiet
Skies, as necessary to mitigate emerging threats to aviation security within the Homeland.
The process for the implementation of a targeting rule for the Quiet Skies program is
described in detail in the Rules Approval Process section.

(U//SST) TSA will notify DHS Office of the Counterterrorism Coordinator, Policy, 1&A,
OGC, CRCL and Privacy within 48 hours of the implementation of a rule or rule
package(s), as well as provide the relevant threat information and underlying intelligence.
In addition, all Silent Partner rules are, and will continue to be, the subject of quarterly
reviews by DHS Privacy, CRCL, and OGC. A review of rules for use in Quiet Skies will
be incorporated into the quarterly review standard operating procedures.

(U//SST) TSA will review encounter data to ensure match quality and to process
deliberate exclusions from the Quiet Skies List, as appropriate. In addition, TSA will
monitor the departure and arrival airports for Quiet Skies encounters to ensure there is no
negative impact on domestic screening and security operations.

Rule Approval & Oversight Process

(U//SSI) Since the Quiet Skies List is driven by the results from Silent Partner targeting
rules, it is important to understand the process for the development of a Silent Partner
rule and the program’s strict oversight processes.

1 P f

{G: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™. as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administr of the Transporration
Security Administration or the Secretary of Transportation. Upauthorized release may result in civil
penalty or other action. For U.S. Government agencies. public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520
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o (U//SSI) All Silent Partner rules are reviewed regularly and archived when no
longer supported by intelligence. The TSA Administrator approves the
implementation, modification, and removal of all Silent Partner rules.

rsight of Silent Partner

(U/SST) In addition to the implementation process described above, Silent Partner is
overseen under the auspices of an oversight agreement with three DHS HQ reviewing
offices: the DHS Privacy Office, the Office for Civil Rights and Civil Liberties, and the
Office of the General Counsel. The purpose of the oversight agreement is to ensure that
Silent Partner rules are based on current intelligence identifying specific potential threats,
are deactivated when no longer necessary to address those threats, are appropriately
tailored to minimize the impact upon bona fide travelers’ civil rights, civil liberties, and
privacy, and are in compliance with relevant legal authorities, regulations, and DHS
policies.

(U//SSY) The principles of the Silent Partner oversight agreement provide that:

o (U/SSI) TSA will continually evaluate the performance of the rules and the
intelligence supporting them. If a rule is determined to no longer be necessary
to address a particular threat, the rule will be deactivated immediately.

o (U//SSI) The reviewing offices will review the program quarterly, focusing on
changes to the rule set from the prior review and concems raised by the
reviewing offices for further discussion. TSA will provide access to the
intelligence reporting supporting the rules for review.

s (U//SSI) Intelligence assessments for each rule should be updated at least
annually for presentation to the reviewing offices, but may be updated sooner
upon request of the reviewing offices.

Quiet Skies Rule Approval

(USST) In order to be included in Quiet Skies, a rule must be approved through the
established Silent Partner approval process and will be covered by the oversight
provisions above. In addition to the Silent Partner requirements, a rule in Quiet Skies
must:

o (U/SSI) Target a potential threat to aviation security within the Homeland, as
assessed by TSA-OIA;

o (U//SS1) Be separately recommended for inclusion in Quiet Skies by TSA-OIA;
and

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520, No part of this record may be disclosed to persons without a “need to know", as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public di losure is g d by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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o (U//SST) Be separately approved by the Administrator for inclusion in Quiet
Skies. The Administrator will not delegate the authority to approve a Quiet Skies
rule below the Deputy Administrator.

(U//SSI) These additional requirements may be documented in a combined decision
memorandum for a Silent Partner rule. If so, TSA will cross-file the memo with both
programs.

et Ski 2 h
(U//SSI) Furthermore, with respect to oversight of the Quiet Skies program®, TSA will:

¢ (U//SSI) Notify the DHS HQ reviewing offices of the implementation of all Quiet
Skies rules within 48 hours of approval and provide the relevant threat
information and underlying intelligence for that rule, with an excepbm for rules
containing ethnicity-based name selectors, as described below.’

o (U//SSI) If TSA determines that exigent circumstances require implementation of
a Quiet Skies rule with an ethnicity-based name selector, the Administrator may
direct that the rule be implemented immediately. TSA will immediately notify
the reviewing offices of the implementation of a Quiet Skies rule using an
ethnicity-based pame selector and provide the supporting intelligence. Should a
reviewing office non-concur with the rule, the reviewing office will notify TSA
within 24 hours, and TSA will continue to coordinate with these offices to address
concerns. Disagreements as to implementation of a rule shall be be elevated to
the Deputy Secretary, followed by the Secretary, as necessary. In non-exigent
circumstances, as detennined by the Administrator, for Quiet Skies rules with an
ethnicity-based name selector, TSA will provide the supporting intelligence to the
reviewing offices who will have 48 hours to concur or non-concur prior to
implementation.

s (U//SSI) Continually evaluate the performance of the rules in the Quiet Skies
program and the intelligence supporting themn. If a rule is determined to no longer
be necessary to address a particular threat, the rule will be deactivated
immediately and individuals placed on the Quiet Skies List using the deactivated
rule will be removed at that time.

s (U//SSI) Participate in a separate quarterly review for Quiet Skies. The purpose
of the separate quarterly review is to ensure that Quiet Skies rules are based on

‘(Uffi&[)ﬁshuhmmovusigﬂ,tbemﬁzudngoﬁmspedﬁuﬂynfetloDHSOGC.PRIV,and
CRCL. TSA bas agreed to provide notice to I&A. CT. and Policy; however. these offices do not participate
mrhequh'mlesmu“

3 (U 351) In making such notifications to CRCL. PRIV. and OGC. TSA will alert the ponts of confact on

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR. parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
CFR parts 15 and 1520. except with the written permission of the Admini of the Transg
Security Administration or the S y of Transportation. Unauth -m-mhasemey:esukmmﬂ

penalty or other action. For U.S. Government agencies, public disclosure is go dby 5US.C. 522 and
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current intelligence identifying specific potential threats to aviation security
within the Homeland, are deactivated when no longer necessary to address those
threats, are appropriately tailored to minimize the impact upon bona fide
travelers” civil rights, civil liberties, and privacy (through rule design, quality
assurance and oversight, and TSA’s redress efforts), and are in compliance with
relevant legal authorities, regulations, and DHS policies. As with Silent Partner,
TSA and the reviewing offices will execute an oversight standard operating
procedure (or amend the current Silent Partner procedures) formalizing this

Teview process.
¢ (U/SSI) Intelligence assessments for each rule will be updated and re-approved
by the Administrator every 90 days.®
Skies Use of Ethnicil ed Name rs

(U/SST) TSA understands that the use of ethnicity-based name selectors in its rules is
subject to strict scrutiny when applied inside the borders of the United States.” However,
their use ‘may be permissible within the bounds of the Constitution,” relevant law,
regulations, and DHS policies. As a result, TSA will not categorically exclude the use of
ethnicity-based name selectors from Quiet Skies when intelligence justifies their use.

The Department’s “Commmitment to Race Neutrality in Law Enforcement Activities”
govems the use of ethnicity-based name selectors in this program.

e (U//SSI) TSA does not employ any Silent Partner rules which refer travelers to
enhanced screening based solely on an individual's ethnicity. Ethnicitv-based
name selectors are alwavs used in conjunction with other selectors,

These are based on reliable and current intelligence, and do not re von

generalized stereotypes.

(U/'SSI) TSA will incorporate a more stringent review and approval process for the use
of ethnicity-based name selectors, including:

* (U/'SSI) TSA-OIA’s analysis of the need for the ethnicity-based name selector.
specificallv discussina the reasons for its use and why alternative selectors [
are

not an etfective means to nutigate a particular threat;

# (UnSSI) Intelligence assessments for rules ining an ethnicity-based name selector will be upd

every 60 days.

! (U//FOUO) For name selectors. ethnicity was determined by analyzing five years of I-94 data to distinctly

identify last names, first names. dates of birth, and countries of citizenship. This data was analyzed to
thep ge of es that a specific given name or sumame appears for the nationals of a

country.

NG: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to ithout a “need to know™. as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the S y of Transp ion. Unauthorized release may result in civil
penalty or other action. For U.S. G gencies. public discl is governed by § U.S.C. 522 and
CFR parts 15 and 1520.
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(U//SS1) An internal review, including an updated intelligence assessment, and
re-approval by the Administrator of the use of a rule employing an ethnicity-based
name selector every 60 days.

(U//SSI) This stringent review and approval process will also incorporate review by the
reviewing offices either immediately after implemention in exigent circumstances, or
prior to implementation otherwise.

(U//SST) If TSA determines that exigent circumstances require implementation of
a Quiet Skies rule that includes an ethnicity-based name selector, the
Administrator may direct that the rule be implemented immediately. TSA will
immediately notify the reviewing offices of the implementation of a Quiet Skies
rule using an ethnicity-based name selector and provide the supporting
intelligence.® Should a reviewing office non-concur with the rule, the reviewing
office will notify TSA within 24 hours, and TSA will continue to coordinate with
these offices to address any concerns. Disagreements as to implementation of a
rule shall be be elevated to the Deputy Secretary, followed by the Secretary, as
necessary.

(U//SSI) In non-exigent circumstances, as determined by the Administrator, TSA
will provide the supporting intelligence to the reviewing offices, who will have 48
hours to concur or non-concur prior to implementation of the rule. TSA will
coordinate with these offices to address any concems, and disagreements shall be
elevated to the Deputy Secretary and/or Secretary, as necessary, prior to
implementation of the rule.

ight

(U//SST) In the Final Operating Capability (FOC) for Quiet Skies, Secure Flight will
provide automated match processing and reporting.® Specific characteristics of the
Secure Flight process include:

(U SSI) The Quiet Skies watchlist is built from rl.).l[eo feedback received by Secure
Flight
(U SSI) For name matching. the match threshold will be set at 99 percent.!

(17 55]) Quiet Skies FOC is scheduled to be implemented in mid-April 2012.
% (U,#§ST) An individual is added to the Quiet Skies List as a result of their initial Silent Partoer rule hit.

2 such nobfications to CRCL. PRIV, and OGC. TSA il alert the powts of conract on

Day 1 on the Quiet Skies List s the day that nformuation 15 received from Secure Flizl.

U ossh

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR paris 15
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o (U//SST) The DOB match threshold will be 100 percent (exact DOB
match), allowing for inversion of month and day.
(U//SST) For passport number of country of issuance matching, the match
threshold will be set at 100 percent.

(U//SSI) Quiet Skies will match agamst domestic, international inbound and

international outbound flights.'* It will not match against international to
international flights, to include overflights, received by Secure Flight.

* (U//SSI) Quiet Skies will not match against the Cleared List managed by the DHS
Traveler Redress Inquiry Program (TRIP).™

v (U//SSI) Passengers who match a Quiet Skies record will automatically receive a
Selectee Boarding Pass Printing Result (BPPR). Secure Flight will not inhibit
boarding passes or perform identity verification.'®

» (U//SSI) Secure Flight will provide a daily report of individnals who matched the
Quiet Skies List to the TSA Office of Intelligence and Analysis for quality
assurance, oversight, and redress purposes.

(U//SST) TSA plans to implement Quiet Skies in such a way that many of the above
parameters are configurable, to include:

¢ (U//SSI) Autoratic list record deletion timeframe, unique for each rule.

(U//SST) Random exclusion from receiving SSSS BPPR (see Random Exclusion
section below).

* (U//SST) Cleared List Matching (ability to clear Quiet Skies List matches if they
are an exact match to the Cleared List managed by DHS TRIP). Note, at launch,
Quiet Skies matches will not be matched against the Cleared List.

+ (U/V/SST) Quiet Skies Cleared List (ability to clear Quiet Skies List matches if they
are an exact match to the QSCL, detailed in the Redress section below).

i

1" 5511 Theough the Quiet Skies pilot.
These issues result in a sigmuticantly hizher number of questionable matches

* (1 SSI) An individual on the Quiet Skies List may be selected for enhanced screening on an

Intemational Inbound flight if subseq i ional travel does not result in matching to a Silent Partner

rule.

* (U#SST) The Cleared List refers to a list maintained by DHS TRIP of persons who have been cleared.
for purp of TSA ing only. against the Terrorist S ing Database (TSDB).

'? (U1/SST) The Boarding Pass Printing Result (BPPR) is a message sent by Secure Flight to the air carrier.
It can in four possibl 2 Tesy Cleared, Inhibited, Sel or Known. Itis not TSA's
intent to inhibit bearding passes for Quiet Skies which would require the air carrier to make a resolution
call to Secure Flight.

B ARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Admini of the Transp i
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies. public disclosure is governed by 5 U.S.C. 522 and
CER parts 15 and 1520.
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¢ (U//SSI) Flight Type (Domestic, International Inbound, International Outbound,
and International to International (includes Overflights)).

*  (U//SSI) Match Threshold (i.e. 99 percent and exact date of birth (DOB)).

Operating Procedures Minimizi ts on Traveler.

(U//SST) TSA is committed to managing Quiet Skies in such a way to ensure that the
impact upon travelers is minimized. Throughout the different phases of the Quiet Skies
pilot, TSA has developed processes aimed at preserving the privacy, civil rights and civil
liberties of travelers. These include:

e (U//SSI) Deliberate Exclusion: Thorough reviews of encounter data are conducted
to ensure that inclusion on the Quiet Skies List was appropriate; and
o (U//SSI) Throughout the Quiet Skies pilot, the majority of deliberate
exclusions have been for (1) individuals associated with a TSDB subject
whose investigation was subsequently closed or (2) individuals whose
travel TSA assessed would not warrant further scrutiny.
¢ (U//SSI) Encounter-Based Exclusions: Automatic removal of a Quiet Skies List
record after it has triggered three (3) encounters resulting in enhanced screening.
e (U//SSI) Automatic removal of an individual after a defined period of time,
depending on the rule applied. Individuals added via the TSDB Affiliate rule will
be purged from the list after 20 days. Individuals added via intelligence-based
rules will be purged from the list after 90 days. All Quiet Skies rules will be

reviewed quarterly.
(U//SSI) TSA will employ all three types of exclusions in Quiet Skies.

(U//SST) TSA will exempt individuals from additional screening if it appears the
individual is unnecessarily being subjected to repetitious enhanced screening due to
repeatedly matching rules.

Deliberate & Encounter-Based Exclusions

(U//SSI) TSA will monitor the Quiet Skies encounter data and review the encounters to
determine the nature of the rule hit, . and
whether there is data warranting exclusion from the Quiet Skies List, As SA does not
consider it feasible to develop an algorithm to exclude individuals from the list prior to
their first screening encounter, this analysis will be conducted after an individual’s first
Quiet Skies encounter. TSA expects this review will take place within seven days of the
initial match. Individuals will be removed prior to their third encounter if they match

WARNING: This record contains Sensitive Security [nformation that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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generic data, such as publicly available hotel information. TSA does not
receive and will not match against screening records.'®

(U//SST) TSA will leverage specified U.S. Government information to make such
a determination;

On a limited basis. TSA may use open source information to resolve ambiguties
pertaining to matches for telephone listings. Other fields may be
approved on a case-by-case basis with the oversight offices.

(U//SST) Individuals will be automatically excluded from the Quiet Skies List after their
third encounter resulting in enhanced screening, a process that TSA has successfully
developed and validated as part of the Quiet Skies pilot. Should TSA identify an
individual with greater than three encounters, a deliberate exclusion will be immediately
processed.

Random Exclusion

(U//SST) TSA has developed a capability to randomly exclude individuals on the Quiet
Skies List from receiving a Selectee Boarding Pass Printing Result (BPPR) at a
configurable percentage rate. Instead, these passengers will receive a Cleared BPPR."
When an individual is a Quiet Skies match but is randomly excluded, their encounter
information is removed from the selectee population. The retention schedule for the
excluded passenger data reflects passengers who did not match any Secure Flight watch
list. These excluded records are purged from Secure Flight within seven days of the
passenges’s completion of travel, vice the established retention time-frame for automatic
Quiet Skies List matches of seven years.

(U//SST) For example, with random exclusion set at 50 percent, then approximately half
of the passengers matching a Quiet Skies record will receive a Cleared BPFR. An
individual could travel three times and not be randomly excluded at all. Conversely, an
individual could travel five times and be excluded twice. Regardless, in either scenario.
the individual will be removed following the third encounter resulting in referral to
enhanced screening.

(U//SST) Random exclusion is consistent with TSA's unpredictable screening operations
and will conserve resources at the screening checkpoint should the operational impact of
employing Quiet Skies rules become problematic. While both TSA and DHS I&A
recognize the effectiveness of random exclusion in a number of screening programs, for

(L1 SSI) Receipt of a Cleared BPPR assumes the passenger was not a match to high-risk watch lists.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. Nopancfthisnwtdmybed’mlmedtopunnswima“needwkmw".nsdeﬂmdin@
CFR parts 15 and 1520. except with the written permission of the Administrator of the Transportation
Security Administration or the S v of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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Quiet Skies, we believe that limiting the random exclusion may increase the effectiveness
of deterrence. Therefore, at implementation, TSA will set the random exclusion
percentage at zero percent.

Redress

(U//SSI) The DHS TRIP will likely receive redress requests from travelers who have
received additional screening under Quiet Skies. In addition to the actions noted above,
TSA is committed to incorporating DHS TRIP into the overall redress process. Based on
the results of the Quiet Skies pilots, the proposed use of an exact DOB match and high
match threshold will likely result in a very low rate of misidentification; however, TSA
will incorporate new functionality in future TSA-OIA releases to properly address redress
issues associated with misidentifications. When this functionality is implemented, DHS
TRIP will review redress applicants to determine whether or not they are identity matches
to the Quiet Skies List. In cases in which DHS TRIP cannot make an identity match
determination, DHS TRIP will forward these cases to TSA-OIA for further analysis and
adjudication.

(U//SST) TSA will also create a Quiet Skies Cleared List (QSCL) intended to minimize
impacts on travelers, to ensure an individual will not remain on the list indefinitely, and
to enhance privacy, civil rights and civil liberties protection in the Quiet Skies program.
TSA will add individuals to the QSCL regardless of whether they file a Traveler Inquiry
with DHS TRIP."®

e (U/SSI) The QSCL will include several data elements, such as (1) the traveler’s
full name, (2) DOB, and (3) the rule ID.

o (U/SSI) TSA will add a traveler to the QSCL after three encounters resulting in
enhanced screening or when the name retention period for the rule has expired (20
days for the affiliate rule and 90 days for intelligence-based rules), whichever
comes first.

o (U//SSD) Individuals on the QSCL will be cleared for a period of 18 months.
During this time period, an individual would not be referred for enhanced
screening due to matching against the same Quiet Skies rule. After that 18-month
period, travelers who hit a Silent Partner rule that is an active Quiet Skies rule will
again be placed on the Quiet Skies List, and become eligible for the QSCL again
as described above.

' (U#/SSI) Since the automated QSCL functionality will be developed and incorporated into future
technical releases of Secure Flight, TSA will continue to utilize a temporary process to develop, maintain
and use the QSCL and perform manm.l removals for persons meeting the qualifications. Any changes to
this temporary process prior to imp g an i process will be coordinated with CRCL and
PRIV.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
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e (U//SST) TSA will also maintain the ability to manually add travelers to the QSCL

in order to reduce impacts on individuals who repeatedly hit rules in situations
warranting permanent removal. TSA will leverage specified U.S. Government
information to make such a determination:

(USST) Since the automated QSCL functionality will be developed and
incorporated into future technical releases of Secure Flight, TSA will develop a
temporary process to develop, maintain and use the QSCL upon implementation
of the Quiet Skies program. This manual QSCL will be used to perform manual
exclusions for individuals being subjected to repetitious enhanced screening due
to repeatedly matching rules. Any changes to this temporary process prior to
implementing an automated process will be coordinated with CRCL and PRIV.

Daia Sharing

(U//SST) TSA will not share the Quiet Skies List and match results with external agencies
unless there is a checkpoint screening anomaly encountered that triggers ordinary
incident response processes. In the event a screening anomaly is noted for an individual
on the Quiet Skies List, TSA may, on a case-by-case basis, share derogatory information

relating to the individual with the appropriate parties via a watchlisting nomination
ot (M vy TSA sy v
specific Quiet Skies results with DHS and components. on a limited basis, to facilitate
oversight. and for litigation or redress purposes, as applicable.

(U/'SST) The Quiet Skies List will only be used to conduct Quiet Skies List matching by
Secure Flight and will not be used by other TSA vetting programs.

Data Retention

(U//SSI) Data related to Quiet Skies will be managed in three separate records areas.
Secure Flight maintains several distinct categories of records subject to retention:

o

screening by the TSDB Affiliate rule under Quiet Skies will be deleted
from the Secure Flight watch list database after the traveler’s third
encouater resulting in additional screening or when they expire at the end
of the rule’s specified name retention period, whichever occurs first.

WARNING: This record contains Sensitive Security Infi ion that is lled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
CFR parts 15 and 1520. except with the written permission of the Admini of the Transportation
Security Administration or the S y of Transp jon. 1 horized release may result in civil

penalty or other action. For U.S. Government agencies. public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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o (U//SSI) Quiet Skies List entries on individuals selected for enhanced
screening by intelligence-based rules under Quiet Skies will be deleted
from the Secure Flight watch list database after the travelers’ third
encounter resulting in additional screening or when they expire at the end
of the rule’s specified name retention period, whichever occurs first.

o (U//SSI) Quiet Skies List entries will be deleted for any rule that is
deactivated as a result of TSA or the Intelligence Community indicating
that the particular threat to aviation within the Homeland is no longer valid
or has been successfully disrupted, whichever is earlier.

o (U//SSI) Secure Flight also maintains information on individuals matched to
watch lists. For the Quiet Skies List, this information includes the identifying
information of the passenger, the identifying information of the Quiet Skies List
record(s) of the potential match, the itinerary information, and administrative
information. Match data will be retained pursuant to the existing Secure Flight
records retention schedule—match data retention for Quiet Skies will be seven
years. Match information has limited access and will only be used for the purpose
of redress, or as necessary for litigation. Ifan individual is randomly excluded for
a particular trip, Secure Flight will treat that record as a non-match and only retain
the data for up to seven days.

(U//SST) TSA-OIA will generate and maintain daily copies of both the Quiet Skies List
and any Quiet Skies encounter records to manage the program and conduct redress
analysis and facilitate oversight by DHS. TSA-OIA will maintain the Quiet Skies List
records for no longer than two years in order to address legal or redress questions which
may arise from an individual’s referral.

(U//SSI) Incident Information: If an individual selected by Quiet Skies is involved in a
screening or security incident meeting the threshold for reporting . incident data
will be retained pursuant to TSA’s incident management and enforcement record
retention requirements.

WARNING: This record contains Sensitive Security Inft ion that is lled under 49 CFR. parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know”, as defined in 49
CFER parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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INTELLIGENCE IN Focus

T T W ===z
17 Jamuary 2021 1A-48885-21

PUBLIC SAFETY & SECURITY

(L)) Threats to Civil Aviation Surrounding Presidential Transition

(UyFOUO) We assess that airports and aviation personnel, especially in the National Capital
Region (NCR), are at risk of potential escalatory acts of violence due to the heightened threat
environment surrounding the presidential inauguration. Elected officials encountered during
travel, airline and airport personnel, and law enforcement probably are the most likely potential
targets of harassment that could escalate to violence at or near airports or onboard aircraft.
While we have not identified any specific, credible information indicating that individuals

explicitly intend to target aviation or aviati sciated p ], recent disruptions at
airports and onboard flights demonstrate the potential for isolated, opportunistic acts of
violence.

* (U) Several flights into and out of the NCR in the days prior to and following the violent
breach of the Capitol Building experienced individuals becoming verbally and physically
abusive toward flight crew and other passengers, according to a representative of a flight
crew professional organization and media reports.

* () Between 6-11 January 2021, several passengers in airport terminals and onboard
aircraft angrily confronted two US Senators and a member of the US House of
Representatives by yelling at and taunting them, according to media reports. Members of
Congress have consequently expressed concern for their personal safety while traveling,
leading the US Capitol Police and Sergeant-at-Arms to announce additional security
measures for Members traveling through airports.

* (U) Flight crews responsible for enforcing airline mask-wearing policies remain at risk of
potential conflict with noncompliant or disruptive passengers. While this has been an
issue throughout the COVID-19 pandemic, multiple videos of passengers being removed
from flights, allegedly for noncompliance with mask policies, have garnered significant
attention on social media in the days following the Capitol breach. This could further
exacerbate the already heightened threat environment, increasing the risk to flight crew
members forced to mediate in combustible situations.

e () Law enforcement has already made at least one high-profile arrest of a prominent
militia extremist at an airport, on a charge of unlawful activity connected to the Capitol
breach. Additional encounters with law enforcement have the risk of becoming violent,
especially if the detainee or bystanders perceive the law enforcement action as unjust.

Mwwhwmw." i within the DHS
For questions, contact DHS-SPS-RFIEhq dhs gov

(CBP, CWMD, ICE, TSA, USCG).

UNCLASSIFIED/IFOR OFFICIAL USE ONLY
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(LyFouo) Misinformation Regarding No Fly List Could Further Exacerbate Tensions
yrouo) The US Government maintains a host of i for airline travelers who

pose or may pose a threat to civil aviation or national security, including preventing an
individual from boarding an aircraft, requiring enhanced screening, and alerting security
persornel that an individual is expected at an airport.

yFouo) Political figures and aviation insiders have increasingly called for individuals found
to have participated in the Capitol breach to be placed on “the No Fly list.” Video clips
axudmdmh:dwbemgmd&mﬂghmimmkmhmehw
sometimes been inaccurately labeled as ¢ being denied boarding due to placement
onmchahst.lndusuyﬁg\ﬂeshavea!.wmhediheposn‘bullt\'ofa.i:hnzssharhgwmaum
amongst themselves about unruly passengers to create a temporary list of banned individuals
separate from government watchlists.

(UjFOUo) Misinformation and misperceptions about aviation security measures, their
application, and the 1 for offboarding of p m—whichmnucnnfwavaﬁetyof
reasons—may contribute to already heigh d b oK or
mt&ouahmnlmd:hduﬂsatmpontaauﬂeswlwmuldﬂmﬂwdmﬂa]ofﬁ\mahkzym

travel on perceived government overreach with the “No Fly list.”

UFOUD) We assess that grievances associated with the presidential transition could continue
to drive potentinl violent actors to travel to the NCR or other locations requiring air travel,
including follosving Inauguration Day on 20 January. Aviation facilities and companies as well
as public officials and law enforcement agencies reportedly are preparing responses to mitigate
potential violent disruptions.

*  (UYFOUO) A significant number of individuals arrested at the events of 6 January waveled
from outside of the NCR area, prompting concern that individuals will continue to travel
to the NICR to foment violence. At least two members of Congress have asked for the
FAA to take action to limit the opportunity of air travel for those seeking to come to the
NCR to further violence and unrest.

* () Aviation facilities and companies are also impl g new policies and changes to
address the threat of future unrest. According to media reports, at least one airline has
increased staffing at NCR airports, and is halting liquor sales onboard flights to and from
those aixports. Multiple airlines have also announced new policies prohibiting guns in
checked baggage on flights to the NCR until after the inauguration.

» () Officials at one NCR airport told media that they would have an increased law
enforcement presence in the aftermath of the violent breach at the Capitol. TSA is also
increasing the presence of law enforcement and other security personnel at airports and
onboard aircraft. Additionally, TSA has increased security around surface transportation
nodes throughout the NCR.

UMCLASSIFIEC FOR OFFICIAL USE ONLY
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(uyFouo) Potential Risk to Surface Transportation

ayrouo) Civil disturbances and possible related violence at or near airport locations runs the
possibility of spilling over to other local transportation modes such as metros, buses, and trains
that aviation passengers use to arrive at and depart from airports. Airline travelers who are
perceived to pose or do pose a threat and are prevented from traveling by air may decide to
travel via other transportation modes. Once at their destination city, they are likely to rely on
surface transportation to reach event locations. Surface transportation could be at risk due
solelv to its proximitv to other events; on 6 January, for example, a truck parked near the
entrance to a Metro station in Washington, DC was found to contain rifles and shotguns, a
great deal of ammunition, and other unspecified material, according to press reports.

UNCLASSIFIEDYSOR OFFICIAL USE ONLY
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Source, Refi

and Di ination Information

Source Summary
Statement

@FOUC) We have medi fidence in our that the heightened thureat
environment has the potential to spark disruptions to aviation operations in the NCR-
Our is infoemed by op porting and past incidents of aviati
fisrap Additional reperting indicating specific and credible t 1o the aviation
industry would likely cause us to & our confidence in our b
Fouo) We have kigh confidence in our assessment that elected officials, flight crews,
and law enforcement are the most likely tasgets of violence at aviation facilities. Our
mﬂu“mwmmmwmahm
targets of past disrupti at aviati ""il.lhﬂl,&u fick in this

tmight & if we receive additional reporting indicating other targets of
violence at airports or on flights.

(U4FOUC) Militia Extremdsts: Groups or individuals who facilitate or engage in acts of
unlawful violence directed at federal, state, or local govermment officials o
infrastructure in response to their belief that the government deliberately is stripping
Americans of their freedoms and is wpling to establish a totalitarian regime. These
individuals consequently oppose many federal and state anthorities’ laws and
mﬁhm(pnmﬂﬂyﬂmnktedtoﬁnwmﬁp},mddmmmgb
mmmmmmmmmwm

ol resist perceived go oppression of to viclently overthrow the

US Governument.

Repadh;hl]m!m ] 'Ibnpwt suspicions activity, Law enforcement, Fire-EMS, private security

Dissemination

gers should follow established protocols; al other
mﬂnﬂd:ﬂﬂlwmmh\v fi ivity reports
m}muwwhw&mmmmmrmnﬁ
Ferce for further action. For more information on the Nationwide SAR Initiative, visit
hitp:/ /nsi.ncite.gov/ resources. aspx.

() Federal, state, local, tribal, territorial authorities, and private sector partners.

Warning Notices &
Handling Caveats

() Waming: This document is UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
L/ /FOUQ). It contains information that may be exempt from public release under the
chomdkumhmmﬁu&.r.‘ 552). It is to be comtrolled, stored, handled,
itted, di 4, and disposed of in accerdance with DHS policy relating to

FOUO infi jon and is not to be released to the public, the med:a, ot other personnel
whao do not have a valid need to know without prior approval of an authorized DHS
uﬂ:u:ul State and local homeland secusity officials may share this document with

i d critical i and key 1 and private sector
secmlyoﬂmahwm\mthzﬁnrawalﬁmbﬂs

an All US person information has been minimized. Should you require US person
information on weekends or after normal weekday hours during exigent and time
circumstances, contact the Cursent and Emesging Threat Waich Ottice I
I sSS:}C DHS.GOV. For all other inquiries, please contact the
Homeland Secunty Single Peint of Service, Request for Enformation Office at (NN
mshq dhs.gov. |- s -sgov-z- I <

Lens

4
UNCLASSIFIED 'FOR OFFICIAL USE ONLY
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SENSITIVE SECURITY INFORMATION
TRANSPORTATION SECURITY ADMINISTRATION
| OFFICE OF LAW ENFORCEMENT/FEDERAL AIR MARSHAL SERVICE
/' LAW ENFORCEMENT INFORMATION COORDINATION SECTION

Effective Tuesday, March 13, 2018, OLE/FAMS will initiate Special Mission Coverage (SMC) on flights
carrying Quiet Skies Selectees.

TSA’s Quiet Skies Program

The purpose of the Quiet Skies Program is to mitigate the threat to commercial aviation posed by
unknown or partially known terrorists; and to identify and provide enhanced screening to higher risk
travelers before they board aircraft based on analysis of terrorist travel trends, tradecraft and

Through the Quiet Skies ngmn TSA’s office of Intelligence and Analysis designates potentially
higher risk travelers for ent 1g and security measures because they engaged in travel fitting

intelligence driven, risk-based passenger targetlng rules. Quiet Skies rules are triggered when
individuals enter the United States from foreign locations.

* TSA I&A currently employs Quiet Skies rules to screen passengers.
*  Quiet Skies rules change based on current intelligence.
*  Quiet Skies rules target specific travel pattems or affiliations, for example:

~ Rules may target individuals who have spent a certain amount of time in one or more specific
countries; or

- Rules may target individuals whose reservation information includes email addresses or phone
numbers associated to watch listed terrorism suspects.

* Quiet Skies Selectees receive enhanced g af security ch

+ Individuals who meet the requirements for addntm to the Quiet Skles list remain on the Quiet
Skies list for up to 90 days or 3 encounters, whlchever comes first, after emm:ng the United States.

+ TSA currently sees 40 — 50 Quiet Skies Sel on d ic carriers ide each day.

Special Mission Coverage

Quiet Skies Selectees are different from traditional SMC subjects because they are not under
investigation by any agency and are not in the Terrorist Screening Data Base (TSDB). However, SMC
operations on Quiet Skies Sel will be conducted in the same manner; with two exceptions:

1. Briefings to SMC teams will not include traditional “derogatory”™ information. However, if
available, teams will be briefed on which Quiet Skies rules the passenger triggered.

2. SMC AARs on Quiet Skies Selectees will not be shared with partner agencies unless significant
derogatory information is documented by the FAM team.

Requi for submission of the SMC AAR for Quiet Skies Selectees remain the same.

parts 15 and 1320
Adunistr
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Maonday, June 28, 2021 1:56 PM

TSA OIA Watchlist Program
RE: Memorialization to Remove 1/6 Subjects

_§R§'§§' I

B

at is correct.

Assistant Administrator

i e & Analysis, TSA
(office)
(mobile)
(24/7 Watch)

From

Sent: Monday, June 28, 2021 9:41 AM
To:

Ce: TSA OIA Watchlist Program
Subject: Memarialization to ve 1/6 Subjects

Ma'am,
This email is to memorialize your verbal guidance to remove all of the 1/6 US Capitol subjects.

As of this emall all subjects have been removed.

This does not include the one subject who made a verbal threat to flight attendants.

V/R

Watch Listing Analyst

Threat Mitigation & Network Targeting

Intelligence Wamning Branch | Transportation Analysis Division
Transportation Security Administration

HQ Watch Listing Cell

After Hours Assistance: HQ Watch Floor || N

Cell Phon

E-mail:
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Tuesday. December 20, 2022 3:37 PM
CEECE

FW: TSA-I8A ESNE 3-143‘22. AIRPORTS: IAH-JFK) AIRLINE: B6
ESNR-3943-22 df

From:

Sent:

To:

Subject:
Attachments:
Close hold.

Suboptimal situation; but | don't anticipate any issues if everyone just does what they are supposed to
do. Let me know if there are any questions or concerns.

Thx,

Sent with BlackBerry Work
(www.blackberry.com)

@tsa,dhs.gov> | NEG__N

@tsa.dhs.gov>

Subject: FW: TSA-18A ESNR-3843-22 | {AIRPORTS: 1AH-IFK) AIRLINE: B6

Helio Sir,

As per our conversation, attached is the ESMR travel itinerary, who is the wife of a HOU FAM. She has been covered
in the past. This time she is traveling with her husband, who has the ability to fly while armed, which would require
de-confliction prior to take-off. The FAM is listed as a ABR, rules based selectee for screening, due to association
of traveling on the same itinerary as a KST. FAM is aware of the situation and the SMC Team will be brief on his
awareness. TSC will submit a Special Handling Request (SHR) to prevent him from being secondary screened at
the gate. | have contacted HOU SAC (FO of FAM) and WFO SAC (FO of team covering ftight). Please let me know if
you need any further from me.

Thanks,

Supervisary Air Marshal in Charge {Acting)
DHS TSA Federal Air Marshal Service
Information Coordination Section
Counter Terrorism Unit

vV FR par 13 a0 I500. Y part 4bin
A e 180

s T Faamhartd
etnas may resslt i il prasiny o wiker sriom. Far 1”& prvermmen sqrarin, yabils dhelesore s gpored by 8 180, 57 cad
BT 13304 0 .
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I <2 o 600

information contained in Federat Air Marshal Service {FAMS) Email or other documents from the FAMS is Law
Enforcement Sensitive and intended for Official Use Onty. No portion of any document can be released to the
maedia, the general public, or sent over non-secure internet servers. Relgase of any FAMS document,

carrespondence, or law enforcement sensitive material could adversely affect our mission or jeopardize
investigative activities.

HNING:

EFRpors 16 ead 1910, Xopartafthis
+3 anq 1528

Tetrass sy ¥er

s, 318 39 1
49 CVR parcs 15 vnd 1828,
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T SGAC. 1-24/5-28-25
SENSITIVE SECCRITY INFORMATION - S0AC-82 SIRERERITS

EXPANDED SELECTEE NOTIFICATION REPORT (ESNR)
Type: Domestic PRELIMINARY

NAL O ATIONS OTHER THAN iE REQUIRED BY THEF SOF I
L A.SUBJECT IDENTIFYING INFORMATION
1. Given o [ st ¢ Tseo [N
2 s 7. Casgory Code [l
3. Gender: Female . Traved ldenns D (Tiper: Leswed by Nuamb
4. e of 2or [ NI None Available: /7

9. Travel Document Verified st Check-in. [
B. FLIGHT INFORMA

_ - : o
Alr Caryier | DrP3TTI® SF Noo-
La A | T .y
Code/Fin | Ameet | B R O | Cavered
1| Benss: | 1am | 12222022 17:01 JFK | 122272022 21:30
2 |
L

|

4
5 !

_f___'. UPBATEIn:mM Summary

Flight Type: (& Commercial (] Miliary (7 Geueral Avistion | Souree: (R SF (] Airtine Carrier (1) Gov. Agency (] APISPNR Data
C. SUBJECT ENCOUNTER STATUS & RESOLUTION ACTIONS

]‘._Aizha;mdn-,y wcev, s Seleetee ] Watchlist Exclusion [ Checked-in. did noteravel [ Flew Without Priar Notification

| ] Offioaded Per CBP Request ]

ooooo
olooaolo

, ] | i
|'

. No Show

] Ioconchussve Match U] Removed from Wazel Liv:

D. ADDITIONAL INFORMATION

L. Other watchlisted individuals on the fight(s): () YES [1NO  Otber warchlisted individuals on the same PRL(sJPNR: CIYES N0

2. CoTravelers 10 Warchlist vor S [ — o —
Boarding Pass Status: tre
3. Additicnal Comments: Prelim ESNR. Pax has NOT checked in at this thme.

E. REPORT REFERENCE INFORMATION
1. Report Reference #: ESNR-3943-22 2. Report Date Time: 12:19/2022 1 6:35 PM ET |s. Prepared by [l

4. Approved by [JJ 1ational Transportation Vetting Ceater, Watch Manager, Commercial Tel_

ALabod
i 8 R MAKT 1Y AND) LW, EXCENT

SENSITIVE SECURITY INFORMATION
ESNR. Foan 100 w40
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From:

Sent: Monday, August 15, 2022 1:30 PM

To:

Cex 4
Subject: RE: HOU Selectee Passenger 16401062022

Please note: For aperational and administrative reasons, it is impartant that this subject’s inf tion (including

Selectee flight information) pot be distributed to any HOU FO personnel outside of this greup {individuals on the To and
Celine). Barring exi i , all related SMC missions will be d to other fie'd offices.

These details are close-hold and should be handled accordingly.

Please give me a call if you have any concerns.

Thank you

SACHOU FO
mobile

rrom: [ @5+ <bs ¢o>

Sent: Monday, August 15, 2022 1:.07 PM
-E"'-dh‘-s""’"‘_@ha d‘s.gow.-
B —
@tsa.dhs.gov>

Subject: HOU Selectee Passenger 16AUG2022

Btsa.dhs.gov>

Gentlemen,

FYSA, here is the unclassified information for the Domestic Inbound Selectee passenger scheduled to travel on
Tuesday. Use the current national password to open the document. Let me know if you have any questions.

Field Intelligence ( r
George Bush Intercontinental Airport (IAH)

ion Security Admil ion
Department of Homeland Security
Office Phone
Cell Phone
Emal
™ ication, along with any attachments is covered by Federol and State k : and may fidentiol
f tegally priviieged infe If the reader of this messoge is not the intended reciplent, you are hereby notified that any dissemination, distribution, use or

L strictly If you hawe recelved this in error, please reply immediately to the sender ond delete thiy message.
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From:

Sent: Wednesday, January 18, 2023 5:05 PM
To:

Subject: Timeline (HOU SMC Matter)
Attachments: Timeline Re HOU FAM SMC Matter.docx

o -

Good day. Ref today’s conversation, please see attached timeline of events and advise if any additional information is
needed at this time,

Thank you,

SAC Houston

[ P
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loyee is a FAM assigned to the Houston Field Office (HOU) and currently works in the HOU Operations section.

On 7/14/2021, the employee received a standard SMC email notification via the shared HOU SMC router, which
was sent from the LE FAMS Information Coordination Section (ICS) indicating the assignment of a SMC. The
employee opened the document and noticed that his spouse was the subject of the SMC. The employee
immediately reported the issue to his supervisor and HOU leadership.

o HOU leadership notified LE FAMS Headquarters, including OCC, ICS and Field Leadership.

o FAMS ICS contacted HOU and indicated that they had spoken with the originating agency (FBI} as well as
the case agent assigned to the investigation. The FBI indicated that the SMC subject is reportedly
connected to the events at the United States Capital Building on 06JAN2021. FAMS ICS discussed the
situation with the case agent and how the subject of the case had a spouse who was a FAM with
potential access to SMC notifications due to his position working in HOU Operations. The FBl indicated
to ICS that this was not an issue for their investigation and that only the spouse was under investigation.

o Due to the sensitive nature of the issue, HOU leadership requested that ICS compartmentalize the
information and to not include HOU on any SMC activities related to the situation.

& HOU leadership met with the employee to gain some additional insight into the situation and to advise
the employee to have no invol with any official investigative activities related to the situation
and to not discuss the matter with his spouse. Employee also indicated that he had no involvement in
the situation and furthermare did not trave! with the spouse to Washington, DC during the time in
question.

On 8/8/2022, a HOU FAM Team was assigned to SMC #22-58096 and in the after action report the FAM team
included the follawing statement, "FAM team spoke to the husband, a co-worker (Houston Field Office FAM) of
SMC subject... . He advised subject was going to visit family in New York.”

o Because it was unknown why, where, when and how the FAM Team communicated with the husband
(FAM) of the SMC subject regarding this special mission assig! HOU ag! it submitted an
Incident Tracking Report (ITR) regarding the issue to the Incident Activity Coordination and Trends (IACT)
section. IACT in turn submitted the incident via their e-mail routers to TSA INV, PERSEC, and PR for
review.

o LE FAMS SLT advised ICS to ensure all future SMC assignments involving this subject do not get assigned
to HOU.

o 0n9/1/2022, the ITR was closed, no further action.

On 12/20/22, the employee notified HOU management that he would be traveling on 12/22/22 (1AH-JFK) armed
with his spouse to New York to visit family. Additionally, on that date, HOU management discussed the issue
with iCS and FLT leadership and ICS indicated that they would discuss with TSA leadership. The following day, ICS

dicated that the employee would be receiving a waiver because they are traveling on the same PNR as the
SMC subject.

WARNING: This recond contains Sensitive Secunity Information that Is controlled under 49 CFR pim 1.5 and :I.m Mo part of this record may be discicsed to persons
without a “need to know,” as defined in 49 CFR parts 15 and 1520, except with the wiitten of the

or the 5

tary of ized release may result in cvil penalty or other action. For U-S government agencles, 5 U.5.C. 552 and 43 CFR parts 15 and

1520 govern gubﬂcdh:k)&lre
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Semsitive Sccmity Tak
Tr: ortation

Security
Administration

Law Enforcennent/Federal Air Marshal Service

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 21-27274
SMC Date: 7/15/2021 | SMC Requestor: | Secure Flight ]
Contact #:
POINT OF CONTACT FAM TEAM STAFF# | CONTACT #
ECTSOC | N romm— I ——
Moc: T T ot o -+ s B
Field Office: | I
SUBIECT INFORMATION
Last Name: [ o]
First Name: =
Middle Name:
Doe: —
Height/Weight: UNK/UNK |
Eyes/Hair: [~ e § ]
Watch List Status: | NN
POB: NEW YORK (US) |
Identifier: e |
Additional Subject
Information: |
Co-Travelers Identified on PNR
no known co travelers
"F.i;!n Deg Airport | Date Time | Arvival Alrport | Date Time
UA 1073 FLL 07/15/2021 | 1545 IAH 07/15/2021 1722
SMIC Report v 20190312
WARNING: This recard I sty ¥ Inf: that iz lled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to pecsons without a "need to koow,” as defined in 49 CFR parts 15 and 1520, except with the
wrirten p of the A ator of the Transp ion Security Ads or the S ¥y ol T portation.

Unauthorized release may result o civil penalty or other action. Far U.S. government agencles, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern poblic disclosure
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Transportation
I Security

dmin.istratmn
Imwm Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

i SMC Team Leader: £
| Approving Supervisor: | E

Co-mleu!Amuaus
Describy k w,mmmmwmm«wm
fight. Mﬂtﬁnﬁkdemﬂa mmwm the tions, seat numbers, etc.
Name [nf known) Description of Contact/Association Additional Descriptors/Details
Electronic Devices

Describe any efectronic deviees (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

Nothing Significant to Report -

SMC Repart v 20190312

WARNING: This record contalns Sensitive Security Informarion that is contralled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without a “need to know,” as defined tn 49 CFR parts 15 and 1520, except with the
written permi of the Ad of the Traaspertation Security Administration or the Secretary of Transportation
Unauthorized release may result tn civil penalty or other action. For ULS. gavernment agencies, 5 U5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement Federal Air Marshal Service

Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
{ in WORD
1 (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-10000x)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
*  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
+ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance ion/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312
WARNING: This record tive Security that is under 43 CFR parts 15 and 1520. No part of
this record may be disdlosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written p of the A of the T don Security A or the Secretary of Transportation.

Uuuﬁorlud release may result in civil penalty or num- action. For U5 government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public discosure.



Law Ecforcement/Federal Air Marshal Sernce

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 21-27327
SMC Date: [ 72/17/2021 [ SMCR : | Secure Flight
LEICS FAM: [Contact#: 1__:
POINT OF CONTACT STAFF# | CONTACT #
LEICS TSOC:
MOC: [ o] — B
Field Dffice:
SUBIECT INFORMATION
Last Name:
First Mame:
Middle Name:
DO8:
H eight: UNK/UNK
Eyes/Hair: o
Watch List Status: J bocile e
POB: NEW YORK (U5)
Identifier: I T
Additional Subject
Information: |
] ——
Co-Travelers identifled on PNR
NONE LISTED
| Departure Airport | Date Time Arrival Al Data Time
UA 1420 FLL 07/17/2021 1715 AH 07/17/2021 1917 a
SMC Rapart v 20190312
WARNING: This record ive Security that is lled under 49 CFR parts L5 and 1520, No part of

thix recard may be disclosed to persons without a “"peed 'o lmow.” as dellned In 49 CFR parts 13 and 1520, except with the
written permission of the Adr of the Transp Security A fon or the Secretary of Transportation
Unauthorized release may result in cvi) penalty or other action For U.S, government agencles, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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S_‘ itive Secuzity Infe N

/ @\ Transportation

-] Security
Administration

Lawr Enforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader:
Approving Supervisor:

Co-travelers/Associates
ik e any assoclotes with whom the SMC subject spoke befare, during or ofter the
fight. Note olf MWﬁM&aﬁmﬁmmmwmmmmmbemﬂn
_ Name (ifk ) | Description of Contact/Associath Additional Descriptors/Details
Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

16:35 EST; Subject arrived at gate C-1 (pink t shirt, trump hat). Subject was walking with a disability like
she had strokae, and the whole left side of her body was limp and a loss of muscle on her whole left side
of body.

16:45EST; Subject boarded and was screened by TSA before boarding plane.

16:59 EST; Subject sitting in 7F.

19:00 EST; Plane landed at IAH without incident (C 44).

19:05 EST; Subject exited plane, observation was terminated due to connecting flight time.

End of report.

SMC Report v 20190312

WARNING: This record contalns Sensitive Security Information that Is contralled unde: 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to kmow,” as defined in 49 CFR parts 15 and 1320, except with the
written permission of the A of the T; tion Security Ad jon or the v of Transportation.
Unavuthorized release may result in civil penalty or other action. For U.5. government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Transportation
Security
Administration

Law Enforcement/Federal Air Marshal Service

Special Mission Coverage After Action Report Instructions

*  The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- lfﬂleAARisreturnedwyouformmchmoraddmmnlmfomammhenwsedrepomsdmm
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
WORD
nat (DO T PASSWORD PROTI ing riginal naming ¢onvention under which
you received thL SMC document (i.e. S'\r{(" IS xxmx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain

- Write the AAR in a timeline format d ting what was observed before, during, and after the
mission

- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.

»  This report could become a discoverable document in a criminal i investigation which you will use to
testify in a court of law
+  Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMSs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMSs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Mﬁg}uﬁ {UNSUBSs) possibly travelling with the SMC subject
Note as many descriptors of the UNSUBs and their seat numbers if possible
= Note the times and locations of the UNSUB relative to CCTV
— Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption technigues, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or p including
— Type of cell phone (BlackBerry, iPhone, unknown Smartphuue, etc Al
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
*  I[funsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contalns Sensitive Security information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as deflned in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation or the y of Tr

Unauthorized release may result In civil penalty or other action. For U.S. government agencles, 5 US.C. SSZ and 49 CFR parts '15
and 1520 govern publicdisclosure.
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SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-16181
[ smCDate: [ 12/23/2021 | SMC Regq : | Secure Flight ]
(kv | — [ Contact: |
POINT OF CONTACT FAM TEAM STAFF & | CONTACT #
LESTOC | N rom— (N —
Moc: o= _EEEmm|mn i______
|Fleidoffice: | I N B i coul
SUBJECT INFORMATION
Last Name: Il
First Narne: =
Middle Name:
DOB: £z
[ Height/Weight: | UNK/UNK
[ Eyes/Hair: o
Watch Ut Status: | I
POB: NEW YORK (US)
Additional Subject |
Information: |
| ——
Co-Travelers identified on PNR
Departurs Airport_| Dats Time__| Armival Alrport | Dats Time
861882 1AH 12/23/2021 1714 JFK 12/23/2021 2129
SMC Report v 20190312
This « ity Information that is controlled uoder 49 CFR parts 15 and 1520. No part of
thig record may I:e rbsdnsed to persons wltbout 2 "peed to know,” as d-l!nnd in 49 CFR parts 15 and 1520, except with the
written permission of the Ad of the T ton Security A or the Secretary of Traniportanon

Unauthorized release may result in civil penalty or other action. For U.S. government agencles, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Transportation
Security
Administradon

Law Enforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: B
Approving Supervisor:
Co-travelers/Associates
ibe any app lers or any apg fates with whom the SMC subject spoke before, during or after the
fight. Note all avaliable details, including time and location of the interoctions, physicol descriptions, seat numbers, efc.
MNama [if known) Description of Contact/Association Additional Descriptors/Details
Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using. |

Enhanced After Action Report Narrative

Nothing Significant to Report - Subject traveling with family.One older female that seemed to be her
ther and younger f le that d to be her

daughter. Nothing suspicious to report during this mission assignment. Subject is the spouse of a

coworker and we didn"t

see anything suspicious to report.

SMC Repart v 20190312
WARNING: This record Sensitive Security Luf that is Hed under 4% CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "seed to kmow,” as defined In 49 CFR parts 15 and 1520, except with the
written of the Ad of the T tation Security A or the Secretary of Transportation

Uuuthn’r! 1ed reluase may result in civil penalty or other action. For U.S, gevernment agencles, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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lg(:u' tation
d.n:unis tration
Law Enforcement/Federal Air Marshal Service

Special Mission Coverage After Action Report Instructions

* The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to

LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
n WORD
O NOT PASSWORD PROTE riginal naming convention under which

you leccm_d the SMC document (i.e. SM(‘ 15- xmxx)
» AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and afier the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
* This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
» Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMSs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Wote as many descriptors of the UNSUBs and their seat numbers if possible
~ Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co ler use or p including
~  Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
»  If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20150312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to kmow,” as defined In 49 CFR parts 15 and 1520, except with the
written permisston of the Administrator of the Transportation Security Administration or the Secretury of Transportation
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.S.C 552 and 49 CFR parts 15
and 1520 govern public disdlosure.
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Transportation
Security
Admnnjstration

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS
SMC 22-16775

SMC Date: _[12/27/2001 | SMC Requestor: | Secure Fiight
LEICS FAM: | | Contact : |

POINT OF CONTACT FAM TEAM STAFF# | CONTACT #

T
i__ =
I

Watch List Status:

NEW YORK (US)

Additional Subject
1

/1

Co-Travelers identified on PNR

1 R (L2 7GX), I - ABR Selectee

Flight Date Time | Asvival Date Time
B6 1881 JFK 12/27/2021 | 1310 IAH 12/27/2021 1604

SMC Report v 20190312

WARNING: This record contalng Security Infe that is lled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written i of the Ad: of the T P on Security Administration or the Secretary of Transportation

Unauthorized release may result in civil penalty or other action. For U5, government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure
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Transportation
ecurity
Administration

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader:
Approving Supervisor: .
Co-travelers/Assodates
PP vith whom ummuwm during or after the

any apy oo &
flight. Note all avoilable details, ;homw mwmgummﬂm seat numbers, etc.
Name (if known) Description of Contact/Association Additional Descriptors/Details

Electranic Devices
Describe any electronic devices (rype, brond, efc.) the subject was seen using

Enhanced After Action Report Narrative

All times are approximations.

1140 EST- FAM Team at the airport and ready for mission,

1305 EST- FAM Team observed the subject, NN B board the flight. The subject closely
resembled the image that was given: approximately 5’ 2 in height, 140 lbs wearing a #88 Dallas
Cowboy’s football Jersey , pink yoga pants, and carried a blue backpack.

1615 CST - FAM Team and subject deplane,

1625 CST - [N waits for a female co-traveler to deplane (UNSUB 1),

1630 CST - N 2nd UNSUB 1 meet up with Caucasian male (UNSUB 2) in baggage claim.

UNSUB 1 - approximately early 30s in age, purple shirt, black sweatpants, black sweatshirt tied around
waist, white purse,

UNSUB 2 - approximately late 50's in age, navy blue collared shirt, blue jeans, gray beard.
1645 CST - FAM Team observes subject and co-travelers grab two gray roller bags from carousel.

1650 CST - Subject and co-travelers got on subway tram and departed scene.

SMC Report v 20190312
WARNING: This record ive Security Inf that is lled under 49 CFR parts 15 and 1520. No part of
thiz record may be disclosed to persons without 3 "need to kmow,” as defined In 49 CFR parts 15 and 1320, except with the
written of the Admwini of the T P Security Ad or the Secretary of Transportation.

Unauthorized release may result in civil penalty or other action. For UL5. government agencies, 5 U5S.C. 552 and 49 CFR parts 15
snd 1520 govern public disclosure.
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*The subject did not sit in originally assigned seat 1D; she switched seats at the gate and sat in 6C.

END OF REPORT.

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written p lon of the of the P Security Administration or the y of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disdosure.
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Sensitive Security Information

\ 'Transportation

) Security

~ Administratdon

Law Enforcement/Federal Air Marshal Sesvice

Special Mission Coverage After Action Report Instructions

*  The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
-  After reviewing and approving the AAR, supervisors should upload the AAR to
| in WORD
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain

- Write the AAR in a timeline format dc ting what was observed before, during, and after the
mission

- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.

¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
* Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

* Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
~ Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
— Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
= Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
o [f unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312
WARNING: This record i itive Securi that is under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to Immv, as defined In 49 CFR parts 15 and 1520, except with the
written p of the A of the Transp Security A or the Secretary of Transportation.

Unauthorized release may result in civil penalty or other action. For U.S. government agencles, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-58096
SMC Date: | 8/8/2022 | SMC Reg; | Secure Flight ]
LEICS FAM: | Contact #: [ 2
POINT OF CONTACT
LECTSOC | )
MOC: | ic s ey

RedOfice: | IS

SUBJECT INFORMATION

Last Name: | ¢+ A e
First Name: [y
Middle Name:
DO: G
Hei, eight: IR
Eyes/Hair 3
Watch List Status: | [N
POB: NY - NEW YORK
Identifier: T |
Additianal Subject
Information: |
|
Co-Travelers Identified on PNR
None Listed
Flight Departure Airport | Date Time | Asrival Alrport | Date Time
WN2880 |  IAH 03/08/2022 | 0630 |  BNA | 08/08/2022 | 0820
SMC Repert v 20190312
This record Iuformation that is lled under 49 CFR parts 15 and 1520, No part of

this record may be disclosed to persons without a *need ta know,” as defined in 49 CFR parts 15 and 1520. except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized relsase may result in civil penalty or ather action. For U.S, government agencies, 5 US.C. 532 and 49 CFR parts 13
and 1520 govern puhblic disclosure.
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. Transportation
| Security
Administration

Law Enfoscement/Foderal Air Marshal Service
SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: R0
L Approving Supervisor: (5 ol

C&Meu[ms
Describe any ap fers or any with whom the SMC subject spoke before, during or after the
fight. Mate all avoilable details, inchuding time and location of the interactions, physicol descriptions, seat numbers, ete.
Name (if known) | Description of Contact/Association |  Additional Descriptors/Details
Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

All times are approximate and central standard time

05:00. FAM team at JAH, gate A3E for Southwest flight 2880 to BNA. Flight was delayed till 7:40
departure.
FAM team spoke to the husband, a co-worker (Houston Field Office FAM) of SMC subject ([N

EET

He advised subject was going to visit family in New York.

05:50 Subject was first observed in gate area wearing a black shirt, white long sleeve sweater and pink
skirt.

Subject looked like photo provided. Subject was carrying a black backpack.

07:22 Subject boarded aircraft, seat 3D.

Team did not obsarve any suspicious activity prior or during the flight.

09:25. Subject exiting aircraft at BNA.

Next FAM team notified.
End of report.

SMC Repart v 20190312
WARNING: This record ity Inf that is Ned under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons wlthom a "peed to know,” as defined (o 49 CFR parts 15 and 1520, except with the
written permission of the Ad: ator of the Tr tion Security A or the Secretary of Transportation.

Unauthorized releaze may result in civil penalty or Mher action. For UL5. govermment agencies, 5 1L5.C. 552 and 49 CFR parts 15
and 1520 gavern public disclosure.
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=37 Transportation
| Security

Administration

Law Enforcement/Federal Air Marshal Service

Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
in WORD
format (DO NOT PASSWORD PROTECT). using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
*  AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities. as well as pre and post-flight
information observed/obtained.
o This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
* Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

«  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
— Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption technigues, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
— Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
s [funsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defloed in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportatl Y ation or the ry of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencles, 5 US.C. 552 and 49 CFR parts 15
and 1520 goveran public disclosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/IFAMS

SMC 22-58097
SMC Date: | 8/8/2022 SMC Reg : | Secure Flight ]
LEICS FAM: Contact #:
POINT OF CONTACT STAFF #

BTS00 | N TN

moc: w0000 CEEmmmn

FedOffice: | NN BENN

SUBJECT INFORMATION 5

T

Fiest Name: ]

Middle Name:

DOB:
| Height/Weight: | i e

Eyes/Hair o

Wartch List Status: | =St

POB: NY - NEW YORK

Identifier: B

Additional Subject

Information:

Co-Travel _w on ENR

None Listed
[Fiight | Departure Alrport | Duta_ Time _| Arvival Alrport | Date Time

WHN 3001 BNA '08/2022 1100 ISP 08/08/2022 1413

SMC Regort v 20190312

WARNING: This record Security Infe that is lled under 49 CFR parts 15 and 1520, No part of

this record may be disclosed to persons without a "oeed to know,” as d..ﬂned in 49 CFR parts 15 and 1520, except with the

written ission of the Ad of the T or the Secretary of Transportation.

Unauthorized release may result io civil pepalty or other action. For U5, senﬂlmenr agencies, 5 US.C. 552 and 4% CFR parts 15
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

[ SMC Team Leader: |
| Approving Supervisor: |
Co-travelers/Associates
Dy slers or any of Jates with whom the SMC subject spake before, during or ofter the

ml. mmanamamm Mm mmmqmm physical deseriptions, seat numbers, etc.
Name (if known} Description of Contact/Association | Additional Descriptors/Details

Electronic Devices
Describe any efectronic devices {type, brand, etc ) the subject was seen using.

Enhanced After Action Report Narrative

All times are local.

0923 Fam team in place at BNA, gate D3

0930 Subject identified at gate D3. Wearing a white long sleave shirt, pink skirt and a black bal:llpﬂ'ck
1043 FAM team and subject onboard. Subject seated in 2C,

1110 Wheels up.

1410 Wheels down, ISP. Nothing to report. SMC terminated.

SMC Report v 20190312
WARNING: This record & rive Security Infe tion that is lled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without 8 “need Io lnnnr as deﬂnod in 49 CFR parts 15 and 1520, except with the
written of the Ad: ator of the T ation or the Secretary of Transportation.

Unautherized release may result in civil penalty or other action. For U.S. government agencies, 5 US.C. $52 and 49 CFR parts 15
and 1520 govern public disclosure
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Special Mission Coverage After Action Report Instructions

e The completed report should be submitted to the appropriate field office supervisor for review and

submission to LEICS

- AARs are due to LEICS within 5 days of the completion of the SMC

- Ifthe AAR is returned to you for correction or additional information the revised report is due to

LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
in WORD

ntion under which

format (DO NOT PASSWORD PROTECT), using the original naming cony
you received the SMC document (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain

- Write the AAR in a timeline format dc nting what was observed before, during, and after the
mission

- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.

» This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
e Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
— Note as many descriptors of the UNSUBs and their seat numbers if possible
~ Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
~  Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
~  Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindie) and (brand name, operating system)
e  If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312
WARNING: This record fon that Is controlled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without a *need to know," as defined In 49 CFR pan.s 15 and 1520, except with the

written permission of the of the Tr Security A of T
Unauthorized release may result In civil penalty or other action. For US. government agvnciﬁ 5 U.S.c 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Tr. ortation
Security
Administration

Law Enforcement/Federal Air Marshal Sexvice

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-60331

SMC Date: 8/16/2022 [ SMCReq : | Secure Flight
[LEICSFAM: || [ Contact #:

!

FAM TEAM

LEICS TSOC: W) .
MOC:

Field Office:

SUBJECT PICTURE

Last Name:
First Name:
Middle Name:

DOB:
Height/Weight:
Eyes/Hair:
Watch List Status:
POB: NY - NEW YORK
Additional Subject
Information:

Co-Travelers Identified on PNR

Flight Departure Airport | Date
WN 3001 Isp 08/16/2022 1450 BWI 08/16/2022 1554

SMC Report v 20190312

WARNING: This record Sensitive Security baf that is Hed under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without @ "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Ad of the T tion Security Ad: or the Secretary of Transportation.
Unauthorized release may result In elvil penalty or other action. For U5, government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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R ¢ tation
| Security
% Administration

Law Enforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: [ ST _
Approving Supervisor: | TR
Co-nmwmdam
ibe any opp d fth whom the SMC subject spake before, during ar after the
flight. Note oll avaflable details, including mmmymmmwmwmmm-m
. Name (ifknown) | Description of Contact/Association Additional Descriptors/Details

|
Electronic Devices

Describe any electronic devices (rype, brond, etc ) the subject was seen using.

Enhanced After Action Report Narrative

8/16/22 (all times approximations)

12:50 EST, FAM team arrives at airport ISP and is ready for mission.

13:05 EST, Observed the subject, [N BN 2rrive at the airport. The subject closely
resembled the image that was given. |l wes wearing a white skirt, white long sleeve button
down over a pink shirt, and a white hat. [l was carrying a black backpack and a gray fanny back
slung across her chest. She appeared to have a slight limp.

13:07 EST, N enters the security checkpoint.

13:21 €T, N cbserved at CNBC news store on the secure side of the terminal.

13:26 EST, [N arvives at gate area and sits between gates A6 and A7.

13:31 EST, I makes a short phone call.

13:34 €ST, I 'eaves the gate area and goes to the restroom. RN leaves her black
backpack unattended while she uses the restroom.

13:40 €ST, [ returns to her seat and bag.

14:02 EST, FAM I » pproaches gate A7 in order to check in. While FAM ] is talking to the gate
agent, I gets up and approaches the gate. I walks up to gate A7, looks at FAN -
and the gate agent, and then returns to her seat without talking to anyona.

14:15 ST, [N boards the Southwest flight 3001, at gate A7, with the pre-board group.

14:25 ST, [ sits in seat 2F.

15:49 EST, Southwest flight 3001 lands at BW!. JI did not leave her seat during the flight.

16:11 EST, NN xits the aircraft at gate B15 and proceeds to walk towards the central food court
and other terminals. NN next fiight leaves out of gate A9

16:12 EST, A uniformed TSA agent is observed waiting at gate B15 as we exit the aircraft and is heard

SMC Repert v 20190312
WARNING: This record Security Infe rion that is lled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without a "need to know,” as defined in 43 CFR parts 15 and 1520, excapt with the
written of the A of the Transportation Security Ad ion or the Secretary of Transportation.

Unauthorized release may result {n civil penalty or other action. For U.5. government agencies, 5 115.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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tration

| saying “I have the subject and | am following,” into his radio as il P2sses him. He then proceeds
| to follow her through the airport.
| 16:22 EST, I stops at a martini bar at the beginning of terminal A and orders a drink.
16:32 EST, The FAM team covering the next leg, from CHI, takes control of [N
Comments/ additional information: none
| End of Report

SMC Reportv 20190312

WARNING: This record contalns Sensitive Security Information that is coatrolled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as deflned In 49 CFR parts 15 and 1520, except with the
written permission of the A of the Transp: Security A ration or the Secretary of Transportation
Unauthorized release may result In clvil penaity or other action. For U5, government agencles, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Transportation
| Securi
Administration

Law Enforcement/Federal Air Marshal Service

Special Mission Coverage After Action Report Instructions

® The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
o/ in WORD
format (DO NOT PASSWORD PROTECT), using the original naming cons ention under which
you received the SMC document (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
*  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
¢ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

¢ Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended
- Any possible ter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities abserved during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
= Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
* If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312
WARNING: This record Sensitive 5 that is d under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written | of the A ator of the Transportation Security Ad or the 5 y of Transportation.

Unauthorized release may result in civil penalty or other action. For U.S, ;ovemmn: agencies, 5 1.5.C. 552 and 49 CFR parts 15
and 1520 govern pablic disclosure.



SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-60332
SMIC Date: | 8/16/2022 | SMIC Requestor: [ Secure Flight ]
LEICS FAM: [ Contact8: -
POINT OF CONTACT FAM TEAM STAFF# | CONTACT & |
LEGSTSOC | I TN |
moc: e I L
[ Field Office: | I
SUBJECT INFORMATION SUBJECT PICTURE
[ Last Name: =
First Nomer =
Middle Name:
DOB: ) k. whoon |
[ Height/Weight: | I
Eyes/riair: I
Wiatch List Status: | [N
POB: NY - NEW YORK
Identifier: ErlEmErT
Additional Subject
Information:
Co-Travelers identifled on PNR
Not Listed
[Fiight | Departure Airport | Dute Time | Arrivel Alrport | Date Time
WN 1520 1AN 08/16/2022 | 1955 HOU 08/16/2022 2115
SMC Report v 20190311
WARNING: This record ins Sensitive Security Information that is lled under 49 CFR parts 15 and 1520. No part of

this record may be disclosed to persons without a “need to know,” as deflned in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in avil panalty or other action. For LLS. government agencies, 5 U5.C. 552 and 49 CFR parts 15
and 1520 govern publlc disclosure.
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Seasitive Security Tnformat
Transportation
Security
Administration

Law Eaforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: _—__

Approving Supervisor: — J
Co-trmaletsfmdatu

ibe any with wham the SMC subject spoke before, during or after the

Note ail evailable details, mmmm and location of the interactions, physicol descriptions, seat numbers, ete.
Name (if known) Description of Contact/Association Additional Descriptors/Details

Electronic Devices
Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

FAM team boarded WN1520 at 1947 and boarded a plane that il wes @lready believed to be on.

An individual that matched her general description was observed in seat 28 by FAM I as FAM
I observed the back half of the plane due to the large volume (~87) of through travears,

No suspicious activity was noted during the flight and subject deplaned and went to baggage claim.

SMIC Report v 20190312

This recard ive Security Infi that is lled under 49 CFR parts 15 and 1520, No part of

this record may be dl:rlns-d to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
of the A of the T ton Security Ad ation or the Secretary of Transportation.

written
Unauthorized release may result In civil penalty or other actlon. For US. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Sensitive Securiy Fnformat
., Transportation
# ) Secur’i

e Administration
Law Enforcement/Federal Air Marshal Service

e

Special Mission Coverage After Action Report Instructions

s The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- 1fthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
| T N S A B T
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xx000¢)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the

transportation domain

- Write the AAR in a timeline format d ting what was observed before, during, and after the
mission

- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.

*  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
» Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

¢ Although FAMSs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
o LUnknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
~ Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
— Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
» Ifunsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20196312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other action. For U.S. government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Transportation

, Security

Administradon

Law Exforcement/Federal Air Marshal Service

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-60333
SMC Date: | 8/15/2022 [ SMCReg | Secure Flight ]
LEICS FAM: | Contact #: EEmmm 00
OF CONTACT FAM TEAM
LncsTsoc |
Moc: EmsEs
Field Office: =< i et b
SUBJECT INFORMATION SUBJECT PICTURE
Last Name: ) =4 powir-a]
First Name: T
Middle Name:
DoB: T
Height/Weight: T
| Eyes/Hair: | .
Watch List Status: | [N
POB: NY - NEW YORK
Identifier: | vibesiei -l
Additional Subject
Information:
Co-Travelers Identified on PNR
| Flight Departure Airport | Date Time | Arrival Airport | Date Time
WN 1520 BWI 08/16/2022 | 1755 JAN 08/16/2022 1920

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 4% CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know.” as defined in 49 CFR parts 15 and 1520, except with the

of the Admini; of the Transp ton Security A or the Secretary of Transportation.

written

Unauthorized release may result fo civil penalty or other action. For U.S. government agencies, 5 U5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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rtation
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Law Enforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader:
Approving Supervi
Co-tranleﬂl&uodltas

m_.mwmmwmmwu&rm
| flight. m-amm Wn‘wmdhcmma!wmmmams physical descriptions, seot

Name (if known) | Description of Contact/Association Additional Dﬂiﬁ_ﬂf_f’f‘jpﬂ!"i‘

Electronic Devices
Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

ALL TIMES ARE APPROXIMATE AND [N CENTRAL DAYLIGHT TIME (CDT).

1620: FAM Team at airport ready for mission.
1631: Eyes on Subject | =t the Martini Bar just in front of Terminal A.
was wearing a white baseball cap, white long-sleeved top, pink undershirt, khaki crop
pent light colored sneakers, and had a small gray purse slung around her shoulder. [N :'so had
mher possession a pink iPhone and a black backpack.
1645: [ 'eft Martini Bar.
1704: IR took a seat at the gate.
1725: NI boarded aircraft.
1908: Wheels down.
1922: I oxited aircraft.

Nothing unusual to report. SMC Complete.

SMC Repart v 20190312

WARNING: This record contains Sensitive Security nformation that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be ﬂlsﬂnwd to persons without a "ueed to knw as doﬂmd o 49 CFR parts 15 and 1520, except with the
written lsston of the A of the T P ion or the Secretary of Transportation.
Unauthorized release may result in civil penalty or otber action. For U5 [wurnmcnl agencles. 5 '5.C 552 and 49 CFR parts 15
and 1520 govern public disclosure.




SMC Report v 20190312

WARNING: This record ins Sensitive Security I that is under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as defloed In 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other action. For US. government agencles, 5 U5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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Beneitine Sty Tnf

. Transportation
).) Security
7 Administration

Law Enforcement/Rederal Air Marshal Service

Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- ARer reviewing and approving the AAR, supervisors should upload the AAR to
[in WORD
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
*  AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers. electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
*  Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMSs on SMC:s are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBSs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
~  Individuals with whom the subject has extended conversation
= Any possible ter-surveil or ill etection/di: ion techni or other
significant behavior by the SMC subject or UNSUBs
©  Any of the subject's activities observed during the SMC
©  Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
= Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
*  If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Reportv 20190312
WARNING: This record Sensitive Security Inf that s lled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without a “need to know," as defined in 49 CFR [parts 15 and 1520, except with the
written of the Ad of the Transportation Security Administration or the Secretary of Transportation,

Unauthorized release may result in clvil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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'Ik'a.nsportatlon
| Security
' Administration

mwmnsws«m

Law Enforcement information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LEIFAMS

SMC 23-12626
SMC Date: [ 12/22/2022 | SMC Reg : | Secure Flight
LEICS FAM:
POINT OF CONTACT
LEICS TSOC:

Last Name: o
First Name: N

Middle Name:

DOB: Lo - W

eight: B

| Eyes/Hair: .

WatchlUstSoatus: | NN =~

POB: NY - NEW YORK

Identifier: I

Additional Subject

Information:

B e i Co-Travelers ientified on PNR

1 N IR MR - A5F Selectee

2 N G M - AGR Selectee

Flight Departure Airport | Date Time | Arrival Airport | Date Time

B6 1882 IAH 12/22/2022 1701 JFK 12/22/2022 2311 |

SMC Repart v 20190312

WARNING: This record 5 fi that is lled under 49 CFR parts 15 and 1520. No part of
thiz record may be disclosed to persons v!d:out a “need to koow,” as defined in 49 CFR parts 15 and 1520, except with the
written p i of the Admi of the Transportation Security Administration or the Secretary of Transportation

Unauthorized release may result io dvil penalty or other action. For U.S. government ageactes. 5 US.C 552 and 49 CFR parts 15
and 1520 govern public disclasure.
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\ 'li—.ans;l)ortaﬁon
| Security

Administration
t/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader:  {o =" Trrrbgel
Approving Supervisor: T
Co-travelers/Associates

Describe any app any opp fates with whom the SMC suliject spoke before, during or after the

flight. Note aff available details, including time and locarion of the i ions, physical descriptions, sent numbers, etc.
_Name (ifknown) | Description of Contact/Association | Additional Descriptors/Details _

|
Electronic Devices
mﬂmmmmﬁgw%ﬂ Was seen using.

Enhanced After Action Report Narrative

AAR
All times are approximate and In the Central Time zone.

1615 —F was initially observed in the boarding area at gate A24 with her husband Jjjj
I Off Duty LEO) and daughter.

I w35 wearing a grey sweater, black pants, tan boots, and carrying a black backpack.

1645 - FAM I discreetly briefed Off Duty LEC [ with the FAM teams seat assignments.
1800 - [ and her family boarded the aircraft. [N w25 seated in 6D.

1945 - N <25 observed playing a game on her iPhone.

2005 - N /2 observed conversing with a female passenger in 6C.

2130 - I rurchased two snack boxes and watched television.

2315 - [ family deplaned and exited the terminal.

End of Report

SMC Report v 20190312
WARNING: This record contains Security that is lled under 49 CFR parts 15 and 1520. No part of
this record may be disdosed to persons without a "need to know,” as defined in 45 CFR parts 15 and 1520. except with the
written p of the Ad: of the Transp tion Security Ad or the Secretary of Transportation,

Unauthorized release may result fn civil penalty or other action. For 1.5, government ageucies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC Report v 20190312

WARNING: This record contalns Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know," as defined In 49 CFR parts 15 and 1520, except with the
written p of the A of the Transportat! ¥ A or the of Transportation
Unauthorized release may result In civil penalty or other actlon. For U.S. government agencies, 5 USC 552 and 49 CFR parts 15
and 1520 govern public disciosure.
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Sensitive Security Faformats
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Security
Administration

Law Enforcement/Federal Air Marshal Service
Special Mission Coverage After Action Report Instructions

* The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
n' in WORD
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
»  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
* Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBSs) possibly travelling with the SMC subject
-~ Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
— Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co ler use or p , including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
= Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
*  Ifunsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 1.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosare.



Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-14566
[ SMC Date: T1/1/2023 [ SMC Requestor: | Secure Flight
LEICS FAM: Contact #:
POINT OF CONTACT FAM TEAM STAFF & | CONTACT #
FicsTsoc: | 1) IR | 41 iaml
==
MOC: ST | - il
Feld ;| I
|
SUBJECT INFORMATION SUBJECT P
Last Name: X
First Name: | G it
Middle Name:
DO: oot
HC!"_‘I!M I b
| Eyes/Hair: BT
Watch List Status: | [N
POB: NY - NEW YORK [USA]
Identifier: _
Additional Subject
Co-Travelers identified on PNR _
None listed
| Departure Airport | Date Time | Asrival Alcport | Date Time
B61881 JEK 01/01/2023 | 1340 1AH 01/01/2023 1650

SMC Report v 20190312

WARNING: This record contains Sensitive Security lnformation that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined ia 49 CFR parts 15 and 1520, except with the

written p of the Ad.

and 1520 govern public disclosure.

of the Transpertation Security Administration or the Secretary of Transportation
Unauthorized release may result in civil penalty or other action. Far U.S. government agencles, 5 U.5.C. 552 and 49 CFR parts 15
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: [ B
Approving Supervisor: ] B

Co-travelers/Associates
Describe any opparent co- any app iates with whom the SMC subject spoke before, during or after the
fight. Note aif availabie details, including time and location of the interactions, physicol descriptions, seat numbers, ete.
Name [if known) Description of Contact/Association Additional Descriptors/Details
Electranic Devices

Describe any electronic devices (type, brand, etc.) the subject wos szen using

Enhanced After Action Report Narrative

SMC 23-14566

*all times below are approximate®*

1151EST, I checked in for flight B6 1881

13106ST, I boarded flight at Gate 4 in Terminal 5

1312€ST, BN took seat in seat 2B with co-traveler (UNK1} who sat inseat 2A

13136ST, NN < pressed frustration with UNK1 that her bag was searched multiple times
1316657 [N and UNK1 took selfie with | iPhone

132SEST, I received phone call and expressed frustration with TSA

1338EST, Aircraft is ‘wheels-up’

1400EST, BN ot up and went into galley to ask flight attendant how much lenger until we pull
off gate

SMC Report v 20190311

WARNING: This record coutalns Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
thiz record may be disclosed to persons without a "need to know,” as defined In 4% CFR parts 15 and 1520, except with the
written of the Ad ator of the T ton Security Ad: or the Secretary of Transportation
Loauthorized release may result in civil penalty or other action. For U.S. government ageacies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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1401EST, UNK1 used lavatory

1402EST, N sat down in her seat

1406EST, UNK1 sat down in her seat

1408EST, NN 3t a sandwich

14326ST, I purchased headphones for herself and UNK1

153SEST, I =nd UNK1 used their respactive phones to scroll through news
1612EST, UNK1 opened up settings on iPhone and top of screen showed I iPhone
1632EST NN vsed the lavatory

1637EST, _exltad lavatory

1638EST NN helped UNK1 out of seat to use lavatory

1639EST, I went to back of plane

1642EST, N returned to seat

1643EST, UNK1 exited lavatory and retumed to seat

1743EST, aircraft is ‘wheels-down’

175 1EST, I < nd UNK1 exited aircraft

1752EST, UNK1 sat in wheelchair for assistance

17S3EST, exited jetway toward baggage claim

1756EsT, I and UNK1 meet with a male outside of security (UNK2)
1800EST, NN UNK1 and UNK2 waited for luggage at carousel 4

1821EsT, I retrieved a Love Pink black small back and a large gray bag from carouse! 4

1828EST, UNK1 and UNK2 are only ones left in baggage claim area

SMC Repart v 20190312

WARNING: This record contalns Sensitive Security Information that is contralled under 49 CFR parts 15 and 1320, No part of
this record may be disclosed to persons witbout a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written i of the Admini. of the Ti tion Security Ad or the Secretary of Transportation
Unauthorized release may result in civil penalty or other action. For U.S. government ageucies, 5 US.C. 552 and €9 CFR parts 15
and 1520 govern public disclosure.
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rtation
Ly

**unable to take subjects transportation due to issues with luggage**

description:
- met description given
- white nail polish
- walks with a limp

Clothing:

- navy blue Vineyard Vines long-sleeve T-shirt
- black Lululemon leggings

- navy blue Dallas Cowboys ball cap

- brown Ugg boots

- plaid patterned coat

Jewelry:
- silver ring on right ring finger
- diamond ring on left ring finger

Items:

- glasses (wearing)

- white iPhone 14 with pink case
- pink neck pillow

- black backpack

- sunglasses

- purse decorated with white fur

UNK1 description:

- gender: female

- age: 60-70 years old

- height: 5'3-5'6

- hair: gray, shoulder-length

- purple nail polish

- tattoos: green-colored (roughly the size of a quarter) (left wrist)

Jewelry:

- gold erucifix neckiace

- diamond band on right ring finger
- bracelet {white pearls) (right wrist)

SMC Reportv 20150312

WARNING: This record contalns Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the A of the Ti ton Security istration or the y of Transp
Unauthorized release may result In civil penalty or other action. For U.S. govermment agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disdosure.
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- bracelet {purple pearls) (right wrist}

Clothing:
- pink sweatshirt
- blue jeans

Items:

- iPhone

- glasses (wearing)

- brown purse

- digital wrist watch (pink band)
- walking cane

UNK2 description:

- gender: male

- age: 45-50 years old

- height: 6'0-62

- weight: 260-280lbs

- facial hair: light-colored goatee

Clothing:
- blue short-sleeved U.S. Marines shirt
- green cargo pants
- green boots

Items:
- cell phone

End of Report

SMC Report v 20190312

WARNING: This record contains Senslitive Security Information that fs controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permlssion of the Adminlstrator of the Transportation Security A or the 5 y of tation.
Unauthorized release may result in civil penalty or other action. For U.S, government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- [fthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
= After reviewing and approving the AAR, supervisors should upload the AAR to
[ in WORD
nat (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-x0000x)
*  AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers. electronic devices, activities, as well as pre and post-flight
information observed/obtained.
« This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
* Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o LUnknown Subjects (UNSUBSs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
~  Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance ion/di ion techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
~  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
» Ifunsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a *need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permlission of the A of the Tr: Security A or the Secretary of Transportation.
Unauthorized release may result in clvil penalty ar other action. For U.S. government agencies, 5 | 5.C. S52 and 49 CFR parts 15
and 1520 govern public disdosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS
SMC23-31529

SMC Date: 4/20/2023 - | SMC Requestor: Secura Flight
LLEKSFAM: | | Contact #:

Last Name: | o
| First Name: EET

Middls Name:

DOB: | A

Height/Weight: R ks

Eyes/Haie: e

Watch List Status:

POB: NY - NEW YORK (UsA)
Identifier: o ] |
Additional Subject
Information:
Co-Travelers dentified on PNR
none listed
| Flight Departure Airport | Date Time | Arrival Airport | Date Time
UA 0762 IAH 04/20/2023 | 1838 FLL 04/20/2023 2213
SMC Report v 20150312
WARNING: This record tive Security that is led under 49 CFR parts 15 and 1520, No part of
this record may be disclased 1o persons without a “need to know.” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the A of the T Security Ad or the Seeretary of Trapsportation.

Unauthorized releace may result in civil penalty or other action. For U.S. government agencies, 5 U5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMCTeam Leader: =
Approving Supervisor:

Co-travelers/Associates
Deescrib PP b iates with whom the SMC subject spoke before, during or after the
fiight. Nore nﬂnmiahbdemﬂs. mmmmmnrmmmmmrm seat numbers, et
Name (if known) Description of Contact/Association Additional Deseriptors/Details
Electronic Devices

Describe any electronic devices (type, brand, etz.] the subject wos seen using.

Enhanced After Action Report Narrative

FAM Team did not have any contact with the Subject.

This mission was DOWNGRADED to a TYPE- U SMC due to the subject canceling the itinerary per NTVC.

End of Statement
SMC Report v 20190312
This record Security Information that ks controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons wtlhou: a "need to know,” as defined in 49 CFR paﬂs 15 and 1520, except with the
written of the A of the P Security Adml t ¥ the v of Transportation.

Unaunthorized release may result ln civil peoalty er ather action. For U.S. government :gn:ln. 5 USC 552 and 49 CFR parts 15
and 1520 covern public disclosure.
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Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR. is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
R I R S SR R T
format (DO NOT PASSWORD PROTECT), using the original naming cons ention under which
you received the SMC document (i.e. SMC 15-xxxox)
e AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
»  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
s Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

«  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
~  Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
—  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e [funsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as dailned in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation i or the y of Tr:
Unauthorized release may result in clvil penalty or other action. For U.S. ;ﬂurnmnt agencles, 5 U.S.C. 552 and 49 I:FR parts 15
and 1520 govern public disclosure.




TSA_HSGAC_8-21-24/5-28-25_T2_0000536

7 Transportation
| Security
Administration

/Federal Air Marshal Serv

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-32023
SMC Date: | 4/20/2023 [ SMC Reg; : [ Secure Fiight ]
LEICS FAM: Contact |
POINT OF CONTACT FAM TEAM
LEicsTsoc: |
Moc: e
FeldOffice: | DN
SUBJECT INFORMATION
Last Name: - e
First Name: I seew|
Middle Name: |
[ R -
Height/Weight: RN b+
| Eyes/Hair: | <y |
Watch List Status: | [
POB: NY - NEW YORK (USA)
Identifier: [ sty vae i- |
Additional Subject [
Information:
Co-Travelers Identifled on PNR
none indicated
[ Fight Departure Airport | Date Time | Asrival Airport | Date Time
UA 0693 1AH 04/20/2023 1704 FLL 04/20/2023 2035

SMC Report v 20190312

WARNING: This record contains Sensltive Security Information that s controlled under 49 CFR parts 15 and 1520 No part of
this record may be disclosed to persons without a "need to know.” as defined In 49 CFR parts 15 and 1520, except with the

of the Ad ator of the Transpertation Security Administration or the Secretary of Transportation.

written

Unauthorized releass may result in clvil penalty or other action. For U.5. government agencies, 5 US.C. 552 and 49 CFR parts 13
and 1520 govern public disclosure.



SMC AFTER ACTION REPORT (Enhanced)

At ' - S—
Approving Supervi |

Co-travelers/Associates
Describe any opy L Z Ty iotes with whom the SMC subject spoke before, during or after the
flight. Note all available detoils, including time and location of the interactions, physical descriptions, seat numbers, etc.
Name (if known) | Description of Contact/Association Additional Descriptors/Details
Electronic Devices

Describe cny efectronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

4/20/23 *All times below are approximations.*
1540 CST: FAM team at airport and ready for mission at 1AH airport.
1608 CST: FAMs observe [ i~ the gate area for flight UA693.
A description of N 's s follows: White sweater, short purple skirt. Black backpack. Net basket
1613 CST: N =pproaches gate agent to check on her standby status.
1620 CST: [N is observed using an iPhone in a pink case.
1624 CST: N is observed talking to other passengers in the gate area.
1638 CST: N 2rrroaches gate agent to check on her standby status.
1643 CST: [ joins boarding line.
1646 CST: I 2rrroaches gate agent to check on her standby status.
1700 CST: [N g¢ts secondary screening from TSA.
1704 CST: I boards flight UAG93 and sits in 36B
1720 CST: Flight UAB93 is Wheels up with FAM team and subject on board.
1720CST- 2037 EST: [ was sitting next to a member of the FAM team and engaged in
conversation with him.
I s2id she knows that FAMs follow her on all her flights. She knows that on her pravious flight it
was
a BAL FAM following her. She knows that the secondary screening at the gate was because of her. She
also
says she knows exactly why she is on the Selectee list. At no time was she aware that she was conversing
with a
ber of the FAM team. She voluntarily provided all the abave inf tion without knowing she was

SMC Repaort v 20190312

This record Securlty that is controlled under 49 CFR parts 15 and 1520. No part of

this record may be disclased to persons without a "need to know.” as defined in 49 CFR parts 15 and 1520, except with the
written isston of the Admi of the Transpor Security Ads ation or the Secretary of Transportation.

Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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talking

to a FAM and without any solicitation from the FAM.

FAM also observed her deleting messages and pictures off of her iPhone.

2037 EST: Flight UAB93 is Wheels Down.

2050 EST: [N deplanes flight UAG93.

2052 EST: [N < nters the bathroom.

2055 EST: N =xits and continues towards baggage claim.

2058 EST: [N picked up a green roller bag from the baggage carousel.

2100 EST: N went outside and waited on the curbside for her ride. She was talking on the
phone the

entire time.

2110 EST: [N s ricked up by a White Female, blond hair, gray leggings, blank tank top. She was
drivinga

Black Toyota Santa Fe, Florida License plate NN

| End of Report.

. |

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permission of the A of the Transp Security or the Secretary of Transportation.
Unauthorized release may result fn civll penalty or other action. For U.S. government agencles, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disciosure.
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Special Mission Coverage After Action Report Instructions

*  The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- Afier reviewing and approving the AAR, supervisors should upload the AAR to
O I LT S S P R BESTR N TS
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC decument (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
«  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
* Contact the SMC Coordinator if you have any questions regarding the AAR

Siguoificant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
¢ Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
~ Individuals with whom the subject has extended conversation
~ Any possible counter-surveillance or surveil ion/disruption iques, or other
significant behavior by the SMC subject or UNSUBs

o Any of the subject's activities observed during the SMC

o Details of electronic devices the subject and co-traveler use or possess, including:
— Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
~  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)

»  If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

'WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written of the A of the Transportation or the y of Transportation.
Unauﬂwrlnd release may result la civil penalty or other action. For I.I.S. government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-32366
SMC Date: | a/25/2023 | SMC Reg g | Secure Flight ]
Lo [ Contoet: [— |
POINT OF CONTACT FAM TEAM
EGTSOC |
MOC: [ v gtol
Feld Office: | NN |
SUBJECT INFORMATION
Last Name: ERTTEEn
First Name: | S
Middle Name:
Doe: [
eight/Weight: | N b
[ Eyes/Haie: _—
Watch List Status: | [N
POB: NY - NEW YORK [USA)
Identifier: — |
Additional Subject [
Information:
Co-Travelers identified on PNR
NONE
[ Fi Departure Airport_| Date Time | Arrival Al Date Time
UA 0306 FL 04/25/2023 | 1143 IAH 04/25/2023 | 1306 |

SMC Report v 20190312

WARNING: This record contalns Seasitive Security Information that Is coutrolled under 49 CFR parts 15 and 1520. Ko part of
this record may be disclosed to persons without a "need to know.” as defined (n 49 CFR parts 15 and 1520, except with the

of the Ad: ator of the Transportation Security Admi or the v of Transportation.

written

Unauthorized release may result in civil penalty or other action. For US. government agencies, S US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: |
Approving Supervisor: |

Co-travelers/Associates
ibe any app L e 1y of i ith whom the SMC subject spoke befare, during or after the
ight. Note all available details, including Hime and location of the i hysical descriptions, seat numbers, etc.
Name (if known) Description of Contact/Association Additional Descriptors/Details |
Elfectronic Devices

Describe any electronic devices (type, brand, etc.) the subject wos seen using.

Enhanced After Action Report Narrative

1013 EST FAM Team up.
1100 EST FAM Team boarded flight at different times to gain positive ID of Subject.

1120 EST Subject identified on plane seated in 7D. Subject was texting using a pink iPhone while AirPods
in ear; Smart watch (non iPhone) on left wrist.

1327 PST Wheels down,

1400 PST FAM Team followed Subject ta carousel 5 at 1AH baggage claim. Subject entered elevator. FAM
TL ended mission.

SMC Report v 20190312
This record i y Informeation that is lled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with rhe

written p isslon of the Admini: of the T rtation Security Ad ation or the ¥ of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. goverament agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.



TSA_HSGAC_8-21-24/5-28-25_T2_0000542

. Transportation
| Security
Administration

Special Mission Coverage After Action Report Instructions

o The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
/in WORD
at (DO NOT PASSWORD PROTECT). using the origina! naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
e AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the

mission
- Include all details of co- lers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.

 This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
« Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

 Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
—  Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
- Any possible counte i or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
~  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e [funsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Securlty laformation that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permission of the A I of the Transportation Security Ad tion or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other action. For U.S. government agencies, 51.5.C. 552 and 49 CFR parts 15
and 1520 govern pubiic discdlosure,
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SENSITIVE SECURITY INFORMATION

lent Partne iet Skies Passen:
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Intelligen i rdination Report il
e v R W S G < |
Purpose: Ensure that the passengers who are designated for enhanced screening receive appropriate
ing by TSA Transportation Security Officers (TSOs) when the passengers are processed through the
checkpoint.

Scope: The Intelligence and Analysis Selectee Coordination Report details travel records for the next 36
hours from the time of report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Intelligence and
Analysis Selectee Coordination Report details numerous passenger records, each of which correspond
with a passenger who has matched to a Quiet Skies rule or been randomly selected for additional
screening.

Each line of the report represents limited travel record information needed to facilitate screening at the
airport specified in the record.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

ntelligence and Analysis (O lectee Ci ination Report Excerpt*
Passenger: Ms. Tulsi Gabbard
Excerpt Source Report Generation and Distribution Date: July 24, 2024
Number of Pertaining Travel Records in Source Report: Three (3)

Travel Record 1: Details a travel reservation on July 25, 2024, Mirrored in reports from July 24, 2024 -
July 25,2024.

Travel Record 2: Details a travel reservation on July 25, 2024. Mirrored in reports from July 24,2024 -
July 25, 2024.

Travel Record 3: Details a travel reservation on July 25, 2024. Mirrored in reports from July 24, 2024 -
July 25, 2024.

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record ins Sensitive Security Information that is lled under 49 CFR parts 15 and 1520, No part of this
m—vhmmpuwmwiﬂlouu"m‘wknw.udeﬂle(iﬂcﬂnmISanllﬂ..nﬂntwlﬂﬂhewﬂmnpumhslﬂ
of the Admini of the ion Security A i or the of Transp jion. Unauthorized release may result
in civil pesalty or other action. For U.S, Government sgencies, public disclosure is governed by 5 11.5.C. 552 and 49 CFR parts 15 and
1520,
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TSA_HSGAC_8-21-24_T1_0000241
SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies Passenger Overview
Passenger: Ms. Tulsi Gabbard

Matehed to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

ilent ui i hlist Ci lete R
Distribution: Sent daily to TSA Intelligence and Analysis (I&A)

Purpose: Monitor and analyze the Quiet Skies and Silent Partner populations and the current impact of
the rules on the traveling public.

Scope: The Watchlist Complete Reports for Silent Partner / Quiet Skies detail the first travel record for a
i ger until the p ger have met the criteria to be moved to the Cleared List.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Watchlist
Complete Reports for Silent Partner / Quiet Skies detail travel records of the first time a passenger
matched to a Silent Partner or Quiet Skies rule.

Each line of the reports represents the travel record combined with the rule ID(s) and any changes in
record status.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

Sil rtner/ Qui ‘Watchli mplete R ts*

Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: July 24, 2024
Number of Pertaining Travel Records in Source Report: Three 3)

Travel Record 1: Details a travel reservation on July 23, 2024 for rule [D- Mirrored in reports
from July 21, 2024 - August 03, 2024,

Travel Record 2: Details a travel reservation on July 23, 2024 for rule [D - Mirrored in reports
from July 21, 2024 - August 03, 2024.

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No part of this
record may be released (o persons without a “need to know"™, as defined in 49 CFR parts 15 and 1529, except with the written permission
of the Administrator of the Transportation Security A thon or the of Tra i ized release may result
in civil penalty or other action. For U.S. les, public di ] by 5 U.S.C. 552 and 49 CFR parts 15and
1520
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TSA_HSGAC_8-21-24_T1_0000246
SENSITIVE SECURITY INFORMATION

Silent Pa uiet Ski nger Overview
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

ilen i atches Report
Distribution: Sent daily to TSA Intelligence and Analysis (I&A)

Purpose: Enables system audits to ensure that passengers who are selected for Silent Partner or Quiet
Skies enhanced screening match to the rule criteria and are moved to the Cleared List when they have met
the applicable removal requirements.

Scope: The Quiet Skies / Silent Partner Matches Report details travel records for the three (3) days prior
to report generation, the day of report generation, and the two days following report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Quiet Skies /
Silent Partner Matches Report details numerous passenger records, each of which correspcmd witha
passenger who has matched to a Silent Partner / Quiet Skies rule.

Each line of the report represents a travel record combined with the rule ID(s) and limited travel data from
when the p ger's data first hed to the Silent Partner rule.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

Quiet Skies / Silent Partner Matches Report Excerpt*

Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: July 24, 2024
Number of Pertaining Travel Records in Source Report: Four (4)

Travel Record 1: Details a travel reservation on July 25, 2024, Mirrored in reports from July 23, 2024 -
July 28, 2024 for rule ID

Travel Record 2: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23, 2024 -
July 25, 2024 for rule ID

Travel Record 3: Details a travel reservation on July 25, 2024. Mirrored in teports from July 23, 2024 -
July 28, 2024 for rule ID

Travel Record 4: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23, 2024 -
July 25, 2024 for rule ID

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record coatains Sensitive Security [ that is woder 49 CFR parts 15 and 1520. No part of this
record may be released to persons without 2 “need to know”, a3 deﬁaed ind9 CFR plrn 15 and 1520. except with the writien permission
of the Administratar of the Transportation Security U release may result

in civil penalty or other action. l-'orll.S.Govmmtlgmiu.pnlﬂ:ischuuk;ﬂmhsl'ﬁ-c 552 and 49 CFR parts 15 and
1520,
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TSA_HSGAC_3-21-24_T1_0000250
SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies nger Overview
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

o W e N

Purpose: Assist with FAMS SMC planning.

Scope: The Daily Quiet Skies / Silent Partner Federal Air Marshal Special Mission Coverage Report
details travel records for the day of report generation, and the two (2) days following report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Daily Quiet Skies
/ Silent Partner Federal Air Marshal (FAM) Special Mission Coverage (SMC) Report details numerous
passenger records, each of which correspond with a passenger who has matched to a Silent Partner / Quiet
Skies rule.

Each line of the report represents a travel record combined with the rule 1D(s) the passenger matched to.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

ily Quiet Skies / Silent Partner Federal Air Marshal (FA ial Mission erage Report
Excerpt*

Passenger; Ms. Tulsi Gabbard
Excerpt Source Report Generation and Distribution Date: July 23, 2024
Number of Pertaining Travel Records in Source Report: Three (3)

Travel Record 1: Details a travel reservation on July 23, 2024, Mirrored in reports from July 23, 2024 -
July 23,2024 for rule 1Ds [~ I

Travel Record 2: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23, 2024 -

July 23,2024 for rule 1Ds I and I

Travel Record 3: Details a travel reservation on July 25, 2024. Mirrored in reports from July 23, 2024 -
July 25,2024 for rule IDSJd

* The enclosed excerpt has been marked as Sensitive Security [nformation and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be released to persons without a “need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permission
of the Administrator of the Transportation Security Administration or the Secretary of Traasportation. Unauthorized release may result
in civil peaalty or other setion. For U.S. Gevernment agencies, public disclosure is governed by 3 U.5.C, 552 and 49 CFR parts 15 and
1520,
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TSA_HSGAC_8-21-24_T1_0000254
SENSITIVE SECURITY INFORMATION

ilent Partner / t Skies Pa. iew
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Purpose: Enables system audits to ensure that passengers are properly exempted from applicable rule
groups and are removed from the Cleared List when they have met the applicable removal criteria.

Scope: The Quiet Skies / Silent Partner Cleared List Report details travel records for the two (2) days
prior to report generation, the day of report generation, and the two days following report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Quiet Skies /
Silent Partner Cleared List Report details numerous passenger records that matched to a corresponding
passenger on the Silent Partner / Quiet Skies Cleared List.

Each line of the report represents a travel record combined with corresponding Cleared List information.
The Cleared List information contains the rule ID(s) the passenger previously matched to and limited
travel data from when the passenger’s data first matched to the rule.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then autornatically removed from Quiet Skies and moved to the Cleared List. Passengers on the Cleared
List are exempt from the rule(s) they previously matched to until they meet the 18-month criteria to be
removed from the Cleared List.

kies / Si rtner Cleared List Ri cerpt
Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: August 03, 2024
Number of Pertaining Travel Records in Source Report: Two 2)

Travel Record 1: Details travel on August 05, 2024. Mirrored in reports from August 03, 2024 - August
7, 2024 for rule ID

Travel Record 2: Details travel on August 05, 2024. Mirrored in reports from August 03, 2024 - August
7, 2024 for rule 1D N

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contai ive Security Inf ion that is coatrolied under 49 CFR parts 15 and 1520. No part of this
record may be released o persons without  “need to know™, as defined in 49 CFR parts 15 and 1520, except with the written permizsinn
of the A i af the Transp fon Securify Administration or the Secretary of Transportation. Unauthorized release may resalt
in civil penalty or other action. For LS. les, public disclosure Is governed by § U.5.C. 552 and 49 CFR parts 15 and

1520.
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SENSITIVE SECURITY INFORMATION TSA_HSGAC_8-21-24_T1_0000257
From:
To:
subject: Gacoan
Date: Tuesday, October 8, 2024 1:06.00 PM
Good Morning Sir,

0On 7/22, while working in the T5OC, FAM{JI recognized Tulsi Gabbard's name on the
Cuiet Skies list. She notified me and asked for guidance on whether Gabbard should be covered
under a Quiet Skies mission. | first verified that she was a "former” congresswoman and then asked
I to verify the specific Quite Skies rule hit. She confirmed the specific "affiliate” rule hit and
did not see any potential errors/inadvertent hits listed in Upax. | tuld- to send the Quiet Skies
mission for staffing. | confirmed the decision with 54 C [l +~ho was also in the Freedom Center
on 7/22.

Just let me know if you need anything further.

Supervisory Federal Air Marshal
Federal Air Marshal Service - 1CS
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TSA_HSGAC_8-21-24_T1_0000260
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SECURITY TION

SENSITIVE SECURITY INFORMATION

Federal Air Marshal Service
Information Coordination Section

SMC DertalTima: OTF22004
SHN Number: YO Namiber:
Cartar: WH Flight #: 3350
Status: Wheals Down Seat Assignment:
Dupasture Airport: BHA Departry DaterTima: 072V 145000
Arival Airport: AUS Asrival DatalTima: 07/26/2024 17 00 00
Last Name: GASSARD [First Mams: TULS! Middia Hame:
Gendar: FEMALE sy ]
TPH Musnber: TSA SO TSCID:
AAR Info
Wan subject 1 o 3
Hotes- Htas.
of surundings?: Unsnsaered Maotes
ates
ATLAS o s00) =

&4 Subject; Hotes
Notes
AAR Summary
AAR Narrathre Notes:

i ftiver Security that is. under 43 CFA parts 15 and 1520. No part of his record may be disciosed 1o parsons
without & need to know, 8s defined in 48 CFR parts 15 and 1520, except with the wiittan permission of the Adminitraice of the Transporiation Security Admirsstration
or the Secretary of _,-—:hﬂmﬂmhllﬂ agencies, public disck isg

US.C 552 and 49 parts 15 and 1520

WARNING: This record containg Sensitive Securtty Information that is controlted under 49 CFR parts 15 and 1520. No part of this record may be disclosed 10 persons
wilhout a *need 1o know”, as defined In 48 CFR parts 15 and 1520, except with the written pemission of the Administrator of the
Security the Secretary of Traol the Security A or the Secretary of Transportation
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SENSITIVE SECURITY INFORMATION
SEXSITIVE SECURITY IVFORMATION

Federal Air Marshal Service
Information Coordination Section

MG DateTime: GAO212024
SRN Number: O N
Garier: GL Fight# 1259
Status: Whsels Down ‘Sast Assignment:
Daparturs Alrpart: AUS. Departurs DateTime: 03022024 08 20:00
Arhral Airport: MCO Asrhral DutelTima: ORTI024 11:58 00
Lasi Nama: GABBARD First Mame: TULS! Hideta Nama:
Gersder; FEMALE o
TPH Mumbar: TRA SEx TSCm:
AAR Info

N Yo
Netes: Mokes. 2 IPhones, 1 Laptos

ATLAS tmam of cther TS00} ot

AAR Summary
AAR Harrative Notes: NSTR

WARNIMNG: This record contains. Y v 49 CFR pans 15 and 1520, No part of this record may be disclosed o persons
without & need o know, as definad in 49 CFR parts 15 and 1520, the of the. if the: : t
or the Secretary of ! ized Y jon, For L., goverment agencies, public disclosure is governed by S
U.S.C. 552 and 49 pans 15 and 1520.
mmmwmmmmlmmnmm«cﬂmismsm.mmummmnwnm
mna'mﬁnw.umhmmmlsn|mwmmmmdmumﬁn
Security i mwufqummMMumwdemm
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SENSITIVE SECURITY INFORMATION
SENSITIVE SECURITY DNFORMATION
Federal Air Marshal Service
Information Coordination Section

‘SHIC DabelTirme: DBOMTI24

SRN Number: XN Number:

Carler: DL Fight #: 2470

‘Seatus: Whesis Down. Sent Anaigrment:

Dupartues Alrport: ATL Coparturs Dute/Tine: DSNI24 00:10 00

vl Airport: TUL Aurival DaterTirme: BA/032024 09:09 00

Last Name: GABBARD First Name: TULS! Miciclo Nama:

Gandar: FEMALE. e ]

TPN Number: TSA S0 TSC

AAR Info

videdT: Mo Waa with W

Motes. Nates

e ——— " Taam abla to

of surrcundings: No Mates

Nates.

AS team or other suthorithes i TSOC) (! than Ested valers): No

bt ey S Motes.

Nates

AAR Summary

AAR Narathes Notes: Nothing sgadficant 1o pass on

: This recond contains Sensitiee Security L 49 CFR parts 15 and 1520. No part of this record may be disclosed io persons

mumwmnmmueﬁam|sw|snmmumu-qmdnmduTmmmw
or the Secretary of Transporation. Unauthorized release may result in chvil or other action. For U.S. gEncH s g 5

U.5.C. 552 and 49 pans 15 and 1520
WARNING: This record contains Sensitive Security Information that is controlled under 48 CFR parts 15 and 1520. Mo part of this record may be disciosed 10 persons
without a “need 1o know”, as defined in 43 CFR parts 15 and 1520, except with the written permission of tha Administrator of the
the of Traaf the Sacurity A the Secretary of Transporntaton

Trar Security the



SECURITY INF
SENSITIVE SECURITY DNFORMATION
Federal Air Marshal Service
Information Coordination Section

SMC DateTime:; 08012024
SRH Nurmiber: MR Number:
Camier: OL Fight i 1548
Status: Whasts Down Seat Assignmant:
Departure Alpert NCO Departure Date/Time: DRCV2024 08 000
Arrhml Adrpert: ATL Asrivel Date/Tima: OA/0Q/I24 08 58 00
Last Nama: GABBAAD Forst Namer TULS) Middle Hame:
Ganstor, FEMALE oo I
TPN Number: TSA S e
AAR Info

Mo W He

Hones. estion
Did the countar awars  Team
of surroundings: Ho Nl
Notes.
Did you ATL TS0C {
mmmnmmmmmm Hotes.
Hotes
AAR Summary

AAR Marrathve Notes: Nothing s9miican o report.

This ins S & s ﬁCFHmL'nwm mmdmmmudwum
without & need o know, amhﬂﬂnm|5ﬂ1m of the Administrator of the Transportation Security Admenistration
ar the Secretary of Transportation. Unauthorized release may msult in chil ‘other action. For U.S, g agencies, isco: g 5
USC 552and 49 mlsmd'lm
WUARNING. Thes record contains Sansitive Information that is controlied under 48 CFR parts 15 and 1520 Nnurlo!lumnwhmbpum

Security
without & “need to know”, as defined in 49 CFR parts 15 and 1520, ‘axcapt with the written permission of the. the Administrator of
T Sacurty orthe y of Traol the Security mmsmurmm
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SENSITIVE SECURITY INFORMATION
FOUO // LAW ENFORCEMENT SENSITIVIRA-HSGAC 82124 T1_0000336

Ureca, dggum d
-l ai'
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Lt ed subject” (suample sTed them on a0 ESTA agpticat e

A5V

Let ma ask pround, I UnsLre,

. Thank pou.

oo lected Al e classe-ag dereg on the watch sted afh ate, just *= g 1o leam how this trasier 1 procviaty affusted
| Rave 10 run ot to My i Fedl free to message me hare
CEEN
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I 1 0 Ariates Rude (kcundd
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SENSITIVE SECURITY INFORMATION
FOUO // LAW ENFORCEMENT SENSIT] VIEA-HSGAC_8-21-24_T1_0000438
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lmdenlnaW&MMMmmmmmMmhm This Bulletin will

believes will persist in the weeks following the sful Presidentlal Information expire on o before

mmm" ! I jvated violent ists with obj to the of Tﬁﬂﬁr‘
h lndﬂu, idential transition, as well as other p d gri

mwm;«mmmmmﬁunmmummw

DETAILS

« Throughout 2020, D ic Violent E; ists (DVEs) targeted individuals with opposing views

engaged in First Amendment-protected, non-violent protest activity. DVEs motivated by a range
of issues, including anger over COVID-19 restrictions, the 2020 election resuits, and police use
of force have plotted and on occasion carried out attacks against government facilities.

» Long-standing racial and ethnic tension—including opposition to immigration—has driven DVE

attacks, including a 2019 shooting in El Paso, Texas that killed 23 people.

« DHS is concerned these same drivers to violence will remain through early 2021 and some
y 6, 2021 breach of the U.S. Capitol Building in

DVEs may be emb d by the

Washlngmn. D.C. to target elected officials and government facilities.
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conspiracy theories about COVID-19 for their actions.

will

to take

= DHS, as well as other Federa' ag

and law

precautions to protect people and infrastructure across the Unmstates

« DHS remains commitied to preventing violence and threats meant to intimidate or coerce
specific populations on the basis of their religion, race, eﬂ'mimy identny or political views.

to

* DHS encourages state, local, tribal, and i Y

prioritizing physical
people and critical infrastructure.

HOW YOU CAN HELP
= We ask the public to report sspicious
activityand threats of viclence, including
law

around g

BE PREPARED
» Avoiding large crowds, including
protests, is safest due to ongoing
pandemic conditions. However, if
taking part in protests do so
peacefully, safely, and wear masks.

family in doing the same. contact as well as medical and other
. g needs with you.

not divided: Strengthen your community » Connect, Plan, Train, and Repod to

by standing together against prepare businesses & empioyees.

famlrhea. to protect

STAY INFORMED

» Local, state and federal agencies will
provide specific information about
emerging  threats as  additional
information is identified. The public is
encouraged to listen 1o local law
enforcement and public safety officials.

o Last year, DHS released aHomeland
Thieat Assessment o the pubsc
examining the threat environment through
2021.

* The DHS Lexicon on terorsm includes

terminology for DVES and HVES.
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AIR MARSHAL NATIONAL COUNCIL
Integnty - Lovalty - Strength
10524 Moss Park Road | Suite 204776 | Orlando, FL
32832 Phone: (800) 864-6122 | Email:
info(@airmarshalnc.com

October 2, 2025

The Honorable Rand Paul

Chairman

Senate Committee on Homeland Security and Governmental Affairs
295 Russell Senate Office Building

Washington, DC 20510

SUBJECT: Thank You for September 30, 2025, Hearing and Request for Sponsorship of Senate Bill on
Federal Air Marshal Service Reform and Reorganization Act

Dear Chairman Paul,
On behalf of the Air Marshal National Council (AMNC) and the thousands of Federal Air Marshals we

represent, | would like to sincerely thank you for convening the September 30, 2025, hearing titled
“Examining the Weaponization of the Quiet Skies Program.”

Your leadership in exposing the misuse of TSA’s Quiet Skies and related administrative programs has
provided critical oversight and accountability for both the traveling public and the Federal Air Marshal
Service workforce. Your strong statement that “every official who approved or directed surveillance of
Americans for protected speech must be removed from office” reflects the courage and integrity
necessary to restore public trust in our aviation security system,

The Air Marshal National Council has long advocated for reform and reorganization of the Federal Air
Marshal Service. As you heard in testimony and as documented by the DHS Office of Inspector General
and the GAO, the TSA has mismanaged FAMS for decades, wasting taxpayer dollars and eroding both
workforce morale and aviation security. TSA is fundamentally an administrative agency and should not
be tasked with directing federal law enforcement operations.

Request for Action:

We respectfully request that you introduce the Senate version of the Federal Air Marshal Service
Reform and Reorganization Act. The text of the proposed bill follows for your review and
consideration.

Proposed Legislation

S. XXXX
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To enhance aviation security and the stability of the Federal Air Marshal workforce by making the

Federal Air Marshal Program a specialty aviation unit within Homeland Security Investigations, and for

other purpose.

IN THE SENATE OF THE UNITED STATES
October 2, 2025

A BILL
Be it enacted by the Senate and House of Representatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE
This Act may be cited as the “Federal Air Marshal Service Reform and Reorganization Act.”

SEC. 2. SENSE OF CONGRESS.
It is the sense of Congress that the Federal Air Marshal Service is critical to aviation security and
must be strengthened by:

1

1. Establishing FAMS as a specialty aviation unit within Ho d Security Investigation
(HSI), improving aviation and transportation security effectiveness and morale.

2. Housing the Air Marshal program within a federal law enforcement agency, allowing
augmentation by HSI's 6,000+ Special Agents during times of heightened risk.

3. Creating 3-5 year rotational assignments to mitigate burnout and improve career
sustainability.

4. Restoring high standards for training and firearms proficiency.

5. Ending TSA’s Quiet Skies and similar unvetted internal watchlist programs, focusing
deployments on genuine threats.

6. Implementing DHS OIG recommendations to reduce size while strengthening team
deployments.

7. Leveraging HSI's international presence for more effective liaison and investigations.

8. Expanding successful integration of FAMs into BEST and other HSI task forces.

9. Enhancing HSI's ability to target transnational criminal organizations and terrorist
networks.

10. Aligning aviation security missions with U.S. law enforcement and intelligence community
priorities.

SEC. 3 TRANSFER OF FEDERAL AIR MARSHAL SERVICE TO ICE.
Within one year of enactment, DHS shall transfer all FAMS programs, operations, personnel,
and assets from TSA to ICE, ICE shall establish FAMS as a specialty aviation unit within HSI,

SEC. 4. CONVERSION OF FEDERAL AIR MARSHALS TO HSI.
+  FAMs will convert to the GS pay scale with no reduction in pay.
= Within 5 years, FAMs will convert to 1811 Special Agent positions.
= Pay, retirement, leave, overtime, and Law Enforcement Availability Pay protections are

preserved.

SEC. 5. ENHANCING AVIATION SECURITY BY CLARIFYING RISK-BASED
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MISSIONS.
Amend 49 U.S.C. 44917 to:

= Ensure deployments are based on known or suspected risk, not TSA’s Quiet Skies or
SUCCESSOT Programs.

= Prioritize long-haul non-stop flights, known or suspected criminals/terrorists, and missions in
consultation with FBI, intelligence agencies, and carriers.

SEC. 6. TECHNICAL AND CONFORMING AMENDMENTS.

= Amend the Homeland Security Act and Title 49 U.S.C. to transfer authority from TSA
Administrator to ICE Director.

Closing

Senator Paul, your leadership is essential to advancing this reform. By sponsoring this legislation,
you will help restore integrity to the Federal Air Marshal Service, align it under true law
enforcement leadership, and protect both taxpayers and the traveling public.

Respectfully,

Se. LaBoaco Daved Londe

Sonya Hightower-LaBosco David Londo

Executive Director President
Air Marshal National Council Air Marshal
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AIR MARSHAL NATIONAL COUNCIL
Integrity — Loyalty — Strength
10524 Moss Park Road | Suite 204776 | Orlando, FL.
32832 Phone: (800) 864-6122 | Email:
info(@airmarshalnc.com

October 2, 2025

The Honorable Rand Paul

Chairman

Senate Committee on Homeland Security and Governmental Affairs
295 Russell Senate Office Building

Washington, DC 20510

Re: Federal Air Marshal Service Reform and Reorganization Act — Summary & Justification
Dear Chairman Paul,

On behalf of the Air Marshal National Council (AMNC) and Federal Air Marshals nationwide, we
thank you for your leadership as Chairman of the Senate C ittee on H land Security and

Governmental Affairs (HSGAC) in holding the September 30, 2025, hearing entitled “Fxamining
the Weaponization of the Ouiet Skies Program.”

Your oversight has shed light on serious abuses, including the misuse of TSA’s Quiet Skies
program, the unconstitutional surveillance of innocent Americans, and failures of TSA leadership.
Your strong statement that “every official who approved or directed surveillance of Americans for
protected speech must be removed from office” underscores the urgency of reform and
accountability.

Congressional Hearing Update — September 30, 2025
Key findings from the hearing included:

Quiet Skies was used beyond its intended scope, raising constitutional concerns.
Innocent travelers, including public officials, were surveilled without justification,
Experts testified that such practices risk undermining civil liberties.

You, Chairman Paul, emphasized the removal of officials who weaponized surveillance
against Americans.

These findings reinforce the urgent need to dismantle Quiet Skies and adopt transparent, risk-based,
and constitutionally sound mission deployments.

Why Reform Is Urgent

The Federal Air Marshal Service Reform and Reorganization Act will:
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« Establish FAMS as a specialty aviation unit within Homeland Security Investigations
(HSI) under ICE.

« Convert Federal Air Marshals into criminal investigators, bringing them under a true federal
law enforcement structure,

+  Save taxpayers an estimated $500 million annually through right-sizing and streamlining
operations.

« Terminate TSA’s unvetted internal watchlist programs, which oversight bedies and Congress
have deemed ineffective, wasteful, and unconstitutional.

Structural Reform

The DHS Office of Inspector General and GAO have repeatedly documented TSA's
mismanagement of FAMS (GAO: 16-582, DHS OIG: 18-70; 19-17; 21-11). TSA is an
administrative agency and should not control federal law enforcement operations. Moving FAMS to
HSI ensures oversight and leadership are placed in the hands of a law enforcement agency with the
training, authority, and accountability required to safeguard both national security and civil liberties.

Importantly, the current FAMS field offices are geographically located near HSI offices across
the nation, making organizational integration and operational coordination straightforward. In
addition, the Federal Law Enforcement Training Center (FLETC) already houses and trains new
recruits for both HSI and FAMS, while also providing mandatory retraining for each component.
This ensures that any relocation of FAMS offices or adjustments to training requirements would

be seamless, cost-effective, and immediately executable.

Other nations have adopted this best practice: Air Marshal programs in Canada, Great Britain,
Germany, and Thailand are all managed within federal law enforcement structures. The United
States must do the same.

Call to Action

Chairman Paul, we respectfully urge you to enter into the official record and encourage you to
sponsor the Senate version of the Federal Air Marshal Service Reform and Reorganization
Act. Your leadership is vital to advancing this urgently needed reform and ensuring aviation
security is led by law enforcement professionals, not bureaucratic administrators.

AMNC stands ready to provide you and your staff with additional materials, briefings, or testimony
to support introduction and advancement of this legislation.

Respectfully,

50 MJM DW /.{JM
Son%ghlower—LaBosco David Londo

Executive Director President

Air Marshal National Council Air Marshal National Council
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In the name of God, the Most Compassionate, the Most Merciful.
All praise and thanks belong to God, the Lord of the Worlds.
May peace and prayers be upon Prophet Muhammad and all of God's prophets.

Council on American-Islamic Relations

C ﬁ I R 453 New Jersey Ave. S.E.
Washington, D.C. 20003

Tele 202-488-8787 Fax 202-488-0833

E-mail: info(@cair.com URL www.cair.com

September 30, 2025

The Honorable Rand Paul, Chair

The Honorable Gary Peters, Ranking Member

Senate Committee on Homeland Security and Governmental Affairs
340 Dirksen Senate Office Building

Washington, D.C. 20510

RE: CAIR Letter for the Record — “Examining the Weaponization of the Quiet Skies
Program™

Dear Chair Paul, Ranking Member Peters, and Members of the Committee:

On behalf of the Council on American-Islamic Relations (CAIR), the nation’s largest Muslim
civil rights and advocacy organization, I write to commend the Committee for holding this
important hearing on the Transportation Security Administration’s Quiet Skies program.

The Quiet Skies program was one of several administrative “add-ons” created after 9/11. It
operated without statutory authority, public oversight, or meaningful accountability to the courts
or Congress. Though publicly justified as a tool of aviation security, in reality, it became a
vehicle for political favoritism and religious profiling, consuming hundreds of millions of
taxpayer dollars while failing to prevent a single terrorist attack. Earlier this year DHS rightly
dismantled the program. Its elimination was both necessary and overdue, and it acknowledges
what civil rights groups have argued for years: secretive surveillance programs of this nature
waste resources, erode constitutional rights, and do not make Americans safer.

Quiet Skies is not the first such program to collapse under scrutiny. The National Security Entry-
Exit Registration System (NSEERS), launched in 2002, forced tens of thousands of Muslim and
Arab men to register with the government, undergo interrogations, and risk deportation, even
though it never produced a single terrorism conviction. NSEERS was widely condemned as
discriminatory and ineffective before being dismantled in 2016. The end of NSEERS and the
termination of Quiet Skies demonstrate that programs created without clear statutory authority,
operating outside of public view, and directed disproportionately at minority communities cannot
and should not endure.

Washington D.C.
Alabama  Arizona California Colorado Connecticut Flodda Georgia  lllinois  Kansas Kentucky Maryland
Massachuserts  Michigan  Minnesota  Missourt New Jersey  North Carolina  New York  Ohio - Oklahoma
Pennsylvania  Texas Washington State
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Yet while these two programs have been eliminated, the broader federal watchlist
enterprise continues to exist and remains the true source of ongoing constitutional harm.

CAIR’s 2023 report Tiwenty Years Too Many revealed that more than 98 percent of the names on
the FBI's 2019 Terrorism Screening Dataset were Muslim. Placement on these lists does not
require arrest, charge, or conviction. Instead, it is based on vague suspicion, often tied to
religious practice or protected political speech. Individuals are never notified of their placement,
are denied access to the government’s evidence, and are left without a meaningful process to
challenge their status. The results are life-altering: American citizens are denied boarding passes,
subjected to humiliating airport searches, stripped of employment opportunities, coerced into
becoming informants, and stigmatized as “second-class citizens.” These harms are amplified by
the widespread dissemination of the lists to airlines, local police, and even foreign governments.

It is vital to underscore that this entire watchlist system is an administrative creation. Congress
never authorized it. It was constructed by executive directive and interagency agreement after
2001. Because it was never legislatively created, it must not now be legislatively “fixed.” To
attempt to codify or modify the watchlist by statute would be to grant permanent legal existence
to a program that has always operated outside the law. Just as with Quiet Skies and NSEERS, the
proper path forward is administrative dismantlement. The same executive agencies that built this
architecture should now be directed to unwind it.

The courts have also begun to recognize the constitutional infirmities of this system. In Fikre v,
EBI, acase CAIR filed in 2013 together with co-plaintiff Brandon Mayfield and litigated with
the pro bono assistance of Jenner & Block LLP, the United States Supreme Court unanimously
held in 2023 that the government cannot evade judicial scrutiny of its watchlist practices by
removing individuals from the No Fly List only after they file suit. That ruling was a milestone
for accountability and an affirmation that secret watchlists implicate fundamental constitutional
rights. But litigation alone cannot reform a program of this scale. Congressional oversight and
executive action are both necessary to bring this system to an end.

For these reasons, CAIR respectfully recommends that the Committee and Congress:

« Affirm that the federal watchlist system was never authorized by Congress and should
not be codified into law in its current form.

« Press the executive branch to dismantle the unconstitutional programs like the Terrorism
Screening Dataset, the No Fly List, and related programs through administrative
procedures, just as was done with NSEERS and Quiet Skies.

« Reject superficial legislative “fixes” that would grant statutory legitimacy to
unconstitutional watchlists.

« Require DHS, DOJ, and FBI to publicly disclose criteria for placement, the number of
Americans listed, and the scope of information-sharing with airlines, local law
enforcement, and foreign governments,

« Guarantee meaningful due process by ensuring individuals receive notice, access to
evidence, and an independent mechanism to challenge their inclusion on any watchlist
programs that continue to operate.

Page 2



245

« Prohibit reliance on religion, nationality, ethnicity, or protected political speech in

security determinations.

+ Defund discriminatory and stigmatizing initiatives such as TSA’s Silent Partner and
DHS’s CP3 program, which embed suspicion of Muslim communities into ordinary civic

life.

» Conduct regular hearings and oversight to ensure that dismantlement occurs and that new

programs are not reconstituted under different names.

The end of Quiet Skies and NSEERS shows that discriminatory surveillance programs can be
eliminated. Now, the larger watchlist system, the true source of ongoing surveillance and denial
of rights to Americans, must be addressed. It is an unconstitutional administrative program that
should never have existed and must not be legislated into permanence. We urge the Committee to

lead in pressing the executive branch to dismantle it once and for all.

Sincerely,

VoV 2
Robert §. McCaw

Government Affairs Department Director
Council on American-Islamic Relations (CAIR)
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