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FRAUD IN FOCUS: EXPOSING FINANCIAL
THREATS TO AMERICAN FAMILIES

Thursday, September 18, 2025

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
COMMITTEE ON FINANCIAL SERVICES,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:02 a.m., in room
2128, Rayburn House Office Building, Hon. Dan Meuser [chairman
of the subcommittee] presiding.

Present: Representatives Meuser, Wagner, Loudermilk, Ogles,
Haridopolos, Moore, Green, Tlaib, Williams of Georgia, Fields, and
Liccardo.

Also present: Representatives Hill, Lucas, Davidson, Steil, Nunn,
Waters, and Foster.

Chairman MEUSER. Well, good morning, all.

Ehe Subcommittee on Oversight and Investigations will come to
order.

Without objection, the chair is authorized to declare a recess of
the committee at any time.

This hearing is entitled “Fraud in Focus: Exposing Financial
Threats to American Families.” The purpose of this hearing is to
better understand the various types of financial fraud that exist,
including the meteoric rise in check fraud and senior scams.

This hearing will highlight different types of fraud and begin to
identify opportunities for Federal agencies, both independently and
together, and in conjunction and cooperatively with the private sec-
tor so we better use existing authorities to combat the rise in finan-
cial fraud and engage in consumer education.

This hearing will be the first in a series of fraud-and scam-re-
lated committee work. It is that important.

Without objection, all members will have 5 legislative days with-
in which to submit extraneous materials to the chair for inclusion
in the record.

Chairman MEUSER. I now recognize myself for 4 minutes to give
an opening statement.

OPENING STATEMENT OF HON. DAN MEUSER, CHAIRMAN OF
THE SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
A U.S. REPRESENTATIVE FROM PENNSYLVANIA

I would like to thank the witnesses for being here today to dis-
cuss the fraud and scams in the financial sector and the threat
they pose to consumers.
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In 2024, the Federal Trade Commission (FTC) reported receiving
2.6 million reports of fraud and scams, with consumers losing over
$12 billion, a 25-percent increase from just 2023.

While that figure alone is staggering, it is likely only the tip of
the iceberg, given that many victims do not report their experi-
ences. In fact, the Department of Justice estimates that only 15
percent of victims report fraud to law enforcement.

Check fraud alone has more than doubled since 2021.

Criminals behind fraud and scams are sophisticated. They use a
wide variety of schemes—check fraud, romance scams, bank trans-
fer fraud, identity theft, payment scams, and more—and they tar-
get all segments of the population. Individuals of all ages are fall-
ing victim.

The only way to defeat criminals and defend consumers is truly
a whole-society approach. Young adults are vulnerable, with so
much of their personal information readily available online. Sen-
iors, meanwhile, are often hit with the most devastating financial
losses when exploited by scammers. All ages are at risk.

That is why today’s hearing is not only about exposing the prob-
lem but also about discussing how we can best strengthen con-
sumer education, highlight best practices for both consumers and
companies, promote proven systems and models, and improve how
we track and stop scammers before they strike.

I commend the Trump Administration for initiating efforts to
counter fraud and scams in the U.S., including its recent sanctions
on cyber scam centers based in Southeast Asia. President Trump
also signed an executive order to move away from using checks for
government-related payments.

The Treasury Department, the Federal Reserve, and the Securi-
ties and Exchange Commission have all recently initiated efforts to
gain information pertaining to check fraud, payment fraud, and
cross-border fraud.

To aid this effort, I sent a letter, along with Chairman Hill and
Andy Barr, yesterday to Federal Reserve Chairman Jerome Powell
seeking more information as to the Federal Reserve’s (Fed’s) work
on fraud, including how it is collaborating with the Office of the
Comptroller of the Currency (OCC), FDIC, and other stakeholders
to address check and payment fraud.

We also requested a briefing on the comments received to the
Fed’s June 2025 request for information as well as the Fed’s plans
to educate consumers moving forward but no single actor can stop
fraud on their own. To truly protect families, we must foster col-
laboration across all stakeholders. That includes working across
Federal, State, and local governments, within the financial sector,
including lending/payment companies and fraud protection compa-
nies, technology platforms, and telecom companies.

We are already seeing companies step up. Apple’s recent i0OS 26
update, for instance, expanded spam text and call screening to help
consumers block fraud at the source.

Much more needs to be done, however. Conversations with all
these stakeholders, including with consumers themselves, will be
critical as we pursue a whole-of-society approach to combat fraud
and scams.
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Finally, I want to highlight that my office has just recently
launched a new online resource at meuser.house.gov /scams, where
consumers can learn red flags to spot scams, useful links to prevent
fraud, and guidance on what to do if they fall victim.

So this is just the beginning of the committee’s work and
Congress’s work on fraud and on scams. So I look forward to work-
ing on a bipartisan basis to find real solutions to a problem that
continues to be the number one financial services issue I hear from
my constituents, community banks, and law enforcement.

I yield back.

The chair now recognizes the ranking member of the sub-
committee, the gentleman from Texas, Mr. Green, for 4 minutes for
an opening statement.

OPENING STATEMENT OF HON. AL GREEN, RANKING MEMBER
OF THE SUBCOMMITTEE ON OVERSIGHT AND INVESTIGA-
TIONS, A U.S. REPRESENTATIVE FROM TEXAS

Mr. GREEN. I thank the chairman, someone whom I have great
respect for, and I thank the witnesses for being here as well, as
well as some other persons who are here at my request to show
support. We greatly appreciate your attendance.

The title of this hearing is “Fraud in Focus: Exposing Financial
Threats to American Families.” However, a better title for this
hearing would be “Fraud Enabled: How President Trump Is Expos-
ing American Families to Financial Threats With His Tariff Taxes
and His Evisceration of the Consumer Financial Protection Bu-
reau,” the CFPB.

When President Trump campaigned on imposing steep tariffs on
both our allies and adversaries, he assured the American people
that the cost of these tariffs would be paid by foreign sellers, not
Americans.

This prevarication has become one of the biggest frauds in an ad-
ministration rife with fraud. Instead of foreign sellers paying the
price for Trump’s tariffs, it is the buying U.S. businesses, in tan-
dem with their clienteles, who are suffering the cost that foreign
sellers will not pay.

Among the U.S. businesses suffering, small businesses have been
especially vulnerable to the volatility of Trump’s erratic economic
policies. In July 2025, 67 percent of small businesses reported high-
er expenses over the quarter prior to that time. With 60 percent
attributing higher costs to Trump’s recent tariff increases, millions
of mom-and-pop businesses are closing or are facing the prospect
of closing.

Republicans desiring to combat fraud or financial threats to
American families should focus on Trump’s tariffs that are dev-
astating American businesses, especially small businesses, as well
as how Trump has systematically gutted the principal financial
protection agency, the CFPB, and how the Consumer Financial
Protection Bureau is being made ineffective.

The CFPB was established after the Great Recession to protect
consumers from financial abuse, including fraud. Since its creation,
the CFPB has actively protected consumers by investigating and
punishing financial institutions for their abusive and deceptive
practices. Since 2011, the CFPB has returned more than $20 billion
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{:o (aonsumers defrauded by Big Banks, debt collectors, and payday
enders.

Sadly and shamefully, Trump’s CFPB has stopped initiating new
investigations into abuses in the financial industry and has discon-
tinued ongoing examinations, dismissed enforcement actions, and
even rescinded finalized settlements, denying consumers agreed-to
benefits.

To add insult to consumer injuries, Republicans cut the CFPB’s
funding, cut it in half, crippling the agency’s ability to police the
payment processors Big Tech platforms and banks are using to
take advantage of consumers.

The Republican record is clear: They have defrauded and dis-
mantled the CFPB fraud police at the expense of the American con-
sumers and have perpetrated a tax fraud on American families. Re-
grettably, this is not oversight; this is complicity, coupled with aid-
ing and abetting Trump’s fraud.

I yield back.

STATEMENT OF HON. FRENCH HILL, CHAIRMAN OF THE COM-
MITTEE ON FINANCIAL SERVICES, A U.S. REPRESENTATIVE
FROM ARKANSAS

Chairman MEUSER. The gentleman yields back.

The chair now recognizes the chairman of the full committee,
Chairman Hill, for 1 minute.

Chairman HiLL. Thank you, Chairman Meuser.

Today’s hearing is another step in the committee’s efforts to bet-
ter understand the various types of financial fraud so that we can
better help protect American families from these financial threats.

Over the past 3 years, at one State bank trade association that
I have gone to after another—Georgia, Mississippi, Arkansas, Lou-
isiana, Texas, Ohio, among others—this has been the top topic.

Our State attorney generals are witnessing accelerated check
fraud, debit fraud, and text phishing that are all targeting Ameri-
cans and generating unprecedented losses to both consumers and
the financial system. Personally, our family was a victim of check
fraud, thanks to the U.S. post office, in 2022.

We will begin today by exploring a proactive set of measures that
Federal agencies might take and implement to counter these
threats and better protect all Americans from financial fraud.

We look forward to hearing about emerging technologies like Al
and blockchain technologies that can help achieve that protection.

I thank our witnesses, and I yield back.

Chairman MEUSER. I thank Chairman Hill.

We will now move to witness testimony, seeing that the ranking
member of the full committee is not here.

I really appreciate—we all appreciate your attendance and your,
what we expect to be expert testimony.

We will start off by welcoming Mr. Paul Benda. Mr. Benda is the
executive vice president of risk, fraud, and cybersecurity at the
American Bankers Association, where he leads the American Bank-
ers Association’s (ABA’s) initiative on fraud, cybersecurity, physical
security, and information security and chairs the ABA Fraud Co-
ordination Group. Mr. Benda also serves as the chair of the Inter-
national Banking Federation’s Scams and Fraud Task Force. Mr.
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Benda’s career spanned both public and private sectors, having
served as an Active Duty U.S. Air Force officer and as an official
with both the Department of Defense and Department of Homeland
Security. Mr. Benda received a bachelor’s and master’s degree in
mechanical engineering from Purdue University.

Welcome and thank you.

Mr. Ian Bednowitz: Mr. Bednowitz is the general manager of
LifeLock at Gen, a leading U.S. identity-theft protection service.
Prior to joining LifeLock, Mr. Bednowitz was the global head of
protections at eBay, where he was responsible for managing and
improving programs to build customers’ trust for transacting on
eBay. Mr. Bednowitz graduated summa cum laude with a B.A. in
economics from Cornell University and holds an MBA from the
Kellogg School of Management.

Thank you very much, and welcome.

Ms. Kate Griffin: Ms. Griffin is the director of the Aspen Insti-
tute’s Financial Security Program. She also serves as the director
of the National Task Force on Fraud and Scam Prevention, where
she leads a multisector collaborative effort aimed at creating a na-
tional strategy to prevent scammers from stealing wealth from ev-
eryday Americans. She holds a master’s from American University
and a bachelor’s degree from Kenyon College.

So thank you very much.

Ms. Carla Sanchez-Adams, welcome.

Ms. Sanchez-Adams is a senior attorney at the National Con-
sumer Law Center. She also serves as a board member for the Na-
tional Association of Consumer Advocates and is a fellow with the
American Bar Association. Prior to joining National Consumer Law
Center (NCLC), Ms. Sanchez-Adams was a managing attorney with
Texas RioGrande Legal Aid. Ms. Sanchez-Adams graduated with a
bachelor’s degree from NYU and received her Juris Doctor from the
University of Texas.

So thank you very much as well.

So each of you will be recognized for 5 minutes to give an oral
presentation of your testimony. Without objection, your written
statements will be made part of the record.

So, Mr. Benda, you are now recognized for 5 minutes for your
oral remarks.

STATEMENT OF PAUL BENDA, EXECUTIVE VICE PRESIDENT
OF RISK, FRAUD, AND CYBERSECURITY, AMERICAN BANK-
ERS ASSOCIATION

Mr. BENDA. Thank you, Mr. Chairman.

Chairman Meuser, Ranking Member Green, and members of the
subcommittee, thank you for focusing on this critical issue today
and the opportunity to testify.

My name is Paul Benda, and I serve as executive vice president
of risk, fraud, and cybersecurity at the American Bankers Associa-
tion.

Banks have long been on the front lines of protecting consumers
from fraud. From chip-enabled cards to multifactor authentication,
from Al-driven fraud detection to real-time alerts, the banking in-
dustry has invested billions to make our financial system one of the
most secure in the world.
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Americans recognize that effort. Surveys show that 9 in 10 cus-
tomers say their bank is taking proactive steps to protect them
from fraud, but criminals are innovating too. They have reinvested
the $300 billion stolen during the pandemic to build highly orga-
nized networks that now use deepfakes, spoofed caller IDs, stolen
checks, and fake social media accounts to target Americans.

This is where banks face a critical limitation. By the time a vic-
tim is ready to send a payment, they often believe they know and
trust the scammer. Caller ID might display the bank’s name. A
text message might look identical to a legitimate fraud alert. A so-
cial media ad might appear to come from a trusted company.

These are tools banks do not control. That is why banks cannot
fight this battle alone. Other stakeholders must step up.

Telecommunication companies must stop criminals from imper-
sonating banks through spoofed phone calls and fraudulent texts.
Today, a criminal overseas can make a call appear as if it is coming
from a 1-800 number on the back of your debit card. If the phone
says it is your bank, most people will believe it.

Social media platforms must remove fake accounts and fraudu-
lent ads more quickly. The Wall Street Journal recently docu-
mented how fake investment promotions on Instagram and
Facebook have cost consumers their life savings. Banks regularly
flag these scams, but takedowns are slow and inconsistent.

The Postal Service must strengthen protections against check
theft, which remains one of the fastest growing forms of fraud and
law enforcement needs more resources to investigate and prosecute
cases, because no amount of bank investment can replace the de-
terrence of putting criminals behind bars.

We urge Congress, the administration, regulatory agencies, and
others in the private sector to help close these gaps.

First, the administration should create a White House Office of
Fraud and Scam Prevention to coordinate Federal efforts, unify
consumer reporting, and drive a national strategy.

Second, we should require telecom accountability by closing loop-
holes that allow spoofed calls and texts, ban subscriber identity
module (SIM) boxes that send thousands of scam texts, and ensure
caller ID cannot be faked.

Third, we need to hold social media companies responsible by
mandating quick, free takedown of impersonation accounts and im-
pose liability if platforms knowingly allow them to remain.

Fourth, we must support law enforcement by providing for State-
level financial crimes units modeled on Texas’s Financial Crimes
Intelligence Center, which has proven effective.

Fifth, we need to improve information-sharing by creating safe
harbors for banks and regulators to exchange fraud data and re-
quire the Federal Communications Commission (finacial ) to estab-
lish a searchable spam text and messaging database.

Finally, we need to continue to combat check fraud by supporting
the development of a national check verification system to authen-
ticate checks at deposit.

Banks are proud of the role we play in protecting consumers. We
continue to invest, to innovate, and to educate. ABA has launched
several national anti-fraud campaigns, including “Banks Never Ask
That” and “Practice Safe Checks” to help people recognize scams,
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as well as “Safe Banking for Seniors” to help combat the ever-grow-
ing problem of senior fraud but unless every player in the fraud
ecosystem accepts their responsibility, criminals will continue to
victimize Americans at an unprecedented scale. Fraud is not just
a banking problem; it is an ecosystem problem and until all parts
of that ecosystem are equally committed to protecting consumers,
the American public will remain at risk.
Thank you, and I look forward to your questions.

[The prepared statement of Mr. Benda follows:]
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Chairman Meuser, Ranking Member Green, and members of the Subcommittee, thank you for
the opportunity to offer testimony for today’s Hearing entitled: “Fraud in Focus: Exposing
Financial Threats to American Families.” My name is Paul Benda, and I am the Executive Vice
President of Risk, Fraud and Cybersecurity for the American Bankers Association (ABA)' and
also serve as the Chair of the International Banking Federation Scams and Fraud Working Group
as well as sit on the Advisory Board of the Global Anti Scam Alliance, At ABA, our members
know that fraud takes a financial and emotional toll on their customers and banks of all sizes are
making extraordinary efforts to protect and safeguard customer accounts as fraud has become
more sophisticated.

Introduction

From using breakthrough technologies such as generative artificial intelligence (Al) to old
fashioned theft of checks out of mailboxes, bad actors are relentlessly pursuing numerous ways
to scam consumers and small businesses out of their money. Banks have a long history of
improving and innovating to protect their customers—from the adoption of chip-enabled credit
cards to multi-factor authentication to protect user accounts to the use of advanced Al tools to
warn customers about potentially fraudulent transactions—banks have been on the front lines of
innovation and deploying advanced capabilities to protect their customers. However, the fight
against these criminals is one that banks cannot win on their own.

Unfortunately, bad actors are innovating, too. An example of widespread fraud efforts occurred
when criminals took advantage of the economic devastation of Covid-19 and the unprecedented
government response to support small businesses and out-of-work Americans. By the
government’s own estimate over $300 billion? was lost, fueling the growth of more organized
and sophisticated networks of financial criminals who continue to look for new ways to keep the

! The American Bankers Association is the voice of the nation’s $25.0 trillion banking industry, which is composed
of small, regional and large banks that together employ approximately 2.1 million people, safeguard $19.7 trillion in
deposits and extend $13. 1trillion in loans.

2 See: htps:/fwww.sba.gov/sites/sbagov/Tiles/2023-06/SBA% 2001G%20Report%2023-09.pdf

American Bankers Association
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illicit funds flowing.* The criminals are now using the tools, the personal information they stole
and bought, and networks they built during the pandemic, along with secure messaging
technology, to share tactics, techniques and procedures to expand their reach, finding new people
to cash stolen checks and provide “mule” bank accounts® to receive and move the funds. They
are also becoming more sophisticated, using new advanced deepfakes.

Combating these criminals requires not just banks to act but all entities involved in the scam and
fraud ecosystem. It’s imperative for the telecommunications companies and their regulators to
take action to prevent criminals from spoofing legitimate names and phone numbers to convince
customers they are speaking with a bank. Also, social media companies should take steps to
proactively root out accounts pretending to be bank employees or financial advisors to convince
people to put their money into their investment scams. In addition, the postal service must
improve the security of the mail system so that when someone mails a check, it will not get
intercepted, stolen, altered or cashed by the criminal.

Most importantly, banks need strong partnerships with law enforcement. These criminals cannot
be stopped by banks alone, and we support law enforcement as they combat this scourge. While
banks need to have the technology and infrastructure in place to defend themselves and their
customers, they can only provide the leads necessary for law enforcement to track down the
perpetrators. Law enforcement must have resources adequate to address the size of the problem,
and we must have ways of addressing foreign bad actors who operate outside U.S. jurisdiction.
Offenders cannot be allowed to continue to steal from American consumers and businesses.
Banks also welcome the chance to partner with community-based organizations that are doing
critical work in this area, as they are trusted voices in many underrepresented communities.

Banks clearly play a key role in fighting fraud, but unless every player in the ecosystem joins the
fight, criminals will continue to steal at a scale we have never witnessed before.

State of Fraud Today

Banks have made significant progress in protecting themselves and their customers from being
hacked. One recent industry analysis found that Financial Services, which is a category that
includes more than just banks, accounted for only 7.7% of ransomware attacks in Q2 2024.°
Unfortunately, consumer losses from scams and fraud have been significantly increasing.
Reliable data on consumer fraud is scarce, but the Federal Bureau of Investigation’s (FBI)
Internet Crime Complaint Center (IC3) is the nation’s hub for businesses and consumers to
report cybercrime and elder fraud.® This data is limited to certain types of fraud, and therefore

* hutps:/Awww.sba. gov/sites/sbagov/files/2023-06/SBA%2001G%20Report%2023-09.pdf

4 Money mules are people who, at someone else’s direction, receive and move money obtained from vietims of
fraud. technologies to change their voice and appearance in real-time video calls to execute romance and
impersonation scams. A significant portion of the $300B that was stolen during the pandemic has been reinvested by
these criminals to create a highly advanced and sophisticated adversary who is a far departure from the basic
phishing scams of vesteryear.

* https:/iwww . coveware.com/blog/2025/7/2 1 targeted-social-engineering-is-en-vogue-as-ransom-payment-sizes-
increase

© See, www.ic3.gov

American Bankers Association
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under-reports the true dollar amount of fraud perpetrated, but it is still a useful proxy to identify
trends and compare the number of different internet-based scams.

In the IC3’s 2024 Internet Crime Report (“the Report"), released in April 2024, data showed a
nearly 33% increase in losses reported by consumers and businesses from 2023 to 2024.

Complaint and Loss Trends since 2020 ’
500,000 m Complaints m Losses $18,000,000.000 |

880,000 $16,000,000,000 |

$14,000,000,000 |
860,000

$12,000,000,000
840,000

$10,000,000.000
820,000

$8,000,000,000
800,000

$5.000.000,000
780,000

i $4,000.000.000

Foaag $2.000,000,000
740,000

2020 2021 2022 2023 2024

Figure 1. Complaints to IC3 over the last five years

According to the Report, the top three categories of scams in order of victim losses were
investment scams, business email compromise, and technical support scams.

The Federal Trade Commission (FTC) also publishes the Consumer Sentinel Network Data
Book® on an annual basis that attempts to quantify the amount of fraud being experienced by
consumers. Their trendlines are similar to those reported by the FBI and show an increase of
25% from 2023 to 2024 with losses in 2024 of $12.5 billion. Unfortunately, neither the FBI nor
the FTC have an accurate accounting of the total amount of fraud experienced by consumers.
The FTC attempted to estimate the total amount of fraud due to potential under-reporting in 2023
and estimated total losses could be as high as $158.3 billion”.

The lack of accurate data makes it difficult to accurately quantify the impact of fraud on
Americans—it can be anywhere from $12 billion to nearly $160 billion. It is likely closer to

7 https:/fwww ie3. gov/AnnualReport/Reports/2024_1C3Report.pdf

# hitps:/iwww. fic. gov/system/files/fie_gov/pdficsn-annual-data-book-2024. pdf

? Page 12 - htps:/Avww._fie. govisystem/files/fic_gov/pdi/federal-trade-commission-protecting-older-adults-
report_102024.pdf

American Bankers Association
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$100 billion than it is to $10 billion, with Nasdaq estimating fraud losses in the Americas (North
and South America) at $151.1 billion'” in 2024,

The FBI showed a 33% increase in reported fraud by consumers, and the FTC showed a 25%
increase year over year, It is clear that fraud is a huge problem that is growing bigger every year
and yet there is no central reporting mechanism, no data source that can accurately track the total
amount of fraud being experienced, and no single government entity responsible for protecting
Americans from the massive thefts of wealth that are taking place on a daily basis. If we cannot
accurately measure the fraud that’s occurring, the types of attacks taking place, how can we hope
to effectively combat it?

One thing is clear from the data; the criminals have shifted their tactics from brute force attacks
and account takeover schemes to focus on imposter scams that build trust with the consumer and
convince them to authorize the transfer of funds. The 2024 FTC Data Book listed imposter scams
as the number one reported fraud category, more than twice as high as the second highest
category.

The FBI's top reported fraud loss categories, investment scams, business email compromise, and
technical support scams, are all types of imposter scams. Imposter scams can take many different
forms, including a criminal pretending to be a financial advisor or romantic partner attempting to
convince someone to invest in the next “can’t miss” opportunity, or a criminal who has hacked a
realtor’s email account and then convinces the buyer to change the wiring instructions for the
home closing costs. All of these scams depend on the criminal building trust with their victim. In
fact, one publication attempted to quantify the different ways that criminals convince their
victims to go along with the scam.

They looked at ten different scam types and asked victims of scams how did the criminal gain
your compliance—through threats or intimidation, promise of financial gain, or gain your trust?
Far and away, the criminals built trust with their victims to gain their compliance, as can be seen
in Figure 2.

1% hitps:/www nasdag.com/global-financial -crime-report
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Financial scam compliance tactics
Share of financial scam victims reporting select tactics that scammers used to gain their compliance, by type of
scam

Identity theft scam 6%

Fake eCommerce/marketplace scam 74%

75%

Gift card scam

Fake debt collection 83%

71%

Investment scam

Job listingfemployment opportunity
scam

Romance scam

2%

Tech support scam

71%

Sweepstakes/raffle scam
55%

65%

Government benefits scam

40% 50% 60% 70%  80% 90% 100%

0] 10% 20% 30%

B Threats orintimidation [l Trust [l Promised financial rewards or incentives
Source: PYMNTS Intelligence
How Scammers Tallor Financial Scams to Individual Consumer Vulnerabilities, lanuary 2025

Figure 2. PYMNTS How scammers tailor financial scams to individual consumer
vulnerabilities'!

This presents huge challenges for financial institutions. A comerstone of our fraud education
campaigns revolves around telling our customers not to send money to someone they don’t know
and trust, but for many scams, by the time that customer is ready to send that payment, they
believe they know and trust who theyre talking to. In fact, in many instances it can be
challenging even for a family member to intervene and stop a loved one from sending funds to a
scammer who has built trust over time, and it can be almost impossible for a bank teller to try to
convince that person not to make the payment.

How does the criminal gain the victim’s trust? Unfortunately, there are many contributing
factors, from spoofed caller IDs that fraudulently show the name of a trusted entity such as a
bank when it’s actually the criminal calling; to social media posts and profiles that either
impersonate trusted people or use stolen profiles to peddle different scams; to using stolen
personally identifiable information to demonstrate to the victim that they must be from the bank

" hittps:/www.pymnt fstudy_postshow s-tailor-fi 1al s-to-individual-ce -
vulnerabilities/
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(how else would someone know their name, address, last four of their social security number,
etc.?); to the skill of the scammer themselves who have practiced their lines on countless victims
before and know all the right things to say to build rapport and trust with their victim. Looking at
the myriad capabilities arrayed against the consumer and the industrial criminal complex in place
to scam them, the question shouldn’t be how someone fell for this scam. The better question is:
how does anyone avoid becoming a victim when the deck is so stacked against them?

Combating imposter scams requires a whole of ecosystem approach, meaning each entity that is
part of the scam lifecycle has a responsibility to protect the consumer and attempt to prevent the
scam from happening in the first place. Telecoms have a responsibility to monitor their networks
for scam activities and shut them down as well as ensure the fidelity of caller ID data. Social
media companies should ensure that ads posted on their site are from legitimate businesses and
shut down stolen and impersonated accounts. Financial institutions have a responsibility to
monitor their payment networks for illicit transactions, stop them, and report the transactions to
law enforcement. The government has a responsibility to create a national strategy to prevent
scams and help coordinate activities across the ecosystem. The customer themselves have a
responsibility to educate themselves about potential scams and learn about the tools and
capabilities that could help them from being scammed. This type of shared responsibility model
has been adopted in Australia and has shown significant promise. It is part of the reason that
scam losses have decreased in Australia over the past year.

Though losses from the internet and imposter-based scams are most prominent, check fraud has
become one of the fastest-growing categories of fraud impacting consumers across the country.
Since the pandemic, check fraud has grown significantly and become one of the biggest drivers
of fraud in the country. Unfortunately, just as there is limited data available for scam losses, the
same is true for check fraud. Nonetheless, the scale of the problem can be seen with the number
of Suspicious Activity Reports (SARs) filed with FinCEN that identify possible check fraud. In
2021, financial institutions filed more than 350,000 SARs to FinCEN to report potential check
fraud, a 23 percent increase over the number of check fraud-related SARs filed in 2020. This
upward trend continued into 2022, when the number of SARs related to check fraud reached over
680,000, nearly double the previous year’s amount of filings.'? The absolute value of check fraud
occurring is unknown, but Nasdaq estimated check fraud losses in the Americas (North and
South America) at $21 billion'’.

Even though the exact dollar value of fraud being committed cannot be determined, the trends
are clear and troubling. Fraud is increasing across all channels. Banks are investing heavily in
new technologies and capabilities to try to stop it, but when customers are convinced into giving
their money to criminals or mail gets stolen from a post office, there are limits to what banks can
do.

Attacking these trends requires work in the following areas:

12 Subsequently, that rate has held fairly steady through 2024 with 662,000 check fraud SARs filed, potentially as a
result of the law enforcement and regulatory resources focused on check fraud. See
https:ffwww . fincen. govireports/sar-stats
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s Develop a National Strategy fo Prevent Fraud and Scams - The scale of fraud being
experienced is a national security threat and should be treated as such with a whole-of-
government effort to prevent scams and fraud.

o Close Loopholes to Stop Impersonation Scams — Too many loopholes, such as phone
number spoofing, exist allowing criminals to impersonate legitimate businesses and
agencies.

e Lnhance Collaboration with Law Fnforcement and Regulators — Law enforcement plays
a critical role in stopping fraud and ensuring perpetrators are prosecuted and prevented
from further activity. Regulators can see patterns and trends that individual banks cannot.

e Improve Information Sharing — Criminals have an active information sharing ecosystem
that banks and the public sector must match to try to slow the flow of illicit funds.

o Continue to Enhance Banks' Anti-Fraud Operations — The scale of fraud being
experienced may make existing procedures and policies obsolete, and banks must
continue to look for ways to improve bank to bank recoveries and customer experiences.

e [ncrease Consumer Fducation — Securing someone’s account doesn’t help if they can be
convinced to willingly hand over their money or their login credentials.

Development of National Strategy to Prevent Fraud and Scams

While many of the funds stolen through scams and fraud go to U.S.-based criminals, large
amounts are being transferred overseas, Fighting fraud is not only a priority to protect Americans
from losing money to criminals, but also essential to protect national security. The lack of a
centralized fraud response and tracking capability within the U.S. Government hinders the ability
to spot trends, track tactics, techniques and procedures, and the ability to prevent fraud from
occurring and to recover funds for Americans when fraud has been identified.

We believe that an Office of Scam and Fraud Prevention should be established within the
Executive Office of the President to coordinate interagency efforts, streamline consumer
reporting processes, and develop a national scam and fraud prevention strategy that involves both
the public and private sectors.

Changes are Needed to Stop Impersonation Scams

Criminals’ ability to impersonate legitimate businesses or government agencies is a major
challenge that needs to be addressed to prevent the criminals from building trust with their
potential victims and to break the scam cycle before it gets started. The challenge can be made
more difficult when criminals are able to misrepresent themselves either through a spoofed caller
ID that shows a legitimate business name and business’ phone number, or through stolen or
copycat social media accounts that are indistinguishable from real accounts. Currently
technology can help criminals impersonate legitimate actors through three primary channels:
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Spoofing of Caller ID — Currently there is very little oversight of the ownership of companies
that can register as a telecom to authenticate calls and the numbers that are displayed on a caller
ID. Unscrupulous actors have created a business model out of enabling criminals who have
figured out loopholes that allow them to "spoof™ the numbers and names of legitimate businesses
with intent to defraud the call recipient. For example, banks have reported that customers have
received calls that show they originate from the 1-800 number listed on the back of their debit
card. When a customer is presented with what they believe is technologically validated
information, it significantly aids the criminal in convincing the customer that the criminal is
actually an employee of the customer’s bank.

Impersonation Text Messages — Criminals can use email-to-text tools to create text messages that
look like they come from a bank or simply use similar numbers and formats to pretend they are
from a bank. These can include links to fake bank websites, call back numbers, or prompts that
cause the criminal to call the customer to socially engineer them to give up security credentials
or send money from their accounts. In addition to email-to-text messages, criminals are making
more use of “SIM boxes,” which are devices that allows the use and management of hundreds of
SIM cards at once and enables the criminal to send thousands of scam texts in a short period of
time. Other jurisdictions have banned SIM boxes. The United States should follow suit or at a
minimum telecoms should monitor their networks for this type of activity and be given the
authority to shut them down when they are used for fraudulent purposes.

Stolen or Spoofed Social Media Accounts — The FBI reported that investment scams had the
highest losses in dollars of all scam types reported. There are many ways these scams can be
perpetrated but one recent example is the unknowing takeover of actual bank employees’ social
media accounts, which were then used to reach out to their connections to convince them to
invest in fraudulent investment scams.

Spoofing of Caller ID Information

The Truth in Caller ID Act should be updated to clarify that it is illegal to spoof numbers you do
not own or control. The law’s current prohibition—that it is illegal to spoof numbers with the
“intent to defraud” —requires the government to prove that the bad actor intended to defraud the
call recipient, which can be difficult to show. The FCC should be directed to increase
enforcement and penalties against actors, including telecoms, that enable criminals to spoof the
numbers and names of legitimate businesses on recipients’ Caller ID displays when telecoms fail
to implement adequate “Know Your Customer” authentication procedures.

In addition to updating the Truth in Caller ID Act, policymakers should take the following steps
to prevent criminals from using our calling network to place illegal calls:

o Set a date certain by which voice service providers of TDM networks must convert their
equipment to IP. The existing “STIR/SHAKEN" call authentication framework requires
calls to be signed at origination and attested through the call pathway until the call
reaches the recipient. But STIR/SHAKEN only works over IP networks. If a call passes
through a non-IP framework, the STIR/SHAKEN attestation is dropped. There is
evidence that criminals exploit this gap to perpetrate fraud on consumers. Setting a date
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certain by which voice service providers of TDM networks must convert their equipment
to IP would expedite telecoms’ work to transition all networks to IP.

e Require voice service providers that use a non-IP network—i.e., a legacy Time Division
Multiplexing (TDM) network—to implement a caller 1D authentication framework for
that non-IP network. The public should not wait for voice service providers to transition
all non-IP networks to IP. Providers should implement a caller ID authentication
framework for that non-IP network without delay.

* Prohibit voice service providers from displaying data on the consumer’s caller ID device
when the authenticity of calls cannot be adequately verified through a direct and verified
relationship with the call originator. If a voice service provider delivers to the consumer a
call with unauthenticated or falsified Caller ID information, it should state “Unknown
Caller” or similar cautionary information in the caller ID display. This will make clear to
the recipient that the call is highly likely to originate from a person that is illegally posing
as a government or business.

It is well documented that a significant number of scams originate overseas. These criminal
enterprises leverage lax controls at telecom companies allowing them to change their Caller ID
display number to look like the criminal’s unauthenticated call originated within the U.S. Several
other countries (United Kingdom, Australia, Germany, etc.) automatically block incoming
international calls that attempt to spoof their Caller ID displays. The U.S. should implement a
similar capability to block unauthenticated calls. A focus on blocking unauthenticated calls
would ensure that legitimate U.S. businesses that place authenticated calls from call centers
overseas can display the appropriate Caller ID information and complete their calls to U.S.
Cconsumers.

Impersonation Text Messages

There is a persistent and growing concern that SIM Boxes or “SIM Farms” are being used to
facilitate text phishing campaigns. SIM boxes are technical devices capable of holding multiple
SIM cards enabling criminals to send scam texts to thousands of people at once. Some banks are
experiencing over 300% growth in phishing messages, There are very few legitimate uses of
SIM boxes, and the U.S. should follow the lead of the U.K. who in April 2025 banned the
possession or supplying of SIM boxes. In addition to banning these devices, the FCC should
require all telecoms to implement enhanced filtering and detection controls to identity and
mitigate when SIM boxes are used and implement enhanced fraud controls to identify criminal
actors at account origination.

The FCC should establish a centralized database of customer-reported “SPAM” messages—i.e.,
suspected fraudulent or spam messages that customers report to their telecom or messaging
provider through the “Report Junk” feature on iPhones and “Block and report spam” option on
Android devices. The database should allow registered companies, including banks, to review
the submissions for brand impersonation so that they can identify ongoing scams. This would
allow the company to take action to mitigate the impact on their customers. Additionally, a
centralized portal with contributions from telecoms and all significant messaging providers
would provide real time intelligence in ongoing scam activities, allowing affected industries to
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better respond with tailored mitigation measures. Importantly, all messaging providers—e.g.,
telecoms, Apple, WhatsApp, etc. —should be required to submit customer-reported “spam/scam
texts/messages” to the database.

In addition to establishing a database of reported “SPAM” messages, these other text-based
mitigation measures should be considered:

* Require subscribers to opt into “email-to-text” before receiving these messages.
Criminals distribute large volumes of “smishing” messages (a “phishing” attack
through text message) from e-mail addresses, which convert the e-mail message to an
SMS text message. Bad actors often send these “e-mail to SMS” messages from
telephone numbers that cannot accept incoming calls. These numbers are not uniquely
assigned to an email address, and therefore, they cannot easily be reported and shut
down. Requiring mobile wireless providers to offer email-to-text as an opt-in service
would significantly reduce the use of this technology to send illegal text messages.

¢ Require text messages to be authenticated and set a deadline for the development and
mandatory implementation of a text message authentication solution.

¢ Require originating mobile wireless providers to investigate and potentially block text
messages from a sender after the provider is on notice from the FCC that the sender is
transmitting suspected illegal texts. Criminals frequently use multiple numbers from
which to originate texts. Originating providers are well positioned to stop illegal texts
from a source because they have visibility into all text messages that a particular
source is sending—not solely text messages from a particular number. (Terminating
providers already are subject to a requirement to block all texts from a particular
number when notified by the FCC of illegal texts from that number.)

Protect Banks' Ability to Send Fraud Alerts

Banks send fraud alerts (also known as “suspicious activity alerts™) to a customer when the bank
suspects that a bad actor has gained access to the customer’s account, such as through a stolen
credit card, and is attempting a transaction on the customer’s account. Fraud alerts play a critical
role in thwarting attempted fraud against customers. However, a rule issued by the FCC in 2024
- and set to take effect this coming April - could effectively require banks to cease sending fraud
alerts to certain customers.

Under the Telephone Consumer Protection Act, with limited exceptions, a bank or other business
can place an autodialed or prerecorded voice call or text message only with the prior express
consent of the called party." A called party has the right to revoke his or her consent to receive
these calls. In 2024, the FCC issued an order that requires a business that receives a text from a
consumer (i.e., “stop”) in response to one type of message to stop receiving all future
communications from that business by phone or text on unrelated matters — even if that was not
the consumer’s intent (the “revoke all” rule).'* Thus, a consumer’s “stop” text message sent in

47 US.C. § 227 et. seq.
4 In the Matter of Rules and Regulations Implementing the Telephone Consumer Protection Aet af 1991, CG Docket
No. 02-278, Report and Order and Further Notice of Proposed Rulemaking, 39 FCC Red 1988 (2024).
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response to an autodialed past-due message could lead the bank to opt the customer out of all
consented-to messages from the institution, including fraud alerts. This could result in increased
fraud perpetrated against the customer. ABA urges the FCC to initiate a rulemaking to revise or
rescind the “revoke all” rule.

Stolen or Spoofed Social Media Accounts

Criminals also target consumers by stealing personal social media accounts of employees of
legitimate businesses or building fake accounts that portray them as working for that business. In
both instances, the brand of the company, often a bank, is used to grant legitimacy to the
criminal’s posts or messages. While this is a complex problem to combat and prevent, once these
“impersonation accounts” are identified there should be a simple, quick and free method to
request that they be taken down. Unfortunately, no major social media company offers such a
method.

ABA strongly urges policymakers to ensure that social media companies provide a method to
report impersonation accounts that is free to access and to use, and that results in an expedited
removal of the offending account. Additionally, we recommend that if the hosting company
refuses to take down the impersonation account, they then may be held liable for any fraud
committed by that account as they are clearly providing the “means and instrumentalities” and
have knowledge that the account is engaged in fraud.

Banks are committed to protecting their customers’ data and money. Our goal is to provide a
safe and sound financial system that allows our customers to achieve their financial goals.
Banks spend billions of dollars a year on cyber security and anti-fraud measures to provide one
of the most secure banking systems in the world, but banks cannot do it alone. The technology
companies that enable criminals to pose as trusted agents must help as well. The criminals have
realized the challenges in directly hacking someone’s bank account, so instead they focus on
convincing customers to give them that access. This is made easier when a phone, text message
or social media site tells a consumer they are speaking with a banker and not the criminal
behind the screen.

Partnership with Law Enforcement and Regulators

As 1 have discussed, the rising tide of fraud cannot be fixed by banks or technology alone. At
some point, the criminals executing this fraud need to be caught, prosecuted, and sentenced so
that they no longer commit these crimes. ABA has a history of partnering with law enforcement
and the public sector on education and outreach activities along with identifying potential
improvements in addressing fraud. We continue to work with our law enforcement partners and
regularly connect law enforcement with banks to try and aid in the recovery of fraudulently
transferred funds. Additionally, we are working to leverage existing reporting mechanisms of the
IC3 to expedite the ability for banks to request another bank hold funds that were sent as part of
a scam, but more needs to be done.

Law enforcement is a critical force in preventing and detecting fraud, and ABA applauds work
by the FBI, United States Secret Service, and FinCEN to track and freeze funds that have been
transferred fraudulently. The FBI IC3 Recovery Asset Teams have been great partners, but we
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are concerned given the volume of fraud, that they may lack capacity to engage in lower dollar
frauds that are reported to the 1C3 portal. We would welcome a partnership with them to identify
those cases that may not be pursued in a timely manner to determine whether a public-private
partnership could be created to pursue those cases and result in more funds being returned to
consumers.

Americans are losing billions of dollars to fraud annually. Yet, amid resource constraints and
compelling demands, local law enforcement struggle to devote appropriate time and attention to
these cases. Given the levels of fraud taking place against Americans, police departments and
sheriff's offices should not have to choose between dedicating personnel to violent crimes and
financial fraud cases. Additionally, law enforcement personnel need more effective training in
addressing and responding to fraud allegations. Fraud is a continually evolving landscape and
new fraud typologies develop each day. Enforcing the law and responding to these cases requires
understanding the multifaceted strategies criminals employ to defraud Americans, particularly
with respect to cybercrime. One state that has had success in engaging state and local law
enforcement is Texas through their Financial Crimes Intelligence Center'®. The Texas Financial
Crimes Intelligence Center (FCIC) is the statewide fusion center that coordinates Law
Enforcement Investigations for various types of Organized Financial Crimes.

While Federal law enforcement has a role to play in shutting down these scams, the volume of
crimes being committed means that many cases reported to Federal authorities go uninvestigated
and unprosecuted. Congress should establish a grant program for State and Local law
enforcement to focus on financial crimes and scam response, enabling them to establish
Financial Crime Intelligence Centers similar to the one in Texas. State and local law enforcement
have close ties to their communities and can be nimbler in allocating staff to trending crimes.

Check Fraud and Partnership with U.S. Postal Service

Check fraud has increased significantly since the onset of the COVID-19 pandemic.

In response, the ABA and member banks have made combating this rapidly growing threat a top
priority, as criminal organizations increasingly rely on check fraud to perpetrate financial crimes.
Check fraud schemes commonly begin with a theft of a check from the U.S. mail system, leading
to check alterations and counterfeit checks created from the image of the stolen check. Criminals
then move quickly from the point of theft to depositing the compromised check(s) into a bank
account to steal money.

These schemes range from the simple (a street-level complicit actor taking an altered/washed
check to a bank branch to deposit), to the complex (a counterfeit check image being

deposited into a criminal controlled account using remote deposit channels). Even using the
oldest, most transparent monetary instrument in America (a check), the criminals can leverage
the two most difficult factors to defend against bank-related frauds today: speed and anonymity.

ABA and the U.S. Postal Inspection Service (USPIS) quickly recognized the need for cross
industry collaboration to combat the growing wave of organized check fraud. In March 2024, the

' hitps://feic.texas. gov/
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ABA and USPIS publicly announced a formal agreement to launch a joint Fraud Awareness
Campaign. The joint initiative focuses on four main areas:

+ Educating U.S. Postal Service and bank customers about check fraud and what they can
do to protect themselves

+  Addressing money mules and collusive accountholders

+ Collaborating with law enforcement

+ Training bank employees and postal workers on red flags and prevention.

Through the partnership, we have placed a strong emphasis on training banks. ABA featured
USPIS as a keynote speaker at its Check Fraud Symposium, which included banks of all sizes,
industry vendors, and key government agencies. USPIS has also served as a valuable resource on
approximately five ABA webinars and podcasts, enabling us to reach banks across the nation.

These speaking engagements have provided banks with critical insights into the importance of
robust information sharing with USPIS, particularly in navigating a challenging prosecutorial
landscape. As a result, banks have a clear understanding that check fraud investigations are a
priority—and that the speed and thoroughness of their reporting significantly enhances the
effectiveness of these investigations,

Building on the need for public-private information sharing, USPIS also regularly engages with
banks and ABA on check fraud in monthly ABA working group meetings. Through these
meetings, bankers learn about evolving criminal trends, regional crime patterns, red flags
associated with new fraud techniques, and guidance on where to report suspicious activity—
including key elements that should be included in those reports. USPIS has also briefed bankers
on the joint USPIS and FinCEN initiative to better track check fraud activity in a timely manner.
Banks have been advised to use a key term when filing suspected check fraud activity with
FinCEN. This allows USPIS to more easily search and obtain SARs about suspected check fraud
activity.

ABA and USPIS have also presented together at law enforcement and private industry
conferences and meetings, such as the International Association of Financial Crimes
Investigators (IAFCI) and Financial Industry Mail Security Initiative (FIMSI) sponsored events.
These events are well attended by local police departments looking for training and information
relating to check fraud in their communities.

Joint training sessions provide substantial benefits to both banks and law enforcement agencies,
fostering stronger collaboration in the fight against criminal activity. These sessions help clarify
emerging criminal tactics that target both consumers and financial institutions alike. For instance,
a growing threat involving the rapid movement of stolen checks and check images across state
lines—from California to New York—via encrypted platforms like Telegram, poses significant
challenges for prosecution given cross-jurisdictional activity. Through joint training, participants
share best practices on how to identify, preserve, and report critical evidence.
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Improve Information Sharing to Combat Fraud

Given the massive scale and global reach of fraud, it is simply not possible for one bank to fight
back alone; collaboration is required to ensure success. One of the most important tools banks
have in combating financial crimes is shared information. However, due to inconsistencies across
financial institutions, among other reasons, there are challenges in accessing actionable
information in a timely manner.

That is why ABA has been working to establish a program to help banks share information that

identifies activity that may involve terrorist financing or money laundering and deter crimes like
fraud. ABA formed an association of banks to design and develop this new information-sharing
exchange, which ABA will manage. The goal is to encourage the sharing of information in real-
time so it can reduce the flow of funds to criminals” accounts and improve the quality of banks’

reporting. We believe this effort can make a real difference in fighting fraud and other financial

crime.

In addition to sharing information across financial institutions, the barriers to sharing information
across industries including telecoms, social media, internet service providers and financial
institutions should be lowered. The goal should be to prevent fraud from occurring in the first
place, so real time information sharing is needed, but the regulatory hurdles, both real and
perceived, create disincentives. A safe harbor with appropriate privacy protections should be
established for entities engaged in good faith efforts to combat fraud to allow proactive
protection of consumers from criminals seeking to scam them.

While sharing of data between private sector entities in real time can help prevent fraud, the
government must get better at using, and where appropriate, sharing the intelligence that
financial institutions share with them via SARs. Using the FinCEN SAR Stats page and
searching for the number of SARs filed in 2024 that relate to fraud turns up 2.2 million records.
This means financial institutions file on average more than 6,000 SARs a day focused on fraud.
This information and intelligence on fraudulent activity is kept exclusively in the domain of law
enforcement and government regulators. To combat the criminals executing these fraudulent
activities, government must get better at using, sharing and disseminating the information that
the private sector provides. It is certain that some of the information in the SARs submitted, if
shared in a timely manner with the right financial institution, could stop a fraud from occurring
and stop a person from being victimized. Private sector institutions must get better at sharing
between themselves, but the government has a responsibility to better utilize the vast amounts of
information that the private sector shares with them with a goal of preventing the fraud.

Banks are Continually Improving Anti-Fraud Operations

The rise in fraud has not only impacted consumers but banks as well. The rise in the volume of
cases, the complexity of processing check fraud claims, and the increasing capabilities of
criminals with new tactics and technologies has created very significant operational challenges
for banks both in combatting fraud and processing claims.
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ABA and the banking industry are committed to improving their effectiveness fighting fraud and
the experience of customers who experience fraud and scams. To that end, we have launched
several initiatives to improve the overall process including:

ABA established the Fraud Contact Directory. Surprisingly, there is no single
resource that a financial institution can go to find a contact at another institution.
ABA built this web resource starting with banks and focused on improving and
accelerating the check fraud claims process. The effort has now expanded to offer
contacts for all different kinds of fraud and has even been expanded to allow access to
credit unions all at no cost to participants. This resource includes more than half of all
banks in the country and is routinely cited by bankers as providing operational
efficiencies as well as helping them recover fraudulently transferred funds.

Treasury checks are sought after instruments by criminals due to the requirement that
a significant amount of funds be made available the day after deposit. The Treasury
Department hosts a public facing website called the Treasury Check Verification
System (TCVS) that allows a bank to validate the check amount and check number,
but unfortunately criminals figured out how to counterfeit Treasury checks and sell
versions that are fake but also pass TCVS verification.

To help address this issue, Treasury built a version of TCVS that also verifies the
payee name but due to the sharing of personally identifiable information they did not
allow its use through the public website but through a direct connection to Treasury
systems. While this connection is free, it does require building of an interface to the
Treasury system and onboarding with encryption keys. This process was challenging
for some banks as well as for Treasury to try and interact with and distribute
encryption keys to the 4500 banks operating in the U.S. To help alleviate these
challenges, ABA built an interface to the Treasury Payee Verification TCVS system
and hosts it on its website at aba.com/TCVS. This service is free for all ABA member
banks and allows them to verify Treasury check details, including payee in real-time.
Additionally, we are adding a capability for banks to report when a fraudulent check
is found so we will be able to track in real time the level of fraud attempting to be
perpetrated against banks. ABA fully supports the Administration’s move away from
paper checks, but we recognize that moving fully to electronic payments will likely
take some time, and this effort will help prevent fraud during the transition. Since its
launch in late June nearly 600 banks have logged onto the system and validated over
11,000 Treasury checks.

Recognizing that check fraud is likely to be a continuous and ongoing problem,
simply focusing on the claims process will not prevent the fraud from occurring. So
ABA hosted a Check Fraud Summit with banks of all sizes, vendors and regulators
and kicked off the National Check Verification Feasibility study. Currently no system
exists for commercial/consumer checks like the TCVS system that can validate a
check in real time at the bank of first deposit. This effort will explore the potential for
development of a standard data file format that would allow existing positive pay
vendors and potentially others to share the positive pay and payee positive pay data
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recorded by banks which could then be queried in real time by the bank of first
deposit to verify a check when it is initially presented for deposit. The initial idea is to
build an information exchange that could be leveraged by multiple vendors to provide
a capability and preserve competition and encourage vendor innovation. ABA plans
to publish the results of the study in October 2025 and is actively exploring a pilot
proof of concept with both bank and vendor participants.

* When a scam does occur, time is of the essence, both for the victim to report it and
for the bank and/or law enforcement to take action. ABA has launched an initiative
that augments existing payment rail recall procedures by attempting to develop a
standardized process how banks can notify each other when a fraudulent transaction
has been sent, how a customer can report and attest fraud has occurred, and how
banks can quickly provide the required legal assurances that the funds can be
returned. Currently this process can vary bank by bank but by creating a standardized
framework, having outside counsel review the policies and procedures to ensure
compliance with laws and regulations, and leveraging the contacts in the ABA Fraud
Contact Directory, we hope to accelerate the timelines these hold requests can be sent
and acted upon to “catch” the funds before they can be cashed out or sent to overseas
banks that may not be cooperative in returning the funds.

In addition to the rise of scams and fraud affecting Americans of all ages, elder financial
exploitation, defined as the illegal or improper use of an older adult’s funds, property, or assets,
is occurring at unprecedented levels. According to AARP, the average loss per victim is
approximately $120,000, while the FTC estimates total annual losses of older Americans to be as
high as $61.5 billion when accounting for underreporting. These crimes not only devastate
individuals and families but also erode trust in financial institutions and place a growing strain
on social support systems.

In response, the banking industry has stepped up efforts to detect and prevent exploitation. Banks
train staff to recognize warning signs, report suspicious activity, and work closely with law
enforcement and adult protective services to investigate cases. They are also educating customers
and communities about how to protect themselves and are leveraging technology to flag unusual
account behavior. Despite these efforts, banks face hurdles that limit their ability to act swiftly
and decisively when exploitation is suspected.

To strengthen these protective measures, the federal government should enact legislation
authorizing banks to delay, hold, or freeze transactions when elder financial exploitation is
suspected. This law should be modeled after FINRA Rule 2165, which allows securities firms to
pause disbursements and transactions to protect vulnerable clients. A national standard would
give depository institutions the legal protection they need to take preventive action without fear
of liability. It would also close gaps between varying state laws, enable earlier interventions, and
ultimately provide stronger, more consistent safeguards for older Americans.

American Bankers Association
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Banks Provide Extensive Consumer Education

Consumers are on the front lines of this fight, and we need to do all we can to ensure they have
the tools and knowledge they need to protect themselves. We are proud to report that banks of all
sizes have significantly increased their education of customers in recent years in addition to
investing billions in fraud fighting technology and tools. For example, many banks routinely
provide tips for spotting scams in branches, customer communications, and websites and provide
timely warnings that customers do not share passcodes or send money to people they do not
know. Many banks also bolster their individual fraud-fighting efforts by participating in ABA’s
industry-wide consumer education efforts.

However, while banks can help to keep customers’ accounts secure, these controls can be
defeated if a criminal convinces the customer to let them into the customer’s account or to send
them money. Ultimately, banks have little power to stop customers from withdrawing their own
money, and indeed victims often are coached to ignore the bank employees who warn them not
to withdraw or send the money. People need to hear from other sources as well, and ABA
encourages other trusted sources, such as government agencies or nonprofits, to partner with us
to amplify the important work banks are doing to educate consumers about fraud.

Stopping Phishing

One of ABA’s most important consumer protection initiatives is our award-winning
#BanksNeverAskThat'® anti-phishing campaign. Since its launch in October 2020, we have
helped educate millions of consumers on how to spot common scams from bad actors posing as
their bank.

This public awareness campaign educates consumers by posing ridiculous questions banks
would never ask a customer. Using humor, bold graphics, videos, an interactive quiz, and an
educational video game, we drive home the message that your bank will also never contact you
asking for sensitive personal information such as your password, pin or social security number.
ABA provides all campaign materials free of charge to all banks, so they can deliver the
#BanksNeverAskThat messaging in their local markets.

To date, more than 2,500 banks have participated in the #BanksNeverAskThat campaign and
spread its educational content to millions of Americans through social media, bank websites,
ATM screens and bank branches across the country. ABA has also promoted the campaign
nationally through television and radio ads. In the Washington area, anyone who has been to a
Washington Capitals, Wizards or Nationals game has probably seen its educational message.
A Spanish language version of the campaign is also available at:

www BancosNuncaPidenEso.com

1% www banksneveraskthat.com
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ABA National Consumer Campaign to Combat Check Fraud

Building on the success of the “#BanksNeverAskThat” anti-phishing campaign, the ABA also
launched “#PracticeSafeChecks,” campaign in 2024. Partnering with more than 1,600 banks
across the country in its first year, the campaign educates consumers on how they can protect
themselves against check fraud and encourages the use of more secure digital banking tools to
send money.

The campaign features educational videos that use humor to engage consumers while delivering
clear, actionable fraud prevention tips. ABA and our member banks are sharing these
resources—including videos, striking graphics, and safety tips—across social media platforms,
websites, ATM screens, and bank branches nationwide.

ABA provides all campaign materials free of charge to member and non-member banks,
allowing participating institutions to customize and deploy the content in ways that best serve
their local communities, while consumers can also find the helpful tips by visiting
www.PracticeSafeChecks.com and our Spanish language website www.CuidaTusCheques.com
Both the #PracticeSafeChecks and #BanksNeverAskThat campaigns will relaunch on October 1
with new educational content for consumers. We would welcome and deeply appreciate any
amplification of these important campaigns by members of Congress and their offices.

Combating Elder Fraud

In addition to its public awareness campaigns reaching all consumers, ABA has active programs
to specifically protect seniors from scams. Given the unique risks facing older customers, ABA
works through its non-profit foundation to ensure that all banks, irrespective of membership
status, can access tools and resources to prevent, detect, and combat elder financial exploitation.

The ABA Foundation is a 501(c)3 corporation that provides free programs and resources to help
banks support the financial well-being of their customers and communities. The ABA
Foundation offers banks free resources through the Safe Banking for Seniors program to educate
their communities on materials to inform their communities about avoiding scam, preventing
identity theft, and financial caregiving. '’

Since 2016, more than 2,000 banks have participated in the ABA Foundation’s program. Banks
use the materials to help empower their communities and lead workshops, post videos and other
content on social media, and share vital information during one-on-one conversations with
customers. All the resources are available at no cost to ABA member and non-member banks.

Through partnerships with the FBI, FTC, USPIS, and other federal agencies, the ABA
Foundation has also developed infographics and tip sheets to raise awareness about: check theft
scams, cryptocurrency investment scams, deep fake scams, fake check scams, government

' hitps://www.aba.com/seniors
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imposter scams, imposter scams, money mule scams, online dating scams, peer-to-peer
payments, phishing scams, and tech support scams.'®

While ABA’s campaigns have made a difference in educating the public, we are just one voice.
We really need a nationwide message coordinated among multiple agencies (including the CFPB
and FTC), nonprofits, and the private sector to promote a simple and memorable action plan for
people of all ages facing scams. The campaign should also focus on dispelling the behavioral
techniques scammers use in impersonating authorities, indicating urgency, requiring secrecy, and
manipulating people into action.

Conclusion

Banks are working every day to protect their customers from fraud by investing in new
technologies, deploying public relations campaigns to educate consumers and small businesses
about old and new scams, and partnering with law enforcement and other federal agencies on
new initiatives to combat fraud. Yet our industry recognizes that there is more work to do, and
banks cannot stop criminals by themselves. Every player in the fraud ecosystem must play a role;
from the telecommunications firms to the social media companies to the Postal Service. And we
would welcome collaboration with community groups who have the trust of consumers across
the country. The goal of all banks is to help their customers have a safe and secure financial
future, and ABA and the banking industry stand ready to work with all stakeholders to protect
our customers from fraud.

Thank you once again for the opportunity to testify. I look forward to answering your questions.

¥ hitps:/fwww.aba.com/protecty ourmoney
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Chairman MEUSER. Thank you as well.
Mr. Bednowitz, you are now recognized for 5 minutes for your
opening remarks.

STATEMENT OF IAN BEDNOWITZ, GENERAL MANAGER,
LIFELOCK AT GEN

Mr. BEDNOWITZ. Thank you.

Chairman Meuser, Ranking Member Green, and members of the
committee, good morning, and thank you for this opportunity to
testify on this critical topic of fraud affecting American families.

My name is Ian Bednowitz, and I am the general manager of
LifeLock. LifeLock is the leading identity-theft protection service in
the U.S. and LifeLock is part of a larger company, Gen, a global
S&P 500 company that has over 500 million consumers that we
protect through our brands NortonLifeLock and Avast.

Fraud today is not just growing; it is accelerating at an unprece-
dented rate. You know, multiple people have highlighted statistics.
The statistics we have is that the American consumer lost $16.6
billion in reported losses last year. That is a 33-percent increase
year on year, and that translates into $51 for every person in this
country.

At LifeLock, we have sent over 81 million identity theft alerts,
and the number of Social Security numbers that are on the dark
web that are being exposed to breaches increased from 8 million to
300 million in just 1 year.

These are not just statistics. Behind these facts are seniors that
are losing their life savings, are young people whose financial fu-
tures are ruined before they even start their careers, and families
who are blindsided by fraud.

Fraud, unfortunately, does not discriminate. Young people get
victimized more frequently because they are online more often,
whereas seniors experience much larger fraud when it happens—
or much larger losses. The average senior lost $35,000 in reported
fraud, and, in total, seniors lost a staggering $5 billion.

Yet, despite these statistics, over two-thirds of seniors say that
they feel invincible, that they feel safe from the risks of fraud and
scams. This represents a huge disconnect between perception and
reality and artificial intelligence is only increasing this gap. In the
hands of criminal organizations, artificial intelligence is allowing
them to industrialize fraud, allowing them to make phishing emails
that are perfect, voice clones that are compelling, deepfakes that
can fool even the most sophisticated American citizen.

Al, on the other hand, is also our best defense against these
criminal organizations. At Gen, we use Al to go through millions
and millions of data points to detect fraud in real-time. We use it
to detect deepfakes and to protect consumers, to prevent scams
from ever getting to consumers in the first place but technology is
not enough. We also invest in education, in partnerships, and shar-
ing intelligence with law enforcement.

Congress has a critical role to play in this fight. Based on our
experience, we urge three primary priorities.

We have to stop fraud before it happens; raise awareness of the
threats through national education campaigns that focus on scams,
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fraud, identity theft; modernize breach notifications; and invest in
public-private partnerships that raise digital literacy.

Two, we have to disrupt the scam supply chain. So the social
media networks, the companies, the data brokers that trade in per-
sonal information that are fueling the rise of scams, we need to
better regulate them and we need to empower our law enforcement
to be able to go after international organizations across borders,
give them the tools to be able to take down the infrastructure and
to be able to collaborate across countries.

Then, third, we need to empower victims and support local law
enforcement. Local law enforcement needs the education and the
tools to be able to deal with these types of scams and fraud and
victims need to be able to have a centralized repository of breaches
and actions that they can take to remediate and address when they
are victimized.

Fraud now represents a systemic threat to our digital economy
and to the trust that consumers have in their digital lives. To-
gether, government, industry, and civil society must work together
and collaborate to protect American families, restore confidence,
and secure the digital economy for every American.

Thank you, and I look forward to your questions.

[The prepared statement of Mr. Bednowitz follows:]
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Testimony of lan Bednowitz

My name is lan Bednowitz, and | serve as General Manager of LifeLock, a leading U.S.- based identity
protection brand. LifeLock is part of Gen (NASDAQ: GEN), a global consumer cyber security company
trusted by approximately 500 million users worldwide to keep them safer online. Alongside LifeLock, you
may also recognize our other flagship brands Norton and Avast, both with decades of experience
combating cyber threats and protecting consumers.

Qur consumers are protected by award-winning security products backed by a team of researchers and
cyber experts that block billions of threats annually. Gen was an early adopter of Al to keep up with
criminals and better protect our consumers. Today, we are building tools that use Al to detect Al
threats, monitoring behavioral anomalies and fraud patterns.

Fraud is escalating at an exponential pace, putting more people at risk every single day. Reports show
the number of Social Security Numbers (SSNs) exposed in data breaches and sold on the dark web has
increased from 8 million before 2024 to over 300 million. In addition, last year, the IRS flagged nearly 2
million tax returns for possible identity fraud. Our own stats show that LifeLock sent more than 81
million Identity Theft Protection alerts and notifications in 2024 alone.

Recently the Global Anti Scam Alliance (GASA), reported that fraud and scams are now the fastest-
growing consumer crime globally and in the United States, overwhelming enforcement systems and
undermining trust in digital services. According to the FBI's Internet Crime Complaint Center C3 report
Internet Crime Complaint Center, Americans reported $16.6 billion in fraud losses in 2024, a 33%
increase from 2023, with over 850,000 complaints filed.

As staggering as those numbers are, we are seeing a seismic shift in the fraud landscape. Deepfake
technology is now being used to steal even more money from people. Fraud is being industrialized
through Al tools that exploit public trust and institutional weakness. Criminals that work in fraud and
scams are building international networks that can operate as effectively as professionally run and
structured businesses. The organized frameworks allow for scalability and cross jurisdictional operations
that are difficult for law enforcement to address.

It is no longer what we used to think was a lone actor in a sweatshirt on a laptop in their basement. They
have grown to become international crime rings. An alert from FinCEN in late 2023 shows how
sophisticated networks engaged in scams and social engineering and the growing threat of “Pig
Butchering” are operating around the world.

Our own data shows over 75% of cybercrime originates from scams and social engineering, where
cybercriminals manipulate people into giving money or personal information. These are not abstract
numbers. They represent seniors who lose their life savings, young adults whose financial reputations
are damaged before they even begin their careers, and hardworking families blindsided by criminal



32

schemes. Fraud has become a tax on trust, undermining both financial security and personal confidence
in the digital economy.

High-Impact Scams and the Price Americans Pay

Americans are facing a surge in increasingly sophisticated fraud schemes, many backed by organized
international crime rings. Some of the most common and costly scams include:

* Identity theft — criminals obtaining personal information about an individual from a
combination of breaches, the public internet or even the individual him or herself and using it to
steal money through tactics such as applying for loans or credit cards, seeking employment or
stealing tax returns cost Americans 5238 in 2023,

* Investment scams — fraudulent investment opportunities, often exploiting cryptocurrency and
digital platforms, cost Americans $5.7 billion in 2024,

* Imposter scams — criminals posing as government agencies, banks, employers, or even family
members drained nearly 52.95 billion in 2024.

+ Job and business opportunity scams — scams exploiting those seeking income or stability cost
Americans $751 million in 2024.

*  Online shopping scams — fake websites and ads targeting consumers with undelivered goods
cost Americans $432 million in 2024,

+ Romance scams — cost Americans 51.14 billion in 2023, preying on trust and emotional
vulnerability.

* Pig butchering scams — one of the most devastating trends, blending romance, investment
fraud, and emotional manipulation; losses often reach tens or hundreds of thousands per victim.

Together, these scams paint a stark picture: from fake investments and romance swindles to everyday
identity theft and online shopping fraud, Americans are losing billions each year to schemes designed to
exploit trust, urgency, and financial vulnerability. Behind every dollar from the 516.6 billion in fraud
losses reported by the FBI in 2024 alone is a disrupted household, a stolen dream, or a family left picking
up the pieces, underscoring the profound human and economic toll of modern fraud.

How Scams Work: Technology Meets Psychology

Fraud today is not just a technological problem; it is a psychological one. Criminals have learned to
combine the precision of stolen data with the power of emotional manipulation. These scams are often
triggered or amplified by emotionally charged events, a natural disaster like the recent floods in Texas or
fires in California, a major political moment, or a sudden financial disruption. In those high-stress
situations, people are more vulnerable to manipulation, and scammers exploit that urgency. Fraud
tactics now rely just as much on emotional pressure as on technology, targeting individuals at their most
vulnerable.

At the same time, the raw materials for fraud are everywhere. Billions of personal records circulate on
the dark web, and an estimated 75% of Social Security numbers are already compromised. Much of this
data is obtained through breaches and data brokers, while social media adds another layer. Every post,
picture, or life update can give criminals the details they need to stitch together scams that feel
authentic and personal.
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Scammers then use this information in two ways. First, they can commit identity theft, posing as the
victim to open credit cards, take out loans, or even apply for jobs in their name. Second, they can use
the same personal data to target the victim directly, sending scam messages or calls that appear to
come from a bank, a lender, a government agency, or even a trusted family member.

Artificial intelligence has made both approaches easier and more convincing. Al tools can generate
polished phishing emails in seconds, automate scam operations at scale, and even create realistic audio
or video “proof” that what the victim is seeing or hearing is legitimate. Deepfakes take this one step
further: a cloned voice that sounds like a panicked child asking for money, or a manipulated video of a
familiar face, can trick even the most cautious person into sending personal information or transferring
funds.

This combination of breached data, emotional pressure, and Al-driven deception has made fraud harder
to detect and far more dangerous. It is no longer just about spotting a misspelled word or a suspicious
email. Today's scams are designed to bypass both technical safeguards and human instincts, leaving

people exposed in ways that feel deeply personal.
Who's Being Targeted

Fraud does not discriminate, but its impact varies by age group. Gen'’s internal research shows that in
2025, 35% of Americans have already been targeted by a scam, well above the global average of 24%.
Among those targeted, nearly three-quarters suffered financial harm, losing an average of 53,858, with
some individual losses reaching as high as 5149,000.

Younger adults are reporting scams at higher rates than older generations, according to FTC Sentinel
data, often because they spend more time online and are more likely to trust digital platforms. But older
adults, once victimized, lose far more. FBI Internet Crime Complaint Center (IC3) data shows the average
reported loss for seniors is over $35,000, a devastating blow for those relying on retirement savings. In
fact, seniors reported nearly 150,000 complaints in 2024, with total losses reaching almost 54.9 billion.
Families across the country recognize the danger: according to Gen data, 59% say an older loved one has
already been scammed, and another 71% are worried they will.

These numbers tell a clear story. Scammers adapt their tactics to exploit people’s unique vulnerabilities,
whether it's the digital exposure of the young, or the financial stability and trust of the old. Emotional
manipulation is proving to be just as powerful a weapon as technical exploitation.

Areas of Fastest Growth

What is most concerning is not only the scale of fraud, but the rate at which it is accelerating and the
way criminals are organizing themselves to industrialize these crimes.
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Recent research confirms this trend. A study published by Cornell University on pig-butchering scams
found that these scams follow a structured lifecycle: building trust, luring victims into fake platforms,
and coercing ever-larger investments. Far from casual or opportunistic, these schemes are coordinated

enterprises with specialized actors managing different stages of fraud.

Meanwhile, in the second quarter of 2025, the Gen Threat Report showed a 340% quarterly increase in
the risk of being impacted by a financial scam. The increase in scams affected both desktop and mobile
devices, the latter largely fueled by ads on social media where scammers lure their victims into fake

messages and even false ads for sites that promote helping people fight scams.

The Identity Theft Resource Center’s (ITRC) 2023 report documented a 118% increase in job scams and a
surge in misuse of compromised credentials, including systematic abuse of tools like Google Voice. This
illustrates how criminals scale identity theft across thousands of victims using repeatable methods.

Industry studies also link fraud to organized criminal rings. The Onfido 2022 |dentity Fraud Report found
a 57% rise in document fraud, connecting forged IDs and synthetic identities to organized groups that

create fraudulent accounts for money laundering and other downstream scams.

Taken together, these findings demonstrate why scams are accelerating so quickly. They are no longer
isolated incidents but repeatable, scalable, and global operations, built on specialization, technology,
and coordination. Three forces are fueling this growth: the flood of breached data, the use of Al to
supercharge fraud, and the emotional manipulation that makes scams so effective. Together, they
create a fraud economy that grows faster each year: more pervasive, more sophisticated, and harder for

people to recognize and prevent.
The Human Impact

For every statistic, there is a family living through the fallout. Fraud victims lose retirement savings,
homes, and financial stability. Many carry the weight of shame, isolation, and fear, which too often
prevents them from reporting what happened. Families are forced to step in, not only to help recover
stolen funds, but also to repair the emotional toll.

Identity theft victims often describe it as a lingering violation — a loss of control that doesn't end once
the money is gone. Fraud is not just about money; it undermines people’s confidence in technology,
institutions, and the bonds of trust that hold families and communities together. The data bears this out:
according to the 2024 Identity Theft Resource Center Consumer and Business Impact Report, 33% of
victims end up in debt, 24% borrow money from family or friends, and nearly half (46%) lose $1,000 or
more. Beyond finances, 29% say identity theft caused more family conflict, while 82% report feeling
anxious, 67% angry, and 76% violated. Most alarmingly, 12% said the experience left them feeling
suicidal.
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The impact on identity theft victims

Financial Distress

33% 24% 46%

are in debt as a result of borrowed money from reported a loss of
identity theft family or friends 51,000 or more

Emotional Distress

reported that their identity 82% 67% 76% 12%
theft led to more Aot Angry Wiclated Sulcidal
arguments with family

members

These numbers make clear that fraud and identity theft are not abstract crimes but deeply personal
crises that ripple outward. The human toll of fraud underscores why stronger protections and
coordinated responses are urgently needed. Data alone cannot capture the full cost when victims are
left in debt, families are fractured, and trust is eroded.

Al: A Dual-Edged Sword

Artificial intelligence is now at the heart of this battle, both as a weapon for criminals and as a shield for
protection.

On one side, fraudsters are using Al to supercharge their operations. Phishing emails that used to be
riddled with spelling errors are now flawless, tailored, and persuasive. Criminals can clone voices to
sound like a distressed family member or manipulate video to impersonate a trusted official. These
deepfakes make scams far more believable, stripping away the warning signs people once relied on to
spot fraud. Al has lowered the barrier to entry, making it faster, cheaper, and easier for criminals to
target more victims at scale.

But on the other hand, Al is also our greatest defense. At Gen, we have invested in building Al-powered
protections that keep people safe in real time. Our Genie Al Assistant technology scans millions of
messages and images, flagging scams before harm occurs. We've started integrating Deepfake
Protection into our products, so people can identify manipulated content that might otherwise fool even
the most cautious among us. Every day, our machine learning systems analyze billions of data points,
detecting unusual patterns that signal fraud and shutting down threats before they spread.

2]
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The truth is simple: Al is a double-edged sword. If left unchecked, it will allow fraud to grow at an
unprecedented scale. But when deployed responsibly, it becomes a shield that protects people from the
very dangers criminals are trying to exploit.

Gen’s Role and Response

At Gen, protecting people is not just our business, it is our mission. Across our family of trusted brands,
including LifeLock, Norton, Avast, Avira, and AVG, we safeguard more than 500 million people
worldwide. And we know that technology alone is not enough. Our approach combines protection,
intelligence, and education.

* Protection: Through LifelLock, we provide identity monitoring, dark web alerts, and restoration
services so people can recover quickly if their information is compromised.

* Intelligence: Our threat network processes billions of data points from hundreds of millions of
devices, creating one of the most robust consumer-focused cyber intelligence systems in the
world. That intelligence allows us to spot stolen credentials, fraud rings, and malware long
before most people are even aware of the risk.

* Education: We invest heavily in awareness, from partnerships with the PTA to new training
modules that teach families about Al safety. By equipping parents, teachers, and children with
the knowledge to recognize scams, we break the cycle of silence and shame that so often leaves
victims isolated.

+ Collaboration: We share our threat and scams intelligence with law enforcement and
policymakers, helping to disrupt criminal networks and inform strategies that strengthen
consumer protections.

And behind each of these efforts are real stories. | think of the elderly man who was tricked into
believing $9,000 had been mistakenly deposited into his account and was pressured to return it through
a Bitcoin ATM. Because he was a customer with one of our scam protection products, Genie Pro, he was
able to file a police report and was reimbursed for his loss. Or the woman who avoided losing thousands
on a fake shopping site because she followed her family's simple rule: before making an unusual
purchase, check with a second trusted person first. That five-minute pause stopped her from entering
her credit card details into a fraudulent site designed to steal them.

These stories remind us that while advanced technology is critical, sometimes the simplest protections,
such as safe words, second checks, open conversations, can be just as powerful. That's why we call our
model an All of the Above+ approach. It means using every available best practice but also going
further: embedding protections directly into the products and services people use every day, and
ensuring that when fraud or breaches occur, there are trusted solutions ready to restore confidence and

minimize damage.

Policy Considerations: A Unified Response to a National Challenge
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Protecting American consumers from digital fraud requires more than good intentions. It demands
coordination between government, industry, and civil society. Based on Gen'’s threat intelligence
and experience with millions of consumers, we believe there are three essential priorities for
Congress to consider:

Prevent Fraud Before It Happens

Launch national public education campaigns that cut across age groups, platforms, and communities.
These campaigns should provide plain-language guidance on identifying scams, especially for seniors
and younger digital natives. Formalize public-private partnerships with schools, nonprofits, and
consumer platforms to deliver digital literacy training, especially focused on Al scams and identity fraud.
Modernize breach notification standards so that alerts are timely, understandable, and come up with
clear next steps for affected consumers.

Disrupt the Scam Supply Chain

Enact stronger oversight of data brokers and digital intermediaries that traffic in the personal
information used to build scam campaigns. These entities should be subject to clear accountability for
how data is collected, sold, and secured. Equip federal agencies with targeted enforcement tools,
including sanctions against known international scam networks and the ability to take down
infrastructure tied to repeat offenders. Increase scrutiny of digital advertising platforms and telecom
providers that allow fraudulent content to spread. These companies must do more to detect and disrupt
scam campaigns before they reach consumers.

Support Law Enforcement and Empower Victims

Provide funding and training for state and local law enforcement to investigate digital fraud and identity
theft. Many scams are international in origin, but the harm is local. Police departments need better tools
and coordination to pursue these cases.

Establish a centralized clearinghouse for breach information and consumer remedies. Victims should not
have to hunt for answers across dozens of sources when their data has been compromised.

Set clear standards for consumer protection services, including identity monitoring, fraud remediation,
and credit restoration tools. These services must be trustworthy, effective, and easy to access after a
breach or scam.

Conclusion

The federal government has unmatched scale and policy reach. The private sector brings technical
expertise and real-time threat data. Consumers face the consequences when those efforts do not align.
We believe the time has come to treat fraud not as a series of isolated crimes, but as a systemic threat

to national financial confidence and to act accordingly.
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Chairman MEUSER. Thank you very, very much.
Ms. Griffin, you are now recognized for 5 minutes.

STATEMENT OF KATE GRIFFIN, DIRECTOR, NATIONAL TASK
FORCE ON FRAUD AND SCAM PREVENTION, ASPEN INSTI-
TUTE FINANCIAL SECURITY PROGRAM

Ms. GRIFFIN. Chairman Meuser, Ranking Member Green, distin-
guished members of the subcommittee, thank you for inviting me.

My name is Kate Griffin, and I am director of the National Task
Force on Fraud and Scam Prevention at the Aspen Institute Finan-
cial Security Program.

Over the last year, hundreds of experts from more than 80 insti-
tutions, public and private, have spent thousands of hours together
to mount a coordinated defense against scams—the ability for
criminals to deploy sophisticated social-engineering techniques that
lure victims to send their hard-earned money.

As my colleagues have outlined, scams are a growing threat to
all of society. Every day, roughly 50,000 Americans become victims.
We believe one in five Americans have been affected to date and
these people are young and old, urban and rural, rich and poor. Ev-
eryone is at potential risk.

Because of this, every week, more than $2 billion is flowing out
of American pocketbooks and into the hands of foreign criminal en-
terprises, who use those funds to fuel other illicit crimes, including
drug and human trafficking. Research suggests that this scams in-
dustry now rivals the size of the illicit drug trade, and scam losses
reported to law enforcement have more than tripled since 2019.

Those reports, though, are only a fraction of what is really hap-
pening. In fact, the FTC has estimated that actual fraud-related
losses, accounting for this under-reporting, exceed $158 billion per
year.

The vectors of attack are varied, which is why we will talk about
this as an ecosystem or whole-of-society problem. Scammers target
victims on all of the core systems of American commerce and com-
munication: telecoms, messaging, digital platforms such as social
media or paid advertising, retail, and financial services spanning
banking, payments, fintech, crypto, and investments.

Most U.S. adults report receiving scam messages through those
means daily or weekly and those consumers are asking for your
help. They do not know where to turn.

Being tricked by a scammer to send money or provide access to
a financial account is the second-largest crime concern in the U.S.,
second only to identity theft. People are worried more about scams
than they are about violent crime or burglary and they rarely re-
port when it happens to law enforcement. In fact, most victims, 7
in 10, will report directly to their financial institution, while only
a small fraction of that will report to local law enforcement or a
Federal agency.

That is why preventing scams requires this whole-of-ecosystem
response. Leaders in our task force are very sophisticated fraud
fighters, but they are asking for help with scams. They have under-
scored the need for collaboration across all those sectors and the
desire for strong leadership from the Federal Government in doing
so. No single entity in the scam’s lifecycle can do this alone.
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We will have a detailed set of recommendations in a forthcoming
report from the task force in a few weeks which will provide a blue-
print for a national strategy to prevent scams.

A few highlights from that report include a call for bold govern-
ment leadership, which includes naming scams as a national pri-
ority, asking congressional leadership to mount a coordinated re-
sponse, and empowering leaders within government to marshal our
resources toward a coordinated response.

It will also require driving better law enforcement and intel-
ligence outcomes by providing top officials with clear anti-scam
goals and sufficient funding. We must enhance their powers to
prosecute while upgrading their capabilities. Criminals are using
the most sophisticated technologies, and so must we.

Of course, the private sector has a role to play as well. Specific
actions related to the private sector in the report will include
things like enacting robust anti-scam policies, strengthening sys-
tem defenses around the better vetting of platform users, investing
in cross-sector information exchanges, and improving the effective-
ness of just-in-time warnings and interventions.

In closing, I want to tell you how inspired I have been over the
last year by leaders in government and the private sector who are
committed to taking serious action.

The American public is asking all of us to take this seriously. Bi-
partisan majorities of U.S. adults say the Federal Government is
doing a bad job of handling online scam attacks and there is lots
of upside to working on this, not the least of which is returning
$158 billion a year to our economy.

Thank you.

[The prepared statement of Ms. Griffin follows:]
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Testimony for the Record
Submitted to the House Committee on Financial Services
Subcommittee on Oversight and Investigations
Hearing on “Fraud in Focus: Exposing Financial Threats to American Families”
September 18, 2025

Kate Griffin
Director, National Task Force on Fraud and Scam Prevention
The Aspen Institute Financial Security Program

Chairman Meuser, Ranking Member Green, and distinguished members of the
Subcommittee,

Thank you for inviting me to testify today on an issue that is presenting a threat to our
national security, to the systems of communication, commerce, and finance in our
country, and to Americans’ household financial security: Scams - the ability of criminals to
deploy sophisticated technological tools and psychological warfare to socially engineer
everyday consumers into sending money and personal information.

The United States is caught in a global conflict with these scammers and we are not yet
winning. Working mostly from safe havens overseas, criminals are exploiting America’s
communications, banking, and digital platforms to deceive Americans into sending money,
divulging sensitive information, or worse. A majority of Americans say they get scam calls,
emails, and texts at least weekly, and more than 50 million U.S. adults have lost money to
an online scam or attack. This causes American households to lose more than two billion
dollars every week, among other harms. Often, scammers are part of transnational
criminal organizations that use fraud and scams to fund other crimes, including drug and
human trafficking. In addition to lowering criminals’ barriers to entry, cryptocurrency and
artificial intelligence-powered deepfakes are fueling the scams boom, enabling ever-faster
and more powerful forms of criminal deceit.

Over the last year, the Aspen Institute Financial Security Program (Aspen FSP) has
convened the National Task Force for Fraud and Scam Prevention to bring together
parties with an interest in stopping this crime, protecting consumers, and restoring trustin
our systems. During that time, at least 300 experts from more than 80 organizations -
including some of the largest companies on the frontlines against scammers, such as
JPMorgan Chase, Google, Target, Microsoft, Verizon, Amazon, and Meta - contributed
thousands of hours to it." Itis the first time such a broad collection of leaders from
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government, law enforcement, private industry, and civil society have come together in the
United States to help develop a strategy aimed at preventing fraud and scams.

My testimony today reflects the insights gained from the Task Force and summarizes key
recommendations from Aspen FSP based on this experience, which we will soon publish in
a major new report. We believe that America can fix the scam problem by deploying the
best of the American spirit: bold leadership, innovative thinking, and well-coordinated
effort.

Overview of the Scams Threat

Scams are a whole-of-society threat to America
@® 1in5U.S. adults (53 million) claim they lost money to an online scam or attack.”

® Amongvictims who lost money to scams or online attacks, three-quarters have
never filed reports with law enforcement.® Victims cite confusing procedures,
shame, and hopelessness as reasons for not seeking help from authorities."

@ Still, FBl and FTC complaints document about $16 billion and $12 billion in annual
losses, respectively, and the FTC estimates that actual fraud-related losses to U.S.
consumers, accounting for under-reporting, exceed $158 billion per year.”

@® Bipartisan majorities of U.S. adults say the federal government is doing a “bad job”
handling online scams and attacks."

® Research suggests that the scams industry now rivals the size of the illicit drug
trade and is growing fast.” Scam losses reported to law enforcement have more
than tripled since 2019.%"

@® Everyone is at risk of becoming a scam victim.* Younger adults report experiencing
scams in their households more than older adults, while older adults report losing
about twice as much money when they are scammed.*

Text, phone, email, social media, and financial systems in America are at risk

® Most U.S, adults report receiving scam messages daily or weekly through phone
(68%), email (63%), or text (61%) and 33% report the same through social media.*
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@® 6in 10 Americans or more say online scams are a “major problem” on text and
phone, email, and social media, while roughly half say the same about shopping,
banking, and payment sites or apps.™

® Being tricked by a scammer to send money or provide access to a financial account
is the second-largest crime concern in the U.S. (57% of adults worry about it). "

@ Victims rarely report financial fraud to law enforcement: Most victims (7 in 10)
reported directly to their financial institutions, while only 1 in 10 reported to local
law enforcement and 1 in 17 reported to a federal agency.*"

Scams are a national security threat and a national priority

® The Annual Threat Assessment of the U.S. Intelligence Community has identified
scams as part of a nexus of “criminal activity threatening the United States”
perpetrated by Transnational Criminal Organizations (TCOs) and state-affiliated
groups that also engage in human trafficking, drug trafficking, and weapons and
human smuggling.” But to date, officials have not designated scams against
American households as a discreet threat or target for disruption.

@ North Korean hackers, Mexican cartels, Russian crime syndicates, and Triad gangs
are among the U.S. adversaries that benefit from scams and other financial
crimes.™

@® U.S. Department of the Treasury’s Office of Foreign Assets Control has imposed
sanctions state & non-state sponsored TCOs for scam related activity, including
Southeast Asian Networks operating in Shwe Kokko, Burma, a notorious hub for
virtual currency investment scams under the operational control of the OFAC-
designated Karen National Army (KNA)*", The Zhao Wei Transnational Criminal
Organization operating in the illusive scam compound at the border of Myanmar,
Laos, and Thailand, also known as The Golden Triangle Special Economic Zone*,
and The Lazarus Group, which has ties to the North Korean government, channels
revenues generated from fraud and scams to the regime™. The FBI has issued
warnings about The Jalisco New Generation Cartel running scam call centers that
finance narcotics trafficking and money laundering.™

More information on scam trends can be found in the appendix.
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Transnational Scams Require a Paradigm Shift for Law
Enforcement and Intelligence

The escalating threat of transnational criminal organizations (TCOs) operating overseas
while interacting digitally with millions of U.S. consumers fundamentally redefines criminal
behavior. This demands a paradigm shift in the national response.

Traditional civil law enforcement tactics, such as domestic lawsuits and domestic asset
freezing, often have little deterrence effect against such overseas criminals. Similarly,
domestic criminal law enforcement approaches, traditionally focused on post-facto
investigation and prosecution, can be overwhelmed by the challenge of protecting people
and property against the high-tech, high-speed, high-volume global threat that scammers
represent.

To counter this challenge effectively, government responses must evolve. Increasing the
nation's capability to stop scams before they happen requires policies that drive a pivot
toward preventing financial crime. Law enforcement agencies will have to become more
focused on disrupting scam criminals. The U.S. Intelligence Community will have to
prioritize detecting transnational scam activity and working to protect Americans from it.
All agencies will have to become more coordinated and share more actionable scam
intelligence with each other and with companies; and they will have to increase their
capacity to analyze information and act on it to effectively counter the speed and technical
sophistication of transnational scam criminals.

A Call to Respond

Companies and government agencies are expending extraordinary effort to fight scams
against consumers. They have had some success, and the recommendations in the
forthcoming report reflect lessons they have learned. But more is needed. The scams
threat continues to grow as large volumes of criminals use rapidly evolving tactics to
challenge the limits of our systems.

A whole-of-ecosystem response is urgently needed to undermine the criminal scam
business model, strengthen systems, and protect consumers.

The national response must emphasize government and private sector collaboration.

® Corporate leaders must act decisively to suppress scam activity at every stage of
its lifecycle. They must empower staff with resources and guidance to maintain
robust anti-scam policies and respond effectively when scams occur.
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Policymakers must act boldly to enable the required response. Congress and the
White House should recognize scams as a national security threat and priority.
They must empower a comprehensive private sector response by enhancing
incentives and modernizing legal frameworks; and they must drive better law
enforcement and intelligence outcomes by tasking top officials with clear anti-
scam goals, backed by sufficient funding and cross-jurisdictional authority.

Corporate Recommendations
Companies in sectors targeted or exploited by scammers, including telecommunications,

messaging, digital platforms (social media, paid advertising, and retail), and financial
services (banking, fintech, payments, and crypto) should:

Maintain robust anti-scam policies addressing the entire scam lifecycle. C-
suite level leaders should own these policies and include accountability
mechanisms, adequate budget allocations, and clear expectations for customer
service and data protection.

Strengthen system defenses. Improve identity verification and authentication to
block inauthentic actors, including evaluating the trustworthiness of advertisers
and merchants. Use technology such as liveness testing and interoperable digital
credentials to disrupt non-authentic communications.

Enhance capabilities to detect suspicious activity. Investin private information
exchanges with companies in other sectors. Help improve standards for
interoperability and ethical governance. Direct legal counsel to establish suitable
compliance policies or seek necessary regulatory guidance or safe harbors.
Disrupt scams in process, Take reasonable steps against suspicious activity
based on actionable scam intelligence. Take down fraudulent communications
channels (e.g. websites), deactivate accounts and profiles of bad actors, and
dismantle scammer infrastructure. Continuously improve just-in-time warnings and
interventions for customers.

Improve reporting and recovery mechanisms. Share more actionable scam
intelligence with law enforcement agencies. Promote effective recovery for victims
by providing user-friendly reporting and dispute resolution mechanisms and
ensuring fast correction of false positives or account takeovers (ATO).

Measure and evaluate interventions. Pilot the proposed metrics framework for
scams and report on results.™

Collaborate with peers to strengthen scam defenses. Share best practices
across relevant industry sectors and advocate for policy improvements.
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Public Poli |G

The federal government and law enforcement and intelligence agencies, alongside state
counterparts, should:

@® Elevate scam prevention as a national priority. Starting with the White House and
Congress, recognize scams as a national security threat and make scam prevention
a whole-of-government priority. Establish a national strategy to combat scams, with
dedicated resources and broad coordination mechanisms, such as a
Congressional Commission or an administrative czar or division with whole-of-
government authority. Empower and direct law enforcement and intelligence
agencies to improve scam prevention outcomes.

@® Enhance incentives and modernize legal frameworks for combating scams.
Clarify duties for companies to prevent scam activity and de-risk participation in
scam suppression efforts, by enacting “good Samaritan” liability protections for
companies acting reasonably and in good faith.

® Enhance law enforcement capabilities. Increase statutory powers for asset
seizure and recovery across all forms of money movement (including digital assets)
and punishing transnationalillicit financial activity. Create specialist anti-scam
units, allocate resources, and develop training programs to improve recognition of
scam activity and respond to it.

® Combat cross-border financial crime. Apply sanctions and use diplomatic tools
against foreign governments and private parties that enable or benefit from scams.
Formalize diplomatic engagements with allied nations to shut down scam centers.
Improve intelligence gathering to disrupt transnational scam activity.

® Modernize data collection and analysis. Review and upgrade key law
enforcement databases to improve data intake, analysis, and interoperability,
leveraging modern technology like APIs and artificial intelligence (starting with FBI's
Internet Crime Complaint Center (IC3), FTC Sentinel, and FinCEN’s Suspicious
Activity Reports (SARs) systems). Create a single portal (e.g. stopscams.gov) for
companies to report scam intelligence, including mechanically or in bulk, with the
system distributing inputs to the appropriate government databases. Enhance law
enforcement analytical capabilities to identify trends and improve deconfliction
across agencies.

® Improve feedback loops. Law enforcement agencies should publish regular
analysis of scam trends and prosecutions to industry and the public.

@® Implement recommendations from the U.S. Government Accountability Office
(GAO). Standardize measurement across agencies and develop a single,
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government-wide estimate of affected consumers and dollar losses, factoring in
underreporting, =

Ref Specific to Fi ial Services Poli

As part of a national strategy to combat scams, Aspen FSP’s upcoming report will detail
several reforms specifically relating to financial services, including:

® Enhance information sharing efforts to improve availability of actionable scam
intelligence, by re-architecting the FinCEN SARS database to enable higher-volume
and more automated data exchange and improving linkages with similarly
revitalized FBI IC3 and FTC Sentinel databases.

@ Clarify or expand legal safe harbors enabling financial institutions and non-
financial institutions to exchange actionable scam intelligence and collaborate to
prevent scams.

@ Establish parity of law enforcement powers across money movement, including
civil forfeiture of digital assets.

® Enable risk-based payment pauses / limits and other reasonable interventions to
disrupt suspected malicious interactions.

@® Pilot bank-to-law enforcement victim report sharing. Research shows that the
vast majority of scam victims report the problem to their bank, while only a small
portion report directly to a local or federal law enforcement agency.

Across the Ecosystem

All stakeholders should take arisk-based approach to flexibly prioritize interventions
against the most impactful, and evolving, scam activities. Broader initiatives and cross-
sector efforts should include:

® Foster offensive technological innovation. Use of artificial intelligence and
advanced analytics is likely to be crucial for enhancing private and public sector
capabilities in scam detection, prevention, and response.

@® Strengthen public awareness and consumer empowerment. Study and improve
consumer education, warning, and intervention practices. Increase funding for
targeted, coordinated public awareness campaigns to help consumers recognize
scams, reduce the stigma of victimization, and drive useful action such as reporting
scams to a national law enforcement portal.

@® Assess potential benefits of establishing a U.S. National Anti-Scam Center.
Commission a study to determine the merits of creating a national hub that
combines a reporting portal with professional training, public awareness, and
victim support resources. A useful example of something similar is the National
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Center for Missing and Exploited Children (NCMEC), a private non-profit
organization established by President Ronald Reagan.

These and other recommendations are further explained in Aspen FSP’s soon-to-be
published report, a preview of which is attached to this letter as an appendix. The reportis
titled “United We Stand: A National Strategy to Prevent Scams. " It presents
recommendations for government and private sector collaboration to combat fraud
against consumers, cut off criminal funding, and protect the United States. Aspen FSP will
publish the report in early October of this year. We would be happy to brief Committee
members and staff upon its release.
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Appendix: Understanding Scam Trends

We are seeing increased, record-breaking losses to fraud and scams across the board

@ Lastyear, the FBIl received over 850,000 fraud and cybercrime complaints, with
losses hitting a record $16.6 billion, a 33% increase over 2023,

@ The biggest financial toll came from investment scams, at over $6.5 billion. This was
followed by business email compromise at $2.77 billion and tech support fraud at
$1.46 billion. =¥

@® The most common scam types were phishing, spoofing, extortion, and personal
data breaches. ™

Older Americans are continuing to bear the financial greater financial cost of fraud
and scams while younger Americans experience them more frequently

@® [n 2024, Americans aged 60+ filed 147,000 complaints with the FBI, the highest of
any age group, and suffered $4.9 billion in losses—with an average loss of
$83,000. %

® The FBI notes that over 33,000 seniors were targeted through crypto scams on
phones and apps, leading to $2.8 billion in losses. ™

@® People aged 70+ file half as many reports with losses compared to young adults,
but their total losses are nearly 1.5 times greater than those of young people. ™"

Call center, imposter, and Al-generated scams are scaling fast

@® Call center scams—especially targeting seniors—remain one of the most lucrative
and destructive tactics. In 2024, call center scams led to $1.9 billion in losses, often
through impersonation of tech support or government agencies.”

® The FTC also reported that imposter scams, including romance, tech support, and
government impersonation, led to $2.95 billion in losses, with a median loss of
$800.%

® The FBIwarned that criminals are increasingly exploiting artificial intelligence to
create more convincing scams with less effort, using Al-generated images, audio,
and video to impersonate trusted sources and deceive victims at scale.™
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Appendix: Preview of Forthcoming Report

“United We Stand: A National Strategy to Prevent Scams” (Preview)

The following is a preview of recommendations that Aspen FSP will publish in early
October, 2025. The report presents recommendations for government and private sector
collaboration to combat fraud against consumers, cut off criminal funding, and protect the
United States.

Part One of the report is tactical, suggesting company and government agency actions to
suppress scam activity and respond to it, at each stage of the fraud lifecycle. Part Two is
structural, suggesting public policy and corporate practice reforms to empower scam
prevention efforts. Each recommendation will offer one or more principles to guide action,
paired with a set of “practical next steps and possible solutions” to give practitioners
concrete ideas to test orimplement.

Below is the report’s Table of Contents for reference.

PART ONE: ACT AGAINST SCAMS AND MINIMIZE THEIR HARM
A. SUPPRESS SCAM ACTIVITY

1) Deter criminals from engaging in scam activity
a) Invest in deterring cross-border financial crime as applied to scams
b) Enhance domestic law enforcement powers and resources

2) Defend systems against inauthentic communications
a) Maintain strong corporate anti-scam policies
b) Improve credentialing of users and businesses that could be scammers
c) Make it harder for scammers to communicate with victims
d) Reduce barriers to flagging suspicious users/activity

3) Detect inauthentic or criminal activity on targeted platforms
a) Invest in scam detection
b) Align information sharing priorities
c) Address real and perceived barriers to information sharing
d) Improve interoperability of private sector and law enforcement databases

4) Disrupt scams in process
a) Clarify policies for expeditious takedown of fraudulent accounts
b) Leverage and invest resources in take-down services
c) Improve just-in-time warnings and interventions

B. RESPOMND TO SCAM ACTIVITY
1) Revitalize law enforcement reporting practices

10
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a) Improve law enforcement’s ability to consume scam-related data in bulk,
starting with three key databases
b) Create a simple mechanism to report bulk information to law enforcement
¢) Improve law enforcement feedback loops to industry and the public
2) Improve consumer reporting mechanisms
a) Simplify and standardize consumer reporting channels
b) Create feedback loops for consumers
c) Establish mechanisms to share victim reports with law enforcement
3) Promote effective scam recovery
a) Address false positives that arise from prevention efforts
b) Maintain effective methods to correct account takeover problems
c) Promote victim support services
4) Measure scam activity and evaluate interventions
a) Advance the field of fraud and scam measurement
b) Measure the effectiveness of interventions
¢) Implement GAO recommendations to improve government scam metrics
PART TWO: EMPOWER SCAM PREVENTION EFFORTS
A. ELEVATE GOVERNMENT LEADERSHIP AND CAPABILITY
1) Establish scam prevention as a national priority and budget for it
a) Announce scam prevention as a national priority or security threat
b) Formalize a national strategy to combat scam activity
2) Modernize government’s data analysis capabilities for fighting financial crimes
B. ENHANCE INCENTIVES & MODERNIZE THE LEGAL FRAMEWORK FOR COMBATING
SCAMS
C. ELEVATE CORPORATE ANTI-SCAM POLICIES AND LEADERSHIP
1) Maintain robust corporate anti-scam policies and governance
2) Work with peer organizations to drive whole-of-ecosystem improvement
D. INVEST IN PUBLIC AWARENESS AND RESOURCES
1) Evaluate and improve consumer education practices
2) Increase coordination and efficacy of public awareness campaigns
E. ASSESS POTENTIAL BENEFITS OF A U.S. NATIONAL ANTI-SCAM CENTER
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Chairman MEUSER. Thank you very, very much. We look forward
to your report.
Ms. Sanchez-Adams, you are now recognized for 5 minutes.

STATEMENT OF CARLA SANCHEZ-ADAMS, SENIOR ATTORNEY,
NATIONAL CONSUMER LAW CENTER

Ms. SANCHEZ-ADAMS. Chairman Meuser, Ranking Member
Green, members of the committee, thank you for the opportunity
to testify on behalf of the National Consumer Law Center’s low-in-
come clients.

Payment fraud is a national crisis demanding a national, holistic
response from our government. Payment fraud impacts all Ameri-
cans regardless of age, race, education, income, or political affili-
ation.

Now, technology has enabled criminal fraudsters to use older
forms of payment—like bank-to-bank wire transfers and checks—
to steal money, and these lack sufficient protections. Newer forms
of payment, such as peer-to-peer transactions and crypto transfers,
also enable criminals to steal and launder money in an easier form.

Payment fraud can be sorted into two buckets: unauthorized and
fraudulently induced.

Unauthorized transactions occur when a criminal fraudster initi-
ates a transaction on behalf of the victim but without their knowl-
edge or permission.

On the other hand, fraudulently induced transactions occur when
the consumer or the victim themselves initiates the transaction but
only as a result of a fraud scheme using deception or manipulation.

Now, as you have heard, criminal fraudsters, they spoof real
numbers of financial institutions via text message or phone call.
They use deepfakes, take over accounts through malware or
breaches, resort to manipulative psychological practices, and even
use violence to get victims to initiate payments.

Americans are plagued by both types of fraud, and we need to
address both if we are going to combat fraud and instill confidence
in our banking and payment systems but the responses that fraud
victims get vary greatly depending on the payment method used.
A victim’s best chance at getting their money back is if there was
an unauthorized breach of their accounts because of the strong pro-
tections of the Electronic Fund Transfer Act, or EFTA.

But EFTA’s Regulation E exempts certain wire transfers, leaving
victims with weak State laws, while electronic benefit transfer
(EBT) cards are unprotected entirely and if the transaction was
fraudulently induced, which you all call a scam, then usually the
victim is going to hear, “Sorry, there is nothing we can do,” because
there are no clear protections under the law.

We therefore need to update antiquated laws that offer little to
no protection to victims impacted by fraud. In this day and age,
where the vast majority of transactions occur online or through a
mobile app, it makes no sense that only some of these transactions
are covered by EFTA and not others.

We also need to update EFTA to include fraudulently induced
transfers, following the example of the U.K., which recently adopt-
ed rules reimbursing victims of authorized push-payment fraud,
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with industry recognition that making consumers safe is central to
confidence in the payment systems.

Protecting victims should be central to any discussion about com-
bating fraud. We absolutely cannot push the burden of fraud en-
tirely onto its victims. Consumer education is important and nec-
essary, but it alone will not solve the problem of fraud, especially
with fraud schemes and technology that are ever evolving.

However, there are steps that we can collectively take to keep
the impacts of fraud on innocent consumers and even financial in-
stitutions to a minimum and to incentivize more effective use of in-
novation to prevent fraud and make our system safe.

I agree that telecommunication and social media companies must
take action to prevent fraud in the first instance, especially since
some know that they are carrying fraudulent traffic. If a criminal
fraudster cannot contact a victim through fake texts, spam calls, or
social media schemes, then the fraud cannot occur.

Payment systems and financial institutions must also bear great-
er responsibility in the fight against fraud. Criminal fraudsters
need a way to receive those stolen funds. If these criminals cannot
get access to our payment rails or deposit holding accounts, then
innocent victims will not lose money that way.

As such, we need a stronger focus on the know-your-customer ob-
ligations of the financial institution or payment provider that al-
lowed the fraudster or money mule to open an account and receive
the fraudulent funds.

Victims should be reimbursed by the banks, who, in turn, should
be reimbursed by the institution that received the fraudulent pay-
ment. If they bear liability, they will use more innovative tech-
nology to detect and stop fraud. This already happens on certain
payment networks when there are claims of unauthorized use.

Simultaneously, we must give innocent consumers the right to a
swift resolution if their funds are frozen or closed by overly aggres-
sive fraud reporting.

This is not the time to be weakening consumer protection or the
agencies that protect consumers. This CFPB was actively working
on addressing fraud but is now in tatters and Congress blocked the
CFPB from supervising peer-to-peer (P2P) apps, which would have
helped fraud victims and with the change in leadership, the CFPB
dismissed an enforcement action involving fraud on Zelle.

Meanwhile, President Trump has sparked an effort to reduce the
number of checks sent through the mail to and from the govern-
ment, which is incredibly important given the rash of check wash-
ing fraud, but people will not be comfortable making or receiving
electronic payments if fraud is rampant.

Moreover, we should not encourage the use of stablecoins, crypto
assets, and the crypto exchanges when they are a vector for fraud
and scams. These payment forms and systems cannot be outside of
our consumer protection laws.

Thank you, and I am happy to take any questions.

[The prepared statement of Ms. Sanchez-Adams follows:]



55

“Fraud in Focus: Exposing Financial Threats to American Families”

Oversight and Investigations Subcommittee of the U.S. House Financial
Services Committee

Thursday, September 18, 2025

Testimony of Carla Sanchez-Adams

National Consumer Law Center
on behalf of its low-income clients



—
NCLC coreumeria
el

56

National
American Families”

Oversight and Investigations Subcommittee of the U.S. House
Financial Services Committee

Testimony of Carla Sanchez-Adams
Thursday, September 18, 2025

Executive Summary

L
II.

Fraud Is a National Threat That Affects Everyone.

Payment Systems and Telecommunication and Social Media Companies Play an
Important Role in Enabling or Preventing Fraud and in Protecting Consumers.

II1. Person-to-Person (P2P) Payment Fraud.

A
B.
C.

m

4.

The prevalence of P2P use and the incidence of fraud on these platforms.
How technology perpetuates P2P fraud and theft.

Current ambiguity in the law leaves consumers insufficiently protected from P2P
fraud.

Responsibility of receiving institutions.
Problems with P2P apps when consumers make mistakes.
Potential remedies to address P2P payment fraud.

Update the Electronic Funds Transfer Act.

Consider the United Kingdom as an example.

When liability is split between sending and receiving institutions and not pushed
onto consumers, more will be done to protect consumers.

Address the lack of oversight for certain parties involved in the payments market.

IV. Fraud through Crypto-Assets.

A. Crypto-assets are a common payment method for criminal fraudsters.

B. Crypto companies must be subject to the same BSA requirements as banks.

C.

Stablecoins and crypto-assets must be subject to consumer protection statutes such
as the EFTA when used for consumer payments.

V. Bank-to-Bank Wire Transfer Fraud.

A
B.
C.

Consumers are devastated by bank-to-bank wire transfer fraud.
Technology enables more bank-to-bank wire transfer fraud.

Banks claim bank-to-bank wire transfers are exempt from the EFTA, leaving
consumers exposed to losing thousands of dollars.

Potential remedies to address bank-to-bank wire fraud.

“Fraud in Focus: Exposing Financial Threats to

wn

R -

10
11
12

13
13

15

17

17
18

20
20
20
24

24
26



57

VI. Check Fraud.
A.  Check alteration fraud is on the rise.

B. Though some protections exist for consumers harmed by check fraud, they are often
left scrambling.

C. Potential remedies to address check fraud.
VII. Electronic Benefit Transfer (EBT) Card Fraud.

A.  EBT card skimming and theft leave cardholders without any protections.
B. Potential remedy to address EBT card fraud.

VIII. Problems with the Collection of Accurate Payment Fraud Data Create an
Additional Barrier to Addressing Payment Fraud.

A.  The problem of fragmented data collection on payment fraud.

B. Potential remedies to address the problem of fragmented payment fraud data
collection.

1. Interagency collaboration.
2. Simplify fraud reporting,
3. Require fraud reporting within payment systems.

4. Require FinCEN to update the Suspicious Activity Report (SAR) to capture
information about accounts that receive fraudulent funds.

5. Ensure consumers are protected from false positives.

IX. Challenges with Account Freezes, Closures, and Holds Due to Fraud Lead to
Debanking Consumers.

A, Overaggressive fraud algorithms can shut out innocent consumers from access to
their bank accounts and funds, and overly broad BSA programs prevent these
consumers from understanding why those actions were taken.

B. Potential remedies to address improper freezes or account closures due to the use of
automated fraud detection.

X. Fraud Traverses Many Industries and Sectors, and the Federal Government Must
Take a Holistic Approach to Combatting Fraud.

A. Criminal Fraudsters rely heavily on text messages to initiate fraud schemes.
B. Recommendations to address scams initiated by text.

XL Fraud Prevention Education Is Necessary in the Fight Against Fraud, But It Will
Not Solve the Problem.

XII. Conclusion

27
27

28
29
30

30
31

32
32

35
36

37

38

40

40

40
41

43
45



58

Chairman Meuser, Vice Chairman Moore, Ranking Member Green, and Members of the
Subcommittee, thank you for inviting me to testify today regarding fraud and its impact on
American families. I am Carla Sanchez-Adams, a senior attorney at the National Consumer Law
Center. 1 offer my testimony on behalf of NCLC’s low-income clients.

Since 1969, the nonprofit National Consumer Law Center® (NCLC®) has used its expertise in
consumer law to work for consumer justice and economic security for low-income and
vulnerable consumers in the United States. NCLC’s expertise includes policy analysis and
advocacy; consumer law and energy publications; litigation; expert witness services; and training
and advice for advocates. NCLC works with nonprofit and legal services organizations, private
attorneys, policymakers, and federal and state government and courts across the nation to stop
exploitative practices, help financially stressed families build and retain wealth, and advance
economic fairness. NCLC has long advocated for stronger laws, regulations, and enforcement to
ensure that consumers’ funds and payments are safe and to prevent and remedy fraud.

I am one of the co-authors of NCLC’s treatise, Consumer Banking and Payments Law. My
colleagues and I interact with legal services, government, and private attorneys, as well as
community groups and organizations from all over the country who represent low-income and
vulnerable individuals on consumer issues, As a result of our daily contact with these advocates,
we have seen many examples of the damage wrought by payment fraud from every part of the
nation. It is from this vantage point that I supply this testimony.

NCLC has previously provided testimony before Congress on the need to address payment
fraud.! Additionally, NCLC has provided feedback to various regulatory agencies on the same
issue.? I reiterate and incorporate those comments here as well,

! See Testimony of Carla Sanchez-Adams, NCLC “Examining Scams and Fraud in the Banking Svstem and Their
Impact on Consumers,” Hearing Before the U.S. Senate Committee on Banking, Housing, and Urban Affairs,
(February 1, 2024), available at https://www.nclc.org/wp-content/uploads/2024/02/Writlen-testimony -The-Problem-
of-Paymeni-Fraud pdf; NCLC et al., Statement for the Record, “What 's in Your Digital Wallet? A Review of Recent
Trends in Mobile Banking and Payments,” Hearing Before the House Financial Services Taskforce on Financial
Technology at 10-11, (April 28, 2022), available at hitps://'www.nclc.org/wp-

ntent/uploads/2022/10/Digital_Wall imony.pdf; Testimony of Odette Williamson, NCLC “Fraud, Scams
and COVID-19: How Con Artists Have Targeted Older Americans During the Pandemic, " Hearing Before the U.S.
Senate Special Committee on Aging, (September 23, 2021), available at hitps://'www . nclc,org/wp-
content/uploads/2022/08/Testimony_Covid_Aging-1.pdf.
2 See NCLC, Comments regarding the Request for Information on P ial Actions to Address Payments Fraud by
the Office of the Comptroller of the Currency, Board of Governors of the Federal Reserve System, and Federal
Depaosit Insurance Corporation, (September 15. 2023), available at hitps://'www neclc orgiwp-
content/uploads/2025/09/2025.09.15_Comments_Fraud-RFl-on-Payments-Fraud.pdf; NCLC, Comments regarding
the Expansion of Fedwire Funds Service and National Settlement Operating Hours, (September 6, 2024), available
at hups://www, nele org/wp-content/uploads/2024/11/2024.09,06_Comnents NSS-Comments pdf; NCLC,

Comments regarding FinCEN s Rulemaking on Anti-Money Laundering and Countering the Financing of Terrorism
Programs, (Scptcmhcr 3, 2024), available at https: .l’.l’\-. ww.nclc orgg\\ p—
/1

NCLC e: al., Letter Urging Federal Reserve Board to Prevent FedNow Errors and .’<mmf. {A!lgusl 10, 2022],
available at hitps://'www.nclc org/wp-content/uploads/2022/09/FedMNow_fraud_lir pdf: Comments of 43 consumer,
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Executive Summary

Fraud continues to pose a threat to U.S. households, businesses, financial institutions, and the
economy as a whole. In 2024, consumers reported over $12.5 billion fraud losses to the Federal
Trade Commission,* though total fraud losses are far higher. According to the Pew Research
Center, 73% of U.S. adults have experienced some kind of online scam or attack, and one in five
U.S. adults reported having lost money because of an online scam or attack.* But the impacts of
fraud are most keenly felt by certain vulnerable populations such as older Americans,’
communities of color, and low-income consumers, ® who have a more difficult time recovering
from fraud losses.

Consumers are plagued by problems with unauthorized transactions as well as fraudulently
induced payments involving peer-to-peer payment applications, crypto-assets, bank-to-bank wire
transfers, check alterations and forgeries, and Electronic Benefits Transfer (EBT) card skimming.
The increasing ease and use of mobile and online banking through technological advancement
have also simultaneously provided opportunities for scammers to exploit newer payment
technologies. However, obtaining a complete and holistic picture of the volume, loss, and threat
of payment fraud is difficult because of the fragmented way we collect fraud data.

The financial institutions and companies that design and run these payment systems, including
the financial institutions and companies that hold the accounts of criminal fraudsters and money
mules that receive fraudulent payments, need to take more responsibility for making these
systems safe and protecting consumers. Given the increasing sophistication of fraud schemes,
warnings to consumers are insufficient. If payment system participants take responsibility for
protecting consumers, they will have the incentive to leverage the latest innovative technologies
to prevent and detect fraud and apportion liability among the various system participants, thereby
making the entire system safe. At the same time, any attempts to combat fraud must also be
tempered with policies and procedures that protect innocent consumers who do not engage in
payment fraud but whose funds might be frozen for extended periods of time.

small business, civil rights, ity and legal service groups to Federal Reserve Board Re: Collection of Checks
and Other ltems by Federal Reserve Banks am.l’ !'um.-‘s !mmﬁr\ Mmugh .f'ed“ ire, Docket No. R-1750; RIN 7100-
A016 (September 9, 2021), available at h I 0 (“FedNow Comments™).
* See FTC “New FFTC Data Show a Big Ju.-np in Repor{ed Losses ro Fi r(.-ud m '$12.5 Billion in 2024 (Press Release)
(March 10, 2025), available at hips://www.fic. gov/news-gvents/news/press-releases/2025/03/mew-fie-data-show-
ig-jump- -1 -fraud-125-billion-2024,
* Anderson, Monica, Gottfried, Jeffrey, and Park, Eugenie, “Online Scams and Attacks in America Today,” Pew
Research Center, (July 31, 2025), https://www pewresearch.org/internet/2025/07/3 l/online-scams-and-attacks-in-

america-today/. The Pew study found that, “nearly all Americans view online scams and attacks as a national
problem. More than nine-in-ten say online scams and attacks are a problem in the country, including 79% who
describe them as a major problem. Most U.S. adults have been a victim of an online scam or attack. We find that
73% of U.S. adults have ever experienced things like credit card fraud, mansomware or online shopping scams.”

* According to the Federal Trade Commission, though younger people (ages 20-29) reported losing money to fraud
more often that older people in 2024, those aged 70+ had a higher median loss than those aged 20-29 ($1.650
comparcd 10 $417). See

S1d “Black HISp(IIIlC and Asian adults are more |I.k01\ than White adults to say they have lost moncx because of an
online scam or attack, (and) those with lower incomes (26%) are more likely than those in upper-income houscholds
(15%) to say they have lost money in this way. Those in middle-income houscholds fall in between the two other
groups (20%).”
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Telecommunication companies, including VOIP providers and aggregators, and social media
platforms must also take responsibility for keeping criminals off their systems. Most frauds start
with a text or a fraudulent social media post on a marketplace or other platform.

To combat payment fraud, we recommend addressing the current gaps and ambiguities in the
Electronic Funds Transfer Act (EFTA) that leave consumers unprotected. These include:

* Ensuring consumers are protected from liability when they are defrauded into initiating a
transfer;

* Allowing the consumer’s financial institution, after crediting the consumer for a
fraudulent transfer, to be reimbursed by the financial institution that allowed the criminal
fraudster to receive the fraudulent payment;

¢ Ensuring that the EFTA applies to stablecoins and crypto-assets when used for consumer
payments;

¢ Eliminating the exemptions for bank wire transfers” and electronic transfers authorized
by telephone call, bringing those transfers within the EFTA and its protections against
unauthorized transfers and errors;

¢ Eliminating the exclusion of EBT cards from the EFTA, bringing those transfers within
the EFTA and its protections against unauthorized transfers and errors;

e Clarifying that the EFTA’s error resolution procedures apply when the consumer makes a
mistake, such as in amount or recipient;

o Clarifying that the error resolution duties under the EFTA apply if a consumer’s account
is frozen or closed, or the consumer is otherwise unable to access their funds, with an
exception if the consumer was denied access due to a court order or law enforcement, or
the consumer obtained the funds through unlawful or fraudulent means; and

¢ Considering whether consumer protections for checks should be included in the EFTA.

Federal regulators should also take additional steps to address fraud and protect innocent
consumers who are harmed by fraud. For example, federal regulators should:

e Enforce and strengthen laws that require financial institutions and other companies to
protect consumers from unauthorized and fraudulently induced charges, especially when
EFTA violations occur;

e Devote more attention to the responsibilities of institutions that receive fraudulent
payments, including stepping up enforcement of Bank Secrecy Act /Anti-Money
Laundering obligations;

e Establish interagency collaboration to assist consumers with reporting fraud, collecting
data on fraud, and establishing systems for sharing fraud data and findings; and

e Provide guidance to financial institutions about the timelines and procedures for
consumers to regain access to improperly frozen funds, including providing clarity about

7 As discussed below, Regulation E exempts some wire transfers, though a court has held that that exemption may
not apply inevery circumstance.

(¥
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what information can and should be given to accountholders regarding account closures
and freezes.

Congress should also pass legislation and work with the Federal Communications Commission
(FCC) to address the role that telecommunications providers play in facilitating fraud. Some of
these measures include:

e Requiring a bond for transmitters of phone calls and texts.

¢ Requiring rigorous know-your-customer and know-your-traffic procedures that force
carriers to vet callers and calls that transit their network.

e Requiring record-keeping for call originators to ensure that information about callers is
available for government or private enforcement efforts.

e Requiring carriers to investigate call traffic that displays suspicious characteristics, like a
high percentage of short-duration calls and other indicia of fraud.

e Adopting federal regulations for phone number resellers to address phone number
rotation schemes that allow callers to undermine the goals of the STIR/SHAKEN
framework.

e Authorizing the FCC to file actions for civil penalties in federal district courts.

e Strengthening the Telephone Consumer Protection Act (TCPA) to encourage robust
enforcement against scam callers and those who facilitate fraud.

e Strengthening the Telemarketing Sales Rule (TSR) to expand enforcement.

In the testimony below, I will focus on five payment vehicles that have seen increasing fraud:
person-to-person payments, crypto-assets, bank-to-bank wire transfers, check alterations, and
Electronic Benefit Transfer cards, I will discuss how these payment frauds impact consumers and
how protections can be improved. I will also discuss additional measures needed to combat
fraud, such as improving data collection and addressing the problem of false positives when
innocent consumers are impacted by account closures or freezes due to fraud.
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I.  Fraud Is a National Threat That Affects Everyone.

Fraud continues to climb and devastates millions of consumers across the country each year. In
2022, the Federal Trade Commission (FTC) received more than 2.5 million reports of fraud with
reported losses totaling almost $9 billion ($8,996,000) from its Consumer Sentinel Network *
Those losses were up a shocking 46.7% from 2021. And in just two years (2024), that amount
rose to a little over 2.6 million reports of fraud totaling approximately $12.8 billion in losses, a
42.2% increase in dollars lost.”

Additionally, the FTC numbers reflect only fraud cases reported to the Consumer Sentinel
Network. Fraud is substantially underreported; only a small percentage of U.S. fraud victims
report the fraud to law enforcement. '’

As AARP noted:

“While nearly nine in 10 respondents (87%) feel people should report incidents of fraud,
only an estimated 15% contact law enforcement. The gap may be tied to attitudes and
awareness about fraud. Sometimes those who have been victimized by a scam feel
embarrassed, guilty, or believe there is nothing police can do.”"!

Fraud impacts all of us, across every community— the young and the old, those with higher and
lower household incomes, as well as the highly educated and those with lower levels of formal
education.'?

While the common belief is that older consumers are more likely to be susceptible, in fact
younger people are also significantly likely to experience fraud. But when older people suffer
fraud, they lose far more money, as shown by the following FTC chart: "

# }'-‘TC Fraud chons by Amount Lost, available at

2 Id.

Rcscarcthnlcr (Jul\ 'sl 2{123) a\allablc at hu

ks-in-ameri /. The Pew study found |I1al roughly lhmc-quancrs orthc survey group did not report to law
enforcement that ﬂ'lE\ losl money from an online scam or attack, while only 26% said they had informed law
enforcement. See also Department of Justice, U. S D1s1r1c1 Allorrm 5 Ofﬁcc Dlslrlcl of Alaska, Financial Crime

Fraud Victims, (2020), available at b
" Williams, Alicia R., “Americans Are . Iu are of . I*mud‘v Pervasiveness but Remam I ufnemba’e AARP Research,
(May 17, 2023), available at hitps://www.aarp.org/priftopics/work-finances-retirement/fraud-consumer-

ion/fi awarer Ider-adulis/; see Department of Justice, U.S, District Attorney s Office, District of
AIdskd Financial Crimc qud Viclims (20200, a\‘lildblc at lm s!.n’\m W, 'usticc 10N Ius.io-akfﬁnancidl fraud-crimcs.

Rescarch Ccmcr (Juh 31, 2(125) av a||ab1c at v
attacks-in-america-today/. See also Levinthal, Dave, “Cyberthieves sfofe $186,000 from a Republican member of
C ongress as ﬁaud‘ ep:deuuc plagues pohncaf committees,” Busmess Insider, (No\cmbcr 29, 2022), available at
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Fraud has a particularly harsh impact on low-income families and communities of color, who
have fewer resources to help them recover. Fraudsters often take the last dollar from those least
able to afford it, and often target older adults, immigrants, and other communities of color.

I.  Payment Systems and Telecommunication and Social Media Companies Play an
Important Role in Enabling or Preventing Fraud and in Protecting Consumers.

Criminal fraudsters who steal money through fraud schemes need a way to contact a victim to
initiate the fraud scheme and a way to obtain a victim’s money. They use a variety of avenues to
contact their victims, including text messages, phone calls, and contact on social media
platforms. The criminal fraudsters also use a variety of payment systems to receive that money,
including person-to-person (P2P) transfer services, crypto-assets, bank to-bank wire transfers,
bank transfers through Zelle, checks, and gift cards. Each of these systems has a role to play in
keeping criminals out, preventing fraud, and protecting consumers. Fraud does not succeed if the
fraudster cannot contact a victim or if the fraudster cannot receive the money.

Fraud may result in unauthorized transactions or fraudulently induced transactions, each with
different protections. After obtaining information through phishing schemes, fraud schemes, or
data breaches, criminals may make unauthorized transactions for which consumers generally
have protection (though, in some cases, imperfect protection, as discussed below). Checks can
also be stolen and altered, another form of unauthorized transaction. Or criminals can defraud a
consumer into making a fraudulently induced transaction where protection is sorely lacking.

As discussed in more detail below, payment fraud usually involves at least two institutions — the
institution that holds the fraud victim’s account (the consumer’s institution)'¥ and the institution

' Though businesses can also be the victims of fraud, this testimony will focus on consumers and consumer
protection.

6
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that receives the stolen funds and holds the account of the fraudster or money mule (the receiving
institution). When seeking to prevent and remedy fraud, it is important to focus on the
responsibilities of both the consumer’s institution and the receiving institution as well as the
payment system itself, regardless of whether the fraud is unauthorized or fraudulently induced.
When consumers are protected, these institutions and systems will have incentives to use their
resources and technological innovations to prevent fraud and make everyone safer.

III.  Person-to-Person (P2P) Payment Fraud.
A. The prevalence of P2P use and the incidence of fraud on these platforms.

Person-to-person (P2P) payment apps have become increasingly popular among consumers. According to
the Atlanta Federal Reserve, as of 2023, almost three-quarters of U S, consumers used payment accounts
such as PayPal, Venmo, Zelle, and Cash App in 2023." In addition to P2P payment services, consumers
are also increasingly adopting other forms of technology to make payments.' P2ZP payment systems, if
properly designed, can provide broad benefits to consumers. But those benefits will only be
realized if the systems are safe to use.

According to the FTC, “payment app or service” is the second largest category of payment
method specified by fraud victims in terms of number of reports (atter credit cards) for all of
2024, and the largest category of payment method specified by fraud victims in terms of number
of reports for the first two quarters of 2025.'7 The Consumer Financial Protection Bureau
(CFPB) has also seen high growth in complaints about fraud in P2P apps and digital wallets.'*

As consumer, small business, civil rights, community, and legal service groups described at
greater length in comments submitted to the Federal Reserve Board (FRB) and the CFPB, the
existing P2P payment systems of large technology companies and financial institutions simply
are not safe for consumers to use.'” The news media has reported many of the fraudulent

1 Federal Reserve Bank of Atlama 2023 Survey (.-nd Diary of C Pa (‘hame S v Re\uhs (June
2024), av: a:lablc at hitps:/iw ki y ¢

See Federal Trade Commission, New FTC Dnm. oW (on.sumers Reported Losing Nearly 58.8 Billion to Scams in
2022, (Press Rclcasc](}'-'cbman 23, 2023), available at _ups [hwww fic. govinews-ev cn]ga‘ngu 51'11355
1 i illi

1% Chen, Jane, Deepa Mahajan, Marie-Claude Nadcau and Roshan Varadarajan, “Consumer D:g;mf Payments:
Already Mainstream, Increasingly Embedded, Still Evolving,” Digital Payments Consumer Survey, (October 20,
2023}, available at https://www.mckinsey com/industries/financial-services/our-insights/banking-matters/consumer-
digital-payments-already-mainstream-increasingly-embedded-still-evolving.
" F‘l“C fraud reports by pa\ ment method, available at

i de.commission/viz/FraudReports/Pay meniContactMethods. The

FTC can identify the payment method that the criminal used in only a small fraction of fraud reports. and fraud is
underreported in general, so the FTC’s numbers vastly understate the amount of fraud facilitated by Payment app or
service.

% U.8. PIRG Educ. Fund, Virtual Wallets, Real Complaints, at 2, (June 2021), available at

https:/fuspirg org/sites/pirg/files/reports/Virtual Wallets/Virtualwallets_USP_V3 pdf,

19 See Comments of 65 Consumer, Civil Rights, Faith, Legal Services and Community Groups to CFPB on Big Tech

Pavment Platforms at 4-5, Docket No, CFPB-2021-0017, (December 21, 2021), available at https://bit.lv/CFPB-
BTPS-comment (“CFPB Big Tech Payment Platform C ") Co ts of 43 , small business, civil

rights, community and legal service groups to Federal Reserve Board Re: Collection of € hecks and Other Items by

7
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schemes enabled by the P2P systems.?® Generally, these scams and theft would not have been
possible without the payment apps.

P2P fraud has a particularly harsh impact on low-income families and communities of color.
These communities, already struggling and often pushed out of the traditional banking system,
can least afford to lose money to scams and errors. Because many people of color and immigrant
communities are also unbanked or underbanked,?' they are the target audience for use of many of
the P2P apps. For example, a September 2022 Pew Research Center survey shows that 59% of
Cash App users are Black and 37% are Hispanic.?

Yet Cash App has also been subject to reports of widespread fraud,? failing to protect the very
vulnerable populations it targets. As a result, 48 state regulators obtained a consent order against
Block, the operator of Cash App. The CSBS order required Block to pay $80 million and
“undertake corrective action for violations of the Bank Secrecy Act (BSA) and anti-money
laundering (AML) laws that safeguard the financial system from illicit use.”?* Similarly, the
CFPB ordered Block to pay $175 million and to fix its failures after finding that Block failed to
take timely, appropriate, and effective measures to prevent, detect, limit, and address fraud on
the Cash App platform 2

Zelle is another popular P2P payment service, but users transfer funds between bank accounts
directly.?® As more and more consumers have used Zelle, the service also has become popular
among criminals.?” As a result of the many complaints relating to payment fraud on Zelle, the

Federal Reserve Banks and Funds Transfers Through Fedwire, Docket No. R-1750; RIN 7100-AG16, (September

9, 2021), available at https://bit.lv/FedNowCoalitionComments (FedNow Comments).

* Morales, Mark, “Venmo (md a.rher pavment app thefi n sk »rockermg ' Uanha.'mn DA W (.-rm“ " CNN, (January 23,

2024), available at hiips:
“Kansas City woman warns others afier losing nearly 82,000 in rental home scam.” Fox4, (Md} 3. 2021). available

at https://fox4ke com/news/kansas-citv-woman-warns-others-after-losing-nearly -2000-in-rental-home-scam/;

Cioppa, Jordan, “James Island woman says rental scam cost her 82,600, WCBD News2, (January 10, 2023),

available at htips://www.counton? com/news/james-island-woman-says-rental-scam-cost-her-2600/.

' 11.3 percent of Black and 9.3 percent of Latino households are unbanked compared to only 2.1% of white

houscholds. See FDIC, 2021 FDIC National Survey of Unbanked and Underbanked Households, at 2, available at

https:/fwww fdic. gov/analysis/household-survey/202 Ireport.pdf (last updated July 24, 2023).

2 Anderson, Monica, “Payment apps like Venmo and Cash App bring convenience — and security concerns — fo

some users,” Pew Research Center, (September 8, 2022), available at https://www.pewresearch.org/shor-

reads/2022/09/08/pav ment-apps-like-venmo-and-cash-app-bring-convenience-and-security-concems-lo-some-users/,

* Hindenburg Research, “Block: How Inflated User Metrics and “Frictionless’ Fraud Facilitation Enabled Insiders
To Cash Out Over 81 Billion,” (March 23, 2023), available at hitps://hindenburgresearch.com/block/. (“Former
employees estimated that 40%-75% of accounts they reviewed were fake, involved in fraud, or were additional
accounts tied to a single individual™).

M CSBS, “State Regulators Issue S80 Million Penalty to Block, Inc., Cash App for BSA/AML violations,” (Press
Release) (January 15, 20235), available at hitps://www.csbs org/newsroom/state-regulators-issue-80-million-penalty -

block-inc-cash-app-bsaaml-violations.
> In re. Block, Inc.. CFPB No. 2025-CFPB—0001 (January ]6 2025) (conscm order), available at

* The FTC designates Zelle transfers as part of the “bank transfer or pm ment” category, wl Iuch also includes bank-
to-bank wire transfers. See Section V. A of this testimony for FTC statistics on “bank transfer or payment.” also
available at

hitps://publi L file/fi

7 Cowley, Stacy and Nguyen, Lananh. “Senators quesmm Zelle over how it is responding to reports of rmng
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CFPB filed suit against Early Warning Systems (EWS) (the operator of Zelle), Bank of America,
JPMorgan Chase, and Wells Fargo, alleging violations of the EFTA and violations of the
Consumer Financial Protection Act. The CFPB alleged these players knowingly rushed the
launch of Zelle “without implementing effective consumer safeguards.”®

However, with the change in Administration and the change of leadership at the Agency, the
CFPB dismissed the suit. In the wake of the dismissal, the New York Attorney General filed suit
against EWS on August 13, 2025.%” The NY AG seeks restitution for New Yorkers who were
harmed by Zelle, which “failed for years to set up anti-fraud features, allowing criminal
fraudsters to steal more than $1 billion from users between 2017-2023.73

B. How technology perpetuates P2P fraud and theft.

Fraudsters have extraordinary creativity; they are constantly developing creative ways to steal
people’s money by setting up increasingly sophisticated schemes to obtain access to accounts or
to fraudulently induce consumers into payment transactions. *' The Federal Communication
Commission’s (FCC) website includes a Scam Glossary detailing dozens of different ways
individuals and small businesses have lost money to these schemes, ** and the FCC specifically
identified P2P apps as a primary means for executing scams and fraud.** Clearly, the warnings
provided by the payment apps themselves to beware of scams and fraud are not adequate to
protect consumers from the losses.

Additionally, with imposter scams topping the FTC’s category of fraud type for the last five
years,** the use of deep fakes generated by artificial intelligence (A) to perpetuate payment

Srawd.” New York Times, (April 26, 2022), available at https:/'www . nytimes.com/2022/04/26/business/zelle-
fraud. hmll Pradelli, Chad, * f still don 't know how they got access : Woman loses thousands after thief targets her
Zelle app.’ ABC Action News, WMP\.-’I-TV Philadelphia, PA (June 2, 2023), available at https://6abec.com/zelle-
13335405/, See CBS This Morming, “C ampfmm‘\ against mobile
pavment apps like Zelle, Venmo smge 300/ as Consumers f.r.-H victim to more money scams, CBS News, (June 23,
2021), available at hiips: v

* CFPB. “CFPB Sues J!’\!organ & hase. Bank of Jmerfm. md Wells }*argo Jow . Hfmrmg Fraud to !‘esier on ./ef.fe
[Prcss Release) (December 20 2024), av. .ulablc at https:

Nc“ York), complaml avi allablc at I1 .
v-carly-warning-services-lle-complaint- 2(}2': f.
¥ New York State Attorney General, Attorney General James Sues Company Behind Zelle for Enabling Widespread
Fraud, (Press Release) (August 13, 2025), available at https://ag. nv.gov/press-release/2025/attorney -general-james-
mpany-behind-zelle-enabling-wi -fraud.

31 See NCLC, EPIC report Scam Robocalls: Telecom Providers Profit, at 6-10, (June 2022), available at
https:/fwww. nele.org/wp-content/uploads/2023/02/Robocal -Rpt-23 pdf for examples of the types of scams utilized
by robocalls and scam texts; see alse Testimony of Margot Saunders, NCLC “Protecting Americans from
Robocalls,” Hcaring, Before the U.S. Senate Committee on Commerce, Science & Transportation, (October 24,
2023), available at hips:/www nele org/wp-content/uploads/2023/10/Testimony -0f-NCLC-on-Robocalls-2023 pdf.
32 Federal Communications Commission. Scam Glossary, available at https://www.fec gov/scam-glossary

¥ Federal Communications Commission. “As More Conswumers Adopt Payment Apps, Scammers I oﬁou-_‘ (updated
February 25, 2021), available at Iy
* Federal Trade Commlssmn Fraud Reports by chon T\rpc‘ Top chons available at

l{ e a3
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fraud is disconcerting.>® NCLC joined numerous nationwide and state advocacy organizations in
sending a letter to the FTC and the CFPB on the threat of Al-generated deep fakes used for
financial fraud.®

C. Current ambiguity in the law leaves consumers insufficiently protected from
P2P fraud.

The Electronic Fund Transfer Act (EFTA) and its implementing Regulation E protect consumers
when problems with electronic funds transfers, such as P2P transactions, occur. The law provides
consumers with remedies for P2P fraud when it is unauthorized, such as when a criminal
defrauds a person into turning over account credentials and then the criminal commits an
unauthorized transfer. The definition of “unauthorized transfer” under Regulation E is a transfer
from a consumer’s account “initiated by a person other than the consumer without actual
authority to initiate the transfer and from which the consumer receives no benefit.”*’

However, the response to consumer complaints about unauthorized payments by some of the
largest players in the P2P market is inconsistent at best and possibly non-compliant.’® It is
unfortunately too common for financial institutions to fail to comply with the unauthorized use
protections of the EFTA and deny reimbursement on improper grounds.*

The response to P2P payment fraud becomes even more problematic when it involves claims of

35 See FBI, Public Service Announcement Alert Number: 1-120324-PSA “Criminals Use Generative Artificial
Intelligence to Facilitate Financial Fraud,” (December 3, 2024), available at

hiips:www ic3 gov/IPSA/2024/PSA241203; U.S. Department of Homeland Security, fncreasing Threat from
Deepfake Identities. (2021), available at
https:/'www.dhs.gov/sites/default/files/publications/increasing_threats_of_deepfake_identities_0.pdf. See also van
der Linde, Ileana, Af scams, deep fakes, impersonations ... oh my! JPMorgan Wealth Management, (July 10, 2025),
available at hitps://www jpmorgan.com/insights/fraud/fraud-protection/ai-scams-deep-fakes-impersonations-oh-my:
Schwartz, Christopher and Wright. Matthew. "Ioice Deepfakes Are Calling. Here's How to Avoid Them." Gizmodo,
(March 24, 2023), available at hitps./gizmodo.com/ai-deeplake-voice-how-to-avoid-spam-phone-calls- 1850245346,
36 NCLC et al., Letter to CFPB and FTC on Threat of Al- (:enemfed' Deep Fakes Used for Financial Fraud,
(Septcmbcr 13, 2023), available at hitps:/’www nclc.org/w. L

fraud- FPB-and-FTC. pdf,

12 C.F.R, § 1005.2(m) (crnphzlsis added).

3 Brown, Sherrod, Elizabeth Warren. and Jake Reed. “Brown, Reed, Warren Urge Venmo, Cash App to Reimburse
Victims of Fraud and Scams | United States Committee on Banking, Housing, and Urban Affairs.” (December 14,
2023), available at https://www.banking.senate.gov/newsroom/majority/brown-reed-warren-urge-venmo-cash-app-
lo-reimburse-victims-of-fraud-and-scams, See also Hindenburg Rescarch Repon, “Block: How Inflated User
Metrics and “Frictionless’ Fraud Facilitation Enabled Insiders to Cash Out Over $1 Billion,” (March 23, 2023),
available at htips:/hindenburgresearch.com/block/.

¥ See, e.g., CFPB, Supervisory Highlights at 17, (S 2022) (“Examiners continued to find issues with
financial institutions failing to follow Regulation E error resolution procedures.... A financial institution cannot
require a consumer to file a police or other documentation as a condition of initiating or

completing an error investigation.); CFPB, Supervisory Highlights at 15, (Summer 2021), available at

www . consumerfinance. gov (stating that “Supervision continues to find violations of EFTA and Regulation E that it
previously discussed in the Fall 2014, Summer 2017, and Summer 2020 editions of Supervisory Highlights,
respectively,” (Listing several violations)): Sonbuchner, Scott, Examiner, Fed. Reserve Bank of Minneapolis,
Consumer Compliance Outlook, Error Resolution and Liability Limitations Under Regulations E and Z; Regulatory
Regquir ts, Ci Vielations, and Sound Practices, (2d issue 2021), available at

WWW i mpliz 1 Ig.
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fraudulently induced payments, P2P apps disclaim responsibility to protect consumers from
fraudulently induced transactions, even though those payments go to accounts held at the same
P2P app. Similarly, most banks will deny a claim of error for a fraudulently induced transaction,
though Zelle has begun reimbursing consumers for some fraudulently induced transactions
resulting from certain types of imposter scams.*

The definition of “unauthorized transfer” under Regulation E as described above contemplates a
transaction that was not initiated by the consumer. If the consumer initiated the transfer, even if
the consumer was defrauded into initiating the payment, financial institutions are likely to
dispute their liability and may even refuse to help.

Nevertheless, some fraudulently induced transactions may fall under Regulation E’s separate
error protections, such as the protection against incorrect transactions — i.e., a payment that went
to an imposter — or the right to obtain information.*! The CFPB also has authority to define
additional categories of error.*?

The disparity of treatment between unauthorized and fraudulently induced payments under
Regulation E is made clear in the following two scenarios:

e Scenario A: Laurie receives a call from a person claiming to be with the IRS. The caller
threatens to arrest her if she does not make a payment. Laurie gives the caller her bank
account number and routing number, and the caller uses that information to initiate a
preauthorized ACH debit against her account.

s Scenario B: Laurie receives a call from a person claiming to be with the IRS. The caller
threatens to arrest her if she does not make a payment. Laurie takes out her smariphone
and sends a P2P payment to the number or email given by the caller.

Though there is very little difference in these two scenarios, Regulation E protects Laurie in
Scenario A where she can contest the debit as unauthorized. In Scenario B, financial institutions
will take the position that Laurie is unprotected because she initiated the payment. The difference
between how the payment was initiated in Scenario A and B does not make a scammer any more
entitled to the money or make the scammer’s bank any less responsible for banking a scammer.

D. Responsibility of receiving institutions.

As discussed earlier, payments often involve two institutions: the one that sent the payment (the
consumer’s institution in the P2ZP context) and the one that received it. While the EFTA governs
only the responsibilities of the consumer’s institution, other laws and network rules give the
receiving institution obligations to prevent fraud.

Scenario A described above is unlikely to occur because scammers like the fake IRS caller
would be deterred from using the ACH system. The ACH system vets and monitors who is

' Campisi, Natalie, * \cammed Ou: Of Money On /eHe’ You U:gm Be. Ib.fe To Get It Back.” Forbes (November.
13, 2023), available at hitps: s ¢
15 US.C. § 16936(1)(2), (6); 12 CF. R. § 1005. Il(a)((l)(u) (vii).
“15US.C _\ 16936(f)(7).
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allowed to initiate ACH payments, and the liability of a bank that initiates and receives
fraudulent debit payments under both Regulation E and Nacha rules leads to stronger controls
that are more likely to keep the scammer from having an account or having access to the ACH
system.

But with the growth of payment apps, online bank account opening, and identity theft, it is easier
for scammers to obtain accounts — potentially using stolen or synthetic identities — that they can
then use to receive payments (directly or through money mules). Yet at present, the payment
service or bank receiving the fraudulent payment on behalf of the scammer has no direct liability
for enabling the scammer to receive the payment. As a result, that institution has less incentive to
prevent the scammer from obtaining an account, put a hold on access to suspicious payments, or
shut down the account quickly.

If consumers had more remedies against fraudulently induced transactions, payment network
rules could pass liability in whole or in part back to the institution that holds the fraudster or
money mule account, which would help to correct these incentives. This is what the United
Kingdom has done, as discussed below,

Consumer complaints of P2P fraud will continue to escalate because the current systems impose
insufficient responsibility on system operators and financial institutions to protect consumers
against fraudulent schemes. Given what we know about how fraudsters target opportunities with
the least resistance, it stands to reason that fraudulently induced payment fraud will continue to
plague P2P systems if payment systems and financial institutions are allowed to operate under
the assumption that they are not liable.

E. Problems with P2P apps when consumers make mistakes.

Beyond fraudulently induced payments and unauthorized payments, P2P payment apps and
financial institutions typically refuse to help consumers who accidentally send money to the
wrong person or the wrong account — mistakes that are easy to make in payment services
designed for convenience and speed over safety. For example, consumers can send money
through P2P systems using nothing more than a cell phone number to identify the recipient.

Here are other examples:

e Anemployee of NCLC unexpectedly saw $1,000 arrive in his bank account through
Zelle. A few minutes later, he received a frantic phone call from a man telling him that he
had put in the wrong cell phone number and asking for the money back. The NCLC
employee wanted to return the money but asked his bank for assurances that it was not a
scam. The man also called his bank. Both banks (each large top-10 institutions) refused to
help correct the error. After weeks of getting nowhere, the NCLC employee returned the
funds on faith.

e Arthur Walzer of New York City tried to send his granddaughter $100 through Venmo as

a birthday present, but instead sent it to a woman with the same first and last name. When
he discovered the error, he told his bank to refuse payment of the $100, and in response

12
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Venmo froze his account and demanded that he pay them. Venmo eventually refunded
him, but only after a journalist contacted the company on his behalf. It was the first time
he had ever used Venmo — he set up an account specifically to give his granddaughter the
gift.#

Regulation E imposes the duty to investigate and resolve “errors,” which includes “an incorrect
electronic fund transfer to or from the consumer’s account.”** Nothing in the EFTA excludes
consumer errors, and Regulation E should be interpreted to cover them. When a payment is sent
to the wrong person or in the wrong amount, the person receiving the payment is not more
entitled to the payment because the error was caused by the sender. But today, most consumers
are out of luck in this situation unless their bank decides to help and the receiving bank or payee
is cooperative.

F. Potential remedies to address P2P payment fraud.
1. Update the Electronic Funds Transfer Act.

The EFTA was enacted 43 years ago and as described above does not directly address many of
the most important issues in the current consumer payment ecosystem. The statute was initially
adopted at a time when consumers were conducting business with their own financial institutions
and were using payment systems that did not lead to the same types of problems that plague
today’s P2P systems.

We support legislative efforts to address the many gaps and ambiguities in the Electronic Fund
Transfer Act that leave consumers unprotected. Some of these problems could also be addressed
by rulemaking or guidance from the CFPB, though Congressional action would be faster and less
subject to challenge.

The problem of fraudulently induced electronic transfers in P2P payments could be addressed by
amending the EFTA to protect consumers from liability when they are defrauded into initiating a
transfer and allow the consumer’s financial institution, after crediting the consumer for a
fraudulent transfer, to be reimbursed by the financial institution that allowed the scammer to
receive the fraudulent payment.

Problems when consumers make mistakes could also be addressed by clarifying that the EFTA’s
error resolution procedures apply when the consumer makes a mistake, such as in amount or
recipient.

2. Consider the United Kingdom as an example.

The United Kingdom (UK) was early to launch real time payments, and fraudulently induced
payment fraud (what the UK calls authorized push payment or APP fraud) immediately

4 See Elliott, Christopher, “A Venmo user sent $100 to the wrong person. Then the payment service froze his

account,” Seattle Times, (November, 2, 2020), available at https://www seattletimes.com/life/travel/a-venmo-user-
-100-to-the-w -then-the-pay -trvel- /.

15 US.C. § 16836(1)(2); 12 C.F.R. § 1005.11(a) 1)(ii).
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followed. The UK has been formally considering how to tackle the problem of P2P fraud since
2016, when the consumers association “Which?” submitted a “super-complaint™* to the United
Kingdom’s Payments Systems Regulator (PSR).*® The complaint identified the problem of APP
fraud, which happens when scammers deceive consumers or individuals at a business to send
them payment under false pretenses to an account controlled by the scammer. Which? also
identified the lack of consumer protection for victims of APP fraud.

In response, a steering group was formed, comprised of regulators, consumer advocates,
financial services providers and industry representatives.*” The result was the creation of an
industry code called the Contingent Reimbursement Model (CRM) Code, launched in 2019, The
CRM Code required signatories to reimburse consumers who were the victims of APP fraud
under certain circumstances.*® The CRM Code was voluntary and existed to help financial
institutions in the UK, “detect, prevent and respond to APP scams.” ¥

The voluntary decision of the leading UK payment industry players to develop a system to
reimburse fraud victims shows the consensus that protecting consumers benefits industry players
and the payment systems as a whole, not merely consumers. But the uneven implementation of
the system — and the growing calls to make it mandatory — also show the limits of voluntary
measures.

As reported in September 2021, very few victims of APP fraud were reimbursed under the CRM
Code: “banks found victims at least partly responsible in 77% of cases assessed in the first 14
months following the introduction of a Contingent Reimbursement Model and voluntary code.
Two banks found the customer fully liable in 90% of their decisions.®!

50

Under the CRM code, consumers who were unhappy with their bank’s refusal to compensate
them could appeal to the Financial Ombudsman Service, which reviewed denials of
reimbursement requests for APP fraud. Data obtained by Which? found that in 73% of the
complaints the ombudsman received about APP fraud from 2020-2021, the ombudsman
concluded that banks were getting the decisions wrong, reversed the banks’ denials, and found in

* A super-complaint may be made by a designated consumer body where the body considers features of a market in
the United Kingdom for payment systems that are or which may be significantly damaging to the interests of
consumers. hitps://www. 1.

4 As part of the Financial Services (Banking Reform) Act of 2013, the Payment Systems Regulator (PSR) was
established to promote compcllllon. innovation, and n’:SpOl'ISI\ eness of payment systems and to receive and respond

to super-complaints. hit
regulator,

7 Speech by the Lending Standards Board Chief Executive, Emma Lovell. “International Perspective-Scams:
Looking Forward: Priorities and opportunities, (March 15, 2022) a\allablc at

hitps:/iwww lendin
perspective-speech/.
 1d.
¥ Id.

3 “Banks called 1o account over \hodmgh ffm rate of remrhursemem‘\ Sfor APP fraud.” FmC\Im (September 15,
2021). available at /
f-reimbursements-for-app-fi
.
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favor of the consumer.>? This level of reversals suggests that the banks’ high rate of denials was
inconsistent with both the letter and the spirit of the Code.>

The Contingent Reimbursement Model as an industry response, though laudable and necessary,
proved insufficient to address the growing number of scams and fraud. In the first half of 2021,
APP fraud cases in the UK outnumbered credit card fraud for the first time.*?

Consequently, the UK Parliament’s Treasury Committee recommended “mandatory refunds” to
victims of APP fraud and discussion about whether to make “big technology companies liable to
pay compensation when people are tricked by con-artists using their platforms.”>* As a result, the
Payment Systems Regulator (PSR) undertook rulemaking, subject to a period of open comment
(“consultation”).

In June 2023, the PSR finalized a rule that requires mandatory reimbursement to victims of APP
fraud.*® Under the finalized rule as amended in 2024, victims are reimbursed up to a maximum
of £85,000, with the victim’s financial institution and the recipient’s financial institution splitting
the cost of reimbursement 50:50.%7

3. When liability is split between sending and receiving institutions and not
pushed onto consumers, more will be done to protect consumers.

P2P apps must take more responsibility to protect consumers from the fraud committed on their
platforms and from the scammers they allow to open accounts where they can receive stolen
funds.*® While consumer education is important and necessary, payment system providers’
primary response to fraud and errors in P2P systems should not be to use old-fashioned
disclosures and warnings to consumers to “be careful” and not to send payments to people they
do not know—all while promoting their systems for broad use. Scammers prey on consumers’

2 Which?, “Banks wronglv denying fraud victims compensation in up to 8 in 10 cases,” (November 11, 2021),
available at https://www which.co.uk/mews/202 1/1 ibanks-wrongly -denying-fraud-victims-compensation-in-up-to-

8-in-10-cases/.
53 Contingent Reimbursement Model Code for Authorised Push Payment Scams OP1 at 2, (April 20 2021), available
Jwww lendingstanda X wp-content/upl 2022/03/CRM-Code-LSB-April-202 1. pdf

SUUK Government to Legislate for Mandatory Reimbursement of - ipp!‘mm.“ (chmbcr 18, 2021), available at
iwww finextra, articl 0 legislate-f

fraud

5 “Fraud: MPs seek overhaul to tackle financial scammers,” (February 2, 2022), available at

https://www bbe.com/news/business-60216076,

* Press Release: “ PSR confirms new requirements for APP fraud reimbursement,” (July 6, 2023), available at
htt 5:.-‘;’\\'\\'\\'. r.org uk/news-and-updates/latest-news/news/psr-confinms-new -requirements-for-app-fraud-

i ment/,
" To view a summary of lhc cmgmal rule and the feedback rcccncd during thc opcn COI‘LSLI]I:IIIOI‘I. goto
https:ffwww.,
also Payment S\ stcms Regulator, Cost bcncf it anal\ sis, Faster Payments APP scams rclmburscmcnl rcqulrcmcnl
changing the maximum level of reimbursement {Ocl 2024), available at https:/fwww.psr.org.uk/publications/policy-
statements/ps247-faster-pay ments-app-scams-rei ] confirming-the-maximum-level-of-
rr:ln'Jl:n:lr*:,clrlclmf

% See Sanchez-Adams, Carla, “It is essential that Mem)reu CONSUMErs ﬁ'{;mﬁ'ﬂud over P"P netw orks,” American
Banker. Bank Think, (March 15, 2023). available at i
we-prs nsumers-from-fi ver-p2p-networks.
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trust, and warnings are far less effective than sophisticated systems that payment providers can
design.

The providers of P2P payment apps and payment systems as well as the financial institutions
who utilize these applications make decisions about what safety features to install, when to
protect consumers, and how to monitor and react to red flags of potentially fraudulent payments
sent and received by their customers. Companies that are incentivized to prevent fraud and errors
will use constantly improving technology and innovations to spot potential scams and errors and
to aggregate reports of fraud. Because the UK’s new rule will require financial institutions to
compensate consumers affected by fraudulently induced transfers (APP scams), for example,
nine of the UK’s biggest banks have signed up to use a new Al-powered tool that helps banks
more effectively spot if their customers are sending money to fraudsters.™

Furthermore, financial institutions already have “Know Your Customer” (KYC) and account
monitoring obligations under the Bank Secrecy Act (BSA) and Anti-Money Laundering (AML)
laws, which should be reflected through their Customer Identification Program (CIP) and
Customer Due Diligence (CDD) policies. Even P2P payment apps and fintech companies have
certain obligations under the BSA. To comply with these laws, the institutions make decisions
about who they allow to open an account and how to monitor and react to red flags of potentially
fraudulent payments sent and received by their customers. When they fail in those
responsibilities and allow a customer to use an account to receive stolen funds, it is appropriate
for that institution to bear the costs if the funds cannot be recouped.

The responsibility of the payment service is even greater in “closed-loop” systems like Cash
App. PayPal and Venmo, where one company has access to the accounts of both the consumer
sending payment and the criminal fraudster receiving the payment. The P2P company benefits
from having the business of both accounts and holds these funds until the consumer or the
criminal fraudster chooses to move the funds. As a result, the P2ZP company has greater visibility
into both ends of the transaction and a greater ability to assess whether the transaction is
fraudulent. The company also controls the criminal fraudster’s or money mule’s account and can
choose to freeze or hold funds while investigating a claim of fraud. The P2P company can ensure
that the money stays within its system, and then reimburse the consumer who has been
defrauded.

If fraud and error rates are low in the aggregate, the system can bear those costs and spread them.
If rates are high, then the systems clearly have fundamental problems that must be addressed.
But even a single instance of fraud or mistake can be devastating to a consumer. The equities
strongly favor protecting consumers with the same type of strong protection they have in the
credit card market.

* Solon, Olivia “Nine British Banks Sign Up to New Al Tool for Tackling Scams,”
available at Jwww , ws/arti 023-07-05/mz gz
tackle-scams.

* Bloomberg (Jul. 25, 2023)
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4. Address the lack of oversight for certain parties involved in the payments
market.

Newer fintech companies, including technology providers and payment apps, do not receive the
same type of supervision as other financial institutions in the United States. Greater supervision
of these companies would allow the supervising agency to ensure P2P companies comply with
their Bank Secrecy Act obligations, are not enabling fraud, and respond appropriately to EFTA
disputes by consumers, before widespread harm occurs. Greater supervision is important because
compliance with basic EFTA obligations has been problematic even in supervised financial
institutions, as noted above.

The CFPB had finalized a rule that would have enabled it to supervise large market participants
who provide general-use digital consumer payment applications,®® which NCLC vigorously
supported.®’ However, the final rule was overturned in May 2025 by a Congressional Review
Act resolution.®? The CFPB has also all but ceased to function and has been actively dropping
enforcement cases, halting supervision, and shedding responsibility over nonbanks. While state
regulators have a role to play in supervising P2P companies, state regulators cannot ensure that
consumers are safe in every state, have limited resources, do not have expertise in the EFTA and
other federal laws, and do not have supervisory authority over national banks.

With the passage of the GENIUS Act, the Office of the Comptroller of the Currency (OCC) may
have some oversight of these P2P companies in some circumstances. For example, PayPal,
which operates as a P2P payment app, has also issued its own stablecoin, PayPal USD. It may
very well apply for a license to be a federal qualified payment stablecoin issuer subject to
supervision by the OCC. However, it is not clear if that supervision will extend to activities
involving fiat payments or other types of crypto-assets, and the OCC is not focused on enforcing
consumer protection laws.

IV.  Fraud through Crypto-Assets.
A. Crypto-assets are a common payment method for criminal fraudsters.

According to the FTC, “cryptocurrency” is the second largest category of payment method
reported by fraud victims in terms of number of dollars lost (atter bank transfer or payment) for
all of 2024 and the first two quarters of 2025.%° Sometimes these two types of transactions are
linked— for example, a fraud victim sends money to a criminal fraudster or the fraudster hacks
into the victim’s account and sends the money via bank-to-bank wire transfer to an account on a

 The CFPB issued a final rule on November 21, 2024, It was published in the Federal Register on December 10,
2024 and the effective date was January 9, 2025, See 89 FR 99382 (December 10, 2024).

SUNCLC et al., Comments to the CFPB's Proposed Rule Defining Larger Participants of a Market for General-Use
Digital Consumer Payment Applications, (January 8, 2024), available at htips://www.nclc.org/wp-
content/uploads/2024/01/240108-CFPB-Pay ments-App-Comment-Final pdf,

628.J. Res. 28, signed by President Trump (P.L. 119-11).
SFTC fmud repons by payment method, available at

FTC can 1dcm1f\ I]1c payment method that the cmluml used in only a small fraction of fraud reports, and fraud is
underreported in general, so the FTC's numbers vastly understate the amount of fraud facilitated by crypto-assets.
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crypto exchange like Coinbase. NCLC has heard of various consumers being harmed by
unauthorized wire transfers to crypto accounts due to account takeovers.

Another type of fraud involving crypto-assets involves cryptocurrency kiosks, also known as
“crypto ATMs,” “BTMs,” or “virtual currency kiosks”. These can be found in supermarkets,
convenience stores, gas stations, bars, and restaurants, and look like bank ATMs. The crypto
ATMs allow people to conduct cryptocurrency transactions, such as sending money to digital
wallets, but are increasingly used as a way for criminal fraudsters to receive funds from fraud
victims. A criminal will instruct their victim to withdraw cash from their own bank and deposit it
into a crypto kiosk to buy a crypto-asset (virtual currency) as part of a tech support, extortion, or
government impersonator scam. The crypto-asset is then sent to the scammer’s digital wallet,
where it can be difficult for the stolen funds to be recovered.

The FBI reported that it received more than 10,956 complaints reporting the use of crypto ATMs
kiosks in 2024, with reported victim losses of approximately $246.7 million, a 99% increase in
the number of complaints and a 31% increase in reported victim losses from 2023, % Amy
Nofziger, director of fraud victim support at the AARP Fraud Watch Network, said “the number
of victim reports involving crypto kiosks that come through AARP’s fraud helpline is ‘just
overwhelming. % Nofziger also related a story about a 76-year-old fraud victim who lost her
entire savings to a crypto ATM %

B. Crypto companies must be subject to the same BSA requirements as banks.

I will not address the safety and soundness issues posed when banks engage with the crypto
industry or questions about whether particular crypto firms should or should not be allowed bank
accounts. However, as Congress considers legislation to regulate the market for crypto-assets, it
is essential that crypto companies and platforms be required to conduct full BSA compliance.
Crypto-assets are one of the top vectors for fraud and other illegal activity, and the growth of the
crypto industry will only result in more fraud if strict controls are not built in,

S FBI, IC3, “Internet Crime Report 20247 (2024 1C3 Report™) at 36, available at
hups:fwww ic3 gov/Annual R R /2024 1C3 .pdf,

% Paulin. Emily, and Snow. Molly, “Scammers Are Using Crypto ATMS to Steal Millions. AARP Is Fighting Back,”
AARP (Published June 10, 2024, Updated June 10, 2025), available at hit Lorg/ady
down-crvpto-atm-2024/,

 Jd. “Atlempling o access her recently deceased husband’s Apple account, the widow mistakenly contacted an
Apple customer service impersonator who convinced her that her identity had been stolen. The impersonator told her
to withdraw her savings and deposit the cash into a crypto kiosk for protection. The woman withdrew $30,000, put it
into the machine and hasn’t had access to the money since.”
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Enforcement of BSA requirements is essential to prevent crypto-assets from being used to
perpetrate criminal activity. Both federal®” and state regulators®® have appropriately brought
enforcement actions against crypto players that had lax programs to conduct due diligence on
their customers, monitor transactions, and report suspicious activities.

Vigilant BSA oversight of accounts involving crypto-assets is also important as crypto-assets
make their way into the U.S, banking and payments system. Several large, well-capitalized
crypto firms have made it clear that their business model is focused on making crypto and
blockchain-based ledgers a mainstream payment method for American consumers. For example,
at least one major payment provider has created a stablecoin expressly intended to facilitate
consumers’ purchase of household goods and services,” while another crypto “native” firm has
created a platform where retail merchants are provided crypto wallets that can receive direct
crypto payments from customers, without the need to convert crypto assets into fiat currency to
settle the transaction.” Reports claim that the platform processes payments for thousands of
merchants, for “on-chain™ payments worth billions of dollars.”' BSA/AML compliance is
essential to ensure that “purchases” using crypto-assets are not used to enable criminals to
receive stolen funds or conduct criminal activity.

Although the GENIUS Act did provide that permitted payment stablecoin issuers will be treated
as financial institutions under the Bank Secrecy Act,” not all crypto-assets and crypto companies
are covered by the GENIUS Act. Consumers also need protection when crypto-assets are used

for payments,” as discussed below.

7 See, e.g., U.S. Dep’t of Treasury, Press Release, “U.S. Treasury Announces Largest Settlements in History with

World's Largest Virtual Currency Iiw.'harrge Binance for 1 ':'ofafions of U.S, .-!n.'r'—.i!onqv Laundering and Sanctions
Laws,” (November 21, 2023), available at htips://hom v/new /iv1925; FinCEN, FinCEN
Announces §29 Million Enforcement Action Against V .-r-'ua! 1v:nef Service Prov fder Bittrex jbr W d{ﬁ:.’ I :a!a.r:om of
the Bank Secrecy Act, (Press Release) (Omober ll 2022} av allahlc al il

£aps ($48 5 million settlement l'or |d.]JSCS in anti-1 -money Idundcnru, adherence dl'hd other dlllz,cnce f'lllurcs in ns
partnership with Binance); N.Y. Department of Financial Services. “Superintendent Adrienne A. Harris Announces
$100 Million Settlement with Coinbase, Inc. after DFS Investigation Finds Significant Failings in the Company's
Compliance Program.” (Pres Release) (January 4, 2023), available at

https: .l’.-‘\un\ dIs ny.gov/re| 115 and ublicallons.-‘ eSS rclcascsa’ r2l12.“‘0104l_

/! )
w Comba.sc A new standard for onchain payments,” (accessed Scptcrnbcr 11, 202:») available at
https:/fwww . coinbase.com/commerce.
I Akolkar, Bhushan, “New Payments Protocol for Coinbase Commerce to F ac.-hm:e Instant Crypto Settlements.”
ComGapc (blog), (chmbcr |7 2()2’.) a\a1|ab1c at hitps:/coinga ;

212 USC § 5903(a)5(A).
3 Any consumer payments made using crypto-assets should come with the full protections given to accounts under
the Electronic Fund Transfer Act.
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C. Stablecoins and crypto-assets must be subject to consumer protection
statutes such as the EFTA when used for consumer payments.

When stablecoins or other forms of crypto-assets are used for consumer payments, they should
be subject to consumer protection laws like the EFTA,. In fact, some courts have found that
crypto-assets are “funds™ within the meaning of the EFTA. The GENIUS Act does not say
otherwise, and thus does not preempt the EFTA’s protection against unauthorized transfers and
errors.

Applying EFTA to the use of payment stablecoins would provide people with greater protections
from payment fraud, the ability to dispute or reverse fake or erroneous transactions, and other
safeguards that they have when using conventional payment instruments, such as credit cards.
The CFPB should also play a role in preventing and remedying fraud that involves stablecoins
and other crypto-assets.

In addition to the EFTA, consumers would also benefit from state and federal legislation aimed
at addressing the harms caused to consumers from fraud schemes associated with payment by
crypto ATMSs, including S.710, the Crypto ATM Fraud Prevention Act of 2025. Over 20 states
have already passed legislation or regulations to improve consumer protections for crypto ATMs
with varying degrees of effectiveness.”™

Y. Bank-to-Bank Wire Transfer Fraud.
A. Consumers are devastated by bank-to-bank wire transfer fraud.

The FTC’s latest fraud data show that “Bank Transfer or Payment” is the payment method used
by criminal fraudsters to receive the largest amount of money.” In 2024, consumers reported
losing nearly $2.1 billion through bank transfer or payment.”™ It also seems safe to assume that
the lion’s share of those losses by dollar volume are through bank-to-bank wire transfers, which
can process very large transfers, rather than through Zelle, although Zelle is increasingly used for
larger transfers. (The FTC’s “Wire Transfer” category includes only nonbank transfers like
Western Union and MoneyGram.)

Moreover, some of the over $1.4 billion reported lost through cryptocurrency may have started
as bank-to-bank wire transfers to crypto banks or exchanges.”” For example, Marjorie Bloom of
Chevy Chase, Maryland, a 77-year-old retired civil servant, lost her life savings, $661,000,
through a bank-to-bank wire transfer into cryptocurrency.”™

4 See AARP Comment to the Senate Ban.ﬁmg( ommiltee Drgnm’ Asset Uﬂrﬁe:‘ Structure Request for Information,
(September 9, 2025), available at Jwww aam. litics/advocacy/2025/09/aa
o banking-rfc.pdf.

“FTC fraud reports by payment method available at
https: f/public tableau.com/app/profile/federal trade commission/viz/FraudRepors/PaymentContactMethods.

7 See Pﬂluska Michael, “Cryptocurrency scam drains retired St. Pete victim's life savings How to spot online
scams, ABC Action Ncus(FIonda) {Junc 19, 2!121) 1\a|lablc at hitps:/iwww abeactionnews com/news/region-

" lacurci, Greg, “How this 77-vear old widow lost $661,000 in a commen tech scam: ‘I realized I had been
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2024 Fraud Reports to FTC Consumer Sentinel Network by Payment Method
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Compared to 2019, it is especially dramatic to note how the bank transfer category has overtaken
nonbank wire transfers, and how astronomically it has grown — from roughly $180 million to
almost $2.1 billion in six years.”

2019 Fraud Reports to FTC by Payment Method
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Over the last several years, NCLC has received numerous inquiries on behalf of consumers and
heard devastating reports about how criminals have used bank-to-bank wire transfers to take

defrauded of everything " CNBC, (Oclober 8, 2023), available at hitps:/fwww.cnbe.com/2023/10/08/how-one-

" The dollar losses in these two charts significantly understate actual losses, as only 12% (2019) to 18% (2024) of
reports included information on payment method, and many fraud losses are not reported to the FTC.
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hundreds of thousands of dollars from people. In one case, an older woman lost her home as a
result. Here are other examples:

¢ A college student lost his entire savings account after someone with two fake
identification cards went into a bank and wired $16,500 to another individual. Busy
with college, he did not notice missing money for a month and a half, but the bank
refused to return the money.*

e After a consumer was the victim of a SIM swap, a wire transfer was used to transfer
$35,000 from his bank account to an account in another state.®' He is a cancer patient
and navigating the bank appeal process has been extremely stressful. These SIM
swaps are increasingly common,

* Alow-income consumer in New York lost over $26,000 — all her savings, which she
had carefully saved over many years — after someone transferred money from her
savings account to her checking account and then made an outgoing wire transfer to
another state.**

e A man lost $15,000 that was wired to another account by someone who gained access
to his account. The bank spotted suspicious activity as the fraud was taking place and
called the man, who alerted them to the fraud, but the bank still refused to return the
money claiming that the EFTA did not apply to these fraudulent electronic
transactions.

e A fraudster hacked a retiree’s online banking account and made a cash advance from
the retiree’s credit card to his linked bank account. The fraudster then immediately
wired that amount from the retiree’s bank account to his own. The bank denied any
relief

¢ A small business had its online banking account hacked and its $60,000.00 checking
account balance emptied over the course of two days and six transactions. The bank
denied relief because its banking agreement generally states that customers are
responsible for unauthorized transactions.®*

Wire fraud has become so problematic that even large news outlets like Good Morning
America have run stories about the perils and lack of protection available to impacted
consumers.*

# Inguiry received by KPRC (Houston NBC station) reporter Amy Davis.

# Email from attorney on file with NCLC.

52 See Barr, Luke, ABC News, “'SIM swap' scams netted $68 million in 2021; FBI" (February 13, 2022). available at
https: //abenews. go.com/Politics/sim-swap-scams-netted-68-million-202 | -fbi/story 7id=82900169.

53 Email from CAMBDA Legal Services to NCLC, on file with NCLC.

51 Pending arbitration before AAA (Wells Fargo).

85 Lawrence and Louis Company d'b/a Hidden Oasis Salon v. Truist Bank, No. 1:22-cv-200-RDA-JFA (E.D. Va.).
% ABC News, Good Morning America, “Woman sounds alarm on sophisticated wire transfer fraud” (July 21,
2023), available at hutps://abenews. go.com/GMA/Living/video/woman-sounds-alarm-sophisticated-wire-transfer-
fraud-101547100,
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All the examples provided above were for unauthorized wire transfers. However, we have
also heard stories where the consumer was fraudulently induced into sending a wire transfer.
For example:

e Three Ohio residents were all defrauded into making a bank-to-bank wire transfer by a
Chase impersonation scam.

o Jeff Phipps from Columbus, Ohio lost $8,500 after the fraudster, impersonating
a bank employee, called and convinced the man that his account had been
hacked into and he needed to provide login information to protect it. “They
asked him if he had authorized a wire transfer and he replied, 'no'. They kept
him on the phone for an hour and 47 minutes. They said, ‘Well, we want to
deactivate your account. Can you send us your username and your passcode?’
And he did thinking it was Chase.” The fraudster took $8,500 with this
information and Chase refused to refund the victim's money since he had given
information to the scammer, "authorizing" it.*’

o Kelli Hinton, 7 months pregnant at the time, received a text about a fraudulent
wire transfer from her account, then a follow-up call from a fraudster posing as
a Chase fraud agent, spoofing Chase’s real phone number. The fraudster kept
her on the line for an hour and convinced her to change her username and
password, allowing him to drain $15,000 from her account.**

o Just months after experiencing a near fatal collision that left him in a
wheelchair, Todd Evans from West Chester Township was called by a fake
Chase fraud protection agent. The fraudster told him about a fraudulent
purchase from his account, which Todd confirmed was appearing on his
account and which neither he nor his wife had made. The fraudster then
mentioned a $45,000 fraudulent wire transfer from the account. Todd and his
wife were nervous about addressing the fraud and asked the caller to verify his
identity. He asked the couple to look at the number he was calling from and
verify it matched the number on their debit card. Based on this confirmation,
the couple allowed the fraudster to guide them through a "wire reversal
process”. Hours later they were out $63,000.%

e A couple in South Carolina received an email from their attorney at the time of closing
their home purchase with instructions on where to send the down payment via bank-
to-bank wire transfer. Their attorney had been the victim of a phishing scam, and the
fraudster used a legitimate email copying an actual employee of the attorney. The
couple lost $108,000.%

¥ Gordon, Clay, “Central Ohio man loses $8,500 in Chase bank impersonation scam.,” 10 WBNS, (March 30,

2023), available at hups:/www_10tv_com/article/moneyv/consumer/wire-fraud-scam-warming/530-Tal76{5¢-ccel)-

4dcc-98a3-5¢740a9043bd.

% McCormick, Erin “Gone in seconds: rising text scams are draining US bank accounts.” The Guardian, (April 22,

2023), available at hitps:/’www_theguardian com/monev/2023/apr/22/robo-lexts-scams-bank-accounts.

# Johnson, Karin “West Chester couple swindled out of thousands Uf(."m‘f(.rr\ bv crooks \;meng bank's phone

number,” WLWTS news, (November 16, 2023), available at htips: i hg
fing-phone-number/43866051.

“ Lee, Diane, * Upstate couple warns of wire fraud that cost them $108,000," CBS7 News, (May 19, 2023),
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Even in instances where consumers realize they have fallen prey to a fraud scheme, banks are
sometimes unwilling or unable to assist consumers or stop a wire transfer. For example, Ann
Booras from San Ramon, California received a call from a fraudster impersonating a Wells
Fargo employee asking if she had wired $20,000 from her savings account. In response to the
directions provided by the fake employee, Ann wired the $20,000 sum to the “bank’s fraud
department” where it would be safe. The fraudster then continued asking about other
supposedly fraudulent transactions, and panicking, Ann “drove to the nearest Wells Fargo
branch, with the man still on the phone, and told a teller someone was attacking her accounts.
Silently, the teller warned her - the thief was actually the man on the phone. ‘I had tears
running down my face, I was literally shaking because I realized I had just sent $25,000 to
who knows where,”.” Ann “pleaded with bank employees to stop those wire transfers -- fast.
But to her shock, no one would help.” She was told, “I'm sorry we're all busy. We're backed
up with appointments back to back. You need to go to another branch, but we can't help you
here.”!

B. Technology enables more bank-to-bank wire transfer fraud.

As the previous stories all illustrate, fraudsters have taken advantage of the technology needed to
send texts and make calls to consumers whose information has been obtained through phishing
schemes or purchased from the dark web. Technology also enables fraudsters and hackers the
ease to take over accounts and initiate transactions through online or mobile banking.

Previously, wire transfers had to be conducted through a cumbersome process of walking into a
bank for a time-consuming, in-person transaction. In-person identification would prevent
unauthorized transfers, and there were some speed bumps for fraudulently induced transactions
as well—the consumer would have time to think about the situation, call a family member, and
talk to the bank teller, who could potentially talk them out of it.

But increasingly, bank-to-bank wire transfers are a service offered and permitted through mobile
and online banking. As a result, fraudsters have an easy method of using unauthorized or
fraudulently induced transfers to steal and send large sums of money, often not possible through
P2P apps that set daily transaction limits. The lack of friction that was found in in-person
transactions has undoubtedly contributed to the explosion of bank-to-bank wire transfer losses.

C. Banks claim bank-to-bank wire transfers are exempt from the EFTA, leaving
consumers exposed to losing thousands of dollars.

The EFTA does not directly exempt wire transfers; it exempts electronic transfers, other than
ACH transfers, made “by means of a service that transfers funds held at either Federal Reserve

available at https://www. wspa.com/news/upstate-couple-wams-of-wire-fraud-that-cost-them-108000/.

“! Finney, Michael and Koury, Renee, “ Wells Fargo bankers tell East Bay customer they've too busy to stop wire
scam,” ABCT, (June 21, 2023), available at hitps://abcTnews com/bank-imy r-scam-wells-farpo-wire-transfer-
be/13407340/#: ~ text=Wells%2 (F; %e20bankers%a20tell%20East busy%620t0%20stop%a20wire%e20scam& text=T
he%a20victim%20was?20stil1%200n, SANY20R AMON%2C%20Calil’,
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banks or other depository institutions and which is not designed primarily to transfer funds on
behalf of a consumer.””> However, Regulation E and the official interpretations of Regulation E
interpret that exemption to cover wire transfers using Fedwire or through a similar wire transfer
system, like SWIFT, CHIPS, and Telex, that is used primarily for transfers between financial
institutions or between businesses.”?

Fraudulent wire transfers can cause consumers to lose their entire life’s savings. Banks claim that
even if a criminal impersonates the consumer and makes a completely unauthorized wire
transfer, the EFTA and Regulation E protections do not apply; instead, they assert that bank-to-
bank wire transfers are covered under state law, more specifically a state’s adopted version of
Uniform Commercial Code Article 4A (UCC Article 4A).

But the UCC was not designed as a consumer protection statute and was instead designed to
govern commercial-to-commercial transactions. UCC Article 4A offers very weak or no
protection for consumers who have suffered harm due to bank-to-bank wire transfer fraud. In
essence, the consumer is deemed to have authorized a wire transfer if the bank utilized a
commercially reasonable security procedure that the bank and the consumer agreed to
beforehand and if the bank acted in good faith. Yet consumers have no understanding of or
control over those security procedures and no choice but to click “I agree” to the fine print of an
agreement. Banks also claim that their procedures are commercially reasonable even when they
are inadequate.

For example, the New York Attorney General recently filed a lawsuit against Citibank alleging it
failed to protect and reimburse victims of electronic fraud when it used “poor security and anti-
fraud protocols™ that consumers had not negotiated with Citibank.”* According to the lawsuit,
Citibank connected wire transfer services to consumers’ online and mobile banking apps in
recent years— allowing direct electronic access to the wire transfer networks— but employed
lax security protocols and procedures; had ineffective monitoring systems; failed to respond in
real-time; and failed to properly investigate fraud claims.”® As a result, New Yorkers lost
millions of dollars in life savings, their children’s college funds, and even money needed to
support their day-to-day lives.

I have also heard numerous other reports of banks failing to reimburse unauthorized wire
transfers, even when the consumer did not agree to any commercially reasonable security
procedure. Consumers do not have the resources to fight the bank in court or arbitration to
enforce their right to a reimbursement when this occurs.

UCC Article 4A does not provide a consumer with any other remedies besides reimbursement
(and possible interest) of the unauthorized wire amount, and the consumer’s attorney is not
entitled to recover attorneys’ fees from the bank. As a practical matter, it means that a consumer

215 US.C. §1693a(T)(B).

% Reg. E, 12 CF.R. § 1005.3(c)(3).

# New York State Attorney General, “Attorney General James Sues Citibank for Failing to Protect and Reimburse
Victims of . .’-!ecfmmc Fraud” (Pmss Rclcasc) [Jdl‘md[\ 30. 2024) av dl]ab]c at Mwis_

2024] available at h
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would have to pay out of pocket to fight in court or in arbitration just to get their money back,
while a financial institution with deep pockets can afford to fight a claim. As a result, in most
cases financial institutions will reject a consumer’s unauthorized wire transfer claim because the
consumer cannot afford to fight the decision.

With respect to fraudulently induced wire transfers, the UCC provides no remedy.
D. Potential remedies to address bank-to-bank wire fraud.

The exemption in Regulation E should be eliminated, and until it is, it should be interpreted
narrowly. When the EFTA was written in 1978, bank-to-bank wire transfers were rarely used by
consumers and required an in-person visit to the bank. That has clearly changed— bank-to-bank
wire transfer services are now incorporated into consumer mobile and online banking services
and electronic fund transfers are generally far more common among consumers today than in
1978. For large payments, bank-to-bank wire transfers are the primary way consumers can
conduct electronic transfers.

In its suit against Citibank mentioned above, the New York AG alleged that the unauthorized
wire transfers that occurred by electronic requests initiated by scammers via online banking or
mobile app are covered by the EFTA. The court agreed with the New York AG, holding that the
wire exemption does not cover the transfer between the consumer and their bank before a service
like Fedwire is used to transfer the funds.”

As previously stated, we also support legislative efforts to address gaps in the Electronic Fund
Transfer Act that leave consumers unprotected.

The EFTA can be amended to address specific problems of unauthorized consumer bank-to-bank
wire transfers as well as fraudulently induced consumer bank-to-bank wire transfers by:

¢ Eliminating the exemption for bank wire transfers and electronic transfers authorized by
telephone call, bringing those transfers within the EFTA and its protections against
unauthorized transfers and errors;
Protecting consumers from liability when they are defrauded into initiating a transfer, and
Allowing the consumer’s financial institution, after crediting the consumer for a
fraudulent transfer, to be reimbursed by the financial institution that allowed the scammer
to receive the fraudulent payment.

The consumer bank-to-bank wire transfer loophole and inclusion of fraudulently induced
transfers could also be addressed by rulemaking or guidance from the CFPB, though
Congressional action would be faster and less subject to challenge.

% New York v. Citibank, 763 F.Supp.3d 496 (S.D.N.Y. 2025).
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VI. Check Fraud.
A. Check alteration fraud is on the rise.

Although checks are an old payment system, new technology is leading to a rise in fraud using
checks. In particular, new technology makes it easier for criminals who steal checks to engage in
“check washing” — changing the payee and payment amount on a check — and harder for banks
or consumers to spot those alterations.”” Criminals can also create fake checks from stolen
account information. These altered or fabricated checks can then be deposited remotely through
mobile devices, made easier through the increased ability to open fraudulent accounts into which
those checks can be deposited.

Although checks are near the bottom of payment types in terms of number of fraud reports, the
total dollar loss by check fraud reported to the FTC in 2024 is actually higher than for debit
cards, gift cards or reload cards, and money orders. But this reported dollar loss is vastly
understated:”® one report from 2023 puts annual check fraud losses at $815 million.””

Also in 2023, FinCEN issued an alert about a nationwide surge in mail theft-related check fraud
schemes and urged financial institutions to “be vigilant in identifying and reporting such
activity.”'™ The report indicated that there were over 680,000 cases of possible check fraud
reported to FinCEN in 2022 through the use of SARs (Suspicious Activity Reports), an increase
from a little over 350,000 check fraud-related SARs sent to FinCEN in 2021, which itself was a
23% increase from 2020.'°! The statistics for check-fraud related SARs were not specific to
mail-theft related check fraud.'”

Technology also enables criminal organizations to traffic stolen checks. As a 2023 New York
Times article!™ conveyed:

“The cons may start with stealing pieces of paper, but they leverage technology and
social media to commit fraud on a grander scale, banking insiders and fraud experts said.
In the past, criminals needed a special internet browser that would grant entry into the

"—DcI-"ompa Racilcl (‘hec!. W, a.shmg seams sn.’! on the rise, FO\IU MNews, (January 25, 2024), available at
fox

% Of the 2.5 million rcports of fraud receiv cd b\ the FTC in 2022, on]\ 17% specified the payment method for the
fmud FTC fraud reports by payment method available at
1 !

rofile/fe 2 ion/vi: : .
# Nadelle, Dd\ id. “Check Washing Is an 58.1' SM Per Year Scam — How It Works and Ways To Prevent It,”
GoBanking Rates, (February 22, 2023), available at https://’www nasdaq.com/articles/check-washing-is-an-$8 1 5m-
per-vear-scam-how-it-works-and-ways-lo-prevent-it.
1% FinCEN, FIN-2023-Alert003, FinCEN Alert on Nationwide Surge in Mail Thefi-Related
Check Fraud Schemes Targeting the US. Mail, (February 27, 2023) available at
hitps:/iwww.fincen.gov/sites/defauli/files/shared/FinCEN%20Alert%20Mail%20Thefi-
Related%20Check%20Frand%20FINAL%20508.pdf
' Id. citing FINCEN SAR Stats available at https:/www fincen. gov/reports/sar-stats
12 Id, See FN 10.
L Barnard Tara S{ngcl “WWe Can't Stop llrmng Paper Checks. Thieves Love That,” (December 9, 2023), available

fraud.html?unlocked_article codc LOUO.O8_m. 7i3dviD0mzvX&smid=url-share
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dark web marketplace of stolen checks, maybe even someone to vouch for them. Now all
they need is an account from Telegram, a messaging app.

“You can buy checks on the internet for $45, with a perfectly good signature,” said John
Ravita, director of business development at SQN Banking Systems, which provides
check fraud detection software. “There is one website that offers a money-back
guarantee. It’s like Nordstrom.”

NCLC spoke with Larry Smith, an attorney in Chicago, whose clients did not even have checks
issued to their associated bank account, yet a fraudster somehow obtained their bank account and
routing number and created fake checks.!™ The fraudster deposited these checks in various bank
accounts from December 2021 and January 2022, stealing around $14,000 from the consumers.
Though the consumers disputed the fraudulent checks with their bank and have filed a lawsuit,
their bank has not recredited their account for the stolen amount.

B. Though some protections exist for consumers harmed by check fraud, they
are often left scrambling.

Checks are largely governed by state law through the Uniform Commercial Code (UCC). If a
consumer timely reports the problem, the UCC protects them if their checks are altered or if a
fraudulent check is presented against their account.'%?

Yet as the previous example demonstrates, consumers are often left scrambling, waiting for their
banks to recredit their account even when state law provides remedies for the consumer when a
check is altered or forged. One consumer in Los Angeles was unable to get his account
recredited for over two years. The consumer had written a check to the IRS and sent it by mail.
The check was stolen from the mail and deposited into an account that was not the U.S.
Treasury.'" The consumer’s bank kept insisting it would not recredit his account until the
fraudster’s bank sent them reimbursement.

While a bank’s obligation to reimburse a consumer for an altered check is not dependent on the
bank’s ability to be repaid by the depository bank, the failure to timely resolve check fraud
between institutions has also been the subject of complaint by community banks against their
large-bank counterparts.'”” Consumers turn to their own bank for reimbursement when a check is
altered or forged, and that bank in turn will request reimbursement from the bank into which the
check was fraudulently deposited. As previously described in more detail in Section III. F. 3., the
depository bank has “know-your-customer” responsibilities that are important to prevent fraud,
but there is insufficient incentive to be diligent if there is no liability. As Steven Gonzalo,

1% Arrovo and Ramos v. Fifih Third Bank, N.A.. Cause No. 2023L004163, Cook County, IL.

195 See U.C.C. §§ 3-407(b). (c) cmt. 2, 4-401(d)(1) for a consumer’s rights when a check is altered; see U.C.C. §§ 4-
401; 4-406(f) for a consumer’s rights when a check is forged.

196 See Lazar, Kristine, “On Your Side: Check frand is on the rise- here s how to protect your money,” CBS News
Story, KCAL News. (April 17, 2023), available at https:/'www.cbsnews com/losangeles/news/on-your-side-check-
1d-is-on-the-rise-heres-how-to- cl-vour-money/,

7 Berry, Kate, “Small banks urge crackdown on big banks with lax check-fraud controls,” American Banker,
(February 9, 2023), available at Swww g icanb; S50 : UK v -hig-b;
with-lax-check-frau ntrol
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president and CEO of American Commercial Bank & Trust, stated: “From a deposit perspective,
some banks do not perform the same level of due diligence because the bank assumes the risk of
loss to them is zero or minimal, and fails to consider losses due to fraud incurred by the
counterparty banks. And therein lies the failure.”'%

Furthermore, even though the UCC provides consumers up to a year to inform their bank of a
fraudulent or altered check, it allows banks to shorten that notification time in the fine print of
account agreements. Many bank account agreements shorten that time for notification to
anywhere between 14 and 30 days.

Yet check alterations can be hard to spot. If the payee has been changed but not the amount, the
consumer might have no reason to think that anything is amiss. For example, one consumer
reported to NCLC that he had no idea his check had been altered until his landlord — a family
friend — eventually told him months later that he had not received the rent.

Most banks no longer return physical checks to consumers and have also engaged in an
aggressive push to eliminate paper statements. Bank websites and mobile apps focus on listing
transactions but make it more cumbersome to review actual statements. The grainy photocopies
of checks included with statements can be hard to read, consumers may not expect to have any
reason to look at them, and those images are not even available to review on some mobile
banking apps.

But if the consumer does not inform their bank about the check fraud before the end of the 14- to
30-day time period, they may be left with absolutely no recourse at all.

C. Potential remedies to address check fraud.

While the UCC provides remedies to consumers if a check is altered or forged check, if the
drawee bank is unable to get compensation from the depository bank, the drawee bank may delay
in, or sometimes even fail to comply with, their obligations under the Uniform Commercial Code
(UCC) to credit the consumer’s account for a check that was not properly payable.'"” Thus,
federal regulators should require the depository bank to swiftly compensate the drawee bank. At
the same time, the federal regulators should be vigilant to ensure that drawee banks fulfill their
obligations to their customers even if they have a dispute with the depository bank.

We also note that consumers need to have sufficient time to dispute a check as altered or forged.
The UCC only requires that the consumer act with reasonable promptness in examining the bank
statement and must promptly notify their bank''” no later than one year after the statement is
made available.!'" But many banks shorten those timelines in the account agreement, sometimes
to as short as 30 days. Yet most consumers have never heard of check washing and reasonably
do not expect that they should have to examine checks for alterations or forgeries. Moreover,
most banks no longer return original checks and instead make check images available, often at a

s fd

"BUCC § 3-407(b), (¢) cmt. 2 § 4-401(d)(1); § 4-401 cmt, 1.
HOUCC § 4-406(c).

M UCC § 4-406(f).
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reduced size. Those images can be extremely hard to read. That problem is compounded by the
widespread elimination of paper statements, with consumers only getting an email that an online
statement is available, and bank websites are generally set up to encourage viewing transactions
but not statements. If the amount has not changed, the consumer may have no reason to suspect
anything is wrong. Thus, we encourage federal regulators to insist that financial institutions give
consumers a reasonable time to identify and report check alterations and forgeries, which may be
longer than 30 days.

We also suggest that the federal Reserve Board make certain changes to Regulation CC,
concerning the availability of funds from check deposits.'!?

In summary, to protect consumers from check fraud:

¢ Federal bank regulators should examine institutions to ensure that they are complying
with their responsibility to reimburse consumers for altered or forged checks, and that
depository banks are appropriately reimbursing drawee banks.

e Federal bank regulators should step up enforcement of BSA/AML obligations and
scrutinize the institutions into which fraudulent checks are deposited.

¢ States should amend their UCC laws to remove the ability of banks to shorten the time
period provided by the UCC to report altered or forged checks.

¢ Improvements in the protections for P2P payments would also give consumers more
confidence in using those systems instead of checks.

We should also give consideration to moving consumer protections for checks within the EFTA,
which provides a clearer framework than the UCC for consumer protection including error
resolution timelines and procedures and consumer rights.

The Federal Reserve Banks should also explore collecting information on check fraud, which
may help to identify institutions that need to do a better job with their BSA/AML obligations.

VII.  Electronic Benefit Transfer (EBT) Card Fraud.
A. EBT card skimming and theft leave cardholders without any protections.

Supplemental Nutrition Assistance Program (SNAP) benefits are distributed and administered
through the Electronic Benefit Transfer (EBT) system to eligible participants. EBT has been the
sole method of SNAP issuance in all states since June of 2004,'" and some states also use EBT
cards to issue Temporary Assistance for Needy Families (TANF) or other state-administered
financial assistance. EBT accounts perform the same function for low-income households as do

12 See NCLC, Comments regarding the Request for Information on Potential Actions 1o Address Pavments Fraud

by the Office of the Comptroller of the Currency, Board of Governors of the Federal Reserve Svstem, and Federal

Deposit Insurance Corporation, (September 15. 2025), available at https:/fwww, mlg org/wp-
/2025/09/2025.09.15 F n-Payments-F

L/ )
13 1.8, Department of Agriculture, Food and Nutrition Service, hitps:/www.fns.u m gov/snap/ebt (last accessed
September 15, 2025).
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checking accounts— the accounts power daily, or near daily, transactions. People who receive
these benefits typically spend down the account balance to $0 each month.

In 2020, about 39.9 million people across the country received SNAP benefits;''* 38% of whom
were white, 25.5% Black, and 15% Hispanic.''® As of 2022, nearly 2 million Americans receive
Temporary Assistance for Needy Families (“TANF”) benefits to support their families.!'® In FY
2021, 35% of TANF recipients were Hispanic, 29% were Black, and 27% were white.!'” These
public benefit programs are focused entirely on low-income families.

During the past several years, EBT cardholders have been targeted by criminals who “skim”
account information and PINs and then deplete the accounts of all funds belonging to the
recipients. This problem is so endemic that even the USDA issued a policy memo on EBT card
skimming prevention with tools and resources to prevent and identify the fraud,''® and Congress
provided for reimbursement of these stolen funds for the period of October 1, 2022, to
September 30, 2024 117

However, while other consumers have also been victimized by skimming, EBT consumers are
particularly vulnerable and left with little to no recourse. Unlike other cardholders whose funds
may be stolen in the same way, EBT cardholders — the lowest-income and most vulnerable
consumers — do not have protections afforded to other consumers by the Electronic Funds
Transfer Act or Regulation E. Even if the consumer did not lose their card, was not responsible
for providing card information to the criminal, and immediately reported missing funds, they are
completely out of luck. These lost funds come out of the pockets of the poorest families who
cannot atford to lose a single dollar.

B. Potential remedy to address EBT card fraud.
We support legislative efforts to address gaps in the Electronic Fund Transfer Act that leave

consumers unprotected. The EFTA and SNAP statute can be amended to address the specific
problem of EBT card fraud by eliminating the exclusion of EBT cards from the EFTA and

114178, Department of Agriculture, Food and Nutrition Service, “Characteristics of SNAP Households: FY 2020
and Early \!on.rhs of the ( Covid-19 P(mdeunc Characteristics of S\' 1P Homehofd‘s a\mlablc at

characteristics {I‘IST accessed Seplember 15, 2025).
''* Cronquist, Kathryn and Eiffes, Brett. “Characteristics of Suppls [ Nutrition Assistance Program

Households: Fiscal Year 2020, Table B.4.b. Distribution of participating households by shelter-related
characteristics and by State, waiver period,” Washington: U.S. Department of Agricullure, (2022), available

at hitps://fns-prod. azureedge us/sites/defauli/files/resource-files/Characteristics2020.pdf: 7 C.F.R. § 273.10(c)(2)(i).
1% Office of Family Administration, Administration for Children and Families, “TANF Cascload Datd 20227
(August 2022) available at, hitps://'www.acf. hhs. gov/of; tanf: | -2022

7.8, Department of Health and Human Services, Office of Family Assistance, “ Characteristics and Financial
Circumstances of TANF Recipients, Fiscal Year 2021.” updated February 2023, available at

https:/www, acl hhs, goviofa/data/characteristics-and-financial-circumstances-tanf-recipients-fiscal-vear-2021,

1% 1.8, Department of Agriculture, Food and Nutrition Service, Supplemental Nutrition Assistance Program
(SNAP) and Temporary Assistance for Needy Families (TANF) Electronic Benefit Transfer (EBT) Card Skimming
Prevention — Tools and Resources, (Policy mcmo] (Oclobcr 31, 2022} available at

119 See the Consolldalod Appropnauons Act (CAA) of 2023, Title IV, Sccuon 501,
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providing protection against unauthorized transfers. As a result, consumers who are impacted by
EBT card theft will be able to avail themselves of the EFTA unauthorized use provision and
error resolution procedures.

VIIL.  Problems with the Collection of Accurate Payment Fraud Data Create an Additional
Barrier to Addressing Payment Fraud.

A. The problem of fragmented data collection on payment fraud.

In the United States, regulatory oversight and supervision of actors in the payments space
depends on several factors including the size, type, and nature of a financial institution, " as well
as the extent to which the activities undertaken by an institution are covered by existing law. As
a result, no centralized federal agency receives or collects all data about payment fraud. '*!
Additionally, defrauded consumers may report fraud to the Federal Trade Commission, the FBI's
internet crimes division, and/or the Consumer Financial Protection Bureau, among other local
law enforcement agencies, leading to differing and incomplete snapshots of payment fraud.
Although these agencies may share fraud data with each other or the general public, there is no
mandate to do so. 122

Furthermore, financial institutions, payment processors, and payment operators are not required
to report the incidents of payment fraud experienced by their customers/consumers to any federal
agency. The institutions are required to file a Suspicious Activity Report (SAR) for large
transactions in certain circumstances if they suspect their customer is engaged in fraudulent
activity, but they are not required to report smaller fraudulent transactions or instances where
their clients have been victimized by fraud.'® Even with SARs mandatory reporting, the

12 Depending on the size and activity, a financial institution engaging in payment activity could be subject to
supervision by the Office of the Comptroller of the Currency. the Federal Reserve Board, the Federal Deposit
Insurance Corporation, the National Credit Union Administration, and/or the Consumer Financial Protection Burcau.
Otherwise, the institution could be subject to state regulatory supervision under a state bank charter or money
transmitier license. Some payment stablecoin issuers will be supervised by the OCC, while others may choose to
continue to be licensed by states and subject to state supervision. It is still unclear what federal agency will supervise
crypto companies engaging in payments. Some payment actors may not be subject to any supervision, though they
are still required to comply with all laws.
121 Of any type, including fraud through P2P apps, bank-to-bank transfers, or check fraud.
122 Though certain fraudulent activity is required to be reported to FinCEN, and the Federal Reserve Board will
collect fraud data through FedNow. However. FinCEN does not publicly share the data it collects. and it is unclear
how the Federal Reserve Board will utilize and disseminate the data it will collect for FedNow.
12 “Dollar Amount Thresholds- Banks are required to file a SAR in the following circumstances: insider abuse
involving any amount; transactions aggregating $5.000 or more where a suspect can be identified; transactions
aggregating $25,000 or more regardless of potential suspects; and transactions aggregating $5,000 or more that
involve potential money laundering or violations of the BSA. It is recognized. however, that with respect to
instances of possible terrorism, identity theft, and computer intrusions, the dollar thresholds for filing may not
always be met. Financial institutions are encouraged to file nonetheless in appropriate situations involving these
matters, based on the potential harm that such crimes can produce. Even when the dollar thresholds of the
regulations are not met, financial institutions have the discretion to file a SAR. and are protected by the safe harbor
provided for in the statute.” From FDIC “Connecting the Dots... The Important of Timely and Effective Suspicious
Activity Reports” Supervisory Insights, (Updated July 10, 2023). available at

) risory/insights/siwin07/siwir

icle03. ~lext=
Ya20aggregating%a20%245%2C000%200r.
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information collected by FinCEN relies heavily on the discretion of a financial institution,
whether the fraud or potential fraud is discovered/flagged by the reporting institution, and if the
transaction is large enough to warrant reporting, '**

Players in the payment industry have recognized the need for fraud information sharing, and
some payment operators do collect data about fraud. The Federal Reserve Board collects reports
of fraud on FedNow as specified under Regulation J, Subpart C and keeps a “Negative List” of
suspicious accounts that is shared with its participants.'>® The Clearing House also collects fraud
reports for RTP (their real time payments platform) and Early Warning Systems (EWS), owner
of Zelle, collects reports of fraud occurring on Zelle, though it is unclear if this information is
shared widely among users.'?® Even initiatives such as Sonar'?” and Beacon'?® were launched in
response to increased fraud in digital payments and real-time payment systems. However, the
information shared is not available to the public and may be industry or payment specific. For
example, if a bad actor is flagged in one payment system (i.e. Zelle), that does not mean a
financial institution will have that bad actor flagged when allowing a fraudulent wire transfer to
be released.'*

The fragmentation described above prevents a clear and cohesive picture of the payment fraud
landscape, actors, and trends and poses a barrier to forming effective strategies to combat fraud.

B. Potential remedies to address the problem of fragmented payment fraud data
collection.

1. Interagency collaboration.

The importance of information sharing and collaboration between state and federal law
enforcement agencies charged with protecting the public from fraud and other unfair, deceptive,
and abusive business practices cannot be overstated. Collaboration is essential not only to
identify illegal practices that harm consumers, but to facilitate a comprehensive and effective

121 See Mansficld, Calh_\'. “It Takes a Thief.... and a Bank: Protecting Consumers From Fraud and Scams on P2P
!’nuuem Platforms,” 57 U. Mich. J.L. Reform (2024).
¥ See Operating Cm:u]ar 8: Funds Transfers through the chNm\ Service, [Scplcmhcr 21, 2022) av ailable at

136 See Faster inuenr\ }'rmm’ Trends and Mitigation Op;mrhmn‘:e\ Faster Payments Council, Fraud Work Gmll])
Bulletin01 at 5, (January 2024), available at

aymentscouncil. org/userfiles/2080/files/FPC%20Fraud®20Bulletin 01_01-24-2024 Final. pdf.

127 hitps:/f'www . joinsonar.comy/, (last accessed September 15, 2025). Sonar is “an independent data consortium for
sharing real-time insights into First-Party Fraud and Counterparty Risk.... By monitoring transactions across banks,
merchants, fintechs, and crypto, you're always a step ahead in detecting financial crime.”

128 Meier. Alain “Infroducing Beacon, the Anti-Fraud Network,” Plaid, (June 22, 2023). available at
https://plaid.com/blog/introducing-plaid-beacon/. Beacon, launched by Plaid, is intended as an anti-fraud network
enabling financial institutions and fintech companies to share critical fraud intelligence via API across Plaid.
Members contribute by reporting instances of fraud and can use the network to detect if a specific identify has
already been associated with fraud.

12 Any private database of suspected fraud actors could be considered a “consumer reporting agency” (CRA) under
the Fair Credit Reporting Act (FCRA). Early Warning Services already acknowledges it is a CRA, See CFPB, List
of Consumer Reporting Companies at 28, (202’;) av 1|Iablc at

https: /il merfinan () i anies-list_2023 pdf. As such, these
databases would be subject to the file dlsclosurc, accurac_\, and dispute resolution rights under the FCRA.
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strategy to stop fraudsters before they have stolen money from individuals and families.
Criminals know no boundaries; they leverage technology to perpetrate their schemes quickly and
are oftentimes unknown until it is too late. Staying ahead of these players requires rigorous and
easy lines of communication between partners— including private attorneys and non-profit
organizations—who are often the first to hear about scams on the ground.

NCLC provided many of the recommendations that follow in comments to the FTC
Collaboration Act of 2021."* One of these recommendations is that the FTC develop a Fraud
Task Force to ensure more regular information sharing and cooperation among all the various
agencies that see and deal with individual pieces of the fraud landscape.

We therefore support legislation'*! that encourages partnerships among various stakeholders,
including regulators, industry representatives, consumer groups, and victim support groups.
These kinds of task forces will not solve the problem of payment fraud, but will be an important
first step to broaden information sharing.

2. Simplify fraud reporting.

Since reportfraud.fic.gov and ic3.gov are two of the most used sites to report fraud, the FTC and
the FBI should work with the CFPB, banking regulators, and state Attorneys General (AGs) and
local law enforcement to simplify fraud reporting for consumers. Consumers may report fraud to
many different places — the local police department, the FBI, an AG, the CFPB, or the FTC.
Sometimes police refuse to take fraud reports, viewing fraud as a civil matter. Once a consumer
is turned away once place, they may give up. We advise consumers to file a complaint in as
many places as possible, but that is cumbersome and not always realistic. Consumers may also
find that they are asked for the same information multiple times from different agencies. We urge
these agencies to:

. Develop standardized complaint intake forms that can be used by many different
agencies.

. Provide a range of easily accessible channels (e.g. in person, phone, e-mail, web,
mobile app) for consumers to submit complaints and grievances.

. Include options to report fraud and other complaints in multiple languages.

Fraud reporting must be as simple and universal as possible to be effective,

130 See NCLC et al., Comments regarding the FIC Collaboration Act of 2021, (August 14, 2023), available at
https:/fwww.nele.org/wp-content/uploads/2023/08/FTC_AG-Fraud-Collaboration-consumer-comments-8-14-23-

final3-Lauren-Saunders.pdf.
131 See, e.g, the Taskl‘orcc for Rocogmnng and A\cmng Payment Scams Act (TRAPS ACT), 2025, (8. 2019)
av. allab]c at hiips: ate-bill/2019ex1; Fm-mcm] Scmccs and Gcncral

available at h I"_
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3. Require fraud reporting within payment systems.

As previously mentioned, the operators of FedNow, RTP*, and Zelle already collect reports of
fraud, and they should analyze those reports, follow up on patterns, and develop preventive
measures if they are not already doing so.

It is critical for every entity participating in payments, such as payment providers, financial
institutions, and network providers, like the Federal Reserve Board, to:

Develop and constantly improve measures to prevent fraud in the first place;

Detect and stop fraud as soon as possible;

Share information about fraudulent actors;

Build in incentives and processes for consumers to report fraud; and

Develop and include in the system rules methods to compensate victims and correct
errors wherever possible.

We especially urge the Federal Reserve Board, the operators of other wire transfer services, and
other bank regulators to devote attention to bank-to-bank wire transfers. While there is a fair
amount of knowledge about how consumers are defrauded into sending funds through wire
transfers, no one seems to be collecting or analyzing information about the accounts into which
funds are sent. Some of these questions can only be answered by the banks, bank regulators, or
wire transfer operators. We understand that the Federal Reserve Board does not receive fraud
reports from institutions utilizing Fedwire, though it may be exploring doing so. We do not know
what fraud information is collected on other wire transfer services, such as The Clearing House's
CHIPS system. NCLC provided suggestions on how the Reserve Banks and the Federal Reserve
Board can build protections into Fedwire operations and impose requirements on Fedwire users
to help detect fraud, prevent it from spreading, and recover money sent due to fraud or error
when possible.'*

As previously mentioned, the Federal Reserve Banks should also explore collecting information
on check fraud.

The more information law enforcement, payment system operators, and regulators have about
fraud committed through these platforms, and the more that agencies work together to identify
trends, the more avenues there will be for stopping fraud.

4. Require FinCEN to update the Suspicious Activity Report (SAR) to
capture information about accounts that receive fraudulent funds.

FinCEN can help in the fight against payment fraud by updating the suspicious activity report
(SAR) to encompass information about the accounts used to receive ill-gotten funds. The current
SAR form only accommodates accounts related to the reporting institution. In fraud cases where

13 NCLC. Comments regarding the Request for Information on P ial Actions to Address Payments Fraud by the

Office of the Compiroller of the Currency, Board of Governors of the Federal Reserve System, and Federal Deposit
Insurance Corporation, at 26-31 (Seplember 15, 2025) av allablc at hips:/fwww., lgi; org/wp-
ads/2025/09/2025.09.15
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the destination account of the perpetrator is known, reporting institutions relegate the destination
account to the narrative. This makes identification and aggregation of fraudulent activity more
difficult for law enforcement.

When a consumer’s financial institution files a SAR following an incident of payment fraud, if
the payment was sent through a system that identifies the recipient (such as a wire transfer, ACH,
or P2P system), the SAR should identify the recipient institution and account. Allowing accounts
not domiciled at the reporting institution to be reported and designated appropriately would assist
FinCEN and law enforcement in identifying, aggregating, and prioritizing fraud investigations to
better protect consumers.

Since fraud schemes affect many victims at various reporting institutions, fraud often results in a
hub-and-spoke relationship with one account receiving funds from many different, unrelated
accounts. This typology is recognized in the FFIEC Exam Manual and should be supported at
FinCEN by enhancing the SAR reporting process to include the fraud perpetrator’s account at the
receiving institution.

5. Ensure consumers are protected from false positives.

Although there are legal obstacles to sharing specific P1I (personal identifying information)
about an accountholder who may be engaging in payment fraud, this information is critical to
stop criminal fraudsters from opening accounts that are then used to receive fraudulent payments.
Account numbers without the accountholder’s individual or business information are not as
useful in preventing future fraud by that same individual or business.

At the same time, if current legal regimes are interpreted or amended to allow for this type of
information sharing (including changes to the BSA or the Gramm-Leach-Bliley Act), '** then
innocent consumers who are negatively impacted by the sharing of this information need
adequate protection. Consumers who experience an account closure, account freeze, or the
inability to open a new bank account after a closure due to suspected fraud (an adverse action)
based on the shared information should have protections like those already provided under the
Fair Credit Reporting Act. These protections should ensure, at a minimum, that:

* Any shared information is accurate and not misleading;

e A consumer is given notice if the shared information leads to an adverse
action;

e A consumer is given the opportunity to dispute the inaccuracy of any shared
information and have the information be corrected if inaccurate; and

'3 For additional feedback on the consumer protections needed in the context of information sharing and privacy.
see EPIC and NCLC, Comments to the U.S. House Committee on Financial Services In re: Request for Feedback on
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* The entity that took the adverse action against the consumer investigates the
consumer’s dispute and takes any remedial action if the adverse action was
based on inaccurate information.

In other words, Congress and regulators should encourage information sharing to prevent and
stop fraud, but only when adequate guardrails are in place to address false positives and provide
relief when innocent consumers are harmed by the false positives.

As discussed in more detail below, impacted consumers should have an avenue for disputing
account closures and freezes through the EFTA’s error resolution procedures.

IX. Challenges with Account Freezes, Closures, and Holds Due to Fraud Lead to
Debanking Consumers.

In recent years, many consumers have raised concerns about bank account closures and/or
freezes that seem to occur without any sudden change of behavior by the consumer or in
response to a fraud dispute by the consumer (when the consumer reports that some unauthorized
use has occurred in their account). Some consumers have also reported that even when a
financial institution temporarily credits an account for a fund transfer that a consumer has
disputed as unauthorized, the financial institution will then refreeze that amount or the entire
account within hours after the recredit. Consumers report frustration and uncertainty tied to
account closures and freezes— primarily due to the lack of information regarding why the
closure or freeze occurred and the inability to access funds in a timely manner.

The number of consumers who have complained about checking and savings account closures to
the CFPB more than doubled since 2017.'** In 2022, the CFPB ordered Wells Fargo to pay $160
million to over one million people for improperly freezing or closing bank accounts from 2011 to
2016 when it “believed that a fraudulent deposit had been made into a consumer deposit account
based largely on an automated fraud detection system,”!%*

There have also been stories featured by reporters detailing the devastating impact sudden
account closures and freezes can have on consumers, especially when they are deprived access to
their funds, are not provided with any information about the reason for the institution’s actions,
and are not provided an opportunity to address any perceived risk. 3¢

13 Consumer Financial Protection Bureau, Consumer Complaint Database. trends data for complaints received due
to chcckmg or savings account closum htt f.-’\\m\ .consumerfinance. gov/data-researcl/consumer-

27&date_received .Illll'l =2011-12-
0l&has_namative=true&issue=Closing%o20an%20account%E2 %80%A 2 Company %2 0closed %62 0y ours20account
&lens=Productéproduct=Checking%20or%20savings%20account& searchFicld=all& subLens=sub_product&iab=T

rends, (last visited February 20, 2024).
'35 In re. Wells Fargo Bank, N.A., CFPB No. 2022-CFPB-0011 (December 20, 2022) (consent order). available at
https://files.consumerfinance. gov/f/documents/cfpb_wells-fargo-na-2022 _consent-order_2022-12 pdf.
1% Barnard, Tara Sicgel and Licber, Ron, *“Banks Are (.1.‘9,\1"!:‘;; Customer Accounts, With fj!!.’e Ffrpl'anafion," New
York Tlll’lCS (Apnl 8.2023). .nallablc at Swww vt 023/04/08 /v,

.1 =1.0UD.szRm. kfoZRO_iD?-Dﬁ&gmlg—;ul slmg; Kessler, CarsorL
" Hi'ani.mgxipp Has Been Suddenly Closing Accounts, Sometimes Not Returning Customers " Money,” ProPublica,

(July 6, 2021), available at hitps.//www propublica org/aricle/chime; McGreevy, Patrick, “Bank of America must
37
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One of the reasons for the increase in account closures and freezes has to do with the increased
adoption of tools utilized by financial institutions to combat payment fraud and detect suspicious
activity, including adoption of artificial intelligence (Al) and machine learning technologies.
Fraud vigilance is critical, and new technologies can play an important role. However, these
tools may harm innocent consumers if not utilized properly and if institutions do not have clear
procedures and timelines in place to restore access to funds that are improperly frozen.

A. Overaggressive fraud algorithms can shut out innocent consumers from
access to their bank accounts and funds, and overly broad BSA programs
prevent these consumers from understanding why those actions were taken.

Financial institutions have an obligation under the BSA to ensure that they maintain and follow
internal ongoing Customer Due Diligence (CDD) programs and policies. The CDD program’s
policies must allow the institution to understand “the nature and purpose of customer
relationships for the purpose of developing a customer risk profile; and [c]onducting ongoing
monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and
update customer information.” %"

Because of the CDD obligation and the ongoing problem of payment fraud, sometimes the
appropriate response by an institution that suspects its customer is engaging in fraudulent or
other illicit activity is to freeze a transaction or close an account that is being used to receive
fraudulent funds before the funds are gone and more consumers can be defrauded. But
sometimes financial institutions get it wrong, especially when automated tools are used. No law
requires a financial institution to take these actions; it is up to the risk tolerance of the company
and the internal policies set in place by the company. The only required response to potential
fraud a company may need to undertake under BSA/AML law is to file a SAR if the transaction
is Iargelggough to meet the threshold reporting requirements and update their customer risk
profile.

According to the Bank Policy Institute, “a sample of the largest banks reviewed approximately
16 million alerts, filed over 640,000 SARs, and received feedback from law enforcement on a
median of 4% of those SARs. Ultimately, this means that 90-95% of the individuals that banks
report on were likely innocent.” % As these numbers demonstrate, even activity that leads to the
filing of a SAR may ultimately not warrant an account freeze or closure.

provide more proof of ﬁ'aud' before freezing EDD accounts, court orders,” Los Angclcs Times, [Junc 1,2021),
available at hut lifornia/story fi

benefit-cards- m-c‘lhfomm KCAL News, “Bank Of America Freezes EDD Accounts ()f Nearly
350, 000 U nemp!o\ ed C nhfammm For .Suspecfed Fraud.” (Ocmber 29, 2020), available at
/! nk

Cd]IrOITIl:II'IS for—susmlcd fraudf
13731 CFR. § 1020.210()(2)(v) (b)(2)(v).

13 Financial Crimes Enforcement Network, Customer Due Diligence Requirements for Financial Institutions, Final
Rule, 81 Fed. Reg. 29398 (May 11, 2016); 31 C F R. 1020 2[0(’b)(1) Office ofthc Cornptmllcr 0fl]1c Cumm
Bank Secrecy Aet (BSA), available at hiips:

bsa. himl/,
13 Bank Policy Institute. “The Truth About Suspicious Activity Reports.” (September 22, 2020), available at
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To compound matters, many financial institutions believe that if an account was closed or frozen
and a SAR was filed, they are not allowed to disclose the reason why the account was closed or
frozen, because it would lead to the assumption that a SAR was filed. As a result, consumers are
not told why their account is closed or funds are frozen, or they are given the run-around. Many
consumers have reported that financial institutions reply that they cannot disclose any
information as to why the account was closed or frozen. Yet financial institutions are only
prohibited from disclosing the existence of the SAR, not responding to consumer concerns that
their account was frozen or closed improperly.

The impact of sudden account closures in response to potential fraud on innocent consumers
cannot be overstated. Often, the most vulnerable people have been denied access to their money,
rendering them unable to eat or pay rent. Some impact on innocent individuals may be
impossible to avoid, as banks may need to act quickly on imperfect information. But that is why
it is imperative to have procedures in place to enable people to dispute account freezes and
closures and get their money back as soon as possible.

If people cannot access the money they need based on red flags triggered by automated fraud
tracking systems, then they need a timely solution, not another obstacle. Yet that is what occurs,
consumers face obstacles upon obstacles. When a consumer complains about an account closure
or freeze, the complaint is often not followed by a reasonable investigation by the financial
institution that includes a discussion with the consumer or that provides any clear timeline to
unfreeze their money.

NCLC has assisted many impacted consumers with complaints to the OCC, Treasury (when an
impacted account was through the Direct Express program), or by leveraging connections within
large financial institutions to look into an account and resolve the issue. However, this is not a
sustainable solution for all impacted consumers. Policies need to change. Crude AML/CFT
compliance policies and overly broad fraud responses can shut consumers out of our banking
system.

The EFTA has clear error resolution timelines and procedures, and those should be used when
consumers cannot access their funds. When a consumer is unable to make an electronic
withdrawal or transfer because of an account closure or freeze based on suspected fraud, that
action should be viewed as an error — an incorrect transfer of zero instead of the requested
amount — triggering the error resolution rights, duties, timelines, and investigation procedures of
the EFTA, The EFTA’s error resolution procedures can also be triggered by the consumer’s
request for information about a failed EFT, which is another enumerated error under the
EFTA.'¥ However, financial institutions and payment apps seem to believe the EFTA does not
apply in this situation.

hittps://bpi.com/the-tmth-aboul icious-activity-reports/ (citing, Bank Pol'y Inst., Getting to Effectiveness—
Report on U.S. Financial Institution Resources Devoted to BSAAML & Sanctions Compliance, (October 29, 2018)
available at https.//bpi.com/wp-content/upl /2018/10/BPI_AML_Sanction yv_vF,

115 U.8.C. § 16936(1)(6).
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B. Potential remedies to address improper freezes or account closures due to the
use of automated fraud detection.

The problem with account closures and freezes could be addressed by rulemaking or guidance
from the CFPB, though that is not necessary. Regulators should interpret the EFTA’s error
resolution procedures to apply to disputes from consumers when EFTs fail because of an account
freeze or closure. The EFTA’s error resolution procedures allow financial institutions to continue
using automated fraud detection systems while ensuring that there are procedures in place for
resolving disputes in a reasonable time and give consumers remedies when those systems get it
wrong. This would ensure a consumer receives information about why their account was frozen
or closed and get more timely access to their funds if the bank was in error.

Even apart from the EFTA, the CFPB and bank regulators should also provide guidance to
financial institutions about the importance of having clear procedures to enable consumers to
quickly regain access to their funds when they are frozen due to concerns of suspicious activity,
provide guidance as to the timeliness of returning an accountholder’s funds after account closure,
and specify that failing to have clear procedures and provide timely return of any funds may
constitute an unfair, deceptive, or abusive business practice.

Bank regulators, along with FinCEN, should provide guidance to financial institutions about
what information they may and should provide to accountholders regarding freezes and account
closures while still complying with the BSA. For example, they could clarify in an FAQ that,
while financial institutions are not allowed to disclose that a SAR was filed, they are allowed to
describe the specific activities that raised concerns, giving the consumer an opportunity to
respond and appeal a decision that was made in error, or based on false assumptions or false red
flags. They should also clarify that if a SAR does not lead to criminal prosecution or
involvement by law enforcement for suspected money laundering/financing of terrorism activity,
then a financial institution should not automatically take derisking measures and close the
account based solely on the filing of a SAR, but the institution should instead take a measured,
case-by-case, risk-based approach.

Finally, regulators should investigate the reasons that deposit accounts are closed or frozen and
develop a strategy to minimize the number of account closures for innocent consumers.

X.  Fraud Traverses Many Industries and Sectors, and the Federal Government Must
Take a Holistic Approach to Combatting Fraud.

A. Criminal Fraudsters rely heavily on text messages to initiate fraud schemes.
Calls and text messages are a significant and increasing contact method for fraud. In 2022,

victims reported losses of over $1.1 billion from phone and text message-based scams.'*!
Reported losses have been increasing steadily and substantially to over $1.4 billion in 2024.'4?

141 FTC Consumer Sentinel Network. Fraud Reports by Contact Method, Reports and Amount Lost by Contact
Method, Year: 2021, (updated Feb. 22, 2022), available at
https://public.tableau.com/app/profile/federal trade. commission/viz/Fraud Reports/FraudFacts.

14 Consumer Sentinel Network Data Book 2024, at pg. 12.
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Scammers are attracted to calls and texts because they can use them inexpensively and
anonymously through complicit service providers that know they are transmitting scam calls to
consumers. These providers make money connecting scammers to their victims, and given the
steadily increasing losses from phone and text scams, it is clear that existing laws and regulations
do not have a sufficient deterrent effect.

Increased collaboration among the prudential regulators, the Federal Communications
Commission (FCC), and other stakeholders could help prevent payments fraud resulting from
imposter scams. Imposter scams occur when a criminal fraudster pretends to be a government
agency, financial institution, or legitimate business. The criminal then contacts a consumer to
alert them to a fake and urgent problem and attempts to persuade them to transfer their money
under these false pretenses.'* Imposter scams are a rapidly intensifying problem that
disproportionately impacts older adults. Indeed, “combined losses reported by older adults who
lost more than $100,000 increased eight-fold, from $55 million in 2020 to $445 million in

2024 714

Financial institutions as well as consumers are harmed by these scams, which often start as
robocalls or texts that appear to be from banks, with text messages like this:

Wells Fargo Bank Fraud Alert: A reply to the text will precipitate a call from the (fake)
Did you attempt a purchase at fraud department. Victims say they thought the bank was
Walmart for $1,263.89? Reply helping them get thei_r money back._ Instead, money was
YES or NO transferred out of their account. This scam’s median
reported loss was $3,000. The FTC announced that in
2023, these scams accounted for $330 million in reported losses.'**

B. Recommendations to address scams initiated by text.

NCLC has previously urged the OCC to address imposter scams and the resulting payments
fraud by encouraging or requiring banks to employ safe texting protocols, which allow
consumers to easily differentiate between legitimate communications from their financial
institutions and dangerous imposter scam texts.'* Additional collaboration with the FCC to
identify and promulgate measures to address the role of scam calls and texts in imposter scams
will help to detect and prevent payments fraud.

Additionally, prudential regulators should consider collaboration with law enforcement agencies
and state attorneys general and regulators to prosecute companies that facilitate and profit from

143

See “FTC Data Show a More Than Four-Fold Increase in Reports of Impersonation Scammers Stealing Tens and
Even Hundreds of Thousands from Older Adults,” (August 7, 2025), available at: https://www ftc. gov/news-
events/news/press-releases/2025/08/ftc-data-show-more-four-fold-increase-reports-impersonation-scammers-

stealing-tens-even-hundreds,
4

SETC, “New FTC Data . Irm-‘vws \hou s Banf\ fn.ipermnanon is '.fast -Reported Text Ue'uage Scam [Jum 8,
2023) available al N / x

”"See NCLC's lcucrto |hc OCC av a;lablc at: 1 l;m H\\ ww.nele.org/wp-
content/uploads/2024/1042024 03 29 Letter OCC-and-Texts, pdf
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imposter scams and other fraud. For example, the Social Security Administration’s (SSA) Office
of the Inspector General and the Department of Justice partnered with several law enforcement
agencies, the FCC, and the Federal Trade Commission to bring enforcement actions against
several communications providers that knowingly transmitted scam calls impersonating the

SSA 147

Congress should also pass legislation and work with the FCC to address fraud facilitated by texts
and calls."*® Some of these include:

e Requiring a bond for transmitters of phone calls and texts.'* This will force providers to
either post a substantial sum or convince a third-party bond company that it is a
legitimate company that does not intend to transmit fraudulent calls to U.S. consumers.

« Fixing any uncertainty as to whether the FCC has a legal pathway to assess civil penalties
by restoring the FCC’s enforcement ability. Congress should specifically authorize the
FCC to file actions for civil penalties in federal district courts.

* Requiring rigorous know-your-customer and know-your-traffic procedures that force
carriers to vet callers and calls that transit their network.

* Requiring record-keeping for call originators to ensure that information about callers is
available for government or private enforcement efforts.

e Requiring carriers to investigate call traffic that displays suspicious characteristics, like a
high percentage of short-duration calls and other indicia of fraud.

* Adopting federal regulations for phone number resellers to address phone number
rotation schemes that allow callers to undermine the goals of the STIR/SHAKEN
framework.'*"

» Strengthening the Telephone Consumer Protection Act (TCPA) to encourage robust
enforcement against scam callers and those who facilitate fraud by:

o including an explicit cause of action for assisting and facilitating callers who
violate the TCPA;

o amending the definition of “telephone solicitation” and telemarketing in the TCPA
and regulations to cover scam calls, for instance, by explicitly extending existing
definitions to cover calls that attempt to defraud, cause harm, or wrongfully obtain
anything of value;

147 Office of the Inspector General, Social Security Administration, * Civil Aetion to Prevent Social Security Scam
Calls from Reaching Consumers.” available at htips://oig.ssa.gov/scam-alerts/2025-07-17-civil-action-to-prevent-
social-security-scam-calls-from-reaching-consumers/ (last accessed September 16, 2025),

14 See NCLC, Letter to the Joint Economic Commitiee regarding the problems caused by scam calls and texts,
(June 16, 2025), available at hitps://www.nclc.org/wp-content/uploads/2025/07/Email-t0-JEC-6-16-25 pdf.

149 YolP providers should be required to obtain a bond from a third-party and show proof of the bond before they
can obtain the certifications necessary to sign calls under the STIR/SHAKEN framework. Bond amounts could
ensure that there are funds available to satisfy judgements obtained in government or private enforcement actions
related to illegal calls. Bond issuers would have an economic incentive to vet bond applicants thoroughly to make
sure they are identifiable and unlikely to transmit illegal calls that would result in damages that the bond issuer
would have to pay out of the bond amount, Originating carriers would risk losing their bond if they provided false
STIR/SHAKEN attestations or allow unknown entities to place calls through their network.

%0 Phone number resellers who do not keep records that identify the end user of a phone number should be held
liable for any losses caused by calls using the phone number. And a fee for short term use of phone numbers should
be instituted to make it deter the purchase temporary phone numbers for use in rotation schemes by making it
economically infeasible.

42



100

o extending the existing cause of action for violation of the TCPA’s do-not-call
regulations to allow individuals to bring a suit after receiving one violative call;

o creating a private cause of action for violations of the technical and procedural
restrictions in the TCPA; and

o allowing for recovery of attorney’s fees for a prevailing plaintiff in a TCPA suit.

¢ Strengthening the Telemarketing Sales Rule (TSR) to expand enforcement by:

o Reducing or removing the requirement of $50,000 in individual damages for
private suits under the TSR

o expanding the definition of “telemarketing” in the TSR to cover scam calls, for
instance, by explicitly extending existing definitions to cover calls that attempt to
defraud, cause harm, or wrongfully obtain anything of value; and

o specifying that short-term use of telephone numbers in rotation schemes is a
deceptive telemarketing practice.

XL  Fraud Prevention Education Is Necessary in the Fight Against Fraud, But It Will
Not Solve the Problem.

Although consumer and business education is important, it alone will not solve the problem of
payment fraud. Criminal fraudsters have extraordinary creativity;'*! they are constantly
developing ways to steal people’s money by setting up increasingly sophisticated schemes to
obtain access to accounts or to fraudulently induce consumers into payment transactions. 2

151 For examples of the types of scams utilized by robocalls and scam texts. see NCLC. EPIC report Scam
Robocalls: Telecom Providers Prafit, at 6-10 (June 2022). available at https://'www . nclc.org/wp-
content/uploads/2023/02/Robocall-Rpt-23.pdf.: see also Testimony of Margot Saunders, NCLC “Protecting
Americans from Robocalls,” Hearing Before the U.S. Senate Committee on Commerce, Science & Transportation,
(October 24, 2023), available at hitps://www.nclc.org/wp-content/uploads/2023/10/Testimony -of-NCLC-on-
Robocalls-2023 pdf,

132 See the scam warning below which also involves impersonation of law enforcement.

This Fake App Takes the Cake

This recent scam is impressively complex. The cybercriminals start by impersonating law enforcement
officers. They contact you. claiming that your bank account may have been involved in financial fraud.
You're then asked to download a mobile app to help them investigate funther. If you download the app,
the cybercriminal walks you through the steps to set this scam in motion.

First. you are given a case number. When you search for that number in the app. you’ll find legal-
looking documents with your name on them. These documents make the scam feel more legitimate.
Once your guard is down, the app asks you to select your bank from a list and then enter your account
number and other personal information.
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As soon as consumers receive notice and information about one type of scam, the criminal
fraudsters will develop new avenues and methods to defraud them. As a result, we recommend
in-app and real-time education by payment providers and financial institutions, as well as social
media and telecommunications providers. For example, simply requiring “confirmation of
payee” prompts and pop-ups with questions about transactions and red flags may prevent
consumers from sending payment to a criminal fraudster.

Consumers and businesses should also receive broader education about cybersecurity instead of
just scams and fraud. Better education about internet safety, phishing, vishing, ransomware, and
business email compromise would also reduce the amount of account takeovers and fraud
schemes that lead to monetary loss from payments fraud.

With respect to check fraud, we support consumer education about safer ways to make
payments.'>* For example, as we described in our comments to the Treasury Department’s
Request for Information on Modernizing Payments,'** the goal of reducing the number of paper

The most clever part of this scam is what the app does in the background. When you first install the app,
it blocks all incoming calls and text messages. That way, you won't be alerted if your bank attempts to
contact you about unusual behavior on your account. If all goes as planned, the cybercriminals will steal

vour money and sensitive information before you know what happened.

Mo matter how advanced the app is. you can stay safe from scams like this by following the tips below.

«  Only download apps from trusted publishers. Anyone can publish an app on official app stores
or sites—including cybercriminals.

*  Be cautious of scare tactics that play with vour emotions. Cyberattacks are designed to calch
you off guard and trigger you to reveal sensitive information.

+ [fyvou're contacted by someone claiming to be in a position of authority., like law enforcement,
ask them to confirm their identity. Real officials will understand your concerns and can provide
information that doesn’t require you to download an app.

The KnowBe4 Security Team

KnowBe4.com

15 .See eg AARP, " Shtm.’d You Stop Using Paper( .’wds’ {Augusl 14, 2023), available at
Ww I hefl/,

NCLC, Comments to !he Deparﬂnem of Treasury’s h‘eqnes:‘ﬁw Information on Modernizing inmmh (June 30,
2{)23) available at hiips:
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checks sent by and to the federal government is a worthy one. We support outreach to identify
the reasons that people use paper checks, to address those reasons, and to encourage people to
send and receive money through safer electronic payments. However, we oppose simply ending
all use of checks to and from the federal government on a given date, which will only harm
consumers.

At the same time, the fear of fraud in electronic payments is one of the reasons that people use
checks today. Even if electronic payments are safer than checks (we do not know if that is
actually true on a percentage basis, especially if you include fraudulently induced payments),
reports of fraud on electronic payment platforms and the lack of consumer remedies make many
people hesitant to use those platforms. Thus, we need to both reduce fraud in electronic
payments and improve remedies for consumers as part of the transition away from checks.

We also support consumer education about safer ways to pay by check, such as the use of
permanent ink and taking mail directly to the post office. AARP has put out materials on that
topic.'** The Agencies and financial institutions can educate consumers on these methods —
which will also serve the goal of making people aware of check washing and encourage the use
of electronic payments.

Finally, any education that is provided to consumers (including in-app pop-ups or notifications)
should be done in a language that is chosen by the consumer and with considerations for
individuals with disabilities. Individuals with limited English proficiency or disabilities are often
targeted by criminal fraudsters and are the most vulnerable to fraud schemes that take advantage
of the lack of access to information that is available in a form that can be understood.

XIL  Conclusion

Payment fraud is a pervasive problem impacting U.S. consumers, especially those most
vulnerable to the loss of income caused by unauthorized and fraudulently induced transactions.
However, Congress can take steps to address these problems by utilizing a holistic approach to
the problems caused by fraud and scams instead of just relying on consumer education and

information dissemination.

With any questions, please contact Carla Sanchez-Adams, Senior Attorney at the National

Consumer Law Center, at csanchezadams(@nclc.org.
Thank you for the opportunity to provide this statement for the record.
Yours very truly,

National Consumer Law Center (on behalf of its low-income clients)

155 See AARP, “6 Ways You Can
hitps:/fwww g 3/ MONeY /SCs

1 Thwart Check Washers,” (March 2, 2023), available at
ms-{r; heck-wash
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Chairman MEUSER. Thank you very much for your testimony.

We will now turn to member questions. The chair recognizes
himself for 5 minutes.

Fraud and scams are not new concepts. I am extremely con-
cerned by how rampant—as we all are—it has become in recent
years.

Ms. Griffin, I would like to start with you. Can you briefly ex-
plain the difference between fraud and a scam and then elabo-
rate—when you mentioned that fraud is a national security crisis,
who is behind the scams? Who is behind the fraud? Many think it
is lone actors. Others think, as you are expressing, it is criminal
networks. If you could expand, please.

Ms. GRIFFIN. Yes, absolutely.

Within the financial services ecosystem, a fraud occurs when the
customer has no knowledge or participation in the transaction. So,
if you buy a coffee on the street here in DC and simultaneously
your card is used to buy a computer in Texas, your financial insti-
tution says, “Hey, something is going on here that is not right,” but
you had no knowledge of that transaction.

In a scam, you have, perhaps, met someone online; you received
a phone call from someone you believe is the Federal Bureau of In-
vestigation (FBI) asking you to move funds. You authorize that
transaction to your financial institution and are part of the process.
In that case, the financial institution has very different sets of in-
formation about what is happening in that transaction because you
have authorized it.

You ask about who is behind this. The “Annual Threat Assess-
ment of the U.S. Intelligence Community” has identified these
scams—authorized transactions—as part of a nexus of criminal ac-
tivity threatening the United States perpetuated by transnational
criminal organizations and state-affiliated groups that also engage
in human trafficking, drug trafficking, weapons and human smug-
gling.

North Korean hackers, Mexican cartels, Russian crime syn-
dicates, and triad gangs affiliated with the Chinese Communist
Party (CCP) are among the U.S. adversaries that are benefiting
from these crimes.

We also know that they are using human trafficking victims in
some places to commit those crimes. Scam compounds in Southeast
Asia may have as many as 400,000 enslaved people forced to com-
mit those scams against U.S. and other countries’ citizens.

Chairman MEUSER. Well, thank you. That is quite compelling.

Mr. Bednowitz, what are some of the explanations for the rise in
financial fraud and scams? You mentioned it is a 33-percent in-
crease, I think you said, over a 2-year period. I really appreciate
you saying these are not just statistics; these are people that are
truly being seriously victimized.

If you would, please.

Mr. BEDNOWITZ. Yes. Thank you for the question, Chairman.

There are three primary drivers of the increase in scams and
fraud over time.

Chairman MEUSER. Lean into the mic a little bit.

Mr. BEDNOWITZ. Oh, sorry.
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There are three primary drivers of the increase in scams and
fraud over time: the increase in data breaches, the industrialization
of fraud, and the rise of Al

Data breaches have tripled since 2020, and that means there is
a plethora—this is according to the Interstate Technology & Regu-
latory Council (ITRC) and our own data. What that means is, there
are now billions and billions of pieces of personal information that
are exposed on the dark web that criminals can use to target peo-
ple—to target them with compelling messages from their banks,
target them with spoofed numbers. That information is very crit-
ical.

Then you take that—as Ms. Griffin said, it is no longer an indi-
vidual in a basement somewhere. You have criminal organizations
across the world that are professional, that have large staffs, at
times human-trafficked themselves, that are doing this and tar-
geting victims day-in and day-out.

Those two on their own are enough to drive the growth, but then
you take AI into it. I said Al was a double-edged sword. In the
hands of these organizations——

Chairman MEUSER. Right.

Mr. BEDNOWITZ [continuing]. you know, what would have taken
more time and cost to take that information that is out there in
the dark web and combine it with information from social media
and public internet, would be harder—that has become easier and
easier, so that no longer do we have the days of the Nigerian prince
scam with all of the spelling errors

Chairman MEUSER. Right.

Mr. BEDNOWITZ [continuing]. but, instead, you have emails that
look like they are from your bank, that have your account number
in there, that have your name——

Chairman MEUSER. Right. Thank you. Great answers.

Mr. Benda, relatively quickly, the Office of Scam and Fraud Pre-
vention you brought up. There are a lot of discrepancies, whether
it is $12 billion, $16 billion of loss from these scammers and fraud
experts. Talk about that, how important that would be, to inter-
connect government agencies with them.

Mr. BENDA. Sure. I think the challenge we have—we have heard
that the numbers that Americans are experiencing scams could be
$100 billion, and yet you have to ask yourself the question, who is
in charge of scam and fraud prevention in the U.S. Government?
Is it the Treasury Department? Is it Department of Justice? Is it
Department of Commerce? We have no central point to report
these.

In fact, consumers are confused as to where they should even re-
port a scam or fraud. Should they report to the FBI? Should they
report to the CFPB? Should they report to FTC and others?

So having a central place where we could report this information,
that could be acted upon, to actually take action for the con-
sumer

Chairman MEUSER. My apologies. We will have to finish this
later.

Mr. BENDA [continuing]. would be helpful.

Chairman MEUSER. My time has expired.
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We will now turn to the gentleman from California, Mr. Liccardo,
for 5 minutes.

Mr. LiccARDO. Thank you, Mr. Chair.

Thank you, each one of you, for your testimony.

I wanted to ask one question and ask for hopefully the feedback
of each of you, if we can get it all done in 5 minutes. Let me de-
scribe the basis of the question.

We have been very active in this committee in attempting to set
up rules to govern cryptocurrency and that is long overdue. I think
many in the industry would agree that this is an area that needs
some settled regulation rather than regulation by litigation or
other approaches that have been taken in the past.

We know that trillions of dollars are transacted in centralized ex-
changes and decentralized protocols every year. That number is in-
creasing rapidly and with that quantity of exchange, obviously, to
the extent that particularly it is happening off of decentralized ex-
changes, there is increasing opportunity for fraud and for theft, as
well as money laundering and other kinds of criminal activity.

We have recently in the House of Representatives passed a bill,
the CLARITY Act, that governs what happens on centralized ex-
changes and perfectly or imperfectly, it has established know-your-
customer requirements, anti-money-laundering requirements, other
rules to establish centralized exchanges.

We know, increasingly, the activity is moving from centralized to
decentralized, to decentralized finance (DeFi) protocols and because
of pseudonym anonymity, the person on one end of the transaction
does not actually know the identity of the person at the other end
of the transaction. If they try to get a subpoena or they call the
FBI to say, “I was defrauded,” they cannot even find out who was
doing it.

So the question is, what do we do about DeFi? That was not ad-
dressed in the bill that passed through the House.

I ar{r?l interested, Ms. Sanchez-Adams, do you have any particular
views?

Ms. SANCHEZ-ADAMS. Yes. As I mentioned in my testimony, I
think that, regardless of the market regulation and structure of the
bill, you have to protect consumers.

So, if you update or clarify—the CFPB can do it through guid-
ance, or you all can do it through legislation—that the EFTA ap-
plies to crypto transactions, then those platforms will be held re-
sponsible and liable when consumers are defrauded, especially if
you also update it to include fraudulently induced transactions.

Mr. LiccArDO. If it is off a platform, what do you do then?

Ms. SANCHEZ-ADAMS. I mean, you mean if it is, like, from an
unhosted wallet?

Mr. LiccARDO. That is right.

Ms. SANCHEZ-ADAMS. Right. So, I mean, you can—I think that
there are problems with crypto and with the technology aside from
that, which I am happy to talk about at another point in time, but
I think you still hold them liable. They are the party or the entity
that is receiving the fraudulent fund.

If they are—unfortunately, it would be like I am acting in cash,
and I am transacting in cash, right? So, if I have an unhosted wal-
let that is being used to pay somebody else who has an unhosted
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wallet, it is like I am giving them cash and so they cannot be regu-
lated the same way as a bank could be regulated, but they are still
subject to criminal fraud.

Mr. LiccARDO. Thank you.

Ms. Griffin?

Ms. GRIFFIN. Thank you for question. The forthcoming report will
have a number of recommendations related to this, one of which
will include establishing parity of law enforcement powers across
money movement, including the civil forfeiture of digital assets.

So some things about treating digital assets as cash for purposes
of the civil forfeiture of fungible property; clarifying U.S. Secret
Service authorities regarding those asset transactions—essentially,
how do we empower our law enforcement to be able to go after
when crypto is involved in the transaction.

I think the other element of this that has come up quite a bit
in the task force deliberations is also related to the risks posed by
crypto ATMs—ATMs that are placed in community stores, in nurs-
ing homes, in retirement homes, and where people are directed to
put their hard-earned cash into those ATMs for the purposes of
sending to criminals. That is an area where we think there is a
greater need for you all to be investigating.

Mr. LiccARDO. Thank you.

Mr. Bednowitz, you might have the last word.

Mr. BEDNOWITZ. Yes, so thank you for the question, and I will
be very brief.

I think, from our standpoint, I go back to what I said; I think
awareness is very, very important. Consumers are not aware of the
incredible risk that crypto poses. Crypto is at the heart of a lot of
different scams, because people get excited about the potential re-
turns, and they do not know when they send crypto to an indi-
vidual, what risks they are opening themselves up to.

So making people more aware of the risks of crypto and that they
should be much more thoughtful of when they are putting cash into
crypto and where they do that is very, very critical to combating
this issue.

Mr. LiccArRDO. At the very least, we should be making them
aware if they are on a DeFi protocol as opposed to a centralized
exchange with those kinds of-

Mr. BEDNOWITZ. A hundred percent.

Mr. LicCARDO. Thank you very much for your testimony.

Thank you. I yield.

Chairman MEUSER. The gentleman yields.

The gentleman from Arkansas, Chairman Hill, who is our chair
of our full committee, is now recognized for 5 minutes.

Chairman HiLL. Thank you, Chairman.

Again, thanks to the panel. Great panel, good discussion.

I noted in my opening statement that our family was hit with
washed checks from the Postal Service, and—really offensive. I
want to credit my bank for finding it and recognizing the fraud and
stopping it and helping work with the FBI and the local police to
put the people in jail, which I was happy to do, but there are mil-
lions of people around the country that is not happening to. So this
is such an important hearing.
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Mr. Benda, I want to start with you and thanks for the ABA tak-
ing a keen interest in this.

All the comments I have heard are 100 percent true; there is just
not a way to get at this. It is a whack-a-mole situation, and we do
not have enough mole whackers working on it.

One of the things noted was, you said maybe $100 billion of
losses and one of my complaints is, we cannot measure or tackle
things we cannot see. I have argued that the bank call report
should break fraud losses out of other expenses and make it its
own line item.

Would you support that, Mr. Benda?

Mr. BENDA. I think it is important for us to track fraud and scam
losses in a consolidated manner. That would be one thing we would
be open to looking at doing.

Chairman HiLL. Good. Thank you.

Also, this all-of-the-above law enforcement effort that it takes—
and all of you have kind of touched on that in your different re-
marks in answer to questions.

I went to Tyler, Texas, to look at the Tyler law enforcement cen-
ter that the State of Texas has set up there to combat debit fraud—
so, focused on debit skimming mostly at fuel pumps, operated by
cartel-related gangs across Texas. Millions of dollars are lost per
month. The card issuers are the eaters of those losses, not the mer-
chants, generally.

What should we ask merchants to do in terms of 24-hour, 7-day-
a-week, microscopic telecommunications pump point-of-sale fraud?
You mentioned ATMs, a similar issue to prevent skimming.

Who wants to tackle that question?

Ms. Griffin, do you want to tackle that?

Ms. GRIFFIN. I think the only thing I will say is, we have a num-
ber of members in the task force, I know, that have been working
on this issue, both related to EBT cards, as Ms. Sanchez-Adams
brought up, as well as other types of transactions.

There are increasing and emerging technologies they can use at
the point-of-sale devices to detect when a skimming device has
been put there——

Chairman HILL. Yes.

Ms. GRIFFIN [continuing]. and more investment in that is needed.

Chairman HiLL. The technology I saw is smaller than my little
fingernail. It is inserted in the skimmer, both at point-of-sale at re-
tail and at a gas pump and it is downloaded by Bluetooth to the
criminal who just walks by the pumps on a regular retrieval basis.

This is not your grandmother’s fraud, like you are all making the
comments. This is super-sophisticated.

Attorney General Tim Griffin in my State has set up a Financial
Fraud Task Force to bring all the forces together in Arkansas to
combat this—text, phone, mail, check, the whole effort. So I really
commend him for that.

Ms. Griffin, I wonder what your view is of how those stake-
holders should try to work together on a national basis to do best
practices.

In my example in Arkansas, tens of thousands of dollars are
missing: $1.5 million out of my post office just in my little neigh-
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borhood was the publicly reported number. We have one postal in-
spector for the State of Arkansas, 3.4 million people.

So can you comment on the role of the FBI, the U.S. Postal Serv-
ice, and other law enforcement?

Thank you, Ms. Griffin. Please.

Ms. GRIFFIN. Yes. Thank you.

First of all, those agencies were all very active at our table. Lots
of dedicated leaders focus on this and one thing that we heard
quite often is that the collaboration around scams is a side-of-the-
desk activity. There is not a directive from the top that anti-scam
activity is a leading priority for law enforcement.

One of the actions that we believe can be facilitated by naming
scams as a national priority to mount a coordinated response is to
direct law enforcement to create greater resources toward those
kinds of collaborations, because, as you rightly mention, they will
yield benefits.

Chairman HiLL. Yes.

It is a cross-Congress problem. I mean, we do not control the
FTC on this committee, and yet the FTC and the Federal Commu-
nications Commission (FCC) should be very involved here due to
the transmission means that you have all addressed, like in tele-
communication-based scams, which is the fastest-growing, the most
accurate. You have all testified to that. So I think we have to link
the financial services industry with the transmission capabilities,
which is mail and telephone and text and internet.

So I want to thank the panel.

Mr. Meuser, thank you for a great hearing, and I yield back.

Chairman MEUSER. The chairman yields back.

The gentleman from Texas, Mr. Green, who is the ranking mem-
ber of Oversight and Investigations, is now recognized for 5 min-
utes.

Mr. GREEN. Thank you, Mr. Chairman.

And, again, I thank the witnesses for appearing.

Let me start with a basic premise, and this premise is that con-
sumers need all of the help they can get from whatever agencies
are available to them, including the Consumer Financial Protection
Bureau, which is currently under assault.

Currently, an effort is afoot to remove some 1,500 of the per-
sonnel from the CFPB. This would be tantamount to removing
about 90 percent of the staff. Consumers need all the help they can
get, at a time when this President is eviscerating the Consumer Fi-
nancial Protection Bureau.

Now, Ms. Sanchez, you made a comment earlier—Sanchez-
Adams—about the CFPB. Some of what my colleagues, my friends,
as witnesses, are calling to our attention are things that the CFPB
could be associated with. If needed, we could expand what the
CFPB can do. Someone said, we need a central point of contact for
consumers. Well, that sounds like a Consumer Financial Protection
Bureau, which is being eviscerated.

This hearing is quite amazing to me. We want to help con-
sumers, by some standards—not mine—by eviscerating the agency
that helps consumers.

Ms. Sanchez-Adams, would you kindly respond?

Ms. SANCHEZ-ADAMS. Yes. I agree.
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The CFPB, in January 2025, entered a consent order against
Block, which is the owner of Cash App, for fraud that was hap-
pening there. They were not investigating properly unauthorized-
use claims under EFTA. That was one of the violations, as well as
a lot of other promises about a system that was safe and was sup-
posed to protect them.

Now, under that order, they are supposed to receive—consumers
and victims who were impacted by unauthorized use, that should
have already gotten their money back, are supposed to get $120
million in redress. However, they have not received a penny yet.

I think part of that is, there is a reduced workforce that is not
able to do the work that it is supposed to be doing for that reason.
So I agree with you that we need to restore the strength of the
CFPB.

Mr. GREEN. Yes.

You mentioned Zelle. Explain.

Ms. SANCHEZ-ADAMS. Yes, so they had also—in I believe it was
December 2024, they had filed a suit against Zelle for similar in-
fractions. So they also were not responding to the EFTA unauthor-
ized use claims properly, timely, reimbursing impacted victims.

Also, they knew before it was time to launch the product that it
was not yet safe and did not have all the guardrails that it may
now have in place at the time, because they did not want to lose
market share. So the claim in the petition is that they launched
it before it was safe, as a violation of the Consumer Financial Pro-
tection Act (CFPA).

Unfortunately, as I mentioned in my testimony, with the change
of leadership at the Bureau, that suit was dismissed, though it was
picked up by the New York Attorney General’s Office.

Mr. GREEN. Are you familiar with the Townstone Financial case?

Ms. SANCHEZ-ADAMS. Yes.

Mr. GREEN. Okay. This is invidious discrimination against Black
people. Settlement was at hand. Tell us what happened, please.

Ms. SANCHEZ-ADAMS. Yes, in that case, there was actually a
court order, and they were ordered to pay back money. The Bureau
decided it did not want to pay that money out or to enforce that
order and they wanted to vacate that order, and the court did not
allow them to do so.

Mr. GREEN. What signal are we sending to consumers when we
complain about the atrocities that they have to suffer and we elimi-
nate the agency that is there to help them? What is the signal that
we are sending, please?

Ms. SANCHEZ-ADAMS. That we do not care about them.

Mr. GREEN. If we cared about consumers, would we eviscerate
the Consumer Financial Protection Bureau?

Ms. SANCHEZ-ADAMS. Not in my opinion.

Mr. GREEN. What could we do to strengthen it, in your opinion?

Ms. SANCHEZ-ADAMS. We do need to restore the funding so that
it is able to function the way that Congress designed it to function
under the Dodd-Frank Act. We also should not eliminate the work-
force that is there to do the job of protecting American consumers.

Mr. GREEN. This is another example of how the President creates
a problem and then decides that he will solve the problem with the
solution that was already there. This is unbelievable that we would
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find ourselves now eviscerating the Consumer Financial Protection
Bureau and saying that consumers need protection.

I yield back.

Chairman MEUSER. The gentleman yields.

The gentleman from Georgia, Mr. Loudermilk, is now recognized
for 5 minutes.

Mr. LOUDERMILK. Well, thank you, Mr. Chairman.

Before I get on with my main line of questioning—Ms. Benda?
No? Oh, Mr. Benda. I am sorry. Yes. My apologies. Ms. Sanchez-
Adams suggested simply shifting losses from one party to another.
What would this do in practice?

Mr. BENDA. I think we can see an example of that in the U.K.
They have a reimbursement framework that she mentioned. If a
consumer is fraudulently induced of transferring a payment, they
are liable to reimburse, up to 85,000 pounds.

So the hope was that this was going to greatly reduce the
amount of scams and fraud out there, spur investment. What un-
fortunately has happened is that—banks had already heavily in-
vested in anti-fraud and anti-scam protections; scam losses only
went down by 1V2 percent.

The challenge that it would create for banks, though, here in the
U.S. is, not only would it not necessarily reduce scam losses, but
it would also put banks in the uncomfortable position of trying to
tell American consumers how they can and cannot spend their
money.

We talk about sending—we do not want people to send money to
someone they do not know and trust. By the time they are ready
to make that payment, they believe they know and trust who they
are talking to. We have countless stories where you can talk to a
family member that could not convince someone not to send money
and now you are going to have a bank teller that is going to be re-
sponsible for making that decision?

We do not believe that Americans want banks telling them who
they can and cannot send money to.

Mr. LOUDERMILK. Okay.

While I have you, Mr. Benda—I apologize—the Georgia Bankers
Association brought something to our attention earlier this year. As
the chairman of the full committee, Chairman Hill, brought up, we
also in Georgia have had a big issue with check washing, especially
through the post office—stealing of checks. I mean, hundreds of
thousands of dollars have been fraudulently stolen that way.

They brought up a scenario where the fraudster or the criminal
would go to a nonlocal bank and, most likely using fraudulent iden-
tification, would open a bank account, and that would pass the
know-your-customer standards. Then they would take these fraud-
ulent checks and deposit those in that bank but instead of the Big
Bank putting a hold on the check, they are paying those checks
and clearing them.

Is that a problem that you have been aware of? Is this something
that would be an easy fix of requiring the banks to hold the
checks?

Mr. BENDA. So check fraud is a very substantial problem that
does not appear to be going away.
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We have a lot of challenges right now with fake IDs that are out
there. If anyone has a college-age student, they know that it is rel-
atively easy. Al is now allowing criminals to generate very real-
istic-looking statements from a utility company, from a telephone
company.

So banks are really struggling with, when the documents being
used to open an account look completely legitimate and in many
cases pass through certain verification procedures, they will open
up those accounts. So what we train banks to do is look at the age
of the account, look at the holistic nature of what is being done,
what is the pattern of deposits.

So banks would like more flexibility, quite frankly, on being able
to hold those checks. Certain checks have certain timelines and
when they have to release the funds, such as a Treasury check. So
we would be very open to having a discussion of how we could in-
crease those hold times appropriately when fraud is suspected and
that is something our members would be very interested in.

Mr. LoUuDERMILK. Okay. Thank you for that.

In your testimony, you mentioned that criminals effectively took
advantage of the economic devastation during Coronavirus disease
2019 (COVID-19), especially the unprecedented government re-
sponse to support small business and out-of-work Americans.

How has the COVID-19 pandemic had a lasting effect on fraud?

Mr. BENDA. Well, and I think Mr. Bednowitz mentioned that the
identity theft that is out there.

Let me give you the example. We talked about that trust issue
that the scammers built. If you get a phone call that comes in, it
shows the number on the caller ID of your bank, and they say, “Mr.
Loudermilk, is this you? Do you live at this address? Is this the
last four of your Social Security number? Can I talk to you about
some potential suspicious transactions on your account?”

The vast majority of Americans do not realize that all that infor-
mation is out there, do not realize their phone number can be
spoofed—that the bank phone number can be spoofed, and they are
going to believe they are talking to their bank, and they are going
to give up that information.

That is the challenge that we face. We face a very sophisticated
criminal adversary that is leveraging the loss of all that informa-
tion and the technology available to them to steal from American
consumers.

Mr. LOUDERMILK. Has the pandemic actually helped create new
criminal networks?

Mr. BENDA. I believe so. What we have seen is, the unemploy-
ment insurance fraud created that market for the personally identi-
fiable information, but it also created a belief that this white-collar
crime does not get enforced. So check fraud vastly increased after
2020; identity theft increased after 2020.

These white-collar financial crimes have vastly gone up. Unfortu-
nately, enforcement, due to lack of resources, simply has not kept
up.

Mr. LoUDERMILK. Okay.
I see my time has expired, and I yield back.
Chairman MEUSER. The gentleman yields back.
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The gentlewoman from California, Ms. Waters, who is also the
ranking member of the full committee, is now recognized for 5 min-
utes.

Ms. WATERS. Thank you very much.

Let me just start by saying, Donald Trump is the most pro-
found—pro-fraud President in history. He dismantled the CFPB,
rolled back protections, and dropped lawsuits against Big Banks
and crypto scammers, making it easier to basically scam retirees,
students, and working Americans.

He is $7.7 billion richer and continues profiting off the Presi-
dency at the expense of constituents. Under his watch, fraud tar-
geting American consumers has soared, from meme-coin pump-and-
dump schemes to insider trading linked to his own tariff announce-
ments.

Ms. Sanchez-Adams, earlier this year, Trump’s CFPB, since he
took it over, dropped a lawsuit that the agency previously filed
against Zelle, Bank of America, JPMorganChase, and Wells Fargo,
where they found hundreds of thousands of consumers lost nearly
$1 billion through various payment fraud schemes.

With enforcement cases like this being dropped by the Trump
Administration, how will these harmed consumers get their money
back?

Ms. SANCHEZ-ADAMS. That is a great question. Thank you for
that question.

Unfortunately, right now, they are relying on their State regu-
lators to pursue that enforcement. As I mentioned earlier, the New
York AG filed suit against Zelle for the same actions, but that is
only protecting New Yorkers, and the rest of the country also needs
protection. You do not want to hear from your constituents, “Why
are not you doing anything? New York is doing something, but we
are not doing anything.”

So that would be one answer, is that we need more protection by
the CFPB, more enforcement, instead of dropped suits.

Ms. WATERS. Well, let me just say that this hearing is a sham.
Committee Republicans are defunding the very agencies designed
to protect consumers and oversee the financial system.

Just 2 months ago, Republicans voted to eliminate half of the
CFPPB’s budget—you heard all that discussion this morning—all
while rejecting every attempt by Democrats to rein in Trump’s
crypto fraud. Instead of protecting consumers, committee Repub-
licans have chosen to enable scams and defend Trump’s fraud-first
agenda.

What can we expect further from the CFPB that has now been
reduced to practically nothing, with all of the layoffs and firings,
et cetera, et cetera? What can we expect them to do? How much
more harm can they rain on the American people?

Ms. SANCHEZ-ADAMS. Thank you for that question.

Unfortunately, taking steps to deregulate the industries that
pose a threat and harm consumers is not the right step to take,
and I hope that is not what continues. I hope that they do not bend
to the pressures of industry to let them do what they want and con-
tinue to harm consumers.
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I hope that they do continue to enforce laws, and I hope that
they continue to do supervision like they are supposed to do, in-
stead of weakening their efforts to protect consumers.

Ms. WATERS. Would you agree that the way that they have de-
fined this hearing, “Fraud in Focus: Exposing Financial Threats to
American Families,” is misleading?

Ms. SANCHEZ-ADAMS. I hope that we are taking steps to protect
families against fraud and not just paying lip service.

Ms. WATERS. Having a hearing like this, where the opposite side
of the aisle is talking about “fraud in focus,” again, “exposing finan-
cial threats to American families,” do you think that, based on
some of the comments that I have made about the Consumer Fi-
nancial Protection Bureau and others—I was one of the ones sitting
on the conference committee of Dodd-Frank reform when we actu-
ally got some protection from consumers with the CFPB—do you
think that I have at all missed, somehow, defining correctly what
has happened to the CFPB?

Ms. SANCHEZ-ADAMS. No. I think it is accurate that they are not
doing the job that they were ordered by Congress to do; they are
not currently protecting consumers against harm.

Ms. WATERS. Is there anything that you think they can say to
deny anything that I have said?

Ms. SANCHEZ-ADAMS. No. I just hope that Congress restores their
funding and they hire their employees back so that they can get
back to doing their job.

Ms. WATERS. Thank you very much.

I yield back.

Chairman MEUSER. The gentlelady yields back.

The gentleman from Tennessee, Mr. Ogles, is now recognized for
5 minutes.

Mr. OGLES. Thank you, Mr. Chairman.

Thank you to the witnesses for being here.

Mr. Benda, the banking industry has reported that fraudulent
ads purchased through Google and Meta are being used to imper-
sonate legitimate financial institutions, tricking families into hand-
ing over sensitive credentials and wiring away their life savings,
otherwise known as “malvertising.”

When banks flag these ads, what specific obstacles do you face
enforcing Big Tech to remove them quickly and are these platforms
effectively profiting while dragging their feet on takedowns?

Mr. BENDA. Thank you for the question.

So I think that what we are seeing is significant levels of prof-
iting from these ads. The best source we have is a Wall Street
Journal article that said Meta earns $160 billion from ads. They
estimated 70 percent of those ads were either illicit or poor goods
or fraudulent ads.

It can take 8 to 32 strikes to take down an ad and so you can
imagine someone reporting something 25 times is not sufficient; it
has to be 30.

So, I would say, not all social media companies are the same.
Google is an example, I think, of a company that is improving.
They have a Priority Flagger program where they partner with fi-
nancial institutions to report things. During the pilot, they took
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down ads with—they took down around 97 percent of the ads that
were reported within a very quick timeframe.

We think that type of activity needs to be done across all social
media platforms, whether voluntarily or mandated but we also
think user-sponsored content, which the Google Priority platform
does not account for, needs to have a way to be examined when
they are portraying themselves as a financial services company and
luring people into scams.

Mr. OGLES. Just to clarify, you said Meta, $160 billion, roughly
70 percent was fraudulent?

Mr. BENDA. That is what The Wall Street Journal reported, sir.

Mr. OGLES. Goodness.

Ms. Griffin, the GAO has found that responsibility for countering
scams is spread across 13 Federal agencies, with no real coordi-
nated strategy.

Given that malvertising on Google and Meta is now a common
vector for fraud, should national anti-fraud strategy explicitly in-
clude requirements for these platforms to vet and verify financial
advertisers before an ad ever goes live?

Ms. GRIFFIN. Thank you for that question.

One of the things that was clear in the conversations we had
among the task force members, which included the companies we
are talking about today, is that there are very different business
incentives and legal and regulatory requirements across these dif-
ferent sectors.

We believe that there is an important step to take that outlines
the private-sector expectations or responsibilities that companies
have for scam prevention and combine that with Good Samaritan
legal safe harbors when firms act in good faith to prevent scams.

Doing so, I think, would go a long way toward creating a better
playing field for all of these different sectors at the table.

Mr. OGLES. Mr. Bednowitz, your company specializes in moni-
toring and protecting consumers against identity theft. From your
vantage point, how often do victims first encounter fraud by
clicking a fraudulent search and/or social media promotion?

Given the sophistication of Al-generated scams, do you believe
that Google and Meta’s so-called consumer education efforts are
keeping pace with the real threat, or are they leaving Americans
to fend for themselves?

Mr. BEDNOWITZ. Yes. Thank you for the question, and it is a very
good one.

I am looking at data here. From our own protection, we see that
63 percent of scam-related threats were observed on Facebook, 22
percent on YouTube and criminals are using Al-generated personas
and deepfakes to make these scams appear legitimate, like what
we are talking about here.

There is also another vector of threat from the social media com-
panies by them encouraging people that it is in their best interest
for people to have their information publicly and people do not real-
ize that they hide privacy controls. The more information that is
out there, the easier that criminals can take advantage of that and
use that with AI to put together sophisticated profiles that allow
them to target people in the most personalized ways possible.
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Mr. OGLES. Well, I want to caution, you know, when you are a
hammer—i.e., the Federal Government—everything looks like a
nail. The last thing I want is more government, which is why I
supported gutting the CFPB. In fact, in a hearing, I said, “To be
or not to be,” and I said the one agency that deserves to die the
most painful death is, in fact, the CFPB because of the regulatory
restraints they were putting on small banks.

That being said, when you look at this issue, the crisis at hand,
especially the seniors but in general the scams and the loss of
funds, Mr. Benda, what can we do—and we have 28 seconds—what
can we do to fix this?

Mr. BENDA. I think one of the things that is critical is to have
a takedown process. We recognize these ads are up there. When
someone is being impersonated, say, your local banker, and it is
scamming people into crypto schemes that need to be taken down
and need to be taken down quickly. At a minimum——

Mr. OGLES. Mr. Bednowitz, you will get the last word.

Mr. BEDNOWITZ. I agree with what Mr. Benda is saying. There
needs to be vetting of the advertisers on the platform and then also
pressure to make privacy controls more transparent to the con-
sumer.

Mr. OGLES. Thank you, Mr. Chairman.

Thank you to the witnesses. You all have a great day.

Chairman MEUSER. The gentleman yields back.

The gentleman from Louisiana, Mr. Fields, is now recognized for
5 minutes.

Mr. FIELDS. Thank you, Mr. Chairman.

Thank you, Acting Ranking Member.

Let me thank all the guests who are here today as well.

In Louisiana, we have been faced with a different type of fraud.
We have had—and it is not just the elderly; it is all ages—where
a person or group of people will send a text message. The most re-
cent was a text message reportedly from the DMV saying you have
to pay a fine, a ticket that happened whenever ago, or you will lose
your driving privileges, and they give them a certain time.

I have the email here. Actually, they sent it by text, but it is
from an email and the attorney general, obviously, went to work
to try to find out the origin of this bad email but there were just
good people, young, old, all races of life, all walks of life, and many
of them were responding.

What can we do to figure out where the emails come from? Do
we have a system in place to do that? That is for all of you.

Because it is hitting our State hard, and it is just paining to hear
constituents call and say, “Should I pay this ticket? I do not re-
member it, but should I pay it?” and then you say, “It is a scam,”
you know?

What can we do?

Ms. SANCHEZ-ADAMS. I am happy to take that question, because
I have gotten the same text message over and over again.

So part of it is, as we put in our paper, in our written testimony,
we have recommendations that tell communication companies what
they should do to prevent those types of text messages from hitting
consumers. They should do the same thing that banks do of know-
ing your customer. They should do the exact same thing.
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As I mentioned, they know when they are trafficking fraudulent
activity; they just do not have the incentive to stop that, which is
why we think the FCC and Congress should act to require higher
and stiffer penalties. I know that is outside of this committee.

I think we should not wait for them to act; this committee can
also act. Part of that is my recommendation that consumers are
also made whole and that they are reimbursed for fraudulently in-
duced payments.

We need to have everybody acting to protect consumers.

Mr. F1ELDS. Good.

Ms. GRIFFIN. I would like to add to that. Thank you for the ques-
tion. Certainly, that particular text message is one we are all famil-
iar with.

We spend a lot of time in our task force really talking about the
interface between the private sector and law enforcement and their
ability to share information with one another about things like this
that would create better information for law enforcement to act and
better information across the private sector so that, for example, if
someone acting on that text message directed their financial insti-
tution to send a payment, the financial institution might have in-
formation that helps to disrupt or stop that payment.

There are not clear, easy protocols right now for law enforcement
and the private sector to be sharing that data. It is a critical ele-
ment that we will be talking about more in the forthcoming report.
Often, in fact, those things are done manually. We heard tales of
stacks and stacks of PDF files, with hundreds of pages of raw data
and knowing what we know about the ways that we have techno-
logically to be able to share that data, it is an issue that I think
we can make some real progress on to be able to strengthen every-
one’s ability to act.

Mr. FIELDS. Thank you.

Mr. BEDNOWITZ. Thank you for the question.

I would say, there are two ways that we can address this, and
I look at this from the consumer angle.

One is awareness, and I come back to this a lot. If people have
vigilance—we have to tell people that they can no longer trust com-
munications coming from SMS, email, or phone. Anything that
comes, they need to go and verify that. They need to stop, breathe,
verify.

The other thing that I would say is, there are solutions in the
private sector that can help, that can scan people’s emails, texts,
and block their phone calls so that these things—they get warnings
or they get blocked before it ever reaches them.

There are interfaces that have Al to be able to battle Al, that
they can take these communications, put them in, that are trained
on millions and millions of scam emails, to say, hey, is this a scam
or not? So they also need that level of protection. In a world where
the scammers have Al, we need consumers to have Al to defend
them as well.

Mr. FIELDS. I am out of time, but I would love to hear your re-
sponse.

Thank you, I will yield back the balance.

Chairman MEUSER. The gentleman yields back.
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The gentleman from Florida, Mr. Haridopolos, is now recognized
for 5 minutes.

Mr. HARIDOPOLOS. Thank you, Mr. Chairman.

I first want to express my gratitude to our sheriff back at home,
Sheriff Wayne Ivey. He has been very aggressive in getting out the
information. As I think everyone in the room knows, this is all
about prevention, because the odds of catching these characters are
very, very low. It is great to see law enforcement leaders like my
sheriff, Sheriff Ivey, getting out there, using social media for a
positive, and making sure that people recognize these scams, as
each of you are talking about, so that we do not even have these
problems to deal with in the first place, because people are aware
and I think they are making smarter decisions.

I actually talked to one of my friends today, talking about a fi-
nancial issue. He said, “Can you please give me a call? I want to
make sure it is you asking me this question.” I think that this is
a lot of the things that we are going through in this real-life world.
So I really applaud the locals getting into that.

Ms. Griffin, I would like to ask you first question. I would like
to focus on your work with the National Task Force on Fraud and
Scam Prevention, which I understand is a working group with law
enforcement.

How do Federal, State, and local groups work together so we do
not have these different silos, but they actually work in concert, so
we are not wasting resources and getting this broad message
across?

Ms. GRIFFIN. Absolutely. Thank you very much for the question.
I just have nothing but praise for the dedication and passion of law
enforcement agents working on this issue across local, State, and
Federal agencies.

We heard multiple instances of local task forces where that, sort
of, multiplicity of agencies were working together in a local commu-
nity both to try to deconflict cases and to try to raise awareness
in those communities but I cannot stress enough how often we also
heard that this was a side-of-the-desk activity, that this was hap-
pening in off-hours through the passion and dedication of those
agents and not because anti-scam efforts were a dedicated priority
of the agencies in question.

We also heard that there is a greater need for more training of
local law enforcement agents on how to work with scam victims, so
that when a victim does come forward to local law enforcement,
which is rare, they are treating that victim in a way that, A, shows
compassion, but, B, is able to elicit the information that we need
in order to go after those criminals.

Mr. HARIDOPOLOS. Well, thank you.

I will build on the question. I know—just recently, I spoke about
it with my other sheriff down in Indian River County, Sheriff Flow-
ers. Almost daily, he has people coming in saying, “I thought this
person was this person versus that person,” and tens of thousands
of dollars. This is not a small scam. This is a serious number, at
least in the communities that we are living in.

So how do those local sheriffs share information, Ms. Griffin,
across the jurisdiction so that one can quickly get the scam out
there?
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I know, whenever I get the oddball text, I will often go to one
of my search engines and say, is this number real, is this real?

How do we make sure that, once we see a small activity—maybe
others can chime in on this as well—that we quickly get the infor-
mation, so we stop that scam in its tracks and people are alert
enough to say, is this real or not?

Ms. GRIFFIN. Yes. No, it is a great question. There are multiple
resources available for consumers, but the fact that there are mul-
tiple resources available for consumers then makes it also sort of
a noisy environment. Where do consumers turn to is a real ques-
tion, I think, that we need to solve for.

There are also not always easy ways for law enforcement to know
what to do in that scenario. We talked earlier today about how the
criminals who are perpetrating these crimes are often representa-
tives of foreign criminal enterprises, and so the jurisdiction of local
law enforcement is quite limited in that case. So their ability to
then liaise effectively with Federal agents who can take action is
something that we need to create more strategic and streamlined
pathways for them to do so.

Mr. HARIDOPOLOS. Well, thanks, Ms. Griffin.

I will just close with this, Mr. Chairman. I really applaud my
local sheriffs, Sheriff Ivey and Sheriff Flowers. They are really ag-
gressive getting out there in their local community, and I am glad
that we are raising this awareness. That is probably the biggest
weapon we have.

As you mentioned, Ms. Griffin, so many of these criminal syn-
dicates are not within the borders of the United States, and the
likelihood of recovering these dollars is very, very slim, given the
realities of these crimes.

I think—I know that some folks have talked about the CFPB get-
ting involved in this issue. This is a front-end issue. This is not a
back-end issue. The likelihood of us, kind of, coming through with
some government agency to recover these are probably pretty slim
but I hope that we can use the coordinated efforts for the future
so that, when one scam happens, we can use the power of the inter-
net in positive ways so that people realize, if you see this number,
beware.

These are just the challenges of the day. It is frustrating. We
have so many great innovations coming with social media, but
these are clearly one of the detractions from it.

So, with that, Mr. Chairman, thank you for highlighting this
issue. It is a huge issue, unfortunately, in our district and the fact
that you are bringing this to people’s attention will probably save
a lot of folks a lot of money.

Thank you.

Chairman MEUSER. The gentleman’s remarks are appreciated.
The gentleman yields.

The gentlewoman from Georgia, Ms. Williams, is now recognized
for 5 minutes.

Ms. WiLLIAMS of Georgia. Thank you, Mr. Chairman.

Thank you to all of our witnesses today for your testimony and
being here.

I appreciate my Republican colleagues for focusing on this hear-
ing and exposing financial threats and potential solutions to fight
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off fraudsters in this space. Y’all, I do need to point out that we
had an independent watchdog that helped to protect consumers
and deliver dollars back to constituents, and it was the Consumer
Financial Protection Bureau, but my Republican colleagues decided
in the billionaire bailout bill to reduce funding for the CFPB, leav-
ing opportunities for fraudsters to flourish.

Since Acting Director Vought’s takeover of the CFPB, ongoing
cases to hold financial institutions accountable for deceptive prac-
tices have been dropped. Many of the rules that were either pro-
posed or implemented by former Director Chopra have been
dropped as well, all of which were aimed at helping consumers find
relief and the most baffling: It is mid-September, y’all, and we still
have no clue when the Acting Director is going to testify in front
of the full committee. Perhaps I missed the memo, but what we are
focused on today is—or, my focus today is on the consumer. The
billionaire bailout budget opened the door for scammers, a poisoned
CFPB, and pivoting from the previous administration’s
rulemakings that put consumers over schemers.

Y’all, the schemers are real. I just heard this week a news report
down in Columbus, Georgia, where the local sheriff's office, work-
ing with the FBI, was at point-of-sale transactions at Target,
Walmart, gas stations, pulling the skimmers from the machines,
because people’s cards were being cloned and purchases being
made all over the country.

Then, of course, we are all too familiar with, like my colleague
from Louisiana stated, those text messages, where even my 10-
year-old son, Carter, is like, “Mommy, I do not drive a car. What
do they mean, they are going to take my driver’s license if I do not
pay?” This is rampant across the board but because of these reduc-
tions at the CFPB and all of the changes, I am going to use this
time to remind the American people how this administration is
prioritizing scammers and fraudsters and hurting our constituents.

Ms. Carla Sanchez-Adams, last December, the CFPB announced
at the time that they were distributing $1.8 billion—with a “B,” bil-
lion dollars—to 4.3 million consumers, including $103 million deliv-
ered to Georgia, for consumers that were harmed by a group of
predatory credit-repair companies. That is real money. This was
the largest-ever distribution from the Bureau’s victim relief fund in
history, and I applaud the Bureau for acting against these scams,
but I think we know that there are still widespread financial scams
like this that are still ripping off American consumers.

Ms. Sanchez-Adams, have you heard of this type of financial
scheme and is this the type of scam impacting customers that you
work with?

Ms. SANCHEZ-ADAMS. Yes. So “credit-repair” organizations, quote/
unquote, do charge consumers to help them fix their credit. Often,
they actually charge and collect that money before actually doing
anything to help address some of the credit issues, or they make
false promises that they can do something that they cannot actu-
ally do. It is indeed a big problem, and I agree with that.

I also just want to take this moment to respond to something
that was said, that, like, fraud and scams is a front-end issue and
not a back-end issue. I take issue with that, because fraud encom-
passes both scams and also unauthorized use. I hear so many cases
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where consumers are being impacted by unauthorized use, mean-
ing someone takes over their account, someone initiates a trans-
action without them knowing about it, and yet their banks are not
making them whole, even though under the law they are supposed
to not just banks, but P2P apps, which is what the Zelle lawsuit
and the Cash App lawsuit were about.

That is supervision. That is the Bureau stepping in and saying,
“Hey, you guys are not complying with the law. You are supposed
to be protecting consumers.”

So I just wanted to clear that up.

Ms. WILLIAMS of Georgia. Thank you for that.

Building upon that and the conversation around the predatory
practices around cleaning up your credit reports, do you think
there is an opportunity for Congress to crack down on these scams
and better protect consumers who are trying to get their financial
lives back on track and just trying to live in this economy?

Ms. SANCHEZ-ADAMS. Yes.

Ms. WiLLIAMS of Georgia. Ms. Sanchez, I ask because, as some-
one who spent years paying off my student loans—they are done,
y’all. I owe zero student loans.

My husband, that is another story, Chairman Meuser. We are
still working on his, but I spent years paying off my student loans.
I understand how important it is to understand debt and building
creditworthiness. It is still an important issue, to fight off preda-
tory actors in the credit repair space.

I remember, during my first term in Congress, when we were in
the majority, then-Chairwoman Waters would hold hearings and
testimony from the CEOs of the largest banks. We have not had
that in a while, so I hope that is coming.

I see that I am coming up on time, so, Mr. Chairman, I want to
leave this last question on the record to get a written response.

What do you say to consumers who the banking industry has
failed and who have relied on the CFPB as the final course of ac-
tion when all else has failed them?

I would love to get that on the record in writing.

[The information referred to can be found in the appendix on
page 190.]

Ms. WiLLIAMS of Georgia. Thank you, and I yield back.

Chairman MEUSER. Okay. The gentlelady yields.

The gentleman from North Carolina, Mr. Moore, is now recog-
nized for 5 minutes.

Mr. MOORE. Thank you, Mr. Chairman.

Financial fraud is touching every corner of our society, and no
demographic is immune. This is not a Republican issue, a Demo-
cratic issue. This is an issue that impacts everyone.

From sophisticated Al-driven scams to check washing, you name
it, criminals are stealing billions from seniors, veterans, working
families, really anybody. I know of stories where these crimes have
drained retirement accounts, wiped out savings, and really, if not
put in check in some way, erode our financial system.

Ms. Griffin, what I would just ask you is: From your experience,
who would you say, who is most at risk of fraud today: seniors,
young people, small business, and then, are you seeing any par-
ticular types of scams being targeted at any of these groups?
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Ms. GRIFFIN. Yes. No. It is such an important question, because,
really interestingly, in the survey data that we have been ana-
lyzing, there are no discernable demographic differences among the
victims.

Mr. MOORE. Huh.

Ms. GRIFFIN. It is perhaps one of the only social problems we
have in America with that characteristic. Young and old, urban
and rural, different geographies, different races, different in-
comes—everyone is at equal risk of being impacted by this issue.

I would say, the only other discernable difference is that older
Americans lose more money, and I think that is largely a result of
them having had more time in their lives to accumulate more
money to steal.

Mr. MOORE. The scope of this problem is really staggering. In
2024 alone, the FTC reported that 2.6 million consumers reported
being victims of fraud, with a combined loss of a staggering $12.5
billion. As our witnesses have testified before, we expect the true
monetary impact of fraud to be much higher because of non-report-
ing, et cetera.

Mr. Benda, community banks and credit unions, I know, are de-
voting enormous resources in fighting fraud, but the threat is larg-
er than any single industry can possibly tackle on its own. Can you
describe the scale of fraud that your members are seeing?

Mr. BENDA. Thank you for the question.

It is really hard to describe because, as you said, we do not have
accurate numbers. We have numbers that are all over the place.

The one thing we can look at is the trend lines. So both the FBI
claimed a 33-percent increase in fraud from 2023 to 2024, and FTC
showed a 25-percent increase from 2023 to 2024. So fraud is going
up 25 to 30 percent every year, in terms of what we are seeing.

From our members’ perspective, we have spent an inordinate
amount of time on check fraud, and we have seen that the sus-
picious activity reports (SARs) being reported on check fraud have
tripled, frankly, in the past 4 or 5 years, and that number is not
going down.

Then we continue to see the rise of scams trying to convince con-
sumers to send money out and that is simply going to continue to
increase.

Mr. MOORE. Right.

Well, let me ask you this. How have the banking regulators been
engaged in helping financial institutions fight scams and fraud? As
a secondary, have there been any regulatory or interagency frag-
mentation that has made it harder to respond?

Mr. BENDA. The regulators have not—I will focus on the scam
issue. The regulators have not really focused on the scam issue, be-
cause it is—I think it is more focused on the front-end thing, which
is a consumer being induced to commit some type of act.

So what we would like to see them focus on is ways that we can
better share information. We really want to focus on preventing the
fraud from happening in the first place and that requires sharing
information that we receive from suspicious activity reports, shar-
ing information from law enforcement, and allowing banks and
other financial institutions to share information about bad accounts
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?ein(g{ used in real-time so those accounts cannot be used to commit
raud.

Mr. MOORE. With respect to this, I mean, would you say that the
scams are just—I mean, this is probably a rhetorical question.
They are becoming more sophisticated, though, these scams are.

Mr. BENDA. They are. They are. They are using the data that
they have stolen. They are using Al to fabricate documents. They
are using Al to deepfake voices. They are using Al to commit fraud
at scale. It is no longer a simple thing, to spot a phishing email,
it is very challenging.

Mr. MOORE. You mentioned AI. That brings me to Mr.
Bednowitz.

I will ask you a question. We know Al is a double-edged sword.
Criminals are using it, of course, to create more convincing scams,
but my understanding is that companies are also deploying it to de-
tect fraud.

How effectively is Al being used in protecting consumers today,
and what gaps still remain?

Mr. BEDNOWITZ. Yes. Thank you for the question.

Al is definitely a double-edged sword, and we utilize it in our
tools to scan millions of data points to detect fraud in real-time, to
detect deepfakes, prevent scams from ever reaching consumers via
their email, phone, or text. We are not alone. The private sector is
innovating very heavily with Al to combat these scams and these
fraudsters.

The gaps that I keep coming back to are just awareness on the
side of consumers to be able to adopt these types of protections and
to also be aware to breathe and stop, to know that they need to
check, that they should not just respond to any email, phone, or
text, that they cannot—they have to be vigilant, they unfortunately
cannot trust their communications today.

Mr. MOORE. Right.

I know I am out of time, Mr. Chairman. I just will point out, now
criminals can actually use artificial intelligence to mimic a loved
one’s voice. I mean, someone gets a call, and they think they are
actually getting a call from a family member or whatnot, saying
that they need this or need that.

It is scary, how it is out there and so I appreciate the effort that
the industry is making on this.

With that, Mr. Chairman, I yield back.

Chairman MEUSER. The gentleman yields back.

The gentlewoman from Michigan, Ms. Tlaib, is now recognized
for 5 minutes.

Ms. TLAIB. Thank you so much, Chairman.

We are talking about all of this, and all I keep thinking about
is how paralyzed the CFPB is right now. I mean, this is where the
911 for consumer fraud is.

I mean, romance fraud is up. I have this huge fraud right now—
you have to check this out, Chairman—where they say, “Oh, you
did not respond to the jury response”—did you hear about this
one?—“to jury duty, and a warrant is out for your arrest.” They get
these calls, and I had one constituent lose $11,000 on that one.
They are getting so sophisticated, because, you are right, they even
have a website with dot-org, like, so—not dot-gov, but dot-org, like,
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so it looks real. It almost looks exactly like—and the number that
they call them from is the same county number.

All of that to say, CFPB was doing an incredible job, and it is
being paralyzed right now. Why? Because it goes after banks that
cover up the scams, let us be honest. Let us be frank here. Every-
body keeps thinking about that, but think about it. I do not know
why they do not want to, like, help and aid in regard to this.

I mean, to see them in March, CFPB, under the current adminis-
tration, dropped the case against digital payment app—what was
it—Zelle, a joint venture between Wells Fargo, Chase, Bank of
America, delivering a de facto pardon to the company for failing to
protect its users from fraud. We are almost giving them, like, “Hey,
well, that is not our fault. We cannot—oh well.”

I mean, that does not make any—there should be a sense of re-
sponsibility on the consumer to be protected if these Big Banks are,
again, having their consumers, use their service. It does not make
any sense to me.

One of the things—and this is to all the witnesses. If banks fail
to fulfill their obligations under the Electronic Funds Transfer
Act—some protections in there requiring them to investigate cus-
tomer complaints of fraud. If those banks willfully ignore hundreds
of millions of dollars in consumer losses, would you agree that at
that moment, they are not going to be held accountable and they
are not going to even actually proceed unless we force them to?

I feel like people think they are just going to do the right thing
and I am like, “No. CFPB made them do it.”

What I continue to see—I do not care if it is the loan services
for the student loans; I do not care if it was the folks targeting the
veterans—and some of this stuff never gets headlines. It never gets
in the headlines.

I would love to hear from all of you. I mean, you saw this case
get dropped and be honest, I think my time—be honest. Do you
thin{l)( them dropping that case exposed a lot of our consumers right
now?

Ms. SANCHEZ-ADAMS. So I will jump in really quick.

Ms. TLAIB. Yes.

Ms. SANCHEZ-ADAMS. So the EFTA—one of the brilliant things
about that statute is that it actually has a private enforcement

Ms. TrLAIB. She is talking about, for my residents, Electronic
Funds Transfer Act.

Ms. SANCHEZ-ADAMS. Sorry.

Ms. TLAIB. I just want them to know. When they see that, they
do not know that there are protections in there.

Ms. SANCHEZ-ADAMS. Right.

Ms. TrAIB. They just think it is something to do with transfer of
money.

Ms. SANCHEZ-ADAMS. So it does have private enforcement with
really strong remedies if it is violated, including punitive damages
and treble damages.

However, not everybody can afford a lawyer.

Ms. TrAIB. That is right.

Ms. SANCHEZ-ADAMS. One of the brilliant things about the CFPB
is it acted on behalf of all of those who cannot afford——

Ms. TrLAIB. I have said that to people.
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Ms. SANCHEZ-ADAMS.—a lawyer.

Ms. TLAIB. “Oh, the elder law clinic cannot take the case”—I am
serious, Chairman. “They did not take the case; they cannot do
any-"—I send them to CFPB and sometimes CFPB just calls or
sends the letter, an inquiry; gets it fixed like that.

Ms. SANCHEZ-ADAMS. Yes. [

Ms. TLAIB. I have seen it happen.

Ms. SANCHEZ-ADAMS. I also just want to respond to something
that one of the witnesses talked about, which is about private enti-
ties that are able to help protect consumers.

Ms. TLAIB. Yes.

Ms. SANCHEZ-ADAMS. Now, that is all well and good, and I love
that but there are low-income consumers who cannot afford those
services.

Ms. TLAIB. Right.

Ms. SANCHEZ-ADAMS. That is the importance of government
agencies——

Ms. TrAIB. I mean, what do you all think, other than, I mean,
Ms. Carla here, what do you all think about them dropping the
case? You think that was a great idea?

We are talking about $870 million in losses to the public. This
is 1 of 22 enforcement actions, by the way.

Do not be afraid. Was this a good action on behalf of CFPB, to
drop that case?

Paul?

Mr. BENDA. I am sorry, Congresswoman. I am not familiar with
the case. I cannot speak to that.

Ms. TLAIB. Okay.

How about you, Ian?

So it is okay; they are just not going to enforce the Electronic
Funds Transfer Act.

Go ahead, Ian.

Mr. BEDNOWITZ. No, I appreciate the question. I am also——

Ms. TLAIB. Okay.

Mr. BEDNOWITZ [continuing]. unfamiliar with——

Ms. TrAIB. All right.

Mr. BEDNOWITZ [continuing]. the case.

Ms. TraiB. Kate, you are familiar. You know that CFPB just
dropped an $870 million case against these folks. I mean, Zelle is
participating with these banks, and they are letting it happen and
pretty much, they are like, “Sorry. You lost that money. We cannot
do anything about it.”

Ms. GRIFFIN. Thank you for the question.

One of the things that we talked about a lot in the task force
that we have been organizing is the ability, in this example of the
text messages, for the banks to get information from the tele-
communications companies about that interaction——

Ms. TrAIB. That is right.

Ms. GRIFFIN [continuing]. so that they know whether that case
is fraudulent.

Ms. TLAIB. Why do they not just want to——

Ms. GRIFFIN. There are a lot of actions——

Ms. TrAiB. I do not understand why they do not want to help.
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Ms. GRIFFIN. Well, I think the issue we will come out with in this
report is how we can help all of those institutions to better share
information so that they can take more preventative action.

Ms. TLAIB. Yes. Thank you.

I yield.

Chairman MEUSER. The gentlelady yields.

The gentleman from Oklahoma, Mr. Lucas, is now recognized for
5 minutes.

Mr. Lucas. Thank you, Mr. Chairman.

Thank you to our witnesses for being here today.

Of course, it goes almost without saying, this hearing could not
be more relevant to our world today. One of the most pressing top-
ics I hear from credit providers in my district is the growing preva-
lence of fraud and financial threats to our families and institutions.

According to CFTC, in my home State of Oklahoma, over $75
million was lost last year in fraud attacks but we know these
crimes are severely under-reported and the actual number is most
likely dramatically higher.

So let us focus, again, on the core stuff here. All of our Federal
agencies must prioritize the effective prevention tools and work to-
gether to find and punish bad actors.

So, Mr. Bednowitz, how has your company had success—let us
talk about some success here—in fighting bad actors and what are
the lessons the Federal agencies could learn from private-sector ex-
periences?

Mr. BEDNOWITZ. Yes, absolutely and thank you

Mr. Lucas. You have been in the trenches. Tell us about it.

Mr. BEDNOWITZ. Yes. Thank you for the question.

We protect over 500 million consumers globally from these types
of threats, and we do it through a variety of technology solutions
that the private sector offers.

I want to say a few things to address the comment earlier. Just
because it is private sector does not mean that it has to be some-
thing that people cannot afford. There are partnerships, from peers
in the industry, between banks and those credit bureaus, that offer
free solutions for people to be able to protect themselves. There is
the Identity Theft Resource Center that helps people when they
have problems, in addition to the paid solutions that are out there
but the success is really based on having comprehensive protection
of your devices through security, having identity-theft protection.
Scam protection is coming out and then there is restoration and re-
mediation and some of these providers, including us, provide sup-
port every step of the way when someone falls victim, as well as
the insurance to help reimburse them for those losses that they
have.

So there are solutions out there.

We have many stories of people—one story comes to mind of an
elder gentleman who, as we talk about these bitcoin ATMs, he was
tricked into—that money, $9,000 had come into his account—into
giving $9,000 into one of those ATMs, but because he was covered
by our insurance, we were able to reimburse him for that loss.

Mr. Lucas. Mr. Benda, could you comment on this as well?

Mr. BENDA. Absolutely, Congressman.
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So I think what we are seeing is, banks are making some success
at trying to combat these scams and fraud, sharing information
where they can, but I think the focus really needs to be here on
the prevention side of things.

I think we need better sharing from the telecoms in terms of the
text messages that are being out there. I think we need better en-
forcement from the FCC to shut down those telecoms that are
sending those bad text messages, but I think there has to just be
better information-sharing across the ecosystem. You can share
across financial institutions without fear of liability, but social
media, telecoms, and others cannot necessarily share that same
level of information.

We know that banks file 6,000 SARs a day—suspicious activity
reports—a day focused on fraud, but that information never comes
back to financial institutions in a manner they can use to prevent
that fraud from occurring.

Mr. Lucas. Continuing with that, Mr. Benda, we have heard a
lot about those gaps in the data collection from Federal agencies
on the financial fraud.

Can you talk about the need for and expand more on this cross-
agency collaboration and whole-of-government approach? I mean,
why are the information silos ineffective? You touched on that. Just
in a moment, would you

Mr. BENDA. I did.

Mr. Lucas [continuing]. expand on that?

Mr. BENDA. Thank you.

I think that is the critical need.

The question you have to ask yourself is—we hear many times,
let us say a small bank gets—their local area gets blanketed with
these fake fraud alerts. You hear about this. They send these thou-
sands of messages out, and then they overwhelm—one of our small
banks got 600 calls a day. We know crimes are being committed
at that exact moment. There is no 911. There is nowhere to call
to say, how do I stop these text messages, how do I stop this crime
from occurring?

We need to have a centralized strategy. Other countries—like,
Australia has developed a national anti-scam center, has a national
strategy in place. They have seen a reduction in scam losses of 25
][O)elrcent. We need that type of centralized approach to build capa-

ilities.

Mr. Lucas. In the few seconds I have left, Ms. Griffin, how can
we make sure the Federal Government and its private industry
partners stay competitive against bad actors? How do we adapt to
emerging threats? This is moving quickly every moment, it sounds
like.

Ms. GRIFFIN. Yes. Thank you for the question.

I just want to underscore what Paul is talking about here in
terms of the importance and the urgency of a coordinated national
strategy that leverages the best of what America has to offer. The
innovation, the ability to coordinate are all paramount. We need to
create better clarity of expectations of the private sector for their
role in helping to prevent scams.

Mr. Lucas. Thank you very much.

I yield back, Mr. Chairman.
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Chairman MEUSER. The gentleman yields back.

The gentleman from Illinois, Mr. Foster, is now recognized for 5
minutes.

Mr. FOSTER. Thank you, Mr. Chairman, and to our witnesses.

I probably stayed up later than I should have last night reading
Mr. Benda’s excellent testimony. The thing that struck me over
and over, reading that, is that identity fraud was at the core of
every single one of the frauds, the long list of frauds, whether it
is the text message that starts a long romance scam or whatever
it is.

The point to stop this is at the beginning, and the tool at hand
is to provide people with a means of proving they are who they say
they are in an online environment.

Because of inaction by the Federal Government, States are doing
this. They are standing up for what is called the Mobile ID, the
digital driver’s license. This is simply connecting your Real ID-com-
pliant driver’s license issued by the State, which is a pretty unique
identity that cannot be—it is very difficult to get many fraudulent
copies of the Real ID. We have done a pretty good job, federally,
on that but then what you do is, you associate that with your cell
phone, take advantage of the fact that a modern cell phone is like
a security dongle; it has a unique, secret ID in there. It is a unique
device in the world and when it gets associated with a Real ID,
that allows you to prove you are who you say you are in a legally
traceable method online.

Certainly, every time you open a bank account, that has to be an
option to people. Because if you talk about the check washing fraud
that we are talking about, they say, Okay, you transfer that to a
fraudulently opened bank account. Well, guess what. If you are in
other countries—just pick your country—say, Korea, if you want to
open a bank account, you get out your cell phone and you prove
you are who you say you are, and you can open the account like
that, because that has been compared against a list of bad actors.
You are a single legally traceable person with responsibility for
that account.

It does not happen in countries that have done this and the U.S.
is falling behind on this. Countries around the world understand
that you need to be able to prove you are who you say you are.

We can do everything that we want with trying to identify pat-
terns of fraud and all of the deepfake impersonations, but the bad
guys are getting sophisticated too fast for that. The other side of
the coin that they will never be able to beat is when you have a
cryptographic assurance of being able to prove you are who you say
you are.

The tool at hand is the Mobile ID that is being rolled out by
many—digital driver’s license—rolled out by many States and this
is the real answer to this.

I think that we have to use this for Federal Government pur-
poses. We have gotten very close, for Federal Government pur-
poses, to having motion in both the House and the Senate, never
in the same session but the time has passed for that.

I think that if industry had access to a simple, efficient way for
people to prove they are who they say they are, there would be a
huge adoption immediately and a dramatic drop in fraud.
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So does anyone—that whole little spiel I just gave, are there any
details you think need to be corrected on that? Or do you all agree
that is a——

Mr. BENDA. Congressman, if I could jump in there, I would like
to thank you for your leadership in this mobile identity space. You
have done a great job of pushing that issue forward, so I want to
personally thank you for that.

We partner with the Better Identity Coalition. We recognize the
value of mobile digital driver’s license. We partnered with them to
send a letter to the FDIC asking them to make sure that their ex-
aminers are aware that we can use those.

We think it is a critical need, to have a reservoir of truth, to be
able to go back to those DMVs. Not every State participates in the
DMV validation piece. Having mobile driver’s license, digital au-
thentication, we think it is critical. We are happy to partner with
you going forward on that effort to do anything we can to spur
adoption of that.

Mr. FOSTER. Yes. It will be just a tremendous simplification.

One of the big things we were struggling with during COVID, it
was costing, like, $400 to onboard an unbanked person for a bank
and that was a huge barrier to getting COVID relief to people that
needed it the most.

It did not happen in countries where you say, “Okay, you want
your COVID relief check? Get out your cell phone, smile at it, do
your biometric login, have that cell phone prove you are who you
say you are and authenticate to a bank account,” and, boom, there
is your COVID relief check.

It is just—it was heartbreaking to see the delays there and the
amount of fraud. Hundreds of billions of dollars of taxpayer money
stolen by fraudsters because we do not have a decent way to prove
you are who you say you are.

Anyway. So I sense there is some motion, some bipartisan mo-
tion, to get this to happen, because the level of fraud is just out
of control.

Ms. SANCHEZ-ADAMS. I just want to say, until legislation like
that is passed, that is why we need to enforce Bank Secrecy Act
regulations and do supervision to ensure that fraudulent accounts
are not being opened and money is not being laundered that way.

Mr. FOSTER. Yes.

I echo everything that was said by my colleagues about the trag-
edy of what has been done to the CFPB and the anti-fraud mission
of the CFPB is a small part of what—the damage that was done
there.

So I just want to thank you all and look forward to actually
building some momentum on this.

I yield back.

Mr. STEIL [presiding]. The gentleman yields back.

I now recognize myself for 5 minutes to ask questions.

I appreciate you all being here on a really important topic. I can-
not tell you how many constituents I talk to that have been victims
of financial scams, problems—in particular, pig butchering, where
people are integrating romantic relationships online—purported ro-
mantic relationships online and then delving into a financial side.
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Later today, I am holding a hearing in particular as it relates to
artificial intelligence and Al. There are a lot of positive things that
can be done by Al. There are also a lot of challenges.

I just want to touch on how some of the challenges affect this
area, about financial challenges.

Mr. Benda, if I can ask you, in particular, how bad actors are uti-
lizing AI in this way and then I want to get into questions, fol-
lowing that, about the ways that we can utilize technology or Al
itself to prevent those.

Mr. BENDA. Sure. Sure. There have been a couple things here
today, and I will just reiterate some of those.

I think it is the ability to create very realistic and legitimate-
looking phishing emails, phishing texts. We are worried about
agentic Al that is going to be able to act on its own, can access per-
sonally identifiable information, can deepfake voices to make it
sound like someone else, and then interact with either banks or
other companies who are trying to fraud them.

I think that the scams part of things is really the tragic piece,
in that we are now seeing romance scams being committed, be-
cause they can change their visage, they can change their voice. It
can be someone from overseas of a completely different race, and
pretend to be someone else, and interact and try and build that ro-
mance scam, build that trust over time, so that someone loses their
life savings.

Mr. STEIL. How are financial services firms navigating these
new, choppy waters?

Mr. BENDA. Well, I think there are lot of challenges that we have
in terms of the phishing. We have one thing in place; there is a
thing called dot-bank where you can actually register your bank’s
internet domain. It is less resistant to phishing, simply because no
one else—you have to be a financial services company to put your
website on there.

We have activities, anti-phishing advertising campaigns, such as
our “Banks Never Ask That” that is out there trying to inform con-
sumers. So I think a lot of it is really on consumer education to
try to make people aware of the problem.

Mr. STEIL. So the consumer education, what the companies are
doing. Should our regulators be reviewing whether or not compa-
nies are utilizing some of these anti-fraud projection tools?

Mr. BENDA. We would love to partner with the regulators on a
consumer education campaign.

Mr. StTEIL. Let me build on some of the AI with you, Mr.
Bednowitz, if I can. Mr. Benda just referenced Al being used to du-
plicate voice, to duplicate images. I think that is one of the things
that is uniquely challenging.

You can think of fraud against calling maybe a grandma or a
grandpa, imitating the voice of a grandson or granddaughter say-
ing that they need assistance, taking that grandparent fraud to the
next step. It is uniquely challenging, especially if that sure sounds
like your grandson or granddaughter who needs quick help, and, of
course, it is a criminal on the other end saying, send $100 to this
location.

How should we be thinking about that or navigating against
that?
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Mr. BEDNOWITZ. Sure. There are two ways.

There is a low-tech way, which is teaching people to be vigilant
and just using safe words. So, across families, if you have a safe
word, which is a unique, nonsensical word that no one is writing
down, then if someone is actually having a threat, then they can
use that safe word, and you know that is actually that person on
the other end or not.

Now, on the more high-tech solutions, my company, others in the
private sector are building using Al, like you talked about, to help
defend against that type of Al, to detect deepfakes, to detect scams
and fraud, whether it is coming through video, through voice,
through email. So that is absolutely a front in a battle that we are
tackling.

Al is also, though, in the background—what Mr. Benda did not
talk about—it is less flashy, but Al allows criminals to take infor-
mation that is out there in the dark web, that is out there in social
media sites, data brokers, and create profiles of you to either steal
your identity or to target you with very personalized scams.

Mr. STEIL. And to do it with incredible volume——

Mr. BEDNOWITZ. Yes.

Mr. STEIL [continuing]. in a way that was not possible pre-
viously.

I will come to you to close this out, Ms. Griffin. How do you think
we should be navigating the downside risk of the AI?

Ms. GRIFFIN. Thank you very much for the question.

One of the first things that comes to mind to me is to make sure
that our law enforcement is able to use the same tools. When we
think about the kinds of data that are available, both in terms of
what the private sector has due to consumers reporting to them as
well as the kind of data Paul mentioned, the SARs data base, the
ability for our law enforcement to deploy Al, as well, to query those
data bases and construct cases and go after criminals at scale is
a critical element.

Mr. STEIL. I think what you are saying, to bring us home, is,
there is downside risk of Al for sure, but there is also massive up-
side potential to address these frauds and making sure that we do
not throw the baby out with the bathwater is going to be incredibly
essential as we dive into Al

We will be having a hearing looking at that later today.

I appreciate you being here.

I yield back and now recognize the gentleman from Ohio, Mr. Da-
vidson, who is the chair of the Subcommittee on National Security,
who is now recognized for 5 minutes.

Mr. DAVIDSON. Thank you, Chairman. I appreciate this and real-
ly appreciate the work of the committee staff, Chairman Meuser,
and others to get focused on fraud.

As chairman for National Security and Illicit Finance, we opened
the year up talking about scam centers and consumer fraud. We
had a great panel of witnesses, and I think, once again, we have
a great panel of witnesses, albeit different witnesses.

So thank you for your work to protect people from these kinds
of scams.
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It is clear that financial fraud remains one of the most pressing
threats to economic security for American families, and there is
certainly a lot to cover.

Today, I want to focus my time on elder fraud. These are some
of the most evil, contrived schemes that take advantage of our sen-
iors. They have accumulated money; they are just trying to live out
their years. These wicked elder schemes have turned into a global
enterprise at this point. It is not like a local crime, generally.

So the good news is, fighting elder fraud is an issue that does
unite Democrats and Republicans, should unite all Americans. It is
time to cut the party-line pushback and make laws to protect our
seniors more effective.

One example here is the Guarding Unprotected Aging Retirees
from Deception (GUARD) Act. It is a bipartisan legislation put
forth by my colleagues Congressmen Nunn, Gottheimer, and Fitz-
gerald. While the FBI, FTC, and the Financial Crimes Enforcement
Network (FinCEN) are tracking the elder-abuse fraud schemes, the
missing piece here is amping up coordination between Federal,
State, and local law enforcement. A lot of times when I talk to my
prosecutors, they can detect the fraud, but they have a hard time
getting the resources. We are working with FinCEN to try to get
more of this.

So, Mr. Benda, scams targeting seniors are on the rise. According
to the FBI, from 2023 to 2024, there was a 46-percent increase in
complaints and a 43-percent increase in revenue losses. How have
scams targeting seniors evolved over the years?

Mr. BENDA. Thank you for the question, Congressman.

So I think they have evolved fairly significantly in terms of, we
talked about the use of Al in targeting the elderly folks. One of the
things that was really interesting was the use of bitcoin ATMs to
cash out on these scams.

We mentioned earlier, DC originally has just brought suit
against Athena, which is a bitcoin operator that operated for 5
months here in the District. It turns out that—they analyzed the
transactions of the bitcoin ATM—93 percent of the transactions of
the ATM were fraudulent, 93 percent. The average age of the vic-
tim? 71. The average loss? $8,000. So the question is, is a 71-year-
old really going to buy bitcoin at an ATM inside a convenience
store? They are not.

So really the challenge is, they are targeting these elderly folks,
and they are trying to convince them, whether threaten or cajole
them, and they are cashing out through these bitcoin ATMs.

Mr. DAVIDSON. Yes. Thank you for that.

I think, a couple things there that you highlight. The techniques
are used—Dbitcoin ATMs did not exist a long time ago. Al was not
around but the other things is these data centers that are making
all this possible are on the back end.

So, as a member of the Foreign Affairs Committee, we are see-
ing, even nation-state-level structuring of data centers to be able
to create income for poor countries. They make some of their—a
significant portion of their GDP off of helping scam seniors. So this
is becoming way beyond the scope of what State and local law en-
forcement can do.
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You highlight one of the ways that they can do it, and certainly
bitcoin ATM has been used for fraudulent activity, but I would also
highlight that blockchain tracing tools have made it so it is easier
to follow the money, in some cases.

So let me turn to Mr. Bednowitz.

How might consumer education, specifically efforts geared to-
ward seniors, help decrease barriers in reporting?

Mr. BEDNOWITZ. Yes. This is a great question and thank you for
that question.

Our data shows that, despite elderly consumers reporting in total
$5 billion of fraud, a staggering amount, 67 percent of them think
that they are invulnerable, that they are safe from scams and
frauds. So there is a huge gap in expectations and reality.

So it is very important to partner with organizations to raise
that level of awareness. We have a partnership with the AARP to
help any way that we can reach out to these seniors and let them
know that they are vulnerable.

Because seniors think, “Hey, it happens to seniors in general, but
it does not happen to me. I am smarter than everyone else” and
that is the problem; That overconfidence leads them to be able to
fall victim more easily.

Mr. DAVIDSON. Yes, I was particularly impressed with the AARP
witness earlier in the year in highlighting the nonprofit center that
they are working with in Pittsburgh.

I think the complement to that might be a customer-oriented
function for FinCEN that works not only with citizens and con-
sumers but with our State and local law enforcement. We will see
if we can do that. I think it is a bipartisan answer. The GUARD
Act is a good start, but I appreciate your time today.

Chairman MEUSER [presiding]. The gentleman yields back.

We now will have—excuse me. The gentleman from Iowa, Mr.
Nunn, is now recognized for 5 minutes.

Mr. NUNN. Well, thank you very much, Mr. Chair and I want to
thank the witnesses for being here.

You have all echoed what all of our seniors, what too many
Americans already know: This country and the individuals in it are
losing billions of dollars each year to sophisticated scams.

In 2024, there were a reported 2.6 million fraud cases in the
United States. It resulted in $12.5 billion being scammed from indi-
viduals, many of those dollars going overseas.

These are not just national statistics. They are real, everyday
Americans. They are families, friends, communities, veterans, sen-
iors, not just in my district but across the country.

In Iowa, my home State, last year, the attorney general reported
receiving more than 13,000 fraud cases and this is a small farm
State by comparison to some. It resulted in the loss of $42 billion.

My office just worked with a 68-year-old veteran who lost
$100,000 to someone he thought he was helping, only to be
scammed out of his military pension.

This is why I am grateful to be working with this committee on
a bill that we have introduced called the GUARD Act that provides
State and local law enforcement better tools to track fraud, as well
as the bill we are leading in a bipartisan way, the Task Force for
Recognizing and Averting Payment Scams (TRAPS) Act, to really
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stop fraudulent payment schemes targeting seniors at a national
level, working both locally and strategically to be able to address
these issues.

I am also proud to be co-chairing a new-formed caucus called
STOP Scams. This is a bipartisan effort on best practices that we
should be sharing, and it is one of the reasons I am so grateful this
committee is speaking about our scam attacks today.

Mr. Benda, I would like to begin with you. As you know, banks
are on the front line. Too often, fraud occurs there, and coordina-
tion with regulators and law enforcement happens after the dam-
age has already been done.

Would not a coordinated task force, like what is created under
the TRAPS Act, help to address and disseminate best practices be-
fore these events occur?

Mr. BENDA. Thank you for the question, Congressman. Thank
you for your leadership and thank you for establishing the STOP
Scams Caucus. We think more effort; more focus on this can only
help.

So we think the TRAPS Act is a good effort to try and coordinate
the activities across the Federal Government. We applaud your ef-
forts in that space, and we hope that you will be able to gather in-
formation and come up with a consolidated plan moving forward.

Mr. NUNN. Ms. Griffin, I would also like to ask for your input
on this.

Look, the task force has called for a national fraud prevention
strategy, specifically with the TRAPS Act. Would this help address
a nationwide strategy to oppose the type of scams that we are see-
ing?

Ms. GRIFFIN. Yes. Thank you for the question and thank you for
your leadership with your fellow co-chairs in creating the STOP
Scams Caucus.

Your question and the efforts of the caucus really represent what
is needed here. We talked about this as a whole-of-society or a
whole-of-ecosystem approach. There are a lot of jobs to be done.
There are jobs to be done by this committee, by other committees
here in this building. The efforts of things like the TRAPS Act that
really recognize that and name for leadership within the executive
branch of government as well to create a national strategy are
critically important at this moment.

Mr. NUNN. I think we all want to go one step further here. It
cannot just be the role of the Federal Government, trying to solve
this. As you note, this is not just a whole-of-government approach;
this needs to be a whole-of-Nation approach and that includes our
guys on the front line, whether it is a mainstream bank or whether
it is the county sheriff.

One of the things we are trying to do is put more resources in
the hands of our frontline defenders. We are leading an effort
called the GUARD Act. The GUARD Act looks at empowering local
law enforcement to give muscle to the strategy that the TRAPS Act
would come up with.

Local law enforcement, as we all know, they are at the front
lines. They hear the calls. They talk to the senior citizens. They
heard from our veteran and, often, they feel powerless in their abil-



134

ity to help and by the time the Federal Government shows up, as
we noted, it is too little, too late.

The GUARD Act provides local law enforcement with tools to act,
while the TRAPS Act would establish a Federal coordinating hub.

Would you say the two bills together create both a top-down and
a holistic approach and a strategy that right now is not available
to too many?

Ms. GRIFFIN. Yes. Thank you very much for that.

I will say that what we have heard from victims are both stories
of times when local law enforcement has been enormously helpful
and times when local law enforcement has not known what to do
and they have turned away in shame.

So the ability to create more resources so that local law enforce-
ment has training and the incentives to be working with victims
and elevating this issue is critically important. Thank you for that
leadership.

Ms. SANCHEZ-ADAMS. Representative, if I may?

Mr. NUNN. Yes.

Ms. SANCHEZ-ADAMS. I appreciate the TRAPS Act. The one thing
that I ask is that it be expanded to not just cover electronic pay-
ments but all types of payments.

Mr. NUNN. That is very good. I appreciate that feedback.

Together, I think we need to be able to come up with a strategy,
{irstl of all, to be able to implement and help our folks at the local
evel.

With that, I yield back my time.

Chairman MEUSER. The gentleman yields. The chair thanks the
gentleman for his remarks.

Before we adjourn, I ask unanimous consent to enter two docu-
ments into the record: one letter from the Consumer Bankers Asso-
ciation discussing the need for cross-industry collaboration, and the
other from the Bank Policy Institute discussing how banks, govern-
ment, and telecoms need to work together to solve this issue.

Without objection, so ordered.

[The information referred to can be found in the appendix on
pages 141-164.]

Chairman MEUSER. I would like to thank our witnesses for their
testimony today.

I do want to apologize for the earlier remark made by the rank-
ing member that characterized this hearing as a sham. This is the
furthest thing from a sham. We are all here collectively to try to
work together to correct the escalating fraud that has occurred over
the last 3 to 4 years.

I am sure that the results of our work will be preventing such
fraud being caused and forced upon thousands and thousands of in-
nocent Americans. So that is our goal, and I look forward to work-
ing with you all on it over the next several months and years or
whatever it takes.

Without objection, all members will have 5 legislative days with-
in which to submit additional written questions for the witnesses
to the chair.

The questions will be forwarded to the witnesses for their re-
sponse. I ask our witnesses to please respond no later than October
23, 2025.
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[The information referred to can be found in the appendix.]
Chairman MEUSER. This hearing is adjourned.
[Whereupon, at 12:07 p.m., the subcommittee was adjourned.]
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For consumers who are facing challenges with fraud and scams and feel they have no recourse today, |
would reiterate the following approaches they can take to protect themselves:

Always Be Vigilant

For any messages you receive via email, SMS or by phone, do not respond directly. Contact the
individual or institution through known contact information. This is particularly important if it involves a
financial institution or transaction of any kind.

Take Precautions
Use a password manager, multifactor authentication, safe words and monitor your bank accounts and
credit report regularly

Get Expert Help to Support You in Your Protection.

LifeLock provides solutions to monitor millions of data points and alert customers of any issues, with a
team available 24/7 if any issues occur to help you resolve them, backed by our insurance of up to $3m
per individual. We guarantee that we will restore any issue caused by identity theft, or we will provide
the consumer with a refund. Our comprehensive package with our Norton products also will monitor
consumers’ phone, SMS and email and alert them to scams before they ever open the message.

In addition, | would reiterate our recommendations for a full-government approach to protect
consumers from the waves of fraud and scams that are hitting them and will only increase. We need
government to at all levels to make this a priority:

Prevent Fraud Before It Happens

Launch national public education campaigns that cut across age groups, platforms, and communities.
These campaigns should provide plain-language guidance on identifying scams, especially for seniors and
younger digital natives. Formalize public-private partnerships with schools, nonprofits, and consumer
platforms to deliver digital literacy training, especially focused on Al scams and identity fraud. Modernize
breach notification standards so that alerts are timely, understandable, and come up with clear next
steps for affected consumers.

Disrupt the Scam Supply Chain

Enact stronger oversight of data brokers and digital intermediaries that traffic in the personal
information used to build scam campaigns. These entities should be subject to clear accountability for
how data is collected, sold, and secured. Equip federal agencies with targeted enforcement tools,
including sanctions against known international scam networks and the ability to take down
infrastructure tied to repeat offenders. Increase scrutiny of digital advertising platforms and telecom
providers that allow fraudulent content to spread. These companies must do more to detect and disrupt
scam campaigns before they reach consumers.



140

Support Law Enforcement and Empower Victims

Provide funding and training for state and local law enforcement to investigate digital fraud and identity
theft. Many scams are international in origin, but the harm is local. Police departments need better tools
and coordination to pursue these cases.
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September 18, 2025

The Honorable Dan Meuser The Honorable Al Green

House Financial Services Committee House Financial Services Committee
Subcommittee on Oversight and Investigations Subcommittee on Oversight and Investigations
350 Cannon House Office Building 2347 Rayburn House Office Building
Washington, DC 20515 Washington, DC 20515

Dear Chairman Meuser, Ranking Member Green and Members of the House Financial Services
Subcommittee on Oversight and Investigations,

CBA! thanks you for holding the hearing titled “Fraud in Focus: Exposing Financial Threats to American
Families.” Your leadership in raising awareness about the growing epidemic of fraud and scams is both
timely and deeply appreciated.

America’s leading Main Street banks have been raising the alarm about the rise in fraud and scams that
are inflicting deep financial and emotional harm on Amerncan consumers and small businesses. Last
summer, CBA contributed to the publication of a discussion paper exploring how industries could work
together and with government to prevent fraud and other harms against consumers and businesses,
“Stopping Scams Against Consumers: Roadmap for a National Strategy.™ The document sets out an
initial roadmap for cross-industry collaboration among financial institutions, technology companies, law
enforcement, and the federal government.

CBA subsequently convened a roundtable with participants representing the federal government, private
sector entities. non-profit consumer organizations, and industry trade associations from the banking and
telecommunications sectors to discuss the white paper?

As noted in both the white paper and the roundtable discussion, no single private industry sector can look
across all sectors and gather the data and information required to fully assess the magnitude of the
problem, detect and report rising fraud vectors or scam schemes, or track perpetrators. The federal
government should use existing tools to aggregate and publish consistent and comprehensive data on an
ongoing basis that will not only reflect how Americans fall victim to scams but also the scale of the
financial impact it has taken on them,

CBA has consistently* advocated® that the banking, telecommunications, and technology industries -in
partnership with federal law enforcement agencies - must work together and be better equipped to

! The Consumer Bankers Association is the only national financial trade group focused exclusively on retail banking
and personal financial services—banking services geared toward consumers and small businesses. As the recognized
voice on retail banking issues, CBA provides leadership, education, research, and federal representation for its
members. CBA members include the nation’s largest bank holding companies as well as regional and super-
community banks that collectively hold two-thirds of the total assets of depository institutions.

* hitps://papers. ssrn.comy/sol3/papers. cfm?abstract_id=4897644

ms-Writcup. pdf

s:/fopenbankerbechiiv.com/p/scamblighting

https://thehill. com/opinion/finance/5273422 -government-strategy - fraud-scams/

L}




142

develop targeted plans to protect consumers. These entities also need access to relevant data to refine their
fraud prevention strategies.

Recognizing the urgent need for cross-sector coordination and building on the momentum of CBAs initial
roundtable, CBA joined the Aspen Institute-led National Task Force for Fraud & Scam Prevention, an
initiative that brought together leading stakeholders from government, law enforcement, private industry,
and civil society to develop a nation-wide strategy aimed at helping prevent fraud and scams.”

CBA welcomes the opportunity to partner with members of the House Financial Services Committee as
thev raise awareness about the growing epidemic of fraud and scams and work to develop bipartisan
solutions to safeguarding the financial wellbeing of vour constituents that address this national crisis.

Thank vou again for holding this important hearing.

Sincerely,

Lindsey D. Johnson
President and CEO
Consumer Bankers Association

& Aspen FSP | The National Task Force on Fraud and Scam Prevention
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bpl BANK POLICY INSTITUTE

Statement for the Record from the Bank Policy
Institute

Before the U.S. House Financial Services Committee, Oversight and Investigations
Subcommittee

“Fraud in Focus: Exposing Financial Threats to American Families”
September 18, 2025

The Bank Policy Institute welcomes the opportunity to provide input to the Subcommittee
on the hearing “Fraud in Focus: Exposing Financial Threats to American Families.” Fraud is
a growing threat to consumers as well as the security of the U.S. financial system.
Unfortunately, when fraud touches a consumer's bank account, it's often too late.
Combating fraud requires preventive actions from secial media and communication
platforms, where many of these cases originate and spread. It also requires coordination
among regulatory agencies; intelligence sharing between telecom, social media and
banks; and a cohesive federal government anti-fraud strategy.

State of Play

Fraud and scams are proliferating with alarming speed, and artificial intelligence has
significantly increased the scale and efficacy of scams and impersonation schemes.
According to the FBI's Internet Crime Complaint Center, Americans reported fraud losses
exceeding $16 billion in 2024, more than double the losses reported just three years earlier.
Social media and messaging platforms enable criminals to perpetrate illicit activities by
impersonating legitimate businesses or government agencies through automated phishing
campaigns, spoofed communications, deepfake audio and video, forged documents and
other sophisticated tactics.

+ According to the FTC, 36 percent of 2024 fraud reports involving a contact method
originated via phone or text, leading to $1.5 billion in losses, and fraud reports
involving social media totaled $1.9 billion in losses, or 15 percent of all reported
losses.

* JPMorgan Chase reported that nearly 50 percent of the fraud complaints it received
in the second half of 2024 were linked to social media.

« Arecent BPl member survey found that, among Zelle-related fraud in Q4 2024,
where a contact method was recorded, 37 percent began with a spoofed call or text,
while 52 percent involved social media.

1300 Eye 5t. NW, Suite 1100 West, Washington, DC 20005 | www.bpi.com | @bankpolicy | 202.289.4322
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Banks invest in technology and controls to detect, prevent and respond to fraud by helping
victims. But telecom and social media companies must bear responsibility for the
platforms that enable criminals to target victims and perpetrate criminal activity at scale.

Policy Solutions
BPI recommends a comprehensive set of actions that would enhance security and
prioritize prevention, especially from platforms where scams and fraud proliferate.

1. Social media platforms should verify advertisers to stop scams before they
originate.

Social media companies should adopt “Know Your Merchant” standards, verifying the
identity of merchants or brands posting ads on their platforms before those ads go live. The
UK, Australia and Taiwan have successfully implemented such ad verification measures.

Social media platforms currently profit from fraudulent ads because illicit actors pay to
post their advertisements on those platforms. This can create an incentive to delay or avoid
stronger protections. When fraudulent ads or marketplace listings are posted and social
media platforms are alerted by banks or consumers to their fraudulent nature, the
platforms should work expeditiously to take them down, within a timeline determined by
regulators. They should also be required to proactively detect and dismantle scam-
recruiting and training sites posted on their platforms.

2.The FCC and FTC should require telecom, social media and messaging app
iesto itor their ks and p ively notify vi

These industries should be required to authenticate calls and messages to address spam,
remove scam ads and impersonated profiles and alert consumers to suspicious activity.
Telecommunication companies, in particular, should share known scam numbers and
message content and enable consumers to report scam messages as opposed to just
flagging spam. These actions will help ensure that prevention starts where scams originate;
prevention cannot occur after consumers have already been victimized and lost money. As
part of this process, the banking regulators should work directly with the Federal

Communications Commission and the Federal Trade Cr ission to ish cor
enforceable obligations for the telecom and social media sectors.

1300 Eye St. NW, Suite 1100 West, Washington, DC 20005 | www.bpi.com | @bankpelicy | 202,289.4322
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3. Banks should be given a safe harbor to intervene when necessary to protect
customers.

Banks recognize that consumers value quick access to their money, and regulators can and
should strike the appropriate balance between anti-fraud due diligence and timely funds
availability.

Banks operating in good faith to protect consumers should have a safe harbor from liability
when they place such holds. The bank regulatory framework should also modernize rules
on checks and funds availability, such as Regulation CC, to avoid a rigid approach that
undermines banks' ability to fight fraud.

4. Regul hould ble and ge real-time, cross-sector information
sharing.

Fraud-related information sharing is too reactive, focusing on the cleanup after a consumer
has lost funds rather than enabling the quick identification and disruption of fraudulent
content and tactics between sectors. Congress and regulators should encourage
proactive, real-time collaboration among telecom, messaging, social media and financial
institutions by creating a safe harbor to address uncertainty regarding liability and antitrust
concerns, These protections could draw on proven models, such as the Cybersecurity
Information Sharing Act, which for over a decade has successfully enabled banks to share
real-time threat intelligence with each other and government agencies.

5. The U.5. government should blish a Nati | Anti-Scam Strategy to prioritize

pr t gies and align ility.

A national strategy would elevate this critical issue to the highest federal level and help the
United States develop a more cohesive approach. To unify efforts across the public and
private sectors, the U.5. should create a White House office led by an official in charge of
fraud and scam prevention. The interconnected nature of scams and fraud across the
jurisdictions of multiple agencies - for example, fraud that involves payments, social media
and text r ing — necessitates a compreh , unified national response.

Conclusion

In closing, the banking industry has made significant strides and raised public awareness
to help shield Americans’ savings from fraud and scams, but lasting success is a shared
responsibility. Fraud and scams originate and spread on social media and telecom
platforms. Bad actors must be disrupted before they are able to make contact with
consumers. To stop scams at their source, these platforms must take preventive action.
The banking, telecom and social media industries need comprehensive and coordinated

1300 Eye 5t. NW, Suite 1100 West, Washington, DC 20005 | www.bpi.com | @bankpolicy | 202.289.4322
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direction from the federal government, the ability to coordinate and share critical threat
information with industry partners and modernized regulations to expand fraud prevention
capabilities.

Accompanying this statement is BPI's letter to the Department of the Treasury, the Office of
the Comptroller of the Currency, the Federal Reserve and the FDIC responding to those
agencies’ Request for Information on Payment Fraud. The letter offers detailed,
complementary recommendations for strengthening fraud prevention as it relates to the
U.5. payments system.

1300 Eye 5t. NW, Suite 1100 West, Washington, DC 20005 | www.bpi.com | @bankpolicy | 202.289.4322
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bp:

BANK POLICY INSTITUTE

September 18, 2025

Via Electronic Mail

Department of Treasury, Office of the Comptroller of the Currency
Board of Governors of the Federal Reserve System
Federal Deposit Insurance Corporation

Re: Reguest for Information on Potential Actions to Address Payments Fraud (OCC Docket 1D OCC=2025-
0009, FRS Docket No. OP-1866, FDIC RIN 3064-ZA49)

To Whom It May Concern,

The Bank Policy Institute® appreciates the opportunity to respond to the Request for Information on
Potential Actions to Address Payments Fraud (the RF1).” Fraud risk management is an important priority for
all financial services providers and a concern for their customers. The Bank Policy Institute, through its
technology policy division BITS, has been working with banks and government stakeholders for nearly three
decades to help combat fraud. Examples of BPI-led initiatives include hosting executive forums to discuss
fraud trends and threats, sharing effective practices for combatting fraud, partnering with the Financial
Services Information Sharing and Analysis Center (FS-ISAC) and National Cyber Forensics and Training
Alliance (NCFTA) to enhance fraud intelligence services, and engaging directly with other industries to
enhance protections.

The fraud threat landscape has shifted in recent years. According to the FBI's Internet Crime Complaint
Center (IC3), Americans reported fraud losses exceeding 516 billion in 2024, more than double the losses
reported just three years earlier.? Financial institutions and their customers are facing increasingly diverse
threats, including check fraud, sophisticated impersonations, authorized payment scams, account
takeovers, and synthetic identity fraud.

Banks continue to invest in advanced fraud prevention technologies, including machine learning and
artificial intelligence, to detect and disrupt these attacks. Yet the same emerging technologies are being
weaponized by criminals to automate phishing campaigns, spoof communications, generate deepfake audio
and video, forge documents, and mimic identities to bypass verification. These factors combined with the
widespread availability of stolen personal and financial data are further fueling scams, account takeovers,
fake account creation, and identity theft.

1 The Bank Policy Institute is a nonpartisan public policy, research and advocacy group that represents universal banks, regional
banks, and the major foreign banks doing business in the United States. BP| produces academic research and analysis on regulatory
and monetary policy topics, analyzes and comments on proposed regulations, and represents the financial services industry with
respect to cybersecurity, fraud, and other information security issues.

2 Office of the Comptroller of the Currency, Board of Governors of the Federal Reserve System; and Federal Deposit Insurance
Corporation, Request for Information on Potential Actions to Address Payments Fraud Request for Information Related to the
Executive Order, “Madernizing Payments To and From America's Bank, 90 FR 26293 (June 18, 2025).

2 2024 FBI Internet Crime Complaint Center, Internet Crime Report, Annual Reports - Internet Crime Complaint Center
{1c3)
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This rapidly changing environment demands flexible supervisory and policy frameworks that allow
institutions to respond to real world threats as they evolve. Banks need the ability to deploy real-time, risk-
based interventions; obtain and share data across industries; and adapt to new fraud typologies without
being constrained by outdated regulatory requirements or rigid compliance models. The regulatory
framework should be updated to enable financial institutions to proactively protect consumers, focusing on
the prevention of fraud schemes.

Executive Summary

Protecting consumers and the integrity of the payments system requires a fundamental shift: fraud cannot
be treated as a bank-only problem. Fraud and scams are facilitated across various industries, agencies and
platforms outside of banking. Thus, effectively addressing payments fraud requires cross-sector
accountability, regulatory alignment, safe information sharing, and stronger operational controls to protect
consumers, and preserve the trust and resilience of the U.S. payments system. A national strategy, led at
the highest levels of government, must establish accountability across all sectors that enable scams.
Telecommunications, technology, and social media companies must be required to implement robust anti-
fraud programs with clear obligations and consequences for failure to act. Fintechs, which serve as key
consumer-facing providers, must also be held to the same regulatory standards as banks to close dangerous
gaps in oversight.

At the same time, outdated regulations limit banks’ ability to intervene when fraud or scams are suspected.
Modernization is essential to give financial institutions the flexibility to act in good faith to protect
consumers without fear of supervisory or legal uncertainty. Agencies should authorize fraud holds on
suspicious electronic payments, expand exception holds for potentially fraudulent checks, clarify definitions
of “altered”, "forged” and “washed" checks, and better align Treasury check processing timelines with fraud
realities. Supervisory practices must also shift from process-based compliance to outcome-based oversight
that supports proactive prevention and consumer protection.

Equally critical is the ability to share information across sectors in real time. Today, legal uncertainty
discourages institutions from exchanging the very fraud data that could stop scams before funds leave the
banking system. Congress and the agencies should establish safe harbors and guidance to enable cross-
industry fraud information sharing, build standardized fraud and scam taxonomies, and reform SAR
reporting to create actionable information exchange. Without these changes, institutions are forced to fight
alone against adversaries who collaborate with speed and scale.

Finally, as the operator of critical payment rails, the Federal Reserve should embed fraud prevention
capabilities directly into its systems—expanding fraud monitoring, standardizing reporting, and supporting
Confirmation of Payee to protect consumers against authorized push payment scams. Treasury should also
strengthen check verification processes with real-time tools that allow institutions to validate authenticity
before funds are released.

Without decisive action, criminals will continue to exploit system gaps, leaving consumers and financial
institutions to absorb the losses.

These recommendations are discussed in further detail below (formatted to follow the 5 sections of the
RF1). BPI stands ready to work with the agencies to better address these complex issues and to develop a
public-private plan to reduce fraud and scams and better protect consumers.
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Understanding the Evolving Fraud Landscape

As the agencies consider actions after reviewing the RFl responses, it is critical to start with a shared
understanding of how the fraud and scam landscape has fundamentally changed. Not all fraud is the same,
and the strategies required to combat it vary significantly depending on the method, the victim’s role in the
transaction, and the enabling channels used by criminals. Without recognizing these differences, any policy
response risks applying a one-size-fits-all approach that will fail to protect consumers and could even
impede prevention efforts.

A clear distinction must be made between unauthorized fraud and authorized payment scams, as each
demands different prevention strategies, operational responses, and regulatory considerations. Treating
them as a single category would undermine effective policymaking.

+ Inthe case of unauthorized fraud, the customer does not initiate the transaction. Controls such as
login verification, device identification, Al-driven behavioral anomaly detection, and biometrics can
be highly effective. In cases in which a bank suspects unauthaorized fraud, banks can verify directly
with their customers if they are in fact conducting the activity.

+ For guthorized payment scams, criminals manipulate victims into authorizing transfers to accounts
controlled by the criminals through romance scams, impersonation schemes, investment scams, or
fake invoices. For the resulting payment, the real customer has initiated the payment, and the bank
would not know whether or not the customer made that payment due to a scam. To help protect
customers in these scenarios a bank would need to resort to subjective and subtle indicators to
ascertain whether their customer was an unwitting victim of a scam. Even when bank staff alert
customers they are likely the target of a scam, sometimes customers still insist on sending funds to
the scammers. These attacks often unfold over days, weeks, or months with fraudsters building
trust with the victim via email, phone, text, or social media.

In scam scenarios, authentication tools alone are ineffective because the customer is knowingly (but
unwittingly) initiating the payment. Effective intervention requires detecting behavioral red flags, acting
quickly, and persuading customers not to proceed, all while balancing consumer autonomy with the
broader public interest in preventing scams. Banks have developed programs aimed at mitigating this
challenge, but lasting progress requires flexibility, innovation, and shared accountability across industries
whose platforms enable these crimes (social media, messaging, and telecommunications). Focusing only on
whether a fraudulent payment occurred, without considering the entire life cycle of the crime — including
how it occurred and who enabled it = would not be effective and would risk penalizing the institutions that
are diligently working to stop it.

Section I: External Collaboration

Meaningfully addressing fraud and protecting the integrity of the U.S. payments system requires looking
beyond the traditional banking sector. The current fraud environment, characterized by organized criminal
networks, nation-state actors, insider threats, and cross-sector attacks, demands a coordinated national
approach to address fraud at an earlier point in its life cycle.

Collaboration must extend to federal law enforcement, the U.S. Treasury, the Consumer Financial
Protection Bureau (“CFPB"),* the FTC, the FCC, Department of Homeland Security (“DHS"), the Postal
Inspection Service, and private-sector parties whose services and platforms are used to enable fraud, such
as social media, telecommunications, and technology companies. These services and platforms are often

4 The CFPB, in particular, has joint rulemaking authority with the Board for certain provisions of lation CC (Expedited Funds
Availability) related to funds availability schedules, consumer disclosures, and exceptions allowing for extended holds to prevent
check fraud.
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the entry points for scams, yet they have fewer obligations than banks. Combating fraud and scams should
be treated as a national priority, with federal leadership collaborating on comprehensive requirements and
expectations across all relevant sectors that can combat malicious actors.

The following three recommendations outline initial steps to help close systemic gaps and strengthen
prevention.

1.1: The Agencies should work with the FCC and the FTC to ensure all entities in the life-cycle
of a scam or fraud event implement anti-fraud programs.

Telecommunications, social media, and technology firms must play a more direct role in helping to prevent
fraud and scams facilitated on their platforms. These industries are now central vectors for fraud and
scams, yet they lack the same sort of wholistic prevention and consumer protection measures required of
banks. Section 230 of the Communications Decency Act has historically shielded these companies from
liability for third-party content, which these entities have often cited as a reason for limited intervention.®
While Section 230 does not bar proactive moderation, its broad protections have slowed the
implementation of more consistent preventative controls that could prevent the initiation of many scams.
By contrast, financial institutions are already subject to extensive requirements and obligations for fraud
prevention and consumer protection, such as the Identity Theft Red Flags Rule under Fair Credit Reporting
Act (FCRA)® and the Office of the Comptroller of Currency’s (OCC) Fraud Risk Management guidance’.
Ensuring that industries exploited by criminals to facilitate fraud implement proactive prevention and
detection measures would close existing gaps and strengthen consumer protection.

Criminals are aggressively exploiting these regulatory gaps. On social media platforms, scammers frequently
target victims using fake ads for investments or goods, fraudulent marketplace listings, and even
recruitment of new scammers in public groups.® Communications and messaging services are routinely
abused by criminals through the use of spoofed calls, text scams or “smishing”,® and mass text campaigns

* Section 230 of the Communications Decency Act of 1996 ("CDA 230"), codified at 47 U.5.C. § 230{c){1), provides that “[n]o
provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by
another information content provider.” Courts have consistently interpreted this provision to grant broad immunity to online
platforms from liability arising out of third-party content, including fraudulent or misleading posts, ads, or messages. See Zeran v.
America Online, inc., 129 F.3d 327 (4th Cir. 1997) (holding AOL immune from liability for failing to remove defamatory messages
posted by a third party); Force v. Facebook, Inc., 934 F.3d 53 (2d Cir. 2019) (extending immunity to claims alleging that Facebook's
platform was used to facilitate terrorist activity).

%16 CFR 681.2 — Identity Theft Red Flags Rule, established under Section 114 of the Fair and Accurate Credit Transactions Act of
2003

7 OCC Bulletin 2019-37, “Operational Risk: Fraud Risk Management Prineiples”

# According to a May 2025 Wall Street Journal Report, “Meta Platf: , the parent company of Facebook and Instagram, is
increasingly a cornerstone of the internet fraud economy, according to regulators, banks and internal documents reviewed by The
Wall Street Journal... British and Australian regulators have found similar levels of fraud originating on Meta's platforms. An internal
analysis from 2022 described in company documents likewise found that 70% of newly active advertisers on the platform are
promoting scams, illicit goods or “low quality” products... Current and former employees say Meta is reluctant to add impediments
for ad-buying clients who drove a 22% increase in its advertising business last year to over 5160 billion. Even after users
demonstrate a history of scamming, Meta balks at removing them. One late 2024 document reviewed by the Journal shows that
the company will allow advertisers to accrue b eight and 32 d “strikes” for financial fraud before it bans their
accounts.” Meta Battles an ‘Epidemic of Scams’ as Criminals Flood Instagram and Facebook - WS5J

# Smishing, derived from “SMS” and “phishing,” is a type of cybercrime that uses deceptive text messages to manipulate victims
into divulging sensitive personal information such as bank account details, credit card numbers and login credentials.
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powered by 5IM farms.'® These tactics create systemic vulnerabilities that financial institutions alone
cannot fix.

Some platforms have begun experimenting with solutions—scam labeling, voluntary takedowns, or fraud
warnings—but these efforts remain fragmented and insufficient. A more durable framework should focus
on aligning incentives across sectors so that prevention becomes both an economic and compliance
imperative.

Federal bank regulators, including the CFPB, working in partnership with the FCC and the FTC, should
develop consistent obligations for telecom, technology, and social media companies to implement anti-
fraud programs. These programs must focus on preventing criminals using these platforms to initiate scams
or fraud which will reduce the number of fraud or scam payments. These obligations should include
meaningful consequences for non-compliance and create incentives for innovation in scam detection,
customer alerts, and cross-sector prevention.

For social media companies these measures might include:

+ Implementing “Know Your Merchant” identity verification standards and verification of ad
ownership and brand autharization before ads are published.

+« Removing impersonated profiles, fraudulent ads, and scam marketplace listings promptly after
identification.

+ Providing consumer alerts when suspicious links or content are detected.

+ Reporting confirmed scam activity to a national registry and law enforcement in a timely manner.

+ Developing standardized, cross-platform consumer reporting mechanisms.

+ Actively disrupting scam training and recruitment sites.

« Standardizing reporting and intelligence-sharing processes with financial institutions to protect
shared customers.

In the case of telecommunications and messaging providers (including SMS, RCS, iMessage, and OTT
services), measures might include:

* Authenticating all U.S. calls through the FCC mandated STIR/SHAKEN standard.

* Alerting consumers to unauthenticated calls or messages, especially those originating
internationally.

* Deploying robust international anti-scam filters to block spoofing and mass campaigns.

Enforcing anti-fraud standards consistently across Mobile Virtual Network Operators (MVNOs).

Sharing confirmed scam numbers and traffic data across carriers.

Enabling consumers to report scam messages in addition to spam.

Introducing scam alerts like those offered in Google Messages.

-

L

Adopting stronger Know-Your-Customer controls to prevent criminals from using telecom accounts
to disseminate scams.

104 SIM farm is a sophisticated setup that uses multiple SIM cards to send large volumes of messages quickly, often for fraudulent
purposes, These farms exploit telecom networks to send bulk scam texts, phishing messages, or create large numbers of online
accounts, significantly increasing the risk of scams and fraud. By automating the process, SIM farms allow scammers to target a vast
number of people at a low cost, making it easier to perpetrate scams and compromise personal information,

11 STIR/SHAKEN stands for Secure Telephone Identity Revisited (STIR) and Signature-based Handling of Asserted Information Using
tokens (SHAKEN). This suite of protocols aims to reduce the prevalence of fraudulent robocalls and caller 1D spoofing, which have
become significant issues in telecommunications.
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By setting consistent standards across sectors, regulators can ensure that prevention begins where scams
originate, not just belatedly when funds are already in motion.

1.2: Establish a White House Led National Strategy to Combat Scams

To be most effective, the agencies should support a coordinated national framework led by the White
House. Like the Administration’s appointment of an Al and cryptocurrency czar, a federal lead for scam and
fraud prevention could unify public and private efforts, align regulatory approaches, and drive proactive
data-informed mitigation strategies. This is not only about protecting consumers, but also about
safeguarding the resilience and soundness of the U.S. financial system against industrialized criminal
activity.

As Fifth Third Bank CEQ and BITS Executive Committee Chair Tim Spence noted in a recent op-ed, “America
is behind in the scam fight: Why this bank CEO wants a national strategy”, the U.S. lacks a central office
charged with coordinating efforts across industries and sectors.’? Unlike the U.K., Singapore, or Australia,
the U.S. has yet to establish a single point of leadership to drive accountability across enabling platforms,
regulators, and law enforcement.

Recent congressional proposals such as the Scam Safe Act (S.2019)" and the Fraud and Scam Reduction Act
(H.R. 4936)*, underscore the urgent need for action. These bills would enhance coordination, data-sharing,
and consumer protections, reflecting important steps forward. Yet, their focus remains within legislative
and agency boundaries. A truly empowered White House leader, able to work across sectors and
government silos, is necessary to ensure integration, accountability, and consistent prioritization.

A dedicated initiative by the White House could:

+ Coordinate interagency fraud strategy and oversight.

+ Lead partnerships with telecom, tech, and social media platforms.

« Direct law enforcement prioritization of scams.

+ Engage diplomatically to press foreign governments on prosecuting cross-border fraud.
+ Coordinate at the state level with relation to law enforcement and education programs.

This type of centralized leadership would help the U.S. transition from today’s fragmented, reactive
approach toward a proactive and unified national framewaork. This shift would not only better protect
consumers but also strengthen the resilience, safety, and soundness of the broader U.S. financial system.

1.3: Hold Fintechs to the Same Regulatory Standards as Banks

Fintechs are now central to the payments ecosystem, yet many operate under lighter regulatory and
supervisory regimes. Those licensed only as state money transmitters or partnering with banks often avoid
direct federal oversight, creating regulatory arbitrage and gaps in consumer protection. These gaps leave
consumers exposed to fraud and scams, which frequently flow through apps like Cash App, Venmo, or
crypto accounts where controls are weaker due to less robust oversight.

BPI has previously called for regulatory parity between banks and fintechs through comment letters that
stress fintechs must meet the same standards for fraud prevention, customer verification, cybersecurity,
and disclosures as banks.® Fintech-bank partnerships should also face rigorous oversight consistent with

12 spence, T. (2025, April 1). The federal government needs to lead the fight ogainst scoms and froud. American Bonker,
13 Text - 52019 - 115th Congress (2025-2026): TRAPS Act | Congress gov | Library of Congress

14 TRAPS Act (H.R. 4936) - GovTrack.us
15 See BPl Comment Letter, October, 30 2024; Regulators Should Take the Reins on Fintech Oversight - Bank Policy Institute
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federal third-party risk management guidance. Regulation must be based on function and risk—not charter
or business model.

Consumers generally assume banks and fintechs provide equivalent protections. When weaker rules apply
to one segment, criminals exploit the gap consumers misdirect blame. Equal standards for all providers
handling consumer funds are essential to protect consumers and preserve trust in the financial system.

Section ll: Consumer, Business, and Industry Education

BPI agrees that education is a critical tool, alongside other prevention measures, to protect consumers and
businesses from fraud. Banks already have undertaken extensive efforts aimed not only at raising
awareness but also at helping customers recognize fraud and scam attempts in real time. Examples of
education efforts deployed by banks include:

+ In-app warnings during high-risk transactions, especially when sending funds to new recipients.

« Email, SMS, and social media alerts about trending fraud and scam activity.

« Staff training for call center and branch employees to spot customers under duress or being
coached by scammers.

s Targeted campaigns addressing phishing, business email compromise (BEC), impersonation, and
romance fraud.

+ Partnerships with consumer groups, community organizations, and law enforcement to broaden
outreach and prevention.

While these efforts are extensive, the federal government plays a vital role in unifying and amplifying fraud
education: the government simply can reach more consumers than any individual bank. Coordinated cross-
sector campaigns can ensure consistent messaging, greater reach, and targeted outreach to vulnerable
groups. Education must also extend to businesses, nonbanks, and technology platforms that interact with
payment systems or customer data.

2.1: The agencies should coordinate with industry and other government agencies to promote
consistent and coordinated messaging campaigns

The agencies should explore how they can provide leadership in coordinating consistent education
approaches. The agencies should lead in coordinating consistent national fraud education. This includes
promoting clear messaging on common scams, launching public-private campaigns modeled on initiatives
like “Smokey the Bear,” and ensuring inclusive outreach with tailored content for vulnerable groups
through community networks and multilingual platforms. They should also support small business
education, particularly for nonbank participants and smaller institutions with limited resources. Together,
these actions would create a more cohesive and effective national strategy for fraud education and
prevention.

Section lll: Bank Regulation and Supervision

The current regulatory and supervisory framework must evolve to meet the realities of today's rapidly
changing fraud and scams landscape. Consumers and financial institutions face unprecedented threats,
from large-scale check fraud schemes and account takeovers to scams that manipulate consumers into
authorizing payments to criminals. Yet the regulatory tools and oversight environment have not kept pace,
hampering efforts to quickly and effectively combat these crimes. Regulation and supervision must shift
from rigid process enforcement to a more flexible approach that prioritizes fraud prevention as a core
component of both consumer protection and safe and sound banking.
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Banks are increasingly placed in a difficult position when balancing fraud prevention with regulatory and
funds availability requirements. If they intervene to help prevent a suspected fraudulent transaction, by
holding funds or restricting account access — they risk liability under Unfair, Deceptive, & Abusive Acts and
Practices (UDAAP) or other regulations. If they do not, they risk being faulted for inadequate controls
exposing themselves to fraud losses, or reputational harm. This conflicting environment ultimately
undermines consumer protection. The regulatory framework must be modernized to give banks the
flexibility to act decisively against evolving fraud threats without fear of punitive consequences for
reasonable, risk-based measures.

In relation to the RFI questions on Bank Regulation and Supervision, BP| provides recommendations below
focused on two areas: 1) Modernizing regulation and supervisory approaches aimed at protecting
customers, and 2) Modernizing Regulation CC to better manage fraud and improve check processing.

Modernizing regulation and supervisory approaches aimed at protecting customers (3.1 - 3.2)

As fraud threats increase and faster payment options expand, financial institutions need updated regulatory
flexibility to detect and pause suspicious transactions—both inbound and outbound—in real time. Banks
currently have limited ability to temporarily hold suspicious electronic deposits to verify legitimacy,
especially in scam scenarios, where manual review or confirmation with the originator may be necessary.
Criminals will often move money from accounts as soon as those funds become available, making it critical
that banks can hold these payments when a fraudulent transaction or scam is suspected. Given the
complex nature of today's fraud and scams, these investigations can take time and banks need flexibility in
applying the appropriate holds.

While some institutions have implemented fraud detection tools for incoming electronic payments, there is
no clear regulatory authority to pause, review, or return suspicious funds before they are credited to an
account and made available for withdrawal. In practice, account-level restrictions have become an essential
tool for preventing additional losses once fraud is suspected. For example, when a receiving bank is notified
that a payment was sent to a potentially fraudulent account, it must investigate whether the recipient is an
innocent customer or a complicit money mule.'* These investigations are complex, time-intensive, and
subject to regulatory uncertainty. Conflicting guidance from examiners and concerns about UDAP/UDAAP
liability risk discourage banks from applying holds—even when the intent is to protect consumers. A 2022
CFPB consent order illustrates this challenge, where a bank's fraud-prevention practices led to penalties
despite being aimed at blocking fraudulent deposits.”

3.1: Create a framework for fraud holds for electronic payments and enable banks to
effectively manage anti-fraud measures and funds availability.

Other applicable laws, such as the anti-money laundering provisions of the USA Patriot Act, should permit
banks to place extended holds on electronic deposits based on suspected fraud without violating the next
business day availability requirements of Regulation CC (12 C.F.R. § 229.10(b}). The Board, the CFPB, and
the other Federal banking agencies should not construe the Expedited Funds Availability Act (“"EFAA") and
Regulation CC as operating in a vacuum but should acknowledge that expedited funds availability
requirements must work in tandem with laws and regulations focused on fraud prevention, anti-money
laundering, and counter-terrorist or other illicit financing. To address this, the agencies should explore the
following actions:

16 A money mule is someone who receives and moves money that came from victims of fraud. Some money mules know they are
assisting with criminal activity, but others are unaware that their actions are helping fraudsters,

"Consumer Financial Protection Bureau. (2022, December 20). Consent arder; In the matter of Wells Farge Bank, N.A (File No.
2022-CFPB-0011). U.5. Government,
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Item-Level Holds for Electronic Deposits

« The Board should adopt a new comment to Section 229.10(b) of Regulation CC clarifying that,
although the exceptions in Section 229.13 do not apply to electronic payments, other fraud-related
and AML obligations may supersede the obligation to provide next-day availability.

« Alternatively, the Board and CFPB could amend the interpretation of when an electronic payment is
received under the EFAA and Regulation CC to add a third prong under 12 C.F.R. § 229.10(b})(2)
which defines when an electronic payment is received to include “and (iii) complied with the bank’s
policies on reasonable fraud screening processes.” This third prong would allow banks to use fraud
screening tools to detect potentially fraudulent transactions and investigate such transactions
before making the funds available.*®

+ Reasonable fraud screening practices could include:

o Use of prudent processes designed to identify transactions at risk of fraud or scams

Use of fraud-imaging or fraud-logic tools predictive of high return rates

Detection of anomalous activity through Al, machine learning, or behavioral models

Notification from the sending institution confirming suspected fraud or scam

Evidence of unauthorized account access

Evidence the customer is a suspected scam victim

o 0 0 00

Account-Level Restrictions

+ The agencies and the CFPB should engage with industry to confirm that banks may impose
temporary account restrictions to protect consumers, including expectations for communication,
documentation, timeframes, and safe release of funds when there is reason to suspect fraud or
scam.

+ Guidance should leverage the criteria above for a broader “reasonable cause to suspect fraud or
scam” standard, enabling banks to act decisively while minimizing disruption.

+ Banks should have sufficient time for investigation, particularly in first-party fraud scenarios, before
funds are withdrawn or dissipated.

* Institutions should have a safe harbor from regulatory action when holds or restrictions are applied
in good faith to protect consumers.

Regulatory Authority to Block or Delay Payments Based on Risk

+ Banks must be able to delay or block payments when scam indicators are present, even if the
customer appears to authorize the transaction.

+ The agencies should work with the CFPB, which has authority under both the EFAA and the
Electronic Fund Transfer Act (“EFTA"), to propose regulations regarding disclosure of the terms and
conditions of the consumer’s account. Effective disclosure of potential fraud prevention
restrictions, and how they may affect the availability of check, cash, and electronic payment
deposits, provides transparency and can help reduce consumer complaints. Effective disclosures
also help mitigate UDAP/UDAAP risk. For electronic payments (other than wire transfers), the EFTA
and Regulation E permit financial institutions to include in their initial disclosures account-level
restrictions on the amount and frequency of transfers. These disclosures could be construed to give
financial institutions the ability to disclose that they may defer or delay the processing of EFTs for a
reasonable period of time to allow for the application of effective fraud detection and fraud
prevention measures when they have a reasonable suspicion of fraud or a scam.

18 The new regulation would read payment is not received until the bank has (i) received “payment in actually and finally collected
funds”; (i) received “information on the account and amount to be credited”; and (iii) complied with the bank’s policies on
reasonable fraud screening processes.
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+ The agencies, along with the CFPB and FTC, also should make clear that a bank has ability to
intervene and delay or block payments when scam indicators are detected, even if the customer
appears to be authorizing the transaction, and not be vulnerable to violating UDAP or UDAAP or
other laws for delaying or blocking payments. The agencies should work with the CFPB and FTC to
ensure consistent UDAP/UDAAP guidance regarding permissible payment holds, delays, or blocks.

Additional Regulatory Clarity

+ Banks would benefit from having a clearer direction on incorporating age-based fraud risk factors
into prevention strategies without violating fair lending laws, particularly the Equal Credit
Opportunity Act (ECOA) and Regulation B. Fraudsters disproportionately target elderly populations,
and banks need safe, consistent parameters to incorporate this risk factor responsibly.

3.2: Focus Supervision on Effective Fraud Prevention

To effectively combat fraud and scam threats, the supervisory framework must shift from box-checking
compliance to collaborative, outcomes-based oversight that prioritizes prevention and consumer
protection. Today, exams too often focus on technical procedures or isolated control gaps rather than
whether banks' actions are effective in reducing fraud. For instance, examiners may flag account
restrictions without acknowledging that such measures were taken to prevent suspected fraud and protect
consumers.

This narrow approach risks distorting supervisory objectives. Examinations should evaluate bank actions in
context, weighing process issues against fraud-prevention outcomes. Compliance and safety-and-
soundness oversight should both support effective prevention programs, aligned with each bank’s
documented fraud risk tolerance and ability to adapt to emerging threats.

A modernized model would also use exams to surface trends, encourage regulator-bank information
sharing, and highlight systemic issues such as cross-platform scams and novel attack methods.

Ultimately, supervisory oversight should enforce accountability while also enabling banks to dedicate more
capacity to the shared mission of protecting consumers and the integrity of the payments system.

Modernize Regulation CC to Better Manage Fraud and Improve Check Processing (3.3 - 3.5)

The regulatory framework for check deposits and collections is outdated, fragmented, and ill-equipped to
address today’s elevated fraud risks and modern payment technologies. Rules are dispersed across
Regulation CC, the Uniform Commercial Code (UCC), electronic check image exchange network rules
(ECCHO), Treasury regulations, agency guidance, and varying bank agreements. Further complicating this
state of affairs is the fact that states have adopted different versions of the UCC, which is further subject to
varying interpretation by different courts.*

Check fraud has surged in recent years, driven by mail-system vulnerabilities, widespread availability of
check-washing tools, and criminals’ focus on exploiting this antiguated payment method. Between March
2020 and February 2021, the U.S. Postal Inspection Service received over 299,000 mail theft complaints, a
161% year-over-year increase. From February to August 2023, FinCEN logged 15,417 mail-theft-related
check fraud reports involving 5688 million in losses. At the same time, stolen check data are openly sold on

19 Further penalties arising out of such activities may also be grounded in Unfair Deceptive Abusive Acts and Practices (UDAAP) by
financial institution regulators.
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the dark-web®® and social platforms such as Telegram?!, enabling organized criminal rings to conduct large-
scale forgery, alteration, and counterfeit schemes.

The surge in check fraud has left banks with high volumes of claims and disputes, exposing the limits of
outdated legal and operational processes, creating delays for customers and disproportionate burdens for
smaller financial institutions lacking the resources to absorb rising losses or manage complex disputes.

Absent a wholesale restructuring of the check collections process (which regulators have acknowledged
was based on the presumption that banks generally handle checks in paper form),** the regulatory
framework for check collections and funds availability requires enhancement to provide clarity as to
parties’ rights and obligations, streamline interbank dispute resolution processes, and facilitate fraud risk
management and prevention. Below we provide recommendations for modifications to the existing
regulatory framework to help solve these critical challenges, while striking a balance between fraud risk
management and expedited funds availability. In addition to the below recommendations, we encourage
discussions between the agencies and financial institutions on a roadmap to reduce and eventually
eliminate paper check usage.

3.3: Allow banks to place exception holds on check deposits specifically when a fraud or scam
is suspected

The current exceptions defined in Regulation CC, including the “reasonable cause to doubt collectability”
provision, are not sufficient tools for mitigating check fraud. As currently framed, the Board's guidance for
circumstances in which the exception may be invoked primarily pertain to the likelihood that funds are
available in the drawer’s account. This guidance does not clearly provide that fraud-related anomalies, such
as sudden changes in the deposit customer’s behavior or high-risk deposit patterns, can be considered
when placing a hold under this exception.” Furthermore, “reasonableness” standards are largely open to
interpretation, further complicating compliance and exposing supervised institutions and consumers to risk.

To effectively combat fraud, banks should have the flexibility to place holds based on the deposit bank’s
own fraud detection systems, evolving fraud trends, and other risk-based indicators. Fraud prevention
controls vary depending on available technology, internal operations, and criminal tactics, and banks must
be able to apply deposit holds using a holistic assessment of risk, not just availability of funds or account
tenure, which alone are insufficient indicators of fraud.

BPI recommends the Board and CFPB revise the “reasonable cause to doubt collectability” exception to
encompass situations where a bank has a good-faith belief that an item is unusual or suspicious and may be
the result of fraud. Alternatively, the Agencies could recommend that Congress amend the EFAA (12 U.S.C.

% Reports suggest that listings on the dark web for “check bundles” range in price from $1,000 to $100,000. Mail Theft, Dark Web
Sales, and Counterfeits: Combating Today’s Check Froud Threats, SON BANKING SYSTEMS.

1 NBC4 Washington. (2023, February 14). Criminals use Telegram to recruit “walkers’ as America’s big bonks see an 84% increase in
check froud. NBC4 Washington,

1 76 Fed. Reg. 16862, 16862 ("Subpart C's provisions presume that banks generally handle checks in paper form. Since the
were adopted in 1988, h -, banks have largely migrated to an electronic interbank check collection and return

p
systemn.”).
13 The Board's current guidance identifies the following ples of circur es under which this exception may be invoked,
each of which pertain to the likelihood that funds are available in the drawer’s account: (i) information received from the paying
bank regarding the actual or likely nonpayment on a check {e.g., due to insufficient funds, stop payment order); {ii) stale or post-
dated checks; (jii} reasonable belief that the depositor is engaging in kiting activity; and/or (iv) reasonable belief as to the insolvency
or pending insolvency of the drawer of the check or the drawee bank, 12 CFR part 229, App. E, § F.229.13(e)-2

11
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§ 4003) to establish a new exception allowing for holds on checks in circumstances where fraud or scam is
suspected.

As an alternative to the existing reasonableness standard, the revised (or new) exception should make
clear, in regulation or commentary, the basis upon which it can be invoked when a bank has a good faith
belief of “unusual” or “suspicious” (likely fraudulent) activity based on a customer's risk profile and
indicators such as:

+ Use of reasonable and prudent processes and procedures to identify transactions at risk of fraud or

scam.

+ Reliance on fraud imaging analysis tools or fraud logic rules validated to predict high rates of
returns.

s Detection of unusual or anomalous activity through machine learning, Al, or other anomaly-
detection models.

+ Evidence suggesting a customer is a victim of a scam or other fraud.**

Updating the exception framework in this way would give banks the necessary flexibility to apply risk-based
holds in good faith, enabling earlier intervention against fraud while preserving consumer protection and
maintaining confidence in the safety and soundness of the payments system.

3.4: Revise the definition and exception for “new accounts” to better align with risk trends

If updated, the “new accounts” exception is another that could be very helpful to institutions as a fraud
prevention measure, as many fraud cases arise in the early life of an account. The exception narrowly
defines a new account to an account opened in the last 30 days. Fraudsters exploit this by opening
accounts, letting them “age,” and conducting small-dollar transactions to build a veneer of legitimacy
before committing large-scale fraud.

The rule also fails to provide hold authority for new accounts added to an existing relationship. Criminals
are aware of this loophole and often open additional accounts to avoid new account holds altogether. This
practice makes it difficult for banks to intervene, even when fraud risk is high.

Expanding the scope of the new account exception, through statutory or regulatory changes, would
strengthen banks’ ability to apply risk-based holds to suspicious accounts, verify authenticity of customers,
and detect unauthorized or fraudulent activity before losses escalate, Therefore, we recommend
consideration of the following actions:

* The Board and the CFPB should close the loophole for customers that hold another account with
the depository bank and allow for an account to be treated as a “new account” whenever there is a
change in authorized signers or account titling.*

* The time period during which an account is deemed a “new account” should be amended from 30
days to 120 days. This would allow institutions to establish an understanding of
account/transaction behavior and afford customers appropriate time to report unauthorized
activity, considering standard monthly bank statement cycles.®®

+  All check deposits should qualify for the “new accounts” exception and eliminate the special rules
for greater next-day or second-day funds availability for certain types of check deposits (including

4 These criteria should be used to replace the existing reasonableness standard as it relates to fraud related holds.

25 This could be done by eliminating the language within Regulation CC, 12 C.F.R. § 229.13(a)(2) stating that “An account is not
considered a new account if each customer on the account has had, within 30 calendar days before the account is established,
another account at the depositary bank for at least 30 calendar days”.

2 This change would likely require that Congress amend the EFAA (12 U.5.C. § 4002(a)).
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certain Treasury checks, USPS money orders, state or local government checks, and cashier’s,
certified, or teller's checks) but maintain the requirement for next-day or second-day availability up
to the first 56,725 of funds deposited on any given banking day.”

3.5: Revise Regulation CC’s “Presumption of Alteration” provision and Clarify Key Terms

The surge in sophisticated check fraud, combined with widespread use of truncation and image exchange,
has exacerbated confusion over how to classify and resolve fraudulent items. Banks face persistent disputes
over funds availability, return obligations, fraud type determinations, and liability allocations. A central
challenge is the lack of clarity and consistency in defining fraudulent checks. The distinction between
“forged maker,” “altered,” and “counterfeit” checks has grown increasingly blurred as modern methods—
such as chemical “check washing” and digital alterations—combine elements of forgery and alteration.

The existing framework under Regulation CC and the UCC, developed in an era of paper processing, fails to
address these typologies. Courts have struggled to apply outdated definitions, producing inconsistent
rulings that often hinge on technicalities. These gaps prolong interbank disputes, drive up costs, and
ultimately delay access to funds for consumers.

Check “washing” illustrates the problem. Some banks and courts treat a completely washed check, which
includes washing of the signature, as a forged maker’s signature, assigning liability to the paying bank.
Others classify it as an alteration, shifting responsibility under presentment and transfer warranties to the
bank of first deposit.”® Disputes intensify when the fraudster substitutes a signature with a different name,
further complicating the classification.

The Board's 2018 “Presumption of Alteration” was intended to clarify who should hold the loss when only
an image of the original paper check is able to be produced as evidence given the split decisions in the
courts at the time and to simplify these disputes but has, in practice, created additional ambiguity.*® When
the original paper check is no longer able to be produced as evidence in a check dispute, the rule provides
and evidentiary presumption that check was altered unless proven otherwise.*® Yet the ability to rebut
the presumption depends on producing either the original paper check, i.e., the “original check,” which is
rarely available in today's environment, as the vast majority of checks are cleared via electronic check
image exchange. Only the bank of first deposit has the ability to require its own customers deposit the
physical original paper checks rather than use of remote deposit capture. Paying banks can no longer
demand presentment of the original paper check before being liable on the item. Other forms of rebuttable
evidence can be used, including other images of validly issued checks for comparison of the check stock
features which survive truncation. The reliance on a “preponderance of evidence” standard often leads to
costly expert testimony, undermining efficiency and encouraging litigation.*!

7 This change would likely require that Congress amend the EFAA {12 U.5.C. § 4002{a)(1) and 12 U.5.C. § 4003(a)(2)).

28 Fidelity Brokeroge Services LLC v. Pacific Western Bank, No. 2:23-cv-09760-RGK-MRW, 2024 WL 4874558 (C.D. Cal. Sept. 20,
2024) (distinguishing between checks that were never validly issued and those that were validly issued but subsequently modified
to reflect an intention contrary to that of the drawee); see also Provident Sovings Bank, F.5.B. v. Focus Bank, 548 F. Supp. 3d 862
(E.D. Mo. 2021) (finding that a digitally altered copy of a check which is unauthorized, modified and printed on new check paperis
not an alteration under the UCC, and Provident clarified that a "washed” or altered check is not a forged maker check, reinforcing
the UCC's distinction between alteration liability and forgery liability, which continues to influence check fraud disputes today).

12 CFR § 229.38(i)(1)-(3).
0 12 CFR § 229.38(i)(1)-(2).
3,
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Given the prevalence of check washing and evolving fraud methods, the Board should reassess whether the
presumption is serving its intended purpose. Specifically, it should (i) define “original check” more precisely,
(ii) clarify distinctions between altered and forged items, and (iii) issue guidance on satisfying evidentiary
standards without reliance on paper checks or expert testimony.

While broader changes to the UCC require lengthy processes across multiple jurisdictions, the Board—
working with other agencies—is well positioned to lead a targeted initiative. A working group of banks,
trade associations, and other stakeholders should be convened to examine current typologies, develop
updated definitions, and establish liability rules that reflect which institution is best placed to prevent losses
given modern processing and technology. Harmonizing definitions across Regulation CC and the UCC would
promote clarity, streamline dispute resolution, and strengthen the fraud-prevention ecosystem.

While the Uniform Law Commission plays a central role in this context, the UCC rulemaking process is long
and cumbersome, requiring adoption by every state, and still open to varying interpretations. BPI
recommends that the Board, in coordination with the other agencies, establish a small and targeted
working group of banks, trade organizations, and other key stakeholders in an effort to: (i) examine current
check fraud typologies and trends; (ii) develop definitions to delineate and clarify different types of fraud
and, in particular, define check “washing” in a manner that makes clear whether such fraud constitutes an
alteration or a forgery; and (iii) clarify the economically sensible allocation of liability for washed checks,
taking into consideration which bank is best able to prevent fraud losses at the lowest cost in light of
contemporary check processing methods. While changes in fraud-related definitions ideally should be
made in, and harmonized across, Regulation CC and the UCC, BPI believes that the Board is uniquely
positioned to spearhead this effort given its expertise in check processing and the regulation of check
payments.

A revised definitional and liability framework should incorporate the following principles:

* Provide Clarity and Consistency on Definitions
o Clarify definitions and distinctions of what constitutes an “alteration” and “forged maker”
or “unauthorized signature” considering modern check fraud typologies, including
“washed” checks, “cooked”/"baked” checks, and digitally altered signatures.
o Ensure definitions are universally understood and in alignment with the UCC framework.
o Clarify what constitutes an “original check” and “alteration” within the Presumption of
Alteration considering modern check fraud typologies, including “washed” checks,
“cooked”/"baked” checks, and digitally altered signatures.
« Support Efficient and Fair Loss Allocation
o Maintain the principle that liability rests with the institution best positioned to prevent loss.
o Balance responsibilities between depository and collecting banks, considering fraud-
prevention capabilities, customer protection, and funds availability/return deadlines.
o Facilitate cooperation between institutions by reducing the adversarial posture created by
the current definitional gaps.
* Adapt to Evolving Fraud Methods
o Incorporate flexibility to address new fraud methods and technologies without requiring
wholesale regulatory overhaul.
o Account for the practical challenges of identifying altered or counterfeit checks.

14
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BPI has spent substantial time working with its members to evaluate definitions and solutions and are
happy to participate in this effort.

3.6: Align Treasury Check funds availability timelines for consistency and streamline check
return timelines

In response to the Agencies’ question on shortening funds availability, we believe accelerating availability
would give fraudsters quicker access to funds and reduce the time institutions have to investigate
suspicious activity. It would also heighten cross-channel risks, as criminals could exploit the lag in check
clearing against the instant, irrevocable settlement of wires, RTP®, or FedNow® transfers. Depository banks
depend on fraud-detection tools and need sufficient time to review deposits and apply holds when
warranted. Shortening deadlines would weaken these protections and increase fraud losses. Instead, the
Agencies should allow banks to extend availability when a high likelihood of fraud exists (as outlined in item
3.3 above) while keeping standard timelines for the vast majority of checks.

Treasury check fraud continues to be a significant challenge for financial institutions, not just due to the
rates of fraud, but also misaligned frameworks for funds availability and return obligations banks are
subject to versus Treasury. Therefore, depositary banks would benefit from additional time to review
Treasury checks before making funds available.*

Treasury has up to 60 days to determine whether a Treasury check bears a forged or unauthorized drawer's
signature and to then reverse payment. In contrast, banks only have until midnight of the day following the
day of presentment to pay or return a check. Treasury can also process a reclamation for a year and in
some cases even longer. We recommend the Board, in collaboration with Treasury and other relevant
bodies, explore regulatory solutions to shorten timeframes in which Treasury can automatically reverse
payment on Treasury checks, encourage earlier identification of fraudulent government payments, and
reduce associated losses for depository institutions. As Treasury moves toward eliminating Treasury check
issuances in general, there will continue to be exceptions and by implementing these proposed changes,
fraud involving the remaining check volume could be significantly reduced.

Although Treasury provides banks the ability to access Treasury's Treasury Check Validation Service (TCVS),
banks typically accept the Treasury check for deposit processing before validating against the standalone
TCVS system to determine if the Treasury check is on the list, if it matches as to the dollar amount, check
number and payee name and the status of whether the check has already been paid. If it is not valid, the
bank then needs to take action to hold the funds pending a return or reclamation claim from the Treasury.
A better approach would be for Treasury to implement a positive pay with payee name process so that
Treasury checks could be automatically returned upon presentment for payment, affording banks time to
reverse any provisional credit to the deposit customer and saving Treasury the time and expense of
processing a late return or reclamation.

Section IV: Payments Fraud Data Collection and Information Sharing

BPI appreciates the agencies’ recognition that fraud mitigation requires not only strong bank controls but
also a robust, data-driven ecosystem for understanding and responding to threats.

Information sharing of actionable fraud indicators in near-real-time is essential to disrupting fraud. There
are various types of intelligence sharing that support different, but equally important, cutcomes:

*2 Next-day availability for these checks is established by the Expedited Funds Availability Act, 15 U.5.C. § 4002(a)(2){A), and statutory
amendments may be necessary to extend the funds availability requirements for these checks,
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+ Fraud Data Sharing: Near-real-time exchange of account and transaction data linked to known
fraud, enabling real-time prevention and decisioning.

+ Intelligence Sharing: Timely, industry-wide sharing of emerging fraud types, trends, and tactics from
authoritative sources to help institutions quickly adapt their defenses.

+ Law Enforcement Collaboration: Coordinated escalation of large-scale fraud cases to law
enforcement, shifting from isolated case reporting to systemic investigations aimed at dismantling
organized networks.

Legal uncertainty continues to hinder information sharing. Institutions often avoid sharing certain
information—even to protect the ecosystem—due to fear of litigation or liability. For example, when
suspicious receiver accounts could be linked to first-party fraud, institutions may hesitate to warn peers,
concerned it could be construed as triggering FCRA obligations.

While statutes like GLBA Section 313.15, the USA PATRIOT Act’s Section 314(b), and other privacy
exemptions permit certain fraud-related sharing, they lack clear safe harbor protections. Section 314(b) in
particular is poorly suited for modern fraud collaboration and does not apply to cross-sector sharing with
telecom or tech companies—despite their growing role in enabling fraud.

As many banks note, “nothing explicitly prohibits sharing, but nothing clearly permits it either.” This legal
gray area results in overly cautious behavior, missed opportunities to disrupt fraud, and unnecessary
duplication of effort.

4.1: Establish Safe Harbors and Provide Clear Guidance for Fraud and Scam Information
Sharing

The Agencies should work with Congress and other relevant authorities to establish clear legal authority
and safe harbor protection for fraud-related data sharing. This includes enabling industries such as social
media, telecommunications, and tech companies to share fraud information to protect consumers and
reduce fraud. Legal certainty must extend to all parties acting in good faith to protect consumers and the
payments system from fraud. To support these efforts, the Agencies can help by reinforcing the importance
of robust fraud intelligence functions, much as they have long done with cybersecurity, while allowing
banks the flexibility to design programs that fit their risk profile. Regulators can also encourage
participation in established information-sharing groups such as F5-ISAC and NCFTA and help remove legal or
operational barriers that may limit timely collaboration. The Agencies should support cross-industry efforts
to improve fraud data and intelligence sharing across industries, not just within banking.

4.2: The agencies should work with industry to refine the FraudClassifier™ and ScamClassifier™
frameworks

A consistent fraud taxonomy is essential for identifying trends, guiding action, and improving information
sharing. The Federal Reserve's FraudClassifier* and ScamClassifier*™ frameworks are important steps
forward, but adoption across institutions has been inconsistent.

These models provide an excellent starting point for standard taxonomies. To enhance and update these
maodels, the Federal Reserve should evaluate integrating emerging frameworks, such as the F5-1SAC Cyber
Fraud Prevention Framework® or the Fraud Kill Chain™, for more granular attack-stage analysis and
mitigation planning. Coordination between industry and agencies to develop a unified, comprehensive

2 FS-ISAC. (n.d.). Cyber froud prevention framework. FS-ISAC.
*4 Fraud Kill Chain. (n.d.). Froud Kill Chain,
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taxonomy will help advance robust trend analysis and facilitate information sharing. The Agencies should
also provide clarity on expectations regarding the use of these models by banks.

4.3: Leverage Suspicious Activity Reports (SAR) to generate more actionable and timely
intelligence

In today’s digital landscape, fraud attempts, particularly scams, are constant, high-volume, and generate a
huge influx of SAR filings. In 2024, over 2.3 million SARS were filed by Depository Institutions related to
fraud.* Banks devote significant time and resources to preparing SARs for fraud cases, creating an
administrative workload that diverts resources from customer protection and prevention efforts. Banks
receive little feedback on case outcomes, trends, or emerging indicators, that would bolster prevention
efforts. This lack of feedback means that SARs function largely as a one-way reporting requirement rather
than a collaborative prevention tool.

We recommend the Agencies work with FINCEN to provide feedback on the intelligence generated by these
reports. FinCEN should produce and share regular, timely and actionable intelligence derived from SAR data
= such as trends, typologies, and indicators — with reporting institutions. Greater dialogue would allow SAR
filings to directly inform prevention strategies and support industry collaboration.

The Treasury Department and FinCEN have publicly acknowledged the need to modernize the BSA/AML
regime, including SAR reform, to reduce unnecessary burdens and enhance usefulness for law
enforcement.*® Recent FinCEN notices and Treasury’s Anti-Money Laundering/Countering the Financing of
Terrorism (AML/CFT) National Priorities highlight the importance of improving data quality, streamlining
reporting, and increasing feedback to filers. Aligning SAR requirements for payments fraud with these
broader reform efforts would ensure that compliance obligations are proportionate to risk and more
directly support prevention.

Section V: Reserve Banks' Operator Tools and Services

As the operator of critical payment systems, the Federal Reserve is responsible not only for ensuring system
reliability but also for advancing tools that help participants detect and prevent fraud.

The Reserve Banks are uniquely positioned to identify network-level patterns and risks across all
participating institutions. The ability for the Fed to share its wide visibility of fraud activity back to the
payment system is critical. With that in mind we recommend the following:

+ Provide network-wide risk scoring tools based on transaction activity across FedACH, Fedwire, and
FedNow, enabling participants to assess the fraud risk of sending and receiving parties.

+ Implement standardized fraud reporting for all transactions processed over Reserve Bank platforms
to improve data aggregation, trend analysis, and targeted mitigation.

+ Require transaction tagging using an agreed classification framework that includes payment flow
(C2C, C2B, etc.), use case (eCommerce, bill payment, etc.), and industry segment (retail, financial
services, etc.), enabling receivers to manage risk more effectively.

+ Support Confirmation of Payee (CoP) across payment types, allowing consumers and businesses to
verify recipient information before initiating payments—a proven measure in reducing authorized
push payment (APP) scams internationally.
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* Facilitate cross-rail fraud detection and insight sharing, especially where fraud typologies migrate
between systems (e.g., ACH to FedMNow) as tactics evolve.

By embedding these capabilities into the infrastructure it operates, the Federal Reserve can strengthen the

security and integrity of its systems while setting a higher standard for fraud prevention across the
payments ecosystem.,

*h*

We appreciate the agencies’ leadership and commitment to mitigating fraud in the payments system.

Public-private partnership is key to achieving these goals, and we welcome the opportunity to discuss these

recommendations further at your convenience.

Please do not hesitate to reach out to the undersigned by email at greg.williamson@bpi.com if you have
any questions regarding this letter, or if you would like to discuss further.

Respectfully submitted,
Gregory SWillianeson

Gregory Williamson
Senior Vice President, Fraud Reduction Program
Bank Policy Institute | BITS
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AARP is deeply grateful to the Committee for convening this important hearing, “Fraud in
Focus: Exposing Financial Threats to American Families,” and for your leadership in examining
the growing threat of scams and financial fraud targeting Americans. This issue is of critical
national importance, and we commend the Committee for recognizing the urgent need to explore
community, state, and federal strategies to prevent exploitation and protect victims.

Preventing scams and strengthening financial security are core to AARP’s mission. We have
long worked to educate consumers, support victims, and improve detection and prevention across
industries. We look forward to continuing our collaboration with Congress and federal agencies
to advance policy solutions that protect older adults and hold perpetrators accountable.

Fraud in America is at crisis levels. The Federal Bureau of Investigation’s (FBI) numbers show a
dramatic increase from the $800 million in fraud losses in 2014, to 2024, when hardworking
Americans had $16.6 billion stolen from them. This is almost a 2000 percent increase in fraud
losses over the past decade. And that is likely a very low estimate. In a 2024 report, the FTC
estimated the true overall 2023 fraud losses, adjusted for underreporting, was $158.3 billion for
consumers of all ages and $61.5 billion for older adults.

Transnational organized crime groups are operating openly abroad, siphoning hard-earned
money out of our local communities and economies. These funds—meant for housing,
healthcare, and family—are instead lining the pockets of overseas fraud rings. An AARP study
in 2021 showed that 9 in 10 Americans encountered a fraud attempt in 2020, and 1 in 7 lost
money. Given the steady rise in fraud, even more Americans are likely to report losses in 2025,

Older adults are disproportionately affected, reporting average losses of $83,000—more than
four times the average loss across all age groups. These crimes often target individuals on fixed
incomes, and in some cases, victims lose not just their savings but their homes, One recent case
reported to AARP’s Fraud Watch Network Helpline involved a Florida man in his sixties who
lost over $400,000—the proceeds from the sale of his home—to cybercriminals. He went from
financial stability to the brink of homelessness in a matter of seconds.

Fraud affects people of all backgrounds. Our Helpline makes clear that scammers do not
discriminate based on age, income, geography, or education. And the financial toll is only part of
the story—two-thirds of victims report significant emotional or health impacts. The stigma and
victim-blaming associated with fraud further compound the harm and discourage reporting,
making it harder to understand the true scope of the crisis.

Criminals have professionalized their operations, using advanced technologies and psychological
manipulation to exploit victims. It is essential that we shift the narrative to place responsibility
where it belongs—on the perpetrators, not the victims. AARP has developed resources to help
professionals use trauma-informed language and support victims with compassion and dignity.

Fraud has escalated into a national crisis with profound economic consequences for local
communities. These stolen funds, which would otherwise support essential household spending
and local economic activity, are instead diverted to transnational criminal groups engaged in
drug trafficking, human exploitation, and other illicit operations. International scam hubs,
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particularly in Southeast Asia, are profiting at industrial scale, with cyber fraud comprising
significant portions of national GDPs. To counter this growing threat, robust consumer
protections, regulatory reforms, and coordinated global enforcement are urgently needed.

In this statement, we will highlight AARP’s initiatives to combat fraud, including our Fraud
Watch Network Helpline, consumer education efforts, as well as the financial and emotional
impact of fraud on victims and their families, and the economic impact of fraud on our local
communities,

AARP’s Fraud Prevention Work

While fraud awareness and prevention has always been a priority for AARP, our fraud
prevention work has grown over time as we have heard from our members that fraud is a top
concern for them and their financial security. The AARP Fraud Watch Network was created in
2013, and our fraud prevention work through our state oftices has grown significantly in recent
years.

AARP works with victims of fraud through our Fraud Watch Network, which offers resources to
arm consumers with the knowledge needed to spot and avoid scams. The Fraud Watch Network
Helpline is a free resource available to people of any age, you do not have to be an AARP
member to use the service. In 2024, the AARP Fraud Watch Network Helpline fielded over
100,000 calls from concerned Americans reporting attempted frauds and scams, as well as those
recounting their traumatic experiences of fraud victimization, and the theft of their personal
information and/or finances.

For example, just last month, Roger, an 85-year-old, called the Helpline to share his experience.
Roger had over $150,000 stolen from him in a tech support scam. A criminal called him, posing
as an Apple representative, and told him the only way “to protect”™ his money from hackers was
to convert and send his money in gold. Another man, Carlos, who is in his 70s, was defrauded by
a friend he made in his senior exercise class. This “friend” appears to be part of a network that
stole more than $650,000 from the man. Unfortunately, there are countless more stories just like
these. In June of this year, the Helpline received multiple reports from older adults who had
formed friendships and romances online with criminals who stole over $100,000 in each case.
These are just a few of the many, many devastating stories our Fraud Watch Network Helpline
staff and volunteers hear from older adults every day.

AARP provides extensive community outreach through the Fraud Watch Network and our 53
AARP state offices. Research shows that consumer awareness about specific scams may reduce
vulnerability to those scams by up to 85 percent. To this end, we hold events in communities to
raise awareness about different types of fraud and scams. We also partner with law enforcement,
regulatory agencies, and Attorneys General to host webinars, tele-townhalls, trainings, and other
fraud prevention and awareness events. We have more than 800 volunteers nationwide who
deliver fraud education in their communities and work directly with victims of fraud. Each year
we reach hundreds of thousands of AARP members and non-members alike from coast-to-coast
with our locally driven outreach efforts.
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AARP has a Fraud Resource Center and writes extensively about fraud in the AARP Magazine
and AARP Bulletin. Articles and resources include recent fraud news, information about common
scams, trends in fraud, and how to recognize and avoid common scams, as well as resources to
assist victims of fraud and their families when they encounter scams. We also have videos that
break down how scams work and how to keep yourself safe from criminals. Recent articles have
included, “3 Kev Things to Know About Scams in 2025™ and “I Never Thought My Dad Would
Become a Romance Scam Victim. Don’t Make My Mistake” and “SIM Swapping: Scammers
Hijack Smartphones and Steal Thousands™. These publications reach millions of Americans and
fraud-related articles are some of our most-read and well-received — an indication of how
worried our members are about fraud.

AARP launched a weekly podcast called 7/e Perfect Scam in 2019 to highlight the different
types of fraud and scams that we were hearing about from our members and callers to the Fraud
Watch Network Helpline. Our host introduces listeners to those who have experienced scams
firsthand, as well as leading experts who pull back the curtain on how scammers operate. In
December 2023, the New York Times highlighted the scam podcast as a top resource to “deepen
your understanding of how liars and con artists operate.” Recent episodes have focused on credit
card scams, rental scams, gold bar scams, pet scams, charity scams, time share scams, arrest
warrant scams, military benefit scams, romance scams, and job posting scams, among many
others. Most of these stories come directly from victims we have worked with on the Helpline
who want to share their story to help others avoid similar experiences.

The AARP Fraud Watch Network has also developed a free program to provide emotional
support to fraud victims and their friends and relatives. AARP’s Fraud Victim Support Group
provides individuals with an online forum to meet and interact with others who have experienced
similar events. Our sessions are a safe environment to give and receive valuable feedback and
support from others who are on the road to emotional healing and recovery. Group sessions are
confidential and led by trained facilitators who offer fraud education and understanding to
participants, as well as time for meaningful peer-to-peer sharing and support. Participants don’t
have to be the primary victim of a fraud to participate— family members, partners or friends of a
fraud victim are welcome and encouraged to participate. Experiencing fraud can be devastating,
and these types of safe spaces can be very valuable to victims and their loved ones in processing
and recovering from the trauma it causes.

AARP also runs a program called BankSafe, which trains employees at financial institutions to
detect fraud and financial exploitation. BankSafe works with the financial services industry to
help them stop financial exploitation before the money leaves customers’ accounts. The program
encourages those in the financial services industry to voluntarily adopt research-proven
interventions, policies, and procedures that effectively prevent exploitation. Researchers from the
Virginia Tech Center for Gerontology have studied the impact of training bank and credit union
staff to spot and prevent financial exploitation. In 2018, a Virginia Tech study with over 2,000
frontline employees in 11 states (including Minnesota and Vermont) found that employees who
took the BankSafe training saved 16 times more money than those without the training. Based on
these findings, we estimate that BankSafe policies, interventions, and procedures have, to date,
prevented more than $450 million from being stolen from consumers.

e
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In addition to our fraud prevention awareness, industry collaboration, and victim support
services, AARP conducts research on fraud to inform our work and the public at large.
According to a 2025 AARP survey on the Fraud Crisis in America that surveyed American
adults (those 18 and older), adults of all ages worry greatly about fraud (37 percent), but this fear
is even more pronounced among adults ages 50+ (44 percent). The survey also demonstrated that
people continue certain behaviors that put them at a higher risk of becoming the victim of fraud.
For example, while most adults reported that they rarely or never answer unknown phone calls,
texts, or friend requests, over a third of adults (36%) reported that they usually or always answer
one or more of these unknown communications. The survey also looked at how adults were
maintaining the security of their devices and online accounts, including the use of VPNs and
two-factor authentication, downloading free apps and/or taking online quizzes on social media,
and using different passwords on all accounts.

AARP’s comprehensive approach to fraud prevention—spanning education, advocacy, direct
support, and industry collaboration—demonstrates our steadfast commitment to safeguarding the
financial well-being and peace of mind of older Americans. Through continued community
engagement, we can work to ensure that everyone is equipped to recognize, resist, and recover
from scams—protecting not only personal assets, but also restoring trust and security across our
communities.

Victim Experiences of Fraud and Scams

AARP hears directly from victims about the types of scams they are experiencing and how they
evolve. We will outline some of the most common types of scams impacting older adults and
how they work. Just as the types of scams we see are varied, we see criminals use a variety of
different methods to approach their victims, as well as payment methods used to steal their
money. Of note, AARP has seen texting, social media, email, phone as the most common venues
for criminals to reach their victims as older adults increasingly use text messaging, email, and
social media, which makes them increasingly accessible to criminals.

In one example of a scam that started on social media, a woman received a Facebook message
from a Brazilian singer she admired who began a long correspondence with her. The woman
eventually decided to leave her husband for him. She had given him their life savings —
$300,000 — before learning he was a fraud. Another victim told the Fraud Watch Network that
they had been contacted on social media by an account impersonating her friend. They “worked
me for 1 year gaining my trust. Then out of the blue, recommended a program called Christian
Against Poverty (CAP) that can help with my finances by enrolling me in a grant program from
the government. It piqued my interest so I contacted them directly thru Facebook with the
recommendation of my “friend.” There, the bad actor told me I can get a lot of money but I
needed to send money to be enrolled. So I did. Then the bad actor said don’t tell anyone, not
even your family. I mailed the amount of money asked of me. Once cashed, the bad actor
stopped responding from CAP messenger and my so-called friend is no longer responding as
well. The money went to a rental office in Virginia, the phone number provided to me was
someone else’s hacked account, the “pay to” line was an attorney who I suspect is also hacked.
They were trying to get my bank info but my son got wind of this secret and stopped it before it
got worse.”
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Criminals prey on people during times of high stress or need, which makes them vulnerable to
becoming a victim. For example, a woman in North Carolina was attempting to leave her abusive
husband. She was contacted by someone on social media who promised to “help her” escape.
She provided her SSN, bank account, driver's license and paid $1500 with her debit card (money
she was saving to leave). The scammer then disappeared with her information and money. In
another case, a 73-year-old woman in Delaware was looking for help for her terminally ill
grandson. She was contacted by a “minister” who said he could cure her grandson. She sent him
$110,000 through a payment app to cure him. The “minister” then disappeared with her money.

Computer pop ups continue to be used by criminals, particularly in tech support scams. A 76-
year-old woman called the Fraud Watch Network from California. She received a pop-up on her
computer from Microsoft. She called the phone number and was told that someone with her
information had been viewing and selling child pornography. She gave them access to her
computer, her SSN and bank account. They sent someone to her house who drove her to buy
$79,000 in gold coins and also instructed her to send $21,000 in cash through the mail. They
informed her someone else was coming to her home to pick her up and take her to the bank to
remove $400,000 from her retirement account. They texted and called her repeatedly and scared
her.

Another victim, 76-year-old woman in California, received a pop-up on her computer from
Microsoft. She called the phone number and was told that someone with her information had
been viewing and selling child pornography. She gave them access to her computer, her SSN and
bank account. They sent someone to her house who drove her to buy $79,000 in gold coins and
also instructed her to send $21,000 in cash through the mail. They informed her someone else
was coming to her home to pick her up and take her to the bank to remove $400,000 from her
retirement account. They texted and called her repeatedly with threats.

Payment methods like gift cards remain very popular with criminals. In one example, a victim
told AARP that Health and Human Services agents called them and claimed they had hundreds
of thousands dollars awarded to me. In order to collect the alleged “award”, the “agents”
“claimed all kinds of charges like delivery charge, safe purchases, issues with paperwork not
being completed, imposter tried to collect my money, IRS certificate money needed, payment for
PCV and insurance and on and on. [They even sent] photos of the FedEx delivery truck being
stopped by ATF. 1 paid in Apple Gift cards in the amount of $22,000. This has been an 8-month
ordeal. I never received a cent. They still owe me for 3 safes that said they needed to purchase to
deliver the money in.”

Criminals adapt to new technologies and AARP has seen a large increase in cryptocurrency as
the requested payment method. Cryptocurrency is more widely accessible, but not widely
understood, and there has been a lot of “buzz” around it in recent years. It is also easier to move
large quantities of money quickly via cryptocurrency than other assets, including via
cryptocurrency ATMs, which allow people to insert cash and then send cryptocurrency to a
digital wallet address (in the case of scams, to the wallet of a criminal). One victim told AARP,
“A friend of mine who said she lives in Boston introduced me to [website]. Over several weeks, |
transferred 85,000 to this company. My returns were significant. Currently, my “balance” is
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$230,273.70. When 1 tried to do a withdrawal, I was stopped by the website. They said 1 needed
to give them 38000 for capital gains taxes. I then did further research. My brother is an attorney,
and he determined that they were a pig butchering site.”

Another cryptocurrency investment scam victim, an 84-year-old man in Minnesota, lost millions
in a cryptocurrency scam. He was forced to sell his house and became estranged from his sons
who tried to tell him he was being scammed. In what is becoming increasingly common, the
victim was re-victimized in a “recovery” scam. After he learned the fraud had occurred, the man
received a call from someone claiming to be a “hacker” who could get his money back. He sent
him $400,000 to retrieve his money but hasn't heard from the hacker since. He still believes he
can get his money back and that his family will forgive him.

A recent Helpline case using cryptocurrency involved a 69-year-old Greenfield, Ohio, woman
who started a romance online with a gentleman who said he was an American architect in Cape
Town, South Africa. He told her he was stuck there because his investors were late paying him
on a building project. He provided a LinkedIn profile, and a copy of his passport. She opened a
bank account that he wanted her to use to convert his funds into crypto when he received them.
She became suspicious that this was a scam when she tried to verify that he was in fact a licensed
architect in Massachusetts as he had claimed and was not able to. Our Helpline volunteers helped
her compile a complete report that she could send to law enforcement and helped her identify
where to report the crime.

Celebrity impersonation cases continue to also be quite common. A Nevada resident called the
Helpline to report their neighbor was being defrauded. “He was contacted initially on Facebook
by someone claiming to be Elon Musk and has sent thousands (I don't know the exact amount) in
Apple gift cards to these varmints, The criminals have promised him a new Cybertruck that has
been “on its way” to him at least seven times since this started right after the election. It would
be here, but “customs” keeps holding it at state lines in AZ, NM, and TX. They have also sucked
thousands out of him to “invest” in Tesla stock which will supposedly grow into a fortune
because of this “insider information.” Tonight, I saw him send his entire monthly Social Security
to this criminal ($2500) in Apple cards... The phone number he’s talking with is a Nigerian
number.”

Magis, who reached out to AARP’s Fraud Watch Network, experienced a complex bank
impersonation scam and was made to believe that her bank’s fraud investigators were seeking to
help her address fraud in her accounts. They told her that her stolen identity was being used by
foreign cybercriminals who used it to buy child sexual exploitation materials, murder people, and
sell body parts. The impact grew to affect her retirement account, and more than $1 million was
stolen throughout the scam. She faces a substantial loss of Social Security retirement benefits
due to the withdrawals from her retirement accounts, which put her income in the highest
withholding category. Magis has suffered significant stress and faces the possibility of losing her
home and becoming homeless.

Kate, a suburban Philadelphia widow did not plan to date again until a handsome “surgeon”
asked to be her Facebook friend. Soon “Tony” became romantic and professed his love, Though
the two never met in person, Tony talked about marriage, said he purchased a ring and asked her
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to look for a house for them near where she lived. All the while, he kept prodding her for gift
cards — and promising he’d repay her. He even provided her with a password for a purported
bank account with a $2 million balance. The two were to meet for the first time in December
2020; he said he’d fly to Philadelphia International Airport. She had her hair and nails done and
waited at home in her best dress for his call. A bottle of wine was chilling. Hours passed, without
a word from him. A day later, Kate got a call from a man who claimed to be a lawyer saying
Tony had been arrested at the airport because someone planted drugs in his luggage. Tony was
said to be confined to a Philadelphia jail and needed $20,000 for bail— money she did not have.
Later, Tony called and messaged to urge her to get the money somehow, even if it meant lying to
her family. She refused. But her reservations melted away when he complained about the
“awful” food in jail and asked for small sums, which she sent. Then Tony’s story got even more
improbable. He called saying he was in Jordan; he said he’d been released so he could raise the
bail money. She said that wasn’t the way it worked: You don’t get out of custody to raise bail.
Finally, she saw the romance for what it was — phonier than a $3 bill. Though Tony was fake,
her heartbreak was real. What hurt most, she said, was “losing his love and losing the family 1
thought I was going to have and what my new future was going to be... That is much harder to
deal with than losing the money.” She ended up losing everything she owned — including her
home — in the coldhearted scam that played on her emotional vulnerability and kindness.

Financial and Emotional Impact of Fraud on Victims

Through our initiatives with the Fraud Watch Network, AARP frequently hears directly from
victims about the profound effects fraud has had on their lives. These individuals recount how
scams have caused financial devastation and emotional turmoil, highlighting the severe
consequences of such crimes. Family members share the ripple effects on their households. Qur
work also reveals the emotional toll on first responders and victim service providers who assist
these victims. Fraud significantly impacts our communities, and it is crucial to understand its
various effects.

This financial loss can result in greater reliance on credit cards, which can lead to debt and
impact the victim’s credit score, making it more difficult for them to obtain loans, mortgages, or
rent an apartment. Victims may lose their home and be forced to move in with family members
or friends. They may become reliant on social safety nets, and this can strain community
resources. Victims have reported that where their retirement accounts have been drained by
criminals, this has affected their Social Security benefits, as retirement account withdrawals can
result in higher income brackets and greater taxes on both their lost retirement funds and their
benefits.

There are also serious emotional ramifications of fraud. Victims report feeling frustration, anger,
mistrust, and sadness after experiencing fraud — and some unfortunately commit suicide.
According to a FINRA study, two-thirds of fraud victims reported experiencing at least one non-
financial cost of fraud to a serious degree. These included severe stress (50%), anxiety (44%),
difficulty sleeping (38%), and depression (35%). Victims who lose more money are more likely
to incur more non-financial costs. These emotional impacts of fraud often lead victims to not
report that crimes have been committed against them because of the guilt and shame they may
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feel, This contributes to significant underreporting to law enforcement, resulting in an unclear
picture of the true scope of the problem and where to focus investigative efforts.

Despite growing awareness of financial fraud, our societal response often compounds the harm
victims experience. AARP’s June 2022 report, Blame and Shame in the Context of Financial
Fraud, highlights how language in media and everyday conversation subtly blames victims—
phrases like “duped” or “fell for it” suggest culpability and diminish the seriousness of the crime.
This framing not only discourages victims from reporting fraud but also isolates them
emotionally. According to the report, while 85% of Americans believe fraud can happen to
anyone, over half still view victims as blameworthy. Such attitudes reflect cultural biases,
including assumptions about older adults being less tech-savvy or cognitively impaired, even
though data shows younger adults report fraud more frequently. The emotional manipulation
used by criminals is sophisticated and deliberate, often triggering victims to make decisions
based on trust and urgency rather than logic.

Changing how we talk about fraud is not just a matter of compassion—it’s a matter of justice.
When scams are treated like the crimes they are, victims are more likely to report them, law
enforcement is more likely to act, and prosecutors are more likely to pursue cases. AARP’s
report calls for a shift in narrative: replacing headlines like “Americans Swindled in $13M Wine
Investment Scam™ with “Criminal Stole $13 Million in Wine Investments” reframes the issue
from victim error to criminal intent. Victims deserve empathy, not judgment. As one former
prosecutor noted, the emotional toll of fraud can be so severe that some victims “move into a
state of depression that they can’t ever get out of.” By ending the cycle of shame and blame, we
can better support victims, strengthen family relationships, and ensure fraud is recognized and
prosecuted as the serious crime it is,

HERE ARE EXAMPLES OF WHAT TO SAY:

INSTEAD OF THIS:

How could you fall for that?

SAY THIS:
This isn't your fault — you experienced a crime.

INSTEAD OF THIS:
How much money did you give them?

SAY THIS:
How much did the criminal steal?

The story of one victim who reached out to the Helpline, Mo, does a good job of highlighting the
emotional impact of fraud. Mo was the victim of a devastating investment scam that resulted
from meeting someone online who eventually convinced him to invest in cryptocurrency. The
criminals involved stole millions from Mo and his family. He continues to beat himself up for
the damage this has caused to his marriage and his two children. He has suicidal thoughts, but
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also realizes he needs to be around for his family. He constantly asks himself, “how could I be so
dumb and stupid?” This is unfortunately a very common experience for fraud victims.

In another story, a Los Angeles woman talks about the impact of being targeted by a criminal
impersonating a TV journalist she admired. She had sent him a message telling him she liked his
work when she found his social media profile online. In the end, the criminal impersonator stole
$70,000 from her via wire transfer, gift cards, and Bitcoin. She was left with $500 to buy
groceries and pay her bills. She said, “I'm crying every day. I don’t know what to do. And I'm
taking money out of my retirement and my savings that I had saved for years.” At one point her
thoughts turned suicidal. She drove herself to a hospital, where she was quickly admitted. When
she told the psychiatrist on duty her story, he said, with sympathy, “You’ve been scammed.”
She’s been dealing with the emotional fallout ever since.

Fraud support services are an important component in helping victims process and recover from
fraud. AARP’s Fraud Watch Network serves a very important role for victims, as one of the few
resources with people willing to listen and help victims process what has happened to them, as
well as help them report the crime. Many of the victims share with our Helpline volunteers that
they have no one in their lives who will understand what is happening and they are embarrassed
to talk to them about it. We cannot allow victims’ horrible experiences to leave them alone and
isolated. More than anything, they need support — and until families and friends understand this,
AARP and other victim support groups will be there to help them recover. Not only do we need
to focus on victim support, but we must support families too. We hear from many families that
even when they are supportive and compassionate to their loved ones, they themselves have
significant guilt or confusion on why this happened. We hear from grandchildren whose
grandparents have been a victim of a grandparent scam have survivors® guilt and need support.
Understanding the emotional impact of fraud is critical to changing how we respond to victims,

The ripple effects of fraud can destabilize entire households. Promises to help children or
grandchildren financially may be broken, and retirement plans may be derailed. Some family
members take on debt or postpone their own retirement to support the victim, while others face
emotional fallout, including anger, shame, and isolation. Many scam victims over age 60 report
relationship problems with friends or family as a result. Experts emphasize the need to break the
silence surrounding scams. Open dialogue, victim support groups, and family counseling can
help relatives process their emotions and avoid blaming the victim.

Carisa K. shared how her 73-year-old mother lost $300,000 in a sophisticated help desk scam.
The funds had been earmarked for family support—home down payments and college tuition for
grandchildren—but were instead stolen through emotional manipulation and deceit. Carisa, a
costume designer in New York, spent hundreds of hours trying to recover the money and manage
the fallout, including the possibility that her mother may need to sell her home to cover tax
liabilities. This story is emblematic of a broader trend: a 2023 Gallup poll found that 15% of
Americans had a household member deceived by a scam in the previous year—more than those
affected by theft or burglary,

Criminologists and psychologists note that family members often become “secondary victims,”
experiencing emotional strain, financial loss, and disrupted relationships. When scams strike,
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adult children may find themselves suddenly responsible for their parents” finances, care, and
emotional well-being. In another case, Rory M. discovered that his dying mother had been
victimized by multiple romance scams totaling $800,000. The secrecy surrounding the fraud
robbed him and his sister of the chance to say a proper goodbye. Instead of spending her final
days in peace, the family was consumed by confusion, legal paperwork, and emotional distance.
Rory later joined a support group and came to understand that his mother wasn’t at fault—her
money was stolen, and the weapon was emotional manipulation.

Economic Impact on America’s Local Communities

Fraud is not merely a personal tragedy—it is a national crisis. It undermines the safety and
security of our citizens and erodes the economic vitality of our neighborhoods. The
consequences are far-reaching, affecting individuals, families, and the broader systems that
sustain our society.

According to the FBI, reports from Americans 60-plus have increased since 2018, and losses
have unfortunately skyrocketed.

Complainants 60+ Reporting to IC3
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According to FBI data, reports of fraud targeting Americans aged 60 and older have increased
dramatically since 2018. According to the Federal Bureau of Investigation, reports of fraud
targeting Americans aged 60 and older have increased dramatically since 2018. In 2024, the
average reported loss for a victim over the age of 60 was $83,000. This represents a staggering
increase from 2020, when the average loss was $9,175. These figures, while alarming, are widely
understood to be massive underestimates. Experts estimate that the true financial losses may be
ten times higher than what is reported.
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The impact on our local communities and their economics is dramatic. The average older fraud
victim has more stolen from them than they would spend on utilities, medical care and
medication, groceries, housing, and tithing in two full years. This is money that would otherwise
circulate within our communities—supporting small businesses, funding local services, and
contributing to economic growth. Instead the funds are siphoned off into the hands of
transnational organized crime, who use the money for drug operations, human trafficking, and
other illicit activity.

The international dimension of this crisis is equally disturbing. According to the U.S. Institute
for Peace, cyber scamming operations in countries such as Cambodia, Laos, and Myanmar have
reached industrial scale. According to the U.S. Institute for Peace, some countries harbor so
much scam activity that it makes up sizeable portions of their gross domestic product: “/n
Cambodia, the return on cyber scamming is estimated to exceed $12.3 billion annually—half the
country’s formal GDP—with many compounds owned by local elites. More broadly, the study
group caleulates that the funds stolen by these criminal syndicates based in Mekong countries
likely exceeds 843.8 billion a year—nearly 40 percent of the combined formal GDP of Laos,
Cambodia, and Myanmar. A significant share of these profits is reported to flow to the Myanmar
military and to ruling elites in Cambodia and Laos.”

As technology continues to evolve, so too must our defenses. We must establish robust
safeguards to protect consumers, maintain confidence in our financial systems, and ensure that
emerging technologies are used for legal and ethical purposes. This includes stronger regulatory
frameworks, enhanced public education, and coordinated international efforts to dismantle fraud
networks at their source.

Conclusion

AARP thanks Subcommittee Chairman Meuser, Ranking Member Green, Chairman Hill,
Ranking Member Waters, and all Members of the Committee for your leadership in shining a
light on the devastating impact of financial fraud on American families. As this hearing has made
clear, fraud is not only a personal tragedy—it is a systemic threat to our national and economic
security. Older adults are disproportionately targeted, and the ripple effects of these crimes
destabilize households, drain community resources, and fuel transnational criminal networks.
AARP remains committed to working with Congress, federal agencies, and community partners
to advance meaningful solutions that protect consumers, support victims, and hold perpetrators
accountable. We urge continued investment in prevention, enforcement, and victim support, and
we stand ready to collaborate on policies that restore trust, dignity, and financial security for all
Americans.
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AFSA

HCIAL SERVICES

September 18, 2025

The Honorable Dan Meuser The Henorable Al Green

Chairman Ranking Member

Subcommittee on Financial Institutions Subcommittee on Financial Institutions
House Financial Services Committee House Financial Services Committee
Washington, DC 20515 Washington, DC 20515

Dear Chairman Meuser and Ranking Member Green:

On behalf of the American Financial Services Association (AFSA)," thank you hosting a hearing
entitled, “Fraud in Focus: Exposing Financial Threats to American Families.” We appreciate the
Fi ial Services Cr ittee for highlighting how different types of financial fraud and scams
are affecting American families and businesses at alarming rates.

Credit Repair Scams

As part of the 119th Congress, we urge the Committee to pass H.R. 306 - Ending Scam Credit
Repair Act (ESCRA). This is bipartisan legislation will help protect consumers from fraudulent
credit repair organizations (CROs) practices and prohibit these entities from “jamming” financial
institutions with duplicative credit dispute requests. Unfortunately, we have seen a rise in CROs
using generic form letters to dispute negative items on credit reports, regardless of accuracy, to
flood lenders and divert our resources away from legiti c disy ESCRA would
help improve the consumer lending markets and help alleviate stress on the dispute process for
financial service providers, including small business lenders.

Debt Settlement Industry Shady Practices

For far too long, the for-profit debt settlement industry has been rife with entities claiming to
provide consumers with a quick way of settling existing debts at a fraction of the cost. In reality,
debt settl companies can leave o worse off than they started by misleading
consumers to stop paying their lenders all while damaging their credit score, charging enormous
fees, and potentially paying more in taxes.

Unfortunately, the debt settlement industry lacks sufficient regulation at the federal level and
to target fi ially vulnerable cc and s in good ding with an

! Founded in 1916, AFSA is the national trade association for the consumer credit industry, protecting access 1o
credit and choice. AFSA provide with mamy kinds of credit, including trditional

installment loans, morngages. direct and indirect vehicle financing, payment cards, and retail sales Mnance.
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average of $26,000 in debt.* Both federal agencies and state financial regulators across the
country have issued warnings for consumers about these types of scams.’

1

We encourage the Committee to modernize debt relief ions 1o protect o and
financial institutions operating in the marketplace from shady practices occurring in the for-profit
debt settlement industry.

Auto Loan Fraud

In 2025, auto lenders will lose an estimated $9.2 billion in fraud — the highest ever measured,
according to recent reports.* Driven by Al tools, synthetic identity theft, credit washing methods,
and others, auto-related fraud is rated as a top category according to the Federal Trade
Commission’s Consumer Sentinel Network. *

These scams raise costs for lenders and ultimately harm the entire automobile retail ecosystem,
including law-abiding consumers. Moreover, the high costs involved in combatting fraudulent
activity threaten to drive smaller-scale financial institutions out of the auto financing industry
altogether, potentially reducing competition in the marketplace.

As Congress discusses different financial frauds and scams, we encourage the Committee to
work with relevant federal ies to ine potential solutions addressing the increase of
auto fraud activities.

Thank you for conducting this hearing and we stand ready to work with you on these important
issues affecting consumers and businesses. If you have any questions, please contact Ann Harter
at (202) 466-8606 or ahar fsamail ore. We appreciate the opportunity to comment before
this hearing.

Sincerely,
‘;C ot Pt erddor—
(=

Celia Winslow

President and CEOQ
American Financial Services Association

2 Freedom Debt Reliel (September 6, 20235)

3 FTC: Debt Relief Service and Cradi pair Scams

A Point Predictive Anto Lending il Trends (March 25,2025)
24 (March 10, 2025)

SFTC: Top Scams of 2
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Invested in America

September 25, 2025

The Honorable Dan Meuser The Honorable Al Green
Chairman Ranking Member

Subcommittee on Oversight and Subcommittee on Oversight and
Investigations Investigations

Committee on Financial Services Committee on Financial Services
U.S. House of Representatives U.S. House of Representatives
Washington, DC 20515 Washington, DC 20515

Re: U.S. House Financial Services Subcommittee on Oversight and Investigations
Hearing on “Fraud in Focus: Exposing Financial Threats to American Families”

Dear Chairman Meuser and Ranking Member Green,

The Securities Industry and Financial Markets Association (“SIFMA”) commends the House
Financial Services Subcommittee on Oversight and Investigations for holding this
important hearing to examine the rise of financial fraud and its impact on American
families. Fraud targeting seniors and vulnerable investors is one of the fastest-growing
threats to our financial system, and we value the Subcommittee’s leadership in exploring
how federal agencies can better mobilize existing authorities to protect investors across
the country. SIFMA appreciates the opportunity to submit our comments for the record.

At SIFMA, protecting investors has been a longstanding core focus of our advocacy and
policy work. For years, we have collaborated with our members, academic experts, and
policymakers at both the state and federal levels to advance policies, rules, regulations,
and statutes that enhance protections and empower financial professionals to detect,
prevent, and report financial exploitation. SIFMA supported the first state law that gave
firms the capability to halt suspicious financial transactions, and we later supported a
federal law enabling broker-dealers nationwide to place temporary holds on transactions
when fraud is suspected. We have also developed and promoted tools including trusted
contact forms, temporary holds on transactions, and safe harbor laws that allow firms to
act when they see red flags. Today, a growing number of states have enacted similar
investor protection laws that extend to broker-dealers, and several other states are
currently working to develop a similar path. Consistent with this commitment, SIFMA has
advanced policies and initiatives aimed at protecting investors from fraud and scams.

Because financial fraud has a disproportionate impact on seniors — who are among the
most targeted investors and control the largest share of financial assets — SIFMA
supported the 2018 Senior Safe Act, which provides immunity from liability in civil or
administrative proceedings for financial professionals who report suspected financial
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exploitation of a senior. We also strongly support the Financial Exploitation Prevention Act,
which recently passed out of the House Financial Services Committee unanimously and
would authorize mutual funds to place temporary holds on suspicious transactions, the
same authority FINRA has already extended to broker-dealers. We commended the
bipartisan efforts behind this bill and urge its swift enactment. Lastly, SIFMA supports the
Senior Security Act of 2025, which would establish a Senior Investor Task Force at the U.S.
Securities and Exchange Commission (“SEC”) and passed the House in July.

Invested in America

Our commitment to investor protection extends beyond legislative advocacy. SIFMA works
closely with federal and state securities regulators, law enforcement, victim support
services organizations, research institutions, and other nationwide partners. InJune, we
co-hosted a webinar with the National Adult Protective Services Association (“NAPSA”) on
World Elder Abuse Awareness Day, which featured panels on recognizing and identifying
solutions to address undue influence and how Al is used to both help prevent and
perpetrate fraud and scams. We also recently sponsored NAPSA’s Financial Exploitation
Prevention Summit, which brought together Adult Protective Services ("APS”)
professionals, researchers, bankers, law enforcement, investors, regulators, and
government officials to discuss strategies for combating financial exploitation.

As part of these broader efforts, SIFMA, alongside our member firms and partners,
developed a Senior Investor Protection Toolkit, available for free on our website. This
comprehensive resource provides tools and educational materials to help older investors
safeguard their finances.

Another key SIFMA-backed initiative is HelpVul (Helping Vulnerable Adults), developed in
partnership with NAPSA, EverSafe, and Hunter College with support from the U.S.
Department of Justice. This innovative online reporting platform enables financial
institutions to securely report suspected exploitation to APS and state securities
regulators, standardizing and enhancing investigations of financial abuse across agencies.
Already active in several states and dozens of institutions, HelpVul allows real-time
referrals, secure communication, and case tracking. It also incorporates digital forensic
tools to detect patterns of exploitation.

As noted above, SIFMA has established strong partnerships with law enforcement,
including the U.S. Department of Justice, U.S. Postal Inspection Services, FBI field offices,
and local authorities to create a multi-disciplinary approach to addressing scams and
fraud. Additionally, we have collaborated with researchers and institutions such as
Stanford, Yale, the University of lowa, Hunter College, and more to better understand the
scale and scope of financial fraud and strengthen the evidence base for prevention and
intervention strategies.
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Safeguarding investors is a shared responsibility. On behalf of the financial services
industry, SIFMA stands ready to work together with policymakers, law enforcement,
advocates, and families to protect investors from fraud and scams and enhance investor
protections. Protecting investors from such attacks is a complex and rapidly evolving
challenge — particularly given the rise of Al — one that demands coordinated action across
sectors and the broader community. We remain committed to pursuing solutions that
leverage legislation, regulation, education, technological innovation, and collaborative
partnerships to address this growing threat.

Invested in America

We thank the Subcommittee for its leadership in convening this hearing and look forward to
continuing our efforts to strengthen investor protections and combat the evolving threats of
financial fraud.

Sincerely,
Lisa Bleier

Head - Wealth Management, Retirement and State Government Relations
SIFMA
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September 11, 2025

The Honorable Zach Nunn The Honorable Josh Gottheimer

United States House of Representatives United States House of Representatives
1410 Longworth House Office Building 203 Cannon House Office Building
Washington, DC 20515 Washington, DC 20515

The Honorable Scott Fitzgerald

United States House of Representatives
2444 Rayburn House Office Building
Washington, DC 20515

Dear Congressman Nunn, Congressman Gottheimer, & Congressman Fitzgerald,

On behalf of Capital One, | am writing to express our strong support for your legislation,
the “Guarding Unprotected Aging Retirees from Deception (ZUARD) Act.” We appreciate your
focus on finding solutions for combatting financial crimes targeting American seniors and
applaud your leadership on this important matter. Criminal scams and fraud, increasingly
perpetrated by foreign state actors and global crime syndicates, have vast financial implications
not only for their victims but also for the broader U.S. economy, by eroding trust and confidence
in our financial system. Ahead of the upcoming House Financial Services Committee hearing on
this topic, we are pleased to endorse your bipartisan bill and to share some additional
perspective as you prepare for a fruitful discussion.

At Capital One, we believe everyone deserves to feel confident and in control when it
comes to their money. A core component of that is our steadfast commitment to protecting our
customers from being exploited by financial criminals. We are continually investing in new
technologies and layered defenses, real-time transaction monitoring and targeted interventions
to short-circuit criminal scammers and protect our customers. We supplement that work with
customer education campaigns, by partnering with law enforcement agencies and, as always,
providing zero liability for unauthorized transactions in a policy that goes above and beyond
what is required under federal law.

Importantly, we know that no single entity or industry has the capabilities to disrupt the
criminal enterprises that are perpetrating scams and fraud alone. It is for this reason that we
support the GUARD Act. Sophisticated criminal networks are waging a multi-front war against
the American consumer—not just within the payments system but across every mode of modemn
communication and commerce. By uniting government, law enforcement and the private sector



183

Capital One
Capﬂa/l; % 1600 Capital One Drive

Mclean, Virginia 22102

to craft multi-sector solutions, the GUARD Act represents a meaningful step forward in
addressing this critical challenge.

In our own business, we have long understood the critical need for cross sector
partnerships for addressing the broader threat landscape. That was the impetus behind our
decision to join the Aspen Institute’s National Task Force for Fraud & Scam Prevention, an effort
launched last year to galvanize action and information sharing across industry, government, and
law enforcement. Capital One has also partnered with the Better Business Bureau (BBB)
Institute for Marketplace Trust on critical consumer education campaigns, including the launch
of the BBB Scam Tracker to help consumers better identify and report scams. In partnership
with the BBB and Amazon, we introduced the Scam Survivor Toolkit to provide personalized
recovery plans to scam survivors. Capital One also has a longstanding partnership with the
education nonprofit Khan Academy, focusing on helping individuals become financially
empowered through a free online financial literacy course.

We have seen the effectiveness of cross sector partnerships in surfacing solutions
firsthand, but we also believe more is needed to ensure we can effectively address fraudulent
financial activity. The scale and accelerating level of sophistication of financial scams targeting
not only seniors but all Americans is alarming, and new solutions are needed. The current
response to scams is fragmented, with government agencies, financial institutions, telecom and
social media companies often working in silos. That is why, in addition to endorsing the GUARD
Act’s provisions for protecting older Americans, we are calling for greater public-private
collaboration to combat criminal scammers across all populations. We believe our work with
telecom providers to prevent spoofing of Capital One phone numbers is an illustration of what is
possible when industries work together to prevent scams:

* Up until the past year, there was no way to protect our own Capital One phone
number from being spoofed by scammers looking to take advantage of
customers’ implicit trust conveyed by a purported bank-owned phone number
showing up on the Caller ID. After years of discussion with telecommunications
carriers, there are finally new, fee-based services available for addressing this
issue. We now use this new service to protect Capital One-owned phone
numbers from being spoofed by scammers and on an annualized basis, we have
blocked more than five million spoofing attempts against our toll free numbers,
branch numbers, and cafe numbers.

+ While this is a step in the right direction, we also recognize the limitations of
these developments including the inability to prevent spoofing of text messages
and swiftly bringing these bad actors to justice.
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While our efforts to prevent spoofing of Capital One's phone number is a step in the right
direction, we also recognize the limitations of these developments including the inability to
prevent spoofing of text messages and swiftly bringing these bad actors to justice. As the threat
environment evolves—and as the malicious actors driving these crimes become seemingly
more innovative, determined and well-resourced—one thing has become abundantly clear: no
single institution or industry has the capabilities to unilaterally address this problem. Again, we
applaud The GUARD Act and its bolstered measures to strengthen the resources available to
law enforcement as they investigate these financial crimes. Ensuring those on the front lines
working to bring justice to victims, capture criminals and prevent further harm is imperative.

We believe the GUARD Act would unite law enforcement, the government and the
private sector to create multi-sector solutions to take on illicit actors. Capital One remains
committed to continuing our partnerships with law enforcement and across sectors to address
this critical challenge and we are grateful for your leadership on this matter. We stand at the
ready to lend our expertise to the policymaking discussion around combating criminal scams
and fraud, and we are hopeful for swift consideration and passage of the GUARD Act.

Sincerely,
‘Emihf (Neems
Emily Weems

Head of Global Policy Affairs Group (GPAG)
Capital One

Cc: The Honorable French Hill The Honcrable Maxine Waters
The Honorable Jim Jordan The Honorable Jamie Raskin
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QOctober 14, 2025

Chairman French Hill

House Committee on Financial Services
2129 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Hill:

Enclosed are my responses to the questions for the record submitted following the
September 18, 2025 hearing in the Subcommittee on Oversight and Investigations of the
House Committee on Financial Services titled “Fraud in Focus: Exposing Financial Threats
to American Families.”

Thank you for the opportunity to testify, and please let me know if I may be of any further
assistance.

Sincerely,
Paul Benda

Executive Vice President, Risk, Fraud, and Cybersecurity
American Bankers Association
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Questions for Paul Benda
From Rep. Williams (GA):

What do you say to consumers who the banking industry has failed and who have relied on
the CFPB as a final course of action when all else has failed them?

Thank you for the question, Rep. Williams. As noted in my testimony, banks have long been on
the front lines of protecting consumers from fraud, from chip-enabled cards to multi-factor
authentication, from Al-driven fraud detection to real time alerts. The banking industry has
invested billions of dollars to make our financial system one of the most secure in the world, and
Americans recognize that effort. Surveys show that nine out of ten customers say their bank is
taking proactive steps to protect them from fraud.

But criminals are innovating too. They've reinvested the $300 billion stolen during the pandemic
to build highly organized networks that now use deep fakes, spoofed caller IDs, stolen checks,
and fake social media accounts to target Americans.

This is where banks face a critical limitation. By the time a victim is ready to send a payment,
they often believe they know and trust the scammer. Caller ID might display the bank's name. A
text message might look identical to a legitimate fraud alert. A social media ad might appear to
come from a trusted company. These tools are outside of a bank’s control, which is why the
banking industry cannot fight this battle alone.

Other stakeholders must play a more significant role in combatting fraud. Telecommunication
companies must stop criminals from impersonating banks through spooted phone calls and
fraudulent texts. Today, a criminal overseas can make a call appear as if it's coming from a
number on the back of your debit card, a deception tactic that makes it appear as if the call is
coming directly from a consumer’s bank. In addition, social media platforms must remove fake
accounts and fraudulent ads more quickly. The Wall Street Journal recently documented how
fake investment promotions on Instagram and Facebook have cost consumers their life savings.
Banks regularly flag these scams, but removal of these fake promotions is often slow and
inconsistent. Further, the postal service must strengthen protections against check theft, which
remains one of the fastest growing forms of fraud. Also, law enforcement needs more resources
to investigate and prosecute cases, because no amount of bank investment can replace the
deterrence of criminal prosecution.

We urge Congress, the administration, regulatory agencies, and others in the private sector to
help close these gaps.

» First, the administration should create a White House Office of Fraud and Scam
Prevention to coordinate federal efforts, unify consumer reporting, and drive a national
strategy.
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e Second, we should require telecom accountability by closing loopholes that allow spoof
calls and texts. It's critical that we take steps to ensure caller ID cannot be faked and ban
SIM boxes that send thousands of scam texts.

e Third, we must make sure social media companies are included in these fraud protection
efforts by mandating quick, free removal of impersonation accounts and imposing
liability on platforms that knowingly allow them to remain.

e Fourth, we must support law enforcement by providing for state level financial crimes
units modeled on Texas' Financial Crimes Intelligence Center, which has proven effective
at coordinating law enforcement investigations for various types of organized financial
crimes.

» Fifth, we need to improve information sharing by creating safe harbors for banks and
regulators to exchange fraud data and require the Federal Communications Commission
to establish a searchable spam text and messaging database.

* Finally, we need to continue to combat check fraud by supporting the development of a
national check verification system to authenticate checks at deposit.

Banks are proud of the role we play in protecting consumers, and the banking industry continues
to invest, innovate, and educate. ABA has launched several national anti-fraud campaigns,
including “#BanksNeverAskThat” and “#PracticeSafeChecks” to help people recognize scams,
as well as Safe Banking for Seniors to help combat the ever-growing problem of senior fraud.
But unless every player in the fraud ecosystem accepts the responsibility of working toward
shared solutions, criminals will continue to victimize Americans at an unprecedented scale.
Fraud is not just a banking problem, it is an ecosystem problem, and until all parts of that
ecosystem are equally committed to protecting consumers, the American public will remain at
risk.
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Written Answers to Questions for the Record
From Kate Griffin, Aspen Institute Financial Security Program
For U.S. House of Representatives, Committee on Financial Services
Sub-committee on Oversight and Investigations
Hearing titled: “Fraud in Focus: Exposing Financial Threats to American Families”

September 18, 2025
Question from Representative Nikema Williams:

o What do you say to consumers who the banking industry has failed and who have
relied on the CFPB as a final course of action when all else has failed them?

Thank you for your important question and your continued advocacy on behalf of consumers
who have been left to fend for themselves when fraud or scams occur. We share your concern
for protecting them and agree that Americans deserve fair and effective safeguards that help
ensure the safety and trustworthiness of electronic systems, which they use every day to
communicate and transact.

The Consumer Financial Protection Bureau plays a valuable role in safeguarding consumers
and their financial well-being. Unfortunately, the scams crisis has grown far greater than the
remit of any single agency. The scams epidemic has spread, threatening not just finance but
also virtually all our systems of electronic commerce and communication, including social media
and advertising. In this sense, the CFPB cannot, nor should be expected to, carry the entire
burden of protecting Americans from scams. Our work at the Aspen Institute Financial Security
Program and the National Task Force on Fraud and Scam Prevention, which we convened,
found that the scams crisis demands a whole-of-government and whole-of-society response,
one that mobilizes law enforcement, intelligence, financial institutions, technology and
communications platforms, community organizations—and yes, the CFPB, FTC, FCC, and their
federated regulators—to work together. Their combined mission should be to stop scams before
they occur and ensure a more effective process of recovery for those who become victims.

We believe that it is critical to focus effort on protecting consumers by making scams harder to
execute, less profitable, and riskier for criminals. That means, among other things:

e Modernizing law-enforcement and data exchange systems so that scam reports lead to
faster investigations and recoveries;

e Creating a single, easy-to-use national reporting portal so that both companies and
individual victims can report scam activity and, where needed, get help from the right
agencies, quickly;

¢ Incentivizing and empowering companies across banking, telecommunications, and
digital platforms to act confidently against scammers—supported by clear rules and legal
“Good Samaritan” protections; and

e Elevating scam prevention as a national priority with clear leadership, dedicated funding,
and public accountability.
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No one—and certainly, not the most vulnerable among us—should be left alone to defend
themselves against the sophisticated, transnational criminal organizations that are scamming
and harming Americans every day. Already, one in five U.S. adults (approximately 53 million
Americans) have lost money to such criminals.’

By aligning public and private efforts, and with dedicated whole-of-government leadership, we
can ensure that Americans benefit from stronger defenses before fraud occurs and a more
coordinated system to help when it does.

1 Jeffrey Gottfried, Eugenie Park, and Monica Anderson, “Online Scams and Attacks in America Today.”
Pew Research Center, July 31, 2025. https://www.pewresearch.org/internet/2025/07/31/online-scams-
and-attacks-in-america-today/
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November 19, 2025

Mr. Svent Bossart, Clerk
House Financial Services Committee
Svent.Bossart@mail house.gov

Re: Response to Question from Representative Nikema Williams regarding the
September 18, 2025, hearing titled “Fraud in Focus: Exposing Financial Threats to
American Families.”

Representative Williams,
Thank you for your question and interest in protecting consumers from fraud. You asked:

What do you say to consumers who the banking industry has failed and who have relied
on the CFPB as a final course of action when all else has failed them?

There is not much we can say, other than we are deeply troubled by the many measures
undertaken to weaken the CFPB and, as a result, deprive consumers of a federal agency tasked
primarily with protecting consumers.

There are other stopgap measures consumers can take, but even these measures have proven
insufficient. We steer low-income consumers who have been impacted by payment fraud to legal
services organizations, but these are woefully understaffed and underfunded. Many consumers
cannot afford private attorneys or may not even have legal recourse. State and local law
enforcement agencies, including local police departments, are also understaffed and
underfunded, and as such, most often do not prioritize cases involving fraud, especially when
they lack sufficient training to pursue the stolen funds that have been sent internationally or have
been converted to cryptocurrency.

As my testimony and that of the other witnesses revealed, billions of dollars are lost annually due
to fraud, and consumers are not positioned to bear the brunt of the financial cost associated with
fraud. The CFPB was actively working on addressing fraud, but is now in tatters. Congress
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House Financial Services Subcommittee on Oversight and Investigations
“Fraud in Focus: Exposing Financial Threats to American Families.”
September 18, 2025

blocked the CFPB from supervising P2P apps, which would have helped fraud victims. With a
change in leadership, the CFPB dismissed various enforcement actions that would have helped
fraud victims. Two such examples were an enforcement action involving fraud on Zelle and
another enforcement action against Comerica for the obstacles many fraud victims faced when
trying to avail themselves of EFTA protections associated with their Direct Express account.
Although the New York Attorney General has filed a similar suit against Early Warning Services
for failure to prevent and address fraud on Zelle, only impacted consumers in New York will
benefit from such an enforcement action. Consumers all over the country need to be protected
and made whole when unsafe payment systems are exploited by bad actors.

This is not the time to weaken the Agencies tasked with protecting consumers. The current
Administration's actions gutting the CFPB have not only violated the duties imposed by the
Dodd-Frank Act but have also left consumers across the country at the mercy of unscrupulous
actors, We need all hands on deck to fight fraud, including restoring the strength of the CFPB to
act as a final recourse when all other efforts by consumers to address fraud have failed.

Thank you again for your interest in and commitment to helping consumers who have been
impacted by fraud and scams, and for the opportunity to answer your question.

Sincerely,

-

Carla Sanchez-Adams

Senior Attorney

National Consumer Law Center, on behalf
of its low-income clients
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Written Answers to Questions for the Record
From Kate Griffin, Aspen Institute Financial Security Program
For U.S. House of Representatives, Committee on Financial Services
Sub-committee on Qversight and Investigations
Hearing titled: “Fraud in Focus: Exposing Financial Threats to American Families”

September 18, 2025
Question from Representative Andrew Garbarino:

e During the hearing, you raised the risk of crypto ATMs placed in nursing homes
and retirement homes.
o Can you provide the Committee with any data on how many crypto ATMs
you discussed are in nursing homes and retirement communities?
o Do you also have any data on where those crypto ATMs are located and the
company that owns them?

Thank you for this question and your concern for the risks posed to older Americans in
particular, who have the highest dollar amount losses due to scams of any population.’

As | shared in written testimony, over the last year the Aspen Institute Financial Security
Program has convened the National Task Force on Fraud and Scam Prevention with over 80
institutions who play a role in preventing scams. Throughout the process of convening the Task
Force, we received anecdotal reports concerning criminals who induce victims to use crypto
ATMs to quickly convert cash into cryptocurrency. These funds are instantaneously transferred
overseas to transnational criminal enterprises targeting Americans. These anecdotes included
the placement of some ATMS in and near communities with a higher concentration of older
Americans.

Data reported by the FBI indicates a potential correlation between crypto ATM use and financial
crime. Last year, the FBI received approximately 11,000 complaints of cryptocurrency ATM
fraud, totaling losses of $246.7 million. Twenty-four percent of cryptocurrency ATM related
complaints came from people aged 60 and over, accounting for 43% of the reported losses.?
This age demographic’s share of losses is notable when compared to the general population’s

1 Older adults reported losing more than $1.9 billion to fraud in 2023. Because the vast majority of frauds
are not reported, this figure represents only a fraction of the overall cost of fraud to older consumers in
2023, which the FTC estimates may be as high as $61.5 billion. The FTC in 2023 showed that adults aged
60 and over were less likely to report losing money to fraud than adults aged 18-59. When they did report
losing money, though, adults over 60 often reported losing substantially more than younger adults. See:
Protecting Older Consumers 2023-2024: A Report of the Federal Trade Commission."” Federal Trade
Commission, 2024, https://www ftc. qovireports/protecting-older-consumers-2023-2024-report-federal-
trade-commission.

2 Internet Crime Report 2024." Internet Crime Complaint Center (IC3). April 24, 2025.

www.fbi.gov/news/press-releases/fbi-releases-annualinternet-crime-report.
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usage of cryptocurrency, which Pew reports as 8% of the population over age 50, compared
with 29% of the population aged 18-29.3

Further information, such as the D.C. Attorney General's Office (OAG) case against Athena
Bitcoin points to an association between crypto ATMs and scam activity. The OAG's
investigation indicated that 93% of Athena ATM deposits were associated with scams, and the
victim's median age was 71.* FinCEN has also issued an alert urging financial institutions to be
vigilant regarding the use of cryptocurrency ATMs, given the rise in associated scam activity.®

Additional study could investigate the locations of these machines. For example, a GIS mapping
exercise in a Florida retirement community showed that crypto ATMs are located in close
proximity to communities with a greater concentration of older residents, despite this population
segment reporting lower rates of cryptocurrency use. (See Figure 1)

Our recent report, “United We Stand: A National Strategy to Prevent Scams” asks state
governments to consider the merits of placing restrictions on, or outright banning, crypto ATMs.
It further discusses possible measures such as daily caps on the use of crypto ATMs.® To date,
at least 11 states have passed laws or regulations concerning these machines, many as a result
of the rise in scam activity associated with them.”

3 “Majority of Americans aren't confident in the safety and reliability of cryptocurrency.” Michelle Faverio,
Wyatt Dawson, and Olivia Sidoti. Pew Research Center. October 24, 2024,
https://www.pewresearch.org/short-reads/2024/10/24/majority-of-americans-arent-confident-in-the-safety-
and-reliability-of-cryptocurrency/

4 “Attorney General Schwalb Sue Crypto ATM Operator for Financially Exploiting District Residents.”
Press Release dated September 8, 2025. https://oag.dc.gov/release/attorney-general-schwalb-sues-
crypto-atm-

operator~ text=lllegally% 20profiting%20from%20hidden%20fees sufficiently% 20heeding%20onscreen
%20BTM%20warnings.

5 “FinCEN Notice on the Use of Convertible Virtual Currency Kiosks for Scam Payments and Other Illicit
Activity” FinCEN Notice dated August 4, 2025. https://www fincen.gov/system/files/2025-08/FinCEN-
Notice-CVCKIOSK.pdf

5 The National Task Force on Fraud and Scam Prevention, "United We Stand: A National Strategy to
Prevent Scams,” The Aspen Institute Financial Security Program, October 1, 2025.
https://fraudtaskforce.aspeninstitute.org/nationalstrateqy.

7 Kevin, Hardy. "Citing potential for fraud, blue and red states pass new crypto ATM laws," Stateline, July

28, 2025. hitps://stateline.org/2025/07/28/citing-potential-for-fraud-blue-and-red-states-pass-new-crypto-
atm-laws/,
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Figure 1: The Villages, FL

g 1; B b
Source: Internal analysis conducted by the Aspen Institute Financial Security Program using arcGIS, 2020 U.S. Census Bureau
data, and Google Maps search results for crypto ATM locations.
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