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FRAMEWORK FOR THE FUTURE:
REVIEWING DATA PRIVACY IN TODAY’S
FINANCIAL SYSTEM

Thursday, June 5, 2025

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON FINANCIAL INSTITUTIONS,
COMMITTEE ON FINANCIAL SERVICES,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:09 a.m., in room
2128, Rayburn House Office Building, Hon. Andy Barr [chairman
of the subcommittee] presiding.

Present: Representatives Barr, Huizenga, Williams of Texas,
Loudermilk, Rose, Timmons, Kim, Fitzgerald, Flood, De La Cruz,
Moi)(ri'e, Foster, Scott, Sherman, Green, Vargas, Casten, Beatty, and
Fields.

Also present: Representatives Hill, Davidson, and Waters.

Chairman BARR. The Subcommittee on Financial Institutions
will come to order.

Without objection, the chair is authorized to declare a recess of
the committee at any time.

This hearing is titled “Framework for the Future: Reviewing
Data Privacy in Today’s Financial System.”

Without objection, all members will have 5 legislative days with-
in which to submit extraneous materials to the chair for inclusion
in the record.

I now recognize myself for 4 minutes for an opening statement.

OPENING STATEMENT OF HON. ANDY BARR, CHAIRMAN OF
THE SUBCOMMITTEE ON FINANCIAL INSTITUTIONS, A U.S.
REPRESENTATIVE FROM KENTUCKY

Thank you to our witnesses for being here today and lending
your expertise to this complex and critical conversation.

Today’s hearing focuses on financial data privacy, where we will
assess how Congress can ensure consumers’ data is used only as
authorized while protecting the innovation that has transformed
our financial system since the Gramm-Leach-Bliley Act, or GLBA,
became law more than 25 years ago.

Since GLBA’s passage, technological advances have revolution-
ized how Americans access financial services. We have seen the
rise of mobile banking apps, peer-to-peer payment platforms, and
a shift away from cash toward digital transactions. These innova-
tions have expanded financial products and increased access for
millions of Americans in rural communities and urban centers.
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Alongside these developments, the volume and sensitivity of fi-
nancial data have surged dramatically. Every transaction and
interaction creates data points that financial institutions and
fintech firms analyze to improve services, assess risk, and detect
fraud and tailor products.

While these capabilities bring benefits, they also raise serious
privacy and security concerns.

A key driver of innovation is open banking, allowing consumers
to securely share their financial data with third-party providers
through application programming interfaces, or APIs. Open bank-
ing can empower consumers with more control over their financial
information, foster competition, and spur the development of new
tools and services, but it also raises questions about data privacy,
liability, standard-setting, and GLBA’s applicability.

GLBA'’s broad framework has served us well, setting key protec-
tions for consumer data but a quarter of a century is a long time
in tech. So, we must ask, is GLBA still fit for purpose in today’s
fast-paced, data-driven environment? Does it provide the clarity,
flexibility, and protection needed in the digital age?

As we consider modernization, we must proceed cautiously.
Changes that are too restrictive risk choking off access to financial
options on which consumers rely. Conversely, overly lax rules could
leave Americans vulnerable to misuse of their sensitive data. Strik-
ing the right balance is critical.

We also cannot examine GLBA in isolation. Data privacy laws
have proliferated at the State level, with 20 States enacting com-
prehensive privacy laws. Some exempt financial institutions that
comply with GLBA, while others layer on more stringent require-
ments.

This patchwork creates a complex, costly compliance landscape,
potentially increasing costs and reducing access. This also risks
some States setting de facto national standards, bypassing Con-
gress and creating uncertainty for businesses and consumers alike.

For these reasons, Congress should consider the benefits of a uni-
form national data privacy standard that offers clear, consistent,
preemptive rules for financial institutions while protecting con-
sumers.

As our colleagues on the Energy and Commerce Committee work
on broader privacy legislation, we must also ask whether sector-
specific laws, like GLBA, warrant carve-outs or tailored treatment.
GLBA already imposes strong data protection requirements, and fi-
nancial institutions have built compliance programs around these
rules. Overlapping or conflicting standards would only add confu-
sion and cost.

Finally, we must address calls to expand enforcement mecha-
nisms by granting consumers private rights of action, which allow
individuals to sue firms directly for alleged violations. Private
rights of action open the door to frivolous lawsuits, benefiting large
firms that can absorb litigation costs and discouraging innovation
by increasing legal risks for financial services providers. Ulti-
mately, consumers lose out through reduced access and choice of
innovative products.
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While these are complex issues requiring thoughtful consider-
ation, we must balance robust privacy protections with innovation,
access, and reduced regulatory burden.

I look forward to hearing from our witnesses today and engaging
in a productive discussion on the future of data privacy in our fi-
nancial system.

The chair now recognizes the ranking member of the sub-
committee, Dr. Foster, for 4 minutes for an opening statement.

OPENING STATEMENT OF HON. BILL FOSTER, RANKING MEM-
BER OF THE SUBCOMMITTEE ON FINANCIAL INSTITUTIONS,
A U.S. REPRESENTATIVE FROM ILLINOIS

Mr. FOSTER. Thank you, Chairman Barr, and to our witnesses for
their excellent written testimony.

Today, we will be discussing the framework for data privacy in
today’s financial system. At its core are the Gramm-Leach-Bliley
Act; the Fair Credit Reporting Act (FCRA); and section 1033 of the
Dodd-Frank Wall Street Reform and Consumer Protection Act.

Minor changes have been made to this framework over the years.
However, there are significant questions about how these laws are
adapting to an increasingly digital economy, innovative financial
products, cybersecurity risks, artificial intelligence, and the grow-
ing role of third-party firms in the financial sector.

cIl look forward to discussing many of these issues with our panel
today.

I was proud to have sat on this committee when we drafted the
Dodd-Frank Act and was happy to see the most recent update to
the financial privacy framework come out last October, when, after
years of bipartisan work under three different Presidents, the Con-
sumer Financial Protection Bureau (CFPB) finalized the Personal
Financial Data Rights Rule to implement section 1033 of the act.

This rule is significant because it gives consumers greater rights,
privacy, and security over their personal financial data. It makes
it easier for consumers to switch between service providers to find
better rates, to make secure payments, and to utilize innovative
tools to manage their finances. This rule gives consumers the right
to revoke access to their data whenever they choose and promotes
the development of market-driven data standards.

The rule was developed through a lengthy process spanning mul-
tiple Presidential administrations, gathering public feedback at
several points, starting in 2016. The first Trump Administration
started the process of implementing the rule, with an advance no-
tice of proposed rulemaking in 2020.

Despite the work of the first Trump Administration and our
former Chair, Patrick McHenry, supporting the final rule, the
Trlump Administration is now apparently working to repeal the
rule.

This morning, I led 12 of my colleagues from the committee in
sending a letter to acting CFPB Director Russell Vought urging
him not to rescind this rule but, rather, to address outstanding
issues through targeted amendments and future guidance.

It has been nearly 15 years since the passage of Dodd-Frank, and
rewriting this rule in its entirety would cause an unnecessary delay
that will hurt privacy, hurt innovation, and hurt competition.
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Finally, while I support this committee’s renewed focus on data
privacy legislation, I am also deeply concerned by other actions
taken by this administration related to Americans’ sensitive data.

The President and Elon Musk sent members of their Department
of Government Efficiency (DOGE) team to raid government agen-
cies of their data across our government, where they accessed and
gathered sensitive data on millions of Americans. This includes
data from the Social Security Administration, from Treasury, from
Health and Human Services, and even the Consumer Financial
Protection Bureau, which holds information on companies that, for
example, would directly compete with Elon Musk’s payment com-
pany, X Money.

These efforts pose great risk to the privacy of all Americans, and
anyone that truly cares about privacy should be calling for imme-
diate accountability and transparency from all those involved.

Thank you, and I yield back.

Chairman BARR. The gentleman yields back.

The chair now recognizes the chairman of the full committee, Mr.
Hill, for 1 minute.

STATEMENT OF HON. FRENCH HILL, CHAIRMAN OF THE COM-
MITTEE ON FINANCIAL SERVICES, A U.S. REPRESENTATIVE
FROM ARKANSAS

Chairman HiLL. Thank you, Chairman Barr.

Since 1999, when the Gramm-Leach-Bliley Act was passed, most
Americans were still watching movies on their VCRs and arguing
over who was tying up the dial-up internet connection. Since then,
technology has advanced at an extraordinary pace and so has the
amount of sensitivity of personal financial information being col-
lected and shared.

Remarkably, GLBA has kept the pace of many of these changes
but given the magnitude of today’s technological complexity and
the increase of data availability and collection, we must ensure
Americans’ privacy is protected while continuing to support the
seamless delivery of the financial services that they rely on.

Congress has a major role to play in crafting strong, modernized
guardrails that keep pace with innovation, preserve consumer
trust, and future-proof our laws. Over the last several Congresses,
committee Republicans have worked to craft a narrowly tailored
legislation to modernize our financial data. We look forward to
working on that in this Congress now with the leadership and part-
nership of the House Energy and Commerce Committee.

I yield back to you, Mr. Barr.

Chairman BARR. The gentleman yields back.

The chair now recognizes the ranking member of the full com-
mittee, Ms. Waters, for 1 minute.

STATEMENT OF HON. MAXINE WATERS, RANKING MEMBER OF
THE COMMITTEE ON FINANCIAL SERVICES, A U.S. REP-
RESENTATIVE FROM CALIFORNIA

Ms. WATERS. Thank you very much.

Today, we are considering the important issue of data privacy.
However, I find it rich that any Republican here would claim to
support data privacy, when they have said nothing about Trump



5

letting Elon Musk and his DOGE minions steal the sensitive data

of hundreds of millions of Americans—everything from their health

Eecords and consumer data to Social Security numbers and tax
ata.

Trump did not stop there. In addition to shuttering the Con-
sumer Financial Protection Bureau, which fights fraudsters and
helps Americans get remedies from predatory financial firms,
Trump also wrongly vacated the CFPB’s Open Banking Rule that
promotes data privacy.

I would like to think there is bipartisan support to protect Amer-
icans’ data, but we must first start by stopping the biggest threat:
Donald J. Trump.

I yield back.

Chairman BARR. The gentlelady yields back.

Today, we welcome the testimony of Mr. Scott Talbott, Executive
Vice President of the Electronic Transactions Association; Mr. An-
drew Morris, Director of Innovation and Technology at America’s
Credit Unions; Ms. Rebecca Kuehn, Partner at Hudson Cook; Ms.
Jennifer Huddleston, Fellow in Technology Policy at the Cato Insti-
tute; and Ms. Zoé Strickland, senior fellow at the Future of Privacy
Forum.

We thank you for taking the time to be here. You each will be
recognized for 5 minutes to give an oral presentation of your testi-
mony. Without objection, your written statements will be made
part of the record.

Mr. Talbott, you are now recognized for 5 minutes.

STATEMENT OF SCOTT TALBOTT, EXECUTIVE VICE
PRESIDENT, ELECTRONIC TRANSACTIONS ASSOCIATION

Mr. TALBOTT. Good morning, Chairman Barr, Ranking Member
Foster, and members of the Financial Institutions Subcommittee. I
am Scott Talbott. It is my privilege, as the Executive Vice Presi-
dent at the Electronic Transactions Association (ETA), to speak
with you today on the future of privacy and the modern payments
system.

ETA is a trade association representing a broad group of compa-
nies from banks to processors and fintechs who provide electronic
products and services, including mobile wallets, peer-to-peer prod-
ucts, credit, debit, and prepaid cards, as well as other forms of dig-
ital payments.

Last year, our industry helped consumers and merchants in the
United States make over $11 trillion in card and peer-to-peer (P2P)
payments securely, reliably, and quickly. In fact, during the 5 min-
utes I will speak this morning, roughly 1.5 million transactions will
be processed in the United States.

In each of these transactions, there is a shared expectation be-
tween consumers and the payments industry that personal data
will be kept both private and secure. Given ETA’s members’ role
in the payments industry, both privacy and security are top prior-
ities for our members.

Entities in the payments industry are covered directly or indi-
rectly by the Gramm-Leach-Bliley Act and a handful of State pri-
vacy laws. The core structure of GLBA imposes both privacy and
data security requirements on the industry. This is accomplished
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through the Privacy Rule and the Safeguards Rule. These require-
ments in GLBA are tailored to the unique and complex nature of
the financial services industry.

For financial services, all transactions involve at least two and
quite possibly more entities working together to execute the cus-
tomer’s request. A prime example is a single credit card purchase
where at least three or sometimes four entities are involved in
moving the data as well as the payment. GLBA recognizes this re-
ality and allows multiple entities to share data to work together
seamlessly and quickly to serve customers’ needs.

While GLBA is largely working well for the financial services in-
dustry, a challenge comes with the patchwork of nearly two dozen
State privacy laws, eight of which went into effect this year alone.
These State laws have different approaches to privacy as well as
key definitions that create confusion for consumers, small busi-
nesses, as well as challenges and expense to financial services and
other businesses working to comply. Sometimes the State laws
even conflict with each other, and in my written testimony I have
given examples of this.

As Congress considers changes to the privacy laws, there are a
few key things that we urge you to consider.

First, is the need for a uniform national standard. ETA member
companies serve consumers and businesses, especially small busi-
nesses, in all 50 States. A single, strong, uniform national privacy
standard would serve all American consumers and businesses by
providing common expectations as they conduct their everyday
transactions.

Any new Federal privacy law should be technology-neutral and
sector-neutral. However, given the complexity of financial services
and its unique needs, the financial services industry should con-
tinue to be governed by GLBA.

Next, consumers should have rights within this Federal privacy
law. Privacy is a two-way street. For consumers, the Federal pri-
vacy law should include consumer rights such as disclosure, access,
correction, deletion, and opting out of targeted marketing. We also
support using appropriate data minimization and data usage
standards that are reasonably suited to execute the underlying
transaction.

These key aspects will ensure that institutions know their re-
sponsibilities and consumers know what to expect. This approach
will work to eliminate redundancies, inconsistencies, and confusion
created by the existing State privacy regimes.

Any privacy law must retain permissible use of data to fight
fraud. The payments industry works tirelessly to detect and mini-
mize fraud. These efforts to fight fraud benefit consumers, mer-
chants, as well as the economy. It is important that any privacy
law contains permissible use of the data to fight fraud. Permissible
use exists now in GLBA as well as in every State privacy law.
Other countries’ privacy laws also include this important use case.

The scenario here that we are focused on is that a thief commits
fraud and then asks for the data to be deleted or forgotten. This
would create a blind spot, allowing fraudsters room to fester. By in-
cluding a permissible use of data to fight fraud in privacy law, the
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payments industry will continue to have a 360-degree view of fraud
or potential fraud in the payments space.

Enforcement by Federal regulators. We encourage any privacy
law to assign enforcement to the appropriate Federal regulators.

Next, a key goal of the payments industry is continuous innova-
tion, and we are constantly developing and deploying new products
and services to make payments safer, faster, and more convenient
for consumers.

Two new ideas on the horizon include open banking, or con-
sumer-driven banking, and artificial intelligence. Both of these are
in use in the market today, and both of these utilize data-sharing
between multiple parties.

Open banking contemplates consumers directing the sharing of
data, and artificial intelligence allows for faster and more efficient
use of the data. Both of these are covered by existing Federal laws,
including GLBA as well as fair lending. In both examples, policy-
makers should rely on these existing laws and look for any gaps
and avoid rushing to legislate new privacy laws here.

On behalf of ETA and our member companies, thank you once
again for the opportunity to participate in this important discus-
sion. I look forward to any questions you may have.

[The prepared statement of Mr. Talbott follows:]
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Testimony of Scott Talbott
Executive Vice President
Electronic Transactions Association

Financial Institutions Subcommittee of the House Financial Services Committee

Hearing on the Framework for the Future: Reviewing Data Privacy in Today’s Financial
System

June 5, 2025

Chairman Barr, Ranking Member Foster, and Members of the Subcommittee:

Thank you for the opportunity to testify on the important issue of data privacy in the financial
system. | am Scott Talbott, and | serve as Executive Vice President at the Electronic
Transactions Association (ETA). ETA is the leading trade association representing the entire
electronic payments industry. Our more than 300 member companies facilitate safe, efficient,
and innovative digital transactions in every state and across global markets, amounting to over
$52 trillion globally. ETA members include payment processors, fintech firms, banks, hardware
providers, and software platforms that form the backbone of the modern financial ecosystem.

ETA believes Congress should enact a single, uniform, comprehensive federal data privacy and
data protection framework that protects consumers, supports innovation and operational agility,
and ensures consistent national standards for the financial system. The law should exempt
financial institutions and data currently subject to Title VV of Gramm-Leach-Bliley Act.

Every day, our industry safely and securely helps power the American economy—whether
enabling a small business to process its first digital transaction or facilitating contactless
payments that enable consumers to make everyday purchases and to send money to each
other. In every transaction, there is a shared expectation: that personal and financial data will be
kept secure and handled responsibly.

Consumers rightly expect strong privacy protections and data security for their personal
information and their money, and ETA fully supports the creation of comprehensive, uniform,
federal data privacy legislation that upholds those expectations. But a federal data privacy
framework must be thoughtful, workable, and grounded in how the financial system actually
functions. It should provide consumers with the right to access, correct, and delete their
information. It must balance strong consumer protections with the operational realities of
protecting against fraud, enabling innovation, and supporting compliance. And it must preempt
the growing patchwork of state laws that threaten to fragment the privacy landscape in ways
that harm consumers and businesses alike.
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The need for federal preemption is not theoretical. It is essential. As the University of Chicago
Law Review noted in a 2020 article, “[a] fragmented legal regime can lead to inconsistent
consumer outcomes, duplicative compliance costs, and reduced innovation in data-driven
markets” (Richards & Hartzog, 2020). Privacy frameworks should provide clarity, not complexity.
Consumers deserve consistent rights, and businesses deserve consistent rules, regardless of
geography.

Today, two dozen states have enacted varying data privacy laws, with varying definitions,
requirements, and enforcement regimes. This legal fragmentation creates extraordinary
compliance burdens, especially for small and mid-sized companies that lack the resources of
large multinationals." A study by PwC found that over 50% of companies surveyed had to
reengineer internal processes to meet divergent state privacy laws, with associated costs
exceeding $1 million annually in many cases (PwC US, “Consumer Intelligence Series:
Protect.me,” 2022). Another study? found that state privacy laws could impose costs of between
$98 billion and $112 billion annually. Over a 10-year period, these out-of-state costs would
exceed $1 trillion. Of these costs, small businesses would bear $20-23 billion of this out-of-
state burden annually.

The payments industry is not alone in calling for a federal solution. In a widely cited paper
published in the Harvard Journal of Law & Technology, legal scholar Omer Tene observed: “The
absence of a unified U.S. federal privacy regime has created both legal uncertainty and
competitive disadvantages for American firms” (Tene, 2018). Moreover, organizations from the
National Governors Association to leading consumer protection organizations like the Center for
Democracy and Technology, Electronic Privacy Information Center, and Consumer Action, have
supported legislation that harmonizes privacy rights and responsibilities under a federal
umbrella.

A federal standard must also allow for the use of data to protect against fraud in order to protect
consumers. The permissible use of data for fraud protection is essential to the safe operation of
financial systems. ETA members use behavioral analytics, device recognition, biometric
verification, and real-time pattern recognition to detect and mitigate identity theft, account
takeovers, and fraudulent transactions. These systems rely on the responsible and secure use
of consumer data.

For example, when a transaction originating in New York is suddenly attempted from Eastern
Europe, fraud detection protocols may flag the discrepancy and seek to verify the transaction.
We have all received notifications from our bank asking to verify a transaction. These systems—
built over decades—are essential to the trust that underpins our financial system. That trust, and

1 At the end of the document: ETA chart with examples of where state privacy laws conflict with each
other.

250-State Patchwork of Privacy Laws Could Cost $1 Trillion More Than a Single Federal Law, New
ITIF Report Finds (Jan 2022)
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those protections, would be weakened if well-intentioned privacy laws unintentionally restricted
fraud mitigation efforts.

The European Union’s General Data Protection Regulation (GDPR) acknowledges this balance.
Article 6 of the GDPR expressly permits the processing of personal data without consent when
“necessary for the purposes of the legitimate interests pursued by the controller” including fraud
protection. Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA)
similarly permits the collection and use of data for the purpose of detecting and mitigating fraud,
without consumer consent.

Our view on this topic is straightforward: any U.S. federal privacy law should follow suit by
embedding protections for the responsible use of data to detect, mitigate, and respond to
fraudulent or suspicious activity. The Gramm-Leach-Bliley Act (GLBA), Fair Credit Reporting Act
(FCRA), and Bank Secrecy Act all provide for these uses under existing law. The Financial Data
Privacy Act, introduced last Congress by former House Financial Services Committee Chairman
McHenry, built on this legacy by incorporating strong privacy rights while explicitly preserving
fraud protection capabilities. That approach deserves to be the starting point for further
legislative action.

The Financial Data Privacy Act was also notable for what it did not include: a private right of
action. Private rights of action often result in class action litigation that does little to protect
consumers while imposing significant costs on businesses. According to research by the
American Tort Reform Association, the state with broad private rights of action for privacy
violations have seen an uptick in lawsuits filed by plaintiffs’ firms seeking large settlements,
often with limited consumer benefit (ATRA Report, 2021).

Instead, enforcement should continue to reside with the appropriate expert federal regulators—
such as the federal banking regulators and the Federal Trade Commission—that understand
both the complexity of the data systems and the need for measured responses. Regulators
have the expertise, experience, and tools to investigate, remedy, and monitor violations without
stifling innovation or overwhelming courts.

Moreover, implementation timelines must be realistic. When California began enforcing the
California Consumer Privacy Act (CCPA) during the height of the COVID-19 pandemic,
businesses across the country faced significant uncertainty. With final rules issued just months
before enforcement began, companies struggled to adjust compliance regimes amid workforce
disruptions and supply chain issues. ETA joined a coalition requesting delayed enforcement not
to avoid compliance—but to allow companies the time to implement it. Congress should avoid
similar missteps in future legislation by ensuring clear, early guidance and extended
implementation periods.

ETA and our members fully support strong data privacy rules. What we need are smart,
coordinated, and enforceable regulations that protect consumers, enable innovation, and reflect
how data powers the financial system. We are already subject to numerous privacy law and
data protection laws and standards—including the GLBA Safeguards Rule, Fair Credit
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Reporting Act, CAN-SPAM and Telephone Consumer Protection Act, PCI-DSS, and state
cybersecurity regulations. Many of our members invest millions annually in data security,
employee training, and third-party audits. We want accountability—but under one clear, national
framework.

The payments industry constantly develops and deploys new products and services. Two
developments in the marketplace are Open Banking and Artificial Intelligence. With Open
Banking, financial information is, at the direction of the account holder, shared between banks,
data aggregators, also called third-party providers. To the extent any entity engaged in open
banking is not subject to privacy laws, policy makers should consider applying privacy laws to
them.

On Artificial Intelligence (Al) and other emerging technologies, policymakers should avoid
regulating in the moment and instead should look for any gaps in existing laws and study any
emerging risks that Al may create. Further, the payments industry is heavily regulated at the
federal and state levels, and the long-standing use of rules-based Al by the industry is already
subject to a number of laws and regulations, including fair lending laws. Any change in privacy
law should consider existing laws and regulations and avoid stifling emerging technology.

Finally, any federal legislation should be technology-neutral. It should apply consistently across

platforms and providers, whether the transaction happens on a mobile wallet, through a peer-to-
peer app, or at a traditional bank branch. Financial privacy and data security should not depend
on whether a consumer uses a fintech app or a debit card. Consistency is fairness.

ETA stands ready to assist Congress in developing and refining legislation that meets these
standards. Specifically, we urge Congress to:

e Enact a comprehensive federal privacy and data security law that preempts state laws.
The law should exempt financial institutions and data currently subject to Title V of
Gramm-Leach-Bliley Act;

e Provide consumers with the ability to access, correct, and delete their data;

e Preserve the use of data for fraud protection and compliance;

* Assign enforcement to federal regulators;

e Provide clear, realistic implementation compliance timelines and guidance;

e Update definitions to focus on identified or identifiable individuals; and

o Establish technology- and sector- neutral standards.

Thank you again for the opportunity testify today. We welcome the opportunity to work with this
Subcommittee to develop sound data privacy legislation that protects consumers and
strengthens our digital economy.
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Examples of Conflicting State Privacy Law Provisi

Typical Approach Conflicting State Approach
Applicability: State privacy laws do not apply to | California applies to B2B data and employee
B2B and individuals acting in commercial data. Cal. Civ. Code § 1798.140(v)(1).
employee context, i.e., “B2B data” and

employee data. See all other state

privacy laws.
Scope of Sensitive data typically includes Connecticut and Oregon include individual’s

“Sensitive Data”

“personal data revealing racial or
ethnic origin, religious beliefs,
mental or physical health
diagnosis, sexual orientation, or
citizenship or immigration status.”
See, e.g., Va. Code § 59.1-575
“Sensitive data”.

“status as a victim of crime” as sensitive data.
Conn. Gen. Stat. § 42-515(38)(E); Or. Rev. Stat. §
646A.570(18)(a)(A).

Maryland and Oregon also include data
revealing “national origin.” Md. Code, Com. Law §
14-4601(GG)(1)(vii); Or. Rev. Stat. §
646A.570(18)(a)(A).

California additionally includes data revealing
“philosophical beliefs” and “union membership,”
among a host of other data types, as sensitive
data. Cal. Civ. Code § 1798.140(ae).

Data Data collection and processing Maryland requires controllers to limit data
Minimization typically must be limited to what collection to what is reasonably necessary and
is adequate, relevant, and proportionate to provide or maintain a specific
reasonably necessary to the product or service requested by the consumer to
disclosed processing purpose. whom the data pertains. Md. Code, Com. Law § 14-
See, e.g., Va. Code § 59.1- 4607(B)(1).
578(A)(1). California applies data minimization
requirements additionally to data use, retention,
and sharing. Cal. Civ. Code § 1798.100(c).
Consumer Many states allow the controller to | Other states such as California, Florida,
Rights Request | determine “one or more secure Nebraska, and Texas require that there be a
Mechanisms reliable means” for consumers to method through the controller’s website if the
exercise consumer rights. See, e.g., | controller maintains a website. See, e.g., Cal. Civ.
Va. Code § 59.1-578(E). Code § 1798.130(a)(1)(B); Fla. Stat. § 501.709(3);
Neb. Rev. Stat. § 87-1111(3); Tex. Bus. & Com.
Code § 541.055(c).
Responsibilities | Processing, including sale, of Maryland prohibits collecting, processing, or

over Sensitive
Data

sensitive data is permitted only
with opt-in consent from
consumers. See, e.g., Va. Code §
59.1-578(A)(5).

sharing sensitive data, even with consent, unless
itis “strictly” necessary to provide or maintain a
specific product or service requested by the
consumer; sale is entirely prohibited. Md. Code,
Com. Law § 14-4607(A).

Disclosure of
Categories of
Recipients of
Data

States often allow consumers to
request and obtain the categories
of third parties to whom the
controller shares personal
information. See, e.g., Cal. Civ. Code
§1798.115(a)(2). If no right to
request such categories, then

Minnesota allows consumers to request and
obtain a list of specific third parties to whom the
controller has disclosed personal information of
that consumer. Minn. Stat.§ 3250.05(h).
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other states require controllersto | =

disclose the categories of third
_parties on their piivacy notice.
- See e, Va. Code §59.1-
578(0)(5)
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Chairman BARR. Thank you.
Mr. Morris, you are now recognized for 5 minutes.

STATEMENT OF ANDREW MORRIS, DIRECTOR OF INNOVATION
AND TECHNOLOGY, AMERICA’S CREDIT UNIONS

Mr. MORRIS. Good morning, Chairman Barr, Chairman Hill,
Ranking Member Foster, and members of the subcommittee. My
name is Andrew Morris. I am Director of Innovation Technology at
America’s Credit Unions.

Thank you for the opportunity to testify about how a comprehen-
sive Federal privacy law can be harmonized with the existing laws
and regulations applicable to credit unions and other financial in-
stitutions.

First and foremost, America’s Credit Unions supports a com-
prehensive Federal data security and privacy framework that in-
cludes robust security standards that apply to all who collect or
hold sensitive personal data. It is important that, as the law
evolves to match it, credit unions have rules of the road that allow
them to meet the needs of their members in the marketplace.

Depository institutions, including credit unions, have long been
subject to a framework of laws and regulations designed to ensure
a high standard of consumer privacy and data security. Central to
this framework is Title V of the GLBA, which acknowledges the
need for heightened care when handling sensitive consumer finan-
cial information and provides well-established standards for ad-
dressing consumer privacy concerns.

America’s Credit Unions believes that the Gramm-Leach-Bliley
Act should remain the model for depository institution compliance
with any future Federal data privacy and security standard.

Credit unions, like many financial institutions, have long
prioritized investments in data security to ensure that their mem-
bers’ privacy is protected. The GLBA requires financial regulators
to implement safeguards that are comprehensive and designed to
ensure the security, confidentiality, integrity, and proper disposal
of consumer information and other records.

Under the rules promulgated by the National Credit Union Ad-
ministration, every credit union must develop and maintain an in-
formation security program to protect consumer data. Additionally,
the rules require credit unions to ensure that third-party service
providers that have access to credit union data take appropriate
steps to protect the security and confidentiality of the information.

As Congress considers potential reforms to data privacy and se-
curity, there are various aspects we believe should be included or
addressed.

First, there should be an entity-level exemption for credit unions
and similarly regulated financial institutions that are subject to the
GLBA. An entity-level exemption would recognize the rigor of exist-
ing financial institution compliance activities and allow regulators
to tailor supervision based on changing privacy or data security
risks.

Second, the oversight of credit unions, banks, and other deposi-
tory institutions should be left to the functional financial institu-
tion regulators that have experience in this field.
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Third, preemption of State laws is necessary. Today’s patchwork
of State privacy laws has invited idiosyncratic approaches to data
processing activities and technologies. Some States, by choosing to
recognize only a data-level exemption, have placed strains on credit
unions by demanding more complex procedures for addressing data
processing activities. The resulting compliance burdens, magnified
each time a new State law is passed, siphon resources away from
service to consumers and the core lending activities of credit
unions.

Fourth, there should be limits on data deletion requirements.
Prohibitions on collecting certain types of data without consumer
opt-in or a broad right of deletion can frustrate efforts to comply
with recordkeeping rules or to detect and prevent fraud.

Fifth, an opt-out regime should be maintained. The GLBA and
Regulation P generally operate to limit sharing of sensitive con-
sumer information through an opt-out process, something we be-
lieve should continue and be the standard for financial institutions
in any future data privacy regime.

Sixth, as outlined in my written testimony, a comprehensive Fed-
eral data privacy framework should provide for principles-based re-
quirements and offer a safe harbor for businesses that take the ap-
propriate steps to comply with the law.

Seventh, any private right of action should be limited. We have
serious concerns with any broad private right of action due to the
risk of frivolous lawsuits being filed against credit unions, which
are already held accountable for violations by their regulator, the
National Credit Union Administration (NCUA), as well as the Con-
sumer Financial Protection Bureau (CFPB).

In conclusion, stringent information security and privacy prac-
tices have long been a part of the financial sector’s business prac-
tices and are necessary, as financial institutions are entrusted with
consumers’ nonpublic personal information. We look forward to
working with you to achieve a well-balanced Federal data privacy
framework.

Thank you for holding this important hearing and the oppor-
tunity to appear before you today. I welcome any questions you
may have.

[The prepared statement of Mr. Morris follows:]
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Introduction

Good morning, Chairman Barr, Ranking Member Foster, and Members of the
Subcommittee. I am Andrew Morris, Director of Innovation and Technology at America’s
Credit Unions. America’s Credit Unions is the voice of consumers’ best option for financial
services: credit unions. We advocate for policies that allow the credit union industry to
effectively meet the needs of their over 142 million members nationwide. Thank you for
the opportunity to testify about how a comprehensive federal privacy law can be

harmonized with the existing laws and regulations applicable to credit unions.

First and foremost, America’s Credit Unions supports a comprehensive federal data
security and privacy framework that includes robust security standards that apply to all
who collect or hold sensitive personal data. We recognize that the financial services
landscape is evolving. It is important that as the law evolves to match it, eredit unions
have rules of the road that allow them to meet the needs of their members in the
marketplace. This includes a data privacy standard that not only protects their members

but also allows credit unions to evolve in their service to them.

As Congress considers changes to data privacy requirements, there are three key tenets

that credit unions believe must be addressed in any new national data privacy law:

1. A recognition of Gramm-Leach-Bliley Act (GLBA) standards and accompanying
regulations in place for financial institutions and a strong exemption from new
burdensome requirements;

2. Robust federal preemption from a patchwork of state laws for credit unions in
compliance with national privacy and GLBA standards; and

3. Protection from frivolous lawsuits created by a private right of action.

Existing Law on Data Privacy and Security

Depository institutions, including credit unions, have long been subject to a framework
of laws and regulations designed to ensure a high standard of consumer privacy and data
security. Central to this framework is Title V of the GLBA, which acknowledges the need

1 | America’s Credit Unions
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for heightened care when handling sensitive consumer financial information and
provides well-established standards for addressing consumer privacy concerns. Other
laws, such as the Fair Credit Reporting Act (FCRA) and Right to Financial Privacy Act

(RFPA) have also operated to protect credit union member privacy for nearly 50 years.

America’s Credif Unions believes that the GLBA should remain the model for depository

institution compliance with any future federal data security and privacy standard.

The GLBA mandates specific disclosure of how nonpublic personal information is
collected and shared by financial institutions. The Consumer Financial Protection
Bureau’s (CFPB) Regulation P implements the GLBA’s privacy provisions. It requires
disclosures of privacy policies, places limits on sharing certain information for marketing
purposes, and gives consumers the right to opt out of certain types of information sharing
with nonaffiliated third parties.! In addition to an initial privacy notice, credit union
members receive an annual notice describing their credit union’s privacy policy which
outlines, among other things, the types of information sharing individual members can
decline.

In general, federal law gives credit union members the right to decline sharing
creditworthiness information for affiliates’ everyday business purposes, the use of
information by affiliates for marketing purposes, and the sharing of information with
nonaffiliates for marketing purposes.2 Under Regulation P, if a credit union changes its
policies and practices regarding disclosures to nonaffiliated third parties so that its most
recent notice is inaccurate, then the credit union may not begin disclosing the information

until it provides revised privacy notices and opt-out procedures.3

Additionally, credit unions, like many financial institutions, have long prioritized
investments in data security to ensure that their members’ privacy is protected. The GLBA

requires financial regulators to implement technical safeguards to ensure that financial

1 See 12 CFR Part 1016,
2 See Appendix to Part 1016 - Model Privacy Form.
3 8ee 12 CFR 1016.8.
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institutions are protecting their customers’ information.4 These safeguards are
comprehensive and designed to ensure the (i) security, (ii) confidentiality, (iii) integrity,
(iv) and proper disposal of consumer information and other records. Under the rules
promulgated by the National Credit Union Administration (NCUA) for credit unions,
every credit union must develop and maintain an information security program to protect
customer data. Additionally, the rules require credit unions to ensure that third party
service providers that have access to credit union data take appropriate steps to protect

the security and confidentiality of the information.

The NCUA also demands regular risk assessments of data security programs, as well as
mechanisms to address incidents of unauthorized access to sensitive member
information. While the threat of incurring reputational injury already provides a
significant incentive to guard member data closely, numerous legal obligations and

volumes of regulatory guidance also operate to protect member data.

The NCUA'’s data security rules are supplemented by a large body of regulatory guidance
developed by the Federal Financial Institutions Examination Council (FFIEC) that takes
the form of booklets covering various information security topics. The FFIEC, which is
comprised of various banking regulators, including the NCUA, has devoted hundreds of
pages of guidance to the topics of IT security, architecture, infrastructure and operations,
audits, and many other topics. For example, the FFIEC has advised its regulated financial
institutions to “restrict and monitor data extraction” and limit the ability to view or
modify data to only what is necessary to carry out job responsibilities and automated

functions—principles of access control that help achieve the goal of data minimization.5

The FFIEC has also documented numerous security controls such as employing an
appropriate level of encryption on data in transit and data at rest based on the type and
criticality of the information. In the domain of data analytics, the FFIEC has advised

regulated financial institutions to identify “processes to remove or destroy data when no

4 See 12 CFR Part 748.
5 See FFIEC, Architecture, Infrastructure and Operations, 18-19 (2021), available at
htips:/ /ithandbook.fliec.gov/media/ywimaftz/ffiec_itbooklet_aio.pdf.
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longer used in the data analytics tools.” Collectively, these principles and controls, along
with many others too numerous to name, contribute to a robust data security
environment that is designed to guard the privacy of credit union members’ nonpublic

personal information.

In addition to the large volume of regulatory guidance derived from the safeguards
provisions of the GLBA, examination-based supervision provides another important layer
of protection. Not all financial institutions, as defined under the GLBA, are subject to
periodic examination by a functional regulator like the NCUA. That difference matters in
terms of how a future federal privacy framework accounts for the rigor and scope of
existing compliance. It is also a key reason why America’s Credit Unions supports a clear

entity-level exemption for credit unions subject to the GLBA.

Key Elements and Issues in Any Future Data Privacy Regime
As Congress considers potential reforms to data privacy and security, there are various

aspects we believe should be included or addressed:

An Entity Level Exemption is Appropriate for Depository Institutions

In the context of a future federal privacy framework, an entity-level exemption would
recognize the rigor of existing financial institution compliance activities and allow the
prudential financial regulators and CFPB, as appropriate, to tailor supervision based on
changing privacy or data security risks. An entity-level exemption for financial
institutions, such as credit unions, would also address administrability concerns often

associated with alternative frameworks that offer only a data-level exemption.

For context, the less preferred data-level exemption typically operates on the principle
that specific types or uses of data addressed by other federal laws can be set aside as
adequately regulated. However, a data-level exemption provides limited relief in practice.
This is because the extent of relief is confined to narrow categories or uses of data which

must be matched to federal statutory language.
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Unfortunately, the GLBA and other federal privacy laws were written decades ago, and do
not articulate in detail all the types of data or data processing activities relied upon by
credit unions today. Supervisory guidance developed by the FFIEC and the NCUA
supplement the GLBA, but the statutory language itself tends to focus on high level
aspects of information exchange. As a consequence, even understanding the scope of a
data-level exemption can be a complex undertaking because it requires a credit union to
reconcile uniquely defined categories of data with federal laws, which may not afford great
specificity. For example, this could require a credit union to grapple with uniquely defined
categories of data and perform a top to bottom inventory of every data element being
processed by the credit union or any of its affiliates. That consumes time and resources
that could be better spent delivering affordable credit to Americans, particularly those in

rural and underserved communities.

Recognizing these challenges, various state legislatures have adopted entity-level
exemptions in their own privacy laws for financial institutions that comply with the
GLBA. Some states have opted for a combination of data-level and entity-level

exemptions for added flexibility.

The American Privacy Rights Act from the 118t Congress took the approach of
recognizing an exemption for financial institutions but only to the extent of compliance
with existing federal data privacy or data security laws and only “with respect to the
activities governed by the requirements of such law or regulation.”® While this
arrangement would have potentially spared certain financial institutions from conflicting
provisions related to affiliate data sharing, opt-out procedures, and delivery of
disclosures, it would not have covered other uses of data. This left the door open for
introducing new compliance procedures for data used in conjunction with artificial
intelligence, or data portability standards and any other areas not specifically addressed

by the GLBA.7 Such a limited exemption would have done little to spare credit unions

6 See e.g., Sec. 118(b)(3) of H.R.8818 - American Privacy Rights Act of 2024 [introduced].
7 See e.g., Sec. 105 of H.R.8818 - American Privacy Rights Act of 2024.
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from the additional compliance costs and burdens associated with analyzing data

processing activities not specifically enumerated by the GLBA.

Delegation of Authority to Appropriate Sectoral Regulators
The oversight of credit unions, banks, and other depository institutions is best left to the

functional financial institution regulators that have experience in this field. America’s
Credit Unions does not support an approach to federal privacy regulation which grants
overlapping supervisory authority to a secondary agency that does not have direct

experience examining credit unions.

For example, the NCUA is the sole regulator equipped with the requisite knowledge and
expertise to regulate credit unions. The NCUA is well versed in the unique nature of credit
unions and has served as the primary regulator for credit unions since its inception. As
such, in the area of privacy enforcement, the NCUA should be the primary regulator of
credit unions and collaborate with other regulators on joint rulemaking when necessary.
With the appropriate regulatory authority, the NCUA can ensure credit unions maintain

a safe and sustainable information system.

Preemption of State Laws is Necessary
For financial institutions already shouldering high compliance burdens associated with

examination-based supervision, an entity-level exemption is just one essential
component for any comprehensive federal privacy framework. Preemption of a

conflicting patchwork of state laws is also needed.

Today’s patchwork of state privacy laws has invited idiosyncratic approaches to data
processing activities and technologies. Some states, by choosing to recognize only a data-
level exemption, have placed strains on credit unions by demanding more complex
procedures, such as performing a comprehensive inventory of all institution-held data, in
order to comply with specific disclosure requirements. The resulting compliance burdens,
magnified each time a new state law is passed, siphon resources away from service to

consumers and the core lending activities of credit unions.
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Some previous legislative proposals for comprehensive federal privacy legislation
contemplated preemption of state laws, but the inclusion of numerous exceptions greatly
eroded the intended relief. For example, preservation of state laws related to regulating
deceptive, unfair, or unconscionable practices could have easily circumvented intended
areas of preemption given that the analysis relied upon when identifying
“unconscionable” practices tends to invite jurisdictional expansion—a phenomenon we

have witnessed from regulators in the past.8

Federal preemption carveouts intended to accommodate state rules for reporting cyber
incidents could also give rise to inconsistencies and perpetuate administrative compliance
over actual response and recovery activities if an institution does suffer a cyber incident.
Credit unions must already notify members “as soon as possible” under Part 748 of the
NCUA's regulations if sensitive member information is accessed by an unauthorized
party, and must notify the NCUA within 72 hours if the credit union or a third party
handling credit union systems or data experiences a substantial cyber incident. Credit
unions are also covered by the Cyber Incident Report for Critical Infrastructure Act and
are likely to face additional implementing regulations promulgated by the Cybersecurity

and Infrastructure Security Agency later this year.

The purpose of a comprehensive federal privacy standard is to synthesize the current
patchwork data protection laws under a uniform national standard. Financial institutions
must be able to effectively serve their members across jurisdictions and should not be
exposed to the unnecessary compliance burdens of potentially 50 different privacy laws
in 50 different states. Even though some existing federal privacy laws do not preempt
state laws, there are numerous examples of preemption in existing federal privacy law.
Currently, at least three federal privacy statutes have preemption provisions under which
states may not regulate the specific area of law covered or enact laws that impose
additional requirements or prohibitions. For example, the Children’s Online Privacy
Protection Act, the CAN-SPAM Act, and the FCRA all have some state preemption

8 See e.g., American Privacy Rights Act.

7 | America’s Credit Unions



24

provision.9 The purpose of privacy and cybersecurity laws is only achievable if the
protections put in place are both comprehensive and consistent. Without consistent
privacy and data security requirements in place, bad actors will simply identify the
jurisdictions with the weakest or no requirements and use organizations in those

jurisdictions for entry into interconnected networks across the country.

Complexity of Data Deletion

Certain features of proposed privacy frameworks, such as prohibitions on collecting
certain types of metadata without consumer opt-in, or a broad right of deletion, similar
to what is found in the EU’s General Data Protection Regulation (GDPR), can frustrate

efforts to comply with recordkeeping rules, or to detect and prevent fraud.

Data deletion requirements are particularly challenging for credit unions and other
financial institutions that are subject to various recordkeeping requirements. For
example, Regulation E requires any person subject to the Electronic Fund Transfer Act
(EFTA) to retain evidence of compliance with the EFTA’s requirements for a period of not
less than two years from the date disclosures are required to be made or action is required

to be taken.1e

Given that compliance with Regulation E practically demands retention of customer
transaction data as well as other information that might bear upon the validity of a
transaction (e.g., IP address, geolocation, device data, etc.), deletion of such information
may frustrate a credit union’s ability to demonstrate that it relied upon appropriate
sources of data when investigating an allegedly unauthorized electronic fund transfer.
However, the EFTA’s provisions related to investigations of transactions or errors do not
necessarily demand the collection of transactional metadata—those are practices adopted
by practical necessity. The distinction is critical because states that have adopted data
deletion rights sometimes condition exceptions to that right on the existence of a “legal

obligation” or a specific type of security related activity.! The EFTA’s error resolution and

9 See 15 U.8.C. §§ 6501-6506; 15 U.S.C. 88 7701~7713; 15 U.S.C. § 1681t(a).
10 See 12 CFR 1005.13(b).
11 See e.g., California Consumer Privacy Act, Cal Civ. Code 1798.105(d).
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investigation requirements, which influence the extent of financial institution liability,
are retrospective analyses (meaning they do not prevent fraud in a direct sense) and do
not obligate collection of data—so the application of such an exception would be unclear,
at best.

Likewise, for credit unions, the NCUA’s regulation implementing the Truth in Savings Act
(TISA) provides that a credit union shall retain evidence of compliance for a minimum of
two years after the date disclosures are required to be made or action is required to be
taken. TISA’s rules regarding consumer advertising may incentivize a credit union to
retain technical information about how advertisements are deployed across digital
channels, which may involve collection of device and IP address information from
consumers. While there is no requirement in TISA that would obligate a credit union to
collect or retain metadata about such interactions, it may be useful information to have
for documenting compliance. While some privacy frameworks carve out data deletion
exceptions for certain internal uses of data, undertaking the analysis to determine
whether a particular use is “reasonably aligned with the expectations of the consumer” or
“compatible with the context in which the consumer provided the information” can
involve significant and repeated analysis. As noted previously, the rigor of existing
examination-based supervision already ensures that the use of data complies with privacy
and security safeguards established under the GLBA and Part 748 of the NCUA's

regulations.

Broad data deletion rights can also greatly complicate the ability of financial institutions
to deploy artificial intelligence (AI) which is trained on consumer transactional history,
interactions, or other behavioral characteristics. The discrete events which may involve
collection of consumer data will not always implicate an obvious security concern—for
example, transcribing a routine customer service interaction—but the historical value of
this data is important for retrospective analysis when developing tools to detect
anomalous behavior and fraud. Because Al fraud models work best when they understand
both normal and abnormal behavior, a patchwork of data deletion rights coupled with
idiosyncratic exceptions could impair the usefulness of such technology. It may also be
impractical for a credit union that has ingested certain types of training data within a fine-
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tuned model to selectively delete information without having to incur the enormous
expense of retraining the model from scratch using a new data set every time historical
information is removed. Simply put, data deletion requirements done haphazardly could

hinder efforts of financial institutions to protect consumers and fight fraud.

Opt-In vs. Opt-Out
The GLBA and Regulation P generally operate to limit sharing of sensitive consumer
information through an opt-out process, something we believe should continue and be

the standard for financial institutions in any future data privacy regime.

Safe Harbor

A comprehensive federal data privacy framework should provide for principles-based
requirements and offer a safe harbor for businesses that take the appropriate steps to
comply with the law.12 For example, the guidelines in the NCUA’s Part 748 require credit
unions to develop and implement an information security program that includes board
approval; oversight and reporting; the assessment, management, and control of
appropriate risks surrounding the security of member information; and regular testing
and appropriate adjustment of the program. This risk-based approach is appropriate
because it requires organizations to assess their own risks and implement protections
proportionate to those risks. A prescriptive requirement will necessarily result in a
misalignment between the risk to the consumer and the organization and the protections
put in place. In general, a financial institution subject to the GLBA that develops tailored
privacy and data security processes and procedures based on an appropriate risk

assessment should be found to be in compliance with the law.

Private Right of Action

Some state privacy laws and proposed federal privacy legislation have incorporated a
private right of action which permits consumers to sue businesses if they fail to comply
with specific rules related to safeguarding information. In general, consumers can already

bring causes of action against businesses when they suffer injuries related to the

12 See 15 U.S.C. § 7707(b)(1).
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mishandling of data. Those causes of action have traditionally relied upon theories of
negligence or breach of contract. A federal private right action would be distinguishable
insofar as it could invite lawsuits more focused on compliance violations rather than
evidence of actual injury or economic loss. A private right of action would also perpetuate
gradual variances in judicial interpretations, undermining the purpose of preemption by

establishing different tests for assessing injury or harm.

Some have critiqued the private right of action as inviting trial lawyers to extract lucrative
settlements from businesses based on perceived lapses in compliance. It is not uncommon
for financial institutions to agree to settlement, even if they have committed no wrong,
simply due to the costs of protracted litigation and discovery involving the accounts of
potentially millions of consumers. America’s Credit Unions has serious concerns with any
broad private right of action due to the risk of frivolous lawsuits being filed against credit
unions which are already held accountable for compliance violations by their regulator,
the NCUA, as well as the CFPB. Furthermore, it is unlikely that a private right of action
would offer any meaningful enhancement to the enforcement jurisdiction of the NCUA,
which already requires credit unions to report incidents involving unauthorized access to
member information to both supervisory points of contact as well as affected members.
Adding additional costs to credit unions, and ultimately their members, through
contending with lawsuits under an expansive private right of action would do little to
improve compliance with the law, while doing more to hinder their ability to provide

services to their members.

Conclusion

Stringent information security and privacy practices have long been a part of the financial
services industries’ business practices and are necessary as financial services are
entrusted with consumers’ nonpublic personal information. Still, the financial
marketplace is evolving. While not the subject of today’s hearing, issues such as open
banking and Al will interplay with privacy issues in the future. Protection of consumer
financial information is an important tenet of the financial services industry. This
responsibility is reflected in the strong information security and privacy laws that govern

data practices for the financial services industry as set forth in the GLBA, RFPA, FCRA
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and other federal laws and regulations. The GLBA’s technical safeguards and privacy
protections are strengthened by federal and state regulators’ examinations, implementing

regulations, and robust enforcement for violations of the GLBA’s requirements.

Ultimately, America’s Credit Unions believes that when considering a comprehensive

future federal privacy framework, Congress should prioritize the following features:

» A recognition of GLBA standards and accompanying regulations in place for

financial institutions through the adoption of an entity-level exemption;

« Strong federal preemption from the myriad of various state laws for those in

compliance with federal privacy and GLBA standards; and
« Protection from frivolous lawsuits created by a private right of action

We look forward to working with you to achieve such a framework.

Thank you for holding this important hearing and the opportunity to appear before you
today. I welcome any questions you may have.
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Chairman BARR. Thank you, Mr. Morris.
Ms. Kuehn, you are now recognized for 5 minutes.

STATEMENT OF REBECCA KEUHN, PARTNER, HUDSON COOK,
LLP

Ms. KUEHN. Good morning. Chairman Barr, Chairman Hill,
Ranking Member Foster, and members of the subcommittee, thank
you for the opportunity to testify today.

I am Rebecca Kuehn. I am a Partner at Hudson Cook, where I
lead our credit reporting, data privacy, and data security practice.
I formerly served as an Assistant Director at the Federal Trade
Commission, where I led efforts related to financial privacy and
data security.

Today, I am appearing in my own capacity and not on behalf of
my firm or any client.

We are here today to consider the framework governing financial
data privacy.

The United States has a longstanding tradition of financial pri-
vacy protection that balances consumer rights, market innovation,
and regulatory oversight. This balance is important to consumers
and the financial system.

The cornerstone of the financial privacy regulation is the
Gramm-Leach-Bliley Act, or the GLBA. It requires financial insti-
tutions to provide consumers with clear privacy notices explaining
what personal information is collected and how it is shared, to offer
consumers with the right to opt out of certain types of data-sharing
with nonaffiliated third parties, and to implement safeguards to
protect the confidentiality and security of consumer financial infor-
mation.

The GLBA defines “nonpublic personal information” broadly, and
it applies to a wide range of entities engaged in financial activities,
from banks to auto dealers, ensuring consistent privacy standards
across the financial services landscape.

Through what are known as the 502(e) exceptions, the GLBA
also recognizes that certain forms of data-sharing are critical to en-
abling core financial functions such as fraud prevention and public
safety. These include disclosures necessary to process transactions,
disclosures made with the consumers’ consent, and disclosures
meant to prevent fraud or unauthorized transactions. These types
of sharing do not require an opt-out because GLBA draws a clear
line between essential, operational, and service needs and mar-
ke‘cinigr1 and other nonessential sharing, where an opt-out is re-
quired.

As of 2015, financial institutions that share data only within
these carefully crafted exceptions are no longer required to provide
duplicative annual notices to consumers as long as they have not
changed their privacy practices. This change in GLBA reduces reg-
ulatory burden and has incentivized companies to limit their shar-
ing to only those essential purposes. This benefits both consumers
and the industry.

I recognize there is a larger discussion about data on consumers
and privacy. However, recent proposals, such as the CFPB’s data
broker rule, risk undermining this careful balance. The CFPB’s
rule proposed to reclassify certain identity and address information
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governed by the GLBA as information under the Fair Credit Re-
porting Act (FCRA) and would have limited the ability of compa-
nies to use GLBA information for a number of core purposes, such
as fraud prevention.

The proposal came out of a concern about misuse of consumer
data, but the proposal conflated the responsible, regulated use of
financial data by institutions that serve essential functions with
very different and concerning practices of bad actors, such as enti-
ties who sell sensitive geolocation data on military personnel.

This conflation is problematic. It overlooks the fact that GLBA-
covered entities are already subject to comprehensive privacy and
security obligations and that the types of sharing permitted under
the GLBA are vital for protecting consumers against fraud and en-
suring public safety.

As this subcommittee continues to examine financial privacy, I
urge a careful, fact-based approach, one that recognizes the distinc-
tion between the well-regulated financial data use and the more
opaque or harmful practices of unregulated bad actors.

Oversight and modernization are appropriate, but they should
not come at the cost of undermining core consumer protections or
essential financial system functions.

I thank you for your attention, and I look forward to your ques-
tions.

[The prepared statement of Ms. Kuehn follows:]
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Chairman Barr, Ranking Member Foster, and members of the Subcommittee, thank you
for the opportunity to appear before you. My name is Rebecca E. Kuehn, and I am a partner at
the law firm Hudson Cook, LLP, where I chair the Credit Reporting, Privacy, and Data Security
Practice Group. Earlier in my career, I worked at the Federal Trade Commission (FTC), where I
was Assistant Director of the Division of Privacy and Identity Protection in the Bureau of
Consumer Protection, which oversees issues related to consumer privacy, credit reporting,
identity theft, and information security. While I was at the FTC, I supervised investigations into
compliance with the Gramm-Leach-Bliley Act Privacy and Safeguards Rules, and I participated
in an interagency research project to develop a model privacy notice for complying with the
Gramm-Leach-Bliley Act Privacy Rule. Iled the Fair Credit Reporting Act program, and 1
oversaw the Commission’s enforcement, outreach, and rulemaking activities in that area. Ialso
oversaw investigations and enforcement actions involving the application of Section 5 of the
FTC Act, which sets forth the prohibition against unfair and deceptive acts and practices.

1 have been privileged to work in the area of consumer financial services on all sides — on
behalf of financial services clients, as in-house counsel for companies, and at the FTC. Today, I

am appearing in my own capacity, and not on behalf of my firm or any client of the firm.
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Thank you for the opportunity to appear before you today to discuss the framework of financial
privacy laws in the United States and the important protections they provide to consumers. The
United States has a longstanding, though sectoral, tradition of financial privacy protection that

balances consumer rights, market innovation, and regulatory oversight.

I. Overview of Financial Privacy Laws

The legal framework for financial privacy in the United States is primarily grounded in the

following key statutes:

1. The Gramm-Leach-Bliley Act (GLBA) — 1999

The GLBA is the cornerstone of federal financial privacy regulation. It requires financial

institutions to:

o Provide consumers with clear privacy notices explaining what personal information is
collected and how it is shared.

o Offer consumers the right to opt out of certain types of data sharing with non-affiliated
third parties.

o Implement safeguards to protect the confidentiality and security of consumer financial
information.

It also places limits on the use and further disclosure of personal information any entity receives

from a financial institution.

The GLBA defines “nonpublic personal information” broadly to include any data provided by a
consumer to obtain financial products or services or otherwise obtained in connection with
consumer financial products or services, and it imposes disclosure and consent obligations that
limit how this data may be shared. “Nonpublic personal information” can include information as

limited as a list of customers of a financial institution.
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Under the GLBA, the definition of “financial institution” is equally broad to reflect the wide
range of entities engaged in financial activities. It includes not only traditional banks, credit
unions, and insurance companies, but also non-bank companies that provide financial products or
services to consumers, such as mortgage lenders, payday lenders, investment advisers, and even
retailers that issue credit cards or finance purchases or automobile dealers involved in the
financing of vehicles. This definition encompasses any business that is “significantly engaged”
in financial activities. This expansive scope ensures that consumer financial information is
protected regardless of the type of entity handling it, thereby promoting consistent privacy

standards across an increasingly complex and diversified financial services landscape.

One of the primary responsibilities of the GLBA, set forth in the Privacy Rule, is the requirement
of financial institutions to inform consumers and customers (consumers with whom the financial
institution establishes an ongoing relationship) of their privacy practices. To facilitate this, the
FTC, in coordination with other federal agencies, developed a model privacy notice. This notice
was developed following extensive consumer research to ensure that privacy disclosures were
both clear and effective. This research included large-scale qualitative testing, cognitive
interviews, and quantitative consumer surveys designed to assess how well individuals could
understand and use privacy notices. The agencies tested various notice formats, wording, and
layouts to determine what most effectively conveyed key information about financial
institutions’ data-sharing practices and consumer choices. Results consistently showed that many
existing privacy notices were overly complex, leading to confusion and poor comprehension
among consumers. The research supported the use of plain language, simplified structure, and a
tabular format that allowed for easy comparison and comprehension. The final model notice,

which was issued jointly by the FTC, Federal Reserve Board, and other federal banking
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agencies, reflected the best practices identified through this empirical work. In testimony before
Congress, the FTC emphasized that this evidence-based approach significantly improved the
usability and transparency of privacy notices, helping consumers make more informed decisions
about how their personal financial information is shared. The Commission also underscored the
broader importance of continuing to apply consumer research in crafting effective privacy

policies, particularly as financial services and technologies evolve.

The GLBA Privacy Rule requires that financial institutions offer consumers the ability to opt out
of sharing information with non-affiliated third parties unless that sharing is permitted under
certain defined exceptions. These exceptions are designed to allow necessary and legitimate
information sharing for operational, legal, and compliance purposes. For example, financial
institutions may disclose information to service providers performing functions on their behalf,
to comply with legal or regulatory requirements, to prevent fraud or unauthorized transactions, or
in connection with a proposed or actual sale, merger, or transfer of business assets. Importantly,
these disclosures are permitted without consumer consent only when they serve specific, limited
purposes that support the integrity and functionality of the financial system. These exceptions
(referred to as 502(e) exceptions) strike a critical balance between protecting consumer privacy

and allowing financial institutions the flexibility needed to operate effectively and responsibly.

The GLBA generally requires that financial institutions provide an annual privacy notice (with
the ability to opt out) to their customers. In 2015, Congress amended the GLBA through the
enactment of the Fixing America’s Surface Transportation (FAST) Act, which included a
provision eliminating the requirement for financial institutions to send annual privacy notices to
consumers under certain conditions. Specifically, if a financial institution only shares nonpublic

personal information in ways that do not require an opt-out under the GLBA (such as the sharing
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permitted under the 502(e) exception) and has not changed its privacy policies or practices since
the last notice, it is no longer obligated to provide an annual notice. This amendment was
intended to reduce unnecessary regulatory burdens and consumer confusion caused by repetitive
disclosures, while maintaining strong privacy protections. By streamlining compliance
requirements without weakening privacy standards, the amendment reflects a practical balance

between effective consumer communication and operational efficiency for financial institutions.

The GLBA Safeguards Rule requires financial institutions to develop, implement, and maintain a
comprehensive information security program to protect the confidentiality and integrity of
customer information. Updated in 2021, the rule mandates that covered entities assess internal
and external risks, designate a qualified individual to oversee the program, implement access
controls, encrypt customer data, and regularly test and monitor systems. The rule also requires
institutions to oversee service providers and adjust safeguards based on evolving threats. This
regulation plays a critical role in ensuring consumer trust by holding financial institutions

accountable for protecting sensitive personal data against ever-changing cybersecurity risks.

2. The Fair Credit Reporting Act (FCRA) — 1970

The FCRA regulates how consumer credit information is collected, accessed, and used. It

ensures:

o Consumers are informed when their credit reports are used to take adverse action.
o Consumers have the right to access their credit reports and dispute inaccuracies.

o Strict controls are in place to limit who can access consumer reports and under what
circumstances.
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The FCRA also provides further protections against identity theft, including the right of a
consumer to place a security freeze on their credit reports, and requires entities to properly

dispose of sensitive consumer data.

3. The Right to Financial Privacy Act (RFPA)— 1978

This law protects the privacy of financial records by prohibiting federal government agencies
from accessing personal financial information without the customer’s consent or a lawful

subpoena, summons, or search warrant.

4. State Laws

State privacy laws, such as the California Consumer Privacy Act (CCPA) and its successor, the
California Privacy Rights Act (CPRA), have introduced broader data privacy rights for
consumers; however, they also include important exemptions for data already governed by
federal laws like the GLBA. Specifically, these state laws generally exempt personal
information collected, processed, sold, or disclosed pursuant to the GLBA. This means that data
already protected under the GLBA’s privacy and safeguarding provisions is typically not subject
to overlapping state requirements. These exemptions aim to avoid duplicative regulation and
legal uncertainty, while recognizing that the GLBA already establishes a robust federal

framework for financial data privacy.

II. How These Laws Protect Consumers

Collectively, these statutes provide meaningful protections to consumers, including:

e Transparency: Financial institutions must clearly inform consumers about data collection

and sharing practices.
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e Control: Consumers can limit how their information is shared with third parties.

e Access and Correction: Consumers have the right to access and correct credit and

financial data held by consumer reporting agencies.

o Security: Institutions are required to safeguard sensitive information and protect it from

unauthorized access or use.

e Government Oversight: Agencies such as the CFPB and FTC have authority to enforce

privacy protections and penalize noncompliance.

These protections are essential to maintaining consumer trust in the financial system and

preventing misuse of sensitive financial data.

Conclusion

Financial privacy laws in the United States provide a strong foundation for protecting
consumers’ personal information. They promote transparency, empower individuals with rights

over their data, and require financial institutions to uphold rigorous standards of care.

Thank you again for the opportunity to testify before you today. I am happy to answer

any questions.
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Chairman BARR. Thank you.
Ms. Huddleston, you are now recognized for 5 minutes.

STATEMENT OF JENNIFER HUDDLESTON, FELLOW IN
TECHNOLOGY POLICY, CATO INSTITUTE

Ms. HUDDLESTON. Thank you.

Chair Barr, Ranking Member Foster, and distinguished members
of the House Committee on Financial Services Subcommittee on Fi-
nancial Institutions, my name is Jennifer Huddleston, and I am a
senior fellow in Technology Policy at the Cato Institute.

My research focuses on the intersection of law and technology,
including its use related to data privacy. Therefore, I welcome the
opportunity to testify regarding data privacy in today’s financial
system.

In this testimony, I will focus on three key points.

First, data privacy in sensitive areas, such as financial services,
is already regulated by existing law.

Second, as State or a potential Federal data privacy law con-
tinues to emerge, careful attention should be paid to the way they
may interact with or conflict with these existing laws and what a
patchwork might mean regarding the burden particularly on small
players. This is additionally true if enforcement mechanisms, such
as private rights of action for statutory damages, could significantly
raise the risk of costly litigation.

Finally, I wish to discuss how any conversations around data pri-
vacy should consider the impact on innovation, consumer choice,
and smaller players, as well as how such laws could interact with
or hinder the deployment of potentially better solutions when it
comes to data privacy and data security.

So, to begin with, some have criticized the United States as a
sort of Wild West when it comes to data privacy. Instead, the
United States’ approach has been better understood as responding
with regulation for particularly vulnerable or sensitive data where
consumers may be more likely to face harms should it be abused
or insecure, such as the financial services sector.

In this regard, the financial services sector already has con-
sumer-focused data privacy laws, including the Gramm-Leach-Bli-
ley Act that regulates the personal data of consumers held by fi-
nancial services forums and the Fair Credit Reporting Act that reg-
ulates consumer credit data from credit reporting agencies.

To my second point, the potential interactions between com-
prehensive data privacy laws at both the State and Federal level
and the financial services sector, it is important to understand how
general consumer privacy laws could impact this already-regulated
data. Additional data privacy laws could further add to the regu-
latory burden or conflict with existing laws.

As the chair mentioned in his opening statement, an emerging
patchwork of State laws that are both sector-specific and general
in their application could make this more difficult to navigate, with
at least 19 States having passed comprehensive consumer privacy
laws and more debating similar legislation each year.

While many of these State consumer privacy laws have a carve-
out for existing regulated data under laws like the FCRA and the
GLBA, this does not mean they do not impact or create potential
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conflicts for the financial services sector or financial data. This can
include conversations around different definitions of “particularly
sensitive data,” including financial information or personally iden-
tifiable information, and the timelines and steps that entities must
take to respond to consumer requests or potential issues. These
conflicts can be particularly felt by smaller and more innovative en-
tities who have to navigate various definitions.

Additionally, such laws provide an example of the impact that
different enforcement mechanisms, including private rights of ac-
tions with statutory damages, could have in deterring innovation
and particularly in already-regulated or risk-averse sectors.

While not related to financial data, for example, the Illinois Bio-
metric Information Privacy Act has such a mechanism, and it is il-
lustrative of the problems such enforcement can create even in
data considered particularly sensitive. Because of statutory dam-
ages and private right of action, this law has resulted in significant
claims against companies ranging from popular social media apps
like Meta to Six Flags amusement park, but more for violation
than for any actual harm occurring to consumers.

Finally, I would like to spend my last minute discussing how pri-
vacy law and innovation can potentially conflict.

While recognizing the specific risks of economic harm and sensi-
tivity of financial data is logical, law is static and innovation is dy-
namic. This yields the potential need for review of regulation to
allow improvements in data privacy security and innovation, as
various technologies might provide alternatives that are more pro-
tective of privacy and provide better services to consumers who opt
in but might not meet the existing definitions.

There are three ways existing data privacy regulation might
deter innovation that I would like to highlight.

First, many laws are developed for earlier technologies. This may
make it more difficult to use more secure technologies like
blockchain that could actually create greater privacy and security
for consumers.

Second, enforcement mechanisms around private right of action
or the need for government approval could deter companies of all
sizes, but particularly smaller companies, from trying to find inno-
vative ways to protect data.

Finally, artificial intelligence may require us to rethink our exist-
ing frameworks around data usage, retention, and minimization,
including in regulated industries like the financial services sector.

I thank you for your time, and I welcome your questions.

[The prepared statement of Ms. Huddleston follows:]
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Chair Barr, Vice-Chair Loudermilk, Ranking Member Foster, and distinguished members of the
House Committee on Financial Services Subcommittee on Financial Institutions:

My name is Jennifer Huddleston, and I am a senior fellow in technology policy at the Cato
Institute. My research focuses primarily on the intersection of law and technology, including
issues related to data privacy. Therefore, I welcome the opportunity to testify regarding data
privacy in today’s financial system.

In this testimony, I will focus on three key points:

« First, data privacy in sensitive areas such as the financial services sector is already
regulated by existing law;

o Second, as state or potential federal data privacy laws continue to emerge, careful
attention should be paid to the way they may interact with or conflict with existing law in
such regulated industries and what this patchwork might mean regarding the burden on
small players, particularly if there are enforcement mechanisms such as private rights of
action for statutory damages that could significantly raise the risk of costly litigation;

« Finally, any conversations around data privacy should consider the impact on innovation,
consumer choice, and small players, as well as how such laws could interact with or

hinder the deployment of better solutions.

Understanding Existing Data Privacy Law in the Financial Services Sector

Because of the lack of a comprehensive federal data privacy law, some have criticized the United
States as a sort of wild west when it comes to data privacy. Instead, the United States” approach

has been to respond with regulation for particularly vulnerable or sensitive data where consumers
would be more likely to face harm should it be abused or insecure. These laws are more narrowly

focused on the consumer data experience and data privacy or security within these areas or

20f6
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industries.! The financial services sector, for example, already has consumer-focused data
privacy laws, including the Graham-Leach-Bliley Act (GLBA) that regulates the personal data of
consumers held by financial services firms and the Fair Credit Reporting Act (FCRA) that

regulates consumer credit data from credit reporting agencies.

My testimony in this hearing will focus on consumer privacy; however, a number of laws and
regulations, including the Bank Secrecy Act, require reporting from financial services firms and
allow warrantless government access to information about individuals' financial transactions. My
Cato colleagues in our Center for Monetary and Financial Alternatives have explored the need
for reform to protect individuals' financial privacy from government surveillance and to ensure

that individuals' Fourth Amendment rights are respected.”

Potential Interactions Between Comprehensive Data Privacy Laws in Financial Services

Consumer privacy in the financial sector has been regulated for several decades. Additional data
privacy laws, however, could further add to a regulatory burden or conflict with existing laws.
An emerging patchwork of laws that are both sector-specific and general in their applications
will make it more difficult for smaller or more innovative players to navigate. To date, at least 19
states have passed comprehensive consumer privacy laws, with many more debating such
legislation.® In addition, there is an ongoing effort to pass general federal consumer privacy

legislation.* This is resulting in the emergence of a concerning patchwork that can be

! Alan McQuinn, “Understanding Data Privacy,” RealClearPolicy, October 25, 2018.

2 Norbert Michel, “Experts Agree That Financial Privacy Needs A Revamp,” Forbes, September 16, 2024 and
Jennifer Schulp, “Financial Privacy Is Under Fire — The Issue Should Draw the Attention of Both Parties,” The
Hill, August 26, 2024.

3 Jennifer Schulp, “Financial Privacy Is Under Fire — The Issue Should Draw the Attention of Both Parties,” The
Hill, August 26, 2024.

4 See Office of Chairman Brett Guthrie, “Chairman Guthrie and Vice Chairman Joyce Issue Request for Information
to Explore Data Privacy and Security Framework,” House Energy and Commerce Committee, February 21, 2025.
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problematic and confusing for both consumers and regulated entities who are unsure of the

requirements or rights when data inevitably involves interactions in multiple states.’

Even when such laws are modeled on one another, there could be significant differences that can
cause potential conflicts. While most state consumer privacy laws have carve-outs for data
already regulated under laws like the FCRA and GLBA, this does not mean that they do not
potentially impact or create other conflicts for the financial services sector or financial data.®
This can include the definitions of particularly sensitive data — including financial information
— and the timelines and steps entities must take to respond to consumer requests or potential
issues. These conflicts can be particularly felt by smaller or more innovative entities who will

have to navigate various definitions.

Additionally, enforcement mechanisms around private rights of action for statutory damage
could deter innovation, particularly in an already highly regulated and risk-averse sector. While
not related to financial data, the Illinois Biometric Information Privacy Act has such a
mechanism and is illustrative of the problems such enforcement can create, even in data
considered particularly sensitive. Because of statutory damages and private right of action, the
law has resulted in significant claims against companies based not on actual injury, but mere

violation and recovery for the attorneys bringing such actions.” Additionally, this potential has

3 See Jennifer Huddleston and Gent Salihu, “The Patchwork Strikes Back: State Data Privacy Laws after the 2022~
2023 Legislative Session,” Cato at Liberty (blog), July 6, 2023.

6 Consumer Financial Protection Bureau, State Consumer Privacy Laws and the Monetization of Consumer
Financial Data (Consumer Financial Protection Burecau, November 2024).

7 See U.S. Chamber of Commerce Institute for Legal Reform, A Bad Maich: Illinois and the Biometric Information
Privacy Act (U.S. Chamber of Commerce Institute for Legal Reform, October 2021).
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deterred the launch of certain innovative products that might create positive consumer

experiences or even improve security.®

How Privacy Law and Innovation Could Conflict

While recognizing the specific risks of economic harm and the sensitivity of financial data is
logical, law is static and innovation is dynamic, yielding the potential need to review regulation
to allow improvements in data privacy, security, and innovation as various technologies might
provide alternatives that are more protective of privacy or provide better services to consumers
who opt in but might not be able to comply. While consumers value privacy, they also enjoy the
improvements and personalized services we have come to expect through data usage. This
includes the financial services sector both for its ability to use data to improve consumer security

through actions like fraud detection and to better serve its customers.

When it comes to the financial services industry, there are three ways existing data privacy
regulation might deter innovation that I'd like to highlight. First, many data privacy laws were
created with earlier technologies in mind. This may make it more difficult to use more secure
technologies like blockchain or even cloud computing and could also create greater privacy risks
through retention requirements than are truly necessary.® Second, enforcement mechanisms
around private rights of action or the need for government approval could deter companies of all
sizes from trying innovative ways to use or protect data. Finally, artificial intelligence may

require us to rethink our existing frameworks around data usage, retention, and minimization."

& Amy Korte, “A New Feature on Google’s Arts & Culture App Is Not Available to Illinois Users Because of the
State’s Strict Biometric Privacy Law.” /llinois Policy, January 23, 2018 and see Joseph J. Lazzarotti et al., “From
Time Keeping to Dashcams. BIPA Litigation Continues.” JacksonLewis, Januaty 10, 2022.

9 See Virginie Liebermann and Michel Molitor, “Blockchain vs. Data Protection,” International Network of Privacy
Law Professionals, July 30, 2024 (discussing such issues in the general context of GDPR).

19 See Orly Lobel, “The Law of Al For Good,” Florida Law Review 75, no. 6, January 26, 2023.
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In regulated industries like financial services, many of the concerns regarding Al harms — like
discrimination — are addressed by existing laws; however, data privacy laws and other
regulations could potentially prevent some of the potential improvements for consumers and the

industry that this disruptive technology could bring.!!

Conclusion

Financial data and the financial services sector’s use of data have long been considered more
sensitive due to the potential economic impact on consumers and businesses from abuse or
breach. It is still important to consider the burden that regulation may place on positive uses of
data and how a growing patchwork of laws could deter innovation or create complexity and
confusion. As the committee considers its existing laws and new challenges, it should consider
not only how to respond to potential risks, but also how to minimize the impact on beneficial
uses of data and new applications of technology. We should consider not only what might be
possible today, but how the future may provide new and exciting opportunities and solutions that

could improve and expand consumer experiences.

11 See Jack Solowey and Jennifer Huddleston, “Words to Fear: I'm From the State Government. and I'm Here to
Help with Al Risk,” Cato at Liberty (blog), June 10, 2024.
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Chairman BARR. Thank you, Ms. Huddleston.
Ms. Strickland, you are now recognized for 5 minutes.

STATEMENT OF ZOE STRICKLAND, SENIOR FELLOW, FUTURE
OF PRIVACY FORUM

Ms. STRICKLAND. Thank you. I am grateful for the opportunity on
this important topic, financial privacy.

I am a senior fellow at the Future of Privacy Forum, which is
a leading privacy think tank which supports developing privacy
technology and business practices, and I lead their Open Banking
program.

I have spent over 30 years working in privacy—this is at Fortune
20’s and a leading agency—across sectors and across technologies.
I also led the Business Roundtable financial subgroup in its efforts
to reimagine privacy for the financial sector.

I want to touch briefly on general privacy.

There are a lot of benefits to having an omnibus privacy ap-
proach in law. It could be a consistent standard for all consumers.
Imagine if we could give consumers a clear set of their rights. It
would boost awareness in the consumer ecosystem and their sense
of control over their data. It would also make our approach more
consistent with international approaches where they do have omni-
bus laws, and it would support data transfers from multinationals.
| There are three challenges when we think about omnibus privacy
aws.

The first one, of course, is the substance, right? Privacy is prin-
ciple-based, and so sometimes it is difficult to define it and be thor-
ough about what those rights are, especially as they evolve over
time. I have been very pleased with recent bills that have really
dorile a very thorough job in thinking about modern privacy prin-
ciples.

The second challenge is around enforcement. I would suggest to
policymakers to be careful of approaches that amount to strict li-
ability or per-violation penalties. If you think about $1,000 times
a million, you get to a billion pretty fast. On the other hand, be
careful to think about tying enforcement to concrete harms. In pri-
vacy, there often are not out-of-pocket damages but the violations
are real. So, the focus should instead be on the seriousness of the
violation and with the efforts the company made to prevent and
mitigate the violation.

The third challenge is around existing laws. What do you do with
the plethora of State laws that exist and Federal laws that exist
in terms of carve-outs or integration? I do think, as policymakers
think about what are good privacy standards, that can create some
gravity that can enable these other existing laws to fold in and to
develop that consistent standard.

I did want to talk about a pressing issue, which is around open
banking and the CFPB final rule. I do believe it is and can be a
bipartisan approach and issue.

First of all, open banking does represent enormous consumer
value. They really do have the right to have their data and control
their data. Enormous examples of positive use cases allow better fi-
nancial planning, to transfer and hold their money as they see fit.
Just imagine if we could have a focus on Americans having finan-
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cial health early in their life and the benefits to them and to soci-
ety and I think that feeling of control over their data and their fi-
nances will also lend itself in other areas of their life as well.

There is a challenge if open banking means only the consumer
has access to their records. Otherwise, they are going to have to
collect it and transfer it to desired third parties, they will have to
endlessly update it. I think that would frustrate consumers. It also,
unfortunately, would not enable rules for data recipients when they
obtain that data, and they will have enormous power over the con-
sumers.

There are many good things about the open banking principles.
One is eliminating screen-scraping, where consumers give their cre-
dentials to a third party. It is a terrible privacy and security prac-
tice. The rule incorporated industry standards sensibly. In a way,
I think it made it leading in the world and it also enabled privacy
and security rules for all parties, even though they are differently
regulated.

I do think in the final rule there were some misses. Some of
them impacted data providers; some of them impacted third par-
ties. They are detailed in my written testimony.

I do think that those issues can be examined and addressed, and
then open banking can look forward, because it needs—and as
mentioned in a lot of the consumer and industry feedback that was
provided in that rulemaking process—needs to cover more prod-
ucts, things like loans, investments, payroll, electronic benefits
transfer (EBT), to really give that sense of control and that full pic-
ture to consumers.

We are very happy to assist in this important effort, and I look
forward to taking your questions.

[The prepared statement of Ms. Strickland follows:]
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On behalf of the Future of Privacy Forum (FPF), I thank you for the opportunity to
testify about data privacy in the financial system, with a particular focus on rulemaking
under Section 1033 of the Dodd-Frank Act, often referred to as open banking. I offer
the following remarks to provide observations about data privacy and financial data
privacy, and to focus on open banking. including providing some recommendations on
how policymakers can progress this important functionality for consumers.

Privacy expertise

My goal in testifying at this fact-finding hearing is to support congressional efforts to
advance financial privacy, and to support innovative services that can support
competition and new business opportunities that provide consumer value. To this end,
I thought it would be helpful to spend a few minutes on my and FPF’s privacy expertise.
Over 25 years, I have served as global chief privacy officer, among other roles, at
Fortune 20 companies in many verticals, including government, retail, healthcare, and
finance. At the USPS, I served as the first CPO, and managed Privacy Act, Freedom of
Information Act, and records functions, as well as new areas (at the time) relating to
internet privacy. At Walmart, I managed global privacy and records, which included
financial privacy requirements for its money service centers under the Gramm-Leach-
Bliley Act overseen by the Federal Trade Commission. I also served as global CPO for
JPMorganChase, addressing all privacy requirements around the world and building a
strong privacy compliance program. I am thus deeply familiar with privacy
developments over time — such as addressing new technologies and business
developments — in a global context — and how to manage privacy practices under
different regulatory regimes, whether in highly regulated areas like finance or
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healthcare; broadly regulated like retail; or generally regulated in non-U.S. jurisdictions.
My focus has been apolitical and very consumer-focused, a bedrock of privacy.

FPF is a non-profit organization that serves as a catalyst for privacy leadership and
scholarship and advancing principled data practices in support of emerging
technologies. We are supported by leading foundations, as well as by more than 200
companies and law firms, with an advisory board representing academics, industry, and
civil society.! We bring together privacy officers, academics, consumer advocates, and
other thought leaders to explore the challenges posed by technological innovation and
develop privacy protections, ethical norms, and workable business practices.

We are strong believers in open banking initiatives and growth. Open banking enables
consumers to have more control over their data and funds. Properly implemented, it
can support numerous consumer benefits and opportunities, enabling better money
management, financial health, and privacy. Open banking can be a shining example of
modern privacy — consumers should expect to have control over their information — and
hopefully this sense of control will permeate other aspects of their lives, leading to
better services and competition.

Since initiating our open banking program in 2021, we have:

- Held a joint conference with the Organization for Economic Cooperation &
Development and issued a white paper on open banking approaches (2022-23)2;

- Conducted an industry and policy-maker event in 2024 regarding the EU Open
Banking regulatory initiative known as Financial Data Access (FIDA); and

- Focused heavily on the U.S. open banking environment, including creating a
consumer infographic, and engaging in the CFPB’s Section 1033 rulemaking
process via meetings, white papers, and comment letters3.

This spring, I was elected to serve on the Board of Directors for the Financial Data
Exchange (FDX), as a co-chair representing noncommercial entities. FDX is a nonprofit
organization, consisting of hundreds of members, that provides technical specifications
and other tools to enable consumer-permissioned data sharing within the growing open
banking ecosystem of data providers, recipients, and aggregators. We are grateful to
CFPB and FDX efforts to include consumer and privacy groups in leadership roles.

1 The views herein do not necessarily reflect those of our supporters or our Advisory Board.

2 Future of Privacy Forum, “Developments in Open Banking: Key Issues from a Global Perspective”
(March, 2022), https://fpf.org/wp-content/uploads/2022/08/FPF-Open-Banking-Report-R2-Singles.pdf.
3 See Future of Privacy Forum, “FPF files comments with the Consumer Financial Protection Bureau
regarding personal financial data rights” (Jan. 18, 2024),
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Privacy Observations

During my career, I managed privacy and other programs globally. As this committee
is aware, most countries have omnibus privacy laws that apply to their residents.

These general laws can be supplemented by specific regulations where appropriate. An
example for the financial sector is bank secrecy laws that protect consumer records.

(At times this can create conflicts of law, for instance making compliance with both that
jurisdiction’s bank secrecy law and this country’s anti-money laundering requirements
difficult.) In addition, some national and regional privacy obligations have implications
for cross-border data transfers, with companies analyzing whether personal data is
flowing to jurisdictions that have adequate privacy protections. Multi-nationals in
particular pay considerable attention to cross-border privacy compliance.

In contrast, the privacy environment in the U.S. is largely sectoral. In my view, it is not
only sectoral but topical. As examples, Congress has passed laws over time that
contain protections for health information (Health Insurance Portability & Accountability
Act), financial information (Gramm-Leach-Bliley Act), credit (Fair Credit Reporting Act),
and children (Children’s Online Privacy Protection Act). Other privacy protection laws
relate to topics like marketing, such as the CAN-SPAM Act and do-not-call requirements.
U.S. laws can give federal agencies power to issue supporting regulations, such as the
Federal Trade Commission for CAN-SPAM or the Consumer Financial Protection Bureau
for GLBA privacy requirements. As compared to the omnibus approach, sectoral
legislation allows for requirements that are more targeted to goals and risks. At the
same time, disparate laws are harder to update and harmonize, both with each other
and with other countries’ more general laws.

In recent years, Congress has introduced bills to either update privacy laws for certain
sectors or create a more broad-based privacy law. I appreciate these initiatives, and
recognize the challenges. Privacy is a wide-ranging field that can be difficult to get your
figurative and legislative arms around. There can also be inertia with existing
regulatory environments and real questions about how existing compliance frameworks
would interact with new legislation.

Some recent examples of legislative efforts include H.R. 2977, the Consumer Privacy
Protection Act of 2015; H.R. 1165, the Data Privacy Act of 2023; and H.R. 8818, the
American Privacy Rights Act of 2024. I commend the growing efforts to introduce
modern and substantive obligations relating to privacy, in addition to security and anti-
breach requirements. Privacy and security are related yet distinct disciplines. Privacy
relates to how companies use consumer information entrusted to them, and respect
consumers’ rights and control over that information. It's important that a company
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secures information from hackers. That's a baseline. Does the company also allow
consumers to access, or correct, or delete, data held about them? Many bills grant
authority to federal agencies to define and regulate certain obligations, while others rely
on statutory text to fully articulate core rights and responsibilities. Based on my
experience, some of the thornier legislative issues can often relate to items like state
law pre-emption and enforcement mechanisms.

It is helpful for companies, and policymakers too, to take a principles-based approach
to privacy. Key examples of modern privacy principles relate to notice, consent or
control, individual rights, data minimization, ethical data uses, and security. One of the
most significant of these principles, sometimes called data portability, relates to
individuals’ rights to be able to access and transport information about themselves.
Data portability can help individuals more easily use different services and enhance
market competition, yet can also introduce security risks if portability frameworks are
not thoughtful and well-managed. This principle is central to the Section 1033
rulemaking.

Section 1033 Rulemaking

Under Section 1033 of the Dodd-Frank Act, the CFPB is authorized to issue rules that
require covered entities to make information about consumers who use their financial
products available to them upon request. As mentioned in the introductory section, the
Future of Privacy Forum has deeply analyzed the proposed rules, and has worked with
stakeholders to understand their implications on a range of business practices and data
protection issues. Below I cover the extensive regulatory process undertaken, some
positive aspects of the Rule, and some areas of potential improvement.

Regulatory Process

Last year the CFPB issued two final rules under its Section 1033 authority: a rule
relating to Industry Standard-Setting on June 5, 2024, and a rule on Personal Financial
Data Rights on October 22, 2024. The data rights rule covers two types of financial
products: checking and savings accounts per Regulation E and credit cards per
Regulation Z, as well as facilitation of payments from these accounts. The CFPB
recognized the Financial Data Exchange (FDX), mentioned above, as a standard setter
under the Rule on January 8, 2025.4

4 CEPB Approves Application from Financial Data Exchange to Issue Standards for Open Banking | Consumer
Financial Protection Bureau

4
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The CFPB undertook a lengthy and extended process to issue these rules, including the
following steps.

e October 2016: the CFPB issued a Request for Information about access to
financial records.

e October 2017: the CFPB published a set of Consumer Protection Principles for
Consumer-Authorized Financial Data Sharing and Aggregation, along with a
summary of stakeholder insights informing those Principles.

e October 2020: the CFPB released an Advance Notice of Proposed Rulemaking.

e October 2022: the CFPB sought feedback on 1033 from small businesses and
others in an Qutline of Proposals and Alternatives Under Consideration for the

Personal Financial Data Rights Rulemaking.

e February 2023: the CFPB convened a Small Business Review Panel.

e April 2023: the CFPB released the Final Report of the Small Business Review
Panel on the CFPB’s Proposals and Alternatives Under Consideration for the
Required Rulemaking on Personal Financial Data Rights.

e October 19, 2023: the CFPB released the Notice of Proposed Rulemaking for the
Required Rulemaking on Personal Financial Data Rights.

As part of this process, the CFPB engaged with numerous stakeholders and closely
monitored market developments to promote consumer interests, innovation, and
competition. Engagement included meetings with stakeholders, such as FPF. Meetings
that occurred during the rulemaking process were captured as ex parte conversations
and posted on their rulemaking website. Given the rule’s breadth and depth, many
stakeholders weighed in. In response to the proposed rule, over 11,000 comments
were submitted. In addition to the sheer number of comments, the depth and content
of the feedback is noteworthy as well. Many comments delved deeply into several
corners of the rule, and were lengthy and detailed. Although there were recommended
areas for improvement, including in FPF's comment letters, there was considerable
support for the rule across industry sectors and consumer groups. Indeed, many
commenters — including consumer and industry groups — recommended that the rule
cover more products and move more quickly. Similarly, the recognition of FDX as a
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standard setter was a thorough process, including formal submission and approval, with
a public comment period.>

Positive Aspects of the Rule

There are a number of valuable aspects to the rule, as listed in our NPRM comment
letter.

¢ First and foremost, consumer control and benefits are core to the rule. The
consumer and their direction drive industry obligations and activities.

¢ The rule phases out the practice of screen scraping. Screen scraping is an
extremely poor privacy and security practice. Under this practice, a data
recipient obtains log-in credentials and passwords from a consumer, and uses
these credentials to access a data provider’s website (like chase.com) and take
actions on the consumer’s behalf. Security experts typically advise that
consumers should never provide their credentials and passwords to third parties,
which then have unrestricted access to the consumer’s account. This practice
can create serious consumer harms, and promotes risky behavior that
undermines consumer protection campaigns. In addition, screen scraping
destabilizes website security of data providers, which need to distinguish
between actual consumer access, screen scraping, and bad actor intrusions.
The Rule’s requirement that data sharing occur via developer interfaces, or
Application Programming Interfaces (APIs) given current technology, is the right
outcome. The transition from screen scraping to APIs should be legally
mandated and occur as soon as possible.®

e The rule creates privacy and security obligations for data recipients. I applaud
the inclusion of modern privacy obligations for data recipients, including data
collection, use, and retention requirements. It is critical that recipients, often
fintechs that may be new entrants to the financial ecosystem, only use
information for purposes that the consumer has requested. Consumers should

S https://www.consumerfinance.gov/personal-financial-data-rights/applications-for-open-banking-
standard-setter-recognition/

6 T am sympathetic to the criticism that the rule should place the restriction on the data recipient directly,
rather than requiring data providers that offer compliant APIs to prohibit screen scraping. Perhaps the
CFPB was concerned about its authority over the full data recipient community. In any event, the rule
still accomplishes the same result—data providers need to establish compliant APIs, and then screen
scraping can be prevented.
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be able to trust that recipients operate this way, rather than having to pore
through privacy policies and legalese to (perhaps) understand how their
information will be used — and trust me, some policies seek to allow more uses
than the consumer requested. Indeed, in some ways, 1033 privacy rules exceed
those that apply to data providers. The rule also requires recipients to employ
security protections that seek to parallel the highly-regulated data provider
environment.

o The rule provides a constructive role for industry standards within a regulatory
framework. The CFPB recognized that industry was much better placed to
devise technical standards for data sharing. Industry is closer to the technology,
business functions, and users, and can also make updates and advances more
easily than the government. The CFPB relied on long-standing regulatory
guidance, OMB Circular A-119,7 for how and when to incorporate industry
standards. The CFPB provided topical areas for industry standards, particularly
related to data sharing interfaces, and also governance requirements to make
sure standard setters had transparency, balance in decision making, and
oversight. It is one of the strengths of the Rule. One of the areas where the U.S
is ahead of other jurisdictions in open banking, despite their sometimes earlier
start and coverage of more products, is in development of industry standards.
This advantage should be promoted.

Areas for improvement

Unfortunately, the CFPB in its Final Rule did not incorporate some of the comments that
it received that would have improved the rule. If the Bureau had made these changes,
the rule would have been stronger for consumers and more palatable to industry. T will
touch on five topics.

e Secondary uses of information: The Final Rule prohibits data recipients from
using consumer information for secondary purposes. Data recipients may only
use information for primary purposes, and can’t cross-sell products, without
initiating a new authorization disclosure process. Authorization disclosures are
intended to initiate a new product or service. Forcing their use for secondary
uses will be awkward and cumbersome to consumers, stifle innovation, and
result in inconsistent compliance and experiences. As FPF described in its
comment letters, a better outcome for consumers and the ecosystem is to allow

7 Office of Management and Budget, Circular A-119, Federal Participation in the Development and Use of
Voluntary Consensus Standards and in Conformity Assessment Activities (Jan. 1, 2016),
https://www.federalregister.gov/documents/2016/01/27/2016-01606/revision-of-omb-circular-no-a-119-
federal-participation-in-the-development-and-use-of-voluntary
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consumers to opt-in to secondary uses. To be clear, and as articulated in my
testimony, I support regulating uses of information, and believe that data
recipients should respect consumers, including their expectations of data uses.
Obtaining consumer consent for secondary uses is particularly appropriate for
open banking, which is all about consumer direction and permissions. The opt-in
mechanisms of course must be clear, prominent, and fair. To the extent that the
CFPB wished to exclude uses deemed high risk, that is not a reason to abandon
the proper privacy approach; either define prohibited uses, or let consumers
choose products that are legal in the marketplace.

o De-identification: The Final Rule arguably prohibits the use of de-identified
data, unless it is the product or service requested via an authorization disclosure.
Per our comment letters, we strongly encourage that de-identified data not be
subject to the regulation, consistent with other regulatory regimes in the U.S.
and globally. The use of de-identified data is a central aspect of data processing
for all industry sectors, including the financial sector, encouraging innovation in a
privacy-protective manner. In open banking, examples are quality control and
product and service improvements. There are numerous public policy research
benefits as well. De-identification is also a valuable privacy and security
protective measure, greatly reducing risks relating to data misuse and breaches.
Its use should be encouraged, not devalued.® I understand there are concerns
related to re-identification. As with all risks, appropriate controls should be
deployed and monitored. Frankly, as a long-term compliance officer, I know any
obligation can be violated, and the risk of data misuse is harder to police for than
re-identification risk. In the preamble to the final rule, the CFPB recognized its
approach had downsides, and suggested that it may alter its approach in a
future rulemaking. That change should happen now.

« Payment Initiation information: The Final Rule requires data providers to
furnish payment initiation information that allows data recipients to initiate
money transfers out of consumers’ accounts, often called pay-by-bank. As an
initial point, and for consistency with Dodd-Frank language, the rule should
instead cover data types (account number and routing number) like it did for the
rest of the rule. More broadly, the CFPB should dig deeper into the fraud
concerns raised by data providers.® To be clear, pay-by-bank exists in today’s
ecosystem, such as for account openings and for payments to utilities, landlords
and other payees. Consumers want this functionality and convenience, and it
needs to be part of the rule. However, with the rule opening the door widely to
any authorized third party, and with data providers having limited recourse to
deny API access via specific risk management concerns, it is critical to examine

8 See Future of Privacy Forum, A Visual Guide to Practical Data De-identification (Apr. 25, 2016),
https: //fpf.org/blog/a-visual-guide-to-practical-data-de-identification/.

9 https://www.regulations.gov/comment/CFPB-2023-0052-11099
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any increase in fraud risk. Taking money out of consumer accounts merits
higher scrutiny. The CFPB should address these concerns via RFI, enhanced
fraud monitoring, more data provider recourses, or shifts in liability.

¢ Fees: The Final Rule prohibits data providers from charging fees related to
access to their APIs. Certainly the consumer should not be charged. It is their
data and they should be able to direct companies to share it for desired
purposes. The rule prohibits data providers from taking actions to evade the rule
and discourage access, and should otherwise be silent on fees between
companies.

« Digital Wallets: The Final Rule covers digital wallets, including pass-through
wallets that do not store information. This raises considerable compliance
challenges for those providers for no discernable consumer benefit. In my read
of comment letters, there appeared to be consensus to exclude pass-through
wallet providers.

I consider that the Final Rule unnecessarily stepped back from the NPRM relating to
industry standards. The NPRM provided that adherence to a standard issued by a
recognized body was deemed compliance for interface obligations. The Final Rule
watered this down to an indicia of compliance. In my view, if the CFPB has recognized
an industry standard setter, its technical specifications should be considered compliant.
This incentivizes industry adoption of consistent standards and good governance. The
development of industry standards is a benefit of the U.S. market-led approach, where
policymakers can add useful weight.

Finally, in our comment letters, we recommended that the CFPB and other relevant
regulators issue guidance relating to risk management and data privacy. The CFPB has
issued extensive privacy guidance to data providers under GLBA, and should do the
same for data recipients.

Conclusion

1 am grateful to this committee for the opportunity to comment on financial privacy and
the 1033 Rule. We are hopeful that open banking moves quickly to the future. Rules
should incorporate more products and services, so that consumers can truly have a
holistic view of their financial picture, and address developing issues like artificial
intelligence. We are available to assist in navigating the path forward. It's our mission
to progress the intersection of developing technologies, privacy best practices, and
consumer interests. Thank you again for this opportunity and I look forward to your
questions.
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Chairman BARR. Thank you.

We will now turn to member questions. The chair now recognizes
himself for 5 minutes.

Mr. Talbott, my first question will be directed to you.

The section 1033 rulemaking that Ms. Strickland was just ref-
erencing was a product of the Dodd-Frank Act. In the 15 years
since the passage of Dodd-Frank and the rulemaking, the land-
scape of the financial system has changed massively, as we have
all been discussing.

The rulemaking is currently being debated in the courts. How-
ever, there needs to be some certainty and stability so institutions
can flourish in the technological ecosystem.

Mr. Talbott, should data privacy legislation potentially modify or
replace certain provisions of section 1033 of Dodd-Frank to codify
the beneficial aspects of the rule while moving away from outdated
and unclear aspects of the Dodd-Frank policy as currently written?

Mr. TALBOTT. Sure. Thank you, Mr. Chairman. I appreciate the
question.

I think, in general, the open banking or consumer-directed bank-
ing is already existing in the marketplace today, and it is done
through a series of bespoke contracts between the bank, data
aggregators, and fintechs. All of these entities should be subject to
GLBA or through these contracts. If they are not, then possession
of the data should trigger coverage of the privacy law. If any entity
has a consumer’s data and they are not covered, they should be
covered as a basic principle.

A couple of issues we had with the open banking or consumer-
driven banking proposal, the final reg that is subject to the courts
is: One, it did not address liability for fraud or for a breach. If one
entity is subject to a breach and consumers suffer a loss, that is
an area that needs to be addressed either through privacy law or
through a future rulemaking, that was one of the misses, I think,
that Zoé referenced earlier, and we agree, that there has to be
something around dealing with liability for fraud that was not ad-
dressed in that.

Additionally, the law prohibited the collection or assessment of
fees by the financial institution for the work that they are doing,
and that is another area that needs to be addressed.

In general, Mr. Chairman, the answer to your question is that
existing privacy laws should cover all the participants in the open
banking system.

Chairman BARR. Should our privacy legislation that we are con-
sidering, should it modify 1033?

Mr. TALBOTT. I think that, in general, it should consider it, but
I do not think there are any gaps, necessarily, in the law other
than an entity not being subject to GLBA.

Chairman BARR. Okay.

Private rights of actions create more problems than they solve.
They incentivize trial lawyers to file frivolous class-action lawsuits
and lead firms to avoid business opportunities that would benefit
consumers due to fear of costly litigation.

Ms. Kuehn, based on your experience with the GLBA and similar
privacy laws, do you believe adding a private right of action to
GLBA would meaningfully enhance consumer data protection or



58

would it more likely impose litigation risks that hinder innovation
and reduce consumer access to financial products?

Ms. KUEHN. Thank you for the question.

What we have not seen, and where I think this concern about do
we need to add a private right of action, is whether or not there
are gaps or problems happening in financial services data. There
do not seem to be.

If you look at the history of enforcement—and there have been
a couple of agencies with enforcement authority over Gramm-
Leach-Bliley during its existence—there have not been many cases
involving privacy of consumers, the use of data.

That tells us that, even though these entities are examined by
prudential regulators, looked at by different enforcement entities—
and we saw a very aggressive enforcement regime from the last 4
years from the CFPB, yet, what we do not see are cases brought
under GLBA.

I think we have the tools that we need if there are problems that
exist, and I do not know that additional tools are needed.

Chairman BARR. If we have a nationwide, uniform data privacy
standard, the regulatory agencies, the financial regulators could
handle enforcement——

Ms. KUEHN. I believe so.

Chairman BARR [continuing]. without a private right of action?

Ms. KUEHN. Yes, sir.

Chairman BARR. Thank you.

Thanks to advancements in technology over the past few dec-
ades, financial institutions and firms can partner with more tech-
nology-oriented companies in order to compete and serve additional
customers with the products and services that work better for
them, but State privacy laws have created a patchwork that can
complicate these partnerships.

Ms. Huddleston, how has this patchwork harmed market effi-
ciency and consumers and would Federal preemption for GLBA-
compliant financial institutions help preserve these innovative
partnerships?

Ms. HUDDLESTON. Thank you for your question, Mr. Chair.

When we see this emerging State patchwork, it is particularly
burdensome on new ways of using data that might not fit existing
models, whether that is firms that would not traditionally be con-
sidered financial institutions but may be using financial data in
some way to help inform consumers or whether these are just small
financial institutions trying to get off the ground.

A patchwork means that they are now going to have to seek to
comply in 19 different States. Even if those 19 or 20 different
States have the same law on the books, there will be different in-
terpretations of many terms, meaning that these firms have to in-
vest significantly in regulatory compliance rather than focusing on
providing their consumers with the best possible product.

Chairman BARR. Thank you for that testimony.

My time has expired.

The gentleman from Illinois, Dr. Foster, is now recognized for 5
minutes.

Mr. FOSTER. Thank you, Chairman Barr.
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Quickly, Mr. Talbott, when you mentioned that banks and
fintechs already have a limited data-sharing capability between
them, it seems to me that the small banks are kind of left out of
this. They cannot have the ability to stand up to an application
programming interface (API) team that will go and do all this data-
sharing.

Are there any solutions on the horizon for that or is this going
to be one of the things where we are going to have to try to level
the playing field to make sure that small banks and credit unions
are not left out?

Mr. TALBOTT. Yes, so banks and credit unions—I will let Andrew
speak for himself—but we work together as an industry. We do not
want any weak links; so, any data, like an API, for example,
through an industry consortium, is shared with all entities to allow
for——

Mr. FOSTER. Yes. There is a problem that I think remains un-
solved, that the smaller institutions simply do not have the capac-
ity to plug into this very complex ecosystem.

Ms. Strickland, thank you, first of all, for your very thoughtful
testimony and your focus on the important work that CFPB has
done on data privacy.

As I said in my opening remarks, I am really very uncomfortable
with the idea of this administration rescinding completely the rule
to implement section 1033 of Dodd-Frank. Not only has it been 15
years since the passage of Dodd-Frank that required the rule-
making, but I am also not confident that the CFPB, frankly, cur-
rently has the staff necessary to do a full rewrite of the rule.

One thing I think is important to recognize, that this is not a
rule that came out of nowhere. There was extensive work on the
final rule spanning multiple Presidential administrations that so-
licited public input on various aspects of the rule, as well as a no-
tice of proposed rulemaking that was initiated during the first
Trump Administration.

Can you speak briefly about the extensive work that went into
this rule and the huge amount of bipartisan effort by your organi-
zation and the financial services industry as a whole to prepare for
open banking and the impact of this administration’s potential re-
scinding of this rule?

Ms. STRICKLAND. Thank you, and I very much welcome that
question.

I included in the written testimony a very detailed description of
the extensive process with the relevant links to all the materials.
It was a very long and extensive and thorough process and had en-
gagement across all industry sectors and consumer groups.

If you read the comment letters, which I did—and there are a lot
of them. Not only were there a lot, but they were very long and
thorough and really delved through all the different aspects of the
rule, and largely supportive, that this is a positive to the eco-
system. Yes, it has existed for a while, but there were some areas
that benefited from some consistency of the regulatory framework.

You see that in the comment letters. In fact, some of them sug-
gested, again, covering more products. We really need to do that,
in terms of giving that full view to consumers, and doing it more
quickly since it exists now and it is a consumer benefit.
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I do think, as mentioned, in the final rule there were a few
misses that I think could be addressed. I think Scott hit on a cou-
ple of them accurately. I do think that it will be a good place to
look in terms of what happens next, either through Congress or the
CFPB, to address those issues and then look forward to where we
are trying to take open banking in America.

I did want to comment on your remarks about the smaller play-
ers. I do think there is a question whether they stay under a re-
gime that is run by screen-scraping, which is, again, not a good
practice but also is not better for them, too, in terms of their under-
standing of their consumers and their interests.

So, there are efforts to make that API more widely available and
to have core providers who can help lift up the smaller players so
that they can benefit from this developing ecosystem too and that
needs to be paid attention to as well.

I do think the staggering helped, because it allows some of this
infrastructure to grow and that they can then get on-ramps onto
it. I do think it benefits the whole community that the smaller in-
stitutions are ramped on at the right time.

Mr. FOSTER. Yes. Thank you. As someone who has done his fair
share of programming of screen-scraping as well as APIs, I share
your enthusiasm for getting rid of screen-scraping. It is unstable,
it is dangerous to privacy, and it is just a pain in the ass.

Ms. STRICKLAND. Horrifying.

Mr. FOSTER. Right.

The future is probably neither APIs nor the past of screen-scrap-
ing but agentic interactions, where the consumer interaction is not
going to be directly with the consumer but with an agent.

One of the interesting arguments the Trump Administration
CFPB made in the brief that they filed with the court last Friday
was that section—they claimed section 1033 of Dodd-Frank re-
quires that the rule only allows consumers themselves to request
access to their data, which ignores the language in the Dodd-Frank
Act that, quote, an agent, trustee, or representative acting on be-
half of the individual, which is obviously meant to include third
parties and agents authorized by the individual.

If you could just comment on that for the record, I would appre-
ciate it. That is a big problem.

[The information referred to was not submitted prior to printing.]

Chairman BARR. Thank you.

The gentleman’s time has expired.

The gentleman from Michigan, Mr. Huizenga, is now recognized.

Mr. HU1ZENGA. Thank you, Mr. Chairman, and I would like to
say thanks to the Ranking Member.

For the kids watching out there, that is a technical DC term for
difficulties in transactions, what he was expressing, where exactly
those pains might occur, earlier.

Papparently, that was funnier in my head than it was when he
said it.

Mr. Talbott, good to see you again. I think you got it. You were
nodding with me.

Yesterday, we heard from multiple witnesses about the impor-
tance of consumer protections when it comes to owning digital as-
sets and when it comes to data privacy. Frankly, I do not see much
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difference. Gaining access to a consumer’s data is just as lucrative
as gaining access to their bank account. In your testimony, you
noted, “Consumers rightly expect strong privacy protections and
data security for their personal information and their money.”

Of course, providing protections does come with some costs. How
can Congress strike the balance between consumer protection and
excessive compliance—there is compliance, but then there is also
excessive compliance—so that small providers—and I think Ms.
Huddleston was talking about that a bit or at least alluding to
that—that the small providers are not disproportionately affected
compared to the larger providers?

Mr. TALBOTT. Sure. I thank you for the question. I appreciate it.

I think first is, areas where we could focus are tightening up the
definitions so that all parties know exactly what data is protected.
For example, in Gramm-Leach-Bliley, they use the phrase “con-
sumer” and “customer,” and they make a distinction between the
two, and that may no longer hold or be as clear to all parties, in-
cluding smaller players. So, tightening up the definitions can help
so we all know what we are talking about.

Secondly, you can look at the rights that are provided under the
law—right now, the rights include access, correction, deletion, and
those—and make sure that those can be applicable for all entities
so that consumers get the same rights and benefits regardless of
which institution they choose to use and; so, narrowly focusing on
those rights and how they are applicable in the real world could
help address the issue for all players, not just small players.

Mr. HUIZENGA. You touched on definitions, tightening up defini-
tions. I want to ask, does the GLBA’s definition of “financial insti-
tution” adequately reflect the range of entities handling consumer
financial data today?

Ms. Huddleston, you seem to have that—Mr. Morris? Somebody?

Ms. KUEHN. I am happy to address that.

Mr. HUIZENGA. Grab it. Yes. All right.

Ms. KUEHN. The definition of “financial institutions” is keyed off
to all the variety of activities that financial companies can engage
in and that is subject to expansion if, over time, the agencies de-
cide, “Hey, there are some additional things we need to address.”
So, it is a flexible definition.

It is also pretty broad. I mean, if you think about the definition
of “financial institution”

Mr. HUIZENGA. So, broad and flexible could be too broad and
flexible or interpretation of it has then locked out some areas?

Ms. KUEHN. It is not locked out, because it is made in reference
to the Federal Reserve’s definition of what types of financial activi-
ties banks engage in. So, it lists everything from credit reporting
to making loans to doing financial transactions.

Mr. HUIZENGA. Okay.

How about Mr. Morris? Does it apply to credit unions?

Mr. MoORRIS. Yes, the financial activities would definitely encap-
sulate what credit unions are doing. So, we would clearly be——
hM‘;‘. HUI1ZENGA. Do you feel like you are adequately covered by
this?

Mr. MORRIS. Yes.

Mr. HUIZENGA. Okay. Great. I see Mr. Talbott nodding.
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Mr. TALBOTT. I would agree.

Mr. HUIZENGA. Okay.

What consumer rights have States incorporated in data privacy
laws that Congress should codify at the Federal level? In other
words, are there some best practices that we are seeing out in the
States?

Mr. Talbott?

Mr. TALBOTT. Yes. I think a couple of—GLBA covers a lot of
those rights, but they do not necessarily have so much the right to
access a lot of the information or some of the information. So, that
could be important to update GLBA with.

Mr. HUIZENGA. So—but are there any States specifically doing
that? I mean, as we are seeing, obviously, privacy frameworks need
to evolve.

Mr. TALBOTT. Right.

Mr. HUIZENGA. Is there somebody that is actually doing a good
job that we ought to be looking at?

Anybody else?

Mr. TALBOTT. I would—Virginia has done a good job. Texas. Both
States’ privacy laws capture those.

Mr. HUIZENGA. Okay.

Anybody else care to weigh in on that?

Ms. HUDDLESTON. I would just note that I think it is important
to consider what enforcement mechanisms, and what timelines are
involved in some of these things.

When we look at, for example, a right to access, are there appro-
priate incentives, particularly for sensitive financial information, to
ensure that it is the correct consumer that is getting that informa-
tion, that we are not seeing something where there is such a short
timeline for response that the wrong information is handed over to
the wrong consumer.

One can look at, for example, General Data Protection Regula-
tion (GDPR) to see how there have been some incidents where re-
cordings or other information, not financial, have been handed over
that way.

Mr. HUIZENGA. Great.

I yield back.

Chairman BARR. The gentleman’s time has expired.

The gentleman from Georgia, Mr. Scott, is recognized.

Mr. Scort. Thank you, Chairman Barr.

I really agree with you, Chairman, that our Nation is at a cross-
roads when it comes to financial privacy. Right now, our constitu-
ents’ banking information, their credit history, their transaction
records, and even how they pay their rent is up for grabs, for ex-
ploitation, wrongdoing, and even stealing. Without firm protections,
that data can be collected, brokered, and misused, often without
the consumer ever knowing.

That is precisely why the CFPB section 1033 rulemaking is a
step in the right direction. The CFPB 1033 rule has set up a frame-
work that empowers Americans to take more control of their own
financial data safely, securely, and on their own terms. It prohibits
data brokers from monetizing data without consent, fintech appli-
cations to be transparent and non-manipulative, and financial in-
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stitutions to provide data access in a secure, machine-readable for-
mat.

Here is the problem: These protections, this progress on behalf
of our consumers are now under a great threat, for we are watch-
ing a dangerous rollback taking shape at the CFPB under the
Trump Presidency.

President Trump is appointing people who have spent their
whole careers defending data brokers, avoiding regulatory compli-
ance, weakening the CFPB’s enforcement capacity, and threatening
CFPPB’s funding and undercutting the CFPB’s rulemaking.

Now, Ms. Strickland, the Trump CFPB has argued that rule im-
poses a burden on data aggregators and fintech companies. Let me
ask you, is it not the CFPB’s job to protect the consumers and not
the business models of companies that profit from opaque or preda-
tory data practices?

Ms. STRICKLAND. Thank you for your question.

Yes, I think one thing that was valuable about the 1033 rule is
that it did place obligations on the companies receiving data and,
in fact, imposed sort of modern principles around what those pri-
vacy rules should be.

To the prior question asked about what are some of those activi-
ties that policymakers should look at? There is a developing area
called individual rights, which Jennifer alluded to, which is, do I
have the right to access, delete, and transport my data? How do I
understand the data that belongs to me is about me, and do I have
rights with regard to that?

Also, another very useful feature we see in some developing bills
is around privacy impact assessments and risk-based assessments,
which are extremely familiar to the financial sector, to a lot of risk
analysis. So, those sorts of precepts really lend themselves to how
we think about privacy.

I do think that is a value in open banking, which is, the data re-
cipients are going to have a lot of information now about these con-
sumers and perhaps even will move money on their behalf. So, it
is very important that they actually have rules that apply to them
as well and if you do not have open banking rules, you do not have
that ability to really put those controls in place.

Mr. ScorT. Now, many of my friends on the Republican side
have talked about rescinding the rule. Tell me, will not rescinding
the rule make it easier for bad actors to exploit our consumers?

Ms. STRICKLAND. I do think that the proposed rule really did ad-
dress some issues between data-sharing amongst the parties. There
were some good features for data providers, definitely some good
controls over data recipients that really should be included in any
future rulemaking activity around this. I think they were very im-
portant points.

Mr. ScotrT. Thank you, Ms. Strickland.

Chairman BARR. The gentleman yields back.

The gentleman from Texas, Mr. Williams, is now recognized.

Mr. WIiLLIAMS of Texas. Thank you, Mr. Chair. Thank you all for
being here today.

Community banks have earned the trust of their customers by
safeguarding their sensitive financial data because they have long-
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standing relationships with their customers and handle personal
information with diligence and care.

Now, we need to ensure that any updates to data privacy main-
tain flexibility for smaller banks. These smaller institutions strug-
gle with mandates that force them to divert resources from lending
in their communities and into legal compliance.

Ms. Huddleston, could you elaborate on ways to modernize the
GLBA that preserves flexibility for smaller banks?

Ms. HUDDLESTON. I think it is important that we look at this on
a Federal level as opposed to the State-by-State patchwork that is
often emerging.

Additionally, we need to consider not only the way data may be
being used these days by smaller entities but also the ways it may
be used in the future. We already see tools like artificial intel-
ligence (AI) being deployed in the fraud alert system and things
like that. We certainly would not want to see regulation or changes
that may make it more difficult to deploy these tools in the future.

I think when we are talking about concerns about private right
of action that is particularly relevant to smaller players, smaller
players who could find, even if they win a lawsuit, that it is still
potentially business-crippling or even business-ending and so are
less able to absorb the cost of that litigation than a larger player,
even though larger players also have significant financial regu-
latory compliance burdens.

Mr. WILLIAMS of Texas. Thank you for that.

One of the most promising developments in financial services
over the past decade has been the growing collaboration between
banks and fintech companies. These partnerships allow smaller in-
stitutions to offer cutting-edge digital tools for underserved cus-
tomers and compete with the largest national banks.

Now, much of this innovation relies on responsible data-sharing
arrangements where consumers can securely grant access to their
financial information and improve their banking services.

Mr. Talbott, how do data-sharing arrangements between banks
and fintechs improve competition in the marketplace? How can we
protect that collaboration while still maintaining strong privacy
protections?

Mr. TALBOTT. Sure. Thank you for your question.

I would just note that Texas has a number of provisions in its
privacy law which are examples for the rest of the country. They
have carve-outs for small businesses as well as rights of cure,
which are good examples.

In terms of data-sharing between banks and fintechs, most of
this interaction, if not all, is already covered by Gramm-Leach-Bli-
ley, both the privacy as well as the security provisions. If it is not,
it is covered by a private contract, bespoke contract, between the
two entities.

So there is sufficient coverage there both for privacy as well as
data security. We feel those existing laws and existing contracts
will help keep the data safe and secure.

Mr. WiLLIAMS of Texas. The people I represent in Texas, like
many rural communities across the country, a lot of local lenders
and community financial institutions with access to credit, mort-
gages, and basic financial services, and as we consider new data
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privacy rules, we have to be careful not to cutoff these vital life-
lines. If regulations are too complex or restrictive, small banks and
crec%it unions may scale back services or exit certain markets en-
tirely.

Mr. Morris, this question is to you. How can we make sure that
the privacy regulations do not unintentionally limit consumer ac-
cess to financial products, and particularly for those in rural areas
like I represent in Texas?

Mr. MoORRIS. Thank you for the question. I think one area where
a Federal privacy framework could focus to preserve that access is
by preserving the current opt-out framework that is present in the
Gramm-Leach-Bliley Act that facilitates a lot of joint marketing ac-
tivities, which allows community financial institutions, small credit
unions, small community banks to partner with fintechs and others
to promote the availability of their services in banking deserts and
other places where there may be limited access to affordable prod-
ucts.

Having an opt-out framework for sharing information is an intel-
ligent way that the GLBA has balanced those concerns. Whereas
the more onerous opt-in framework could curtail that and limit ac-
cess to services in those communities.

Mr. WIiLLIAMS of Texas. Thank you, Mr. Chair, and I yield my
time back.

Chairman BARR. The gentleman yields.

The gentleman from California, Mr. Sherman, is now recognized.

Mr. SHERMAN. When I saw the title of this hearing, I thought I
would spend my full 5 minutes talking about Elon Musk, looking
at all the Social Security data of millions and millions of Ameri-
cans, but I think I am going to focus on things within the jurisdic-
tion of our committee.

The CFPB plays a critical role with data privacy. The decision
of the Trump Administration to destroy, dismantle, abolish the
CFPB means that not only will Americans not be protected from
rip-offs, not only will they not get the information they need to
make intelligent decisions and financial matters, but we will talk
grandly about their privacy, but there will not be an agency there
to ensure that their private data is kept private.

One of the issues that arises is one we have seen for a long time,
and that is what happens if there is hacking. We have seen this
issue with regard to giant retailers having information, getting
hacked, and then turning to the banks and saying, “You have to
pay all the costs of dealing with consumers on this issue.” It has
been well-established in tort law theory for well over 100 years
that the liability of the cost of an accident should be put on the
party who could have invested to prevent that accident.

Whenever a fintech company is the entity that gets hacked, they
are the ones that should bear the cost of the consumer repair. The
1033 rule asks fintech companies that want to access to banks’
data to comply with the same Gramm-Leach-Bliley financial data
protection requirements the bank must comply with, but there is
no specific enforcement mechanism for this rule.

The rule also did not ban screen scalping, a practice by which
third-party stores your user, your password, then logs into your
bank account and collects, maybe sells your financial data.
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Mr. Morris, what amendments or guidance, like perhaps banning
screen scalping, and having the CFPB regulate fintech companies
that store financial data, what should we consider to the personal
financial data rights rule to ensure that we are safeguarding this
data for consumers?

Mr. MORRIS. Thank you for the question. I think with respect to
ways to better protect data and address the concerns that you men-
tioned, in the context of 1033, it would be prudent for the CFPB
to consider a way of allocating liability in the event that data is
mishandled by downstream third-party entities, using that infor-
mation, collecting it from data provider credit unions. The absence
of that means that credit unions and other data provider financial
institutions and their members only have a course in the courts.
So, addressing that in the regulation could be a helpful way to
meet the rule.

Mr. SHERMAN. Now, under the CFPB Rule 1031, financial insti-
tutions currently cannot charge a fee for third-party fintech compa-
nies to access the bank’s data through their API application pro-
gramming interface developer portals.

Mr. Morris, is it costly to develop and maintain these API portals
and should we consider at least allowing the smaller institutions
to charge a fee to fintech companies to access the data through
these relatively expensive portals?

Mr. MoRrRris. Thank you for the question. I believe that it is abso-
lutely correct that it is costly to develop and maintain APIs. One
of our concerns, again, with the CFPB’s rule implementing 1033
was the significant cost that is shouldered primarily by data pro-
viders to essentially subsidize API access and development. So, we
would like the CFPB to reconsider that aspect of the rule to better
balance the cost to our credit unions.

Mr. SHERMAN. I am going to try to squeeze in one more question.
Mr. Morris, what protections, like perhaps, banning screen scalping
across the board should we consider adding so that small institu-
tions are protected? Even if they are exempt from the rule, what
effect on small credit unions and the small banks could there be
if there is a massive financial data breach of a third party poten-
tially exposing financial institutions to liability and drying up all
its members depository accounts?

Mr. MoRRIis. We are certainly supportive of moving away from
screen scraping, which is a less secure way of sharing information.
As far as tightening up rules that are designed to prevent data
breaches and minimizing their consequences, I think one area in
1033 the CFPB explored, which is sharing information necessary to
initiate a payment, that is very sensitive information, which if it
is shared with a third party it could lead to fraud.

Chairman BARR. All right. The gentleman’s time is expired and
the gentleman from Georgia, Mr. Loudermilk, is now recognized.

Mr. LOUDERMILK. Thank you, Mr. Chairman. Thank you all for
being here. Very important subject. I have 30 years in public and
private sectors with dealing with intelligence, data security, and
protecting information. Eight years Active-Duty military in the in-
telligence community, protecting our Nation’s secret, 2 years with
the Defense contractor, and 20 years with my own business.
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Privacy and security are very important to me and the number
one key to protecting data was a rule that we lived by in those 30
years is, you only have to protect what you have. Meaning, if you
do not absolutely need something, do not keep it.

While the GLBA focused on the private sector, the elephant in
the room is not Elon Musk. It is the massive amount of data the
government has that he had access to. No one on the other side of
the aisle wants to address that this entity, this 800-pound gorilla
called the Federal Government, is the largest security risk of per-
sonal privacy information.

Now, what we are discussing here is very important, but when
we bring up legislation that actually would restrict the amount of
data, like updating the Bank Secrecy Act and currency transaction
reports to make them reflective of where they should be due to in-
flation, we do not hear anything from the other side, but they are
always anxious to deal with the privacy data when it comes to the
private sector. That is important. I am not demeaning it.

We do have to understand that our Nation collects and forces the
private sector to turn over massive amounts of personal privacy in-
formation and financial information to the government, which is
the weakest link in our cybersecurity protection.

With that, Mr. Talbott, dealing with GLBA, what rights do con-
sumers currently have regarding their personal data under the
Gramm-Leach-Bliley Act? Yes, Mr. Talbott. I am sorry.

Mr. TALBOTT. Yes, no problem. I appreciate the question, Mr.
Loudermilk, as well as your representation of the State of Georgia
where 70 percent of all credit card and debit card transactions run
through your State.

The rights under GLBA for consumers that exist now is they
have a right to correct and a right to talk about earlier somewhat
access the information, like to delete the information. These are
important rights for consumers. There are disclosure notices that
are required depending on where you sit in the system and so,
these are all important rights that they have. They have the ability
to opt out of target marketing, and that is an important right as
well.

Mr. LOUDERMILK. That is one thing in this new era because we
often fail to keep up with technology, which allows for some inno-
vation, but also, is defining what is consumer data versus privacy
data versus company data, that type of thing.

In what ways do financial institutions share consumer data with
affiliated and nonaffiliated third parties?

Mr. TALBOTT. The first and foremost example is with any trans-
action. Let us say a credit card transaction, there are at least
three, sometimes four parties involved. There is the issuing bank,
the requiring bank processors, there are networks and that data
under GLBA is allowed to be shared for purposes of processing that
transaction. As you well know from the credit card space, that is
necessary to allow that transaction to move in 1.2 seconds when
you are standing in the checkout line.

Mr. LoUuDERMILK. How do fintech companies access consumer
data to deliver financial products and services and what role does
consumer consent play in the process?
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Mr. TALBOTT. Sure. Right now the concept of open banking or
consumer-directed banking is happening in the marketplace and
fintechs will enter into bespoke contracts with banks to allow their
shared customers to share the data between the two. That is gov-
erned by a private contract at this point, pending the 1033 rules
that may come up at some point.

Mr. LoUuDERMILK. Okay. Thank you. Mr. Morris, what are three
key features that credit unions believe should be included in any
new data security regime?

Mr. MoRris. Thank you. I think the first and most important is
an entity level exemption that recognizes existing compliance with
the Gramm-Leach-Bliley Act as well as other laws like Fair Credit
Reporting Act, the Right to Financial Privacy Act, and others. The
other thing we would like to see is preservation of the opt-out
framework and a limitation on private rights of action which could
hinder innovation and create enormous litigation risks for small
credit unions and other institutions.

Mr. LOUDERMILK. Okay. Thank you. Mr. Chairman, I will yield
back my time.

Chairman BARR. The gentleman yields back. The gentleman from
California, Mr. Vargas, is recognized.

Mr. VARGAS. Thank you very much, Mr. Chair. First of all, I
want to thank you and the Ranking Member for convening this
}ﬁearing, and of course I want to thank the witnesses for being

ere.

I do want to point out that I was abandoned by Mrs. Beatty who
normally sits here next to me. Today, she decided not to, and I
think that should be pointed out. I feel hurt.

Secondly, I do want to say this, that I actually agreed with half
of what my good friend from Georgia said. I actually do think the
government has way too much information. It absolutely does, and
it does not protect it as well. In fact, I am a little worried today
when you go through the airport now, they get all sorts of biomet-
ric information about you. I do not know how they use that either.
I think we should be concerned about that, and I do not think that
the government does protect the wealth.

I do not agree with Elon Musk. I do think that, in fact, it was
very dangerous to have him running around with these young kids
doing things that we do not even know what the hell they were
doing. I am not sure that they knew either.

All that being said, the CFPB has a job of making sure con-
sumers are getting straight deals and making one of the ways it
is done—and one of the ways it is done is by making sure con-
sumers are getting a fair deal when it comes to control of their own
data. When consumers are not in control of their own data, finan-
cial institutions have to compete on their merits for the people’s
business and more competition is better, I think, for everyone.

That is what Dodd-Frank Section 1033 is all about. While Sec-
tion 1033 goes back to the Dodd-Frank Act, the CFPB’s finalized
rule ensured consumers could be in control of their personal finan-
cial data and could be more easily transferred to another provider.

From the Gramm-Leach-Bliley Act dealing with financial infor-
mation to the Fair Credit Reporting Act dealing with credit infor-
mation, Congress has continued to adapt privacy protection laws to
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an evolving economy. We also have to make sure that we continue
to adapt those protections, security of data as a top of mind, espe-
cially in the financial sector, and especially in the era as I said ear-
lier of DOGE being given access to sensitive data information.

I was proud to join a letter this week led by the ranking member
as he stated urging the CFPB not to vacate and throw out the
years of progress we have made on finalizing Section 1033 rule.

Ms. Strickland, when CFPB finalized the Section 1033 rule in
October 2014, former Chairman McHenry stated that the CFPB’s
final rule 1033 is a promising step forward to protect Americans’
financial data privacy. Consumers should know where their data is
going, how it is used, and be able to terminate—and to terminate
collection of their data by certain firms.

Director Chopra also listened to some of our concerns regarding
unreasonable restrictions on secondary use of data. Why do you be-
lieve there was bipartisan support for this rule at that time?

Ms. STRICKLAND. I am sorry, the question is there were?

Mr. VARGAS. Why do you think we did come together and there
was bipartisan support?

Ms. STRICKLAND. I think there was. You saw that from the com-
ment letters as well. It ranged across all the industry sectors as
well as the consumer groups. Again, delving very deeply into every
aspect of the rule.

I do think a contributing factor was with all the great work that
was done to get to the proposed rule—and there was enormous
amount of work done, including the small business review panels—
and again, digging deeply into how do the parties work together,
what are the right obligations? What are the right privacy prac-
tices? Right security practices—what products are we covering?
How do we think about small entities? A lot of work went into all
those aspects.

I do think in the final rule, there were a few items that were not
addressed ideally and that creates——

Mr. VARGAS. For example.

Ms. STRICKLAND. So—and, again, in the written testimony, I go
through several of them. In my view, the main ones were—and you
mentioned them? One is the secondary uses of information. They
did not allow those—even consumers to agree to them and that is
what open banking is all about. It made for a very awkward sort
of consumer experience.

It also did not really allow the use of the identified data, which
is a common practice, not only in the financial sector, but in every
sector. It is a great privacy and security practice, too, because you
made it nonidentifiable and controlled for re-identification.

It did not thoroughly look at the questions raised about increased
fraud or liability. There was some information given about what
that could look like. Could there be better monitoring done? Some
shifts looked at in terms of liability.

Mr. VARrRGAS. Okay. I do want to stop you there because, again,
I think that there are some things that we could do a better job
at. I have to say this: It is interesting because this issue came up
in California, many, many, years ago back in 2001, when I was the
Chairman of the Insurance Committee. At that time we would have
had screaming matches here. We do not have that anymore, be-
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cause I think we have come a long way, and I do want to praise
everyone that has worked on this issue. Thank you. Thank you,
Mr. Chair.

Chairman BARR. The gentleman yields back. The gentleman from
Tennessee, Mr. Rose, is recognized.

Mr. Rose. Thank you, Chairman Barr, and also thank you,
Ranking Member Foster, for holding this important hearing. Thank
you to our witnesses for your time today and being part of this
hearing.

Mr. Talbott, in your testimony, you highlight that two dozen
States have enacted different data privacy laws. Can you discuss
the challenges that members of the Electronic Transactions Asso-
ciation face when it comes to navigating such a large number of po-
tentially inconsistent State laws?

Mr. TALBOTT. Sure. Thank you for the question. The biggest one
is what data is covered. Many States provide either provide an en-
tity level exemption, meaning that the bank or the credit union is
exempt from that State’s privacy law because they are covered
under the GLBA. Some States only have a data-level exemption,
which means the entity is covered, but certain data, the GLBA
data is not covered by that State’s privacy law but the State’s pri-
vacy law definition of what is covered is broader. At that point, and
most particularly, California is the lead example. Oregon is similar
as well. Business-to-business (B2B) data is exempt under GLBA
but is not exempt under California law.

So, any entity that may be GLBA compliant still has to map out
all of its data and all of the uses for the business side to ensure
that it is in compliance with the California State law—the Cali-
fornia State privacy laws.

There is a perfect example of how different States with different
definitions can create issues. That creates a lot of problems and
challenges.

Mr. ROSE. Sure. Can you—and it may be beyond what you just
gave as an example, are there examples where—that you can pro-
vide where State data privacy laws are in conflict at such a level
that it is impossible to comply with those inconsistencies?

Mr. TALBOTT. I do not know if I would say impossible necessarily
but definitely creates some conflicts. I have a list in my written tes-
timony, and the biggest example is with California. Where I just
talked about where B2B is covered under the California privacy
law, but it is not covered at the Federal law. That is the biggest
challenge. Others relate to timing, the nature of the disclosures,
what data can be excluded or not, what opt-out rights the con-
sumer has. Maryland has a very stringent opt-out on what can and
cannot be covered or cannot be shared. Those are just some exam-
ples where the challenges——

Mr. ROSE. So not really—I do not think I am hearing of examples
where you—what you do in one State would actually be a violation
if you did it in another State. Is that fair to say?

Mr. TALBOTT. That is correct. It is fair, yes, sir. It is on the im-
plementation side.

Mr. ROSE. I guess that is good news. Obviously, we need to avoid
that.
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Mr. Morris, in your testimony, you touch on the fact that the
credit unions, like many financial institutions, have long prioritized
investments in data security to ensure that their members or cus-
tomers’ privacy is protected. I think it would be helpful if you could
expand on just how much credit unions have already invested in
data security.

Mr. MoRRIs. Thank you for the question. I am happy to share
more statistical information perhaps after, but I can say that we
have run surveys in the past and consistently year after year after
year reflecting enormous cost of data breaches and the risk of
fraud. Credit unions are prioritizing investments in cybersecurity
and data security. Those things are part of the Gramm-Leah-Bliley
Act, which mandates that the National Credit Union Administra-
tion, other financial regulators, and other regulators of financial in-
stitutions implement technical safeguards to ensure that those in-
stitutions are adopting appropriate data security practices. That
drives a lot of cost, but it is important for keeping trust.

Mr. RoOsSE. Very good. Mr. Talbott, back to you. Would you like
to discuss the significant investments that the Electronic Trans-
actions Association members have already made in data security?

Mr. TALBOTT. I think the number would be in the billions. We
spend equal amounts on developing and deploying new products
and services to make payments easier, faster, more secure. We also
spend similar amounts to fight and protect fraud to protect both
consumers, merchants, as well as the economy. The number is eas-
ily in the billions of dollars.

Mr. ROSE. In light of some of the discussion we have had about
the role of employees of institutions in safeguarding data—and I
might open this up, but I will start with you, Mr. Talbott, any—
and we do not have much time—but any criteria in any of the law
as to the credentialing or qualifications of employees of organiza-
tions that are charged with protecting consumer data that you
would like to speak to or take note of?

Mr. TALBOTT. Yes, sir. I appreciate the question. The Federal
Trade Commission (FTC) safeguard rules as well as good business
practice require companies to develop a robust system internally
for security purposes, and that includes addressing which of their
employees have access to it, how to cutoff that access, passwords,
et cetera. I mean, all the usual security protocols that you would
think would go into protecting data as well as payments.

Mr. Rosk. Thank you. My time has expired. I yield back. I would
appreciate insight from the rest of the panel about that question
of credentialing of employees that deal with consumer information.
Thank you. I yield back, Mr. Chairman.

Chairman BARR. The gentleman yields. The gentleman from Illi-
nois, Mr. Casten, is recognized

Mr. CASTEN. Thank you, Mr. Chair. Last year the CFPB finalized
their open banking rule that would have given consumers greater
access and control over their financial data, including making it
easier for consumers to move their financial data from institutions.

Ms. Strickland, can you just talk about how that rule would in-
crease competition and make our markets more efficient?

Ms. STRICKLAND. Yes, so on that actually—and thank you for the
question—has been a key driver of open banking initiatives in the
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United States as well as in other jurisdictions which is how do you
make all the players compete for the consumer’s business, both in
terms of good price, but also in terms of product offerings? Really
encouraging new technology and new business models to say, Hey,
I have a brand-new idea. How do I do this but recognizing they are
not always regulated in the same way as banks are, which is deep
and thorough.

So, open banking really does enable these different companies to
work together and to put both a framework around how the data
exchanges occur, but also, as I mentioned, put some rules on the
data recipient who are not regulated in the same way. The open
banking rule created to the prior question on this roll around what
you collect, what you can use it for, how long you can retain it,
which are really important safeguards

Mr. CASTEN. To that point, we had, a couple years ago on this
committee, we had a discussion with former Director Chopra about
how Facebook had no obligation to ensure that in hoovering up
your data, they were not essentially violating the Fair Lending Act
by only promoting certain credit card products to one individual or
another.

Would the open banking rule have fixed some of those gaps so
that third parties like Facebook are not using your data to target
you in ways that may be, if not illegal, certainly unethical?

Ms. STRICKLAND. Yes, I think that is right. I mean, presently for
large companies, if they are not regulated by sectorial law, they are
under general FTC jurisdiction which is unfair and deceptive; so,
their privacy policy is accurate. They can proceed as well as the
State laws that exist.

I do think an open banking benefit was to create modern privacy
rules for the recipients of this data which are very important be-
cause they are getting sensitive financial information and some-
times the ability to move money. So, having that bar and those re-
quirements on data recipients was a real value to the rule.

Mr. CASTEN. Just as an aside, I consistently struggle with the
fact that my extreme libertarian colleagues are petrified of the gov-
ernment getting your data but seem to have no problem if a private
company gets your data and monetizes it and refuses to let you see
what they have. Rand is pissed is all I have to say about that.

You mentioned the FTC. This matters, of course, because last
week the Trump Administration’s CFPB filed a motion to vacate
that rulemaking, which is going to open up this gap. A lot of these
data privacy rules, as you mentioned under Gramm-Leach-Bliley,
CFPB has some jurisdiction, the FTC has jurisdiction, our bal-
ancing regulators have jurisdiction.

I guess I will turn to you, Ms. Kuehn. Given your past role at
the FTC, if the CFPB cannot fulfill their roles to protect data pri-
vacy and were left with whoever remains standing, what are the
gaps that emerge in our ability under current law to protect the
people we represent and their data privacy?

Ms. KUEHN. One of the benefits that the Federal Trade Commis-
sion has is a broad rule related to unfair deceptive action practices.
There was some discussion about retailers getting data and what
happens if there is a breach at a retailer. The FTC has brought a
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number of cases involving data security, many, many, years ago,
just under its general Section 5 authority where it has found a gap.

So, one of the benefits of the Federal Trade Commission’s juris-
diction is that it does have this sort of flexible oversight and ability
to bring cases where it sees developing threats emerging.

Mr. CASTEN. So, I guess the concern—maybe I will turn back to
you, Ms. Strickland—in theory, I agree with you. In practice, we
have an entire industry saying I want complete absolution of any
liability from any of my Al models. In fact, all of our Republican
colleagues just voted last week to pass a piece of legislation that
says, there shall be no liability for anybody using the Al model.

So I steal your data, I put it into the system, I violate the decep-
tive practices, but you are totally absolved because I did not do it.
The AI optimized an algorithm to solve this, and how was I to
know? All I did was just not comply—did not say that Al would
comply.

So I guess, Ms. Strickland—there may not be enough time—but
I would welcome your thoughts on how we might regulate AI. In
this world, where the CFPB is broken, data privacy still matters,
what should we be doing to close this barn door, especially in light
of this big ugly bill that we passed out of the House last week if
the Senate goes along with that?

Chairman BARR. The gentleman’s time has expired. The wit-
nesses can answer for the record. The gentleman from South Caro-
lina, Mr. Timmons, is now recognized.

Mr. TiMmMONS. Thank you, Mr. Chairman, and thank you to the
witnesses for joining us this morning. I often hear from constituent
companies about the challenges posed by the complex State-by-
State patchwork of data privacy laws, which makes compliance
across jurisdictions burdensome and undermines consistent con-
sumer protection. Many States vary restrictions and laws based on
the side of the company. This is understandable until you realize
that many States have vastly different thresholds based on the in-
stitutions in common handling of consumer data.

This issue is compounded by the fact that the Gramm-Leach-Bli-
ley Act serves only as a Federal floor for consumer financial data
privacy, allowing States to impose more or less stringent require-
ments.

For instance, California mandates opt-in consent for sharing con-
sumer data with nonaffiliate third parties, going beyond the
GLBA’s opt-out standard. While other States, such as Alabama,
align more closely with the Federal baseline and impose fewer ad-
ditional obligations.

This uneven regulatory landscape complicates compliance efforts
and creates uncertainty for institutions operating nationwide.

Ms. Kuehn, what challenges do California’s law in similar State
regulations create for consumer access to financial services within
those States and how do they affect financial institutions seeking
to enter or operate in those markets?

Ms. KUuEHN. The former preemption that GLBA has, which basi-
cally keeps States from going below the standards does allow
States to set different standards above that. To date, until these
more recent privacy laws, States have not really ventured into that
very far. The problem is that as the States are looking at these pri-
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vacy issues, and they want to set different or varying standards,
that is going to make compliance very difficult, particularly for fi-
nancial institutions who operate throughout the United States.

So, I am going to have to have an investment in State-by-State
rules and compliance and controls that is going to take away from
my ability to provide other products and services to consumers. The
patchwork is of great concern. If this committee were to relook at
GLBA, I think revisiting the form of preemption that exists in law
will be very important in order to preserve this sort of uniform ap-
proach that financial institutions take across the country.

Mr. TIMMONS. Is it fair to say that larger financial institutions
comply with the patchwork framework more easily than smaller?

Ms. KUEHN. They have more money to invest in compliance. I
mean, let us face it, the smaller guys, particularly in a competition
area, have a tougher time because they have to build the kind of
processes and services and have the personnel to deal with con-
sumer inquiries, for example, you name it. It is the big investment
for the clients that I work on. It is often a hardship.

Mr. TIMMONS. It really stifles entrepreneurship because startups
are unable to comply, and it really creates a major, and we need
to address it.

Mr. Talbott, what problems do these regulations create for inno-
vative institutions trying to deliver a seamless experience for con-
sumers, especially when offering products and services if those con-
sumers have actively requested?

Mr. TALBOTT. Thank you for the question. We will deliver the
products and services as the market demands, but the challenge
will be in compliance with the various State laws. You have disclo-
sures, you got opt-ins, you have opt-outs. All of those will slow
down the process of getting customers on-boarded in the first in-
stance.

Once they are on-boarded, once that has been addressed, then
the products will be delivered quickly, accurately, seamlessly. The
challenge would be in the compliance side we are doing.

Mr. TiMMONS. Thank you for that. How do these frictions hinder
new market participants, such as fintechs, to compete with larger
more established institutions?

Mr. TALBOTT. They too must comply with the privacy and data
security rules. There are cost, time, and expense associated with
compliance. In addition, they have to navigate all the different
States, depending on which States they operate in, as well as
GLBA, depending on where the State exemption is. That creates
enormous amounts of complexity, challenge, compliance costs.

Mr. TIMMONS. As we consider how to address this problem, I
think the general perspective is that Europe has gone too far, and
they have really restricted competitiveness. What would your rec-
ommendation be—obviously, California has a standard, and the
European standard is the most developed—how do we thread this
needle to accomplish the objective without being overly burden-
some?

Mr. TALBOTT. Two points: GDPR is the European version. They
actually have a good definition that many States borrow from. That
is positive. They also allow for a private right of action which cre-
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ates off the back end the number of legal issues and challenges and
complexities.

Initially, the number of these private rights of action can distort
or change or slowly case by case modify the law which creates more
challenges in terms of compliance versus having enforcement at the
Federal regulatory system.

Mr. TiMMONS. Thank you for that. It is past time for Congress
to act, and we need to preempt State law and create one standard
so we can compete in the global economy. With that, I yield back.
Thank you.

Chairman BARR. The gentleman yields. The gentlewoman from
Ohio, Mrs. Beatty, is recognized.

Mrs. BEATTY. Thank you, Mr. Chairman, and Ranking Member.

Ms. Strickland, I will start with you where Ranking Member
Foster ran out of time, and so, I will pick it up there. He was mak-
ing the point that one of the points outlined by the Bureau is that
Section 1033 only allows CFPB to write rule-granting consumers
access to their financial data, and it does not allow for sharing that
data with third parties.

Would consumers not be harmed most if they do not have the
ability to share their financial information with third party tools
and products to help them manage their financial well-being?
Could you elaborate on that?

Ms. STRICKLAND. Yes, I will be happy to. Yes, I do think if con-
sumers get access to their own information in a machine-readable
format, that is great. That is progress but the real benefit of open
banking is their ability to direct the sharing and transporting of
that data from a data provider to authorize third parties who have
been adequately vetted to make sure they have the right privacy
and security practices. If you do not enable that, I think it will
frustrate consumers because what they are going to keep it on,
their computer, and then they are to send a data recipients, and
they are going to update it. It seems unworkable.

I also think of a downside to that which might be an unintended
consequence, which I have touched on is that then the third parties
are no longer under an umbrella that requires them to have rules
about what they can and cannot do with that data once they re-
ceive it. They are not vendors of the data provider. What is it that
they can and cannot do with that data? The 1033 rule did put re-
strictions on what they can use it for, which is the purpose of the
transaction, right?

So, it did put some rules around, A, them being vetted and, B,
that they actually had some requirements of their own when they
received this data. Both of those aspects of the portability piece of
this were very important.

Mrs. BEATTY. Okay. Thank you so much for that. Mr. Morris, let
me go to you. First, let me thank you for your work with America’s
Credit Unions. As you may be aware, I have a bill the Advancing
the Mentor Protége Program for Small Financial Institutions Act,
which is actually noticed in today’s hearing. It would codify the
Treasury Department’s financial agent Mentor-Protégé Program to
encourage partnerships between large and small financial institu-
tions, including credit unions. Codifying this program would help
small and community financial institutions across the country in-
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crease their capacity, improve their relationship, lending business
modeling, and even become a financial agent to Treasury.

Can you briefly discuss how this bill will help credit unions bet-
ter serve their communities because I also look at it when we talk
about open banking and technology? It is supposed to be new ways
also to bring institutions together. I would like to hear your com-
ments on that.

Mr. MoRRIS. Thank you for the question. I think the Mentor
Protégé bill is one that aligns well with the cooperative nature of
the credit union industry, and we are certainly supportive of it and
ways to enable Minority Depository institutions (MDIs), small in-
stitutions to partner with their larger peers to learn best practices,
learn how to comply with complex rules and regulations. Today, we
have spoken about the costs of complying with a rigorous data pri-
vacy regime. It is certainly a mentor protégé arrangement that can
help facilitate learning among smaller institutions.

Mrs. BEATTY. Thank you for that. I think I have time for one
more question since I am down here on this row by myself that my
colleague took great pleasure, Mr. Chair, Ranking Member took
great pleasure in telling me that he was going to pull rank on me,
and now I see why.

Let me address it also to Mr. Fields, our Ranking Member, thank
you for letting me ask this last question. I will come back to you,
Ms. Strickland.

Tell me your comments or thoughts on in the time I have left.
What would happen if we abandoned Section 1033 which means
that all of the consumer protections imposed on those third parties
would also be rescinded?

Ms. STRICKLAND. Thank you for your question. As other wit-
nesses have mentioned, open banking does exist today and has
been a developing practice in the United States for a few years. It
would still continue, it just would not have the same framework
around it, around, how does that data sharing work? What are the
rules in terms of vetting these third parties? What are the obliga-
tions on the third parties?

It does phase out screen scraping. Yes, perhaps, it could have
done it more directly, but it did phase it out and say once compli-
ant data sharing APIs are employed, you cannot—screen scraping
can be prohibited, which is, I think, very important for both the
consumers’ benefit as well as website security.

Chairman BARR. The time has expired.

Mrs. BEATTY. My time is up.

Chairman BARR. The gentlewoman from California, Mrs. Kim, is
now recognized.

Mrs. KiMm. Thank you, Chairman Barr, Ranking Member, thank
you for hosting this hearing. I want to thank all our witnesses for
joining us today too. As you know, for too long, our Federal laws
have not evolved to keep up with the issue of data privacy. As a
result, we have seen States take action because we have failed to
lead at the Federal level.

In California, we have implemented legislation such as the Cali-
fornia Financial Information Privacy Act and the California Con-
sumer Privacy Act. While the intent of these bills has been good,
the unfortunate result is that the financial institutions have dual
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compliance obligations at the State and Federal levels. That, cou-
pled with patchwork State laws, has made it both costly and very
confusing for institutions as they have to comply with the jurisdic-
tions in which they operate.

I want to ask my first question to you, Mr. Talbott. Can you ex-
plain how in States like California, which I am sure you are very
familiar with the conflicting State privacy laws have created dam-
aging dual compliance?

Mr. TALBOTT. I am sorry, I missed your last part.

Mrs. KiM. Yes, the damaging—how do these conflicting privacy
laws have created damaging dual compliance?

Mr. TALBOTT. Sure. Thank you for the question. Thank you for
your leadership with the financial literacy and wealth creation cau-
cus as well as you and Mrs. Beatty. The challenge is in terms of
the costs of compliance, the complexity, because financial services
institutions are not exempt in California at the entity level, only
at the data level. Any data that they use is not GLBA-compliant
has to be mapped out and evaluated in terms of making sure they
are compliant with the California laws that you mentioned. That
is costly. That is time-consuming. Additionally, there are——

Mrs. KiM. Yes, can you talk about, like, the regulatory cost?
What are the companies looking at when they have to develop
these processes to meet those divergent State privacy laws?

Mr. TALBOTT. Sure, they have to assign personnel. They have to
assign lawyers. They have to hire regulatory counsel. Outside coun-
sel is usually hired. There are compliance experts that are brought
in. The whole team that has been developing system for the finan-
cial institutions at the Federal level also has to spend time, if not
create a separate team focused on California.

In addition, California changes their law frequently, and cur-
rently there is a current proposal to amend it. Now all of those
changes have to be discussed and analyzed and executed, and that
takes time and resources.

Mrs. KiM. Sure. Another issue I hear a lot about is the question
of opt-out versus opt-in as it relates to data privacy. Ms. Kuehn,
I want to ask you in the Gramm-Leach-Bliley Act can you explain
to us why there was an intentional decision to offer consumers the
ability to opt out rather than opt in?

Ms. KUEHN. Yes, so GLBA provides a requirement that financial
institutions have to clearly disclose to consumers exactly what hap-
pens with their data and where they have choices about that data.
They do that at the start of the relationship. If you are going to
share data that is subject to an opt-out, you have to tell the con-
sumer every year, hey, I am sharing your data, you can change
your mind about it. The reason it did that was because there are
a number of things companies do to share data the consumers sort
of expect. I might not want to opt out of my bank sharing my data
for certain purposes, but I might want to opt out, say, for a car
dealer using it. You have those choices on an entity-by-entity level
to do that.

Also, the privacy notices, I know people pick on them, but they
are the subject of a lot of research and development to make sure
that consumers can clearly understand in plain language exactly
what is happening with their data and what choices they have.



78

Mrs. KiM. I think consumers are rightfully concerned that they
have limited understanding about how their financial data is being
utilized. That is why I think it is important that we also address
the annual privacy notice that consumers receive.

Ms. Kuehn, can you talk about the annual privacy notice that a
consumer receives, and what kind of research does the agency or
agencies conduct to make notices more consumer-friendly?

Ms. KUEHN. Yes, the FTC and the bank regulators worked on the
current form of the privacy notice. I think one of the most recent
innovations is the understanding that the consumers do not nec-
essarily need to get a repeat annual notice if, number one, their fi-
nancial institution is not sharing it subject to an exception, mean-
ing that the purpose their financial institution is sharing data for
things like fraud prevention and to process their transactions.

Mrs. KiM. Can you quickly talk about when the last time the an-
nual policy model form that FTC posted was revisited or reformed?

Ms. KUeEHN. That was back when I was at the Federal Trade
Commission, which was about 15 years ago.

}ll\/Irs. Kim. Completely outdated. I think that explains the reason
why——

Mg MOORE [presiding]. Representative, the lady’s time has ex-
pired.

Mrs. KiM [continuing]. Okay. Thank you. Thanks for answering
that question.

Mr. MOORE. The gentleman from the great State of Louisiana,
Representative Fields is recognized.

Mr. FIELDS. Thank you, Mr. Chairman. Let me thank all the wit-
nesses for being here, and I thank you for this hearing. I just have
two very simple questions. The first question I want to ask Ms.
Strickland. Lower-income families often rely on free and low-cost,
third-party financial tools to plan their financial futures. When big
banks restrict these tools by blocking data portability, who gets
hurt? How does Section 1033 address this rule inequity?

Ms. STRICKLAND. Yes, thank you for your question. I do think
both predating 1033 and then under the 1033 rule, the goal was
to encourage consumer commission data sharing and doing it in a
responsible fashion so that data providers did not put up unneces-
sary hurdles to that data portability request. The third party had
rules as well in terms of privacy and security obligations because
they had that information and then not in the same regulated field
as the banks do. There were important steps made to think
through those issues to make sure responsible data transfers and
data portability occurred at the consumer’s direction.

As I mentioned, one of the things that many commenters re-
marked upon and is still unfinished business in the 1033 rule is
how are you making sure that other parts of people’s financial
health are also included so that they can have that full picture of
their financial wherewithal. One of the comments dealt with things
like if you would have government benefits, like EBT. There were
a lot of comments there about how does that community also able
to aggregate the information about themselves? These were items
that were considered to be like future rulemakings. I think they
are really important so that there really is that complete picture
that people can have a full understanding of their financial situa-
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tion, are able to direct the use of products and services that benefit
them, and that it is done in a way that treats the data providers,
data recipients fairly and ethically so that the data transfers are
well-managed. I do think it is an important step in terms of that
ecosystem as well as future products that should be addressed.

Mr. FieLDS. Thank you. My next question is for Mr. Morris. Sec-
tion 1033 rule had broad support precisely because it promotes
competition and empowers consumers. Credit unions compete on
service, not market power. How does maintaining the current sys-
tem where big banks can block data access harm credit unions’
competitive position in serving working families?

Mr. MoRrris. Thank you for the question. I think in terms of com-
petition, 1033 can offer benefits to credit unions in a general sense
that data portability is helpful for consumers to switch financial in-
stitutions. However, we do have concerns around the CFPB specific
implementation of Section 1033, the cost of API development, the
lack of a framework for allocating liability of a third party’s mis-
handled data, as well as concerns around the type of nonstatutorily
enumerated data elements that the CFPB will want to see shared,
like sensitive payment information.

So, while we think that the statute is good in the sense that it
provides a core principle of data portability, there is work to be
done, in our view, on refining the final rule.

Mr. FIELDS. I want to thank you, Mr. Chairman. I yield back.

Mr. MOORE. The gentleman yields back. The gentleman from
Wisconsin, Representative Fitzgerald, is recognized.

Mr. FiTZGERALD. Thank you, Chairman. Mr. Morris, from your
perspective, how does overlapping or inconsistent enforcement ap-
proach impacted your member credit unions’ ability to innovate
and serve their customers efficiently? What role should Congress
play in ensuring Federal regulators do not stifle credit union-led in-
novation that is already subject to any different State-level scru-
tiny?

Mr. Morris. Thank you for the question. I think there are areas
of inconsistency in terms of the patchwork of State privacy laws
just in terms of how different types of data are handled, whether
you are opt in, whether you are opt out, whether there is specific
regulation targeting a technology, like artificial intelligence. Cer-
tainly, those are areas where credit unions can leverage technology
to inlnovate, provide better fraud detection and prevention, for ex-
ample.

On the Federal regulatory side, I think some of the inconsistency
can arise simply due to the fact that these technologies are evolv-
ing at a very quick pace. It may be beneficial for there to be pilot
programs or other ways to test innovative products without nec-
essarily the fear of compliance driving those innovation decisions.

Mr. FITZGERALD. As a former State Senator, a lot of the work we
did at the State level, I now have a different perspective of. Finan-
cial institutions like credit unions are always subject to robust Fed-
eral privacy requirements, including the regular oversight and en-
forcement by the regulators. There is a growing concern adding a
Federal private right of action would trigger a wave of abuse of
class action lawsuits, right? We have seen this in Illinois. We saw
it in California with California Consumer Privacy Act (CCPA).
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So these suits, obviously, often result in huge settlements with
minimal benefit to consumers and kind of leave the small and mid-
sized institutions exposed to sue or settle.

How would introducing a private Federal, private right of action
for data privacy violations affect credit unions’ ability to just serve
their members, I guess?

Mr. MorRriS. Thank you. I think it would absolutely have a detri-
mental effect to include a private right of action and any com-
prehensive Federal privacy framework. Certainly, when you talk
about the individual private right of action that might arise across
however many States, that does have an impact across the board.
It influences decisions, again, around innovation, but it can also
just add to litigation costs and litigation risks. Those settlements
can add up and detract from the core mission of credit unions,
which is serving their communities with affordable products and
services.

So, to the extent that litigation drives compliance costs or litiga-
tion costs up, that is money that is coming out of the community.

Mr. FITZGERALD. While the State privacy law wholly exempt
banks and other institutions subject to Federal Gramm-Leach-Bli-
ley Act law, there are some others, such as California Consumer
Privacy Act, which I just mentioned, and a successor of the Cali-
fornia Privacy Act. This obviously means that financial institutions
will still implement programs to comply with the laws, even though
it only applies to just a limited kind of subset, I guess you would
say, of their data.

Ms, Kuehn, what is a level of effort for these compliance prod-
ucts?

Ms. KUEHN. I believe Mr. Talbott testified to this as well. You
have to sort of map all of the data that you have. You have to have
personnel involved with that. You have to have often bring out
third-party technology companies to help you assess and it figure
out which data is covered, which data is not. So, there is a compli-
ance investment for financial companies that operate in California
that may not exist elsewhere that have an entity-specific exemp-
tion, for example.

Mr. FITZGERALD. Chairman, I will just say that it is these kinds
of legal burdens that drive financial institutions, like the credit
unions and the banks, to kind of pursue the mergers in order to
better absorb the compliance costs. With that, I will yield back.

Mr. MOORE. The gentleman yields. The gentleman from Texas,
Representative Green, is recognized.

Mr. GREEN. Thank you, Mr. Chairman. I thank the Ranking
Member and the witnesses for appearing today. Mr. Chairman, I
would also like to thank the Chairman, Mr. Barr, for honoring his
commitment to bring H.R. 3716, as it is today, to the attention of
the Congress again. This was done at a previous hearing.

Mr. Barr, if you are somewhere within the sound of my voice, or
any place where you might find out, I am grateful. I am also grate-
ful to the staff for helping us with this legislation. Many times
when we say I, “I” is properly defined as “we.” The personal pro-
noun is rarely efficacious when it comes to passing legislation.

This legislation, H.R. 3716, deals with something that I hold
dear, and it is the belief that the public has a right to know what
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Congress needs to know. This legislation satiates both of these con-
cerns. I introduced this legislation—remember, “I” as “we”—the
Systemic Risk Authority Transparency Act on June 4, 2025. It was
first introduced on June 14, 2023, in the 118th Congress. The legis-
lation was developed following the failures of Silicon Valley Bank
and Signature Bank in 2023 when the The Federal Deposit Insur-
ance Corporation (FDIC) invoked the systemic risk exception to
guarantee uninsured deposits at those banks.

The key provisions of this piece of legislation would include with-
in 60 days of such an invocation of a systemic risk exception, the
Government Accountability Office will be required to produce a pre-
liminary post failure report. Within 90 days, the appropriate bank
regulator, including the FDIC, the Office of the Comptroller of the
Currency (OCC), and the Federal Reserve System (Fed)—or the
Fed will be required to issue a preliminary post-failure report.
Then, within 180 days, the Government Accountability Office
(GAO) and the bank regulators will be required to issue a com-
prehensive post-failure report.

This timeline provides an opportunity for us to get some initial
evidence of what happened, to get a better understanding, and then
get a comprehensive report. More appropriately said, these reports
will provide Congress and the public with an analysis to identify
the causes of the bank failures, including any management, super-
visory, or regulatory shortcomings. The committee passed similar
legislation by a 50-to-zero vote last year.

Again, I see this as necessary legislation. Congress needs to
know certain things, and these are the things that the public has
a right to know. When banks fail, I think people need to know why
and I think that they should know why without having to specu-
late.

I have found in life that where you have few facts, you have
much speculation. This will provide the facts so that we can avoid
speculation.

In closing, members of the panel today, this is a process that I
used when I was a litigator. It is called voir dire, or voir dire de-
pending on where you are from. We called it voir dire in Texas, and
it requires you to tell the truth. It is the truth-telling portion of a
trial.

So, this is a simple question for you. Given what I have shared
with you about this legislation, given what you know about bank-
ing failures, given what you know about the public right to know
what Congress needs to know, do you think this legislation would
be helpful? If you think so, kindly extend a hand into the air. Was
that question too complicated for you? Do you think the legislation
would be helpful?

Mr. TALBOTT. I think we would have to take a closer look at it.

Mr. GREEN. Okay.

Mr. TALBOTT. I am happy to get back to you

Mr. GREEN. I will ask all of you to take a closer look and give
me your opinions. Would you do this for me, please?

Mr. TALBOTT. Yes.

Mr. GREEN. Ms. Strickland?

Ms. STRICKLAND. Certainly.
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Mr. GREEN. Okay. Thank you. Thank you, Mr. Chairman, I
thank all of you for your participation today. I know that this is
without the lane that you normally negotiate and navigate and tra-
verse, but I hope that you will give it some thought and give me
an answer. Thank you so much. I yield back.

Mr. MOORE. The gentelman yields. The gentleman from Ohio,
Representative Davidson, is recognized.

Mr. DAvVIDSON. Thank you, Chairman. I am excited about this
important hearing. Privacy is one of the most abused portions of
the Bill of Rights. I mean, we have seen technology radically
change what is possible since Gramm-Leach-Bliley became law. It
is timely, relevant, probably a little past due that we update
GLBA. Frankly, not long after GLBA laid a great foundation, the
Patriot Act passed and massively expanded what the government
was doing, and frankly, what the government was directing other
people to do on its behalf.

Technology has grown rapidly over these 25 years, but especially
fast since the innovation of artificial intelligence. I hope that we
can kind of get the horse before the cart and not the other way
around.

Privacy is really foundational. Before we can really get a correct
framework for artificial intelligence, we really need to look at what
is happening to the underlying data because if we have artificial
intelligence laid out there, it only functions by having access to the
data. If that data in the private hands is not cared for in the prop-
er way, you are going to see it exponentially exploited by the tech-
nology that artificial intelligence is making possible.

I hope we get this right in short order.

Ms. Kuehn, your testimony highlights that GLBA’s broad defini-
tions of financial institutions in nonpublic personal information
cover a wide range of entities and data.

During the evolving financial landscape, including the rise of
fintechs, data aggregators, and whatnot, how would you rec-
ommend updating GLBA’s definitions?

Ms. KUEHN. At this time, in my experience, it has pretty much
covered anyone I have looked in the financial sphere. It is a large,
flexible definition. It also covers not only the entities who are fi-
nancial institutions themselves, but also entities that receive infor-
mation under the Gramm-Leach-Bliley. There are restrictions on
their ability to reuse or re-disclose the data they get.

It was surprisingly forward-looking and thinking about all the
ways in which financial institutions and the endless financial in-
dus(‘iry are intertwined. It covers a lot of those uses that exist al-
ready.

Mr. DAVIDSON. A lot of times we do regulation here in Congress
is because we have committees of jurisdiction, so we do not really
holistically solve problems. When you look at GLBA, it kind of says
that we have one set of privacy laws for financial firms but then
if you run a website or put automation into cars that really does
quite a lot of surveillance in your automobile, it is governed by a
whole different set of laws. Does it make more sense to have a com-
prehensive privacy law that recognizes that individuals have a
property right in their data versus a sector-based approach? Does
anyone have thoughts on that?
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Mr. TALBOTT. Happy to, real quickly. Yes. I appreciate the—I
think given the unique nature of financial services and the fact
that we have both your account numbers as well as your money
and your information, that it is unique versus other industries, but
I think the rest of the marketplace could benefit from a uniform
national standard.

Mr. DAVIDSON. Thanks.

Mr. Morris?

Mr. Morris. I would agree that a sectorial approach is appro-
priate for the financial sector, just because we are already subject
to so many laws and regulations. I think, to your point about other
sectors maybe not having the same rules of the road. I think a com-
prehensive Federal privacy framework should address that.

Mr. DAVIDSON. Yes. Here is an example. Google paid a small—
for the scale of the size of the entity—fine because they set up the
Android operating system, and they said that you could select “do
not track,” for your geolocation, in theory, would not be tracked.
When they were caught tracking everyone’s geolocation, they said,
Oh, no. What we meant was you could select do not track. We, of
course, are going to track you.

That was pretty dishonest. I mean, that would not be just simple
negligence, not really gross negligence. That was willful mis-
conduct. They should have gotten in trouble for that.

Right now, because the FTC or Federal Communications Com-
mission (FCC) would regulate a product like that, they put terms
and conditions down in the fine print, five-point fonts with pop-ups
that hit you until you relentlessly click okay, fine. I just want to
get on with what I am trying to do, and there is not really much
accountability for it.

Financial firms, I would love to say, are totally different, but
Wells Fargo did not accidentally do what they did with consumer
data and set up false accounts and everything. They paid over $4
billion in fines, but no one was prosecuted. In other sectors, when
you abuse the access to data or you commit fraud, people go to jail.
I think we ought to consider much stronger privacy protections,
and I hope we do.

I yield back.

Mr. MOORE. The gentleman yields.

T}ae gentleman from Nebraska, Representative Flood, is recog-
nized.

Mr. FLoOD. Thank you, Mr. Chairman.

The topic of today’s hearing is extremely important. Data-sharing
is at the center of financial interactions and transactions. In many
cases, a consumer’s data has to be shared between many parties in
order to even fulfill a transaction. Let us use the example of a con-
sumer applying for a mortgage to demonstrate the point.

The consumer initially applies for their mortgage with their lend-
er. They need to provide documentation verifying their income,
their assets, their liabilities, their employment, among other
things, in order for that application to be complete. At that point,
the lender uses those pieces of information from the consumer’s ap-
plication to determine whether or not to approve the mortgage.

They have to go to the credit bureaus to get the consumer’s cred-
it report. The consumer’s credit score needs to be polled, involving
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the credit scoring companies. They may go to another bank to
verify information regarding the borrower’s assets. They may go di-
rectly to the consumer’s employer to verify their employment. Then
an underwriting decision needs to be made. Sometimes the lender
will work with an outside underwriter who would also need to ac-
cess all of the same information that we discussed in order to even
confirm their credit risk and compliance with local relevant loan
programs.

After all of those steps are complete, and many more I did not
name for the sake of time, it is possible for the lender to make an
informed decision on whether or not to approve the mortgage.

Think about all the different third parties I just mentioned that
were involved in completing just one act for the consumer, filing a
mortgage application. We live in a world today that is far more
complex than it was 10, 20, 30 years ago, and we have relation-
ships between financial institutions and third parties today that
did not exist when the Gramm-Leach-Bliley was written. That, in
a nutshell, is why we are having this conversation today. When you
layer on the fact that some States are now moving in competing
directions as it relates to rules around sharing and protecting your
consumer financial data, you have even more complexity to the un-
derlying problem.

Mr. Talbott, in your testimony, you mentioned some examples of
conflicting State privacy laws. Can you please describe an example
of conflicting State law on data privacy that you feel really rep-
resents the broader problem that I just talked about?

Mr. TALBOTT. Yes. I think that California, unfortunately again,
is probably the lead example where it has both private right of ac-
tion which do not exist in any other State, as well as it does not
exempt GLB entities—does not exempt the—does not exempt the
entity. It exempts the data. In California, for example, the B2B
transactions are covered by that State’s privacy law, whereas the
rest of the country, it is not. That is a challenge right there.

Mr. FLoOD. For those of us, Mr. Talbott, that are interested in
open banking, how should we think about a Federal financial data
privacy law and how that could ensure that the consumers’ infor-
mation is both protected while also leaving the door open for them
to choose to use tools that are offered by third parties?

Mr. TALBOTT. Yes. So, the entities engaged in open banking or
consumer-directed banking are already covered by GLBA, so the
privacy protections and the data security protections are there. To
the extent that an entity, maybe a fourth party, is not, it should
be, given the fact it will have data or access to the data. So, that
is an important structure that is already in place.

Mr. FLooD. Ms. Huddleston, can you speak to some of the results
of the private right of action connected to the Illinois Biometric In-
formation Privacy Act?

Ms. HUDDLESTON. As mentioned in my written statement, we
have seen significant litigation against a variety of entities. This
includes small timekeeping entities; this includes large social
media companies, like Meta. It also includes people that—or enti-
ties that one might not traditionally think of with data, like Six
Flags Amusement Park. This litigation has not only been when ac-
tual harm occurs. It has also been over statutory issues, such as
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the exact method of the language of consent or things like that
then become overly burdensome on launching new products.

We have also seen products not being launched in Illinois be-
cause of a concern around compliance. This, of course, means that
the residents of that State do not have the benefits of some of the
better technologies that might improve security through the use of
biometrics, as well as fun things like Google’s Art Selfie match a
few years ago.

Mr. FLoOOD. I am a strong believer in States’ rights. I served in
a legislature, like our Chairman here, both in the role of speaker.
This is the one area that I do think we need a national standard.
I truly believe that this only happens if Congress acts and we can
let people do business. That is the reason I put that mortgage ap-
plication example in there.

I will go to bat for States’ rights whenever I can. This is one of
the few times that I think this is a very appropriate direction. I
thank Chairman Barr for his leadership on this issue and would
love to deal with this in the 119th Congress.

Thank you, and I yield back.

Mr. MOORE. The gentleman yields.

We would like to thank all of our witnesses today for taking the
time to be here and for your testimony on behalf of all the com-
mittee members. We do appreciate that.

Without objection, all members will have 5 legislative days to
submit additional written questions for the witnesses to the chair.
The questions will be forwarded to the witnesses for their response.
Witnesses, if you receive those, we please ask that you respond no
later than July 10th, 2025.

[The information referred to can be found in the appendix.]

There being no further business before the committee, the Chair
declares the hearing adjourned.

[Whereupon, at 12:16 p.m., the subcommittee was adjourned.]
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Scott Talbott
EVP

Electronic Transactions Association

Questions for the Record

Subcommittee on Financial Institutions Hearing, titled: “Framework for the Future: Reviewing
Data Privacy in Today’s Financial System.”

June 5, 2025
From Ranking Member Waters:

1. Which of the following options best describes your self-identified race? (You may choose more
than one.)

a. White or Caucasian X

b. Black or African American

c. Hispanic/Latinx

d. Asian

e. Middle Eastern/North African
f. Choose not to answer

g. Prefer to self-describe (please specify)

2. Which of the following options best describes your gender identity?
a. Woman

b.Man X

c. Non-binary

d. Transgender Man

e. Transgender Woman

f. Choose not to answer



g. Prefer to self-describe (please specify)

89
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Responses to Questions for the Record

Respondent: Andrew Morris

From Ranking Member Waters:

1. Which of the following options best describes your self-identified race? (You may choose
more than one.)
a. White or Caucasian

2. Which of the following options best describes your gender identity?

b. Man
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Questions for the Record

Subcommittee on Financial Institutions Hearing, titled: “Framework for the Future:
Reviewing Data Privacy in Today’s Financial System.”

June §, 2025
From Ranking Member Waters:

1. Which of the following options best describes your self-identified race? (You may choose
more than one.)

a. White or Caucasian

2. Which of the following options best describes your gender identity?

a. Woman
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FUTURE OF
PRIVACY
FORUM

Answers for the Record -- Zoe Strickland
Subcommittee on Financial Institutions Hearing, titled: “Framework for the Future:
Reviewing Data Privacy in Today’s Financial System.”

August 7, 2025

Thank you for the opportunity to testify before the Subcommittee on June 5, 2025, regarding
financial privacy and open banking, and to respond to the Chairman’s July 24 letter which
contained additional questions from members of Congress. We support the continued focus on

privacy generally, and on the Dodd-Frank Act, the Final Rule issued by the CFPB to implement
Section 1033 of the Act, and open banking.

In response to Ranking Member Waters’ questions, I identify as a white woman (1a and 2a on
the questions provided).



93

Rep. Gregory Meeks
FI Subcommittee Hearing: 6/4/2025
“Framework for the Future: Reviewing Data Privacy in Today's Financial System”

Ms. Strickland: As you know, the CFPB filed its motion of summary judgement last week in
which it asks that the court vacate the Section 1033 rulemaking. Part of the Bureau’s argument in
support of its motion is that statute never gave the agency the authority to provide an open
banking rule and that only consumers, or their agent, can access consumer’s data. Thus, the
Bureau seems to be redefining, overnight, the definition of consumer completely contrary to
congressional intent and the agency’s own interpretation of the definition since Dodd-Frank was
enacted in 2010 and accepted across both Republican and Democratic administrations. What
consumer harms do you see in the CFPB’s reversal? What data protections will consumers
lose as a result of this ill-conceived reversal?
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FUTURE OF
PRIVACY
FORUM

Answers for the Record -- Zoe Strickland
Subcommittee on Financial Institutions Hearing, titled: “Framework for the Future:
Reviewing Data Privacy in Today’s Financial System.”

August 7, 2025

Thank you for the opportunity to testify before the Subcommittee on June 5, 2025, regarding
financial privacy and open banking, and to respond to the Chairman’s July 24 letter which
contained additional questions from members of Congress. We support the continued focus on
privacy generally, and on the Dodd-Frank Act, the Final Rule issued by the CFPB to implement
Section 1033 of the Act, and open banking.

Below is my response to Congressman Meeks’ questions. As I understand them, his questions
relate to the policy implications and consumer impacts if the Dodd-Frank Act is interpreted to
mean that consumers have a right of access to covered information held about them by data
providers, but not to direct a designated third party to access their financial information on their
behalf.

Direct access, without the ability to authorize data access, would render open banking
essentially unworkable for consumers. Consider the steps and needs of the process.

- Consumers would have to request information from data providers. This is perhaps the
most viable step, assuming data providers provide easy user interfaces that explain how
the process works, such as what data is available and from which accounts.

- Consumers would need to receive and store information so that it is searchable,
retrievable, and importantly, secured.

- Consumers would have to work to get information over to third parties. Options include
consumers conducting data transfers, or providing third parties access into their
systems, both of which raise logistical and security concerns.

- Consumers would have to periodically refresh and update information they have
collected from data providers so that the information is current and accurate. How
frequently can and should they do this? Daily, weekly, monthly? Policymakers should
be aware that, under today’s industry practices, information may be refreshed multiple
times daily for certain open banking products to enhance the consumer experience.

- To maintain accuracy, consumers would need to provide refreshed information to
appropriate third parties close in time from each time it is updated from data providers.

- Consumers would need to keep records of which information was provided from which
data providers to which third parties, and update those records as information,
accounts, or relationships change.
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- Assuming the collection, storage, updates, and record-keeping all work effectively, there
are numerous issues to solve with electronic data transfers, including formatting,
authentication, and security functions. Most consumers do not have this expertise.
Would the consumer have to engage to solve data formatting and other challenges
between the data provider and third party, acting as the middleman?

The above describes some of the challenges with establishing open banking connections.
Other issues will arise relating to customer service as well.

Consumers will also lose critical data protections. As two main examples, a vetting process and
specific protections tailored to open banking may be lost. First, under the Final Rule, data
providers are required to conduct verifications and risk assessments before they provide
information to third parties designated by the consumer. If data providers do not perform this
function, then the obligation falls onto consumers, who are ili-equipped for this role. What if
the third party is a crook? Insolvent? Sells their data to the highest bidder? There are other
laws and agencies that do offer some consumer protections, but these are not specific to open
banking and tend to come into play after the data (or money) is transferred and when harm has
occurred, not as a check beforehand. Policymakers should rightfully seek to avoid these harms
from happening, which can be devastating to experience and difficult to remedy.

Second, the Final Rule creates a framework for relationships between the parties, as well as for
each of their relationships with the consumer. The framework includes detailed privacy and
security requirements for third parties and data aggregators acting on their behalf. The CFPB
would have to reconsider how and whether to include these requirements if the open banking
framework is changed or if the Rule is rescinded or invalidated.® The Rule’s requirements
create significant protections, including similar standards to banks on the security side, and
rules for the collection, use, and retention of consumer data on the privacy side.? These privacy
and security rules are important to apply to third parties — and to data aggregators too. The
CFPB highlighted that sophisticated data analytics companies could undertake this role, and
expressed a goal to ensure that open banking financial data is appropriately protected.

An important consideration for policymakers is that, during the time period when the
rulemaking’s status is unclear, consumers will be delayed in getting the benefits of open
banking. Implementation for credit cards and bank accounts -- which are covered by the Final
Rule -- will likely be delayed. The inclusion of other consumer financial products and services
will also then be delayed. As a consumer, to get a clear picture of your overall financial health

* Some third parties and aggregators may be covered by other regulatory frameworks, such as the
Gramm-Leach-Bliley Act or Federal Trade Commission rules. However, the 1033 Final Rule requirements,
which are comprehensive, failored, and modernized to current privacy principles, would be lost unless
reapplied in some fashion.

2 As described in FPF's comment and other letters to the CFPB, as well as during my remarks during the
hearing, the Rule could be improved regarding how it treats data uses (such as secondary uses) and
deidentified data.
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and goals, you may well want to include more information. Main examples are investments,
loans, and employment benefits. In the rulemaking process, many industry and consumer
groups asked for these and other products to be included in the Rule, either initially or in future
iterations. In addition, many consumer groups, as well as individual consumers, advocated for
the inclusion of Electronic Benefits Transfer (EBT) under the open banking regulatory umbrella,
arguing these individuals should also be able to manage their funds for their financial health
and growth. These delays may result in the Unites States falling further behind other
jurisdictions that are progressing their Open Finance and even Open Data rules.

In sum, if consumers’ ability to authorize data access is lost, open banking would no longer
function effectively under a legal or regulatory framework, and consumer harms would result.
Voluntary industry efforts would presumably continue including via the Financial Data Exchange
(FDX) and its data transfer standards based on Application Programming Interfaces (APISs).
However, there is no guarantee this will occur. As an example, some data providers may
forego APIs altogether, and continue to allow third parties to conduct screen scraping. As well
documented, screen scraping is a terrible practice from a privacy and security perspective,
whereby consumers give their online credentials to third parties that can then go onto a website
and take any action the consumer is authorized to take. The Final Rule rightfully sunset this
practice when covered data providers set up appropriate APIs that meet performance and
security standards. As another example, as described above, third parties and data aggregators
may walk away from open banking privacy and security rules. Open banking will likely take
steps backwards from where it is today.

As described in my written testimony, there are specific topics where industry and consumer
groups could provide guidance about how the Final Rule could be improved and perhaps
preserved. We are happy to assist in those efforts, or in other capacities deemed useful by the
Subcommittee. Thank you again for the opportunity to further comment on the value of open
banking and to support its growth for consumers.
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{Original Signature of Member)
119t CONGRESS
18T SESSION H . R.

To amend the Financial Institutions Reform, Recovery, and Enforcement
Act of 1989 to establish a Financial Agent Mentor-Protégé Program
within the Department of the Treasury, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mrs. BEATTY introduced the following bill; which was referred to the
Committee on

A BILL

To amend the Financial Institutions Reform, Recovery, and
Enforcement Act of 1989 to establish a Financial Agent
Mentor-Protégé Program within the Department of the
Treasury, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Advancing the Mentor-
5 Protégé Program for Small Financial Institutions Act”.

g:\WHLC\053025\053025.057 xml (99419213)
May 30, 2025 (4:27 p.m.)
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2

1 SEC. 2. ESTABLISHMENT OF FINANCIAL AGENT MENTOR-

2 PROTEGE PROGRAM.

3 (a) IN GENERAL.—Section 308 of the Financial In-

4 stitutions Reform, Recovery, and Enforcement Act of

5 1989 (12 U.8.C. 1463 note) is amended by adding at the

6 end the following new subsection:

7 “(d) FINANCIAL AGENT MENTOR-PROTEGE PRO-

8 GRAM.—

9 “(1) In GoENERAL.—The Secretary of the
10 Treasury shall establish a program to be known as
11 the ‘Financial Agent Mentor-Protégé Program’ (in
12 this subsection referred to as the ‘Program’) under
13 which a financial agent designated by the Secretary
14 or a large financial institution may serve as a men-
15 tor, under guidance or regulations preseribed by the
16 Secretary, to a small financial institution to allow
17 such small financial institution—

18 “(A) to be prepared to perform as a finan-
19 cial agent; or

20 “(B) to improve capacity to provide serv-
21 ices to the customers of the small finaneial in-
22 stitution.

23 “(2) OutrEacH.—The Secretary shall hold
24 outreach events to promote the participation of fi-
25 nancial agents, large financial institutions, and small

g \WHLC\053025\053025.057 xmi (99418213)

May 30, 2025 (4:27 p.m.)
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financial institutions in the Program at least once a
year.

“(3) ExcrusioN.—The Secretary shall issue
guidance or regulations to establish a process under
which a financial agent, large financial institution,
or small financial institution may be excluded from
participation in the Program.

“(4) RePORT.—The Office of Minority and
Women Inclusion of the Department of the Treasury
shall include in the report submitted to Congress
under section 342(e) of the Dodd-Frank Wall Street
Reform and Consumer Protection Act information
pertaining to the Program, including—

“(A) the number of financial agents, large
financial institutions, and small financial insti-
tutions participating in such Program; and

“(B) the number of outreach events de-
seribed in paragraph (2) held during the year
covered by such report.

“(5) DEFINTTIONS.—In this subsection:

“(A) FINANCIAL AGENT.—The term ‘fi-
nancial agent’ means any national banking as-
soclation designated by the Secretary of the
Treasury to be employed as a financial agent of

the Government.
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“{B) LARGE FINANCIAL INSTITUTION.—
The term ‘large financial institution’ means any
entity regulated by the Comptroller of the Cur-
rency, the Board of Governors of the Federal
Reserve System, the Federal Deposit Insurance
Corporation, or the National Credit Union Ad-
ministration that has total consolidated assets
greater than or equal to $50,000,000,000.

“(C) RURAL DEPOSITORY INSTITUTION,—
The term ‘rural depository institution’ means a
depository institution (as defined in section 3 of
the Federal Deposit Insurance Act)—

“(i) with total consolidated assets of
less than $10,000,000,000; and

“(i1) located in a rural area, as de-
fined under section 1026.35(b)(2)(iv)(A) of
title 12, Code of Federal Regulations.

“(D) SMALL FINANCIAL INSTITUTION.—
The term ‘small financial institution’ means—

“(i) any entity regulated by the

Comptroller of the Currenecy, the Board of

Governors of the Federal Reserve System,

the Federal Deposit Insurance Corpora-

tion, or the National Credit Union Admin-

(99419213)
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5
1 istration that has total consolidated assets
2 lesser than or equal to $2,000,000,000;
3 “(i1) a minority depository institution;
4 or
5 “(iii) a rural depository institution.”.
6 (b) ErrecTIVE DATE.—This Act and the amend-

7 ments made by this Act shall take effect 90 days after
8 the date of the enactment of this Act.
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{Original Signature of Member)
119t CONGRESS
18T SESSION H ° R.

To amend the Federal Deposit Insurance Aect to require reports on the
use of the systemic risk authority applicable to winding up a failed
insured depository institution, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. GREEN of Texas introduced the following bill; which was referred to the
Committee on

A BILL

To amend the Federal Deposit Insurance Act to require
reports on the use of the systemie risk authority applica-
ble to winding up a failed insured depository institution,

and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 #ives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “Systemic Risk Author-
5 ity Transparency Act”.

g \VHLC\053025\053025.046 . xm! (99419112)
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SEC. 2. BANK FAILURE TRANSPARENCY RELATED TO SYS-

1

2

3

4 Federal  Deposit

5 1823(c)(4){G)(iv)) is amended to read as follows:
6

7

8

9

10
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21
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23
24
25
26
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TEMIC RISK EXCEPTION.

(a) GAO REVIEW.—Section 13(c)(4)(G)(iv) of the

(99419112)

Insurance Aet (12 TU.S.C.

“(iv) GAO REVIEW.—

“(I) In GENERAL.—The Comp-
troller General of the United States
shall, not later than later than 60
days after a determination is made
under clause (i), and again 180 days
thereafter, review and report to the
Congress on the determination under
clause (i), including—

“(aa) the basis for the deter-
mination;

“(bb) the purpose for which
any action was taken pursuant to
such clause;

“(ec) the likely effect of the
determination and such action on
the incentives and conduet of in-
sured depository institutions and
uninsured depositors;

“(dd) any mismanagement

by the executives and board of
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3
the insured depository institution
that contributed to the failure of
the insured depository institu-
tion;

“(ee) a review of the com-
pensation practices of the insured
depository institution;

“(ff) any supervisory or reg-
ulatory shortecomings with respect
to the appropriate Federal bank-
ing agency of the insured deposi-
tory institution;

“(gg) any actions taken by
the Federal banking regulators,
Finanecial  Stability  Oversight
Council, Treasury Department,
and other relevant financial regu-
lators in relation to the failure of
the insured depository institu-
tion; and

“(hh) any additional rel-
evant entities or activities that
may have contributed to the fail-
ure of the insured depository in-

stitution, including with respect
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1 to auditing, aeccounting, credit
2 rating agencies, investment bank
3 underwriters, and emergency li-
4 quidity options such as loans
5 from the Federal reserve banks
6 or advances through the Federal
7 Home Loan Bank system.

8 “II) RuULE OF CONSTRUC-
9 TION.—Nothing in this clause or a re-
10 port issued pursuant to this clause
11 may be construed to limit the author-
12 ity of a Federal agency to enforce vio-
13 lations of Federal statutes, rules, or
14 orders.”.

15 (b) APPROPRIATE FEDERAL BANKING AGENCY RE-
16 PORT.—Section 13(c) of the Federal Deposit Insurance
17 Act (12 U.8.C. 1823(c)) is amended by adding at the end
18 the following:

19 “(12) APPROPRIATE FEDERAL BANKING AGEN-
20 CY REPORT.—
21 “(A) IN GENERAL.—The appropriate Fed-
22 eral banking agency of an insured depository
23 institution about which a determination is made
24 under paragraph (4)(G)(i) shall, not later than
25 90 days after the date of such determination,

g \WHLC\053025\053025.046 xml (99418112)
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and again 210 days thereafter, submit a report
to the Congress that discloses the following:

“(i) Subject to such redactions as the

appropriate Federal banking agency deter-
mines appropriate of personally identifiable
information about customers and other fi-
nancial institutions (as sueh term is de-

fined under section 11(e)(9)(D)), all—

“(I) reports of examination and
inspection that relate to the failed in-
sured depository institution in the
previous 3-year period;

“(I1) formal communications of a
material supervisory determination
conveyed to the failed insured deposi-
tory institution in the previous 3-year
period; and

“(IH) any additional exam re-
ports and eorrespondence that the ap-
propriate Federal banking agency de-
termines may be relevant to the fail-
ure of the insured depository institu-
tion.

“(ii) An examination of any mis-

management by the executives and board
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1 of the insured depository institution that
2 contributed to the failure of the insured
3 depository institution.

4 “(iii) Any supervisory or regulatory
5 shortcomings by such appropriate Federal
6 banking agency with respect to the insured
7 depository institution.

8 “(iv) Any dynamics that the appro-
9 priate Federal banking agency determines
10 may have contributed to the failure of the
11 insured depository institution.

12 “(v) Any supervisory, regulatory, and
13 legislative recommendations such appro-
14 priate Federal banking agency may have to
15 improve the safety and soundness of simi-
16 larly situated insured depository institu-
17 tions, the banking system, and financial
18 stability.

19 “(B) PROTECTION OF SENSITIVE INFOR-
20 MATION.—

21 “(i) EFFECT ON PRIVILEGE.—The
22 provision of any information by a Federal
23 banking agency under this paragraph may
24 not be construed as—
g\VHLC\053025\053025.046 xm! (99419112)
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“(I) waiving, destroying, or oth-
erwise affecting any privilege applica-
ble to the information; or

“(II) waiving any exemption ap-
plicable to the information under sec-
tion 552 of title 5 United States Code
(commonly known as the ‘Freedom of
Information Act’).

“(il) TRANSPARENCY.—

“(I) IN GENERAL—A Federal
banking agency shall publish mate-
rials contained in a report required
under subparagraph (A) to the fullest
extent possible to promote trans-
parency.

“(I1) CONSULTATION ON OMIT-
TING MATERIALS.—If a Federal bank-
ing agency determines particular ma-
terials described under subelause (I)
should not be published, the Federal
banking agenecy shall consult with the
chair and ranking member of the
Committee on Financial Services of
the House of Representatives and the

chair and rapking member of the
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Committee on Banking, Housing, and

Urban Affairs of the Senate.

“(III) OMITTING MATERIALS.—

If, after the consultation required

under subclause (II), the Federal

banking agency determines there is a

substantial public interest in not pub-

lishing such materials, the Federal
banking agency shall provide those
materials to the Committee on Finan-
cial Services of the House of Rep-
resentatives and the Committee on

Banking, Housing, and Urban Affairs

of the Senate with a written expla-

nation describing the reasons for not
publishing those materials.

“(iii) PrIVILEGE.—For purposes of
this subparagraph, the term ‘privilege’ in-
cludes any work-product, attorney-client,
or other privilege recognized under Federal
or State law.

“{C) REPORT EXTENSION.—A Federal
banking agency may extend a deadline de-
seribed under subparagraph (A) for an addi-
tional 60 days, if the Federal banking agency—

(99419112)
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9
“(i) faces ongoing circumstances that
require the Federal banking agency to
prioritize activities to promote stability of
the U.S. banking system; and
“(ii) notifies the Congress of such ex-
tension and the reasons for such extension.

‘(D) CONSOLIDATED REPORTS.—A Fed-
eral banking agency may consolidate multiple
reports required under this paragraph so long
as the individual reports being consolidated all
meet the timing requirements under this para-
graph.

‘“(E) RULE OF CONSTRUCTION.—Nothing
in this paragraph or reports or materials pro-
vided pursuant to this paragraph may be con-
strued to limit the authority of a Federal agen-
cy to enforce violations of Federal statutes,

rules, or orders.”.

(99419112)
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