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THE DEPARTMENT OF ENERGY’S LEAD ROLE
IN CONDUCTING ADVANCED COMPUTING
RESEARCH, APPLICATION, AND SECURITY

THURSDAY, SEPTEMBER, 12, 2024

U.S. SENATE,
COMMITTEE ON ENERGY AND NATURAL RESOURCES,
Washington, DC.

The Committee met, pursuant to notice, at 10:00 a.m. in Room
SD-366, Dirksen Senate Office Building, Hon. Joe Manchin III,
Chairman of the Committee, presiding.

OPENING STATEMENT OF HON. JOE MANCHIN III,
U.S. SENATOR FROM WEST VIRGINIA

The CHAIRMAN. The Committee will come to order.

First of all, we would like to welcome our friend and colleague,
Senator Durbin, for being here in our Committee and we appre-
ciate very much having you.

Before we begin, I want to acknowledge the terrible loss of
former Director of Los Alamos National Laboratory, Charles Mec-
Millan, who died in a car accident last week. He was going to be
here to testify for us today and we are very sorry for his family and
we express our deepest condolences. Charlie was a true patriot to
this country who made extraordinary contributions to our nuclear
weapons programs and other critical scientific missions at our na-
tional labs for over 40 years.

This morning we are here to discuss where we are and where we
are going in the field of advanced computing, which touches on a
wide range of technologies and applications across every one of our
lives. We will also discuss legislation our members have introduced
in three specific areas: artificial intelligence, quantum computing,
and cybersecurity. Computing technology is advancing rapidly
across the globe, and America must proceed with both ambition
and caution, particularly when it comes to our national security
and public safety. The DOE has a long legacy in computational
science, dating back to the Manhattan Project in the 1940s, which
relied on computational modeling.

Today, the labs currently operate the fastest two supercomputers
in the entire world. The opportunities that high-performance com-
puting provides are endless. In my State of West Virginia, it was
recently announced that a new supercomputer, the Rhea, will be
installed in the city of Fairmont to improve drought, flood, and
wildfire predictions and forecasting. Like during the Manhattan
Project, we are now engaged in a new kind of technological race,
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one that requires us to innovate with similar urgencies and vigi-
lance. We are watching our adversaries ramp up their investments
in advanced computing technologies and even deploy them in bat-
tlefields across the world.

The chart behind me, and I am going to keep this chart up too,
but I want to explain this chart.

[The chart referred to follows:]
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The CHAIRMAN It is really amazing. This is not in dollars and
cents, so forget about the amount of money, because we don’t really
have that. What we can tell you is, it has been scientifically proven
that this is the authentic things that they have done, and we know
that China, in artificial intelligence, has 37 percent more capabili-
ties and authenticity on what they have been able to report than
what we do, at 13. It shows you how far we are behind. Advanced
analytics—31 percent for China, 15 percent U.S. Quantum com-
puting—we are still ahead 34 to 15. Machine learning—China. Cy-
bersecurity technology—China. High-performance computing—we
are still ahead, barely, but we are there. And then when it comes
down to quantum communications, it shows you the difference.

This is where we are, and we know this has been proven and this
is where they are at as far as their capacity and authenticity of
what they are doing. Would you all agree on that? Okay. So we will
keep that one up. Put that chart up over there.

We are using published research paper data in place of spending
because the U.S. Government does not trust how China is report-
ing their expenditures. As the chart showed, America is at real risk
of falling behind to China in this race, and it is becoming increas-
ingly apparent that whoever leads in the development of these
technologies will secure the unequivocal lead in scientific and tech-
nology innovation writ large. For the United States to maintain our
position as a global leader, we must accelerate our efforts. The
stakes are nothing short of economic prosperity and national secu-
rity. Our national laboratories have spent decades building a work-
force and infrastructure to answer the challenging questions about
how to safely deploy these emerging technologies in a way that sets
an example for the rest of the world.

While we are proud that our private sector is making incredible
strides developing and deploying advanced computing, this does not
replace the need for government research and development. Com-
plex societal challenges, like advanced manufacturing, nuclear se-
curity, and genomics are a few areas of application where there is
not yet an established commercial market. And this is why Senator
Murkowski and I have introduced bipartisan legislation to reinforce
the artificial intelligence research and development programs at
our DOE labs. The bill authorizes the Frontiers in Artificial Intel-
ligence for Science, Security and Technology, or the FASST Act, as
an initiative at the Department of Energy which will give the
United States the tools to deliver secure and dependable AI solu-
tions.

This bill would create AI research and innovation hubs at our
labs that will harness testbeds for the development of Al platforms,
develop foundational models for various applications for energy and
national security, verify the safety of new large language models,
and establish a risk evaluation program to respond to security
risks. It is just common sense to use our nation’s brain trust at our
national labs and their state-of-the-art facilities that we have al-
ready built and maintain to safely advance AI while safeguarding
taxpayer dollars.

Industry and the science community alike have publicly sup-
ported our bill. I would like to submit, for the record, the sup-
portive statement of Hewlett Packard Enterprise, AMD, Intel,
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ARM, Micron, and the Energy Sciences Coalition. Without objec-
tion, so be it.
[Letter of support for the FASST ACT follows:]



September 11, 2024

The Honorable Joe Manchin

Chairman

Senate Committee on Energy and Natural Resources
306 Hart Senate Office Building

Washington, D.C. 20510

The Honorable John Barrasso

Ranking Member

Senate Committee on Energy and Natural Resources
307 Dirksen Senate Office Building

Washington, D.C. 20510

Dear Chairman Manchin and Ranking Member Barrasso:

As producers of the hardware that powers advances in artificial intelligence, we write in
advance of the Senate Committee on Energy and Natural Resources’ upcoming September
12 hearing to examine the Department of Energy’s (DOE) role in advanced computing
research. As you prepare to discuss the role of advanced computing and artificial
intelligence (Al) in maintaining the United States' global leadership, we want to express our
support for the bipartisan DOE Al Act, introduced by Chairman Manchin and Senator
Murkowski earlier this year. This critical legislation is a timely and necessary step to
position the U.S. at the forefront of Al innovation, leveraging the DOE’s national laboratories
and infrastructure to support national and economic security in the United States.

The DOE Al Act’s authorization of the Frontiers in Artificial Intelligence for Science, Security,
and Technology (FASST) initiative is a landmark move that will enhance the development of
Al-driven solutions for national security, scientific discovery, and technological innovation.
This initiative will establish Al research clusters, develop next-generation Al computing
platforms, and manage vast Al training datasets——supporting our national security and
enabling the U.S. to lead in areas such as fusion energy, and cancer-fighting treatments.

Federal Al needs, critically, cannot be met by commercially available Al systems, as the
foundational models to tackle federal problems often will require training using both public
and government data. What’s more, such applications may require the specific training of
systems for discreet and necessary governmental applications. While the power of publicly
available commercial Al systems is apparent, these systems are not designed or fit to take
on the grand challenges pursued by scientists and public officials in the United States. The
public-private partnerships contemplated by the DOE Al Act, however, can leverage the
comparative advantages of both sectors to tackle these challenges. What’s more, the DOE
has a history of succeeding in fostering such public-private partnerships as it has done
through prior programs, including the Exascale Initiative, which has produced the world’s
fastest supercomputer.
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When funded, the investments authorized by this Act will be critical in advancing U.S.
capabilities in Al, just as with the systems produced by other computing initiatives at the
DOE’s National Laboratories the entire federal government will be positioned to use this
technology to advance missions across federal agencies. It also addresses the pressing
need to train and develop the next generation of Al talent by integrating comprehensive
STEM education and workforce development programs. In doing so, this legistation will
ensure the U.S. remains a leader in Al research, development, and deployment for the long
term.

The need for this federal investment is underscored by the publicly reported and
substantial commitments made by other nations:

» Chinainvested close to $10 billion in public Al R&D in 2018 and is projected to
spend over $26 billion annually on Al by 20286, far exceeding many nations’ current
investments in Al

* The European Union has committed €4 billion through 2027 to develop Al
infrastructure and create "Al Factories” and "Common European Data Spaces.”

* South Korea plans to invest $6.94 billion in Al by 2027 as part of its national strategy
to strengthen Al capabilities.

* India recently launched the $1.25 billion IndiaAl Mission to further its Al
development.

» Canada has allocated $1.7 billion for Al in its 2024 budget to expand its Al industry.

* The United Kingdom previously committed $1.72 billion to Al development, with its
future strategy awaiting updates as the new administration finalizes its Al budget.

These global investments illustrate the rapidly advancing international Al landscape,
reinforcing the urgency of passing the DOE Al Act to ensure the U.S. maintains its
competitive edge.

We applaud your leadership in introducing this vital legislation, which will fortify America’s
position as a globat leader in artificial intelligence. The DOE Al Act stands to detiver
significant benefits for U.S. national security, economic growth, and scientific innovation.
We look forward to the hearing and offer our support as the Committee works to advance
this important initiative.

Sincerely,

AMD

Arm

Hewlett Packard Enterprise
Intel Corporation

Micron Technology
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The CHAIRMAN. Let me also reiterate that America will need
more energy to meet the growing demand from data centers and
the manufacturing resurgence that has resulted from the Bipar-
tisan Infrastructure Law, CHIPS and Science Act, and Inflation
Reduction Act. For decades, power demand has been decreasing,
but now we are expecting a rapid turnaround this decade. But
while demand is increasing, we have 2.6 million megawatts of gen-
eration waiting an average of five years to connect to the grid, and
we are also retiring baseload and dispatchable generation faster
than we can replace it. This is unacceptable. If America can’t build
the energy infrastructure needed to support high-tech industries,
companies will choose to take their business elsewhere. We simply
must get common-sense policy like our bipartisan energy permit-
ting bill enacted or we will have squandered this opportunity and
really put ourselves at risk.

Today, we will be discussing quantum computing, which proc-
esses information much more quickly and efficiently than even our
fastest supercomputers do today. Senator Durbin and Senator
Daines recently introduced bipartisan legislation to reauthorize
many quantum programs throughout the Department of Energy,
1e’llndbSﬁnator Durbin is going to be joining us to speak briefly about

is bill.

We can’t discuss this new era of emerging technology develop-
ment without considering cybersecurity and broader national secu-
rity implications. These technologies can serve as assets, but also
as threats to the cybersecurity posture of the United States. We
have seen the devastating effects of a cyberattack on our critical in-
frastructure, like the Colonial Pipeline attack in 2021 that forced
the shutdown of the country’s most important fuel pipeline.

Last year, I joined Senator Risch in introducing the ETAC Estab-
lishment Act, which establishes the Energy Threat Analysis Center
at DOE. ETAC will serve as the energy sector centralized hub in
the Federal Government for cyber information, sharing threat re-
sponse to better defend the U.S. energy sector against cyber
threats. We must also pay attention to how we are protecting our
scientific program from nefarious actors. We will not outcompete
China if they are able to just steal the technology funded by our
taxpayer dollars. The CHIPS and Science Act authorized improve-
ments to our research security policies that are already being im-
plemented by the Department. But as the threat environment be-
comes more complex and stakes become higher, much more must
be done. During the past several months, Senator Barrasso and I
have been working with our colleagues on the Intelligence Com-
mittee to strengthen our research security policies to secure the
science performed in our national labs while not stifling their work
or closing ourselves off to the global scientific community.

I am confident this is something we can get done in this year’s
National Defense Authorization Act. We have a lot to cover this
morning. I am looking forward to hearing our witnesses’ perspec-
tives on specific steps we can take to ensure America is advancing
all these technologies in a competitive and a responsible manner.
I know we certainly do not need to start from scratch to achieve
this. Instead of duplication, we can invest smartly in emerging
technologies in a cost-effective way by building upon the resources
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that we already have at the DOE and its national labs. This is how
we will maintain our global lead in scientific innovation.

And with that, I am going to turn to my colleague and friend,
Senator Barrasso, for his opening remarks.

OPENING STATEMENT OF HON. JOHN BARRASSO,
U.S. SENATOR FROM WYOMING

Senator BARRASSO. Well said, Mr. Chairman. Thank you for hold-
ing today’s very important hearing.

Research into advanced computing is critical—critical to main-
taining America’s economic growth, our national security, and our
leadership in the world. The Department of Energy, through its
network of 17 national labs, plays a very key role in all of those
innovations. The Department has some of the most advanced com-
puting systems in the world. In fact, the Department has the
world’s two fastest supercomputers and a third supercomputer
among the world’s top ten. These systems have pioneered advances
in artificial intelligence and in quantum computing. These are two
fields that the People’s Republic of China does seek to dominate.
For this reason, China is watching nearly every move that our na-
tional labs make. Our labs are under constant surveillance by a
branch of China’s intelligence network that focuses on science and
technology. This branch alone consists of about 100,000 agents. Be-
ginning under Chairman Mao, this intelligence network has sup-
ported the development of China’s nuclear weapons and its missile
and satellite programs. And its mission remains the same today—
target foreign technologies useful to the Chinese communist regime
and acquire them by any means possible.

America’s open research environment is the envy of the world. It
has fostered our greatest scientific achievements, yet it is a rich
target for China and other adversaries. As stated by the National
Academy of Sciences, “The integrity of research is based on the val-
ues of objectivity, honesty, openness, fairness, accountability, and
stewardship.” Contrast this with the view of China’s President, Xi
Jinping. He recently described science and technology development
as a contest to be won. He stated, “The initiatives of innovation
and development must be secretly kept in our own hands, and who-
ever holds the key to innovation makes an offensive move,” he said,
“in this chess game, and will be able to take the lead and win the
advantage.”

A 2022 report, titled “Los Alamos Club,” by Strider Technologies,
is telling. I have a copy of the report here, Mr. Chairman.

[The report referred to follows:]
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STRIDER

CLUB

How the People’s Republic of China Recruited Leading
Scientists from Los Alamos National Laboratory to
Advance lIts Military Programs

© 2022 Strider Technologies, Inc.
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The inspiration for this report comes from a March 2017 article
in the South China Morning Post titled “America’s Hidden Role
in Chinese Weapons Research.” The article notes that so

many former Los Alamos National Laboratory scientists have
returned to the People’s Republic of China (PRC) and are now
working on military research programs that they are referred

to as the “Los Alamos Club.” However, no specifics about this
“Club,” its membership, or the programs these scientists are

working on were reported.

The objective in conducting this study is to contextualize and document
the ongoing efforts of the PRC government to send promising scientists to
U.S. national laboratories for training while also recruiting leading scientists
back to the PRC to advance its own military programs. Former Los Alamos
scientists have made, and continue to make, considerable contributions

to the PRC hypersonic, missile, and submarine programs that present an
array of security risks for the United States and the entire free world. Better
protection is needed for the institutions, research programs, and scientists
advancing innovation in this era of strategic competition without harming

open scientific collaboration.

This report does not suggest any illegal activities were conducted by any
individual, university, professor, laboratory, or research institute named.
Additionally, we do not argue that Los Alamos National Laboratory bears
responsibility for, or was complicit in, the PRC’s recruitment of former Los

Alamos affiliates.

STRIDER © 2022 Strider Technologies, Inc. |




Executive Summary

The People’s Republic of China (PRC) is
employing a Talent Superpower Strategy
designed to incentivize academics,
researchers, and scientists to go abroad,
deepen their expertise, and return to China
to advance its strategic interests.

What began in the 1980s as a program to send young talent
overseas has evolved to incorporate initiatives that seek

to harness these individuals’ efforts for China's gain and,
ultimately, encourage them to return to the PRC to work in

key technology sectors.

The extent to which these initiatives are active in U.S.
government laboratories is unknown. However, China’s
recruitment of individuals who have worked at the Los
Alamos National Laboratory in New Mexico reflects the
ambitions of the PRC's talent strategy and its exploitation
of Western commitments to global scientific collaboration.
The PRC's success among former Los Alamos affiliates,

along with support for China’s talent programs from Chinese

Communist Party (CCP) General Secretary Xi Jinping and
other top CCP leaders, suggest that similar recruitment
efforts may be widespread among U.S. government-funded
laboratories, academic research institutions, and major
centers of innovation. Moreover, the Los Alamos case
shows how China’s rapid advances in certain key military
technologies are being aided by individuals who participated

in sensitive U.S. government-funded research.

Between 1987 and 2021, at least 162 scientists who had
worked at Los Alamos returned to the PRC to support

a variety of domestic research and development (R&D)
programs. Fifteen of those scientists worked as permanent
staff members at Los Alamos. Of those fifteen, thirteen
were recruited into PRC government talent programs; some
were responsible for sponsoring visiting scholars and
postdoctoral researchers from the PRC, and some received
U.S. government funding for sensitive research. At least
one of these staff members held a U.S. Department of
Energy (DOE) “Q Clearance” allowing access to Top Secret
Restricted Data and National Security Information.

Of the 162 returnees, at least 59 scientists were selectees of the PRC's flagship
talent recruitment program—the Thousand Talents Program (TTP) and its youth
branch, the Youth Thousand Talents Program (YTTP).

Ninety-eight of the scientists who returned were postdoctoral researchers, and 49 were visiting scholars. Although such

individuals do not have access to the most sensitive research at Los Alamos, they still pose a risk of technology transfer and

economic espionage. The DOE has acknowledged instances in which researchers elsewhere have passed dual-use and export-

controlled research to the PRC via visiting students and scholars.

STRIDER

© 2022 Strider Technologies, Inc. | str
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Since returning to China, Los Alamos alumni have helped fluid dynamics and turbulence who spent the 1990s

the PRC advance key military and dual-use technologies in at the lab. After returning to China, Chen served as

areas such as hypersonics, deep-earth penetrating warheads,  president of Southern University of Science and Technology
unmanned autonomous vehicles (UAV), jet engines, and (SUSTech), where he excelled at recruiting scientists with
submarine noise reduction. A key member of this “Los links to Los Alamos.

Alamos Club” is Dr. Chen Shiyi, a world-renowned expert in

One of Chen Shiyi's first hires at SUSTech was former Los Alamos scientist Zhao Yusheng. During

his 18-year career at Los Alamos, Zhao received at least 28 grants totaling $19.8 million in U.S.

government funding, including for sensitive research on deep-earth penetrating warheads. While at
Los Alamos, Zhao sponsored a postdoctoral researcher who filed a national defense patent on similar
technology after returning to the PRC. The researcher is now affiliated with the Chinese Academy of

Engineering Physics (CAEP), the PRC’s premier nuclear weapons R&D and production facility.

In addition to his role as a talent recruiter, Chen Shiyi has made major contributions to China’s hypersonics
and aerodynamics programs. Chen served as director of a state laboratory that played a key role in developing
the PRC's hypersonic glide vehicle. Under Chen's leadership, the laboratory undertook projects with military
organizations, defense industry enterprises, and PRC universities that collaborate closely with the People’s
Liberation Army (PLA). These projects have helped to contribute to the PRC passing the United States in
hypersonic R&D.

He Guowei, another member of the “Los Alamos Club,” has been an important figure in the PRC's efforts to
develop quieter submarines that are better able to evade detection. While at Los Alamos in the late 1990s, Dr.
He engaged extensively with Chen Shiyi. After he returned to the PRC, Dr. He worked at the Chinese Academy of
Sciences'’ Institute of Mechanics (IMCAS), where his team developed computer models that help to quickly and

accurately predict turbulence generated by a submarine.

In recent years, China's state-sponsored talent programs However, more can be done by government-funded

have drawn increased scrutiny from Washington not only laboratories, research institutions, and private industry to
because of counterintelligence and intellectual property (IP) identify potential counterintelligence and IP theft risks posed
theft risks, but also because these programs are leveraging by individuals whose talent the PRC is seeking to leverage in
taxpayer-funded research to advance the PRC's economic its race for scientific and technological dominance. Moreover,
development and military modernization. it is an urgent national security imperative for like-minded

nations to work together to protect their innovation centers

The U.S. government has begun to take steps to mitigate . X .
and compete with China to attract, retain, and protect

the risks posed by the PRC's Talent Superpower Strategy. leading talent

@ STRIDER © 2022 Strider Technologies, Inc. | striderintel.com 5
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Play a
in Serving the Motherland

The PRC's Talent Superpower Strategy
& Its Targeting of Los Alamos National Labo

The People’s Republic of China (PRC) is employing a “Talent Superpower Strategy” (A 38 E & #&) designed

to incentivize academics, researchers, and scientists to go abroad, deepen their expertise, and then work

to advance China's strategic interests. What began in the 1980s as policy to encourage young talent to go
overseas and enhance their skill set has since evolved to include initiatives and programs that ultimately seek to

exploit their efforts in vital technology sectors for China's gain, whether they return to China or stay overseas.

This report documents the ambitions of the PRC's talent strategy and its exploitation of Western commitments
to global scientific collaboration. It does not argue that Los Alamos National Laboratory bears responsibility for,
or was complicit, in the PRC'’s recruitment of former Los Alamos affiliates. Yet the PRC's success, along with
support for China's talent programs from Chinese Communist Party (CCP) General Secretary Xi Jinping and
other top CCP leaders, suggest that similar recruitment efforts may be widespread among U.S. government—
funded laboratories, academic research institutions, and major centers of innovation. Moreover, the Los Alamos
case shows how China's rapid advances in certain crucial military technologies are being aided by individuals

who participated in sensitive U.S. government-funded research.’

@ STRIDER © 2022 Strider Technologies, Inc. | striderintel.com 6
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Building a Global Hub &
Spoke Talent Network

How China’s Talent Initiatives Leverage Overseas
Institutions to Train and Recruit Talent

On June 23, 1978, Deng Xiaoping opened a new chapter in
the PRC's drive to acquire foreign technology by declaring
“thousands, or even tens of thousands, should be sent abroad
rather than only a handful.”2 In 1993, resisting the impulse to
turn inward in the wake of the Tiananmen Square Massacre,
the CCP Central Committee issued a landmark edict that

kept the PRC on the path of economic opening to the outside
world.? The decision also set the overall policy direction to
“support of overseas study, encourage returning to China,
freedom to come and go” (‘X # &%, BKMEE. KEH
F"#Y75%t)," themes that were reiterated many times in the
years that followed.’ In 2013, General Secretary Xi Jinping
updated this formulation by adding a phrase that called on
overseas scholars to “play a useful role” (%1E4EF) in serving
China’s national strategies. Xi has called on the country to

“do everything possible to create the conditions for overseas
scholars who return to China to have ample scope to exercise
their abilities and for overseas scholars who remain overseas

to have a gateway to serve their country.”

THE 7 SERVICES

As the number of overseas academics and researchers grew,
the PRC implemented policies that financially incentivized
overseas researchers to leverage their host institutions to
train talent sent from China. In 2001, the PRC Personnel
Department, Ministry of Education, Ministry of Science and
Technology, Ministry of Public Security, and Ministry of
Finance jointly issued a document titled, “Some Opinions

on Encouraging Overseas Scholars to Serve Their Country.”
The document details “funding support” (& % 3% #%) and
“remuneration” (3} to “overseas scholars to serve the
motherland through various methods while they are studying
or working overseas” in order to “fully exploit overseas talent
resources.” The document specified seven services for which
PRC scholars working overseas could be rewarded, including

leveraging overseas institutes to help train talent.®

Accept concurrent part-time technical work positions in China.

Coordinate research cooperation between overseas and Chinese entities.

Conduct research overseas that is commercialized by Chinese entities.

Commercialize patents and technology by establishing enterprises in China.

Leverage overseas institutes to help Chinese employers train their talent.

Introduce foreign technology into Western China.

Establish “intermediary organizations” to facilitate the introduction of foreign technology

to China and create more methods to serve the country in addition to those listed above.

© 2022 Strider Technologies, Inc. |
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With a large and growing pool of researchers, academics,
and scientists studying overseas, the PRC in the 1990s
began to implement programs designed to encourage their
retum to China. In 1994, the Chinese Academy of Sciences
(CAS) initiated the Hundred Talents Program (B Ait%l), an
initiative specifically dedicated to the recruitment of overseas
experts. Inspired by the success of the Hundred Talents
Program, the PRC Ministry of Education in 1998 created the
Changjiang Scholars Award Program (4515 &R Fit4l) to
recruit overseas talent to work in PRC research institutions. A
decade later, the Thousand Talents Program (TTP) launched
Today, the PRC operates a constellation of more than 470
distinct talent programs at the central, provincial, municipal,
and even institutional level that are aimed at recruiting top

talent, especially overseas talent, for key PRC institutions.™

Previous research by Strider has detailed how PRC talent
programs and funding schemes support the development of
China’s quantum research programs by sending scientists
to top research labs around the world for training and then
recruiting those scientists to retumn to China.” This approach
is not limited to the quantum sector. Indeed, state-sponsored
study abroad programs (433f) and other components of the
CCP's Talent Superpower Strategy provide government
financial incentives for scholars to use foreign institutes to
help the PRC train talent.’?

In the case of Los Alamos, at least 10 postdoctoral
researchers and visiting scholars were funded by the PRC
government's State-Sponsored Overseas Joint Training
Doctoral Program (B ZR/AkEX & 355718 T). Applicants to this
program are given preference if their research aligns with
specific technology needs outlined in PRC government plans
or the personnel needs of state laboratories.™ Those who are
selected are contractually required to retum to China.™

Under this program, the joint training is coordinated by a
doctoral advisor in the PRC and a host supervisor abroad,
who is likely aware of an applicant's PRC government
backing.® At Los Alamos, for example, an online
advertisement was posted in 2017 under the name of a

permanent staff member for a postdoctoral position at the

7 STRIDER

lab’s Center for Integrated Nanotechnologies (CINL). The
Chinese-language version of the advertisement specifically
sought out participants of the PRC govemment's State-
Sponsored Overseas Joint Training Doctoral Program;'®

the English version of the job posting, however, did not.

Los Alamos
National Labo

tory

The Los Alamos National Laboratory in New Mexico
is the U.S. Department of Energy’s premier research
institution. Its mission—"to solve national security
challenges through simultaneous excellence”—
includes designing nuclear warheads, ensuring

the safety and effectiveness of the U.S. nuclear
stockpile, and finding innovative solutions to
emerging threats in the cyber, space, and new

technology domains.

© 2022 Strider Technologies, Inc. | striderintel.com
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At Los Alamos, permanent staff members are well positioned
to identify, select, and train promising talent who could later
retum to China. These staff members are responsible for
reviewing postdoctoral curriculum vitae (CV) and identifying
candidates with skills matching Los Alamos research
programs.'” Over the span of their careers, Los Alamos
permanent staff—including those who eventually retum to
the PRC—often mentor dozens of postdoctoral researchers.
For example, Dr. Zhao Yusheng, who served as a member
of the permanent staff from 1996 to 2012, supervised and
sponsored at least 25 postdoctoral researchers, at least eight

of whom were from the PRC and later returned.™®

Close interactions between PRC universities and the
Ministry of State Security suggests that some postdoctoral
researchers and visiting scholars are vetted by China’s
security services before going abroad.™ While they do

not have access to the most sensitive research at Los
Alamos, they still pose risks of technology transfer and
economic espionage. The Department of Energy (DOE) has
acknowledged instances where researchers elsewhere have
passed dual-use and export-controlled research to the PRC

via visiting students and scholars.?

The "Los Alamos Club”

Former Los Alamos Affiliates

Overseas applicants who are inducted into a PRC talent
program are typically contractually obligated (often
unbeknownst to their overseas host institution) to host
visiting scholars and postdoctoral researchers from the PRC
and train them in their area of expertise.?' In effect, PRC talent
programs are ever-expanding recruitment networks. Once
inducted, participants are incentivized and obligated

to identify top talent for placement in desirable research
positions at their host institutiol d for eventual recruitment

back to the PRC.

STRIDER
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For example, at least two Los Alamos scientists have served
BERBANTFER)
prior to returning to the PRC. Established in 1999, the CAS

as CAS Overseas Review Experts (F1

Overseas Review Experts system is designed primarily to
“encourage excellent individuals who are studying abroad to
return to China and serve their motherland” and to “promote
the recruitment of overseas talents and intelligence.”? Those
hired as overseas review experts must “have the intention to
actively service the science and technology cause of

the motherland
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One of the most high-profile elements of the talent strategy
has been the TTP, which was established in 2008 to recruit
leading scientists, academics, and entrepreneurs to advance
the PRC’s interests. Oversight of the TTP fell under the CCP
Central Committee Organization Department, a secretive
party organ controlling personnel appointments within the
Party. In 2019, the PRC folded all TTP programs into the
“High-End Foreign Expert Recruitment Plan” (&% E % 55|
#1t%l) managed by the PRC Ministry of Science

and Technology.

Of the 162 Los Alamos scientists who have retumed to China,
at least 17, including 13 permanent staff members, were
selected into the TTP. Members of the TTP receive RMB
1,000,000 (approximately USD $155,000) and a research

subsidy of RMB 3 million to 5 million (approximately USD
$465,000 to $775,000).% Forty-two scientists were selected
for the TTP's youth branch, the Youth Thousand Talents
Program (& & Ait#l) or YTTP. Established in 2011, the
YTTP recruits outstanding scientists under the age of 40
with the potential to greatly contribute to the achievements of
PRC science and technology (S&T) and industrial objectives.
YTTP selectees receive a one-time grant of RMB 500,000
(approximately USD $77,500), a research subsidy of RMB 1
to 3 million (approximately USD $155,000 to USD $465,000),

and appointments at PRC institutions.?

Of the 113 Los Alamos postdoctoral
researchers and permanent staff members
who returned, at least 90—or 79.6 percent of
the total—were selected into PRC government

talent programs, including 59 for the TTP

and YTTR.25 These programs entail financial
incentives and contractual obligations forthe
scientists to serve the science and technology
goals of the PRC and the CCP.

Some Los Alamos returnees—permanent staff,

postdoctoral researchers, and visiting scholars alike—

have worked closely with People’s Liberation Army

(PLA) scientists on weapons development, contributing

to research in cutting-edge military and dual-use

technologies like deep-earth penetrating warheads,

unmanned autonomous vehicles (UAVs), hypersonics, jet

engines, and submarine noise reduction.

STRIDER 022 Strider Technologies, Inc. | str
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Los Alamos Scientists
Who Returned to the PRC

Permanen t Staff

@ STRIDER © 2022 Stri ider Technologies, Inc. | striderintel.com



21

Los Alamos Scientists Recruited
into the Thousand Talents Program
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B Number of TTP Scientists Recruited

Recruitment from Los Alamos soared with © The ability to track TTP recruitment has declined
the introduction of YTTP, which expanded the since 2017. In October 2018 information related to the
scope of potential recruits and peaked between TTP began to disappear from Chinese open-source
2013 and 2016, when upwards of 10 Los publications, probably because of increased scrutiny

)

i 27

Alamos scientists returned to the PRC each by the United States
year as TTP selectees. © lItis possible that the TTP's growth has declined in

recent years as other PRC talent-recruitment tactics
have evolved. The DOE began blocking scientists from
participating in foreign government talent-recruitment

programs in 2019.2

@ STRIDER © 2022 Strider Technologies, Inc. | striderintel.com 12
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SUSTech & Dr. Chen Shiyi

A Source of Expertise Driving the Development of Key
PRC Military and Dual-Use Technologies

Former Los Alamos scientists are playing a key role in contributions to PRC scientific research. From 2015 to

advancing China’s science and technology programs, 2020, he served as president of Southern University of

including military initiatives. In a 2017 article titled Science and Technology (SUSTech) in Shenzhen, China.

“America’s Hidden Role in Chinese Weapons Research,’ the
Hong Kong-based South China Morning Post reported that,
“while the numbers remain unknown, so many scientists
from Los Alamos have returned to Chinese universities and
research institutes that people have dubbed them the ‘Los
Alamos Club.”? While the total number of individuals who
have returned to China following stints at U.S. government—
funded labs is unclear, the individuals who have been
identified are contributing to meaningful advances in
China’s military modernization, presenting a range of
security challenges to the United States and its allies. The
careers of a few of the scientists who previously worked at
Los Alamos illustrate the ways and means by which PRC
government programs recruit foreign-trained experts for

strategic initiatives.

A central figure of the Los Alamos Club is Dr. Chen Shiyi
(B&+—). Dr. Chen arrived at Los Alamos in 1990 and
became one of the first PRC nationals to receive the
Oppenheimer Fellowship, a distinguished fellowship
reserved for the top postdoctoral applicants.® He served
as deputy director of the lab’s Center for Nonlinear Studies
(CNLS) from July 1997 to January 2000. Chen joined
Johns Hopkins University in 2001 and served as chair of
the Department of Mechanical Engineering from 2002

to 2004 before becoming the Alonzo G. Decker Chair in
Engineering and Science in 20053 That same year, he
returned to the PRC to establish Peking University's (PKU's)
engineering college. Chen became a CAS Academician in

2013—a position reserved for those who make the greatest

7 STRIDER
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Building “China’s Stanford”
in 10 Years on Recruitment
from Los Alamos

SUSTech is a public research university established
in Shenzhen in 2010 by the Shenzhen municipal
government. Nearly all SUSTech'’s direct financial
support comes from the Shenzhen municipal
government. Its stated ambition is to become

“China’s Stanford.”

At least 15 Los Alamos alumni are currently

employed at SUSTech. For a relatively new institution|
it employs a disproportionately high number of
world-class scholars, most of whom were recruited
via PRC government talent programs, transforming it

into an important S&T center within the PRC.

According to a report by a PRC Ministry of Education
media outlet, more than 40 percent of SUSTech

faculty are members of the TTP and the YTTP.
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As head of SUSTech, Dr. Chen excelled at recruiting scientists with Los Alamos links to the university.

Many of these returnees had personal and professional ties to Chen. For his achievements, the

Shenzhen municipal government honored Chen in 2017 with the title of “Shenzhen Talent Ambassador”
(RYIAF KAE).32SUSTech currently hosts at least 15 Los Alamos alumni.

Former Los Alamos scientists now working at
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HYPERSONICS

In addition to helping turn SUSTech into a premier research
university in China, Chen Shiyi is a world-renowned expert

in fluid dynamics and turbulence who has made major
contributions to China’s hypersonic missile and aerodynamics
programs. He is a key figure in a PRC defense innovation
system intentionally designed to blur the lines between

civilian and military research.

Chen Shiyi joined PKU's State Key Laboratory of Turbulence
and Complex Systems (LTCS) in 2005 and was its director
from 2011 to about 2020. He continued to lead LTCS during
his 2015-2020 tenure as SUSTech president. Established in
1995, LTCS conducts fundamental and applied research on
turbulence, aerospace mechanics, and complex flows. Chen is
currently honorary director of the laboratory and vice director
of LTCS' Academic Committee.® LTCS is organized around the
staff, equipment, and facilities of PKU's College of Engineering,

where Chen served as inaugural dean between 2005 and 2013.

Under Chen's leadership, LTCS played a key role in developing
the PRC's hypersonic glide vehicle.** According to the LTCS

website, the lab “actively participated in the development of

© 2022 Strider Technologies, Inc. | striderinte
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national strategic equipment and hypersonic wind tunnels.”*

This is a reference to PKU's quiet hypersonic wind tunnels,®’

the first of which was one of only three in the world when

it was built between 2010 and 2011.%¢ Compared with

conventional hypersonic wind tunnels, quiet wind tunnels

more accurately simulate in-flight conditions for objects flying

at hypersonic speeds.

©

l.com

Using data from PKU'’s quiet hypersonic wind tunnels,
LTCS claimed that it made contributions that were

“invaluable in the design of hypersonic vehicles."®

According to the PKU College of Engineering’s
Hypersonic Quiet Wind Tunnel Laboratory (B &% K
AR5 %) —a facility used by LTCS staff—research using
wind tunnels built during Chen's time as PKU engineering
dean and LTCS director “made important contributions”
that allowed “[the PRC] to surpass the U.S. in airbreathing

[hypersonic] vehicle research and development."®
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HYPERSONICS (CONT.)

LTCS occupies a central role in a wider network of
organizations involved in PRC hypersonic and defense
aerodynamics research. During Chen'’s tenure as director,
LTCS undertook major national projects with military
organizations such as the National University of Defense
Technology (NUDT) and the China Aerodynamics Research
and Development Center (CARDC), defense-industry
enterprises such as China Aerospace Science and
Technology Corporation’s (CASC) 11th Academy, as well as
members of the Seven Sons of National Defense, a grouping

of PRC universities that collaborate closely with the PLA.4'

© In 2013, Chen and LTCS cohosted a symposium with
NUDT's Defense S&T Key Laboratory of Hypersonic
Ramijet Technology (BBEEHEAMIEABHMNEE
FREARWE) on engine detonation, a field relevant for
hypersonic propulsion.*?

© Shortly after Chen stepped down as director in 2020, LTCS
began discussions to establish a joint state laboratory
with CASC's Third Academy, the PRC's premier enterprise

engaged in cruise missile design and production.*®

As recently as March 2020, Chen was serving as a member of
the academic committee of the CARDC State Key Laboratory
of Aerodynamics. In this position, Dr. Chen was responsible
for managing research objectives and annual work plans.
CARDC, also known as the PLA's 29" Testing and Training
Base (Unit 63820), is the PRC's largest aerodynamics
research and testing institute and serves as China's

primary hypersonic test facility.** The laboratory conducts
aerodynamic modeling in areas such as hypersonic boundary
layer transition, weapons bay aeroacoustics, and advanced
fighter maneuvers.* Since 1999, CARDC has been on the

U.S. Department of Commerce’s Entity List, a trade-restriction
list of individuals and entities conducting activities deemed
contrary to the national security or foreign policy interests of
the United States.#”

L% STRIDER
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JET ENGINES

Chen Shiyi also served on an Expert Steering Group of a
major National Science Foundation of China (NSFC) research
plan on jet engine development in China. The NSFC is a PRC
government body that advances basic research in support of
PRC strategic needs. NSFC Expert Steering Groups usually
consist of seven to nine experts responsible for overall
project guidance, implementation, and review of NSFC
research plans.* In 2014 NSFC launched the Fundamental
Research on Turbulent Combustion for Engines Major Project
Research Plan (BB & S EYH TR ERTFREATH R
1t#l), an eight-year research effort aimed at resolving key
technological bottlenecks in indigenous engine development,
a longstanding impediment in PRC domestic civilian and

military aircraft design and production.*

© The organizations charged with conducting the research
for this NSFC project include three PLA institutions—
NUDT, Air Force Engineering University (AFEU), and
CARDC—along with two state-owned defense-industry
giants—China Academy of Aerospace Aerodynamics
(also known as the CASC 11th Academy) and the
Shenyang Aeroengine Research Institute (also known
as the AVIC 606 Institute).®

© CARDC organizes the project's annual conferences
on NSFC's behalf, while its Air-breathing Hypersonic
Technology Research Center (S = =B H E# AR H

) hosts the project’s web page.” %

© shan Xiaowen, a SUSTech professor and former Los
Alamos permanent staff member, contributed to the
project in 2017 by leading an examination into the
effects of combustion on turbulence under engine

conditions.®
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DEEP-EARTH PENETRATING
WARHEADS

One of Chen Shiyi's first hires as the president of

SUSTech was his former Los Alamos colleague,

Zhao Yusheng (# F4). During his 18-year career at Los
Alamos, Zhao received at least 28 grants totaling $19.8
million in U.S. government funding for sensitive research.®
From 2004 to 2005, Zhao led a DOE-Department of Defense
(DOD) project entitled “Nanostructured Superhard Noses for
Deep-Penetrating Warheads."s> Zhao was also granted a DOE
“Q Clearance”—allowing access to Top Secret Restricted Data
and National Security Information—and led the lab’s team

researching high-pressure materials.>

© Zhao left Los Alamos in 2010 to lead the University
of Nevada, Las Vegas (UNLV) High-Pressure Science
and Engineering Center (HiPSEC)—a position that also
required a Q Clearance—where he received approximately
$2.9 million in DOE funding for research into new

battery materials.””

© Zhaowas inducted into the TTP in 2016 and returned
to China, where he has since served in several SUSTech
leadership roles, including associate vice president, dean
of its Academy of Advanced Interdisciplinary Studies,
director of its Office of Research, and chair professor in
SUSTech'’s Physics Department.’®

Further review suggests that one of the 25 postdoctoral
researchers Zhao sponsored at Los Alamos,

He Duanwei (8% 8), likely leveraged or replicated Los
Alamos research on materials for use in hypersonic,
deep-earth penetrating warheads after he returned to the
PRC in 2006. Dr. He worked as a postdoctoral research
associate at Los Alamos from 2000 to 2003, with some
information suggesting he remained employed at the lab
until 2005.%° In a 2004 edition of a Los Alamos publication,
Nuclear Weapons Journal, Zhao described how research
on superhard nanocomposites was “highly promising for
hypersonic high-speed penetration” and noted that “super-
hard materials in warhead penetrators [would] significantly

[ STRIDER

enhance technological advantages of U.S. weaponry.” Dr.
Zhao claimed that this research was conducted with the
U.S. Navy.®' Three years later, in 2007, Dr. He filed a national
defense patent in China on a similar technology for an

“ultra-thick penetrating warhead"®?

© Following the approval of the patent in 2011, Dr. He
co-led a Major National Defense Special Project
(EBFEA T ) subproject on synthesizing superhard

nano-polycrystalline diamonds in China.s

© The project involved a scientist working for the Chinese
Academy of Engineering Physics’ (CAEP) Laboratory of
Shock Wave Physics and Detonation Physics (@i ¥
BEERSNEIRE)

© CAEP is the PRC's nuclear weapons R&D and production
facility. The CAEP Laboratory of Shock Wave Physics and
Detonation Physics is also known in Chinese-language
sources as the National Defense Key Laboratory of
Shock Wave and Detonation Physics (43R 18 5185
NEEERIRE).S

Dr. He currently serves as director of the Sichuan University
Institute of Atomic and Molecular Physics ()l X% F 5
2 FYEBFFFRFR), where he also heads the High Temperature
and High Pressure Physics Laboratory (& ER# SRR
%), which is jointly administered by CAEP¢ Both Sichuan
University and CAEP are subject to U.S. government export
controls for their role in China’s nuclear program. Dr. He
also leads the high-pressure physics group at the Ministry
of Education Key Laboratory of High Energy Density Physics
and Technology (B REEYNER BRAYEBERAERE),
a defense-oriented laboratory whose website states that its
research is conducted in pursuit of the PRC’'s Medium and

Long-Term Defense S&T Development Plan.s”

© 2022 Strider Technologies, Inc. | striderintel.com 16
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UNMANNED AUTONOMOUS DR. CHEN CONTINUES TO
VEHICLES SUPPORT CHINA'S DEFENSE

INDUSTRY VIA NEW TECH
In 2016, Chen Shiyi recruited Shan Xiaowen (% EZ) to serve COMPANY

as chair professor in SUSTech'’s Department of Mechanics

and Aerospace Engineering. Dr. Shan became head of the Dr. Chen remains active in China’s defense innovation
SUSTech Intelligent Aviation R&D Center in 2019, which ecosystem. Since stepping down from his position as
focuses on unmanned aerial vehicle (UAV) technologies. SUSTech president in 2020, Chen established a computer-
Under Shan's leadership, the center produced a prototype aided engineering software company called Shenzhen
Vertical Take-Off and Landing (VTOL) UAV with both civil Shifeng Technology Co., Ltd. (RYI+# BHE AR /A 7, aka
and military applications.® The center is located in the same ~ TenFong). Chen linked the company’s establishment to wider
state-organized industrial cluster that hosts testing and efforts in the PRC to create industrial software independent
production facilities for military drones, an example of PRC from foreign suppliers.” Chen’s company has a number of
efforts to integrate civilian research with military end users.®® links to the PRC defense industry:
© Shan worked at Los Alamos from 1991 to 1998, first © Inlate 2021, Shenzhen Shifeng was one of three

as a postdoctoral researcher and then as a permanent companies vying for a contract to upgrade

staff member. He collaborated with Chen in the early heat-flow-analysis software for the China Airborne

1990s on Lattice Boltzmann methods (LBM), a form of Missile Academy (B Z= 22§58 92 Bx). ™

computational fluid dynamics commonly used in the
© In June 2022, the company acquired Nanjing Youyi

aerospace industry.”® .
Intelligent Technology Co., Ltd. (B A — HHERHEERL

© After becoming a member of the Los Alamos permanent &]).7° Youyi's product line includes FlightSim, a simulation
staff, Shan conducted research as a visiting fellow software with advertised applications in ballistic missile
at the U.S. Air Force Research Laboratory.”” Dr. Shan flight modeling, including simulation of coordinated
returned to the PRC in 2011 as a TTP selectee and joined salvo launches.”™

the Commercial Aircraft Company of China (COMAC)

. \ - Shenzhen Shifeng's Xi'an branch is led by Qu Kun (/& &)
as director of aerodynamics at the company’s Beijing

and Cai Jinsheng (& 4), professors at Northwestern
Research Center. In this capacity, he led the preliminary 9( )P
\ ) X X Polytechnical University, a Seven Sons school, who have
design of the PRC's first domestically produced wide-
headed multiple classified defense aerospace projects

body commercial aircraft, the C919, a project notorious
in China.”

for allegations of industrial espionage.”

© Shenzhen Shifeng has entered into cooperative ventures
with at least two companies, Qihoo 360 and China
State Shipbuilding Corporation, that are subject to U.S.

government sanctions.”

=
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THE LOS ALAMOS CLUB

Los Alamos alumni who are not connected with SUSTech
are also contributing to research in highly strategic

B eyo n d technology and contributing to PRC defense research,

but the scope and scale of these efforts is unclear.

S U S | h These individuals include visiting scholars, postdoctoral
ec researchers, and permanent staff.

At least 13 either work for or have participated in research sponsored by defense
organizations such as the Central Military Commission (CMC) and SASTIND.

At least seven have ties to the Chinese Academy of Engineering Physics (CAEP), the

primary R&D and production facility for the PRC's nuclear weapons program.

At least four former Los Alamos postdoctoral researchers currently work at the State Key Laboratory of Electronic
Thin Films and Integrated Devices (SKLETFID), two of whom received national defense S&T awards for their
contributions. The facility received more than half of its funding from defense entities between 2012 and 2017.

SKLETFID's accomplishments include producing multispectral camouflage materials for an unnamed stealth

fighter, developing advanced sensors for aircraft engines, and providing infrared detectors for PLA aircraft.

One former Los Alamos permanent researcher led research for both the U.S. military and the PLA while concurrently
employed as a professor at a U.S. university and as a Thousand Talents selectee at Nanjing University of Science
and Technology (NJUST). NJUST is a member of the Seven Sons of National Defense, a group of universities that
collaborate closely with the PLA.

© Between 2009 and 2015, the individual received approximately $1.8 million from the U.S. Army Research Office,
the U.S. Army Research Laboratory, the U.S. Air Force Office of Scientific Research, and the U.S. Air Force Small

Business Innovation Research (SBIR) Program for research on advanced materials.

© While conducting research on advanced materials for the U.S. military, this individual presided over a 390 million
RMB project from the CMC S&T Commission’s Major Frontier Innovation Program (EZRHEZ #A RIS EA
11 B) that made breakthroughs in titanium aluminide (TiAl) alloys, a lightweight material with applications in

defense aerospace.

© The former Los Alamos researcher collaborated on this project with a researcher who had previously spent time
at Oak Ridge National Laboratory as a visiting scholar. The former Oak Ridge visiting scholar later won the PRC's

highest-level defense S&T prize in 2021 for a separate project.

@ STRIDER © 2022 Strider Technologies, Inc. | striderintel.com 18
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He Guowei
& China’s

Former Los Alamos visiting scholar He Guowei (fJ El &) is a key figure in the PRC's efforts to deploy quieter

submarines that are better able to evade detection—a hallmark of the world’s most modern navies.

Dr. He was a visiting scholar at the Los Alamos CNLS in the late 1990s when Chen Shiyi served as deputy
director of the CNLS lab and it is possible that Chen recruited He to come to Los Alamos.” The two

cooperated extensively at the lab, publishing seven articles together between 1998 and 1999.8°

© Dr. He joined the staff of the Chinese Academy of Sciences Institute of Mechanics (IMCAS) in 1991 as
a postdoctoral researcher and rose through the ranks to become director of its State Key Laboratory of
Nonlinear Mechanics (LNM) in 2006.%'

© Inthe interim, He was a visiting scholar at the French National Centre for Scientific Research
(1995-1997), at Los Alamos (1997-2000), and at the Institute for Computer Applications in Science and
Engineering (ICASE) at the NASA Langley Research Center (2000) before returning to the PRC as

a selectee of the CAS Hundred Talents Program.

He's team at the IMCAS LNM developed computer models that help to quickly and accurately predict
turbulence generated by a submarine.®? As of 2019, He continued to pursue research in the “intelligent
identification theory of submarine turbulence noise” at IMCAS.** Most of the PRC's other preeminent experts

in submarine noise reduction technology are PLA scientists.®

@ STRIDER © 2022 Strider Technologies, Inc. | striderintel.com 19
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China’s recruitment of individuals who have worked at the Los Alamos

National Laboratory reflects the evolution of the PRC’s overall talent

strategy and shows how China'’s rapid advances in certain key

military technologies are being aided by individuals who may be
applying knowledge obtained while participating in sensitive U.S.
government-funded research.® The PRC'’s success at Los Alamos,
and support for China’s talent programs by Xi Jinping and other top
CCP leaders, suggest that similar efforts may be widespread at other
U.S. government—funded laboratories, research institutions, and

major centers of innovation.

The U.S. government has begun to take steps to mitigate these risks. In recent
years, the PRC's state-sponsored talent programs, such as the TTP, have drawn
increased scrutiny from Washington not only because of counterintelligence a
intellectual property (IP) theft risks, but because these programs are leveraging
taxpayer-funded research to advance the PRC’s economic development and
military modernization. According to a 2019 Senate report, PRC talent programs
violate U.S. research values, target U.S. basic research, and erode U.S. economic
competitiveness. That same year, the DOE issued guidance prohibiting involvement

by its employees or contractors in foreign talent-recruitment plans.

Several persons connected to the TTP have been indicted by the U.S. Department of
Justice. In May 2022, a federal judge sentenced Xiaorong “Shannon” Yu, a chemical
engineer and TTP applicant, to 14 years in prison for conspiring to steal trade secrets for

the benefit of a PRC-based company.

In December 2021, a federal jury found Harvard chemist Charles Lieber guilty of making
false statements and tax offenses related to his participation in the TTP and his

undisclosed affiliation with a PRC university.

However, more can be done by government-funded laboratories, research
institutions, and private industry to identify potential counterintelligence and IP theft
risks posed by individuals whose talent the PRC is seeking to leverage in its race
for science and technology dominance. Moreover, it is an urgent national security
imperative for like-minded nations to work together to protect their innovation

centers and compete with China to attract, retain, and protect leading talent.
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Appendix

Former affiliates of Los Alamos are central to the networks of scientists engaged in
China’s defense modernization and pursuit of civil-military fusion. This appendix offers
additional insight and context into the personalities, relationships, and organizations in

China involved in that work.

Chen Shiyi and Defense Aerodynamics

While Chen Shiyi guided LTCS and PKU participation in the PRC’s development of hypersonic
glide vehicles, the LTCS's leadership included military scientists linked to CARDC.

© Zhang Hanxin (3%;&{E), a CARDC researcher and former @ Deng Xiaogang (8/RI) currently serves under Chen

CARDC deputy chief engineer, served as the LTCS on the LTCS academic committee.®® Deng is a CAS
academic committee director when Chen joined LTCS Academician who led the PLA's NUDT from 2017 to

in 2005. Chen served as Zhang's deputy on the LTCS 2019. Deng held the rank of specialized technical major
academic committee, and in 2006, Chen hired Zhang as general and was chief engineer at CARDC, where he

an LTCS adjunct professor.#” At that time, Zhang held a served as the inaugural director of the center’s State Key
specialized technical major general rank and was well Laboratory of Aerodynamics®! and “presided over the
known in PRC aerodynamics circles for his national development and testing of hypersonic wind tunnels and
defense contributions, notably “developing three major resolved problems in the development of many major
software systems for the aerodynamic design of aircraft, weapons and equipment, including...advanced fighter
tactical missiles, and re-entry warheads.”® jets, missiles, and hypersonic vehicles.”? In 2020,

the PLA elevated Deng to vice president of the
Academy of Military Sciences, the PLA's highest-level
research institute.®
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Chen Shiyi and Defense ‘
Aerodynamics (Cont.)

In addition, Chen has worked closely with senior PLA scientists on multiple Expert Steering Groups for
NSFC Major Research Plans (EA#Z2it4l). NSFC Expert Steering Groups usually consist of seven to nine
experts responsible for overall project guidance, implementation, and review of NSFC research plans.® °

In 2017, Chen was tapped to head the Expert Steering Group for the NSFC Major Research Plan for
Generation, Evolution, and Action Mechanism of Turbulent Structures (i M4 #IR9 £ BGE L RAEAHNEE AR
FF5Eit&l). Chen's fellow Expert Steering Group members included several PLA and PRC defense-industry

scientists, including:*

© Sun Mingbo (#M83), an expert in hypersonic propulsion @ Shen Qing (37&) leads the Science and Technology
technologies, is a professor at NUDT and director of Committee of the CASC 11" Academy.
the university’s Key Laboratory of Hypersonic Ramjet

Technology (BB ERE ZHALEA EATRE) * © Deng Xiaogang (See bio on previous page).

In 2014, the NSFC launched the Fundamental Research on Turbulent Combustion for Engines Major
Project Research Plan ([ & 3 LAY TR e BRI 22 EARFZR1K).” Once again, Chen participated

in the plan’s Expert Steering Group alongside military scientists:

© Gan Xiaohua (H#4L), an aeroengine specialist, serves © Le Jialing (5 38F%), is deputy head of the Expert Steering

as head of the Expert Steering Group, Chinese Academy Group, CAE Academician, and former CARDC researcher
of Engineering (CAE) Academician, and chief engineer on the aerodynamic design of strategic missiles, launch
at the PLA Air Force Equipment Academy (FF BIf# IRE vehicles, and hypersonic vehicles. Le concurrently
ZEERREEHIPR). In 2010, Gan received a personal acts as the National Defense S&T Key Laboratory of
commendation by General Secretary Hu Jintao for Hypersonic Ramjets (&5 7 3 E & Sl EFH B R SRK
his role in developing the J-20 stealth fighter's thrust %) academic committee director and as a researcher at
vectoring engines. In 2014, Chen hired Gan as an adjunct the Academy of Military Sciences (EERBT, AMS), the
professor at LTCS. In May 2017, Chen appointed Gan as PLA's highest-level research institute. When Xi Jinping

a chair professor in SUSTech's Department of Mechanics visited AMS in May 2018, Le was part of a small group of
and Engineering.®® defense researchers to receive a private audience with

the General Secretary.'®
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Xu Ping and Wang Hsing-lin:

Case Studies in Sending Talent Abroad

In 2005, Xu Ping (#¥) was identified and honored as an Outstanding Graduate of the Harbin

Institute of Technology (HIT) by the PRC’s Commission for Science, Technology and Industry for
National Defense (COSTIND). HIT is one of the PRC's Seven Sons of National Defense.

© During his PhD program at HIT, Xu also served as -]
PRC government State-Sponsored Overseas Joint
Training Doctoral Program scholar at Los Alamos
from 2008 to 2009.

© After completing his doctoral program in 2010, Xu
became a postdoctoral researcher at HIT until 2014
under CAE Academician Zhou Yu (/8 E). At the time ]
Zhou was leading PRC government—funded research into
heat-resistant ceramic matrix composites that were later

used on satellites, rockets, and hypersonic vehicles.’”'

During this time, Xu was sponsored by Los Alamos
permanent staff member Wang Hsing-lin (E #f8%) to
return to the lab as a Director’s Postdoctoral Fellow. After
departing Los Alamos in 2013, Xu was inducted into

the HIT Basic Research Outstanding Talent Cultivation
Program (% T K ERFFFRAE A FHEEITR) in 2014.092

Xu is currently a professor and vice dean of the HIT
School of Chemistry and Chemical Engineering.'®® Zhou
served as the president of HIT from 2014 to 2021.

Xu's 2012 sponsor, Wang Hsing-lin, is the longest tenured Los Alamos researcher to go to the

PRC as a TTP selectee. Wang spent 21 years, from 1995 to 2016, at Los Alamos’ Chemistry

Division, first as a postdoctoral researcher and then as a member of the permanent staff.104103

© During his Los Alamos tenure, Wang also
served as a subject-matter expert at the DOD
Homeland Defense and Security Information
Analysis Center (HDIAC)."%

© In 2016, Wang was recruited into the TTP
and returned to the PRC as a chair professor
of the Department of Material Science and
Engineering at SUSTech under Chen Shiyi."”
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He Guowei and the PLA Navy

Several PLA scientists serve alongside Dr. He on the Academic Committee of the Shanghai Jiaotong University
State Key Laboratory of Ocean Engineering (#8:¥ TR ERE /2K E, SKLOE). These include:

© HelLin (fI3), a CAE Academician, specialized © Zhu Yingfu (k¥ E), a CAE Academician who was
technical rear admiral, and professor at the PLA Naval chief designer for both the PRC's first guided missile
University of Engineering, where he established the destroyer with true air defense capability and its first
National Defense S&T Key Laboratory of Submarine aircraft carrier.”®

Acoustic Stealth Technology (E#ER B2 & #R B RHE E

SRBE)in 2011, Yang Desen (#327%), a CAE Academician and Harbin

Engineering University professor who directs the National

© Wu Yousheng (R ), a CAE Academician who as of Defense S&T Key Laboratory of Underwater Acoustic
2020 directed the PRC's Central Military Commission Technology (kB HAREMEERTRE) and was a
S&T Commission Naval Warfare Expert Group.'%® member of the PLA General Armaments Department

Submarine Vibration Dampening and Noise Reduction
© QiuZhiming (B8#H8A), a CAE Academician and weapons

Technology Expert Group.™

researcher at the PLA Naval Research Academy who

designed the Type 730 close-in weapon system (CIWS)

and made technical breakthroughs in vertical launching .

systems (VLS)."®

The SKLOE is emblematic of how research at certain PRC |abs straddle the line between
civilian and military research. Highlighting its dual-use missions, its website declares that it “is
positioned to pay equal attention to applied basic research, national defense scientific research,

[and] civilian scientific research.”1? Some of its research is clearly military oriented:"'

© Development of hydrodynamic and hydro-ballistic models @ A classified project from 2017-2019 sponsored by the

for underwater launch of submarine-launched missiles. former PLA General Armaments Department.

© Aclassified project from 2014-2015 on maritime sensing @ Research pertaining to submarine maneuverability and
technology sponsored by a unit of the former PLA General stealth, including vibration and noise reduction.

Staff Department.

© ANSFC Key Project entitled “Collaborative Monitoring
of Underwater Moving Targets Based on Dynamic

Multi-source Information.”
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Footnotes

These activities are not limited to U.S. national laboratories, or even to the U.S. In early 2022, an investigation by Deutsche Welle found
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Senator BARRASSO. It says between 1987 and 2021, the Chinese
Communist Party targeted over 160 Chinese nationals working at
Los Alamos National Laboratory. Upon returning to China, these
researchers helped them advance key military technologies using
knowledge financed by us, by the American taxpayers. Today, thou-
sands of non-U.S resident Chinese nationals still work at our na-
tional labs, and I believe the majority of these foreign nationals
strive to further scientific innovation and collaborate in good faith.
Make no mistake, they are beholden to an authoritarian regime,
and the Chinese Communist Party is ruthless. Some of these Chi-
nese nationals will see no other choice but to support the Chinese
Communist Party through theft of American research and tech-
nology because if they don’t comply, their families back in China
may be punished.

Others will be tempted through bribery. Earlier this year, a Chi-
nese national and former software engineer at Google was arrested
for stealing on behalf of a Chinese firm which was paying him se-
cretly. The U.S. Justice Department has charged this individual
with stealing software used to orchestrate Google’s supercomputers
at the cutting edge of machine learning and Al technology.

In 2020, Congress required the Department of Energy to devise
a study of counterintelligence efforts at our national labs. The De-
partment hired MITRE, a government contractor, to conduct this
study. In April 2023, MITRE produced an unclassified report. Upon
receiving the report, the Secretary of Energy then decided to clas-
sify it. The Secretary reassigned the Director of the Department’s
Office of Intelligence and Counterintelligence without an expla-
nation. I have asked the Department to declassify the MITRE re-
port and for the Department to come clean with the American peo-
ple. The U.S. Department of Energy has refused. One can draw
many different conclusions from the Department’s stonewalling.
The Department may simply want to hide its failures from the pub-
lic, but whatever the reason, it is clear that the Department of En-
ergy 1and our national labs have failed to take the China threat se-
riously.

Mr. Chairman, we can’t let our research and technology fall into
the hands of China’s brutal dictatorship. The Department must
dramatically increase its efforts to protect our research from our
adversaries, and Congress must step in if the Department fails to
do its job.

Thank you again, Mr. Chairman, for calling this important hear-
ing, and I look forward to today’s testimony.

The CHAIRMAN. Thank you, Senator.

Now we will turn to our friend and colleague, Senator Durbin.

OPENING STATEMENT OF HON. RICHARD J. DURBIN,
U.S. SENATOR FROM ILLINOIS

; Seglator DURBIN. Do you want to go to Senator Cortez Masto
rst?

The CHAIRMAN. No, we will go after you, then we are going to
go to the witnesses.

Senator DURBIN. I am going to be very brief.

Thank you, Chairman Manchin and Ranking Member Barrasso
for this opportunity, and to all the members of the Committee.
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I won’t sit before you today and pretend I am Nobel Prize mate-
rial for science or engineering. I am just a liberal arts lawyer. How-
ever, there are brilliant scientists in my home State of Illinois that
have given me a crash course in quantum computing. I have visited
Illinois’ two national labs—Argonne and Fermi—many times and
seen their extraordinary work. And this past summer, Argonne’s
Aurora supercomputer achieved exascale computing speeds, land-
ing at the top spot among the most powerful supercomputers in the
world. Achievements like this are why, more than a decade ago, I
founded the Senate National Labs Caucus, along with Senator
Risch. It’s why I worked with so many of you on this Committee
to support the Department of Energy’s Office of Science. The fact
is, when America invests in science, we lead the world, and no-
where is this truer than in advanced computing.

I want to say, parenthetically, thank you to Senators Manchin
and Barrasso for talking about competition with China. It should
be a focal point every single day for all of us. I think for a moment,
and I know Senator Barrasso is an amateur historian himself—it
was in my lifetime that ping-pong diplomacy took place. This
primitive, backward, oxen-driven economy in China in 50 years
emerged as a world competitor to the United States of America.
And that is why we are meeting today to discuss it.

Senator Daines and I have introduced a bill called the Depart-
ment of Energy Quantum Leadership Act, reauthorizing quantum
research and development activities across DOE, expanding DOE
quantum research centers, tackling supply chain and prototype
challenges in the private sector, and expanding training programs
for the quantum workforce. This is timely, it’s important, and it’s
before this Committee. I urge you to enact it as quickly as possible.
Let’s get it passed.

The CHAIRMAN. Thank you, Senator, so much. And I would say
to all of our members that we would, as a Committee, share this
and keep updating it to show every legislative member—535—ex-
actly where we stand. And if we don’t start acting, and acting in
unity, we are not going to be able to catch up or excel. So I think
this is a stark reminder of where we are and this is very accurate,
very factual. I think you all would agree that we pulled these out
of what you all have looked at, and said this is where they are and
this is where we are.

So we want people to understand that. So we will be sharing that
without any objections from the Committee, and with that, Sen-
ator, we appreciate you coming in and sharing your thoughts.

Senator DURBIN. Thank you.

The CHAIRMAN. At this time, we are going to turn to our panel
of witnesses.

We have Ms. Helena Fu, Director of the Office of Critical and
Emerging Technologies at the Department of Energy.

We have Dr. Shaun Gleason, who is Director of Science-Security
Initiative Integration at Oak Ridge National Laboratory.

We have Dr. Kaushik, Senior Fellow, American Policy Ventures.

And with that, we will start with Ms. Fu.



44

STATEMENT OF HELENA FU, DIRECTOR, U.S. DEPARTMENT OF
ENERGY, OFFICE OF CRITICAL AND EMERGING TECH-
NOLOGIES

Ms. Fu. Thank you so much.

Chairman Manchin, Ranking Member Barrasso, distinguished
members of the Committee, thank you for the opportunity to testify
about the Department of Energy’s leadership in advanced com-
puting research and its application and cybersecurity. I want to
start by thanking this Committee for your strong support of DOE
for many years. My name is Helena Fu. I serve as the Director of
the DOE Office of Critical and Emerging Technologies. My office
coordinates across the Department of Energy and its 17 national
laboratories in artificial intelligence, biotechnology, microelec-
tronics, and quantum information science.

Since its origins from the Manhattan Project, the entire Depart-
ment of Energy complex has been working at the frontier of
science, driving advances central to America’s prosperity and secu-
rity. Two of the most critical scientific frontiers that we currently
face are artificial intelligence and quantum information science.
And today, we all see the transformative potential of AI. DOE and
its national labs have long invested in Al and its applications, and
in addition, DOE is the leading generator of classified and unclassi-
fied scientific data through the world’s largest collection of sci-
entific experimental facilities. We build and operate, in partnership
with industry, the world’s fastest and most powerful supercom-
puters, that are both strategic assets and serve the scientific com-
munity. Our proposed Frontiers in AI for Science, Security and
Technology initiative, or FASST, seeks to harness this infrastruc-
ture at DOE to deliver a step change in capability for the nation,
to develop Al-ready data, and to advance the next generation of
frontier-scale computing platforms. Building on this data and com-
pute, we need to develop models that deeply understand science,
math, physics, and chemistry, and we need to apply these models
to solve our most pressing challenges in discovery science, in ap-
plied energy, and in national security.

Beyond Al, quantum could help unlock new forms of computing
and information processing. And the National Quantum Informa-
tion Act authorized DOE’s five national QIS research centers. DOE
is making strides in the science that could help unlock quantum’s
potential in computing, in simulation, in networking, and in sens-
ing. We have created a first-of-a-kind quantum computing user ac-
cess program, created testbeds and foundries, and built under-
ground facilities to characterize devices. These investments are
helping to build up the quantum ecosystem in the United States,
where we are working across 115 institutions, 24 states, with trust-
ed international partners and with other parts of the interagency.
DOE is also making strategic investments in quantum computing
to address nuclear security challenges, and we are exploring poten-
tial applications to our energy mission.

A resilient and secure power grid underpins and enables U.S.
leadership in Al and quantum, and DOE is continuing to strength-
en the energy sector’s cyber defenses and invest in new capabili-
ties, such as the Energy Threat Analysis Center, or ETAC. The
ETAC pilot brings experts from government and from industry to-
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gether to address the growing cyber threats to U.S. electricity, oil,
and natural gas systems. The ETAC pilot has been instrumental in
rapidly addressing cyber threats, such as the PRC-sponsored Volt
Typhoon activity.

On a solemn note, I would like to recognize the life of Dr. Charlie
McMillan, who passed away unexpectedly last week. For 35 years,
Charlie worked at Lawrence Livermore National Laboratory and as
Director of Los Alamos National Laboratory. He had recently come
out of retirement to work with me and our labs on our Al initiative
because he saw how important this was. We in the entire DOE
community feel this loss keenly, and our hearts go out to Charlie’s
family and friends.

We are at an inflection point in Al and in quantum and cyber.
The DOE, with its dedicated scientific workforce of 40,000 strong,
our ability to drive mission science through deep partnerships, and
the ability to work across the entire ecosystem, from discovery
science to applied energy to national security—we stand ready to
do our part. I want to thank the Committee for its ongoing and bi-
partisan support for the DOE mission, and we look forward to
working with all of you. I am happy to answer your questions.

[The prepared statement of Ms. Fu follows:]
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Chairman Manchin, Ranking Member Barrasso, and distinguished Members of the Committee, thank
you for the opportunity to testify about the Department of Energy’s (DOE’s) leadership in the next
generation of advanced computing research, application, and cybersecurity.

My name is Helena Fu, and | serve as the Director of DOE’s Office of Critical and Emerging Technologies
(CET). U.S. leadership in critical and emerging technologies such as Al, biotechnology, quantum
information science, and microelectronics is key to enabling economic prosperity and maintaining our
national security. These technologies are a major source of new discoveries and breakthroughs,
strengthen our ability to counter national security threats, and increase access to clean, reliable, and
affordable energy.

CET works to leverage capabilities and expertise across the DOE complex, including the NNSA, and the
DOE’s 17 National Laboratories to sustain and extend U.S. leadership in technology in support of the
Department’s energy, science, and national security missions. The office has primary responsibility for
establishing and coordinating a strategic vision to ensure that the Department is unified and cohesive in
executing its works to critical and emerging technologies. CET works with and through other DOE offices,
enabling DOE leadership, as well as interagency, congressional, and external partners, to maximize the
impact of DOE capabilities and investments in these key areas of national importance.

My testimony will discuss how DOE is advancing the development of the Al innovation ecosystem
through its Frontiers in Al for Science, Security, and Technology (FASST) initiative, discuss the work to
improve permitting with Al via DOE’s VoltAlc initiative, outline the Department’s ongoing, foundational
efforts in quantum information science, highlight how the Department is leveraging advanced digital
technologies and close industry partnerships to protect our energy infrastructure’s cybersecurity, and,
describe how the Department’s work helps secure our national security.

Enhancing Artificial Intelligence Leadership for DOE’s Science, Energy and Security Mission

As the Committee well knows, Al is a transformative technology that is evolving almost by the day. It has
deep implications for all aspects of the nation’s wellbeing, from its economic prosperity to its long-
standing scientific leadership. DOE has a key role, together with leading science funding agencies, in
ensuring that the United States does not fall behind in the accelerating race to establish global Al
supremacy, and we thank Congress for the continued support it has provided to enable DOE’s existing
infrastructure and capabilities to be harnessed for cutting-edge Al research and development. Over
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many years, this foundational work has allowed the Department to prepare revolutionary Al capabilities
that our nation now requires more than ever.

e Thanks to DOE’s experimental and computational capabilities, which are the world's largest
collection of advanced experimental facilities, including particle accelerators and powerful light
sources, we are the world’s leading producer of unclassified and classified scientific data - the
fuel that powers important Al models.

e DOE designed, developed, and operates the world’s two fastest supercomputers, with a third
also currently being installed. Some of our supercomputing assets are open and accessible to
the U.S. scientific and academic community and industry via our user facilities. They provide a
national capability that often supports our agency partners, and are strategic components of our
national defensive capabilities.

e DOE has unparalleled experience in mission-driven public-private collaborations. Through the
Exascale Computing Project (ECP), DOE worked with industry partners to co-design and develop
critical components of the computer chips that power today’s leading Al models. The ECP also
helped deliver the world’s first official exascale computing systems that used less than 20
megawatts of power—one tenth of what experts projected at the start of the initiative and a
400% improvement in energy utilization over our pre-exascale systems.

e And we can put all of these assets to work because of our most valuable resource at DOE: the
nation’s largest skilled scientific workforce, with over 40,000 scientists, engineers, researchers,
and support personnel at our national laboratories.

DOE is already bringing our capabilities and expertise to bear in supporting the Executive Order on Al,
from conducting red teaming, to evaluating the potential for Al to be misused for chemical, biological,
radiological, and nuclear threats, to training an Al-ready science and engineering workforce through our
National Laboratories, to building Al models to expedite environmental reviews and permitting.

Now we are at a pivotal moment. DOE and its National Laboratories recognize the immense
opportunities and risks associated with Al. Other countries, including our adversaries, are already
investing significantly to develop strategic national capabilities in Al. The United States must lead the
world in the development of advanced Al systems for scientific, energy, and national security
applications, and DOE has a critical role to play.

DOE'’s Frontiers in Al for Science, Security, and Technology initiative - FASST - would leverage DOE’s
existing capabilities, infrastructure, and partnerships to provide a national Al capability. DOE has the
infrastructure needed to support frontier scale Al development for U.S. government capabilities that
span from supporting open access scientific discovery to facilitating mission-driven applied energy
applications and classified research and development. The National Nuclear Security Administration
(NNSA), part of DOE, is uniquely positioned to both advance Al applications and identify and mitigate Al
risks to NNSA’s nuclear nonproliferation, counterterrorism, and counterproliferation missions. DOE aims
to harness and develop Al-ready data, frontier scale compute platforms, and scientific foundation
models to solve our most pressing challenges—including control and design of massive and complex
systems like the electric grid, enhancing our knowledge of the subsurface for critical mineral
development and accelerated modernization of the nuclear deterrent. FASST will also support further
investment in improving the energy and water efficiency of Al models.

FASST is an ambitious Al initiative that would provide frontier-scale Al systems to solve critical
challenges in science, energy, and national security. This kind of public capability is critical to extend the
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United States’ competitive edge in scientific innovation, to develop effective Al governance and safety
measures, and train an Al-ready workforce. DOE is positioned to address the Al challenge from
beginning to end, starting with data and ending with the development and implementation of Al
applications for the critical challenges we face as a nation.

Improving Environmental Reviews and Permitting Outcomes

A core investment of the DOE’s Frontiers in Al for Science, Security, and Technology initiative — FASST —
instructs DOE to use Al to leverage the agency’s existing world-class laboratory test facilities to improve
siting and accelerate permitting decisions for clean energy deployment. Through strategic facilitation
across public-private partnerships, local, state, Tribal, and federal governments, DOE is actively
advancing artificial intelligence and machine learning research to improve permitting processes for
Administration permitting priorities, such as energy-related projects and critical mineral infrastructure.
Deploying our existing lab infrastructure and scientific expertise for Al instead of starting from scratch
will reduce lengthy, time-consuming, and resource-intensive application processes. Public and private-
sector clean energy investments depend on predictable project timelines and decision making.

When it comes to permitting, the Department is advancing a number of reforms and investments to
help improve and accelerate permitting processes. Companies are investing hundreds of billions of
dollars in manufacturing, clean energy, and infrastructure projects across America. To take advantage of
this momentum, we need to improve the ways projects are sited and permitted at all levels. This
moment demands efficiency without compromising environmental or community outcomes. In April,
DOE announced the VoltAlc initiative to use Al to help expedite and improve siting and permitting at the
Federal, state, and local level. As part of that initiative, DOE is building Al-powered tools to improve
siting and permitting of clean energy infrastructure. For example, we are developing PolicyAl, a policy-
specific large language model test bed that will be used to develop software to augment NEPA and
related reviews. The PolicyAl research team is investigating potential uses of Al in the NEPA and
permitting process, including extracting and organizing unstructured data, natural language processing,
analyzing structured data to identify key performance indicators, and comment analysis and
categorization.

Reauthorization of National Quantum Initiative to advance Quantum Information Science

While we are looking over the horizon toward the deployment of next-generation Al capabilities, the
Department has already been pushing the boundaries of critical technology areas that our nation needs
to maintain its strategic global position. Quantum Information Science (QIS) is one important area in
which the Department has already invested significant resources and made correspondingly significant
strides. The core of QIS uses the laws of quantum mechanics to store, transmit, manipulate, compute,
and measure information. QIS could unlock forms of computing and information processing that can
overcome the limitations of “classical” approaches by utilizing exotic quantum effects. Advances may
help solve problems that are hard to address with even the largest supercomputers of today, enable
extremely secure encryption, and could aid in understanding everything from biological systems to the
nature of dark matter.

Recognizing the great potential of QIS, and aware of the growing international competition in this
promising new area of science and technology, Congress passed the National Quantum Initiative Act
(NQI Act), which became law in December 2018. The DOE Office of Science is a leading partner in the
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National Quantum Initiative alongside other departments and agencies, and launched a range of
programs in QIS. Research projects range from single investigators within specific disciplines to large
integrated centers that span the Office of Science programs. QIS holds the potential to dramatically
advance aspects of DOE’s mission, and a major driver of DOE’s quantum strategy in recent years has
been the National Quantum Initiative Act.

The NQI Act authorized DOE to carry out a basic research program in QIS and DOE’s Office of Science to
establish and operate 2-5 National Quantum Information Science Research Centers to “conduct basic
research to accelerate scientific breakthroughs in quantum information science and technology.” In

FY 2020, DOE’s Office of Science established five National QIS Research Centers as called for in the NQI
Act. These centers focus on accelerating transformational advances in basic science and quantum-based
technology needed for world-leading capabilities in QIS. The National QIS Research Centers are led by
five of the DOE National Labs and currently combine the expertise and resources of over 87 academic,
industry, non-profit, and lab partners from 24 states, the District of Columbia, Canada, Italy, and the
United Kingdom.

The National QIS Research Centers program, an investment of $575 million over five years, is co-
designing algorithms, quantum devices, and engineering solutions to deliver quantum advantage in
scientific applications; overcoming roadblocks in quantum state resilience, controllability, and scalability
of quantum technologies; eliminating the decoherence mechanisms in superconducting 2D and 3D
devices; and reducing limitations of today’s Noisy Intermediate-Scale Quantum Computer systems.

The Centers have accomplished much since their inception in 2020, from establishing quantum
foundries for advanced device fabrication, building underground facilities for characterizing quantum
devices, developing highly successful open-source control-software, advancing innovative
superconducting devices to improving the precision of critical atomic clocks.

Although the original authorization provided funding only through 2023, the Office of Science has
continued to receive sufficient appropriations to support the current Centers. We will continue to fund
this research, subject to appropriations, through the end of FY 2025.

At the same time, the National Nuclear Security Administration is also investing in mission-relevant
quantum technologies. The Advanced Simulation and Computing (ASC) program at NNSA is making
strategic investments in quantum computing to drive innovative computing designs that leverage new
opportunities in the high-performance computing industry. One of ASC’s guiding principles is to
collaborate with vendors in co-design of all forms of computing technologies to benefit from innovation
in the private sector. ASC is focused on accelerating the availability and increasing the scalability of
advanced technologies in industry, with the goal of deploying quantum systems for its most demanding
and complex national security challenges.

DOE is also working with other partners within the federal government. This summer, DOE and the
Defense Advanced Research Projects Agency (DARPA) announced a Memorandum of Understanding to
advance the field of quantum computing. The MOU establishes a framework for planning and
coordinating future research, development, engineering, and test and evaluation activities related to
quantum computing. Part of that work will include deep analysis of the current status of quantum
computing and where it is going.
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DOE continues to drive advances in quantum research and development and to explore and better
understand the potential applications of QIS to all aspects of the Department’s science, applied energy,
and national security missions.

Advances in Computing and Impacts on Cybersecurity

While advances in computing have many beneficial uses, they may also be leveraged by those with
malicious intent to disrupt systems that we all rely on every day, such as the country’s energy
infrastructure. The energy sector provides the power and fuel that all other U.S. critical infrastructure
sectors depend on to operate. Any disruption in the energy system would have a devastating impact to
national security, the U.S. economy, and the safety and livelihoods of millions of Americans.

At DOE, the Office of Cybersecurity, Energy Security, and Emergency Response (CESER) is focused on
securing the Nation’s energy infrastructure against all hazards, reducing the risks and impacts of
cyberattacks, physical incidents and other disruptive events, and supporting state, local, tribal, and
territorial governments, as well as industry, with response and restoration when a disruption occurs.

DOE is continuing to strengthen the energy sector’s cyber defenses, invest in new capabilities, and
reimagine how we think about cybersecurity to ensure the resilience of the nation’s critical energy
infrastructure. This includes enhancing cyber threat collaboration, such as through the DOE pilot of the
Energy Threat Analysis Center (ETAC), which brings experts from government and industry together to
analyze and address the growing cyber threats to U.S. electricity, oil, and natural gas systems.

Given that much of the nation’s energy infrastructure is privately owned, meeting the shared
responsibility to address threats to the sector requires government and industry to work together. The
ETAC has been instrumental in addressing cyber threats, such as the PRC-sponsored Volt Typhoon
activity, and other threats targeting our energy infrastructure. In addition to the private sector
partnerships, we are leveraging the analytic capabilities, compute resources, and subject matter
expertise of five DOE national laboratories. It will take the whole of the sector coming together to
address the cyber threats that exist today, and those on the horizon.

In addition to the ETAC, DOE is prioritizing activities to harden current and future energy infrastructure.
We are partnering with manufacturers to strengthen the cybersecurity of critical components in the grid
and driving a paradigm shift in cybersecurity through the development of Cyber-Informed Engineering
principles, and promulgating them through implementation guides. The principles set expectations for
manufacturers from ideation to deployment. Most notably, the principles present a shared
responsibility model by identifying the distinct roles of both suppliers and end users in meeting
cybersecurity objectives. For example, supplier principles of secure development, continuous lifecycle
support, and proactive vulnerability management are complemented by end user responsibilities to
follow supplier guidance for secure implementation and hardening and sufficiently plan for maintenance
and refresh cycles.

DOE is adept at deploying innovative solutions to complex problems and will continue to do so in service
to the American people, ensuring the U.S. energy sector becomes only more secure and resilient with

time.

Conclusion
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As technology advances and evolves at an unprecedented pace, we appreciate the committee’s
steadfast work to provide the Department of Energy with the authorizations and resources we require
to maintain national leadership in critical scientific and technological sectors. The scope of this challenge
grows by the day, as illustrated by this hearing itself, which spans from advancing next generation Al
technologies to guarding against cybersecurity threats to our energy infrastructure. The Department
also knows our adversaries and competitors have an interest in stealing and undermining our
pathbreaking progress on these topics. We collaborate closely across the Department on a daily basis to
identify and minimize these concerns. However diverse our mission, the Department of Energy is
meeting it head-on with a cohesive vision that centers on the following principles:

e In-house technical capabilities for the national interest: In order to understand, accelerate, and
govern today’s technological advancements, our government must have internal capabilities that
respond to national imperatives first and foremost. Our Department, alongside our agency partners,
is tasked with maintaining national security, including economic security; we cannot rely on external
actors to assure our nation’s energy resilience, scientific leadership, and strategic deterrence. As we
execute on these missions, we simply must have the latest tools and brightest experts to maintain
critical capabilities.

e Dedicated and targeted public-private partnerships: America’s global leadership hinges on the
strength and ingenuity of its private sector and innovation from academia. As we build internal
capabilities, we must actively leverage our interagency and industrial partners and their
advancements. For example, industry grounds our capabilities and strategic vision in today’s rapidly
changing world. That’s why ETAC’s technical analysts from industry and government physically sit
shoulder-to-shoulder — we cannot have even small blind spots when protecting assets as critical as
our electrical grid or petrochemical infrastructure. Under the National Quantum Initiative, DOE and
the national labs operate the National QIS Research Centers in close partnership with industry and
academia. As Al models continue to advance in their ability to reason, DOE has the scientific
workforce and the scientific infrastructure to enable the development and application of Al to solve
the critical national challenges at speed and at scale. Public-private partnerships are foundational to
these programs, and we are eager to continue engaging with our industry partners to best
accomplish the Department’s diverse missions.

e Close coordination with the interagency: Advancing the nation’s scientific and technological
leadership inherently requires a whole-of-government approach. Each of the three bills establishes
programs that are complementary to others across the interagency and include mechanisms to
ensure coordination. For example, FASST will naturally enhance efforts in support of the
Department of Commerce’s Al Safety Institute’s Al standardization and governance efforts,
leveraging the national lab network to provide the requisite Al resources and an independent ability
to detect inflection points in model capabilities. Similarly, ETAC is just one part of much larger
cybersecurity apparatus distributed across the U.S. government and is built from the ground up to
enhance this larger mission, leveraging actionable intelligence from across the government to better
protect the nation’s energy resilience and security.

The Office of Critical and Emerging Technologies and the whole of the DOE stand ready to ensure that
the Department rises to the challenges posed by today’s strategic technology landscape.
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| want to again thank the Committee for its ongoing and bipartisan support for the DOE mission. Thank
you for the opportunity to be here today, and we look forward to working with the Committee on these
important issues. | am happy to answer your questions.
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The CHAIRMAN. Thank you, Ms. Fu.
And now we have Dr. Gleason.

STATEMENT OF DR. SHAUN GLEASON, DIRECTOR OF SCIENCE-
SECURITY INITIATIVE INTEGRATION, OAK RIDGE NATIONAL
LABORATORY, OFFICE OF THE LABORATORY DIRECTOR

Dr. GLEASON. Chairman Manchin, Ranking Member Barrasso,
and members of the Committee, thank you for the opportunity to
speak with you today. My name is Shaun Gleason. I am currently
the Director of the Science-Security Initiative Integration at the
U.S. Department of Energy’s Oak Ridge National Laboratory
(ORNL) in Oak Ridge, Tennessee, where I have 35 years of service.
I serve as a liaison between the open science and national security
mission communities and I am specifically focused on emerging
technologies, such as artificial intelligence, quantum science, cyber-
security, and high-performance computing across the diverse mis-
sion areas of ORNL. I am also an entrepreneur who founded a
startup company that successfully transitioned a medical imaging
technology to the market.

There are grand challenges where we must accelerate progress to
ensure continued U.S. leadership in the emerging technologies of
quantum, cyber, and Al. For example, in Al, energy efficiency is a
grand challenge, as many are predicting that energy use by Al-
driven data centers will approach ten percent of U.S. energy de-
mand by 2030. While energy-efficient Al is crucial, we also need
our Al systems to be safe, secure, and trustworthy. For quantum,
a primary grand challenge is the ability to create reliable and af-
fordable quantum devices that are the building blocks for quantum
computers. Another grand challenge is creating a quantum internet
that can reliably and securely share quantum information with
many different devices over long distances. Cybersecurity is a
grand challenge arms race where every defensive move inspires an
adversary’s offensive move and vice versa. Protecting U.S. critical
infrastructure, such as the electric grid, from cyberattacks requires
regional, public-private partnerships and real-world cyber testbeds
that are connected to a national information coordination network.

Some of the most exciting and critical areas for revolutionary in-
novations are where the fields of Al, cybersecurity, and quantum
intersect with one another. In the fields of cybersecurity and Al, Al
is being used to create dynamic, self-learning cyber-defense tools
that can adapt to the rapidly changing cyberattacks against our na-
tion’s infrastructure. Al systems themselves are uniquely vulner-
able to a variety of cyberattacks that can manipulate Al into mak-
ing decisions favorable to an adversary. Adversaries can create
public websites filled with disinformation that are automatically
scraped for data that can bias an Al model during training. To
combat cyberattacks on Al systems, several of the DOE national
labs, including ORNL, Los Alamos, Pacific Northwest, and Law-
rence Livermore, have created internal organizations to develop cy-
bersecurity methods specifically for the defense of Al systems.

The discoveries being made at the intersection of Al and quan-
tum are also powerful, and the scientific community is only
scratching the surface. For example, Al is being leveraged to accel-
erate the development of quantum computers by accelerating the
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discovery of new quantum materials and generating new types of
error-correcting codes for quantum computers. Conversely, quan-
tum computers are being used to speed up Al model training algo-
rithms and to generate realistic simulated data that can be used
to train data-hungry AI models. Additional research is needed to
capitalize on these opportunities.

DOE’s national laboratories are also home to powerful experi-
mental facilities that are made available to universities, industry,
and other government agencies to conduct cutting-edge research.
Thanks to investments by Congress through DOE’s Office of
Science and the National Nuclear Security Administration, the na-
tional labs have deployed the first open science exascale com-
puters—Frontier at Oak Ridge National Lab, Aurora at Argonne,
and later this year, El Capitan at Lawrence Livermore.

The combination of world-class talent, computing, and experi-
mental facilities positions DOE to lead in Al, quantum, and cyber-
security research. Exemplifying the value of partnerships in quan-
tum, ORNL is currently performing quantum-based secure commu-
nication experiments in collaboration with the electric power board
in Chattanooga and the University of Tennessee in Chattanooga on
their commercial quantum network. To maintain U.S. leadership in
Al, public-private partnerships are also critical. For example,
ORNL recently partnered with Advanced Micro Devices and Micro-
soft to develop software that can train a one trillion parameter Al
model on the Frontier supercomputer.

In summary, the grand challenges before us motivate partner-
ships across the government, the DOE national laboratory system,
industry, and academia to accelerate the pace of innovation. DOE
has demonstrated its commitment to advancing research and tech-
nology transitions across all three of these important areas while
trying to balance associated risks. Thank you once again for the op-
portunity to testify, and I welcome any questions you have on these
important topics.

[The prepared statement of Dr. Gleason follows:]
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Hearing on “Department of Energy’s Leadership in the Next Generation of
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Chairman Manchin, Ranking Member Barrasso, and Members of the Committee:
Thank you for the opportunity to speak with you today. My name is Shaun Gleason. |
am the Director of Science-Security Initiative Integration at the U.S. Department of
Energy’s (DOE’s) Oak Ridge National Laboratory (ORNL) in Oak Ridge, Tennessee. |
serve as a liaison between the open science and national security mission communities
at ORNL. | am specifically focused on advancing emerging technologies such as
artificial intelligence (Al), quantum science and technology, and advanced computing
across the diverse mission areas of ORNL. | have been at ORNL for 35 years, and my
research background is in electrical engineering with a focus on data processing,
machine learning, and advanced computing platforms. | have previously served as the
interim associate laboratory director for Computing and Computational Sciences and as
the director of two research divisions at ORNL for which | was responsible for leading
science and engineering capabilities that include quantum, Al, advanced computing,
and cybersecurity for critical infrastructure. One of my director roles was entirely
focused on cybersecurity for the national security mission and included sponsors such
as DOE, the Department of Defense (DOD), the Department of Homeland Security
(DHS), and the Intelligence Community (IC). Finally, | am an entrepreneur who founded
a startup company that successfully transitioned a medical imaging technology fo the
market.

As an introduction to my testimony, | am not here to provide opinions on
legislation or policy but rather am here to share my technical expertise relevant to the
subject of this hearing and how the DOE national labs, and ORNL in particular, provide
national leadership. The views | present to you are my own and have been formed by
my career as a researcher, engineer, entrepreneur, and technical leader. First, | will
outline a few grand research challenges in Al, quantum, and cybersecurity that hopefully
will motivate continued investment by Congress to advance the frontiers of science and
innovation. Second, | will describe how cybersecurity, Al, and quantum science overlap
and intersect and will present some research opportunities that exist at the crossroads
of these technologies. Finally, | will emphasize how national labs are uniquely equipped
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to push the boundaries of innovation and the importance of government, academic, and
industry partnerships to accelerate science, innovation, technology transfer, and
workforce development.

Grand Challenges

Some grand challenges require us to accelerate progress immediately to ensure
continued U.S. leadership in the emerging technologies of quantum, cyber, and Al. Our
economic, energy, and national security require that we continue to invest and innovate
to solve the grand challenges across these three fields.

For Al, improving energy efficiency is an imperative, because many experts are
predicting that energy use by Al-driven data centers will approach 10% of total U.S.
energy demand by 2030. Other reports predict that Al will contribute to reduced energy
needs, by enabling improvements such as more intelligent and efficient grid operation.
[“Al and energy: Will Al help reduce emissions or increase demand? Here’s what to
know,” World Economic Forum, July 2024,
https://www.weforum.org/agenda/2024/07/generative-ai-energy-emissions/]. Either way,
we must develop and deploy new hardware technologies such as quantum and
neuromorphic Al coprocessors that have potential to solve Al computational problems
with a much-reduced energy footprint. Energy efficiency is also critical for deploying Al
“at the edge” for remote scientific experiments, grid control endpoints, and national
security missions in areas where power sources are severely limited and/or unreliable.
We need not only new hardware platforms but also new algorithms, software, and
computational workflows that are more energy efficient. Another grand challenge in Al is
the development of Al systems that are safe, secure from cyberattacks, and privacy-
preserving (i.e., they preserve the privacy of sensitive data used to train the Al model).
Addressing these and other grand challenges in Al will help the U.S. maintain
leadership and strengthen our economic and national security.

For quantum, the potential positive impact is transformative, and the grand
challenges are numerous. A primary challenge is the ability to create reliable,
accessible, and affordable quantum devices such as quantum sensors and qubits for
quantum computers. Creating such quantum devices requires basic R&D in physics and
materials science, quantum engineering (the ability to turn a quantum material into a
functional device), and, finally, manufacturability—so that these devices can be made
reliably and affordably in large quantities. Solving this grand challenge will drive a
second grand challenge of creating a large-scale (1,000+ qubit), fault-tolerant quantum
computer that can solve real-world problems unsolvable by classical HPC systems.
Examples include complex optimization problems in physics, chemistry, medicine, and
logistics. Part of the grand challenge in quantum computing is the integration of
classical high-performance computing (HPC) with quantum computers functioning as
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coprocessors suited for quantum computation. Such hybrid classical-quantum
computers must be easily programmed to solve important problems. A third grand
challenge is quantum networking, which requires a new type of network that can reliably
share quantum information across many different quantum devices (e.g., quantum
computers, sensors, and photon sources) over long distances (hundreds of kilometers).
Some refer to this as the “quantum internet.” One key to solving this grand challenge is
transduction, which is a method of reliably sharing different forms of quantum
information with other devices on the quantum network.

Clearly, many grand challenges exist in the cybersecurity field. Cybersecurity is
an “arms race” where every defensive move inspires an adversary’s offensive move,
and vice versa. The U.S. needs a revolutionary leap in Al-driven, adaptive cybersecurity
to propel our cyber defenses out of reach of adversaries for both information technology
(IT) and operational technology (OT) systems. OT systems are collections of
components such as networks, computers, control systems, and sensors that provide
supervisory control and data acquisition, process monitoring, and communication for
critical infrastructures such as the electric grid, oil and natural gas systems, water
treatment plants, and manufacturing systems. All of these systems provide essential
and, often, lifesaving services. As an example, the U.S. electric grid is arguably the
largest and most complex machine in the world, with approximately 60 million
transformers of roughly 80,000 different types, 70,000 substations, and 5.5 million miles
of distribution lines. [Al for Energy: Opportunities for a Modern Grid and Clean Energy
Economy, DOE, April 2024, https://www.energy.gov/cet/articles/ai-energy] The OT
system for the U.S. grid is a mix of both decades-old hardware and software
components and brand new, “smart” Internet of Things devices, which increase the
cyberattack surface of the electric grid. Compared with IT systems, there is little
commonality in the operating systems and chip sets used across different OT systems
manufacturers, which creates cybersecurity challenges. Regional variations across the
U.S. such as the type of OT equipment used, mixes of distributed energy resources
(nuclear, wind, solar, hydro, coal, etc.), population density and growth patterns,
geographical differences, and weather extremes preclude the implementation of a
uniform, nationwide approach to securing the grid. As such, solving this grand challenge
requires regional partnerships and testbeds connected to a national cybersecurity
coordination network.

Research Opportunities at the Intersection of Cybersecurity, Al, and Quantum

Al, cyber, and quantum are all broad research areas, and many advances are
occurring rapidly within each individual field. Some of the most exciting areas for
revolutionary innovations are where they intersect with one another.
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For example, if we consider the fields of cybersecurity and Al, Al is being used to
create dynamic, self-learning cyber defense tools that are equipped to adapt to rapidly
changing cyberattacks against our nation’s critical infrastructure. As an example, ORNL
has built a Cyber Operations Research Range that employs HPC to help the U.S. Navy
evaluate the effectiveness of commercially available Al-based cyber defense tools
before they spend precious resources to acquire them. On the flip side, generative Al is
being used fo rapidly create volumes of never-before-seen instances of malware and
ransomware, some of which can penetrate the best deployed cyber defense tools. To
illustrate this point, ORNL demonstrated that Al could be used to modify existing
malicious software (malware) so that it penetrated the latest commercially available Al-
based cyber defense products approximately 80% of the time. This resuit was shared
with vendors so they could work on improving their Al-based cyber defense tools.
Finally, Al systems are uniquely vuinerable to specific cyberattacks, some of which
manipulate the Al system into making decisions favorable to an adversary by
“poisoning” the training dataset. An example of this would be creating data-rich websites
that are automatically scraped for data used to train an Al model but that contain
disinformation that biases the model. Other Al system attacks can enable an adversary
to steal the sensitive data (e.g., personally identifiable information) used to train an Al
model. A different type of attack attempts to fool the Al model into making a decision
that is favorable to the adversary. As a simple example, an adversary could paint a
special pattern on a military vehicle that fools an Al system into thinking it is a civilian
vehicle. To combat these types of cyberattacks on Al systems, several of the DOE
national labs have created organizations that are developing cybersecurity capabilities
specifically for Al systems. These include ORNL's Center for Al Security Research
(CAISER), Los Alamos National Laboratory’s Al Risks and Threat Assessments Group
(AIRTAG), Pacific Northwest National Laboratory’s Center for Al, and Lawrence
Livermore National Laboratory’s (LLNL's) Resilient Al for National Security (RAINS)
center. These organizations provide DOE-stewarded capabilities for the mission of other
agencies outside of DOE, including DOD, DHS, and the IC.

Next, if we explore the intersection between the fields of Al and quantum science
and technology, Al is being leveraged to accelerate discovery of new quantum
materials, hypothesize new quantum computer designs, and generate new types of
error correcting codes for quantum systems, all of which are needed to accelerate the
development of the next generation of quantum computers. Conversely, quantum
computers are being used to speed up machine learning training algorithms to enable
deployment of fast, energy-efficient quantum coprocessors that can train and evaluate
large Al models more efficiently than a classical HPC system. Quantum computers can
also generate realistic simulated data that can be used to train data-hungry Al
foundation models. For example, quantum computers can simulate molecular
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interactions and generate vast amounts of training data to train Al models for new
materials discovery. The discoveries being made at the intersection of the fields of Al
and quantum are powerful, and the scientific community has just begun to scratch the
surface.

At the intersection of the fields of quantum and cybersecurity, many academic
and national lab research institutions are developing post-quantum cryptography
methods that result in encryption methods that will be unbreakable by future quantum
computers. These new approaches are critical because future quantum computers are
predicted to be able to break the classical encryption methods used ubiquitously in our
everyday lives, including those in our computers and smart phones. After eight years of
collaboration among cryptography experts around the world, the National Institute of
Standards and Technology just released the first three finalized post-quantum
encryption standards. [https://www.nist.gov/news-events/news/2024/08/nist-releases-
first-3-finalized-post-quantum-encryption-standards]

DOE’s Unique Capabilities and Critical Partnerships

The final topic of my testimony covers the unique role that DOE plays and the
importance of government, national laboratory, academic, and industry partnerships to
accelerate innovation and technology transition across cybersecurity, Al, and quantum.
The DOE national laboratory system is uniquely positioned to solve the grand
challenges and advance science and innovation at the intersections of each of these
emerging technologies. The national labs employ the largest multidisciplinary scientific
workforce in the nation with approximately 70,000 employees. | often share with my
family and professional colleagues that | can find a scientist at ORNL with deep
technical expertise in every scientific area of interest including Al, cybersecurity, and
quantum. This scientific depth is magnified when you consider the scientific talent
across the entire DOE laboratory system. Therefore, the labs are uniquely equipped to
innovate at the intersections of these three fields.

DOE'’s national laboratories are also home to large and extremely powerful
experimental facilities that the labs make available to universities, industry, and other
government agencies to conduct cutting-edge research. Thanks to investments by
Congress through DOE’s Office of Science and the National Nuclear Security
Administration, these user facilities, stewarded by the national laboratory system, are
the most unique and powerful experimental facilities in the U.S. They include exascale
supercomputers—Frontier at ORNL, Aurora at Argonne National Laboratory (ANL), and,
later this year, El Capitan at LLNL—that can be used to train and test the largest Al
foundation models. The national lab system is also home to several of the world’s most
powerful tools for studying materials, including the Linac Coherent Light Source at
SLAC National Accelerator Laboratory, Spallation Neutron Source at ORNL, National
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Synchrotron Light Source-II at Brookhaven National Laboratory, and Advanced Photon
Source at ANL, all of which can generate uniquely valuable data to train Al models
targeted for new materials discovery. The combination of world-class talent, high-
performance computation, and data-generating facilities enables DOE to foster
revolutionary discoveries at the intersections of Al, cybersecurity, and quantum.

Another advantage of national lab engagement in development of these
emerging technologies is that DOE and its national labs have policies, procedures,
tools, and infrastructure that provide layers of security enabling both classified and
unclassified research on sensitive, critical, and emerging technologies. We cannot
maintain U.S. leadership in fields such as Al, quantum, and cybersecurity without
training our domestic workforce and leveraging the talent that exists outside the U.S.,
and DOE and its laboratories also take careful measures to reduce risk and protect
investments in these technologies.

As an entrepreneur, | know firsthand the importance of creating and sustaining
an innovation pipeline that starts with funding for fundamental R&D for new discovery,
followed by industry-informed R&D to build deployable systems, followed by technology
transfer and commercialization for market impact. New science and technology cannot
effectively move through the pipeline without deep, mutually beneficial partnerships.

As an example of enabling partnerships in the quantum field, ORNL is performing
quantum-based secure communication experiments in collaboration with the Electric
Power Board of Chattanooga, the University of Tennessee at Chattanooga, and
Qubitekk, Inc., a quantum networking company in California. The goal is to develop
resilient quantum network communication in the presence of real-world interference
sources such as wind, temperature variations, and vibration. We are leveraging the
optical fiber in the EPB commercial quantum network deployed in Chattanooga. DOE’s
Office of Advanced Scientific Computing Research (ASCR) is investing in R&D for
quantum networking at several of its national labs, including Fermi National Accelerator
Laboratory, ORNL, and ANL. On the quantum computing front, ORNL is partnering with
U.S.-based quantum computing companies through the ASCR-supported Quantum
Computing User Program (QCUP). A goal of QCUP is to learn to integrate classical
leadership computing systems such as Frontier with commercial quantum computers to
enable hybrid classical-quantum computers of the future that can solve complex
problems faster and with less energy demand. On a related note, Quantum Birilliance,
Inc., just announced a new partnership with ORNL to deploy one of its new quantum
computers in our datacenter, enabling additional research for hybrid classical-quantum
computing. [https://www.hpcwire.com/off-the-wire/quantum-brilliance-partners-with-ornl-
to-integrate-diamond-quantum-computing-into-hpc-systems/] These types of deep
partnerships and the ability to deploy large-scale infrastructure to solve challenges are a
strength of the national labs. Finally, DOE’s five National Quantum Information Science
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Research Centers are driving innovations in quantum computing, communication,
sensing, and materials, and these centers include partnerships among 115 institutions
across North America and Europe. [https://ngisrc.org/]

To maintain U.S. leadership in Al, partnerships among government, national labs,
industry, and academia are also critical. DOE labs and industry each have unique and
essential ingredients to accelerate Al innovation and transition into practice in a safe,
secure, and trustworthy manner. DOE has world-leading facilities for HPC, unique data-
generating experimental facilities, deep subject-matter expertise in science and energy,
and access to classified national security challenges and associated classified datasets.
On the other hand, industry is exponentially investing in rapid, agile, and innovative
development of Al hardware and software. Hence, a tight partnership between DOE and
industry is important to maintain U.S. leadership in Al for scientific discovery, energy
innovation, and national security. Finally, Al workforce development is essential on
several fronts, including development of Al researchers who work at the bleeding edge
of Al innovation; Al practitioners who leverage and transition new Al tools effectively for
their domain of expertise; and Al system engineers who install, maintain, and secure
operational Al systems. Our university partners play an essential role in educating the
next generation of Al talent and partnering with industry and national labs to provide
students with internships and fellowships where they can put their Al education into
practice in the laboratory and real-world systems.

An example of a public-private partnership advancing the cybersecurity of OT
systems components for the electric grid is the Cyber Testing of Resilient Industrial
Control Systems (CyTRICS), funded by DOE’s Office of Cybersecurity, Energy Security,
and Emergency Response (CESER). The CyTRICS mission is “protecting the nation’s
critical energy assets through cybersecurity vulnerability testing, forensic analysis, and
subcomponent enumeration.” [https://cytrics.inl.gov/] The CyTRICS partnership includes
six national labs, led by Idaho National Laboratory (INL), and six industry partners
providing OT equipment for the energy industry. CyTRICS is effective at identifying
complex cyber vulnerabilities in OT equipment because of this close partnership
between labs and industry. Additionally, CESER is supporting regional cybersecurity
partnerships such as Auburn University’s Southeast Region Cybersecurity Collaboration
Center on which ORNL is a key partner. Additional regional partnerships are needed
across the U.S. along with corresponding regional electric grid cyber testbeds such as
those deployed at INL that enable rigorous R&D and testing of the latest cyber threats to
our critical infrastructure. Regional cybersecurity partnerships across the U.S. that
coordinate with one another and are also connected via a national cybersecurity
coordination network will be a powerful way to mitigate cyberattacks against our electric
grid. A current example of a recently launched national cybersecurity coordination
network is the Energy Threat Assessment Center (ETAC) in Denver, Colorado, a
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CESER-funded government-industry partnership. Tying this cybersecurity theme back to
Al and quantum, we need to develop Al-driven, dynamic cyber defenses that can learn
and adapt faster than our adversaries can, as well as cyber-impenetrable quantum
networks focused on the unique regional needs of the electric grid across the country.

In summary, the cross-disciplinary nature of Al, quantum, and cybersecurity and
the associated grand challenges before us motivate partnerships across the
government, the DOE national laboratory system, industry, and academia to accelerate
the pace of innovation. DOE has demonstrated its commitment to advancing basic and
applied research and technology transition across all three of these important
technology areas, and DOE can effectively balance the revolutionary opportunities that
will come from advancement across these emerging technologies while balancing the
associated risks.

Thank you once again for the opportunity to testify, and | welcome any questions
you may have on these important topics.
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The CHAIRMAN. Thank you, Doctor.
And now we have Dr. Kaushik.

STATEMENT OF DR. DIVYANSH KAUSHIK,
SENIOR FELLOW, AMERICAN POLICY VENTURES

Dr. KausHIK. Chairman Manchin, Ranking Member Barrasso,
and distinguished members of the Committee, thank you for the
opportunity to testify today.

We are at a critical juncture in technological history. The Peo-
ple’s Republic of China, the PRC, is in an intense competition with
the United States, aiming to dominate advanced computing and Al
by 2030. Over the past seven years, they have increased their R&D
budgets by ten percent annually while engaging in sophisticated
espionage efforts to acquire technology. This is not just economic
competition, it is a strategic effort to reshape the global order. The
Department of Energy and its network of 17 national laboratories
and 35 user facilities are our technological vanguard. These institu-
tions have consistently delivered innovations underpinning Amer-
ican leadership, from clean rooms to platforms driving key indus-
tries today. The DOE labs’ potential to drive Al innovation is enor-
mous, with applications for national security, energy, and scientific
advancement. These breakthroughs powered by DOE’s supercom-
puting capabilities could revolutionize areas like material sciences,
molecular dynamics, and power grid resilience.

This necessitates a multifaceted approach. We must enhance the
security of our national lab facilities. We must maximize their
operational and scientific capabilities and we must implement stra-
tegic initiatives to attract and retain the talent that wants to come
here while removing those who seek to exploit our system. We
must foster an environment where our scientists and engineers are
encouraged to think big, push the boundaries of innovation, and be
confident that their groundbreaking research is safeguarded
against foreign exploitation.

The PRC has explicitly held up U.S. national laboratories as
models to emulate in their five-year plans. Stating in their 13th
five-year plan, and I quote: “National laboratories have become key
platforms for major developed countries to seize the high ground in
technological innovation. For instance, the Argonne, Los Alamos,
and Lawrence Berkeley National Laboratories in the United States
are all research bases focused on national missions. It is urgently
needed to focus on national goals and strategic needs, target inter-
national technological frontiers, and establish a group of larger-
scale interdisciplinary and integrative national laboratories.” This
is a direct quote from their five-year plan. Xi Jinping has since an-
nounced the creation of their own national laboratories that are ex-
plicitly designed to mimic and ultimately surpass our DOE com-
plex. While imitation may be the sincerest form of flattery, in this
context, it serves as a stark reminder of the value and the vulner-
ability of our national laboratories. The PRC’s efforts to surpass
our labs and capitalize on their advancements highlights the press-
ing need for a comprehensive approach to research security that
preserves our competitive edge.

The bottom line is that the PRC is pursuing an aggressive cam-
paign of technological advancement that relies on both aggressively
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investing in their own R&D ecosystem and illicitly acquiring intel-
lectual property. Furthermore, their strategy integrates civilian re-
search with military applications, as evidenced by statements from
top Chinese academic institutions, including Tsinghua University,
commonly referred to as their MIT. This goes beyond normal com-
petition. It represents a coordinated effort to challenge America’s
innovation leadership and reshape the global technological land-
scape in Beijing’s authoritarian image.

The PRC’s legal framework further complicates this picture.
Laws such as the 2017 National Intelligence Law compel Chinese
citizens and organizations to “support, assist, and cooperate with
state intelligence work.” This means that even well-intentioned
PRC researchers may be legally obligated to share information
with their government, regardless of any commitments made to
U.S. institutions. Let me be clear, research security is not about
stifling innovation or closing our doors to the world. It is not
about—and cannot be about—targeting individuals based on their
ethnicity. It is simply about ensuring that our openness is not ex-
ploited to our detriment by our adversaries. The DOE’s national
laboratories have long been a shining beacon for scientists and re-
searchers worldwide. This is an asymmetric advantage that we
have.

This global appeal is not just a point of pride, it is a cornerstone
of our technological leadership. For instance, 59 percent of top-tier
Al researchers work in the United States, but only about 20 per-
cent of them got their undergraduate degrees here. Our nation’s
commitment to freedom, to free speech, to freedom of inquiry, inno-
vation, and scientific excellence has made us the destination of
choice for the world’s brightest minds. We can and must maintain
our leadership in scientific collaboration, but on terms that protect
our national interests. We passed several laws. Effective implemen-
tation of these remains key, whether it be the research security
provisions in CHIPS or in NSPM-33.

The path that I have laid out today is undoubtedly challenging
and will require sustained commitment and vigilant oversight.
However, the alternative—a world where the PRC dictates the
rules for transformative technologies—is simply not an option that
we can entertain. There is much more that I could say on these
matters, but I trust that we will cover them more fully over the
course of this hearing. Thank you for the opportunity to testify. I
look forward to your questions.

[The prepared statement of Dr. Kaushik follows:]



65

Written Testimony of Dr. Divyansh Kaushik
Senior Fellow, American Policy Ventures
Submitted to the Committee on Energy and Natural Resources
United States Senate
for the Hearing to Examine the Department of Energy's Role in Advanced
Computing Research

Opening Statement

Chairman Manchin, Ranking Member Barrasso, and distinguished members of the Committee, thank you
for the opportunity to testify today.

We are at a critical juncture in technological history. The People's Republic of China (PRC) is in intense
competition with the United States, aiming to dominate advanced computing and Al by 2030. Over the
past seven years, they have increased their R&D budgets by 10% annually while engaging in
sophisticated espionage to acquire technology. This is not just economic competition but a strategic effort
to reshape the global order.

The Department of Energy (DOE) and its network of 17 national laboratories and 35 user facilities are our
technological vanguard. These institutions have consistently delivered innovations underpinning
American leadership, from clean rooms to platforms powering key industries. The DOE labs' potential to
drive Al innovation is enormous, with applications for national security, energy, and scientific
advancement. These breakthroughs, powered by DOE's supercomputing capabilities, could revolutionize
areas like material sciences, molecular dynamics and power grid resilience.

This necessitates a multifaceted approach: enhancing the security of our national lab facilities,
maximizing their operational and scientific capabilities, and implementing strategic initiatives to attract
and retain the world's most brilliant minds while removing those who seek to exploit our system. We must
foster an environment where our scientists and engineers are encouraged to think big, push the boundaries
of innovation, and be confident that their groundbreaking work is safeguarded against foreign
exploitation.

The PRC has explicitly held up U.S. national laboratories as models to emulate in their five-year plans,
stating in their 13th Five-Year Plan: "National laboratories have become key platforms for major
developed countries to seize the high ground in technological innovation. For instance, the Argonne, Los
Alamos, and Lawrence Berkeley National Laboratories in the United States ... are all research bases
focused on national missions. It is urgently needed to focus on national goals and strategic needs, target
international technological frontiers, and establish a group of larger-scale, interdisciplinary, and
integrative national laboratories.”

Xi Jinping has since announced the creation of their own national laboratories that are explicitly designed
to mimic and ultimately surpass our DOE complex. While imitation may be the sincerest form of flattery,
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in this context, it serves as a stark reminder of the value and vulnerability of our national laboratories. The
PRC's efforts to surpass our labs and capitalize on their advancements highlight the pressing need fora
comprehensive approach to rescarch security that preserves our competitive cdge.

The bottom line is that the PRC is pursuing an aggressive campaign of technological advancement that
relies on both aggressively investing in their own R&D capabilities and illicitly acquiring intellectual
property. Furthermore, their strategy integrates civilian rescarch with military applications, as cvidenced
by statements from top Chinese academic institutions. This goes beyond normal competition; it represents
a coordinated effort to challenge America's innovation leadership and reshape the global technological
landscape in Beijing's authoritarian image.

The PRC's legal framework further complicates this picture. Laws such as the 2017 National Intelligence
Law compel Chinese citizens and organizations to "support, assist, and cooperate with state intelligence
work." This means that even well-intentioned Chinese researchers may be legally obligated to share
information with their government, regardless of any commitments made to U.S. institutions.

Let me be clear: research security is not about stifling innovation or closing our doors to the world. It is
also not about and cannot be about targeting individuals based on ethnicity. It's simply about ensuring that
our openness is not exploited to our detriment by an adversarial nation.

The DOE's national laboratories have long been a shining beacon for scientists and researchers
worldwide. That is an asymmetric advantage that we have. This global appeal is not just a point of pride;
it's a comerstone of our technological leadership. For instance, 59% of top-tier Al researchers work in the
U.S., but only 20% received their undergraduate degrees here. Our nation's commitment to freedom,
innovation, and scientific excellence has made us the destination of choice for the world's brightest minds.
This magnetic pull of talent is not just an asset; it's a national and economic security imperative.

We can and must maintain our leadership in scientific collaboration, but on terms that protect our national
interests. We have passed several laws to address these challenges, including measures in the CHIPS and
Science Act, various NDAAs, and cxecutive actions such as NSPM-33. Effective implementation of these
remains key. This requires funding agencies, enforcement authorities, universities, and researchers to
work closely together, with a strong emphasis on educating researchers about potential risks and best
practices.

The path that I've laid out today is undoubtedly challenging and will require sustained commitment and
vigilant oversight. However, the alternative-—a world where the PRC dictates the rules for transformative
technologies—is simply not an option we can entertain.

There is much more that I could say on these matters, but I trust we’ll cover them more fully over the
course of this hearing. Thank you again for the opportunity to testify and I look forward to your questions.



67

Background

The PRC is engaged in an intense technological competition with the United States. This is not mere
economic rivalry, but a strategic effort to supplant American leadership and reshape the global order. The
PRC's ambitions to dominate advanced computing and artificial intelligence by 2030 represent a serious
threat to our national security, economic prosperity, and way of life.

Under Xi Jinping's iron-fisted rule, the PRC has weaponized every facet of Chinese socicty in pursuit of
technological supremacy. Their whole-of-nation approach erases any distinction between civilian and
military applications, furning every research lab, university, and tech company into a potential tool for the
People's Liberation Army.

In this high-stakes competition, the DOE and its network of 17 National Laboratories, and 35 user
facilities stand as America's technological vanguard. DOE's unparalleled capabilities in advanced
computing and multidisciplinary research are crucial assets in maintaining our technological edge. To win
this competition, it is critical that we have a multifaceted approach that involves maximizing the
operational and scientific capabilities of our National Labs, enhancing rescarch security, and
implementing strategic initiatives to attract and retain the world's most brilliant minds.

DOE's Key Role in Advancing U.S. Technological Leadership

The DOE and its network of 17 National Laboratories and 35 user facilities arc the crown jewels of our
nation's scientific enterprise. They house computational power and multidisciplinary expertise that keep
the U.S. at the cutting edge of scientific rescarch and innovation. These institutions are fortresses of
innovation, housing computational firepower that the PRC can only dream of replicating independently.

The breadth of artificial intelligence (AlI) applications emerging from DOE labs is staggering, spanning
critical areas from national defense to energy systems and scientific discovery. This technology is pivotal
in shaping our technological and economic competitiveness, particularly in the face of intense global
competition. The DOE labs, with their thousands of top-tier scientists and engineers, are unigquely
positioned to drive transformative advancements that maintain our national security, propel energy
innovation to benefit consumers and businesses, and push the boundaries of scientific breakthrough.

Consider the computational prowess housed within these labs. DOE currently operates some of the
world's fastest supercomputers. These machines are not just scientific tools; they are strategic assets that
maintain our qualitative edge and drive innovations that keep us ahead in critical technologies. The
potential of these supercomputers, when coupled with cutting-edge Al research, is immense. They cnable
the development of sophisticated AI models that can revolutionize fields such as nuclear fusion,
geothermal exploration, carbon capture, drug discovery, and their national security applications.

The impact of DOE labs extends far beyond raw computing power. They have consistently delivered
breakthrough innovations that underpin American technological leadership, including:
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1. The clean room, invented at Sandia, revolutionized semiconductor manufacturing—an industry
crucial for technological independence and at the heart of global tech competition.

2. DOE's collaboration with NVIDIA on NVLink in 2017 helped cement U.S. leadership in
high-performance computing interconnects, providing a key advantage in developing
next-generation Al systems.

3. DOE-funded research laid the groundwork for programmable Graphics Processing Units (GPUs),
enabling the Al revolution that is transforming our economy today.

Looking ahead, the potential for DOE labs to drive Al innovation is enormous. DOE could and should
lead in the development of Al for bolstering national security, Al for unleashing energy abundance, and
Al for accelerating science. These models, possible only through the supercomputing capabilities of DOE
labs, could offer unprecedented insights into complex processes like molecular dynamics crucial for
additive manufacturing or power grid dynamics, leading to a more resilient energy infrastructure.

Lab-driven Al investments can aid the process of fundamental scientific discovery itself. In fields like
nuclear or high-energy physics, Al-powered models can efficiently capture and analyze massive datasets
and drive automated experimentation. Al can also assist science to reveal how matter behaves in extreme
environments, crucial for unlocking the mysteries of fusion.!

Take for example, how DOE is experimenting with cloud labs to automate science. The Pacific Northwest
National Laboratory recently shared that their researchers are integrating Al with cloud-based laboratory
environments to streamline scientific experimentation.” This approach involves using Al to automate and
optimize various aspects of experimental processes, such as setup, monitoring, and data analysis, thereby
reducing the need for manual intervention and increasing the throughput of scientific experiments. This
technology can significantly enhance research efficiency in areas like biotechnology and materials
science, potentially leading to faster scientific discoveries and innovations. Such capabilities could be a
gamechanger for how we do science.

Similarly, in the realm of national security, DOE labs play a central role. Their work in Al could enhance
U.S. stockpile modernization and surveillance of foreign nuclear activities. The development of classified
Al models could significantly advance our capabilitics in managing threats to national security, from
maintaining space situational awareness to advancing biodefense.> Moreover, our National Labs are
ideally suited to develop Al tools that can test and validate other Al models, especially around
proliferation risks. It's important to note that these efforts are being complemented and enhanced by the
work of the recently established Al Safety Institute at NIST. The collaborations between DOE and AISI to
conduct critical evaluations of Al systems, particularly focusing on potential risks related to chemical,
biological, radiological, nuclear, and explosive (CBRNE) threats are critical to our national security.

For energy innovation, advancements in Al at DOE labs can lead to more efficient energy production,
enhanced grid security, and accelerate the design and development of next-generation nuclear reactors.
For instance, Al models developed at DOE labs could revolutionize electrical grid load forecasting and
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severe weather prediction, improving reliability and reducing the $150-billion annual cost of power
outages to American businesses.*

It is also critical to recognize that building Al capabilities further requires developing the underlying
infrastructure to support Al development and deployment and then also having the best talent to utilize
that infrastructure. I'll come to the talent piece later, but on the infrastructure side, this means significant
investment in building next-generation Al data centers and high-performance computing facilities,
developing cutting edge GPUs to put in these data centers, and increasing base load power generation to
power them. The recent bipartisan action by this committee on permitting reform will help address many
of the regulatory hurdles currently impeding this essential infrastructure buildout.

The strategic importance of DOE labs in maintaining U.S. technological leadership cannot be overstated.
As global competition in Al and other emerging technologies intensifies, these labs serve as our
technological vanguard. Their unique combination of world-class talent, cutting-edge facilities, and
multidisciplinary approach positions them to drive innovations that will shape the future of Al and
maintain America's technological edge.

However, the very excellence that makes DOE labs the crown jewels of American scientific enterprise
also makes them attractive targets for those seeking to erode our technological advantages. The labs
represent a treasure trove of innovation that foreign competitors are eager to access—by any means
necessary.

The Importance of Robust Research Security

As we celebrate and leverage the immense capabilities of our DOE labs, we must also recognize the
critical need to safeguard them from nefarious actors. The PRC, in particular, has demonstrated a keen
interest in emulating and potentially surpassing our research capabilities. Xi Jinping himself has explicitly
held up DOE's National Laboratories as models to recreate, stating in the PRC's 13th Five-Year Plan’:

“National laboratories have become key platforms for major developed countries to seize the high
ground in technological innovation. For instance, the Argonne, Los Alamos, and Lawrence
Berkeley National Laboratories in the United States, as well as the Helmholtz Research Centers in
Germany, are all research bases focused on national missions. They rely on interdisciplinary
approaches, extensive collaboration, and strong support to carry out collaborative innovation.

Currently, China's technological innovation has entered a new stage where tracking, parallel
running, and leading coexist. It is urgently needed to focus on national goals and strategic needs,
target international technological frontiers, and establish a group of larger-scale, interdisciplinary,
and integrative national laboratories. This will involve optimizing the allocation of human,
financial, and material resources to create a new pattern of collaborative innovation.

a CNETOY OOV, ;i o1

* http://cpe.people.com.cn/n/2015/1103/c64094-27772663.html
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The main consideration is to set up a number of national laboratories in key innovation areas,
create hubs that attract top domestic and international talent, and organize collaborative research
with significant leading roles. This approach aims to build technological innovation capabilities
that represent national standards, are recognized by intemational peers, and hold influence on the
global stage, positioning China as a strategic force in capturing key international technological
heights.™

‘While imitation may be the sincerest form of flattery, in this context, it serves as a stark reminder of the
value and vulnerability of our National Laboratories. It's a testament to the global impact of our National
Laboratories that they serve as a model for ambitious nation-states, but it also highlights the pressing need
for a thoughtful, comprehensive approach to research security that preserves our competitive edge in the
global scientific community. The PRC has since announced their own national laboratories explicitly
designed to mimic and ultimately surpass our DOE complex.

Let me be absolutely clear: the PRC is pursuing an aggressive campaign of technological advancement
that relies heavily on both investing in their own R&D capabilitics (over the last seven years, the PRC has
increased its R&D budget consistently by 10% year over year)’ and expanding their intellectual property
acquisition® and technological intelligence gathering efforts. This goes beyond normal competition; it
represents a coordinated effort to challenge America's innovation leadership and reshape the global
technological landscape in Beijing's authoritarian image.

The PRC's strategy of integrating civilian research with military applications is not merely
theoretical—it's being actively implemented at the highest levels of Chinese academia.

In 2018, Tsinghua University's Vice President, You Zheng, penned an article that laid bare the institution's
role in advancing state and military objectives, particularly in the field of AL’ You Zheng stated:

"In accordance with central requirements, Tsinghua University will closely integrate the national strategy
of military-civilian integration and the Al superpower strategy. Tsinghua University was entrusted by the
CMC [Central Military Commission] Science and Technology Commission to take responsibility to
construct the High-End Laboratory for Military Intelligence (Z5 3+ it i it 52 46 2%). With regard to
basic theories and core technologies, military intelligence and general Al possess commonalities.
Therefore, Tsinghua University regards the construction of the High-End Laboratory for Military
Intelligence as the core starting point for serving the Al superpower strategy.... Therefore, Tsinghua
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University insists on basic research as a support in applied technology research in Al talent training and
scientific research innovation, with military requirements as a guide, promoting the development of basic
Al research."

This declaration reveals a troubling reality: China's top engineering and computer science institution
makes no distinction between foundational Al research and its potential military applications, viewing
them as intrinsically linked. The PRC extends this philosophy to the private sector, effectively coopting
companies as extensions of the state apparatus. A notable example of this is Huawei, which embodies the
PRC's strategy of fusing civilian technological development with state and military interests.'

Thus, we must recognize that the global research landscape has evolved. A recent report by independent
science advisory group JASON notes that while openness in fundamental research promotes scientific
discovery, the PRC's efforts to militarize civilian research and restrict information flow "may severely
limit the benefits of collaborations with research organizations within the PRC."!!

The PRC's legal framework further complicates this picture. Laws such as the 2017 National Intelligence
Law compel Chinese citizens and organizations to "support, assist, and cooperate with state intelligence
work." This means that even well-intentioned Chinese researchers may be legally obligated to share
information with their government, regardless of any commitments made to U.S. institutions.'?

It's important to note that navigating this landscape is challenging for research institutions across the U.S.,
including our National Laboratories. Collaborations between U.S. researchers, including those at DOE
National Labs, and scientists from Chinese universitics with defense research connections have
occurred.”® While such collaborations have decreased, they underscore the need for continued vigilance
and clear guidelines.

This challenge reflects the differing approaches to research and development between the U.S. and the
PRC. The PRC's holistic approach to technological development, which blurs the lines between public,
private, civilian, and military sectors, creates complexities that our open research system must carefully
navigate.

Our response must be comprehensive and nuanced. We must recognize the value of international
collaboration while implementing robust safeguards against potential exploitation. This isn't about
targeting individuals based on ethnicity, but about addressing a state-driven strategy to acquire technology
through various means.

12 hitps://www.dni.gov/files/NCSC/documents/SafeguardingOurluture/FINAL_NCSC_SOF_Bulletin_ PRC_Laws.pdf

13 The Seven Sons (Beihang University, Beijing Institute of Technology, Harbin Engineering University, Harbin Institute of
Technology, Nanjing University of Aeronautics and Astronautics, Nanjing University of Science and Technology, Northwestern
Polytechnical University) are widely believed to have close scientific research partnerships and projects with the People's
Liberation Army. Nearly three quarters of university graduates recruited by defense related state-owned enterprises in the PRC
come from the Seven Sons. The Seven Sons devote at least half of their research budgets to military products. In 2024 alone,
researchers affiliated with DOE National Labs have collaborated with scientists from Chinese universities commonly referred to
as the Seven Sons of National Defence, resulting in at least 60 research publications so far.
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Research security is not about stifling innovation or closing our doors to the world. It is about ensuring
that our openness is not exploited to our detriment. We can and must maintain our leadership in scientific
collaboration, but on terms that protect our national interests.

‘We have the legislative framework to address these challenges, including measures in the CHIPS and
Science Act, various NDAAs, and NSPM-33.!* The focus now should be on effective implementation. '
This requires funding agencies, enforcement authorities, universities, and researchers to work closely
together, with a strong emphasis on educating researchers about potential risks and best practices. We
must demonstrate that ethical conduct and scientific excellence are mutually reinforcing, setting a global
standard for responsible research practices.

The Talent Imperative: Leveraging DOE's Role in Workforce
Development and Global Talent Attraction

‘While robust security measures are crucial, we must recognize that protecting technology is only part of
the equation. To maintain our technological edge, particularly in critical areas like Al, we must capitalize
on DOE's dual role as both a domestic workforce developer and an international talent attractor.

Realizing the impact of our National Labs on our strategic priorities requires integrating the best of
research and development into solutions. Insulating ourselves entirely from global scientific
developments is neither practical nor advisable. Our experts must understand relevant developments by
scientists worldwide; a blanket prohibition on the employment of foreign nationals from specific countries
with large scientific enterprises would be counterproductive to our national security mission. At the same
time, restricting access to sensitive information is vital for our national security. It is about striking that
balance.

The DOE's National Labs have long been a shining beacon for scientists and researchers worldwide,
embodying the pinnacle of scientific pursuit and technological innovation. This global appeal is not just a
point of pride; it's a cornerstone of our technological leadership. The DOE's National Laboratories interact
with scientists of foreign origin in three principal ways:

1. Short-term visits by international scientists to share advances and explore collaboration
opportunities.

2. Asapipeline for our future workforce, recognizing that a significant portion of higher degree
holders in Science and Engineering in the U.S. are foreign-bormn.

3. Through the integration of foreign-born scientists who become U.S. citizens, obtain clearances,
and become integral parts of our national security enterprise.

These interactions are not just beneficial; they are essential for maintaining our technological leadership
and our position as the world's premier destination for scientific talent. As the National Security

14 5QC

'3 Despite OSTP's significant delays in issuing implementation guidance for NSPM 33, DOE's implementation of NSPM 33 goes
beyond what the OSTP has asked for.



73

Commission on Artificial Intelligence noted in 2022, "The United States risks losing the global
competition for scarce Al expertise if it does not cultivate more potential talent at home and recruit and
retain more existing talent from abroad."!®

The importance of our ability to attract global talent is underscored by these striking statistics:

® 59% of top-tier Al researchers work in the U.S., but only 20% received their undergraduate
degrees here.

e Among the most elite Al researchers (top 0.5%), 65% work in the U.S., but only 35% earned their
undergraduate degrees domestically."”

These figures highlight a crucial point: America's technological leadership is inextricably linked to our
ability to attract and retain global talent. Our nation's commitment to freedom, innovation, and scientific
excellence has made us the destination of choice for the world's brightest minds. This magnetic pull of
talent is not just an asset; it's a vital national and economic security imperative.

The importance of this global talent attraction becomes even more apparent when we consider the scale of
the PRC's STEM education pipeline, which produces four times as many bachelor's degree holders and
twice as many PhD graduates as the U.S. Xi Jinping himself has described talent as "the first resource" in
the PRC's push for "independent innovation."

‘We must use a scalpel to ensure we are removing the bad actors, not a sledgehammer. As former
Counterintelligence Chief Bill Evanina said, "We allow 350,000 or so Chinese students here every year.
That's a lot. We have a very liberal visa policy for them. Ninety-nine point nine percent of those students
are here legitimately and doing great research and helping the global economy. But it is a tool that is used
by the Chinese government to facilitate nefarious activity here in the U.S."!®

Our system's fundamental strength lies in its ability to draw top talent from around the world. While we
must be mindful of attempts by authoritarian regimes to exploit our openness, we should resist blunt
actions that undermine our key advantages.'” We must ensure that our National Laboratories continue to
be beacons of scientific excellence, drawing the best and brightest from around the world. I suspect that
Beijing remains concerned about the kinds of ideas that their innovators get infected with here being
transplanted back into their system.

Ultimately, I'm confident in our ability to maintain an open society that organizes and attracts people to
achieve remarkable outcomes. Our goal should be to remain the most attractive destination for global
talent while implementing measured, thoughtful safeguards against potential threats. Thus, we need
precision tools like those initiated by the Trump administration under NSPM-33 and Presidential

16 https://reports.nscai.gov/final-report/

V7 hitps:/fas.org/publication/unlocking-american-competitiveness-ai-eo/
s . - > - e

1 The PRC understands this reality all too well. They view America's ability to attract and retain Chinese talent as a direct threat
to their ambitions. The head of the CCP's Central Talent Work Coordination Group has lamented that "the number of top talents
lost in China ranks first in the world." A state-run consulting firm wrote in an Al policy white paper that U.S. immigration
restrictions "have provided China opportunities to bolster its ranks of high-end talent." The deputy editor of China Daily USA, a
government newspaper, said that expansion of the U.S. employment-based immigration system "would pose a huge challenge for
China, which has been making great efforts to attract and retain talent."
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Proclamation 10043 and those by Congress in the CHIPS and Science Act so that we are only targeting
those 1 in 1000 individuals. And then these policies must be continuously updated and aggressively
enforced, with DOE taking a leading role in identifying entities linked to the PRC's military-civil fusion
strategy.

Conclusion

The U.S. finds itself in a pivotal technological competition that will shape the geopolitical landscape of
the 21st century. This is not hyperbole, but a stark reality that demands our immediate and unwavering
attention. The arena of this competition is not on traditional battlefields, but in laboratories and rescarch
facilities where transformative technologies such as Al, quantum computing, and advanced energy
systems are being pioneered.

The PRC's relentless pursuit of technological supremacy, backed by a whole-of-nation approach and
disregard for international norms, directly challenges American leadership and the values underpinning
our innovation ecosystem. Their ambition to reshape the global technological landscape is a clear and
present danger to our national security, economic prosperity, and way of life.

In this critical juncture, the DOE's network of 17 National Laboratories and 35 user facilities stand as
America's technological bulwark. Thesc institutions arc our first line of defense against technological
subversion and the vanguard of American innovation.

The urgency of our situation calls for decisive action to fully harness the potential of our DOE complex
together with the private sector. This necessitates a multifaceted approach: enhancing the security of our
National Lab facilities, maximizing their operational and scientific capabilities, and implementing
strategic initiatives to attract and retain the world's most brilliant minds. We must foster an environment
where our scientists and engineers are encouraged to think big, push the boundaries of innovation, and be
confident that their groundbreaking work is safeguarded against foreign exploitation.

At the same time, American industry is already leading the way on innovation in critical and emerging
technologies like Al, quantum and cyber. Their work today will determine whether tomorrow's
technologies are built on democratic values or authoritarian control. Public-private partnerships are
crucial in leveraging the strengths of both sectors to drive innovation, accelerate rescarch and
development, and rapidly deploy cutting-edge technologies. By combining the long-term vision and
resources of the DOE with the agility and market-driven focus of American industry, we create a powerful
ecosystem for technological advancement.

The road ahead that I've laid out today is undoubtedly challenging and will require sustained commitment
and vigilant oversight. However, the alternative—a world where the PRC dictates the rules for
transformative technologies—is simply not an option we can entertain.

By fully empowering our National Laboratories, we not only protect our technological edge but also
reinforce the values of open scientific inquiry, ethical research practices, and interational collaboration
that have long been the hallmarks of American innovation. The DOE complex represents more than just a
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collection of research facilities; it embodies our nation's commitment to pushing the boundaries of human
knowledge and technological capability.

Thank you, and I look forward to your questions.
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The CHAIRMAN. Thank you.

Now we are going to begin our questions, and I will begin.

This is for all three of you to think about, but we, as Senators—
Democrats and Republicans—are looking at, whether it be the
CHIPS Act and how we divide our money up and this and that. I
don’t want to reinvent the wheel. Okay? And I don’t want to split
the baby. The bottom line is, you do what you do, and NSF should
do what they do. And for some reason, whoever has what in their
state—I would like to make sure that we are not making that mis-
take and going down a path where you don’t have the ability to
make up the differences where we are lagging behind right now.

So if you can—and this isn’t disparaging anything in NSF. They
have so much expertise in certain areas, but in the CHIPS Act, you
know, what we have done there, you already have that computing
expertise, you already have the investment in the supercomputers
and quantum computing and all that. Why would we basically try
to reinvent the baby again—you know, the wheel, if you will? So
would you all speak in comparison of what you think each one of
you all do with our labs versus NSF and how we can direct more
of our attention to make sure that both of you can meet your full
potential?

You want to start, Ms. Fu?

Ms. Fu. Sure, I am happy to speak on this because there has
been a lot of discussion on the Al policy.

The CHAIRMAN. Does it make sense, what I am asking you?

Ms. Fu. Of course, yes. NSF obviously plays an extremely impor-
tant role in the nation’s ecosystem. It is focused on workforce devel-
opment. It is focused on training. It is focused on providing grants
to research institutions all across the country. And that is incred-
ibly important and we need that. DOE’s focus is as a capability or-
ganization. We are a mission-driven R&D agency that is focused on
science at scale to solve complex challenges that only can be done
by big-team science. And so, we also work very closely with univer-
sities across the country, but we are focused on specific problem
sets that we are trying to address.

And so, I think that the roles of NSF and DOE are actually quite
complementary because the NSF funds researchers that then be-
come part of the Al ecosystem that can become part of the work-
force that is going to help drive the frontier. But ultimately, we do
play very, very different roles in the Al ecosystem and the innova-
tion ecosystem.

The CHAIRMAN. Not to put you on the spot, but did we direct,
through the CHIPS Act, investments toward NSF that are trying
to recreate what you are already doing?

Ms. Fu. Well, they are certainly working on the national Al re-
search resource. And I will say, on that, because we recognize the
importance of access to compute, I will say this: DOE’s supercom-
puters have been open to the research community. We leaned in
and extended the life of Summit supercomputer at Oak Ridge Na-
tional Lab and also provided access to testbeds through the NAIRR
pilot. So we are working very closely with NSF in this endeavor.

The CHAIRMAN. You don’t feel that competition that one is taking
away? We can do even more if it was directed to what we do and
what our expertise is versus trying to duplicate that.
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Ms. Fu. I will say, we are playing our part in the ecosystem. And
I firmly believe they are very, very complementary.

The CHAIRMAN. Dr. Gleason, do you want to comment on this?
It’s not the easiest. I am putting you in a spot, I know that, but
what we are trying to do—I think all of us are trying to make sure
that we have used our taxpayer dollars in the most efficient and
effective way possible, and have NSF do what they do best and let
you do what you do best, but not trying to overlap each other.

Dr. GLEASON. So this is a very good question. I would echo a lot
of what Helena said about complementary roles and responsibil-
ities. Maybe saying the same thing just a little bit differently, from
my perspective as a leader of scientists at Oak Ridge National Lab-
oratory, is that NSF is about access to software infrastructure tools
for the masses—for universities, students, et cetera, to have access
to artificial intelligence and computational power to try out new
methods, new algorithms, evaluate new software and tools. Oak
Ridge National Laboratory and the lab system really provide world-
leading capabilities and world-leading science and technology input
to that. So for example, we, as Helena mentioned, we provide the
Summit supercomputer as part of the NAIRR effort. We have had
lots of people sign up to use that, as part of the NAIRR program,
and we help them achieve their science and technology objectives
because we have subject matter expertise that we can put along-
side them. How do you use a supercomputer? What is the scientific
area that you are trying to make discoveries in? We have experts
in those spaces that we can line up with them and help them
achieve their science and technology objectives.

So that is a differential. And we rely heavily on NSF for work-
force development, new students, training, that we can—hopefully,
some of those will come to the national labs and contribute at some
point.

The CHAIRMAN. Sounds like you all are doing better than we are
at working together.

Dr. GLEASON. I agree.

The CHAIRMAN. And Dr. Kaushik, do you have a comment on it?

Dr. KAUSHIK. Yes, I agree with everything that they have said,
but I would point out one other thing. I think NSF’s focus is more
on foundational research, on basic research where we do not have
near-term applications or we do not know about exploring the un-
known, where DOE, they are trying to supercharge the capabilities
we have to get things out there to take an aim at moonshots. And
I think that is very critical for our national security enterprise, and
the critical role—one of the differentiators between DOE and NSF
is the role DOE labs play in furthering our national security—all
the NNSA labs—in furthering our national security work, as com-
pared to the more fundamental science that NSF tries to invest in.

The CHAIRMAN. Thank you all.

We will go for seven minutes, okay, to give you a little bit more
time since other Senators are at so many different committee meet-
ings. My main thing is on power, too, because I know it’s going to
take an awful lot of power to generate this. I am concerned. We
have seen over 90 gigawatts of coal power retired in the last dec-
ade. That is dispatchable, 24/7 power—gone. And we can see twice
as much dispatchable capacity retire in the next decade on the
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path that we have been heading down, historically. It can’t be more
clearly demonstrated than PJM’s recent assessment that 40
gigawatts of existing generation are at risk of retirement by 2030,
yet only 30 gigawatts of equivalent capacity are projected to be
added. Take that in comparison, China is bringing on 90 gigawatts
online every two years of dispatchable power, and we are, I mean,
this whole environment, we are all responsible, but we have to un-
derstand what we are dealing with.

I don’t know if any of you want to comment on that, and if you
have raised the concern that we are not going to be able to energize
these data centers to compete? Just as quickly as you can.

Ms. Fu. This is a focus for the Department. We understand the
implications of having enough power to power both manufacturing
that is coming back to the United States, electrification of the grid,
as well as the data centers and the AI that is going to be needed
to train those models in the United States. The Secretary and the
entire Department are very focused on this issue. We just recently
issued a new website—a new hub—for folks who want to work with
us on these issues.

I will say this: there are new technologies and new tools that we
have available—grants, tax credits, loans, technical assistance—
that we are bringing to bear on this particular issue. Our Lawrence
Berkeley National Lab is also working on a study that is looking
at energy efficiency in data centers. And then, I will also point to
the work that we were able to do in the exascale computing project.

The CHAIRMAN. You are all on different grid zones. Are you con-
cerne(}) about the grid being able to be reliable, the grid that you
are in?

Ms. Fu. We absolutely need to make sure that the grid is resil-
ient and that it’s able to manage the load.

The CHAIRMAN. Are you all evaluating that and monitoring?

Ms. Fu. Yes. We are focused on this issue, especially as it relates
to data center energy growth.

The CHAIRMAN. How many of you are on PJM? Most of you are
on PJM as far as dispatchable, you know, where our power is—the
PJM system. I am just saying—I just think we are heading for a
real calamity here.

Anybody else want to comment on that?

Dr. KAUSHIK. I am happy to, Senator. Just one of the things that
we have to understand—the reality is, over the last six years, the
computational needs of Al systems have grown a millionfold, like
ChatGPT-1 to ChatGPT-4, the computational needs have grown a
millionfold. The parameters have grown a millionfold. Now, since
2010, we have seen that the number of computations that we are
putting toward Al models is doubling every six months. And there
is no reason to believe that that is going to slow down any time
soon.

I think there was a recent Bloomberg article stating that it is
taking about seven years’ delay for a completed data center that
would require 100 megawatts or more of energy to be connected to
the grid in Virginia. And I think those statistics should raise some
alarm—and I think to what Helena pointed out, I think those tools
are great, but we would need further action, probably something,
you know, not just about how we are providing loans and financing
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to data center companies or utility companies, but what are we
doing in terms of energy-efficient AI? What are we doing in terms
of making sure that data centers can come online, whether it’s, you
know, in the long term, where we are building those data centers
in the United States, but in the near term, how can we make sure
that those data centers are not going to countries which are
using—infrastructure, but are using American hardware.

And so, I think those are important questions for us to address.
And I think the action that this Committee has taken on permit-
ting will have a big impact on that, but we need more.

The CHAIRMAN. Got you.

Senator Barrasso.

Senator BARRASSO. Thanks, Mr. Chairman.

Let me stick with you, if I could, Dr. Kaushik. You are an expert
on China’s science and technology policy. What unique threats does
China pose to government-funded research and development of crit-
ical and emerging technologies?

Dr. KAUusHIK. I think, Senator, the answer is very clear. They
have a targeted effort that we call the civil-military fusion, where
even their universities have put out statements saying that all the
basic foundational research that they do is toward military gain.
Every IP theft case that we have seen, every espionage concern
that we have seen, I think, all of that is ultimately feeding into
their military complex. Now, that plus their legal situation with
the National Intelligence Law or the National Cybersecurity Law
and all those things are making it more complicated for Chinese re-
searchers to be able to actually act in good faith because no matter
what commitments they made to U.S. institutions, they are re-
quired by law to share all that information with the Chinese gov-
ernment. And I think when they are trying to go after our tech-
nology, as you mentioned with regards to a recent espionage case
where a researcher was charged regarding data center plans, I
think they are going after that cutting-edge technology. They want
to—they cannot independently replicate it. And so, they want to
steal our IP and build it there in the short term to be able to catch
up.
These numbers are not just a mirror reflection of their invest-
ments in R&D. These are also a reflection of how they have ex-
ploited our open system.

Senator BARRASSO. Ms. Fu, he talked about the targeted re-
searcher for military activities, and if you follow the long history
of Chairman Mao, his efforts when he was on Stalin’s payroll were
to try to get the nuclear weapons, and they fast-forwarded the tech-
nology to him. When Stalin was attacked during World War II, his
goal was then to try to work with the United States to get the nu-
clear weapons. I mean, all of the issues have been a militarization
of China.

So you know, in 2020, the Hoover Institution released a 169-page
report. I know you are familiar with it. It is titled “Global Engage-
ment: Rethinking Risk in the Research Enterprise.”

[The report referred to follows:]
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FOREWORD

Under Chairman Xi Jinping, the Chinese Communist Party (CCP) has
resolved to strengthen its grip on power, take center stage in the world,
and make good on Xi’s pledge to lead the development of new rules and a
new international order sympathetic to China’s interests. The CCP is
strengthening an internal systemn that stifles human freedom and extends
its authoritarian control while exporting that model and undermining
the rules-based international order. That is why it is vital for Americans
and citizens of other democracies to read and discuss this important
study. Global Engagement: Rethinking Risk in the Research Enterprise reveals
how the CCP has orchestrated a sophisticated campaign of espionage and
subterfuge to gain a differential military advantage, dominate the emerg-
ing global economy, and perfect its surveillance police state. But authors
Jeffrey Stoft and Glenn Tiffert make clear in Chapter 1 that China’s theft
and application of cutting-edge technologies in pursuit of its ambitions is
a problem that demands more than discussion. Americans and citizens of
other free societies must put an end to what, at this point, has become
willful ignorance concerning the scope of the threat. It is past time to
undertake due diligence and risk assessments, end partnerships with
institutions that act as fronts for the People’s Liberation Army (PLA) or
the Ministry of State Security (MSS), and prevent research institutions
from aiding the CCP’s aggression and repression of the Chinese people.
"This study has arrived just in time. The CCP’s campaign is intensi-
tying as international awareness of the dangers that Xi Jinping’s China
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poses to freedom and prosperity is increasing. 'The party’s aggressive
actions during the COVID-19 pandemic, a crisis foisted on the world in
part due to a deliberate cover-up of the initial outbreak in Wuhan, have
forced a reassessment among even the most hopeful proponents of
China’s transformation into a “responsible stakeholder” in the interna-
tional order. China’s heavy-handed “Wolf Warrior diplomacy,” which
uses disinformation to obscure its responsibility for the pandemic and
portrays European and American responses to the crisis as indicative of
the West’s ineptitude, corruption, and incompetence, has generated a
long overdue awakening to dangers associated with China’s promotion
of its authoritarian model as superior to democracy.!

China’s effort to undermine democratic nations, however, is more
than a war of words. In the spring and summer of 2020, the People’s Lib-
eration Army (PLA) used the COVID-19 pandemic as cover for aggres-
sion, from the South China Sea (where its navy and maritime militias
stepped up attacks to advance specious territorial claims) to the Fast
China Sea (where the PLA Navy increased incursions into Japanese ter-
ritorial waters near the Senkaku Islands) and to China’s Himalayan bor-
der with India (where the PLA violated the Line of Actual Control
multiple times and in June 2020 bludgeoned twenty Indian soldiers to
death).? Taiwan received special attention as the PLA conducted night-
time drills in the Taiwan Strait and its fighter and bomber aircraft con-
ducted threatening overflights as the chief of the Joint Staff Department,
Li Zuocheng, vowed to “resolutely smash any separatist plots or actions.”

In July 2020, in a particularly callous rejection of international agree-

1. See, for example, Thomas Wright, “Europe Changes Its Mind on China,” Brook-
ings, July 2020, https://www.brookings.edu/rescarch/europe-changes-its-mind-on

~china.

[N

. Lindsey W. Ford and Julian Gewirtz, “China’s Post-Coronavirus Aggression Is
Reshaping Asia,” Foreign Policy, Jane 18, 2020, hteps://forcignpolicy.com/2020
/06/18/china-india-aggression-asia-alliance; Steven Lee Meyers, “China’s Mili-
tary Provokes Its Neighbors, but the Message Is for the United States,” New
York Times, June 29, 2020, hetps://www.nytimes.com/2020/06/26/international
-home/china-military-india-taiwan. heml.

3. Anna Fifield, “China Vows to ‘Smash’ Any Taiwan Independence Move As Trump

Weighs Sanctions,” Washingion Posr, May 29, 2020, hups://wwwawashingtonpost
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ments and rule of law, the CCP implemented a national security law in
Hong Kong to end the “one country, two systems” agreement and
extinguish freedom and rule of law there.?

During the COVID-19 pandemic Chinese aggression in cyberspace
was as brazen as its actions in the physical world. In the midst of the
crisis, the PLA and the Ministry of State Security attacked hospitals,
pharmaceutical companies, and medical research facilities developing
COVID-19 therapies and vaccines” Winning the race for a vaccine
would reinforce the Wolf Warrior narrative that China’s authoritarian
system is superior to Western democratic systems. Australia was tar-
geted with massive cyberattacks after calling for a World Health Organ-
ization investigation into the origins of the pandemic. The attacks
demonstrated that the CCP was willing to perpetuate suffering abroad
to ensure that China emerged from the crisis in a position of relative
advantage economically and psychologically.®

CCP leaders took aggressive action on the Chinese mainland as well
as abroad.” The COVID-19 pandemic served as a catalyst for expanding
their surveillance regime. A “health code” assigned to individuals through

the use of surveillance and artificial intelligence technologies augmented

com/world/asia_pacific/china-vows-to-resolutely-smash-any-taiwan-indepen
dence-moves/2020/05/29/ae9¢clat0-a158-11ea-be06-af5514€c0385_story.heml

4. Alice Suand Rachel Cheung, “The New Hong Kong: Disappearing Books, Ille-
gal Words and Arrests over Blank White Paper,” Los Angeles Times, July 10, 2020,
hetps/fwww. latimes.com/waorld-nation/story/2020-07-10/this-is-a-cultural

-purge-with-new-security-law-even-blank-paper-is-subversive-in-hong-kong.

[

. David E. Sanger and Nicole Perlroth, “U.S. to Accuse China of Trying to Hack
Vaccine Data, as Virus Redirects Cyberactacks,” New York Times, May 13, 2020,
heeps://www.nytimes.com/2020/05/10/us/polities/coronavirus-china-cyber
-hacking. html.

6. Alex Marquarde, Kylie Atwood and Zachary Cohen, “U.S. Officially Warns China
Is Launching Cyberartacks to Steal Coronavirus Research,” CNN, May 13, 2020,
heeps://www.cnn.com/2020/05/13 /politics/us-china-hacking-coronavirus
-warning/index.html.

7. Lily Kuo, ““The New Normalr China’s Excessive Coronavirus Public Monitor-

ing Could Be Here to Stay,” Guardien, March 8, 2020, https://www.theguardian

com/world/2020/mar/0%the-new-normal-chinas-excessive-coronavirus-public

-monitoring-could-be-here-to-stay.
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other forms of social control such as the social credit score. "T'he social
credit score is designed to co-opt the population into conformity and
coerce recalcitrant individuals who believe that they should have a say in
how they are governed. The brilliance of the social credit score is that it
mobilizes a person’s social networks against her or him. If, for example, a
Chinese citizen protests against the government in a way deemed threat-
ening, the protestor’s score will fall, and purchases of train tickets, apart-
ment rentals, loans, and other services will be denied. The Party will
also drop the scores of family and friends to mabilize social networks
against protestors. The social credit score uses cutting-edge technology
to co-opt and coerce people into reinforcing the state’s draconian system
of population control ®

China’s minorities bear the brunt of this technology-enabled repres-
sion as the CCP continues a campaign of cultural genocide against its
mostly-Muslim ethnic Uyghur population.” Artificial-intelligence tech-
nologies access an “Integrated Joint Operations Platform” that contains
biomedical data gathered during mandatory physicals and other data to
generate lists of “suspicious people,” who are then rounded up and sent
to concentration camps, More than a million people have been interned.
Prisoners are subjected to systematic brainwashing and forced labor.
Many males are sterilized, and many females are forced to have abor-
tions or have contraceptive devices implanted into their bodies. In cer-
tain regions, the combination of these actions resulted in a reduction of

the Uyghur birth rate by sixty percent.”

8. H. R. McMaster, Bartlegrounds: The Fight to Defend the Free World (New York:
HarperCollins, 2020}, 119,

9. Bernhard Zand, “The Equivalent of Cultural Genocide,” Der Spiegel, Novem-
ber 11, 2019, https://www.spiegelde/international/world/chinese-oppression
-of-the-vighurs-like-cultural-genocide-2-1298171L.heml

10. Lindsay Maizland, “China’s Repression of Uighurs in Xinjiang,” Council on For-
eign Relations (backgrounder), June 30, 2020, heeps://www.cfr.org/backgrounder
/chinas-repression-uighurs-xinjlang; Amie Ferris-Rotman, “Abortions, IUDs,
and Sexual Humiliation: Muslim Women Who Fled China for Kazakhstan
Recount Ordeals,” Washington Post, October 5, 2019, https://wwwawashingtonpost
.«com/world/asia_pacific/abortions-iuds-and-sexual-humiliation-muslim-women
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* * W

The CCP’s exploitation of American research institutions is founda-
tional to its repression of its people, promotion of its authoritarian
model, and coercion of its neighbors. The CCP uses censorship, espio-
nage, theft of intellectual property, and surveillance of and intimidation
on US academic campuses to advance sophisticated strategies such as
Made in China 2025 and military-civil fusion. The former is designed
to fuel China’s economic growth with a vast amount of transferred
technology and eventual domination of key sectors of the emerging
global economy. The latter pursues dual-use technologies that would
give China military as well as economic advantage. These strategies are
successful in part because the CCP co-opts individuals, companies,
research institutions, and academic institutions to act as witting or
unwitting agents or to turn a blind eye to their activities. Co-option
takes the form of foreign investment, donations, thinly veiled bribes,
and other benefits, such as access to China’s heavily monitored academic
facilities. Whatis expected in return is for individuals and organizations
to ignore egregious behavior such as the coercion of Chinese students
and for the Chinese diaspora community to extract technology and
conform to Chinese Communist orthodoxy.!! Much of the espionage
occurs under the veneer of academic research and partnerships with
institutions such as China’s “Seven Sons of National Defense” universi-
ties, which act as fronts for and extensions of the People’s Liberation
Army and the Ministry of State Security.

The egregious nature of the CCP’s actions and the negligence of the
US government, research institutions, and academia are likely to leave
readers outraged. But it is most important that the combination of sur-
prise, disgust, and anger that this study elicits be put to good purpose.
The revelations in this study should inspire an end to the complacency,

-who-fled-china-for-kazakhstan-recount-ordeals/2019/10/04/551¢2658-cfd2
-119-2620-0a91656d7db6_storv.hemly Associated Press, “China Cuts Uighur
Births with TUDs, Abortion, Sterilization,” Associated Press, June 28, 2020,
hetps:/fapnews.com/269b3delat34el 701941a514£78d764¢.

1. McMaster, Bartlegrounds, 110-11, 115-21.
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avarice, and short-sightedness that have allowed the CCP to pursue its
programs with near impunity. They should also lead to actions designed to
curtail those programs and restore the integrity of sensitive research. For-
tunately, in Chapter 2 authors Kevin Gamache and Glenn Tiffert have
provided a framework for those actions in what they have labeled a global
engagement risk assessment and management program. The basic steps
proposed for addressing the problem set—know your partners, know your
funders, take contracts seriously, train, iterate, and adapt—have relevance
beyond research institutions. For example, international companies sus-
ceptible to CCP industrial espionage and vulnerable to the coercive
power of the party might implement an analogous program.

Readers might also keep in mind a warning and a qualification.
Growing appreciation for the CCP’s systematic campaign of espionage
coincides with an economic recession and growing populist sentiment
that threaten to amplify anti-immigrant and protectionist impulses.
Simultaneously, racial divisions laid bare by the murder of George
Floyd at the hands of a Minneapolis police officer in May 2020 have
combined with other sources of popular discontent to sap confidence in
America’s democratic institutions as well as its free-market economic
system. Those conditions have generated twin dangers that Americans
will either overreact to the threat described in these pages by treating
Chinese people prejudicially or underreact by indulging in the conceit
that deliberate actions of China’s authoritarian regime are equivalent to
the shortcomings of US institutions. Thankfully, the recommendations
in this study are designed to reduce the risk associated with the CCP’s
exploitation of research activities while also avoiding excesses motivated
by either jingoistic verve based in bigotry or careless passivity based in
moral equivalency. The authors of this study are advocates of academic
freedom and international cooperation. If leaders of research institu-
tions adopt the proposed program, it will be a first step in restricting
behavior that threatens to cheapen and debilitate both.

A Chinese proverb tells the story of chancellor Li Yifu, a great flat-
terer of the early Tang dynasty whose smile concealed his duplicitous
intentions. Eventually Emperor Gaozong discovered his duplicity and
banished him. Li’s smile seems analogous to the veneer of academic col-
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laboration that masks the CCP’s sustained campaign of espionage. The
CCP’s “flattery” is delivered in the formns of sponsored research, philan-
thropic gifts, stipends, and joint appointments to Chinese universities.
It is past time to expand collaboration with genuine partners while ban-
ishing agents who are advancing the interests of the CCP at the expense
of not only Americans and citizens of other democracies, but also the
Chinese people.

H. R. MCMASTER
Found and Michelle Ajami Senior Fellow

Hovver Instirution, Stanford University
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Across partisan and other familiar dividing lines on foreign policy in
the United States, there is growing recognition that rapid accumulation
and projection of power on the world stage by the People’s Republic of
China (PRC) constitutes the most serious of all current challenges to US
national security. Beyond the breathtaking pace of modernization and
enlargement of all branches of the People’s Liberation Army, and Chi-
na’s increasingly aggressive and expansionist deployment of military
power in the South China Sea and throughout the Indo-Pacific region
(and beyond), there is the more subtle—but by no means benign—
expansion of China’s “sharp power.” This is not the “hard” military power
or economic coercion that leads to war and conquest. Neither is it the soft
power that wins friends and influences societies transparently, through
the diffusion of ideas, symbols, values, and cultural achievements, Rather,
sharp power burrows deeply and deceptively into the soft tissues of democ-
racies, seeking to subvert and sway them through methods that are, in
the now paradigmatic words of the former Australian prime minister
Malcolm Turnbull, “covert, coercive, or corrupting.”

In the 2018 Report of the Hoover Institution—Asia Society Working
Group on Chinese Influence Activities in the United States, China’s
Influence and American Interests: Promoting Constructive Vigilance, Orville
Schell and I—along with a stellar team of China and foreign policy spe-
cialists that included an author of this current report, Glenn Tiffert—
documented a number of ways that China’s Communist party-state has



93

2 Infroduction

been working to penetrate, pressure, and compromise the integrity of
American institutions. These include universities, think tanks, mass
media, corporations, state and local governments, and the Chinese
American community. A chapter of that reportalso sketched the myriad
ways that the PRC has been trying to penetrate sensitive dimensions of
the research enterprise in the United States—in part to misappropriate
for economic benefit many of our most precious breakthroughs in sci-
ence, medicine, computer science, and engineering, but in large mea-
sure to plow the fruits of this espionage and intellectual property theft
into the modernization of its military. No dimension of our report was
more troubling, and more directly threatening to US national security,
than this relentless, audaciously conceived, decades-long, and multilay-
ered campaign of technology theft, a subject that had earlier been sys-
tematically exposed in a groundbreaking 2018 study by Michael Brown
and Pavneet Singh for the Defense Innovation Unit Experimental
(DIUx), China’s Technology Transfer Strategy.

Neither of the above reports, however, was able to delve sufficiently
deeply into a particular vulnerability of our scientific research enter-
prise: the engagement of our universities and research laboratories with
toreign scholars from countries that are (or could well be) adversaries of
the United States—and worse, foreign scholars from military-linked
universities and research centers, or to be specific, the “Seven Sons of
National Defense” in China. And still worse for national security are
PRC scholars who in at least some instances (documented here) have
deliberately tried to obfuscate their connections to military projects and
affiliated institutions. This raises the absurd possibility that some United
States—based scientists and engineers are collaborating with counter-
parts from the PRC on scientific papers whose findings are then being
exploited to modernize a military that the United States may someday
have to face in armed conflict—or at least deter from conflict. And even
more incredibly, some of these research collaborations appear to bene-
fit, directly or indirectly, from US federal government funding.

To say that American institutions have been naive about, and ill-
prepared to confront and contain the risk from, the PRC’s wide-ranging
efforts at technology misappropriation is—1 believe the reader of this
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report will conclude-—an understatement. But these aims remain only
one dimension of the PRC’s larger effort to project its sharp power
around the world, and to control the global narrative specifically about
China and generally about freedom, so that the Chinese Communist
Party (CCP) might make the world safe for autocracy. "T'his is more than
anational security threat: It is an existential challenge to the entire global
liberal order that has enabled political freedom and human rights to
expand and thrive to an unprecedented extent in recent decades. If free-
dom is to be defended globally and the current deepening democratic
recession is to be reversed, government leaders, politicians, journalists,
and civil society activists must understand how China’s Communist
party-state operates in the shadows to shape and control information
flows, bully governments and corporations, infilerate and corrupt politi-
cal systems, and disrupt and debase civic institutions.

Going forward, this larger mission of research and public education
will be the work of our new Hoover Institution Project on China’s
Global Sharp Power. Over the coming year, we will build a clearing-
house of news, policy briefs, reports, and analysis on the PRC’s disinfor-
mation and sharp power activities around the world, what we term a
“China Influence Tracker” We will take a focused look at the history
and practice of the United Front, the vast web of front organizations and
proxies that are tasked with cultivating human relationships, dangling
material inducements, and preying on emotional, financial, or ideological
vulnerabilities in order to cajole and co-opt non-CCP partners into serv-
ing the CCP’s interests, often unwittingly. We will advance policy options
for exposing and countering these surreptitious inflaence activities. In
that vein, we will endeavor to train journalists and civil society leaders
around the world in how the PRC works to establish and disguise its inap-
propriate influence. We will seek to illuminate its efforts to reshape global
institutions and norms, examining the PRC’s participation in interna-
tional organizations and muldlateral forums, its influence efforts in
regional organizations, its quest for dominance over the rules and tools
of artificial intelligence, and its diffusion of digital technologies of sur-
veillance and control. We will research more deeply into PRC sharp
power projection in specific sectors of American society.
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In doing all of this, we do not seek to foment hostility toward China—
and we reject the language and imagery of an impending “new cold war”
between the United States and China, or an inevitable military show-
down between the two superpowers. We continue to warn explicitly at
every opportunity of the dangers of ethnic profiling in the United States.
We favor engagement with China—including in education and research—
and we encourage diverse partnerships and exchanges. But as we urged in
our 2018 report, engagement with China can only serve our national
interest if it is based on three principles: transparency in all of these rela-
tionships, which in the context of this report must include full and truth-
ful disclosure of researchers’ ties to China’s military-industrial complex
and its state; reciprocity in access—ifor researchers, journalists, and part-
ners of all kinds; and robust efforts to defend the integrity of our demo-
cratic institutions. The first line of defense is always knowledge. We hope
this report will contribute to the foundation of knowledge necessary to
structure international research engagements that will both advance the
horizons of scientific discovery and protect the national interest.

LARRY DIAMOND
Senior Fellow

Hoover Instirution, Stanford University
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I, Introduction

Neither the US government nor the universities and national laborato-
ries in the US research enterprise are adequately managing the risks
posed by research engagements with foreign entities. The task is quite
simply falling through the cracks. Data with which to assess the perfor-
mance of current frameworks for managing foreign engagement risk, to
identify their defects, and to devise proportionate fixes is consequently
in shore supply. Dueling narratives have filled this evidentiary vacuum,
pitting some who propose incremental adjustments against others who
call for far-reaching change. Without a common set of facts to anchor
the debate, consensus has proven clusive.

This report offers a way forward. Chapter 1 identifies more than 250
published research collaborations between scholars based in the United
States and counterparts from seven universities in the People’s Republic
of China (PRC) that are integral to that nation’s defense research and
industrial base. This report maintains that it is not in the US national
interest to collaborate and assist with the military development efforts
of the PRC, a nation that the US government increasingly views as a
strategic competitor and military rival, even if the relevant research is
unclassified, considered basic or fundamental, and is ultimately published
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in open sources.! Such collaborations are emblematic of systemic flaws
in the ways that the US research community approaches foreign
engagement risk. To remedy those flaws, the research community should
embrace a new, proactive risk assessment and management paradigm
informed by the principles of Operational Security (OPSEC) and imple-
mented through capability maturity modeling. Chapter 2 delivers that
paradigm.

. Background

Bound by constitutional principles, the US government has generally
accorded US scholars and the institutions that employ them wide dis-
cretion to manage their own research affairs. The research community
has in turn nurtured a climate that favors openness, autonomy, and col-
laboration. It follows a decentralized approach to governance that aspires
to promote free inquiry in the pursuit of knowledge by insulating schol-
ars not just from external political authority and economic power, but
also from undue interference from their own administrators. The result
is a deliberately permissive model that has performed extraordinarily well
and that exemplifies and renews the values at the heart of a liberal demo-
cratic society.

At the same time, the permissiveness of this model leaves it open to
exploitation by those who do not share its values, including illiberal
regimes that have proven adept at taking advantage of its lightly policed
spaces. For much of the last thirty years, American hegemony has permit-
ted US research institutions the luxury of overlooking this vulnerability,
freeing them to pursue globalization unencumbered by the complications
of geo-strategic competition. But the shifting balance of power is now
impinging on that latitude and forcing an uncomfortable reckoning.

The direct and largely unrestricted access that the PRC in particu-
lar has enjoyed to US research creates challenges for the United States

1. National Security Council, Unired Stases Straregic Approach to the People’s Republic
of China, May 26, 2020, hetpsy//wwwwhitchouse.gov/articles/united-states
-strategic-approach-to-the-peoples-republic-of-china.
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and for the research institutions that rely on US government funding to

support their work. Although these challenges do not always rise to the

level of explicit illegality, in the realm of science and technology (S&T)

research they can nonetheless adversely impact national and economic

security and violate norms of academic integrity, ethics, or administrative

rules. The challenges include (but are not limited to) the following:

Conversion of US government-funded research into intellectual
property that is then commercialized in the PRC in violation of
research grant or university terms and conditions.

Direction or redirection of US research to the PRC government
by selectees of the PRC’s state-run talent recruitment programs.
Improper PRC influence over, or manipulation of, US research
grant evaluations and award decisions.

Diversions of US research to PRC defense programs and weapons
system development, which can undermine or eliminate US mili-
tary superiority.

Diversions of US research to applications that violate ethical stan-
dards or democratic norms and values, such as those that enable or
enhance the PRC’s domestic surveillance apparatus and human
rights abuses.

Failing to report or misreporting foreign affiliations, research
projects, and additional sources of funding in violation of federal
research grant disclosure rules.?

It would be a grave error to mistake the comparatively low number

of publicized cases that dramatize these challenges as evidence that

existing safeguards are sufficient or as grounds for complacency. Owing

to gaps in oversight and reporting, cases have escaped detection, several

of which this report brings to light. These cases establish that US scholars

Db

. White House Office of Science and Technology Policy, Enbancing the Security
and Integrity of America’s Research Enterprise, June 2020, https://www.whitchouse
.gov/wp-content/uploads/2017/12/Enhancing-the-Security-and-Integrity-of
-Americas-Research-Enterprise-June-2020.pdf.
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and research institutions have been contributing directly to the PRC’s
military modernization.

. Overview of the PRC’s Seven Sons of
National Defense (Universities)

The seven universities profiled in Chapter 1 of this report have a long
history of supporting the PRC’s military programs. The PRC’s Minis-
try of Industry and Information Technology (MII'T) has administered
the universities since 2008 and refers to them as the “Seven Sons of
National Defense” (EF;17).> The group includes the following:

. Beijing Institute of Technology (IEE{H TR

[ I

. Beihang University (a.k.a. Beijing Urmersity of Aeronautics &
Astronautics, ALFEATZEH KA

. Harbin Institute of Technology (\/RIETIA)

TR

. Northwestern Polytechnical University (FH1b TlAE)

6. \hn]mg University of Aeronautics & Astronautics (BRI 228

K
7. Nan_}m g University of Science and Technology (FFF T

L

. Harbin Engineering University (1713

(IR SN

)

All seven universities were originally founded either as institutes of
the People’s Liberation Army (PLA) or from mergers of military engi-
neering academies.” They eventually became civilian universities (typi-
cally in the late 1970s and 1980s) and hence incorporate nonmilitary

3. BE4E [Wa Zhihoa], “BEF T B80S E8 BT EER [“National Defense
Sevens Sons” Admissions and Job Placement Office Leaders Visit Jiangxi National
Defense Technology Military Industry Group for the First Time],” BRERRBAR
RSV [National Military-Civil Fusion Public Service Platform], June 21,
2017, http://jmjhumiit.govien/web/newsInfoWebMessage.action?news[d=493942&
moduleld=1062.

4, The exception is Farbin Institute of Technology, which was founded in 1920
{seven years before the PLA) but has focused on supporting defense research for
most of its history.
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disciplines such as social sciences. Nevertheless, all seven stipulate that
their core mission is to support the PRC’s defense research and indus-
trial base and promote or execute military-civil fusion policies, which
channel civilian research into military applications. Despite this shared
mission, only four of the seven are on the US Department of Com-
merce’s Entity List for export control purposes.’

IV. Methodology

"T'he findings in Chapter 1 of this report rest primarily on bibliographic
data extracted from a corpus of 254 English- and Chinese-language
articles published in the scientific and engineering literature between
January 1, 2013 and March 31, 2019. The articles were identified by search-
ing the China National Knowledge Infrastructure (CNKI) platform for
publications with coauthors from one or more of the Seven Sons universi-
ties and at least one US institution. CNK1 is one of the most comprehen-
sive online aggregators of peer-reviewed academic journals, conference
proceedings, theses, and dissertations in the PRC. Supplementary
research, mostly in Chinese-language sources, was also conducted on
the PRC-based coauthors and institutional affiliations appearing in the
collected corpus.®

This report makes no claims regarding the comprehensiveness or
representativeness of that corpus. The report’s scope is limited, and the
cases it features were selected for the clarity of the risks that they expose.
Because no technical assessments of the research implicated in these
cases were sought, additional research would be necessary to character-
ize the concrete risks that they pose to US national and economic secu-
rity. A deeper methodological discussion appears in the Appendix to

(¥

. Beihang University, Northwestern Polytechnical University, Harbin Engineer-
ing University, and Harbin Institute of Technology are on the Department of
Cormnmerce’s Entity List. The latter two were added on June 5, 2020, after the
data for this report was collected.

6. For the purposes of this study, bibliographic data includes article title, authors,

affiliated institutions, publication source, date, funding details (if provided), ete.
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facilitate such scholarship and to enhance due diligence efforts for risk
assessinent purposes.

V. Key Findings

With those understandings in mind, these are our key findings:

» The collected corpus of 254 articles names coauthors from 115 US
research institutions. Most of these institutions are universities,
but eleven are federal research facilities, including seven Depart-
ment of Energy national laboratories and the US Naval Research
Laboratory. US gavernment funding sources were also credited in
thirteen articles.

» PRC university departments employing coauthors who are named
in the corpus have partnerships with the PLA’s General Armament
Department, the PLA Rocket Force (which manages the PRC’s
nuclear missile arsenal), and components of major state-owned
defense conglomerates including: a) China Aerospace Science and
Technology Corporation and divisions within its missile design and
production subsidiary, the China Academy of Launch Vehicle Tech-
nology; b) China Aerospace Science and Industry Corporation; ¢)
Aviation Industry Corporation of China and a subordinate research
institute that supplies manufacturing technologies for defense
industries; and d) China Shipbuilding Industry Corporation.”

o Several identified coauthors appear to have worked on classified
defense projects, as indicated by “XXX” or “XXXXX” designa-
tors in their titles or funding codes; for example, a PLA General
Armament Department “Panoramic View XXXXX System Pre-
liminary Research Project.”

» Some coauthors’ biographies mention their work on projects for

the PRC’s Central Military Commission Science & Technology

7. The PLAS General Armament Department is now known as the Equipment

Development Department of the Central Military Commission.
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Committee, PLA General Staff Headquarters, PLLA General Arma-
ment Department, and PLA Unit 65927. One coauthor claimed
to concurrently serve as a PLA General Armament Department
Stealth Technology Experts Group member and a General Arma-
ment Department Military Use Electronic Components Technol-
ogies expert evaluator.

¢ One article named researchers from Northwestern Polytechnical
University, a US university, and the Xi’an Engineering College of
the People’s Armed Police (PAP), raising ethical concerns over
applications of this research. The PAP performs domestic security
and surveillance functions that help the Chinese Communist
Party (CCP) maintain authoritarian control over the PRC’s popu-
lation. The PAP’s Xi’an Engineering College subsequently merged
with a PAP command unit in Xinjiang, which may implicate it in
the mass detentions, internment, and repression of the region’s
large Muslim population. No biographical information was found
on the PAP-affiliated coauthor, raising questions about the degree
of due diligence the partnering US institution might have been
able to perform on this individual.

» Dissertations filed at some of the Seven Sons universities claim
support from the US National Science Foundation (NSF) and the
National Institutes of Health (NIH). The identified PhD candi-
dates studied in the United States prior to completing their doc-
toral degrees and credit the PRC central government-run China
Scholarship Council for providing funding support for their study
abroad. By naming NSI and NII funding sources in their disser-
tations, these students are indicating that theyused US government-
funded research conducted in the United States to fulfill at least
part of their PhDD degree requirements. The students may have
been working under recipients of NSF and NIH funding (i.e.,
principal investigators) while receiving PRC government scholar-
ship support to do so.

e Coauthors affiliated with US Department of Energy national
laboratories have published research with six of the Seven Sons
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universities. Although some of this research is intended for civilian
purposes (such as new energy development), some of the PRC-based
coauthors have held positions at or worked on PLA programs.
Some authors obfuscate their ties to defense programs by using
incomplete or innocuous sounding KEnglish names to describe
their affiliation with a subordinate division of a Seven Sons uni-
versity. For example, the Chinese terms for “national defense key
laboratory” were replaced with “state key laboratory” in English.
English webpages of university departments associated with some
coauthors also do not disclose numerous defense-related subdivi-
sions listed on the universities’ Chinese-language websites. This
obfuscation likely inhibits the ability of US research institutions
to perform adequate due diligence on research partnerships.
Some coauthors list no biographical information or curricula vitae
(CV) on their faculty pages or on the websites of their employing
institution; in one case, a faculty profile on the Harbin Institute of
Technology website is blocked from US internet points of presence.
In another example, a CV was provided but does not mention any
US affiliation despite naming one in an identified article.

Several articles include coauthors from Huawei, a PRC telecom-
munications conglomerate that was added to the Entity List in
2019. "The US government has identified national security con-
cerns with Huawei, including suspected ties to PRC military and
intelligence organs, alleged violations of economic sanctions, and
intellectual property theft. Huawei’s role in the surveyed litera-
ture i3 unclear; nonetheless, it documents the conglomerate’s
research relationships with key defense universities.

¥, Conclusions and Recommendations

Citing a threat to long-term economic vitality and the safety and secu-
rity of the American people, Presidential Proclamation 10043 of May 29,
2020, directs the US secretary of state to deny visas to study or conduct
research in the United States to any postgraduate student or researcher
from the PRC “who either receives tunding from or who currently is
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employed by, studies at, or conducts research at or on behalf of, or has
been employed by, studied at, or conducted research at or on behalf of,
an entity in the PRC that implements or supports the PRC’s ‘military-
civil fusion strategy.”®

This report concludes that the proclamation’s threat narrative is
empirically well-founded. The PRC’s “Seven Sons of National Defense”
universitics directly support military-civil fusion; the PLA; and the
defense research and industrial base, weapons programs, and myriad other
entities that are part of the PRC’s military, public security, and surveil-
lance apparatus. Scientific collaboration between US research institutions
and these seven PRC universities has promoted the missions of those
entities, compromised US national and economic security, and under-
mined the integrity of US research.

Proclamation 10043 is a forceful intervention in a long-neglected
problem. Yet, if the pastis any guide, then the PRC will adopt circumven-
tion strategies in order to frustrate the proclamation’s aims. "T'his report
documents cases of PRC entities, students, and researchers obfuscating
or misrepresenting their identities. In addition, collaborations with US
partners may shift online or outside of the United States. Research insti-
tutions must prepare for such contingencies on their own initiative and
develop equally adaptive and robust internal processes in response or the
US government may step in and impose blunt alternatives.

The binary test of (ihlegality by which S&T collaborations with
PRC entities are conventionally assessed sets too high of a bar and is
plainly insufficient to satisfy that requirement. Most, if not all, of the
collaborations featured in this report may have been legal at the time
that they were undertaken. This report furthermore assumes that their
research content qualified as basic or fundamental and was therefore not

8. US President, “Proclamation 10043 of May 29, 2020: Suspension of Entry as Non-
immigrants of Certain Students and Researchers From the People’s Republic of
China,” document 85 FR 34333, Federal Register 85, no. 108 (June 4, 2020), https//
www.federalregister.gov/documents/2020/06/04/2020-12217/suspension-of-entry
-as-nonimmigrants-of-certain-students-and-researchers-from-the-peoples
~republic,



105

14 Executive Summary

subject to export or classification controls by the US government. In
addition, failures to disclose foreign collaboration by federal research
grant recipients may have reflected faulty compliance rather than inten-
tionally unlawful activity. New approaches to identifying and managing
risk are urgently required.

The authors of Chapter 1 therefore make the following four recom-

mendations:

1. Expand the scope of this report.

¢ Other articles within the collected corpus merit scrutiny to iden-
tify potential risks to US entities. Further studies using the meth-
odology detailed in the Appendix may identify US research
collaborations with other PRC institutions that support the PRC’s
defense programs, especially those beyond the immediate com-
pass of Presidential Proclamation 10043. This methodology could
also be applied to collaborations with institutions and researchers
from other nations.

» The economic implications of US-China research collaboration
should be explored more fully. As PRC universities have partner-
ships with state-owned enterprises in both civilian and military
sectors, further investigation is needed to determine if US taxpayers
are funding technologies that are patented or commercialized by
PRC universities or partner companies.

2. Expand vetting and due diligence of collaborations with PRC partners.

» US research institutions should determine if the US-based coau-
thors were recipients of or worked on federal grants that related
to the research published in the scientific literature this report
identifies.

» US research institutions should compile information on all PRC
organizations that have demonstrable connections to the PRC’s
defense research and industrial base. They should obtain this
information primarily through PRC-based vernacular informa-
tion sources and create collective information sharing mecha-
nisms that can be used to enhance vetting of visiting PRC students
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and scholars, as well as ramp up due diligence on proposed or
existing research partnerships with the PRC.

o US research institutions should partner / share information with
toreign allies to enhance those nations’ due diligence and risk
assessments since the PRC’s Seven Sons universities collaborate
with many nations, not just the United States.

3. Enbance administrative oversight.

¢ Benign research cannot be separated a priori from potential dual-
use applications pursued by foreign institutions that support
defense research such as the Seven Sons universities. US research
institutions should mandate disclosures and preapprovals for all
forms of S&T" collaboration with PRC institutions—even when the
research is considered fundamental in nature or published openly—
and undertake disciplinary measures when individuals fail to seek
approvals. Effective oversight depends on comprehensive reporting
and periodic review.

4. Create or vevise common moval and ethical standards with respect to
research collaboration in gcademia.

o US research institutions should create a common framework to
determine when research collaborations, student and researcher
exchanges, and other forms of partnership may contribute to the
military or domestic repressive capabilities of authoritarian regimes,
violate democratic values or human rights, or involve unethical
research practices.

» US research institutions should develop, maintain, and share lists of
foreign partners (distinct from governmental lists) that they con-
sider off limits for collaboration based on agreed-upon standards
and documented evidence of programs, activities, or associations
that are inimical to US interests and values.

The authors of Chapter 2 of this report build on these foundations.
Taking up the question of how to reconcile an open and globalized
research enterprise with the imperative to safeguard US national security
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and economic competitiveness, they propose a new paradigm for gov-
erning foreign engagement rigk, regardless of its country of origin. Six
additional recommendations flow from that.

5. Enbance due diligence and compliance for all foreign engagements.

» To ensure that US research institutions exercise their discretion
to undertake foreign engagements wisely, they must redouble
their efforts at basic due diligence and compliance. Ata minimum,
this includes better vetting of prospective partners and funders;
careful scrutiny of the terms of proposed collaborations, espe-
cially when they involve formal contracts and agreements; con-
stant iteration and adaptation of risk governance processes; and
formal integration of diverse stakeholders, including area and sub-
ject matter specialists, into those processes.

6. Establish a stravegic global engagement visk assessment and
MARAZETENT PYogra.

* Reclaiming control over foreign engagement risk begins by bring-
ing all of an institution’s international engagements under the gov-
ernance of a unified strategic program. This program would impose
coherence on policies and processes that rigorously assess the nature
and degree of risk that foreign engagements pose and guide propor-
tionate measures to mitigate those risks to acceptable levels.

* The program must incorporate the following: practical training in
compliance mandates, and in risk awareness and mitigation for both
tormal and informal foreign engagements; transparent reporting
and record keeping processes; and regular performance reviews,

e The program could support jointly administered regional vetting
centers and secure computing enclaves, which would allow member
institutions to spread costs, pool resources, and provide internal cli-
ents with security as a service at economies of scale. These regional
facilities would establish cooperative points of contact with govern-
ment partners to facilitate information sharing and compliance.
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7. Establish g strategic global engagement review office.

» Fach research institution should establish a stable, accountable
authority with the institutional capital to drive its strategic global
engagement risk assessment and management program to success
across multiple constituencies.

¢ This Global Engagement Review Office would supervise program
implementation and exercise unified leadership over foreign
engagement risk policies and processes across the institution. In a
typical university setting, it would report and make recommenda-
tions directly to the provost and advise other principals on foreign
engagement risk. It would complement and coordinate with other
units, such as export control and facilities security, that are com-
monly under the authority of the vice provost for research.

8. Change the paradigm.

¢ Research institutions should adopt Operational Security (OPSEC)
as their governing paradigm for assessing and managing foreign
engagement risk in order to cement a more proactive and adaptive
posture than wraditional compliance-driven approaches can deliver.
OPSEC supplies a workflow for sustaining vigilance and innovation.

9. Embrace maturity modeling to consolidate and develop capabilities.

» Adoption of a global engagement maturity model establishes a meth-
odology for formalizing and optimizing a global engagement risk
assessment and management program from inception to full inte-
gration with an institution’s operations. Such a model defines a
ladder that institutions can climb to achieve and communicate pre-
paredness for more demanding work requirements. Combined with
OPSEC, this model promotes perfection and growth in an institu-
tion’s capabilities.

10. Establish a government-sponsored entity to support
better decision making.

* Research institutions have unequal resources and capabilities and
cannot abate foreign engagement risk alone. Government support
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is essential but currently fragmented and scoped too narrowly. A
new interagency entity combining the equities of multiple govern-
ment stakeholders and their open-source data streams could pro-
vide an urgently needed, unified point of contact for the research
enterprise on compliance matters and foreign engagement risk;
deepen relationships of trust; facilitate routine information sharing;
and enhance research and analysis so that institutions can make

better and more granular decisions for themselves.
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CHAPTER ONE

Under the Radar: National
Security Risk in US-China
Scientific Collaboration

JEFFREY STOFF AND GLENN TIFFERT

I. Introduction

The rise of the People’s Republic of China (PRC) as a major economic
and military power has sparked serious national security concerns in
the United States, particularly in response to the PRC’s active develop-
ment of force projection capabilities, its intensification of domestic sur-
veillance, widespread human rights abuses, unfair trade practices, forced
technology transfer, state-sponsored industrial espionage, and intellectual
property (IP) thefe.! Alarm also stems from the PRC’s stated intention
to dominate strategic technologies and industries and its poor transpar-
ency with respect to governance.”

All statements of fact, opinion, or analysis expressed are those of the authors and
do not reflect the official positions or views of any US government agency. Noth-
ing in the contents should be construed as asserting or mplying US government
authentication of information or endorsement of the authors’ views. This material
has been reviewed by responsible US government offices to prevent the disclosure

of classified information.

1. Senator Mark Warner surveyed the range of threats China poses to US national
and economic security in a speech at a Brookings Institution event, Global China:
Assessing China’s Growing Role in the World, May 19, 2019, hup//www
.brookings.edu/events/global-china-assessing-chinas-growing-role-in-the-world.

2. Asuggested sampling of materials that examine these issues include: 2) William C.
Hannas, James C. Mulvenon, and Anna P. Puglisi, Chinese Indusrrial Espionage
{London and New York: Routledge 2013); by Michael Brown and Pavneet Singh,
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Many of these concerns intersect with the PRC’s access to and influ-
ence within the US research community, especially in universities and
US national laboratories. These intersections include the following:

* The increasing number of unclassified research areas and technolo-
gies with potential military applications, which complicates US gov-
ernment oversight and regulation (¢.g., through export controls).

o PRC state-run talent recruivment programs that harvest US research.
» Unreported or misreported research collaborations, which can
distort resource allocation and raise research integrity concerns.

» Inadequate compliance, monitoring, and due diligence by US
rescarch institutions with respect to research collaborations and
enforcement of ethics and conflict of interest and commitment rules.

» The absence of any comprehensive or empirical study of research
collaborations in science and technology (S&T) between PRC and
US institutions to identify and assess potential risks.

American universities are among the best in the world, and their
S&T research programs attract a highly talented, global pool of appli-
cants. There is no question that the openness of the US research system

“China’s Technology Transfer Strategy: How Chinese Investments in Emerging
Technology Enable A Strategic Competitor to Access the Crown Jewels of ULS.
Innovation,” Defense Innovation Unit Experimental January 2018; ¢) Office of
the US Trade Representative, Executive Office of the President, “Findings of the
Investigation into China’s Acts, Policies, and Practices Related to Technology
Transfer, Intellectual Property; and Innovation under Section 301 of the Trade
Act of 1974 March 22, 2018; d) National Bureau of Asian Research, “The
Report of the Commission on the Theft of American Intellectual Property,”
May 2013; ¢) Committee on the Judiciary, US Senate, “China’s Non-Traditional
Espionage Against the United States: The Threat and Potential Policy
Responses,” December 12, 2018; £) Larry Diamond and Orville Schell, eds,,
“China’s Influence and American Interests, Promoting Constructive Vigilance”
(Stanford, CA: Hoover Institution Press, 2019); g} U.S.-China Economic and
Security Review Commission, “China’s Overseas United Front Work: Back-
ground and Implications for the United States,” August 24, 2018; by Levesque,
Stokes, “Blurred Lines: Military-Civil Fusion and the ‘Going Out’ of China’s
Defense Industry,” Pointe Bello report, December 2016.
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has contributed to US economic, technological, and military superior-
ity for decades. In fact, since the US government established official
diplomatic relations with the PRC, it has facilitated and encouraged col-
laboration with PRC-based researchers and institutions as matters of
policy and soft power diplomacy.’

Meanwhile, the PRC’s S&T" ambitions have mushroomed. Guided by
the concept of military-civil fusion, the PRC is resolutely integrating pri-
vate sector innovation into its defense industrial base, in part by tapping
the capabilities of ostensibly civilian domestic institutions. Some of these
institutions participate in a coordinated, state-directed technology trans-
fer apparatus that is tasked with obtaining, commercializing, and weap-
onizing advanced foreign R&D. Only now is the US research community
awakening to the intensity and scope of this enterprise and its military or
dual-use dimensions. However, in the absence of external regulatory or
policy mandates, US research institutions have been slow to adapt their
due diligence and risk management frameworks. Weak institutional
reporting mechanisms and compliance cultures have permitted some col-
laborations to go unknown, unreported, or underreported.* Even among
vetted collaborations, conflicts of commirment, unreported or misre-
ported elements, or other activities that undermine the integrity of US
scientific research and exceed the scope of collaboration agreements
occur. In short, prevailing due diligence and risk management practices
for screening and tracking potential collaborations with PRC entities fall
far short of what circumstances require.

The director of the National Institutes of Health (NIH) high-
lighted these gaps in a 2018 letter addressed to more than ten thousand
institutions in which he expressed concern that some recipients of NTIH

3. For an overview of the history of scientific collaboration with China and US
policies that fostered much of this collaboration, see Richard P. Suttmeier,
“Trends in U.S.-China Science & Technology Cooperation: Collaborative
Knowledge Production for the Twenty-First Century?,” Research Report Pre-
pared on Behalf of the U.S.-China Economic and Security Review Commis-
sion, September 11, 2014.

4. Note that federal funding agencies have different requirements regarding dis-
closure of foreign collaborations and additional sources of funding; as such not
all collaboration may have to be reported.
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research funding had diverted IP in grant applications or from NIH-
funded research to other countries; shared confidential grant applica-
tion information with others, including foreign entities, or attempted to
influence funding decisions; and failed to disclose substantial resources
from foreign governments, thereby distorting decisions about the
appropriate use of NIH funds.’ The terminations of three ethnic Chi-
nese scientists at the MD Anderson Cancer Center and two Emory
University professors were related to these concerns.® The arrest of
Professor Charles Lieber, chair of the Chemistry and Chemical Biology
department at Harvard University, arose from them as well.

Given the paucity of available data, we cannot determine if such cases
are outliers. But we can say that the fragmentary way in which US poli-
cymakers and the research community generally assess the risks posed
by PRC students, researchers, and collaborative exchanges is seriously
flawed. Fundamentally, that assessment has hinged on the legality of an
activity; i.e., if no US laws will be violated, then the hazards are assumed
to be negligible, or perhaps manageable. ‘This crude binary test and the
law enforcement paradigm behind it are poorly suited to the spectrum of
potential risks revealed by this chapter, to say nothing of the crimes of
gravest concern—economic espionage and intellectual property theft

(s

. Francis 8. Collins, “INIH Foreign Influence Letter to Grantees,” official memo-
randum, Department of Health and Haman Services, Bethesda, MDD, August 20,
2018,  heeps://doresearch.stanford.edu/sites/defanlt/files/documents/nih_foreign
_influence_letter_to_grantees_08-20-18.pdf.

6. Todd Ackerman, “MD Anderson Qusts 3 Scientists over Concerns about Chi-

nese Contlicts of Interest,” Houswon Chromicle, April 19, 2019, heeps:/fwww
.houstonchronicle.com/news/houston-texas/houston/article/MD-Anderson
-fires-3-scientists-over-concerns-13780570.php; Ariel Hart, “New Findings: 2
Fmory Researchers Didnt Disclose Chinese Funding, Ties,” Adania Journai-
Constizution, May 23, 2019, hups/fwww.aje.com/news/state--regional-gove-
-politics/new-findings-emory-researchers-didn-disclose-chinese-funding-ties
/QQ58XiznSHTLYvSrARSL.

. US Department of Justice, “Harvard University Professor and Two Chinese

e

Nationals Charged in Three Separate China Related Cases,” Justice News, Janu-
ary 28, 2020, hreps://fwww.justice.gov/opa/pr/harvard-universivy-professor-and

-two-chinese-nationals-charged-three-separate-china-related.
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(18 U.S.C. § 1831,1832)—which can be exceptionally difficult to prove in
academic research contexts. Perfecting or intensifying the implementa-
tion of this paradigm will therefore reap only limited gains.

Presidential Proclamation 10043 of May 29, 2020 does not substan-
tially alter that. The proclamation directs the US secretary of state to
deny F or J visas to study or conduct research in the United States to any
postgraduate student or researcher from the PRC “who either receives
funding from or who currently is employed by, studies at, or conducts
research at or on behalf of, or has been employed by, studied at, or con-

ducted research at or on behalf of, an entity in the PRC that implements
598

~5 ¢

or supports the PRC’s ‘military-civil fusion strategy.

Effective implementation of the proclamation will narrow some of
the channels through which the collaborations analyzed in this chapter
have transpired, but it will not close them. For instance, collaborations
with US partners may move online or to sites outside of the United
States. The PRC government is highly disciplined and adaptive and will
foreseeably seek ways to ensure that PRC students and researchers who
pose security risks to the United States will continue to receive visas. It
may, for example, work through entities that lie beyond the scope of the
proclamation’s application, always endeavoring, as it does now, to stay
one step ahead.

This chapter documents cases of PRC entities, students, and research-
ers obfuscating or misrepresenting their identities. US consular officials
may fail to discern such subterfuge in a visa applicant’s background or
connect the applicant’s declared program of study to sensitive fields of
knowledge or dual-use technologies, which means that the hardest cases
to detect may still get through. It is incumbent on research institutions
to develop the tools to distinguish these individuals and any activities
that they may undertake that are prejudicial to the interests of the United
States from the general population of PRC students and researchers who
pose no security risks. If research institutions fail, then more prescriptive
regulatory solutions will be waiting in the wings.

8. US President, “Proclamation 10043 of May 29, 20207
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A. Assessing the Risks of Research Collaboration

Academic institutions must adopt proactive risk management and due dili-
gence frameworks in ovder to move fully meet the challenges that collaborations
with the PRC pose to the US research and innovation ecosystem. "1'hese chal-
lenges implicate fundamental norms of research and academic integrity,
ethics, and administrative rules (as opposed to criminal statutes), and
they intersect with potential national and economic security threats.
These threats include the following:

+ Conversion of US government-funded research into intellectual
property that is then commercialized in the PRC in violation of
research grant or university terms and conditions.

» Direction or redirection of US research to the PRC government
by selectees of the PRC’s state-run talent recruitment programs.

o Improper PRC influence over, or manipulation of, US research
grant evaluations and award decisions.

» Diversions of US research to PRC defense programs and weapons
system development, which can undermine or eliminate US mili-
tary superiority.

* Diversions of US research to applications that violate ethical stan-
dards or democratic norms and values, such as those that enable or
enhance the PRC’s domestic surveillance apparatus and human
rights abuses.

» Failing to report or misreporting foreign affiliations, research
projects, and additional sources of funding, in violation of federal
research grant disclosure rules.

Moreover, these new frameworks must be evidence based and reflect
the empirical state of R&D collaboration between the two nations. US
collaboration with defense-affiliated institutions, scientists, and engi-
neers in the PRC is a key vector through which the PRC obtains access
to US R&D with national and economic security implications. Unfor-
tunately, scholarship on this subject is sparse and grounded mostly in
surveys of English-language publications aggregated by Elsevier, Web
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of Science, Scopus, or other international publication databases. Fven
so, a seminal 2018 study by the Australian Strategic Policy Institute
(ASPI) estimates that the People’s Liberation Army (PLA) has sent
more than 2,500 military scientists and engineers overseas to collabo-
rate with researchers and institutions worldwide. The US is one of the
top destinations for those personnel.” A subsequent ASPI study identi-
fied 115 PRC research institutions that pose “high” or “very high” risks
to potential Western partners. The identified PRC institutions support
the PLA, defense R&D, the major defense conglomerates, and/or the
PRC’s intelligence and security apparatus.?

These ASPI studies have shed critical light on the scale of the PRC
military’s exploitation of Western academic institutions and the national
security interests at stake. Research into Chinese-language publications
and the PRC’s domestic scientific publication repositories could reveal
higher numbers of PLA-affiliated researchers collaborating with over-
seas institutions and further substantiate the concrete risks of those
engagements. However, peer-reviewed S&'1" publications from PRC
sources (which include both Chinese- and English-language articles)
remain virtually unexplored.

B. Research Design

"This chapter targets that gap with a three-step methodology for review-
ing and assessing US-PRC collaborations. (See Appendix.) First, it identi-
fies seven key PRC universities (“Seven Sons”) that directly support the
country’s defense research and industrial base and that operate as prime
pathways for harvesting US research and diverting it to military applica-
tions. Second, using the search facilities of a major online publication
repository (China National Knowledge Infrastructure, or CNKI), and

9. Alex Joske, Picking Flowers, Making Honey; The Chinese Military’s Collaboration
with Foreign Universities, Report No. 10 (Canberra: Australian Strategic Policy
Insticute, 2018), https://www.aspt.org.aw/report/picking-flowers-making-honey.

10. Alex Joske, The China Defence Universities Tracker, Report Na. 23 (Canberra:
Australian Strategic Policy Institute, 2019), https:/www.aspi.org.au/report
/china-defence-universities-tracker.
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supplementary data from Elsevier’s ScienceDirect, it collects a corpus of
English- and Chinese-language articles published in the S&'T" literature
with coauthors from at least one of those universities and a US institu-
tion. The searches ranged from Jamuary 1, 2013 to March 31, 2019 in
order to spotlight recent activity. Third, it unpacks illustrative cases from
that corpus to expose their concrete links to PRC military programs. In
order to keep the discussion focused on problematic practices and institu-
tional relationships rather than on individuals and ethnicity, we choose
not to identify specific coauthors by name. Given the PRC’s global reach
and access to scientific collaboration, publication records listing authors
affiliated with institutions in other nations should also be analyzed for
similar national security and research integrity concerns.

C. Research Limitations

Our research design has several limitations:"

 The survey of publications was limited to scientific journals and
theses/dissertations. Conference proceedings, patents, and other
types of information on scientific research exceed the scope of this
chapter.

» CNKI offers a comprehensive repository of scientific publications,
but it is not exhaustive. The collected corpus may not capture
every publication in the scientific literature with authors from US
institutions and Seven Sons universities.

+ No technical assessments were made on the research in the col-
lected corpus to determine potential military applications, assess-
ments of PRC military capabilities, or comparisons to US military
systems.

¢ An unscientific sample was selected from the collected corpus for
scrutiny. Many other articles in the corpus merit close investigation.

o UNKT’s web interface has reliability issues. Specifically, the CNKI
website returned different results for the same searches performed

11. A detailed explanation of these limitations is provided in the Appendix to this

chapter.
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at different times. Performing identical searches repeatedly using
different internet points of presence and collating the results miti-
gated this limitation.

¢ CNKI is operated by state-owned companies under the oversight
of the Chinese Communist Party (CCP) and engages in docu-
mented censorship of search results.””

To be absolutely clear, we allege no specific transgressions, criminal
or ethical, and acknowledge that the evidence presented here is circum-
stantial. In certain instances, the research underlying the cases featured
in this chapter may have all been conducted in the PRC and later pub-
lished at a moment when one or more of the coauthors had an affiliation
with a US institution, which would admittedly render the US connec-
tion tenuous. It is also possible that some of the PRC-based coauthors
who cite US affiliations or US government support for their research
may have misrepresented or inflated those claims, but because we lack
the investigatory authority to independently determine the relevant
facts, we take them at their word.

We grant that the research featured in this chapter may be funda-
mental in nature and have no immediate, discernible military value, and
that if it has civilian applications then it is legitimately subject to com-
mercialization and fair competition in the marketplace. Furthermore,
we welcome the PRC’s growing role in global scientific and technologi-
cal research and recognize that some of the information flows arising
out of international collaborations with it may benefit all of the parties
to them, and indeed humanity more generally.

D. Purpose of This Chapter

Our aim is not to audit these collaborations or to impugn the motivations
or integrity of any particular participant, but rather to empirically doc-
ument the alarming and inadequately screened institutional relationships

12. China’s ability to censor academic journals was explored in Glenn D Tiffert,
“Pecring Down the Memory Hole: Censorship, Digitization, and the Fragility of

»

Our Knowledge Base,” American Historical Review 124, no. 2 (April 2019): 550-68.
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that lurk behind many of them, and the national and economic security
interests at stake. Although our search criteria were narrow, they gener-
ated a rich body of evidence that reflects poorly on the state of research
governance in the United States and portends ominously for the appli-
cation of our methodology to other domains. The Seven Sons defense
research universities share a clear mission to support the PRC’s military-
civil fusion efforts and defense industrial base, and the cases featured in
this chapter substantiate specific, unambiguous links to the PRC’s
defense programs or classified weapons research. On these facts alone,
pursuing S&T research collaborations with Seven Sons universities is
unwise and contrary to US national interests.

H. Overview of the PRC’s Seven Sons of National
Defense (Universities)

The seven universities profiled in this chapter have a long history of
supporting the PRC’s military programs. From the early 1980s until
2008, they were directly managed by the Commission for Science,
Technology and Industry for National Defense (COSTIND; ERjR-#
FRTAEZGE). COSTIND was a PRC State Council (central govern-
ment) organ responsible for formulating policies and regulations for
defense industries. It oversaw the structure and subsequent reorganiza-
tion of defense enterprises and institutes; drafted annual plans for R&D,
production, investment, and “foreign fund utilization” of defense indus-
tries; coordinated military procurement; formulated industrial polices
and development plans for nuclear, aerospace, aviation, shipbuilding,
ordnance, and military electronics industries; and organized “interna-
tional exchange and cooperation concerning defense industries.”

In 2008, the PRC restructured a number of State Council organs and
created the Ministry of Industry and Information Technology (MITT),

13. “2002 4pr
EIN =T e
China], Jammary 6, 2011, betp//www.mod gov.en/affair/2011-01/06/content
4249946 _4.hem.

MWERF I BH (2002 Chinese National Defense White Paper],” #
# [Ministry of National Defense of the People’s Republic of
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which absorbed COSTIND. Since then, MII'T has directly adminis-
tered the seven defense research universities, often referred to as the
“Seven Sons of National Defense” (EES-1F) or sometimes the “Seven
Schools of National Defense” (EF-LR).Y MITT’s website itself uses
this “Seven Sons of National Defense” term, which includes the follow-
ing institutions:"”

1. Beijing Institute of Technology (IbFBTK¥)

Beihang University (aka Beijing University of Aeronautics and

Astronautics, JLEHIZEI K EE)

Harbin Institute of Technology (#/RIE TkA)

Harbin Engineering University (\7R I LEEA )

Northwestern Polytechnical University (P81 Tk %)

6. Nanjing University of Aeronautics and Astronautics (F 522
KEE)

7. Nanjing University of Science and Technology (

()

LR S YN

The core missions of these universities include supporting the PRC’s
military and defense industrial base and its state-directed military-civil
tusion efforts. Hence, even if some of the scientific and engineering
research that they conductis in civilian sectors, or is basic or fundamental
in nature, it is safe to assume that they will consider military applications
as a matter of policy. Consequently, international research collaboration
via formal agreements or informal arrangements (known or unknown),
student exchanges, or any other form of research facility or resource
sharing between US insdtutions and the Seven Sons universities

14, “EBf#E [Seven Schools of National Defense],” HEH® [Baidu Baike],
accessed June 13, 2020, httm*//b‘iike,iimdu.com/ltcﬁ1/%11,3%QB%BD%EQ%QS
/oBl%P#’oB %8%%1*6%'\0 Al

Sﬁw‘:ns S()ns A(Imissmns and j()b Placz:ment Office Leaders Visit Jiangxi
National Defeme Technology Military Industry Group for the First Time],”
RS EE [National Military-Civil Fusion Public Service Plat-
form], June 2 1, 2017, hetp/jmih.miit.gov.en/web/newslnfoWebMessage.action
Pnewsld=493942& moduleld=1062.
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Table 1: Number of Articles Published in S&T Journals {January 2013~March 2019)

with Seven Sons and US Institutional Coauthorship

Articles with U8 US Institutions

PRC University Coauthorship Represented
Harbin Institute of Technology 106 63
Nanjing University of Science and Technology 36 32
Northwestern Polytechnical University 32 28
Beijing Institute of Technology 31 27
Beihang University 28 22
Harbin Engineering University 15 16
Nanjing University of Aeronautics and Astronautics 6 5

demands careful scrutiny.

—————

our research methodology.

I, Harbin Institute of Technology: Collaboration
with US Research Institutions

A. Summary of Findings

The Harbin Institute of Technology (iR Tak %%, HIT) is a large
university that describes itself as “serving national defense” and focuses

on acrospace in particular.® In the 1960s and 1970s, HIT refocused its

mission to “primarily serve national defense construction and military-

civil integration.” HI'I"s ties to the PRC’s defense research and indus-

trial base include the following:

16.

s A partnership with PRC state-owned defense conglomerate China
Aerospace Science and Technology Corporation (CASC). The
partnership is known as the Collaborative Innovation Center of
Astronautical Science and Technology. It was modeled in part on
NASA’s Jet Propulsion Laboratory and its members also include

R [School Overview],” TR 1A [Harbin Institute of Technology],
May 7, 2020, Internet Archive, archived May 14, 2020, accessed June 15, 2020,
hetps:/fweb.archive.org/web/2020051400401 / heep/fwww.hit.eduon/236/list
hem.
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Bethang University (another Seven Sons university), Peking Uni-
versity, and the University of Science and Technology of China.

» Relationships between HIT’s School of Astronautics and research
institutes of CASC and another state-owned defense firm, China
Aerospace Science and Industry Corporation (CASIC), as well as
“close collaboration” with the PLLA General Armament Depart-
ment (now known as the Equipment Development Department of
the Central Military Commission) and the PLA Rocket Force
(previously known as the Second Artillery Force, which manages
the PRC’s strategic / nuclear missile arsenal).

e Two engineering research centers supporting “national defense
science and technology industry.”

Research topics in the collected corpus of articles appear to involve a
mix of plausibly benign disciplines such as zero energy buildings and
environmental and life sciences and dual-use areas such as transporta-
tion automation, lithium ion battery development, photovoltaics, mate-
rials science, and chemistry. Although the majority of articles identified
were in English and some of the published research appear innocuous,
supplemental information compiled on select authors and institutional
affiliations, primarily from Chinese-language sources, demonstrate that
some of the PRC-based entities directly support the PLA, defense indus-
trial organizations, and defense research programs, including what
appear to be classified weapons projects. Itis not known whether the US
partner institutions were a) aware that this research collaboration was
taking place; and/or b) had knowledge of the HIT researchers’ involve-
ment in PRC defense programs. Examples of this research include the

following:

» An article coauthored by HI'T and Lawrence Berkeley National
Laboratory-affiliated researchers included an HIT faculty mem-
ber who is involved in PLA General Armament Department
research programs and a member of its Stealth Technology
Experts Group, as well as two State Administration of Science and
Technology Industry for National Defense (SASTIND) projects.
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* An article naming Columbia University, University of Texas at
San Antonio and HIT-affiliated coauthors included researchers
working on projects for the PRC’s Central Military Commission
S&T Committee, PLA (General Staff Headquarters, PLA General
Armament Department, and PLA Unit 65927. Some of these proj-
ects used “XXXXX” in their title and/or funding codes that may
indicate a PRC classified weapons program.

* One article involved Arizona State University collaboration with
HI'T, Beihang University, and a research institute under state-
owned defense conglomerate Aviation Industry Corporation of
China (AVIC), which supplies manufacturing technologies for
national defense industries such as aerospace, electronics, weaponry,
and naval vessels.

* An article coauthored by University of Michigan and HIT
researchers on naval engineering included an individual who
worked at naval defense conglomerate China Shipbuilding Indus-
try Corporation. At HI'T, that researcher has overseen defense
projects on topics relating to ship vibration analysis, transmission,

or prediction techniques—two of which may have been classitied

projects given the use of “XXX"” in the research grant codes.

A secondary search of CNKI identified seven Chinese-language
publications involving HI'T' that credit the US National Science Foun-
dation (NSF) and the NIH, raising concerns that the PRC may be using
US taxpayer-funded research to further the PRC’s military moderniza-
tion efforts. Six of these records are master’s theses and doctoral dis-
sertations. Four of the dissertations credit the PRC government-run
China Scholarship Council (CSC) for funding their authors’ study
abroad at US institutions. This suggests that these students used US
government-funded research conducted in the United States in partial
tulfillment of their advanced degrees ac HIT.

B. Overview of HIT and Support to the PRC’s National Defense

HIT was founded in 1920 and came under CCP administration in 1950,
It is a large university, with three campuses (Harbin, Shenzhen, and
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Weihai) totaling more than 43,500 students (of which there are 16,384
graduate students) and more than 6,800 faculty and staff”” HIT is
involved in a number of scientific and social science disciplines that may
not involve defense research, such as architecture, environmental and
life sciences, economics, law, humanities, etc., and it has one of the top-
ranked engineering programs in the world.®

However, at its core, HIT is involved in national defense fields.” In
the 1960s and 1970s, HIT changed its focus from a “multi-disciplinary
technical university” to an institution that “primarily serves national
defense construction and military-civil integration” in order to “strengthen
the needs of national defense modernization.””" In particular, HIT
claims to have established the PRC’s first acrospace academy. lts key con-
tributions to aerospace and defense-related developments include the
following:

» Testing of the PRC’s first satellite-to-earth high-speed laser
communication.

* The first “completely automated laser-target coupling process,”
used by the Shenguang 3 at the PRC’s Laser Fusion Research
Center (which conducts inertial confinement fusion research that
may have nuclear weapons applications).

» Seven independently developed satellites in the PRC, including
the first microsatellite developed and controlled by students.

~

. “Harbin Institute of Technology 2017 Brief Introduction,” Harbin Institute of
Technology Office of Global Affairs, 2017, Internet Archive, archived Novem-
ber 15, 2019, accessed June 15, 2020, https://web.archive.org/web/20191115123613
/htep/fen hitedu.en/pdt/2017HI T %20Brief% 2 0Introduction.pdf.

18. “Best Global Universities for Engineering,” U.S. News & World Report, accessed
June 13, 2020, hetps://www.usnews.com/education/best-global-universities
fengineering.

19, “BRefiN [School Overview],” BMRIET A% [Harbin Institute of Technol-
ogyl, 2020,

20. “Ta KM [The Spiric of HIITY,” Ba/riE Tk 22 [Harbin Institute of Technol-

ogy}, May 16, 2017, Internet Archive, archived May 12, 2020, accessed June 15,

2020, https://web.archive.org/web/20200512095003/https:/hit.edu.on/240/list

e,



125

34 Chapter 1

¢ "T'he first “new system radar.”

¢ The world’s first experimental use of a magnetic field Hall thruster
for space.

* The world’s first microsatellite that conducted a circumlunar
tlight.

* “Major contributions” to the successful inaugural launches of the
Long March 5 and Long March 7 carrier rockets (manufactured by
the China Academy of Launch Vehicle Technology (CALT), a unit
of the China Aerospace Science and Technology Corporation). %!

In 2008, HIT founded the Joint Technology Innovation Center in
conjunction with CASC. This center became part of the Aerospace Sci-
ence and Technology Innovation Institute founded two years later and
became part of the Collaborative Innovation Center of Astronautical
Science and Technology founded in 2012.%

An English-language brochure for a 2018 HIT PhD program claimed
that HI'T"s School of Astronautics had established a “close relationship
with research institutes in both CASC and CASIC,” another major state-
owned defense conglomerate. The brochure added that “our school’s
close collaboration with the PLA General Armament Department and
the Second Artillery Force has greatly contributed to the construction of
national defense.”” The PLA's Second Artillery Force (now known as the
PLA Rocket Force) is the PRC’s strategic missile force, which includes
its nuclear weapons arsenal.

HI'T also has two engineering research centers directly tied to the
PRC’s defense industrial base, known in English as the Ultra-Precision
Machining Research and Application Center for National Defense Sci-
ence and Technology Industry, and the Welding Automation Research

21, “FHREfES {School Overview),” /R T A% [Harbin Institute of Technol-
ogyl, 2020.

22. “Harbin Institute of Technology 2017 Brief Introduction,” 2017,

23. “Harbin Institute of Technology-APSCO Full English PhD Program 2018
Harbin Institure of Technology, accessed June 13, 2020, heeps://uzay.rubitak.gov
tr/sites/images/uzay/1._hit-phd_program-2018_announcement_.pdf.
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and Application Center for National Defense Science and "Technology

Industry.** HI'T has a number of other research centers (twenty are

listed only in Chinese on HI'T’s website), many of which may support

ITTs defense R&D or industrial base. Below are names of some of

these centers and approximate English translations, but this is not an

exhaustive list of HI'T subdivisions that may conduct defense research.?

* Research Institute for Gas Dynamics of Engine (R BIHIA AR Tt
EAS R

» Control and Simulation Center (5 {4 Erlul

. Xnalvsu and Te.stmg Center (77 qu??f L)

. Space Debris vaerveiocity Impact Research Lenter (T ey
BT HFEHL)

¢ Microelectronics Research Center (BF TEHZEHUL)

e Center for Precision Engineering (F§ EE_TJF )

e Electroplating Research Center (FUBERTZEHLL)

¢ Freespace Optical Communication Technology Research Center
(CEFDEEE BORBISLALD)

» Space Control and Inertial Technology Research Center (2%
Al SFER AR ZE L)

» Hydrodynamic Forming Engineering Research Center (8150
TR SEHD)

¢ Special Processing Research Center (EFII LAAZEAL)

» Condensed Matter Physics Science and Technology Research
Center (BERARI 25 HUARBZEH1L)

. Harbin Institute of Technology, “Harbin Institute of Technology 2017 Brief

Introduction,” 2017, available at: hteps:/educationdochox.com/Graduate_School
/73727462-Harbin-institute-of-technology.html.

. IFHIT supplies an English name, then the authors have used it.
. “BFZEHT/H0 [Research Institutes and Research Centers),” IB/RIE TAbA% [Har-

bin Institute of Technology], June 3, 2018, Internet Archive, archived May 12,
2020, accessed June 15, 2020, hteps://web.archive.org/web/20200512085553
/hetps://hitedu.cn/256/1isthem.
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HI'T aggressively recruits experts from around the world through
the PRC’s national state-sponsored talent programs. These recruits
include 47 specially invited professors (selectees) of the Changjiang
Scholars Award Program?’ (a national program to recruit experts from
overseas run by the Ministry of Education) and 31 national level “Hun-
dred, Thousand, Ten-Thousand Talents Project” selectees. The univer-
sity’s English-language website omits the latter figure.” It also notes that
there are 86 “long-term contract overseas experts” and 124 “part-time
overseas PhD Supervisors.”” These last two statistics suggest there are
210 faculty members that retain positions overseas and simultaneously
teach and conduct research at HI'T, likely fostering some of the research
collaboration with foreign institutions and HI'T.

HI'T also claims that it has signed academic cooperation agreements
with 316 institutions of higher education in 35 countries. In 2016, 2,305
HIT students were sent to study overseas and HI'T received 2,773 inter-
national students from 128 countries and regions.”® In June 2020, HIT
was added to the US Department of Commerce’s Entity List for export
control purposes, but this may not limit collaboration with US institu-
tions if the research is categorized as fundamental in nature

C. Survey of Scientific Publications

Bibliographic data was compiled from CNKI using HI'T and United
States (35H) as search terms in the author affiliations fields. HI'T’ large
size and the diversity of its programs means that some research disciplines
may not have any obvious military applications. About half of the 106

27. HI'T’s English-language website, which is probably not updated as often, states
that there are 43 Changjiang Scholars.

28. “HRME S [School Overview])” BAREE Tk A% [Harbin Institute of Technol-
ogyl, 2020.

29. Harbin Institute of Technology, “2017 Brief Introduction.”

30. Harbin Institute of Technology, “2017 Brief Introduction.”

31. Bureau of Industry and Security, Commerce, “Addition of Entities to the
Entity List, Revision of Entries on the Entity List,” Federal Regészer 85, no. 109
(June §, 2020): 34495, heeps://www.govinfo.gov/content/pkg/FR-2020-06-03
/pdt/2020-10869.pdt.
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identified articles in the collected corpus are in fields such as architecture,
environmental and civil engineering, new energy technologies, life sci-
ences, and transportation, although some of this research may have dual-
use potential. The remainder of the articles are in engineering, computer
science, materials science, aeronautical, and aerospace fields that are more
closely allied with the PRC’s defense industrial and research base. Four
examples are profiled below.

Given that the US government views the PRC as a strategic com-
petitor and military rival, collaborations between US government-
tunded research facilities and programs (e.g. Department of Energy
national laboratories) and HIT are presumptively problematic, irre-
spective of whether the research is intended for beneficial civilian use.
It is simply inappropriate for US government facilities to support col-
laboration with a key PRC defense research institution, especially in the
absence of robust vetting.

Within the corpus of 106 articles, thirteen had US government-
affiliated coauthors. These articles cover a mix of seemingly innocuous
research areas such as zero energy buildings and environmental and life
sciences, and potential dual-use areas such as transportation automa-
tion, lithfum ion battery development, photovoltaics, materials science,
and chemistry. Just the same, supplemental research reveals that some
of the PRC-based coauthors have directly supported PLA and defense
programs, including what appears to be classified weapons projects.

Example 1: Lawrence Berkeley National Laboratory

Collgboration with HIT

A superficial examination of an English-language article that names
authors affiliated with HIT and the Department of Energy’s (Dok)
Lawrence Berkeley National Laboratory’s (LBINL) Plasma Applications
Group and Molecular Foundry may not identify national security con-
cerns.’? The article published in 2013 entitled “Transparent and conduc-
tive indium doped cadmium oxide thin films prepared by pulsed filtered

cathodic arc deposition,” credits DoE funding via the “LDRD Program

32. Also found in Elsevier’s ScienceDirect.
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of LBNL, in-part by the Assistant Secretary for Energy Efficiency and
Renewable Energy under Contract No. DE-AC02-05CH11231” and a
“user project at the LBNL Molecular Foundry supported by the Office
of Science, Office of Basic Energy Sciences.”” However, examination of
the HI'T-affiliated authors reveal direct ties to PRC defense programs.

No further information was found on one of the authors who claims
dual LBNL and HIT affiliation. It is possible that this author was a
visiting PhD student while conducting studies at HI'T" based on the fact
that a) the article credits the “PhD Programs Foundation” of the PRC’s
Ministry of Education for funding support, and b) other coauthors
appear to hold faculty positions.*

This publication’s most concerning aspect relates to a second HIT-
affiliated coauthor. A PRC website posted what appears to be this
aathot’s complete curriculum vitae (CV), indicating that he is a profes-
sor and doctoral advisor at HHI'T’s School of Astronautics, where he con-
ducts research on photonics and thin film-related materials science. He
has worked with the (formerly named) PLA General Armament Depart-
ment on multiple projects. Specifically, the CV lists “major positions”
and research projects that should presumptively disqualify him from
participation in US government-funded research:

o Served as a PLA General Armament Department Stealth Tech-
nology Experts Group Member

o Served as a PLA General Armament Department Military Use
Flectronic Components Technology Expert Evaluator

¢ Oversaw five PLA General Armament Department Preliminary
Research Fund projects (RRERIRHEEE § ) and two Preliminary
Research Plan projects (R HIHT &I 2 W)

33. Yuankun Zhu, Rucben J. Mendelsberg, Jiaqi Zhu, Jiccai Ian, and André
Anders, “Transparent and Conductive Indium Doped Cadmium Oxide Thin
Films Prepared by Pulsed Filtered Cathodic Arc Deposition,” Applied Surface Sci-
ence 265 (January 2013): 738-44, herps:/dol.org/10.1016/).apsuse.2012.11.096.

34. This is consistent with other articles surveyed in this study, in which individuals
claiming dual US- and China-based affiliations were tomporarily based in the
United States as graduate students or postdoctoral researchers,
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» Oversaw two SASTIND military products projects, multiple aero-
space and aviation projects, and “[unnamed] Major National Science,
Technology, and Engineering Fundamental Research Projects”
(the lack of specificity on the latter may refer to classified research
programs)”

A third HIT-affiliated researcher named in this article has coaun-
thored many publications and filed patents with the second HIT author
and may well be carrying out similar research supporting the PRC’s
military programs.

Example 2: Colwmbia University, University of Texas at San Antonio
Collaboration with HIT and Havbin Engineering University

The second article, entitled “Weakly supervised codebook learning by
iterative label propagation with graph quantization,” was published in
2013 in the English-language journal Signal Processing. "I'he article lists
authors affiliated with HIT, Harbin Engineering University, Columbia
University, and the University of Texas at San Antonio.*%

The three PRC-affiliated coauthors appear to have professional con-
nections to each other, and two have participated in mumerous PRC
defense research programs. At the time of the article’s publication, the
author affiliated with Harbin Engineering University (another Seven Sons
university) was completing a PhD degree. This coauthor is now an associ-
ate professor at Xiamen University’s Computer Science department and
conducts research on spatial data science, remote sensing image inter-
pretation, cloud data management, and multimedia content retrieval ¥’

35, “BRoRIE TR SE R A B B - 4B B [Harbin Instirute of Technology Gradu-
ate Student Supervisors-Zhu Jiagil,” FREE #9844 [FREE Graduate Stu-
dent Recruitment], April 1, 2016, http://schocl.freekaoyan.com/heilongjiang
/hit/daoshi/2016/04-01/1459455102545914.sheml.

36. Linjuan Cao, Rongrong Ji, Wei Liu, Hongxun Yao, and Qi Tian, “Weakly
Supervised Codebook Learning by Iterative Label Propagation with Graph
Quantization,” Signal Processing 93, (August 2013): 227483, hteps://doi.org/10
1016/}.51gpro.2012.05.001.

37. U X4 BB [Associate Professor Cao Livjuan),” School of Informatics, Xia-
men University, accessed June 13, 2020, heeps:/finformation.xmu.cdu.cn/info
/1019/3182.hem.
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The other PRC-based coauthors have more direct ties to defense
programs. One of the authors claimed both a Columbia University and
HIT affiliation for this article. According to biographical information
posted on his current employer’s website (Xiamen University), he
received a PhID in 2011 from HI'T, where he worked with his advisor
(the third PRC-based coauthor of this article). From late 2010 through
2013, the former held a postdoctoral researcher position at Columbia
University.”® He is carrently employed at Xiamen University’s School of
Information Science and Technology and is a 2017 “youth” selectee of
the PRC government-run "Ten-Thousand Talents Program.*® Notably,
he has worked on several defense projects, including the following:

o A “Central Military Commission S&T Committee High Tech-
nology Special Project.”
* Preliminary research under the 13th Five-Year Plan for the PLA
Greneral Staff Headquarters
* Preliminary research under the 12th Five-Year Plan for the
PLA General Armament Department
» Technology development projects in partnership with Tencent,
Huawei, and DiDi¥
Although it is not known if the research on behalf of Huawei, Ten-
cent, and DiDi overlapped or was integrated with the defense special
projects this coauthor conducted, its striking appearance among them
underscores how research collaborations with US institutions may con-
tribute to the development of dual-use technologies in the PRC and
benefit PRC firms at the expense of US economic competitiveness.
Lastly, the third PRC-based coauthor is a professor at HI'T’s School of
Computer Sciences Center for Intelligent and Human Machine Inter-
face. This professor’s CV lists work on multiple defense research projects,

38. “ZiZRIE [Ji Rongrongl,” Media Analytics and Computing Lab, Xiamen Univer-
sity, 2020, accessed June 13, 2020, http//mac.xomedu.cn/reji-en.homl.

“205¢%0E |11 Rongrong].”
J grong]

£ [J1 Rongrongl.”
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including those listed below. The use of “X” in project names or fund-
ing codes likely refers to classified programs.

» PLA General Armament Department “Panoramic View XXXXXX
System Preliminary Research Project” (Mar. 2011-Dec. 2015)

e PLA Unit 65927 “Border Crossing Automated Warning System”
project (Jan. 2007-Dec. 2009)

o MII'T “242 Project” (o title provided) with funding code “XXXXX
(2005C41Y"4

siven that both HIT-affiliated coauthors are actively involved in
defense research programs, some of which are directly under the PLA, it
would be prudent to assume that the research published in collaboration
with US universities will also flow directly to the PRC military. Because
the background information about these coauthors was derived exclu-
sively from Chinese-language sources, it is not known if the US univer-
sities were aware of their associations with the PLA. Assuming that the
collaboration complied with US export controls, this case demonstrates
the inadequacy of that standard as a test for assessing risk.

Example 3: Avizona State University Coliaboration with HI'T,

PRC Aerospace Defense Conglomerate

An English-language article published in 2017 entitled “Effect of gal-
lium addition on the microstructure and micromechanical properties
of constituents in Nb-Si based alloys” had eight contributing authors,
some of whom are affiliated with HIT, Beihang University, and
AVIC.* Supplemental research on the PRC-based authors and institu-
tions demonstrates clear ties to the PRC’s defense research and indus-
trial base.

41. “BkH [Yao Hongxun],” Harbin Institute of Technology, accessed fune 13,
2020, htep://homepage.hit.edu.cn/yachongxun.

42, EnyuGuo et al,, “Effect of Gallium Addition on the Microstructure and Micro-
mechanical Properties of Constituents in Nb-8i Based Alloys,” Journal of Alloys
and Compounds 704, (May 2017): 89-100, https://doi.org/10.1016/} jallcom.2017
02,054,
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"The article lists eight authors affiliated with one or more of the fol-

lowing institutions:

1. Materials Science and Engineering, Arizona State University (ASU)

[ ]

. School of Materials Science and Engineering, Harbin Institute of
Technology
3. International Research Institute for Multidisciplinary Science,
Beihang University
4. AVIC Beijing Aeronautical Manufacturing Technology Research
Institute (BAMTRI)
. Department of Materials Science and Engineering, Indian Insti-

Iy

tute of Technology, Kanpur, Uttar Pradesh

One of the two HI'T-affiliated authors has been an associate researcher
at HI'T’s School of Materials Science and Engineering since late 2013
and specializes in titanium and aluminum alloys. That author has
worked with or at HI'T"s National Key Laboratory for Precision Hot
Processing of Metals and, according to his faculty page, has worked on
“national defense preliminary projects.”*

Supplemental searches on CNKT’s web interface indicate that the
AVIC-affiliated researcher has coauthored a number of articles with
the aforementioned HI'T" scientist and conducted similar research at
BAMTRI. BAMTRI is the headquarters component of the Aviation
Industry Corporation of China (AVIC) Manufacturing Technology
Institute (MTT).#

M'I'T’s English-language page states that this AVIC subsidiary focuses
on “fundamental, application [sic], engineering, industrialization R&D of
aeronautical materials, manufacturing technologies and special equip-
ment” for new aircraft and aero-engines and provides support to “aero-
space, electronics, ship, defense, and other industries.” MTT houses key
laboratories that involve “additive manufacturing, welding and joining,

43, “BREM [Luo Liangshun],” Harbin Institute of Technology, accessed June 13
2020, herp//homepage.hiteducn/luols.
44. BAMTRI is on the Department of Commerce’s Entity List.
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digital manufacturing, metal forming, precise manufacturing, and high
performance electro~magnetic windows.”¥

MT7Ts Chinese-language page describes itself as a “comprehensive
research organ specializing in aviation and national defense advanced
manufacturing technologies and special use equipment development.”
BAMTRI is also known as the AVIC 625 Institute (62577) and develops
“transformational research for the PRC’s new and emerging airplanes,
engines, cruise missiles, and related aviation equipment.” BAMTRI
supplies “advanced manufacturing technologies for national defense
industries such as aerospace, electronics, weaponry, ships, ete.” Lastly,
the organization claims to have “long-standing technology exchanges
and economic cooperative relations with 30+ countries,” including the
US, Russia, Germany, France, Italy, and Japan*®

Example 4: University of Michigan Collabovation with HIT

on Naval Eungineering

The last article examined—also an English-language publication avail-
able on Elsevier’s website

was published in January of 2019 and named
coauthors from HI'T’s College of Naval Architecture and Ocean Engi-
neering (Weihai campus) and the University of Michigan’s Department
of Naval Architecture and Marine Engineering. Entitled “Numerical
and experimental analysis of hydroelastic responses of a high-speed tri-

247

maran in oblique irregular waves,”" some of its authors have back-

grounds in defense research projects.
One of the authors claimed a dual affiliation with the University of
Michigan and HIT. The version of that author’s CV that appears on

45. “MTT Profile,” AVIC Manufacturing Technology Institute, accessed June 13,
2020, heep/Awwwaviemtlavic.com/enweb/aboutas/mtip/index.sheml

46, “HEER A [Latroduction to the Manufacturing Technology Institute],” AVIC
Manufacturing Technology Institute, accessed June 13, 2020, http//www
.aviemti.avic.com/gxwm/zeyig/index.sheml,

47. Zhanyang Chen, Hongbin Gui, Pingsha Dong, and Changli Yu, “Numerical
and Experimental Analysis of Iydroelastic Responses of a High-Speed Trimaran
in Oblique Lrregular Waves,” Insernational Journal of Naval Avchizecrure and Ocean
Fagineering 11 (January 2019): 409-21, hteps:/doi.org/10.1016/1.ijnace.2018.07
.006.
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HI'1"s website, however, makes no mention of the University of Michigan
affiliation. The CV states the author began his studies at HI'T in 2004
and received BS and PhD degrees (completed December 2013) from the
College of Naval Architecture and Ocean Engineering. Beginning April
of 2014, he was employed by the same department at HI'T:* "This author
has partnered with another of the article’s HI'T-affiliated coauthors on at
least one other publication that involved naval research, which also
included a Harbin Engineering University-affiliated professor.®

The other PRC-based author serves as vice dean of HI'T’s College
of Naval Architecture and Ocean Engineering.”® Interestingly, this
authot’s faculty profile on HI'T’s website is not viewable from US-based
internet points of presence. However, Chinese Baike

a PRC analog to
Wikipedia hosted by search engine and internet firm Baidu—provides
biographical information on the author and some of his research proj-
ects. According to this source, he served as a senior engineer at a major
state-owned defense firm (China Shipbuilding Industry Corporation’s
702nd Research Institute) from 2003 to 2008. He subsequently worked
at HIT as a professor, department head, and since July 2014, as vice
dean of its College of Naval Architecture and Ocean Engineering. He
has overseen defense research projects on topics relating to ship vibra-
tion analysis, transmission, or prediction techniques.”! A sampling of
these research projects include the following:

48. “BR5EH [Chen Zhanyang),” Department of Postgraduate, Harbin Institute of
Technology at Weihai, accessed June 13, 2020, htep:/fyjsc.hitwh.edu.cn/2017
/0317/c1096a41314/page. hem.

49, Br5E [Chen Zhanyang] et al., “SUARIEL M IHER KB HEEHE T [Direct
Calculation Method for Nonlinear Design Loads of Warship Based on Hydro-

A

elasticity Theory],” BREIRERBM [ Fournal of Havkin Engineering Univer-
sity], 38, (Jamuary 2019): 37-42, https:/dot.org/10.11990/hen. 201507066,

50, “YEETHRRE [Marine Engineering School],” Harbin Institute of Technology at
Weihat School of Marine Engineering, accessed June 13, 2020, http://snace
Jhitwhoedu.en/41/list.hom.

51 “REBER [Gui Hongbin],” EETHR [Baidu Baike], accessed June 14, 2020,
hetps://baike.baidu.com/itermn/% E6%A1% B2 % E6%B4% AANEO% 6% 8Clret
erence-{1]-4416584-wrap.



136

Under the Radar: National Security Risk in US-China Scientific Colluboration 45

* 863 Program (a national level R&D program that supports defense
research) project on optimal design of subsurface systems and
marine instrumentation

* Two research grants listed only as “XXX” (probably referring
to classified research) associated with the PLLA Navy Equipment
Department

¢ China Shipbuilding Industry Corporation-sponsored project
on “submarine vibration and acoustic radiation prediction
techniques.”™?

D. Secondary Search: US Reseasch Funding

A second set of searches of CNK1 bibliographic records examined arti-
cles that named a US institution as providing funding support and at
least one author affiliated with HI'T. Seven Chinese-language publica-
tions were identified, including six theses and dissertations published at
HI'T" and one article that appeared in a scientific journal shown in
Table 2. The English translations of the titles were provided by the
authors of the publications. Five of the records claim US NSF support;
one claims involvement in a “China-US International Cooperation
Project,” and one claims US NIH funding. Unfortunately, it matters
little if the authors reported their HI'T" affiliations to these funding
institutions, because the institutions typically lack the mandate and
toolset to properly assess the significance of those disclosures.

E. Observations on Identified Theses and Dissertations

Four of these titles, three of which are PhID dissertations, credit CSC
funding for supporting their authors’ study abroad. The NSF and NIH
funding sources identified in the dissertations indicate that the anthors
used US government-funded research conducted in the United States
towards partial fulfillment of their PhD degree requirements from HIT.
Quite possibly, these students were working under recipients of NSF and
NIH funding (i.e., principal investigators) and were compensated by the

52, PR [Gui Hongbin]”
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PRC government to do so via the CSC. Details on four of the five disser-
tations follow; no additional information on the fifth was found.

» The July 2017 dissertation was submitted to ITIT’s School of
Astronautics. Its author studied at the University of Maryland
Baltimore Campus from December 2014 to December 2016.%

» The June 2017 dissertation was submitted to HIT’s School of
Mechatronics [sic] Engineering.®* Its author was affiliated with
HIT’s Robotics and Systems National Key Laboratory and stud-
ied at the University of Pennsylvania from September 2013 to
September 2015.

e The September 2015 dissertation was submitted in support of
HIT’s Aeronautics and Astronautics Manufacturing Engineering
program. The author attended Columbia University from Septem-
ber 2012 to September 2014 as a visiting PhD student, and specifi-
cally named three NIH grants that supported the dissertation:
SUI9AT067773, 8R21GM104204, 2P41EB002033-19A1.% The first

53. BfE  [Fan Wel], “[E1 M br it i = dE s iR e Bl S iy TR AR 71
Research on Three-Dimensional Flexible Large-Deformation Beam Formmula-

w1
tad

tions Based on Rotational Coordinate Descriptions” (PhD diss., Iarbin Insti-
tute of Technology, 2017), hetp:/new.oversea.cnkinet/KCMS/detail/detail aspx
Pdbeode=CDFD&dbname=CDFDLAST2019& filename=1018897420.nhé&v
=MjgOMzgvQVZGMZGenVARIRY TINRWJQSVI4ZVexTHVEAW VMIRG
2xXVDNgVH] X TTFGkNVUjdxZITZHBGE TN V3=,

. B [Hou Likat], “WEL TGRS 85 S VU R 6598 [Mechanism and
Experimental Research on Controllable Encapsulation and Coalescence of

LAY
=

Inner Droplets in Double-Emulsion Drops]” (PhD diss., Harbin Institute of
Technology, 2017), http://new.oversea.cokinet/KCMS/detail/detail.aspsrdbeode
=CDED&dbname=CDFDLAST2018& filename=1017862365 nh& v=MjkINiN
VUdsZHIZHBG TN VIS VZGMZH YaUrSESMS3IFwRWJ QS VI4Z Vgx
THVAWVMIRGgxVDNaVHIXTTFGckM=.

. b [Sun Hao), “SEmRAGRESEFR T g AR FORRII2Y [Tutegrated Microflu-
idic Chips for Single-Cell Gene Expression Profiling]” (PhD diss., Harbin Insti-
wate of Technology, 2017), http:/new.oversea.cukinet/KCMS/detail/detailaspx
?dbcode=CDEFD& dbname=CDFDLAST2017&filename=1016739476. nh&v=M
DUyOTEMcVPEYIBJUThIWDEMAXhZUrd EaDFUM3FUcldNMUZy Ol
VSNIFmWW VkeEZS M2t XNyIMVEYyNkdMUzdGOVeg=,

L
[
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grant deals with developing rapid methods to identify individuals

who have significant exposure to radiation, especially from an

improvised nuclear device or dirty bomb.*®

¢ The December 2013 dissertation was submitted to HIT’s School
of Chemical Engineering and Technology. Another 2013 article
coauthored by this PhD student shows him affiliated with HI'T'

and Lamar University (perhaps as a visiting PhD student).

Again, only a small subset of the corpus of 106 articles was examined
here. Research on the affiliations and authors of the other articles may
identify additional instances in which US government funding agencies
are supporting researchers at universities integral to the PRC defense
establishment.

IV. Nanjing University of Science and Technology:
Collaboration with US Research Institutions

A. Summary of Findings

az,

The Nanjing University of Science and Technology (FIFTEET K%,
NJUST) was originally founded in 1933 as the PLLA Engineering Insti-
tute. After relocating to Nanjing in 1962, NJUST has been focused on
developing weapons technologies and related systems.

o NJUST has a nationally designated discipline in “weapons science
and technology construction,” and has created ten “special national
defense disciplines” and nine “national defense science and technol-
ogy innovation teams.”

» NJUST’s School of Energy and Power Engineering integrates
numerous defense disciplines, including ordnance firing theory and
technology, weapons systems and applications engineering, fluid
dynamics, and engineering thermophysics.

56. David J. Brenner, “Center for High-Throughput Minimally-Invasive Radia-
tion Biodosimetry,” National Institutes of Health, accessed June 14, 2020,
http://grantome.com/grant/NIH/U19-AT067773-12.
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» Seven out of thirty-five articles that have authors affiliated with
NJUST and US institutions name NJUST’s School of Energy and
Power Engineering. Supplemental research on an NJUST-atfiliated
coauthor listed in six articles reveals that he conducts ordnance fir-
ing, ballistics, and weapons systems research.

¢ ANJUST doctoral dissertation credits the US NSF but does not
identify which US university hosted that NSF-funded research.

B. Overview of NFUST and Support ro the PRC’s National Defense

NJUST was originally founded as the PLLA Engineering Institute (1]

NI R AR TR, or Insttute of Military Engineering) in 1953,

In 1962, the university relocated to Nanjing, and after some restructur-
ing and name changes, became known as the Nanjing University of Sci-
ence and Technology’’ The Chinese-language website offers more
details on NJUST"s defense-related missions. For example, it states that
the university has a long history of developing weapons and equipment,
electronics, information technology, and chemical and materials science
disciplines for national defense purposes. In 2017, NJUST was selected
as a “Double Firse-Class discipline” university in “weapons science and
technology construction.”® This refers to the Double First Class Uni-
versity Plan that the PRC government initiated in 2015 in order to foster
a group of elite PRC universities and individual university departments
into world class universities and disciplines by the end of 2050 NJUST

57. “Owverview,” Nanjing University of Science and Technology, accessed June 14,
2020, htep://english. njust.edu.cn/582/list. hem.

58, “ZREA [School Overview],” B M T A% [Nanjing University of Science and
Technology], April 2020, betp:/fwww.njust.edwen/3627/1ist hem.

59. E45EE [State Council], “GUEHE AR RXEA—TERE R EETZ [Overall

Plan to Promote the Construction of World-Class Universities and First-Class

Disciplines]” Document 64, October 24, 2015, httpi//www.gov.en/zhengee
feontent/2015-11/05/content_10269.htm.; “China sets direction for world class
universities,” Commonwealth of Australia, Department of Education, Skills
and Employment, accessed June 14, 2020, hteps:/internationaleducation.gov
.au/News/Latest-News/Pages/China-sets-direction-for-world-class-universi

ties.aspx.
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has designated ten “special national defense disciplines” and nine
“national defense science and technology innovation teams.” The uni-
versity also has four award recipients of the “outstanding youth talent

fund for national defense science and technology” (EFfH
THRABREE 4 0).5

NJUST’s School of Energy and Power Engineering is focused on
weapons and defense research. Its predecessor was the Ballistics
Research Institute (BIERTZER), established in 1981 by the then Minis-
try of Ordnance Industry. In 2010, the school was restructured into the
current School of Energy and Power Engineering. The school inte-
grates numerous defense disciplines such as ordnance firing theory and
technology, which was designated as a national “Double First Class”
discipline in 2017. Its weapons systems and firing engineering major is
two postdoctoral programs on weapons science and technology and
mechanics and four doctoral degree programs in weapons science and
technology, mechanics, control science and engineering, and engineer-
ing thermophysics. Master’s degree programs involving defense areas
include the following: ordnance firing theory and technology, weap-
ons systems and applications engineering, engineering thermophysics,
tluid dynamics, engineering mechanics, refrigeration and cryogenic
engineering, electronics systems and automation, and ordnance engi-
neering. Lastly, the school claims to have a long history of conducting
civilian- and military-use technologies and is “anchored” to the China
Ordnance Society’s Specialty Committee on Ballistics.!

Like the other MII'T universities, NJUS'T" recruits experts globally.
NJUST claims to have three “foreign academicians” on its faculty,
eighteen selectees of the Changjiang Scholars Award Program, and

60. “FRHEA [School Overview],” HEE TAHF [Nanjing University of Science
and Technology], 2020.

61, “EEEHEN [School Overview],” B TA%EH
of Science and Technology School of Energy and Power Engineering], Sep-
tember 2019, http://nd.njust.edu.cen/1845/list hem.

o

FEEE [Nanjing University

i
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fourteen selectees of the Hundred, Thousand, and Ten-Thousand Tal-
ents Program.®

C. Suruvey of Scientific Publication Records

A total of thirty-five articles were identified that contained coauthors
from US institutions and NJUST. As NJUST’s School of Energy and
Power Engineering is engaged in weapons development, articles that
listed authors affiliated with that division merit closer scrutiny. One of
the authors appeared in six articles from this corpus. In addition, a sec-
ondary search of US funding sources named on NJUST-authored pub-
lications revealed one doctoral dissertation. No biographical information
was found on its author, but the dissertation published at NJUST cred-
its the US NSF for research support.

Example: NFUST School of Energy and Power Engineering
Publications with authors from NJUS'1”s School of Energy and Power
Engineering appeared in seven articles in the collected corpus along
with US-based coauthors from the University of Minnesota, Twin Cit-
ies, the University of Michigan, and the University of Texas at Austin.
Six of the seven publications had the same PRC coauthor.

Omne of them, published in 2016, includes a U'T Austin faculty author,
a NJUST faculty author, and a PhD student with both affiliations.®
Although the article specifies that the student’s NJUS'T affiliation was
with the School of Energy and Power Engineering, that appears to have
been a ruse. Two years earlier, the student published an article in the
journal of another Seven Sons university entitled “An intelligent anti-
removal system for blockade mines.” "T'he affiliation given in that article
was the Ministerial Key Laboratory of Intelligent Ammunition under
62. “EREN [School Overview],” BEE TR [Nanjing University of Science
and Technologyl, 2020.

63. Yujia Sun et al,, “Fvaluation of Three Different Radiative Transfer Equation
Solvers for Combined Conduction and Radiation Heat Transter,” Journal of
Quaniitative Spectroscopy & Radiaiive Transfer 184 (2016): 26273, httpr//dx.dol.org
/10.1016/1.jg5rt.2016.07.024.
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NJUST’s School of Mechanical Engineering, and in 2019 the student in

fact graduated from that school.%*

The NJUST faculty author received a PhD in ballistics from
NJUST in 1995, In 2002-03, he was a visiting scholar at Carnegie Mel-
lon University pursuant to a PRC national study abroad program, which
very likely refers to the CSC. In 2008, the researcher began serving as
vice dean of the School of Energy and Power Engineering. He special-
izes in research related to interior ballistics theory and applications,
multiphase flow theory and applications, and new types of point fire

 He works on “preliminary national defense research”

technologies.
and was a recipient of the Eighth China Ordnance Society Youth Sci-
ence and Technology Award.® Among his other distinctions, he is
director-general of the China Ordnance Society’s Specialty Committee
on Ballistics, a standing member of the Jiangsu Academy of Military
Industry, and a correspondent for the PRC Journal of Artillery Launch
and Control.

In addition to the six articles in this corpus, this NJUST vice dean
has coauthored other publications with purely PRC-based collabora-
tors. Two of these articles directly relate to weapon designs (ballistics)
and both name NJUS'T”s National Key Laboratory of Transient Physics

(BRA PRI R 538 %) as their funding source.®’
64. FEE [Sun Yujial, “BHEWRE YRS [An Iotelligent Anti-removal System

for Blockade Mines), WREIHAZER [Journal of Harbin Enginecering
University], 35, no. § (2014): 580-84, hrep://doi.org/10.396%9/1.issn.1006-7043
201303071,
65. In 200? the <livi‘ai(m was rf:ferred to as thf: School of Power Engineering.
66. AERHEIE. “RERD R BEBN

”&'J\ [Schoc)l of Fnerg‘v and Pewer Engineering Professor-Zhang Xizo-

ogy SLh()u] of }‘,nerg_v am} iner P,nginccring}, March 11, 2015, hetp:/nd.njust
edu.en/25/9¢/c190529628/page.hem.

67. i [Cheng Cheng] and /0% [Zhang Xiaobing], “BiflSEs gk mEFINGE
SEMERE AT SRERIIT S [Two-Dimensional Numerical Simulation on Two-
Phase Flow Interior Ballistic Performance of a Guided Projectile],” RT3
[Acta Armamentarii] 36, no. 1 (2015): 58-63, hetp://doi.org/10.3969/}.issn.1000
-1093.2015.01.009; B3¢ [Luo Qiao] and /b % [Zhang Xiaobing], “&F FLU-
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The National Key Laboratory of 'Transient Physics (NKL'TP) began
its operations in 1995 under COSTIND authorities and serves as
NJUST’s “research platform” for the “national key discipline of ordnance
firing theory and techniques.” Its website claims NKLTP has created an
“interdisciplinary research system” of theoretical, fundamental, and
applied research and information technologies related to ultra-high firing
mechanics, flight dynamics, chemical kinetics, fhuid dynamics, explosive
mechanics, modern damage mechanics, guidance and control, plasma
physics, engineering thermophysics, high simulation technology, and
transient testing technologies. The laboratory claims that it has under-
taken two hundred national scientific research projects and more than
one hundred “other” projects, published more than seven hundred arti-
cles, and filed more than twenty patents. NKITP has won a National
Defense Science and Technology Prize, a National Defense Technol-
ogy Invention prize, and an Army Science and Technology Progress
award.®®

V. Northwestern Polytechnical University:
Collaboration with US Research Institutions

A. Summary of Findings

Northwestern Polytechnical University (FdbTAkk%, NWPU) runs
education and research programs in aeronautics, astronautics, and
marine technology engineering “dedicated to national defense,” and it
promotes military-civil fusion policies. NWPU’s School of Aeronautics
was formed from the former Harbin Military Engineering Institute and

ENT  #frfpysaE g R e g S 1SS U E SRS [Simulation for
Launch Process of Ultrahigh Firing Rate Guns Based on Two-Way Coupling
of FLUENT and Interior Ballistic Model|,” & U348 [Acta Armamentarii] 37,
no. 1() {k()l()) 1949-55, http://dot.org/10.3969/].1s51.1000-1093.2016.10.023.

9 e

638, 58 National Key Laboratory of Transient Physics],” Bi5
ﬂ'ﬁik :wﬁ’“" "%ﬂu HKEALIE [Nanjing University of Science and Te chnnL
ogy National Key Laboratory of Transient Physics], December 12, 2019, heep//

zdsys.njust.edu.cn/38/bh/c2552a14523 /page. hem,
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is involved in “almost all major aircraft and spacecraft development of
China,” including fighter jets, large transport aircraft, near space flight
vehicles, and new-concept aircraft and drone projects.”

Supplemental information compiled on select authors and institu-
tional affiliations, primarily from Chinese-language sources, demon-
strates that some of the NWPU-based entities collaborating with US
institutions oversee numerous defense research and engineering pro-
grams and develop potential surveillance capabilities for the People’s
Armed Police (PAP). The PAP is a paramilitary police force under the
direct authority of the CCP Central Committee and its Military Affairs
Commission. The PAP performs domestic security and surveillance
functions to support the CCP’s authoritarian control over the PRC pop-
ulation. NWPU is on the US Department of Commerce’s Entity List
for export control purposes, but this may not limit collaboration with
US institutions if the research is categorized as fundamental in nature.

* Several NWPU-affiliated coauthors have overseen PLA research
projects, won National Defense Science and Technology Awards,
and have been involved in projects that are likely classified
weapons programs given the “XXX” designators in their project
titles. Projects include research into computational software sys-
tems integration, high-speed wind tunnels, fhuid dynamics, and
aerodynamics.

* One article named a coauthor affiliated with a missile design and
production subsidiary, CALT, which is subordinate to a major
defense conglomerate, the China Aerospace Science and Technol-
ogy Corporation (CASC).

* Another article named researchers from NWPU, a US university,
and the Xi’an Engineering College of the People’s Armed Police,
raising ethical concerns over the potential applications of this

69. “Overview,” Northwestern Polytechnical University School of Aeronautics,
Internet Archive, archived September 13, 2019, aceessed June 15, 2020, hreps:/
web.archive.org/web/20190913235933/heep://hangkong. owpu.edu.cn/home
Joverview/view.htm.
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research. No biographical data was found on the PAP-affiliated
coauthor, raising questions about the background information
the partnering US institution could have gathered about this
individual.

¢ Several identified articles use incomplete or innocuous sounding
English-language names for a defense laboratory in NWPU’s
School of Aeronautics in an apparent attempt to obfuscate its ties
to defense programs.

* Four identified KEnglish-language articles list coauthors affiliated
with US government institutions, including the NIH, the DoE,
and the US Naval Research Laboratory (NRL). Although the
research associated with these articles may be benign in nature,
the NWPU coauthors are affiliated with departments that con-
duct defense research projects. Two other articles were found that
credited NIH and NST funding, vet these articles only appear in
Chinese-language sources. Consequently, federal agencies may be
unaware that research results were being published in the PRC.

B. Overview of NWPU and Support to the PRC’s National Defense

NWPU claims to be the only research institution in the PRC that simul-
taneously runs education and research programs in aeronautics, astro-
nautics, and marine technology engineering. As an MII'T-designated
Seven Sons university, NWPU’s website states that it is “dedicated to
national defense.” NWPU is the result of several mergers of older schools
and departments, in this case dating back to 1938, NWPU’s current
name was designated in 1957, having previously been named the North-
western Institute of Engineering.” In addition, the PLA’s Air Force
Engineering Department of the former Harbin Military Engineering
Institute was merged into NWPU in 1970 and is now part of NWPU’s
School of Aeronautics.™

70. “History of NPU” P TNEAS [Northwestern Polytechnical University],
accessed June 14, 2020, herp://en.nwpn.edu.cn/EnglishNew/Abour NPU/History
Aitm.

71. “Overview,” Northwestern Polytechnical University School of Aeronautics.
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NWPU states that it was one of the first universities to establish a
graduate school and a national university science park; it now hosts the
Northwestern Institute of Industrial Technology and the PRC’s top
UAV  (uncrewed aerial vehicle) Research and Development Base.”
NWPU also houses eight state key laboratories, two national engineering
research centers, four national and international S&T" cooperation bases,
one National Defense S&T Innovation Center, and eight “national defense
innovation teams.” These entities are involved in large aircraft, manned
spaceflight, aerospace manufacturing engineering, flight mechanics, aero-
engines, naval and submarine weapons, and rocket engines. NWPU also
claims to hold an “important position in shipbuilding and naval weapons
industries.””

The School of Aeronautics clearly plays a key role in NWPU’s
defense programs and touts well-known graduates of the school, such
as: Yang Wei, chief designer of the PRC’s “new-generation fighter air-
craft;” Tang Changhong, chief designer of large aircraft; and Chen
Yong, chief designer of the PRC’s next-generation regional transport
aircraft (the ARJ21). The school also claims that faculty and students
have participated in “almost all major aircraft and spacecraft develop-
ment of China,” including the J7E (fighter jet), large transport air-
craft, near space flight vehicles, and new-concept aircraft and UAV
projects.”*

NWPU also boasts that it houses the PRC’s only national key labo-
ratory for special drone technology and a national engineering center
for drone systems. The university built Asia’s largest satellite ground
control station, the PRC’s first small drone, and the first 50kg under-
water autonomous vehicle.”

2020.
73, AT [School Overview),” BEALTAEA [Northwestern Polytechnical Uni-
versity], Decemnber 2019, http//www.nwpu.eduw.en/sxgk/xxjihem.
74, “FREEST [School Overview],” FEAETAEAZE [Northwestern Polytechnical
Universityl.
. CEEREESY [School Overview],” FEIETMCAZ [Northwestern Polytechnical
University].

~3
A
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NWPU seeks to accelerate technology transfer and promotes
military-civil integration policies. For example, NWPU has built plat-
forms for collaboration with the PRC’s major defense conglomerates,
and in partnership with the Ministry of Science and Technology estab-
lished an S&T" Military-Civil Fusion Evaluation Research Center.
Below the national level, NWPU also houses the Shaanxi (Provincial)
Military-Civil Fusion Training Base and the Shaanxi Military-Civil
Fusion Evaluation Center.”

NWPU is involved in considerable international collaboration
efforts, claiming to have agreements with 280 schools overseas and ten
national-level international cooperation platforms. These platforms
include four national-level international S&'T cooperation bases and six
innovative talent introduction bases.”

NWPU is one of four Seven Sons universities on the US Depart-
ment of Commerce’s Entity List for export control regulation.

C. Survey of Scientific Publications

Searches conducted on CNKT’s website resulted in thirty-two publica-
tions having both NWPU and US-based coauthors. The majority of
identified articles were in English, but the corpus includes several
Chinese-language publications that merit further scrutiny.

Supplemental research on publications selected from the collected
corpus of thirty-two articles reveals collaboration between US institu-
tions and entities supporting PRC weapons development programs and
the PAP.

Exgmple 1: University of California—Irvine Collaboration with
Researchers Associated with the PRC’s Missile Programs, Presumably
Classified Defense Projects

A 2013 Chinese-language article entitled “Numerical Computation and
Analysis of Flow Over a Conical Forebody at High Angle-of-Attack,”

76. “FREA [School Overview],” BEATINEAS [Northwestern Polytechnical
University].

77, RS [School Overview],” PEAETICA%E [Northwestern Polytechnical
University].
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published in the PRC Journal of Projectiles, Rockets, Missiles and Guidance,
names seven coauthors affiliated with the following institutions:”

1. National Defense Science and Technology Key Laboratory of Air-
foil and Cascade Aerodynamics, NWPU

. Beijing Research Institute of Near Space Aircraft Systems Engi-
neering (At SURD 28N WITHRR G TRTVEAT

3. University of California—Irvine

| O]

Several coauthors and the two PRC institutions named in this article
warrant closer scrutiny. The first institution listed, NWPU’s National
Defense Science and Technology Key Laboratory of Airfoil and Cascade
Aerodynamics (FAb 1V AZEBAL/IHEZR S 20 1) 22 B RL L B S SR ),
was established in 1992 by (,OS'I IND and NWPU.”® This laboratory
is part of NWPU’s School of Aeronautics and has two name variants.
Some sources (on NWPU websites and scientific publications) remove
the Chinese terms for ‘national defense science and technol ogv (ﬁ?%

to it in English as a “state key Iabm atory” instea 1.80

In the collectcd
corpus, there were two articles that used this variant, which suggeszs
a deliberare effort to obfuscate the laboratory’s ties to the PRC’s defense

p’!"‘(} 4 FALS,

78. Fdi-- [Wang Zhongyi] et al, “BEHEST IO BEERVEETE S [Numerical
Computation and Analysis of Flow Over a Conical Forebody at High Angle-of-
Ateack],” BE 5L [ Fournal of Projectiles, Rockers, Missiles and Guidanee] 33,
no. 3 2013): 123-125, heepr//dol.org/10.15892/ .cnki.djzdxb.2013.03.044.

79, “PEAL TR SR ZE R RN R (E5F) B [Northwestern Polytechnical Uni-
versity School of Aeronautics Department of Fluid Mechanics {Three Depart-
ments) Overview],” BAL T AEHIZEEE [Northwestern Polytechnical University
School of Aeronautics], January 6, 2017, https://hangkong. nwpu.eduw.cn/info
/1368/8220.htm.

80. For example, this NWPU page removes the words “national defense” https://
hangkong.nwpu.edien/info/1053/130% htm.
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One of the coauthors of this article is a professor at NWPU’s School
of Aeronautics, who has served since 2015 as the deputy director of the
Academic Committee of the National Defense Science and Technology
Key Laboratory of Airfoil and Cascade Aerodynamics. This NWPU
scientist specializes in aerodynamics and fluid mechanics research and
has worked extensively on defense projects, including what appear to
be classified weapons programs.® HFis NWPU faculty webpage high-
lights a number of defense projects, including these:

* 863 Programs (national high-tech research programs supporting
defense research)
¢ National defense major fundamental rescarch (B FfE KSR E

» PLA General Armaments Department Key Fund (825
projects

¢ Tive “major projects” with “XXX” designators in their titles
(likely referring to classified programs) involving computational
software systems integration, high speed wind tunnels, fluid dynam-
ics, aerodynamics

e Winner of a 2014 National Defense Science and Technology
Award related to a high speed airfoil and wind tunnel project (also
with an “XXX” designator)®

Another PRC-based collaborator is affiliated with the Beijing
Research Institute of Near Space Aircraft Systems Engineering. This
institute falls under CALT, indicated in the illustration (Fig. 1) of the
Academy’s organizational structure.

CALT is a missile design and production academy under the state-
owned defense conglomerate CASC.® According to the Nuclear Threat

81. “Bl8 [Gao Chaol” WAL TR [Northwestern Polytechnical Usiversity),
aceessed June 14, 2020, htep://teacher.nwpiuedu.en/gaochao.html.

82. “Bi#d [Gao Chaol”

83. “China Academy of Launch Vehicle Technology (CALT),” Nuclear Threat
Initiative, February 1, 1994, www.nti.org/learn/facilities/59/



151

60 Chapter 1
China Academy of Launch TEk k5 N gt '
Vehicle Technology ———p EP @hﬁk B }—ﬁ?’k ff‘jﬂ;ﬂ: S&T Cominities
HypRERS
I e
# A g fic3 e L E Listing of
EN Pl 7 s ] ! Departments
F4 & e
= B & &
5 # e
L =i Holding
Companies

Wholly-Owned l

—L _L J—- _L —‘L Jﬁ _L i Subsidiaries
1t [sman| AT
L =| | 2 el |2 !
|2 E] A el
B E A EIESIES e
’1%%”%}%%&%%%@% &l
IR Rl %
Al U vl
e LA e e 122
Ca e
z TN
A 7 | N I

Beijing Research Institute of Near Space LResearch Institutes and Cemere‘.—-Ar
Aifrcraft Systems Engineering

Figure 1. China Academy of Launch Vehicle Technology organizational structure
(with added English annotations). Source: “4£8#1#4, [Organizational Structure]”
hEEE AR [China Academy of Launch Vehicle Technology], accessed
June 14, 2020, hitp://www.calt.com/n481/n490/index.himli,

Initiative, CALT is the PRC’s “largest, most important organization for
the research, development and production of space launch vehicles
(SLVs), liquid-fueled surface-to-surface missiles, and solid-fueled surface-
to-surface and submarine-launched ballistic missiles.” The academy
produces short-and medium-range ballistic missiles and intercontinental
ballistic missiles.®*

The participation of researchers from an NWPU defense laboratory
and a component of the PRC’s missile design academy raises serious
questions about the potential weaponization of this research and concerns
about the nature of the collaboration between these researchers and
their coauthors at the University of California, Irvine.

84. “China Academy of Launch Vehicle Technology (CALT).”
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Example 2: University of California—Merced Collaboration

with NWPU and the PRC’s People’s Armed Police

Another Chinese-language article raises potential national security and
ethical concerns.® "This article, published in 2013, lists four authors affili-
ated with NWPU, Xi’an Engineering College of the People’s Armed
Police, Tianjin University, and the University of California-Merced.®

The primary author of this article serves as dean of NWPU’s School
of Applied Mathematics. After receiving undergraduate, master’s and doc-
toral degrees from N'WPU, this author served as a visiting researcher at
Florida Atlantic University’s Applied Research Center, paid for by the
PRC governmentrun CSC. He/she also spent time as a postdoctoral
researcher at the University of Colorado Boulder, Some of the author’s
research focuses on nonlinear random dynamics, broad cell mapping, path
integral formulation, and finite difference and stochastic dynamics. Some
of the author’s professional associations include serving on an advisory
committee of the Ministry of Education’s Aerospace Professional Educa-
tors Association and the Chinese Society of Vibration Engineering.®’

No biographical information was found on the other PRC-based
coauthor affiliated with the Technical College of the Xian People’s
Armed Police (FaZil B AR
its name was changed to the People’s Armed Police Engineering Uni-
versity (RETHARY) in 2011, In June 2017 (after the identified article
was published), the university was reorganized and merged with the

5.5 According to the school’s website,

jee}
[

R [Ku Wei] et al., “RORET 7 iRy 28 RIEE [Development and Study on Cell
Mapping Methods]”, 7158 R [Advances in Mechanics] 1, 2013): 91-100, hetps://
cacd.oriprobe.com/articles/32319667/DEVELOPMENT_AND_STUDY
_ON_CELL_MAPPING _METHODS htm.

86. & [Xu Wei] et al., “RINLE 7 BRI A [Development and Study on Cell

Mapping Methods].”

accessed June 14, 2020, htep/jszy.nwpu.edu.en/1978000010. heml.
88, The English name is how it was rendered in the referenced article, but the
Chinese name more closely resembles “Xi'an People’s Armed Police Technology

Institute.”
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former People’s Armed Police Uriimgi Command College (i
FrEHEYE).Y

The implications of this collaboration between UC Merced, NWPU
and a PAP institution are serious. The PAP school merged with an
Uriimqi-based PAP training unit, which is located in the capital of the
PRC’s Xinjiang region. The PAP in Xinjiang is deeply involved in what
many in the international community consider to be the most oppres-
sive surveillance regime in the world, including widespread extrajudi-
cial detentions and forced mass internments of ethnic Uyghurs in
reeducation camps.”’ Similar to Example 1, given that this publication
appeared in a PRC source and only in Chinese, it is unknown whether
UC Merced was aware of this research collaboration. Regardless, this
article substantiates the need for heightened due diligence over aca-
demic collaboration with the PRC.

Example 3: Articles Involving Researchers at

US Government Facilities

The collected corpus includes four English-language articles that name
coauthors affiliated with US government institutions: the NIH, the
Dok, and the NRL. Table 3 lists the publication source, title, authors,
and affiliated institations.

It is beyond the scope of this chapter to determine if the research in
these articles has military applications or has violated US export con-
trols. A more fundamental question is at stake: should the US govern-
ment collaborate on S&T research of any kind with scholars from an

89, “RETHRAZEMN [Overview of the Enginecring University of the People’s Armed
Police],” BB THRA% [Engineering University of the People’s Armed Police],
Internet Archive, archived November §, 2019, accessed June 15, 2020, htips://web
.archive.org/web/20191105035753/hetp/fwww.wigedx.com/zhongxuejianjie
/daxuejianjie/2018-06-07/47.html.

90. Maya Wan., “Hradicating ldeological Vieuses”: China’s Campaign of Repression
Againse Xinjiang’s Muslims, (New York: Human Rights Watch, Z018), hteps:/www
Srworgfreport/2018/09/09/eradicating-ideclogical-viruses/chinas-campaign

-repression-against-xinjiangs.
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Table 3: NWPU Research Collaboration with US Government Institutions

63

Source / PRC Other

Title Year Qrganization US Organizations Organizations
Knowledge-Guided PLOS ONE  School of Neurcimaging Fesearch Department
Hobust MRA! Brain {2014} Automation, Branch, National Institute  of Brain and
Extraction for NWPU on Drug Abuse, NiH; Cognitive
Diverse Large-Scale Department of Radiology  Engineeting,
Neurcimaging and Biomedical Research  Korea
Studies on Humans Imaging Genter, University  University
and Nonhuman of North Carolina at
Primates Chape! Hill
Supported Tetra- Journal of NWPU Chemical Sciences
hedral Oxo-Sn American Division, Argonne
Catalyst: Single Site, Chemical National Laboratory;
Two Modes of Society Chemical Engineering
Catalysis (2018) Department, Purdue

University
A New High-Order Computers  School of National Wind Technoi-
Spectral Difference and Fluids Astronautics,  ogy Center, National
Method for Simulat- (2019} NWPU Renewable Energy
ing Viscous Flows on Laboratory; Department
Unstructured Grids of Mechanical and
with Mixed-Element Aerospace Engineeting,
Meshes George Washington

University
Main « Relaxation Journal of Behool of Chemistry Division, NBL,  Université de
and Slow p Relax- Materials Mechanics, Code 8120 Lyon, France
ation Processesina  Science and  Civil Engi-
La30 Ce30 Al15 Technology  neering and
Co2b Metallic Glass  (2019) Architecture,

NWPU

institution that is on the Entity List, and more specifically who are from

units of that institution known to participate in the defense programs of

a strategic competitor? Perhaps NIH, DoE, and the Department of

Defense did not know that these collaborations were taking place and

would not have approved of them. Given that all four articles were pub-

lished in English-language sources accessible online from US entities

such as Elsevier and the NIH’s website, the pertinent affiliation data

was readily discoverable.



155

64 Chapter 1

Table 4: Research Naming US Funding Support and NWPU Author Affiliation

Title Organizations Source Funding
BETHHEENSEE MRl Houston Methodist Joumnal of NIH Grant
BIRFRENE (Segmen-  Research Institute; School  Northwestern  5G08LM893
tation of Glioblastoma of Automation, NWPLU Polytechnical

Multiforme from University,

Mulimodal MR images 2014

Based on Superpixel)

THRASEEEREES  Software Engineering Journal of NSF Grant

Be X2 HEBEALIK (Cross- Depart, Shenzhen institute  University of  DBI-0529082,
Layer Resource of Information Technology),  Electronic DBI-0529012;
Allacation and Perfor- Graduate School at Science and 51st Round of
mance Optimization for  Shenzhen, Tsinghua Technology of Postdoctoral
Wirsless Video University; School of China, 2013 Fund of China
Communication) Computer Science and 2012M510453

Engineering, University of
Electronic Science and
Technology of China;
School of Electronics and
Information, NWPU;
Department of Electrical
and Computer Engineer-
ing, University of Missouri

D. Secondary Search: US Research Funding

The second set of searches of CNKI bibliographic records examined
articles that named a US institution as providing funding support and
at least one author affiliated with NWPU. Only two records were found
published in 2013 and 2014, both of which were in Chinese. Table 4

provides the bibliographic information on these articles.

Example 1: NWPU’s Apparent Collaborvation on NIH-Funded Projects

The first article in Table 4 credits the NTH as the sole funding source.
It was published in Chinese in NWPU’s own scholarly journal in 2014.%"
One of the NWPU-affiliated authors is a professor at NWPU’s School

»
¥

Glioblastoma Multiforme from Multimodal MR Images Based on Superpixels]
PRI TR 2SR [ Fowrnal of Northwestern Polyrechnical University] 32, no. 3
(2014): 417-22, heepi//doiorg/10.3969/.158n.1000-2758.2014.03.017.,
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of Automation and has taught at NWPU since 1992. This professor’s
research areas include gas sensors and applications, integration testing
techniques, noise and vibration measurement, and medical / biological
imaging management. The scientist is also a member of the Chinese
Society of Aeronautics and on the experimentation and testing expert
committee of the Shaanxi Provincial Society of Aeronautics. He has
received funding from the National Natural Science Foundation of
China, aerospace science and technology funds, NWPU basic research
funds, and other provincial and municipal sources.” No biographical
information was found on the other NWPU-affiliated coauthor.

Here too, the NIH may not have been aware of all of the relevant
facts. On its face, the research would appear benign, but in the absence
of a robust vetting framework that is able to reliably detect and block
fanding of PRC-based projects with military or dual-use applications,
prudence dictates barring collaborations with a PRC researcher who
has defense-related expertise and furthermore works at a School of
Automation that focuses on defense and aeronautical disciplines in a
university that is on the Entity List.

Example 2: NSF Funding to NWPU Defense Researchers

The second article in Table 4 underscores how entangled many NWPU
researchers are with defense research and funding streams tied to the
PRC military. This article was published in the Chinese-language Four-
nal of the University of Electronic Science and Technology of China in 2013
and credits two awards from the US NSF Division of Biological Infra-
structure, as well as PRC postdoctoral research funds. One coauthor
hailed from the University of Missouri.

Another coauthor is an associate professor at NWPU’s School of
Computer Science. At the time of this article’s publication, this coau-
thor was completing his PhD studies at NWPU. NWPU’s website
states that he conducts research in areas such as vehicle networking

92, “HEAL AR EM L [Northwestern Polytechnical University School of
Automation),” FELTRZEEIMEEE [Northwestern Polytechnical Univer-
sity School of Automation], accessed June 14, 2020, hteps://zdhxy. nwpu.edu.cn
/info/1167/2565.htm.
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design and optimization, driver behavioral analysis and safety support
systems, and autonomous systems integration. Notably, of the eleven
major research projects listed on his faculty webpage, four of them
involved national defense and probably classified projects. Examples
include the following:

¢ A National Defense Science and Technology Innovation Special
Zone Plan project relating to uncrewed group systems

» A National Defense Basic Scientific Research project described as
“XXX software integration support techniques”

e A 12th Five-Year Plan Preliminary Research Project entitled
“XXX polymorhpic real-time computing platform”

» An 11th Five-Year Plan Preliminary Research Project described as
“X XX distributed real-time calculation techniques”*

VI. Beijing Institute of Technology: Collaboration
with US Research Institutions

A. Summary of Findings

The Beijing Institute of Technology (BI'L, Jb5H TR %) claims to have
been the first institution of higher education in the PRC to specialize in
defense industries and to have filed the most defense-related patents of
any PRC higher education institution. Like its Seven Sons peers, BI'T

promotes military-civil fusion efforts.

¢ BI'T’s School of Mechatronical [sic] Engineering (HLF#FE) pur-
sues weapons development such as warhead design, uncrewed aer-
ial and underwater vehicles, and corresponding systems. Two
identified articles named researchers from a laboratory on explo-
sion and shock physics that is subordinate to this BI'T school and
the Georgia Institute of Technology (Georgia Tech).

93. “BkiE [Yao Yuan]” PHATAZE [Northwestern Polytechnical University],
accessed June 14, 2020, hetp:/teacher.nwpu.edu.en/2017010188. html.
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» Two BI'T doctoral dissertations and one thesis credited US NSF as
providing funding support. All three students also reported receiv-
ing PRC government funding via the CSC to study in the United
States.

B. Overview of BIT and Support to the PRC’s National Defense

BIT’s origins trace to around 1940 in Yan’an as a rescarch academy.
In 1949, the school relocated to Beijing, and after experiencing a few
name changes, it assumed its current name in 1988. BI'Ts official
(Chinese-language) website boasts that it is the first PRC institution of
higher education to specialize in national defense industries. BI'T also
claims that more than 120 of its graduates have served as provincial-
level or higher government / Communist Party officials or PLA gener-
als and that another was the chief designer of the PRC’s first nuclear
submarine.”

BIT claims to have developed hardware such as high-altitude solid
rockets, low-altitude radars, the first light tank, advanced military use
information systems, and other national defense technologies. BI'T also
claims to have filed the most national defense-related patents of any
higher education institution in the PRC. Furthermore, BI'T is involved
in “military-civil fusion and innovation development” (ZRE&581H
# Jig) efforts that are key to the PRC’s current military modernization
policies. In short, BIT has a stated mission to transfer civilian research
areas to defense applications. It claims cooperative agreements with
seventy-one countries or regions and student exchange agreements
with more than fifty universities.”®

. Survey of Scientific Publications
C. Survey of Scientific Publication

Searches on CNKT’s portal identified thirty-one articles that name at
least one US institution and BI'T. Supplemental research identified
one additional article that likely supports PRC weapons development

94. “FREST [School Overview],” UM TA% [Beijling Institute of Technologyl],
June 2019, heep//www.bit.edu.cn/gbxxgk/gbxqzl/xxji/index. hrm.
95, “ERE S [School Overview],” ALFM T A2 [Beijing Institute of Technology].
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programs. Fxamples of articles and their associated entities are profiled
below.

Example 1: Georgia Tech Collaboration with BIT Weapons Laboratory
The most glaring example of research collaboration in support of PRC
weapons programs are two articles by researchers affiliated with Georgia
Tech’s School of Materials Science and Engineering, and BI'l”s State
Key Laboratory of Explosion Science and Technology (SKLEST). One
article was published in May 2018, and the other (not found in CNKI)
was published in July 2018, both by the same pair of PRC-based
coauthors.”

One of the coauthors claimed affiliations with both BI'T and Georgia
Tech. This individual was a postdoctoral researcher at BIT around the
time of the articles’ publication.”” He completed at least part of his gradu-
ate studies at Georgia Tech, which may explain the dual affiliation.”

"T'he other PRC-based coauthor is the dean of BI'l”s School of Mecha-
tronical Engineering and a professor at SKLEST. This author conducts
research on material dynamics behavior, explosives working and compos-
ite materials, numerical simulation of explosions and shocks, energetic
materials damage theory, and explosion safety technologies. He is also
vice chair of the China Ordnance Society Explosion and Safety Technol-
ogy Expert Committee and a member of the society’s Youth Work Com-

96. Jianrui Feng et al., “Absence of 2.5 Power Law For Fractal Packing In Metallic
Glasses,” Fournal of Physics: Condensed Marter 30, no. 25 (June 2018), hetps://doi
.org/10.1088/1361-648X/aac45t; Jianrui Feng et al, “Existence of Fractal
Packing in Mertallic Glasses: Molecular Dynamics Simulations of Cuo, Zr,,)”
Physical Review B 98, no. 2 (July 2018): 024201, hetp://dot.org/10.1103/PhysRevB
98.024201.

97. “B|k 18 BELEWIZEA GRS 6 MrEHELER2ESHE LB [Eighteen of
Qur School’s Postdoctoral Researchers Were Funded by the 65® Batch of China

2

Postdoctoral Science Fellowships],” A8 TR4 [Beijing Institute of Technol-
ogy], May 8, 2019, http:/frenshichubit.eduen/xwez/xw/147273 hem.
98. “Blp4 [Graduates],” A5 UASMERME S8R E [Shock Physics and

shock bitedu.en/znewbyxs/129358. hem.
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mittee. The professor oversees a number of PRC government-funded
research programs under the National Natural Science Foundation as
well as ten National Defense Scientific Research Projects.”

The School of Mechatronical Engineering is extensively involved in
weapons and defense research programs at BI'l' For example, some of
the subordinate divisions within the school include the Agile Weapons
Research Institute (RITEERHZET), the Underwater Uncrewed Vehi-
cles Systems Research Institute OKTEARGHHEEFT), the Intelligent
Robotics Institute (8 HEHEE ABTFLFT), and the UAV Flight Engineering
Department (EAKHLTFESR). Additionally, the school houses three
national defense science and technology innovation teams involving
“target detection and damage control,” “new concept warhead technol-
ogies,” and “micro UAV systems.”1%"

SKLEST is subordinate to BI'T’s School of Mechatronical Engi-
neering."”" According to its website, SKLEST “involves the disciplines
of weapons science and technology, mechanics, safety science and engi-
neering, materials science and engineering, chemical engineering and
technology, and chemistry. . . . Research areas include theory and appli-
cation of energetic materials, explosion mechanics, damage theory and
application, protective theory and technology, and explosion safety

»102

theory and assessment methods.

99. “BRME T #FE [Professor Chen Pengwan]” dbEH TAF SR S/075L %
% [Shock Physics and Chemistry Lab at Beijing Institute of Technology],
June 21, 2011, hetp://shock.bit.edu.cn/zney/js/573 1. hem.

100. “2017 ‘FELYHBEFEAVIEIL M TRERI2ZET [The 2017 International
Conference of Multiphysics Was Held at the Beijing Institute of Technol-
ogyl,” ALFUE TR MRS SAR R [Shock Physics and Chemistry
Lab at Beijing Institute of Technology], December 21, 2017, http://shock.bit
edwen/xwdt/75518 . hem,

101, “BHEPYIA [Institodional Structure],” dLEE TR [Beljing Institute of Tech-
nologyl, accessed June 14, 2020, heep://smen.bit.eduen/kxyj/kygk/index htm.

ey

% [State Key Laboratory of

Explosion Science and Technology, Beijing Institute of Technology], January 4,
2017, htepffest.bit.edu.cn/english/about/introduction/index. heon,
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SKLEST claims to have hired five researchers through the Chang-
jlang Scholars Program, two Thousand Talents Program “specially-
appointed” professors, and three Thousand Talents Youth professors.!”
This means that at least ten SKLEST employees were recruited from
overseas. It is not known if any came from the United States or if any of
the coauthors identified here are PRC talent program selectees.

D. Secondary Search: US Research Funding of BI'T Students

The second set of CNKI bibliographic searches examined articles that
named a US institution as a funding source and at least one author affili-
ated with BI'T. Three Chinese-language publications were identified, all
of which were theses and dissertations published at BI'T. These records
appear in Table 5. Additional information on the authors appears below
the table. All spent part of their graduate studies in the United States with
tunding from the PRC CSC and subsequently returned to BIT to com-
plete their degrees. They also all cite support from the NSEF in their theses.

The first author credits the PLA General Armament Department and
the NSF for funding support in his master’s thesis. e received bachelor’s
and PhD degrees in electronics engineering from BI'T’s School of Infor-
mation and Electronics. According to the student’s CV, he spent a year
(2015-16) as a visiting researcher at the Department of Electrical and
Computer Engineering at Temple University, funded by the CSC. His
work on NSF-funded research may date to this time, and he may have
ultimately applied that research towards fulfillment of his doctoral degree
requirements. He also spent a year at the University of Edinburgh (UK),
from 2017 to 2018. e is now an associate professor at the PRC’s South-
east University School of Information Science and Engineering and con-
ducts research in areas such as artificial intelligence, radar signal

processing, and image reconstruction in electrical tomography!™

103, “SREE N [Overview of Laboratory],” @ER2ESHARESF EERE (
TR EE) [State Key Laboratory of Explosion Secience and Technology (Bei-

jing Institute of Technology)], May 6, 2016, hetp:/fest bit.edu.cn/sysgk/sysij

/index.hrm.
104. “Shengheng Liv [XFHE]” accessed June 14, 2020, https://sites.google.com
fsite/shenghengliv/,
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Table 5: Research Naming US Funding Support and BIT Author Affiliation

Title Organization Funding

BESREBEHTIRIBIRERRER  Beiling Institute  National Natural Science
IR B (Sparse Fractional Fourier  of Technology Foundation of China; US NSF;
Transformation and lts Applications  (December 20168 PLA General Armament Dept.
in Exploration) master's thesis)* Preliminary Research Fund
(EREARY, ZEEXEA
HEES DEWHES)

FMERBSBRERABHR Beijing Institute  National Software Science
{The Competitive Technical of Technology Fund; National Natural
Intelligence Methodology for (November Science Foundation of China;
Emerging Technology) 2015 PhD US NSF

dissertation)t (BREHE BEeRES £
EEFaAREES)
AR R IR A R AR AE  Beijing Institute US NSF

AR ABHRE R of Technology (REHEAREES)
{Research on Hot Topic ldentifica- {(June 2015 PhD
tion and Technology— dissertation)f

Roadmapping: A Case Study of
Nano-Enabled Drug Delivery)

* JUFHE [Liu Shengheng], “BE 4 SEEM- TS B B NGB A [Sparse Fractional Fourler
Transform and lis Applications in Exploration]” {PhD diss., Beljing Institute of Technology, 2016),
http//inew.oversea.cnkinet/KCMS/detall/detall aspx 7dbeode=CDFD&dbname=CDFDLAST20184&fe
name=1018811862 .nh&v=Mjk4MThySVZGM]ZGenU1SDIuS3JaRWJIQSVI4ZVIXTHVAWVM3BRGaxV
DNXVHIXT TFGokNVUjdxZIIZHBGET Nrivkw=.

1 E [Zhang YiL, "B B AE S B RIBEA RS [The Competitive Technical Intelligence
Methodology for Emerging Techniology]” (PhD diss., Beijing Institute of Technology, 2016}, hitp:/new
.oversea.cnki.net/KCMS/detail/detail. aspx?dbcode=CDFD&dbname=CDFDLAST2018&filename
=1016710629.nh&y=MDgOMDINZkowcEVIUEISOGVY MUX 1eFITNORoMVQzeVRYVOOXRAJDVVIZCW
ZZZWRwRnlyaF ViLOFWRJIZROXTNUg=.

1 A [Zhou Xiaol, "B 4 R B IR B R B0k 3248 BIRA 5T DK S B R 408 [Research on Hot
Topic Identification and Technology Roadmapping: A Case Study of Nano-Enabled Drug Delivery]”
(PhD diss., Beijing Institute of Technology, 2015), http:/new.oversea.cnki.net/KCMS/detail/detail.aspx
?dbcode=CDFD&dbname=CDFDLAST2018& llename=1016706825 nh8v=MDM2MTBuUT3FWRWJQS
VI4ZVgXTHVAWVMBRGo VDNV HIXT TFGokNVUdxZHZHBGeTNrVUx6 TFZGMZHTFMOR04=.

Omne of the 2015 doctoral dissertations was filed by a student at BI'T"s
School of Management and Economics who spent a year (2011-12) at

Georgia Tech through a “joint PhD training” program.'”

A brief biogra-
phy in the dissertation states that the student’s visit to Georgia Tech

was funded by the CSC. The student participated in an NSF-funded

105, “3kB [Zhang Yil” ALpUHTAZEHE S L HINVE BB iR
[Knowledge Management and Data Analysis Laboratory, Beijing Institute of
Technology School of Management and Economics], accessed June 14, 2020,

hetp//www.aaaa.org.en/team_desc.asprid=24.
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symposium entitled “Revealing Innovation Pathways: Hybrid Science
Maps for Technology Assessment and Foresight” with Georgia Tech,
which may be related to the NSF funding credited in the dissertation '’

The second dissertation was written by a PhD candidate who
received a bachelor’s and master’s degree at BI'l" In 2007, she spent a
year at the Hlinois Institute of Technology. In 2012-13, she spent a year

at Georgia Tech, funded by the CSC.%7

Vil. Beihang University: Collaboration with
US Research Institutions

A. Summary of Findings

Beihang University (LEUIZHIIRASE, previously known as Beijing
University of Aeronautics and Astronautics) has been involved in
defense aerospace-related research since shortly after the university’s
founding in 1952. A significant subset of this research appears to focus
on rocket engine design, missile design, and missile control systems.
Beihang University appears to be heavily involved in defense research,
as it claims to oversee 448 national defense research projects and 241
National 863 Program projects (which often involve military applica-
tions). This may be a key reason behind Beihang University’s placement
on the Department of Commerce’s Entity List. The collected corpus
reveals the following findings:

¢ One article with a coauthor from Beihang University also included
a coauthor from the PLA’s National University of Defense Tech-
nology (NUDT).

» Researchers affiliated with DoF laboratories

Argonne National
Laboratory and Oak Ridge National Laboratory—coauthored

106. & [Zhang Yil”
107, Ei#E  {Zbou Xiao], ALslBCRSEHESITERMINERSEE R E
[Knowledge Management and Data Analysis Laboratory, Beijing Institute of

Technology School of Management and Economics], accessed June 14, 2020,
http://www.aaaa.org.en/team_desc.asprid=146.
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publications with Beihang University, raising concerns over
the potential use of US federal government resources for this
research.

¢ A researcher at Old Dominion University has collaborated on
multiple research projects with Beihang University spanning at
least six years, and one article was also coauthored by a researcher
affiliated with an institute under the missile design and production
facility CALT.

* One article involving researchers from US, Canadian, and PRC uni-
versities names coauthors from Beihang University and PRC tele-
communications giant Huawei. The US government has placed
Huawei on the Department of Commerce’s Entity List. Huawet's
participation in research collaborations that may have military
significance between Beihang University and US institutions is
therefore noteworthy.

B. Overview of Beibang University and Support to the PRCs
National Defense

Beihang University was founded on October 25, 1952 as the Beijing
Institute of Acronautics, which originated from the merger of the aero-
nautical departments of a number of other universities, including "Ising-
hua University, Beiyang University, Xiamen University, and Sichuan
University. In 1956, it instituted the PRC’s first degree programs for
guided missiles, missile design, liquid rocket engines, and aerodynam-
ics. The university subsequently developed programs for radio equip-
ment, aeronautical engineering, and instrument technology. By 1959, it
created programs for aeronautical nonmetallic materials, corrosion and
surface protection, radio navigation, radar, telemetry, and two laborato-
ries on rocket engines and missile control systems.’®

Additional research programs followed, including airplane design,
winged missile design, aircraft high-altitude equipment design, aircraft
engine design, solid rocket engine design, aviation gyro instruments,

108. “History,” Beihang University, accessed June 14, 2020, https:/evibuaa.cdu
cn/About/History. hem.
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and inertial navigation.!”” Bethang University has also been involved in
civilian aerospace fields (with dual-use potential); the main designers and
chief engineers of the PRC’s first manned space flight, the Shenzhou-3
Spacecratt, are Beihang alumni.

Beihang University highlights its successful recruitment of experts
who have received training and/or work experience overseas. It hired
twenty-seven selectees of the Recruitment Program of Global Experts
“Innovative Talents” (a subcomponent of the PRC flagship Thousand
Talents Program), as well as fifty-eight selectees of the Thousand Talents
vouth component {also known as the Recruitment Program for Young
Professionals). The university claims that it has recruited sixty-seven

1 Tt has also joined

selectees of the Changjiang Scholars Award Program.
with the elite Ecoles Centrales network of graduate engineering schools
in France to operate the Sino-French Ecole Centrale de Pékin, which
confers on its graduates both PRC and French degrees and integrates
industrial training into the curriculum via Western corporate partners.
The website of the PRC’s Ministry of National Defense (MND)
offers other significant details on Beihang University’s mission. MND
confirms that the university was under the supervision of COSTIND,
and the university was jointly sponsored by COSTIND, the Ministry of
Education, the Beijing municipal government, and the Chinese Academy
of Engineering. Additionally, Beihang University has two “national
defense S&T innovation groups” and oversees 241 projects under the
PRC’s National High Technology 863 Program and 448 “national
partner in the Collaborative Innovation Center of Astronautical Sci-
ence and Technology, which also includes the China Aerospace Science

109. “History,” Bethang University.

110. “Beihang at a Glance,” Beihang University, October 2017, hetps://ev.buaa
.edu.cn/About/Beihang_at_a_Glance htm.

111 “BPF R4 A, L ERiZei k2 [Introduction to National Defense

College Admissions: Beihang University],” Ministry of National Defense of

the People’s Republic of China, June 3, 2008, www.mod.gov.en/service/2008
~-06/03/content_4083764.htm.
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and Technology Corporation (CASC), Peking University, and the Uni-

versity of Science and Technology of China.

C. Survey of Scientific Publications

Searches on CNKI’s portal identified twenty-eight articles that named

coauthors from at least one US institution and Beihang University.

Three of the articles merit closer scrutiny based on the affiliations of

these coauthors.

112,

113.

"I'wo articles name coauthors from DoE: one article lists Argonne
National Laboratory and the other names Oak Ridge National
Laboratory."? The potential use of federal government resources or
facilities to facilitate research collaborations with Beihang Univer-
sity is concerning in light of the university’s presence on the Entity
List. Further investigation is recommended to determine if: a) Dol
facilities or resources were used to contribute to the published
research results; b) whether leadership at the Dok laboratories were
informed or consented to such collaboration; or ¢} whether Beihang
University or a PRC government-funded program provided fund-
ing or compensation to the DoFE-affiliated collaborators.

Another article listed coauthors affiliated with the University of
Ilinois at Chicago, the University of Michigan, and the PRC’s
NUDT, in addition to Beihang University."™ One of the coauthors
claims a dual aftiliation with Beihang and the University of Illinois,
and another coauthor claims a dual affiliation with NUDT and the
University of Michigan. NUDT is a university directly managed

Yang 1.i et al, “Theoretical Kinetics Analysis for H Atom Addition to
1,3-Butadiene and Related Reactions on the C,H, Potential Energy Surface,”
Fournal of Physical Chemistry A 121, no. 40 (September 2017): 74337445, hteps://
doi.org/10.1021/acs.jpea.7b05996; Xiaojun Yan et al, “The Effects Of DS
Blade’s Geometry Features on Materials Creep Strength,” Propulsion and
Power Research 3, no. 3 (Scptember 2014): 143-150, hreps://dor.org/10.1016/.ippr
.2014.07.004.

Yang Yang et al, “A Robust Method for Inferring Network Structures,” Sei-
entific Reports 7 (2017}, heeps:/doi.org/10.1038/541598-017-04725-2.
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by the PLA. These dual affiliations invite scrutiny of the US insti-
tutions’ involvement.

Supplemental research was conducted on individuals and institu-
tions associated with two other articles in the collected corpus and are
profiled below.

Example 1: OGld Dominion University Colluboration with the PRC’s
Missile Programs

The article of greatest concern was published in 2014 in the journal Cor-
pters and Fluids and has demonstrable connections to the PRC’s missile
programs.'™* Coauthors listed affiliations with the following institutions:

. School of Energy and Power Engineering, Beihang University

T et

. Department of Mathematics and Statistics, Old Dominion Uni-
versity (Virginia)
3. Beijing Institute of Space Launch Technology

While Beihang’s participation is sufficient to warrant concern, the
addition of the Beijing Institute of Space Launch Technology (L5 R
KRBT raises the risk profile of this collaboration substantially.
The Beijing Institute of Space Launch Technology is a division of
CALT (a missile design and production group profiled in Section I'V on
NWPU). Figure 2 depicts this organizational relationship, with the
Beijing Institute of Space Launch Technology circled.

Supplemental research found two other articles coauthored by two
of the same scientists listed in this article who are affiliated with Old
Dominion University and Beihang University”” One article was pub-
lished in 2010 and the other published in 2016, suggesting a long-standing
research partnership.!’

114, 1i Liu et al., “Nonuniform-Time-Step Explicit Runge-Kutta Scheme for
High-Order Finite Difference Method,” Computers and Fluids 105, (Decem-
ber 2014): 16678, htps://dot.org/10.1016/j.compfluid. 2014.09.008.

115. Note the additional articles did not appear in searches of CINKI’s web portal.

6. Mokt [Lin Dakai] et al, “SEaiiaERR RS0 DNS Si9MA
[Perfectly Matched Layer Boundary Conditions Using in DINS of Flow Around
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Figure 2. China Academy of Launch Vehicle Technology organizational structure
(with added English annotations). Source: “4H###, [Organizational Structure]”
hEIES A FERARTHF I [China Academy of Launch Vehicle Technologyl.

Example 2: MIT Collaboration with Huawei Technologies

A 2016 article in the collected corpus named coauthors affiliated with
the Massachusetts Institute of Technology (MIT), Beihang University,
PRC telecommunications giant Huawei, and several other PRC and
Canadian universities.!” Huawei’s involvement is noteworthy as the US

government has since raised national security concerns over Huawei’s

Cylinder),” TRRMIEER [ Fournal of Engineering Thermophysics], (May 2010):
757-760; EWME [Xu Xihai] et al, “8ZURISHF RSB I EE RE
[Numerical Solutions of Adjoint Green’s Function for Complex Geometries],”
RLZEBN 1148 [ Journal of Aerospace Power], (April 2016): 927-933, hetp://doi.org
/10.13224/j.enkijasp.2016.04.020.

117. Changqing Zou et al., “An Example-Based Approach te 3D Man-Made
Object Reconstruction from Line Drawings,” Partern Recognition 60, (Decem-
ber 2016): 543553, hetps:/doi.org/10.1016/].patcog. 2016.05.031.
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potential global dominance in 5G technologies and suspected ties to the

PRC government and PLA. The US Department of Justice has also

issued multiple indictments alleging intellectual property theft,

obstruction of justice, and fraud related to evasion of US sanctions

against Iran'® In May 2019, the US Department of Commerce placed

Hu

awei and its affiliates on the Entity List."”
The coauthors of this article published in the journal Partern Recog-

nition are affiliated with the following institutions:

included biographies of the coauthors.

. Hengvang Normal University (PRC)

. Simon Fraser University (Canada)

. Massachusetts Institute of Technology

. Shandong University (PRC)

. School of Automation Science and Electrical Engineering, Bei-
hang University (PRC)

6. Huawei Technology Co. Ltd. (PRC)

L e B R

Elsevier’s ScienceDirect also posted information on this article and
120

* "Two of the coauthors studied at HI'l" and worked in remote sens-
ing, image processing, and other computer science fields. One of

118. US Department of Justice, Office of Public Affairs, “Chinese Telecommu-

nications Device Manufacturer and its U.S. Affiliate Indicted for Theft of Trade
Secrets, Wire Fraud, and Obstruction Of Justice,” January 28, 2019, hteps://
www.justice.gov/opa/pr/chinese-telecommunications-device-manufacturer
-and-~its-us-affiliate-indicted-theft-trade; Sean Keane, “Huawei Ban Timeline:
NATO Head Supports UK Review of Chinese Firm’s Role in 3G Rolloug,”
CNET, June 10, 2020, hetpsi/www.ecnet.com/news/huawei-ban-full-timeline
-on-how-and-why-its-phones-are-under-fire/

. Burean of Industry and Security, Commerce, “Addition of Entities to the

Entity List,” Federal Register 84, no. 98 (May 21, 2019): 22961, https://www
Sederalregister.gov/documents/2019/05/21/2019-10616/ddition-of-entities
-to-the-entiry-list.

. Zou et al, “An Example-Based Approach to 3D Man-Made Object Recon-

struction from Line Drawings.”
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the HI'T graduates held a research position at Griffith University
in Australia and was subsequently recruited through a PRC Min-
istry of Education-sponsored recruitment program known as the
New Century Excellent Talents to work at Beihang University.

» "T'he Huawei-affiliated author claims to be a chief scientist special-
izing in computer vision, machine learning, image processing,
and related artificial intelligence (Al) disciplines and previously
worked at the Chinese Academy of Sciences Shenzhen Institutes of
Advanced Technology.*!

The apparent research collaboration with Huawei and Beihang
University raises questions as to whether Huawei was developing mili-
tary applications for this research or commercializing it for civilian
purposes.’

Viil. Harbin Engineering University:
Collaboration with US Research Institutions

A. Summary of Findings

Jorop Sy

The Harbin Engineering University (%7)38 THEA2E, HEU) has been

an integral part of the PLA since its origins and has a strong focus on
the development of PLA Navy technologies and equipment manufac-
turing such as naval nuclear power, underwater robotics, noise reduction,
ship stabilization, marine propulsion, integrated navigation, hydro-
location, subsurface detection, {ocean) surface drones, and nuclear power
simulation.

o HEU’s College of Nuclear Science and Technology conducts
defense research and, according to the collected corpus of articles,

121. Zou et al., “An Example-Based Approach to 3D Man-Made Object Recon-
stroction from Line Drawings.”

122, In April 2019, MI'T announced that it will no longer accept new or renew
existing partnerships with Huawei and that collaborative projects will be subject
to additional review (http:/orgchart.mit.edu/node/27/ letters_to_commmunity
/new-review-process-elevated-risk-international-proposals).
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partners with US institutions, including Do¥ laboratories and the
University of Michigan. The English-language articles in the col-
lected corpus obfuscate the associations of their coauthors with
defense programs by referring to their institutional affiliations
with innocuous sounding translations.

* One of the HEU-affiliated coauthors is involved in national
organizations that promote military-civil fusion efforts on behalf
of the PRC government and CCP.

B. Overview of HEU gnd Support to the PRC’s National Defense

The Harbin Engineering University’s roots began with the founding of
the PLA Military Engineering Instivate (FE A REBEBEEH TRV in
1953, In 1960-62, several departments were relocated to form the basis of
other defense-related universities such as the (now named) Nanjing Uni-
versity of Science and Technology (another Seven Sons university) and
the PL.A’s Institute of Chemical Defense. In 1966, the university changed
its name to the Harbin Engineering Institute. In 1970, a Naval Engineer-
ing department was created and the university became known as the Har-
bin Shipbuilding Engineering Institute. Administration of the university
then came under several machinery ministries and subsequently the
China State Shipbuilding Corporation.!”® Other departments, such as
Electronic Engineering, Missile Engineering, and Computer Engineer-
ing were transferred to what is now NUDT 1

In 1994, the university was renamed the Harbin Engineering Uni-
versity and administered by COSTIND. In 2007, the university was
jointly (rejestablished by COSTIND, the Ministry of Education, the Hei-
longjiang provincial government, and the PLA Navy. HEU has played a
key role in the PRC’s military modernization, with a focus on naval tech-
nologies. HEU has seven MII'T=run national laboratories, two national
defense key laboratories, ten “national defense special disciplines,” and

123, “REHEN [School Overview],” BRI TEAY [Harbin Engineering Uni-
versity], September 2019, htep//www.henen/xygk/xxjj.aspx

124, “Our History,” Harbin Enginecring University, accessed June 14, 2020,
hteps:/english hrbev.edu.en/5666/list.hem.
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seven “national defense urgently needed and key majors,” and serves as
a military reserve officer training school ¥

o TIEU claims to have developed the PRC’s first experimental subma-
rine, the first hydrofoil, the first ship-based computer, the first depth
finder instrument, and other military equipment technologies.

e HEU serves as an “important talent cultivation and research base”

for “3 marine and 1 nuclear fields” (Z¥#—#)—referring to ship
engineering, naval equipment, ocean exploration, and nuclear power
applications.

» HEU conducts research on naval nuclear power, underwater robot-
ics, noise reduction, ship stabilization, marine propulsion, inte-
grated navigation, hydro-location, subsurface detection, (ocean)
surface drones, and nuclear power simulation fields.

o ITEU boasts thatitis a “key organization for advanced technologies
in PLA Navy equipment development and manufacturing” (%
SRR TR E
ognition for high-technology weapons equipment development and

126

17 and that it has received national rec-
engineering and aircraft carrier construction.

HEU is also involved in international collaboration and talent recruit-
ment. It boasts thirteen Thousand Talents Program selectees, four
Changjiang Scholars Award Program professors, seven National Hun-
dred, Thousand, Ten-Thousand Talent Project selectees (BZETHAS
TF8), and six “national defense science and technology innovation teams.”
T'hese programs typically hire experts from abroad to lead or guide
research programs. Lastly, HEU claims to have established “stable, coop-
crative relationships” with more than twenty-two countries and one
hundred organizations including the University of California—Berkeley,
the University of Michigan, the University of Southampton (UK), the

125. “BIHE N [School Overview),” W5/RIE TRKY [Harbin Engineering Uni-
versity).
126. “2Be@E [School Overview],” BRETAEA2E [Harbin Engineering Uni-

versity].
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University of Sydney (Australia), and the Bauman Moscow State Techni-
cal University."?” In June 2020, HEU was added to the US Department
of Commerce’s Entity List for export control purposes, but this may not
limit collaboration with US institutions if the research is categorized as
fundamental in nature.”®

C. Survey of Scientific Publications

Searches in CNKT’s web portal produced no Chinese-language publi-
cations affiliated with HEU and a US institution. "The fifteen English
articles identified originate from Elsevier, according to the CNKI
records.

There are two articles with HEU-affiliated authors that also name
researchers from the US DoFE as well as the University of Michigan.
One of these articles appears to involve US research on ocean-related
energy development."*? Assuming there are no intended military appli-
cations behind this research, the article nonetheless raises the recurring
question of whether the Dok should fund research with potential com-
mercial applications at institutions that are closely integrated into the
defense establishment of a strategic competitor.

Example 1: Avgoune National Laboratory, University of Michigan
Collaboration with HEU

Supplemental research was conducted on an article that named DokE's
Argonne National Laboratory as one of the partnering institutions.

127, “2EM [School Overview]” WH/RBETEAZ [Harbin Engineering Uni-
versity].

128. Bureau of Industry and Security, Commerce, “Addition of Lntities to the
Entity List, Revision of Entries on the Eatity List,” Fedeval Register 85,
no. 109 (June 5, 2020): 34495, heeps://www.govinfo.gov/content/pkg/FR
-2020-06-05/pdf/2020-10869.pdt.

129. Hai Sun et al, “Flow-Induced Vibration of Tandem Circular Cylinders
with Selective Roughness: Effect of Spacing, Damping and Stiffness,”
European Journal of Medhawics / B Fluids 74, (March-April 2019): 219-241,
hteps://dot.org/10.1016/j.euromechflu.2018.10.024.
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That article was published in the June 2018 issue of Annals of Nuclear
FEnergy,®" and despite the apparent civilian orientation of the research,
the collaboration with an HEU-affiliated researcher merits scrutiny.
Specifically, thatresearcher claimed to be atfiliated with both the Depart-
ment of Nuclear Engineering and Radiological Sciences at the University
of Michigan and the “Fundamental Science on Nuclear Safety and Sinu-
lation Technology Laboratory” at IEU.! He served as a visiting profes-
sor at the University of Michigan'* and is currently an assistant professor
and master’s student advisor in HEU’s College of Nuclear Science and
Technology (CNS'T). Notably, the HEU faculty webpage shows his posi-
tion title but leaves blank all other sections on work and education
experience.”*

Background on HEU College of Nuclear Science and Techunology

The researcher’s affiliation with CNS'T raises questions. According to
its English-language webpage, CNST was founded in 2005 and has
been involved in “comprehensive research and development of nuclear
power plants.” CNST developed “new research directions - reprocessing
of nuclear fuel, radiation damage and materials, and decommissioning of
nuclear facilities” and signed “comprehensive cooperation agreements”
with more than twenty institutions, including the University Michigan,
Texas A&M University, Kyoto University, Lancaster University (UK),
the International Atomic Energy Agency, and domestically with China
Institute of Atomic Energy, China National Nuclear Corporation, and

130. Chen Hao et al, *Multi-Level Coarse Mesh Finite Difference Acceleration
with Local Two-Node Nodal Expansion Method,” Annals of Nuclear Energy
116, (June 2018): 105113, heeps://doi.org/10.1016/].anucene. 2018.02.002.

131, Hao et al, “Multi-Level Coarse Mesh Finite Difference Acceleration
with Local Two-Node Nodal Expansion Method.”

132. Nuclear Engineering and Radiological Sciences, Annual Repori: Seprember I,
2016-Augusr 31, 2017, (Ann Arbor, MI: University of Michigan, 2017), https:/
ners.enginumich.edu/wp-content/uploads/sites/7/2018/07/ners-ar2 01 7.pdf.

133, “#¥ [Hao Chen]” WREITHEAY [Habin Engineering University],

accessed June 14, 2020, htep://homepage.hrbeu.edu.cn/web/haochen.
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China General Nuclear Power Group.** The HEU-affiliated research-
er’s visiting professorship at the University of Michigan and the dual
affiliation claimed in the article may have been connected to one of these
“cooperation agreements.”

However, CNST’s Chinese-language website lists five subdivisions
that do not appear on the English-language website, including a national
defense key laboratory and a SASTIND-sponsored innovation center.
(Table 6)

The researcher in question lists his HEU affiliation as the “Funda-
mental Science on Nuclear Safety and Simulation Technology Labora-
tory.” This is almost certainly a minor variant of the “Nuclear Safety
and Simulation Key Discipline Laboratory” named on HEU’s English-
language webpage. However, the official (Chinese) name only lists
one “key laboratory” associated with nuclear safety and simulation:
the SASTIND Nuclear Safety and Simulation Technology National
Defense Key Laboratory. The article is presumably referring to this
defense laboratory and reproduces HEU’s obfuscation of its connec-
tions to PRC national defense-associated entities in English-langunage
sources.

"The same HEU researcher is also involved in advancing the PRC
government’s military-civil fusion policies. In 2018, he was named a
designee of a newly formed presidium of the Youth Alliance of the
China Association of Science and Technology’s Military-Civil Fusion
Alliance."”” The announcement of his selection appeared in a news story
entitled “China Association of Science and Technology Military-Civil

134, “Nuclear Science and Technology College Introduction,” Harbin Engi-
neering University, accessed June 14, 2020, https://english. hrbeu.edu.en/2017
/1102/c58552169731 /page. hem.

135, “PEBHERBS FRBESHRETEATEANSZETEA  [China  Association
of Science and Technology Military-Civil Fusion Alliance Young Talents

[=

Forum Convenes in Hangmen],” JrEH24% [China Society of Aeronautics and
Astronautics], November 23, 2018, http:/www.csaa.org.en/a/tmp/zuzhigongzuo

/2018/1123/2371 homl.



176

Under the Radar: Nationdl Security Risk in US-China Scientific Collaboration 85

Table 8: HEU College of Nuclear Science and Technology Subdivisions

Subdivisions Listed on English
Wabpage®

Subdivisions Listed on Chinese Webpaget (English
translation added)

National Scientific Innovation Team

Ministry of Education-State Administra-
tion of Foreign Expert Affairs (SAFEA)
Nuclear Power Safety and Simulation
innovation Base

Nuclear Safety and Simulation Key
Discipline Laboratory

Heilongjiang Provincial Key Laboratory
of Radiation Technology

BEMhR S HELFRS I EEN (Nuclear Power Safety
and Simulation Innovative Talents introduction Base)
FEHEHNZ SEREBMAETERAZF DO (Ministry of
Education Nuclear Science and Technology Virtual
Simulation Experimental Teaching Center)

REHEZR S5 EERERESHFRPO (Ministry of
Science and Technology Nuclear Safety and Simulation
Technology International Joint Research Center)
TERESHESSBEEARDEIF L (MIT Nuclear
Power Safety and Simulation Technology Collaboration
Innovation Center)

EFRTEEESSPFEEARD ES¥HNERE
(SASTIND Nuclear Safety and Simulation Technology
National Defense Key Laboratory)

E AR TE SRS AR BB Tl el bl (SASTIND
Nuclear Power Technology National Defense Science
and Technology Industry Innovation Center}
BRITEERIFSEARBHFRBERD (Hellongjiang
Provincial Nuclear Science and Technology Experimen-
tal Teaching Demonstration Center)

BRI TRIBH HARBREIE (Heilongjiang Provincial
Radiation Technology Higher Education Laboratory)
BRTEEE R B SRS B SN E (Heilongjiang
Provincial Nuclear Power Equipment and Facilities Key
Laboratory}

*“Nuclear Science and Technology College Introduction,” Harbin Engineering University, accessed June 14,
2020, https:Fenglish.hrbeu.edu.cn/2017/1102/c5855a1697 31/page. htm.

1 BERETT [School Overview],” I/RIRITEA B BEASR [Harbin Engineering University Collegs of
Nuclear Science and Technology], accessed June 14, 2020, hitp:/enst.hrbeu.edu.cn/1928/list.him,

Fusion Alliance Young Talents Forum Convenes in Jiangmen.”*¢ The
news article described the new members of this body as contributors to
“promoting military-civil fusion S&T development and lifting up the
future of [the PRC’s] national defense.”?’

136. The original Chinese title is “HEBHERRE AT HEARIDIR
TEYLIEIEY

. See note 136.
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The China Association of Science and Technology (CAST) claims
to be the largest “nongovernmental organization” of S&T" professionals
in the PRC. Despite this claim, CAST also states that it serves as a
“bridge that links the Communist Party of China and the PRC govern-
ment to the country’s S&I" community.” CAST is a subordinate organ
of the Chinese People’s Political Consultative Conference, an apex
organ of the United Front that institutionalizes the CCP’s cooptation
of nonparty elites from all walks of life.!*®

The CAST Military-Civil Fusion Alliance consists of eleven PRC
professional societies (which are all also under CAST). They are listed
below.

. Chmeee §nmerv of \emmut:m and \qtmnauttcs (R ZE )

. ( hinese Society of Naval Architects and Marine Engineers (15
B TR

» Chinese Nuclear Society (1}

s+ Chinese Society of Astronautics (1] ,,13131%, =)

» Chinese Institute of Electronics (FEHEFH#5)

+ China Instrument and Control Society (FE{UHRY )

* Chinese Society for Composite Materials (1E 8 &4 8122 45)

e China Institute of Navigation (TELEF

¢ China Textile Engineering Society (FEZZ TRFS

£ i35 T l}r

¢ Chinese Society for Optical Engineering (FED(# T

20139
2

138. “Profile,” China Association for Science and Technology, accessed June 14,
2020, heepi/fenglish.cast.org.en/col/col471 /index heml

139, “hEMDERMESZRIEHE [China Association of Science and Technol-
ogy Military-Civil Fusion Alliance],” FEBHHEREE ¥4 [China Associa-
tion for Science and Technology], May 6, 2019, hetp://www.cast.org.cn/art
/2019/5/6/art_558_39761.heml.
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IX. Nanjing University of Aeronautics and
Astronautics: Collaboration with US Research
institutions

A. Summary of Findings

The Nanjing University of Aeronautics and Astronautics (F 54 # K
#2#, NUAA) was founded in 1952 and focuses primarily on aerospace

engineering disciplines. NUAA was placed under the authority of

COSTIND in 2004 and is heavily involved in defense aerospace programs

and in the development of UAVs. "The university oversees ten “national

defense special disciplines” and numerous national defense fundamental

research projects and has won multiple national defense invention and

progress awards.

« Two subdivisions named in the collected corpus of articles directly
support defense research and weapons programs. The College of
Aerospace Engineering houses a national defense key laboratory
and oversees projects under the (formerly named) PLA General
Armament Department. The College of Automation Engineering
manages “weapons science and technology” research disciplines
and claims to have graduated more than 1,100 students that are
part of the “national defense system.”

One of the publications involving hypersonic flight vehicle engi-
neering research named a grant that describes an apparent collab-
orative relationship between NUAA and the PRC’s missile design
and production entity CALT. A listed coauthor of the article
oversees this joint hypersonics project.

A doctoral dissertation published at NUAA credited the US NSF
for research support, which may have been conducted during the
author’s study abroad at Stanford University’s Department of
Aeronautics and Astronautics.

B. Overview of NUAA and Support to the PRC’s National Defense

NUAA was founded in 1952 and has focused on aerospace engineering
throughout its history. In 2004, COSTIND took over oversight of the
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university. N UAA’s English-language webpage notes that the university
“will deeply implement the national innovation-driven development
strategy and the military-civilian integration development strategy . . .
in aeronautics, astronautics and aviation.”#?

Chinese-language descriptions on NUAA’s website note that the

university has a National Defense Science and Technology Industry

«{») and manages ten “national defense special disciplines.” NUAA claims
that “in national defense fields, NUAA has participated in advanced
research, addressed key technology problems, and conducted experi-
mental research on nearly every major aerospace model.” Some of
NUAAs noted achievements are production of the PRC’s first large
uncrewed target drone, the first uncrewed nuclear materials testing
drone, the first uncrewed helicopter, the first uncrewed micro aircraft,
and the successful launch of an independently developed microsatellite.
NUAA also claims to have provided input into many of the technolo-
gies behind the PRC’s Chang’e 3 robotic lunar surface exploration mis-
sion and related aerospace engineering projects.'

The Chinese-language website of NUAA’s College of Aerospace
Engineering states that the college is involved in military-related air-
craft research and has a Study Discipline and Scientific Research Secrecy
Protection Office, suggesting that some of the research may involve
classified programs. Additionally, the college houses the National
Defense Key Laboratory of Precision Drive Technology (FBHEIEIR
2R %), which is subordinate to NUAA’s Ultrasonic Motor
Research Center. This defense key laboratory was established in 2007
under COSTIND authorities. Interestingly, the Ultrasonic Motor
Research Center was endorsed and established as a Ministry of Education
and State Administration of Foreign Expert Affairs (SAFEA) Higher

140. “NUAA’s History,” Nanjing University of Aeronautics and Astronautics,
aceessed June 14, 2020, htep://fiao.nuaa.edu.cn/nuaas-history/,

141, “FEff N [Overview of NUAA)” MERMIZHR A% [Nanjing University
of Acronautics and Astronautics], accessed June 14, 2020, htep//www.anvaa
.eduen/479/list.htm.
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£y, SAFEA is a PRC central government organ in charge of recruit-

B

Education Innovative Talent Introduction Base (&

ing experts worldwide to facilitate transfers of technology and intellec-
tual capital™™ The center is involved in seventeen national defense
fundamental research projects and “[the former] PLLA General Arma-
ment Department key projects.”™

NUAAs College of Automation Engineering is also involved in
defense research and engineering programs, despite no indication of
this on its English-language webpage. The Chinese-language website
notes that the college has two “national defense special majors” and that
it has been recognized for outstanding contributions to national defense
projects, including: one project winning second prize and another win-
ning third prize in the “National Defense Technology Invention Award”;
three projects winning second prize and one project winning third prize
in the “National Defense Science and Technology Progress Award”; one
individual recognized among the “national defense science and technol-
ogy industry 100 outstanding doctorates”; and three individuals recog-
nized as a “COSTIND outstanding PhD graduate.” Additonally, the
College of Automation Engineering claims to have graduated more
than 1,100 students who are part of the “national defense system.” The
college is engaged in weapons science and technology research, and its
website provides documents on “required materials for NUAA classified

scientific research project management work processes” (#5244

FWERHIT R A SRR AT R AR,

142, SAFEA (EHFAEE) was an organ directly under the PRC State Council
but was later absorbed as a subordinate division of the Ministry of Science &
Technology.

143, “REREEAE B
Astronautics College of Aerospace Engineering, accessed June 14, 2020, heep://
aero.muaa.edwen/2017/0224/c9603a78292/page.htm.

144, “PIRAZEM R AZ R R EE #2SMEEM R, WEMZER A
bR [Nanjing University of Acronautics and Astronautics Schooi of Auto-

HRSLERE,” Nanjing University of Aeronautics and

mation], accessed June 15, 2020, http:/feac.nuan.edu.cn/5410/list.htm.
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C. Survey of Scientific Publication Records

Searches in CNKI resulted in only five identified science and engineer-
ing articles that had coauthors from US institutions and NUAA, the
smallest set of results among the Seven Sons universities. A secondary
search of US funding sources named on N UAA-authored publications
resulted in one doctoral dissertation that credits the US NSF for sup-
port. All six publications were in the Chinese language, a unique find-
ing among the universities profiled in this chapter. The reasons for such
a low number of articles and the absence of any English-language pub-
lications among them are unknown. Two of the articles that named
authors affiliated with N'UAA’s colleges of Aerospace Engineering and
Automation Engineering are profiled below and document the coau-
thors’ connections to PRC defense programs.

Example 1: NUAA College of Aevospace Engineering Collaboration

with University of Texas at Avlington

A 2016 publication entitled “Motion Around Vortices and A Vortex
Rings in Boundary Layer Transition” named two authors affiliated with
NUAA’s College of Aerospace Engineering and one from the Univer-
sity of Texas at Arlington. No biographical information was found on
the primary coauthor affiliated with NUAA The second NUAA-
affiliated coauthor is a professor and doctoral advisor who conducts
research in computational fluid dynamics. His CV on NUAA’s website
mentions his past and current affiliations but lacks details on current
research areas. The CV states that he was a second prize winner of the
2006 National Defense Science and ‘Technology Award and currently

14

Uy

. MR [Wang Yigian] et al, “PREREEEBPARTERRIRIE ERE 5

[Motion Around Vortices and A Vortex Rings in Boundary Layer Transition],
kns.enkinet/kems/detail/detail.aspx?filename=HK]J201602004&dbcode
=CIFQ&dbname=CJFD2016& v=.

146. It is possible this individual was a graduate student at the time of publica-

tion, which may explain the lack of additional biographical information.
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Y7 Baidu

oversees “national defense fundamental research projects.
Baike hosts a more complete biography of the professor and lists
“national defense preliminary research projects” he has worked on at
NUAA. Examples include numerical simulation methods involving
fluid dynamics, helicopter rotor aerodynamics, and aircraft complex

form factor high precision aerodynamics.!*

Example 2: NUAA College of Automation Engineering Collaborvation
with University of Virginia on Near Space Hypersonic Vebicle Research
An article of obvious national security concern within the corpus of
NUAA articles is a 2018 publication discussing hypersonic vehicles,
which the PLA seeks to develop to counter US military dominance.
The article entitled “Research Progress of Adaptive Control for Hyper-
sonic Vehicle in Near Space” named three authors affiliated with NUAA
and one author affiliated with the University of Virginia.!*” Supplemen-
tal information obtained on two of the coauthors confirm their exten-
sive work on PRC defense projects and weapons systems.”? Additionally,
the article names a research funding source associated with an apparent
collaborative effort between NUAA and the missile production and
design entity CALT.

The College of Automation Engineering website lists several “weap-

HECR) disciplines and facalty

N

ons science and technology” (JL##H

assigned to those disciplines. "Two of the article’s coauthors are assigned

jing University of Aeronautics and Astronaurics], accessed June 15, 2020, heep://
faculty.nuaa.eduen/znl/zh_CN/index hem.

148. “B7 [Zhao Ning),” AEEA [Baidu Baike), accessed June 15, 2020, hetps://
baike.baidu.com/item/%ES8%BS %BS U ES%BAE% 81/17017884.

149, WiF9E [Zhen Ziyang] er al, “BET ENE RN RSP E UTEIIZEHR
[Research Progress of Adaptive Control for Hypersonic Vehicle in Near Space]”,
SRR [ Fowrnal of Astronautics] 39, no. 4 (April 2018): 355-367, hetpe//dotorg
/10.3873/1.15sn.1000-1328.2018.04.001.

150. The third NUAA-affiliated coauthor appears to be a graduate student based
on an announcement of candidates accepted into an NUAA master’s degree
program {http://eae.nuaa.eduen/2016/0919/5375292404/page. htm).
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to the “weapon systems and applications engineering disciplines” within
the college. Other weapons science disciplines within the same depart-
ment include weapons firing theory / techniques, and artillery, automatic
weapons, and ammunition engineering.!

The College of Automation Engineering hosts CVs for both coau-
thors on its faculty webpages. The first is a professor and vice dean of
the college’s graduate school, where he conducts research on carrier-
based aircraft, large passenger aircraft, hypersonic flight vehicles,
drones/UAVs, and aircraft guidance and control. This researcher has
overseen 863 Program topics and PLA Air Force Equipment Develop-
ment Department preliminary research projects.!”?

The second coauthor is also a professor and vice dean of the College
of Automation Engineering and conducts research on carrier-based air-
craft and UAV take-off (from ships) guidance and control, drone swarm
formation coordination, control and strategic decision making, hyper-
sonic flight vehicles, fighter aircraft, large passenger aircraft, guided
missiles, and related advanced flight controls. From February 2015 to
February 2016, he was a visiting scholar at the University of Virginia’s
Department of Electronic and Computer Engineering, where a third
coauthor had an affiliation.

Furthermore, the second coauthor’s CV notes coauthorship of
numerous Chinese- and English-language publications, many of which
relate to drones/UAVs and aircraft carrier-related technologies. Some
examples include the following:

151 “RERIESHEOR [Weapons Science and Technology],” RS NN DB
BfbaE [Nanjing University of Aeronautics and Astronauatics School of
Automation], Internet Archive, archived Seprember 7, 2019, accessed June 15,
2020, https://web.archive.org/web/20190907133433/ hetp/eacgl nuaa.edu.cn
Aist/471.

152, 189 [Jiang Jul)” ®EMMMEAR AR [Naning University  of
Aeronautics and Astronautics School of Automation], Internet Archive,
archived September 13, 2019, accessed June 15, 2020, hreps://web.archive.org
Fweb/20190913213002/ hetpi//cacgl.miaa.edu.cn/showSz/471-1073.
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o “Self-Organization Method for Multiple Reconnaissance - Attack
UAVs under Adversarial Environment,” Aerospace Science and Tech-
nology, 2016.

» “Observer-based backstepping longitudinal control for carrier-
based UAV with actuator faults,” Fournal of Sysrems Engineering
and Electronics, 2017.

o “Multivariable Adaptive Distributed Leader-Follower Flight Con-
trol for Multiple UAVs Formation,” The Aeronautical Journal, 2017.

o “Take-off and Landing Control for a Coaxial Ducted Fan
Uncrewed Helicopter,” dircraft Engineering and Aerospace 'lechnol-
ogy, 2017,

» “Modeling, Control Design and Influence Analysis of Catapule-
Assisted Take-Off Process for Carrier-Based Aircrafts,” PIME
Parr G: Journal of Aerospace Engineering, 2018,

¢ “Cooperative Search-Attack Mission Planning for Mulu-UAV
Based on Intelligent Self-Organized Algorithm,” Aerospace Seience
and Technology, 2018.

Additionally, this coauthor claims to have won several defense-
related awards, including four separate “National Defense Science and
Technology Progress Awards” in 2010, 2011, 2012, and 2017. "T'hese
awards related to aircraft guidance and control techniques, load simula-
tors, aircraft carrier technologies, and ship-based drone technologies.
Lastly, this coauthor has managed research projects involving near
space flight vehicle control techniques and what appears to have been
the “CASC First Academy Higher Education Joint Innovation Fund”
(R —FE SR & A% 55<) grant that funded the collected article on
hypersonic flight vehicle controls atissue here.

153

The bibliographic record belonging to that article lists the “First
Academy Higher Education Joint Innovation Fund (CALT201603)” as a

¥ [Zhen Ziyangl,” #EAEENTORREEMEEE [Nanjing University
of Aeronautics and Astronautics School of Automation], Internet Archive,
archived September 14, 2019, accessed June 15, 2020, https:#web.archive.org
Fweb/20190914053954/ hetp:/fcaegl. nuaa.edu.cn/showSz/471-1060.
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funding source.” The “CALT” prefix in the funding code refers to the
China Academy of Launch Vehicle Technology, profiled above. CALT
is also known as the CASC First Academy (hEM AR EH RS0
—BFgEE, or “BiK B for short)!® In short, the extensive defense
research undertaken by both NUAA coauthors, coupled with their
apparent partnership with CALT, suggests that the research in the
identified article may be intended for military-use hypersonic vehicles.

D. Secondary Search: Claimed US Funding Support to
NUAA Dissertation

A second set of searches of CNKI bibliographic records identified one
doctoral dissertation published in 2016 at NUAA that credits the US
NSF for funding support. According to an announcement on NUAA’s
website, the author'”® was approved for a six-month study at Stanford
University, and a Stanford University page confirms that he was a visit-
ing student at the Structures and Composites Laboratory at the uni-
versity’s Department of Aeronautics and Astronautics.”” Assuming
his only affiliation in the US was at Stanford, then it is reasonable to
conclude he was involved in an NSF-funded research project there
and incorporated that into his doctoral studies at NUAA. He was a

154. The funding information was only listed in Chinese, as “~—RE %S 0
FEE CALT201603)"

155, “REET [School Overview]” FREEEEKFHEAM%EEE [China Academy
of Launch Vehicle Technology], accessed June 14, 2020, heep://www.calt.com
/0481/048%index heml

156. No English appears in the dissertation. An approximate translation of the
title is “Research on Adaptive Tracking Techniques of Delayed Nonlinear Sys-

tem Parameter Identification and Damage Detection” (BT EER B EEEA IR
IR RSB BOR B S B RN 70).
157, “KRPofmBEHEEIR P REEMASRIES [Aonouncement  of  the
Publication of the List of Funded Doctoral Candidates in the Short-Term
WIZBHAR SRR PE A4 BT [Nanjing University of
Aeronautics and Astronautics Graduate Scheol], March 17, 2014, hetp/Awvww
.graduate.nuaa.cdu.cn/2014/0317/c2146a52124/page.htm; “Tengfei  Mu,”

Stanford Enginecring Structures and Composites Laboratory, heep:/web

" s

Study Abroad Program],” #5

.stanford.edu/group/sacl/people/mu.heml.
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nominee for the 2018 “Most Beautiful Commercial Flyer” (8K A)
award for his work as a manager at the Shanghai Aircraft Design and
Research Institute of the Commercial Aircraft Corporation of China
(COMAC), China’s leading contender to break the grip that Boeing
and Airbus have on the global market for widebody commercial
aircrafe.¥®

X, Conclusions and Recommendations

The surveyed scientific publications reveal not just collaboration
between US research institutions and PRC defense-affiliated entities, but
also pathways through which those entities can build their human capital,
harvest US S&T research at its source, and divert it to PRC defense
research and weapons program development. The risks to national secu-
rity are serious since such diversions could erode or eliminate US military
superiority with lethal consequences in the event of an armed conflict.
Regardless of whether US-based researchers or their employing institu-
tions intend such an outcome, S&T collaborations with the PRC’s Seven
Sons universities have jeopardized the integrity and security of US
research and the federal funding that supports it. The US research
enterprise does not have these problems in hand, despite repeated assur-
ances to the contrary.

It is beyond the scope of this chapter to determine if US university
administrators wittingly authorized any of the research collaborations
reported in the collected corpus or if any prior vetting or approval pro-
cedures were followed. To the extent that any research identified in
this corpus was considered fundamental in pature, it may not have
violated US export control laws or been subject to other regulatory
controls that would have restricted the underlying collaborations.
Moreover, if US-based researchers failed to disclose foreign collaboration

158, RS . BRhER 2018 HERSEM CACKT ["Working Together to Build
Dreams, Moving You: The Most Beautiful Commercial Flyer of 2018 Is
Here],” =ERZEHEM [China Aviation News Network], January 28, 2019,
hetp://www.cannews.com.en/2019/0130/189051.sheml.
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(e.g., as required by US employers or by federal granting agencies),

those omissions may amount to administrative or regulatory noncorn-

pliance rather than unlawtul activity.

Profiles of the seven PRC universities and related entities reveal a

host of concerns, some of which are common to most or all of the uni-

versities. Examples include:

Although many articles in the corpus are English-language publi-
cations, the most revealing information on the PRC-based entities
came from Chinese-language sources. This complicates the
efforts by US research institutions and government agencies to
evaluate risks to research partnerships with the Seven Sons
universities.

Likewise, some of the Seven Sons universities host subdivisions and
national laboratories that conduct defense research using innocuous-
sounding English names, and/or provide sparse information on
their structures or missions in FEnglish-language sources. This
obfuscation of ties to PRC defense programs inhibits the ability of
US institutions to conduct adequate due diligence on partnerships.
All of the Seven Sons universities state that they promote or
implement national military-civil fusion policies. Consequently,
US institutions should assume that these universities actively seek
ways to develop defense applications in otherwise benign research
fields, creating risk assessment challenges.

Many of the Seven Sons universities have documented partner-
ships with PLA entities and/or oversee classified programs on
behalf of the PRC government.

Several of the Seven Sons universities have partnerships with the
PRC’s defense industrial base, including state-owned weapons
design and production conglomerates, which may lead to addi-
tional economic concerns over potential future intellectual prop-
erty rights, patents, etc.

Five of the Seven Sons universities (HI'T, NWPU, BI'T, NUAA,
and NJUST) published graduate theses and dissertations that
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credit US government funding support. The authors were visiting
students at US institutions and were typically funded by the CSC.
This raises questions about whether a) the PRC government is
intentionally placing students into key US research programs to
gain access to federally funded research; and b) whether US insti-
tutions should be training students from institutions that are
closely tied to the PRC military and who may incorporate the
research that they pursue in the United States into PRC programs
that could adversely impact US national security.

Robust implementation of Presidential Proclamation 10043 will
make future collaborations with Seven Sons affiliates of the sort docu-
mented in this chapter more difficult. But to declare victory and move
on would be hasty. Our findings stand as monuments to a colossal fail-
ure of vision that has prevented the US research enterprise from appre-
ciating the risks that such collaborations posed and from adopting
appropriate safeguards of its own accord. Too little has changed in that
regard, and many of the same vulnerabilities persist.

The next chapter moves beyond the empirical record established
here to propose a new paradigm for preserving research integrity
and security from the perspective of active members of the academic
research community. For the purposes of closing out this chapter, we
therefore offer a limited set of recommendations that hew closely to our
findings.

1. Expand the scope of this report.

» Other articles within the collected corpus merit scrutiny to iden-
tify potential risks to US entities. Further studies using the meth-
odology detailed in the Appendix may identify US research
collaborations with other PRC institutions that support the PRC’s
defense programs, especially those beyond the immediate com-
pass of Presidential Proclamation 10043. This methodology could
also be applied to collaborations with institutions and researchers
from other nations.
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The economic implications of US-China research collaboration
should be explored more fully. As PRC universities have partner-
ships with state-owned enterprises in both civilian and military
sectors, further investigation is needed to determine if US taxpay-
ers are funding technologies that are patented or commercialized
by PRC universities or partner companies.

2. Expand vetting and due diligence of collaborations with PRC partners.

« US research institutions should determine if the US-based coau-

thors were recipients of or worked on federal grants that related to
the research published in the scientific literature this report
identifies.

US research institutions should compile information on all PRC
organizations that have demonstrable connections to the PRC’s
defense research and industrial base. They should obtain this
information primarily through PRC-based vernacular informa-
tion sources and create collective information sharing mecha-
nisms that can be used to enhance vetting of visiting PRC students
and scholars, as well as ramp up due diligence on proposed or
existing research partnerships with the PRC.

US research institutions should partner / share information with
foreign allies to enhance those nations’ due diligence and risk
assessments since the PRC’s Seven Sons universities collaborate
with many nations, not just the United States.

3. Enbance administrative oversight.

* Benign research cannot be separated a priori from potential dual-

use applications conducted at foreign institutions that support
defense research such as the Seven Sons universities. US research
institutions should mandate disclosures and preapprovals for all
forms of S&T collaboration with PRC institutions—even when
the research is considered fundamental in nature or published
openly—and undertake disciplinary measures when individuals
fail to seek approvals. Effective oversight depends on comprehen-
sive reporting and periodic review.
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4. Create or revise common moral and ethical standards with respect to
research collaboration in academia.

o US research institutions should create a common framework to
determine when research collaborations, student and researcher
exchanges, and other forms of partnership may contribute to the
military or domestic repressive capabilities of authoritarian
regimes, violate democratic values or human rights, or involve
unethical research practices.

» US research institutions should develop, maintain, and share lists
of foreign partners (distinct from governmental lists) that they
consider off limits for collaboration based on agreed-upon stan-
dards and documented evidence of programs, activities, or asso-
ciations that are inimical to US interests and values.
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Sources and Methodologies

Academic literature is a rich but underutilized resource for investigat-
ing PRC science and technology (S&'T') organizations, researchers, and
programs. While some studies have focused on international publica-
tions in the English language, Chapter 1 identifies publications tied to
PRC defense and weapons programs that have appeared in English-
and Chinese-language sources. Scrutiny of both language spaces is
essential to enhancing our understanding of not just the nature and
scale of S&T research in the PRC, but also the risks that it may pose to
US national security and economic interests and the integrity of the
research conducted at US institutions.

The chapter surveys S&'T collaborations between US research insti-
tutions (academia and government laboratories) and seven PRC universi-
ties that have the core mission of supporting the PRC’s defense research

searching online bibliographic metadata, it assembles a corpus of English-
and Chinese-language S&'T publications with coauthors from one or
more of the Seven Sons universities and at least one US institution. That
metadata comprises article title, authors, affiliated institutions, publica-
tion source or date, and funding information (when available).

"This methodology is generalizable. It can be applied to research col-
laborations between the United States and its allies and partners on the
one hand and additional institutions from the PRC or third countries
on the other.
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Seurces of Bibliographic Metadata

Chapter 1 rests primarily on searches of the bibliographic metadata
available on the China National Knowledge Infrastructure (CNKI)
platform, one of the most comprehensive online aggregators of peer-
reviewed academic journals, conference proceedings, theses, and dis-
sertations in the PRC. As of mid-2020, its main China Academic
Journals database offered full-text and full-image access to more than
nine million articles from almost seven thousand academic journals
published in the PRC since 1994

CNKI hosts a smaller number of international journals, as well as
publication records from Elsevier, but metadata for the latter can differ
in the level of detail. For instance, CNKI provides the full names of
Chinese authors using Chinese characters, whereas Elsevier’s Science-
Direct website may only list authors’ transliterated last names and first/
middle initials or a Western first name provided by the author. CNKI
also usually includes the official name of associated PRC institutions in
characters (some of which have misleading or truncated English trans-
lations) and PRC-based research grant or funding project names. That
information is often absent from international databases such as Scopus
and Elsevier. However, CNKI does not contain the entirety of the
PRC’s published scientific record; therefore, the corpus collected in this
chapter cannot be considered an exhaustive sample of all potentially rel-
evant articles.

The Tongfang Knowledge Network, a PRC state-owned technol-
ogy group founded by Tsinghua University, develops and owns CNKTI’s
databases. It is supported by the Ministry of Science and Technology,
Ministry of Education, the General Administration of Press and Publi-
cations, and the CCP’s Central Propaganda Department.

CNKI employs several websites or mirrors; www.cnkinet was pri-
marily used for this chapter. Searches on CNKTI's website were limited
to publications covering scientific and engineering disciplines and

1. “China National Knowledge Infrastructure (CINKI) Frequently Asked Ques-
tions,” East View Information Services, accessed June 14, 2020, heeps://www

.eastview.com/resources/cnki-fag/
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therefore excluded holdings in economics, law, history, and other social

sciences.

Search Process
Searches were conducted in the following CNKI-designated journal

categories:

(A) Mathematics / Physics/ Mechanics / Astronomy

(B) Chemistry / Metallurgy / Environment / Mine Industry
(C) Architecture / Energy / Traffic / Electro-mechanics, etc.
(D) Agriculture

(E) Medicine and Public Health

(I) Electronic Technology and Information Science

Metadata attributes (e.g., author, institution, and funding source) were
searched using the “advanced search” feature available on the Chinese-
language interface of CNKI's web portal. The search criteria were:

o Articles published between January 1, 2013 and March 31, 2019 in
order to spotlight recent activity.

+ Chinese names of each of the Seven Sons universities and the Chi-
nese term for “United States” (ZEEH) in the author affiliation fields.

» Chinese names of each of the Seven Sons universities in the author
affiliation field and the United States (3
field.’

§) in the funding support

Data Conditioning

CNKT's web interface supports exporting search results into a spread-
sheet (xls) file. Users can manually select which attributes to export.
For the purposes of Chapter 1, attributes selected for export included
authors, affiliations, title, journal source, vear/date of publication, and
funding source (if provided).

2. Searches and data conditioning process were repeated for each of the Seven
Sons universitics; hence seven distinct scarches were conducted and the data

was compiled separately.
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The exported raw data required significant conditioning, such as
parsing some of it into separate cells, and standardizing the minor
English-language name variants for a given organization or unit.

Search results in CNKI also included many English-language pub-
lications from international sources, nearly all of which also appeared in
Elsevier’s ScienceDirect website. If additional bibliographic informa-
tion was found via Elsevier that did not appear on CNKT’s portal, that
information was merged into the spreadsheet.

After all relevant data was collected and conditioned, the records
were sorted chronologically and according to the number of articles
published by each institution.

Supplemental Research

Supplemental internet research was conducted on an opportunistic sub-
sample of authors, which provided additional detail on their affiliations,
backgrounds, and sources of research funding. This detail appears in
the featured case studies. The sources for that research include the
institutional websites of PRC universities, research grant and funding
programs, and government organizations and companies, as well as
faculty profile pages, journals, and university libraries.
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Global Engagement: A New
Paradigm for Managing Risk

KEVIN GAMACHE AND GLENN TIFFERT

i. Introduction

American research institutions operate in a hyper-globalized environ-
ment with a wide degree of autonomy. "This plays to their many
strengths, but it also exposes them to risks that they are ill-equipped to
handle. Chapter 1 of this report documents one urgent category of
those risks, but there are a great many others that touch nearly every
discipline of knowledge, including: censorship, espionage, 1P theft, for-
eign surveillance and intimidation of US campus communities, and for-
eign interference in research and academic affairs! Here we take up
the question: What is to be done?

In general, the response to these risks has been to recommend bet-
ter training and stricter compliance and to reach for incremental legis-
lative or regulatory fixes. While prudentin a narrow sense, this approach

1. Glenn D. Titfere, Compromising the Knowledge Economy: Authoritarion Challenges
to Independent Imtellectual Inguiry, National Endowment for Democracy,
April 2020, hetps:i/fwww.ned.org/sharp-power-and-democratic-resilience-series
-compromising-the-knowledge-cconomy; Anastasia  Lloyd-Damnjanovie, “A
Preliminary Study of PRC Political Influence and Interference Activities in
American High Education,” Woodrow Wilson International Center for Scholars,
2018, hueps:i/wwwawilsoncenter.org/publication/preliminary-study-pre-political
-influence-and-interference-activities-american-higher.
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is nevertheless myopic, fragmented, and reactive. It obviates the need
for strategic thinking, cedes the initiative, and keeps our institutions on
the backfoot, ever playing catch-up.

Over time, the shortcomings of this approach have grown too obvious
to ignore. Some risks are not responsive to compliance-driven remedies
and therefore smolder, for instance self-censorship and the weaponization
of student enrollments.” For others, successive regulatory measures have
deposited layers of well-intentioned disclosure and reporting mandates,
each with its own demands and destination. Likewise, lists drawn up by
government agencies with different jurisdictions and missions impose a
profusion of legal regimes on their enumerated entities and technologies.
In the last several months alone, two more such lists have appeared on the
horizon, courtesy of Section 1281 of the 2020 National Defense Authori-
zaton Act and Presidential Proclamation 10043

These interventions map unevenly onto a research enterprise that
includes private firms, national laboratories, private universities, and
multi-campus state university systems with diverse risk profiles and
capacities. The cumulative result is a patchwork of poorly integrated,
ill-fitting solutions that are updated irregularly, create gaps of their
own, and make compliance progressively more burdensome and prone
to failure. Even assuming perfect implementation, gains may be short-
lived because determined adversaries can adapt faster than government
rulemaking can keep pace, for instance by exploiting the spaces between

2. Sheena Chestnut Greitens and Rory Truex, “Repressive Experiences among
China Scholars: New Bvidence from Survey Data,” The China Quarierly, 2019,
1-27, https:/doi.org/10.1017/50305741019000365; Tiffert, Compromising the
Knowledge Feononzy, 6.

3. Nutional Defense Auihorization Act for Fiscal Year 2020, Public Law 116-92, § 1281;
US President, “Proclamation 10043 of May 29, 2020: Suspension of Entry as
Nonimemigrants of Certain Students and Researchers From the People’s Republic
of China,” document 85 FR 34353, Federal Register 85, no. 108 (June 4, 2020),
hetps//www.federalregister.gov/documents/2020/06/04/2020-12217/suspension
-of-entry-as-nonimmigrants-of-certain-students-and-researchers-from-the
-peoples-republic.



197

Global Engagement: A New Paradigm for Managing Risk 107

the rules, obfuscating identities or working through surrogates.* The
gains may also be illusory and breed complacency to the extent that
such circumvention strategies succeed.

More to the point, this system can operate perfectly and still preju-
dice the interests of the United States’ As Chapter 1 has shown,
research institutions are obliged to observe the law, but if the law marks
a path for them to collaborate with a given entity, then they are free to
take it irrespective of the ramifications for national security and eco-
nomic competitiveness. Until June 5, 2020, only two of the PRC’s Seven
Sons of National Defense universities were on the Department of Com-
merce’s Entity List, and while that number has since doubled, it hardly
matters if the collaboration at issue falls within the list’s fundamental
research exemption. And the Seven Sons are just the tip of the spear;
within the PRC alone there are dozens of other universities and research
institutes at the national, provincial, and municipal levels that are deeply
involved in military research, including some of the country’s most
highly-regarded universities, such as Tsinghua University and the Uni-
versity of Science and Technology of China® Add in other countries
like Russia and Iran, and the scope of the problem grows daunting.

We believe that continuing down the current road will vield diminish-
ing returns and breed harmful dynamics between US research institutions
and their regulators. In light of recent shifts in government policy, the

4. Linda Lew, “More ‘Eycbrows on Fire: Another Chinese University Dodges
Export Controls on US Software,” South Ching Morning Post, June 25, 2020, hteps://
www.scmp.com/news/china/diplomacy/article/3090615/more-eyebrows-fire
-another-chinese-university-dodges-export?utm_source=copy_link&utm
_medinm=share_widget&utm_campaign=3090615.

5. Amy Hawkins, “Banned but Not Broken,” The Wire China, May 31, 2020, https://
www.thewirechina.com/2020/05/31/sensetimes-american-axis.

6. Alex Joske, Picking Flowers, Making Honey; The Chinese Milivary’s Collaboration
with Foreign Universities, Report No0 {(Canberra: Anstralian Straregic Policy
Institute, 2018), hteps://www.aspi.org.au/report/picking-flowers-making-honey;
Alex Joske, The Chinag Defence Universities Tracker, Report No. 23 {Canberra: Aus-
tralian Strategic Policy Institute, 2019, hteps://www.asplorg.au/report/ching
-defence-universities-tracker.
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discretion to pursue foreign engagements depends more than ever on new
thinking—on research institutions reinventing their internal risk assess-
ment and management processes to deliver higher quality, granular deci-
sions. As evidence of foreign interference and exploitation accumulates in
the research enterprise, external pressure to curtail its autonomy and
openness in the name of national security and economic competitiveness
will intensify, and bluntly prescriptive proposals will come increasingly to
the fore. That outcome is avoidable, but only if we change the paradigm.
In this chapter, we propose the concept of a Global Engagement Risk
Assessment & Management Program (GERAMP), which provides an
organizational and operational framework for how research institu-
tions should assess and manage foreign engagement risk. Second, we
propose the establishment of a Global Engagement Review Office
(GERO) to provide administrative leadership, oversight, and coordina-
tion of the GERAMP and to liaise with relevant federal entities. Third,
and most fundamentally, we recommend that research institutions rede-
fine their posture by adopting Operational Security (OPSEC) as the
governing paradigm for foreign engagement risk. Fourth, we propose a
Global Engagement Maturity Model (GEMM) through which institu-
tions can formalize and optimize their internal capabilities to assess and
manage foreign engagement risk. And fifth, we recommend the consti-
tation of a new government-sponsored entity that would contribute
unique research and analytic capacity on foreign engagement risk and
establish a unified point of contact about it for the research enterprise.

il. Key Principles and Commitments

The recommendations in this chapter are guided by and consistent with
a set of principles and commitments that are fundamental to the man-
ner in which the research enterprise operates in the United States.
These principles and commitments include:

o Institutional autonormy and openness. Academic independence and
open flows of people, information, and ideas are integral to the
success of the US research enterprise.
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* Empowerment. Empowering research institutions to manage their
foreign engagements with greater rigor and better information is
essential to upholding their autonomy and safeguarding research
integrity and security.

 Strategic competition. 1t is not in the national interest for US
research institutions to support the defense R&D) or industrial
base of strategic competitors such as the PRC, even if that research
is designated fundamental and not subject to export controls or
other restrictions pursuant to National Security Decision Direc-
tive (NSDD) 1897

e Values. US institutions should not collaborate on research with
entities that support the surveillance capabilities of authoritarian
regimes or the capacity of those regimes to violate democratic val-
ues or human rights.

o Unacceptable risks. While foreign state-directed intluence over US
research and individuals recruited through foreign state talent
programs are not synonymous with espionage or intellectual
property theft, they represent unacceptable risks. These efforts
serve national strategies to acquire sensitive US information and
technology. Similarly, foreign activities targeting US research can
threaten US national or economic security even if there is no
involvement or control by a foreign state entity.

* Indusivity. Strategic competitors, such as the PRC, co-opt, incen-
tivize, direct, and/or coerce individuals to transfer technology and
intellectual capital irrespective of the ethnicities and nationalities
of those individuals. For instance, the PRC targets members of
the ethnic Chinese diaspora, individuals who do not claim Chi-
nese ethnicity, and PRC and US citizens alike after they obtain
expertise and/or placement and access to critical US research or
technologies. Focusing primarily on students and scholars in the

7. The White House, Whkite House Directive on Fundamental Reseavch Exemprion,
National Security Decision Directive-189, September 21, 1985, https:/www.aau
.edu/key-issues/nsdd-189-white-house-1985-directive-fundamental-research

-exemption.
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United States who are foreign nationals is therefore wholly inade-
quate to the relevant risks. Because any person can facilitate the
unauthorized transfer of technology and intellectual capital, due
diligence must be performed on every participant in a foreign
research collaboration.

o Transparency, integrity and reciprocity. Research institutions should
not compromise their standards of transparency, integrity, and
reciprocity to facilitate foreign engagements. They must be pre-
pared to pause, throttle back, or terminate engagements if those
standards are not met.

o Partnership. Safeguarding national security and economic com-
petitiveness are chiefly the responsibilities of the US government.
Nonetheless, cooperation between research institutions and fed-
eral agencies is integral to the success of those efforts and can
greatly enhance them.

¢ Greater investment. Increased US government funding for domes-
tic research and innovation is necessary to safeguard research
integrity and security. Strategic competitors, such as the PRC,
will continue to offer opportunities to US entities that may not be
in the long-term national interests of the United States. The US
government and research sector must also devote greater effort to
domestic commercialization of R&D.

o Incentivized performance. Government funding decisions should
reward institutions that implement robust research integrity and
security programs and penalize those that do not.

Key Constraints

Foreign efforts to interfere with or exploit research activities can take

many forms, from critical skills acquisition and espionage to funding

arrangements that unduly influence the conduct of research, lead to the

loss of future value, and erode control over intellectual property. How-

ever, serious constraints limit the capacities of the US government and

US

research institutions to assess and mitigate the risks posed by for-

eign engagements. These constraints include the following:
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 Disparate missions. Research institutions and the government
understand their missions and constituencies differently. This can
generate friction, mistrust, and gaps in mutual understanding.

o Incomplete tools. Research institutions have not been sufficiently
responsive to foreign engagement risks because they lack incen-
tives to think outside of the box of their formal compliance man-
dates. Meanwhile, criminal law cannot compensate for a dearth of
civil remedies because, strictly speaking, many risks do not lead to
prosecutable crimes.® Absent a new paradigm, acute risks will
continue to fall through the cracks.

 Barriers to information sharing. The US intelligence community
relies heavily on classified information to identify threats posed by
foreign entities. This severely limits its ability to share informa-
tion with the research community. Likewise, the FBI and other
federal law enforcement components are often unable or unwill-
ing to share timely or sufficiently detailed information from inves-
tigations. Meanwhile, research institutions guard their autonomy
and worry that involving law enforcement and the intelligence
community in internal matters might redound upon vulnerable
members of their communities and the climate for academic
freedom.

* Regulatory disorder. Legal mandates and reporting requirements
are often inconsistent, poorly coordinated, burdensome, and con-
fusing. For instance, federal funding agencies may request the
same or similar data in different ways, when uniform collection
would be more reliable and efficient. Regulatory terms may also
lack clear definitions, which compromises implementation.

» Weak governance. Some institutions or unauthorized personnel
within them enter into foreign contracts and other commitments
without first performing rigorous due diligence and risk assess-
ments. Many also have weak compliance cultures that undermine

8. Margaret K. Lewis, “Criminalizing China,” Journal of Criminal Law and Crimi-
nology 111, no. 1 {Seton Hall Public Law Research Paper, forthcoming 2020),
hetps:#//ssrn.com/abstract=3600580,
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the implementation of existing institutional policies and processes
and impair the fulfillment of regulatory mandates.

o Institutional incapacity. The resources, domain knowledge, lan-
guage skills, and leadership available to identify, evaluate, and
manage the risks implicated in a lawful foreign engagement vary
greatly from one research institution to another. It is unrealistic
to expect ordinary administrators, rescarch program managers,
development officers, and grant reviewers to possess them in suf-
ficient measure.

o Governmental incapacity. Area expertise, critical language skills,
and the domain knowledge to make informed technical assess-
ments of frontier science and technology are in short supply in
government.” Rulemaking is fragmented and cumbersome, and
lags behind the best available threat information. For instance, the
US government has routinely issued visas to students and research-
ers to work in critical STEM fields who are directly tied to foreign
military programs or other organizations on the Department of
Commerce’s Restricted Entity List. Research institutions may
wrongly assume that the admitted individuals are low-risk.

IV. Basic Steps for Addressing the Problem

Due diligence is the cornerstone of any risk assessment and management
program. In the context of foreign engagements, institutions and research-
ers must ensure that all of the participants in a prospective collaboration
are clearly documented irrespective of whether the collaboration will be
tormal or informal. They must also verify that the collaboration’s nature,
scope, and purpose are well-defined and transparent, consistent with rele-
vant laws and regulations, undertaken with full knowledge and consent,
and in a manner that avoids harm to core values and national interests. At
a minimum, this requires robust commitments such as these:

9. Jude Blanchette and Seth G. Jones, “The U.S. Is Losing the Information War
with China,” Wall Street Journal, June 16, 2020, hreps:/wwwawsi.com/articles
/the-u-s-is-losing-the-information-war-with-china-11592348246.



203

Global Engagement: A New Paradigm for Managing Risk 113

o Know your partners. Institutions and researchers must understand
who their prospective partners are and not rely on how those
partners represent themselves. Background research should draw
on multiple information sources, in cooperation with government
agencies as necessary. For an institutional partner, this will ordi-
narily include analysis of its past activities, the sectors it operates
in ot is associated with, its beneficial owners, and the commercial
and ethical standing of its governing body.

Vetting of individuals should determine whether an individual
and their associates are from reputable organizations, possess rele-
vant qualifications, and have any unexplained gaps or items of con-
cern in their backgrounds. High-risk collaborators sometimes supply
sanitized CVs that omit important publications, affiliations, and
awards, or mistranslate them into English. Background research can
bring more complete, native-language versions of their CVs to light.
Searching their publication records in their native languages can
also expose valuable information. The depth of this background
research will depend on the nature of the collaboration, butit should
include all of the key participants, not just the principal investiga-
tors, because experience has shown that graduate students and post-
doctoral scholars are a significant threat vector. Insider threat is not
limited by ethnicity, institutional affiliation or country of origin.

o Know your funders. Research institutions are struggling to manage
the risk associated with sponsored research and philanthropic giv-
ing, and they are suffering significant reputational harm in the pro-
cess.'” Entanglements with Huawei and Sensélime in particular
demonstrate poor due diligence and risk forecasting." Sponsored
research and philanthropic gifts open channels for foreign entities

10. Susan Svrluga, “Epstein’s Donations to Universities Reveal a Painful Truth
About Philanthropy,” Washington Post, September 8, 2019, https://www.washing
tonpost.com/local/education/epsteins-donations-to-universities-reveal-a
-painful-truth-about-philanthropy/2019/09/04/e600adae-c86d-11e9-a413
-c081a126de70_story.huml.

11. Hawkins, “Banned but Not Broken.”
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to access and influence research and academic affairs and impinge
on institutional autonomy.”? The financial shock of COVID-19 has
sharpened these vulnerabilities. Greater safeguards and stricter
oversight, with formal representation from area and subject matter
specialists who can put foreign funders into context, are broadly
necessary.

o Tuke conrracts seriously. A foreign entity may propose to formalize a
collaboration using its own contract while the US parmer may lack
the legal training to adequately comprehend the terms of that docu-
ment and its omissions. "To protect their interests, institutions should
adopt checklists and model templates to guide the negotiation of all
collaboration agreements. Prior to signature, authorized personnel
should review and approve the final texts to ensure that they satisfac-
torily address, as appropriate: dispute resolution; choice of law; gov-
erning language; potential threats to research integrity, intellectual
property, and reputation; and applicable regulatory requirements
and standards of data governance, ethics and human rights.”

* Train. Institutions should sensitize their personnel to potential

risks when collaborating with a foreign partner, train them in

12. John Fitzgerald, “How Bob Carr Became China’s Pawn,” Ausiralian Financial

Review, November 8, 2018, https://www.afr.com/policy/what-you-should-know
-ghout-bob-carr-and-china-20181105-h17jic;  Primrose Riordan, “London
School of Economics Academies Qutraged by Proposed China Programme,”
Financial Times, October 17, 2019, https://www.ft.com/ content/2dd5ed50-£538-
11€9-a7%¢-bc9acae3b654; Josh Rogin, “University Rejects Chinese Communist
Party-linked Influence Efforts on Campuas,” Washington Post, January 14, 2018,
bttps:/www.washingtonpost.com/opinions/global-opinions/university-rejects
-chinese-communist-party-linked-influence-efforts-on-campus/2018/01 /14
/c454b54e-t7de-11e7-beb6-c8d48830c54d _story.html; Gordon  Lubold  and
Dustin Volz, “U.S. Says Chinese, Iranian FHackers Seck to Sveal Coronavirus
Research,” Wall Streer Jowrnal, May 14, 2020, https://wwwavsi.com/articles
/chinese-iranian-hacking-may-be-hampering-search-for-coronavirus-vaccine
-officials-say-11589362205.

Frank Bekkers et al., “Checklist for Collaboration with Chinese Universities and
Other Research Institations,” HCSS Global Trends, The Hague Centre for Stra-
tegic Studies, January 31, 2019, htrps://hess.nl/report/checklist-collaboration

~-chinese-universities~and-other-research-institutions.
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applicable laws, policies, and processes, and identify internal
resources for assistance. For example, foreign partners may have
undisclosed relationships, operate in different ethical and political
environments, and be ignorant of US legal requirements. Obser-
vance of US norms governing informed consent and human sub-
jects research may be uneven. Foreign state actors may reap project
data and use it for unanticipated ends. Insiders may transfer tech-
nology and intellectual capital without proper authorization.
Researchers should possess sufficient background information to
weigh and prepare for those contingencies.

Informal collaborations are vital to the advancement of knowl-
edge. They emanate from the freedom of inquiry, a core academic
value that requires support. At the same time, informal collabora-
tions present nontraditional intelligence collectors with soft
targets for exploitation. Researchers must be vigilant against the
risks that informal collaborations may present and act responsibly,
ethically, and in good faith. Expanded Responsible Conduct of
Research (RCR) training can help them to do so. It can also clarify
the scope of a researcher’s authority to enter into commitments
and the processes to be followed in bringing a collaborative oppor-
tunity to fruition.

e Irerate and adapt. Laws, regulations and government policy evolve.
Likewise, the scope of a collaboration, its participants, their behav-
ior, and other circumstances may change, which can aleer its origi-
nal risk profile. Effective due diligence must periodically review
ongoing collaborations and formal agreements, reevaluate risk, and
adjust safeguards as necessary. It mustalso ensure that ongoing col-
laborations and formal agreements meet the latest guidance and
legal requirements and bring them into compliance if they do not.

Foreign exploitation of the US research enterprise under the cover
of lawfual activity is a present danger.”* Chapter 1 has shown that even

14. US Department of Justice, Informuation Abour the Depariment of Fustice’s China

Initiative and a Compilation of China-Related Prosecusions since 2018, 2020, https://

www.justice.gov/opa/page/file/1223496/download.
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openly published research of a basic or fundamental character is sus-
ceptible to that threat. This should not surprise us. If the value of the
American research enterprise was reducible to the information content
of its published work, then most foreign students and scholars would
never seek US partners; they would simply stay at home and read more.
They seek collaboration to tap US resources, such as expertise, labora-
tories, and data, and to gain intangible benefits. In the United States,
they can master the art of science through exposure to a highly success-
ful culture of knowledge production; hone practical skills such as how
to operate complex apparatuses, perform difficult experiments, and
manage research groups; explore the frontiers of their disciplines; col-
laborate with world-class colleagues across fields; and develop profes-
sional networks that span the globe. All of this makes them better at
what they do, a highly desirable outcome unless it prejudices US national
security and economic interests or ethical and human rights norms.

To illustrate that point, US research institutions should welcome
materials scientists and high-energy physicists from most foreign insti-
tutions and nations, but not those with active weapons research pro-
grams mobilized against US strategic interests. Likewise, collaborating
with Al researchers or geneticists from countries with authoritarian
surveillance states and weak human subjects protections is not equiva-
lent to collaborating with those from democracies. Different standards
and levels of scrutiny should apply. Context matters.

In principle, research institutions are best placed to make these deci-
sions for themselves. But because their performance has fallen short of
necessity, their credibility is increasingly at issue. Reclaiming it depends
urgently on enhancing their internal controls in ways that are alive to
the full spectrum of potential risks that their foreign engagements might
entail and on developing processes and tools to make better decisions.

A. Think Strategically

A comprehensive Global Engagement Risk Assessment & Management
Program (GERAMP) would achieve those objectives. Such a program
would rigorously assess the types and degrees of risk implicated in a
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given venture and mitigate them to acceptable levels by suggesting pro-
portionate governance and oversight strategies.

A GERAMP involves many considerations, but several are key.
First, it should exercise comprebensive oversight over all of the institu-
tion’s international engagements. Its associated policies and processes
should foster cultures of integrity, safety, and security in order to pro-
tect the people, information, and assets that form the backbone of our
academic and research ecosystems. Second, these policies and processes
must be accompanied by regular rraining in practical measures to mitigate
foreign engagement risk in informal and formal research activity;
uphold core institutional values; protect affiliates and intellectual prop-
erty; and support compliance with policies, laws and regulations.

Third, transparent veporting requirements are essential to effective
risk management, as ate processes that deliver reported information to
decision makers in a timely and actionable manner and that archive this
information for convenient, future reference. Policies governing con-
flicts of interest and commitment can catalyze that capacity by requir-
ing prompt disclosures of external affiliations, relationships, and
financial commitments. They have the added benefit of clarifying the
responsibilities that affiliates have to their home institations.

Fourth, when administrators perform a risk assessment, they should
document in detail the information that they evaluated in order to guide
not just future decisions but also re-examinations of past ones.

Fifth, institutions must incorporate into their risk reporting cycles
ongoing reviews of their internal security strategies, policies, and processes,
especially as these relate to foreign interference.

Implementing an effective GERAMP can play a major role in
enhancing the security of an institution’s personnel, facilities, and intel-
lectual capital. For such a program to be effective, personnel must be
aware of existing threats, be able to implement countermeasures when
appropriate, and be observant of nontraditional collection activities
directed at their institution. This is possible only if all members of the
institution are cognizant of the range of threats to the research enterprise
and actively support the risk assessment and management program.
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What Forms Can Countermeasures Take?

Process Solutions

Process solutions include such actions as
vetting visiting scholars, monitoring
computer networks for illicit exfiltration PO"CV Solutions
of research data, incorporating data-loss
prevention systems on networks, and
establishing risk-management and
reporting frameworks.

Conflict of commitment, financial
conflict of interest, external
employment, and international
travel policies all have important
research security implications.
Establishing clear, enforceable
expectations in these areas is
critical to an effective risk-
management program.

Processes for securing research
should be integrated into ail

facets of university operations,
including human resources,

training and awareness,
information technology,
international travel, and
business administration.

Technology Solutions

Incorporating technical solutions into your risk-management process, such as secure
computing enclaves that meet federal requirements, can provide a solid foundation for
securing data while minimizing the burden on researchers.

Figure 1. A Structured Approach to the Problem.
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A GERAMP integrates mutually reinforcing policy, process, and tech-
nology solutions throughout a research institution’s operations (Fig. 1).
Key areas include: human resources, research and instruction, facilities
security, information technology, international travel, development,
and business administration.

To varying degrees, many research institutions already possess the
clements of such a program.” But these frequently lack a strategic
tfocus. The GERAMP confers conceptual and operational coherence
upon them and brings them into alignment. It also establishes a meth-
odology for identifying critical gaps and for ongoing optimization and
growth.

It is beyond the scope of this chapter to supply an exhaustive list of
such solutions, and institutional needs will vary. But for illustrative pur-
poses, dear policies governing conflicts of commitment, financial con-
tlicts of interest, external employment, international travel, and access
to facilities and network resources are basic to effective risk manage-
ment. Policies governing institutional accountability, the authority to
contract, the duty of personnel to act in an institution’s best interests,
and the protection of dual-use technologies and controlled unclassified
information (CUT) are valuable enhancements.

Processes are structured pathways through which policies are imple-
mented. A GERAMP would, for example, establish processes to identify
possible downstream applications of research undertaken in collaboration
with foreign entities or research that might be a target for foreign inter-
ference or misappropriation. It would systematize the vetting of foreign
entities across an institution, the monitoring of computer networks for
unauthorized exfiltration of research data, and the implementation of
data-loss prevention.

15. “University Actions to Address Concerns About Security Threats and Undue
Foreign Government Influence on Campus,” Association of Public & Land-
Grant Universities, May 2020, heps://www.aplu.org/members/councils/gov
ernmental-affairs/CGA-library/effective-science-and-security-practices---what

-campuses-are-doing/file.
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To those ends, research institutions could jointly establish and
administer regional vetting centers staffed in part by cleared personnel
authorized to enhance open-source vetting with insights drawn from
sensitive or classified information. These regional centers would ratio-
nalize administrative spending, spread costs, and help to equalize the
uneven distribution of actionable information, resources, and capacities
across the research enterprise.

Regional vetting centers would be a platform through which mem-
ber institutions could access expertise in critical languages and area
knowledge. They would provide members access to open-source data-
sets for the purpose of conducting enhanced vetting of personnel seek-
ing to access sensitive research. They would also be a ready source of
advice and assistance in the vetting process.

In addition, regional vetting centers would provide centralized points
of contact to liaise with the government on sensitive technologies,
emerging threats, and new priorities in regulation and enforcement, as
necessary. "I'his would deepen mutual understanding and relationships
of trust between government and research institutions, break down bar-
riers to information sharing, and equip individual institutions to make
better risk assessment and management decisions on their own terms.

The requirements to protect federally sponsored research have
increased significantly over the past five years. Standards such as NIST
Special Publication 800-171 Rev. 2 have imposed new regulatory burdens
and financial costs on research institutions.’® Incorporating technological
solutions into the GERAMP can alleviate those hardships. For example,
some institutions have established NIST 800-171-compliant Secure
Computing Enclaves (SCEs) to house all of their federally funded
research and to safeguard sensitive data.” These enclaves provide a

16. National Institute of Standards and Technology, U.S. Department of Com-
merce, Protecting Controlled Unclassified Information in Nonfederal Systems and
Orgamizarions, February 2020, https:/doi.org/10.6028/NIST.SP.800-17112.

17. The Texas A&M University System Rescarch Security Office Sceure Com-
puting Enclave, 2020, https://rso.tamus.edu/home/research-security/secure

—con}puting{:nclave‘
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preapproved secure infrastructure for internet connectivity, resource
sharing, encryption, authentication schemes, and outside communica-
tions. They are physically separated from the institution’s larger net-
work yet operate transparently to minimize the burdens on their users.

Establishing SCEs at a regional level across the United States would
allow member institutions to supply their research communities with
security as a service at economies of scale. This would realize cost sav-
ings by reducing the need for institutions to duplicate one another’s
capital investments in compliant cyberinfrastructure. Member institu-
tions would administer the enclaves jointly, with federal support for the
purpose of strengthening the protection of the nation’s most important
research. Other technological solutions could also mitigate foreign
engagement risk, such as the following:

» Robust access and device registration protocols that enforce mini-
mum security standards and best practices on users of an institu-
tion’s internal networks.

e Hardware encryption and high-performance VPNs to provide
secure authentication and data protection on personally owned
computing devices. This ensures that personnel are consistently
using secure, managed computing platforms, even when they are
working remotely or are outside of internal networks.

¢ Integrating commercial compliance management databases and
private-sector threat management solutions into a research insti-
tution’s due diligence program. These databases include products
for management of export control processes, commercial sources
tor background checks, and more free-form databases that facili-
tate analysis of research relationships, collaboration, and sources
of funding.

B. Establish a Global Engagement Review Office (GERO)

Safely navigating foreign engagement risk begins with a strategic program
backed by formidable investments in institutional capacities, such as mas-
tery of pertinent regulatory regimes, knowledge of foreign languages, and
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access to advanced subject matter expertise. But it also requires a stable,
accountable authority with substantial institutional capital that can mar-
shal those resources effectively across multiple constituencies.

A GERO could achieve that goal. In a typical university setting,
this office would report and make recomimendations directly to the pro-
vost and would serve as the institution’s focal point for coordination
and oversight of all matters related to foreign engagement. It would
regularly convene and chair a body similar to an institutional review
board that would include: the university’s research security officer;
authoritative representatives from the offices of the provost and vice
presidents for research and international affairs, from the council of
principal investigators, and from the office of general counsel; and,
depending on the matters before it, relevant foreign area and subject
matter experts and senior representatives from the institution’s devel-
opment, sponsored research, and government relations offices. More
specifically, the office would exercise unified leadership over the follow-
ing domains:

1. Strategic Assessment and Management of Foreign Engagement Risk

» Institute a Global Engagement Maturity Model (GEMM, dis-
cussed below) to formalize the implementation and optimization
of the GERAMP.

o Supervise GERAMP implementation, monitoring, and enhance-
ment in coordination with other stakeholders (e.g., information
technology and human resources).

» Advise institutional leadership and stakeholders on foreign engage-

ment risk in accordance with established policies and processes.

2. Foreign Contracts, Gifts, and Compliance
* Produce up-to-date, practical guides, checklists, and templates on
the institutional policies and processes governing foreign research
collaborations, contracts, grants, and gifts. These will help to miti-
gate many of the risks posed by foreign engagements, and promote
fulfillment of disclosure and reporting requirements, particularly
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with respect to conflicts of interest and commitment. Train and
periodically refresh personnel on these resources.®

¢ Systematically review all substantive engagements with foreign enti-
ties, whether formal or informal, for risk. The scope of this review
will depend on the identity of the foreign entity and the nature of
the engagement. Most cases will exit the review process at an early
stage, parts of which could be implernented using online screening
tools. Some cases will require higher levels of scrutiny. Archive the
inputs to each review and its findings for future reference.

» Offer in-house consulting services on foreign engagement risk to
empower local personnel on their own initiative to safeguard core
academic values, research integrity and security, legal compliance,
and institutional interests.

* Systematize data collection, metrics, disclosures, and reporting to
satisfy GERAMP monitoring and compliance mandates related to
foreign engagements.

3. Personnel

¢ Train and embed global research integrity and security officers
throughout the institution as first points of contact. Depending on
caseload, this role may be one of several in an individual’s job descrip-
tion, particularly at lower levels of the institution’s structure.

o Systematically vet foreign entities such as visitors, students, schol-
ars, research collaborators, and research sponsors commensurate
with the risks that they pose. Regional vetting centers could pool
resources and data inputs, uniformly raise standards, and provide
common points of contact for information sharing with peer insti-
tutions and the government.

18. In 2019, the AAU and APLU recommended a comprehensive communication
campaign to raise awareness of current reporting requirements among faculty
and other members of university communities. This recommendation should
be expanded to encompass information and research security. Association of
Public & Land-Grant Universities, htrps:/www.aplu.org/projects-and-initiatives

/research-science-and-technology/science-and-security.
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Analyze insider threats and adopt safeguards. Any person with
access to technology and intellectual capital could transfer it with-
out proper authorization. Clear procedures and training can miti-
gate this hazard and promptly detect its occurrence.

Institute processes to promote and verify full disclosure of foreign
interests and commitments.

Institute processes to promptly revoke access to institutional sys-
tems and resources for atfiliates upon separation.

4. Foreign Research Collaborations

&

Analyze the potential end uses of research, whether fundamental
or not. Identify and protect sensitive data and technologies, espe-
cially those with dual-use applications or with externalities that
impinge on health and safety, core values, and ethical or human
rights concerns.

Create robust disclosure requirements for intellectual capital, par-
ticularly when it has commercial potential, so that measures can be
taken early to safeguard it, such as applying for patent protection.
Implement research communication agreements. Intellectual cap-
ital loss or property theft by untrustworthy or malign members of
research teams is a persistent occurrence. Adopting a research
communication agreement can mitigate this threat. Research
communication agreements are used extensively in government
and the private sector. They help research teams internalize sound
information security practices by outlining a team’s communica-
tion protocol, establishing ethical obligations to keep research
materials confidential, and defining processes for sharing and releas-
ing data.

Protecting potentially sensitive research results is especially chal-

lenging because it can be ditficult to know in advance if results will be

sensitive or valuable. Government program managers cannot bear the

burden of determining this alone. All stakeholders have a responsibility

to protect sensitive or valuable information and ensure thatitis handled

securely. A research communication agreement represents a middle
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ground, providing a baseline layer of security that the principal investi-
gator can augment mid-stream if appropriate.

5. Cyber

» ‘I'rain personnel on cyber threat abatement and require periodic
refreshers. End users are the most common vectors for cyber
threats, but training can thwart these. Tech savviness is no guaran-
tee that an individual appreciates the intricacies associated with this
class of threat or the degree to which the research community is
targeted.

» Implement Secure Computing Enclaves. These shared environ-
ments will rationalize expenditures and ease the uptake of best
security practices without impeding research.

6. Foreign Travel

» Adopt institutional duty of care policies to protect personnel
overseas.

* Institute review processes for foreign travel with respect to export
controls, shipping, software use restrictions, and other security
and safety concerns.

* 'I'rain affiliates located or travelling overseas in context-specific risk
management and mitigation practices. Offer political risk counsel-
ing and technological support services, such as hardening smart-
phones, tablets, laptops, and other electronic devices against
cyberattacks, cleaning them after travel to countries thatare known
threats, or supplying loaner devices.

7. Incident Reporting and Response

o Institute internal processes for reporting, investigating, and docu-
menting foreign interference and exploitation,

» Supervise responses to research integrity and security incidents
involving foreign entities in accordance with established incident
and investigation processes.

* Recommend disciplinary processes for compliance failures of omis-
sion and commission.
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* Preside over consultations with intelligence and law enforcement
agencies, as necessary.

&. Sectoral Engagement

¢ 'The Academic Security & Counter Exploitation (ASCE) program
was established in 2017 to help address the threat posed by foreign
adversaries to US academic institutions.” This group initially
consisted of universities conducting classified research and focused
on specific processes and controls to protect sensitive information.
"T'he group has since expanded both its membership and its focus
to deal with broader policy issues related to foreign interference.
As of mid-2020, the group has more than four hundred members
from more than 150 colleges and universities.

¢ "The Association of University Export Control Officers (AUECO)
is composed of export control officers and other compliance offi-
cers at US institutions of higher education.”® University export
control officers are primarily responsible for compliance with
export, import, and trade sanctions policies such as the Entity List,
but are frequently involved in other aspects of foreign engagement
risk. AUECO provides a forum for information exchange and col-
laboration among its members and analyzes and advocates for poli-
cies and regulations of interest to higher education.

¢ The Council on Government Relations (COGR) is an association
of leading research universities, affiliated medical centers, and inde-
pendent research institutes that focus on the conduct of research at
the highest standards; informed decision making on issues critical
to the research and higher education community; and on deriving
maximum benefit from investments in research conducted at mem-
ber institutions.” COGR is an authoritative source of information,
analysis, advice, policy perspective, and historical context for its
members in the areas of research administration and compliance,
financial oversight, and intellectual property.

19. Academic Security & Counter Exploitation Program, https:/asce.tamus.edu.
20. Association of University Export Control Officers, htep://aueco.org.
21, Council on Government Relations, hteps:///www.cogr.edu.
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9. Government Relations

» Itisin the mutual interest of research institutions and the govern-
ment to establish relationships of trust that can facilitate con-
cise and accurate information sharing, appropriate oversight of
federally funded research, and the early identification and protec-
tion of sensitive research. Establishing a single point of operational
accountability or contact with the government for foreign engage-
ments simplifies these tasks and helps institutions to stay abreast of
trends and changing guidelines, prepare for new requirements,
and avoid surprises.

Finally, the GERO would complement and coordinate with units that
commonly fall under the authority of the vice provost for research to:

» Enhance export control offices at institutions that have them and
create such offices at institutions that don’t.

 Improve compliance with export control and related regulatory
requirements and ensure successful implementation of technical
control plans.

» Fully integrate protective security in planning, selecting, design-
ing, and modifying facilities for the protection of personnel,
information, and physical assets.

* Establish physical security measures that minimize or remove the
risk of: a) harm to people; b) information and physical assets being
rendered inoperable or inaccessible, or accessed, used, or removed
without authorization.

C. Change the Paradigm

A GERO could be the cornerstone of a more robust approach to manag-
ing the foreign engagement risks that research institutions increasingly
face, but without a corresponding paradigm shift from compliance-driven
formalism to proactive Operational Security (OPSEC), its full potential
might never be realized. OPSEC supplies a workflow for sustaining vig-
ilance and innovation. It originated with the US military and involves
tive iterative steps (Fig. 2).
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The Operational Security (OPSEC) Process

A Simple Process to Structure Your Thinking

1. Identify Assets
2. Identify Threats
3. Analzye Gaps
4. Analyze Risk

5. Implement Countermeasures

Figure 2. The OPSEC Process.

o Identify assets. This includes sensitive information such as research
data, intellectual property, export control data, and personnel
records.

s Identify threats. Evaluate the potential value of each category of
sensitive information to third parties and institutional insiders
and the threats that they may pose.

* Analyze gaps. Evaluate current safeguards, security gaps, and other
vulnerabilities to determine what, if any, loopholes or weaknesses
exist that could be exploited to gain access to sensitive information.
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» Analyze risk. Compare threats and vulnerabilities to assess the
potential risks posed by nontraditional collection activities and the
likelihood of their occurrence. Nontraditional collection activities
can occur during informal personal encounters over email, in labs,
during conferences, and in other academic exchanges.

o Implement countermeasures. Formulate and execute a plan to
reduce threats and mitigate risks. This might include updating
hardware, creating new policies regarding sensitive information,
or training affiliates on sound security policies and practices.
Cost/benefit analysis can be used to evaluate potential countermea-
sures. Countermeasures should be straightforward, minimally
invasive, and simple for affiliates to implement.

D. Create a Global Engagement Marurity Model

If the GERQO drives the execution of an instrution’s GERAMP, then
the GEMM vprovides the strategic roadmap for shepherding that pro-
gram from its inception to full integration with all aspects of the insti-
tution’s operations. Leading the formulation and adoption of a GEMM
that reflects the institution’s circumstances, in collaboration with insti-
tational leadership and key stakeholders, should be among the first duties
of the GERO. This will require substantial investment and institutional
capital but will create long-term value.

1. What is Global Engagement Maturity Modeling?

The GEMM provides a formal method for assessing the policies and
processes in an institution’s GERAMP and ensuring that they are
effective, replicable, and continuously improved. Information technol-
ogy provides one path for successtully automating and integrating those
elements into the institution’s overall operational infrastructure. Insti-
tutions adopt a GEMM with a graduated set of risk assessment and
management levels defined by progressively more demanding (“mature”)
requirements (Kig. 3).

The GEMM is a variant of the capability maturity models (CMM)
used extensively in the private sector, particularly in the software indus-
try. Both the Department of Homeland Security and the National
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Institutes of Standards and Technology offer guidance on building and
integrating CMMs 22

Adopting a GEMM offers several benefits. First, it promotes a shared
vocabulary and conceptual understanding of foreign engagement risk
assessment and management. Second, it lays out a roadmap with clear
benchmarks for performance and improvement. Third, it helps an insti-
tution to identify and remediate vulnerabilities and arcas that are reactive
to security threats in order to achieve a stronger, proactive posture.
Finally, a GEMM would communicate to funding agencies a grant-
receiving institution’s level of preparedness and the corresponding types
of work that it can perform effectively and securely.

2. What does a Global Engagement Marurity Model look like?

A GEMM comprises five distinct maturity levels, each defined by a cor-
responding set of key process areas that, when implemented together, sat-
isty the goals defined for that level. As an institution advances from one
maturity level to the next, its GERAMP will move from unorganized and
unstructured to disciplined, structured, and continuously optimized. Poli-
cies supply the overarching guidance for the program and will evolve to
support its maturing structure. Processes are the step-by-step methods
that fulfill policy requirements and contribute to the program’s success.
They will evolve as the program achieves higher degrees of optimization.

Level I: Initial Policies

Institutions enter this level with no standardized processes in place.
They are ad hoce, informal, reactive and not repeatable, measurable, or
scalable. "This level of maturity is characterized by the following:

22. Department of Homeland Security, Cybersecurity Capability Matarity Model
White Paper; May 2014, https:/niccsus-cert.gov/sites/defaultAiles/Capability %20
Maturity%20Model% 20White%20Paper.pdfferackDocs=Capability %20
Maturity%20Model%20White%20Paperpdf; National Institute for Standards
and Technology, Information Technology Laboratory Computer Resource Secu-
rity Center, June 22, 2020, herps://esre.nist.gov/Projects/Program-Review-for
-Information-Security-Assistance/Security-Maturity-Levels.,
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 Formal, up-to-date, documented policies that are readily available
to employees and expressed as “shall” or “will” statements.

+ Policies that establish a continuing cycle of risk assessment and
implementation and employ monitoring for effectiveness and
compliance.

* Policies covering specific assets or all major facilities and opera-
tions institution-wide.

¢ Policies that have been approved by key stakeholders.

¢ Policies that delineate the structure of the GERAMP, clearly
assign GERO responsibilities, and lay the foundation necessary to
reliably measure progress and compliance.

* Policies that identify specific penalties and disciplinary actions for
non-compliance.

Institutions at Level 1 of the GEMM should focus on developing
basic policies necessary to establish repeatable processes in preparation
for advancement to GEMM Level 2.

Level 2: Repeatable Processes

At this level, a formal program has been initiated but discipline is
lacking. Some processes have been established, defined, and docu-
mented and are repeatable. This level of maturity is characterized by
the following:

* Formal, up-to-date, documented processes to implement the
security controls identified in Level 1 policies.

 Processes to clarify where, how, when, and on what a control is to
be applied and who is to apply it.

* Processes that document the implementation of and the rigor with
which a control is to be applied.

¢ Processes that clearly define research security responsibilities and
expected behaviors for: a) institutional leadership and administra-
tion; b) employees and affiliates (e.g., faculty, staff, and students); ¢)
security administrators (e.g., I'T, research security); d) processes that
list appropriate individuals as points of contact for further informa-
tion, guidance, reporting, and compliance.



223

Global Engagement: A New Paradigm for Managing Risk 133

Institutions at Level 2 of the GEMM should focus on developing
standard processes through greater attention to documentation, stan-
dardization, and integration in preparation for advancement to GEMM
Level 3.

Level 3: Implementation
At this level) processes are formalized, standardized, and defined. This
promotes consistency across the institution. At this level of maturity:

* Processes are communicated to the individuals who must comply
with them.

¢ Research security processes and controls are implemented in a
consistent manner everywhere that they apply and are reinforced
through training.

 Ad hoc, individual, or case-by-case approaches are discouraged.

* Policies are approved by key affected parties.

¢ Initial testing is performed to ensure controls are operating as
intended.

Institutions at Level 3 of the GEMM should begin to focus on mon-
itoring and controlling processes through data collection and analysis
in preparation for advancement to GEMM Level 4.

Level 4: Managed

At this level, the institution begins to measure, refine, and adapt their
GERAMP processes to make them more effective and efficient based
on feedback generated by their program. At this level of maturity:

¢ Tests (including self-assessments performed by staff, contractors,
or other designated parties) are conducted routinely to ensure that
all policies, processes, and controls are performing as intended
and that they meet the appropriate level of the GEMM.

¢ Information gleaned from records of potential and actual foreign
interference and other related security incidents and from alerts,
such as those issued by I'T" security administrators, qualify as test
results. This information can identify specific valnerabilities and
provide insights into threats and risks.
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Independent audits, sach as those arranged by funding agency
Inspectors General, provide valuable feedback about an institution’s
performance but are not substitutes for routine and rigorous internal
testing,

Prompt and effective remediation is taken to address identified
vulnerabilities.

Evaluation requirements, including requirements regarding the
type and frequency of testing, are documented, approved, and
effectively implemented.

The frequency and rigor with which individual processes and con-
trols are tested depend on the risks posed by them not operating
effectively.

Institutions at Level 4 of the GEMM should begin to focus on con-

stant optimization by monitoring feedback from current processes and

by innovating to better meet specific needs in preparation for advance-
ment to GEMM Level 5.

Level 5: Integration

At this level, an institution’s processes are auromated, documented, and

constantly analyzed for optimization. Risk assessment and management

are part of the overall culture. However, reaching this level does not

mean that the institution’s maturity has peaked. It means chat itis mon-

itoring, testing, and adapting its processes constantly to make them

better. At this level of maturity:

®

There is an active and effective institution-wide GERAMP.

The GERAMP comprises consolidated practices that are integral
to the institution’s culture.

Implementation of the GERAMP is second nature.

Policies, processes, implementations, and tests are continually
reviewed and optimized.

Decision making is based on risk and mission impact.

Security vulnerabilities are studied and managed.

Evidence-based re-evaluations of threats are continually conducted
and controls are adapted to evolving research security environments.
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» Additional research security measures and opportunities for inno-
vation are identified as needed.

» Costs and benefits of research security are measured as precisely
as practicable.

¢ Status metrics for the GERO are established and met.

E. A New US Government-Sponsored Entity

US research institutions have a long way to go before they regain the
initiative in their management of foreign engagement risk, and they
cannot do it alone.”® Government support is essential but currently
scoped too narrowly to assist with the classes of the threat that this
report explores. The open and collaborative nature of the US research
enterprise creates an exceptionally soft target space thatin many instances
makes recourse to clandestine foreign operations such as espionage
unnecessary. In the lightly policed realms of fundamental and applied
research, a universe of risk flourishes within the bounds of the law and
therefore outside of the counterintelligence and law enforcement frames
of reference conventionally used by the government.

In principle, the public nature of this risk should make it easier to
recognize and abate. But in practice, foreign adversaries prey on the
credulity and incapacity of their hosts. "They obfuscate their identities;
mask references to defense-related partnerships and research projects
by using alternative, innocuous or vague English-language translations
or by omitting them altogether from their English-language materials;
and employ other means of concealment.”* US research institutions
generally lack the internal capabilities to detect and penetrate those

23. White House Office of Science and Technology Policy, Enbancing the Securiry
and Integrity of America’s Research Enterprise, June 2020, heeps://www.whitehouse
.gov/wp-content/uploads/2017/12/Enhancing-the-Security-and-Integrity-of
-Americas-Research-Enterprise-June-2020.pdf.

24. Rebert Delaney, “US Ties Activities of Arrested Chinese Military Officer to
Those by Defendant in Boston Case,” Sontd China Morning Post, June 25, 2020,
https//www.scmp.com/news/china/military/article/3090497/us-ties-activities
-arrested-chinese-military-officer-thoserutm_source=copy_link&urm
_medium=share_widget&utm_campaign=3090497.
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cloaks although they may hide in plain sight. As the journalist and
author John Pomfret has observed with respect to the PRC, “The Chi-
nese language is the first layer of encryption.”” Analogous claims could
be made of other critical languages, such as Farsi and Arabic.

"To overcome these impediments, we recommend the constitution of
a government-sponsored entity devoted to research and analysis of for-
eign engagement risk in the US research enterprise. The structure and
legal authority such an entity would operate under, especially as it relates
to privacy law, are to be defined by the executive and legislative branches.
Nevertheless, we suggest an interagency or hybrid form. The entity’s
mission will necessarily intersect with the portfolios of education,
defense, intelligence, law enforcement, and research funding agencies
but must transcend their individual perspectives, integrate their infor-
mation streams, and provide an urgently needed, unified point of contact
for the research enterprise.

The entity would interface directly with our proposed GEROs and
regional vetting centers to establish mutually beneficial relationships
of trust, promote proactive postures of integrity and security, and
empower research institutions to exercise their discretion with greater
wisdom. While the entity could supply classified information as needed
to vetting personnel who have the appropriate clearances, by working
predominantly in an open-source environment, it would facilitate infor-
mation sharing and foster more collaborative dynamics between gov-
ernment and the research community than current counterintelligence
and law enforcement-driven initiatives support. More specifically, the
entity would:

¢ Iistablish a central office with regional satellites across the United
States funded and administered by the government and staffed by
area specialists, linguists, and officials experienced in identifying

25. John Pomfret, “What America Didn't Anticipate About China,” The Atlantic,
October 16, 2019, hetps://www.theatlantic.com/ideas/archive/2019/10/chinas
~cultural-power/600049.
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and mitigating foreign engagement risks to US research, espe-
cially with respect to technology transfer and the PRC.

« Fill protection gaps by focusing on entities and activities earlier in
the R&D and technology lifecycles, which generally fall outside of
regulatory oversight.

* Provide compliance and vetting support to federal agencies that
fund the research enterprise and establish mechanisms for peri-
odic monitoring to ensure continued compliance with federal
grant and contracting requirements.

e Serve as a principal point of contact and conduit for GEROs and
regional vetting centers to exchange information and obtain strate-
gic threat assessments, tactical due diligence, and vetting support.

o Combine the research and analytic capabilities of the US govern-
ment, think tanks, and academia to publish studies, assessments,
and policy recommendations for clients in the research enterprise
and government.

+ Review open-source publications in key linguistic and geographic
spaces to identify high-risk foreign engagements, especially those
related to military R&D or emerging civilian technologies with
potential dual-use or high-value commercial applications.

e Serve as an authoritative source to advise research institutions on
emerging technologies important to national security.

¢ Collectand analyze information on all identifiable state-sponsored
talent recruitment programs to determine the extent of their activ-
ity in the United States.

¢ Build databases derived from publicly available information on:
entities that support the defense research and industrial base of
strategic competitors, entities that are ted to foreign state-directed
technology transfer missions and covert influence operations in the
United States, and entities that support the surveillance and secu-
rity apparatuses of states that engage in systematic human rights
abuses. These databases could be designated controlled unclassi-
fied information.

e Create a model for other nations, help them to develop similar
capabilities, and assemble coalitions,
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Figure 4. Thinking about Global Engagement.
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V¥, Conclusion

The excellence of the US research enterprise is inseparable from its
commitments to openness and academic independence, its institutional
autonomy, and its discretion to operate in a globalized world. However,
in a climate of sharpening strategic competition, these qualities also
engender vulnerabilities that are increasingly prejudicial to national and
€COnOomIc security.

Evidence points to serious structural and conceptual flaws in the
ways that research institutions and government each approach foreign
engagement risk. Although incremental reforms may eke out better
performance, the current system is decentralized and permissive by
design and was never equipped to coherently navigate among the count-
less shades of gray that now besetit. Asked to fight a battle thatit cannot
win, its insufficiencies are corroding trust and exhausting patience
among policymakers. The danger is that the remedies they ultimately
devise may leave the research enterprise and the nation weaker and
more isolated.

This chapter offers a way out of that breakdown (Fig. 4). It asks the
research community and government to reinvent their approaches to
foreign engagement risk so that they can meet one another in the middle,
each bringing to the table what it does best. First, a research institu-
tion’s GERAMP creates a strategic framework for rigorously assessing
risk and mitigating it through proportionate governance. Second, its GERO
operationalizes that framework, providing unified administrative leader-
ship, oversight, and coordination across the institution. The GERO liaises
with government directly and through joint regional vetting centers.
Third, OPSEC primes institutions to use the GERO to reclaim the initia-
tive by shifting from compliance-driven formalism to a proactive, adap-
tive posture. Fourth, the GEMM provides a structured methodology for
continuous improvement. And fifth, a government-sponsored entity con-
tributes its unique research and analytic capabilities to this apparatus and
supplies a unified point of contact on foreign engagement risk.

The goals? To empower research institutions and scholars to pursue
toreign engagements with the confidence that they can make better and
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more granular decisions, to acknowledge and honestly grapple with the
potential tensions between those engagements and national interests,
and to deepen mutual respect and collaboration between the research
enterprise and the government. All of this will admittedly require new
investment, but much can be achieved by resolutely changing the para-
digm to align and harness existing assets more effectively. It is impera-
tive that we pull out of the trajectory that we are now on; the stakes are
too high not to.
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Senator BARRASSO. The report states that a group of universities
in China, known as the Seven Sons of National Defense, tying this
into the military, operate as prime pathways for harvesting U.S.
research and diverting it to military applications. Can you please
explain why the Department still collaborates with researchers at
the Seven Sons of National Defense?

Ms. Fu. So I will say research security is an issue that I have
long thought about and the Department has been extremely fo-
cused on since the Manhattan Project. I personally worked on re-
search security policy in the last Administration at the Office of
Science and Technology Policy. So this is an area that is critically
important for our continued national competitiveness.

DOE, as a government agency—we do not have any bilateral, on-
going cooperation with Seven Sons institutions. We are aware and
very clear-eyed about the risks of China’s military-civil fusion poli-
cies. And that is why we have a managed research environment
within the fence lines at the DOE National Labs when it comes to
our science and technology risk matrix, the foreign national access
screenings that we do, as well as our ban on foreign government-
sponsored talent recruitment plan participation.

Senator BARRASSO. So, Dr. Kaushik, you mentioned the Seven
Sons of National Defense in your testimony. What is your opinion?
Should the Department just cut all ties along these lines, or is
there further——

Dr. KausHIK. Certainly, I think no researcher being funded by
any taxpayer dollars should be collaborating with any researcher at
Sevens Sons of National Defense.

Senator BARRASSO. So what are several things that the Depart-
ment of Energy could do better to protect advanced computing re-
search?

Dr. KAUSHIK. I am so glad you asked that question because I
think there are a lot of things that the DOE has been doing that
are ahead of the curve compared to other agencies, and in fact, I
have to give them credit for that—the recently released “Guidance
for Implementing National Security Presidential Memorandum 33
(NSPM-33) by the OSTP. DOE is already implementing things
that are ahead of that.

Now, what more can we be doing? And I think this doesn’t just
apply to DOE, but to the broader research ecosystem. I think we
need to increase transparency here, right? We must be more forth-
right with the researchers about the concrete risks to our national
security. Currently, we just often present warnings or hypothetical
scenarios of illicit technological transfer, which is insufficient to
convey the gravity of the situation. These are researchers and sci-
entists. These are generally well-intentioned people who are ana-
Iytical, who want to see more evidence to be able to see what the
stakes are. An example I will give you is the MD Anderson case,
which was about the NIH. They provided a clear example of a secu-
rity breach, where an email explicitly directed the transfer of privi-
leged information. And that letter was published openly. So I think
such concrete examples are more persuasive than generalities.

The other thing I would say is, we need to clearly delineate basic
research environments—our research environments more generally,
right? We need to reassess the classification of basic research. We
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need to establish clearer boundaries between open and secure envi-
ronments. Now, for example, in the Air Force Research Lab in
Rome, they have a facility outside the gate to interact with univer-
sities and others, whereas, everything behind the gate is doing se-
cure research. Now, DOE does a lot of that at a lot of labs, but that
needs to be the practice. That needs to be the norm.

It is not clear to me why NSF funded hypersonics research, for
instance, which is considered basic research. I would be all for hav-
ing basic research open if it was truly basic research, but that is
not basic. And I think that is something that we need to clarify.

And then, I would say that very specific to DOE, we need to
strengthen the protection of commercially relevant technologies.
Now, a critical area that requires our attention is the protection of
research that is conducted in partnership with commercial entities.
National labs and universities frequently engage in projects with
significant commercial value through mechanisms like strategic
partnership opportunities or user facilities agreements. Now, cur-
rent policies, whether it be the NSPM-33 or even the CHIPS Act,
they do not adequately address the security concerns associated
with these public-private partnerships. We need to develop more
comprehensive guidelines and authorities to manage these partner-
ships effectively to ensure proper safeguards there. And I think
this, again, extends beyond DOE facilities, but also the universities
that are collaborating with major technology and pharmaceutical
companies.

Senator BARRASSO. Thank you.

Mr. Chairman, my time is expired. I just wanted to comment on
the last question you asked about the disposable power.

The CHAIRMAN. Right. Dispatchable.

Senator BARRASSO. And you know—I'm sorry, dispatchable
power. The magazine, the Economist, says that, kind of, since the
Paris Climate Accords, the U.S. has taken out about 150 gigawatts
of coal-related power. China and India, 250 more gigawatts on.
Why do they need it? Because of the technology, the Al, all of those
things. The New York Times says five years from now the amount
of energy that we are going to need in this country is equal to add-
ing an entirely new California to the grid. Why? Because of this
very reason. So we seem to be woefully behind in our ability to
produce the power that we are going to need and are taking down,
right now, power that can be used and needed because of the at-
tacks from the environmental communities, but we need to be very
clear-eyed about what is happening globally and what China is try-
ing to do in terms of trying to become the military, the economic,
and the technological superpower of the world. So thank you, Mr.
Chairman.

The CHAIRMAN. Thank you, Senator.

Senator Hickenlooper.

Senator HICKENLOOPER. First, let me thank each of you for your
service and being involved in this. Mr. Chair, I appreciate you for
calling this meeting.

Let me start. Dr. Kaushik, AI obviously can improve efficiency
and reliability of our electric grid in predicting and managing sup-
ply and demand. While we work toward that goal, however, the
National Electric Reliability Cooperation, as well as the Bravo
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Group, projected, as we have just been discussing, significant in-
creases in demand on the grid in part from data centers that are
training and running these Al systems. So Dr. Kaushik, how much
do we know, and what more information do we need about what
our benefit is here? In other words, how much more electricity will
Al and these emerging technologies require, and how can we begin
to estimate the benefits and the savings in energy that they will
provide us?

Dr. KausHIK. Thank you, Senator. I think predicting this future
demand is going to be challenging, one, because we don’t have the
insights into proprietary plans of companies for training new mod-
els, or sometimes they have speculative, unfulfilled requests for our
new capabilities from data center vendors. But what we do know
is that the International Energy Agency has predicted that the
electricity demand for data centers will double by 2026—the global
demand. And I think data, even if it does not double, even if it is
just, you know, increasing by ten percent, we cannot take that risk.
We need to be prepared for that. I think, as Dr. Gleason men-
tioned, that there are some reports that predict that 10 percent of
global energy usage will be by Al data centers.

I think we have to reduce that uncertainty, and I believe DOE
is already working on that as part of a mandate they have from
the Energy Act of 2020, but I think overall, the facts of the matter
on the ground are that in your home state, for instance, in Colo-
rado, a hyperscaler recently invested in geothermal energy west of
the Rockies. I think the private sector is seeing this, and they are
like, we need to invest in the capabilities. Just this week, on Ora-
cle’s earnings call, they shared that they are willing to build a one-
gigawatt data center and they have started the process on that.
And these are things that companies are actually investing in, and
I think that is a clear signal for why we need to be prepared.

Now, what needs to happen to reduce that uncertainty? I think
Al can help there. We have all these earnings reports coming out.
We have all these announcements from companies. We have the
GIS data. We can use that to better reduce our uncertainty on how
much power demand will be in particular regions. It may not be
an issue nationally, but it’s certainly creating strain on particular
regions like Northern Virginia, for instance.

Senator HICKENLOOPER. A lot of regions, I agree completely.

Ms. Fu, the National Institute for Standards and Technology
(NIST) has established the U.S. Al Safety Institute to work with
government agencies and the private sector to develop metrics and
benchmarks and tests that ensure Al systems are both safe and re-
liable. And as we have been hearing today, DOE is home to incred-
ible technical expertise, a world-class computing infrastructure,
valuable scientific data that positions the Department to be, really,
a leader in all this Al research and development. Ms. Fu, could you
describe how DOE collaborates with NIST and NSF and other
agencies, but that collaboration to advance Al safety research
which, I think, you know, we are getting the cart before the horse
here a little bit.

Ms. Fu. Thanks so much for that question. Certainly, Al safety
and security is of key importance for DOE and for the country.
This is something that the AI executive order speaks to. We have
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been coordinating with commerce very closely. We are working on
an MOU with the Al Safety Institute so that we can bring the ex-
pertise at DOE to bear on these questions of Al safety and security.
One thing I will note is that our National Nuclear Security Admin-
istration has been focused on this issue, even before the issuance
of the Al executive order because of how important it is to our mis-
sion, and they have been doing evaluations of open models and pro-
prietary models for some time now. And we think that there is ex-
pertise that we have developed through that process that we hope
to bring to bear in our cooperation with the Al Safety Institute.

With NSF, we have been working very closely to try and see
where we can align some of our workforce efforts. We talked a little
bit about that before, about how we can draw the line a little bit
more closely between the workforce efforts they are doing at uni-
versities all across the country and the resources and training and
capabilities we have at our national labs. We also are co-funding
a research coordination network on privacy-enhancing technologies
because we think that this is an incredibly important field of work
that is important to coordinate on.

Senator HICKENLOOPER. Of course, absolutely.

And T figure there is an opportunity here for the White House
Office of Science and Technology Policy to begin to help coordinate
all these different efforts, because there does need to be some sort
of, you know, the hive mentality has to be directed properly and
coordinated.

Dr. Gleason, Colorado’s Elevate Quantum recently received an
award from the Department of Commerce to expand our—what we
feel is the nation’s leading quantum ecosystem, and Colorado com-
panies, universities, and the workforce are determined and ready
to build on this federal investment to create quantum-enabled tech-
nology that solves real-world problems in navigation, communica-
tions, computing, et cetera. Quantum computers and classical com-
puters are most effective at solving different and distinct problems.
So how will DOE bring together the different advanced computing
technologies, including quantum and classical computers, to solve
these, the most challenging science and technology questions?

Dr. GLEASON. So, very good question. It’s a very important ques-
tion. I think what I will start with is that it comes down to hetero-
geneity of computer systems. So what I mean by that is, bringing
different computing technologies together to bear that can attack
different parts of a problem where they are the most efficient tech-
nology to attack that piece of the overall challenge. And I will just
use history as an example. So high-performance computing used to
be CPU-focused only. Then, they became more heterogenous by
adding GPUs.

Senator HICKENLOOPER. Right.

Dr. GLEASON. And GPUs are very good at Al training, et cetera.
CPU is good at modeling and simulations. So there is an example
of where heterogeneous computing can be used to attack different
types of problems, different parts of a problem.

I think the future—one of the things that DOE and the national
labs are very focused on are what are the next versions of heteroge-
nous computing that are on the horizon. And you have already
mentioned one. We talked a lot about quantum recently in this
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hearing. Quantum computers are very good at solving optimization
problems, for example. Logistics problems. They are very good at
simulating molecular dynamics or chemistry because of the nature
of the quantum mechanics that are used to drive the quantum com-
puters. So integrating classical HPC with future quantum com-
puters, I think, is a really important thing that the Department
and the national labs need to look at, and that is a big challenge.
How do you integrate these very different types of architectures
that run with very different software stacks and software plat-
forms? How do they connect together? How do they communicate?
And how do you make a quantum co-processor, for example, that
lives in a data center with a frontier supercomputer and takes on
some of these challenging parts of the problem, probably in a more
energy efficient way and probably faster? Other technologies—
neuromorphic computing is another good example of another het-
erogeneous option. Neuromorphic co-processors can also tackle
unique challenges.

And so, and then, I think there are computational architectures
that we haven’t even thought of yet, and the Department of Energy
is exploring and the labs are exploring what those might be, but
I think increasing the heterogeneity is one really strong path that
DOE and the labs should follow.

Senator HICKENLOOPER. I think we are going to need several
more hearings to really explore this thoroughly.

Senator KING [presiding]. On behalf of the Chairman, Senator
Hawley.

Senator HAWLEY. Thank you very much, Senator King. Thanks
to all the witnesses for being here.

Dr. Gleason, if I could just start with you. I just want to start
with a question about Oak Ridge National Lab, since you are here
from that institution. You have worked there for more than 30
years, is that right? Thirty-four I think you said in your opening
statement. Do you mind if I ask, do you happen to live in the area
as well?

Dr. GLEASON. I do.

Senator HAWLEY. Here is why I am asking. You are probably fa-
miliar with the role of Oak Ridge in the Manhattan Project, I bet.
Is that fair to say?

Dr. GLEASON. I am, yes.

Senator HAWLEY. Could you just give us, for the benefit of those
who are watching the hearing, could you just give us a thumbnail
sketch of what Oak Ridge did for the country, to the extent that
you know it? It doesn’t need to be detailed, but just give us a syn-
opsis of what Oak Ridge did for the country during the Manhattan
Project?

Dr. GLEASON. Yes, I mean, Oak Ridge, you know, was stood up
in the early 40s to try to help build the nuclear material that
would power the bomb. So we built the world’s first continuously
operating nuclear reactor, called the Graphite Reactor, which is
part of that process. The Graphite Reactor is no longer operational
but you can go look at it. It is a wonderful tour stop when you come
to Oak Ridge, but we are very proud of our roots in the Manhattan
Project and it continues to inform our national security mission,
part of what we do. We do Office of Science work. We do national
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security work. But our roots in the Manhattan Project—one of the
big areas that came out of that was our materials science strength.
And we have a huge pillar and strength in materials science that’s
roots go back to that Manhattan Project and Oak Ridge’s contribu-
tions.

Senator HAWLEY. Very good, thank you for that.

I asked because Oak Ridge was such a critical part of the Man-
hattan Project, as you say, and the Oppenheimer movie of this last
year, I think, raised awareness about what that project looked like
and how it got started and the importance of Los Alamos, but real-
ly at Oak Ridge, you know, the government produced plutonium
and then there were other uranium processing sites around the
country, including in my home State of Missouri, in St. Louis. And
as you probably know, in both Oak Ridge and St. Louis, despite the
fantastic vital contributions of those processing plants, facilities,
and labs to our national security, the nuclear waste was not prop-
erly disposed of in either place, and in Oak Ridge, the effects on
the community have been severe. And I just want to quote from an-
other one of your fellow residents there in the Oak Ridge area—
Tanvi Kardile is her name. She is the coordinator for the Oak
Ridge Environmental Peace Alliance, who has said that, “It is time
that people in Oak Ridge receive compensation for being exposed
to radiation from nuclear waste.” And now, Oak Ridge, as we
speak, is a Superfund site, and that is good. It is well long overdue
that it be cleaned up, but not only should it be cleaned up, those
folks, your neighbors in the area who have been exposed to nuclear
radiation over the years, ought to be compensated for it, just like
in the city and region of St. Louis.

And I bring all of this up because this body, to its credit, passed
legislation that would compensate the good folks of Oak Ridge and
the St. Louis area and other similar nuclear sites and other folks
who were exposed to downwind testing during the Manhattan era
and the Cold War era. We passed that legislation by 69 votes. And
I look across the aisle, Senator King voted for that. I appreciate
that, Senator. And many—most of my colleagues, it was a huge
vote. It’s now in the House of Representatives. And I just, having
you here from Oak Ridge, considering everything Oak Ridge and
the entire region there that you work at has done for this country,
I couldn’t let the opportunity pass to thank the good people of Oak
Ridge, to thank the scientists that you work with, to thank that
community, and also to call on my colleagues in the House to pass
this legislation. Compensate these good Americans, who bore the
brunt of our effort in the Second World War and the Cold War,
which we won because of the effort of people at Oak Ridge and in
St. Louis, and the residents who weren’t themselves scientists but
lived in the area and have suffered the effects of the nuclear radi-
ation—they are proud to be Americans and to have served in this
effort. They deserve compensation, however, just as they deserve to
have their communities cleaned up.

So thank you, Dr. Gleason, for testifying about the significance
of that.

Dr. Kaushik, if I could just come to you in my remaining mo-
ments here, just about the dangers posed by China and AI. You
highlighted in your opening statement—your written statement—



249

the 2017 National Intelligence Law in the PRC requiring Chinese
citizens and organizations to share information with state intel-
ligence. Can you just speak to the dangers of American AI compa-
nies doing business with China, investing in Chinese AI,
partnering with the Chinese businesses, whether overtly state-con-
trolled or not? Can you speak to that a little bit?

Dr. KAUSHIK. Senator, thank you for that question. I think it hits
right at the heart of the argument on economic security and na-
tional security. I think American businesses doing business in the
PRC—at one point, our government promoted them to do it, and
that is okay, like, that was our understanding of the PRC back
then. Things have changed. And today, if a company goes and in-
vests in China, what they are doing is inherently supporting their
economy, inherently supporting an authoritarian regime. They
don’t know whether what they are investing in is also fueling slave
labor in Xinjiang. I think that is an important consideration for
any American company who wants to invest in other countries—
they have to take that into account.

We have to be realistic about what is happening. We cannot live
in a dreamland of the China we want to operate with. We don’t
con}tlrol that. We control what is the China that we are operating
with.

Senator HAWLEY. I am so glad to hear that from you, and I hope
that every corporate CEO will listen and take to heart the words
you just said. I asked partly because I just had the opportunity to
talk with an Intel executive who was testifying at a different com-
mittee. Intel, of course, is investing billions in China, and in Chi-
nese Al in particular. And this executive argued to me—this was
just 48 hours ago—argued to me that this is of great benefit to the
United States. There are no security concerns with it at all. It’s
really good for America. But the telling thing was, you mentioned
the Uyghurs—Xinjiang Province. He would not condemn the perse-
cution of the Uyghurs. He said, “you know, well, I just—I can’t
speak to that. It’s unclear if there really is any forced labor in
China.” This, I think, is, frankly, the moral hazard that our compa-
nies face if they do business in China. If they find themselves com-
promised by the PRC, they are effectively—they run the risk of
supporting slave labor, of helping the Chinese Al program in a way
that is materially to our detriment, but is also, frankly, just mor-
ally wrong.

So thank you for your clarity on that. And I just think these com-
panies, these so-called American companies, it’s time that they ac-
tually did something for the values that we cherish as Americans,
and ending slave labor ought to be at the very top of that list. And
I, frankly, am sick of these companies taking billions—Intel is get-
ting billions—$8.5 billion—just approved to go to Intel under recent
laws that this body has passed. And yet, they are turning around
and spending billions in China, and won’t condemn slave labor—
in fact, they may be benefiting from it. And I just think that’s
wrong.

I see my time is expired. I have a couple more questions for you,
Dr. Kaushik, just about safeguarding our national labs. So I will
give those to you as written questions.

Thank you, Mr. Chair.
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The CHAIRMAN [presiding]. We might have a second round too,
if you can stay, okay?

Senator Cortez Masto.

Senator CORTEZ MASTO. Thank you. I want to thank the Chair-
man and Ranking Member for this conversation. I love this chart,
by the way, thank you.

I understand one of my colleagues talked about it, but I am just
going to put a finer point on this because I understand that this
conversation just highlights the fact that a rapid increase in pro-
jected electricity demand is happening because of Al and because
of data centers. And I know this in Nevada because we actually
have both happening here, and we are a major hub for data cen-
ters. You just had conversations with Switch in my state on this
very topic. So I am very interested in how we address that demand.
And I think it is everybody’s responsibility to figure this out if we
want to lead in this country in emerging technology, right? So if
you have any additional information, I would love to hear it, on
how we address and be a part of the solution here to address that
emerging demand as well.

Ms. Fu.

Ms. Fu. Yes, this is something, as I mentioned earlier, something
that the Department is laser-focused on. And I think it is due to
our role in leadership in advanced computing, understanding what
the energy needs of Al will be, but also in our role with the energy
part of our name. We see an enormous opportunity here. It is true
that energy demand is growing. It is doubling. Energy demand
from data centers is doubling from a very low base. However, it is
a local issue that we need to really get our heads around. We think
that DOE has a really unique role here in helping to convene
stakeholders. This is something that the Secretary has been think-
ing through. She has charged her Secretary of Energy Advisory
Board to look at this issue and they recently came out with rec-
ommendations. We would be happy to share them. We are starting
to implement and look through those recommendations to see what
we can do. We will be convening stakeholders around the country
in areas of high load-growth. This is going to be an effort over the
next several months.

We do think that there are things that we can do now. And I
think part of the challenge with Al load-growth is that it’s both a
very large load and the expectations are very fast, you know, this
large load is going to come online in the next—now, through the
next few years. And so, we have many different kinds of tech-
nologies that we are looking at that are going out to 2030. We are
doing everything that we can to look at what we can unlock now.

Permitting, of course, is one piece of that. We actually have an
Al and permitting pilot that we have already launched to see how
we can use Al to expedite and streamline the permitting process.
And one of the things that we have been able to do is to take the
entire corpus of NEPA documents, which normally go in a huge
binder and they get put on the shelf, and make them Al-ready,
digitize them, and make them available to the entire scientific com-
munity and to industry to develop new tools to help with this proc-
ess.
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But we know that there are near-term needs, mid-term needs,
and longer-term needs, and DOE is focused on all of those.

Senator CORTEZ MASTO. And I know you are, because of your
footprint in Nevada, by the way. And so, thank you. My only ask
is, and you talked a little bit about it, you invite industry in to
have them as part of the solution. I talk with the CEO of Switch
r(eizgularly, and I just talked to him about this issue. They have
ideas.

Ms. Fu. Yes.

Senator CORTEZ MASTO. Right. And so, they should be part of
this discussion.

Ms. Fu. Absolutely.

Senator CORTEZ MASTO. Nevada is a perfect place to have this
discussion because of DOE’s footprint, but also there is this nexus
between energy and water and the challenges we have there. There
is also, in Nevada, a large footprint just of the Federal Government
that should be partnering with the state and private sector in fig-
uring this out. And for that reason, I am hoping DOE is also
partnering with the Department of Interior. You talked a little bit
about permitting, but it’s Department of Interior that has/owns a
lot of the land, right? So I am hoping that—and can you talk about
that? Is there that partnership that is happening with other federal
agencies, including the Department of Interior?

Ms. Fu. Yes, there is a lot of focus on this. We are working
through the CEQ that is convening the interagency body. I will say
the AI and permitting pilot, we are working with the 13 agencies
in the permitting council on this issue. And we recently, through
Savannah River National Lab, issued an RFI that looks at poten-
tially siting data centers, even on federal land.

Senator CORTEZ MASTO. Okay.

Ms. Fu. So we are looking at all of these issues, looking at all
of these options. We understand the urgency of the issue.

Senator CORTEZ MASTO. Okay.

And the only other stakeholder that must—must be at the table
is our state and local folks, right, because we manage our economic
development, our population growth, our needs with the Federal
Government because the Federal Government owns most of the
land in the state. So I am hoping that you pull our folks in as well
in this conversation. It is crucial. Thank you.

You talked a little bit about the workforce that we need for the
future. What else should we be aware of here in Congress that we
have to focus on, particularly for that workforce of the future that
is going to kind of lead and be a part of these emerging tech-
nologies? Anything that we didn’t talk about that I need to know,
or we need to know?

Dr. KAusHIK. Happy to take that on. I think, Senator, that is an
incredibly important question that is at the heart of this conversa-
tion. The population of the PRC is four times ours.

Senator CORTEZ MASTO. Right.

Dr. KAUSHIK. They are producing four times as many bachelor’s
degree holders in STEM, twice as many master’s and twice as
many Ph.D.s. This is not a competition that we faced in the Cold
War. The population of the Soviet Union was nearly as much as
ours. The economy was far below, and here the population is much
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higher, much more talent to tap into, and they have these sophisti-
cated programs and they are trying to bring more talent into their
country. I will give you an example. They have this national inno-
vation-driven development strategy, which aims for the PRC to be-
come a key hub for global high-end talent by 2050. Now, they have
changed their visa and permanent residency programs. They have
established a “thousand foreign talents” program, alongside the
Thousand Talents Program, to recruit foreign nationals to China.
And I think we need to have a talent strategy here.

What does our talent strategy look like? DOE has some fellow-
ships for U.S. nationals. I think NSF has their own fellowships.
Agencies have their work cut out here, but at the same time, there
is a big chokehold that only this body can solve, and that is—I will
quote the Singaporean leader, Lee Kuan Yew, who said when he
was asked whether he thought China would overtake the United
States in the 21st century, he said, “No, because the United States
has long attracted the world’s best and brightest.” He said that the
United States fosters a diverse culture of creativity, and China will
struggle to do so. Despite having 1.3 billion people to tap into, the
United States has seven billion to tap into because we can assem-
ble a rest-of-the-world team. But I think you see that in Al today.
Sixty-five percent of the top Al startups have at least one person
as a founder or co-founder who came here through legal immigra-
tion means. I think that has to be an important part of the con-
versation on workforce.

So we need an all-of-the-above approach here to be able to match
the numbers that they are putting out in STEM Ph.D.s and STEM
master’s and bachelor’s.

Senator CORTEZ MASTO. And then finally, and I agree, but that
can be done, Dr. Kaushik, with what your caution was before of
how do we secure it? How do we ensure that we are securing the
technology, right, for our use in our labs? There is a way to balance
it and you believe that can be done?

Dr. KAUSHIK. Absolutely. There are, you know, the guardrails I
talk about, most of them are objectively laid out in what we call
the National Security Decision Directive 189, which was issued
during the Reagan Administration during the Cold War, about pro-
tecting American technological advantage. The National Academies
also did a report in 2022 at the direction of this body on protecting
U.S. technological advantage, and they said that it is possible.
Now, what do we need to do to actually get there? I think we have
to recognize the competition is a bit different. You know, we cannot
continue funding hypersonics research as basic research and saying
that we will make that openly accessible, right? We have to classify
the research when it needs to be classified. We have to have that
conversation.

A risk matrix cannot be a silver bullet. We have to have a prior
conversation on what is okay to be made openly accessible and
what needs to be behind closed doors, who should have access to
certain research and who should not. And I think we need to be
very careful about whether it is even people from our partner and
allied countries to be able to have access to those, you know, those
technologies that we are researching that are of a sensitive nature.
It’s not just about preventing PRC access to those technologies.
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Sometimes we just don’t want the fact that we are developing those
technologies disclosed. I think there is a way we can balance that,
and I think NSPM-33 does a really good job at it. It was produced
by the Trump Administration as an all-of-government approach.
The Biden Administration, to its credit, has continued working on
it. Despite OSTP’s massive delays in releasing implementation
guidance, it is the right approach. The Trump Administration also
issued the Presidential Proclamation 10043, which bars the entry
of certain Chinese graduate and postgraduate students who have
ties to military-civil fusion institutions. And I think that is taking
a scalpel rather than a sledgehammer to this and that is the right
way to go about it.

Senator CORTEZ MASTO. Okay, thank you.

The CHAIRMAN. Senator King.

Senator KING. Thank you, Mr. Chairman.

As we have been sitting here, a few minutes ago, I asked a ques-
tion of ChatGPT-4, and the prompt was “give me a poem in the
style of Robert W. Service about the U.S. Senate Committee on En-
ergy and Natural Resources.” Okay, Robert W. Service is my favor-
ite poet. He wrote about the Gold Rush, and wrote “The Cremation
of Sam McGee” and “The Shooting of Dan McGrew.” Anyway, that
was what I asked. In three seconds, this is what I got back:

“In the hallowed halls of Congress where the mighty stand so
tall, there is a group that tends the nation’s needs, its energy and
all. The Senate committee gathers round with purpose in their
eyes, for the fires of coal and sun and wind they seek to harmonize.
Old Service might have marveled, for their work is just as bold as
the gold rush tales he spun so well of lands both harsh and cold.
They wrestle with the power lines, the drilling, and the frack, the
forests and the oceans deep and what they give us back. Oh, the
Senator from Texas . . .” and by the way, this proves Al isn’t al-
ways right, there is no senator from Texas on this committee, “. . .
with a mind on oil’s flow, speaks of wealth beneath the earth and
profits yet to grow . . .” listen to this: “. . . but across the room
a voice rings clear from Maine’s wild rocky shore, there is wind
upon the sea my friend, we must demand much more. The coal
fields of Wyoming, the pipelines out of sight, they spar with solar
panels shining clean and bright, and as they hash their quarrels
out with power in debate, the future of the nation’s grid they strive
to navigate.”

Isn’t this amazing? This was three seconds. It continues:
yet all the while the rivers run, the mountain stands so high, the
forests whisper ancient tales beneath the open sky, and those who
sit and legislate with duty on their chest know nature’s gift is fleet-
ing and they must do their best. So let them weigh the costs and
gain. Let compromise be found, for in the hands of those who lead
the nation’s fate is bound. And like the miner seeking gold and
Service’s rugged lore, the Senate digs for answers deep on nature’s
precious shore.”

That is what Al can do, which I think is absolutely astounding,
bult the fact that it made a mistake, I think, is also a cautionary
tale.

Okay, Senator Barrasso was talking about the electricity issue
and the coming problems, and that is one of the reasons we are
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supporting—I don’t know if you know, but two weeks ago we re-
ported out a comprehensive permitting bill in order to unleash the
power, particularly of renewables, because without transmission we
are not going to have those resources.

Okay, one question on quantum computing and advanced com-
puting, and I don’t want to pursue this too deeply, but I want to
be sure, Ms. Fu, that we are not duplicating. There are other peo-
ple in the U.S. Government working on this problem and I just
want to be sure that there is coordination, and you don’t have to
go into any detail, but assure me that you know what is going on
in other agencies and that we are doing this, because this is an ex-
pensive proposition, that we are not duplicating and overlapping
because of competing jurisdictions.

Ms. Fu. We are not duplicating. We are working closely with the
White House National Quantum Coordination Office, and working
closely with other agencies on this issue. And I think what we
talked about earlier around AI, you know, and where DOE plays
a role is around developing the capability. And so, the foundries
that we are developing, the testbeds, the different kinds of user ac-
cess programs, these are things that only DOE can do. We work
with other agencies to build up the broader ecosystem, but the
large-scale science and the facility side of this issue is something
that is a DOE strength.

Senator KING. Well, please keep an eye on that issue.

Ms. Fu. Absolutely.

Senator KING. And in the context of this Committee, are there
ways that Al can assist us in the more efficient allocation of power,
the more efficient running of the grid? There is a lot of inefficiency
on the grid today, and we are developing what are called GETs—
grid-enhancing technologies. I think that a complex system like the
grid, and by the way, we need to distinguish between power and
the grid, between capacity and the wires. But can Al be helpful to
us in more efficiently managing the grid?

Ms. Fu. It can, and I think just taking it back to the poem that
you wrote with ChatGPT earlier, I think that is a really good ex-
ample. ChatGPT and all of the commercial large language models
were trained on human-generated information off the entirety of
the internet. And the kinds of things that we are talking about in
our FASST proposal are not training on the internet. It’s not train-
ing human-generated data. It is training on scientific data where
we can trust the provenance of that data and it can follow the laws
of math or biology or physics. And so, when we look at the grid and
we look at the things that we are going to need, and that is a very,
very high-consequence use-case, this is lights on or lights off. We
need to 100 percent have trust in where the data is coming from
to train this and what——

Senator KING. I am assuming it’s trustworthy data, my point is,
analyzing massive data about how the grid is operating will enable
us to operate it more efficiently. Is that correct?

Ms. Fu. Yes, we think that there is a huge use-case on using Al
to look at how we control massive systems like the electric grid.

Senator KING. Thank you.

Final point, and we have touched on this—we just did. Dr.
Kaushik, how much talent are we losing because of our not-very-
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functional immigration system and, you know, the quote from Lee,
Kuan Yew, who is a genius, is very appropriate, but my sense is
it used to be a lot of foreign students would come to the U.S., they
would get a graduate degree from Stanford or Notre Dame or NYU
and they would stay. Now they are leaving. Now we are making
it harder for them to stay. How do we open up this system safely?
I understand there are security concerns, but my sense is we are
losing a lot of talent.

Dr. KausHIK. Certainly, Senator. I think there was a recent
study that was done which found that over 50 percent of Al Ph.D.
graduates who leave the country cite that as the reason why they
are leaving the country.

Senator KING. Because of the immigration laws?

Dr. KAUSHIK. Yes.

Senator KING. So there is a pile of talent who we are chasing
away?

Dr. KausHIK. Correct. And many of them are from nations which
we consider as partners and allies. I think that is something that
we have to recognize, that there is

Senator KING. So we are doing this not only to Chinese people,
or Russian people, but we are doing it to Australians or people
from France or Germany.

Dr. KausHIK. Correct, yes, Senator.

Senator KING. That is just crazy.

Dr. KAUSHIK. That is totally the case. In fact, the CCP recognizes
this, and I am going to give you some quotes directly from them
where commenting on the U.S. retention of Chinese STEM stu-
dents, I will just say, the head of CCP’s Central Talent Work Co-
ordination Group complained that the number of talents lost in
China ranks first in the world. But now, if you look at their data—
granted all the issues in their data—the fraction of the Chinese
students who are returning home is increasing despite long-term
stay rates. If you look at students from the PRC who graduated
from U.S. universities in 2015, over 90 percent of them are still in
the United States, but that number is declining overall, especially
at the undergraduate level, it’s declining a lot.

A state-run consulting firm wrote in an Al policy white paper in
China that U.S. restrictions on immigration have provided China
opportunities to bolster its ranks of high-end talent.

Senator KING. Brilliant.

Dr. KAUsHIK. These are direct quotes from the Chinese Com-
munist Party.

Senator KING. Shouldn’t we—assuming sufficient security anal-
ysis—shouldn’t we just staple a green card to diplomas?

Dr. KAUusHIK. I think, Senator, that is a worthy consideration. I
would say that we do need security provisions attached, like some
of the provisions that were under consideration here in the CHIPS
and Science Act, for instance, of applying sanctions to people who
are found guilty of economic or industrial espionage or academic es-
pionage. I think that is something that we should be——

Senator KING. We can deal with that and that is a small percent-
age.

Dr. KAusHIK. Correct.
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Senator KING. In terms of gaining a huge amount of talent that
will drive this country into the future.

Dr. KausHIK. I think what you are saying is absolutely right, and
this is what Bill Evanina, who was a former counterintelligence
chief in the previous administration, also said that we bring about
350,000 Chinese students here every year. We have very liberal
student visa policies for them. About one in a thousand of them are
bad-faith actors, and so we need that scalpel-based approach to re-
move that one out of a thousand rather than shutting the door on
all 350,000. And I think that is the right approach that the Trump
Administration took with its Presidential Proclamation 10043 and
NSPM-33 and the likes. I think there are obviously still a lot of
issues that we need to deal with and that can be done. At the same
time, we—I think it was Senator Cantwell who said during the
CHIPS and Science Act that either we recognize this problem today
or we will wake up in ten years and China will be ahead in every-
thing and we will have no time to work on it.

Senator KING. Thank you.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

Senator Murkowski.

Senator MURKOWSKI. Thank you, Mr. Chairman and thank you
to those of you who have been part of the conversation here this
morning.

Mr. Chairman, I want to thank you for your leadership and invit-
ing me to join you with the Department of Energy Al Act that we
are working to advance to make sure that DOE has the tools that
are necessary to really leverage some of the benefits here of Al. I
look forward to being able to advance that and also to be sup-
portive of the measure that Senator Daines is introducing, the
DOE Quantum Leadership Act of 2024, I think all good measures
that just add to the toolbox here.

Senator King, I sit in just amazement of what you shared. Al-
though, I will say that the “The Shooting of Dan McGrew” was still
one of Robert Service’s finer pieces of work, and I think he would
have been offended by the

Senator KING. “A bunch of the boys were . . .”

Senator MURKOWSKI. “. . . whooping it up in the Malamute Sa-
loon.” Yeah, we could go on, and I will regale you with my Robert
Service. It’s one of my favorites, so you made me smile here this
morning.

I want to ask a little bit more about application of these tech-
nologies. There has been a lot of focus in the Committee here on
national defense, competitiveness issues, power grid resilience, and
as Senator King mentioned, efficiencies. Talk to me a little bit
about how we can utilize these technologies in other fields, whether
it’s resource exploration, disaster prediction, climate resilience, ad-
aptation planning. Let me share with you—I had a meeting just
yesterday with some scientists from Woodwell, focused on what
they call the Permafrost Pathways. And it’s essentially utilizing
available mapping to understand and determine where we have
greater vulnerabilities, whether it is with releases of carbon, as we
are seeing the permafrost melt or just the application in whether
or not you would even think to put a community or a structure
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there, and a lot of discussion about where the data is. As scientists,
are they able to access the public repositories? You know, BLM
does certain analysis, or a service in Alaska does analysis. What
is available to them and how would their work be facilitated in
other ways? And I think exactly about some of what we are talking
about here.

The other thing that I will ask you to think about and help me
with, we had a deadly landslide in my hometown of Ketchikan just
a few weeks ago. This is an area in a neighborhood where my fam-
ily grew up, had the same house for 60 years, and not in an area
that is prone to landslide, and yet, as we are seeing more intense
weather, we are seeing these impacts in our communities that are
really quite frightening. And so, we are asking what mapping have
we done? What monitoring is going on in terms of precipitation?

And we are told that, well, at the place that we were at the day
of the landslide, the rainfall was somewhere between six and eight
inches that day, whereas the weather monitoring station, which is
right across—maybe a half a mile away, is less than two inches.
Still a rainy day. And so, we are talking about—we have these
tools that are out here, but who is able to communicate with who?
And I am giving you a rambling open-ended question, but I have
a lot of problems that we are looking to solve on the disaster side,
or just preparedness awareness, but also with being able to utilize
some of the public data that is out there as we are trying to assess
is there greater potential for a critical mineral in this area, and do
we need to do the actual drilling or can we extrapolate from these
tools and these technologies?

Have at it.

Ms. Fu. Thank you so much. And these are all super-important
questions and real application spaces for AI. And I will just give
a few examples of where this might be useful. Climate modeling
and environmental research—you mentioned earlier the ability to
look at vast datasets from the Arctic region, including sensor and
satellite data to understand permafrost thaw and changes in the
ecosystem. This is work that PNNL and Oak Ridge are already en-
gaged in.

ATl for energy resilience—this is an area where we look at how
we can optimize energy systems for remote communities. And we
know that NREL is doing quite a lot of work in that space where
we can look at energy demand, plan out where storage should be
and reduce dependence on costly diesel fuel. These are things that
I think can be very impactful for everyday people.

There is also, obviously, Al for infrastructure monitoring, and
this is work that Sandia has underway, looking at AI to monitor
critical infrastructure, like pipelines and transportation, especially
in remote areas where it will be hard for people to go to regularly.

So to your point around data, this is an incredibly important
issue. We talked a little bit about what we are doing on AI and per-
mitting data, especially NEPA data, making it Al-ready. I think it
was millions and millions of pages that we were able to make Al-
ready so that it could be used more broadly for tools and applica-
tion development. I think there is an opportunity to do this across
this entire spectrum, from climate data, energy data, the whole
grid—the grid questions here—and knit them together. And that is
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part of what we are thinking about through FASST. How do we get
all of the different stores of data—data we collect, as well as public
data—and make them actually useful, because I think poems are
great, and these tools that we have commercially available today
are really great for efficiencies and they are really great for lan-
guage, but the kinds of problems that we have are going to be hard
scientific problems that will then need to be applied to real-world
situations.

Senator MURKOWSKI. Well, I appreciate that, and I am thinking
about the application to the Department of Defense. Right now, on
Alaska’s coastline, we have some older military assets that are
greatly threatened by what we are seeing with coastal erosion. And
you have to make decisions, expensive decisions about do we stay
there, do we relocate, and you want to make sure that the decisions
that you are making are going to be in place for more than just
the next decade. It has to be more long-term, so, the tools that we
have to put in place.

Dr. Kaushik, you wanted to——

Dr. KAUSHIK. Sure, Senator, I think that is exactly the kind of
work we should be doing at the Federal Government level where
it’s not necessarily like the private sector has incentives to build
those kinds of tools. They don’t have the data. They don’t have the
sensitive data. I think, for instance, NOAA collects about a
terabyte of data every day that nobody ever gets to see. I think
that is something that we can be doing, but at the same time, there
are some private-sector actors who are working on this, like
NVIDIA developed a digital twin of the Earth, right? And what
that allows them to do is conduct millions of simulations of extreme
weather events, compared to what we can today do, which is like
just about thousands of simulations to see, to better predict the
weather.

Another area where I think we need to think about what the na-
tional labs could be doing is, like the Pacific Northwest National
Laboratory is working on this idea called Cloud Labs, right? We
have changed dramatically how we work in every sector since the
industrial revolution, but science has still stayed the same. You go
into a lab, you prep your chemicals, you do it how you do it. A
cloud lab allows you to automate how to do scientific discovery. You
can run experiments at scale. They are more applicable. They can
be run faster, with more precision. And I think the same goes with
how we explore critical minerals. It’s a very CapEx-heavy stage at
the exploration level. And I think USGS has a program on that
where you are using Al along with radar data to understand better
what kinds of materials may be underneath the Earth.

And I think all of those things, not necessarily—the private sec-
tor has near-term incentives to invest in or develop. And I think
those are the kinds of things that generally people look to the Fed-
eral Government for.

Senator MURKOWSKI. Dr. Gleason.

Dr. GLEASON. I just wanted to touch on something Helena men-
tioned, which is the data problem, and you touched on it as well.
Making sure that data is Al-ready is a huge undertaking. A lot of
people underestimate the challenge. You know, you could have a lot
of data, but it’s not valuable until it is made Al-ready. It has to
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be organized. It has to be labeled in some cases, sometimes not, but
it has to be ready to train an Al system. So there is a huge part
of FASST which is to make data Al-ready, and public data, sci-
entific data from the national labs, a very important challenge
that’s not the most exciting piece of the work, but it’s really the
most important because data is the fuel for the Al engine.

The other thing I just wanted to mention, just as an example, is
something we are doing in disaster response and disaster recovery
is, Oak Ridge is stitching together satellite images from across the
entire world and then mapping the actual building infrastructure
from those images, in fact, to the point where we are predicting
some of the materials that those buildings may be made of from
the spectral reflections and the information in the satellite image.
The cool thing about that is, now you can, if you see a disaster, pre-
dicted disaster, from a climate model or even a military situation,
you can understand what the affects might be, and after it happens
you can do a before and after comparison and decide where do I
need to direct my emergency resources most effectively, most quick-
ly, to save the most people, restore function, et cetera. So Al is a
huge tool to help those kinds of things that are connected to some
of the things you mentioned earlier.

Senator MURKOWSKI. Fascinating.

Senator KING [presiding]. On behalf of the Chairman, the distin-
guished former Governor and current Senator from the State of
North Dakota.

Senator HOEVEN. Thanks, Governor, appreciate it.

Thanks to all the witnesses for being here. And my question for
all of you is, you know, there are probably a lot of metrics we use
to measure Al. What are the most relevant metrics? For example,
if we are saying, okay, how do we compare it to China or someone
else in terms of where we are with Al, what are the metrics that
we use to measure who is ahead and why it matters?

And then my second question is going to be how do we really
manage the security, not only for ourselves, but you know, how do
we address the security issues for others that are developing Al,
be it China or anyone else? And you know, you have this great
workforce and you get them, you know, all trained up on this stuff
and they develop it, and I am guessing there are a lot of folks in
a lot of other countries that decide they want to hire them and are
offering some pretty big wages and so forth to have them come over
and it may be for malign purposes.

So first, the metrics, how you measure them, why it’s important,
and then the security aspects, both for us here and for our adver-
saries and particularly regarding the workforce that you are devel-
oping and training.

Ms. Fu. Thank you so much for that question. These are all
things that we are thinking very deeply about at the Department
of Energy. On metrics, the Al executive order refers to how much
power is used to train the model, or FLOPS. So in the Al executive
order it refers to 10 to the 26th as the amount of power that is
used to train some of the most powerful models that are here
today. Now, is power or the amount of money that you spend to
train a model a good metric for capability?

Senator HOEVEN. It’s just an input.
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Ms. Fu. It’s imperfect. It’s imperfect, and we recognize that. And
I think what we are doing at the Department and across the inter-
agency as well is thinking about what other ways of identifying
model capability there are. I mean, one way to look at it is the data
that is used to train the models. It’s not always the size that
counts, it’s how useful that model is. And I will point to work that
is underway across many of the national labs, but work that we are
doing on red-teaming of open-source as well as proprietary models
through our National Nuclear Security Administration. This is an
area of intense work where we are pairing our data scientists with
our experts in radiological and nuclear expertise to really under-
stand how capable some of these models are relative to each other.
And that is work that we hope to bring to the work of the Al Safety
Institute to help inform that effort.

More broadly, around the workforce issues, I think this is incred-
ibly important. We have a managed research environment within
the DOE national labs to look at risk across a continuum. Of
course, for classified work, we have extreme restrictions on that.
We have a science and technology risk matrix that looks across dif-
ferent areas of critical and emerging technology and we use that
to help guide who works on what kinds of projects. We also screen
foreign nationals who come into the labs.

Now, to your point of, well, once they are in the labs and what
if they leave, what if they take that knowledge, the training and
go somewhere else, to industry or elsewhere? And I think that is
part of the U.S. open ecosystem. We can’t control where people go.
We can take measures while they are in our system. And I think
it calls for why the capabilities that we have at DOE attract talent
from all over the world, because they are unique facilities. We have
people at the labs who come to the United States because of that
facility, because of that supercomputer, or because of that neutron
source. And the investments that we are making at DOE and our
national labs continue to keep that center of gravity for talent here
in the United States.

Senator HOEVEN. Yes, I mean, I would argue that, you know,
China or somebody else could actually want to develop people that
come here and train under you, learn everything you have got, all
your advanced technologies, and go back home and make sure that
they have access to all that information and everything else and
that capability.

Ms. Fu. So I would say we are extremely clear-eyed about those
threats, and that is why we have a managed research environment.
That is why we work very closely with our Office of Intelligence
and Counter Intelligence. We have our eyes wide open to those
things and that is why we focus on where people have access to,
even when they come to the lab, the kind of research that they are
focused on, the kind of access that they have at the national lab.
It’s not a free-for-all once they come through. We have ongoing ef-
forts underway. We have training. People understand what those
risks are and there is an ecosystem around our labs to make sure
that we are managing those risks properly.

Senator HOEVEN. Are you seeing people leave and go to other
countries?
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Ms. Fu. I mean, we are seeing people leave and go to other com-
panies. There is really a competition for talent in these areas of
critical and emerging technology. If you speak to companies, they
will say they can’t hire enough people to do that. And I think if
you talk to our national labs, they will say the same. I think the
things that attract people to DOE are mission and the access to the
kinds of resources that we have. But that leadership is not assured.
That leadership is not assured, and people—other companies—are
paying quite a lot more than what DOE national labs are paying,
but people come to us because of the mission, the work that we do.

Senator HOEVEN. Right.

Dr. GLEASON. Just as a leader of a few organizations where I
have tried to hire and retain talent across these emerging tech-
nologies, it is a big challenge. You know, recruiting—we need to in-
crease our domestic workforce, the supply. In terms of retention,
my personal experience is we have lost less to other countries, I
can’t even think of specific examples, but we lose a lot to industry.
And I would rather lose to industry in the U.S. that is, you know,
creating new Al technology that will advance the cause of the
United States, but it is a challenge. And as Helena said, the ones
that stay at the national lab for the long haul are the ones that
are motivated by the mission. They love the lab mission and they
love to work at a place where they can explore science and tech-
nology objectively without a profit motivation, which is a good moti-
vation, but that’s not why you come to the national lab.

So I just wanted to echo what she said our challenge is, which
is recruiting domestic talent with, you know, U.S. citizenship in the
STEM fields. So one thing Oak Ridge is doing a lot, and other labs
are doing this as well, is engaging in middle school, in high school.
By the time they get to college, you are almost too late, right, be-
cause they have already decided their path. But having our sci-
entists go mentor at local schools to try to encourage young men
and women to enter STEM fields because we have such a huge
shortage of that. So I think that is a big thing we need to focus
on.
Dr. KAUSHIK. I will just add to that, Senator. On metrics, I think
no metric will give you a perfect picture. Every metric is targeting
a different conversation, like, when you look at papers, you are
asking about who is ahead in more basic research. When you are
looking at commercialization, how many users are using iFLYTEK
AT in the PRC actually outpaces how many people are using Al in
the United States. But at the same time, nobody can dispute that
the capabilities of our frontier AI model providers, whether it’s
Open Al, Anthropic, Meta and all those, are undisputedly in the
lead. That said, their development of DeepSeek, which used to be,
by the way, a financial firm in China, which the Chinese govern-
ment said you have to work on Al now. And now they are churning
out such amazing models—they actually publish all their results,
and we can see that their results are actually very competitive to
our models. You look at Huawei’s new Al chip, which outperforms
NVIDIA’s A100 on several metrics. So there is an aggregate of sta-
tistics that we probably need to be looking at here, an aggregate
of metrics.
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I think on the talent side, like, I think the labs are really great
at recruiting mission-driven, focused people. At the same time, like,
you can put, you know, you can have all the fancy knives in a res-
taurant, but if you don’t have the Michelin-star chefs, you are not
going to make a good meal. And I think that is the challenge the
labs have to deal with.

Senator HOEVEN. Thank you, all three of you.

The CHAIRMAN [presiding]. Thank you, Senator.

Senator Daines.

Senator DAINES. Chairman Manchin, thank you, and thanks for
holding this hearing on my bipartisan Department of Energy Quan-
tum Leadership Act, which will reauthorize and strengthen DOE’s
programs under the National Quantum Initiative.

In 2018, this Committee and Congress passed the National
Quantum Initiative Act in order to focus research, development,
and encourage commercialization of the next generation of high-
powered computing. That bill has been very effective in spurring
quantum research in the United States and in Montana. Since pas-
sage, Montana has seen a surge of economic development in jobs
surrounding the quantum supply chain. The smartest people want
to find the best places to also live and work, and Montana fits that
bill. In fact, Montana now boasts over 50 companies and 1,200 em-
ployees focused solely on quantum and photonics. Montana State
University is home to the MonArk Quantum Foundry, which fo-
cuses on quantum materials research. Through the CHIPS and
Science Act, Montana hosts the Headwaters Technology Hub, fo-
cused on smart photonics, which is a key component in the future
of quantum technology. Simply put, and you may not be aware of
this, in Montana right now, we are helping lead the world in quan-
tum and photonics, which is why I am proud to say we have strong
support from Montana and other national leaders to reauthorize
the DOE Quantum Initiative, including the Montana Photonics and
Quantum Alliance, Montana State University, the Montana Cham-
ber of Commerce, the Energy Sciences Coalition, the Quantum In-
dustry Coalition, the Quantum Economic Development Consortium,
and in fact, many more.

Chairman Manchin, I ask unanimous consent to enter into the
record the many letters of support I have received for the DOE
Quantum Leadership Act.

The CHAIRMAN. You want an answer on that?

Senator DAINES. I need a yes.

The CHAIRMAN. Yes.

Senator DAINES. Thank you.

[Laughter.]

[Letters of support for the DOE Quantum Leadership Act follow:]
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“Advancing the Photonics Frontier

PHOTONICS & QUANTUM

August 26, 2024

The Honorable Steve Daines
United States Senate

503 Hart Office Building
Washington, DC 20515

Re: Support for the Department of Energy Quantum Leadership Act of 2024
Dear Senator Daines,

The Montana Photonics & Quantum Alliance (MPQA) actively supports the advancement of photonics and quantum
technology through our workforce and professional development activities, industry networking events, business
development support, and business attraction efforts. Accordingly, the MPQA fully supports the Department of Energy
Quantum Leadership Act of 2024 that you and Senator Durbin have proposed. This legislation is critical to continuing the
work begun under the National Quantum Initiative Act of 2018 ensuring American supremacy in quantum technologies.

The MPQA was established in 2013 and comprises of over 50 member companies. Montana has a well-established
photonics industry with a history of over 40 years and currently employs more than 1200 people in the Gallatin Valley
alone. The MPQA is committed to driving technological innovation, advancing photonics, and promoting the
commercialization of quantum technology. Many members of MPQA are actively involved in commercializing quantum
technology in cryogenics, quantum materials, and quantum communications. Additionally, the MPQA has a leading role in
the EDA Headwaters Technology Hub and is heading the largest component project to develop an Integrated Photonics
Ecosystem (IPE) in Montana. The IPE project will receive over $14 million in funding to boost Montana's global leadership
in photonics technology to establish the groundwork for future quantum technology advancements. As the nation's sole
EDA-designated photonics-related technology hub, we are committed to fostering a supportive ecosystem that promotes
economic growth and positions Montana at the forefront of developing innovative photonics, quantum technologies, and
solutions for the benefit of our state and the nation.

The MPQA is a sub-awardee of the MSU flagship quantum project, the Applied Quantum Core, which received more than
$27 million in funding last fiscal year from the Air Force Research Lab in Rome, New York. This program establishes a test
bed facility on the MSU Innovation Campus to conduct fundamental and applied research on quantum technologies,
support workforce development, and improve quantum literacy for the non-scientific community.

The Department of Energy National Quantum Leadership Act of 2024 and similar efforts will be essential to our
economic and national security for decades to come. We wholeheartedly support this initiative and others like it to
ensure our economic and national security for the future.

Sincerely,

5+ Yy

Jason Yager
EXECUTIVE DIRECTOR, Montana Photonics & Quantum Alliance
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MONTANA
CHAMBER OF
COMMERCE

'WE MEAN BUSINESS

August 15, 2024

The Honorable Steve Daines
United State Senate

320 Hart Senate Office Building
Washington, DC, 20510

RE: Montana Chamber Supports S.4932, Department of Energy Quantum Leadership Act of 2024

Dear Senator Daines,

The Montana Chamber of Commerce represents businesses of all sizes from Montana’s many industries. We
are guided by the four pillars of our Envision2026 Strategic Plan: business climate, workforce readiness,
infrastructure, and entrepreneurship. With the limitless applications of quantum technologies and the
opportunities the industry presents, the Montana Chamber of Commerce wholeheartedly supports the
Department of Energy Quantum Leadership Act of 2024.

From farmers using high-tech equipment to researchers in our universities finding innovative ways to use these
technologies, advancements in quantum allows businesses in all fields to thrive. WWe must continue to support
our quantum industry to ensure American businesses and leaders remain on top.

The Department of Energy Quantum Leadership Act is well-structured to support the whole system of quantum
technologies, including addressing research needs, developing a workforce, and tackling supply chain issues.
We anticipate that quantum innovation will continue to expand across Montana and this legislation, building off
the National Quantum Initiative Act of 2018, will allow our state to take all these innovations in stride.

“With the widespread impacts of quantum technology across industries, this investment is essential to further
quantum research, solidify American quantum companies as world leaders, and tackle complex workforce and
commercialization issues within the quantum industry. The bill's focus on public-private partnerships and
emphasis on small to medium quantum businesses will allow all states, including Montana, to benefit from this
investment and will build on the good work we’re doing here with the Headwaters Tech Hub.”

We appreciate your support of this important piece of bipartisan legislation to continue the leadership of
American quantum technologies for the benefit of all.

Sincerely,

/T;o @&A

Todd O’Hair
President & CEO
Montana Chamber of Commerce

616 HELENA AVENUE, SUITE 300 // HELENA, MT 59601 Ww.MONTANACHAMBER.com
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M

MONTANA

STATE UNIVERSITY

Office of Research &

Economic Development
221 Montana Hall

PO. Box 172460

Bozeman, MT 59717
montana.edu/research

Tel 406-994-2891

Mountains & Minds

August 12, 2024

The Honorable Steve Daines
United States Senate

503 Hart Office Building
Washington, DC 20515

Dear Senator Daines,

Montana State University has always supported efforts to advance technology through
our education, research, and service missions. Thus, it is without reservation that we
offer our full support to the Department of Energy Quantum Leadership Act of 2024
that you and Senator Durbin have proposed. This legislation is critical to continuing
the work begun under the National Quantum Initiative Act of 2018 to ensure American
supremacy in quantum technologies.

Montana State University is leading the way in both fundamental and applied research
in the quantum field. Our flagship quantum project, the Applied Quantum Core, with
the Air Force Research Lab in Rome, New York, was awarded more than $27 million
for the. This program is creating a test bed facility on the MSU Innovation Campus to
perform fundamental and applied research on quantum technologies, support
workforce development, improve quantum literacy for the non-scientific community,
and move forward projects in quantum communications at Spectrum Labs. Further,
Montana State has partnered with the University of Arkansas to create a 2D material
quantum foundry (MonArk) through a $22.6 million National Science Foundation
grant. Research at MonArk is improving scientific understanding of what materials will
shape the future of quantum.

The Department of Energy Quantum Leadership Act of 2024 would expand on the work
already happening at Montana State University and deploy necessary resources to
support future projects. Additionally, it creates pathways for our graduates to turn their
research into careers right here in Montana. Further, we see opportunities in this
legislation to contribute to the quantum supply chain conversation especially if we
receive the full funding for our National Science Foundation Quantum Supply Chain
Engine proposal. The possibilities for collaboration under these programs are only
limited by our collective imagination.

Losing the race to establish quantum supremacy is not an option. Legislation such as
the Department of Energy National Quantum Leadership Act of 2024 is critical to
ensuring American dominance in this field and giving quantum research a much-
needed boost. We strongly support this effort and so many like it to ensure our
economic and national security for decades to come.

Sincerely,

DocuSigned by:
Qh’sow Hrarmon
INvigsEvio
Vice President for Research and Economic Development
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ENERGY SCIENCES
COALITION

Department of Energy Quantum Leadership Act of 2024 Support Letter
August 8, 2024

On behalf of over 100 member organizations that make up the Energy Sciences Coalition (ESC),
we are writing to express strong support for the bipartisan Department of Energy (DOE)
Quantum Leadership Act of 2024. As the bill moves forward in the legislative process, we urge
Congress to reconcile differences between the DOE provisions in the Senate DOE Quantum
Leadership Act and the House National Quantum Initiative Reauthorization Act (HR. 6213) and
pass legislation as soon as possible to ensure continued U.S. leadership in quantum science and
technology.

In particular, ESC supports the DOE Quantum Leadership Act because the legislation maintains
and further expands the DOE Office of Science’s leadership role in advancing quantum science
and technology for U.S. competitiveness, leverages the unique expertise and world-leading
research facilities at DOE national laboratories and DOE-funded research universities, helps train
the next-generation workforce, and expands public-private partnerships to accelerate innovation
and future adoption. Similar to the DOE provisions in the National Quantum Initiative
Reauthorization Act, ESC supports key provisions in the DOE Quantum Leadership Act,
including:

e maintaining a foundational research program in quantum information science (QIS);

e expanding the foundational QIS research program to include first use cases and
application development;

o renewing and increasing funding authorization for the 5 DOE National Quantum
Information Science Research Centers;

e consolidating quantum networking and quantum user program provisions from the
CHIPS and Science Act to ensure a comprehensive QIS program;

e expanding quantum computing, networking, and communications initiatives;

e creating a new quantum science and technology instrumentation and infrastructure
program, and

The Energy Sciences Coalition (ESC) is a broad-based coalition of organizations representing scientists, engineers and mathematicians in universities,
industry and national laboratories who are committed 1o supporting and advancing the scientific research programs of the U.S. Department of Energy
(DOE), and in particular, the DOE Office of Science.
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e strengthening coordination between DOE STEM and workforce development activities at
the DOE quantum centers and national laboratories with the new proposed National
Science Foundation Education and Workforce Hub.

ESC also supports additional or modified provisions included in the Senate legislation:

e an early-state quantum high performance computing research and development program
to fund testbeds and prototypes to help inform the 10-year Quantum High Performance
Computing Strategic Plan;

e adedicated quantum traineeship program to build the quantum workforce. This type of
program has been successful in other science and technology areas and provides needed
classroom training and research opportunities to undergraduate and graduate students
working toward bachelor’s, master’s or Ph.D. degrees. Research projects would partner
students with DOE national labs to help students develop hands-on research and training
experiences and build quantum curricula at research universities;

e higher authorized funding levels for the new quantum instrumentation and quantum
foundry program needed to design, build, and deploy unique instrumentation, equipment,
national lab infrastructure and manufacturing capabilities for quantum materials, devices,
and other relevant quantum technologies; and

e aquantum supply chain study to identify critical quantum science, engineering, and
technology supply chain needs to develop and maintain a robust domestic manufacturing
base.

Collectively, these provisions will help the U.S. maintain a quantum advantage and start to
explore early applications of this nascent technology that could have broad impacts in national
security, telecommunications, health, finance, and energy. Thank you for advancing this
critically important legislation.

Sincerely,
Leland Cogliani Sarah Walter
Co-chair Co-chair
202-289-7475 202-434-8003

leland@lewis-burke.com swalter@msu.edu
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ESC Membership

American Association of Physicists in Medicine

American Association of Physics Teachers

American Astronomical Society

American Chemical Society

American Crystallographic Association

American Geophysical Union

American Geosciences Institute

American Institute of Physics

American Mathematical Society
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Acoustical Society of America (ASA)

American Society of Mechanical Engineers

American Society for Microbiology

American Society of Plant Biologists

American Vacuum Society

Arizona State University
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AVS - The Society for Science and Technology of Materials,
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Battelle

Binghamton University

Biophysical Society

Boston University

Case Western Reserve University

City College of CUNY

Clemson University

Coalition for Academic Scientific Computation (CASC)

Consortium for Ocean Leadership

Columbia University

Computing Research Association

Council of Scientific Society Presidents

Cornell University

Cray Inc.

Crop Science Society of America

Duke University

The Ecological Society of America

Florida State University

Fusion Power Associates

Geological Society of America

George Mason University

Georgia Institute of Technology

Harvard University

Health Physics Society

IBM

IEEE-USA

Towa State University

Jefferson Science Associates, LLC

Krell Institute

Lehigh University

Long Island University

Massachusetts Institute of Technology
Materials Research Society

Miami University of Ohio

Michigan State University

Michigan Technological University
New York University

Northeastern University

Northern Illinois University
Northwestern University

Oak Ridge Associated Universities (ORAU)
Optica (formerly OSA)

Pace University

Penn State University

Princeton University

Purdue University

Rensselaer Polytechnic Institute
Rochester Institute of Technology
Rutgers, The State University of New Jersey
Society for Industrial and Applied Mathematics
Soil Science Society of America
South Dakota School of Mines
Southeastern Universities Research Association
SPIE

Stanford University

Stony Brook University

Tech-X Corporation

The Ohio State University

University of California System
University of Chicago

University of Colorado Boulder
University of Delaware

University Fusion Association
University of Hawaii

University of Illinois System
University of Iowa

University of Maryland, College Park
University of Michigan

University of Missouri System
University of Nebraska

University of North Texas

University of Oklahoma

University of Pennsylvania
University of Rochester

University of Southern California
University of Tennessee

University of Texas at Austin
University of Virginia

University of Wisconsin-Madison
Universities Research Association
‘Washington State University

West Virginia University

Yale University
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O] Quantum
I Industry
Coalition

August 28, 2024

The Honorable Richard Durbin The Honorable Steven Daines
711 Hart Senate Office Building 320 Hart Senate Office Building
Washington DC 20510 Washington DC 20510

Dear Senators Durbin and Daines:

The Quantum Industry Coalition (QIC) is a group of companies dedicated to maintaining the United
States’ leadership in the development and commercialization of quantum technologies. Our members
range from start-ups to Fortune 100 companies focusing on a variety of aspects of quantum technology,
including hardware, software, and application development. We write to thank you for introducing the
Department of Energy (DOE) Quantum Leadership Act, and to endorse this important legislation.

Quantum technologies, including computing, networking, sensors, and cryptography, have the potential
to bring transformative economic, scientific, and national security impacts. It is imperative that the
United States lead in the global quantum race. The National Quantum Initiative (NQI) is key to enabling
US leadership. Your legislation updating the NQI's DOE provisions to account for six years of US
quantum progress is vitally important.

QIC particularly appreciates that the DOE Quantum Leadership Act broadens the scope of DOE's
quantum programs beyond fundamental research. It is time for DOE to help move quantum
technologies beyond the lab and into general use, and for the Department not just to do research on
quantum technologies, but also to do research with quantum technologies. We look forward to working
with you and the Committee to identify other opportunities to expand DOE's scope of quantum activity,
including working with industry to develop quantum hardware, software, and near-term applications.
QIC also applauds the bill’s expansions of the Quantum Network Infrastructure Research and
Development program and the Quantum User Expansion for Science and Technology Program.

Again, thank you for introducing the DOE Quantum Leadership Act. The Quantum Industry Coalition
endorses this bill and urges its passage as part of the NQI reauthorization process in the 118" Congress.

Sincerely,

2 200 /,
KAt
Paul Stimers

Executive Director
Quantum Industry Coalition

www.quantumindustrycoalition.com
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CHICAGO
QUANTUM
EXCHANGE

August 28, 2024

The Honorable Richard Durbin
U.S. Senate

711 Hart Senate Office Building
Washington, D.C. 20510

Dear Senator Durbin:

The Chicago Quantum Exchange (CQE) connects top universities, national labs, and industry

partners to advance the science and engineering of quantum information, train the future quantum
workforce, and drive the quantum economy. Home to some of the world’s top experts in the field,
the Midwest-based CQE community is a central driver of US leadership in quantum technologies.

The Department of Energy Quantum Leadership Act will advance the research mission and
workforce activities of the CQE. The bipartisan legislation maintains and further expands the DOE
Office of Science’s leadership role in advancing quantum science and technology for U.S.
competitiveness, leverages the unique expertise and world-leading research facilities at DOE
national laboratories and DOE-funded research universities, helps train the next-generation
workforce, and expands public-private partnerships to accelerate innovation and future adoption.

Your leadership in advancing innovation in the state of Illinois and the Midwest region is much
appreciated.

Yours sincerely,

VoNIQ

David Awschalom
Director
Chicago Quantum Exchange

NIVERSITY OF
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THE UNIVERSITY OF

A. Paul Alivisatos

@ CHICAGO ‘ OFFICE OF THE PRESIDENT President

T 773.702.8800

August 30, 2024

The Honorable Richard Durbin
U.S. Senate

711 Hart Senate Office Building
Washington, D.C. 20510

Dear Senator Durbin,

As I know you are aware, the University of Chicago has assembled a world-class group of scientists
and engineers who are leading the quantum revolution. In addition to our cutting-edge faculty in
physics, engineering and chemistry, we offer one of the nation’s first doctoral programs in quantum
science and engineering. Buttressed by your ongoing effective advocacy for our national labs, the
University also works in close partnerships with two Department of Energy (DOE) National
Quantum Information Science (QIS) Research Centers at Argonne and Fermilab.

The DOE Quantum Leadership Act of 2024 will continue to advance and expand the research,
education and training in quantum science occurring both on campus and at our national labs. The
bill’s focus on expanding R&D activities, building upon the foundational work of the QIS Research
Centers, reducing barriers to commercialization, increasing interagency coordination and
establishing new programs to support workforce demands will further serve to advance the
Chicago region’s national leadership as an innovation hub for promoting quantum science and
technology.

I want to thank you for co-sponsoring this bipartisan bill. Your tireless commitment to promoting
research and innovation continues to yield many tangible benefits to the University of Chicago, the
national labs, the State of Illinois, and the nation.

Thank you and best regards,

@M

A. Paul Alivisatos
President, University of Chicago

The University of Chicago
Edward H. Levi Hall, 5801 South Ellis Avenue, Suite 501, Chicago, lllinois 60637 uchicago.edu
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September 6, 2024

As part of the national quantum community comprising industry, academia and nonprofit stakeholders,
we are writing to express our support for advancing U.S. gquantum information science and technology
(QIST) through the Department of Energy (DOE) Quantum Leadership Act of 2024, which authorizes $2.5
biltlion in QIST R&D project funding over the next five years. This act builds upon the investments made
in the National Quantum initiative Act (NQIA) of 2018 to ensure continued U.S. leadership in QIST.

in 2018, the NQJA established national quantum research centers through the DOE and National Science
Foundation (NSF), launched a quantum education network, increased research at the National Institute
of Standards and Technology, and coordinated quantum activities across federal agencies to strengthen
American leadership in this important emerging technology area. To date, U.S. investments in QIST have
already created new industries, jobs, and markets; have bolstered our national security; and improved
our global leadership.

QIST has the potential to revolutionize many sectors, including computing, finance, communications,
sensing, cryptography, pharmaceuticals, and materials. Meanwhile, competition between the U.S. and
other countries continues to grow. This bill is a necessary piece in the US strategy to be at forefront of
this critical technology.

We were very encouraged of the many aspects of the DOE Quantum Leadership Act of 2024 that fuifilis
NQIA’'s mandate by:

e reauthorizing and expanding R&D activities across DOE through 2029

o building on the foundational work of DOE’s five National Research Centers

o directing DOE to study and address quantum supply chain challenges and reducing barriers to
commercialization

® increasing interagency and industry coordination

s establishing new programs to support the workforce demands of the growing quantum R&D and
commercial industry.

The DOE Quantum Leadership Act of 2024 helps place U.S. research and industry out in front of the
competition. We appreciate your leadership on this issue in Congress. We stand ready to work with your
offices to provide any information or assistance you may need. Thank you for your consideration of this
important matter.

{Signature Page Follows)

Page 1of 2
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Senator DAINES. It’s who you know in this business, isn’t it, Joe?

Thank you, Joe, I appreciate it—Senator Manchin—Chairman
Manchin.

Anyway, thank you.

The CHAIRMAN. Still Joe.

Senator DAINES. And it’s still Joe and I am still Steve, too.

The CHAIRMAN. I know.

Senator DAINES. We must continue to focus our energy on devel-
oping the best technology and leading the world in quantum re-
search, and this starts with passing my bipartisan bill. So I want
to thank Chairman Manchin for entering those letters into the
record and his partnership and support of this as well, and I yield
back my time to the Chairman.

The CHAIRMAN. Thank you, Senator.

First of all, before I adjourn, and thank you all for a great job
and it was really wonderful, you know, just so much to do here. I
want to make a clarification on—I know I put you all on the spot.
I wasn’t asking you to basically disparage on our sister NSF. What
I was asking is, for the record, we wanted to avoid duplication.
When we did the CHIPS and Science Act at the highest of DOE
and the labs and intended to do the same with Al and other emerg-
ing technology, we were trying to avoid that duplication, and DOE,
the labs, we were working on their behalf. I want to make sure
that we have that balanced approach and we are not robbing Peter
to pay Paul and trying to reproduce the same thing again, dual ap-
plication. We just, I don’t think any Democrats or Republicans
want that to happen.

So with your assurances that’s not happening, and that you have
the resources and you are working with the NSF to try and have
a balanced approach with what they do and can do best for you to
support what you are doing and vice versa is what we are trying
to make sure happens. We just don’t want you to think you have
to be muffled on this. If you want to speak out, this is the place
to do it.

But with that being said, I believe that this hearing dem-
onstrated consensus that we need to continue investing in and
leading these emerging technologies in a way that leverages DOE’s
assets to avoid reinventing the wheel, as we have said, or dupli-
cating between agencies. We worked to avoid duplication in the
CHIPS and Science Act, and at the behest of DOE and labs, intend
to do the same here in AI. We also agree on the need to secure the
research from foreign espionage, and I believe that Senator Bar-
rasso and I prepared a solid bipartisan compromise with the Intel-
ligence Committee to do just that in the NDAA, which will com-
plement our efforts on this Committee. It’s a scalpel approach that
protects our critical research while continuing our labs to leverage
the best scientific minds in the world. We are concerned about not
only the espionage that goes on, but also people that are working
within, and we are training them to use it against us, but we un-
derstand the delicate thing that you have to work with in the free-
dom-loving country that we are and the democracy that we rule
ourselves under.
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So members will have until close of business tomorrow to submit
additional questions for the record.

And the Committee stands adjourned.

[Whereupon, at 11:57 a.m., the hearing was adjourned.]
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U.S. Senate Committee on Energy and Natural Resources
September 12, 2024 Hearing: The Department of Energy’s Role
in Advanced Computing Research, Application, and Security

Questions for the Record Submitted to Ms. Helena Fu

QUESTIONS FROM SENATOR MANCHIN
How will the bipartisan Al and quantum computing bills that I discussed in my opening
statement help us stay competitive with China?
Thank you for your leadership on this key topic. DOE’s national labs are at the forefront
of Al and quantum research, which has significant implications in our intense strategic

competition with the PRC.

The DOE Al bill would support the Department and our 17 national laboratories as we
continue to harness safe, secure, and trustworthy Al for good. We aim to leverage DOE’s
capabilities, infrastructure, and partnerships to build the world’s most powerful integrated
scientific Al systems for science, energy, and national security. In particular, DOE’s
Frontiers in Artificial Intelligence for Science, Security and Technology (FASST) is an
ambitious Al initiative that would provide frontier-scale science-based Al systems to
solve critical challenges in science, energy, and national security. This kind of public
capability is critical to extend the United States’ competitive edge in scientific
innovation, to develop effective rights-respecting Al governance and safety measures,
and train an Al-ready workforce. DOE is positioned to address the Al challenge from
beginning to end, starting with data and ending with the development and implementation
of Al applications for the critical challenges we face as a nation. We look forward to

working with the sponsors of the legislation as it moves through the legislative process.

The DOE Quantum Leadership Act would allow the Department to further its innovative
research and development efforts in quantum information science and explore
applications in computing, sensing, imaging, simulation, and networking. This would
leverage the successes of the National Quantum Initiative Act of 2018, which called upon
the DOE to establish the National Quantum Information Science Research Centers. These

Centers have established quantum foundries for advanced device fabrication, built
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U.S. Senate Committee on Energy and Natural Resources
September 12, 2024 Hearing: The Department of Energy’s Role
in Advanced Computing Research, Application, and Security

Questions for the Record Submitted to Ms. Helena Fu

underground facilities for characterizing quantum devices, developed highly successful
open-source control-software, advanced innovative superconducting devices to
improving the precision of critical atomic clocks, and more. The Centers have also
contributed to building the U.S. quantum workforce with 300 new hires and over 600
students and postdocs engaging with the Centers. The DOE Quantum Leadership Act
would further advance quantum information science and position us as a leader in

developing this new technology.

The Department, and our National Labs in particular, are at the frontier of both Al and
quantum information science, and the whole of the DOE stands ready to ensure that we

rise to the challenges posed by today’s competitive landscape.

What is at stake if China and our other adversaries take the lead in artificial intelligence
and other emerging technologies?

If the PRC or our other strategic competitors take the lead in these technologies — and we
know they intend to — they will dominate the global emerging technologies policy
environment, writing the rules of the road and shaping global standards. In the long run,

they could dominate global data flows and create technological dependencies.

DOE is focused on AT’s role in responsible innovation and helping to maintain U.S.
scientific, energy, and national security leadership. And three things are clear: Whoever
leads the world in Al for science will lead the world in scientific discovery and will have
a lead in translating those scientific discoveries into competitive economic growth and
market innovation. Whoever leads the world in Al for energy will lead the world in
developing and deploying next generation energy technologies. And whoever leads the

world in understanding and mitigating the risks of Al and the use of Al to improve
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U.S. Senate Committee on Energy and Natural Resources
September 12, 2024 Hearing: The Department of Energy’s Role
in Advanced Computing Research, Application, and Security

Questions for the Record Submitted to Ms. Helena Fu

national and global security will determine the landscape in which we and our allies and

partners work for the future.

Other emerging technologies surface analogous scenarios. For example, the PRC has
indicated biotechnology and biomanufacturing are a top national priority, starting with
the 13th Five-Year Plan and continuing into the 14th Five-Year Plan, including one
devoted specifically to the bioeconomy. The U.S. bioeconomy is valued at close to $1
trillion. DOE contributes to U.S. leadership in biotechnology and biomanufacturing by
generating and working with substantial amounts of high-quality biological data,
developing and attracting a world-class workforce, informing standards, and bolstering
the U.S. innovation ecosystem so that impactful goods and services are produced.
Similarly, technologies like quantum computing hold the potential to drive innovations
across the U.S. economy but adversarial use of quantum computers also poses significant
risks to the economic and national security of the United States. DOE’s work in quantum
information science is focused on maintaining and advancing U.S. leadership in this

critical technology.

Much is at stake in the competition for leadership in critical and emerging technologies,

and DOE is working every day to maintain and extend the U.S. technological leadership.
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U.S. Senate Committee on Energy and Natural Resources
September 12, 2024 Hearing: The Department of Energy’s Role
in Advanced Computing Research, Application, and Security

Questions for the Record Submitted to Ms. Helena Fu

QUESTIONS FROM SENATOR JAMES RISCH

We have seen transformational evolution of artificial intelligence the last couple of years.
What are some groundbreaking practical examples of Al that you think could accelerate
applied energy for the nation?

The Department of Energy is optimistic about using Al to accelerate applied energy
throughout the energy ecosystem. We believe that Al can speed the planning and
permitting process, unlock new efficiency gains in both fossil energy and renewables,
accelerate the recovery of critical minerals, and contribute to a reliable and resilient grid.
DOE published a report on Al for Energy in April 2024 that details many near-term
potential Al uses in applied energy. This report contains examples of how Al can
optimize four key areas of grid management: planning, permitting, operations and
reliability, and resilience, and how Al can enable the characterization of subsurface to
support geological storage for hydrogen and CO,, characterization of critical minerals,
and locating orphan wells. In addition, the report includes examples of how Al can
accelerate progress across the energy economy, including the transportation, agricultural,
industrial, and building sectors, and in cross-sectoral applications including

characterizing the subsurface. A handful of these examples are described below.

Al for permitting has practical potential uses that are in development now. DOE
announced the VoltAlc initiative to use Al to help expedite and improve siting and
permitting at the Federal, state, and local level. As part of that initiative, DOE is building
Al-powered tools to improve siting and permitting of clean energy infrastructure. For
example, we are developing PolicyAl, a policy-specific large language model test bed
that will be used to develop software to augment NEPA and related reviews. Policy AL
can help utilize Al to support drafting documents, permits, and other text for Federal
reviewers, which can support more timely decisions for critical infrastructure projects.

Additionally, advances in large language models (LLMs) can support more efficient
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handling of public comments for critical infrastructure projects, allowing agency staff to

focus on comment analysis and developing solutions to community concerns.

Through the National Reactor Innovation Center, Idaho National Lab (INL) is developing
semi-autonomous design Al tools for advanced nuclear energy technologies. These tools
allow for simple textual input to be automatically converted to plant computer aided
design (CAD) files and then, with minimal human effort, semi-autonomously converted
for analysis using high performance analysis codes. Through DOE’s Frontiers in
Artificial Intelligence for Science, Security and Technology (FASST) initiative, INL
seeks to deliver an ecosystem of tools for semi-autonomous power plant design and
licensing document generation. Early studies estimate this could reduce the probability of
schedule delays by roughly 20% for advanced nuclear power plants, which is a
significant Al-driven opportunity across a projected 200GW of new nuclear power. In
addition, INL, in partnership with other national laboratories, has developed the
Multiphysics Object Oriented Simulation Environment (MOOSE) ecosystem of multi-
physics tools and integrated these tools with advanced Al technologies. MOOSE, digital
engineering, Al, and the laboratory’s one-of-a-kind nuclear facilities can be combined
under FASST to bring semi-automation (with appropriate human decision-making 'in the
loop') to advanced nuclear experimentation, unlocking new fuels, materials, and other

nuclear technologies faster to maintain U.S. leadership in nuclear energy.

Scientists at the National Renewable Energy Laboratory (NREL) in Golden, Colorado,
are using generative Al to accelerate community-centric clean energy transitions to a
more sustainable and resilient future. We can develop community-specific
representations of built infrastructure, resulting in more accurate predictive models, and

we can assess the impacts of extreme weather events on communities and the built
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environment under various climate scenarios to inform risk mitigation strategies for a

more resilient energy infrastructure.

Office of Electricity-funded researchers are investigating Artificial Intelligence and
Machine Learning (AI/ML) use for enhanced online and real-time microgrid installation
visibility and monitoring. This effort will synchronize, harmonize, and combine
microgrid system data at different timescales and from multiple sensors as well as
develop and train ML models to facilitate microgrid health and condition monitoring,
detect anomalies, and predict potential constraint violations. These solutions will enhance
situational awareness and accelerate intelligent reporting for proactive risk mitigation and
faster response times, which will further improve the reliability of the electric power

system.

Finally, Al can help us identify potential alternatives for critical minerals and find more
critical minerals where they exist in unconventional sources, such as mine waste and coal
ash. The success at Pacific Northwest National Laboratory (PNNL) in identifying novel
battery materials is an excellent example of how we are using Al to address critical
mineral challenges. In addition, DOE’s National Energy Technology Laboratory (NETL)
has published the world’s first peer-reviewed, Al multi-modeling of unconventional rare-
earth elements and critical minerals resource assessment model. It uses AI/ML applied to
data from sedimentary core samples, the geologic history, and so on to create a predictive
model. This effort resulted in the discovery of the U.S.’s largest unconventional

accumulation of rare earth elements in Wyoming’s Powder River Basin.

DOE’s work using safe, secure, and trustworthy Al to accelerate applied energy is
starting to have an impact, and we hope to increase our investment in AI R&D to build a

stronger, more efficient, and resilient energy ecosystem.
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U.S. Senate Committee on Energy and Natural Resources
September 12, 2024 Hearing: The Department of Energy’s Role
in Advanced Computing Research, Application, and Security

Questions for the Record Submitted to Ms. Helena Fu

In your testimony you talk about enhancing DOE’s Science, Energy, and Security
Mission. When you reference Energy, does that include applied energy?

Yes, it includes applied energy.

And, if so, what are some practical examples of applied Al applications that can further
this mission?
DOE published a report on Al for Energy that details near-term Al uses in applied

energy. See response to Al for select examples.

In addition, DOE National Laboratories are already developing foundation models and
partnerships for applications in applied energy, with examples including medium-range
weather forecasting for wind and solar energy; enabling technologies for nuclear plant
modernization and applications of digital twins; using automated labs to develop useful
new materials for clean energy technologies; developing improved sensor design for
hydrogen production; enabling combustion efficiency for gas turbines; and identifying

unconventional rare-earth and critical minerals.
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Questions for the Record Submitted to Dr. Shaun Gleason

Question from Chairman Joe Manchin IIT

Question 1 (part 1): How will the bipartisan Al and quantum computing bills that I discussed
in my opening statement help us stay competitive with China?

Government investment in the research and development of emerging technologies such as Al
and quantum is essential to ensure the U.S. maintains its leadership position relative to China and
other nations. As a historical example of government investments propelling the US into a world
leadership role, consider DOE’s investments into high-performance computing over the last two
decades. This investment has propelled the U.S. in the lead with the fastest open science
computers in the world—the most recent example being Frontier, the nation’s first exascale
supercomputer, deployed at Oak Ridge National Laboratory. Because it and other leadership
class systems at the national laboratories were designed and built in partnership with the private
sector, this government investment catalyzed U.S. companies (e.g., NVIDIA, HPE, AMD, IBM,
and others) to develop the world’s most sophisticated HPC hardware and software.

The private investment by U.S. industry in both Al and quantum is strong and vibrant and is an
essential innovation and application driver for both fields. Complementing this private
investment is government investment in Al and quantum research and development, tools and
testbeds, and workforce development. At the DOE national laboratories, this government
investment supports the construction and operation of world-class research facilities, tools, and
testbeds for the nation’s scientists (e.g. leadership computing for Al and state-of-the-art quantum
computing laboratories), enables revolutionary Al and quantum discoveries, employs such
discoveries to overcome critical national challenges in science, energy, and security, and,
through the process, educates the future scientific and technical workforce in these fields.
Additionally, the national laboratories’ science and technology discoveries are made available to
industry through technology transfer programs so they can be commercialized, help U.S.
industry compete in global markets, and have a positive impact on the U.S. economy.
Government investment in university R&D that educates the next generation of Al and quantum
scientists and engineers will provide the essential foundation of future U.S. leadership. When all
three pillars of the U.S. innovation ecosystem—national laboratories, industry, and academia—
have the resources they need and are given the tools and direction to collaborate, the U.S. will
excel and lead the world in Al and quantum.

Continued federal investment is even more important today to maintain U.S. leadership in these
fields. Public investment by China appears to be greater than the U.S. in quantum, and the
government backed investment organization, China International Capital Corporation,
announced this month (September 2024) plans to invest $1.4 trillion in Al development over the
next 6 years. The U.S. industry is recognized to be stronger than China’s in both Al and
quantum, but China is still acknowledged to be a world leader, along with the U.S., in both areas.
Regarding quantum investments, the Information Technology and Innovation Foundation
recently argued that the U.S. will “will need more government investment to maintain its lead
over China.” Their published research on the Al development race between the U.S. and China
states that for the U.S. to maintain leadership, “It is critical for Congress and the White House to
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craft and fund a comprehensive national Al strategy that addresses the dual goals of increasing
Al development and adoption.” U.S. national laboratories, industry, and academia each play
critical and complementary roles in advancing Al and quantum science and innovation, and
healthy government investment will keep the U.S. not only competitive in these emerging
technologies but can propel the U.S. well ahead of China.

Question 1 (part 2): What is at stake if China and our other adversaries take the lead in
artificial intelligence and other emerging technologies?

Al and quantum are two emerging technologies that are uniquely poised to revolutionize many
aspects of our lives and have the potential for unprecedented impact on our economic, energy,
and national security. How we share and secure information, transport people/goods/services,
generate and dispatch distributed energy sources, manufacture goods, discover new materials,
and defend our nation, just to name a few, will all be impacted in significant ways with the
maturation and application of Al and quantum technologies. The impact of Al is already being
felt in business, art, education, and science, for example, but we are seeing only the tip of the
iceberg. The country that advances these enabling technologies most rapidly to realize real-world
impact will be positioned to outpace the world in many other areas of science and technology. As
an example, Al is on a trajectory to become powertul enough to enable new and rapid scientific
discoveries in many fields including medicine, materials science, energy, and national security.
Also, there are other cascading effects of Al leadership on critical technology areas such as
microelectronics and alternative computing architectures (e.g. quantum co-processors for Al). As
such, Al can be viewed as the “rocket fuel” for the innovation engine, and whoever refines that
fuel first will have the ability to accelerate discovery on many science and technology fronts and
quickly leave other countries behind.

As a scenario where we must maintain leadership in all aspects of Al, consider the security of
deployed Al systems. As we deploy Al systems in every domain, including our critical
infrastructure (electric grid, water treatment, transportation systems, financial systems, national
defense systems, etc.), we must be able to secure those systems against clear PRC objectives and
advanced capabilities to infiltrate and control those Al systems for their own advantage. To
prevent this cyber threat scenario, we need a focused and comprehensive investment into the
field of Al security. Another compelling reason for government investment into Al science and
technology is to address the ethical implications of Al leadership, including the reduction of Al
system bias and the development of robust guardrails in Al systems to prevent misuse and/or
abuse.

There is still uncertainty in the timing and level of impact that Al and quantum will have, but we
cannot afford to take a “wait-and-see” approach—the stakes are too high. The U.S. cannot afford
to fall behind China and other nations in these critically important fields because our economic
and national security will be at extreme risk.
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Questions from Chairman Joe Manchin IIT

Question 1: How will the bipartisan Al and quantum computing bills that I discussed in my
opening statement help us stay competitive with China? What is at stake if China and our other
adversaries take the lead in artificial intelligence and other emerging technologies?

Q1: The Department of Energy's role in advancing artificial intelligence and quantum computing
is crucial for maintaining America's technological leadership. DOE's network of national
laboratories, with their world-class facilities and expertise, are uniquely positioned to drive
innovation in these fields.

As you highlighted in your opening statement, DOE has a long legacy in computational science
dating back to the Manhattan Project. Today, this legacy continues with DOE operating the two
fastest supercomputers in the world. This computational power, combined with the
multidisciplinary expertise at our national labs, provides an unparalleled foundation for pushing
the boundaries of Al and quantum computing research.

In the field of AI, DOE's role is particularly important for addressing complex societal
challenges where there isn't yet an established commercial market. Areas like advanced
manufacturing, nuclear security, and genomics require the kind of long-term, fundamental
research that DOE excels at. The national labs can develop foundational AI models, create
testbeds for new Al platforms, and establish rigorous safety and security protocols that are
essential for responsible Al development.

Quantum computing represents another frontier where DOE's capabilities are critical. The
potential of quantum computers to solve complex problems far beyond the reach of classical
computers could revolutionize fields from cryptography to materials science. DOE's expertise in
both the theoretical and practical aspects of quantum science positions it to make significant
contributions to this rapidly evolving field.

Moreover, DOE's role extends beyond just research and development. As you mentioned,
cybersecurity is a crucial concern in this new era of emerging technologies. DOE's work in
developing secure Al systems and quantum-resistant cryptography is vital for protecting our
critical infrastructure and national security interests.

The stakes in this technological race are incredibly high. As your opening statement pointed out,
whoever leads in the development of these technologies will likely secure an unequivocal lead in
scientific and technological innovation broadly. This leadership has profound implications for
our economic prosperity and national security.

If China or other adversaries were to take the lead in Al and quantum computing, it could impact
our ability to defend against cyber threats, compromise our critical infrastructure, and potentially
shift the balance of global economic and military power. Moreover, it could allow other nations
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to set the standards and norms for how these powerful technologies are used, potentially in ways
that do not align with our values of privacy, individual liberty, and human rights.

By leveraging the expertise and infrastructure of our national laboratories, we can accelerate our
efforts in a cost-effective manner, building upon the resources and capabilities we've already
developed. This approach not only advances our technological capabilities but also helps
safeguard taxpayer dollars by maximizing the return on our existing investments.

In conclusion, DOE's role in advancing Al and quantum computing is not just beneficial — it's
imperative for maintaining our global leadership, ensuring our national security, and driving
economic prosperity in the 21st century. The department's unique capabilities and expertise make
it an essential player in our nation's efforts to stay competitive in these critical technological
domains.

Questions from Senator Josh Hawley

Question 1: What are the risks associated with allowing Chinese nationals to study artificial
intelligence in the United States?

Q1: While there are potential risks associated with Chinese nationals studying artificial
intelligence in the United States, it's crucial to approach this issue with nuance. As mentioned in
my testimony, the vast majority of Chinese students come to the U.S. legitimately and contribute
positively to our research and innovation ecosystem. In a letter to the Select Committee on the
CCP (attached), former national security leaders from every previous administration going back
to President Ford emphasized that U.S. leadership in technology rests largely on our ability to
leverage domestic and international talent. While we must be vigilant about potential technology
transfer or intellectual property theft that could benefit China's military-civil fusion strategy, it's
important to remember that these risks apply to a very small minority of students. The focus
should be on implementing targeted security measures rather than broad restrictions that could
harm our competitive advantage in attracting global talent.

Question 2: Sen. Waner, who chairs the Senate Select Committee on Intelligence, has
introduced the “Intelligence Authorization Act for FY 2025,” which includes a provision
prohibiting “covered foreign nationals” from working at our national labs. S. 4443, §436. This
includes nationals of China, Russia, Iran, and North Korea. In your view, should the United
States ban Chinese nationals from studying artificial intelligence at our research institutions?
Why or why not?

Q2: The United States should absolutely not implement a blanket ban on Chinese nationals
studying artificial intelligence at our research institutions. As my testimony highlights, such a
move would be counterproductive to our national interests. Instead, we should focus on
enhancing our ability to attract and retain global STEM talent, which is a key competitive
advantage over the Chinese Communist Party. The national security leaders' letter I referenced
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earlier rightly points out that nearly two in three graduate students in U.S. Al and semiconductor-
related programs were born abroad. Implementing targeted security measures, such as those
initiated under NSPM-33, can protect sensitive research while maintaining our open and
collaborative research environment. The goal should be to strike a balance between security and
openness, ensuring that the U.S. remains the most attractive destination for the world's brightest
minds in Al and other critical fields. TSMC founder Morris Chang fled China during its civil
war, moving to the United States to pursue studies at Harvard, then MIT. He later spent 25 years
at Texas Instruments, rising to lead the company’s global semiconductor division. In the latter
years of the Cold War, a new era of international talent recruitment emerged as Soviet
mathematicians and scholars sought opportunities beyond the Iron Curtain, similar to how many
Chinese scientists seek today in democratic nations. American universities found themselves in
an advantageous position, able to select from the cream of Soviet scientific talent, engaging in
competitive bids for the most distinguished figures. A 1990 New York Times article captured
this sentiment, quoting an American mathematician who noted that these Soviet academics were
“replenishing the mathematical juices of the United States.” Another Soviet émigré echoed this
sentiment, reporting almost daily inquiries from fellow scholars eager to relocate to the United
States. Proposals even surfaced to subsidize employers of these scientists, aiming to assimilate
them as quickly as possible.

Strategic recruitment of international science and technology talent proved a major boon to
American science. Between 1901 and 1933, Americans won only three of thirty Nobel Prizes in
physics. From 1934 to 2020, Americans won a piece of two-thirds of all such awards, in large
part thanks to either first or second-generation immigrants.

Given this history, it should be no surprise that China views the competition for top talent within
and outside the Chinese diaspora as a major economic and national security threat. In key areas
like AL the CCP is offering Western-trained returnees enormous cash bonuses in the hundreds of
thousands of dollars. Unfortunately, early evidence suggests such generous subsidies might be
working. China’s global share of top Al researchers and the share of those returning to China are
growing. We must double down on our advantage and recruit the best and brightest---with
appropriate security measures in place.

Question 3: Should the United States allow Chinese nationals to be employed by our National
Laboratories? Why or why not?

Q3: The United States should continue to allow carefully vetted Chinese nationals to be
employed by our National Laboratories for unclassified research, with extensive security
measures in place. As my testimony emphasizes, the DOE's National Laboratories have long
been a beacon for scientists and researchers worldwide, embodying the pinnacle of scientific
pursuit and technological innovation. This global appeal is not just a point of pride; it's a
cornerstone of our technological leadership. The national security leaders' letter corroborates
this, noting that efforts to onshore critical supply chains may not succeed unless we also onshore
the talent necessary to compete. By implementing robust security protocols and focusing on
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retaining top talent, we can maximize the benefits of international collaboration while mitigating
potential risks.

Question 4: Should the United States ban Chinese nationals from accessing DOE national
laboratories or our cutting-edge Al technologies?

Q4: Rather than implementing a blanket ban on Chinese nationals accessing DOE national
laboratories or cutting-edge Al technologies, the United States should adopt a more strategic and
nuanced approach. As I shared in my testimony, we should focus on precision tools for
identifying specific threats rather than broad, nationality-based restrictions. This aligns with the
national security leaders' recommendation to pair talent attraction policies with measures that
protect government-supported research and development. We should implement tiered access
levels based on security clearances and research sensitivity, enhance vetting procedures, and
strengthen counterintelligence efforts. Crucially, as both your testimony and the letter emphasize,
we must focus on retaining top Al talent in the U.S. through immigration reforms. The letter
rightly points out that bottlenecks in the U.S. immigration system endanger our national
advantage by driving international science and engineering talent elsewhere. By addressing these
bottlenecks and investing in both international and domestic STEM talent, we can maintain our
position as a global leader in science and technology while safeguarding national security
interests.

Question 5: What steps can the United States take to protect our artificial intelligence
intellectual property from the People’s Republic of China?

QS: To protect our artificial intelligence intellectual property from the People's Republic of
China, the United States can take several strategic steps while maintaining our competitive edge
in attracting global talent. As emphasized in my testimony, it's crucial to strike a balance
between security measures and preserving the openness that makes our research ecosystem so
robust and attractive to international talent.

First, we should fully implement and continuously update research security measures like those
initiated under NSPM-33. This approach, as mentioned in my testimony, allows us to protect
sensitive research while maintaining an open and collaborative environment for unclassified,
fundamental research. It's about using a scalpel rather than a sledgehammer in our security
approach.

Second, we need to enhance our vetting procedures for individuals working on sensitive Al
projects, particularly in our National Laboratories and critical research institutions. This doesn't
mean implementing blanket bans based on nationality, which would be counterproductive.
Instead, as I stressed in my testimony, we should develop more precise tools for identifying
specific threats.
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Third, we must strengthen our counterintelligence efforts to identify and mitigate specific risks
of intellectual property theft. This includes better coordination between academic institutions,
industry, and government agencies to share information about potential threats.

Fourth, and critically important, we need to address the bottlenecks in our immigration system
that currently drive away international STEM talent. As the national security leaders' letter points
out, our ability to attract and retain global talent is a key competitive advantage. By streamlining
pathways for top Al researchers and engineers to stay in the U.S. after their studies, we can
prevent the transfer of knowledge and expertise back to China.

Fifth, we should invest heavily in domestic STEM education and workforce development to
reduce long-term reliance on foreign expertise. However, as I mentioned in my testimony, this
should complement, not replace, our efforts to attract international talent.

Sixth, we need to foster stronger public-private partnerships in Al research and development. By
combining the long-term vision and resources of government agencies like the DOE with the
agility and market-driven focus of American industry, we can create a more robust ecosystem for
Al innovation that's more resilient to foreign interference.

Lastly, we should work with our allies to establish common standards and protocols for Al
research security. This international cooperation can help create a united front against intellectual
property theft while maintaining the global flow of ideas that drives innovation.

In implementing these measures, it's crucial to remember that our open research system is a key
strength, not a weakness. As I emphasized in my testimony, the vast majority of international
researchers, including those from China, contribute positively to our innovation ecosystem. Qur
goal should be to address specific security concerns without undermining the collaborative,
international nature of scientific progress that has been key to America's technological
leadership.

Question 6: Do you think China is ahead of the United States when it comes to supercomputing?

QG6: The answer is a bit nuanced. They are ahead of us in the basic research that is being
conducted today. They are producing 30.6% of the top papers in high performance computing
today compared to the U.S.'s share of 23.7% in high performance computing. The thing with
basic research investments is that they don't usually have immediate applications but may have
those applications in a few decades from now. Like how when U.S. researchers discovered laser,
there was no application for it. But today, it powers our weapons systems. However, when it
comes to today's applied research, the U.S. is ahead but PRC is catching up really fast. The U.S.
plans to limit access to high tech chips and chipmaking equipment has scuttled China's applied
research ecosystem for now. But they have been investing in their domestic capabilities to catch
up to the U.S.
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Question 7: What steps can the United States take to ensure we remain ahead of China in key
technologies such as supercomputers and artificial intelligence?

Q7: To ensure the United States remains ahead of China in key technologies such as
supercomputers and artificial intelligence, we must adopt a multifaceted approach that leverages
our strengths while addressing our vulnerabilities. As I emphasized in my testimony, our ability
to attract and retain global talent is a critical advantage that we must protect and enhance.

First and foremost, we need to double down on our investment in research and development. As I
mentioned in my testimony, the Department of Energy's network of 17 National Laboratories
and 35 user facilities are our technological vanguard. We should significantly increase funding
for these institutions, particularly in areas like AL, quantum computing, and advanced energy
systems. This investment should extend to both basic research and applied technologies to ensure
a robust pipeline of innovation.

Second, we must address the talent bottleneck that threatens our technological leadership. As the
national security leaders' letter points out, nearly two in three graduate students in U.S. Al and
semiconductor-related programs were born abroad. We need to streamline our immigration
system to make it easier for these highly skilled individuals to stay and work in the U.S. after
graduation. This could include measures like exempting those with advanced STEM degrees
from green card caps, as suggested in the letter and endorsed by former President Trump
recently.

Third, we should focus on fostering a more dynamic ecosystem for innovation. This means
strengthening partnerships between our National Laboratories, universities, and private sector
companies. By facilitating the flow of ideas and talent between these sectors, we can accelerate
the development and commercialization of cutting-edge technologies.

Fourth, we need to enhance our efforts to protect intellectual property and sensitive research. As
I stressed in my testimony, this doesn't mean closing our doors to international collaboration.
Instead, we should implement more precise security measures that target specific risks without
stifling innovation or driving away international talent.

Fifth, we must invest heavily in our domestic STEM education pipeline. While attracting
international talent is crucial, we also need to cultivate our homegrown expertise. This includes
initiatives to increase STEM education at all levels, from K-12 through post-graduate studies.
Sixth, we should leverage our alliances and partnerships globally. By collaborating with like-
minded nations on research and development, we can pool resources, share knowledge, and
create a more robust bulwark against technological competition from China.

Seventh, we need to ensure sustained, predictable funding for long-term research projects.
Breakthroughs in areas like quantum computing and advanced Al often require years of steady
investment. We should create funding mechanisms that provide stability and allow for the kind
of long-term planning necessary for groundbreaking research.
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In conclusion, our strategy should focus on amplifying our strengths — our open society, our
culture of innovation, our world-class institutions, and our ability to attract global talent — while
addressing our vulnerabilities through targeted security measures and increased investment. By
doing so, we can ensure that the United States remains at the forefront of technological
innovation, maintaining our edge over China in critical areas like supercomputing and artificial
intelligence.
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May 15, 2023

The Honorable Mike Gallagher The Honorable Raja Krishnamoorthi

Chairman, Select Committee on the Strategic Ranking Member, Select Committee on the
Competition Between the United States and the Strategic Competition Between the United States
Chinese Communist Party and the Chinese Communist Party

U.S. House of Representatives U.S. House of Representatives

Washington, DC 20515 Washington, DC 20515

Cc: Members of the Select Committee on the Strategic Competition Between the United States and
the Chinese Communist Party

Dear Chairman Gallagher, Ranking Member Krishnamoorthi, and Members of the Select Committee
on the Strategic Competition Between the United States and the Chinese Communist Party:

U.S. leadership in technology rests in large part on our ability to leverage domestic and
international talent. We are writing because you are in a position to influence whether Congress
protects or forfeits this national asset in the face of unprecedented competition from China.

As national security leaders who have served in each of the past several administrations, we are
united in calling on Congress to address the emerging gap in advanced STEM talent with China.
From computing to aerospace, critical sectors of our defense-industrial base rely on attracting
global STEM talent. For example, nearly two in three graduate students in the United States
specializing in artificial intelligence and semiconductor-related programs were born abroad.!

As this committee explores a wide range of issues, it has a critical opportunity to highlight the
self-inflicted drag that immigration bottlenecks impose on U.S. competitiveness. Previous
legislative efforts have considered exempting those with advanced STEM degrees from green card
caps to better compete with China. That policy adjustment would respond appropriately to this
national security concern, especially if paired with policies that protect government-supported
research and development, such as the full implementation of NSPM-33. We urge the committee to
conduct a substantive hearing examining the U.S. talent bottleneck with knowledgeable witnesses
and to issue a prescriptive report to committees with a jurisdictional mandate to take action.

! Will Hunt and Remco Zwetsloot, “The Chipmakers: U.S. Strengthes and Priorities for the High-End Semiconductor
Workforce,” Center for Security and Emerging Technology, 2020.
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President Xi Jinping has said that “scientific and technological innovation has become the main
battlefield of the international strategic game, and the competition around the commanding
heights of science and technology is unprecedentedly fierce.”* Despite significant investments by
the Chinese Communist Party to attract international science and engineering talent through its
Thousand Talents Plan and other means, the United States remains the most desirable destination
for the world’s best scientists and engineers®. The Chinese Communist Party recognizes this;
Chinese sources have worried that expanded talent pipelines into the U.S. “would pose a huge
challenge for China."*

Bottlenecks in the U.S. immigration system endanger our national advantage by driving
international science and engineering talent elsewhere. Indian STEM graduates can expect to wait
for decades before being issued a green card.® A recent study suggests about 80% of STEM
master’s graduates leave the United States, largely as a result of policy restrictions. Inaction on
resolving this bottleneck is already exacting a cost. In 2021, National Defense Industrial
Association members identified the U.S. human capital gap as the single most vulnerable part of
their supply chain.” Recent studies show half of advanced STEM workers in the defense-industrial
base were born abroad.® These reports illustrate how efforts to onshore critical supply chains may
not succeed unless we also onshore the talent necessary to compete.

China is aggressively growing its domestic STEM talent pipelines. It has doubled its higher
education budget in less than a decade.® Chinese universities are rapidly climbing global rankings.
While the United States began this century with a comfortable lead, China now has double the
annual U.S. STEM masters’ output and will double the number of U.S. STEM PhDs within the next
three years.!® Much of this talent will be working in Pentagon-identified critical technology
areas—such as Al, biotechnology, hypersonics, and space. None of these trajectories show signs of
slowing down.

? May 28, 2021 speech translated by Zichen Wang,

3 Helen Toner, “Foreign STEM Talent is the Key to Future U.S. Competitiveness,” Aspen Institute, 2022.

4 Remco Zwetsloot, “Winning the Tech Talent Competition,” Center for Strategic and International Studies, 2021.
5 William A. Kandel, Jill H. Wilson, and Sarah A. Donovan, “U.S. Employment-Based Immigration Policy,”
Congressional Research Service, 2022.

© Michel Beine, Giovanni Peri, and Morgan Raux, “International College Students’ Impact on the U.S, Skilled Labor
Supply,” NBER Working Paper Series, 2022.

7 “Vital Signs 2022: The Health and Readiness of the Defense Industrial Base,” National Defense Industrial
Association, 2022.

8 Jeremy Neufeld, “STEM Immigration is Critical to American National Security,” Institute for Progress, 2022.

9 Ryan Fedasiuk, Alan Omar Loera Martinez, and Anna Puglisi, “A Competitive Era for China’s Universities,” Center
for Security and Emerging Technology, 2022.

10 Zwetsloot, “Winning the Tech Talent Competition,” Center for Security and Emerging Technology, 2021.
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Fixing the U.S. talent bottleneck goes hand in hand with ensuring that U.S. research is secure from
theft or espionage. Drawing on the world’s best and brightest allows us to accelerate scientific and
technological advancement. Strengthening security standards ensures that sensitive information
and intellectual property remain secure. The United States is fully capable of advancing both
objectives.

We believe a security-conscious approach to strengthening our advanced STEM talent will help
address the national security and global competition issues addressed in this letter. As the
National Security Commission on Artificial Intelligence put it, such targeted STEM talent reforms

are “a national security imperative.”!!

Preserving our ability to attract international STEM talent transcends political partisanship. The
House G.O.P. China Task Force Report noted the U.S. “needs to continue to attract the best and
brightest STEM talent from around the world, or risk falling behind in the global race for talent and
losing its competitive advantage in innovation.”*? Similarly, the Biden administration has argued
“one of America’s greatest strengths is our ability to attract global talent to strengthen our
economy and technological competitiveness.”*® A recent study of the National Security Innovation
Base by the Reagan Institute found that current talent pipelines pose “ongoing major
vulnerabilities.”** The Future of Defense Task Force, a bipartisan initiative of the House Armed
Services Committee, identified STEM immigrants’ contributions to U.S. leadership as “staggering”
but concluded that “immigration policy hinders the U.S!s ability to attract and retain foreign STEM
talent that instead flows to other countries, including competitors.” The Task Force called for
“aggressively expanding visas for STEM talent.”"® Such measures, along with vital security
screening provisions, fit squarely within the spirit of this bipartisan committee’s purview as key
levers that will determine the outcome of strategic competition with China.

China is the most significant technological and geopolitical competitor our country has faced in
recent times. With the world’s best STEM talent on our side, it will be very hard for the United

States to lose. Without it, it will be very hard for us to win.

Sincerely,

11 4«

Final Report,” National Security Commission on Artificial Intelligence, 2021.

12 “Chj [ rt,” 2020.

13 wp; _Harri Fietrat :

Competitiveness,” 2022.

1* “National Security Innovation Base Report Card,” Ronald Reagan Institute, 2023.

15 “Eyuture of Defense Task Force Report 2020,” House Armed Services Commiittee, 2020.
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ENERGY SCIENCES
COALITION

Statement in Support of the Department of Energy Artificial Intelligence Act

July 30, 2024

The Energy Sciences Coalition (ESC) strongly supports and urges swift passage of the bipartisan
Department of Energy (DOE) Artificial Intelligence (AI) Act. Consistent with prior ESC
recommendations, the legislation gives DOE a central role in Al research and development,
including unique applications in science, energy, and national security to advance DOE missions,
while also mitigating risks associated with this new sector of innovation. New and expanded
programs at DOE would fully leverage the agency’s unique high performance computing
infrastructure, existing investments in Al and machine learning, and expertise and vast amounts
of data from DOE’s 17 national laboratories and 35 user facilities, to drive Al innovation and
address societal grand challenges.

In particular, ESC supports the four key pillars of the DOE Al Act:

e Frontiers in Artificial Intelligence for Science, Security, and Technology (FASST)
program. This cross-cutting, whole-of-DOE effort would bring together the world’s
leading scientists and engineers from all 17 DOE national labs, research universities, and
other research organizations to drive Al innovation for unique science, energy, and
national security missions and more broadly maintain U.S. leadership in AL, This
program would support fundamental math and computer science, the development and
deployment of safe and trustworthy Al models and systems, early-stage engineering and
prototyping of Al hardware and software technologies, and development of next-generation
computing platforms and infrastructure. This program is needed to accelerate the pace of
scientific discovery and technological innovation in a responsible and secure manner.

e Al Research and Development Centers. Consistent with prior ESC recommendations,
the legislation would authorize the creation of at least 8 Al innovation centers focused on
advancing unique Al applications for DOE science, energy, and national security missions.
These teams of DOE national labs, universities, industry, and other research organizations
would bring together unique DOE research expertise, infrastructure, and STEM education
and workforce training to have significant impact. DOE has successfully used these large-

The Energy Sciences Coalition (ESC) is a broad-based coalition of organizations representing scientists, engineers and mathematicians in universities,
industry and national laboratories who are committed 1o supporting and advancing the scientific research programs of the U.S. Department of Energy
(DOE), and in particular, the DOE Office of Science.
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scale centers to integrate, test, and deploy new technologies and complements the innovative
work advanced by individual researchers and small research groups.

e Al Risk Evaluation and Mitigation program. ESC supports a risk evaluation and
mitigation program which would require DOE to identify and find solutions to mitigate
safety and security risks related to the use of AI. This is particularly important for DOE’s
nuclear and other national security missions, protection of critical energy infrastructure,
assessing capabilities of adversaries, and overall general understanding of potential
consequences of deploying Al tools.

e STEM Education and Workforce Development. ESC supports allocating at least 10
percent, or about $240 million per year, of Al research and development funding to
support DOE STEM education and workforce development programs in AL This
targeted investment in training programs, research opportunities, and support for new
degree and certificate programs in Al-related disciplines at research universities and
community colleges is needed to meet growing demand for a highly skilled and Al-
literate workforce. ESC also supports efforts to expand the number of Al researchers
from underrepresented groups interested in pursuing and attaining Al-relevant skills.

The legislation authorizes bold investments—$12 billion over five years—and bold new
programs needed by DOE to fully develop and utilize Al for unique science, energy, and national
security missions. An ESC-sponsored congressional event in July highlighted some of the early
applications of Al using high performance computing capabilities. These include, to name a
few: grid resilience and security; designing advanced materials that can resist very high
temperatures and extremely hot plasmas for fusion reactors; safe and reliable long-term carbon
dioxide storage, geothermal energy, nuclear waste isolation, and petroleum extraction; improved
climate modeling prediction based on better understanding of cloud behavior and associated
droughts and floods; and, in partnership with the National Institutes of Health, automating
complex data analysis for new insights into cancer and developing improved treatment options,
just to name a few. This important piece of legislation would help unlock DOE’s potential to
tackle and help solve major challenges for the nation.

We look forward to working with Congress to advance this legislation.

Sincerely,
Leland Cogliani Sarah Walter
Co-chair Co-chair
202-289-7475 202-434-8003

leland@lewis-burke.com swalter@msu.edu
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