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ARTIFICIAL INTELLIGENCE IN GOVERNMENT 

Tuesday, May 16, 2023 

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY

AND GOVERNMENTAL AFFAIRS, 
Washington, DC. 

The Committee met, pursuant to notice, at 10 a.m., in room SD– 
562, Dirksen Senate Office Building, Hon. Gary Peters, Chairman 
of the Committee, presiding. 

Present: Senators Peters [presiding], Hassan, Sinema, Rosen, 
Padilla, Ossoff, Paul, Johnson, Lankford, Scott, Hawley, and Mar-
shall. 

OPENING STATEMENT OF SENATOR PETERS1 

Chairman PETERS. The Committee will come to order. 
Today’s hearing is the second in a series that I plan to convene 

on artificial intelligence (AI). At our first hearing in March, we dis-
cussed the transformative potential of AI, as well as the possible 
risks these technologies can pose. Today, we will be discussing how 
AI has the potential to help government better serve the American 
people, such as by improving the ways agencies deliver services 
and also what pitfalls we need to be aware of as government in-
creasingly adopts AI. 

The Federal Government is already using AI in an effort to pro-
vide more efficient services, assess potential security threats, and 
automate routine tasks to enhance the Federal workforce. 

Earlier this month, the White House announced new efforts to 
invest in American leadership to develop AI technologies and pro-
mote the responsible use of AI within the Federal Government. 
Later this summer, the Office of Management and Budget (OMB) 
is expected to release new guidance on Federal Government use of 
AI, implementing legislation this Committee advanced in 2020, and 
was later signed into law in government funding legislation. 

U.S. leadership in the development and use of AI systems, by 
both the private sector and government, is essential for our global 
economic competitiveness. We should work to ensure that govern-
ment can adopt and deploy these tools to help improve American 
lives, but as we do so we must ensure we are also prepared to ad-
dress the potential risks and harms that AI systems can present. 

The potential for bias in AI applications can have serious con-
sequences for Federal Government use. A recent study found that 
an algorithm used by the Internal Revenue Service (IRS) to deter-
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mine who should be audited was erroneously more likely to rec-
ommend Black taxpayers than white taxpayers, and the govern-
ment was not prepared with the data or training necessary to actu-
ally recognize this biased outcome. 

As we heard in our last hearing, AI algorithms often lack trans-
parency and accountability for how they arrive at certain outcomes. 
Even the engineers who design them do not always understand 
how they reach the conclusions that they reach. 

In government applications, this can present serious risks to 
Americans who may unknowingly be interacting with an AI, and 
who may struggle to get answers about why an AI system made 
a certain determination. 

For example, at least a dozen States deployed algorithms to de-
cide eligibility for disability benefits, which resulted in denying 
thousands of recipients this critical assistance that helped them 
live independently, and left them with little opportunity to under-
stand why the decision was made or how they could possibly appeal 
it. 

The enormous amounts of data that can be collected as a result 
of using AI systems also presents concerns about privacy. Existing 
privacy laws do not envision these types of applications. 

As agencies use more AI tools, they will need to ensure they are 
securing and appropriately using any data inputs to avoid acci-
dental disclosures or unintended uses that harm Americans’ civil 
rights or their civil liberties. 

Finally, we must ensure our Federal workforce is ready to pro-
cure and oversee the use of AI systems to ensure they are bene-
fiting Americans. Last Congress, I authored legislation that was 
signed into law requiring officials charged with procuring AI tools 
to be trained in both their capabilities to improve agency missions, 
and their potential risks, to ensure responsible use. 

Last week, I introduced bipartisan legislation to build on that ef-
fort by requiring Federal agency supervisors and managers to re-
ceive similar training. 

I am looking forward to today’s discussion and to continuing to 
work with my colleagues on both sides of the aisle to advance solu-
tions that will help encourage American development of AI, and en-
sure it is being used appropriately. 

During today’s hearing, we will be discussing some of those strat-
egies, including the need to conduct inventories of current Federal 
Government AI applications, requiring ongoing audits to ensure the 
accuracy and effectiveness of AI systems, and considering respon-
sible standards that need to be met as the Federal Government 
continues to acquire additional AI tools. 

I am grateful to our expert witnesses for joining us today. We 
look forward to a fruitful discussion, and a discussion that will like-
ly continue well beyond this hearing and be engaging for the fore-
seeable future. 

I would now like to recognize Ranking Member Paul for his open-
ing statement before we hear from our witnesses. Ranking Member 
Paul. 
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OPENING STATEMENT OF SENATOR PAUL1 
Senator PAUL. In 1975, the late Senator Frank Church said, ‘‘The 

United States government has perfected a technological capability 
that enables us to monitor the messages that go through the air. 
That capability at any time could be turned around on the Amer-
ican people, and no American would have any privacy left, such is 
the capability to monitor everything. There would be no place to 
hide.’’ 

These words came as Senator Church led the Senate Select Com-
mittee to Study Governmental Operations with Respect to Intel-
ligence Activities, better known as the Church Committee. 

The Church Committee’s 1976 final report exposed numerous se-
cret Federal programs that violated the constitutional rights of 
American citizens it deemed to be threats to existing social and po-
litical order. These programs surveilled and targeted individuals 
like Martin Luther King Jr. and domestic organizations like the 
Southern Christian Leadership Conference, as well as infiltrated 
movements to incite rivalries and discredit leaders. 

Nearly 50 years later, Senator Church’s ominous warning that 
the government could weaponize technology against the American 
people reads more like a premonition. There is truly becoming ‘‘no 
place to hide.’’ 

In recent decades, journalists and whistleblowers exposed exam-
ples of our government leveraging emerging technologies to violate 
the privacy and civil liberties of its citizens. 

Intelligence agencies conducted surveillance of video game users, 
collecting data on the contents of communications between players. 

The Department of Homeland Security (DHS) tracked the loca-
tions of individuals and groups participating in the Black Lives 
Matter (BLM) movement. 

The Drug Enforcement Administration (DEA) conducted ‘‘covert 
surveillance’’ of people protesting the death of George Floyd. 

It is only getting worse. Just last month, the American Civil Lib-
erties Union (ACLU) acknowledged, ‘‘The Biden administration has 
been quietly deploying and expanding programs that surveil what 
people say on social media, using tools that allow agents and ana-
lysts to invisibly monitor the vast amount of protected speech that 
occurs online.’’ 

How are they doing it? Using artificial intelligence. 
For years, Federal agencies, including the Department of Home-

land Security, State Department (DOS), National Science Founda-
tion (NSF), and the Federal Bureau of Investigation (FBI) have 
been colluding with private organizations and social media compa-
nies to combat what they deemed to be ‘‘disinformation.’’ Jacob 
Siegel, in ‘‘Tablet,’’ wrote, ‘‘Disinformation is both the name of the 
crime and the means to covering it up, a weapon that doubles as 
a disguise.’’ I think that is an apartment way of looking at 
disinformation. It is a tool for those who want to limit speech, but 
it also doubles as a disguise and a means of covering up what they 
are actually trying to do. 

The purpose, so they claimed, was to combat foreign malign in-
fluence. But in reality, the government was not suppressing foreign 
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‘‘misinformation.’’ It was working to censor domestic speech by 
Americans. 

Since 2020, the Federal Government has awarded over 500 con-
tracts and grants related to ‘‘misinformation’’ or ‘‘disinformation.’’ 
George Orwell would be proud. While the grant awardees and their 
proprietary AI and machine learning technologies differ, their goals 
are consistent: to ‘‘mine’’ the internet, identify conversations indic-
ative of ‘‘harmful’’ narratives, track those ‘‘threats,’’ and develop 
countermeasures before messages go viral. One National Science 
Foundation-funded company’s mission statement claims that ‘‘social 
media is being manipulated and ideas are being spread uncontrol-
lably online.’’ 

The solution it provides? An automatic controversy detection al-
gorithm to help identify things that are ‘‘potentially opinion-shift-
ing’’ in order to make communication ‘‘more productive and less 
dangerous,’’ in other words, censorship. 

During the Coronavirus Disease 2019 (COVID–19) pandemic, we 
witnessed the accelerated use of artificial intelligence technologies 
to monitor and suppress public debate on issues like natural immu-
nity, masks, and the origin of the virus. Multiple Federal agencies, 
including the Department of Defense (DOD) and the State Depart-
ment, funded automated disinformation-detection technologies de-
signed to monitor and suppress public debate on issues like vac-
cines and the origins of COVID–19. 

Writer Jacob Siegel, in a fantastic, yet haunting, narrative ex-
plaining the last decade of U.S. Government domestic censorship 
efforts said, ‘‘Disinformation, now and for all time, is whatever they 
say it is. That is not a sign that the concept is being misused or 
corrupted; it is the precise functioning of a totalitarian system.’’ 

Make no mistake. The United States is engaging in the same ac-
tivities we criticize other countries for. But unlike China and North 
Korea, the United States government attempts to conceal its in-
volvement using private entities as front companies to do its dirty 
work. 

But make no mistake. The intent is the same. Control the nar-
rative, eliminate dissent, and retain power. 

This should terrify all Americans. The government is using your 
hard-earned tax dollars to surveil and censor your protected 
speech. Artificial intelligence is only going to make it easier for the 
government to do this, and harder to detect. 

This should not be a partisan issue. We must get to the bottom 
of how the Federal Government uses AI to violate the privacy and 
civil liberties of the American people before it is too late. 

Chairman PETERS. Thank you, Ranking Member Paul. 
It is the practice of the Homeland Security and Governmental Af-

fairs Committee (HSGAC) to swear in witnesses, so if each of you 
would please stand and raise your right hand. 

Do you swear that the testimony that you will give before this 
Committee will be the truth, the whole truth, and nothing but the 
truth, so help you, God? 

Mr. EPPINK. I do. 
Mr. ARIGA. I do. 
Dr. PARKER. I do. 
Mr. HO. I do. 
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Mr. SIEGEL. I do. 
Chairman PETERS. Thank you. You may be seated. 
Our first witness is Dr. Lynn Parker. Dr. Parker is the Associate 

Vice Chancellor and Director of the AI Tennessee Initiative at the 
University of Tennessee (UT). Dr. Parker spent four years as Dep-
uty United States Chief Technology Officer (CTO) and Director of 
the National AI Initiative Office (NAIIO) within the White House 
Office of Science and Technology Policy (OSTP). 

Before joining OSTP in 2018, Dr. Parker served as the interim 
Dean of the University of Tennessee’s Tickle College of Engineer-
ing. She has also served as the National Science Foundation’s Divi-
sion Director for Information and Intelligence Systems. 

Dr. Parker, welcome to the Committee. We look forward to hear-
ing your opening statement. 

TESTIMONY OF LYNNE E. PARKER, PH.D.,1 ASSOCIATE VICE 
CHANCELLOR AND DIRECTOR, AI FOR TENNESSEE INITIA-
TIVE, UNIVERSITY OF TENNESSEE 

Dr. PARKER. Thank you so much. Chairman Peters, Ranking 
Member Paul, and Members of the Committee, thank you for invit-
ing me to testify at this hearing on AI in government. I am Asso-
ciate Vice Chancellor at the University of Tennessee, Knoxville, 
and Director of the AI for Tennessee Initiative, where we are work-
ing to establish Tennessee as a leader in the data-driven knowl-
edge economy. 

My remarks today focus on ways that Federal agencies can bet-
ter leverage and govern the responsible use of AI in advancing 
their missions and providing services to the American people. 

Federal uses of AI are becoming increasingly transparent as 
agencies make available their AI use case inventories in compli-
ance with Executive Order (EO) 13960 and the Advancing Amer-
ican AI Act. The extreme variety of Federal AI use cases creates 
challenges for developing a flexible approach to the responsible gov-
ernance and use of AI by the Federal Government. 

To help accelerate the responsible governance and use of AI in 
government, I offer the following recommendations. 

First, as directed by the AI in Government Act of 2020, and Ex-
ecutive Order 13960, OMB should prioritize and adequately re-
source their work on creating Federal guidance for the use of AI 
in government. This guidance should address the wide diversity of 
use cases of AI across the Federal Government, encourage the re-
sponsible adoption of AI to improve public services while protecting 
privacy, civil rights, and civil liberties, and be operational for use 
by the agencies. 

Second, Congress should require Federal agencies to use the Na-
tional Institute of Standards and Technology (NIST) AI Risk Man-
agement Framework (RMF) during the design, development, pro-
curement, use, and management of AI. Beginning with a standard-
ized assessment of the risks posed by use cases of AI is a key step 
that can be taken now by all Federal agencies without needing to 
wait for additional OMB guidance. 
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Third, Congress should require every Federal agency to have a 
current and regularly updated AI strategic plan that includes that 
agency’s approach to the responsible adoption of AI. 

Fourth, Congress should direct each agency to hire and resource 
a Chief AI Officer (CAIO) who is responsible for overseeing the de-
velopment and regular update of the organization’s AI strategy and 
use of AI. 

Fifth, Congress should direct the creation of an interagency Chief 
AI Officers Council as an effective way to coordinate the govern-
ance and use of AI within the Federal Government. 

Sixth, the proposed Chief AI Officer’s Council should review the 
agency AI use case inventories for common application areas and 
identify dozens of key agency processes that could be transformed 
with AI, in a manner consistent with privacy, civil rights, and civil 
liberties. 

Seventh, Congress should accelerate the responsible and innova-
tive adoption of AI by providing agencies with AI innovation funds 
as part of their annual operating budgets. 

Eighth, to help address AI workforce shortages in the Federal 
Government, and as directed by the AI in Government Act of 2020, 
the Office of Personnel Management (OPM) should prioritize and 
adequately resource their work on the AI occupational series so 
that Federal agencies will be better positioned to strengthen their 
AI workforces. 

Ninth, Congress should direct the development of a National Ini-
tiative for AI Education Framework, analogous to the NIST Na-
tional Initiative for Cybersecurity Education (NICE), Framework, 
that was developed in 2017, to provide a comprehensive and stand-
ardized approach to describing AI roles and the associated knowl-
edge, skills, and abilities needed for those roles. 

Finally, to help strengthen the breadth and diversity of talent in 
the nation’s AI ecosystem, Congress should authorize and fund the 
National AI Research Resource, as proposed by the congressionally 
directed National AI Research Resource Task Force. Such a re-
source would help develop new AI talent, with some of this talent 
likely choosing to use their AI skills to support the Federal Govern-
ment in its adoption and governance of responsible AI. 

I thank the Committee for the opportunity to testify and look for-
ward to your questions. 

Chairman PETERS. Thank you. Thank you, Dr. Parker. 
Our next witness is Taka Ariga. Mr. Ariga is the Chief Data Sci-

entist and Director of the Innovation Lab at the U.S. Government 
Accountability Office (GAO). As an integral part of the Science, 
Technology, Assessment, and Analytics team, he helps GAO de-
velop and implement advanced analytical capabilities for its audit-
ing processes. 

Prior to joining GAO, he held executive positions at Deloitte, 
Ernst & Young and Booz Allen Hamilton, where he worked with 
audit, compliance, legal, and regulated entities. 

Welcome to the Committee, and we look forward to your testi-
mony. 
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TESTIMONY OF TAKA ARIGA,1 CHIEF DATA SCIENTIST, U.S. 
GOVERNMENT ACCOUNTABILITY OFFICE 

Mr. ARIGA. Chairman Peters, Ranking Member Paul, and distin-
guished Members of the Committee, thank you for inviting me to 
participate in today’s hearing on artificial intelligence in the Fed-
eral Government. 

As GAO’s Chief Data Scientist and Director of our Innovation 
Lab, I see AI’s potential in action every day. But as you noted in 
your March 8th hearing, significant risks and challenges exist 
wherever AI is assisting or replacing discretionary decisionmaking. 

AI is undeniably an integral part of a functioning digital fabric. 
However, the Federal Government is certainly not immune from 
consequences of this powerful technology. The need to promote re-
sponsible and accountable use of AI is even more striking now in 
the face of growing dangers from unfair, unintended, or misleading 
outcomes that carry cascading societal impacts. 

Paradoxically, agencies continue to face acute short of Federal 
digital talent needed to implement accountability practices. We 
must address both challenges at pace with, and perhaps even an-
ticipate, rapid advances in AI capabilities. 

GAO has issued more than two dozen reports over the past sev-
eral years to promote responsible and accountable use of AI. One 
of the most notable moments is the introduction of our AI Account-
ability Framework in summer of 2021. This first-of-its-kind blue-
print moved beyond high-level aspirations and laid out 33 key im-
plementation practices across four pillars for Federal agencies to 
consider as they navigate the AI development lifecycle. In this 
framework, we also stress the importance of taking a team sport 
approach that integrates perspectives from an ecosystem of stake-
holders. 

Beyond GAO’s own use across our audit engagements, we are 
seeing adoption of the framework by the broader oversight commu-
nity to conduct AI evaluations. 

On the workforce front, GAO has steadfastly reported on mis-
sion-critical gaps for Federal expertise in science and technology 
(S&T) since 2001. The Federal Government, as a whole, continues 
to face barriers in hiring, managing, and retaining staff with ad-
vanced technical skills, the very skills needed to design, develop, 
deploy, and monitor AI systems. 

In our November 2021 report, GAO gathered perspective from 
technology leaders across Federal, academic, and nonprofit entities 
to explore the concept of establishing a U.S. Digital Services Acad-
emy (USDSA). The aim is to improve the Federal pipeline of highly 
trained digital talent that can effectively and responsibly mod-
ernize government, including implementation of AI systems. Ulti-
mately, having a robust cadre of a digital-ready, Federal workforce 
ensures humans can successfully remain in, and never out of the 
AI loop. 

GAO remains committed to supporting Congress on the ‘‘trust 
but verify’’ part of the AI accountability equation. We have formed 
an internal AI community of practice that includes every GAO mis-
sion team. We have established internal training resources to en-
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hance data literacy and data science. We have hired more data sci-
entists. Our Innovation Lab is actively exploring a variety of 
impactful machine learning techniques to transform audit function. 
We remain engaged with a network of oversight partners, aca-
demic, and governmental entities at all levels to exchange insights. 
All of these efforts give GAO hands-on experience to stay at the 
forefront of AI technology, with which to offer technical assistance 
and strengthen oversight capacity. 

Realizing accountable AI is a continuing journey that requires a 
whole-of-government approach, Federal agencies need more specific 
guidance on effective implementation of AI. At the same time, we 
need practical policy solutions that address interconnected chal-
lenges on privacy, civil liberties, and workforce readiness. 

We know AI capabilities will evolve at an incredible speed, and 
the use of AI will continue to diffuse across facets of governmental 
functions. GAO believes that the Federal Government can, and 
must, simultaneously realize opportunities afforded by AI and be 
leaders in good governance, transparency, and compliance in this 
age of algorithmic renaissance. 

Chairman Peters, Ranking Member Paul, and Members of the 
Committee, this concludes my prepared statement. I will be happy 
to answer any questions you may have. 

Chairman PETERS. Thank you, Mr. Ariga. 
Our next witness is Professor Daniel Ho. Professor Ho is the Wil-

liam Benjamin Scott and Luna M. Scott Professor of Law at Stan-
ford Law School, Professor of Political Science, Senior Fellow at the 
Stanford Institute for Economic and Policy Research, Associate Di-
rector of the Stanford Institute for Human-Centered Artificial In-
telligence (HAI), and Director of the Regulation, Evaluation, and 
Governance Lab. He also serves on the National Artificial Intel-
ligence Advisory Commission and is a Senior Advisor on Respon-
sible AI to the Department of Labor (DOL). 

Professor, welcome to the Committee. We look forward to your 
opening remarks. 

TESTIMONY OF DANIEL E. HO,1 PROFESSOR, STANFORD LAW 
SCHOOL 

Mr. HO. Chairman Peters, Ranking Member Paul, and Members 
of the Committee, it is an honor to speak with you today. 

The youth government has an exceptional opportunity. It can 
seize this moment of AI innovation to modernize Federal programs, 
catalyze scientific advancements, and protect the rights and bene-
fits of all Americans. Doing so will strengthen America, but stra-
tegic leadership, Federal workforce investments, digital infrastruc-
ture, and procurement modernization will be necessary. The Fed-
eral Government needs to go from having a few pockets of innova-
tion to a culture of innovation. 

Let me start with why AI in government matters so much. First, 
government should lead by example and demonstrate how respon-
sible AI can modernize Federal programs. In a report we showed 
how early AI innovation in nearly half of the largest 140 Federal 
agencies can transform Veterans Benefits Administration (VBA), 
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improve monitoring of adverse drug events, and help protect work-
ers, consumers, and the environment. 

Take the Social Security Administration (SSA), which can hear 
over half a million disability appeals per year. With great foresight, 
SSA began investing in data infrastructure and tools to modernize 
case adjudication in the 1990s. This culminated in an AI tool that 
allows judges to use natural language processing to check draft de-
cisions for some 30 errors, accelerating and improving case proc-
essing, leaving some to call the official who pioneered these early 
investments the ‘‘Steve Jobs of the SSA.’’ 

Second, government agencies are, of course, critical for effective 
regulation of the risks of AI, and striking the right balance be-
tween innovation and safeguards requires expertise in government. 
Getting technical talent into the Federal workforce is the single 
biggest obstacle for effective regulation. Government cannot govern 
AI if it does not understand AI. 

While much progress has been made, including legislation from 
this Committee, we still have a long way to go. When our research 
team at Stanford examined the implementation of AI-related legal 
requirements, stemming from two Executive Orders and the AI in 
Government Act, we found a critical gap in leadership, strategic 
planning, and capacity. For instance, 88 percent of agencies failed 
to submit AI plans to identify regulatory authorities, and the im-
plementation of a key transparency measure, agency disclosure of 
AI use cases, has been inconsistent, and the Office of Personnel 
Management has yet to release a required report, due July of last 
year, to forecast the AI employment needs and to create an AI hir-
ing line. 

This must change. The Federal workforce does herculean work 
but faces fundamental challenges developing teams that can de-
sign, implement, and regulate AI effectively and responsibly. Stan-
ford’s HAI’s AI Index highlights that 65 percent of AI Ph.D.’s land 
in industry, 28 percent in academia, and less than two percent in 
government. Or in the words of one entrepreneur, ‘‘The best minds 
of my generation are thinking about how to make people click on 
ads.’’ 

Strengthening the pipeline of technical talent into the public sec-
tor and providing career paths is urgent. As the National Security 
Commission on AI noted, it is not just compensation. ‘‘It is the per-
ception, and too often the reality, that it is difficult for digital tal-
ent in government to perform meaningful work.’’ I have seen this 
firsthand. One Stanford AI Ph.D. student became so frustrated by 
an agency’s decades-old software stack and lack of computing re-
sources that he gave up on his aspirations for a career in govern-
ment and went back to work in industry. 

Let me conclude with four recommendations. 
First, strategic leadership from the Federal Government is re-

quired to coordinate and drive forward trustworthy AI innovation. 
Congress should borrow a page from the bipartisan Evidence Act 
and empower chief AI Officers to ensure that senior leadership 
within agencies is driving forward responsible AI innovation and 
oversight. 

Second, Congress should establish new pathways and trajectories 
for technical talent in government. We need better models—build-
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ing on the U.S. Digital Service (USDS), public-private partnerships, 
and academic-agency partnerships—to attract AI talent to public 
service, build cross-functional teams, and provide pathways for ca-
reer advancement. 

Third, government procurement is critical to capitalize on Amer-
ican innovation and spur developments of rights-preserving, pri-
vacy-enhancing technologies. We need to move toward more mod-
ular forms of contracting, which the Department of Defense has il-
lustrated, that enables more effective development, acquisition, as-
sessment, and auditing of AI systems. 

Last, we have to invest in digital infrastructure, including the 
National AI Research Resource, endorsed by multiple Federal task 
forces, for secure access to administrative data and large-scale com-
puting resources to level the playing field. Government data, which 
is higher quality, more representative, and reliable than web data 
that many models are trained on, is an important part of the solu-
tion. When the U.S. Geological Service (USGS) made Landsat sat-
ellite imagery free to researchers in 2008, it generated $3 to $4 bil-
lion in benefits annually, catalyzing discoveries in habitat modifica-
tion, climate change, and poverty. That is the promise of getting 
public sector innovation right. 

The U.S. Government should act expeditiously to foster respon-
sible AI adoption. 

I am looking forward to your questions. 
Chairman PETERS. Thank you. Our next witness is Ritchie 

Eppink. Mr. Eppink serves as Counsel for the American Civil Lib-
erties Union of Idaho Foundation. He was previously the Justice 
Architect for the Idaho Legal Aid Services, and before that a Ful-
bright Fellow. 

Mr. Eppink, you are recognized for your opening statement. 

TESTIMONY OF RICHARD A. EPPINK,1 OF COUNSEL, 
AMERICAN CIVIL LIBERTIES UNION OF IDAHO FOUNDATION 

Mr. EPPINK. Thank you, Chairman Peters, Ranking Member 
Paul, and Committee Members for your attention to artificial intel-
ligence and automated decisionmaking in government programs. 

I was invited here today because I have been working for over 
a decade with Idahoans with developmental disabilities and their 
families to challenge secret decisions made by computerized algo-
rithmic systems. Only through litigation that I have helped these 
families pursue were they able to access the algorithms the State 
of Idaho uses to make decisions about the health care that they de-
pend on day to day. 

Once we opened the black box that concealed that automated 
system, we found that it was built out of corrupt data, relied on 
inputs that the State never validated, and produced results that 
even those who created it could not explain. A Federal court ruled 
that the system was unconstitutional. 

Yet a decade after filing suit and over seven years since winning 
in court we are still litigating the case, battling for due process 
against still more black box secrecy. Decades-long class actions by 
indigent families are not a viable plan for AI governance in tax-
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payer programs. We need Federal regulation and enforcement to 
protect basic fairness and constitutional rights in government pro-
grams that use AI in automated decisionmaking systems. 

A little bit about the Idaho lawsuit. Although in the past our so-
ciety shamefully confined people with developmental disabilities in 
State hospitals, today, through Medicaid, they can get services at 
home and in their communities instead, at a savings to the govern-
ment and to taxpayers. 

One of my clients was Christie Mathwig. She was a bulwark in 
her rural community of Troy, Idaho, a mother, and a leader in her 
church, bible studies, and Al-Anon. She was also diagnosed as a 
teenager with a rare neuromuscular disease and relied on workers 
in her community for health care and support throughout her day. 
Each year, the State assigned her a budget: not dollars that she 
would ever see, but reimbursement for her health care providers, 
based on assessment results plugged into an automated system. 

Christie came to me when the State told her her budget would 
suddenly be cut by tens of thousands of dollars, more than 20 per-
cent, and not enough for the 24-hour support she needed to sur-
vive. The State refused to provide an explanation, claiming that the 
system was a ‘‘trade secret.’’ 

We filed suit, and a Federal court quickly ordered the agency to 
disclose the system to us. It turned out to be just a handful of for-
mulas coded into a basic Microsoft Excel spreadsheet. As rudi-
mentary as it was, it still took us many months, three experts, and 
over $40,000 to reverse-engineer the system, catalog its flaws, and 
assess the harm that its results could wreak upon our clients. We 
presented our analysis to the court, and it ruled that the system 
arbitrarily deprives participants of their property rights and, 
hence, violates due process. 

I want to point out three dangers with automated government 
decisionmaking that this Idaho litigation, which is known as the 
K.W. v. Armstrong lawsuit, illustrates, and then I want to share 
three solutions that Congress should enmesh across Federal pro-
grams like these. 

First, the dangers. One, black boxes that conceal government use 
of AI. If my clients had not found a lawyer with the time and re-
sources to help, they probably still would not know that Idaho was 
using an automated system to make decisions about them in the 
first place. 

Two, black boxes concealing how these systems work, including 
bad data that they are trained on. Once a Federal court order put 
Idaho’s secret formulas into our hands, it took a mammoth effort 
to figure out all the many things that were wrong with it, including 
erroneous and corrupt data underlying it. 

Three, black boxes that prevent accountability. Idaho’s Medicaid 
agency has been fighting again and again, including just last 
month, to ban my clients from accessing the very information they 
need to challenge the results of its automated system. 

Now toward solutions. There are three that I want to stress 
today. 

First, the people that these AI systems make decisions about 
should be integrally involved in their development, implementa-
tion, and evaluation. This is a cornerstone of the court-ordered set-



12 

1 The prepared statement of Mr. Siegel appears in the Appendix on page 85. 

tlement agreement in the Idaho case, and it is the solution that 
could prevent the most dangers. 

Two, government agencies must implement constitutional rights 
through regulation and enforcement specific to AI systems. Case- 
by-case litigation, which we know from Idaho is immensely re-
source intensive, is not a sustainable solution. 

Three, transparency requirements and governance standards 
must apply to these systems from before they start until after they 
finish. Black boxes have plagued the Idaho system since 2012, and 
continue through to the present, in 2023. My clients have a right 
to the same information the government does to evaluate these sys-
tems and to challenge their results, and private contractors’ propri-
etary interests can never be allowed to trump individual due proc-
ess and equal protection rights. 

Thank you for the opportunity to testify. I look forward to your 
questions. 

Chairman PETERS. Thank you. 
Our final witness is Jacob Siegel. Mr. Siegel is a writer and sen-

ior editor of News and The Scroll for Tablet magazine. He pre-
viously covered national security and digital culture for the Daily 
Beast. His writing has been published in the New York Times, Po-
litico, the New York Daily News, Vice, Rolling Stone, and the Na-
tional Endowment for the Humanities magazine. 

Mr. Siegel, welcome. You may proceed with your opening com-
ments. 

TESTIMONY OF JACOB SIEGEL,1 WRITER 

Mr. SIEGEL. Good morning, Chairman Peters, Ranking Member 
Paul, and Members of the Committee. Thank you for the oppor-
tunity to testify. I am Jacob Siegel, a writer and senior editor at 
Tablet magazine as well as a former military intelligence officer 
and Iraq and Afghanistan veteran. 

Throughout history, warfare has spurred the development of 
transformative new technologies. My experiences in the war on ter-
ror provided me with a glimpse of the AI revolution that is remak-
ing America’s political system and culture in ways that have al-
ready proved incompatible with our system of democracy and self- 
government, and may soon become irreversible. 

I first encountered issues of artificial intelligence in governance 
when I was deployed to western Afghanistan in 2012. What I found 
there was that in the midst of a great deal of confusion and ambiv-
alence about the U.S. mission and what we were still trying to ac-
complish after a decade at war, the military had turned to powerful 
new information technologies (IT) to fill the strategic void. 

On critical fronts like defeating the Taliban and standing up the 
Afghan Security Forces, our success remained illusory. But in the 
face of this systemic failure the United States developed a special 
capacity for building databases. 

The theory of data-driven warfare was that collecting enough in-
formation and marrying it with the proper algorithms into AIs that 
could perform predictive analysis opened a technical portal into the 
future. We could stop the next improvised explosive device (IED) 
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attack before it occurred, control events on the ground, and win 
over the Afghans to our cause. 

It did not work out that way. Years before the United States 
withdrawal and the Taliban’s return to power, I had come to see 
that the gap between our official metrics of success and the reality 
on the ground was not only a result of measuring the wrong things. 
By translating critical questions of politics and policy into the lan-
guage of data, we had outsourced the most fundamental responsi-
bility of statecraft to machines, while rendering the essential no-
tions of war, victory, and peace, obscured to America’s leaders. 

AI moves us at an exponential rate from obscurity to the impen-
etrable darkness of the so-called black box. As the computer sci-
entist, Stephen Wolfram noted when he testified before the Senate 
in 2019, ‘‘If we want to seriously use the power of computation and 
AI then inevitably there won’t be a human explainable story about 
what is happening inside.’’ 

America was founded on the ideal that individual citizens, 
through their free and informed actions, should participate in their 
government. But for a free people to participate in the making of 
their own laws and the meaning of their own lives, they must be 
knowledgeable about the world around them. Centralized applica-
tions of AI that invisibly alter the architecture of perception and 
reality, for instance by performing mass censorship of certain 
phrases or narratives, makes such knowledge impossible. 

Moreover, as the writer, James Poulos, has noted, ‘‘The AI ap-
proach to governance undermines individual’s faith in their own ca-
pacity for reason to action because it is driven by a logic of seeing 
technology as better and stronger than humanity.’’ 

In other words, a technology that is intrinsically threatening to 
human interests, with a potential transformational power on the 
order of the printing press or the wheel, which is, at this moment, 
being funded and deployed by multiple government agencies, ap-
pears destined to move further away from human understanding 
the more it progresses. Yet there is no chance that the U.S. Gov-
ernment and U.S.-based corporations are going to abandon a tech-
nology this powerful, nor would such an outcome necessarily be de-
sirable, given that it would cede the space to competitors like 
China. 

We seem to be caught in a trap. There is a vital national interest 
in promoting the advancement of AI, yet at present the govern-
ment’s primary use of AI appears to be as a political weapon to 
censor information that it or its third-party partners deem harmful. 

Example abound from recent years of this kind of AI-driven in-
formational control system, which is deployed at every opportunity 
in the name of public safety and emergency. It is in the name of 
safety that government officials are now calling for even more con-
trol over AI. 

Earlier this month, Jen Easterly, the Director of the Cybersecu-
rity and Infrastructure Security Agency (CISA) called for more reg-
ulation of AI, warning that we need to be very mindful of making 
some of the same mistakes with artificial intelligence that we have 
made with technology. But regulating AI so that it becomes an 
even more powerful tool of censorship for enforcing party 
orthodoxies will increase neither or safety nor our security. 
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Easterly also recently argued that China has already established 
guardrails to ensure that AI represents Chinese values, and the 
United States should do the same. While emulation of the Chinese 
model of top-down, party-driven social control appears to be the di-
rection that AI in governance are moving in the United States, I 
would submit, respectfully, that continuing in this direction will 
mean the end of our tradition of self-government and the American 
way of life. 

Thank you. 
Chairman PETERS. Thank you, Mr. Siegel. 
Mr. Eppink, in your testimony you told us about how you are 

suing the Idaho Medicaid program for its failure to disclose the al-
gorithm that it used to substantially cut recipients’ health care 
services. But could you tell the Committee more about how your 
clients even learned about the use of this automated system? 

Mr. EPPINK. Certainly, Chairman. The Idaho system, when we 
got started, I think like many other systems around the country 
probably still today, was not disclosed to anyone outside of the 
Idaho agency, so far as I know, and after about a half dozen fami-
lies had contacted me, scared that their lives would be upended, I 
figured I would send a letter, which I did, and I got one back from 
the agency’s lawyers saying that the system was a trade secret. 
Once we knew it was a secret, we had to go from there to file a 
lawsuit to find out more about what the system was. 

Chairman PETERS. Right now we are hearing an awful lot about 
generative AI tools, like Chat Generative Pre-Trained Transformer 
(ChatGPT). It is all over the news. Everybody is chatting about it. 
It is a hot topic. 

The system that you are talking about was relatively simple and 
an older, automated system compared to what we are seeing right 
now. What are your thoughts on that fact and how it should inform 
our efforts to set Federal AI policy? 

Mr. EPPINK. Yes. I guess for starters, black boxes are black 
boxes, no matter how big they get and no matter what is inside of 
them. Even though the Idaho system was just an Excel spread-
sheet, it still ended up taking us a significant amount of time—I 
think it was maybe months, possibly a matter of years—to get all 
of the information on which it was built. 

Federal AI policy standards and enforcement that are governing 
use of automated systems and AI are not solving necessarily for the 
complexity of those systems. They are solving for the harms that 
they are causing. 

I do not know that we need new standards for each new tech-
nology. I think the same principles that we can apply to protect 
and prevent some of the things that we have had to litigate in 
Idaho would apply to more complex systems as well. 

Chairman PETERS. Clearly, as I listen to your testimony, you be-
lieve that there is simply just not enough transparency. What 
would you recommend when it comes to holding these platforms 
more accountable? 

Mr. EPPINK. What is critical is standards and enforcement that 
are specific to AI and automated decisionmaking systems, which 
we have had to enforce in Idaho through the litigation. We have 
basic American principles like due process and equal protection 
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that are there. Where our courts struggle and where our agencies 
still have gaps as far as what they are overseeing is how to apply 
those in this new context to these automated systems. We know 
that the litigation in court, I think, is too unwieldly. Although we 
have done it in Idaho, it is not going to meet the proliferation of 
these systems. 

Each agency, for instance, with the Medicare program in Idaho, 
the Centers for Medicare and Medicaid Services (CMS) should be 
overseeing programs that are using automated systems, like Idaho, 
and making sure that they are complying with standards that are 
specific to those programs. We already have a lot of jumping-off 
points that can be used to develop those standards. They just need 
to be put in place and then enforced by these agencies. 

Chairman PETERS. Thank you. 
Dr. Parker, I have two questions for you. First, some government 

uses of AI are clearly high risk, like when the Department of 
Homeland Security uses facial recognition technology. On the other 
hand, there is also some low-risk use of AI, like when the Forest 
Service classifies tree canopy coverage with machine learning tools. 

The first question. Should testing, auditing, and procurement re-
quirements be different, depending on the type of system, and two, 
how should the Federal Government decide what is actually high 
risk and what is low risk? 

Dr. PARKER. Thank you for the question, Mr. Chair. There are 
certainly many types of AI systems, and I think what is getting at-
tention a lot in the press these days are some of the extreme cases. 
But we want to also encourage the use of AI in the mundane cases 
because they can improve services for the American people and 
they can improve efficiencies. 

NIST has come out recently, at the direction of Congress, with 
a NIST AI Risk Management Framework. I think evaluating the 
risks of each individual use case is important to have the right gov-
ernance approach. We do not need onerous regulations and over-
sight of simple use cases that no one believes are going to harm 
anyone. 

Having that overarching policy, that for every use case of AI 
within the Federal Government those agencies step through the 
NIST AI Risk Management Framework, to determine what is the 
risk level. If it is low, then the steps that are needed in order to 
make sure it is used safely are much more minimized. If it is more 
consequential, then, of course, we do need to have much more over-
sight. Certainly GAO’s Accountability Framework or the Blueprint 
for the AI Bill of Rights are designed to try to inform how to ad-
dress some of those high-risk uses. 

Chairman PETERS. Thank you, Dr. Parker. You mentioned the 
Government Accountability Office, so this question is for you, Mr. 
Ariga. In your testimony you mentioned how the GAO has created 
a toolkit to audit the AI system used by government, and that you 
are piloting that toolkit right now with one agency. 

My question for you is, can you tell us more about how the pilot 
is going, what roadblocks you may be facing, and at this time 
would it be feasible for all agencies to use the GAO Accountability 
Framework to audit their AI systems, and if not, why? 
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Mr. ARIGA. Thank you, Chairman Peters, for that question. GAO 
published our AI Accountability Framework back in the summer of 
2021, and it is really a first-of-its-kind blueprint for agencies to 
consider as they navigate the AI development lifecycle. The basic 
premise is that if agencies can implement practices, entities like 
GAO can then come afterwards to identify and evaluate those, and 
point out any findings and recommendations there may be needed. 

Certainly GAO has a number of ongoing audits using the AI Ac-
countability Framework, and we are also hearing that other over-
sight entities are also using the framework itself to conduct their 
AI evaluations. 

There are three challenges that particularly, I think, hamper the 
AI development within the Federal Government space. One is that 
while our framework looks at the AI development lifecycle, agen-
cies can use more domain-specific guidance. For example, the ingre-
dient list for transparency in medical diagnostics may look very dif-
ferent than facial recognition or even autonomous vehicles. 

We also need policies around the notion of privacy, transparency, 
and compliance. And then last, we certainly need a digital-ready 
workforce to implement those practices in a way that keeps hu-
mans in the loop. 

Chairman PETERS. Great. Thank you. 
Ranking Member Paul, you are recognized for your questions. 
Senator PAUL. When I first read 1984 I was concerned but I real-

ized at the time we did not have the technology for 24/7 surveil-
lance and we did not have two-way television sets. There was not 
this ability to abuse our rights in such a systematic fashion. We do 
have that technology now, so it is of more concern. But I still think 
it is a mistake to concentrate on the technology and not the con-
centration of power. I, for one, do not fear AI at all if the Bill of 
Rights were protected. I think it really is a question of whether or 
not we would allow AI to invade our rights as protected by the Bill 
of Rights. 

Mr. Siegel, do you believe it is possible for the government to de-
fine and police disinformation without infringing on the First 
Amendment? 

Mr. SIEGEL. I think, Ranking Member, that if it was a strictly 
defined category of disinformation that applied specifically to for-
eign actors that had strict limits on its application, that it might 
indeed be possible but then in practice that is, that is not what its 
going to do. 

Senator PAUL. I think that makes a good point. The Bill of 
Rights does not necessarily apply to every person living in Libya 
or Sudan or any other different country. We surveil them all the 
time. We collect all of the phone information. I think in one month 
we collected every phone call in Italy. I do not know why Italy, but 
we collected every phone call in Italy. The only way you could pos-
sibly get through that is with some kind of AI program. We have 
like thousands and thousands of hours of audio. The only way you 
could get through that is with help. 

But this is war we are talking about, when we are interacting 
with foreigners. When we are talking about us, we are supposed to 
have the Bill of Rights as protection. 
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I guess I would make the point that I do not think 
disinformation for the U.S. citizen, I do not think it can be defined. 
I think it is in the eyes of the beholder. If you are willing to police 
information you run a great risk of infringing the First Amend-
ment. I do not know how you do define disinformation. 

For example, in the Virality Project, which was from Twitter, but 
it also was Twitter working with the FBI, and the FBI paid Twitter 
for the information, they explicitly said that we need to take down 
things, even if they are true, if they might breed vaccine hesitancy. 
If someone did die from a vaccine and it is absolutely true, we are 
still going to take it down because the people are not smart enough 
to understand and have this information. 

Do you think for domestically, maybe part of the solution would 
be saying that we restrict this type of technology from being used 
to limit or hinder protected speech? 

Mr. SIEGEL. Yes, Ranking Member. I think that in the domestic 
context it is inherently if not unconstitutional then direct infringe-
ment on the Constitution, potentially, at least, and that it is also 
worth pointing out that from the origins of the modern U.S. 
counter-disinformation establishment in 2016, there are explicit 
references to the strategic difficulty in distinguishing between for-
eign and domestic actors. 

The origins of the Global Engagement Center (GEC), for in-
stance, in 2016, there is already talk about how the internet, from 
the leaders of the GEC, about how the globalized nature of the 
internet makes it so that what are referred to as old-fashioned pri-
vacy laws are now a hindrance on the proper collection of what is 
considered to be relevant information in surveillance purposes. 

I think that in the domestic context not only is there an inherent 
difficulty in enforcing any standard of disinformation that is not in-
herently politicized, it also appears to be very difficult to make 
strict legal distinctions between foreign and domestic actors that 
are then enforced. 

Senator PAUL. The simple way of narrowing it down is to put it 
in the context of the Bill of Rights, basically that if it is a right 
that is protective, AI should not be used in any way to define or 
limit that right. The forest canopy, I do not care of you use AI. 
Overclassification, we have 25 million records, and we want to run 
AI through it. My son writes the code for AI, so I am not against 
AI in any way, but it just needs to not infringe on speech. 

On the medical example, you have to have a human. Even with 
the overclassification problem, if you have an AI trolling through 
there to point out what could be declassified, still some human is 
going to have to look at it to declassify it at some point, but it helps 
to organize things. 

Really this is about protecting the Bill of Rights. But what dis-
appoints me is in the current political atmosphere is there is not 
really so much a bipartisan concern for this. I have heard almost 
nothing from the other side on the idea that the FBI was going to 
Twitter and saying, ‘‘Take down this information. We think this 
does not meet your policy,’’ and Twitter is going, ‘‘Well hell, it is 
a lot of work. Will you pay us?’’ The FBI is saying, ‘‘Yes, we will 
pay you to take down this information.’’ They say, ‘‘Is all of it 
disinformation, not true?’’ ‘‘Some of it is true. We just do not think 
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it is helpful for society to read this. It is not helpful for them, even 
if it is true.’’ 

That should scare us all, on the right or the left, and yet the out-
rage seems to have been largely one-sided. 

For example, I have a bill, and it simply would say this: nobody 
in government can meet with, collude with, or work with anybody 
in media of any form to limit or restrict protected speech. The Con-
stitution, the courts have defined protected speech. It would largely 
keep them out of this. Some people are like, ‘‘Oh, people would say 
things are untrue.’’ Yes, but unfortunately the First Amendment 
allows bad speech, allows people to say terrible things, and occa-
sionally would allow people to say something. But most of the time 
there is actually a debate, with evidence on both sides, and that 
is what the news media is about, trying to figure out what the 
truth is. It is not like one source has all the truth. 

I think if we could get back to more discussing the Bill of Rights 
in the context of artificial intelligence I think we would have a bet-
ter chance of getting to the solution. Sure, will there be some spe-
cific controls on artificial intelligence? Yes, but it is not so much 
that we should fear technology. We should fear the technology in 
the hands of people who would abuse our liberty. 

But thank you all for appearing. 
Chairman PETERS. Thank you, Senator Paul. 
Senator Lankford, you are recognized for your questions. 

OPENING STATEMENT OF SENATOR LANKFORD 

Senator LANKFORD. Mr. Chairman, thank you. Thank you all for 
being here and being in the conversation. Obviously, this is an on-
going conversation. I want to drill down on a couple of comments 
that a couple of you made and a couple of you have implied on this. 

Dr. Parker, you made the statement, ‘‘responsible use of AI.’’ Mr. 
Ho, you made the statement, ‘‘responsible AI and AI innovation.’’ 

OK. Define for me what ‘‘responsible use of AI’’ is, and maybe 
that is the flip side of what irresponsible AI is. 

Dr. PARKER. Thank you for the question, Senator. I think this is 
the million-dollar question, and this is the reason why I think guid-
ance from OMB, for instance, as directed in the AI in Government 
Act and the Executive Order 13960 is so critical, because that proc-
ess that agencies are expected to follow to ensure that their AI is 
used in a way that is upholding of our expectations for whatever 
responsible means is key. I think by defining the processes that 
agencies must abide by as they look at their use cases of AI, look 
at the risks of AI, that will inherently help us understand what is 
responsible. 

But if you look sort of theoretically at what responsible AI 
means, there are a number of principles that around the world we 
have converged on as those characteristics of AI that we agree fall 
into either what we call ‘‘responsible’’ or ‘‘trustworthy’’ AI. These 
are things like safe and effective. They are the way that the sys-
tems actually work is consistent with their intended use. We have 
accountability. There are a number of these kinds of principles that 
taken as a whole can be reflective of our sense of whether or not 
the AI system is trustworthy or whether or not it is responsible. 
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To summarize, I think if we have AI systems that we agree, 
through a set of processes, that I think should be defined by OMB, 
that allows those AI systems to demonstrate those agreed-upon 
principles, then I think we would call that ‘‘responsible’’ use of AI 
and ‘‘trustworthy’’ AI. 

Senator LANKFORD. OK. Mr. Ho, do you want to take a stab at 
that? 

Mr. HO. Sure. I agree with much of what Dr. Parker said. I think 
there actually is a fair bit of agreement when you look at various 
frameworks, the Executive Order 13960 on trustworthy AI within 
government, the Blueprint for an AI Bill of Rights, the NIST AI 
Risk Management Framework, and the GAO framework, that Taka 
Ariga mentioned. There have been attempts to try to actually look 
at the agreement, and there actually is fairly large agreement 
across these in terms of privacy protections, nondiscrimination, 
safe and effective forms of AI, and human awareness of how they 
are being used. 

I think the frontier of all of this is really how to take these prin-
ciples and bring them into practice, and that is where having the 
requisite technical talent and leadership within government agen-
cies is going to be so absolutely critical. Because we can all agree 
on principles in practice, but trying to actually drive them into op-
eration I think is a really important frontier. 

Senator LANKFORD. Much of the AI conversation really boils 
around not just a responsible use but the data that is behind it. 
If the data is not good, then the whole system is going to be bad. 

Here is the fear that I hear from people is that if a wrong 
dataset ends up into the mix here and it affects you and your fam-
ily, as you have dealt with in Idaho, and you have a false dataset 
or a false algorithm or something that has a glitch in it, you can 
be directly affected by that and you do not even know how to be 
able to reach into it. 

All these different AI researchers now are all trying to get more 
access to government data, No. 1, because it is perceived to be free, 
when actually the taxpayers paid for this, but they want to get 
mass amounts of data, they want mass amounts of faces, they want 
mass amounts of information. The Consumer Financial Protection 
Bureau (CFPB) just came out with a new rule for banks, for loans 
they want 80 different datapoints, and they want to make those 
publicly available. 

There is a huge amount of data that government is pulling and 
making it more and more available, where it is easier to connect 
the dots and to be able to identify individual people, where maybe 
that dataset does not identify that person, but it is not hard to get 
three different datasets, combine them together with their 
cellphone records that are publicly available for that data point, 
and to be able to identify this person and all of their habits, all of 
their locations, everything else. 

There is a concern on the availability of data that is out there 
and the continual push by every entity to say, ‘‘We want our AI to 
be better. Our AI can be better, we want more data on every indi-
vidual.’’ Set that aside with responsible use of AI and with privacy, 
because right now privacy seems to be losing the battle, and so peo-
ple can do more with AI because they could if they had more data. 
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Where am I off? 
Mr. HO. Senator, thank you for that exposition. I think privacy 

is absolutely paramount, and I think as the number of the panel-
ists have noted, a national privacy legislation would be quite im-
portant here, where currently we have a system that is a kind of 
patchwork system. 

I think the other dimension that I would point out is that, I 
think going back to what Ranking Member Paul noted at the be-
ginning in terms of the conversations in the 1970s, Congress made 
a choice to enact the 1974 Privacy Act that really only reached sort 
of the data that government agencies have, and really did not 
reach kind of the private sector. 

I think some of the places where we see the most acute concerns 
of hoovering up lots of data and identifying individuals is in the 
small number of technology companies that have scraped the entire 
World Wide Web and they are building models off this. That is why 
I think coupled with comprehensive privacy legislation, I think 
what is really needed is a kind of data strategy, and I think there 
are some really good blueprints for this in the National Secure 
Data Service that came out of the Evidence Act, that is trying to 
put in a series of kind of safeguards to really ensure that it is the 
right people with the right safeguards who have access to data. 
That is the same kind of blueprint that is being used for the Na-
tional AI Research Resource, so that when folks have access to ad-
ministrative data it is done in a secure and privacy-protecting way. 

Senator LANKFORD. Does anybody else want to make a comment 
on that? 

Mr. EPPINK. Two other things I might add, Senator, on data. One 
is to recognize that, as I have talked about a little bit, the costs 
and the time necessary to analyze this data for someone who these 
systems are making decisions about is inaccessible. In the data, 
often, especially when you are talking about my clients who are 
people with developmental disabilities, is corrupted not only poten-
tially by the creation of the data in the first place but by years and 
years of discrimination and other effects that have biased the data 
in the first place. 

Senator LANKFORD. Thank you, Mr. Chairman. 
Chairman PETERS. Thank you. 
Senator Scott, you are recognized for your questions. 

OPENING STATEMENT OF SENATOR SCOTT 

Senator SCOTT. First, thank you, Chairman Peters, for holding 
this hearing. 

Artificial intelligence surely has productive uses, but it can also 
present great threats, especially to our children. Today I am intro-
ducing my AI Shield for Kids (ASK) Act, to prevent children from 
accessing artificial intelligence features on social media sites with-
out the consent of a parent or guardian. 

I have long been a supporter of doing more to keep our kids safe 
online. There is no doubt that we must do more to combat the 
emerging threats our children face each and every day on the 
Internet. Like probably some other people here, I have a bunch of 
grandkids, and I do not ever want to put them at risk. 
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Mr. Ariga, AI poses significant risks to Americans, particularly 
vulnerable Americans such as children and youth. There are 
threats to privacy, user manipulation, and safety concerns. We 
know that AI regulation is lagging behind the speed of AI develop-
ment and use. What guardrails are needed to protect vulnerable 
Americans from threats from intrusive AI, such as Snapchat’s 
chatbot? 

Mr. ARIGA. Thank you, Senator Scott, for that question. For us 
at GAO, we certainly believe in the ‘‘trust but verify’’ part of that 
equation. We want to be able to assess implemented practices that 
agencies have adopted to make sure that they are in line with the 
internal control principles as well as in the areas of privacy protec-
tion and safeguards that you have mentioned. 

Within our AI Accountability Framework we have actually laid 
out specific practices in the areas of governance, data, performance, 
and continuous monitoring to make sure that the agencies them-
selves have infrastructure as well as evidence of those implementa-
tions, and in areas where we find potential recommendations and 
areas of improvement we will certainly issue findings in our report 
as well. 

Senator SCOTT. Snapchat admitted that their AI technology is ex-
perimental, so do you agree that it is alarming and problematic 
that Snapchat would force their users, which comprise almost 60 
percent of American teens, to use their chatbot features unless they 
paid to disable it with a subscription service? 

It is hard to believe. If you do not want it, you have to pay to 
get it off, if you want to keep using Snapchat. 

Mr. ARIGA. Yes, I will answer that. GAO’s role is to provide rig-
orous oversight. Should agencies decide to use any AI technology, 
including Snapchat, we certainly stand by, ready to do the rigorous 
programmatic assessments of those programs, in line with what we 
have laid out in our Accountability Framework. 

Senator SCOTT. Do you think you ought to have to pay to get 
Snapchat off, The AI off your app that you want to use? 

Mr. ARIGA. We will be interested in hearing the legal rationale 
and any other governance structures that arrive at that decision. 

Senator SCOTT. How about parents? Do you think parents and 
guardians have the right to protect their children and revoke con-
sent without being charged a fee? 

Mr. ARIGA. Certainly GAO has done a number of work around 
education, around childhood development, and so we would sort of 
take that similar approach at looking at programmatic implemen-
tation to see how that aligns with what we have laid out in the Ac-
countability Framework. 

Senator SCOTT. Do you agree that you ought to get consent of 
parents for teenagers? 

Mr. ARIGA. Again, I will go back to whether those legal rationales 
were done in a deliberately and sound way. 

Senator SCOTT. Do you have kids? 
Mr. ARIGA. Yes, I do, two. 
Senator SCOTT. OK. Do you watch what they look at? 
Mr. ARIGA. For sure. When my daughter looks at YouTube videos 

I certainly want to make sure that the content is appropriate for 
her age. As a parent I certainly share the same concerns that you 
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do have. But from a GAO perspective, we try to be specific with our 
oversight role to say as agencies implement these capabilities there 
are specific sort of guardrails and expectations from internal con-
trols that GAO will be looking at. 

Senator SCOTT. As a parent, do you think that you ought to have 
to pay to get AI off something that your teenager uses? Forget your 
job. Just as a parent, what do you think? 

Mr. ARIGA. Fortunately, I do not have a teenage kid just yet. But 
eventually I think I will have to grapple with that reality, in addi-
tion to all the subscription fees that we have already paid for. 

Senator SCOTT. It appears that unelected administrative officials 
in DHS and CISA and others in this Administration have urged 
censorship on disinformation. It is frustrating when people say the 
border is secure and the laptop was not real, stuff like that. 

Mr. Siegel, as a writer, can you talk about the dangers of Big 
Government colluding with Big Tech and corporations to censor 
journalists like the New York Post on a story that was true? 

Mr. SIEGEL. Yes, Senator, thank you. I can address that. I think 
the dangers cannot be overstated. I think that kind of collusion be-
tween government and Big Tech and interference in open discourse 
in the political system is, strictly speaking, incompatible with the 
continued practice of democracy and self-government. I do not 
think that you can have free and fair elections when there is mass 
censorship occurring at scale, when there is collusion between var-
ious intelligence agencies, Federal agencies, not only Big Tech cor-
porations but also other third-party, nonprofit actors who are es-
sentially operating in a para-governmental role. 

I do not think that it is simply a question of censorship, though 
in a technical sense censorship is what is occurring and certainly 
that is bad enough. It seems to me to be a surreptitious form of 
government, that there is a form of governmental authority and 
control being exercised through these relationships, determining 
how Americans are conditioned to perceive various policies and acts 
of government, ranging from things related to public health and 
vaccines to foreign wars. That insofar as sovereignty has been se-
cretly transferred from individual citizens to these new relation-
ships of power, it seems to me incompatible with the traditional 
American system of democracy. 

Senator SCOTT. What do you think about the dangers and risks 
of the government potentially funding and moving toward algo-
rithms that use AI technology to censor Americans online? 

Mr. SIEGEL. I think it is a related sense of risk, a related set of 
risks. I think that the greater risk, what we have not fully seen 
yet, is censorship that is effectively invisible because it uses AI to 
trap speech and narratives on the wire, as the phrase goes, mean-
ing that rather than waiting for the New York Post to publish 
something, and then Twitter, Facebook, and other Silicon Valley 
companies operating under the direction of Federal Government 
agencies then censoring that information, potentially what we see 
in the future is AI being used to censor information before it is ever 
published. That could happen in forums where we have come to ex-
pect mass censorship and which we view as public forums like on 
Facebook or on Twitter, for instance. But it could also happen on 
what you might think of as the back end. 
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For instance, Google was censoring Google Docs during the pan-
demic. There was a white paper on hydroxychloroquine that was 
published to Google Docs, and I think most people’s understanding 
of Google Docs is that it is a kind of semi-private document that 
Google has given to you as one of its suite of services. But that illu-
sion of ownership or control is just that—it is an illusion. This 
paper, white paper, whatever one thinks of its contents, was de-
leted by Google without explanation, without reference to any for-
mal policy violation. 

It is those kinds of invisible censoring acts occurring at scale that 
I think AI could drive, and it would be an even more significant 
threat than what we have already seen. 

Senator SCOTT. Thank you. Thank you, Chairman. 
Chairman PETERS. Thank you, Senator Scott. 
Senator Hassan, you are recognized for your questions. 

OPENING STATEMENT OF SENATOR HASSAN 

Senator HASSAN. Thank you very much, Mr. Chair, and I want 
to thank you and the Ranking Member for holding this hearing, 
and I really want to thank the witnesses for being here today. 
Thank you for sharing your expertise and perspectives with us. 

I want to start with a question to you, Dr. Parker. Congress cre-
ated the National AI Initiative Office to improve efficiency and help 
Federal and local governments, researchers, business leaders, and 
other stakeholders collaborate on AI issues. You were the first Na-
tional AI Director, but that position has remained vacant since you 
left the post in August. 

As the former Director, why is it important that we fill this posi-
tion? 

Dr. PARKER. Thank you, Senator, for that question. The National 
AI Initiative Act of 2020 set up three very important goals for our 
nation about us leading the world in AI research and development 
(R&D), about making sure that we also lead in the development of 
trustworthy AI and both the development and use of trustworthy 
AI in both the public and private sectors, and to make sure that 
we are educating and training our workforce to participate in these 
AI activities. 

It also put in charge of these activities the National AI Initiative 
Office, and that is in addition to a coordination role among all the 
Federal agencies and what they are doing in the AI space. 

Given the magnitude of the importance of the National AI Initia-
tive, as set forth by Congress, I think it is imperative that we have 
leadership in the White House that is overseeing these activities, 
that is pushing forth the innovation and the research that we need 
to address many of the kinds of concerns that have been raised in 
this panel so far, to make sure we are training and educating our 
workforce and leading new initiatives across the government that 
could help advance these, and the governance issues that we are 
addressing today. 

That leadership vacuum I think has contributed to a number of 
challenges that we have across the board, in terms of being able 
to implement these good policies that are in place. 

Senator HASSAN. Thank you very much for that. 
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To Mr. Ariga, AI researchers have highlighted some of the poten-
tial public safety risks posed by AI systems. These safety concerns 
include AI systems providing dangerous information to bad actors 
or potentially acting in unpredictable ways that run counter to the 
intent of designers. Increasing the safety and predictability of AI 
systems requires more technical research into the methods used to 
create these systems. What can the Federal Government do to sup-
port or coordinate research that would help improve the safety of 
AI systems? 

Mr. ARIGA. Thank you, Senator Hassan. In our AI Accountability 
Framework we laid out specific governance practices where agen-
cies can adopt to really consider, for example, is AI even necessary 
in this particular use case? In fact, if it is, what are some of the 
organizational structures that are in place to assess the legality, 
the compliance factor, as well as driving some of these inherently 
governmental functions? 

We go back to our framework itself that lays out not only govern-
ance but looking at data performance, as well as the important 
topic of continuous monitoring when it comes to AI. 

Senator HASSAN. Thank you. Another question for Dr. Parker. 
Congress created the National Artificial Intelligence Strategy, as 
you noted, to establish goals, priorities, and metrics for guiding and 
evaluating interagency work on AI. That strategy focuses on things 
like AI research and investments in workforce development. How-
ever, the strategy does not currently require a strategic level focus 
on safeguards to prevent AI from being used in a manner that 
harms our country or society. 

Can you speak to how a focus on AI safeguards could be incor-
porated into the National AI Strategy? 

Dr. PARKER. Yes. Thank you, Senator. I think it is true. If you 
look at, say, the role of the National AI Initiative Office, it is to 
oversee the research and the education and the coordination, but 
it does not provide a role for that governance. We need an approach 
to be able to govern that responsible use of AI. 

I think one thing that could be done is to have kind of a two- 
part approach. One is to have Chief AI Officers at every agency 
that are responsible for these kinds of activities within each indi-
vidual agency. This has been a challenge because even in the Exec-
utive Order 13960, that requires agencies to identify a responsible 
AI official, that has not happened well. We do not have a single 
point of contact or a single responsible person at the agencies that 
oversee these activities. 

But agencies all have different missions, and so in order to co-
ordinate in a consistent way across all of the Federal agencies I 
think the creation of something like a Chief AI Officer’s Council, 
that is led by OMB and OSTP’s National AI Initiative Office, per-
haps with representation from the General Service Administration 
(GSA’s) Center of Excellence (COE) in AI as well as the Commu-
nity of Practice would provide the expertise across the Federal 
agencies to coordinate these processes and provide the leadership 
for the government as a whole. 

Senator HASSAN. I think that makes a lot of sense, and, when 
you think about emerging technologies generally we tend to focus 
on the potential of the technology without thinking about the nec-
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essary safeguards, in my view, early enough. I think a lot of what 
you have heard around the dais this morning is concerns about the 
safety issues and the way that AI can impact our democracy, but 
we need to be thoughtful about how we can actually address those 
issues in a way that is consistent with our values. I appreciate your 
answer. 

I do have another question for you, Dr. Parker, on deep fakes, 
which are obviously images and videos that are generated artifi-
cially, and they are becoming increasingly realistic. 

Last year, malicious actors deployed a deep fake video of Ukrain-
ian President Zelensky telling Ukrainian soldiers to lay down their 
arms and surrender to Russia, for example. As artificial intel-
ligence advances, deep fakes like the Zelensky one will become 
harder to identify and debunk, and I am concerned that in the 
hands of our adversaries, deep fakes pose a really significant 
threat. 

How do you assess the Federal Government’s current efforts to 
identify and debunk deep fakes? How can the Federal Government 
prepare for a future with extremely realistic deep fakes? 

Dr. PARKER. Thank you, Senator. I am a technologist, and so I 
think often of these challenges from a research perspective and 
what we can do in terms of coming up with new approaches that 
help us address these kinds of challenges. There are some activities 
in the research space to do things like watermarking, that can 
allow you to determine how a particular piece of data or an image 
or a video, where it came from, what we call the provenance of it, 
what its history is. 

Those kinds of approaches, if we could watermark these kinds of 
images and content in a way that allows us to trace back its origins 
and where it came from, and is it real or is it not real, that is a 
step forward to giving us the technical ability to address these 
kinds of challenges. 

On top of that, of course, are the governance approaches, and 
frankly, I did not do a lot of work myself in government work and 
the governance of deep fakes. But I think the technical approaches 
that I mentioned will help, and so certainly an increased attention 
to those kinds of technologies is helpful. 

Senator HASSAN. Thank you, and I am over time. I will follow up 
with one of the questions I think we will face, Mr. Chair, is how 
does the government work with the private sector and academic to 
try to make sure that we are harnessing various ideas and ap-
proaches here. Thank you very much. 

Chairman PETERS. Thank you, Senator Hassan, and actually, 
that topic is going to be a future hearing, because it is incredibly 
important. We will look forward to discussing it at length. 

Senator Rosen, you are recognized for your questions. 

OPENING STATEMENT OF SENATOR ROSEN 

Senator ROSEN. Thank you, Chairman Peters. I really appreciate 
you holding this hearing today, and thank you to all the witnesses, 
for all you do, for your work and your thoughtfulness in this really 
important area. 

Of course, we are talking about standards, and all of us are wor-
ried about technology moves faster than we can oftentimes even 
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adapt to it and figure out what we need to do. Standards are really 
important. We know that China has explicit plans to become a 
standards-issuing country, and part of its push to increase global 
influence, it coordinates national standards work across govern-
ment and industry. China’s strategy, they involve targeting emerg-
ing technologies like quantum computing, big data, 5G, artificial 
intelligence, where the global rules really have yet to be defined. 

In order for the United States to remain a leader in AI and 
maintain a national security edge, our response must be one of 
leadership, coordination, and above all, cooperation, and this 
means working, like Senator Hassan said, with the private sector 
and academia, investing in R&D for emerging technologies, coordi-
nating with relevant agencies, and engaging with international 
standards-setting bodies. 

Mr. Ho, can you describe the importance and impact of U.S. par-
ticipation in these international standards-setting bodies for the 
development of emerging technologies, including AI? 

Mr. HO. Thank you for that question, Senator Rosen. I think you 
may have been one to introduce legislation that actually fosters 
international cooperation, and I think that is exactly the kind of ef-
fort that is required right now in this context of geopolitical com-
petition, where if it is possible to have international cooperation 
schemes with like-minded countries, there is a way really to ad-
dress this current question of the concentration of who really 
builds, owns, and guides these kinds of AI systems. 

One proposal that is very much in line with what you proposed 
earlier is the proposal for the Multilateral AI Research Institute, 
to enable like-minded countries to collaborate together, to engage 
in this kind of standards-setting. I think that is an absolutely crit-
ical potential path forward for the future. 

Senator ROSEN. Thank you for bringing that up because I do be-
lieve by doing nothing we are actually doing something. That leads 
me to my next question, to Dr. Parker, and again, to you, Mr. Ho. 

Earlier this year, the National Institute of Standards and Tech-
nology did release an AI Management Framework, with the goal of 
improving trustworthiness of artificial intelligence, like we are 
talking about deep fakes and others. About three months later, the 
White House Office of Science and Technology Policy issued its 
Blueprint for an AI Bill of Rights. 

How should the private sector view these two bills? Are they 
complementary? Do we need to merge something into one? What 
are both of your opinions on this. 

Dr. PARKER. Thank you for that question, Senator. The NIST AI 
Risk Management Framework is a framework that applies, in my 
opinion, to any use case of AI. It gives you a standard approach to 
be able to consider any given use case of AI, and step through a 
number of areas as it relates to identifying risk and governing and 
managing them, and so forth. 

The answer there may be that that particular use case of AI is 
low risk, so the additional steps that might be needed to govern it 
might be a few, or it could be much more substantial. 

The Blueprint for the AI Bill of Rights that the White House 
OSTP issued is coming at the challenge from a very specific cat-
egory of applications of AI, and these are applications of AI that 
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may harm individuals or community groups or society in terms of 
your civil rights and civil liberty and privacy, your access to re-
sources, and that type of use case. 

After applying the NIST AI Risk Management Framework, high- 
consequence risks were identified, and particularly that affect indi-
viduals or, again, communities or society, then the Blueprint for 
the AI Bill of Rights would be a way to think through what are the 
rights of an individual and what are those issues that need to be 
addressed. 

Senator ROSEN. Those are complementary. Thank you. Mr. Ho. 
Mr. HO. Yes, I think it is a really important question. There are 

a lot of commonalities in terms of the principles that the NIST AI 
Risk Management Framework, the Blueprint for an AI Bill of 
Rights, and Executive Order 13960 are trying to get at. 

What I have seen in a number of agencies is a real struggle of 
how to actually bring that into practice when agencies are thinking 
about piloting, evaluating, and implementing these kinds of AI use 
cases. That is why I think what is really critical, and what I high-
lighted in my opening remarks, is to build pathways for technical 
talent into the public sector. It will not be possible to really do the 
kind of red-teaming, evaluation of these kinds of use cases unless 
we build on existing short-term programs like the Presidential In-
novation Fellows (PIF), the GSA, things like the Intergovernment 
Personnel Act (IPA) mechanism, but also think about long-term 
pathways, things like the U.S. Digital Service Academy, and why 
it is so important that OPM actually create the AI hiring line that 
was due as of July of last year. 

Senator ROSEN. You did not really know my next question, did 
you, because it really is on the workforce challenges, so you set me 
up just perfectly there. Our existing cyber workforce shortages, we 
know at Federal agencies they have a really significant impact on 
our national security, so the private sector trying to hire for AI, for 
cybersecurity, everything in the technology space. There is really 
this huge gap between talent and the jobs that we have to fill, so 
we have to continue to invest in our cyber workforce. 

I am going to ask both of you again. Dr. Parker, how do you 
think we can use AI in the short term to overcome cybersecurity 
skills shortages across Federal agencies, knowing that I believe AI 
potentiates what humans can do and may help us do things faster, 
but in the end humans need to make those decisions. But what do 
you think we can do while we are building the pipeline? 

Dr. PARKER. I do think that there are some uses of AI, some ap-
plications of AI that are increasing productivity of individuals. That 
is true for many different kinds of areas. You asked about cyberse-
curity, in particular, or just the cyber workforce in general. I think 
being able to use AI, again, in ways that are somewhat mundane, 
but there are ways that we can manage a lot of paperwork and be 
able to identify ways that we can more efficiently address the 
needs of the American consumer. 

I do think it is challenging at the moment to say that we can use 
AI as a substitute for people. I think AI is not ready for that. I 
think AI is very much more a collaborative tool, and as a collabo-
rative tool it can help, again, people to work more efficiently. At 
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the same time, we desperately need to work on getting more exper-
tise into government. 

One quick way of doing that, I think, is to leverage these pro-
grams like the Intergovernmental Personnel Act and the Presi-
dential Innovation Fellows Program to get people from industry 
and from academia into government. I think that is a very quick 
way to leverage those programs more, to get more expertise in gov-
ernment. 

Senator ROSEN. Thank you. I am over my time, so do you want 
me to let him finish or take it for the record later, Mr. Chairman. 

Chairman PETERS. Be quick. 
Mr. HO. I will be quick. One estimate has it that we need 40,000 

positions in the public sector for cybersecurity. It is absolutely crit-
ical to figure out the pathways of bringing people in. 

I think it is not just a matter of salary scales. As I mentioned 
in my opening remarks, the National Security Commission on AI 
really highlighted that what is really needed is also providing op-
portunities for technical talent to perform meaningful work within 
government. 

The last thing that I will just say quickly, as to why really the 
way I tend to think about it is augmenting the existing Federal 
workforce rather than displacing them, is that you are always 
going to ultimately need a human in charge. 

I will give you one example going back to 1983, when there was 
an automated missile detection system that the Union of Soviet So-
cialist Republics (USSR) was using, that indicated that there were 
multiple missiles being fired. There was one individual by the 
name of Petrov who went against strategic operating protocol be-
cause he had a hunch that the system was malfunctioning. He is 
often said to be the person who actually saved us from nuclear war. 

We have to have humans in charge to understand the limitations 
of these kinds of systems, who know when humans should override 
them, in order to really work effectively and safely with these 
kinds of systems. 

Senator ROSEN. Thank you. I could not agree more. 
Chairman PETERS. Thank you, Senator Rosen. 
Senator Padilla, you are recognized for your questions. 

OPENING STATEMENT OF SENATOR PADILLA 

Senator PADILLA. Thank you, Mr. Chair. I wanted to thank you 
also for your flexibility. I am back and forth with the Judiciary sub-
committee on AI this morning as well. 

Artificial intelligence is already transforming how government 
agencies serve the public. Federal agencies are leveraging AI in a 
number of important ways, including to support disaster response 
and emergency management efforts, to detect financial fraud and 
identity theft, to offer chatbots and virtual assistants that enhance 
customer service and engagement, as well as for environmental 
monitoring and conservation. 

I lay this out because a lot of times we are trying to have these 
conversations about AI, the potential, some risks, and things to 
keep in mind, as if it is a far-off-into-the-future dynamic. No, this 
is a here-and-now conversation. 
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But clearly there are risks that we will need to address, espe-
cially the sensitive context of providing government services. Auto-
mated decisionmaking systems and tools risk exacerbating the 
many existing inequities in our society, as some of the testimony 
today reflects. Again, Mr. Chairman, thank you for calling this 
hearing. I look forward to hearing from our panel today on how we 
can ensure that fostering trustworthy, equitable, and accountable 
applications of AI in government can be achieved. 

Now in reviewing the published inventory of AI use across the 
Federal Government—again, today, not into the future—I was 
pleasantly surprised to see that many agencies are building AI 
tools in-house. Some argue that it is more cost effective for our gov-
ernment to simply purchase AI products developed by the private 
sector, whether it is off the shelf or customized. However, many of 
the testimonies that we have heard today explicitly mentioned that 
government technologists and in-house tools are important to en-
suring that they comply with the relevant regulations and have the 
focus of furthering agencies’ mission, not always achieved when you 
contract out. 

Mr. Eppink, first question. In your testimony you highlighted 
some of the tensions that arise when government relies on propri-
etary private sector tools that are not always available for public 
scrutiny. What are some of the factors that should go into agency 
decisions to build a tool internally as opposed to procuring it exter-
nally? 

Mr. EPPINK. Thank you, Senator, for the question, and you are 
absolutely right. This is definitely a here-and-now problem, and we 
do have these frameworks that have been discussed today, but 
what we do not have, at least that I have observed, is the on-the- 
ground enforcement and policing of those, and that is especially 
true when it comes to these in-house versus proprietary systems. 

This should be an easy question, I think. We cannot allow propri-
etary interests—when we are talking about government making de-
cisions about individuals and their families—to hold due process 
rights hostage. To the extent that a government agency or a State- 
funded agency needs to use, or wants to use automated decision-
making if they have gone through the process, a transparent proc-
ess of deciding that that is appropriate in the first place, if there 
is going to be proprietary or private interest providing any of that, 
the price of admission is going to have to honor Americans’ due 
process rights, equal protection rights, which would mean the 
transparency of those proprietary systems, so that my clients, for 
instance, in Idaho, can access the information about the data, the 
methods, and the processes involved so they can evaluate whether 
they need to challenge those government decisions, and challenge 
them and appeal them if they have to. 

Senator PADILLA. Thank you. For the follow-up question I invite 
Dr. Parker and Professor Ho to chime in. What are some of the 
short-term steps Congress can take to help agencies hire and retain 
technical talent in this area? We heard from Senator Rosen about 
the field, in general, I think more in the private sector the need 
for some of the workforce challenges in this space. But on the gov-
ernment side, in particular. 
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Dr. PARKER. Thank you for that question. I think there are a 
number of barriers right now to having that type of expertise in 
government. One of the barriers, I think, is a salary barrier, and 
an understanding of the kinds of skills and knowledge that are 
needed in order to fill a particular AI role. I think if the occupa-
tional series that OPM is working on were developed, it would help 
us to identify what those skills and roles and knowledge are that 
are needed for certain jobs in AI in the Federal Government, and 
that would give us more ability to reach out to people that have 
those kinds of skills and to train to those skills through things like 
boot camps. 

A few years ago there was a boot camp in cybersecurity that 
brought in people from across the Federal Government who were 
interested in learning cybersecurity skills but did not yet have 
them. The Chief Information Officers (CIOs) got together and 
trained these people, and they now have those additional cyberse-
curity skills. We could do something similar in AI. 

The challenge is always how to scale it. Congress could fund 
these kinds of boot camps so that we could use the current work-
force that we have but to provide those new skills and knowledge 
that is needed to participate in the AI space. 

Senator PADILLA. Professor Ho, anything unique to add, because 
I have an additional question on a different topic for you as well. 

Mr. HO. I will just say, quickly, as I see on this side of the coast, 
Senator, I will say quickly the other part is to build on Science, 
technology, engineering, and mathematics (STEM) education. I 
think for the longest period of time the United States has just been 
a magnet for top scientific and technical talent. But increasingly 
there are international students that are choosing to leave the 
country. The country of Canada, for instance, has had very special-
ized programs to actually attract top AI talent into the country, 
and that would be another mechanism really to ensure that we 
maintain U.S. leadership in AI. 

Senator PADILLA. You frame it as many graduate students choos-
ing to leave the country. In too many instances there is no choice, 
given our immigration system, the need for modernization, but that 
may be a topic for another day. 

Professor Ho, I mentioned another topic I wanted to make sure 
to ask a question on. In the paper that co-authored on the use of 
artificial intelligence in Federal administrative agencies, you found 
that law enforcement applications were the most common use case 
for Federal agencies that adopted AI systems. 

As you talk about building trust and ensuring accountability for 
automated decisionmaking, law enforcement activity is often the 
area in which the public has the least amount of insight, let alone 
oversight, yet it is also the area where government decisionmaking, 
including tools used to guide that decisionmaking, have tremen-
dous consequences for the public, particularly for historically 
marginalized communities. 

Professor Ho, can you speak to the unique challenges of guarding 
against bias and ensuring accountability and equity in the use of 
AI by law enforcement? 

Mr. HO. Thank you, Senator, for that question, and thank you 
for noting the report that we conducted a number of years ago. I 
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should clarify that in that report we looked largely at the use of 
AI by civil agencies, and one of the challenges has actually been 
exactly to get transparency within the criminal justice system. 
That is reflected, as well, in some of the exemptions under, for in-
stance, the AI Bill of Rights or the scope of requirements to file AI 
use case inventories. That is why I think these AI use case inven-
tories are such a kind of critical tool of transparency. You cannot 
manage what you cannot measure, and so I think AI use case in-
ventories are an important first step in that regard. 

Let me loop back, though, to the earlier question that you had, 
just in terms of accountability, and give you one example of the 
sort of enforcement context that I think is very telling that con-
nects this to the necessity to have human talent within govern-
ment. Within the Securities and Exchange Commission (SEC) there 
was an internal team that built out a series of very innovative 
ways to scan filings, to look at the risk, for instance, of insider 
trading based on what folks had filed to the SEC, using natural 
language processing. 

But what was very important in that use case was that it was 
internally developed first, and it was the interaction between the 
technical engineers and the line-level prosecutors that really en-
sured accountability. The line-level prosecutors within the SEC 
said, ‘‘I am not persuaded by your risk score. You need to explain 
to me why this system is actually identifying this case as some-
thing that I should prosecute, because ultimately I need to bring 
this in front of a judge.’’ That is exactly the reason why technical 
talent and the ability of technical talent to work with the domain 
experts is going to be so critical to have these kinds of forms of in-
ternal accountability for AI systems. 

Senator PADILLA. Thank you very much, and Mr. Chair, if I could 
just add one last note, not another question but just one last note. 
Tapping into my prior experience as Secretary of State of Cali-
fornia, where we introduced the first chatbot in California State 
government to assist people navigating our website, also auto-
mating how business owners and entrepreneurs could file their 
necessary paperwork with the State of California, there is, at 
times, a personnel concern that through additional automation and 
efficiency that we do not need as many workers, and therefore it 
is a mechanism toward layoffs and staff reductions. 

What we were able to do instead was actually free up people’s 
valuable time from, ‘‘pushing paper’’ to improve customer service 
and dedicate that experienced frontline personnel to some of the 
more complex questions or troubleshooting that a lot of either indi-
viduals or customers of government sometimes have frustrations 
with, long wait times, et cetera. There can indeed be that win-win. 

Thank you, Mr. Chair. 
Chairman PETERS. Thank you, Senator Padilla. 
Senator Ossoff, you are recognized for your questions. 

OPENING STATEMENT OF SENATOR OSSOFF 

Senator OSSOFF. Thank you, Mr. Chairman, and thank you to 
our panelists for joining us today. 

Some of these questions I think will get at implementation with-
in government and some will also touch upon how we think about 
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potential proposals for broader regulation of the technology, so 
please bear with me as we move through the discussion. 

First is about definitions, and maybe Dr. Parker, I could start 
with you, and I would also like to hear from Professor Ho. But as 
these technologies become more ubiquitous and modular and they 
are incorporated in software suites, and they are plugged in as 
tools for various purposes throughout an IT infrastructure, how, 
both in terms of administering within government, their deploy-
ment, but also thinking about broader regulation do we fundamen-
tally define what it is that we are regulating? As concisely as you 
can, how would you define the scope of the technologies that are 
the subject of our interests and require additional scrutiny? 

Dr. PARKER. Certainly the definition is something that people do 
not agree on, in general. I like to focus on use cases and how the 
use of a technology is important in impacting the particular appli-
cation domain. 

I look at it in terms of systems that are typically data driven, 
they often learn over time and change their behavior over time, 
and they are often doing tasks that we frequently have attributed 
to require human intelligence in the past. That is my succinct defi-
nition. 

Senator OSSOFF. OK. Thank you, Dr. Parker. Professor Ho, 
again, imagine you are legislative counsel and you are drafting leg-
islative text, and your purpose is to define the technology subject 
to certain regulations. What text would you propose? 

Mr. HO. I very much agree with Dr. Parker that the focus should 
be on use cases. I think a lot of regulations refer back to the Na-
tional Defense Authorization Act (NDAA) definition, which is a rel-
atively expansive one. One way to handle this, I actually think it 
would be to have further guidance and clarification coming out of 
the relevant offices that are working with agencies. For instance, 
the inconsistency in how AI use case inventories have been handled 
steps exactly from your question. 

Senator OSSOFF. Is it about use case or is it about capability? 
The use case is going to be almost universal, I think, within a cou-
ple of years. Is it the purpose for which it is being used that defines 
whether it constitutes the regulated technology, if we are thinking 
about regulation, or is it the capability of the technology as the 
qualities of the software? 

Mr. HO. I think, definitionally, we can go with the capabilities 
of the software, and that is very much, I think, I would agree with 
Dr. Parker that the kind of focus typically has been on machine 
learning systems that are able to learn and predict in the way that 
really simulates what humans could do. 

But I think when it comes to the actual regulation, which I think 
you are also trying to get it, it is really important to look at the 
particular use cases to identify what kind of risks are being posed. 

Senator OSSOFF. All right. Let us think about some of the con-
stitutional and other questions that may arise. Mr. Eppink, from 
your standpoint, thinking about, for example, evidentiary predicate 
that justifies certain police actions or can be used to secure certain 
court orders. One of the things that I have been grappling with is 
given the massive datasets that are available in open source or 
that can be purchased by a state actor, the capacity for predictive 
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behavioral modeling is potentially very significant. Perhaps with a 
high degree of integrity some of this technology will be able to as-
sign probabilities with respect to future conduct by individuals. The 
risk here, I think, is that prosecutors or law enforcement agencies 
may use such predictive modeling in order to justify forms of sur-
veillance or to seek warrants or to take other action. 

How do you think about that risk and how should Congress 
think about that risk? 

Mr. EPPINK. Thank you, Senator. Yes, especially based on what 
we have heard today, we have, I think, at best, principles to start 
to think about how to build these systems in a safe way, in a demo-
cratic way, but I do not believe they are being built that way right 
now. Especially when we are talking about law enforcement and 
the risk of life and liberty, the technology may be developing but 
the governance of that technology is not yet there to be condoning 
use of AI in those contexts. I am not even sure, based on what we 
have seen in Idaho in the Medicaid context of comparatively very 
rudimentary automated system, that we are there yet, and I think 
the necessity of litigation there corroborates that. 

We have to go beyond these jumping-off points that we have been 
discussing today, create clear governance, and include the people 
who these systems will be making decisions about in the process 
of selecting whether there will be automated decisionmaking in the 
first place and how those things will be crafted to ensure that the 
systems are built fairly and used fairly. 

Senator OSSOFF. Dr. Parker, how do you think about the due 
process concerns, and those could be both in a criminal context or 
in a more seemingly mundane administrative context, like eligi-
bility for certain forms of aid? 

Dr. PARKER. I think this is a complex question, Senator, and 
thank you for that. 

Senator OSSOFF. You have one minute and nine seconds. 
Dr. PARKER. I am not going to answer it all. I am going to sug-

gest that one way to move forward is for the Subcommittee on AI 
in Law Enforcement that was directed by Congress in the National 
AI Initiative Act, to actually be established. This is something that 
is a subcommittee of the National AI Advisory Committee, and that 
would be experts from across the different sectors of interest, 
whether it be private sector or—— 

Senator OSSOFF. OK. So more study needed. 
Dr. PARKER [continuing]. A group of experts that can enable us 

to understand this more deeply. 
Senator OSSOFF. OK. Big subject, seven minutes. 
My final question for you, Dr. Parker—and you have probably 

thought about this a lot, now and in your past roles—in govern-
ment there is a lot of focus on insider threats, whether in an intel-
ligence context or otherwise. When we are thinking about autono-
mous actors, or actors who have a measure of autonomy, within 
public agencies, who are not humans, how do we think about the 
risk of cooptation, manipulation, exploitation—there is cybersecu-
rity aspect here. There is a software design aspect here—that these 
tools themselves could pose certain insider threats for unauthorized 
disclosure or for using their network accesses to enable penetration 
of government systems, or otherwise. 
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Dr. PARKER. I think there is a question of what could be and 
what is true today. I do not work in the national security space my-
self, but I think what we can do with AI systems right now are 
there are technologies, if you are thinking about a human insider 
threat, there are technologies that can actually track behaviors and 
determine whether or not people are doing what they should be 
doing in the intelligence system space. I am talking about inside 
the trusted people. There are those kinds of technologies that can 
help us protect against the human insider threat. 

But then there is also the bigger question of down the road if 
these more general AI systems have the capability to dig into our 
systems and what we do about that. That is not something that I 
think is the here and now. I think it is something that we need 
to think ahead on. But I do not believe those systems exist today. 

Senator OSSOFF. Mr. Chairman, could I ask one more question? 
I am over time. 

OK, please, as succinctly as you can, Dr. Parker, and then Mr. 
Eppink, if there were three State actions, things that governments 
do, where, referencing what Professor Ho said earlier, we not only 
must ensure that humans are in the loop, but let us say we wanted 
to take a provisional decision that at this time no such action 
should be permitted to be even influenced by this kind of tech-
nology. Like for example, decisions about when to use lethal force, 
decisions about when to conduct surveillance. 

Are there certain governmental functions that given the level of 
risk right now you would nominate to rule out as being supple-
mented or guided or supported by these technologies, or are there 
not? 

Dr. PARKER. The launching of nuclear weapons, for instance. I 
think DOD is overseeing a number of ethical uses of AI, but there 
are some cases like that, that I think strategically cannot be al-
lowed to happen. That would be my No. 1 on the list. 

Senator OSSOFF. Mr. Eppink. 
Mr. EPPINK. Yes, I think we can look to the Constitution. We can 

look to life, liberty, property, privacy. To the extent that we have 
systems that are involved in making decisions on those things that 
affect individuals and families, we have to ensure that there is the 
transparency, the inclusion, the reliability, the independent audit-
ing and testing of those programs before they should be deployed 
in government uses. 

I think we can get there, in some instances, but we are not there 
now, and especially when you were talking about making decisions 
about use of lethal force or other decisions that could take a life 
or threaten a life. I think there is governance that is not yet in 
place to ensure those systems are fair. 

Senator OSSOFF. Thank you. Thank you, Mr. Chairman. 
Chairman PETERS. Thank you, Senator Ossoff. 
We are ready to wrap up a great hearing. We have covered an 

awful lot of ground, a big topic. I would like to wrap up these kinds 
of hearings with just asking folks to kind of focus one of the issues. 

I am going to be asking everybody on the panel—and I am going 
to start with you, Mr. Siegel, and then we will work down the 
panel—so in terms of AI policy going forward, what would you say, 
from a legislative standpoint, because we are legislators here, in 
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Congress, in terms of legislating, what would be the No. 1 item 
that we should prioritize in terms of thinking about future legisla-
tion? 

I am going to start with you, Mr. Siegel. All of you have a lot 
of different issues that you are working with, but No. 1, for legis-
lating. There are other things that we could be doing, regulations 
and other kinds of policies, or norms, et cetera, but from a legisla-
tive standpoint is there something that really stands out to each 
of you? 

Mr. Siegel. 
Mr. SIEGEL. Understood, Mr. Chairman. Transparency would be 

the No. 1 issue from a legislative point of view, enforcing trans-
parency in the use of AI. I think that if you were to focus legisla-
tively on transparency that would take care of a host of attendant 
issues such as collusion between the government and corporate sec-
tor, privacy issues, even potentially pointing the way toward some 
kind of private data ownership so that the uses of people’s data 
was something that if they were not at least initially financially 
staked into, they could at least have some visibility on. 

Transparency, I think, is where to begin, and from there that 
would lead into other related matters. 

Chairman PETERS. Thank you, Mr. Siegel. Mr. Ho. 
Mr. HO. Chairman, a number of months ago, Eric Schmidt was 

asked about how Congress had implemented the recommendations 
from the National Security Commission on AI, and he was gen-
erally quite favorable. But there was one thing he singled out, 
which is getting technical talent into the Federal workforce, which 
is the predicate for, I think, addressing a range of these issues that 
we have talked about today. 

Take procurement. I think the AI Training Act is fantastic. But 
what I have seen at a number of agencies is that procurement offi-
cials say, ‘‘It is the business unit within the agency that has to 
make this decision,’’ and the business unit says, ‘‘It is really up to 
the procurement official.’’ I think what we really need is the kind 
of blended expertise that brings domain expertise and technical tal-
ent together to really be able to protect American values. 

Chairman PETERS. Thank you. Dr. Parker. 
Dr. PARKER. Thank you, Mr. Chairman. I would say that we are 

suffering right now from a lack of leadership and a lack of 
prioritization on these topics. One, I think, quick way, legislatively, 
that could be done to address this is to appoint those Chief AI Offi-
cers at each agency, where they are given the responsibility and 
the resources to oversee the uses of AI and to develop strategies 
for their use of AI within their agencies, with accountability for de-
livering those and updating them regularly. 

To establish a coordination body, like a Chief AI Officers Council, 
that is responsible for coordinating these activities across all the 
Federal Government, with an intent of prioritizing this activity 
across the Federal Government, providing that leadership as well. 
Then they can also work on helping with the workforce issues, I 
believe, within their agencies, by identifying what the needs are 
and putting those priorities on getting that workforce into the Fed-
eral Government. 

Chairman PETERS. Thank you. Mr. Ariga. 
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Mr. ARIGA. Thank you, Chairman. My No. 1 priority, and you 
might indulge me in the hyphenated response, one is on disclosure 
where discretionary decisionmaking is being impacted. The use of 
it, the process, and any redress. But fundamentally it is the digital- 
ready workforce that will make such disclosure effective. I will echo 
with Dr. Ho’s recommendation in terms of developing a Federal 
digital-ready workforce. 

Chairman PETERS. Thank you. Mr. Eppink. 
Mr. EPPINK. Thank you, Chairman. The experts on these systems 

are the people that the systems make decisions about. I worked on 
this litigation in Idaho for 12 years now, almost, and I have worked 
with agency officials, I have communicated with Federal overseers, 
I have communicated with the courts. But it is time and time again 
my clients who have been able to spot the most important systemic 
problems with these systems. 

I appreciate the opportunity to testify to the Committee today. 
The people that the Committee especially should hear from and the 
policies that the Congress should put in place should make sure 
that at each step in the development and selection of these sys-
tems, the people who they make decisions about are included it. My 
clients, people with disabilities in Idaho, often use the phrase, 
‘‘nothing about us, without us,’’ and that is critical in these auto-
mated decisionmaking systems and AI systems. Thank you. 

Chairman PETERS. Tank you. I would certainly like to thank 
each of our witnesses for being here today, and I think, the entire 
Committee is grateful for your expertise and for your willingness 
to come forward to answer our questions. 

I think as we heard today the use of automated systems to help 
government provide public service more efficiently is not new. How-
ever, as we enter the age of rapid development of advanced ma-
chine learning methods and other forms of artificial intelligence 
now—not waiting, now—is going to be the time to ensure that 
these systems that the government is using and will procure for 
use in the future do not have unintended, harmful consequences. 

It is critical the Federal Government act quickly to set appro-
priate guardrails and oversight policies that protect the public. I 
think we all agree that Americans deserve a government that is 
modern, efficient, innovative, as well as one that is transparency, 
fair, trustworthy, and protects their privacy. As Chairman of this 
Committee I am going to continue to work to ensure that the gov-
ernment lives up to those key principles, and your testimony today 
will help inform the Committee’s future legislative activities and 
oversight actions in the years ahead. 

The record for this hearing will remain open for 15 days, until 
5 p.m. on May 31, 2023, for the submission of statements and ques-
tions for the record. 

This hearing is now adjourned. 
[Whereupon, at 11:54 a.m., the hearing was adjourned.] 
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