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(1) 

A REVIEW OF THE DEFENSE INTELLIGENCE ENTER-
PRISE’S POSTURE AND CAPABILITIES IN STRATEGIC 
COMPETITION AND IN SYNCHRONIZING INTEL-
LIGENCE EFFORTS TO COUNTER THE PEOPLE’S RE-
PUBLIC OF CHINA 

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON ARMED SERVICES, 

SUBCOMMITTEE ON INTELLIGENCE AND SPECIAL OPERATIONS, 
Washington, DC, Thursday, April 11, 2024. 

The subcommittee met, pursuant to call, at 3:30 p.m., in room 
2212, Rayburn House Office Building, Hon. Jack Bergman [chair-
man of the subcommittee] presiding. 

OPENING STATEMENT OF HON. JACK BERGMAN, A REP-
RESENTATIVE FROM MICHIGAN, CHAIRMAN, SUB-
COMMITTEE ON INTELLIGENCE AND SPECIAL OPERATIONS. 

Mr. BERGMAN. Good afternoon. The subcommittee will come to 
order. 

I ask unanimous consent that the chair be authorized to declare 
a recess at any time. 

Without objection, so ordered. 
Today we will hear from our witnesses on the Defense Intel-

ligence Enterprise’s Posture and Capabilities in Strategic Competi-
tion and in Synchronizing Intelligence Efforts to Counter the Peo-
ple’s Republic of China. 

The Department’s efforts are focused on China as the priority of 
the National Defense Strategy, but once again, as we hold this 
hearing, the Russia-Ukraine conflict has been raging for more than 
2 years; North Korea continues to test nuclear missiles; on October 
7, Hamas conducted a surprise attack on Israel leading to a pro-
longed violent conflict that Iran has leveraged, using its proxies to 
attack U.S. forces in Iraq and Syria, while supporting the Houthi 
attacks on international shipping; and threats from terrorist orga-
nizations are still persistent across the globe. 

The Defense Intelligence Enterprise has a challenging task to 
support the Department’s efforts in strategic competition, counter 
China, and support the remaining Geographic Combatant Com-
manders to counter increased threats in their areas of operations, 
as well as their persistent counterterrorism efforts. This is by no 
means an easy task. 

I am interested in understanding each of your roles in synchro-
nizing these efforts and ensuring your organizations have the abil-
ity -- have the capabilities needed, are resourced appropriately, and 
what capability gaps exist. 
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I would like to welcome today’s witnesses, all of whom are ap-
pearing before this subcommittee for the first time in their current 
capacities: 

The Honorable Ms. Milancy Harris, Acting Under Secretary of 
Defense for Intelligence and Security; General Haugh, Director of 
National Security Agency, Chief of Central Security Service, and 
Commander of U.S. Cyber Command, and; Lieutenant General 
Kruse, Director of Defense Intelligence Agency. 

In the interests of time, I ask the witnesses to keep their opening 
remarks to 5 minutes or less so that we will have more time for 
closed discussion. 

With that, let me again thank our witnesses for appearing before 
us today. And I will recognize Ranking Member Panetta for any 
opening remarks. 

STATEMENT OF HON. JIMMY PANETTA, A REPRESENTATIVE 
FROM CALIFORNIA, RANKING MEMBER, SUBCOMMITTEE ON 
INTELLIGENCE AND SPECIAL OPERATIONS 

Mr. PANETTA. Thank you, Mr. Chairman. 
I appreciate this opportunity to be in this seat but also, and more 

importantly, to be part of this very, very important hearing. So, 
thank you for calling it. And thanks to all of the witnesses for your 
time today to appear in front of this subcommittee. 

Before we start, though, I do want to take just a quick chance 
to highlight that all of the witnesses are relatively new to your po-
sitions. So, welcome and congratulations, as that really is a testa-
ment to your organizations that even as leaders transition on to 
other roles the people that make up our defense intelligence enter-
prise continue to do the great work to protect our country. 

So, thank you. 
Now, last year we had this same hearing and we opened up the 

hearing by saying the current global security environment is dy-
namic. Is dynamic. Not only has that not changed, it has become, 
I think we can all admit, even more dynamic. 

We had the horrific attack on Israel by Hamas on October 7th, 
the ensuing conflict, and the humanitarian crisis, the malign actors 
that seek to exploit and expand on that conflict all across the Mid-
dle East. 

We still have Russia as it continues its illegal and unjust war 
which has resulted in enormous damage to Ukraine, the people of 
Russia, and threatens the United States’ interests. 

We have Putin who remains defiant as he builds new partner-
ships to provide him the ability to continue that conflict. 

We have Iran with its terrorist proxies and its nuclear program. 
Then there is North Korea and its nuclear weapons. 
And we have violent extremist organizations who continue to 

carry out deadly attacks, as we saw in Iran and Russia, and con-
tinue to fill the voids that are present in the continent of Africa. 

And, of course, we have the Chinese Communist Party that con-
tinues to present a considerable challenge. Its willingness to act ag-
gressively in contravention to international norms, coupled with its 
extensive efforts to modernize and to consolidate its control over 
the People’s Liberation Army. 
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All of those are cause for concern, as coercive actions orches-
trated by the CCP [Chinese Communist Party] continue to under-
mine both regional and global stability. 

Based on my recent travel to the region with Chairman Bergman 
it was good to see, though, the firsthand partnerships that the 
United States has, and continue to grow and strengthen, and share 
intelligence to counter CCP’s malignant efforts. 

The Defense Intelligence Enterprise is a key component of the 
whole of government approach to containing all of these types of 
threats. Given that the global environment remains dynamic, now 
more than ever this committee remains committed to ensuring that 
your organizations have the resources and authorities required to 
carry out the duty that our country asks, our country demands of 
you. To effectively deal with those challenges and to recognize that 
we are in an era of Great Power competition, the Defense Intel-
ligence Enterprise must be postured and ready to deal with all of 
those threats. 

The Defense Intelligence Enterprise must remain agile, be col-
laborative across the enterprise, quickly provide releasable and ac-
tionable intelligence throughout the Department, and collaborate 
with our allies and with our partners. 

That is why this hearing is important and why I look forward to 
hearing from all of our witnesses today. 

Thank you, Mr. Chairman. I yield back. 
Mr. BERGMAN. Thank you. 
We will now hear from our witnesses, then move into the ques-

tion and answer session. Immediately following one round of ques-
tions we will reconvene for the classified session which will take 
place in Rayburn Room 2337. 

I now recognize Ms. Harris. 

STATEMENT OF THE HONORABLE MILANCY D. HARRIS, ACT-
ING UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE 
AND SECURITY, U.S. DEPARTMENT OF DEFENSE 

Ms. HARRIS. Chairman Bergman, Representative Panetta, and 
distinguished members of the subcommittee, it is a privilege to tes-
tify today on the current posture of the Defense Intelligence and 
Security Enterprise to confront the diverse array of global threats 
and challenges facing the United States of America and our allies 
and partners. 

The intelligence and security experts across the Department of 
Defense work tirelessly to address current and future threats to 
our nation on a daily basis. On their behalf, thank you to the mem-
bers of this subcommittee for your ongoing support and collabora-
tion. 

I am joined here today by the Director of the National Security 
Agency, Timothy Haugh, and Director of the Defense Intelligence 
Agency, Lieutenant General Jeffrey Kruse. They will be offering 
their intelligence-informed perspectives on how we support our 
warfighters and characterize the challenges facing the United 
States, our allies, and partners today and in the future. 

We look forward to your questions on these challenges and how 
our enterprise is postured to meet them. 
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In addition to my remarks today, I have submitted a classified 
statement for the record detailing our fiscal year 2025 Military In-
telligence Program budget request, providing further insight into 
our plans. 

Our number one priority remains addressing our pacing chal-
lenge, the People’s Republic of China. We seek a free and open 
Indo-Pacific Region that is peaceful and secure. Our network of re-
gional allies and partners is deep, wide, strong, and committed to 
a shared vision of peace, stability, and deterrence. 

The fiscal year 2025 President’s Budget Request for the Military 
Intelligence Program postures the Defense Intelligence and Secu-
rity Enterprise to support all of these efforts, and more. 

The Department is also actively focused, with our NATO [North 
Atlantic Treaty Organization] allies, in support of Ukraine’s de-
fense against Russia’s invasion. We must remain vigilant in safe-
guarding against a resurgent Russian threat to NATO, inter-
national security, and the rules-based order. 

The Defense Intelligence and Security Enterprise is enabling the 
Department’s response to the ongoing conflict between Israel and 
Hamas, as well as other crises in the Middle East involving the 
Houthis, Iranian-affiliated militia groups, and violent extremist or-
ganizations such as ISIS [Islamic State of Iraq and Syria] and Al 
Qaeda. We will continue to cooperate with allies and partners and 
leverage technology to build an enduring and sustainable 
counterterrorism posture to monitor and disrupt terrorist threats. 

Regarding both the conflicts in Ukraine and Gaza, in order to 
continue the Defense Intelligence and Security Enterprise’s sup-
port, it is vitally important that Congress approve the supple-
mental funding we have requested. That funding is urgently need-
ed to support our allies and partners. If we walk away, that will 
signal that the United States is an unreliable partner and em-
bolden would-be aggressors across the globe. 

In our fiscal year 2025 budget request we seek to advance crucial 
programs in the following ways: 

Providing the Department with an information and decision ad-
vantage over key adversaries, focused on the PRC [People’s Repub-
lic of China]; 

Operationalizing defense intelligence and security partnerships 
across the Department, U.S. Government, our allies and partners, 
and the private sector; 

Elevating security and counterintelligence to the maximum ex-
tent across the Department, and; 

Identifying, recruiting, training, and retaining a workforce capa-
ble of supporting our mission requirements. 

Finally, before I close I want to emphasize how critical it is for 
Congress to reauthorize Section 702 of the Foreign Intelligence 
Surveillance Act before it expires on April 19th. 

Additionally, recently proposed legislation has sought to limit 
DoD’s lawful and appropriate access to and use of commercially 
available information, or CAI, which is used to support the full 
spectrum of DoD [Department of Defense] missions. CAI is lawfully 
obtained by DoD and subject to stringent handling procedures to 
protect the privacy and civil liberties of U.S. persons. 
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It is important for the effectiveness of the Defense Intelligence 
and Security Enterprise that DoD and Congress have the oppor-
tunity to collaborate on legislation so as to preserve appropriate ac-
cess to this data. 

In summary, the President’s Budget supports the Department’s 
programs and authorities needed to address these global chal-
lenges, maintain our strategic advantages, and provide decision- 
makers and policymakers with information at the speed of rel-
evance. 

With that, I again thank the members of this subcommittee for 
your leadership and support. And I look forward to answering your 
questions here, and in our closed session. 

I will now turn to General Haugh for his remarks. 
[The prepared statement of Ms. Harris can be found in the Ap-

pendix on page 25.] 
Mr. BERGMAN. General Haugh, you are recognized. 

STATEMENT OF GENERAL TIMOTHY D. HAUGH, USAF, COM-
MANDER, U.S. CYBER COMMAND, DIRECTOR, NATIONAL SE-
CURITY AGENCY 

General HAUGH. Chairman Bergman, Representative Panetta, 
and distinguished members of the committee, I am honored to be 
with you today representing the men and women of U.S. Cyber 
Command and the National Security Agency. 

Defending the nation is the heart of our mission. The People’s 
Republic of China poses a challenge unlike any our nation and al-
lies have faced before, competing fiercely in the information do-
main. The men and women of U.S. Cyber Command and NSA con-
tinue to use the full scope of our authorities and the full spectrum 
of our capabilities to contest the threats posed by the PRC, impos-
ing costs, denying benefits, and deterring the adversary. 

We will continue to strengthen partnerships across the U.S. Gov-
ernment, with foreign partners, and with private industry so that 
we may operate anywhere we are needed. We are ready and pos-
tured to contest PRC malicious activities, at home and abroad. 

While cyberspace threats have increased, we are ready to counter 
these threats with increased strength and capability. U.S. Cyber 
Command and NSA [National Security Agency] continue to use ca-
pabilities and partnerships to deny the PRC opportunities, frus-
trate their strategic efforts, and systematically eradicate intru-
sions. Our cybersecurity mission is protecting the Department of 
Defense and the Defense Industrial Base from adversary nation- 
states and ransomware attacks. 

We are collaborating with U.S. Government partners and foreign 
partners to develop and execute intelligence-driven campaigns to 
counter adversary activities. In addition, we continue to identify 
and share adversary tools and tradecraft, enabling public and pri-
vate partners to further defend against these threats. 

Within U.S. Cyber Command and NSA we are making invest-
ments in our workforce. Our talented, agile, and diverse people rep-
resent an important competitive advantage across all of our mis-
sion sets. That is why we are committed to reducing the time our 
new applicants spend in the hiring process, and strengthening our 
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expertise, both in-house and through hiring, especially those with 
language and technical skills. 

I remain focused on the reauthorization of Title VII of the For-
eign Intelligence Surveillance Act, which is of paramount impor-
tance. FISA [Foreign Intelligence Surveillance Act] Section 702 is 
absolutely critical to our foreign intelligence mission. There is no 
substitute for this authority. The timely, actionable information it 
provides cannot be replicated by other means. 

As you consider reauthorization, I look forward to discussion how 
this tool enables mission success and the controls we implement to 
ensure the protection of the privacy and civil liberties of the Amer-
ican people. 

I would like to reiterate my appreciation for the opportunity to 
testify in front of you today, and for the committee’s continued sup-
port of our mission and our people. 

I look forward to our conversation. 
[The prepared statement of General Haugh can be found in the 

Appendix on page 30.] 
Mr. BERGMAN. Lieutenant General Kruse, you are recognized. 

STATEMENT OF LIEUTENANT GENERAL JEFFREY A. KRUSE, 
USAF, DIRECTOR, DEFENSE INTELLIGENCE AGENCY 

General KRUSE. Chairman Berman, Representative and today’s 
Ranking Member Panetta, distinguished members of the sub-
committee, thank you for this opportunity to discuss the Defense 
Intelligence Agency’s assessment of the global security environ-
ment. 

The complexity, trajectory, and rate of change in the national se-
curity arena is perhaps the highest and most consequential we 
have seen in our lifetime. How we respond matters, and our level 
of innovation, focus, and integration must match our adversaries 
stride for stride. We must position ourselves and our capabilities to 
meet the threats we see now and on the horizon, and not simply 
posture to repeat successes of the past. 

DIA and our global workforce in more than 140 nations around 
the globe, partnered with our colleagues all across the nation and 
in the defense intelligence community are at the forefront of this 
task, collecting, analyzing, and operationalizing intelligence that 
underpins policy, diplomacy, acquisition and, when needed, combat 
operations. 

It is an honor to join two of my colleagues in this endeavor, Hon-
orable Harris and General Haugh, before the committee today. 

In my first 2 months as the 23rd director of the Defense Intel-
ligence Agency, I have taken a threefold approach to setting our 
course: 

First, we are intensely integrated with and focused on meeting 
the needs of our warfighters and our allies and partners who are 
engaged in combat operations around the globe. 

Second, we are addressing new and emerging security and intel-
ligence challenges that fundamentally alter our operating environ-
ment, ranging from technology and artificial intelligence to cyber 
and biosecurity, to a growing number of adversaries who are inter-
acting and partnering in ways and towards ends we have not seen 
before. 
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In these specific areas I have started three 90-day sprints ad-
dressing foundational military intelligence for cyber, the need for 
integrated force tracking in benign environments, and technical in-
telligence collection. 

Finally, I have focused on partnerships, the one asset our adver-
saries simply cannot match. I have had more than 30 international 
engagements, to include hosting more than 70 foreign military rep-
resentatives in my first 60 days. Simply stated, the scale of na-
tional security challenges require a new scale in effective national 
security partnerships. 

My aim in this hearing is to crystallize these challenges and 
growing threats that we see and support this subcommittee in its 
critical work of defending the nation. One of the ways Congress can 
provide its most effective support and defense of the nation is to 
reauthorize Section 702 of the Foreign Intelligence Surveillance 
Act. Although DIA [Defense Intelligence Agency] collection does not 
operate under these specific authorities, our all-source analysis 
mission, our ability to operationalize intelligence, and our support 
to the Congress is dependent on those who do. 

Thank you for the opportunity to appear before the subcommittee 
today. I am privileged to lead the Defense Intelligence Agency and 
represent the talented and dedicated global workforce. 

We are grateful for your continued support. And I look forward 
to your questions. 

[The prepared statement of General Kruse can be found in the 
Appendix on page 35.] 

Mr. BERGMAN. Thank you. 
I recognize myself for five minutes. 
First one: question is for you, General Haugh. 
Can you explain how your dual hat as Director of NSA and Com-

mander of CYBERCOM [U.S. Cyber Command] has benefitted the 
intelligence community as well as the cyber community? 

General HAUGH. Thank you very much for the question, Chair-
man. 

So, from what the determination as to how we looked at the 
structure of both Cyber Command and NSA, so having a single 
leader that is able to lead both organizations. What it really bene-
fits from both the intelligence community and from cyberspace is 
how we operate within the same operating domain within cyber-
space and with common partners. We are able to have agility, we 
are able to operate with speed, and able to operate with a common 
intent. 

What that really helps from an intelligence community perspec-
tive is that as we think about the campaigns that are going to be 
conducted in cyberspace we can start with how are we going to pro-
tect those key intelligence sources and methods that allow the na-
tion to have insights, that allow our combatant commanders to 
have indications and warning, while able to generate outcomes in 
cyberspace that meet the demands of our warfighters. 

That speed and agility was something that was looked at closely 
when, in July 2022, both the DNI [Director of National Intel-
ligence] and the Secretary of Defense commissioned a joint study. 
They wanted to look at the dual hat construct. 
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Their conclusion was that it was in the best interests of the na-
tion, and for many of those same reasons, to be able to move with 
speed and agility, the ability to have a common conversation, par-
ticularly with our foreign partners about how we partner together 
in cyberspace, and then how we can move aggressively when we 
see threats to the nation and the Department of Defense. 

So, I have served in both organizations for the preponderance of 
my career and am very comfortable in terms of how we execute 
every single day for both our intelligence mission and our cyber 
mission. 

Mr. BERGMAN. Thank you. 
The next question is for all of you for a response. 
The DNI and CIA [Central Intelligence Agency] produced an 

open-sourced intelligence strategy for 2024 to 2026 last month. 
How do each of your envision implementing the strategy, especially 
with the capability of AI [artificial intelligence[ and machine learn-
ing, to (1) call down the trove of information into a manageable 
amount for further analysis, and (2) getting ahead and staying 
ahead of our adversaries? 

So, please. 
Ms. HARRIS. Thank you for the question. 
I will take it from a little bit of the Department’s perspective be-

fore deferring to the directors on their specific enterprise efforts. 
From the Department’s perspective, the DNI strategy is one part 

of how we think about the open source ecosystem. In the Depart-
ment of Defense we are very focused on making sure we make the 
maximum use of open source information, to include commercially 
available and publicly available information. 

And for the portions of the Department that sit in the IC [intel-
ligence community] , we are focused on making sure that there is 
a framework in which they understand how to use that information 
to the maximum degree possible. 

General HAUGH. From the NSA perspective, we do not have an 
open source intelligence mission, but we certainly do leverage pub-
licly available and commercially available information. 

What we found most benefit from the overall strategy itself, it re-
affirms how we handle information, how we use it, and then how 
we protect it in a manner consistent with all of our oversight, and 
all of our laws, all of our values. So, we leverage that information. 
It is a critical start point for us, and being able to, particularly, fill 
in gaps when we think about cyber threats. It is an area that we 
have leveraged very deeply and we will continue to follow the 
guidelines we have been given by the Department. 

General KRUSE. Thank you for the question. 
For DIA in particular, we are also designated as a Defense Intel-

ligence Enterprise manager for open source intelligence. So, we do 
this mission each and every day. And as that enterprise manager 
we are also deeply involved in how the rest of the enterprise is able 
to pull together the tactics, techniques, procedures that are associ-
ated with this particular discipline. 

The approach that DIA has taken since being designated as this 
is to take all the steps that are necessary to turn open source into 
the same kind of discipline that we see in signals intelligence, in 
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geospatial intelligence, in measurement and signals intelligence. 
How do we normalize that? 

So, across the board DIA has put together a program, and it 
starts to deliver this year. And it is designed to put a structure 
around everything from requirements management, how do we do 
collection, what’s the tradecraft associated with analysis, how do 
we do data management across multiple organizations? What does 
a training program look like, for whether it is us or whether it is 
the services that are doing open source? 

And then, more importantly, how do we do the data cataloging? 
So, open source data is purchased or collected by one organization; 
we are not doing it across multiple organizations. 

We will deliver on the first iteration of that later this year. And 
over a couple of years we intend to institutionalize open source 
across the Department. 

Mr. BERGMAN. Thank you. 
Mr. Panetta, you are recognized. 
Mr. PANETTA. Thank you, Mr. Chairman. 
General Haugh, Russia and China are using sophisticated hybrid 

and irregular warfare tactics while harnessing cyber and techno-
logical advantages, as we have seen over the past decade for sure. 

It has been abundantly clear that also in Ukraine, where the 
forces have merged advanced technology with irregular warfare 
tactics to increase precision on the battlefield and control the infor-
mation space. 

To maintain our advantage the United States should be looking 
at new ways, similar to how the Ukrainians did it, to integrate our 
Special Forces capabilities with advancements in cyber and infor-
mation operations. 

General, can you explain how USCYBERCOM is working with 
SOCOM [U.S. Special Operations Command] to integrate cyber and 
soft capabilities? 

And then, second, what is your assessment of Russia’s utilization 
of both cyber and irregular warfare capabilities? 

General HAUGH. Thank you very much for that question. 
So, first, how do we think about our partnership with the U.S. 

Special Operations Command? 
We look at that they are teammates in all of the missions that 

we consider. And so, first, both of us do things in support of the 
other combatant commands and our responsibilities. We will do 
those independently and we will conduct operations that are linked 
to those combatant commands. 

But what we are increasingly finding, that there are times where 
we are able to look at something that the Geographic Combatant 
Commander needs, and if we work together with our Special Oper-
ations teammates, with our Space teammates, we can identify op-
portunities that allow us to produce an effect that would be larger 
than any of us operating independently. 

Mr. PANETTA. Can you give me an example? 
General HAUGH. So, there are things that we do in cyberspace 

that would require someone to be in theater and to leverage what 
a special operator would be doing in-country or in an environment 
that we don’t reach as U.S. Cyber Command. 
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So, that is a partnership. We leverage that. And then we are able 
to extend our reach with our Special Operations partners. 

That would be an example. 
Mr. PANETTA. Thank you. 
General HAUGH. The other area that in terms of Russia’s evo-

lution, your, your second part of your question, I think what we 
saw at the outset of the conflict is Russia operated in cyberspace 
in the same manner that they did in all the other domains. Not 
well planned, it was brute force. 

But we also saw Ukraine take actions that we should learn from. 
They were very effective in moving their data outside of the coun-
try using Western cloud providers. Gave them resiliency. 

And then they also drew upon any number of nations, including 
the United States, for additional cyber defense activities. So, they 
were very effective at the outset. 

What we have seen is an evolution of how Russia continues to 
use their cyber forces. And I think one of the areas that we want 
to watch really closely is how they’re using those forces from an in-
telligence aspect versus the cyber effect. And it is an area that we 
will want to watch closely and inform our European Command 
teammates. 

Mr. PANETTA. Thank you. 
General Kruse, last year we discussed the USCYBERCOM, NSA, 

China Outcomes Group and the DIA China Mission Group. Can 
you give us an update on those organizations and how they collabo-
rate with these other? 

And if you can answer as much as possible now, we can follow 
up in greater detail in the classified session, obviously. 

General KRUSE. In this session I would certainly be happy to 
cover, in particular, the China Missions Group within DIA, a little 
bit of how we partner. And the -- I will certainly let General Haugh 
talk to the China Outcomes Group. 

So, a little over a year ago my predecessor, after a series of stud-
ies, put together the requirement if China is our pacing threat, how 
do we integrate all the activities that we do, whether it is collec-
tion, whether it is analysis, whether it is protection of our own net-
works? 

And how do we do that in a way that we can then build some 
campaigns to create the effects that we need, both to advance our 
interests, advance our collection, or to protect ourselves. 

So, the China Mission Group that we put together pulls together 
for the first time all of our HUMINT [human intelligence] collec-
tors, all of our analysis, all of our effects generators, if I could use 
that term in this environment, and stitches together what we 
might do with our service partners and with our interagency part-
ners, to include the China Outcome Group, and very much focused 
on ensuring that we are taking, identifying collection gaps, and 
tasking either ourselves or others to fill those collection gaps in 
order to create the out-take, the outcomes that we need. 

And one of our important partners is certainly the China Out-
comes Group. 

Mr. PANETTA. General Haugh, on the China Outcomes Group? 
General HAUGH. So, the China Outcomes Group is a combined ef-

fort between NSA and Cyber Command to align our resources in 
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support of INDOPACOM [U.S. Indo-Pacific Command]. So, we have 
a series of priorities that we have been given by the INDOPACOM 
commander, and that has allowed us to really look at how would 
we provide intelligence today? How would we do that in a crisis? 
How do we think about network defense and cybersecurity, both for 
INDOPACOM and for their partners? 

And then, if we get into a crisis, what are the things that U.S. 
Cyber Command and NSA can do to assist in generating options 
for the INDOPACOM commander? 

That continues to work very well and very closely with the 
INDOPACOM team. 

And I can give you more details in the closed session. 
Mr. PANETTA. Thanks to all of the witnesses. 
I yield back. 
Mr. BERGMAN. Thank you. 
Dr. Jackson, you are recognized for five minutes. 
Dr. JACKSON of Texas. Thank you, Mr. Chairman. And thank you 

to our witnesses for being here today. Really appreciate your time. 
Accurate and actionable intelligence for our Joint Force is a key 

component of all of our operations. A well-informed intelligence pic-
ture from the Defense Intelligence Enterprise will be key for deci-
sion-makers and military leaders in understanding the potential 
battle space in the Indo-Pacific should a conflict with China arise. 

Similar to other resources across the Department, the Defense 
Intelligence Enterprise cannot neglect other AORs [area of respon-
sibility] and miss an intelligence collection opportunity. The risks 
remain in those AORs and we have a duty to be properly postured. 

My first question is while we must face -- while we must focus 
on countering the Chinese Communist Party and their coercive ac-
tions, there are very real threats to our national security that exist 
at our own southern border. In recent years we have seen a dis-
turbing trend of known terrorists and Chinese military age males 
coming across our southern border. 

As violent extremist organizations and our adversaries continue 
to become more bold and expand their reach, I am very concerned 
about the threats to our homeland. And our intelligence will ulti-
mately prove to be probably our greatest defense against these pos-
sible threats. 

General Kruse, I will start with you. 
Do you have any concerns -- but I will ask this of all of you -- 

do you have any concerns about the threats that may have or po-
tentially could come across our southern border based on the in-
creased number of known terrorists and Chinese military age 
males who have crossed our border? 

And how has that increased your workload? 
And are we adequately resourced to remain vigilant regarding 

these threats while simultaneously focusing necessary resources on 
INDOPACOM? 

General KRUSE. So, let me answer that two ways. 
One is one of the advantages that DIA has in its very complex 

mission is that in addition to DIA itself at the headquarters, we 
also man the J2s [J-2 Joint Staff] at each of the combatant com-
mands. And that gives us an ability to stay connected to each of 
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the combatant commands’ threats, and that includes NORTHCOM 
and SOUTHCOM as you are tracking today. 

So, we are infinitely involved, either directly at the headquarters 
or at the commands working the migration issues, the human 
issues or, in the other case you mentioned, PRC coming across the 
southern border. 

We are always concerned about what may come across the south-
ern border. We have not seen to date the things that would cause 
us to notify you of increased concern. But that is always a path-
way. 

And more to talk. I would be happy to talk more in detail when 
we get to the classified session. 

Dr. JACKSON of Texas. Yes, sir. Thank you. 
General HAUGH. Congressman, as we look at the southern bor-

der, we just recently participated, the DNI led a look at how could 
we, as an intelligence community, examine how we could better 
provide intelligence as it looks at fentanyl and how it makes its 
way to the United States. 

As we look at that, I think from our perspective in the National 
Security Agency we are proud of the work that we have done to be 
able to illuminate threats. The area that I am probably the most 
concerned about is we are illuminating most of those threats from 
Section 702. 

That has allowed us to see what it looks like for precursor chemi-
cals coming from companies in China, how they make their way to 
Mexico, and then how criminal organizations can then move those. 

So, I am concerned that we are going to lose our opportunity for 
those insights unless Section 702 is reauthorized. 

Dr. JACKSON of Texas. Thank you. That is helpful. 
Ma’am? 
Ms. HARRIS. Thank you for the question. 
I am confident that the Defense Intelligence Enterprise is fully 

engaged on these issues. Many of them are a whole of government 
effort. They cross domestic and foreign intelligence. And so, we 
have, I have full confidence that our agencies are fully engaged in 
that effort. 

From my seat, I am constantly monitoring the resource trade- 
offs, that includes making sure we are making the right invest-
ments and we are not taking unnecessary trade-offs, particularly in 
the counterterrorism space. 

Dr. JACKSON of Texas. Okay. I have one more question kind of 
related to that, to the funding issue. 

But, you know, funding for Defense Intelligence Enterprise is 
split into two major components: the National Intelligence Program 
and the Military Intelligence Program. For fiscal year 2024 it looks 
like the National Intelligence Program is funded at 72.4 billion, 
and the Military Intelligence Program is funded at 29.3 billion, for 
a grand total of 101.7 billion. 

For fiscal year 2024 the request actually appears to show a slight 
decrease, for a total funding of 101.6 instead of 101.7. When you 
factor in the record inflation that we have seen over the last few 
years, this is really a pretty severe cut. 

So, my question is if I can get some more details on exactly what 
the issues are in the classified session. But I would like to ask each 
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of you real quickly, are we adequately resourcing the Defense Intel-
ligence Enterprise? 

How are we justifying cutting funding for the Defense Intel-
ligence Enterprise at a time like this when we need to ensure that 
our intelligence is rock solid? 

Ms. HARRIS. I am happy to go into further detail in the closed 
session. But I am confident that there has not been a decline in ca-
pability in the Military Intelligence Program, which is the portion 
I can speak to. 

I think that the decline that you note is due mostly to phased 
program acquisitions and other factors which I am happy to dive 
into in further details. But I am confident that we have not made 
a reduction in capability, particularly within the MIP [military in-
telligence police]. 

Dr. JACKSON of Texas. Okay. I am out of time. But does one of 
you want to say something real quick? Otherwise I will yield back. 

General HAUGH. I would prefer to talk about it in the closed ses-
sion, if you don’t mind, Congressman. 

Dr. JACKSON of Texas. Yes, sir. 
General KRUSE. I would be happy to do the same. 
Dr. JACKSON of Texas. Thank you. I yield back. Thank you. 
Mr. BERGMAN. Representative McClellan, you are recognized for 

5 minutes. 
Ms. MCCLELLAN. Thank you, Mr. Chairman, and Ranking Mem-

ber Panetta, and to our witnesses for being here today. 
Secretary Harris, one of the key take-aways from the post-9/11 

era was the importance of our intelligence community working to-
gether and across agencies to tackle the threats that face the na-
tion. 

How did the Defense Intelligence Enterprise work to increase col-
laboration with the rest of the intelligence community in fiscal year 
2024? 

And what can we expect in fiscal year 2025? 
Ms. HARRIS. Thank you for the question. 
I think what I can offer is that I think we have only taken the 

lessons of the 9/11 era and applied them to new and different chal-
lenges. So, as I remarked before, I see the entire Defense Intel-
ligence Enterprise really operationalizing our partnerships, which 
means we are no longer just working independently with partners 
but we are thinking about the way different agencies can partner 
with our allies and partners in service of common objectives. 

I think you have heard already today some examples of joint 
work that is going on inside of the Department to make sure that 
we are approaching things with a new and different informed view 
that takes into, takes into account all of the different talents and 
capabilities that exist inside the Department and uses them to 
maximum effect. 

Ms. MCCLELLAN. Thank you. 
For each of you, what is the most pressing capability gap facing 

the Defense Intelligence Enterprise and your specific agency? 
What are you doing to mitigate these gaps? 
And what support do you need from us to help you do so? 
General HAUGH. Congresswoman, I think from our perspective 

the areas that the Department has really asked us to look at is re-
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siliency. How do we think about ensuring that we can deliver intel-
ligence in competition and in crisis, and if deterrence fails, in con-
flict? 

And I think those are areas that we are going to really examine 
closely. And those are things that you will see coming through the 
Department in terms of budget requests as we look at those areas 
the Secretary is asking us to focus on. 

Ms. MCCLELLAN. Thank you. 
General KRUSE. I think what I would offer is that our most 

pressing capability gap, really not just for us but for everyone, 
when asked this question I always actually go to a non-traditional 
route and I say the thing that I am most concerned about is our 
ability to protect our networks, our people, and our data. 

So, whether that is a counterintelligence piece, whether it is se-
curity of our highly classified networks, whether it is the Defense 
Industrial Base, it is focused on those efforts that we need to do 
there. 

We are all working those. And I think what you will see in the 
budget that has already been submitted are the kinds of programs 
that will help us in that regard. 

Ms. MCCLELLAN. Thank you. 
And, General Kruse, how is the Defense Intelligence Enterprise 

looking to incorporate emerging technology such as AI into its ca-
pabilities, and to ensure that these new capabilities will provide 
the most relevant information for our warfighters? 

General KRUSE. Thank you for the question. 
We have established an emerging and disruptive technologies or-

ganization that is focused really in three areas: one is on quantum, 
and that is doing some really good work on how others are using 
quantum computing, quantum comms, and quantum sensing. 

We have an organization that is focused on biotechnology and 
biosecurity. 

And then another group that is working specifically on AI and 
counter-AI. And we can certainly talk through what some of those 
lines of efforts might look like. 

We also have a sort of a technology and long-range assessments 
organization that is looking out in the 5 to 20 year point to see 
what technology are in research and development stages that may 
not necessarily be military technologies yet but could be, if applied. 
And we track those through that position. 

Ms. MCCLELLAN. And for some of the work that you are doing 
in the AI space, what steps are you taking to ensure that you can 
identify misinformation that our adversaries may be using through 
AI? 

And the context of the question -- I know I am about to run out 
of time, so you may have to submit an answer later -- 5 years ago 
I was at a conference where an expert said that the ability of AI 
to detect misinformation was going to be outpaced by the ability of 
AI to create misinformation. 

And I have been worried about that for five years. So, if you 
could provide some information on what you all are doing to try to 
get ahead of that? 

General KRUSE. I would be happy either to take that for the 
record or answer that in classified session. 
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[The information referred to can be found in the Appendix on 
page 82.] 

There is some important work. Your concerns are very valid. And 
it is an issue we have got to stay a step ahead of. 

Ms. MCCLELLAN. Thank you. 
I yield back. 
Mr. BERGMAN. Thank you. 
Mr. Mills, you are recognized for five minutes. 
Mr. MILLS. Thank you, Mr. Chairman. 
Thank you to our distinguished guests for being here today. 
We have got into a very bad habit of continuing our 1980s fash-

ion of understanding warfare to only be kinetic, which has been a 
really big missed opportunity for us. Knowing that the evolution of 
warfare has truly gone to an economic, resourced, cyber supply 
chain, and even a non-kinetic influence operation campaign. 

You know, I argue to many that we have been in a cold war for 
about 20-plus years with China as they continue to advance their 
influences, and also to degradate America’s confidence in our cur-
rencies, or in developing nations that they are moving away from 
utilizing American goods as well as for using our currency as its 
primary source. 

In knowing this, what is it that, in my belief personally with the 
China-Russia-Iran-North Korean geopolitical alignment, could we 
not utilize the quantum raters, especially looking at things like AI 
quantum entanglement, self-healing drone capabilities, and others, 
to be utilized in a very similar fashion to what President Reagan 
utilized the Space Race for against the Soviet Union, as a way to 
try to go ahead and economically cripple them, knowing the PRC’s 
economics are not where they claim it is at, and seeing that they 
have more workforce strikes in the past years than they have in 
ever its history? 

General HAUGH. So, Congressman, I will touch on the quantum 
discussion as a start point and then go wherever you would like to 
go. 

So, as we think about quantum we are really thinking about it 
in two ways: 

First, we have a research organization that has been involved in 
quantum research since its inception. Really sponsored some of 
those original studies that enabled the original qubit to be em-
ployed. So, we continue to partner with academia, with industry to 
look at what are the most appropriate applications when we think 
about quantum. 

The other is how do we prepare the nation for a quantum com-
puter to ensure that we have got quantum-resistant encryption? 

So, NSA has published our first round of quantum-resistant 
encryption. That is an area that we want to work with the rest of 
the Department to ensure that we deploy so that we are prepared 
when the event that quantum computer is developed and employed. 
So, I think that is an area that we are certainly invested in. And 
we want to continue to advance. 

Mr. MILLS. And you think that the quantum entanglement capa-
bility is advancing at a pace that will see us beat China in that 
race? 



16 

General HAUGH. I think this is one that is really difficult science. 
And so, I think it is one we want to make sure as a nation from 
our perspective, with the resources that we have, we will employ 
to continue to drive that research forward. 

Mr. MILLS. I appreciate that. 
Yeah, my hope is that we can get to a point where quantum en-

tanglement can be utilized in a multi-drone fashion that would be 
able to be deployed to kind of leave our enemies blind, deaf, and 
dumb on the battlefield to give us that advantage for the 
warfighters abroad. 

Ms. Harris, I wanted to ask you your thoughts on, you know, 
how can we leverage our JSOC [Joint Special Operations Com-
mand] capabilities, relationships with allies in the regions to 
counter China’s efforts with regards to Africa? 

Ms. HARRIS. I am happy to talk in a little bit more detail in 
closed session. 

But I think what we have seen is that those partnerships are not 
just belonging to one organization. And I think where we have 
worked best is where our partnerships inside DoD are combined 
with those of our diplomats, and those of USAID [U.S. Agency for 
International Development], and other U.S. Government entities 
that are working in the region to really deepen the conversation, 
understand the different dynamics at play, and figure out how best 
to work together. 

Mr. MILLS. And I guess kind of a follow-on to that because I am 
just curious is, you know, how can we shorten the decision-making 
process between the intelligence community and our respective 
agencies or teams on the ground? 

Ms. HARRIS. Sir, I think that that is work that is ongoing every 
day. I think we have come a long way in shortening that cycle. 

I think we have a focus right now in making sure we are sharing 
information quickly. We are proactively making sure that informa-
tion is releasable to our partners, that conversations can happen at 
the lowest level classification that they need to. All of that speeds 
the pace of decision making and the ease of getting information out 
to our operators. 

Mr. MILLS. And I know that you all, and again I also can speak 
to sitting in classified briefings and other areas where we have 
seen applies that play a very vital role with regards to preventing 
terrorist attacks by malign actors. But I would also argue that the 
FBI [Federal Bureau of Investigation], who has violated that, uti-
lizing backdoor searches at least 287,000 times, without appro-
priate reforms these types of warrantless searches would be in di-
rect violation of the Fourth Amendment. 

Would you not agree? 
Ms. HARRIS. I can speak to what the current bill offers, which I 

think is a meaningful set of reforms that gets at some of the con-
cerns that have -- that you raise. 

I think that we have made a number of reforms in response to 
concerns. But the bill right now is the most comprehensive reforms 
that we would have, will ever been made to Section 702. 

Mr. MILLS. Well, I agree that there are some reforms. The FBI 
is reporting they have 98 percent compliance. But if you look at the 
over 200,000 violations they have, that is still over 4,000 a year 



17 

that they are violating with these illegal warrantless searches that 
are in direct violation of our Fourth Amendment. 

And as constitutionalists and those who swear an oath, that is 
our job to protect our Constitution against all enemies foreign and 
domestic, and that means the violations that are by Government as 
well. 

With that, I yield back. 
Mr. BERGMAN. Mr. Keating, you are recognized for 5 minutes. 
Mr. KEATING. Thank you, Mr. Chairman. 
2 days ago The Wall Street Journal published a report about the 

private sales of Starlink assets and the shipping them, the ship-
ping of them to Russians. Battlefield resources -- I am sorry -- bat-
tlefield sources in Ukraine. 

Can you comment about the threat of these private sales, the 
public sales or through the black market and, you know, what the 
effect can be on the battlefield in Ukraine? 

But also what it can be in the hands of non-state actors? 
[The information referred to can be found in the Appendix on 

page 81.] 
Ms. HARRIS. I am happy to discuss that question in more detail 

in a closed session. 
I think we have a number of efforts ongoing to address some of 

these issues. But I would need to take that for the record, as not 
all of them fall within my remit within the Department. 

Mr. KEATING. Just looking at the, you know, the forming axis of 
Russia, China, Iran, and North Korea together, and could you com-
ment on their, to the extent you can publicly, on the information 
sharing that might have resulted in that closer relationship, and 
what we could do ourselves to do to try and make sure we are not 
falling into siloing things that we have in the past, and that we 
have on our part greater information sharing across the board 
given the expansion of the cooperation of those with that axis? 

General HAUGH. So, I can take some of this, Congressman. 
Because I think one of the things that we have worked really 

hard on since the beginning of Russia-Ukraine is how do we use 
intelligence to be able to have the greatest impact possible, and 
how all the elements of the CSAs[OM1] within the Department and 
within the community we are able to generate intelligence that can 
either be used by the Administration to identify what Russia is 
doing, but also to inform our combatant commands. 

And I think we have really worked on the tradecraft of how do 
you use intelligence not just for military targeting but to create an 
outcome that gives some advantage? So, in this case, how do we ex-
pose those activities in a way that someone could take an action 
based on it? 

And we could talk in a little bit more detail in the closed session. 
Mr. KEATING. Do you think that -- Oh, go ahead. I am sorry. 
Do you think that any of this information sharing is a threat, 

that particularly given Iran in the least, of sharing this with their 
proxy militia forces, malign forces that they have? 

General HAUGH. So, I think from our perspective, or from my 
perspective as they collaborate it brings the potential for transfer 
of different technology or intelligence, we want to be able to limit 
that wherever we can. 
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General KRUSE. I would offer to -- it is a great question to kind 
of think through what is it that the coordinations in particular that 
you talked about, Russia, China, North Korea, and Iran, what are 
they doing now that they weren’t doing before? And what are they 
increasing? 

And I think what we have seen is the relationships that Russia 
has had to build in order to bring ammunition stocks and other 
weapons to them, some of the historic friction that has existed be-
tween those countries has going by the wayside. 

And what we don’t know is what is North Korea, what is China, 
what is Iran getting in return? 

The information flow that we expect they are getting in return 
is more about technology, more about capabilities. It is less focused 
on sharing information about the U.S. But that said, they have 
shared common interests in their views of what is the role in the 
U.S. and future versus their roles in the future. 

And I would be remiss if I did not go back to your question on 
Iran and proxies. We do see information sharing with Iran and 
their proxies, but it is more related about creating effects in the 
battle space that Iran would like to do that hide its hand. 

Mr. KEATING. I think with the race that is going on between the 
development of artificial intelligence and then our ability to deal 
with that artificial intelligence, how to react to that on our own -- 
you will have to deal with this in classified, I understand -- but 
also on a general sense our enemies, some of the countries I just 
mentioned, are they in a situation where you see them developing 
that kind of capability, too, to counter that as well, to keep up with 
it on the responding side of it? 

General KRUSE. I think what I would offer is there is at least two 
of those four countries that are deeply focused in that area. And 
in the classified session we can talk it in more detail. 

Mr. KEATING. Okay. Well, thank you very much. 
I yield back, Mr. Chairman. 
Mr. BERGMAN. Ms. Jacobs, you are recognized for 5 minutes. 
Ms. JACOBS. Thank you, Mr. Chairman. And thank you so much 

to our witnesses. 
I know we talked a little bit about Africa and what we are doing 

there. I wanted to ask a little more specifically how we are sort of 
learning lessons and thinking strategically about maybe some of 
the things that we are missing in Africa, and making sure, you 
know, that we are looking not only at sort of targeting, but also the 
dynamics and population. 

You know, for instance, despite all of the investments and access 
we have made in West Africa, the inter-agency was caught sur-
prised by the coup in Niger despite the huge amount of military as-
sets that we have in that country. 

So, I guess, Lieutenant General Kruse, can you share how and 
why, as much as you can in open hearing, we didn’t anticipate the 
coup in Niger; what lessons we have learned from that; and how 
DIA is working to ensure we are gathering intelligence that is more 
focused on local political and conflict dynamics, particularly in 
places where we do have big foreign military relationships? 

General KRUSE. Thank you for the question. 
And I would offer a little bit of framing and then the answer. 
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So, for me the framing that really has resulted in I think eight 
military coups in Africa since 2020 are tied to a combination of 
many things. It is humanitarian issues, it is food insecurity, it is 
migration, it is terrorism, it is a variety of things that no amount 
of military presence can, you know, overturn. 

And so, when there is a military presence there, what that does 
allow us to do is one of the other organizations that we run, the 
Defense Attache Service, and the Defense Clandestine Service, and 
that does allow us to have a footprint with embassies in all of the 
nations around the globe, that allows us to have interagency con-
versations to see what it is that we can detect and what we can 
do about it. 

And I think in a classified setting we can talk a little bit more 
about what we saw leading up to Niger and perhaps what we are 
doing about it. 

Ms. JACOBS. Okay, great. 
Are there any broad lessons learned on how you are doing things 

different based on sort of what happened in the Sahel with the 
eight coups over the past few years? 

General KRUSE. I actually think it is too early to understand how 
those are playing out in a couple of areas. And there are a lot of 
activities still ongoing. 

I think the biggest lesson for us almost goes back to one of the 
previous questions, which is to ensure while we are focused on 
China, while we are focused on some of the high-end adversaries, 
one of the critical responsibilities of the intelligence community is 
to be that guardrail and keep a pulse in some of those other areas. 

And so, for us it is about maintaining attache presence and other 
presence and collection within the areas we have talked about. 

Ms. JACOBS. Got it. Thank you. 
And I know some of my colleagues have asked about AI already. 

I wanted to ask particularly about AI and sort of the ethical prin-
ciples. 

I know DoD has adopted ethical principles. I think that is great. 
I think there are still a lot of questions about how those principles 
translate into actionable guidelines. And one of the things we have 
been hearing a lot of concern about is around AI drones, particu-
larly ones using facial recognition, used during military operations. 

So, I guess a question is how accurate is the facial recognition 
technology used by the AI drones? 

And what measures have been taken to ensure that it doesn’t 
produce false positives? For whoever wants to answer. 

Ms. HARRIS. I think we are going to have to take that question 
for the record. 

[The information referred to can be found in the Appendix on 
page 81.] 

What I can tell you is that the Department is committed to en-
suring the ethical use of AI. I think you have seen that the Depart-
ment has put that priority first and foremost by elevating the posi-
tion of our chief data and AI officer to a direct report to the Sec-
retary. 

There is a focus in the Department to make sure we both under-
stand the challenges those tools will face, we will face on the bat-
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tlefield, but also how best to integrate them into military oper-
ations. 

But I am happy to take back the question for more details. 
Ms. JACOBS. Thank you. Yes, I would appreciate that. 
And you may have to take this back, too, then. Is there anything 

put in place to ensure that AI drones do not accidentally target in-
nocent civilians during military operations? 

Ms. HARRIS. Again, I will take the specific question back for the 
record. 

[The information referred to can be found in the Appendix on 
page 81.] 

But I think as you have heard many seniors from the Depart-
ment say just this week on The Hill, civilian protection is at the 
forefront of all of our operations. 

Ms. JACOBS. Thank you. 
Mr. Chairman, I yield back. 
Mr. BERGMAN. Thank you. Well, they have called votes. And the 

open portion of the hearing is now adjourned. 
We will reconvene in Rayburn 2337 for the classified session at 

the conclusion of which, which right now we are looking at walking 
off the floor about 4:45 or 16:45. I am not going to give it in Zulu 
time, so we will just leave it at those two to figure it out. 

But we will all walk back from the floor to 2337 as soon as pos-
sible after that, and we will reconvene there in the classified ses-
sion. 

This portion is adjourned. 
[Whereupon, at 4:24 p.m., the subcommittee was adjourned.] 
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RESPONSE TO QUESTION SUBMITTED BY MR. KEATING 

Ms. HARRIS. Russia utilizes black markets to obtain advanced technologies, con-
sumer electronics, financial services, weapons, and other supplies that it is unable 
to acquire from domestic or legitimate international sources. 

This includes commercial satellite communications services, which black market 
operators around the world have long sought to acquire. Russian entities operate 
illicit networks to circumvent sanctions, export controls, and other regulations to ob-
tain prohibited goods and services. These black-market activities are not unique to 
Starlink services. 

Rather, they reflect broader challenges of enforcing sanctions against both state 
actors and nonstate actors determined to acquire and employ weapons and sophisti-
cated enabling capabilities in order to advance their objectives. The Department of 
Defense (DoD), in concert with other U.S. Government departments and agencies, 
and in close cooperation with the Government of Ukraine and SpaceX, has been in-
vestigating and disrupting these illicit Russian activities since they first became 
known several months ago. 

SpaceX has cooperated with the U.S. Government and the Government of Ukraine 
and has been forward-leaning in providing information to support investigations and 
denying service to suspected illicit users. These cooperative efforts to disrupt Rus-
sian use of Starlink services continue, as Russian forces adapt and persist in efforts 
to regain their illicit access. [See page 17.] 

RESPONSE TO QUESTION SUBMITTED BY MS. JACOBS 

Ms. HARRIS. Facial recognition technology on drones continues to see significant 
advancements as new algorithms are improving accurate detection from higher alti-
tudes, longer distances, and steeper angles; however, the accuracy can still vary 
based on these and other factors, such as lighting conditions in the environment. 

To ensure all AI-enabled capabilities are used responsibly, the Department is 
working to improve the ability of operators to understand how well models perform 
on different tasks and in different environments, and how to use them most effec-
tively in their mission. This work is guided by DoD’s AI Ethical Principles and im-
plemented through guidance and toolkits that provide hands-on, actionable steps AI 
developers and users can take to ensure responsible use of AI in DoD. 

The DoD adopted AI Ethical Principles (Responsible, Equitable, Traceable, Reli-
able, and Governable) in February 2020. These principles reflect our nation’s long-
standing norms and values -- including those in the U.S. Constitution, Title 10 of 
the U.S. Code, and the Law of War, -- in the context of AI. These principles provide 
a foundation for the responsible design, development, deployment, and use of AI ca-
pabilities by the Department. 

In 2021, Deputy Secretary Hicks provided additional guidance by publishing six 
Responsible AI (RAI) tenets -- RAI Governance, Warfighter Trust, AI Product and 
Acquisition Lifecycle, Requirements Validation, Responsible AI Ecosystem, and AI 
Workforce -- to direct the Department’s holistic, integrated, and disciplined ap-
proach for RAI. The same memorandum created an RAI Working Council to develop 
lines of effort on how to operationalize the DoD AI Ethical Principles. 

Then, in 2022, DoD released the Responsible AI Strategy & Pathway, which lays 
out the courses of action necessary to put the AI Ethical Principles into practice. 
As part of implementation, the Office of the Chief Digital and Artificial Intelligence 
Officer has developed and publicly published a Responsible AI Toolkit at https:// 
rai.tradewindai.com to enable personnel in assessing the alignment of AI systems 
with the DoD’s AI Ethical Principles and to mitigate issues or risks identified. [See 
page 19.] 

Ms. HARRIS. DoD Directive 3000.09, Autonomy in Weapon Systems, establishes 
Departmental policy and assigns responsibilities for developing and using autono-
mous and semi-autonomous functions in weapon systems, including armed plat-
forms that are remotely operated or operated by onboard personnel. 

The directive establishes guidelines designed to minimize the probability and con-
sequences of failures in autonomous and semi-autonomous weapon systems that 
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could lead to unintended engagements, which the directive defines as ‘‘[t]he use of 
force against persons or objects that commanders or operators did not intend to be 
the targets of U.S. military operations, including unacceptable levels of collateral 
damage beyond those consistent with the law of war, Rules of Engagement, and 
commander’s intent.″ 

For example, a weapon system accidentally engaging an innocent civilian during 
military operations would be an ‘‘unintended engagement.″ DoD Directive 3000.09 
was updated in January 2023. It supplements a variety of policies, processes, and 
frameworks in place across the Department to ensure the responsible use of weapon 
systems, including legal reviews of the intended acquisition, procurement, or modi-
fication of weapon systems for consistency with the Law of War. 

Each of the DoD AI Ethical Principles is included in the current version of DoD 
Directive 3000.09 and the directive also provides generally that ‘‘[t]he design, devel-
opment, deployment, and use of AI capabilities in autonomous and semiautonomous 
weapon systems will be consistent with the DoD AI Ethical Principles and the DoD 
Responsible Artificial Intelligence Strategy and Implementation Pathway.″ DoD Di-
rective 3000.09 provides for many measures to address the risk of unintended en-
gagements. 

For example, the directive calls for rigorous hardware and software verification 
and validation (V&V) and realistic system developmental and operational test and 
evaluation (T&E) as well as the establishment of training, doctrine, and tactics, 
techniques, and procedures applicable to the system in question. 

In addition, autonomous weapon systems, with certain exceptions, must be ap-
proved by senior DoD officials through the review process outlined in Section 4 of 
DoD Directive 3000.09 ‘‘Autonomy in Weapon Systems″ before formal development 
and again before fielding. 

This holistic, case-by-case process includes, for systems incorporating AI capabili-
ties, consideration of whether the deployment and use of the AI capabilities in the 
weapon system will be consistent with the DoD AI Ethical Principles and the DoD 
Responsible AI Strategy and Implementation Pathway. These criteria, along with 
several others, must be verified by senior DoD officials before systems undergoing 
review may be developed or fielded. [See page 20.] 

RESPONSE TO QUESTION SUBMITTED BY MRS. MCCLELLAN 

General KRUSE. [No answer was available at the time of publication.] [See page 
15.] 
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QUESTIONS SUBMITTED BY MR. KELLY 

Mr. KELLY. As you know, CYBERCOM’s capability to comprehend and counteract 
malign influence campaigns from foreign adversaries, along with their narrative in-
tricacies, is crucial for bolstering cognitive security in national defense. I commend 
the commendable efforts of the Cyber National Mission Force (CNMF) in identifying 
and thwarting malicious influence campaigns targeting the U.S. 

The FY24 NDAA underscored the perpetual evolution and amplification of foreign 
adversary information and influence campaigns, highlighting an augmented neces-
sity to comprehend the genesis of malign influence and disinformation, their dis-
semination and evolution, their channels to intended audiences, and their ensuing 
impact. 

Acknowledging the FY24 NDAA’s directive, the Department of Defense is tasked 
with evaluating and proposing recommendations regarding the establishment of a 
narrative intelligence center. CYBERCOM, particularly CNMF, has already dem-
onstrated significant collaboration with industry and academic institutions in coun-
tering malign influence campaigns in this domain, and I welcome your sustained en-
gagement in this endeavor. 

When can we anticipate the recommendations for establishing a DoD national 
center for narrative intelligence, considering the evolving landscape of foreign adver-
sary influence campaigns emphasized in the FY24 NDAA? Additionally, how do you 
intend to capitalize on the existing expertise of CYBERCOM, notably CNMF, in tan-
dem with collaborations with universities and industry partners, to drive this initia-
tive forward? 

General HAUGH. U.S. Cyber Command (USCYBERCOM) is unaware of efforts to 
establish a DoD National Center for Narrative Intelligence and defers to the Depart-
ment of Defense and applicable OSD offices, on further recommendations. 

USCYBERCOM understands that, within the U.S. Government, the Foreign Ma-
lign Influence Center (FMIC) under the Director of National Intelligence (DNI), 
which was established per direction of previous NDAAs, is working on under-
standing foreign adversary influence campaigns and challenges from an intelligence 
perspective. 

USCYBERCOM is also aware of growing interest in these challenges outside of 
the government, specifically in Academia and recent actions at the University of 
Mississippi to establish a National Center for Narrative Intelligence (NCNI). We un-
derstand this is a new, academia-driven effort, with the goal to partner with the 
private sector, U.S. government partners and other universities. 

To date, our interactions have been limited and informal, but we are encouraged 
by Academia’s interest and efforts in this area. This offers a potential partnership 
opportunity for the DoD, USCYBERCOM, CNMF, and other potential government 
partners, to work with academic partners for additional research and collaboration. 

Finally, USCYBERCOM views the challenge of understanding adversary cyber-en-
abled influence campaigns as part of broader intelligence requirements supporting 
USCYBERCOM. USCYBERCOM remains highly interested in the establishment of 
a dedicated cyber intelligence center, which would include understanding the chal-
lenges of foreign cyber-enabled malign influence. 
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