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CYBER IN AN ERA OF PERSISTENT ENGAGEMENT: THE
FISCAL YEAR 2025 BUDGET REQUEST FOR U.S. CYBER
COMMAND AND CYBER OPERATIONS

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
SUBCOMMITTEE ON CYBER, INFORMATION
TECHNOLOGIES, AND INNOVATION,
Washington, DC, Wednesday, April 10, 2024.

The subcommittee met, pursuant to call, at 3:33 p.m., in room
2212, Rayburn House Office Building, Hon. Mike Gallagher (chair-
man of the subcommittee) presiding.

OPENING STATEMENT OF HON. MIKE GALLAGHER, A REP-
RESENTATIVE FROM WISCONSIN, CHAIRMAN, SUBCOMMIT-
TEE ON CYBER, INFORMATION CHNOLOGIES, AND INNOVAT-
ION

Mr. GALLAGHER. The subcommittee will come to order.

This will likely be my final hearing as chairman of the sub-
committee. And before we get underway, I want to thank—well, he
is not here. I was going to—I had this whole nice thing prepared
to thank Ro Khanna for his partnership. We will have to save all
the sappy stuff for when he actually gets here. But he is amazing,
and we have had a great partnership.

And being on this committee for 8 years has been a highlight of
my time in office, and I want to thank all the members. And Matt
and I have sat next to each other for 8 years now and had a lot
of late-night debates during NDAA [National Defense Authoriza-
tion Act] markup, and I have—and often collaborations when it
comes to AUMF [Authorization for Use of Military Force] issues.
And I have sincerely enjoyed that.

So today we are going to—we are going to hear from the Depart-
ment on its budget request and plan for cyberspace operations for
the coming fiscal year. From 2013 to 2023, Congress tried to ad-
dress force design and readiness through 24 different pieces of leg-
islation, civilian and military workforce issues via 45 separate pro-
visions of law, and cyber security at the Defense Industrial Base
in 42 provisions of law. That is a lot of activity.

Through this latest NDAA, we incorporated new requirements,
reports, and mandates into each of those same categories, and yet
here we are. There are still significant issues with our force design,
our civilian and military workforce issues remain as challenging as
they have been in the past 10 years, and several cyber incidents
targeting the Defense Industrial Base have demonstrated that we
are as vulnerable now as we were a decade ago.
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And just as I said when we were here a year ago for this same
cyber posture hearing, insanity is doing the same thing over and
over again and expecting different outcomes. I believe that almost
everyone here today is familiar with a report published just 2
weeks ago by the Foundation for the Defense of Democracies on the
issue of a cyber force, a proposed new branch of the armed forces
dedicated to the cyber domain.

This new force would be responsible for organizing, training, and
equipping for the cyber domain, no different from the Navy for
combat at sea or the Air Force as the service responsible for air
warfare.

The report is very compelling. And, as I said, in an event we did
a couple of weeks ago, I came in as a skeptic, but I think they have
raised some very important issues that need to be addressed, and
it is a debate that is worth having because I think the status quo
right now is unacceptable.

But the arguments were not—the cogent arguments in the report
are not the only thing that stood out. Included in the report were
personal accounts provided anonymously by more than 75 active
and recently separated service members representing every mili-
tary branch and rank from E-7 to O-7 as well as senior civilians.
Not a single individual that was approached declined to respond,
nor did any one of them argue in favor of the current approach in
which the operational force is sourced from four separate military
services.

I, therefore, ask unanimous general consent to enter this report
into the record. So ordered.

[The information referred to can be found in the Appendix on
page 63.]

Mr. GALLAGHER. I will admit, again, I had concerns at the start
of this debate, but over the last 18 months I have been presented
with an astounding array of data and arguments in favor of a cyber
force, as well as a number of convincing arguments opposing such
a force. In my mind, the most logical way to address this question
is a fully independent evaluation of the notional cyber force to be
led by an entity other than the Department of Defense—other than
the Department of Defense is critical.

If anyone is opposed to a study of this question, I believe there
is only one way to interpret that opposition, which is that if you
are unwilling to ask the question, what you are really saying is
that you are scared of the answer you might receive and the ac-
tions we will have to take to address the problem. When it comes
to national security, that way of thinking—acceptance of risk be-
cause of fear—I think is unacceptable.

And while I may not be chair of this subcommittee during this
year’s NDAA markup, I hope my colleagues will make the right de-
cision and work collectively to ensure the Department of Defense
is directed to conduct such a study when the time comes.

With that as context, I am very eager to hear from both of our
witnesses—thank you for being here—each appearing for their in-
augural cyber posture hearing. There is a whole set of elaborate
initiation events that we have to do afterwards. It is highly top se-
cret. But we are joined by Ms. Ashley Manning, a career senior ex-
ecutive performing the duties of Assistant Secretary of Defense for
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Cyber Policy, and General Tim Haugh, the Commander of the
United States Cyber Command. Thank you both for appearing
today.

At this point, I would turn it over to the ranking member. He
is not yet here. Here is on his way from an oversight hearing, but
I ask that his opening remarks be entered into the record. I ask
unanimous consent for that to happen, and then something magi-
cally happens and it goes into the record.

[The prepared statement of Mr. Khanna to can be found in the
Appendix on page 27.]

Mr. GALLAGHER. And, with that, we go to Ms. Manning first, cor-
rect, for 5 minutes.

STATEMENT OF ASHLEY MANNING, PERFORMING THE DUTIES
OF THE ASSISTANT SECRETARY OF DEFENSE FOR CYBER
POLICY

Ms. MANNING. Chairman Gallagher, Ranking Member Khanna,
and distinguished members of the committee, thank you for invit-
ing me to testify on the Department of Defense’s cyber posture and
the advancements we continue to make operationalizing the De-
partment’s priorities in cyberspace. It is an honor to appear along-
side General Haugh.

In my role Performing the Duties of Assistant Secretary of De-
fense for Cyber Policy, I am committed to providing overall super-
vision of the Department’s policy for cyber, advancing the Depart-
ment’s strategic approach to cyberspace, and ensuring our readi-
ness to counter emerging cyber threats.

Mr. Chairman, I look forward to working with this committee
through my newly established office to further these objectives.

I come to this role as a career civilian with almost 20 years of
service in the Department of Defense. I have had the privilege of
working across a wide range of regional and functional issues, serv-
ing most recently as the Acting Deputy Assistant Secretary of De-
fense for the Middle East and the Principal Director for Plans and
for Posture. And in my previous positions, I have witnessed the
cross-cutting role cyber plays in the defense of our Nation and our
allies and partners.

The President has nominated Dr. Michael Sulmeyer as the ASD
[Assistant Secretary of Defense] for Cyber Policy. Should he be con-
firmed, I look forward to serving as the Principal Deputy Assistant
Secretary of Defense for Cyber Policy.

Our National Defense Strategy makes clear that the People’s Re-
public of China remains an enduring cyber threat and the Depart-
ment’s pacing challenge in cyberspace, as the PRC [People’s Repub-
lic of China] continues to target U.S. networks in prolonged cam-
paigns of espionage and to pre-position its cyber forces for future
operations.

Russia remains a persistent threat to the United States and our
allies and partners, as it continues to leverage cyberspace to target
critical infrastructure networks and enable its malign influence op-
erations. The ongoing, unprovoked, further invasion of Ukraine
serves as a stark reminder of Russia’s willingness to employ cyber
capabilities to disrupt defensive military operations and sow dis-
cord.
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Following Hamas’s attack against Israel on October 7 of last
year, Iran has exploited cyberspace to create additional disruptions
and challenges in Israel. While many of these malicious cyberspace
activities have been relatively limited in their impact, the ability
of both state and non-state actors to act against Israel in the imme-
diate aftermath of the attack by Hamas is a reminder of what to
expect in future conflicts.

Additionally, the United States continues to face the still-growing
threat posed by for-profit cyber criminals that target a wide array
of vulnerable sectors, conducting ransomware attacks that impact
the daily lives of Americans across the country.

In response to these evolving challenges, the Department issued
its fourth DOD [Department of Defense] Cyber Strategy last May.
Looking ahead, we are committed to implementing our strategy
and monitoring progress through the forthcoming cyber posture re-
view in fiscal year 2026.

We understand the Department cannot advance its defense prior-
ities without a ready, capable, and informed joint force. To achieve
this end, we will invest in our people, in our capabilities, and in
our information needs to support and enable the full range of cyber
activities.

In partnership with USCYBERCOM [U.S. Cyber Command], we
are refining options for the secretary on how to improve the way
in which forces are presented to the command to raise the readi-
ness level of these forces and to streamline support mechanisms to
other combatant commands. These options will enable
USCYBERCOM to fully exercise authorities in partnership with
my office, including through enhanced budget control.

As part of the fiscal year 2026 budget cycle, DOD released its
first-ever Department-wide Cyber Operations Programming Guid-
ance. This guidance will shape future cyberspace operations invest-
ments and will serve as a rubric for my office’s certification of the
budget’s adequacy for fiscal year 2026.

With the authorities granted to us by Congress, the Department
will continue to build on the pathway laid out in the fiscal year—
or, I am sorry, in the 2023 DOD Cyber Strategy to provide a
stronger cyber posture and protect the shared digital environment
for those who intend to subvert our values and our interests by
pursuing integrated deterrence, which includes our cyber capabili-
ties.

The Department will be ready to fight and win the Nation’s wars
with an ability to rapidly respond across the spectrum of conflict.
Thank you for your continued support in this fight, and I look for-
ward to answering your questions.

[The prepared statement of Ms. Manning can be found in the Ap-
pendix on page 29.]

Mr. GALLAGHER. Thank you.

General, you are recognized for 5 minutes.

STATEMENT OF GENERAL TIMOTHY D. HAUGH, USAF, COM-
MANDER, U.S. CYBER COMMAND, DIRECTOR, NATIONAL SE-
CURITY AGENCY/CHIEF, CENTRAL SECURITY SERVICE

General HAUGH. Chairman Gallagher, Ranking Member Khanna,
and distinguished members of the committee, thank you for the op-
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portunity to testify before you today. I am honored to testify beside
Ms. Manning. Joining me today is Chief Master Sergeant Kenneth
Bruce, the U.S. Cyber Command and National Security Agency
Senior Enlisted Leader. We are honored to represent the men and
women of U.S. Cyber Command.

In an era defined by rapid technological advancement and in-
creasing interconnectedness, cyberspace has emerged as a vital do-
main for protecting our national security. The People’s Republic of
China is our greatest strategic competitor and poses unique chal-
lenges due to its advanced cyber capabilities, state-sponsored cyber
operations around the globe, and a strategic focus on leveraging
cyberspace for military, economic, and political purposes.

Russia’s cyber espionage campaigns prioritize sensitive U.S. Gov-
ernment and military infrastructure and information and spread
disinformation campaigns to influence public opinion and under-
mine our democratic processes. Iran, North Korea, terrorist organi-
zations, and transnational criminal groups also challenge U.S. in-
terests in cyberspace. And we are engaged in ongoing efforts to ex-
ploit vulnerabilities—and are engaged in ongoing efforts to exploit
vulnerabilities in U.S. networks, conduct influence operations, and
erode our national security interests.

With cyber operations becoming more sophisticated and frequent,
it is vital to evolve our capabilities against new and novel threats.
I am confident Cyber Command is well postured to meet the ever-
evolving challenges we face today, creating advantage for the De-
partment and the Nation.

Our mission is to direct, synchronize, and coordinate cyberspace
planning and operations to defend and advance national interests
in collaboration with domestic and international partners.

We defend forward by countering cyber threats before they can
reach U.S. networks and critical infrastructure. These proactive de-
fensive measures ranging from network hardening and threat
hunting to information sharing bolster the resilience of our systems
and foil potential cyber attacks before they can materialize.

We are aligned with the National Defense Strategy and the DOD
Cyber Strategy to protect Department of Defense information sys-
tems, support Joint Force commanders with cyberspace operations,
and defend the Nation from significant cyber attacks.

I am excited with what 2024 means for the maturation of U.S.
Cyber Command. This is a year of opportunity for us, and I would
like to thank Congress for the service like enhanced budget control
authorities granted by the 2022 NDAA and enacted with the fiscal
year 2024 appropriation. This authority creates tighter alignment
between requirements and acquisition, which will result in faster
capability and fielding for our cyber mission force.

Additionally, this committee has been instrumental in focusing
attention on readiness across the cyber mission force. The studies
you have authorized are driving us to do work needed to ensure we
have the force structure and force generation strategy necessary to
field a force of the highest quality today.

I hope we have an opportunity to unpack several of these initia-
tives today. Since Cyber Command’s elevation in 2018 to a unified
combatant command, Cyber Command has worked to make most of
its authorities, resources, and support. Of these authorities, None



6

is as vital to national security and the command as Section 702 of
the Foreign Intelligence Surveillance Act, which is essential for
identifying malicious cyber actors in protection of the Nation and
the Department of Defense.

I am confident we are successful in our mission each and every
day thanks to our people, our innovation, and our partnerships—
my top three priorities that ensure we deliver outcomes against na-
tional priorities in foreign intelligence and cyber security.

First, our strength lies in our people. Skilled cyber warriors who
are dedicated to protecting the Nation from threats posed by our
rivals and adversaries in cyberspace. We win because of our people.

Second, Cyber Command remains committed to a relentless ap-
proach in innovation to strengthen our military, now and into the
future. Our investment in technological innovation is key to main-
taining our overmatch against our adversaries.

Lastly, Cyber Command maintains our competitive advantage
through sustained and deliberate partnerships. In addition to the
unique partnership of the National Security Agency, Cyber Com-
mand further embraces a team approach, working with my fellow
combatant commanders and interagency partners while also col-
laborating with academic and industry experts, and cooperating
with our allies and partners by establishing collective security.

I am extremely proud of the efforts Cyber Command has
achieved and the direction we are headed. I look forward to your
questions.

[The prepared statement of General Haugh can be found in the
Appendix on page 45.]

Mr. GALLAGHER. Thank you, General. You expressed, I believe,
that the Section 15—I am recognizing myself for questions, in case
that was not apparent. The Section 1533 study was looking at all
options, to include the establishment of the separate service and,
hence, a separate analysis isn’t necessary.

But we required the Department to do the study in the 2020
NDAA, specifically to study the independent service idea as part of
the cyber posture review. It seems to me that DOD ignored that
requirement and then pointed us to a section in the posture review
that included an assessment. But if you look at that section, no
such assessment existed.

With this as context, I guess we will, one, address that. But why
should we believe that the Department will follow on with an objec-
tive analysis as part of the 1533 study, given that it was ignored
previous to this.

General HAUGH. Chairman Gallagher, I have no experience with
the 2020 study. I can tell you what we are doing today. So we have
taken that direction, and we have really—that is an area for us
that is really about the readiness of our force, and how do we gen-
erate our force. So we have looked at that, in combination with
other studies that you have asked us to do this year.

So there are other studies to look at our headquarters, to look
at our acquisition force, to look at how we examine our architec-
ture. And each of those we think make up a really good opportunity
for us to evaluate what is the future of this force. So specific to
your question on 1533, and the study that is underway, the book-
ends that are required by the law are the way it was done last year
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and an evaluation of a cyber service. We are going to look at both
of those bookends, and then look at options in between that would
allow us to generate the force that we need.

The other things that I think are—that I know we are doing
today is the partnership we have with ASD Cyber, who is the other
portion of the study. So being done with ASD Cyber in OSD [Office
of the Secretary of Defense] and Cyber Command. We owe that to
the secretary in June, and we are required to brief him in June the
results of that study, and we are moving at pace to ensure that we
look at all of the options that you directed.

Mr. GALLAGHER. Now, I am on record as favoring something like
a zero-based budgeting for congressional studies because they accu-
mulate over time, and periodically we need to sort of clear them
out. But when they are a matter of U.S. law, they should be com-
plied with.

Ms. Manning, do you know how many congressional require-
ments DOD is currently delinquent on?

Ms. MANNING. Thank you for your question, Mr. Chairman. This
is actually one of the first questions I asked when I got into the
seat. And we are tracking 12 reports where our office is the office
of primary responsibility to be able to conduct and conclude these
reports.

I received a status update on all of these reports. There are a
couple that have been delayed because they were independent stud-
ies that were dependent on getting funding, and because of the con-
tinuing resolutions it has gotten delayed a little bit. But my com-
mitment to you is to make progress on all of these reports and en-
sure that we are delivering them as quickly as possible.

I would note that there are a myriad of other reports related to
cyber that have been directed across the Department, and we are
providing support as a coordinating entity on many of those re-
ports. And, in the interim, if there are specific issues where you
want to understand a bit more about what the Department is doing
and how we are addressing issues, myself and my team are always
willing to come up and brief you on those.

Mr. GALLAGHER. I appreciate that. We are tracking 40, but that
may be a broader aperture than just your office, but we very much
would like to clear the backlog and work with both of you on clear-
ing the backlog, because, again, wherever those reports appear it
means that we—you know, we voted on it. We had a debate on it,
and it means there is questions we just need answers to. And so
I just would welcome your commitment to clearing that backlog.

Ms. Manning, your office will also be assuming the responsibility
for certifying the cyberspace operations budget within DOD. Last
year we were informed that the fiscal year 2024 cyber ops budget
was 7.4 billion, but then this year the fiscal year 2025 ops budget,
if I am correct, is 6.4 billion.

What we are trying to understand is, does this represent a net
decrease or a confusion about categorizing investments? Can you
share your view of what appears to be a net reduction of nearly 1
billion or more than 15 percent of the overall budget?

Ms. MANNING. Thank you for your question on our budget, be-
cause it is really important that we get this right. So my under-
standing is that overall our cyber activities’ budget has increased
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by almost a billion dollars due to added investment in cyber secu-
rity. The teams in both policy and in the Office of the Chief Infor-
mation Officer reviewed the various efforts that are included in the
different budgets and decided that certain portions of the cyber ops
budget are actually better categorized as part of the cyber security
budget. So there is no reduction. It is more of a recategorization of
some of the activities that we are funding between the different
budget categories.

Mr. GALLAGHER. Thank you. My time has expired.

Mr. Khanna is recognized for 5 minutes.

Mr. KHANNA. Thank you, Mr. Chair. Apologies for being a few
minutes late. We had an oversight hearing where I had to vote.

General Haugh, great to see you again. I appreciated our con-
versation the other day.

And, Ms. Manning, thank you for your testimony.

General Haugh, one of the things that we had discussed is the
importance of getting young talent into our military service, par-
ticularly young talent in technology. The military can also be a
place where they develop initial skills and training, something that
may be more accessible, frankly, for people than just starting in
Silicon Valley, which often does not have as, unfortunately, broad-
based hiring.

Can you talk about efforts at creating recruiting programs at
community colleges or historically black colleges, Hispanic-serving
institutes, and other public universities across the country, that
would allow us to recruit folks and perhaps even recruit folks who
may not have a 4-year degree?

General HAUGH. Certainly, Ranking Member Khanna. This is
our important issue is, how do we grow talent and for—for U.S.
Cyber Command, for the Department, for the Nation. And so when
we look across what Cyber Command and NSA [National Security
Agency] are responsible for, in Cyber Command we have now
grown an academic network to allow us to partner with univer-
sities across the country. So we have right now around 120 univer-
sities; in the National Security Agency, around 430. Both of those
provide a really foundational opportunity for us to participate with
our academic institutions on growing cyber curriculum and also
working with a number of research institutions to be able to allow
us to recruit that talent.

So when we think about it internally to our organizations, that
is how we maintain our partnership, growing relationships with
historically black colleges and universities, and also looking at uni-
versities like University of Texas at San Antonio, that has a large
number of first-generation Americans and Hispanic-Latino popu-
lation. Drawing talent from across the country to be able to ensure
that we have the highest qualified workforce.

Mr. KHANNA. And do you need more flexibility from Congress?
Because I have heard mixed things in terms of you want someone
to come for 3 years, 4 years, and then they want to go on to the
private sector. Are you able to do that? Are you able to have flexi-
bility if you want to recruit someone who doesn’t have a college de-
gree and is talented or wants to do a few years? Or do you need
more flexibility in the hiring?
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General HAUGH. So last year one of the studies that we executed
was under Section 1502, and it was about readiness. And I am re-
quired each year to provide a report on service readiness. In that
report, we identified five provisions that were all around personnel
and administrative policies. So what we are really looking for is we
are seeing good things happening in each of the services. We would
like them all to adapt each others’ best practice.

So as you identified in this NDAA, Section 1535 was to begin to
drive those authorities across the Department. And I think that
would be an example of a step where we want to continue to pro-
vide updates on which types of provisions would help and then we
work together with the services to be able to enact those provisions.

Mr. KHANNA. Ms. Manning, I don’t know if you have any com-
ments or thoughts on how we recruit more talent into our military.

Ms. MANNING. I would say, first of all, I really applaud the ef-
forts that are underway to tackle this issue. It is a real challenge
across government in terms of how you recruit and retain top tal-
ent to support our ongoing efforts, and really building out the
workforce that is necessary for us to be able to accomplish our
operational missions.

So I think, in addition to what we are dealing with in the De-
partment, I think looking at sharing best practices across other de-
partments and agencies will help generate new ideas in terms of
what more we can do as a government to ensure that we are bring-
ing people in to be able to serve our missions.

Mr. KHANNA. One of the things—and you don’t have to answer
it now, but I have just been told that there are some restrictions
on people being able to be hired only for a few years, that that is
hard to do because of civil service protections. I don’t know if that
is the case or not, but I just—I didn’t know if Congress needs to
act in any way to simplify that.

General HAUGH. What I would expect you are referring to is our
ability to have people leave and come back.

Mr. KHANNA. Right.

General HAUGH. And those are areas that I think we have got
to work internally within the Department in terms of how we le-
verage the policies that we already have, but I think that is an
area that we should be continuing to explore, that if somebody
leaves and goes to industry, how do we bring that expertise back
into our force, not as if they are a new hire but they are returning
expert back into the Department.

Mr. KHANNA. Thank you.

Mr. GALLAGHER. Mr. Gaetz.

Mr. GAETZ. Ms. Manning, I think you are totally right when you
say that China is prepositioning capabilities in advance of some de-
ployment of them. Is one way China does that by having U.S.-
based technology platforms that they own or control in order to
preposition for their cyber capability?

Ms. MANNING. Thank you for your question. You know, as I said,
PRC is really our pacing challenge. And, as you note, they are
using malicious cyber activity to counter U.S. conventional military
power and to degrade the combat capability of the Joint Force. And
we need to ensure that we are employing both defensive and offen-
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sive capabilities to strengthen our deterrence and gain our advan-
tage.

I defer to General Haugh for more of the details when it comes
to how we are operating.

Mr. GAETZ. Yeah. I am really interested in the defensive part vis-
a-vis like what China might be doing with technology platforms in
the United States. Do you have anything to add on that, General?

General HAUGH. So I think the area where we have seen specific
action that has concerned us is hacking activity at our critical in-
frastructure and at Guam. I think those are specific examples. In
use of technology within the United States, having Huawei pres-
ence, and things like that, is risk. We

Mr. GAETZ. Right. So that is what I want to get into, because I
agree. The hacking is sort of like if they are breaking into your
house, but the Huawei example you give is more like inviting them
in the front door.

Have either of you heard of this company called Tutor.com? All
right. So this is a technology platform that is owned by Chinese na-
tionals through the Primavera Holdings Limited company, and it
is principally used by DODEA [Department of Defense Education
Activity], by the Department of Defense’s education system, for
military connected families.

If you had a technology platform that was being used specifically
by military families owned by Chinese nationals, would that raise
any red flags based on what you are talking about regarding the
need to be well-resilient to that prepositioning that Ms. Manning
discussed?

General HAUGH. I think we want to dive deeper and ensure that
we are not bringing risk in, by whomever we partner with and
whatever company.

Mr. GAETZ. Yeah. No, I would just encourage it, because this one
sort of—I mean, I know how much you care about resilience, par-
ticularly with our service members and their families. We all know
that they are targets oftentimes. And so if we are inviting the Chi-
nese in the front door here, I just would advise you to look at that.

And I would draw your attention to the fact that Manny Diaz,
the Commissioner of Education in the State of Florida, has advised
superintendents of schools and charter schools to discontinue the
use of this technology. And even after the State of Florida Sec-
retary of Education made that pronouncement based on these ties,
the Department of Defense education system continued to offer
that platform to students of military connected families in Florida
and elsewhere.

So shifting gears just briefly to this concept of the cyber force,
I want to draw a finer point on what Mr. Khanna was saying about
recruitment. I have noticed anecdotally at our academy nights that
we have in our district that we get a lot of students that are real
interested in going to the academies, and they are fired up about
space force.

And I never really understood how a focused mission set like
that could really ignite a great deal of interest. And do you think
that we could get the same type of positive effect with the cyber
force to recruit specific people for a specific domain? General?
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General HAUGH. So I think from our standpoint what we have
done is we have really focused on, what are the services doing?
How are they doing in terms of recruiting? One of the

Mr. GAETZ. They are not doing great.

General HAUGH. So what they have done, Congressman, is in
specific areas, particularly as I look—the area we focused on has
been the Navy, and as we have looked at where the Navy’s readi-
ness has been. This past year, the Navy got 100 percent of their
cyber warfare technicians in terms of their recruiting numbers.
That shows me the services can do it, and that a focused effort and
continue and sustain that they will be able to meet some of those
marks.

Mr. GAETZ. I am open-minded. I think Chairman Gallagher made
some good points.

And, Mr. Chairman, before my time concludes, I wanted to thank
you for your outstanding service as chairman of our subcommittee,
your great work on the House Armed Services Committee, and in
the House more broadly. It has certainly been to the country’s ben-
efit, and it has been to my personal benefit to sit next to you for
7 years, 8 years, and to learn a great deal from you along the way.

And I know many of our committee members feel the same, that
the thoughtfulness you brought to the position has certainly been
a great—been a great benefit to all of us. So greatly appreciate it
and yield back.

Mr. KHANNA. Mr. Chairman, if I could speak out of order, be-
cause I didn’t know this was your last meeting, and I don’t know
if there is an objection. But I just want to say from the Democratic
side that it has really been a pleasure working with you, and you
have displayed a patriotism and bipartisanship on this committee
that I think has been a model for what leadership looks like. Even
when we have disagreed, I have never questioned that you have
put the country’s interests first. And I know that this isn’t going
to be the last of your public service. And you certainly have some-
one who is an admirer on this side, and I think many of my col-
leagues feel the same.

Mr. GALLAGHER. I very much appreciate it.

Mr. Ryan.

Mr. RYAN. All right. Well, I guess I am not allowed to say nice
things, so——

[Laughter.]

Mr. RYaN. Thank you, Mr. Chair. I will leave it at that, on many
levels.

And thank you both for being here. I want to build on some of
the different directions some of my colleagues were taking, particu-
larly honing in on as we continue to, to everyone’s credit, across the
board develop more mature and robust and sort of broader cyber
capability, I want to push and get your thoughts, General, on kind
of that—what is that right intersection point between CYBERCOM
services, COCOMs [combatant commands]?

I know that is a very broad question, so maybe to hone it a little
bit, can you—Ilet’s talk about—let’s look actually at the EUCOM
[U.S. European Command] AOR [area of responsibility], for exam-
ple, just as—in theory. How is that playing out right now? Where
do you see the future going in terms of, as we build more capa-
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bility, how—what is the right handoff point to COCOMs and serv-
ices? Does that make sense?

General HAUGH. It does. And what I would first start with is,
where are we today, in terms of now the authorities that you have
given us and the Department has given U.S. Cyber Command? For
the real general standup of U.S. Cyber Command, our goal has
been to become SOCOM-like [U.S. Special Operations Command],
to have service-like authorities.

Two weeks ago when the appropriation passed, that is the first
time that we have now had service-like authorities to do budget,
to do acquisition, to set the training standards for the Department.
So now what we really want to be graded on is, what is our ability
to generate new capability?

So, as things emerge, so today our partnership with EUCOM is
really strong, and I was the component to EUCOM as the Air Force
Cyber Commander and the 16th Air Force Commander at the out-
set of Russia-Ukraine. And so that partnership is really about them
driving priorities in that theater, and then how we leverage each
of our components to be able to respond to that, to be able to do
defensive activities at their priority, but also to be able to generate
options that give a number of things to the secretary and to the
EUCOM commander that allow us to consider how we would im-
pose costs based off of their guidance and direction.

I think it has worked well. I think the area that we need to be
able to accelerate is capability development. And how we use our
budget control and our authorities to generate and acquisition, we
should be able to develop things faster than anybody else in the
Department. The only thing we are developing is code. How do we
do that faster? How do we get it in the hands of our cyber mission
force faster?

Mr. RYAN. And you see that primarily happening or the large
preponderance of it happening at need essentially rather than out
there. Where do you—where do you see that?

General HAUGH. We see increasingly that that would be a bal-
ance. We will drive the requirement, we will drive the overall ac-
quisition oversight, and the dollars, but we will also partner with
the services. It will just look different. Whereas, before the services
would be able to do—were doing that in support of their own forces
they presented, which was very disconnected from operations.

We are now going to be able to drive that, and we have got good
service partnerships with their program offices and with their ac-
quisition force. So we need to be able to move faster, and we need
to be able to recast those relationships that are more responsive.

Mr. RYAN. And last follow up on this thread. So am I hearing you
right that the general direction, though, is more capability at the
CYBERCOM command level to push more, you know, technical ca-
pabilities out there? Do you have the—do you have enough sort of
people and capability at your level to do that? Like do you see the
direction—do we have the pace that we need? Do you have the re-
sources you need to speed that up?

General HAUGH. So from our perspective, the Department has
asked us to be the integrator of the joint cyber warfighting archi-
tecture. That is the—those are the platforms and capabilities that
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Cyber Command fights from. So for that now, we have got to be
able to drive that with our authorities.

Our team that we have from an acquisition perspective I am very
confident in. They are small. We have now been given more re-
sources. We have to hire quickly, and we have to use the authori-
ties that Congress has given us to be able to hire data scientists
under what we previously knew as the Section 1708 authority. We
have now started to hire. We have got the policy in place. So we
have got to use all of those tools to really accelerate our acquisition
team to be able to meet those objectives.

Mr. RYAN. I only have 40 seconds, but at the—as you look 10
years ahead, or 20 even, in terms of the quality of the American,
essentially, you are getting to show up, what more do we need to
do at the sort of community college level, high school level? I know
that is a big question for 30 seconds, but

General HAUGH. So I think we have an opportunity. We have ex-
pertise, and we have got partnerships across the—really, the cadre
of higher institutions that are really focused on cyber. We can help
influence that curriculum. How do we accelerate the curriculum in
a way that allows them to adopt and then to be able to make it
more available, particularly as technology changes? Because I
think what we find when we receive somebody today, they have a
good foundation, but they are not necessarily current today.

Mr. RYAN. Thank you. I yield back, Mr. Chair.

Mr. GALLAGHER. Dr. McCormick.

Dr. McCorMICK. Thank you, Mr. Chair. And at the risk of being
gaveled out for being out of order in this—in this era of politics
where people are vilified for agreeing and vilified for dissenting,
Mr. Chair, it has been an honor to serve with you, my fellow Ma-
rine. Let me just summarize by saying you can be my wingman
anytime. I am the Top Gun class, so I can say that.

Considering we are at war, basically cyber war right now, and
our adversaries are attacking us regularly, almost momentarily,
around the clock, 24 hours a day, and how AI [artificial intel-
ligence] will affect that into the future and accelerate that process,
a lot of times the perception at least is that we are always on the
defense.

I was hoping, General, you could actually address that over the
last 2 years the new concept, such as persistent engagement. Hunt
forward and defend forward have started to dominate the conversa-
tion, and I was hoping you could elaborate on how the wider con-
cepts are distinct from each other as we go forward.

General HAUGH. Congressman, thank you for the question. So,
first, as we think about campaigning against any one of those ad-
versaries that are targeting either our Nation or the Department,
we really think of it through three lenses. First, how do we gen-
erate insights? How do we understand what is underway? How do
we communicate that to the broadest audience possible? How do we
enable defense? That is enabling industry, it is enabling the De-
partment, it is enabling our foreign partners. And then, what are
our options to impose costs?

Some of those are how we use our defensive force, and then oth-
ers are how we partner across the interagency, and then how we
generate options that allow us to contest in cyberspace. So I think
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from our perspective we want to be able to bring a full menu of not
only defensive activities but those things that we can do from both
the interagency and from the Department to impose costs.

Dr. McCoRMICK. Is there anything that we can do to keep you
from being inhibited from doing what you need to do to be opti-
mized going forward using AI and other weapons that we have to
be not just posturing defensively but also being proactive?

General HAUGH. So I think what you have done is you have em-
powered us in a number of different ways in terms of how we have
brought together our acquisition force and how we have brought to-
gether our authorities. We will identify areas throughout this year,
as we begin to use those authorities, that I suspect you will start
to see in budget requests for fiscal year 2026.

We are going to learn a lot with the establishment of our Al task
force. We completed an AI roadmap last year, and that lays out for
us the technologies that we want to begin to experiment with and
pilot and introduce to our force. Those will be areas that I would
expect you are going to see from us in the future.

Dr. McCorMICK. That is great. With that said, now that we
looked—this was brought up, interestingly enough, by our chair, as
far as the integrated Cyber Command versus the individual depart-
ments. I have had plenty of people here testify saying, well, we
like—can I keep this in columns, because each service has its own
specific requirements.

But as Al continues to be a problem in integration, whether it
be on weapons systems, information collecting, dissemination of in-
formation, the way it needs to be integrated throughout purple
force, if you will, my concern is that we will have difficulties inte-
grating even different weapons systems, let alone the comprehen-
sive battlefield, like when you talk about purple assets, whether it
be electronic jamming or information gathering.

I am just wondering, is there a compromise in there that we
could come to in information sharing? Which is already the biggest
problem we have in the military anyway. It is just kind of our
Achilles heel, whether it be through COMs [commands] or just get-
ting the right information to the right people in the right way.
That is my biggest concern. If we don’t have a Cyber Command,
how do we do that in an efficient way?

General HAUGH. So what I would—the way that I would—the
way that I think the Department looks at it, the deputy secretary
has really empowered the CDAO [Chief Digital and Artificial Intel-
ligence Office] to set our data standards, and to do that across the
Department. And so when I look at our teammates that we have
in the DOD CIO [Chief Information Office], in CDAO, how do we
enable their ability to go faster in some of those data standards?

And I think we have a role to play in that, and I think we can
help and assist, not only in how we set some of those standards but
how we think about defense of each of these activities from a cyber
perspective from the outset as we begin to introduce some of those
new technologies.

Dr. McCorMICK. Okay. I just—for the record, you can see a lot
of Congressmen are concerned about this integration process.
China has a huge advantage in this one area. They have one com-
mand structure, one government. They all agree on each other be-
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cause it is kind of a monopolistic government, and it is going to be
a lot easier for them to integrate Al throughout their weapons sys-
tems. The way they do digital technologies, it is a lot less distrac-
tions. They have a lot more focality. And I think if we get outpaced
in the Al arena, we are in big, big trouble. So I hope we do a good
job on that.

Thank you. With that, I yield.

Mr. GALLAGHER. Mr. Moulton.

Mr. MouLTON. Thank you, Mr. Chairman. And thank you very
much for being here.

A couple weeks ago the Foundation for Defense of Democracies
think-tank issued a report calling for a separate cyber force. And
I suspect you have read this. I know this is not a new topic. It is
something that I have discussed myself over the years.

And I was curious—I mean, basically, the main argument of the
report is that because the individual services each run their own
recruitment, training, and promotion systems for their cyber oper-
ations, those who get sent to U.S. Cyber Command have incon-
sistent knowledge and qualifying experience.

So, General, how have these inconsistencies across the services
impacted the effectiveness of U.S. Cyber Command in executing its
mission?

General HAUGH. So, Congressman, first, if I could address the
study, one of the areas that I do think that as we go through this
year the 1533 study, and we evaluate all of the options available
for force generation, we certainly are going to look really closely at,
what are the implications of a cyber service? We will evaluate that.

One of the other responsibilities that is in both our unified com-
mand plan and in the law is that I am responsible to evaluate the
overall health of the DOD cyber workforce. So I am responsible to
do that in plain English both to the Secretary of Defense and back
to Congress.

So I think from our perspective, those reports have allowed us
to identify where are areas that the services could improve. And in
doing so, it has also allowed us to build a partnership with the
services on how do we work together to improve the readiness? Be-
cause I think what areas we had seen in the past was not nec-
essarily from the recruiting perspective but more so from the as-
signment and retention.

And Congress has given us a number of authorities to the De-
partment that allow for retention incentives. What we were seeing
was the services implement those differently, and so what we are
encouraging, and what we did in our 1502 report last year was to
ask for some specific authorities that encouraged our ability for as-
signment policies and personnel policies to ensure that those
trained individuals stay in our force. And we have seen the services
respond to those requests.

So we want to be able to lock those in and then continue to work
on other areas that will improve readiness within the force.

Mr. MOULTON. Do you feel that you are doing enough to use the
authorities that Congress has given you?

General HAUGH. So I think now that we have budget control au-
thority that we received last month, that now gives us a new series
of options that will allow us to drive our priorities in training, in
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readiness. We are responsible for the advanced training of the De-
partment’s cyber force. How we use those dollars in many ways will
determine our readiness and our proficiency.

Mr. MouLTON. I would like to ask just a couple of questions
about deterrence. Deterrence is obviously important writ large, but
of course when we look at a China attack on Taiwan, we want to
deter that from happening in the first place. Deterrence is tough
in the cyber world because we worry about giving up our capabili-
ties when we use them.

How is your thinking about this evolving? And how do you
think—I would love to hear, General, a couple of comments.

And then, Ms. Manning, how do you think about this in the inte-
grated deterrence environment?

General, perhaps we could start with you. Just how—with cyber
force, how do you think about deterrence?

General HAUGH. So from a Cyber Command perspective, what we
really think about in integrated deterrence are, who can we bring
that is a partner that will allow us to be able to have the outcome
we are trying to achieve? And for us, those partnerships look dif-
ferent than in some of the other domains.

When we think about how—the role that industry plays in terms
of both creating the domain and also being the ones with our own
sensors that are global in nature, how do we partner with indus-
try? How do we partner with our foreign allies and partners that
either bring capability or have the same common thread? How do
we partner with our fellow combatant commanders as they think
about cyber security and defense? And how do we integrate capa-
bilities together to be able to have options?

So I think for us we have a unique set of partners, and we have
got to be able to use our authorities in how we defend forward and
do it every single day.

Mr. MoULTON. Ms. Manning, how are you thinking about work-
ing with your counterparts in other agencies to fulfill this goal of
integrated deterrence?

Ms. MANNING. Thank you for your question, Congressman. We
really do see cyber deterrence, as you mentioned, as part of overall
integrated deterrence, in thinking about integrating across the De-
partment, across domains, across the interagency, and also with al-
lies and partners in those private-public partnerships that General
Haugh mentioned.

And it is important that we work together with our interagency
partners, with our partners in industry, and with our allies and
partners to really look at ways that we can deny adversaries the
benefit of cyber attack by, one, being able to provide indications
and warnings of threats to benefit our interagency partners, and
then also by imposing consequences on our adversaries by dis-
rupting their operations.

Mr. MouLTON. Thank you, Mr. Chairman.

Mr. GALLAGHER. Thank you. I should note the Section 1533
study that I referenced earlier was, I believe, Mr. Moulton’s amend-
ment. So he deserves credit for provoking and stimulating the de-
b}:;lte that led to the report he referenced, and so I thank him for
that.

Mr. Fallon is recognized.
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Mr. FALLON. Thank you, Mr. Chairman, and thank you for your
service to the country. I am sorry to see you go. But as—to quote
the immortal words of Dr. Seuss, don’t cry because it is over; smile
because it happened.

Last November, the North Texas Municipal Water District got
hacked, and it was a domestic—it was a domestic attack, but, none-
theless—and they didn’t shut it down, but they showed that they
could have. And it reminded me of JBS and Colonial Pipeline.

And, General, I wanted to ask you, what have we learned? Be-
cause that is the greatest fear we all have is that these critical
areas—water, electricity, energy, fuel. What have we learned from
those attacks that we can employ within the Defense Department?

General HAUGH. So I will give you a couple different things, Con-
gressman. One is this is an area that we have clearly identified
that the PRC is targeting. So this wasn’t in this case, but we know
that it is an area they are targeting. So from a national readiness
perspective, we have to consider that.

The other thing we think about is, what does it look like for de-
fense critical infrastructure? Those things that are the nexus be-
tween our private infrastructure and those things the Department
would rely upon if we were mobilizing. So that is a partnership
with NORTHCOM [U.S. Northern Command], and it is a partner-
ship with Homeland Security.

I think those are areas that within the Department we have now
focused, how do we think about that nexus, and what will it mean
for the Department from a cyber security standpoint? So I think we
have now been applying some of those lessons. We are going to
have to continue to scale as we think about it within the Depart-
ment.

Mr. FALLON. And then, you know, with—you mentioned that
CCP [Chinese Communist Party] and, like, Volt Typhoon comes to
mind, there is no doubt that they are actively probing, of course.
Can you talk about the work that you are doing with industry part-
ners? Because, you know, chain, meet weakest link. If we have got
some of our partners buttoned up and secure as a uniformed serv-
ice, or even along the DOD, but a private company that is working
with us isn’t, it doesn’t get us anywhere.

So can you talk to us about what we are doing to enhance par-
ticularly the cyber security of our partners?

General HAUGH. Yes, Congressman. Both Congress and the De-
partment have given Cyber Command and NSA authorities to work
with our Defense Industrial Base. And that information-sharing
component has now allowed us to establish over 1,000 partner-
ships, and that allows us to exchange information, it allows us to
do 1t in real time at an unclassified level, so that we can make in-
dustry aware of those threats.

As we think about those partnerships, now DOD CIO has also
funded additional activities that allow us to provide services to the
Defense Industrial Base—protective DNS [Domain Name Sys-
tem]—so that they have a service that would make it more difficult
for a redirection attack or a spear phishing attack informed by
NSA’s knowledge.

The other things we have been doing are scanning of various ele-
ments of the Defense Industrial Base. We provide them a scan. We
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tell them what vulnerabilities we see and allow them to correct
those vulnerabilities themselves. We are going to continue to look
at what other services we can provide, but we are also looking at
how can we extend those partnerships to a broader number that
would ensure that we are covering the highest priority things that
support the Department.

Mr. FALLON. Thank you. And then, you know, when people come
into our offices, they are all dying for labor. It doesn’t matter what
industry it is. I ask them, “Do you have—you know, do you have
job openings?” and they are all crying for labor, so—and particu-
larly skilled labor even more so.

So I wanted to ask maybe Ms. Manning as well, what can we do,
if anything, do we need to do? I remember being a junior officer
and the doctors got paid more because, you know, that is just the
market, right? You want to—you want to have those medical doc-
tors stay on after maybe they owe some time after getting—going
through medical school.

But in particularly this field, it is just a high demand, and it—
they make quite a bit of money. Do we—is there incentive pay for
folks in this service? And does it need to—do we need to ratchet
it up? I just want to kick that to both of you.

Ms. MANNING. You know, I think at this point it is important
that we consider all different ideas of how we can recruit and re-
tain top talent. I think incentives are one tool that we have in our
toolkit. I think also, though, there is a sense of mission that comes
with doing the work in the Department.

And so thinking about how we can make people feel really con-
nected to the mission itself is another thing that we can think
about. But I think really understanding what is it that is moti-
vating people to come to these jobs, what is allowing them to sus-
tain careers in government long term, and I think pay incentives
are one of the tools we have at our disposal.

Mr. FALLON. I just don’t want the canyon to be this big. You
know, if it is 300-grand in the private market, and it is 100-grand
here, that is just too big of a canyon, even if you are really re-
warded, if we can close it. That is kind of my point.

Thank you. Mr. Chairman, I yield back.

Mr. GALLAGHER. Mr. Luttrell.

Mr. LUuTTRELL. Thank you, Mr. Chairman.

General, in December 2022, SECDEF [Secretary of Defense] offi-
cially elevated CYBERCOM’s offensive arm, the Cyber National
Mission Force, to a sub-unified command. The logic was that it
would provide greater enabling resources for this critical mission
set. With how much adversary activity we have witnessed against
DOD networks, it would appear that your defensive arm, Joint
Forces Headquarters, could similarly benefit.

Could you share your opinion?

General HAUGH. Thank you, Congressman. So when we stood
up—when we elevated the Cyber National Mission Force, it was at
a point, so we now—that is about a third of our force, and with a
very distinct headquarters and assigned forces. That has—now I
think was absolutely the right thing for us to do, that we are allow-
ing it to create an identity, we are allowing it to grow its own staff
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to expand its planning, and then—and other capability develop-
ment. I think we are seeing benefit from that.

This is an area that we are going to look at in the 1533 study,
which is, as we start to think about—or, actually, the 1537 study
that you have asked us to do looking at our headquarters. What
is the right way to position the Joint Force Headquarters DODIN
[Department of Defense information networks] in terms of the right
resources and authorities to make sure that it has the capacity to
really set the globe? That is the mission we have given them.

When we have a crisis, we want them to set the globe. So I think
it is an area that we are certainly going to evaluate, and it does
look different as a headquarters, also in terms of assigned forces,
but it is something that we will definitely be looking at.

Mr. LUTTRELL. Thank you.

Ms. Manning, I apologize for walking on Mr. Fallon’s questions.
To expand or to create an expansiveness of talent, we wanted to
reach out to academics—academia and institutes of higher perform-
ance, correct? Are we doing that, from your—in your opinion?

I have universities in my district, and then of course, as I travel
the state and the country, I have these discussions when it comes
to cyber risk, cyber threat, cyberspace, artificial intelligence, ma-
chine learning, and how it seems like we are missing the rising
wave, because our brilliant minds are traveling elsewhere. Are we
creating effective narrative from your position in order to share
that with the youth and say, “Hey’'—and I say “youth,” but our next
generation of computational mathematicians.

Ms. MANNING. I think there are two aspects to this. I think one
is making folks see a career in government as something that they
want to pursue, and they see building the skills in cyber and in
other fields as something where they can have a unique role in
terms of defending our national security interests by having jobs
you can really only do when you are in government, so——

Mr. LUTTRELL. So how do we make working for the government
sound cool?

Ms. MANNING. I think that is a really important point, and I
tﬁink also beyond just making it sound cool, how do you have
the——

Mr. LUTTRELL. For lack of a better term, I am sorry, I should
have stated that better.

Ms. MANNING. No. I think, you know, it needs to be relatable,
and we also don’t need the mechanisms to bring people into govern-
ment. So looking at different tools like the cyber accepted service,
looking at the presidential management tool, fellowship, looking at
different scholarships and opportunities, I think all of this should
be on the table, so that we can give folks the opportunity not only
to want to serve in government but to be able to have the mecha-
nisms to come in and be able to be a part of our team.

Mr. LUTTRELL. Are we looking at having them serve in the var-
ious branches of armed services or just government in general? Be-
cause, as we know, we are having trouble recruiting the bodies for
those platforms. Is it both, in between, or is it just something we
are trying to cast that wide net and fill all of the—all of the silos?

Ms. MANNING. I would defer to the team who is responsible for
personnel and readiness in terms of the overall policy.
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Mr. LUTTRELL. Oh, that is a great shift.

Ms. MANNING. But I think there are opportunities, both within
the command, within the services, or for individuals to come in and
to serve.

Mr. LUTTRELL. General, have you got something on that one?

General HAUGH. So what I would give you is, what do we see
that are things that are pretty exciting that are really looking at
high schools and middle schools? I just attended the finals of
CyberPatriot, 5,000 schools across the country where they are
doing cyber competitions in middle school and in high school and
in ROTC [Reserve Officers’ Training Corps] programs.

Those are the types of things that we want to be able to do as
early—we would like to see being done as early as possible, so that
we are really trying to capture people and what it looks like to be—
tha}llt Cl?n be both cool and really impactful things for our Nation.
I thin

Mr. LUTTRELL. They seem like they have a willingness to put a
uniform on?

General HAUGH. I think what we have seen is they have done a
really nice job of bringing people towards the technology, and then
it is our job to be able to have opportunities with the ROTC pro-
grams that are in high school and also to be able to reach out and
be able to explain, what would you do if you came and worked with
us, either as a civilian or in the military? That is our story that
we have got to tell. Yes, sir.

Mr. LUTTRELL. Thank you, Mr. Chairman.

Mr. GALLAGHER. Thank you. Does any other member have a fol-
low-up question?

Okay. The FDD [Foundation for Defense of Democracies]— we
are going to have a classified session after this. But I think the
FDD report that you have heard referenced numerous times here—
again, I think—I mean, I am biased because I worked with a lot
of these people in the Cyberspace Solarium Commission. I will
admit that. But I think what is most compelling in it is the testi-
mony from active duty, ranging from company grade to general
grade officers.

And I would like to read one statement from a Marine Corps cap-
tain, and all wisdom emanates from Marine Corps captains, as Mr.
Moulton and I know quite well.

“Leading in the cyberspace domain demands technical com-
petency that cannot be taught in a 12-month schoolhouse alone.
One of my worst professional experiences involved working under-
neath a woefully unprepared commander with a degree in culinary
arts. Under no circumstance would a cyber officer be asked to lead
a squadron of aircraft, and that the opposite is often true.”

That is just one of many quotes in the report that I think are
worth reading. And, again, I am not biasing the outcome of the
study you guys are going to do or an independent study, but I just
think 1t is fair to say at this point that the status quo is not getting
the job done. So we are asking you to take a hard look at this prob-
lenz1 allnd work in partnership with us to come up with a better
model.

As was referenced by some of my colleagues, we have given so
many authorities to DOD in the 8 years I have been on this com-
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mittee, and it has all been well intentioned. It just seems like it
is not adding up or producing the outcome we want.

And so I know you are both relatively new to your respective
jobs, and they are critically important jobs, and our commitment is
to work with you to get this right, because the safety of our country
and our citizens are quite literally hanging in the balance. And so
we appreciate your time today. We look forward to the classified
session.

And, finally, since he was not here when I said nice things about
him, I just want to reiterate how much of a pleasure it has been
to work with Ranking Member Ro Khanna, not just on this com-
mittee but on many issues. One of my fondest memories is the op-
ed we did on congressional reform together when we were impetu-
ous freshman members of Congress.

Mr. KHANNA. Still no reform.

[Laughter.]

Mr. GALLAGHER. Still no reform. Yeah. My biggest failure. Term
limits didn’t happen. We went to the White House together to talk
about that.

But, Ro, you have always been incredibly, obviously, smart and
independent-minded, but you have a bias for action that I admire,
that I think is rare among people in public service, and I also ap-
preciate your sense of humor and that you take the mission, but
not yourself, too seriously.

So thank you for your productive partnership. Appreciate that.

With that, the open hearing is adjourned, and we will move to
a classified session.

[Whereupon, at 4:30 p.m., the subcommittee was adjourned.]






APPENDIX

APRIL 10, 2024







PREPARED STATEMENTS SUBMITTED FOR THE RECORD

APRIL 10, 2024







Opening Statement {(As Prepared) Ranking Member Ro Khanna

Cyber, Information Technologies, and Innovation Subcommittee Hearing:
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Thank you, Mr. Chairman, and thank you for all your hard work and leadership
this Congress. It's been a pleasure to work alongside you on this subcommittee
and throughout our time together in Congress, and you will be sorely missed. |
know you will greatly miss this work.

To our witnesses, thank you for appearing before the committee today. As the
Chairman noted, this is your inaugural visit to this subcommittee, and we look
forward to working with both of you in your new roles.

Ms. Manning, while your role as an Assistant Secretary of Defense is now less
than a month old, you've inherited a number of ongoing challenges. { look
forward to hearing more not just about the organization and intra-Department
relationships that will evolve with your new role, but about the ongoing efforts
contained within the Fiscal Year 2025 budget request that now fall to a greater
or lesser extent under your purview. In particular, | hope to hear more about the
forthcoming Cyber Posture Review, the implementation of the DoD Cyber
Strategy, and the status of the numerous other Congressionally-directed
studies and reports that impact the future of the DoD cyber enterprise.

General Haugh, it’s good to see you again, and I'd especially like to thank to
the men and women of U.S. Cyber Command that you represent here today. {
look forward to exploring the numerous issues under your purview, and in
particular | hope to hear more about CYBERCOM 2.0 and the implementation
of enhanced budget control.

My district is home to some of the most innovative companies in the world, and
many of them are key players in cyberspace and digital innovation. Their
experttise is and will continue to be essential in maintaining the United States’
technological edge. Too often, though, the Department of Defense is its own
worst enemy when it comes to fully harnessing the power of the private sector. |
hope to hear from both of you about what more the Department of Defense and
U.8. Cyber Command can do to accelerate iteration and adoption for cyber-
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I know both of you are also focused on addressing our workforce challenges.
While progress has been made and momentum is building across the
Department, | hope we can explore today what further efforts may be needed.

Thank you again to our witnesses, and | look forward to today’s discussion. |
yield back.

202
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Introduction

Chairman Gallagher, Ranking Member Khanna, and distinguished members of the
Committee, thank you for inviting me to testify on the Department of Defense’s cyber posture
and the advancements we continue to make operationalizing the Department’s priorities in
cyberspace. It is an honor to appear alongside General Haugh, the Commander of U.S. Cyber
Command (USCYBERCOM), who brings a breadth of experience to this position as we strive to
keep pace with the rapidly evolving threat environment in cyberspace.

In my role Performing the Duties of Assistant Secretary of Defense for Cyber Policy, 1
am comitted to providing overall supervision of the Department's policy for cyber, advancing
the Department's strategic approach to cyberspace, and ensuring our readiness to counter
emerging cyber threats. Mr. Chairman, | look forward to working with this Committee through
my newly established office to further these objectives.

I come to this role as a career civilian with almost twenty years of service in the
Department of Defense. 1 have had the privilege of working across a wide range of regional and
functional issues including serving as Acting Deputy Assistant Secretary of Defense for the
Middle East and the Principal Director for Plans and Posture in the Office of the Under Secretary
of Defense for Policy. I also served as an exchange officer at the UK Ministry of Defence,
where 1 was the Deputy Head of Strategy and oversaw the development of Defence’s
contribution to the UK Integrated Review strategy. In each of these roles, I have witnessed the
cross-cutting role cyber plays in the defense of our Nation and our Allies and partners.

The President has nominated Dr. Michael Sulmeyer as the ASD for Cyber Policy.
Should he be confirmed, 1 look forward to serving as the Principal Deputy Assistant Secretary of

Defense (PDASD) for Cyber Policy.
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Security Environment

Cyberspace serves as a cornerstone of global connectivity, communication, and
innovation. It has revolutionized industries, bolstered our national prosperity, and enhanced the
agility of our Joint Force. However, it also exposes us to diverse threats from malicious cyber
actors seeking to exploit this interconnectedness for their own gain. Defending against these

threats, both domestically and abroad, is paramount for the Department of Defense.

The People’s Republic of Ching

Our National Defense Strategy (NDS) makes clear that the People’s Republic of China
(PRC) remains an enduring cyber threat and the Department’s pacing challenge in cyberspace, as
the PRC continues to target U.S. networks in prolonged campaigns of espionage and to pre-
position its cyber forces for future operations. The PRC views cyber and information dominance
as critical advantages, spurring continued investment in the technology sector and cyber forces.
A key component of the PRC’s strategy includes substantial investment in cyber espionage
efforts, such as stealing intellectual property, research, and sensitive information from American
citizens. This steady drain of sensitive U.S. information over time has the potential to erode
advancements in U.S. military capabilities and the Joint Force’s ability to project power.

In addition, a group of PRC cyber actors known as “Volt Typhoon” were first observed
in mid-2023 pre-positioned on multiple critical infrastructure networks for potential disruptive or
destructive cyberspace attacks in the event of a major crisis with the United States. These cyber
threat actors leverage a technique referred to as “living off the land,” which allows them to blend
in with normal system and network activities, evading detection and making it very difficult to
identify “Volt Typhoon” actors. These potentially destructive operations are part of a broader

cyber campaign driven by PRC national and military objectives, one the Department is prepared
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to meet to preserve the ability of the Joint Force to fight and prevail in a contested cyberspace
environment.

The PRC views information as a tool to be tightly controlled in service of consolidated
authority. This is evident in PRC vulnerability disclosure regulations that mandate companies to
report software vulnerabilities to government authorities within forty-eight hours of discovery,
expanding the government’s mass collection of software vulnerabilities. These requirements
continue to exacerbate the challenge PRC cyberespionage and pre-positioning poses to the
United States and our partners, because they provide PRC offensive cyber forces a virtual
warehouse of cyber weapons that can be leveraged with impunity by the PRC government. Due
to the dynamic nature of the cyberspace operating environment and the constant discovery and
patching of software vulnerabilities, maintaining a new and robust list of vulnerabilities provides

a distinct advantage.

Russia

Russia remains an acute threat to the United States and our Allies and partners as it
continues to leverage cyberspace to target critical infrastructure networks and enable its malign
influence operations. Russia maintains concurrent cyber campaigns targeting potential victims in
the United States and North Atlantic Treaty Organization (NATO) nations and considers
maintaining an ability to disrupt and degrade critical infrastructure Industrial Control Systems as
a priority. Russia continues waging its war on the people of Ukraine, including by employing a
range of cyber capabilities to disrupt Ukrainian military operations and erode political will for
Ukraine’s defense. Last year, Russian-linked cyber actors were observed spying on Android
devices used by the Ukrainian military, providing an advantage to Russian military forces

responding to Ukrainian military maneuvers. This past December, Ukraine was also the victim
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of a malicious cyber activity against its largest telecommunications provider, impacting millions
of civilian subscribers in Ukraine. The ongoing unprovoked further invasion of Ukraine serves
as a stark reminder of Russia's willingness to employ cyber capabilities to distupt defensive
military operations and sow discord. Another concerning trend is Russia’s cooperation with Iran
on cyber. For example, in March 2023, Russia sent Iran digital surveillance software, and

Tehran is seeking more assistance from Russia.

Other Persistent Threats

Following Hamas’s attack against Israel on October 7 of last year, Iran has exploited
cyberspace to create additional disruptions and challenges in Israel. Iran recently used an online
persona to claim credit for malicious cyber activity targeting Israeli-made devices commonly
used in the water and wastewater sectors, impacting multiple victims in the United States. While
many of these malicious cyberspace activities have been relatively limited in their impact, the
ability of both state and non-state actors to act against [srael in the immediate aftermath of the
Hamas attack is a reminder of what to expect in future conflicts.

The Democratic People's Republic of Korea's (DPRK) cyber actors remain intent on
stealing and acquiring cryptocurrency to generate revenue for the regime’s weapons of mass
destruction and ballistic missile programs. The DPRK was responsible for the theft of hundreds
of millions of dollars in cryptocurrency last year and continues to seek opportunities to leverage
commercial firms to facilitate its laundering of stolen funds.

Additionally, the United States continues to face the still-growing threat posed by for-
profit cyber criminals that target a wide array of vulnerable sectors, conducting ransomware
attacks that impact the daily lives of Americans across the country. The recent ransomware

attack against Change Healthcare was one of the most damaging that the United States has seen,
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with both tangible and psychological impacts that influence the implicit trust Americans have in
their medical providers. This type of reckless and indiscriminate targeting of civilian sectors that

threaten people’s lives and livelihoods is unacceptable.

2023 Defense Cyber Strategy

In response to these evolving challenges, the Department developed and the Secretary
approved DoD’s fourth Defense Cyber Strategy last May. This strategy, along with its
unclassified summary, highlights the importance of defending forward, disrupting malicious
cyber activity before it can pose risk to our Homeland, and of strengthening partnerships with
Allies and partners and our Defense Industrial Base (DIB) to bolster cybersecurity eftforts. The
2023 Defense Cyber Strategy builds upon years of experience conducting offensive and
defensive cyberspace operations, reflecting the Department's commitment to preemptively
countering cyber threats and operationalizing the priorities outlined in the 2022 National Security

and Defense Strategies.

The 2023 Defense Cyber Strategy was issued at a pivotal moment as the Department
prioritizes the challenges posed by technologically advanced, near-peer adversaries. The
strategy draws on lessons learned from Russia's 2022 further invasion of Ukraine, which has
prompted a global reconsideration of the role of cyber in conventional conflict. These events
reaffirmed that war-time cyberspace operations are best understood as a complement to

conventional missions rather than as a decisive standalone capability.

Russia’s cyber operations in the war in Ukraine are largely consistent with the strategic
miscalculations we have observed with Russia’s kinetic forces. The Department does not
consider this to be proof of the weakness of Russia’s cyber arsenal or a failure of cyber as a tool

in warfare. Rather, we assess that it is a reflection of the challenges of integrating multi-domain

6



35

operations and Ukraine’s resilience, which has been reinforced by strong support from the

international community and private sector partners.

Strategic Lines of Effort in Cyberspace

As we stand on the brink of what President Biden has called the “decisive decade” that
will determine the shape of the strategic environment to come, DoD will seize the moment to
fortify our cyber resilience and invest in our people. To that end, we continue to work across
government stakeholders to execute on four lines of effort: Defend the Nation; Prepare to Fight
and Win the Nation’s Wars; Protect the Cyber Domain with Allies and Partners; and Build

Enduring Advantages in Cyberspace.

Defend the Nation

First, we are actively campaigning in and through cyberspace to identify and mitigate
cyber threats and their supporting ecosystems before they can harm the American public. In the
Department, we call this “defending forward,” meaning proactively disrupting malicious cyber
activity to deny benefits and raise costs for adversaries. We do so by working closely with our
partners in other Departments and Agencies to enable the defense of U.S. critical infrastructure
and the DIB and to counter threats to military readiness. The Department has the capability to
leverage offensive cyberspace operations, when necessary, with the agility and speed needed to
address ever evolving foreign cyber threats in an exceptionally volatile domain. Additionally,
the Department will continue to leverage operational insights gained from engagement with
adversary cyber actors to bolster U.S. cyber defenses and inform the risk management approach

of the Defense enterprise.
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Prepare to Fight and Win the Nation’s Wars

Second, the Department continues to leverage cyberspace operations to enable and
empower Joint Force objectives, operating within the framework of persistent engagement to
maintain constant pressure on adversaries. The Department campaigns consistently below the
fevel of armed conflict to maintain the capability to leverage the digital domain to gain a decisive
advantage in relevant conflicts. We will improve the resilience of the Department of Defense
Information Network (DoDIN) and support campaign and contingency planning for joint plans
and operations to reinforce both our defensive and offensive capabilities. As the Department
carapaigns in cyberspace for these purposes, we will develop offensive and defensive options to
support the Joint Force so that it remains ready to respond rapidly across the spectrum of

conflict.

Protect the Cyber Domain with Allies and Partners

Third, we are investing in our greatest asymmetric advantage — our global network of
Allies and partners. Because of the interconnected nature of cyberspace, U.S. adversaries often
target Allied and partner networks in order to gain access to our U.S. systems. Additionally,
adversaries may test cyber tools and capabilities on partner nations, providing unique insights
into adversary cyber force tactics, techniques, and procedures (TTPs) that can improve U.S.
defenses against similar operations. This means that helping boost Allied and partner
cybersecurity isn't just a “nice to have” — it is a national security imperative. The 2023 Defense
Cyber Strategy commits to building the capacity and capability of U.S. Allies and partners in
cyberspace and expanding avenues of cooperation to allow for timely information sharing and

interoperability.
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Hunt Forward Operations conducted by USCYBERCOM remain a key component of
how the Department works with Allies and partners in cyberspace, helping to identify
vulnerabilities to their networks, which in turn bolsters U.S. cyberspace defenses. We intend to
continue investing in these missions, taking a collective approach to cybersecurity with the goal

of frustrating the objectives of adversary cyber actors.

DoD will continue bilateral technical collaboration to identify malicious cyber activity on
Allied networks while promoting responsible state behavior in accordance with international law
and cyberspace norms. For example, the Department has reinforced its strong information
sharing relationship with Ukraine and continues to provide defensive support to enable the
resilience of Ukrainian networks. We also recognize that reinforcing responsible state behavior
in cyberspace requires engagement on issues of strategic stability even with countries with whom
no cyber cooperation exists in order to prevent miscalculation. Last year, the Department hosted
a working level meeting with PRC defense officials to discuss the tenants of the 2023 DoD
Cyber Strategy unclassified summary, in accordance with the 2014 U.S.-PRC Memorandum of
Understanding on Notification of Major Military Activities Confidence Building Measure
Mechanism. By promoting responsible state behavior in cyberspace, building capacity and
capability among our Allies, and fostering information sharing, we strengthen our collective

defenses against cyber threats.
Build Enduring Advantages in Cyberspace

Finally, the Department is pursuing institutional reforms to build enduring advantages in
cyberspace. Our people are our greatest cyber asset. The Department will prioritize reforms to
improve recruitment, retention, and training of the Cyberspace Operations Forces (COF) and

Service-retained cyber forces. We will equip our warfighters with the essential tools and
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technologies to adapt and respond continually to the emergent threats and changing technologies
that we will face and prevent malicious cyber actors from achieving their objectives in and
through cyberspace. Finally, the Department will prioritize necessary reforms to meet the

intelligence needs of the cyberspace operations community.

Posture Review

Looking ahead, we are committed to implementing our strategy and monitoring progress
through the forthcoming Cyber Posture Review in FY 2026. Since the last Cyber Posture
Review was concluded in 2022, the Department has not only delivered the 2023 DoD Cyber
Strategy but also has placed increasing emphasis on the quality of enterprise-wide data collection
and begun streamlining data-driven analysis in collaboration with organizations such as the Chief
Digital and Artificial Intelligence Office (CDAO) and the Analysis Working Group (AWG).
These efforts will shape how we monitor the success of our implementation of the 2023 DoD
Cyber Strategy and the readiness of the COF through meaningful metrics, improved reporting
systems, and modern analysis tools. My office is currently working alongside CDAO and the
AWG to develop an improved metrics and data governance structure for the next Cyber Posture
Review. This enhancement will provide more accurate, relevant, and traceable analysis,

enabling continuous improvement in our cyber capabilities and readiness.

Looking Forward in 2024

With an eye towards the future, we understand that the Department cannot advance its
defense priorities without a ready, capable, and informed Joint Force, one prepared to operate as
fluently in cyberspace as any other joint warfighting domain. To achieve this end, we will invest
in our people, capabilities, and information needs to support and enable the full range of cyber

activities.
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People

The Department continues to view its people as the most critical driver of success in the
cyberspace domain. The need to recruit, retain, develop, and reward service members and
civilians with technical aptitude and skillsets becomes increasingly critical and challenging every
year. In response to readiness challenges and incorporating input from Congress, the
Department is continuing to execute a review and re-design of the COF. The aim of these efforts
is to build a force that can gain operational advantage over our adversaries and competitors,
maintain agility in conducting operations from competition to conflict, and recruit and retain the

talent necessary for achieving the Nation’s cyber missions.

The Department has both completed and is conducting several studies evaluating force
generation, readiness, and force employment models for the COF. These reviews highlight the
need to think boldly about changes to a force structure that has remained largely static since 2012
when the Cyber Mission Force was created. We are looking holistically at how to evolve the
COF, focused on the mission sets of USCYBERCOM, and exploring models beyond iterative
adjustments to the current approach. The Office of the Secretary of Defense, in partnership with
USCYBERCOM, is refining options for the Secretary to improve how forces are presented to the
Command, raise readiness levels of the force, and streamline support mechanisms to other
Combatant Commands. The recommendations to the Secretary will further allow

USCYBERCOM to exercise its authorities in partnership with my office.

Capabilities
1 appreciate the recent budget authorities granted to USCYBERCOM and the Principal
Cyber Advisor, and 1 look forward to supporting the Department’s implementation, in

partnership with General Haugh, of those authorities. Beginning in FY 2024, consistent with the

11



40

National Defense Authorization Act (NDAA) for FY 2022, the Commander of
USCYBERCOM'’s authority to control and manage the execution of current cyber resources to
man, train, equip, and operate the Cyber Mission Force is now expanded to include the planning,
programming, and budgeting of future years’ cyber resources. In addition, consistent with the
authorities granted to the PCA in the NDAA for FY 2023, the ASD for Cyber Policy, as the
PCA, will continue to review the proposed budgets of DoD components to ensure adequate

resourcing for the cyber mission.

As part of the FY 2026 budget cycle, DoD released the first Department-wide Cyber
Operations Programming Guidance, which will shape future investments in cyberspace
operations capabilities across the FY 2026 ~ FY 2030 Future Years Defense Program (FYDP).
This will serve as a rubric for certification of the Department's — and in particular

USCYBERCOM's — future budget requests beginning in the FY 2026 cycle.

The FY 2025 Cyber Activities budget aligns with the 2022 NDS and reaffirms the
Department’s three enduring cyberspace missions: Defend the DoDIN, Defend the Nation, and
Prepare to Fight and Win the Nation’s Wars. To execute on these missions, the Department will
invest in cyber capabilities supporting integrated deterrence, campaigning, and efforts to build

enduring advantage including by overseeing investments across the DoD cyber community.

The Department will continue to build on the pathway laid out by the 2023 DoD Cyber
Strategy and other initiatives established in past fiscal years to provide a stronger cyber posture
through ongoing development, deployment, sustainment, and modernization investments in DoD
cybersecurity tools and capabilities. The President’s FY 2025 Budget includes $14.5 billion for

cyberspace activities which encompasses: 1) cybersecurity; 2) cyberspace operations; and, 3)
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cyber research and development (R&D) activities, aligning DoD's commitment to strengthening

its cyber capabilities and protecting its critical networks and systems from evolving threats.

1) Cybersecurity

The DoD Chief Information Officer (CIO) is responsible for certifying the $7.4 billion
cybersecurity portion of the President’s FY 2025 Budget, and I look forward to partnering with
the DoD CIO to prioritize investments in areas across the Department’s information and
operational technologies including weapons systems, defense critical infrastructure
cybersecurity, supply chain risk management, DIB security, and key management infrastructure
modernization. Additionally, DoD is building cyber resilient platforms to execute kinetic and
non-kinetic missions by implementing the Strategic Cybersecurity Program, providing and
assessing vulnerability mitigation plans, cryptographic modernization plans, and defensive
monitoring recommendations. The Department is also transitioning to Zero Trust under the
leadership of the DoD CIO, who is driving cybersecurity architecture planning, encryption
modernization, and risk management of legacy Information Technology and weapon system

cybersecurity.

2) Cyberspace Operations

The President’s FY 2025 Budget requests $6.4 billion for Cyberspace Operations,
including nearly $3 billion in annual budget authority for USCYBERCOM offensive and
defensive cyberspace operations programs and activities, force generation and readiness, and
capabilities and infrastructure directly supporting joint operations. Priority investment areas
include manning, training, and equipping the CMF and advancing capable dual-use cyber ranges
and testing facilities to support full spectrum multi-domain operations. The budget further

prioritizes optimized equipment for hunt forward and enhanced sensing and mitigation
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operations and building out the Joint Cyber Warfighting Architecture (JCWA), which
encompasses many capabilities that support operations from competition through conflict. The
budget prioritizes support for Indo-Pacific and European theater priorities and identifies
cyberspace information collection and analysis as a critical need to enable U.S. cyber forces to

prepare for and conduct offensive and defensive cyber effects operations and joint training.

3) Cyber R&D

Finally, the FY 2025 Budget requests $629 million to support advanced R&D of new
capabilities. The Cyber R&D budget will propel the Department’s cyber programs forward by
modernizing existing capabilities while advancing next generation tool development in support
of Departmental cybersecurity and cyber operations programs. These efforts focus on
developing the computing, networking, and cybersecurity technologies required to protect DoD,
U.S. Government, and civilian information, infrastructure, and mission-critical systems and are
crucial to accelerating efforts across the Department to implement the 2023 DoD Cyber Strategy.
Over the next fiscal year, DoD will conduct further demonstrations and evaluations with
warfighters, acquisition programs, and combatant commands to assess and improve prototype
utility.
Information

Undergirding all of our work to develop capabilities to ensure overmatch against U.S.
adversaries is the need for timely and accurate information to inform our operations. The 2023
DoD Cyber Strategy places renewed emphasis on the role intelligence plays in the planning and
execution of cyberspace operations. The Office of the Under Secretary of Defense for Policy is
working closely with the Office of the Under Secretary of Defense for Intelligence and Security,

and through them, the Defense Intelligence Enterprise, to ensure that the intelligence
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requirements of the cyber warfighter are prioritized. The Department will improve business
practices and human capital management processes to expand cyber intelligence production and
reduce barriers to information sharing consistent with applicable law, policies, and procedures.
Consistent with the notification to the Committee by the Secretary, Chairman of the Joint Chiefs
of Staff, and Director of National Intelligence, the Dual Hat leadership arrangement, whereby the
position of the Director of the National Security Agency and the Commander of
USCYBERCOM are held by the same official, is critical to ensuring that our intelligence and
military activities are properly integrated.
Conclusion

In conclusion, cyberspace and technology continue to evolve precipitously, requiring the
Department and the United States more broadly to anticipate changes and move with the speed
and agility necessary to stop those who seek to exploit it. The Department will execute on the
path established in the 2023 Defense Cyber Strategy to protect the shared digital environment
from those who intend to subvert our values and interests. By pursuing integrated deterrence,
which includes our cyber capabilities, the Department will be ready to fight and win the Nation’s
wars with an ability to respond rapidly across the spectrum of conflict. The Department will
make full use of the aythorities and capabilities Congress has provided to us as we continue to
deter aggression and defend our Nation’s security. Thank you for your continued support in this

fight and 1 look forward to answering your questions.
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Ashley Manning
Performing the Duties of the Assistant Secretary of
Defense for Cyber Policy

Ashley Manning is currently Performing the Duties of the
Assistant Secretary of Defense for Cyber Policy. Previously, she
served as both the Acting Deputy Assistant Secretary of Defense
and the Principal Director for the Middle East and for Plans and
Posture in the Office of the Under Secretary of Defense (OUSD)
for Policy. Prior to these positions, she was an exchange officer in
the UK Ministry of Defence, where she was the Deputy Head of
Strategy and oversaw the development of Defence’s contribution
to the UK Integrated Review strategy. During her time in OUSD Policy, she has also served as
the Director for Global Force Posture and as the Pakistan country director.

Following her selection for the Department of Defense legislative fellows program, she worked
in the office of U.S. Representative Michael McCaul and was a visiting fellow at the Washington
Institute for Near East Policy. Prior to the fellowship, she served in a number of positions with
the U.S. Air Force, managing security cooperation programs with countries in Northeast Asia
and South Asia. During her time in government, she has received several awards, to include the
Secretary of Defense Meritorious Civilian Service Award, Department of Defense Exceptional
Civilian Service Award and the UK Vice Chief of Defence Staff Commendation.

Ms. Manning holds a B A. in Political Science and an ML A. in Security Studies from The George
Washington University. She was also an adjunct professor for several years at the Elliott School
of International Atfairs, The George Washington University.



45

POSTURE STATEMENT OF
GENERAL TIMOTHY D. HAUGH
COMMANDER, UNITED STATES CYBER COMMAND
BEFORE THE 118TH CONGRESS
HOUSE COMMITTEE ON ARMED SERVICES

SUBCOMMITTEE ON CYBER, INFORMATION TECHNOLOGIES, AND INNOVATION

10 APRIL 2024




46

(U) Chairman Gallagher, Ranking Member Khanna, and distinguished members of the
committee, thank you for your support and for the opportunity to represent the men and women
of U.S. Cyber Command (USCYBERCOM). I am honored to appear beside the Honorable
Ashley Manning, currently Performing the Duties of the Assistant Secretary of Defense for

Cyber Policy.

(U) T appreciate the opportunity to discuss the current strategic landscape, the
accomplishments of the Command in 2023, and the opportunities ahead in 2024. This is a year of
opportunity for USCYBERCOM as we create enduring advantage for the Joint Force, our
partners, and the nation. Our Command is maturing and innovating to perform its missions as
threats and technology change. Authorities granted by Congress and the progress made by my
predecessors are foundational to the Command’s current and future success. Advantage in
cyberspace goes to the entity postured to understand and anticipate changes in the environment
and act on fleeting opportunities with speed, scale, agility, and precision. Understanding changes

across the threat and technology landscapes will continue to drive Command initiatives.

(U) In that context, we have worked hard to make the most of the authorities, resources,
and support that USCYBERCOM has received since its elevation to a unified Combatant
Command in 2018. We optimized our force and operations to contest adversaries working to
gain strategic advantage in and through cyberspace below the level of armed conflict. Recent
events have shown how quickly new technologies can change the dynamics in cyberspace and
also how rapidly competition can escalate into conflict. USCYBERCOM must be ready, which
means added expectations for our force and capacity. I will explain in more detail what we are

doing to address this challenge.

(U) WHO WE ARE

(U) The Cyber Mission Force (CMF) is the premier cyberspace force. Each of the Armed
Services contributes service members to the CMF and they are the key to its success. Each one of
the Service Cyber Component Commanders also serve as Joint Force Headquarters-Cyber

Commanders reporting to the Commander of USCYBERCOM. Additionally, the command
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works closely with Coast Guard Cyber Command within the Department of Homeland Security.
Finally, it is important to note our DoD-wide components: our sub-unitied command -~ the
Cyber National Mission Force-Headquarters (CNMF-HQ) — along with our Joint Task Force
Ares, and our Joint Force Headquarters-DoD Information Network (JFHQ-DoDIN).

(U) The National Security Agency (NSA) is our closest partner; our roles, missions, and
responsibilities of USCYBERCOM complement those of the NSA, and vice versa. In 2022, the
Secretary of Defense and Director of National Intelligence sponsored a study of the dual-hat
leadership arrangement under which 1 serve as both the Commander of USCYBERCOM and the
Director of the NSA. The study concluded that protecting our national security would be more
costly and less decisive if NSA and USCYBERCOM were led by two different leaders, and that
the dual-hat arrangement produces better outcomes for the nation. The Secretary of Defense, the
Director of National Intelligence, and the Chairman of the Joint Chiefs of Staff subsequently
determined to maintain the arrangement and we are now focused on ensuring an enduring and

sustainable dual-hat arrangement.

(U) Our service members and civilians are aligned to the National Defense Strategy. We
foster Integrated Deterrence through campaigning and building enduring advantage across the
force by reviewing force generation, accelerating needed technology, and investing in our
people. Our Code is “we win with people.” USCYBERCOM personnel come to work every day
to counter highly capable and determined adversaries who seek to harm the United States and its
allies above and below the threshold of armed conflict. We strengthen warfighting advantage so
we are prepared for conflict; strategic advantage below armed conflict, and decision advantage
for policymakers and military commanders in strategic competition. We amplify the impact of
Federal, military, foreign, and private sector partner activities and synergize how our nation

applies all instruments of national power against adversaries.

(U) USCYBERCOM executes four assigned missions. We defend the nation from
malicious cyberspace actors who threaten critical infrastructure and democratic processes. We
defend Department of Defense Information Networks (DoDIN) to ensure mission advantage for

the DoD. We integrate options and capabilities into Combatant Command campaigns and plans,
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posturing to support the Joint Force across the conflict spectrum. And, we increase DoD cyber

effectiveness through collaboration with allies and partners.

(U) SHIFTING THREATS

(U) The United States and our allies face sophisticated cyber threats from both state and
non-state actors. Malicious cyber actors are difficult to observe and attribute. The People’s
Republic of China (PRC) and the Russia Federation have integrated cyber attack capabilities into
military planning and operations to gain advantage during a crisis or conflict. In addition,
Beijing, Moscow, and Tehran increasingly use social media and state-sponsored disinformation
sites, both overt and covert, to shape narratives and sow confusion. We are particularly
concerned with adversaries probing and exploiting our military and intelligence networks,
compromising the U.S. defense industrial base networks in order to steal weapon system
technology and accessing or attempting to compromise U.S. critical infrastructure. Additionally,
our adversaries are targeting social media to coerce our personnel and monitor troop movements

of U.S. forces.

(U) People’s Republic of China (PRC)

(U) The PRC is our pacing challenge. The PRC is the only competitor with the intent and,
increasingly, the capacity, to reshape the international order. The PRC is our closest competitor
in cyberspace and central to the global technology supply chain; it employs the world’s largest
cyberspace operations workforce and an even larger set of enablers in its defense, cybersecurity,

and information technology industries.

(U) USCYBERCOM is laser focused on the strategic and operational challenge the PRC
presents in cyberspace. We seek in particular to support USINDOPACOM deter conflict and
defend its area of responsibility, and to give ADM Aquilino the tools he needs to perform his
missions. Additionally, we work daily to counter PRC-based cyber threats to our homeland,
allies, and partners. We are particularly focused on defending against the PRC’s persistent access

and pre-positioning for attack on U.S. critical infrastructure systems. We will do everything we
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can to deter the PRC from using these accesses to attack the United States. Our Command
understands the value our allies and partners bring and will continue to work closely with them
to counter PRC strategic intent. We have prioritized deterring and countering aggression both in
the USINDOPACOM area of responsibility and globally. Overseeing this effort is the China
Outcomes Group (COG), a USCYBERCOM-NSA collaboration illustrative of the value of our
dual-hat command relationship. The COG enhances intelligence insights, improves
cybersecurity, and delivers operational outcomes in support of Joint Force commanders and for

the nation.

(U) Russia Federation

(U) Russia is an acute threat to the free and open global system. Moscow violates
international norms with its continuing aggression in Ukraine, threatening the peace and stability
of Europe. Moscow’s need for more weapons and munitions has Russia buying arms from Iran
and the Democratic People’s Republic of Korea (DPRK) in violation of international sanctions.
Indeed, Russia is strengthening ties with the PRC, Iran, and the DPRX to bolster its defense and
commercial complexes, and this growing alignment poses a major challenge to the United States

and our partners.

(U) Russia’s military and intelligence cyber forces are capable and persistent. Their focus
on the conflict in Ukraine has diverted, but not ended, their worldwide intelligence and
operational efforts in support of Moscow’s foreign policy. Russian actors also attempt to divide
Western allies and undermine them both abroad and internally. Moscow likely views the
upcoming U.S. election as an opportunity for malign influence and has previously targeted
elections in the United States and Europe. We assess they will most likely do so again in this

year’s elections.

(U) In collaboration and coordination with USEUCOM, USCYBERCOM works with
allies and partners to support Ukraine’s independence and the success of its resistance to the
Russian invasion. USCYBERCOM has collaborated with military and civilian partners since the

crisis began in order to strengthen the DoDIN’s security and defenses, enhance the resilience of
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our NATO Allies, and assure the defense of our critical infrastructure, especially our nuclear

command and control.

(U)) Islamic Republic of Iran

(U) Iran’s growing expertise and willingness to conduct malicious cyber operations make
it a threat to the security of U.S. and allied networks. Iranian actors aggressively collect
intelligence via the cyber domain, and back Tehran’s objectives through cyber attacks, cyber-
enabled propaganda, and regime control of domestic Internet access. We assess Iran particularly
seeks to increase operations and targeting of industrial control systems to disrupt critical

infrastructure.

(U) USCYBERCOM supports USCENTCOM in its work to deny and deter Iran. In
addition, from the outset of the Israel-Hamas war, USCYBERCOM has supported significant
efforts to bolster the cyber defenses of Israel and other regional partners. The Command has
focused on securing key networks in the region, and provided actionable information, insights,

and options to policy makers.

(U) Democratic People’s Republic of Korea (DPRK)

(U) The DPRK maintains increasingly capable cyber forces comprising both a growing
cyber force within its borders and DPRK information technology workers living abroad.
Pyongyang’s use of cyberspace to collect intelligence, circumvent sanctions, and generate illicit
revenue through cryptocurrency exploitation likely supports the regime’s nuclear and ballistic

missile programs, affecting regional and global security.

(U) Much as with Iran, USCYBERCOM works in alignment with USINDOPACOM’s
regional objectives of deterring war on the Peninsula and impairing the DPRK s ability to violate
sanctions. In addition, the Command is working in support of national security objectives

wherever DPRK cyber actors are seeking to counter allied global security interests.
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(U) Non-State Actors

(U) Non-state actors remain a threat in cyberspace. Cyber criminals, some operating from
Russia and with ties to Russian military and intelligence services, continue to find new victims in
the United States and globally. USCYBERCOM and the NSA enable efforts by the Department
of the Treasury, the Federal Bureau of Investigation (FBI) and other partners to disrupt
ransomware, cryptocurrency theft, and other criminal activities. In addition, violent extremist
groups still operate in cyberspace. Though their capabilities have been eroded, the Islamic State
in Iraq and Syria (ISIS), al Qaida, and other terrorist groups maintain the intent to target
Americans. Our Joint Force Headquarters-Cyber (Marines) works in conjunction with U.S.
military and diplomatic efforts, and with allies and partners, to disrupt propaganda and

mobilization online as well as to provide critical intelligence.

(U) Technology Change

(U) Technologies change rapidly, with the private sector driving many innovations.
Automation, autonomy, and artificial intelligence proceed apace, boosting collection, detection,
exploitation, maneuver, and command and control at ever greater speed and scale. Our allies,
partners, and adversaries are all tracking and propelling this progress. For example, PRC
investments in Al, cloud computing, 5G, and related technologies, coupled with the PRC’s smart
cities initiatives and extensive industrial base, guide its development and deployment of big data
and Al for strategic advantage. Finally, we project that both the PRC and Russia will use
artificial intelligence to develop autonomous cyber weapon systems to optimize offensive cyber

operations.

(U) USCYBERCOM IN 2023

(U) USCYBERCOM’s overarching responsibility is to defend the nation in and through
the global and interconnected domain of cyberspace. Over the last two years we expanded our
“Set the Theater” efforts to defend military systems and the data that they convey and store,

which in turn provide warning, situational awareness, and synchronization and sustainment for
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our fellow Combatant Commands in their respective geographic and functional areas of
responsibility. In addition, we now work more intensively across the Joint Force and with a
variety of partners to secure networks and the critical infrastructure that enable national security
- what we call “Setting the Globe.” Every Combatant Command operational plan across the
Department assumes that our leaders and commanders can communicate orders and data
securely. It is our job to ensure that foreign adversaries cannot impair that connectivity or

decision-makers’ trust in its security.

(U) The Cyber National Mission Force conducts missions to counter malicious
cyberspace activities, supporting all aspects of our defend-the-nation mission set. CNMF
personnel have deployed 22 times to 17 countries in partner-enabled, hunt forward operations
that constrained adversary freedom of maneuver, supported our partners’ efforts to increase
cyber defenses, and generated important insights for our defense. And for the first time in the
history of the Command there were active hunt forward operations occurring simultaneously in
all Geographic Command AORs. These missions led to public releases of more than 90 malware
samples for analysis by the nation’s cybersecurity community. Such disclosures can make
billions of Internet users around the world safer on-line, and frustrate the military and

intelligence operations of authoritarian regimes.

(U) Enhancing the security of government, private sector, and critical infrastructure
systems grows ever more imperative. Foreign adversaries continuously update how they operate,
and frequently work through American-owned networks and devices. USCYBERCOM works in
partnership with the Military Departments Counterintelligence organizations, the FBI-led
National Counterintelligence Task Force, and DHS’s Cybersecurity and Infrastructure Security
Agency (CISA), sharing actionable intelligence that helps counter adversary activities, making
them more expensive and less consequential. Consistent with Congressional support,
USCYBERCOM is sharing information with industry to help bolster their ability to defend
themselves against exploitation by malicious cyber actors, and to share more broadly the insights
that both our industry partners and we gain from our collaboration. Our UNDERADVISEMENT
program, a voluntary collaboration with dozens of private partners, links cybersecurity expertise

across industry and government. It has led to dozens of operational successes to impose cost on
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our adversaries, and enabled network owners to eradicate the threats from their systems. Due to
the foresight of Congress, USCYBERCOM has enhanced authority to share information with
private sector information technology and cybersecurity entities, enabling industry to defend

itself better.

(U) USCYBERCOM and NSA are working with partners to counter foreign influence or
interference in our upcoming elections. The prospect of undermining our democratic processes is
too tempting for some foreign regimes and actors. The combined USCYBERCOM-NSA
Elections Security Group (ESG) began working well before the start of the primary season to
coordinate cybersecurity, intelligence, and operations, to better enable domestic partners to
defend electoral processes. We are committed to supporting the interagency effort to ensure
election contests across our states and territories proceed from caucuses to certifications without
effective foreign influence. Let me assure you that our mission focus is foreign actors overseas.
We shall work with scrupulous regard for the privacy and civil liberties of U.S. persons and in an

objective, non-partisan manner as we have for the past six years.

(U) USCYBERCOM IN 2024

(U) USCYBERCOM campaigns in and through cyberspace to suppott national strategic
goals in competition and set conditions for the Joint Force to deter and prevail in crisis and
armed conflict. In 2024, we will create advantage for the warfighter, the Department, our
partners, and the nation through enhancing readiness, implementing Service-like authorities, and
advancing mission partnerships. Sustaining cyberspace operations at-scale against determined
and capable adversaries was a requirement not fully projected when the Department established
USCYBERCOM in 2010. We needed and received additional authorities and resources for this

effort from 2018 onward. The foundation has been set, but now we must build on it.

(U) We have undertaken an initiative we call “CYBERCOM 2.0” to develop a bold set of
options to present to the Secretary of Defense on the future of USCYBERCOM and DoD cyber
forces. To maximize capacity, capability, and agility, we are addressing readiness and future

force generation. Provisions on readiness and force generation in recent National Defense
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Authorization Acts provide an opportunity for the Department to define the next decade of
growth, impact, and warfighting outcomes by modernizing the cyber force, enshrine mechanisms

for services/secretary-like oversight, and shape the future of USCYBERCOM.

(U) The Enhanced Budgetary Control (EBC) authority granted by Congress is
transformational for the Command. When fully implemented with our FY24 appropriation to
USCYBERCOM, it entrusts more than $2 billion in DoD budget authorities to USCYBERCOM,
and streamlines how we engage the Department’s processes. EBC is already paying dividends in
the form of tighter alignments between authorities, responsibility, and accountability in
cyberspace operations. Greater accountability, in turn, facilitates faster development and fielding

of capabilities.

(U) Agile acquisition is crucial to creating advantage for our commanders, component
elements, and operators. The most important effort in this regard is our Joint Cyber Warfighting
Architecture (JCWA), an integrated system of systems with associated capabilities that facilitate
the full-spectrum of cyberspace missions and foster overmatch against evolving, sophisticated,
and motivated adversaries. JCWA is accelerating tool development and data flows within and
across the Command and mission partners. In 2024, the Command will partner with the Services
and DARPA (among others) to ensure our acquisition strategies can achieve agility, scale, and

precision at cyber-relevant speed.

(U) USCYBERCOM recently received the JCWA systems engineering and integration
(SE&I) authority from the Office of the Under-Secretary of Defense for Acquisitions &
Sustainment {OUSD (A&S)). The SE&I authority will allow USCYBERCOM to define the
interoperability standards between the subcomponents of JCWA, currently managed by the
Services. In addition, OUSD (A&S) is working with USCYBERCOM to establish Program
Executive Office (PEO) JCWA and provide milestone decision authority/decision authority at

the appropriate point as the PEO grows in size and capability.

(U) All of these efforts begin with people. We must hire and retain the right talent and

keep our personnel ready to meet the challenges of competition and conflict in and through
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cyberspace and the information environment. We are working to grow uniformed cyber leaders
at all levels, up to and including the officers who will eventually succeed me in this post. The
staffing and training of our teams improves every year, and the Command’s cyber readiness
system is now able to ingest data directly from the Defense Readiness and Reporting System
without manual input. USCYBERCOM’s authorities as Joint Cyberspace Trainer will enable
Joint training standards across the entire Department, boosting its ability to defend networks
while enabling CMF teams to focus on hunting and contesting foreign adversaries. Additionally,
over the past year, we have worked to fill our civilian billets, driving down security and
personnel processing times by 25 percent and accelerating hiring actions to fill more than 250
vacancies across the Command. We are using special hiring authorities offered in 10 U.S.C.
4092 to attract top technical talent to join USCYBERCOM. We have made job offers to key
experts and look forward to hiring more in 2024. Indeed, we are maximizing use of DoD Cyber
Excepted Service authority to streamline civilian hiring and offer competitive employment

incentives.

(U) This year will mark the first year in which the Department of the Army is acting as
the Combatant Command Support Agent (CCSA) for USCYBERCOM. The Army’s military and
civilian leaders have been superb in managing this transition and making sure our civilians
experience this as a seamless and transparent process. USCYBERCOM is also exploring
innovative ways to enhance our operations using the expertise resident in the National Guard and
Reserves. We operate side-by-side daily with activated members of the Reserve Component
integrated into our teams, and we engage National Guard units on State Active Duty and State

Partnership Program engagements.

(U) Strong partnerships with government, industry, academia, and foreign colleagues
amplify our effectiveness and create advantages in turn for our partners. Our Components, when
working in unison with diplomatic, military, law enforcement, homeland security, and
intelligence capabilities, make a powerful combination that can disrupt the plans of malicious
cyber actors wherever they hide. In addition, our Regional Cybersecurity and Engagement
Strategy in the Indo-Pacific will guide efforts with partners such as Australia, Japan, and South

Korea to counter and contest foreign adversaries.

10
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(U) Our Academic Engagement Network (AEN) of more than 120 institutions is
unlocking new partnerships and bringing fresh ideas to our mission challenges. The AEN is able
to tap into a broad knowledge base to encourage in-depth analysis in areas where we lack
expertise. Through Cooperative Research and Development Agreements (CRADAs) and
Education Partnership Agreements (EPAs), USCYBERCOM is formalizing and enhancing its
AEN relationships. USCYBERCOM signed its first EPA with Norwich University in November
2023, and USCYBERCOM signed an EPA and a CRADA with the University of Missouri -
Kansas City (UMKC) this January.

(U) Finally, in an environment transformed by Artificial Intelligence and big data,
operational and strategic advantage will accrue to the side that achieves and sustains superiority
in collecting and ingesting data, building models and algorithms, and deploying and updating
them at-speed and scale—while also denying the same to adversaries. We are focused on
ensuring our data and analytic infrastructures deliver advantage over adversaries, and that those
systems have deep resilience that enables them to function even under attack. The FY23 National
Defense Authorization Act called on DoD and USCYBERCOM to develop a five-year Al
Roadmap for adoption of Al for cyberspace operations. Finalized in September 2023, this Al
roadmap enables DoD and USCYBERCOM to accelerate adoption and scale capabilities across
the Joint Force. We have employed forms of Al for years now in various aspects of our work,
and we know that people, data, organization, and infrastructure are critical elements to future
success. Our collaboration with more than a dozen partner organizations has fostered a
community to drive Roadmap implementation in three main areas: delivering Al capabilities for
all cyberspace mission sets; countering Al threats and exploiting emerging opportunities; and
enabling Al adoption. We recognize the need to employ multiple innovation strategies to achieve

speed, agility, and scale in operations, capability development, data sharing, and procurement.

(U) CONCLUSION

(U) USCYBERCOM creates advantage for the Joint Force, for the Department, for our

partners at home and abroad, and most of all for the nation. We work every day against capable

11
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and determined cyber actors, many of them serving adversary military and intelligence services.
Our operational experience reinforces the importance of campaigning globally in and through
cyberspace across the conditions of competition, crisis, and armed conflict. The Command now
has ample authorities to plan, program, budget, and execute the Program Objective
Memorandum; control budgets; and set and validate requirements. It has a mandate to partner
with the services to organize, train, and equip the force. Fully executing the tasks assigned to us
with the significant new resources and authorities Congress and the Executive Branch have
provided is bringing us closer to operating with the speed, scale, agility, and precision that the
cyber strategic environment demands. We must realize our full potential in creating advantage.

We will collaborate, innovate, and accelerate for future success.

(U) The men and women at USCYBERCOM are grateful for the support this Committee
has given to our Command. Our service members and civilians look forward to demonstrating
how well they can manage their responsibilities and accomplish their missions to strengthen our
nation’s security. With continued strong partnership with Congress, I know we will succeed.

Thank you. I look forward to your questions.

12



58

4/8/24, 314 AM TIMOTHY D. HAUGH

. BIOGRAPHY \g‘ UNITED STATES AlR FORCE

GENERAL TIMOTHY D. HAUGH

Gen. Timothy 0. Haugh s Cor L ULS. Cyber Comm and Director, Nationa
Security Agancy/Chief, Central Securlty Service at Fort George G. Meads, Maryland.,

Gen, Haugh recelved his commission in 1991 as a distinguishad graduate of the
ROTC orogram at Lehigh University, Gen. Haugh has commandad at the squadron,
group, wing, numberad air foroe and joint levels. He served on staffs at major
command, agency and combatant command headguarters.

EDUCATION

1991 Bachelor of Arts, Russian Studies, Lehigh University, Bethlehem, Pa,

1899 Master of Science, Telecommunications, Southem Methodist University,
Dallas, Texas

2005 Master of Scisnce, Joint inf ion Operations, Naval Postg sate Schoot,
Monterey, Calif.

2070 Master of Science, National Rescurce Strategy with a concentration in
information Operations, Industrial College of the Armed Forces, Fort Lasley J.
MeNair, Washington, O,

ASSIGNMENTS EFFECTIVE DATES OF
£t

1. June 1992-December 1992, Student, Signals intelligence Officer Course, PROMOTION

Soodfeliow Alr Force Base, Texas

2. January 799 3 T 1998, Flight Commander, 301st Intelligence Squadron, Second Lisutenant

Miszwa Alr Base, Japan Decambeyr 09, 1991

3. Qctober 1995-July 1998, Commander, Detachment 2, 544th intelligence Group, First Lisutenant

Sabana Ssca, Puerto Rico Desember §8, 1983

4. August 1998-June 2007, Chief, Informatio srations Technology Integration, .

Headquarters Air Intelligence Agency, Kelly AFB, Texas Capiain

o Docember 09, 1935
&, June 2001 -June 2004, information Operations Project Gfficer, Headguarters US. e

Alr Foree, the Pantagon, Arfington, Va. Majar E
6. July 2004-September 2005, Student, Nava! Postgraduate School, Monterey, Calif, Seplember U1, 2002 -
7. September 2005~ June 2007, Director of Intelligence, Al Force Special tiewsnant Coloned F 3
Gperations Forpes, Hurtburt Fleld, Fla, Barch 91, 2006 i
8. June 2007 -June 2009, Commander, 315th Network Warfare Squadron, Fort Cotonet
George G, Meade, Md. Augst 0, 2011
9. July 2009~ June 2010, Student, industrial College of the Aymed Forces, Fort o
Lesley .J. McNair, Washington, D.C. Brigadiac Seneral Hr
10 June Z010-June 2011, Chief, Intelligence, Surveiiiance, and Reconnaissance Nousmber 02, 2616

sion, 509th Alr Operations Center, Al Udeid AB, Qatar Major General
11 July 2017 - duly 2013, Commander, 318th information Operations Group, Joint August 36, 2018
Base San Antonio-Lackiand, Texas Lisutenant Genaral
T2, duly 201 3~Jdune 2014, Sssistant Vice Commandes, Alr Force intelligence, Dotober 11,2018
Surveillance, and Reconnalssance Agency, JB San Antonio-Lackland, Texas General e e
13, June 2014-May 2018, Commander, 480th ISR Wing, JB Langley-Eustis, Va. ’ﬁ"%{‘}zﬁ?

February 02, 2024
14, June 2078~ June 2017, Deputy Commander, Joint Task Force-Ares, U.5. Cyber sbroary

Command, Fort George G. Meade, Md.

15. June 2017-June 20718, Director of Imallig 2, U.S. Cyber Cor ad, Fort

George 6. Meads, Md.

16. June 2018-August 2019, Commander, Cyber National Mission Foree, Fort George G. Meade, Md.

17, August 2019-October 2019, Commander, Twenty-Fifth Air Foree, JB San Antonio-Lackiand, Texas

18, October 2019~ August 2022, Commander, Sheteenth Alr Foree; Commander, Alr Forces Cyber, and Commander, Joint Force
Headguarters-Cyber, .J8 San Antonio-Lackland, Texas

19, August 2022-February 2024, Deputy Commander, L8, Cyber Command, Fort Gearge G. Meade, Md.

20. Fabruary 2024-present, Commandar, U.8. {vber Command and Director, National Security Agency/Chief, Central Security
Service, Fort George G. Meade, Md,

SUMMARY OF JOINT ASSIGNMENTS
1. June 2001 -June 2004, Information Operations Project Officer, Meadguarters U8, Air Force, the Pentagon, Arfington, Va, as a

ttps:/iwww.af. mil/Di iclaCS/Print.aspx?Portalld= icle=1286007 12



59

4/8/24, 9:14 AM TIMOTHY D. HAUGH

major

2. June 2007~-June 2009, Commander, 315th Network Warfare Sguadron, Fort George 8. Meade, Md., as a lieutenant colonel
3. June 2010-June 2011, Chief, intelligence, Surveillance and Reconnaissance Division, 609th Air Operations Canter, Al Udeid
Alr Base, Qatar, U.8. Central Command, as a colongl

4, dune 2017~June 2018, Dirsctor of Intelligence, U.5. Cyber Command, Fort George G. Meads, M, a3 a brigadier general

5. June 2018-August 2019, Commander, Cyber Nationa! Mission Force, Fort George 8. Meade, Md., as a br 2 general
&, August 2322 -February 2024, Deputy Comnandsy, U8, Cyber Cormmand, Fort George G. Meade, Md a Heutenant general

7. February 2024~present, Comm:
Service, Fort Gsorge 8. Meade, Md., a

.S, Cyber ¥ and Director, Nath Security Agency/Chief, Central Seourity
a gensral

MAJOR AWARDS AND DECORATIONS

Distinguished Service Medal

Defense Superior Service Medal

Legion of Merk with two cak leaf clusters

Bronze Star Medal

ofense Maritorious Service Medal

Meritorious Service Medal with four vak leaf clusters

Jaint Service Commendation Medal with three oak leaf clusters
Alr Force Commendation Medal

Alr Force Achievement Medal

{Current as of February 2024)

hitps:/fwww.af. mit/Di icleCS/Print.aspx ?Portalld= rticle=1286007 212






DOCUMENTS SUBMITTED FOR THE RECORD

APRIL 10, 2024







March 25, 2024 | Monograph

UnitedStatesCyberForce

A Defenselmperative

Dr.Ericalonergan  RADM (Ret.) Mark Montgomery
Columbialniversity CCTI Senior Director and Senior Feliow

Executive Summary

IntheU.S. military, i y unit. Yetoffic

berwarfare units, i 1.8, militery it, train, promote, and
retain talented cyber warriors. The Army, Navy, Air Force, and Marines each run theit own recruitment, training, and promotion
systems instead of having a smgle pipeline for talent. The result is a shortage of qualified personnel at U.S. Cyber Command

(CYBERCOM), which i ity for both the ts of military cyber op
For ecade, Congr i i issues. In2022, itrequired
thesecretary of iverareportthat “howtocorrectchranicshortagesof proficient rirofe:

at CYBERCOM. The report is due on June 1.

Often, however, military ddressed by i st than fixing the underlyi bl

In 2018, CYBERCOM appeared to reach a major milestone when it certified that all 133 of its Cyber Mission Force (CMF) teams had
enough properly trained and equipped personnel to execute their missions. Yet multiple officers revealed these certifications to be
hollow; CYBERCOM merely shifted & iimited number of effactive personnel from team to team to make them appear complete at the
time ofcertification.

To deepen the understanding of the cyber personnel system and its flaws, this study draws on more than 75 interviews with U.S.
mitary officers, both active-duty and retired, with significant eadership and command experiencein the cyber domain. 2 The study
75 by rank and service butwi i names for reasons of privacy.

This research paints an alarming picture, The inefficient division of labor between the Army, Navy, Air Force, and Marine Corps
prevents the generation of a cyber force ready to carry out its mission, Recruitment suffers because cyber operations are not a top
priority for any of the services, and incentives for new recruits vary witdly. The services do not coordinate to ensure that trainees
acquire a consistent set of skills or that their skills correspond to the roles they wm ulrﬁmahely fulfill at CYBERCOM. Promotion systems
often hold back skilled cyber personnei because th igned t land, at sea, or
inthe air, not in cyberspace, Retention rates for qualified pemonnel are fow because of mcons»stent policies, institutiona cultures that
do not value cyber expertise, and insufficient opportunities for advanced training.

Resolving these i i reation of a new i armed service — 8 U.S. Cyber Force — alongside the Army, Navy, Air
Force, Marine Corps, and Space Force. There is ample precedent for this approach; battiefield evolutions led to the establishment of the
A Force in 1947 and the Space Force in 2019, An independent cyber service would naturally prioritize the creation of a uniform
approach to recruitment, training, promotion, and retention of quahﬁed personnet whose skills correspond to CYBERCOM's needs. In

‘addition to a single, dedicated cyber training and ani service could establish a cyber war college
for advanced research and training, akln tothe Army War College and its peers. Without the responsibility for procuring planes, tanks,
or ships, a Cyber Force could also prioritize th fsition of new cyber
ThisCyberFor belarge. inati st i iti i 10,
butmight grow over time. As the Space Force has shown, asmaller service can ct dagilei it
personnel.

Y have prop i approaches the U.S. military’s cyber personnef shortage, but each has
majorshor or YBERCO! J.S. Special O i ommand, to

hicheachservi i quely ea domains, Butthat

i berfi ific i ins, O YBERCO!

formanning, trafning, ippi inadditi i i Butthis
approac y precedent whelm CYBERCOM ip, whic

the Nationai Security Agency, anarrangement that serves U.S. national security well
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merica’scyberfor Fixingit
cyber service.

Hiustrated prospective seal for U.S. Cyber Force (Design by Daniet AckermaniFDD)

History and Current Organization ofthe U.S. Military in
Cyberspace

For , the U.S. military ity forfore B ivetoman, train, "
theirspecifi i i forcs -~ theuseof troopsincombat, Ti
services— the Army, Navy, Air Force, Marine Corps, OIS es,

employ forces and can request manpower from each of the services.

Forevery inbutcyberspace, the Uni ] i i force
itsrespect . Forexample, whileth Navy, i aircraftfleets, itis
primarily the Air Force's responsibility to man, train, and equip, S, troops for air combat,

Siny of CYBERCOMin ifi commandin 2018, themifitary has
force ymentin andthrough cyberspace. But the United States still has no singte entity
responsible for cyber force generation,

TheCreationof CYBERCOM

The pivotal role of advanced technology in the 1991 Gulf War led the Department of Defense (DoD) to recognize the importance of
what were then known as “compter network operations.” The U.S. military began developing cyber dactrine in earnest in 2003 after

the discovery of a muiti-year Russian cyber espionage operation revealed the “first large-scale cyberespionage attack by a weli-funded

and well-organized state actor.” The next year, the Joint Chiefs of Staff defined cyberspace as a warfighting domain, S and DoD

released its first National Military Strategy for Cyberspace Operations in 2006.8 {A more detailed account can be found in Appendix C.)

fter di itit ber partment, Dol in 201 G combined existing cyber
elementsto establish CYBERCOM under U.5. Strategic Command, CYBERCO a hatted torof the
Natiorial Security Agency (NSA), the intelligence for signais and ¢ services.
CYBERCOM bec DoDinfor upportingjoint for incyberspace, and

advancing national interests in and through cyberspace.
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Theservice

. These: what are now the 16th Air Force, Army Cyber Command, Fleet Cyber
Command, and Marine Corps Forces Cyberspace Command,

In 2018, the president elevated CYBERCOM to a unified combatant cammand. This move retained the dusl-hatted structure and gave
CYBERCOM a direct line of communication to the secretary of defense plus greater authority to request budgetary resources.”

Despite standing up CYBERCOM, the military has not established a cyber-specific training academy. In other areas, institutions such as
the U.S. Army War College, .5, Naval War College, Air War College, U.S. Marine Corps University, and National Defense University
provide specialized training for senior entisted personnel and officers, preparing them for leadership positions and assignments in the
joint foree. This is known as force devempmarwt.8

“The 2019 National Security Commission on Artificial Intefligence argued for the creation of & Digitat Service Academy o address talent
deficits in the defense and inteffigence communlties.9 DoD's failure to implement this recommendation after three years and multiple

congressional initiatives® suggests such an academy will not succeed absent an independent service that can defiver the expertise and
resources to equip a cyber-specific service academy.

CurrentOrganizationofthe U.S. Militaryin Cyberspace

The U.S. milftary’s Cyberspace Operations Farces (COFY'! encompass elements that conduct reconnaissance, operational preparation

of i and network-enabled fons, along with logistics and ive elements, 12 1n addition, the
COF includes DoD retwork operations centers and cybersecurity service providers that conduct traditional network defense and
information technology (IT) support functions, This fatter group makes up the bulk of COF personnel, T3 , someU.5, military

cyber persannel, serving outside the COF, conduct traditional business functions, protect service-specific systems, and support other
functional or geographic commands (see Figure 1 below).

Figure 1; Cyberspace Operations Forces

OF, the Cyber Mission Force directs, utescyber i It i percentofthe
COF, arapproximately 6,200 military and civili 14-The CMF currently includes 133 teams. Butin 2022, Dobannounced
the CMF wouid expand to 147 teams, including: 1%

“Thirkeen Cyber National Mission Force (CNMF) teams responsible for “defend[ing] the nation by seeing adversary activity, blocking attacks, and
maneyvering in cyberspace to defeat them.” These i fargely conducted netin support of combatant command
missions.

Twenty-seven Cyber Combat Mission Teams, which “conduct military cyber operations in support of combatant commands.”

Sixty-eight Cyber Protection T for the DOD &
forces for combat.”

networks, protectfing] priority missions, and preparfing] cyber

Twenty-five Cyber Support Teams, which provide analytic and planning support to CNMF and the Cyber Combat Mission Teams. 18

.

Fourteen new teams for supporting combatant in space and

cyber influence.
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In 2018, CYBERCOM attested that the original 133 CMF teams achieved full operational capacity (FOC). In other words, each team
ostensibly had the ability to fully employ its cyber weapons with adequately trained, equipped, and supported servicemembers. 7 of
thase 133 CMF teams, 41 came from the Army, 40 from the Navy, 32 from the Air Force, and 13 from the Marine Corps. 18

In 2022, the CNMF i commanc ingitwi itk it ibilities. Its
I iobuild “aforcathate: thanour bec

the right set of equipment, the right authorities, and the right procedures that move with agility and speed"w

The 14 additional CMF teams are supposed to be stood up between fiscal years 2022 and 2026. Five of the new teams are slated to
come from the Army, with the Air Force and Navy providing five and four, respectively. 2% By mid-2023, however, it became clear that
CYBERCOM would need to delay its plans. In particutar, the Navy will not be able to deliver new teams for at least a few years because

i needs to focus on improving the readiness of its existing cyber personnel.

Moreaver, even the existing teams have not actually reached FOC despite what CYBERCOM dlaims,

Evolutionof CYBERCOM’s Authorities

While CYBERCOM has had the authority to conduct operations short of armed conflict outside of DoD-controfied networks since its
creanon,z2 the Fiscal Year (FY) 2019 National Defense Authorization Act {NDAA) legislated the most important change in
CYBERCOM's authorities, defining cyber operations as a “traditional military activity,” and authorized DoD (and, by extension,
CYBERCOM) to act in “foreign cyberspace to disrupt, defeat, and deter” cyberattacks against the U.S. government and the American
people. 23 This ch fiowed for p execution of cyber ons. The new authority alsc largely aligned
with National Security Presidential Memorandum-13 (NSPM-13), a Trump administration initiative to streamitne the process for

ing military cyber 24 The Biden p modified NSPM-13 but has largely kept it in place.25

CYBERCO!

y ibiity for i Previously, theservices
procurement for CYBERCOM, although CYBERCOM al ity
executecontracts, witha$75 millionannual cap, Then, inthe BY 2022 NDAA, € providing CYBERCOM
with Enhanced Budgetary Control (EBC) todirec esfor j M7, 28 These EBC whichwilltake
full effect this year, reflect cong: o i it ing, services-led t effortsonCYBERCOM's
bohalf, Asthen CYBERCOM 12023, EBCwilibetter
CYBERCOM's and by providing it with control over funding for major acquisition programs.

27

Nevertheless, the lion'sshare of cyber i Y 2024 budget ices. CYBERCOM's budget requestis
approximately $2.9billion, while DoD'stotal Cyberspace Ac questforthe servicesis $13. b;n;en‘za Moreover,
CYBERCOM will stiff rely on the service muchof hat G 29

The promise of EBC was that it would bring CYBERCOM closer to the U,S. Special Operations Command {SOCOM) model, in which the
force employer helps guide procurement. However, the services still retain the vast majority of cyber-specific funding, continuing
CYBERCOM's dependency on the services. The persistent structural problems render CYBERCOM unable to provide for itself. It
continues to rely on the military services and, in some circumstances, the NSA for personnel, funding, foundational intelligence support,
pracurement and acquisition activities for cyber-specific capabilities, research and development for tools, and infrastructure
supporting cyberoperations.

Congressional Concerns About CYBERCOM's Insufficient
Maturity

Over the past five years, CYBERCOM has achieved important operational successes, It has conducted “hunt forward” operations at the
invitation of afied and partner nations to help uncaver and defeat cyber threats in their networks. 3% It has also defended U.5.,
elections, 3! responded to Iranian hackers In Albania, 2 and helped Ukraine shore up its cyber systems following Russia’s 2022
invasion, 33 However, these successes came despite, not as a result of, the U.S. military’s current organization for cyberspace
operations.

Congress has repeatedly raised concerns about these issuies. At a March 2023 hearing, Rep. Mike Gaflagher (R-WI) noted: “Since 2013,
Congress has fried 1 address force design and readiness through 24 different pieces of legislation. Twenty-four. And over that same
period, we have tried to address the civilian and military cyber workforce dilemma 45 times; CYBERCOM acquisition matters, 12 times;
and defense industrial base cybersecurity, 42 times,”

Nearly every year for the past decade, Congress has requested information or reparts about military cyber readiness — a clear
indication DoD has been unable to satisfy congressional concerns. In 2016, Congress mandated that CYBERCOM launch an expedited
two-year force-generation effort because the CMF had not achieved sustainable readiness. 38 The next year, Congress requested
briefings on cyber readiness shortfalis. 38 In the FY 2020 NDAA, Congress required the secretary of defense to analyze the benefits and
drawbacks of “establishing 2 cyber force as a separate uniformed serv;ce.”37 Two years tater, Congress again called for an assessment of
U.S. cyberposture.

@22



67

g W (2nd Ly li duri " yher, 9 and
30, i i DC. (Photoby Alex

WongfGetty Images)

The FY 2023 NDAA directed the secretary of defense to study the services' responsibilities for cyber force generation in fight of
chronicshortagesof proficient 39 fssues, ! asingt
rnilitary service should be responsible for force generation.

CYBERCOM implicitly acknowledged its force generation chalienges in its May 2023 Strategic Priorities, vowing to improve readiness,
recruitment, and retention. *® DoD, meanwhile, s developing a so-called “Cyber Command 2.0" Initiative to address how the military
generates and trains cyber forces. 4" In December 2023, General Nakasone observed that the current state of U.S, milltary cyber
organization is unsustainable. "1 think all options are on the table, except the status guo,” he saic 32

InTheirOwnWords: Gapsand ChallengesintheCurrentModel

While force employment is the responsibility of CYBERCOM, responsibility for force generation is spread across the five military
services. This system is failing to meet the unique demands of cyber-related training and acquisition. As one general officer lamented,
“Qur current strategy of relying on the existing Services to build the cyber expertise and capabilities required is inefficient, ineffective,
and uniikely to succeed despite years of investment and the best efforts of our servicemembers.” Washington’s “only viable path
forward," the officer said, “is to establish a new Service focused on organizing, fraining, and equipping forces required to fight — and win
— in cyberspace.” 4

Manning and training for cyberspace operations are not equivalent to furnishing infantry or logistics personnel, All specialties have
distinct training and skill requirements, but the cyber domain requires a uniquely high level of technical training. As a result, individual
cyber personnel can have outsized operational effects. As one lieutenant colonel in the Air Force noted, “10% of the [cyber] workforce
provides 90% of the value.”

processes for and ities must move far mare quickly than those for the other warfighting
domains. Acquisition of software or exploits, for example, must occur rapidly to ensure they are not rendered obsolete. 94 Moreover,
many of the most cutting-edge capabifities reside within the private sector, including in industries not traditionally part of the defense-
industriat base. Finally, there is a potentially greater role for non-uniformed civilian personnel in cyberspace capability development.
and employment.

The current system forc fon chaffenges. Each of the services has developed its own solutions, leading to both
it ies and i ith below, pan talent recruitment and retention; occupational designations
and training; promotions; critical support functions; administrative control; and capability acquisition. 45

At root, the current readiness issue stems from the fact that none of the existing services prioritizes cyberspace. As a retired Navy

captain ob d, th mismatch “has vielded varying upport to cyber: {aliackof
continuity of cyber personnel, unclear career paths, insufficient experience, wide use of nan-cyber personnel in cyber leadership
positions, and cyber being treated af ing entity across all services,”
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Th P firectar fesintheU.s.
military’scurrentcyber forc ionmodel i p ofaCyberForceisthe
bestandonly (See Appendix Afor i b ofthe

interviewees.)

Recruitmentand Retention Shortfalls

TheU.S. military H TUit berpersonnel, Thelackof
Cyber Mission F il for . one Armm A2022
Government A Office (GAO) report similarty concludedthat, ‘¢ i

i ber EN b ' Whl intherecruitmentof:

its cyber workforce. %8

Thecurrentrecrui ane i i i thecurr tem, First, the

ervicesar their disp olster high-caliber aretheser

themequitably. Inaddition, theserviceshaveincons d governinghow longtheirwarfighter

mustserve. Worse, ulture, andquality of fife. The services’ promotion

systems and CYBERCOM's fack of i g also undermis ion, asdiscussed later inth

ACyberForcewouldbefar better i it incybe Despite
i firmsthat offer i fac sitinghigh-level

tatent. 47 Because it is relatively small, the Space Force can selectively recruit highly skilled individuals rather than pursuing bulk
accessions to fill the ranks like the farger services 38

SERVICES FAIL TOUSETOOLS AT THEIRDISPOSAL

To be fair to the services, the U.5. military is not the only one struggling to recruit cyber talent. There is a nationat shortage of cyber
personnel, and the federal truggles to compete with the pri tor, which offers much better pay.

Unilike the military, civilian government agencies use creative promotion schemes to ensure their cyber workforce is well-compensated,
even if salaries do not match the private sector, The military also has some taols it can use to Improve compensation, but the services
are not using them effectively. For example, the 2022 GAO study found that the Army was not offering enlistment bonuses to cyber
personnel.

As one Army captain explained, CYBERCOM itself *is not able or empowered to use these options.” Meanwhile, “the service
components responsible for manning CYBERCOM refran from pursuing these choices agaressively because cyber is only onie mission
and rot their primary charge.” A Cyber Force, by contrast, would naturally put cyber first,

INCONSISTENT COMPENSATION

Inaddition to befng inadequate, U.S. military compensation for cyber personnel is inconsistent across the services, damaging morale
and esprit de corps.

Once the services recruit personnel, each service sep: ly i 1 rank inwhich jobs. The Marines might assign a
staff sergeant (E-6) to the same job the Alr Force assigns a first sergeant (E-8), With different pay scales and incentives for these
different ranks, the result is wide pay di ies between ing identical work. Even when the servicemembers

have similar levels of experience, compensation varies significantly. For example, the monthly safaries of two Interactive On-Net
Operators (IONs) from different services, each with four to five years of experience, serving in the same location and performing largely
the same job, may differ by more than $700.52 This discrepancy does not even take into account differences in housing allowances or
pay incentives,

GAD 2

Qfoundin2022thatthe

ac es.
rmy i bomises i i) Q0Gfor cyber careerfis

$5,000 with an additional $30,000 bonus after training completion.5?

Theservi dincentivesi regardfor yrecipient. 2022

GAO study, the servic cyberp broader military career, not their niqueskiisets. 34

“These findings matched conclusions from a 2017 GAO study. 33 The persistence of these issues five years after the initial GAG study
underscores that the services cannot fix these p
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INCONSISTENT AND POORLY DESIGNED LENGTH-OF-SERVICE
REQUIREMENTS

Low cyber retention rates stem in part from inconsistent and poorly designed length-of-service requirements. Because each service
has its own retention policies, they inct for how long their ser including cyber personnel, must
remain on active duty. What is more, these requirements do not adequately account for the “lengthy and expensive advanced cyber
training” provided to cyber personnel, according to the GAO.56

For example, the Army usuaily requires officers to serve three times the length of their training. However, many advanced cyber

training courses are ot included in this Army regulation, As a result, personnel could attend an expensive year-long cyber training

course and leave the military soon afterward. 37 Untit fegistative intervention in 2023, the Marine Corps could not assign additional
service obligations for lengthy and expensive cyber training. 58

CULTURE

Many officers have described how service culture denigrates cyber talent, damaging the morale of cyber personnel and eroding
retention. 5% i ber i T i

isthat feetvaluedbytheir service’sculture. “Simifarly, aretired Armycolonelshared, "T've
seen senior warfighting leaders dismissively call cyber research "book reports,” cyber operators ‘nerds,” and cyber capability
development'science projects.Only the creationofanew servicededi anad i hed
culturat chalienges,

InconsistentCareerFieldDesignations, Skill Sets,and Training

Across the services, cyber-related career i and skt sets®0 are it-defined and disjointed.
h

INCONSISTENT AND INADEQUATE TRAINING

Currently, servicemembers arrive at CYBERCOM with skilt sets that are not only inconsistent but also insufficient to fulfill their basic
work roles, This problem stems from each of the services not only using different names for their cyber operators but also training
them di fy thout CYBERCOM's i

Forexample, wh Forcecyber Navycyber ineer, andaMarine Corps cyberoperationsofficer

nitiaientry training, they lac} iliset{su P pioits). Andnone
are qualified to serve in any of CYBERCOM's basic work roles upon arrival.

In fact, it was not until February 2023 that the Navy began using a separate designation for its cyber warfare officers, in alignment with
how theother servicestreat theircyber - Whileth y and Air Force odevotetheir

careerstocyber roles, i
abifity to develop expertise.

The servi incyber rvice-specifictraini Ty it Army Cyber School's Virtual Training
Area, theU.S. Army Cyber Center of and FortEl Signal Trai Alr Forc i he AirForce
[ ity U y Technical Centerof TheNavy Warfare Training
Center hool Center Cybersecurity and Cyber Operations, Finally, i orps Air/Ground

Combat Center in California.

These centers do not have a common training system or set of standards. As one -aptain noted, “Each servic their
own training model and paths, which do have some overlap but for the most part are not synchronized.” They each have “different
service-desired outcomes and minimal Joint perspective when outside of CNME rofes,” the captain explained, “Without one overarching
cyber servica and refated vision and clearly defined mission, cyber training will continue to produce an unbalanced and ineffective joint

workforce why vices wil c and service-specific career paths.”
ANavylieutenantcommanderagreed., “Eachoftheservicesare{ sic]trai ingcyber ¢
, andcyberplanner, “theofficerobserved. "D 2
& the militar rkforce. rams,
Manc; it e i i metrics, " Inshort, the for y

From a mission perspective, I have witnessed firsthand how this situation creates impossible problems with regard to technicat
expertise andtraining.”

v Kof specializati intelligence, exploits Sthert
fthey N o - "

chit

az



70

their skilt T Air¥ [ bout alf types of aircraftin the flect rather than
specializing in the particutar craft they will pilat,

Figure 2 contrasts CYBERCOM-defined work roles with service-specific cyber career field designations and tiles for both officers and

82 1 , theservic hmilitary oc
specialty (MOS} does not siot into any particular CYBERCOM wark role.

Figure 2: Service-Spacific Cyber Career Field Designations and CYBERCOM Work Reles

Compared to the ather warfighting domains, the U.S. military spends refatively itk time and money on training for cyber officers, The
initial cost of training an Air Force fighter pilot ranges from $5.6 to $10.9 million, and the annual cost of training for a Naval aviator is
$2.2million, accord Dreport. 88y theGAO i : omean
interactive on-net operator casts between $226,000 and $500,000.84

TheGAOslso e " not i Hati inArmy or joint record.” There are long breaks
betweencour iti i
candidates are nominated for training and when they attend. 83

Act ices, there s alsoa lack of conti jring forthe officer corps. An Apri 2023 paper published by the National
DefenseUniversity hecyber g i y18to24
months. %8 Although servi ften have the opy to attend hool, such courses are also rot well suited to
technical raining for a dynamic, rapidly changing field. Such courses are alsa different from the tore cyber upskilling

needed to create effective leaders.

INABILITY TOMANAGE CYBER PERSONNEL

i i onnetfor particular CYBERCOMwaorkroles, “miitary service
pecific s i “the GAO: Putsimply, theservicesdonotknow if they have “theright
personnel to carry out key mosslons.”67

Likewlse, there is no system or method o track individuals with cyber skifts as they transition to and from the services and

CYBERCOM. T may enter wit i acyber-related career field butc

cybercareertr: theservi prioritize
heir hichmay not atiow for indivi ber-specifictrack for th their
coreer.58

PromotionProcessesDoNotReward Technical Competence

The services determine promotions for their cyber personnel, but they use systems designed for the non-cyber world, These systems

reward command experience — usually in non-cyber fields — over technical competence. As a result, the services are replete with
commissioned and non-commissioned officers who may be good leaders but lack the cyber-specific skills and experience necessary to
excel.
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Standard service processes require an individual to have held certain positions to be promoted. These roles are often entirely unrelated
to CYBERCOM pricrities. In the Army, for example, a lieutenant must serve as a platoon leader before being promoted. But many
technically proficient cyber operators never hold the positions deemed necessary for advancement. Consequently, they are passed
over for promotion, while those without cyber expertise are placed in command.

Compounding this issue, the personnel in charge of the promotion process within each service typically lack the requisite cyber
knowedge to make effective promotion decisions. A U.S. Army colone! noted that the individuats on service promotion boards struggle
to differentiate between “officers with advanced, skilled degrees in computer science from esteemed institutions” and “those who

received onll ... Thisis akin to equating & brain surgeon with a field medic.”
Irdoes not have toworkthis way, The Space Force p: i fon. As afirstlieutenant in the Air Force i the"Space
For it g } ¥ - heutenant.
colonet, or warrant officer levels), and those experts retain the abitity to worl ile st it areer
"By contrast, thecurrent cyber alcareerfieldsof theirmost

asour reer goonio: rather d bestworkatthe
keyboard.”
Thecurrent i U.S. security. InaJune 2023 military journal article, Navy Reserve Lieutenant
¢ i er i er

The: i . N ! ary
to bjectives. They y i

operationat and tactical advice, and predicting enemy maneuvers.59

As Seligman argues, a doctringl and policy-focused understanding of cyber warfare is no replacement for hands-on experience. it would
be fike an officer who has “been trained on the concept of the rifle and its potential effects on the enemy” but never actually fired

one.7® Marine Corps afficers stand by the tenet, “Every Marine a rifleman.” No Navy SEAL would follow an officer into battle if that
officer did not go through BUD/S training. However, cyber operators and junior officers today foftow the orders of a mostly
inexperienced senior officer cadre. A Marine Corps captain concurred, “Leading i the cyberspace domaln demands technical
competency that cannot be taught in a 12-month schoolhouse aione.” He added, “Under no circumstances would a cyber officer be
asked to lead a squadron of aircraft, and yet the opposite is often true,”

Indeed, thispr i enioroffi 7 inthe cyber domain—
thy i d13y creationof CYBERCOM to develop quatified senior teaders, Of the U.S. military's
yber asof summer 2023, fewer ber

domain.”?

CYBERCOM today has promotable talent, but the mifitary is not properly utilizing it. A Marine Corps captain stated that he “personally
had career setbacks because (he) pursued a master's degree in computer science instead of a military war-college certificate.”

The current iciouscycle. Potential cyber leaders canriot iporwisdom
perien i Facing ther pmentof theirskills, berofficers
o paths or exit the mili altogether, deprivingthe ionof cyber-

LackofAdministrative, Intelligence,and MentalHealth Support

CYBERCON of f joy, in
intelligence supportfor operations, administrative support, and medical support, especially for mental health.

ADMINISTRATIVE SUPPORT

Toooften, CYBERCOM s few gualified cyber
YBERCO! Veryf atea
significantamountofth i ssion,"aU.S. AirForcemajore *{ essthan 10percentof
overayear,” burdeno:
new personnel. The CNMF' b-unifie in December 2022 partly i butthe CNMF is only
one-third of the CMF. The other teams continue to fack administrative suppart.

Thy inis i ber i etention, A2019 theU.S, Army Cyber
< Kfor ‘afactor in thair decisi their contracts or service obli nability
tofoc the mi tradecraft(i.e., il distracti

requxremenls."n

INTELLIGENCE SUPPORT

Cyber reconnaissance and targeting support are essential to the effecti of offensive cyber operations but CYBERCOM currently
receives inadequate intelligence support,
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4123/24,12:48 P United States Oyber Force
Like aff combatant commands, CYBERCOM does have a Joint Intelligence Operations Center, which provides operational intefligence
for force employment. Cyber operations, However, lack a dedicated all-source Cyberspace intelligence center to coflect foundational,
ongoing intefligence about adversary cyber capabilities and order of battle. The U.S. military does have such centers for other
warfighting domains, such as the Army’s National Ground Intefligence Center or the Navy’s Office of Naval Intelligence. These centers
A i bout adversary jlities and strategies. Last year, the outgoing commander of

CYBERCOM's Joint Intelfigence Operations Center calied the absence of a comparable center for cyber intelligence a “gaping hole. 74
2023, CYBERCOM blish yher centerinp ipwi Agency
(DIA)andNSA. Ineffect, CYBERCO! ice-like: i b of
anindependent cyber service. Thefinal version of the FY 2024 NDAA, however, did not stablish
such acenter.
Ifsuchacenter i it ¥ i reatesaCyber Force. The
resourcl i ingintelli i ervice. Whilethe DIA (or others) couldbe charged

ith enter, it isti i P g who i ethe

ol skill cl E ribed earfier.

Cyber i i arenot: z i fietds. T Mental

healthinitiatives exist acrossthe DoD, Including for Special rces, pilot
fiight operations.”” However, there are no programs for the distinct chaflenges faced by cyber personnel,

Without an understanding of the work rofes and tasks of cyber operators, the services (and specific commanders) may not appreciate
the need for smental health services. Ore officer shared his troubling experience: "I think many folks in military cyber have been
strugglig with inexperienced leadership, But in fmy service], those put in charge of cyber units can be downright hostie to technicat
cyber officers, For exampte, how about getting retaliated against by your [commanding officer} and your chain of command simply for
going to mentat health [treatment3? That thing they said in the yearly [general military training} about how going to mental health won't
affectyour dlearance .. it happened to me.”

Service Control and Service-Related Requirements Degrade Full
Operational Capability

Yearsofit i fhenservi mission, ”; erfamented.
But be i fvecontrolo : YBERCOM, theservi for
servic i cyber roles. Thi importantreason why CYBERCOM all133

CMF teams up to FOC status and why itis so difficult for teams to maintain that status,

Afieutenant colone in the U.S. Army Reserves, speaking from personal experience at the CNMF, observed a “general tension” between

the ontrol and conol " Wie are forced to pult servicemembers away from operational tasks to
instead conduct service-refated activities ... This is a systemic problem that, in mine and others’ opinions, hurts retention, as it
undermines morale,” the officer said. ontrof “often create it the expe the

There are well documented times when units have closed down joint mission areas en masse to conduct unit events.”

An Alr Force major shared a similar experienca: "In €, @ group required a 12-week ife skills’ course that taught
new airmen how to cook, how to date, and how to be emotionally healthy. Meanwhile, the mission was manned at less than 60 percent.”
The major said, “Another commander cited an "unwritten rule’ stating that he only owed the [NSA] B0 percent of his alrmen’s time and
the other 20 percent belongs to the USAF.”

In addition to impinging on cyber operators' time, the services can also rotate them to different, non-cyber assignments, As one Army
colonel explained, “Upskilling talent is hard, tekes years, and as soon as someone reaches a threshold, the service rotates that person
out of the team and back to a service assignment .., The demands within the services are continuing to pull talent away from the CMF.”

THE SERVICES’ FOC SHELL GAME

By2018, ing CMF reachedFOC,
personnel to execute their missions. 7S Yet fewer CMF teams are actually at FOC than official metrics indicate.

Firstofall, theservices have notrecrui 133teams. AsanArmy colonetnoted, “Thefackof
for - From

theonsetofU.S. Cyber Command, [the} i uiting, retaining,

(FOC) status. Once @ FOC, th llad b 75 percent capacity.” As a result, teams that are officially

considered to be FOC are not, in reality, at 100 percent strength.

1022
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4123124, 12:48 P United States Cyber Force
According to multiple interviewees, proficient cyber operators are double-counted to make it appear fike all the teams are at full
strength. The services "play a shell game [with their] top tier talent,” one Army major warned. "It is a common occurrence hat the same
50 people are constantly task-organized from across the force to solve any and all of the command’s hardest problems.” An Army
captain gave a similar account of how his service initially brought its cyber teams up to FOC: “The Army’s rush to get teams to Full
Operational Capabifity (FOC) was built on a farcical shell game in which the same personne! were moved from recently certified teams
o new teams until all teams had certified. Yet few are abie fo provide capability if asked.”

AnArmyReser it i i J.S. ArmyCyberCommand is i & d
tomissionelement, topaint;
tramed “Infact, the offi cersazd “most[Cyber Protection 5 percentoftheir
‘. y therealif mos ully trained. “Thi “was
11,5, Army Cyber Command HhFGC, andl —tevel
d "The
resultwasan that i y Protection OC:

our numbers to higher headquarters.”

Acquisitions Challenges

Acr 3.5, milltary, It 10t015yearsto -apabiity, 7 Yetin the cyber domain, tools arefrequently
rtwo of (ifnotsooner). , the servi
hareof andac ityforcyberspac CYBERCOM's
timeline fortool acquisition. Thus, CYBERCOM s stuck with aut-of- edtoborrow the NSA'stools,

why assessments continue to conclude that severing CYBERCOM from the NSA would have detrimental effects.

L C CYBERCOM greater control over
{ However, i

acquisition, which services have and CYBERCOM does not.

IntheFY 2016NDAA, Co CYBERCO yforthed it inmentof cyber-specific

N e 8O- e LoD procu .
de andrecovery froma 81 psaresultof morerecent tion, CYBERCOMm zozmm
assume “service-! deci overplatforms thatthe: onduct

Since the passage of the FY 2016 NDAA, CYBERCOM has been able to hire some acquisition professionals, but it continues to

outsource mostcontra irs hehalf, B3 Th of CYBERCOM's acquisitions
dir nce 2023 P wther 50in 2024, But
tion of n the Arre its, i

workforce" i 32,0000 B4 o1 about: ery:

discretionaty budget.

Despite CYBERCOM? isiti i thelion'sshare of

The services, however, lack a unified process for spendmg money on cyber-related capabilities, equipment, training, and education. Tms

iead: dantand: , AOE or joint 3. Asamajor inthe U.S. Air Force noted, “The

ser ire their owncybes theirneeds,
icatic torstopr i i -

Anather Ar Force major simifarly shared:

IS 100M offerk es under a different Vi
lobbyfor! I “scyber hesame'Joint'ForceHeadquarter
smply icedidnotreceive cradit, T ices' i r$18onp
Juplicativecyber requi iver toolsthatwill never be used. Every tounify resour
d by the ser who perceive no benefit to their domains,

Altofthis esforc i - Without the cor i yberwarrior cannot!
inconflict, Moreover, totransfer isil ity to CYBERCOM, white borne out of alegitimate frustration
it th 0, will resuit i of ion, whichonly the services can provide.

Counterargumentsto EstabllshlngaU S.CyberForce

Some experts who acknowledge the force-generation chaltenges facing CYBERCOM nevertheless oppose the creation of a Cyber
Force,ESThey offer four inst creating an i f d cyber service.
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Counterargument 1: A Cyber Force will negatively impact
readinessin the shorttermand create budgeting and personnel
problemsfortheotherservices.

Thiscri i reating aCyber Force of critical personnel. Transferring capable ITand
P N i yberForce
icesbereftof However, 1y CMF billets, whichdo notincludethe services'ITand
[s ity personnel, would render this moot.
Are fonis b er Farcefrom i i an
i rior 2 heSpaceForce, ofspac
i the AirForce. Butcyber- rentl

much more d:spersed.“ While this is true, alf services have existing methods for inter-service transfers, By streamlining these
transfers, the Space Force acquired more than 13,000 servicemembers and civifians in its first two years.

Counterargument2: The SpaceForceshouldberesponsiblefor
forcegenerationforcyberspace.

Some commentators argue that Dol should combine cyber and space operations under the controt of the Space Force. Those who
favor this position tend to befieve a service's value Is based at least in part on its size. At present, the Space Force is small but set to

grow from 8,400 to 16,000 uniformed and civitian Guard d may conti 0 grow based on the imp( ¢ of space
operations.88 More to the point, however, this critique ignores the fact that a small number of highly skilled operatives can be effective
ncyberspace.

Th i fink b e 2nd cyberspace, Space assets, such as communications sateflites, indeed

serve a critical function in the transmission of information. Likewise, many ground operations and weapons systems are also dependent
on space assets, but this does not mean the Space Force shouid train personnel for ground operations. As distinct operational domains,
space and cyberspace have unique “man, train, and equip” requirements,

Counterargument3: The SOCOMmodelis a betterfitfor
cyberspacethana CyberForce.

Parhaps the most common counterargument to the creation of a Cyber Force is that CYBERCOM should apply the SOCOM model to

cyberspac i ing SOCOM' its 30-year history, B However, while SOCOM and CYBERCOM both
possess highl perators, they are of i y different.
Inthe SOCOM model, each of the services provides thefarce emplayer — SOCOM—with expert per
theirparticular domain. Forinstance, an nger trainsfor speci i SEAL

ariti arenotinter TheArmycannot train SEALS, northe Navy Rangers. Thus,
S0COM actually g this one-of-a-kind distri ¥ model.

However, there are o fand, sea, or air-specific cyber functions that only particular services can provide. As one U.S. Navy captain noted,
SOCOM’s “success is achieved by alfowing each of the service-specific commands to specialize in discrete types of warfare,

jes, and i i . By contrast, as a retired Navy captain noted, "Cyberattacks wifl not be, nor are they
currently, service-specific nor sector-specific, so it does not make sense to have created service-specific mission teams, different
designators, MOSs, etc., ta respond to the broad scale of cyberattacks.”

Aside-by-side comparison of the SOCOM and CMF structur izati hitectures,
infigures3and4. SOCOM'sorgani intomany sub i reflectthereq
structure of CMF and its component parts,
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Figure 3: SOCOM Structures

Figure 4 CYBERCOM Structures

SOCOM has also faced the same challenges as CYBERCOM regarding drawing personnel fmm disparate services. The services’

inconsistent definitions of kil sets create i This makes d ing, particularly in dynamic,
hig! i . Although the ity is targely content with the way SOCOM is organized, led, and
operated, aGAO report from October 2022 roted that SOCOM hsits own chralenges concerning oversight and command and
contral. %% For SOCOM, 2 on multiple service F these challeng: i yet the 1,5, military has a

better aption for cyberforce generation.

Counterargument4; CYBERCOMshouldabsorbmanyoftheman,
train,and equipresponsibilities fromtheservices.

Rather! inga Cyber F CYBERCO!
theotherservices. Thisapproachwould be tantamount to carving out anexception forcyber-refated mifitary mattersfromthe 1986
Goldwater-Nichols Act, fon that drew the | jonandforc

In this scenario, the commander of CYBERCOM would become responsible for military cyber force generation and force employment
in addition to his or her duties as head of the NSA, While the dual-hatted structure for CYBERCOM and the NSA was initially intended
t0 b temporary, e remains advantageous, as concluded by s Decermber 2022 studyled by Generel (Ret) Joseph Dunford, foiner
chairmanofthe Joint Chiefsof Staff. 2 Thestudy, however, concededthats

amauntofworkfor —forcs

commander less time for the other two, or aven force DoD to sever NSA from CYBERCOM,
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WhatShoulda CyberForceLookLike?
tany of i at i ofthe
Cyber Forceasthe force generator for the cyber domain, CYBERCOM wotdd remain the force employer. This new Cyber Force could
beloc: theD of the Army, just i epartmentof y Space

Force sits within the Department of the Al Force,

Standing up this new service would be refatively straightforward. Initially, the Cyber Force would encompass the billets that currently

comprise the CMF: 3 6,200-person mission group consisting of ser civifians, and (see Figure 5).92 Beyond the
CMF, the Cyber Force could also absorb a select number of billets for cyberspace operators that currently fall within the SOCOM
enterprise.
Figure 5: Initial Billets of 2 New Cyber Force
the CyberForo q {or addi pportstaff Infrastructure, Thaserviceswouldfikely
needtoretainsome cybersupportstaff, butapercentageof thecyber-specific force- fonbi theserviceswouid
ransfer tothe Cyber Farce, particularly for CyberForc i nd yber Forcerecruitmentof
d ic ary tofi i i tstaff, Thisshift, however, should notstrainthe
ourcesof anyoneservice. Intotal, the Cyber For y imately 10,

number would fikely grow over time as cyber threats continue to expand.

TheCyber ¢ e, which hasencountered
qui ighly techic % theSpaceF
transfer of personnet from Air Force Space Command, 2 The Space Force, which currently has 8,400 billets, atiributes much of its
recruiting success to being small, agile, and selective with applicants, Its leaders understand they do not need to mimic the larger
SE!’\NCES.QS To boost recruitment, the service has also taken of ities for the direct ing of civilians with
requisite skills for space.

Mostimportantly, thecreationof aCyber Forcewould not i i ErSe eswould
i ber ITinfrastruct C i theDoD networks (DODIN}. The
creation of aCyber Force, however, would preclude servic i

Figure 6 iflustrates proposed responsibilities of the Cyber Force and the services.

Figure 6: Proposed Responsibilities for the Cyber Force and the Services
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forthe Cyber F d 16.5 biltion, fonof bill budgetsofthe Army,
Navy, and Air Force, tudes DoDYscurrent or the oyl $13.5 biltion), minusthe
cybersecurity es{$511 miltion). currently carved outfor

CYBERCOM under EBC (about $2.9 biltion), the mifitary personnel funds ($624.25 milion), and training resources.®7 An apt
comparison is the budget for the Space Force, for which DoD requested $30 billion for FY 2024.98

While the other services may see a slight reduction in their budgats after the creation of a Cyber Force, most of the decrease would
come from a reduction in cyber force costs thanks © i from eli The Cyber Force would
consolidate the acquisitions process specifically for operational capabilities, Tt should not, however, become the IT and communications
service provider for the services, a role that would distract it from operational priorities.

CreaﬁngaO/berForcewou!daisobeneh’ttheNSA’ODAquarterof orkforce compri ve-duty military units,

o y provi ices. However, ryi 's mission. Witha
CyberFor iveri i yber inturn, receivemore, high-guatity

Duringavisi " i U.s.Cy 1 Gen. Timothy Haugh,

Oct. 12,2023. (U.8. Navy photo by Petty Officer Third Ciass Leoneli Domingo)

ACyberFor i of legal principlesforc Military leader

for s . The DoDlegat inturn,
education, fencetrac iverthi +. Yetunt 3, air, andspace, ¢
aninterdeper e pr Thecurrent
reliance on non-cyber vesU.S, cyber §

I done properly, the overall readiness of the military’s cyber forces should not suffer during a transition to an independent Cyber Force.
Instead, cyber forces would gain more operationat focus and direction while consolidating acquisition processes and maximizing
budgetary effectiveness,
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Conclusion

Years after e , leaders must. the writing on the wall. The scape and scale of
cyber threats are growing, Cyberspace plays a central role In China's strategy as the "pacing threat” for the United States, China has

already centralized its cyber, space, electronic warfare, and psychological warfare capabilities within its Strategic Support Force. Russia
s actively leveraging cyber operations both on the battiefield and to threatan U.S. critical infrastructure and fnterfere in American
politics.

Conventionat wisdom holds that the U.S. mifitary is well positioned to domlnate in lhe Cyber realm given CYBERCOM's current

FESOUNCEs, ¢ i d ities, However, recent y d studi nd audits, and
thea personal urent e
rease U.S, cyberfor d, i CYBERCO!
combatan i ofthe CMF, iveryof EBCdonot
problems. U.S, polic it i iitary hastr

This failure stems from the basic fact that non-cyber services are responsible for cyber force generation. The solution is to create an
independent, uniformed Cyber Force, While many experts have long calied for the creation of an independent Cyber Force, 102
policymakers should especially listen to the voices of those servicemembers with direct, extensive operational experience. The

numerous first-hand accounts hi inthis ffer a ing testament to the need for an independent service for
cyberspace.

The United States has a limited window of opportunity to reorganize, allocate resources, and develop sustainable cyber force
readiness. The U.S. military has failed to fix the problem on its own, Only Congress can create a new independent service, so itistime
for lawemakers to act.,

Appendix A: Select Quotationsfrom Interviews

The following are illustrative excerpts from more than 130 pages of interviews with 76 active-duty and recently separated

i3 and Defense D civilians about cyber readiness, CYBERCOM, and the chaltenges they have encountered.
These interviews were coliected over the course of the past year and speak to the significant challenges discussed throughout this
monograph. The authors have chosen not to disciose the full remarks to protect the individuals who agreed to share their personal

experiences,

Thirty-four percentoftheintervi U.S. Army ).S, Navy, and 26 entfre .S, AlrForce.
f omefro D! orce, andDoD civilians. Most of the accounts (61 percent) came

from officers with ranks of 0-4 to O-6. Another 26 percent come fromofficer ks of 0-3. Notably, oneinterview iswitha

generat officer (O-7).

Figure 7: The Rank of Interviewees

Figure 8: The Service of Interviewees
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General Officer, U.S. Military

“Our current strategy of relying on the existing Services to bulld the cyber expertise and capabilities required is inefficient, ineffective,
and unlikely to succeed despite years of investment and the best efforts of our service members. Without a doubt, the only viable path
forward for USCYBERCOM is to establish a new Service focused on organizing, training, and equipping forces required to fight — and
win—In cyberspace.”

“Yearsof ini { mission. C
pplied incentive

“Differences in training also impact USCYBERCOM's abifity to conduct operations,”

Colonel, United States AirForce

. , N N y e iHesatthe
primary i of i ¢

Ftheir ation'sability ber-

attack, Instead, of [ i iceincenti berspa i "

“If you Jook [at] who leads cyberspace operations in the Department of Defanse, they are not typically grown from within the
cyberspace operations force. Cyber leaders should lead cyberspace operations and represent Cyberspace operations in joint
warfighting, We need 'cyber minded' leaders.”

Colonel, United States Army

“Having been on both the inside and outside of the Cyber Mission Force since it was first established, the fack of talented personnel to
il the it both teams has b ontinues to b fimiting factor for the overall force.”

“In fact, i was once found that about 10% of the personnet execute as much as 80% of the operational missions.”

{0n the subject of officers sitting on promotion boards] “Officers with advanced, skilled degrees in computer science from esteemned
institutions are equated with those who received online degrees in information management; they are given no additionat
for their skills, or abifities and This is akin to equating 3 brain surgeon with a fleld medic.”

Captain(Ret.), United StatesNavy

“The development of service-specific cyber specialty fields without dedicated senior fevel commitments has yielded varying levels of
fragmented support fo cyber operations, fack of continuity of cyber personnel, unclear career paths, insufficient experience, wide use of
noncyber personnel in cyber teadership positions, and cyber operations being treated always as a supporting entity across all services.”

“[Clyber attacks will not be nor are they currently service-specific nor sector-specific, so it does not make sense to have created
service-specific mission teams, different designators, MOSs, etc., to respond to the broad scale of cyber attacks,”
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Captain, United States Navy

“fUnited States Special Operations Command]’s success is achieved by allowing each of the service specific commands to specialize in
discrete types of warfare, technologies, and operational environments. USSOCOM picks the 'best athiete’ depending on the
operational outcome they are trying to achieve.”

“USCYBERCOM assigns the military services ... essentially requiring every team to master every aspect of cyber warfare to
successfully operate against their assigned target, This methodology is completely out of sync with the way the rest of the DoD is
constructed ... Applying the USCYBERCOM methodology to air warfare would be akin to requiring every service to operate the same
aircraft, to accomplish every aspect of air warfare, in every operational environment.”

Captain, United States MarineCorps

“Leading in the cyberspace domain demands technical competency that canniot be taught in a twelve-month schoolhouse alone. One of
my worst professional experlences involved working awoefully unprep: with culinary arts ...
Under no circumstances would a cyber officer be asked to lead a squadron of aircraft, and yet the opposite is often true.”

Major, United States AirForce

Iy tofferi i adifferent ice
iobbyfor 4 ‘scyber i thesame Joint'Forc
simply becausethatservicedidnotreceivecredit. I es"acquisitionct iti 51
duplicath ber i deliver tools that will never be used. Every effort to unif ur

undermined and resisted by the services who perceive no benefit to their domains.”

Colonel(Ret.), United States Army

“T've seen senior warfighting leaders dismissively call cyber research *hook reports,’ cyber operators "nerds, and cyber capability
development 'science projects.’ These ... leaders who make critical cyber operational, resource allocation, and risk assessment decisions
control ch e thatlook "

LieutenantColonel, United States Marine Corps

“can't speak for the other services, but  perceive a lack of career progression for cyber officers in the Marine Corps. 1 commanded a
Combat Mission Team and am Rully qualified to join the cyber field but decided not t apply for the specialty because of the limited
command opportunities.”

LieutenantColonel, United States AirForce

“Headquarters, Air Force] has commissioned multiple RAND studies on cyber force structure, then ignores the key recommendations.”

“Few, i any, quatified offensive cyber operators have graduated to positions of command, Colonels, and Generals. This is comparable to

an Air Force in which none of the Colonel "
"¢ hatthe USAF doesn tsee'cyberspace asoneof| issi [thel.S. A
Force]w achieve DoD objecti e.”

{USAF removed “cyber”from the Alr Force Mission Statementin 2021.]

Captain, United States AirForce

“Notfor ibility —1. yeouidn't i rere, butthat'snotwhy Tknew
joinecthenilitary. Heftfor swheny izati i tonthe
i an'tc i i i rleave. p
the Air Force back that it would not fix. ¥ befieve it will require a separate cyber service to address these problems: One,
i F i thecyber: and, two, it takecyberspa i ouish

asawarfighting disciptine.”

“During my career, 1 learned that making cyber operations fook fike the rest of the Air Force was more important than mission success.
For the sake of the mission and the people, we need a separate cyber service and we must that lives depend on i
success in cyberspace. A general once fold me ‘Someday you can change things; when you're a general.’ They didntknow what that

yherfore: 18722
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really communicated to me.”

Commander, United States Navy

“The core of the issue facing the broader [Cyberspace Operations Forces] is the lack of a single service designed to man, train, equip,
and manage the careers of a full cadre of Cyber Operations professionals, The cusrent construct of the military services is not
conducive to developing, retaining, and advancing a highly trained Cyber Force. Each service is focused on being proficient in and
advancing those servicemembers who excelin their respective warfighting domains (sea, alr, and land).”

Captain, United States Army

“Itisimportantto highlighttheissuesin Cyber arenatsolely P ithin the Army. Afack ofjo vision
ationof i UsSce  forexampte, gnifican ionand
constantly changing direction regarding what problems the command is required to solve.”

Major, United States AirForce

“Inshort, the Air For rechnical depth
technical tatent. Whenl arrived at Keesler AFBfor my i i ber icer, I I y going’
beapartofthe force responsible for the slogan it's not science fiction, it's what we do every day. T expected training and equipment
that project pawer incurrent: oundtheglobe. Tf atity was

ASiC trai industr {hadpurchased for myselftouseathome.
with only a few weeks of actuat d training.”

AppendixB:HistoricalCaseStudies: TheAirForceandSpace
Force

Tnthe past, when the Do® has faced forc fore chatlenges, the U.5. military ant
reorganization.

Warld War 1 firmly demonstrated the ability of aircraft to “impact an enemy beyond a depth that could be readily imagined by those
operating in [tand and sea].” 9% After the war, the War D (the to DoD) and i to
evaluate the implications of flying for future military and renamed the Al Service the LS. Army Air Corps.
While the Corps was not an independent service, it “strengthen{ed] the conception of military aviation as an offensive, striking asm
rather than an auxiliary Service.” 194 Each service began investing in its own aviation capabilities.

During the interwar period, multiple boards examined the country’s readiness for, and resources dedicated to, military flying missions.
Most notably, the 1919 Mencher Board found the "hest way to take ach f the new in aviation was to create a new
military organization, 105

By the end of World War 11, air power had emerged as a pivotal force, affirming the wisdom of the Menoher Board's recommendation.
The National Security Act of 1947 established the U.S. Air Force as an independent, uniformed service, 30 vears after Congress began
documenting officers raising that the domain could not be effectively handled by the compartmentafized efforts of the U.S, Army and
U.5. Navy.

Tn 1982, the Air Force established the first Air Force Space Command, In 1985, the United States established a unified U.S. Space
Command, 198 tasked with coordinating Army, Naval, and Air Force space forces and providing “space-based missile warning,

communications, navigation, weather, and imagery capabilities.” 07 The 2001 Rumsfeid Cx o first proposed the

of a Space Force, 198 But a year later, DoD disbanded the U.S, Space Command and gave its responsibiities to .S, Strategic
Command, 109

Overthenext 16 years, however, DoD it entity

security. China’s ftsantt i i threats, igni

thatmi oftheirForce. 1 10paD U.S. StrategicCommand's

respansibilities were becoming “too big for one combatant commander to manage.”11?

In 2008, Congress commissioned the Institute for Defense Analyses to write a repart on “Leadership, Management, and Organization
for National Security Space.” It ighiighted the need for a greater number of operators who are “steeped in space, ! 12 Over the next
decade, the U.5. military increased its in space and focused on speciali i fons, and personnel
training structures,

1922




82

4123124, 12:48 P Unites States Cyber Force
In December 2018, President Donald Tr d an executive order DoD to reinstate U.S. Space Command as a unified
combatant command for forcs inspace. Inthe FY 2020 NDAA, Congress then established an independent U.5.

Space Force to man, train, and equip personnet for U.S, Space Command, Articulating the connection between these two entities, then
comsmander of U,5. Space Command Air Force Gen. John “Jay” Raymond noted, “1.5. Space Command will only be as strong asthe
capabiities it is provided by the United States Space Force.”}13

Uttimately, it took congressional intervention to establish independent uniformed services for air and space. Congressionat
er i iff ent i tureof

U.S. cyberforces.

Figure 9: The Space Force ¥s. Space Command

AppendixC: TheHistory of U.S.Information Operationsandthe
Creationof CYBERCOM

T of“cyber® fltary lexicondid notappear unti themilita
aperations, psychological operations, and computer network aperations (both offensive and defensive), 11 tnformation and
psychological operations have been around for centuries, long predating wired and wireless communications. The notion that computer
networ; de multiply the effects of the , however, E fate 1980s and 1990s. As DoD became

i) it the Joint Task Force-Computer Network Defense. After
the Guif War, during which the U.S. military exploited technological advantages to ensure fast, efficient battefield victories, 115 the
task force evolved inta the Joint Task Force-Computer Network Operations (ITF-CNQ). 16
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The U.S. milltary began developing cyber doctrine in earnest in 2003 following the discovery of "Moonlight Maze,” & multi-year Russian
cyber espionage operation against U.S. systems. This campaign, whict us. agencie
marked the “first large-scale & attack by a weli-funded and well-organized state actor.”? 17 The next year, the Joint Chiefs
af Staff. spac ght Mepop irstNational Militar y
2006.%19

Twoyears prior tothat strategy’srelease, DoD reorganized JTF-CNO underU.S. Strategic Command. The Joint Task Force-Globat

Nety i JTE-GNO ndtheJointFunctionalCx d-Network Warfare (JFCC-NW)
i However, afteraddit ber ; ies, Do combi
YBERCOM b a .5, Strategic in2010, ledbyac
tor ofNSA. CYBERCO! jrectfing], i Jcyberspac
and e national i i internati "aswell as
defending Dob information systems and the nation from significant cyberaﬁacks.‘zo
CYBERCOM inherited the missions of defending Dol i jon systems, supporting joint force in and
advancing national Interests in and through cyberspace, The services became ible for and forcs
They also developed thelr own for fon and cyber in support of in their

respective warfightingdomains.

n 2018, the president ordered the elevation of CYBERCOM to a unified combatant command, Compared to a sub-unified command,
each unified combatant command has additional support mechanisms, 3 direct fine of communication o the secretary of defense
through a four-star general, greater authority to request budgetary resources, and a distinct geographical or functional
responsibility. 121 CYBERCOM afso has dedicated combatant command staff, mirroring the organizational structure of the Joint Staff
at thePentagon.

Inparaliel, CYBERCOMg it itiesto canduct miiter i ofarmedconfic
DoD- InFY2012,the NDAAafﬁrmedthatDoDcan conductoffensive
vherspace"subjecttothe i heDep followsfor kineti armed
conflict and the War Powers Resolution,

The FY 2019 NDAAstated inecyber i hed short of hostilities, Tt Do th By
* B odi defeat, anddeter”in nactive,

“attacks against orpeopleof thel
influence American i i "Thela 11;::;“ 2 YBERCOM to disrupt

attacks in cyberspace, redefining cyber as a “traditional military activity.

These new authorities largely afigned with the Trump administration's National Security Presidential Memorandum-13, which officials
124

saystreamiinedtheprocessfor i hero] T with CYBERCOM's
ofitsfirst command vision, "Achieve and Maintain O ity," as well as DD the 2018 DoD Cyber
Strategy.

Finally, in the FY 2022 NDAA, Congress granted CYBERCOM Enhanced Budgetary Control (EBC). These authorities will take full effect
126

in 2024, allowing CYBERCOM to directly control quipping ber Missi
E h 2023, the obj harmonize CYBERCOM
providi nmandwith control over funding for major the servic i irecting. In
anticipation of these responsibilities, CYBERCOM has stood up a joint cyber weapons program management office, 127
In 2022, th retary of the CNMF (within CYBERCOM) to a suby d i itwith
i it i fter: decade, CYBERCOM now hasthe Tradmona( Military Activities authority
toconductovert ineacti TorUS. an ict. 28 cvBERCO

responsibility for managing its personnel.
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QUESTIONS SUBMITTED BY MRS. MCCLAIN

Mrs. McCLAIN. One of the trends we are seeing in terms of
cyber-attacks is that adversaries have figured out how to phish
many of the legacy tools that we have used in authentication. Not
just passwords, but also some of the tools that we have used in
multi-factor authentication (MFA), such as one-time passwords and
push notifications. Civilian agencies seem to be making good
progress on this front, thanks in large part to a 2022 OMB memo
(M—22-09) that required agencies to use only “phishing-resistant
authentication” that can block phishing attacks; CISA and NIST
have also been highlighting the importance of phishing-resistant
authentication, such as products that use the FIDO standards, to
civilian agencies in their guidance.

As OMB noted, users can be fooled into providing a one-time
code or responding to a security prompt that grants the attacker
account access, and these attacks can be fully automated and oper-
ate cheaply at significant scale. But there is no similar policy in
DOD to ensure that, in places where the Common Access Card
(CAC) and its PKI authentication can’t be used, the authentication
tools that are being used can block phishing attacks.

Can you explain why DOD seems to be behind civilian agencies
on this critical cybersecurity control (ensuring that phishable au-
thentication can no longer be used)?

What are your plans to close this security hole across the De-
fense Department? Will the DOD create a strategy or policy to en-
sure that whenever the CAC can’t be used, any alternative authen-
ticator can block phishing attacks?

Ms. MANNING. The cyber threat landscape is evolving at a pace
that requires a coordinated, agile, and defensive response. I ap-
plaud the efforts of CISA and NIST to prioritize phishing-resistant
multi-factor authentication (MFA) within civilian agencies.
Phishing-resistant MFA and Zero Trust security architectures are
critical requirements for all federal agencies, per Executive Order
14028 on improving the Nation’s cybersecurity. The DoD Chief In-
formation Officer (CIO) has prioritized implementing Zero Trust
through continuous multi-factor authentication, micro-segmenta-
tion, advanced encryption, endpoint security, analytics, and robust
auditing among other capabilities to fortify data, applications, as-
sets, and services to deliver cyber resiliency. It is DoD policy that
organizations use the Common Access Card (CAC) as the authen-
ticator of choice wherever possible, including cloud environments.
In scenarios where a CAC cannot be used or the user does not have
a CAC, DoD has a list of approved phishing-resistant authentica-
tors for which the user’s identity is tied to a hardware device. The
DoD CIO is currently working with the components to develop a
DoD MFA strategy that will guide the use and approval of anti-
phishing MFAs when use of the CAC is not possible.
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Mrs. McCLAIN. Last May, the DOD CIO put out a policy (DOD
Instruction 8520.03, “Identity Authentication for Information Sys-
tems” that created a formal approval process for multi-factor au-
thentication (MFA) technologies to be used as an alternative to the
Common Access Card (CAC) and its PKI-based authentication,
with a focus on ensuring that strong MFA is being used in applica-
tions which cannot easily integrate with the CAC or where the use
of PKI is not practical. For example, the CAC is not optimized for
use in some mobile devices. In addition, a CAC is not issued to
every individual that requires access to DOD resources.

Can you share how many MFA solutions have been approved
under this new policy? And have any of these approvals been for
phishing-resistant authentication solutions that can block the in-
creased volume of phishing attacks that have been targeting legacy
MFA technologies such as one-time passwords and push notifica-
tions? What can be done to accelerate this process?

Ms. MANNING. Four alternatives to the DoD Common Access
Card (CAC) have been approved under DoD Instruction 8520.03,
“Identity Authentication for Information Systems,” two of which
are phishing-resistant. The other two multi-factor authentication
(MFA) technologies were approved prior to the release of the up-
dated DoD Instruction. Another five alternatives are being evalu-
ated. Of the ones currently being evaluated, all are intended to be
phishing-resistant. DoD is developing an MFA strategy that will in-
form an update to DoDI 8520.03 and guide the selection and use
of alternative MFAs.

Mrs. McCLAIN. One of the trends we are seeing in terms of
cyber-attacks is that adversaries have figured out how to phish
many of the legacy tools that we have used in authentication. Not
just passwords, but also some of the tools that we have used in
multi-factor authentication (MFA), such as one-time passwords and
push notifications. Civilian agencies seem to be making good
progress on this front, thanks in large part to a 2022 OMB memo
(M-22-09) that required agencies to use only “phishing-resistant
authentication” that can block phishing attacks; CISA and NIST
have also been highlighting the importance of phishing-resistant
authentication, such as products that use the FIDO standards, to
civilian agencies in their guidance.

As OMB noted, users can be fooled into providing a one-time
code or responding to a security prompt that grants the attacker
account access, and these attacks can be fully automated and oper-
ate cheaply at significant scale. But there is no similar policy in
DOD to ensure that, in places where the Common Access Card
(CAC) and its PKI authentication can’t be used, the authentication
tools that are being used can block phishing attacks.

Can you explain why DOD seems to be behind civilian agencies
on this critical cybersecurity control (ensuring that phishable au-
thentication can no longer be used)?

What are your plans to close this security hole across the De-
fense Department? Will the DOD create a strategy or policy to en-
sure that whenever the CAC can’t be used, any alternative authen-
ticator can block phishing attacks?

General HAUGH. The DOD CIO, as the author of the DoD In-
struction 8520.03, “Identity Authentication for Information Sys-
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tems,” published on May 19, 2023 and DoD Instruction 8520.02,
“Public Key Infrastructure (PKI) and Public Key (PK) Enabling,”
published on May 24, 2011, is best postured to provide a formal re-
sponse regarding the perception of an authentication security hole
and any efforts to address them with strategy or policy. As the pol-
icy owner, DOD CIO “Approves [multi-factor technology]l MFA tech-
nologies for use by DOD information systems . . . ” while also ad-
dressing applicable security controls. JFHQ-DODIN, on behalf of
USCYBERCOM, manages cyberspace risk to DoD missions by exe-
cuting command and control across all DoD components and rein-
forcing or augmenting DoD policy whenever practical through the
release of operational orders. In this role, JFHQ-DODIN is respon-
sible for synchronizing and coordinating actions in and through
cyberspace so that the Department remains postured against sus-
tained threats posing risk to the nation’s strategic interests. Oper-
ational orders may be proactive or preventative in nature, may be
focused on availability and resiliency of the DODIN, or may be re-
sponsive to suspicious or malicious events. All orders, regardless of
focus, are tracked to completion and subsequently monitored for
compliance.

Mrs. McCLAIN. Last May, the DOD CIO put out a policy (DOD
Instruction 8520.03, “Identity Authentication for Information Sys-
tems” that created a formal approval process for multi-factor au-
thentication (MFA) technologies to be used as an alternative to the
Common Access Card (CAC) and its PKI-based authentication,
with a focus on ensuring that strong MFA is being used in applica-
tions which cannot easily integrate with the CAC or where the use
of PKI is not practical. For example, the CAC is not optimized for
use in some mobile devices. In addition, a CAC is not issued to
every individual that requires access to DOD resources.

Can you share how many MFA solutions have been approved
under this new policy? And have any of these approvals been for
phishing-resistant authentication solutions that can block the in-
creased volume of phishing attacks that have been targeting legacy
MFA technologies such as one-time passwords and push notifica-
tions? What can be done to accelerate this process?

General HAUGH. The DOD CIO, as the author of the DoD In-
struction 8520.03, “Identity Authentication for Information Sys-
tems,” published on May 19, 2023 and DoD Instruction 8520.02,
“Public Key Infrastructure (PKI) and Public Key (PK) Enabling,”
published on May 24, 2011, is best postured to provide a formal re-
sponse. As the policy owner, DOD CIO “Approves [multi-factor
technology] MFA technologies for use by DOD information systems
. . . ” and is therefore the appropriate source of MFA solution ap-
provals and other process-related questions.

QUESTIONS SUBMITTED BY MR. LALOTA

Mr. LALOTA. How is DoD tracking cyber workforce training, cre-
dentials, and job placements?

Ms. MANNING. The Department has a robust overarching govern-
ance architecture for managing the training, credentialing, and as-
signment of its 230,000-person cyber workforce. This architecture
is defined in DoDD 8140.01 “Cyberspace Workforce Management,”
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which established the Cyberspace Workforce Management Board
(CWMB) as the governing body tri-chaired by the Under Secretary
of Defense for Personnel and Readiness (USD(P&R)), the DoD
Chief Information Officer (CIO), and the Principal Cyber Advisor
(PCA). The DoDD 8140.01 specifies the DoD Cyber Workforce
Framework (DCWF), comprising 72 cyber-related work roles, as the
basis for cyber workforce identification (e.g., assigning work roles
to military and civilian positions) and qualification requirements
(e.g., education, training, certifications, job-specific credentials) tai-
lored to each work role’s basic, intermediate, and advanced pro-
ficiency levels.

Work role categorization allows the CWMB to make more tar-
geted decisions with respect to hiring, retention, and incentives
based on the criticality of various roles. The Services and DoD
agencies maintain their own qualification tracking systems with
unique data constructs. For example, USCYBERCOM tracks train-
ing and credentials of the Cyber Mission Force in its Joint Cyber
Command and Control-Readiness system (JCC2R). The DoD CIO
launched a data maturity initiative in FY 2024 to generate a holis-
tic assessment of cyber workforce readiness garnering qualification
metrics across DoD. During the first phase of this effort, the DoD
CIO conducted an environmental scan of DoD workforce tracking
systems which identified authoritative sources to harness qualifica-
tion data. The second phase underway involves creating data struc-
ture and standardization to enable integration of qualification data
from DoD’s disparate systems. The DoD CIO currently employs
Advana, DoD’s data analytics platform, for tracking cyber work-
force work role identification through dashboards and other data
visualization and plans to leverage automated tracking and report-
ing of cyber qualifications utilizing Advana in FY 2026.

Mr. LALOTA. What steps are CYBERCOM and the DOD taking
to cultivate and support the development of cyber talent within the
defense industry?

General HAUGH. USCYBERCOM continues to pursue additional
authorities to maximize our ability to recruit and retain high de-
mand, low-density cyber talent across the global cyber enterprise to
better enable us to fight and WIN the war for talent. J1 is collabo-
rating with DoD CIO, the Principal Cyber Advisor, and OSD Policy
to execute NDAA 1531 to incentivize our service members with up
to $2500 bonus for their novel action, invention, or achievement
that enables operational outcomes in cyberspace against threats to
National Security. Additionally, we are advocating for Target Local
Market Supplement (TLMS) pay for our critical work roles with
high turnover rates to increase pay up to ~28%.

Lastly, we are partnering with Army to execute the 10 U.S.C.
4092 authorities to hire imminent experts in data science, com-
puter science, and computer network exploitation and pay them
above the GG pay scale ($181K—246K annually, with the ability
to incentivize up to 25% of base pay). This could result in an an-
nual pay in upwards of $307K. USCYBERCOM continues to maxi-
mize the use of our Cyber Excepted Service authorities while pur-
suing the additional authorities outlined above, which refine the
Command’s ability to engage talent through partnerships and inno-
vation and allow further competition with industry salaries. Mov-
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ing forward, we recognize the Campaign for Talent goes beyond fi-
nancial incentives and requires a holistic approach to recruit AND
retain world-class talent we need to support the cyber enterprise.
USCYBERCOM stood up a Civilian Workforce Council, charged
with identifying development and mentorship opportunities for the
military and civilian workforce to set us apart from the competition
and intentionally grow talent to fill key positions within the broad-
er cyber enterprise. We are expanding our internship opportunities
and collaborating with our Academic Engagement Network (AEN)
of 127 schools, to inspire the next generation of cyber talent.

Through the AEN, the Command has direct access to the stu-
dents and faculty at these schools, establishing a pathway for stu-
dents to seek employment at USCYBERCOM or other government
agencies in the cyber field. Finally, our Command Code is, “We
WIN With People.” Our new cyber recruiting cell enables global re-
cruiting in support of the cyber mission and affords us the oppor-
tunity to rapidly identify and recruit the talent we need to enable
our mission in defense of the Nation. Speed and agility is the key
to our success.

Mr. LALOTA. Are there particular programs or partnerships in
place to ensure that even small and medium-sized defense sup-
pliers, like the strong core of defense industrial suppliers on Long
Island, have access to skilled cybersecurity professionals to meet
the strategy’s compliance requirements and enhance their cyber
posture against the backdrop of evolving cyber threats?

General HAUGH. NSA’s Directorate of Cybersecurity operates the
Cybersecurity Collaboration Center (CCC). The CCC operates a De-
fense Industrial Base (DIB) Defense program that supports en-
hanced security of the DIB by providing intel-driven cybersecurity
solutions to DoD contractors (to include small and medium sized
defense suppliers). DIB Defense (NSA C53) provides cybersecurity
services that address the top ways nation-state actors target the
DIB, and are infused with NSA’s unique insights and analytics.
These services include Protective Domain Name System (PDNS),
Attack Surface Management (ASM), and Threat Intelligence Col-
laboration (TIC).

In addition to these core services, DIB Defense also runs multiple
pilot services with DIB partners to include Cloud Security, Threat
Hunting, Phishing Protection, and Autonomous Penetration Test-
ing. UNDERADVISEMENT (UNAD) is a Cyber National Mission
Force (CNMF)-designated information-sharing activity designed for
partnerships with private sector entities. This information sharing
is overt, voluntary, and reciprocal, with acknowledgement of the
identities of the participants and the organizations to which they
belong. This allows for appropriate information sharing regarding
cybersecurity and cyber threats related to assigned missions be-
tween CNMF and the private sector. UNAD complements other
USG information sharing programs, complies with existing U.S.
law and policy, and allows for engagement with the private sector
on terms with which the private sector is accustomed.

CNMF information sharing under UNAD facilitates CNMF oper-
ations and timely partner defensive actions. Currently, UNAD is
an unfunded activity but will be designated as the USCYBERCOM
Executive Agent responsible for managing cyber threat information
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sharing between USCYBERCOM Components and the private sec-
tor to meet the intent of FY19 NDAA §1642(b) and FY22 NDAA
§ 1508. Outside of USCYBERCOM, the Cybersecurity and Infra-
structure Security Agency (CISA) ensures members of the Defense
Industrial Base (DIB) have access to skilled cybersecurity profes-
sionals to enhance their cyber posture against the backdrop of
evolving cyber threats. Specifically targeted to supporting the DIB,
CISA manages the DoD’s Defense Industrial Base Cyber Program
specifically seeking to enhance and supplement DIB participant’s
capabilities to safeguard DoD information that resides on or is
transmitted on unclassified information systems. This program is
free of cost to DIB participants and open to all cleared defense con-
tractors. For more information, potential DIB participants should
reach out to CISA at OSD.DIBCISA@mail.mil or visit their website
at https:/DIBNet.dod.mil.

QUESTIONS SUBMITTED BY MR. WITTMAN

Mr. WITTMAN. The threat of Chinese cyber capabilities continues
to be a persistent and penetrating issue for the Congress and U.S.
Government in general. One of the vulnerabilities that Congress
continues to address is TikTok. The Congress took action and
banned TikTok on all government devices and devices that access
government information. Given the young age of many service
members, it is not presumptuous to assume that many of them
have TikTok accounts and have downloaded the application on
their personal devices. To protect the data of U.S. service members,
personally identifiable information, and controlled and classified in-
formation, is the Department of Defense currently compliance with
US Code S.1143—No TikTok on Government Devices Act? What is
the Department doing to ensure that the TikTok ban is enforced,
particularly on Government issues cell phones or any bring your
own device solutions. Finally, how does the Department intend to
enforce this Code with the contractors required and identified
under CMMC guidance?

Ms. MANNING. TikTok remains a national security concern due
to the sheer volume of user data it collects and potential for expo-
sure and access of U.S. user data by PRC-based ByteDance. It is
crucial for our Nation to tackle this issue, especially as similar ap-
plications will arise, requiring policies that strike a balance be-
tween information access and protection against adversarial sur-
veillance and malign influence. On March 3, 2023, the DoD Chief
Information Officer (CIO) released the “Removal and Ban of the In-
stallation of TikTok” and provided implementation guidance on
May 4, 2023. Both memoranda enforce the TikTok ban on all gov-
ernment devices. DoD policy required removal of the TikTok appli-
cation from all government devices. Furthermore, the “DoD Mobile
Device Policy” and “Use of Non-Government Owned Mobile De-
vices” policy requires government and contractor issued devices to
be enrolled in an Enterprise Mobility Manager (EMM) for manage-
ment of DoD information and applications. Once enrolled, managed
devices can only install mobile applications that have been ap-
proved by the EMM and are available through the managed appli-
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cation store. This requirement ensures the TikTok ban is enforced
on all government devices.

Moreover, the Cybersecurity Maturity Model Certification
(CMMC) Program will require that DoD contractors manifest com-
pliance with the cybersecurity safeguards in already required
standards as a condition of receiving awards and continued busi-
ness. The purpose of the CMMC Program is to validate that exist-
ing security requirements in NIST Special Publication (SP) 800-—
171, “Protecting Controlled Unclassified Information in Nonfederal
Systems and Organizations” and select security requirements from
NIST SP 800-172, “Enhanced Security Requirements for Protecting
Controlled Unclassified Information” are properly implemented in
accordance with contractual requirements. The CMMC Program
does not directly prohibit the use of TikTok on contractor devices.
However, several of the NIST control requirements assessed via
the CMMC Program ensure that contractors implement system
policies that prevent personnel or automated processes from in-
stalling software such as TikTok, create and retain system auditing
logs and records needed to monitor unauthorized activities, and en-
sure that such auditing logs are traceable to individual users to
hold them accountable.

Mr. WIiTTMAN. The Cybersecurity and Infrastructure Security
Agency (CISA) published in March the “Review of the Summer
2023 Microsoft Exchange Online Intrusion” that assessed the secu-
rity failures of Microsoft which led to successful cyberattacks from
Chinese and Russian hackers (ex: Fancy Bear and Midnight Bliz-
zard). Additional cyber-attacks against Microsoft have been re-
ported since the major incidents of 2023, leading CISA to issue an
Emergency Directive 24-02. With regard to the Department’s use
of Microsoft software, have you implemented any policies to miti-
gate exposure, through Microsoft capabilities, of the Department to
TikTok or ByteDance applications? Furthermore, in the Midnight
Blizzard attack, source code repositories and internal systems were
compromised. Was the compromised code the sane code of plat-
forms upon which the Department relies? Does the Department
rely on a single vendor for the majority of its Unclassified and
Classified communications? And does DOD practice vendor diver-
sity and “Defense in Depth” for these types of systems and soft-
ware? Finally, it is my understanding the Army, and potentially
other services and agencies, employ the full suite of Microsoft 365
services. Since the entire suite is closely integrated, to what extent
has DOD been able to meet the CISA Emergency Directive to take
immediate, remediating action for tokens, passwords, API keys, or
other authentication credentials known or suspected to be com-
promised?

Ms. MANNING. The Department of Defense (DoD) utilizes mul-
tiple cybersecurity tools including Microsoft tools to mitigate expo-
sure from applications such as TikTok. DoD applies network con-
tent filtering to all DoD networks to block access to the TikTok
website. In addition, the DoD Chief Information Officer (CIO)
memorandum on the “Use of Unclassified Mobile Applications in
Department of Defense” dated October 6, 2023, outlines mitigations
for mobile devices by segmenting DoD information from
unmanaged and non-DoD applications such as TikTok or
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ByteDance applications. While DoD employs Microsoft Windows
and Office Suite for basic computing and communications, it also
employs a wide variety of non-Microsoft technologies in support of
its various missions. The DoD emphasizes vendor diversity per the
requirements for competition set out in the Federal Acquisition
Regulation (FAR). The Department is aware of the Midnight Bliz-
zard compromise, which resulted in the exfiltration of email cor-
respondence through a compromise of Microsoft corporate email ac-
counts. These emails contain authentication details, which Mid-
night Blizzard is seeking to use to gain access to Microsoft systems.
USCYBERCOM tasked all DoD components to investigate and
mitigate the compromise. The tasking covers the Cybersecurity and
Infrastructure Security Agency (CISA)s Emergency Directive ac-
tions.

Mr. WITTMAN. The threat of Chinese cyber capabilities continues
to be a persistent and penetrating issue for the Congress and U.S.
Government in general. One of the vulnerabilities that Congress
continues to address is TikTok. The Congress took action and
banned TikTok on all government devices and devices that access
government information. Given the young age of many service
members, it is not presumptuous to assume that many of them
have TikTok accounts and have downloaded the application on
their personal devices. To protect the data of U.S. service members,
personally identifiable information, and controlled and classified in-
formation, is the Department of Defense currently compliance with
US Code S.1143—No TikTok on Government Devices Act? What is
the Department doing to ensure that the TikTok ban is enforced,
particularly on Government issues cell phones or any bring your
own device solutions. Finally, how does the Department intend to
enforce this Code with the contractors required and identified
under CMMC guidance?

General HAUGH. Regarding the ban of TikTok on government de-
vices, JFHQ-DODIN directed removal of TikTok “from all Govern-
ment Furnished Equipment (GFE) and prohibit users from
downloading or accessing the application in January 2023.” As a
result, the Department is compliant and no government desktop or
mobile device may access the TikTok application, as directed by
U.S. Code S. 1143. JFHQ-DODIN leverages Security Information
& Event Management (SIEM) tools to correlate and continually
monitor the effectiveness of the ban across DoD issued devices. For
off-DODIN contractors applying CMMC guidance, DOD CIO is best
postured to provide a formal response, as they maintain the De-
partment’s CMMC website and are involved in the ongoing rule-
making process that is part of the CMMC 2.0 phase-in period.

Mr. WIiTTMAN. The Cybersecurity and Infrastructure Security
Agency (CISA) published in March the “Review of the Summer
2023 Microsoft Exchange Online Intrusion” that assessed the secu-
rity failures of Microsoft which led to successful cyberattacks from
Chinese and Russian hackers (ex: Fancy Bear and Midnight Bliz-
zard). Additional cyber-attacks against Microsoft have been re-
ported since the major incidents of 2023, leading CISA to issue an
Emergency Directive 24-02. With regard to the Department’s use
of Microsoft software, have you implemented any policies to miti-
gate exposure, through Microsoft capabilities, of the Department to
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TikTok or ByteDance applications? Furthermore, in the Midnight
Blizzard attack, source code repositories and internal systems were
compromised. Was the compromised code the sane code of plat-
forms upon which the Department relies? Does the Department
rely on a single vendor for the majority of its Unclassified and
Classified communications? And does DOD practice vendor diver-
sity and “Defense in Depth” for these types of systems and soft-
ware? Finally, it is my understanding the Army, and potentially
other services and agencies, employ the full suite of Microsoft 365
services. Since the entire suite is closely integrated, to what extent
has DOD been able to meet the CISA Emergency Directive to take
immediate, remediating action for tokens, passwords, API keys, or
other authentication credentials known or suspected to be com-
promised?

General HAUuGH. While the Department of Defense (DoD) does
not fall within the purview of the Cybersecurity and Infrastructure
Security Agency’s (CISA) authorities, we remain in close coordina-
tion with CISA as it issues guidance to all federal Agencies under
its authority. In concert with the DoD CIO and the National Man-
ager for National Security Systems (NM-NSS), JFHQ-DODIN
issues specific guidance and direction to the DoD for significant
events such as the Midnight Blizzard compromise of Microsoft.
Based on the information provided by Microsoft, there was no com-
promise of source code that would elevate risk to the department.
In response to the events, JFHQ-DODIN released a Cyber Tasking
Order directing hunt, clearing, and remediation actions based on
potentially exposed DoD credentials immediately following the noti-
fication of the Microsoft Corporate network compromise. JFHQ-
DODIN has released several orders over the last six months in co-
ordination with DoD CIO to enhance data security measures, visi-
bility, and detection across the M365 environment. As a result, the
orders align the Department with the directed Zero Trust Frame-
work. Additionally, the DODIN security concept is built around a
Defense in Depth posture which uses various vendors overlaying
several tiers of security tools/capabilities.
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