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ILLICIT IT: BANKROLLING KIM JONG UN
Thursday, July 27, 2023

HOUSE OF REPRESENTATIVES,

SUBCOMMITTEE ON THE INDO-PACIFIC,

COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:22 p.m., in room
2200, Rayburn House Office Building, Hon. Young Kim (chair of
the subcommittee) presiding.

Mrs. Kim OF CALIFORNIA. The Subcommittee on the Indo-Pacific
of the Foreign Affairs Committee will come to order.

The purpose of this hearing is to examine how North Korea is
using illicit cybertactics to undermine international sanctions and
fund its nuclear weapons program. I now recognize myself for an
opening statement.

First of all, thank you so much for your patience. We had delays
after delays in today’s committee hearings we were involved in,
and, as well as the vote series.

So, we are here, thank you, Ranking Member, for being here.
Today marks the 70th anniversary of the signing of the Korean
War armistice, which ended hostilities on the Korean peninsula.

In solemn recognition of this anniversary, I am holding this hear-
ing entitled Illicit IT: Bankrolling Kim Jong Un to highlight the
atrocities of the Kim regime and to shed a light on how the regime
is able to circumvent international sanctions to fund its human
rights abuses and its nuclear program.

As a Korean-American with family members who fled North
Korea during the Korean War, this is an issue that is deeply per-
sonal to me. Having grown up in South Korea in the aftermath of
the Korean War, it is an honor for me to hold this hearing as
Chairwoman of the Indo-Pacific Subcommittee.

I salute this to South Koreans who bravely fought for their free-
dom and to American troops who answered the call to defend a
country they never knew and a people they never met.

Since the collapse of the 2018 peace talks in Hanoi, North Korea
has significantly ramped up its nuclear aggression. It is launching
intercontinental ballistic missiles more frequently. And, with each
launch is improving its arsenal.

Given that North Korea is one of the most heavily sanctioned
countries in the world, this begs a careful examination from Con-
gress as to how North Korea is able to generate enough revenue
to continue expanding its arsenal.

North Korea engages in a long list of illicit activities, including
human trafficking, slave labor, drug trafficking, arms proliferation,
and cybercrime to generate revenue and sabotage the free world.
Today’s hearing focuses on the latter.
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The North Korean Cyber Army works side by side with the Ko-
rean People’s Army, supporting its espionage and sabotage mis-
sions. In March 2023, North Korean hackers launched a large scale
cyberattack against the software firm 3CX, which affected thou-
sands of businesses, including in the healthcare industry that
stores sensitive information about their customers and patients.

North Korea also uses cyberattacks to generate revenue for its
nuclear program. We reasonably believe that North Korea was be-
hind the 2017 WannaCry ransomware attack which affected
300,000 users in at least 150 countries.

In 2016, North Korean hackers attempted a billion-dollar digital
heist on Bangladesh, Bangladesh’s National Bank and managed to
skirt off with $81 million. North Korea is also notorious for hacking
cryptocurrency portfolios and laundering money through
cryptocurrency platforms.

It is important to note that these hackers are not sitting together
somewhere in a dimly lit room somewhere in Pyongyang, because
they're all over the world and mostly operating outside of North
Korea, namely China.

Despite these previous cyberattacks even affecting Chinese indi-
viduals and organizations, the People’s Republic of China refuses
to do anything about it.

This is because the PRC actively helps to facilitate North Korea’s
cybercrime by providing it with the digital infrastructure it needs
to carry out these attacks. And, it does so because it does not want
to see the Kim regime fail.

If you want to see the Kim regime fail in its illegal ventures,
then we must ensure that we enhance our sanctions and law en-
forcement activities targeting North Korea’s cybercrime.

We must also remember that while hostilities on the Korean pe-
ninsula ended 70 years ago, North Korea is a still hostile actor.
Kim Jung Un murders and terrorizes his own people to ensure that
he can remain in power. And, he has no real interest in peace with
the free world.

We must be vigilant in ensuring there are no loopholes in our
sanctions policies that he can exploit to denying his own people’s
basic human rights. And, we must work with our allies and part-
ners in the Indo-Pacific to ensure that we send Kim Jung Un a
strong and united message that his behavior will not be tolerated.

I also call on the Administration to ensure that human rights in
North Korea remains at the forefront of our Indo-Pacific policy. I
introduced North Korea Human Rights Reauthorization Act, which
authorizes activities to get outside information into North Korea
and calls for the confirmation of a Special Envoy on North Korea
and calls for the reunification of divided families.

I believe this legislation will ensure that we do not let human
rights in North Korea become a peripheral issue. And, I will push
to get this legislation signed into law during this Congress.

With that, the Chair now recognizes the Ranking Member, the
gentleman from California, Mr. Bera for his opening statement.

Mr. BERA. Thank you, Madam Chairwoman for holding this crit-
ical hearing. And, thank you to the witnesses for sharing your ex-
pertise with the Subcommittee.
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As the Chairwoman pointed out, today marks the 70th anniver-
sary of the Korean Armistice Agreement. And, this gives us an op-
portunity to pay honor and the tremendous debt that we owe to
those who sacrificed in the conflict, including the thousands of
American, Korean, and U.N. troops who lost their lives.

In addition though, it also allows us to pay homage to the part-
nership and friendship and alliance that was borne out of that
shared sacrifice and the strength of the US-ROK alliance, friend-
ship, relationship that continues to grow every day.

As the Chairwoman pointed out, North Korean cyber activity
represents a critical threat to the U.S., its allies, and international
institutions. Given the country’s resource constraints, the DPRK
conducts asymmetric warfare through its cyber program.

In recent years, North Korean cyber actors have targeted govern-
ments, banks, hospital systems, and private businesses, robbing
those institutions of billions of dollars. Sources estimate that the
financial gain to North Korea from their cyber-criminal activities
has increased from about $1 billion in 2017 to $2 billion in 2020.

These attacks have continued since the DPRK sealed its borders
during the COVID-19 pandemic, with the U.S. Treasury esti-
mating that North Korea stole at least $1.7 billion just in
cryptocurrencies in 2022. This activity is used to evade sanctions
and directly support Kim Jung Un’s regime, including North Ko-
rean ballistic missile and nuclear activities.

As a doctor, we’ve also seen troubling evidence of North Korean
ransomware against our hospital and health systems. This under-
mines and threatens our ability to care for our patients and im-
pacts every Member of Congress in every district, because we all
have those hospitals.

Finally, like many authoritarian governments, North Korea uses
the cyber domain to extinguish threats to the regime. The 2014
Sony Picture hack was a watershed moment when North Korea
uses cyber tools to prevent the studio from showing a movie that
was critical of Kim Jung Un’s rule.

While we may have been amused that the Kim regime was
threatened by a Seth Rogen film, we should also understand the
DPRK is willing to use these instruments to intimidate opposition
outside its borders.

We need to be aware of how the cyber domain can be used to
shore up authoritarian regimes. In light of this, the Biden Adminis-
tration is making a strong effort to counter North Korea’s malign
cyber activities.

The Cybersecurity and Infrastructure Agency, CISA at the De-
partment of Homeland Security has made North Korean cyber ac-
tivity a priority, informing the public and private sector of DPRK
malicious actions.

President Biden has also strengthened our alliance with South
Korea as well as our trilateral partnership with South Korea and
Japan, making it easier to align our policies in response to the
DPRK’s provocative behavior.

In 2022, Presidents Biden and Yoon established the first U.S.-
ROK working group meeting on the DPRK cyber threat. During
South Korean President Yoon’s State visit in April, Presidents
Biden and Yoon committed to establish a U.S.-ROK strategic cyber-
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security cooperation framework to expand cooperation on deterring
and combating cyber activities.

With that, I applaud the foundation President Biden has laid.
And, it is now time for more to be done. And, I think we can work
in a bipartisan way as Members of Congress to continue to support
these activities.

And with that, I look forward to hearing from our witnesses and
I'll yield back.

Mr. ConNOLLY. Madam Chair?

Mrs. KiM OF CALIFORNIA. Yes?

Mr. CoNnNOLLY. I want to thank you for having the hearing. But,
just a point of personal privilege if I may, I want to welcome my
former constituent, I think you’re now former, and my former oppo-
nent, Suzanne Scholte, who has been steadfast in her advocacy for
human rights on the Korean peninsula and calling out the Korean
regime. But also, trying to promote reconciliation.

And, I really appreciate her presence here. And, I am doing this
now, because I am nervous, we are going to have votes and we’ll
scatter to the four winds, because the Congress is out for 6 weeks
once we have this vote.

So, welcome Suzanne. And thank you, Madam Chair.

Mrs. KiM OF CALIFORNIA. Thank you for mentioning that. We do
have votes that are about to be called for. So, we’re going to try
to rush through this as fast as possible.

But, we want to hear from our witnesses and have an oppor-
tunity for our members to ask questions as well. Other members
of the Committee are reminded that opening statements may be
submitted for the record. And, we are pleased to have a distin-
guished panel of witnesses before us today on this very important
topic.

First, Bruce Klinger is a Senior Research Fellow at the Asian
Study Center at the Heritage Foundation. Thank you for joining
us. Ms. Jean Lee is a journalist and former Pyongyang Bureau
Chief with the Associated Press. Thank you for joining us.

And, Ms. Suzanne Scholte, as said was a dear friend who were
partners in crime, I guess, on this very important issue, currently
serves as President of the Defense Forum Foundation. Thank you
for being with us.

Last, Ms. Jenny Jun, is a Research Fellow at the Center for Se-
curity and Emerging Technology. With that, I want to thank you
all for being here. Your full statements will be made part of the
record. And, I will ask each of you to keep your spoken remarks
to 5 minutes or under in order to allow time for member questions.

So, let me now recognize Mr. Klinger for your opening statement.

STATEMENT OF BRUCE KLINGER, SENIOR RESEARCH FELLOW
FOR NORTHEAST ASIA, THE HERITAGE FOUNDATION’S
ASTAN STUDIES CENTER

Mr. KLINGER. Chairwoman Kim, Ranking Member Bera, and dis-
tinguished members of the Committee, I thank you for the oppor-
tunity to appear before you. I will summarize my written testi-
mony.

North Korea’s cyberattack capabilities pose a multifaceted threat
to national security since the regime has successfully penetrated
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and inflicted damage on military, government, media, and infra-
structure computer networks.

North Korea’s sophisticated cybercrimes enable the regime to fi-
nance its prohibited nuclear and missile programs and evade inter-
national sanctions in ways that are more efficient, less risky, and
far more lucrative then its past illicit activities.

How successful have these cybercrimes been? By 2019, North Ko-
rean had cumulatively gained $2 billion from cybercrime.

Last year, in the world’s largest cryptocurrency heist ever, North
Korean hackers stole $620 million from a crypto-token based online
video game. And, as Representative Bera pointed out that North
Korean hackers, just last year, stole $1.7 billion worth or
cryptocurrency.

By comparison, North Korea’s legitimate international trade last
year was only $1.5 billion. And, the U.S. has estimated that in the
last 2 years alone, North Korea has largely funded its weapon of
mass destruction programs through cyberheists of cryptocurrencies
and hard currencies.

Another cash cow for North Korean cybercrimes has been its IT
workers operating overseas. The U.N. Security Council Resolution
2397 required all countries to repatriate all of their North Korean
workers within their borders by December 2019.

Despite that edict, thousands of highly skilled North Korean in-
formation technology workers currently operate in China, Russia,
and other countries. They use false identities and fraudulently gain
employment as freelance computer engineers with tech and virtual
currency companies around the world.

Some North Korean IT workers can earn more than $300,000 per
year, with 90 percent of their wages going back to the regime.
Overall, the program generates hundreds of millions of dollars an-
nually for the regime to fund its nuclear and missile programs.

In recent years, Washington and Seoul have both stepped up the
law enforcement efforts to combat North Korea’s cyberattack strat-
egies. And, the inauguration of South Korean President Yoon Suk
Yeol has been particularly noteworthy for South Korea upholding
the rule of law.

Under the Yoon Administration, South Korea issued its first ever
independent sanctions targeting North Korean cyber activities.
And, was the first country to sanction North Korean hacking group
Kimsuky.

Despite these recent efforts, more needs to be done. The U.S.
should augment its engagement with international partners. One
example would be utilizing the Quad senior cyber group to engage
with other Indo-Pacific nations, especially South Korea, to coordi-
nate enhanced cyber defenses.

Also, target the North Korean overseas IT workers. The U.S.
should pressure countries to eject or extradite North Korean work-
ers to reduce the substantial source of illicit funding for the re-
gime’s nuclear missile programs.

And, the U.S. should encourage or urge companies to conduct
more rigorous identification checks and stringent authentication
measures to prevent inadvertent hiring of North Korean IT work-
ers as independent contractors.
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Also, need to enhance enforcement against illicit cyber and
money laundering operations. Successive U.S. Administrations
have refrained from significant actions against Chinese entities,
providing technology, equipment, training, and safe haven to North
Korean hackers.

Washington should pressure China and other nations to dis-
mantle North Korean hacking networks on their soil. And, Wash-
ington has yet to impose fines on Chinese banks for laundering
North Korean illicit funds.

And, the U.S. should target banks, financial institutions, and
front companies that are used to launder money stolen by North
Korea. We also need to augment regulation of cryptocurrency ex-
changes.

The U.S. should review existing legislation and regulations to en-
sure cryptocurrency exchanges have sufficient security against
cyberattacks and to prevent money laundering.

We should support third-party civil suits against enablers of
cyberattacks. Congress should enact legislation that facilitates civil
suits against foreign States that have repeatedly sponsored or fa-
cilitated cyberattacks against U.S. critical infrastructure or any en-
tity that willfully or negligently facilitates a cyberattack against a
U.S. person or U.S. critical infrastructure.

We should also enhance cyber administrative enforcement au-
thority. Congress could grant an appropriate Federal agency, such
as the Cybersecurity and Infrastructure Security Agency, adminis-
trative forfeiture authority to seize and forfeit hackers’ infrastruc-
ture and other proceeds or facilitated property, which would reduce
demand on limited judicial and prosecutorial resources.

In conclusion, the U.S. in conjunction with foreign governments
and the private sector, needs to augment cyber defenses and re-
spond more forcefully to attacks. Failure to do so enables North
Korea to continue undermining the effectiveness of international
sanctions and leaves the U.S. and its partners exposed to a poten-
tially devastating cyberattack. Thank you.

[The prepared statement of Mr. Klinger follows:]
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Testimony Submitted to The Committee on Foreign Affairs,
Subcommittee on Indo-Pacific
United States House of Representatives
“Illicit IT: Bankrolling Kim Jong Un
July 27,2023
Bruce Klingner
Senior Research Fellow, Asian Studies Center

The Heritage Foundation

My name is Bruce Klingner. I am Senior Research Fellow in the Asian Studies Center at The
Heritage Foundation. The views I express in this testimony are my own and should not be
construed as representing any official position of The Heritage Foundation.

Chairwoman Kim, Ranking Member Bera, and distinguished Members of the House Foreign
Affairs Committee. I thank the Committee for the opportunity to submit testimony on the
dangers that North Korea’s cyber operations pose to the United States, its allies, and the
international financial system.

North Korea’s nuclear weapons and missile pose a direct military threat and means to coerce the
United States and its allies. Pyongyang has long threatened to use its nuclear weapons in
preemptive attacks and vowed never to abandon its “trusted shield and treasured sword.

Similarly, Pyongyang’s cyberattack capabilities pose a multi-faceted threat to national security
since the regime has successfully penetrated and inflicted damage on military, government,
media, and infrastructure computer networks. North Korea is in the top tier of global cyber
threats and could inflict devastating damage during a crisis by simultaneously targeting an array
of critical sectors.

Kim Jong Un declared that cyber warfare is a “magic weapon”! and an “all-purpose sword that
guarantees the North Korean People’s Armed Forces ruthless striking capability, along with
nuclear weapons and missiles.”?

! “N.Korea Boosting Cyber Warfare Capabilities,” 7he Chosun Ilbo, November 5, 2013,
http://english.chosun.com/site/data/html_dir/2013/11/05/2013110501790.html.

2 Kong Ji-young, Lim Jong-in, and Kim Kyoung-gon, “The All-Purpose Sword: North Korea’s Cyber Operations
and Strategies.” in proceedings, 11th International Conference on Cyber Conflict: Silent Battle, ed. Tomas Mindrik,
Siim Alatolu, Stefano Biondi, Massimiliano Signoretti, Ihsan Tolga, and Gabor Visky (Tallinn, Estonia: NATO CCD
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North Korea’s sophisticated cybercrimes have enabled the regime to evade international
sanctions and finance its prohibited nuclear and missile programs. Pyongyang has modified its
strategy as cyber defenses were improved, shifting from traditional financial institutions to
cryptocurrency providers then to decentralized finance (DeFi) platforms. Regime tactics continue
to evolve.

New tools for an old strategy

The North Korean regime has a long history of using criminal activities to acquire money.
Earlier criminal efforts included counterfeiting of currencies, pharmaceutical drugs, and
cigarettes; production and trafficking of illicit drugs, including opium and methamphetamines;
trafficking in endangered species products; and insurance fraud.

Cybercrimes enable the North Korean regime to gain currency and evade international sanctions
in ways that are more efficient, cost-effective, and lucrative than past illicit activities and more
recent smuggling and ship-to-ship transfers of oil. The regime’s cybercrimes are global in scope,
provide astronomical returns on investment, and are low-risk since they are difficult to detect and
attribute with little likelihood of international retribution.

In 2015, North Korea began cyber robberies to gain revenue for the beleaguered, heavily
sanctioned regime. Pyongyang began with attacks against traditional financial institutions such
as banks, fraudulent forced interbank transfers, and automated teller machine (ATM) thefts. The
most famous of these was when North Korean stole $81 million from the Central Bank of
Bangladesh’s New York Federal Reserve account. An attempt to steal an additional $851 million
was thwarted by an alert bank officer who noticed a typographical error.

After the international community took notice of these attacks and increased protections, the
regime shifted to targeting cryptocurrency exchanges, which proved to be far more lucrative. By
2020, according to one U.N. member state, North Korean “attacks against virtual currency
exchange houses [had] produced more illicit proceeds than attacks against financial
institutions.”® North Korea has now switched almost 100 percent of their operations to
cryptocurrency-related hacks.*

North Korea is unique amongst nations with cyber-attack capabilities because it devotes so much
of its efforts to generating illicit crypto revenue and evading sanctions. Other nations prioritize
their offensive operations on espionage, sabotage, and disinformation campaigns. Pyongyang
continues operations in all of those categories but, according to Harvard University Belfer

COE [Cooperative Cyber Defence Centre of Excellence] Publications, 2019), p. 143, https://ccdcoe.org/uploads
/2019/06/CyCon_2019_BOOK pdf.

3 United Nations Security Council, Report of the Panel of Experts Established Pursuant to Resolution 1874,
$/2020/840, August 28, 2020, p. 43, https://undocs.org/S/2020/840.

4 Shannon Vavra, “Cash-Starved North Korea Eyed in Brazen Bank Hack,” 7he Daily Beast, November 22, 20121,
https://www.thedailybeast.com/cash-starved-north-korea-eyed-in-brazen-bank-rakyat-indonesia-hack
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Center’s 2020 Cyber Power Index, North Korea was the only country observed pursuing wealth
generation via illegal cyber means.”’

North Korea’s cyber capabilities pose a grave threat

Despite North Korea’s reputation as a technically backwards nation, U.S. officials have long
warned of the regime’s cyberattack prowess, citing it as one of the top four cyber threats in the
world.®

In February 2023, the Director of National Intelligence assessed that North Korea’s cyber
program poses a “sophisticated and agile espionage, cybercrime, and attack threat [which is]
fully capable of achieving a range of strategic objectives against...a wide target set in the United
States.”” U.S. Cybersecurity and Digital Policy Ambassador Nathaniel Fick declared that North
Korea’s cyber activities pose a "grave threat” to international peace and security.®

North Korea has developed a comprehensive program to train thousands of cyberwarriors. While
most toil covertly, North Korean university students have demonstrated they are the best in the
world. North Korean contestants from Kim Chaek University of Technology and Kim Il Sung
University swept the top four prizes in a May 2023 computer program coding contest of 1700
contestants hosted by U.S. IT company HackerEarth. In 2020, North Korean students won the
CodeChef coding contests for six months running in a competition of 30,000 university students
from around the world.”

Scoping the North Korean cybercrimes threat

As with any criminal activity, it is difficult to assess how much North Korea has gained from its
cybercrime operations. Governments, financial institutions, and law enforcement agencies may
be unaware of some cybercrimes or unable to determine the perpetrator conclusively. Even with
a successful cybercrime, North Korean hackers may not have been able to convert all of the
cryptocurrency into hard cash, and some victimized financial institutions were able to recover
some or all of their lost currency.

In October 2022, Secretary of Homeland Security Alejandro Mayorkas said, “in the last two
years alone, North Korea has largely funded its weapons of mass destruction programs through

* Alex O’Neill, “Cybercriminal Statecraft: North Korean Hackers’ Ties to the Global Underground,” Harvard
Kennedy School Belfer Center, March 2022,
https://www.belfercenter.org/sites/default/files/files/publication/Cybercriminal %20Statecraft%20-
%20A1ex%200%27Neill.pdf.

¢ Chang Jae-soon, “U.S. Intelligence Chiefs Pick N. Korea as Major Cyber Threat,” Yonhap News Agency, January
6, 2017, https://en.yna.co kr/view/AEN20170106000200315.

7 Office of the Director of National Intelligence, Annual Threat Assessment of the U.S. Intelligence Community,”
February 6, 2023, https://www.dni.gov/filessODNI/documents/assessments/ATA-2023-Unclassified-Report.pdf.

® Shreyas Reddy, “Washington and Seoul seek ‘Preemptive Action Against North Korean Cyberattacks,”
NKNews.org, February 8. 2023, https://www.nknews.org/2023/02/washington-and-seoul-seck-preemptive-action-
against-north-korean-cyberattacks/.

9 “N.Korean Hackers Among Best in the World.” 7he Chosun Ilbo, July 10, 2023, hitps://www.msn.com/en-
xl/news/other/n-korean-hackers-among-best-in-the-world/ar-AA1dEtK C.
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cyber heists of cryptocurrencies and hard currencies.”!® In May 2023, Deputy National Security
Adviser for Cyber and Emerging Technology Anne Neuberger estimated that approximately half
of North Korea’s missile program has been funded by cyberattacks and cryptocurrency theft.!!

A U.S. Treasury Department official declared that Pyongyang’s use of cybercrimes to fund its
nuclear and missile programs is a “very significant national security concern.”'? Chainanalysis, a
blockchain analysis firm, estimated that North Korean hackers accounted for more than 50
percent of the total global losses arising from cryptocurrency hacks.!3

In 2019, the U.N. Panel of Experts estimated that North Korea had cumulatively gained $2
billion from cybercrime to fund its weapons of mass destruction programs.'* During 2020, 2021,
and 2022, North Korea is estimated to have stolen at least $316 million,"> $400 million,'® and
$1.7 billion'” worth of cryptocurrency, respectively.

Major North Korean crypto heists, include:

e 2018: In Japan, Coincheck declared that $532 million was stolen.'®
e 2018 North Korean groups hacked into an unidentified digital currency exchange and
stole nearly $250 million worth of digital currency.'

19 Esther Chung, “North's Ripped off $1B in 2 Years, Says Mayorkas,” Korea Joongang Daily, October 19, 2022,
https://koreajoongangdaily joins.com/2022/10/19/national/northKorea/north-korea-crypto-
nuclear/20221019175828916.html,

' Sean Lyngaas , “Half of North Korean Missile Program Funded by Cyberattacks and Crypto Theft, White House
Says, CNN, May 10, 2023, https://www.cnn.com/2023/05/10/politics/north-korean-missile-program-
cyberattacks/index. html#:~:text=About%20half%200f%20North%20Korea's, White%20House %2 0official %20said
%?20Tuesday.

12 Byun Duk-kun, “N. Korea Poses Grave Threat to Cyber Security, Cutting Off Illicit Funds to Weapons Program
Important: U.S. Official,” Yonhap News, July 20, 2023, https://en.yna.co.kr/view/AEN20230720000300325

13 hitps://www koreaherald.com/view.php?ud=20220817000755.

14 United Nations Security Council, Report of the Panel of Experts Established Pursuant to Resolution 1874,
$/2019/691, August 30, 2019, pp. 4 and 26, http://undocs.org/S/2019/691.

15 United Nations Security Council, “Letter Dated 2 March 2021 From the Panel of Experts Established

Pursuant to Resolution 1874.” March 4, 2021, https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-
4E9C-8CD3-CF6E4FF96FF9%7D/s_2021_211.pdf.

16 Chainanalysis, “North Korean Hackers Have Prolific Year as Their Unlaundered Cryptocurrency Holdings Reach
All-time High,” January 13, 2022, https://blog.chainalysis.com/reports/north-korean-hackers-have-prolific-ycar-as-
their-total-unlaundered-cryptocurrency -holdings-reach-all-time-high/.

17 Chainanalysis, “2022 Biggest Year Ever for Crypto Hacking with $3.8 Bilion Stolen, Primarily From DeFi
Protocols and by North Korea-Linked Attackers,” February 1, 2023, https://blog.chainalysis.com/reports/2022-
biggest-year-ever-for-crypto-hacking/.

'8 Marie Huillet, “Report: North Korea-Sponsored Hacks Comprise 65 Percent of Total Crypto Stolen.”
CoinTelegraph, October 19, 2018, https://cointelegraph.com/news/report-north-korea-sponsored-hacks-comprise-65-
percent-of-total-crypto-stolen

19°U.S. Department of State; U.S. Department of the Treasury: U.S. Department of Homeland Security; and U.S.
Department of Justice, Federal Bureau of Investigation, “DPRK Cyber Threat Advisory: Guidance on the North
Korean Cyber Threat,” April 15, 2020, p. 4.
https://home.treasury.gov/system/files/126/dprk_cyber_threat_advisory_20200415.pdf.
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e 2020: The Lazarus Group stole $275 million from the KuCoin currency exchange.
KuCoin’s CEO stated that the exchange recovered $204 million worth of the stolen
funds.?

e 2022: In the largest cryptocurrency heist ever, North Korean hackers stole $620 million
by penetrating the Ronin Network, an Ethereum-linked sidechain system for Axie
Infinity, a crypto token-based online video game. The game enables its 2.5 million
participants to accumulate cryptocurrency.?!

e 2022: London-based blockchain analytics firm Elliptic revealed that Lazarus Group had
stolen $100 million in cryptocurrency from Harmony’s Horizon Bridge blockchain bridge
service that allows users to transfer cryptocurrency across different blockchains.??

e 2023: North Korean hackers gained an estimated $100 million in cybercurrency from
Atomic Wallet, a cryptocurrency wallet provider.?

For context, North Korea’s total GDP in 2019 was $29 billion.?* In 2022, Pyongyang's total
legitimate international trade was $1.59 billion.?

North Korea’s other cyber cash cow — overseas IT workers

UN Security Council Resolution 2397 (adopted in December 2017) required all UN member
states to repatriate all North Korean workers within their borders by December 2019. Despite
this edict, thousands of highly skilled North Korean information technology workers currently
operate in China, Russia, Belarus, Singapore, the Philippines, and Malaysia.?® The North
Koreans use false foreign identities and fraudulently gain employment as freelance computer
engineers with technology and virtual currency companies located in North America, Europe,
and Asia.

20 Chainalysis, “Lazarus Group Pulled off 2020’s Biggest Exchange Hack and Appears to Be Exploring New Money
Laundering Options,” February 9, 2021, https://blog.chainalysis.com/reports/lazarus-group-kucoin-exchange-hack.
2! Choe Sang-Hun and David Yaffe-Bellany, “How North Korea Used Crypto to Hack Its Way Through the
Pandemic,” The New York Times, July 1, 2022, https://www.nytimes.com/2022/06/30/business/north-korea-crypto-
hack.html.

22 Ji Da-gyum, “N.Korean Hackers Steal $1b in Crypto From DeFi Protocols This Year: Report,” 7he Korea Herald,
August 17, 2022, https://www.koreaherald.com/view.php?ud=20220817000755.

2 Ekin Geng, “Atomic Wallet Faces $100m Lawsuit Following North Korean Hack,” DL News, July 7, 2023,
https://www.dInews.com/articles/defi/atomic-wallet-faces-lawsuit-following-north-korean-hack/.

24 Bank of Korea, “Gross Domestic Product Estimates for North Korea in 2019, July 31, 2020,
https://www.bok.or.kr/eng/bbs/E0000634/view.do?nttld=10059560&menuNo=400069

2 “N. Korea's Trade Reliance on China Hits 10-Year High in 2022.” Yonhap News, July 20, 2023,
https://en.yna.co.kr/view/AEN20230720005300320.

26 Choe Sang-Hun and David Yaffe-Bellany, “How North Korea Used Crypto to Hack Its Way Through the
Pandemic,” The New York Times, July 1, 2022, https://www.nytimes.com/2022/06/30/business/north-korea-crypto-
hack.html.
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Some North Korean IT workers can each earn more than $300,000 per year with 90% of the
wages going to the regime.?” Overall, the program generates hundreds of millions of dollars
annually for the regime to fund its nuclear and missile programs.®

Most of the North Korean IT workers are likely engaged in legal computer activity, in sectors
including software development, business, health and fitness, social networking, entertainment,
and lifestyle. They have often been involved in virtual currency companies which enable them to
launder illicitly obtained funds back to North Korea.?

Some North Korean workers, however, have engaged in malicious cyber activities utilizing their
access through foreign companies. The South Korean government identified a significant
percentage of the North Korean IT workers are subordinate to entities which have been
designated for sanctions under UN Security Council resolutions, such as the Munitions Industry
Department and Ministry of National Defense.>

Uncertainties of stolen cryptocurrency value

While North Korea has garnered extensive cryptocurrency holdings from repeated cvberattacks,
there are several unknowns about the overall benefits of the thefts.

How much remains as cryptocurrency? Pyongyang has demonstrated a talent for stealing and
laundering cryptocurrency but it is unclear how effective the regime has been in cashing out the
proceeds to traditional currency. The sheer volume of the thefts may make it difficult to convert
the cryptocurrency. Chainanalysis identified $170 million in yet-to-be-laundered funds linked to
49 separate hacks by North Korea during 2017-2021.3! There have been several reports that
government agencies or cyber security companies have been able to claw back some of the
stolen cybercurrency before North Korea was able to convert it to cash.

What is the final cash out value of the stolen cryptocurrency? 1t is unlikely that North Korea has
been able to convert crypto to cash on a 1 for 1 basis instead perhaps only achieving one-third of
the cryptocurrency value.

27U.S. Department of the Treasury, “Treasury Targets DPRK Malicious Cyber and Illicit IT Worker Activities,” July
21, 2023, https://home.treasury.gov/news/press-releases/jy 1498.

28 South Korea Ministry of Science and ICT, “Advisory on the Democratic People’s Republic of Korea Information
Technology Workers, December 8, 2022,
https://www.msit.go.kr/eng/bbs/view.do:jsessionid=v6ZsDT2kgbFqUKjfPQ49K AO4wUfcT-
qCn9POBkTu.AP_msit_1?sCode=eng&mPid=2&mld=4&bbsSeqNo=42&nttSeqNo=754#:~:text=1T%20workers%2
Olocated%?20overseas%20form.via%20online%20freelance%20work%20platforms.&text=UNSCR%202397%20ad
opted%20in%20December,overseas%20workers%20by%20December%202019.

22U.S. Department of the Treasury, “Treasury Targets DPRK Malicious Cyber and Illicit IT Worker Activities.” July
21, 2023, https://home.treasury.gov/news/press-releases/jy 1498.

30 South Korea Ministry of Science and ICT, “Advisory on the Democratic People’s Republic of Korea Information
Technology Workers, op. cit.

31 Chainanalysis, “North Korean Hackers Have Prolific Year as Their Unlaundered Cryptocurrency Holdings Reach
All-time High,” op. cit.
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How did the global downturn in the cryptocurrency markets impact North Korea? The $170
million that North Korea stole during 2017-2021 decreased in value to $65 million by 202232
The $625 million stolen in 2022 from the Ronin network would have been devalued to about
$250 million.*

U.S. and South Korea respond to North Korean cybercrimes

North Korea has scored numerous cybercrime successes providing billions of dollars in illicit

gains to fund the regime’s nuclear and missile programs. However, in recent years Washington
and Seoul have both stepped up law enforcement efforts to combat North Korea’s cyberattack
strategies.

The inauguration of South Korean President Yoon Suk Yeol has been particularly noteworthy for
rejecting his predecessor’s turning a blind eye to North Korean transgressions and instead
upholding laws as well as working in greater coordination with the United States and the
international community. Under the Yoon administration, South Korea issued its first ever
independent sanctions targeting North Korean cyber activities and was the first country to
sanction North Korean hacking group Kimsuky.

Recommendations

Assess the threat. The Director of National Intelligence should prepare classified and
unclassified National Intelligence Estimates defining the extent of North Korean cyber
capabilities, past attacks, and the potentially greater threat from future operations, including
during a crisis or hostilities on the Korean Peninsula. The Intelligence Community should assess
potential future hacking methods against cryptocurrency, DeFis, blockchain, and other financial
technology.

The reports should encompass North Korean interaction with Russian and other criminal groups,
use of Chinese and other financial institutions for laundering illicit funds, and presence of North
Korean IT workers in UN member states.

Enhance coordination with private sector. The U.S. National Cybersecurity Strategy calls for
“greater collaboration by public and private sector partners to improve intelligence sharing,
execute disruption campaigns at scale, deny adversaries the use of U.S.-based infrastructure, and
thwart global ransomware campaigns.”3*

The U.S. should continue issuing threat advisories that provide detailed technical details of North
Korean cyber organizations, recent cyberattacks, ways to evade cyber defenses, and money

32 Josh Smith, “Insight: Crypto Crash Threatens North Korea's Stolen Funds As It Ramps Up Weapons Tests,”
Reuters, June 29, 2022, https://www.reuters.com/technology/crypto-crash-threatens-north-koreas-stolen-funds-it-
ramps-up-weapons-tests-2022-06-28/.

3 Daniel Van Boom, “North Korea's Crypto Hackers Are Paving the Road to Nuclear Armageddon,” CNET, October
9, 2022, https://www.cnet.com/culture/features/north-koreas-crypto-hackers-are-paving-the-road-to-nuclear-
armageddon/.

34 The White House, “National Cybersecurity Strategy.” March 2023, https://www.whitchouse.gov/wp-
content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf.
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laundering alert government and private-sector entities to take appropriate actions to improve
cyber defenses. Widespread public dissemination of cyberthreat information and directly
engaging banks, financial institutions, and companies enables identifying cyber vulnerabilities,
best practices, and remedial measures.

Engage international partners. The U.S. should expand efforts to coordinate with foreign
governments, law enforcement agencies, and financial regulatory agencies at the national level
and, through them, regional and domestic partners. Washington should take the lead in engaging
with foreign financial institutions and businesses to disseminate information on North Korean
cyber hacking and money-laundering tactics, techniques, and procedures as well as eliciting
information on cyberattack or suspicious activities.

The U.S. should utilize the Quad (Australia, India, Japan, and the United States) Senior Cyber
Group to engage with other Indo-Pacific nations, especially South Korea, to coordinate enhanced
cyber defenses. At its February 2023 meeting, the Group committed to greater sharing of
information and technology with regional partners to strengthen preventive measures against
malicious cyber-attacks and improve response capabilities.®®

Target North Korean overseas IT workers. UN resolution 2397 required the expulsion of all
North Korean workers on foreign soil by December 2019. The U.S. should request countries to
eject or extradite North Korean workers, particularly those engaged in IT work, to reduce a
substantial source of illicit funding for the regime’s nuclear and missile programs. Failure to do
so could lead to sanctions against government agencies, companies, or individuals or termination
of U.S. Department of Commerce technology export licenses of nations.>®

The U.S. should also urge companies to conduct more rigorous identification checks and
stringent authentication measures to prevent inadvertent hiring of North Korean IT workers as
independent contractors.

Enhance enforcement against illicit cyber and money laundering operations. While
Washington and Seoul have imposed sanctions and criminal indictments against North Korean
cyber agents in recent years, more needs to be done. The Bank Secrecy Act, Section 312 of the
USA Patriot Act, and other U.S. regulations require U.S. financial institutions to take anti—
money laundering measures to ensure that correspondent bank accounts of foreign entities are
not used for money-laundering purposes in U.S. financial institutions.3”

35 “Quad Senior Cyber Group Joint Cybersecurity Statement,” University of California Santa Barbara, February 2,
2023, https://www.presidency.ucsb.edu/documents/quad-senior-cyber-group-joint-cybersecurity-statement.

36 Joshua Stanton, “DOJ Indicts 2 Chinese Men for Laundering Stolen South Korean Bitcoin for North Korean
Hackers.” One Free Korea, March 2, 2020, https://freekorea.us/2020/03/doj-indicts-2-chinese-men-for-laundering-
stolen-south-korean-bitcoin-for-north-korean-hackers/.

37°U.S. Department of the Treasury, Office of the Comptroller of the Currency, “Bank Secrecy Act (BSA).”
https://www.occ.treas. gov/topics/supervision-and-examination/bsa/index-bsa.html (accessed August 6, 2021), and
Fact Sheet, “Section 312 of the USA PATRIOT Act: Final Regulation and Notice of Proposed Rulemaking,” U.S.
Department of the Treasury, Financial Crimes Enforcement Network, December 2005,
https://www.fincen.gov/sites/default/files/shared/3 1 2factsheet.pdf.
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Washington should ensure that financial entities fully comply with existing regulations,
including those that apply to cryptocurrency, or risk losing their access to the SWIFT financial
transaction network or ability to maintain correspondent accounts in the U.S. financial system.

Successive U.S. administrations have refrained from significant actions against Chinese entities
providing technology, equipment, training, and safe haven to North Korean hackers. Washington
should pressure China and other nations to dismantle North Korean hacking networks on their
soil. The North Korean Sanctions and Policy Enhancement Act, authorizes punitive measures
against who “have knowingly engaged in, directed, or provided material support to conduct
significant activities in undermining cybersecurity.”

Washington has yet to impose fines on Chinese banks for laundering North Korean illicit funds.
The Departments of Treasury and Justice should target banks, financial institutions, and front
companies that are used to launder money stolen by North Korea.

Augment regulation of cryptocurrency exchanges. The U.S., in conjunction with other
nations, should review existing legislation and regulations that are applicable to cryptocurrency
exchanges to ensure sufficient security against cyberattacks and prevent money-laundering.
Cryptocurrency assets should be subject to enhanced monitoring and compliance standards to
impede cybercrimes.

Financial regulators should identify additional measures to prevent decentralized finance (DeFi)
platforms and other emerging financial technology to circumvent U.S. regulations on anti—-money
laundering combating the financing of terrorism.*°

Support third-party civil suits against enablers of cyberattacks. Congress should enact a
limited exception to the Foreign Sovereign Immunities Act to facilitate civil suits against foreign
states that have repeatedly sponsored or facilitated cyberattacks against U.S. critical
infrastructure.

Similarly, Congress should enact a limited waiver of nonliability provisions, such as section 230
of the Communications Decency Act, allowing for the recovery of civil damages against any
person or entity that willfully or negligently facilitates a cyberattack against a U.S. person or
U.S. critical infrastructure. Private actors should be empowered to sue state-sponsored hackers to
obtain civil judgments against hackers and their state sponsors, for cyberattacks on U.S. critical
infrastructure.*” An additional measure would be to allow recovery from the assets of third-party
enablers, such as the Chinese bankers that are laundering North Korea's stolen cryptocurrency.

3% North Korea Sanctions and Policy Enhancement Act of 2016, Public Law No: 114-122,
https://www.congress.gov/bill/114th-congress/house-

bill/757#:~:text=201)%20The%20bill %3 A%20(1,a%20jurisdiction%200f%20primary %20money.

39 Jason Bartlett, “Following the Crypto: Using Blockchain Analysis to Assess the Strengths and Vulnerabilities of
North Korean Hackers,” Center for New American Strategy, February s2022, https:/s3.us-cast-
1.amazonaws.com/files.cnas.org/documents/BlockchainAnalysisEES.pdf?mtime=20220216090240&focal=none.
40 The Homeland and Cyber Threat (HACT) Act, which would allow claims in federal or state court against foreign
states that conduct or participate in cyberattacks against U.S. nationals, is currently pending before the U.S.
Congress, https:/www.congress.gov/bill/117th-congress/house-bill/1607?s=1&r=5.
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Enhance cyber administrative enforcement authority. The FBIL, U.S. Immigration and
Customs Enforcement, and the Justice Department often disrupt cyber threats by filing ex parte
injunctive suits and obtaining orders from federal district courts to seize the domains and servers
that constitute hackers’ Command and Control (C2) infrastructure, including domains, botnets,
and malicious code. Currently, no federal agency has the authority to forfeit hackers’ C2
infrastructure administratively.

Congress could grant an appropriate federal agency, such as the Cybersecurity and Infrastructure
Security Agency, administrative forfeiture authority to seize and forfeit hackers” C2
infrastructure and other proceeds or facilitating property which would reduce demand on limited
judicial and prosecutorial resources and expedite the government's response.

Congress should consider giving an appropriate federal agency civil penalty authority, against
facilitators that knowingly or negligently facilitate malicious cyberattacks that may be traceable
to states that have repeatedly sponsored cyberattacks against U.S. persons or U.S, critical
infrastructure. Such authority would be analogous to the Treasury Department's penalty authority
against banks that facilitate money laundering by failing to comply with their know-your-
customer obligations.

Conclusion

North Korean cyber operations are a strategic threat to the United States, its partners, and the
international financial network. Pyongyang’s cybercrimes provide a means to evade sanctions
and undermine international efforts to curtail the regime’s prohibited nuclear and missile
programs.

The United States, in conjunction with foreign governments and the private sector, needs to
augment cyber defenses and respond more forcefully to attacks. Failure to do so enables North
Korea to continue undermining the effectiveness of international sanctions and leaves the United
States and its partners exposed to a potentially devastating cyberattack in the future.
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Mrs. KiMm OF CALIFORNIA. Thank you so much.
Ms. LEE.

STATEMENT OF JEAN LEE, JOURNALIST, FORMER
PYONGYANG BUREAU CHIEF, ASSOCIATED PRESS

Ms. LEE. Chairwoman Kim, Ranking Member Bera, distin-
guished members of this Subcommittee, thank you so much for in-
viting me to testify today.

I'm honored to be here on this day of all days, the 70th anniver-
sary of the armistice that brought the Korean War to a halt. It also
happens to be my father’s birthday. He got the best birthday gift
that a child of war could wish for when he woke up that day, a
cease-fire. So, happy birthday, dad.

But, that truce was never replaced by a peace treaty. So, the con-
flict remains unresolved. We call it the forgotten war. But, the Kim
family in North Korea holds tight to the narrative of war and uses
it to justify the building of nuclear weapons.

Now, there’s a new battleground, cyberspace. Kim Jung Un’s
warriors are using science and technology to fight and steal on his
behalf through cyber theft, cyber espionage, and cyberwarfare.

So, today I'd like to share observations based on years of watch-
ing North Korea not only from a distance as an analyst, but also
as a journalist who spent many years reporting from Pyongyang.

My first trip to North Korea was in 2008. My last was in 2017.
I was the first American journalist to join the Pyongyang press
corps. And, in 2012 I opened an AP Bureau in Pyongyang, just as
Kim Jung Un was coming to power.

I had a front row seat to the making of the mythology around
this young, new leader. The goal was to paint him as the reincar-
nation of his revered grandfather, but, a modern incarnation who
would use computers to take his analog country into the future.

Science and technology became a tool for building loyalty among
his future power base. My North Korean staff loved gadgets, cell
phones, laptops, blue tooth headsets, they were all status symbols
in a country that doles out electronics as political prizes.

Propaganda posters promote computers and mathematics and
they link them to missiles. The main science center is shaped like
an atom.

I suspected that hacking was being promoted internally as a
form of patriotism. And, those suspicions were confirmed with a se-
ries of bold cyberattacks blamed on North Korea, Sony Pictures in
2014, the Bangladesh bank heist in 2016, and WannaCry in 2017.

There is a tendency to underestimate North Korean hackers.
And, I wanted to find a way to scare the public into paying atten-
tion.

So, in 2020, I joined the BBC to carry out investigative reporting
on the Lazarus Group for a podcast series that we called the Laz-
arus Heist. And we explore who the hackers are, how they’re
trained, how they operate, where the money is going.

We explore how cyber figures into Kim Jung Un’s strategic
thinking and planning. And, we put the attacks into political and
historical context.

After all, Kim Jung Un is a millennial. He spent time in Switzer-
land. He could see how computers were changing the world. He
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may have kept his—he may keep his people in the dark and discon-
nected, but he’s an early adopter.

He also grew up with sanctions and saw the opportunity in
cyberspace for getting around these sanctions. He recognized cyber
theft as a low cost, high yield form of robbery. And, that cyberspace
offers a convenient cloak of anonymity.

So, he sent his top math geniuses to China, to Southeast Asia,
Russia, and the Middle East, to learn how we live, bank, and so-
cialize online. Many went as legitimate IT workers. And the FBI
says while they’re programming by day, they are hacking by night.

It’s hard to get what is the extent of the theft, but the count is
in the billions. In May, the Deputy National Security Advisor for
Cyber said half the funding for North Korea’s nuclear weapons
maybe coming from cyber theft.

To their credit, the FBI and the Department of Justice have been
relentless in their pursuit. Treasury has been aggressive with tar-
geted sanctions. The State Department has been holding cyber
working group meetings with their South Korean counterparts.

But, the challenge is multiplying. Illicit financing may have been
a game of cat and mouse under Kim Jung Il. It is now more like
whack-a-mole.

Where the hackers fall short on sophistication, they make up for
it in persistence, patience, and motivation. They’re clever, resource-
ful, they target vulnerabilities in technology that is evolving quick-
ly.
So, the counter-strategy has to be more ambitious than simply
whacking faster. This threat needs to be elevated among the public
as well as policymakers.

This is about national and global security. Keep in mind that
Russia’s Defense Minister is in Pyongyang right now touring a dis-
play of nuclear weapons.

Cyber theft buys Kim time to shut the world out. And, that com-
plicates prospects for diplomacy. That endangers us and imperils
ordinary North Koreans who pay the price with their well-being
when their leader prioritizes weapons.

This hearing is a promising development. And, I hope it spears
more strategic thinking on North Korea. I look forward to your
questions.

[The prepared statement of Ms. Lee follows:]
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Chairwoman Kim, Ranking Member Bera, distinguished Members of the Subcommittee: Thank
you for inviting me to testify at today’s hearing on “lllicit IT: Bankrolling Kim Jong Un.”

| am honored to be here on the Hill on this day, of all days, the 70t anniversary of the armistice
that brought the Korean War to a halt. It was on this day 70 years ago that my father received
the best birthday gift that a child of the war could wish for: a cease-fire. He turned 13 that day.
Unfortunately, that truce never became a peace treaty, and 70 years later, the war that Kim Il
Sung started in 1950 with tanks and rifles is being carried on by his grandson Kim Jong Un. But
the grandson’s weapons of choice are not rifles but ballistic missiles and nuclear bombs,
weapons that take the conflict well beyond the confines of the Korean Peninsula.

Today, there is a new battleground that did not exist in the grandfather’s era: cyberspace.
Infantrymen are not Kim Jong Un’s prized soldiers; his star warriors are nuclear scientists and
computer hackers who are using science and technology to fight and steal on their leader’s
behalf. And unless we include this new battleground in the strategy to counter North Korea,
there is little chance of constraining a weapons program that is growing more threatening and
more destabilizing by the day.

New leader, new threats

North Korea today is more isolated than ever. The borders remain closed to most trade and
traffic, and international sanctions remain in place. And yet, Kim Jong Un has the resources to
conduct an unprecedented, accelerated campaign of illicit weapons testing. This year’s highlight
was the test launch two weeks ago of the centerpiece of his arsenal: the Hwasong-18, a solid-
fuel intercontinental ballistic missile designed to carry multiple warheads with the range to
strike us here in Capitol Hill.

We are aware of the threats these weapons pose. But what can be done to stop North Korea at
a time when nuclear negotiations and diplomacy remain stalled?

| believe the key to building a counter strategy lies in understanding who Kim Jong Un is, what
drives him, how he sees the world, and how he is seeking to build his legacy, at home and
abroad. It requires understanding how he is using science and technology to build loyalty
among the next generation. It requires understanding how he has incorporated computers and
technology into the Kim family tactics for illicit financing and asymmetric. It requires
understanding that Kim has put cyber tactics at the center of his strategic thinking, and that he
is circumventing traditional measures, such as sanctions, by waging a hidden war in cyberspace
through cyber warfare, cyber espionage and cyber theft.
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My colleagues here today are deeply knowledgeable about nuclear proliferation, illicit
financing, human rights, and cybersecurity. My testimony seeks to complement their expertise
by sharing observations and analysis based on years of watching North Korea, not just from
Washington as an analyst but also up close, on the ground in Pyongyang, as a journalist. My
observations and analysis are solely my own.

From 2008 to 2017, | made extensive visits to North Korea, where | became the first American
journalist allowed to join the foreign press corps in Pyongyang. | was there for the last few
years of Kim Jong I, the succession period to prepare Kim Jong Un to succeed him, and the
early years of Kim Jong Un’s rule when | opened an AP news bureau in Pyongyang.

One thing that caught my eye was the strategy of using science and technology to build up this
young new leader’s profile in a country where he was a stranger to his people. The goal was to
paint him as the reincarnation of his revered grandfather — but a modern version, a visionary
who would use computers to take his analog country into the 21% century.

I spent a lot of time in computer labs at North Korea’s top universities, in conversation with
students and professors. It was apparent that a targeted investment was being made in some
students, at some well-outfitted facilities, to train them to be very skilled at computing. |
wondered if there was another purpose. The North Koreans are efficient; they think several
steps ahead. There is almost no spontaneity in a country as rigid as North Korea. And there is
always more than one purpose for every policy directive, including computers.

These suspicions were confirmed with the Sony Pictures hack in 2014, a cyberattack in which
hackers not only took not only took down the company’s network, locking employees out of
their computers and offices, but aiso stole private communications and unreleased films. The
theft included a comedy called “The Interview” that portrayed the assassination of Kim Jong Un.
The cyberattack, threats and humiliating revelations that ensued were an act of revenge and
disruption -- and a chance for the suspected hackers to plant a flag about their cyber
capabilities. President Obama named North Korea as the culprit.

From there, the hackers set their sights on theft, and nearly succeeded in stealing $1 billion
from the Bangladesh Bank in 2016. Then, in 2017, hackers took more than 300,000 computers
in 150 countries hostage in exchange for ransom in what is known as the WannaCry attack.

Some of these cyberattacks may ring a bell. But it is easy to underestimate cyberattacks from
hackers who hail from a country disconnected from the internet. There is a tendency to
overlook North Korean hackers as a serious threat.
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In 2020, | joined the BBC to carry out investigative reporting and research that allowed me to
revisit these cyberattacks in greater detail as well as explore more recent cryptocurrency thefts.
The goal was to explain the attacks in simple, straightforward terms, investigate how North
Korean hackers operate, and to put the cyberattacks into political context. The podcast series is
called the Lazarus Heist, a name that highlights how these hackers operate as modern-day bank
robbers. The name comes from the nickname the Lazarus Group, given to them by a private
cybersecurity firm, after the Biblical figure who comes back from the dead.

Hacking as a form of patriotism

Relying on illicit sources of funding is nothing new for North Korea. North Korea’s economic
struggles deepened following the collapse of the Soviet Union in 1991 and the loss of the safety
net that the Eastern bloc provided. Shifting geopolitics compelled Kim Il Sung to reconsider his
foreign policy, and he began to see ballistic missiles and nuclear weapons as a path to
guaranteeing North Korea’s relevance and security — and his family’s hold on power.

That investment in ballistic missiles and nuclear weapons has drawn sanctions ever since. North
Korea has adapted to life with sanctions by becoming creative with its methods for illicit
financing. Under Kim Jong Il, that included supernotes, counterfeit cigarettes,
methamphetamines, and smuggled luxury to keep his power base happy, according to the FBI,
which embarked on elaborate ruses to trap North Korea and its partners.

Kim Jong Un, born in the mid-1980s, is a millennial who was educated in Switzerland and could
see how computers were changing the world. He was in his early 20s when his father suffered a
stroke in 2008, hastening his appointment as heir apparent. The inner circle now faced the
challenge of how to engineer a transition of leadership to a young man, particularly the peers
who would be his power base.

Science and technology became the platform for building loyalty. My North Korean staff, like
my South Korean staff, loved all tech gadgets. Cellphones, Bluetooth headsets and laptops
became status symbols as the regime doled out electronics as political prizes. The message was
clear around us: Propaganda posters promoted computers and mathematics, linking them to
ballistic missiles and nuclear weapons. A TV drama | analyzed for the Korea Economic Institute

encouraged students to serve their country through science and technology.

Students who showed promise in math were given special access to resources, and placed
under enormous pressure to perform. The best were sent abroad to compete for North Korea
in international Math Olympiads. The next step, according to one former Math Olympiad
winner who defected during a competition in Hong Kong, told me would be to apply their skills
in the military as “cyber warriors.”
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Hackers were sent abroad to China, Southeast Asia and the Middle East to learn how we live,
bank and socialize online in the rest of the world. Many were on legitimate visas as IT workers.

In June 2018, the FBI filed a 179-page criminal complaint charging a North Korean identified as
Park Jin Hyok with conspiracy to commit computer fraud and abuse, and conspiracy to commit
wire fraud, between September 2014 and August 2017. Park has not been arrested. But the
complaint, unsealed in September 2018, helped to paint a portrait of one of the key suspects
behind the cyberattacks on Sony Pictures, the Bangladesh Bank and the networks targeted by
WannaCry.

The FBI described Park as a computer programmer who graduated from a top university in
Pyongyang before being dispatched to Dalian, China, as early as 2002 to work for a North
Korean company to create gaming and gambling programs for global clients. By day, he was a
programmer. By night, he was a hacker, according to the FBI. Agents followed him online as he
set up an email address, drafted a resume and proceeded to use social media to lay the
groundwork for the attacks that would unfold in 2014, 2016 and 2017.

Each of the attacks outlined by the FBI, and brought to life in the Lazarus Heist, was
meticulously and methodically planned. Each cyberattack targeted different elements of
computing networks and financial systems. They may have started with the seizure of Sony’s
private network but with WannaCry, the intrusion was global.

With the Bangladesh Bank heist, the hackers managed to gain access to the global SWIFT
banking system. The goal was to steal $1 billion dollars. The heist sped along until one small
detail happened to trigger a check in the Fed. Most of the payment were stopped but five
transactions went through. Eventually, the North Koreans are believed to have pocketed $81
million, much of the cash laundered at a casino in the Philippines.

The final haul from the Bangladesh theft may have been relatively small but the scope and scale
of the attempt revealed an ambitious campaign on the part of the suspected hackers as well as
a vast network of middlemen and money launderers across Asia.

In 2016 and 2017, the UN Security Council sought to stop the flow of financing with tough
sanctions supported by China and Russia. Member nations were to send North Korean workers
home by December 2019. However, many IT workers are believed to remain abroad, as
outlined in the most recent UN Panel of Experts report.

It is important to note that after ramping up testing in 2017, Kim Jong Un declared himself
satisfied with his nuclear program and shifted to a phase of diplomacy. However, the
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cyberattacks did not cease during the season of diplomacy in 2018 and 2019. In Season 2 of the
Lazarus Heist, we weave a spate of cyberattacks in with the timeline for diplomacy to show how
the North Koreans may have been looking to shore up funds as a contingency even as Kim was
negotiating a nuclear deal. Those negotiations failed, and North Korea retreated into isolation
in late 2019.

Meanwhile, the cyberattacks, the missile tests, and the cat-and-mouse chase have continued.

In February 2021, the Department of Justice announced new charges against three North
Koreans accused in attacks that yielded $1.3 billion from cyber and cryptocurrency thefts. In
March 2022, the Lazarus Group was accused of stealing nearly $620 million in cryptocurrency
from an online video game called Axie Infinity that runs on the Ethereum blockchain in what the
US government called the largest virtual currency heist to date. In June 2022, the blockchain
company Harmony Bridge reported a theft of $100 million; the FBI named the Lazarus Group as
suspects.

Where is that money going? In May, Deputy National Security Advisor for Cyber & Emerging
Tech Anne Neuberger estimated that half of the funding for North Korea’s nuclear weapons
may be coming from cyber theft.

Conclusion

The FBI and Department of Justice have been relentless in their pursuit of North Korean
hackers. In addition to the indictments against three North Koreans, the FBI has been working
with partners at home and abroad to target the middlemen allegedly hired by North Koreans.
They include the 2021 arrests of the Nigerian social media influencer Ramon Abbas, aka
Hushuppi, and Ghaleb Alaumary, known online as Big Boss.

But the challenge is multiplying. While illicit financing during the Kim Jong Il years might be
characterized as a game of cat and mouse, the chase in the Kim Jong Un era is now more like
whack-a-mole due to the nature of the Internet.

UN Security Council sanctions are only effective when enforced by member nations; that is not
happening. Strategic competition between the United States and China, and geopolitical
divisions between the West and Russia over the Ukraine war, make further attempts to bring
Russia and China on board with new, tightened UN sanctions difficult.

The U.S. Treasury has been aggressive in targeting specific companies and individuals, as well as
technology utilized by hackers. In May 2022, Treasury sanctioned the virtual currency mixer

Blender, allegedly used to launder stolen cryptocurrency from the Axie Infinity heist. In August
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2022, they added the mixer Tornado Cash, linked to the Harmony Bridge theft. An advisory
issued by the State Department, Treasury and FBI warned against hiring North Korean IT
workers.

Cybersecurity firms such as Mandiant and Chainalysis have been aggressive in tracking
suspected hackers.

However, policymaking has been slow to keep up. North Korean cyberattacks must not be
limited to discussions about cybersecurity but must be woven into discussions about sanctions,
diplomacy, the military, the economy and Kim Jong Un’s strategic thinking. Further investment
must be made to bring the worlds of law enforcement, cybersecurity and policy together. This
effort should include partners and allies, including South Korea, which has been a target of
North Korean cyberattacks for far longer than the United States. Political interests — in both
the United States and South Korea — must not overshadow the shared urgency of addressing
North Korea’s cyber ambitions.

It may be hard to fathom how North Korea — one of the poorest countries in the world, a
country disconnected from the global Internet, a nation so bereft of electricity that it appears
like a black hole from space — could possibly produce some of the world’s most successful
hackers. But where they fall short in sophistication, the North Koreans make up for in sheer
persistence, patience and motivation. It is that very desperation that drives the hackers’
ambitions. They are clever and resourceful, and spend enough time on their mission to identify
weaknesses in new technologies, particularly in regulation when it comes to cryptocurrency.
Cyber theft is a low-cost, high-yield tactic. Cyberspace and the difficulty of attribution provide a
convenient cloak.

| am grateful for the Committee’s attention to this issue. This is a matter of national and global
security. Unchecked, North Korea’s campaign of cyber theft will continue to have destabilizing
consequences by contributing to the nuclear threat. Financial gain through cyber will give Kim
Jong Un more space and motivation to shut out the world, dimming prospects for diplomacy.
That isolation and defiance threaten to jeopardize the peace and stability of a region important
to the United States and its allies. And finally, | would like to make a plea on behalf of the 26
million people of North Korea who pay the ultimate price when resources are focused on
nuclear weapons, not basic necessities, and when their leader chooses a path of isolation that
keeps them locked in a repressive, anachronistic existence while the rest of the region
flourishes around them.

Thank you for your attention to this issue. | look forward to your questions.
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Mrs. KiM OF CALIFORNIA. Thank you, Ms. Lee. And, happy birth-
day to your father too.
I now recognize Ms. Scholte for your opening statement.

STATEMENT OF SUZANNE SCHOLTE, PRESIDENT, DEFENSE
FORUM FOUNDATION

Ms. ScHOLTE. Thank you. And, thank you, Congressman Con-
nolly for your kind words. And, thank you, Congresswoman Kim
and Congressman Bera for hosting this hearing.

It does come at an urgent time. And, is the 70th anniversary of
the Armistice. But, there is different histories being told on the Ko-
rean peninsula on the Armistice Day.

Tragically, the people north of the DMZ will be told lies to fo-
ment hate against our country and the Republic of Korea.

Now, I've been asked to assess how North Korea manipulates
economic aid and regime financing to conduct its human rights
atrocities. We have two developing human rights atrocities that de-
mand our urgent attention.

First, is the 2000 children, women, and men currently in deten-
tion in China facing repatriation. And, of course, the ongoing trag-
edy facing the entire population of North Korea.

North Korea is not just a communist dictatorship with its Juche
religion as guiding principles. It’s also a kleptocracy that is used
its plower and personal gain at the expense of the North Korean
people.

Kim Jong Un will never make a decision that would improve the
lives of the North Korean people. His only concern is his own well-
being and power. We must take the actions necessary to help the
people of North Korea to stop these ongoing atrocities.

During the North Korean famine for example, at the start of the
1990’s, there was enough humanitarian aid that was sent from the
international community that no North Korean should have
starved. Instead, three million people died because Kim dJong Il
used that aid as a weapon against the North Korean people.

With my testimony I'm submitting a report recently produced by
the Center for North Korean Human Rights of the INSS, which
documents in addition to the illicit IT, disturbing and shocking
findings about the ongoing overseas slave labor, the smuggling of
coal, gold, and weapons, the proliferation of nuclear technology to
Iran and Cuba, and insurance fraud.

These illicit funds are used to support Kim’s lavish lifestyle and
develop his nuclear and missile development program. I want to
quote a high-ranking defector, Lee. Mr. Lee who oversaw business
deals for the Kim regime out of China, and he describes where the
illicit money goes.

It’s typically the funds generated by IT workers goes directly into
Kim Jung Un’s personal account. Ninety percent of the current IT
workers for example, are affiliated with Office 313, the Guidance
Unit, and 75 Guidance Unit under the Military Industry Depart-
ment, which is the department that develops the nuclear weapons
program and also the Reconnaissance General Bureau.

So, the revenues these IT workers make goes to Office 39, which
is handled by Kim Jong Un. It’s personally controlled by him. And,
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he uses it to his own personal wealth, to maintain the system, and
to develop his nuclear missiles program.

And, I want to cite a statistic that was produced by the Korean
Institute of Defense Analysis earlier this year, in face of the fears
we have another Arduous March maybe starting in North Korea,
that what they have spent on the nuclear program could feed the
population of North Korea for 4 years.

The root of all evil, money, crime, and law in North Korea, I'm
going to submit this report written by Josh Stanton for this hear-
ing, which documents—published by the Committee for Human
Rights in North Korea.

Josh Stanton, I quote from his report, North Korea is a nation
rich in natural resources, yet among Pyongyang’s long list of crimes
against humanity, none has killed or harmed more of its people
then its misappropriation of wealth from the enslaved people who
extract it from its soil, seas, and mines. It uses this stolen wealth
and the proceeds of its financial crimes to enrich the oligarchy, per-
petuate enslavement and repression, proliferate weapons of mass
destruction, and threaten peace in the region.

Stanton has proposed trying—using the existing resolutions, the
existing statutes that we have to find, freeze and forfeit and stop
these funds.

I'm also submitting a statement from Rosa Park-Takola, she’s a
Senior Project Lead for the DPRK Counterproliferation at CRDF
Global. And, she manages the sanctions evasion portfolio.

And, she cites another thing we need to be concerned about, mar-
itime. The fact that they're labeling ships. And, they’re getting in
goods that have been sanctioned that way.

So, what must be done? Very quickly, and I can go into a lot
more detail later during Q&A, we’ve got to save the refugees.

Our State Department should announce now that we will sanc-
tion any Chinese official involved with the repatriation of these
children, women, and men.

We should aggressively use the tools that we have, you talked
about the sanctions. It’s true, North Korea is heavily sanctioned.

But, we're not enforcing the sanctions. Our sanctions against the
North are extremely weak. And, I cite this report by Josh Stanton,
third, the most important thing, we've got to make human rights
our No. 1 priority.

And, I'm submitting a report. This is just published citing ongo-
ing atrocities. These are recent eyewitnesses and testimoneys.

And, we need to tell the people the truth. We need to get infor-
mation into North Korea by land, sea, and air.

[The prepared statement of Ms. Scholte follows:]
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Congressional hearing: "lllicit IT: Bankrolling Kim Jong Un."
Testimony of Suzanne Scholte

Thank you to Congressman Michael McCaul, Greogory Meeks, Young Kim, Ami Bera
and Members of this Committee for organizing this hearing and inviting me to testify. It
is my honor. This hearing comes at a most urgent time for the people of North Korea
and on a memorable date July 27, marking the 50 anniversary of the Korean Armistice.
Two histories will be told today on the Korean peninsula and tragically the history told
North of the DMZ will be one full of the lies aimed specifically to foment hate of our
country and the Republic of Korea.

While the title of the hearing today is specifically about lllicit IT, | have been also asked
to specifically assess how North Korea manipulates economic aid and regime financing
to conduct human rights atrocities.

We have two developing human rights atrocities facing the people of North Korea at this
moment that demand our attention. First, the fate of 2,000 North Korean children,
women, and men currently in detention in China and the ongoing tragedy in North Korea
which according to recent testimonies is facing another arduous march that could be as
severe as what happened in the 1990s when three million people needlessly starved to
death.

It is important to remember that the Democratic People’s Republic of Korea is not just a
communist dictatorship with its Juche religion as its guiding principles, it is also a
kleptocracy. The detailed information that has been provided by our other witnesses
shows this is a regime that achieves its power, status, and personal gain at the expense
of the North Korean people.

Kim Jong Un will never make a decision that would improve the lives of the North
Korean people -- his only concern is to improve his own well-being and strengthen his
power. We must take the actions necessary to help the people of North Korea, and not
the Kim regime, or we are going to see another human rights atrocity that could have
been prevented.

During the North Korean famine that started in the 1990s, there was enough
humanitarian aid sent from the international community that no North Korea should
have starved. Instead, three million people died because Kim Jong Il used that aid as a
weapon against his own people.
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With my testimony | am submitting several important documents. First, is a detailed
report prepared by the Center for North Korean Human Rights of the Institute for
National Security Strategy: North Korea’s Human Rights Situation:

Focusing on Overseas Workers and Defectors

This think tank has documented disturbing and shocking findings about the ongoing
overseas slave labor of North Korean citizens as well as other illicit activities of the
regime from weapons sales to insurance fraud and how these help fund the nuclear and
missile development programs as well as the lavish lifestyle of Kim Jong Un. According
to the testimony of a high-ranking defector Lee xx who was very involved in helping the
Kim family financially through business in China: “Typically, the fund generated by IT
workers go to Kim Jong Un’s personal account. 90% of the current IT workers overseas
are affiliated with Office 313 Guidance Unit and 75 Guidance Unit under the Military
Industry Department (developing nuclear missile program) and the Reconnaissance
General Bureau. Thus, the revenues these IT workers make go to Office 39, which
handles Kim Jong Un’s personal bank account, through their affiliated institutions such
as the Military and Industry Department. Only Kim Jong Un can withdraw money from
his personal bank account. For instance, Kim Jong Un often utilizes his personal slush
fund to purchase Juxurious commodities, maintain the system, and develop a nuclear
missile program. These North Korean IT workers overseas wire their earnings to the
bank accounts of North Korean government officials in China who deal with the regime’s
financials. And these officials smuggle the earnings of IT workers into North Korea
through the North Korea-China border.”

Furthermore, the INSS document complements and supports the testimony of expert
witness, Bruce Klingner, about the extent of their cyber-crimes that have amassed
billions over the years this report notes additional illegal activities which the INSS has
documented.

The INSS report also documented additional ongoing forced overseas labor — slave
labor of North Korean citizens. This practice has continued despite the fact that UN
Security Council Resolution 2397 required all overseas North Korean workers to return
to North Korea by December 2019. It is estimated that the profit from these exploited
overseas workers provides the regime $300 million in foreign currency.

Quoting from the report about:

-~ Without receiving even basic human rights protection, overseas North Korean
workers are degraded into “money-making machines” of the North Korean regime, and
the COVID-19 pandemic has prolonged their enslavement period.

These workers have no protections, are exploited, and suffer long working hours, most
of their pay goes to the regime and quoting from the report:

-- Reecipient countries of North Korean workers do not apply their state labor laws on
North Korean workers, and even the public ignore and neglect human rights violations
occurring in their own countries.
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North Korea also smuggles coal, gold and weapons that brings in another $200 million
to the regime.

Quoting from the report of just illicit funds from illegal foreign currency:

--The amount of illegal foreign currency acquired by North Korea through cyber
hackings, overseas workers, and smugglings over the past five years is estimated at
$500million~$1billion per year, however, the detailed amount and proportion of
expenditure on WMD development have yet to be confirmed.

--It is highly possible that a significant amount of the earnings is diverted to nuclear
missile development, as the affiliated agencies and personnel of the WPK’s Military
Industry Department and Ministry of Defense are also involved in cyber hackings, gold
bullion exports, and the dispatch of overseas workers.

The Korean Institute of Defense Analysis estimates that what the Kim regime has spent
on its nuclear program over the last 50 years could cover North Korea's food shortages
for 4 years!

The INSS also documents the proliferation of weapons to Iran and Cuba. One example:
-- General Office 99 of Machine-Building Industry Department generates a huge amount
of revenues for the regime by building weapons (missiles) factories. For each project,
North Korea makes more than $50,000,000.

- North Korea has sold its weapons to Iran, shared weapons technology with Tehran,
and helped Iranian weapons manufacturing firms to produce weapons with North
Korean technology.

The INSS has also reported that North Korea has been able to generate about
$20,000,000 in international reinsurance markets.

With my testimony | am also including a link to the recent publication The Root of All
Evil: Money Rice, Crime and Law in North Korea written by Joshua Stanton and
published by the Committee for Human Rights In North Korea. As Mr. Stanton writes,
“North Korea is a nation rich in natural resources. Yet among Pyongyang'’s long list of
crimes against humanity, none has killed or harmed more of its people than its
misappropriation of wealth from the enslaved people who extract if from its soil, seas,
and mines. It uses this stolen wealth and the proceeds of its financial crime to enrich its
oligarchy, perpetuate enslavement and repression, proliferate weapons of mass
destruction (WMD), and threaten peace in the region and the world.”

Stanton proposes a long-term, multinational legal strategy, using existing UN
resolutions and conventions and US Statutes to find, freeze, forfeit and deposit the
proceeds of the North Korean government'’s kleptocracy into international escrow.
These funds could then be used to help the people of North Korea. Link to report and
specific suggestions: https://www.hrnk.org/uploads/pdfs/RoOAE_Web 0407.pdf
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Finally, to further support these testimonies | am also including a statement from Rosa
Park-Tokola, a Senior Project Lead for DPRK Counterproliferation at CRDF Global. She
manages the countering DPRK sanctions evasion portfolio and further provides
complimentary evidence for this Committee but she also cites yet another critical area in
which we must be vigilant: maritime.

According to Park-Tokola, the DPRK has been relying on maritime trade to procure and
sell sanctioned goods. The DPRK has been adept at vessel identity laundering by
tampering with or falsifying the identity of vessels as well as ship-to-ship transfers and
false cargo.

So, what can be done?

First, save the refugees — the approximately two thousand North Korean children,
women and men currently being held in detention centers in China, they have been
literally trapped in China since North Korea became one of the first countries to shut
down its border on January 22, 2020, in response to the COVID pandemic. What is of
particular concern about this group is the only way they could have escaped during the
COVID pandemic, across this dangerous border, is they had resources. This means
they were either Korean Workers Party members of a stature to obtain the financing to
pay brokers and bribes for their escape OR had their escape financed by family
members in South Korea. This subjects them all to horrific torture and public execution
upon forceful repatriation, as it is a crime punishable by death for North Koreans to seek
resettlement in South Korea.

Thus, the international community must appeal to Xi Jinping to honor his international
treaty obligations, specifically the 1951 Convention Relating to the Status of Refugees
and its 1967 Protocol, and the Convention Against Torture.

The United States and the international community must announce NOW that it will
sanction any Chinese official involved in the forceful repatriation of any North Koreans
back to North Korea, pointing out they will also be pursued in international court for
being complicit in murder, if these fears are, indeed, realized.

The Republic of Korea must continue to remind China that these North Korean refugees
are, in fact, citizens of the Republic of Korea under its constitution. There is no reason
for them to be a burden on China. In fact, South Korea successfully rescued a family of
four who were flown, in November 2021, directly from China to South Korea during the
Moon Jae-in administration, an administration that was more hostile to North Korean
refugees than any other in South Korea’s history.

There are credible rumors that the North Korea/China border will reopen soon because
North Korea, which is facing more starvation reminiscent of the Arduous March, must
increase exports to, and imports from, China. While there is no way that Kim Jong Un
can allow the North Korea border to fully reopen, trading routes are expected to reopen
between China and the border cites of Sinuiji and Hoeryong in North Korea. The
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terrifying fear for all of us human rights advocates is that China’s first export to North
Korea will be the nearly two thousand North Korean children, women, and men currently
detained, at least half of whom are believed to have been attempting to reach South
Korea.

Second, aggressively use the tools already available that Josh Stanton outlined in his
report and Bruce Klingner outlined in his testimony. We absolutely need to do more to
enforce the current sanctions and stop aiding and abetting the crimes of this regime by
our lack of action. We should ensure that sanctions enacted by the United Nations are
fully enforced, but also that the United Nations carries out its responsibilities. As former
special Envoy for North Korea Human Rights Ambassador Jung Hoon Lee has often
cried out regarding North Korean Refugees in China: UNHCR, just please do your job!

Third, all actions we take should be focused on the human rights of the North Korean
people and the opposite of what the Kim regime wants. We need to act on behalf of the
North Korean people because he never will. It is our responsibility as well as the
responsibility of all people blessed to have been born in freedom to uphold the rights of
those living under tyranny.

We can no longer dispute the fact that crimes against humanity are being committed
every day by the Kim regime, that hundreds of thousand of children, women and men
are suffering in political prison camps and detention centers, that young people are
being shot because they listened to KPOP music and women are being tortured
because they made a phone call to South Korea.

Fourth, we must communicate TRUTH to the people of North Korea through all means
possible. | want to close on a hopeful note and share some hopeful news.

As | have testified before we must reach the people of North Korea especially the elites
who wake up every morning with only two choices: being slaves to Kim Jong Un or
death. Today, North Koreans will be fed a steady diet of lies that the United States
attacked North Korea and caused the war, that South Korea is a colony occupied by the
Yankee imperialist wolves, that we are their enemy.

The reason you held this hearing today is your testimony to them that you care about
the people of North Korea. No one needs to hear that more than them. Thus, we should
exploit all means impossible to reach them by land, by sea and by air.

We must do this because we must do all we can to help the administration of Yoon Suk
Yeol which has devoted itself to preserving liberal democracy in South Korea and
promoting freedom and human rights for the North Korean people. | am also submitting
with my testimony the 2023 Report on North Korea Human Rights recently published
by the Ministry of Unification which significantly is based on interviews of thousands
of recent North Korean escapees citing incidences between 2017 and 2022 to
document the ongoing horrific situation.
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Because so much information was getting into North Korea, North Koreans were
starting to learn the truth about South Korea and the outside world. It is why Kim Jong
Un had to shut the country down and COVID gave him the best opportunity to keep it
sealed.

Adding to this tragedy was the anti-leafletting law passed during the previous
administration of Moon Jae In — specifically at the request of the Kim Jong Un regime.
We ~ North Korean escapees, South Korean and American human rights advocates -
were winning the information campaign and Kim had to act.

Thus, he convinced the Moon administration to get an anti-leafletting law passed. This
law drew bipartisan concern in this Congress with both Democratic and Republican
lawmakers expressing concern that this law is unconstitutional violating both the
Republic of Korea's Constitution and its international treaty obligations as a signatory to
the International Covenant on Civil and Political Rights. Article 19 of this covenant
provides that ‘Everyone shall have the right to freedom of expression; this right
shall include freedom to seek, receive and impart information and ideas of all
kinds, regardless of frontiers, either orally, in writing or in print, in the form of art,
or through any other media of his choice.’

But, this law is still in effect until the Korean Assembly votes to overturn it -- something
not likely to happen as too many members of the Assembly have no problem infringing
on the rights of South Koreans citizens because they are sympathetic to the Kim
regime.

Even though they face 3 years imprisonment and or up to $30,000 fine because of the
anti- leafletting law, the North Korean escapees have said we will never stop sending
help and information to North Korea as long as we have the support to do this
work.

They have never stopped.

North Korean escapees have successfully carried out regularly rice bottle, balloon, and
water balloon launches, and cross border transfers.

The Yoon administration cannot help with these efforts but they know it is what needs to
be done.

As high ranking North Korean defector Kim Dong Su, senior advisor at INSS, stated last
week the importance of emphasizing the human rights conditions is critical and he
pointed out. “It is time they knew they are the masters of their own destiny, no longer
the slaves of the Kim regime.”

But we must tell them the truth because it is the truth that will set them free.
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Additional recommendations in addition to passing the North Korean Human Rights
Reauthorization Act and vigorous enforcement of current sanctions and UN resolutions.

Enhancements to the North Korea Sanctions and Policy Enhancement Act. One of the
best ways to fight North Korea's cyberattacks continues to be to dry up Pyongyang's
ability to profit from it, and to deny it safe haven in China or Russia. Unfortunately, the
Biden Administration is not enforcing our sanctions laws aggressively.

.

Congress should amend section 104(a) of the North Korea Sanctions and Policy
Enhancement Act to prohibit transactions by U.S. persons or within U.S.
jurisdiction that knowingly facilitate the transfer of cryptocurrency to or from the
Government of North Korea, or of any property derived from or traceable to
cryptocurrency.

Congress should amend section 104 of the NKSPEA with a rule of construction
clarifying that the Justice Department may seek the forfeiture of property of the
Government of North Korea that is involved in prohibited conduct, as defined in
sections 104(a), (b), or (g), regardiess of whether the President has designated
the person engaging in the transaction for conduct prohibited by section 104.
This will greatly expand the government's North Korea sanctions enforcement
capacity while protecting the due process rights of claimants to challenge
forfeitures of property in the federal courts.

Congress should redouble its oversight of the Biden Administration's enforcement
of the NKSPEA and the Anti-Money Laundering Act of 2020, which have reverted
to historical lows unseen since the passage of the NKSPEA. This oversight
should include regular briefings on designations, civil penalties, Chinese and
Russian obstructionism of the UN. Panel of Experts established under Resolution
1874.

Congress should request regular updates on the compliance of three major
Chinese banks with grand jury and Patriot Act subpoenas in the U.S. District
Court for the District of Columbia, regarding suspected money laundering and
sanctions violations on behalf of North Korea, for which all three banks were held
in contempt of court for noncompliance in 2019.

Congress should also request updates on criminal investigations of the individual
corporate officers responsible for the long-standing course of criminal conduct
between British American Tobacco and the Government of North Korea, to which
BAT recently pled guilty and agreed to pay $629 million in fines, penalties, and
forfeitures. It should request regular briefings on the government's investigation
of any financial institution's participation in BAT's criminal conspiracy with the
Government of North Korea. Finally, it should consider whether issuers of
securities doing business with the Government of North Korea should be
required to disclose this business in their annual filings with the Securities and
Exchange Commission, as the SEC has historically required for governments
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that expose the issuer to boycott, sanctions, and liability risks.

» Congress should enact legislation redirecting a portion of the fines, penalties,
and forfeitures assessed for violations of North Korea sanctions to an escrow
fund to provide humanitarian aid and freedom of information programs to the
people of North Korea, subject to the monitoring conditions of the NKSPEA.

« Congress should extend the NKSPEA's sunset date.

XXXXXX
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Mrs. KIM OF CALIFORNIA. Thank you, Ms. Scholte. Those three
reports that you mentioned will be submitted into the record with-
out objection.

Let me now recognize Ms. Jenny Jun for your opening statement.

STATEMENT OF JENNY JUN, RESEARCH FELLOW, CENTER
FOR SECURITY AND EMERGING TECHNOLOGY

Ms. JuN. Thank you. Chairwoman Kim, Ranking Member Bera,
and members of the Subcommittee, thank you for the opportunity
to testify before you today on this very important and timely topic.

My comments today are my own. Today I will highlight three
points. First, if North Korea considers nuclear bombs to be the ulti-
Ela‘%e weapon, it considers cyber capabilities to be a Swiss Army

nife.

North Korea frequently uses its cyber capabilities as a means to
further a variety of national goals. Hackers rob things and steal
cryptocurrency, some of which trickles into funding for their nu-
clear missile program.

They conduct industrial espionage related to COVID-19 re-
search. They punish movie makers when the regime perceives that
they hurt Kim Jong Un’s public image.

How often North Korea uses cyber capabilities in all these cyber
settings pose a different policy problem then responding to its nu-
clear threat. It is important not to underestimate their capabilities
to echo Jean.

North Korea’s hackers have proven again and again they'’re per-
sistent, bold, and creative. They keep tabs on the latest cybertech
trends, and quickly adopt relevant tactics and techniques as part
of their own tool kit.

Their country’s general political and economic isolation should
not fool us into thinking that their hackers are also unaware of the
latest hacking techniques.

Perhaps what makes me most worried about North Korea’s cyber
threat is that they’re occasionally not afraid to launch operations
that are brazen and destructive.

Figuratively, they will rob the bank and set fire to it to get rid
of evidence instead of carefully going in and out without anyone no-
ticing.

North Korean hackers have a higher tolerance for operational
risks. And, they’re sometimes willing to tradeoff staying under the
radar for fast grabs.

This happens because they care less about their operations being
attributed back to them, because they have no international rep-
utation to preserve. This makes the North Korean cyber threat dif-
ferent from other sophisticated threat actors.

Second, the proceeds from North Korea’s vast cybercrime enter-
prise are a lifeline for the Kim regime. North Korea has come up
with a long list of daring and innovative ways to use cyber means
to earn cash.

And, if they find a new method, they will exploit it quickly and
widely to maximize gains from it before the window of opportunity
disappears. They’re not likely to stop any time soon.

Cybercrime is a much more efficient and lower risk way of gener-
ating foreign cash then their previous illicit financing mechanisms.
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For an easy comparison, North Korea’s total exports in 2022 were
only $160 million with a heavy dependence on mineral exports to
China.

Their next export category was hair wigs. This pales in compari-
son to how much they can steal in a single cyberattack.

For almost two decades, sanctions have been a main policy lever,
vis-a-vis North Korea. Whether it was to change their behavior or
to slow down their weapons program. However, North Korea has
been able to stay resilient to this, in part through a cybercrime en-
terprise.

Third, combating North Korea’s cybercrime is a cat and mouse
game. And, it is a problem that has been managed not deterred.

The U.S. and its allies will not be able to persuade North Korea
to cease activity in this space altogether. Instead, we should set
two goals. The first goal should be to mitigate the frequency and
scale of North Korea’s cybercrime.

Thankfully, the U.S. Government is already aware of this prob-
lem, and it has to take important steps through indictments, sanc-
tions, and direct seizures. There is a broader effort toward regu-
lating virtual assets and exchanges in general, which will certainly
help to put pressure on North Korea.

Over the past year, the U.S. and South Korea have also been in
close coordination on this issue. At the same time, North Korea
continues to innovate on their money laundering scheme to get
around such crack downs. So far, North Korea is winning this cat
and mouse game.

The second goal should be to shape the way that North Korea
conducts its cyber operations in such a way that reduces systemic
risks of accidents and widespread collateral damage so as to pre-
vent incidents such as WannaCry from happening again.

The combination of these two goals are seemingly at odds with
each other. And, maintaining a balance between them will be our
key challenge.

Our efforts to whack the mole faster than they appear will also
encourage North Korea to engage in riskier tactics in cyberspace.
And, because North Korea has a higher risk tolerance than others,
we cannot lose sight of the second goal in lieu of the first.

This concludes my remarks. I would like to thank the Sub-
committee for convening the hearing on this pressing issue. I look
forward to your questions.

[The prepared statement of Ms. Jun follows:]
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Chairwoman Kim, Ranking Member Bera, and members of the Subcommittee, thank you for the
opportunity to testify before you today on this important and timely topic. It is an honor to be here.
My name is Jenny Jun, Research Fellow in the CyberAl Project at the Center for Security and
Emerging Technology (CSET) at Georgetown University. 1 am also finishing my PhD at Columbia
University where I have conducted research on cyber coercion. My comments today are my own
and not to be attributed to CSET, Atlantic Council, or Columbia University.

North Korea’s Cyber Operations

If nuclear bombs are North Korea’s ultimate weapon, then cyber capabilities are its Swiss army
knife. North Korea frequently uses its cyber capabilities to further a variety of national goals from
stealing cryptocurrency to fund its nuclear and missile program to espionage on organizations
related to COVID-19 research.! Through cyber operations, North Korea is able to target globally
despite its physical isolation. Kim Jong-un himself allegedly referred to cyber capabilities as an
“all-purpose sword,” according to a 2013 briefing by the South Korean National Intelligence
Service.? How often North Korea uses cyber capabilities and in diverse settings poses a vastly
different policy problem than responding to its nuclear and missile threat.

North Korea’s hackers have proven time and time again that they are quick learners who are
persistent, bold, and creative. They learn fast from major cyber incidents and quickly adopt
relevant tactics, techniques, and procedures (TTP) as part of their own toolkit. For example, just
months after the public disclosure of the Sunburst/SolarWinds campaign in December 2020, North
Korea was observed leveraging software supply chain attacks.’ We are now seeing more of such
attacks in high-profile incidents in 2023 such as the compromise of the voice-over-internet-
protocol (VoIP) software 3CX and cloud-based directory-as-a-service platform JumpCloud.* In
another example, North Korea started using wiper malware in 2013 during the DarkSeoul
campaign against South Korea, months after a 2012 Iranian wiper attack against Saudi Aramco.
The year after, wipers featured as a major component in North Korea’s cyber attack against SONY
Pictures Entertainment.

What makes me most worried about North Korea’s cyber threat is that they are sometimes not
afraid to launch operations that are brazen and destructive with a singular determination to achieve
the task at hand, even if it means that their operations are less discreet as a result. For example, in
2018 North Korea reportedly destroyed 9,000 workstations and 500 servers through a wiper attack
on Banco de Chile, in order to obfuscate investigation of a $10 million fraudulent SWIFT
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transaction in a bank heist.”> Not only do such techniques increase the extent of the victim’s damage,
they are indicative of a certain North Korean mindset that has a disregard for diplomatic
consequences as a result of attribution.

This problem is compounded by the observation that in cyberspace, restraint is often costly to
achieve in terms of time and resources.® Operational elements such as thorough testing of malware
to minimize accidents and collateral damage or refraining from indiscriminate targeting and
automation may take a back seat compared to an incentive to exploit as many targets as possible
using a particular tool to maximize profit within a limited timeframe. Such operational choices are
evident in past North Korean behavior in cyberspace, in which hackers enabled fraudulent ATM
cash withdrawals simultaneously in 23 different countries as part of its FASTcash campaign.’
North Korea is different from other state-sponsored Advanced Persistent Threats (APT) marked
by their tolerance of more operational risk and a willingness to trade off secrecy for expediency.

North Korea’s Cryptocurrency Theft

While North Korea has engaged in small-scale cyber crime since at least 2009, the frequency and
scale of its operations have gone up dramatically since 2015.% North Korea has come up with a
potpourri of daring and innovative ways to earn money through cyber means, often coming in
waves of campaigns including fraudulent SWIFT transactions targeting banks, fraudulent ATM
cash withdrawals, ransomware, protection rackets, credit card skimming, cryptocurrency mining
and cryptojacking, fraudulent Initial Coing Offerings (ICO), offering services as foreign IT
workers, and most notably large scale cryptocurrency thefts.”

The cash-strapped country has long relied on illicit finance to prop up its regime. The revenue
generated by cyber means is a lifeline for the regime, and North Korea is unlikely to scale down
its operations anytime soon. For an easy comparison, North Korea’s total exports in 2022 were a
meager $160 million with heavy dependence on mineral exports to China, where 96.7% of total
exports were outbound for China and minerals accounted for 41.3% of total exports.'” On the other
hand, North Korea’s total imports in 2022 were $1.4 billion.!! Whether through cyber means or
not, North Korea absolutely needs additional revenue from illicit finance given this situation.

Estimating how much money North Korea ends up making through its diverse cyber crime
enterprise is a very difficult but essential task that needs further collaborative research, especially
if those estimates are to be used in turn to estimate North Korea’s progress in its nuclear and missile
program. For one, it is important to note that the dollar equivalent of the amount of virtual assets
stolen initially does not necessarily go back to the regime in its entirety. Aside from the fact that
cryptocurrency values are highly volatile, North Korea loses an unknown percentage of the initial
bounty as they try to launder the asset through various intermediaries for a fee and sometimes cash
them out in fiat currency. For example, of the approximately $620 million worth of Ethereum
stolen in the infamous 2022 Axie Infinity/Ronin Bridge hack, about $455 million was laundered
through Tornado Cash, a virtual currency mixer, and a portion of the money, each $30 million and
$5.9 million, have since been seized by law enforcement.!? Sometimes North Korea just sits on
large sums of unlaundered cryptocurrency assets without moving them around, and sometimes
North Korea may never need to cash them out in fiat currency if they are using the proceeds to
self-fund further cyber espionage operations.'* What we know with a higher degree of certainty is
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that the sum of these criminal proceeds, even after heavily discounting for the above, are likely to
safely surpass the $160 million in official exports by the regime and is thus an essential part of the
regime’s survival strategy. What we are less sure is a more precise range of estimates that can then
be used for a variety of other projections about the regime.

‘What to do about it?

North Korea’s illicit financing through cyber means is a management problem, not a deterrence
problem. U.S. and its like-minded partners will not be able to persuade North Korea to cease
activity in this space altogether through threats of punishment. For the foreseeable future, the
dynamic will be that of a cat-and-mouse game or a whack-a-mole, and the goal would be to
mitigate the frequency and scale of North Korea’s cyber crime enterprise through various policy
levers and cooperation with international partners. The other part of this management problem
would be to shape the way North Korea conducts its cyber operations in such a way that reduces
systemic risks of accidents, widespread collateral damage, and/or third-party exploitation, so as to
prevent incidents such as WannaCry.

Fortunately, the U.S. government is well aware of the cyber threat posed by North Korea and has
taken important steps to curtail their activity in coordination with the private sector, including
indictments on North Korean hackers and money laundering intermediaries, sanctions on key
entities and individuals, and direct freezing and seizure of virtual assets. Outside of the North
Korean context, there is a move towards more domestic regulation of cryptocurrency transactions
and exchanges and in coordination with groups such as the Financial Action Task Force (FATF).
The U.S.-ROK alliance has revived its Working Group on the DPRK Cyber Threat last year, and
has published relevant joint advisories and issued joint sanctions.

Still, challenges remain in this cat-and-mouse game. After authorities and cooperating
cryptocurrency exchanges started to freeze about $1 million of the approximately $100 million in
stolen virtual assets from the 2023 Atomic Wallet hack, North Korean hackers began to launder
their assets through the Russia-based Garantex cryptocurrency exchange, which has been already
been sanctioned by the Office of Foreign Assets Control (OFAC) since April 2022 but has
continued to operate despite the designation.! Even after OFAC designated an Ethereum wallet
address associated with the 2022 Axie Infinity/Ronin Bridge hack on the Specially Designated
Nationals (SDN) List, hackers simply sent bits of Ethereum to new, unsanctioned wallets, then
continued to launder money through Tornado Cash, up to $455 million.'* Last year cryptocurrency
mixers such as Blender.io and Tornado Cash have been sanctioned, though there is also an ongoing
legal battle over whether decentralized smart contract protocols such as Tornado Cash count as an
“entity” and “property” that can be sanctioned by OFAC.'® In the meantime, North Korea has
turned to a variety of other ways to launder its virtual assets.

In conclusion, North Korea’s cyber capabilities are not to be underestimated, and the regime is
determined to continue to generate foreign cash through illicit finance, especially through cyber
means. These revenue sources are a lifeline for their regime, and North Korea continues to
skillfully evade sanctions despite many dedicated efforts by the U.S. government and the
international community. I would like to thank the subcommittee for their attention to this
important and timely matter. I look forward to your questions.
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Mrs. KiMm OF CALIFORNIA. Thank you very much.

We were kind of in consultation with the members and the Rank-
ing Member to determine what to do, because we—our votes will
be called any minute now.

But, since the bell hasn’t run, I think what I'll do is recognize
myself for 5 minutes of questioning. And then, given time, we will
go with the Ranking Member for questions. And then, we’ll have
to take a recess and come back.

So, with your understanding, I want to ask the first questions to
Mr. Klinger and Ms. Scholte. Regarding the sanctions, you know,
how has the United States used the sanctions to try and deter
DPRK cyberattacks?

And, has the U.S. ever imposed secondary sanctions in relation
to North Korea’s cybercrime?

Mr. KLINGER. Thank you very much. Sanctions against
cybercrimes as well as just overall against North Korea, you know,
it’s not a magic bullet. It’s one tool of a comprehensive integrated
strategy against North Korea.

But, we have underutilized it. There’s very strong legislation of
the U.S. as well as U.N. Security Council Resolutions.

But, the question, I think, has always been, why have not we
fully enforced them? In the previous Administration, the President
announced there were 300 North Korean entities that he was not
sanctioning because we were talking so nicely to North Korea and
it would be an insult to Kim Jong Un to impose them.

After the talks broke down, we never imposed those. The prede-
cessor of this Committee sent to the White House a list of 12 Chi-
nese banks that it felt were committing money laundering crimes
in the United States. No actions were taken against any of them.

And, we've imposed $9 billion in fines on European banks for
money laundering for Iran. But, zero dollars in fines on Chinese
banks for doing the same for North Korea.

So, I think with cybercrimes, you know, we’ve seen that in the
last several years there have been very extensive efforts by South
Korea and the U.S. to sanction or impose fines. Or, to even be able
to claw back some of the stolen cryptocurrency.

But, it’s always very difficult, particularly with cybercrimes, to
identify the perpetrator or then to punish them. So, doing more of
the same may not seem, you know, satisfying.

But, it is a question with law enforcement, you have to con-
stantly maintain pressure on the criminals in order to, in some
cases, just maintain the status quo.

Mrs. KiM OF CALIFORNIA. Ms. Scholte, do you want to add to
that?

Ms. ScHOLTE. I echo exactly what Mr. Klinger said. We eased up
on the Chinese banks. And, we never reimposed and enforced those
things.

And, there’s a—some detailed information in this, the Root of
Evil that Josh Stanton prepared. But, we just backed off.

And, we have not been aggressive. And, we have these tools that
we’re not using. So, I just want to echo that.

Mrs. KiM OF CALIFORNIA. So, you know, under that scenario,
since our current sanctions are not being enforced properly, do you
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think secondary sanctions are, or will be an effective tool in holding
actors like North Korea accountable?

Mr. KLINGER. I think we should. If someone is, some entity is in
violation of our laws, sometimes indirectly in supporting direct
criminals, then there should really be no hesitation in enforcing
our laws.

And, Chinese banks and businesses have been particularly egre-
gious in their support of North Korean cybercrimes.

Mrs. KiMm OF CALIFORNIA. And, conceptually applying this, the
secondary sanction type of the regime to other U.S. tools, like ex-
port controls, is something worthwhile that the United States pol-
icymakers should consider?

Mr. KLINGER. Very much so.

Mrs. Kim OF CALIFORNIA. OK. Ms. Lee and Mr. Klinger, I want
to also ask for your thoughts on what sort of coordination of illicit
cyber activities, if any, is there between North Korea and the PRC?

And, what about Russia? Do we have any coordination?

Mr. KLINGER. We know that North Korean government agencies
and affiliated hacking groups have been in coordination with Rus-
sian criminal groups. And, they have provided the tools and soft-
ware and other means for hacking that have supported North
Korea.

With China, they have provided safe haven to North Korean
hackers. They presumably have also provided training and hard-
ware and software for North Korea to engage in hacking activity
on Chinese soil.

Mrs. KiMm OF CALIFORNIA. Ms. Lee, can you add to that, please?

Ms. LEE. I would echo that as well. And, as you pointed out, as
Bruce pointed out, North Korean workers were supposed to be back
under U.N. Security Council Resolutions by December 2019.

However, it is understood that many of them are still in China
and Russia. And, continue to carry out illicit activities that violate
U.N. Security Council Resolutions.

So, while China and Russia may refute that they provide any
specific training, they are still violating U.N. Security Council Res-
olutions by allowing them to stay and operate in their countries.

Mrs. KiMm OF CALIFORNIA. Very good. Well, thank you. Let me
now recognized Ranking Member Bera for 5 minutes of ques-
tioning.

Mr. BERA. Thank you, Madam Chairwoman. I'm going to yield
my 5 minutes to Representative Sherman, because I'll be return-
ing, and will ask at that time.

Mr. SHERMAN. I thank the gentleman. Seventy years, and we've
had the most manifestly failed policy as we would have anywhere
in the world.

The North Korean people are starving and it’s not every year.
But, in some years. This human rights condition is beyond descrip-
tion.

But, worse than any of that is the threat we face from their nu-
clear program. We pound the table and we say CVID, complete, ir-
reversible, verifiable.

And, then we pound the table again. We complement this with
weak-ass sanctions that maybe annoy the North Koreans. They’d
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like to get out of them, but not enough to change their nuclear or
other policies.

And then, we sometimes trim around the edges and talk about
how we can make this sanction a little tougher and that sanction
a little tougher.

I do not think we’'re—Mr. Klinger, if our sanctions were 10 or 20
percent more effective, would that cause, you know, so a little
tougher, would that cause North Korea to abandon its nuclear pro-
gram?

Mr. KLINGER. I think [——

Mr. SHERMAN. Or, would we need to do an awful lot more than
that?

Mr. KLINGER. We have to enforce our own laws for the sake of
enforcing our own laws. And, I do not see a benefit in not enforcing
our laws.

Mr. SHERMAN. Well, that is

Mr. KLINGER. Out of the idea that it wouldn’t help.

Mr. SHERMAN. The one detriment about talking about enforcing
our own laws a little better, is it distracts us. And, we get a little
better at what we’re doing that’s ineffective.

And, we’ll have another 20 years where every year we pound the
table and say CVID. And, North Korea develops even more and
more nuclear weapons.

My concern is, we put economic pressure on them. The one thing
they have a surplus of that could be sold in the market is nuclear
weapons.

And, if they do not have a surplus now, they’re producing more.
And, at some point they’ll have more than their own doctrines re-
quire.

We had a conference earlier today that I put together on the
Peace in Korean Peninsula Act, which would push the State De-
partment to at least negotiate a peace treaty. Not that that would
solve all problems.

But, it’s not a concession to North Korea any more than Eisen-
hower’s decision to sign an Armistice 70 years ago today was a con-
cession.

When it comes to cyber, we tend to play defense. I do not know
if anybody has the expertise here. But, how much harm could we
do to the North Korean economy if we played offense and we tried
to disrupt their economy?

Does anyone have the expertise? I do not. I'm not sure that can
be discussed in an unclassified setting in any case.

Mr. KLINGER. It would be difficult, I think, to assess. Because in
large part, the North Korean economy is not as tightly connected
to the internet as the United States system is.

Mr. SHERMAN. OK. TI'll point out when I say weak-ass sanctions
that if we just sanction an individual Chinese bank, then they’ll—
a}rlld, we've been so weak they have not even bothered to react to
that.

They can have some of their banks do business with North Korea
and some of their banks do business with us. And then, the banks
that do business with us, we cannot sanction for doing business
with North Korea.
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They have not even bothered to do that, because as Bruce just
pointed out, we—what they cannot avoid is across the board tariffs
on China to be maintained for as long as China plays the critical
role it does in helping this regime continue its nuclear program.

Of course, that would hurt Walmart profits. So, instead of doing
something that might protect our State from North Korean nuclear
weapons and a freezing of their missile program, we continue to
keep doing what we have been doing, when it hasn’t worked, and
expect a different result.

And, think that we can achieve a slightly better result if we just
do it a little better. If we were close, you know, you get close and
you think, gee, if I just work a little more, it’s going to get there.
I do not think we’re close.

Finally, Mr. Klinger, I spent this whole day trying to fight the
idea of deregulating crypto and allowing that to become another
currency. Right now, the number of transactions in crypto are not
a thousandth of what they are on the dollar.

But, more crypto transaction target is to follow. If cryptocurrency
was a real currency, would that be a boon to North Korea?

Mr. KLINGER. It maybe a way for them to facilitate commerce
without being reliant on the centrality of the U.S. dollar to the
international financial system.

We know that the majority of all international transactions in
the world is denominated in dollars. Which means it has to go
through a U.S. Treasury Department regulated bank in the U.S.

And, we know that the majority of North Korean international
transactions are denominated in dollars. So, if they can do it in
cyber, it’s a way of evading that form as well too.

Mr. SHERMAN. That’s why I got involved in the crypto—or, I'd
like unanimous consent to put a packet of 20 different articles de-
scribing how North Korea uses cryptocurrency into the record.

[The information referred to follows:]
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North Korea hackers suspected in new
$35 million crypto heist

By Sean Lyngaas
Updated 7:37 AM EDT, Wed June 7, 2023

New YorkCNN —

North Korean hackers were likely behind the theft of at least $35 million
from a popular cryptocurrency service, multiple crypto-tracking experts
told CNN Tuesday.

It's the latest in a string of hacks of cryptocurrency firms linked to
Pyongyang that US officials worry could be used to fund the North Korean
regime’s nuclear and ballistic weapons programs.

The hackers drained the cryptocurrency accounts of certain customers of
Atomic Wallet, an Estonia-based company that claims 5 million users of its
software.

Atomic Wallet said on Saturday that “less than 1%” of monthly users
appeared to be affected by the hack. The firm has not specified how much
money might have been stolen or who was behind the hack. CNN has
requested comment from the firm.

Some of the apparent victims of the hack took to Twitter to beg the
hackers for their money back, posting their cryptocurrency addresses in
case the hackers took pity on them.

North Korean hackers have stolen billions of dollars from banks and
cryptocurrency firms over the last several years, providing a key source of
revenue for the regime, according to reports from the United Nations and
private firms.

In the Atomic Wallet incident, the hackers’ money-laundering techniques
and the tools they used matched telltale North Korean behavior, according
to London-based crypto-tracking firm Elliptic.

An independent cryptocurrency tracker known as ZachXBT told CNN that
North Korean hackers were very likely responsible. The amount confirmed
stolen could rise above $35 million as Atomic Wallet continues to
investigate the incident, the analyst said.
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“The pattern was similar to what we saw with the laundering of Harmony
funds back in January,” ZachXBT said, referring to the laundering of $100
million stolen from a California-based firm.

The FBI blamed North Korea for the hack of Harmony. CNN reported on
how private investigators and South Korean intelligence operatives were
able to claw back a fraction of that money.

Thwarting North Korean hacking and money laundering has quickly
become a national security priority for the Biden administration. About half
of North Korea’s missile program has been funded by cyberattacks and
cryptocurrency theft, a White House official said last month.

CNN has requested comment from the FBI on the Atomic Wallet hack.
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Justice Department Seizes and Forfeits Approximately
$500,000 from North Korean Ransomware Actors and their
Conspirators

Tuesday, July 19, 2022

For Inmediate Release

Office of Public Affairs

Two Ransom Payments Made by U.S. Health Care Providers Recovered by
Law Enforcement Will Be Returned to Victims

The Justice Department today announced a complaint filed in the District of Kansas to forfeit
cryptocurrency paid as ransom to North Korean hackers or otherwise used to launder such
ransom payments. In May 2022, the FBI filed a sealed seizure warrant for the funds worth
approximately half a million dollars. The seized funds include ransoms paid by health care
providers in Kansas and Colorado.

“Thanks to rapid reporting and cooperation from a victim, the FBI and Justice Department
prosecutors have disrupted the activities of a North Korean state-sponsored group deploying
ransomware known as ‘Maui,” said Deputy Attorney General Lisa O. Monaco today at the
International Conference on Cyber Security. “Not only did this allow us to recover their r

payment as well as a ransom paid by previously unknown victims, but we were also able TOP
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identify a previously unidentified ransomware strain. The approach used in this case exemplifies
how the Department of Justice is attacking malicious cyber activity from all angles to disrupt
bad actors and prevent the next victim.”

According to court documents, in May 2021, North Korean hackers used a ransomware strain
called Maui to encrypt the files and servers of a medical center in the District of Kansas. After
more than a week of being unable to access encrypted servers, the Kansas hospital paid
approximately $100,000 in Bitcoin to regain the use of their computers and equipment. Because
the Kansas medical center notified the FBI and cooperated with law enforcement, the FBl was
able to identify the never-before-seen North Korean ransomware and trace the cryptocurrency
to China-based money launderers.

Then, as a result, in April 2022, the FBI observed an approximately $120,000 Bitcoin payment
into one of the seized cryptocurrency accounts identified thanks to the cooperation of the
Kansas hospital. The FBI's investigation confirmed that a medical provider in Colorado had just
paid a ransom after being hacked by actors using the same Maui ransomware strain. In May
2022, the FBI seized the contents of two cryptocurrency accounts that had received funds from
the Kansas and Colorado health care providers, The District of Kansas then began proceedings
to forfeit the hackers’ funds and return the stolen money to the victims.

“Reporting cyber incidents to taw enforcement and cooperating with investigations not only
protects the United States, it is also good business,” said Assistant Attorney General Matthew
G. Olsen of the Justice Department’s National Security Division. “The reimbursement to these
victims of the ransom shows why it pays to work with law enforcement.”

“These sophisticated criminals are constantly pushing boundaries to search for ways to extort
money from victims by forcing them to pay ramsons in order to regain control of their computer
and record systems,” said U.S. Attorney Duston J, Slinkard for the District of Kansas. “What
these hackers don’t count on is the tenacity of the U.S. Justice Department in recovering and
returning these funds to the rightful owners.”

“The FBI is dedicated to working with our federal and private sector partners to disrupt nation
state actors who pose a critical cyber threat to the American people,” said FBI Cyber Division
Assistant Director Bryan Vorndran. “Today’s success demonstrates the result of reporting to the
FBl and our partners as early as possible when you are a victim of a cyber attack; this provides
law enforcement with the ability to best assist the victim. We will continue to pursue these
malicious cyber actors, such as these North Korean hackers, who threaten the American public
regardless of where they may be and work to successfully retrieve ransom payments where
possible.”

“Today’s announcement reiterates the FBI and Jjustice department’s continued commitm
working with our critical infrastructure and private sector partners to identify and disma
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cyber threats, including new and emerging ransomware variants,” said Special Agent in Charge
Charles Dayoub of the FBI Kansas City Field Division. “Because of swift reporting by the victim
medical center, action was taken to lessen the loss to the victim company, as well as identify
the malware deployed, preventing additional cyber-attacks. The relationship between the FBI
and our private sector partners are critical to discover, disrupt and dismantle cyber threats to
our nation’s infrastructure.”

On July 6, 2022, based on information obtained during the Department’s investigation, the FBI,
the Cybersecurity and Infrastructure Security Agency (CISA) and the Department of the
Treasury issued a joint cybersecurity advisory regarding the North Korean threat to U.S. health
care and public health sector organizations, which included indicators of compromise and
mitigation advice.

Deputy Attorney General Lisa O. Monaco; Assistant Attorney General Matthew G. Olsen of the
Justice Department’s National Security Division; U.S. Attorney Duston J. Slinkard for the District
of Kansas; Special Agent in Charge Charles Dayoub of the FBI’s Kansas City Field Office; and
Assistant Director Bryan Vorndran of the FBI's Cyber Division made the announcement.

The FBl is investigating the case.

Updated July 19, 2022
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U.S. Citizen Who Conspired to Assist North Korea in Evading
Sanctions Sentenced to Over Five Years and Fined $100,000

Tuesday, April 12, 2022

For Inmediate Release

Office of Public Affairs

A U.S. citizen who conspired to provide services to the Democratic People’s Republic of Korea
(DPRK or North Korea), including technical advice on using cryptocurrency and blockchain
technology to evade sanctions, was sentenced to 63 months in prison after pleading guilty to
conspiracy to violate the International Emergency Economic Powers Act (IEEPA).

According to court documents, Virgil Griffith, 39, began formulating plans as early as 2018 to
provide services to individuals in the DPRK by developing and funding cryptocurrency
infrastructure there, including to mine cryptocurrency. Griffith knew that the DPRK could use
these services to evade and avoid U.S. sanctions, and to fund its nuclear weapons program and
other illicit activities.

Pursuant to the IEEPA and Executive Order 13466, U.S. persons are prohibited from exporting
any goods, services or technology to the DPRK without a license from the Department of the
Treasury, Office of Foreign Assets Control (OFAC).

In April 2019, Griffith traveled to the DPRK to attend and present at the “Pyongyang Blockchain
and Cryptocurrency Conference” (the DPRK Cryptocurrency Conference). Even though the
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Department of State had denied Griffith permission to travel to the DPRK, Griffith delivered
presentations at the DPRK Cryptocurrency Conference, tailored to the DPRK audience, knowing
that doing so violated sanctions against the DPRK.

At the DPRK Cryptocurrency Conference, Griffith and his co-conspirators provided instruction
on how the DPRK could use blockchain and cryptocurrency technology to launder money and
evade sanctions. Griffith’s presentations at the DPRK Cryptocurrency Conference had been
approved by DPRK officials and focused on, among other things, how blockchain technology
such as “smart contracts” could be used to benefit the DPRK, including in nuclear weapons
negotiations with the United States. Griffith and his co-conspirators also answered specific
questions about blockchain and cryptocurrency technologies for the DPRK audience, including
individuals whom Griffith understood worked for the North Korean government.

After the DPRK Cryptocurrency Conference, Griffith pursued plans to facilitate the exchange of
cryptocurrency between the DPRK and South Korea, despite knowing that assisting with such
an exchange would violate sanctions against the DPRK. Griffith also attempted to recruit other
U.S. citizens to travel to North Korea and provide similar services to DPRK persons and
attempted to broker introductions for the DPRK to other cryptocurrency and blockchain service
providers. At no time did Griffith obtain permission from OFAC to provide goods, services or
technology to the DPRK.

Assistant Attorney General Matthew G. Olsen of the Justice Department’s National Security
Division and U.S. Attorney Damian Williams for the Southern District of New York made the
announcement.

The FBI's New York Field Office investigated the case, with valuable assistance provided by the
National Security Division’s Counterintelligence and Export Control Section, the Justice
Department’s Office of International Affairs, and the Singapore Police Force.

Assistant U.S. Attorneys Kimberly Ravener and Kyle A. Wirshba for the Southern District of New
York and Trial Attorney Matthew J. McKenzie of the National Security Division’s
Counterintelligence and Export Control Section are prosecuting the case.

Updated July 21, 2022
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United States Files Complaint to Forfeit 280 Cryptocurrency
Accounts Tied to Hacks of Two Exchanges by North Korean
Actors

Thursday, August 27, 2020

For Inmediate Release

Office of Public Affairs

The Justice Department today filed a civil forfeiture complaint detailing two hacks of virtual
currency exchanges by North Korean actors. These actors stole millions of dollars’ worth of
cryptocurrency and ultimately laundered the funds through Chinese over-the-counter (OTC)
cryptocurrency traders. The complaint follows related criminal and civil actions announced in
March 2020 pertaining to the theft of $250 million in cryptocurrency through other exchange
hacks by North Korean actors.

“Today’s action publicly exposes the ongoing connections between North Korea’s cyber-hacking
program and a Chinese cryptocurrency money laundering network,” said Acting Assistant
Attorney General Brian C. Rabbitt of the Justice Department’s Criminal Division. “This case
underscores the department’s ongoing commitment to counter the threat presented by North
Korean cyber hackers by exposing their criminal networks and tracing and seizing their ill-
gotten gains.”

https://www justice. ited-states-fil int-forfeit-280- ts-tied-hacks-t 2/8
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“Today, prosecutors and investigators have once again exemplified our commitment to attribute
national security cyber threats, to impose costs on these actors, and bring some measure of
relief to victims of malicious cyber activities,” said Assistant Attorney General John C. Demers of
the Justice Department’s National Security Division. “Although North Korea is unlikely to stop
trying to pillage the international financial sector to fund a failed economic and political
regime, actions like those today send a powerful message to the private sector and foreign
governments regarding the benefits of working with us to counter this threat.”

“As part of our commitment to safeguarding national security, this office has been at the
forefront of targeting North Korea's criminal attacks on the financial system,” said Acting U.S.
Attorney Michael R. Sherwin of the District of Columbia. “This complaint reveals the incredible
skill of our Cryptocurrency Strike Force in tracing and seizing virtual currency, which criminals
previously thought to be impossible.”

“Despite the highly sophisticated laundering technigues used, IRS-Cl's Cybercrimes Unit was
able to successfully trace stolen funds directly back to North Korean actors,” said Don Fort,
Chief of IRS Criminal Investigation (IRS-Cl). “IRS-C| will continue to collaborate with its law
enforcement partners to combat foreign and domestic operations that threaten the United
States financial system and national security.”

“FBl efforts to stop the flow of threat finance around the world are central to our strategy to
address transnational crime,” said Assistant Director Calvin A. Shivers of the FBI's Criminal
Investigative Division. “This strategy is strengthened by the skills and expertise we continue to
develop in virtual asset investigations such as this, which enable the FBl and our pariners to
identify and seize illicit assets”

“As North Korea becomes bolder and more desperate in their efforts to steal money using
sophisticated money laundering techniques, HS! will continue to apply pressure by exposing
their fraudulent transactions,” said Special Agent in Charge Steven Cagen of U.S. Immigration
and Customs Enforcement’s Homeland Security Investigations (HS!) Denver. “We are
committed to safeguarding the interest of the United States against the criminal elements in
North Korea to protect the integrity of the cyber financial system.”

“At U.S. Cyber Command, we leverage a persistent engagement approach to challenge our
adversaries’ actions in cyberspace,” said Brigadier General Joe Hartman, Commander of the
Cyber National Mission Force. “This includes disrupting North Korean efforts to illicitly generate
revenue. Department of Defense cyber operations do not occur in isolation. Persistent
engagement includes acting through cyber-enabled operations as much as it does sharing
information with our interagency partners to do the same.”

“Today's complaint demonstrates that North Korean actors cannot hide their crimes within the
anonymity of the internet. International cryptocurrency laundering schemes undermine the
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integrity of our financial systems at a global level, and we will use every tool in our arsenal to
investigate and disrupt these crimes,” said Special Agent in Charge Emmerson Buie Jr. of the
FBI’s Chicago Field Office. “The FBI will continue to impose risks and conseguences on
criminals who seek to undermine our national security interests.”

The forfeiture complaint filed today details two related hacks of virtual currency exchanges.

As alleged in the complaint, in July 2019, a virtual currency exchange was hacked by an actor
tied to North Korea. The hacker allegedly stole over $272,000 worth of alternative
cryptocurrencies and tokens, including Proton Tokens, PlayGame tokens, and IHT Real Estate
Protocol tokens. Over the subsequent months, the funds were laundered through several
intermediary addresses and other virtual currency exchanges. In many instances, the actor
converted the cryptocurrency into BTC, Tether, or other forms of cryptocurrency -a process
known as “chain hopping” ~in order to obfuscate the transaction path, As detailed in the
pleadings, law enforcement was nonetheless able to trace the funds, despite the sophisticated
laundering techniques used.

As also alleged in the pleadings, in September 2019, a U.S.-based company was hacked in a
retated incident. The North Korea-associated hacker gained access to the company's virtual
currency wallets, funds held by the company on other platforms, and funds held by the
company’s partners. The hacker stole nearly $2.5 million and laundered it through over 100
accounts at another virtual currency exchange.

The funds from both of the above hacks, as well as hacks previously detailed in a March 2020
forfeiture action (1:20-cv-00606-TIK), were all allegedly laundered by the same group of
Chinese OTC actors. The infrastructure and communication accounts used to further the
intrusions and fund transfers were also tied to North Korea.

The claims made in this complaint are only allegations and do not constitute a determination of
liability. The burden to prove forfeitability in a civil forfeiture proceeding is upon the
government.

The investigation was conducted by IRS-Cl's Washington, D.C. Cyber Crimes Unit, the FBI's
Chicago and Atlanta Field Offices, and HSI's Colorado Springs Office with additional support
from the FBI's San Francisco Field Office. Trial Attorney C. Alden Petker of the Criminal
Division’s Computer Crime and Intellectual Property Section, Trial Attorney David Recker of the
National Security Division’s Counterintelligence and Export Control Section and Assistant U.S.
Attorneys Zia M. Faruqui, Jessi Camille Brooks, and Christopher Brown are prosecuting the
case, with assistance from Supervisory Paralegal Specialist Elizabeth Swienc and Legal
Assistant Jessica McCormick.

Support to this effort was provided by FBl's San Francisco Field Office and the U.S. Attorney’s
Office of the Northern District of Georgia.
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Support to this effort was also provided by United States Cyber Command. More information
about the command’s efforts to combat North Korean and other malware activity can be found
on Twitter and VirusTotal.

The year 2020 marks the 150th anniversary of the Department of Justice. Learn more about the
history of our agency at www.Justice.gov/Celebrating150Years.

Updated July 13, 2022
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Two Chinese Nationals Charged
with Laundering Over $100
Million in Cryptocurrency From
Exchange Hack

Monday, March 2, 2020

Share

For Immediate Release

Office of Public Affairs

Forfeiture Complaint Details Over $250 Million Stolen by North

Korean Actors

Two Chinese nationals were charged with laundering over $100 million worth of
cryptocurrency from a hack of a cryptocurrency exchange. The funds were stolen by
North Korean actors in 2018, as detailed in the civil forfeiture complaint also unsealed
today.

In the two-count indictment unsealed today in the District of Columbia, HE & aka Tian
Yinyin, and 2% ZRaka Li Jiadong, were charged with money laundering conspiracy and
operating an unlicensed money transmitting business.

“These defendants allegedly laundered over a hundred million dollars worth of stolen
cryptocurrency to obscure transactions for the benefit of actors based in North Korea,”
said Assistant Attorney General Brian A. Benczkowski of the Justice Department's
Criminal Division. “Today's actions underscore that the Department will pierce the veil
of anonymity provided by cryptocurrencies to hold criminals accountable, no matter
where they are located.”

“Today, we are publicly exposing a criminal network'’s valuable support to North Korea’s
cyber heist program and seizing the fruits of its crimes,” said Assistant Attorney General
John C. Demers of the Justice Department’s National Security Division. “This case
exemplifies the commitment of the United States government to work with foreign
partners and the worldwide financial services industry to disrupt this blended threat.”

“The hacking of virtual currency exchanges and related money laundering for the benefit
of North Korean actors poses a grave threat to the security and integrity of the global
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financial system,” said U.S. Attorney Timothy J. Shea of the District of Columbia. “These
charges should serve as a reminder that law enforcement, through its partnerships and
collaboration, will uncover illegal activity here and abroad, and charge those responsible
for unlawful acts and seize illicit funds even when in the form of virtual currency.”

"North Korea continues to attack the growing worldwide ecosystem of virtual currency
as a means to bypass the sanctions imposed on it by the United States and the United
Nations Security Council. 1RS-Cl is committed to combatting the means and methods
used by foreign and domestic adversaries to finance operations and activities that pose
a threat to U.S. national security,” said Internal Revenue Service-Criminal Investigation
(IRS-CI) Chief Don Fort. "We will continue to push our agency to the forefront of
complex cyber investigations and work collaboratively with our law enforcement
partners to ensure these nefarious criminals are stopped and that the integrity of the
United States financial system is preserved.”

“The FBI will continue to actively work with our domestic and international law
enforcement partners to identify and mitigate illicit movement of currency,” said
Assistant Director Calvin Shivers of the FBI's Criminal Investigative Division. “Today's
indictment and sanctions send a strong message that the United States will not relent in
holding accountable bad actors attempting to evade sanctions and undermine our
financial system.”

"This case shows how important robust partnerships across the U.S. Government are in
disrupting criminal actors,” said Acting Assistant Director Robert Wells of the FBl's
Counterintelligence Division.

"This indictment shows what can be accomplished when international law enforcement
agencies work together to uncover complex cross-border crimes,” said Acting Executive
Associate Director Alysa Erichs of U.S. Immigration and Customs Enforcement's
Homeland Security Investigations (HSI). “HSI is committed to upholding the rule of law
and investigating those that would steal cryptocurrency for their illicit purposes.”

According to the pleadings, in 2018, North Korean co-conspirators hacked into a virtual
currency exchange and stole nearly $250 million worth of virtual currency. The funds
were then laundered through hundreds of automated cryptocurrency transactions
aimed at preventing law enforcement from tracing the funds. The North Korean co-
conspirators circumvented multiple virtual currency exchanges’ know-your-customer
controls by submitting doctored photographs and falsified identification
documentation. A portion of the laundered funds was used to pay for infrastructure
used in North Korean hacking campaigns against the financial industry.
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The pleadings further allege that between December 2017 and April 2019, Yinyin and
Jiadong laundered over $100 million worth of virtual currency, which primarily came
from virtual currency exchange hacks. The defendants operated through independent
as well as linked accounts and provided virtual currency transmission setvices for a fee
for customers. The defendants conducted business in the United States but at no time
registered with the Financial Crimes Enforcement Network (FInCEN).

The pleadings further allege that the North Korean co-conspirators are tied to the theft
of approximately $48.5 million worth of virtual currency from a South Korea-based
virtual currency exchange in November 2019, As with the prior campaign, the North
Korean co-conspirators are alleged to have laundered the stolen funds through
hundreds of automated transactions and submitted doctored photographs and falsified
identification documentation. The pleadings identify how the North Korean co-
conspirators used infrastructure in North Korea as part of this campaign.

The civil forfeiture complaint specifically names 113 virtual currency accounts and
addresses that were used by the defendants and unnamed co-conspirators to launder
funds. The forfeiture complaint seeks to recover the funds, a portion of which has
already been seized.

The charges in the pleadings are merely allegations, and all defendants are presumed
innocent until proven guilty beyond a reasonable doubt in a court of law.

Today, the U.S. Department of the Treasury's Office of Foreign Assets Control (OFAC)
also imposed sanctions on Yinyin, Liadong, and numerous cryptocurrency addresses
related to their involvement in activities facilitating North Korean sanctions evasion
based on their services and support for malicious cyber enabled activities linked to
North Korean actors.

The investigation was led by the IRS-Cl, the FBI, and HSI. The Korean National Police of
the Republic of Korea provided assistance and coordinated with their parallel
investigation.

The cases are being handled by Trial Attorney C. Alden Pelker of the Criminal Division’s
Computer Crime and Intellectual Property Section, Trial Attorney David Recker of the
National Security Division’s Counterintelligence and Export Control Section, and
Assistant U.S. Attorneys Zia Faruqui and Christopher B. Brown, Paralegal Specialists Brian
Rickers, and Legal Assistant Jessica McCormick of the U.S. Attorney’s Office for the
District of Columbia. Additional assistance has been provided by former Assistant U.S.
Attorney Youli Lee.
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The year 2020 marks the 150th anniversary of the Department of Justice. Learn more
about the history of our agency at www.Justice.gov/Celebrating150Years.
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@ This article was published more than 3 years ago

@he Washington Post

Democracy Dies in Darkness

LEGAL ISSUES
Two Chinese nationals indicted in cryptocurrency laundering
scheme linked to North Korea

By Spencer S. Hsu and Ellen Nakashima
March 3, 2020 at 6:05 a.m. EST

The United States on Monday charged two Chinese nationals with laundering more than $100 million in stolen
cryptocurrency from a 2018 cyberattack linked to North Korea’s illicit nuctear missile and weapons development

program.

The new indictment, accompanied by sanctions and a civil forfeiture complaint seizing 113 cryptocurrency accounts
filed in federal court in Washington, marks the first and largest enforcement action of its kind by the United States
to deter North Korea's cryptocurrency financing.

“The hacking of virtual currency exchanges and related money laundering for the benefit of North Korean actors
poses a grave threat to the security and integrity of the global financial system,” said Timothy J. Shea, U.S. attorney
for Washington.

The charges come after a U.N. sanctions monitoring panel reported last summer that North Korea has raised up to
$2 billion for its weapons development program through cyberattacks, including “increasingly sophisticated” raids
against financial institutions and cryptocurrency exchanges to steal, launder and generate funds.

Large-scale attacks by North Korea on cryptocurrency exchanges that deal in virtual money such as bitcoin and
Ethereum and rely on blockchain technology “generate income in ways that are harder to trace and subject to less
government oversight and regulation than the traditional banking sector,” the U.N. expert panel reported in August.

“The United States will continue to protect the global financial system by holding accountable those who help North
Korea engage in cybercrime,” Treasury Secretary Steven Mnuchin said.

The charges and enforcement actions Monday are linked to an estimated $250 million in stolen funds. About $68
million of the funds laundered by the two defendants flowed to nine named Chinese banks, the government said.
The case underscores the role played by China’s banking system that has agitated relations between Beijing and
‘Washington, people familiar with the case said.
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The U.S. Treasury Department’s Office of Foreign Assets Control alleged that Tian Yinyin and Li Jiadong provided
material support for “a malicious, cyber-enabled activity” and assisted an attack by Lazarus Group, a North Korean
government cyber group that has carried out the bulk of North Korea’s malicious hacks against U.S. and foreign
banks, corporations and other targets.

The Trump administration in September sanctioned the group, whose accused exploits include an attempted
ransomware attack on hundreds of thousands of WannaCry users in 2017, and the 2014 hack of Sony Pictures after it
backed a satirical movie depicting the assassination of North Korean leader Kim Jong Un.

The Treasury Department at that time sanctioned the Lazarus Group and two subgroups dubbed Bluenoroff and
Andariel, saying all three are controlled by North Korea’s primary intelligence agency, the Reconnaissance General
Bureau.

North Korea has resorted to hacks against financial institutions to obtain income in the face of global sanctions
imposed over its nuclear program that have starved its access to foreign currency and the world banking system,
experts say.

The U.S. indictment, handed up Thursday and unsealed Monday, comes amid a renewed rise in tensions over North
Korea’s missile threat. North Korea on Monday launched two short-range projectiles off its east coast in its first
weapons test in three months. The test came a year after Kimy's failed summit meeting with President Trump and
amid allegations that nuclear tatks have broken down.

Pyongyang has pledged never to give up its nuclear weapons, which the United States and its allies say must be the
goal of any negotiations. North Korea has separately denied allegations of orchestrating cyberattacks and
cyberheists.

The U.S. actions will be seen by North Korea as part of the administration’s “hostile policy,” said Jung Pak, a senior
fellow at the Brookings Institution and a former CIA analyst. “It highlights that the two countries are on parallel
tracks. ... They're going to lob missiles. We're going to do what we’re doing, which is designate, investigate,” Pak
said.

The U.S. charges appear to bolster the U.N. panel’s accusations on Pyongyang’s “deceptive practices” and
exploitation of weak enforcement by cryptocurrency exchanges and foreign banks.

U.S. eriminal filings allege that Tian and Li received funds from North Korean co-conspirators who had attacked
four cryptocurrency exchanges since 2017. Court documents do not name the exchanges, but the details link them to
publicly reported hacks that the U.N. panel tied to North Korea’s revenue generation efforts. They include a
December 2017 hack on Youbit that took 17 percent of its assets and sent it into bankruptcy, a $49 million hack on
Upbit in November 2019, and $30 million stolen in June 2018 from Bithumb — all three of South Korea.

Much of the laundered money came from a nearly $250 million, previously undisclosed hack in 2018 of another
Asian exchange, court documents said. The intrusion came after an employee unwittingly downloaded malware
while communicating with a potential client, the documents said.
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U.8. court documents allege that Tian and Li sent roughly 2,500 deposits with $67.3 million in stolen funds to nine
Chinese banks: China Guangfa Bank, Agricaltural Bank of China, China Everbright Bank, China CITIC Bank, China
Minsheng Bank, Huaxia Bauk, Industrial Bank, Pingan Bank and Shanghai Pudong Development Bank.

Tian and Li are not in U.S. custody and are assumed by U.S. authorities to be in China

U.S. court filings did not accuse the banks of any wrongdoing. Regulators said banks are typically required under
“know your customer” regulations to question clients and identify the source of such large deposits, and to report
suspicious transactions, several people familiar with the process said.

Commercial blockchain analysis firms helped U.S. investigators trace hacked funds, knowing that although
cryptocurrencies are known to attract criminals seeking anonymity, all transactions to individual accounts are

recorded in public ledgers that can be amassed into large data sets.

One such firm, Chainalysis, profiled Lazarus in a January report on the state of crypto-crime that said the North
Korean-linked entity had conducted one of the “most elaborate phishing schemes” the industry has ever seen.

Monday’s actions are likely to be “just the first” of U.S. government actions to follow the money from its Lazarus
revelations, Chainalysis spokeswoman Maddie Kennedy said. The firm estimated that seized eryptocurrency
accounts still hold about $15 million, and it is advising clients of any exposure to accounts named by the U.S.
government.

“A not insubstantial part of North Korea’s gross domestic product is based on stealing cryptocurrency funds,”
Kennedy said. U.S. authorities are “showing that ... anyone who helps facilitate those who are stealing illicit funds
are going to be held responsible.”

The investigation was a massive and complex undertaking. After identifying accounts that received tens of
thousands of related transactions, U.S. investigators followed up with requests for associated customer financial
account and communications records under domestic and foreign legal authorities from more than 100 private
entities,

“These are not the only two individuals we’re aware of that are involved in this type of activities,” IR8 Criminal
Investigation Special Agent Christopher Janczewski said.

The case was cracked when unidentified North Korean co-conspirators made a key error covering their tracks,
aceording to court documents.

Court filings said attackers layered — or “peeled” — transfers through more than 5,000 transactions, including by
using one-time use cryptocurrency wallets, through multiple countries before converting proceeds to government-
backed currencies.
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But they failed to “peel” one bulk transfer worth about $1.6 million which investigators traced to a North Korean-
tinked source, the charges said. Separately investigators traced North Korean co-conspirators logging in from
Pyongyang and using North Korean cellphone infrastructure, according to court documents.

The same North Korean co-conspirators involved, the U.S. alleged, were also engaged at that time in a massive
phishing campaign posing as advertisers for a Los Angeles firm or prospective clients or developers for
cryptocurrency exchanges. The co-conspirators, court documents said, had a fake Twitter and LinkedIn page created
with the name “Waliy Darwish” and Celas LLC, which produced a malicious software code that gave direct access to
the downloader’s system.

Celas shared a server and IP address with known malware named Fallchill that the FBI and Homeland Security
Department have associated with the government of North Korea, and the Celas application used a language code
associated with North Korea, court documents said.

The phishing campaign targeted thousands of work and personal email accounts at exchanges around the worid,

including of prominent executives in the industry, court documents said.

Ken Gause, a North Korean expert and director of the adversary analytics program at C.N.A., a think tank, cautioned
against assuming that all hacked funds go to North Korea’s nuclear program saying the Kim family, a wider elite,
and civilian economy all likely benefit.

Gause warned that enforcement actions may not disrupt evolving attacks, which he called “an unending game of
whack-a-mole.”

CORRECTION: An earlier version of this story referred incorrectly to Ripple as a virtual money exchange. Rippleisa
software company that is a majority owner of virtual currency XRP, but is independent of it.
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U.S. brings massive N. Korean sanctions case, targeting
state-owned bank and former government officials

By Spencer S. Hsy and Ellen Nakashima
May 28, 2020 at 4:37 p.m. EDT

The U.S. government has charged 28 North Korean and five Chinese individuals with facilitating more than $2.5
billion in illegal payments for Pyongyang’s nuclear weapons and missile program in what court papers describe as a
clandestine global network operating from countries including China, Russia, Libya and Thailand.

In a 50-page federal indictment unsealed Thursday in Washington, D.C., the Justice Department accused the
individuals of acting as agents of North Korea’s Foreign Trade Bank in what officials say is the largest North Korean
sanctions violations case charged by the U.S.

Working for the FTB - which is North Korea’s primary foreign currency bank and under sanctions for facilitating
nuclear proliferation — the agents allegedly set up more than 250 front companies and covert bank branches around
the world to mask payments transiting the U.S. financial system, including through several Chinese banks and for
equipment from Chinese telecommunications giants Huawei Technologies Co. and ZTE Corp., charging documents
said.

Those charged include two former FTB presidents, Ko Chol Man and Kim Song Ui; two former co-vice presidents,
Han Ung and Ri Jong Nam; and Han Ki Song, who allegedly operated FTB’s covert branch in Thailand and served in
North Korea’s primary intelligence agency.

“Through this indictment, the United States has signified its commitment to hampering North Korea’s ability to
illegally access the U.S. financial system, and to limiting its ability to use proceeds from these illicit actions to
enhance its illegal weapons of mass destruction program,” Michael R. Sherwin, acting U.S. Attorney for D.C.,, said in
a statement.
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The massive enforcement action comes as United Nations experts have detailed North Korea’s widespread evasion of
sanctions by using agents of state-owned and other banks overseas to facilitate a global web of illicit oil, arms and
coal deals to bring in foreign currency. The efforts have been augmented through offshore, ship-to-ship transfers,
large-scale cryptocurrency hacks and ransomware attacks.

The Justice Department moves highlight Washington’s stalled diplomatic effort to eliminate Pyongyang’s nuclear
missile and weapons capabilities, analysts said. The actions also reflect an internal U.S. election-year debate over
whether President Trump’s withholding of tougher sanctions and emphasis on personal diplomacy with Kim Jong
Un can succeed if existing American pressure tactics are_not effectively enforced, analysts said.

The Trump administration had outpaced predecessors at building a global coalition to pressure Pyongyang before
talks started. But the biggest hole in sanctions enforcement remains U.S. reluctance to penalize major Chinese banks
through which North Korea’s illicit funds flow for fear of triggering Chinese retaliation and a wider financial war.

The indictment reveals the extent to which the government believes China has facilitated the illicit network. Though
U.N. member states since early 2016 are supposed to have expelled branches of North Korean banks, the indictment
said such branches are still operating in Beijing and Shenyang, China.

And it said that five Chinese citizens have been overseeing covert FTB branches, including in Shenyang and Libya.

“This adds to the already overwhelming evidence that China’s government is willfully assisting Kim Jong Un in his
violations of North Korea sanctions,” said Joshua Stanton, who helped write the 2016 law that strengthened North
Korea sanctions.

“I'll believe it’s ‘maximum pressure’ when those banks begin to face nine- and 10-digit penalties, like the ones
President Obama imposed on European banks that broke Iran sanctions,” said Stanton, who has advised House and
Senate staffers on North Korea sanctions law.

Evans J.R. Revere, a former State Department official focused on East Asia, lauded the U.S. government for going
after Chinese banks and other entities enabling North Korea’s illicit activities, “This will complicate U.S.-China
relations, but that may be a necessary risk if the U.S. is serious about pressuring Pyongyang,” he said.

The charges against North Korean bank officials and agents marks an escalation of U.S. enforcement efforts,
potentially restricting the number of countries where Pyongyang is willing to risk sending its personnel and
signaling greater U.S. willingness to risk confrontation with host countries to expel, arrest or extradite them,
analysts said.

None of the defendants are in custody, officials said. The U.S. government also filed asset forfeiture charges and has
already quietly seized more than $63 million, the indictment said.
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U.S. officials including Secretary of State Mike Pompeo and Trump national security adviser Robert C. O’Brien have
complained publicly this year that China and Russia have weakened sanctions and aided illegal smuggling. The
Justice Department last year charged Huawei, which is supported by the Chinese government, with bank fraud and
Iranian sanctions violations. In 2017, ZTE pleaded guilty to violating U.S. sanctions against Iran and North Korea,
and paid $1.19 billion in fines imposed by the U.S. government.

Thursday’s actions reflected the latest U.S. legal actions scrutinizing those two firms’ conduct in particular, as well as
that of five unnamed Chinese banks that worked with FTB, even as Washington and Beijing have moved to ease
tensions over a trade war championed by Trump.

Thursday’s indictment did not name Huawei, but included allegations that align with reporting last July by The
Washington Post that Huawei allegedly partnered with a Chinese state-owned firm, Panda International
Information Technology Co. Ltd., and a second company to build a major North Korea wireless telecom network,

according to documents and people familiar with the projects.

The indictment charged two co-defendants with arranging to pay for Panda’s work in North Korea through U.S.
dollars by stating falsely to a Chinese bank in 2014 that an FTB front company in Shenyang was wiring payments to
Panda and the second company, Dandong Kehua Economic and Trade Co., for legitimate equipment purchases, as
previously reported by The Post.

According to the charges, an employee for Huaweli, referred to as “Chinese telecommunications company 1” in the
indictment, also received a receipt showing that a Nov. 5, 2015, payment to a Chinese company for a shipment of
electronic goods to North Korea had been blocked by a U.S. bank. The following day the employee received an
updated receipt from the company and an FTB agent in Shenyang that falsely stated the goods’ destination was
Hong Kong, when it was in fact North Korea, the indictment said

Spokespeople for Huawei and Panda could not immediately be reached for comment.

In a statement last year, Huawei said it “has no business presence” in North Korea, and “is fully committed to
comply with all applicable laws and regulations in the countries and regions where we operate, including all export
control and sanction laws and regulations” of the U.N., United States and European Union.

The indictment also reveals details of an earlier prosecution involving a Hong Kong shell firm hit with sanctions in
2017 that worked with Chinese telecommunications maker ZTE.

The new indictment charges three defendants who officials say managed the Mingzheng International Trading
Limited front company to launder money for FTB. The activity occurred, according to the indictment, despite
intermittent failures in which three Chinese banks at times blocked payments, and one advised that a U.S. bank
stopped the transaction because of U.S. sanctions aimed at the proliferation of weapons of mass destruction.

The indictment said Mingzheng and Dandong Kehua worked with “Chinese telecommunications company 2,” a
reference that aligns with ZTE, to purchase handsets from at least 2013 to 2015 despite a prohibition on shipment to
embargoed countries.
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The U.S. indictment draws on Chinese bank records, including a recorded July 2014 phone call by one Mingzheng
manager about opening an account with “Chinese Bank 4,” which later passed on the U.S. sanctions warning.

The records appear to be ones requested under Justice Department subpoenas upheld last July by a U.S. appeals
court to three large Chinese banks linked to Mingzheng that U.S. investigators were probing, and which later
identified themselves as the Bank of Communications, China Merchants Bank and Shanghai Pudong Development
Bank

Simon Denyer and Carol Morello contributed to this report
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North Korean Foreign Trade Bank Rep Charged for Role in Two
Crypto Laundering Conspiracies

WASHINGTON - Two federal indictments, unsealed today in the District of Columbia, charge a North
Korean Foreign Trade Bank (‘FTB”) representative for his role in money laundering conspiracies designed to
generate revenue for the Democratic People’s Republic of Korea, through the use of cryptocurrency. A third
indictment charges one of the co-conspirators in a separate scheme.

The indictments were announced by U.S. Attorney Matthew M. Graves, Assistant Attorney General of
the Criminal Division Kenneth A. Polite, Jr., and Special Agent in Charge Robert W. “Wes” Wheeler, Jr. of the
FBI's Chicago Field Office.

Sim Hyon Sop (“Sim”), 39, a North Korean national, is charged with conspiring with three over-the-
counter (“OTC”) traders, Wu HuiHui (‘Wu”), 34, a Chinese national living in Jinan, Shandong, China; Cheng
Hung Man (“Cheng”), 59, a Hong Kong British National (Overseas) living in Hong Kong, and an unknown
user of the online moniker “live;jammychen0150” (‘Chen”), to launder stolen cryptocurrency and use the
funds to purchase goods through Hong Kong-based front companies for the benefit of North Korea. Sim
directed these payments, which were made in U.S. dollars, through Chen. Chen then recruited Wu and
Cheng, both of whom were OTC traders, to find sham front companies and facilitate the payments to avoid
U.S. sanctions against North Korea.

The second indictment alleges a conspiracy between Sim and various North Korean IT workers to
launder proceeds of illegal IT development work. The IT workers gained employment at U.S. crypto
companies using fake identities and then laundered their ill-gotten gains through Sim for the benefit of the
North Korean regime, and in contravention of sanctions imposed against North Korea by the Department of
the Treasury’s Office of Foreign Assets Control (‘OFAC”) and the United Nations. Those sanctions were
imposed to impede the development of North Korea’s ballistic missiles, weapons production, and research
and development programs.

“Today’s indictments reveal North Korea’s continued use of various means to circumvent U.S.
sanctions,” said U.S. Attorney Graves. “We can and will ‘follow the money,’ be it through cryptocurrency or
the traditional banking system, to bring appropriate charges against those who would help to fund this
corrupt regime.”

hitps://www justice o K foreign-trade-bank-rep-charged-fole-two-crypt ing-conspirac
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“The charges announced today highlight the ways in which North Korean operatives have innovated
their approach to evading sanctions by exploiting the technological features of virtual assets to facilitate
payments and profits, and targeting virtual currency companies for theft,” said Assistant Attorney General
Kenneth A. Polite, Jr. of the Justice Department’s Criminal Division. “We will continue to work to disrupt and
deter North Korean actors and those who aid them by following the money on the blockchain and shining a
light on their conduct.”

“The growing popularity of virtual currencies has provided new and unique opportunities for criminals
to engage in illicit transactions, but what has not changed is our commitment to investigating these crimes,”
said Special Agent in Charge Wheeler. “| am proud of the work that the FBI and partners have accomplished
in support of today's indictment.”

Since 2017, as part of its cyber campaign, North Korean hackers have executed virtual currency-
related thefts to generate revenue for the regime, including through the hacking of virtual asset services
providers, such as virtual currency exchanges. A portion of the proceeds from those virtual currency theft
and fraud schemes was sent to virtual currency address 1G3Qj4Y4trA8S64zHFsaD5GtiSwX19qwFv, which
Sim and his OTC trader coconspirators used to fund payments for goods for North Korea.

To generate revenue for the regime, North Korea also deploys IT workers to obtain illegal
employment in the cryptocurrency industry. According to court documents, North Koreans apply for jobs in
remote IT development work without disclosing that they are North Korean in order to circumvent sanctions.
These IT workers bypass security and due diligence checks by using fake, or fraudulently obtained, identity
documents and other obfuscation strategies to hide their true location from online payment facilitators and
hiring platforms. The IT workers request payment for their services in virtual currency and then send their
eamnings back to North Korea via, among other methods, FTB representatives like Sim.

JA third indictment unsealed today in the District of Columbia separately charges \Wu with operating
an unlicensed money transmitting business. According to that indictment, Wu operated as an OTC trader on
a U.S.-based virtual currency exchange without a license and conducted over 1,500 trades for U.S.
customers, totaling over $800,000.

A concurrent action was taken today by the Department of the Treasury, sanctioning Sim, Wu, and
Cheng.

The charge of conspiring to launder monetary instruments is punishable by a maximum of 20 years
in prison. The charge of operating an unlicensed money transmitting business is punishable by a maximum
of 5 years in prison.

The investigation was conducted by the FBI's Chicago Field Office. The case is being prosecuted by
Trial Attorney Jessica Peck of the Justice Department’s National Cryptocurrency Enforcement Team (NCET),
Assistant U.S. Attorneys Steven Wasserman and Christopher Tortorice of the U.S. Attorney’s Office for the
District of Columbia, and Trial Attorney Emma Ellenrieder of the National Security Division’s
Counterintelligence and Export Control Section. Paralegal Specialists Brian Rickers and Angela De Falco
and Legal Assistant Jessica McCormick provided valuable istance. Significant istance was also
provided by the U.S. Attorney’s Office for the Central District of California, FBI's Los Angeles Field Office,
former IRS-Criminal Investigation Special Agent Chris Janczewski, and former FBI analyst Nick Carlsen.

An indictment is merely an allegation. All defendants are presumed innocent until proven guilty
beyond a reasonable doubt in a court of law.

Attachment(s):
Download 23cr128_sop_indictment

https://www justice. i ke foreign-trade-bank-rep-charged-role-tv Vot ing piraci n
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Download 23¢r129_sop_et_al_indictment

Topic(s):
National Security
Cybercrime
Financial Fraud

Component(s):
Eederal Bureau of investigation (FB!)
USAQ - District of Columbia

Press Release Number:
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PRESS RELEASE

Three North Korean Military Hackers Indicted in Wide-
Ranging Scheme to Commit Cyberattacks and Financial
Crimes Across the Globe

Wednesday, February 17, 2021

For Immediate Release

Office of Public Affairs

Indictment Expands 2018 Case that Detailed Attack on Sony Pictures and
Creation of WannaCry Ransomware by Adding Two New Defendants and
Recent Global Schemes to Steal Money and Cryptocurrency from Banks
and Businesses while Operating in North Korea, China

Note: Audio and Transcript of the February 17, 2021 press call is available on our videos page.

A federal indictment unsealed today charges three North Korean computer programme
participating in a wide-ranging criminal conspiracy to conduct a series of destructive

https:/www.justice rth-ke ilitary-hackers-indicted-wide ging-sch it d#:~text=A federal indictm.
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cyberattacks, to steal and extort more than $1.3 billion of money and cryptocurrency from
financial institutions and companies, to create and deploy multiple malicious cryptocurrency
applications, and to develop and fraudulently market a blockchain platform.

A second case unsealed today revealed that a Canadian-American citizen has agreed to plead
guilty in a money laundering scheme and admitted to being a high-level money launderer for
multiple criminal schemes, including ATM “cash-out” operations and a cyber-enabled bank heist
orchestrated by North Korean hackers.

“As laid out in today’s indictment, North Korea’s operatives, using keyboards rather than guns,
stealing digital wallets of cryptocurrency instead of sacks of cash, are the world’s leading bank
robbers,” said Assistant Attorney General John C. Demers of the Justice Department’s National
Security Division. “The Department will continue to confront malicious nation state cyber
activity with our unique tools and work with our fellow agencies and the family of norms abiding
nations to do the same.”

“Today's unsealed indictment expands upon the FBI’s 2018 charges for the unprecedented
cyberattacks conducted by the North Korean regime,” said the FBI Deputy Director Paul Abbate.
“The ongoing targeting, compromise, and cyber-enabled theft by North Korea from global
victims was met with the outstanding, persistent investigative efforts of the FBI in close
collaboration with U.S. and international partners. By arresting facilitators, seizing funds, and
charging those responsible for the hacking conspiracy, the FBI continues to impose
consequences and hold North Korea accountable for its criminal cyber activity."

“The scope of the criminal conduct by the North Korean hackers was extensive and long-
running, and the range of crimes they have committed is staggering,” said Acting U.S. Attorney
Tracy L. Wilkison for the Central District of California. “The conduct detailed in the indictment
are the acts of a criminal nation-state that has stopped at nothing to extract revenge and obtain
money to prop up its regime.”

“This case is a particularly striking example of the growing alliance between officials within
some national governments and highly sophisticated cyber-criminals,” said U.S. Secret Service
Assistant Director Michael R. D’Ambrosio. “The individuals indicted today committed a truly
unprecedented range of financial and cyber-crimes: from ransomware attacks and phishing
campaigns, to digital bank heists and sophisticated money laundering operations. With victims
strewn across the globe, this case shows yet again that the challenge of cybercrime is, and will
continue to be, a struggle that can only be won through partnerships, perseverance, and a
relentless focus on holding criminals accountable.”

The hacking indictment filed in the U.S. District Court in Los Angeles alleges that Jon Char~
Hyok (M &#), 31; Kim IL(Z ¥), 27; and Park Jin Hyok (&} ZI&), 36, were members of unit
Reconnaissance General Bureau (RGB), a military intelligence agency of the Democratic

https:/Awww justice. rth-k iltary-hackers-indicted-wide-ranging-sch it d#:~ text=A federal indictm...  3/10
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People’s Republic of Korea (DPRK), which engaged in criminal hacking. These North Korean
military hacking units are known by multiple names in the cybersecurity community, including
Lazarus Group and Advanced Persistent Threat 38 (APT38). Park was previously charged in a
criminal complaint unsealed in September 2018.

The indictment alleges a broad array of criminal cyber activities undertaken by the conspiracy,
in the United States and abroad, for revenge or financial gain. The schemes alleged include:

Cyberattacks on the Entertainment Industry: The destructive cyberattack on Sony
Pictures Entertainment in November 2014 in retaliation for “The Interview,” a movie that
depicted a fictional assassination of the DPRK’s leader; the December 2014 targeting of
AMC Theatres, which was scheduled to show the film; and a 2015 intrusion into Mammoth
Screen, which was producing a fictional series involving a British nuclear scientist taken
prisoner in DPRK.

Cyber-Enabled Heists from Banks: Attempts from 2015 through 2019 to steal more than
$1.2 billion from banks in Vietnam, Bangladesh, Taiwan, Mexico, Malta, and Africa by
hacking the banks’ computer networks and sending fraudulent Society for Worldwide
Interbank Financial Telecommunication (SWIFT) messages.

Cyber-Enabled ATM Cash-Out Thefts: Thefts through ATM cash-out schemes -referred to
by the U.S. government as “FASTCash” -including the October 2018 theft of $6.1 million
from Banklslami Pakistan Limited (Banklslami).

Ransomware and Cyber-Enabled Extortion: Creation of the destructive WannaCry 2.0
ransomware in May 2017, and the extortion and attempted extortion of victim companies
from 2017 through 2020 involving the theft of sensitive data and deployment of other
ransomware.

Creation and Deployment of Malicious Cryptocurrency Applications: Development of
multiple malicious cryptocurrency applications from March 2018 through at least
September 2020 -including Celas Trade Pro, WorldBit-Bot, iCryptoFx, Union Crypto
Trader, Kupay Wallet, CoinGo Trade, Dorusio, CryptoNeuro Trader, and Ants2Whale -which
would provide the North Korean hackers a backdoor into the victims’ computers.

Targeting of Cryptocurrency Companies and Theft of Cryptocurrency: Targeting of
hundreds of cryptocurrency companies and the theft of tens of millions of dollars’ worth of
cryptocurrency, including $75 million from a Slovenian cryptocurrency company in
December 2017; $24.9 million from an Indonesian cryptocurrency company in September
2018; and $11.8 million from a financial services company in New York in August 2020 in
which the hackers used the malicious CryptoNeuro Trader application as a backdoor.

Spear-Phishing Campaigns: Multiple spear-phishing campaigns from March 2016 through
February 2020 that targeted employees of United States cleared defense contractors,
energy companies, aerospace companies, technology companies, the U.S.Department of
State, and the U.S. Department of Defense.

Marine Chain Token and Initial Coin Offering: Development and marketing in 2017 top
2018 of the Marine Chain Token to enable investors to purchase fractional ownersh,,

https://www justice. rth-ke ilitary-hackers-indicted-wide ging-sch it d#:~:text=A federal indictm... ~ 4/10
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interests in marine shipping vessels, supported by a blockchain, which would allow the
DPRK to secretly obtain funds from investors, control interests in marine shipping vessels,
and evade U.S. sanctions.

According to the allegations contained in the hacking indictment, which was filed on Dec. 8,
2020, in the U.S. District Court in Los Angeles and unsealed today, the three defendants were
members of units of the RGB who were at times stationed by the North Korean government in
other countries, including China and Russia. While these defendants were part of RGB units that
have been referred to by cybersecurity researchers as Lazarus Group and APT38, the
indictment alleges that these groups engaged in a single conspiracy to cause damage, steal
data and money, and otherwise further the strategic and financial interests of the DPRK
government and its leader, Kim Jong Un.

Money Launderer Charged in California and Georgia

Federal prosecutors today also unsealed a charge against Ghaleb Alaumary, 37, of Mississauga,
Ontario, Canada, for his role as a money launderer for the North Korean conspiracy, among
other criminal schemes. Alaumary agreed to plead guilty to the charge, which was filed in the
U.S. District Court in Los Angeles on Nov. 17, 2020. Alaumary was a prolific money launderer for
hackers engaged in ATM cash-out schemes, cyber-enabled bank heists, business email
compromise (BEC) schemes, and other online fraud schemes. Alaumary is also being
prosecuted for his involvement in a separate BEC scheme by the U.S. Attorney’s Office for the
Southern District of Georgia.

With respect to the North Korean co-conspirators’ activities, Alaumary organized teams of co-
conspirators in the United States and Canada to launder millions of dollars obtained through
ATM cash-out operations, including from Banklslami and a bank in India in 2018. Alaumary also
conspired with Ramon Olorunwa Abbas, aka “Ray Hushpuppi,” and others to launder funds from
a North Korean-perpetrated cyber-enabled heist from a Maltese bank in February 2019. Last
summer, the U.S. Attorney’s Office in Los Angeles charged Abbas in a separate case alleging
that he conspired to launder hundreds of millions of dollars from BEC frauds and other scams.

Accompanying Mitigation Efforts

Throughout the investigation, the FBI and the Justice Department provided specific information
to victims about how they had been targeted or compromised, as well as information about the
tactics, techniques, and procedures (TTPs) used by the hackers with the goals of remediating
any intrusion and preventing future intrusions. That direct sharing of information took place in
the United States and in foreign countries, often with the assistance of foreign law enforcement
partners. The FBI also collaborated with certain private cybersecurity companies by sharing and
analyzing information about the intrusion TTPs used by the members of the conspiracy.

TOP
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In addition to the criminal charges, the FBI and the Department of Homeland Security’s
Cybersecurity and Infrastructure Security Agency, in collaboration with the U.S. Department of
Treasury, today released a joint cybersecurity advisory and malware analysis reports (MARs)
regarding North Korean cryptocurrency malware. The joint cybersecurity analysis and MARs
highlight the cyber threat North Korea -which is referred to by the U.S. government as HIDDEN
COBRA -poses to cryptocurrency and identify malware and indicators of compromise related to
the “Appleleus” family of malware (the name given by the cybersecurity community to a family
of North Korean malicious cryptocurrency applications that includes Celas Trade Pro, WorldBit-
Bot, Union Crypto Trader, Kupay Wallet, CoinGo Trade, Dorusio, CryptoNeuro Trader, and
Ants2Whale). The joint cybersecurity advisory and MARs collectively provide the cybersecurity
community and public with information about identifying North Korean malicious
cryptocurrency applications, avoiding intrusions, and remedying infections.

The U.S. Attorney’s Office and FBI also obtained seizure warrants authorizing the FBI to seize
cryptocurrency stolen by the North Korean hackers from a victim in the indictment -a financial
services company in New York -held at two cryptocurrency exchanges. The seizures include
sums of multiple cryptocurrencies totaling approximately $1.9 million, which will ultimately be
returned to the victim.

Jon, Kim, and Park are charged with one count of conspiracy to commit computer fraud and
abuse, which carries a maximum sentence of five years in prison, and one count of conspiracy to
commit wire fraud and bank fraud, which carries a maximum sentence of 30 years in prison.

In relation to the case filed in Los Angeles, Alaumary has agreed to plead guilty to one count of
conspiracy to commit money laundering, which carries a maximum sentence of 20 years in
prison.

The charges contained in the indictment are merely accusations and the defendants are
presumed innocent unless and until proven guilty beyond a reasonable doubt.

The investigation of Jon, Kim, and Park was led by the FBI’s Los Angeles Field Office, which
worked closely with the FBI's Charlotte Field Office. The U.S. Secret Service’s Los Angeles Field
Office and Global Investigative Operations Center provided substantial assistance. The FBl's
Cyber Division also provided substantial assistance.

The investigations of Alaumary were conducted by the U.S. Secret Service’s Savannah Field
Office, FBI's Los Angeles Field Office, and the U.S. Secret Service’s Los Angeles Field Office
and Global Investigative Operations Center. The FBI’s Criminal Investigative Division also
provided substantial assistance.

The case against Jon, Kim, and Park is being prosecuted by Assistant U.S. Attorneys Anil
Antony and Khaldoun Shobaki of the Cyber and Intellectual Property Crimes Section,w. TOP
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substantial assistance from Trial Attorney Scott Claffee of the Department of Justice National
Security Division’s Counterintelligence and Export Control Section.

Assistant U.S. Attorneys Antony and Shobaki are also prosecuting the case against Alaumary, in
which the U.S. Attorney’s Office for the Southern District of Georgia and the Criminal Division’s
Computer Crimes and Intellectual Property Section (CCIPS) provided substantial assistance.
Assistant U.S. Attorneys Antony and Shobaki, along with Assistant U.S. Attorney Jonathan
Galatzan of the Asset Forfeiture Section, also obtained the seizure warrants for cryptocurrency
stolen from the financial services company in New York.

The Criminal Division’s Office of International Affairs provided assistance throughout these
investigations, as did many of the FBI's Legal Attachés, as well as foreign authorities around the
world. Numerous victims cooperated and provided valuable assistance.

Updated July 13, 2022

Attachments
Indictment.pdf [PDF, 327 KB]
Jon Hyok Wanted Poster.pdf [PDF, 425 KB]

Kim Il Wanted Poster.pdf [PDF, 800 KB]
Park Hyok Wanted Poster.pdf [PDF, 218 KB]

Topics

COUNTERING NATION-STATE THREATS NATIONAL SECURITY CYBERCRIME

Components
Federal Bureau of Investigation (FBI),
National Security Division (NSD),

USAO -California, Central

Press Release Number: 21-154
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Mrs. Kim OF CALIFORNIA. OK. Without objection. The gentle-
man’s time has expired. But, because this is an important issue, I
would like to give Ms. Scholte, who has been wanting to respond
to the Congressman.

Ms. ScHOLTE. Yes. Congressman Sherman, you very much fo-
cused on the solution to this issue in 2017. You held a roundtable
with the North Korean defector NGO leaders that were involved in
the information campaign.

It was powerful. That’s the solution to this. Just focusing on the
nuclear issue feeds the lie that that regime tells its own people,
that we do not care about them.

We have to communicate the truth to the people of North Korea.
And, that roundtable, you were so moved by those people that were
risking their lives to get information into North Korea.

We need to be stepping up the information campaign. The people
of North Korea need to know the truth, that there’s a hearing like
this where we'’re talking about the suffering that’s happening to the
people of North Korea.

We need to put human rights at the forefront. We need to do ev-
erything we can to help support the North Korean defectors and
the work that they’re doing.

Mrs. KiM OF CALIFORNIA. Thank you very much. The votes have
been called. And, the Committee will now stand in recess.

We'll be back in about 10 to 15 minutes. Don’t go away.

[Recess.]

Mrs. RADEWAGEN [presiding]. Thank you so much for your pa-
tience. And, it can be crazy on the Hill at this time of the year.

So, let’s see, let’s just move right along here. I now recognize my-
self for 5 minutes. And, I represent American Samoa. Even though
we’re thousands of miles away from North Korea, we too have been
fearful of their malign actions.

A few years ago, my home hosted a North Korean freighter that
we seized after it was caught illegally transporting goods.

So, Mr. Klinger, how can security dialogs like the Quad or
AUKUS impact DPRK activities? Do they escalate? Provide deter-
rence? Change nothing at all?

Mr. KLINGER. Well, I think efforts amongst the Indo-Pacific na-
tions to coordinate on not only security threats but criminal activ-
ity, is beneficial. You know, it is not directed, you know, to escalate
tensions or to undermine efforts at diplomacy.

But, it’s, you know, security we’re trying to have a broad coali-
tion of democracies and like-minded nations throughout the Indo-
Pacific to address common security threats.

It’s not only nuclear weapons and missiles, but it’s criminal ac-
tivity as well as Chinese efforts to intimidate nations throughout
the region.

So, what we’ve seen is as the Chinese and North Korean threats
have grown, nations throughout the Indo-Pacific have banded to-
gether more strongly to resist those efforts by not only North
Korea, but also China.

Mrs. RADEWAGEN. So, Mr. Klinger, with the limited dialog be-
tween the U.S. and DPRK, how has the DPRK been increasing
their collaboration in recent years with other State or non-State ac-
tors?
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Mr. KLINGER. What we've seen is over the decades, even when
the U.S. was engaged with North Korea, they continued developing
and refining, expanding their nuclear and missile arsenals.

So, even when we had treaties and agreements with them, they
continued to build those weapons in defiance. The first four inter-
national agreements with North Korea on nuclear weapons were
arms control. And, they ended, they failed, because North Korea
was cheating on them.

The second set of four failed international agreements on
denuclearization failed because North Korea did not fully comply
with them.

We've also had 253 inter-Korean agreements. And, those have
not moderated North Korean behavior. And, the U.S. is, right now,
is repeatedly saying they’re trying to engage not only in nuclear
weapon issues, but on repatriation of war remains, or risk reduc-
tion, or tension reduction issues.

And, North Korea is the one that has repeatedly rejected re-
peated end treaties for engagement. Not only by the U.S. but other
nations.

Mrs. RADEWAGEN. So, do DPRK attacks have the potential to es-
calate or trigger a geopolitical incident or even potentially a war?

Mr. KLINGER. They certainly have very dangerous nuclear and
missile and biological and chemical warfare capabilities. They also
have very large conventional weapons force.

We've seen in the last year when they’ve engaged in very exten-
sive conventional force exercises, in some cases firing missiles
south of the maritime demarcation line between the Koreas. They
have flown large numbers of aircraft close to the DMZ.

So, they have—and, even when the U.S. and South Korea
stopped large scale military exercises in 2018, North Korea did not
reciprocate. They continued their winter training cycle, summer
training cycle, and other large scale exercises.

Mrs. RADEWAGEN. So, Ms. Scholte, what exactly does the DPRK
do with the State or commercial secrets and money that they ob-
tain through cybercrime?

Ms. SCHOLTE. Based on the testimony of North Korean defectors,
high-ranking ones that have been involved in this, the funds that
come from their illicit activities are used No. 1, for the lavish life-
style of the dictator.

No. 2, to keep the security apparatus that keeps the people
under surveillance. And, the third thing is, to develop their nuclear
weapons program.

Now, I wanted too just, if I may, just explain what I think the
solution to this all is. I absolutely believe that when Hwang Jang-
yop defected, he was the highest ranking defector. He was the cre-
ator of the Juche religion.

He was the right-hand name of Kim Il Sung and the tutor for
Kim Jong Il. And, when Hwang Jang-yop defected, he had com-
pletely turned against that regime.

And, he said, human rights is their Achilles heel. Giving the peo-
ple of North Korea the knowledge that they’re entitled to human
rights is the most important weapon that we have by getting infor-
mation into North Korea.
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And, for too long we’ve focused on thinking that we can make a
deal. As Bruce was pointing out, to making some deal with Korea,
they’ve never abided by any agreement. They use north—they use
talks to extract concessions and aid. They continue to threaten.

And so, I think that we’re losing the opportunity. We need to be
focusing on getting information into North Korea by land, by sea,
and by air.

And, that’s why we were winning the information campaign.
That’s why Kim Jong Un shut the border down. He’s trying to—
he’s killing people for listening to K-Pop music.

Mrs. RADEWAGEN. Thank you. I would now like to recognize
Ranking Member Bera.

Mr. BERA. Thank you.

Mrs. RADEWAGEN. For 5 minutes of questions.

Mr. BERA. Thank you, Chairwoman. Ms. Jun, in your testimony
you State that North Korea’s illicit financing through cyber means
is a management problem, not a deterrence problem.

Since North Korea has not really been persuaded to cease malign
cyber activity through acts of punishment, you believe our goals
should be to mitigate the frequency and scale of North Korea’s
cyber regime enterprise through various policy levers and coopera-
tion with international partners.

Can you highlight some of the policy levers that you think we
ought to be using and, you know, how effective those measures
would be?

Ms. JUN. Certainly. Thank you, Congressman. So, I think there
are basically two ways to look at this. A set of things we can do
before the hack occurs, and a set of things we can do after the hack
occurs.

So, before the hack occurs, as my colleagues Bruce and Jean
have mentioned, there are things we can do in terms of making
sure that North Korean IT workers leveraging fake identities oper-
ating abroad, can no longer do so, because companies have stricter
identity verification mechanisms, because third party States har-
boring these IT workers are now abiding by U.N. sanctions to, you
know, stop harboring these people and repatriate them back to
North Korea.

There are things we can do in terms of regional, at a regional
level. And, I think actually, the U.S. and South Korea alliance is
a perfect segue into thinking about this from a more Indo-Pacific
strategy.

So, the U.S.-Korea alliance has been doing great in terms of re-
sponding to the North Korean cyber threat, in terms of issuing
sanctions, advisories, everything. Reimagining and expanding the
alliance to think about the cyber cooperation in terms of an Indo-
Pacific strategy, would really help to help with things like capacity
building in Southeast Asia, to help, to bolster our cyber defenses
in this area.

And also, there are things we can do after the hack occurs in
terms of shorting the lag time between when the money is first sto-
len and the time it takes to end up in Kim’s pockets.

And so, there are a number of things that the U.S. Government,
specifically OFAC has already done, such as designating certain
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cryptocurrency exchanges and cryptocurrency mixers and indi-
vidual bit coin wallet addresses as under the SDN list.

However, these are not being properly enforce. And, you know,
for example if one wallet address is under the sanctions list, they
can quickly transfer their money to a fresh new wallet that is not
sanctioned and therefore, continue to launder that way.

They also are wiring money through already sanctioned ex-
changes such as Russia-based Garantex Cryptocurrency Exchange,
which is already under sanctions, but has no barriers to North Ko-
rea’s criminal enterprise.

Mr. BERA. OK. Mr. Klinger, you touched on the utilization of au-
thorities that the Administration already has for secondary sanc-
tions. You know, whether that’s Chinese banks or other entities
that, you know, maybe in some ways employing these North Ko-
rean workers, et cetera.

Do you want to expand on Ms. Jun’s answer and, you know, poli-
cies that we already have outside of just secondary sanctions on the
banks?

And then maybe policies that we do not have, that we should be
thinking about, address this.

Mr. KLINGER. I always wonder why there would be any reason
for hesitation in fully enforcing our laws. You know, we can debate
about denuclearization or arms control and have good debates on
that.

But, to me it seems, when you come to cybercrimes, there should
be no question as too fully enforce the laws. And, it’s just how do
you do that?

Certainly, cybercrimes are very difficult to discern and identify
sort of beyond a reasonable doubt who’s the perpetrator. They're
meant to be very difficult to discern.

But, once you do, then you need to go after all of those that are
involved or facilitating that behavior. And, I think the U.S. and
South Korean have been doing that to a greater degree in recent
years.

So, we have the authorities, or even cybersecurity companies,
have been able to claw back a large part of some of the money that
has been stolen.

So, you know, authorities that would—additional authorities that
would enable U.S. law enforcement or regulatory agencies too more
efficiently do that, I think, should be looked into.

Mr. BERA. And, just kind of continuing, Ms. Lee, I think Mr.
Klinger appropriately pointed out that while the Biden Administra-
tion said the door is open, you know, we're open to dialog, obviously
Kim Jong Un has shut that door and is not willing to dialog.

You know, an interesting thing obviously happened last week
with the Private who ran across the border. A dialog is going to
occur, I have to imagine.

You know, again, whether that’s a month from now, 2 months
from now, et cetera. But, you know, given, you know, what—there’s
still a lot that remains to be seen for us to learn.

But, just from your perspective, your expertise, your time in
North Korea, how do you see this issue of dialog, and you know,
and where we ought to go and what we ought to do?
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Ms. LEE. I do think, and I hope that things will shift after this
big anniversary and these celebrations are over. And, that the visit
by the Chinese and high-level Chinese delegation and the Russian
Defense Minister suggests that the border will start to open up.

I do not think that that means that outreach to the United
States is imminent. I do believe that Kim Jong Un is going to sit
biack and wait to see what happens with the next U.S. Presidential
election.

But, I do think it’s good to look back at what happened in 2017,
2018, and 2019, to remember and put into context what we’re see-
ing now.

I do look at 2017, for example, as a year, I call it in my podcast,
fire and fury, where Kim Jung Un wanted to buildup that, his nu-
clear program to the point where he felt that he could step out into
the world as a figure of respect, standing shoulder to shoulder with
the leaders of the countries around him.

He was not in that position before 2017. He was the young heir
to an impoverished country. He felt in 2017 that he had done
enough. And he pivoted to diplomacy.

But, unfortunately those negotiations did not succeed. And, he
must have felt that it was not enough. So, he has shut himself off
in order to expand that weapons program.

I do hope that eventually there comes a time where he decides
it is enough and it’s time to pivot and open his country up. Because
he knows that the North Korean people are tired of war. They're
tired of resources being pumped into that program.

He just wants to reach a point where he can claim the weapons
without having to give them all up, negotiate them some for im-
pression.

Mr. BERA. Thank you. My time has expired. I yield back.

Ms. LEE. Did you want to talk about the Private in North Korea?
Can I take a few seconds to talk about that?

Mrs. RADEWAGEN. Yes. Go ahead.

Ms. LEE. And, I do not think that we will—as you say, it maybe
weeks. I hope it’s not months.

They are certainly trying to figure out how best to handle him.
How best to make the most of having an American soldier in their
custody.

I do hope that it becomes an opportunity for diplomacy. It be-
comes an occasion for them, a face-saving moment for them to
reach out to the United States because they have an American sol-
dier in their custody.

And, that it does not become an occasion for them to use it to
their advantage in a more, in a way that would bring harm to him.
But, it could go either way.

I do not think he has the kind of value that they may think. And,
once they make that decision, I hope that they will release him, or
at least engage with the United States and use it as an opportunity
for some contact.

Mrs. RADEWAGEN. I would now like to recognize Mr. Barr for 5
minutes of questions.

Mr. BARR. Thank you, Madam Chair. And, thank you to our wit-
nesses. And, to any of our witnesses, I wanted to ask you about
some of the sanctions evasion tactics of the regime in North Korea.
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Obviously you've testified that the cyber-criminal activity that is
occurring allows not only for sanctions evasion, but for North Korea
to finance its missile and nuclear programs.

But, in 2020, in the Fiscal Year NDAA, we included legislation,
my bill, the Otto Warmbier North Korea Nuclear Sanctions Act,
that imposed at the time, the toughest financial sanctions ever di-
rected at North Korea, in order to cutoff Pyongyang’s ability to
earn hard currency.

And, it was a secondary sanctions bill. It targeted foreign banks.
And, I think some of the testimony today is that there’s not enough
sanctions activity on banks that allow for the illicit financing of the
DPRK.

So, my question is, what’s happening there? Why aren’t these
sanctions on banks proceeding?

And, despite whatever sanctions are there, it’s pretty clear that
Chinese firms and banks are continuing to help North Korea cir-
cumvent U.S. sanctions.

So, anyone want to comment on that? And, why we do not see
more secondary sanctions on especially Chinese banks?

Mr. KLINGER. Well, I remember testifying before this Committee
about a decade ago when people said why aren’t we fully enforcing
our laws against China? And, my answer was, I do not know.

It’s been through successive Administrations. Just to point out,
back in, I believe, it was 2005 when the U.S. imposed measures
against Banco Delta Asia, a bank in Macau, it led to at least two
dozen financial institutions throughout the world to cutoff North
Korea, including the Bank of China defying the government of
China and cutting off North Korea, because they were afraid of sec-
ondary sanctions from the United States.

So, a North Korean official told a White House official, you fi-
nally found a way to hurt us. Once the Bush Administration re-
versed that action to improve the atmosphere for six-party talks,
then the Bank of China and the others went back to engaging with
North Korea.

So, it shows that if we enforce our laws, it can get financial insti-
tutions who are fearful of secondary sanctions, to even defy their
own governments.

And so, it can have an impact in reducing North Korea’s ability
to engage with the outside world.

Mr. BARR. Well, in its March 2020 report, the U.N. Panel of Ex-
perts concluded that the DPRK continues to access international
banking channels in violation of United Nations sanctions, mainly
by using third-party intermediaries.

But, now we have in a 2020 NDAA, 3 years ago, we had the
toughest economic sanctions authorization. We authorized the exec-
utive branch to impose secondary sanctions on Chinese and other
foreign banks facilitating the illicit finance of this regime. And, we
see no action.

Does anyone else besides Mr. Klinger want to comment on this?
And, I mean, and confirm for me that Congress has given the Ad-
ministration the authorities. But, is the Biden Administration actu-
ally using them?

And, if not, why not?
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Ms. SCHOLTE. I do not understand it. Because we have the tools
and we’re not abiding by our own sanctions. And, you have a situa-
tion now where it was all these other ways that theyre making
money, not just with illicit activities with IT, but also with the
slave labor.

I mean, there’s people—that practice was supposed to end. And,
there are countries where, I think you had it in your testimony,
where there are North Koreans that are slave laborers.

And, their income goes, they’re cash cows for the regime. And,
they are subjected to miserable working conditions.

So, there’s all kinds of things that are not being done. Why are
they not being done? I do not know. But, I—well, I would like to
mention about the information campaign.

Mr. BARR. Well, I'd love for you to comment on that. But, just
the secondary sanctions, the idea is, the foreign bank, whether it’s
Chinese or any other, would have a choice to make.

You either do business with North Korea and the proceeds of
their cyberattacks or whatever, you know, their laborers, you know,
sending money back to the regime, however they do.

They have a choice. This bank has a choice. They can do business
with North Korea or they can have access to the U.S. financial sys-
tem. But, they cannot do both.

That is a powerful tool in our quiver. And, it is not being use.
And, Congress has authorized the Treasury Department to utilize
this tool. And, they’re sitting on their hands over there.

So, if—anyway, my time has expired. But, if anybody else wants
to comment on that, I'd invite it.

Ms. SCHOLTE. I'm just going to add, there’s a very interesting
chart just totally illustrates your point that’s in this book that Josh
Stanton prepared which shows the drop of Treasury designations,
sanctions dropping dramatically in 2020, after the Singapore and
Hanoi summits. And then, hardly going back up again.

So, yes, there’s a whole gap there.

Mr. BARR. Am I right that it is mainly Chinese banks that are
facilitating?

Ms. ScHOLTE. I would say mostly. But, probably 80 percent. But,
there’s other banks.

Mr. KLINGER. Yes. I would say the Chinese banks are the largest
facilitators of North Korean behavior. And, I mentioned earlier that
this Committee several years ago sent a list of 12 Chinese banks,
they sent a list to the White House in 2017 that believed they were
committing money laundering crimes in the United States and no
action was taken against any of those banks.

Mr. BARR. Well, a policy of chasing diplomacy without actually
using the tools that we have, is attempting to negotiate from a po-
sition of weakness. And, we’re not going to achieve diplomatic goals
without actually using the tools that we have.

So, with that I yield.

Mrs. RADEWAGEN. Thank you. Well, I want to thank all the wit-
nesses for their valuable testimony and, of course, the members for
their questions. The members of the Committee may have some ad-
ditional questions and we will ask you to respond to these in writ-
ing.
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Pursuant to Committee rules, all members may have 5 days to
submit statements, questions, and extraneous materials for the
record, subject to the length limitations.

Without objection, the Committee stands adjourned.

[Whereupon, at 3:48 p.m., the subcommittee was adjourned.]
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CRDF GLOBAL: THE DPRK’S EVASION OF U.S. AND UN
SANCTIONS

Illicit IT: Bankrolling Kim Jong Un
Thursday, July 27, 2023
Rayburn House Office Building Room 2200

CRDF GLOBAL: The DPRK's Evasion of U.S. and UN Sanctions

The DPRK (North Korea) evades U.S. and UN sanctions through a complex revenue-generating system
of IT workers and other overseas labor, cryptoassets and cyber-enabled financial crimes, traditional
money laundering, and illicit and deceptive shipping practices.

Part of the wave of overseas labor deployed by the DPRK despite the UNSCR 2397 to expel DPRK
overseas laborers by December 2019, IT workers particularly generate substantial revenue (estimated at
more than $500 million) for the DPRK. The North Korean IT workers abuse freelance platforms, abuse
their privileged access as contractors, and often misrepresent themselves while generating funds that
directly benefit the DPRK regime and its WMD and missile programs. A common tactic used by North
Korean IT workers is to pretend to be a citizen of the Republic of China and using this false identity to
request payment in cryptocurrency.

In the financial sector, the DPRK has been successful in not only traditional money laundering, but also in
cyber-enabled financial theft and money laundering. In cryptoassets alone, the DPRK has stolen an
estimated $1.2 billion. They are also infamous for extortion campaigns like the WannaCry 2.0
ransomware attack and the Sony Pictures attack. With sophisticated, state-sponsored hackers like the
Lazarus Group, the DPRK has invested heavily in the human capital required to conduct these illicit cyber
operations that pose a significant threat to the security of countries around the world in both the public
and private sectors.

In the maritime space, the DPRK has been relying on maritime trade to procure and sell sanctioned goods.
The DPRK has been adept at vessel identity laundering by tampering with or falsifying the identity of
vessels as well as ship-to-ship transfers and false cargo. There are many cases of ship-to-ship transfers for
the procurement of refined petroleum and the export of coal. The Courageous case study is one such
example. The most concerning development in recent years has been the DPRK’s acquisition of cargo
ships, which demonstrates that the DPRK is invested in continuing to evade sanctions through maritime
means.

Combatting DPRK sanctions evasion will take continued, amplified, and concerted effort among U.S.
government agencies as well as with our international partners. It will be essential for the U.S.
government to continue to prioritize the work being done to mitigate DPRK sanctions evasion and its
direct threats to national security.

Rosa Park-Tokola is a Senior Project Lead for DPRK Counterproliferation at CRDF Global. She manages
the countering DPRK sanctions evasion portfolio. The views expressed here are her own and do not
necessarily reflect the position of CRDF Global or its partners.
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Center for North Korean Human Rights

Seoul, Korea



93

[Table of Contents}

1.

3.

4.

North Korea’s Foreign Currency Earnings from IT and Dispatched Workers Overseas
1) North Korean earnings from hacking and illicit IT activities

2) Profits earned through the forced labor of overseas NK workers

3) Income from cyber hackings and other illegal activities

4) Tllegal Foreign Currency Earnings Dedicated to Nuclear Missile Development

Human Rights Tragedy of Overseas North Korean Workers
1) Human Rights Violations in North Korea

2) Response of Recipient Countries of Qverseas NK Workers

Human Rights Abuse of North Korean Defectors in China
1) Human Rights Violations in China

2) Human Rights Violations in North Korea

Problems of the Reactionary Ideology and Culture Rejection Act

1) Elements of Unjust Laws of “Human Rights Violations”

Appendix

Reference Material #1: Illicit IT Activities of Overseas NK Workers, etc. (in Korean)
Reference Material #2: Advisory on DPRK IT Workers (in English)

. North Korea’s Foreign Currency Earnings from IT and Dispatched Workers Overseas

North Korean earnings from hacking and illicit IT activities

North Korea has dispatched thousands of high-skilled IT personnel to various countries in Asia
and Africa, and has reaped in foreign currency by obtaining IT jobs in such regions.

Under disguised identities as foreigners, North Koreans work as freelancers in the IT field:
Receive orders from companies in advanced countries to develop computer software and
mobile applications, illegally acquiring foreign currency amounting to hundreds of millions

of dollars every year.

In particular, it is estimated that virtual assets worth about 860 billion won (700 million
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dollars) were stolen from Harmony (U.S.) and SkyMavis (Vietnam) last year.

Most of the North Korean IT personnel are affiliated with organizations designated as sanction
targets according to the UN Security Council resolutions on North Korea, such as the WPK’s
Military Industry Department and Ministry of Defense.

A significant portion of the funds earned by North Korean IT personnel are transferred to
these organizations and used for North Korea’s nuclear missile development.

Profits earned through the forced labor of overseas North Korean workers

North Korea has currently dispatched over 100,000 construction, medical, and IT workers to 40
countries, despite UN Security Council Resolution 2397, which requires all overseas North
Korean workers to be repatriated by December, 2019.

Overseas North Korean workers serve as a major source of foreign currency income for North
Korea, earning an estimated annual income of $300 million in foreign currency.

Income from cyber hackings and other illegal activities

Last year, the amount of illegal foreign currency acquired by North Korea through the smuggling
of coal, gold, and weapons amounted to 200 million dollars.

# Under the UN sanction adopted five times since 2016, North Korea is prohibited from
exporting minerals, agricultural and marine products, and textile products, which are the
country’s main means of earning foreign currency.

Illegal Foreign Currency Earnings Dedicated to Nuclear Missile Development

The amount of illegal foreign currency acquired by North Korea through cyber hackings,
overseas workers, and smugglings over the past five years is estimated at $500million~$1billion
per year, however, the detailed amount and proportion of expenditure on WMD development
have yet to be confirmed.

It is highly possible that a significant amount of the earnings is diverted to nuclear missile
development, as the affiliated agencies and personnel of the WPK’s Military Industry
Department and Ministry of Defense are also involved in cyber hackings, gold bullion exports,
and the dispatch of overseas workers.

Human Rights Tragedy of Overseas North Korean Workers

Without receiving even basic human rights protection, overseas North Korean workers are degraded
into “money-making machines” of the North Korean regime, and the COVID-19 pandemic has

prolonged their enslavement period.
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Human Rights Violations in North Korea

Excessive Working Hours: Overseas workers are forced to 12 hours of daily labor without any
days off, in poor working environments without any breaks allowed except for mealtime.

* “North Korean Workers in Vladivostok, Russia, 16 Hours of Full Labor during the Day, and
Juche Revolution Education during the Evening” (Joongang Daily, May 2023)

Embezzlement of Wages: North Korean authorities extort most of the income earned by overseas
workers, and even this is deducted from personal allowances if the earning goal is not achieved,
resulting in a considerable number of “empty-handed returnees.”

* “Jung Pak, U.S. Deputy Special Representative for DPRK: 90% of North Korean IT Workers’
Income, Collected by the North Korean Regime” (Chosun Ilbo, May 2023)

Poor Working Environment: Physical damage is frequently caused by industrial accidents due
to laborers being mobilized for intense work without safety devices, however, overseas workers
do not receive appropriate treatment.

* “North Korean Construction Workers without Proper Safety Gear Work Dangerously on High
Rise Buildings” (Joongang Daily, May 2023)

Surveillance - Control: Virtually all aspects of the workers’ privacy are strictly controlled
through group confinement, passport retrievals, and prohibition of external contacts and
information.

*“North Korean Authorities Gather Surveillance Data of Overseas North Korean Workers in
Russia” (RFA, October 2022)

Response of Recipient Countries of North Korean Workers
Overseas North Korean workers are degraded to the status of illegal aliens under the UN

Security Council sanctions against North Korea, and are situated in adverse circumstance in
which they are not protected by both North Korean authorities or by the countries of dispatch.

Recipient countries of North Korean workers do not apply their state labor laws on North Korean

workers, and even the public ignore and neglect human rights violations occurring in their own
countries.

Human Rights Abuse of North Korean Defectors in China

North Korean defectors in China, as illegal aliens, are left in the “blind spot of human rights

»

and

are exposed to sexual exploitation, human trafficking, the risk of forced repatriation, and harsh

punishment by North Korean authorities.

D

Human Rights Violations in China

Human Trafficking: North Korean women are exposed to human trafficking in the form of
forced marriage to finance their escape, and are defenseless against sexual abuse, violence, and
labor exploitation.
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* “North Korean Defector, ‘When Sold to Chinese Men, We Were Beaten and Treated as
Animals’” (Yonhap News, May 2023)

Forced Repatriation: China regards North Korean defectors as illegal “economic migrants,” not
refugees, and actively sympathizes with human rights violations such as detaining North Korean
defectors in detention centers for forced repatriation.

* UN Convention on the Elimination of all Forms of Discrimination Against Women (CEDAW)
Report, “It is a concern that China classifies North Korean women as migrants, forcibly
repatriates them, and deprives children born of North Korean women of their rights, such as
nationality registration, education, and medical care.” (May 2023)

Expansion of Detention Facilities: China has set up detention facilities that can accommodate a
large number of people in the border area between China and North Korea, raising the possibility
of repatriation of North Korean defectors to North Korea when the border is reopened.

# The Database Center for North Korean Human Rights (NKDB), disclosed photos of detention
centers in China and the estimated number of detainees (600~2,000) during a U.S.
Congressional hearing (June 2023)

Human Rights Violations in North Korea

Punishment of Repatriated Defectors: Repatriated defectors undergo strip searches, torture, and
forced abortions, and harsh punishments. According to the defecting purpose, repatriated
defectors are imposed with correctional labor or even the death penalty.

* North Korean defector (forcibly repatriated in 2014), “I was strip-searched and investigated
as a spy by the North Korean Security Department” (Daily NK, September 202)

Problems of the Reactionary Ideology and Culture Rejection Act

=

Despite the efforts of North Korean authorities to control the influx of external culture, the North
Korean residents enjoy South Korean culture, with the spread of culture imitation intensifying.

Due to the practical limits of internal control, a special law was enacted on December 4, 2020.

T) Efements of Ul’l_]uSl Laws of "Human Kights Violations

Violation of the freedom of expression (Universal Declaration of Human Rights Violations
Article 19) and the right to access information (ICCPR Article 19): North Korea’s control of
access to external information and its expansion of crackdown targets, violate “the freedom to
seek, receive, and transmit all information.”

* Article 15 (Basic Demand for the Prohibition of Viewing and Disseminating Reactionary
Ideology and Culture): Institutions, enterprises, organizations and citizens must never view,
disseminate, or reproduce reactionary ideology and culture.
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Excessive Punishment (Universal Declaration of Human Rights Violations Article 18, ICCPR
Article 18): The level of punishment for the influx and viewing of external information and
culture is significantly raised to the level of serious crimes such as murder and rape, and can
even impose the death penalty.

* Unspecific conditions for punishable offenses enable excessive punishments => violates the
principle of legality

# Article 28 (Crime of Propagating Ideological Culture of Hostile Countries): In the case of
importing, distributing, or disseminating a large number of films, recordings, compilations, or
publications from hostile countries, or in the case of encouraging group viewings and readings,
life-time correctional labor punishment or the death penalty shall be imposed.

* (Example) In October 2022, two teenage students in Hyesan city were executed for watching
and distributing South Korean films (RFA, February 2023)

Joint Responsibility (Universal Declaration of Human Rights Violations Article 7): Imposing
responsibility for mutual surveillance in the society and at home, and forcing such reporting
activities, is a clear violation of human rights as an element of guilt-by-association.

* Article 34 (Crime of Non-Reporting): A person who is aware of the inflow, viewing or
dissemination of sexual recordings of puppet states or hostile countries, and fails to report them
shall be punished by labor training.

* (Example) Teenage boy in Sinuiju was caught watching pornography and his parents were
also deported to a rural area.

Appendix
[Reference Material #1]

[Reference 1}

(INSS)

1. The Cases of North Korea’s illegal IT Activities Abroad

<Chart> Generating foreign currencies through hacking, program development, IT workers and

collaboration

The estimates are shown below according to each organization.

Name Total Amount Published Reference
$3.2 billion 2023 2018-2022
Chainalysis
$1.65 billion 2023 2022
2017-2022
Elliptic $2.3 billion 2023
Japan Nikkei analysis
UN $630 million ~$1 2023 UN Security Council Sanctions
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billion Committee on North Korea Report
The Korea $2.3 billion 2023 Cyber hacking + Illegal exports
International
43.4% of the world’s total amount of
Trade $1.65 billion 2023

L extortion
Association

L. North Korea’s Approach to Foreign Currency Earnings Through IT Workers
O Under the Kim Jong Ur regime, due to the strong sanctions on North Korea, North Korea started to
Took to sending IT workers abroad to avoid sanctions and increase its profitability. North Korean central
ministries and departments are hiring IT workers and sending them abroad competitively. Earning
foreign currencies through IT workers has become North Korea’s main strategy.
- To manage and execute Kim Jong Un’s direct orders, these government institutions must earn foreign
currencies and send them to Kim Jong Un.
- North Korea’s government institutions such as the Ministry of Defense, the Reconnaissance General
Bureau, the Korean State Railway, the Yookhaeunsung, the Committee on Education, and the Ministry
of Communication Industry manage information centers or computer centers under their jurisdiction to
earn foreign currencies to secure “revolution fund.” These institutions often compete against one another
to recruit IT workers.
- North Korea makes software and web development contracts with China, Russia, Southeast Asian
countries, and European countries to earn foreign currencies. As these North Korea IT workers advance
their skills, they now often generate more revenues.
- Hiring locals in a foreign country to open an IP address, using their identities, and taking program
orders online. Often, these IT workers get paid through PayPal accounts.
- North Korean IT workers abroad take orders to program Chinese and Southeast Asian companies’

security, management, manufacturing programs. They typically make about $50,000 - $1 million.

O North Korea also has created an IT special district in Najin-Sonbong district to earn foreign currencies
inside North Korea.

- Forming an IT district and hosting workers in the district.

- Approximately 3,000 IT workers

- These IT workers are mostly dispatched from internal government institutions that have procedural
restrictions on sending workers abroad.

- The Internet is available in this district.

- Sometimes, North Korean IT workers abroad hand over projects to the ones working in the district.

O Since 2010, North Korea opened an online market connected to the outside world at the Korea
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Computer Center and allowed IT workers in North Korea to make foreign transactions with a permission

from the government.

O The Ministry of Communications Industry is affiliated with the party cabinet and the Department of
Military Industry. They have sent many program developers to China. Also, they have been deeply
involved in developing missile launch technologies. (In 2021, the Bureau of Information Technology

was restructured into the Ministry of Communications Industry)

O Countries that host North Korea I'T workers

- Typically, China (over 80%) and Russia.

- In China, 1 Dandong, 2 Yanji, 3 Shenyang, 4 Changchun, 5 Beijing, 6 Dalian, and 7 Harbin

- Some Southeast Asian countries and African countries (South Africa, Mozambique, and etc).

O The number of IT workers abroad

- By the end of 2019, it was estimated 3,500 workers.

- Currently, it is estimated 3,000 workers.

» With strong sanctions on North Korea, approximately 300 — 500 IT workers were sent back to North
Korea.

« 2,000 from China, 500 from Russia, and the rest from various countries.

» Until the COVID-19 pandemic, North Korea significantly increased the number of IT workers
dispatched to Russia.

O North Korean government institutions that have dispatched IT workers abroad.

- The Department of Military Industry and the Military (the Reconnaissance General Bureau, the
Disintegration of Enemy Force Bureau, and the Committee on the National Defense) have sent the most
IT workers abroad.

- Office 313 (the Korea Computer Center) under the Department of Military Industry

- The 75 Guidance Bureau under the Department of Military Industry.

- The Pyongyang Information Center under the Party’s Finance and Budget Department.

- The Department of National Digitization (in 2021, it was integrated into the Ministry of Posts and
Telecommunications and the Ministry of Electronic Industry and restructured as the Ministry of
Information Industry).

O The examples of North Korean IT workers earning foreign currencies.

- A IT worker typically earns $5,000 - $7,000 a month. The IT workers wire the money to a borrowed-

name bank account (with a Chinese identity) for each group of IT workers. The head of each group:
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» gives back 10 ~20% of the earning to an individual IT worker,

« calculates how much do they need to send back to North Korea. Once it is calculated, they cash out
the earnings and hand deliver them to Pyongyang typically once or twice a year.

« pays Chinese companies (individuals) who allowed them to open borrowed-name bank accounts. Typically,
$500 - $1,000 per IT worker.

« spends on food and lodging for their groups.

« takes the rest.

- (Example) A North Korean man in his 40s living in Liaoning, China, registered on a Japanese freelance
technician recruitment website under the identity of a South Korean national acquaintance and
subcontracted 7 tasks since 2019, including updating map apps, repairing a large Internet shopping mall
website, and modifying a local government app. (Reported via KBS on May 18™ 2022)

- North Korean students who studied in India are the most wanted talents in North Korea, and these 1T
workers make $20,000 - $40,000 a month.

O The timeline of North Korea’s dispatch of IT workers abroad.

- North Korean IT workers started to be sent abroad in 2005.

- Between 2009 and 2010, sending IT workers to overseas became very active,

- Due to China’s participation in sanctions enforcement targeting North Korea in 2019, the number of
IT workers abroad decreased.

O The ways of North Korea IT workers to earn foreign currencies.

— Settling down in a foreign country

» Establishing a front company using a Chinese identity.

* The front company invites North Korean IT workers to work for the company.

- Forging the identities of North Korean IT workers

» Once a North Korean IT worker arrives in a foreign country, the first thing they do is create a fake
identity.

« The early days, these IT workers typically used Chinese identities. But, now, they also use Eastern
European, Western European, and even American identities to create their fake identities.

» These IT workers often use illegal websites to steal someone’s identity.

« Also, they often reach out to incompetent foreign IT workers and borrow their identities. These North
Korean IT workers often come up with a cover story to hide their actual identity. When they approach
a foreign IT worker, they say they need a Western identity to get more projects in the West.

» Through the ways mentioned above, these North Korean IT workers sometimes get a job with

American companies and in rare cases, even as chief technology officers.
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- Getting projects through online markets.

* Once these North Korean IT workers secure their fake identities, they bid for various projects posted
online.

» Typically, they use websites such as upwork.com and freelancer.com.

*» Once they build on their resume, it gets much easier for them to get a job with foreign IT companies.
« If they get a job with a foreign IT company, they can make around $3,000 - $8,000 a month.

« Exploiting the nature of remote work environment, sometimes, well-trained IT workers try to get
multiple jobs at the same company using different identities.

« In early 2000s, these North Korean IT workers often only got involved in projects that the Chinese
companies, which lent their company names, gave them.

« Later, as earning foreign currencies through IT workers became very important, these IT workers
started to bid for projects online by themselves.

« These projects range from developing games to mobile apps to E commerce.

+ Experienced North Korea IT workers hand these projects to foreign IT workers in India, Bangladesh,
and Ukraine. This way, they can make so much more money.

=On cyber hacking

» The operation of cyber hacking team is extremely secretive.

* North Korean IT workers overseas are aware of the North Korean cyber hackers, but they don’t know
what kind of tasks they perform.

« The cyber hacking team gathers ample data base from illegal websites such as gambling websites.

« The data base they acquire from these illegal websites often serve as the foundation of their hacking
activities.

* The cyber hacking team is stationed in China and prepares for its operations there. However, when
they need to take on very significant operations, they often execute their operations out of Malaysia or

a third country.

I1. The Acquisition of Foreign Currency Through IT Workers Overseas
O In Bulgaria, between 2012 and 2016, they earned $6 million.

- Total earnings: $6 million in 4 years.

- Name of Group: Computer Mission

- Name of Affiliated Institution: The 3™ Industry General Bureau (Korea Computer Center)
- Number of Overseas Workers: 60 (overall)

- Country of Operation: Bulgaria

- Time: 2012~2016
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- Main Operation: Developing software programs

- Name of Benefactor: Workers’ Party of Korea Finance and Budget Department (Revolutionary fund)
- Amount: $2 million a year

O The Workers’ Party of Korea Military Industry Department’s interference has continued to increase.
- The Military Industry Department dispatched its IT workers to secure the funding for nuclear and
ballistic missile programs. Up until November, 2019, it was estimated that they sent at least 1,000 IT
workers abroad through subordinate entities or front companies.

- “Sobaeksoo Trading Company” and “Sobaeksoo Federation,” which got involved in supplying nuclear
development materials to the regime, dispatched 1T workers to Vietnam. Albatross (company) of
Vietnam worked with North Korean IT workers sent by at least two North Korean companies related to
the Military Industry Department. These North Korean IT workers remained in Vietnam the last time it
was checked (December 2019).

- Zhongguo Shenyang Yueli Decoration Co. Ltd hired 5 North Korean IT developers in April 2019, to
develop Al products. These 5 IT workers were with “Namdaechun Trading Company™ under the

Academy of National Defense Science, which is listed in the sanctions list.

O The activities of Korea Computer Center (KCC) in China

- The center has multiple IT workers and fake companies in Dandong, Yanbian and other regions in
China.

- According to an informant from KCC, there was a certain time period when KCC sent almost all their
personnel to abroad that its office in Pyongyang was empty.

- KCC once borrowed Dandong Haotong Commercial Trade Co. Ltd. Identity.

- Also, Jung Sung-Hwa, the head of KCC Yanbian Office, runs Yanbian Silverstar Network Technology
Co. Ltd., which is affiliated with the Military Industry Department. This raises speculation that KCC
might contribute to North Korea’s military industry.

O In Nepal

- North Korea established Yong Bong Chand IT company in Nepal, and this shows how North Korean
IT companies hide their identities and make contracts with local customers.

- On its website, it doesn’t mention anything about North Korea and offers customers virtual and in-
person options for making transactions. Thus, customers often fail to think about the possibility of doing
business with North Korea.

O Various cases of North Korean IT workers’ efforts to conduct fake employment scams.

- Some hackers attempt to hid their identities by forging their passports or college degrees. Further, they
often try to get a job online through a third party.

- In June 2023, a North Korean IT worker attempted to get a job with an overseas office of a South
Korean energy company and got caught. Sometimes, they post their profiles on Linkedin.

- In the past, some of these IT workers got a job with American companies. Especially, by exploiting

the nature of the remote work environment begot by COVID-19, after getting a job with an American
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company, they hid their identities by executing most work through calls and messages and hiring an
actor for video calls.

- Further, these North Korean 1T workers often work as freelancers doing business with people from
China, Russia, Canada, Serbia, Ukraine, and the U.S.

2. The Exploitation of North Korean Workers Abroad

1. The Recent Trend

O In the past, the main areas were logging, construction, and farming. But now, the areas are developing
in the direction of maximizing the use of available resources such as restaurant, 1T, fisheries, dewing,
hotel, and medical care.

- Itis estimated that there are about 20,000 — 25,000 North Korean workers working in Jilin and Liaoning
(Dandong), China. These workers work on fishery, manufacturing accessories and electronic
components. The North Korean workers working in the aforementioned regions significantly contribute
to the regime’s efforts to generate revenues.

- Dandong, China, is known to host the most North Korean overseas workers. As of November 2022,
approximately 80,000 workers.

« At that time, China conducted PCR tests on almost every resident of Dandong City, and that’s how it
was revealed. The estimate above only considered workers from clothing and electronic components
manufacturing firms. The total estimate is expected to go up once senior members and party elites in the

city are also counted.

I1. The Cases of Exploitation

O In Russia

- Between late March and early April 2023, North Korea sent 350 workers to Moscow and St. Petersburg
and 100 workers to Viadivostok. After the breakout of the Ukrainian War, North Korea has started to
send more workers to Moscow and St. Petersburg regions, These workers typically cover their identities
as students, visitors, and cultural exchange participants. The workers in Russia typically make more
than the ones in China. For instance, if a worker is with a trading company under the military, they send
about 740,000 won ($577.67) to the regime. But, if a worker is not with any government agency, they
send about 1,150,000 won ($897.74) to the regime.

O Mansudae Art Studio of the Propaganda and Agitation Department

- It has been generating foreign currency for the regime by selling artworks in China, it is currently
based in 798 Art Zone in Beijing.

- Under Mansudae Overseas Projects Group, which is currently sanctioned by the U.N,, it is still very
active in Senegal participating in various public infrastructure projects such as constructing a food

processing firm.
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- It constructed “Africa Renaissance” in Senegal and monuments in Zimbabwe, Congo, and Namibia.
- It is currently working on a project to construct a shrine in Cambodia.

* To earn foreign currency, North Korea invested $10 million of construction expenses in building
Angkor Panorama Museum.

* The museum is 6,000m2 and 34 meter tall. It took 4 years to finish the construction of the museum
and a total of 63 technicians and artists were involved in the project.

« For the first 10 years, North Korea will keep the earnings of the museum. And then, North Korea and
Cambodia will divide the earnings. However, eventually, the Cambodian government will get to keep
the museum with the full rights.

« It is estimated that North Korea’s actual investment is around $4 - $5 million. North Korea overvalued
Mansudae Art Studio’s figure paintings and sculptures to overstate its total investment figure.

- Mansudae Art Studio officially sent its agent to Peru in 2009. Also, its agents sell many art pieces in
China and Russia through legal and illegal means.

O Restaurants and Artistic Handicrafts Stores (in 2016)

- These restaurants and stores are located in China, Cambodia, Vietnam, and Thailand. Typically,
Korean-Chinese join to invest in these restaurants and stores. (Cambodia has 8 restaurants. Typically, 2
- 3 restaurants per country)

O Overseas Infrastructure Projects in Malaysia, Bangladesh, and Nepal

- These workers typically participate in mining and waterpower generation. It is estimated that there are
about 290 mine workers in Malaysia.

- Korea South-South Cooperation Corporation under the Ministry of External Economic Relations send
technicians to Bangladesh’s mines and Nepal’s hydroelectric power generation construction site.

O Dispatching Medical Teams Abroad

- North Korea has sent its medial workers to Nigeria and Tanzania.

- According to North Korea’s “medical cooperation agreement” with Angola, approximately 20 North

Korean medical personnel are working in Angola.

- North Korea also sends medical personnel to Vietnam, Cambodia, and Laos where medical
infrastructure is still developing. These North Korean medical personnel often perform or share their
knowledge in oriental medicine.

O North Korean Athletes Abroad

- Since 2017, with strong sanctions on North Korea, North Korea has been heavily relied on North
Korean athletes (especially soccer players) abroad to generate its revenues.

- These athletes often make more than 100 — 1,000 North Korean workers abroad combined.

- For instance, Han Kwang-Sung (with Al-Duhail SC for 5 years for $5.25 million). Choi Sung-Hyuk
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(Arezzo SS for $24,000). Park Kwang-Ryong (Austria SKN St. Polten paid $9.4 million for transfer fee)
- The above players graduated from Pyongyang International Soccer School in 2013 and got listed in
the sanctions list. Their teams released them.

- Often, North Korean Embassies around the world handle the revenues generated by athletes and artists,
and the revenues go directly towards Kim Jong Un.

- Also, North Korea has dispatched Taekwondo, soccer, and table tennis coaches to approximately 10
countries, including Libya, Cambodia, Czech, Bulgaria, and Laos, through exchange programs.

O Salary Levels and Exploitation Cases

- IT workers: $5,000 - $7,000 monthly per person. But, they only get to keep $150-200. (Sometimes,
they get $50 - $70 bonus)

- According to the business contract between North Korea and Shandong Guannuo Food Co., Ltd, for 3
years, North Korean workers get paid for $350 and managers for $700. But, they are forced to send back
approximately 90% of their income to the regime.

- Typically, China contracts with North Korean companies to pay $400 - $600 per worker. But, the

workers actually get $50 - $70, and the rest goes to the North Korean government.

3. Other Illegal Means to Generate Foreign Currency

1. Weapons Proliferation

O General Office 99 of Machine-Building Industry Department generates a huge amount of revenues
for the regime by building weapons (missiles) factories. For each project, North Korea makes more
than $50,000,000.

- North Korea has sold its weapons to Iran, shared weapons technology with Tehran, and helped Iranian
weapons manufacturing firms to produce weapons with North Korean technology.

» North Korea sold a very sophisticated weapons technology and systems such as SLBM and air defense
system. Iran also sold its drone technology to North Korea.

» The triad missile system that Iran tried to adopt in 2021 might potentially got its base from North
Korea’s indigenous cruise missile system.

O In Cuba

- Between 2005 — 2009, North Korea sold different types of weapons to Cuba, and it is still dispatching
its weapons technicians to Cuba. Typical route to bring cash to North Korea from Cuba is from Havana
to Beijing to North Korea.

IL Insurance Scams

QO Through international reinsurance markets, North Korea has been able to generate about $20,000,000

annually.
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4. Cases of Waste of Resources Against Human Rights

I Nuclear missile development

O Before and after 2014, the Trade Representative Office in China ordered the purchase of special steel
for the development of nuclear submarines. They tried to buy it through Russia but failed.

- Through the Chinese mafia, they reached out to a company that produces special steel that meets the
order standards, but they could not buy it because it was impossible to purchase it in large quantities.
II. Spending money on personal protection and luxuries

O_Hundreds of millions of dollars in funds earned through overseas dispatch are used most of all for
security-related items and luxuries, such as weapons necessary for Kim Jong-un's personal security
poison and metal detection equipment, and anti-eavesdropping equipment.

O Luxury cars, liquor, wine, yachts, swimming pool operation, and purification facilities, and even

buttons. needles. threads, and zippers used by the Kim family are procured from Europe.

- - Spent foreign currency like water on the purchase of high-end products for the Kim family

- This wastage was not affected at all even during the Arduous March period when millions of people
died from starvation.

- Until 2015, dispatched personnel from the “3rd Floor Clerk’s Office’, which specializes in purchasing
supplies necessary for the Kim family’s daily life, were stationed in many countries and actively
engaged in activities.

- Currently, most of the dispatched personnel have withdrawn due to strengthened sanctions against
North Korea, but they are still active in China, Russia, and some Eastern European countries.

- After transferring money to Europe through a Russian bank account in Viadivostok, the Kim family
have bought luxury goods: expensive luxury watches and fabrics, food ingredients, salmon, cheese,
alcohol, and cigarettes. Cars such as Mercedes-Benz are purchased through a borrowed name company
in Europe through a special order method and then obtained through China. The clothes of the Kim
family are specially made using fabrics obtained from France or Italy.

-Purchase only luxury, top-of-the-line, and most expensive products from Italy, France, and
Switzerland.

* Purchase almost all types of groceries, such as wine, cheese, meat products, fishery products,
processed foods, coffee, tea, and cooking oil, and airlift them to Pyongyang on a regular basis (1-2 times
a week) until the time before sanctions against North Korea were strengthened.

» Daily necessities, luxuries, clothing

+ expensive pedigree pet dogs and horses;

* high-quality musical instruments and sound equipment;

« expensive furniture

» Advanced kitchen equipment

« Luxury yachts, luxury cars, etc.
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* Secretly invited chefs in the fields of pizza, pasta, and baking to train the chefs of the Kim family.
- Invite artists that the Kim family especially likes

« Invited world-renowned stars such as Kim Jong-il's favorite symphony orchestra conductor Andre
Liu, Hong Kong movie star Jackie Chan, and Kim Jong-cheol's favorite rock singer Eric Clapton
to North Korea in secret several times.

« At the time, Pyongyang instructed the diplomatic missions that were negotiating invitations to
make it happen unconditionally, even if they promised to pay for the performance fee without limits,
but it failed in the end.

- Periodic purchases of luxurious watches, clothing, and groceries in large quantities to be wasted
on the luxury and gift politics of close associates.

- Instructions for purchasing women's underwear and swimsuits with specific sizes, quantities, and
colors were delivered.

- Since sanctions against North Korea were strengthened, normal food supply from Europe has
been suspended, but it is still intermittent.

- DPRK skillfully bypassed the sanctions network and continued to bring luxury cars and other

luxury items used by the Kim family.

I11. Expenditure on surveillance and maintenance of public security organs

O In order to block the influx of external information and defections from North Korea, which are

critical factors for maintaining the Kim Jong-un regime. a fund of 20 to 25 million US dollars is invested

only in the purchase of high-tech radio wave-blocking equipment and thermal imaging cameras.

- Expansion of security cameras to block North Korean defectors, operation of mobile phones for
location tracking, installation of security cameras according to the viewing distance between border
guard posts, and 24-hour location tracking devices attached to defectors who have defected from North
Korea or those subject to correctional labor.

O Tremendous funds were invested in the research, development, or purchase of wiretapping/tailing

equipment and radio frequency wiretapping equipment to monitor and control North Koreans and
foreigners residing in Pyongyang.

- Expand the introduction of handwriting verification programs (finger printers) to control similar
incidents such as dissident graffiti.
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[Reference Material #2}

ADVISORY ON THE DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA
INFORMATION TECHNOLOGY WORKERS

[Background]

The Ministry of Foreign Affairs, Ministry of Science, Information, Communication and Technology,
Ministry of Unification, Ministry of Employment and Labor, Fair Trade Commission, National Police
Agency, and National Intelligence Service of the Republic of Korea are issuing this joint advisory on
December 8, 2022, which requests enhanced due diligence and more stringent identity verification
process from domestic companies to avoid hiring or engaging in business contracts with DPRK IT
workers who disguise their nationality and identities.

DPRK IT workers are located all around the world, obfuscating their nationality and identities. They
earn hundreds of millions of dollars a year by engaging in a wide range of IT development work,
including freelance work platforms (websites/applications) and cryptocurrency development, after
obtaining freelance employment contracts from companies around the world.

After 2016, North Korea’s exports plummeted due to tightened sanctions. As a result, DPRK IT workers’
role in earning foreign currency and financing nuclear and missile program for the regime has been ever-
growing.

The ROK government preemptively reviewed the identity verification process of freelance work
platforms, considering the possibility of DPRK IT workers obtaining employment contracts from
domestic companies. Consequently, we concluded that it is indeed possible for DPRK IT workers to
obtain employment from domestic companies by obfuscating their identity.

A significant percentage of DPRK IT workers are subordinate to entities which have been designated
for sanctions under UN Security Council resolutions, such as Munitions Industry Department and
Ministry of National Defense. Moreover, the vast majority of their gross earnings are remitted back to
these entities and used for North Korea’s nuclear and missile development.

Therefore, the act of offering employment to DPRK IT workers and paying for their work accompanies
reputational risks and potential legal consequences for companies, in accordance with relevant domestic
acts, such as the Development of Inter-Korean Relations Act. There is also the possibility of violating
relevant UN Security Council resolutions. As such, companies are advised to take extra caution in this
regard.

[How DPRK IT workers operate]

North Korea dispatches thousands of highly skilled IT workers all over the world, including Asia and
Africa. IT workers located overseas form groups and live together, and they earn foreign currency by
obtaining IT development work via online freelance work platforms.

UNSCR 2397 adopted in December 2017 requires each member state to repatriate all DPRK overseas
workers by December 2019. However, these people illicitly and skillfully bypass local authority’s
surveillance by ditching the work visa to obtain a different type when they enter the country. They then
work as an IT worker and earn foreign currency.
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They present themselves as non-North Korean nationals and work as freelance IT workers, obtaining
employment contracts from companies located in developed countries in North America, Europe and
East Asia. These IT workers generate significant amount of revenue by engaging in IT development
work, such as mobile applications and software development.

DPRK IT workers are presumed to be engaging in wide-ranging types of work, including the
development of Decentralized Applications(DApp), smart contracts and digital tokens, as wells mobile
and web-based applications that span a range of fields and sectors, including business, health and fitness,
social networking, sports, entertainment, and lifestyle.

Although DPRK IT workers usually obtain employment contract from foreign I'T companies and engage
in seemingly normal IT work, such as software development, in some cases they are involved in
malicious cyber activities, such as obtaining illicit gains by taking advantage of vulnerabilities in smart
contract codes. Therefore, domestic blockchain companies must exercise extra caution so as to avoid
employing DPRK IT workers.

[How DPRK IT workers hide their identity]

DPRK IT workers forge their identities and nationality when they look for employment contract and
create an account on a freelance work websites.

Forging identification documents is one of the easiest ways to obfuscate their identities. They illicitly
collect foreigners’ driver’s licenses and identification cards, and replace the photos on identification
document with their own using Photoshop. Moreover, they utilize a ‘proxy phone call authentication
service website’ when having to going through the process of phone call authentication.

Recently, global freelance work platforms tightened their authentication process, which led DPRK IT
workers to borrow freelance work platform accounts from various foreigners in return for distributing
certain amount of the generated revenue.

In some instances, DPRK IT workers engage other foreign freelance programmers and establish a
business partnership. They collaborate with these non-North Korean freelance workers on projects
which were originally commissioned to those workers and split the generated revenue.

DPRK IT workers usually look for targets to borrow proxy accounts via social media. The owners of
proxy accounts create accounts on freelance work websites and complete email, phone call, and ID card
authentication process for DPRK IT workers. They then provide these authenticated accounts for DPRK
IT workers to use.

In order to obtain employment contracts, freelance workers are normally required to carry out the task
provided by client companies during the interview. DPRK IT workers favor online text-based chat
instead of video interviews. When companies insist on video interviews, DPRK IT workers will show
their intermediaries’ faces and come up with various excuses, i.e. that they have audio problems due to
technical issues. They will then persuade the companies to conduct an interview by phone rather than a
video, in which DPRK IT workers themselves will participate in-person. DPRK IT workers are highly
skilled when it comes to software development, and some of them are proficient in foreign languages,
including English.

Sometimes, even when companies are conducting a real video interview, DPRK IT workers will
remotely access the computer of proxy account’s owner and demonstrate programming themselves.

The revenue generated via proxy accounts will first be deposited to the proxy’s bank account, some of
which will be paid to the owner of the account. The rest of the revenue will be transmitted to local IT
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team’s bank accounts, which are mainly based on global digital payment platforms.

After establishing a business relationship with client companies that commissioned program
development, DPRK 1T workers typically propose direct communication with clients on a separate
platform, instead of the original freelance platform website, thereby minimizing the commission fee for
proxy accounts and establishing longstanding business partnership with client companies.

[Precautions for IT field contractor platform]

If an account on a freelance work platform conforms to many of the characteristics cited below, the
account may actually belong to DPRK IT workers. We recommend platforms to take special attention
in such cases.

® Multiple logins into one account from various IP addresses in a relatively short period of time;
Developers are logged into their accounts continuously for a whole day;
Developers log into multiple accounts on the same platform from one IP address;

Developer accounts whose cumulative working hours exceed several thousand hours;

Developer accounts receiving high ratings, especially when client companies which engaged in
ratings have a payment account identical to that of the account owner;

® New developer accounts using same or similar documents with those submitted by existing
accounts.

We highly recommend IT freelance work platform companies to take tightened measures to verify
identity of programmers, such as adding one more authentication step using video call for newly created
accounts and requiring client companies to conduct a video interview before signing contracts with
freelance programmers.

[Precautions for client companies commissioning program development]

Client companies commissioning program development are recommended to confirm whether their
partners are DPRK IT workers through stringent authentication procedures.

In particular, if an unknown programmer offers a relatively small development fee, while requesting to
communicate via online text-based chat or phone call rather than a video interview, it is highly likely
that they are DPRK IT workers or those who are closely related. As such, you should take extra care in
having transactions with them.

While conducting a video interview, stringent authentication measures are recommended, such as
requiring real ID card during the interview or confirming whether information on identification
documents matches information provided for the contract.

When existing cooperation partners are assumed to be involved in identity forgery or related to DPRK
IT workers, appropriate due diligence measures, such as video calls without advance notice, can be taken.

[Precautions regarding lending accounts]

In addition, if an unknown person requests the creation of an account on a freelance IT work platform
and a foreign payment platform or asks you to lend a copy of identification documents in return for
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certain amount of money, they are likely to be DPRK IT workers or those who are related to them. As
such, you should exercise extra caution.

[Conclusion]

‘We hope this advisory on DPRK IT workers will prove to be helpful in establishing a more secure and
reliable online freelance work system and also contribute towards cutting off DPRK’s illicit foreign
currency revenues which are used for its nuclear and missile development.

Under close cooperation with the international community, the ROK government will continue to raise
domestic and international awareness of DPRK IT workers. We will also make further efforts to enhance
due diligence of freelance IT work platforms and client companies.

If you have information about illicit DPRK activities, such as DPRK IT workers obfuscating their
identities and nationality to obtain employment contracts from domestic companies, please report to
police(112), Ministry of Foreign Affairs(02-2100-8149) and other relevant institutions.

ROK Government

Ministry of Foreign Affairs, Ministry of Science, Information, Communication and Technology,
Ministry of Unification, Ministry of Employment and Labor, Fair Trade Commission, National Police
Agency, and National Intelligence Service
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ABOUT THE COMMITTEE
FOR HUMAN RIGHTS IN
NORTH KOREA

The Committee for Human Rights in North Korea
(HRNK) is the leading U.S.-based nonpartisan,
non-governmental organization (NGO) in the field of
North Korean human rights research and advocacy,
tasked with focusing international attention on
human rights abuses in that country. It is HRNK’s
mission to persistently remind policymakers, opinion
leaders, and the general public that more than 20
million North Koreans need our attention. Since its
establishment in October 2001, HRNK has played
an important intellectual leadership role in North
Korean human rights issues by publishing over 50
major reports (available at https://www.hrnk.org/
publications/hrnk-publications.php). Recent HRNK
reports have addressed issues including North Kored’s
overseas workers, the influx of outside information
into North Korea and the regime’s response, the
health and human rights of North Korean children,
and North Kored’s political prison camps.

HRNK is the first and only NGO that solely focuses
on North Korean human rights issues to receive
consultative status at the United Nations (UN). It
was also the first organization to propose that the
human rights situation in North Korea be addressed
by the UN Security Council. HRNK was directly
and actively involved in all stages of the process
supporting the work of the UN Commission of
Inquiry (COI) on North Korean human rights. Its
reports have been cited numerous times in the report
of the COI, the reports of the UN Special Rapporteur
on North Korean human rights, a report by the UN
Office of the High Commissioner for Human Rights,
two reports of the UN Secretary-General Anténio
Guterres, and several U.S. Department of State
Democratic  People’s Republic of Korea Human
Rights Reports. HRNK has also regularly been invited
to provide expert testimony before the U.S. Congress.
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FOREWORD

A government’s budget is perhaps the most faithful
embodiment of its values and priorities. It concrete-
ly defines the scope of the government’s duties and
obligations. It specifies which citizens and entities
will pay for the fulfillment of these responsibilities.
It reflects, in its composition, an implicit judgment
about which issues and problems are deemed to be
most urgent.

For this reason, the annual budget is one of the most
intensely debated subjects in democratic countries.
Through their elected representatives, citizens have a
woice in deciding how their private property may be
directed toward public ends. There are officials and
agencies that rigorously inspect the use of government
funds. A free and independent press can also expose
the misdeeds of corrupt officials. Above all, the people
can hold the government accountable for how it uses
the nation’s collective wealth.

None of this is possible in North Korea. However, as
Joshua Stanton rightly notes in The Root of All Evil:
Money, Rice, Crime & Law in North Korea, his sec
ond report for HRNK, “the people of a nation hold
the highest claim to its wealth.” North Korea is no
exception. In the following pages, Stanton presents a
thoroughly researched and carefully crafted proposal
for how the United States, together with a coalition of
likeminded countries, could exercise its financial and
diplomatic influence to freeze and direct the North
Korean regime’s ill-begotten funds toward the pressing
humanitarian needs of the North Korean people.

Stanton begins Part I by marshaling a wide array
of evidence to support his characterization of the
North Korean regime as a kleptocracy. In Part 11, he
exhaustively documents the relevant domestic and
international legal authorities that could be used to
address Pyongyang’s kleptocratic activities. Next, in
Part 111, he reviews the successes and shortcomings
of U.S. sanctions enforcement against North Korea,
relying on his deep expertise in this area to clarify
common misconceptions about the role of sanctions
in U.S. policy toward North Korea over the past three
decades.

The first three parts of this report are an invaluable
resource for any reader who is concerned about the
human rights situation in North Korea and how the
outside world might address it. Nonetheless, Stanton
makes a vital and truly unique contribution in the
last part of the report. He justifies and delineates a
policy roadmap to achieve “a just and lasting peace”
on the Korean Peninsula, a policy that “returns the
fruit of a nation to its rightful owners”the people of
North Korea.

There is limited data about the size and composition
of North Korea’s annual budget, but there is suffe
cient information to identify some of the regime’s
priorities. They include the development of nuclear
weapons and sophisticated missile capabilities, as
well as the procurement of luxury goods and ameni-
ties for the ruling Kim family and the core elite. Crit
ically, the regime continues to operate an apparatus
of repression that commits crimes against humanity
in a 2Istcentury Gulag Archipelago. The people of
North Korea cannot, at present, freely discuss and
debate how they might use the rightful fruits of their
labor to promote their common welfare. If they could,
they would arrive at a vastly different set of priorities.

The model legislation in Appendix B of this report
is entitled “In North Korea, Money Is the Root of
All Evil Act.” In its shortened form, “North Korea
MIRAE Act,” it aptly includes the Korean word for
future (mirae). There is no single solution on the path
to a just and lasting peace on the Korean Peninsula.
Arriving at that destination will require the collective
wisdom and imagination of the international com-
munity. Nevertheless, those of us who are concerned
about the future of the Korean Peninsula would do
well to carefully review and consider Stanton’s propos-
al in The Root of All Evil.

Raymond Ha
Director of Operations & Research

March 29, 2023

X
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EXECUTIVE SUMMARY

North Korea is a nation rich in natural resources. Yet among Pyongyang’s long list of crimes against
humanity, none has killed or harmed more of its people than its misappropriation of wealth from
the enslaved people who extract it from its soil, seas, and mines. It uses this stolen wealth and the
proceeds of financial crime to enrich its oligarchy, perpetuate enslavement and repression, prolif-
erate weapons of mass destruction (WMD), and threaten peace in the region and the world.

Since the UN Security Council approved its first sanctions against North Korea in 2006, weak,
uneven, and divided enforcement has deprived them of their full and intended effects. Yet between
late 2005 and early 2007, and again between 2016 and 2018, stronger U.S. enforcement of
financial sanctions demonstrated their potential to damage the finances of North Korea’s oligarchy.
Historically, Pyongyang has been the most receptive to diplomatic engagement and agreements to
disarm during periods when it was under the greatest financial duress. Its demands have consistently
prioritized sanctions relief, and it has consistently reneged on its agreements after securing them..

New U.S. sanctions laws enacted since 2016 limit the President’s power to ease sanctions until
Pyongyang meets benchmarks related to disarmament, transparency, and reform—including progress
on human rights. Transparency is the sine qua non of verifiable disarmament. Progress on human
rights and the transparent delivery of food aid can be tests of the sincerity of Pyongyang’s promises.

This report proposes a longterm, multilateral legal strategy, using existing United Nations reso-
lutions and conventions, and U.S. statutes that are either codified or proposed in appended
model legislation, to find, freeze, forfeit, and deposit the proceeds of the North Korean govern-
ment’s kleptocracy into international escrow. These funds would be available for limited,
case-by-case disbursements to provide food and medical care for poor North Koreans, and—contingent
on Pyongyang’s progress toward disarmament and reforms—to rehabilitate the nation’s infrastructure.

Recent events suggest that other issuers of convertible currencies may be willing to join with the
United States to support common goals—to impede Pyongyang’s proliferation, hold human
rights abusers accountable, and fund humanitarian and development aid. This financial
coalition should redouble the freezing and forfeiture of the proceeds of Pyongyang’s kleptoc-
racy and hold those proceeds in trust for the North Korean people. Because China and Russia
have historically acted in bad faith, this coalition must be formed outside the UN framework.

Because Pyongyang is unlikely to accept an agreement except under severe duress, the coalition
must target its enforcement carefully, focusing on specific trading networks that fund the military
and security forces that perpetrate human rights abuses, repressing demands for change from the
population, and maintaining blockades on trade and information. By defunding the police state,
the coalition can frustrate the state’s repression, create space for market-driven economic and social
change, indirectly improve the production and distribution of food, and raise domestic political
pressures on Pyongyang. If Pyongyang accepts a verifiable disarmament agreement, the coalition could
use escrow funds to offer limited, conditional, and monitored disbursements to ease those pressures.
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Part I-Hunger & Kleptocracy in North Korea
A. The Expendable Millions

In 1997, a Washington Post reporter was allowed into the city of Hamheung, in the mountains that
ring North Korea’s east coast, to investigate reports of a famine in the isolated country. There, he
interviewed the director of a local orphanage, who told him that some parents who could no longer
feed their children had begun to abandon them “to nature.” Some of these children died where their
parents left them. In other cases, people would bring them to the orphanage, which was “surrounded
by high hills covered with graves and stone markers.” The orphanage director told the reporter that
he was looking at “an old burial ground,” but the reporter also saw “many new graves.”

Two years later, a Reuters reporter also visited an orphanage in the city, and also observed that it was
“surrounded on all three sides by hills covered in graves.” Many of the 118 children who resided there
looked malnourished or stunted. Others were pale or seemed to have difficulty concentrating. All
their parents had either died or abandoned them.

In 1997, Jang So-yeon lived in Hamheung. When her sister fell ill with cholera, she stayed with her
in the hospital. Decades later, after her escape from North Korea, she told a reporter how the staff
“laid the patients out like goods in a warehouse,” and that they “could hear people crying in the next
ward, and see people dying.” Staff piled the dead outside the building. “Once a week, a truck came
and took all the bodies away.” The smell of death filled the streets. The hills around the city became
cemeteries. “Up in the mountains, there were graves everywhere. Some were not well covered up—it
was bare, there was no soil—and the bodies were coming out.”

Refugees from the city spoke of “apocalyptic” death rates. One estimated that a third of the city’s
population of 700,000 perished. He described a city of vacant houses, of apartment buildings where
entire floors were emptied by the deaths of families who once lived there.t At the station, crowds
waited for days for trains bound for Hyesan, near the border with China, to find food. Some did not
survive to board them. Railroad workers who dragged away twenty bodies every morning soon gave
up on the grim task of recording their names. A hellish three-day journey awaited the rest, of whom
perhaps half were discarded along the way—starved, suffocated in the packed carriages, fallen from
the undersides or rooftops of the cars, or electrocuted by the overhead power lines.s

1 Keith B. Richburg, “Beyond a Wall of Secrecy, Devastation,” The Washington Post, October 19, 1997,

heep:/ /www.washingronpost.com/wp-dyn/contenc/arcicle/2006/10/18/ AR2006101800728_pf.heml.
2 “North Korea: Whole Generation of Children Affected by North Korean Famine,” Reuters Television, May 19, 1999,
heeps://web.archive.org/web/20110713071049/heep:/ /wwwi.itnsource.com/shotlist/RTV/1999/05/19/905190018/.
3 Andrew Salmon, “Starved in North Korea and kidnapped in China,” Asia Times, November 26, 2019,
hreps://www.asiatimes.com/2019/11/article/arduous-odyssey-a-nth-korean-defector-remembers/.
4 Andrew Natsios, The Great North Korean Famine: Famine, Politics & Foreign Policy 202 (Washington, D.C.: United
Stares Institute of Peace, 2001).
5 Ip. 72-80.
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Anyone with an internet connection can corroborate the most horrific part of Jang So-yeon’s
story. Google Earth imagery of the eastern cities of Wonsan, Hamheung, and Heungnam
published in the years after the famine shows what appear to be hundreds of thousands of
makeshift graves in the hills overlooking the cities.¢ Since 2000, these vast cemeteries have
begun to wash downhill. Year by year, forests have risen to reclaim the dead, who now exist only
in the mute memories of the bereaved, for whom the very cry for justice is a crime punishable
by death—because not one of these people had to die.

Satellite imagery of the hills around Hamheung, North Korea (via Google Earth)

6 Joshua Stanton, “39.91 N, 127.55 E: Hamheung, Haunted City,” One Free Korea blog, January 21, 2009, heeps://
freekorea.us/2009/01/21/Hamheung/. In other regions, such as the northeastern city of Chongjin, anecdoral reports suggest
that mass burials in common graves were more typical. Barbara Demick, Nothing to Envy: Ordinary Lives in North Korea (New

York, NY: Spicgel & Grau, 2009), 169-70; Natsios, “The Great North Korean Famine, 76. Although cremation is increasingly
accepted in South Korea, where land is expensive and relatives can visit the ashes of their loved ones at Buddhist temples, it is not
accepred in North Korea, where these conditions are very different. “Please, Bury Me Somehow’: Forced Cremations Frighten
Elders, Threaten Chuscok Traditions,” Rimjin-gang, September 24, 2019, heep://www.asiapress.org/rimjin-gang/2019/09/
sociery-economy/chuseok-traditions/2/. Recent directives by the state to move cemereries into mass graves to make room for
forests or reservoirs have enraged the poor in rural South Pyongan Province, who are powerless to do anything but obey. Mun
Dong-hui, “N. Korean Officials Anger Locals after Demolishing Graveyard,” Daily NK, November 13, 2019, heeps://www.

dailynk.com/english/norch-korean-officials-anger-locals-after-demolishing-grave-sice/.
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Satellite imagery of the hills around Hamheung, North Korea (via Google Earth)

Hamheung had been marked for this fate by its own government, but few of those sacrificed would
have known this when they died. Andrew Natsios, a former aid worker and later Administrator
of the U.S. Agency for International Development (USAID), cited UN survey data to suggest that
the state had “triaged” the eastern and northeastern provinces, diverting the nation’s limited food
supply to the capital, the military, Party elites, and workers in “essential” (often military) indus-
tries. Aid workers observed that the state resisted and frustrated their efforts to assess the needs
of these triaged regions and send food there—among them, the eastern port cities of Heungnam
and Wonsan.”

In 2014, a UN Commission of Inquiry (COI) found evidence of Pyongyang’s culpability for
crimes against humanity, including “the inhumane act of knowingly causing prolonged starva-
tion.”s The UN COTI’s detailed findings cite widely divergent mortality estimates, but between
1993 and 1999, North Korea’s Great Famine killed “at the very least hundreds of thousands

7 Natsios, supra note 4 at 105-09, 120, 184-85, & 202.

8 United Nations Human Righes Council, Reporc of the Commission of Inquiry on Human Rights in the Democratic
Peoples Republic of Korea, A/HRC/25/63 € 76 (2014), heeps://www.ohchr.org/Documents/ HRBodies/ HRCouncil/
CoIDPRK/Report/A.HRC.25.63.doc.

13
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of innocent human beings [whol] perished due to massive breaches of international human
rights law.” It estimated that the toll may have been as high as 2.5 million.* Kim Dongsu, a
North Korean agricultural envoy who negotiated with UN aid agencies before defecting in 1998,
said that the famine killed up to 2.8 million people.® High-ranking defector Hwang Jangyop,
who claimed to have had access to North Korean government estimates, said the toll was 2.5
million. Natsios aggregated refugee interviews, statistically controlled projections, and census
data from North Korean county offices to arrive at an estimate of up to 2.5 million dead.?

Millions of North Koreans did not die because their country was too poor to feed them. It liesina
temperate zone with two long, once-rich coastlines. Its excellent natural harbors are within a day’s
voyage of three industrialized trading partners. Most of its people are literate. It inherited mines,
infrastructure, and heavy industry upon its founding.” It is unafflicted by hostilities other than
those provoked by its own government. It is rich in coal, iron, gold, copper, vanadium, timber, and
rare-earth minerals. Its perennial food crisis is not the consequence of an uninterrupted, thirty-year
series of meteorological miracles bywhich alternating floods or droughts halted at the Demilitarized
Zone and permanently stunted the development of children in only the northern half of Korea.

Various press accounts, citing defectors and intelligence sources, allege that during the famine,
Kim maintained offshore cash reserves of between $4 and $5 billion, more than enough to
feed the dead of Hamheung—and of every other city, village, and farm in North Korea—many
times over The Japanese government estimated that North Korea's front organization
in Japan remitted between $650 million and $850 million to Pyongyang during the famine.

9 Unired Nations Human Rights Council, Report of the Detailed Findings of the Commission of Inquivy on Human
Rights in the Democratic People’s Republic of Kovea, A/HRC/25/CRP.1 8€ 667-69 (2014), hups:/ /www.ohchr.org/Documents/
HRBodies/HRCouncil/ CoIDPRK/ Report/ A.HRC.25.CRP.1_ENG doc (hercinafter UN COT).
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Had Pyongyang instead cut its military budget by just one percent, it could have imported enough
food to feed every hungry North Korean.* The UN COI found that even “a marginal redistribu-
tion of state military expenditure toward the purchase of food could have saved the population
from starvation and malnutrition.”” It cites economist Marcus Noland’s estimates that North
Korea’s national income was $12.4 billion even at the height of the famine, and that Kim could

have fed all of the hungry for one to two percent of this—between $100 million and $200 million.*

Instead, North Korea’s descent into famine coincided with a sharp increase in military spending,
including on nuclear and ballistic missile programs that certainly cost billions of dollars, and
on conventional weapons. In the early 1990s, Kim Jong-l purchased the first of thirty MiG-29
fighters from Belarus and Russia for approximately $35 million each. Annual operating and
maintenance costs for these aircraft, which strain the defense budgets of middle-income Eastern
European states, may have run into the millions of dollars annually, and the cumulative cost may
amount to perhaps a billion dollars.”” A single long-range missile test in 1998 cost an estimated
$20 million.* In 1999, in the latter years of the famine, Kim bought another forty MiG-21s from
Kazakhstan.? During these critical years, as North Korea slipped into famine, the state reduced
its imports of grain and fertilizer—the latter contributing to a rapid decline in domestic food
production. Between 1991 and 1994, the state cut commercial grain imports by more than half.
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17 144644
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www.airspacemag.com/milicary-aviation/truch-about-mig-29-180952403/; James Dunnigan, “What Is Worse Than Cheap
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Once aid began to arrive, Pyongyang reduced its commercial food purchases and
diverted its cash to other priorities,”® including Kim Jong-il's sybaritic lifestyle. One
report claims he spent $720,000 a year on Hennessy cognac alone.* The logic that led
the COI to find him culpable for the deaths of the famine’s victims is inescapable.”

B. Kim Jong-un & the Age of Red Privilege

The famine ameliorated after 1999, but the food crisis would grind on without end. Harvests
improved, aid continued to arrive, and a resourceful core of survivors learned to grow food
and live through trade. There were also fewer mouths left to feed. As one North Korean
grimly put it, “Those who could not trade are long dead.”* In the decades that followed,
most North Koreans outside of Pyongyang lived in a state of constant, if uneven, hunger.
Pyongyang still appeals for about $100 million in international food aid each year, although
donations seldom fulfill those appeals today.” As famine yielded to widespread malnutrition and
food insecurity, a yawning disparity between the poverty of the masses and the opulence of the
oligarchy persisted, then widened. Pyongyang continued to spend about one-third of its national
income on its military and perhaps $500 million to $700 million each year on nuclear weapons.

These conditions persisted as the state took in vast sums from mineral exports and—paradoxi-
cally—the export of food, including fish, seafood, and even rice, before the UN Security Council
finally embargoed North Korea’s food exports in 2017.» Pyongyang still runs a lucrative trade
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in conventional weapons and WMD proliferation, despite a UN arms embargo that was first
imposed in 2006.* In 2003, U.S. military sources in South Korea told the Wall Street Journal
that Pyongyang earned between $500 million and $1 billion annually from the sale of illicit
drugs to Europe and Japan, and up to $560 million from missile exports to the Middle East.*

Examples of Pyongyang’s egregious kleptocracy continued to accrue. The UN Security Council
first prohibited luxury goods exports to North Korea in 2006.2 In practice, UN member states
could neither agree on a consistent definition of “luxury goods” nor prioritize enforcement of
the ban. China and Russia ignored it, and European states enforced it unevenly. In 2007, buyers
at Pyongyang’s embassy in Vienna tried to ship three Steinway grand pianos, worth 162,500
euros, to North Korea; Austrian authorities seized the pianos at the airport.® In 2008, Japan
reported to the UN Panel of Experts that two trading companies had exported thirty-four pianos,
four Mercedes-Benz automobiles, and an unknown quantity of cosmetics to North Korea.”

In 2010, Kim Jongil purchased two baby elephants from Robert Mugabe for $10,000 each.»
That same year, he distributed 160 Mercedes-Benz sedans to his top officials, and an Austrian
court convicted serial sanctions violator Josef Schwartz of trying to export two yachts worth
at least $4.4 million to North Korea.” During a visit to China that year, Kim Jongil rode in a
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$400,000 Maybach.® A year later, he rode to his mausoleum in a 1976 Lincoln hearse.” The
mausoleum had been rebuilt for Kim Isung in 1994, as the country descended into famine, at
a cost of $790 million—enough to fulfill almost four years of UN food aid appeals by itself.®

A third generation of the Kim Dynasty now perpetuates this kleptocracy. In 2010, unconfirmed
reports claimed that Kim Jong-il had already begun to transfer his slush funds from his Swiss bank
accounts to Kim Jong-un.# In 2011, Pyongyang’s agents in Japan purchased ten thousand rolls of
tobacco, sake, computers, and cosmetics. In 2012, Kim's wite carried a Christian Dior handbag
that—if genuine—would have cost $1,600.# Kim wore a Swiss watch worth $78,000.% As he consol
idated his reign, UN aid agencies found that 70 percent of North Koreans were food insecure,
and 80 percent of North Korean households had “poor or borderline” food consumption.®

A widening gap between the Pyongyang elite and the poor everywhere else—enabled by kleptocracy
and money laundering—soon became a hallmark of Kim Jong-un’s rule. In 2013, as UN aid agencies
appealed for aid to address widespread malnutrition, a South Korean lawmaker, citing Chinese
customs data and studies of North Korean trade patterns, estimated that Pyongyang spent $644
milliononhixurygoods,”includingluxurycars, perfume, televisions, computers, liquor, furcoats,and
watches.®*In2015, Pyongyang purchased $346,726worth ofgold fromIsrael, $1.9millionin precious
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metals and stones from India, more gold from Ghana, and jewelry from Brazil and Thailand.®

The South Korean government estimated that in 2013, Kim Jong-un spent an additional
$300 million on leisure facilities for the elites in Pyongyang, including an amusement
park, a dolphin aquarium, a 3-D cinema, and a massive ski resort in the mountains east of
Pyongyang.® Construction of the ski resort was briefly delayed when the Swiss government
blocked North Korea from importing $7.24 million worth of ski lifts, plus “golf, horseback
riding and water sports” gear. Pyongyang responded by accusing the Swiss government of
violating the UN Charter.® It turned to a Chinese supplier, ENFI Engineering Corporation,
which sold it the ski lifts. Photographs published by news media also showed cable cars, snow-
mobiles, snow blowers, and snow grooming equipment from Europe and Canada at the
resort.”> During the same period, Pyongyang spent approximately 25 percent of its national
income on its military, including $1.3 billion per year on its missile programs alone.s

In the year after June 2016, Pyongyang imported nearly half a million dollars’ worth of wine,
vermouth, and other spirits from Germany, Italy, Bulgaria, and Chile; and more than $250,000 in
perfumes and cosmetics from Bulgaria and Germany.> In 2017, India sold North Korea $578,994 in
diamonds, other precious stones, and precious metals.® By then, Pyongyang’s one percent could buy
luxury-branded cosmetics, handbags, watches, leather goods, and shoes at a shop called Bugsae.s In
2019, a Singaporean court sentenced two men and a company, T Specialist, for supplying the store
with more than $6 million in luxury goods in violation of local laws implementing the UN ban.”
A second, related Singaporean company, OCN, was also identified as a supplier to Bugsae.*
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Luxury limousines and yachts are two of the most ostentatious objects of Kim’s kleptocracy. In
2013, he imported a yacht with an estimated value of between $4 million and $6 million from
the United Kingdom.® In 2016, the Wonsan Air Show featured a nine-passenger turboprop
civil aviation aircraft, likely for the use of senior state officials—if not of Kim himself—with
a reported value of $2.6 million.® The 2012 parade to mark Kim Ilsung’s birthday featured
two Mercedes-Benz limousine conversions, reportedly modified in the United States by a
company that denied knowing their final destination. The importer then transferred the
limousines through multiple countries before shipping them to North Korea.# Estimates of
their value ranged from “upwards of $1 million”® to “up to $2 million each.”® The 2013 and
2014 parades also featured different Mercedes-Benz limousine conversions.® The UN Panel of
Experts later learned that one of the intermediaries for the shipment of the limousines to
North Korea was a Chinese businessman, who was an overseas agent of North Korea’s national
airline, Air Koryo, and who was also suspected of involvement in Pyongyang’s arms trade.®
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In 2017, Bangladeshi Customs authorities seized a Rolls-Royce Ghost worth more than $3.5
million inside a shipping container.” The importer was a North Korean diplomat who had
been expelled from the country for smuggling five months before. In early 2018, Kim Jong-un
arrived for a meeting with Secretary of State Mike Pompeo in a Rolls-Royce Phantom worth
$500,000.¢ He arrived at Panmunjom for his meeting with South Korean President Moon Jae-in
in a Lexus LX 570.7 At another summit with Moon, Kim rode in a Mercedes-Maybach Pullman
Guard limousine worth “upwards of $1 million.””

At his June 2018 Singapore summit with President Trump, Kim Jong-un and his entourage rode
in at least two of the Mercedes-Benz limousines that the UN Panel of Experts had observed at
previous parades in Pyongyang, each worth $500,000.” That same month, Pyongyang imported
two more Mercedes-Benz limousines from Germany, shipped them to Italy to be armored, and
in August, transshipped them through Japan and South Korea to North Korea.”” Kim and his
entourage rode in these limousines when they arrived at the 2019 Hanoi summit.”
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Kim Jong-un emerges from a Mercedes-Benz limousine in 2019.7

Kim also squandered North Korea’s resources on transportation of the more animate variety
in the form of nearly $100,000 in white horses from Russia. Kim Jong-un used some of these
horses in widely circulated photo ops on Mount Paektu.”

Pyongyang’s luxury goods trade relies on the same logistical and financial networks as its WMD
procurement and proliferation networks.” The North Korean partner of OCN and T Specialist,
the suppliers of the Bugsae Store, was the Ryugyong Commercial Bank, which the U.S. Treasury
Department designated in 2017 as part of its new sectoral sanctions against the North Korean

75 Joseph  Trevithick, “Here’s How North Korea Gor Kim Jong Un His New Armored $600
Mercedes  Maybach  Limos”  The  Drive, July 16, 2019,  heeps://www.hedrive.com/the-war-zone/28999/
heres-how-norch-korea-got-kim-jong-un-his-new-armored-s600-mercedes-maybach-limos.

76 Jacob Fromer, “North Korea imported a dozen purebred horses from Russia last year, data shows” NK News,
February 16, 2020,  heeps://www.nknews.org/2020/02/north-korea-imported-a-dozen-purebred-horses-from-russia-last-
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financial industry. Ryugyong Commercial Bank has long been involved in money laundering
and proliferation financing.”

In 2020, the UN Panel of Experts published photographs of luxury watches and imported
alcohol for sale at Pyongyang’s Taesong Department Store.” This store belongs to the Taesong
Group, which also includes Korea Daesong Trading Company and Korea Daesong Bank. Both
of these entities had already been designated for proliferation financing.® All Taesong Group
companies are under the control of a state criminal enterprise, Bureau 39, which is notorious
for counterfeiting and money laundering.® North Korea’s Rungrado Trading Company has also
been implicated in Pyongyang’s trade in luxury goods, as well as exports of missile parts and
slave labor.»

In 2019, UN aid agencies estimated that half of North Korea’s population was still in need.
It appealed to international donors for $120 million to feed 3.8 million of the most vulner
able people~young children, pregnant women, and lactating mothers.® That same year, the
International Campaign to Abolish Nuclear Weapons estimated that Pyongyang spent
$620 million on its nuclear weapons program alone.® It has continued to divert resources
from the needs of its people to accelerate its production of nuclear weapons and ballistic
missiles.”

78 US. Depc of Treasury, “Treasury Sancrions Banks and Representatives Linked ro Norch Korean Financial
Networks,”  Seprember 26, 2017,  hueps://www.creasury.gov/ press-center/ press-releases/ Pages/sm0165.aspx;  see  US.
Dep’t of Treasury, “Imposicion of Special Measure Againse Norch Korea as a Jurisdiction of Primary Money Laundering
Concern,” 81 Fed. Reg, 78715 (December 9, 2016), heeps://www.federalregiscergov/documents/2016/11/09/2016-27049/
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In 2020, despite the rising immiseration of its rural population and the worsening economic effects
of the COVID-19 pandemic, Pyongyang imported $30 million worth of wine, whisky, vodka, beer,
and other alcoholic beverages from China.® That year, the World Food Programme (WFP) asked
donor nations to contribute $161 million to pay for a three-year aid program to feed the poor, who
were still hungry a quarter-century after humanitarian aid first arrived in North Korea.” But early that
year, Kim Jong-un imposed a strict blockade on his own country and ejected all foreign aid workers.

Inexplicably, Pyongyang refused to accept offers of protective equipment and vaccines by Presidents
Trump and Biden, the United Nations, the governments of Russia and China, and the industry
alliance COVAX via UNICEEF, to assist North Korea in coping with the COVID-19 pandemic.®
The UN Panel of Experts reports that Pyongyang continues to use scarce resources to purchase
and import luxury goods to this day—including Mercedes-Benz limousines and imported alcoholic
beverages—instead of using those resources to import food and medicine, which are exempt from
international sanctions.® Between 2020 and 2021, as North Korea’s food situation continued to
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download/?_ga=2.115939714.503039636.1581644977-299558176.1580867706

88 John Sifton, “Unprecedented Glimpse of Crisis in North Korea Human Rights Watch, August 21, 2020, heeps://
www.hrw.org/news/2020/08/21/unprecedented-glimpse-crisis-north-korea; Jeongmin Kim, “North Korea may be closing
a key sea route for humanitarian aid deliveries,” NK News, August 19, 2020, heeps://www.nknews.org/2020/08/unicef-says-
north-korea-decided-to-temporarily-close-nampho-port-late-july/ 2c=1597886048048; “Why 2020 is Kim Jong Un’s most
challenging year yer, NK News, August 31, 2020, heeps://www.nknews.org/pro/why-2020-is-kim-jong-uns-most-challenging-
year-yet/; Jeongmin Kim, “North Korea’s economy plagued by “absurdities,” serious challenges: state media,” NK News, May
12, 2020,  heeps://www.nknews.org/2020/05/dprk-admits-absurdicy-in-cconomic-sector-discredics-foreign-aid-state-me-
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Korea,” CNN.com, May 11, 2021, heeps://www.cnn.com/2021/05/11/politics/us-coronavirus-vaccines-north-korea/index.
heml; Zoe Serozewski, “North Korea Declines 3 Million COVID Vaccines, Says They Should Go to Other Nations,: Newsweek,
Seprember 3, 2021,  hueps://www.newsweek.com/north-korea-declines-3-million-covid-vaccines-says-they-should-go-
other-nations-1625837; “North Korea rejects offer of almost three million Covid-19 jabs, hreps://www.bbe.com/news/
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deteriorate, Kim Jong-un built himself a floating amusement park off the coast of Wonsan and a
series of mansions near Lake Yonphung in the northeast, and in Pyongyang, adding to the dozens of
palaces built by his father and grandfather.®

In a centrally planned economy, where much of the population is malnourished or food insecure,
kleptocracy is not merely the tolerance of gross inequity. It is the state’s deliberate segregation of
the meat-eaters from the corn-eaters, or—at its worst—of the living from the dead. It is a system that
places a lower value on the lives of the poor than on the limousines of its oligarchs. Kim Jongun’s
kleptocracy is not a quirky, amusing-yet-harmless hypocrisy, or the story of a plucky David defying
Goliath. It is a crime against humanity that relies on the active or passive collaboration of corrupt
foreign enablers and profiteers—vendors, shippers, bankers, customs inspectors, and regulators.

Indeed, as this paper argues, every crisis emanating from North Korea—its crimes against humanity,
its WMD programs, its global arms trade and proliferation, its hacking and financial crimes—is
inextricably intertwined with its kleptocracy and corruption. In North Korea, money is the root
of all evil. Consequently, each of these crises points to a coramon set of legal and diplomatic strat-
egies that targets all of them at their common source—our willful or negligent choices to facilitate
Pyongyang’s access to our financial system, our commerce, our technology, and our economy.
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C. Corruption in North Korea: The State as
Perpetrator, Exporter, & Victim

Corruption impedes economic growth by diverting public resources from important priorities
such as health, education, and infrastructure. It undermines democratic values and public
accountability and weakens the rule of law. And it threatens stability and security by facil
itating criminal activity within and across borders, such as the illegal trafficking of people,
weapons, and drugs.”

North Korea consistently ranks as one of the world’s most corrupt countries in indices compiled by
the NGOs Transparency International and Trace International”> In North Korea, corruption may
be either obedient or contrary to the direction of the state. The state directs its officials to commit
insurance fraud,” bank fraud,” computer hacking,” drug trafficking, counterfeiting,” gambling,”
and money laundering.”
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The same officials also cheat the state. Trading company officials embezzle profits,® and security
officers extort merchants or the relatives of émigrés to South Korea for remittances. Officials
pilfer food and fertilizer from collective farms and processing plants.'® Soldiers steal from the homes
of civilians,® and officers and soldiers embezzle fuel and rations from milicary commissaries.”
Factory managers rent out government land and pocket the proceeds.” The leaders of work units
steal materials from factories or construction sites.” Border guards demand bribes from traders and
smugglers.”® Civil servants take bribes from their subordinates.® In all of these cases, the North
Korean people are the ultimate victims.
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In a 2019 report, the UN Office of the High Commissioner for Human Rights recognized corrup-
tion as a serious human rights problem in North Korea. It analyzed the state’s kleptocracy as a form
of corruption.™ Pyongyang’s corruption taxes the livelihoods of the poor below subsistence levels
to pay for its military expenditures, its cult of personality, and luxuries for its political elites. Its
grossly unequal redistribution of the nation’s resources favors Pyongyang over the northeast city
dwellers over rural people, and “loyal” families over “hostile” ones. Wages and rations seldom reach
subsistence levels, so families must grow food or trade to survive. In doing so, they must skirt or
flout the state’s myriad petty despotisms. These rules often double-tax the poor in application.
Enforced as rigidly as they are interpreted ambiguously, they create opportunities for lower-level
officials and police to demand bribes arbitrarily. Those who cannot pay are denied fair trials and
humane treatment while detained or after they are sentenced.™

In North Korea, corrupt officials monetize their political power through bribes and extortion,
or coerce vulnerable women and girls for sex.”> North Korea’s nouveau riche, who have prospered
in its nascent gray-market economy, can buy with dollars the indulgences that the songbun caste
system had once rationed out only to privileged elites.””> They benefit from corruption by bribing
officials to evade punishments, work assignments," and forced labor mobilizations.”s They get the
first pick of goods smuggled in by merchants who bribe officials."¢ Parents bribe military officers
to secure favorable assignments for their sons.”” Different security forces compete to “inspect”
and extort military units for corruption, or for the possession of foreign media.”* Corruption
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allows fortunate prisoners to receive food parcels, family visitors, or shorter sentences.” A few
can buy their way out of prosecution entirely.” Corruption is a solvent of regime decay, but it
is not transforming North Korea into a fair society that provides for its people. It merely alters
the class of beneficiaries of its gross inequalities.

The state has acknowledged the ubiquity of corruption, it only implicitly, through an escalating
ries of crackdowns, purges, and executions. In doing so, it accepts the political price it pays
in citizens' loyalty by acknowledging the corruption of its officials, and the perception by the
people that the state is corrupt.’® Does the state assume that citizens do not also project this
perception upon the state itself?

The state’s profiteering from corruption abroad reflects the same corrupt ethic that also pervades
every level of North Korean society. Pyongyang perpetrates its kleptocracy through agents it
selects and trains for their aptitude at breaking laws, and for their indifference to the rights of
other states and individuals. It then dispatches them abroad with the specific intent of carrying
out criminal enterprises, defrauding banks to obtain financial services,” and defrauding foreign
governments that seek to protect their own sovereignty and security by regulating their own
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rea-urges-officials-to-thoroughly-eradicate-corruption-rodong/; Andrew Jeong and Timothy W. Marrin, “Kim Jong Un Purges

Wealchy Elice and Opponenes of Ouereach to US.Y Wall Street Journal, February 19, 2019, hrps://www.wsj.com/articles/

kim-jong-un-purges-north-korean-elite-in-violent-crackdown-11550593810; “'Kim Jong Un is enraged by milizacy corruptions,
Thae says) Dong-A llho, December 25, 2018, heeps://www.donga.com/en/List/arricle/all/20181225/1589115/1 /Kim-Jong-
ws, December 10, 2018,
anei-corruption drive,”

Un-is-enraged-by-military-corruprions-Thac-says; “N. Korea declares war on corruption,” Yonhap 2
heeps://enyna.coke/view/ AEN201812100066003252
Yonhap News, February 9, 2008, heeps://enyna.coke/view/ /
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INZOOR0209000800320,
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economies.”” It induces bankers and shippers to turn a blind eye to its money laundering and
smuggling. Pyongyang is also an exporter and proliferator of corruption and kleptocracy
that induces other poor states to spend their scarce hard currency on weapons and political
monuments.'?

Thus, Kim Jong-un is both the perpetrator and victim of corruption. The corruption he directs
is essential to the state’s cohesion and his survival; the corruption he cannot extirpate degrades
its cohesion and ultimately threatens his survival. The former pits Kim against the world; the
latter pits Kim against its own officials. Both forms prey on North Korea’s poor, who have been
consigned to the lowest levels of the songbun system. The poorest cheat the state because they
must. Corruption is just another survival strategy to those whose wages seldom reach the barest
subsistence level.’

This report, however, focuses on the state as the apex predator in North Korea’s ecosystem of
corruption, and how the world has addressed that corruption—or more often, has failed to.
Because Pyongyang’s kleptocracy relies on its access to international trade and finance, it is also
vulnerable to the risk that other states will coalesce around common interests, values, obliga-
tions, authorities, and responsibilities to prevent and alter its behavior. Pyongyang’s corruption
lends itself to unified, coherent, nonviolent, and humane policy responses—diplomatic, legal,
and ethical—by other states, all of which must eventually choose between being its enablers, its
victims, or its antagonists.

123 18 US.C. § 371 (prohibiting conspiracies to evade the exercise of a lawful government function by the United Srares).
124 Aaron Arnold, “How North Korea rakes advantage of global corruption to evade sanctions,” NK News, December 24,
2021, heeps://www.nknews.org/2021/12/how-north-korea-takes-advantage-of-global-corruption-to-evade-sanctions/.
125 Min Chao Choy, “North Korean statues are showing up in Africa — and they could be illegal,” NK News, Seprember
4,2020, heeps://www.nknews.org/2020/09/north-korean-statues-are-showing-up-in-africa-and-they-could-be-illegal/.
126 “KPA Corruption: A Necessary Evil?) Daily NK, April 6, 2015, heeps://www.dailynk.com/english/kpa-corrup-
tion-a-necessary-evil/; “In sanctioned North Korea, bribery problem worsens,” Daily NK, January 9, 2018, heeps://www.dailynk.
com/english/in-sanctioned-norch-korea-bribery/; Kang Mi-jin, “MPS officers extract bribes to fund their day of honor,” Daily
NK, November 18, 2019, heeps://www.dailynk com/english/mps-officers-extrace-bribes-fund-their-day-honor/; Kim Yoo-jin,
“Police official in North Korea faces jail time for taking bribes,” Daily NK, April 30, 2019, heeps://www.dailynk.com/english/
police-official-in-north-korea-faces-jail-time-for-taking-bribes/; Kang Mi-jin, “North Korean law enforcement officials criticized
for using fines to earn money,” Daily NK, April 4, 2019, heeps://www.dailynk.com/english/norch-korean-law-enforcement-offi-
cials-criticized-for-using-fines-to-earn-money/; Lee Sung-jin, “Director of Hoiryeong People’s Safery Agency on Trial for Drug

Charges” Daily NK, February 6, 2008, heeps://www.dailynk.com/english/director-of-hoiryeong-peoples-safe/.
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D. The Hungry as Human Shields

When foreign states limit or deny Pyongyang’s access to their economies, some interpret this
as a choice between combating proliferation and financial crime (on one hand) and showing
mercy toward poor North Koreans (on the other) who are guilty of no crime. This reframing
shifts the choice away from the agency of those who have the most responsibility and capability
for framing it.

A state’s willful choice to spend the nation’s resources on weapons and luxury goods while the
people go hungry is a violation of the right to food.!” That is especially so in a centrally planned
economy. In 2008, Viclav Havel, Kjell Magne Bondevik, and Elie Wiesel invoked the doctrine
of “Responsibility to Protect,” in one of the Committee for Human Rights in North Korea’s
first reports. Under this doctrine, a state has a legal obligation to protect the most fundamental
human rights of its people. If a state denies its people these rights, the UN Security Council
and General Assembly are obligated to act on behalf of those whose rights are denied.” Havel,
Bondevik, and Wiesel called for engagement with Pyongyang, but Pyongyang ignored their call—
and, but for cynical gestures and incredible denials, every other similar call.

In 2014, the UN COI called on the Security Council to refer the evidence of Kim Jong-un’s
crimes against humanity to the International Criminal Court. China and Russia blocked that
referral.™ But the failure of moral suasion, and the institutional failure of the United Nations, do
not relieve other states of their obligation to develop and enforce a strategy to compel Pyongyang
to cease its kleptocracy, end its crimes against humanity, and provide its people sufficient food
and medical care to live, grow, and prosper. No state has a sovereign right to commit kleptocracy.
Under the UN Convention Against Corruption and related authorities, every state has a duty to
safeguard against enabling it, and to take all reasonable steps to prevent it.

127 A/HRC/25/63 €4 682-92. Specifically, the Commission found as follows:

‘The Commission finds what occurred during the 1990s a most serious indictment of the DPRK and its officials. In che highly
cenralized system of the Democratic People’s Republic of Korea, decisions related to food, including production and distribution,
state budger allocation, decisions related to humanitarian assistance and the use of international aid, are ultimately decermined by
asmall group of officials, who are effectively not accountable o chose affected by their decisions. In chis context, the Commission
considers crimes against humanicy of starvation in section V of the present reporc.Jd. € 691.

128 Vacldv Havel, Kjell Magne Bondevik, and Elic Wiesel, Failure to Protect: The Ongoing Challenge of North Korea
(Washingron, D.C.: Committee for Human Righes in North Korea, 2008), heeps://www.hrnk.org/uploads/pdfs/F2P_North_
Korea_9-19-08_English.pdf.

129 Madison Park, “Under pressure, Norch Korea proposes human righes visic,” CNN, October 29, 2014, heeps://www.cnn.
com/2014/10/28/world/asia/norch-korea-human-righes/index.heml.

130 A/HRC/25/63 441201 & 1218.

131 United Nations Office on Drugs and Crime, United Nations Convention against Corruption, GA res. 58/4,
A/58/422, S. Treaty Doc. No. 109-6, 43 LLM. 37 (2004), heeps://www.unodc.org/documents/brussels/ UN_Convention_
Against_Corruption.pdf; United Nations General Assembly, United Nations C jon against Ti jonal Organized Crime
and its Protocols, S. Exec. Rep. No. 109-4, 40 ILM 335 (2001); United Nacions General Assembly, Report of the Ad Hoc Committee
on the El. jon of a C jon against Trans [ Organized Crime, A/55/383 (2000), heeps://www.unodc.org/pdf/
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Yet since the Great Famine of the 1990s, Pyongyang has used its poorest people as human
shields, thus presenting the world with a false choice between mercy and security. But allowing
state access to international finance does not feed the hungry if the state chooses to deprive
them of their basic needs anyway. And of course, if UN member states enforce sanctions, the
money that Pyongyang has stolen from North Korea’s poorest and hungriest people draws
interest in foreign bank accounts or treasuries.” This, too, fails to reach the root of all evil.

Neither aid nor sanctions, as currently configured, is attacking this evil at its root. A world that
is a necessary participant in Kim Jong-un’s kleptocracy bears ethical and legal duties to protect
the people of North Korea from it. This report presents a non-violent, multilateral strategy to
use the combined authorities of UN Security Council resolutions, international conventions,
and U.S. domestic law to advance both security and mercy, and reconcile the illusory conflict
between them. Understanding the potential of that strategy begins with an understanding of
the legal authorities on which it would be based, how they have evolved and developed, and
what we can learn from their past uses.

crime/final_instruments/383¢.pdf; United Nations General Assembly, United Nations Convention against Transnational
Organized Crime, A/RES/55/25 (2001); United Nations General Assembly, United Nations Declaration Against Corruption
and Bribery in International Commercial Transactions, A/RES/ 51/191 (1996) heeps://www.un.org/en/ga/search/view_doc.
aspsymbol=A/RES/51/191.

132 US. Dep'tof Treasury, “Terrorist Assets Repore: Calendar Year 2018 Twenty-Sevench Annual Report to the Congress
on Assets in the Uniced States Relating to Terrorist Countries and Organizations Engaged in International Terrorism,” 2018,
TABLE 1 heeps://www.treasury.gov/resource-center/sanctions/ Programs/Documents/tar2018.pdf. This indicaces char by the
end of the 2018 reporting period, OFAC was holding more than $74 million in blocked Norch Korean funds, an increase of just
$11 million over the previous year; US. Dep't of Treasury, “Terrorist Assers Report: Calendar Year 2017 Twenty-sixth Annual
Report to the Congress on Assets in the United States Relating to Terrorist Countries and International Terrorism Program
Designees,” 2017, heeps://www.treasury.gov/resource-center/sanctions/Programs/Documents/tar2017.pdf.
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Part II—Legal Authorities Against North Korean Kleptocracy
A. A Pre-History of North Korea Sanctions

The Chosun Dynasty had little external trade before 1876, when the Japanese empire forced a
selfisolated Korean kingdom into progressively more exploitative trade relations, and eventually
colonized it. In 1940, the Roosevelt administration imposed a trade embargo on the Japanese
empire, including its Korean colony.’ Thus, the United States was not a significant trading
partner of Korea before Japan’s surrender in 1945.

When Kim Il-sung invaded South Korea in 1950, President Truman invoked the Trading With the
Enemy Act of 1917 (TWEA), which barred most bilateral trade between the U.S. and North Korea
until 1995. But the TWEA was of little consequence during the Cold War, when Pyongyang’s
principal trading partners were the U.S.S.R., which offered it trade on favorable terms, and the
People’s Republic of China." Pyongyang regarded trade with other states with suspicion.'” When
it needed hard currency, its agents abroad found other ways to acquire it. As early as the 1960s,
North Korean diplomats were arrested for drug trafficking, and for the smuggling of liquor and
cigarettes.”*

Meanwhile, the global economy was becoming increasingly dollarized, and an efficient financial
system had risen in Manhattan to facilitate global commerce. Most international transactions—and
many intra-national ones—were now denominated in dollars and were cleared through correspon-
dent banks in New York. Even non-U.S. banks must clear most dollar transactions through their

133 US. Fed. Reserve Bank of New York, Exec. Order 8832, “Freezing Japanese and Chinese Assets in che United Srates,”
Cir. 2249 (1941), heeps://fraser.stlouisfed.org/files/docs/historical/ny%20circulars/1941_02249.pdf (amending a previous
executive order freezing assets in Nazi-occupied Norway and Denmark to require a license for any transaction in “property
subject to the jurisdiction of the United Stares . ... in which ... China or Japan or a national thereof had any interest of any nature
whatsoever, direct or indirect”); Myung-Soo Cha, “The Economic History of Korea,” Economic History, accessed Seprember
23, 2020, heeps://ch.net/encyclopedia/the-economic-history-of-korea/; Daniel Werez and Chelsea Gannon, “A History of
US.-DPRK Relations,” National Committee for North Korea Issue Brief, November 2015, hreps://www.nenk.org/sites/default/
files/US_DPRK_Relations_November2015.pdf.

134 Dianne E. Rennack, “North Korea: Legislative Basis for US. Economic Sanctions,” U.S. Congressional Research Service,
March 9, 2020, 15, heeps://fas.org/sgp/crs/row/R41438 pdf.

135 Exec. Order 13466, “Continuing Certain Restrictions With Respect to North Korea and Norch Korean Nationals,”
Presidencial Proclamation 8271 (2008), heeps://www.govinfo.gov/content/pkg/CFR-2009-title3-vol1/pdf/ CFR-2009-title3-
voll-c013466.pdf; see infra notes 144-45.

136 Eberstadr, Zhe North Korean Economy: Between Crisis & Catastrophe, 61-90.

137 Id. at 145-49; Marcus Noland, “NOrRTH KOREA'S EXTERNAL ECONOMIC RELATIONS” (WASHINGTON,
D.C.: PETERSON INST. FOrR INTL. EcoNomics, 2001), HTTPS://WWW.PIIE.COM/COMMENTARY/SPEECHES-PAPERS/
NORTH-KOREAS-EXTERNAL-ECONOMIC-RELATIONS-PAPER.

138 Sheena Chestnue Greitens, Hlicit: North Korea’s Evolving Operations to Earn Hard Currency, Committee for Human
Rights in North Korea (2014).

34



146

THE ROOT OF ALL EVIL

Joshua Stanton

correspondent accounts in U.S. banks.” Thus, a wire transfer from a Hong Kong bank to a
Taiwanese bank is routed indirectly, from the Hong Kong bank’s U.S. correspondent account to
the Taiwanese bank’s U.S. correspondent account.© Because these transactions pass through U.S.
jurisdiction, they fall under the regulatory jurisdiction of the U.S. Department of the Treasury.
Because America is the hub of this financial system, the Treasury Department is its steward, and
the cooperation of correspondent banks is essential to that stewardship.'

Since 1970, Congress has increased its regulation of the financial system to protect it from misuse
for money laundering and tax evasion. That year, it passed the Bank Secrecy Act (BSA), which
required banks to conduct due diligence inquiries into who their customers are and where their
money comes from."? In 1977, it passed the International Emergency Economic Powers Act
(IEEPA), which authorizes the Treasury Department to freeze the assets of criminals, terrorists,
and money launderers within U.S. jurisdiction.”® While the BSA is primarily a law enforcement
tool, the IEEPA has become central to enforcing both U.S. national sanctions and UN sanctions.

The IEEPA gives the Office of Foreign Assets Control the power to freeze assets as they transit
through U.S. jurisdiction (known as blocking). The authority to block funds is generally by
regulation or executive order that either blocks “all property and interests in property” of a
specific person, group, or entity; or provides for the blocking of funds involved in specific
conduct prohibited by regulation or executive order. Blocking does not change the ownership
of property. Blocked funds remain the property of their owner, but no person may legally deal
in them within the United States—including through correspondent accounts in the United
States—and no U.S. person may deal in them anywhere. The money sits in a blocked property
account and draws interest until the Treasury Department unblocks it or the Justice Department

139 Federal Reserve Bank of New York, “Cencral Bank & International Account Services,” accessed February 7, 2021,
heeps://www.newyorkfed.org/markers/central-bank-and-international-account-services;  Frances Coppola, “Fedwire: The
US Dollar in International Payments,” Admerican Express, accessed October 18, 2020, heeps://www.americanexpress.com/us/
foreign-exchange/articles/fedwire-us-dollar-in-international-payments/; In one recent case, however, transactions involving a
North Korean company’s construction of statues in Africa, in violation of UN Security Council Resolution 2321, paragraph 29,
were cleared through a French bank that had been licensed by the Federal Reserve to conduct dollar-clearing transactions. The
Sentry, Overt Affairs: How North Korean Busi Busted Sanctions in the Democratic Republic of Congo, August 2020, heeps://
cdn.chesentry.org/wp-content/uploads/2020/08/Overc Affairs-TheSentry-August2020.pdf.

140 See, e.g., United States v. $148,500 of Blocked Funds in the Name of Trans Multi Mechanics, Co., Ltd., et al., No. 16-cv-
01029 (2019), heeps://freekorea.us/wp-content/uploads/2019/05/US-v-148500-O pinion-Granting-Forfeiture.pdf

141 Money laundering means the transfer of funds ro facilitate crime, or to spend, conceal, or obscure the illicic origins of
the proceeds of crime. See 18 US.C. § 1956 (2016).

142 Bank Secrecy Act of 1970, Pub. L. No. 91-508, 84 Stat. 1114 (1970); see US. Dept of Treasury, Financial
Crimes Enforcement Network, “History of Anti-Money Laundering Laws,” accessed July 7, 2019, heeps://www.fincen.gov/

history-anci-money-laundering-laws.
143 International Emergency Economic Powers Act of 1977, Pub. L. No. 95-223, 91 Stat. 1626 (1977) (codified ac 50
US.C.§§ 1701-1708);
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forfeits it.* Although the U.S. government has no legal authority to spend blocked funds, the
owner’s judgment creditors may seek to collect against thern.

Roth the BSA and the TEEPA were delegations to the President of Congress’s enumerated consti-
tutional power to regulate commerce with foreign nations, but Congress does not have the staff to
carry out the extensive regulatory responsibilities these new laws required.' Instead, the Treasury
Department built that bureavcracy. Generally, the Financial Crimes Enforcement Network
(FinCEN) regulates and enforces the BSA, and QFAC regulates and enforces the IEEPA. Banks
that process wire transfers must share information about the parties to and purposes of transac-
tions with their correspondent banks, which are required to share some of that information with
the Treasury Department.

All financial institutions—banks, credit unions, casinos, and payday lenders—must maintain Anti-
Money Laundering (AML) programs. The industry standard for AML compliance for banks uses
specialized software to identify suspicious activities, patterns, or associations that may be red flags
for money laundering. Compliance software runs customer and counterparty data through a
game of “Six Degrees of Separation” to find suspicious transactions that banks must report to
the Treasury Department.¥ AML regulations, though imprecisely described as sanctions when
applied to state actors, are merely the implementation of internationally agreed principles to
protect the global economy from financial crimes. Recently, however, they have become important
tools against the financing of terrorism and proliferation.

Just as AML regulation requires the cooperation of the financial industry, it also requires the

144 31 C.FR.§510203.
145 Under the non-delegacion doctrine, with some exceptions, Congress may not delegate an enumerated power to the
executive, A.L.A, Schechzer Paultry Corp. v. United States, 295 U

constirutionaliry of sanctions laws, including the IEEPA, has held char chey do nor violate the non-delegarion docrrine because

495 {1935). However, every court to have considered the

Congress rerains significant discretion over how the execurive enforces and implemencs them, United States v, Miraa, 454 Fed.
Appx. 249 (5th Cir. 2011); United States v. Dhafir, 461 £3d 211 (2d Cix. 2006); United States v. Aveh Trading Co., 987 ¥2d 1087
{4ch Cir. 1993). 'The courrs also permit a wider breadch in Congress’s delegarion of powers to the execurive in the field of foreign
affairs, where the President’s power has tradirionally been the most expansive, Dhafir, 461 £3d 210-11.

146 “Global ~ Anti-money Laundering  Software  Marker  2019:  Key  Vendors, Trends,  Anal

Segmentacion, Forecast to 2024 Marker Watch, May 6, 2019, hctp: / /www.markerwarch.com/ press

global-anti-money-laundering-sofrw: arker-2019-key-vendors-trends-a i ion-forecast-to-2024-2019-05 06
147 US. Dep'r of Tieasury, Financial Crimes Enforcement Nerwork, mC['N’J 314(i) Facr Sheet, June 18,2019, heepss//
www.fincen.gov/sites/defaule/files/shared/3 14afacesheer.pdf; US. Fed. Deposic Ins. Corp., Federal Financial Iustizutions

Examination Councily, Bank Secrecy Act / Anti-Money Laundering Examination Manual, Customer Identification Program—
Overview, August 24, 2007, heeps:/ /www.idic.gov/regulations/cxaminarions/bsa/fficc_cip.pdf.

148 Financial Action Task Force, Inrernational Srandards on Combating Money Laundering and the Financing of
Terrorism and Proliferation, June 2019, hreps:/ /www.facf-gafi.org/media/farf/documents/recommendations/pdfs/FATF%20
Recommendarions%202012.pdf.
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cooperation of regulators from states—the state of New York is a formidable regulator in its own
right—and foreign regulators who oversee financial systems based on the Euro, the Pound, the Yen,
and the Canadian, Australian, and New Zealand dollars. The sharing of financial intelligence with
other jurisdictions closes enforcement gaps and increases the likelihood that illicit funds will be
frozen by banks—not only amounts that are denominated in dollars, but also in other convertible
currencies.'

Banks that clear transactions for parties that launder money or break sanctions—even if inadvertently—
because of insufficient AML due diligence can face stiff civil and criminal penalties.® Banks that do
so willfully face much higher penalties or criminal prosecution. The Treasury Department’s greatest
leverage over banks that launder money is to restrict or deny their access to the financial system, using
the anti-money laundering authorities of Section 311 of the Patriot Act. This authority includes
a range of special measures requiring enhanced due diligence, additional reporting requirements,
and beneficial ownership disclosure requirements for designated parties, banks, or jurisdictions.’s!
Treasury would later invoke this measure against three foreign banks that facilitated Pyongyang’s
money laundering through U.S. jurisdiction, and then, invoke it against the jurisdiction of North
Korea itself. But Kim Jong-il would enjoy a long grace period before the Treasury Department would
expect him to obey our laws.

B. Kim Jong-il’'s Road Not Taken

Kim Il-sung did not devise a new economic strategy between the loss of his Soviet patron in
1991 and his death in 1994. His failure to reform and open North Korea’s economy contributed
to the famine that had already begun. His diplomats may have seen crime as a coping strategy.
Around this time, incidents of drug trafficking and counterfeit currency linked to North Korea
increased ten-fold.’s2

It was left to Kim Jong-il to gain access to the financial system through the 1994 Agreed Framework.
In exchange for Kim’s promises to dismantle his nuclear programs, President Clinton offered him
humanitarian and energy aid.* In 1995, Clinton also granted exceptions to TWEA sanctions™

149 See31 C.ER. Pr. 1010.

150 31 US.C. § 5322; 31 C.ER. Parc 501 App. A (conraining the penalty guidelines for banks, escalaring the penalties of
banks whose violations are willful or reckless).

151 31 US.C. § 5318A (providing for a series of five special measures applicable to entities of primary money laundering
concern, including enhanced due diligence, record-keeping, reporting of beneficial ownership information, and a prohibition on
the provision of correspondent account services).

152 Greitens, supra note 165, fig. 1.

153 US. Congressional Research Service, “Foreign Assistance to North Korea,” April 2, 2014, heeps://www.everycrsreport.
com/reports/R40095.heml.

154 31 C.ER. Pr. 500 (2007); US. Dep'e of Treasury, “Foreign Assecs Control Regulations; North Korean Travel and
Financial Transactions; Informarion and Informarional Materials,” 60 Fed. Reg. 8935 (February 16, 1995), hreps://www.govinfo.
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for transactions for travel,® telecommunications, humanitarian aid,’” overflight payments,'
energy sector projects such as lightwater reactors and the shiprent of fuel oil," the operation of
diplomatic missions'® and news bureaus,” and imports of magnesia and magnesite.'® The most
significant sanctions relief, however, was a regulation that authorized dollar-clearing transactions
on behalf of North Korean buyers and sellers though U.S. jurisdiction. It may be a coincidence
that the Treasury Department published this regulation on February 16, 1995—Kim Jong-il’s
birthday—as the people of Hamheung, Heungnam, and Wonsan began to fill the hills above their
cities with the graves of grandparents, then their parents, and then their children.

Thus, Kim Jongil entered the peak of the famine with broad access to the U.S. financial system,
humanitarian aid, and a conditional opening to bilateral and international trade.’® All he had
to do was to accept peaceful coexistence with his neighbors, abide by his denuclearization and
nonproliferation commitments, and make the choice to use his economic access for lawful
purposes. We now know that he did not make that choice.

In retrospect, Washington was extraordinarily patient with Kim’s financial crimes. In 1995, he
strode under the harsh light of Treasury Department regulators, who granted him a lengthy
grace period to reform his ways. In 2000, after he carried out a ballistic missile test, Clinton
negotiated a test freeze and expanded his access to the U.S. economy again, authorizing more
exports of U.S. goods and technology to North Korea, and more transactions for trade and
investments. '

Although the exercise of this discretion undoubtedly changed with Pyongyang’s 2002
admission that it was pursuing a uranium enrichment program and the collapse of the Agreed
Framework, these permissive regulations remained on the books well into the George W. Bush

gov/coneent/pkg/FR-1995-02-16/pdf/95-3984.pdf.
155 31 CER. §§ 500.563 & 500.566 (1997), heps://www.govinfo.gov/content/pkg/CFR-1997rite31-vol2/pdf/
CFR-1997-tite31vol2-pare500.pdf.

156 Id. § 500.571.

157 Id. § 500.573.

158 I, § 500.585.

159 Id. § 500.584.

160 I § 300.581.

161 Id. § 500.583.

162 Id. § 500.582.

163 Id. § 500.580.

164 Nasios, The Great North Kovean Famine: F

siee, Polities & Foreign Policy, 127, 140,

165 US. Dep'e of Treasury, “Office of Foreign Assers Control, Foreign Assors Control Regulations” 65 Fed. Reg, 38165
(June 12, 2000), heeps:/ fwww.govinfo.gov/content/pkg/FR-2000-06-19/pdf/ FR-2000-06-19.pdf; 31 C.ER. § 500.533 {2000);
heeps:/ /www.gavinfo.gov/conrent/pkg/CFR-2004-title31-vol2/pdf/ CFR-2004-title3 1 -vol2-pare500.pdf.

166 31 C.ER. § 500,586 (2000).
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administration.’” OFAC did not replace them with new regulations under the IEEPA until
2011, and these would still lack the comprehensive licensing requirements that applied to Iran,
Cuba, and Sudan for another five years.

In 2005, the Treasury Department barred Macau-based Banco Delta Asia from the financial
system for laundering the proceeds of illicit activity, including dollar counterfeiting and drug
trafficking, for Pyongyang’s agents and partners.'® Almost immediately, depositors lined up to
withdraw their savings from Banco Delta Asia. Macanese authorities had to take control of the
bank to prevent its collapse and avert a ripple effect in the local banking industry.”

When other banks around the world saw the damage done to Banco Delta Asia, they also began
freezing North Korean accounts. According to some reports, this caused a financial panic in
Pyongyang and may have forced Kim Jong-il to sign a second disarmament agreement in 2007,
to win another lengthy reprieve in U.S. anti-money laundering enforcement. That year, as part
of this agreement, the Federal Reserve Bank of New York returned $25 million in tainted funds
from the bank to Kim Jongil."”

The action against Banco Delta Asia caused both Washington and Pyongyang to realize just how
reliant Pyongyang had become on access to the dollar system. Pyongyang tried to break its depen-
dency on the dollar, with mixed success. According to a 2016 civil forfeiture complaint filed by
the Justice Department in the District of New Jersey, prosecutors explained that Pyongyang “needs
access to U.S. dollars ... [tJo obtain goods and services in the international marketplace” because
“international vendors require purchases to be made in U.S. dollars.” “North Korea’s trading needs”
could not “be met using only Chinese currency.””

But in a legal environment in which banks—particularly those in China—only enforced sanctions
when faced with serious legal risks, the deterrent effect of the action against Banco Delta Asia would

167 Id. §§ 500.580 & .586 (2004), hteps://www.govinfo.gov/content/pkg/CFR-2004-title31-vol2/pdf/ CFR-2004-
tile31-vol2-parc500.pdf.

168 31 C.ER. § 510.201 (2011), heeps:/ /www.govinfo.gov/content/pkg/CFR-2011-title31-vol3/pdf/ CFR-2011-ticle31-
vol3-part510.pdf.

169 US. Dep't of Treasury, Financial Crimes Enforcement Network, “Imposition of Special Measure Against Banco
Delra Asia, Including Irs Subsidiaries Delra Asia Credit Limited and Delea Asia Insurance Limited, as a Financial Insticution
of Primary Money Laundering Concern,” 72 Fed. Reg. 12730 (March 19, 2007), heeps://www.fincen.gov/sites/default/files/
special_measure/bda_final_rule.pdf.

170 Jay Solomon & Neil King, Jr., “How U.S. Used a Bank To Punish Norch Korea”, Wall Street Journal, April 12, 2007,
heeps://www.wsj.com/articles/SB117627790709466173.

171 David Lague and Donald Greenlees, “Squeeze on Banco Delra Asia hit North Korea where it hurt,” Inzernational
Herald Tribune, January 18, 2007, heeps://www.nytimes.com/2007/01/18/world/asia/ 18iht-north.4255039 heml2pagewant-
ed=1&%2360;!--Un..&
2006, heeps://www.latimes.com/world/la-fg-macao2nov02-story.heml; Solomon & King, supra note 218.

172 United States v. All Funds in the Accounts of Blue Sea Business Co., Ltd., No. 16-cv-1954 (D.NJ 2016) (Verified
Complaint for Forfeiture In Rem), heeps://www.justice.gov/opa/file/897041/download.

r=0; Josh Meyer, “Squeeze on North Korea’s Money Supply Yields Resules,” 2. 4. Times, November 2,
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not last. For the next several years, Pyongyang enjoyed de facto leniency to clear its licit and illicit
activities through the financial system discreetly, with the former often serving to commingle with
and conceal the illicit origins of the latter.”

C. UN Authority to “Seize and Dispose of” North
Korean State Property

Starting in 2006, the UN Security Council began to approve a series of North Korea-specific
Chapter VII resolutions in response to Pyongyang’s nuclear and ballistic missile tests. Broadly,
these resolutions (1) required states to freeze funds and property associated with Pyongyang’s
proliferation and other violations, (2) prohibited financial services if the funds provided could
contribute to proliferation and other violations, and (3) authorized states to seize and dispose of
frozen funds and contraband.

These provisions also authorize the designation of non-North Korean enablers of sanctions
evasion, but the Security Council has only designated one person and 11 entities (out of 159
total) that are not North Korean. Most of the non-North Korean entities are small shipping
companies. All but three of these are Chinese nationals, companies controlled by Chinese
nationals, or companies based in China.”

The mandates—such as the requirement to freeze assets “in accordance with their respective legal
processes”—underline that the Security Council’s resolutions are not self-executing. Member
states must enforce them using their own financial intelligence units, prosecutors, and courts.
For states whose institutions face challenges in meeting these obligations, the World Bank has
offered its support to help states build their capacities.”s

Asset Freeze. Paragraph 8(d) of Resolution 1718, approved in October 2006, first “decided” that
member states must freeze all property owned or controlled by entities designated by the Security
Council or its sanctions committee (the “1718 Committee”) for WMD or missile proliferation.
It also required member states to “ensure that any funds, financial assets or economic resources

173 De Luce and Lehren, “Secret documents show how North Korea launders money through U.S. banks,’; “Global banks
defy US. crackdowns by serving oligarchs, criminals and cerrorists,” Int'l Consortinm of Investigative Journalists, Seprember
20, 2020,  heeps://wwwicij.org/investigations/fincen-files/global-banks-defy-u-s-crackdowns-by-serving-oligarchs-crimin-
als-and-terrorists/ 2fbclid=IwAROaE]J 6fd X1A_4ZUzgI7PuUYbw6URuzlo-DZCoxVOnV]DotD_1HUHX2yAAQ.

174 United Nations Security Council, Consolidated Sanctions List, last accessed December 29, 2021, https://scsanc-
tions.un.org/6junjen-all.heml. Of the 80 natural persons listed, 79 appear to be North Korean and one appears to be
Chinese. Of the 75 entities listed, 64 are North Korean, 8 are based in China or controlled by Chinese nationals, one is a
North Korean front company based in Iran, one is based in Panama, and one is based Singapore.

175 World Bank, “Risk Ass:

www.worldbank.org/en/ropic/financialsector/brief/antimoney-laundering-and-combaring-the-financing-of-terrorism-risk-as-

sment Support for Money Laundering/Terrorist Financing,” February 29, 2016, heeps://

sessment-support.
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are prevented from being made available . . . to or for the benefit of such persons or entities.””
The word “ensure” shifts the burden to member states to exercise due diligence to ensure that
the funds they provide to North Korean entities are not provided to designated entities.

The Security Council later expanded the asset freeze to cover not only property of designated
persons, but all property owned or controlled by Pyongyang or its ruling party that a state deter-
mines to be “associated with the DPRK’s nuclear or ballistic missile programs or other activities
prohibited by” the resolutions.”” This language includes a significant loophole, in that a state
is only required to freeze assets that the state itself determines to be associated with sanctions
violations.

“Economic resources” means “assets of every kind [that] potentially may be used to obtain funds,
goods, or services.” It includes the ships that Pyongyang uses to smuggle its coal, oil, weapons,
and luxury goods;”* and “financial or other assets or resources” of entities designated by the
Security Council for other violations, such as money laundering, arms trafficking, and luxury
goods imports.”

The broad definition of “economic resources” became controversial when former South Korean
Unification Minister Lee In-young asserted—incorrectly—that barter trade was not prohibited by
UN sanctions. Lee’s inaugural policy initiative was a scheme to barter South Korean sugar for
North Korean liquor. It later emerged that his proposed North Korean partner was a probable
front for Bureau 39 of the KWP, which is designated by both the Security Council and the U.S.
Treasury Department for proliferation financing and a wide range of illicit activities.'s

Transactions that Could Contribute to Sanctions Violations. In 2009, the Security Council
first called on member states, in implementing the asset freeze, “to prevent the provision of
financial services or the transfer to, through, or from their territory,” including by their nationals
or financial institutions, of “any financial or other assets or resources that could contribute to the
DPRK’s nuclear-related, ballistic missile-related, or other [WMD]-related programs or activities”
within their jurisdictions.’s!

176 S/RES/1718 1 8(d). The word “decides” indicates that the provision is mandatory, while “calls on” indicates that
C
Council Committee established pursuant ro resolution 1718 (2006), Work and mandate of the Commiteee,” accessed Auguse 9,

the language is non-binding. For information about the 1718 Committee, see United Nations Sect ouncil, “Security

2020, heeps://www.un.org/securitycouncil /sanctions/ 1718#work%20and%20mandare.

177 S/RES/2270 € 32. An exception applies to funds needed for humanirarian or diplomaric purposes.

178 Id. €9 12.

179 1d. €32,

180 Song Sang-ho, “(News Focus) Push o barter S. Korean sugar for N.K. liquor raises both hopes, concerns,” Yorhap News,
August 12,2020, heeps://en.yna.co kr/view/AEN20200811005900325; “S. Korea reviewing private entity’s ‘barter” trade request
with N. Korea,” Yonhap News, August S, 2020, heeps://en.yna.co.ke/view/AEN20200805010100325; “=%H o d ZE # 22
H| E ek 2|t} AAIE EISH Q| SHHO|? Yomhap News, April 19, 2017, heeps:/ /wwwyna.co.ke/view/AKR20170419137700084
(in Korean).

181 S/RES/1874 € 18.
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The language (“calls upon”) was not mandatory, but it was important in several regards. First, in
an acknowledgement of Pyongyang’s opacity and the problems of proving its ultimate use for the
funds, it placed a due diligence burden on states that might transfer funds to Pyongyang, in the
same spirit as Resolution 1718’s obligation to “ensure” that persons were not providing economic
resources to designated persons, or for prohibited activities. It also decoupled the authority to
freeze Pyongyang’s assets from the designation of the owner. Thus, Pyongyang might nimbly set
up, collapse, and rename any number of agents, shell companies, and front companies,' but states
with the political will to do so could make reasonable inferences based on a company’s secrecy, the
associations of its officers or customers, or its patterns of suspicious transactions.!

Resolution 2094, approved in 2013, finally made these obligations mandatory, requiring member
states to “prevent the provision of financial services” that “could contribute” to Pyongyang’s
WMD) programs and “other activities prohibited” by the Security Council, such as the trade
in luxury goods."* After Pyongyang’s sixth nuclear test in 2016 the Security Council approved
Resolution 2270, which banned correspondent banking services that linked North Korea’s
banks to the financial system.

Given Pyongyang’s financial secrecy, its defiance of the Security Council, and its prioritiza-
tion of its WMD programs and luxury goods trade, was a ban on transactions that “could
contribute” to those priorities practically different from a freeze of all of its assets? How could
any investor in North Korea “ensure” that the investment could not contribute to prohibited
conduct? In practice, however, Chinese banks disregarded risk factors for money laundering and
sanctions violations. Despite a requirement to expel North Korean financial representatives

182 TJoshua Berlinger, “Hiding in plain sight: Why Hong Kong is a preferred spor for Noreh Korea’s money launderers,”
CNN. December 3, 2017, herps:/ fwww.cnncom/2017/10/16/asia/hong-kong-north-korea/index hml.

183 S/RES/2094 € 11; "FATT Public Statement - 25 February 2011 Financial Action Task Force, huep:/ fwwwfacf-gafi.
org/countries/d-i/iran/ documents/ facfpublicstatement-2Sfebruary20 1 Lhand {first calling on FATF member jurisdiccions to
apply coantermeasures to protece the financial syscem against money laundering and recrorise financing risks emanaring from
North Korea).

184 S/RES/2094 € 11.

185 S/RES/2270 € 33,

186 See I ve Grand Jury Investigation of Possible Violations of 18 US.C. § 1956 and S0 US.C. § 1708, Nos. 18-mj-175,
18-mj-176 & 18-mj-177 (D.D.C. 2019), hurps://freckoreans/wp-content/uploads/2019/04/FINAL_18mc175_176_177_
Mar_18_2019_Mem_Op_redacted.pdf, The Chief District Judge held the banks in contempr of court for failure ro comply wich
the subpoenas and fined cach of them $50,000 aday. A panel of the Court of Appeals later affirmed the District Court’s order,
re Sealed Case, No. 19-5068 {D.C. Cir. 2019). heeps:// freckorea us/ wp-content/uploads/2019/08/ Scaled-case-DC-Cic-affirms.
pdf. See Christian Berthelsen and Tom Schoenberg, “Chinese Banks Probed Qver North Koreds Nuclear Avms Bloomberg

News, August 6, 2019, hreps://www.bloomberg com/news/articles/2019-08-06/u-s-is-investigacing-how-north-korca-finances-

nuclear-program. See alse U.S, Dep’r of Treasury, “Treasury Targees Russian Bank and Ocher Facilitarors of North Korean United

Nations Security Council Violations August 3, 2018, herps://home.treasury.gov/news/ press-releases/sm454,
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and shut down joint ventures with North Korean banks,” China remained a safe haven for
North Koreans engaged in money laundering, computer hacking, human trafficking, and the
smuggling of UN-embargoed goods.’s

Seizure, Confiscation, & Disposal of Property. In 2009, the Security Council authorized states
to “seize and dispose ... of items the supply, sale, transfer, or export of which is prohibited by”
the resolutions.”® Three years later, it clarified that “dispose of” means “through destruction,
rendering inoperable or unusable, storage, or transferring to a State other than the originating
or destination States for disposal.”*

Initially, the resolutions defined contraband according to UN lists of items, materials, equipment,
goods, and technology related to WMD programs; luxury goods; and arms and related materiel.
Over time, they also prohibited Pyongyang from exporting minerals (coal, iron, iron ore, gold,
silver, titanium ore, vanadium ore, rare earth minerals, copper, nickel, lead, lead ore, zinc),”
textiles, agricultural products, statues,”* and seafood.”” They banned its imports of ships,”
aircraft, vehicles, metals, and machinery;* and capped its imports of gasoline, diesel, and jet
fuel at 500,000 barrels a year."”

Different states have interpreted “seize and dispose of” very differently in practice. In 2013, Panama
seized fighter aircraft, surface-to-air missiles, and other weapons aboard the merchant vessel (M/V)
Chong Chon Gang, which were being shipped in violation of the UN arms embargo. It released the
vessel after Pyongyang paid the Panamanian government a $666,000 fine.** The following year,

187 S/RES/23211 32.

188 See, e.g., $/2021/777 49 161- (citing evidence of thar China hosts banned North Korean joint ventures, overseas
financial representarives, and the financing of maritime sanctions evasion); $/2021/211 44 140-161 (hosting of North Korean
financial representarives, joint ventures, and the laundering of stolen cryprocurrencies); $/2020/151 €4 167-170 (hosting of
North Korean financial representatives); $/2019/691 €4 50-54,69-71 (hosting of North Korean financial representatives and
coneractual arrangements for prohibited coal imports, cryprocurrency-enabled profiting from the smuggling of embargoed
goods); $/2019/171 €9 111-113 (hosting of North Korean hackers and financial agents); $/2018/171 €4 162 & 178-180
(same); $/2017/142 44 51-56 (same); $/2017/150 €4 216,219-235 (same).

189 S/RES/1874 € 14; see also UNSC resolution 2321, Non-proliferation/Democratic People’s Republic of Korea, S/
RES/2321(2016) € 40; S/RES/2371 €22; S/RES/2375 € 22.

190 S/RES/2087 1 8; S/RES/1874 1 14; S/RES/2321 1 40; S/RES/2371 1 22; S/RES/2375 1 22.

191 S/RES/2371 1 10; S/RES/2321 11 26 & 28; S/RES/2270 1 30.

192 S/RES/2397 1 6.

193 S/RES/232119.

194 S/RES/237119.

195 S/RES/23211 30; S/RES/2397 1 14.

196 S/RES/239711.

197 I1d.15.

198 Leo Byrne, “North Koreans ready to pay for arms smuggling ship and crew” NK News, January 17, 2014, hteps://www.

nknews.org/2014/01/north-koreans-ready-to-pay-for-arms-smuggling-ship-and-crew/.
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Mesxico seized and scrapped the M/V Mu Du Bong after it ran aground in a Mexican port and
determined that it was controlled by the same front company—since designated—that controlled
the Chong Chon Gang.®

In 2019, by contrast, prosecutors in the Office of the U.S. Attorney for the Southern District
of New York filed a civil forfeiture suit against the North Korean coal smuggling ship M/V Wise
Honest, presumably with the cooperation of Indonesian authorities that first seized the ship.2® The
court later entered an order of forfeiture and directed the U.S. Marshals Service to sell the ship at
auction,®

Conversely, Russian and Chinese ports and waters are safe havens for North Korean smuggling
of coal, fuel, and weapons,®* despite a requirement by member states to inspect all cargo coming
from or going to North Korea.® U.S, law now authorizes U.S. Customs and Border Protection
to impose additional inspection requirements on cargo coming from those ports,® but the U.S.
government has not invoked this authority.

North Korea-Specific Resolutions & Kleptocracy. The United Nations has not specifically invoked
its Chapter VII authority to authorize the seizure of proceeds of kleptocracy by Pyongyang, except
to the extent that the trade in weapons and luxury goods falls within the categories of commerce
subject to seizure and disposal. The Security Council has, however, expressed regret for Pyongyang’s
“massive diversion of its scarce resources toward its development of” weapons while its people “suffer
from major insecurities in food and medical care.” It has also noted the “very large number of
pregnant and lactating women and under-five children who are at risk of malnutrition and [the]
41 [percent] of its total population who are undernourished.”

The Security Council has emphasized that the sanctions “are not intended to have adverse
humanitarian consequences for the civilian population” and pointed to Pyongyang’s “primary
responsibility and need to fully provide for the livelihood needs” of its people.*® To deconflict
the tension between sanctions against the state and unintended humanitarian consequences for
North Korea’s poor, the 1718 Committee may grant case-by-case humanitarian exemptions to

199 Leo Byrne, “Mexico declares N, Korean ship abandoned, will sell for scrap” NK News, March 9, 2016, heeps:/ /ww,
nknews.org/2016/04/ mexico-declares-n-korean-ship-abandoned-will-sell-for-scrap/.

200 United States v, The Bulk Cargo Carrier Known as the “Wise Homest,” Bearing jonal Maritime Org
Nymber 8905490, No, 19-cv-4210 (SD.NY, 2019).
201 I, {Sripulation and Order of Interlocurory Sale of Properey).

202 See, eg.. $/2017/150 (documenting numerous examples before and during the 2016 reporting period of smuggling of
sanctioned goods through pores in China and Russia, violations of the arms embargo by China and Russia, and of North Korean
financial agents operaring on Chinese and Russian tetricory).

203 S/RES/2270 % 18,

204 22U8.C.§9225.

205 S/RES/2397 €24,

206 44425,

44



156

THE ROOT OF ALL EVIL

Joshua Stanton

the sanctions.*” So far, however, the Security Council has not taken the step of calling on states
to make confiscated North Korean state property available for humanitarian use.

D. UN Anti-Corruption Conventions

The UN Security Council’s denunciations of Pyongyang’s misappropriation of the nation’s wealth
have all, to this point, been non-binding. But these non-binding expressions and their mandatory
assetfreezing provisions could be a basis to invoke several existing UN conventions that authorize
member states to freeze and recover assets of sanctioned states and corrupt state officials for public
use.

In 1988, the UN General Assembly adopted the UN Convention Against Transnational Organized
Crime, which entered into force in 2003.2 That convention—

= requires state parties to criminalize laundering the proceeds of predicate offenses for money
laundering, including corruption;

= requires states to maintain adequate regulatory controls to detect money laundering, including
requirements that banks keep records of certain transactions, verify the identities of their
customers, report suspicious activities to state regulators, and give regulators the power to
subpoena financial records;

= requires states to enact laws permitting the tracing, seizure, freezing, confiscation, and disposal
of the proceeds of predicate offenses, up to the total commingled sum of legally and illegally
derived property that is subject to confiscation; and

= calls on state parties to cooperate in the enforcement of the Convention, including by sharing
the confiscated proceeds of joint investigations.

In 2003, the General Assembly adopted the UN Convention against Corruption. That convention—

= defines the crimes that constitute public corruption, including bribery, embezzlement, misap-
propriation, influence peddling, abuse of power, and laundering the proceeds of corruption;

= sets standards of integrity and transparency in the conduct of government officials;
= establishes the importance of protecting the integrity and independence of a jurisdiction’s
prosecution and judiciary;

= urges states to enact laws and regulations to prohibit public corruption and prevent money
laundering;

207 United Nations Security Council, 1718 Sanctions Committee (DPRK), “Humanitarian Exemprion Requests,” accessed
August23,2020, heeps://www.un.org/securicycouncil/sanctions/ 1718 /exemprions-measures/ humanitarian-exemption-requests.
208 UN C jon Against Ty [ O d Crime, 2225 UN.TS. 209 (2003), hreps://treaties.un.org/Pages/
showDerails.aspx20bjid=0800000280050d3e&clang=_en.
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*  calls on states to confiscate the proceeds of public corruption, including property that is
commingled with property derived from legitimate sources, and to cooperate with other
states’ confiscation of the proceeds of public corruption;

= calls for cooperation among law enforcement and prosecutorial authorities in different states,
including through the extradition of suspects, the service of legal documents, and the sharing
of evidence;

* mandates the return of the proceeds of corruption to the countries of origin; and

= calls on states to help build capacity in other member states to combat corruption, and
proposes a process for member states to donate to a UN-administered fund to help devel-
oping states build the capacity to detect and act against corruption.®

The use of these anti-corruption authorities is well-established in law and practice, although a
wide gap persists between states with welldeveloped legal systems and other states—including some
OECD states—that either have not prioritized anti-corruption efforts or lack the capacity to do so.»!

The latter criticism could have been made about the United States until very recently. In 2011,
a World Bank study cited the failure of the U.S. government to require record-keeping on the
beneficial owners of property as a key weakness in global efforts to combat money laundering and
kleptocracy.®> Only in January of 2020 did Congress pass the Corporate Transparency Act, which
requires businesses to report information about their beneficial owners to FinCEN, and bans
anonymous shell companies.? FinCEN did not publish its proposed regulations implementing
the new law until December 2021.2 Both loopholes have also impeded the enforcement of North

209 UN Convention Against Corvaption, 2349 UNITS. 41 (2005), hreps://wwwunode.org/documents/brussels/UN_
Convention_Against_Corruption.pdf.

210 See Gerry Ferguson, Global Corruprion: Law, Theory & Practice, 3d ed. (Victoria, British Columbia: Universiey of
Vicroria, 2018), heeps:/ ficeleorg/ publicarions/global-corruprion-law-cheory-and-pracrice/.

211 Larissa Gray er al., Few and Fay: The Hard Facts on Siolen Asset Recovery, Stolen dsset Recovery Initiative (Washington
DC: World Bank Srolen Asser Recovery Inidiative, 2014), heeps://www.oecd.org/dac/accountable-effecrive-institarions/
Hard%20Facts%20Stolen%20Asser % 20Recovery.pdf.

212 Emily Van der Does de Willebois et al., The Pupper Masters: Flow the Corvupt Use Legal Struciures to Hide Stolen Assets
and What to Do About It (Washingron DC: World Bank Stolen Asser Recovery Iniciative, 2011), heepsi/ fsrarworldbank.org/
sires/star/files/ puppermastersvl.pdf.

213 Corporate Transparency Act of 2020, Pub. L. No. 116-92, div. , rit. LXIV, § 6403 (cnacted within the National
Defense Auchorizarion Act for Fiscal Year 2021.

214 Dep't of Treasury, Financial Crimes Enforcement Nerwork, Notice of Proposed Rulemaking, “Beneficial
Ownership Informaton Reporring Requirements,” 86 Fed, Reg, 69920, December 8, 2021, heeps://www.federalregistergov/
documents/2021/12/08/2021-26548/beneficial-ownership-information-reporting requireme
protece the confidentiality of beneficial ownership information from public disclosure. Irs reporcing requirements will not
come inco full effect for a still-underermined period chac is still several years away. Elizabech G. Silver and Catherine A. Johnson,
“Anti-Corruption Hot Topic: Corporate Transparency Emeiges as Cornerstone of Financial Integrity Regulatory Reforms Nac'l Law
Review, Vol XI, No. 301, Ocrober 28, 2021, hueps:/ /www.naclawreviewcom/article/anti-corruption-hot-topic-corporate-trans-
parency-emerges-cornerstone-financial. fo will be available co financial institucions to conduct due diligence checks, and to law
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The new regulation will
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The uneven enforcement of anti-corruption conventions is not for lack of guidance. The UN
Office on Drugs and Crime (UNODC) has published a detailed, 300-page legislative guide for
implementing the Convention.?¢ The Stolen Asset Recovery Initiative, a partnership between the
UNODC and the World Bank, has also published a 270-page guide to the investigation of corruption
and the tracing, seizure, confiscation, and recovery of assets.?” In 2004, the UN Security Council
approved a resolution creating a committee to help developing states build the capacity to enforce its
counterproliferation sanctions. These institutions could help developing states combat Pyongyang’s
illicit activities, such as arms trafficking, money laundering, and human trafficking.

FinCEN has also faced personnel and technology challenges in analyzing data from the financial
industry and enforcing its customer due diligence rules, and Pyongyang has been a beneficiary of these
challenges. ° These revelations in press reports would spur Congress to pass legislation requiring

215 Joshua Stancon, “Why Treasury should require banks to keep records about N. Korean beneficial ownership.” One Free
Korea blog, August 2, 2016, hteps://freckorea.us/2016/08/treasury-should-require-banks-to-collect-informarion-about-n-kore-
an-beneficial-owners/ (reproducing in full a 2016 joint comment on a FinCEN regulatory action by the author and William
Newcomb, former U.S. Representaive to the United Nations Panel of Experes Authorized by United Nations Security Council
Resolution 1874, citing evidence from the Panama Papers and other sources about Pyongyang’s use of anonymous frone and shell
companies to disguise its beneficial ownership interests in property involved in sanctions violations).

216 UN Office on Drugs & Crime, Legislative Guide for the Implementation of the United Nations Convention Against

Corruption (2006), heeps://www.unodc.org/ pdf/corruption/CoC_LegislativeGuide. pdf.

217 Jean-Pierre Brun et al., Asser Recovery Handbook: A Guide for Practitioners (Washington DC: World Bank Stolen
Asset Recovery Initiative, 2011), heeps://www.unodc.org/documents/congress/background-information/Corruprion/StAR _
Publication_-_Asset_Recovery_Handbook.pdf.

218 United Nations Security Council, Security Council unanimous adoption of resolution 1540 on the threat of proliferation
of nuclear, chemical and biological weapons, S/RES/1540 (2004); United Nations Security Council, “1540 Commitree, Securicy
Council Committee Established Pursuant to Resolution 1540 (2004), General Information,” accessed Seprember 13, 2004,
heeps://wwwaun.org/en/sc/1540/about-1540-committee/general-information.sheml.

219 Dan De Luce and Andrew Lehren, “Secrer documents show how North Korea launders money through U.S.
banks” NBC News, Seprember 20, 2020, hteps://www.nbenews.com/news/world/secret-documents-show-how-norch-
korea-launders-money-through-u-n1240329;, “Global banks defy U.S. crackdowns by serving oligarchs, criminals and
I

terrorists,” Int’l Consortinm of I lists, Seprember 20, 2020, hteps://www.icij.org/investigations/fincen-files/
global-banks-defy-u-s-crackdowns-by-serving-oligarchs-criminals-and-terrorists/ 2fbclid=IwAROaE]6fd X 1A_4ZUzg 7PuUY-
bw6URuzlo-DZCoxVOnV]DotD_1HUHX2yAAO; Tan Talley and Dylan Tokar, “Leaked Treasury Documents Prompt Fresh
Calls for Updared Anti-Money-Laundering Regulations,” Wall Street Journal, September 21, 2020, hteps://www.wsj.com/
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FinCEN to modernize its technology, improve its anti-money laundering information sharing and
enforcement, and strengthen its financial transparency regulations.

E. U.S. Judicial Remedies Against Corruption

A U.S. government action to recover the proceeds of kleptocracy often begins with an investiga-
tion by the FBI, sometimes in partnership with the Treasury Department or a foreign financial
intelligence unit. The FBI's International Corruption Unit, or ICU, specializes in tracing the
proceeds of kleptocracy. It routinely works with Interpol, and with law enforcement agencies in
Australia, Canada, New Zealand, the United Kingdom, and other nations.? The ordinary means
by which U.S. authorities coordinate with their foreign counterparts is a Mutual Legal Assistance
Agreement, although U.S. authorities may also make informal requests for assistance.?

Evidence derived from the investigation may be a basis for prosecutors to subpoena a bank’s
records. The returns from a subpoena may expose a bank and its customers to civil penalties,
criminal prosecution, and reputational harm.?* Prosecutors may seek a magistrate’s authorization
to seize the proceeds of crime. Seizure is a limited and temporary action to preserve evidence for
trial, or to deny an accused the fruits or proceeds of a crime pending the completion of forfeiture
proceedings. It does not change the ownership of the property; it temporarily denies the owner
certain rights to spend or transfer that property.2 U.S. courts will also enforce foreign court

24

orders to restrain assets, if the orders meet certain legal thresholds.>

The Justice Department may prosecute corrupt foreign officials criminally if they can extradite
and arraign a suspect. Prosecutors may present evidence for an indictment or a subpoena to
a grand jury, which may remain under seal for months or years until ordered unsealed by the

220 US. Fed. Bur. of Investigarion, “Public Corruption,” What We Investigate, accessed February 2, 2020, heeps://www.fbi.
gov/investigare/ public-corruption. The State Department also maincains an anti-corruption team in its Bureau of Incernational
Narcorics and Law Enforcement Affairs. US. Dep’t of State, Bur. of Int’]l Narcotics & Law Enforcement Affairs, Combating

Corruption and P ¢ Good G , accessed February 2, 2020, heeps://www.state.gov/combating-corruption-and-pro-
morting-good-governance/; Kellen McClure, “No Safe Haven for Corruption: Asser Recovery in Action,” DipNote blog December
8,2017, heeps://blogs.state.gov/stories/2017/12/08/en/no-safe-haven-corruption-asset-recovery-action.

221 US. Dep'e of Justice and U.S. Dep'e of State, U.S. Asset Recovery Tools & Procedures: A Practical Guide for International
Cooperation, 4-7.

222 A requirement that a bank produce records in response to a federal subpoena, even if the bank may incriminate icself
by doing so, falls within a recognized exceprion to the Fifth Amendment privilege against self-incrimination for records char are
required to be kept pursuant o a valid regulatory scheme. Iz re Grand Jury Proceedings, 707 F.3d 1262, 1268-71 (11th Cir. 2013)
(citing Shapiro v. United States, 335 US. 1,32-33 (1948)).

223 Fed. R. Crim. P. 41.

224 US. Dep'e of Justice and U.S. Dep't of State, U.S. Asset Recovery Tools & Procedures: A Practical Guide for International
Cooperation, 11.
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court.” But asserting criminal jurisdiction over foreign nationals requires their extradition,
which is challenging for North Korean suspects.?

When a defendant is beyond the Justice Department’s criminal jurisdiction, prosecutors may
also sue in rem for civil forfeiture of property under the long-standing principle that the govern-
ment does not recognize a criminal’s interest in the proceeds of crime. Unlike freezing (also
known as blocking), forfeiture (known as confiscation in other jurisdictions) extinguishes a
claimant’s ownership of property. To be subject to forfeiture, property must be traceable to the
proceeds of, or have been “involved in,” crimes that are listed as predicate offenses in the money
laundering statute.?”

There are three types of forfeitures—administrative forfeitures (such as for customs violations, for
up to $500,000);2 civil forfeitures (in rem proceedings against property, in which a court must
find that the property is subject to forfeiture by a preponderance of the evidence);* and criminal
forfeitures (which are decided in a post-trial remission proceeding if the defendant is convicted of
a predicate offense, and the government proves that there is a substantial connection between
the property and the crime).>

The government may use forfeited property for any purpose Congress legislates. Ordinarily,
forfeited funds must be deposited into the Justice Department Forfeiture Fund or the Treasury
Department Forfeiture Fund to pay for law enforcement expenses. They may also be divided
between the two funds or shared with states and foreign governments that helped with the

investigation and legal proceedings.>

225 Fed. R. Crim. P. 6(e).

226 But see US. Dept of Justice, “First North Korean Narional Brought rto the United States
o Stand Trial for Money Laundering Offenses’ March 22, 2021,  heeps://www.justice.gov/opa/pr/
firse-norch-korean-national-brought-united-states-stand-trial-money-laundering-offenses.

227 18 US.C. § 1956.

228 19 US.C.§ 1595a.

229 18 US.C.§ 981. In an iz rem action, the government sues the property itself, not the owner or possessor. The defendanc

may be real property, bulk cash, bank accounts, or goods as defendants. The case names are unusual, even amusing. See, e.g., United
Statesv. 280 Virtual Currency Accounts, No. 20-cv-2396 (D.D.C. filed Aug. 27,2020) (complaine o forfeic cryprocurrency stolen
by North Korean hackers); Iz re 650 Fifih Ave. & Related Props., 934 F.3d 147 (2d Cir. 2019) (forfeiture suit for proceeds of Iran
sanctions violations); United States v. One 1980 Red Ferrari, Vin Zffaa02a6a0032333, lowa License No. Uay914, 875 F.2d 186
(8th Cir. 1989); United States v. One Package of Japanese Pessaries, 86 ¥.2d 737 (2d Cir. 1936); United States v. Bank Account No.
0000107310, No. 12-cv-0106 (N.D. Fla. Sep. 17, 2012); United States v. 11 1/4 Dozen Packages of Articles Labeled in Part Mys.
Moffat’s Shoo-Fly Powders for Drunkenness, 40 F. Supp. 208 (W.D.N.Y. 1941) (enforcement of food and drug laws).

230 18 US.C. §§ 982 & 983(c)(3).

231 18US.C.§524(c); 31 USC. § 9705.

232 18 US.C. § 981(i).
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Table 1: Administrative & Judicial Enforcement
Authorities & Standards of Proof

Seizure Fed. R. Crim. P. 41 Probable cause to believe that the property to be

(DO)) seized is evidence of a crime, contraband, fruits of
a crime, property designed or intended for use in a
crime, or property used in a crime.

Blocking 50 U.S.C. § 1701 et seq. Substantial evidence that the property is owned or

(OFAC) 31 C.ER. subtit. B, Ch. V. controlled by a designated person, or is being used

(OFAC regulations) to evade a sanctions regulation.

Civil Pen- 5US.C. § 702(2)E) ; Substantial evidence of a transaction that violates

alty 31 C.E.R. Part 501 a regulation.

(OFAC) Penalty amounts are determined by a multi-factor
schedule according to the number of transactions,
their value, their egregiousness, and whether the
respondent disclosed the violations voluntarily.

Special 31 US.C. § 5318A; Substantial evidence that—

Measures 31 C.ER. Part 1010 (FinCEN [ ¢ ajurisdiction outside of the U.S.,

(FinCEN) regulations). ¢ one or more financial institutions operating

outside the U.S.,
*  one or more classes of transactions within or
involving a jurisdiction outside of the U.S., or
*  one or more types of accounts,
e is of primary money laundering concern.
For 31 U.S.C. § 5318A(b)(5), which blocks the
target from the financial system, the Treasury De-
partment must publish a regulation explaining the

substantial evidence supporting its finding.

Civil Forfei-

ture

18 US.C. §981

Proof by a preponderance of the evidence that the

property is involved in, or is traceable to the pro-

(DO]) ceeds of, a specified unlawful activity, or a conspir-
acy to commit a specified unlawful activity.
Criminal 18 U.S.C. §982 Proof beyond a reasonable doubt that the defen-

Forfeiture

(DOJ)

dant committed a predicate offense for forfeiture,
and proof by a preponderance of the evidence of a
substantial connection between the property and

the predicate offense
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Financial crimes cases against banks and corporations are more likely to settle before trial than to
be contested. The target of an investigation may agree to pay a fine or penalty as part of a settle-
ment. How the government may deposit and spend fines and penalties also depends on the statutes
that control their disposition. For example, the Justice Department must deposit criminal fines
into a fund to assist crime victims.* A settlement agreement may allow a defendant to deny any
admission of wrongdoing; it may also require the defendant’s cooperation against other targets or
monitoring of the defendant’s future compliance as a term of a deferred prosecution agreement.?

1. Domestic Anti-Kleptocracy Authorities

Since the 1970s, Congress has passed a series of statutes prohibiting foreign corruption within
U.S. jurisdiction and giving prosecutors and regulators escalating authority to combat it. In 1977,
it passed the Foreign Corrupt Practices Act, which is jointly enforced by the Justice Department,
the Securities and Exchange Commission, the Treasury Department, and the FBL. The FCPA
provides for criminal penalties for U.S. persons and corporations, persons acting within U.S. juris-
diction (including correspondent banks), and issuers of securities that engage in bribery and other
corrupt transactions to gain a business advantage, or deceptive accounting practices to conceal
corrupt transactions such as embezzlement.?

In December 2016, Congress passed the Global Magnitsky Human Rights Accountability Act,
which gave the President discretionary authority to freeze the assets of any government official
responsible for “acts of significant corruption,” including bribery, expropriation for personal
gain, corruption related to government contracts or natural resources, or transferring proceeds of
corruption abroad.? The Magnitsky Act may be applied to the perpetrators of either corruption
or human rights abuses.”” The Trump administration used an executive order implementing it
to freeze the assets of Chinese entities involved in the genocide of the Uyghur people, and the

233 34US.C.§§20101-20111.

234 US. Dep’t of Justice, U.S. Attorneys’ Manual, Ch. 9, 9-28.000, Principles of Federal
Prosecution  of Business Organizations, last visited December 30, 2021, https://www.justice.gov/jm/
jm-9-28000-principles-federal-prosecution-business-organizations#9-28.1000.

235 US. Dep'e of Justice, A Resource Guide to the FCPA U.S. Foreign Corrupt Practices Act, November 2012, heeps://www.
justice.gov/sites/defaule/files/criminal-fraud/legacy/2015/01/16/guide.pdf ac 11; see 18 U.S.C. § 981(k), authorizing the forfei-
ture of funds involved in, or traceable to the proceeds of, money laundering—a term whose legal definition includes transactions
in proceeds of violation of the Foreign Corrupe Practices Act. Id. § 1956(c)(7)(D).

236 Global Magnitsky Human Righes Accountability Act, Pub. L. No. 114-328, § 1263(a)(3), 130 Stat. 2534 (2016)
(codified ac 22 US.C. § 2656 note).

237 See US. Dep'e of Treasury, “Treasury Targets Support to Designated Corrupt Actors,” Seprember 15, 2020, heeps://
home.treasury.gov/news/press-releases/sm1122 (freezing the assers of the former First Lady of The Gambia, including a
Maryland residence that is the iz 7em defendanc in a civil forfeiture proceeding).

238 US. Dept of Treasury, “Treasury Sancions Chinese Entity and Officials Pursuant to Global Magnicsky
Human Righes  Executive Order; July 31, 2020, heeps://home.treasury.gov/news/press-releases/sm1073;  see  Exec.
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Biden administration applied it to an Eritrean general for human rights abuses.? The Magnitsky
Act lacks an independent asset recovery provision. Instead, prosecutors may file separate civil
forfeiture actions against the stolen property as proceeds of a predicate offense, such as bribery,
wire fraud, or the Foreign Corrupt Practices Act.

2. Anti-Kleptocracy & Enforcement Capacity in the U.S. Government

Corruption threatens United States national security, economic equity, global anti-poverty
and development efforts, and democracy itself. But by effectively preventing and countering
corruption and demonstrating the advantages of transparent and accountable governance, we
can secure a critical advantage for the United States and other democracies.

- President Joe Biden, June 3, 20212

The United States came late to the realization that its financial system had given it both global
power and global responsibilities. It could choose to regulate that system as a force for prosperity,
or let it become a slush fund for criminals and kleptocrats, and a catalyst for poverty, inequality,
crime, terrorism, repression, and proliferation.

In 2010, the Justice Department created the Kleptocracy Asset Recovery Initiative “to seize and
forfeit the ill-gotten gains of foreign leaders and their cronies,” working in partnership with the
State Department, foreign governments, and the World Bank. The Justice Department’s Money
Laundering and Asset Recovery Section already guides a global anti-kleptocracy campaign through
the offices of the 93 U.S. Attorneys, who are experienced in the prosecution of public corruption
cases and in the use of the forfeiture laws to recover the proceeds of corruption.!

This initiative has already seized and recovered billions of dollars in assets linked to foreign
corruption.? Between 2016 and 2019, the Justice Department’s attorneys, in partnership with
the governments of Malaysia, Singapore, Switzerland, and Luxembourg, recovered more than $2.2

Order 13818, “Blocking the Property of Persons Involved in Serious Human Righes Abuse or Corruption,” 82
Fed. Reg. 60839 (December 20, 2017), heeps://www.federalregistergov/documents/2017/12/26/2017-27925/
blocking-the-property-of-persons-involved-in-serious-human-righes-abuse-or-corruption.

239 US. Dep'of Treasury, “Treasury Sanctions Eritrean Military Leader in Connection with Serious Human Righes Abuse
in Tigray, August 23, 2021, hreps://home.treasury.gov/news/ press-releases/jy0329.

240 US. Executive Office of the President, White House Briefing Room, “Fact Sheer: U.S. Strategy on Countering
Corruption”  December 6, 2021,  heeps://www.whitehouse.gov/briefing-room/statements-releases/2021/12/06/
fact-sheet-u-s-strategy-on-countering-corruption/.

241 Pamela Stanck, Asset Forfeiture in Public Corruption Cases: Practitioner Guide (New York, NY: Columbia Law School,
2016), heeps://www.law.columbia.cdu/sites/ default/files/microsites/ public-integrity/files/asset_forfeiture_in_public_corrup-
tion_cases_-_capi_practitioner_toolkit_-_august_2016.pdf, for a good primer on the civil and criminal forfeiture statures, the
theories of forfeiture Justice Deparement uses to forfeit propery linked to corruption.

242 Ibid., 1.
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billion that had been misappropriated from Malaysia’s Sovereign Wealth Fund.?* The FBI ICU
developed the evidence for the case in partnership with FBI Special Agents in New York and Los
Angeles.

In 2019, OFAC ordered the freezing of all funds of a South African corruption network with
close ties to that government’s former President. The U.S. and Nigerian governments recently
agreed to repatriate $300 million in funds stolen by that country’s former dictator.® The Treasury
Department also worked with the World Bank’s Stolen Assets Recovery Fund to trace Moammar
Qaddafi’s hidden assets and return them to Libya’s transitional government.*s

In 2021, the Biden administration acknowledged both the past successes and shortcomings, impor-
tance, and interdependence of these authorities in its new United States Strategy on Countering
Corruption, whose subtitle describes “the fight against corruption as a core United States national
security interest.” The White House fact sheet described the five pillars of the strategy as follows:

1. Modernizing, coordinating, and resourcing U.S. Government efforts to fight corruption
to address gaps in enforcement, and to build capacity and interoperability among U.S. law
enforcement agencies;

2. Curbing Illicit finance by regulating toward international financial transparency, and by
building capacity and interoperability with partner governments abroad;

3. Holding Corrupt Actors Accountable by supporting whistleblowers, partnering with the
financial industry, and by “[e]stablishing a kleptocracy asset recovery rewards program that
will enhance the U.S. Government’s ability to identify and recover stolen assets linked to
foreign government corruption that are held at U.S. financial institutions;”

4. Preserving and strengthening the multilateral anti-corruption architecture by joining
with, and by building and expanding international institutions in partnership with, G7 and
G20 governments; and

243 US. Dept of Justice, “United States Reaches Sertlement to Recover More Than $700 Million in Assets
Allegedly Traceable to Corruption Involving Malaysian Sovereign Wealth Fund” October 30, 2019, herps:/www.
justice.gov/opa/ pr/united-states-reaches-serclement-recover-more-700-million-assets-allegedly-traceable;  US.  Dept  of
Justice, “US. Secks to Recover Approximately $540 Million Obrained From Corruption Involving Malaysian Sovereign
Wealth Fund” June 5, 2017, heeps://www.justice.gov/opa/pr/us-secks-recover-approximately-540-million-obrained-cor-
ruption-involving-malaysian-sovereign; US. Dep't of Justice, “United States Secks to Recover More Than $1 Billion
Obrained from Corruption Involving Malaysian Sovereign Wealch Fund,” July 20, 2016, heeps://wwwijustice.gov/opa/pr/
united-states-seeks-recover-more-1-billion-obrained-corruption-involving-malaysian-sovereign.

244 US. Dep't of Justice, “U.
to Nigeria in Assets Stolen by Former Nigerian Dictator General Sani Abacha,” February 3, 2020, heeps://www.justice.gov/opa/

inters into Trilateral Agreement with Nigeria and Jersey to Repatriate Over $300 Million

pr/us-enters-trilateral-agreement-nigeria-and-jersey-repatriate-over-300-million-nigeria-assets.

245 UN Security Council, Final Report of the Panel of Experts on Libya Established Pursuant to Resolution 1973
(2011), $/2017/466 (2017), hueps://reliefweb.int/report/libya/final-report-panel-experts-libya-established-pursuant-resolu-
tion-1973-2011-s2017466.
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5. Improving diplomatic engagement and leveraging foreign assistance resourcesto achieve
anti-corruption policy goals by prioritizing anti-corruption efforts in U.S. diplomacy and
as a condition of U.S. foreign assistance.*

In theory, the ideal target of a concerted international anti-corruption effort would be a state
whose egregious corruption and financial crime threatened the economic and physical security of
G7 and G20 states; posed significant humanitarian concerns shared by most G7 and G20 states;
and were the subject of multiple Chapter VII UN Security Council resolutions. Although the
White House fact sheet did not emphasize which legal tools it would use to implement the new
strategy, the full strategy paper and the case studies it cited clarified that greater financial transpar-
ency, expanded subpoena powers, asset blocking, and forfeiture would be important tools against
“fraud, money laundering, terrorist financing, and proliferation financing.”*

246 US. Executive Office of the President, “Fact Sheet: US. Seraregy on Countering Corruption,” December 6,202 1 herps://
/2021/12/06/face-sheer-u-s-strategy-on-countering-coreuption/.

247 US. Executive Office of the President, United Stares Scrategy on Councering Corruption 19, 22-25, December 2021,
huepsy/ /wwwawhitchouse.gov/wp-content/uploads/2021/12/ United-States-Strategy-on-Countering-Corruption.pdf.

wwwwhirchouse.gov/bricfing-room/staremencs-r
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Part III-U.S. National Enforcement of North Korea Sanctions

Part [ of this study explained how, in the three decades since the collapse of the U.S.S.R., Pyongyang
became an egregious kleptocracy, and how it also became dependent on access to global finance.
Part II explained the authorities and capacities for U.S. and multinational efforts to trace, freeze,
forfeit, and recover the proceeds of kleptocracy.

This part will explain that, despite some tactical successes proving the potential of sanctions
enforcement, the U.S. has not led any such campaign against North Korea’s kleptocracy. It also
explains how Pyongyang’s diplomacy has defeated Washington’s unity of effort and alliances once
that disruption posed a threat to its cohesion and survival.

Sanctions have not achieved their least attainable goal—coercing the abandonment of Pyongyang’s
nuclear drive, global proliferation, and strategic objectives—and the United States has struggled to
translate its economic power into lasting diplomatic gains, probably because Pyongyang has always
extracted the relaxation of U.S. economic leverage as the price of its concessions. Pyongyang did so
by dividing ally against ally, interest against interest, agency against agency, and diplomacy against
the pressure that has historically coincided with Pyongyang’s renewed interest in diplomacy. But
as the concluding pages of this paper will explain, those are not the only purposes for sanctions.

U.S.Treasury Department North Korea Sanctions Designations, 2004-2022

—— - nmlil -——

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

t

Sixth Nuclear Test

Panmunjom, Singapore, Hanoi Summits

A close examination of this history vyields lessons for a more coherent global
policy that uses the authorities available to the U.S. and its allies to reach enough
of Pyongyang’s funds to deny it the means to pursue its destructive behaviors.
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A. 2005-2016: Minimum Pressure

[Llong before North Korean wessels conduct ship-to-ship transfers under the cover of night,
on-shore operatives go to extraordinary lengths to establish anonymous shell companies, falsify
financial and ownership records and bribe customs officials, U.N. Panel of Experts reports
have shown. Behind each of these transactions is a registered agent that ignores false docu-
mentation, a banker willing to turn a blind eye, an accountant that fails to ask questions
or a lawyer whose attempts at due diligence are in name only. Cases like this, among others,
increasingly highlight how — and why — sanctions fail when states lack effective legal, regula-
tory and enforcement mechanisms to combat corruption.

- Aaron Arnold, former U.S. Representative to the U.N. Panel of Experts
Established by UNSCR 1874

Starting in 2010, the reports of a UN Panel of Experts investigating compliance with UN Security
Council sanctions confirmed what many analysts already knew—that Pyongyang’s money laundering
networks, while finite and discoverable, were extensive, adaptable, and reliant on corruption.*® The
misconception that North Korea was “the most isolated, the most sanctioned, the most cutoff nation
on Earth” circulated widely among scholars and reached all the way to the Oval Office.> A former
Obama administration official (and current Biden administration official) conceded that he, too,
“thought North Korea was the most sanctioned country in the world,” until he learned on closer
examination that Burma was “sanctioned about 10 times (more than) North Korea.”>!

Financial regulators were also slow to respond to Pyongyang’s money laundering through the financial
system. In the six years after the Federal Reserve returned $25 million in tainted funds from Banco
Delta Asia to Kim Jong-un’s accounts, Pyongyang became adept at accessing the financial system
surreptitiously, by hiding behind layers of front companies, shell companies, fictitious names, and
third-country enablers. In doing so, it had the active or tacit cooperation of foreign banks—most of
them based in China. Despite official U.S. policy to seek the denuclearization of North Korea and
oppose its human rights abuses, Pyongyang continued to support its proliferation, crimes against
humanity, and kleptocracy using money laundered through U.S. jurisdiction.>

248 Aaron Arnold, “How North Korea takes advantage of global corruption to evade sanctions,” NK News, December 24,
2021, heeps://www.nknews.org/2021/12/how-north-korea-takes-advantage-of-global-corruption-to-evade-sanctions/ 2utm_
source=dlvr.it&urm_medium=cwirer.

249 $/2020/151 49 167-188.

250 “Obama, on YouTube, says North Korea likely to collapse and Net may play a role,” Japan Times, January 24, 2015,
heeps://www.japantimes.co.jp/news/2015/01/24/world/obama-youtube-says-norch-korea-likely-collapse-nec-may-play-role/#.
XVBHnSNKjOQ (quoting Presidenc Obama).

251 Kure Campbell, “Remarks at the Center for Strategic and Incernational Studies.” Seprember 5, 2014, quoted in Joshua

Stanton, “North Korea: The Myth of Maxed-Ourt Sanctions,” Fletcher Security Review, vol. 2, no. 1 (Winter 2015), heeps://docs.
wixstatic.com/ugd/c28a64_82a6a04a9f314a67bd434ad7b3dc5490.pdf.

252 1Id; Restricting North Korea’s Access to Finance: Testimony Before the House Committee on Financial Services, Monetary
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In 2011, the Treasury Department and the Financial Action Task Force, an influential global
industry alliance, began to warn banks to safeguard the financial system from money laundering
and terrorism financing risks emanating from North Korea. »* Yet until 2016, “[cJontrary to
commonly expressed views, the United States [did] not maintain a comprehensive embargo
against North Korea.”»*

That is why the major French bank, BNP Paribas, agreed to pay U.S. and New York authorities
nearly $9 billion in fines, penalties, and forfeitures after it was caught clearing transactions for
sanctioned parties in Iran, Sudan, Cuba, and Burma—but not North Korea.»s» OFAC’s North
Korea sanctions regulations, which had been relaxed in 1995, still did not include a comprehen-
sive transaction licensing requirement when BNP Paribas engaged in its longstanding pattern of
violations. Here was just one example of the gap between the common perception of strong North
Korea sanctions, and the reality of weak regulation and lax enforcement.

In 2014, OFAC’s North Korea sanctions regulations and enforcement were qualitatively and quan-
titatively much weaker than those against Iran, Cuba, Sudan, or Syria, and arguably weaker than
those against Belarus and Zimbabwe.>* North Korean banks still had indirect access to the U.S.

Policy & Tradle Subcommittee, 144" Cong. (2017), 7 (statement by Anthony Ruggiero, senior fellow at the Foundation of Defense
for Democracies). hreps://financialservices.house.gov/uploadedfiles/07.19.2017_anchony_ruggiero_testimony.pdf; Norch
Korea Sanctions Enforcement Act of 2015, H.R. 757, 114ch Cong,, 2d Sess. (2016), heeps://www.congress.gov/congressio-
nal-report/114ch-congress/house-report/392; U.S. Dep't of Treasury, “Treasury Sanctions Bank and Official Linked to North
Korean Weapons of Mass Destruction Programs,” March 11, 2013, heeps://www.treasury.gov/ press-center/ press-releases/Pages/
jl1876.aspx; U.S. Dep't of Treasury, “Treasury Sanctions Supporters Of Norch Korea’s Weapons Of Mass Destruction And Tllicic
Finance Networks,” November 13, 2015, heeps://www.treasury.gov/press-center/ press-releases/Pages/jl0269.aspx; U.S. Dep't of
‘Treasury, “Treasury Imposes Sanctions on Supporters of North Korea’s Weapons of Mass Destruction Proliferation,” Seprember
26,2016, heeps://www.treasury.gov/press-center/ press-releases/ Pages/jl5059.aspx; U.S. Dep't of Treasury, Treasury Sanctions
Agents Linked to North Korea’s Weapons of Mass Destruction Proliferation and Financial Networks, March 31, 2017, heeps://
home.treasury.gov/news/ press-releases/sm0039; US. Dep't of Treasury, “Treasury Sanctions Senior North Korean Officials
Involved in Weapons Development,” December 26, 2017, heeps://home.treasury.gov/news/press-releases/sm0245.

253 U.S. Dep't of Treasury, Advisory on the Financial Action Task Force-Identified Jurisdictions with Anti-Money
Laundering and Combatting the Financing of Terrorism Deficiencies, FIN-2018-A007, October 31, 2008, https://www.
fincen.gov/sites/default/files/advisory/2018-10-31/FATF%20Advisory%200ct_FINAL%20508.pdf.

254 Dianne E. Rennack, “North Korea: Legislative Basis for U.S. Economic Sanctions,” Congressional Research Service,
Seprember 29, 2011, heeps://digical libraryunt.cdu/ark:/67531/meradc29611/m1/1/high_res_d/R41438_2010Sep29.pdf.
255 Nate Raymond, “BNP Paribas sentenced in $8.9 billion accord over sanctions violations,” Rezters, May 1,2015, heeps://
www.reuters.com/article/us-bnp-paribas-secclement-sentencing/bnp -paribas-sentenced-in-8-9-billion-accord-over-sanc-
tions-violations-idUSKBNONM41K20150501; US. Dep't of Treasury, Setzlement Agreement Between the Office of Foreign Assets
Control and BNP Paribas, June 30,2014, heeps://www.treasury.gov/resource-center/sanctions/ CivPen/Documents/20140630_
bnp_settlement.pdf.

256 Joshua Stanton, “You'd be surprised how much rtougher our Zimbabwe and Belarus sancrions
are than our North Korea sanctions” Ome Free Korea blog, July 15, 2014, heeps://freckoreaus/2014/07/
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financial system through front companies using “U-turn” transactions, in which front companies’
foreign banks concealed the transactions’ links to North Korea to clear them through U.S. corre-
spondent banks surreptitiously.™ A total of 43 entities, and just one senior North Korean official,
were designated by OFAC for breaking North Korea sanctions, compared to more than 800 for
violations of Iran sanctions, and hundreds each for Cuba, Syria, and the Balkans Its most
significant designation, of North Korea’s Foreign Trade Bank, for “facilitat(ing| transactions on
behalf of actors linked to its proliferation network,” followed Kim Jongun’s third nudlear test,
when the administration also learned that Congress was writing legislation to mandate stricter
enforcement.®

The Obama administration increased the pace of sanctions designations modestly after the Sony
cyberattack and terror threats of late 2014, and as pressure from Congress rose. In its first seven
years, it designated 89 entities for violating North Korea sanctions. In its last eleven months, after
Congress acted to mandate more designations, it designated 77 more.® But it did not attempt
to replicate the successful enforcement strategy it had employed against Iran's financial enablers,
which was instrumental in compelling Iran to negotiate the Joint Comprehensive Plan of Action.
No president had ever implemented a comparable enforcement strategy against Pyongyang’s
financial enablers, According to David Cohen, who managed the Treasury Department’s sanctions
programs and later became Deputy CIA Director, “North Korea is not, by any stretch, ‘sanctioned

youd-be-surprised-how-much-tougher-our-zimbabwe-and-belarus-sanctions-are-than-our-norch-korea-sanctions/  {counting
the number of OFAC designations against various governments and comparing the qualitative significance of those designations).
257 Jay Solomon, “U.S. Moves ro Cut Off Norch Korea From Banking Syscem)” Hall St. Journal, June 2, 2016, herps://
wwwawsj.com/articles/u-s-moves-to-cur-off-norch-korea-from-banking-system-1464797927: see, .e.g., S/2016/157 €4.190-192
(finding thar che Bank of China, Singapore branch, assisted the Norch Korean frone company Chinpo Shipping to broker a
shipment of weapons from Cuba to Norch Korea by helping it conceal information abour the shipper and the cargo from a US.

correspondent bank).
258 Joshua Stanton, “Sancrions Worked Against North Korea, And They Can Work Again, Weekly Standard, Janvary
-standard/sanceions-worked-against-north-korea-2

16, 2016, hups://wwwawashingronexaminer.com/weel d-they-can-work-

again (analyzing and comparing the law and designation parterns of North Korea sancrions ro sanctions against Iran, Cuba, and
other stares).

259 VLS. Dep't of Treasury, “Treasury Sanctions Bank and Official Linked to North Korean Weapons of Mass
Destruction Programs,” March 11, 2013, hu
260 Anthony Ruggiero, “Maximum Pr
D s3.us-east-Zamazonaws.com/defenddemocracy/uploads/documents/ MEMO,

Ruggi

//wvew treasury.gov/ press-center/ pressreleases/pages/jH 876 aspx.

Sanctions on North Korea,” Fourdation For the
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se of Democracies, June 4, 2018, hups
June2018.pdf.
261 Thomas Erdbrink, “Tran Sraggers as Sancrions Hir Econom;

W New York Times, Qctober 1, 2013, heeps://www.

civil

nyrimes.com/2013/10/01/world/middlecast/iran-staggers-as-s s-hic-economyhml. A seacch  of OFACS
penaldies berween 2010—when Congress passed the Comprehensive Iran Sancrions And Disarmament Act—and 2015
shows muldple nine- and ren-digic penalties against banks for violating Tran sancrions. USS. Dep't of Treasury, “Civil Penaltics

sues/financial-sancrions/

and Enforcement Informadon.” accessed October 13, 2020, horps://home.treasury.gov/policy

civil-penalries-and-enforcement-information.
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out,” and had “gotten off relatively easy, especially as compared with Iran.”

Only in September 2016, during President Obama’s last months in office, did OFAC freeze the
assets of one of Pyongyang’s major China-based money laundering fronts, Dandong Hongxiang
Industrial Development Company.** The Obama administration ended without either a diplo-
matic breakthrough or a sanctions program that put significant financial pressure on Pyongyang.2
Yet in early 2017, a former Treasury Department official testified before Congress that North Korea
was still the eighth-most sanctioned government—behind Iran, Iraq, the Balkans, Syria, Sudan,
and Zimbabwe.?s Even then, “sanctions against North Korea were not strong or well-enforced.”

Cumulative Sanctions Designations by Country: 2005-2021

Venezuela: Syria:

L |||||I|

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Despite evidence that major Chinese banks launder money for UN-desigated North Korean banks, the
Treasury Department has never penalized a major Chinese bank for any of these violations.

= EU &US banks have faced 9-to-11-digit penalties for violating Iran, Syria, & Sudan sanctions regulations.

H

- 518 770
oo Designations Designations ‘

262 David S. Cohen, “One powerful weapon to use against North Korea,” Washington Post, April 21, 2017, heeps://www.
washingtonpost.com/opinions/one-powerful-weapon-to-use-against-norch-  korea/2017/04/21/ddbb9702-26¢2-11¢7-bb9d-
8cd6118e1409_storyheml2uem_term=.f4a89212dbee) (quored in Ruggiero HFSC ac6n.7.)

263 US. Dep't of Treasury, “Treasury Imposes Sanctions on Supporters of North Korea’s Weapons of Mass Destruction
Proliferation,” September 26, 2016, hteps://www.creasury.gov/ press-center/ press-releases/ Pages/jl5059.aspx.
264 “North Korean Nuclear Negoriations, 1985-2019" Council on  Foreign Relations, accessed August 7,

2019,  heeps://www.cfr.org/timeline/north-korean-nuclear-negotiations;  Andrew  Quinn, “Insight:  Obamas North
Korean leap of faich falls shore” Rewters, March 30, 2012, heeps://www.reuters.com/article/us-korea-norch-usa-leap/
insight-obamas-north-korean-leap-of-faich-falls-shorc-idUSBRE82T06120120330.

265 Restricting North Korea’s Access to Finance: Hearing before the U.S. House Committee on Financial Services, Subcommittee
on Monetary Policy & Trade at 3-4, 115th Cong., Ist Sess. (2017) (statement of Anthony Ruggiero), heeps://www.govinfo.
gov/content/pkg/ CHRG-115hhrg29452/pdf/CHRG-115hhig29452.pdf;  Empty Threat or Series Danger: Assessing
North Koreas Risk to Homeland: Testimony Before the House Homeland Security Committee? 114" Cong. (2017) (starement
of Anthony Ruggicro, senior fellow at the Foundation of Defense for Democracies), heeps://docs.house.gov/meetings/HM/
HM09/20171012/106467/HHRG-115-HM09-Wstate-RuggieroA-20171012.pdf.

266 Ibid.
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A former U.S. Representative to the UN Panel of Experts testified similarly, as follows:

Regrettably, the success the U.S. and likeminded countries have achieved in getting tougher
sanctions adopted has been blunted by inadequate action by most member states, squan-
dering the political capital Washington has spent to obtain agreement from Beijing and
Moscow. Quer the past decade, the record of implementation is poor. There were some years
when even members of the Security Council had not implemented the measures.>

B. 2016-2021: Medium Pressure

A week after North Korea’s January 2016 nuclear test, the House of Representatives asserted its
constitutional authority to regulate commerce with foreign nations and passed the North Korea
Sanctions and Policy Enhancement Act (NKSPEA) by a vote of 418 to 2.2¢ After some amend-
ments and a full day of debate, the Senate also passed it by 96 to 0. On February 18, 2016, President
Obama signed the first comprehensive North Korea sanctions legislation into law.2

The NKSPEA mandated the designation and blocking of persons who engaged in proliferation, arms
trafficking, computer hacking, money laundering, human rights abuses, or censorship on behalf of
the Government of North Korea.” It also created a blocking authority—which Congress would also
make mandatory in 20197—to freeze the assets of persons who knowingly contributed to—

(i) the bribery of an official of the Government of North Korea or any person
acting for on behalf of that official;

(ii) the misappropriation, theft, or embezzlement of public funds by, or for the
benefit of, an official of the Government of North Korea or any person acting for
or on behalf of that official; or

267 Restricting North Korea’s Access to Finance at 7 (statement of William J. Newcomb, chair of the North Korea Economic
Forum ac the Center for Advanced Defense Studies), heeps://www.govinfo.gov/content/pkg/ CHRG-115hhrg29452/pdf/
CHRG-115hhrg29452.pdf.

268 US. Const. art. 1,§ 8,¢l. 3.

269 Pub. L. No. 114-122, 130 Stat. 94 (2016) (codified ac 22 US.C. Ch. 99): see North Korea Sanctions and Policy
Enhancement Act of 2016: Major Actions, H.R.757, 114" Cong. (2020), hteps://www.congress.gov/bill/114th-congress/
house-bill/757/actions.

270 22 US.C. §9214(a).

271 Orro Warmbier North Korea Nuclear Sanctions and Enforcement Act 0f 2019, Pub. L. No. 116-92, div. F, tit. LXXII,
subtic, A, § 7121 (codified ar 22 US.C. §§ 9221B & 9221C); 22 US.C. § 9214(g)(1)(E); see 31 C.ER. § 510.201(a)(3)(ix)
(F). The Warmbier Act also included non-binding “sense of Congress” language that “thar the President should . . . prioritize
mulrilateral efforcs to identify and block . .. any property owned or controlled by a North Korean official; and . . . any significant
proceeds of kleprocracy by the Government of Norch Korea or a North Korean official.”
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(iii) the use of any proceeds of any activity described in clause (i) or (ii).”

The NKSPEA employed three existing enforcement tools to deny Pyongyang the means to launder its
money through the U.S. financial system: (1) mandates for OFAC to designate more North Korean
targets and enablers for prohibited conduct; (2) extended civil forfeiture authority for property
involved in or derived from prohibited conduct; and (3) a requirement for FinCEN to crack down
on Pyongyang’s money laundering, by excluding it from the financial system entirely. Two weeks after
President Obama signed the NKSPEA, the UN Security Council approved Resolution 2270.7

Some scholars had long argued that sanctions enforcement would have little effect, because
Pyongyang’s funds were so well concealed.” But starting in 2016, the Treasury Department,
the FBI, and Justice Department prosecutors would demonstrate their ability to trace, freeze,
and forfeit illicit North Korean funds. The new authorities substantially restricted Pyongyang’s
access to the global financial system and were a watershed in the legal potency of sanctions
against Pyongyang. The Treasury and Justice Departments would soon disprove the hypothesis
that Pyongyang was too isolated to be vulnerable to sanctions.”s However, during the Obama
and Trump administrations, the enforcement of both authorities—and additional U.S. statutes
and UN resolutions that would follow in the coming years—would fall far short of their potential.

Blocking Designations. During the first months of his presidency, President Trump threatened
Kim Jong-un with “fire and fury”#¢ and said that he would use sanctions to create “maximum
pressure.””” OFAC accelerated the pace of its North Korea sanctions designations dramati-
cally. According to one analyst, it issued more of them in the first sixteen months of Trump’s
presidency (182) than it had during Obama’s entire eight-year presidency (154).7 The new desig-
nations included most of North Korea’s banks and several trading companies affiliated with its

272 22US.C.§9214(b)(1)(B).

273 S/RES/2270.

274 John Park and Jim Walsh, “Stopping Norch Korea, Inc.: Sanctions Effectiveness and Unincended Consequences,”
(Cambridge, MA: MIT Security Studies Program, 2016), heeps://www.belfercenter.org/sices/defaule/files/legacy/files/
Stopping%20North%20Korea%20Inc%20Park%20and %20 Walsh%20.pdf; Andrei Lankov, “Why stiffer sanctions on North
Koreawon't work,” Bloomberg View, January 9, 2016, hreps://www.sunherald.com/opinion/other-voices/article53974690.heml.
275 Countering the North Korean Threat: New Steps in U.S. Policy, Testimony before the House Foreign Affair Committee,
115" Cong.  (2017), heeps://docs.house.gov/meerings/FA/FA00/20170207/105527/HHRG-115-FA00-Wtarte-
RuggieroA-20170207.pdf (statement of Anchony Ruggiero, senior fellow at the Foundarion for Defense of Democracies).

276 W.J. Hennigan, David S. Cloud, and Noah Bierman, “Presidenc Trump chreatens North Korea with ‘fire and fury like
the world has never seen,” L.A. Times, August 8, 2017, heeps://www.latimes.com/politics/la-fg-pol-norkor-nuclear-20170808-
storyheml.

277 Martthew Penningron, “Trump strategy on NKorea: ‘Maximum pressure and engagement,” AP, April 14,2017, heeps://
apnews.com/86626d21ea2b45¢79457a873a747¢452/ Trump-strategy-on-NKorea:-"Maxi -pressure-and-eng;

278 Mathew Ha, “Ler’s face it, Norch Korea won't yield withour more pressure,” Zhe Hill, March 21, 2019, heeps://chehill.
com/opinion/international /43505 6-lets-face-it-norch-korea-wont-yield-without-more-pressure; see also Ruggiero, “Maximum

Pressure 2.0: How to Improve Sanctions on North Korea.” .
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military-industrial complex. OFAC also blocked the assets of two small Russian banks—the
Agrosoyuz Commercial Bank?? and the Russian Financial Society, for laundering Pyongyang’s
money.*®

Yet even in July 2017, when the number of North Korea designations had more than doubled
since early 2016, the same former Treasury Department official testified that North Korea was
only the fifth-mostsanctioned nation, behind Iran, Syria, Ukraine, and Russia. Of course, North
Korea’s economy is smaller and less diverse than Iran’s. Even then, however, the new designa-
tions mostly targeted individual North Korean ships and low-to-mid-level diplomats and trading
company officials. They still did not meaningfully target North Korea’s principal vulnerability—the
third-country banks and enablers with exposure to the international financial system. >

In August 2017, Congress strengthened the NKSPEA's authorities in title Il of the Countering
America’s Adversaries Through Sanctions Act (CAATSA) by a similarly overwhelming vote—419
to 3 in the House, and 98 to 2 in the Senate.2 The table in Appendix A summarizes the complex
web of eleven UN resolutions, U.S. statutes, and regulations that limited Pyongyang’s access to
the financial system. It does not summarize the national sanctions of the European Union, the
United Kingdom, Japan, South Korea, Singapore, or other states that have since implemented UN
sanctions. Not all of these authorities are sanctions per se, but generally applicable laws against
money laundering.

Anti-Money Laundering Enforcement. In December 2016, in accordance with one of the
mandates of the NKSPEA,»* FinCEN issued a final rule designating North Korea as a juris-
diction of “primary money laundering concern,” finding that Pyongyang uses its access to the
financial system to advance its proliferation “through a system of front companies, business
arrangements, and representatives that obfuscate the true originator, beneficiary, and purpose
of transactions,” and that “these deceptive practices have allowed millions of U.S. dollars of
{North Korean] illicit activity to flow” from “foreign-based banks . . . through correspondent
bank accounts in the United States and Europe.” FinCEN ordered financial institutions to bar

279 US. Dept of Treasury, “Treasury Targers Russian Bank and Other Facilitators of North Korean United Narions
Security Council Violations,” August 3, 2018, heeps://home.treasury.gov/news/ press-releases/sm4S4.

280 US. Dep'e of Treasury, “Treasury Designates Russian Financial Institution Supporting North Korean Sancrions
Evasion, June 19, 2019, heeps:/ /home.treasuty.gov/news/ press-releases/sm712,

281 Restricting Novth Korea’s Access 1o Finance, Testimony Before the Flouse Commitsee on Financial Seyvices, Menetary Policy
& Trade Subcommitee, 3-4. (starement of Anchony Ruggicro, senior fellow at the Foundation for Defense of Democracies)

282 Countering America’s Adversaries Through Sanctions Act of 2017 (CAATSA), Pub. L. No. 11544, ric, 111, 131 Srar.
886 (2017) {(amending the NKSPEA). Unlike the NKSPEA, which was a stand-alone North Korea sanctions bill, the CAATSA
was also bundled with sancrions against Russia and Iran.

283 2208C.8922L

284 US. Dept of Treasury, Financial Crimes Enforcement Network, Imposition of  Special
Measures  Against North Korea as a Jurisdiction of Primary Money Laundering Concern, 81 Fed. Reg.
78715 {December 9, 2016), heeps://www.federalregistergov/documents/2016/11/09/2016-27049/
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Pyongyang’s direct and indirect access to correspondent accounts.

FinCEN also began to enforce its anti-money laundering regulations against foreign banks that
helped Pyongyang launder its money—at least the small ones. In November 2017, it designated
the Bank of Dandong in China as an institution of primary money laundering concern and
cut off its access to the dollar system—the same measure it had imposed on Banco Delta Asia in
2005.% In February 2018, it imposed the same measure on Latvia’s ABLV Bank for turning a
blind eye to suspicious transactions, neglecting AML compliance, and consequently laundering
money for North Korea.” Eleven days later, the European Central Bank stated that ABLV was
“failing or likely to fail” and announced plans to shut it down.>”

But enforcement of these authorities continued to be uneven. In its 2020 mid-term report,
the UN Panel of Experts monitoring compliance with sanctions against Pyongyang found that
it “continues to access the international financial system” “through joint ventures, offshore
accounts, shell companies and the use of virtual assets (for example, cryptocurrencies),” using
“small and medium-sized banks in East and South-East Asia.” The Panel found that Pyongyang
made extensive use of “aliases, agents, foreign individuals in multiple jurisdictions, and a long-
standing network of front companies and embassy personnel.”” Justice Department documents
also showed that large Chinese banks were helping Pyongyang to launder its money—without
facing prohibitive consequences for conduct that may violate U.S. law.»®

imposition-of-special-measure-against-north-korea-as-a-jurisdiction-of-primary-money-laundering.

285 US. Dep't of Treasury, “Imposition of Special Measure Against Bank of Dandong as a Financial Institution of Primary
Money Laundering Concern,” 82 Fed. Reg. 51758, (November 8, 2017), heeps://www.fincen.gov/sites/default/files/federal _
register_notices/2017-11-08/Dandong%20Final%202017-24238.pdf; US. Dep't of Treasury, Imposition of Special Measure
Against ABLV Bank, AS as a Financial Insticution of Primary Money Laundering Concern, 83 Fed. Reg. 6986 (February 16,
2018), heeps://www.fincen.gov/sites/default/files/federal_register_notices/2018-02-16/2018-03214.pdf.

286 US. Dep't of Treasury, Proposal of Special Measure Against ABLYV Bank, AS as a Financial Institution of Primary Money
Laundering Concern, 83 Fed. Reg. 6986 (February 16, 2019); see US. Dep't of Treasury, “FinCEN Names ABLV Bank of Latvia
an Institution of Primary Money Laundering Concern and Proposes Section 311 Special Measure,” February 13, 2018, heeps://
www.fincen.gov/news/news-releases/ fincen-names-ablv-bank-latvia-insticution-primary-money-laundering-concern-and.

287 Allen Cone, “Larvian bank linked to N. Korea money laundering ordered closes” UPI, February 24, 2018,
heeps://www.upi.com/Top_News/World-News/2018/02/24/Latvian-bank-linked-to-N-Korea-money-laundering-
ordered-closed/3631519496638/; Drew Hinsha, Parricia Kowsmann, and Ian Talley, “How a Tiny Lacvian Bank
Became a Haven for the Worlds Dircy Money, Wall Street Journal, March 26, 2018, hteps://www.wsj.com/articles/
how-a-tiny-lacvian-bank-became-a-haven-for-the-worlds-dircy-money-1522083261.

288 $/2020/840 €143; $/2017/150, € 210.

289 §/2016/157 € 179.

290 In re Sealed Case, No. 19-5068.
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In late 2019, Congress passed the Otto Warmbier North Korea Nuclear Sanctions and
Enforcement Act as part of the National Defense Authorization Act for Fiscal Year 2020.2 The law
authorized new sanctions against financial institutions that knowingly deal, directly or indirectly,
with entities sanctioned under U.S. law or UN resolutions for prohibited dealings with North
Korea. Banks that violate this prohibition may be subject to civil and criminal penalties, or limits
on their access to the U.S. financial system, including their use of correspondent accounts in the
United States.®

Civil Forfeiture. An NKSPEA success story was its extension of the Justice Department’s civil
forfeiture authorities. Before 2016, North Korean money launderers successfully evaded ULS. law
enforcement from their safe havens in Russia and China. Starting in 2016, FBI Special Agents in
Chicago, Minneapolis, and Phoenix, and intelligence analysts in Washington, D.C., traced tens of
millions of dollars in proceeds of North Korean financial crime.® Prosecutors in New York, New
Jersey, and Washington, D.C. forfeited funds of sanctioned North Korean banks,® and of the

291 Oreo Warmbier Norch Korea Nuclear Sanctions and Enforcement Act of 2019, Pub. L. No, 116-92, div. F dir. LXXII,
subtit. A, § 7121 {2019} {enacted within the National Defense Authorizarion Act for Fiscal Year 2020) (hereinafter Warmbier
Act), heeps://homeareasurygov/system/files/ 126/¢11651790_norchkorea_otto_warmbier_ace.pdf {(codified ar 22 US.C. §§
9221B & 9221C).

292 Id. § 7211. The restricrions on foreign banks’ access ro correspondent accounts in the United Stares will probably
mitror those in secrion 311{b} of the Parrior Act, excepe char che stacure does not require a designation or rulemaking similar to
. § 5318A(b). The Treasury Deparement regularions may accempt to impose a

the requirements in secrion 311(b). See 31 US
requirement for a designation.
293 See Pare 11LB.3 nfra.
294 United States of dmerica v. All Funds In The Aecounts Of Blue Sea Business Co., Lid., ex al., No. 16-03903. Prosecurors
soughe che forfeiture of up to $247 million in rweney-five bank accounss, in twenty-three Chinese banks, conerolled by a necwork
of tront companics conerolled by Ma Xiaohong, a prominent businesswoman and Communist Party member in Dandong, and
laundered on behalf of a Norch Korean bank sancrioned for financing WMD proliferacion. The Obama adminiseration denied
prosecutors permission to block and seize the funds using domestic U.S. legal authorities. This required prosccurors to seek the
assistance of the government of China under the two countries’ Murual Legal Assistance Agreement (MLAA) to scize the funds
and recognize the judgment of forfeiture, if granted. This strategy was not fruitful. ITn October 2018, the courr in an unrelared
case asked prosecurtors to updare it on the starus of the litigation. In a lereer to the courr, prosecutors cited cheir effores to apply
the MLAA and asked the court to keep the case open. A subsequent decision by the US. Court of Appeals for the Diserice of
Columbia indicates that Beijing was uncooperative and implies chat the funds escaped to other nodes in Pyongyang’s money
laundering nerwork. Sec I re Sealed Case, Nos. 19-5100, -5101, 5103 (2019). See also United States v. $1,071,251.44 of Funds
Associated with Mingzheng International Trading Ltd., et al., No. 17-cv-001166. Prosccutors sued to forfeic $1.9 million trans-

ferred by a necwork of China-based front companies chrough banks in the United States, on behalf of a North Korean bank
whose assers had been frozen for WMD proliferation financing, The complaine cices ewo confidential sources and nores chae
some of the payments to Mingzheng went chrough the same front companies thac transferred funds to Dandong Hongxiang,

showing the interconnected nacure of North Korea's money laundering nerworks in China. It names three Chinese banks—

China Merchants Bank, Shanghai Pudong Development Bank, and Bank of Communicarions of China—as holding accounts

for Mingzheng, and also implicated ZTE Corporation as using Mingzheng as an incermediary for its business with North Korea.
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infamous Bureau 39 of the KWP,s as they were laundered through trading companies in China,
and through correspondent banks in New York. They forfeited payments for oil smuggled into
North Korea, and one of the tankers used to smuggle it.» They forfeited a ship owned by the
North Korean army that smuggled coal to Southeast Asia.>” They recouped nearly $700,000 in
fines and forfeitures from a British Virgin Islands company that laundered Pyongyang’s money
and smuggled alcohol and tobacco products to North Korea.> They recouped over $600,000 from

‘The court granted the government’s motion for default judgment on August 15, 2018. A third such case was United States v.
$599,930 of Funds Associated with Cooperating Company 1, No. 18-cv-02746 (D.D.C. 2018), in which the Justice Department
sued to forfeir $3 million in assets of three North Korean front companies, two of them based in China and a third based in
Singapore and cooperating with the FBI, that laundered funds chrough the U.S. on behalf of a North Korean bank chat had been
blocked in 2013 for financing WMD proliferation in violation of the NKSPEA and the IEEPA. The author of this report assisted
the Justice Department as a consultane in chis marter. As of January 2020, this case was still pending.

295 United States v. $4,083,935.00 of Funds Associated with Dandong Chengtai Trading Ltd., et al., No. 17-01706 (D.D.C.
2017). Prosecurors alleged thar a Chinese national and a front company laundered the Defendant Currency through correspon-
dent banks in the United States on behalf of Bureau 39 of the KWP, Pyongyang’s state money-laundering agency, and were thus
subject to forfeicure under che IEEPA and the NKSPEA. The funds were proceeds of North Korean coal exports, in violation
of UN Security Council resolutions, and according to the complaint, Dandong Chengai’s revenues “may have beneficred the
nuclear or balliscic missile programs.” Bureau 39 is designated by the USS. Treasury Deparement and the UN Security Council. Te
is alleged to have been involved in currency counterfeiting, proliferation financing, and importing luxury goods. The complaine
cites the statements of two defectors to the FBI and two confidential FBI informants. On September 17,2018, the courr entered
default judgment for the United States.

296 United States v. Approximately One Million Two Hundyed Fifty-Eight Thousand Six Hundyed Eighty-Eight Dollars,
More or Less, No. 18-cv-5216 (E.D.N.Y. 2018). Prosecutors alleged that the Defendant Currency was “involved in” payments for
petroleum wired from China to Taiwan, on behalf of a blocked North Korean petroleum company, in violation of the NKSPEA
and che IEEPA. US. Dep'e of Justice, “Unirted States Seizes Oil Tanker Used to Violate Sanctions Against Norch Korea,” July 30,
2021, heeps://www.justice.gov/opa/pr/united-states-seizes-oil-tanker-used-violate-sanctions-against-norch-korea.

297 United States v. the Bulk Cargo Carrier known as the “Wise Honest,” bearing International Maritime Oy,

Number 8905490, No. 19-cv-04210. In their first suic against tangible North Korean government property, prosecutors sued to
forfeit North Korea’s second-largest bulk cargo carrier for smuggling coal in violation of UN Security Council resolurions, the
IEEPA, and the NKSPEA. The owner of the vessel was a front company for the North Korean army. The complaine alleged thar
the shipments of coal from Norch Korea, through Russia, to Indonesia were facilitated by dollar-denominated wire transfers
thar the ship’s owner artempred to clear through banks in the Southern District of New York. The court subsequently entered
a default judgment of forfeiture on behalf of the United States. North Korean government missed its deadline to file a claim of
interest in the ship, bue the families of Otco Warmbier and the Rev. Kim Dong-shik, both of whom had won multi-million-dollar
wrongful death judgments against the government of North Korea. US. Dep't of Justice, “Department of Justice Announces
Forfeiture of North Korean Cargo Vessel,” October 21, 2019, heeps://www.justice.gov/opa/pr/department-justice-announc-
es-forfeiture-north-korean-cargo-vessel;. Christy Lee, “US Marshals to Sell Seized North Korean Cargo Ship,” Foice of America,
July 27,2019, heeps://www.voanews.com/usa/us-marshals-sell-seized-north-korean-cargo-ship. The ship is subjecr to forfeiture
under the NKSPEA. 22 US.C. § 9225(d).

298 United States v. Yang Ban, No. 20-cr-00173 (2020).
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a UAE company that exported cigarette filters to North Korea for use in the counterfeit cigarette
trade.”” They indicted Chinese nationals for laundering cryptocurrency stolen by Pyongyang's
agents,™ and sued to forfeit the accounts that held the cash proceeds.” They indicted dozens
of overseas agents of North Korea’s Foreign Trade Bank—five of them Chinese nationals—who
consequently became toxic to compliance officers of banks throughout the financial system.s®
They sued to forfeit $1 million laundered through Hong Kong front companies from trade
between Chinese telecommunications giant ZTE and sanctioned North Korean banks.®

Unfortunately, the Justice Department never had enough prosecutors in the districts where venue
was proper. In 2019, 1 also helped the U.S. Attorney’s Office for the District of Columbia forfeit
the modest sum of $148,500, wired by a previously designated Taiwanese proliferator from one
of his accounts in Hong Kong to another of his accounts in Taiwan. According to the affidavit of
an FBI Special Agent, the funds were derived from the sale of scientific instruments and machine

299 United States v. Essentra FZE Co. Ltd., No. 20-cr-0012 (D.D.C. 2020), heeps://wwwijustice.gov/opa/ press-release/
file/1294801/download. See Andrew Salmon, “Norch Korean counterfeit cigarerre trade faces squeeze,” Nikkei Asia Review, March
18, 2016, hrps://web.archive.org/web/20160318060613/hrrps:
North-Korean-counterfeit-cigareree-trade-faces-squeeze; Gordon Fairclough, “Tobacco Firms Trace Fakes to North Korea,” Fall
Swreet Journal, January 27, 2006, heeps:/ fwwvewsj.com/arvicles/SB113830654895857392: Nowth Kevea: Hiicir Activity Funding
the Regime: Flearing Before the § 7 Federal Financial Manay , Committeeon He dSecurity & G

Affairs, 109th Cong,, 2d Sess. (2006), hups://books.google.com/bookszid=hjgim_cl LERC&lpg=PA418&dq=norch%20
korea%20counterfeit%20cigarertes&pg=PAl#v=onepagesdrqdcf=false;

! fasia nikkei com/Politics-Economy/ International-Relations/

300 United States v. Tian Yinyin, No. 20-cr-00052. 'This is the first Justice Deparvment indicemenc for laundering the
proceeds of North Korea’s illicir activities—in this case, cryprocurrency theft. Pyongyang’s agents laundered the money through
multiple accounts, media of exchange, and enablers, allegedly inchuding the Chinese nationals Tian Yinyin and Li Jiadong, who
used a sophisicared algorithm called a “peel chain” to split the cryprocurrency into much smaller amounts and wransfer it to
mulriple accounts, presumably for a commission. See also United States v. Griffith, No. 20-cr-0015. In this case, 2 federal grand
jury recurned an indicement against US. citizen Virgil Griffich, secking the criminal forfeiture of proceeds of his cranster of cryp-
rocurrency rechnology ro the Governmene of Nortch Korea, The indicement alleges thar Griffith “personally obrained” “a sum of
money in United States currency” that was rraceable to his conspiracy ro violare the sanctons.

301 United States v. 113 Virinal Currency Aecounts, No, 20-cv-00606; United States v, 280 Virtual Currency Accounts, No.
20-cv-02396, "This was relaced o the Tian Yinyin indicement. In Auguse 2020, the Justice Deparement filed a second, related
forfeiture case against another series of cryprocurrency accounts involved in the scheme. Id.

302 United States 1. Ka Chol Mar, No. 20-cr-00032 (D.D.C. 2020), heeps://freekoreaus/wp-contene/uploads/2020/05/
show_temp-76-1.pdf.

303 United States v. $429,000.00 of Blocked Funds Associated with Ryer Int'| Trading, Lid., No. 20-cv-2546 (2020), heeps://
www.justice.gov/usao-de/ press-release/file/ 1316241 /download. In 2017, ZTE entered into a plea agreement with the Justice
Deparrment, in which it agreed to pay a $400 million penalty and cooperare with federal investigations of sancrions violations,
mostly relating to Iran, bur also relating to North Korea. United States v. ZTE Corp., No. 17-cr-0120 (N.D. Tex. 2017), hrrps://
www.justice.gov/opa/ press-release/file/946276/download.

304 ‘The Assistanc United States Acrorney in Washingron D.C., who prosecured the majority of chese cases, rourinely

communicated wich the author on lace nighes and weckends.
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tools, including vacuum drying furnaces, to a buyer in Damascus, Syria that a UN Panel of Experts
believes to be a front for Syria’s Scientific Studies and Research Center (SSRC).*s The SSRC is
designated by OFAC for WMD proliferation; the vacuum drying furnaces may have been meant
for use in Syria’s chemical weapons program.®¢ Two North Korean agents of the Korea Mining
and International Development Corporation (KOMID) based in Rangoon, Burma brokered
the shipment. KOMID is also sanctioned by both the UN and OFAC for WMD proliferation.
Fortunately, the U.S. correspondent bank took its enhanced due diligence obligations seriously,
saw through the seller’s use of aliases to conceal his ownership of the funds, and blocked the
payment.>”

Non-governmental organizations made their own contributions. They learned to mine foreign-lan-
guage public records abroad; use powerful computer algorithms to identify links of ownership and
control between different corporate officers, agents, partners, and beneficial owners; and use this
evidence to map out illicit financial networks.

In 2016, the Center for Advanced Defense Studies (C4ADS) exposed a large Chinese trading
company as a major facilitator of illicit North Korean trade. One month later, federal prosecu-
tors indicted the trading company and its corporate officers for money laundering on behalf of a
U.S.- and UN-designated North Korean bank through correspondent banks in New Jersey, and
filed a civil forfeiture complaint against the trading company’s accounts in twenty-three Chinese
banks, including the largest banks in China.*® In 2017, C4ADS mapped what it described as a
“centralized, limited, and vulnerable” network of 5,233 North Korean front companies operating
openly in China, which it believed to comprise the bulk of Pyongyang’s financial infrastructure
in China.* Federal authorities have not yet acted against most other nodes of this network.

305 United States v. $148,500 of Blocked Fundls in the Name of Trans Multi Mechanics, Co., Ltd., et al., No. 16-cv-01029
(ordering the forfeiture of funds wired by a blocked Taiwanese proliferator from a bank in Hong Kong to a bank in Taiwan, which
were derived from the sale of proliferation-sensitive machinery to a Syrian front company for another blocked encity). The auchor
served as a consulrant to the Department of Justice in this case. For evidence linking Mechanical Systems to Syria’s Scientific
Studies and Research Center and its acquisition of mareriel for its weapons of mass destruction programs, see $/2016/157 €
64, heeps://undocs.org/S/2016/157, and $/2018/171 € 132, heeps://www.securitycouncilreport.org/atf/cf/%7B65S BFCF9B-
6D27-4E9C-8CD3-CFGE4FFI6FF9%7D/s_2018_171.pdf.

306 “N. Korea ‘Exporting Chemical Weapons Parts to Syria,” Chosun Ilbo, June 17, 2013, heep://english.chosun.com/site/
dara/heml_dir/2013/06/17/2013061700887.heml; Kelsey Davenpor, “An Uncertain Future for North Korean Talks” Arms
Control Today 49, April 2019, heeps://www.armscontrol.org/act/2019-04/news/uncertain-furure-north-korean-talks.

307 United States v. $148,500 of Blocked Funds in the Name of Trans Multi Mechanics, Co., Ltd., et al., No. 16-cv-01029; 31
C.ER. § 544.201 (prohibiting transactions with persons blocked for the proliferation of weapons of mass destruction).

308 Compare Center for Advanced Defense Studies, In China’s Shadow: Exposing North Korean Overseas Networks

(Seoul, South Korea: The Asan Institute for Policy Studies, 2016), heep://stacicl.squarespace.com/static/566¢f8b4d8af-
107232d5358a/t/57dfe74acd0f68d629357306/ 1474291539480/ In+China%27s+Shadow.pdf, to United States v. All Funds
in the Accounts of Blue Sea Business Co., Ltd., No. 16-cv-1954.

309 David Thompson, “Risky Business A System-Level Analysis of the North Korean Proliferation Financing System”
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In 2017, Sayari Analytics, another NGO that mines and analyzes open-source data, exposed a joint
venture between a Chinese company and a North Korean company sanctioned by both the U.S.
and the UN for the proliferation of WMDs. Prosecutors in the District of Columbia subsequently
unsealed an indictment and filed a civil forfeiture action against the same network,™ In 2020,
the nonprofit group The Sentry exposed a North Korean network building political monuments
in the Democratic Republic of Congo {DRC) in violation of a UN ban on Pyongyang’s statue
exports, and to launder the proceeds through a DRC bank, Afriland First Bank, and a French
Bank, BMCE Bank International.

Congress has given governments the authority to reward NGOs that provide them with valuable
openvsource intelligence. In 2017, it amended the State Department’s “Rewards for Justice” program
to authorize a North Korearspecific reward program.* Rewards are available for “the identification
or location of any person who aids or abets a violation of” state-sponsored computer hacking, or for
“the disruption of financial mechanisms of any person who has engaged in the conduct described
in sections 104(a) or 104(b}(1) of the North Korea Sanctions and Policy Enhancement Act of 2016,
including the proceeds of Pyongyang’s kleptocracy and other forms of corruption.™

{Washingron, D.C.: Cenrer for Advanced Defense Studies, 2017), hreps://statict.squarespace.com/stacic/566¢f8b4d8af-
107232d5358a/c/39413c8bebbd 1ac3194eatb 1/1497447588968/ Risky+Business-C4ADS pdf, Since 2020, Beijing has moved
to conceal publicly available dara abour business logistics and finances, a move char mighr also discourage more careful investors,

Liza Lin & Chin Han Wong, “China Increasingly Obscures "True State of Its Economy to Qursiders,” Hall S. Jonrnal, December
6, 2021, heeps:/ /wwweavsj.com/ardicles/china-dara-security-law-ships-ports-court-cases-universities-1 1638303230,

Jorth Korean Venture Shows How Much Sanctions Can Miss,” Wall

310 Jeremy Page and Jay Solomon, “Chi
Street Journal, May 7, 2017, heeps://wwwiws.cor
migs-1494191212.

311 The Sencry, Overt Affaivs: Fow North Kovean Businessmen Busted Sanctions in the Demociutic Republic of Congo.
BMCE is a forcign bank that has been designared as 4 correspondent bank o clear transacrions through the US. financial

ticles/chinese-norch-korean-ventuse-shows-how-much-sancrions-can-

system.
312 Countering  Americas Adversaries Through Sancrions Act, Pub. L. No. 115-44, 131 Srar. 886, §
323 (2017) (codified ac 22 USC. § 2914), hups//wwweongress.gov/bill/ 115th-congress/house-bill/ 3364/
rext 2q=%7B%22s¢arch%22%3 A%SB%22sanctions%22%S D% 7D
313 US. Dep'r of Seate, “Rewards for Justice: North Korea,” a
english/about-rfj/norch_korea.heml; see also The Kleprocracy Asser Recovery Rewards Act, Pub. L. No, 116-283, §§ 9701-9703
(2021}, heeps://wwww.goverackus/congress/bills/ 116/he6395 /texe. This

sed Seprember 13, 2020, hreps://rewardsforjustice.net/

gislation, which became law as parc of the National

Defense Authorization Act for Fiscal Year 2021, authorizes appropriations to pay rewards to individuals and nonprofic humani-

carian organizadions providing informarion leading o the seizure or forfeiture of stolen assecs from an account ina US, financial
National Defense Authorization Act for Fiscal Year 2021, Pub. L. No. 116-283, § 6112 & 6214 (2021},
hreps:/ /www.goverack.us/congress/bills/116/hr6395 /texr; Russia & Moldova Jackson-Vanik Repeal & Sergei Magniesky Rule
of Law Accountability Act of 2012, Pub. L, No, 112-208, 126 Star, 1496 (2012). The Helsinki Commission has published

guidance for non-governmental organizations and informer:

insticucion, See alse

who provide informarion to the Treasury Department to support

the credibilicy of their evidence for Magniesky sanceions. US. Helsinki Comnt'n, How-1o Guide: Sanctioning Human Rights
Abusers and Kleptocrats under the Global Magnirsky Act, May 24, 2018, hueps:/ /www.csce.gov/sives/ helsinkicommission house.
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Then, in 2019, the Chief District Judge of the U.S. District Court for the District of Columbia
unsealed a series of rulings enforcing subpoenas against three major Chinese banks in connection
with a criminal investigation of money laundering and sanctions violations involving North Korea,
holding the banks in contempt of court when they failed to comply with the subpoenas, and fining
them each $50,000 a day.»

As the Chief District Judge’s rulings were unsealed in Washington, traders in China reported
difficulties accessing banking services,”s and that Pyongyang’s agents had hoarded dollars and
renminbi.?¢ The banks appealed, but the Court of Appeals affirmed the District Court’s
decision. The appellants did not seek further review at the U.S. Supreme Court before their
appeal deadlines passed. The dockets in the cases have since been unsealed, with the names of
the two of the banks redacted.»”

The litigation over these subpoenas may overshadow every other enforcement action in its
significance.* Prosecutors allege that in one three-year period, just one of the Chinese banks
whose records were subpoenaed facilitated at least $105 million in payments for Mingzheng
International Trading, a China-based North Korean front company that operated as a bank and
used major Chinese banks to access the U.S. financial system illegally.® Returns from those
subpoenas not only have the potential to identify other accounts that contain Pyongyang’s hard

gov/files/Global%20Magnitsky%20How-To%20Designed%20Final%20Updated %2 0with%20Info.pdf.

314 In re Grand Jury Investigation of Possible Violations of 18 US.C. § 1956 and S0 US.C. § 1705, Nos. 18-mj-175,
18-mj-176 & 18-mj-177 (D.D.C. 2019), heeps://freckorea.us/wp-content/uploads/2019/04/FINAL_18mcl75_176_177_
Mar_18_2019_Mem_Op_redacted.pdf. The Chief District Judge held the banks in contempr of court for failure ro comply wich
the subpoenas and fined each of them $50,000 a day. A panel of the Court of Appeals later affirmed the Discrict Court’s order. Iz
7e Sealed Case, No. 19-5068 (D.C. Cir. 2019), heeps://freckorea.us/wp-content/uploads/2019/08/Sealed-case-DC-Cir-affirms.
pdf. See Berthelsen and Schoenberg, “Chinese Banks Probed Over North Korea’s Nuclear Arms.” Two of the subpoenas were
issued by a grand jury charged with investigaring money laundering and sanctions violations involving North Korea, and two
others were issued by the Justice Department under the authority of the Patriot Act. See 18 US.C. § 3332; 31 CER. § 1010.670.
315 US. Fed. Reserve Bank of New York, Exec. Order 8832, “Freezing Japanese and Chinese Assets in the United Srares,”
Cir. 2249.

316 Ha Yoon-ah, “North Koreans turn to local currency due to foreign currency shortages,” Daily NK, August 6, 2019,
heeps://www.dailynk.com/english/north-koreans-turn-to-local-currency-due-to-foreign-currency-shorrages/.

317 US.DistrictCourt, Districtof Columbia, Unsealed Orders, Opinions, Documentsand Docket Repores, 2020, heeps: //www.
ded.uscourts.gov/unsealed-orders-opinions-documents/Miscellaneous/2020; Zia M. Faruqui, Jessie K. Liu, Noha K. Moustafa,
“The Long Arm of US. Law: The Patriot Act, the Anti-Money Laundering Act of 2020 and Foreign Banks,” Lawfare Blog, February
23,2021, heeps:/ /www.lawfareblog com/long-arm-us-law-parriot-act-anti-money-laundering-act-2020-and-foreign-banks.

318 See In re Grand Jury Investigation of Possible Violations of 18 U.S.C. § 1956 and 50 U.S.C. § 170S, Nos. 18-mc-00175,
-176,-177 (D.D.C. 2019), affirmed, In re Sealed Case, Nos. 19-5100,-5101, 5103 (2019). The author acted as an uncompensared
consultant to the U.S. Atcorney’s office in chis case, primarily by providing research assistance to the FBI and the prosecurion, but
did not have access to any grand jury marerial.

319 In ve Grand Jury Investigation, No. 18-mc-00176.
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currency reserves, but subsequent enforcement actions could also deter other major Chinese
banks from servicing North Korean customers and encourage them to report and freeze North
Korean accounts. The cases also spurred Congress to pass the Anti-Money Laundering Act of

2020, which expanded the Justice Department’s subpoena authority to records held by foreign
banks overseas.?

Sanctions Enforcement & Pyongyang's Behavior in Chronological Context
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1. Effects of Medium Pressure on the North Korean Economy, 2017-2021

By late 2017, there was observable evidence that these sanctions had serious effects on the North
Korean regime’s finances. In 2017 and 2018, North Korea’s GDP fell by 3.5 percent and 4.1

percent, respectively, although these numbers rely on reported trade data and should be viewed
with some skepticism.»

320 Anti-Money Laundering Act of 2020, Pub. L. No. 116-92, div. F, tit. LXXIII, subrit. A, § 6308 (2019) (enacted within
the National Defense Authorization Act for Fiscal Year 2020) (hereinafter AMLA Act).

321 Choonsik Yoo, “North Korea’s economy tanks as sanctions, drought bite: Souch Korea,” Rexzers, July 25,2019, heeps://
www.reuters.com/article/us-norchkorea-economy-gdp/north-koreas-economy-tanks-as-sanctions-droughe-bite-south-korea-

idUSKCN1ULO8G.
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A 2017 UN embargo on North Korea’s coal exports initially deprived the state of its largest source of
hard currency. Initially, OFAC also showed a willingness to sanction Chinese and Russian buyers of
North Korean coal.#2 The mining industry, on which Pyongyang had long relied for hard currency,
was hit particularly hard.®» So were the state-affiliated trading companies that grew rich on the
North’s exports.®

In 2018, the prices of apartments in some privileged neighborhoods of Pyongyang fell sharply—
according to some accounts, from $250,000 to $50,000, a decline of 80 percent.’ Factories in

322 US. Dep't of Treasury, “Announcement of Sanctions against Norch Korean Transportation, Mining, Energy, and
Financial Services Industries and North Korean Government Officials and Organizations,” March 16, 2016, heeps://www.
treasury.gov/press-cencer/ press-releases/ Pages/jl0385.aspx; US. Dep't of Treasury, “Treasury Sanctions Individuals and Encities
Supporting the North Korean Government and its Nuclear and Weapons Proliferacion Effores” December 2, 2016, heeps://
www.treasury.gov/ press-center/press-releases/Pages/jl0677.aspx; US. Dep'e of Treasury, “Treasury Sanctions Suppliers of Norch
Korea’s Nuclear and Weapons Proliferation Programs,” June 1,2017, heeps://www.treasury.gov/press-center/ press-releases/Pages/
sm0099.aspx; US. Dep't of Treasury, “Treasury Designates Two Shipping Companies for Accempred Evasion of Norch Korea
Sanctions,” March 21, 2019, hreps://home.treasury.gov/news/ press-releases/sm632; Sangmin Lee and Jieun Kim, “Russian Pore
City Exits Lucrative Sanctions-Dodging North Korean Coal Trade,” Radio Free Asia, December 12,2018, heeps://www.rfa.org/
english/news/korea/north-korean-coal-russia-12122018144209.heml.

323 Ha Yoon-ah, “Musan mine on the verge of toral shutdown, sources say,” Daily NK, November 11, 2018, hreps://www.
dailynk.com/english/musan-mine-on-the-verge-of-total-shutdown-sources-say/; Elizabeth Shim, “Report: North Korea coal
miners struggle to find work after sanctions,” UPI, June 12, 2017, heeps://www.upi.com/ Top_News/World-News/2017/06/12/
Repore-North-Korea-coal-miners-scruggle-to-find-work-after-sancrions/8591497286800/2ur3=1;  Dexter ~ Roberts,  “A
Trump-Kim Summit Could Unfreeze Mining Riches on the Korean Border,” Bloomberg News, March 14, 2018, heeps://www.
bloomberg.com/news/articles/2018-03-14/trump-kim-summit-could-unfreeze-china-mining-riches-at-border (“[BJecause of
United Nations sanctions imposed in 2016 targeting Norch Korean minerals, all production at the [Hyesan Youth Copper Mine]
has stopped. ”).

324 “Reacting to sanctions, N. Korean merchant in China: ‘“We have no work,” Daily NK, September 18,2017, hteps://
www.dailynk.com/english/reacting-to-sanctions-n-korean-mer/; “North Korean merchant says trade and smuggling slashed by
sanctions,” Daily NK, February 7, 2018, heeps://www.dailynk.com/english/north-korean-merchant-says-trade-a/; Ha Yoon-ah,
“North Korean trader in China expresses concerns about his own precarious sicuation,” Daily NK, May 7, 2019, heeps://www.
dailynk.com/english/north-korean-trader-in-china-expresses-concerns-about-his-own-precarious-situation/.

325 Mun Dong-hui, “Apartment construction remains steady despite fall in real estate prices” Daily NK, October 30,
2018, heeps://www.dailynk.com/english/aparcment-construction-remains-steady-despite-fall-in-real-estate-prices/;  Jang
Seul-gi, “Government conducts survey on housing prices in North Korea,” Daily NK, August 5, 2019, heeps://www.dailynk.
com/english/government-conducts-survey-on-housing-prices/S<N. Korean Trade Interview> Pyongyang Faces Great
Depression as Aparcment Prices Plummer and Markets Slump,” Riznjin-gang, January 21, 2020, heep://www.asiapress.org/rimjin-
gang/2020/01/recommendations/pyongyang-interview/3/; Mun Dong-hui, “Deal disappearance due to plunging apartment
prices in North Korea, real estate paralysis,” Daily NK, October 8. 2019, heeps://tinyurl.com/yydgfq27 (in Korean); “<Inside N.
Korea> Price Plunge: Pyongyang Properties Depreciate Severely as Sanctions Knock Housing Market Nationwide,” Rimjin-gang,
August 13, 2019, heep://www.asiapress.org/rimjin-gang/2019/08/society-economy/ pyongyang-properties/2/. Bur see Jieun
Kim, “Desperate Norch Koreans sell homes to raise money for food,” Radio Free Asia, November 29, 2021, heeps://www.rfa.
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Pyongyang and nearby Pyongsong, and munitions factories in Jagang, were idled or ran at reduced
capacity. In cities on both sides of the Sino-North Korean border, the decline in commerce
was evident.®” The state, which had previously tried to deny or conceal the effects of sanctions,
admitted that they were causing “a colossal amount of damage.”

org/english/news/korea/homes-11292021203549.heml (“quoring a source’s observarion thar [ pJoor residents, who are suffering
from hardship, are selling their houses to buy food, while rich people are raking advantage of this opportunity to buy houses ac
low prices.”) This may reflect that elite North Koreans of means are profiteering, shifting resources from banned foreign currency
stores to real estare, or continuing to downsize their residences from urban apartments to rural single-family homes.

326 Ha Yoon-ah, “Local factories in Souch Pyongan Province face closure amidst theft epidemic,” Daily NK, April 30,
2019, heeps://www.dailynk com/english/local-factories-in-north-korea-face-closure-amidst-theft-epidemic/; Mun Dong-hui,
“Majority of Pyongyang state-run factories close after US-DPRK summi fails to bear fruit,” Daily NK, April 30, 2019, heeps://
www.dailynk.com/english/majoricy-of-pyongyang-state-run-factories-close-after-us-dprk-summic-fails-co-bear-fruic/; Jang
Seul-gi, “North Korea ceases operation of some munitions factories,” Daily NK, July 25, 2019, heeps://www.dailynk.com/
english/norch-korea-ceases-operation-of-some-munitions-factories/; Mun Dong-hui, “North Korea’s Sunghori Cement Factory
facing shutdown,” Daily NK, July 9, 2019, heeps://www.dailynk.com/english/norch-koreas-sunghori-cement-factory-fac-
ing-shucdown/; Ha Yoon-ah, “State-run factories in Pyongsong languish as privace investors cash in,” Daily NK, February 6,2019,
heeps://www.dailynk com/english/stace-run-factories-in-pyongsong-languish-as-private-investors-cash-in/; Mun  Dong-hui,
“Pyongyang factories encourage workplace exemption program,” Daily NK, Seprember 9, 2019, heeps://www.dailynk.com/
english/factories-encourage-workplace-exemption-program/.

327 Keith Bradsher, “North Korea’s Trade Troubles Could Point to a Need for Cash,” New York Times, September 8, 2017,
heeps://www.nytimes.com/2017/09/08/business/norch-korea-china-trade.heml: “Sharp fall in China’s trade with Norch Korea
as UN. sanctions bite, AFP, January 14, 2019, hteps://www.scmp.com/news/china/diplomacy/article/2181965/chinas-
trade-north-korea-sees-sharp-fall-un-sancrions-bice; Mate Rivers and Steven Jiang, “North Korea sanctions are strangling this
Chinese city,” CNN Money, January 25, 2018, hteps://money.cnn.com/2018/01/25/news/ecconomy/dandong-china-north-ko-
rea-sanctions/index.heml; Elizabech Shim, “Chinese firm in Dandong insolven after North Korea sanctions,” UPI, April 10,
2019,  heeps://wwwaupicom/Top_News/World-News/2019/04/10/Chinese-firm-in-Dandong-insolvent-after-North-Korea-
sanctions/4631554906755/; Ha Yoon-ah, “North Korean trade officials in China grapple wich sanctions,” Daily NK, May
16, 2019, heeps://www.dailynk.com/english/north-korean-trade-officials-in-china-grapple-with-sanctions/;Once flourishing
Rason hard hit by sanctions, exiting Chinese,” Daily NK, October S, 2017, heeps://www.dailynk.com/english/once-flourish-
ing-rason-hard-hit-by/; Choi Kyong-ae, “N. Korea’s trade halved in 2018 on prolonged sanctions: report,” Yonhap News, July 19,
2019, heeps://enyna.co.kr/view/AEN201907190021003202inpuc=tw.

328 Sung-hui Moon, “North Korea Orders New Roofs For All Buildings to Suggest Sanctions Lack Teeth,” Radio
Free Asia, October 27, 2017, heeps://www.rfa.org/english/news/korea/roofs-10262017170335.heml; “Kim  Jong-un
Regime Works Hard to Conceal Sanctions, Rimjin-gang, February 11, 2017, heep://www.asiapress.org/rimjin-gang/
report/20171102-conceal-sanction/.

329 Phil Helsel and Stella Kim, “North Korea Says Sanctions Cause ‘Colossal’ Damage But Won't Work,” NBC News,
Seprember 29, 2017, heeps://www.nbenews.com/news/norch-korea/north-korea-says-sanctions-cause-colossal-damage-won-t-
work-n806146.
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UN sanctions required “all DPRK nationals earning income in that Member State’s jurisdiction”
to return to North Korea by December 2019.5 Initially, traders and overseas laborers began
returning to North Korea ahead of the UN deadline.” The converging pressures may have given
Kim Jong-un reason to fear for the solvency of the state. By late 2017, he needed a strategy to buy
time.

2. May 2018: President Trump Preempts Maximum Pressure

From the time of his father’s death in 2011 until 2018, Kim Jong-un never went abroad or met the
leader of a foreign country. Then, in his 2018 New Year Speech, Kim Jong-un offered to send an
Olympic team to South Korea. It would be a year in which both sanctions and diplomacy would
peak, and then ebb. In April 2018, when President Trump agreed to meet Kim Jong-un for their
first summit, the Treasury Department still had not acted against most of the networks, agents,
and front companies exposed by the UN Panel of Experts and C4ADS. Some of Pyongyang’s
largest money laundering networks, such as Glocom, Malaysia-Korea Partners, and Shinheung
Trading,* were still operating. Major Chinese banks continued to launder Pyongyang’s money.=

President Trump’s personal intervention before the June 2018 Singapore summit signaled an
extended enforcement pause by the Treasury Department. In May, he canceled at least two
rounds of sanctions designations on Twitter—decisions that appear to have caught the Treasury
Department and the National Security Council staff off-guard. At the time, OFAC was prepared

330 S/RES/2397 € 8.

331 Ha Yoon-ah, “North Korean trade officials in China grapple with sanctions,” Daily NK, May 16, 2019, heeps://
www.dailynk.com/english/north-korean-trade-officials-in-china-grapple-with-sanctions/; Ha Yoon-ah, “North Korean trader
in China expresses concerns about his own precarious situation,” Daily NK, May 7, 2019, heeps://www.dailynk.com/english/
north-korean-trader-in-china-expresses-concerns-about-his-own-precarious-situation/; Jieun Kim, “Hundreds of North Korean
Workers Retcurn Home From Vladivostok Airport,” Radio Free Asia, Seprember S, 2019, heeps://www.rfa.org/english/news/
korea/nk-vladivostok-workers-recurn-09052019143859.heml.

332 For example, Glocom, a large and sophisticated arms dealing and money laundering enterprise, still operates openly
from Malaysia, Singapore, and China. Malaysia-Korea Partners operates openly in Southeast Asia and Africa. Joseph Cox, “North
Korea Advertises Military Hardware on Twitter, YouTube, Defying Sanctions,” Fice News, March 13, 2019, heeps://wwwvice.

com/en_us/article/nexmzz/norch-ko dvertises-military-hard youtube-twitter-facebook-linkedin-instagram-glocom;

Mathew Ha, “Treasury Sanctions North Korean for Sanctions Evasion,” Foundation for the Defense of Democracies Policy Brief, July
31, 2019, heeps://www.fdd.org/analysis/2019/07/31/treasury-sanctions-north-korean-for-sanctions-evasion/. Another undes-
ignated company, Sinheung Trading, isa front for North Korea’s Ministry of Social Security, which operates the counery’s political
prison camps. “Meet the North Korean firm thar reinvencs icself co beat sanctions,” Agence France-Presse, December 1, 2017,
heeps://www.scmp.com/news/china/diplomacy-defence/article/2122438/meet-north-korean-firm-which-reinvents-itself-bear.
333 See United States v. All Funds in the Accounts of Blue Sea Business Co., Lid., No. 16-cv-1954; United States v.
$1,071,251.44 of Funds Associated with Mingzheng Int’l Trading Ltd., No. 17-cv-1166 (D.D.C. 2017), heeps://www.justice.
gov/usao-dc/pr/united-states-files-complaint-forfeit-more-19-million-china-based-company-accused-acting; $/2017/150 49
224-34,

334 Vivian Salama and Ian Talley, “US. Holds Off on New North Korea Sanctions as Summit Talks Progress” Wall
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to designate “nearly three-dozen sanction targets, including Russian and Chinese entities.” As an
administration official conceded, “The goal here is to achieve maximum pressure,” but “lwle’re
still short of that.”™ Pyongyang used the delay to set up new front and shell companies. Treasury
would fail to extend the sanctions’ half-life by maintaining its deterrence against breaking them.

Whether by design, willful blindness, or the careless exercise of the “enhanced due diligence” they
had been required to exercise since late 2016, some foreign banks still facilitated Pyongyang’s
money laundering through their U.S. correspondent accounts. In other cases, foreign companies
set up joint ventures with North Korean companies and used them to evade sanction

The U.S. government still did not penalize or prosecute any major Chinese banks for laundering
Pyongyang’s money.® This was not for lack of reasons to believe that they were doing so.% Appeals
from Washington to Beijing through the two nations’ Mutual Legal Assistance Agreement
(MLAA) had been unavailing for years. Federal prosecutors would later assert in court filings that
“in the past 10 years, previous MLAA requests for production of similar records to China remain
unanswered.”*® Representatives and senators of both parties called on the Trump administration

Street Journal, May 28, 2019, hreps://wwwavsj.com/articles/u-s-prepares-sanctions-while-pursuing-revived-norch-korea-
talks-1527526255; Brian Bennerr and W.J. Hennigan, “Trump Again Bucked His Own Government’s Actions on North Korea,”
Time, March 22, 2019, heeps://time.com/5557165/cramp-norch-korea-sanctions/; Claudia Koerner, “Trump Canceled New
North Korean Sanctions Becanse He ‘Likes’ Kim Jong-Un, The White House Said. Seriously,’ Buzzfeed, March 22,2019, heeps://
www.buzzfeednews.com/article/claudiakoerner/tramp-rolled-back-north-korean-sancrions-a-day-afrer-they.

335 Tan Talley,
hreps:/ /www.wsj.com/articles/u-s-sanctions-rarget-north-korea-s-vast-internarional-finance-nerwork- 1527548907 :mod=ar-

8. Sancrions Targer Norch Korea's Vast Internarional Finance Nevwork,” Wadl Street Journal, May 28,2018,

ticle_inline.

336 31 C.ER. § 1010.659.
337 §/2017/150 91 210.
338 ‘The 'Treasury Department issued its first North Korea-relared civil penaley to a financial institucion—US.-based TD
Bank—in December 2021, for processing 1,479 transaceions for Noch Koreas U,

Mission in New York without obtaining the
requisite licenses. In imposing a modest penaley of $105,238.65, che ‘Treasury Deparement crediced 'TD Bank wich volunrarily
self-disclosing the violations and stated that “alt of the transactions would likely have been licensable under existing licensing
policy” US. Dep’t of Treasury Enforcement Release, “OFAC Sercles wich TD Bank, N.A. for $115,005.04 Related to Apparent
Violations of the North Korea Sanctions Regulations and the Foreign Narcorics Kingpin Sancrions Regulations,” December 23,
2021, heeps:/ /home.treasury.gov/system/files/ 126/20211223_TDBNA pdf.

339 Zia M. Faruqui ez al.,“ The Long Axm of US. Law: The Pacriot Act, the Anti-Money Laundering Act 0£2020 and Foreign
Banks,” supra note 600; US. Dep't of Jusrice, “Four Chinese Nationals and China-Based Company Charged with Using Front
Companiesto Evade U.S. Sanctions Targeting Norch Korea’s Nuclear Weapons and Ballistic Missile Programs,” Seprember 26,2016,

heeps:/ fwwwijustice.gov/opa/ pr/four-chinese-narionals-and-china-based-company-charged-using-front-companies-evade-us.

340 In ve Grand Jury Investigation, No. 18-me-00176 (D.D.C 2020) (United Stares” Motion to Compel Production of
Documents Requested Via Adminiserative Subpoena Issued Purswant o 31 US.C. § 5318)k)(3), filed August 12, 2020), heeps://
www.dcduscourts.gov/sites/ded/files/ 18me 177%20%20D ocument%2064-7.pdf; see bz re Sealed Case, No. 19-5068; United

Lid., No. 16-¢v-1954; Berthelsen and Schoenberg, “Chinese Banks
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to penalize Chinese banks, as they had called on the Obama administration to do so before, but
the appeals were not effective.

One explanation for FinCEN’s inaction may have been the personnel and technology challenges
it faced in collecting and analyzing financial intelligence. But there was also evidence that Treasury
Secretary Steven Mnuchin made a willful decision not to sanction major Chinese banks for laun-
dering Pyongyang’s money.*" The public reporting of Mnuchin’s decision came less than a week
before President Trump met with South Korea’s National Security Advisor and agreed to his first
summit with Kim Jong-un.»?

Mnuchin’s decision was contrary to the spirit, if not the mandates, of the NKSPEA, and its public
announcement could only have been read as a grant of de facto immunity in the Chinese financial
industry. If secondary sanctions on major European banks had been the measure of U.S. determina-
tion to force Iran to halt its nuclear drive, Mnuchin’s open refusal to do so to Chinese banks deprived
Trump of the leverage he would need to have any chance of negotiating Kim Jong-un’s disarmament
at Singapore. The term “maximum pressure” should have been retired before Singapore.

What Treasury had achieved by May 2018 might be characterized as “medium pressure.” It was
certainly higher than what the Obama administration had done against North Korean money laun-
dering, but it was not remotely comparable to the Obama administration’s enforcement of sanctions
against Iran in the years before the Joint Comprehensive Plan of Action, or to the levels of enforce-
ment the Trump Administration applied to Cuba, Syria, or Venezuela. It was certainly far below the
existential level of pressure necessary to force Kim Jong-un to choose between his nuclear weapons
program and his survival. By mid-2018, the era of Medium Pressure was over.** Despite Pyongyang’s
refusal to disarm or reform, annual North Korea designations regressed to the single-digit mean of
the early Obama years. Whether this pause reflected an undisclosed agreement at Singapore* or
simply the policy prerogatives of the Washington bureaucracy is left to conjecture.
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Treasury Department North Korea Designations, 2014-2021>

2014 ......... 20 2018 ... 131
2015 ... 18 2019 .. 40
2016 ... 2020 ......... 16
2017 ... 2021 9

Meanwhile, Pyongyang stepped up its maritime smuggling and arms trafficking.* Pyongyang’s
coal exports began to recover, rising 191 percent in the second quarter of 2019 relative to the
previous quarter.*” Russia,* China,* South Korea,® and Southeast Asian states* imported
North Korean coal, also in violation of UN sanctions.** Coal exports leaked through ship-to-
ship transfers and smuggling through Russia and China.»* Banks in both countries laundered

345 US. Dep'e of Treasury, “OFAC Recent Actions,” accessed Seprember 13, 2020, heeps://home.treasury.gov/policy-is-
sues/financial-sanctions/recent-actions. OFAC designated sixteen new persons, entities, and vessels in 2020, bur it also removed
seven other designations.

346 $/2020/151 9 2; Jeremy Page, “North Korea Turns Coal Into Gas to Weather Sanctions,” Wall Street Journal, December
17,2018, heeps://www.wsj.com/articles/north-korea-squeezes-its-coal-to-outlast-sanctions-11545067376.

347 $/2020/151 €455, fig. 9.
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Radio Free Asia, August 8, 2018, hteps://www.rfa.org/english/news/korea/coal-08072018145244.heml.

349 §/2020/151 € 57, 6177, figs. 10-18, heeps://undocs.org/S/2020/151; Jang Seul-gi, “Norch Korea’s
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North Korean coal”  Reuters, December 10, 2018, heeps://www.reuters.com/article/us-norchkorea-southkorea-coal/
south-korean-prosecutors-indict-four-for-importing-north-korean-coal-idUSKBN1090TP.
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Pyongyang’s profits from this illicit trade. Cross-border trade with China, which had included
both non-sanctioned trade (food, fertilizer, consumer goods) and sanctioned trade (minerals,
seafood) also showed signs of recovery.” North Korean workers in Russia, China, Africa, and
the Middle East overstayed the labor export ban after relocating to less visible worksites.>

Pyongyang had also learned to launder cryptocurrencies.®” Few vendors accept cryptocurrencies
as payment for goods or services, which creates a vulnerability when Pyongyang converts crypto-
currency into fiat currency.”® The Justice Department recently sued to forfeit cryptocurrencies
that Pyongyang stole from exchanges.’ The Treasury Department has also increased its regula-
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Currency Industry,” October 2021, heeps://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf. In
2021, a US. citizen was prosecuted and pled guilty to helping Pyongyang use cryprocurrency to evade sanctions. U.S. Dep't of
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tory oversight over cryptocurrency transactions,™ but the efforts were too little and too late.

Again, the Trump administration failed to act. It had the authority to increase inspections of
imports from ports that failed to inspect cargo to and from North Korea, as required by UN reso-
lutions, but it did not. It had the authority to bar ships from U.S. waters that flew the flags of
states that registered North Korean smuggling ships, but it did not use that authority, either. It
could have required maritime insurers to drop ships that turned off their Automatic Identification
Systems, but it did not.* It could have asked friendly flag states to allow the Coast Guard to board
North Korean smuggling ships, or asked friendly nations to seize North Korean ships in their ports
and hold them until U.S. authorities could take possession of the ships and forfeit them. Tt did
this only twice.* It could have asked Congress for the authority to ground Air Koryo flights and
end its arms smuggling business, but it did not.® It should have denied aid to states that broke the
UN arms embargo to purchase North Korean weapons, but it did not.#¢

After 2018, OFAC’s North Korea sanctions designations mostly blocked low-level operatives who
were casily replaced with other low-level operatives. Between 2017 and 2020, Treasury imposed
just four small civil penalties against violators of North Korea sanctions—none of them banks, and
none over $1 million—compared to eighteen Iran sanctions penalties and twelve Cuba sanctions
penalties, several of them in the hundreds of millions of dollars.* None of OFAC's designations
or penalties since May of 2018 is likely to have imposed a significant financial cost on Pyongyang,
as it outpaced OFAC's designations, adapted its front companies to evade scrutiny, and moved its
assets through other channels that the Tramp administration left unguarded.

360 US. Dep'e of Treasury, Office of Poreign Assers Control, “Sancrions Compliance Guidance for the Vireual Currency
Industry” Ocrober 2021, heeps://home.rreasury.gov/system/files/ 126/ viveual_currency_guidance_brochurepdf. OFAC’
guidance mencions North Korea sancrions compliance as a risk for the industry, and includes a brief case study of virenal currency
laundering by Chinese nationals on Pyongyang’s behalf,

361 22 US.C.§9225; S/RES/2270 € 18,

362 33US.C.§ 1232¢.
363 Consistent with North Koreas exclusion from the financial system, the Financial Crimes Enforcement Network

promulgared an enhanced due diligence regulation for financial at 31 C.ER. § 1010.659. It could have promulgared a similar
regulation for insurers in Pare 1020,
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“Deparement of Justice Announces Forfeirure of North Korean Cargo Vessel,” Ocrober 21, 2019, hreps:/ /www.justice.gov/opa/
pr/department-justice-announces-forfeirure-north-korean-cargo-vessel.

365 A legislative amendment would have been necessary to override a statutory limiration on the application of sanctions
ro rransactions incident to travel. 50 US.C. § 1702(b)(4).

366 22US.C.§9223.

367 US. Dep't of Treasury, “Givil Penalries and Enforcement Information, Civil Penalries Enforcement Chare)” accessed
Aungust 30, 2020, hurps:/ /home.treasury.gov/policy-issues/ financial-sancrions/civil-penalties-and-enforcement-information.
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Treasury Department Civil Penalties by Country, 2017-2020s

N. Korea Burma Syria Sudan Cuba Iran
2017 148,698 204,277 17,500
372,465 516,105 515,400
10,000 100,871,266
87,255 148,698
148,698 259,200
12,027,066
518,063
415,350
1,220,400
521,163 966,335 115,992,943
2018 53,966,916 53,966,916* 53,966,916
145,893 5,263,171 2,774,972
5,263,171
54,112.809 59,230,087 62,005,059
2019 996,080 639,023,750* | 639,023,750* [639,023,750* |5,512,564 13,381
611,000,000% | 611,000,000* [ 611,000,000* | 639,023,750* [506,250
190,700,000 221,500 1,869,144
210,600 611,000,000% [ 639,023,750*
325,406 213,866
2,718,581 611,000,000
170,535 871,837
1,709,325
1.250,023.750 |1.250,023.750 |1.440.934.350 |1.258.978.336 |1.255.207.553
368 US. Dep't of Treasury, “OFAC Recent Actions,” accessed Seprember 13, 2020, heeps://home.treasury.gov/policy-is-

sues/financial-sanctions/recent-actions. Because many of the civil penalties against banks involved violations of sanctions against

multiple countries, and because penalries against banks were almost always several orders of magnitude larger than penalties

against non-bank respondents, several of these columns double-count the same penalries.
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2020 665,112 1,125,000 134,513 894,111 257,861 473,157
134,523 824,314
134,523

799,635

1,431,994

Still, the effects were slow to dissipate, and Kim's diplomatic positions revealed the degree to
which they concerned him. In early 2019, he made sanctions relief his principal demand at his
meeting with President Trump at Hanoi. Revealingly, he demanded “only” the lifting of the post-
2016 sanctions, in an implicit concession that only NKSPEA and CAATSA sanctions had affect-
ed the state’s finances. Clandestine reporting from inside North Korea suggested that his failure
to secure sanctions relief fueled some latent discontent after Kim raised, and then failed to meet,

expectations for sanctions relief.

Congress did not force the Trump administration to enforce sanctions, but it did act to rebuild
and modernize the Treasury Department’s Anti-Money Laundering capacity. In the 2020 National
Defense Authorization Act, it required FinCEN to create a registry of beneficial ownership infor-
mation,™ strengthen international anti-money laundering cooperation,” help build anti-money

laundering compliance abroad,” tighten suspicious activity reporting rules for banks, improve

369 Stephanic Nebehay, “North Korea seeks sanctions relief, Reuters, March 19, 2019, heeps://in reuters.com/article/
northkorea-usa-nuclear-sanctions-idINKCNIROTEH; “UN. expere says Kim Jong Un demand shows sancdons work)” AP,
March 13, 2019, heepy/ fwwwaasahi.com/ajw/articles/ AJ201903130021heml; Scephan Haggard and Marcus Noland, “Here’s
why Kim Jong un pur sancrions firsr—and why Norch Korea is not Vietnam,” Washington Post, February 28, 2019, heeps:/ /www,
/2019/02/28/heres-why-kim-jong-un-put-sanctions-firse-why-north-korea-is-not-viernam/.

cth Koreans hope summit to bring sanctions relief] Dasly NK, February 28, 2019, heeps://www,

washingronpaost.com/politi
370 Kang Mi-jin, “N

dailynk.com/english/north-koreans-hope-summir-to-bring-sancrions-relief/; Myungchul Lee, “North Korea Issues Directives

10 Prevent Unrest Qver Uncertainey Aboue US Summic” Radio Free Asia, May 30, 2018, hreps:/ fwww.rfa.org/english/news/
s-summit-05302018144405 heml; Kang

Mi-jin, “Views on Hanoi Summit continue to be mixed among North Koveans,” Daify NK, April 15,2019, heeps:/ /www.dailynk.

korea/north-korca-issues-directives-to-prevent-unrest-over-uncertainty-aboue-

com/english/views-on-hanoi-summit-continue-to-be-mixed-among-north-koreans/; Tac-jun Kang, “North Koreas Internal
Seruggles Hine Thar Sancrions Are Working,” The Diplomat, April 8, 2019, heeps://thediplomat.com/2019/04/north-koreas-
incernal-struggles-hint-that-sancdons-are-working/: Jang Seul-gi. “N. Koreans criticize government calls for “self-reliance.” Daily

NK, January 14, 2020, heeps:/ /www.dailynk.com/english/n-koreans-criticize-government-calls-for-self-reliance/.

371 National Defense Auchorization Ace for Fiscal Year 2021, Pub. L. No. 116-283, 134 Stat, 3388 (2021), heeps://www.
goverackus/congress/bills/ 116/he6395/texe.

372 1d.§ 6403,

373 Id. §§ 6106, 6108, 6111-6112,

374 Id. §§ 6201-6206.
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whistleblower reward programs,” and strengthen the subpoena powers of the Treasury and Justice
Departments for records of foreign banks that maintain U.S. correspondent accounts.” It also
ordered a study of money laundering by the Chinese financial industry and “the efforts of author-
itarian regimes to exploit the financial system of the United States.””

3. 2018 to 2021: Strategic Patience 2.0

In 2021, some journalists still wrote about “maximum pressure,”* but did the Treasury Depart-
ment’s public enforcement data support the assumption behind that description? OFAC issued
40 North Korea designations in 2019 (compared to 183 Venezuela designations); 16 in 2020
(and 7 designation removals, for a net of 9, compared to 16 Nicaragua designations); and 9 in
2021 (compared to 27 Venezuela designations and 14 Nicaragua designations).” OFAC’s 2021
designations were also qualitatively modest—a senior North Korean official and a government
office without direct exposure to the financial system, and a group of animation studios that
constituted one tentacle within a global money laundering network. OFAC announced them
in December, after the first one-year period with no North Korea sanctions designations since
2012

In 2022, the Biden Administration froze the assets of 21 entities, including six North Koreans pro-
curing WMD materials and technology from Russia, five North Korean trading companies, two
small Russian banks, four Russian trading companies, and two Russian nationals. It also froze two
cryptocurrency mixing services, one of which had reported links to the Russian FSB, and which
are probably the only significant designations of 2022.

Treasury also issued small civil penalties against an Australian shipper and an American gift card
company for unlicensed dealings with North Korea. It did not announce any indictments or major
penalties against the three major Chinese banks that defied a Washington, D.C. grand jury inves-
tigation into laundering money for North Korea, and that the Chief District Judge had held in

contempt of court. It did not announce a conviction or sentence against Huawei, which is under

375 Id.§ 6314,

376 Id. § 6308.

377 Id. §§ 6507-6508.

378 Edward White, “North Korea: the failure of ‘maximum pressure’ on Kim’s isolated regime;” Financial Times, August 9,
2021, heeps://www.ft.com/content/53ecd94f-6¢dS-4ed9-9729-56debeccf5 3c.

379 See generally US. Dep't of Treasury, Office of Foreign Assets Control, OFAC Recent Actions, last accessed December
26,2021, heeps://home.treasury.gov/policy-issues/financial-sanctions/recent-actions.

380 US. Dep'e of Treasury, “Treasury Sanctions Perpetrators of Serious Human Rights Abuse on International Human
Rights Day,” December 10, 2021, heeps://home.treasury.gov/news/press-releases/jy0526.
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indictment in the Eastern District of New York for violating North Korea sanctions, It has not
sanctioned the Russian or Chinese ports or shippers that are smuggling North Korean coal, which
provides most of Kim Jong-un's income.

In 2021, OFAC finally issued its first North Korea-related civil penalty to a financial institution,
against U.S.-based TD Bank. The penalty did not target Pyongyang’s overseas money laundering
infrastructure, but North Korea’s UN Mission in New York. TD Bank staff, perhaps not under
standing the difference between North and South Korea, had processed 1,479 transactions for
the UN Mission without obtaining the requisite OFAC licenses, which OFAC’s penalty notice
suggested that it would likely have granted. The penalty of $105,238.65 was small when com-
pared to other civil penalties against banks, which often reach nine-digit fevels. Still, the threat
of penalties, prosecution, or adverse publicity probably encouraged large correspondent banks to
scour wire transfer data for North Korean connections, and this likely would have had residual, if

hidden, effects on the complexity and risk premiums of Pyongyang’s money laundering.

381 US. Dep'rof Treasury Enforcement Release, “OFAC Serdles wich TD Bank, N.A. for $115,005.04 Relaced to Apparent
Violations of the North Korea Sanctions Regulations and the Forcign Narcotics Kingpin Sancrions Regularions,” December 23,
2021, heeps://home.treasury.gov/syseem/ files/ 126/20211223 T DBNA pdf.

382 See, e.g.. Gibson Dunn, “2020 Year-End Sanctions and Export Controls Updare)” Febraary 5, 2021, hrrps://www.
gibsondunn.com/2020-year-end-sanctions-and-expore-conerols-updare/. Careful observers of QFAC civil penalries will note a

typical lag of several years berween the publicarion of a wransacdon licensing requirement or designarion and the announcement
of a penaley against a bank for violaring the requirement. The recency of OFAC’s updared North Korea sanctions regulations
may explain, in pare, the lack of significant penalties against any foreign banks to dare. The effeces of industry compliance on
Pyongyang’s fnances is unquantifiable, at least in an open source, because most of Treasury’s relevant dara are classified,
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If the pressure created by sanctions had begun to dissipate since 2018—as Pyongyang adapted, set
up new front companies, and deployed new agents faster than OFAC designated them,** and as
the Biden administration was unwilling to sanction Chinese and Russian companies for their vi-
olations***—it was also difficult to measure sanctions’ peak effects or halflife due to Kim Jong-un’s

own decisions.

By late 2022, North Korea had been under a selfimposed blockade for nearly three years—ostensi-
bly as a precaution against COVID-19, but probably to reassert Kim’s control over an increasingly
marketized economy and conserve hard currency for weapons programs and other state priorities.
Kim enforced the blockade by posting soldiers along the border and issuing shoot-on-sight orders.»¢
Bleak economic conditions are the norm in North Korea, but by early 2021, the North Korean
economy was probably at its lowest point since the post-famine years. The Bank of Korea estimat-
ed that in 2020, North Korea’s economy contracted by 4.5 percent, its largest contraction in 23

383 Go Myong-hyun, “Not Under Pressure—How Pressure Leaked Our of North Korea Sanctions,” Asaz Inst. for Policy
Studies, June 18, 2020, hrep://en.asaninst.org/contents/not-under-pressure-how-pressure-fizzled-out-of-north-korea-sanctions/.
384 Chaewon Chung, “Washingron to Beijing: ‘Put some bite” into sanctions against Norch Korea,” NK News, November
9, 2021, heeps:/ /www.nknews.org/2021/11/washingron-to-beijing-put-some-bite-into-sanctions-against-norch-korea/ 2urm_
source=dlvr.it&urm_medium=twirter.

385 Harry Clinch, “How COVID-19 is giving a boost to North Koreas central bank.” NK News, December 17, 2021,
heeps://www.nknews.org/2021/12/how-covid-19-is-giving-a-boost-to-north-koreas-central-bank/;  Andrew Yeo, Brookings
Inst., Order From Chaos blog, “North Korea is addressing the pandemic in its ‘style. Thar means leaving a lot of people hungry.”
heeps://www.brookings.edu/blog/order-from-chaos/2021/11/22/north-korea-is-addressing-the-pandemic-in-its-style-chac-
means-leaving-a-lot-of-people-hungry/; Jeong Yong-see and Shim Kyu-seok, “Norch’s trade volume wich China plummets amid
closed borders, flooding,” Joongang Daily, August 25, 2020, heeps://koreajoongangdailyjoins.com/2020/08/25/national/nort-
hKorea/trade-North-Korea-construction/20200825175000347. heml; William Brown, “Is Tight Money and Sanctions Driving
North Korea into Depression?,” Korea Economic Institute, Zhe Peninsula blog, July S, 2019, hreps://keia.org/the-peninsula/
is-tight-money-and-sanctions-driving-north-korea-into-depression/.

386 Andrei Lankov, “Enhanced border controls hurtle North Korea into a new information dark age,” NK News, December
16, 2021,  heeps://www.nknews.org/2021/12/enhanced-border-controls-hurtle-norch-korea-into-a-new-information-dark-
age/2urm_source=dlvr.it&urm_medium=cwiccer; “Why did chey kill him?” How residencs feel abour the recenc shooring of
residents escaping into China,” Rimjin-Gang, Dec.14, 2021, heeps://www.asiapress.org/rimjin-gang/2021/12/military/jyugeki/;
“3 People Shot Trying to Cross the Border into China, 1 Dead,” Rimjin-Gang, December 9, 2021, heeps://www.asiapress.org/
rimjin-gang/2021/12/milicary/shooting/; “East Coast Ports Closed Again, Fishing Banned for 40 Days Due to Fishermen’s
Violation of Coronavirus Rules] Rimjin-Gang, December 6, 2021, heeps://www.asiapress.org/rimjin-gang/2021/12/soci-
ery-economy/kinryou/; “North Korea’s border wich China is under martial law, Rimjin-Gang, December S, 2021, heeps://www.

asiapress.org/rimjin-gang/2021/12/society-economy/human/.
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years.* Major industries were idled for lack of spare parts and materials,™ and the state could not

shield even the security forces and the elites from the effects of this economic distress.®

There was no evidence of famine, but the food situation was strained in both the capital and

the provinces, and the state also expelled almost all humanitarian aid workers.” Most diplomats

387 “N,
co.ke/view/.

Korea's economy tanks 4.5 per in 2020 on sanctions, pandemic,” Yorhap News, December 23, 2021, hueps://enyna.
N2
s Renters, July 30, 2021, hueps://wwwienbe.com/2021/07/30/north-koreas-economy-shrank-most-in-23-years-
says-south-korea-central-bank heml.

Mine Suspends Racions to Workers Amid North Koreas Wider Economic Troubles” Daily

‘dailynk com/english/hyesan-copper-mine-suspends-rations-to-worke:

0211223002600320%inpuc=tw; “North Korea's economy sees biggest coneraction in 23 years, South Korea's
central bank s

388 “Hyesan Youth Copper
NK. December 22, 2021, heps
wider-economic-rroubles/; “Major Facrory Shuts Down as Workers Leave Following 6 Months of Unpaid Labot” Rimjin-Gang,

amid-norch-koreas-

October 11, 2021, heeps:/ /www.asiapress.org/rimjin-gang/2021/10/sociery-cconomy/ factories/; Simon Denyer, “Norch
s Economy Is Ravaged By Sanctions and Pandemic Isolation. Kim Is Lashing Our.,” Wash. Pust, February 21, 2021, herps://
swashingronpost.com/world/asia_pacific/north-korea-kim-economy-crisis/2021/02/19/16d108d8-706b-11eb-8651-
6d309 teach3f_storyheml; Yosuke Onichi, “Key North Korea faccory shurs down from COVID-19 parts shoreage,” Nikkei
Asia, February 8, 2021, heeps://asia nikkel.com/Spotlight;

-Korea-ae-crossroads/ Key-North-Korea-factory-shus-down-from-
COVID-19-parts-shoreage {reporting the closure of the Namhung Youth Chemical Complex near Pyongyang).
389 Jeongmin Kim, “ Fishing for legitimacy? Kim Jong Un sends blocks of seafood to Pyongyang elites” NK News, December
21, 2021, heepse//wwwnknews.org/2021/12/ fishing-for-legitimacy-kim-ong-un-sends-blocks-of-scafood-to-pyongyang-
elices/20=1647878246849; Chang Gyu Ahn, “Promised new homes don't marerialize for retired Norch Korean soldiers.” Radio
Freg Asia, December 20, 2021, heeps://www.rfa.org/english/news/korea/housing-12202021184147 heml; “Serions Shorrage
of Military Racions Leaves Officers’ Families Facing Hunger” Ringjin-Gang, November 29, 2021, hreps://www.asiapress.org/
rimjin-gang/2021/11/military/konkyu/; “North Korea Ministry of State Security Agents Complain of Inadeqace Low-Quality
Rations,” Daily NK, November 9, 2021, heeps://dailynk.com/english/north-korea-ministry-state-securiry-agents-complain-in-
adequate-low-quality-rations/; Bugene Whong, “Norch Korea sends delegation o China for emergency supplics,” Radio Free
Asia, November 12, 2021, heeps://wwwirfa.org/english/news/korea/by-jicun-kim-11122021202042 heml; Jeong Yon Park,
“Hungry North Korean Construction Workers in Pyongyang Rob and Murder Citizens to Buy Food,” Radio Free Asia, May 12,
2021, heeps:/ /www.rfa.org/english/news/korea/construction-05122021190109. heml,
390 Michelle Ye Hee Lee, “Noreh Korea heads into ‘rense’ winter: Closed borders and food sapplies in question)” Hiash,

Post, December 5, 2021, hups://wwwawashingronpost.com/world/asia_pacific/norch-korea-food-winter-kim/2021/12/04/
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wich China” UPL August 19, 2020, heeps://wwwapicom/Top_News/World-News/2020/08/19/UNICEF-Norch-
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also left the country after Kim locked them down and prevented them from sending diplomatic
mail.#®" By 2021, there was no reliable or precise way to learn, disaggregate, or compare the effects
of sanctions to those of the blockade, but the blockade was indiscriminate and recognized no

humanitarian exemptions.*?

In the fifth year of Treasury’s enforcement pause, Pyongyang was able to maintain the stability of
its currency, aside from a few exchange rate surges and falls. A counterintuitive appreciation in the
North Korean won’s value in 2021 was likely the result of state manipulation, such as the threat to
confiscate foreign currency,” but most economists agreed that the manipulation was not sustain-
able.® The state’s issuance of coupons as a currency substitute fueled more speculation about the

long-term stability of the North Korean won.»

insecure, worsened estimates after COVID-197 NK News, August 12, 2020, heeps://www.nknews.org/2020/08/
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Severe Measures to Stave Off the Coronavirus” December 17, 2020, heeps://carnegicendowment.org/2020/12/17/
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Some observers suggested that North Korea’s economic decline was taxing the cohesion and
legitimacy of the state—or threatened to.® Kim Jong-un was forced to accept the political cost
of acknowledging this. In mid-2020, for example, Pyongyang had to scrap the country's five-year
economic plan. State media admitted that the economy was still under significant pressure and
had failed to meet the state’s goals.”” Later that year, Kim conceded the severe economic effects
of sanctions—and those of the quarantine, floods, and other causes—in a tearful speech to Party

members.® Kim himself could still buy limousines and build mansions,* but his appearance
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deteriorated noticeably in 2021, leading to speculation about his health.® But by late 2021,
Kim must have calculated that he could accept the political risk of public discontent, or presum-
ably, he would have eased the blockade or accepted foreign aid. After all, evidence from inside
North Korea suggested that the pandemic had entered North Korea despite his blockade.

C. Disposition of Blocked and Forfeited
Proceeds of North Korean Kleptocracy

Today, the proceeds of Kim Jong-un’s kleptocracy draw interest in government accounts as they
await disbursement to his American judgment creditors. Changes in the law since 2005, when
the Federal Reserve returned the assets frozen in Banco Delta Asia to Pyongyang as part of a
disarmament agreement, mean that most of the North Korean state funds frozen since 2016
will be disbursed to the judgment creditors of the four listed state sponsors of terrorism—Iran,
Syria, Cuba, and North Korea. Under the new U.S. Victims of State Sponsors of Terrorism Act,
75 percent of the proceeds of civil fines, penalties, and forfeitures, and all proceeds of criminal
fines, penalties, and forfeitures collected for North Korea-related violations of the [IEEPA—and
of any related offense arising from doing business with or on behalf of North Korea—must be
deposited into the United States Victims of State Sponsored Terrorism (USVSST) Fund.i

lic-suffers/ 2t=1645545666939; “North Korean leader Kim Jong Un’s limousine rolls into Vietnam’s capiral, Hanoi, ahead of
summit wich Trump,” Associated Press, February 25,2019, hteps://apnews.com/article/af07a2 1e1d 1b4c1bb326365097b9d37d.
A comparison of Kim’s image ac his facher’s funeral in 2011 and his appearance ac a December 2021 memorial service for his
father shows him looking gaunt and unhealthy, with most of the deterioration apparently occurring in lace 2021. Cf. “Missile
tests, horse rides and executions: Kim Jong-un’s leadership in pictures” Zhe Guardian, December 17, 2021, hreps://www.
theguardian.com/world/gallery/2021/dec/17/missile-tests-horse-rides-and-executions-kim-jong-uns-leadership-in-piccures,
and Jack Dutron, “Kim Jong-Un Looks Noriceably Thinner in North Korea TV Appearance,” Newsweek, December 17, 2021,
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“Twitcer, December 17, 2021, heeps://twitter.com/BBCLBicker/status/ 1471767903846694917.
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Using an exemption to the Foreign Sovereign Immunities Act, scores of ULS. persons have sued
Pyongyang for damages caused by its terrorism and torture.* Pyongyang has never entered an
appearance in court to contest those suits. Consequently, the courts have entered over $2 billion
in default judgments against the Government of North Korea, including a February 2021 jude-
ment awarding $1.2 billion to dozens of former crew members of the U.S.8. Puebly, their estates,
and their surviving family members.

Since North Korea’s designation as a state sponsor of terrorism in 2017, its judgment creditors
may make claims from the USVSST Fund. Although each claim against the Fund is capped at
$20 million, the large number of plaintiffs with judgments against Pyongyang results in only
a modest reduction in the amount that could be recovered from the Fund.® In 2017, 2019,
and 2020, the Special Master dishursed three rounds of payments of over $1 billion for claims
against Iran, Libya, and other current or former state sponsors of terrorism. More than $27

billion in claims remains outstanding."”

One possible indication of these judgment collections is that in 2018, the Treasury Department
held $74 million in funds blocked for violations of sanctions against North Korea. Only some of
these funds were property of the North Korean government. About half of that amount was fro-

403 28 US.C.§16054.
404 See Warmbier v. Democratic People’s Republic of Korea, No. 18-00977 (D.D.C. 2018) (awarding $501 million ro family
of an American student the courr found o have been tortred ro deach in North Korean custody); Kim o, Democratic Peoples
Republic of Korea, No. 09-cv-00648 (D.D.C. 2015) {awarding $330 million ro family of US. ¢
agents in China, carried into North Korea, and searved and cortured eo death); Calderon-Ce

ident abducted by North Korean
rdona v. Demacratic Peaple’s Republic
of Kovea, No. 08-cv-1367 {D.P.R. 2010) (awarding $378 million to survivors and family members of vicrims of 1970 arrack ar
Lod Airporr, Isracl, carried our by Norch Korean-trained and armed Japanese Red Army terrorists): Kaplan v. Hezbollah, No.
09-00646 (D.D.C. 2016) {awarding $169 million to family of man killed by Hezbollah rocker arrack from North Korean-
designaced bunker complex); Massie . Gavernment of the Democratic Peoples’ Republic of Kovea, No, 06-00749 (D.D.C. 2018)
(awarding $69 million to rorrured survivors of US.S. Pueblo).

405 Jobn Doc.d-l, ctal, v. Demnocrntic Peaple’ Republic of Korea, No. 18-cv-00252 (2021),

406 34USC.§ 20144(d)(3)(A) ).

407 Jennifer K. Elsea, “Justice for United States Victims of State Sponsored Terrorism Ace:

Cligibilicy and Funding,,
Congressional Research Service, February 9. 2021, hrep://crsrepores congress.gov/product/pdf/IF/IF10341.
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zen between 2005 and 2008.%¢ By 2020, that amount declined to less than $32 million,® probably
reflecting the collection of civil judgments against blocked funds and deposits into the USVSST
Fund.

Unless Congress amends the USVSST Act, it would require years of determined enforcement
to satisfy these judgments and create a surplus that may be used for other purposes, including
humanitarian ones that benefit the people of North Korea. The fact that the fines, penalties,
and forfeitures related to violations of Iran, Syria, and Sudan sanctions are also available to pay
these judgments might abbreviate this timeline, but the opposite is also true. North Korea-re-
lated fines, penalties, and forfeitures would also be available to pay the victims of terrorism
sponsored by Iran, Syria, and Sudan.

Thus, building a surplus of funds for escrow in the near future would require an amendment of the
USVSST Act. The model legislation at Appendix B would share fines, penalties, and forfeitures col-
lected from the enforcement of North Korea sanctions between the USVSST fund and the escrow
fund created by the model legislation. The escrow fund would pay for enforcement, administration,
and enforcement capacity-building; food, agricultural, medical, and disaster aid, refugee assistance,
and infrastructure rehabilitation; and finally, the promotion of human rights and freedom of infor-
mation programs inside North Korea. If Pyongyang refuses to accept monitored humanitarian aid,
the result would be to raise the proportion of funds used for freedom of information and human
rights promotion programs. After the total collections of North Korea-related fines, penalties, and
forfeitures into the USVSST Fund exceed the sum of civil judgments against Pyongyang, further
collections would be deposited into the escrow fund. Given the large amounts historically collected
from foreign banks for evading Iran, Syria, and Cuba sanctions, an escrow fund could plausibly fund
an annual World Food Program appeal for North Korea within a year of the enactment of the model
legislation.

408 US. Dep'e of Treasury, “Terrorisc Assets Report: Calendar Year 2018 Twenty-Sevench Annual Report to the Congress
on Assers in the United States Relating to Terrorist Countries and Organizations Engaged in Incernational Terrorism,” (2018),
table 1, heeps://www.treasury.gov/resource-center/sanctions/ Programs/Documents/tar2018.pdf; US. Dept of Treasury,
“Terrorist Assets Report: Calendar Year 2007 Sixteenth Annual Report to the Congress on Assets in the United States on Assets
in the United States of Terrorist Countries and Internarional Terrorism Program Designees,” (2007) table 1, heeps://home.
treasury.gov/system/files/126/tar2007.pdf.

409 US. Dep'e of Treasury, “Terrorist Assers Report: Calendar Year 2020 Twenty-Ninch Annual Report to the Congress
on Assers in the United States Relating to Terrorist Countries and Organizations Engaged in Incernational Terrorism,” (2020),
Table 1, heeps://home.treasury.gov/system/files/ 126/tar2020.pdf.
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In the medium term, building a surplus of funds for escrow will require the dedication of enough
resources to enforce the laws that form the basis for those collections. ™ In the interests of equity for
the judgment creditors wronged by Pyongyang's acts of terrorism and torture, the model legislation
also returns a portion of any unexpended funds collected—but unexpended—to the USVSST.

In the long term, a sufficiently resourced, politically empowered, whole-of-government sanctions
enforcement campaign could collect enough proceeds of kleptocracy to fully fund the WFP’s annual

appeals—money that would otherwise be used or earmarked to buy weapons, yachts, and ski |

So it tends to be with Pyongyang: it dazzles our consciences with such a wide spectrum of evils that
we are forced into agonizing choices, selecting which evils to address, and which evils to overlook
and passively perpetuate, as allowing it access to our financial system assuredly does. Do we feed
a few of the hungry or demand access to all of them, or do we try to stop its nuclear proliferation
and prevent a devastating war? Do we compensate American victims of torture or help North Ko-
rean victims of kleptocracy? In the end, the people of a nation hold the highest claim to its wealth.
But no one speaks for the people of North Korea, least of all their government. A state without

ethical or political legitimacy holds no claim to stolen economic sovereignty, either.

410 Accordingly, the model legislarion appended to this teporr would allow the first $45 million collecred from North

Korea-related fines, penalties, and forfeirures collecred cach year o be used ro augment personnel ro enforce the NKSPEA.
Upon the satisfaceion of all North Korea-relared judgments eligible for claims against the Vicrims of Terrorism Fund, any furcher
revenues from Norch Korea-relared fines, penaleies, and forfeitures would be deposiced into the escrow fund proposed here.

411 S/RES/1718 €3,
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Part IV— Escrow: Toward a Durable Peace Through Justice
A. How Not to Give Sanctions Relief: Lessons from History

The challenge Kim Jong-un presents to the world today is whether our laws and our principles are
more powerful than our greed, our vanity, and our false sense of futility. Three decades of disar-
mament agreements between presidents of both parties and Pyongyang have disappointed human
rights advocates who hoped that American diplomats would use their economic, legal, diplomatic,

and moral leverage to extract the transparency and reform essential to a lasting peace.

The Clinton administration’s Agreed Framework of 1994 made no mention of human rights or
political reforms, unless one chooses to interpret a vague reference to “issues of concern to each
side” as such.”2 The February 2007 Joint Statement at the Six-Party Talks made no mention of
human rights, unless one chooses to interpret a vague reference to “pending bilateral issues and
moving toward full diplomatic relations” as such. Even this vague conversation was only to be
sidelined to working groups, and only after the lifting of most U.S. sanctions forfeited Wash-
ington’s then-considerable economic leverage.”> The 2012 Leap Day Agreement was a limited
freeze-for-freeze agreement that promised Pyongyang some food aid, but did not explain how to de-
liver it to North Korea’s hungriest people, and did not mention human rights.”* And after President
Trump’s 2017 speech before the National Assembly in Seoul focused heavily on human rights, the
Joint Statement at the 2018 Singapore summit omitted any mention of them."

These agreements also disappointed those who longed for peace, or for the less ambitious goal of
calm. The 1994 agreement broke down when the Bush administration accused Pyongyang—accurate-

412 Agreed Framework of Between the United States of America and the Democratic People’s Republic of Korea, October 21,
1994, INFCIRC/457, hreps:/ /www.iaca.org/sites/default/files/ publications/documents/infcircs/1994/infcirc457.pdf.

413 US. Dept’ of State, Initial Actions for the Imple jon of the Joint Si Between the United States, the Democratic
People’s Republic of Korea, the Republic of Kovea, Japan, the Russian Federation, & the People’s Republic of China, February 13,2007,
heeps://2001-2009.stace.gov/r/pa/ prs/ps/2007/february/80479 hem.

414 Steven Lee Myers and Choe Sang-hun, “North Koreans Agree to Freeze Nuclear Work; US. to Give Aid,” February 29,
2012, heeps://www.nytimes.com/2012/03/01/world/asia/us-says-norch-korea-agrees-to-curb-nuclear-work heml.

415 “Remarks by Presidenc Trump to the Narional Assembly of the Republic of Korea, Seoul, Republic
of  Korea”  The  White  House, November 7, 2017,  hteps://wwwwhitchouse.gov/briefings-

remarks-presidenc-trump-national-assembly-republic-korea-seoul-republic-korea/.

416 “Joint Statement of President Donald J. Trump of the United States of America and Chairman Kim Jong Un
of the Democratic People’s Republic of Korea ac the Singapore Summit,” June 18, 2018, hteps://www.whitchouse.gov/
briefings-statements/joint-statement-president-donald-j-trump-united-stares-america-chairman-kim-jong-un-democratic-peo-

ples-republic-korea-singapore-summit/.
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ly, we now know*"—of developing a parallel uranium enrichment program and stopped the delivery
of fuel oil and the construction of two lighewater reactors. Pyongyang then expelled TAEA inspectors
and withdrew from the agreement.™

Bush’s 2007 agreement broke down when Pyongyang refused to deliver a complete declaration of its
nuclear programs and provided samples of aluminum tubing smeared with traces of highly enriched
uranium.*® President Obama’s limited 2012 test freeze agreement broke down two weeks later when
Pyongyang announced a “satellite” test.®

If one accepts that President Trump and Kim Jong-un reached a binding agreement in Singapore
at all, it has—to date~coincided with a halt in nuclear tests and longrange missile tests, but also
with a series of short-range missile tests,* continued production of fissile material and ballistic
missiles,” and the development of a submarine capable of launching them.” After three face-
to-face meetings between Trump and Kim, Pyongyang continues “striving to build a credible
regional nuclear warfighting capability that might evade regional ballistic missile defenses.”
Most ominous is the recent display of an intercontinental ballistic missile in Pyongyang.

417 “Weapons of Mass Destruction: Trade Between Notth Korea and Pakistan,” Congressional Research Service, November
28, 2006, herps:/ fwww.everycrsreportcom/files/20061128_RL31900_71d9666b1740a6042268a1 0636345 1c248¢09579.pdf.
418 “US-DPRK  Agreed Framework! Nuclear Threar Insi, Ocrober 26, 2011, hups://www.atiorg/learn/
treaies-and-regimes/us-dprk-agreed-framework/.

419 Arshad Mohammed and Susan Comwell, “US Looks for N. Korean declaration ‘in near furare,” Rewsers, June 20, 2008,
heeps:/ Mwww.rent
December 21, 2007, hreps://wwwavashingronposc.com/wp-dyn/content/arcicle/2007/12/20/AR2007122002196_ptheml.

om/article/id USN20478345; Glenn Kessler, “Uranium Traces Found on N. Korean Tubes,” Washington Post,

420 Andrew Quinn, “Insight: Obama’s North Korean leap of faith falls shore” Remsers, March 30, 2012, heeps:// www.reuters.
s-shore-idUSBRES2T0GT20120330.

421 Julia Masterson, “Norch Korea Teses Fiese Missiles of 2020, Arms Costrol Asssn., April 2020, heeps:/ /wwwearmscontrol.
org/act/2020-04/news/north-korea-tests-first-missiles-2020.

422 Mary Bech Nikicin and Samuel Ryder, “North Koren's Nuclear Weapons and Missile Programs,” U, Congressional
Research Service, July 14, 2020, heps:/ /as.org/sgp/crs/nuke/ TF10472,pdf; Julia Mascerson, “Nortch Kor¢a Continues Uranium

com/arricke/us-korea-north-usa-leap/ insight-obamas-norch-korean-teap-of-faich-fal

Envichment” drms Control Today, Ocrober 2020, hueps://www.armsconcrol.org/ace/2020-10/news/norch-korea-continues-ura-

nium-enrichmene#. X 3swrjySKNkwirrer; Joby Warrick and Simon Denyer, “As Kim wooed Trump with ‘love leceers) he kepr
v. intelligence shows,” Washington Post, Scprember 30, 2020, heeps://wwwawashingtonpost.com/
nationab-securicy/rrump-kim-north-korea-nuclear/2020/09/30/2b7305¢8-032b-1 Leb-b7ed-141dd88560¢a_storyheml,

423 Dan De Luce, “Photos indicare North Korea may be building submarine capable of launching nuclear missiles” NBC

building his nuclear capabi

News, Auguost 28, 2019, heeps://www.nbenews.com/news/all/photos-indicate-north-korea-may-be-building-submarine-capa-
ble-launching-n1047066.

424 Mary Beth D Nikicin, “Norch Korea's Nuclear and Ballistic Missile Programs, Congressional Research Service In Focus,
June 6, 2019, hutps;//fas.org/sgp/ers/nuke/IF 10472 pdf.
425 Hyonhee Shin and Josh Smich, “North Korea unveils ‘monster’ new intercontinental ballistic missile at parade,”
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One could argue that the great failing of America’s presidents was the diplomacy of instant
gratification. Each, in turn, traded the leverage of sanctions—often painstakingly built through
years of investigation and diplomacy—for signatures and commitments that Pyongyang inevi-
tably failed to keep. Our government became moderately adept at imposing financial pressure,
but it never learned to use that pressure to secure a peace worthy of the name. We pursue what
the Reverend Martin Luther King once called “peace that had been purchased at the price of
capitulating to the forces of darkness.”

This is the type of peace that all men of goodwill hate. It is the type of peace that is obnox-
ious. It is the type of peace that stinks in the nostrils of the almighty God.**

We remember his admonition: “True peace is not merely the absence of tension: it is the pres-
ence of justice.”®

This not to deny our paramount interest in negotiating a durable end to Pyongyang’s WMD pro-
liferation—if that was ever possible. America’s paradox in this project has always been devising a
formula for meeting Pyongyang’s diplomatic demands for sanctions relief without surrendering
the leverage necessary to ensure that it keeps the agreements exchanged for those same demands.

Historically, Pyongyang has offered concessions just as sanctions created significant eco-
nomic pressure. Then, the U.S. would give “limited” sanctions relief in exchange, for-
eign investment would refill the state’s empty coffers, Pyongyang would renege, and the
U.S. would be left with neither its gains nor its leverage. One nuclear test later, a new gen-
eration of criminal investigators, intelligence analysts, sanctions examiners, and pros-
ecutors would begin the Sisyphean work of rebuilding that leverage. Pyongyang has
used this strategy with success for decades, and probably meant to repeat it at Hanoi.
Recently, it has become popular to refer to “snapback” sanctions. Kim Jong-un may have sought
snap-back sanctions relief at the Hanoi summit.”» The U.S. may also have floated its own snap-back

October 9, 2020, https://www.reuters.com/article/us-northkorea-missiles/north-korea-unveils-monster-new-interconti-
nental-ballistic-missile-at-parade-idUSKBN26V01K.

426 Rev. Martin Luther King, Jr., Remarks at the Dexter Avenue Baptist Church, Montgomery. Alabama, March 18,
1956, heeps://kinginsticuce.stanford.edu/king-papers/documents/when-peace-becomes-obnoxious.

427 Rev. Martin Lucher King, Jr., A Martin Lucher King Treasury 30 (1964), Educational Herirage, Yonkers, New York,
heeps://quoreinvestigator.com/2020/11/26/true-peace/#note-438619-1.

428 Lee Sang-yong, “Kim Jong Un explained US-DPRK summit strategy to party officials prior to Hanoi,” Daily NK,
March 22, 2019, heeps://www.dailynk.com/english/kim-jong-un-explained-us-dprk-summit-strategy-to-parcy-officials-prior-
to-hanoi/; “N K. leader says negoriations wich U.S. are first step to recognition as nuclear power: report,” Yonhap News, June 17,
2019, heeps://en.yna.co.kr/view/ AEN20190617006700325 2section=nk/nk.

429 Joyce Lee, “North Korea says Trump was open to ecasing sanctions wich ‘snapback’ clause:
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proposal at the UN Security Council in response to Russian and Chinese demands for sanctions
relief.® But the hard work of sanctions enforcement may require years of painstaking investigation,
including the cultivation of informants who risk their lives and those of their families;® years of in-
telligence collection and analysis; the drafting of affidavits for wiretaps and seizures; the negotiation
of proffers and plea agreements with cooperating witnesses; the presentation of evidence to grand
juries; the drafting of designation packages for the president’s signature; the drafting and litigation
of motions, indictments, and complaints; and finally, revealing the government’s evidence at trial.

The unsealing of an indictment, the designation of a front company, or the filing of a complaint
may expose investigative methods and sources to a ruthless, adaptable, and sophisticated adversary.
Once a sanction is relaxed, the target learns and adapts, and Washington’s leverage cannot be rebuilt
without more years of painstaking work. This is not work that “snaps” back.

1. UN Limits on Sanctions Relief

The Biden administration will inevitably come under strong pressure to offer Pyongyang some form
of sanctions relief to give it an incentive for a freeze or partial nuclear disablement. If the President
sought to provide Pyongyang with sanctions relief, his first step would be to seck the consensus of

South  Korean — media”  Remters,  March 25, 2019,  heeps://www.reuters.com/article/us-northkorea-usa/
north-korea-says-trump-was-open-to-easing-sanctions-wich-snapback-clause-south-korean-media-idUSKCN1R700D.

430 Lee Yu-jung and Sarah Kim, “US. tried flexibilicy on Norch Korea Sanctions, Joongang Daily,” January 4, 2020, heep://
koreajoongangdaily.joins.com/news/article/article.aspx aid=3072214.

431 One example is the unsealed docker in iz re Grand Jury Investigation of Possible Violations of 18 USC 1956 and 50 USC
1705, 18-me-175 (D.D.C. 2018), which reveals years of risky, painstaking, costly, and exhausting investigation and litigation, and
whose extensive record can be seen at heeps://www.dced.uscourts.gov/unsealed-orders-opinions-documents/Miscellaneous/2020.
See also United States v. $6,999,925.00 of Fundls Associated with Velmur Mgm't, Ltd., No. 17-¢v-01705 (D.D.C. 2017) (citing the
statements of two confidential informants in suing ro forfeir the proceeds of a conspiracy to commit money laundering and
smuggle oil from Russia to Singapore to North Korea). The action against Banco Delra Asia’s North Korean customers, which
Presidenc Bush reversed in 2007, resulted from years of patient incelligence collection, investigation, diplomacy, and law enforce-
ment. US. Dep’t of Treasury, Financial Crimes Enforcement Nerwork, “Imposition of Special Measure Against Banco Delra
Asia, Including Its Subsidiaries Delra Asia Credic Limited and Delta Asia Insurance Limited, as a Financial Insticution of Primary
Money Laundering Concern,” 72 Fed. Reg. 12730; David Lague and Donald Greenlees, “Squeeze on Banco Delta Asia hit Norch
Korea where it hure,” NY. Times, January 18, 2007, heeps://www.nytimes.com/2007/01/18/world/asia/18iht-north.4255039.
heml.

432 Banco Delta Asia, S.AR.L., et al., v. Financial Crimes Enforcement Network, et al., No. 12-cv-0333 (D.D.C. 2020)
(moving to disclose classified evidence to attorneys representing Banco Delra Asia).

433 Harry Kazianis, “Surprise meeting between Trump and Kim Jong Un could make progress
on North Korea nuke dispute) Fox News Opinion, June 28, 2019, heeps://www.foxnews.com/opinion/
harry-kazianis-surprise-mecting-between-trump-and-kim-jong-un-could-make-progress-on-norch-korea-nuke-dispure.
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the UN Security Council. Although any permanent member of the Security Council could veto the
alteration or removal of a sanction, neither Russia nor China would oppose sanctions relief. That
would leave it to the administration to persuade the representatives of France, the United Kingdom,

and the non-permanent members to support the negotiated terms.

Removing the designation of a specific person or entity, or granting a sanctions exemption to a specif-
ic activity, requires the unanimous approval of the 1718 Committee, whose members are appointed
by members of the Security Council.* For example, this procedure would apply to an exemption for
the Kaesong Industrial Complex, which would otherwise violate a UN ban on joint ventures and the
obligation to “ensure” that Pyongyang does not use its proceeds for WMD or luxury goods.*

None of these obstacles would stand in the way of sanctions relief in the form of food, medicine, and
appropriately monitored humanitarian aid through UN aid agencies, including the WFP, UNICEF,
or the UN Development Program. Russia and China complain about the impact of sanctions on
aid-related transactions, but the NKSPEA has explicitly authorized the Treasury Department to grant
licenses to financial institutions for that very purpose since 2016.% Instead, China and Russia pro-
pose to lift sanctions on dualuse machinery exports and technology transfers to North Korea; Pyong-
yang's exports of statues, textiles, and the forced labor that makes them in Chinese sweatshops;™ and
its exports of food, which China and Russia would rather sell in their own markets than let North
Koreans buy in theirs.®

2. U.S. Statutory Limits on Sanctions Relief

The Constitution grants Congress the power to regulate commerce with foreign nations.® Con-
gress exercises that authority through legislation enforced by the executive branch—the International

434 Michelle Nichols, “China, Russia revive push to lift UN. sanctions on North Korea, Rexters, November 2, 2021,
heeps://www.reuters.com/world/asia-pacific/china-russia-revive-push-lift-un-sanctions-norch-korea-2021-11-01/.

435 United Nations Security Council, “Security Council Committee established pursuant to resolution 1718 (2006),
accessed August 6, 2019, heeps://www.un.org/securitycouncil/sanctions/ 1718#work%20and%20mandare.

436 S/RES/2375 €18; S/RES/1718 € 8(d).

437 22US.C.§9228(d).

438 U.S. Customs & Border Protection, H317249: “Application for Further Review; 22 US.C. § 9241a; 19 US.C. § 1307;
Protest No. 4601-21-125334; Poof Apparel; Dandong Huayang Textiles and Garments Co., Ltd.; Forced Labor, March 5, 2021,
heeps://rulings.cbp.gov/ruling/ H317249.

439 “In full: China and Russia’s Dec. 2019 pitch for North Korea sanctions relief at the UN,” NK Pro, October 30, 2021,
heeps://www.nknews.org/ pro/in-full-china-and-russias-pitch-for-north-korea-sanctions-relief-at-the-un/ 2t=1648350300257.
440 US. Const. art. I, § 8, cl. 3; see Benjamin Alrer, “Sanctions are Congress's Path Back to Foreign Policy Relevance,”
Lawfare blog, March 27, 2018, heeps://www.lawfareblog.com/ Fanctions-are-congresss-pach-back-foreign-policy-relevance.
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Emergency Economic Powers Act of 1979 (IEEPA),* the Patriot Act,* the Export Administration
Act,* and the Criminal Code.* These laws regulate Pyongyang’s access to the U.S. financial system,
markets, and technology. There are also limitations in most annual appropriations acts against pro-
viding assistance to the government of North Korea.s In recent years, Congress has steadily restrict-
ed the President’s power to give sanctions relief without Pyongyang’s substantial performance on
disarmament and reform.

3. NKSPEA Limits on Sanctions Relief

In enacting the NKSPEA, Congress gave the President powerful new legal tools. It also put strict
limits on presidential discretion to refrain from imposing them, to suspend them, or to lift them.
Although Pyongyang has offered few disarmament concessions since Kim Jong-un first met President
Trump in June 2018,% some scholars in Washington, D.C. have already asked “whether and how to
roll back the complex regime of U.S. and multilateral sanctions.”*” Scholars who have studied this
thicket of UN resolutions, U.S. statutes, and regulations agree that they will be legally, practically, and

politically difficult to clear until Pyongyang makes significant progress toward disarmament, reform,

441 50 US.C. §§ 1701-1705 (2018).

442 USA Patriotr Act of 2001, Pub. L. No. 107-56, 115 Stat. 271 (2001).

443 Export Administracion Act, Pub. L. No. 96-72, 93 Stat. 503 (1979) (codified ac 50 US.C. app. § 2405).

444 See 18 US.C. § 981 (auchorizing the forfeiture of property involved in certain specified unlawful activities); id. §

»

1956(c)(7) (defining specified unlawful activities); icl. § 2333d (prohibiting unlicensed transactions wich governments that have
been designared as state sponsors of terrorism under section 6(j) of the Export Administration Act).

445 See H.J. Res. 31, Consolidated Appropriations Act of 2019, § 7007, Pub. L. No. 116-6 (2019), hteps://www.congress.
gov/bill/116th-congress/house-joinc-resolution/31/text 2overview=closed&r=2 (“None of the funds appropriated or ocherwise
made available pursuant to ticles 111 through VI of this Act shall be obligared or expended to finance directly any assistance or
reparaions for the governments of Cuba, North Korea, Iran, or Syria . .. ”); id. § 7403(d)(4)(C) (“None of the funds made
available by chis Act under the heading ** Economic Support Fund” may be made available for assistance for the Government of
North Korea”).

446 Pyongyang has observed an informal freeze in the testing of nuclear weapons and incercontinental ballistic missile
(ICBM) systems bur has continued to develop both. Although the U.S. and North Korean accounts of the Hanoi summir differ,
both accounts broadly agree that Kim offered to dismancle one nuclear site ar Yongbyon and offered to make cthe test freeze
permanent, but did not offer any broader disclosure, inspection, verification, disablement, or dismantlement of his weapons of
mass destruction programs, as required by multiple UN Security Council resolutions. The accounts differed on Pyongyang’s
demands for sanctions relief, with President Trump saying that Kim had demanded thar all sanctions be lifted, and Pyongyang
demanding thar the US. merely lift all sanctions except nonproliferation sanctions. Deb Reichmann, Hyung-jin Kim, and
Catherine Lucey, “US, North Korea offer dueling accounts of talks breakdown,” AP, February 28, 2019, hreps://apnews.com/
article/3152b3¢5854849829¢aabb23d98403d3.

447 “The North Korea Sanctions Regime a Year After Singapore,” U.S. Inst. of Peace, July 8, 2019, heeps://www.usip.org/

events/north-korea-sanctions-regime-year-after-singapore.
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and transparency.** Sanctions relief still does not guarantee that the financial industry would accept
North Korean customers, given their history of financial crime, or that investors would risk exposure
to Pyongyang’s history of non-repayment, or the risk of boycotts due to its crimes against humanity.

In the NKSPEA, Congress exercised its authority to prevent Pyongyang from using its access to U.S.
financial system to support its proliferation, threaten the security or economy of the United States,
or facilitate censorship or other human rights abuses. It also mandated the designation of persons
and entities supporting Pyongyang’s proliferation, arms trafficking, computer hacking, and human
rights abuses, and limited the President’s ability to rescind designations without substantial progress
by Pyongyang.

Thus, Section 104 of the NKSPEA provided three “on-ramps” to designation—one mandatory in
section 104(a), one discretionary in section 104(b), and one that mandates the freezing of all of the
North Korean government’s assets in section 104(c). A designation under section 104(a) freezes the
designated person’s assets, debars the designated person from receiving government contracts, and
denies a designated corporation’s officers entry into the United States.

If section 104 is the NKSPEA’s on-ramp, then section 208—which contains its diplomatic, human-
itarian, and national security exemptions and waivers—is its U-turn. Section 208(a) exempts diplo-
matic, intelligence, and prisoner of war recovery activities from section 104. Section 208(b) provides
for humanitarian waivers, for up to one year, subject to accountability and monitoring controls.*
Section 208(c) provides that “[t/he President may waive” an NKSPEA sanction “on a case-by-case ba-
sis,” for up to a year, if the President certifies “that the waiver . . . is important to the national security
interests of the United States; or . . . will further the enforcement of” the sanctions, such as “for an
important law enforcement purpose.” This subsection gives the President a narrow authority to
waive a designation that might have unintended consequences, such as by causing the failure of a
major bank that might be willing to cooperate with U.S. authorities instead.®* And as stated above,

448 TroyStangarone, “RemovingSanctionson North Korea: Challengesand Potential Pathways,” U.S. Inst.of Peace, December
10, 2021, heeps://www.usip.org/publications/2021/12/removing-sanctions-north-korea-challenges-and-potential-pachways;
Daniel Werrz, “Special Repore: Understanding U.S.and International Sanctionson North Korea,” Nat'l Committee for North Korea,
November 20, 2020, heeps://www.nenk.org/news/special-report-understanding-u.s.-and-international-sanctions-north-korea.
449 ‘The NKSR conain broader general licenses. 31 C.ER. § 510.512.

450 22US.C.§9228(c).

451 An unnamed scholar, presumably raising a question posed by other unknown persons, privately asked che author of
the whether Section 208 gives the President plenary authoriry to part the thicker of laws and regulations described in Table
L It does not. Had Congress intended to create such a broad waiver authority, it would not have limited it to “a case-by-case
basis” or enacted the specific conditions in sections 401 and 402 for broader sanctions relief. To read section 208(c) as a bypass

around these conditions would effectively render sections 401 and 402 redundant, contrary to long-standing canons of statutory
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Section 208(d) also authorizes the establishment of reputable banking channels for humanitarian
aid.

The metaphor for the structure of the NKSPEA extends to section 401 {the “rest area”) and
section 402 (the “offramp”). These conditions for sanctions relief set performance-based bench-
marks for denuclearization, human rights and political reforms, and the cessation of criminal
activities. These conditions not only reflect Congress’s distrust of Pyongyang, but also its con-
cern that past presidents have not always spent their leverage wisely. They deliberately make
sanctions easier for the President to suspend than to lift. They ofter the President the flexibility
to negotiate, but not to trade away, leverage for transitory promises. Under section 401, the Pres-
ident may offer Pyongyang a one-year suspension of NKSPEA sanctions, renewable in 180-day
increments, as long as Pyongyang continues to make progress toward disarmament and reform.is:

construction that one provision of law should not be read as rendering another provision to be surplusage. Razzlafv. United States,
S10 US. 135, 140-41 (1994); Kungys v. United States, 485 US. 759, 778 (1988).
452 22 USC.§§ 9251 & 9252.
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Table 3. Statutory Conditions for Sanctions Relief

To receive temporary sanctions relief, Pyongyang
must meet all of the following conditions—

To receive permanent sanctions relief,
Pyongyang must meet the conditions for
temporary sanctions relief, and meet all of the
following conditions—

verifiably cease its counterfeiting of U.S. currency
and surrender or destroy the materials and

equipment used for counterfeiting;

meet the condition for temporary sanctions

relief;

take steps toward financial transparency to comply
with generally accepted anti-money laundering

protocols;

meet the condition for temporary sanctions

relief;

take steps toward verifying its compliance with

applicable UN Security Council resolutions;

make significant progress toward completely,
verifiably, and irreversibly dismantling all of its
nuclear, chemical, biological, and radiological

weapons programs, including delivery systems;

take steps toward accounting for and repatri-
ating the citizens of other countries it has either
abducted or unlawfully held captive, or detained
in violation of the Korean War Armistice

Agreement;

make significant progress toward fullyaccounting
for and repatriating Americans (including their
remains) whom it either abducted, held captive,
or detained in violation of the Korean War

Armistice Agreement;

accept and begin to abide by internationally
recognized standards for the distribution and

monitoring of humanitarian aid; and

meet the condition for temporary sanctions

relief;

take verified steps to improve living conditions in

its political prison camps.

make significant progress toward releasing all
political prisoners, including North Koreans

held in its political prison camps;

make significant progress toward ceasing its
censorship of peaceful political activity; and
establishing an open, transparent, and represen-

tative society.
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These conditions will complicate the short-term prospects for a “small deal.” Pyongyang can
only blame its own history and conduct for Congress's skepticism.® These conditions will test
Pyongyang's good faith by testing its acceptance of transparency and reform.

For example, the evidence of Pyongyang’s counterfeiting of ULS. dollars is compelling. The Bu-
reau of Engraving and Printing has redesigned the hundred-dollar bill to protect the integrity
of the world’s reserve currency from North Korean counterfeits. ™ Congress made a verified
cessation of Pyongyang’s counterfeiting a condition of temporary sanctions relief.

Similarly, Pyongyang must “takle] steps toward financial transparency to comply with generally
accepted protocols to cease and prevent” money laundering to earn temporary sanctions relief.
Recently, Pyongyang has laundered funds used to finance proliferation,™ stolen from banks in
Bangladesh and other states, stolen from cryptocurrency exchanges™ and ATMs,™ and carried

out ransomware attacks.® Congress is unlikely to restore Pyongyang's access to an economy and

453 David Lague and Donald Greenlees, “Squeceze on Banco Delra Asia hit North Korea where it hure,” eternational
Herald Tribune, Janvary 18, 2007, heeps:/ /wwiwnytimes.com/2007/01/18/world/asia/ 1 8ihe-norch. 4255039 hemlzpagewant-
ed=1&%2360;1--Un.. 05 Josh Meyer, “Squeeze on North Korea's Money Supply Yields Resules,” L.4. Times, November 2,
2006, heeps:/ /www.latimes.com/world/la-fg-macao2nov02-story.heml; Jay Solomon and Neil King Jr., “How U.S, Used a Bank

o Punish North Korea” Wall Street Journal, April 12, 2007, heeps:/ /wwwwsj.com/articles/SB117627790709466173.

454 Julian Ryall, “Quality of fake supernotes found in Seoul fan suspicions thac North Korea is forging $100 bills” The
Telegraph, December 11, 2017, heeps://wwwrelegraph.co.uk/news/2017/12/11/ qualicy-fake-supernotes-found-seoul-fan-sus-
picions-north-korea/; David Rose, “North Korea's Dollar Store.” Fanity Fair, Seprember 2009, heeps://wwwivanityfaircom/
style/2009/09/office-39-200909; Stephen Mihm, “No Ordinary Counterfeir, New York Times Magazine, Jaly 23, 2006, heeps://
www.nytimes.com/2006/07/23/magazine/2 3counterfeit heml.

455 In the Asia Reassurance Initiative Act of 2019, the President also reaffirmed thae “[i]e is the policy of the United States
o continue to impose sancrions with respecr to acrivities of the Government of [ North] Korea™ until it “is no longer engaged in
che illicit activities described” in the authorities cired in Table 1. Pub. L. No. 115-409, § 210(b){1).

456 US. Dep't of Treasury. Financial Crimes Enforcement Network, “Advisory on the Financial Action Task Force-
Identified Jurisdictions with Anti-Money Laundering and Combatting the Financing of Terrorism Deficiencies,” FIN-2019-A001,
March 8, 2019, heeps:/ /www.fincen.gov/sites/ defaule/ files/ /2019-03-08/FAFT _Advi March_final_S08.pdf.

57 United States v. Park Jin Hyok, No. 18-cr-1479 (C.D. Cal. 2018), hreps://wwwijustice.gov/usao-cdea/ press-release/
file/1091951/download,

458 US. Dep't of Justice, “United Srates Files Comphiine to Forfeie 280 Cryprocurrency Accounts Tied vo Hacks
of Two Exchanges by Norch Korean Actors) August 27, 2020, hreps://www.justice.gov/usao-de/ pr/united-states-files-
complaine-forfeit-280-cryprocurrency-accounts-tied-hacks-two: Pamela Falk, “Norch Korea skirted UN. sancrions and
carned $2 billion using cyber artacks, new UN. report say, CBS News, August 6, 2019, hreps:/ /www.chsnews.com/news/
north-korea-skirred-un-sanceions-and-carned-2-billion-using-cyber-arracks-new-u-n-report-says/.

459 Dustin Volz and lan Talley, “US. Warns of Global Bank Heist Campaign by North Korean Hackers” Wall Streer
Jowrnal,  August 26, 2020,  heeps:/ /www.awsj.com/arcicles/u-s-warns-of-global-bank-heise-campaign-by-north-korcan-
hackers-11598470267.

460 US. Depr of Treasury, Office of Foreign Assers Control, “Advisory on Porential Sanctions Risks
Facilitaring  Ransomware Payments, Ocrober 1, 2020, hteps://home.rreasury.gov/syscem/files/ 1 26/ofac_ransomware
advisory_10012020_Lpdf; US. Dep’t of Treasury, Financial Crimes Enforcement Network, “Advisory on Ransomware and che

for
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financial system whose integrity it threatens, or to exempt it from the laws that apply to every oth-
er nation, until it accepts the financial transparency necessary to ensure its compliance with U.S.
laws and financial regulations to combat money laundering and proliferation financing. Pyong-
yang’s corruption brings it into conflict with Congress’s new emphasis on anti-corruption legisla-
tion and enforcement. And even if Congress were willing to overlook this condition, the financial
industry would not be obligated to accept the legal and boycott risks of facilitating financial crime,
kleptocracy, or other human rights abuses.

Congress expects denuclearization talks to be about denuclearization. Therefore, Pyongyang must
“takle] steps toward verification of its compliance with applicable United Nations Security Council
resolutions” to earn temporary sanctions relief.* Russian diplomats and some American pundits
urge us to accept that Pyongyang will never relinquish its nuclear programs,™ but Congress will
hesitate to relax sanctions as long as Pyongyang threatens a global metastasis of proliferation. In-
deed, Congress recently reaffirmed the lifting conditions of section 402 of the NKSPEA in the
Warmbier Act.> Pyongyang has proliferated ballistic missile technology to Iran and Syria;* sup-
plied man-portable surface-to-air missiles to Iran, allegedly for use by terrorists; built a nuclear

Use of the Financial System to Facilitate Ransom Payments,” FIN-2020-A006, October 1, 2020, heeps://www.fincen.gov/sites/
defaule/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf.

461 22 US.C.§9251(a)(3); see Pub. L. No. 115-409, § 201(c) (reaffirming that “[i]c is the policy of the Unirted Srates that
the objective of negoriations with respect to the nuclear and ballistic missile programs of [North] Korea be the complere, verifi-
able, and irreversible dismanclement of such programs.”); see Letter from Sens. Gardner, Graham, Rubio, and Sullivan to President
Trump, August 2, 2018, heeps://www.gardner.senate.gov/imo/media/doc/NK Letter 08.02.18 (signed) pdf (reaffirming that the
NKSPEA and applicable UN. Security Council resolutions require the “complere, verifiable, and irreversible denuclearization”
of North Korea); Letter from Sens. Mendez, Schumer, Durbin, Feinstein, Warner, Leahy, and Brown to President Trump, June
4, 2018, heps://www.foreign.senate.gov/imo/media/doc/06-04-18%20Menendez%20joint%20lerrer%20r0%20 Trump%20
0n%20NK%20Summit.pdf (“[A]ny agreement with North Korea must . .. ultimately include the dismanclement and removal of
all nuclear, chemical and biological weapons from North Korea”).

462 Georgy Toloraya, “From CVID to CRID: A Russian Perspective,” 38 Nozzh, December 26,2018, heeps://www.38north.
org/2018/12/grolorayal22618/; Doug Bandow, “Accept Reality: North Korea Will Remain a Nuclear State,” 7he National
Interest, August 10, 2019, heeps://nationalincerest.org/fearure/accepe-realicy-north-korea-will-remain-nuclear-stare-72296.

463 Ortro Warmbier Norch Korea Nuclear Sanctions and Enforcement Act, Pub. L. No. 116-92, div. F, tit. LXXII, subrit.
A, §7143(c)

464 Paul K. Kerr, Steven A. Hildreth, and Mary Beth D. Nikitin, “Iran-Norch Korea-Syria Ballistic Missile and Nuclear
Cooperation,” Congressional Research Service, February 26, 2016, hreps://fas.org/sgp/crs/nuke/R43480.pdf.

465 Report of the UN. POE established pursuant to resolution 1874, $/2013/337 (2013) 49 64-75, fig. XVIII, heep://
www.un.org/ga/search/view_doc.asp ssymbol=UN POE, $/2013/337; “Isracl says seized Norch Korean arms were for Hamas,
Hezbollah,” Rexuters, May 12, 2010.
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reactor in Syria; assisted Syria with its chemical weapons programs:* used VX nerve agent in a

crowded airport terminal in Malaysia;* carried out a cyberterrorist attack against the U.S. main-
fandy® and launched unprovoked attacks against South Korea. These are not the actions of a state
that would be a responsible nuclear power.

Pyongyang must “tak[e] steps toward accounting for and repatriating the citizens of other countries”
that it abducted or held after the Korean War Armistice.™ This condition reflects Congress’s sup-
port for the families of Americans still missing from the Korean war, and for our Japanese ally’s
legitimate demand to bring its abducted citizens home.

Pyongyang must “accept]] and begin|] to abide by internationally recognized standards for the

distribution and monitoring of humanitarian aid.”™ If Pyongyang impedes the monitoring of
£ yongyang g

aid distribution, can we have confidence that it would allow weapons inspectors enough access to
verify its disarmament? The fair and open distribution of humanitarian aid can be another test of

Pyongyang’s acceptance of transparency.

Lastly, Pyongyang must also take “verified steps to improve living conditions in its political prison

camps.”#* The UN COI has documented Pyongyang’s culpability for “crimes against humanity,

arising from ‘policies established at the highest level of State,” including “extermination, mur-
der, enslavement, torture, imprisonment, rape, forced abortions and other sexual violence, per
secution on political, religious, racial and gender grounds, the forcible transfer of populations,

thC Cf\f‘()l'CQd disapptﬁarance Of persons and Cl\(‘ inhumanc act ()f knowingly causing p).‘()l()]‘lgﬂd

466 “AbL-Kibar" Nuclear Threar Initiative, Maxch 1, 2011, heeps://www.ntiorg/learmn/facilicies/461/ (*US. officials
expressed high confidence . . . thar the facility had been a nuclear reacror under construction. They also alleged that Syria and
North Korea had cooperated for more chan a decade in the nuclear field, and had medium confidence thar North Korea was
t Al-Kibar™).

467 Michael Schwirz, “UN. Links North Korea to Syris's Chemical Weapons Program.” Newr York Times, February 27,

involved in the construction of the facil

i

2018, heeps://www.nytimes.com/2018/02/27/world/asia/north-korea-syria-chemical-weapons-sanctions heml.

468 US. Dept of State, “Scatement by Hearher Nauerr, Spokesperson” March 6, 2018, hupsi//
atedepespox/searus/9711863603998801922cef_src=rwsrc%SEcfw¥%7Ceweamp%SEewee-
cembed%7Cewrerm%SE9711864170146242568& ref_url=heeps%3IA%2F%2Twww.chsnews.

com%2Fnews%2Fseare-deparement-north-ko

TWITTer.com

a-chemical-weapons-

inarion-kim-jong-nam%2F (“On February 22, 2018,
the United Stares determined . ., that the Government of North Korea used the chemical warfare agent VX to assassinate Kim
Jong Nam, in the Knala Lumpur Airport”).

469 US. Fed. Bureau of Investigation, “Update on Sony Investigarion,” December 14, 2014, heeps://www.ibigov/news/
presstel/ press-releases/updare-on-sony-investigation.

470 22US.C.§9252,

471 Jd.

472 Id.
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starvation.”” As long as Pyongyang holds its people in mute horror, none would dare disclose
nuclear secrets to a UN inspector.” The camps are vast enough to conceal an unlimited number
of warheads, machine tools, and centrifuges. A state that holds human life in contempt also shows
contempt for the ethical foundation of a just and lasting peace.

These conditions also give human rights advocates legally enforceable benchmarks—through allies
in Congress—to prevent Pyongyang’s crimes against humanity from being sidelined again at the
negotiating table.”s

If political gratification is the objective of our diplomacy, these conditions will complicate the
prospects to offer an agreement that Pyongyang would easily accept. But no enduring peace will
be possible if Pyongyang continues to threaten the core national interests of the U.S. and its allies,
and investors and banks will bar North Korea from their wire transfers and supply chains while its
conduct continues to embarrass humanity. The pace at which Pyongyang meets these conditions
is negotiable, but if Pyongyang secks free and secure access to the U.S. economy, its compliance
with them must not be. Pyongyang’s acceptance of transparency, the laws of other nations, and the
most basic standards of human civilization are prerequisites to any lasting peace.

4. Political Limits on U.S. Sanctions Relief

Unfreezing the assets of certain sanctions targets will also raise political objections from Congress.
For example, Congress would likely object to unfreezing the assets of persons that had been frozen
for proliferation, particularly as part of a nonproliferation agreement, without credible assurances
that the unfrozen funds would not be used for proliferation again. Congress is also unlikely to
support the relaxation of sanctions against Pyongyang’s cyber-attacks, which are a growing threat
to the global economy.

473 A/HRC/25/63.

474 John Sifton, “Why Trump Needs to Raise Human Righes with Norch Korea’s Kim,” Just Security, February 20, 2019,
heeps://www.justsecurity.org/62647 /trump-raise-human-rights-kim/; Olivia Enos, “Leveraging US. Law to Advocate for
Human Righes in Talks with North Korea,” The Heritage Foundation, February 22, 2019, heeps://www.heritage.org/asia/report/
leveraging-us-law-advocate-human-rights-talks-north-korea; Victor Cha, “Human Rights Are the Key to a North Korea Deal,”
Bloomberg Opinion, February 20, 2019, heeps://www.bloomberg.com/opinion/articles/2019-02-20/trump-should-press-norch-
korea-s-kim-on-human-righes-at-summit (“[I]n order to verify any nuclear deal, inspectors have to be able to move around the
country to differenc sites. That will require a much more open Norch Korean society than exists today, for which the U.S. should
be pressing simultancously with denuclearization”).

475 Cha, “Human Rights Are the Key to a North Korea Deal” (“Even at Trump’s behest, no general counsel of any US.
company would recommend investing in North Korea if human-righes abuses in the supply chain might put them in violation of
US. law”).
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Congress would likely oppose the relaxation of sanctions against Pyongyang's arms trafficking, giv-
en that some of Pyongyang’s traditional arms clients are themselves engaged in severe human rights
abuses (Syria) and support for terrorism (Iran), are plagued by corruption (Angola), or should be

prioritizing human development over weapons (Mozambique, Zimbabwe).

Some members of Congress would strongly oppose the relaxation of sanctions for severe human
rights abuses {for which Kim Jong-un is personally designated by OFAC), censorship {for which
Kim Yojong is designated), and luxury goods imports without a durable solution to North Korea’s

decades-long food crisis. The ULS. and the UN may also hesitate to lift sanctions on North Korea’s
exports of food for cash.v

Seoul has long lobbied Washington to reopen the Kaesong Industrial Complex, but Treasury has

long had questions about how Pyongyang spent its Kaesong revenues,” and Seoul probably never
knew the answer.”® Any relaxation of the ban on Pyongyang’s textile exports would raise questions

about proliferation financing or forced labor.”

North Korea’s largest exports are its coal and other mineral products. The Treasury Department
has alleged that several North Korean mineral export companies fund its missile programs, its nu-
clear program, and the military.® North Korea's mineral industry is also linked to human rights

476 S/RES/2397 € 6;22 US.C. § 9214(b)(1)(K) {discretionary sanctions for North Korea's expore of food or agriculrure
producrs); Jd. § 9214(g)(1){ANi)(1) {mandarory sanctions for seafood exports): 31 CER. § $10.201(2)(3)(ix}{A)(1) (imple-
menting the prohibition in the Treasury’s
477 “US Targeting Secret Funds of North Korea's Kim.” FOd News, April 13, 2013, heeps:/ /wrwwvoanews.com/cast-asia/

Norch Kogea Sancrions Regulations).

ys-targeting-secret-funds-north-koreas-kim {quoting Undersecretary of the Treasury David Cohen as saying, “Precisely what
Norch Koreans do with carnings from Kaesong, T think, is something char we are concerned abour.”)
claim over N.K. Kaesong revenue use.” Yorhap News, February 15, 2016, heeps:/ /enyma.

tion Minister re

co.ke/view/AEN20160215005152315. UNSCR 1718 € 8(d) requires member states to “ensure” thac revenues are paid o
Pyongyang are nor used for purposes that violate the resoludions.

479 S/RES/2397 (“Acknotwledging that the proceeds of the DPRK s truade in sectoral goods, including but not limited to coal,
iron, iron ove, lead, lead ore, textiles, seafood, gold, silver, rave earth minerals, and other prohibited meials, as well as the revenue
genevated from DPRK workers everseas, among others, contribute to the DPRK s nuclear weapons and ballistic missile programs”).
480 US. Dep'rof Treasury, “ Treasury Sancrions Agents Linked ro Norch Korea’s Weapons of Mass Destruction Proliferation
and Financial Networks” March 31, 2017, heeps://www.ereasury.gov/ pre

crcer/ press-rel
nating Packsol Trading Company for exporting iron ore to raise money for Bureau 39 of the Wor

Pages/sm003%.aspx (desig-
ers’ Patey, the milicary, and
the Munirions Industry Department, which funds Pyongyang’s ballistic missile program); US. Dep'e of Treasury, “Treasury
Sancrions Individuals and Enrities Supporting the North Korean Government and its Nuclearand Weapons Proliferarion Efforss,”
December 2, 2016, hrrps://www.treasury.gov/ press-center/press-releases/Pages/ 10677 aspx (designaring Daewon Industries
and Kangbong Trading Corporation for exporting coal and merals to raise funds for the milicary and the Munitions Industry
Deparoment).
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abuses. Two of its political prison camps, Camp 14 and Camp 18, contain coal mines, and there
are recent reports of the state mobilizing prisoners to mine coal in this region.® Camp 15 also
contains a gold mine,* and Camp 12 contains a copper mine.® Shinheung Trading Company,
which is under the control of the Ministry of State Security (MSS)—the agency that operates the
political prison camps—earns revenue by selling iron ore, quack cancer cures, and seafood.*

Relaxing the seafood export ban not only raises the humanitarian objection to a state with a mal-
nourished population exporting food, but also questions about the state agencies that control the
seafood trade. The military, Bureau 39, the Ministry of State Security, and the Reconnaissance
General Bureau (the spy agency that sends assassins abroad, sank the ROKS Cheonan, and may
have carried out the Sony cyberattack) all have stakes in the seafood export industry.s Congress
would hesitate to relax any of these sanctions without strong assurances that Pyongyang would
spend these revenues responsibly, and as long as the people of North Korea have a protein-defi-
cient diet.

Relaxing other UN and U.S. sanctions that restrict Pyongyang’s imports of dual-use metals, ma-
chinery, and petroleum products may be politically acceptable if Pyongyang makes verifiable assur-
ances to use its imports for civilian use, but this form of sanctions relief is unlikely to be enough
to induce Pyongyang to agree to disarm and reform.

A more plausible option for short-term sanctions relief may be the four million-barrel cap on
Pyongyang’s crude oil imports and the 500,000-barrel cap on imports of refined petroleum prod-

481 Joseph S. Bermudez Jr., Andy Dinville, and Mike Eley, “North Korea: Imagery Analysis of Camp 14 (Washington,
D.C.: Commitree for Human Righes in Norch Korea, 2015), heeps://www.hrnk.org/uploads/pdfs/ASA_HRNK_Campl4_v7_
highrezFINAL_11_30_15.pdf; “Working and Living Conditions in Bukchang Prison Camp Extremely Poor,” Daily NK, April
16,2021, heeps://dailynk.com/english/working-living-conditions-bukchang-prison-camp-excremely-poor/

482 Joseph S. Bermudez Jr., Andy Dinville, and Mike Eley, North Korea: Imagery Analysis of Camp 15 (Washingron, D.C.:
Commiteee for Human Rights in Norch Korea, 2015), heeps://www.hmk.org/uploads/pdfs/ASA_AnalysisReporc HRNK_
Camp15_Final.pdf.

483 Joseph S. Bermudez et al., North Korea’s Long-term Prison-Labor Facility Kyo-hwa-so No. 12, Jongo-ri - Update 3
(Washingron, D.C.: Committee for Human Rights in North Korea, 2020), heeps://www.hrnk.org/uploads/pdfs/KHS12_
FINALFINAL.pdf.

484 “Squeezed by sanctions, North Korea firm hawks cancer cures” AFP, December 1, 2017, heeps://www.straitstimes.
com/asia/cast-asia/squeezed-by-sanctions-norch-korea-firm-hawks-cancer-cures.

485 Choi Song-min, “Ban on fisheries exports sees domestic supply climb,” Daily NK, October 28, 2015, heeps://web.
archive.org/web/20151029141007/heep:/ /www].dailynk.com/english/read.php 2catald=nk015008num=13543; Choi
Song-min, “Sanctions include RGB for the first time, but can they be enforced?” Daily NK, March 14, 2016, heeps://web.
archive.org/web/20160314061820/heep:/ /www.dailynk.com/english/read.php 2num=137978&carald=nk02900.
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ucts.® These sanctions have proven difficult to enforce in practice.”” Despite the Security Coun-
cil’s setting of caps at levels calculated to allow for “livelihood” purposes, they may also be adversely
affecting the market economy. This unintended consequence does not serve U.S. interests or those
of the North Korean people.®*

Thus, any new “agreed framework” in which the President agrees to lift sanctions outright would
be fraught with questions about how Pyongyang would use the windfall of that relief, and wheth-
er the relief would ultimately set back the objectives of nonproliferation, reform, and peace. And
when—not if—Pyongyang begins to renege on an agreement or is caught cheating, Congress has
an array of options to reimpose sanctions. Pyongyang’s potential investors and business partners
are certain to weigh this risk carefully before exposing themselves to renewed sanctions and boy-
cotts at some future date.

5. Congressional Power to Limit Sanctions Relief

When former President Trump signed the Countering America’s Adversaries Through Sanctions Act

of 2017 (CAATSA), he issued a signing statement that “[bly limiting the executive’s flexibility, this
bill makes it harder for the United States to strike good deals for the American people and will drive
China, Russia, and North Korea much closer together,” and that “[a]s President, [ can make far better
deals with foreign countries than Congress.”

Whatever one believes about the merits of this statement, and notwithstanding the end of Trump’s
presidency, it points to a longstanding conflict between different branches of government over the
power to impose, amend, and lift sanctions. But if Article I, Section 8 of the Constitution explicitly
grants Congress the power to regulate commerce with foreign nations, it follows that Congress also
retains the constitutional power to review, limit, or reject a President’s agreement to lift sanctions,

including human rights sanctions, that do not conform to Congress’s limits and intent.*

486 S/RES/2397 €4 4-5.

487 Gordon Lubold and Tan Talley, “Seven Countries Join to Hunt Ships Smuggling Fuel to North Korea,” Wall Street
Journal, Seprember 14, 2018, heeps://www.wsj.com/articles/new-u-s-led-coalition-to-track-illicic-fuel-shipments-to-north-ko-
rea-1536922923mod=article_inline.

488 Kang Mi-jin, “Optimism rising as fuel prices dip in North Korea,” Daily NK, January 28, 2019, heeps://www.dailynk.
com/english/optimism-rising-as-fuel-prices-dip-in-norch-korea/.

489 Statement on Signing the Countering America’s Adversaries Through Sanctions Act, DCPD-201700558, U.S.
Government Publishing Office, August 2, 2017, heeps://www.govinfo.gov/content/pkg/DCPD-201700558/heml/DCPD-
201700558 hem.

490 Benjamin Aleer, “Sanctions Are Congress’s Path Back to Foreign Policy Relevance,” Lawfare Blog, March 27, 2018,

heeps://www.lawfareblog.com/sanctions-are-congresss-pach-back-foreign-policy-relevance.  One  possible  limitation  on
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The most obvious means for Congress to block premature sanctions relief would be to reimpose
the sanctions legislatively. Both the NKSPEA and the CAATSA passed Congress by overwhelm-
ing, veto-proof margins. Just as a previous Congress overrode President Reagan’s veto to pass the
Comprehensive Anti-Apartheid Act of 1986, Congress could legislate sanctions that the Pres-
ident attempted to lift over its protests, possibly in expanded form with increased oversight and
reporting requirements.*?

In doing so, Congress could also amend the NKSPEA to empower the Justice Department to
enforce it judicially through civil forfeiture laws, regardless of whether the Treasury Department
designates the alleged violator. It could also require the Secretary of the Treasury to make findings
about whether specific Chinese banks tolerated North Korean money laundering, whether those
banks were compliant with their enhanced due diligence obligations to prevent North Korean
money laundering,* and whether it will impose Patriot Act special measures on them.®

The Treaty Clause of the Constitution gives Congress powers to review an agreement with Pyong-
yang. Before the Singapore Summit, both the Senate Majority Leader and the Chairman of the
Senate Foreign Relations Committee called on the White House to submit any agreement with
Kim Jong-un to the Senate for ratification.”” This would have required two-thirds of the Senate to
vote to ratify it.** Before the Hanoi summit, senators from both parties again asked to review the

Congress'spower is the constitutional prohibition against the legislative vero—an Act of Congress that delegates a power to
the President bur retains a conditional power to disapprove the President’s exercise of power withour enacting new legislation.
See INS v. Chadha, 462 US. 919 (1983); “Legislative Veroes After Chadha,” U.S. Congressional Research Service, May 2, 2005,
hreps://www.everycrsreport.com/files/20050502_RS$22132_f3f5994¢75ce9c lclac4aacde3b019cfc61£2£38.pdf.

491 Pub. L. No. 99-440, 100 Srar. 1086 (1986).

492 Leverage to Enhance Effective Diplomacy Act of 2019, S. 2050, 116th Cong., § 402 (2019), https://www.
congress.gov/bill/116th-congress/senate-bill/2050/text’q=%7B%22search%22%3A%5B%22LEED+act+nor
th+korea%22%5D%TD&r=18&s=1.

493 See 31 C.F.R. § 1010.659.

494 See 31 US.C. § 5318A.

495 Jordain Carney, “McConnell: Any North Korea deal should be submitted to Congress,” The Hill, June 12,
2018,  https://thehill.com/homenews/senate/391902-mcconnell-submitnorth-korea-deal-to-congress;  Rebeca  Kheel,
“Lawmakers push for role in North Korea talks as Iran scars linger,” The Hill, June 7, 2018, heeps://thehill.com/policy/
defense/391078-lawmakers-push-for-role-in-north-korea-talks-as-iran-scars-linger; see U.S. Const. art. II § 2. For a discussion of
the factors that may distinguish a treary from an international agreement thar does not require Senare rarification, see U.S. Dep’t
of Stare, “Treaties and Other International Agreements” and “Considerations for Selecting Among Consticutionally Auchorized
Procedures” in Foreign Affairs Manual (1955); “Treaties and Other International Agreements: The Role of the United Sraces
Senate,” S. Repr. 106-71, 106th Congress, 2d Sess. U.S. Congressional Research Service, January 2001.

496 US. ConsT. ART. IL.
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terms of any agreement with Pyongyang.®”

Alternatively, if the President reaches an agreement with Pyongyang but lacks the votes for Sen-
ate ratification, Congress could pass new legislation to modify the sanctions or the conditions
for lifting them, as it did when President Obama lacked the votes for ratification of the Joint
Comprehensive Plan of Action.”® Congress could also withhold funds for fuel, aid, the normal-
ization of diplomatic relations, or the construction of consular facilities.” Finally, any senator
could place a hold on the confirmation of an administration official to delay or modify the im-
plementation of an agreement.s®

B. How to Give Sanctions Relief
The Objectives of Escrow

Part I of this report established that Pyongyang’s diversion of North Korea’s national resources
to its military-industrial complex and oligarchy is a manifestation of its kleptocracy—its most
serious human rights abuse when measured by its death toll or the breadth of its impact on
human development.

Part II established that existing authorities obligate states generally, and the United States in

particular, to freeze and confiscate the proceeds of kleptocracy.

Part III established that U.S. law enforcement authorities are legally and operationally capable
of exerting substantial economic pressure on Pyongyang, recouping stolen North Korean assets
from the financial system, and deterring banks from laundering the proceeds of Kim Jong-un’s

kleptocracy—if the President has the political will to let them.

497 Elana Shor, “Congress looks to horn in on Trump’s North Korea deal,” Politico, June 4, 2018, heeps://www.politico.
com/story/2018/06/04/democrats-north-korea-agenda-621819.

498 Iran Nuclear Review Act of 2015, Pub. L. No. 114-17, 129 Stat. 201 (2015).

499 See Dep't of Defense Appropriations Act of 2019, § 8041, S. 3159, 115" Cong., 2d Sess. (2018) (“None of the funds
appropriated or otherwise made available in chis Act may be obligated or expended for assistance to the Democratic People’s
Republic of Korea unless specifically appropriated for that purpose”); Dep't of State, Foreign Operations, & Related Programs
Appropriations Act, 2019,§ 7007, H.R. 6385, 115th Cong,, 2d Sess. (2018) (“None of the funds appropriated or otherwise made
available pursuant to titles I1T chrough VI of this Act shall be obligated or expended o finance directly any assistance or repara-
2); Id. § 7043 (“None of the funds made available by this Act
under the heading “Economic Support Fund” may be made available for assistance for the Government of North Korea”).

tions for the governments of Cuba, North Korea, Iran, or Syria

500 Elizabeth Rybicki, Senate Consideration of Presidential Nominations: Committee and Floor Procedure 10, U.S.
Congressional Research Service, April 4, 2019, heeps://www.senate.gov/CRSpubs/74919ab6-b407-451¢-b429-702¢9ac8dcb1.
pdf.
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Part IV established that agreements to trade limited sanctions relief for a limited freeze, without
extracting broad and durable commitments to transparency and fundamental reforms, have
historically exacerbated Pyongyang’s threats to human security both within and beyond North
Korea’s borders. Congress has been increasingly assertive in legislating North Korea sanctions
policy, and it has the constitutional and legislative means to review or block an agreement that
gives premature sanctions relief.

If America and its allies are to move beyond a diplomacy of instant gratification and the paral-
ysis of Russian and Chinese obstructionism, they require a long-term, bipartisan, multilateral
strategy to unite them around common objectives, offering Pyongyang positive and negative
incentives to disarm, reform, and live in peace with the world. They also require a strategy that
maintains that peace by maintaining their leverage.

The U.S. can use its financial and diplomatic influence to unite the issuers of convertible
currencies into a coalition to freeze and confiscate the proceeds of Pyongyang’s crime, pro-
liferation, and kleptocracy; to place those funds under the control of a coalition Receiver;
and to disburse the funds in limited amounts, for purposes that serve the humanitari-
an needs of the North Korean people. If Pyongyang makes progress toward disarmament,
transparency, and reform, recovered funds can also rehabilitate its infrastructure, public
health facilities, and civilian economy.

This form of sanctions relief, which confiscates the proceeds of kleptocracy with one hand and

offers the proceeds back to the people of North Korea with the other, would not require the re

laxation of any sanctions. It is compatible with both the UN Security Council’s resolutions and
U.S. domestic law. It would not require Congress to accept Pyongyang’s threats to U.S. interests,
U.S. allies, global nonproliferation, or the people of North Korea. It would not expect the fi-
nancial industry to become a safe haven for crime and corruption, and it could leverage existing
law to create reputable banking channels for humanitarian aid. If Pyongyang makes good-faith
commitments to disarmament and reform, an escrow model of sanctions enforcement and relief
could fund limited incentives for a “small deal” while withholding the long-term leverage to

enforce an agreement.

Until Pyongyang complies with UN Security Council resolutions and accepts fundamental hu-
manitarian reforms, the coalition states must keep the pressure firmly on. They must enforce their
sanctions and anti-corruption laws, holding the proceeds of corruption in escrow, and disburse
them as limited and carefully monitored relief for the benefit of the people whose needs are
greatest. They must not cede the leverage necessary to make progress before they extract progress.
Pyongyang, Beijing, and Moscow will not cooperate with this strategy voluntarily; consequently, it

may be necessary for a coalition of allied nations to enforce it using UN authorities, but outside



221

Moncey, Rice, Crime & Law in North Korea

the UN framework. Escrow, like sanctions, is a coercive strategy, to be implemented by a coalition

of issuers of convertible currencies, based on agreed goals and principles.

If the narrow objective of coercing Pyongyang to negotiate its own disarmament seems unlikely to
succeed, and if Pyongyang’s history tells us that coexistence with a nuclear North Korea will con-
tinue to threaten core U.S, and allied interests, it follows that our strategy must broaden to cut the
deeper political and ideological roots from which all of its destructive behaviors arise. Pyongyang
must not only be denied the means to continue them. It must conclude that their continuation
threatens the integrity of the state. At the same time, it must be offered a path to survival, prosper

ity, and peace in exchange for disarmament and a steady evolution toward reform.

The coalition’s greatest coercive power is not the threat of war, but to empower change from
within North Korea. It can target the trading companies that maintain Pyongyang’s control over
the civilian population and weaken the forces of the state that repress change from within. It
can wage a war of ideas by broadcasting detailed and credible facts about the state’s kleptocracy,
corruption, international illegitimacy, refusal of foreign assistance, and disregard for the welfare
of the people.

Money, as we have seen, is the root of all evils that stalk the people of North Korea, and ul-
timately, the United States and its allies. Their common purpose must be to seize and freeze
Pyongyang's misspent wealth and to put the world—including the people of North Korea—on
notice that this wealth may only be used for the peaceful and humane benefit of the people to
whom it rightfully belongs. All prospective members of the coalition share common interests in
global nonproliferation, the preservation of peace, the integrity of the global economy, funding
and promoting humanitarian aid for the people of North Korea, and opposing crimes against
humanity through legal accountability.

The coalition must agree on principles of sound financial management. The failure of the Iraq
Oilfor-Food program has taught us that any escrow fund to benefit the victims of a kleptocracy

must be administered with integrity and transparency.

10
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1. Building a Global Coalition for a Lasting Peace

In late 2021, naval vessels from the United Kingdom, Germany, France, Australia, and Canada,
and naval patrol aircraft from Canada and New Zealand, joined the U.S. Coast Guard and the
Japanese Naval Self-Defense Force in patrolling waters near North Korea to monitor smuggling
and sanctions violations. The formation of this coalition is welcome news, but there are also limits
to a naval interdiction strategy. Military deployments are expensive. They carry an inherent risk of
conflict if they involve boarding a vessel, even with the consent of the flag state. A naval coalition
cannot effectively regulate maritime trade between North Korea and its two largest trading part-
ners, China and Russia.s

Nonetheless, the composition of this coalition suggests that the issuers of the world’s convert-
ible currencies—the U.S. Dollar; the Euro; the Yen; the Pound; and the Canadian, Australian,

501 See German Federal Foreign Office, “German contribution to monitoring North Korea sanctions ;" December 11,

2021, heeps://www. tiges-ame.de/en/aussenpolitik/regionaleschwerpunkee/asien/sankeionen-nordkorea/2495750
“How the French navy enforces UN sanctions on North Korea,” Deutsche Welle, November 24, 2021, heeps://www.dw.com/en/
how-the-french-navy-enforces-un-sanctions-on-norch-korea/av-59921167; Colin Zwirko, “German warship arrives in Japan to
join DPRK sanctions mission for first time,” NK News, November 8, 2021, heeps://www.nknews.org/2021/11/german-warship-
arrives-in-japan-to-join-dprk-sanctions-mission-for-firse-time/ 2urm_source=dlvr.ic8&urm_medium=cwitrer; “International
partners increase patrols to uphold North Korea sanctions,: fndo-Pacific Defense Forum, November S, 2021, hreps://ipdefense-
forum.com/2021/11/international-partners-increase-patrols-to-uphold-north-korea-sanctions/; Japan Ministry of Foreign
Affairs, “Monitoring and surveillance activities by New Zealand against illicic maritime activities including ship-to-ship transfers”
November 4, 2021, heeps://www.mofa.go.jp/press/release/press3e_000265.heml; Chaewon Chung, “Australia deploys warship
to enforce UN sanctions against North Korea,” NK News, October 29, 2021, heeps://www.nknews.org/2021/10/auscralia-
deploys-warship-to-enforce-un-sanctions-against-norch-korea/?utm_source=dlvr.ic&utm_medium=twicter; Japan Miniscry
of Foreign Affairs, “Monitoring and surveillance activities by Canada against illicic maritime acrivities including ship-to-
ship transfers” October 13, 2021, heeps://www.mofa.go.jp/press/release/press3e_000255.heml; Ridzwan Rahmar, “HMS
Richmond caprures evidence of North Korean sanctions violations,” Jazes, Seprember 27, 2021, heeps://www.janes.com/
defence-news/news-derail/hms-richmond-caprures-evidence-of-north-korean-sanctions-violations; Japan Ministry of Foreign
Affairs, “Monirtoring and surveillance activities by Canada against illicic maritime acrivities including ship-to-ship transfers,”
Seprember 9, 2021, heeps://www.mofa.go.jp/press/release/press3e_000243.heml; Dzirhan Mahadzir, “US. Coast Guard
Continues to Expand Presence in the Western Pacific;” USNI News, Seprember 3, 2021, hteps://news.usni.org/2021/09/03/u-
s-coast-guard-continues-to-expand-pressence-in-the-western-pacific; Arcem Sherbinin, “Enforcing Sanctions on Norch Korea
Is an Opportunity for Cooperation at Sea, War on the Rocks, March 16, 2021, heeps://warontherocks.com/2021/03/enforc-
ing-sanctions-on-norch-korea-presents-an-opportunity-for-cooperation-at-sea/; Christian Lopez, “Coast Guard Cutcer Keeps
Eye on North Korea During Pacrol of East China Sea,” Stars and Stripes, March 20, 2019, heeps://www.military.com/daily-
news/2019/03/20/coast-guard-cucrer-keeps-eye-norch-korea-during-pacrol-cast-china-sea.heml; US. Coast Guard, “Coast
Guard Cutter Conducts Sanctions Pacrol Against North Korea,” October 24, 2019, heeps://www.defensemedianetwork.com/

stories/coast-guard-currer-conducts-sanctions-patrol-against-norch-korea/.
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and New Zealand dollars—recognize their common interests in the enforcement of UN sanc-
tions. Forming this naval coalition into a financial coalition could achieve a far greater impact
at a lower cost and risk. And in the cases of the M/V Wise Honest and the M/T Courageous,
finance and law offer peaceful and effective outcomes to the work of maritime patrols. Other
international institutions, including the World Bank, the Financial Action Task Force, and the
Proliferation Security Initiative, could be invited to advise and support a financial coalition.

As Pyongyang resists cooperation, coalition member states can escalate the coercive character of
their uses of confiscated state funds. Not every member of the coalition would necessarily agree to all
of the following purposes for escrow expenditures. Member states should be free to join or abstain
from supporting the following objectives with the assets they seize and contribute to the fund:

To Retard Pyongyang’s Proliferation. Slowing, and eventually reversing, Pyongyang's prolifer-
ation is the most obvious reason for sanctions enforcement. Other UN member states with a
shared interest in halting Pyongyang’s proliferation have recently sought ways to expand their co-
operation and intelligence-sharing.”® The pooling of financial intelligence, law enforcement, and
humanitarian aid policy to advance nonproliferation and political reforms benefiting the North
Korean people would be a logical confluence of those shared interests. Pyongyang’s human rights
abuses are also linked to its proliferation and arms dealing abroad. An MSS official, Ri Won-ho,
has worked in both Egypt and Syria as an arms dealer® Another MSS official, Jo Yong-chol, oper
ates as an arms dealer for KOMID in Syria, where the UN has implicated North Korea in helping
Damascus make and use the chemical weapons to kill civilians.

To Obstruct the Military-Industrial Complex. Effective enforcement can damage Pyongyang’s
military-industrial complex by targeting the trading companies that support it for blocking and
forfeitures. It can disrupt the payrolls and logistics of elite military units. By depressing morale
and readiness, it can convince Pyongyang that any war would be unwinnable, deter war, and

502 Ankit Panda, “Five Eyes' Countries Eye Fxpanded Cooperation Amid Norch Korea Challenges,” The Diplomat, January
28, 2020, heeps://chediplomat.com/2020/01/ five-cyes-countries-cye-expanded-cooperation-amid-north-korea-challenges/.
503 United Nations Security Council Consolidated List, Seprember 8, 2020 heeps://scsancrions.an.org/fop/fopx-
ml=hrdocs/resources/xml/en/consolidared xml&xslt=htdocs/resources/xst/en/consolidated xsl; ~ Hamish  Macdonald,
“Egypr denies North Korean ambassador deportation claims) NK News, May 5, 2016, heeps://www.nknews.org/2016/05/
egypt-denies-north-korean-ambassador-deporration-clims/.

504 U.
Financial Services Industries and North Korean Government Officials and Organizations” March 16, 2016, hreps://www.

S. Dep't of Treasury, "Announcement of Sanctions against North Korean Transporcation, Mining, Energy, and

treasury.gov/press-center/ press-releases/Pages/jl0385.aspx; Michael Schwirtz, “UN. Links N. Korea to Syrias Chemical
Weapons Program,” New York Times, February 27, 2018, heeps://www.nytimes.com/2018/02/27 /world/asia/north-korea-syr-
ia-chemical-weapons-sanctions.heml.
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dissuade it from diverting such a high percentage of North Korea’s national resources away from
human development to military spending.

To Deter Nuclear and Missile Testing. The five-year period since September 2017 marks the
longest period without a significant nuclear test since North Korea’s first nuclear test in October
2006. Most of this period coincided with a freeze in military exercises that would, over the long
term, degrade the interoperability, integrity, and deterrence of the U.S.-South Korean military

alliance. An exercise freeze will not be sustainable in perpetuity.

This five-year period also coincides with the time since Pyongyang began to feel the effects of the new
sanctions on state finance and industry. Whether this prolonged testing pause suggests the utility of
sanctions as a deterrent is unknowable without more evidence, but Kim Jong-un’s destruction of the
Kaesong Liaison Office in 2020, and his prolonged refusal to answer an inter-Korean military hotline,
would seem to rule out improved inter-Korean relations as an alternative explanation. A credible
threat that continued testing and proliferation will result in intensified enforcement, and the under-
mining of the state’s finances, legitimacy, and cohesion, could offer coalition states more options to
deter Pyongyang’s threats to international and regional peace.

To Enforce the Law, Prevent Crime, Fight Corruption, & Defend Our Economic Sovereignty.
Every nation has the sovereign right to use its domestic laws to protect its financial and commer-
cial systems against money laundering, bank fraud, computer hacking, drug trafficking, and other
crimes. These crimes are serious infringements on the interests of the nations through which
Pyongyang chooses to commit them. Enforcing national laws against financial crimes is essential
to maintaining the integrity of our financial system. Pyongyang’s status as a state actor does not
exempt it from those laws. The enforcement of national Anti-Money Laundering and sanctions
laws is a responsibility the U.S. has undertaken to implement UN Security Council resolutions.s»

505 Financial Action Task Force, “High Risk Jurisdictions subject to a Call for Action,” February 21, 2020, heep://
www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-february-2020.heml
(“The FATF remains concerned by the DPRKs failure to address the significant deficiencies in its anti-money laundering and
combaring the financing of terrorism (AML/CFT) regime and the serious threats they pose to the integrity of the internarional
financial system. The FATF urges the DPRK to immediately and meaningfully address ics AML/CFT deficiencies. Furcher, the
FATF has serious concerns with the threar posed by the DPRKs illicit acrivities related to the proliferation of weapons of mass
destruction (WMDs) and ics financing”); US. Dep't of Treasury, Financial Action Task Force, “Advisory on the Financial Action
Task Force-Identified Jurisdictions with Anti-Money Laundering and Combating the Financing of Terrorism Deficiencies,”
FIN-2020-A001, March 6, 2020, hteps://www.fincen.gov/sites/default/files/advisory/2020-03-25/FAT F%20February%20
2020%20Advisory%20FINAL%20508_0.pdf.
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To Fund Enforc t, Both D tically and Abroad. We have seen in Part I that UN conven-
tions support the limited use of confiscated proceeds of crime to support law enforcement, and

in Part I that Congress may redirect the proceeds of fines, penalties, and forfeitures to fund law
enforcement, compensate the victims of crime or state-sponsored terrorism, or any other purpose
it legislates. Congress has long expressed its displeasure with the insufficiency of resources devot
ed to North Korea sanctions or financial crime enforcement. By limiting the purposes for which
these funds are available, Congress can constitutionally force the President to fully resource an
enforcement campaign and make additional funds available to build enforcement capacity abroad.
Potential vehicles for capacity-building include revenue sharing of forfeited revenue and grants
to non-governmental or multilateral organizations—the World Bank, the Financial Action Task
Force, or organs established under UN Security Council Resolution 1540,

To Hold Perpetrators Accountable for Crimes Against Humanity. The 2014 report of the UN
COI recommended multiple alternatives for accountability for crimes against humanity in North
Korea, including a referral to the International Criminal Court and the imposition of targeted
sanctions against perpetrators.®” The European Union recently joined the United States in im-
posing sanctions on senior North Korean officials responsible for human rights abuses.® These
national sanctions follow years of attempts by the United States and the European Union to pur-
sue accountability at the UN Security Council, and years of obstruction of those efforts by Beijing
and Moscow.*® That obstructionism leaves targeted national sanctions as the only available form
of accountability. Pyongyang’s strong reaction to the UN COI's report’® and its demoralizing

506 See18USC.§981(0).
507 UNCOI 1196, 1225(a).

508 Council of the European Union, “EU imposes furcher sancrions over s round the

tious violations of human rights

world” March 22, 2021, heps://wwwconsilium.europa.cu/en/press/ press-releases/2021/03/22/eu-imposes-furcher-sanc-
tions-over-serious-violations-of-human-rights-around-the-world/; US. Dep’t of State, “Reporr on Human Rights Abuses ot
Censorship in North Korea,” January 11, 2017, heeps://web.archive,org/web/20170114033956/ heeps:/ fwwwistate.gov/j/
drl/rls/266853.hem; US. Dep’t of Treasury, “Treasury Sanctions North Korean Senior Officials and Enities Associated with
Human Righrs Abuses,” July 6, 2016, hueps:/ /wwwicreasury.gov/ press-center/press-releases/ pages/jl0506.aspx.

509 “Joint Open Lerrer on Human Rights in North Korea” October 10, 2021, herps:/ /www.hrw.org/news/2021/10/10/
joint-open-letter-human-rights-north-korea; Robert R. King, Korea Economic Institure of America, “UN  Securicy

Council Discusses Human Righrs in North Korea for the First Time in Three Years” The Peninsula blog, December 15,

hi
threeyears/; Robere R, King, “Fifth Anniversary of the Landmark Repore of the UN Commission of Inquiry on North

2020, heeps://keia.org/the-peninsula/un-securicy-council-discusses-human-righes-in-norch-korea-for-the-firse-time-in-

Korean Human Righes, Center for Strategic and Internarional Seudies, February 21, 2019, herps://www.csis.org/analysis/

fifth-anniversary-landmark-reporc-un-commission-inquiry-north-korean-human-righs.
510 David Hawl, “North Korea Responds to the UN Commission of Inquiry,” Ocrober 16, 2014, hreps://www.38norch.
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effect on North Korean diplomatss! suggest that human rights sanctions the assets they seize and
contribute to the fund its legitimacy by accepting monitored food and medical assistance, and
more meaningful humanitarian engagement.

To Defund the Police State. In addition to the important symbolic step of targeting senior North
Korean officials, despite their lack of direct exposure to the financial system, coalition members
should adopt the more practical strategy of targeting the financial infrastructure that pays and
equips the specific agencies that perpetrate crimes against humanity. North Korean government
agencies fund their salaries and expenses through their own foreign trade networks, which sanc-
tions can target selectively. For example:

- As noted, the Ministry of State Security controls Shinheung Trading Company, which ex-
ports iron ore and seafood. OFAC has not designated Shinheung Trading.

- The army, whose border guards keep people in and information out, sells seafood*? and
coal through a front called Songi Trading Company. Songi is the former operator of North
Korea’s second-largest bulk cargo carrier, the M/V Wise Honest, which a federal court in New
York forfeited in 2019.5

- The internal security forces have also funded themselves through their own cross-border
trading companies.’"

org/2014/10/dhawk101614/.

511 Boram Park, “High-profile defector sheds light on everyday life of N. Korean diplomats,” Yonhap News, February 1,
2017, heeps://web.archive.org/web/20170201145741/heep://englishyonhapnews.co kr/northkorea/2016/12/29/04010000
00AEN20161229003100315.heml (quoting Thae Yong-ho’s recollection chat “I, myself, had o cry hooray for Kim Jong-un ...
bue I had a very difficule time defending the Norch Korean state during meetings wich people in Britain in which most people
denounced the Norch'’s system and challenged my vindication of it.”); Jee-hye Yoo and Sarah Kim, “North Korean embassies
defend Kim's reputation,” Joongang Daily, January 4, 2017, heeps://koreajoongangdailyjoins.com/news/article/Article.
aspx?2aid=3028268; Brian Padden, “Defecror: Criricism of Nuclear Program Only Strengthens Kim,” Vaice of America, January 6,
2017, heeps://www.voanews.com/a/defector-norch-korea-nuclear-program-strengchens-kim/3665504.heml.

512 Choi Song-min, “Fragile habirars devastaced by fisheries push,” Daily NK; February 3, 2016, heeps://web.archive.org/
web/20160211152014/heep://www.dailynk.com/english/read php zcarald=nk015008num=13734.

513 US. Dep't of Treasury, “Ireasury Sanctions Individuals and Entities Supporting the North Korean Government and
its Nuclear and Weapons Proliferation Effores” December 2, 2016, heeps://www.treasury.gov/ press-center/ press-releases/ Pages/
jl0677.aspx.

514 Joon-ho Kim, “New State Securiry Organization Earning Foreign Cash For North Korean Regime,” Radio Free Asia,
October 7, 2015, heeps://www.rfa.org/english/news/korea/currency-1007201513053 1L.heml; US. Dep'e of Treasury, “Treasury
Sanctions Additional Norch Korean Officials and Entities In Response To The North Korean Regime’s Serious Human Righs
Abuses and Censorship Activities,” January 11, 2017, heeps://www.treasury.gov/press-cencer/ press-releases/ Pages/jl0699.aspx;
US. Dep'e of Treasury Press Release, “Treasury Sanctions Additional Norch Korean Officials and Encities in Response to the
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- The Reconnaissance General Bureau (RGB) dispatches assassins to abduct refugees and mur
der human rights activists abroad, is responsible for the Cheonan and Yeonpyeong-do attacks
in South Korea, and carried out the 2014 Sony Pictures cyberattack.”s It funds itself in part
through coal and iron ore exports through the Packsol Trading Company.»

- The RGB-controlled network known as Glocom sells military radios and seafood though UN-
and OFAC-designated banks, such as Korea Kwangson Banking Corporation.s” OFAC has
never designated Glocom or its neighboring network, Malaysia-Korea Partners.

- The Propaganda and Agitation Department, which is designated by both the United States
and the UN Security Council, controls the heavily censored state media. It earns money by
collecting royalties from foreign news organizations.’'s

These companies and support networks would become primary targets of a counter-repression
sanctions strategy. Defunding the police state could distupt the state’s capacity to seal the bor
ders, hunt down cell phone users, censor non-state media, and confiscate private remittances

intended for the poor and hungry. It could deny the state the means to operate political prison

Regime’s Serious Human Righrs Abuses and Censorship Activities” Ocrober 26, 2017, hups://home.treasury.gov/news/
press-releases/sm0191,

515 US. Dep'tof Treasury, “Treasury Sanctions Suppliers of North Korea's Nuclear and Weapons Proliferation Programs,”
June 1, 2017, heeps:/ /wwwereasury.gov/press-center/ press-releases/ Pages/sm0099 aspx.

516 US. Dep’eof Treasury, “Treasury Sanceions Agents Linked to Norch Korea’s Weapons of Mass Destruction Proliferation
s/sm0039.aspx; US. Dep't
of "Treasury, “Treasury Designates Two Shipping Companies for Atcempred Evasion of Norch Korea Sanctions,” March 21,2019,

and Financial Nerworks,” March 31,2017, heeps://www.oreasury.gov/ press-center/ pre: cases/ Pa

heeps:/ /home.creasury.gov/news/ press-releases/sm632,
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Destruction Proliferation and Financial Nerworks” March 31, 2017, hurps://home.treasurygov/news/press-releases/sm0039;

US. Dep't of Treasury, “Treasury Imposes Sancrions Against the Governmenr of The Democratic People’s Republic Of Korea,”
January 2, 2015, heeps://wwwrreasury.gov/ press-cencer/ press-releases/ Pages/j19733.aspx; Choi Song-min, “Sanctions include
RGB for the first time, bur can they be enforced?] Daily NK, March 14, 2016, hreps://www.dailynk com/english/sanctions-

include-rgb-for-the-firs/. For information on protein deficiencies in the diers of Norch Korean children and how this affects
cheir growth and development, see Soo-kyung Lee, “North Korean Children: Nutrition and Growth)” dunals of Pediatric
Endocrinology & Metabolism, December 2017, heeps:/ /www.ncbinlm nib.gov/pme/articles/PMC5769832/; Anthony Kuhn,
“Why South Korea Is Sending $8 Million In Food Aid To North Korea) NPR, June 9, 2019, heeps://www.nprorg/sections/
goatsandsoda/2019/06/09/730441007 /why-aid-wont-fix-north-koreas-recurring-food-shorrages.
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Financial Services Industries and Norch Korean Government Officials and Organizations” NK News, March 16, 2016,
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forcign-media-asked-to-pay-north-korea-copyrighr-by-south-korean-organization/.
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camps, and to suppress the rise of a market economy and private agriculture. It could thus
indirectly improve the production and distribution of food, and shift North Korea’s internal
balance of power from the state to non-state networks. Eventually, a counter-repression strategy
could create space for the emergence of independent journalists, clinics, trade schools, churches,
and labor organizations.

To Fund Humanitarian Aid Programs. By forfeiting Pyongyang’s misappropriated funds and
the proceeds of its financial crimes, the U.S. and its allies can accumulate an escrow fund to pay
for underfunded humanitarian aid programs through the same UN agencies and distribution
channels from which Pyongyang has historically accepted aid. If initial efforts to distribute aid
fairly and transparently succeed, and if Pyongyang makes progress toward disarmament and
reform, escrow funds can also rehabilitate North Korea’s civilian infrastructure and empower
enduring, market-based solutions to the food crisis, such as land reform, sustainable agriculture,
and more efficient food processing and transportation. If Pyongyang continues to refuse offers
of aid, broadcasts to the North Korean people should publicize that refusal, raising internal
political pressure on Pyongyang to accept aid and prioritize the needs of its people.

To Support Peaceful Development Abroad. Pyongyang induces less developed states, chiefly in
the Middle East and Africa, to divert their scarce resources toward weapons and political mon-
uments. In doing so, it exports kleptocracy and militarization, and fuels conflict in nations far
from its own borders, such as in Syria.

To Recruit Human Intelligence Sources and Compromise Pyongyang’s Financial Networks.
Miscalculations cause wars. The disruption of Pyongyang’s finances can encourage defections by
regime agents abroad who cannot meet their remittance quotas and fear returning to Pyongyang.
This can provide opportunities for foreign intelligence agencies to recruit informants within
the regime’s financial infrastructure, and to sow mistrust within those networks. Subsequent
enforcement actions based on intelligence provided by informants would cause other regime
agents to risk failing to meet their quotas and instigate a “death spiral” of the state’s financial
lifelines, raising the pressure on Pyongyang for a diplomatic agreement.

To Subvert the State’s Propaganda. Achieving the highest coercive pressure for a disarmament
agreement would require a sustained and well-resourced information program directed toward
North Korea’s elites, military, rural population, and market classes. A message to the military
could sow dissension within command systems and discourage soldiers from obeying orders to
fire on civilian targets during domestic unrest or war. A message to the elites would reassure
them of their place in within a more open, reformed, and reunified Korea. A message to the
rural poor would help them organize independent networks to grow and distribute food, and
to aid the hungriest among them. An escrow program could eventually fund small-scale human-
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itarian operations by these independent networks. The threat to fund subversive broadcasts
could create strong incentives for Pyongyang to accept a peace agreement and humanitarian aid
to preempt information operations that accelerate regime decay.

2. Targeting Sanctions for Justice and Peace

Because we care more about the people of North Korea than Kim Jong-il or Kim Jong-un cares
about them, our sanctions targeting must be precise and humane. We should avoid blockades
against the economy as a whole and target vulnerabilities in the state’s capacity to sustain itself
through corruption, feed its military-industrial complex, and repress its people. War economies
collapse when chokepoints close. In the case of Nazi Germany, the fuel shortages of 1944 and
1945 denied it the means to train pilots, defend its airspace, and fight a war of maneuver on two
fronts.? Non-violent conflicts must also be waged strategically. It stands to reason that a narrowly
focused, well-enforced sanctions campaign against a few of the state’s critical vulnerabilities will be
more effective, legitimate, and humane than a broadly focused, poorly enforced campaign against
the North Korean economy as a whole. Therefore, sanctions and engagement strategies should
discriminate between three broad categories of potential targets:

“Red” entities are persons and entities within the networks that support the regime’s proliferation,
and its immune system against liberalism and reform—the military-industrial complex and the
security forces. They are under direct state control and either engage in, finance, or facilitate prolif-
eration, terrorism, arms trade, cyberattacks, censorship, slave labor, and human rights abuses—the
conduct subject to mandatory sanctions under section 104(a) of the NKSPEA. Some of these en-
tities are designated by the U.S. Treasury Department, the UN Security Council, or the European
Union. Others are undesignated but have common directors, personnel, locations, email address-
es, and clients. Even when these targets trade in non-sanctioned goods, their profits sustain the
destructive and repressive work of their parent organizations. The coalition of like-minded states
should seize every favorable opportunity to impede or defund them, or to use their diplomatic
influence to have their operatives expelled. This, in turn, will increase the state’s dependence on

“yellow” entities.

“Yellow” entities may include state-owned enterprises like Samhwa, a textile producer that was
recently ordered to import corn, beans, and flour to make up for a failed harvest.? Textile exports

519 U.S. Strategic Bombing Survey, Summary Report, European War, September 30, 1945, https://www.anesi.com/ussbs02.
hem.

520 Ha Yoon-ah, “North Korean foreign trade businesses ordered to import corn,” Daily NK, November 13, 2018, heeps://
www.dailynk.com/english/north-korean-foreign-trade-businesses-ordered-to-import-corn/.
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were banned by UN Security Council Resolution 2375, but the coalition has neither a legal basis
for—nor an interest in—blocking Samhwa’s transactions to buy and ship food. In other cases, yellow
targets may be quasi-private traders (donju) who trade on their political connections and graft to gain
access to international trade and finance, usually with China. They will do whatever is profitable,
including sanctions violations, illicit activity, or sourcing and transporting food that supplies the
markets that feed the hungry. They are often under suspicion by the regime, which tolerates them
because they provide goods more efficiently than the state can. The coalition should address each
line of commerce these entities engage in on its own merits. It should block transactions involving
illicit commerce and allow transactions that benefit the poor. Its objective should be to compel them
to shift from sanctioned to non-sanctioned trade, such as food imports. Some evidence suggests that
a few state trading companies have already adapted to sanctions in this manner.

“Green” entities are non-state traders, who may pay bribes and protection money to the security forc-

es, but who are otherwise independent of state control. They include illegal cross-border smugglers,
private-plot (sotoji) farmers, and market traders and businesspeople who pay bribes to officials. Most
of these entities have minimal access to international finance or export markets, access to which is
largely monopolized by Pyongyang. Our objective should not only be to avoid harming green enti-
ties, but also to support their proliferation and growth as much as possible—particularly those that
support the private agriculture and trade that sustain most North Koreans. As sanctions damage the
military-industrial complex and trading companies under its control, the security forces will increas-
ingly rely on bribes from, and extortion of, green entities.®* The people will also increasingly depend
on their produce to survive.

Carefully targeted sanctions can shift the balance of economic and political power from the state

521 Sung-hui Moon and Kyung-ha Rhee, “North Korean State Trading Firms Raise Cash on Food Imports From China,”
Radio Free Asia, November 15,2017, heeps:/ /www.rfa.org/english/news/korea/impores-11152017100152.heml.

522 “In sanctioned North Korea, bribery problem worsens,” Daily NK, January 9, 2018, heps://www.dailynk.com/
english/in-sanctioned-north-korea-bribery/; Ha Yoon-ah, “North Korea’s Group 109 racchets up crackdowns in Ryanggang
Province,! Daily NK,  June 18, 2019, hueps://www.dailynk.com/english/north-koreas-group-109-racchers-up-crack-
downs-in-ryanggang-province/; In-hua Kim, “Ask a North Korean: is anyone genuinely loyal to the ruling Kims anymore?
Daily NK, August 12, 2019, heeps://www.nknews.org/2019/08/ask-a-north-korean-is-anyone-genuinely-loyal-to-the-
ruling-kims-anymore/2c¢=1565597505727&utm_content=bufferac5538&urm_medium=social&urm_source=twitcer.
com&urm_campaign=buffer; Kang Mi-jin, “Markets provide relief for ordinary people hurting from sanctions,” January 2,2018,
hreps://www.dailynk.com/english/markets-provide-relief-for-ordinar/. In 2008, the state tried to ban remittances. North Korea
Today, 112th ed., February 2008, hreps://web.archive.org/web/20080315172452/htep:/ /www.reliefweb.int/rw/RWFiles2008.
nsf/FilesByRWDocUnidFilename/ MMAH-7C73D6-full_report.pdf/$File/full_reporc.pdf. The lure of corruption has caused
the security forces to extort those who receive remitrances racher than punish chem.
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toward the “wavering” and “hostile” classes. By empowering the poor, the coalition can help them
resist the state’s efforts to squeeze and tax them to make up for revenue lost to sanctions. It can
help independent actors earn money to bribe their way out of state control, and to buy indul-
gences from crackdowns on commerce, information, and dissent. It is in the humanitarian and
security interests of the coalition to empower the poor, not to impoverish them. It is in our
shared interest to catalyze North Korea’s evolution toward a more humane, equal, and open
society. The coalition should pursue these interests through diplomacy, information operations,
and the careful targeting of security forces that torment green entities, supporting appropriate
humanitarian licenses and exemptions, and using the proceeds of Kim Jong-un’s kleptocracy
to support them with alternative payment systems as soon as our evolving technology allows it.

When the necessary communications technology becomes available, coalition nations should
open free communications between North Korea’s poor and the wider world, including their
relatives in South Korea.s They should seek to bypass the state and directly engage the people,
providing broadcasts to enhance freedom of information and setting up guerrilla banking chan-
nels that enable better access to remittances and cross-border trade. These, in turn, can build up
an independent domestic economy and civil society organizations to feed the hungry and heal
the sick. An informed population will eventually demand that the resources of their nation be

used for their own welfare.

3. Escrow and Diplomacy

An escrow model of sanctions enforcement and relief would test the sincerity of Pyongyang’s
amenability to transparency, opening, and reform. By forfeiting misspent funds and disbursing
them for humanitarian purposes, a coalition can compel Kim Jong-un to make better decisions
with the wealth that rightfully belongs to the North Korean people. If Kim Jong-un can still be
persuaded to disarm, reform, and accept peaceful coexistence, escrow disbursements can help
him make those changes. But he will only choose that path if all other alternatives are closed to
him.

523 See Michael Schwille and Scorr Fisher, “Sarellite Interner Services—Fostering the Dictator’s Dilemma?,” The Rand Blog,
April 12,2021, heeps://www.rand.org/blog/2021/04/ satellite-incernet-services-fostering-the-dicrators.heml.
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Sanctions must do more than slow Pyongyang’s proliferation or pressure it to return to talks.
Until sanctions catalyze either the disarmament of North Korea or the fundamental alteration
of its form of government, their most humane use is to defund the police state and build a
framework of financial controls such that Pyongyang cannot write a check until an interna-
tional Receiver endorses it as necessary for the humanitarian needs of the people. Escrow
disbursements should always be available for emergency humanitarian aid, without regard to
Pyongyang’s conduct or negotiating position. That aid must prioritize children, nursing moth-
ers, prisoners, the disfavored classes, and regions and recipients affected by sanctions. It must be
closely monitored and distributed transparently and fairly through UN agencies.

Revenue-sharing provisions in the forfeiture laws can encourage allies to join a growing coalition to
find and confiscate misspent funds.? If enough of Pyongyang’s funds come under the Receiver’s
control, its financial inability to pay and equip its military and security forces, or to provide for its
elites, will raise internal pressure to reach a diplomatic resolution. If Pyongyang offers a full decla-
ration of its WMD programs, lets [AEA inspectors in, freezes its nuclear and missile programs, and
agrees to begin dismantling them, it will expect sanctions relief to maintain the essential functions
of the state as it performs on its obligations. Any such relief must be limited, monitored, and focused
on maintaining essential government services. If sanctions demonstrate the potential to threaten
the stability of Kim Jong-un’s rule, and if the processes of disarmament and verification take years to
complete, those may be years the state’s leaders would not have without some tailored and limited
disbursement from an escrow fund.

As Pyongyang makes progress toward disarmament and reform, the coalition could authorize the
Receiver to disburse funds to rehabilitate North Korea’s agricultural self-sufficiency, public health,
and infrastructure. The Treasury Department could use Section 208(d) of the NKSPEA to license
a responsible foreign bank to clear transactions to fund aid and reconstruction.’ Even so, North
Korea’s deep history of corruption will require rigorous monitoring of each disbursement. Only
when the coalition agrees that Pyongyang has met a set of rigorous conditions similar to those in sec-
tion 402 of the NKSPEA would the Receiver transfer any balances remaining under the Receiver’s
control to the North Korean government.

524 18US.C.§981(i).

525 22 US.C. §9228(d) (serting strict conditions on monitoring of humanitarian aid provided inside Norch Korea).
526 United Nations Office of the High Commissioner for Human Righes, The price is rights: The violation of the right to an
adequate standard of living in the Democratic People’s Republic of Korea 19 (2019) (“[Clorruption appears to be endemic in the
Democratic People’s Republic of Korea. The 2018 Corruprion Perceptions Index ranks che country in the botrom 3 per cent of

countries worldwide, with its score (14) worse than the previous year (17)”).
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True “maximum” pressure for Pyongyang to accept the conditions for a just and lasting peace is
not a function of sanctions alone. A whole-ofgovernment strategy must include diplomacy, law en-
forcement, information operations, intelligence, and the principled declaration assertion of shared
values to the world—the people of North Korea most of all. Such a strategy will require time, patience,
bipartisan continuity, and rmultilateral unity that must endure from one administration to the next.
Congress's expression of that bipartisan continuity is now codified in law. That law gives human
rights defenders a seat at the tables of policymakers, to counsel them toward a policy that cuts the
root of all evil, and that returns the fruit of a nation to its rightful owners.
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Appendix A:

UN, U.S. Statutory, and U.S. Regulatory Sanctions in Effect Against North Korea,
as of August 2019

U.S. Statute U.S. Executive Order
(Lifting requires Senate | (POTUS may either
ratification as a treaty or [ amend the regulation
authorizing legislation) | or grant a specific or
general license)s®

UN Security Council
Resolutions

(Security Council must
agree to suspend).?”

North Korea must * POTUS shall desig- * Previously prohibited

abandon all nuclear,
ballistic missile, and
other WMD programs
in a complete, verifi-
able, and irreversible

nate any person WhO
knowingly facilitates
the export to or import
from North Korea

any goods, services, or

by separate regulations
and executive orders.>
OFAC’s North Korea

Sanctions Regulations

(NKSR) authorize the

Proliferation manner.’ technology that con- blocking of all proper-

tributes to WMD use ty of any person who

or development by any knowingly engages

person.”® in a transaction that
funds or facilitates
North Korea’s WMD
programs.**?

527 To the extent that multiple UN resolutions sanction the same conduct, this table summarizes the most

recent and authoritative provisions.

528 Most OFAC regulations block all property and interests of property of a person designated by the
Secretary of State, in coordination with the Secretary of the Treasury. 31 C.FR. Ch. V. The requirement for
an executive designation under the NKSR arguably conflicts with Congress’s intent in enacting mandatory
sanctions in section 104(a) and 104(c) of the NKSPEA.

529 S/RES/1718 44 6-8; S/RES/2087 € 3; S/RES/2094 44 5 & 6; S/RES/2270 49 3 & 4; S/RES/2321 1 2;
UNSC resolution 2356, Non-proliferation/Democratic People’s Republic of Korea, S/RES/2356 (2017) € 2;
S/RES/2371 42; S/RES/2375 99 2 & 31; S/RES/2397 § 2.

530 22 US.C.§9214(a)(1) & (a)(2).

531 Exec. Order 13382, “Blocking Property of Weapons of Mass Destruction Proliferators and Their Supporters,”
(2005); 31 C.ER. Part 544.

532 31 C.ER. § 510.201(2)(3).
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* Transactions in arms * POTUS shall designate |+ Similar in NKSR, bue
and related materiel to any person who know- subject to Trea-
or from North Korea, ingly facilitates import sury designation.™

Arms Traffcking or by irs representa- N from or export 1o
® tives, are prohibited. ™ North Korea any weap-
ons, or any 3
relating to their use or
maintenance.”™
. s POTUS shall designate | =

Luxury Imports & Klep-

tocracy

Member states may not
provide luxury goods
to Notth Korea 5%

.

any pesson who know-
ingly imports, exports,
o reexports luxury
goods to or into North
Koren. "

POTUS shall designate
any person who know-
ingly contributes t the
North Korean govern-
ment’s {or a Norrh Ko
rean al’s) bribery,
theft, misappr a-
tion, or eml
of public funds.®*

nent

ports to North
tire a license

from “ommerce
Deparoment. Listed

fuxury items are sub-
ject to a presumption
of denial 5%

Food Exports

North Korea may not
export food or agri-
culrural produces,™
including fishing

rights 5%

POTUS may designare
any person who know-
ingly acquires signifi-
€ant types or Amounts
of food or agricultural
products from North
Korea.”™

POTUS may designate
a person who imports
goods, services, or
technology from North
Korea to the ULS.,
whether directly or
indirecely. >

535 31 C.ER.§510.201(2)(3)(iv)(B).

5 S/RES/1718 4 8(a)(iii).

53 22 U.S.C. § 9214(3)(3).

538

539 31 C.FR. § 510.201(2)3)(ii)(C).
540 15 CER. subpt. 746.1.

541 S/RES2397 § 6.

542 1d. 9 6; see S/RES/2371 § 10.
543 22 US.C. § 9214(b)(1)(K).

544

124

33 S/RES/1718 € 8(a)(i); S/RES/1874 €9 9, 10; S/RES/2270 4 6.
34 22US.C.§ 9214(2)(9).

22 US.C. § 9214(g)(1){F); 31 CER.§ 510201 (a)(3)(ix)(F).

31 C.ER.§510.205; see also Exec. Order 13,570 (2011).
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Censorship

* Although there are no
UN sanctions against
censorship per se, the
Security Council has
designated the Propa-
ganda and Agitation
Department, which is
responsible for censor-
ship.>

* POTUS shall desig-
nate any person who
knowingly engages in,
is responsible for, or
facilitates censorship
by the Government of
North Korea 5%

Similar in NKSR,

but subject o State/
Treasury designation.
Persons and entities
designated include
the Propaganda and
Agitation Department
and its head, Kim Yo-
jong, the sister of Kim
Jong-un ¥

Labor Exports

Member states must
expel North Korean
workers by December

22,2019

POTUS shall desig-
nate any person who
knowingly engages

in or facilitates the
exportation of workers
by North Korea, or the
employment of such
workers 5%

POTUS shall designate
persons employing
North Korean laborers,
unless it can be certi-

.

fied that the workers
receive their own
wages and are subject
to working conditions
consistent with inter-
national standards.>®

The property of

any person that has
engaged in, facilitated,
or been responsible

for the exportation of
workers by the govern-
ment of North Korea is
blocked, if designated
by State/ Treasury.s!
Individuals may file
petitions requiring
CUS[U“\S o seize
North Korean-made
goods as products of
forced labor.5?

The importation of
goods, services, or
technology from North
Korea, whether directly
or indirectly, is prohib-
ited.

545 S/RES/2397, Annex I1.3.

546 22 U.S.C.§9214(a)(4).

547 31 C.FR. § 510.201(2)(3)(iv)(B).

548 S/RES/2397 8.

549 22US.C.§9214(g)(1)(C); 31 CER. § 510.201(a)(3)(ix)(C).
550  1d.§9241b(c)(1).

551 31 C.ER.§510.201(a)(3)(iv)(D).

552 19 C.ER.§ 12.42.

553 31 C.ER. §510.205; see also Exec. Order 13,570 (2011).
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¢ Goods made with
North Korean labor
are presumed to be
made with forced
labor and are banned
from U.S. commerce,
but this presumption
may be rebutted by
clear and convincing
evidence’*

A country’s use of
North Korean laborers
shall be a consider-
ation in its tier ranking
under the Trafficking
Victims Protection

Labor Exports
(Continued)

Act5S

¢ POTUS shall designate [ ¢ Similar in NKSR, but
any person who know- subject to State/Trea-
ingly engages in the sury designation.’s”

Intell 1
ntellectual Property counterfeiting of goods

that supports North

Korea or its officials.?¢

* POTUS shall desig- ¢ Similar in NKSR, but
nate any person who subject to State/Trea-
knowingly engages sury designation.’s
in, is responsible for, Persons and entities
or facilitates serious designated include Kim

Human Rights Abuses human rights abuses Jong-un, the Ministry
by the Government of of State Security, the
North Korea.®* Ministry of People’s Se-

curity, and their senior
officials. >

554 1d. § 9241a; see 19 US.C. § 1307.

555 22 US.C. § 7108 (as amended by Pub. L. 115-44, § 321).

556 1d. § 9214(a)(6).

557 31 C.ER.§ 510.201(2)(3)(iv)(E).

558 22 US.C. § 9214(a)(5).

559 31 C.ER.§510.201(a)(3)(iv)(B).

560 U.S. Dep't of Treasury, “Ireasury Sanctions North Korean Senior Officials and Entities Assouated with
Human Rights Abuses,” January 11, 2017, hetps: .
US. Dep't of Treasury, “Treasury Sanctions Additional North Kmean Officials and Entities In Response To ‘The
North Korean Regime’s Serious Human Rights Abuses and Censorship Activities,” January 11, 2017, heeps://www.,
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* Although no UN * POTUS shall desig- * Similar in NKSR, but

sanctions specifically nate any person who subject to State/Trea-

target North Korea’s knowingly engages in sury designation.’®

cybercrimes, the UN significant activities

Panel of Experts has undermining cyber-

repeatedly reported on security on behalf of

cybercrimes as viola- North Korea.’

Cyber Crime ; L
tions of the sanctions

financial provisions.
Several of the respon-
sible parties, including
the Reconnaissance
General Bureau, are
designated >

561 $/2019/171 99 109-15.
562 22US.C.§ 9214(a)(7).
563 31 C.ER.§ 510.201(2)(3)(ii)(D).
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Mineral and Metals Trade

.

s

North Korea may not
export iron or iron
ore,* gold, tranium
ore, vanadium ore,
rare earth minerals,
copper, nickel, silver,

lead, lead ore,5
or coal.

565

Member states may
not provide industrial
machinery, iron, steel,
or other metals to
North Korea, except
spare parts for Air Ko-
5 eivilian passenger
56

-
aircraft.

.

POTUS shall desig-
nate any person who
knowingly transfers

o or from North
Korea precious metal,
graphite, raw or
semi-finished metals or
aluminum, steel, coal,

or software, related to
North Korea's WMD
programs, ruling party,
military, intelligence
servi
or prison camps.
POTUS shall desig-
nate any person V«‘h()
knowingly engages in
the importation or
exportation to North
Korea of coal, textiles,
seafood, iren, ron ore,

crude oil or petroleum
products {in excess of
UN limits) 5

security forces,

.

Similar in NKSR, bur
subject to State/ Trea-
sury designation.™
POTUS may block

the property of any

> OpPErates in

‘s mining

industrys™

564 S/RES/2270 € 29.

565 1d.430.

566 S/RES/2321 9 28,

567 S/RES/237194 11,

568 1d. 4 9. An exception allows for the export of Russian coal through Rason.

569 S/RES/2397 € 7. Note the omission of Air Koryo's dual-use I-76 cargo aircraft from this exemprion.
570 22 US.C.§92140)(8).

9494
I S

128

22 US.C.§ 9214(g)(1){A); 31 C.ER. § 510201 {)(3)(ix)(A).
31 CER.§510.201(2)(3){iv)(B).
1. § 510201 (a){(3)(iv)(A).
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Mineral and Metals
Trade (Continued)

¢ POTUS may designate

any person who know-
signifi-
cant quantities of coal,

ingly acquires

iron, or iron ore from
North Korea, in excess
of UNSC limits (zero
since 2017).5™

POTUS may designate
a person who imports
goods, services, or tech-
nology from North Ko-
rea to the U.S

Fuel Imports

* Member states may not,
collectively, provide
North Korea
¢ more than 2 million

barrels of crude oil,

or 576

more than 500,000

barrels of refined pe-

troleum products

* per year, except for hu-

manitarian
after advance notice to

the UNSC.>”7

purposes

.

POTUS may designate
any person who know-
ingly exports refined
petroleum
to North Korea, other

than for humanitarian
578

products

use.

POTUS may designate
and block the property
of a person who oper
ates in North Korea’s
energy industry.””

574 Id. § 9214(b)(1)(D).

575 1d. § 510.205; see also Exec. Order 13,570 (2011).
576 S/RES/2397 € 4.

577 1d.95.

578 22 U.S.C. § 9214(b)(1)(H).

579 31 C.ER.§510.201(a)(3)(iv)(A).
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* Member states must| * POTUS must  desig

inspect cargo going to nate any person who
or coming from North knowingly  facilitates
Karea, or brokered by the registration of a

its nationals. ™ North Korean vessel
o States must  prohibic or maintains insurance
insurance  to  vessels for a el owned or
they have reasonable controlled by North

re Korea.
POTUS must designate
any person who know-

grounds to believe
involved  in
the resolutio

»

Shipping * Member Sr: shalt ingly sells a significant
in: and number of vessels to

¢ any n rtheir North Korea.
ports, and may o US. Customs may

inspect, and freeze any impose enhanced in-

£ tion requirements
go coming from
s that fail ©o inspect
reasonable grounds to cargo 1o or from Noxth
believe that the v

risdiction in its territo-

rial waters, if they have

1 Korea, or brokered by
was involved in violat- North Korean nation-
ing the resolutions als. 3

-

.

POTUS may designate
and block the property
of any person who op-
erares in North Korea's
transportation  indus-
¢ 6

Transactions related to
the flagging or reg
tion of North Korean
vessels are prohibited
Vessels that have land-
ed in North Korea in
the last 180 days may
not land in the United
States, 3

A-

580
581
582
583
584
585
586
587
588
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S/RES/2270 € 18.

S/RES/2321 € 22.

S/RES/2397 1 9.

22 US.C. § 9214(2)(13).

22 US.C. § 9214(g)(1)(D); 31 C.FR. § 510.201(2)(3)(ix)(D).
Id. § 9225.

31 C.ER. § 510.201(2)(3)(w)(B).

Id. § 510.207.

Id. § 510.208.
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Shipping (Continued)

* Calls on flag states to
consent to inspection
on the high seas of
any vessels they have
reasonable ground to
believe are violating the
resolutions. 5%

¢ A flag state may ask
the 1718 Committee
to release the ship six
months later after the
state makes adequate
arrangements to
prevent the vessel from
contributing to future
violations.*

¢ Any vessel used to fa-
cilitate any activity pro-
hibited under section
104(a) of the NKSPEA
is subject to seizure
and forfeiture.’”

¢ Any vessel used to fa-
cilitate any activity pro-
hibited under section
104(a) of the NKSPEA
is subject to seizure
and forfeiture.>*

¢ The Coast Guard may
ban ships from U.S.
waters that are flagged
by states that fail to
abide by UN sanctions
against North Korea.’?

* Property of persons
determined to own,
C()llll'Ul\ Or operate any
seaport, airport, or
land port of entry in

North Korea is blocked.
594

589  S/RES/2375 99 7-8.

590 S/RES/2397 € 9.

591 Id.§9225.

592 Id. § 9225(d); see, e.g., infra note 131.

593 Countering America’s Adversaries Through Sanctions Act, Pub. L. No. 115-44, § 315 (2017)

(amending 33 U.S.C. § 1221).
1d. § 510.201(2)(3)(v)(B).

594
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Financial

.

.

Member stares must
require enhanced
moniroring of transac-
tions with North Korea
to prevent UNSCR
violations. %

Member states must
ensure that funds sent
to North Korea do not
acilitate conduct thar
violates the resolu-
tions. >

Member states must
prohibit correspendent
relationships with
North Korean bank

.

POTUS must block
all property of the
government of North
Korea, ™
Transactions with

the Government of
North Korea require a
hCC ".5,19

POTUS must desig-
nate any person who
knowingly engages

in money
the counterfeiting

of currency, or bulk
cash smuggling that
supports North Korea
or s officials.

B

-

Transactions with

the Government of
North Korea require an
OFAC license, ¢
POTUS may block

the property of any
person who operates in

North Korea’s financial
2

services industr
North Korea is desig-
nated s a jurisdiction
of primary money laun-

dering concern and is

to two special
603

Direct and indirect
correspondent rela-
tionships with North
Korean banks are
prohibited.

595
596
597
598
599
600

601
602
603

S/RES/2094 4 11.
S/RES/1718 € 8(d).
S/RES/2270 94 33,
22 US.C. § 9214(0).
22 US.C. § 9214(c).

18 U.S.C. § 2332d. This is a consequence of President Trump'’s October 2017 designation of North
Korea as a state sponsor of terrorism.
31 C.FR.§596.201. This is a consequence of North Korea’s designation as a state sponsor of terrorism.
1d § 510.201(2)(3)(iv)(A).
31 US.C. § 5318A(b)(1)&(5). The imposition of these special measures was pursuant to a NKSPEA
mandate that Treasury make specific findings as to money laundering risks emanating from North Korea. See
2208.C.§ 9221
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¢ Member states must ex-
pel North Korean bank
representatives.**
Member state banks

.

* The direct or indirect
provision of correspon-
dent banking services
to North Korea is pro-

Financial institutions
must exercise enhanced
due diligence to pre-
vent North Korea from

hibited, and POTUS
must designate any
person who knowingly
maintains a correspon-
dent account, whether ed nearly all North
directly or indirectly, Korean banks by late
for North Korea. ©7 201780
The categories of POTUS may block the
conduct prohibited by property of any finan-
section 104(a) of the cial institution that
NKSPEA are specified facilitates a significant
unlawful activities financial transaction—
¢ for a person
blocked under

a recent North

accessing the financial
system through U.S.
correspondent banks.

OFAC had designat-

may not maintain
branches in North
Korea,* or permit
North Korean banks to
maintain branches in
their jurisdictions.®

609

Financial
(Continued)

under the criminal
statute that prohibits
money laundering 5
Korea-related exec-
utive order, or

.

in connection
with trade with
North Korea. ¢

604 S/RES/2321 § 33.

605 S/RES/2270 q 34.

606  Id. §33; S/RES/2321 9§ 33; S/RES/2371 § 15.

607  1Id. § 9214(a)(14); see id. § 9221a-9221c.

608 18 U.S.C. § 1956(c)(7). Any property that constitutes proceeds of a specified unlawful activity, or that
is involved in a specified unlawful activity, is subject to forfeiture to the United States. Id. § 981.

609 31 C.FR.§1010.659; id. § 510.210 & .211.

610 U.SS. Dep't of Treasury, “Treasury Sanctions Banks and Representatives Linked to North Korean
Financial Networks,” September 26, 2017, https://www.treasury.gov/press-center/press-releases/Pages/
sm0165.aspx.

611 31 C.FR.§ 510.201(2)(3)(vi).
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.

Joint ventures with
North Korea are pro-
hibited. ©2

Public and private
support for trade with
North Korea is prohib-

ited. %

.

POTUS may desig-
on who
ignifi-
ion in

nate ar
condu
cant frav
North Korea’s mining,
!rm\spor(ﬂrion‘ energy,

L services
E

or financia
inchustries.

The nportation

or exportation of
goods, services, and
technology from or to
North Korea without
an OFAC license is
prohibited. ¢
Property of persons

Trade and Tnvestments

determined—

* o operate in the
constTuction, energy,
financial services,

fishing, information
technology, manu-
facturing, medical,

or ransportation
industries;

* to have engaged in
at least one signif
icant importation
from or exportation
to North Korea of
goods, servi
technology;

¢ tobeaNorth Kore-
an person, including
a person that has
engaged in com-

actiy

S, OF

mer

y that
generates revenue
for North Korea’s
government or
ruling party;

is blocked, #¢

¢ New investment in

North Korea is prohib-
Red. a7

612
613
614
615
616
617

S/RES/2375 € 18; see S/RES/2371 € 13; S/RES/2270 99 15 & 33; S/RES/2094 € 12,
S/RES/2321 § 32.

22 U.S.C.§ 9214(b)Y(1)(M).

31 C.FR. §§ 501.205-.206; Exec. Order 13570 (2011).

31 C.FR. § 510.208.

Pub. L. No. 114-57, div. O, § 203 (amending 8 US.C. § 1187()(12)(A)(1)(I1)). This is a consequence

of President Trump’s designation of North Korea as a state sponsor of terrorism.
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Travel Sanctions

Member states shall
deny entry to and expel
persons responsible

or violations of the
resolutions, or acting
on behalf of designated

entities'®

POTUS shall deny
visas to designated per-
sons, and to corporate
officers of designated
persons &%

POTUS shall issue
regular travel adviso-
ries about the risk of
arbitrary detention

in North Korea, and
about the regime’s hu-

man rights abuses.

Air Koryo is designated
by OFAC, but the ef-
fect of the designation
is limited by statute. ¢!
U.S. passport holders
require special State
Department validation

to travel to North
622

Kore:
An aircraft that has
landed in North Korea
in the previous 180
days may not land in
the US.

Aliens who traveled

to North Korea after
March 1, 2011 are
ineligible for visafree
travel to the United

States.

618  S/RES/1718 € 8(d).
619 22US.C.§ 9214(g)(1)(B); 31 C.ER. § 510.201(a)(3)(ix)(B).
620 22 USC.§ 9214(c).

621 A carve-out in the IEEPA withholds from the President the authority to block transactions ordinarily
incident to travel. 50 U.S.C. § 1702(b)(4).

622  22C.FR.§51.64.
623 31 C.FR.§510.208.
624 Pub. L.No. 114-57,div. O, § 203 (amending 8 U.S.C. § 1187(a)(12)(A)(i)(II)). This is a consequence

of President Trump’s designation of North Korea as a state sponsor of terrorism.
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Other Enforcement
Provisions

states tust —
all assets of
designated persons
and prevent persons
subjecr to their
jurisdiction from
providing economic
resources o them.
expel persons,
including diplomats,
who are representa-
tives of designared
persons or who are
ing in the eva-

sion of sanctions.

-

POTUS must desig-
nate any person \VhD
knowingly facilitates

a transfer of proper-

ty that facilitates a
violation of applicable
UNSCRs.

POTUS ¢
all assets of the North

hall freeze

Korean government.
All property that con-
stirures proceeds of, or
is involved in, conduct
prohibited under 22
US.C §9214(a), is
subject to forfeiture to
the United States.
Knowingly engaging in,
facilitating, or con-
iring fo engage in or

tate 2 fransaction
prohibited under 22
US.C.§9214(a) is
prohibited and pun-
ishable under several

inal statures, ©°
POTUS may d
any person who facili-

taves a violation of
applicable UN Security
Council resolution,

* Facilitation of sa

tions violatlons is
punishable by 20 vears
in prison, a $1 million
fine, and a $250,000

32

civil penaley.

625
626
627
628
629
630

631
632

136

S/RES/1718 9 8(d).

S/RES/2094 § 10; S/RES/2270 99 13 & 14.
22 US.C. § 9214(g)(1)(B); 31 C.FR. § 510.201(2)(3)(ix)(B).

22 US.C. §9214(c).

18 U.S.C. § 981(a); Id. § 1956(a)(7).
Id § 1956 (money laundering); 50 U.S.C. § 1705 (the International Emergency Economic Powers
Act); 18 US.C. § 371 (conspiracy); 31 U.S.C. § 5321 (civil penalties for violating Patriot Act special measures);
id. § 5322 (criminal penalties for same).
22 U.S.C. § 9214(b)(1).
31 C.FR. § 510.212; see S0 U.S.C. § 1703 (providing for criminal and civil penalties).
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Appendix B:
Model Legislation to Create an Escrow Fund for the Proceeds of North Korean
Kleptocracy

118TH CONGRESS
1ST SESSION  H.R. _

A BILL
To strengthen sanctions against the Government of North Korea, and to authorize the escrow
and disbursement of blocked and forfeited proceeds of kleptocracy of the Government
of North Korea to fund the enforcement of sanctions, programs to promote freedom of
information in North Korea, and monitored humanitarian aid for the North Korean
people, and for other purposes.

SECTION 1. SHORT TITLE.

This Act may be cited as the “In North Korea, Money s the Root of All Evil Act” or
“North Korea MIRAE Act.”

SEC. 2. ORGANIZATION OF ACT INTO TITLES; TABLE OF CONTENTS.—
The table of contents for this Act is as follows:

Sec. 1. Short title.

Sec. 2. Organization of Act into divisions; table of contents.
Sec. 3. Definitions.

TITLE I - IDENTIFICATION OF PROCEEDS OF MONEY LAUNDERING AND KLEP-
TOCRACY BY SENIOR OFFICIALS OF THE GOVERNMENT OF NORTH
KOREA

Sec. 101. Grants to conduct research on financial networks and financial methods of

the government of North Korea.

Sec. 102. Sharing of financial information with qualifying international organizations.

137
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TITLE Il — FORFEITURE OF PROCEEDS OF KLEPTOCRACY BY THE GOVERN-
MENT OF NORTH KOREA

Sec. 201. Amendments to North Korea sanctions authorities.

Sec. 202. Forfeiture of property involved in the evasion of sanctions against the gov-
ernment of North Korea and special measures against money laundering by the government
of North Korea.

TITLE 11 — USE OF PROCEEDS OF KLEPTOCRACY BY THE GOVERNMENT OF
NORTH KOREA TO FUND FOOD, MEDICINE, HUMANITARIAN ASSISTANCE,
AND THE ENFORCEMENT OF SANCTIONS

Sec. 301. Escrow authority for blocked proceeds of kleptocracy.

Sec. 302. Escrow authority for fines, penalties, and forfeitures of proceeds of kleptoc
racy.

Sec. 303. Administration of funds.

SEC. 3. DEFINITIONS.
[Text omitted.]

TITLE I- IDENTIFICATION OF PROCEEDS OF MONEY LAUNDERING AND KLEP-
TOCRACY BY SENIOR OFFICIALS OF THE GOVERNMENT OF NORTH KOREA

SEC. 101. AMENDMENT AUTHORIZING GRANTS FOR RESEARCH INTO FINAN-
CIAL NETWORKS OF THE GOVERNMENT OF NORTH KOREA.

Title T of the North Korea Sanctions and Policy Enhancement Act of 2016 (22 US.C. Ch.
99, subch, I}, as amended, is further amended by inserting the following section 106 after
section 105:

SEC. 106. GRANTS TO CONDUCT RESEARCH ON FINANCIAL NETWORKS
AND FINANCIAL NETWORKS OF THE GOVERNMENT OF NORTH KOREA.
(2) In general—The President, acting through the Attorney General, the Secretary of
State, or the Secretary of the Treasury, may provide grants to, and enter into cooperative
agreements with, states, units of local government, nongovernmental organizations, and
qualifying international organizations, to conduct research and investigation to further
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the enforcement of —

(1) this Act;

(2) any applicable executive order or applicable regulation; or

(3) any applicable United Nations Security Council resolution.

(b) Research grants and cooperative agreements funded pursuant to this section shall
include research or investigation of the following subject areas:

(1) The methods used by the Government of North Korea to deal in, transact in,
or conceal the ownership, control, or origin of, property owned or controlled by the
Government of North Korea;

(2) The export by any person to any country of any goods, services, or technology
from North Korea, or that are made in whole or in part with materials from North Ko-
rea or labor provided by the Government of North Korea;

(3) The human trafficking of citizens or nationals of North Korea;

(4) The provision by any financial institution of direct or indirect correspondent
account services, or other financial services, to the Government of North Korea or any
North Korean financial institution;

(5) The failure of any financial institution to comply with regulations promulgated
by the Secretary of the Treasury requiring enhanced due diligence to prevent the Gov-
ernment of North Korea from accessing the financial system;

(6) The failure of any financial institution to fully implement an applicable United
Nations Security Council resolution;

(7) The failure of any United Nations member state or national government to fully
implement an applicable United Nations Security Council resolution;

(8) The identification of any property in which the Government of North Korea, a
Senior North Korean Official, or a designated person maintains a substantial beneficial
ownership interest;

(9) The identification of any property that is subject to blocking or forfeiture under
an applicable executive order or section 104 of this Act, as amended;

(10) The export of any goods, services, or technology that facilitates censorship or
severe human rights abuses by the Government of North Korea; and

(11) The effectiveness of law enforcement and diplomatic initiatives of federal, state,
and foreign governments to comply with the provisions of applicable United Nations
Security Council resolutions.

(c) Interagency Coordination.—The President shall ensure that any information
collected pursuant to subsection (a) is shared among the agencies described in section

102(b) of this Act.
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() Qualifying international organization defined.—The term “qualifying internation-
al organization” shall have the meaning given such term in Section 314(b) of the USA

PATRIOT Act, Pub. L. 107-56, (31 U.S.C. 53311(b) note), as amended by this Act.

SEC. 102. SHARING OF FINANCIAL INFORMATION WITH QUALIFYING INTER-
NATIONAL ORGANIZATIONS.
(a) Section 314(b) of the USA PATRIOT Act, Pub. L. 10756, (31 U.S.C. 5311(b) note) is

amended by—

(1) striking the words “2 or more financial institutions and any association of financial
institutions;”

(2) substituting therefor the words “2 or more financial institutions, any association of
financial institutions, and any qualifying international organization;”

(3) inserting the following new subsection (e} after subsection (d):

(e) Qualifying international organization defined.—As used in this section, the term

“qualifying international organization” means—

(1) a Panel of Experts acting under the authority of the United Nations Security
Council;

(2) the Financial Action Task Force;

(3) the Stolen Assets Recovery Initiative of the World Bank;

(4) the International Monetary Fund; and

(5) any other international organization as the Secretary of the Treasury may certi-
fy, that assists financial institutions to safeguard international financial or commercial
systems against money laundering, kleptocracy, the financing of terrorism, the traffick-
ing in arms or related material, human trafficking, or the proliferation of weapons of

mass destruction, including the financing of any such activity.

TITLE Il — FORFEITURE OF PROCEEDS OF KLEPTOCRACY BY THE GOVERN-
MENT OF NORTH KOREA

SEC. 201. AMENDMENTS TO NORTH KOREA SANCTIONS AUTHORITIES.

(a) Penalties for Prohibited Conduct.—Section 104 of the North Korea Sanctions and
Policy Enhancement Act of 2016 (22 U.S.C. 9214(f)), as amended, is further amended by
inserting the following subsection (g) after subsection (f), and by renumbering the subsequent

subsections:
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(g) Prohibited Conduct.—The conduct described in paragraphs (1) through (15) of
subsection (a) is prohibited.

(1) It shall be unlawful for any person to engage in, conspire or attempt to engage
in, or cause any of the conduct described in subsection (a) and prohibited by this sub-
section, or to knowingly evade or avoid such a prohibition, or any regulation promul-
gated to enforce such a prohibition.

(2) Penalties.—A person who violates this subsection shall be punished as provid-
ed in section 206 of the International Emergency Economic Powers Act (50 U.S.C.
1705), without regard to whether the President has designated the person under such

Act or under this section.
[subsections (b) through (e) omitted.]

SEC. 202. FORFEITURE OF PROPERTY INVOLVED IN THE EVASION OF SANC-
TIONS AGAINST THE GOVERNMENT OF NORTH KOREA AND SPECIAL MEA-
SURES AGAINST MONEY LAUNDERING BY THE GOVERNMENT OF NORTH

KOREA.
(a) Section 981(a)(1) of title 18, United States Code, is amended by striking the existing
subparagraph (I) and by inserting therefor the following text:

“(I) Any property, real or personal, foreign or domestic, that is involved in conduct
prohibited under section 104(a) or 104(g) of the North Korea Sanctions and Policy
Enhancement Act of 2016 (22 U.S.C. 9214(g)), Pub. L. 114-122, as amended, or which

constitutes or is derived from proceeds traceable to such conduct.

(b) Section 981(e) of title 18, United States Code, is amended—
(1) by striking the word “or” at the end of paragraph (6);
(2) by striking the period at the end of paragraph (7) and inserting a semicolon and the
word “or” therefor; and
(3) by inserting after paragraph (7) the following new paragraph:

“(8) in the case of property referred to in subsection (a)(1)(I), in accordance with section
306(b) of the North Korea Sanctions and Policy Enhancement Act, Pub. L. 114-122, as

amended.

(c) AMENDMENT TO DEFINITION OF “CIVIL FORFEITURE STATUTE.” Section

141
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983()(2)(D) of Title 18, United States Code, is amended—

(1) by striking the words “or the North Korea Sanctions Enforcement Act of 2016;” and
(2) by substituting therefor the words “the North Korea Sanctions and Policy Enhancement

Act of 2016”.

(d) AMENDMENT TO DEFINITION OF SPECIFIED UNLAWFUL ACTIVITY.—Section

1956(c)(7)(D) of title 18, United States Code, is amended—

(1) by striking the words “or section 104(a) of the North Korea Sanctions Enforcement Act

of 2016;”

(2) by substituting therefor the words “or section 104(a) or 104(g) of the North Korea Sanc-

tions and Policy Enhancement Act of 20167,

42

TITLE I — USE OF PROCEEDS OF KLEPTOCRACY BY THE GOVERNMENT OF
NORTH KOREA TO FUND FOOD, MEDICINE, HUMANITARIAN ASSISTANCE,

AND THE ENFORCEMENT OF SANCTIONS

SEC. 301. ESCROW AUTHORITY FOR BLOCKED PROCEEDS OF KLEPTOCRACY.
The North Korea Sanctions and Policy Enhancement Act, Pub. L. 114-122, as amended, is
further amended by inserting the following new section after section 304 of such Act:

SEC. 305. ESCROW AUTHORITY FOR USE OF BLOCKED PROPERTY OF THE
GOVERNMENT OF NORTH KOREA AND SENIOR NORTH KOREAN OFFI-
CIALS FOR HUMANITARIAN PURPOSES.

(a) RELEASE OF FUNDS AUTHORIZED.~The President may promulgate regula-
tions, rules, and policies to block, receive, transfer, deal in, and the release property of
the Government of North Korea that is blocked under section 104 of this Act, or the
International Emergency Economic Powers Act, Pub. L. 95223, as amended, to inter-
national humanitarian organizations to purchase, import, and distribute to the North
Korean people food, medicine, and humanitarian supplies.

(b) ESCROW AGREEMENTS AUTHORIZED.—In carrying out the authorities de-
scribed in this section, the Secretary of the Treasury may—

(1) enter into, license, authorize, direct, and compel any appropriate official, or the
Federal Reserve Bank of New York, as fiscal agent of the United States, to enter into
escrow or related agreements with a foreign financial institution with respect to blocked
property of the Government of North Korea or any Senior North Korean Official, for
use by the people of North Korea for the humanitarian purposes described in subsection

(a);
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(2) license, authorize, direct, and compel the Special Envoy, as authorized in section
306, to receive certain money and other assets in which the Government of North Korea
or a Senior North Korean official has an interest and to hold or transfer such money and
other assets, and any interest earned thereon, in such a manner as he deems necessary to
fulfill the purposes described in subsection (a).

(c) any property held pursuant to subsection (b) may be held in interestbearing form
and where possible shall be invested with or through the entity holding the money or
asset on the date of enactment of this Act.

(d) LIMITATION ON USE OF FUNDS.—The release of property pursuant to this
section shall be subject to the certification described in section 208(b)(2) of this Act, that
the food, medicine, and humanitarian assistance purchased with funds released pursu-
ant to this section will be distributed in a non-discriminatory manner, and solely on the
basis of humanitarian need.

(e) RULE OF CONSTRUCTION.—Nothing in this section shall be interpreted as
providing independent authority for the confiscation of property of the Government of
North Korea or any Senior North Korean Official.

SEC. 302. ESCROW AUTHORITY FOR FINES, PENALTIES, AND FORFEITURES OF
PROCEEDS OF KLEPTOCRACY.

(a) The North Korea Sanctions and Policy Enhancement Act, Pub. L. 114-122, as amended,
is further amended by inserting the following new section after section 305 of such Act:

SEC. 306. REVEREND KIM DONG SHIK FUND FOR FOOD, PEACE, AND
FREEDOM.
(a) ESTABLISHMENT.—

(1) Findings.—The Reverend Kim Dong Shik, a permanent resident of the United
States, was assisting North Korean child famine refugees in China until 2000, when
North Korean government agents kidnapped him, abducted him to North Korea, and
murdered him.

(2) Establishment.—There is established in the Treasury of the United States a fund to
be known as the Reverend Kim Dong Shik Fund for Food, Peace, and Freedom (in this
section referred to as the “Fund”), to commemorate the sacrifices of Rev. Kim and ad-
vance the causes for which he gave his life.

(b) DEPOSITS.—Upon the satisfaction of all judgments described in subsection 404(c)
(2) of Pub. L. 114-113, div. O, title IV (Dec. 18, 2015), as amended (24 U.S.C. 20144(c)

(2)), and as provided in subparagraph (e)(2)(C) of such section, in which the foreign gov-
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ernment described in such section is the Government of North Korea, the President shall
deposit into the Fund, and shall transfer and consolidate on the books of the Treasury in
a special account for the purposes described in subsection (¢}, all revenues derived from—
(1) fines, penalties, and forfeitures of property constituting proceeds of, derived from,
or involved in any conduct—
(A) for which a person may be designated under section 104 of this Act or any
amendment enacted under such Act;
(B) any applicable Executive Order or Applicable Regulation; or
{C) any conspiracy or attempt to violate the authorities described in subparagraphs
(A) or (B), or to engage in any conduct for which a person may be designated under such
subparagraphs.
(2) all amounts paid in lieu of the commencement of, or paid in settlement of, crimi-
nal, civil, or administrative proceedings by the President—
(A) to enforce the authorities described in subparagraphs (A) and (B) of paragraph
.
(B) to forfeit any property that is alleged—
(i) to have been involved in any of the conduct described in subsection (b)(1), or to
be property traceable to such property; or
(ii) to constitute, or to be derived from proceeds traceable to, any of the conduct
described in subsection (b)(1).
s of forfeited property to foreign governments.—

(3) Exception for trans

(A) The Special Envoy is authorized to transfer funds to foreign governments in
accordance with the procedures, and under the criteria, described in section 981(i) of title
18, United States Code.

(B) Funds transferred in accordance with subparagraph (A) of this subsection shall
not be treated as deposits into the Fund for purposes of the authorizations described in
subsection (c).

(c) PURPOSES AUTHORIZED FOR DISBURSEMENTS.—There are authorized to be
appropriated from the Fund each fiscal year, in such amounts as may be specified in an
Act making appropriations for the administration of the Fund, amounts not exceeding—

(1) For the salaries and benefits of the personnel described in section 102(b) of this
Act, $10,000,000, including for the reimbursement of details of personnel among federal
agencies and departments;

(2) For other necessary expenses of investigations, intelligence collection, and law
enforcement to carry out the authorities described in subsection (b)}(1XA) through (bX1)
(D), $20,000,000;

(3) to provide grants to, and enter into cooperative agreements with, states, units of lo-
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cal government, nongovernmental organizations, and relevant international organizations
to carry out the purposes of the authorities described in subsection (b)(1)(A) through (b)
(1Y(D); $10,000,000;

(4) to provide grants to persons and organizations for the purposes described in sec-
tion 106 of this Act, $5,000,000;

(5) to assist foreign governments and agencies of foreign governments to improve their
capacity to enforce any Applicable United Nations Security Council Resolution, or any of
the authorities described in paragraph (b)(1), $20,000,000;

(6) to provide grants to facilitate and support the expansion of radio, television, and
other broadcasting to the people of North Korea by nongovernmental organizations,
$20,000,000;

(7) to provide grants to support organizations or persons that support or promote
independent journalism inside North Korea, whether for North Korean or international
audiences, $10,000,000;

(8) to provide grants or to take such other actions as may be necessary to increase the
availability of information inside North Korea, including by procuring and distributing
radios, USB drives, micro SD cards, audio players, video players, electronically readable
devices, cell phones, wireless communications, web pages, internet, and other electronic
media that share information, $20,000,000;

(9) to provide grants to support organizations or persons that produce art, literature,
music, film, and other artistic and cultural content for the people of North Korea to pro-
mote human rights, political and humanitarian reforms, and the development of a more
peaceful, open, tolerant, humane, and prosperous society in North Korea, $20,000,000;

(10) to provide grants to support organizations or persons that support or promote
human rights, democracy, the rule of law, private agriculture, and the development of a
market economy inside North Korea, $10,000,000;

(11) to provide grants to support organizations or persons that provide humanitarian
assistance to North Korean refugees, defectors, migrants, victims of human trafficking,
and other persons who are outside of North Korea without the permission of the Gov-
ernment of North Korea, including by providing support for refugee housing and resettle-
ment outside of the United States, $10,000,000;

(12) to provide support to international and non-governmental organizations pro-
viding food, medicine, medical care, and other forms of humanitarian assistance inside
North Korea, $25,000,000, provided that any such disbursements—

(A) shall be subject to the certification described in section 208(b)(2) of this Act,
that the food, medicine, and humanitarian assistance purchased with funds released
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pursuant to this section will be distributed in a non-discriminatory manner, and solely
on the basis of humanitarian need;

(B) shall be available only for the purchase of food, medicine, humanitarian sup-
plies, and for the shipment of food, medicine, and humanitarian supplies to the custody
of a United Nations humanitarian organization at the most convenient port of entry
into North Korea; and

(C) shall not be available to provide any cash, funds, payment, or financial assis-
tance to the Government of North Korea, or to procure any goods, services, or technolo
gy from the Government of North Korea, whether directly or indirectly.

(13) to carry out the purposes described in Section 491 of the Foreign Assistance Act
of 1961 (22 U.S.C. 2292), $200,000,000 provide that such funds shall only be available to
the extent the President determines that the recipient organization is in compliance with
the accountability controls described in section 208(b) of this Act, as amended;

(14) upon certification by the President of the conditions described in section 401 of
this Act, as amended—

(A) to carry out projects to support private agriculture, fisheries, food processing,
and transportation to produce and distribute food for the exclusive consumption of the
people of North Korea, $10,000,000;

(B} to provide medical training, facilities, and equipment to provide medical care for
the people of North Korea, $10,000,000; and

(C) upon the second consecutive certification by the President of the conditions de-
scribed in section 401 of this Act, as amended, for the repair and rehabilitation of civilian
infrastructure inside North Korea, $25,000,000; and

(15) for salaries and other necessary expenses for the administration of the Fund pur-
suant to section 307 of this Act, including for the reimbursement of details of personnel
among departments and agencies of the federal government, $5,000,000.

(d) Amendment to United States Victims of State Sponsored Terrorism Fund Clarifica-
tion Act.—Section 1701 of the United States Victims of State Sponsored Terrorism Fund
Clarification Act, Pub. Law 116-69 (34 U.S.C. 20144) is amended by inserting the follow-
ing new subparagraph (C) below subparagraph (e)(2)(B):

(C) Transfer into the Fund of certain funds and property involving North
Korea.—If the state sponsor of terrorism for purposes of subparagraph (€)(2)(A)
is the Government of North Korea, the Special Master shall, with respect to any
funds or net proceeds described in such subsection received by the United States
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for deposit into the Fund—

(i) notwithstanding paragraph (e)(2)(A) of this section, transfer to the fund
described in section 306 of the North Sanctions and Policy Enhancement Act,
Pub. Law 114-122, as amended—

(D) if the amount of such funds and net proceeds received by the United
States for deposit into the Fund in that fiscal year is less than $30 million, sev-
enty-five percent of such funds and net proceeds, which shall be available for the
purposes described in paragraphs (c)(1) and (c)(2) of such section;

(I1) if the amount of such funds and net proceeds received by the United
States for deposit into the Fund in that fiscal year is greater than $30 million, fifty
percent of such funds and net proceeds, which shall be available for any of the
purposes described in subsection (c) of such section; and

(III) twenty-five percent of the funds and net proceeds described in
clause (e)(2)(A)(ii), which shall be available for any of the purposes described in
subsection (c) of such section.

(i) with respect to payments by the Fund to claimants awarded compen-
satory damages against the Government of North Korea, upon paying each such
claimant an amount equal to the limitation described in subparagraph (d)(3)(A)
(ii) of this section, transfer any additional funds and property received by the
United States for deposit into the Fund, as described in paragraph (e)(2)(A) of this
section, into the fund described in section 306 of the North Sanctions and Policy
Enhancement Act, Pub. L. 114-122, as amended.

(iii) Voluntary Donations to the Reverend Kim Dong Shik Fund for Food,
Peace & Freedom.—

(I) A claimant against the Fund for compensatory damages awarded
against the Government of North Korea may direct the Special Master to donate
any portion of a payment to that claimant to the fund described in section 306 of
the North Sanctions and Policy Enhancement Act, Pub. L. 114-122, as amended,
to be used for any of the purposes described in subsection (c) of such section.

(II) A donation described in subclause (I) of this clause shall be consid-
ered a payment from the Fund to the claimant from the Fund for purposes of
subsection (d).

(iv) If the state sponsors of terrorism described in subparagraph (e)(2)(A)
include the Government of North Korea and at least one other state sponsor of
terrorism, the Special Master shall, in consultation with the Secretary of the Trea-
sury and the Attorney General, allocate a proportion of the funds to be disbursed
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or transferred under this subparagraph in proportion to the amount of such crim-
inal and civil fines, penalties, and forfeitures arising from conduct that involves

the Government of North Korea.

(e) REPORT REQUIRED.—

(1) Not later than 18Q days after the date of the enactment of this Act, and every 180
days thereafter, the President shall provide a report to the appropriate congressional com-
mittees describing amounts available in the Fund, amounts obligated and expended for
each purpose described in subsection (), and any amounts transferred out of the Fund.

(2) FORM.~The report required under this subsection shall be submitted in unclassi-
fied form but may include a classified annex.

(f) TRANSFER.—To prevent the accumulation of excessive surpluses in the Fund, in any
fiscal year an amount specified in an annual appropriation law that is available after the

obligation of amounts authorized to be appropriated in this section may be transferred

out of the Fund and deposited, in such proportions as the President may determine, into
the funds established under—
(A) section 1701 of the United States Victims of State Sponsored Terrorism Fund
Clarification Act, Pub. Law 116-69 (34 U.S.C. 20144);
(B) section 524(c) of title 28, United States Code; and
(C) section 9703 of title 31, United States Code.
(f) RULES OF CONSTRUCTION.—

(1) Nothing in this section shall be construed to restrict or limit the authority of the
President under section 9703 of title 31, United States Code, or under section 524{(c) of
title 28, United States Code, or to limit the availability of other appropriations for the
purposes described in subsection (c).

(2) Any appropriation under this section shall be without prejudice to, and in addition
to, any other funds Congress may appropriate for such purpose.

(3) The funds authorized and appropriated in accordance with this section shall
remain available until consolidated in accordance with subsection (e}, or until expended,
without fiscal year limitation.

SEC. 303. ADMINISTRATION OF FUNDS.
The North Korea Sanctions and Policy Enhancement Act, Pub. L. 114122, as amended, is
further amended by inserting the following new section after section 306 of such Act:

SEC. 307. ADMINISTRATION, AUDIT, AND DISBURSEMENT OF BLOCKED
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AND FORFEITED PROCEEDS OF KLEPTOCRACY OF THE GOVERNMENT
OF NORTH KOREA.

(a) The Special Envoy appointed pursuant to section 107 of the North Korean Human
Rights Act of 2004, Pub. L. 108333 (22 U.S.C. 7817), shall administer the collection,
administration, audit, and disbursement of—

(1) any blocked property of the Government of North Korea, or of a Senior North
Korean Official, as described in section 305; and

(2) any property deposited into the fund described in section 306.

(b) The Attorney General shall appoint a Deputy Special Envoy for Anti-Kleptocracy
Assistance, who shall —

(1) advise and assist the Special Envoy with the administration of programs autho-
rized under paragraphs (2) through (5) of section 306(c).

(2) seek the cooperation of a coalition of United Nations member states and juris-
diction with the enforcement of this Act, and of applicable United Nations Security
Council resolutions, including by making the greatest appropriate use of the authority in
section 981(i) of title 18, United States Code.

(c) The Administrator of the United States Agency for International Development
shall appoint a Deputy Special Envoy for Humanitarian Operations, who shall—

(1) advise and assist the Special Envoy with respect to any programs funded by the
funds described in paragraphs (1) and (2) of subsection (a) for the purposes described in
section 301(a) or paragraphs (6) through (14) of section 302(c); and

(2) advise and assist the Special Envoy in ensuring that programs and operations
inside North Korea that are funded, in whole or in part, by the funds described in para-
graphs (1) and (2) of subsection (a) are administered in a transparent, fair, and non-dis-
criminatory manner, solely on the basis of assessed humanitarian needs, and without
the exclusion of any persons from the benefits of such programs for political reasons, to
include persons incarcerated by the Government of North Korea; and

(3) inspect and audit of any programs and operations described in paragraph (1) of
this subsection, as necessary.

(d) The Federal Reserve Bank of New York shall appoint a Deputy Special Envoy
for Finance and Accounting, who shall serve as the fiscal agent of the United States as
necessary for the collection, administration, and disbursement of the funds described in
paragraphs (1) and (2) of subsection (a).

() International Coordination.—

(1) The Administration shall, in coordination with the United States Ambassador
to the United Nations, seek the authorization of the United Nations Security Council
before disbursing funds for any purpose or project that requires such authorization pur-
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suant to applicable United Nations Security Council resolutions.

(2) It is the sense of Congress that the Special Envoy should coordinate the priori-
ties, expenditures, and disbursements from the Fund, and from the funds described in
section 301(a), with allies of the United States, to include—

(A) Australia,

(B) Canada,

(©) Japan,

(D) the European Union,

(E) the United Kingdom,

(F) New Zealand,

(G) the Republic of Korea, and

(H) any other United Nations member state or jurisdiction that President certifies
to be in full, good-faith compliance with applicable United Nations Security Council
resolutions.
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