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July 6, 2022

Honorable Mark Warner, Chair

Honorable Marco Rubio, Vice Chair

U.S. Senate Select Committee on Intelligence
211 Hart Senate Office Building

Washington, D.C. 20510

Jay Bratt, Chief

Counterintelligence and Export Controls Section
National Security Division

U.S. Department of Justice

950 Pennsylvania Avenue, N.W., Ste. 7700
Washington, D.C. 20530-0001

Via FedEx or Hand Delivery

Re: Protected Disclosures of Suspected Penetration of Twitter, Inc. by
Multiple Foreign Intelligence Agencies, and Other Threats to U.S.
National Security

Dear Senator Warner, Senator Rubio and Mr. Bratt:

1. We respectfully request that this disclosure remain confidential for reasons of
personal privacy, threats to health and safety, and U.S. national security.

2. We are lawyers representing Peiter “Mudge” Zatko, who was employed as
“Security Lead”, a member of the executive team responsible for Information
Security, Privacy, Physical Security, Information Technology, and Twitter Service
(the company’s internal name for the division responsible for global content
moderation enforcement), at Twitter, Inc. from November 16, 2020, until the
morning of January 19, 2022, when CEO Parag Agrawal terminated Mr. Zatko after
Mr. Zatko alleged fraud by Mr. Agrawal.

Whistleblower Aid is a U.S. tax-exempt, 501(c)(3) organization, EIN 26-4716045.
https://WhistleblowerAid.org — Anonymously via Tor Browser:
http://péufg73gskew53cglxté6hktyt35rbl4éyultzyuytq3tvicywa3pclid.onion
Contact via SecureDrop over Tor: http://whistlebloweraid.securedrop.tor.onion — via Signal App: +1201-773-1371
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3. Before joining Twitter, Mr. Zatko held senior positions at Google and Stripe, and
within the Department of Defense,’ where he was authorized to access Top
Secret / Special Compartmented Information for work on programs at the
bleeding edge of full-spectrum computer network operations. The Office of the
Secretary of Defense bestowed upon Mr. Zatko the Exceptional Public Service
Award, the highest honor available to civilian, non-career officials. The value of Mr.
Zatko’s work for the United States has also been formally recognized by the CIA,
White House, and U.S. Army.

4. Mr. Zatko decided to proceed with these disclosures quite reluctantly.? Under
separate cover, Mr. Zatko is simultaneously making protected, lawful disclosures® to
the U.S. Securities and Exchange Commission (SEC), U.S. Federal Trade
Commission (FTC), and Department of Justice (DOJ) of substantial evidence
showing that Twitter, Inc., CEO Parag Agrawal, as well as particular senior
executives and members of its Board of Directors, since 2011 and on an ongoing
basis, have engaged in:

a. Extensive, repeated, uninterrupted violations of the Federal Trade
Commission Act by making false and misleading statements to users and the
FTC about, inter alia, the Twitter platform’s security, privacy, and integrity;

b. Violations of various securities laws including auditing and financial control
provisions;

c. Fraudulent and material misrepresentations in communications with the
Board of Directors and investors, constituting securities law violations;

'See https://en.wikipedia.org/wiki/Peiter_Zatko. Former Twitter CEO Jack Dorsey cited this track record of
speaking truth to power as a primary reason for recruiting Mr. Zatko.

2 Mr. Zatko helped create the modern information security community of ethical security disclosures.
While criminals break and steal, independent security researchers (also known as “ethical hackers”) use
their skills to inform people about specific vulnerabilities, strengthen security and advance human rights
and democracy. When ethical hackers find a vulnerability that bad actors can exploit, they first make a
quiet “responsible disclosure” so that the affected company or government can fix it. But sometimes, the
vulnerable institution doesn’t want to hear the truth, or fix the problem. In those cases, ethical researchers
are forced to weigh the risks of wider disclosure: Exposing vulnerabilities tips off bad actors, but it also
allows users of a service to make more informed decisions, and can push the service to improve. Mr.
Zatko made a personal commitment to Mr. Dorsey, the Twitter Board, the greater public, and to himself,
that he would do his best to help fix Twitter. Mr. Zatko spent about 14 months pushing improvements from
the inside, and was terminated for his efforts. With a heavy heart, Mr. Zatko has concluded that these
lawful disclosures are his ethical obligation. Mr. Zatko has tried his best to avoid disclosing unnecessary
technical or sensitive information.

% The separate SEC / FTC disclosure is included as an exhibit to this document.
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5. But this instant disclosure has a different focus: Twitter’s negligence and even
complicity with respect to efforts by foreign governments to infiltrate, control,
exploit, surveil and/or censor the company’s users, platform, staff, and
operations. This disclosure includes information and an exhibit not contained in the
SEC / FTC disclosure.

6. No Privileged Contents: Upon information and belief, no attorney-client privileged
material, information or documents are included here. None of the information or
documents provided here were received from a lawyer, part of a communication
with a lawyer, or obtained for the purpose of seeking legal advice.

Il. Twitter’s Deficiencies Threaten Users and Global Security

7. Except for a few jurisdictions in which Twitter is blocked or censored at mass scale,
* Twitter is available in most of the countries on earth. Dozens of the countries in
which Twitter operates are unfriendly to democracy, as determined by Freedom
House.®> Twitter hold the sensitive data (not just content, but information that can
reveal geo-locations) of hundreds of millions of users around the world, but its
efforts to protect that data are drastically deficient.

8. Twitter is a soft target: To cite merely one pervasive problem, over 50% of Twitter
staff are engineers—about 4000 people around the world—and all engineers
have direct access to Twitter’s production environment with live user data and
access to Twitter’s full source tree. This is highly unusual, and highly insecure.
Other large tech companies have controlled environments for testing new code; if
engineers are based in hostile countries their access to live user data should be
strictly limited.® In addition to the significant exposure this presents to Twitter’s
systems and data in their production environment, Twitter was made aware by the
US Government that portions of the source code at the company were controlled
items as determined by the Export Administration Regulations by the Department of
Commerce. Twitter was aware that the company was required by law to deny
access to particular foreign national employees, but was unable to implement that

4 "Censorship of Twitter - Wikipedia." https://en.wikipedia.org/wiki/Censorship_of Twitter.

® "Freedom in the World." https://freedomhouse.org/report/freedom-world.

5 Several companies refuse to place engineers in specific countries and/or maintain the ability to cut off
access to entire offices. At Twitter all employees have excessive access to information that they shouldn’t
and it is presently impossible to cut engineers off from production system access.
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legal requirement because of system architecture flaws. The significance of types of
access and lack of controls to prevent inappropriate access from both internal and
external entities are described further in the SEC / FTC disclosure.

9. Historically Twitter had been caught without any language translation capabilities
prior to significant world events leaving them far behind their peers, unable to
perform basic moderation, support, and analysis of platform manipulation by
foreign entities. Twitter was caught unprepared for basic translation and language
abilities to protect the platform and users from abuse and manipulations repeatedly.
Twitter lacked language support and capabilities to support the forcible
displacement and ethnic violence in Tigray, Ethiopia (Ahmaric and Oromo) Qf1,
2021. Twitter lacked Burmese language ability when the military coup in February
2021 occurred in Myanmar. The company lacked language support and capabilities
to support the platform during the US withdrawal from Afghanistan (Pashto and
Dari). All of these shortcomings meant Twitter was largely blind to what purposes,
and how, its platform was being used during these geopolitical crises.

10.Perverse incentives to grow total users: Twitter executives have personal
financial incentives (“Value Creation Awards” exceeding $10 million each) for
achieving aggressive global growth targets for “mDAU” (monetizable daily active
users). Mr. Zatko believes that they are willing to look the other way and/or avoid
confronting many of the problems identified in this disclosure and in the separate
SEC/ FTC disclosure because they were not rewarded for advancing security,
privacy or platform integrity (e.g. stopping disinformation and election meddling). To
the contrary, such objectives detracted from growth.

11.These dynamics led Twitter to pursue aggressive expansion into new markets,
including non-democratic states where governments were likely to impose
problematic conditions in exchange for giving the company access to their citizens.
Chasing growth, leadership refused to address a critical problem — the company’s
technical inability to deter, identify, or remediate activities to protect user data from
the adversarial governments of the territories into which the company was
expanding. Twitter is simply not capable of expanding into such undemocratic
markets while protecting its users' data, and hence safety, from those governments.
Across every dimension, monetary bonus incentives for executives rewarded
short-term growth at the expense of longer-term safety, privacy and integrity.
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12.Squeezing Local Staff: Countries where Twitter had a physical presence, including
actual full time employees (FTEs), and particularly where Twitter had official offices,
represented heightened risk to Twitter and the Twitter platform. In addition to the
risk exposed by Twitter's fundamental lack of information security and privacy
control, described in other disclosures, there was the physical safety of the
employees to consider. The threat of harm to Twitter employees was sufficient to
cause Twitter to seriously consider complying with foreign government requests
that Twitter would otherwise fundamentally oppose.

13.Foreign Agents on Company Payroll: Even active foreign intelligence threats like
information operations on the platform, and foreign agents on Twitter’s payroll, were
left unaddressed because of their expected negative impact on short-term mDAU
growth. During his time as Security Lead, Mr. Zatko determined with high
confidence that foreign governments continued to target Twitter and had
successfully placed multiple intelligence agents on Twitter’s payroll. Accordingly, it
was highly likely internal Twitter systems were compromised by state actors. Even
though this problem had happened before,’ the Twitter leadership team resisted
viewing this as a serious concern. Impediments to fixing the issue included a lack of
detection or enforcement systems.® The lack of visibility to monitor internal
activities, significant out of date software, misconfigured employee computers, and
lack of access control and data protection are described in detail in the enclosed
FTC / SEC disclosure.

14.India’s intelligence agency, known as the Research and Analysis Wing (R&AW),
targeted Twitter physically and electronically®, and forced Twitter to hire two

" "Twitter Insiders Allegedly Spied for Saudi Arabia - WIRED." 6 Nov. 2019,
https://www.wired.com/story/twitter-insiders-saudi-arabia-spy/.

8 For example, around August 13th 2021 it was internally revealed that between 1.5 and 3 thousand failed
login attempts per day were occuring in Twitter’'s production environment. Additionally, as reported to the
Board of Directors in 2021, centralized logging was not mature and only covered <~20% of systems and
services. This lack of basic security hygiene was not relegated to only Twitter's data centers.
Approximately 7 of the employee laptops were reporting they had disabled software updates. Employee
computers were also reporting that they had disabled disk encryption, turned off their firewalls, were
configured to allow remote access, and other significant lack of basic protections. As was reported to the
Board of Directors in the 2021 Q4 Privacy briefing, because of fundamental and systemic problems with
security and access control, all employees of Twitter have access to significantly more data than they
need to perform their jobs.

? One item was a “raid” of Twitter offices in the middle of the night during pandemic lockdown. This does
not support the India Special Cell police claim that they were there to talk to employees about a Tweet.
The Special Cell also brought “media teams” with equipment for this visit to Twitter offices in the middle of
the night during the pandemic lockdown expecting to find people at the office that they could interrogate.
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particular agents of the Indian government. The Indian government also ran
harassment campaigns against specific Twitter India employees, ™ including
repeatedly requiring Twitter’s India site lead to come to police stations, answer
questions and surrender his electronic devices for significant periods of time during
which the devices were believed likely to have been penetrated and/or imaged.
Through these physical and online campaigns it is believed the Indian government
was able to co-opt and manipulate at least one company employee to act as an
agent of the Indian government. Another person, intending to fill a role required by
the Indian government, was revealed as having a fabricated history not unlike those
created for spies and intelligence agents.

15.An Indian Court, the police, and members of the Ministry of Electronics and
Information Technology (MEITY) pushed the company to make these individuals
Full Time Employees (FTEs), a status which would provide access to internal
systems and documents. In one case, a custom system was spun up at significant
effort to create a minimal-access environment that would allow them to perform
their job, but not have the excessive access to information all other employees at
the company were granted. This particular employee immediately requested copies
of any legal documents and strategies Twitter was preparing regarding the Indian
Court—an anomalous, out-of-role request according to the employee’s manager
and executive team members, that strengthened suspicions they were a
government agent.

16. Twitter has hundreds of employees in India, all of whom have significant access to
data far beyond what they need for their jobs. About 80 of those were engineers
with full access to Twitter’s source tree and default access to connect to systems
and access data in Twitter’s production environments. But design flaws in Twitter’s
system architecture made it impossible to reduce sensitive system access, or

"Police in India raid Twitter offices in probe of tweets with ... - The Verge." 24 May. 2021,
https://www.theverge.com/2021/5/24/2245127 1/police-india-raid-twitter-tweets-government-manipulated-
media. The use of India Special Cell police is a tactic that is rumored to be employed by R&AW in their
targeting and instrumentation efforts.

' These included the public media in India targeting Twitter India individuals and visits to their houses and
their relatives houses by the police. One individual suffered multiple police summons. Some of these
included confiscation, and return, of his phone. Twitter personal cell phones are permitted access to large
amounts of sensitive Twitter internal information and were also used to support authentication to other
Twitter systems. Ultimately this person fled to the United States. Ultimately, after being targeted
repeatedly by India’s police, Courts, and newspapers, Twitter brought him to the US for an extended
period for safety. Having agreed to follow very specific instructions to preserve the status of his cell
phone, to allow for forensic analysis, he decided to completely erase and reset the device right before
handing it over to Twitter Security. This removed any ability to perform appropriate forensic analysis.
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identify or monitor for insider threat activity. Further, the harassment and threat of
jail time to Indian citizens working for Twitter India, for the company not censoring
certain tweets or handing over information on protesters’ accounts carried weight.

17.Mr. Zatko repeatedly requested that the topic of whether to leave India and serve
those users from outside the country, or invest in fixing the fundamental
deficiencies be brought up for an executive decision. Even though several
executives including the CEO Jack Dorsey expressed some support for leaving the
market due to the physical and geopolitical risks, the topic was repeatedly tabled
and never addressed. In one conversation with another executive Mr. Zatko
explained the severity of the insider threat problem and why Twitter needed to
consider leaving the environment. The executive replied along the lines of “if we
already have one insider threat from the Indian government why does it matter if we
have more?” There was too much revenue potential in India so Twitter should just
accept the compromise, was a prevailing attitude for several executives.

18. Selective disclosure of government backed influence operations. Based upon
information and belief, Twitter has a policy to publicly disclose attempts by
state-linked entities to manipulate Twitter and its users''. As such, anytime they
become aware of a governmental operation within their system, they should report
on it publicly. Contrary to Twitter’s own transparency principles they had been
aware of an information operation being run by a branch of the Indian Army, ' yet
were refusing to include this information in their information operations
transparency disclosures. (While Twitter was refusing to disclose information about
Indian backed Information Operations, they released information about operations
from other countries including India’s rival Pakistan.)

19. Twitter staff approached Mr. Zatko confidentially, and told him that the direction to
withhold disclosure of the Indian operations had been going on for aimost a year.™
(The staff hoped Mr. Zatko, in his senior executive role, could intervene to fix this.)
Discussing the issue in both executive team meetings and in personal
conversations it was revealed that the decision to not report Indian operations was

" "Information Operations - Twitter Transparency Center."
https://transparency.twitter.com/en/reports/information-operations.html.

2 The Indian Army branch believed responsible for repeatedly attempting and running information
operations was Corps XV, also referred to as the Chinar Corps.
https://en.wikipedia.org/wiki/XV_Corps_(India)

3 According to personal notes on, or about, August 2nd, 2021, Site Integrity, the team responsible for
disclosure of information operations told this to Mr. Zatko.
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driven by a desire to curry favor with the Bharatiya Janata Party (BJP) and India’s
courts. Offending the BJP and India’s Courts could be detrimental to Twitter
employees in the country and user growth on the service. If India took action
against the company it could ultimately negatively impact user growth numbers.

20. Additional / Separate Foreign Agent: Based upon information and belief, shortly

21

before Mr. Zatko was terminated, Twitter was made aware of at least one
additional employee who was identified as a foreign agent' working on behalf
of another foreign intelligence agency. Given the global importance and value of the
platform, broad system and data access, and unlikeliness of being discovered,
foreign intelligence services would not be doing their job if they were not attempting
to place agents, or recruit existing employees, inside Twitter. It is very likely that
there are more foreign agents than those being disclosed that are operating
undetected and relatively unrestricted within Twitter.

.Threats to Democracy: Over the course of 2021, Mr. Zatko became aware of

multiple episodes suggesting that Twitter was compilicit in threats to democratic
governance. In addition to India’s efforts described above, several other countries
were demanding Twitter open regional offices with actual Twitter employees in
residence. Turkey, Russia, and Nigeria were three countries pressuring Twitter to
stand up local offices with full time employees.

22.Turkey. Mr. Zatko provided a briefing on Turkey and the capabilities and risks

presented to Twitter by Turkey's National Intelligence Organization (TNIO) and
strongly urged the executive team to not open an office. Even with this information it
seemed as though Twitter was looking at opening an office in Turkey. Mr. Zatko later
learned that Twitter measured a meaningful amount of monetizable users' in
Turkey.

23.Nigeria: Nigeria was perceived as important for growing Twitter’s user base.

Immediately upon joining Twitter in late 2020, Mr. Zatko lobbied with others
(successfully) to not open physical offices in Nigeria but rather to serve the Nigeria
market with offices based in nearby Ghana. The Nigerian government was viewed
as unstable and unpredictable, and banned Twitter on June 5, 2021.

'* The existence of another employee identified as a foreign agent had been reported from an external
source to the Twitter CorpSec team. CorpSec is a team within Mr. Zatko’s organization and this bit of
information was reported up to him.

'® Twitter stock value was largely dependent upon measurements of “monetizeable” users, referred to as
mDAU.
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24. After that, the Nigerian government falsely, and repeatedly, reported in the Nigerian
press, which was picked up worldwide, that it was in talks with Twitter leadership.'®
For months, there were numerous false reports put forward by the Nigerian
government describing non-existent meetings further describing various progress
and setbacks being made in negotiations with Twitter. The truth was that the
Nigerian government refused any and all meetings with Twitter to discuss the topic
for months. Instead of meeting with Twitter the Nigerian government chose to
repeatedly publish media articles saying they are in the midst of fabricated
negotiations with Twitter and are almost at the point of agreement to end the ban.
Nigeria even announced that Twitter had agreed in the negotiations to open a
Nigeria office.'” Twitter’s failure to correct the public lies purporting to characterize
non-existent negotiations enabled Nigeria to continue pushing their false narratives.

25.The false information, to which Twitter was now a party by not addressing,
accomplished two things: 1) international human rights organizations were more
willing to refrain from pushing as hard as they had initial censorship of the Nigerian
people, and 2) Twitter shareholders were permitted to believe that the company
would soon start to again be monetizing approximately 36.9 Million Twitter users in
Nigeria.'® The NetBlocks Cost Of Shutdown Tool, using methods from The
Brookings Institute estimates a total monetary loss to the Nigerian economy due to
the support of this public lie at approximately $1.4 billion dollars:™

'S "What Buhari said about Twitter ban, Nnamdi Kanu, Igboho ...." 1 Oct. 2021,
https://www.premiumtimesng.com/news/top-news/487593-what-buhari-said-about-twitter-ban-nnamdi-kan
u-igboho-insecurity-others-full-text.html. Accessed 28 Apr. 2022.

"More details included in Exhibit 39.

'8 39.6M users were mostly upwardly mobile economically and politically, with 20% using the platform for
advertisement, and 18% using Twitter to look for employment according to a Twitter contractor who sent
in information about the Nigeria situation at the time.

"9 This value is derived from the NetBlocks Cost of Shutdown Tool using 210 days and the shutdown of
Twitter in Nigeria as input. From their website “The NetBlocks Cost of Shutdown Tool (COST) estimates
the economic impact of an internet disruption, mobile data outage or app restriction using indicators from
the World Bank, ITU, Eurostat and U.S. Census.” "Cost of Shutdown Tool - NetBlocks."
https://netblocks.org/cost/.
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7 INETBLOCKS"
Affected country of region
Migeria $1,453,004,522
— TOTAL COST IMPACT
-,-.hm:!K‘m by & subnatisnal shuldown NGN 596,487’416,444
: NIGERIAN NAIRA

Services d, throttied or .
In partial shutdown

Twittet x

0 Note
Using Brookings Institution method which redies on development Indicators

@ Note
Using approximated digital econamy extent of 0.04

© Note
Using the classic Free Digital App GDP Impact technique 10 assess a partial internet
shutdown where 1 online platform is disrupted

@ Note
Totai cost in focal currency is NGN 596,487,416,444 Nigerian Naira (NGN) using
axchange rate as of Novembar 2021

@ Note
This service estimates the economic impact of a single hypothetical internat
disruption of the specified type, location and duration. It primarily modets internat
shutdowns and outages which impact entire populations typically lasting on the
order of a few hours or days. Economic indicators for 2020 have been applied,

26.0n the Nigeria matter, Mr. Zatko sent repeated messages to senior executives
including the new head of communications® from June through November 2021,
requesting that Twitter correct the public record. Twitter’s failure to do so misled
investors and the international community on an important issue.

27.Russia: Russia was not viewed as important for user growth, and as such Twitter
resisted the government’s demands to place FTEs in Russia. But in or around
September, 2021, a few months before then-CTO Parag Agrawal was promoted to
CEOQ, in an in-person meeting in New York City Mr. Agrawal suggested to Mr. Zatko
that Twitter should consider ceding to the Russian Federation’s censorship and
surveillance demands. Although Mr. Agrawal’s suggestion was never pursued or
implemented, the fact that Twitter’s current CEO even suggested Twitter become
complicit with the Putin regime is cause for concern about Twitter’s effects on U.S.
national security. This was a strong departure from the message Mr. Dorsey had
conveyed to Mr. Zatko. This interaction was notable because Mr. Zatko was already
directing teams to prepare for possible Russian incursions into Ukraine.

% These were predominantly Signal.app messages from Mr. Zatko, based on personal notes.
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28. China: Twitter executives opted to allow Twitter to become more dependent upon
revenue coming from Chinese entities even though the Twitter service is blocked in
China. After Chinese entities paid money to Twitter, there were concerns within
Twitter that the information the Chinese entities could receive would allow them to
identify and learn sensitive information about Chinese users who successfully
circumvented the block, and other users around the world. Twitter executives knew
that accepting Chinese money risked endangering users in China (where employing
VPNSs or other circumvention technologies to access the platform is prohibited) and
elsewhere. Twitter executives understood this constituted a major ethical
compromise. Mr. Zatko was told that Twitter was too dependent upon the revenue
stream at this point to do anything other than attempt to increase it.

29.1n none of these cases did Twitter act responsibly under the circumstances.

30. Our client would be willing to meet with investigators at your convenience. Please
feel free to contact us using the information below.

31. Whistleblower Aid is a non-profit legal organization that helps workers report their
concerns about violations of the law safely, lawfully, and responsibly. We
respectfully request your assistance ensuring that our client never faces retaliation.

Sincerely,

Mark S. Zaid
Founder & Legal Partner

Q#\h T\J%

John N. Tye, attorney at law
Founder & Chief Disclosure Officer
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Andrew P. Bakaj
Senior Counsel

Kofeddi—

Kyle Gardiner
Associate Counsel

Whistleblower Aid

Exhibits Enclosed:

1. SEC & FTC disclosure, filed separately as Exhibit A1

E i sure. filed s ly (Li =
A1
B Exhibit B1 20211001 _Mudge Twitter Nigeria Notes redacted
B2 Exhibit B2 202103xx 2021 Q3 or Q4 Risk Committee closed

session meeting on foreign agent employee
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B3

B4

BS

B6

Exhibit B3 _Mudge moleskine + phone notes Dec 2020 Feb 2022

Exhibit B4 202112x¢ Insider Risk D ber 2021

Exhibit B5 2021 XXXX_Snapshot of data center security system
deficiencies redacted

U2|d66/view?usp=sharing

END OF DISCLOSURE
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Twitter Nigeria

Notes | sent to- - (new senior hire as head of comms - was terminated after
a few months)

Oct1—-
Are you tracking that the Nigerian President said today that he will lift the ban?
He says Twitter has only agreed to 7 of 10 conditions, though

https://punchng.com/breaking-buhari-orders-conditional-lifting-of-ban-on-twitter/

Here’s the full text in a local outlet:

https://www.premiumtimesng.com/news/top-news/487593-what-buhari-said-
about-twitter-ban-nnamdi-kanu-ighoho-insecurity-others-full-text.html|

Paragraph 70-74

70. To address these negative trends, the Federal Government of Nigeria
suspended the operations of Twitter in Nigeria on June 5, 2021 to allow the
Government put measures in place to address these challenges.

71. Following the suspension of Twitter operations, Twitter Inc. reached out to
the Federal Government of Nigeria to resolve the impasse. Subsequently, |
constituted a Presidential Committee to engage Twitter to explore the possibility
of resolving the issue.



72. The Committee, along with its Technical Team, has engaged with Twitter and
have addressed a number of key issues. These are:

a. National Security and Cohesion;

b. Registration, Physical presence and Representation;
c. Fair Taxation;

d. Dispute Resolution; and

e. Local Content.

73. Following the extensive engagements, the issues are being addressed and |
have directed that the suspension be lifted but only if the conditions are met to
allow our citizens continue the use of the platform for business and positive
engagements.

74. As a country, we are committed to ensuring that digital companies use their
platform to enhance the lives of our citizens, respect Nigeria’s sovereignty,
cultural values and promote online safety.

Few other local outlets, mostly saying the same thing:

https://www.pulse.ng/news/local/buhari-orders-twitter-ban-lifted-but-with-
conditions/w3tmwage

https://techcabal.com/2021/10/01/buhari-gives-conditions-to-lift-twitter-ban/

https://www.thisdaylive.com/index.php/2021/10/01/buhari-orders-lifting-of-twitter-
ban-only-if-conditions-are-met/

http://saharareporters.com/2021/10/01/twitter-reacts-buhari%E2%80%99s-
conditional-lifting-4-month-ban




Sept 18 —-

| am uncomfortable that Twitter has been silent on this. | fear we are now
positioned to play the heel.

Nigeria can make whatever “demands” and (within the Nigerian market) if we do
not give them everything they state it looks like we are going back “on our word”.
A word we never actually gave but that the world will believe we did.

Similarly If nigeria decides to continue the ban it looks like Twitter is the one at
fault.

In the State department this tactic is pretty much known.

Is it too late to send a letter to Nigeria? Something along the lines of:

“we are reading that you appear to be in negotiations with someone claiming to
be Twitter. We have not had these conversations and want to make sure you are
protecting yourself as this appears to be a potential imposter. We are still very
Interesting in meeting snd working with Nigeria to come to an amicable solution
to the current situation. You are an important country and market to us, one we
respect very much. We are also aware of the financial loss your people and
businesses are suffering from this ban (Kelly -1 have figures is you need them -
we are actually very well leveraged for negotiations here -Mudge) and we want
you to be able to support these businesses and your citizens.”



At that point we subtly slide the open letter to a trusted journalist to give the truth
a bit of light that can be cited and referenced in the future... when we need to be
able to defend our position.

Or do you have other suggestions / ideas?



Here’s where we are:

High confidence India office is compromised - people, facility, and selection of cell phones and
laptops. RAW - they often gain physical access through commandeering a unit of Delhi’s special
cell and using them to show up physically as a cover (setup camera gear and reporters would
cover otherwise conspicuous sigint activities)

Here's what “they” are going to do and try to accomplish.

. \‘ RAW literally has a charter of “compromising foreign govt's and corporations” - to gain
i

”\(‘Q ﬂinformation and‘itfueTcEto strategically advantage the Court and the government (BJP ] ) ‘,J \

e (ormlaces Gl Goe Tl s g eppomch Vo sl foges
Ve Y &l—ﬁ“{ﬁq v te ‘g "'Q‘*L’ll* —

Try to gain leverage to influence Twitter. They'veélsednfhow we react to pressurinf ur o B 4

the, /)
employees (former Counsel employee and . They now have a strategic person in placgﬂ f :¥ 8-«2
to amplify this leverage. - : PAVN

Attempt to gain complimentary information from within the office and from electronic
communications to understand where Twitter's head is. What options we are considering wrt
India’s wants / demands. Explore Twitter’s internal systems for other strategic value.

If they have not discovered already, they will learn that engineers can access production. (they
will want to maintain this valuable abilitiy to shape the public conversation to India’s purposes
instead of Twitter’s. Identify, Target, silence,

Al of this will work against the mission of Twitter to serve the public conversation and to improve
the health of the public conversation.

If we don't do anything and just stay the course - we will not win. India is presently leading this
dance and we have done nothing but follow/react. Will give some options change this in a
moment,

This is not a one off, here are the other countries that will attempt to manipulate or
exploit:

China

KSA (remember their agent? That wasn't even the A-team and it was very damaging)
Turkey

Russia (new law for physical presence)

Here are our immediate options and what they buy us.



Pause hiring - conveys that we have options. Conveys that there may be risk to other
companies’ consideration of leaving the market. Buys time.

Could message we are pulling out.

Messaging to slow down RAW and give them pause. Especially to advantage counsel and court
efforts (otherwise the court will be prepositioned against everything we present)

Coordinate “hunting” messaging and activity with Counsel legal efforts. Reset credentials,
collect laptops, etc. TSCM visit. Adds meaningful cost to Intelligence activities and may protect
some optionality for legal and business.

Most challenging option: full speed ahead and massive hiring. Confidence cannot close on the
10 year security deficit while knowing that we have a tumor internally and that the tumor is
growing out of control.

Here’s the longer term plan for solving this as a total problem.

Engineers out of production.

Data isolation / privacy enforcement

Positive Control of laptops and phones

Defined operational parameters for execution within “hostile” markets.

Position to neighboring countries to service target environments (e.g. Ghana v Nigeria)
Repeatable framework for offices in these environments and rolesfunctions we can/cannot
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October 1, 2021 at 11:26 PM

Oct1—-

Are you tracking that the Nigerian
President said today that he will lift the
ban?

He says Twitter has only agreed to 7 of 10
conditions, though

https://punchng.com/breaking-buhari-
orders-conditional-lifting-of-ban-on-
twitter/

Here's the full text in a local outlet:
https://www.premiumtimesng.com/news/
top-news/487593-what-buhari-said-
about-twitter-ban-nnamdi-kanu-igboho-
iInsecurity-others-full-text.html

Paragraph 70-74

/0. To address these negative trends, the
Federal Government of Nigeria suspended
the operations of Twitter in Nigeria on

o ® [
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Paragraph 70-74

/0. To address these negative trends, the
Federal Government of Nigeria suspended
the operations of Twitter in Nigeria on
June 5, 2021 to allow the Government put
measures in place to address these
challenges.

/1. Following the suspension of Twitter
operations, Twitter Inc. reached out to the
Federal Government of Nigeria to resolve
the iImpasse. Subsequently, | constituted a
Presidential Committee to engage Twitter
to explore the possibility of resolving the
ISsue.

/2. The Committee, along with its
Technical Team, has engaged with Twitter
and have addressed a number of key
Issues. These are:

a. National Security and Cohesion;

b. Registration, Physical presence and
Representation;

c. Fair Taxation;

@ fR— j:‘_j 6y {ﬁ*\ F_—___f'dj?
() = ﬂ_j} ] lk fiﬁ‘«lﬁ_)" ‘\ " |
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a. National Security and Cohesion;

b. Registration, Physical presence and
Representation;

c. Fair Taxation;

d. Dispute Resolution; and

e. Local Content.

/3. Following the extensive engagements,
the issues are being addressed and | have
directed that the suspension be lifted but
only If the conditions are met to allow our
citizens continue the use of the platform
for business and positive engagements.

74. As a country, we are committed to
ensuring that digital companies use their
platform to enhance the lives of our
citizens, respect Nigeria's sovereignty,
cultural values and promote online safety.

Few other local outlets, mostly saying the
same thing:

https://www.pulse. ngﬁms’;w s/local/buhari-

orders-twitter-ban-lifted-but-with-

conditions/w3tmwge

o— (O] ® 4



https://www.pulse.ng/news/local/buhari-
orders-twitter-ban-lifted-but-with-
conditions/w3tmwqge

https://techcabal.com/2021/10/01/buhari-
gives-conditions-to-lift-twitter-ban/

https://www.thisdaylive.com/index.php/
2021/10/01/buhari-orders-lifting-of-
twitter-ban-only-if-conditions-are-met/

http://saharareporters.com/2021/10/01/
twitter-reacts-buhari%E2%80%99s-
conditional-lifting-4-month-ban

Sept 18 —-

| am uncomfortable that Twitter has been
silent on this. | fear we are now positioned
to play the heel.

Nigeria can make whatever “"demands”
and (within the Nigerian market) if we do
not give them everything they state it

o— ®
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| am uncomfortable that Twitter has been
silent on this. | fear we are now positioned
to play the heel.

Nigeria can make whatever “demands”
and (within the Nigerian market) if we do
not give them everything they state it
looks like we are going back “on our word".
A word we never actually gave but that
the world will believe we did.

Similarly If nigeria decides to continue the
ban it looks like Twitter is the one at fault.

In the State department this tactic is
pretty much known.

Is It too late to send a letter to Nigeria?
Something along the lines of:

"we are reading that you appear to be In
negotiations with someone claiming to be
Twitter. We have not had these
conversations and want to make sure you
are protecting yourself as this appears to
be a potential imposter. We are still very
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"we are reading that you appear to be In
negotiations with someone claiming to be
Twitter. We have not had these
conversations and want to make sure you
are protecting yourself as this appears to
be a potential imposter. We are still very
Interesting in meeting snd working with
Nigeria to come to an amicable solution to
the current situation. You are an important
country and market to us, one we respect
very much. We are also aware of the
financial loss your people and businesses
are suffering from this ban (--I have
figures is you need them - we are actually
very well leveraged for negotiations here
-Mudge) and we want you to be able to
support these businesses and your
citizens.”

At that point we subtly slide the open letter
to a trusted journalist to give the truth a bit

of light that can be cited and referenced in
the future... when we need to be able to

defend our position.

Or do you have other suggestions / ideas?
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June 5, 2021 at 11:27 AM

-I want to share some thinking that

Nigeria has spurred. Something to add to
our tag ups so you can have input on
prioritization in regards to all of this.

| came in a bit late on the evaluation of
Nigeria as a target location for offices and
employees. | quickly sided with LGL and
CorpSec due to some knowledge of
government stability versus other
countries in the region. | appreciated the
work product from both teams. | was a bit
surprised by the apparent ordinality and
timing of the work versus the push to
stand up an office.

One of our visions Iis Confidence can help
support “whole of company"” assessments

Informed by: TwS, T&S, LGL, PP,-
Privacy.

Capturing a holistic understanding of what
{$Country} (eg Nigeria) is doing, table top
what they could or would do given specific



Capturing a holistic understanding of what
{$Country} (eg Nigeria) is doing, table top
what they could or would do given specific
moves, and then use this frame to
Incorporate additional external knowledge
we could gather.

Before prescribing changes and a path
forward, our first questions are how did we
administratively handle this, and is that
our “standard” approach. Knowing that,
then we can find ways to optimize.

We are In the process of running tests on a
few {$Country} targets. In addition to ones
of ongoing interest such as India, Chinaq,
Turkey, and Nigeria, we want to have
options to provide in order to support
forward progress.

How Twitter currently assesses country-
specific risk is In flux, as there is a joint
Infosec-CorpSec-Legal-PP project to
change how a country risk assessment Is
built. As an example of new data input an
example that concerns us is that Taiwan is
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How Twitter currently assesses country-
specific risk is In flux, as there is a joint
Infosec-CorpSec-Legal-PP project to
change how a country risk assessment Is
built. As an example of new data input an
example that concerns us is that Taiwan is
listed as low risk across the board. From
the perspective of human rights and
stability, sure, low risk. But it's also China's
Ministry of State Security’s (MSS)
backyard, and putting a Twitter office in
Taipel isn't so radically different (from a
Customer protection perspective) than
putting it in Beijing. Different risks, but not
non-existent risks.



November 17, 2021 at 7:37 AM

We

Good morning -be and Kayvon,
thank goodness gr eq

Sea A
In relationship to Nigeria and India | saw
the WaPo article on Koo yesterday.

The section on how Koo executed around

the Nigeria ban is interesting. Fast acting
as well.

Given the value the Nigeria ban provided,
and continues to provide, to Koo, and the
non-neutral leanings of the platform, their
strategy in relation to Twitter is straight
forward. They even spell it out In the
article:

"We'll expand into Africa, then Southeast
Asia, South America, Eastern Europe — all
this in the next couple years,” he said. "We
want to go very aggressive.”



September 3, 2021 at 11:37 PM

Cost in millions to
regional economy from
blocking Twitter

Cost in millions USD:
Myanmar $2,500

India $368

Nigeria $367 (and counting)

Nigeria:

39.6M users, mostly upwardly mobile
economically and politically, 20% use for
advertisement, 18% to look for
employment

Are you tracking the Nigeria issue?

My concern Is the false narrative they are
pushing in the media:



My concern is the false narrative they are
pushing in the media:

They have refused meetings with Twitter
to date. Yet they are publishing media
articles saying they are in the midst of
negotiations with us and are almost at the
point of agreement to end the ban.

Their must recent article claims the
minister flew to New York to meet with
witter execs.

Meanwhile their economy loses 6M a day
(360M and growing) while they ban us.

We have not commented on any if the
articles saying that we have not met with
the Nigerian government yet.

Depending on why they are taking this
tactic leaves a few unwanted scenarios as
options. One scenario is Twitter being set
up to take the blame when negotiations
“fall apart at the last minute”. Possibly
while they drive up their competing




 Search (-

Depending on why they are taking this
tactic leaves a few unwanted scenarios as
options. One scenario is Twitter being set
up to take the blame when negotiations
“fall apart at the last minute”. Possibly
while they drive up their competing

https://www.top10vpn.com/vpn-demand-
statistics/

Disregard:
https://punchng.com/twitter-ban-remains-
says-ncc-as-nigerians-lose-n220-36bn/




October 14, 2021 at 10:24 PM

10/14/21 FYSA - my team has just
confirmed a further 132 accounts
registered by the Chinar Corp this year.
Majority caught automatically and
suspended - but several slipped through.
Engaged in exactly the same behavior.
They're clearly unrepentant - and absent
disclosure it doesn't seem like we have a
viable strategy other than perpetual
whack-a-mole.




September 23, 2021 at 12:30 PM

1. we have high confident
we have an existing
iInsider threat in India -
we believe this person
to be placed by and
working for, or
otherwise supporting,
the Indian government
(and/or Intelligence
agency) and not
working in the best
iInterests of Twitter

2. The Indian govt. will
continue to push to
influence Twitter and
control content on the

platform - both
AvE A r T ———
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influence Twitter and
control content on the
platform - both
externally and
internally.

3. The intelligence
agencies/government
will work to gain further
access to internal
Twitter data about
people on our platform -
If they have not already
done so. They will use
this information to
target people who
speak out against the
government, are
dissidents, or otherwise
"of interest”. The actions
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dissidents, or otherwise
"of interest”. The actions
taken based on this
information will not
necessarily be on our
platform. | view this as
being in opposition to
our mission of “serving
the public
conversation’.

. There is a geopolitical

boundary issue here.
4a) As long as we are
operating within India’s
borders we are not able
to technically mitigate
this threat at this time.
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July 20, 2021 at 9:10 PM

Ned,

| wanted to share a bit of context about
the tweet thread you reported to me as
Suspicious.

In a matter of seconds, to evaluate the
account you flagged, we intimately knew
the individual. Phone numbers, where they
lived, other accounts they control, their
non-public ring of "friends” type of phone/
computer,... and more.

While we did this through certain agent
tools that have been somewhat restricted,
any engineer could figure out how to do
this under the hood without needing to use
those tools.

| just wanted to quickly check the account
to see If they were a threat. Was the
person a Twitter employee? No. Were they
physically inside the Twitter offices? No.
Were they actively engaged in other
hostile actions and planning? Was it a
network of people? Were they physically

within strikingrgnge gf Twitiar execs?



| just wanted to quickly check the account
to see If they were a threat. Was the
person a Twitter employee? No. Were they
physically inside the Twitter offices? No.
Were they actively engaged in other
hostile actions and planning? Was it
network of people? Were they physically
within striking range of Twitter execs?

they weren't).

All of these areas want to shape their
country’s public conversation. They want
to control what is said and they want to
know who is speaking badly about them,
where those people are, and who they are
communicating with behind the scenes.

In other words they want to know the type
of information that we just looked up
about the account you flagged.

We haven't adequately paid past security
bills for many years (10+ according to
Parag. | believe that). No blame or finger
pointing. That's not helpful and | can
guarantee the choices were likely
appropriate given the information
available/presented.




We haven't adequately paid past security
bills for many years (10+ according to
Parag. | believe that). No blame or finger
pointing. That's not helpful and | can
guarantee the choices were likely
appropriate given the information
available/presented.

Each time we want to expand into a new
country, with a physical presence, most
countries will see us as an ability to
monitor their “adversaries”. Be those
adversaries foreign or domestic.

As it stands, if we have engineers working
there or if we have people supporting
spaces there, or several other roles...
(even sales roles)... the foreign entity will
quickly realize they have the keys to our
kingdom.

India i1s particularly worrisome.

We know they want detailed information
about the individuals involved in the
Farmer's Protest. We know they want
Information about the people criticizing

the Indian government’s handling of Covid.

We know thaT e e eneerment
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We know they want detailed information
about the individuals involved in the
Farmer's Protest. We know they want
Information about the people criticizing
the Indian government’s handling of Covid.

We know that the Indian government
wants to silence these people and remove
them from the public conversation.

The articles | shared today in the staff doc
show how willingly the Indian government
marks reporters, dissidents, executives of
foreign companies for targeted
surveillance and espionage.

We have seen how they have targeted our
employees and controlled their local

media to portray-os the person
responsible for Twitter's non-compliance.

We believe the Indian government has
already planted a government agent
within Twitter.

We will have to figure out how to conduct
business in such environments safely.
Presently, though, when we rush into this

situation we gre directlv working against



We believe the Indian government has
already planted a government agent
within Twitter.

We will have to figure out how to conduct
business in such environments safely.
Presently, though, when we rush into this
situation we are directly working against
our mission of serving the public
conversation. We are handing the keys to
a surveillance apparatus that is intending
on using our platform against our own
mission. Silencing and targeting and
undermining the public conversation.
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May 24, 2021 at 11:54 PM
RAW (India’s intelligence agency:
Research and Analysis Wing ) uses
Special Cell as cover to provide access to
targets in forms of technical access and
compromise of target entities (such as
ourselves).

| would not be surprised to find that some
of the “squad” were not standard police.
his Is very much an example of a target
of interest where they (the govt) would
seek compromised access into Twitter.

| recommend very sensitive plans or
Information, particularly on this topic, be
shared out of band where possible (signal,
voice, etc.).

If that is the case they are running a big
International risk if they are caught. This
may mean that we can send a message to
RAW through certain posturing in our
systems or even physical support on the
ground. A message that we have
capabilities to identify, and that we are
looking, could be enough result in some
extended safety periods for Customers




February 16, 2021 at 12:20 PM

80 Indian employees

Handsome severance packages - not their
fight, they should be able to opt out.

For 118 - message that once you take a
payment the adversary will have leverage.
What they will ask you to do next will be
much worse and you will be stuck.

General FYI on insider threat campaigns to
employees and contractors.
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April 20, 2021 at 4:02 PM

TNIO (Turkey's National Intelligence
Organization) is a very capable service.

For local assets (people or offices): TNIO
has extremely capable physical access
capabilities, so, any physical presence
would be something to consider as
compromised (listening, monitored,
Internally accessed at will).

As you are already aware, their ability and
willingness to “lean” on people with
pressure campaigns (including physical
tactics) is known.

Specific to cyber, they're capable but not
particularly advanced- more "near
abroad" and regional interest (w/r/t
targeting) vs. global intrusions and
collection (that being said, this calculus
can changes based on the "hardness” of
the target). What this means for us is that
we may not be presently compromised by
TNIO but can expect Twitter people and
devices In country to be compromised and
used for access into our systems,
communications, and data.




Specific to cyber, they're capable but not
particularly advanced- more "near
abroad" and regional interest (w/r/t
targeting) vs. global intrusions and
collection (that being said, this calculus
can changes based on the "hardness” of
the target). What this means for us is that
we may not be presently compromised by
TNIO but can expect Twitter people and
devices in country to be compromised and
used for access into our systems,
communications, and data.

It would be ideal if we can keep Twitter
employees in Turkey to *only* Gsuite and
Slack (or some subset thereof).

Happy to work with you to figure out the
strategy here for our various scenarios.
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LDAP

-b
"ch=groups,dc=ods,
-s sub "(objectclass=*)"

-b
"ch=groups,dc=o0ds,
-s sub "(objectclass=*)"

Try this Iinstead:

dapsearch -xLLL -_
-b "cn=users,dc=0ds -

-s sub "(objectclass=*)"

I'm not sure why the
Isn't working. sSays

to use the LDAP server "local" to your
zone (zones are sorta kinda like enclaves,
but not really in any useful security sense).




[
A

12:33 oll  (@8)

LN oo
=y el el i i
lede |
N’ N’ Nt | et |

December 22, 2020 at 10:12 AM

BLUF: we have many datasets within
Twitter that are primary targets for entire
classes of attackers. Twitter may not
presently perceive them as high value
because we may be looking at them
through a lense of “what is valuable to
Twitter”. Here's a walkthrough of a
criminal’s playbook against Twitter using
the Ledger data breach of two days ago
as an example. All possible simply from
Customer name, address, e-mail, and
phone number.

| am In the process of identifying several
types of datasets that are high value to
Criminals and quantifying their value and
exposure.

In the following section | detail:

Name and address -> retrieve SSN for
$20

SSN, name, address -> take over email
account

= (
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Phone numbgr-> detarmina nhone carrier



SSN, name, address -> take over emall
account

Phone number -> determine phone carrier

Phone carrier, number, name, address,
SSN -> SIM slamming

Above = control of target's crypto

currency accounts, stock trading, bank
accounts, etc.

Details

| type this on my iPhone, lying bed,
Isolated, sweating out what | hope Is not
COVID. | get the results back within the
next 12 to 24 hours. Apologies in advance
for autocorrect and “phone” grammar.

| wanted to share with you what happens
from an adversary's perspective after a
“simple” data breach. This will be similar
to what happened to Jack but more
opportunistic.

Let's suppose we lose a bunch of
seemingly innocuous Twitter Customer
Information. All it has to be is as little as
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Let's suppose we lose a bunch of
seemingly innocuous Twitter Customer
Information. All it has to be is as little as
email address, Twitter handle, and phone
number. Turns out it's not so innocuous.

TwS owns/accesses some very valuable
stashes of adversary gold. Stashes that
we don't recognize being super sensitive.
particularly when sitting next to Agent
accounts and tools. How strictly are we
controlling access to underlying datasets
by other means and from other systems?

In this case the real world example is
Ledger, a maker of a product used with
cryptocurrencies, who suffered an
Information leak two days ago
(12/20/2020).

From their data breach, which contains
names, email addresses, phone numbers,
and home addresses, the adversaries has
all they need to get going. This will be a
lucrative payoff.

The adversary already has a correlation
between Customers in this data set and

people Who eientkdakaamsssas C\ WAdllets.



'he adversary already has a correlation
between Customers in this data set and
people who have cryptocurrency wallets.
For Twitter that correlation may require a
quick download of historic tweets and
tagging, or mentions, of crypto exchanges
or financial organizations.

Adversaries will go through the dataset
looking for e-mail addresses that will be
easy to compromise. (.edu, att.net, etc.).
They will then attempt to correlate these
users with higher value accounts on
Binance, Coinbase, Bitrex, etc. In Twitter's
case it may be that the adversary
iIdentifies "easy” to compromise email
accounts and then downloads the twitter
handle tweets (via public API) and auto
scan them for keywords or key accounts.
(There's an opportunity for our analytics
here) The key here is that a subset of the
total targets are opportunistically

qualified. You'll see why next.

Let's assume they now have a list of
accounts they want to take over. They
lookup the target name within {jstash,
dehashed, snusbase} and receive the SSN

of their targeffor $20 _(This ig possible



Let's assume they now have a list of
accounts they want to take over. They
lookup the target name within {jstash,
dehashed, snusbase} and receive the SSN
of their target for $20. (This is possible
due to the Equifax breach)

Because the above step costs the
adversary money, it is performed after
there Is some confidence that the target
has an online cryptocurrency account, or
that the target performs online banking
and has a sufficient level of funds to be of
Interest. A guesstimated few thousand
dollars in a bank account could be
sufficient. Or, that they want to takeover
the target’s Twitter handle.

The adversary calls up user support / tech
support of the email provider and with the
name, phone number, address, SSN,
convinces them to change the password
and/or redirects the email. You can
Imagine how easy this is for accounts
such as .edu or AOL, etc. Name, number,
address , and social are the only

iIdentifiers these email providers may have.

The adversagpauccantrgls the target's e-



iIdentifiers these email providers may have.

The adversary now controls the target’s e-
mail.

If the adversary needs to compromise @
phone number to complete the account
takeovers (remember they already control
email at this point), they already know the
target phone number from the breach and
they just need to identify the carrier. A
lookup on ‘freecarrierlookup’ or similar
service, tells them if it's att, t-mobile, etc.
Some of these carriers let you switch the
SIM attached to a number online with just
the information listed above. No social
engineering needed. For other carriers
some social engineering is conducted at
this point.

The more direct effort the adversary
needs to perform, such as multiple social
engineering attempts, a carrier that
doesn't allow online automatic sim
swapping, etc., the more likely the
adversary has qualified the target as
having sufficient funds to warrant the
cost.

ANy account e —— OO MIS e



The more direct effort the adversary
needs to perform, such as multiple social
engineering attempts, a carrier that
doesn’t allow online automatic sim
swapping, etc., the more likely the
adversary has qualified the target as
having sufficient funds to warrant the
cost.

Any account in the Ledger compromise
that 1s used elsewhere for
cryptocurrencies or banking, is at risk. The
same would be true for any Twitter
account where we exposed (or lost) valid
email addresses, real names, phone
numbers, and handles. *Especially* since
the public Tweet history provides enough
opportunity to spot juicy pointers to
financial target affiliations. "Hey @{BofA,
Coinbase, Etrade, ...} | love/hate your
service!” and qualify high value targets
through their conversations.
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Non-Compliant Kernels

307,544 (67%)

Kernel Version Non-Compliance per Day and 7 Day Moving Average

Non-Compliance per Day ] 7 Day Rolling Average

Kernel Compliance Overview (No Exceptions)

e Non Compliant 67% (307544) W Compliant 33% (151130)

202

Non-Compliant Operating Systems

70,056 (15%)

Operating System Version Non-Compliance per Day and 7 Day Moving Average

Non-Compliance per Day [ 7 Day Rolling Average

SESSEE L

OS Compliance Overview (No Exceptions)

WSS Non Compliant 15% (70056 ) W Compliant 85% ( 388503




Non-Compliant Operating Systems
41,443 (12%)

Non-Compliant Kernels

186,372 (53%)

MMMGMWMM?MMM
0OS Compliance Overview (No Exceptions)

Compliance per Day -] 7 Day Rolling Average
Kernel Compliance Overview (No Exceptions)

mmmwmm7mmm

W Non Compliant 12% (41443 ) s Compliant 88% ( 307807 )

NN Non Compliant 53% ( 186372 ) mmsm Compliant 47% ( 162882 )
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Current State Assessment

N

Alethea Group was engaged by Twitter to evaluate the state and structure of Twitter’s
capabilities in countering misinformation and disinformation, with the goal of identifying gaps in
its processes, policies, and approach, as well as opportunities to build the organization’s ability to
safeguard the platforms and its users. This report details the current state of Twitter’s
misinformation and disinformation capabilities as identified by Alethea Group, based upon
internal documents reviewed, stakeholder interviews, and other information gathered as needed.
A subsequent report, based on the findings contained in this report, will be delivered in two
weeks from final acceptance from the Client in order to make recommendations for how to
mature the organization’s capabilities to address misinformation and disinformation globally.

1.0 -- Executive Summary

Broadly, our assessment found that organizational siloing, a lack of investment in critical
resources, and reactive policies and processes have driven Twitter to operate in a constant state
of crisis that does not support the company’s broader mission of protecting authentic

conversation. As a result, Twitter is consistently behjad the curve in actioning against \
dfﬁfﬂn—a@_n and misinformation threats. G iy /‘«,}W'__ vS leh .n(}\ Q )

Teams identified significant gaps in resource allocation, leading to policies and actions that are

often reactive in nature and do not allow the company to think about emerging threats. Twitter

does not have a traditional threat intelligence capability that would better position the company

to be proactive on misinformation and disinformation and to protect authentic conversation.
Ultimately, these gaps mean that although Twitter is a global company with a global mission, it is D)
not currently set up to deliver globally on trust and safety. — {anbﬂ-uf A V\[\Q/ /\( A VIR

\:‘, Different incentives for different teams working on misinformation and disinformation means
o witter is set up to be reactive, and although it has beneficial partnerships with other social
\d “ media companies and research institutions, they do not allow Twitter to do proactive analysis that

is reflective of the actual threat landscape on the platform or reflective of Twitter’s business
objectives. These gaps illustrate the extent to which product and growth are prioritized over

online user and platform safety. Twitter further lacks sufficient mechanisms to measure progress
and impact, therefore it may not be accurately me urlng pr gress or it could bq failing to ~ L»& 5"
implement lessons learned from the past. ’_\: g oA AN e Q

Tools available to Site Integrity to work on these issues are often outdated, “hacked together,” or
difficult to use, limiting Twitter’s ability to effectively enforce policies at scale. A lack of
W automation and sophisticated tooling means that Twitter relies on human capabilities, which are
(,‘“"‘ ('\ not adequately staffed or resourced, to address the misinformation and disinformation problem.
4 r] Further, policies are often written in response to external events, or “fires,” rather than being
W’ informed by analysis of the current or emerging threats for the platform, without an effective

}( g’ enforcement mechanism and tooling in place. Because policy changes are often implemented

e
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dog quickly, they often do not incorporate feedback from relevant stakeholders, are not well-
executed, and difficult to enforce at scale.

/ / Our assessment found that Site Integrity teams lack diversity, especially gender diversity, across

j the analytical and managerial level. Additionally, the lack of diverse backgrounds among
employees contributed to gaps in foreign-language and on-the-ground contextual capabilities,
hindering Twitter’s ability to execute its mission and remove harmful content worldwide. Teams in
priority growth markets either do not exist, or are not sufficiently staffed or resourced. ‘

Our assessment found that employees in this space are supportive of Twitter's mission and the
organization, and have positive perceptions of their teams, teammates, and managers. Despite
the challenging subject matter and circumstances, including employees reporting burnout
because of a lack of resources, interviewees described managers as receptive to feedback and
concerns, and a positive team culture of pulling together to get the work done. The team appears
to be dedicated to their mission, believes that Twitter can achieve its goals, and articulated the
desire to see the team through this upcoming period of growth.

2.0 Methodology

In order to conduct the current state assessment, Alethea Group interviewed 12 members
of Twitter’s Trust & Safety, Twitter Services, and Product & Engineering teams ,
conducted screen sharing exercises to understand Twitter’s internal
misinformation/disinformation tooling and processes, and reviewed a series of 19 internal
documents, retrospectives, and training guides. This assessment does not seek to
comprehensively address Twitter’s performance, capabilities, or work during the US 2020 :
election.

3.0 Current State Assessment | |

3.1 Organization

3.1.1 -- The organizational structure within Twitter that responds to disinformation and
misinformation is siloed and not clearly defined. The capabilities were built in an ad
hoc manner largely in response to crises. This has contributed to organizational silos,
capabilities gaps, and created a culture in which employees must rely on informal
relationships across the organization to accomplish work.

Currently, Twitter does not have a clearly defined organization to encompass the functions or
offices at Twitter that are dedicated to detecting and mitigating platform harms, and does not

NOT FOR DISTRIBUTION
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have the ad hoc structures documented in order to support formalization of functions and offices.
Efforts to combat misinformation and disinformation on the platform have evolved in an ad hoc
manner as a result of external factors, such as the 2016 elections, coronavirus pandemic, and
other pressing threats. Because of the ad hoc nature, the informal organization is_driven by policy
decisions made in a silo, mostly by San Francisco- based staff, and frequently during a time of

W \ow t\(..v,_“i \ N A q \&Q«A’\'\Q«Wé"“c&

\
This has consistently meant that relevant entities do not have the opportunity to engage other er
parts of the organization and key stakeholders responsible for countering disinformation, leading (P/
to policies that may be unenforceable at scale or not reflective of the threat landscape on and off q AT

the platform. Interviewees said this has also meant that historically, teams across the organization ¢ Ks
have been inconsistent or slow to respond, especially to information risks or threats that are not '—I
easily defined, such as the evolution of QAnon or cases of coronavirus misinformation.

)

Without a formal organizational structure in the misinformation and disinformation problem set,

the holistic solutions required to mature functions that combat platform manipulation age not /(7
d' 7 wed 6 ¢’
sufficiently resourced./ g, ceroar ced 7 e »- wndecrree auol cxie
k“ YT ve S ewrt

A
3.1.1.1-- Site Integrity, which is resporxsible for platform policy and enforcement
related to platform manipulation matters, works with Health and Twitter
Services to collaborate on tools, technical fixes, and policy enforcement, but
they lack formal processes and structures that facilitate easy identification of
roles and responsibilities and instead rely upon informal cross-functional

relationships.
wWh7

Trust and Safety functions exist in a silo within Security, while actually impacting all part
of the Twitter platform and experience. As a result, Twitter is making critical decisions "
about new products and product launches without being prepared to mitigate security ‘\

(o
concerns.

Different parts of the organization are working different pieces of the problem set, but
interviewees described a very insular process for their respective teams in which there is
a lack of meaningful coordination with other relevant teams and no official mechanism,

AN
such as formal working agreements between teams, outlining their authorities and 629
responsibilities to each other. Whlle Site Integrity is responsible for draﬂlww
are unable to adequately respond to threats or enforce new policies at scale because <
mnents of Twitter are not meaningfully engaged. Historically, policies have \.
been created during a crisis or in response to a major platform failure to address oV
misinformation or disinformation, instead of proactively. e

VWow Aoy S(‘ S

| B
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Many interviewees credit informal relationships for their ability to make any progress or
be able to seek support from other teams, whether engineering or product support.
Organizational effectiveness appears to be based on the ability to navigate Twitter versus
an intentional organization determined by Twutter’llcadershlp, given the necessary

d rt to achieve it P :
resources and support to ac |ev<ji'"_$:_5_l°” \Y / Q"" A’ S‘CpJ—w;c,( k ‘QW\J'

—

Example: In one instance, Twitter planned to launch its new product, Fleets, just weeks
before the US 2020 election when resources had been pulled from other duties to
address the high-profile, high threat election. While S| team members said that they had
been involved in a health review of the product throughout, they were not meaningfully
involved in the launch of the new product and were not capable or resourced to be able
to combat product manipulation. Multiple interviewees reported that they had to “beg”
the product team not to launch before the election because they did not have the
resources or capabilities to action on disinformation or misinformation on a new product
during such a busy, critical time. One interviewee said that Sl leadership had to go over
the heads of product managers on the Fleets team to help ensure that the product was
not launched. before the election. According to interviewees, the Fleets example was a
serious pain point, underscoring the organizational challenge of new product launches
that expose new surfaces which a threat actor can take advantage of. This illustrates the
fundamental business challenge of continuing to attract new users while also
safeguarding the platform from malign actors, as well as different incentives for different
Twitter teams.

3.1.1.2 -- There are components of Twitter that are part of the disinformation
and misinformation detection or response that are outside of Site Integrity /
Security, and Site Integrity / Security have no access or authority to use these
tools absent the good will of other teams.

Through the course of our interviews, we identified multiple teams that were not part of
Sl/Security yet played a critical role in responding to disinformation and misinformation.
Sl has no formal authority to require systemic changes or collaborate on key decisions.

For example, as part of a response to disinformation or misinformation, the events teams
and curation teams, especially with regards to trending topics, can be partners in
mitigating threats by showing Twitter users accurate information. The relationships
between the teams with regards to these processes are informal and personality-based
versus institutional.

Additionally, with regard to scaled detection of disinformation and misinformation, Sl does
not have the necessary dedicated engineering support to be able to manage both long-
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term priorities and build products that enable threat detection and mitigation at scale,
preventing it from being able to focus on proactive activities and instead making them
reactive to the crisis of the day.

3.1.1.3 -- Twitter does not have aligned incentives across the organization, and,
as a result, priorities with regards to Product Safety.

Product and product managers own all aspects of product development, including risk
calculations with regard to product launches. Recently, Sl and other Safety components
have been included in the design and development process at various check-in points,
and provided the opportunity to provide feedback. However, there appear to be no
consequences for product managers should their product launches or products increase
the workload or costs to Twitter when it falls on Sl to develop policies or scale
enforcement.

While Sl has the authority to make recommendations throughout the product
development process, elements of Twitter responsible for identifying threats or security
gaps in the products lack the authority to make decisions on product design or roll-out or
to hold product teams accountable for failing to mitigate identified risks to the platform,
product, and users online.

Interviewees described both the launch of Fleets and Birdwatch as particular pain points
for the Trust & Safety team. While product teams do elicit feedback for new product
launches, product managers are incentivized to ship products as quickly as possible and
thus are willing to accept security risks.

3.1.1.4 -- Sl relies on functions that have no accountability to Sl in order to piece
together solutions.

Interviewees regularly mentioned under-resourced teams, siloing between organizations,
and having to borrow resources (such as engineering support), leading to a reliance on
the goodwill of other teams leaders or the willingness of Twitter employees to pitch in to
support Sl in building out its tooling capabilities. This prevents S| from being able to think
strategically and develop priorities and goals that are measurable and enable strategy
execution.

3.1.2 -- Within, SI, the organizational structure is siloed, with a heavy emphasis and
focus on policy enforcement versus threat detection and mitigation.
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Within the organizations examined as part of this assessment, there appears to be a lack of
alignment and prioritization between teams, and teams appear to be policy focused. Aligning
teams to focus on the tactics, techniques, and procedures may cause gaps in Twitter’s
understanding of adversaries and how they deploy a variety of tactics, techniques, and
procedures (TTPs) to carry out an operation or manipulate the platform to achieve a goal.

Silos within the SI may also be contributing to a reactive posture. For example, sophisticated 10
actors rely upon misinformation to spread false narratives and often use spamming techniques.
Understanding how different threat actors abuse Twitter’s platform in a variety of ways (e.g. spam
violations to collect data and enhance |0 efforts) could help Twitter become predictive, designing
holistic tooling, or adding friction to adversarial operations. It is not obvious as to why these
teams are split up how they are, other than they are to enforce specific policies. While this may
be a good approach in thinking through product features or investigative processes, it silos the
threat in such a way that can prevent analysts from piecing together the larger picture.

Importantly, misinformation and disinformation -- which have functionally the same impact on
users — are treated as separate issues and are housed under different teams. Given the fact that
misinformation can be leveraged in spam campaigns, state-level information operations, and
other types of harms, Twitter’s approach has led to siloing, organizational confusion, and slow
policy development. Interviewees described several instances in which Twitter was slow to act
on misinformation because teams did not see the topic or narrative as falling under their purview
or fitting neatly into a particular threat actor they monitored, such as on QAnon or Pizzagate.

One interviewee described the organizational challenges faced by Twitter when dealing with the
Pizzagate conspiracy theory and related content. Twitter initially felt as though it was not a
disinformation issue because it was not seeded by a foreign actor, was not a child exploitation
issue because it included false instances of child trafficking, and was not deemed a spam issue.
Twitter could not figure out how to categorize the Pizzagate content, which likely contributed to
the narrative’s expansion and spread on the platform. In its current posture, the teams are siloed
to the degree that it is not always clear who is responsible for what.

3.1.2.1 -- Within SI, there do not appear to be clear priorities from the
organization’s leadership on how to prioritize threats and thus it is impossible
to prioritize resources, goals, and KPIs.

Interviewees said that there is no clear alignment across the teams or prioritization of how
to address matters related to platform manipulation. Further, without clear and coherent
goals, it is not possible to measure progress against goals in order to mature the
organization’s capabilities, determine how to allocate resource investment to maximize
impact, or sequence the development of tools, resources, and capabilities.
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When priorities are developed, it is with a heavy emphasis on English-speaking countries
and threats, and whatever goals and metrics are set do not align with the team’s
observations of the most pressing needs for organizational growth. The team frequently
pointed out areas that could be made more efficient through automation, improved
processes, and other goals, yet within the organization there does not appear to be a
mechanism for meaningful engagement.

3.1.2.2 -- Sl sets up strike teams in order to direct resources towards major
events, such as elections.

Teams within Sl and around Twitter are focused on priority events and providing extra
attention to platform matters that are likely to face manipulation. This strike team
approach that allows the organization to dedicate additional resources to events appears
to be a successful model for addressing threats. However, due to current staffing levels, it
requires that teams deprioritize long-term strategic objectives or other responsibilities,
and it is not sustainable without increasing resources.

3.1.3 -- Twitter is not poised to deliver on its mission globally, especially in non-English
speaking countries.

Twitter lacks the organizational capacity in terms of staffing, functions, language, and cultural
nuance to be able to operate in a global context. For example, the misinformation team currently
only has two individuals and lacks the sufficient tools to be able to adequately address the threat
on a global scale due to a lack of on-the-ground context. This is especially true in priority growth
markets, including Africa, Latin America, and Asia. Global teams report a focus on English-
language and English-speaking countries. For example, during the 2020 US election, staff were
pulled into monitoring, leaving significant vulnerabilities to the regions they support.

The lack of context and understanding has significant implications on the ability to implement
policies globally. For example, historically marginalized groups experiencing online threats and
harms may not be recognized without an understanding of each country’s context, and in some
countries it is the government or military that are violating policies, and Twitter is too
understaffed to be able to do much other than respond to an immediate crisis. Overseas teams
lack the necessary resources to be able to conduct investigations outside of what is already
trending or used as a hashtag, making its reactive posture impossible to change without
engineering, data science, and investigations support. Twitter expresses a strong preference for
fact-checking and labeling content versus removing the content. However, Twitter teams report
not having the capacity to fact check in languages other than English.

3.2 Resources
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Alethea Group conducted individual interviews, including screen shares, and reviewed internal
documentation to determine whether Twitter has the necessary resources, such as tools,
datastreams, staff, and skills, to accomplish their tasks.

The lack of sufficient resources, tools, and capabilities has forced Sl and TwS to be reactive and
largely limit their focus to threats that affect the United States or English-speaking entities. This
has ultimately prevented Twitter from proactive threat detection and mitigation to avoid crises.
Interviewees described a largely reactive approach to misinformation, disinformation, and spam
in which action is taken on content and threats only if it is flagged by reporters or news
headlines, partners, or political officials due to the lack of people and sufficient tools to do
proactive analysis.

Despite having a global mission, persistent gaps in resources, tools, and capabilities we identified
means Twitter does not have the capabilities to operate globally -- including in priority markets —
when it comes to misinformation and disinformation. It also suggests that Twitter is likely
spending resources in crisis management and response, rather than investing in capabilities that
will allow the company to get ahead of them.

3.2.1-- Teams in priority growth markets are not sufficiently resourced.

Teams across Sl, TwS, and Product prioritize resources to meet primarily US-centric needs.
Interviewees across the board said that they do not have the resources, such as staffing and
foreign language capabilities, needed to address misinformation and disinformation even in
priority markets, such as Asia.

3.2.2 -- Teams have been persistently understaffed.

Twitter has been slow to staff S| teams since 2016. Despite recent team increases, there are
currently only two misinformation subject matter experts in SI, both of which are new hires, and
four 10 investigators to analyze all 10. One interviewee noted that the lack of misinformation
expertise was identified as a serious gap in a retrospective from December 2016 about Twitter’s
lessons learned from Pizzagate. Twitter did not bring on a team member to focus on
misinformation until 2019, although existing staff reported that they did focus some of their time
to misinformation, however their other responsibilities remained unchanged resulting in staff
being asked to do more without additional resources.

Understaffing has meant the teams across Twitter working on the misinformation and
disinformation problem set have had to make significant tradeoffs, especially during critical
events and surges. For example, Twitter dedicated 100 full-time staff from across SI, TwS, and
volunteers from other parts of the company to manage the US 2020 election under the “Election
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Squad” framework. As a result, based on interviews and provided documents, Sl, Site Policy,
Product Trust, and Strategic Response teams had to deprioritize all other work, including work on
other critical global events, simply to keep up with the rapid pace of US election-related content.

Site Integrity Headcount for 2021

| Total Roles Expected = Roles Filled Roles Unfilled

Maement 7 4 3
API 7 5 2
Misinformation 8 2 6
Identity 5 4 1
10 & Security 10 4 6
Spam 17 12 5

Several interviewees noted personal perceptions about understaffing that may not be accurate,
but influence how they view the organization’s commitment to filling gaps. For example, one
interviewee who had been involved in interviewing candidates for critical roles in Sl believed
qualified candidates were often rejected by leadership for unimportant reasons. Separately, one
interviewee believed understaffing was negatively affecting their team’s ability to get resources
from Twitter. They noted their belief that funding for internal tool development was decided
based on the number of people in the company who would use the tool, which they believed
would continue to keep Sl teams at a disadvantage; subsequent conversations with Twitter
leadership suggested the described process for acquiring funding may not be wholly accurate.

3.2.3 -- Sl does not have dedicated engineering support for their tools, so even minor
upgrades or changes to existing tools can take months or years to complete.

Sl is severely constrained by not having engineers on their teams or engineers dedicated to
exclusively supporting their work. Currently, SI must request assistance from engineering teams
in other parts of the company to do things like implement even small updates to existing tools or
build new ones that could automate more of the process for both policy and investigative
analysts. Because these engineering teams do not have an official requirement to support Sl and
must complete their own work, Sl requests are typically put onto a waitlist. That list is then
prioritized by SI's immediate engineering support needs for current so-called “fires,” such as a
critical election. As a result, S| must continue to rely on manual and outdated tools, and individual
know-how of its analysts who often must code their own solutions to complete their work. One
interviewee called the lack of engineering support dedicated specifically to S| “a real pain point
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for internal tooling needs” and said they have had to wait “sometimes years” for minor updates to
existing tools they need to do their jobs.

3.2.4 -- Sl lacks sufficient dedicated data science support and staff with technical
skills.

Sl teams rely on the Scaled Enforcement Heuristics (SEH) team to provide data science support,
rather than having their own dedicated data scientists. Even though interviewees described
receiving excellent work from SEH, they also noted many of the same challenges they have in
getting engineering support, namely that SEH has its own work and priorities.

Additionally, in part because many of the tools used by Sl require the user to do their own coding
and queries, Sl lacks sufficient access to technical resources. Having more usable, updated tools
with usable Uls would probably reduce the need for some of the technical capabilities.

3.3 --Tools

Sl analysts and managers we interviewed referenced the below range of tools they use to
complete their jobs. We were able to personally view the tools that are noted in bold during a
screen share or from training materials.

Profile Viewer

Batch Action

ClusterDuck

SafetyGraph

Access Search

Guano Interface

URL Tool

Bulk Media Enforcement Tool
Abuse Triage Tool

Botmaker

Smyte

Semantic Core Editor MisinfoUl
Strato

Thunderbird

Hadoop

Presto

BigQuery

3.3.1 -- Twitter has not sufficiently invested in developing internal tools to address
misinformation and disinformation. As a result, employees must use multiple outdated
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and manual tools to do parts and pieces of their investigations, analysis, and
enforcement.

In both Sl and TwS, interviewees and provided documents described a largely manual process of
utilizing multiple outdated, cumbersome, and unreliable tools with poor Uls to do parts of their
work, including investigations, analysis, and actioning content. For example, there is currently no
comprehensive system for tracking misinformation, from identification to remediation. Existing
tools used for surfacing misinformation and disinformation threats are set up so that analysts
must go to different tools to manually search for a threat actor or narrative already in mind, rather
than the tool using automation and ML to identify potential threats that it then pushes to
investigators for analysis.

For 10 investigators, one of the most used tools, ClusterDuck, which identifies networks of similar
and/or coordinated accounts by country, does not do real-time monitoring and analysis. Data is
up to seven days old, and, rather than the tool flagging potentially violative behavior to analysts,
users must manually click on a drop-down menu of countries to view results to make a
determination on possible coordinated activity. One interviewee described ClusterDuck as
“pretty hacked together,” and when the assessment team was viewing how the tool operated, it
would not load on the first attempt. Another interviewee described ClusterDuck as the only tool
really designed specifically for the Sl team. A separate tool, AccessSearch, is frequently used by
investigators, but its utility is limited by short data storage times (one analyst said it could only
store data for two months) that prevent historical research.

Tools used to action on violative content have many of the same problems. For example,
according to one interviewee, the process for labeling violative tweets requires using at least five
different tools. Tagging tweets in bulk is @ manual process that requires the analyst to write a
code themselves in a tool called Strato that does not have an easy to use Ul. There is also not an
easy or automated solution for labelling all tweets that link to a URL that has already been
labeled. On Misinformation, SI must manually annotate each new instance of misinformation
identified and then moderators manually tag tweets they see with this annotation to apply a
warning label.! This manual process is especially challenging for large events, such as key

elections.

The manual and outdated nature of these tools forces analysts and content moderators to
analyze and action against violations tweet by tweet and account by account, a time-consuming
process that will keep Twitter reliant on unscalable human power.

3.3.2 -- Sl has access to many data sources, but they are spread across several
different systems and require largely manual processes to access and analyze.

1 “Soft Intervention Tool User Manual”
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Interviewees in S| suggested they had access to a large number of datastreams with information
about on-platform activity. However, they said finding, accessing, and analyzing that data was
challenging and time-consuming because it required the use of several different tools and
manual processes to search. They also do not have tools aimed at enabling cross-platform
analysis. Several analysts also noted having to do their own coding for querying data because
many of their tools lack functional Uls. Many of the fixes are small, but would save analysts time
and enable more automation. For example, analysts noted having to separately sign-in to
external tools, like Domain Tools, to complete a step in the investigative process, when obtaining
APl access to external tools would allow for integration into internal Twitter capabilities and
remove another step in an otherwise manual process.

3.3.3 -- There are existing internal tools in other parts of Twitter that would be useful
for the misinformation and disinformation use case, but Sl analysts do not have
access to them. Analysts also lack access to externally available tools or datastreams
that would allow them to do more proactive cross-platform analysis.

Several interviewees noted that other teams at Twitter have internal tools that would be helpful
for the misinformation and disinformation use case, but they do not have access to them. For
example, one interviewee said Curation uses a tool to create Moments that could potentially help
Misinformation and IO analysts proactively identify threats, but they lack access to the tool. SI
also does not have access to externally available tools that would allow them to do proactive and
more sophisticated analysis and to get insight into emerging threats, such as a social listening
tool that provides cross-platform data. One analyst noted that they do not have dedicated staff
looking at off-platform activity beyond what external partners provide them, which limits their
ability to anticipate possible threats moving on to the Twitter platform.

3.4 -- Capabilities

3.4.1 -- Sl does not have a knowledge management system to track and store findings
and data. As a result, Sl does not have the ability to monitor threat actors or identify
changes in their tactics, techniques, and procedures (TTPs) over time, or to measure
the impact of SI’s work.

Currently, Sl does not maintain a knowledge management tool or capability that would enable
analysts to save content, data, or their findings. There is no tool or repository where analysts
conducting investigations can keep their notes. Most analysts use their own individual Word
Documents so that worthwhile investigative notes are individually stored in a way that is not
accessible to, or preserved for, their teammates. As a result, analysts are unable to identify and
analyze evolving threats or changes in the TTPs of threat actors, or measure the effectiveness of
action and enforcement, because information is not being preserved.
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10 interviewees noted they have a tasking system housed in Jira to action on leads received from
internal teams, such as the Piper Team, or from external partners. However, there is no
mechanism by which to save the results of their investigations in a single, automated knowledge
management system. Currently, once a tasking is marked as complete in the Jira system, analysts
must manually copy their findings into multiple different data source tools or folders to store it,
creating an extra step one interviewee said analysts just do not have the time to complete. In
some instances, the analyst saves their findings on their own systems, meaning data storage is
scattered among different analysts, rather than being preserved in one system accessible to all
analysts. This also means Twitter is not feeding its findings into tools or training existing tools to
increase automation and ultimately learn from past findings.

3.4.2 -- Twitter does not have traditional threat intelligence capabilities to identify,
analyze, and warn about current and future threats, or ingest inputs and intelligence
from partnerships.

Twitter does not have a threat intelligence capability internally it can direct based on the
company'’s priorities and to position itself to be proactive in protecting authentic conversation.
Misinformation and disinformation teams are currently focused on responding to current threats
and so-called “fires” that interviewees said are largely driven by external priorities, such as news
headlines, journalist inquiries, or the goodwill of partners.

As a result, Twitter is reactive to events and situations, based on other organizations’ goals,
interests, or priorities. Relying on civil society cannot scale to meet Twitter's needs, as many
priority markets do not have regulatory environments or vibrant civil societies to enable research
that, in some cases, may identify government-run influence operations.

3.4.3 -- Twitter does not have the capability to add cost to an adversary attempting to
exploit the platform.

In part due to the challenges described above, Twitter has employed a limited set of actions
against violative behavior on the platform. Currently, most of Twitter's remediation options have
focused on labeling, interstitials, deamplification on a select basis, and removal in response to
repeat violations. Twitter leadership has publicly state that account removal could set a bad
precedent,? and interviewees perceived that removal of accounts or content was considered by
Twitter leadership as the option of last resort. However, even removal ultimately does not
discourage adversaries from attempting to exploit and leverage the platform, or add costs to their
operations because they can quickly adapt. One interviewee did say that Twitter started
removing networks piecemeal in order to obfuscate how the network or accounts in question

2 https://www.npr.org/2021/01/14/956664893/twitter-ceo-tweets-about-banning-trump-from-site
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were found. Another interviewee estimated that it would realistically take two years before
Twitter could build out a strategy and capability to add cost to adversaries by deploying actions
like artificial environments.

3.4.4 -- Sl and TwsS teams lack staff with geographic expertise and foreign language
capabilities.

Sl and TwS teams do not have sufficient staff with geographic expertise and foreign language
capabilities, even in key markets, both of which are needed to understand important cultural and
language contexts. Currently, the majority of Sl staff are located in the US, with a limited presence
in Dublin, and an even smaller footprint in Singapore. The 10 team has one staff member with
expertise in Russia, one with expertise in Iran, and one with expertise in China, making staffing
and coverage, particularly during a crisis, unsustainable. One Sl employee noted that the
language gap was so significant across Twitter that they regularly receive language support

requests from all over the company, not just from the teams responsible for misinformation and
disinformation.

The lack of sufficient foreign language skills has hindered work in priority markets. For example,
several interviewees and internal policy documents stated that Twitter is limited on fact-checking
or debunking to mostly English-language content. One interviewee said that they relied heavily
on Google Translate for language capabilities and said that for some countries, such as Thailand,
Sl is only able to search for trending hashtags for possible exploitation by a threat actor rather
than doing investigations because they do not have the language or country expertise on staff.

The lack of language expertise is also affecting Twitter’s ability to plan for upcoming priority
events. According to internal documentation, Twitter is unable to provide even a scaled-back
version of the election support that was deployed for the US 2020 election for the upcoming
Japanese election, which has been identified as a priority for the company. According to the “US
2020 Civic Integrity Policy/Ops/Product Reflections” document, that is in large part because
there are “no Japanese speakers on the Site Integrity team, only one T&S staff member located
in Tokyo, and severely limited Japanese-language coverage among senior TwS Strategic
Response staff.”

3.5 -- People

3.5.1 -- Sl employees are dedicated to the mission and the organization, and feel heard
by their immediate S| management.

Interviewees all expressed support for the mission and the organization, as well as positive
perceptions about their teams, teammates, and managers. They described pulling together to
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meet the demands of each day, and many described a strong commitment to the organization
despite challenging circumstances and burnout. Several interviewees also noted that they felt
heard by their immediate SI management and felt empowered to raise concerns tothem. At the
same time, they were not always confident that action would or could be taken in response to

those concerns.

3.5.2 -- Sl teams lack diversity, especially gender diversity across both the analyst and
management level.

Multiple interviewees expressed a concern for the lack of diversity, particularly gender diversity,
on the teams responsible for addressing misinformation and disinformation. According to staffing
documents we reviewed, only one-third of SI personnel are women and the majority of
management and senior-level positions are held by men. Similarly, several interviewees assessed
that the lack of diverse backgrounds among employees contributed to gaps in foreign-language
capabilities on the teams and, therefore, the teams focused on primarily Western, English-
language content and threats. The lack of diversity almost certainly hinders SI’s ability to execute
its mission and benefit from the talents and abilities a more diverse workforce provides.

3.5.3 -- Sl staff are burned out and do not believe Twitter leadership is aware of it.

Employees in Sl reported being burned out. They attributed this in large part due to
understaffing, the amount of day-to-day work, frequent policy changes that create confusion,
time-consuming manual internal tooling, a lack of strategic planning across all the relevant parts
of Twitter, and a consistent crisis state of operating as a result of jumping from one “fire” to the
next. These issues have created time-consuming processes and stress on teams where
employees are expected to work longer hours when a lack of strategic planning creates a crisis.
The majority of interviewees also said they are expected to wear multiple hats, and SI
interviewees noted in particular a perceived tendency by leadership to rely on a couple of people
for everything. They believed that the fact that those people completed their work was used as
justification for not hiring more people.

Most interviewees pointed to the rapid pace of work and the significant workload of the US 2020
election as a recent source of employee burnout. However, many ascribed their burnout to what
they saw as a culture of constantly being in a state of “firefighting” or crisis, which they largely
saw as driven by external events, such as congressional inquiries or news events. Relatedly,
several senior managers across Twitter were expected to be “always on” during the election to
address escalations on high-profile accounts because of the company’s “low risk tolerance,”
according to documents we reviewed. A similar-sized effort under the Election Squad construct
for another priority election would be unsustainable with current staffing levels.
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Interviewees said a lack of strategic planning and coordination between relevant parties in Sl,
TwS, and Product on product development and deployment had also contributed to staff burnout.
For example, Sl and TwsS interviewees noted that product teams consistently failed to solicit or at
least include their feedback on product rollouts, such as Fleets or BirdWatch. They said it had
resulted in them having to pull longer hours, often outside of working hours, to address
vulnerabilities in products identified sometimes hours before or even after a product rollout.

3.5.4 -- Staffing in Sl is top heavy, except for on the Piper Team. Managers are
expected to wear multiple hats, including conducting investigations and creating
policies, but they spend most of their time with managerial responsibilities, and report
spending their days in back-to-back meetings.

SI managers said that they were expected to still conduct IO investigations and lead on
developing IO policies, but that they spent the majority of each day in meetings and on personnel
management tasks. Some interviewees expressed concern about not having the time to keep up
their investigative and technical skills, and one senior manager said they often used what should
be their non-work hours to conduct manual investigative work that a more junior employee could
do, including finding and suspending large numbers of accounts trying to evade a previous
Twitter ban.

3.5.5 -- Content moderators in TwS are not adequately resourced, especially to make
determinations on misinformation.

Content moderation is outsourced to vendors, most of whom are located in Manila. One
interviewee stated that moderators are “treated like second-class citizens,” are “not fully bought-
in” to the company, and are underpaid.

Moderators are not properly resourced to take action, especially on misinformation. Several
interviewees said that moderators do not have the geographic expertise or language capabilities
to understand important cultural or linguistic context, and therefore are not able to make accurate
and consistent decisions on what is misinformation. Another interviewee described a long
process for training moderators on new policy rollouts and said that managers often did not have
sufficient warning about new policies to prepare moderators in time. As a result, full-time TwS
employees have had to, at times, do content moderation. Content moderators are also not
proactively trained on emerging threats.

3.6 -- Partnerships

S| has prioritized creating official external partnerships with nine companies, largely other social
media platforms like Facebook and Google, and more unofficial partnerships with research
organizations, such as the Stanford Internet Observatory. These partnerships give Sl insight into
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misinformation and disinformation trends across social media platforms, provide warning of
potential threats on their own platform, allow Twitter to potentially get ahead of news stories, and
give the company the opportunity to publicly promote its work on misinformation and
disinformation in a way that boosts public perception of its activities. However, Twitter is not fully
taking advantage of these existing partnerships and has not established other potential
partnerships that would set itself up for more proactive, long-term success in addressing the
misinformation and disinformation threat. Additionally, these partnerships contribute to Sl staying

in reactive mode.
3.6.1-- There is not a consistent view within Sl about the goal of external partnerships.

Judging from the interviews we conducted, teams have different views on what the goals of
external partnerships are. Some interviewees suggested partnerships were a way to see what
the other platforms were doing or to get ahead of a forthcoming news story. One interviewee
characterized partnerships as a “moat to protect the organization” from public criticism. This lack
of alignment on the purpose and intent of partnerships may mean that there are other
partnership opportunities for Sl that can help address some of the gaps in capabilities and
resourcing described above.

3.6.2 -- Investigating and actioning on inputs from external partnerships often drives
SI's immediate priorities and keeps teams in a constant reactive state. However,
findings from other platforms do not necessarily reflect the actual threat landscape on
Twitter itself.

Intelligence and leads from its partnerships with other social media platforms gives Sl critical
insight into cross-platform activity that may also be affecting the Twitter platform. Similarly,
working with research organizations like the Stanford Internet Observatory gives Sl access to
experts and early insight into, and opportunities to collaborate on, forthcoming academic
research that may gain media attention upon public release.

However, actioning on the work from these partners means Twitter often prioritizes the findings
of other platforms, which are also largely set up to do reactive work and have their own internal
priorities and challenges. Similarly, academic organizations face staffing shortfalls, meaning they
must prioritize their own work products, primarily resulting in retrospective and targeted research
projects rather than Twitter being able to direct research and investigations on its own priorities.
As a result, prioritizing investigative inputs from both platform partners and academic partners
means S| may not be investing its time in addressing the actual threat landscape on the Twitter
platform.

3.6.3 -- Sl is currently unable to ingest, action, and store all of the intelligence and
leads provided by its existing partnerships. It does not currently have partnerships
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that could help fill some of the gaps in being proactive to address Twitter’s own threat
landscape.

Several Sl interviewees said it was a struggle to stay on top of actioning on all of the leads
provided by partners or flagged by external parties, such as reporters. They believed that
prioritizing those taskings contributed to the teams’ inability to do proactive work more reflective
of the threat landscape on the platform, including: getting actionable intelligence from outside
partners that could be informing long-term planning and decisions, identifying threats, assisting
with strategic investigations, and helping to move the company from reactive to proactive on
misinformation and disinformation. SI's existing partnerships do not include an ability to task them
to conduct targeted analyses or longer-term investigations.

3.7 -- Policies

Alethea Group sought to identify current formal and informal policies and processes in place to
help understand Twitter’s capabilities to address disinformation/misinformation.

3.7.1 -- Policies are often implemented in response to “fires,” rather than being
informed by analysis of the current or emerging threats for the platform, without an
effective enforcement mechanism in place.

Based on interviews with key stakeholders and a review of internal documentation, policies are
often created quickly in response to external events, with no clear strategy for implementation.
Team members said that because policies are often reactive in nature, there are significant gaps
in the content they cover, and that policies do not address evolving threats.

Interviewees said that major events, including Chrissy Tiegen threatening to leave Twitter
because of harassment from users who align with the QAnon movement, or the shooting at
Comet Ping Pong (Pizzagate) in 2016, forced Twitter to take a stronger policy and remediation
position than they assessed it otherwise would have based on the evolution of the threats alone.
But because of the reactive nature of these changes, policies were often rushed, not well-
executed, and difficult to enforce.

One interviewee stated: “Twitter only seems to respond to fires, and fires only. We can only
handle what is the biggest and loudest fire at that moment.” This approach means Twitter is often
behind the curve in identifying and responding to misinformation and disinformation.

3.7.2 -- Rapid policy changes often do not incorporate feedback from the relevant
stakeholders, making it more difficult to communicate, and ultimately enforce, those
policies.
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Because policy changes are often implemented quickly, they often do not incorporate feedback
from relevant stakeholders, making policies more difficult to communicate and ultimately enforce.
For example, in response to a manipulated video of House Speaker Nancy Pelosi in May 2019,
Twitter quickly implemented a new policy (Synthetic and Manipulated Media Policy). However,
because the policy was rolled out so fast, the organization was unable to effectively enforce it, or
train agents on what content was violative. One interviewee stated that feedback was always
asked for, and people were “given a seat at the table,” but that feedback was not always given or
given in a constructive way.

In another instance, interviewees said that policy decisions were not always communicated to the
broader global team, making it more difficult for the policy to be widely enforced.

According to the internal document “US 2020 Election — Policy/Ops/Product Reflections,” while
“communication between policy and enforcement teams was generally solid,” during the 2020
election, the “adoption of the decision to stop using interstitials proved to be challenging, as
some TwS employees continued to apply the interstitials despite email and Slack notifications
about the policy change. A single source of truth on policy enforcement — rather than scattered
documents, emails, and announcements — will be vital for future activations.” In short, the rapid
rollout of policies leads to uneven enforcement from Twitter’s moderators.

3.7.3 -- Policies to address misinformation/disinformation often do not address repeat
offenders and are applied on a case-by-case basis, leading to a lack of scalability.

Interviewees noted that there is not a sufficient enforcement mechanism for repeat violators of
Twitter’s policies, and thus, there is little incentive for bad actors to stop posting violative content.
One interviewee stated that if 80% of the content that a user posts is misinformation or
disinformation, that account should be suspended, adding: “Continuing to address each
individual tweet from a user isn’t sustainable given staffing shortfalls.”

According to the internal document, “US 2020 Election - Policy/Ops/Product Reflections,”
Twitter’s labelling policies "lack any kind of punitive enforcement for repeated misinformation
labels. While tweet removals under the Civic Integrity Policy incur a strike (3 strikes resulting in
permanent suspension), labels do not accrue strikes, and therefore do not dissuade repeat or

malicious behavior.”

3.7.4 -- Policies are written for a sophisticated audience, making it difficult for agents
on the ground to enforce.

Policies that address misinformation and disinformation at Twitter (e.g. the Civic Integrity Policy,
Synthetic and Manipulated Media Policy, and COVID-19 Misleading Information Policy) are often
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complicated, highly nuanced, and require significant context for Twitter Services agents to be
able to take action. When policy rollouts occur, Twitter trains its agents on those policies,
however, many of these agents are located all over the world and may not have sufficient
language and/or cultural context to be able to action on specific instances of misinformation. And
because of the complicated nature of these policies, remediation and mitigation takes longer and
is more difficult to accomplish at scale.

Additionally, when new policies are introduced, content moderators have to manually annotate
each new narrative they are seeing, making it impossible to keep track of the content. By
creating more digestible policies, moderators would be able to better enforce them.

One interviewee added that policies are often created in a vacuum without the input of subject
matter experts and are “therefore not grounded in reality.” Another stated that Twitter’s issue is
“not coming up with new policies, but enforcing the ones that we've already got.” Because of the
sophistication and nuance in already existing policies, they are not only difficult to enforce at
present, but also difficult to enforce at scale.

3.7.5 -- Twitter’s US-centric approach to policy decisions makes it difficult to detect
and mitigate disinformation and misinformation around the world.

Our assessment found that policy decisions are often made in response to US-based events,
such as the 2020 presidential election, QAnon content on the platform, manipulated media of
House Speaker Nancy Pelosi, and more.

Because policies are written to address US-based problems, they often do not take into account
different ongoing misinformation or disinformation campaigns in other parts of the world. Further,
policies that address violative content in a US context are more likely to be enforced because of
Twitter's contextual and linguistic capabilities.

According to the internal document, “US 2020 Election - Policy/Ops/Product Reflections,” Twitter
is “ill-equipped to provide even a scaled-back version of the proactive investigation and
remediation efforts we implemented in the US — in no small part because we have no Japanese
speakers on the Site Integrity team, only one T&S staff member located in Tokyo, and severely
limited Japanese language coverage among senior TwS Strategic Response staff.”

Additionally, according to the same document, uneven policy enforcement around the world
“creates the potential for accusations of a US-centric bias in Twitter’s actions, as well as unequal
and ultimately unfair enforcement of our rules.”

Because of various factors outlined throughout this assessment, policy teams do not have the

ability to plan ahead and write proactive policies in response to known upcoming events. While a
certain level of uncertainty will always exist (e.g. COVID-19), there are ample opportunities to
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proactively develop policies and capabilities in response to upcoming elections around the world
and other major planned events.

3.8 -- Processes

3.8.1 -- While processes exist to elicit feedback from necessary stakeholders, there are
no processes to actually incorporate that feedback.

Multiple interviewees explained that while processes exist that elicit feedback from all necessary
stakeholders (e.g. product health reviews), feedback often is not incorporated.

Interviewees said that because of existing organizational structures and different incentives
across teams (e.g. product teams are incentivized to launch new products), platform and user
security are given less consideration than warranted. Further, product teams are not required to
incorporate feedback from SI, and because product managers are promoted for launching new
products, there is less incentive feedback to be incorporated, and a greater incentive to launch
new products quickly.

In launching Twitter’s Birdwatch program, members of the Sl team said that they were involved in
the process throughout, and made suggestions as to how the product could be more secure,
including specifically warning that users aligned with QAnon would likely attempt to join.
However, feedback was not incorporated in an attempt to keep the product open, leading to a
last-minute scramble to secure the product launch. On the evening before Birdwatch launched,
Twitter realized that an overt QAnon account had been accepted into the Birdwatch program.

In other instances, interviewees said that the Product Trust team would call out a risk to a product
launch, but that the product team would simply “accept the risk” with minimal mitigation efforts. In
short, processes don’t take into account competing priorities or incentive structures within the
company, and when two process owners have competing interests, there isn’t a process for
deconflicting, at least from a staff perspective.

3.8.2 -- The process for labelling disinformation and misinformation content is largely
manual, requires the use of multiple tools, and usually needs to be done on a case-by-
case basis.

According to the internal document, “US 2020 Election - Policy/Ops/Product Reflections,” even
once decisions about enforcement are made, “the process of applying labels is cumbersome,”
“requires the use of backend interfaces,” and the “complex steps involved make scaled
application of labels difficult to expand beyond a very small group of highly trained agents.”
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Alethea Group participated in a screen sharing process with one of the interviewees, and found
that no less than five different tools were needed in order to label a single tweet.

3.8.3 -- There is currently no unified system for tracking misinformation and
disinformation, from identification to remediation, according to staff interviews and
the US 2020 retrospective document.

The organization does not have a system in place to proactively identify or track misinformation
or disinformation threats. Leads on violative content often come from user complaints, partner
organizations, or independent researchers, but Twitter does not appear to have a systematic
approach to identifying these threats on its own. In the case of disinformation content, the 10

team is sometimes given leads from the Piper team, but there are no existing formal processes to
do so.

It appears that the organization also does not have a formal process in place for what happens
after a threat is identified. Investigators stated that while there is a tool (GolORef) where tickets
are submitted and a queue is created, there is an ad hoc system for responding to those claims.
And, because of a limited number of subject matter experts working on the 10 team, specific
team members are often needed to respond to specific disinformation/misinformation threats.

According to the internal document, “US 2020 Election - Policy/Ops/Product Reflections,”
Twitter’s Civic Integrity Policy defines what content the company should enforce on, but “the
specifics of particular conspiracies that emerged in the course of the [2020 US] election, whether
those conspiracies have been debunked by external sources (and are therefore eligible for
remediation), whether we have specific curated resources available for those specific

conspiracies, and how to put all the pieces together in practice is undeveloped and largely ad-
hoc.”

One interview suggested that the misinformation team and the 10 team worked together
because of personal relationships rather than any formal processes.

3.8.4 -- The process for identifying what civic events (i.e. the Election Assessment
Process) are prioritized involves multiple teams who all use different criterion and
planning processes. This results in confusion, a lack of coordination, and uneven
resource allocation.

According to interviews and internal policy documents, team members from public policy, sales,
regulatory, trust and safety, and others are all involved in the process of determining how to
prioritize worldwide elections. However, each office has its own criterion to determine what is a
priority. Once an election is assigned a priority, or “tier,” there appears to be no process in place
to determine the resources needed to sufficiently staff that election. Further, while an election
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might be considered “tier 1,” it does not necessarily receive the same attention or resources as
another “tier 17 election.

The result, according to the “US 2020 Election - Policy/Ops/Product Reflections” document, is
that “where an election is taking place but doesn’t receive the same treatment as the US election
(as happened with elections in Brazil in November 2020), in-region teams may become frustrated
with limited support and apply considerable pressure to operational and policy teams to enforce
rules on an ad-hoc basis, as well as product teams to build ad-hoc experiences, without adequate
preparation or resourcing to do so.” Because decisions in this space are also made from a US
perspective, interviewees felt that elections in other countries were given less priority.

3.8.5 -- Twitter lacks sufficient processes to measure progress and impact, and
therefore fails to implement lessons learned from the past.

There are no formal processes to measure the impact of policies on deterring or combatting a
threat actor, and Twitter does not have data to determine whether policies are working or need
to be modified. While Twitter completes retrospectives on progress to goals (e.g. after Pizzagate),
there is no process to measure the effectiveness of the company’s remediation attempts. Data is
either not retained or not stored in an accessible way team-wide, giving the organization no
ability to learn from its past actions.
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