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Agenda 1. #Protect (#PRO) - setting context & background2. How we’ll measure success
3. Initiative Strategies
4. Phased launch plan
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I..

The #Protect (#PRO) Objective’s mission is to
protect Twiffer and it’s Customers

from people who could cause harm to us or
do harm to others through our platform.

[1 mm for this slide]
And that’s the mission: protect Twitter and its Customers against the people who would cause
us harm or do harm to others through our platform.

That’s the “why” and the difference in “focus” of Protect-objective in 2-ish slides.

Into the “what and how”



Why we needed to create #PRO~:~
Setting context and background •:



Challenges
Obligations Platform as a weapon
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Snapshot in Time Hacks
• 40 Security ln~dents flaT,er,aguI,Oia,~das

• 20 Reportable Breaches
• 70% of incidents and 90% of breaches isfated to access

conbd
• -243,267,594 customers impacted
• —26,897 employee accounts involved

• [REDACTEDI
[REDACTED]
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[3 mm for this slide]
For a broader audience each of these could be a slide - walking through the issue, the threat,
and who/what we are protecting ourselves and our Customers from and how well (or poorly)
we are positioned to do so.

Here, we can go through these in 90 seconds.

Top Left
We are getting closer to the final FTC consent - an agreement that will last for 20 years
covering everything we do with data as a company. Brought on by misuse of data from a lack
of data protection and privacy controls. Other regulatory bodies are focusing on us... and more
will be coming.

Top Right
We have disclosed 13 Countries running Information Operations on our Platform (that we know
of!).~
ar~thc cputio~ytal~Facebook admitted they failed to stop their platform being used to
cause a genocide. The Myanmar military assumed false personas and incited murders, rapes,
and the largest forced human migration in recent history.

Bottom Right
The big twitter code-red hack wasn’t sophisticated. It hit only one of several areas in which we
have very large exposure. My understanding is that it delayed hiring for over a month and more
than 6k person hours spent in the immediate wake of the event.



Bottom left - these are signals that we’re sitting on top of other code reds.
There’s no finger pointing. There are always tradeoffs and people make the best decisions they can. But
a strategy of reacting and trusting that we are excellent scrambling in a crisis (we are) can’t be our
strategy going forward.

Let’s look at the Twitter Objectives and how Protect’s focus addresses challenges on this slide in a
complimentary fashion to the other objectives. And in a way we aren’t focusing currently.



Existing Objectives & Their Focus

#Partic~pation #Durability #Fundamentals #Velocity #Diversification
Content on the Advertisers, Platform, Our speed and Workfoice
platform, revenue souites Engineering agility to develop
customer tools
and apps

[1 mm for this slide]
Looking across our Objectives we have significant focus on ourselves our people and
workplace, our content, our platform and how we do engineering, our customers and their
choices, and our partners and revenue sources.

I look at all of this as focusing on the spirit of #OneTeam

Unfortunately, not everyone is on #OneTeam and we need to focus on those people that aren’t
as well.

This is why #Protect is complementary.

C4~



Existing Objectives & Their Focus

#Participation #Durability #Fundamentals #Velocity #Diversification
Content on the Advertisers, Platform, Our speed and Workfoice
platform, i~venue sources Engineenng agility to develop
customer focus

4 #Protect focuses on the other side of the coin - the threat

[1 mm for this slide
Protect focuses on the baddies.. the threat. the other side of the coin.



How We’ll Measure Success
Through 3 North Star Indicators



#PRO North Stars

Get the basics down and be excellent and efficient at them
None of our security or privacy & data-protection breaches happen due to our own poor hygiene or lack of
due-diligence and follow-through.

Make our opponent’s life more difficult, not ours
It is measurably and increasingly difficult (expenswe) forbad actors to complete their objectives inside
Twitter or on the Twitter platform. While doing so, we lead the industry in making the opaque fields of
Security~ Privacy, and Information Operations transparent and easier to understand.

When we expand the business we don’t need to worry(*) about security and privacy
When we open new offices, data centers, products, and revenue lines we aren’t overly worried about
security, privacy, and human risk Twitter’s privacy, security, safety exposures grow more slowly than the
expansion and growth of Twitter.
* We always need to ~jQj~ about them and be smart

~ £:;j~’;,

[3 mm for this slide]
3 North stars and their indicators:

1 Basics - operational rigor, efficiency, and hygiene across privacy, security, safety. No more
“ewww that was an embarrassing breach that we shouldn’t have had”. “Get rid of these large
basic security and privacy gaps and exposures we have.”

2 Make the baddies fire us because Twitter is a hard target, unrewarding, and risky for baddies
to get involved with us - all the while ensuring our Customers hire us and it’s easy and efficient
for ~ get *~Ljr* jobs done. Make the safe and secure thing to do the easy and fast thing.

3 When we expand the business - launch new products, revenue streams, open offices in new
countries, etc. We shouldn’t be continuously re-exposing large areas of risk we don’t need to.
Our risk should grow minimally in comparison to the growth of our company. For example
opening an office in a new country and putting engineers there shouldn’t be as concerning as it
is because of the exceptionally broad access all of our engineers have to critical systems and
sensitive customer data services. (Our peers aren’t carrying this repeated exposures the same
way we are)



#PRO Key Results (KRs)
Get the #Protect basics down and be excellent at them!
None of our secuii~’ or privacy & data-protection breaches happen due to our own poor hygiene or lack of
due-diligence and follow-through.

End of 2022 KRs:
• The number of internally identified vulnerabilities goes up by at least 50%, while the number of

externally identified vulnerabilities goes down by at least 20%.

• 100% of newly launched products & features are in compliance with our WIG and contain a valid
threat model. More than 20% of legacy products & features are in compliance w~h SDLC requirements.

[2 mm for this slidej
Increasing the number of vulnerabilities we are internally finding proactively -> external
discoveries start going down... meaning we are better at finding these issues before others
find them and we are addressing them
AND
quickly get to 100% of our newly launched products and features launch in compliance with
security/privacy and SDLC regulatory

.lt’s more critical, initially, that we not launch new vulnerabilities and incidents than it is to go
back and find and address all of the problem areas in legacy products and features.
Demonstrate to regulatory agencies that we have improved processes and procedures in place
moving forward.
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#PRO KRs
Make our opponent’s life more difficult, not ours!
It is measurably and increasingly difficult (expensive) forbad actors to complete their objectives inside
Twitter or on the Twitter platform. While doing so, we lead the industry in making the opaque fields of
Securi~’, Privacy, and lnfooperations transparent and easier to understand.

End of 2022 KRs:
• We complete a full inventory of our manual and automated moderation and security detections and

responses.

• Twitter has implemented baseline language capabilities to meet existing human-support SLAs for
100% of the top 20 languages, and are also able to onboa~ new human support within 2 business
days a major event.

• Twitter’s transparency efforts, including a regularized, risk-managed cadence of Adversaiy Activity
disclosures and a first-in-the-industry annual “Threats to the Pubhc Conversation” Report by no later
than Q3 2022, lead to an observed change in the behavior of tracked bad actors (whose activities we
disclose/discuss in the report).

/

~c~— ~~S9~- ~ ~
[3 mm for this slide] ~ 1ø~fs ~
Building a full inventory of all of our security detection and response activities -- whether
formally captured playbooks or adhoc and institutional knowledge. We need to know not just
the things we are and are not doing but also the things we have nd do manually

y -- while the bad actors are doing more and more
aut~n2atedandaLsca~ 44~

Protect needs to do it’s work across all languages - because the people who don’t have
Twitter’s best interests in mind work across langauges. Using a language other than one of the
few we presently have good coverage across can’t be a fre9 pass for bad actors on the
platform or in our threat safety work. ;.. v~.’r- iy~. c~..cS

It should become obvious how growing language capabilities will be valuable across the
company.

The third measure in north star 2 starts by expanding the company’s current work in
transparency around Information Operations.

One way to drive up “cost” to bad actors is to shine a light on them and their activities. We
start by measuring changes in their behavior due to experiments with the types of information
and light we shine on them. f



#PRO KRs
When we expand the business we don’t need to worry* about security and privacy!
Twitter’s privacy, security, sai~ty exposures grow more slowl~’ than the expansion and growth of Twitter.

End of 2022 KRs:
• 100% of production access by Tweeps is logged and routinely audited to ensure access is limited to

appropdate and validated business needs.

• Legacy persistent privilege grants are drawn down to 33% of 01 2022. (~ ( ~‘.

• Independent auditor identifies all promises we have made to customers as it relates to how we handle
their data and information, and we have determined where we are and are not in compliance with what
we have promised.

~ ‘~ ~
[2 mm for this slidej
The measures start with understanding these repeated large concerns and exposures we keep
fretting about over and over again with new offerings and expansions.

Drawing down some of the key legacy exposures and getting an independent auditor to
identify all of the promises we have made to customers around how we protect them and their
data. In this I am sure we will find other areas of repeated large exposures that we are reliving
over and over with our new offerings and expansions.
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4 Initiative Strategies



#Protect Initiatives
- Ensure that Twth&s ~oducts systems and processes respect the pmmmm we have made to the

Keq~ingow Proniise& peoØe who use and are effected by our products and systems~ even as the things we are doing
~‘ scale.

4
r ~‘.I-~ :~r~t y”

Enable security by default prevent inlonnaton security nulnaahdWas horn bang banded into
• e ~dsc,ahornamsursaacapabiIthes

~ .‘~.i;

~.~IW’ ‘~a~
~Detect Disr4~ Raduce the fraquan sevatty, and im~t of thwats to and attaclur on Twittar (the platform and

Keep our Twaeps safe and secure 1mm physical hers, online harassment and threats, raputatonal
Tweep Safety haul,, and tar~etng by bad actors in any manna; tiwsugh matcrrious preparatory, protective aad

response maseires. “360 Dagree Safatf is ow guloing plilosophy.

[2 mm forthis slide]
There are 4 Initiatives within the #CON Obj that have been built or rebuilt to help us achieve
this Objective.
We will go through each at a high-level. It is important to note up front, that these 4 Initiatives
map to all 3 of the #CON North Stars. We intentionally set it up this way because of (1) the
nature of the work (i.e., Security, privacy, threat detection/disruption, and safety work overlaps
in fundamental ways, such that moving the needle against one north stars requires work that
would also start to move the needle against other north stars.) and (2) to ensure the Obj is as
cross-functional as it needs to be to be successful.
(if pressed: detailed mapping of Workstreams to north stars and KR5 here)



#Protect will Launch in Phases
Q421 2022

2 strategres through the end of 2021 4 strategies begin in earnest in January2022

[1 mm for this slide]
Suggested speaking notes:

• At the start of Q2, launched 2 Initiatives for H2 2021: Information Security and Privacy
-- previously combined as one Initiative in #FUN, but now separated and rebooted.

• We used the rest of Q3 2021 to build, socialize, and align on the full Obj, including
further refinement of the InfoSec and Privacy Initiatives

• Moving into 2022, we’ll have 4 initiatives: With two new initiatives -

Detect/Deter/Disrupt and Tweep Safety. We’ll also expand the scope of the InfoSec
and Privacy initiatives to fully support the #CON measures of success. We’ve
renamed them as you can see here on the slide to be more indicative of their
expanded scope.
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Incom ng, Reviewed and Backlog Vo imes

45
r es

~ Escalations spike
eclu ng (7116-711 8), TwS identifie
ac og gaps across policy

precision/agents,TwS
proposes and Product

aligns to Pause Re’~iews
(7120)

Continuous mor yenient: Daily monitori g
cross functio al e~iew of edge cases a d
escalations,~ ee ly flashes, and continu d
agent scalin wi h gates on performanc

F Policy
c arifications, agen materials

updates and r raining,

‘~‘~ 1 f:~ ‘ I~ ~ ~:~i ~ ~ 1~i~R ~ I’ ~ ~ ‘ I :11 i•~

Li Li ‘~ ~i Li Li ~ LiCLiD LiLiULiLi ~ Li Li ~i Li ~ Li i~ Li ~ Li ~ Li Li Li
61 ~ .,‘ ~o~S I ,.n~ r’~ ~ ~irS

‘‘~-~ ~r,~

C

20

10-

Sr.

Ii .1 • r.iusI~.is1,s 5uIi~Clmec








































































































































































	Alpha 2.0 Twitter 20220706_Protected Whistleblower Disclosure_redacted_sanitized_opt
	Exhibit 1_20220214_Twitter Q4 2021 Risk Committee Issues_redacted_sanitized_opt
	Exhibit 2 - B6_2021xxxx_Alethea_Privileged Confidential_ Twitter_Dis-Mis-information-assessment_2021_Q1_redacted
	Exhibit 3_202103xx_2021 Q1 board voice_redacted
	Exhibit 4_202112xx_DRAFT_2021 Q4 Privacy and Data Protection Report 
	Exhibit 5_20220118_Email_to_Parag_following_Omid_meeting_Jan18_2022_redacted_sanitized
	Exhibit 6_20220202_Mudge_2_Patrick_Pichette_Feb_2_2022_redacted_sanitized
	Exhibit 7_20220112_12_January_2022_Team Leads Weekly Update with Incidents Charts
	Exhibit 8_202111xx_Protect 2022 Strategy
	Exhibit 9_20211217_Gmail _action items from Mudge to Parag 1 of 2_redacted_sanitized
	Exhibit 10_20211215_InfoSec Risk Committee Presentation Items to be aware of_redacted_sanitized_opt
	Exhibit 11_20210112_Parag_e-mails_Memorandum for the record_Jan_12_2022_redacted_sanitized
	Exhibit 13_20220118_Gmail - Re_ Privileged and Confidential - Priority Meeting Request_Jan_18_redacted_sanitized
	Exhibit 14_202112xx_DRAFT_ NOT DELIVERED_2021 Q4 Information Security Report
	Exhibit 15_202112xx_Q4 Privacy and Data Protection Risk Report_redacted
	Exhibit 16_20220127_Marianne_continued_requests_for_work_Jan_27_2022_redacted_sanitized
	Exhibit 17_202112xx_Access_control_actual
	Exhibit 19_202107xx - 202212xx_July_2021_to_December_2022_Board Risk Committee Meeting Schedule
	Exhibit 20_202112xx_Insider_Risk_December_2021
	Exhibit 21_2021XXXX_Snapshot of data center security system deficiencies_redacted
	Exhibit 22_202112xx_DRAFT_Active dashboards showing security discrepancies on work computers - reported to board
	Exhibit 23_202106xx_2021 Q2 board meeting - Mudge Board voice_redacted
	Exhibit 24_20210816_August 16, 2021 Re_ [Inform] New York Times story on company shift_redacted_sanitized_opt
	Exhibit 25_20220127_email draft Marianne 6 weeks v 1 [was_ Re_ Follow-Up]_redacted_sanitized
	Exhibit 26_20211216_Q4 Board Meeting Regulatory Dashboard Public Policy_Risk Update_redacted_sanitized_opt
	Exhibit 27_20220119_ email_Follow-Up_redacted_sanitized_opt
	Exhibit 28_202112xx_Protective details Parag 2021 family holiday_redacted_sanitized_opt
	Exhibit 29_20210828_August 28, 2021 Re_ Health Objectives #1 and #2, and partnership with TwS_redacted_sanitized_opt
	Exhibit 30_20220119_Message to Mudge_s team ahead of company-wide email_sanitized_opt
	Exhibit 31_20220119_Parag - company-wide email on Mudge termination_redacted_sanitized_opt
	Exhibit 32_20220111_Handwritten executive meeting notes_redacted_sanitized_opt
	Exhibit 33_20220118_Omid_Risk_Surprise_part2_thought_it_was_about_XXXX_offboarding_redacted_sanitized_opt
	Exhibit 34_20220214_Fwd_ Q4 2021 Risk Committee Issues_redacted_sanitized_opt
	Exhibit 35_20220225_Marianne_Audit_Closed_redacted_sanitized_opt
	Exhibit 36_20220119_Letter to M. Zaitko 19Jan2022_redacted_sanitized_opt
	Exhibit 37_20210914_September 14, 2021 Fwd_ [Inform] Verification Operations Update_redacted_sanitized_opt
	Exhibit 38_202201xx_Q4 Risk Committee Information Security Corrective Document and Timeline.docx_redacted_sanitized_opt
	Exhibit 39_Excerpt Licensing_redacted_sanitized_opt
	Exhibit 40_20211001_Mudge Twitter Nigeria Notes_redacted_sanitized_opt
	Exhibit 41_20211213_emailER_12_13_2021_sanitized_opt
	Exhibit 42_202112xx_NEW_Corrected_Risk_Information.docx_sanitized_opt

		Superintendent of Documents
	2025-07-08T09:24:39-0400
	Government Publishing Office, Washington, DC 20401
	U.S. Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




