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CLEANING UP ONLINE MARKETPLACES:
PROTECTING AGAINST STOLEN,
COUNTERFEIT, AND UNSAFE GOODS

TUESDAY, NOVEMBER 2, 2021

UNITED STATES SENATE
COMMITTEE ON THE JUDICIARY
Washington, DC.

The Committee met, pursuant to notice, at 9:59 a.m., in Room
226, Dirksen Senate Office Building, Hon. Richard J. Durbin,
Chairman of the Committee, presiding.

Present: Senators Durbin [presiding], Whitehouse, Klobuchar,
Coons, Blumenthal, Hirono, Padilla, Ossoff, Grassley, Lee, Cruz,
Hawley, and Blackburn.

OPENING STATEMENT OF HON. RICHARD J. DURBIN,
A U.S. SENATOR FROM THE STATE OF ILLINOIS

Chair DURBIN. The hearing will come to order. Today, the Senate
Judiciary Committee will consider the challenge of stolen, counter-
feit, and unsafe products sold to unsuspecting customers online.

I'd like to start by showing a brief video that highlights this
issue.

[Video presentation.]

I’'ve been working on this issue since 2008, and enlisted the sup-
port of Bill Cassidy, who has been cosponsor of major legislation on
this subject. It was then that I'd met with representatives of Home
Depot who told me about a problem they were facing. There were
certain brands of power tools that they sold exclusively at Home
Depot stores. They weren’t supposed to be available anywhere else
legally, but it turned out these tools were being offered for sale,
new, still in the original box, by anonymous sellers on online mar-
ketplaces like Amazon.

It wasn’t hard to figure out what was going on. These tools were
being stolen from the original manufacturer and resold online. It
wasn’t just tools. It happened with all kinds of products as we’ll
hear. Cosmetics, electronics, clothes, over-the-consumers—counter
drugs, toys, even baby formula. I see some on the table there as
an example.

Third-party sellers were flooding the internet with products sto-
len and counterfeited. Often, these products posed serious health
and safety risk to customers who thought they were buying the
original product.

Back in 2008, I introduced my first bill to address the problem
of illicit products sold online, and the marketplaces told me, “Don’t
worry. We're taking care of this. You don’t need a legislation.” Well,

o))



2

here we are 13 years later, and this problem hasn’t gone away. It’s
gotten much, much worse.

When you buy products from third-party sellers on online mar-
ketplaces, you're really rolling the dice. In 2018, the Government
Accountability Office ran a test.

They bought a sample of 47 consumer products from third-party
sellers on leading e-commerce websites to see how many just might
be counterfeit. Out of 47, 20—20 of the 47 were counterfeit.

In January, the U.S. Trade Representative reported that, quote
“The rapid growth of e-commerce platforms has helped fuel the
growth of counterfeit, parted goods into a half trillion-dollar indus-
try.” Half trillion. Stolen goods continue to be offered online by sell-
ers who pop up, disappear, and then pop up again. Retailers lose
$45 billion each year in these schemes.

My staff asked Home Depot if their tools are still being offered
online as new by third-party sellers. They sent me nine postings
that popped up just last week, and that was a small sample. Here’s
one of them.

A brand of lithium batteries that is only available at Home Depot
being offered for sale in the box by a third-party seller on Amazon
for 20 percent below the retail price.

After the fact, one-off investigations aren’t stopping the problem.
We need to take steps to deter shady sellers from using these mar-
ketplaces in the first place.

Consumers do better—deserve better than being deceived into
buying sham products. Retailers are tired of how easy it is for orga-
nized groups of thieves to steal their goods and resell them online.
Manufacturers are sick of seeing knockoffs of their products hocked
onsites like Amazon. Congress needs to do something. That’s what
we were elected for. There are several principles that guide us.

First, if somebody’s going to sell large volume of goods online on
a marketplace, they should tell the marketplace who they are.
Doesn’t that sound pretty basic? The sellers should be verified.

Second, if a product sold online turns out to be a fake, or stolen,
or dangerous, consumers should be able to report it and find the
seller, and the marketplace must ensure that the seller can’t just
disappear and pop up later under a new account name.

Third, if a consumer orders a product from one seller online and
the order is actually filled by another company, the marketplace
should inform the consumer.

Verification, transparency, accountability. No more bait and
switch. These are principles we should follow as we work to clean
up online marketplaces.

I’'ve introduced a bipartisan bill as I mentioned with Senator Bill
Cassidy, Republican of Louisiana that promotes these principles.
It’s called the Informed Consumers Act. I'm honored to have as co-
sponsors Senator Grassley, Senator Hirono, Coons, Tillis, Warnock,
and Rubio. I thank them all.

In the House, our bill is sponsored by my friend, Representative
Jan Schakowsky, Democrat from Illinois. She has been a consumer
advocate all her life. Before she was ever elected to public office,
she was a mom who was raising hell about expiration dates being
printed on dairy products. We take that for granted now, but she
was one of the originals in that fight. She’s joined by Republican
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Representative Gus Bilirakis from Florida. Her bill has been en-
dorsed by a broad range of consumer groups, retailers, labor, and
online marketplaces like Etsy and eBay. The day after we an-
nounced this hearing, Amazon endorsed it, too.

We’ve negotiated and worked hard on this bill to achieve con-
sensus, and I hope we can make it the law, soon. There are other
good bills out there, including the Shop Safe Act introduced by Sen-
ators Coons—thank you for being here—and Tillis, which addresses
secondary liability for online marketplaces.

Today, we’ll hear form a distinguished panel of witnesses who
will talk about the scope of the problem. There is bipartisan sup-
port and momentum for addressing it. I hope we get it done.

I turn to my colleague and friend, Congressman, Senator. Did I
cover every possibility? Chuck Grassley of lowa.

OPENING STATEMENT OF HON. CHARLES E. GRASSLEY,
A U.S. SENATOR FROM THE STATE OF IOWA

Senator GRASSLEY. I thank you for your remarks, and thank you
for calling this hearing. It’s very important that we look into the
roles of big tech in this area.

Americans increasingly rely upon the internet to purchase every-
thing from healthcare products and infant formula to iPhone char-
gers and even automobile parts. Unfortunately, criminals are using
the online platforms to sell counterfeit or stolen items that can be
very dangerous to consumers. This hearing will explore the prob-
lem. We must stop this activity.

Thanks to the internet, we can now purchase nearly anything
from nearly anywhere. Companies of all sizes can reach new cus-
tomers all over the world. In the same way, counterfeiters and
other criminals are exploiting online platforms. These activities
threaten consumer safety and businesses’ bottom lines.

Criminals can easily open online store fronts on e-commerce mar-
ketplaces. Criminals operate under fake names and stolen identi-
ties. They use false credentials. If a marketplace takes them down,
these criminals simply resurface under a different storefront iden-
tity. All the while, their listings look authentic to unsuspecting cus-
tomers.

Counterfeit products are usually substandard and often unsafe.
Products often don’t meet strict safety standards or comply with
quality controls. For example, drug traffickers are using social
media and other e-commerce platforms to market their products.
We've also seen a spike in professional shoplifters of highly valued
items to resell online.

According to a 2020 survey by the National Retail Federation, or-
ganized retail theft has increased nearly 60 percent since 2015.
Brand owners, manufacturers, and retailers are doing their very
best to fight this epidemic, but even our largest companies who can
afford to have dedicated staff monitor online don’t seem to be able
to keep up.

Small businesses lack the necessary resources to pursue online
counterfeiters. Law enforcement is also overwhelmed. That’s why I
introduced S. 1159, a bill that was included in the U.S. Innovation
and Competition Act, so businesses can get more information to
shore up the integrity of their supply chain.
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Customers should have the same confidence buying online that
they do if they went to a mortar and brick store. Consumers have
to rely on the accuracy of online listings. If a product listing con-
sists of misleading images or fake reviews, it’s more likely that the
consumer will be then tricked into purchasing a counterfeit or sto-
len goods.

It’s clear that voluntary efforts by big tech companies, while a
very good first step, are not enough. Online companies profit off of
every sale on their platform, even if it’s counterfeit or stolen.

Consumers need more accountability and transparency including
who’s operating online and selling these products. We should pro-
mote better screening, more transparent seller information, and in-
creased collaboration and data sharing. It’s very essential that
businesses and platforms work with law enforcement to identify
criminals selling counterfeits and stolen goods online.

Congress should consider legislation to protect consumers from
criminal enterprises operating online. None of the proposed solu-
tions is a silver bullet. There needs to be a multifaceted approach
to addressing the problem.

Online shoppers deserve to have confidence that they're getting
exactly what they’re paying for, and that their purchases are safe
and authentic. Thank you.

Chair DURBIN. Thanks, Senator Grassley. We have four wit-
nesses this morning. I'm going to introduce three, and Senator
Whitehouse will introduce the fourth.

The first witness is Aaron Muderick. Did I pronounce that right,
Aaron?

Mr. MUDERICK. You did.

Chair DURBIN. Founder and president of Crazy Aaron’s, a toy
manufacturer in Norristown, Pennsylvania. He invented Thinking
Putty. Thinking Putty, which is made here in America by his small
business and 100 employees. His company is known for developing
unique production methods to employ individuals with special
needs. That’s good.

Mr. Muderick is on the board of the Toy Association. He’s a vol-
unteer firefighter. He received his BS from University of Rochester.
Glad you’re here.

Kari Kammel is the Assistant Director for Education and Out-
reach and Senior Academic Specialist at Michigan State University
Center for Anti-Counterfeiting and Product Protection and takes
today’s prize for the longest title. She also serves as an adjunct pro-
fessor of law at Michigan State University College of Law, teaches
intellectual property and trademark law.

Previously worked for DePaul University College of Law, includ-
ing in the Iraq office of their International Human Rights Law In-
stitute. Received her BA from University of Chicago, her MA from
the American University in Cairo, and her JD from DePaul.

Dane Snowden, president, CEO of the Internet Association. That
association represents global internet companies on matters of pub-
lic policy, and the members include Amazon, eBay, Etsy, Facebook,
and Google.

Prior to joining the association, Mr. Snowden was the chief oper-
ating officer at NCTA. That’s the Internet and Television Associa-
tion, and vice president of CTIA, the wireless association. He’s also
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served on the Federal Communications Commission as Chief of the
Consumer and Government Affairs Bureau, BA from William and
Mary.

Mr. Whitehouse. Senator Whitehouse.

Senator WHITEHOUSE. Thank you very much, Chairman. It’s my
great pleasure to introduce to the Committee Ben Dugan, who’s the
director of organized retail crime and corporate investigations for
Rhode Island’s CVS Health.

CVS Health is a great growing and successful Rhode Island com-
pany that has shown leadership in many issues including refusing
to sell tobacco products as part of its commitment to its customers’
health.

Chair DURBIN. Amen.

Senator WHITEHOUSE. Amen. Online marketplaces have been an
important part of everyday life during the COVID shutdown, but
they present convenient avenues for organized theft and crime. Or-
chestrated criminal schemes in online marketplaces flourished over
the past year and a half.

Mr. Dugan is at the vanguard of investigating and combating
these crimes. For three decades, he’s fought retail theft from big
box, catalog pharmacy, and specialty retailers. He’s a national lead-
er in retail loss prevention, particularly where it relates to e-com-
merce, and he’s been featured in the news media as one of the fore-
most experts in dismantling organized retail crime.

He’s a veteran of the United States Army Military Police, serves
as president of the National Coalition of Law Enforcement and Re-
tail, and I'm delighted to have him here.

I will say that as U.S. Attorney and Rhode Island Attorney Gen-
eral, it was my privilege to work with many skilled Rhode Island
investigators, both in law enforcement and from the private sector,
and Mr. Dugan continues our tradition of investigative excellence
in Rhode Island. Delighted that he’s here.

Chair DURBIN. Thanks, Senator Whitehouse. We’re going to fol-
low the customary hearing process. After theyre sworn in, wit-
nesses will have 5 minutes for opening statements, then Senators
5 minutes of questions.

Would the witnesses please stand to be sworn in. Please raise
your right hand.

[Witnesses are sworn in.]

Let the record indicate that all answered in the affirmative. Mr.
Muderick, your turn.

STATEMENT OF AARON MUDERICK, FOUNDER
AND PRESIDENT, CRAZY AARON’S, NORRISTOWN, PA

Mr. MUDERICK. Good morning. My name is Aaron Muderick. I'm
the founder and president of Crazy Aaron’s, a toy manufacturer
based in Norristown, Pennsylvania.

Thank you for the opportunity to testify today. Chairman Dur-
bin, Ranking Member Grassley, I applaud your commitment to pro-
tecting consumers from unsafe, unreliable, and unregulated prod-
ucts sold through these channels.

Curbing the flow of counterfeit and unsafe goods in e-commerce
is critically important to me as a toy manufacturer and a small
business owner.
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I founded Crazy Aaron’s in 1998 with a mission to create toys
that inspired a sense of wonder and creativity. I quickly realized
that to make my product right, I was going to have to build my
own factory, so that’s what I did. Today, our headquarters is part
of the revitalization of Norristown, where Thinking Putty is proud-
ly made in the United States. We employ over 100 people, and for
over 18 years with the support of our customers, we have provided
meaningful daily work to hundreds of additional individuals with
disabilities in the Philadelphia area.

While my business has seen successes since the days of experi-
menting in my parents’ basement, it has come with unanticipated
challenges. As our Thinking Putty became more popular, I discov-
ered a tidal wave of infringing products being sold online through
third-party sellers.

We have spent significant time and resources policing these one
by one. I have submitted to this Committee a list of hundreds of
third-party sellers, many based outside the United States, across
numerous marketplaces, who we identify as infringing our marks.
Today, I appreciate the opportunity to share three serious concerns.

First, the enormous resources required from a small business to
endlessly police these marketplaces for bad actors. Second, that due
to many of these bad actors being outside the jurisdiction of the
United States, our recourse to protect our intellectual property and
reclaim damages is severely limited and, in many cases, is non-
existent. Third, and most importantly, these bad actors often sell
unsafe goods which do not meet the stringent Federal safety stand-
ards required of legitimate producers. These violations range from
labeling requirements, illegal levels of regulated chemicals, and
mechanical hazards which cause acute physical harm. Consumers
visit online marketplaces assuming that the products they see meet
safety standards.

I created the world’s first magnetic putty. It’s a putty toy that
crawls over to a magnet as if it was alive, and it was a tremendous
commercial success, and it differentiated us from competitors. We
invested significant R&D to making it a reality and in making it
a safe product.

As counterfeiters, infringers, and knockoffs flooded the market-
place, magnetic putty sales began to decline. I scrambled to dedi-
cate resources to beating back infringers but became increasingly
concerned that almost every one of the competing products did not
comply with mandatory Federal safety standards.

Today, I have brought with me products I purchased last week
from two of the largest online marketplaces in the U.S. I also have
brought independent third-party laboratory results showing their
noncompliance with mandatory Federal standards.

Our company has done this testing at our own expense and com-
municated this noncompliance to online marketplaces again and
again, following up with them repeatedly. We have done this for
years. Nonetheless, these products remain available for sale. They
are purchased in the hundreds of thousands by unsuspecting con-
sumers.

They contain loose as received, high-strength, hazardous
magnets which are not legal in children’s products. You will note
that the product packaging and online listings for these products
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include language like, “Safe for children ages 3 plus,” or, “Safety
tested.” They include photos of children as young as toddlers play-
ing with them. Accidental ingestion of these hazardous magnets
can cause serious internal injuries, debilitating lifelong disability in
some, and unfortunately, numerous fatalities have been docu-
mented. Their magnetic strength is so high, they destroy them-
selves when drawn to each other. You can see in the video and
photo I have provided that when these magnets collide, they not
only shatter into razor-sharp shards, but due to the nature of their
materials, they will spark and have the capacity to start a fire.

If my words, demonstration, or laboratory results aren’t enough,
you need only look at the consumer reviews of these products,
which are publicly available in the marketplaces themselves. An
example, quote, “The magnet broke apart while I was showing this
off to a friend. He was pulling them apart, sliced open his finger.
I do not recommend this to anyone.”

Thank you for the opportunity to share the story of one product,
amongst a sea of millions, available in online marketplaces. I ap-
preciate your efforts to secure consumers from counterfeit and un-
safe goods, and I look forward to answering your questions.

[The prepared statement of Mr. Muderick appears as a submis-
sion for the record.]

Chair DURBIN. We appreciate your testimony and the fact that
your business philosophy is embracing people with disabilities.

Mr. MUDERICK. Thank you.

Chair DURBIN. Thank you for doing that. Professor Dr. Kammel,
you’re next.

STATEMENT OF KARI KAMMEL, ASSISTANT DIRECTOR,
EDUCATION AND OUTREACH; SENIOR ACADEMIC
SPECIALIST, CENTER FOR ANTI—COUNTERFEITING
& PRODUCT PROTECTION, ADJUNCT PROFESSOR OF LAW,
COLLEGE OF LAW MICHIGAN STATE UNIVERSITY,
EAST LANSING, MICHIGAN

Professor KAMMEL. Chair Durbin, Ranking Member Grassley,
an(fl Members of the Committee, thank you for inviting me to speak
today.

My remarks draw on my research on online trademark counter-
feitinlg, as well as my work with brand protection industry profes-
sionals.

At the ACAP center I focus on research, education, and outreach
around trademark counterfeiting and brand protection with my col-
leagues. We work with both intellectual property rights owners and
governments, as well as online marketplaces, social media plat-
forms, and other industry experts across the field, giving us the
unique ability to examine the significant problem holistically from
a neutral academic perspective.

Today, I'll give an overview of online counterfeit sales by third-
party sellers and the current state of the law and make two rec-
ommendations. One, I support the Informed Consumers and Shop
Safe bills, and two, I recommend continued and expanded data
sharing and research on the trade and counterfeit goods and anti-
counterfeiting responses.
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I'd like to start by painting a picture of what is occurring with
trademark counterfeiting on online marketplaces and the current
state of the law. The sale of counterfeit goods online impacts na-
tional economies, companies of all sizes including small and me-
dium-size enterprises, and consumers, and has exploded in the past
decade, and even more so since COVID-19.

The financial impact of the sale of counterfeit goods is stag-
gering, estimated roughly over $460 billion worth of global sales in
2019.

Counterfeiters find success by using another company or brand
owner’s trademark on a product or package without authorization
to sell a fake and usually substandard or even dangerous good.
They also take advantage of the opportunity online marketplaces
provide to reach often unsuspecting consumers who cannot exam-
ine the goods before purchase. Consumers struggle to be able to re-
port suspected counterfeit or cannot find a third-party seller for
service of process if they’re injured or killed.

Online marketplaces have varying levels of proactive and reac-
tive efforts. In order for a counterfeit to be sold to a consumer on
an e-commerce platform, there must be a meeting and time and
space of the consumer, the counterfeiter’s posting, and the e-com-
merce platform. The most effective way to disrupt this is to remove
one of these factors from the situation proactively before they ever
reach that meeting and time and space on the platform.

In the brick-and-mortar space, the current state of the law re-
quires service providers, such as flea markets or malls, to take
steps to disrupt the sale of counterfeits and consumers. However,
in the e-commerce space, we don’t find the same parallel currently
in the law. The current state of the law rests primarily on the 2010
Second Circuit case of Tiffany v. eBay, which notes that an e-com-
merce platform only needs to act if they have specific knowledge of
a counterfeit posting from a brand known as the contemporary
knowledge requirement. There is no proactive requirement for the
prevention of counterfeit postings or monitoring of their own plat-
forms for counterfeit, even though they have the most control over
the platforms that they've created. Thus, an imbalance is evolved
where brand owners attempt to take down counterfeit postings but
cannot get at the root of the issue.

Tied into this is a lack of transparency about third—party sell-
ers, details on vetting, takedown, repeat sellers, or any education
awareness or reporting mechanisms for consumers.

While Informed Consumers and Shop Safe reflect the growing ur-
gency on this topic and take different approaches, they both seek
to require e-commerce platforms to proactively take measures to
vet third-party sellers from selling counterfeits and provide mul-
tiple avenues for tackling this complex issue.

In my opinion, both pieces of legislation are essential to balance
the obligation of brand owners and e-commerce platforms in the
space due to the shift from brick-and-mortar environments to the
current online e-commerce space that the law did not foresee, and
importantly, to provide consumers with more education, protection,
and avenues in which to report suspected counterfeit goods.
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I also recommend continued and expanded data sharing and re-
search on the trade and counterfeit goods and anti-counterfeiting
responses.

Thank you again for the opportunity to participate in this hear-
ing on this very important issue, and I look forward to answering
your questions.

[The prepared statement of Professor Kammel appears as a sub-
mission for the record.]

Chair DURBIN. Thank you, Dr. Kammel. Mr. Snowden is next.

STATEMENT OF K. DANE SNOWDEN, PRESIDENT &
CEO, INTERNET ASSOCIATION, WASHINGTON, DC

Mr. SNOWDEN. Chairman Durbin, Ranking Member Grassley,
and Members of the Committee, on behalf of the Internet Associa-
tion and the internet industry, thank you for the opportunity to ap-
pear before the Committee today to discuss the ways that online
platforms are partners in the fight against illegal and counterfeit
igoods, retail theft, and protecting consumers from bad actors on-
ine.

IA represents over 40 of the world’s leading internet companies
on public policy. Our mission is to foster innovation, promote eco-
nomic growth, empower people through the free and open internet.

Online marketplaces and platforms are the virtual main streets
that enable us to purchase the things we want and need. Not all
marketplaces are the same. Different items, different sellers, dif-
ferent audiences. In households across America, we use online mar-
ketplaces and platforms to get our groceries for the week, sell our
children’s old clothes that they grow out of too fast, and find hand-
made goods and crafts to decorate our homes, all with the click or
swipe on a screen.

As we continue to live through the COVID-19 global pandemic,
online marketplaces and platforms have helped Americans by de-
livering the essential goods and products that consumers need to
maintain their daily lives and keep our economy going.

While the vast majority of online sellers and goods sold online
are legitimate, the internet industry recognizes that online systems
have created new challenges for brand owners, rights holders, re-
tailers, and consumers. However, counterfeiting, retail theft, and
organized crime are not new problems, nor were they created by
online platforms and marketplaces. It will take all of us, law en-
forcement, big box retail, brands and rights holders, State AGs,
and online marketplaces to work together to combat the illegal ac-
tivity by organized crime.

Online marketplaces have made this a priority and work every
day to stop organized crime and counterfeiters. We recognize the
responsibility and the important role we play in the ecosystem in
stopping this activity. We continue to innovate and cooperate to en-
sure our marketplaces are safe and trusted by the consumers and
sellers who use our stores. We are on the right path to addressing
these issues.

It is important to stress internet companies do not permit illegal
or counterfeit goods on their platforms. They have invested hun-
dreds of millions of dollars in tools and deployed thousands of team
members to implement clear policies. When they find something
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that violates their terms of service, they take it down, or in other
cases, never allow it up.

Online platforms and marketplaces vet sellers up front through
the direct and indirect means. They use advance tools like image
detection and machine learning, as well as reports from brand own-
ers.

Rights holders and consumers continue monitoring for any
issues. The partnership with brand owners and rights holders are
critical, because they are in the best position to identify counterfeit
goods. The investments the internet industry made in tools, teams,
and partnerships is finding success.

Last year, Amazon enrolled more than 500,000 brands in its free
reporting tool. Those brands reported a 99 percent reduction in sus-
pected infringements, and less than .01 percent of products sold on
Amazon last year received a counterfeit complaint from a customer.

eBay works with 40,000 individual right holders to identify intel-
lectual property infringement, and Etsy’s investments in trust and
safety teams have led to a 58 percent increase in intellectual prop-
erty-related takedowns.

Beyond these proactive efforts, we support the Chairman and
Committee’s goals of further minimizing the availability of counter-
feit and other illegal goods online.

Internet Association encourages the Committee to consider two
aspects when taking legislative action that impact sellers, con-
sumers, and online marketplaces and platforms.

First, a national framework that clearly preempts a patchwork of
states or local laws would ensure that Americans continue to re-
ceive a consistent internet experience nationwide. While states
have an important law enforcement role to play in protecting con-
sumers and stopping retail theft, Federal law should be the sole
source of regulation for internet companies that operate across
State lines.

Second, any information collection and disclosure requirements
should be careful not to impose unnecessary burdens or barriers on
small businesses. Many online sellers are very small homegrown
operations. Information collection disclosure requirements should
consider their challenges by establishing reasonable thresholds and
timelines and protecting their privacy.

For these reasons, we recognize the changes made in the Senate
version of the Informed Consumers Act, and we are encouraged by
the version that was recently introduced in the House. The House
bill sets natural expectations about the type of information online
platforms or marketplaces should collect by high-volume sellers
and disclose to consumers, we recognized—while recognizing bur-
dens and risks to small businesses.

The internet industry are partners in the fight to protect con-
sumers and rights holders from the threats posed by fake goods
and bad actors. We hope that today’s hearing will further discus-
sion about clear, reasonable requirements within the national
framework that can enable online platforms and marketplaces to
continue providing convenient and safe opportunities to connect
sellers and consumers. Thank you and I look forward to your ques-
tions.
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[The prepared statement of Mr. Snowden appears as a submis-
sion for the record.]
Chair DURBIN. Thank you very much. Mr. Dugan.

STATEMENT OF BEN DUGAN, DIRECTOR OF ORGANIZED
RETAIL CRIME AND CORPORATE INVESTIGATIONS,
CVS HEALTH, WOONSOCKET, RHODE ISLAND

Mr. DUuGAN. Good morning. Chairman Durbin, Ranking Member
Grassley and Members of the Committee, my name is Ben Dugan
and I'm the director of organized retail crime and corporate inves-
tigations for CVS Health. I also serve as the president of CLEAR.
It’s the Coalition of Law Enforcement and Retail, dedicated to re-
ducing organized retail theft nationwide.

Thank you for the opportunity to testify today on the massive
growth of organized retail crime and the impact it has on our con-
sumers, our employees, and the communities that we service.

I want to share firsthand today what I've experienced over 30
years of working on this problem. Organized retail crime rep-
resents a massive and growing threat to the tune of $45 billion a
year. The internet is riddled with illegitimate sellers that hide be-
hind the anonymity and the lack of transparency. These criminal
organizations employ teams or crews of professional thieves that
steal the products by any means necessary and sell them through
online marketplaces.

Unfortunately, these means often include daytime retail thefts,
threats, intimidation, violence, horrifying stories that play out in
our stores every day, and which a lot of us see playing out in the
media every day.

There’s one thing I want to leave you with today, Senators, is
that we're not talking about shoplifting. We’re not talking about in-
dividuals that go into a store to steal something for personal use.
These crimes are connected to organized crime, and -carefully
planned and controlled by large-scale criminal enterprises with se-
rious economic and human implications.

These professional crews can victimize the same store over and
over in the same day, or they can go to dozens of stores in the same
day and travel over multiple states. This is all part of this national
retail theft epidemic that we’re in, and it’s being all controlled by
organized crime. It’s fueled by an increase in demand and facili-
tated by unregulated online marketplaces.

Perhaps the most disturbing is the direct physical harm these re-
tail crime organizations cause retail employees every day. Very re-
cently, a CVS manager was assaulted and remains in serious con-
dition. These incidents are not uncommon. Reported violent events
at CVS have doubled in the last year. To give it some scale, Sen-
ators, there’s an organized retail crime event reported from a CVS
store every 3 minutes, and two-thirds of those involve threat of ac-
tual violence or weapon.

There are far less obvious dangers to this crime, including infant
formula. This is a favorite target of these criminal organizations.
In the investigations that I've worked, these criminals blatantly
disregard all of the safety protocols for these products. They ignore
or manipulate the expiration dates, and they’re not storing it at
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proper temperatures. It compromises the product integrity and is
endangering the health of an infant.

Just last week, I received some disturbing photographs of a sur-
veillance that my team had conducted where it showed criminals
retrieving stolen baby formula from the basement of an abandoned
home, cleaning it up, and then sending it off, repackaging it to ap-
pear as new for an online seller to sell to an unsuspecting con-
sumer. These products go from the hands of criminals to the hands
of families.

Our investigations involve illicit wholesale operations that re-
cruit hundreds of professional thieves who steal up to a million dol-
lars in product per month, just from CVS. Criminal organizations
closely coordinate the movements of these crews. They provide spe-
cific instructions on what items and quantities to target, and pur-
posely direct them to stores in urban and suburban neighborhoods
in virtually every state.

These stolen products are repackaged, distributed, and distrib-
uted to the largest online marketplace sellers, and then eventually
onto unsuspecting customers. We're talking about dozens of profes-
sional thieves, traveling to multiple states, heading to 20 to 30 re-
tail stores per day, and stealing tens of thousands of dollars per
store.

CVS Health has resolved over $75 million in organized retail
cases so far this year. The current law doesn’t provide us or law
enforcement with the tools we need to hold these people account-
able. These criminal organizations are growing more sophisticated,
more entrenched, and they do—the harm they do to consumers and
businesses is only becoming more severe.

We work closely with law enforcement to address this in addition
to try to educate our consumers. We are running out of tools, like
Senator Grassley said in his opening statement, to keep up.

We need urgent action from this Congress. The Informed Con-
sumers Act, championed by the leadership of this Committee and
several of its Members, will make a meaningful difference for us.
This bill will help protect the consumers. It will aid law enforce-
ment, and it will prevent crime. Making it harder for criminals to
easily dispose of stolen goods to online marketplaces is the most
significant step that we can take to curtail retail theft and reduce
the real harm the organized retail crime represents to our employ-
ees and our customers.

Chairman Durbin, Ranking Member Grassley, I appreciate your
leadership on this issue and the entire Committee’s commitment to
combatting organized retail crime. Thank you again for this oppor-
tunity today, and I welcome your questions.

[The prepared statement of Mr. Dugan appears as a submission
for the record.]

Chair DURBIN. Thanks, Mr. Dugan.

Mr. Muderick, you had a CNN interview a couple years ago, and
you said that one of your employees was spending 15 to 20 hours
a week submitting forms, asking Amazon and other e-commerce
sites to remove products with your company’s trademarks. Is that
still going on?

Mr. MUDERICK. What has happened is the producers of these
goods have realized that infringing our marks is more difficult for
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them. They have changed to not infringe our marks, but it doesn’t
change the fact that they do not comply with safety standards and
flood the marketplace at severely discounted prices.

The problem remains. We just no longer have standing to go to
the marketplace through these brand-owner protection mechanisms
and say please take this down.

Chair DURBIN. They aren’t using your trademarks or identifica-
tion.

Mr. MUDERICK. It is. It’s dropped off significantly because we
were so aggressive. They do use key words and other things that
we can’t enforce with our trademark to drive consumers toward
purchasing these types of items rather than the legitimate product.

Chair DURBIN. Dr. Kammel, what I heard you say I think was
that the controlling law case on this subject requires that the mar-
ketp;ace have knowledge of deception or counterfeit status. Is that
true?

Professor KAMMEL. That is correct. They need to be notified,
often by the brand owner, that—which is the notice and takedown
procedure, that there is a counterfeit posting before they’re re-
quired by the law to take it down. Many marketplaces of course,
you know, still take down counterfeits beyond this, but in order for
them to be held liable—secondarily liable for trademark counter-
feiting, that’s the standard for it. They only have to respond to spe-
cific knowledge of a counterfeit posting.

Chair DURBIN. Mr. Snowden, I guess the thing that has always
mystified me is that these internet marketplaces which have grown
in size, and all of us use them I think it’s pretty safe to say. If
they’re going to maintain their reputation and integrity, they
should be on our side in this battle. It took 8 years to bring them
around to that point. Why?

Mr. SNOWDEN. I would say we are on your side. We’re on the side
of the consumer. If you look at our customer satisfaction reports,
you’ll see that consumers actually enjoy the online experience for
the convenience, but also, they get good products.

What I think, as Ms. Kammel just said, is right in the sense that
yes, when we have knowledge of something, we have to take it
down, but we don’t just wait for that. In 2020, Amazon took down
over ten billion bad listings. This process was going on, online
stores—we don’t want this information on our marketplaces. It is
not our goal. It hurts our reputation as online stores to have this
type of activity on our store, so we want to get it off as fast as we
can. It takes us working with retailers, rights owners, and law en-
forcement.

Chair DURBIN. I would say my observation, Amazon is late to the
party, but we welcome them as a guest. They have said recently,
quote, “We look forward to working with lawmakers to further
strengthen the bill.” The proposals that they've made over the
years do not strengthen the bill. They strengthened Amazon’s hand
in avoiding the bill. I, for one, am not going to stand by and watch
this water down any further. We need to move on this. We’re going
to test your statement that they’re on our side.

Mr. Dugan, I asked a competitor of yours that happens to be lo-
cated in my State of Illinois, and you can guess who I'm talking
about.
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Mr. DUGAN. Yes, sir.

Chair DURBIN. Why do you have these plastic flaps with keys
necessary for underarm deodorant, for goodness sakes? What is
going on here?

Mr. DUGAN. Senator, actually, that’s actually a direct result of
organized retail crime. Unfortunately, it varies sometimes in prod-
uct by demographic or by city, or suburban neighborhood. We have
to lock up those types of products to prevent organized retail crime
groups from stealing them. Sorry.

Chair DURBIN. Let me pursue this for a second since we just
have a minute left.

Mr. DUGAN. Yes, sir.

Chair DURBIN. They swoop in with some container and drag ev-
erything off the shelf. Where do they end up selling these products
that they’ve stolen?

Mr. DUGAN. Online marketplaces are the No. 1 place for these
professional crews to dispose of their products. Like to the Chair-
man’s point, they don’t come in and steal one or two of these. They
steal all the deodorant in the store to maximize profits with their
fence. Unfortunately, most of that product winds up on an online
marketplace.

Chair DURBIN. Flea markets?

Mr. DUGAN. Flea markets are kind of a thing of the past, Mr.
Chairman, quite frankly. I mean, they still exist. The online mar-
ketplaces and most flea market sellers also have an online pres-
ence, so they’re not mutually exclusive from one another. They do
both. Flea markets don’t play the role that they used to because,
quite frankly, the internet provides a much larger customer base
that they can sell these products to.

Chair DURBIN. I'll just close by saying in 2019, the U.S. Customs
and Border Protection reported that 83 percent of IP-based seizures
of goods came from one country, and you can guess what it is, the
equivalent of $1.4 billion. We have retail theft at home being trans-
lated into the fencing of stolen goods and these internet market-
places, and then we have the foreign suppliers of counterfeit goods,
such as Mr. Muderick has referred to, that is another venue. There
may be more, but those are the two that have been identified so
far. Senator Grassley.

Senator GRASSLEY. Yes. To each of you, if you support legislation,
what tools would you like to see in those legislations? What tools
do you need?

Mr. MUDERICK. Thank you. A more formal process to identify
product we know is unsafe or does not meet safety standards and
communicate that to the marketplaces versus only having intellec-
tual property protection as the channel to communicate to that
marketplace that would be a tool that would be very useful.

Senator GRASSLEY. Ms. Kammel.

Professor KAMMEL. From my perspective, transparency is very
important. We have a lot of statistics about takedowns and sellers,
but not necessarily how many of those sellers had sold counterfeit
prior to the takedown procedure, or what is happening on the
backend beyond those initial statistics.

At least from my perspective, the ability to use some of that data
for research to study the problem further.
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Mr. SNOWDEN. I would say information sharing is very important
among all parties. It is something critical for this particular issue
to understand who’s doing what. Also, reporting requirements for
particularly small sellers. Right now, I think in your bill it’s about
two days, and I think it’s important if we have a little longer, like
the Hﬁuse bill has 10 days. I would encourage you to consider that
as well.

Mr. DUGAN. I would say transparency, Ranking Member. Trans-
parency equals accountability. We can hold people accountable.
We've got to first figure out who they are, so we need that trans-
parency first before any other remedy.

Senator GRASSLEY. Okay. To Mr. Muderick, Snowden, and
Dugan, what collaborations or voluntary initiatives across or within
stakeholder groups have you participated in? Have these been suc-
cesgful efforts? Are some marketplaces more cooperative than oth-
ers’

Mr. MUDERICK. As a member of the Toy Association, we work
with our members, many of whom are manufacturers. Some retail-
ers and online marketplaces are also members and have come to
the table to have conversations. I have seen progress over the prob-
ably 8-year period that I've been involved in that conversation, spe-
cifically around again intellectual property protection, but have not
seen progress at the table regarding these unsafe products or prod-
ucts that don’t meet safety standards.

Senator GRASSLEY. Mr. Snowden.

Mr. SNOWDEN. I think what we’re seeing right now with attor-
neys general across the country, we have Utah, Illinois, Arizona,
California, the AGs are setting up organized crime taskforce, which
brings in all the parties, brings in retailers, brings in us, brings in
rights holders. That’s important, because they’re looking at it in a
holistic point of view, which is the way we need to go and tackle
this issue.

This is organized crime. The key thing about them, they're orga-
nized. We have to make sure we get organized on our side as well,
and that takes all of us.

Senator GRASSLEY. Mr. Dugan.

Mr. DUGAN. Yes, sir. Unfortunately, there hasn’t been a lot of
progress in that regard. There are some online marketplaces that
do cooperate. eBay is a great example of a great partner on the in-
vestigative side.

I will tell you that none of the online marketplace currently have
the transparency to the level we’re looking for to actually prevent
crime. The Attorney General’s State taskforces that are being stood
up, that we’re working very closely with, that talk about increased
penalties, tougher penalties. They talk about resources they want
to add. They all say the same thing, right? The thing we need to
make this work from the online marketplaces, which right now we
don’t have.

Senator GRASSLEY. What do each of you believe has been the
most successful strategy to counter illegal activity? Start with you,
Mr. Muderick.

Mr. MUDERICK. I think persistence. You know, our internal ef-
forts nonstop to communicate this even when we feel like we’re hit-
ting a brick wall. I'm hopeful that one day we’ll break through.
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Senator GRASSLEY. Ms. Kammel.

Professor KAMMEL. Proactive approaches to dealing with the
problem. Reactive approaches, such as the notice and takedown
procedures, are very necessary, but when we see either market-
places or brands really trying to take a proactive approach before
it ever gets posted, we find those the most effective.

Mr. SNOWDEN. I would agree with the proactive nature, with the
last thing she said. I would also add that it’s important that what’s
been successful is being able to have the partnership with brands
and rights holders. They know what’s counterfeit and they know
what’s illegal. Working that angle and having us work together I
think has been the most success.

Mr. DucaN. What I've learned in my years investigating this
crime is that we’re not going to be able to arrest our way out of
this problem. We do need proactive solutions to really stem the tide
of this growth of organized retail crime.

Proactive measures, but preventative measures have been the
most effective, and I think will be the most effective going forward,
and I believe this bill does that.

Chair DURBIN. Mr. Dugan, I'm just going to jump in because I
don’t believe you've identified the percentage of the retail theft im-
palct ?on a business, a drug store. Can you give a percentage of
sales?

Mr. DuGaN. Unfortunately, Mr. Chairman, I'm unable to talk
about specific retail shrink numbers, loss numbers to CVS. I will
tell you this, Mr. Chairman; that it is pretty consistent across all
retail, all types of retail. We’re all seeing the crime affect us at a
similar level, and it’s higher than any other level it has been in his-
tory.

I know that there are some CEOs that have made public state-
ments about how that ORC is affecting their overall profitability,
so I think those are available to you. We could possibly get back
to you, Mr. Chairman, if needed.

Chair DURBIN. Please do. Senator Klobuchar.

Senator KLOBUCHAR. Very good. Thank you very much, Senator
Durbin, for your leadership, long-time leadership on this issue, and
all of you for your work.

I want to focus on some bipartisan legislation that Senator
Grassley and Durbin and others introduced with me, and that
would prevent dominant digital platforms from engaging in behav-
ior that unfairly harms competition like, relevant here, knocking
off products sold on their platform.

Recent reports in places like The Wall Street Journal have docu-
mented how Amazon has created knockoff products based on the
data that they get from innocent companies that are selling on
their platform. And of course, it’s the big platform in town, and
then engages in self-preferencing of their own brands above other
brands.

Mr. Snowden, do you support legislation in making it illegal to
use special access to online seller data to create copycat versions
of popular products?

Mr. SNOWDEN. Senator, this is an issue that I have members on
both sides, so I have traditionally not taken a stance on the com-
petition issues, and I don’t plan to make news today.
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Senator KLOBUCHAR. Okay. I just wondered. I knew that but I
thought I'd ask. We have a lot of people on a lot of sides here, but
just to be clear, I get this. At some point, this Congress has to take
a side. Do you want to add anything, Mr. Dugan?

Mr. DuGaN. No, I'm sorry, Senator. This is the first I've heard
of that, and I was kind of——

Senator KLOBUCHAR. You were nodding your head, so I thought
you agreed with me.

Mr. DuGAN. I was learning something, Senator. You were teach-
ing me something. I find it amazing. Thank you.

Senator KLOBUCHAR. Okay. Well, it’s true. Mr. Muderick.

Mr. MUDERICK. Thank you. A few months ago, I was sent a link
to a new product on Amazon, an Amazon Basics version of our
product, and I was obviously concerned. Then I looked a little deep-
er and I saw that not only was it a knockoff of our product, but
it violated a number of our trademarks, so someone did not do
their homework. We were able to quickly get it taken down
through the Amazon brand registry, which speaks to some of the
progress they’'ve made, but I think it speaks also to an underlying
problem that you have brought up here.

Senator KLOBUCHAR. Very good, and I appreciate that. I think
we'’re seeing so much more of it than—you know, you just happen
to be on this panel. We've had people who have experienced this
as we know from the reporting, and I think there’s just a lot of it.
My view is that we’ve got to update our laws, which is part of the
work that Senator Durbin and Senator Grassley have been doing.

I'm also, of course, concerned about safety when consumers buy
products online. Just last week in the Commerce Committee, I
questioned SNAP about the heart-wrenching stores of young people
in Minnesota who died after taking drugs that were purchased on
SNAP. In one case, they didn’t know that it was laced with
fentanyl.

Mr. Dugan, what are some of the harm consumers can experi-
ence when they unknowingly purchase unsafe goods online?

Mr. DuGAN. Thank you for that question, Senator. There’s a lot
of harms. I will say that there’s virtually no product integrity on-
line, so I would caution buying sensitive products online unless you
know that they’re safe.

We spoke about infant formula. There’s other cases that I've
worked unfortunately involving organized crews that steal millions
of dollars in diabetic test strips and sell them and store them at
different temperatures, and then wind up counterfeiting the dia-
betic test strips, and then sell them to unsuspecting patients with
diabetes across the country. There’s a lot of harm across there. The
effectiveness of over-the-counter drugs, they expire. They get less
effective. It’s really a domino effect on the type of safety hazards
that are out there when there’s no product integrity.

Senator KLOBUCHAR. Of course, the fentanyl example is an exam-
ple of drugs that shouldn’t be sold at all on a platform. You know,
SNAP has pledged to take these down and do what they can to get,
in the witness’ words at the last hearing, “drug dealers off their
platform.” The truth is I continue to believe that when you have
these new marketplaces with people making tons of money, that
they have to start being responsible for taking this stuff down.
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Ms. Kammel, in your experience when consumers are making
purchases online, do they have enough information to decide for
themselves whether a product might be unsafe?

Professor KAMMEL. No, they don’t. Often, they are looking just at
an image. Sometimes it’'s a copy of another brand’s copyrighted
image, and what information the seller decides to put on the site.
One cannot tell what they’re actually buying until they receive the
product, even if it appears genuine at first glance.

Senator KLOBUCHAR. Whether it’s counterfeit PPE on Amazon or
advertisements for fake COVID-19 vaccines on Facebook, do you
think that online platforms are doing enough to stop this conduct?
What else should they be doing?

Professor KAMMEL. There were a lot of initiatives around fake
PPE and counterfeit COVID-related products for sure, and I do ap-
plaud the marketplaces for looking at that. Across the board, we
see counterfeits in almost every industry that we work with, almost
every product line that’s successful. I believe more should be done
proactively.

Senator KLOBUCHAR. Very good. I really appreciate it, and again,
thank you very much, Mr. Chairman, for all your work on this and
for being a cosponsor of our bill, which I think is so timely given
what we're talking about here today. Thank you.

Chair DURBIN. Thank you, Senator Klobuchar. Senator Lee.

Senator LEE. Thank you, Mr. Chairman. Thanks to all of you for
offering your insights today.

We've all seen that e-commerce has revolutionized the market-
place. It’s revolutionized the way we live and operate and do busi-
ness, and it’s given a lot of people opportunities that they wouldn’t
otherwise have.

There are some challenges that have of course accompanied this
technological revolution and the corresponding social and economic
revolution that it’s occurred with it. As we seek to make the world
a better place and the online experience to be better, we've got to
be careful. Because any time we enact laws, those laws can have
consequences. We want to make sure that any laws we enact and
codify don’t make things worse, or don’t create one problem while
purporting to solve another.

The legislation we’re talking about today is something that we
ought to scrutinize carefully to make sure that we've got it right.
I do have some concerns with it.

Mr. Snowden, I'd like to start with you, if that’s all right. The
Inform Act has a laudable goal, one that I think all of us would
share, of cracking down on counterfeit and stolen merchandise
sales on the internet. Nobody wants that. Everyone wants to crack
down on that, at least everyone in this room.

I wonder how difficult some of the requirements might be for
some companies, especially smaller online marketplaces. By small-
er online marketplaces I mean, to a degree, anything other than
th?flargest—anything smaller than the largest among them could
suffer.

For example, the bill requires verification of high-volume third-
party sellers, and requires that within three business days, and
then it also requires annual—continuous annual certification of all
sellers. The threshold definition of a high-volume seller is set fairly
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low. It’s triggered once you pass the required sales of between 5
and 7 thousand dollars annually. It’s pretty low. It would take in
a lot of people.

Do you have any idea? I'm imagining that the combined sellers
of your member companies can certainly be numbered in the many
thousands, if not millions. Am I on track there roughly?

Mr. SNOWDEN. In the millions, yes.

Senator LEE. In the millions. We’re talking about millions and
millions of sellers. Amazon might, just might be able to do this
verification with technology. It might be able to do it just fine. I'm
not sure. I doubt all of your members would. I definitely worry
about smaller platforms that might not be able to do this.

Could the bill—assuming that I'm right, that some really large
online marketplaces, Amazon for example, might be able to do this,
but smaller companies wouldn’t, could the bill end up actually
helping a company like Amazon while making it more difficult for
smaller businesses to operate and do so in compliance with the
law?

Mr. SNOWDEN. Senator, I think your characterization of sellers
who use our online marketplaces is accurate. It can be someone, a
mom who’s working on handmade goods or something that she
makes in her basement. She would fall to the verification process
of having to do it every three days.

I think what happens in the House bill, which is about ten days,
gives a little bit more time and flexibility. We don’t want to have
barriers that will limit sellers from being able to get online and sell
their goods.

The beautiful thing about online marketplaces is that it opens up
the door for more sellers, but also opens up the door for more buy-
ers to see your products.

Senator LEE. Right.

Mr. SNOWDEN. I would say that—the 10-day threshold I think
would be important, and also raising the limit to $20,000. Right
now I think it’s, like you said, five or seven thousand dollars.

One of the issues is if you think about someone selling some-
thing, if it’s $5,000 over 200 sales, that’s about $13 a week selling
the product. That’s not a lot of money.

Senator LEE. Right. Right. Which gets to another concern that
T've got. I do worry about language from the Inform Act, and in the
Shop Safe Act, that would mandate the public disclosure of the
platforms’ sellers’ names and contact information. This worries me
for three independent reasons.

Number one, there are a lot of individuals, moms and dads out
there who work from home, or at least partially from home, who
operate out of their homes. If they have to provide their name and
their address, that could present some privacy and safety and secu-
rity issues for them. Some of them might be deterred from engag-
ing in that line of work at all.

Number two, it could end up stifling competition by giving larger
companies the ability to poach sellers, the sellers who have been
affiliated with their smaller competitors. Number three, the sheer
regulatory burden associated with this could itself create a natural
barrier on entry, a natural restriction on entry, making it harder
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generally for smaller competitors to compete. Am I right to be con-
cerned about those three things?

Mr. SNOWDEN. I think you are. The one concern or one I would
applaud the Chairman and Members of the Committee who have
worked with us and others, particularly in the House side as well
as the Senate side, to increase to allow consumers or sellers to be
able to report their business information versus their personal in-
formation, because that is definitely a barrier. If I'm a single mom
working, creating products out of my basement, I don’t want every-
one to know where my home address is. I would definitely say that
we need to keep going down that path.

Senator LEE. Okay. Thank you very much. Thank you, Mr.
Chairman.

Chair DURBIN. Senator Coons.

Senator COONS. Thank you, Chairman Durbin, Ranking Member
Grassley for holding this important hearing. The Ranking Member
and I have been Co-Chairs of the Trademark Caucus for a long
time and have held a number of Caucus meetings and hearings
over the last decade about the risk that counterfeit goods provide
or pose to American consumers.

This testimony today is riveting and challenging. It reminds us
that as the marketplace for the purchase of goods online has grown
and grown, and particularly strongly during the pandemic, that the
number of stolen and counterfeit goods that are now being stolen
and fenced or produced and sold to American consumers has taken
off dramatically.

We’ve heard about unsafe goods, whether they’re cell phone bat-
teries or bike helmets or spoiled baby formula or counterfeit drugs
that have harmed Americans. They also ruin the trust built be-
tween brand owners and consumers, as Crazy Aaron—not-so-Crazy
A%ron—pretty wise and capable Aaron—has demonstrated to us
today.

I think we need to take stronger steps to address the online sale
of these goods before they reach consumers’ hands. There are some
studies that suggest as much as a quarter of all Americans who
have purchased goods online have unknowingly purchased a coun-
terfeit good. That’s why I'm proud, along with my colleague Senator
Tillis, to have introduced the Shop Safe Act.

I was pleased to see a strong bipartisan vote over in the House
Judiciary Committee to send Shop Safe to the floor. It will encour-
age electronic commerce providers to adopt anti-counterfeiting best
practices in exchange for a safe harbor from contributory liability
for trademark infringement. That bill will increase transparency,
keep counterfeit goods with the health and safety impact out of
consumer hands, and I think promote the health and safety of our
country and continue to accelerate the growth of these innovative
sales platforms.

There’s also an urgent need to provide transparency to con-
sumers. That’s why I'm also proud to support the Informed Con-
sumers Act. As Mr. Dugan made clear, there’s a great need for
greater transparency.

I think Shop Safe and Inform compliment each other to signifi-
cantly increase transparency and accountability, and I urge my col-
leagues to support both of these important bills.
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Let me turn to some quick questions, if I could. Mr. Muderick,
my daughter’s a satisfied customer, really loves putty and slime
and so forth, and had commented on just how inventive your prod-
ucts are. I'm struck by your descriptions about how hard it has
been to enforce your trademark, and how much time you’ve had to
dedicate to it. Could you just briefly give us a little more detail?
How many other competitors, how many other small business own-
ers like you have had to dedicate enormous amount of resources to
the whack-a-mole game of notice and takedown, notice and take-
down, notice and takedown with the online platforms?

Mr. MUDERICK. We go to trade shows, at least pre-pandemic. So,
us owners sit around, and we talk, and the toy industry in par-
ticular is a sort of started my life with something else, invented
something, and landed here.

Imitation is the finest form of flattery, and I think many of us
are very, very flattered. I think if we have a successful product, you
are going to see these outright knockoffs, counterfeiters coming into
the marketplace.

Senator COONS. You described how magnetic putty that has
much lower safety standards posses a real threat to children and
infants in particular. What would it mean to you and other small
business owners if platforms took more proactive steps to combat
counterfeit good sales?

Mr. MUDERICK. It would reduce, on the one side, the resources
we need to spend sort of pounding against a wall trying to get
someone to listen. It would also, I think, would help our brand in-
tegrity. It would help consumer confidence, and we would probably
receive more of the legitimate sales of the product than the sales
which are going to illicit product.

Senator COONS. Thank you. Mr. Dugan, how will the information
that Inform would collect assist in combating the online sale of sto-
len goods?

Mr. DUGAN. Thank you for the question, Senator. I think it will
do more to prevent these accounts from even being opened in the
first place. It will definitely protect the consumers from these sell-
ers. It will aid law enforcement. It'll enable us to identify the bad
actors much quicker and will prevent the further expansion of the
crime. I think right now, what’s vital right now is that we’re in the
aniddle of an epidemic, that we take immediate action to slow this

own.

Senator COONS. Thank you, Mr. Dugan. Mr. Snowden, some plat-
forms have said they’d like to see affirmative requirements for
brand owners in Shop Safe. Why isn’t the current duty brand own-
ers have to police their own trademarks as Mr. Muderick has
enough to encourage them to assist platforms in policing counter-
feit goods, and what requirements would platforms like to see of
brand owners in the bill?

Mr. SNOWDEN. I think one of the things you’re doing in the bill
is changing the liability, so the contributory liability is going to put
the burden on us and not on them. They have no responsibility in
this.

It’s important that they stay at the table as well. We cannot do
this alone. It takes all of us. We have been proactive for many
years working on this particular issue. I mean, when I look at the
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retail side, eBay has a program for over 10 years working directly
with retailers to help identify suspicious products. This is some-
thing we want to do, but we need retailers. We need rights holders
to make sure that they are still at the table, and they have a re-
sponsibility to help us police their products, as well.

Senator COONS. Mr. Chairman, if I might have one final ques-
tion. Professor Kammel, just help us understand how this balance
works. If you would, describe the whack-a-mole problem experi-
enced by brand owners. I've heard some argue Shop Safe is a hand-
out to big tech, but it immunizes them from liability they already
have in exchange for nothing meaningful. Is that accurate, or is it
true that online platforms are not frequently broadly liable for
trademark infringement?

Professor KAMMEL. Sure. To the first part of your question about
the whack-a-mole approach, this is when, as has been described
today, a counterfeit posting is up. A brand owner tries to react to
it, and they spend hours searching for these counterfeit postings
across multiple e-commerce platforms. An entire subindustry has
actually sprung up to basically monitor these platforms to the best
of their ability, verify with the brand owners, and then submit for
notice and takedown, so hence the term whack-a-mole. Once you
take down one, another 10 or 20 come up in its place.

The second part of your question would you please repeat?

Senator COONS. About contributory liability and whether this is
just a handout to big tech, Shop Safe, that immunizes them from
liability they already have in exchange for nothing meaningful.
That’s been one criticism after the House markup.

Professor KAMMEL. Sure. I don’t believe that. I think it addresses
what I've written about, which is law disruptive technology. This
technology has been wonderful for all of us. Everybody—I'm sure
almost everybody in this room uses e-commerce, but there still has
to be a balance to it. We're sort of reaching that tipping point
where we’ve seen all of these strict products liability cases being
brought because people who are being injured cannot find the seller
of the goods. To flip that back to the secondary liability, it creates
the space where e-commerce platforms do have to proactively do
something to prevent the postings from ever coming up. Brand
owners still need to be involved to help identify what their trade-
marks are, but we find a more balanced meeting between them.

Senator COONS. Thank you. Thank you for indulgence, Mr.
Chairman. I look forward to working with all of you to reform this
further. Thank you very much.

Chair DURBIN. Thank you, Senator Coons. On the floor, we've
started the first of three roll calls. I'm going to go make the first
one, and Senator Blumenthal is going to preside after I recognize
Senator Blackburn.

Senator BLACKBURN. Thank you, Mr. Chairman. Ms. Kammel, I
want to come to you, if I may. Section 230. I know that some online
sellers have used Section 230 as a shield to prevent them from li-
ability. I come from Tennessee. Of course, we have aftermarket
auto parts that copyrights have been infringed. We have things like
Gibson guitars that have been infringed, and not to mention books
that have been published, music.
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You know, when you talk about the auto parts, the engines for
boats and motorsports, things of that nature, what sometimes
we've seen in these cases where online sellers really tried to hide
behind Section 230.

Do you see that specific part of the law as something that is a
potential obstacle to consumers who are trying to get recourse for
having bought something that’s a fraudulent product?

Professor KAMMEL. I'm very aware of Section 230. It’s not an
area that I've spent a significant amount of time researching, but
I do know that the sellers of counterfeit goods will try to hide be-
hind almost anything they possibly can.

Senator BLACKBURN. Oh, yes. Why don’t you take a look at that,
and then weigh back in with us?

Mr. Muderick, let me come to you. Country of origin labeling. I've
heard from so many people that sell online that they think this is
a good thing. Also, from people who buy online because specifically,
they don’t want to be buying products from China, because many
times, they feel like they’re an infringed or a knockoff. Certainly,
in Tennessee with some of our toy inventors, we have had prob-
lems. I'm certain you’ve met with some of these guys. Talk to me
about why that type disclosure and how it can be done so that peo-
ple get the protection and the knowledge, but their privacy is pro-
tected. Why is it a good thing?

Mr. MUDERICK. Sure. I mean, when I was starting a business, I
was making putty and selling it out of my home. When the time
came that I felt like I needed some protection of my privacy of my
home, I got a PO Box. At least there’s a way to trace it back, right?
Then eventually I got an office. There’s ways to communicate to the
customer, a place to go, especially if there’s legal recourse, while
maintaining personal privacy.

In terms of country of origin labeling, obviously it’s required by
law. It’s important for consumers. When I look at these products,
sometimes they have it, sometimes they don’t. Sometimes it will be
in the online listing, sometimes it won’t. Often, it is in conflict with
whatever the online listing says. It’s absolute chaos.

Senator BLACKBURN. Mr. Snowden, I want to go back. Senator
Klobuchar was asking you about protections. I think you might
want to explain. It sounded, in your response, that you do not sup-
port intellectual property protections for U.S. innovators, and that’s
a protection to them under law. When you said you have members
that are for disclosure, members that are against disclosure. Intel-
lectual property protections are very important to this Committee.

Mr. SNOWDEN. I one hundred percent agree with you, and it’s im-
portant to us as well. What I was referring to was Senator Klo-
buchar, she was mentioning her—the self-preferencing part of her
bill, and that’s the part that I said that I was not going to make
a comment on today.

Senator BLACKBURN. Okay. I think that’s it. Let’s go to the coun-
try of origin labeling. Where are your members on that?

Mr. SNOWDEN. The country of origin is a challenge for us, be-
cause sometimes, we may not even know. We don’t touch the prod-
uct in some cases. In other cases, some of our—well, let me back
up. It’s important to recognize that online marketplaces aren’t just
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one company. I think someone said a moment ago, this is about big
tech.

There are small tech online stores, as well. When we try to track
country of origin, a lot of that’s tied up with trade agreements. It’s
also enforced by Border Patrol.

Senator BLACKBURN. Do you think that everyone in the online
marketplace has a responsibility to know what they’re selling and
what theyre bringing to the marketplace? Would you agree with
that?

Mr. SNOWDEN. What they’re selling, yes, but the country of origin
is very difficult.

Senator BLACKBURN. Okay. Mr. Dugan, you want to weigh in on
that?

Mr. DuGAN. This is a 50-State problem, Senator. We have plenty
of homegrown thieves and organized retail crime organizations to
deal with. Transnational organized retail crime is part of this, but
not a major factor as far as we can see right now.

Senator BLACKBURN. Okay. My time has expired. Ms. Kammel,
I'm going to come back to you for a written answer on your com-
ments on law disruptive technology. I think that that would be
helpful as we look at how we’re going to move forward on this issue
and protect U.S. innovators, and protect a healthy, productive on-
line place that consumers can feel and be certain that they know
they’re getting fraudulent, counterfeited products. Thank you.

Senator BLUMENTHAL [presiding]. Thanks, Senator Blackburn. I
will preside while Senator Durbin is voting and recognize myself.

To all the witnesses, thank you for being here today. As the
Chair of the Commerce Subcommittee on Consumer Protection, I've
been focused on the role of the Consumer Product Safety Commis-
sion and our consumer product safety laws, particularly in the
struggle to get online marketplaces to take seriously their responsi-
bility to recall dangerous items.

We have a procedure now to protect people, recall dangerous
products. All too often, the online marketplaces feel they have no
responsibility to inform consumers or to in any way participate in
recalls.

Just as one example, in April 2019, I wrote to Facebook Market-
place and Craigslist about the fact that they were not effectively
preventing the sale of recall products, including Rock 'n Play sleep-
ers that have been linked to 32 infant deaths. They have been lag-
gard, slow inconsistent in taking on responsibilities that other sell-
ers and retailers observe. I am now considering reforms that should
be made that would strengthen the CPSC.

One of them is that we need to make sure online marketplaces
are covered by the product safety and recall laws. Let me ask the
witnesses, all of you, what role you think that the CPSC can have,
along with the FTC, in enforcing these laws. I should just empha-
size we have a lot of good laws. Often, they’re unenforced. We've
spent a lot of time making news laws that are then unenforced.
Frustrating? Yes. Dangerous? Yes. We need to focus on enforce-
ment and give the FTC and the CPSC the tools they need to assure
that the law is more than just dead letter. Let me go down the
panel.
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Mr. MUDERICK. Thank you. I've had conversations with CPSC
and shared my information about the products that we have and
the infringers that we see. I think that CPSC does an effective job
at looking at the ports and bulk shipments that are coming into the
United States, but I think they are very challenged, as is the Post-
al Service, at the single parcels that come through third-party sell-
ers into the United States. It’s just a torrent of small envelopes,
and it’s very hard for them to develop a strategy to interdict them
or prevent them from reaching consumers’ hands. I don’t know. It’s
sort of outside the scope of my knowledge what we might do about
it, but to me, that’s where I see a major problem.

Senator BLUMENTHAL. Ms. Kammel.

Professor KAMMEL. The areas that we research focus primarily
on trademark counterfeiting, and then any overlap with consumer
product safety issues. I think it’s important for platforms or anyone
who is in the business of providing a space for consumers to pur-
chase product that whatever laws are in place, they uphold wheth-
er they're brick-and-mortar or whether they’re an online space.

Mr. SNOWDEN. Senator, I think this is something I would like to
come and talk to you about more. I will share that when we are
notified of recalls or are made aware of recalls, we do pull the prod-
uct down in most cases where we can, and also, we try to inform
the consumer.

In some cases, when you’re trying to inform the consumer, the
product may have been bought two or three years ago, and the
email address, whatever we may have for that particular consumer
we may not have, or they may not be able to be contacted. That
is something that we are working on, and we take it very seriously.

Mr. DuGAN. I apologize, Senator. That’s beyond my role at CVS
Health. I'm not familiar with some of the laws that you mentioned
earlier, but I would assume that we would be in support of any ac-
tion that helps protect consumers.

Senator BLUMENTHAL. Thank you. Let me ask one more question.
You know, one of the obstacles to effective accountability currently
is Section 230, which in effect creates broad immunity for the plat-
forms. Let me ask you, Ms. Kammel, whether you’re familiar with
the impediments of Section 230 to effective accountability to con-
sumers on the part of the platforms. I'm an advocate of reforming
Section 230. We’ve managed in certain discreet areas to do it. We
are proposing additional measures. Senator Graham and I have a
proposal which we’ve introduced in past Congress. It’s called the
Earn It Act. It’s bipartisan. It passed unanimously from the Judici-
ary Committee. Just one example of what we can do to impose
greater accountability if we reform Section 230.

Professor KAMMEL. Thank you for the question. I'm very aware
of Section 230. It’s not part of my current research, but I'm happy
to provide you with some follow-up afterwards.

Senator BLUMENTHAL. That would be great. Anyone else who
wants to add any views on Section 230, I'd welcome it. Thank you.
Senator Hawley.

Senator HAWLEY. Thank you, Mr. Chairman. Thanks to all the
witnesses for being here. Mr. Dugan, I just want to start with you,
if I could. I noticed something in your testimony that I thought was
interesting. You said that much of the problem with counterfeit



26

goods online is due to organized crime in brick stores, in brick-and-
mortar stores, and that organized criminals shoplift from those
stores, and then they turn around and they sell the goods online.
Have I got that right?

Mr. DUGAN. No, Senator. I don’t think I commented on counter-
feit goods. Probably stolen goods.

Senator HAWLEY. Yes, I'm sorry. Yes, stolen. I'm sorry. I intro-
duced the word counterfeit. I mean, the goods online that are sto-
len, and then they steal them from brick-and-mortar stores and
turn around and sell them online. Have I got that right?

Mr. DUGAN. Yes, sir.

Senator HAWLEY. Okay. The New York Times earlier this year
had a story in which you were quoted, I think, as saying, quote,
“Our security officers are assaulted on a pretty regular basis in
San Francisco,” and that San Francisco is one of the epicenters of
organized retail crime. Have I got that right?

Mr. DUGAN. Yes, sir. You do.

Senator HAWLEY. Okay. Can you just say more about that? Be-
cause I think this is something that is—has not been widely re-
ported. It is not widely understood that part of the problem that
we're seeing and counterfeit, or in this case, stolen goods online.
We've got a deluge of these goods and it’s linked also, it now turns
out, to this crime wave that we’re also seeing across the country.
Maybe say something more about that.

Mr. DucGaN. Yes, thank you for that question, Senator. I will
start by saying that this is not a big-city crime, that this occurs in
all 50 states. Thefts of organized retail crime occur just as much
in low-crime suburban neighborhoods as they do in America’s larg-
est cities. I know that’s probably news to a lot of folks, because it’s
not covered on the media as it in some of our major cities.

What I meant to say is, we were talking about San Francisco
specifically. There’s a lot of stolen product there that gets filtered
to other states, specifically like Texas, North Carolina, and New
Jersey. They get a lot of that stolen product from San Francisco.
Like I said when I was trying to make a point was even though
the product is stolen in one area, the problem is statewide. That’s
why we need Federal legislation.

Senator HAWLEY. Right. Like in other words, it could be stolen
from one place, San Francisco, New York, St. Louis, whatever,
wherever. Then it finds its way online. It shows up in online mar-
ketplaces in some context, and it’s competing with legitimate goods,
with goods that are entirely legal online. Then you've got competi-
tion that’s making its way to these online marketplaces that’s due
to organized crime at the brick-and-mortar level, is that fair to say?
Have I got that right?

Mr. DuGAN. That is fair to say, except I would add that it’s un-
fair competition.

Senator HAWLEY. Right. Yes, exactly.

Mr. DUGAN. They're getting the products for much, much cheap-
er. That’s what our team does. We track these investigations State
to State, all across the country, and then ultimately, it leads us to
the same place, which is an online marketplace, which is why we're
looking for your help today.
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Senator HAWLEY. What do you think is the best way for this body
to address that phenomenon?

Mr. DuGAN. I think the swift passage of the Inform Act is a vital
first step.

Senator HAWLEY. Very good. Thank you for that. I want to turn
to the Amazon self-preferencing question here for a moment. Mr.
Muderick, I think that you testified to Senator Klobuchar earlier
that your product in particular, that Amazon for a while had an
Amazon Basics knockoff of your product. Have I got that right?

Mr. MuDERICK. That’s correct.

Senator HAWLEY. It’s now been taken down. Is that right?

Mr. MUDERICK. It was taken down, only because it I'll say ac-
cidentally infringed on some of our registered trademarks.

Senator HAWLEY. I see. I just want to highlight this problem be-
cause I think it’s so central. Last year, The Wall Street Journal re-
ported that Amazon collects detailed data about merchandise, so
Amazon can create copycat products. They did that with your prod-
uct, it sounds like. The Report—The Wall Street Journal report
said this was standard operating procedure. Amazon denied that.
They said they had procedures in place banning the practice. Has
that been your experience, Mr. Muderick?

Mr. MUDERICK. I do not have any insight into how Amazon
makes their decisions, but I was aware that the four-pack that they
created, or six-pack that they created bore a striking resemblance
to another unique item that we had on Amazon.

Senator HAWLEY. It doesn’t seem that you’re the only one. Em-
ployees in the same report said that the procedures that Amazon
referenced weren’t enforced, and in fact, Amazon encouraged em-
ployees to break those procedures. Then last month, Reuter’s re-
ported that Amazon’s own internal documents reveal it’s still doing
the same thing. The Markup has reported evidence that Amazon
is systematically rigging its search engine to return results for its
copycat products over producers like you, Mr. Muderick.

I just want to drive home the point that we can talk all day
about the problems of counterfeit goods, and those are significant,
but that’s not going to make a huge dent, I don’t think, unless we
do something about the self-preferencing on these platforms.

I've introduced legislation that would prohibit this self-
preferencing. I've joined legislation by Senator Klobuchar and Sen-
ator Grassley that heads in the same direction, and I just want to
underline that I think that is absolutely vital that we tackle this
issue.

Last thing, Mr. Muderick, in my few remaining seconds here. As
Senator Blackburn was asking about some of the country of origin
issues, and I want to just highlight this. Your product, tell us about
the problem of counterfeiters using high-strength magnets in some
of the knockoffs of your product. I think that these were not goods
that were not made in the United States of America, is that right?

Mr. MUDERICK. That’s right. These samples I have here, which
I ordered last week, were not made in the United States. Some of
them do have producer markings. This one says made in China.
This one says nothing at all. They do contain these high-strength
magnets which cause significant hazard to children when they're
playing with this product.
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Senator HAWLEY. Absolutely. I just want to underline that we’re
talking a lot right now about supply chain and manufacturing
issues, which is absolutely important given our supply chain crisis.
I think what we’re also seeing in this context is that when giant
companies like Amazon help hock foreign counterfeits, these are
counterfeits. They’re made abroad. Parents don’t usually have any
way of knowing this. It’s very difficult to find out. They’re not only
endangering children. Theyre also taking jobs away from people
like you and your company that are made here in this country and
putting American kids at risk, as well as our own economy.

We need to find ways to push back against this simultaneous
problem of counterfeiting, of misrepresentation of goods, and also
frankly offshoring. Thank you for bringing that to our attention,
and thank you, Mr. Chairman.

Chairm DURBIN [presiding]. Thanks, Senator Hawley. Senator
Hirono.

Senator HIRONO. Thank you, Mr. Chairman. I thank the panel-
ists. Mr. Dugan, you mentioned that you think that the Inform Act
should be passed as quickly as possible. My understanding is that
the House version of this act changed the date when the consumer
receives information about the product to after the point of sale. Do
you support that change?

Mr. DuGaN. I support both the House legislation and the com-
panion here in the Senate. I'm not an expert or legislator, so I'm
going to kind of leave that to the legislators, if I could, Senator. I
do support

Senator HIRONO. Doesn’t it make more sense to get the informa-
tion to the consumer before the consumer purchases the item?

Mr. DUGAN. Yes. Yes. I prefer—I support that, yes.

Senator HIRONO. Since Mr. Dugan supports the passage of the
Inform Act, do the other panelists also support the passage of this
act? Please.

Mr. SNOWDEN. Senator, we have not weighed in with official sup-
port. Right now, we still want to work with the Committee to fine-
tune some things in the bill, particularly the verification timelines
and thresholds which are very important.

Senator HIRONO. It sounds as though you support the concept of
disclosure information.

Mr. SNOWDEN. Correct, in any form.

Senator HIRONO. Yes.

Professor KAMMEL. Yes, I do.

Mr. MUDERICK. Yes, I do.

Senator HIRONO. Thank you. Mr. Muderick, you have brought to
the attention of these online sellers, maybe Amazon that they have
online unsafe products, and they don’t take it down. You've been
asked a number of questions relating to Section 230. I'm wondering
where the online platform receives money for advertising the prod-
uct, whether they should be exposed to a liability? What do you
think? Any of you.

Mr. SNOWDEN. I'm not sure if I fully understand your question,
Senator. Can you

Senator HIRONO. Right now, Section 230 pretty much protects
the online marketplace of Google and, you know, Amazon. Let’s
just use Amazon—that whatever is the content, they have no re-
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sponsibility for monitoring or doing anything, disclosing anything.
I am cosponsor of, what is it, the Safe Tech Act, which requires
that in certain instances, these platforms will not have the benefit
of liability protection. One of the instances would be if they actu-
ally receive money for that item to be advertised on their plat-
forms.

Mr. SNOWDEN. Section 230 allows us to actually take down the
content. That’s why it’s so vital that we have that liability protec-
tion. Anything that would harm or dilute that protection would be
a concern of ours.

Senator HIRONO. Except that if the platform does not take down
this product as was the case with Mr. Muderick, then shouldn’t
there be some liability attaching? Because right now, there’s noth-
ing that really requires these platforms to take those kinds of pre-
cautions. If they want to, they can. If they don’t, they still get the
liability protection.

Mr. SNOWDEN. No. Actually, ma’am, there is law now that says
if we are notified of something we have to take it down, and that
is required. We do that.

Mr. Muderick, I don’t know all of his examples and I'm not famil-
iar with everything. This is the first time I'm hearing about it, so
I can’t comment on exactly what he’s saying. I can tell you that
there is existing law that says if we’re notified about something, we
must take it down.

Senator HIRONO. That is surprising, because this Committee has
had other hearings where certain video, for example, is very harm-
ful, very—the platform is asked to take down a video. For example,
a father whose daughter was shot and killed online, that video. He
kept asking the platform to take down the video, and they never
took it down. I don’t understand your comment, that if you are re-
quested, you have to take something down.

Mr. SNOWDEN. An example Mr. Muderick said was there were
products that were infringing on his trademarks. In those cases,
that information, once we’re notified of that, there’s precedence
there. There’s law there that says we have to take it down. That’s
notice and comment.

Mr. MUDERICK. If I may.

Senator HIRONO. Yes.

Mr. MUDERICK. On a monthly basis, we would send in lists of
product which did not infringe our marks but were obviously in vio-
lation of Federal safety standards. On a monthly basis, we would
follow-up with the same list of not only the same products, but
even many cases, the same exact listing that had not been taken
down.

Senator HIRONO. I am among the many Members of this Com-
mittee who are looking at the Section 230 immunity provisions to
make some changes. I realize that every time we do that, I think
there might be unintended consequences. The bill that I mentioned,
Safe Tech Act, seeks to really define those instances when that im-
munity is not available. I'm going to continue to pursue that. I
would ask the panelists to take a look at the Safe Tech Act. Thank
you, Mr. Chairman.

Chair DURBIN. Thank you, Senator Hirono. Senator Cruz.



30

Senator CRUZ. Thank you, Mr. Chairman. Mr. Dugan, over the
last several years, we've seen repeated efforts in Democrat-con-
trolled cities and states to effectively decriminalize theft. Cali-
fornia, for example, said that any theft under $950 is no longer a
felony. We won'’t arrest you if you're under that dollar figure.

A recent NBC News article stated that both CVS and Walgreens
say shoplifting in San Francisco outpaces thefts at their stores
across the country. Pretty common sense. If you remove or greatly
reduce the penalty for stealing things, theft gets worse.

What exactly are the figures for nonemployee theft in CVS stores
around the country. In particular, how do the rates of theft differ
in jurisdictions with so-called progressive prosecutors who decline
to prosecute shoplifting versus jurisdictions where law enforcement
is enforcing laws against theft?

Mr. DuGAN. Thank you for that question, Senator. Unfortunately,
I'm not going to be able to disclose CVS financial information about
loss. If you'll allow me to comment. This is not a big-city problem,
right? Decriminalization is contributing to the problem. You're
right, sir.

Senator CRUZ. Is there more theft in San Francisco than else-
where?

Mr. DUGAN. No, sir.

Senator CRUZ. There’s not?

Mr. DUGAN. Relative to the amount of stores and market share
that we have, it’s higher, but

Senator CRUzZ. NBC News was wrong when they said that.

Mr. DUGAN. I can only speak to what I see every day in the
ground center, and I follow these criminals day to day from State
to State and city to city.

Senator CRUZ. CVS would support other jurisdictions legalizing
shoplifting up to $950?

Mr. DuGAN. CVS does not support legalizing shoplifting, Senator.

Senator CRUZ. Why not? Why not?

Mr. DUGAN. We're not going to endorse criminal activity.

Senator CRUZ. You're saying it has no effect.

Mr. DUGAN. I never said it had no effect.

Senator CRUZ. You said there’s not worse shoplifting in San
Francisco. I find that highly——

Mr. DUGAN. That doesn’t mean no effect, Senator.

Senator CRUZ. Does it have an effect or not?

Mr. DUGAN. Yes, of course it does.

Senator CRUZ. What’s the effect?

Mr. DUGAN. The effect is shoplifting is completely different than
organized retail crime. If you're talking about shoplifting, that’s a
whole different dynamic than organized retail crime, or less retail
crime

Senator CRUZ. My question is what’s the effect? You guys have
the data.

Mr. DUGAN. I'm not sure I understand your question, Senator. Is
there effect—do we take losses to shoplifting? Yes, like every other
retailer, we take a loss.

Senator CRUZ. Are they greater in jurisdictions that effectively
legalize it?

Mr. DuGAN. No, they’re not.
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Senator CRUZ. Then why would you oppose every jurisdiction le-
galizing shoplifting? Your answer’s not making any sense, sir.

Mr. DuGAN. I respectfully disagree. I think I'm making perfect
sense. What I'm saying, Senator, is this crime goes to all 50 States.
It’s not a big-city problem. Absolutely not.

Senator CRUZ. Why would you oppose every jurisdiction legal-
izing shoplifting? Sir, why would you oppose every jurisdiction le-
galizing shoplifting?

Mr. DucaN. Why are we not going to oppose legalizing shop-
lifting?

Senator CRUZ. Why—yes.

Mr. DucaN. No, we’re not going to do that, Senator. We're not
going to endorse criminal activity. Shoplifting is a different dy-
namic than organized retail crime, and what I'm here to testify
about today is that organized retail crime effects every city includ-
ing the major cities in Texas.

Senator CrRUZ. All right. That’s really quite remarkable. That’s
really quite remarkable. Let me ask a different question, which is
you go into great detail about organized criminal organizations. I
want to point to something in Ms. Kammel’s testimony where she
sites the work of J.P. Kennedy. He’s written a lot on the subject
of theft.

One scholarly article that Mr. Kennedy wrote, “Functional redun-
dancy and response to employee theft within small businesses”, has
an interesting paragraph on the second page which is relevant to
this discussion.

It says, quote, “It has been estimated that employee theft within
the United States is ten times more costly than all forms of tradi-
tional street crime, and that it cost victimized businesses in the
U.S. economy as much as $400 billion a year. Furthermore, em-
ployee theft is estimated to cost victimized businesses significantly
more than nonemployee theft within the same businesses.”

In your experience, what is the relative magnitude of employee
theft versus nonemployee theft for retailers?

Mr. DUGAN. My scope at CVS, Senator, is to investigate the ex-
tergalspart of the theft. I don’t have the internal figures necessarily
at CVS.

I will say overall as a president of the Coalition of Law Enforce-
ment in Retail that internal theft is down. I could certainly provide
you a report with those figures attached to it, Senator, if you’d like
me to.

Senator CRUZ. Do you have any judgment as to which is bigger,
employee theft or nonemployee theft?

Mr. DUGAN. I might be a biased opinion there, Senator, because
I'm on the street every day working out organized retail crime. I
see the harm that it does every day, why we need this Federal leg-
islation. So I see it. I see it——

Senator CRUZ. Sir, with all respect, I'd like you to answer my
question. Do you have any judgment as to which is bigger, em-
ployee theft or nonemployee theft? In particular, Mr. Kennedy says
employee theft is ten times larger.

Mr. DuGAN. No, I would disagree with that assessment.

Senator CRUZ. Okay. Do you have any judgment as to which is
bigger, employee theft or nonemployee theft?
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Mr. DUGAN. Most recently over the last spread of this epidemic,
I would say nonemployee theft.

Senator CRUZz. Okay. Thank you.

Mr. DUGAN. You're welcome.

Chair DURBIN. I want to thank the witnesses for coming in today
and testifying. It was an interesting panel and drew a large part
of our Membership here on the Senate Judiciary Committee. We
have Committee jurisdiction issues which suggest that the Senate
Commerce Committee has jurisdiction over this issue. We have ju-
risdiction over Senator Coons’ aspects of it. That’s ours to worry
about.

The problem is real, and we now have all the major players on
board apparently toward doing something about it. I'm going to do
my best, though not—it won’t go through this Committee, to en-
courage the Commerce Committee to join with us in this effort.

I thank you for lending your voices to it. It’s been 13 years for
me since I first saw those Home Depot drills and realized what was
going on out there. That’s a long time to wait for an answer, maybe
not by Senate standards, but by normal human standards.

Thank you for joining us today, and with that, the Senate Judici-
ary Committee stands adjourned.

[Whereupon, at 11:38 a.m., the Committee was adjourned.]

[Additional material submitted for the record follows.]
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Chairman Durbin, Ranking Member Grassley and members of the Committee, thank you for the
opportunity today to testify on the massive growth of organized retail crime and its impact on
consumers, retail colleagues, and community retailers.

My name is Ben Dugan, and | am the Director of Organized Retail Crime and Corporate
Investigations at CVS Health. In addition to our role as a retailer in thousands of communities
across America, CVS Health is the leading health solutions company, delivering care and
improving the health of communities across America through our iocal presence, digital
channels, and 300,000 dedicated colieagues. Where and when people need us, we help them
with their health by improving access, lowering costs and being a trusted partner for every
meaningful moment of heaith.

I am certified as an expert in Organized Retail Crime and Diversion by the U.S. Department of
Justice and hold additional certifications as a Law Enforcement Instructor, a Certified Forensic
Interviewer {CF1), and in E-Commerce Investigative Methodologies. | have over 30 years of retail
loss prevention experience in investigating organized retail crime offenders for large retail
chains, catalog-based sellers, pharmacy, and specialty retailers.

| also currently serve as President of the National Coalition of Law Enforcement and Retail
(CLEAR), a non-profit, non-partisan national association founded in 2008 by law enforcement
and retail loss prevention professionals who saw the need for greater collaboration in the face
of increased organized retail crime. The Coalition provides a forum for public and private sector
members, with experience in a wide variety of public safety initiatives, to support collaborative
efforts to improve the safety of our communities and advance retail loss prevention.

Over my 30 years of investigating organized retail crime and assisting prosecutors, | have
provided expert testimony in dozens of high-profile criminal cases and led efforts to dismantle
some of the largest organized retail criminal organizations ever apprehended in the United
States. My job every day is to prevent organized retail crime in our stores to create a safe
environment for our colleagues and customers.

In my testimony today, | will focus on key themes related to the size, scope, and impact of
organized retail crime. | will provide some examples of how organized retail crime affects CVS
Health and our efforts with law enforcement to curtail this activity. Finally, | will speak to
actions Congress can take to assist retailers in our work to protect our colleagues and
customers.

The sale of stolen goods via online marketplaces is increasing rapidly, representing a serious
threat to legitimate businesses of all sizes and subjecting our colieagues and in person and
online shoppers to real harm. Organized retail crime has been on the rise for more than a
decade and has grown enormously in the last year and a half. Criminal networks have taken
advantage of the COVID-19 pandemic and the steep rise in online purchases to prey on
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Amazon claimed to not possess any of the requested information. It was only after the Sheriff's
Department issued search warrants to banks associated with Mr. Drago that it became
apparent the D-Luxe operation was much larger than initially thought and depended on
Amazon.

Mr. Drago and his wife were involved in a nearly $40 million operation which operated at least
two Amazon accounts, selling more than $5 million a year in stolen goods on Amazon and
through multiple other Amazon sellers. Amazon suspended one of their accounts in 2019, but
did not close the other accounts operated by Mr. Drago or the associated sellers until weeks
after the CVS Health investigation resuited in his arrest and seizure of the stolen goods.

This year we are on target to resolve more than 70 cases involving approximately $104 million
in fraud related to the reselling of stolen goods on Amazon. At least one of these cases will be
larger than the Drago operation.

The examples | have provided here are a small sample of what retailers face with regard to
organized retail crime. This activity is not specific to CVS Health or to a single category of
products. Speaking in my role as president of CLEAR, | can verify that this problem impacts
businesses of all sizes and virtually every category of retailer: pharmacies, grocers, home
improvement, health and beauty, clothing, and department stores. No retail business or
product is immune.

Retailers spend billions collectively each year on security and loss prevention, but we are being
overwhelmed by criminal networks who know they can quickly, easily, and anonymously sell
stolen products online for a huge profit.

State and local governments also are recognizing the problems created in their communities by
organized retail crime. As an example, the City of San Francisco formed a task force following
the San Mateo case. CVS Health is working closely with the city’s Board of Supervisors and local
law enforcement to address organized retail crime in the area going forward.

State Attorneys General have also come forward to discuss the link between organized retail
crime and other criminal operations. Several state Attorneys General have announced task
forces to bring together state and local resources, including faw enforcement, to increase
awareness and tackle these issues.

One example is lllinois where, in announcing the state task force, lllinois Attorney General
Kwame Raoul stated, “Organized retail crime is a multibillion dollar per year industry, but
more important than the financial cost is the danger organized retail crime poses to our
communities. These brazen, violent crimes are committed by sophisticated criminal
organizations that are involved in drug trafficking, human trafficking and other serious
crimes.” Attorneys General of other states, including Arizona, Florida, Georgia, New Mexico,
Pennsylvania and Utah are also leading on this issue, as well as the Attorney General Alliance.
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3. Current State of Secondary Liability for Trademark Counterfeiting and
Opportunity Structure

In an article T authored with Jay Kennedy,? Daniel Cermak,* Minelli Manoukian,® we
discuss the legal landscape that currently exists in respect to secondary liability for
trademark counterfeiting and why it does not apply to the current state of sales of
counterfeit goods by third party sellers online.?* First, secondary liability for trademark
infringement was initially created to address infringement in a brick-and-mortar
setting. The current doctrine of secondary liability is based on Inwood Labs v. Ives® and

was later applied to other cases involving “service providers”, such as flea markets.?

Here, in our research, we introduce social science theory related to the opportunity
structure of persistent risky activities to understand where secondary liability for
trademark counterfeiting should apply.”® Applying this theory, we explain how the
opportunity structure for counterfeiting occurs when consumers and counterfeiters
potentially interact in spaces where guardianship to protect the consumer, and by

extension the brand, is weak.
a. Brick-and-Mortar Space: Guardians

In the brick-and-mortar space, the entity that is best suited for guardianship is the place
manager, since they control the physical space of the flea/market or mall.® Others of

19 Jay P. Kennedy is the Assistant Director of Research for the Center for Anti-Counterfeiting and Product
Protection and an Assistant Professor in the School of Criminal Justice at Michigan State University.

» Daniel Cermak, Esq. is Court Officer/Research Clerk for the 30 Circuit Court in Michigan and is a
recent graduate of Michigan State University College of Law and previously worked as a Legal
Researcher for the Center for Anti-Counterfeiting and Product Protection.

2 Minelli E. Manoukian, Esq., is a Deputy Prosecuting Attorney in Allen County Indiana, is a recent
graduate of the Michigan State University College of Law, and previously worked as a Legal Researcher
for the Center of Anti-Counterfeiting and Product Protection.

2 See Kammel et al, supra note 3 (acknowledging the rescarch assistance of Deepu Karchalla (MSU, BA
expected 2021); Joseph Longo (MSU, BA 2020), and Tyler Armstrong (J.ID. expected 2022)).

3 Inwood Labs. v. Ives Labs., 456 U.S. 844 (1981) (discussing “if a manufacturer or distributor
intentionally induces another to infringe a trademark, or if it continues to supply its product to one
whom it knows or has reason to know is engaging in trademark infringement, the manufacturer or
distributor is contributorily responsible for any harm done as a result of the deceit.” Id. at 854.

# Kamimel ct al, supra note 3, af 237 (discussing Hard Rock Cafe Licensing Corp. v. Concession Servs.,
Inc., 955 F.2d 1143, 1143 (7th Cir. 1992)).

2 Kamimel at al, supra note 3, at 229.

% d. at 239.
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course can help educate consumers, or report counterfeiting, but secondary liability
here should rest with the entity that should have the most responsibility for control in

this space.
b. Brick and Mortar Space: Disrupting Opportunity

When viewed as an opportunity structure, disruption of a counterfeiting scheme
requires that only one leg of the triangle be removed in order to substantially decrease
the likelihood that the counterfeiter will be successful in their scheme.” Disruption can
be done through guardians either protecting the consumer (through
education/awareness), protecting the brick-and-mortar location such as the flea
market/mall (through monitoring, walk throughs, surveillance, responses to
complaints) or protecting against the counterfeiters (through pre-screening, monitoring
for repeat counterfeiters, checking IDs or other activity).® However, in spite of high
levels of guardianship, some motivated offenders will continue to persist with their

schemes.”

It does not mean that every instance of a counterfeit in a flea market or mall equates to
secondary liability for trademark counterfeiting, but this concept sets a standard for the
brick-and-mortar marketplace to take care to protect registered marks and consumers.
The example of this application to the case law can be seen in Hard Rock Cafe v.
Concessions Services.®

c. The Tiffany v. eBay Case

In 2010, the Second Circuit decided the Tiffany v. eBay case.® In Tiffany, the court noted
the extension of the Inwood test to service providers, such as the flea market owners in

Hard Rock, and then also noted that they were the first to apply this test to an online

7 Id. at 239-240.

B Id.

2 Id.

3 Hard Rock Cafe Licensing Corp. v. Concession Servs., Inc., 955 F.2d 1143, 1143 (7th Cir. 1992) (using the
Restatement of Torts to note that the flea market owners would be liable for torts committed on their
property when they knew or had reason to know that someone on the property was using it tortiously) at
at 1148-49 (citing RESTATEMENT (SECOND) OF TORTS § 877(c), cmt. d (AM. LAW INST. 1979)).

# Tiffany (NJ) Inc. v. eBay Inc., 600 F.3d 93 (2d Cir. 2010); sce also Kammel et al, supra note 3, at 241-44
(discussing Tiffany v. eBay).

Testimony of Kari Kammel, November 2021 7
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using the e-commerce platform as a place to hide from detection and reap illicit

economic benefits.#

In the opportunity structure triangle, e-commerce platforms have varying levels of
influence over product counterfeiting schemes by de-motivating sellers of counterfeits
on their sites, protecting consumers by deterring potential infringers or assisting
consumers in protecting themselves from victimization, and controlling the conditions
that allow illicit actors and consumers to come together and interact.*? As a result, when
one or more of these three roles are not undertaken and fulfilled in an online
marketplace, the opportunity for interaction between the counterfeiter and consumer
increases, via the offered sale of a counterfeit good, thereby making counterfeit

transactions more likely.**

The operators of online marketplaces can significantly mitigate opportunities for the
sale of counterfeit goods on their platforms by acting as guardians or controllers,
engaging in proactive activities and implementing policies that target motivated sellers
of counterfeit goods and suitable targets.* With regard to addressing motivated sellers
of counterfeits, platforms have the ability to identify potentially infringing listings and
proactively embargo or reject these listings.*® These activities can disrupt the

opportunity for third party sellers to sell counterfeits to consumers. See Figure 1.

4 Kammel et al, supra note 3, at 30 (citing Jeremy M. Wilson & Rodney Kinghorn, A Total Business Approach
to the Global Risk of Product Counterfeiting, 10 GLOBAL EDGE BUS. REV. No.1, 1-6 (2016)).

42 Kammel, et al, supra note 3, at 231.

B4

4 1d. at 248-249 (citing to John E. Eck et al., Risky Facilities: Crime Concentration in Homogeneous Scts of
Establishments and Facilities, 21 CRIME PREVENTION STUDS. 225, 240 (2007); Jay P. Kennedy, Sharing the Keys
to the Kingdom: Responding to Employee Theft by Empowering Employees to Be Guardians, Place Managers, and
Handlers, 39 J. CRIME & JUST. 512, 519 (2015)).

45 1d. at 249.
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4. Law Disruptive Technology

As Thave described the online marketplace phenomena as law disruptive technology,*
I believe it is important that proposed legislation needs to take this into account in
several ways. First, we should anticipate rapid, exponential, technological growth and
change. Second, sizes of online marketplaces will vary, grow, expand, and may even
look very different ten years from now with what we see today. Their profits, access to
technology and how much they proportionally decide to invest in it to deter
counterfeiters will also vary widely. Most importantly, any new laws should take this
into consideration, so online marketplaces can respond with iterative changes in
protecting consumers and brands using appropriate current technology and other
methods, as to not simply become a compliance check.

5. INFORM Consumers and SHOP SAFE Address Issues Regarding the
Imbalance of Preventing 3rd Party Sales of Counterfeit Goods on E-Commerce

Three pieces of legislation have recently been introduced that reflect the growing
urgency for Congress to address the issue of the sale by third party sellers of
counterfeits on e-commerce: the INFORM Consumers Act (S. 936 / H.R. 5502), the SHOP
SAFE Act (S. 1843/ HR. 5374), and the SANTA Act (S. 3073 in the 116" Congress).*
While all different, they all seek to require e-commerce platforms to proactively take
action to stop third party sellers from selling counterfeits.® These bills should not be
considered as competitive with each other, but as multiple avenues for tacking this

complex issue.

For example, both INFORM Consumers and SHOP SAFE provide provisions for
marketplaces to identify sellers and to share this information with consumers with

+ Kari Kammel, Examining Trademark Counterfeiting Legislation, Free Trade Zones, Corruption gnd Cultyre in
the Context of Ilicit Trade: The United States and United Arab Esmirates, 28 MICH. STATE INT'L L. REV. 210-235
(2020); William Sowers, How do you Solve a Problem like Law-Disruptive Technology?, 82 L. & CONTEMP.
PROBS. 193-214 (2019); Zacharia & Kammel, supra note 14, at 121.

+ See generally, Zacharia & Kammel, supra note 14.

5 Zacharia & Kammel, supra note 14, at 93.

Testimony of Kari Kammel, November 2021 1:
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some limitations for size of sellers and privacy concerns.”" Additionally, both of these
bills have protection of consumers in mind, but have different enforcement
mechanisms.® Both bills also have reporting mechanisms not now available for
consumers to report suspected counterfeit product.® From my perspective, one of the
single most important perspectives on both INFORM Consumers and SHOP SAFE is
the proactive requirements, as the current state of the law only requires response to
“specific knowledge” or a notice and takedown procedure, which as stated above does
not help to disrupt the opportunity triangle for the sale of counterfeit goods, but only

reacts to it once that meeting in time and space has occurred.

While legislation is never the entire solution and a holistic, multi-pronged approach to
dealing with this issue is required, legislation is essential to (1) balance the obligations
of brand owners and e-commerce platforms in this space, (2) address “law disruptive
technology”, or the imbalance due to the shift from brick and mortar environments to
an online e-commerce space that the law did not foresee, and (3) provide consumers

more protection and avenues in which to report suspected counterfeit goods.

Recommendations

My recommendations are to:

1. Support the INFORM Consumers and SHOP SAFE bills.

2. Support continued and expanded collaborations and method development
regarding data sharing between academia and other stakeholders in this space to
share the burden related to the exchange of information that support legislative

initiatives; and

5 INFORM Consumers Act, H.R. 5502 (2021), at Sec. 1 (verification and disclosure requirements), Sec.
1(b)(2) (exceptions); SHOP SAFE Act of 2021, S. 1843, (2021), at Sec. 2(a) (verifying documentation).

32 INFORM Consumers, supra note 51 (providing a violation of Unfair and Deceptive Acts or Practices
under the Federal Trade Commission Act (15 U.5.C. 57a(a)(1)(B)) to be heard before the Federal Trade
Commission); SHOP SAFE, supra note 51, at Sec. 2 (providing a cause of action for contributory lability
for trademark infringement as an amendment to the Lanham Act for e-commerce platforms to be litigated
with civil suits).

53 INFORM Consumers, supra note 51, at Sec. 1(b)(3) ; SHOP SAFE, supra note 51, at Sec. 2.

 See Kamumel et al, supra note 3, at 254.
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3. Expand knowledge on the trade in counterfeit goods, brand protection, and anti-
counterfeiting responses in order to address the critical gap in research on the
global trade in counterfeit goods, including the nature and scope of the sale of

counterfeit goods on the online marketplace, to better inform policy.

Thank you for the opportunity to participate in this hearing on this very important issue
for intellectual property rights holders and U.S. consumers.

Testimony of Kari Kammel, November 2021 14
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risks are few, to take advantage of consumer faith by selling counterfeit or unsafe products that may
not comply with federal safety standards. When harm occurs, there is almost no recourse for
consumers.

| created the world’s first magnetic putty. It is a putty toy that crawls over to a magnet as if it was alive!
It was a tremendous commercial success and differentiated us from competitors. They say imitation is
the finest form of flattery, but | became extremely concerned as counterfeiters, infringers, and knock-
offs flooded the marketplace. Around 2017 | noticed that magnetic putty sales began to decline
precipitously coinciding with the appearance of many infringing and knock-off products offered in
online marketplaces. In addition to my concern over lost sales, and my scrambie to dedicate resources
to beating back infringers of our trademarks and copyrights, | became increasingly concerned that
almost every one of the competing products did not comply with mandatory federal safety standards.

After many years and significant resources expended, the number of products infringing our marks
dropped significantly but not the sale of non-compliant similar products. The producers of competing
products had learned a path of least resistance: sell products that don't infringe on our intellectual
property but remain in violation of federal safety standards. While the number of illicit products in the
marketplace did not change, we no longer had recourse against them as online marketplace systems
are designed to focus on rights-holder issues but not issues related to non-compliance with safety
standards.

Today, | have brought with me products | purchased last week from two of the largest online
marketplaces in the United States. | also brought independent third-party laboratory results showing
their non-compliance with mandatory federal safety standards. Our company has done this testing at
our own expense, communicated this non-compliance to online marketplaces numerous times, and
followed up with them repeatedly. Nonetheless, these products remain available for sale. They are
purchased in the hundreds of thousands by unsuspecting consumers. Buying them online, for speedy
delivery in time for this hearing, was no problem at all.

Our compliant product was developed through extensive investment in R&D. It contains a magnet of
low strength considered safe by federal standards. The non-compliant products contain loose, as
received, high-strength hazardous magnets which are not legal to sell in products for children below the
age of 14. You will note that the product packaging and the online listings for these products, which |
have provided to the committee, use language such as ‘Safe for Ages 3+ or ‘Safety tested’. The listings
include photos of children as young as toddlers playing with the products.

Why you may ask are these magnets not considered safe? One reason is that accidental ingestion of
these types of magnets causes serious internal injuries in many children, debilitating lifelong disability
in others, and, unfortunately, numerous fatalities have been documented. Another hazard is that their
magnetic strength is so high, they destroy themselves when drawn to each other. You can see in the
photo and video | have provided that two of these magnets not only shatter into razor sharp shards
when they collide, but due to the nature of their materials, will spark and have the capability to start a
fire.

If my words, or my demonstration here, backed up by third-party laboratory results aren’t enough, you
need only look at the consumer reviews of these products which are publicly available in the online
marketplaces. | have taken screenshots and submitted many of these to the committee.

An example: “The magnet broke while i was showing this off to a friend as he was pulling them apart!
Sliced open his finger. | do not recommend this to anyone. ”
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This is the story of one product, amongst a sea of millions, available in online marketplaces. 1
encourage my colleagues in all industries to share with the committee their own stories of counterfeit,
infringing, and non-compliant products. These dangerous goods exist, not only across children’s
products, but also across the entire universe of consumer goods.

Unfortunately, consumers remain largely unaware of the scope of counterfeit and non-compliant
product being sold through some online marketplaces and are unknowingly bringing these unsafe items
into their homes. Counterfeiters have become increasingly adept at blending in and hiding on these sites
making it difficult for consumers to differentiate between counterfeit and legitimate products. They use
tactics such as categorizing the product under a rights holder’s brand name, piggybacking on legitimate
listings, using keywords, paid advertising, and pricing at the same or even higher than legitimate
products.

This creates a situation where the true source of the product is not what the consumer is led to believe.
When that consumer receives a non-compliant or counterfeit putty believing it is legitimate Crazy
Aaron’s Thinking Putty® and that counterfeit product does not meet their expectations for guality and
safety, the disappointed consumer may never buy from my company again based on that experience.
Our customer service reports these incidents regularly but we will never know the true cost of this
misappropriation because the vast majority of consumers do not reach out to us directly to express their
disappointment.

Currently, online marketplaces lack an effective, proactive, transparent process for screening sellers or
products that are offered by sellers. Instead, the burden of enforcement disproportionately relies on
rights holders like me and consumers to police and report infringement or regulatory safety concerns.
The current system places no responsibility on the foreign seller or the marketplace and instead requires
that rights holders scour online marketplaces and investigate, report, and prove infringement to the
marketplace selling platforms before illicit items are removed. This causes delay, allows sales of illicit
goods to unsuspecting consumers, and puts the responsibility and expense on brand owners. if my team,
organized and operating for years on a single product have had no success, what chance does a lone
consumer have? It feels like a never-ending game of whack-a-mole — as soon as one listing is taken
down, the seller pops back up under a different listing. This problem is compounded because
marketplace processes vary, forcing rights holders to constantly navigate different, and often changing,
marketplace enforcement procedures. This process removes the initial burden from the seller and
without basis further gives the sellers the benefit of the doubt, to the detriment of rights holders and
consumers.

Proactive procedures must be the first line of defense to protect consumers and businesses like mine
from these illicit third-party sellers. Verifying the identity of sellers and disclosing basic seller information
to consumers are good first steps in addressing this issue. Verification and disclosure make it easier to
track and suspend bad actors and makes it easier for consumers to actually be able to contact them if
they receive a product that does not meet their expectations or even worse, causes harm. If there is no
verified contact information, there is no ability for a rights holder, consumer, or law enforcement to trace
and enforce at the source.

Some opponents have argued that requiring sellers to provide information to verify their identity would
be burdensome and impede their business growth. From my perspective, it would be much less
burdensome to provide basic information like my government ID, address, and tax ID than spending
countless hours and expending valuable resources to track down bad actors to protect my brand
reputation from counterfeit versions. If | need to provide this information to the bank where the money
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from my product sale is deposited, why is it so burdensome to share this information with the
marketplace itself?

As it stands today, legitimate toy brands such as mine are playing by one set of rules and anonymous
third-party sellers that exploit marketplaces are playing by another set of rules or are not playing by the
rules at all. This harms both consumers and toy businesses large and small who are trying to bring safe,
fun, and educational toys to market. More needs to be done to ensure that illicit third-party sellers are
not able to take advantage of the current online marketplace environment and sell products that can
pose serious health and safety risks.

Thank you for opportunity to share my experiences and perspective with you. | look forward to
answering any questions.
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Chairman Durbin, Ranking Member Grassley, and Members of the Committee, on behalf of
Internet Association (IA)* and the U.S. internet industry, thank you for the opportunity to
appear before the Committee today to discuss how online platforms are partners in the fight
against illegal and counterfeit goods, retail theft, and protecting consumers from bad actors

online.

Online marketplaces and platforms are the virtual main streets that have brought
unprecedented choice to consumers, as well as a broadening market for entrepreneurs and
small businesses. In households across America, consumers use online marketplaces and
platforms to purchase essential goods without having to leave their homes, sell equipment,
clothes, or electronics to someone who can put them to better use, and find new artists and
vendors to decorate their homes—all with a click or swipe on a screen. The convenience and
ease of access to goods that online platforms and marketplaces provide benefit everyone—

consumers, small sellers, the creative community, big box retailers, and everyone in between.?

While the vast majority of online sellers and goods sold online are legitimate and have been a
lifeline for people during the COVID-19 global pandemic, the internet industry recagnizes that
online systems have created new challenges for brand owners, rights holders, retailers, and
consumers. Counterfeiting and retail theft are not new problems created by online platforms
and marketplaces. As my testimony will demonstrate, we are on the right path to addressing

these challenges on internet marketplaces and platforms.

Internet companies prohibit the sale of illegal or counterfeit goods on their online platforms

and marketplaces. IA’s member companies invest hundreds of millions of dotlars in tools and

1 1A represents over forty of the world’s leading internet companies, and we exclusively represent global
internet companies on pubtic policy. Our mission is to foster innovation, promote economic growth, and
empower people through the free and open internet. Members, Internet Association,
https://internetassociation.org/our-members/ (last visited Oct. 22, 2021}.

2 McKinsey Global Institute, Internet matters: The Net's sweeping impact on growth, jobs, and prosperity,
May 1, 2011, https://www.mckinsey.com/industries/high-tech/our-insights/internet-matters (finding
that more than 75 percent of the economic value created by internet is captured by companies in
traditional industries, many of them small businesses).
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deploy thousands of team members to implement clear policies and offer counterfeit reporting
and prevention tools. For example, online platforms and marketplaces vet sellers upfront
through direct and indirect means and use advanced tools, like image detection and machine
learning, as well as reports from brand owners, rights holders, and consumers to continuously
monitor for any issues. Internet companies’ partnerships with brand owners and rights
holders are critical because they are in the best position to identify counterfeit goods. When
internet companies find sellers, listings, or products that violate their terms of service, they do

not put them on or they will take them off their platforms and marketplaces.

Beyond these efforts, IA and its member companies support the Chairman and Committee
members’ goals of further minimizing the availability of counterfeit and other illegal goods
online. Based on our member companies’ experience, IA encourages the Committee to
consider two aspects when taking legislative actions that affect marketplaces and platforms,

sellers, and consumers.

First, a national framework that clearly preempts a patchwork of state or local laws would
ensure that Americans continue to receive a consistent internet experience nationwide. While
states have an important law enforcement role to play in protecting consumers and stopping
retail theft, federal law should be the sole source of regulation for internet companies that
operate across state lines. Further, a nationwide framework witl minimize compliance burdens
and provide a consistent experience for small businesses and consumers that use online

platforms and marketplaces.

Second, any information collection and disclosure requirements should be careful not to
impose unnecessary burdens or barriers on small businesses who rely on online marketplaces
and platforms to reach a global market. For example, as many online sellers are very small,
home-grown operations, requiring small sellers to disclose specific information about
themselves and their businesses would discourage them from using online marketplaces and

platforms, and pose privacy and security risks for everyone involved. In adopting information
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collection and disclosure requirements, Congress should consider their challenges by

establishing reasonable thresholds and timelines and protecting their privacy.

For these reasons, we are encouraged by the version of the INFORM Consumers Act (H.R.
5502, 117th Congress) that was recently introduced in the U.S. House of Representatives.
H.R. 5502 would set national expectations about the type of information that online platforms
and marketplaces should collect about high-volume sellers and disclose to consumers, while
recognizing burdens and risks to small businesses. IA and our member companies hope that
today’s hearing can continue the discussion about clear, reasonable requirements within a

national framework.

TA and its member companies are partners in the fight to protect consumers and rights holders
from the threats posed by fake goods and bad actors. By striking the right balance through
clear, reasonable requirements within a national framework, online platforms and
marketplaces can continue to provide convenient and safe opportunities to connect online

sellers and consumers.

FOSTERING SAFE AND TRUSTWORTHY ONLINE PLATFORMS AND MARKETPLACES
THROUGH PROACTIVE EFFORTS AND COLLABORATION.

In the last two decades, U.S. internet platforms have become a significant driver of the U.S.
economy,? including online marketplaces and platforms that have brought unprecedented
choice to consumers, as well as a broadening market for entrepreneurs, small businesses, and
the creative community. In 2017, an estimated 1.66 billion people worldwide purchased

goods online. During the same year, global e-retail sales amounted to $2.3 trillion, and

3 The internet sector contributes 10.1 percent of the U.S. GDP and 4.0 percent of jobs (non-farm
employment). IA estimates the internet sector supported another over 13.1 million indirect jobs and
that the sector invested over $60 billion into the economy. Internet Association, Measuring The U.S.
Internet Sector: 2019, Sept. 26, 2019, https://internetassociation.org/publications/measuring-us-
internet-sector-2019/.
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projections showed a growth of up to $4.48 trillion by 2021.* 80 percent of internet users in

the United States were estimated to make at least one purchase ontine in 2019.%

As we all live through the COVID-19 global pandemic, online marketplaces and platforms have
helped Americans meet the moment by delivering the essential and healthcare goods and
products that consumers need to maintain their daily lives and keep our economy going. The
pandemic has shown that online marketplaces and retailers have earned the trust of
consumers and small businesses—as a record number of consumers turned to online
platforms for their goods and services at the height of the pandemic.® A foundation of that
trust has been removing millions of products from online marketplaces that were illegal,
counterfeit or otherwise harmful. Consumers, businesses, and sellers must be able to trust the
online systems they use to sell and purchase goods, and the internet industry is committed to

fostering and solidifying that trust.

While the vast majority of online sellers and goods sold online are legitimate and have been a
lifeline for peopte during the pandemic, the internet industry recognizes that online systems
have created new challenges for brand owners, rights holders, retailers, and consumers. IA’s
member companies are addressing these challenges by investing hundreds of mittions of
dollars and deploying thousands of team members to implement clear policies and improve
counterfeit reporting and prevention tools. Today, online platforms and marketplaces vet
sellers with new tools like live-video and postcard verification, and they continue to monitor

sellers using human reviewers and automated technologies, including image detection and

4 Nina Angelovska, Top 5 Online Retailers: ‘Electronics and Media’ Is The Star of E-commerce
Worldwide, Forbes (May 20, 2019), https://www.forbes.com/sites/ninaangelovska/2019/05/20/top-5-
online-retailers-electronics-and-media-is-the-star-of-e-commerce-worldwide/.

5 Pew Research Center, About three-in-ten U.S. adults say they are ‘almost constantly’ online, March 26,
2021, https://www.pewresearch.org/fact-tank/2019/07/25/americans-going-ontine~almost-~
constantly/.

5 Keith Nealon, How Covid-19 Changed Retail — Probably Forever, Forbes (Jul. 22, 2021),
https://www.forbes.com/sites/forbesbusinesscouncil/2021/07/22/how-covid-19-changed-retail---
probably-forever/?sh=195f7¢52145c (highlighting that pandemic accelerated shift to e-commerce by
about five years).
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machine learning. Online marketplaces and platforms also ensure that consumers can flag
concerns by prominently displaying links and buttons to report items that may not comply with

their terms of use.

These efforts have helped to mitigate risks to consumers and block counterfeiters. Last year,
Amazon’s Transparency program helped to block more than ten billion suspected bad listings
from ever being published. Similarly, eBay’s Verified Rights Owner program works with 40,000
individual rights holders to identify intellectual property infringement.” Etsy has also doubled
the size of its Trust & Safety team to better detect and remove prohibited items—leading to a
58 percent increase in the number of intellectual property-related take downs as compared to

2019.% More detail on these and other programs is provided in an Addendum to this testimony.

In the pandemic, the proactive and flexible efforts of online platforms and marketplaces has
been essential to quickly acting against bad actors that are devising new schemes to defraud
people online. These pandemic scams ranged from the offering of fraudulent COVID-19
vaccines and cures, to fake websites falsely claiming to provide customers with “pandemic
essentials.” Online platforms and marketplaces reacted quickly—sometimes removing
specific products and otherwise issuing broader warnings for buyers to be aware.* While
scammers used the pandemic to prey on vulnerable Americans, the internet industry worked

to protect the health and safety of American consumers during this unprecedented crisis.

7 Verified Rights Owner Program, eBay, https://pages.ebay.com/seller-center/listing-and-
marketing/verified-rights-owner-program.htmt (last visited Oct. 27, 2021}.

8 Etsy 2020 Transparency Report, https://blog.etsy.com/news/2021/etsy-releases-2020-transparency-
report/ (last visited Oct. 27, 2021).

° FBI Urges Vigilance During COVID-19 Pandemic, FBI, https://www.fbi.gov/coronavirus (tast visited
Oct. 27, 2021); Lesley Fair, Seven Coronavirus scams targeting your business, FTC BUSINESS BLoG (Mar
25,2020, 1:33 PM), https://www.ftc.gov/news-events/blogs/business-blog/2020/03/seven-
coronavirus-scams-targeting-your-business.

1 During one point in the pandemic, Google was blocking approximately eighteen million scam emails
every day. See Joe Tidy, Google blocking 18m coronavirus scam emails every day, BBC News (Apr. 17,
2020), https://www.bbc.com/news/technology-52319093.
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Along with pursuing their own initiatives, internet companies are working to keep ontine
platforms and marketplaces safe and trustworthy by collaborating directly with brand owners,
retailers and law enforcement. IA’s member companies have invested heavily in
developing collaborative and productive relationships with brands across industries and
around the world. Our member companies rely on these partnerships because trademark
holders are in the best position to know when a good is fake, unsafe or infringes on their rights
based on the quality, design and product’s specifications. Notably, online platforms may
never possess the counterfeit goods, and cannot examine them for signs of counterfeiting,
even if they knew what to look for. Further, online platforms and marketplaces may not
know whether brand owners have authorized third-party sellers. For these reasons,
cooperation with brand owners is fundamental to mitigating the threats of counterfeit
listings and making the online environment as safe and trustworthy as possible for

businesses and consumers.

The internet industry is also committed to partnering with federal, state and local law
enforcement to minimize transactions involving counterfeit goods and combat retail theft and
other organized retail crime that may utilize online platforms and marketptaces.? At the
federal level, IA’s member companies work closely with U.S. Customs and Border Protection,
the National Intellectual Property Rights Center, as well as other state and federal agencies.
State and local law enforcement have also set up inter-agency task forces that seek to combat
the growing threat of organized retail crime. For example, Illinois Attorney General Kwame
Raout recently estabtished the Organized Crime Retail Task Force to foster cooperation among
retailers, online marketplaces, law enforcement agencies and state’s attorneys dedicated to
targeting organized retail crime enterprises.® These partnerships are all important, as they

allow law enforcement to share information to trace thefts to their source and minimize the

21n 2019, theft, fraud, and losses from other retail theft totaled $61.7 billion—an increase of $50.6
billion from 2018. See National Retail Security Survey 2020, https://nrf.com/research/national-retail-
security-survey-2020 (last visited Oct. 27, 2021).

3 Press Release, Attorney General Announces Public-Private Partnership Aimed at Disrupting Organized
Retail Crimes, Office of the Illinois Attorney General {Sep. 3, 2021), available at
https://illinoisattorneygeneral.gov/pressroom/2021_09/20210913.htmt.
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threats that organized retail crimes pose to retailers, online platforms, and marketplaces and

consumers.

THE CURRENT LEGAL REGIME APPROPRIATELY BALANCES OBLIGATIONS TO MAINTAIN
SAFE ONLINE PLATFORMS AND MARKETPLACES WHILE PROTECTING RIGHTS HOLDERS.

Beyond the proactive efforts and collaborations that the internet industry undertakes on its
own initiative, existing law appropriately incentivizes online marketplaces and platforms to
readily collaborate with rights holders to protect intellectual property and prevent counterfeit
or infringing products from being sold online.** If a listing is uploaded by a third-party seller
that violates intellectual property rights, such as with counterfeit products protected by a
design patent, online marketplaces may not willfully turn a blind eye to this illegal activity.* In
the context of content, the Digital Millennium Copyright Act (DMCA) appropriately
recognizes that rights holders are in the best position to protect their property by requiring
them to notify online platforms of infringing content.*® Online marketplaces and platforms
commonly adopt a precautionary policy of then removing the allegedly infringing content after
receiving notice from the rights holder.® Importantly, there is no one-size-fits-all solution to
preventing the exchange of counterfeit and illegal goods. As brand owners, rights holders, and
online marketplaces and platforms are working collaboratively, any new laws should

maintain the careful balance afforded by existing laws to deal with evolving challenges.

13 See Inwood Labs v. Inves Labs., 456 U.S. 844 {1982) {holding that liability for trademark infringement
can extend beyond those who actually mistabel goods with mark of another, and recognizing that cause
of action exists against intermediaries who induce others to infringe, or that have continued to supply
while being aware of specific instances of infringement).

4 See Glob.-Tech Appliances, Inc. v. SEB S.A., 563 U.S. 754, 766-68 (2011) (holding that willful
blindness does not protect against claims that person or entity induced infringement of patent).

15 See Pub. L. No. 105-304, 112 Stat. 2860 (Oct. 28, 1998).

5 See, e.g, Verified Rights Owner Program, eBay, https://pages.ebay.com/seller-center/listing-and-
marketing/verified-rights-owner-program.htmi (last visited Oct. 28, 2021) (describing eBay's policy of
taking down listings after receiving complaint of patent infringement).
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ONLINE SELLER INFORMATION COLLECTION AND DISCLOSURE REQUIREMENTS SHOULD
ESTABLISH A CLEAR, REASONABLE, AND NATIONAL FRAMEWORK.

As previously mentioned, 1A and our member companies support further minimizing the
availability of counterfeit and other illegal goods online. In the pursuit of legislative action, and
based on its experience, the internet industry encourages the Committee to consider: (1) the
importance of a national framework, set through the preemption of state or local {aws, that
maintains a consistent, nationwide internet experience for setlers and consumers;*® and (2)
establishing clear, reasonable thresholds and terms for the type of information collected from
sellers and disclosed to consumers. While the current versions of the SHOP SAFE Act (S.
1843, 117th Congress), INFORM Consumers Act (S. 936, 117th Congress), and SANTA Act (S.
3073, 116th Congress) under consideration in the Senate could better address these issues,
we are eager to work with the Committee to establish clear, reasonable requirements within a

national framework.

As IA noted in testimony before a U.S. House of Representatives Subcommittee on Courts,
Intellectual Property and the Internet earlier this year,*” the SHOP SAFE Act could significantly
burden and hinder online marketplaces and platforms by creating new legat liabilities based on
broad and unworkable terms that run counter to the carefully balanced existing law. The
SHOP SAFE Act would make an online platform liable for contributory trademark infringement
by third-party sellers of goods that “implicate health and safety” unless the platform takes
certain actions. The legislation defines goods that “implicate health and safety” as essentially
anything that could cause an injury or illness if produced not in compliance with federal, state,
and local law as well as industry standards. Such a broad definition could potentially cover any

good available on online marketplaces and platforms and carry an expectation that online

19 See Arizona v. United States, 567 U.S. 387, 399 (2012) (“There is no doubt that Congress may
withdraw specified powers from the states by enacting a statute containing an express preemption
provision”).

17 Testimony of Jonathan Berroya Before the Subcomm. on Courts, Intellectuat Property, and the
Internet of the H. Comm. On the Judiciary 177th Cong (2021).
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marketplaces and platforms know whether goods sold were produced in compliance with all

applicable law and standards, which is a threshold to avoid liability that cannot be met.

Viewed from another angle, under a constant threat of liability, the SHOP SAFE Act would
require online marketplaces and platforms to use “reasonable proactive” technological tools
to scan nearly every third-party listing or advertisement that includes a trademark, and to rely
on such automated processes to make determinations that brand-trained experts are
expected to make in every other legal context. At the same time, by threatening platforms
with legal liability if they fail to take action to remove potential “false positives,” the SHOP
SAFE Act would incentivize over-enforcement at a potentially massive scale and risk
undermining the convenient online experience that consumers expect. Further, the SHOP
SAFE Act would mandate that companies impose punitive consequences on sellers and would
not permit online platforms and marketplaces to afford due process to sellers who may be able

to assert that their use of a trademark was valid.

The SHOP SAFE Act, the INFORM Consumers Act, and the SANTA Act would also require online
marketplaces and platforms to investigate, periodically confirm, and publish information of
third-party sellers to determine their veracity to sell goods. Despite exceptions in these bills,
many entrepreneurs and small businesses would be forced to choose between listing personal
information—like phone numbers, email addresses, and physical addresses—along with their
online product listing, or avoid online marketplaces and platforms, drastically limiting their

potential customer base.

Given our concerns with these bills and interest in clear, reasonable requirements within a
national framework, the version of the INFORM Consumers Act that was recently introduced in
the U.S. House of Representatives (H.R. 5502) is encouraging. Importantly, H.R. 5502
contains an express preemption provision—establishing a national framework to enable online
platforms and marketplaces to identify bad actors and prevent them from harming consumers

nationwide. As multiple states have either passed, or are considering, various INFORM

10
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Consumers Acts,® a patchwork of state approaches would cause inefficiencies and burdens for
internet companies and sellers and undermine the consistent nationwide online experiences
that consumers expect. H.R. 5502 also provides online marketplaces and small businesses
with greater flexibility in the disclosure requirements for high-volume third-party sellers, as
well as the timeframes for verifying sellers’ information. Further, H.R. 5502’s thresholds,
collection, and reporting terms would enable online marketplaces and sellers to effectively
meet the enumerated requirements of the legistation, while protecting the information of small

businesses and entrepreneurs.

IA and its member companies are partners in the fight to protect consumers and rights holders
from the threats posed by counterfeit goods and bad actors. The internet industry believes
that clear, reasonable requirements within a national framework would best enable online
platforms and marketplaces to continue providing convenient and safe opportunities to

connect online sellers and consumers.

Thank you again for the opportunity to appear today. The internet industry looks forward to

further discussions with the Committee on these matters.

18 Makers and Merchants Coalition, About INFORM and State Bills Page, available at
https://makersandmerchantscoalition.com/inform-act-and-state-bills-page/ (last visited Oct. 27, 2021).
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reach markets around the world. eBay's commitments to consumer safety and rights owner
protection are longstanding and are at the center of its corporate values.

Etsy

Etsy is committed to maintaining an environment that promotes trust and safety for its vibrant
community of buyers and sellers. When sellers open a shop on Etsy, they agree to Etsy’s Seller
Policy,” which outlines their rights as well as the platform's expectations. This includes
adhering to the Prohibited Items Policy, which asks users to consider the safety of others when
listing goods. Beyond Etsy’s seller policies, it also seeks to reinforce appropriate product
safety practices, which are reflected in its Product Safety Pledge.™®

In 2020, Etsy received close to 4 mitlion flags regarding potentially noncompliant listings, a
400% increase in flags from 2019 (breaches of its handmade policy were among the most
commonly flagged violations). This increase is in large part due to the exponential growth of
the marketplace last year. The vast majority of flags were generated by Etsy’s internal
automated systems and Esty’s enforcement scaled with the marketplace. In 2020, 20 percent
of shop and listings flags came from users in comparison to the 80 percent generated from
Etsy’s tools—a proportion that remained consistent with 2019. Overall, Etsy saw a 58 percent
increase in the number of intellectual property related takedowns compared to 2019.%*

In addition to upholding Etsy’s commitment to transparency, it has worked to scale its policy
enforcement resources, allowing it to better detect and remove prohibited items. In the last
two years, Etsy has nearly doubled the size of its Trust & Safety team, adding more monitoring
capabitities. This includes growing its Content Moderation team by five times and adding a
new Handmade & Counterfeit team dedicated to fighting counterfeits and handmade
violations.

Since the beginning of last year, Etsy has significantly increased its investments in Trust &
Safety technology, including building a dedicated trust and safety machine learning
engineering team and exploring computer vision technology, with the goal of using powerful
algorithms to drive improvements in the precision of automated risk detection. Etsy has taken
steps to ensure that Etsy sellers are positioned for success by making its policies easy to

? Etsy’s Seller Policy, Etsy, available at https://www.etsy.com/legal/section/sellers (last visited Oct.
27,2021).

® Product Safety Pledge, Etsy, available at https://medium.com/etsy-impact/etsy-joins-eu-
product-safety-pledge-46e22b608eea (last visited Oct. 27, 2021).

11 Corinne Pavlovic, Etsy Releases 2020 Transparency Report, ETsy News (May 17, 2021), available at
https://blog.etsy.com/news/2021/etsy-releases~2020~transparency-report/ .
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Additionally, IP infringements are strictly prohibited in Facebook’s and Instagram’s
respective Terms of Service and Terms of Use,*® as well as more specialized policies relating
to ads and commercial posts.”’

Consistent with these policies, Facebook has collaborated closely with rights holders and
invested heavily to build numerous measures to combat counterfeits. This enforcement is
done both in response to rights holders’ IP reports as well as proactively—that is, before a
rights holder ever needs to see an infringement and often before it even goes live.

As part of its commitment to making its platforms safer for people and businesses to
connect, share, buy, and sell, in 2019 Facebook launched a new dedicated website*®
describing its range of IP protection and anti-counterfeiting measures.

Facebook has also launched several other proactive measures that target counterfeits. These
include a pre-publication review of ads and Marketplace posts, that uses technologies such as
artificial intelligence and machine learning to identify suspicious indicators like keywords and
discounts and, based on these indicators, to proactively block suspected counterfeits before
they go live.

Facebook further takes measures proactively to disable and/or reduce the visibility of
suspected counterfeits on its organic products as well, such as Facebook Pages and groups,
and Instagram content, hashtags, and accounts.

In May 2021, Facebook published its semiannual Transparency Report, which for the first time
included data relating to the amount of content it removes proactively as*® potentially

infringing IP rights. Notably, the data show that from July to December 2020, the vast majority
of content Facebook took action on for counterfeit-related violations was removed proactively.

¢ Terms of Service, Facebook, {last visited Oct.27,2021); Terms of Use, Instagram, available at
https://help.instagram.com/581066165581870 (last visited Oct. 27,2021).

17 Commerce Policies, Facebook, available at
https://www.facebook.com/policies_center/commerce/ (last visited Oct. 27, 2021).

18 How Facebook helps protect against counterfeits, Facebook for Business, available at
https://www.facebook.com/business/tools/anti-
counterfeiting/guide#:~:text=We%20have%20automated%20systems%20that,that%20may%20
be%20selling%20counterfeits (last visited Oct. 27, 2021).

1 Intellectual Property Transparency Report, Facebook, available at
https://transparency.fb.com/data/intellectual-property/ (last visited Oct. 27, 2021).
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Senator Thom Tillis

Questions for the Record
Cleaning Up Online Marketplaces: Protecting Against Stolen, Counterfeit, and Unsafe
Goods

Ben Dugan, Director of Organized Retail Crime and Corporate Investigations, CVS Health

1.

(98]

Americans increasingly have turned to online marketplaces to purchase what they need on a
day-to-day basis, especially the elderly who are more at risk and often cannot go to their
local store like normal. Unfortunately, criminal actors, often from China, are taking
advantage of this pandemic to sell dangerous counterfeit goods to unsuspecting Americans. |
appreciate the proactive steps some companies have taken to prevent the sale of counterfeits
and I am proud to work with my colleagues on both sides of the aisle to ensure safety and
transparency in the online retail marketplace.
a. What are your views on The Integrity, Notification, and Fairness in Online Retcil
Marketplaces for Consumers (INFORM Consumers) Act
b. What are your views on the Stopping Harmful Offers on Platforms by Screening
Aguainst Fakes in F-commerce (SHOP SAFE) Act?
c. What are your views on the Cownterfeii Goods Seizure Act?
d. What are your views on the Stopping All Nefarious Toys in America (SANTA) Act?

1 believe the focus of the SHOP SAFE Act should remain on goods that impact health and
safety. Do you agree that is the right approach? If not, what changes would you make to the
scope of this definition, while maintaining the focus on health and safety?

Should brand owners be required to provide information to platforms for them to benefit
from the provisions of the bill?

How should we best incentivize platforms to protect against stolen, counterfeit, and unsafe
goods? Will a one-size fits all approach work? If not, how should we tailor solutions to
different platforms — by industry, by size, by consumer base?

Are there any additional “know your customer” considerations that Congress should look at
when considering how best to ensure that marketplaces protect against stolen, counterfeit,
and unsafe goods?

Can you provide additional details about the scale and scope of the criminal networks which
are selling stolen goods through online marketplaces? How vast are their financial
transactions and how are they interconnected across the country?

How have efforts by online platforms improved in recent years to combat stolen goods? Are
there ways in which voluntary cooperation could be improved in addition to legislative
action?
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Senator Thom Tillis

Questions for the Record
Cleaning Up Online Marketplaces:
Protecting Against Stolen, Counterfeit, and Unsafe Goods

Kari Kammel, Adjunct Professor of Law, Michigan State University College of Law

Americans increasingly have turned to online marketplaces to purchase what they need on a
day-to-day basis, especially the elderly who are more at risk and often cannot go to their
local store like normal. Unfortunately, criminal actors, often from China, are taking
advantage of this pandemic to sell dangerous counterfeit goods to unsuspecting Americans. [
appreciate the proactive steps some companies have taken to prevent the sale of counterfeits
and 1 am proud to work with my colleagues on both sides of the aisle to ensure safety and
transparency in the online retail marketplace.
a. What are your views on The Integrity, Notification, and Fairness in Online Retail
Marketplaces for Consumers (INFORM Consumers) Act
b. What are your views on the Stopping Harmful Offers on Platforms by Screening
Against Fakes in E-commerce (SHOP SAFE) Act?
¢. What are your views on the Counterfeit Goods Seizure Act?
d. What are your views on the Stopping A/l Nefarious Toys in America (SANTA) Act?

I believe the focus of the SHOP SAFE Act should remain on goods that impact health and
safety. Do you agree that is the right approach? If not, what changes would you make to the
scope of this definition, while maintaining the focus on health and safety?

How should we best incentivize platforms to protect against stolen, counterfeit, and unsafe
goods? Will a one-size fits all approach work? If not, how should we tailor solutions to
different platforms — by industry, by size, by consumer base?

What are your thoughts on using technology to help improve consumer knowledge about the
goods they are purchasing? For example, US Customs piloted a proof of concept “consumer
portal” where a consumer, at the point of making a purchase on a public facing web page,
can scan in a product code and get information about whether or not that specific product is a
legitimate, licensed good.! A serialized Global Trade Identification Number (GTIN) was
used to uniquely identify individual products with an automated legitimate goods checking
service. Consumers would scan a QR code and either receive positive confirmation {along
with information like a product image and country of origin) or an indeterminate result
stating that no record is found. Would this be a valuable tool to help combat counterfeits?

!CBP Intellectual Property Rights Blockchain Proof of Concept Digital Bazaar Final Report, pg. 5 (Mar. 2020),
https://www.cbp. gov/sites/default/files/assets/documents/2020-Mar/IPR%20POC%20Report%20-
%20Final%20V2.pdf
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Are there any additional “know your customer” considerations that Congress should look at
when considering how best to ensure that marketplaces protect against stolen, counterfeit,
and unsafe goods?

Under current law, how would you describe the distribution of the burden between online
platforms and brand owners when it comes to policing counterfeits? Do you believe this
strikes the right balance, and if not, what do you believe is the right balance?

Should brand owners be required to provide information to platforms for them to benefit
from the provisions of the SHOP SAFE Act?

What incentives do platforms or brand owners need to share data that they have about
harmful products or bad actors with each other, with the public, and/or with law
enforcement?

How many listings do you estimate are flagged annually for online platforms? What
percentage of these listings are removed after an initial alert? What is the total number that
are ultimately removed?

10. T have heard concerns that the SHOP SAFE Act could risk enabling bad faith takedown

notices. Do you agree with that assessment? If so, do you have any recommendations for
how best to tackle this issue?
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Senator Thom Tillis

Questions for the Record
Cleaning Up Online Marketplaces: Protecting Against
Stolen, Counterfeit, and Unsafe Goods

Aaron Muderick, Founder and President, Crazy Aaron’s

Americans increasingly have turned to online marketplaces to purchase what they need on a
day-to-day basis, especially the elderly who are more at risk and often cannot go to their
local store like normal. Unfortunately, criminal actors, often from China, are taking
advantage of this pandemic to sell dangerous counterfeit goods, including children’s toys, to
unsuspecting Americans. I appreciate the proactive steps some companies have taken to
prevent the sale of counterfeits and I am proud to work with my colleagues on both sides of
the aisle to ensure safety and transparency in the online retail marketplace.

a. What are your views on The Integrity, Notification, and Fairness in Online Retail

Marketplaces for Consumers (INFORM Consumers) Act

b. What are your views on the Stopping Harmful Offers on Platforms by Screening
Against Fakes in I--commerce (SHOP SAFI) Act?
What are your views on the Counterfeit (roods Seizure Act?
d. What are your views on the Stopping Al Nefarious Toys in America (SANTA) Act?

o

Are there additional “know your customer” considerations that Congress should look at when
considering how best to ensure that marketplaces protect against stolen, counterfeit, and
unsafe goods?

Are there voluntary steps and actions that platforms could take stop the distribution of
counterfeit products to consumers?

What voluntary measures do you participate in to help keep online marketplaces safe from
counterfeit goods?

What incentives do platforms or brand owners need to share data that they have about
harmful products or bad actors with each other, with the public, and/or with law
enforcement?

Should brand owners be required to provide information to platforms for them to benefit
from the provisions of the bill? What concerns do toy sellers like yourself have with a
requirements that platforms would not have to act unless notified by the brand owner?

Should platforms be required to obtain and/or share information to address the seller’s origin,
such as where the goods are shipped from? Should it also include the country of
manufacture? How should platforms address the issue of bad actors providing bad
information?
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Responses from Kari Kammel
9/9/2022

If not, how should we tailor solutions to different platforms - by industry, by size, by
consumer base?

What are your thoughts on using technology te help improve consumer knowledge about
the goods they are purchasing? For example, US Customs piloted a proof of concept
“consumer portal” where a consumer, at the point of making a purchase on a public facing
web page, can scan in a product code and get information about whether or not that specific
product is a legitimate, licensed good.! A serialized Global Trade Identification Number
(GTIN) was used to uniquely identify individual products with an automated legitimate
goods checking service. Consumers would scan a QR code and either receive positive
confirmation (along with information like a product image and country of origin) or an
indeterminate result stating that no record is found. Would this be a valuable tool to help
combat counterfeits?

‘While technology is a useful tool, it is not and should not be the only tool used to help improve
consumer knowledge. As mentioned above in your question, there are some examples of
helping consumers to identify legitimate goods through QR codes or other technologies. Many
brands have used some of these ‘overt’ tools for years to help consumers. However, companies
also use a variety of other technologies not available to consumers, but only to the brand, or the
Customs that are covert or require other devices to authenticate. 1believe continued use of
technologies by brands, law enforcement, platforms, and as appropriate consumers will help in
the fight against counterfeits. However, and more importantly a comprehensive consumer
education and awareness campaign would, in my opinion, be much more effective.

CBP Inteliectual Property Rights Blockchain Proof of Concept Digital Bazaar Final Report, pg. 5 (Mar. 2020),
https://www.cbp.gov/sites/default/files/assets/documents/2020-Mar/IPR%20POC%20Report%20-
%20Final%e20V2.pdf
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Senator Thom Tillis

Questions for the Record
Cleaning Up Online Marketplaces: Protecting Against
Stolen, Counterfeit, and Unsafe Goods

Aaron Muderick, Founder and President, Crazy Aaron’s

1. Americans increasingly have turned to online marketplaces to purchase what they
need on a day-to-day basis, especially the elderly who are more at risk and often
canuot go to their local store like normal. Unfortunately, criminal actors, often from
China, are taking advantage of this pandemic to sell dangerous counterfeit goods,
including children’s toys, to nnsuspecting Americans. I appreciate the proactive steps
some companies have taken to prevent the sale of counterfeits and 1 am proud te work
with my colleagues on both sides of the aisle to ensure safety and transparency in the
online retail marketplace.

a. What are your views on The Integrity, Notification, and Fairness in Online
Retail Marketplaces for Consumers (INFORM Consumers) Act
b. What are your views on the Stopping Harmfitl Offers on Platforms by
Screening Aguainst Fakes in E-commerce (SHOP SAFE) Act?
c. What are your views on the Counterfeit Goods Seizure Act?
d. What are your views on the Stopping All Nefarious Toys in America (SANTA) Act?

I truly appreciate your and others’ efforts to advance bipartisan legislation to strengthen the competitiveness
of American workers and busincsses and curb the flow of counterfeit goods in eccommerce and 1 support all
of the above listed legislation. In particular, I strongly support the SHOP SAFE Act and INFORM Consumers
Act.

Currently, the burden of enforcement disproportionately relies on rights holders and consumers to police and
report infringement. The current system places no responsibility on the seller or the marketplace and instead
requircs that rights holders scour onlinc marketplaces and investigate, report, and prove infringement to the
marketplace before counterfeit items are removed. This causcs dclay, allows sales of counterfeits to
unsuspecting consumers, and puts the responsibility and expense on brand owners. This problem is
compounded because marketplace processes vary, forcing rights holders to constantly navigate different, and
often changing, marketplace enforcement procedurcs. SHOP SAFE would address many of these issues by
incentivizing platforms to engage in a set of best practices for vetting sellers and goods, punishing repeat
offenders, and ensuring that consumers have the best, most accurate information available to them when
making purchascs online.

Currently, online marketplaces lack an effective, proactive, transparent process for screening sellers or
products that are offered by sellers and disclosing basic setler information to consumers, so they know the
source of their product. Requiring online marketplaces to verify the identity of sellers and disclosure basic
seller contact information to consumers and to businesses trying to protect their rights, are important steps in
creating more transparency and accountability in ccommerce. Verification and disclosure make it casier to
track, enforce rights, and suspend bad actors, and makes it easier for consumers to know who to contact if
they receive a product that does not meet their expectations or even worse, causes harm. If there is no verified
contact information, there is no ability for a business, consumer, consumer advocacy group, or law
cnforcement to trace and enforce at the source. T support the INFORM Consumers Act introduced with bi-
partisan support in both the Senate and House as a good first-line of defense in protecting consumers and
1
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handling infringement claims, forcing rights holders to constantly navigate different, and often changing,
marketplace enforcement procedurcs. This process removes the initial burden from the seller and further gives
the sellers the benefit of the doubt.

Some online marketplaces have begun offering more robust collaborative programs for rights holders to report
and submit enforcement claims, but my own experience is that these programs are inconsistently implemented
and arc not uniform across marketplaces, forcing rights holders to navigate the different, and often changing,
marketplace policics and procedures. In addition, many of these programs arc highly burdensome, either
requiring payment from the rights holder or sharing extensive amounts of data by the rights holder with the
marketplaces.

5. What incentives do platforms or brand owners need to share data that they have
about harmful products or bad actors with each other, with the public, and/or
with law enforcement?

In my expericnce, brand owners arc forthcoming and transparent about harmful products and bad actors and
share that information with each other, with the platforms and with law enforcement willingly and look for
opportunitics to do so. The do not need further incentives.

However, platforms do need incentives and it is apparent that legislation is necessary to require this because
they arc much less transparent in my experience unfortunately. Transparency of seller information is
inadequate, resulting in a lack of information available to consumers making purchasing decisions, and to
rights holders and aw cnforcement attempting to track and cnforce against counterfeiters.

Some online marketplaces are beginning to increase access to seller information, such as through brand
owner programs. However, access is often inconsistent across marketplaces, providing a variety of different
information depending on the program. Further, even when marketplaces do offer such information that is
necessary for subscquent enforcement actions, it is often incomplete or incorrect due to inadequate
preliminary verification.

At a minimum, platforms must improve collection, verification, transparency, and information sharing
regarding the scllers, including providing the verified identity, contact information, and location for all
sellers on the face of the listing. This allows consumers to make more informed purchasing decisions and
cases enforcement by rights holders and law enforcement.

6. Should brand owners be required to provide information to platforms for them to
benefit from the provisions of the bill? What concerns do toy sellers like yourself
have with a requirements that platforms would not have to act unless notified by
the brand owner?

Brand owners have been carrying the disproportionate burden of enforcenient for vears. We spend millions
of dollars a year to attempt to reactively stop counterfeiters and because of the ecommerce ecosystem created
by platforms, counterfeiters remain one step ahead.

Platforms lack an effective, proactive, transparent process for screening sellers or products that are offered
by sellers. Instead, the burden of enforcement disproportionately relies on rights holders and consumers to
police and report infringement. The current system requires that rights holders scour online marketplaces and
investigate, report, and prove infringement to the marketplace before counterfeit items are removed. This
causes delay, allows sales of counterfeits to unsuspecting consumers, and puts the responsibility and expense

on brand owners. By not adequately screening sellers or products, the platforms allow bad actors and sellers
3
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to prosper and there is no amount of resources rights holders can expend to adequately neutralize bad actors
if marketplacc approaches are disproportionately reactive in nature.

Some platforms have argued that thorough verification of scllers and their products is not possible because of
the volume of sellers or products on their platform. This volume of sellers and produets is not incvitable
though; rather, it is a business decision that platforms themselves make. If a marketplace is unable to verify
the identity of its sellers or products because of the high volume, that is a result of its own creation.

I again reference the enclosed Toy Association whitepapers that provide more detail and context for why the
burden must be shifted from rights holders to the platforms.

7. Should platforms be required to obtain and/or share information to address the seller’s
origin, such as where the goods are shipped from? Should it also include the country of
mannfacture? How should platforms address the issue of bad actors providing bad
information?

In my opinion, platforms should be required to verify, gather and share this information. As shared above,
transparency is key to the fight against counterfeits.

8. At the hearing, you mentioned that you lacked standing to challenge unsafe products
similar to Crazy Aaron’s branded thinking putty once sellers stopped infringing on the
trademark, but those unsafe products continued to circulate. Tech platforms have
publicly stated that they are not as well pesitioned as brand owners to distinguish
counterfeit from genuine products.! Yet from your testimony it appears brand owners
are not positioned to flag unsafe products that may not fit within the contours of
trademark infringement. How should we best incentivize platforms to protect against
stolen, counterfeit, and unsafe goods? Will a ene-size fits all approach work? If not, how
should we tailor solutions to different platforms — by industry, by size, by consumer
base?

By law, legitimate toy manufacturers and brick-and-mortar retailers of children’s products must obtain safety
certifications and comply with over 100 fedcral safety standards. Legitimate toy companies spend significant
resources to bring new, fun, educational and safc toys to the U.S. market. Platforms should also ensure that
products offered comply with these safety standards. Any business selling toys in the U.S must be held to the
samc high safety standards that apply to the toy brands and brick and mortar retailers’ consumers haye come
to know and trust.

At certain times [ have posed as a commercial buyer for tov products T know to be unsafe and not meet US
safety standards. 1 have requested the safety testing documentation from the overseas manufacturer and
always received some form of documentation (PDF file) that verifies the toy which I know to be unsafc
‘passes’ safety testing, Sometimes the document is just a forgery. Sometimes it is a legitimate document but
the toy scnt to the lab is slightly different than what is actually sold. Sometimes the testing is incomplete so
that uot every federal standard was actually tested. The tests which would have failed are left off the
documents so that at the top it says ‘PASS’ in big green letters. If you added in the tests which were skipped,
it would say ‘FAIL’, in all red.

For examplc, T have scen illegal magnetic putty toys with passing test documents because the toy is sent to
the test lab without the magnet included. The lab provides a passing certificate becausc no unsafe components

4
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Another option is for industry groups, like The Toy Association, to implement and publish a
grading system for online marketplaces based on different factors to be determined by the
stakeholders, including how the platform monitors sellers and goods, and how well the
marketplace responds to removal requests.

The significant and serious issue of infringing products offered online seems only to be
growing, thereby harming consumers, legitimate companies, and the American economy as a
whotle. The Toy Association has determined that there are three primary categories of
contributing factors to this growth, and that there are potential solutions to combat each of
these factors if stakeholders work collaboratively. The Toy Association looks forward to
working with online marketplaces, legislators, its members, and consumers to combat this
detrimental phenomenon.

This report has been prepared by Meaghan H. Kent and Claire M. Wheeler of Venable LLP working with and on
behaif of The Toy Association and the members of its IP Steering Committee.

! ASTM F963 was adopted into federal law as a mandatory consumer product safety standard for toys.

¥ in the U.S., the online toy category has grown rapidly, by over 55% in the past two years, The Toys eCommerce
Market, CLAVIS INSIGHT, Available at: hitps://www.clavisinsight. com/toys-ecommerce-market.

" intelflectual Property: Agencies Can improve Efforts to Address Risks Posed by Changing Counterfeits Market,
GAO-18-216, Repart to the Chairman, Committee on Finance, U.S. Senate {Jan. 2018}. Availabie at
hitps://www.ga0.gov/as5ets/630/689713.0df.

™ The Economic Impacts of Counterfeiting and Piracy, Report prepared for BASCAP and INTA by Frontier Economics.
Available at hitps://cdn.icewbo.org/content/uploads/sites/3/2017/02 /ICC-BASCAP-Frontier-report-2016.pdf.
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quality of materials, the cost of safety assurance testing, and other costs associated with bringing a
legitimate and safe product to market.

The Volume of Counterfeits Online is Staggering and Growing

The current system places no responsibility on the seller or marketplace and has allowed for ever-growing
numbers of counterfeit products offered on online marketplaces.

e A small toy company based in the Southeast, logs on average over 7,000 instances of products
counterfeits monthly across at feast 15 major platforms and numerous smaller platforms. They
have shifted resources to dedicate three fulitime employees and three seasonal employees, who
frequently spend nights and weekends in peak holiday shopping season, to searching online
platforms and submitting take down notices.

e One small toy company based in the Northeast explained that it found 1,000 listings over six
online marketpiaces in a single week.

e A mid-size toy company with headquarters in the Midwest takes down hundreds of counterfeit
products each week across 10 online marketplaces.

e A large toy company with its U.S. headquarters in the Northeast explains that it delisted
approximately 160,000 items {ast year.

e Alarge toy company with U.S. headquarters in California explains that each month for a single
brand, it takes down on average 1,000 counterfeit items from online marketplaces targeting the
U.S. market. They explain that this is merely the tip of the iceberg because finding ail
counterfeits is cost prohibitive.

Fighting Counterfeits Takes Significant Resources and Causes Real Harm

The current system places no responsibility on the seller or the marketplace to prevent or police
counterfeits. Instead, it requires that companies scour online marketplaces and investigate, report, and
prove infringement to the marketplace. This requires significant resources that undercut businesses’
financials, stifle growth, harm competitive positions, and thwart smalil business success.

e Onesmall toy company based inthe Northeast, explains that as a result of counterfeits, their sales
have declined precipitously.

e A small toy company based in the Southeast, began “test purchases” from online marketplaces
after receiving complaints from consumers that had unknowingly purchased counterfeits of one
of their popular holiday gifts. Test purchases revealed contents of the counterfeits to include
deterijorating and dirty pieces, possibly used hair accessories, and other items posing small
parts/choking and sanitary hazards.

® A mid-size toy company based in the Midwest estimates that over the past six years, the cost to
protect their brand and the negative impact on revenue, including damage to the brand
reputation as consumers have bad experience with inferior counterfeit products, is millions of
doliars. Indeed, in 2018, their business was severely jeopardized by an unsafe product sold online
when a child was severely injured, and the knock-off product was falsely attributed to their
company. The company worked tirelessly to clear their name and still address the damage to their
brand from this incident today.

e A large toy company with its U.5. headquarters in the Northeast explains that it spends over
$2million annually on global online enforcement, with two full-time staff dedicated to working on
the issue.
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pose to consumers.” The year since has brought those issues into even sharper relief, and made it
clear that more can and must be done to mitigate these harms.

As CR highlighted last spring, the sale of unsafe counterfeit goods online poses a
demonstrable and unacceptable threat to consumer safety. A 2019 survey from Incopro and Sapio
Research of more than 1,000 American consumers conducted just months before the pandemic
revealed that more than one in four respondents “have been fooled into buying fake goods over
the past 12 months”—and this was even before the boom of online shopping during the
COVID-19 crisis.*

Counterfeits can harm consumers’ safety or health, rip them off financially, and otherwise
fail to deliver on what consumers reasonably thought they were buying—all in one transaction.
A CR nationally representative survey of more than 2,000 U.S. adults highlighted that during the
earlier months of the pandemic, about nine in ten consumers agreed that “the internet makes it
easy for today’s consumers to quickly find the products and services they need,” but more than
one in three did nof believe that “consumers today can trust that the products and services they
buy will not cause physical harm to them or their family members.”* Meanwhile, according to
another CR survey conducted in June 2020, six in ten consumers said that, “Feeling a product or
service is safe and will not cause you or any family members physical harm” was a top priority
when deciding which products or services to purchase—and three in ten said it was their #1 top
priority.” Because consumers increased their online shopping during the COVID-19 pandemic,
the fact that a significant portion of consumers do not feel they can trust the marketplace to be
safe highlights a considerable concern.

In 2018, CR published a guide for consumers on how to avoid buying counterfeit
products online, advising them to take several different steps to ascertain whether a product is
legitimate or counterfeit. The steps we recommend—including researching the seller, being wary
of discounts, scanning the customer reviews, examining the product’s packaging, and knowing
the hallmarks of the real product—represent useful advice.® These steps also can be

? CR’s March 4, 2020 testimony is available online here:

https://advocacy.consumerreports. org/research/testimony-of-david-friedman-vice-president-advocacy -consumer-rep
orts-for-u-s-house-hearing-on-fake-and-unsafe-products-on-online-marketplaces/.

*WWD, “Survey Reveals Number of Shoppers Buying Counterfeit Goods” (Dec. 6, 2019) (online at:
wwd.com/busincss-news/retail/iucopro-consumer-survey-1203388913)

* May 2020 Consumer Reports American Experiences Survey

? June 2020 Consumer Reports American Expericnces Survey

¢ CR, “How to Avoid Buying Counterfeit Products Online” (Dec. 7. 2018) (online at:
www.consumerrcports.org/online-shopping/how-to-avoid-buying-counterfcit-products-online}.
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time-consuming, and in the case of sophisticated sellers of counterfeits, ineffective. From the
examples we share below it is clear that greater consumer awareness, alone, is inadequate.

The dangers that counterfeit products pose to consumers span a variety of goods: from
airbags,” car seats,® and bicycle helmets® designed to keep families safe on the road, to the phone
chargers we use every day.' However, the potential danger to consumer health from the
proliferation of counterfeit goods online is made especially acute by the COVID-19 crisis. Since
the beginning of the pandemic, millions of counterfeit N-95 masks have been seized''—masks
that, if worn but not functional as N-95s, would pose obvious and significant risks to the wearer
and to those around them. A year into the pandemic, the New York Times s#i/l had to release a
guide to buying real N-95 masks, highlighting dangerous counterfeits still available on Amazon
(and potentially other online retailers) with the potential to harm consumers.” The pandemic
makes clear that potential harms can come not just from the direct sale of counterfeit products
directly to consumers, but also when duped employers and healthcare organizations supply
counterfeit masks and personal protective equipment (PPE) to frontline workers. "

Such concerns are not limited to masks, hand sanitizer and PPE. Experts and even the
Food and Drug Administration (FDA)™ have raised concerns about the proliferation of
fraudulent COVID vaccines.'® The propagation of such schemes is supported by the
advertisement of those schemes. Indeed, as CR reported last year, Facebook previousty approved
ads that woutd have spread COVID-19 misinformation.'®

Intermediary Liability: Platforms Lack Sufficient Incentives to Address Consumer Harms

Tuesday’s hearing can help highlight potential solutions to one of the main roots of the
problem the Committee seeks to address: a lack of online platform accountability. Addressing the
harms that online platforms contribute to and profit from will take the combined efforts of

" NHTSA, “Traffic safety agency urges vehicle owners and repair professionals to use only certified, original
equipment replacement parts,” press release (Oct. 10, 2012) (online at:

www.vchiclehistory. gov/NHTS A%20 Alerting%20Consumners%20to%20Dangers%200f%20Counterfeit%20 Air%20
Bags%20National Ya20Highway %20Traffic%20Salety %20 Administration%20(NHTS A).pdf).

# hitps://www.cnn.com/2019/12/20/tech/amazon-fake-kids-products/index. htmt

° CR, “Bike Helmets That Don't Meet Safcty Standards Are Widely Available, Consumer Reports Finds” (July 1,
2019) (online

at:www.consumerreports.org/bike-helmets/bike-helmets-that-dont-meet-fedcral-safety -standards-arewidely-availabl
).

1° https://www.consumerreports.org/online -shopping/how-to-avoid-buying-counterfeit-products-online/

! https://www.cbsnews.com/news/n93-masks-fake-scized/

'2 https://www.nytimes.com/2021/02/17/technology/personaltech/buy-real-n95-mask.htmi

' hitps://www.npr.org/2021/03/01/9725973 1 7/hospitals-struggle-to-steer-clear-of-counterfeit-masks
Yhttps:/www.fda gov/consumers/consumer-updates/beware-frandulent-coronavirus-tests-vaccines-and-treatments

'* hitps://mews.northeastern.ecdu/2020/12/03/how-to-spot-a-fake-counterfeit-covid-19-vaccines/

' hitps://ww.consnmerreports.org/social-media/facebook-approved-ads-with-coronavirus-misinformation/
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Congress, federal agencies, and their state and local counterparts, in addition to much more
serious efforts by online marketplaces to ensure consumer safety on their platforms.

Last year’s introduction of the SHOP SAFE Act and this year’s reintroduction of the
INFORM Consumers Act demonstrate that lawmakers understand that online marketplaces lack
sufficient incentives to address counterfeit products and accountability for third party sellers.
Internet platforms clearly have the capacity to do more to combat counterfeits and other online
harms. While they bear some goodwill costs for providing a bad experience to users, they do not
shoulder their appropriate share of the societal and economic costs from the harms these products
can cause. Online platforms still fail to do enough to prevent and combat unsafe counterfeits
today, even though existing case law is already contingent upon some “reasonable” response and
investment in mitigation.

More broadly, one prominent gap in online platform accountability for preventing and
mitigating harms to consumers online is Section 230 of the Communications Decency Act.
While Section 230 makes it possible for platforms to moderate content in the first place, it does
nothing to actively encourage that moderation.'” Importantly, because intellectual property law
(which includes trademark law) was specifically exempted from Section 230, the legal landscape
of online commerce that the SHOP SAFE Act addresses is based on existing case law—most
notably, Ziffany (NJ) Inc. v. eBay Inc.* This precedent already holds platforms to a higher
standard—one where they could be held liable if they fail to take appropriate or reasonable steps,
once notified, to address the sale of counterfeits—than does Section 230, which, governing most
of the rest of the internet, requires no such efforts at all.”

Section 230, in its present form, shields platforms from potential intermediary liability for
most other harms, even while misinformation and harassment harming consumers both on and
offline run rampant, often accelerated by the profit-driven and engagement-driven design of
many online platforms.” Just as the current case law for contributory trademark infringement
fails to incentivize enough action by online marketplaces to protect consumers from unsafe
counterfeits, current case law under Section 230 also fails to protect consumers from broader
online harms.

"https://www.consumerreports org/federal-aws-regulations/what-is-section-230-communications-decency-act/

8 Tiffany (NJ) Inc. v. eBay Inc., 600 F.3d 93 (2d Cir. 2010).

*47U.8.C. § 230(c)

¥ Munn, L., “Angry by design: toxic communication and technical architectures.” Humanit Soc Sci Commun 7, 53
(2020). https://doi.org/10.1057/s41599-020-00550-7, see also Prerna Juneja and Tanushree Mitra, “Auditing
E-Comunerce Platforms for Algorithmically Curated Vaccine Misinformation™ Proceedings of the 2021 CHI
Confercnce on Hnman Factors in Computing Systems. Association for Computing Machinery Article 186, 1-27
(2021). https://doi.org/10.1145/3411764.3445250
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We would further highlight that present Section 230 protections may have already
contributed indirectly to the harms that the SHOP SAFE Act seeks to ameliorate. For instance,
given Section 230 liability shields, platforms have had few legal incentives to remove millions of
fake accounts-——many of which may have been promoting or engaging with and amplifying
counterfeit goods to artificially boost their visibility—or to handle the thoroughly documented
proliferation of fake reviews—that boost counterfeit goods or denigrate legitimate ones.

Indeed, if anything, platforms today have material disincentives to moderate deceptive
and harmful activity: investing in comprehensive platform moderation is expensive,” while fake
reviews, inflated view-counts, fake accounts, and other deceptive social engagement artificially
amplify the metrics by which platforms are judged by the users, investors, and advertisers that
drive platforms’ bottom lines. Without strong counter-incentives, platforms cannot be trusted to
govern themselves to standards adequate to protect their users from harm.

Legislative Components to Consider

We welcome the Committee’s attention to these key issues for consumers. There are a
few elements CR would recommend the Committee strongly consider as it evaluates legislative
solutions—as proposed in the SHOP SAFE Act, the INFORM Consumers Act, and
otherwise—seeking to address platform liability for counterfeits in online marketplaces.

First, that consumers shopping online require transparency in the origins of their purchases,
consistent access to clear lines of communication with third party sellers from whom they
purchase goods, and the ability to hold those sellers accountable for counterfeit goods—and
platforms should ensure these safeguards when they connect third-party-sellers and consumers
on online marketplaces.

Second, that any data that platforms or third-parties would need to collect for heightened
transparency and accountability measures be limited to the discrete use-case for which it is
collected and be protected with appropriate information security measures.

2 Payl M. Barrett, “Who Moderates the Social Media Giants? A Call To End Outsourcing” NYU Stern Center for
Business and Human Rights (June 2020), hitps://bhr.stem.nyu.edu/tech-content-moderation-junc-2020; Deepa
Scetharaman, “Facebook Throws More Moncy at Wiping Out Hate Speech and Bad Actors™ The Wall Street Journal
(May 15, 2018),
https://www.wsj.com/articles/facebook-throws-more-cash-at-a-tough-problem-stamping-out-bad-content-1 52639323
6.
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Third, that the degree of liability and accountability expected of platforms be commensurate with
the impact on consumers, and with available resources, in order to ensure a competitive online
marketplace for consumers to choose products and services from, and avoid further entrenching
the most dominant players.

Fourth, that incentives toward platforms more proactively screening for counterfeit goods do not
mandate that such screening take place prior to content being uploaded, as this may
disproportionately over-moderate consumer products that are genuine and safe for consumers.

Fifth and finally, that any such legislation establishes strong counter-incentives for fraudulent or
overreaching reporting of content as problematic when it is not, in order to prevent unintended
abuses of systems intended to protect consumers.

The spread of dangerous counterfeit products, and the platform designs that accelerate
and amplify the sale of these products, leads to consumer harm. Online platforms must be better
held to account for the sale of harmful and dangerous products, and given effective incentives to
prevent or mitigate these harms to the fullest extent feasible. Efforts like the SHOP SAFE Act
and INFORM Consumers Act offer promising approaches to addressing some of these important
concerns, and we look forward to working with this Committee and others to develop and
implement effective solutions to meet this challenge of our time and ensure a safe online
marketplace for American consumers.

Sincerely,

Laurel Lehman
Policy Analyst

cc. Members of the Senate Committee on the Judiciary
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many other loosely constructed seller platforms, we are a “curated” online marketplace,
meaning: We do not list or tolerate sellers engaged in the conduct targeted by the
INFORM Act.

There are, of course, “non-curated” online marketplace models, and these, we believe,
are problematic sources for consumers purchasing on these platforms, and they ought to
be the principal focus of the remedies these bills suggest.

In other words, we believe that any bill aimed at these problems ought to distinguish
between “curated” and “non-curated” markets and establish a “Safe Harbor” for curated
marketplaces which follow identified, sound procedures in reviewing sellers before they
are allowed onsite and then afterwards monitor and enforce seller-compliance.

To give you an idea of what we mean by “curated,” let me outline briefly the process
Overstock.com follows before allowing a seller and the seller’s products on our platform:

1. We perform an Office of Foreign Assets Controf check,
2. We verify the seller’s identity and resale certificates,
3. We confirm they have a U.S. presence, and a US federal tax ID number.

Many sites do some or all these things, but more do not.

In addition, Overstock.com also cultivates strong relationships with both its customers
and sellers by assuring that all products we sell are first thoroughly curated by a vigorous
product review, are subject to established supplier agreements, and that all consumer
sales are backed by Overstock’s 24/7, U.S. based customer service team, with actual
people on the other end of the line.

As a result, Overstock.com enjoys some of the highest customer satisfaction ratings in
the industry. These are the characteristics and practices of “curated” online marketplace
platforms.

Concerns with the Present INFORM Act Language Requiring Detailed Seller
Information Disclosure

As drafted, the INFORM Act will have a decisive anti-competitive effect: it mandates
public disclosure of our sellers’ names and contact information — meaning that we would
be forced to provide our competition with a convenient list of all our suppliers and our
pricing, including to those marketplaces the INFORM Act intends to target. Amazon's
press release supporting the unamended INFORM Act almost makes this point for us.
We were not at all surprised to see Amazon, the largest online retailer, support any bill
that would provide them with a competitor's seller information. This provision alone wouid
propel Amazon further into a de facto monopoly-—pushing out smaller retailers by
Amazon’s prompt use of this information.
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We hope Congress finds no comfort in Amazon’s enthusiastic support of this measure
without first seeing to it that an amendment takes away the anticompetitive effects of the
current language.

And setting the matter of Amazon’s support aside, | cannot emphasize enough that this
single provision, this forced disclosure of seller information by curated marketplaces will
do more to advance questionable online businesses than any other provision suggested
to the Committee in either of the two bills — it will diminish our investment in the high value
we are currently providing customers on our site. Certainly, both sellers and consumers
will be confused about which products are coming from curated, full-service
marketplaces, and which are coming from someone’s garage. These likely results are all
anticompetitive, unacceptable, and unwise.

Accordingly, we strongly suggest avoiding the adverse, anticompetitive consequences of
the current language in the INFORM Act, by establishing a “Safe Harbor” provision for
curated marketplaces which follow sensible vetting and monitoring practices before
allowing and keeping their sellers and their sellers’ products onsite. This can be
accomplished either through definitional changes or express safe harbor language
outlining the minimum “best practices” which would aliow a platform to avoid outright
disclosure of their seller information and the resulting harms we have outlined. And still,
the bill would achieve the aimed-at correction of problems about which the Committee is
concerned. We would be pleased to provide suggested language.

Alternatively, though a Safe Harbor is the most practicable solution, we would be pleased
to work with the Committee to find ways in which the current language of the bill would
be less harmful and disruptive to curated marketplaces which already protect their
customers from stolen, counterfeit, and unsafe goods.

The SHOP SAFE Act

There is commonality of some of these same concerns with the SHOP SAFE Act of 2021.

For example, the SHOP SAFE Act also requires the open disclosure of detailed seller
information, and it also fails to distinguish between curated and non-curated
marketplaces. | won’t repeat here the concerns stated above, except to say that these
same provisions in the SHOP SAFE Act will have the same clear anticompetitive effects
we noted above —~ penalizing those curated marketplaces which do their homework, and
police their ranks, while aiding those platforms that don’t.

Second, we have concerns that the “health and safety” definition in the SHOP SAFE Act
is unnecessarily broad and changes a trademark bill into a products liability bill. There are
other very clear problems this overbroad language presents, and we would be pleased to
work on refining the definition, so as not to cause the adverse and unintended effects of
the present definition.
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Third, some sections of the SHOP SAFE Act are vague, overbroad, and undefined. And
to make things worse, the determination of what is meant in these sections, such as in
the sections dealing with Artificial Intelligence counterfeiting, and the termination policy
for repeat offenders and exclusionary screening, is left to the courts, which means that
proper compliance will be left uncertain and unknown until a court, many years hence,
might decide what these sections mean. These, and other sections, in the SHOP SAFE
Act would benefit from more narrow, bright-line language, which will greatly decrease the
uncertainty and unnecessary costs of drawn-out court battles.

At your convenience my staff and | are available to discuss these bills and the important
changes we have outlined.

Sincerely,

Jonathan E. Johnson iii
Chief Executive Officer



185



186



187



188



189



190



191



192



193



194



195



196



197



198

National Retail Federation
November 1, 2021
Page |2

‘While more than two-thirds of the survey’s respondents (69 percent) said the pandemic
resulted in an increase in overall risk for their organization, respondents specifically mentioned the
impact on workplace violence (61 percent) and organized retail crime (57 percent).

Moreover, mandated store shutdowns and other shopping restrictions that occurred throughout
2020 had an impact on where fraudulent activity occurred. More than one-third (39 percent) of
respondents said they saw the greatest increase in fraud in multichannel sales channels such as buy
online pick up in store, up from 19 percent the year before. In contrast, just 28 percent said the greatest
increase in fraud came from in-store-only sales, down from 49 percent the year before. The percent of
those who pointed to online-only sales fraud remained flat.

The survey found that while the overall shrink rate remained relatively steady compared with
2019, it remains above the average of the last five years. Respondents reported an average shrink rate
of 1.6 percent, unchanged from last year’s high.

Other observations include:

e  Apprehensions and prosecutions of dishonest employees are down compared with last
year and with the five-year average. However, the cost per dishonest employee case is
increasing. Half (50 percent) of respondents reported an average dollar loss of at least
$1,000 compared with 29 percent in 2019.

e Asadditional threats emerge, retailers are investing in more resources to safeguard their
customers, employees and operations. Half (53 percent) of retailers said their companies
are allocating additional technology resources and another 50 percent said they are
allocating additional capital specific to LP equipment. In a shift from the last few years,
there was a significant increase in those reporting they would dedicate additional staffing
resources.

o Robberies are delivering tremendous windfalls to criminals. The average robbery costs a
retailer $7500 — a figure not seen since 2015.

As for ORC in particular, the majority of retailers (65 percent) agree that ORC gangs are
exhibiting higher levels of aggression and violence than they did the year before. Retailers cited
COVID-19, policing and changes to sentencing guidelines, and the growth of online marketplaces as
top reasons behind the increase in ORC activity.

ORC gangs target a variety of stolen items including designer clothing (reported by 22 percent
of retail respondents), laundry detergent (17 percent), designer handbags, allergy medicine, razors and
high-end liquor (tied at 15 percent each), pain relievers (13 percent) and infant formula and teeth
whitening strips (tied at 11 percent each).

The top five cities for ORC in the past year in order were Los Angeles, San
Francisco/Oakland, Chicago, New York and Miami.
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With the size and scope of these threats continuing to grow, it is clear retailers need support
from additional external resources, including lawmakers and law enforcement.

One fruitful avenue to address the rising incidence of organized retail crime is the
INFORM Act (“Integrity, Notification, and Fairness in Online Retail Marketplaces for
Consumers Act “). NRF is in strong support of transparency in marketplace sales, and our
members are in favor of a tailored approach that provides consumers and law enforcement with
verified information about high-volume sellers. We believe that the House bill, introduced by
Representatives Schakowsky and Bilirakis (H.R. 5502), strikes the appropriate balance between
requiring marketplaces to verify the identities of their biggest sellers, without impeding the flow
of legal and legitimate commerce. The House bill provides more time for marketplaces to verify
the identity of high-volume sellers once such a seller is covered by the Act, and allows
marketplaces to verify the identity of individual high-volume sellers in ways other than asking
for a government-issued ID. The House bill also provides privacy protections for high-volume
sellers, while maintaining the goal of increased transparency. Finally, and most important to
NRF members, HR. 5502 provides for federal preemption of conflicting state laws. As more and
more of NRF’s members use marketplaces as one of many channels through which they provide
consumers with innovative goods, it is critical that both marketplaces and sellers are subject to a
uniform and predictable set of rules. Conflicting rules from multiple jurisdictions are simply not
workable for a marketplace that allows its sellers to reach consumers in every state in the nation.

But marketplace transparency alone will not curb the incentive for organized criminals to
take expensive goods by force and resell them, either on marketplaces or, more frequently, on the
street. Organized crime is, by definition, sophisticated and highly responsive to attempts to
thwart it. Without more, regulating marketplaces will result in a cat-and-mouse game, in which,
for example, organized sellers of stolen goods could structure their sales to fall below the high-
volume seller threshold, and sell across multiple marketplace platforms. Consequently, NRF
believes that increased enforcement — to include data-sharing across law enforcement agencies
and increased resources to fight the scourge of robbery — is critical to reducing the incidence of
organized retail crime.

NRF has been working to develop new policy options to help address the challenge of
organized retail crime. Our recommended policy focuses on remediating three key challenges
associated with national efforts to counter organized retail crime:

e The lack of prioritization of organized retail crime within federal law enforcement — there
is no single agency that has this as a high-priority mission, with respect to investigative
coordination, developing intelligence on ORC groups, and engagement with state, local
and tribal law enforcement;
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The lack of coordination among federal law enforcement agencies that have authorities
related to organized retail crime — include the FBI, ICE Hometand Security
Investigations, CBP, the Secret Service, and the US Postal Inspection Service; and
That state, local and tribal law enforcement agencies frequently have insufficient
resources and training to engage effectively in ORC investigations — to work with
retailers and build complex cases that District Attorneys will take for prosecution.

To address these chatlenges, NRF is in favor of Congressional action that would accomplish
the following:

Establish a new federal Organized Retail Crime Coordination Center, located within ICE
Homeland Security Investigations and staffed by other key federal law enforcement
partners. Our initial assessment is that this is the best fit, given their trade and customs
enforcement authorities and the fact that the Intellectual Property Rights Center — which
has a related mission — is located within ICE HSI. State, local and tribal law enforcement
agencies could detail officers to the Center, and they and the private sector would also
have formal roles as advisors with respect to the Center

Give the Center clear responsibilities to lead on ORC activities, including by developing
national-level ORC intelligence picture, coordinating information-sharing and cross-
agency investigations, and serving as a center of expertise for training and technical
assistance

Establish regional federal, state, local and tribal law enforcement task forces at several
ICE HSI field offices, as a pilot project before considering whether to expand more
broadly

Require DHS and DOJ to leverage and expand the focus of existing law enforcement
grant, training and technical assistance programs so that they more actively prioritize
organized retail crime

NREF believes that legislation like this — if appropriately funded and implemented — could
make a significant difference in the fight against organized retail crime. Namely, such {egislation
would make it easier to move upstream and build cases against the leaders of the organized crime
groups. And, importantly, the legislation would also improve understanding of the linkages
between ORC and other types of organized crime.

NRF fooks forward to continuing to work with the INFORM Act sponsors, the committee,
and all interested lawmakers in both chambers, to address this very important issue and make
sure that marketplaces remain safe for consumers to take advantage of the innovation, speed, and
selection that the marketplace shopping experience continues to provide.
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balanced framework that promotes a culture of continuous transparency and responsibility, a culture
much needed to stay one-step ahead of counterfeiters. Passage of properly structured bills presents the
opportunity to ensure that the United States remains the global leader in protecting IP-intensive
companies and their consumers; it is imperative that we get it right.
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