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NOMINATIONS OF BRIAN EDDIE NELSON AND
ELIZABETH ROSENBERG

TUESDAY, JUNE 22, 2021

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.
The Committee met at 10:05 a.m., in room 538, Dirksen Senate
Office Building, Hon. Sherrod Brown, Chairman of the Committee,
presiding.

OPENING STATEMENT OF CHAIRMAN SHERROD BROWN

Chairman BROWN. The Senate Committee on Banking, Housing,
and Urban Affairs will come to order.

Thank you all for joining us. This hearing will consider President
Biden’s nominations for two key Treasury roles charged with com-
bating domestic and international terrorism and financial crimes.
Brian Nelson, to be Treasury—the Under Secretary for Terrorism
and Financial Crimes, welcome. And, Elizabeth Rosenberg, to be
Assistant Secretary for Terrorist Financing, welcome.

Welcome to your family and friends who are hearing watching
remotely. Mr. Nelson will introduce his parents, coming from Cali-
fornia, in a moment. Thank you for all your work serving the pub-
lic, for your willingness to serve in these critical roles.

I welcome Senator Leahy, who has arrived, and Senator Padilla,
who will arrive shortly. I want to thank them for taking time to
introduce our nominees.

Both of the nominees have substantial experience relevant to
their critical national security positions to which they have been
nominated. If confirmed, both would take on these jobs at a critical
time for protecting our country’s national security as we work to
rebuild alliances abroad while threats of domestic terrorism are on
the rise at home. The FBI director testified recently that racially
motivated, antigovernment extremists are likely to be the biggest
domestic threat this year and in 2022.

The Treasury’s Office of Terrorism and Financial Intelligence is
one of the cornerstones of our country’s efforts to combat terrorist
financing at home and around the world. The offices these two
nominees would lead are charged with protecting our financial sys-
tem from terrorists and other criminals and with combating rogue
nations, WMD proliferators, money launderers, drug kingpins, and
others who threaten our national security.

Mr. Nelson brings a strong record of public service and from our
discussions I think will be a tough, assertive enforcer of our Na-
tion’s sanction laws against rogue States, money launderers, terror-
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ists and narcotraffickers. Mr. Nelson clerked for two Federal judges
and served at the National Security Division of the Department of
Justice. He worked extensively on countering terrorism, illicit fi-
nance, and other crimes. He went to work for the California De-
partment of Justice, where he served as special assistant attorney
general, then as general counsel, to then-Attorney General Kamala
Harris.

Mr. Nelson, we look forward to your testimony and to an ongoing
collaboration with the Committee following what I hope will be a
quick confirmation process.

Elizabeth Rosenberg is a senior leader familiar to Members,
many Members, of this Committee from her testimony in the past.
President Biden has nominated her to serve as Assistant Secretary
for Terrorist Financing. Growing up in Middlebury, Vermont,
hence, Senator Leahy’s attendance. She got her education in my
home State, Oberlin College, where I was her congressperson for
her time at Oberlin. And she served in a number of senior roles in
the Treasury Department, working on anti-money laundering
sanctions and counterterrorist financing policy. She currently
serves as senior advisor to the deputy secretary of the Treasury
and has distinguished herself throughout her career in policy de-
bates on terrorism, illicit finance, proliferation finance and sanc-
tions.

If confirmed, she will be responsible for formulating and coordi-
nating the counterterrorist financing, anti—money laundering ef-
forts of the department, and overseeing the Office of Terrorist Fi-
nancing and Financial Crimes. Her substantial experiences makes
Ms. Rosenberg uniquely qualified to take on this important role.

Ms. Rosenberg, we welcome you back to the Committee. We hope
your nomination will move through the Committee quickly as well.

We look forward to testimony from both of you this morning.

Senator Toomey.

OPENING STATEMENT OF SENATOR PATRICK J. TOOMEY

Senator TOOMEY. Thank you, Mr. Chairman.

Mr. Nelson and Ms. Rosenberg, welcome to both of you. You have
been nominated for senior and important national security roles at
the Treasury, as you know. If confirmed, you will directly influence
the Biden administration’s policies toward China, Russia, North
Korea, dangerous non-State actors, and certainly, not least, Iran.

So I want to stress today that we need strong leadership at
Treasury and sometimes that means being willing to push back, in-
cluding on the White House or the State Department, if the policies
they are pursuing actually undermine America’s national security.
An example of this that I want to talk about this morning is the
Administration’s Iran policy. It is very, very concerning.

And let me be clear. There are Republicans, including myself,
that would work with the Administration on the nuclear deal with
Iran but not the JCPOA. Now we have reached out to the Adminis-
tration on this, and we have been met with silence.

But the most enduring U.S. policy toward Iran would be one that
is bipartisan. The JCPOA’s history demonstrates that. The Obama
administration entered the JCPOA with no Republican support and
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bipartisan opposition. Not coincidentally, when President Trump
came into office, he left the deal.

If the Biden administration reenters the JCPOA, with unani-
mous Republican opposition and bipartisan opposition, for a second
time, how is that likely to end under the next Republican adminis-
tration? But instead of taking a bipartisan approach, the Adminis-
tration seems to be racing to offer sanctions relief to an Iranian re-
gime that, in the words of its own chief diplomat, is dominated by
the Islamic Revolutionary Guard Corps, a terrorist organization
that is responsible for the deaths of hundreds of Americans.

And what is it that the Administration hopes to receive in return
for the sanctions relief? First, it says returning to the JCPOA will
put Iran’s nuclear program back in the box, and second, the Ad-
ministration hopes that the Iranians will agree to negotiate a
longer and stronger deal after we have given away all our leverage
in the form of sanctions relief. Both of these ideas are unrealistic.

It is hard to say that Iran’s nuclear program was ever really in
the box. The JCPOA required Iran to disclose the entirety of its
past nuclear activities, for instance. Yet, when confronted with evi-
dence of undisclosed nuclear activity at several sites, Iran has re-
fused to offer any explanation whatsoever. And the IAEA is now on
record that it cannot even attest to the peaceful nature of Iran’s
nuclear program. And furthermore, within a few years, key parts
of the JCPOA that ostensibly limit certain elements of Iran’s nu-
clear program are going to expire. So this box offered by the
JCPOA is more like a wet paper bag.

Then there is the notion that once the Administration lifts sanc-
tions on Iran then Iran will enter into negotiations for a longer and
stronger deal. It is completely unreasonable to believe that Iran
will grant concessions to the West after the United States gives up
its primary form of leverage on Iran, which is sanctions. And that
is especially true given that the new Iranian president, a hardliner
who ordered the extrajudicial killings of thousands of political pris-
oners in 1988 and who is currently under U.S. sanctions, has stat-
ed clearly he opposes even talking with the U.S. about limiting
Iran’s ballistic missile program and its support for terrorist groups.

Now I recognize that neither of you are going to be able to dic-
tate the Administration’s policy with respect to the JCPOA, but the
status of U.S. sanctions against Iran are at the heart of these nego-
tiations. And, if confirmed, you both will play critical roles in en-
forcing U.S. sanctions around the world that are an essential and
vital part of our foreign policy as such. I think you need to defend
the process by which, and the people through whom, we implement
these sanctions.

Now unfortunately, last month, an unnamed senior State De-
partment official—but this is on the State Department’s web site—
suggested to reporters that sanctions imposed by the Trump ad-
ministration against Iranian entities for terrorist activities were
done illegally and without any evidentiary basis. This is a reckless
and dangerous comment. And I mention this because it opens up
our entire sanctions regime to legal challenges when a senior State
Department official says they were imposed illegally. This is a clear
instance where your leadership can make a big difference. In the
absence of compelling evidence to the contrary, you should pub-
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lically make clear that no terrorism sanctions imposed under the
previous Administration were done illegitimately.

So, Mr. Chairman, Iran is one of many of our national security
challenges facing our Nation. It is one in which the witnesses today
will have an important role.

In this hearing, I hope to hear from both of you candid and
straightforward views on these and other issues. And, if confirmed,
it is critical that you swiftly take up Treasury’s important work to
advance this important national security interest. Thank you.

Chairman BROWN. Thank you, Senator Toomey.

I want to welcome Senators Leahy and Padilla to today’s hear-
ing, each of whom wanted to be here in person to introduce the
nominees from their States, with whom they have had a strong re-
lationship and, in Senator Leahy’s case, a long, longstanding rela-
tionship.

Senator Padilla will introduce Mr. Nelson. Then Senator Leahy
will introduce Ms. Rosenberg. If the Senators need to leave after
their introductions, they may certainly, if they need to. They may
want to stay for the openings; that is OK as well. Once they are
finished with the introductions, the nominees will be sworn in and
will deliver their opening statements.

Senator Padilla, you may begin.

Senator PADILLA. Thank you, Chairman Brown and Ranking
Member Toomey, for the opportunity to introduce Mr. Brian Nelson
from the great State of California as President Biden’s nominee for
Terrorism—excuse me, to be the Under Secretary for Terrorism
and Financial Intelligence at the Department of Treasury. The Of-
fice of Terrorism and Financial Intelligence upholds the integrity
of our financial system and protections our Nation from security
threats.

President Biden has committed to tackling corruption as an eco-
nomic and national security priority, and he has set an ambitious
agenda to curb illicit finance, improve accountability, and strength-
en international partnerships to combat bad actors. Mr. Nelson is
the right person to lead the Treasury Department’s efforts to carry
out these critical objectives.

Mr. Nelson is a dedicated public servant. Before joining the Or-
ganizing Committee for the 2028 Olympic and Paralympic Games
in Los Angeles, he served in a senior role in the California Depart-
ment of Justice. There, he led efforts to thwart human traffickers,
crack down on transnational criminal organizations, and partnered
with other States and foreign Nations to prevent criminal activity.
Mr. Nelson has also served in the United States Department of
Justice, where he was the National Security Division’s Deputy
Chief of Staff, and in that role he oversaw the division’s work to
ensure foreign investments do not have adverse law enforcement,
national security, or public safety implications.

Mr. Nelson will bring his expertise and dedication to the Treas-
ury Department’s critical work of protecting our financial system.
I strongly support Mr. Nelson’s nomination, and I urge you to do
the same. Thank you.

Chairman BROWN. Thank you, Senator Padilla.

Senator Leahy, welcome.
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Senator LEAHY. Thank you very much, Mr. Chairman. I am glad
you are having the hearing, but I also appreciate the opportunity
to introduce Elizabeth Rosenberg, who is here right beside me. Her
husband is sitting directly behind me. She is the President’s nomi-
nee to be the next Assistant Secretary of the Treasury for Terrorist
Financing, Financial Crimes.

As you can imagine, I am proud she is from Middlebury,
Vermont. And she graduated Phi Beta Kappa from Oberlin College.
I think in the Phi Beta Kappa from Oberlin she was anticipating
the fact that she would appear before you 20 years later as chair.
She obtained her master’s degree from New York University.

I am always glad to be with another Vermonter, but this one is
extraordinary. She serves as counselor to the deputy secretary of
the Treasury. She guides and oversees the development of major
policy, previously served as senior fellow and director of the En-
ergy, Economics, and Security Program at the Center for a New
American Security.

You have all this, and I am going to put the—my whole state-
ment in the record so you can go on with this. But, you know, she
speaks multiple languages, widely published. She has testified be-
fore this Committee before as an expert.

What often is not mentioned, her first position in Government
was as a Senate page back in 1994. I had nominated her for that.
She watched the floor debates. She watched how we incorporate
constituent feedback.

And I would like to think, Ms. Rosenberg, that it helped light
that fire, not that you really needed to have anything lighted.

But she will be, if confirmed, responsible for guiding anti—money
laundering, anticorruption. I could go on forever. This is one of the
most amazing people I have seen over my years representing our
State of Vermont, and I strongly support her, and I will certainly
be doing everything possible to move her confirmation on the floor.

Thank you, Mr. Chairman.

Chairman BROWN. Thank you, Senator Leahy.

Would the witnesses please rise and raise their right hands? Do
you swear or affirm that the testimony you are about to give is the
truth, the whole truth and nothing but the truth, so help you, God.
Do you agree to appear and testify before any duly constituted com-
mittee of the Senate?

Mr. NELSON. I do.

Ms. ROSENBERG. I do.

Chairman BROWN. Thank you. Please be seated.

Mr. Nelson, you may begin your testimony.

TESTIMONY OF BRIAN EDDIE NELSON, OF CALIFORNIA, TO BE
UNDER SECRETARY FOR TERRORISM AND FINANCIAL
CRIMES, DEPARTMENT OF THE TREASURY

Mr. NELSON. Here we go. Chairman Brown, Ranking Member
Toomey, and Members of the Committee, it is privilege to come be-
fore you today as President Biden’s nominee for Under Secretary
of the Treasury for Terrorism and Financial Crimes. Thank you to
Senator Padilla for his generous introduction. I also want to thank
President Biden, Vice President Harris, and Secretary Yellen for
placing their confidence in me.
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I am joined today by my parents, Eddie and Carol, and they have
been loving role models for me and my brother. I also want to espe-
cially thank my wife, Lane, for her support and shared commit-
ment to public service. I am so proud of her service through this
pandemic as the chief executive of our home city, which is why she
is unable to join me here today. She is also my partner in raising
our wonderful son, 7-year-old Drew.

Respect for service has guided my family across generations. In
1906, my great grandfather became the first African-American let-
ter carrier of a small Mississippi town. His life was threatened for
integrating the postal service, but his courage inspired a commit-
ment to civic pursuits that spread among his seven children and
endures today.

My grandfather, Waymon Eddie Nelson, went on to serve in both
World War II and the Korean War, and my father also served in
the military before becoming an air traffic controller.

My mother’s father, Thomas George Lyle, also spent much of his
professional life as a letter carrier, and he motivated his children
to pursue rich, community-oriented lives. His daughters found—his
daughters found careers in public education, and his youngest, my
mother, was a special education, elementary school teacher for her
career.

My parents’ careers were stressful and demanding, but they ap-
proached their roles with dedication, proud of the contributions
they made to our broader community. If I am confirmed, I will un-
dertake the responsibilities of the under secretary with that same
dedication.

I am keenly aware of the critical responsibilities associated with
the role of under secretary. I am humbled by this nomination to
lead Treasury’s efforts to disrupt and sever lines of financial sup-
port for threats to our national security, domestically and around
the globe, and to strengthen the integrity of the U.S. financial sys-
tem. The work of Treasury’s dedicated and skilled intelligence and
enforcement personnel is on the front lines of our effort to protect
the American homeland and American interests against terrorists,
criminals, and other malign actors, including cybercriminals perpe-
trating ransomware attacks. If confirmed, I look forward to work-
ing with these dedicated men and women and in collaboration with
others across our Government, our private sector, and with our for-
eign partners in this effort.

Over my career, I have had the privilege to support the country’s
national security mission in the public, private, and nonprofit sec-
tors. Earlier in my career, I served as a special counsel and then
as deputy chief of staff of the National Security Division of the U.S.
Department of Justice. One of my core responsibilities was to over-
see the economic national security work of the division’s Foreign
Investment Review staff, which participates in the Treasury-led
Committee on Foreign Investment in the United States. In that
work, I came to understand the critical role of economic and finan-
cial tools in supporting our national security.

Following my leadership at the Justice Department, I held senior
roles in the California Department of Justice, including as policy
chief. As policy chief, I led and executed efforts to combat
transnational criminal organizations, dismantle human trafficking
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networks, and build State and international partnerships to stop
money laundering and cybercrimes. I worked directly with my
Mexican counterparts and other leaders in the Mexican Govern-
ment to coordinate these efforts.

Most recently, I served as a senior executive on the Organizing
Committee for the 2028 Olympic and Paralympic Games in Los An-
geles. In this role, I currently direct the efforts to make the 2028
Games secure across all levels of Government. This has been an ex-
tensive planning and coordination effort because we anticipate it
will be the largest peacetime event in world history.

If confirmed, I look forward to working with Members of this
Committee on a bipartisan basis to advance our shared interests in
supporting and empowering the talented group of national security
professionals who are safeguarding our financial system against il-
licit use and combating terrorist facilitators, proliferators, and oth-
ers who seek to harm the United States.

Thank you very much for your time and consideration, and I look
forward to your questions.

Chairman BROWN. Thank you, Mr. Nelson.

Ms. Rosenberg, you are recognized. Thank you.

TESTIMONY OF ELIZABETH ROSENBERG, OF VERMONT, TO BE
ASSISTANT SECRETARY FOR TERRORIST FINANCING, DE-
PARTMENT OF THE TREASURY

Ms. ROSENBERG. Chairman Brown, Ranking Member Toomey,
and Members of the Committee, it is a privilege to appear before
you today. I am grateful to the Committee for consideration of my
nomination. And I would like to thank President Biden, Vice Presi-
dent Harris, Secretary Yellen, and Deputy Secretary Adeyemo for
placing their confidence in me. In addition, I would like to thank
Senator Leahy for his very kind introduction.

On a personal note, I would like to thank my family for their in-
valuable support: my children, Sophie, Annie, and Alex, and my
husband, Jonathan, who is here with me today and whose love,
help, and encouragement makes it possible for me to be in the posi-
tion to undertake the responsibilities associated with the role for
which I have been nominated.

I would also like to acknowledge my brother, Eli, as well as my
parents, Jean and David Rosenberg, none of whom were able to
join me here today but who were my first teachers of foreign policy,
economics, and the necessity of working for democracy, peace, and
human rights. Also, my grandmother, Eleanor Gibson, and my
great aunt, Emily Jack, who, as dedicated professionals at a time
when it was rare for women to be in their lines of work, were pow-
erful examples of diligence and courage to contribute to scientific
advancement and to national security.

In coming before the Committee today, I am aware of the signifi-
cant responsibilities of the assistant secretary for terrorist financ-
ing, leading the office that formulates and coordinates counterter-
rorist financing and anti—money laundering efforts of the Depart-
ment of the Treasury. This work requires close collaboration with
Congress, across the Executive branch, and with foreign counter-
parts, the private sector, and civil society. It directly supports U.S.
goals of strengthening the integrity of our financial system and fa-
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cilitating a robust economic recovery. The work serves to protect fi-
nancial institutions and systems of monetary exchange from illicit
finance and abuse by terrorists, criminals, kleptocrats, and those
who threaten our peace and security. It also directly and imme-
diately advances core U.S. foreign policy interests, including as re-
lated to Russia, China, Iran, North Korea, and other security
threats.

The intertwined nature of U.S. economic strength and national
security requires a creative, rigorous, and targeted approach and
the use of economic instruments to advance U.S. interests. Now, in
an era when Treasury’s financial tools are often looked to as a first
resort to combat threats, and when the United States faces signifi-
cant international competition, a carefully calibrated, strategic ap-
proach to anti—-money laundering and the use of financial meas-
ures is more important than ever, and so too is a commitment to
work with allies and partners in advancing this critical work.

Since 2009, when I joined the office I have now been nominated
to lead, I dedicated myself to advancing anti—-money laundering
and counterterrorist financing policy and crafting targeted strate-
gies for the use of sanctions. I am grateful for the opportunities I
have had to learn from the policy pioneers of the contemporary
U.S. approach to anti—-money laundering and counterterrorist fi-
nancing efforts. They include Democrats and Republicans, former
senior officials at the Department of the Treasury, and congres-
sional leaders, many of whom have served and do serve on this
Committee. They also include the hardworking, expert Treasury ca-
reer staff.

Leading the economics and national security program at the Cen-
ter for a New American Security for 8 years, I benefited from expo-
sure to a wide array of stakeholder perspectives on anti—money
laundering, illicit finance, and sanctions policy, including and be-
yond the U.S. Government. I engaged with representatives from
civil society, the private sector, and the diplomatic community to
learn their views on these policy issues.

I have been honored to testify before Congress and brief bipar-
tisan groups of members and congressional staff on anti—money
laundering, sanctions, and national security policy on several occa-
sions. And, if confirmed, I intend to continue this collaborative en-
gagement with Congress to advance our shared economic and secu-
rity interests.

In closing, I want to once again thank the Committee for its con-
sideration of my nomination, and I would be pleased to answer any
questions you may have.

Chairman BROWN. Thank you, Ms. Rosenberg.

Mr. Nelson, no question about your qualifications or your experi-
ence or your knowledge on human trafficking, money laundering,
terrorism, other issues, but share with us your priorities and your
vision for TFI on sanctions and countering money laundering, on
terrorism financing.

Mr. NELSON. Thank you for that question, Mr. Chairman, and
thank you for the time and the frank conversation this week.

You know, my vision for TFI is really informed by a couple of
things. One, I think recognizing that there has not been a con-
firmed leader of TFI for almost 2 years now. So really, I think the



9

first piece of action is to get to work advocating for the tools that
we have, that TFI has, and to your point, Senator Toomey, making
sure that we are advocating for the voices and the work of the dedi-
cated professionals that are doing that work and that that is seen
and felt throughout the interagency with our foreign partners and
obviously with this Committee and Congress.

Two, my real introduction into how impactful the tool of coun-
tering the financing of terrorism came at the National Security Di-
vision. And when I arrived at NSD, it was at—it was really at a
time when, in 2009, we were seeing terrorist plots that were being
directed by foreign terrorist organizations like al Qaeda here in the
United States. And what we saw and what I observed over the two-
and-a-half years that I was there is that that opportunity for these
foreign terrorists organizations to direct terrorist plots in the
United States, in our homeland, was significantly degraded, and
the reason for that was because of the execution of the countering
of financing terrorism that TFI led. And I know that that work has
saved American lives, and I know how important it is to execute
against that tool.

So one of the very first things that I will want to do is participate
in the ongoing sanctions review that is being led by the Treasury
secretary and the deputy Treasury secretary to make sure that we
are making that tool, that incredibly powerful tool of our foreign
policy and national security, as effective and targeted as possible
while managing and mitigating unintended consequences.

The second piece of my experience that I think relates directly
to my vision and my priority for TFI comes from the California De-
partment of Justice. And when I was the policy chief in the Cali-
fornia Department of Justice we did a review of the threat posed
to us by transnational criminal organizations. In the context of that
review, what we assessed is one of the reasons transnational crimi-
nal organizations were so interested in California was for many of
the reasons that they are interested in and are using our financial
systems, which is big and open and global.

So really looking at the preventive tools and advancing our pre-
ventive tools, anti—-money laundering and other tools, much like
TFI, to really harden our systems in California is something I
worked on. And that, obviously in the context of the Anti—Money
Laundering Act and its implementation, is something that I want
to prioritize and work hard with the leaders at FinCEN to land
well.

So I will—I will stop there. Obviously, there are a lot of subject
matter and substantive issues I would want to tackle as the under
secretary if I am so fortunate to be confirmed, but those are——

Chairman BROWN. Thank you for Mr. Nelson.

Ms. Rosenberg, near the end of the last Congress, we passed the
bipartisan Anti—Money Laundering Act and Corporate Trans-
parency Act to strong support from Senator Crapo, then the chair
of this Committee and the support of this whole Committee. Which
of the many new requirements of the new law, in addition to estab-
lishing—two questions I have for you. Which of the new require-
ments in addition to establishing the beneficial ownership data-
base, should be our top priority? And second question, what should
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be the Treasury’s priorities to implement the law most efficiently
and effectively?

Ms. ROSENBERG. Thank you for that question. Here we go. There
are a variety of—I would like to recognize the leadership from this
Committee and from many others in Congress who brought forward
that piece of legislation, which meaningfully strengthened the anti—
money laundering legal basis for our country and also empowers
those individuals who implement and enforce it.

There are a variety of very significant provisions, as you all
know, within that law that have the effect of—the complementary
of significantly strengthening the overall AML regime. I would like
to point to the fact that Secretary Yellen has particularly—has
given particular focus and attention to the beneficial ownership
database and the activities associated with setting that up, includ-
ing the rulemaking, the technology, the procurement, the staffing.
?nd if I am confirmed, I would look forward to supporting that ef-
ort.

With regard to your second question, and Treasury is the
prioritization there, of course, the requirements associated with
this piece of legislation are meaningful and require resources and
support in order to execute them. That is an area that Secretary
Yellen and Deputy Secretary Adeyemo have called out, particularly
looking forward to appropriately resourcing those provisions in
order to be able to carry them out to the full extent, and that is
something I would seek to support if confirmed.

Chairman BROWN. Thank you.

Senator Toomey.

Senator TOOMEY. Thank you, Mr. Chairman.

Ms. Rosenberg, in 2016, you wrote, “Using sanctions to address
non-nuclear concerns with Iran is distinct from oversight of the nu-
clear deal.” Now we had a nice conversation last week, and I recall
I think you confirmed that that is still your view, but I would like
to get it on record and out in the open here.

And I think this is a yes-or-no question; I certainly hope so. And
that is: Do you still maintain and agree that terrorism sanctions
on Iranian entities are not inherently inconsistent with the
JCPOA?

Ms. ROSENBERG. Senator, thank you for the question and thank
you also for taking the time to speak with me prior to this hearing.
I support the position that the United States must hold Iran ac-
countable for its support for terrorism and its destabilization in the
region. That is something that can occur outside of any nuclear
deal should the United States reenter it.

Senator TOOMEY. OK. So I would take that as a “yes.”

Mr. Nelson, you stress the importance of fighting terrorism. So
really, I would ask you to provide hopefully a yes-or-no answer to
the same question. Do you agree that terrorism sanctions on Ira-
nian entities are not inherently inconsistent with the JCPOA?

Mr. NELSON. I do.

Senator TOOMEY. Thank you. Now earlier, when I made my re-
marks, I highlighted a recent statement from an unnamed “senior
State department official,” suggesting that terrorism sanctions im-
posed by the previous Administration were done illegally and with-
out any evidentiary basis.
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So first, for Ms. Rosenberg, I know you are a counselor to the
deputy secretary of Treasury now. Again, I think this is a simple
yes-or-no question. Are you personally aware of any evidence that
those sanctions were imposed illegitimately?

Ms. ROSENBERG. No, Senator, I am not.

Senator TOOMEY. OK. That being the case, I would be very grate-
ful if you would commit to within, say, 7 days of your confirmation,
if you could confirm that these sanctions were in fact imposed le-
gitimately.

And, Mr. Nelson, I would ask you to join in that effort.

I just think it is extremely important when somebody maligns
the character of the expert Treasury staff that went through the
proper procedure, went through the process, and came to this con-
clusion, their work should not be maligned this way, and I think
your voices are important to affirm that.

Next point, Nord Stream 2 AG is a company owned and operated
by Russia’s largest State-owned oil and gas company, Gazprom.
Now according to its own web site, Nord Stream 2 AG is respon-
sible, “for planning, construction, and subsequent operation of the
Nord Stream 2 pipeline.”

Now the State Department has reported that Nord Stream 2 AG
is using a Russian pipe-laying contractor. And I will mispronounce
the name, but I will call it Koksokhimtrans. And they are using
this contractor, essentially a subcontractor, on this project. Now it
is notable because Koksokhimtrans was sanctioned by the U.S.
Treasury in 2016 for its involvement in Russia’s invasion of Cri-
mea.

Now all of this is important because under Section 228 of
CAATSA Nord Stream 2 AG has to be sanctioned if it is facilitating
a significant transaction with a sanctioned entity, and it clearly ap-
pears to be doing exactly that with Koksokhimtrans.

So, Ms. Rosenberg, my question for you—I know you are leading
a systemic review of the Treasury sanction. Can you explain to us
why Nord Stream 2 AG has not been sanctioned under CAATSA
despite the clear language of that legislation requiring it?

Ms. ROSENBERG. Thank you for the opportunity to speak to this
issue, and I would like to recognize the leadership from this Com-
mittee that brought forward legislation, including authorities that
you are referencing here and CAATSA, as well as other ones re-
lated to Nord Stream 2. I share a deep concern about Russia’s po-
tential to destabilize energy security in Europe and particularly to
target Ukraine if there is a cessation of natural gas there facili-
tated by additional support—additional flow of gas through the
Nord Stream pipeline.

I am not in the position to have examined the facts and cir-
cumstances about whether there is a—the institute—the entity
that you have named would meet criteria or threshold for designa-
tion, but if I am confirmed, I would—I can commit to you that I
would look into that and would gladly come and follow up with you
about that question.

Senator TOOMEY. So I guess it is my same point as last time. I
would appreciate if you would reply in writing, if both of you would
reply to this question, because my reading of the statute is very
straightforward; it requires the sanctioning. The sanction can then



12

subsequently be waived, but there is a process that we need to go
through. And it involves Congress, and it is important.

I do have one other quick question, Mr. Chairman, if I could, and
that is in recent months Iranian oil shipments to China has, by all
accounts, gone through the roof. It could be approximately 600,000
barrels per day at this point. By all accounts, China has been open-
ly violating U.S. law with impunity because they are importing il-
licit Iranian oil.

So my question to both of you: First, do you acknowledge that it
is a problem to have China flagrantly violating our sanctions law?
And, is it not the case that if adversaries perceive that the U.S. is
unwilling to enforce our own sanctions, then they are going to vio-
late the sanctions?

Mr. NELSON. Senator, obviously, I am not in the Government. I
would welcome the opportunity, if I am confirmed, to be briefed on
this incredibly important issue, but predicate, assuming there are
violations, then I would—I would agree we need to act appro-
priately.

Ms. ROSENBERG. Senator, I would certainly agree that violating
U.S. sanctions law is a problem and something that if I were to be
confirmed would be something I would look into and seek to ad-
dress, furthermore, that the credibility and strength of U.S. sanc-
tions depends on their effective implementation and enforcement.

Senator ToOMEY. Well, thank you very much, Mr. Chairman.
Thanks for your indulgence.

And I am going to send both of you a QFR in writing about a
recent Financial Action Task Force guidance involving
cryptocurrencies and personal digital assets.

So thank you, Mr. Chairman.

Chairman BROWN. Thank you.

Senator Menendez, from New Jersey, is recognized.

Senator MENENDEZ. Thank you, Mr. Chair.

Congratulations to both of your nominations.

In my other role as the chairman of the Senate Foreign Relations
Committee, the question of sanctions is one of the critical tools that
we use in our foreign policy in order to get countries who are vio-
lating the international order to observe it or to get in line with
it or to create consequences for those who are unwilling to get in
line with it. And it is one of the few peaceful diplomacy tools that
we have. Other countries, like Russia, use their military to engage
in their foreign policy advocacy. We do not do that as a democracy.

So your two positions are incredibly important, and I have to be
honest with you. With me personally, how you respond is going to
be critical to my support for your nominations because this is one
of the critical areas that I think is important and I think is lacking.
So I give you that as a framework warning.

And I will have more questions that this 5 minutes allows me to.
So I will submit some of them for the record. I would ask you to
be significant in your answers. If I get the typical answer I get in
a QFR, it will not garner my support. So I would like to see sub-
stantive answers.

With that as a framework, CAATSA, which I helped write, re-
mains the law of the land and provides a congressionally mandated
sanctions framework on Russia. The Trump administration ignored
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many of its mandatory—underline “mandatory”—provisions, much
to the consternation of many of us in the Senate. And I would just
remind you that this legislation passed 98-2. So if a simple yes or
no would do, do I have each of your commitment that you will fully
implement all mandatory provisions of the law?

Mr. NELSON. Yes.

Ms. ROSENBERG. Yes, Senator.

Senator MENENDEZ. Now I believe that pressure on Russia’s
oligarchs could have an impact on the Kremlin’s decisionmaking
calculus and have supported blocking sanctions on them in close co-
ordination with our European allies. Do I have your commitment
to fully review the list of sanctions targets proposed by Alexei
Navalny’s organization earlier this year?

Mr. NELSON. Yes. And thank you for your long leadership in that
area.

Ms. ROSENBERG. Yes, Senator. And I would welcome the oppor-
tunity, if confirmed, to look broadly at potential sanctions targets,
individuals, entities that may be eligible for such designation.

Senator MENENDEZ. Now the Trump administration negotiated a
memorandum of understanding that eased sanctions on Russia oli-
garch Oleg Deripaska. I was opposed to the easing of those sanc-
tions, but it is critically important that all terms of this agreement
be fully met by Deripaska. So again, yes or no, if he does not abide
ll?ly i(‘gs terms, would you support the reimposition of sanctions on

im?

Mr. NELSON. If confirmed, yes, I will look at that and to your
point, yes, if he is not abiding by the terms.

Ms. ROSENBERG. Yes, Senator, I will certainly look into this and
consider any available and appropriate measures to address the
threats that he

Senator MENENDEZ. OK. I appreciate you both looking into it. My
specific question is the reimposition of sanctions if he does not
meet the terms. Here is our problem, and I want to echo what the
Ranking Member said. China is—I can tell you. You may not know,
or you may know but figured you cannot have to deal with until
you get confirmed. China is fully violating our sanctions. Over a
billion dollars.

So when we send a global message that it is OK to go ahead and
violate U.S. sanctions, then every other country will. And so we
neuter the one foreign policy tool that we have of peaceful diplo-
macy. It is not acceptable, not to mention that it violates congres-
sional will, specifically. Specifically. It is not a—it is not a “may.”
It is a “shall.” So there is a reason we put “shall.”

And yes, sometimes there are waivers, and that is up to the Ad-
ministration to do that. But it starts off with a “shall.”

Let me ask you this. How would you approach—there is—you
know. My understanding there are soon to be completed negotia-
tions on the Iran nuclear deal. If the United States reaches an
agreement with Iran on its nuclear program, how would you ap-
proach the sanctions on the Central Bank of Iran that the Trump
administration imposed?

For example, there are those who would advocate just lifting the
sanctions as part of a deal in its totality. But is it not possible to
consider specific licenses in which the central bank does not get a
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total wash but actually would have specific licenses to do certain
things that are otherwise sanctionable?

Mr. NELSON. Senator, thank you for that question. I am obvi-
ously not in the Government yet, but again, I am happy to look at
that and would be very happy to continue to talk to you about what
good strategies are both to protect the overall sanctity of our sanc-
tions program and their effectiveness, which again appreciating
your long leadership in this area, and specifically on how to ad-
dress the Iranian central bank.

Senator MENENDEZ. Is it not possible—and I will close on this,
Mr. Chairman—to consider a specific license versus an overall lift-
ing? I mean as a procedural matter, forgetting about the policy or
whether the Administration will tell you to do that or not.

Mr. NELSON. Well, you know, as you know, we do have the au-
thority to provide licenses under certain circumstances. So I would
need to talk with OFAC leadership about the specifics.

Senator MENENDEZ. Ms. Rosenberg, can you just answer that one
question?

Ms. ROSENBERG. Senator, I appreciate the creativity and insight
that you open here in thinking about various tools that the U.S.
Government may have in seeking to hold Iran accountable. I be-
lieve that is an option.

Senator MENENDEZ. Yes. I am going to have very specific ques-
tions. Again, I want to urge you—I would like to be supportive, but
your views on these are going to really dictate my support. Thank
you very much.

Chairman BROWN. Thanks.

Senator Hagerty, of Tennessee, is recognized for 5 minutes.

Senator HAGERTY. Thank you. Thank you, Mr. Chairman; thank
you, Ranking Member Toomey, for holding this hearing.

And congratulations to the two of you for your nomination.

I would just like to note at the start that America’s financial
markets are the envy of the world. We work very hard to create
the most liquid, the most efficient, the greatest provider of low cost
capital in the world. And it is a privilege to access the American
capital markets, and those that would act against U.S. interest
should clearly be denied that privilege. That is the important role
that the two of you are undertaking today.

And I want to echo Senator Menendez’s comments. This is a crit-
ical tool of diplomacy that the two of you are going to be in a posi-
tion to exercise.

I think, both Mr. Nelson and Ms. Rosenberg, if you are con-
firmed, I think we will have opportunity to work closely together
on matters of national security, on safeguarding our financial sys-
tem, and constricting our enemies’ access to a financial life blood
that they may use to our detriment.

I would like to come back and follow up on something that Rank-
ing Member Toomey highlighted, and that is very reckless com-
mentary by a member of the State Department, the Biden adminis-
tration State Department, back in April, that the sanctions that
were issued by the Trump administration were illegitimate some-
how. Let me tell you I worked my heart out in the last Administra-
tion to impose sanctions on Iran, to get Japan to stop buying Ira-
nian oil. Iran is the largest State sponsor of terror in the world.
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I want to ask both of you, first Mr. Nelson, then Ms. Rosenberg,
do you think that those sanctions were illegitimate?

Mr. NELSON. Thank you. Thank you, Senator, and thank you for
the meeting and the time and the frank conversation. I am not in
the Government now, but I can speak from my experience when I
was at the National Security Division, working with the dedicated
career staff at Treasury. And I have every reason to believe that
they are not only incredible public servants but incredibly diligent
in their work, and that was my experience of them. And I would
have no reason to question the evidentiary basis of any of the pack-
ages, sanction packages, that they produce.

And I would also just want to note that it would be really a won-
derful opportunity to continue to think about and work together on
how we can combat and address, through our sanctions programs
and other tools, Iran’s ongoing facilitation of terrorism, their sup-
port for terrorist proxies and other malign acts. And I would wel-
come the opportunity to work on those issues with you.

Senator HAGERTY. Thank you, Mr. Nelson.

Ms. Rosenberg.

Ms. ROSENBERG. Thank you, Senator, for the opportunity to
share with you my views that the dedicated, excellent staff at
Treasury, who work on targeting, investigations, licensing, enforce-
ment, have conducted themselves in an—in an excellent fashion
and have implemented their sanctions in this portfolio and in oth-
ers with great integrity.

Senator HAGERTY. Well, beyond impinging the character of those
who did this hard work, as Senator Toomey underlined, it also runs
the risk when we have this sort of reckless comments coming from
State Department officials, or any other officials in the Administra-
tion—when they comment that our sanctions are somehow illegit-
imate or illegal, it exposes our entire sanctions framework to legal
challenge, which again would be very much to the detriment of
U.S. Government activities and our efforts to impose sanctions,
again a great diplomatic tool, as highlighted by Senator Menendez.
So I appreciate the fact that you agree with me that that was a
r}elckless statement and that you would act accordingly to uphold
that.

I would also like to ask both of you, first Mr. Nelson, then Ms.
Rosenberg, if you would commit to total transparency with this
Committee about the Biden administration’s financial dealings
with our adversaries, and here I am thinking about the pallets of
cash that we saw going to Iran. Mr. Nelson.

Mr. NELSON. Thank you for that question, Senator. You look—
I think the Committee’s oversight responsibility is incredibly im-
portant, and I would—I would communicate about that and every
other issue within its jurisdiction as appropriate to the extent that
I can.

Senator HAGERTY. Thank you.

Ms. ROSENBERG. Senator, I can commit to transparency, and full
and frank exchange, with this Committee if confirmed.

Senator HAGERTY. Thank you.

Thank you, Mr. Chairman.

Chairman BROWN. Thank you, Senator.

Senator Cortez Masto, from Nevada, is recognized for 5 minutes.
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Senator CORTEZ MASTO. Thank you, Mr. Chairman.

Congratulations to both nominees. Welcome. Congratulations and
welcome to your families as well.

Let me start with cryptocurrency fraud, to both of you. As you
well know, money laundering, tax evasion, terrorist financing, and
fraud follow these privately created and managed currencies. If
confirmed, how will you work with Federal regulators to limit the
damage done by cryptoheists? And, Mr. Nelson, let me start with
you.

Mr. NELSON. Thank you for that question, Senator Masto. Obvi-
ously, this is a—this is an issue that was of—has been of great con-
cern for some time now, and it is reflected in the new Anti—Money
Laundering Act that this Committee really championed. And if I
am confirmed, I will prioritize implementing the pieces of that
piece of legislation, including new regulations around
cryptocurrency. I think that legislation provided new authorities or
clarified the law that cryptocurrencies, or currency in whatever
form, be it virtual or fiat, is covered by the Bank—the Bank Se-
crecy Act, which is a powerful tool to allow FinCEN to ensure that,
again, no matter the form of the currency that they have the tools
to regulate.

And I think the other really powerful piece of that legislation is
that it reflected a balancing of regulating to prevent virtual cur-
rency and other types of new technology from undermining our
anti-money laundering system while also being respectful of the
fact that we need to support responsible innovation and preserve
that here in the United States and not see that market and oppor-
tunity leave the country. So again, I know this is a space that
FinCEN and the leadership at FinCEN have been active in for a
long time, and additionally, it is—will be the work of TFFC and
others within TFI to really rally our global partners so that we
have one consistent standard across the world.

Senator CORTEZ MASTO. Thank you.

Ms. Rosenberg.

Ms. ROSENBERG. Thank you. You have mentioned these crypto
heists, this threat which hurts people, and it hurts institutions.
And if confirmed, I would welcome the opportunity to examine our
AML/CFT regime which, as Mr. Nelson points out, applies to cur-
rency and financial institutions regardless of whether they are
brick and mortar or if they are of this new and emerging fashion
of technologies such as you have referenced. That is work that
must be undertaken in close collaboration with those of—those col-
leagues of the AML professionals and leaders in our Government,
who work on financial stability and on consumer protection. And
I would seek to, if confirmed, ensure that the regulatory regime
that applies to cryptocurrency, for example, is appropriate and con-
sistent across these various areas of regulation.

Senator CORTEZ MASTO. And do either one of you see work with
international law enforcement, with other Nations, to address this
issue as well, and could you talk about that?

Ms. ROSENBERG. Absolutely, Senator. Something that TFFC, the
office that I am nominated to lead, is very important in doing is
coordinating with international counterparts and seeking to sup-
port, assist, and educate counterpart jurisdictions, financial regu-
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lators, and leaders to implement the appropriate laws and controls.
And frankly, without that kind of collaboration and without other
countries having the appropriate regulatory framework, it is all too
easy for criminals to avoid U.S. jurisdiction and conduct their ille-
gitimate and criminal activity from another jurisdiction. So that
kind of international coordination is absolutely essential to under-
standing and getting after the risk that exists with
cryptocurrencies.

Senator CORTEZ MASTO. Thank you.

Mr. Nelson, anything further?

Mr. NELSON. No. Just, you know, one other note is thinking
about it in the context of the new cybersecurity tools the President,
through his Executive order, and there will be opportunities to
work with law enforcement and take actions with those tools as
well. So.

Senator CORTEZ MASTO. Thank you. And you both touched on
this, and we have been talking about this. But I was able to work
with my colleagues, Senators Cassidy, Moran, Sinema, Warren, on
the Financial Crimes Enforcement Network Improvement Act, and
that was included in the Anti—Money Laundering Act. And this bill
gives FinCEN the authority to work with Tribal governments, to
monitor digital currency and investigate financial issues related to
domestic terrorism. It is new tools for FinCEN, and I am hopeful
that recognizing these new tools that we are also ensuring that
FinCEN is carrying out those and implementing that law.

So please—and this is a follow-up, and I am out of time, but I
want to make sure that we are—FinCEN is partnering with our
Tribal governments to address possible criminal or terrorist financ-
ing. As you well know, Mr. Nelson, we have seen this type of activ-
ity domestically, and this is what is really driving the work around
this for me with respect to FinCEN.

So my time is up. We will submit—I will submit additional ques-
tions. But thank you again, and congratulations on your nomina-
tions.

Mr. NELSON. Thank you, Senator.

Chairman BROWN. Thank you, Senator Cortez Masto.

Senator Lummis, from Wyoming, is recognized for 5 minutes.

Senator LuMmMis. Thank you, Mr. Chairman.

Mr. Nelson, I want to concentrate on cryptocurrency, too, and
draw your attention to the recent Colonial Pipeline ransomware
saga. Our law enforcement agencies were able to recover about 85
percent of the digital assets paid as ransomware within 2 weeks of
the initial breach. One of the reasons that we were able to accom-
plish this was through the use of digital asset analytics providers,
like Chainalysis, Elliptic, and Cyber Trace, which are highly effec-
tive in harnessing data available on distributed ledgers. Research
from one of those firms highlights that illicit activity in the digital
assets spaces has decreased from 2 percent in 2019 to 0.34 percent
in 2020, which is much less than the amount of illicit cash activity
each year.

So my question to you, Mr. Nelson, is: Is not the Colonial Pipe-
line ransomware saga and other recent prosecutions demonstrative
of how far the investigatory tools of law enforcement have come in
the digital assets space?
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Mr. NELSON. Thank you. Thank you for that very salient ques-
tion at this moment. I am not in the Government, so I am not—
I do not know exactly what tools FinCEN has at their disposal
today. I do know that they are actively engaged on this question
with—through their Bank Secrecy Act advisory group, where they
engage with industry about tools to help support their AML/CFT
mission. And I can commit to you that, if confirmed, I will be
briefed on understanding what tools FinCEN does have, and will
be very happy to come back to you and continue to discuss that
with you, and ensure that they are aware of all of the tools that
area available out in the marketplace.

Senator LumMmmIs. Thanks, Mr. Nelson. It seems to me like we
would still be working on recovering this money if it was done by
wire transfer or other traditional payment rails. So there are real
advancements in this space of which many people, I think, are un-
aware.

Mr. Nelson, I want to urge you and my colleagues to remember
that all digital assets are not alike. It is pretty straightforward to
investigators in digital assets like Bitcoin to comply with AML/BSA
laws, for example. However, it is very difficult for users of Monero,
for example, to comply with the law. The Monero white paper even
states that other digital assets have “critical flaws”—they call them
“flaws”—in that they leave a highly visible trail of transactions on
a blockchain, which Monero does not do.

So I would draw the Committee’s attention to an article in the
Financial Times today that states that criminals are increasing
moving away from digital assets like Bitcoin, Ethereum, and
Cardano, and increasingly toward assets that have privacy enhanc-
ing features, like Monero.

Mr. Chairman, I ask for unanimous consent that this article from
the Financial Times be entered into the record.

Chairman BROWN. Without objection, so ordered.

Senator LumMmis. Thank you, Mr. Chairman.

So, Mr. Nelson, do you have any thoughts on how we should
treat digital assets that comply with our Bank Secrecy Act and
anti-money laundering laws and our sanctions laws versus those
that cannot comply with the law?

Mr. NELSON. Thank you for that question, and if confirmed, I
will—I will commit absolutely to studying the issue and engaging
with FinCEN leadership on this question. You know, I think philo-
sophically the way I would approach it is to be less focused on the
technology but focused on crimes and criminals and using the tools
that we have at TFI to drive out the crimes and the criminals and
creating, obviously, space for appropriate use of our systems.

Senator LumMmMIS. Thank you, Mr. Nelson. And, one last quick
question. Can you talk a bit about your views on how responsible
innovation can maintain U.S. economic leadership in the world? I
refer specifically to China being in the final stages of developing its
central bank digital currency and the European Union announcing
the European Payments Initiative of 2020. We can be a global fi-
nancial innovation leader, but it is privilege, not a right. So thanks
for your comments and congratulations on your nomination.

Mr. NELSON. Thank you. I look forward to working with you, if
confirmed.



19

Senator LumwMis. Thank you.

Chairman BROWN. Senator Warren, working on her birthday,
from Massachusetts.

Senator WARREN. Thank you, Mr. Chairman.

And congratulations to both of you on your nominations. Good to
see you here today.

Money laundering is a massive problem in our financial system.
According to the United Nations, as much as $2 trillion is
laundered globally each year. This is dirty money that criminal
networks, scammers, corrupt oligarchs move through the banking
system to evade the law.

Now last year, Congress took an important step in reforming our
anti—-money laundering rules and gave the Treasury Department
significant new authorities to crack down on illicit finance, includ-
ing requiring companies to disclose their true owners so that bad
actors cannot hide behind the anonymity and funnel money
through the country. You both are going to be in charge of writing
the regulations to implement these changes. So I would like to
start off by asking you, Ms. Rosenberg, what specifically will you
do to ensure that Treasury and FinCEN are writing the strongest
possible rules to stop illicit finance?

Ms. ROSENBERG. Thank you very much for the question. If con-
firmed, I would seek to be an active partner for colleagues at the
Financial Crimes Enforcement Network, working on writing the
rules. They have several very significant issues to consider, and on
which they have sought feedback from some of the people who have
written this law and other stakeholders, concerning the definition
requirements for who files

Senator WARREN. Yes.

Ms. ROSENBERG. or who has access. And I would seek to be
a strong partner in trying to get to the strongest, best piece of reg-
ulation possible.

Senator WARREN. Good. I like hearing this. You know, I think
these steps are critical to making sure that the information that is
provided by these companies is clear, comprehensive and easily ac-
cessible, but collecting this information is just part of the puzzle.
Last year, documents obtained by BuzzFeed and the International
Consortium of Investigative Journalists, known as the “FinCEN
Files,” showed the extent to which giant banks have helped crimi-
nals launder money, evade sanctions, and commit other financial
crimes.

Let us take HSBC, for example. After admitting in 2012 to allow-
ing drug cartels to launder hundreds of millions of dollars through
its branches, HSBC then helped another customer involved in a
massive Ponzi scheme move the money it scammed from people
even though there was evidence that the customer was engaged in
illicit activity.

Mr. Nelson, was HSBC or any of its executives ever indicted by
the Federal Government for these misdeeds.

Mr. NELSON. Not that I am aware of.

Senator WARREN. Nope, they were not. HSBC paid a fine and
was put on probation, which did not stop it from continuing to help
criminals launder money.
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So, Mr. Nelson, let me ask you, do you support using every tool
possible to hold financial institutions accountable, including crimi-
nal prosecutions for corporate executives?

Mr. NELSON. I do, Senator, and as you know—thank you for that
question and thank you for your leadership in this area. And I
have some experience of it from my work in California on mortgage
service fraud. So I am very familiar with the structure and histori-
cally how difficult it is—has been to prosecute executives of serv-
icing and other financial institutions.

I would note, you know, really from a Treasury perspective the
front line is the supervisors and the examiners and making sure
that they are well resourced. You and this Committee have pro-
vided a new tool and a much more significant whistleblower provi-
sion, and I think that will be really powerful to the extent we are
able to make a case for willful violation of the Bank Secrecy Act.
Obviously, the criminal prosecutions are possible under current
law, but I know your—you and others are seeking to add new tools
to allow that process.

Senator WARREN. Good.

Mr. NELSON. I thank you for your leadership.

Senator WARREN. I really appreciate that. I think it is very im-
portant. I like your approach to this.

You know, my Ending Too Big To Jail Act would go further, and
it would require bank executives to certify that no fraud is occur-
ring on their watch and then be held personally liable if that turns
out not to be the case. It would also overhaul the use of deferred
prosecution agreements that allow banks to avoid criminal pen-
alties, and it would give FinCEN the ability to investigate criminal
activity at banks on their own without having to rely on DOJ. If
we want to put an end to money laundering, strong rules are not
good enough. We need strong enforcement, and we need penalties
with teeth to ensure that we have real reform and real account-
ability at the biggest financial institutions.

I look forward to supporting both of you and look forward to
working with you on this.

Thank you, Mr. Chairman.

Chairman BROWN. Senator Tillis is recognized for 5 minutes,
from North Carolina.

Senator TILLIS. Thank you, Mr. Chairman.

Mr. Nelson, Ms. Rosenberg, thank you for being here and con-
gratulations on your nominations.

Ms. Rosenberg, I know—I believe—and I know some other mem-
bers have asked you this question, but that you support reentering
the Iran nuclear deal. And I think you may have gone so far as to
write an article that was titled on the broader issue of dealing with
Iran, that the maximum pressure on Iran will not work.

But since we implemented the maximum pressure campaign, if
my statistics are correct, over two million barrels a day of Iranian
oil were kept off the market, and over 30 countries who were reg-
ular buyers are no longer importing Iranian oil. And the IMF re-
ports this campaign brought Iran’s foreign reserves to just about $4
billion.
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As a State sponsor of terror, as a country that has just had an-
other sham election, do you believe that we should apply pressure
to Iran, just not through the JCPOA, and why?

Ms. ROSENBERG. Senator, thank you for the question. I have long
been concerned about the threats that Iran presents to the United
States and U.S. interest, and I very much appreciate that that is
something that is a concern for many Members of this Committee
and for Congress more generally. I, if I am lucky enough to be con-
firmed into this position, the position for which I have been nomi-
nated, would welcome the opportunity to think critically about the
right policies, including sanctions, to hold Iran accountable for its
support for terrorism, its regional destabilization, its concerning
nuclear activity.

The Biden—Harris administration has said that it will reenter
the Iran deal, remove sanctions, if Iran makes good on its nuclear
concessions, and furthermore, that it will seek to hold Iran account-
able for its support for terrorism. That is something I would, if con-
firmed, welcome the opportunity to work with you on, to fully un-
derstand your concerns and create a strong policy for our Govern-
ment.

Senator TILLIS. Thank you. I see Mr. Nelson nodding. You gen-
erally agree with Ms. Rosenberg’s response?

Mr. NELSON. I am not in the Government, but I generally agree.

Senator TILLIS. Good. I can conserve my time. I have got some-
thing that I am very interested in talking with you, Ms. Rosenberg,
about. You have, in the past, talked about the export of LNG as
a key strategic weapon to counter Russia’s revenue making. Now
we have Nord Stream 2 back online.

I met with several Ambassadors from that part of the world for
dinner last night, and there was an interesting discussion, and one
of their responses led me to believe that you have not really given
us much choice.

I mean, we could be an exporter, a major exporter, of energy in
this country, but with the cancellation of pipelines, the limits on
what we are able to extract out of the United States, really makes
even a policy—I am curious to see if you still believe that we
should have exports, significant exports, of LNG to particular
friendly countries. But do you still believe that that should be a
priority, one, and how do we balance that against the Administra-
tion’s really attack on domestic energy production since he has
been in office for the last 6 months?

Ms. ROSENBERG. Thank you for the question. I have long been in-
terested on a personal level in energy security and responsible
stewardship of U.S. natural resources and, if confirmed into the po-
sition for which I am nominated, would be in the position to focus
on anti—money laundering and sanctions policies, and would defer
the setting of policy with regard to natural resource stewardship
and natural gas to my colleagues in other agencies, Interior, En-
ergy, with responsibility for that.

But I can appreciate the concerns that you have raised, par-
ticular with regard to Russia natural gas, Russia’s potential to
threaten energy security in Europe, and would, if confirmed, like
to work with you and other Members of the Committee on that set
of issues.
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Senator TILLIS. OK. And just back to the Iran deal, when we talk
about going back to the Iran deal, are we talking about the deal
that prior Administration exited or something that looks different?
And if it is something that looks different, would you think that it
would be prudent for us to consider it rising to a level of a treaty
so that it has enduring value versus only as good as the next Ad-
ministration?

Ms. ROSENBERG. Thank you for the question. I am not party to
the negotiations——

Senator TILLIS. Yes.

Ms. ROSENBERG. that are occurring. So I, unfortunately, can-
not speak to the parameters or the provisions, how it may be simi-
lar or dissimilar to the previous JCPOA, if it is agreed. But I—well,
I know our time is short. I will—I could keep it there.

Senator TILLIS. Yes, I have got a couple questions for the record.
Mr. Nelson, I am sorry I did not get to any questions for you. But
again, congratulations to all and your families on this honor, and
I wish you the very best.

Thank you, Mr. Chair.

Chairman BROWN. Thank you, Senator Tillis.

Senator Ossoff, from Georgia, is recognized for 5 minutes.

Senator OSSOFF. Thank you, Mr. Chairman, and thank you to
our panelists. Congratulations on your nominations.

I would like to as you both about the commitment that you can
make as prospective leaders of OTFI to comply with requests for
information from Congress. In addition to serving on the Banking
Committee, I chair the Homeland Security Committee’s Permanent
Subcommittee on Investigations, and this Subcommittee, also
known as PSI, has a long and productive history of working closely
with the Treasury Department to investigate money laundering,
sanctions evasion, and financial crime. And the Subcommittee often
relies heavily on documents like Suspicious Activity Reports, or
SARs, filed with FinCEN to do that work.

Unfortunately, in a recent review of the Permanent Subcommit-
tee’s efforts, I learned that at times in recent years the production
of documents that Treasury typically provides to the Subcommittee
swiftly and within days, instead, began to take months for the com-
pletion and production of those materials. And at one point Treas-
ury officials even questioned the Subcommittee’s need for, and abil-
ity to properly handle, SARs and intervene with private banks to
try to block their compliance with subpoenas issued by the Sub-
committee. Much of that has been ironed out, and luckily, a lot of
progress was made in restoring the trusting and prompt and re-
sponsive working relationship between the Department and par-
ticularly OTFI and the Permanent Subcommittee on Investigations.

My question for each of you is: Will you commit to working with
me and the staff of the Permanent Subcommittee on Investigations,
as well as the Banking Committee, to ensure that documents re-
quested by PSI are swiftly and appropriately provided by the
Treasury Department so that we can do our important oversight
work? I will start with you, please, Ms. Rosenberg.

Ms. ROSENBERG. Yes, Senator, I can commit to doing so.

Senator OssOFF. Thank you.

Mr. NELSON. Thank you, Senator. Absolutely.
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Senator OSSOFF. Thank you, Mr. Nelson. Appreciate that.

Ms. Rosenberg, regarding ransomware and the Anti—Money
Laundering Act of 2020, curious whether you believe that the new
authorities provided to Treasury by that legislation can be used to
counter this proliferating ransomware threat. Oftentimes, the
threat actor in a ransomware attack is financially motivated. So
how could the Anti—Money Laundering Act, or perhaps other Fed-
eral statutes that would authorize your components’, should you be
confirmed, operations, help shift the risk-reward balance against
ransomware attackers?

Ms. ROSENBERG. Thank you, Senator, for the question. And just
to take a step back and recognize the danger that, and disruption
that, ransomware attacks present to so many communities, to insti-
tutions. Certain recent events have made it central as a news
focus, but it also has existed and is a serious problem for smaller
organizations and communities.

Treasury has a number of authorities and important roles to play
when it comes to identifying and going after the attackers who con-
duct these ransomware attacks. There are provisions of the new
Anti— Money Laundering Act that would serve to strengthen some
of those Treasury capabilities, but Treasury’s opportunities to work
in this space are even beyond some of those new provisions. They
involve working closely with law enforcement to track the financial
footprints of ransomware attackers, working with financial institu-
tions to ensure that they have appropriate information so that they
can file appropriate Suspicious Activity Reports when there is a
ransomware payment made. And, if confirmed, I would welcome
the opportunity to work on this terrible and disruptive set of crimi-
nal activity.

Senator OSSOFF. Thank you, Ms. Rosenberg. Appreciated. And
indeed, just in the State of Georgia, March 2018, the city of Atlanta
suffered a crippling ransomware attack. Just this past Thursday,
a large hospital system in Savannah, Georgia, St. Joseph’s/Candler,
was attacked. Of course, the recent high profile attack on Colonial
Pipeline, which is headquartered in Georgia as well. So will you
commit, Ms. Rosenberg, to working with my office, with local lead-
ers in Georgia, with the Permanent Subcommittee on Investiga-
tions as well, to help address these cybersecurity threats in Georgia
and nationwide?

Ms. ROSENBERG. Certainly, Senator, I would be honored to do so
if confirmed.

Senator OSSOFF. Thank you. And with my short remaining time,
Mr. Nelson, could you please comment on the authorities that the
Anti— Money Laundering Act provides with respect to improving
transparency in corporate ownership, determining the beneficiary
owners of shell companies, and helping to see into some of the com-
plex financial networks that can be used to obscure financial flows,
whether within the United States or internationally?

Mr. NELSON. Yes, I will—I will try to comment very briefly. But
as you—as you know, Senator, the Anti—Money Laundering Act
provides that Treasury, through FinCEN, will develop a registry
for beneficial ownership and that plan needs to be in place by Jan-
uary of next year in order to receive information about the bene-
ficial ownership of entities at creation. So I am looking forward, if
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confirmed, to prioritizing getting that—getting that registry in
place and supporting FinCEN in meeting those deadlines and sup-
porting the need for additional resources in order to execute
against those important requirements that will bring tremendous
additional transparency to our financial system.

Senator OSSOFF. Thank you both for willing to serve.

I yield back, Mr. Chair.

Chairman BROWN. Thank you, Senator Ossoff.

Senator Daines, from Montana, is recognized for 5 minutes.

Senator DAINES. Chairman, thank you.

I want to welcome our two witnesses, and I really appreciate the
opportunity to discuss some of these issues that affect the security
of our Nation. You have a couple of very important jobs, if con-
firmed.

Like many States, Montana has been adversely affected by the
flow of illegal drugs coming across our southern border. Recent
media reporting has shed light how China has facilitated drug traf-
fic in the U.S., including the recent conviction of Tao Liu, who
laundered money for the Sinaloa Cartel, which actually operates in
Montana. I was with our law enforcement leaders in Montana on
Friday. We literally are holding Mexican cartel members in jails in
Montana at times over the last few months.

Mr. Nelson, to the extent that you can discuss in an unclassified
setting, can you expound upon Chinese money laundering efforts
here in the United States and what actions you will take to curb
its influence?

Mr. NELSON. Thank you very much for that question, Senator. In
certainly, my experience in the California Department of Justice,
we dealt significantly with the challenges of a number of
transnational criminal organizations but in particularly the Sinaloa
Cartel, which was the biggest one operating in the State of Cali-
fornia. And what we found there, too, what you are finding in Mon-
tana, is the role of Chinese intermediaries. And at the end of last
year, end of 2020, the Treasury Department put out a report on il-
licit finance and illicit finance in the United States, and they actu-
ally highlighted exactly the example that you have given.

So I think part of the strategy needs to be the threat assessment,
which we now have, and the recommendation of tools that will be
helpful in interdicting that type of money laundering. And the re-
port that the Treasury Department and the Federal Government
put out about strategies to attack illicit finance in our system noted
the importance of the new beneficial ownership tool that the—
through this Committee, we are now—or if I am so confirmed,
would be support in getting in place by the beginning of next year.
So there are a number of recommendations in the report, and I am
happy to, if confirmed, discuss those with you and additional oppor-
tunities to address the problem that you have identified.

Senator DAINES. Thank you, Mr. Nelson. I want to shift gears
and talk about Iran. I think Senator Tillis brought that up here a
moment ago as well. A defiant Iran has continued its pursuit of ob-
taining a nuclear weapon in spite of multiple Presidents’ efforts
over the past several Administrations, but for Iran, often at the ex-
pense of its own citizens.
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For both witnesses, under the JCPOA, do you believe the United
States has the right to sanction entities that engage in illicit activi-
ties even if those entities receive sanctions relief under the agree-
ment? For example, should the Central Bank of Iran get a free
pass for its financing of terrorism simply because it received relief
under the JCPOA? Ms. Rosenberg, we will start with you on that.

Ms. ROSENBERG. I appreciate you opening this question, which is
so significant to our national security. The United States has a role
and, indeed, responsibility to push back on the threats to our na-
tional security presented by Iran, particularly its support for ter-
rorism, its regional destabilization. And advancing those U.S. inter-
ests in that regard and seeking to hold Iran accountable is some-
thing that existed alongside and outside of the Iran nuclear deal
previously and can and should occur outside of the Iran nuclear
deal if the United States enters back into it and it is, in some fash-
ion, reconstituted. If confirmed, I would welcome the opportunity to
hold Iran accountable through various strategies and authorities
for its support for terrorism.

Senator DAINES. Thank you, Ms. Rosenberg.

Mr. Nelson.

Mr. NELSON. I do not—I do not have anything to add to that.

Senator DAINES. All right. That is fine. I have got another ques-
tion I want to ask anyway, so that is great.

The American people recently felt the effects of cybercrime on
our food and oil supplies caused by Russian-backed transnational
criminal organizations. I strongly believe that deterring such be-
havior will take more than just robust cyberdefenses. Mr. Nelson,
what measures will you take to deter cybercrimes and to punish
those who commit them?

Mr. NELSON. I thank you so much for that question, and this will
obviously be a priority, to immediately be briefed on the programs
as they relate to Russia that are currently in place, the new au-
thorities. As you know, there was recently an Executive order in
response to the SolarWinds attack, which will provide new opportu-
nities to push back against that type of Russian malicious activity.
And I commit to you that I will robustly use the tools of TFI to do
exactly that.

Senator DAINES. I am out of time, Mr. Chairman. I will respect
the time of the Chairman here. So, thank you.

Chairman BROWN. Thank you, Senator Daines.

Senator Van Hollen, from Maryland, is recognized.

Senator VAN HOLLEN. Thank you, Mr. Chairman, Ranking Mem-
ber Toomey.

And to both of you, congratulations on your nominations and to
your families. And I had a chance to speak with both Mr. Nelson
and Ms. Rosenberg yesterday. Thank you for that opportunity. And
I just want to follow up on a couple things because I know the
Biden administration is undertaking a review of our sanctions pol-
icy and strategy broadly. But you both agree, I believe, that it is
incumbent upon the Treasury Department to enforce existing sanc-
tion law as is, right?

Ms. ROSENBERG. Yes, Senator.

Mr. NELSON. Yes.
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Senator VAN HOLLEN. And I raise that because just about a year
ago, July last year actually, Senator Toomey and I introduced a bill
that was passed, called the Hong Kong Accountability Autonomy
Act, which called upon the Executive branch to identify officials
who were complicit in undermining democracy and human rights
in Hong Kong. I think we were both pleased to see the Biden ad-
ministration sanction 24 officials under that legislation.

The legislation also requires that any financial institutions that
are facilitating those individuals be sanctioned. To date, that has
not happened, and maybe it is because we have been unable to
identify those financial institutions. But Senator Toomey and I
have written to the Treasury Department and asked for a classified
briefing on that, and I do look forward, if you are confirmed—and
I support your confirmation—to follow up on the capabilities we
have for tracking those institutions.

In a similar vein, we passed something called the BRINK Act,
the Otto Warmbier BRINK Act. Senator Toomey, myself, the Chair-
man, Senator Brown, all very involved in passing that legislation,
which requires mandatory secondary sanctions against financial in-
stitutions or other firms we identify that are violating the sanctions
with respect to the North Korea.

And in March of this year, the United Nations, a panel, put to-
gether a report indicating there are big holes in the sanctions re-
gime and that there is lots of leakage here, and yet, we have not
seen the Treasury Department impose secondary sanctions.

And so one question is: How is it that the, you know, U.N. has
identified and been able to make the conclusion we have big leak-
age in our sanctions regime, and yet, the Department of Treasury
has not yet imposed those secondary sanctions? Do you have an ex-
planation for that, and if you do not, I look forward to hearing it
if and when I hope you are confirmed? Either of you. What would
be the cause of that, starting with Mr. Nelson?

Mr. NELSON. No. Thank you for the question and thank you for
meeting with us and the opportunity to have a frank conversation.
I would—I would welcome the opportunity to be briefed on the in-
telligence, if confirmed, and come back to you to continue to discuss
this with you and, obviously, recognizing that secondary sanctions
are and can be a really powerful tool that we have at our—at our
disposal. So I appreciate your leadership on that and would wel-
Cﬁme, if confirmed, to be able to continue to talk with you about
that.

Senator VAN HOLLEN. Thank you.

Ms. Rosenberg.

Ms. ROSENBERG. Thank you, Senator, and I would like to recog-
nize your leadership on North Korea as well as a number of other
significant sanctions authorities that the Treasury Department
has. The BRINK Act provides authorities to address North Korean
threats, and there are other important statutes there related to
nonproliferation, for example, that may also be well suited to ad-
dressing the particular threats that North Korea presents. And I
am familiar with the panel of expert report you just mentioned
from the United Nations, and unfortunately, they have documented
a variety of ways in which North Korea moves around inter-
national and U.S. sanctions.
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If confirmed, I would welcome the opportunity to speak further
with you about the BRINK Act, its authorities, and other appro-
priate authorities to address North Korea and proliferation and
threats to U.S. interest.

Senator VAN HOLLEN. Yes, I appreciate that. There just seems to
be a disconnect, right, between the fact that this U.N. panel of ex-
perts, that does not necessarily have access to all of our intelligence
capabilities, can identify big gaps in the sanctions regime, and yet,
we have not yet imposed secondary sanctions. I understand there
are certain standards we have to apply in terms of due diligence
and due process before we ultimately apply sanctions, but still,
there seems to be a big gap there. I look forward to working with
both of you on that.

And I have some other questions which I will submit for the
record. Thank you.

Chairman BROWN. Thank you, Senator Van Hollen.

Thank you to both witnesses for being here and providing testi-
mony and your candor in answering these questions. I think it was
a useful discussion for all of us. It is clear there is much more to
be done by these nominees to protect our national security. I hope
to 1move forward quickly on your nominations when we return in
July.

For Senators who wish to submit questions for the record, given
the upcoming Fourth of July holiday recess and State work period,
those questions are due this Friday, June 25th to expedite moving
forward the nominees.

The nominees, we would like your responses by Thursday, July
1st, if you would note that. Thank you for your testimony today.

With that, the hearing is adjourned.

[Whereupon, at 11:32 a.m., the hearing was adjourned.]

[Prepared statements, biographical sketches of nominees, re-
sponses to written questions, and additional material supplied for
the record follow:]
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PREPARED STATEMENT OF CHAIRMAN SHERROD BROWN

Today we will consider President Biden’s nominations for two key Treasury roles
charged with combatting domestic and international terrorism and financial crimes:
Brian Nelson, to be Treasury Undersecretary for Terrorism and Financial Crimes,
and Elizabeth Rosenberg, to be Assistant Secretary for Terrorist Financing.

Welcome to you both, and to your family and friends who are here and watching
remotely. Thank you for all of your work serving the public, and for your willingness
to serve in these critical roles. I also welcome Senator Leahy and Senator Padilla
to the Committee, and thank them for taking time to introduce our nominees today.

Both of today’s nominees have substantial experience relevant to the critical na-
tional security positions to which they have been nominated. If confirmed, both
would take on these jobs at a crucial time for protecting our country’s national secu-
rity, as we work to rebuild alliances abroad, while threats of domestic terrorism are
on the rise at home.

The FBI Director testified recently that racially motivated and antigovernment
extremists are likely to be the biggest domestic threat this year and in 2022.

Treasury’s Office of Terrorism and Financial Intelligence is one of the corner-
stonlzs of our country’s efforts to combat terrorist financing, at home and around the
world.

The offices these two nominees would lead are charged with protecting our finan-
cial system from terrorists and other criminals, and with combating rogue nations,
WMD proliferators, money launderers, drug kingpins, and others who threaten our
national security.

Mr. Nelson brings a strong record of public service, and from our discussions I
think will be a tough, assertive enforcer of our Nation’s sanctions laws against rogue
states, money launderers, terrorists, and narcotraffickers.

Mr. Nelson clerked for two distinguished Federal judges and served at the Na-
tional Security Division of the Department of Justice. He worked extensively on
countering terrorism, illicit finance, and other crimes.

He went to work for the California Department of Justice, where he served as
Special Assistant Attorney General and then as General Counsel to then-Attorney
General, now Vice-President Kamala Harris.

Mr. Nelson, we look forward to your testimony, and to an ongoing collaboration
with the Committee following what I hope will be a quick confirmation process.

Elizabeth Rosenberg is a senior leader familiar to many Members of the Com-
mittee from her testimony before us. President Biden has nominated her to serve
as Assistant Secretary for Terrorist Financing. Ms. Rosenberg got her education in
my home State, at Oberlin College, and has served in a number of senior roles in
the Treasury Department working on anti-money laundering, sanctions, and
counterterrorist financing policy.

She currently serves as a senior advisor to the Deputy Secretary of the Treasury,
and has distinguished herself throughout her career in policy debates on terrorism,
illicit finance, proliferation finance, and sanctions.

If confirmed, she will be responsible for formulating and coordinating the counter-
terrorist financing and anti—money laundering efforts of the Department, and over-
seeing the Office of Terrorist Financing and Financial Crimes.

Her substantial experience makes Ms. Rosenberg uniquely qualified to take on
this important role.

Ms. Rosenberg, we welcome you back to the Committee, and hope your nomina-
tion will move through the Committee quickly as well.

We look forward to both nominees’ testimony this morning.

PREPARED STATEMENT OF SENATOR PATRICK J. TOOMEY

Mr. Chairman, thank you.

Mr. Nelson and Ms. Rosenberg, welcome to you both. You have been nominated
for senior national security roles at Treasury. If confirmed, you will directly influ-
ence the Biden administration’s policies towards China, Russia, Iran, North Korea,
and dangerous non-State actors.

I want to stress we need strong leadership at Treasury that’s willing to push back
on the White House or the State Department if they try to advance policies that
actually undermine America’s national security. For instance, the Administration’s
Iran policy is extremely concerning. Let me be clear: There are Republicans, includ-
ing myself, that would work with the Administration on a nuclear deal with Iran—
but not the JCPOA. We have reached out to the Administration on this—only to be
met with silence.
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The most enduring U.S. policy towards Iran would be one that is bipartisan. The
JCPOA’s history demonstrates that. The Obama administration entered the JCPOA
with no Republican support. As a result, when President Trump came into office he
left the deal. If the Biden administration enters the JCPOA with no Republican sup-
port, for a second time, how is that likely to end under the next Republican adminis-
tration? And how will it look to the world when we leave the JCPOA for a second
time?

Instead of taking a bipartisan approach, the Biden administration is blindly rac-
ing to offer sanctions relief to an Iranian regime that, in the words of its own chief
diplomat, is dominated by the Islamic Revolutionary Guard Corps—a terrorist orga-
nization that is responsible for the deaths of hundreds of Americans.

What does the Administration hope to receive in return for this sanctions relief?
First—it says returning to the JCPOA will put Iran’s nuclear program “back in the
box.” Second—the Administration hopes the Iranians will agree to negotiate a
“longer and stronger” deal—after we’ve given away all of our leverage in the form
of sanctions relief. Both of these ideas are unrealistic.

Let’s dispense with the notion that reentering the JCPOA puts Iran’s nuclear pro-
gram “back in the box.” It’s difficult to say whether Iran’s nuclear program was ever
entirely “in the box.” The JCPOA required Iran to disclose the entirety of its past
nuclear activities. Yet when confronted with evidence of undisclosed nuclear activi-
ties at several sites, Iran has refused to offer any explanation. As a result, the
TAEA—the world’s nuclear watchdog—is now on the record that it can’t even attest
to the peaceful nature of Iran’s nuclear program.

Furthermore, within a few years, key parts of the JCPOA that ostensibly limit
certain elements of Iran’s nuclear program will expire.

So “the box” offered by the JCPOA is more like a wet paper bag.

Then there’s this notion that once the Administration lifts sanctions on Iran, Iran
will enter into negotiations for a “longer and stronger deal.” It’s completely unrea-
sonable to believe Iran will grant concessions to the West after the United States
gives up its primary form of leverage on Iran—which is sanctions.

That’s especially true given that the new Iranian president has made clear he op-
poses talks with the U.S. on limiting Iran’s ballistic missile program and its support
for terrorist groups. This is unsurprising. He’s a hardliner who ordered the
extrajudicial killings of thousands of political prisoners in 1988. And he’s currently
sanctioned by the U.S. for being part of the inner circle of Iran’s Supreme Leader.

I recognize that you will not be able to dictate the Administration’s policy with
respect to the JCPOA. But the status of U.S. sanctions against Iran are at the heart
of these negotiations. If confirmed, you will both play critical roles in enforcing U.S.
sanctions around the world that are an essential and vital part of our foreign policy.
As such, you need to defend the process by which—and the people through whom—
we implement these sanctions.

Unfortunately, last month an unnamed “senior State Department official” sug-
gested to reporters that sanctions imposed by the Trump administration were done
illegally and without any evidentiary basis. Specifically, this “senior official” said,
and I quote:

“The Trump administration deliberately and avowedly imposed sanctions by in-
voking labels—terrorism labels and other labels even though it was done purely for
the purpose of preventing. a return to the. JCPOA. We have to go through every
sanction to make sure whether. they were legitimately or not legitimately imposed.”

This reckless comment is dangerous because it opens up sanctions to legal chal-
lenges.

This is a clear instance where your leadership matters. In the absence of compel-
ling evidence to the contrary, you should publicly make clear that no terrorism sanc-
tions imposed under the previous Administration were done illegitimately.

Iran is among many of national security challenges facing our Nation. In this
hearing, I hope to hear from you both candid and straightforward views on these
and other issues. If confirmed, it’s critical that you swiftly take up Treasury’s impor-
tant work to advance our national security interests.

PREPARED STATEMENT OF SENATOR PATRICK LEAHY

Thank you Mr. Chairman, and thank you for providing me the opportunity to in-
troduce Elizabeth Rosenberg, President Biden’s nominee to be the next Assistant
Secretary of the Treasury for Terrorist Financing and Financial Crimes.

Ms. Rosenberg is from Middlebury, Vermont, and graduated Phi Beta Kappa from
Oberlin College. She obtained her Masters Degree from New York University.
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I am always glad to be in the company of a fellow Vermonter, but even more so
when I have the opportunity to introduce a person from my State who has so clearly
excelled in her field of expertise.

Ms. Rosenberg currently serves as a Counselor to the Deputy Secretary of the
Treasury, where she guides and oversees the development of major policy regulation
and enforcement matters related to national security.

She previously served as a Senior Fellow and Director of the Energy, Economics
and Security Program at the Center for a New American Security; a Senior Advisor
to both the Under Secretary for Terrorism and Financial Intelligence and the Assist-
ant Secretary for Terrorist Financing and Financial Crime; and a journalist covering
energy policy in the Senate.

If that were not enough, she speaks multiple languages, is widely published, and
has previously testified as an expert before this Committee.

But perhaps the most memorable position that she has held, at least to me, is
when Ms. Rosenberg served as a Senate Page for my office back in 1994. That expe-
rience—watching floor debates and the business of incorporating constituent feed-
back into legislation—launched her career in public service, and she has been on
an upward trajectory ever since.

If confirmed as Assistant Secretary of the Treasury for Terrorist Financing and
Financial Crime, Ms. Rosenberg will be responsible for guiding anti—money laun-
dering, countercorruption, and sanctions policy for the Biden—Harris administration.

It is an immensely important role, as everyone here knows, and for which she is
extraordinarily qualified.

I congratulate Elizabeth and appreciate her willingness to continue to serve the
American people.

Thank you Mr. Chairman.

PREPARED STATEMENT OF BRIAN EDDIE NELSON

To BE UNDER SECRETARY FOR TERRORISM AND FINANCIAL CRIMES, DEPARTMENT OF
THE TREASURY

JUNE 22, 2021

Chairman Brown, Ranking Member Toomey, and Members of the Committee, it
is a privilege to come before you today as President Biden’s nominee for Under Sec-
retary of the Treasury for Terrorism and Financial Crimes.

Thank you, Senator Padilla, for your generous introduction. I also want to thank
President Biden, Vice President Harris, and Secretary Yellen for placing their con-
fidence in me.

I am joined today by my parents, Eddie and Carol, who have been loving role
models for me and my brother. I also want to especially thank my wife, Lane, for
her support and shared commitment to public service. I am so proud of her service
through the pandemic as the chief executive of our home city, which is why she is
unable to join me this morning. She is also my partner in raising our wonderful 7-
year-old son, Drew.

Respect for service has guided my family across generations. In 1906, my great-
grandfather became the first African-American letter carrier of a small Mississippi
town. His life was threatened for integrating the postal service, but his courage in-
spired a commitment to civic pursuits that spread among his children and endures
today. My grandfather went on to serve in both World War II and the Korean War,
and my father also served in the military before becoming an air traffic controller.

My mother’s father also spent much of his professional life as a letter carrier, and
he motivated his children to pursue rich, community-oriented lives. His daughters
found careers in public education and his youngest, my mother, was a special edu-
cation elementary school teacher.

My parents’ careers were stressful and demanding, but they approached their
roles with dedication, proud of their contributions to our broader community. If I
am confirmed, I will undertake the responsibilities of the Under Secretary with that
same dedication.

I am keenly aware of the critical responsibilities associated with the role of Under
Secretary. I am humbled by this nomination to lead Treasury’s effort to disrupt and
sever lines of financial support for threats to our national security domestically and
around the globe, and to strengthen the integrity of the U.S. financial system. The
work of Treasury’s dedicated and skilled intelligence and enforcement personnel is
on the front lines of our effort to protect the homeland and American interests
against terrorists, criminals, and other malign actors, including cybercriminals per-
petrating ransomware attacks. If confirmed, I look forward to working with these
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dedicated men and women, and in collaboration with others across our Government,
our private sector and with our foreign partners in this effort.

Over my career, I have had the privilege to support the country’s national security
mission in the public, private, and nonprofit sectors. Early in my career, I served
as a special counsel and then as deputy chief of staff of the National Security Divi-
sion of the U.S. Department of Justice. One of my core responsibilities was to over-
see the economic national-security work of the Division’s Foreign Investment Review
Staff, which participates in the Treasury-led Committee on Foreign Investment in
the United States. In that work, I came to understand the critical role of economic
and financial tools in supporting our national security.

Following my leadership at the Justice Department, I held senior roles in the
California Department of Justice, including policy chief. As policy chief, I led and
executed efforts to combat transnational criminal organizations, dismantle human
trafficking networks, and build State and international partnerships to stop money
laundering and cybercrimes. I worked directly with my Mexican counterparts and
other leaders in the Mexican Government to coordinate these efforts.

Most recently, I have served as a senior executive on the organizing committee
for the 2028 Olympic and Paralympic Games in Los Angeles. In this role, I currently
direct the effort to make the 2028 Games secure, across all levels of Government.
This has been an extensive planning and coordination effort, because we anticipate
this will be the largest peacetime assembly in world history.

If confirmed, I look forward to working with Members of this Committee, on a bi-
partisan basis, to advance our shared interest in supporting and empowering the
talented group of national-security professionals who are safeguarding our financial
system against illicit use and combatting terrorist facilitators, proliferators, and oth-
ers who seek to harm the United States.

Thank you very much for your time and consideration, and I look forward to your
questions.
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COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS
UNITED STATES SENATE

Room SD-534 Dirksen Senate Office Building
Washington, D.C. 20510
(202) 224-7391

STATEMENT FOR COMPLETION
BY PRESIDENTIAL NOMINEES

Procedures formally adopted by the Commuttee on Banking, Housing, and Urban Affairs, U.S.
Senate, on February 11, 2021, establish a uniform questionnaire for all Presidential nominees whose
confirmation hearings come before this Committee.

This questionnaire shall be made part of the public record except for financial and certain other
personal information, which shall be kept confidential. A version will be published on the Commiltee’s
wehsite in advance of any hearing on the nomination.

Nominees are requested to answer all questions, and to add additional pages where necessary. All
nominees routinely shall testify under oath at their confirmation hearings. Should nominees have any
questions about the questionnaire or its contents, please contact the Banking, Housing and Urban Affairs
Committee at (202) 224-7391 and ask to speak with the lead nominations staffer for either the Majority
or Minority.

STATEMENT FOR COMPLETION BY PRESIDENTIAL NOMINEES

Name: NELSON BRIAN EDDIE
(Last) (First) {Other)

Position to which nominated: Undersecretary for Terrorism and Financial Intelligence, Department of
the Treasury

Date of nomination: May 27, 2021

City of Residence:  Santa Monica, CA



Education®:
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Institution ~ Dates Attended Degrees Received Dates of Degree

Yale Law School | 09/2001-06/2004 | LD. | June 2004

UCLA| 09/1995-06/2000 | B.A., Communications Studies and B.A., American
Literature | June 2000

University of Ghana | 08/1997-06/1998 | N/A (study abroad program) | N/A

*Nominees should provide information for all institutions atlended, whether or not the nominge was granted a
degree by the institution

Honors and awards: List below all scholarships, fellowships, honorary degrees, military medals, honorary

Memberships:

socicty memberships and any other special recognitions for outstanding serviee or
achievement.

California Department of Justice, special recognition for exceptional service (2015)
National Security Division, Special Achievement Awards (2009, 2010)

Sidley Austin, Vincent F. Prada Pro Bono Award (2007, 2008)

U.S, Court of Appeals for the Ninth Circuit, special recognition for distinguished
service (2005)

Yale Law Journal, Book Reviews Editor (2003-04)

Yale Law School Coker Fellow (2003-04)

Phi Beta Kappa Society (1999)

Golden Key Honor Society (1999)

Thurgood Marshall Scholarship (1999-2000)

UCLA Morgan H. Harris Scholarship (1999-2000)

Jackie Robinson Scholar (1995-2000)

UCLA Henry J. Brandon/Nestle “Man of Courage™ Scholarship (1997-98)
University of California Regents Scholar (1995-99)

UCLA Alumni Association Scholarship (1995-96)

UCLA Black Alumni Association Scholarship (1995-96)

List below all memberships and offices held in professional, fraternal, bust
scholarly, civic, social, charitable and other organizations.

Organization Office Held (if any)  Dates of Membership

The National Bar Association | Member | 12/2020-present

Los Angeles Mayor's International Advisory Council | Member | 2020-present
Dilg Nelson Family Trust | Trustee | 06/2019-present

Sigma Pi Phi Fraternity | Member | 11/2018-present

1.8, Olympic and Paralympic Properties | Director | 10/2018-present
Griffin Club | Member | 07/2017-present

Public Rights Project | Advisory Board Chair | 10/2017-present

American Law Institute | Member | 01/2016-present

Pacific Council on International Policy | Member | 2016-present

Chelsea Trust | Grantor & Trustee | 02/2014-present

Jackie Robinson Foundation (Scholar Alumnus) | Member | 09/1995-present
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Partnership for Transparency Fund Ine. | Volunteer | 10/2020-01/2021
Senator Kamala Harris’ Commission on the Judiciary | State Chair | 01/2018-
0112019

Transition, Senator Kamala Harris | Member | 11/2016-01/2017

LA28 Organizing Committee (formerly LA24 Bid Committee) | Director | 08/2015-
092018

State Bar of California | Member | 2006

U.S, Court of Appeals for the Federal Circuit Bar | Member | 2007

U.S, Court of Appeals for the Fourth Circuit Bar | Member | 2007

District of Columbia Bar | Member (inactive) | 2008

Yale Black Law Students’ Association | Member | 09/2001-06/2004

UCLA African Americans in Communication | President | (9/1999-06/2000

Employment record: List below all positions held since graduation from college including the title or

LOS ANGELES

deseription of job, name of employer, location of work, and inclusive dates of
employment.

ORGANIZING COMMITTEE - OLYMPIC AND 092015

PARALYMPIC GAMES 2028, Chief Legal Officer (2017 to present) and General Present
Counsel (2015-2017), Los Angeles, CA

CALIFORNIA DEPARTMENT OF JUSTICE - OFFICE OF THE 082011-
ATTORNEY GENERAL, General Counsel (2014-2015), Interim Chief of Policy (92015
(2013-2014), and Special Assistant Attorney General (2011-2013), Los Angeles,

CA

: . . ; 04/2009-
U.S. DEPARTMENT OF JUSTICE - NATIONAL SECURITY DIVISION, 0612011
Deputy Chief of Staff (2010-2011) and Special Counsel to the Assistant Antorney
General for National Security (2009-2014), Washington, D.C.
SIDLEY AUSTIN LLP, 4ssociate, Washington, D.C. 01/2007-

0472009

LOUIS H. POLLAK, Law Clerk, U.S. District Court, Eastern District of 08/2005-
Pennsylvania 08/2006

WILLIAM A, FLETCHER, Law Clerk, U.S. Court of Appeals, Ninth Circuit ~ 09/2004-

08/2005

MUNGER, TOLLES, & OLSON, Summer Associate, Los Angeles, CA 06/2004-

082004

PROFESSOR JAMES WHITMAN, Coker Fellow Teaching Assistant, Yale Law  08/2003-

School

122003

MAYER, BROWN, ROWE & MAW, Summer Associate, Washington, D.C. 07/2003-

0872003
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O’MELVENY & MYERS, Summer Associate, Washington, D.C. 06/2003-
07/2003
PROFESSOR GEORGE PRIEST, Legal Research, Yale Law School Summer 2002

JAPAN EXCHANGE AND TEACHING PROGRAM, English Teacher, Ise, 07/2000-

Japan

Government
Experience:

List any experience in or direct association with Federal, State, or local governments
ncluding any advisory, consultative, honorary or other (ineluding part-lime) service or

positions.

07/2001

Name of Government Entity Position Dates of Service

LOS ANGELES MAYOR'S INTERNATIONAL ADVISORY COUNCIL,
Member

SENATOR KAMALA HARRIS' COMMISSION ON THE JUDICIARY, Stare
Chair

CALIFORNIA DEPARTMENT OF JUSTICE - OFFICE OF THE
ATTORNEY GENERAL, General Counsel (2014-2015), Interim Chief of Policy
(2013-2014), and Special Assistant Attorney General (2011-2013), Los Angeles,
CA

U.S. DEPARTMENT OF JUSTICE — NATIONAL SECURITY DIVISION,

Deputy Chief of Staff (2010-2011) and Special Counsel to the Assistant Attorney
General for National Security (2009-2010), Washington, D.C.

LOUIS H. POLLAK, Law Clerk, U.S. District Court, Eastern District of
Pennsylvania

WILLIAM A. FLETCIIER, Law Clerk, U.S. Court of Appeals, Ninth Circuit

WHITE HOUSE OFFICE OF SPEECHWRITING, fntern, Washington 1.C.

Published writings: List the titles, publishers and dates of books, articles, reports and other published

10/2020-
Present

01/2018-
0112019

08/2011-
092015

04/2009-
06/2011

08/2003-
08/2006

09/2004-
0872005

04/2000-
06/2000

materials vou have written. The list should include any publicly accessible publications
on the intemet in the past ten years, including appropriate URLS for any posts on blogs
vou maintained or contributed to, and URLs for any other significant internet-based
postings during that same period. If available, provide the Committee with one digital
copy of each of the writings vou list.



Speeches and
Presentations:

Public statements:

Social media
usernames:
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Listed as part of a “special project team” for the report “In School + On Track:
Attorney General’s 2013 Report on California’s Elementary School Truancy &
Absenteeism Crisis,” available at

Book Notices, 112 YALE L.J. 2600 (2003)

Echoes of the Past, in CONCEPTS (Kali Kirkham Boatright ed., 2000)

List all of the formal speeches and presentations (e.g.. PowerPoint) vou have
presentations delivered during the past ten vears which are on topics relevant to the
position for which you have been nominated, including dates. If available, provide the
Committee with one digital copy of each formal speech and presentation. If text is no
longer available, list the date, place, and organization or group to whom you made the
speech or presentation,

N/A

List all public statements you have made during the past ten years which are on topics
relevant to the position for which you have been nominated, including dates. Whenever
possible, provide the Committee with finding aids (such as citations, intemet URLS, ete.)
for each statement.

Regulation of financial industries
Orange County Register, March 19, 2012 interview on the CA Homeowner
Bill of Rights
CA Assemblymember Tony Menendez, 09720/2012 town hall discussion of
the CA Homeowner Bill of Rights
Appellate Judicial Attorneys Institute, discussion of the CA mortgage frand
issues

State Bar of California, California Mortgage Settlement and the California
Homeowner Bill of Rights Training August 14, 2012 (simuleast video)

Anti-corruption and eybersecurity (in the context of planning the 2028 Olympic and
Paralympic Games)
American Bar Association’s White Collar Crime Committee, April 18, 2018
sports anti-corruption panel
Berkeley Law School, Center for Long-term Cyhersecurity, October 10, 2017
cybersecurity conference



Political affiliations
activities:
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Please provide a list of all of your currently active social media usernames (e.g.,
Facebook, Instagram, Twitter, etc.), and any usemnames for any mactive accounts you
have used within the previous ten vears.

Linked In
-Brian Nelson

Instagram
- bruint7

Twitter
-@BrianENelsonT7

Clubhouse
- {@brianenelson

Peloton
~@hruin007

Facebook
-Brian Nelson (dormant)

Snapchat
~@bruin007 (dormant)

Next Door (Wilshire Montana)
-Brian Nelson (doymant)

List memberships and offices held in and services rendered to all political parties or
election committees during the last ten years.

Biden for President Policy Committees — 21st Century Government Committee —
Ethics & Rule of Law and Committee on Courts & Judicial Nominations | 09/2020-
102020

Kamala Harris For the People, Volunteer Senior Advisor (09/2019-11/2019) and
Volunteer National Policy Director (01/2019-09/2019) | 01/2019-11/2019

List all public offices, if any, for which vou have been a candidate in the past ten years.

Name of Office Elected/Appointed  Year(s) Election Held or Tenms of

Service
Candidate Only Appointment Made (if applicable)

N/A



Political
contributions:

Qualifications:

Future Employment

relationships:
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Itemize all political contributions which exceed $200 or which aggregate to over $200 in
a calendar year any individual, campaign organization, political party, political action
commiltee or similar entity during the last ten years and identify specific amounts, dates,
and names of recipients.

President

Biden for President | 08/31/2020 | $208.64

Kamala Harris for the People | 5479.70 (aggregate amount)
10/02/2019 | $238.13
11/16/2019 | $88.54
12/05/2019 | $153.03

Hillary for America | $2950 (aggregate amount)
1023/2015 | $2700
1012572016 | 250

Obama for America | 09/052012 | $230

Senate
Bullock Victory Fund | 10/05/2020 | $500
Catherine Cortez Masto for Senate | 11/02/2016 | $230
Kamala Harris for Senate | $2796.87 (aggregate amount)
1212212015 | $2700
102972016 | $96.87

House of Representatives
Lauren Underwood for Congress | 08/22/2018 | $500
Katie Porter for Congress | 31000 (aggregate amount)
09/21/2017 | §750
06/27/2017 | §250
Josh Gottheimer for Congress | 11/02/2016 | 5250

State fully your qualifications to serve in the position to which you have been named.
(attach sheet)

Attached.

1. Indicate whether you will sever all connections with your present employer, business
firm, association or organization if you are confirmed by the Senate.

Yes
2. As far as can be foreseen, state whether you have any plans after completing

government service to resume employment, alTiliation or practice with your previous
emplover, business firm, association or organization



Potential conflicts
of interest:
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No

3. Has anyone made a commitment to employ you after you leave government service?
No

4. Do you expect to serve the full term for which you have been appointed?

Yes

1. Describe any financial arrangements or deferred compensation agreements or other
continuing dealings with business associates, clients or customers who will be affected by
policies which you will influence in the position to which you have been nominated.

In connection with the nomination process, I have consulted with the Office of
Government Ethics and the Department of Treasury’s designated agency ethics
official to identify potential conflicts of interest. Any potential conflicts of interest
will be resolved in accordance with the terms of the ethics agreement that Thave
entered with the Department of Treasury’s designated agency ethics official and
that has been provided to this Committee. I am not aware of any other potential
conflicts of interest.

2. List any investments, obligations, liabilities, or other relationships which might involve
potential conflicts of interest with the position to which you have been nominated.

In connection with the nomination process, I have consulted with the Office of
Government Ethics and the Department of Treasury designated agency ethics
official to identify potential conflicts of issue, Any potential conflicts of interest will
be resolved in accordance with the terms of the ethics agreement that I have entered
with the Department of Treasury’s desipnated agency ethies official and that has
been provided to this Committee, I am not aware of any other potential conflicts of
interest.

3. Describe any business relationship, dealing or financial transaction (other than tax
paying) which you have had during the last ten years with the Federal Government,
whether for yourself, on behalf of a client, or acting as an agent, that might in any way
constitute or result in a possible conflict of interest with the position to which you have
been nominated.

In connection with the nomination process, 1 have consulted with the Office of
Government Ethics and the Department of Treasury designated agency ethics
official to identify potential conflicts of issue. Any potential conflicts of interest will
be resolved in accordance with the terms of the ethics agreement that I have entered
with the Department of Treasury’s designated agency ethics official and that has
been provided to this Committee. I am not aware of any other potential conflicts of
interest,
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4. List any lobbying activity during the past ten vears in which you have engaged in for
the purpose of directly or indirectly influencing the passage, defeat or modification of any
legislation at the national level of government or affecting the administration and
execution of national law or public policy.

CA Attormey General's Office: June 2013 & March 2015

I drafted letters and in March of 2015 attended a press conference with then-
Senator Barbara Boxer expressing the position of the Office of the California
Attorney General on legislation to reform the Toxic Substances Control Act.

LA24 (now LA28): 082015-07/2016

T'worked with L.A24's then-strategic federal government advisor, Squire Patton
Boggs, to advocate with members of Congress and Congressional staff in favor of
House Congressional Resolution 142, which expressed support for Los Angeles’
candidature to host the 2024 Olympic and Paralympic Games and was unanimously
passed by the U.S, House of Representatives and the U.S. Senate in July of 2016.

To accommodate Los Angeles hosting the Games in 2024, along with LA24
volunteers and staff, I met with White House and Administration officials to
advocate for a number of U.S, Government Games authorizations the International
Olympic Committee requires as a condition of being a candidate to host the Games
in the United States, These include 1.8, Government commitments related to
security, tax, immigration, transportation, communications, mint/coins,
environmental, labor, freedom of the press, etc.

LA24/LA2S: 08/2016-12/2017

Along with LA24 volunteers and staff, I had additional contact with White House
and Administration officials to advocate for a number of U.S. Government Games
the International Olympic Committee requires as a condition of
being a candidate to host the Games in the United States. These include U.S,
Government commitments related to security, tax, immigration, transportation,
communications, mint/coins, environmental, labor, freedom of the press, ete. These
U.S. Government authorizations to host the 2024 Games were provided to LA24 in
September of 2016, January of 2017, and May of 2017 and, to host the 2028 Games,
in August of 2017. Specifically, the Treasury commitments relate to existing U.S. tax
treaties with foreign countries, U.S. treatment of 501(c)(3) organizations, and

P

planning for Games-related tax guidance and legislation.

Talso worked with LA24/28’s strategic federal government advisor, DLA Piper, to
engage with federal government officials on homeland security policy issues related
to the 2024 and 2028 Games.

Additionally, I worked with DLA Piper, to advocate in favor of Senate Resolution
257 and House Congressional Resolution 436, which designate July 29 as
“Paralympic and Adaptive Sport Day,” and the Senate unanimously passed it in
August of 2017.

LA2S: 20
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To accommodate Los Angeles hosting the Games in 2028, 1 worked with LA28’s
strategic federal government advisor, DLA Piper, to coordinate with the
Congressional Olympic and Paralympic Caucus and inform members of Congress
and Congressional staff about plans for the 2028 Games and in support of the
Olympic and Paralympic Movements in the United States, generally. I also worked
with DLA Piper to engage with federal government officials on homeland security
and transportation policy issues related to the 2028 Games.

Aleng with DLA Piper, I engaged with Congressional staff on draft sports betting
legislation.

1 discussed with White House officials to have a number of Games authorizations
that U.S. Government officials authorized in the context of the 2024 Games ratified
for the 2028 Games, which was a condition of hosting the 2028 Games required by
the International Olympic Committee.

LA2S: Calendar Year 2019

As in 2018, I worked with LA28's strategic federal government advisor, DLA Piper,
to coordinate with the Congressional Olympic and Paralympic Caucus and inform
members of Congress and Congressional staff about plans for the 2028 Games and
in support of the Olympic and Paralympic Movements in the United States,
generally.

T also worked with DLA Piper to engage with federal government officials on
homeland security and transportation policy issues related to the 2028 Games,

1 coordinated with White Ilouse officials to have a number of Games authorizations
that U.S. Government officials authorized in the context of the 2024 Games ratified
for the 2028 Games, which was a condition of hosting the 2028 Games required by
the International Olympic Committee.

I eoordinated with White House officials to have a number of Games authorizations
that U.S. Government officials authorized in the context of the 2024 Games ratified
for the 2028 Games, which was a condition of hosting the 2028 Games required by
the International Olympic Committee. This culminated in a February meeting 1
attended with President Trump and senior Administration officials (including then-

Treasury Secretary Mnuchin) to formally provide these authorizations on behalf of
the U.8. Government.

I'worked with LA28s strategic federal government advisors, DLA Piper and the
Nickles Group LLC, to engage with federal government officials on athlete support,
transportation, and homeland security issues related to the 2028 Games and to
advocate for inclusion of certain 2028 Games authorizations in the National Defense
Authorization Act for FY 2020

I coordinated with DLA Piper on issues regarding legislation to amend the Ted
Stevens Amateur Sports Act, commemorative coin legislation, and proposed sports
betting legislation.

10



Tax compliance
and bankruptcy:
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I eoordinated with the Nickles Gronp LLC on issues related to our Games plan,
including informing more members of Congress and Congressional staff about our
plans for the 2028 Games.

LA28: Calendar Year 2021

I have had discussions with State Department staff about potential sports diplomacy
opportunities and partnerships.

5. Explain how you will resolve any conflict of interest that may be disclosed by your
responses to the items above.

As noted above, in connection with the nomination process, I have consulted with
the Office of Government Ethics and the Department of Treasury designated agency
ethics official to identify potential conflicts of issue. Any potential conflicts of
interest will be resolved in accordance with the terms of the ethics agreement that I
have entered with the Department of Treasury’s designated agency ethics official
and that has been provided to this Committee,

1. In the past ten vears, have you and your spouse (if applicable) filed and paid all taxes
{federal, state, and local) as of the date of vour nomination? Indicate if you filed as
‘married [iling separately.”

Yes

2. Inthe past ten years, have you been required to make any back tax payments? If so,
indicate if you have made any back tax payments and provide full details,

No

3. Has a tax lien or other collection procedure(s) been instituted against you or your
spouse (if applicable) by federal, state, or local authorities? If so, provide full details.

No

4. In the past ten vears, have vou or vour spouse (if applicable) ever been the subject of
any audit, investigation, or inquiry for federal, state, or local taxes? I so, provide full
details.

No

5. Were all your Federal, State, local, and other tax retums and tax liabilities of any kind
current (filed and paid when due) as of the date of your nomination? If not, provide
details.

Yes

6. Have you ever filed for bankruptey? If so, provide details.



Civil, eriminal and
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No

Investigatory actions:

Other information:

Public records
search:

Have you ever been the subject of a complaint or been investigated, disciplined, or
otherwise cited for a breach of ethics for unprofessional conduct before any court,
administrative agency (e.g. an Inspector General’s office), professional association,
disciplinary committee, or other ethics enforcement entity at any time? If so, provide
details, regardless of outcome.

No

2. Have you ever been investigated, arrested, charged, or held by any Federal, State, or
other law enforcement authority for a violation of any Federal, State, county or municipal
law, regulation, or ordinance, other than a minor traffic offense? If so, provide details.
Yes = Infraction: In 1996, I was charged with an infraction for possession of alcohol
under the legal age for aleohol possession in Newport Beach, CA. The charges were
dismissed and expunged pursuant to an agreement that I attend six AA meetings,

which I did.

3. Have vou ever been involved as a party in interest in any administrative agency
proceeding, or civil litigation other than a divorce proceeding? I so, provide details.

Yes — Administrative Agency Proceeding: In 2016, a former household employee
filed a claim with the CA Labor Commissioner’s Office for additional severance and
vacation pay. My wife and I disputed the claim, which was amicably settled.

4, Have you ever been convicted (including pleas of guilty or nolo contendere) of any
criminal violation other than a minor traffic offense? If so, provide details.

No

Please advise the Commiltee of any additional information, favorable or unfavorable,
which you believe should be considered in connection with your nomination.

None

Do vou consent to allow Committee staff to conduct a public records search on you using
appropriate search tools? (including Westlaw, Lexis, etc.)

Yes
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The undersigned certifies that the information contained in the public statement to the Committee is true and
correct.

Signed: p—tl— Dte ‘jﬁé/ 2|
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Statement of Qualifications:

I am honored President Biden has nominated me for the position of Under Secretary of the
Treasury for Terrorism and Financial Intelligence. If confirmed, I would bring significant
government, civic and private-sector experience to the role.

Following graduation from Yale Law School and clerkships at the U.S. Court of Appeals for the
Ninth Circuit and the U.S. District Court for the Eastern District of Pennsylvania, I began my
career as an information-privacy and appellate attorney at a private law firm, Sidley Austin, in
Washington, D.C. This work included counseling clients on a number of information-privacy
issues, including client data protection and cooperation with law enforcement on national-security
matters.

Like so many in the aftermath of 9/11, I strongly desired to support the national-security mission
ol the United States. I was deeply honored in 2009 to have the opportunity to serve in the National
Seeurity Division of the U.S. Department of Justice, first as special counsel to the Assistant
Attomey General for National Security and later as the Division's deputy chief of staff. In those
roles, [ supported the development, implementation, coordination, and review of U.S. intelligence,
counterintelligence, and national-security policies. I also regularly engaged in collaborative efforts
with other national-securily agencies across the federal government, including the White House,
the Department of Homeland Security, and the National Counterterrorism Center. Finally, with the
Division’s chief of staff, I supported the economic national-security work of the Division’s Foreign
Investment Review Staff and its participation in the interagency Committee on Foreign Investment
in the United States, which reviews business and telecommunications transactions that implicate
national security.

Following, my service with the National Security Division, [ joined the California Department of
Justice with an initial portfolio focused on reforming financial industry practices in the context of
mortgage servicing in the allermath of the national [oreclosure crisis in the late 20005, This work
included serving as a senior advisor to the Attorney General during the negotiation of California’s
participation in a national servicing settlement with the nation’s five largest mortgage servicers;
designing and standing up a program to ensure those mortgage servicers’ settlement compliance
in the context of California’s settlement participation; and leading successful negotiations with the
legislature, Governor's office, and the mortgage servicing industry to evolve the state’s statutorily-
mandated mortgage servicing procedures,

In 2013, T was asked to lead all of the Department’s policy work. In that role, T oversaw a number
of the Department’s policy efforts to mitigate threats by depriving intemational criminal actors of
financial and other resources, including Attorney General-led efforts to combat transnational
criminal organizations, dismantle human trafficking networks, and build state and international
partnerships to stop human trafficking, money laundering, and high-tech crimes. Specific
initiatives included the Department’s sponsorship of asset forfeiture legislation largeting
transnational criminal organizations and creating a binational working group to combat money
laundering, Under the then-Attorney General's leadership, I also collaborated with tech and
entertainment leaders to tackle issues ranging from theft of intellectual property to adoption of
technology by the Department and other state agencies.
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Beginning in 2014, I served as the Califomia Department of Justice’s general counsel. In that
capacity, | was the lead attormey on the Attorney General’s executive team charged with
developing and implementing legal strategy in significant Department litigation - both affirmative
and defense.

In 2015, I became the general counsel to LA28 (formerly LA24), the non-profit then responsible
for Los Angeles” successful bid to host the Olympic and Paralympic Games in 2028. In that role,
I served as a strategic partner to senior leadership and oversaw the legal work to meet the
International Olympic Committee’s bidding terms, which required A28 to enter into hundreds of
agreements with potential Games-delivery partners. [ also oversaw LA28's extensive intemational
compliance program, including compliance with the Foreign Corrupt Practices Act and the
International Olympic Committee’s ethics rules.

In 2017, LA2S transitioned from a Games bidding committee to the organizing commiltee for the
2028 Olympic and Paralympic Games in Los Angeles. As part of that transition, [ became LA28's
chief legal officer. in which capacity I am responsible for LA28’s legal, compliance, regulatory,
and government-relations functions. [ also support LA28's public-diplomacy engagement and
strategic planning to leverage opportunities for cross-cultural dialogue and engagement using the
platform of the 2028 Games. In support of this strategic planning, [ serve as a member of both the
Los Angeles Mayor’s International Advisory Council and the Pacific Council on International
Policy.

I am a member of the American Law Institute and, for the last four years, I have advised on the
ALI's recently-completed project to develop compliance, enforcement, and nisk-management
principles for corporations, nonprofits, and other organizations.

Finally, I recently was honored to serve as a volunteer member of the Biden-Harris Transition’s
Ageney Review Team for the U.S. Department of Justice. My main responsibility was review of
the Department’s national-security functions.

HH
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PREPARED STATEMENT OF ELIZABETH ROSENBERG

To BE ASSISTANT SECRETARY FOR TERRORIST FINANCING, DEPARTMENT OF THE
TREASURY

JUNE 22, 2021

Chairman Brown, Ranking Member Toomey, and Members of the Committee, it
is a privilege to appear before you today. I am grateful to the Committee for consid-
ering my nomination. I would like to thank President Biden, Vice President Harris,
Secretary Yellen, and Deputy Secretary Adeyemo for placing their confidence in me.
In addition, I would like to thank Senator Leahy for his kind introduction.

On a personal note, I would like to thank my family for their invaluable support:
My children Sophie, Annie, and Alex, and my husband, Jonathan, whose love, help,
and encouragement makes it possible to be in the position to undertake the respon-
sibilities associated with the role for which I have been nominated.

I would also like to acknowledge my brother, Eli, as well as my parents, Jean and
David Rosenberg, who were my first teachers of foreign policy, economics, and the
necessity of working for democracy, peace, and human rights. Also, my grandmother
Eleanor Gibson and great aunt Emily Jack who, as dedicated professionals at a time
when it was rare for women to be in their lines of work, were powerful examples
of diligence and courage to contribute to scientific advancement and national secu-
rity.

In coming before the Committee today, I am keenly aware of the significant re-
sponsibilities of the Assistant Secretary for Terrorist Financing, leading the office
that formulates and coordinates counterterrorist financing and anti—money laun-
dering efforts of the Department of the Treasury. This work requires close collabora-
tion with Congress, across the Executive branch, and with foreign counterparts, the
private sector, and civil society. It directly supports U.S. goals of strengthening the
integrity of our financial system and facilitating a robust economic recovery. The
work serves to protect financial institutions and systems of monetary exchange from
illicit finance and abuse by terrorists, criminals, kleptocrats, and those who threaten
peace and security. It also directly and immediately advances core U.S. foreign pol-
icy interests, including as related to Russia, China, Iran, North Korea, and other
security threats.

The intertwined nature of U.S. economic strength and national security requires
a creative, rigorous, and targeted approach in the use of economic instruments to
advance U.S. interests. Now, in an era when Treasury’s financial tools are often
looked to as a first resort to combat threats, and when the United States faces sig-
nificant international competition, a carefully calibrated, strategic approach to anti—
money laundering and the use of financial measures is more important than ever.
So too is a commitment to work with allies and partners in advancing this critical
work.

Since 2009, when I first joined the office I have now been nominated to lead, I
have dedicated myself to advancing anti—money laundering and counterterrorist fi-
nancing policy and crafting targeted strategies for the use of sanctions.

I am grateful for the opportunities I have had to learn from the policy pioneers
of the contemporary U.S. approach to anti-money laundering and counterterrorist
financing efforts. They include Democrats and Republicans, former senior officials
at the Department of the Treasury and Congressional leaders, many of whom have
served on this Committee. They also include the hard working, expert Treasury ca-
reer staff.

Leading the economics and national security program at the Center for a New
American Security for 8 years, I benefited from exposure to a wide array of stake-
holder perspectives on anti—money laundering, illicit finance, and sanctions policy
including and beyond the U.S. Government. I engaged with representatives from
civil society, the private sector, and the diplomatic community on these policy
issues.

I have been honored to testify before Congress and brief bipartisan groups of
Members and Congressional staff on anti—money laundering, sanctions, and na-
tional security policy on several occasions. If confirmed, I intend to continue this col-
laborative engagement with Congress to advance our shared economic and security
interests.

In closing, I want to once again thank the Committee for its consideration of my
nomination. I would be pleased to answer any questions you may have.
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COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS
UNITED STATES SENATE

Room $D-534 Dirksen Senate Office Building
Washington, D.C. 20510
(202) 224-7391

STATEMENT FOR COMPLETION
BY PRESIDENTIAL NOMINEES

Procedures formally adopted by the Committee on Banking, Housing, and Urban Affairs, U.S.
Senate, on February 11, 2021, establish a uniform questionnaire for all Presidential nominees whose
confirmation hearings come before this Committee.

This questionnaire shall be made part of the public record except for financial and certain other
personal information, which shall be kept confidential. A version will be published on the Committee’s
website in advance of any hearing on the nomination.

Nominees are requested lo answer all questions, and to add additional pages where necessary. All
nominees routinely shall testify under oath at their confirmation hearings. Should nominees have any
questions about the questionnzire or its contents, please contact the Banking, Housing and Urban Affairs
Committee at (202) 224-7391 and ask to speak with the lead nominations staffer for either the Majority
or Minority.

STATEMENT FOR COMPLETION BY PRESIDENTIAL NOMINEES

Name:

Rosenberg (Last) Elizabeth (First) (Other)

Pasition to which nominated: Assistant Secretary for Terrarist Financing, U.S. Department of the Treasury
Date of nomination: 52621

City of Residence: Washington, D.C.

Education*: Institution  Dates Attended Degrees Received Dates of Degree
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Oberlin College; 9/1996-5/2000; BA; 5/2000

The American University in Cairo; 9/1998-5/1999; N/A; N/A

Middlebury College Arabic Language School; 6-8/1998 and 6-8/2001; N/A; N/A
Arabic Language Institute, Cairo; 9/2001-5/2002; N/A; N/A

Center for Arabic Study Abroad, Cairo; 6/2004-5/2005; N/A; N/A

New York University; 9/2002-5/2004; MA; 5/2004

- @ ® ® s

*Nominees should provide information for all institutions attended, whether or not the nominee was granted a

degree by the institution

Honors and awards: List below all scholarships, fellowships, honorary degrees, military medals, honorary
society memberships and any other special recognitions for outstanding service or
achievement.

» Phi Beta Kappa; Oberlin College; 2000
o Foreign Language and Area Studies Fellowship; New York University; 2002-2004
o Center for Arabic Study Abroad Fellowship; U.S. Department of Education; 2004-2005

Memberships: List below all memberships and offices held in professional, fratemal, business,
scholarly, civic, social, charitable and other organizations.

Organization Office Held (ifany) Dates of Membership

& The Wisconsin Project on Nuclear Arms Control; Board of Directors (unpaid) 2013-2021
+ Friends of the National Zoo; Family Membership 2010-2021

o DC Minyan; Family Menibership 2008-2020

o Adas Israel; Family Membership 2014.2021

¢ Beauvoir Pool; Family Membership 2016-2019

o Girl Scouts of America; Member 2018-2020; Troop leader

s Middlebury Area Land Trust (MALT), Family Membership 2017-2019

o Carderock Springs Swim and Tennis Club; Family Membership 2021

Employment record: List below al} positions held since graduation from college including the title or

description of job, name of employer, location of work, and inclusive dates of
employment.

¢ Program Assistant; The Asia Foundation; Kathmandu, Nepal; 7/2000-12/2000

o Assistant to the Operations Manager of the Language Schools; Middlebury College Language Schools;
Middlebury, Vermont; 6/2002-8/2002

o Bilingual Assistant to the Director of the Arabic Language School; Middlebury College Language
Schools; Middlebury, Vermont; 6/2003-8/2003

* Energy Policy Correspondent; Argus Media; Washington, D.C.; 8/2005-4/2009

o Senior Advisor to the Assistant Secretary for Terrorist Financing and Financial Crimes; U.S.
Department of the Treasury; Washington, D.C.; 5200912011

o Senior Advisor to the Under Secretary for Terrorism and Financial Intelligence; U.S. Department of the
Treasury; Washington, D.C.; 1/2011-00/2013

o Founder and Manager; Elizabeth Rosenberg Consulting LLC; 1/2018-Present (currently inactive)
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o Senior Fellow and Director of the Energy, Economics, and Security Program; Center for a New
American Security; Washington, D.C.; 10/2013-1/2021

Senior Advisor; WestExec Advisors; Washington, D.C.; 2019-2020

Consultant; Prospect Global Strategies; Washington, D.C.; 2017

Consultant; Eversheds Southerland; Washington, D.C.; 2018-2019

Consultant; Gerson Lehrman Group; Washington, D.C.; 2018-2020

Consultant; Kings College London; Washington, D.C.; 2019

Consultant; ExxonMobil; Washington, D.C.; 20182019

Volunteer (unpaid); Biden-Harris Transition Treasury Agency Review Team; 11/2020-1/2021
Counselor to the Deputy Secretary; U.S. Department of the Treasury; Washington, D.C.; 1/2021-Present

. & & & & & 8 »

Government List any experience in or direct association with Federal, State, or local governments
experience: including any advisory, consultative, honorary or other (including part-time) service or
positions.

Name of Government Entity Position Dates of Service

¢ United States Senate; Page, Sponsored by Senator Patrick Leahy; 1994

o United States Department of the Treasury; Senior Advisor to the Assistant Secretary for Terrorist
Financing and Financial Crimes; 5/2009-1/2011

¢ United States Department of the Treasury; Senior Advisor to the Under Secretary for Terrorism and
Financial Intelligence; 1/2011-09/2013

¢ United States Department of the Treasury; Counselor to the Deputy Secretary; 1/2021-Present

Published writings: List the titles, publishers and dates of books, articles, reports and other published
materials you have written. The list should include any publicly accessible publications
on the internet in the past ten years, including appropriate URLS for any posts on blogs
you maintained or contributed to, and URLs for any other significant intemet-based
postings during that same period. If available, provide the Committee with one digital
copy of each of the writings you list.

Please see attachment.

Speeches and List all of the formal speeches and presentations (e.g., PowerPoint} you have

presentations: delivered during the past ten years which are on topics relevant to the position for which
you have been nominated, including dates. If available, provide the Committee with one
digital copy of each formal speech and presentation. If text is no longer available, [ist
the date, place, and organization or group to whom you made the speech or presentation.

* AIR/FCA Women's Empowerment TechSprint and Conference; 3/25/21
o Institute of Intenational Bankers AML Seminar; 5/3/21

Please see attachment for full text.

Public statements:  List all public statements you have made during the past ten years which are on topics
relevant to the position for which you have been nominated, including dates. Whenever
possible, provide the Commiltee with finding aids (such as citations, intemet URLS, etc.}
for each statement.
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Please see attachment.

Social media Please provide a list of all of your currently active social media usemames (e.g.,
usernames: Facebook, Instagram, Twitter, etc.), and any usernames for any inactive accounts you
have used within the previous ten years.

Elizabeth Rosenberg, https:/fwww.linkedin.com/in/elizabeth- erg-447
Elizabeth Rosenberg, Twitter (@RosenberpEliz htips://twitter.com/rosenbergeliz?lang=en

Political affiliations List memberships and offices held in and services rendered to all political parties or
activities: election committees during the last ten years,

List all public offices, if any, for which you have been a candidate in the past ten years,

Name of Office Elected/Appointed  Year(s) Election Held or Terms of Service
Candidate Only Appointment Made (if applicable)

o Foreign Policy Volunteer; Elizabeth Warren Presidential Campaign; 7/2019-3/2020
» Foreign Policy Volunteer; Joe Biden Presidential Campaign; 3/2020-11/2020

Political Itemize all political contributions which exceed $200 or which aggregate to over $200in

contributions: a calendar year to any individual, campaign organization, political party, political action
commiltee or similar entity during the last ten years and identify specific amounts, dates,
and names of recipients.

* Biden Victory Fund; $100, 10/14/20; $1000, 92720

o Hillary Victory Fund/Hillary for America; $500, 10/21/16, $500, 8/25/16; $500, SI2/16; $500, S/5/15;
$250, 1112915

» Luke Bronin for Mayor; $400, 6/15/15

Qualifications: State fully your qualifications to serve in the position to which you have been named.

My current and prior professional experience qualify me to take on the role of Assistant Secretary of Treasury
for Terrorist Financing and Financial Crimes, if confirmed by your committee and the Senate. ] would bring
immediately relevant experience from my work at the Department of the Treasury supporting Secretaries
Geithner, Lew, and Yellen, Deputy Secretaries Wolin and Adeyemo, and senior leaders in the Terrorism and
Financial Intelligence division, and in managing teams of career staff in the agency.

1 am extremely well versed in the organization, policy processes, and ongoing activities of the Treasury
Department broadly and the office of Temorist Financing and Financial Crimes (TFFC) in particular, | served
previously as the Senior Advisor to the Assistant Secretary for TFFC as well as the Senior Advisor to the Under
Secretary for Terrorism and Financial Intelligence, and | serve currently as Counselor to the Deputy Secretary.
From these roles I have strong working relationships with career staffin TFFC, and in other offices at Treasure
and across the U.S, govetnment that work closely with TFFC, including Treasury’s Offices of Foreign Assets
Control, Intelligence and Analysis, Financial Crimes Enforcement Network, International Affairs, Legislative
Affiirs, Public Affairs, and General Counsel, as well as an array of NSC directorates and State Department
bureaus. At Treasury I have helped to craft, execute, and enforce sanctions and anti-meney laundering and anti-
corruption policy. Through this experience and my leadership in the Department, I have honed an ability to

4
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successfully collaborate across offices of Treasury, agencies of the U.S. government, with Congress, and with
external pariners, communicating priorities, building bipartisan consensus and coalitions of support, and
delivering, defending and enforcing U.S. policy.

Outside of government, from 2013 to 2021, as Director of the Energy, Economic, and Security Program at the
Center for a New American Security (CNAS), I spent 8 years analyzing and contributing to the bipartisan public
policy conversation in Washington on illicit finance, anti-money laundering policy, and other economic
statecraft initiatives by advancing successful policy ideas for sanctions, financial transparency, economic
competition, financial regulation, and enforcement. I published commentaries in outlets such as the New York
Times, Foreign Affairs, and Bloomberg, as well as peer-reviewed research papers and reports. I frequently
testified before the Senate Banking, House Foreign Affairs, and House Financial Services Committees. In
addition, I worked extensively with Majority and Minority staff from congressional committees and offices
considering new legislation on sanctions and anti-money laundering measures, as well as oversight activities
and appropriations related to the Department of the Treasury. This included providing technical assistance and
analysis to legislative staff and Members on Russia, China, and counter-terrorism sanctions, as well as on new
anti-money laundering reforms such as the statutory mandate for establishment of a beneficial ownership
database.

My experience in and passion for management and process would also directly serve me in the position for
which I am nominated. In 2013 I developed the vision and strategy to launch a new economics and energy
program at CNAS, and since then have a successful record of launching new forums and initiatives to examine
the use of economic policy to address national security threats. In management roles at CNAS and at Treasury |
have led and supported communications campaigns around illicit finance and sanctions matters, budget
preparation and execution in the hundreds of millions of dollars, conferences and simulations for elite groups of
former Members of Congress and Cabinet officials and generalist gatherings of over 2000 individuals, and |
have created and delivered professional development courses on national security and economic statecraft to
junior and mid-career staff. I have tackled with creativity, compassion, and practicality difficult management
challenges involving staff reorganization and conflict mediation, and have been praised by my supervisors for
highly effective performance in a fast-paced work environment handling sensitive information. I have also
helped to launch, as a leader and mentor, initiatives to support women in the workplace and to bring
underrepresented communities into the national security arena.

Future employment 1. Indicate whether you will sever all connections with your present employer, business
relationships: firm, association or organization if you are confirmed by the Senate,

If confirmed by the Senate I will continue lo work at the U.S. Department of the Treasury, my current

employer. I continue to maintain an inactive LLC that will remain inactive throughout my government service.

2. As far as can be foreseen, state whether you have any plans after completing
government service 1o resume employment, affiliation or practice with your previous
employer, business firm, assaciation or organization

[ have no plans after completing government service to resume employment or affiliation with any of my
employers, or the entities for which I provided consulting services, before government service,

3. Has anyone made a commitment to employ you after you leave government service?

No
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4, Do you expect to serve the full erm for which you have been appointed?
Yes

Potential conflicts 1. Describe any financial arrangements or deferred compensation agreements or other
of interest: continuing dealings with business associates, clients or customers who will be affected
by policies which you will influence in the posilion to which you have been nominated.

N/A

2, List any investments, obligations, liabilities, or other relationships which might involve
potential conflicts of interest with the position to which you have been nominated.

In connection with the nomination process, [ have consulted with the Office of Government Ethics and the
Department of Treasury’s designated agency ethics official to identify potential conflicts of interest. Any
potential conflicts of interest will be resolved in accordance with the terms of the ethics agreement that [ have
entered with the Department of Treasury’s designated agency ethics official and that has been provided to this
Committee. | am not aware of any other potential conflicts of interest.

3. Describe any business relationship, dealing or financial transaction (other than tax
paying) which you have had during the last ten years with the Federal Govemment,
whether for yourself, on behalf of a client, or acting as an agent, that might in any way
constitute or result in a possible conflict of interest with the position to which you have

been nominated.

NIA
4. List any lobbying activity during the past ten years in which you have engaged in for
the purpose of directly or indirectly influencing the passage, defeat or modification of any
legislation at the national level of government or affecting the administration and
exccution of national law or public policy.

NA

5. Explain how you will resolve any conflict of interest that may be disclosed by your
responses to the items above.

In connection with the nomination process, 1 have consulted with the Office of Government Ethics and the
Department of Treasury’s designaled agency ethics official to identify potential conflicts of interest. Any
potential conflicts of interest will be resolved in accordance with the terms of the ethics agreement that [ have
entered with the Department of Treasury’s designated agency ethics official and that has been provided to this
Committee. [ am nol aware of any other potential conflicts of interest.

Tax compliance 1. In the past ten years, have you and your spouse (if applicable) filed and paid all taxes
and bankruptey:  (federal, state, and local) as of the date of your nomination? Indicate if you filed as
‘married filing separately.’

Yes



No

No

No

Yes

No

Civil, criminal and

investigatory

actions:

No

No

No

No
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2. In the past ten years, have you been required to make any back tax payments? If so,
indicate if you have made any back tax payments and provide full details.

3. Has a tax lien or other collection procedure(s) been instituted against you or your
spouse (if applicable) by federal, state, or local authorities? If so, provide full details.

4. In the past ten years, have you or your spouse (if applicable) ever been the subject of
any audit, investigation, or inquiry for federal, state, or local taxes? If so, provide full
details.

5. Were all your Federal, State, local, and other tax returns and tax liabilities of any kind
current (filed and paid when due) as of the date of your nomination? If not, provide
details.

6. Have you ever filed for bankruptey? If so, provide details.

1. Have you ever been the subject of a complaint or been investigated, disciplined, or
otherwise cited for a breach of ethics for unprofessional conduct before any court,
administrative agency (¢.g. an Inspector General's office), professional association,
disciplinary committee, or other ethics enforcement entity at any time? If so, provide
details, regardless of outcome.

2. Have you ever been investigated, amrested, charged, or held by any Federal, State, or
other law enforcement authrity for a violation of any Federal, State, county or municipal
law, regulation, or ordinance, other than a minor traffic offense? If so, provide details.

3. Have you ever been involved as a party in interest in any administrative agency
proceeding, or civil litigation other than a divorce proceeding? If so, provide details.

4. Have you ever been convicted {including pleas of guilty or nolo contendere) of any
criminal violation other than a minor traffic offense? If so, provide details,
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Other information: Please advise the Committee of any addilional information, favorable or unfavorable,
which you believe should be considered in connection with your nomination.

N/IA

Public records Do you consent to allow Committee staff to conduct a public records search on you
search: using appropriate search tools? (including Westlaw, Lexis, etc.)

Yes

The undersigned centifies that the information contained in the public statement to the Committee is true and
correct.

Signed: ?%fww Date: G/?/‘?’(
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Ma}' 26, 1{121

Published writings:

#  The Great Unwinding; Iranian Nuclear Negotiations and Principles for Sanctions Relief,

Center for a New American Securily, October 11, 2013. (With Colin H. Kahl)
Energv Rush: Shale Production and U.S. National Security, Center for 4 New American

Security, February 6, 2014.
¢  Removing the Barriers: Prospects for Sanctions Relief Under a Final Nuclear Deal with

Iran, Center for a New American Security, July 14, 2014.
o Arctic 2015 and Beyond: A Strategy for U.S. Leadership in the [igh North, Center for a

New American Security, December 11, 2014, (With Alexander Wiker, Dr. Davad Titlev)
o Crude Oil Export & U.S. National Security, Center for a New American Security, May

14, 2014,

Economic Statecraft: American Economic Power and the New Face of Financial Warfare,

Center for a New American Security, June 17, 2015, (With David Gordon, Ellic

Maruyama)

o Iran’s Economic Reintegration: Sanctions Relief, Enerev, and Economic Growth Under a

Nuelear Aereement with Iran, Center for a New American Security, June 23, 2013, (With
Dr. Sara Vakhshouri)

o The Iran Agreement and What Comes Next, Center for a New American Security,
September 14, 2015, (With Avner Golov, Axel Hellman, Ellie Maruyama, Ilan
Goldenhag, Nicholas Heras)

for a New American Security, October }9 2015 (th Avner Golov, Ellie Manl\rama.
Tlan Goldmberg, Nicholas Hems)

hnanual Sanctions, Center for a New American Sccu:lt\r '\pl'll 13, 2016. (th Dr.
Daniel Drezner, Julia Solomon-Strauss Zacha.ry K. Goldman)
. New ; Global Energy Markets. The Re- ¢
iangle. And ULS, Policy, Center for a New Ammwn Security, June 15, 2016, (Ellie
Maruyama, Alexander Sullivan, David Gordon)
. 'Ihu \'»\1 Generation of‘innclions A '\'Tﬁlh. v of Coercive Economic Pciim for the Next

for the Next PrequmlL Center for a New A.mem.all Security, Ocmbt:r 17, 2016 (th

David L. Goldwyn, Robert McNally)

o Terrorist Use of Virtual Currencies: Containing the Potential Threat, Center for a New
American Security, May 3, 2017, (With Zachary K. Goldman, Ellie Maruyama, Edoardo
Saravalle, Julia Solomon-Strauss

*  The Future of Transatlantic Sanctions on Russia, Center for a New American Security,

June 15, 2017, (With Peter Harrell. Tom Keatinge, Sarah Lain)
+ A Blueprint for New Sanctions on North Korea, Center for a New American Security,
July 27, 2017. (With Edward Fishman, Peter Harrell)
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After Paris: A Climate Agenda that Serves U.S. Interests, Center for a New American
Security, September 14, 2017. (With David Gordon, Divya P. Reddy)

Contain. Enforce. and Engage, Center for a New American Security, October 26, 2017
(With lan Goldenberg, Elisa Catalano Ewers, Jarrett Blane, Aricl E. Levite, Karim
Sadjadpour)

Energy. Economic Growth. and U.8. National Security: An Integrated U.S. Strategy to
Address Iran’s Nuclear and Regional Challenges, Center for a New American Security,
November 13, 2017, (With David Gordon, Divya P. Reddy, Neil Bhatiya, Edoardo
Saravalle)

.8, Geopolitical Challenges and Opportunities in the Era of Lower Oil Prices, Center for

a New American Security, April 26, 2018. (With David Gordon, Divya Reddy, Neil
Bhatiya, Edoardo Saravalle)

China’s Use of Coercive Economic Measures, Center for a New American Security, June
11, 2018. (With Peter Harrell, Edoardo Saravalle)

Financial Networks of Mass Destruction, Center for a New American Security, January
24, 2019, (With Neil Bhatiya, Claire Groden, Ashley Feng)

A Realistic Path for Progress on Iran: 12 Guiding Principles to Achieve U8, Policy

Goals, Center for a New American Security. January 29, 2019. (With Eric Brewer, Elisa
Catalano Ewers, llan Goldenberg, Peter Harrell, Nicholas Heras, Elizabeth Rosenberg
and Ariane Tabatahai)

Maintaining America’s Coercive Economic Streneth: Five Trends to Watch in LS.

Sanctions, Center for a New American Security, March 27, 2019, (With Howard Berman,
Paula J. Dobriansky, Sue E. Eckert, Kimberly Ann Elliot, David L. Goldwyn, Peter
Harrell, Theodore Kassinger, George Lopez, Richard Nephew, Stephen Rademaker,
Frederick Revnolds, Elizabeth Rosenberg, Daleep Singh, Julianne Smith, Adam Szubin,
Juan Zarate, Rachel Ziemba)

Eeonomic Dominance, Financial Technology, and the Future of 1.8, Economic

Coercion, Center for a New American Security. April 29, 2019. (With Peter [arrell)
Financial Technology and National Security, Center for a New American Security, June
1,2019. (Wni\ Peter Ham,ll Dr. Gary M. ShLl’fman Sam Dmshmer)

Tama)

C::nter for a New Amenican Security, Janum'}' 28, 2020, (With Ely Ratner, Daniel
Kliman, Susanna V. Blume, Rush Doshi, Chris Dougherty, Richard Fontaine, Peter
Harrell, Martijn Rasser, Elizabeth Rosenberg, Eric Sayers, Daleep Singh, Paul Scharre,
Loren Delonge Schulman, Neil Bhativa, Ashley Feng, Joshua Fitt, Megan Lamberth,
K.ns!me I.ee and All’llkk.l R.ukunm)

R;.]auonshu Center for a New American Sucunty, Apnl 24, 2020. (With Peter Harrell,
Ashley Feng)

Proliferation Finance: Critical Issues and Priorities for Congress, Center for a New
American Security, June 4, 2019, (With Neil Bhativa, Claire Groden, Ashley Feng)
The China Challenge, Center for a New American Security, December 12, 2019, (With
Martijn Rasser, Paul Schare)
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New Russia Sanctions from Congress: Contents and Significance, Center for a New
American Security, August 1, 2017, (With Neil Bhativa, Edoardo Saravalle)

Financial Attacks on Democracy: The Role of Crvptocurrency in Election Interference,
Center for a New American Security, October 20, 2020. (With Jesse Spiro, Sam
Dorshimer)

Time to Pull the Transatlantic Economic Lever, Center for a New American Security,
March 19, 2014.

CNAS Commentary: Smart Sanctions on Cuba, Center for a New American Security,
January 16, 20135,

SOTU: Elizabeth Rosenberg on the Falling Price of Oil, Center for a New American
Security, January 20, 2015.

Sanctions Relief Can Empower the Iranian People, Center for a New American Security,
July 10, 2015. (With Peter Harrell

A historic agreement, Center for a New American Security, July 14, 2013, (With Ilan
Goldenberg)

N 118, goy gal:
American Security, July 14, 2015. (With Ilan Goldenberg
How China Benefits From Global Sanctions, Center for a New American Security,

T

ions, Center for a New

November 26, 2015,

The Legal Steps and Policy Challenges of Reimposing Sanctions on [ran, Center for a
New American Security, September 11, 2017, (With Peter Harrell)
CNAS Commentarv; Trump Administration Implementation of 1.8, Sanctions on Russia

and Next Steps in Russia Policy, Center for a New American Security, January 31, 2018,
(With Peter Harrell)

American Security, July 31, 2018, (With Rachel Ziemba, Edoardo Saravalle)

Situation Report: U.8.-North Korea Negotiations to Resume This Weekend, Center for a
New American Security, October 2, 2019, (With Duyeon Kim, Kristine Lee, Van
Jackson, Neil Bhatiya)

Tightening Sanctions on Russia, Center for a New American Security, September 11,
2018, (With Peter Harrell)

1.8, Policy Toward Russ
American Security, January 22, 2019.
Busting North Korea's Sanctions Evasion, Center for a New American Security, March
4,2020.

(With Neil Bhativa)

Fallout from the New Oil War, Center for a New American Security, March 25, 2020.
(With Neil Bhatiya)

Don't Wreek the lran Talks, New York Times, November 5, 2014. (With Zachary K.
Goldman)

Is Trump Trving to Tweet Us Into a War With Iran?, Foreign Policy, February 2, 2017.
(With llan Goldenberg)

ic Divide, Center for a New




-« 8 & =

- & s 8 & » ®

59

The Wrong Move on Russia Sanctions Could Have Dire Consequences for the 11.§.,
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When Putin amives in Shanghai to try and ink a new multibillion-dollar energy deal, itll be the Chinese -- not the
Russians - who will be lsughing all the way to the bank.

By Ely Ratner and Elizabeth Rosenberg

MAY 19, 2014, 11:18 PM

Chinese officials are notoriously tough negotiators, especially when they know you're in a pinch. Just ask Gazprom,
Russia’s natural gas giant, which is on the brink of capitulating to Beijing on a massive energy project, 10 vears in

the offing Gazprom and China National Petroleum Corp., ane of China’s oil giants, are gearing up to sign a 30-year
multiballicn-dollar deal to send natural gas from Russia to China through a colessal new pipeline network.
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A week before Russian President Viadimir Putin was set to meet his Chinese counterpart, Xi Jinping, in Shanghai on
May 20-21, Russia's deputy energy minister described the deal as "98 percent ready." However, a Chinese deputy
foreign minister was far cagier, noting in mid-May: "We are still exchanging views with Moscow, and we will try
aur best io ensure that this contract can be signed and witnessed by the two presidents.”

On the surface, this seems the kind of win-win cutcome that Chinese diplomats regularly tout as the solution to
nearly every intermational problem. Russia sits on the world's largest natural gas reserves, much of it buried in the
Siberian hinterland north of its border with China. As the world's largest energy consumer, China is an obvious
partner for Russia’s economy, in which natural resources make up 70 percent of exports and over 50 percent of
SOVEMmMEnt Fevenue.

But energy trade between Russia and China is surprisingly limited, with only @ percent of China’s ol imports and 1
percent of its gas imports coming from Russia. Chira is eager to increase and diversify its energy supplies away
from overreliance on expensive and volatile sources in Africa and the Middle East that have to pass through
precarious sea lanes in the Strait of Hormuz and the South and East China seas. (Beijing really does womry about all
the talk among U.S, strategists on how to blockade China's eneray supplies in the event of armed conflict.)

Yet China has been wnwilling to pay the premium prices that Russia has traditionally charged in Europe. Now, with
Russia’s worsening economy and an increasingly competitive Astan energy market, Beijing holds most of the cards
— and time is not on Moscow's side. Gazprom has litthe choice but to make what Chinese industry experts are
calling a "big concession” on price. Gazprom has little choice but to make what Chinese industry experts are calling
a "big concession” on price. Although outlines of the deal are sketchy and may remain secret even after it is signed,
China will reportedly help finance the related infrastructure, which could cost as much as $80 billion. This is
reportedly in exchange for a price of $10-11 per cubic foot of gas: a rate below what Gazprom has long considered
its break-even point of at least $12 per cubic foot. So it's still a win-win — but a much bigger win for Bejjing.

Why s Russia more eager to close a deal than China? 1t's tlempting to credit the Ukrainian crisis and the subsequent
warming of geopolitical ties between Beijing and Moscow. After all, isn't this all about Russia finally breaking with
Furope and pursuing its fortunes in the East?

Hardly. The real precipitating factor is Russia’s economic free-fall, whose roots run far deeper than the protests in
Kiev. According to the International Monetary Fund, Russia’s anemic economy & tectering on recession, projected
to achieve only 0.2 percent growth this year, as the country confronts a corresive mix of rampant corruption,
stagnant growth, high inflation, and a shrinking population

To dig out of this hole, Russia will need Chinese to supplement Europ pticn. If Putin manages
1o sign this deal, it will send 38 billion cubic meters of natural gas to Chira annually — less than a quarter of what
Russia currently sells to Europe, but still a shot in the arm for Russian export earnings, It could also provide an
additional boost for the Russian treasury by igniting broader development of untapped energy resources in Russia's
Far East, Futhermore, the proposed pipeline would be on a different gnd from Russia’s gas infrastructure for
Europe — in other words, Russia will not divert Europe-bound 2as to China,

That's not to say there aren’t clear benefits for China in doing the deal. Gas imports from Russia would support
China’s goal of moving away from carhon-intensive fossil fuels like coal and petroleum that are substantially
responsible for the orange haze that often blankets the skies above China's megacities, On a bad day, breathing the
air in Beijing is equivalent to smoking 21 cigarettes. And beyond the immediate environmental and health concems,
pollution is fast becoming a political issue that threatens the legitimacy of the Chinese Community Party. Gas
imports provide a potentially promising path to resolve these economic and political headaches — and there’s
substantial room to grow, as gas currently accounts for only about 5 percent of China’s energy needs. Domestic
production won't do the trick either: Major efforts to crack the shale gas code in China could eventually diversify
gas supply, but serious water, infrastructure, regulatory, and financing challenges make that a long way off.

The major difference is that unlike Moscow, Beijing has options. With the shale gas revolution in full swing, the
Asta-Pacific region is fast becoming a buyers’ market, as new producers from all over the world scramble to get in
an the action. Gazprom will have to move quickly to lock in the infr and fi i ¥
for the Siberian pipeline project. Otherwise it risks being beaten to the Asian market by altermative suppliers in
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Central and Southeast Asia (which already have pipeline infrastnacture to China) or by suppliers from Narth
America, Australia, and Fast Africa that are working furiously to buld gas Hiquefaction and export Facilities that can
deliver (literally) boatloads of gas to Asia. China is increasingly prepared to be on the receiving end of this boom,
with nine existing import terminals and another five on the way. Seahome cargoes from the United States could start
arriving #s early as 2015, 1 Russia doesn’t bend far enough on price, China could ook elsewhere o meet its needs.

Even if Putin succeeds in signing up the Chinese to purchase Russian gas, there will be few reasons to pop the
champagne in Moscow. This deal isn't an escape hatch for a country whose relations in the West are quickly
souring. Instead, it's & virtual necessity in Russia's desperate altempt 1o shore up its wobbly cconomy.

Ely Ratner is the Maurice B. Greenberg senior fellow in China studies at the Council on Foreign Relations. He was
deputy national security adviser to Viee President Joe Biden from 2015 to 2017 and previously served in the Office
of Chinese and Mongolian Affairs at the State Department and as a professional staff member on the U.S. Senate
Foreign Relations Committee. His current work focuses on U.S.-China relations, regional security in East Asia, and
115, national security policy in Asia. Twitter: (@elyratner

Elizabeth Rosenberg is a senior fellow and director of the Energy, Economics, and Security Program at the Center
for a New Amencan Security. From 2009 1o 2013, she served as a senior advisor at the U.S. Department of the
Treasury, helping senior officials develop, implement, and enforce financial and energy sanctions. Rosenberg
previously worked as an energy policy correspondent at Argus Media, analyzing North Amencan and Middle
Eastem energy policy, regulation, and derivatives trading. In that capacity she spoke and published extensively on
OPEC, strategic reserves, energy sanctions and national secunity policy, oil and natural gas investment and
production, and renewable fuels. Twitter: @Energy_Liz

s Trump Trving to Tweet Us Into a War With Tran? Foreign Policy, February 2, 2017

Tven if the Trump administration wants to walk away from the nuclear agreement or provoke the Tranians to walk
away, criticizing the nuclear deal was unwise.

By Tlan Gaoldenberg and Elizabeth Rosent

FEERUARY 2, 2017, 9:51 AM

On Wednesday, the White House put out a statement from National Security Advisor Michagl Flynn eriticizing
Tran's recent ballistic missile test as well as a number of attacks in recent months by Iranian-supperted Houth
militias agamnst American, Saudi, and Emirati ships off the coast of Yemen. The statement then enticizes the Iran
muclear deal and the Obama administration, before conchuding that “we are officially putting Iran on notice.”

Thas 15 the Trump admunstration’s first meaningful foray mto Iran policy since takang office. In some ways, it is
reassuring, a5 parts of the statement are reasonable. And it does not appear that the administration is at least at this
point determined to walk away from the nuclear agreement. But then President Donald Trump started tweeting. And
now, there are some reasons for concem.

First the good news. The elements of the official statement calling out Iran's destabilizing behavior in the Middle
East are on point. Indeed, the Barack Obama administration was also worried about missile launches off the coast of
Yemen, which is why last October it struck Houthi radar sites and, over the past vear, pursued a number of

interdi of Inal hip 10 the Houthis, Additianally, over the last five vears the Obama team used a
series of sanctions measures to target Houthis in Yemen for their threatening and destabilizing activities, as well as
scores of powerful sanctions on Tran's ballistic missile program and its support for terronism and regional violence,
But fair or not, there was a perception across the Middle East that the Obama administration overlooked some of
these problematic aclions because of its prionitization of the nuclear agreement. So for the new leam Lo come inand
signal that this is a priority should be reassuring to some of our Gulf partners and send an unambiguous message to
the Iranian leadership
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But the Trump team needs to be careful. The Yemen conflict is a difficult and ugly slog in which America’s core
interests are not fully engaged, which is why the Chama administration chose for the most part to stay out. There isa
value in reassuring partners, but it must be weighed against the risks of diving into a quagmire. Moreover, the
Houthis are not under the direct control of Tran. Compared to other non-stale proxies such as Hezbollah or Tragi
Shiite militias, the Tranfan-Houthi connection is weak. If the United States threatens direet action against Iran for
behavior taken by a proxy Iran cannot or does not actually control, that can be a dangerous pathway towards
unintended escalation. Better to tie any threats to Iran’s shipment of weapons to the Houthis — an action Tran's
govemment has control over and which is a clear violation of UN. Security Council Resolutions pertaining to the
Yemen conflict.

The Trump administration also called for a UN, Security Council consultation to discuss and highlight Iran’s
ballistic missile test. This is also a reasonable step and is reassuring in that — despite their disdain for multilateral
institutions — the Trump team in this case appears to recognize the value of helding such a session and using it to
politically isolate Iran for a provocative test. Moreover, doing so is a good step for counterproliferation efforts, The
UM, has unique abilities to rally member states to publicly identify and target nodes in Iran’s missile and nuclear
proliferation networks, inchuding through the implementation of sanctions.

Whether the missile test is a violation of U.N. Security Council Resolution 2231, the resolution recognizing the Joint
Comprehensive Plan of Action (JCPOA), the nuclear accord with Iran, is open to interpretation. It &5 up to a panel of
experts that monitors implementation of the Security Cowncil Resolutions against Iran to conclude that Those
experts couldn’t reach consensus about whether similar tests last year constituted a violation; the panel merely called
them inconsistent with the spirit of the resolution. So, it was unwise for the Trump administration to so quickly call
it a violation, putting it at odds with the Europeans and the Russians.

But the biggest problem with the statement is that Flynn used it to criticize the nuclear agreement as “weak and
ineffective.” And then, Trump doubled down on this position, tweeting this morning that “Tran was on its last legs
and ready o collapse™ before the JCPOA and claiming Tran had received $150 billion as part of the deal —a
number that has been repeatedly debunked. None of the steps Iran has taken in recent days violated the JCPOA. And
mare impartantly, this whole situation would today would be much worse if Tran was significantly closer toa
nuckear weapons capability, which it would be without the nuclear agreement.

Tran was not on the verge of collapsing in 2013 when the nuclear negotiations began in earnest, but it was weeks
away [rom being able to produce enough highly enriched uranium for a nuclear weapen. As for the claim of $150
billion, no one knows precisely what the number is — bul most experts put the funds Tran was able lo obtain in the
aftermath of the agreement at far less than $150 billion. And these funds were not a giveaway, but Iranian maney
that it had obtained through trade in past years but was wable to repatriate because of sanctions imposed by the
Cbama administration. The bottom line is that a medivm range ballistic missile test and some delivery of arms toa
second-tier proxy are a problem, but nota problem on the same level as obtaining a muclear weapon, which the
agreement has thus far stopped.

Even if the Trump administration wants to walk away from the nuclear agreement or provoke the Iranians to walk
away, criticizing the deal was unwise. If it wants to build international support and put more pressure on Iran, the
statement should have reaffimed America’s commitment to abiding by its obligations to the letter and spinit of the
muclear agreement and called on Lran to do the same. Critiquing the deal just isolates the United States from the rest
of the P5+1, which does little to increase pressure ot leverage on Iran.

Tinally, the most newswarthy part of the statement came at the very end where the administration made clear it was
putting Iran “on notice.” On the one hand, this could be an effective tactic. Trump is seen as dangerous and
unpredictable; a tough statement that does not commit the administration to specific action could be a useful
deterrent. The Iranians want no part of a direct confrontation with the United States and Trump could, in theory, use
his reputation as an impulsive and unstable actor to be crazy like a fox to deter Iran and force it to scale back some
af its destabilizing behavior in the Middle Fast.

Unfortunately, there is little indication that he and his team have the definess to pull this off and plenty of signs that
he may just be plain old erazy. [t is not clear if they have a next step planned or are even working an interagency
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process o develop options such s new sanctions, more aggressive inlerdiclions, or targeted sirikes if Tran responds
by estalating. Reports that Secretary James Mattis, while on his trip in Asia, had to convinee Flynn to tone back the
statement and that U5, Central Command did not know the statement was coming are disconcerting, as Centcom
would play a central role in developing respense options. The reality is that most of the options that the
admnistration develops would require support from pariners across the globe, which means they require President
Trump to be doing a better job of buikding coalitions and treating our allies with respect. Add to that the fact that the
Trump team does not have the good communication channels with Iran that the Obama administration used to
deescalate tensions and there isa high risk of the siluation quickly exploding.

Tlen Goldenberg is the director of the Middle East Security Program at the Center for a New American Secunty.

Previously, he served as chief of stafl to the special envoy for Taraeli-Palestintan negotiations, supporting Secretary
of State John Kerry's initiative to conduct peace negotiations between Israelis and Palestinians. From 2012 to 2013,
he served as a senior professional staff member on the Senate Foreign Relations Committee. Fram 2009 to 2012, he
was first a special advisor on the Middle East and then Iran team chief in the office of the indersecretary of defense

for policy. Twitter: (@ilangoldenberg

Elizabeth Rosenberg is a senior fellow and director of the Eneray, Economics, and Security Program at the Center
for a New Amenican Security. From 2009 to 2013, she served as a senior advisor at the U5, Department of the
Treasury, helping senior officials develop, implement, and enforce financial and energy sanctions. Rosenberg
previously worked as an energy policy commespondent at Argus Media, analyzing North American and Middle
Eastem energy policy, regulation, and derivatives trading. In that capacity she spoke and published extensively on
OPEC, strategic reserves, encrgy sanctions and national security policy, oil and natural gas investment and
production, and renewable fuels Twitter: @Energy Liz

18, Foreign Policy, February 2,

The greatiest national security tests Trump will face are yel to come.

By Elizabeth Rosenberg
FEBRUARY 2, 2017, 436 PM

President Donald Trump has repeatedly suggested he would consider removing U.3. sanctions on Russia in order 1o
improve ties with Russian President Viadimir Putin, On Thursday, the U.S. Treasury Department made & small
tweak to the sanctions currently m place, issuing a license permitting U5, fims to wark with the Russian Federal
Security Service to restart sakes of encryption technology to Russia. In the scheme of U.S. sanctions, the change was
small, but hopefully not the beginning of a much larger unraveling. The Trump administration would nisk U.8.
credibality and crucial alliances with secunty partners if it were to lift the powerful economic sanctions on Russia
that target its territorial aggression in Crimea and eastern Ukraine without Russia first fulfillmg Minsk deal, a
protocol teant to pave the way towards peace.

As a former senuor official t the Treasury Department, the agency that crafts and enforces sanctions, [ know
firsthand how powerful sanctions can be as a national security tool. I'm also keenly aware of how damaging
change in course on sanctions — out of step with close international allies or without a strong basis of support from
Congress — could be to U3, foreign policy. If Trump were to enact such a change, he would make any future 1.5,
sanctions less credible, available, and powerful,

Rumors flew last week that the White House was preparing an executive order to lift sanctions on Russia. A call
aver the weekend between Trump and Putin that covered * ion of mutually beneficial ic ties” may

suppart this prospect.
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IF Trump were to press ahead with a plan to unilaterally cance] sanctions, he would collapse the carefully
coordinated transatlantic foreign pelicy stance on Russia that so many of my colleagues at the Treasury and State
Deepartments butlt. He would also end the powerful economic leverage that joint U3, -EU sanctions constitute. Plus,
he would make the United States look weaker on sanctions than Burope does, upending conventional wisdom

For the business community, Trump stands to open & new chapter of legal liability for companies still bound by
E ions and wendering if the pendulum will lly swing the other way.

European officials 1]l me (and everyone else concerned with European unily, security, and the iransatlantic
relationship) that they would seramble to stay on the side of the United States, yet maintain a tough stance toward
Moscow. The rift between British Prime Minister Theresa May and German Chancellor Angela Merkel on Russia
policy would find itself in the spotlight. European agreement on the sanctions would probably collapse. And this
disarray and the cleavage in transatlantic ties would work out very well for Putm.

Putin would not be the only U.S. competitar to benefit from the breakdown of the transatlantic secunity relationship,
the bedrock of 115, national security since World War [1. Leaders of proliferation networks, terorist organizations,
and erganized criminal groups might feel emboldened by the reduced U5 -EL ability to collaborate in deterring
serious security threats. [ expect that this would make it more difficult to use sanctions to effectively expose,
condermn, and hinder these threats.

I'm also worried about the White House would send a message that sanctions are arbitrary if Trump were to pull
back Russia sanctions unilaterally, with nothing in exchange. The United States’ wary allies might be less inclined
to partner with the United States on sanctions in the future.

What's more, those targeted by sanctions would be less likely to see sanctions as serious and would seek to
circumvent them rather than pursue constructive behavior changes. Ultimately, these responses would undermine the
ability of Trump, and his successors, to use sanclions as a tool of stateerall

The greatest national security tests Trump will face are vet to come. Whether from Iran, North Korea, Russia, or the
Tslamic State, economic sanctions will likely be part of an appropriate policy response. But Trump may limit his
ahilily to use sanctions il he erodes his credibility and the powerful transatlantic security alliances. A misstep on the
U.5. relationship with Russia could do just that,

Elizabeth Rosenberg is a senior fellow and director of the Energy, Economics, and Security Program at the Center
for & New American Security. From 2009 to 2013, she served as a senior advisor at the U.S. Department of the
Treasury, helping senicr officials develop, implement, and enforce financial and energy sanctions. Rosenberg
previously worked as an energy policy correspondent at Argus Media, analyzing Morth Amenican and Middle
Eastem energy policy, regulation, and derivatives trading. In that capacity she spoke and published extensively on
OPEC, strategic reserves, energy sanctions and national secunity policy, oil and natural gas investment and
production, and renewable fuels. Twitter: @Energy Liz

¢a, Foreign Policy, Mey 9, 2017,

The Trump administration wants to place "secondary sanctions” on North Korea, Here's how to do it

By Elizabeth Rosenberg

MAY 9, 2017, 11:07 AM

The Trump administration has said that the maximum-pressure approach to address North Korea's destabilizing

nuckear and missile activities includes sanctions. That's just the starting point o sever Pyongyang's external
financial ties and build leverage to reduce the risk of conflict on the Korean peninsula. The success of such an effort

10
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resls ona mm:gyfu( s implementaty :rg,gu:sxm. lipl around the 5
and a program for minimizing blowback from North Korea's main firancial enabler, China.

Here's how to do it.

First, Washington needs the right financial teols to pressure North Korea. Contrary to what some believe, there is
plenty of scope to increase the pressure. The most powerful way to do this is with secondary sanctions, measures

that force foreign firms to choose between dealing with the United States or North Karea. Medium to large global
firms will always choose the United States. They can't do without aceess to the U.S. market or the dollar.

The administration should layer on secondary sanctions targeting firms or people facilitating North Korea's nuclear
and ballistic missile programs. They should also aim at economic sectors generating benefits for the regime,
including Nerth Korea's minerals, mining, and energy trade, and payments for this trade. In addition, secondary
sanctions should target anyone abroad involved in shipping, financing, or inswance tied to trade with North Korea.
Finally, the measures should also be applied to foreign banks servicing North Korean front companies and foreign
firms employing North Korea's contract laborers,

The second feature of a successful 1.3, financial-pressure strategy on North Korea is a caloulated implementation
strategy. Choosing the right targets and incrementally building pressure will cultivate leverage for the United

States. Choosing the right targets and incrementally building pressure will cultivate leverage for the United States.
Many of the targets will be Chinese, as China is North Korea's most significant trading partner and banker. The
United States should aim first at medium-sized Chinese banks and firms facilitating North Korean commerce before
moving on to bigger ones, if necessary.

The administration should also use waivers to allow foreign firms time to significantly reduce business with North
Korea, and keep North Korean money from permitted trade in bank accounts abroad. These practical steps will make
the sanctions implementable and allow the possibility for recalibrating and tightening, if necessary.

A third step in the financial pressure effort toward North Korea should be rigorous diplomatic outreach. The

administration must engage China to explain a sanctions pressure strategy, the ] of secondary

and the path for Beijing o direet a severing of financial ties with North Korea. This will reduce the sk of

miscalculation and appropriately signal a U.S. willingness 1o escalate. U.S. leaders should also urge allies to

independently underscore for China the urgeney of cutting off revenue to North Korea. OF course, the U.S.

admimistration should also prepare a sanction off-ramp for Pyongyang if it bends under pressure and commits o
Y ions on denuclearizat

-

The fourth compenent of the financial pressure strategy for North Korea is self-defense. Prior U3, secondary
sanctions on a Chinese target, Bank of Kunlun in 2012, did not provoke blow back. This time may be different,
Beijing oversees a more powerful economy, has more leverage with trading partners given its greater global
economic integration, and has a cooler relationship with Washington. Beijing has also increasingly used trade, and
other, restrictions to respond to political disagreements with Taiwan, South Korea, Japan, Mongolia, the Philippines,
Norway, and cthers.

Beijing may be most likely to retaliate against 1.5, secondary sanctions by cutting trade with U.5. allies in
Northeast Asia, with which it has significant economic leverage. U.S. leaders should work closely with these allies
to consider alternative g.lpphers or markets, China could also threaten select U.S. firms, necessitating the scouting
aut of alternati and In addition, U.3. leaders should support US. and foreign firms in ally
countries in addmg new safeguards into trade contracts with Chinese firms, and new insurance products, to limit
potential economic harm.

Ultinately, the United States may only have one more big chance to use secondary sanctions to pressure North
Forea and show the world how pawerful !his too] can be to address a grave nalionalu:uritv challenges. If this
effort is bungled, and lacking sulficient di 1 nt or appropriate seq :aml calibration, the
United States will look unfocused, weak, snd suffera s.lkm:k in the North Korea crisis. It could invile economie
harm on the Urated States and allies, with no public palicy benefit, and make sanctions less credible to address
futwre security challenges.

1
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Notwithstanding the ris} iated with secondary sanctions on North Korea, they are 2 leading strategy to change
Pyongyang's calculus in a shrinking window of opportunity. The U5, Congress understands this and is moving a
bill to toughen sanctions on North Korea. The administration must follow suit and immediately implement
secondary sanclions, inlegrating them into the maxi pressure plan.

Elizabeth Rosenberg is 4 senior fellow and director of the Energy, Economics, and Security Program st the Center
for a New American Security. From 2009 to 2013, she served as a senior advisor at the U.S. Department of the
Treasury, helping senior officials develop, implement, and enforce financial and energy sanctions. Rosenberg
previously worked as an energy policy cormespondent at Argus Media, analyzing North American end Middle
Eastem energy policy, regulation, and derivatives trading. In that capacity she spoke and published extensively on
OPEC, strategic reserves, energy sanctions and mtional security policy, oil and natural gas investment and
production, and renewable fuels. Twitter: @Energy Liz

The War Over Who Controls U.S. Foreign Policy Has Begun, Foreign Policy, July 28, 2017,
Sanctions on Russia are just the beginning.
By Elizabeth Rosenberg
JULY 28, 2017, 1212 PM
The unprecedented, massive new sanctions bill that Congress sent to President Donald Trump on Thursday isa

statement of outrage by legislators over the president s failure to responsibly carry out foreign policy on Iran, North
Korea, and Russia. Fundamentally, it is also an overt effort to seize the national security rems from the president

Legislators are near unanimous in their support for a tougher 118, policy stance on some of the gravest national
security challenges. Many believe that Trump and former President Barack Obama have not acted strongly enough
to check Tran’s ballistic missile program, support for terrorism, and efforts to destabilize the Middle East, as well as
North Korea's alarming race toward long-range nuclear weapons capabilities.

Lawmakers ook matters into their own hands and wrote the new sanctions legistation o address these threats. But
the real target and virulence of their bill is the set of financial measures aimed squarely at Russia. A raft of new
sanctions are designed to hold Moseow to account for its meddling in U.S. democratic processes and its continued
agaressive ections in Europe and the Middle East.

In practical terms, the new Russia measures lock into statute existing sanctions, preventing the president from
throwing them out. And they go much further: New provisions will cut deeper into the profit-making and
international engagement of Russia’s definse, intelligence, energy, banking, rail, mining, and metals sectors. They
also target Russian cyberintrusions, and the countrys military support for the Syrian regime. Taken together, these
new restrictions send an appropriately tough message to the Kremlin that the United States will not tolerate Russia's
election meddling and thuggery,

As tough as the legislation is, however, serving up venomous financial sanctions is nothing new, The truly
remarkable and unprecedented element of this piece of law is an innocuously dubbed “congressional review™ of
sanctions. It handeuffs the president in his exercise of sanctions by creating elaborate mechanisms for scrutiny and
blockade to prevent watering down of Russia policy. Congress wants the president on a very short leash Congress
wants the president on a very short leash,

This pwer grab is not dissimilar to Congress’s creation of the War Powers Resolution in 1973 to check the
executive’s abilily lo engage in armed conflict without legislative consent. Now, as then, many legishilors see the
current state of affairs as dire, necessitating remarkable measures.
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But there’s a very high price to pay for this assertion of legislative prerogative. Congress is taking an imeversible
step to significantly underming one of the most prominent nonmilitary foreign policy tools available to the United
States. Sanctions will be less nimble, less available, and the country's leverage to compel adversaries to change their
threatening policies weakened.

Two factors explain why the Russia bill will eurb the utility of sanctions &s a teol of statecraft. First, Congress is ill-
suited to tightly manage their implementation over a sustained period — it lacks the necessary intelligence assels,
hureaucratic structure, and legal capahilities. Congress will slow down policy change and make sanctions more
clumsy and punitive, and less flexible.

The other factor to underming the wtility of sanctions is that this law recests them as less of a motivator for policy
change. Congress, with its powerful hold over any diminution of Russia sanctions but cumbersome bureaucratic
structure, will struggle to coordinate and act to give Russia relief from jons if political ci change.
Russian President Viadinir Putin cannot practically negotiate on sanctions with the whole U.S. Congress. He will
e no wtility in making good on Minsk commitments. Even if he does, the sanctions appear locked in place.

The foreign policy consequences don’t end there. Congress will likely replicate in other bills this straight-jacket
approach to review of sanctions. And if it does, this could have the effect of limiting the ability of the executive
branch to recalibrate sanctions ina myriad of other areas, The next president, and successors, will all be handeuffed
an sanctions and have less fexibility to lead 1.5, foreign policy.

Ina world rife with security threats, it is dangerous to diminish our foreign policy flexihility and nonmilitary tools of
statecraft Some in Congress realize what a high-stakes move they are making and will try to address the
consequences later. But the overwhelming support of legislators for the new sanctions bill makes clear the danger
they see in leaving Russia policy up to the president

This is only the first round of the fight. The administration will chafe at the congressional strictures and find ways to
push back, including by failing to fully implementing the new sanctions. In tum, Congress can be expected to
ferociously micromanage any administration action to alter and enforce Russia sanctions. We will probably see
hearings on specific license requests and namaw use of waivers, and a showdown over what constitutes “significant”
foreign policy toward Russia

Congress has scored a victory in passing this bill despite the objections of the White House, but the fight over who
controls the direction of 1.3, foreign policy is far from over.

Elizabeth Rosenberg is a senior fellow and director of the Energy, Economics, and Security Program at the Center
for a New Amenican Security. From 2009 to 2013, she served as a senior advisor at the U5, Department of the
Treasury, helping senior officials develop, implement, and enforce financial and energy sanctions, Rosenberg
previously worked as an energy policy correspondent at Argus Media, analyzing North Amenican and Middle
Eastem energy policy, regulation, and derivatives trading. In that capacity she spoke and published extensively on
OPEC, strategic reserves, energy sanctions and national secunity policy, oil and natural gas investment and
production, and renewable fuels. Twitter: (@Energy Liz

This Instead, Fareign Policy, October 10, 2017,

There isa way for the administration to address the agreement s shorteemings while sustaining its gains.

By llan Goldenberg and Elizabeth Rosenberg

OCTOBER 10,2017, 446 PM

Despite assessments by the International Atomic Energy Agency, the chairman of the Joint Chiefs, and the secretary
of state that [ran is in compliance with the 2015 nuclear deal, along with a public acknowledgement from the
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secretary of defense that it is in the 1.5, national inlerest to stay in the agreement, President Donald Trump is
expected to give a policy speech on October 12 in which he will Iikely announce that he will not certify to Congress
that Tran is abiding by its commitments. Though the administration is not likely to Congress to e

all nuclear sanctions, the prezident’s refusal to certify will jeopardize an agr t that has fully ined
Tran’s nuelear ambitions. However, even il the president pursues this track, which we oppose, there sa way for the
administration, Congress, and our European allies to jointly address the agr s sh ings while

its gains.

Some erities of the deal have proposed that the president withold certification, and Congress or the administration
reimpose sume sanctions, including measures to sabotage the multibillion-dellar civil aviation sgreements with
Boeing and Airbus that the deal explicitly permits. Then, leveraging the fear among U5, allies that the United States
will utterly abandon the agreement and hammer more foreign companies with sanctions, the United 5 hould
foree Europe to agree o jointly present Tran with an ultimatum and new conditions Iran would have to meet to keep
more sanctions from being reimposed.

This strategy will fail. Iran would walk away over what is clearly a U.S. breach of the deal. Cur outraged European
allies would not capitulate, and would view the United States as a bully acting in bad faith.

Instead, the United States should pursue an approach based on vears of credibility and consensus buslding with
international partners, established by both the George W. Bush and Barack Obama administrations. Together,
transatlantic partners crafted a sanctions regime and diplomatic engagement sirategy that yielded nuclear
concessions by Tran. Now, it will similarly take years to pursue an effective, coordinated strategy to deal with
remaining challenges.

Here 15 how this can be done: While not certifying Iran’s compliance with the deal, Trump should announce a tough
strategy to use powerful existing (not reimposed) sanctions authorities and limited military and intelligence actions
to counter Tran’s regional actions. This does not mean launching a war, but rather taking limited sleps to send a firm
signal, such as doing more 1o expose Iran’s support for surrogates and proxdes in the Middle East and mierdicting
weapons shipments across the region. He should also call for an immediate partnership with Europe to address his
biggest concerns with the nuclear agreement.

For their part, Furopean leaders should spesk up loudly, as & few already have, clarifying that they will work with
the United States, and be flexible, as long as the United States keeps the nuclear deal in place.

A first task for the partners should be the formation of a Europe-Uniled States working group to facilitate European
designation of Hezbollah as a terrorist organization and additional sanctions targeting Tran's ballistic missile
development and the Islamic Revolutionary Guard Corps.

Then, the partners sheuld develop a common strategy to address expiration of key limitations on Iran's nuclear
program in eight to 13 years. This should include steps to coerce Iran into a supplemental nuclear agreement. But as
previous negotiations with Iran have shown, coercion by itself is unlikely to work. Successfully negotiating a
supplemental agreement will also require offering incentives such as reinstating so-called U-turn transfers for Iran
through the U.S. financial system, or cooperation on civil nuclear technology in exchange for [ranian concessions.

Trump can then legitimately claim that he has succeeded in beginning to renegotiate the nuclear agreement as he
promised. He can be clear that during this inevitably long and difficult process, the United States will hold steady on
the current deal as long as Iran complies.

Congress then has numerous options to advance (8. interests and do away with the constant cycle of deal crisis It
could amend current legislation so that the president no longer must certify every 90 days that Iran is abiding by the

- It could alternatively replace this requi with a more limited certification that the United States and
its partners are making progress in addressing the deal’s st ings. The I ional Atomic Energy Agency
and the U3 intelligence community will monitor Iran’s nuclear commitments regardless.
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On sanctions, Congress should continue the approach it Bavored two months ago when it created new missile and
terrorism sanctions to counter Iran's problematic actions, which were intentionall istent with 1.5, obligati
under the nuclear deal.

This presudent-led strategy still involves risks. The president would put European partners in the bilter position of
having to make public concessions under threat that the United States will destroy an agreement they care deeply
about.

Moscow and Beijing will oppose these moves. However over time a united transallantic front may be sble to buld
consensus with Russia and China to address long-term nuclear security issues with Iran, if not Iran's regional
actions. This strategy will also cause consternation in Tehran end erede already grudging openness to nuclear
diplomacy.

The best strategy for preserving and expanding U.S. credibility, security alliances, economic leverage, and nuclear
safeguards lies with the president continuing to centify lranian deal compliance this month while pursuing the
approach we outling. But if Trump will not, this propasal is the best altemative for the United States to set the
conditions for generating essential intemational support to counter Iran’s long-term nuclear ambitions and dangerous
regional behavior.

Tlan Goldenberg is the director of the Middle East Secunty Program at the Center forz New Ammarn Secunity
Previously, he served as chief of stafl to the special envoy for Israeli-Palestini T Smtary
of State John Kerry's initiative to conduct peace negotiations between lsraelis and Palestinians, From 2012 to 2003,
he served as a senior professional stall member on the Senate Foreipn Relations Committee. From 2009 to 2012, he
was first a special advisor on the Middle East and then Iran team chief in the office of the undersecretary of defense
for policy. Twitter: (@ilangoldenberg

Elizabeth Rosenberg is a senior fellow and director of the Energy, Economics, and Security Program at the Center
fora Mew American Security. From 2009 1o 2013, she served as a senior advisor at the U8, Department of the
Treasury, helping senior officials develop, implement, and enforee financial and energy sanctions. Rosenberg
previously worked as an energy poliey cormespondent at Argus Media, analyzing North Amenican and Middle
Eastem energy policy, regulation, and derivatives trading, In that capacity she spoke and published extensively en
CIPEC, strategic reserves, enerpy sanctions and national security palicy, oil and natural gas investment and
production, and renewable fuels. Twitter: @Energy Liz

Trump's Use of Sanctiens May Be Unsustainable, Foreign Policy, February 9, 2018
The president risks weakening one of Amenca's most formidable policy tools.
By Peter E. Harrell end Elizabeth Rosenberg
FEBRUARY 9, 2018, 2:56 PM

Ayear mho his presidency, Preaident Donald Trump has become an aggressive practitioner of economic sanctions,
So far, the Treasury Department has added over 700 people, companies, and government agencies to sanctions lists,
The administration has also increased other forms of economic pressure on North Korea and Venezuela. lts tactics
are different too. Trump has threatened to rip up the Iran nuclear deal, thereby abandoning a multilateral approach to
the application of financial sanctions on Iran,

Trump's use of sanctions has notched some notable wins. Three rounds of North Korea sanctions adopted by the

TN, Security Council last year will, if fully enforced, eut off %0 percent of North Karea's pre-sanctions export

revenues. Sanctions on Venezuela targel President Nicolss Maduro, who has presided over 2 humanilarian

catastrophe that prompted over half a million \«’enezue]ans flea i in the last two years and caused hunger and child
martality rates Lo scar. 1.5 sanctions have dramatically i | pressure on Caracas.
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But there are worrying signs that Trump's use of sanctions may not be sustainable. The administration needs a long-
term strategy to shore up multilateral cooperation, prevent career staff bumout and departures, and get ahead of
emerging irends that threaten to undercut 1 3. sanctions dominance. Absent a holistic plan, America’s dealmaker-
in-chief risks leaving his successars with a much weaker tool o deploy against future national security threats.

The fiest troubling sign is that Trump's aggressive use of sanctions is straining cooperation with allies. While the
Uniled States has more sanctions leverage than any other country, the reality is that 1.8, sanctions have powerful
bile when allies apply coordinated, paralle] This is partieularly true of sanctions tarngets such as Iran and
Russia that bave deeper economic ties with other countries than they do with the United States. European and Asian
cooperation was essential to success of the oil sanctions on Iren between 2012 and 2015, since the United States did
not purchase Iraman oil.

The Trump administeation’s threat to end the Iran nuclear deal is the most significant example of the nift between the
administration and key U.S, allies. The Trump administration’s threat to end the Iran nuclear deal is the most
significant example of the rift between the administration and key 1.5, allies. European govemments denounce this
possibility in uncharacteristically derisive terms. Actually tearing up the deal would damage U.5.-EU cooperation on
Iran and poison transatlantic ties needed to secure cooperation on other security priorities, including Russia and
North Korea.

Like it or not, the Trump administration can only deliver true economic impact over the mid- and long-term if it
invests significantly more diplomatic energy in securing sanctions alignment with U3, allies. Moreover, sanctions
are only as poed as the broader strategy in which they are applied. S0 poing it alone without allies to counter major
global security threats will reveal both Trump's strategy, and his tools, to be damningly inadequate.

Anather troubling sign of sancti inability is the specter of staff bunout and departures at U5, sanctions
agencies Sanctions depend on human capital — the talented women and men across the 1.5, govemment who
analyze targets, develop regulations, and work with allies to crafl broad-based financial pressure campaigns. There
has always been high tumover among sanctions staff, given the demanding workload and pull of lucrative private
sector job offers. But the frenzied pace, with no additional resources, and hasty reversal of sanctions implementation
conducted over the last several years on Iran, Cuba, and Russia, pushes more bureaucrats toward the doar.

This is the recipe for institutienal crisis. The Pentagon needs an increase in resources to adapt to the growing range
of 13, national security threats, and the same is true of the economic wing of the U.S. national security arsenal
Comgress should include  dramatic increase in stafling and other resources for sanclions agencies in ils next
approprations bill

Perhaps the most alaming indication that Trump may preside over the end of the era of powerful 1.8 sanctions is
that his team is not staying ahead of emerging trends that threaten to undercut U.S. sanctions dominance.

Cwer the next decade new financial technology, such as cryptocurrencies and blockehain-based intemational
settlement mechanisms, could significantly diminish the impact of U5, financial sanctions, Cost-cutting and
efficiency-seeking entrepreneurs drive financial technology innovations. However, the reckless use of U.S. sanctions
could speed the migration of China, Russia, and other U.5. adversarizs away from U.S. markets and currency. The
Trump administration needs a major new effort to understand and adapt to potential risks that threaten to reduce the
power of U.S. sanctions.

Sanctions have been a central part of the U3 foreign policy toolkit for the last two decades. No president has been
maore ambitious in the use of this tool than Trump. But his team must craft a long-term strategy, and bigger fighling
force, to ensure continued impact in the years to come.

Peter E. Hareell is an adjunct senior fellow st the Center for a New American Securily. From 2012 1o 2014, he
served s the deputy assistant secretary for counter threat finance and sanctions in the 1.5, Stae Department’s
Bureau of Economic and Business Affairs. Twilter. @petercharrell
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Leaving the

Iran Nuclear Deal Will Have Unintended Consequences, Foreign Palicy, May 15, 2018,

Trump's actions may ultimately weaken the strength of senctions as a teol of U.S. statecralt.

By Elizabeth Rosenberg

MAY 15, 2018, 421 PM

President Donald Trump's decision to wuhdzaw the United Stetes from the Iran nuclear deal and reinstate all U5,
iors won't deliver punishing pressure capable of forcing Iran to submit to Washington's policy

demands ’\](mg wnh dlplomam furor and a blow to nuclear arms control, the mave also comes with damning
conseq for the United States.

The new U.S. policy involves snapping back all the sanctions on Iran that were removed m 2016 wnder the deal.
Primary among them are the sanctions on Iran’s central bank and on its oil trade, the engine of the country’s
economy.

Administration officials are betting that foreign firms that have invested in Iran and buy its oil will abide by the
sanctions. They will also fan out around the globe to fry to pressure foreign countries into joining the United States
with measures of their own, Presumably the White House thinking is that the Traman regime, once backed up against
the wall, will capitulale or crumble.

This scenario is Lml"kl:ly Mot every [oreign company, hank, or cil trader will be inclined to comply with 1.5,
sanctions, particularly if their own g are frustrated with the U.3. re-imposition of sanctions. There is no
multilateral interest now in targeting Iran with rnancmi pressure and diplomatic isolation, unlike during the 2012 (o
2015 period of most intensive global sanctions on Tran,

Even when foreign firms are imhmd to comply, many will be confused about how to do so. Explaiming the rulesto

foreign banking of foreign financial and commercial regulators, and central
banks takes an army of U.S. diplomats. Thc Trump administration has hollowed out the State Department’s ranks,
and the d did away with it I ion office last year. Several key senior staff members at

the Treasun' Drepartment, which s responsible fw crafting and enforcing the sanctions, just resigned,

To be sure, some purchasers of lrantan oil will wind down their business to escape legal liability and out of arudging
loyalty to the United States, & security ally. European refiners, which buy more than 500,000 barrels per day, will
probably unhappaly follow the U5, sanctions rules. Japanese and South Korean purchasers, which together account
for more than 500,000 barrels per day, will too, Even here, though, the effects may be delaved or softened as
countries ssek temporary waivers or exemptions.

Bt Iran’s biggest oil purchasers, China and India, may be less inclined to cooperate. They might even find
opportunities to purchase additional barrels of ol from Iran, which has been pushing out more supplies in recent
maonths. This could meaningfully diminish the effect of the sanctions

When it comes (o foreign banks and traders severing financial relabionships and trade in goods with Tran, compliance

will also be a mixed bag. Buropean and Asian firms of any meaningfial size will not tolerate the risk of violating
sanctions and will stop dealing with sanctioned entities. These institutions, however, were already risk-averse and
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head minimized their exposure to Tran, so the effect of the new sanctions will be manginal at best. Meanwhile, some
foreign banks insulated from U.S. jurisdiction could create bespoke facilities to sustain trade with Iran, even if they
are hit with sanctions. There is precedent for this in China

More generally, these broad new Iran sanctions will encourage some countries Lo explore an armay of allemative
financial conduits to Tran, from barter 1o blockehain, to shield their banks and companies from U.S. jurisdiction.
Russia and China are already pioneering alternative payment systems to stay outside of U.S. banks and currency,
and these measures will likely accelerate that work and intemational interest,

European leaders are th ing to push back re-imposition of U.5. i ing & path for their
compenies to sustain business with Iran. They are exploring a revival of blocking statwtes that ban European
companies from complying with U5, sanct that during the Bill Clinton presidency helped undenmine
the effect of 1.5, Iran sanctions. However, these European Union leaders ultimately cannot tell private companies

how 10 operate and force them to tempt the U.S. Treasury's sanctions enforcement team.

Chinese and Indian political officials are no doubt also considering how to continue some o1l business with Iran in
defiance of the United States. And Iranian and independent o1l smugglers are dusting off their old playbooks for
moving Iranian crude. During the prior period of intensive global sanctions on the country, smugglers mislabeled
Iranian crude cargoes, blended Iranian crude with other regional grades, and engaged in ship-to-ship transfers to
disguise its origin

Unfortunately, smugglers were very good at this activity then and show evidence of sophisticated evolution over
time. They learned from the [ran sanctions of the 1990s that U.S. pressure can practically shut down foreign oil and
a5 exploration and production in Iran, but it has limitations that can be exploited when it comes to rules against
trading petroleum, condensate, refined product, and petrochemicals This energy trading will probably be enough to
enable Iran’s resistance econcmy to soldier on, though not to achieve marked growth, Tran is no Venezuela, which
will no doubt see more of its barrels disappear from the market this year than Iran will, as President Nicolds Maduro
drives Venezuela toward total economic collapse.

Now, there will be far more opportunities to cheat if the rest of the world does not cooperate with the U S, sanctions
That lack of cooperation will make it harder to enforce the sanctions. Foreign partners may not coflect or share
intelligence on evasion with U.S. government analysts as they did in the past under a multilaters] sanetions
framework. They also may stand in the way of efforts to enforee sanctions by impeding U.S. official seeess to
violators o try to convince them o desist

This slow-rolling tactic to stymie U.S. sanctions enforeement would actually be a smaller problem for the United
States than the lack of foreign cooperation to match U.S. sanctions in the EU and other jurisdictions, Prior sanctions
an Iran were as forceful as they were because they were multilateral and involved the strong will of foreign
counterparts to join the effort. Some of the most powerful oil impert restrictions and the cutoff of Iran from SWIFT,
the global financial payments messaging system, came from the EU, not the United States,

Now, 1.3, allies have sanctions fatigue (10 say nothing of their tariff woes) and are fed up with the United States
bullying them and their comparies.|].5. allies have sanctions fatigue (to say nothing of their tariff woes) and are fed
up with the United States bullying them and their companies. As an example, sanctions on Russia that the United
States rolled out last month roled financial markets, spiked the price of aluminum, and squeezed supply chains
around the world. In the face of distress and outrage from businesspeaple from Munich to Seoul to Hong Kong, the
115, Treasury had to back off. Firms in the same countries, many of whom are allies, would also be hemmed in with
the Iran measures.

This picture does not bode well for the strength of U5, sanctions. Beyond this challenge, the sanctions involve
serious wniniended consequences that will make life more expensive and less safe for U.S. citizens. To begin with,
the announcement of sanctions drove up oil prices and may continue to apply upward pressure as the conditions for
the new oil penalties become clearer over the next 180 days. Higher oil prices translate into higher gasaline prices.
fior 1.5 consumers right as the country enters the summer driving season, which already puts pressure on fuel stocks
and prices.
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Another unintended consequence of the sanctions is that they pive Russia and Saudi Arabia more clout as alternative

oil suppliers 10 Gll the gap left by Iran as customers wind down their contracts. This t directly emp
and ennches Russia, giving it a greater ability to support Syrian President Bashar al- Assad s bloody campaign
against his citizens, and to undermine U3, d ic institutions with misinf: and malicious cyber

activities. By enriching Moscow and its oil companies, the new Iran sanctions also udermime U5, sanctions on
Russia, a stark example of 1.3, policy working at cross purposes.

Bath Russia and Saudi Arabia have an interest in exercising their influence to keep oil prices fairly high to break
even on their burdens of state spending. Also, shead of the pending public offering of the Saudi state ol
company Aramco, high oil prices are an excellent way to pump up company value.

As & further wintended consequence, the new Iran sanctions introduce & major sowrce of tension into the U.3.-China
relationship. China is the largest consumer of Iranin erude and probubly the only one with the scale of econcmy
and political will necessary to sustain trading of Iranian cil even if an offending Chinese importer or bank is slapped
with sanctions penalties. China’s potential to not comply with sanctions is a new lever over the United States that it
could pull if Beijing decides to engage in 2 power struggle with Washington,

The most strategically significant unintended economic q of the new sanctions, however, is that these
measures may ultimately weaken the strength of sanctions as a tool of LS. statecraft. Limited or uneven compliance
with the sanctions will contribute to the impression that sanctions do not work, which will make countries less likely
to heed them in the future. In tum, this will make this tool of U 3. foreign policy less copent and less useful to 1.5,
leaders not just to counter Iran, but against all security threats

This would be devastating to the Trump administration, which has made masximum-pressure financial sanctions a
comerstone of an array of fore'ign palicy files, from Iran to North Korea to Venezuela and even now to Russia, ina
reversal from its early interest in rolling back Russia sanctions. It will also be damaging to future premdems
shrinking the tools svsdahi:lupmjm 115, strength and leadership i lly. Ultimately, this

legacy of the present reversal inTran policy may be among the gravest and most d:bﬂ]lalmg for U.S. national
security

Elizabeth Rosenberg is a senior fellow and director of the Energy, Economics, and Security Program at the Center
for a Mew Amencan Security. From 2006 1o 2013, she served as a senior advisor al the U3, Department of the
Treasury, helping senior officials develop, implement, and enforce financial and energy sanctions. Rosenberg
previously worked as an ener