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TONY CÁRDENAS, California 
RAUL RUIZ, California 
SCOTT H. PETERS, California 
DEBBIE DINGELL, Michigan 
MARC A. VEASEY, Texas 
ANN M. KUSTER, New Hampshire 
ROBIN L. KELLY, Illinois, Vice Chair 
NANETTE DIAZ BARRAGÁN, California 
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STOPPING DIGITAL THIEVES: THE GROWING 
THREAT OF RANSOMWARE 

TUESDAY, JULY 20, 2021 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS, 

COMMITTEE ON ENERGY AND COMMERCE, 
Washington, DC. 

The subcommittee met, pursuant to call, at 10:34 a.m.., in the 
John D. Dingell Room 2123, Rayburn House Office Building, and 
remotely via Cisco Webex online video conferencing, Hon. Diana 
DeGette (Chair of the subcommittee) presiding. 

Members present: Representatives DeGette, Kuster, Rice, Scha-
kowsky, Tonko, Ruiz, Peters, Schrier, Trahan, O’Halleran, Pallone 
(ex officio), Griffith (subcommittee ranking member), Burgess, 
McKinley, Dunn, Joyce, Palmer, and Rodgers (ex officio). 

Also present: Representative McNerney. 
Staff present: Jeffrey C. Carroll, Staff Director; Austin Flack, 

Policy Analyst; Waverly Gordon, General Counsel; Tiffany 
Guarascio, Deputy Staff Director; Perry Hamilton, Clerk; Rebekah 
Jones, Counsel; Zach Kahan, Deputy Director, Outreach and Mem-
ber Service; Chris Knauer, Oversight Staff Director; Kevin 
McAloon, Professional Staff Member; Will McAuliffe, Counsel; Jon 
Monger, Counsel; Kaitlyn Peel, Digital Director; Kylea Rogers, 
Staff Assistant; Andrew Souvall, Director of Communications, Out-
reach, and Member Services; Benjamin Tabor, Junior Professional 
Staff Member; Sarah Burke, Minority Deputy Staff Director; 
Marissa Gervasi, Minority Counsel, Oversight and Investigations; 
Nate Hodson, Minority Staff Director; Peter Kielty, Minority Gen-
eral Counsel; Emily King, Minority Member Services Director; 
Bijan Koohmaraie, Minority Chief Counsel; Clare Paoletta, Minor-
ity Policy Analyst, Health; Alan Slobodin, Minority Chief Investiga-
tive Counsel, Oversight and Investigations; Michael Taggart, Mi-
nority Policy Director. 

Ms. DEGETTE. The Subcommittee on Oversight and Investiga-
tions hearing will now come to order. 

And I must say we are all extremely glad to be back in person. 
Welcome back to our in-person Members, and welcome to our Mem-
bers who are here remotely. 

Today our subcommittee is having a hearing called ‘‘Stopping 
Digital Thieves: The Growing Threat of Ransomware,’’ and the 
hearing will examine the growing threats posed by ransomware to 
U.S. businesses and critical infrastructure, and we will discuss rec-
ommendations for combating those threats. 
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Due to the COVID–19 public health emergency, as I said, mem-
bers can participate either in person or remotely. And if members 
are not vaccinated—I think everybody here is, but if they are not, 
they must wear a mask and be socially distanced. They can remove 
their mask when they are recognized. And again, anyone else 
present in this committee room, including press, must wear a mask 
and be socially distanced or be vaccinated. 

For Members who are participating remotely, your microphones 
will be set on mute for the purposes of eliminating any background 
noise. Members participating remotely will need to unmute our 
microphone each time you wish to speak. Please note once you 
unmute your microphone, anything that is said in Webex will be 
heard over the loudspeakers in the committee room, and may—and 
will be on C–SPAN. So just—we have experienced that some in the 
last few weeks, so just be aware. 

Because Members are participating from different locations, all 
recognition of Members, such as for questions, will be in the order 
of subcommittee seniority. 

And as always, if at any time during the hearing I am unable 
to chair the hearing, the vice chair of the subcommittee, Mr. 
Peters, will serve as Chair until I am able to return. 

Documents for the record can be sent to Austin Flack at the 
email address we have provided to staff. All documents will be en-
tered into the record at the conclusion of the hearing. 

And the Chair will now recognize herself for the purposes of 
making an opening statement. 

OPENING STATEMENT OF HON. DIANA DEGETTE, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF COLO-
RADO 

Today’s hearing tackles a growing threat to our national security, 
economic security, and public safety, and that is ransomware. In 
short, a ransomware attack occurs when criminals break into a 
network, lock it down, steal data, and then extort everyday Ameri-
cans into, often, massive ransom payments. These digital thieves 
are infiltrating our schools, hospitals, food suppliers, and critical 
infrastructure companies. 

The seriousness of the issue is hard to overstate. All you need 
to do is to look at the front page of the newspaper to see the prob-
lem is getting worse. Earlier this year, the whole country watched 
as a single attack on Colonial Pipeline’s information technology 
system shut down the gas and fuel supply to the entire eastern 
seaboard. This attack alone caused massive gas lines, hoarding— 
and many stations ran out of fuel. 

Last year, more than 560 healthcare organizations, many of 
which were already reeling from COVID–19, found themselves vic-
tims of ransomware. Hospital systems had to cancel appointments 
and surgeries, reroute ambulances, and delay critical treatment for 
cancer patients. 

Our food supply was also recently in the crosshairs when, a few 
weeks ago, cyber criminals attacked the company JBS, the largest 
meat producer in the world, threatening a vital link in our Nation’s 
food supply. 
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And these are just the attacks that we know about. Companies 
and organizations wanting to save face and maintain the con-
fidence of the public often meet the ransom demands in secret—al-
ways pay in hard-to-trace cryptocurrency. 

Like many—or almost always doing that. 
Like many of the issues we have examined in the last year and 

a half, like vaccine confidence and the state of our public health in-
frastructure, the ransomware challenge is not new, but it has been 
exacerbated by the COVID–19 crisis. Cyber criminals thrive on ex-
ploiting vulnerabilities in our networks. The explosion of remote 
work and remote school during the pandemic greatly expanded 
these vulnerabilities. 

For example, experts are projecting our K through 12 schools will 
face a nearly 90 percent increase in the number of ransomware at-
tacks just this year. And it is not just the breadth of targets that 
is growing. The average size of ransom payments has also in-
creased, reaching an estimated $312,000 per organization in 2020. 

Simply put, the time to address this crisis is now. To win the 
fight, we need not just a whole-of-government approach but, really, 
a whole-of-society approach. Both the public and private sectors 
have a role to play. 

First, the public sector must continue to develop and to lead a 
well-coordinated response. This includes coordination across U.S. 
Government agencies and private industry, and working closely 
with our international partners. With President Biden’s recent ac-
tions, we are seeing the outlines of such a response take place, and 
the administration is rightfully treating the issue as a national se-
curity threat. 

For example, our Nation’s first Cyber Director was sworn in just 
last week, and our Federal agencies are conducting a series of col-
laborations with the private sector to address ransomware and 
other critical cyber issues. I applaud the efforts that the Cybersecu-
rity and Infrastructure Security Agency announced last week. That 
agency is working to ensure that small to medium-sized businesses 
across our country are—that are victimized by ransomware attacks 
have the resources needed to minimize harm and restart oper-
ations. 

Internationally, it is imperative that countries no longer provide 
safe haven for these criminal organizations. And President Biden 
has vowed that America will take any necessary action to defend 
its people and its critical infrastructure. The President already ad-
dressed the international part of this issue head on, both at the G7 
summit and in multiple one-on-one conversations with Russian 
President Vladimir Putin. And just yesterday, the U.S., along with 
our European Union and NATO allies, condemned China for its 
state-sponsored cyber activities, including ransomware attacks. 

While the administration’s actions are promising, the public sec-
tor cannot defeat ransomware on its own. For example, following 
a ransomware attack, too often we hear of lax cybersecurity re-
quirements or known vulnerabilities that were ignored. We have 
had a number of classified briefings where we heard about that. 
And it is critical that companies of all sizes address chronic under-
investment in cyber defenses. Better cyber hygiene, more cyber ex-
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pertise, and meaningful information sharing will address this 
threat. 

And Congress also has an important role to play in this. Just last 
week, key government cyber experts indicated that additional exec-
utive authorities may be needed to ensure the private sector gets 
to where it needs to be. 

As a committee, we must ensure that the executive branch has 
the tools and authorities to mandate effective cybersecurity re-
quirements for vulnerable industries, modernize our defenses, and 
ensure that we are postured to compete with those threats. There 
is no shortage of policy proposals being discussed. Those include 
mandatory reporting of ransomware attacks, prohibitions on ran-
som payments, and increased regulation of critical industries and 
cybersecurities. 

This morning, I want to say, we have a terrific panel of experts 
who have spent decades addressing ransomware and other cyber 
crimes, and I am really looking forward to hearing from all of you. 

One thing is certain: This problem is not going away. The prob-
lem has grown exponentially over the last decade, and we must re-
spond in kind. We must do everything we can to fix our 
vulnerabilities and to protect our critical industries. 

[The prepared statement of Ms. DeGette follows:] 

PREPARED STATEMENT OF HON. DIANA DEGETTE 

Good morning. It is good to see many of you in person, after being remote for so 
long. 

Today’s oversight hearing tackles a growing threat to our national security, eco-
nomic security, and public safety, which is ransomware. 

In short, a ransomware attack occurs when criminals break into a network, lock 
it down, steal data, and then extort everyday Americans into often massive ransom 
payments. 

These digital thieves are infiltrating our schools, hospitals, food suppliers, and 
critical infrastructure companies. 

The seriousness of the issue is hard to overstate. All you need to do is look at 
the front page of the newspaper to see that the problem is getting worse. 

Earlier this year, the country watched as a single attack on Colonial Pipeline’s 
information technology system shut down the gas and fuel supply to nearly the en-
tire eastern seaboard. 

This attack alone caused massive gas lines, hoarding, and many stations ran out 
of fuel. 

Last year, more than 560 healthcare organizations—many of which were already 
reeling from the COVID–19 pandemic—found themselves victims of ransomware. 

Hospital systems had to cancel appointments and surgeries, reroute ambulances, 
and delay critical treatment for cancer patients. 

Our food supply was recently in the crosshairs, too. Just a few weeks ago, cyber 
criminals attacked the company JBS, the largest meat producer in the world, 
threatening a vital link in the nation’s food supply. 

And these are just the attacks we know about. 
Companies and organizations wanting to save face and maintain the confidence 

of the public often meet the ransom demands in secret, almost always paying in 
hard-to-trace cryptocurrency. 

Like many of the issues we have examined in the last year and a half-such as 
vaccine confidence and the state of our public health infrastructure-the ransomware 
challenge is not new, but it has been exacerbated by the COVID–19 crisis. 

Cybercriminals thrive on exploiting vulnerabilities in our networks. The explosion 
of remote work and remote school during the COVID–19 pandemic greatly expanded 
those vulnerabilities. 

For example, experts are projecting our K 0912 schools will face a nearly 90 per-
cent increase in the number of ransomware attacks just this year. 
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And it is not just the breadth of targets that is growing. The average size of ran-
som payments has also increased, reaching an estimated $312,000 per organization 
in 2020. 

Simply put, the time to address this issue is now. 
To win this fight, we need not just a whole-of-government approach, but a whole- 

ofsociety approach. Both the public and private sectors have important roles to play. 
First, the public sector must continue to develop and lead a well-coordinated re-

sponse. 
This includes coordination across US government agencies and private industry 

and working closely with our international partners. 
With President Biden’s recent actions, we are seeing the outlines of such a re-

sponse take shape, and the Administration is rightfully treating the issue as a na-
tional security threat. 

For example, our nation’s first National Cyber Director was sworn in just last 
week. And our federal agencies are conducting a series of collaborations with the 
private sector to address ransomware and other critical cyber issues. 

I applaud the efforts that the Cybersecurity and Infrastructure Security Agency 
(CISA) announced last week. CISA is working to ensure that small-to-medium sized 
businesses across our country that are victimized by ransomware attacks have the 
resources needed to minimize harm and restart operations. 

Internationally, it is imperative that countries no longer provide safe haven for 
these criminal organizations, and President Biden has vowed that America will take 
any necessary action to defend its people and its critical infrastructure. 

In fact, we have already seen the President address the international part of this 
issue head-on, both at the G7 summit and in multiple one-on-one discussions with 
Russian President Vladimir Putin. And, just yesterday, the United States, along 
with our European Union and NATO allies, condemned China for its state-spon-
sored cyber activities, including ransomware attacks. 

While the Administration’s actions are promising, the public sector cannot defeat 
ransomware on its own. 

For example, following a ransomware attack, we too often hear of lax cybersecu-
rity requirements or known vulnerabilities that were ignored. 

It is critical that private companies of all sizes address chronic underinvestment 
in cyber defenses. Better cyber hygiene, more cyber expertise, and meaningful infor-
mation sharing will be necessary to address this threat. 

And Congress has an important role to play in this. In fact, just last week, key 
government cyber experts indicated that additional executive authorities may be 
needed to ensure the private sector gets to where it needs to be. 

As a Committee, we must ensure the executive branch has the tools and authori-
ties it needs to mandate effective cybersecurity requirements for our vulnerable in-
dustries, modernize our defenses, and ensure we are postured to compete with these 
threats. 

There is no shortage of policy proposals being discussed. These include mandatory 
reporting of ransomware attacks, prohibitions on ransom payments, and increased 
regulation of critical industries and cryptocurrencies. 

This morning we have a terrific panel of experts who have spent decades address-
ing ransomware and other cybercrimes, and I look forward to hearing from our wit-
nesses on these and other ideas. One thing is certain: this problem is not going 
away. 

The ransomware threat has grown exponentially over the last decade, and our re-
sponse must grow in-kind. We must do everything we can as a nation to fix our 
vulnerabilities and protect our critical industries. 

Thank you. 

Ms. DEGETTE. And I want to thank all of you and recognize our 
ranking member for 5 minutes for the purposes of an opening 
statement. 

OPENING STATEMENT OF HON. H. MORGAN GRIFFITH, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH 
OF VIRGINIA 

Mr. GRIFFITH. Thank you very much, Chair DeGette, for holding 
this hearing, and especially considering the recent increase in 
ransomware attacks across our Nation, including high-profile at-
tacks such as Kaseya, Colonial Pipeline, and SolarWinds. 
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I also want to thank the witnesses for taking your time to join 
us today. 

Cybersecurity is integral to all organizations,and should be treat-
ed as a priority for maintaining the health and security of an orga-
nization as well as any other individuals or entities that are affili-
ated with that organization. The need for more rigorous cybersecu-
rity protections exists across all industries, including healthcare, 
oil, gas, water, and electricity. Any network with vulnerabilities 
can be subject to a cyber threat, and the frequency of cyber attacks 
is increasing exponentially. 

The reach of most recent cyber attacks demonstrates how serious 
this issue is. For example, the Colonial Pipeline, one of the most 
critical pieces of energy infrastructure, was the target of a 
ransomware attack in May. The attack halted all pipeline oper-
ations and caused supply disruption up and down the East Coast 
for over a week, which led to higher gas prices and longer lines. 
More recently, over the Fourth of July holiday, the Kaseya supply 
chain ransomware hack affected medium and small-sized busi-
nesses globally, including in my district. Both of these attacks ap-
pear to be Russia linked, which is the most recent showing of cyber 
threat Russia poses to the United States. 

Although the recent attacks appear to be linked to Russia, adver-
saries of cyber attacks originate in different foreign nations, vary-
ing in the size of the criminal enterprises. And their approaches to 
gaining access to systems range in their level of sophistication. 

However, no one industry or part of our Nation’s critical infra-
structure is immune to the threats posed by these malicious actors. 
Cyber attacks have the potential to cause real harm, depending on 
the severity and the target. In healthcare in particular, direct harm 
is almost a certainty. Any time information in the—in healthcare 
and public sector is compromised, it poses a risk to providers, pa-
tients, and those who serve and supply them. 

But it is not just data and privacy that are compromised. 
Ransomware attacks can have a significant impact on patient 
health. For example, in May a ransomware attack hit a San Diego- 
based healthcare system, Scripps Health, and the cyber criminals 
stole data on close to 150,000 patients. This forced Scripps Health 
to not be fully up and running until a month after the cyber at-
tack—or cyber—ransomware attack. These types of incidents are 
detrimental to the care available to the community and put a major 
strain on the surrounding healthcare system and the region. As the 
ransomware recovery timeframes increase from days to months, 
the amount of damages skyrockets. In a hospital’s case, that can 
mean the difference between life and death. 

The recent ransomware attacks are providing lessons about the 
importance of cybersecurity. These systems are fragile. Although it 
is impossible for a system to be completely resilient against any 
cyber attack, there is much more the Federal Government, cyberse-
curity organizations, cyber victim organizations, and the private 
sector can do to detect, respond, and recover from ransomware 
threats. This is a shared responsibility, and we need everyone to 
do their part. 

The United States has great cyber experts found in both the Fed-
eral Government and the private sector that supply the key build-
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ing blocks to revamping our Nation’s cybersecurity. The Federal 
Government has strong resources to prevent attacks, respond to at-
tacks, and hold criminals accountable. We just need to see more of 
it, and we need to make better uses of our resources. 

Coupled with the Federal Government resources, we have pri-
vate-sector firms that offer cybersecurity consulting for a range of 
organizations at different entry points in the cybersecurity cycles 
and at different levels of cybersecurity risk. Moreover, we have ex-
perts that focus exclusively on industrial control systems and oper-
ation technology cybersecurity. We also have nonprofit networks 
that design solutions for emerging threats, and private companies 
with specialized professionals to disrupt criminal enterprise. 

We need to ensure an open line of communication, coordination, 
and information sharing in the cyber world and delineate proper 
responsibilities for developing cybersecurity strategies to the appro-
priate entities. 

It is impossible to eliminate all cyber threats to our Nation. How-
ever, we need to do more to better prevent and detect ransomware 
attacks so that we can thwart the worst-case outcomes and sce-
narios, especially when it comes to critical infrastructure. 

I look forward to hearing from the witnesses here today, given 
their expertise and experiences in this space, and I am eager to 
learn more about what we can do to help prevent and detect future 
ransomware attacks. 

I yield back. Thank you, Madam Chair. 
[The prepared statement of Mr. Griffith follows:] 

PREPARED STATEMENT OF HON. H. MORGAN GRIFFITH 

Thank you, Chair DeGette, for holding this hearing, especially considering the re-
cent increase in ransomware attacks across our nation, including high-profile at-
tacks such as Kaseya, Colonial Pipeline, and SolarWinds. I also want to thank the 
witnesses for taking the time to join us today. 

Cybersecurity is integral to all organizations and should be treated as a priority 
for maintaining the health and security of an organization, as well as any other in-
dividuals or entities that are affiliated with that organization. The need for more 
rigorous cybersecurity protections exists across all industries, including health care, 
oil, gas, water, and electricity. Any network with vulnerabilities can be subject to 
a cyber threat, and the frequency of cyberattacks is increasing exponentially. 

The reach of the most recent cyberattacks demonstrates how serious this issue is. 
For example, the Colonial Pipeline, one of the most critical pieces of energy infra-
structure, was the target of a ransomware attack in May. The attack halted all pipe-
line operations and caused supply disruption up and down the East Coast for over 
a week - which led to higher gas prices and longer lines. More recently, over the 
Fourth of July holiday, the Kaseya supply chain ransomware hack affected medium 
and small-sized business globally. Both of these attacks appear to be Russia-linked, 
which is the most recent showing of the cyber threat Russia poses to the U.S. 

Although the recent attacks appear to be linked to Russia, adversaries of cyber- 
attacks originate in different foreign nations, vary in the size of the criminal enter-
prises, and their approaches to gaining access to systems range in their level of so-
phistication. However, no one industry or part of our nation’s critical infrastructure 
is immune to the threats posed by these malicious actors. Cyberattacks have the 
potential to cause real harm, depending on the severity and target. 

In health care in particular, direct harm is almost a certainty. Anytime informa-
tion in the health care and public health sector is compromised, it poses a risk to 
providers, patients, and all those who serve and supply them. But it is not just data 
and privacy that are compromised - ransomware attacks can have a significant im-
pact on patient health. 

For example, in May, a ransomware attack hit a San-Diego based health system, 
Scripps Health, and the cybercriminals stole data on close to 150,000 patients. This 
forced the Scripps Health system to not be fully up and running until a month after 
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the ransomware attack. These types of incidents are detrimental to the care avail-
able to the community and put a major strain on the surrounding health care sys-
tem in the region. As the ransomware recovery timeframes increase from days to 
months, the amount of damage skyrockets. In a hospital’s case, that can mean a dif-
ference between life and death. 

The recent ransomware attacks are providing lessons about the importance of cy-
bersecurity. These systems are fragile. Although it is impossible for a system to be 
completely resilient against any cyberattack, there is much more the federal govern-
ment, cybersecurity organizations, cyber victim organizations, and the private sector 
can do to detect, respond, and recover from ransomware threats. This is a shared 
responsibility and we need everyone to do their part. 

The United States has great cyber experts found in both the federal government 
and the private sector that supply the key building blocks to revamping our nation’s 
cybersecurity. The federal government has strong resources to prevent attacks, re-
spond to attacks, and hold criminals accountable. We just need to see more of it- 
and we need to make better use of these resources. 

Coupled with the federal government resources, we have private sector firms that 
offer cybersecurity consulting for a range of organizations at different entry points 
in their cybersecurity cycles and at different levels of cybersecurity risk. Moreover, 
we have experts that focus exclusively on industrial control systems (ICS) and oper-
ations technology (OT) cybersecurity. We also have non-profit networks that design 
solutions for emerging threats and private companies with specialized professionals 
to disrupt criminal enterprises. We need to ensure an open line of communication, 
coordination, and information sharing in the cyberworld and delineate proper re-
sponsibilities for developing cybersecurity strategies to the appropriate entities. 

It is impossible to eliminate all cyber threats to our nation. However, we need to 
do more to better prevent and detect ransomware attacks so that we can thwart 
worst-case outcomes, especially when it comes to critical infrastructure. I look for-
ward to hearing from the witnesses here today given their expertise and experiences 
in this space and am eager to learn more about what we can do to help prevent 
and detect future ransomware attacks. I yield back. 

Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 
the chairman of the full committee, Mr. Pallone, for 5 minutes. 

OPENING STATEMENT OF HON. FRANK PALLONE, JR., A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW JER-
SEY 

Mr. PALLONE. Thank you. Thank you, Chairwoman DeGette. 
The Energy and Commerce Committee has a long history of ex-

amining cybersecurity on a bipartisan basis. Over the past several 
years, we have held hearings on strengthening cybersecurity in the 
healthcare and energy sectors. We have also been regularly briefed 
by agencies on a variety of critical concerns related to both pre-
vious and recent cybersecurity threats and attacks. While we have 
made progress, it is clear much more needs to be done to address 
the ongoing threats we see nearly every day. 

One area of particular and growing concern is ransomware, the 
topic of today’s hearing. Ransomware is a malicious cybersecurity 
attack that paralyzes victim organizations. The attack freezes com-
puter systems and holds data hostage until a ransom payment is 
received. Ransomware used to be considered a nuisance crime, im-
pacting only an individual computer. But in recent years it has 
evolved to affect the entire networks of organizations and even gov-
ernments, extorting entities for enormous sums of money. 

Increasingly, criminals deploying ransomware are not just freez-
ing the data of victim organizations but are also pilfering sensitive 
business and consumer data. On top of locking down computer net-
works, they also threaten to release the stolen data as an addi-
tional method to leverage a ransom payment. 
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Just in the past few months, we have seen a surge of 
ransomware attacks that at times have brought aspects of normal 
life and commerce to a standstill. The ransomware attack on the 
Colonial Pipeline disrupted oil and gas supplies on the eastern sea-
board, causing many gas stations to run out of fuel, prices to sky-
rocket, and grounding air traffic. Other recent attacks have threat-
ened local police departments, including the DC Metropolitan Po-
lice, and victimized schools, local governments, and hospitals al-
ready grappling with the COVID–19 pandemic. 

I also want to underscore that the challenges brought on by these 
attacks are particularly acute for small businesses, many of which 
lack dedicated information technology staff and the resources and 
are just trying to keep their businesses operating. And these vic-
tims may have no idea who to turn to if their data is subject to 
a ransomware attack. We simply can’t leave victim organizations 
on their own in figuring out how to defend against and respond to 
these cyber criminals. 

So given the huge scale and scope of these threats, I am pleased 
that President Biden is taking decisive steps to tackle this chal-
lenge. Just last week, the administration announced a new website, 
StopRansomware.gov, that is meant to provide a one-stop hub of 
ransomware resources for individuals and businesses. The website 
outlines the simple steps small businesses can take to protect their 
networks and provides guidance to these organizations on how to 
respond to ransomware incidents. 

The President is also leading a whole-of-government effort to dis-
rupt ransomware campaigns and go after the criminals who launch 
them. The administration’s strategy announced last week builds on 
an effort launched by the White House in May that will make it 
more difficult for criminals to transfer funds using cryptocurrency, 
helping make U.S. institutions more resistant to hacking, and urge 
international cooperation. 

But the Biden administration can’t address this enormous chal-
lenge on its own. Congress must also take action, and that is why 
this oversight hearing is so important today. I look forward to hear-
ing from our witnesses who have dedicated their careers to cyberse-
curity. They are uniquely positioned to make recommendations on 
the types of policies needed to defend against future attacks, and 
I am interested in their ideas as we explore potential solutions that 
will help further protect our Nation’s critical infrastructure net-
works, businesses, and consumers. 

So with that, I thank the chairwoman for holding this hearing. 
I yield back, Madam Chair. 

[The prepared statement of Mr. Pallone follows:] 

PREPARED STATEMENT OF HON. FRANK PALLONE, JR. 

The Energy and Commerce Committee has a long history of examining cybersecu-
rity on a bipartisan basis. Over the past several years, we have held hearings on 
strengthening cybersecurity in the health care and energy sectors. We have also 
been regularly briefed by agencies on a variety of critical concerns related to both 
previous and recent cybersecurity threats and attacks. 

While we have made progress, it is clear much more needs to be done to address 
the ongoing threats we see nearly every day. 

One area of particular and growing concern is ransomware, the topic of today’s 
hearing. Ransomware is a malicious cybersecurity attack that paralyzes victim orga-
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nizations. The attack freezes computer systems and holds data hostage until a ran-
som payment is received. 

Ransomware used to be considered a nuisance crime impacting only an individual 
computer. In recent years, however, it has evolved to affect the entire networks of 
organizations and even governments, extorting entities for enormous sums of 
money. 

Increasingly, criminals deploying ransomware are not just freezing the data of vic-
tim organizations but are also pilfering sensitive business and consumer data. On 
top of locking down computer networks, they also threaten to release the stolen data 
as an additional method to leverage a ransom payment. 

In just the past few months, we have seen a surge of ransomware attacks that 
at times have brought aspects of normal life and commerce to a standstill. 

The ransomware attack on the Colonial Pipeline disrupted oil and gas supplies 
on the eastern seaboard, causing many gas stations to run out of fuel, prices to sky-
rocket, and grounding air traffic. 

Other recent attacks have threatened local police departments, including the DC 
Metropolitan Police, and victimized schools, local governments, and hospitals al-
ready grappling with the COVID–19 pandemic. 

I also want to underscore that the challenges brought on by these attacks are par-
ticularly acute for small businesses, many of which lack dedicated information tech-
nology staff and resources and are just trying to keep their businesses operating. 
These victims may have no idea who to turn to if their data is subject to a 
ransomware attack. We simply cannot leave victim organizations on their own when 
figuring out how to defend against and respond to these cyber criminals. 

Given the huge scale and scope of these threats, I am pleased that President 
Biden is taking decisive steps to tackle this challenge. Just last week the Adminis-
tration announced a new website, StopRansomware.gov, that is meant to provide a 
one-stop hub of ransomware resources for individuals and businesses. The website 
outlines the simple steps small businesses can take to protect their networks and 
provides guidance to these organizations on how to respond to ransomware inci-
dents. 

The President is also leading a whole-of-government effort to disrupt ransomware 
campaigns and go after the criminals who launch them. 

The Administration’s strategy announced last week builds on an effort launched 
by the White House in May. It will make it more difficult for criminals to transfer 
funds using cryptocurrency, help make U.S. institutions more resistant to hacking, 
and urge international cooperation. 

But the Administration cannot address this enormous challenge on its own. Con-
gress must also take action, and that’s why this oversight hearing is so important 
today. I look forward to hearing from our witnesses who have dedicated their ca-
reers to cybersecurity. They are uniquely positioned to make recommendations on 
the types of policies needed to defend against future attacks. I am interested in 
their ideas as we explore potential solutions that will help further protect our na-
tion’s critical infrastructure networks, businesses, and consumers. 

With that, I thank the Chair for holding this hearing and I yield back. 

Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 
the ranking member of the full committee, Mrs. Rodgers, for 5 min-
utes for an opening statement. 

OPENING STATEMENT OF HON. CATHY MCMORRIS RODGERS, 
A REPRESENTATIVE IN CONGRESS FROM THE STATE OF 
WASHINGTON 

Mrs. RODGERS. Thank you, Madam Chair. In recent months we 
have seen a significant increase in the ransomware attacks coming 
from Russia. In May, DarkSide, a ransomware group operating out 
of Russia, attacked the Colonial Pipeline, which accounts for about 
45 percent of the East Coast’s fuel. In June, REvil, another 
ransomware group operating in Russia, attacked GBS USA, which 
temporarily knocked out plants that process roughly one-fifth of 
our Nation’s meat supply. Earlier this month REvil executed an-
other ransomware attack, this time on American IT management 
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software company Kaseya, which affected hundreds of businesses 
across the globe. 

While Russian—while the Russian President Putin may not be 
directly connected to these attacks, he refuses to crack down on 
them. White House Press Secretary Jen Psaki recently said that 
‘‘responsible states do not harbor ransomware criminals.’’ Well, Mr. 
President, Russia is not a responsible state, and greenlighting a 
pipeline for Putin after Russian cyber criminal attacks on one of 
the most critical pipelines in the United States certainly will not 
deter Russia. 

But this threat is not unique to Russia. We know the Chinese 
Government engages in malicious cyber behavior too. Just yester-
day the Biden administration publicly blamed hackers affiliated 
with China’s main intelligence service for a far-reaching cyber at-
tack on Microsoft. While this administration must do more, I ap-
plaud them for taking this step and publicly addressing the threat 
China poses. 

The White House also recently announced a cross-government 
task force to combat the rise in ransomware attacks. President 
Biden’s nominee to lead the Cybersecurity and Infrastructure Secu-
rity Agency, Jen Easterly, was also unanimously concerned—con-
firmed, sorry. These are welcome steps. 

I caution this administration, though, and this Congress, from 
consolidating cyber at one agency. Doing so is a wrong and dan-
gerous approach, because it weakens an agency’s ability to leverage 
their expertise in cyber preparedness for their specific and unique 
sectors. I urge the Biden administration to lean on that expertise. 

Director Easterly, I urge you to rely on your colleagues at HHS, 
DOE, FCC, FTC, DOT, and others to address cyber threats in their 
sectors. 

As the committee which oversees our economy’s most critical sec-
tors, we know firsthand the work of many of these Federal agencies 
around cyber. This committee itself has a history of working on cy-
bersecurity issues to strengthen America’s defenses against bad ac-
tors. The committee has conducted significant oversight over cyber 
incidences dating back to Target, the Target hack in 2013 and 
2017. We brought in the Equifax CEO to answer for the hack of 
their systems that resulted in the loss of 143 million Americans’ 
personal information. 

In 2018, following dozens of briefings, hearings, letters, reports, 
and roundtables, the Republicans on this committee issued a cyber-
security strategy report that provided specific priorities for more ef-
fective protection against vulnerabilities. 

Earlier this year we sent bipartisan letters to the Department of 
Energy, the Department of Commerce, the Department of Health 
and Human Services, the Environmental Protection Agency, and 
the National Telecommunications and Information Administration 
following the SolarWinds attack. 

Cyber threats and ransomware attacks will only continue to 
grow, and it is important for this committee to continue to lead on 
cyber issues. The Colonial Pipeline attack underscored the commit-
tee’s long work to ensure the secure, reliable delivery of energy. 
The Pipeline and LNG Facility Cybersecurity Preparedness Act, re-
introduced by Energy Subcommittee Republican Leader Upton and 
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Chairman Rush, will provide DOE with strong, clear coordinating 
authorities to respond to future threats. And soon, our Consumer 
Protection and Commerce Subcommittee Republican leader, Gus 
Bilirakis, will introduce a bill to ensure the FTC is focused on 
ransomware attacks from abroad and working with foreign law en-
forcement agencies to hold those cyber criminals accountable. 

Yet there is more to do. Energy and Commerce should continue 
to explore ways to identify and patch cybersecurity vulnerabilities 
before they are exploited. We should also encourage reporting by 
entities of cyber attacks to the Federal agencies who oversee them 
and consider certain liability protections for our critical infrastruc-
ture. This is an important and timely discussion. 

Thank you, Madam Chair. I look forward to hearing from our es-
teemed witnesses. 

Thank you, everyone. I yield back 
[The prepared statement of Mrs. Rodgers follows:] 

PREPARED STATEMENT OF HON. CATHY MCMORRIS RODGERS 

RISE IN ATTACKS 
In recent months, we have seen a significant increase in ransomware attacks com-

ing from Russia. 
• In May, DarkSide—a ransomware group operating out of Russia—attacked the 

Colonial Pipeline—which accounts for about 45 percent of the East Coast’s fuel. 
• In June, REvil [are-evil]—another ransomware group operating in Russian—at-

tacked JBS USA, which temporarily knocked out plants that process roughly one- 
fifth of our nation’s meat supply. 

• Earlier this month, REvil [are-evil] executed another ransomware attack. This 
time on American IT management software company Kaseya [KUH-SAY-AH]— 
which affected hundreds of businesses across the globe. 

While President Putin may not be directly connected to these attacks, he refuses 
to crack down on them. 

White House Press Secretary Jen Psaki (saw-key) recently said that quote 
″responsible states do not harbor ransomware criminals.″ 

Well, Mr. President, Russia is NOT a responsible state. 
And greenlighting a pipeline for Putin after Russian cyber criminals attack one 

of our most critical pipelines certainly will not deter Russia. 
But this threat is not unique to Russia. 
We know the Chinese government engages in malicious cyber behavior too. 
Just yesterday, the Biden administration publicly blamed hackers affiliated with 

China’s main intelligence service for a far-reaching cyberattack on Microsoft. 
While this administration must do more, I applaud them for taking this step and 

publicly addressing the threat China poses. 
ADMIN RECENT ANNOUNCEMENTS 

The White House also recently announced a cross-government task force to com-
bat the rise in ransomware attacks. 

President Biden’s nominee to lead the Cybersecurity and Infrastructure Security 
Agency—Jen Easterly—was also unanimously confirmed. 

These are all welcomed steps, but only if done right. 
I caution this administration and this Congress from consolidating cyber at one 

agency. 
Doing so is a wrong and dangerous approach because it weakens an agency’s abil-

ity to leverage their expertise in cyber preparedness for their specific and unique 
sectors. 

I urge the Biden Administration to lean on that expertise. 
Director Easterly, I urge you to rely on your colleagues at HHS, DOE, the FCC, 

the FTC, DOT, and others to address cyber threats in their sectors. 
E&C Cyber Work 
As the Committee which oversees our economy’s most critical sectors, we know 

firsthand the work many of these federal agencies have done on cyber. 
This Committee itself has a history of working on cybersecurity issues to strength-

en American defenses against bad actors. 
The Committee has conducted significant oversight over cyber incidents dating 

back to the Target hack in 2013. 
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In 2017, we brought in the Equifax CEO to answer for the hack of their systems 
that resulted in the loss of 143 million Americans’ personal information. 

In 2018, following dozens of briefings, hearings, letters, reports, and roundtables, 
the Republicans on this committee issued a Cybersecurity Strategy Report that pro-
vided specific priorities for more effective protection against vulnerabilities. 

Earlier this year, we sent bipartisan letters to the Department of Energy, the De-
partment of Commerce, the U.S. Department of Health and Human Services, the 
Environmental Protection Agency and the National Telecommunications and Infor-
mation Administration following the SolarWinds attack. 

Cyberthreats and ransomware attacks will only continue to grow and it is impor-
tant for this Committee to continue lead on cyber issues. 

The Colonial pipeline attack underscored the Committee’s long work to ensure the 
secure, reliable delivery of energy. 

The Pipeline and LNG Facility Cybersecurity Preparedness Act, reintroduced by 
Energy Subcommittee Republican Leader Upton and Chairman Rush will provide 
DOE with strong, clear coordinating authorities to respond to future threats. 

And soon, our Consumer Protection and Commerce Subcommittee Republican 
Leader Gus Bilirakis will introduce a bill to ensure the FTC is focused on 
ransomware attacks from abroad and working with foreign law enforcement agen-
cies to hold those cybercriminals accountable. 

Yet, there is more to do. 
Energy and Commerce should continue to explore ways to identify and patch cy-

bersecurity vulnerabilities before they are exploited... 
...and we should also encourage reporting by entities of cyberattacks to the federal 

agencies who oversee them and consider certain liability protections for our critical 
infrastructure. 

This is an important and timely discussion and I look forward to hearing from 
our esteemed witnesses. Thank you. I yield back. 

Ms. DEGETTE. The Chair now asks unanimous consent that the 
Members’ written opening statements be made part of the record. 
And without objection, so ordered. 

I now want to introduce our witnesses for today’s hearing: 
Kemba Walden, who is the assistant general counsel for Microsoft 
Corporation; Robert M. Lee, who is the chief executive officer of 
Dragos; Dr. Christian Dameff, assistant professor of emergency 
medicine, biomedical informatics and computer science, University 
of California, San Diego, medical director of cybersecurity, U.C. 
San Diego Health—we are not going to refer to that entire title 
every time we discuss it with you, but congratulations; Charles 
Carmakal, senior vice president and chief technology officer, 
FireEye-Mandiant; and Philip Reiner, chief executive officer, Insti-
tute for Security and Technology. 

I want to thank all of you for appearing today, as I have said. 
And I know you are aware the committee is holding an investiga-

tive hearing. And when doing so, we have the practice of taking 
testimony under oath. Does anyone here object to testifying under 
oath? 

Let the record reflect the witnesses have responded no. 
The Chair will then advise you that, under the rules of the 

House and the rules of the committee, you are entitled to be accom-
panied by counsel. Does anyone request to be accompanied by coun-
sel today? 

Let the record reflect that the witnesses have responded no. 
If you would, please rise and raise your right hand, so that you 

may be sworn in. 
[Witnesses sworn.] 
Ms. DEGETTE. Let the record reflect that the witnesses have re-

sponded affirmatively. 
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Please be seated, and you are now under oath and subject to the 
penalties set forth in title 18, section 1001 of the U.S. Code. 

The Chair will now recognize our witnesses for a 5-minute sum-
mary of their written statements. 

There is a timer on the screen that will count down your time, 
and it will turn red when your 5 minutes have come to an end. 

Let me first recognize Ms. Walden for 5 minutes. 

STATEMENTS OF KEMBA WALDEN, ASSISTANT GENERAL 
COUNSEL, MICROSOFT CORPORATION DIGITAL CRIMES 
UNIT; ROBERT M. LEE, CHIEF EXECUTIVE OFFICER, 
DRAGOS; CHRISTIAN DAMEFF, M.D., ASSISTANT PROFESSOR 
OF EMERGENCY MEDICINE, BIOMEDICAL INFORMATICS, 
AND COMPUTER SCIENCE, UNIVERSITY OF CALIFORNIA SAN 
DIEGO; CHARLES CARMAKAL, SENIOR VICE PRESIDENT AND 
CHIEF TECHNICAL OFFICER, FIREEYE MANDIANT; AND 
PHILIP JAMES REINER, CHIEF EXECUTIVE OFFICER, INSTI-
TUTE FOR SECURITY AND TECHNOLOGY 

STATEMENT OF KEMBA WALDEN 

Ms. WALDEN. Chair DeGette, Ranking Member Griffith, and 
members of the subcommittee, thank you for the opportunity to tes-
tify today. My name is Kemba Walden, and I lead our ransomware 
analysis and disruption program within Microsoft’s Digital Crimes 
Unit. Our unit is an international program of technical, legal, and 
business experts that has been fighting cyber crime to protect vic-
tims since 2008. 

It is estimated that last year over 2,400 organizations were vic-
tims of ransomware attacks, with a financial impact of nearly half 
a billion dollars. I fear that we are only seeing the tip of the ice-
berg, as likely many attacks and corresponding losses go unre-
ported. This recent proliferation of ransomware attacks impacts our 
national security, our economic security, our public safety, and our 
health. 

In my oral comments today I will focus on what ransomware is, 
how the ransomware process works. I also wanted to share some 
of the key trends Microsoft is observing. 

So what is ransomware? Well, it is malicious software that, once 
deployed in a victim’s network, locks that network and the informa-
tion in it, making it inaccessible to the victim unless the victim 
pays a ransom. You may have heard of different strains of 
ransomware, such as REvil and DarkSide, Conti, Ryuk, and so on. 
These are different types of ransomware, malicious software that 
lock a victim’s network. Ransomware is installed after a series of 
criminal actions, so no single criminal gang is associated with any 
particular type of ransomware. It is simply the tool of choice for 
profit. 

Today’s ransomware attacks are different than the ones we expe-
rienced only a few years ago, where criminals deployed 
ransomware, often on a single computer in a predictable manner, 
and then demanded ransom in exchange for a decryption key to 
unlock that computer. Today’s criminal has figured out how to use 
human intelligence and research to not only lock entire networks 
for a higher profit but to commit double or, in some cases, triple 
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extortion. We at Microsoft call this human-operated ransomware, 
otherwise known as big-game ransomware. 

Ransomware is a profitable business, with few barriers to entry. 
It takes no specialized skill to profit from this crime. Here’s what 
we are seeing in recent cyber criminal attacks. They customize 
their attacks and can be patient. Human-operated ransomware has 
evolved over the past few years, such that cyber criminals select 
specific networks to attack and then hunt for entry vectors. Crimi-
nal gangs are performing massive, wide-ranging sweeps of the 
internet, searching for vulnerable entry points, such as through 
unpatched software or successful phishing. Then they wait for a 
time that is advantageous to their purpose. 

Because cyber criminals want to move laterally from one com-
puter to the entire network, they focus on gaining access to highly 
privileged account credentials. They have developed a modular 
business model that we refer to as ransomware as a service. A 
manager or ransomware developer will recruit affiliates who have 
collected access, or collected credentials, or otherwise specialize in 
some other crime, offering a cut of the profits of an attack. 

Make no mistake, these are fully fledged criminal enterprises. 
They find opportunities to double- or even triple-extort victims. So, 
before locking down a victim’s system, they will find high-value in-
formation and steal it. Not only will they demand payment to 
unlock a victim’s network, they will demand payment in exchange 
for not leaking the victim’s data. In some cases, they will extort a 
victim a third time in exchange for not committing even more 
crimes, such as a DDos attack. They demand victims pay in 
cryptocurrency, thus taking advantage of the anonymous nature of 
this payment system. 

While the movement of money is transparent, the crypto econ-
omy values privacy of the persons and the circumstances behind 
each transaction. So when cryptocurrency is used, criminals can 
easily verify when a victim has paid the ransom but hide behind 
the opaqueness of a crypto wallet. Importantly, this blockchain 
technology does not cause cyber criminals to commit this crime. 
Rather, elements of the crypto ecosystem make payments a bit 
easier, facilitating the crime. 

In fact, while working with the Ransomware Task Force, I 
learned that compliance stakeholders within the crypto economy 
are just as eager as anyone to eliminate the nefarious use of their 
platforms. 

So what do we do about it? Well, there is something for everyone 
to do. The Ransomware Task Force Report does a great job laying 
this out, so I won’t go into detail here. However, I want to under-
score the importance of partnership and actionable information 
sharing. 

Criminals are smart, they are creative, they are well financed, 
and they are not limited by borders. The security community must 
match this. At Microsoft, our impact is greatest when we work col-
laboratively with government and others in the private sector. 

In conclusion, government has law enforcement and intelligence 
resources that private sector cannot match. The private sector has 
access to data and technological resources that governments cannot 
match. We must work together to find innovative solutions. 
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Thank you, and I look forward to your questions. 
[The prepared statement of Ms. Walden follows:] 
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Ms. DEGETTE. Thank you so much. 
Now I am now pleased to recognize you, Mr. Lee, for 5 minutes. 

STATEMENT OF ROBERT M. LEE 

Mr. LEE. Thank you. Chairwoman DeGette, Ranking Member 
Griffith, and members of the committee, thank you for providing 
me the opportunity to testify before you today. 

I started my career as an Air Force officer and spent most of that 
time tasked at the National Security Agency, where I built and led 
a first-of-its-kind mission to hunt for and analyze threats targeting 
industrial control systems. At that time, cyber threats towards in-
dustrial systems were seen as a possibility, but not as a reality. 

The problem, though, is everyone was looking in the wrong loca-
tion. Analysts around the community were hunting for threats in 
enterprise IT, or information technology, networks, such as those 
that people depend on for personal computer usage and email. 
What we were not doing is looking at industrial and operations 
networks themselves, such as those in power plants, pipelines, 
water utilities, and manufacturing sites. Broadly, I will refer to 
this as operations technology, or OT. 

The easiest way to explain OT is to consider that everything we 
have in IT, plus physics. When adversaries target IT networks, 
they often steal data. And when they disrupt them with malicious 
software such as ransomware, it impacts workers’ ability to do 
their job. When adversaries target OT networks, they can, inten-
tionally or not, create unsafe conditions that cause damage to the 
world around us, up to and including the loss of human life. 

As I mentioned, though, we did not see the various OT threats 
that existed, because the broader community was looking for OT 
threats in IT networks. We lacked the visibility in OT to determine 
what was happening. In essence, we had the equivalence of 
Schrodinger’s OT. We did not look inside the box to determine if 
the cat was alive or not. In my time at the NSA we started looking 
inside that box. To our surprise, we found a wide variety of state 
actors targeting these systems. 

Today, at Dragos, we track 15 state actors targeting OT around 
the world, including many operations in the United States. Specific 
to the topic of ransomware, we have responded to numerous inci-
dents and ransomware incidents in OT. Each company has done 
the right thing. They have sought out help. However, these inci-
dents happen far more often than people realize. Across all the 
cases, though, we continue to see that a lack of visibility in the OT 
networks leads companies to believing that they are in a better 
place than they actually are. 

Our hearing today, appropriately, is on ransomware. But I want 
to underscore that it is just one risk facing our infrastructure and, 
if anything, highlights that, if criminals can be successful in 
breaching and disrupting our networks, state actors will find much 
more success. 

However, the threats are worse than we realize, but not as bad 
as we want to imagine. And, ultimately, defense is doable. Today 
I want to highlight a few key points. 
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Number one, to defend against ransomware, we must first find 
a way to harmonize the roles and responsibilities of the private sec-
tor with government. 

Number two, there must be a simplified, unburdened process and 
single point of contact with the government. CISA, as an example, 
could be the front door of government, who could then coordinate 
the interagency and communicate clearly to the private sector. 
There are recommendations in the National Infrastructure Advi-
sory Council and Cyberspace Solarium Commission to improve ana-
lyst collaboration, as well. 

Ransomware in OT, my third point, is exposing the underinvest-
ment in cybersecurity in many organizations. My prediction is, as 
we look to counter the ransomware threat, we will start to gain 
more insights, and those insights will lead us to find more state ac-
tors and other threats. We must be prepared for what we find and 
think about the ransomware strategy as an overall portion of our 
cybersecurity strategy. 

Number four, critical infrastructure companies stand ready to do 
the right thing and partner with government fully. However, dif-
fering regulation regimes and requirements can distract from the 
focus. Whatever regulations and standards manifest, they should 
be thought of together so that companies do not have overly bur-
densome requirements on them as we all try to achieve the same 
goal. 

And lastly, government should communicate the why and the 
what to the private sector, but leave the how to the experts in 
those entities. We have seen this work very well. 

This administration and the Department of Energy launched a 
100-day action plan earlier this year focused on OT. They did that 
in the electric sector. The goal was increasing real-time information 
sharing, visibility, detection, and response capabilities in OT net-
works. The government laid out the requirements and why they 
wanted companies to do this, but they did not dictate the solution 
or how they had to achieve it. This was done in collaboration with 
the electric sector leaders, as well. 

The electric sector coordinated, evaluated what was on the mar-
ket, and chose Neighborhood Keeper, a technology made by Dragos 
in collaboration with the Department of Energy. They then de-
ployed it quickly, voluntarily, and at their own costs. As a result, 
we went from less than 5 percent of the electric system monitored 
in the United States to more than 70 percent of the electric system 
monitored in OT networks in under 100 days. This is the exact 
type of visibility and success useful in preventing ransomware and 
those issues. 

Government setting requirements and amplifying them is impor-
tant. Letting the private sector figure out innovative ways in how 
to achieve those requirements is paramount. I thank the committee 
for providing me the opportunity to testify today and welcome any 
additional questions or information. 

[The prepared statement of Mr. Lee follows:] 
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Ms. DEGETTE. Thank you so much. 
Dr. Dameff, I am now pleased to recognize you for 5 minutes. 

STATEMENT OF CHRISTIAN DAMEFF, M.D. 
Dr. DAMEFF. Madam Chair DeGette, Ranking Member Griffith, 

distinguished members of the subcommittee, thank you for this op-
portunity to speak today on the effects of ransomware on 
healthcare. My name is Dr. Christian Dameff, and I am a prac-
ticing emergency medicine physician. I am also an assistant pro-
fessor of emergency medicine, biomedical informatics, and com-
puter science at the University of California, San Diego. I also 
serve as the medical director of cybersecurity for U.C. San Diego 
Health, the first position of its kind in the United States. 

Early in my adolescence, my fascination with computers and net-
works led me to the hacker community, who taught me to appre-
ciate the complexity and fragility of modern computer systems. 
Today I use that knowledge to improve the cybersecurity of 
healthcare. My research focuses on the patient safety and care 
quality impacts of cyber attacks. At my core, I am an emergency 
medicine doctor. I am trained to care for any patient who comes 
through the door, whether they suffer trauma, heart attacks, 
strokes, or COVID. I am here to tell you that healthcare is not pre-
pared to defend or respond against ransomware threats. 

Our hospitals today are increasingly dependent on technology. 
Doctors admit patients into the hospital, order and review labora-
tory tests, prescribe medications, and prepare for surgeries, all 
while using computerized workflows. We have come to implicitly 
trust and rely on these systems. And when they fail, healthcare 
grinds to a near halt. 

We know ransomware attacks affecting the healthcare sector are 
increasing in frequency, sophistication, and disruptive potential, in 
addition to the exposure of sensitive data, severe financial losses, 
and reputational damage. A cyber attack on a hospital has the po-
tential to threaten life and limb. 

When patients suffer from strokes, heart attacks, or severe infec-
tions, minutes matter. The best outcome for patients with these 
time-dependent crises depend on immediate, continuous avail-
ability of the same digital systems that ransomware can disrupt. 
When critical medical systems go offline, our opportunity to save 
lives diminishes. The risk of error or misdiagnosis increases. We 
are now learning that cyber attacks impact not just the infected 
hospitals but the surrounding healthcare ecosystem at large. 

Two months ago, a ransomware attack disabled five large hos-
pitals in the San Diego area for an entire month. Adjacent hos-
pitals were quickly overwhelmed with unprecedented numbers of 
emergency room patients, many of whom had serious, time-depend-
ent illness. Wait times skyrocketed. Hospital beds rapidly filled. 
Clinicians caring for very sick patients lacked vital medical records 
from the infected hospitals. I saw firsthand the spillover effects and 
understood that the vulnerability of one hospital is a vulnerability 
of many hospitals. 

You have heard today from experts with technical and policy rec-
ommendations that, if enacted, would improve ransomware de-
fenses across all sectors. However, I hope you now understand that 
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healthcare has unique challenges and necessitates additional ac-
tions. 

First, the effects of ransomware attacks on patients’ health 
should be scientifically studied. Most hospitals are not currently 
equipped to measure or report the impacts of these attacks. I rec-
ommend the development of standardized metrics of cyber attack 
severity on hospitals. Mandatory reporting of patient safety and 
care quality outcomes should occur for severe attacks. I recommend 
that Federal agencies such as the National Institutes of Health and 
the National Science Foundation prioritize funding for research on 
this topic. 

Second, identifying cybersecurity vulnerabilities before they are 
exploited will protect patients. There is currently disparity between 
what I call the healthcare cybersecurity haves and have nots. Less-
er-resourced, critical-access, and rural hospitals need help when it 
comes to increasing their preparedness. As we seek to protect vul-
nerable hospitals, we must also avoid overly punitive measures for 
those who are unfortunate enough to fall victim to highly complex 
or novel cyber attacks, understanding that stiff fines or penalties 
may worsen an already devastating operational impact. We are 
only as strong as our least-defended communities. 

Third, I support software bill of materials as one mechanism to 
increase transparency around cybersecurity vulnerabilities. Soft-
ware bill of materials enables manufacturers and healthcare deliv-
ery organizations to take more proactive steps to manage their cy-
bersecurity risk. 

Furthermore, I recommend ongoing support and legal protections 
for security researchers engaging in good-faith security research, 
otherwise known as coordinated vulnerability disclosure. We need 
help from ethical hackers if we are going to defend against the ma-
licious ones. 

Lastly, we must prepare hospitals for inevitable attack. The abil-
ity to rapidly deploy backup manual patient care systems is key to 
reducing patient harm. Such contingency planning takes resources 
and expertise. 

In conclusion, I applaud this committee’s leadership on 
ransomware response and remain optimistic about improving cyber 
resilience in healthcare. Our patients deserve excellent care. 
Ransomware and other cyber attacks targeting hospitals threaten 
our ability to deliver that care as it is needed, when minutes mat-
ter. 

Thank you for this opportunity to testify today, and I welcome 
any questions you may have. 

[The prepared statement of Dr. Dameff follows:] 
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Ms. DEGETTE. Thank you so much. 
The Chair now recognizes Mr. Carmakal for 5 minutes. 

STATEMENT OF CHARLES CARMAKAL 
Mr. CARMAKAL. Thank you. Chairman DeGette, Ranking Member 

Griffith, and members of the subcommittee, thank you for this op-
portunity to share our observations on the ransomware threat. My 
name is Charles Carmakal, and I am a senior vice president and 
CTO at Mandiant. 

Mediant is an organization that helps other organizations across 
the globe deal with incredible cybersecurity challenges. We have 
got over 1,000 security professionals within 25-plus countries that 
help organizations deal with a variety of threats, including those 
threats that are orchestrated by foreign governments and orga-
nized criminals. 

My colleagues here have done a pretty good job of talking about 
the ransomware overview, but I would like to provide a little bit 
more details on what the problem is like today. Ransomware is the 
number-one cybersecurity threat that we all face today. But what 
the—the problem that we are dealing with today is much more 
than just ransomware. 

We call the problem ‘‘multifaceted extortion.’’ This is how organi-
zations get compromised by threat actors, and they deal with types 
of attacks where threat actors will steal data from organizations, 
disrupt business operations, will embarrass those organizations. 
They will reach out to partners of those organizations and extort 
them. They will reach out to customers and extort them, thus ap-
plying pressure to the victim organizations to pay substantial ex-
tortion demands. Extortion demands often will range, sometimes 
starting in six figures. But very often, for larger organizations, it 
could turn into seven figures, or even eight-figure demands. 

Unfortunately, we work with organizations that are compelled to 
pay substantial extortion demands—not because they want to, not 
because they feel like that is the best option—because they really 
have no choice. 

We work with organizations to really think about what are the 
things that they need to consider before paying extortion demands. 
I would like to share some of the observations and the learnings 
that we have acquired working with thousands of organizations 
dealing with this type of threat. 

I think there is a lot of misconceptions about why threat—why 
victims pay threat actors. I think there is an assumption that orga-
nizations that have to pay don’t have good cybersecurity hygiene, 
or they don’t have good backups in place. And let me just dispel 
a few myths. A lot of times we find victim organizations pay threat 
actors because they want to accelerate the process of recovering 
their business operations. If you think about a situation where a 
municipality loses access to their emergency services, or a hospital 
can no longer treat patients and have to divert patients to other 
hospitals, it becomes incredibly important to get access to systems 
as quickly as possible. And so we sometimes find that victim orga-
nizations feel compelled to pay, because they feel that it is quicker 
to pay and to recover systems than it is by just using their backup 
infrastructure. 
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We also find that backup infrastructure generally isn’t resilient 
enough to restore every single computer that was impacted over a 
short period of time during a ransomware and a multifaceted extor-
tion operation. 

The second thing that organizations need to think about before 
paying is how reliable is the threat actor. And I know it sounds 
kind of silly, thinking about the reliability of a threat actor, but 
today we find that a lot of criminals, they do demonstrate a certain 
level of reliability because they have recognized their business 
model actually depends on that. 

You also need to understand whether or not the threat actors 
stole data from the organization before deploying decrypters—or 
before deploying encrypters across the enterprise. And if they stole 
data, there is obviously the risk of publishing that information. 
And we find that many victim organizations choose to pay because 
they feel that it is in their best interest to protect the sensitivity 
and the privacy of their customers and their business partners’ in-
formation from being exposed on the internet. 

The next thing that organizations need to think about is does the 
threat actor still have active access to the environment, and, if they 
do, can they escalate their attack and conduct more disruption? 

You also need to understand whether or not cyber insurance will 
cover the claim. 

And finally, you really need to think about is the threat actor 
sanctioned by the United States Government, and is it actually 
legal to pay the threat actor? 

So those are some of the considerations that we talk to our cli-
ents about. And it is always our clients’ decisions as to whether or 
not they should pay or not. But we want to actually walk them 
through the considerations. 

So let me actually share some of the observations that we have 
learned when victims have actually paid threat actors. 

Well, first of all, you can’t just pay a threat actor and hope they 
go away. Technically, they have multiple different back doors to get 
access back into the environment if they want to. Many times we 
do find that they tend to move on, and move on to the next victim. 
They don’t tend to come back, once they are paid, but technically, 
they do have the ability to do that. 

You don’t know who you are paying. You have no idea if you are 
paying a sanctioned entity. You have no idea if you are paying a 
terrorist organization. You don’t know who you are paying. It is 
typically a responsibility of a separate company that engages in the 
negotiations with a threat actor and actual facilitation of payment. 
And a lot of times they are the ones that are actually trying to fig-
ure out who is being paid. But at the end of the day, you never 
know who is actually getting the money. 

As I mentioned before, many threat actors are actually reliable 
because, again, they are—their business model depends on it. Reli-
ability certainly, you know, depends on who the threat actor is. 
Many times we find that threat actors will provide working tools 
to be able to recover your systems and data. And they also provide 
a promise to delete the data that they have stolen from the victim 
environment. Of course, you never actually have any real guaran-
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tees that the data was actually deleted that was stolen from the 
victim environment. 

We do anticipate, at some point in time, that some of the data 
that was stolen—and for those threat actors that were paid, we do 
anticipate that they will likely publish information and the stolen 
data at a later point in time, especially as time goes on. 

In conclusion, I would like to thank you for this opportunity to 
testify before the subcommittee. The ransomware and the multi-
faceted problem has become at a level that is completely intoler-
able, and we need to come together as a community to better ad-
dress the problem. Thank you. 

[The prepared statement of Mr. Carmakal follows:] 
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Ms. DEGETTE. Thank you so much. 
The Chair now recognizes Mr. Reiner for 5 minutes. 

STATEMENT OF PHILIP JAMES REINER 

Mr. REINER. Madam Chair DeGette, Ranking Member Griffith, 
Chairman Pallone, members of the subcommittee, thank you for 
the opportunity to testify today on the pervasive threat that 
ransomware poses to our national security. My name is Philip 
Reiner, and I am the chief executive officer of the Institute for Se-
curity and Technology. 

Our mission at IST is to create trusted venues where national se-
curity policymakers can engage with technology leaders to work to-
gether to devise solutions to emerging security threats. That is 
what allowed us to convene the Ransomware Task Force, of which 
I was the executive director. We were pleased to convene represent-
atives from more than 60 public and private organizations to devise 
a comprehensive framework for combating the ransomware threat. 

I will focus my testimony here today on three areas: first, on the 
top-line recommendations of that task force report; second, note 
some positive steps we have seen taken since that report launched 
in April; and third, note some items from the report that will re-
quire congressional action. 

As is often repeated, there is no single solution to this challenge. 
It poses too large of a threat for any one entity to address alone. 
The timing of this hearing is thus incredibly important. This is an 
international cybersecurity crisis, the scale and magnitude of which 
demands leadership and action. The task force determined four 
goals that should frame a comprehensive approach to deter, dis-
rupt, prepare, and respond. These goals are interlocking and mutu-
ally reinforcing. This framework should be considered as a whole. 
To achieve these goals, the priority recommended actions were as 
follows. 

Number one, coordinated international diplomatic and law en-
forcement efforts must prioritize ransomware and work to elimi-
nate criminal safe havens. 

Number two, the United States should and must lead by example 
and execute a sustained, aggressive, whole-of-government, intel-
ligence-driven antiransomware campaign, coordinated by the White 
House and in close collaboration with the private sector. 

Number three, governments should establish cyber response and 
recovery funds, mandate that organizations report ransom pay-
ment, and require organizations to consider alternatives first, be-
fore making any such payments. 

Number four, a clear, accessible framework must be developed to 
help organizations prepare for and respond to ransomware attacks. 

And then number five, the cryptocurrency sector must be better 
understood and more closely regulated to prevent further facilita-
tion of ransomware. 

Since April, encouraging actions have been taken, some of which 
have been noted already. These include the recent White House 
launch of an interagency Ransomware Task Force. This is a critical 
initial step, as the United States needs to execute a campaign that 
leverages all tools of national power: diplomatic, economic, intel-
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ligence, law enforcement, and military. Again, this must be done in 
close cooperation with the private sector in order to be successful. 

Additionally, the call for leader-level diplomatic prioritization of 
these issues, in some ways, has been heated. President Biden has 
repeatedly asserted that ransomware is a top priority and included 
this as a top-three item in his recent summit with Russian Presi-
dent Putin. Similar prioritization by the United Kingdom, the G7, 
the EU, Australia, and others continues this necessary trend. 
These declarations are great initial steps and need to be followed 
up on with action. DOJ and DHS have their own internal 
ransomware-focused efforts. The National Institute of Standards 
and Technology has released an initial ransomware profile. Also, 
seven large U.S.-based insurers have established a consortium to 
share data. Followthrough will be the key for all of these steps and, 
hopefully, for many more that are to come. 

Finally, a number of recommended steps from the report can be 
highlighted that necessitate congressional action, which include but 
are not limited to requiring organizations to report ransomware 
payment information prior to payment, requiring further steps to 
shore up the cryptocurrency ecosystem, providing clarification of 
lawful defensive measures that private-sector actors can take, re-
quiring local governments and managed service providers to adopt 
limited baseline security measures, and creating a ransomware re-
sponse fund to help incentivize the nonpayment of ransoms. 

Congress has a critical role to play in a whole-of-government re-
sponse to this threat, and the Institute for Security and Technology 
welcomes the opportunity to inform the work of this committee. 
Thank you for your leadership, and I look forward to your ques-
tions. 

[The prepared statement of Mr. Reiner follows:] 
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Ms. DEGETTE. Thank you so much, and thank you to the entire 
witness panel for excellent testimony. It is now time for our ques-
tioning, and the Chair will recognize herself for 5 minutes. 

As I said in my opening statement, senior cyber experts from the 
government have expressed concern about some of the private sec-
tor’s compliance with cyber hygiene requirements, and the limits 
of—— 

VOICE. This meeting is being recorded. 
Ms. DEGETTE. Thank you. And the limits of the Federal Govern-

ment’s existing authorities to manage the problem. 
So, as Congress, it is our job to make sure that the executive 

branch has the authorities it needs. I want to hear from each one 
of you about this. 

Mr. Reiner, your testimony identifies eight priority consider-
ations for Congress. Which two or three of those would be the most 
impactful, and why? 

Mr. REINER. Madam Chair, thank you for the question. I appre-
ciate the sentiment that there is much more that companies can be 
doing. I think—— 

Ms. DEGETTE. Sir, I have 5 minutes. So if you can tell me which 
two or three of the actions you identify would be most impactful, 
I think that would be helpful. 

Mr. REINER. Yes, ma’am. 
Ms. DEGETTE. Thank you. 
Mr. REINER. As the report laid out, I think one of the steps that 

can be taken for organizations, as part of potential grants that can 
be provided, that they need to expand a certain percentage of their 
efforts on cybersecurity—— 

Ms. DEGETTE. OK. 
Mr. REINER [continuing]. To basically raise their baseline appli-

cation of their own funds in order to receive national grants. 
Ms. DEGETTE. Federal. 
Mr. REINER Another element that the task force put forward was 

that, in order to receive grant funding, was that a company would 
have to meet the baseline requirements that are put forward in the 
framework that we described in the report, that NIST put for-
ward—— 

Ms. DEGETTE. So—but basically, what you are saying is tie gov-
ernment grants to good hygiene. 

Mr. REINER. Yes, ma’am. 
Ms. DEGETTE. Ms. Walden, I wanted to ask you, your testimony 

cites a Microsoft study which estimates ‘‘more than 99 percent of 
cyber attacks would have been prevented if multifactor authentica-
tion were deployed.’’ So do you think that we should mandate basic 
cyber hygiene requirements through legislation? And if so, which 
ones? 

Ms. WALDEN. Thank you, Chair. Yes, so we published a report 
that 99 percent of cybersecurity attacks would not have happened 
without—because of multifactor authentication. So I think that you 
should encourage basic cyber hygiene principles like multi—— 

Ms. DEGETTE. Do you think we should mandate it? 
Ms. WALDEN. I think I agree that we should require it, yes. 
Ms. DEGETTE. OK, thank you. 
Ms. WALDEN. Yes. 
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Ms. DEGETTE. Now, Mr. Lee, in your testimony you seem to 
agree that additional cybersecurity requirements could be helpful 
but cautioned that we shouldn’t be regulating the ‘‘how.’’ Can you 
explain very briefly what you mean by that? 

What do you think the most effective legislative or regulatory re-
quirements would look like? 

Mr. LEE. Absolutely, thank you. Generally speaking, we need to 
be more outcomes-driven. And so a lot of times companies will be 
told ‘‘you must install antivirus,’’ ‘‘you must do the patching within 
seven days,’’ or whatever that kind of prescriptive requirement is. 
But across our different infrastructure, especially in our operations 
side of the house, things can be so varied. And we need to tell them 
what are we actually trying to solve for. 

Ms. DEGETTE. OK—— 
Mr. LEE. ‘‘We want you to be able to respond this quickly,’’ or so 

forth. 
Ms. DEGETTE. To be results oriented. 
Mr. Carmakal, your testimony cites to a white paper published 

by Mandiant that outlines the priority technical actions companies 
should take—ideally, prior to a ransomware event. And I am won-
dering if you have seen widespread adoption of those recommenda-
tions. And if not, what can we do to help companies implement 
those actions? 

Mr. CARMAKAL. Thank you, Chairwoman. So we basically built 
that white paper as a documentation of the playbook that we use 
when we conduct incident response exercises. And so these are the 
types of things that we recommend to organizations after a breach. 
But certainly, those could be applied beforehand. 

Unfortunately, not enough organizations are taking that knowl-
edge and applying it within the organizations. We would love to see 
greater adoption. Unfortunately, a lot of the things that we see day 
in, day out, from a response perspective, shows that they—— 

Ms. DEGETTE. So what can we do to either encourage or mandate 
them to—— 

Mr. CARMAKAL. I would certainly love for more encouragement of 
organizations to try to learn from other breached entities. And that 
white paper is a good example of those learnings. 

I don’t know that I would necessarily say that you need to man-
date it, but more encouragement—— 

Ms. DEGETTE. But Mr. Reiner has a good suggestion, though, 
which is to tie it to government grants. So you need to meet a cer-
tain standard if you are going to get your public funding. What do 
you think of that idea? 

Mr. CARMAKAL. Generally, I think that sounds like a good idea. 
Ms. DEGETTE. Great. Finally, Dr. Dameff, as a medical doctor 

and cyber researcher, you have an interesting perspective to share. 
I am wondering if you can talk if there are specific issues in the 
healthcare industry, and what this committee—we have jurisdic-
tion over healthcare policy—what we can do to ensure good cyber 
compliance. Briefly. 

Dr. DAMEFF. Thank you, Madam Chair. One of the most impor-
tant things I can articulate today is the need for additional infor-
mation. It is very difficult to measure the impacts of a cyber attack 
on a patient. In other industries you can measure the cost in dol-
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lars and cents. That is immediately understandable. Or downtimes 
resulting in increased gas prices. But in healthcare we do not have 
the infrastructure in place to get the basic data, to measure what 
happens to our patients. 

And what really matters is whether or not they walk or talk 
after a stroke, or whether or not they survive after a heart attack. 
Without measuring those very basic things through things like 
NIH funding, scientific inquiry, we don’t even know the magnitude 
of the problem or the impact on our patients. 

Ms. DEGETTE. Thank you. The Chair now will recognize Ranking 
Member Griffith for the purposes of asking questions for 5 minutes. 

Mr. GRIFFITH. All right, Dr. Dameff, and this is not on my list 
of questions, but it came up as a part of feeding off of Chairwoman 
DeGette’s questions. 

Ms. Walden said, you know, we could have prevented a lot of 
these hacks with multifactor identification. You are an emergency 
room doctor. How is that going to work? Because it is easy to say 
here, but how is it going to work in your emergency room? 

Dr. DAMEFF. That is a great, great insight. Thank you for the 
question. There are technical controls that will definitely improve 
the cybersecurity posture of hospitals. Those should be employed, 
right? Many hospitals are deploying multifactor authentication, or 
already have, for protecting patient data. 

You identify a key element here, which is that patient care can-
not be hindered in the emergency sense by overly—over-security 
controls that impact patient care. I will say this, though. It is not 
necessarily about which controls can prevent the infection. Hon-
estly, I am of the belief that we should prepare for an inevitable 
attack and then have a backup system in place to restore patient 
care as quickly as possible, and rely on that until you can restore 
that. That is how you save lives. That is what you do, is focus on 
your immediate response to restoring patient care, while those 
technological systems come back online. 

Mr. GRIFFITH. All right. So my next question would be how ex-
pensive is that going to be? 

And let me give you a reason why I am concerned about this. I 
represent a large rural district. In a portion of my district the pre-
viously competing hospital chains, for financial reasons, were 
forced to merge, and they were given clearance by both State of 
Virginia, the Federal Government, and the State of Tennessee to 
basically have a monopoly in that area. So I have got one hospital 
system serving many counties in east Tennessee and southwest 
Virginia. How expensive is it going to be for them, because they are 
under financial stress already, to set up this good hygiene? 

And do they—how are we going to fix that? I mean, how expen-
sive is what you are talking about? Because, in this case, should 
what happened in San Diego happen there, there are no hospitals 
to send these folks to that aren’t at least an hour to an hour and 
a half away, maybe further than that for some of the folks. What 
are we going to do? Help me. 

Dr. DAMEFF. Again, thank you for that fantastic question. The 
consolidation of healthcare, exactly as you mentioned, has in-
creased the risk to patient safety from ransomware attacks because 
of the shared infrastructure and technology among many hospitals 
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in a specific geographic location. We have seen that. That is what 
happened 2 months ago, is that a single healthcare delivery organi-
zation that was infected, five hospitals in a geographic location 
were devastated. That exactly would impact patient care, poten-
tially. 

And your identification of critical-access hospitals as being a tar-
get, potentially, of attack, as well as the patient harm implications 
cannot be overstated. 

Specifically, how are they going to afford this? Really, two things. 
One, that disaster resiliency that I mentioned before, restoring 
technical systems in the background but having a manual, non-
technical process to take care of patients in the meantime, that al-
ready exists at most hospitals. That is emergency response. That 
is disaster medicine. They prepare for earthquakes and hurricanes 
and have plans in place to do that. They should enact that—or they 
should prepare for that in a cyber context. 

The second thing is that, it is true, it is going to be costly for 
a lot of the technical controls, and there are hospitals out there 
that cannot afford it. They will simply not be able to. I worked at 
hospitals and took care of COVID patients in resource-stricken hos-
pitals, wherein they were concerned they were going to run out of 
ventilators. How do we expect them to be able to defend against 
cyber attackers and spend millions of dollars, potentially, to in-
crease their cybersecurity posture? 

It is going to require some creative solutions. Quite frankly, I 
don’t see any—— 

Mr. GRIFFITH. So what you are saying is that is a problem we 
are going to have to solve. 

Dr. DAMEFF. Yes, I think that is going to be a big, big problem 
you have to solve. 

Mr. GRIFFITH. I appreciate that, and I tend to be tight with Fed-
eral dollars, but this may be one area we don’t have any choice. 

Let me say also, for us to provide assistance to an organization, 
we need to know in advance, or we need to know when it happens, 
if they are being attacked. And of course, there are many reasons 
for not telling us. And you and Mr. Carmakal want to—might want 
to tag-team on this one, if I have time—I am running out. 

But particularly related to hospitals, should we be looking at, if 
not mandating, having a minimum requirement that would then 
give the hospitals some protection? If they have done their cyber— 
the good cyber hygiene to a minimal requirement that perhaps the 
Federal Government sets up or industry sets up, that they would 
then be limited on liability in any suits that might follow, where 
a patient’s health was affected, do you think that is—that idea 
would work? 

Dr. DAMEFF. I am definitely in support of ways we can 
incentivize instead of slowly penalize hospitals for trying to take 
care of patients. That is really key. Perhaps tying it to reimburse-
ment, for example, wherein if you meet a certain cybersecurity 
threshold of protections, you can see increased reimbursements for 
some of your medical care as a way to incentivize. I could see that 
as one potential mechanism where we can achieve even the most 
rural and critical-access hospitals achieving the appropriate 
amount of cybersecurity protections. 
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Mr. GRIFFITH. All right, and if Madam Chair will give me just 
the patience for a second, Ms. Walden, if you can get to me in writ-
ing later, what do we do about cryptocurrencies and its involve-
ment in all of this? 

Just—if you can cite me some articles later or whatever, and we 
will probably send you a written question on that, as well, and I 
yield back. 

Ms. WALDEN. I am happy to. 
Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 

the full committee chairman, Mr. Pallone, for 5 minutes. 
Mr. PALLONE. Thank you, Chairwoman DeGette. One of my con-

cerns is that ransomware is a very sophisticated form of attack, 
and it is not clear to me that smaller companies and, to some ex-
tent, even larger companies have the resources or tools needed to 
deal with these threats. So I was pleased to see the 
StopRansomware.gov website that was launched by the Biden ad-
ministration last week, and—because it provides a new resource 
hub for small businesses and other organizations. 

But I mean, that is a good start, but I am wondering if we can 
and should be doing more to assist U.S. companies, particularly 
small to medium-sized businesses, to deal with these threats. So let 
me start with Mr. Carmakal. 

Given your experience in incident response, can you explain the 
types of resources that companies need, once they find themselves 
in the midst of a ransomware attack? 

Mr. CARMAKAL. Yes, absolutely. Unfortunately, a lot of these 
small organizations, some of them don’t even have security staffs. 
Some of them rely on IT resources to perform security 
functionality. 

When I think back to October of 2020, when we saw an acute 
problem against healthcare organizations, I talked to a lot of hos-
pitals that were taken offline, couldn’t take care of patients 
leveraging digital technology. They ended up having to divert pa-
tients to other hospitals. And I ended up talking to the IT re-
sources, who were trying to desperately get their systems back on-
line. They didn’t know anything about digital forensics. They didn’t 
know anything about threat actors. They didn’t know how to re-
spond to the intrusions. And so it was a very difficult situation for 
those organizations to face, and I really do feel for a lot of the 
smaller organizations that don’t have dedicated security teams. 

So, look, to the extent possible I want organizations to do the 
best that they can, from a, you know, cyber hygiene perspective. 
But I don’t believe the onus is fully on the organizations them-
selves. I think there is a shared responsibility—— 

Mr. PALLONE. Well, what kind of resources would they need is 
what I am asking. 

Mr. CARMAKAL. Yes, I think they would need—well, I think they 
would need government support. And, from a government support 
perspective, I think there are things that government could do in 
terms of indictments, arrests of individuals that are behind these 
attacks. 

I think there is more information sharing that could occur for 
victim organizations that could be applicable to other organizations 
out there. 
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I think there are, you know, things in terms of disruption that 
government can do to curb the problem of ransomware, so that 
these smaller organizations that don’t have the resources and the 
staff have some additional government support. 

Mr. PALLONE. But I guess—and let me go to Mr. Reiner. I know 
that there’s, you know, law enforcement agencies that assist, and 
a lot of what Mr. Carmakal mentioned relates to that. But are we 
providing—are there a variety of resources beyond just, you know, 
the traditional—or some of the law enforcement, you know, such as 
technical expertise that the government can or should be providing, 
or can the government provide help in assessing the scope of their 
situation? 

I know he discussed some of that, but if you would respond also, 
Mr. Reiner. 

Mr. REINER. Yes, Mr. Chairman. I think, through the process 
that we conducted for the Ransomware Task Force, I mean, there 
was an array—really, a list of things that we put forward that we 
believe could be done to get ahead of this, right? So to get to the 
left of boom, so that you better equip companies to be able to de-
fend themselves. 

As has been discussed, though, a lot of those organizations really 
don’t have the capability to do so. So CISA and other departments 
and agencies, I believe, can be very well positioned to help share 
that information, provide those tools in advance for free. But folks 
don’t know about it. They are not even aware that it exists. So how 
do you get it to them? 

Awareness campaigns are often belittled as not effective enough 
and not quick, but there needs—there can be a lot more to get the 
information out there that there are tools that are available. 
StopRansomware.gov, for example: great idea, fantastic amalgama-
tion of government resources. How do you tell people that that is 
something that they can turn to and utilize? 

I think there is one piece here that is incredibly important that 
came up over and over again through the process that we con-
ducted, which was that departments and agencies that are respon-
sible for doing this don’t have the resources that they need in order 
to develop those tools to engage those private-sector partners to ac-
tually get that word out. NIST, DHS, other departments—Com-
merce, other departments and agencies really could use buttressing 
of resources, so that the folks who are really specifically responsible 
for that training and that piece of it have more capacity to do so. 

Mr. PALLONE. OK. Just quickly, Ms. Walden, when you talk 
about cybersecurity—I mean cryptocurrency, I am sorry—again, I 
don’t think the small business owner knows much about how to 
purchase or trade that. So how do you see—in other words, if a 
small business is faced with having to pay ransom, for example, in 
cryptocurrency, how likely is it they are going to be able to navi-
gate that? And what resources would they need? 

There’s only 20 seconds left, but if you could just comment. 
Ms. WALDEN. Well, first, hopefully, small business would opt not 

to pay the ransom. 
Mr. PALLONE. Right. 
Ms. WALDEN. But if they chose to pay the ransom, the criminal 

actors are actually quite helpful. They have a bit of customer serv-
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ice. Their ransomware notes will instruct the victim on how to or 
where to obtain, usually, Bitcoin, because Bitcoin is a lot easier to 
obtain than other types of cryptocurrency. But there are avenues 
for small businesses to be able to obtain cryptocurrency. 

Mr. PALLONE. Your recommendation is don’t pay, though, sure. 
Ms. WALDEN. But my recommendation is do not pay. 
[Laughter.] 
Mr. PALLONE. Right, thanks a lot. Take care. 
Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 

Mr. Burgess for 5 minutes. 
Mr. BURGESS. I thank the Chair, and I thank our panel for being 

here today. 
It is, obviously, not the first hearing we have had on this. It is 

a little remarkable to me that we don’t have law enforcement as 
part of the panel, however. It has come up in previous panel dis-
cussions that law enforcement can only go after people that they 
know they need to go after. And it has also come up in the past 
that there are disincentives to report. 

Dr. Dameff, you have kind of mentioned that it could be—the 
reputational damage can be significant from your hospital or hos-
pital network. 

In the past I have wondered if the construction of the Office of 
Civil Rights, the data breach reporting that was created as part of 
the HITECH Act back in 2009, if this is a disincentive to reporting. 
Once a company becomes listed, or once a healthcare entity be-
comes listed on that, it is—they are, essentially, archived forever. 
And I have wondered if we should have a statute of limitations, or 
a statute of repose or some remedial actions that can be taken by 
an organization that would allow them to extricate themselves 
from that list. Is that something that has come up in any of your 
discussions? For anyone on the panel. 

Dr. Dameff, I will just ask you specifically, since you work in a 
hospital. 

Dr. DAMEFF. Thank you. The question of whether or not report-
ing record breaches—as part of their mandatory reporting, whether 
or not that inhibits potential reporting of ransomware impacts, I 
think is still unknown. I will say, anecdotally speaking, I could see 
how that would prevent individual organizations from wishing to 
report or perhaps delay the impact of the reporting until they are— 
to anticipate what might potentially be a large punitive fine. 

There also—when a hospital is hit with ransomware, they are 
also trying to restore operational capacity to take care of patients. 

Mr. BURGESS. Yes. 
Dr. DAMEFF. And there are so many competing things happening 

at that exact moment, it is difficult to then report. 
Mr. BURGESS. Let me ask you about that, because you brought 

that up. And we have spent a lot of time in this subcommittee and 
other subcommittees talking during the pandemic about the Stra-
tegic National Stockpile. Of course, the creation of the Strategic 
National Stockpile was in an emergent situation. You could deliver 
a set of things to an institution that they would need to function 
in whatever the emergency—earthquake, hurricane, flood. 

So is it possible to have an urgent deliverable of what you would 
need to run your—say, your emergency room at your hospital, if 
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you were just completely shut down with a ransomware attack? Is 
that something that we should look at? 

Dr. DAMEFF. I definitely agree it is something we should look 
into. 

One of my recommendations is coming up with metrics to meas-
ure the impact to a hospital. And hospitals that have severe at-
tacks that would be devastating to patient care might benefit from 
such a resource, akin to something like the FEMA DMAT response, 
in which—— 

Mr. BURGESS. Right. 
Dr. DAMEFF [continuing]. Outside resources, personnel, systems, 

tents, et cetera, could be deployed rapidly to help alleviate those 
patient care constraints, while they are restoring systems. It is 
definitely something that should be looked into. We have never 
seen anything like that before. 

Mr. BURGESS. So at this point we don’t even know—if there is 
a major hospital system that gets attacked, we don’t know, down-
stream, is there a loss of life, was there—as you pointed out, dur-
ing the course of treatment of a stroke, is there a loss of function 
that could have been preserved? We just don’t know the answer to 
those questions, do we? 

Dr. DAMEFF. And that is why I recommend in my testimony here 
that there be mandatory reporting for severe attacks on patient 
safety implications. 

One of the barriers to that is that systems in which we measure 
care quality and patient safety are themselves targets of the 
ransomware. 

What do I mean? The way that we measure the quality about a 
stroke care or a heart attack or something else is measured and re-
corded in the electronic health record. The electronic health record 
is ransomed. 

Mr. BURGESS. Yes. 
Dr. DAMEFF. So we don’t even have tools to measure that, be-

cause they are also collateral damage from the actual attack. 
Mr. BURGESS. Let me ask you this. And, you know, in order to 

get the proper metrics, in order to get the proper—be able—for us 
to make proper decisions, you are going to have to get proper infor-
mation. It is hard to get proper information if people are scared to 
report. 

You and I—I am a physician, also—we live in the world of the 
National Practitioner Data Bank, right? There is a central location 
that a hospital credentialing committee can query as to whether or 
not we have had a problem in other cities and we are just taking 
our problems from town to town. Do you think there would be a 
benefit from having something structured along the lines of a Na-
tional Practitioner Data Bank for data breaches, for ransomware 
attacks? 

Dr. DAMEFF. Forgive me, for individual physicians or for 
healthcare delivery organizations? 

Mr. BURGESS. For the healthcare organization writ large. 
Dr. DAMEFF. I do believe that we should get visibility on the dif-

ferences in organizations that are under attack. But to penalize 
them, or to fine them significantly would reduce their ability to 
bounce back from that attack, deliver care. And so, whether or not 
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it should be like a National Provider Data Base but for healthcare 
ransomware attacks, I would support any efforts that collect addi-
tional metrics on ransomware attacks and to make that data trans-
parent and public. 

Mr. BURGESS. Yes, the difficulty there is, though, when we get— 
then you drive—you are driving a fear factor: I don’t want to re-
port, because I don’t want to be included. 

Ms. DEGETTE. The gentleman’s time has expired. The Chair now 
recognizes—— 

Mr. BURGESS. I am going to send you some questions in writing 
on that, as well as other members of the panel. 

I appreciate you—— 
Ms. DEGETTE. The Chair now recognizes Ms. Kuster for 5 min-

utes. 
Ms. KUSTER. Thank you very much, Chair DeGette. I appreciate 

you holding this hearing today. 
Today’s discussion regarding ransomware attacks and the grow-

ing threats that they pose presents a unique opportunity for this 
subcommittee to identify existing vulnerabilities and gather infor-
mation on actions Congress can take to respond to this emerging 
threat. 

As we have heard today, ransomware attacks are not new, but 
they are certainly increasing in number and sophistication in re-
cent years. We continue to see front-page news reports on this at-
tack, but it is not just the high-profile ones that are occurring. The 
implications of these attacks have a far-reaching effect beyond the 
companies that are being targeted. 

The attack on Colonial Pipeline’s information technology system 
a few months ago had a significant disruption in energy distribu-
tion on the entire East Coast that led to delivery delays for busi-
nesses, and gas stations closed for over millions of Americans. This 
is just one example of why we need to explore what makes these 
companies vulnerable to begin with, and what they can do about 
it. 

Ms. Walden, you state your testimony that ‘‘applying basic cyber-
security hygiene can prevent a cyber criminal’s ability to ransom 
a system.’’ For the benefit of the business owners who may be 
watching this hearing, Ms. Walden, what are the most common 
vulnerabilities that put companies at risk of a ransomware attack? 

Ms. WALDEN. Thank you for the question. Yes, that is true. 
You—the best way to resolve a ransomware is to make sure that 
it can’t get into the system in the first place. 

So there are some simple things that are just true for preventing 
cyber attacks in general: enabling multifactor authentication; doing 
better training of your employees and staff on identifying phishing 
and preventing the click; segmenting your network—and those are 
tools for CISOs to take, but segmenting your network so that cyber 
criminals, once they are in, can’t laterally move. But these are 
some of the simple cyber hygiene activities that small and medium 
businesses can and should take to prevent ransomware or any 
other cyber criminal attack. 

Ms. KUSTER. Thank you. And I know, as Members of Congress, 
we are learning to do our best in that regard, as well. 
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It is clear that companies need to be giving increased attention 
to cybersecurity. But the amount of threats and vulnerabilities can 
be overwhelming. Mr. Carmakal, if you were running a medium- 
sized company, what are two or three things that you would do 
right away, across the board to protect your systems and data? 

Mr. CARMAKAL. Yes, thank you, ma’am. Great question. There’s 
a few things I would do. 

Number one, to the best of my ability, I would try to enable 
multifactor authentication on all remote access into my organiza-
tion. 

Number two, I would try to educate my employees as best as 
they can to identify phishing emails. But I do need to recognize 
that employees will always fall victim to phishing emails at some 
point in time, so I need to provide technology to block as many of 
those malicious emails as possible, and also provide technology and 
processes so that, if something does get past the initial security 
system, we have got other checks and balances to be able to iden-
tify the attack as it occurs. 

The third thing I would do is try to, to the best of my ability, 
install all the security patches that I can and that I know about 
across my environment. 

Ms. KUSTER. Very helpful, thank you. 
I note that some cybersecurity measures are very expensive, es-

pecially if they involve reconfiguring entire networks, but the cost 
of these attacks is also increasing. Mr. Reiner, is it fair to say that 
investments in cybersecurity are good returns on investment? 

And what more can be done to incentivize companies to make 
these changes or spread the word about the necessity of addressing 
vulnerabilities? 

Mr. REINER. You know—thank you for the question. As we have 
spoken about extensively as part of the Ransomware Task Force, 
is that—investing in this up front is much more affordable than 
having to, as you describe, having to reconstitute your entire orga-
nization after an attack. So absolutely, putting the investment up 
front in order to stay left of boom and make sure that these are 
not attacks that can actually get into your system, is absolutely 
where folks should be putting their resources. 

I think the thing that can be reverted back to a little bit is what 
we were talking about before, which is getting the information out 
to those folks who don’t really have the resources. One of the 
things that we delved into was in this spectrum of organizations 
there are companies that know, that have resources, but choose not 
to invest. How do you help inform their decision making, so that 
they choose to do so? You incentivize them through some of the 
steps that we have spoken about here today, tying grant making, 
relieving penalties if they are compliant, et cetera. 

I think there are organizations out there, though, that simply do 
not know that this is happening, and they do not have the re-
sources in order to prepare in advance. We have to do better, I 
think, in terms of getting to them and letting them know what it 
is that they can be doing better. 

Everything that was just described—multifactor authentication, 
et cetera—those are simple things that folks can be considering. 
We need to get that information to them—— 
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Ms. KUSTER. Sorry to cut you off—— 
Ms. DEGETTE. The gentlelady—— 
Ms. KUSTER. I need to yield back. Thank you. 
Ms. DEGETTE. The Chair now recognizes Mrs. Rodgers for 5 min-

utes. 
Mrs. RODGERS. Thank you, Madam Chair. 
Earlier this year Scripps Health was hit with a ransomware at-

tack. In the attack, the cyber criminals stole data on about 150,000 
patients and caused significant disruptions in operations. A family 
member of mine—or a family member of, really, a constituent of 
mine—was directly affected by this attack, and so I have heard 
firsthand how devastating it was and the impact on their health. 
The Scripps attack is a stark reminder of the stakes of cybersecu-
rity. When the hospitals are hit, it can literally be life or death. 

Mr. Dameff, these attacks can have a direct impact on patient 
health and outcomes. Can you help us better understand the cyber 
threat hospitals face today, and provide a few examples of situa-
tions where a patient’s health was negatively impacted by a cyber-
security or ransomware attack? 

Dr. DAMEFF. Thank you. It is true that, in some medical condi-
tions, minutes matter. For example, we have sometimes minutes to 
hours to treat a stroke, wherein our medications and our treat-
ments will no longer benefit that patient after a certain amount of 
time. The same is true for things like certain heart attacks. And 
our ability to diagnose a patient is tied to the technology that we 
use every day, as clinicians, that technology we are so dependent 
on. 

So you can imagine, during a large ransomware attack, wherein 
these technical systems are no longer available, that we can’t do 
our jobs as clinicians. I jokingly say I am the generation of doctors 
that has never used paper records. Until early on in my fellowship 
training, I had never had written a prescription. 

The future of healthcare is not going back to the days of anti-
quated systems. In the future, we are only more technologically 
tied to our systems that we use. That—when it is not there, we 
can’t do our jobs well enough. It takes longer to get test results, 
to make decisions to give things like antibiotics in severe infec-
tions, or to identify when patients have certain conditions. 

So you can imagine at that—at a scale of not just one or two pa-
tients, but of a—you know, 5 or 6 or 10 hospitals down at once, 
where you could imagine that would impact care along the con-
tinuum, not just patients in the emergency department, patients in 
clinics, patients in the ICU, patients that are in ambulances that 
have to be transported longer distances because hospitals under at-
tack are on diversion. These are all examples of how patients could 
potentially be impacted by this. 

I will say, though, we do not have the ability to measure that im-
pact. As mentioned previously, the systems in which we measure 
care quality and patient safety themselves are digital, are affected 
by the ransomware attacks. So I fear we don’t even have the tools 
now to answer that basic question. 

Furthermore, I would say that these types of attacks are excep-
tionally chaotic, and there’s a lot of things happening at once. The 



72 

ability for hospitals to report on that type of thing is nearly impos-
sible as they attempt to restore their systems. 

Mrs. RODGERS. OK. As a followup, you have expertise in the field 
of medicine and cybersecurity. In your opinion, what steps should 
hospitals take to better secure their networks against cyber at-
tacks? 

Dr. DAMEFF. I think it is shared among many of the panel, the 
same types of technical controls: multifactor authentication, focus-
ing on rigorous backup, and restorations. But there is—my num-
ber-one recommendation would be to prepare for an inevitable 
ransomware attack, to practice and prepare for taking care of pa-
tients without systems, and to be able to do that at—within 2 or 
3 hours of an attack. 

There are a lot of hospitals in this country that have not consid-
ered this type of attack on their systems, have not prepared ade-
quately for it, have not put in place how to take care of 1,000 pa-
tients without technology. That is the number-one thing I would 
encourage most hospitals across the country to do now. There is a 
framework for that at every hospital. And that type of preparation, 
at least in its beginning, doesn’t cost a dime. 

Mrs. RODGERS. Thank you. 
Ms. Walden, what are the ways the private sector can partner 

with government to address ransomware attacks? 
Ms. WALDEN. Thank you for that question. The government has 

legal authorities that the private sector doesn’t have, right? They 
have law enforcement authorities, they have intelligence authori-
ties. The private sector, frankly, has a lot of signals. But if you 
match those things together, we can do coordinated actions to bring 
cyber criminals to justice. 

So law enforcement can bring the criminal to justice. Private sec-
tor can work along with law enforcement to identify those crimi-
nals. But we can also work with law enforcement to tear down the 
infrastructure that they use. 

Mrs. RODGERS. So what do you believe we need to be doing, as 
far as coordinating between the two, then? 

Ms. WALDEN. I believe that we need—and I know I keep saying 
it over and over again, but we need actionable information sharing. 
I like to be able to exchange ideas and signals and technology with 
my government partners to be able to get at the problem together. 

Mrs. RODGERS. So how are we doing? 
Ms. WALDEN. From the digital crimes perspective, we have great 

relationships with all of U.S. law enforcement, but we also have 
great relationships with other countries and their law enforcement. 
I think this administration is taking the—cyber crime and cyberse-
curity seriously, and they are signaling the right things, the right 
messages to would-be cyber criminals and cyber criminals across 
the globe. And I think working with our allies is working pretty 
well. There is still a lot to do, but I think we have taken the best 
first step that we can. 

Mrs. RODGERS. OK, thank you. I yield back. 
Ms. DEGETTE. I thank the gentlelady. The Chair now recognizes 

Miss Rice for 5 minutes. 
Miss RICE. Thank you, Madam Chair. 
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Mr. Carmakal, can you speak more about ransom payments, and 
how we should be treating them? 

And, you know, you talked a little bit about what the motivation 
is to pay them or not to pay them. Can you just expand on that 
a little bit? 

Mr. CARMAKAL. Yes, absolutely. Thank you for the question, 
ma’am. 

So, look, most organizations, they don’t want to pay an extortion 
demand. They just feel that they have no other option. And, you 
know, for whatever reason, you know, maybe they feel like they 
need to accelerate the process of being able to recover their busi-
ness operations, or perhaps they feel like they are doing the right 
thing to minimize the impact to their customers, or to their part-
ners, or to maybe the intellectual property that they have, where 
they don’t want that information to be published on the internet 
for anybody to be able to download. 

And so, you know, I have had an evolving position on ransom 
payments. Many years ago I was in the camp of, absolutely, you 
never want to pay an extortion demand, because we all grew up 
learning that, and we all grew up understanding you don’t pay 
criminals, you—— 

Miss RICE. Yes. 
Mr. CARMAKAL [continuing]. Don’t give in to terrorist demands. 
But what I have learned is, over the years, many of my clients, 

against my recommendations, made payments and they actually 
saw relatively positive outcomes. They got access to their data, or 
perhaps they paid because they didn’t want that information that 
was stolen to get published on the internet. 

And so I recognize that there are certain situations in which a 
company may choose to pay, and they might get some temporary 
benefit out of it. It is not necessarily going to be a long-term ben-
efit. So the temporary benefit may be companies get access to their 
systems and data through the decryption tools that are provided by 
the threat actors. The potential long-term benefit is that the data 
that was stolen may never end up being published on the internet. 

But again, there’s no guarantees that things won’t show up down 
the road. And I do anticipate, over time, we will start to see threat 
actors that have been paid will end up publishing the data at some 
point down the road. And that was a pretty common thing, prior 
to 2019, for us to observe. 

Miss RICE. Mr. Reiner, that kind of brings me to one of the 
issues that you have raised, which is the need to understand and 
regulate cryptocurrency. Can you talk more about what we can do 
here, as a body, in that area? 

Mr. REINER. Thank you for the question. It was a pillar of the 
conversations that we engaged in, as part of the of the 
Ransomware Task Force. This is a major facilitating element of 
what really has accelerated what we are dealing with, in terms of 
the ransomware threat today. 

The—from my perspective—and it really has been a learning ex-
perience for me to better understand specifically what are the 
choke points when it comes to cryptocurrency, the ecosystem. 
Where exactly can we focus our efforts to try and make it so that 
criminals cannot abuse these systems? 
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These are incredibly innovative capabilities. I think that is a sep-
arate conversation. 

What can we actually do, though? We can work much more close-
ly with the community that understands these systems and how 
they work, and get into the weeds as to how they are being abused. 
I do not think that that is very clearly and well understood broadly 
within government, but also in the private sector. And I think that 
would afford a great deal of opportunities, if we have that sort of 
information exchange and transparency, and understand it. You 
will see more clearly where it is that we can do more to stop crimi-
nal abuse of those payment systems. It is an incredibly complex 
web, because so much of it is really outside of jurisdictions. 

So there is this notion that we came up—or that was often noted 
in the process, this jurisdictional arbitrage. The United States is 
not alone in this effort. We have partners internationally that we 
can work very closely with, who have the ability to do things that 
we can’t. 

Miss RICE. Well, who is doing it right? 
And, I mean, I think you mentioned that the—for Federal agen-

cies that have jurisdiction over this issue—— 
Mr. REINER. Yes. 
Miss RICE. Is it a resource issue? Is it an intellectual capacity 

issue? Are we not able to hire the best and the brightest? What— 
where is the deficit? 

Mr. REINER. I would argue, from the—so from where I sit, we see 
a wide variety of technologies that disrupt various elements of our 
society. This is a technological ecosystem that is very disruptive 
and it is incredibly innovative, and we are just behind the curve. 
We haven’t—really quite yet understood what it—how it works, 
and how to get ahead of that, from a policy perspective. I think the 
policy is really playing catchup here. 

There are folks, I think, who are out there that can be relied 
upon, as Ms. Walden noted earlier, who are interested in playing 
a role to make sure that they are—they don’t want their systems 
being abused. They want to be seen as legitimate, and they are 
willing to engage in these conversations. It is a conversation that 
we need to engender, though. 

To your question of who is doing it well, I think there is a lot 
of work that still needs to be done. Internationally, I don’t know 
that there really is one that I would point to that is really doing 
it well yet. I think there is a lot of growth that we need to see hap-
pen there. But we can help lead on that effort, from the United 
States. 

Miss RICE. Thank you very much. 
Ms. DEGETTE. I thank the gentlelady. The Chair now recognizes 

Mr. McKinley for 5 minutes. 
Mr. MCKINLEY. Thank you, Chairwoman DeGette. Thank you for 

the panel. 
I am a little frustrated that you all have put together a lot of ef-

forts to try to help out and guide us, but even Johnny Wooden used 
to say there is some confusion over efforts versus accomplishments. 
And I am frustrated over the lack of accomplishments, because our 
U.S. laws on cyber crime were originated in 1987. And then our 
last international cyber agreement originated in 2001. So cyber 
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criminals are exploiting these outdated laws, clearly, and they are 
targeting our critical infrastructure, as we have all talked about 
here, so far with it. 

And it is not just in America. Just in the last 2 years, we have 
seen a 500 percent increase in ransomware attacks and a 300 per-
cent increase in the amount of money that is being exchanged with 
this. 

So I looked back on the history of it since we have been chatting 
about this, these efforts. In the Ukraine, Russia attacked Ukraine 
in 2015 and 2016 and tried to destabilize their country. The Mexi-
can oil company has been attacked, Pemex, by ransomware. The oil 
fields in Saudi Arabia were hacked by Iran in a retaliatory move. 
And then earlier this year, the water system in Florida was at-
tacked. So—and then what you have heard also is the Colonial 
Pipeline. It was held for a ransom payment. And we understand, 
as was noted earlier, it provides oil for half the East Coast in this. 
And we saw the consequences. We saw increased prices and short-
ages with it. 

Yet these attacks on our critical infrastructure certainly, I think, 
could be mitigated with updated reforms to our international trea-
ty, including some stiff, enforceable penalties. But—and also—and 
I believe it was you, Mr. Carmakal, was talking about 
cryptocurrency, understanding and getting control over 
cryptocurrency. 

But—so what I am saying to you, as an alternative, while you 
all work your magic and efforts, what about an accomplishment— 
if we could develop a redundancy in our energy system, a backup 
system? 

For example, earlier this year Texas suffered massive outages 
after an electric generation failure. It could have been avoided if 
they had had the ability to go backup, to connect to their neigh-
boring States, to get electricity. This lack of redundancy in their 
electric grid has served as a—to me, a stark reminder as an alter-
native to avoiding problems like this. 

So—but President Biden and his people on the left, unfortu-
nately, seem to be continuing to block this optional exchange of 
building additional pipelines as a redundant system. In this report 
that was just printed back in May, it talks about how this environ-
mental council is not recommending any creation, maintenance, or 
expansion of pipelines in America. That is going to make us more 
vulnerable, to where hackers can get into our system. 

We look at the Keystone pipeline, Line 5 in Michigan; Williams 
Pipeline in New York; the Atlantic coastline, the Mountain Valley 
Pipeline, all in West Virginia, all were part of our critical national 
security, are under attack or have been canceled with it. 

So even Tom Seagal, in 2015, came before our committee, and he 
said that he could hand pick 10 engineers at Berkeley, and those 
10 engineers, within just a matter of a few days, could shut down— 
4 days, he said—in 4 days could develop a system to shut down our 
electric grid between Boston and New York. That was testimony for 
our office. So we know these hacks are going to occur. 

But what we need—what I am looking for is, how do we de-
velop—while the magic is developing, how do we deal with it? 

What are—how do we develop redundancy on this? 
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So my question to all of you is would a reliable firewall—while 
a firewall was being developed, or your systems being developed, 
would you support development of a redundant energy system for 
additional pipelines, so that if we do get hacked, we can go around 
it to—and we—I think it would lessen the attractiveness of attack-
ing our pipelines if we could do a redundant backup system. Would 
you support that, any of you? 

I will start with you—I want to call you ‘‘Dammit,’’ but I know 
that is not right. 

Dr. DAMEFF. I would support any efforts to increase healthcare 
resiliency in the face of cyber attack, broadly. It is quite difficult 
to build redundant hospitals, for example. But there are—— 

Mr. MCKINLEY. I am talking about energy. I am primarily talk-
ing about energy. I will let the other people on this committee to 
deal with some of the other matters. But I think on energy, I think, 
our national security is at risk. 

I have run out of time, so I yield back. Thank you. 
Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 

Ms. Schakowsky for 5 minutes. 
Ms. SCHAKOWSKY. So this has been pretty frustrating, actually, 

and I hear remarks like we are playing catchup, that it is—the 
cyber criminals are getting more and more sophisticated, and it 
does feel like we are—we have a lot of catching up to do. 

And I also heard that there is no one, internationally, that is 
necessarily doing better than we are. 

As a part of a legislative body—and I do believe that Chairman 
DeGette did ask the question—are there things that come to mind 
now, where we, as a legislative body—for example, I chair a sub-
committee of the Energy and Commerce Committee that deals with 
consumer protection, and I am wondering if we should be thinking 
about or getting your advice on legislation that might address the 
problem that we are facing. 

I understand that it is totally multifaceted, that the executive 
branch has a huge role to play here, that it is beginning to do more 
of that. But can you advise us on the kinds of things that we could 
play? 

I—really, anybody can jump in. You are looking, you know, ready 
to go. 

Mr. CARMAKAL. I would love to take your question, ma’am. 
Ms. SCHAKOWSKY. Mr. Carmakal? OK. 
Mr. CARMAKAL. So, first of all, look, I am equally frustrated 

about the problem. Every week it is exhausting for incident re-
sponders to have to deal with highly disruptive attacks against or-
ganizations. And it feels like every week it gets worse and worse. 

But I do want to take a moment to celebrate the wins, because 
there has been a lot of wins out there, and I don’t think we always 
celebrate that, or we don’t celebrate it enough. 

Number one, I think organizations are defending themselves 
against attacks every single day. We may not talk about that pub-
licly, but it happens a lot. 

Number two, I would like to—— 
Ms. SCHAKOWSKY. Let me just ask. Do you think there should be 

any requirements for building in these security systems? 
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Mr. CARMAKAL. I think there is a general expectation for most 
organizations to have cybersecurity controls and resiliency in place. 
Whether that is enforced by law or there is—generally expected by 
customers, I think that does exist. 

Ms. SCHAKOWSKY. Go ahead. 
Mr. CARMAKAL. Beyond that, I think there’s a number of wins. 

If you look at some of the things that government has been able 
to do over the past few weeks and months—and I am pretty proud 
and excited that the Bureau was able to recover some of the funds 
that were paid by Colonial Pipeline to the threat actors. That was 
a pretty big win. And it is exciting to be able to see some of those 
actions taking place. 

It is pretty exciting to see some of the disruption to threat actor 
botnets like TrickBot and Emotet, and some of the more nefarious 
botnets that are operating out there, and that is a good example 
of public-private collaboration and coordination. 

Ms. SCHAKOWSKY. Well, I—— 
Mr. CARMAKAL. Just this week—— 
Ms. SCHAKOWSKY. I want to just interrupt for a second. 
Mr. CARMAKAL. Yes. 
Ms. SCHAKOWSKY. And then where does responsibility mainly lie? 
Should the Federal Government be required, then, to step in if 

there has been a failure in security that should have been consid-
ered by the—either the private sector, or—— 

Mr. CARMAKAL. I think there is a shared responsibility from vic-
tim organizations, from security companies, from government. I 
don’t think any one party can handle the problem on their own. It 
is going to require a concerted effort from multiple different par-
ties, and I think we all need to step up, and we all need to cele-
brate the wins, and we need to actually continue to emphasize ef-
fort on the wins, on the things that have been happening success-
fully. 

And I look at things that the FBI is doing in terms of notifying 
victim organizations about upcoming intrusions. It is incredibly 
powerful when that happens, when somebody from the FBI calls a 
victim organization and says, ‘‘There is a threat actor in your net-
work today, and if you don’t do something about it in the next 3 
days, they are going to take your business offline.’’ A lot of times 
that victim organization actually has the ability to call in for help 
and to disrupt the threat actors and eradicate them from the envi-
ronment. 

So when we see actions like that from the government, I mean, 
it is incredible. You look at what happened earlier this week, or 
yesterday, with the indictments of a number of, you know, Chinese 
individuals that conducted intrusions over the past several years. 
Those indictments are good steps. They are good tools in the gov-
ernment’s capability to try to curb the problem. So we would love 
to see much more of that happening. 

Ms. SCHAKOWSKY. Thank you. 
Ms. Walden, you said don’t pay, that—so what is the alternative 

to that? 
Ms. WALDEN. Well, I think there are a few things that can take 

place and that Congress can do in order to prepare the country and 
to raise the maturity level of potential victims, and one is to create 
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a recovery fund of some sort so that victims aren’t alone in absorb-
ing—— 

Ms. SCHAKOWSKY. Could you turn on your microphone? 
Ms. WALDEN. Sorry, is that better? 
Ms. SCHAKOWSKY. Yes. 
Ms. WALDEN. Ah, sorry about that. A couple of things that Con-

gress can do to make sure that victims are at a maturity level to 
be able to not pay, right? 

So one of those things, for example, is raising the baseline for 
cyber hygiene, bringing everybody to a cybersecurity maturity level 
that can handle it. 

Another would be to develop a cost recovery fund that will 
allow—that will help victims absorb—and the country, really—to 
absorb the cost of critical infrastructure for having down oper-
ations. 

On the cryptocurrency piece, if I may, it is helpful to know which 
department or agency has authority over the crypto economy, 
whether it is—and the investors, right? Whether it is the SEC or 
the CFTC, that is a great start. 

So I also want to make a shameless plug for the Ransomware 
Task Force report. I think there are about a dozen or so potential 
legislative actions recommended in there. 

Ms. SCHAKOWSKY. Well, why don’t—I would like—— 
Ms. DEGETTE. I am sorry—— 
Ms. SCHAKOWSKY [continuing]. To see those. 
Ms. DEGETTE [continuing]. The gentlelady’s—— 
Ms. SCHAKOWSKY. And I yield back, I am sorry. Thank you. 
Ms. DEGETTE. That is OK. The Chair now recognizes Mr. Dunn 

for 5 minutes. 
Mr. DUNN. Thank you very much, Madam Chair, and thank our 

panel. 
You know, recent ransomware and other cyber attacks have 

highlighted our vulnerabilities, showing the difficulties in holding 
those who perpetrate these attacks accountable. And it should not 
escape any of us that the vast majority of these significant cyber 
attacks originate from within countries that just happen to be our 
greatest foreign adversaries: Russia and China. It is my belief that 
the best defense is a good offense, and that goes for ransomware, 
as well. You know, we have to put Russia and China on notice that 
they will be held accountable for these organizations operating 
freely in their company. 

So, you know, I think back to the 2014 OPM hack. It put millions 
of Americans’ records at risk, tens of millions. This was something, 
you know, that Congress and the American Government simply has 
to address. 

With that, Dr. Dameff, there has been a significant uptick in 
ransomware attacks on healthcare organizations, certainly since 
2016. Now, I was amused when you said you had never written a 
note in a chart, you had always—EMRs. You know, I actually go 
back to the days when we had a lot of paper, and we got a lot of 
work done. So I would say, while technology—and, you know, it 
certainly has made huge, you know, advantages in medicine—I am 
concerned that we are not ready for cyber attacks. Is there a single 
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vulnerability that you would point to that makes us—that is worse 
than any of our other vulnerabilities in healthcare? 

Dr. DAMEFF. Thank you so much for that question. If I could 
point to a single one, it is at the heart of what you mentioned, 
which was this hyper connectivity that was accelerated over the 
last 11 or so years by meaningful use. The thought we would 
digitize healthcare rapidly to improve care—— 

Mr. DUNN. Everything is connected to everything. 
Dr. DAMEFF. Yes, and I think the commensurate security re-

quired for that did not happen, and did not occur. And so we are 
in a position now where we have a very difficult sector, generally 
a soft target for cyber attacks and ransomware. 

And then on top of that we have a lot of demands, especially over 
the last year. The COVID pandemic has spread thin many 
healthcare delivery organizations across this country and across 
the world. And as a consequence they are left juggling many dif-
ferent constraints, of which only cybersecurity is one of them. 

Mr. DUNN. Yes, and I would daresay that we are not paying as 
much attention to cybersecurity as we were before the pandemic. 
Everybody is a little tired, I appreciate that. 

In the interest of time, I am going to switch gears a bit here. You 
know, the U.S. Government confirmed just yesterday a mass 
ransomware attack on Microsoft earlier this year was done at the 
direction of the Chinese Government. However, even before this ac-
knowledgment, anyone would be naive to believe that these recent 
ransomware attacks and cyber attacks are truly perpetuated by 
rogue criminal organizations within authoritarian China and Rus-
sia with no connection to or tacit permission from these authori-
tarian governments. 

So, Ms. Walden, Microsoft Research Asia, MSRA, located in Bei-
jing, notes on their website, ‘‘Technologies from MSRA have had a 
large influence within Microsoft and around the world, and new 
technologies are constantly born from MSRA. MSRA has achieved 
breakthrough results in many areas of basic applied computer re-
search, and these results are transferred into Microsoft products.’’ 

Many experts, regulators around the world, have come to, I be-
lieve, the rightful conclusion there is no such thing as a private 
company in China, that virtually everything that happens in that 
country happens with at least the—if not the direction of the Com-
munist Party. 

Do you believe that the fact that you are making these products 
in China makes them more or less vulnerable, more or less—or 
makes us more or less vulnerable? 

Yes, or—I mean, are we safer because of that? I don’t think so. 
Ms. WALDEN. Well, thank you for the question. As you pointed 

out, there are challenges for doing business in China. And we— 
right? And we operate on an a zero-trust basis, and we operate 
with our values. We don’t—— 

Mr. DUNN. They can compel the—— 
Ms. WALDEN. Right. 
Mr. DUNN [continuing]. Your information. I mean—— 
Ms. WALDEN. We don’t store—we store no data, no U.S. data, in 

China. And we operate on the principle of zero trust and secure 
that data. 
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Mr. DUNN. But the code is also yours, right, and theirs. The 
codes you write, the software code you write, it is theirs as well as 
yours. 

Ms. WALDEN. For Chinese products and services. But I will tell 
you this. From an investigation point of view—and I am in the Dig-
ital Crimes Unit—we go after cyber criminals and their infrastruc-
ture wherever they may be, and that will include China or Russia 
or other unfriendly jurisdictions. 

Mr. DUNN. So, I—we are—run out of time, but I would say, I 
just—like most of us, I think, we are nervous about the fact that 
you are working so closely with the Chinese Government in China. 

I liked your comment on the cryptocurrency, by the way, and it 
looks more like a security than a currency. 

With that I yield—— 
Ms. DEGETTE. The gentleman’s time has expired. The Chair now 

recognizes Mr. Tonko for 5 minutes. 
Mr. TONKO. Thank you, Chair DeGette, and thank you for the 

hearing. 
Our government has an important role in ensuring the Nation’s 

cybersecurity, especially related to critical infrastructure. I am 
sorry to say that high-profile government entities have also been 
victims of ransomware attacks themselves. In my district alone, the 
Albany airport, local 911 systems, police departments, and the Al-
bany City Government have all been among those who have been 
attacked. So, with many government agencies involved both as tar-
gets and as protective actors, I would like to try to get clarity from 
our witnesses today on just how the government can be better posi-
tioned to address this threat and help respond. 

So, Mr. Lee, can you first give us a sense of how it works now? 
When a critical infrastructure company is attacked with 

ransomware and they seek assistance from the Federal Govern-
ment, who do they call? Which agencies get involved? 

And most importantly, what services does the government actu-
ally provide? 

Mr. LEE. Thank you. I think that the candid answer would be 
that there is a lot of confusion on who to call and how to actually 
organize that. And each government agency is most certainly help-
ful: CISA, FBI, DoD, so forth. They try to help out. But the expec-
tation on the power company, energy company, and so forth, is that 
they have to talk to all of them. And there is a lot of confusion on 
what is actually going to come back as value. 

So, while there are good relationships, I think, ultimately, gov-
ernment would do better to be able to communicate with one face, 
also be able to handle .gov and the State and local agencies, as 
well, where there are a lot of cybersecurity issues, and then show 
the private sector what is working versus trying to go advocate for 
services and things to do that they may them not—they may them-
selves not be taking full advantage of. 

Mr. TONKO. So who should be that go-to, which face in govern-
ment? 

Mr. LEE. I don’t think most companies really care, but in my 
opinion it would be CISA. CISA is well established, as a civilian 
agency, to be the front door to government. That doesn’t necessarily 
mean they are the ones that are going to do all the work, but to 
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be the coordinator of the interagency process would be much more 
efficient. 

Mr. TONKO. Thank you. 
And Ms. Walden, you spent nearly a decade working on cyberse-

curity and other national security issues at the Department of 
Homeland Security. I heard your interaction with a couple of my 
colleagues on the subcommittee here. But as we consider solutions, 
are there more services that the government could provide that are 
currently either in short supply or not being provided at all? 

I heard you encouraging us to provide that full complement, but 
are there—those in short supply or not being done at all? 

Ms. WALDEN. I think—and I agree with Mr. Lee here—that there 
are services that the government can provide for free, frankly. 

I think what is in short supply are the resources, are the work-
force, the persons that are able to provide the technical assistance 
that CISA is authorized to give to private-sector, non-Federal, and 
Federal entities. There is just a shortage of incident responders, of 
pen testers, of technical staff that are able to address these issues. 

But in terms of authority, legal authority, I think they are—they 
exist across the government. I think it is our—it is the govern-
ment’s job now to really use the full weight of those authorities 
that they have. 

Mr. TONKO. Thank you. And while it may sound reasonable to 
have one agency in charge, one concern is that each industry or 
sector has very specific circumstances and needs. One agency can-
not be expected to understand perhaps all the complications of a 
ransomware attack against a power plant versus a hospital, for ex-
ample. That is why we have sector-specific agencies to coordinate 
cyber info sharing with their industry and act as industry partners. 
Over the years, however, there have been some challenges about 
how such agencies coordinate with DHS. 

So, Mr. Reiner, what improvements can be made regarding co-
ordination between DHS, sector-specific agencies, and the private 
sector to address the ransomware threats? 

Mr. REINER. Mr. Tonko, I think one of the things that we have 
been most emphatic about, coming out of the Ransomware Task 
Force effort, is that there may well be—and I think Charles spoke 
to this earlier—there are efforts that are underway that are, actu-
ally, pretty phenomenal. There are folks and departments and 
agencies and companies and individuals that are out there that are 
fighting this every day, who are actually doing an incredible job. 
And we really need to commend them. But they need help. 

And one of the things that I think that Rob was alluding to is 
that having an interagency coordinated effort, where you have that 
one door to turn to when you need that help, would be immensely 
helpful. Our argument coming out of the task force is that really 
needs to be coordinated by the White House. The National Security 
Council really is in a unique position in order to coordinate all ele-
ments of national power in a way that, really, nobody else can. 

You can look at elements like the NCIJTF. You can look at the 
JCPO that has just been stood up in DHS. Those may be helpful 
in this regard, in terms of coordinating interagency assets. But 
really, at the end of the day, from our assertion, it has got to be 
out of the White House. 
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Mr. TONKO. Thank you very much. 
And Mr. Lee, I would ask that you could also respond. I am out 

of time, but perhaps get word to the subcommittee. 
Thank you. 
Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 

Mr. Palmer for 5 minutes. 
Mr. PALMER. Thank you, Madam Chairman. I want to take this 

a little different direction. 
We have talked a little bit about law enforcement, but on June 

14th the heads of state with NATO—the NATO-allied countries 
met, and they issued a communique from Brussels and addressed 
the issue of the increasingly complex security environment that all 
these nations are dealing with. And they made this statement— 
they issued 79 statements—number 32, and I will summarize it, 
that the alliance is ‘‘determined to deploy the full range of capabili-
ties at all times to actively deter, defend against, and counter the 
full spectrum of cyber threats, including those conducted as part of 
hybrid campaigns, in accordance with international law.’’ 

But they reaffirm a decision as to when a cyber attack would 
lead to the invocation of article 5, which would be taken by NATO- 
allied nations on a case-by-case basis, and they said they recognize 
that the impact of significant, malicious, cumulative cyber activi-
ties might, in certain circumstances, be considered as amounting to 
an armed attack. That is pretty serious, and I think that is one of 
the things that we have kind of danced around, we really haven’t 
addressed. We treat all these ransomware attacks as criminal ac-
tivity, when they may not be exactly carried out by nation states, 
but in some cases—and I think, in particular, Russia and China— 
they are at least, if not sanctioned, approved. 

And Mr. Lee, I want to direct this to you because you have mili-
tary background. We have tremendous capabilities in our military 
to address this. Does it make sense for us to counterattack, and 
particularly in some of the nations where the government is really 
a group of oligarchs with tremendous financial interests? 

Just—could you address that? 
Mr. LEE. Thank you for that question. I think most people in the 

military would generally like to not get to military force. We want 
to take all mechanisms available before we get there. And I think 
there are still plenty left. 

However, to directly address the question, I think that we do 
have to draw certain red lines of what we will and will not accept 
in this country, and how we are going to respond. And when I have 
looked at the messaging of NATO and others before on that topic, 
one of the challenges not only is that we don’t specify what that 
red line is, but we don’t tell anybody what we are going to do about 
it. And so it is not deterrence, it is strategic ambiguity. 

Mr. PALMER. That is—— 
Mr. LEE. So if we are going to use military response, we better 

well define it. 
Mr. PALMER. Yes, I am not talking about an armed response. I 

am talking about in the cyber field, because they are attacking in-
frastructure. And I think our government may have a different def-
inition of what is critical infrastructure than perhaps your organi-
zation does, and that is troubling to me. I don’t think that we can 
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allow these cumulative attacks to continue, when we know that 
there—these groups are giving safe harbor in these nations. There 
needs to be a price that has to be paid. 

I want to transition a little bit away from that, and Ms. Walden, 
I do appreciate what Microsoft is doing. You have really stepped up 
in terms of law enforcement. But I am just not sure that it is 
enough. And we have had this discussion about whether or not peo-
ple should pay. And it was mentioned the percentage increase in 
ransomware attacks, and I just wonder if the fact that people have 
cyber insurance and we know that some of these ransomware— 
these hackers have hacked into these insurance companies and 
they know what certain groups are capable of paying, is the insur-
ance helping or hurting? 

I mean, when they know that they have the ability to pay and 
they negotiate outside of law enforcement, is that helping or hurt-
ing? 

Ms. WALDEN. Well, quite frankly, I don’t know if it is helping or 
hurting. I am not a cyber insurance expert. But I will say that 
there is a whole ecosystem out there that supports victims that are 
attacked by ransom. And cyber insurance companies are just part 
of that ecosystem. But whether they are helping or hurting, it is 
the victims that need to make the right business and operational 
decisions. 

Mr. PALMER. Well—— 
Ms. WALDEN. I would hope that it means to not pay, but I can 

understand when they do pay. 
Mr. PALMER. Well, one of the things that is missing out on the 

task force website, and that is whether or not people should pay, 
and the whole issue of the insurance. That seems to be a pretty 
substantial omission. 

Could you address that, Mr. Reiner? 
Mr. REINER. Yes, thank you for the question, Mr. Palmer. I think 

it really, at the end of the day, was the only item that the task 
force didn’t come to a very specific recommendation on, in terms of 
why. I think there was a general leaning toward, I think, as my 
colleagues here have noted, making it so that the least amount of 
money is going to these criminals as possible and to devise a set 
of steps so that we could actually move in that direction. 

If we were to, for instance, want to prohibit payment now, the 
ecosystem is simply not ready. It is not prepared for that sort of 
injunction. So how can we get there? 

This—the report actually does lay out a number of steps, mile-
stones, potentially, that could be taken on over the course of a cou-
ple of years to get us there. That is shoring up the defenses that 
we are working with, that is going after these criminals so that 
they don’t act with such impunity. There is a good list of steps that 
need to be taken first, and then maybe we can move in that direc-
tion. 

Mr. PALMER. I thank the Chair, and I will submit the bal-
ance—— 

Ms. DEGETTE. I thank the gentleman. 
Mr. PALMER [continuing]. Of my questions in writing. 
And I yield back. 
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Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 
Mr. Ruiz. 

Mr. RUIZ. Thank you very much, Chair. Today’s hearing is fo-
cused on ransomware cyber attacks, which are becoming a growing 
and frequent threat to our businesses, utilities, and government 
agencies. Ransomware attacks have devastating consequences on 
their victims. A company or utility being locked out of its networks 
means lots—lost of time, lost money, and, in some cases, can also 
threaten the public’s health and safety. 

In fact, I have visited Riverside County’s Information Technology 
Center in my district to see what local governments are doing to 
combat cyber threats, and I have worked with California State Uni-
versity of San Bernardino to strengthen their cyber workforce 
teaching programs, and for improved pipeline workforce for our Na-
tion. 

I would like to know more about what happens when a company 
suddenly finds its employees locked out of their computers due to 
ransomware, who they can turn to, and what more the government 
can do to help. So, Mr. Carmakal, I understand you are involved 
in incidence response at Mandiant. What do companies struggle 
with the most, or what are their barriers when faced with a 
ransomware attack? 

Mr. CARMAKAL. Thank you for the question, sir. So there is a lot 
of confusion in the early days of an incident. 

First of all, people don’t actually know what actually occurred. 
Sometimes you can figure out that you are a victim of a cyber at-
tack, because they see a ransom note that is deployed across all 
systems. When they see that note, a lot of times those—the victim 
organization may call a legal team to help them assess what to do 
next. They might call an incident response organization to help 
them investigate the intrusion. They may call their cybersecurity 
insurance provider to see whether or not the other third parties 
that they are engaging can be reimbursed. They may reach out to 
law enforcement. 

But within the first few days there is usually a lot of confusion, 
and everybody wants to get things back online as quickly as pos-
sible. They also want to assess what is the actual true impact of 
the incident. They want to understand whether or not data was 
stolen from the environment, and will that information show up on 
the internet down the road? 

And unfortunately, it is a very complex situation that often takes 
several days or several weeks to be able to investigate and to be 
able to recover the environment. Most organizations that deal with 
some kind of disruption, best-case scenario, they will be back online 
within a few days. Realistic scenario, it is going to take them a few 
weeks, possibly even months, to fully recover every system across 
the environment. Every situation is different, and there is usually 
a team of experts that victim organizations call in and ask for help. 

Mr. RUIZ. Thank you. Thank you. 
Mr. Reiner, as we have heard today, one of the most challenging 

decisions a company faces is whether or not to pay the ransom. In 
fact, whether or not to prohibit payments of ransom was the one 
key issue on which your Ransomware Task Force could not reach 
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consensus. So can you please walk us through the considerations 
here? 

And what are the most important recommendations the task 
force made when it comes to prohibiting ransom payments, and 
how did you arrive at those priorities? 

Mr. REINER. Thank you for the question. Yes, it was definitely 
a contentious discussion around this issue within the task force. 
And, as we laid down in the report, what we believe is probably 
the most appropriate way or the most effective way of approaching 
this is to have a set of steps that need to be taken in order to move 
in that direction, if that is what is chosen to be done, from a policy 
perspective. 

I think the conclusion of the task force was that, at this point, 
if you were to mandate the prohibition of payment, that it was just 
bad policy and that, again, a number of steps really need to be 
taken in order to move in that direction, one of which is to shore 
up defenses and get resources to companies and entities, munici-
palities, what have you, so that they can better defend themselves; 
take the fight to these ransomware actors in ways that we cur-
rently have not been doing, so they don’t get to operate with such 
impunity; shoring up the cyber insurance market so that it actually 
is functioning in response to the level of threats that we are deal-
ing with today. 

There is really—there’s a number of steps that we think need to 
be undertaken, concurrently—— 

Mr. RUIZ. Thank you. 
Mr. REINER. Yes, sir. 
Mr. RUIZ. Dr. Dameff, like you, I am a trained physician, and I 

know firsthand the heavy reliance hospitals have on digital records 
and network infrastructure. But people aren’t going to stop having 
medical emergencies or procedures, or practice medicine when their 
technology is taken away. What kind of procedures do hospitals 
need in order to be able to effectively operate during ransomware 
attack? 

For instance, should manual backup procedures exist for when 
electronic records and machines go down? 

How can a hospital practice paper backup for preparedness? 
And should those drills be included in accrediting bodies’ criteria 

to be accredited? 
Dr. DAMEFF. I strongly support the preparation for hospitals to 

operate under ransomware attack in a manual fashion to the—to 
restore those systems as quickly as possible, but not to rely on 
them to deliver emergent care to patients that are still going to 
come in the front door, like you mentioned, still going to come into 
the emergency department. Whether or not it should be a portion 
or a prerequisite or a condition of hospital accreditation is a com-
plicated one, depending on what level of preparation you are going 
to require of a particular hospital. 

What I can say is that there are current processes in place that 
are required of every hospital to be prepared for all hazards, things 
like earthquakes and hurricanes, for which cybersecurity disas-
ters—truly, these could be disastrous consequences for hospitals— 
should be incorporated, and should be prioritized because, gen-
erally speaking, cybersecurity attacks—sorry, cybersecurity and 
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cyber attacks—can hit any hospital without geographic predilection 
or precondition. 

What am I trying to say here is that every hospital needs to take 
this seriously. Every hospital should prepare for taking care of sick 
patients without the Electronic Health Record and other technical 
systems. Any preparation efforts for that should be supported, 
standardized, studied, and spread across the country. 

Mr. RUIZ. Thank you very much. 
Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 

Mr. Joyce for 5 minutes. 
Mr. JOYCE. Thank you, Chairwoman DeGette and Ranking Mem-

ber Griffith, for holding today’s hearing on the growing threat of 
ransomware. 

All too often we see our Nation’s critical infrastructure being at-
tacked from nefarious actors, exposing our vulnerabilities and ulti-
mately harming our citizens. As a doctor, I am aware of the grow-
ing importance of securing patients’ personal identifiable informa-
tion and medical records. This body must take a proactive approach 
to strengthen all critical infrastructure and ensure that all Ameri-
cans’ medical data is safe from those who choose to do harm. 

Dr. Dameff, let’s continue the discussion. In your experience, 
when a hospital or a healthcare system is the victim of a 
ransomware attack, how long are their systems down? Is it days? 
Is it weeks? Has it gone on for months? 

Dr. DAMEFF. Great question. We have seen the entire gamut. 
And it doesn’t necessarily always match with how prepared they 
were. It depends often on who the adversary is, what they particu-
larly deployed. 

But one thing I will say is that we need to study this because, 
looking at the latest headlines, it seems like cyber attacks are in-
creasing in sophistication, frequency, and, potentially, increasing 
downtimes. I see more a trend towards weeks to months than I do 
days, insofar as these devastating attacks are more impactful and 
would result in a longer downtime. 

Mr. JOYCE. So in this recovery response timeline after a cyber at-
tack, does the healthcare system revert to manual patient care sys-
tems? 

You said something that is somewhat frightening to me. You said 
you are a generation of doctors who have never used paper charts 
or have never written a prescription. As one of the five physicians 
on this committee here today talking to you, that is frightening to 
me. How do we respond? 

Dr. DAMEFF. I think that it is key that we incorporate cybersecu-
rity training and preparation into the next generation of medical 
education. 

Mr. JOYCE. Would that include paper? 
Dr. DAMEFF. I do. I do think that physicians should be trained 

to operate in conditions that do not have technology, or to rely on 
less connected technological backups as a stopgap measure for pa-
tient care. 

Mr. JOYCE. When talking about ways to prevent or mitigate the 
effects of a cyber attack on healthcare systems, some individuals 
talk about the cloud or having a system backed up. Are these ulti-
mately foolproof ways to ensure that a hospital system or a 
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healthcare provider does not have to pay the ransom, or the 
ransomware attack, or that patients are less impacted? 

Dr. DAMEFF. I think that this trend towards centralization of 
medical device management, for example, or electronic health 
records into the cloud is a trend we are not going to see change. 

I would defer to the specific security protections offered by such 
cloud architecture to other members of the panel, as it is not my 
expertise. But I will say that it is a two-edged sword, if you will. 
The centralization of these into the cloud means that a single at-
tack on a cloud provider offering services to many hospitals across 
the country, if attacked, could impact all of them at once. 

So that being said, many hospitals are not well equipped to de-
fend their systems, as it is. So do you offer increased protections 
from the cloud more so than you would at individual hospitals, tak-
ing the risk that, if that particular cloud provider went down, you 
know, hundreds of hospitals could be hit? 

This is something we are going to have to figure out, and, quite 
frankly, we do not have the data to make that decision currently. 

Mr. JOYCE. Dr. Dameff, I would be remiss if I did not reach out 
and thank emergency physicians, emergency nurses, emergency 
technicians as we have faced a pandemic and as you continue to 
face the ransomware attacks that are occurring in the medical com-
munity. As someone who previously worked at Johns Hopkins 
Bayview Emergency Department, I have great respect for the work 
that you continue in the face of this pandemic, and I think I ac-
knowledge that today and thank you. 

Madam Chair, I remain—I yield my remaining few seconds. 
Ms. DEGETTE. Thank you, Mr. Joyce. And I think that the entire 

panel and the entire Congress would echo your sentiments, thank-
ing—— 

Mr. JOYCE. Thank you, Chair DeGette. 
Ms. DEGETTE [continuing]. Emergency room personnel. Thank 

you. 
The Chair now is pleased to recognize Mr. Peters for 5 minutes. 
Mr. PETERS. Thank you, Madam Chair. Thanks to the witnesses 

for being here. 
Dr. Dameff, you have got all the questions, but you are from San 

Diego, so I just have to ask you a couple. 
First of all, thanks for your great work. 
And just down the street from you, a major hospital system suf-

fered this very attack, and I assume will—as they ease out of that, 
or as they climb out of that, we will learn more about what proto-
cols could be. 

I have heard you talk about making sure that, in the aftermath 
of an attack, that hospitals are prepared to operate without their 
technology, also to define protocols that hospitals might be able to 
rely on to prepare to defend themselves against these hacks. 

One question I just haven’t had—you haven’t—heard you an-
swer, and forgive me if I missed it, but should we be disconnected 
a little bit more? 

I have often wondered if there is a way to take a unit like a hos-
pital and to have some sort of way to fence it off so that they can 
operate internally in a connected way without being so exposed. 
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And that may be a question for you or for some of the people on 
the panel, but I am curious about that. 

Dr. DAMEFF. I do believe we should invest in technology that lim-
its the exposure of hospitals. Traditionally speaking, as I men-
tioned previously, hospitals are soft targets. They generally have 
flat networks, meaning that they are often employing the best 
practices for network segmentation. And as a consequence, they are 
more at risk for rapid spread of ransomware, for example. 

So this concept of isolating critical sections of the hospital and 
being able to rely on those systems without risk of ransomware 
would require a lot of those technological solutions. They are costly 
and, as mentioned previously, there are a lot of healthcare systems 
that will not have the ability to deploy such technology without re-
sources and additional guidance. 

And so, for that, I would encourage that type of isolation. But I 
fear we are not going to get to it. Instead, I think we are, unfortu-
nately, going to have to rely on just preparing for an inevitable at-
tack and limiting the damage to patient care while we wait for sys-
tem restoration. 

Mr. PETERS. And also deploying defined protocols or best prac-
tices, I guess, as it would be—maybe we could help define. 

You know, I appreciate that. And I also wanted to follow up on 
comments from questions from the Chair and from Ms. Scha-
kowsky about what the duty is of private organizations to take care 
of their stuff. 

You know, I thought a lot about Equifax—not to pick on any par-
ticular company—but there is a company that is performing a pub-
lic function with a lot of private data. And it seemed to me that 
the loss of that data to the malefactors really didn’t hit their bot-
tom line. And so I have often wondered if the companies that do 
this kind of work—sort of like, in a way, providing a public serv-
ice—are appropriately incentivized to take care of that data. 

Maybe, Ms. Walden, I would direct this to you. Your testimony 
said that we should make sure that companies make it harder to 
get in, limit the scope of damage, and prepare for the worst. I 
guess—do you believe that companies are appropriately—to 
incentivize on—from the bottom line to take care of individuals’ 
data, or is that something that the government has to define bet-
ter? 

Ms. WALDEN. First, as a victim of the OPM breach years ago—— 
Mr. PETERS. OPM, and the DNC, but I changed my cell phone 

number. That is a different situation—— 
Ms. WALDEN. Those are different situations. But I do think that 

companies need to be held to a standard to protect private data. 
But these cyber attacks are more than just about data leakage, 
right? They are interrupting business operations. 

Mr. PETERS. Right. 
Ms. WALDEN. And I do think that there is a role for the private 

sector in making sure that they prevent these criminal actors from 
getting into their systems in the first place. There are some very 
simple things that can take place that we described here: multi-
factor authentication, patching your software, et cetera. 

But all that is to say is—I think we need to raise the collective 
security of critical infrastructure owners and operators, and we— 
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we need to put the onus on both the government, to protect the 
critical infrastructure, and the private sector that owns and oper-
ates the critical infrastructure—— 

Mr. PETERS. Don’t get me wrong. I actually, really, am a believer 
that the private sector has the—is the appropriate place for these 
solutions to be investigated and developed. What I don’t—what I 
am—just to make sure that I am clear, is that I am not sure that 
companies are incentivized in a way that would make them deploy 
the best practices. 

So, even if we knew what those best practices were, even if we 
defined them from sector to sector, what is going to make the next 
company who has got private information invest in that, knowing 
that maybe the loss of that information doesn’t directly affect their 
bottom line? 

Ms. WALDEN. I would agree. I think many companies aren’t prop-
erly incentivized to protect their data. 

Mr. PETERS. I am out of my—I am out of time. I would just sug-
gest that we might want to think about defining a duty of care in 
a piece of legislation that would just make sure that everyone is 
properly noticed that they have to do the right thing. 

And Madam Chair, with that I yield back. 
Ms. DEGETTE. I thank the gentleman. The Chair now recognizes 

Ms. Schrier for 5 minutes. 
Ms. SCHRIER. Thank you, Madam Chair, and thank you to our 

witnesses. 
When we hear the term ‘‘ransomware,’’ we often think of high- 

dollar ransoms and large companies. But, as all of you pointed out, 
individuals and communities are also affected by these attacks 
when they can’t get gas to go to work, when their school or local 
hospital is impacted by an attack, or when their own data is com-
promised. 

I have heard from local hospitals about the immense cost and 
manpower it takes to try to harden a whole system to prevent a 
cyber attack—with my hospital, who is training up a workforce to 
not fall prey to phishing, and then to recruit and hire the best and 
brightest in cybersecurity, as you mentioned. 

Dr. Dameff, I can tell you, from common experience, that just a 
few hours of power outage completely handicapped my ability to 
take care of patients, so I can only imagine how this sort of thing 
would impact a hospital, especially for days on end. And you al-
ready described for my colleague, Mr. Griffith, how those impacts 
on patient care may be felt more acutely in lesser-resourced and 
rural hospitals. Could you be a little bit more specific about how 
sister hospitals, if there even are sister hospitals, local entities, pri-
vate-sector actors, and the Federal Government could better sup-
port specifically those healthcare systems, so that they have the re-
sources they need? 

Dr. DAMEFF. Thank you so much for that question. 
I think the first and most important thing is the preparatory ef-

forts to prevent and then mitigate the impacts of those attacks. So, 
looking at your particular geographic area, and understanding 
where are the linchpin hospitals, right? Which ones are providing 
trauma services? Which ones are stroke centers? 
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These types of specialized hospitals, who take care of hyper acute 
patient care, should be identified early and prioritized for that type 
of preparation, as well as resources to ensure that, when they do 
go down or when they are attacked, they are able to fail gracefully 
as much as possible, while still taking care of patients. So there is 
a preparatory step in that. 

Second, in the response phase of this, I think it is common for 
a hospital to reach out to law enforcement early. I think that has 
been a pretty common theme, in that they will reach out to the FBI 
to help with investigatory efforts and response. But whether or not 
that type of communication transcends to other government agen-
cies such as CISA or the FDA, even if medical devices are involved, 
can sometimes be—not happen. 

And so I think that is partly the responsibility of a particular 
hospital but also of the bodies that accredit hospitals as well as 
local public health authorities in being able to quickly propagate 
meaningful metrics of patient care to authorities that can help, 
who can bring resources in the hour of need to help hospitals still 
take care of patients while addressing that. 

Ms. SCHRIER. That is—— 
Dr. DAMEFF. So that type of interagency communication is lack-

ing. 
Ms. SCHRIER. That is really helpful. And I know, in Washington 

State, our Washington State Hospital Association does these kinds 
of drills with hospitals to help them prepare. 

And then, speaking of incentives, I know a hospital’s reputation 
is really integral to its ability to serve the public. It seems like one 
of the things we need to communicate to the public is that, even 
with the best preparation, these attacks are so common that you 
can still be hit. Do you think that is a role for public—you know, 
for the government, for the private sector, to kind of communicate 
this to the public? 

Dr. DAMEFF. The communication—oh, thank you very much—the 
communication of that is rather difficult. 

I have always said that there should be no competitive advan-
tage in healthcare cybersecurity, right? There should never be bill-
boards saying, ‘‘Come to our hospital, we didn’t have this happen,’’ 
because, quite frankly, I would agree with you that, because of in-
creased—the sophistication of these types of attacks, no one is im-
mune from this. No healthcare organization is immune, regardless 
of their cybersecurity budget. 

So at the end of the day, I think communicating that it is an un-
fortunate consequence of the hyperconnectivity of healthcare, that 
there are steps being done and resources provided to hospitals to 
prepare and mitigate that is key, while still trying to restore trust 
in consumers and how they approach a particular hospital for 
healthcare. 

Ms. SCHRIER. Thank you. 
Dr. DAMEFF. That is key. That is really important. 
Ms. SCHRIER. I have one last question for Mr. Reiner. 
Now, I appreciate your comments about our country not really 

being quite at the right place to be able to prohibit payment of ran-
soms, even though that might slow or stop these cyber attacks. So, 
for now, what can companies do, for example, to have duplicate 
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systems, a wall between them so that they could recover after-
wards, maybe without paying the ransom? 

Mr. REINER. So one of the pieces that we haven’t really discussed 
here today, outside of some of the elements of what companies can 
be doing to prepare, is to actually—what we discovered through our 
process is that a lot of companies actually don’t have a plan. They 
actually haven’t vetted out, at the executive level, what to do, 
whether or not to pay. And they have companies that they can turn 
to that can help them through that process, whether it is their in-
surance company, or a forensics company, or some of the folks on 
the panel here with me today. 

But actually having that in place ahead of time, companies do ta-
bletop this. They do exercise against it, but not all of them. And 
I think that is a resource that everyone should have in hand, to 
have a checklist, to have an actual plan to help make you make 
that decision if you do get hit. 

Ms. SCHRIER. Thank you very much. I yield back. 
Ms. DEGETTE. I thank the gentlelady. The Chair now recognizes 

Mrs. Trahan for 5 minutes. 
Mrs. TRAHAN. Well, thank you, Chairwoman DeGette, for this 

important, certainly informative, and timely hearing. 
The threat that hackers pose to businesses and institutions is so 

real, and the increasing frequency and severity of the attacks is 
deeply disturbing. You know, like so many of my colleagues and 
the panelists testifying today, I am concerned that cyber attacks 
are becoming especially commonplace within critical public service 
sectors, ranging from healthcare to education. In fact, a public uni-
versity in my district was recently hit by a cyber attack that shut 
down operations for a week. 

Ransomware has become one of the most attractive tools for 
criminals because of how lucrative it can be, often without much 
effort. And hackers find vulnerable caches of critical data being 
stored by organizations like hospitals, schools, and sometimes even 
local governments and then use ransomware to effectively lock the 
organization out of their own data until they agree to pay up. 

Now, what has become clear is that improving our cyber defenses 
is not enough to combat this threat. We need to, you know, find 
ways to disrupt the ability of criminals to demand and receive ran-
som payments without consequence. 

The Internet has allowed for ransoms to be paid remotely 
through digital gift cards and, of course, cryptocurrency such as 
Bitcoin. So, Ms. Walden, could you just explain what it is about 
cryptocurrencies that make them the chosen method of payment for 
ransoms in this type of cyber crime? 

Ms. WALDEN. Yes, and thank you for that question. 
So cryptocurrency, the technology underlying cryptocurrency, 

blockchain technology, allows for a transparent payment system 
that is decentralized and distributed, and it allows for, at the same 
time, pseudoanonymity. It is a complicated word to say for me, but 
that essentially means that, while you can track the transaction 
and you can see exactly, you know, the hops of money from one 
wallet to another, the on-ramps and the off-ramps, you can’t nec-
essarily see the persons behind the transaction. You can’t see the 
person that owns the wallet. 
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So that is one thing that makes it attractive. The other is that 
the transactional costs in the crypto economy are much lower than 
in the traditional fiat economy. So central banking systems are just 
more expensive. 

Mrs. TRAHAN. Sure. 
Ms. WALDEN. And then, finally, the third thing is that it is dif-

ficult to trace—not impossible, but it is difficult to trace. So—but 
it is—and it is borderless. So you can have money move quickly 
and effectively across borders. There is no central banking author-
ity that sort of maps it out. And the use of Bitcoin, in particular, 
is prevalent because it is the most widely used currency, virtual 
currency. It is easy to get, it is liquid—— 

Mrs. TRAHAN. Yes. 
Ms. WALDEN. And victims can—can easily put that into the sys-

tem. 
Mrs. TRAHAN. Yes. And you—— 
Ms. WALDEN. I hope that answered your question. 
Mrs. TRAHAN. Yes, it definitely did, and it is great to have that 

thorough answer on the record, because an oft-cited rationale for 
the use of cryptocurrency is the lack of visibility into parties con-
ducting transactions and a lack of clarity regarding government re-
lations. 

And so, Mr. Reiner, I am wondering, you know, if you could an-
swer this question. You know, cryptocurrency exchanges operate in 
the United States. They are subject to certain regulations. But, 
clearly, there are opportunities to expand the applicability and/or 
enforcement of those regulations. And if so, if you agree with that 
statement, you know, what specifically do you recommend? 

Mr. REINER. I would agree with that, and thank you for the ques-
tion. 

I think the task force, as it came together, recommended a num-
ber of steps that could be taken to—and I think it is important to 
note here that the task force’s position on this wasn’t necessarily 
that cryptocurrency is the problem, right? Cryptocurrency is some-
thing that I think can add value to—in a number of different ways, 
but that, in this instance, it is something that is being abused. 

There are a number of steps that could be taken to pull elements 
of the cryptocurrency ecosystem into existing regulatory regimes, 
whether that is expanding the application of know-your-customer 
rules, the anti-money-laundering rules that are already available. 

I think, to your—to the nature of your question, though, some-
thing that is incredibly important here is some of this is outside 
of U.S. jurisdiction, and so there—and we need to be working very 
closely with international partners so that they can be taking these 
steps with actors in their spaces to do the same thing. 

I think a number of the actors that we engaged with through the 
Ransomware Task Force process made it very clear that that is a 
conversation they want to be a part of, to positively contribute in 
that direction. I think there is real opportunity there. 

Mrs. TRAHAN. Great. Well, thank you. I am out of time. I will 
submit the rest of my questions for the record. 

Thank you, Madam Chair. 
Ms. DEGETTE. I thank the gentlelady. The Chair now recognizes 

Mr. O’Halleran for 5 minutes. 
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Mr. O’HALLERAN. Thank you, Madam Chair and the ranking 
member, for today’s hearing. 

You know, securing the infrastructure for America is critical. We 
are all in agreement with that. I haven’t seen anything today that 
would tell me that we aren’t. Issues like Colonial Pipeline, how 
many more times do we have to see this occur and not get serious 
about this? Year after year after year, something comes up, where 
this becomes an issue. And now it is a critical issue, in my mind, 
for—and I know the doctors’ minds—for the health and welfare of 
the people of America. 

Big companies have tons of cyberspace security, and even they 
are attacked frequently. Should we hope and pray that we won’t be 
targeted, or should we do something about this? 

In Arizona we are facing record heat and droughts every year. 
I am concerned what would happen to vulnerable populations, es-
pecially older Americans, if our power, water utilities, and others 
went down. Our families could be left without running water or 
power for days, weeks, who knows, as new developments and tech-
nologies occur. I hope we can learn from today that this has to be 
a priority for our businesses in America and our government. 

Ms. Walden, I am sure you agree that we need to do more to dis-
rupt ransomware. You said in your testimony that Microsoft is 
working to make ransomware less profitable and more difficult to 
employ. What does that mean? What are you doing? 

Ms. WALDEN. Thank you for the question. As you aptly pointed 
out, there is an imbalance, right, that allows ransomware to pro-
liferate: one, it is a highly profitable crime; second, there is—there 
are few barriers to entry. I could get into the crime of ransomware, 
and I haven’t coded since 1985. So it is just off balance. 

And so our opportunity at Microsoft is to disrupt its scale. And 
what does that mean? That means that we go after the infrastruc-
ture. So we go after payment systems that support the profitability, 
and we disrupt that. But we also make it harder for our products 
and services to be used to proliferate ransomware. And we make 
the entry of the criminal to—more difficult, right? 

So that means tearing down payment systems where we can, or 
the ability for ransomware actors to receive payment. And that 
means tearing down negotiation opportunities between the 
ransomware criminal gang and the victim. That means disrupting 
their ability to easily commit this crime. And that also means, from 
a threat actor perspective, working closely with our law enforce-
ment partners to bring justice to these criminals that propagate 
the crime. 

Mr. O’HALLERAN. Thank you very much for that answer. 
Mr. Carmakal, what type of information sharing is there between 

private sector and the U.S. Government when it comes to attacks 
on businesses? 

And how do we recommend—or you recommend—we can improve 
this? 

It is obvious from today that there’s a lot of areas where informa-
tion sharing does not go on. And I don’t know how this whole sys-
tem works if we don’t share that information. Mr. Carmakal, 
please. 
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Mr. CARMAKAL. Yes, thank you, sir. I think there is an oppor-
tunity for us to do a better job of sharing information between vic-
tim organizations and the rest of the world. But they need to do 
it in a way where they don’t feel like they are going to be penalized 
for having a data security incident. 

There is a common trend of victims becoming a second victim be-
cause of public shaming by other organizations, by the general pub-
lic when there is a cybersecurity incident. So we need to create an 
opportunity and facilitate a way for victim organizations to be able 
to share information about active attacks, about compromises with 
some central governing body or some agency that is able to dis-
seminate that information in a quick and actionable way. 

A lot of times when we see threat actors operate, they conduct 
intrusions at dozens of organizations at the same time. And if we 
are able to take information from one victim organization and 
share it with the community, it helps us disrupt threat actors, 
helps us increase the cost of threat actor operations, and I think 
that is one of the many ways in which we could all take collective 
actions to curb this problem. 

Mr. O’HALLERAN. I thank you. 
And Madam Chair, I just don’t believe that we are going to get 

the type of process moving forward that we truly need as a nation 
without clearly identifying how we are going to communicate with 
one another in this area, whatever privacy laws have to be placed 
or whatever has to be done to allow people to be able to talk to one 
another. 

So with that, I yield. 
Ms. DEGETTE. Thank you. I thank the gentleman. 
The committee has a storied tradition of allowing members of the 

full committee to question. And that is particularly useful today be-
cause we have our resident technology expert with us, Mr. McNer-
ney. So I am pleased to recognize him for 5 minutes. 

Mr. MCNERNEY. Well, I thank the Chair for the hearing and the 
witnesses for your testimony. I thank the Chair and the ranking 
member for allowing me to waive on this morning—or this after-
noon now. 

Cybersecurity defenses are primarily intended to safeguard orga-
nizations’ IT systems, but many critical sectors are relying on OT 
systems such as SCADA systems and PLCs to operate machinery 
or industrial controls. 

OT system attacks are increasing in severity and frequency. For 
instance, the case of Colonial Pipeline attack, the company 
proactively shut down its OT systems in response to ransomware 
attacks on its IT system. Mr. Lee, how serious and widespread is 
the ransomware threat on OT systems? 

Mr. LEE. Thank you for that question. It is significantly more fre-
quent than people would realize. There’s, you know, some weeks 
that we go where we might have five different incident response 
cases on just OT systems that never go public. 

And so I think, you know, I agree with a lot of the recommenda-
tions around removing the stigma around this. But also, we have 
to make sure that there is value back to those organizations. So 
there is a lot of desire of you must communicate to the government. 
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But if there is no value back to those organizations in doing that, 
it is just not a top priority. 

Mr. MCNERNEY. Well, is there any government support for com-
panies in dealing with live OT threats? 

Mr. LEE. I think that, while there are many great Members in 
the government and there is some expertise there, I would say that 
the OT cybersecurity expertise is very much more in the private 
sector than in government, and it is very nascent in the govern-
ment to be able to handle that. 

I would say, from a policy position, we should probably more 
proactively partner with those folks doing that work and make sure 
that we remove those barriers to get things like visibility in those 
systems. I think it was mentioned previously that you almost ben-
efit when you have ransomware by the fact that you know it. 
There’s a lot of these cases that people just simply don’t know that 
they are getting compromised. 

Mr. MCNERNEY. Thank you. 
Mr. Carmakal, over the years in your career you have helped or-

ganizations across the globe respond to some of the most cata-
strophic cybersecurity attacks and insurance instances. Based on 
your experience, what risks will ransomware attacks on OT sys-
tems pose? 

And how can the potential victim organizations best protect 
themselves? 

Mr. CARMAKAL. Yes, and thank you for the question, sir. 
Ransomware attacks against operational technology systems have 
the potential to be incredibly devastating. We had the potential to 
see true kinetic responses and impacts that everyday people may 
be able to observe. And so there is certainly a risk and a threat 
there. 

Generally speaking, a lot of organizations, they struggle to think 
about security from an operational technology perspective. Part of 
that challenge is with governance. A lot of times the person that 
is responsible for cybersecurity doesn’t always have the governance 
and authority to be able to apply cybersecurity protocols and poli-
cies on operational technology environments. A lot of times it is the 
business owner or the asset owner that is responsible for cyberse-
curity. And a lot of times those asset owners don’t actually have 
cybersecurity experience. And so there’s some fundamental chal-
lenges that are out there. 

I think we need to continue to focus on operational technology se-
curity. There is a lot of potential real-world impact that can occur 
there. And I think it is a natural evolution of the threat that we 
are seeing today. 

Mr. MCNERNEY. Thank you. 
And Mr. Lee, what role can the public-private partnerships that 

the administration announced in April play in shoring up some of 
these vulnerabilities in OT systems? 

Mr. LEE. Yes, the very first thing is partnership with the sector, 
but more specifically in actually understanding what the sectors 
need. 

A great example: There was many things recommended here 
today about patching and phishing, you know, training and similar, 
that are absolutely appropriate in the enterprise, and they would 
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make a top-10 list in operations technology security. There’s a lot 
of enterprise security people that come into operations environ-
ments thinking that the playbook that they run in IT is what they 
should do in OT. And there have been more power outages in the 
United States to people patching systems than Russia, China, and 
Iran combined. 

So when we look at OT, we need to make sure that the govern-
ment partners understand: How do you operate a gas plant dif-
ferent than a nuclear power plant? What do you need to see in 
these standards, other than just what we think best practices are 
from a higher level? 

Mr. MCNERNEY. Thank you. 
Mr. Reiner, thank you for the recommendations from the IST. 

The discussion today has been entirely focused on attacks on insti-
tutions. I am a little curious about attacks on individuals. Are 
those attacks continuing to escalate, as they are? 

Is there any resource in the government for people that need 
help in that situation? 

Mr. Reiner, you want to answer that? 
Mr. REINER. I think the preponderance of—I mean, this is a prof-

it-driven enterprise, and so the attackers are looking for those— 
they do their research, they do their analysis to find those that are 
not only the most vulnerable but are going to be the most lucrative. 
And I don’t really think that they necessarily discriminate, per se. 

I personally am not as familiar with attacks that are targeted 
against individuals, as much as they are against organizations, 
which has the large attack surface that can be taken advantage of, 
et cetera, and that has the resources, actually, to pay these ran-
soms that these criminals are really looking for. 

Mr. MCNERNEY. OK, thank you. I yield back. 
Ms. DEGETTE. I thank the gentleman, and I really want to thank 

again all of our witnesses for participating in today’s hearing. It 
was a really excellent—both the ranking member and I agreed, it 
was an excellent panel, gave us a lot of good information. And we 
will be following up with all of you on your recommendations. 

I want to remind Members that, pursuant to committee rules, 
they have 10 business days to submit their additional questions for 
the record to be answered by the witnesses who have appeared. 
And I would ask the witnesses to please agree to respond promptly 
to any of those questions that you might receive, because they will 
be very helpful to us in developing further legislation and ap-
proaches. 

Also, the ranking member and I would like to insert into the 
record by unanimous consent a report on cybersecurity by the E&C 
Republican staff dated December 7, 2018. 

And without objection, it is ordered. 
[The information appears at the conclusion of the hearing.] 
Ms. DEGETTE. And with that, the subcommittee is adjourned. 
[Whereupon, at 1:11 p.m., the subcommittee was adjourned.] 
[Material submitted for inclusion in the record follows:] 
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