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PRESERVING THE RIGHT OF CONSUMERS
TO ACCESS PERSONAL FINANCIAL DATA

Tuesday, September 21, 2021

U.S. HOUSE OF REPRESENTATIVES,
TASK FORCE ON FINANCIAL TECHNOLOGY,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The task force met, pursuant to notice, at 10:03 a.m., in room
2128, Rayburn House Office Building, Hon. Stephen F. Lynch,
[chairman of the task force] presiding.

Members present: Representatives Lynch, Himes, Gottheimer,
Lawson, San Nicolas, Torres, Williams of Georgia; Davidson, Ses-
sions, Luetkemeyer, Emmer, and Steil.

Ex officio present: Representative Waters.

Chairman LYNCH. Good morning. The Task Force on Financial
Technology will come to order.

Without objection, the Chair is authorized to declare a recess of
the task force at any time. Also, without objection, Members of the
full Financial Services Committee who are not members of this
task force are authorized to participate in today’s hearing.

As a reminder, I ask all Members to keep themselves muted
when they are not being recognized by the Chair. The staff has
been instructed not to mute Members, except when a Member is
not being recognized by the Chair and there is inadvertent back-
ground noise.

Members are also reminded that they may only participate in
one remote proceeding at a time. If you are participating today,
please keep your camera on, and if you choose to attend a different
remote proceeding, please turn your camera off.

Today’s hearing is entitled, “Preserving the Right of Consumers
to Access Personal Financial Data.”

I will now recognize myself for 4 minutes to give an opening
statement.

Good morning, and welcome to this hearing of the Financial
Services Committee’s Financial Technology Task Force. Today’s
hearing will discuss various issues surrounding the gathering,
usage, and protection of consumer financial data.

I would like to begin by thanking our distinguished panel of wit-
nesses who have agreed to testify and offer their diverse perspec-
tives as Congress and regulators grapple with the rapidly changing
landscape in this area.

The collection and utilization of consumer financial data has ex-
ploded in the past decade as the usage of smart phones, myriad
devicesx, and the Internet of Things, enhanced computational
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power and algorithms, and artificial intelligence and robotic proc-
ess automation have been combined to transform the way con-
sumers manage their finances and conduct the most basic economic
activities, while also changing the way financial services providers
have responded to consumers’ desires and preferences.

Whether using a payment processor to split a dinner bill, employ-
ing a personal financial management app to track spending, or ac-
cessing a mobile lending platform for a personal loan, consumers
and financial services providers rely more keenly on the data flow
that underpins the delivery of those services.

The consumer financial data ecosystem has also expanded be-
yond traditional banks and insurers to include data aggregators,
payment processors, neobanks, and mobile lenders employing tech-
nologies that were not necessarily anticipated in earlier legislation
and regulation.

While there is little doubt that recent emerging financial services
innovations have real potential to improve the efficiency and accu-
racy of those services, while reducing costs and fostering greater in-
clusion, the relentless full spectrum cultivation of consumer data
and the manipulation of that data raises important policy questions
about personal data protections, user control, and meaningful con-
sent to sharing that data, as well as the ultimate contours of per-
sonal privacy.

In fairness, many financial services providers, both traditional
and Fintechs, have requested regulatory guidance and greater clar-
ity in this area.

While some current laws governing financial data—the Gramm-
Leach-Bliley Act, the Dodd-Frank Act, the Fair Credit Reporting
Act, and the Equal Credit Opportunity Act—are generally instruc-
tive, there are serious gaps that leave much uncertainty, given the
transformational technology and advancements as well as changing
relationships and customer preferences that we face today.

Again, I want to thank our witnesses for your willingness to help
the task force with this work. I look forward to our discussion.

And the Chair now recognizes the ranking member of the task
force, the gentleman from Ohio, Mr. Davidson, for 5 minutes for an
opening statement.

Mr. DAVIDSON. Thank you, Chairman Lynch.

I truly appreciate that you are conducting this hearing today on
a very important and prevalent issue. Financial technology seems
to be developing at the speed of light in recent years, so it is en-
couraging to see this task force and the committee keep up with
the industry, or attempt to do so.

As I said 2 years ago when this task force held a similar hearing
on personal financial data, it is great that there is common ground
across the aisle on this topic. I think we all agree on the impor-
tance of protecting consumers’ control over their own financial
data.

But does this mean that we both, regulators and policymakers
alike, are moving fast enough to address the uncertainties in this
area? I am not convinced that we are.

However, it is encouraging to see the Consumer Financial Protec-
tion Bureau (CFPB) continuing to make progress towards a rule-
making under Section 1033 of the Dodd-Frank Act. Section 1033
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provides the opportunity to strengthen consumer control over their
personal data. When a consumer grants consent for any party to
access or hold their personal financial data, it is vital that this con-
sent is read narrowly. I am optimistic that the CFPB can ade-
quately define the proper scope of that consent.

Whether this involves limiting the specific financial activity for
which the data is needed, or the length of time it is authorized, I
expect these types of questions to be at the forefront of the CFPB’s
process as they undertake the rulemaking.

Ideally, they will conclude, as I have, that individuals have a
property right to their own data, much like a songwriter would
have protection for their lyrics or music as composed. Individuals
own the data that they create.

As things currently stand, I believe that consumers do not fully
appreciate what they are consenting to whenever they utilize third-
party financial services providers.

Please note that this is not meant as a swipe at Fintech. Apply-
ing for personal loans, conducting peer-to-peer payments, getting
mortgages, receiving financial product recommendations, just to
name a few examples, has never been easier. Fintech companies
have made financial services more accommodative than ever before.

Despite this financial revolution, we need better transparency re-
garding the relationships between financial institutions, third-
garty service providers, and the consumers who are providing the

ata.

It is encouraging to see some progress within the industry to
shift away from practices such as screen scraping, which essen-
tially circumvents any need for consent between a financial serv-
ices provider and a third party, and towards application program
interfaces.

However, 1 believe policymakers and regulators retain the au-
thority to properly shape these relationships and protect con-
sumers’ financial privacy, moving forward.

I am not going to say that regulators need to impose regulations
with technical guidance. It is best to leave those details to industry.
However, regulators can still provide consumer-focused principle-
based frameworks that will allow for innovation and competition.

I would be remiss if I didn’t acknowledge that we have some in-
dustry-specific standards in place to address consumer privacy
data. These policies can largely be found within the Gramm-Leach-
Bliley Act, the Fair Credit Reporting Act, and the Electronic Fund
Transfer Act. While Section 1033 of the Dodd-Frank Act is a step
in the right direction, we are left with a fragmented regulatory
framework when it comes to consumer data privacy protection.

I know this hearing is more narrowly focused on the 1033 rule-
making and open banking, but I think it is important that Con-
gress continues to hold the broader conversation as well.

We are in the process of developing a bill that will be called, “It’s
Your Data,” which we hope will secure that property right in law
for American citizens.

While we can all agree on the general outcome, reaching that
outcome is a complicated endeavor through Congress. I am certain
many questions here today will be rather specific and potentially
complex.
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Consumer data has become so leveraged and holds so much value
that it has, ultimately, become a very large business asset. No mat-
ter how big the financial industry gets or how much financial tech-
nology evolves, the monetary value of consumer data will never be
worth more than the fundamental right to privacy.

Our Constitution is supposed to protect the right to privacy for
every American citizen, and it is our duty to do that.

I very much look forward to hearing our witnesses’ testimony
today, and I yield back.

Chairman LYNCH. The gentleman yields back.

Today, we are pleased to welcome the testimony of our distin-
guished witnesses: Mr. Tom Carpenter, the director of public af-
fairs with the Financial Data Exchange; Mr. Raul Carrillo, an asso-
ciate research scholar at Yale Law School, and the deputy director
of the Law and Political Economy Project; Ms. Kelly Thompson
Cochran, the deputy director of FinRegLab; Ms. Chi Chi Wu, a
staff attorney with the National Consumer Law Center; and Mr.
Steve Smith, the CEO and co-founder of Finicity.

Witnesses are reminded that their oral testimony will be limited
to 5 minutes. You should be able to see a timer on your screen that
will indicate how much time you have left, and a chime will go off
at the end of your time. I would ask that you be mindful of the
timer, and quickly wrap up your testimony if you hear the chime,
so that we can be respectful of both the witnesses’ and the com-
mittee members’ time.

And without objection, your written statements will be made a
part of the record.

Mr. Carpenter, you are now recognized for a 5-minute summa-
tion of your written testimony.

Thank you.

STATEMENT OF TOM CARPENTER, DIRECTOR OF PUBLIC
AFFAIRS, FINANCIAL DATA EXCHANGE (FDX)

Mr. CARPENTER. Thank you.

Chairman Lynch, Ranking Member Davidson, and members of
the Task Force on Financial Technology, thank you for the oppor-
tunity to testify at today’s hearing.

My name is Tom Carpenter, and I serve as director of public af-
fairs at the Financial Data Exchange, or FDX. I must begin by say-
ing that FDX is currently barred from taking positions on most leg-
islative or regulatory policy issues. FDX does advocate for market-
led API standards for data sharing.

Please consider the rest of my comments today as educational
and intended to inform the task force about FDX and the way that
our work interacts with policy and legislation.

The best analog to understand FDX is the Bluetooth standard.
As consumers now know today, Bluetooth brought together many
different consumer electronics manufacturers to create standard
specifications so that consumers could use differently branded prod-
ucts in an interoperable manner.

In the same way, FDX brings together diverse financial industry
players under a common application programming interface (API)
standard. This allows consumers to share and move financial data
between financial institutions, Fintechs, and intermediaries in a se-
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cure and transparent manner, and one which is not dependent on
where one banks or which Fintech app a consumer may choose to
use.

And most importantly, adoption of the FDX API is replacing the
need for data sharing that relies on shared consumer login creden-
tials and screen scraping.

A few additional details about FDX. FDX is a nonprofit body. The
FDX API is also royalty-free. FDX currently has 200 members
across the financial sector globally, including Fintechs, banks, data
aggregators, consumer groups, payment networks, financial indus-
try groups, and other stakeholders, and I am pleased to be joined
in this hearing at the witness table by Chi Chi Wu and Steve
Smith, who both represent FDX member organizations.

And in case you thought FDX was just an interesting concept, I
am pleased to tell you that 22 million consumer accounts have been
transitioned from screen scraping to the FDX API so far. That is
22 million consumer accounts.

As this task force is aware, Fintech innovations are allowing con-
sumers to use their own financial data to lower costs, for more effi-
cient processes, better rates, and lower fees, expanding credit ac-
cess to thin-file or no-file borrowers when a traditional credit score
is limited or incomplete, and to empower better decision-making
via a consumer’s own big data, just like large companies have done
for years, so they can actually see all of their accounts in one place.

With this in mind, here are a few key points I would like to
make the task force aware of today.

First, it is critical for the task force and regulators to draw a
bright-line distinction between user permission financial data shar-
ing versus data brokerage or data harvesting.

Consumer permission data sharing, all data sharing using the
FDX API is fully controlled by the consumer and must include ex-
plicit consumer consent. Data brokers or harvesters instead collect
and sell data about consumers, often without expressed consumer
consent, control, or awareness.

Second, FDX is committed to and believes that five core prin-
ciples must be present in any system of financial data sharing or
open banking to ensure the industry serves the needs of con-
sumers.

These principles are control, access, transparency, traceability,
and security. I expand upon these in my written testimony, and I
would be happy to answer any questions about them.

Third, FDX believes that technical API standards are best left to
the financial industry rather than defined by regulators.

For a host of reasons and, again, expanded upon in my written
testimony, we believe the industry is best suited to maintain and
continually adapt standards to the needs of the market and con-
sumer demand.

As for the potential CFPB rulemaking, FDX submitted comments
to the CFPB’s Advance Notice of Proposed Rulemaking (ANPR)
earlier this year, and FDX was actually mentioned or referenced in
almost half of the comments the CFPB received.

As above, our comments stressed to the CFPB the importance of
FDX’s five principles, as well as our core belief that technical data-
sharing standards should be left to the industry.
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FDX also believes a potential CFPB rulemaking would need to
find a good balance. Consumers must be able to access and share
the full extent of their own financial data with third parties via
APIs in the same way they can today via screen scraping, including
some third parties who may have no relationship with a consumer’s
data provider.

At the same time, data providers like banks must be able to
maintain sound risk management practices and activities con-
sistent with applicable laws and regulations. FDX is hopeful that
its own certification of FDX API implementations will be helpful
here.

Finally, FDX encourages the CFPB to do more to prioritize the
adoption of market-led API standards, and to reference or acknowl-
edge these standards to further amplify the work and also to har-
monize industry standards and regulation as much as possible so
the standards are not caught between competing or overlapping or
disjointed requirements.

Thank you again for the opportunity to testify today.

[The prepared statement of Mr. Carpenter can be found on page
28 of the appendix.]

Chairman LYNCH. Thank you, Mr. Carpenter.

Mr. Carrillo, you are now recognized for 5 minutes to give an
oral presentation of your testimony.

STATEMENT OF RAUL CARRILLO, ASSOCIATE RESEARCH
SCHOLAR, YALE LAW SCHOOL, AND DEPUTY DIRECTOR, LAW
AND POLITICAL ECONOMY PROJECT

Mr. CARRILLO. Thank you.

Chairman Lynch, Ranking Member Davidson, and distinguished
members of the task force, thank you for inviting me to testify this
morning.

I offer my testimony as an associate research scholar at Yale
Law School, but I previously worked as an attorney for low-end
consumers in New York City, and as special counsel to the enforce-
ment director of the CFPB.

This morning, I repeat previous calls for policymakers to adopt
a bright-line approach to financial data regulation, recognizing
both the benefits and harms of collecting highly personal informa-
tion.

Today, a payment made with a mobile money account typically
includes a merchant, bank, payments processor, mobile device
maker, internet service provider, and an app provider.

Additionally, roughly, 50 percent of U.S. consumers and 95 per-
cent of U.S. deposit accounts are estimated to have signed up for
financial apps that frequently rely on unregulated or underregu-
lated data aggregators. All of these companies can share data wide-
ly with other corporations and law enforcement agencies. I agree
with the National Consumer Law Center that consumers deserve
more control over their data relative to banks and other financial
institutions.

That being said, consumer rights to access, review, manage, cor-
rect, and delete data can only be meaningful with a broader policy
that minimizes data collection and inappropriate usage as a first-
order principle.
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Although we should able to entrust Fintechs and aggregators to
collect data on our behalf, this collection process itself must be sub-
ject to greater accountability. Section 1033 rulemaking should pro-
mote consumer control of information but in the broader context of
data minimization, rather than maximization.

Just as the CFPB offers more control to consumers via their
agents using technologies like APIs, they must enforce Federal con-
sumer protection, including fair credit reporting laws, in this space.

If consumers are harmed, and either banks, Fintechs, or
aggregators have not provided accurate records of existing financial
information and, just as importantly, not included an explanation
of how account data has been shared, the CFPB should take appro-
priate action with the presumption that noncompliance with Sec-
tion 1033 rulemaking has led to unfairness to consumers and the
broader purpose of Dodd-Frank, with which the CFPB was en-
trusted, has not been upheld.

Beyond this, we must upgrade Federal consumer data and pri-
vacy and security laws from the notice and consent paradigm.
There are limits to the ways in which individual consumers can
meaningfully make choices about how their personal data is used.

As legal scholar Salome Viljoen argues, the very point of data
protection in the digital economy is to put people into population-
based relations with one another and predict broader trends in so-
cial and collective behavior.

Corporate and government actors frequently do not even know
the purpose of collection until after they analyze an aggregated
data set and identify proxies.

Meaningful consent cannot exist when people do not know what
information they are reviewing or to what end. As a matter of pub-
lic policy then, we should not be able to forfeit our general rights
to data privacy and security simply by clicking, “agree,” as industry
would often have us believe.

Ultimately, Congress must shift the burden of data protection
from consumers, courts, and litigators to regulators and tech com-
panies. The collusion of big tech and Wall Street in this space and
the continuing blurring of distinctions between financial and non-
financial data demand especially careful scrutiny.

Legislation should limit processing to only the minimum amount
of data strictly necessary to carry out an explicit narrow purpose,
such as the provision of a good or service requested by individuals,
and then intentional interaction. This principle itself demands a ro-
bust gorm of transparency that Section 1033 rulemaking can help
provide.

I agree with Ranking Member Davidson’s earlier comment that
privacy concerns should trump property concerns in this space. Pri-
vacy and security are especially important as we consider policies
of financial inclusion into poor communities and communities of
color.

People may volunteer payments and credit data that, when ag-
gregated, confers sensitive information about disadvantaged groups
in unpredictable ways. Public benefits, family, criminal, immigra-
tion, and national security law already provide a channel for polic-
ing troubled by civil rights concerns that is further exacerbated by
surveillance.
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Moreover, mass data collection does not solve our deeper issues
of financial exclusion. Apps are solutions to certain problems, acute
problems, but not structural problems.

The erosion of data security and privacy law and consumer fi-
nance should encourage us to move away from overreliance on
credit as a method of social provisioning, growth, and poverty re-
duction, and focus on better jobs, higher incomes, and more equi-
table economic policies.

Thank you.

[The prepared statement of Mr. Carrillo can be found on page 47
of the appendix.]

Chairman LYNCH. Thank you, Mr. Carrillo.

Ms. Cochran, you are now recognized for 5 minutes to give an
oral presentation of your testimony.

STATEMENT OF KELLY THOMPSON COCHRAN, DEPUTY
DIRECTOR, FINREGLAB

Ms. CoCHRAN. Good morning, and thank you again to Chairman
Lynch, Ranking Member Davidson, and the members of the task
force.

My name is Kelly Thompson Cochran. I am the deputy director
of FinReglLab, an independent research organization that evaluates
the use of data and technology to create a more responsible and in-
clusive financial marketplace.

We have published a number of reports on customer data access
issues, including a groundbreaking evaluation—empirical evalua-
tion—of the use of cash flow data for underwriting small business
and consumer credit.

Our research finds that the system for consumer-directed trans-
fers is benefiting many consumers and small businesses today, but
it is also creating risks and burdens that reduce its ability to create
greater customer-friendly innovation and competition.

Efforts to meet the financial services needs of underserved popu-
lations may be particularly sensitive to these risks and burdens, for
instance, where providers’ margins are already thin, or particular
populations are particularly sensitive to concerns about privacy
and data security.

Thus, improving the market and regulatory infrastructure for
customer-directed transfers has critical implications for competi-
tion, customer protection, and financial inclusion, going forward.

We are encouraged to see several Federal regulators beginning
initiatives to address critical threshold issues. While additional
work by industry and Congress will be needed to improve the
broader data ecosystem, the regulatory initiatives are critical to
help sharpen the focus of these complementary efforts.

The market today is moving towards more safer and more effi-
cient technologies for data transfers, both through bilateral agree-
ments between large players and through broader standardization
initiatives.

But progress has been slowed by competitive tensions, coordina-
tion challenges, and regulatory uncertainty. While industry-led
standardization efforts can be highly beneficial, particularly on
technical issues that are hard to enshrine in regulation, historical
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experience suggests that such efforts will be far more efficient and
effective if regulators set certain basic parameters.

Three such initiatives are currently underway. In addition to the
CFPB’s 1033 rulemaking, which we have already discussed, the
Federal Trade Commission is modernizing information security
standards for nonbank financial services providers under the
Gramm-Leach-Bliley Act, and prudential regulators are harmo-
nizing third-party service provider guidance as it applies to cus-
tomer information data transfers.

We believe that the industry efforts will be substantially
strengthened if the regulators address five key sets of issues in
their proceedings.

First, the deadline for particular groups of financial service pro-
viders to make data available upon consumer request under 1033.

Second, the scope of the data that is subject to 1033 data access
rights, the application of exceptions to that statute, and whether fi-
nancial data sources can impose additional conditions on data
transfers.

Third, the obligations of companies that are acting on behalf of
a consumer in connection with a 1033 data transfer and the re-
quirements for data recipients to safeguard that information.

Fourth, the CFPB’s plans to begin supervision of data
aggregators and other nonbank financial service providers that
compile large amounts of customer permission data.

And fifth, the scope of banks’ oversight responsibilities con-
cerning aggregators or aggregators’ customers in their downstream
handling of customer data.

Interagency coordination is critical between these various initia-
tives because they are deeply interconnected. For instance, CFPB’s
supervision of aggregators could reduce third-party risks to banks,
and third-party service provider guidance can affect the technical
infrastructure and processes for 1033 data transfers.

These regulatory initiatives will also help to pinpoint the need
for specific congressional actions. For instance, 1033 does not af-
firmatively define protections for data transferred under its provi-
sions, and while other Federal laws potentially provide safeguards,
they were not crafted specifically for this transfer system and may
not apply to all of its use cases.

More broadly, as others have discussed, there are other gaps
showing up in the financial regulatory ecosystem as players and
data practices and technologies change.

Our written testimony discusses this in more depth, things like
meaningful consumer permission while also dealing with the fact
that there is evidence of customer overload, information overload,
}n tgying to manage all of the permissions with which they are
aced.

The CFPB and other Federal agencies will likely grapple with
many of these cross-cutting issues in the course of these pro-
ceedings. But Congress has a critical role to play in creating con-
sistency across statutes.

Modernizing customer data protections would help to reduce risk
to consumers and small businesses, create a more level playing
field among financial services providers, and encourage greater in-
novation and competition, going forward.
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Thank you again for the opportunity to speak today.

[The prepared statement of Ms. Cochran can be found on page
67 of the appendix.]

Chairman LYNCH. Thank you very much.

Ms. Wu, you are now recognized for 5 minutes to give an oral
presentation of your testimony.

STATEMENT OF CHI CHI WU, STAFF ATTORNEY, NATIONAL
CONSUMER LAW CENTER (NCLC)

Ms. Wu. Thank you. Thank you, Mr. Chairman, Ranking Mem-
ber Davidson, and members of the task force for the opportunity
to testify. I am testifying on behalf of the low-income clients of the
National Consumer Law Center.

The topic of this hearing is preserving the right of consumers to
access personal financial data, and I absolutely agree. We support
the President’s Executive Order on competition and its call for the
CFPB to continue the Section 1033 rulemaking.

Access to personal financial data, in particular bank account
transaction data, has a lot of potential to benefit consumers. In
particular, it could benefit the 45 million credit-invisible consumers
who lack a credit history or have a file so skimpy that a credit
score can’t be generated.

But any access to personal financial data must be subject to what
I call, “the three Cs and one D”: consumer choice and control, com-
petition, and consumer protection; and the “D” is data security.

Think about the data that is being accessed, how sensitive and
revealing it is. Think about your own bank statements or credit
card statements, and remember, a lot of credit-invisible consumers
won’t have a credit card so they will be using their debit card a
lot.

Bank account transaction data might show when the consumer
gets paid, where they shop, what advocacy organizations they sup-
port, or which health care providers they use.

So, consumers need control. Consumers are tired of not having
control over our own personal data. We are tired of tech giants si-
lently collecting data about us to show creepy personalized ads, and
the original privacy-invading tech giants are the big three credit
bureaus—Experian, Equifax, and TransUnion—which started col-
lecting our information and monetizing it over 50 years ago without
our permission.

We need a better system with strong provisions for consumer
control, not just whether it is consented sharing, but for what pur-
poses, for how long, and control over exactly what data elements
get shared.

And no mice-type, click-wrap, pro-forma consent. It must be real,
meaningful, informed, and knowing. Dashboards such as the ones
developed by FDX are a good start. What is not good are efforts
to access bank account data without consumer control, which, un-
fortunately, we are starting to see, including a current pilot for this
company called Early Warning Services, to supply bank account in-
formation without consumer consent.

Competition. After the Equifax data breach, there was a lot of
discussion about how consumers have no control over credit bu-
reaus because we are not the customers; we are the commodity.
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And it is true. The credit reporting system is an oligopoly, really
a functional monopoly where we can’t choose between the big three
or walk away.

Data aggregators and financial account data could serve as po-
tential competition to the credit bureaus, and it could be more ac-
curate precisely because of consumer control. If an aggregator does
a terrible job with the accuracy of data, consumers should have the
ability to revoke consent and delete their data from the
aggregator’s database.

Of course, one risk we are already beginning to see is that the
big three have started purchasing alternative data providers. For
example, all three have bought consumer reporting agencies spe-
cializing in subprime credit. We would be really worried if the big
three started buying up data aggregators as well.

Consumer protection. New entrants to a market love to claim
they are the best thing since sliced bread and existing regulation
doesn’t apply to them because they are so innovative or novel. But,
not so much.

Even though they were drafted several decades ago, the Federal
consumer laws were written pretty broadly. So if it is used for cred-
it underwriting, the Fair Credit Reporting Act applies and the
Equal Credit Opportunity Act is implicated. And since deposit ac-
counts are involved, the Electronic Fund Transfer Act is implicated.

I very much appreciate that my fellow witness, Finicity, has
taken a similar position with respect to the Fair Credit Reporting
Act.

In addition, we have urged, as part of the Section 1033 rule-
making, that the CFPB should establish supervision authority over
larger participant data aggregators.

Data security. Speaking of supervision, we need supervision for
data security. Since the Equifax data breach in 2017, we have
urged Congress to transfer the data security authority in Gramm-
Leach-Bliley to the CFPB for credit bureaus, and we would urge
the same with respect to data aggregators.

At a minimum, the FTC should complete its rulemaking to
strengthen the safeguards rule under that Act. Financial account
information holds great promise, but also great risk. It could open
doors to credit from millions of underserved Americans.

But the nightmare scenario is a system where every consumer,
thick or thin file, high FICO score or not, is forced to give up their
privacy and allow each creditor, employer, insurer, landlord, and
government agency a direct and permanent digital pipeline to their
bank account data.

It is up to the regulators and, ultimately, Congress to make sure
that this data promotes consumer welfare without hurting our in-
terests.

Thank you for the opportunity to testify. I look forward to your
questions.

[The prepared statement of Ms. Wu can be found on page 85 of
the appendix.]

Chairman LYNCH. Thank you, Ms. Wu.

And Mr. Smith, you are now recognized for 5 minutes for a sum-
mation of your written testimony. Thank you.
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STATEMENT OF STEVE SMITH, CO-FOUNDER AND CEO,
FINICITY

Mr. SMITH. Thank you. I would like to thank Chairwoman
Waters, Ranking Member McHenry, Chairman Lynch, Ranking
Member Davidson, and the FinTech Task Force for the opportunity
to speak with all of you today.

My name is Steve Smith, and I am the co-founder and CEO of
Finicity, a MasterCard company. Finicity allows financial account
holders, typically consumers and small and midsize businesses, to
easily connect their accounts to a wide range of financial apps and
services.

This is often called, “data aggregation.” I spent the past 30 years
working in the technology industry. In that time, there has been
remarkable technological innovation. From the internet to mobility
to cloud computing, we have experienced massive advancements
impacting virtually every industry.

One notable technology disruption has been the use of data and
analytics. Large enterprises have leveraged powerful data and ana-
Iytics tools to gain insights on business operations, improve effi-
ciency, enhance consumer experiences, and much more.

All of this has enabled significant cost reductions combined with
enhanced revenue opportunities. For too long, we, as individuals,
families, and small and midsize businesses have not reaped the
same benefits of using our data.

Why? The technology has been too expensive or the ability to col-
lect and analyze our data has been exceptionally difficult or cum-
bersome. This is where the advent of open banking or open finance
powered by data aggregation is flipping the data experience to one
that empowers consumers and small and midsize businesses with
access control and the consented use of their data.

Open banking is enabling a wide range of financial products and
services that are transforming how consumers manage their
money, prepare their taxes, apply for loans, make real-time pay-
ments, and better understand and improve their credit.

All of this is leading to more consumer choices and better experi-
ences, along with increased financial literacy, financial inclusion,
and improved financial fitness.

Finicity has been at the center of many of these empowering ex-
periences. For example, we have enabled consumers to contribute
more data to their credit scores through Experian Boost and
through the UltraFICO score. These solutions use cash flow data
explicitly permissioned by users to help them build or improve
credit and achieve their financial goals.

So with all of this positive movement, why am I here? This is a
technological shift that is still very much in the early innings. As
it emerges and matures, Federal policymakers will play a meaning-
ful role in the direction and pace of this transformation by pro-
viding clarity on data protection expectations, data privacy require-
ments, and consumer data rights.

Clearly, consumer data protection is a must throughout the data
access and sharing process. Safeguarding the data is foundational
to accelerating innovation while protecting the consumers from
data theft.
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Equally, I believe we all agree that the privacy of personally
identifiable information is important to further consumer empower-
ment. In many respects, data privacy is about consent.

With clear and explicit consent, consumers will know where,
how, and for what purpose their data is being used. Putting them
in control enhances privacy. Data should not be shared across or
among organizations without direct and transparent consent.

Finally, and I think, most importantly, consumer data rights
must start and end with an individual’s ability to access, use, and
benefit from their data. This is foundational to open banking.

It is essential that consumers have reasonable access to all of
their financial data in possession of the data holders in a format
that they can permission for use in financial services and app pro-
viders of their choosing.

It is critical to safeguard data rights. Otherwise, the great
progress we have made so far will fade. Data rights, privacy, and
protection are an [inaudible] policy goals, each deserving focus and
critical thinking.

Trade-offs may have to be made to balance competing objectives.
Even adopting newer and better technologies can have unintended
consequences by curtailing data access. We should bear in mind
that these three goals are not equal. The consumers’ right to their
data must always be prioritized and maintained.

We need a clear regulatory framework to protect and continue
open banking in the United States. That is why we are encouraged
by the CFPB finally moving forward on a rulemaking under Sec-
tion 1033 of the Dodd-Frank Act.

When we started Finicity, we started with one simple thought:
Data is the heart of good decision-making. It is incumbent upon all
involved in this data-sharing ecosystem that consumers in small
and midsize businesses are empowered with the data they need to
make the best decisions for themselves, their families, and their or-
ganizations.

Thank you again for the opportunity to address the task force,
and I would be happy to answer any questions you may have.

[The prepared statement of Mr. Smith can be found on page 83
of the appendix.]

Chairman LYNCH. Thank you, Mr. Smith.

I now yield 5 minutes to myself for questions.

Let me ask the entire panel this, although I will select individ-
uals at various times. The General Data Protection Regulation
(GDPR) in the European Union has indicated that they have done
it from a general policy approach.

They have recognized the right to be informed, the right to access
data by individuals, the right to rectification if there is a flaw or
a mistaken statement there, the right to restrict processing, the
right to portability so that it encourages competition that an indi-
vidual can move their data, and also the right to erasure or the
right to be forgotten, so-called.

From a policy perspective, did they get that right, Ms. Wu? Have
they gotten it right or are there gaps in what we have seen them
attempt to accomplish?

Ms. Wu. Thank you, Congressman Lynch, for the question.
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Many of the principles in the GDPR are reflective of fair informa-
tion principles and, in fact, some of them are reflected in the Fair
Credit Reporting Act. Some of them were adopted in California
with their consumer privacy law.

The devil is always in the details. When you talk about prin-
ciples-based regulation, you want to drill down to the details. But,
in general, GDPR has put in place a stronger framework than ex-
ists in the United States and has served as a model, as you can
see, for some States.

Chairman LyNcH. Thank you.

Mr. Carpenter, what are your thoughts? You are trying to de-
velop this uniform standard on APIs. Would your suggested struc-
ture embrace those rights that have been articulated in the GDPR?

Mr. CARPENTER. Thank you, Chairman Lynch.

I think a couple of things are at play. Technical API standards
defined by the industry will always be subservient to any regu-
latory or policy actions that are put in place. So, whatever the in-
dustry defines, that the CFPB or other regulators define as prin-
cipl(eisdor specifics, then standards will meet those obligations as
needed.

I think it is important to think a little bit about the complexity
of the U.S. market as compared to the EU or some of the other
countries that have gone with a strong regulatory model for open
banking or data sharing.

A lot of those countries have a single financial regulator. We
have a myriad of them, a lot of times with overlapping jurisdiction
in these areas. A lot of those countries also have—the financial
services industry is held by just a few banks. We have well over
10,000 financial institutions in this country.

I think the U.S. is unique in its complexity and there will need
to be a balance between what the regulators do as well as what the
industry does.

So, I can’t comment specifically on exactly what regulators
should do or where that dividing line is. But we typically look at
open banking as a, “how,” and a, “what.”

The, “what,” is really up to regulators and policymakers. The,
“how,” is how is this accomplished? How does data move from point
A to point B? And that is what we think is best left to the industry.

Chairman LYNCH. Thank you.

Ms. Cochran?

Ms. CocHRAN. I think that the GDPR framework is extremely
helpful in the sense of thinking through the elements that need to
be decided in, really, creating robust consumer and small business
control over their own data.

But the exact policy balancing depends on the particular use case
that you are doing. For instance, we have really focused on credit,
which I think is one of the hardest cases, because while the exist-
ing credit information system—traditional credit bureaus—often
don’t require consumer consent to access data, the new system
under 1033 does.

That creates an opportunity to create a much more robust system
where consumers have more control over what is happening. At the
same time, you have to balance that against the need of creditors
to be able to access representative historical data so that they can
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develop models that are fair and predictive and do a good job for
both the customer and the lender.

So, balancing both the individual rights and the public interests
are complicated. GDPR is really helpful because it starts to think
through those questions, although I think often that the balance
may be different for particular use cases in particular situations.

Chairman LYNCH. Doesn’t much depend on consent? Meaningful,
real consent?

Ms. CocHRAN. Yes. That is one of the things that I didn’t get
much time to talk about in my main testimony.

A lot of our system today in the U.S. does depend on notice and
consent to data activities, but it is kind of a take-it-or-leave-it proc-
ess. And what GDPR does is a much more robust thought process
about how can consent be revoked, can data be deleted, and other
questions.

Thinking about consent is more than a one-time transaction. But
we also know that there is a great deal of evidence that consumers
are already overloaded by the decisions they are being asked to
make, and by the notices they are being asked to read.

One of the things that I think GDPR is struggling with and that
would come up as the U.S. looks at this is how do you make some
of those decisions simpler so that consumers can really focus on the
critical things that they need to decide, and strip away some of the
surrounding things that may be more secondary, could be more
consistent, and then make the decision more meaningful and more
powerful, in addition to those rights.

Chairman LYNCH. Thank you.

The Chair now yields to the ranking member of the task force,
the gentleman from Ohio, Mr. Davidson, for 5 minutes for his ques-
tions.

Mr. DAVIDSON. I thank the chairman. And I thank our witnesses.
I appreciate not only your verbal testimony but the written testi-
mony as well and the preparation you have done for this hearing.

Mr. Smith, a November 2019 survey by The Clearing House
found that 80 percent of financial app users were not aware that
apps may use third parties to access consumer financial informa-
tion.

From your personal experience, can you speak to the progress
that has been made within the Fintech industry that would im-
proxég customers’ awareness of how their financial data is being
used?

Mr. SmITH. Yes. Thank you very much.

With respect to the issues surrounding consent and knowledge of
consent, a lot of progress has been made. Finicity, for example,
makes it very clear that Finicity is a services provider in the mid-
dle of the consented process between the consumer and the finan-
cial institution or financial services provider that holds their data.

They see the FDX organization has also put in place a working
group and has promoted standards, Ul standards, that make it
very clear how to use consent or how to apply consent in a best-
practices format that also makes very clear the players that are in-
volved in that.

And then I would just say that Finicity, together with several
others in the industry, both data holders and technology providers,
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has started implementing at-pace dashboards that allow consumers
to understand who is involved in the consent process.

Mr. DAVIDSON. Yes. Thank you for that, and for just highlighting
the user-friendliness.

Ms. Cochran, your testimony in particular highlighted the con-
sumer-friendly nature that is really so important. A lot of times,
people will say in industry, in particular, well, it is in our terms
and conditions, and if you print it out, it is 400 pages in a 6-point
font, and sure, you just acknowledged it.

Could you elaborate on that, and how we could do this? I will
come to you next, Mr. Carpenter, because of some of the things you
have both dealt with deal with how GDPR is being applied versus,
really, our inaction in America on privacy.

Ms. CoCHRAN. Yes. There is some academic research that I think
suggests that consumers would have to spend 25 days a year read-
ing all of the disclosures that they get on digital data across all sec-
tors, not just financial services. But it is really incredible.

Clearly, we need to get much crisper about and much more cus-
tomer-friendly about the disclosures that are being done to make
them really effective just in time, adapted to digital formats. A lot
of people are reading things over their phones and really thinking
through those questions.

At the same time, as I said before, we also need to think about
how many questions are we asking consumers to answer in one
shot, and do you divide those into maybe smaller chunks to give
consumers more control as they think through their process and
different questions at different times?

So, there is a real challenge ahead. The CFPB has disclosure au-
thority that can be really helpful in this space. Consumer testing,
obviously, is going to be hugely important. I think there are al-
ready some industry efforts that are moving in that direction.

But we know that there is this broader question about overload
that is really one of the biggest challenges in this space is to make
that meaningful and manageable and quick, in a way that is help-
ful to consumers.

Mr. DAVIDSON. Yes. Thank you. And I think you also touched on
the fact that some things just have to be off the table because none
of us want to use an interface that is just a relentless series of pop-
up ads.

It is a tactic. It is not actually a real consent or choice for con-
sumers.

Mr. Carpenter, one concept, I think, that is key to the discussion
is the idea of data minimization or the idea that companies should
collect minimal data to provide the product or service.

On the other hand, many businesses collect data that is not di-
rectly tied to providing the service and, of course, they want to use
it maybe someday in the future, perhaps even for resale. Who
knows? There is no end to the amount of data that some companies
want to collect.

Mr. Smith, you made that reference that there are trade-offs. But
I was really pleased that you concluded that we are never—the
Fourth Amendment is not for sale, another bill that we are going
to try to deal with in a bipartisan way.
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Could you touch on how to strike that balance and where regu-
lators can help do that?

Mr. SMITH. Yes, thank you, Congressman Davidson.

I would say, first of all, on data minimization, it is something
that FDX is looking at in terms of defining and, really, APIs as op-
posed to screen scraping, provide far more consumer control over
your data sharing.

With screen scraping, you are sharing everything you can see,
and with APIs, you do have the ability to potentially limit data
that you share for a given purpose.

We have internal use cases that are used for certification on the
back end to ensure that the implementation of an FDX API is actu-
ally certifiable.

The question is, what can we do on the consumer front end to
possibly provide that? So, that is an area that we are looking into.

I will say, just to touch on your prior question as well, awareness
is one of our five principles, consumer awareness, and we are defin-
ing user experience.

And per the other witnesses’ testimony, we are looking at it both
on the front end—what does the enrollment look like, how many
screens does it take before a consumer just drops out, because
there are too many questions—but then also, through these dash-
boards. So, it is not just a one-time awareness but an ongoing
awareness.

Mr. DAvVIDSON. Thank you for that. My time has expired. I yield
back.

Chairman LYNCH. The gentleman yields back.

The Chair now recognizes the gentleman from New York, Mr.
Torres, for 5 minutes.

Mr. ToRRES. Thank you, Mr. Chairman.

I have a real concern that the biggest banks, in opposing a Sec-
tion 1033 rulemaking, are stifling competition and choice under the
guise of consumer protection and cybersecurity.

There are, to be sure, legitimate cybersecurity concerns sur-
rounding the consumer-authorized use of data. But it seems to me
those concerns are best addressed not by allowing the big banks to
hoard financial information for themselves but by regulating data
aggregators and by protecting consumers.

I disagree with Mr. Carpenter’s earlier statement that the stand-
ard should be left to the industry because the big banks are not
disinterested arbiters of what is best for consumers.

The banks do have a vested interest in maintaining their oligop-
oly on consumer information.

So my first question is to Ms. Wu and Ms. Cochran. Is it fair to
say that the big banks have a conflict of interest and, therefore,
cannot be trusted to make disinterested determinations about what
data to share, when to share it, and with whom to share it?

Ms. Wu. Thank you for the question, Representative.

Certainly, consumer advocates are very concerned about ensur-
ing that consumers do have the ability to share the data when they
have a meaningful opportunity to consent.

One of the things that banks early on used as a tactic to try to
prevent data sharing is to tell consumers, if you share this data via
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screen scraping and there is some sort of unauthorized use, you
will be on the hook, which we thought was just terrible.

The last person who should suffer a loss if there is some sort of
data breach or unauthorized access is the consumer themselves,
and we thought that Regulation E didn’t allow for that, and, fortu-
nately, the CFPB, in a recent FAQ, took that position as well. It
is not the consumer who is going to suffer the loss.

So we do think that a 1033 rulemaking needs to go forward, and
we are encouraged that there has been more cooperation. But, ulti-
mately, I think there needs to be some regulatory teeth, especially
if we are going to get rid of screen scraping because we can’t get
rid of screen scraping, until we have the ability for consumers at
all banks to share the data, and that is not going to happen until
you have these agreements with all institutions.

Ms. COCHRAN. I would just add a couple of thoughts.

As I said in my main testimony, there are competitive tensions
all over this market—both banks and nonbanks—and they inter-
sect in very complicated ways.

I think it is one of the reasons why it is so important for the reg-
ulators to set certain parameters to settle certain questions so that
industry can focus on then implementing in an efficient way that
actually benefits everyone once those decisions are made.

The other thing that I think is really important here is the inter-
agency coordination that I talked about, because concerns about li-
ability are legitimate open questions in this marketplace that affect
everyone, and getting better answers to those questions and getting
better answers to third-party service obligations, for instance,
intersect with competitive interests.

So if we can settle the regulatory questions, that kind of decou-
ples these dynamics that can feed on each other in ways that tend
to slow the process of the overall system and reduce the benefits
for innovation and competition that Section 1033 potentially offers.

Mr. TORRES. Thank you.

And I certainly agree that there should be regulation. As I said,
there are legitimate concerns about cybersecurity and there is a le-
gitimate concern that data regulators are, largely, unregulated and
unsupervised.

I guess my question is for Mr. Smith. I am curious to know your
obligations as a data aggregator. Do you have an obligation to pro-
vide accurate data and to correct inaccuracies and errors in data?
Do you have a legal obligation to do so?

Mr. SMITH. As an aggregator, we also maintain a Community Re-
investment Act (CRA) status and are regulated under the Fair
Credit Reporting Act (FCRA). We also have signed a number of bi-
lateral agreements with leading financial institutions that require
us to maintain compliance to certain aspects of the Gramm-Leach-
Bliley Act (GLBA), and we maintain compliance to both State and
Federal consumer privacy regulations today and also maintain
compliance to GLBA.

So, that is the scope of the regulatory framework that we fall
under.

Mr. TorgrES. And I have a question for Mr. Carpenter. I am con-
cerned about screen scraping because it involves the use of login
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credentials. What is the timeline, in your opinion, for a full transi-
tion to API?

Mr. CARPENTER. That is a great question. I wish I had a clear
answer to give to you. I think you have to think about the fact that,
and Ms. Cochran talked about this a little bit and Ms. Wu did as
well, there is a long tail in the United States.

And so, while the biggest financial institutions who usually in-
vest in their own technology stock are quickly able to move to APIs,
a lot of the community financial institutions or minority-owned fi-
nancial institutions usually use a technology core provider, so they
are waiting for that core provider to give API access or to, essen-
tially, level the playing field across all of the financial institutions.

So, I would just say bringing the core providers in, and we have
several that are members of FDX, to ensure that there is not a gap
bietv}vle(an the large and the small will help that timeline get accom-
plished.

But I think with any technology transition—we often talk about
the chip card—the magnetic stripe, the chip card transition. There
were a lot of different waypoints along the way that had to be ac-
complished before you could declare success.

Mr. TORRES. My time has expired. Thank you.

Chairman LYNCH. The gentleman from New York yields back.

The Chair now recognizes the gentleman from Missouri, Mr.
Luetkemeyer, for 5 minutes.

Mr. LUETKEMEYER. Thank you, Mr. Chairman, and thank you to
all of our witnesses today.

This is an interesting discussion we are having here. Whenever
I discuss screen scraping with my constituents and explain to them
what it is, they are aghast. They are absolutely horrified that when
they give an okay to a third party to—or to their utility company
to direct draft off their bank account, they wind up with a third
party having access to their account. They are absolutely horrified
that this is happening.

So, why do we allow that? Why do we not have a separate agree-
ment which says that if you are going to be able to screen scrape
and take that information and sell it, then the individual has to
have a separate agreement with the different company, or with a
company that is going to have a separate agreement with them
that allows them to do that and then pay them for that informa-
tion? Why is that not a viable option?

Mr. Carpenter?

Mr. CARPENTER. Thank you, Congressman Luetkemeyer.

I think it is helpful to think about the context of screen scraping.
It is an old technology. It is not a perfect technology. It has a lot
of issues.

It is also what has delivered the innovation that we have today
in the competitive financial services market, and I would argue
that without the ability for a consumer to access and share their
own data via screen scraping, again, while not perfect, we would
not have had the explosion in competition in the financial services
industry.

Mr. LUETKEMEYER. Yes, but Mr. Carpenter, let’s be honest here.
This is all done without the consumer’s knowledge. Most of your
consumers, I will guarantee you—Mr. Smith, you made a comment
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a while ago that 84 percent of people didn’t know what was going
on or they didn’t approve of who had access to their information.

Mr. SMITH. Yes, I think that was referring to a TCH survey from
2 years ago.

Mr. LUETKEMEYER. But most people don’t approve of what you
are doing. They don’t approve of screen scraping. We are sitting
here making the assumption that everybody thinks it is okay. I am
telling you that people don’t believe it is okay and, therefore, we
need to take a different perspective on this and say, whoa.

The first way you protect people’s privacy and their information
is to be honest with them up front, and say, this is what is hap-
pening with your information and how people are accessing it, un-
beknownst to you.

We are approaching this from the wrong angle, I think. If people
want to allow their accounts to be screen scraped, that is fine. That
is an individual decision. They want to be able to have other peo-
ple, other companies, have access to it so they can prevent, and
with other options and other services. That is fine.

But most people do not know what is going on and would be very
reluctant to sign a form that says it is okay to do that. So my ques-
tion is, why can’t we do that? Why can’t we have the company be
honest with them up front and sign a separate, completely different
form—yes, I understand, Ms. Cochran, we are going to have an-
other screen you have to go through and sign off on something .

But this should be in bright red letters, a whole new screen that
says when you sign this agreement you are going to give access to
the screen scrapers of the world to go with this, and this has to
be something completely different than having a third party be
able to have access to your account to make payments for you.

Mr. CARPENTER. Congressman, that is exactly what we are doing
as fast as we possibly can to move to an API realm where instead
of giving your login credentials, you are actually being taken to
your financial data provider or financial institution, you are logging
in, you are permissioning your data there at your bank on your mo-
bile app. You are then being handed back with a token or a key
so that an API does completely circumvent the sharing of login cre-
dentials.

So, the industry is rapidly moving in that direction. As I men-
tioned, 22 million consumers have currently been transitioned to
the FDX API. It is just a matter of, it does take time. You can’t
flip that switch overnight and cut off access to the consumer data
sharing that they have, and I think we are also working—

Mr. LUETKEMEYER. Whoa, whoa, whoa. Mr. Carpenter?

Mr. CARPENTER. Yes, sir?

Mr. LUETKEMEYER. You missed my whole point by your last com-
ment. People aren’t aware that this is going on. Why are you allow-
ing it to continue? Shouldn’t we as Congress, or the CFPB as a reg-
ulator, say, whoa, people are not aware that this is going on?

They should be told. There should be options presented to them.
Why can’t that be done right now? Why is this allowed to continue
to go on, when we know that people don’t know what is going on?

Mr. CARPENTER. And I would just say—

Ms. Wu. Congressman, if I may, this is one area where we com-
pletely agree. You and I are on the same page. We think that this
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sort of mice-type consent is not acceptable. We need meaningful, in-
formed, separate dashboard, separate web page consent. And not
_{ust a yes or no, but how much information to share and for how
ong.

I understand the concern about information overload. It is some-
thing we are worried about, too, and how you design the consent
is very important and that is something that FDX and others are
working on, so that it is easy.

But yes, a yes/no decision would be easy, would prevent overload,
but it wouldn’t maximize the control, and we think the consumer
should have maximum control over their own data.

Mr. LUETKEMEYER. I see my time is expired, Mr. Chairman. I
yield back. Thank you.

Chairman LYNCH. The gentleman yields back.

The Chair is very pleased to welcome the Chair of the full Finan-
cial Services Committee, the gentlelady from California, Chair-
woman Waters, for 5 minutes.

Chairwoman WATERS. Thank you so very much, Mr. Lynch. I cer-
tainly appreciate this hearing. It is very important. And it seems
as if I am agreeing with Mr. Luetkemeyer for the first time since
we have served on this committee together.

Mr. LUETKEMEYER. Isn’t that an overwhelming feeling, Madam
Chairwoman?

Chairwoman WATERS. I want to make sure, and this may have
been discussed before I came in, but I want to know about opt-out
as opposed to opt-in. I get, from the people I do business with,
something in small writing on page 15 somewhere, that says, if you
want to opt-out, you have to let us know.

And people don’t pay any attention to that. They don’t even know
what is meant by it. And if you don’t opt-out, your information is
shared with a third party, the third party shares the information
with somebody else, somebody else shares the information, and
then you get all these solicitations, people who are not only solic-
iting you for their products, and we don’t know anything about
those firms, and what protections we have, et cetera.

So, this is very simple to me. Mr. Luetkemeyer asked, why don’t
we just change it, why don’t we just make sure the consumer
knows? He talked about it a little bit differently, but my question
is very simple: Why don’t we just change the law, or make a law
that says you cannot simply offer to opt-out on page 31, and if you
don’t do it, your information is going to be shared?

Mr. Carpenter?

Mr. CARPENTER. Yes, ma’am. Madam Chairwoman, thank you for
the question. I want to be very clear up front that I am not in any
way sticking up for screen scraping in its current manner. Our en-
tire organization’s mission is to move to a new API standard.

In terms of your question, everything that happens through con-
sumer permission data sharing is directed. It is that opt-in, as you
say, directed by the consumer. They are the one who downloads the
app to start with. They are the one who goes to their financial in-
stitution to permission their data. So, none of what we are doing
with FDX is taking a consumer’s data without permission or con-
sent.

Chairwoman WATERS. Ms. Cochran?



22

Ms. CoCHRAN. Yes. I think this is an incredibly important issue,
and it cuts across 1033, Gramm-Leach-Bliley, and the Fair Credit
Reporting Act. Right now, we have Federal laws that don’t require
consent at all. They just set permissible purposes and say compa-
nies can use it within those bounds. We have laws that rely on opt-
out consent, which means the data flows unless the consumer says
no. And now, with 1033, we have a regime where the consumer has
to say yes to turn it off.

So, we have all three in our current system. We know consumers
are overloaded with the choices they are making. And so the bal-
ance between both how do we do sent well, where consumers really
understand and are making the decisions they intend to make, and
how do we, in some cases, maybe define the permissible purposes
so they don’t have to decide everything on a company-by-company
or product-by-product basis. That is why this is so complicated, and
it really requires looking more broadly, even beyond the 1033, to
get to the answers to some of these questions.

Chairwoman WATERS. And what is your recommendation?

Ms. COCHRAN. There is a lot of evidence that opt-out consent is
very sticky, that consumers don’t tend to see it, they may not be
reading those regimes. And so, I think that one in the middle is
a particularly tricky category. We know, in GDPR and some other
jurisdictions, that people are starting to look harder at purposeful
purpose regulations so that consumers don’t have to decide every-
thing, or that there are gradations and tiers to how many things
that they are asked to decide quickly in one setting. And I think
looking closer at both of those options is potentially really helpful.

Chairwoman WATERS. I want to be very clear that on the opt-out
opportunity, if you do nothing, that means that you opted in, is
that correct?

Ms. COCHRAN. Right.

Chairwoman WATERS. Something is wrong with that. Thank you.
I yield back the balance of my time.

Chairman LyNCH. Madam Chairwoman, I am going to yield to
Mr. Carrillo to ask him to offer his observations on this.

Mr. CARRILLO. Thank you very much. Thank you very much,
Chairman Lynch, and thank you for the question, Chairwoman
Waters. I think that permissible purpose regulation is necessary at
this point and we need to go beyond the notice and consent para-
digm. It is possible, within notice and consent laws, to allow for
click-wrap contracts, as the National Consumer Law Center has
noted, that give companies the ability to harvest data based on the
agreements, but data that is far more than what was intended by
the consumer.

So, the agreement between the consumer and a company is not
the appropriate site of regulation. We need to establish a longer list
of how companies can use data, and to what end. There are still
tricky questions as to intent, but it is a better frame to look at this
from a broader perspective of public policy rather than identifying
what consumers understand or not at the point of sale or point of
agreement. Thank you.

Chairman LYNCH. I thank the gentleman.
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The Chair now recognizes the gentlewoman from Georgia, Ms.
Williams, who is also the Vice Chair of our Subcommittee on Over-
sight and Investigations, for 5 minutes.

Ms. WILLIAMS OF GEORGIA. Thank you, Mr. Chairman. Thank
you for holding this hearing today for this important task force.

Anyone who follows my work in Congress knows that closing the
racial wealth gap, which in my home of Atlanta, unfortunately is
the worst in the nation, is the goal that I infuse into all of my pol-
icy work, especially my work here on the Financial Services Com-
mittee. In Congress, we have to be sure that financial innovation
proceeds in a way that doesn’t just deliver benefits to a few but to
all, especially those most marginalized.

Today, I would like to focus on how we ensure personal consumer
data is not used to reinforce racial and other biases. The discus-
sions that we have here and the policy that we pursue will deter-
mine the level of progress that we make toward building an econ-
omy that is inclusive and fair for all.

Ms. Wu, in your testimony you mentioned that we need to be
looking out for and preventing disparate impact when it comes to
data used for credit purposes. Could you elaborate on what best
practices Congress can employ to make sure that we’re picking up
on any broad patterns of disparate impact? How can Congress be
sure we are addressing any issues through legislation as needed,
and making sure that the CFPB and other agencies are writing ap-
propriate and timely rules of the road?

Ms. Wu. Thank you for the question, Congresswoman Williams.
Certainly whenever big datasets are used, whether it’s new data,
like cash flow information, or old-fashioned data, like credit re-
ports, one of the things that you really want to look for is racial
disparities and disparate impact. We know, as a baseline, that
credit reports and credit scores exhibit huge racial disparities.

Cash flow information and the work by FinRegLab shows that it
may be more promising as a source of information, but it is still
going to show racial disparities. Why? For a number of reasons.
First, it still reflects fundamental underlying racial disparities in
economics in our society, and second, overdrafts. Cash flow infor-
mation will never truly be able to benefit consumers of color until
we get rid of overdraft abuses, because that is one of the key things
that they look for in cash flows, and we know overdrafts hit minor-
it]gf consumers a lot harder. We have to deal with the overdraft
abuses.

With respect to big datasets and artificial intelligence and ma-
chine learning, one of the things we have seen is that they are not
free of racial disparities. They reflect back what exists. If you take
a dataset that inherently has racial disparities, and you have the
AT or machine-learning model learn from it, it is just going to rep-
licate it. And the problem is, people think, oh, AI and machine
learning, there is no bias, but there is. It is all a reflection of the
underlying data that is a reflection of the inequalities in our soci-
ety.

And so, we need to be cognizant of that. We need to be aware
of that. The unequal position of African Americans and Latinx con-
sumers in this society was built from decades and centuries of in-
tentional discrimination, and we are not going to deal with those
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disparities until we intentionally try to address them consciously.
If you just say, let’s treat everyone equal, that is not equity and
that is not going to do it.

Ms. WILLIAMS OF GEORGIA. Ms. Wu, you just mentioned that
Black consumers are desperately impacted by bank overdraft prac-
tices, and that we should keep this in mind when related to con-
sumer data, to whom consumer data is employed. So, how could
greater use of no-fee accounts address the underlying disparity in-
forming the data, going forward? Can you tell us the importance
of simultaneously addressing concerns with the data used and dis-
parities that inform the data being used?

Ms. Wu. Certainly, there have been a lot of efforts to provide
bank accounts for folks who have struggled with overdrafts, ac-
counts that don’t impose overdrafts and overdraft fees, that don’t
allow people to overdraft with their debit cards, which is a huge
problem, that don’t reorder transactions. And efforts by organiza-
tions to promote banking are very helpful. And you can’t get cash
flow bank account information if you don’t even have a bank ac-
count, and we know there are also disparities on who has a bank
account. And we know that lots of consumers, low-income and mi-
ngrity consumers are driven out of the banking system by overdraft
abuses.

So yes, efforts to get unbanked consumers into bank accounts
that are low-fee and safe are really important, but what is really
more important is congressional action to just tamp down on those
overdraft abuses and make sure that they do not hit all consumers,
not just the ones who are able to benefit from no-fee and safe bank
accounts.

Ms. WILLIAMS OF GEORGIA. Thank you, Ms. Wu. I am out of time,
Mr. Chairman, but I do have another question around technology
and broadband access that I will submit for the record, and hope
that one of our esteemed panelists can provide some answers on
that as we continue to move forward in this work.

Thank you, and I yield back.

Chairman LyNcH. I thank the gentlelady, and we welcome her
question.

The Chair now recognizes the gentleman from Wisconsin, Mr.
Steil, for 5 minutes.

Mr. STEIL. Thank you very much, Mr. Chairman. I would like to
dive in, Mr. Carpenter, if I can, with you. In your testimony, you
talked about the, “what,” and the, “how,” of open banking. I
thought it was well said, the, “what,” being the question of which
data fields are shared and under what agreements or restrictions,
and the, “how,” more of the technological question.

I think another really appropriate question for us, and I would
love to have you speak to it, is what is the appropriate role of the
Federal Government in helping to address those two questions that
you posed?

Mr. CARPENTER. It is a good question. I wish that I had the per-
fect dividing line for you. I tried to set it up. I think what has hap-
pened in the U.S. is many will say, oh, the U.S. is so behind in
open banking. The truth is, we are actually in front. If you look at
the number of consumers who have access to their data, and the
ability to use it in innovative Fintech services, we are actually
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leading the world in that regard. And so, I would argue that the
CFPB and other regulators have actually taken an appropriate
time to watch the industry mature in this area.

That said, where there are friction points, the Federal Govern-
ment may need to step in to decide some of these issues. Industry
standards can do a lot, but we are not a silver bullet. We cannot
answer every single sticky policy question. I think where the gov-
ernment might see friction between the industry or the inability to
come to a decision on, say, the scope of data or the like, it may be
a role for the Federal Government to step in.

Mr. STEIL. Thank you. Mr. Smith, I would like to hear your
thoughts on the same thing. Hearing kind of his take, could you
give us any thoughts as to what the appropriate role is for the Fed-
eral Government?

Mr. SMITH. Yes. I think when you take a look at some of the con-
flicting aspects of this, as I spoke to in my oral testimony, you often
run into situations where underregulation of financial institutions
are, and rightly so, very concerned and very focused on safety and
soundness. Safety and soundness gives way to data security, data
privacy, gives way to limitations on the types of data that might
be accessible.

So, when you look at rights to access, regulation would be help-
ful, clarity would be helpful to determine the types of data and
scope of data that can be accessed for particular use cases, for ex-
ample.

These are the kinds of things that, as a data aggregator—and 1
would just say, we've been leading the industry and signing bilat-
eral agreements with financial institutions. By the end of this year,
we will have greater than 60 percent of our data, 60 percent of the
data flowing through our access pipes, integrations, through API
integrations, that use a lot—there is an authentication method-
ology and do not collect credentials. And we further will have, in
the pipeline, another 20 percent of the market coverage in integra-
tion development.

And so, these are some of the key issues with which we deal.

Mr. STEIL. Let me build on that a little bit, because I think in
your written testimony you comment on some other countries and
their open banking policies, and I want to get back to Mr. Car-
penter as well on the same question. Looking at what other govern-
ments have done as far as government intervention in the private
market in this space, what lessons have been learned about the ap-
propriate role of government regulation in this space?

Mr. SMITH. Yes, I think Mr. Carpenter’s comment was that the
U.S. has certainly been leading from an innovation perspective and
has more of a wait-and-see attitude from a regulatory perspective,
where other countries have been a bit more aggressive or proactive,
from a regulatory perspective.

Mr. STEIL. And knowing that they have been more aggressive or
more proactive, your term, what do you think the lesson learned
is from that?

Mr. SMITH. Yes, I think there is a benefit to understanding what
the use case and the value proposition is to consumers and forming
regulation around ensuring that consumers are not harmed in any
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way and that the value proposition associated with open access to
data is maintained.

Mr. STEIL. Okay. Let me jump back to you, Mr. Carpenter, on
the same topic. What lessons learned do you see from government
intervention, in particular in foreign countries?

Mr. CARPENTER. I would argue that the lesson learned is that
you can’t really go with all one approach or the other. There really
does probably need to be a hybrid approach. When you have an en-
tirely regulatory-dictated system, you end up with compliance
versus actually meeting the needs of the market.

What standards are able to do is actually follow the consumer:
Where is the demand? Where does the market actually need defini-
tion and standardization? It doesn’t mean that there may not be
room for principles-based regulation or regulation or government
action that solves some tough questions. So, I would argue that
what we have seen is that you probably do need a little bit of a
mix of everything.

Mr. STEIL. Thank you very much. I apologize that with the time,
we couldn’t get to all of the witnesses. I yield back.

Chairman LYNCH. The gentleman yields back.

Well, together with the ranking member, the gentleman from
Ohio, Mr. Davidson, I would like to thank our witnesses for their
testimony today.

The Chair notes that some Members may have additional ques-
tions for these witnesses, which they may wish to submit in writ-
ing. Without objection, the hearing record will remain open for 5
legislative days for Members to submit written questions to these
witnesses and to place their responses in the record. Also, without
objection, Members will have 5 legislative days to submit extra-
neous materials to the Chair for inclusion in the record.

This hearing is now adjourned. Thank you.

[Whereupon, at 11:21 a.m., the hearing was adjourned.]
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Chairwoman Waters, Ranking Member McHenry, Chairman Lynch, Ranking Member Davidson, and
Members of the Task Force on Financial Technology, thank you for the opportunity to testify at today’s
hearing. My name is Tom Carpenter and | serve as the Director of Public Affairs for the Financial Data
Exchange (FDX).

FDX is an international, nonprofit organization operating in the US and Canada that is dedicated to
unifying the financial industry around a common, interoperable, royalty-free standard for the secure and
convenient access of permissioned consumer and business financial data, aptly named the FDX
Application Programming Interface (FDX API). FDX is currently comprised of over 200 data recipients
like fintech companies, data providers like financial institutions, and data access platforms like data
aggregators, as well as consumer groups, payment networks, financial industry groups and other
stakeholders in the user-permissioned financial data ecosystem. FDX is an independent subsidiary of the
Financial Services Information Sharing and Analysis Center (FS-ISAC).

In essence, FDX operates as a Bluetooth-like specification to enable APl-based financial data sharing
with fintech services. Just like Bluetooth, FDX has brought together diverse financial industry players
from banks to fintechs, data aggregators to consumer groups, payment networks to industry
associations and many stakeholders in between to define a common API standard so that the financial
industry is not fragmented into a maze of proprietary standards. Just like Bluetooth offers consumers
the ability to use different consumer electronic products in an interoperable manner, regardless of
manufacturer, FDX is defining a common standard so that sharing and moving financial data between
financial institutions, fintechs and intermediaries is seamless, secure, transparent, consumer centric,
and not dependent on where one banks or which fintech app they choose to use. And most importantly,
through implementation of the FDX API, users within the financial data ecosystem are able to be
securely authenticated without the sharing or storing of their login credentials with third parties. In fact,
through broad adoption of the FDX API, screen scraping, or the retrieval of financial account information
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with a user’s provided login credentials, will eventually come to an end, and the flow of user-
permissioned data between banks, aggregators, fintech applications, payments, and online lending, for
example, will be more secure and reliable.

The good news today is that FDX is not just an attempt at such industry standardization and transition to
APIl-based financial data sharing. Rather, and less than three years since its founding, FDX is a roaring
success. FDX has surpassed 200 members that all work through FDX’s over 30 different working groups
and task forces to continue developing and enhancing the FDX standards. The FDX APl itself is being
implemented broadly across the financial services industry and will soon be certified for required data
elements, technical conformance and availability. The FDX APl is currently used by 22 million consumer
accounts in the US and Canada for financial data sharing. Further, the FDX API currently defines over 620
unique financial data elements that consumers can access, share and leverage for their own financial
benefit, making it one of the most robust open finance APIs in the world today.

Scope of Testimony:

My testimony today is drawn from the insight and perspective FDX has gained as an industry standards
body with diverse membership* across the financial services ecosystem. In this, my hope is to provide
the Task Force with a vantagepoint into the relationships between financial data providers? (i.e.,
financial institutions and banking organizations), data recipients? (i.e., third-party financial technology
companies or fintechs) and data access platforms* (i.e., data aggregators and ecosystem intermediaries)
in relation to user-permissioned financial data sharing. In addition, my testimony is intended to inform
the Task Force about the progress and maturity of FDX since its launch less than three years ago,
including a detailed view of FDX’s mission, structure, and vision to implement common, interoperable,
and royalty-free technical standards for user-permissioned financial data sharing.

As a technical standards body, FDX is currently barred from taking positions on most legislative and
regulatory policy issues. FDX does engage in “educational advocacy” to ensure that regulators,
legislators, and policymakers are educated and fully aware of the work FDX is doing, the way this work
interacts with certain policies and regulations, and the way innovations across the financial services
ecosystem are giving consumers and businesses the ability to securely use and share their financial data.

1 FDX Members

2 From FDX Taxonomy of Permissioned Data Sharing v. 1.1: Data Providers: the entities who hold End Users’
Financial Account Information, including, without limitation to banks, credit unions and brokerages.

3 From FDX Taxonomy of Permissioned Data Sharing v. 1.1: Data Recipients: service companies, applications
(financial apps), Fintechs, financial institutions, products and services where End Users (on their own or through
their End User Delegates) manage or act on their finances, whether actively managing their finances (such as
moving money or applying for credit) or passively doing so (such as garnering recommendations or insights).

4 From FDX Taxonomy of Permissioned Data Sharing v. 1.1: Data Access Platforms: intermediaries that facilitate
financial data access, transit, storage and/or permissioning on behalf of Data Recipients or End Users, also
commonly referred to as “data aggregators”. In some cases, Data Access Platforms may not have a direct
relationship with the End User. The data may be passed through without modification or may be normalized in line
with permitted objectives (e.g., parsed for readability or used to confirm other data). Data Access Platforms should
not be misidentified with parties who do not obtain End Users’ consent but gather data, sometimes referred to as
Data Brokers5 or Data Harvesters.



30

FDX also advocates for technical specifications and standards designed and implemented by the
financial services industry for user-permissioned data sharing as opposed to regulatory or government
mandated technical standards.

Ultimately, FDX believes open banking or open finance has two halves — a “What” and a “How.” The
“what” is often determined by legal agreements between financial services entities or defined in
legislation or regulation. The “what” encompasses many of the decisions and guidance about financial
data rights, determinations about what constitutes derived data and the way different entities and roles
within data sharing are regulated.

On the other hand, the “how” of open banking or open finance involves the technical means and
methods that enable the full scope of user-permissioned financial data to be securely shared and
transmitted between data providers, data access platforms and data recipients. This “how” is where FDX
is succeeding in defining a common, interoperable and royalty-free APl standard and accompanying
guidance so that financial data sharing is consumer-centric, complete, secure and uniform regardiess of
where a user banks, what financial services they access or what fintech apps they may choose to use.

Considering this, and in the context of the ever-changing roles and relationships between different
financial services entities involved in financial data sharing, FDX believes it is important to provide the
task force with a perspective on how user-permissioned financial data sharing is actually working in the
market today.

Historical Snapshot of Standardization of User-Permissioned Data Sharing

Over the last two decades, significant innovation in financial services has been driven by end user
demand for online financial management services, payments, credit decisioning and more that requires
access to and sharing of financial data. While these new financial technology tools are often provided by
companies that are not affiliated with an end user’s primary financial institution, financial institutions
themselves also offer financial technology products and services to their customers and are increasingly
on the receiving end of financial data from other financial institutions as directed by their customers.

To utilize these services, users need the ability to be authenticated so they can authorize access to their
financial data from their financial institutions to other financial data parties in a convenient, secure, and
reliable manner.

In order to give these parties access to their financial records, end users have historically provided their
login credentials to financial applications or data access platforms (known as credential-based access). in
most cases, financial apps do not store a user’s login credentials, but instead pass these credentials via
an Application Programming interface (API) to the data access platform. The financial application or data
access platform can then access the financial institution website and retrieve the users’ data (this
process is known as screen scraping).

While credential-based access and screen scraping have provided a pathway for consumers to use and
share their own financial data to date, this legacy technology is inefficient and places stress on financial
institutions due to the number of automated logins. Finally, and most importantly, this method of
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consumer authentication and data access requires the sharing of sensitive consumer login credentials
and provides limited consumer control over the amount of data consumers share with third parties.

Fortunately, market adoption of a more efficient and secure method of data sharing began a few years
ago and should eventually replace shared login credentials and screen scraping in most scenarios.
Specifically, tokenized access, in concert with APl-based data collection, allows a user to be securely
authenticated by their own financial institution and authorize the data provider to supply only the data
they want to share. In fact, APis make user-permissioned data sharing easier, more accurate and more
secure. Not only do they remove credential sharing and provide dedicated data access, but APls provide
the ability for data providers to give consumers control over the type of data that is shared, with whom,
for how long and for what purpose.

While the advent of APIs for financial data sharing has begun to change the user-permissioned data
landscape, there was still a missing element — standardization. In fact, without standard APls and
additional standardization of authentication, authorization, certification, user experience and consent
guidelines, financial institutions, financial data access providers and fintech applications and services will
remain fragmented - using incompatible APIs, different data scopes, processes and even definitions for
how a user is able to permission use of their own financial data.

Accordingly, FDX was born out of a desire among all entities in the user-permissioned financial data
ecosystem to have standardized APIs available that can replace the need for screen scraping for the
same user-permissioned financial data elements.

Key Points for the Task Force:

In an effort to provide the task force with thoughts on issues as requested in testimony for this hearing, |
would like to list a few key points that | believe are critical for the task force to understand and consider
related to the current state of consumer data sharing, industry standardization and the benefits that
permissioned financial data sharing is delivering to consumers and small businesses.

Five 5 Principles of Consumer Data Sharing

The ability for consumers to access and share the entirety of their own financial data, whether via
authorized or direct access, is the central pillar upon which FDX is built. And FDX believes accessible,
user-permissioned financial data sharing inherently gives consumers control of their data. Such an
approach empowers End Users to better understand, leverage, and benefit from their own financial data
and improve their financial lives. A consumer-centric approach also facilitates greater consumer
protection and full access to financial data that can improve financial literacy, financial decisions, and
financial convenience.

In order to deliver a system of financial data sharing that provides these consumer benefits, FDX
believes five core principles must be present to ensure that all participants in the user-permissioned
data sharing ecosystem serve the needs of consumers. These are:

1.} Control - Consumers should be able to permission their financial data for services or
applications.
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2.) Access — End Users should have access to their data and the ability to determine which entities
will have access to their data.

3.) Transparency - Individuals using financial services should know how, when, and for what

purpose their data is used. Only data that is required to provide such services should be shared
with the organization providing the service.

Traceability - All data transfers should be traceable. Consumers should have a complete view of
all entities within the user-permissioned financial data ecosystem that are involved in the data
sharing flow.

Security - Financial data parties should follow industry best cybersecurity practices across the
whole of their organization for safety and privacy of data during access and transport and when
that data is at rest.

4.

R
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Benefit of user-permissioned data sharing:

Before anyone coined the term open banking or open finance, consumer demand for budgeting,
payments, digital lending, importing tax data and other fintech applications served as a catalyst for the
innovative and diverse financial services marketplace we have in the U.S. today. And consumers are the
beneficiaries of this competition and innovation because they now have more choices, great efficiency
and lower costs for financial services. Some specific benefits of consumer permissioned financial data
sharing include:

1.) Enhanced transparency into one’s financial circumstances - Put simply, the ability to access and
share the full extent of a consumer’s financial data now ailows consumers to actually see their
money, debt, investments and bills all in one place which allows for better management and
more informed financial decision making.

Expansion of credit access and lower cost of credit - Financial data sharing is accomplishing a
fong-held goal of this Committee by broadening credit access to thin-file or no-file borrowers
because lenders are able to determine credit worthiness from cash flow data when a traditional
credit score is Hmited or incomplete.

Increased financial literacy and utilization of financial data — Financial data sharing is giving
consumers the same powerful tool that many companies have utilized for years — Big Data. And
while the notion of big data often has a negative connotation, when a consumer has the reins of
all of their own data, they are able to better understand their own financial lives and use it to
leverage better financial outcomes.

Lower Costs — The provision of digital and automated financial services tools help consumers
manage their money, including by avoiding overdraft fees and lowering lending costs due to
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more efficient processes, a better determination of credit worthiness, better rates and lower fee
products.

Distinction of User-Permissioned Financial Data Sharing vs Data Collection & Data Harvesting

it is important for the task force and regulators to consider a bright line distinction between user-
permissioned financial data sharing, and activity undertaken by actors like data brokers or data
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harvesters. From an FDX standpoint, | want to stress to the Task Force that all financial data used and
accessed through the FDX APl standard must be user permissioned. In other words, no financial records
will be accessed without a consumer’s full permission and control. This contrasts sharply with practices
where data about consumers is collected and/or sold without express consumer consent, consumer
control or consumer awareness. This distinction is important as the Task Force and Committee consider
privacy questions about financial services activities involving consumer financial data.

Technical Standards Best Left to Industry

FDX firmly believes that market-led standards are best suited to define the technical aspects of user-
permissioned data sharing in the US market. FDX believes it would be a mistake for Congress or the
CFPB to attempt to define technical standards in any way.

Common, interoperable, royalty-free, and market-led technical standards not only maintain accessibility
and innovation in the financial services industry but propel them forward. Specifically, common market-
led standards level the playing field and lower the barriers to entry for market entities of all shapes and

sizes because the cost and efficiency of connecting to implementations of the same standard across the
ecosystem is much lower than a multitude of proprietary standards

Open market-led standards are also able to be continually adapted with balanced input from all market
participants. And by their very nature, market-led technical standards adapt to the needs of the market.
Whether it is a new product and service that technical standards need to address or new technologies
that should be implemented, market-led technical standards are never wed to one approach, one
technology or one market segment. They grow, mature, and change with the market and with consumer
demand.

In addition, FDX technical standards can be tailored to accommodate any regulatory or legal
requirements in a given jurisdiction. As mentioned, FDX is neutral on policy issues and seeks to
implement technical standards to accomplish the “means and methods” of user-permissioned data
sharing in a way that is responsive to market needs as well as any legal or regulatory compliance
requirements. FDX will ensure its standards meet any principles or requirements that Congress or the
CFPB may place on user-permissioned data access.

FDX also wishes to make the Task Force aware of the way FDX standards refer to and build upon the
work of other existing global standards organizations like the Internet Engineering Task Force (IETF), the
Open ID Foundation {OpenlD), National Institute of Standards and Technology (NIST) and the FIDO
Alliance (FIDO). In other words, FDX does not seek to “reinvent the wheel” where existing open
standards exist and instead seeks to provide technical standards that provide foundational global
interoperability for a financial services industry that is increasingly borderiess and regulatory structures
that vary between jurisdictions. indeed, technical harmonization around the globe, especially on privacy,
security, and authentication, is critically important and FDX is actively engaged with and following other
global open banking and open finance regimes around the world.

But don’t just take my word for it. | encourage the Task Force to consider the experience of other
market-led approaches to financial technology innovation like online banking, mobile banking, and the
EMV {EuroPay, Mastercard, Visa) chip replacing the magnetic stripe on cards. All of these significant



34

technological transitions in financial services moved forward without government mandates or artificial
timelines. Further, outside the fintech sector — examples like Bluetooth, Fast Identity Online (FIDO),
Universal Serial Bus {USB) and the Payment Card Industry Data Security Standard (PC! DSS) show how
market-driven solutions have been successful.

Alternatively, regulatory-led or government mandated technical standards related to financial data
sharing and open banking have proven to be limited in scope, time consuming and unable to adapt
quickly to market conditions and technological changes. Also, government mandated technical
standards have the potential to significantly slow or freeze innovations because technical standards
become a compliance exercise rather than an attempt to define standards that are responsive to market
needs and consumer demand.

It is also important to consider the market dynamics of jurisdictions pursuing regulated or government
mandated standards. Often these markets have a single financial regulator and a concentrated banking
market {i.e., 9 major banks in the UK, 4 in Australia, 4 in Mexico, etc.). The resulting technical standards
often apply to a significant portion of the market all at once. However, without an ecosystem approach
that considers the needs of a large and complex market, multiple financial regulators and its diverse
participants (especially important in the US with over 14,000 financial institutions), such technical
standards can be ill-fitting to smaller market participants.

Shifting Roles within Consumer Permissioned Data Sharing

FDX defines four key roles within user-permissioned data sharing, End Users, Data Providers, Data
Access Platforms and Data Recipients.

o End Users: include consumers, individuals acting in a business capacity, and entities, such as a
business or other legal entity, who are giving permission to share their data.

s Data Providers: the entities who hold End Users’ Financial Account information, including,
without limitation to banks, credit unions and brokerages.

» Data Recipients: service companies, applications {financial apps), fintechs, financial institutions,
products and services where End Users (on their own or through their End User Delegates)
manage or act on their finances, whether actively managing their finances {such as moving
money or applying for credit) or passively doing so (such as garnering recommendations or
insights).

o Data Access Platforms: intermediaries that facilitate financial data access, transit, storage
and/or permissioning on behalf of Data Recipients or End Users, also commonly referred to as
“data aggregators”. In some cases, Data Access Platforms may not have a direct relationship
with the End User. The data may be passed through without modification or may be normalized
in line with permitted objectives (e.g., parsed for readability or used to confirm other data).
Data Access Platforms should not be misidentified with parties who do not obtain End Users’
consent but gather data, sometimes referred to as Data Brokers or Data Harvesters.

While each of these roles have traditionally been played by specific market actors {financial institutions
have played the role of data providers, data aggregators and other intermediaries have played the role
of data access platforms and fintechs have played the role of data recipients), today’s user-permissioned
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data ecosystem involves financial services firms often playing many of these roles, and sometimes
simultaneously. For example:

e Financial institutions increasingly play the role as both data providers and data recipients when
their customers seek access to account data from other financial institutions or seek credit that
may involve cross-institution data sharing.

e The role of a data access platform has expanded to include different industry utilities,
intermediaries and approaches. In addition, some data aggregators are serving functions for
financial institutions to allow for more seamless data sharing experiences, like managing end-
user permissions and obtaining consent.

e While still in its infancy, even fintech apps may soon move beyond the role of data recipients
and into the role of data providers with two-way data sharing or reciprocity that provides a flow
of fintech data back to financial institutions.

With this in mind, FDX standards are focused on the role itself rather than the type of entity performing
said role and FDX encourages future Task Force considerations around consumer data sharing to also
consider the role in the ecosystem versus the type of entity playing it.

Views on CFPB Rulemaking

FDX submitted comments® to the Consumer Financial Protection Bureau’s (CFPB) Advanced Notice of
Proposed Rulemaking (ANPR) requesting information related to consumer access to financial records
and the development of regulations to implement Section 1033 of the Dodd-Frank Act. In addition, FDX
was mentioned or referenced in relation to how the financial industry is creating technical standards in
almost half of the comments the CFPB received on the ANPR.

While FDX is unable to comment on specific elements of potential CFPB rulemaking, or even if CFPB
should proceed with rulemaking at all, | would like to submit the following contextual thoughts:

e FDX believes that the ability for consumers to access, control and share all of their own financial
data, whether via authorized or direct access, in a transparent, traceable and secure manner is
paramount.

e FDX believes that consumers expect full access to their own data to use, share and leverage to
their financial benefit. We believe that consumers also expect that they alone should have
control of how their data is permissioned, shared, used, or accessed, as well as having the
ability to revoke such choices. We believe that consumers expect to be clearly informed about
who has access to their data, what purpose it will be used for and for how long it will be used.
Finally, we believe consumers fully expect that their data will be transferred as needed in a
secure manner, and that if there is an issue that results in loss, that they will be made whole.

e FDX believes that when a system of financial data sharing appropriately provides FDX’s Five
Principles (Control, Access, Transparency, Traceability and Security), consumers benefit in the

° https://www.regulations.gov/comment/CFPB-2020-0034-0019
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form of cost savings, transparency, efficiency, control, enhanced financial awareness and
security.

s FDX believes that a non-profit and market-led technical standards body is best positioned to
unify the financial industry around common, interoperable, royalty-free technical standards for
user-permissioned data sharing. Such market-led standards, such as the FDX AP}, can be
tailored to accommodate regulatory requirements and enable the most secure and transparent
consumer data access possible while preserving the ability for the market to continue to
innovate and utilize the best technological approaches for data sharing.

e FDX believes that the CFPB and other regulators can and should do more to prioritize the
adoption of common and interoperable APIs and reduce structural disincentives that might
delay adoption and implementation of APls. This includes formal reference or
acknowledgement of market-led standards to show approval of the standards themselves and
the direction of the work. This is especially important for smaller entities. Such support also
includes better training and understanding from the top of the agencies down to those involved
in examination and regulatory enforcement so that all are aware of how standards are being
implemented and used in the marketplace.

e  FDX believes that regulatory modernization must prioritize harmonization. FDX encourages
regulators to work together where possible so that industry standards are not caught between
competing, overlapping or disjointed requirements.

* FDX believes that public policy around consumer data sharing must balance the need for
consumers to be able to access and share the full extent of their own financial data with data
recipients who may have no relationship with the data provider with data providers, like
banking organizations, to maintain sound risk management practices, conduct activities in a
safe and sound manner, and remain consistent with applicable laws and regulations.

e FDX believes that rapid innovation in the marketplace and evolving and overlapping industry
roles within the user-permissioned data sharing ecosystem means that policy must consider
addressing the role that is being played rather than focusing on a specific market segment or
entity playing the role,

Conclusion:

As the Director of Public Affairs for the Financial Data Exchange, | am thankful for the opportunity to
provide testimony to the Task Force today. | believe it is important for Task Force Members to be aware
of the policy issues inherent to user-permissioned financial data sharing, but also the immense progress
that the industry has made in regard to technical standards which enable this data sharing, and which
are powering the transition from screen scraping to interoperable APls. | welcome your questions.
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Appendix A: Structure & Details of the Financial Data Exchange

In less than three years, FDX not only has significant momentum with over 200 members and over 22
million consumers converted from screen scraping to the FDX API, but it is also best positioned to
continue unifying the financial industry around its common, interoperable, and royalty-free technical
standards. FDX can make this claim because it has the broad commitment, investment and participation
of its members from across the financial data ecosystem, including financial institutions, financial data
aggregators, fintechs, payment networks, consumer groups, financial industry groups, industry utilities,
service providers, other permissioned parties and even individual academics and experts in the field.

As a technical standards body, FDX’s members develop, enhance and adapt the FDX APl and
accompanying standards via a board of directors and over 30 different committees, working groups and
task forces. FDX maintains fairness by ensuring that its membership is diverse and that all market
segments within the larger ecosystem have the opportunity to participate in the work. FDX also employs
a balanced leadership approach across all work streams with each committee, working group and task
force co-chaired by a financial institution and a non-financial institution. Finally, every FDX member
organization, regardless of size, type, or dues, has a single and equal vote.

FDX abides by the mantra of “Best idea wins,” irrespective of firm size or type. The FDX board voting
structure is also balanced by giving different market segments equivalent voting representation by
requiring a super-majority of board members across industry sectors to agree on major decisions. The
FDX APl specification itself is free for any organization to download and use and membership starts with
a no-cost tier for non-profit consumer advocacy groups and an affordable and revenue-based structure
for all other entities.

Simply put, FDX's goal is to develop, promote and seek broad adoption of neutral market-led technical
standards that enable the most secure and transparent consumer data access possible while preserving
the ability for the market to continue to innovate and utilize the best technological approaches for data
sharing.

Below is a list of FDX's Committees Working Groups and Task Forces

Committees

Audit & Finance Assists the Board in discharging its responsibilities relating to
independent oversight, financial reporting, budget, internal
controls and procedures and related matters. It performs both an
audit and a finance role.

Compensation Determines FDX's overall compensation structure, policies and
programs, as well as oversees compensation of FDX's Managing
Director, other executives and key employees.

Executive Steering (ESC) The ESC is comprised of nine sustaining members, with a similar
industry representation to the Board, that has the authority of the
Board (subject to certain restrictions and override authority of the
Board) and meets monthly. The FDX Board has uitimate authority
with respect to any decisions of the ESC.

11
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Marketing, PR & Government
Affairs

Shares FDX stories and milestones, and seeks to increase
membership in FDX by raising awareness of the benefits of FDX’s
common interoperable standard.

Technical Review (TRC)

Provides technical oversight to all working groups, including
technical standards, versioning, and related matters. The TRC's role
involves oversight and alignment of artifacts produced by technical
working groups.

Working Groups

AP! & Data Structures

Maintains, revises, and releases the APl and data specification. In
addition, provides any necessary artifacts in support thereof, such
as meta data, dictionaries and use cases.

Canada

Assesses the potential for use of the FDX APl in Canada,
recommends any changes to the FDX AP! that may be required for
use in Canada, and if suitable, advocate the use of the FDX APl in
Canada.

Consumer Advocacy Group
Advisory Board

Composed of Consumer Advocacy Groups, this group provides
advisory services to the FDX Board and Working Groups on a
mutually agreed upon basis.

Global Summit

Oversees the planning and execution of all FDX biannual Global
Summits. Determines the topics, speakers, presenters, schedules,
formats, and appropriate venues for each summit.

Marketing & Public Relations

Addresses all topics related to Marketing and Public Relations
matters. This includes raising awareness of the benefits of FDX
standards and other goals of the Marketing, PR & Govt Affairs
Committee.

OFX

Provides on-going support and enhancements as needed to the
OFX specification and associated services, in a secure and user-
controlled manner.

Qualification & Certification

Develops and maintains the FDX product certification program,
Foundational Certification, to ensure technical interoperability
among FDX member organizations. Further, it oversees the
development of an FDX Directory and Registry.

Security & Authentication

Develops and maintains the FDX AP Security Model and standards,
and related artifacts in support thereof.

U.5. Government Affairs

Ampilifies the efforts of the Marketing & Government Affairs
Committee in its educational and outreach efforts with
governmental bodies (regulatory, appointed and elected).

User Experience

Develops industry guidelines and best practices for the user
experience when sharing and accessing their financial data. The
overall goal is a consistent user interface across the industry driven
by FDX’s core principles.
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APl Governance & Authoring

Task force to oversee documentation authoring process so RFC
author proposals are formulated in line with the authoring strategy.

Canadian Government and
Regulatory Engagement

Task force to guide the educational engagement of FDX and its
members with government representatives, policymakers,
regulators, and industry stakeholders in Canada.

Canadian Technical

Task force to oversee all technical work for Canada, to align FDX
technical specifications for application in the Canadian market, and
to make recommendations to other FDX working groups.

Consent API

Task force to develop supporting Consent AP| to synchronize the
consent experience and enable transmission and presentation of
consistent data sharing consent between entities in the ecosystem.

Consent Management &
Consent Dashboard

Task force to author User Experience for consent management,
consent parameters and consent revocation in consent dashboards.

Governance and Oversight

Task force to oversee overlapping task force issues within User
Experience and help the working group determine prioritization.

Money Movement Planning

Task to incorporate money movement and payment capabilities
into the FDX APl including features, user experience, security,
interoperability and certification.

Sensitive Data Solutions

Task force to develop a solution for use cases requiring use of
sensitive data that satisfies the use case while maintaining security
and privacy.

Strategic Planning

Task force to develop the strategy, annual plan and priorities for all
FDX activities and working groups that will deliver on the FDX
mission.

Tax Forms Task force to develop FDX formatted tax forms and schemas and
transition providers away from using legacy tax data formats.
Taxonomy Task force to author and publish updates to FDX Taxonomy for use

within FDX and to inform external stakeholders.

Use Case Development &
Maintenance

Task force to explore and develop user-permissioned data sharing
use cases.

User Journeys

Task force to author consent flow and use case journeys for
evolving the User Experience Guidelines.

User Experience Research

Task force to evaluate needs, execute and report out on user
experience research.

Special Purpose Task Forces

App Registration

Task force of the Security & Authentication working group to
explore scalability issues related to Recipient Application
Registration between Data Access Platforms and Providers and to
explore standards for Provider Automated Application
Registrations.

13
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Cryptocurrency

Task force of the APl working group to develop attributes and
modifications allowing FDX use for cryptocurrency portfolios,
transactions, exchanges and tax reporting.

Fraud Monitoring

Task force of the APl working group to build fraud monitoring and
controls into the FDX specification including modeling use case-
based fraud scenarios, data required for suspicious activity and
fraud reporting.

Data Clusters

Task force of the User Experience working group to determine data
cluster grouping, consumer understanding, visual treatment and
mapping to use cases. The task force will also define consent
object, enabling consent grant management and requirements for
consent APl technology.

Certification Model

Task force of the Qualifications & Certification working group to
develop FDX's Certification model 1.0.

Directory

Task force of the Qualifications & Certification working group to
create and maintain an FDX Registry of membership, technical
conformance and relevant parties.

Notifications

Task force of the API working group to define the notification
framework and specify security guidelines, specifications,
document use cases and operation best practices for event
notification.

Testing & Tooling

Task force of the Qualifications & Certification working group to
develop test suites for FDX certification.

Intermediary ldentity

Task force of the Security working group to specify modifications
and methods to use the OAuth framework so that Data Access
Platforms are able to perform functions for Data Recipients like
end-user transparency, registration and traceability functions.

FAPI & FDX API Security Profile
Harmonization

Task force of the Security and Authentication working group to
identify elements of FAPI specification for FDX to deem normative
and to establish reference to FAPI certification as a requirement for
FDX certification.

Recipient Certification
Requirements

Task force of the Qualifications & Certification working group to
determine expectations and responsibilities of data recipients and
what must be provided for certification.

FDX Deliverables to the Marketplace

Since its launch in 2018, FDX has delivered key standards, guidelines, and best practices into the
marketplace. Here are a few of the key FDX deliverables to date and those anticipated in the near

future:

1.} EDXAPI Specification: Currently at version 4.6 {(with FDX AP! 5.0 anticipated release before the
end of October 2021}, the FDX APl is the foundation of FDX data sharing standardization and
offers consumers the ability to access over 620 different financial data elements, including
banking, tax, insurance, and investment data, making it one of the most comprehensive Open
Finance standards in the world. The FDX APl is designed to enhance interoperability and
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performance for the full range of both currently defined use cases as well as those anticipated in
the future. The FDX AP] utilizes foundational and globally interoperable standards for security,
authentication, data transfer, authorization, AP! architecture, and identity and represents a
global best-in-class solution set for user-permissioned data sharing that limits the risk of data
inaccuracy.

2.

User Experience & Consent Guidelines: As adoption and implementation of the FDX AP1
expands, these guidelines are the product of months of work and significant consumer testing
and are intended to accelerate design decision-making during implementation of data sharing
experiences. The User Experience & Consent Guidelines also seek to align user-permissioned
financial data sharing with consumer understanding, preferences, and expectations. These
guidelines specify what information and control must be given to end users to ensure consistent
data sharing experience regardless of where their data is held or who they are seeking to share
it with. Specifically, concepts such as financial data sharing, data flow, and data clusters,
followed by specific user experience guidelines for an end user grant consent journey for
financial data sharing are defined in this documentation. Eventually, FDX certification will
involve compliance with User Experience requirements and the guidelines will be tailored to
each FDX defined Use Case.

3.) Taxonomy of Permissioned Data Sharing: In an effort to align industry stakeholders and help
regulators and policymakers better understand and define the various roles and perspectives
within the user-permissioned financial data ecosystem, FDX maintains a set of common
terminology to be used as a taxonomy for the ecosystem. This documentation also includes a
conceptual flow model to show how End Users interact with different participants within the
current ecosystem that is evolving from legacy to new technology. The Taxonomy document®
also provides a cursory comparison of similar terminology in the permissioned data sharing
space among other parties such as the US Department of Treasury, US Consumer Financial
Protection Bureau, and other key parties in the financial services industry.

&

Global Registry: FDXis currently building an authoritative registry of trusted entities to help the
user-permissioned financial data marketplace clearly identify ever evolving technologies and
new market entrants, as well as the web of often proprietary, incomplete, and incompatible
technical standards that complicate the market today. The FDX Global Registry will enable those
entities operating within the FDX and other ecosystems to reliably identify and verify trusted
organizations and acts as a market incentive to all entities to ensure the accuracy of the data
itself, as well as the transfer or exchange of that data. This registry will also support
interoperability across a variety of financial services, industry sectors and jurisdictions. In
addition, the FDX registry will provide information regarding reliability and repeatability of the
performance of data, traceability, transparency, and trust in FDX Certification(s), accelerates the
adoption of standards, and serves to bind the ecosystem players to each other. FDX intends the

§ FDX Taxonomy of Permissioned Data Sharing v. 1.1 listed as Appendix C
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Global Registry to act as a non-profit, non-commercial, technology agnostic, multi-tenant, cross-
sector, authoritative international resource as well as a center of technical excellence.

Certification Use Cases: FDX use cases are testable data profiles that measure functional
capability of an APl against a broad business use of financial data. FDX defines these data
profiles as a means of establishing functional baselines that APls must meet to be considered
useful by data consumers, but FDX use cases do not limit consumer data access. In fact, FDX
encourages sharing of other data even when not defined in use cases as necessary to meet
innovation and business goals. FDX recommends that any such sharing be in line with FDX’s five
principles of financial data sharing — Control, Access, Transparency, Traceability and Security
(CATTS). So far, FDX has approved Personal Financial Management (PFM) and Credit
Management and Servicing {to support credit decisioning and scoring) use cases. It expects to
define and certify specific use cases in the future, such as money movement, account
verification, tax preparation and fraud reporting.

Developing a Certification Program: Creating a standard alone cannot promote, drive adoption,
or guarantee adherence to the standard. A qualification and certification program are needed to
ensure common implementation and interoperability of any technical standard and further
limits the risk of data inaccuracy. Products {i.e., programs, services, and apps for consumer
permissioned financial data sharing) can be approved by a certification program to test the
technical compatibility/interoperability, prior to being marketed as a compliant product, or
getting access to certain intellectual property rights. Work continues on FDX's certification
platform, and FDX recently released foundational requirements covering availability,
performance, and security that implementations of the specification must meet to apply for a
FDX use case certification.

Annual Strategic Survey: FDX's annual strategy survey gives FDX members the ability to be heard
and direct the organization’s work towards the highest priority issues in the marketplace. These
surveys ensure that industry standards work remains agile and adaptive. FDX may also soon
explore surveys that allow non-FDX members to weigh in on issues that need attention and
standardization to ensure that FDX is responsive to all market issues in the user-permissioned
data ecosystem.
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Appendix B: FDX Five Principles of Consumer Data Sharing

FDX believes accessible, user-permissioned financial data sharing inherently gives consumers control of
their data. Such an approach empowers End Users to better understand, leverage, and benefit from
their own financial data and improve their financial lives. A consumer-centric approach also facilitates
access to financial data that can improve financial literacy, financial decisions, and financial convenience.

in order to deliver a system of financial data sharing that provides these consumer benefits, FDX
believes five core principles must be present to ensure that all participants in the user-permissioned
data sharing ecosystem serve the needs of consumers. These are:

1.} Control - Consumers should be able to permission their financial data for services or
applications.

o All entities within the user-permissioned financial data ecosystem should provide clear,
intuitive navigation and information to consumers, allowing informed decision making
on sharing financial data.

o Consumers should have the ability through easy, intuitive interfaces, to effortlessly
grant, modify and revoke access to their financial data for applications or services they
desire to use.

2.} Access ~ End Users should have access to their data and the ability to determine which entities
will have access to their data.

o Intuitive navigation: The authentication process should avoid unnecessary steps or
language that delays, interrupts, or impedes access.

o Speed of access: Hand-off between parties and systems should be convenient, smooth,
secure, and efficient. Time-consuming or confusing experiences represent a barrier and
frustrate consumers.

o Responsible Access: Consumers should provide informed consent (with the ability to
revoke that consent) for any and all access granted to entities within the user-
permissioned financial data ecosystem. These entities will then only have access for the
purposes for which the consent was provided.

3.} Transparency - Individuals using financial services should know how, when, and for what
purpose their data is used. Only data that is required to provide such services should be shared
with the organization providing the service.

o Consumers should be able to view who they have permissioned, as outlined above in
“Control.”

o When permissioning a new service, consumers should be fully informed regarding what
their data is used for, how long the service can access that data, who it is used by, and
under which terms the service is provided.

4.} Traceability - All data transfers should be traceable. Consumers should have a complete view of
all entities within the user-permissioned financial data ecosystem that are involved in the data
sharing flow.

o Data users {organizations and service providers) should know each step the data takes in
order to permit the consumers to follow the path for each data flow. Data flows shouid
be easily traceable and logged as the data traverses (i.e., from the financial data
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provider through the financial data access platform and to the financial data recipient)
in order to aid the pinpointing of potential errors or suspicious connections.

o Traceability may be used to support operational efficiencies and remediation activities.
Additionally, it may also result in the faster detection and response to potential errors
and suspicious traffic, as well as helping to pinpoint the source of the issue.

5.) Security - Financial data parties should follow industry best cybersecurity practices across the
whole of their organization for safety and privacy of data during access and transport and when

that data is at rest.

o All entities within the user-permissioned financial data ecosystem need to provide clear
definitions on data usage and privacy, permitting consumers to make educated

decisions.

o All entities involved in the data-sharing ecosystem must have appropriate security
policies and practices in place. These practices should reflect best-in class standards and

be improved upon continuously.

o Security should empower consumer control, access, transparency, and traceability and
should not be implemented in a manner that introduces friction points or other features

that contravene these principles.
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Appendix C: Examples of Publicly Announced Data Sharing Agreements

Featuring the FDX API

TD Bank joins the Akoya Data Access Network to accelerate Open Finance — Sept 13, 2021
Pentadata Announces Open Finance Integration with Akoya — July 29, 2021

Wells Fargo joins the Akoya Data Access Network to advance API-based financial data
aggregation —June 22, 2021

Capital One and Plaid Announce New Data Sharing Agreement —June 8, 2021

Jack Henry and Akoya Offer 4.8 Million Financial Institution Customers API-Based Access to Their
Financial Data - May 10, 2021

Jack Henry-Finicity partner to empower community financial institutions with open banking
capabilities - May 5, 2021

Akoya adds JPMorgan Chase to its Data Access Network — February 17, 2021

Finicity Announces Secure Data Access Agreement with Brex - December 18, 2020

Akoya and U.S. Bank team up to accelerate safe, secure, and transparent consumer-
permissioned financial data access - November 16, 2020

Finicity and BMO Harris Bank Finalize Secure Data Access Agreement - November 12, 2020
Wells Fargo and Envestnet | Yodlee Sign Data Exchange Agreement - September 24, 2020
FINICITY FINALIZES SECURE DIRECT DATA AGREEMENT WITH CHARLES SCHWAB - September 18,
2020

TD enters into North American data-access agreement with Finicity — August 7, 2020

TD enters into North American data-access agreement with Intuit — September 2, 2020
Financial Institutions Can Empower Consumers to Securely Share Their Data with New
Aggregation Solution from Fiserv - September 3, 2020

U.S. Bank and Fiserv sign agreement to simplify data exchange between customers and
applications — March 9, 2020

Envestnet | Yodlee and JPMorgan Chase Sign Data Agreement to Enhance Consumer Data
Protections, Bolster Overall Data Connectivity and Reliability — December 5, 2019

U.S. Bank signs agreements with top data aggregators and fintechs, bolstering API efforts —
September 23, 2019

Wells Fargo and Plaid Sign Data Exchange Agreement — September 19, 2019

Envestnet | Yodlee and Charles Schwab Enter Financial Data Access Agreement — April 16, 2020
Charles Schwab Reinforces Its Commitment to Customer Data Protection — April 16, 2020
Wells Fargo Surpasses One Billion API Calls — February 11, 2020

JPMorgan Chase, Envestnet | Yodlee Sign Agreement to Increase Customers’ Control of Their
Data — December 5, 2019

Plaid Signs Data Agreement with JPMorgan Chase — October 22, 2018
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Backgroun mm

Chair Lynch, Ranking Member Davidson, distinguished Members of the Task Force,
thank you for inviting me to testify. I offer my testimony as an Associate Research Scholar at
Yale Law School. 1 am also the Deputy Director of the Law and Political Economy Project.’ 1
have previously worked as an attorney for low-income consumers and served as Special Counsel
to the Enforcement Director of the Consumer Financial Protection Bureau (CFPB).

My previous remarks before this task force have called for policymakers to consider the
deeper impacts of nascent financial technologies on our society and principles of democracy.
Today, I repeat the call for policymakers to adopt a bright-line, precautionary approach to
technological developments involving financial products, sectors, and systems.> What industry
calls "innovation" is often easily mapped to a longstanding financial service and therefore the
substance of existing laws should govern.

However, in the cases when innovation is not easily mappable, it is often due to
adoption of the tech company business model: mass data collection. Deeper changes in the
information economy must inform regulatory responses. It is understandable to want
regulations that endure the test of time. However, it is impossible to be truly
“technology-neutral”, as industry desires, because neither laws nor technologies are neutral.
They are designed to serve some interests over others.

This morning, I have the luxury of presenting alongside Chi Chi Wu of the National
Consumer Law Center (NCLC) and will defer to the NCLC on many urgent questions of
consumer protection. Broadly, I agree that consumers deserve more control over their data
relative to banks and other financial institutions. That said, consumer rights to access, review,
manage, correct, and delete data about themselves can only be meaningful within a broader
policy that minimizes data collection and inappropriate usage in the first place. Consumer
control over financial data must operate within a broader paradigm of data minimization:
collecting and processing only the minimum amount of data required to carry out an explicit,
narrow purpose.’

Currently, every online interaction leaves “digital breadcrumbs” (purchasing histories,
visited websites, and IP addresses, etc.) even if data collectors have not yet identified a purpose
for the collection.* A mostly unregulated data broker industry adds payments and credit data to

! “The Law and Political Economy (LPE) Project brings together a network of scholars, practitioners, and students
working to develop innovative intellectual, pedagogical, and political interventions to advance the study of political
cconomy and law.” https://Ipeprojectorg/.

2 See, e.g. Saule T. Omarova, Dealing with Disruption: Emerging Approaches to Fintech Regulation, 61 Was. U.
JL. & PoL'y 27, 34-36 (2020) (discussing the problem with “smart” regulation: regulation that is “iterative. flexible,
carefully tailored, risk-sensitive, and innovation-~friendly.”); Jure E. Consx, Berwsen Trunz ano Powsr: Tre Lecat
ConstrRUCTIONS OF INFORMATIONAL CaprtaLisy 174, 182-187 (2019) (underscoring the importance of understanding
platform digital activities in order to meet systemic threats).

3 Data minimization means that only those data are processed (collected. stored, mined, inferenced, used for training
algorithms) that are necessary. Mireille Hildebrandt, Primitives of Legal Protection in the Era of Data-Driven
Platforms, 2 Geo. L. Tech. Rev. 252, 267 (2018).

* Evan L. Schwartz, Finding Our Way with Digital Bread Crumbs, MIT TECH. REV. (Aug. 18, 2010),
https://www.technologyreview.com/s/420277/finding-our-way-with-digital-bread-crumbs/
{https://perma.cc/M4SY-VIOZ].
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data stocks regarding employment, marital status, homeownership status, medical conditions,
and even our interests and hobbies, especially as articulated via social media. From the
perspective of a human mind, there is too much data to process: the sets are too heterogeneous
and the speed of analysis necessary to process them surpasses our abilities.” But predictive
analytics take massive amounts of surface data and infer latent data from them: powerful
institutions try to forecast the future with precision, in real-time, and at scale. Mass financial
surveillance eventually creates a detailed picture of our most private social, familial, romantic,
religious, and political activities, offering a “picture of the person behind the payment ™

Supporters of open banking are right that helpful data is underproduced and inequitably
inaccessible to consumers given the centrality of reporting and scoring in our economy.
Concern for consumer control also aligns with worries that big banks have monopolized data
that could improve the profiles of consumers. Economists have argued for potential advantages
to credit data sharing, including: increased competition in financial services markets; additional
visibility, transparency, and completeness with respect to data dossiers; more efficient pricing
of credit, debt management, and collection.” The U.S. government also uses financial data
collection for purposes of the administrative state and security state.

However, under the current regime, harmful data is also overproduced. The business
models of most fintech companies ultimately rely on data maximization. Data maximization
leads to harms that may not be obvious or even immediate. They are not evenly distributed
across society. Some of these harms sound more readily in the law than others.

Most obviously, screen-scraping enables data aggregators to get more data than needed,
including sensitive PII that can be hacked, stolen, sold, or overly shared. However, as a
structural matter, there are two key differences between the products of yesterday and today:
the volume of data extracted by each participant, and the multiplication of participants in the
service chain.® While a traditional credit card payment implicates a merchant, two banks and a
payments processor, a payment made with a mobile wallet includes those parties and a mobile
device maker, telecom or internet service provider, and often, but not always, a
consumer-facing service provider that creates and manages the app that facilitates the payment.
Each of the many entities involved in digital transactions may collect and share consumer data
with other companies. While some data collection is necessary and appropriate, financial data
collection tends to exceed this baseline. In many instances, financial service providers reserve
broad rights to use consumer data for unrelated purposes. The roles of some of the parties
involved are not always clear to consumers.”

> See, e.g., Amy Kapczynski, The Law of Informational Capitalism, 129 Yare L.J. 1460, 1468 (2020).
° Albert Fox Cahn & Melissa Giddings, /n the Age of COVID-19, the Credit Card Knows All, SURVENLLANCE
TFCH\OI OGY O\ ERSIGHT Prommct - UrBan JDST[CF CE\TER (May 18, 20 10),

"Leon Yehuda Amdjar Inbar Mizrahi-Borohovich, Reinventing Credit Data Sharvaegulatlon 29 8. Cal.
Interdisc. L.J. 177, 181-83 (2020).
# Consumer Reports, Comments to the CFPB in Response to the ANPR Regarding Consumer Access to Financial
Records Undcr Sccnon 1033 of the Dodd-Frank Act, Feb 4, 2021

®NCLC Wrmen Statement for CFPB’s Symposium on Consumer Access to Financial Records, Section 1033 of the
Dodd-Frank Act, February 12, 2020,
https://files consumerfinance. eov/{/ ments/clob_wus ment_sviposium- 1mer

access-financial-records D.df
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Financial data governance requires balancing the necessity of collecting highly personal
and consequential information and the risk of harm that accompanies its processing. However,
individual rights alone cannot account for the collective harms of datafication the flow within
the financial system and beyond it. There are limits to the ways in which individual consumers
can meaningfully make individual choices about how their personal data (or other people’s
data) can be used. The very point of data production in a digital economy is not to gain specific
individual-level insights specific about specific data subjects. Rather, it is to put people into
population-based relations with one another, and increasingly, to use a sample to make
inferences about a class or population for the purpose of predicting behavior." People may
volunteer payments and credit data that, when aggregated by corporations and governments,
confers sensitive information about disadvantaged groups in unpredictable ways. Consent to all
data use is not possible in this context.

Like NCLC and other public interest organizations, 1 believe the laws on the books
grant regulators authority that should be vigorously exercised. Existing rules and laws were
meant to substantively protect consumers at the time of their drafting, but may not have not
been sufficiently updated to account for the ways in which technology has changed the
relationships between consumers and the companies with which they engage.! New rules and
laws must establish the rights of consumers to review and correct this information, and to ask
companies to delete information, but within demarcated boundaries for the collection,
processing, holding, and “sharing” of consumer financial data.

Uttimately, Congress must shift the burden of data protection from consumer, courts,
and litigators, to regulators and technology companies. The collision of Big Tech and Wall
Street in this space demands especially careful scrutiny: the fintech field is now being swarmed
not by quick and nimble entrepreneurs but the largest tech and finance companies.’
Companies, whether fintech, techfins, or any other permutation, should not be collecting any
data that is not strictly necessary for the provision of a good or service. For example, signing
up for a credit card online should not lead to targeted advertising (or new accounts). We should
not be able to forfeit our rights to data privacy and security, in particular, simply by clicking "I
agree”, or providing token consent to data usage policies consumers do not understand and
firms cannot and do not uphold.

This is especially important as we consider practices of “financial inclusion.” Most
fintech business models rely on data maximization that renders marginalized communities
more vulnerable. In perhaps its most dangerous instantiation, many tech and fintech

' For a general theory of data governance and democracy, informing this analysis, please see Salomé Viljoen,
Democratic Data: A Relational Theory for Data Governance (Nov. 11, 2020). Yale L.J. forthcoming (unpublished
manuscript) (manuscript at 3-9) (available at hitps:/ssrn.com/abstract=3727562),

' See, e.g. Julie E. Cohen, The Regulatory State in the Information Age, 17 Theoretical Inquiries L. 369, 370 (2016)
(arguing that the current regulatory institutions were designed in an era which industrialism was the principal mode
of development and such institutions are not capable to deal with the challenges involved in the information age.’

12 Zen Soo, TechFin: Jack Ma Coins Term to Set Alipay's Goal to Give Emerging Markets Access to Capital, South
China Morning Post (Dec. 2, 2016, 9:38 PM),
http://www.scmp.com/tech/article/2051249/techfin-jack-ma-coinstermset-alipays-goal-give-cmerging-markets-acces
s.
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enterprises’” are attempting to create a biometric “decentralized and portable digital identity” to
substitute for government 1D or functionally become the government ID in some places.™
Many of these proposals involve biometric tools like facial recognition technology (FRT),
iris-scanning, and palm prints, which are vehemently opposed by many privacy advocates.’

By law, this data is increasingly co-monitored by law enforcement via mass,
pre-emptive, predictive, and perpetual surveillance. Poverty, family, criminal, immigration, and
national security law have already made mass financial surveillance a channel for policing
troubled by civil rights concerns. Moreover, the surveillance does not solve deeper issues of
financial exclusion. The reasons people remain outside the financial mainstream in the United
States are largely structural. Fintech applications are not solutions to structural problems.

As a general matter, the Bureau’s regulatory, supervisory, and enforcement authorities
were established at a different time, with a different technological terrain. The fintech industry’s
“endless capacity for self-referential growth™® suggests prudence on behalf of policymakers.
This testimony makes six concrete policy recommendations:

1) Section 1033 Rulemaking Should Promote Consumer Control in the Context of
Data Minimization

2) FCRA Rulemaking Should Cement the Bureau’s Authority over Data Aggregators

3) CFPB Rulemaking Should Grant the Bureau Authority to Supervise Data
Aggregators

4y CFPB UDAAP Enforcement Should Center Unfair Data Collection

5) Congress Should Structurally Separate Commercial and Financial Power

6) Congress Should Constrain Data Usage to a Shert List of Permissible Purposes

Y Leon Perlman & Nora Gumng, Focus Note: The Use of eK'YC for Customer Identity and Verification and AML 8
(May 14, 2019), available at y =3370663 (last visited June 22, 2020).

4 See Tan Allison, Hou 4nn ‘»l‘(mey Lazma’ermq Rules Hinder Lzbm ¥ \lmzon to Reach the Unbanked, Comprsk
(Ocl 9,2019), h )

13 Facial mcogmuon soﬁware is likely to mislabel or misrecognize members of racial minority groups. especially
Black Americans. See, e.g., Victoria Burton-Hartis & Philip Mayor, Wrongfully Arrested Because Face Recognition
Can 't Tell Black People . 1parl ACLU (June 24, 2020),
JAvwwa S/privacy - /[ A However, many civil rights advocates
argue that the incompleteness of FRT databases is a good thing. Zo¢ Samudzi, “Bots Are Terrible at Recognizing
Black Faces. Let’s Keep It that Way,” Daily Beast, Febmary 8, 2019,
https://www.thedailybeast.com/bots-are-terrible-at-recognizing-black-faces-lets-keep-it-that-way.
'S Fintech: Examining Digitization, Data, and Technology: Hearing Before the U.S. S. Comm. on Banking, Hous.,
and Urban Affairs, 115th Cong. 17 (2018) (Statement of Saule T. Omarova, Prof. of Law, Cornell L. Sch.), available
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D -Frank & D vernan

The main provision of Dodd-Frank Wall Street Reform and Consumer Protection Act of
2010 (Dodd-Frank) in question today, Section 1033, has not yet been interpreted by the judicial
system or any government agency.'’

As we consider the scope of rulemaking under this provision, we should think of 1033 in
the context of the CFPB’s broader mission. No single agency is responsible for all matters
regarding financial data governance, but the CFPB must deal with it under its own mandate. The
CFPB is entrusted with enforcing federal consumer financial law to ensure that all consumers
have “access to markets for consumer financial products and services and that markets for
consumer_financial products and services are fair, transparent, and competitive.”'® The Bureau is
authorized to exercise its authority to ensure consumers are:

e (1) provided with timely and understandable information to make responsible decisions about financial
transactions;
e (2) protected from unfair, deceptive, or abusive acts and practices and from discrimination;

Due its position at the “user interface” of the financial system, the CFPB is particularly
well disposed to lead the way on financial data governance."” Financial datastreams often begin
at the household level and are aggregated, disaggregated throughout the broader financial
system, including capital markets.

The CFPB offers an example of an agency that avoids some of the major potential
institutional challenges that other regulators might face: susceptibility to capture, a lack of
technological sophistication, and insufficient authority. The CFPB embraced its identity as a 21
century, data-driven, technologically capable agency from the outset.* The CFPB hired a large
number of computer engineers before becoming operational and has developed a suite of online
digital tools for consumers.* Compared to the FTC, the CFPB has more authority to write rules,
impose civil penalties, and supervise data collection.™ More generally, it has the authority and
power to meet the task of watching the watchers, ensuring consumer financial data is secure and
bounded.®

17 For timely legal analysis of data aggregators' relationships with banks, tech companies, and consumers in the
context of Section 1033, see generally Nizan Geslevich Packin, Show Ae the (Data About the) Money/!, 2020 Utah
L. Rev. 1277, 1288 (2020).

$12US8.C §5511.

1 See 12 U.S.C § 5495 (noting the Bureau shall coordinate with other regulators).

# K. Sabeel Rahman, Envisioning the Regulatory State: Technocracy, Democracy, and Institutional Experimentation
in the 2010 Financial Reform and Oil Spill Statutes, 48 Harv. J. Legis. 555, 557 (2011).

* Rory Van Loo, Technology Regulation by Defauit: Platforms, Privacy, and the CFPB, 2 Geo. L. Tech. Rev. 531,
532 (2018).

27d. at 531-32.

= See Rory Van Loo, Rise of the Digital Regulator, 66 Duke L.J. 1267 (2017) (“The unpleasant truth is that creating
effective digital regulators would require investing heavily in a new oversight regime or sophisticated state
machines.”)
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nsumer Financial Pr ion: From Market P r to Platform P

Financial data collection has changed significantly since the passage of the Dodd-Frank
Act. Technology companies entering the space are subject to far less regulation than traditional
financial institutions. It is now critical for policymakers to understand platforms: entities that
generate and intermediate market activity by generating and intermediating data.®® On its face,
longstanding institutions in the financial system, including credit reporting agencies, fit this
description. But analysis of payments and credit data increasingly represents a logical extension
of the Silicon Valley platform business model.”

From the perspective of users, platforms make certain services more accessible or
convenient. Platforms deploy additional services that expand the user base and yield more
information, helping the platforms continually accumulate profits and power.*” In a fashion
familiar to financial regulators, dominant platforms produce “tranches” of data with
corresponding predictive profiles, which they use to sell products to their users.”® However,
platforms also use these tranches for targeted advertising — essentially, to sell access fo their
users to third parties. Like mortgagors whose claims are bundled into mortgage-backed
securities, surveilled users have no control over how our inputs are used for downstream
products.” In one way or another, the platforms use our data to manufacture wealth for
themselves.*® Meanwhile, there is mounting evidence that commercial surveillance amplifies
organized hate, junk science, and virulent nationalism, creates novel and potent pathways for
discrimination, and generally facilitates unprecedented infringement of our rights to privacy,
freedom of expression, and freedom of association.™

Among the network of platforms that increasingly define modern financial services are
“data aggregators.” When consumers use online banking and fintech apps (like Venmo) they are
likely providing account information to data aggregators. In the U.S,, roughly 50% of U.S.
consumers are estimated to have signed up for financial apps or other products that frequently
rely on data aggregators to collect information via authorized transfers. > The aggregation system
is thought to reach about 95% of U.S. deposit accounts, and at least one aggregator estimates that
it alone has connected to one in four financial accounts in the U.S.®

2 See Kristin Johnson, Frank Pasquale & Jennifer Chapman, Artificial Intelligence, Machine Learning, and Bias in
Finance: Toward Responsible Innovation, 88 Fordham L. Rev. 499, 505 (2019) (discussing the gaps in the
supervision of FinrTech companies and how that encourages them to engage in regulatory atbitrage).
2 See ComeN, supra note 2, at 37-47 (2019) (outlining and discussing the historic transition from market-based to
platform-based business activity).
* Platforms organized through the logic of networks provide “would-be counterparties with access to one another
and techniques for rendering users /egible to those secking to market goods and services to them.” Jd. at 74,
182 187.

¥ See, e.g., Bank For INT'L SuTTLEMENTS, BIS Aswvuar Economic Report 2019 62-64 (2019),
bitps:www bis.org/publ/arpdf/a2019¢3 htm lhcremafter BIS Re PORI} W wson C. Fresvan & Jay B. Sykes, Cona.
Rrst( 1 Serv., R49510, Antrrrust anp ‘Bie ecn” 10 (2019), Iy 1s/misc/R45910.pdf.

8 See Comrn, supra note 2, at 69.
P Id at73.
* Id. at 7073,
M 1d. at 92, 239-250.
3 Geslevich Packin, supra note 17, at 1286-87.
# Zack Meredith & Zeya Yang, Blog, The All-New Plaid Link, Plaid (Oct. 2, 2020); Michael Deleon, A Buyer's
Guide to Data Aggregation, Tearsheet (Feb. 19, 2019).
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Frequently, the data aggregator stores the login credentials of consumers and uses them
to continually log into the consumer's bank account to copy all personally identifiable data,
ranging from transaction information to account numbers. Once it has accessed consumer data,
the data aggregator can share or sell that data without the consumer's knowledge, much less
consent.

Even though they are not new entities,* as Nizan Geslevich Packin argues in a timely law
review article, companies like Plaid, Intuit, Finicity, Envestnet|/Yodlee,
Morningstar/ByAll Accounts, Fiserv/CashEdge, and MX are “barely subject to any regulation,
have received little scholarly attention, and most consumers have never even heard of them or
know what they do.”*

Data Security

More than 4,000 known data breaches have shaken markets during the last decade.*
Data aggregators and all other companies share blame for breaches and hacks that have
plagued consumers in a generally insecure system. As consumer advocates have long noted,
the credit bureaus’ loose matching procedures contribute significantly to the problem of
identity theft. However, the general lack of regulation over data aggregators, means that if
fintech apps have exploitable vulnerabilities, then the login credentials of accounts,
including traditional bank accounts, could be jeopardized. Banks have maintained that if
consumers share their credentials with third-parties and fraud takes place, liability
protections like Regulation E--establishing the rights, liabilities, and responsibilities of
participants in electronic fund transfer systems--will not be available for consumers. *’

There is no federal law creating uniform nationwide standards for alerting consumers
about data breaches or for providing simple dispute solving mechanisms. Since 2002, the
FTC has exercised its authority over security in this space, but because its power is restricted
to enforcement action, the agency cannot supervise or examine nonfinancial companies on
an ongoing basis. All businesses are subject to state laws, but these laws are few and
ineffective *®

FinTech companies’ data gathering is typically done by one of two ways: (i)
screen-scraping of public data from a website and (ii) APIs, a technology that enable
programmers to integrate data from one source into third-party apps, restrict how apps tap
data, and contractually limit the data's usages. Industry participants believe that the most
dangerous type of data sharing is done via screen-scraping because data aggregators extract
transaction information to populate their services and store and maintain the credentials,
sometimes even after the relationship with the consumer ends. At least some consumer

3 See generally Kimberly L. Wierzel, If You Can't Beat Them, Join Them: Data Aggregators and Financial
Institutions, 5 N.C. Banking Inst. 457 (2001) (explaining that data aggregators enable consumers to turn over their
different accounts' login credentials at various banks to one operator, which in turn lets them view all of their data
from one site).

* Geslevich Packin, supra note 17, at 1286-1286.

3 Examining the Use of Alternative Data in Underwriting and Credit Scoring to Expand Access to Credit: Hearing
Before the Task Force on Fin. Tech. of the H. Comm. on Fin. Serv., 116th Cong. 14 (2019) (statement of Kristin N,
Johnson, Professor, Tulane Univ. L. Sch.).

7 Geslevich Packin, supra note 17, at 1302-03.

¥ Id. at 1326.
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groups agree that data aggregators' screen-scraping practices must be legally prohibited.®
Data Privacy

No overarching federal privacy law currently curbs the collection, use, and sale of
personal data among corporations.* Millions of people are subject to data collection to which
they may not have meaningfully consented. This is especially true in the payments space, where
counterparties between networked payment “stacks” are constantly exposed to each other.

For purposes of financial privacy, FCRA remains the most relevant statute. Yet FCRA
was drafted before concentrated computerized data sharing became the standard industry
business model * FCRA restricted data procurement to “a legitimate business need.” Companies
have easily argued that direct mail and targeted advertising programs constitute legitimate
business needs.

Of course, the commercial sharing and selling of predictions about human behaviors is
only one dimension of payments technology and surveillance. We tend to obscure how the
government itself is a financial data collector.* According to Virginia Eubanks, social welfare
agencies turned to cost-cutting technologies in periods of austerity.*® The “digital poorhouse”
was erected to stand between recipients of public assistance and their rights. Payments
technology is a significant part of this story, as account-based Electronic Benefits Transfer (EBT)
cards have granted agencies unparalleled and unprecedented supervision over the finances of
people receiving SNAP, Housing Assistance, Supplemental Security Income, Medicaid, and
more. Increased surveillance compounds the violence inherent to more traditional forms of
finance. As Angela Harris argues, a spectrum of “slow violence”—the “sprawling system of
surveillance, punitive discipline, and control that makes the lives of poor people profoundly
unfree” dominates the “mundane world” of misdemeanor convictions, accompanies a similarly
humdrum world of “payday loans, credit cards with ruinously high interest rates, for-profit
colleges, and of course subprime mortgages.”™ As I have discussed in previous testimony, the
mass surveillance scheme attending AML,, CFT, and sanctions law creates other racialized
harms. Financial institutions must generally assist police investigations requiring financial
information and provide specific information to law enforcement agencies, including by filing
SARs. Payments data now have different lives in the law enforcement sphere.

It was once easier to imagine a notice-and-consent regime would allow individual

* See Complaint, Cottle v. Plaid, No. 4:20-cv-03056-DAMR (N.D. Cal. May 4, 2020).
 BerksLey Menia Stupies Grour BT AL., Tae Tive 1s Now: A FRAMEWORK FOR COMPREHENSIVE PRIVACY PROTECTION
AND DIGITAL RIGHTS IN THE UNITED $7aTES, Citizen.org, (last visited Mar. 31, 2020),

“ Dennis D. Hirsch, From Individual Control to Social Protection: New Paradigms for Privacy Law in the Age of
Predictive Analytics, 79 Md. L. Rev, 439, 442-43 (2020},

2 Marion Fourcade, Jeff Gordon (2020). Learning Like a State: Statecraft in the Digital Age. Jowrnal of Low and
Political Economy, 1(1). Retrieved from https://escholarship.org/uc/item/3k16c24g.

B Viranaa Bupanks, AUToMaTiNG INEQUALTTY 32-34 (2017).

4 Angela Harris, Criminal Justice and Slow Violence in Keilee Fant v. City of Ferguson, Missouri, LAW & POL.
ECON. (May 2, 2018).




57

internet users on how to manage trade offs between convenience and privacy.” Managing how
one’s data is collected and used is now virtually impossible to do comprehensively. The best
people can do is manage their privacy haphazardly.

Fair Competition

Unregulated surveillance may also spoil competition. Dominant platforms grow by
expanding their platforms’ user base and information access, securing revenue by selling
products directly to their users or by selling access to their users to third parties.* As U.S. legal
scholars and European antitrust authorities have concluded, data begets market power, but
market power also allows dominant platforms to continually extract data in unfair ways.*’ For
instance, Amazon already provides the cloud-computing systems that serve as the "technological
backbone" of many fintech firms, which grants Amazon access to data other companies are
structurally unable to obtain.** The company could easily take advantage of this data to unfairly
compete with its existing fintech business partners.

Increased attention is especially necessary as more traditional financial institutions,
including banks, credit card companies, and credit reporting agencies jostle with data aggregators
over control of consumer financial data and the law governing its use. There are many dynamics
at play. For instance, as antitrust advocates argue for open banking, data sharing appears to cut
against the trend in the industry towards data privacy. In recent years, regulators have
increasingly pushed financial institutions to strengthen their authentication procedures and
cybersecurity processes in order to ensure that hackers do not gain unauthorized access to
customer data.*

The API approach may fundamentally leave traditional financial institutions in the
drivers’ seat. If not approached thoughtfully, regulators history demonstrates that open access
and interoperability requirements can actually serve as instruments by which dominant firms
obtain and entrench their monopoly power.>® Allowing users to interact with banks as platforms
by incorporating APIs would allow third-parties to plug straight into the relevant code and data
feeds. However, with additional regulatory guidance, AP1 access could be limited to specific
types of information and sharing.

4 See Daniel J. Solove, The Myth of the Privacy Paradox, 89 Gro. Wasn. L. Rev. 1 (2021). Cf Cohen, supra note
11, at 386 (“[Clurrent consumer protection paradigms framed in terms of notice and choice are ill-snited to address
these issues, which are fundamentally issues of economic and social inclusion.”)

% See, e.g., Bank FOR INTERNATIONAL SETTLEMENTS, supra note 27.

¥ Lina M. Khan & David E. Pozen, 4 Skeptical View of Information Fiduciaries, 133 Harv. L. Rev. 497, 518
(2019).

* John Detrixhe, dmazon is invading finance without really trving, Quartz (Nov. 1, 2017),

* Cesare Fracassi & William Magnuson, Data Autoromy, 74 Vand. L. Rev. 327, 34933 (2021).
0 “Our paper tells the untold story of how the SEC's attempt to promote competition in US securities clearing and
depository markets through mandated interoperability ultimately paved the way for the DTCC's current monopoly
over these systemically important markets.” Awrey, Dan and Macey. Joshua, Open Access, Interoperability, and the
DTCC's Unexpected Path to Monopoly (July 12, 2021). Available at SSRN: https.//sstn.com/abstract=3885194 or
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CFPB Recommendations

CFPB Section 1033 Rulemaking Should Promote Consumer Control in the Context of
Data Minimization

In October 2017, the CFPB released a set of non-binding principles on the use of
financial data.*! In particular, the principles permit consumers to “authorize trusted third parties
to obtain” their data “from account providers to use on behalf of consumers, for consumer
benefit, and in a safe manner. The principles also provide guidance for third-party providers of
services, stressing issues such as protecting consumers' data from security breaches, obtaining
clear and informed consent from consumers, and limiting access to data. Yet the principles
provided little clarity on key issues, including whether Section 1033 preserves third-parties' right
to pull data directly from bank customers' accounts.

On its face, 1033 is a disclosure rule. Subject to rules prescribed by the Bureau, financial
institutions must make available to a consumer information in the control or possession of the
covered person concerning the consumer financial product or service that the consumer obtained
from such covered person, including information relating to any transaction, series of
transactions, or to the account including costs, charges and usage data.™

The Bureau’s rule may require financial institutions to make available to a consumer
information relating to any transaction, series of transactions, or to the account including costs,
charges and usage data.* Herein the Bureau should clarify their rights under the Electronic
Funds Transfer Act (EFTA) as implemented by Regulation E (Reg E). Two areas need particular
attention. In addition to establishing rights and responsibilities of providers, the Bureau should
clearly enumerate what data is included in 1033 access rights, and should strictly prohibit the
collection of certain data for any purpose.™

Sometimes overlooked is the duty of the Bureau to prescribe or promote standardized
formats for information to be made available to consumers under this section.” Arguably, this
provides the Bureau with something like entry restriction power: if companies cannot comply
with 1033 by providing an accurate record of data usage per the terms of the rule, they should
be deemed to be out of compliance with 1033 and penalized thoroughly. The Bureau’s
rulemaking may also standardize how consumer financial information is disclosed and at what
level of understandability. The current disclosures required by the GLBA, which are intended
to give consumers the opportunity to opt-out of the sharing of nonpublic personal information
with third parties and to outline the company’s data use practices, are so confusing that
consumers are unlikely to exercise their rights.®

' CFPB, Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and Aggregation (2017)
thereinafter CFPB Consumer Protection],

https://files.consumerfinance. gov/f/documents/cfpb_consumer-protection-principles_data-aggregation. pdf
{https://perma.cc/QECI-87K O],

212 USC 5533,

BId.

* Christina Tetreanlt. Comments to the CFPB re Consumer Access to Financial records,
https://files.consumerfinance.gov/f/documents/cfpb_tetreault-statement_symposium-consumer-access-fin
ancial-records. pdf.

%12 USC 5533(d).

* Statement of Travis Plunkett, Legislative Director, Consumer Federation of America on Behalf of the
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FCRA Rulemaking Should Cement the Bureau’s Authority over Data Aggregators

FCRA is also centered around disclosure. Any CFPB rulemaking in this space should
impose such criteria and establish minimum procedures to ensure maximum possible accuracy.
Just as importantly, the scope of FCRA must be redefined. We must apply FCRA rights to
information data aggregators have for consumers who are permissioning data access for FCRA
purposes. However, any Bureau rulemaking in this area should also remove any doubt that
financial data aggregators are subject to FCRA. If FCRA is to make any sense by its own
legislative logic, it should be expanded to encompass alternative reporting systems.

The text of FCRA includes recursive definitions of "consumer reporting agency" and
“consumer report” -- consumer reports are communications of credit-related information by
consumer reporting agencies. There are a number of open questions as to whether data
aggregators and other new intermediaries qualify as consumer reporting agencies.” Despite the
FCRA's very broad definitions of “consumer report” and “consumer reporting agency,” circuit
courts have recently shown a reluctance to respect the FCRA’s plain language and its expansive
coverage. These cases have undermined FCRA protections with respect to its scope of coverage.
For example, the Zabriskie decision has provided support to certain types of specialty CRAs,
such as criminal background check and tenant screening agencies, that claim they are not
covered by the Act because they merely provide software to end users.™

Like most consumer advocates, I agree it is essential that if these recommendations result
in separate systems for FCRA and non-FCRA rights, that rules do not undermine FCRA
coverage. If there is a controversy as to whether certain data qualifies as a “consumer report,” for
instance in the context of 1033 rulemaking, regulation should explicitly provide nothing in it
shall be construed to limit or restrict the applicability of the FCRA.

CFPB Rulemaking Should Grant the Bureau Authority to Supervise Data Aggregators

Consumer advocates have argued the CEPB should promulgate a rule authorizing it to
supervise all “data aggregators” for compliance with consumer financial protection laws.”

Consumer Federation of America, Consumers Union, and the U.S. Public Interest Research Group,
before the U S. Semle Comm on Bankmg Housing, and Urban Affairs (July 13, 2004), available at
https: 8shre267

7 Under the FCRA information that nommally suits as a “consumer report” will not mggcr the Act's requirements
unless it is provided by an entity meeting the definition of a “consumer reporting agency” (F*CRA™). See 15 USC §
1681a(h).

% In Zabriskie v. Federal National Morigage Association, 912 F.3d 1192 (9th Cir. 2019), a divided panel of the
Ninth Circuit held that Fannie Mae, which licenses its proprietary software program known as Desktop Underwriter
to fenders, is not a CRA because its role is purportedly limited to providing this software that in turn allows lenders
to asscmble or evaluate mformatmn

See eg., EDITH RaMImREZ ET AL,
AccounTaBILITY 1-ix (2014), avazlable at hitp:

ovdeliverv (suggesting the CFPB could define “large data brokers™ as subject to its examination authority under 12
U.S.C. § 5514)()(B)). Banking on Your Data: The Role of Big Data in Financial Services: Hearing Before the H.
Comm. on Fin. Services, 116th Cong. 20-21 (2019) (Statement of Lauren Saunders, Assoc. Dir,, Nat'l Consumer
Law Center), available at
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Under existing privacy and data protection laws, such supervision only entails compliance
with the aforementioned disclosure, notice-and-consent, and minimal information security
rules, but 1033, FCRA, or UDAAP rulemakings could all augment the power of supervision.

As a condition of secure data management, the Bureau should insist that credit reports
should be frozen by default to prevent identity theft and give consumers more control over
their credit reports. The switch for access to our credit reports should automatically be set to
“off”

Through its supervision power, the Bureau can also take the lead on algorithmic
accountability. Rory Van Loo argues the CFPB has the clear statutory authority to examine
financial institutions' non-public data, even without suspecting any wrongdoing, through its
supervision group.® Most importantly for present purposes, their examination manual specifies
that examiners can review computer program and system details. A review of these highlight
reports indicates that examinations sometimes unearth problems in regulated entities' source
code.

It is possible that the Bureau’s authority could reach major tech companies that have
developed payment systems. Once a platform has taken in consumer financial data, the
company's overall data security practices would arguably be relevant to any determination of
whether Apple, Amazon, or Facebook sufficiently safeguard the financial data they collect. ®

Additionally, if fintechs share or sell customer information with third parties (including
data brokers), the CFPB could impose requirements on how those third parties use that
information indirectly, by holding the entity that the CFPB regulates--the fintech or
bank--accountable for what the third party does with the information.

In the platform era, the CFPB should monitor_platforms to ensure those companies are
respecting users’ privacy.®® The information collected under these auspices can be limited to
business data. Unlike crime agencies--which need users' identities to assess their personal
targets--regulators are looking for wrongdoing by the business. They can analyze companies'
internal policies and procedures, or even examine the code behind various algorithms, without
obtaining any user data. Furthermore, for some harms requiring access to user accounts, it may
be possible to provide the data to the regulator in de-identified form.

CFPB UDAAP Enforcement Should Center Unfair Data Collection

Should it find a violation of UDAAP or federal consumer financial law, the CFPB has
broad enforcement powers.* It can not only use any remedies authorized by the individual
enumerated consumer laws, but may also order “any appropriate legal or equitable relief”
including, among other remedies, rescission of contracts, restitution, disgorgement, and civil
money penalties. Against covered persons and service providers, it can issue cease-and-desist

(arguing

the same point).
 Van Loo, supra note 21, at 542-43.

&l Id

62 Id

3 See Katherine M. Porter, Modern Consumer Law 171 (2016) (lauding the “flexibility” of UDAAP statutes
because otherwise you leave legislatures to play “whack-a-mole”).
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orders or obtain consent orders in settlement of those proceedings. And for both covered and
non-covered persons, the Bureau has the discretion to proceed in federal district court or through
its own administrative procedure process. Finally, the Bureau may prescribe rules identifying
specific practices as unfair, deceptive, or abusive acts or practices.

The Biden Administration’s inclusion of CFPB UDAAP authority in its recent Executive
Order is welcome.® Section 1033 rulemaking and other changes should be considered alongside
a tougher enforcement strategy. The CFPB could pursue its mission by bringing enforcement
actions directly against financial institutions, tech companies providing financial services, and
third-party service providers including data aggregators. In particular, the unfairness authority
deserves increased attention.

A practice is “unfair” if it causes or is likely to cause substantial injury to consumers
which is not reasonably avoidable by consumers themselves and not outweighed by
countervailing benefits to consumers or to competition. In determining whether an act or practice
is unfair, the Bureau may consider established public policies as evidence to be considered with
all other evidence.

Proving injury has become substantially more difficult in privacy and security cases in
recent years. Rulemaking can clear this up. “Substantial injury” can include small harms inflicted
on a large number of people.*® More easily identifiable harms from flowing from financial data
collection and sharing include cyber fraud, unauthorized transactions, and identity theft. If
customers' credentials are jeopardized, they would be exposed to data and financial losses with
very limited, if any, legal recourse. Similarly, focusing on the issue of credential sharing, banks
have maintained that if consumers share their credentials with third-parties and fraud takes place,
liability protections like Regulation E--establishing the rights, liabilities, and responsibilities of
participants in electronic fund transfer systems--will not be available for consumers.”’

“Reasonably avoidable” focuses on whether consumers have reason to anticipate the
impending harm and the means to avoid it. As discussed, consumers typically have no idea data
aggregators are even collecting their data. Yet aggregators are often given access to consumer
accounts per contractual agreements with a financial services provider, although they are not
regulated like financial services providers.

Lauren Willis has argued that the exploitation of false consumer beliefs about facts
material to a transaction is an unfair trade practice.®® Exploiting these beliefs fits comfortably
within the existing definition of unfairness. Given the extremely widespread use of deceptive
dark patterns by major retailers and app sellers, the only way for consumers to avoid such
materials today would be to refrain from online commerce, which would be an unreasonable

12 U.S.C. § 5531(b).
63

% See, e.g., FTC v. Commerce Planet, 878 F. Supp. 2d 1048, 1078 (C.D. Cal. 2012) (holding that a small monthly
charge, when assessed on many misled consurers, can constitute “substantial injury” (citation omitted)).

" Geslevich Packin, supra note 17, at 1302-03.

% See Lauren E. Willis, Deception by Design, 34 Harv. J.L. & Tech. 115 (2020).
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demand to place on consumers and would harm both consumers and competition. Unfairness
doctrine would thus act as a prophylactic against deceptive trade practices.

Under Director Corday, the Bureau virtually always asserted its “abusive” authority
alongside claims of an unfair or deceptive act or practice. To the extent that algorithmic lenders
use their credit-scoring models to engage in predatory lending practices, especially via
unsubstantiated claims about the use of artificial intelligence and machine learning in financial
services, the CFPB should use its “abusiveness” authority to curtail those practices.”

Congressional Recommendations

Congress Should Structurally Separate Commercial and Financial Power

Smart enforcement of Section 1033 could give consumers control over their financial
data, which should make it easier for them to switch between banks and other financial
institutions, which could make them less reliant on the nation’s largest and most politically
powerful banks, the big three credit reporting bureaus, and Mastercard and Visa’s duopoly over
payment processing.™ Just as the CFPB opens the space for competition, though, legislators
should reestablish a bright line between the ownership of large tech companies and the
ownership of financial institutions. We need structural partitions between commerce and
banking, profit-driven enterprise and “money creation”, and platforms and payment systems.”
Even smaller tech and fintech companies are now acquiring regulated banks.™

Congress Should Constrain Data Usage to a Short List of Permissible Purposes

No overarching federal privacy law currently curbs the collection, use, and sale of
personal data among corporations.” Congress should take action to minimize a// data collection
to that which is narrowly tailored to permitted usages.”* However, in doing so, Congress must go
beyond the notion of the notice-consent standard, where consumers are expected to decide to
permit — or forbid — use of their data. This standard supports data collection, but fails

* Matthew Adam Bruckuer, The Promise and Perils of Algorithmic Lenders’ Use of Big Data, 93 Chi.-Kent L. Rev.
3, 47-49 (2018).
g

! See Letter from Ams. for Fin. Reform Ed. Fund and Demand Progress Ed. Fund to H. Comm. on the Judiciary
(Apr 17,2020,
fi

mmmmm (argumg for the structural separation of large tech platformus and payments).
? See, e.g., Hugh Son, LendingClub buys Radius Bank for 8185 million in first fintech takeover of a regulated US
bank CNBC (Feb 18, 2020)

™ BERKELEY MLDIA StupiEs GROI 7 BT AL., THE Tivg 15 Now: A FRAMEWORK FOR COMPREHENSIVE PRIVACY PROTECTION
AND DIGITAL RIGHTS TN THE UNITED STATES, szen org, (last Vlsxted Mar. 31, 2020),

“1n the FCRA the term “permissible purposcs > is also far broader than credit. Three of these purposes are for
credit, insurance, or employment. But a permissible purpose also includes use for government benefits, licenses, and
the FCRA “catch-all” purpose of a “legitimate business need for the information — (i) in connection with a business
transaction that is initiated by the consumer...." 153 U.8.C. § 1681b(a)(3)(F)i). For more on these “permissible
purposes,” see National Consumer Law Center, Fair Credit Reporting (9th ed. 2017), updated at
www.nclc.org/library.
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consumers, as they are frequently determined to have “consented” to mass data collection and
unknown down-stream uses. The FCRA established essential accuracy requirements for the data
used in credit assessment tools, but consumers and their advocates carry the full burden of
identifying and disputing inaccuracies.” While consumers should certainly have a right to notice
(and to appeal of inaccuracies), it is not reasonable to believe that if consumers are provided with
better information to assist them in making the right decisions as consumers, we will have met
the greater challenges of financial data governance.

Nearly 7 in 10 Americans think companies use personal data in ways they’re comfortable
with — about the same number who admit they never or only sometimes read privacy policies.™
The very notion of digital consent has been complicated by “dark patterns” and other technology
platforms used to exploit limits in user cognition and understanding.”” Consumers typically have
no knowledge of what they are consenting to on the internet.” Many experts argue the existing
notice-and-consent regime does nothing to curb commercial surveillance.” Definitionally, the
notice-and-consent paradigm cannot empower people to protect their privacy because, when
people agree to share data, they do not know what they are really revealing or to what end %
Critically, corporate and government actors frequently do not even know the purpose until affer
they analyze an aggregated data set and identify the proxies.

The appropriate approach is to create bright-lines with respect to data collection in the
first place. Sen. Sherrod Brown’s Data Accountability and Transparency Act, released in
discussion draft form in 2020, would prohibit most collection and sharing of personal data as its
starting point.*! Data could only be used in ways stipulated in the law, wherein collection is
limited to that which is “strictly necessary” for a permissible purpose, such as providing a service
a consumer asked for — and no more. Not permitted: using data for alternate purposes, holding
onto it longer than necessary to carry out the original purpose, or sharing it unless that’s needed
for the original purpose. One goal of his bill is thus to disrupt the business models of targeted
advertising firms. Yet it still leaves a place for ads based on the contents of an ongoing search,
for instance.

This sort of bright-line approach appropriately shifts the burden of privacy protection

™ Anidjar & Inbar Mizrahi-Borohovich, supra note 7, at 197.
7

hitps://www.pewresearch.org/internet/2019/11/15/americans-attitudes-and-experiences-with-privacy-policies-and-la

ws/

77 See, e.g., Neil Richards & Woodrow Hartzog, The Pathologies of Digital Consent, 96 Wasn. U, L. Rev. 1461,

1461-1478 (2019) (borrowing a definition of dark patierns as' tricks used in websites and apps that make you buy or

sign up for things that you didn't mean to.”™). For instance, consent could be gained by inserting a clause in

extensive terms and conditions. See, e.g., Thibault Schrepel, Libra: A Concentrate of '‘Blockchain Antitrust', 118

Micn. L. Rev. Oniing 160, 166 (2020).

™ Comment from Freedom from Facebook to FTC (Aug. 20, 2018),
Jiwww fic igov/sy ic_ O8/f1c-2018-0051-d-0008-147767 pdf.

* See, e.g., Nizan Geslevich Packin & Yafit Lev-Aretz, Big Data and Social Nethanks: Are You Ready to Replace

Your Bank?, 53 Hous. L. Rav. 1211, 1279-81 (2016), Nathan Newman, How Big Data Enables Economic Harim to

Consumers, Especially to Low-Income and Other Vilnerable Sectors of the Population, 18 J. Interwer L. 11, 19

(2014).

8 Dennis D. Hirsch, From Individual Control to Social Protection: New Paradigms for Privacy Law in the 4ge of

Predictive Analytics, 79 Mid. L. Rev. 439, 453-61 (2020).

8! See Press Release, Brown Releases Proposal to Protect Consumers Privacy, Jun. 18, 2020, available at
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away from consumers, who have minimal resources to protect themselves, and toward
corporations, which profit immensely from the aggregation of our data. In a boon to security
concerns, personal data would not be retainable beyond a period of time strictly necessary to
carry out a permissible purpose. The bill's ban on discriminatory uses of personal data, and the
safeguards it would put in place against unfair algorithmic decision-making, address serious and
growing dangers to equity.

Passage of legislation of this type would mean that certain kinds of data would be
prohibited at the point of generation. In addition to banning the collection, use or sharing of
personal data unless specifically allowed by law, DATA 2020 bans the use of facial recognition
technology and prohibits the use of personal data to discriminate in housing, employment, credit,
insurance, and public accommodations (subject to minimal exceptions).

The bill aligns with the general idea that non-credit uses of credit reports and scores
should be greatly limited. Policymakers, advocates, fintech companies, and the credit industry
incumbents have all promoted alternative sources of data as the solution to credit invisibility.*
While there is promise in some forms of alternative data, there are also significant risks. A bad
credit history is more harmful than no credit history, and alternative data will not mitigate racial
wealth disparities. There is no good evidence for the use of credit reports in employment, and its
use in rental housing and insurance is also highly problematic. Some data shows promise, other
data is a mixed bag, and some data is harmful enough that it should not be used. According to
NCLC, the collection of gas and electric utility data for credit scoring is likely net harmful.
Rental and telecommunications data could be promising, but carry significant risks, including the
replication of racial inequity. Finally, many consumer advocates have argued that medical data
should not be collected for credit scoring purposes.®

Given the racial injustices perpetrated by law enforcement, it is concerning that fintechs
might collect more geolocation or biometric data.** Geolocation data revealed by payment
histories is uniquely difficult to anonymize.* Privacy and racial justice advocates vehemently
oppose the use of biometric tools like facial recognition technology, iris-scanning, and palm
prints.* Facial recognition software is likely to mislabel or misrecognize members of racial

# Consumer Financial Protection Bureau, Data Point: Credit Invisibles, May 2015,
http://files.consumerfinance.gov/{/201505_cfpb_data-point-credit-invisibles.pdf. See also Tamama K. Nopper,
Digital Character in the "Scored Society”: FICO, Social Networks, and the Competing Measurements of
“reditworthiness, in Caprivating Tecimorocy: Racy, CarcErAL TECHNOSCIENCE, AND LIBERATORY IMAGINATION ™
Everypay Lis 170, 170-188 (Ruha Benjamin ed., 2019) (illuminating how scoring by fintech lenders construct
'digital character’ in a manner that can be opaque and discriminatory).
# Consumer Fin. Prot. Burcau, Market Snapshot: Third-Party Debt Collections Tradeline Reporting, July 2019
("More than half (58 percent) of total third-party debt collections tradelines were for medical debt alone™),
https /files.consumerfinance. gov/f/documents/201907_cfpb_third-party-debt-collections_report. pdf#fpage=13.

8 See, e.g, Letter from Demand Prog,ress et al to Leaders McConnell and Schumer, Speaker Pe1051 and Leadcr
McCarthy (July 1, 2020), g
Moratoriym_and_Divestment_Letter FINAL pdf: Alfred Ng, Facial recognition has aluf'({vs troubled people of
color. Evervone should listen, CNET (June 12, 2020),
htt s:/fwww.cnet. conynews/facial-recognition-has-alwavs-troubled-

5 See, e.g., Cahn & Giddings, supra note 6.

8 See eg A Biometric Backla?h Is U ndemav — Ana’ A Backlash 70 The Backlash, PYMNTS (May 17, 2019),

WDV, o/, Mandatory  National IDs  and
Biometric Databases, Errctronie Fronter Founp., h§m§, www.efl ggz ssyes/pational-ids (last visited Apr. 25,
2020).

cople-of-color-evervone-should-listen/.
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minority groups, especially Black Americans.*” Overall, the general use of this kind of sensitive
data not only increases the risk of predation by banks and civil liberties violations by
governments, but security breaches by competitors and hackers.*®

Financial Inclusion in the Inf ional E

Many claims are made about the promise of Big Data to increase financial inclusion, but
those claims fail to reckon with, much less solve, the systemic reasons people are left out or
more accurately deliberately excluded. Too often, promises of technological empowerment yield
“predatory inclusion” — a process whereby financial institutions offer needed services to
specific classes of users, but on exploitative terms that limit or eliminate their long-term
benefits.*

“Access to credit” talk pervades the current discourse of financial rights and equality for
low-income communities. However, as Abbye Atkinson has argued, in concert with community
advocates, the notion that credit is a valid form of social provision for low-income Americans,
however, is deeply flawed *® At its best, credit is a mechanism of intertemporal and intrapersonal
redistribution. The problem of entrenched and enduring poverty that leaves people consistently
unable to afford basic necessities cannot be addressed by a device that requires future prosperity
and economic growth. Indeed, the mechanism is fundamentally extractive. Too often, discussions
about financial access disparities focus on the choices and behaviors of individuals, or on the
need to design “alternative products,” rather than on structural barriers that block poor people,
immigrants, and people of color from mainstream financial institutions and systems. Atkinson
highlights that this sort of rhetoric is popular in both political parties.”

The intensity of data collection in consumer finance demands reflection about the role
of banking and credit in the economy. A bank account is not the answer to every problem;
credit is not a cure for poverty. If we have learned anything from approximately 250 years of

8 See, e.g., Victotia Burton-Harris & Phxhp Ma\ o1, Wrongfully Arre tfed Because Face Rv( ognition Can't Tt ell Black
People Apart, ACLU (June 24, 2020), q ;
5 See, e.g., Jason Leopold & Jessica G'lrnson L’? Intelligence Lml Accused Of [llegallv Spyving On Americans’
Financial Records, Buzzreep (Oct. 6, 2017), MWWWMMMWQQ
-unit-accnsed-of-illegally-spving-on (reporting that FinCEN employees have accused colleagues at the Office of
Inteltigence and Analysis of illegally collecting and storing private financial records); Aaron Mackey & Andrew
Cotker, Secret Court Rules That the FBl% ‘Backdoor Aear ches” of dmericans Violated the Fourth Amendment,
Erectronie Frowtisr Fou D, (Oct 11, 2019), ; i i

riol

C v mendm nt: Chen Han & Rituja Dongre Q& 1 What Motivates
( vher-Attackers?, TecH. Iw\m Maurt. Rev. 40, 40-41 (2014), https:/Atimreview.ca/article/838 (describing economic
motivations for hacking).

¥ Louise Seamster & Raphagl Charron-Chénier, Predatory Inclusion and Education Debt: Rethinking the Racial
Wealth Gap, 4 Soc. Currents 199, 199-200 (2017) (describing the targeting of mortgagors and students who borrow
to purchase homes or education as “predatory inclusion.”). Keeanga Yahmatta-Taylor uses “predatory inclusion™ in
the housing context - “[T]he turn to inclusion was only allowable by maintaining other forms of exclusion. Credit
inclusion became possible by holding the line on neighbor exclusion. Kesanca Yanvarra-TavLor, Racs For PRoFIT:
How Bangs axp taE Rear Estate Inpustry Unpervnvep Brack Homec Hip 254 (2019). See also Kristin Johnson
et al., Artificial Intelligence, Machine Learning, and Bias in Finance: Toward Responsible Innovation, 88 FORDHAM
L. Rev. 499, 505, 517-21 (2019) (arguing fintech firms may "hardwire predatory inclusion” into financial markets
for the “next several generations”™).

" Abbve Atkinson, Rethinking Credit As Social Provision, 71 Stan. L. Rev. 1093, 1093-94 (2019).

' Id. at 1093,
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U.S. governance of money, banking, and finance, it is that we shouldn’t trust business (or
government agencies) just because they claim to have new technologies that obviate the need
to comply with the law. We do not trust claims of privacy, security, or stability merely when
they are asserted by people who stand to benefit lucratively from the blind acceptance of
promises. At the product, firm, or systems level. That would be imprudent and poor
stewardship over the machinery at the center of our broader economy.

Even more importantly, we should not consign everyday people to accepting
unnecessary and dangerous invasions of their privacy in order to participate in the financial
system.

Financial technology can provide great benefits to society, but only if shaped by
policymakers’ own forward thinking about services people need in an informational economy.”
Policymakers must avoid being swayed by general promises of ‘innovation’ and create systems
for real accountability on behalf of the public.

%2 In previous testimony, I have urged Congress to establish privacy-respecting public options for real-time
payments, safe deposits, international money transfer, and other basic digital financial services, as well as ensuring
affordable, reliable internet access for these services to work. Public sector innovation is necessary to truly regulate
the space, and privacy and public sector innovation need not conflict. See, e.g., License fo Bank: Examining the
Legal Framework Governing Who Can Lend and Process Payments in the Fintech Age, Hearing Before the Task
Force on Financial Technology of the Committee on Financial Services, 116th Cong. (Statement of Ratl Carrillo,
Policy Counsel. Demand Progress Education Fund & Fellow, Americans for Financial Reform Education Fund),
hitps://www.congress.gov/116/meeting/house/111057/witnesses/HHRG-116-BA00-Wstate-CarrilloR-

20200929 .pdf.
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House Financial Services FinTech Task Force
“Preserving the Right of Consumers to Access Personal Financial Data”

FinReglLab Testimony

Good morning. Thank you for the opportunity to testify before you today at the FinTech Task
Force hearing, “Preserving the Right of Consumers to Access Personal Financial Data.”

My name is Kelly Thompson Cochran. | am the Deputy Director of FinReglab, a D.C.-based
independent, nonpartisan research organization that evaluates the use of new technologies and
data to drive the financial services sector toward a responsible and inclusive marketplace.
Through our research and policy discourse, we facilitate collaboration across the financial
ecosystem to inform public policy and market practices.

FinReglab has focused on issues concerning customer data access since the launch of our first
empirical project in 2018, which evaluated the use of cash-flow data from bank accounts and
other sources in underwriting consumer and small business credit.! We structured our work as
a case study of the potential for customer-directed data transfers to spur greater competition
and innovation in financial services, and concluded the project last year by publishing a policy
analysis of how various stakeholders could help to strengthen financial inclusion and borrower
protections in the broader ecosystem.? In partnership with the Financial Health Network,
Flourish, and Mitchell Sandler, we also published a report that describes existing U.S. federal law
governing consumer financial data and highlights open issues, areas of ambiguity, and other
emerging topics.> We also partnered with the Federal Reserve Bank of San Francisco in 2019 to
host a symposium on the Role of Consumers in the Data Ecosystem* and were invited to

1 FinReglab, The Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings (2019) (hereinafter,
Cash-Flow Empirical Research Findings), https://finreglab.org/wp-content/uploads/2019/07/FRL Research-
Report Final.pdf.

2 FinRegLab, The Use of Cash-Flow Data in Underwriting Credit: Market Context & Policy Analysis (2020) (hereinafter,
Cash-Flow Market Context & Policy Analysis), https://finreglab.org/wp-content/uploads/2020/03/FinReglab Cash-
Flow-Data-in-Underwriting-Credit Market-Context-Policy-Analysis.pdf.

3 Financial Health Network, Flourish, FinReglab & Mitchel Sandler, Consumer Financial Data: Legal and Regulatory
Landscape (2020) (hereinafter, Legal and Regulatory Landscape), https://finreglab.or;
content/uploads/2020/10/Financial-Data-White-Paper.pdf.

“The symposium informed our 2020 cash-flow report as well as a report by SFFRB staff. Kaitlin Asrow, The Role of
Individuals in the Data Ecosystem: Current Debates and Considerations for Data Protection and Data Rights in the
United States, Federal Reserve Bank of San Francisco (2020).

FinReglLab.org | 900 19th St NW, Suite 600, Washington, DC 20005
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participate in the Consumer Financial Protection Bureau’s 2020 symposium on consumer data

access issues.’

Our research has focused most intensely on the use of customer-permissioned data for credit
underwriting because credit has such important implications for broader economic participation,
racial equity, and disaster recovery.® However, customer-directed data transfers are also being
used to support the provision of other financial services—including various payments and
personal financial management applications—that could also have substantial benefits for
historically underserved populations. Customer data access can also potentially facilitate the
provision of financial services that are specifically tailored to meet the needs of small business
owners.”

But manifesting these benefits is highly dependent on the commercial infrastructure that has
developed to facilitate and use customer-permissioned data flows. Market activities and
structures have expanded and evolved more quickly than U.S. regulatory frameworks over the
last two decades, and action is needed by policymakers to calibrate competition and protection
concerns to produce greater benefits from the system as a whole. We are encouraged to see
regulatory activities by the Consumer Financial Protection Bureau, Federal Trade Commission,
and prudential agencies that could help to address a number of critical questions. While
additional work by industry and Congress will be needed to improve the broader data ecosystem,
these regulatory initiatives are critical to help sharpen the focus of complementary efforts by
other stakeholders and policymakers.

Why it matters: The potential scale, benefits, and risks of customer-permissioned data access

The generation of customer financial data has accelerated exponentially in recent decades as the
financial services industry has come to rely heavily on digital information sources, back-office
automation, and electronic service delivery. Financial services providers are also increasingly

5 We also submitted a comment in response to the Bureau’s Advanced Notice of Proposed Rulemaking on
consumer data issues. https://finreglab.org/wp-content/uploads/2021/04/FinReglLab-Section-1033-Comment-
Letter-2021-1.pdf.

¢ Credit can not only help borrowers bridge short-term gaps, but fund long-term investments in housing,
transportation, education, and small business formation. The credit system thus both reflects and influences the
ability of families, small businesses, and communities to participate in the broader economy. For instance,
historical discrimination in lending and other sectors has contributed to substantial racial disparities in income and
assets, which in turn can affect household financial stability and the predictions of default risk that lenders rely
upon to evaluate credit applications and set pricing. Cash-Flow Market Context & Policy Analysis §§ 2, 2.1, 2.2.

7 FinReglab, The Use of Cash-Flow Data in Credit Underwriting: Small Business Spotlight (2019) (hereinafter Cash-
Flow Small Business Spotlight), https://finreglab.org/wp-content/uploads/2019/09/FinReglLab-Small-Business-
Spotlight-Report.pdf; Karen G. Mills, Fintech, Small Business and the American Dream [eBook] (2019).

FinReglLab.org | 900 19th St NW, Suite 600, Washington, DC 20006
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using information for marketing, verification, and other activities that is generated through their
customers’ interactions with other businesses, such as payroll services companies, merchants,
and social media platforms. While traditional credit bureaus and payment networks have
transferred customer data between financial services providers for decades, new types of
intermediaries such as data aggregators and data brokers are becoming increasingly important
hubs in this broader data ecosystem.®

The increasingly sophisticated use of data and technology could produce significant benefits for
consumers and small businesses, for instance by increasing the speed and convenience of
financial services delivery, expanding access for historically underserved populations, supporting
more individually tailored financial products and services, and giving customers more control
over their financial lives. However, changes in data and technology also require careful evaluation
and management of risks, such as protections against data breaches and unauthorized
transactions, the risk of replicating or re-enforcing historical discrimination, and potential losses
of personal privacy and control.

The regulatory frameworks that govern the sharing and use of customer data by financial services
providers have not kept pace with technology and market changes. While Congress adopted
certain baseline privacy and information security requirements in 2000 and strengthened credit
reporting protections in 2003, data sharing and usage practices have evolved significantly since
that time.® Moreover, while § 1033 of the Dodd-Frank Wall Street Reform and Consumer
Protection Act codified consumers’ right to access their own data in 2010, the CFPB has not yet
implemented that law or clarified the application of various existing protections to customer-
directed data flows.!° The Bureau also has not yet taken steps necessary to begin examining
larger data aggregators and other certain other non-bank data users for compliance with various
federal laws.™

® Data aggregators emerged initially to support “personal financial management” services by collecting data from
bank and investment firm websites, though they now support a broader array of financial services. Data brokers do
not necessarily focus on financial data, though their information is used by many financial services providers for
marketing and fraud detection. They collect and transfer information largely without consumers’ knowledge or
consent. Cash-Flow Market Context & Policy Analysis § 4.2; Legal and Regulatory Landscape at 12-13.

° For background on the Gramm-Leach-Bliley Act and the Fair Credit Reporting Act as amended by the Fair and
Accurate Credit Transactions Act of 2003, see Legal and Regulatory Landscape at 46-106.

1012 U.S.C. § 5533. The Bureau issued non-binding principles regarding consumer data access in 2017 but did not
start rulemaking activities until 2020. 85 Fed. Reg. 71,003 (Nov. 6, 2020); Consumer Financial Protection Bureau,
Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and Aggregation (2017).

1 The Dodd-Frank Act authorizes the CFPB to examine non-bank lenders of any size that extend mortgages, private
education loans, or payday loans, as well as “larger participants” in other markets after defining the relevant size
thresholds by rule. 12 U.S.C. § 5514. The Bureau has set thresholds for consumer reporting, auto lending/leasing
markets, and several other categories of financial services, but has not addressed data aggregators or other types
of consumer loans.
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Despite increasing concerns about U.S. regulatory infrastructure, the volume of customer-
directed data flows—and of data sharing and use more broadly—continues to expand. Today,
roughly 50% of U.S. consumers are estimated to have signed up for financial apps or other
products that frequently rely on data aggregators to collect information via customer-authorized
transfers, with substantial growth in the first months of the COVID-19 pandemic.2 The traditional
credit reporting system is even larger—with files on approximately 90% of U.S. adults—and
impacts not only access to credit, insurance, and transaction accounts, but also employment and
rental housing.’® Large financial technology companies are also increasing their involvement in
financial services, acting as data sources, partners, and/or competitors to traditional providers.*

The resulting ecosystem is producing positive effects for many consumers and small businesses,
but it is also imposing substantial burdens and risks that are reducing its ability to drive greater
customer-friendly innovation and competition.’> As discussed below, competitive dynamics,
coordination challenges, and regulatory uncertainty are substantially complicating the transition
to safer and more reliable technologies for collecting customer-permissioned data. The lack of a
consistent framework for data permissioning and protections also increases the burden on
consumers and small businesses in managing how their data may be used and shared by a broad
range of firms who participate in the provision of financial services.

12 Aggregators are estimated to be able to access data from about 95% of U.S. deposit accounts, and at least one
estimates that it alone has connected to one in four financial accounts in the U.S. Zack Meredith & Zeya Yang, Blog,
The All-New Plaid Link, Plaid (Oct. 2, 2020); Michael Deleon, A Buyer’s Guide to Data Aggregation, Tearsheet (Feb.
19, 2019). Firm estimates of how many consumers have authorized transfers are difficult to obtain because
industry statistics are generally tracked on an account basis and surveys that focus solely on use of non-bank
fintech services may count providers that do not rely on authorized data transfers and exclude banks that do use
them. But growth trends are evident across multiple sources. See, e.g., Alexis Krivkovich et al., How US Customers
Attitudes Toward Fintech Are Shifting During the Pandemic, McKinsey & Co. (Dec. 17, 2020); Karl Dahlgren, COVID-
19 Pushes Digital Banking Adoption to the Tipping Point, BAI (Sept. 30, 2020); Plaid, The Fintech Effect: Consumer
Impact and the Future of Finance (2020); EY, Global FinTech Adoption Index 2019 at 8 (2019); The Clearing House,
Consumer Survey: Financial Apps and Data Privacy 2 (2019).

2 Cash-Flow Market Context & Policy Analysis § 2.2; Legal and Regulatory Landscape at 11, 81-106; FICO,
Expanding Credit Access with Alternative Data 3 (2021). Data brokers, whose status as “consumer reporting
agencies” under the Fair Credit Reporting Act depends on the intended use of their data, are also estimated to
have information concerning nearly all U.S. consumers. Federal Trade Commission, Data Brokers: A Call for
Transparency and Accountability 7-14 (2014).

4 See, e.g., Cash-Flow Small Business Spotlight § 4; Legal and Regulatory Landscape at 15; CBInsights, The Big Tech
in Fintech Report (2021).

15 For in-depth discussions of the burdens and risks of the current market in connection with credit underwriting,
see Cash-Flow Small Business Spotlight §§ 3-5; Cash-Flow Market Context & Policy Analysis §§ 3-6.
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Addressing these issues could be particularly important to improving services to communities of

color and other groups whose needs have not been fully met by either traditional financial

services or early fintech initiatives:

Credit access: Prior to the pandemic, an estimated 50 million consumers lacked sufficient
traditional credit history to be evaluated using the most widely adopted credit scoring
models, and an additional 80 million were rated as “nonprime” even though many of
them individually may be likely to repay. Information barriers also substantially constrain
credit access among small businesses. Research suggests that applicants of color, low-
income households, and women entrepreneurs are disproportionately affected.!®

FinReglab’s 2019 empirical analysis of cash-flow information from bank transaction
accounts and other sources suggests that the data could be valuable in predicting credit
risk both among populations who lack traditional credit history and populations who do
have credit scores, in part because the data appear to provide somewhat different
insights than traditional credit reports.!” Our stakeholder outreach suggests that the
information may be particularly valuable in detecting signals when economic
circumstances are changing relatively rapidly or individual applicants are working to
stabilize their finances. However, while interest in the use of such data is increasing
particularly in the wake of the pandemic downturn, challenges in securing reliable data
flows and uncertainty about applicable regulatory requirements remain significant
obstacles to broader deployment.'®

Tools to help manage debt, build savings, and meet other specific financial planning
needs: Although use of authorized data transfers to support personal financial
management tools is far more widespread than in credit underwriting, many initial
products were designed for and/or marketed primarily to relatively wealthy and

16 Cash-Flow Market Context & Policy Analysis § 2.2; Cash-Flow Small Business Spotlight § 2. Credit scoring models

group borrowers into bands based on their relative default risk, but without additional data, lenders cannot

differentiate within those bands to determine which individual applicants are higher-risk. Even if most applicants

within a particular band are likely to repay their loans, lenders may choose not to lend to that cohort or may
impose higher prices because default risks for the group as a whole are relatively high.

17 Cash-Flow Empirical Findings § 5. The study involved an independent analysis of data from six companies that
use cash-flow information in lieu of or in addition to traditional credit bureau data to underwrite consumers or

small businesses. The analysis also found evidence that the participating companies were extending credit to
applicants who may have faced constraints in accessing credit historically, and that the degree to which the

information was predictive of credit risk appeared to be relatively consistent across borrowers who likely belong to

different demographic groups.
18 Cash Flow Market Context & Policy Analysis §§ 4-5; Cash-Flow Small Business Spotlight §§ 4-5; see also
FinReglab, Research Brief, Data Diversification in Credit Underwriting (2020).
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technology-oriented consumers. Over time, some apps targeted to the needs of low-
income households and other underserved populations have been developed by
government agencies, nonprofits, and fintech companies.!® However, research suggests
that additional product tailoring, outreach, and efforts to address concerns about data
privacy and security could help to increase take-up rates.

For example, a project focusing on the high levels of high-cost debt among African-
American households by Prosperity Now found some interest among research
participants in using financial applications as a way to obtain tailored debt management
advice.?’ However, in a user study of two apps, data flow issues proved to be a significant
obstacle: Some participants were unwilling to set up account linkages due to identity
theft and other risks, yet where manual data entry was an option they often did not enter
sufficient data to generate the most valuable and tailored advice.?! Research by the
Financial Health Network similarly suggests that both a lack of tailoring in product
features and interfaces and the need to address information-related concerns have
tended to reduce fintech take-up rates among low- to moderate-income consumers over
50, despite that population’s rapidly increasing levels of digital connectedness and strong
interest in both immediate financial management and retirement planning.??

e Payment services: A number of digital payment services providers that are working to
lower costs and/or increase convenience relative to traditional payment methods are
using authorized data transfers via aggregators to facilitate their services. For instance,
such data can be used to authenticate consumers’ identities, confirm that consumer
accounts have been properly linked to the apps, and check balances before processing a
transaction over various types of payment rails. However, surveys suggest that at least
with regard to so-called person-to-person payment services, usage is lower among
African-American, Hispanic, and low-income households relative to white and higher-
income households. In contrast, households of color and low-income consumers are more

9 See, e.g., Jeff Kauflin, Fintech Apps Offer Financial First Aid For Hardest-Hit Consumers, Forbes (Apr. 3, 2020);
Financial Health Network, Preparing for Tomorrow by Fixing Today: Helping Low- and Moderate-Income Americans
Thrive in Retirement (2018); MAV Foundation, 8 Mobile Apps That Can Help Low Income Families (Mar. 14, 2018);
Lucy Gorham & Jess Dorrance, Catalyzing Inclusion: Financial Technology & the Underserved, University of North
Carolina Center for Community Capital 38-39 (2017); David Wessel, Fintech Apps Bring Stability to Stressed
Families, The Brookings Institute (Apr. 25, 2017); Suman Bhattacharyya, How Financial Tech Startups Are Reaching
Out to Low-Income Americans, Tearsheet (Feb. 10, 2017).

20 prosperity Now, Overdue: Addressing Debt in Black Communities 24, 27 (2018); Prosperity Now, In Search of
FinTech for Debt Management and Repayment 25-26 (2020).

2 Prosperity Now, In Search of FinTech for Debt Management and Repayment at 5, 9-10, 14, 17, 19, 20-21.

2 Financial Health Network, Fintech Over 50: Designing for Low- to Moderate-Income Older Adults (2020);
Financial Health Network, Preparing for Tomorrow by Fixing Today at 9-15.
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likely than white and higher-income households to use non-bank providers of money
orders, check cashing services, and bill payment services even though such options may
carry relatively high fees.?

Addressing these unmet needs will require more than just improving the efficiency and
safeguards for customer-directed data flows—and the regulatory frameworks governing
customer data use and sharing more generally. For example, improving digital connectedness
and access to basic transaction accounts, targeted outreach and marketing, user-centric product
design, and regulatory safeguards for the specific financial services at issue could also have
significant effects on customer use of and confidence in various financial services. However,
frictions in managing underlying data flows may have a particular impact on efforts to meet the
financial services needs of underserved populations, for instance where providers’ margins are
already thin due to higher costs or lower returns,?* or where particular customer groups are
especially sensitive to concerns about privacy, security, and other aspects of data control.2*> Thus,
improving the market and regulatory infrastructures for data sharing and use has critical
implications for competition, customer protection, and financial inclusion going forward.

Current market and requlatory initiatives

The development of infrastructures supporting customer-directed data transfers is particularly
significant within the broader ecosystem because they provide mechanisms for consumers and
small businesses to use their data to obtain a range of products and services from additional
financial services providers, in contrast to data flows that are provider-initiated. Development
of the customer-permissioned system to date has been largely driven by competitive dynamics
between the largest and most technically sophisticated companies. While recent efforts to
develop technical standards and other mechanisms could potentially benefit smaller
participants, competitive and coordination challenges remain substantial. Federal regulators
could substantially boost these efforts by resolving certain threshold issues so that market
participants can focus on remaining technical and process questions.

2 Federal Deposit Insurance Corporation, How American Banks: Household Use of Banking and Financial Services
6-7, 37-38 (2020).

24 For a discussion of how these factors affect bank efforts to serve non-prime populations, see Cash-Flow Market
Context & Policy Analysis § 5.2.1.2.

2 Although research specifically in the financial services context is limited, some surveys indicate that concerns
about privacy may be higher among respondents of color and low-income households than the general population,
in part due to lower trust in government institutions and business organizations. Brooke Auxier et al., Americans
and Privacy: Concerned, Confused, and Feeling Lack of Control over Their Personal Information, Pew Research
Center (2019); Mary Madden, Privacy, Security and Digital Inequality, Data & Society Research Institute 2-10
(2017).
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The customer-directed system started in the 1990s when aggregators began using customers’
log-ins to banking and investment website platforms and automated programs to “screen
scrape” data for use in various personal financial management applications. As the volume of
activity rose to support an increasing range of financial services, many data holders reacted
defensively in light of systems burdens, information security and liability concerns, and
competitive tensions. Regulatory uncertainty has heightened some of these tensions, such as
disagreements over how federal limitations on consumers’ liability for unauthorized transactions
would apply if their account log-in credentials are misused or breached in connection with a data
transfer.2® Uncertainty over the application of prudential regulators’ guidance concerning bank
oversight of third-party relationships has also complicated industry dynamics.?”

Against the backdrop of potential blocks to access (and sometimes actual shut-downs), large data
holders have negotiated an increasing number of confidential bilateral agreements with
individual aggregators to transition to read-only tokenized access, application program interfaces
(APIs), and contractual limitations on data use and other topics. These newer technologies can
increase the safety, accuracy, and efficiency of data transfers, but they have resource and
competitive implications for the broader market. Screen scraping is frequently continuing to
occur alongside API transfers, particularly where API limitations restrict the cadence or scope of
available information.?®

Relying so heavily on contracts and due diligence mechanisms to police the broader data transfer
system has other substantial drawbacks. Data holders may be direct competitors of the
companies that are receiving the data from aggregators, and thus may have business incentives
to impose restrictions on other ecosystem participants. Data intermediaries may not have the
incentives or leverage to police the conduct of their clients across all potentially relevant issues.

2% Cash-Flow Market Context & Policy Analysis §§ 4.2.3, 5.2.1.2; Legal and Regulatory Landscape at 152-171.

27 Cash-Flow Market Context & Policy Analysis at 50; Legal and Regulatory Landscape at 107-122. After the U.S.
Treasury Department suggested that some agency guidance was actually discouraging companies from entering
agreements to move to safer data transfer technologies because banks feared the agreements would trigger
heightened monitoring obligations, the Office of the Comptroller of the Currency issued guidance in 2020 stating
that banks have due diligence duties even with regard to screen scraping activities by aggregators with which they
have no contractual relationships. The guidance has created additional questions about the practical extent to
which banks in such situations can gain sufficient assurances about aggregators’ data controls and whether banks
in certain circumstances have obligations to conduct “fourth party” monitoring of the data controls of aggregators’
customers. U.S. Department of the Treasury, A Financial System that Creates Economic Opportunities: Nonbank
Financials, Fintech, and Innovation 86-95 (2018); Office of the Comptroller of the Currency, OCC Bulletin 2020-10,
Third-Party Relationships: Frequently Asked Questions to Supplement OCC Bulletin 2013-29.

28 Cash-Flow Market Context & Policy Analysis §§ 4.2.2, 5.2.2.1; Legal and Regulatory Landscape at 40-42.
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And smaller companies face greater resource constraints in adopting new technologies,
negotiating contracts, and conducting due diligence activities.?

In light of these disadvantages, efforts to create standards and other infrastructure that can be
used on a turnkey basis by a large number of participants have begun to attract increased interest
from industry stakeholders in the past few years. For example, nearly 200 participants have
joined the Financial Data Exchange to work on implementation of a common API, developing user
experience guidelines to promote more consistent permissioning processes, and defining
minimum data elements for particular use cases. The group includes a range of industry
stakeholders, as well as some consumer advocate representation in its working groups. Other
initiatives by several large banks and The Clearing House have both raised hopes that they will
benefit smaller data holders and fears that they could be used to the founders’ competitive
advantage.®°

While industry-led standardization efforts can be critical to solving technical and process issues
that may be both legally and practically difficult to enshrine in regulation,3! the experiences of
the last several years suggest that such efforts will be far more effective if regulatory initiatives
set certain basic parameters. For instance, even where consumer advocates have a seat at the
table, it can be extremely difficult for voluntary private initiatives to establish and enforce
consistent market-wide standards, particularly on topics that require careful balancing between
the interests of multiple groups of consumers and financial services providers. More broadly,
implementation and coordination costs remain serious challenges, and the COVID-19 pandemic
has diverted substantial attention and resources to other issues. While FDX statistics indicate that
the number of accounts using the FDX API for data transfers has increased to about 22 million,
that represents only a small fraction of overall data transfer volume.3?

2 Cash-Flow Market Context & Policy Analysis §§ 4.1.2, 4.2.2.

30 Cash-Flow Market Context & Policy Analysis § 4.2.4; see also Penny Crosman, BofA, Chase, Wells Fargo Pilot
Service to Rein in Screen Scraping, Am. Banker (Jan. 26, 2021).

31 Section 1033 directs the CFPB to develop rules that “prescribe standards applicable to covered persons to
promote the development and use of standardized formats for information,” but also to consult with other federal
regulators to “ensure, to the extent appropriate, that [its] rules ... do not require or promote the use of any
particular technology in order to develop systems for compliance.” 12 U.S.C. § 5533(d), (e). The Bureau also lacks
authority to set information security standards under GLBA. 15 U.S.C. § 6801(b). Even where legal authorities are
clear, it can be challenging to keep rules that enshrine technical standards updated as technologies and market
practices evolve. Cash-Flow Market Context & Policy Analysis § 5.2.2.1.

32 Financial Data Exchange, Financial Data Exchange (FDX) Reports 22 Million Consumer Accounts on FDX API (Sept.
1, 2021).
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Setting clear regulatory baselines concerning the basic rights and protections for consumer data
access could thus help to sharpen the focus of industry standardization initiatives. Three such
agency initiatives are currently underway:

e The FTC s considering a proposal to modernize information safeguard requirements for
non-bank financial services providers under the Gramm-Leach-Bliley Act, which could
drive more robust data protections for intermediaries (including both traditional credit
bureaus and data aggregators) and a wide range of non-bank data users.

e The CFPB has issued an Advanced Notice of Proposed Rulemaking to seek input on
implementation of § 1033. The notice focused both on data access questions and on the
treatment of consumer-permissioned data flows under other existing federal consumer
financial protection laws, such as GLBA, the Fair Credit Reporting Act, and the Electronic
Fund Transfer Act, though it did not focus extensively on supervision of data aggregators
and other non-bank ecosystem participants.3*

o The prudential banking agencies are seeking comment on harmonizing their guidance
concerning third-party service provider obligations, including its application to
customer-permissioned data transfers. The notice seeks comment on whether the
regulators should collectively adopt and/or revise guidance that the OCC issued in 2020
stating that banks have due diligence obligations even in situations in which they only
have APl agreements or no contractual relationships with data aggregators who are acting
on behalf of competing financial services providers.>

Yet while Executive Order 14036 recently encouraged the CFPB to proceed with a § 1033
rulemaking to “facilitate the portability of consumer financial transaction data so consumers can
more easily switch financial institutions and use new, innovative financial products,”*® several of
these agencies are in leadership transitions and the scope and prioritization of these initiatives
relative to other activities is not yet clear. We believe that the regulatory agencies could
substantially strengthen the incentives for and efficiency of industry standardization efforts by
providing a decisive answer to such core issues as:

33 84 Fed. Reg. 13158 (Apr. 4, 2019); Cash-Flow Market Context & Policy Analysis § 5.2.2.2; Legal and Regulatory
Landscape at 71-81.

34 85 Fed. Reg. 71,003 (Nov. 6, 2020).

3586 Fed. Reg. 38,182 (July 19, 2021); 86 Fed. Reg. 50,789 (Sept. 10, 2021); see supra note 25 and accompanying
text.

3¢ Executive Order 14036: Executive Order on Promoting Competition in the American Economy (Jul. 9, 2021).
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e the deadline for particular groups of financial services providers to make data available
upon consumer request under § 1033;

e the scope of data that is subject to § 1033 access rights or to exceptions under the
statute, and whether data sources can impose other conditions before providing data
access;

e the obligations of companies acting on behalf of an individual consumer in connection
with a § 1033 data transfer and the requirements for data recipients to safeguard such
information;

e the Bureau’s plans to begin supervision of data aggregators and possibly other categories
of non-bank financial services providers that rely heavily on customer-permissioned data;
and

e the scope of banks’ oversight responsibilities concerning activities of aggregators (or
aggregators’ customers) in their downstream handling of customer data.

Interagency coordination is particularly important as these initiatives progress. For example,
strengthening GLBA information safeguards requirements for all non-bank financial institutions
and conducting CFPB examinations of data aggregators and other key actors could reduce the
need to rely on bank oversight mechanisms to manage the broader ecosystem. And third-party
service provider guidance can have important implications for competitive dynamics and the
volume and nature of § 1033 data flows, for instance if heightened due diligence expectations
disincentivize smaller institutions from entering agreements to manage and develop APIs to
manage data transfers.

Re ng the broader requlatory framework

In addition to sharpening the focus of future industry efforts, the agencies’ activities may also
highlight the need for specific Congressional actions. For instance, § 1033 is focused primarily on
retail financial products and services like loans and deposits, even though securities and
insurance information could also be useful for personal financial management purposes.3” The
statute also does not affirmatively define protections for § 1033 data. Other existing federal laws
provide potential safeguards, but they were not crafted specifically with the current customer-
directed transfer system in mind and may not apply to all use cases.?® And while the Bureau could
potentially prescribe conduct requirements for companies who act as “agents” or

3712 U.S.C. §§ 5481(5), (6), (15), 5517, 5519, 5533(a).

38 For discussions of the protections provided by the Fair Credit Reporting Act, Gramm-Leach-Bliley Act, and
Electronic Fund Transfer Act and the questions and tensions raised by their potential application to customer-
permissioned data flows, see Cash-Flow Market Context & Policy Analysis §§ 4.2.1.2,5.2.2.2, 6.1.2, 6.1.3; Legal and
Regulatory Landscape at 46-106, 152-171.
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“representatives” on behalf of consumers in connection with § 1033 transfers, it is unclear
whether it will decide to do so or what such duties might entail.

Thus, Congressional action may well be required to help further strengthen and tailor the
regulatory guardrails for customer-directed transfers. And even beyond those particular data
flows, the gaps and disconnects between various federal consumer financial laws are becoming
more problematic in light of the substantial evolution in industry players, technologies, and
market practices over the last several decades. For instance, the GLBA privacy provisions that
create some baseline limitations on when financial institutions can transfer data to other parties
for their own purposes have not been substantially updated since their initial adoption, and raise
substantial complexities as to the extent to which they limit data use and transfers by companies
that receive the data downstream.*® While U.S. law has historically provided more protection for
customers’ financial data as compared to data in general commerce, gaps in the effectiveness
and scope of those protections are becoming more important as data sharing and use within the
financial sector continues to expand and as the boundaries between financial services and
general commerce become more porous.

Several other nations and states are starting to adopt comprehensive regimes that create
baseline rights and protections for customer data across all sectors, sometimes in combination
with more tailored provisions to address customer protection and competition concerns in
financial services.*! The potential conceptual and practical tradeoffs of different structures is
beyond the scope of this testimony,*? but the need to modernize the regulation of customer data
as used for financial services is becoming increasingly urgent. Several illustrations help to
demonstrate this need:

e Meaningful consent and its relation to meaningful protections. Notice and consent
concerning data access and use is a critical feature of today’s broader digital economy,
but federal consumer financial laws often focus more on informing consumers about

3% The Dodd-Frank Act defines “consumer” to include not only individuals but also “agent[s], trustee[s], or
representative[s] acting on behalf of ... individual[s].” 12 U.S.C. §§ 5481(4), 5533(a). Thus, in determining
application of § 1033, the Bureau could define what it means to “act on behalf” of an individual consumer. Under
state law, for example, agents often have fiduciary duties to their principals, such as for instance by exercising
appropriate care and diligence, acting within scope of delegated authority, and avoiding self-dealing.

40 Cash-Flow Market Context & Policy Analysis at 96-101, 122; Legal and Regulatory Landscape at 48-70, 174.

“! For a detailed discussion of the intersections between data protections and data rights, see Asrow at 7-8, 11-12,
54-72. For summaries and discussions of other jurisdictions’ approaches to create comprehensive data regimes
and to facilitate open finance systems relative to U.S. approaches, see Cash-Flow Market Context & Policy Analysis
at 71; Asrow at 14-17, 52-53; Olivia White et al., Financial Data Unbound: The Value of Open Data for Individuals
and Institutions, McKinsey Global Institute (2021).

42 See Cash-Flow Market Context & Policy Analysis § 7.3 for a brief discussion of selected issues.
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product pricing and features prior to selection decisions rather than related data flows.
Where prior consent is used to authorize transfers of consumer financial data, it often
relies on “opt out” structures that may not be as effective in empowering consumers to
exercise robust control over their data.*?

Section 1033 substantially increases the conceptual and practical importance of consent
because it relies upon affirmative consumer opt-ins to data transfers. Adopting
consistent, consumer-friendly disclosure content, formats and consent processes
(particularly those designed for digital interfaces) will be important to effectuating the
statute and realizing its larger benefits for innovation and competition.**

But deeper thought about the nature of meaningful consent and its relationship with
meaningful protections across the broader financial data ecosystem would also be
helpful. Even with the adoption of best practices and model forms, there is growing
evidence of “information overload” among consumers as they are asked to manage the
use of their data while interacting with a broad range of entities in both financial services
markets and general commerce. While some financial services providers are working to
make this process more manageable by creating data dashboards and other best
practices, it is difficult for individual commercial actors to overcome coordination
challenges in gathering information from downstream parties. Setting regulatory
baselines for traceability, the scope of permissible use activities, and other substantive
data practices could also help to reduce cognitive burdens on consumers, for instance
by reducing the number of issues that have to be managed on a company-by-company
basis.*

Access to data for research and development. While § 1033 provides a right for
individual consumers to access their data one financial services provider at a time, it
does not address the fact that access to large pools of representative historical data can
be critical for both product development (for instance, creation of more accurate and
inclusive predictive models for credit underwriting) and research to inform
improvements in market practices, public policy, and regulation. Existing laws such as
GLBA and FCRA have been interpreted to provide more flexibility for research and

43 Cash-Flow Market Context & Policy Analysis § 6.2.1; Legal and Regulatory Landscape at 43-44, 58-64, 92-94;
Asrow at 22-29.

44 Cash-Flow Market Context & Policy Analysis § 6.2.1; Legal and Regulatory Landscape at 43-44, 58-64, 92-94;
Asrow at 22-29.

45 Cash-Flow Market Context & Policy Analysis § 6.2; Legal and Regulatory Landscape at 58-64, 92-94; Asrow at 22-
29, 30-35, 57-58, 63-66, 68-69.
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development activities where data does not contain personally identifying information.
However, new tensions between individual and collective interests are emerging as
research highlights the risks of re-identification through linking of data sources and as
notions of consumer control strengthen to include such concepts as a right to demand
deletion.*®

New “privacy enhancing technologies” that reduce the possession and transfer of
personal data while facilitating beneficial use cases may help to manage some of these
tensions,*’” but policy frameworks may also need to be revised and recalibrated. For
instance, the lack of access to data pools can substantially disadvantage startup financial
services providers relative to incumbents that have already amassed substantial
historical information. Thus, creating mechanisms that facilitate the development of
products and services that will help consumers derive further benefits from their data
could substantially increase § 1033’s potential benefits for innovation and competition.

e The critical role of data intermediaries. Data intermediaries often do not have direct
relationships with consumers or small businesses but play increasingly important roles
in the financial data ecosystem both as the repositories of information concerning
millions of customers and as counterparties in an increasingly complex web of
commercial relationships. Their activities and scale have important implications for both
customer protection and competition, and different types of intermediaries are
engaging with each other through both partnerships and acquisitions. Yet the extent to
which different types of intermediaries are subject to direct regulation and supervision
under current federal consumer financial laws varies. Third-party risk management
authorities provide some additional protections, but they can be less comprehensive
and efficient than direct regulation.*®

With regard to examinations, for instance, the Dodd-Frank Act vested the Consumer
Financial Protection Bureau with authority to supervise non-banks that are “larger

4 Cash-Flow Market Context & Policy Analysis § 6.1.3; Legal and Regulatory Landscape at 43-44, 55-57, 87; Asrow
at 36-38, 59-60, 66-68.

47 Cash-Flow Market Context & Policy Analysis at 100; Asrow at 75-77.

¢ Cash-Flow Market Context & Policy Analysis §§ 4.2.1, 4.2.4, 5.2.2.2; Legal and Regulatory Landscape at 9-13, 107-
122. Under the Bank Service Company Act and Dodd-Frank Act, the prudential regulators and the CFPB can
examine vendors to supervised financial service providers, in addition to the due diligence and monitoring
conducted by the providers themselves. However, while prudential regulators have examined at least one data
aggregator in its capacity as a vendor to a bank, they reportedly have disavowed such authority with regard to
nationwide consumer reporting agencies. And because each supervised entity may interpret its due diligence
obligations slightly differently, processes can be extremely duplicative for both banks and data intermediaries or
other vendors.
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participants” in markets other than mortgage, payday, and private student lending.*®
This excludes smaller intermediaries that may nonetheless aggregate the data of millions
of consumers, simply because they are smaller than other competitors. Moreover, the
Dodd-Frank Act did not authorize the CPFB to examine non-banks for compliance with
GLBA information security requirements even when the agency is conducting other
supervisory activities. The importance of this issue has been underscored by the Equifax
data breach in 2017 and the increasing scale of data aggregators.*®

e Treatment of small business owners. Small business owners are not covered by § 1033
or most other federal consumer financial laws, yet they have substantial unmet needs
for financial services.”® What research is available suggests that they are sensitive to
many of the same data protection concerns as consumers.>?

The Consumer Financial Protection Bureau and other federal agencies can begin to tackle many
of these questions with their existing authorities, but there are gaps and inconsistencies that they
cannot bridge without action by Congress. Increasing the consistency and comprehensiveness
of protections that apply to (1) different sources of data for credit underwriting; (2) customer-
permissioned data transfers for all types of use cases; and (3) the use of customer data in financial
services more generally would help to reduce risk levels to consumers and small businesses,
create a more level playing field among financial services providers, and encourage customer
friendly innovation and competition going forward. Such changes would not only increase the
competitiveness of the U.S. financial system relative to parallel sectors in other countries, but
increase the dynamism and competitiveness of our broader economy by helping historically
underserved populations increase their economic participation, financial stability, and long-term
wealth.

Conclusion

Some sources have estimated that broad adoption of open finance in the U.S. could add as much
as 1.5% to the nation’s gross domestic product by 2030, including up to $90 billion of economic

412 U.S.C. § 5514(a)(1)(B).

50 Cash-Flow Market Context & Policy Analysis §§ 4.1.2, 6.3.2, 7.2; Legal and Regulatory Framework at 18-19, 73-
75,111-113.

51 Cash-Flow Small Business Spotlight §§ 2, 5; Mills Chapters 1-5, 9.

52 Barbara J. Lipman & Ann Marie Wiersch, Uncertain Terms: What Small Business Borrowers Find When Browsing
Online Lender Websites, Board of Governors of the Federal Reserve System 23, 27 (2019); Barbara J. Lipman & Ann
Marie Wiersch, Browsing to Borrow: ‘Mom & Pop’ Small Business Perspectives on Online Lenders, Board of
Governors of the Federal Reserve System 12, 16-17 (2018); Barbara J. Lipman & Ann Marie Wiersch, Alternative
Lending Through the Eyes of ‘Mom & Pop’ Small Business Owners: Findings from Online Focus Groups, Federal
Reserve Bank of Cleveland 17 (2015).

FinReglLab.org | 900 19th St NW, Suite 600, Washington, DC 20006



82

BXe]

0,0

059 FinReglab Page 16 of 16
value for individual consumers, $50 billion for micro, small, and medium sized businesses, and
$100 billion for financial institutions.”® But achieving such benefits will require sustained
attention and action from industry, regulators, and Congress. The regulatory actions that are
underway now are important steps down that path, and complex undertakings in their own right.
They can help to sharpen the focus of subsequent standardization and legislative efforts, but fully
modernizing the market and regulatory infrastructure that governs the use of customer data in
financial services is an even larger undertaking that will require a sequencing of efforts by
multiple stakeholders. The longer those efforts wait to start, the more risk that builds up in the
system and the more benefits are forgone both in the financial sector and the broader economy.

Thank you again for the opportunity to speak with you today about these important issues.

53 White et al., at 10-11. The analysis calculates potential benefits from three potential benefits to customers
(increased access to financial services, greater user convenience, and improved product options) and four potential
benefits to financial institutions (increased operational efficiency, better fraud protection, improved workforce
allocation, and reduced friction in data intermediation).
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Tuesday, September 21, 2021

I would like to thank Chairwoman Waters, Ranking Member McHenry, Chairman Lynch,
Ranking Member Davidson, and the Fintech Task Force for the opportunity to speak with all of
you today. My name is Steve Smith, the Co-founder and CEO of Finicity, a Mastercard
company.

Finicity allows financial account holders - typically consumers and small and midsize businesses
- to easily connect their accounts to a wide range of financial apps and services. This is often
called data aggregation.

I've spent the past 30 years working within the technology industry. In that time, there has been
remarkable technological innovation. From the Internet, to mobility, to cloud computing, we’ve
experienced massive advancements impacting virtually every industry. One notable technology
disruption has been the use of data and analytics. Large enterprises have leveraged powerful data
and analytics tools to gain insights on business operations, improve efficiency, enhance customer
experiences and much more. All of this has enabled significant cost reductions combined with
enhanced revenue opportunities.

For too long, we as individuals, families and small and midsize businesses haven’t reaped the
same benefits of using our data. Why? The technology has been too expensive or the ability to
collect and analyze our data has been exceptionally difficult or cumbersome.

This is where the advent of open banking or open finance, powered by data aggregation, is
flipping the data experience to one that empowers consumers and small and midsize businesses
with access, control, and the consented use of their data.

Open banking is enabling a wide range of financial products and services that are transforming
how consumers manage their money, prepare their taxes, apply for loans, make real-time
payments, and better understand and improve their credit. All of this is leading to more consumer
choice and better experiences, along with increased financial literacy, financial inclusion and
improved financial fitness.
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Finicity has been at the center of many of these empowering experiences. For example, we've
enabled consumers to contribute more data to their credit scores through Experian Boost and the
UltraFICO score. These solutions use cash flow data explicitly permissioned by users, to help
them build or improve credit and achieve their financial goals.

So with all of this positive movement, why am I here? This is a technological shift that is still
very much in its early innings. As it emerges and matures federal policymakers will play a
meaningful role in the direction and pace of this transformation by providing clarity on data
protection expectations, data privacy requirements and consumer data rights.

Clearly, consumer data protection is a must throughout the data access and sharing process.
Safeguarding the data is foundational to accelerating innovation, while protecting the consumers
from data theft.

Equally, I believe we all agree that the privacy of personally identifiable information is important
to further consumer empowerment. In many respects, data privacy is about consent. With clear
and explicit consent, consumers will know where, how and for what purpose their data is being
used, putting them in control enhances privacy. Data should not be shared across or among
organizations without direct and transparent consent.

Finally, and I think most importantly, consumer data rights must start and end with an
individual’s ability to access, use and benefit from their data. This is the foundation of open
banking. It is essential that consumers have reasonable access to all of their financial data in
possession of the data holders in a format that they can permission for use to financial services
and app providers of their choosing. It is critical to safeguard data rights, otherwise the great
progress we have made so far will fade.

Data rights, privacy and protection are inextricably connected policy goals. Each deserving focus
and critical thinking. Trade-offs may have to be made to balance competing objectives. Even
adopting newer and better technologies can have unintended consequences by curtailing data
access. We should bear in mind that those three goals are not equal - the consumer’s right to their
data must always be the priority.

We need a clear regulatory framework to protect and continue open banking in the U.S. That is
why we are encouraged by the CFPB finally moving forward on a rulemaking under section
1033 of the Dodd Frank Act.

When we started Finicity, we started with one simple thought: data is at the heart of good
decision making. It is incumbent upon all involved in this data sharing ecosystem, that
consumers and small and midsize businesses are empowered with the data they need to make the
best decisions for themselves, their families, and their organizations.

Thank you again for the opportunity to address the task force and answer any questions you may
have.
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September 21, 2021

Chairman Lynch, Ranking Member Davidson, and Members of the Financial Technology Task
Force, thank you for inviting me to testify today regarding preserving the right of consumers to
access personal financial data. I offer my testimony here on behalf of the low-income clients of
the National Consumer Law Center.!

Introduction

There has been a tremendous amount of interest in the growing use of data from consumers’
bank accounts and other financial accounts to provide a variety of financial products and
services, generally facilitated by third parties called “data aggregators.” This topic is the subject
of a rulemaking from the Consumer Financial Protection Bureau (CFPB) under Section 1033 of
the Dodd-Frank Act,? which requires banks and other financial services providers to make
financial account data available to the consumer, subject to CFPB rules. The Section 1033
rulemaking has garnered a significant amount of attention and even a mention in President
Biden’s Executive Order on competition.?

We support the call in President Biden’s Executive Order for CFPB to continue the Section 1033
rulemaking. Access to consumers’ financial account data has the potential to enable many
products and services that may be beneficial to consumers. At the same time, the intensely
detailed and sensitive data inside consumers’ financial accounts can also be used for less
beneficial purposes, such as debt collection or targeting consumers for predatory or exploitative
products. Data also must be shared in a secure fashion, safe from unauthorized access and data
breaches. Whether access to financial account data benefits or harms consumers will depend on
whether the CFPB’s 1033 rule, rules by other federal agencies, and any new legislation contain

! The National Consumer Law Center is a nonprofit organization specializing in consumer issues on
behalf of low-income people. We work with thousands of legal services, government and private
attorneys, as well as community groups and organizations, from all states who represent low-income and
elderly individuals on consumer issues. Fair Credit Reporting (9th ed. 2017) is one of the eighteen
practice treatises that NCLC publishes and annually supplements. This testimony was written by Chi Chi
‘Wu, with the assistance and editorial review by Lauren Saunders.

2 See CFPB, Consumer Access to Financial Records, 85 Fed. Reg. 71003, 71011 (Nov. 6, 2020).

3 Executive Order on Promoting Competition in the American Economy, July 9, 2021,
https://www.whitechouse .gov/briefing-room/presidential-actions/202 1/07/09/executive-order-on-
promoting-competition-in-the-american-economy/ (“The Director of the Consumer Financial Protection
Bureau, consistent with the pro-competition objectives stated in section 1021 of the Dodd-Frank Act, is
encouraged to consider: (i) commencing or continuing a rulemaking under section 1033 of the Dodd-
Frank Act to facilitate the portability of consumer financial transaction data so consumers can more casily
switch financial institutions and use new, innovative financial products™).
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strong consumer protections that ensure the three “C”s and one “D” for access to this valuable
source of information:

Consumer Choice and Control
Competition

Consumer Protection

Data Security

Background: Benefits and Risks of Financial Account Data

Many stakeholders have promoted the benefits of consumer-authorized financial account
information for various purposes, including the use of cash flow data to improve access to
affordable forms of credit, products that encourage savings, and a variety of services that help
consumers better manage their finances. Our primary focus has been on the use of financial
account data for purposes of credit underwriting.

Use of financial account data could benefit the 45 million “credit invisible” consumers who lack
a credit history or have files so skimpy that a credit score cannot be generated.* Financial
account data could allow credit invisible consumers to obtain affordable credit based on an
analysis of the cash flows in the consumers’ bank or prepaid card accounts, i.e., the pattern of
debits and credits and balances. Cash flow data has shown significant promise as a form
alternative data for underwriting, perhaps the most promising form.*> Indeed, the CFPB, along
with the other banking regulators, has encouraged the use of cash flow data because of this
underwriting potential, cautioning that other types of data could present “greater consumer
protection risks.”®

There are indications that credit invisible customers of larger banks already have an on-ramp to
credit because of cash flow data. It appears that larger banks may be approving credit cards
based on deposit account information at their own institutions.” Customers of smaller banks or
banks that do not issue credit cards do not have the same benefit. Consumer-authorized data
access could level that playing field.

4 Kenneth Brevoort, Philipp Grimm & Michelle Kambara, CFPB Office of Research, CFPB Data Point:
Credit Invisibles 12 (May 2015), http://files.consumerfinance.gov/f/201505 cfpb_data-point-credit-
invisibles.pdf.

’ FinRegLab, The Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings (July
2019), https://finreglab.org/wp-content/uploads/2019/07/FRL_Research-Report_Final pdf.

¢ CFPB, Federal Reserve Board, FDIC, Office of the Comptroller of the Currency, and National Credit
Union Administration, Interagency Statement on the Use of Alternative Data in Credit Underwriting
(December 2019), https://files.consumerfinance.gov/f/documents/cfpb_interagency-statement alternative-
data.pdf.

7 Data Point: Becoming Credit Visible, June 2017,
https:/files.consumerfinance.gov/f/documents/BecomingCreditVisible_Data_Point_Final.pdf, at 33
(noting that “about 65 percent [of consumers studied], appear to have transitioned out of credit invisibility
by opening an account by themselves despite their lack of a credit history” and that “perhaps some
commercial banks are willing to lend to credit invisible consumers with whom they have existing deposit
account relationships.”).
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In addition to credit underwriting, access to account data could allow consumers to more easily
change financial institutions. Setting up bill payments for a variety of other accounts, redirecting
preauthorized charges, and even collecting and storing transaction information can be a
cumbersome process. Consumers should have access to their data to enable comparison
shopping and switching providers.

However, access to the financial account data also poses risks to consumers. The intensely
detailed and sensitive data inside consumers’ accounts can also be used for less beneficial
purposes. Some predatory lenders may use the timing and history of inflows and outflows from
consumers’ accounts to fine tune their ability to collect, but not necessarily the consumers’
ability to afford credit while meeting other expenses. Financial account data could even be sold
or shared to debt collectors to figure out the best time to collect debts by analyzing when income
comes in and can be grabbed.

A consumer’s deposit account contains a wealth of information about the consumer’s income,
where they shop and what they buy, their spending patterns and a variety of other sensitive
personal information. Creditors could use this information to make decisions based on where the
consumer shops (i.e., dollar stores vs. high-end boutiques) instead of the individual’s credit risk.®

Financial account data has been touted as a means to promote financial inclusion, and research
has found that it holds promise for helping borrowers of color who might otherwise face
constraints on their ability to access credit.” However, there still will be disparities by race given
the unequal economic positions of households of color and white households, as well as racial
disparities in the impact of overdraft practices, as discussed on page 9. When financial account
data is fed into algorithms or artificial intelligence models, the results could replicate those
disparities.

Whether financial account data ultimately benefits consumers will depend on how vigorous the
rights and protections for consumers are. Consumers must have choice and control over our own
data; competition must flourish and not be stifled; consumer protections must be strong and
forceful; and data security requirements must be robust.

¥ For example, a professor at U.C. Berkeley’s Haas Business School found that “spending on
entertainment (such as video, audio, magazines, newspapers, toys and pets) predicts worse credit
outcomes. Spending on categories that predict worse consumer credit outcomes tend to also predict
smoking and lower education (proxies for impatience), suggesting that impatience is central for
consumer credit outcomes.” This research could prompt creditors to examine a consumer’s purchases in
underwriting, leading to lower approvals or higher prices for pet owners or consumers with too many
streaming subscriptions. Annette Vissing-Jorgensen, Consumer Credit: Leaming Your Customer's
Default Risk from What (S)he Buys, Aug. 20, 2021,

http://faculty haas.berkeley edu/vissing/VissingJorgensenConsumerCredit202 1 pdf

° FinRegLab, The Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings (July
2019), https:/Ainreglab.org/wp-content/uploads/2019/07/FRL_Research-Report_Final.pdf.
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Element 1: Consumer Choice and Control

The most important principle for access to financial account data is that it must always be the
consumer’s choice, and consumers should have full control over their information. Pro forma
consent is not sufficient; the decision must be an affirmative, knowing, and conscious decision.
Consumers should also have the power to shut off the data spigot and to delete the information if
they change their mind, as well as the power decide what data elements will be shared.

While data aggregators currently seek consumers’ consent, this alone is not sufficient. First, it is
unclear whether consent as currently obtained from consumers is truly knowing and voluntary.
When consumers click “I agree,” many do not understand they are turning over all their deposit
account data to a third party. A November 2019 survey by The Clearing House (TCH) found
that 80% of financial app users were not aware that apps may use third parties to access
consumers’ financial information. '

Even when consumers do truly consent knowingly and voluntarily, they may assume the data
will only be used for the immediate purpose for which they authorized accessed. They may not
realize the access is not limited to that purpose; that more data may be accessed than is
necessary; or that access may not be restricted in time but could continue indefinitely. Access
may go on far longer than expected by a consumer who envisioned a one-time or limited access.

Consent may not be truly voluntarily if the consumer is forced to provide it as a condition of
obtaining the credit or services, even when account data is not necessary such as when a
consumer has a thick credit file with a high credit score. Today, people can easily choose to
avoid products that require use of a data aggregator. But as the use of access to financial account
information spreads, refusing to click “I agree” will become much harder, just as consumers do
not truly have any power to say no if a potential employer wants to pull a credit report.

Finally, consent is not actually required by any statutory scheme, even the Gramm-Leach-Bliley
Act (GLBA), which only provides for an opt-out of sharing. It is competitive forces that compel
banks not to share this data, and such forces could shift with a change in the market. Indeed,
there is currently a project that would use data from the consumer reporting agency Early
Warning Services (EWS) to supply cash flow information for credit invisible consumers via the
Big Three credit bureaus (Equifax, Experian, TransUnion). While this project does have benefits
for these consumers, consent will not be required for creditors to obtain the EWS data. This lack
of consumer control is less preferable to a system where the consumer must give permission to
access to their financial account information, as it deprives consumers of the autonomy over their
data.

To avoid the risks to consumer control, privacy, and misuse of their data, the following
principles must be followed.

10 Statement of Natalie S. Talpas, PNC Bank, for CFPB Symposium on Consumer Access to Financial
Records, Section 1033 of the Dodd-Frank Act, February 26, 2020,
https:/files.consumerfinance.gov/f/documents/cfpb_talpas-statement symposium-consumer-access-
financial-records.pdf (citing The Clearing House, Consumer Survey: Financial Apps and Data Privacy,
November 2019).
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First and foremost, there must be substantive limits on how companies can use data that cannot
be superseded by blanket consent:

1. Data aggregators and data users should not be allowed to use purported consent to
permit uses that consumers do not expect or understand.

2. Use by data aggregators and data users must be limited by purpose. A consent to use
deposit account data for credit underwriting should not permit the use of the data for other
purposes such as marketing, debt collection, or government licensing.

Consent should also be a product of real choice:

3. Consumers should always have true choice in whether to share their deposit account
data as a substitute or supplement for a credit score. Creditors and other users should not
be permitted to require consumers to share bank transaction data if they could have received
credit or other services without it.

4. Aggregators should not be permitted to share deposit account transaction data for
non-financial purposes, such as employment, insurance, or government licensing or
benefits. Needs-based government programs should be entitled to only a snapshot of current
balances.

5. Consent must be real, knowing, affirmative, and meaningful. It should never be buried
in fine print. It must always be in a separate stand-alone “document,” i.e., webpage or
dashboard. The role of the aggregator must be disclosed in a manner that consumers realize it
is a separate third-party intermediary that is accessing their account data.

Consumers also need more control over how and when they provide consent or revoke consent:

6. Consent must be limited by data element (i.e., data minimization). A consumer should
be able to control sharing of just cash flow information (credits, debits, balances) versus
sharing cash flow plus the identities of merchants from debit card transactions or the identity
of payors who make electronic deposits. Not every use case needs all of the information in a
consumer’s account, and users should only receive what they need for their application to
function properly.

7. Consent should be time-limited and self-expiring. A consent for credit underwriting
should be a single use permission. A consent for account review for an open-end account
should expire after one year and require renewal.

8. Consumers should have multiple, simple options for ending data sharing and deleting
information. Some banks and data aggregators are developing consumer dashboards where
consumers can see who is accessing their data and easily turn it off. Multiple access points —
at the bank, at the data aggregator, and at the end user app — are necessary.

Element 2: Competition

Consumer-permissioned bank account data could represent a paradigm shift in assessing the
creditworthiness of consumers. For decades, consumers and their data have been held captive to
abuses and exploitation by the Big Three credit bureaus, i.e., the nationwide consumer reporting

6
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agencies (CRAs). The credit bureaus have created a credit reporting system that has
unacceptably high levels of errors as well as a biased and dysfunctional dispute system.!!

There is a frequent refrain that the consumer is not the customer of the credit bureaus; instead,
our data is their commodity. Our consent is never required to harvest our information and, until
the advent of security freezes, we could not even prevent its dissemination. The credit reporting
system is an oligopoly of three companies where market forces do not work and consumers have
no choice but to be beholden to those companies.

That all has the potential of changing with consumer-authorized data from deposit and financial
accounts. This is a source of data that can serve as potential competition to the credit bureaus. It
may be more predictive. It could be more accurate than credit bureau data, not only because the
source is drawn directly from the consumer’s deposit account but because consumers could have
more control over it. Consumers must authorize access to the data, and as discussed above, they
should have the ability to shut off access whenever they want. If an aggregator does a terrible
job with the accuracy of data, the consumer should have the ability to revoke authorization and
delete their data from the aggregator’s database.

Consumer control would not only help with accuracy as a curative measure, it would help with
incentives to ensure accuracy on a prospective basis. If an aggregator knows that too many
errors will result in consumers revoking their authorization and deleting their data, the aggregator
is likely to take measures to ensure and improve accuracy.

American consumers desperately need to have an alternative to the Big Three credit bureaus.
That competition could come from aggregators of consumer-authorized data. Of course, one risk
that we are already beginning to see is that the Big Three have started purchasing alternative data
providers. For example, Experian purchased Clarity while TransUnion purchased FactorTrust
and Equifax purchased Teletrack. All three of the purchased companies are CRAs focused on
subprime credit. In other cases, the credit bureaus form partnerships with alternative data
providers to access their data. Equifax has a partnership with Yodlee, while Experian has a deal
with Finicity, both of which are data aggregators.

While partnerships may be understandable, it would be another matter and very troubling if the
Big Three creditors actually purchased these and other data aggregators. Anti-trust enforcement
of such sales and acquisitions is critical.

Moreover, if bank account data flows through the credit bureaus, even if the initial use is cash
flow underwriting, the result could be simply more data in consumer credit reports over which
consumers lose control. Simply adding more data to the credit reporting system is less beneficial
than having new alternative sources to create competition. And if data gets incorporated into
credit reports or is sold and resold, consumers may not even be aware of new uses, let alone have
the protection of needing to consent.

1 See NCLC, Automated Injustice Redux: Ten Years after a Key Report, Consumers Are Still Frustrated
Trying to Fix Credit Reporting Errors, Feb. 25, 2019, https:/bitly/ajustre.

7
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Element 3: Consumer Protection

It is clear that existing consumer protection laws apply in the context of consumer authorized
account data. If used for credit underwriting, the Fair Credit Reporting Act (FCRA) applies and
the Equal Credit Opportunity (ECOA) is implicated. The Electronic Funds Transfer Act (EFTA)
applies if unpermissioned access to data leads to an unauthorized charge, or if a financial
institution using shared data makes a payment or deposit error.

Some stakeholders have claimed that there is regulatory uncertainty as to the applicability of
these laws, which they argue impedes innovation.!> We do not believe that the application of
existing laws is either uncertain or a negative circumstance hindering innovation. We have seen
many examples over the years of new entrants asserting that well-established statutes do not
apply to them because they use novel innovations or technology. They ignore the fact that
despite being drafted several decades ago, the federal consumer protections are written broadly,
and their core elements generally do not hinge on specific technologies. They are not limited to
depository institutions or brick & mortar lenders.

1. Electronic Funds Transfer Act

The most critical principle with respect to EFTA is this one: the use of data aggregators should
not deprive consumers of their protection against unauthorized charges or other errors, nor make
it more difficult for the consumer to invoke their EFTA rights to correct errors and reverse
unauthorized charges. Of the stakeholders in authorized data access, the consumer is least able to
bear the cost of a loss. As we all well know, many consumers live paycheck to paycheck, with
40% of Americans who would struggle with an unexpected $400 bill.!*> Many consumers cannot
afford the unexpected loss that would occur if their EFTA rights were undermined in the fights
between financial institutions and data aggregators.

The CFPB recently clarified several questions that have arisen regarding unauthorized transfers
that occur as a result of data sharing. The CFPB stated that a transfer is unauthorized within the
meaning of Regulation E, and the consumer is protected from liability, even if the consumer was
fraudulent induced into sharing account access information or if the consumer was negligent.
The CFPB also stated that a financial institution cannot rely on a modification or waiver of

12 The CFPB reflected back these concerns in its Advanced Notice of Proposed Rulemaking for Section
1033. See CFPB, Consumer Access to Financial Records, 85 Fed. Reg. 71003, 71011 (Nov. 6, 2020).
The CFPB also recently clarified several questions arising under the EFTA regarding unauthorized
transfers that arise out of data sharing. See CFPB, Electronic Fund Transfers FAQs,
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-
resources/electronic-fund-transfers/electronic-fund-transfers-fags/.

13 Federal Reserve Board, Report on the Economic Well-Being of U.S. Households in 2018 - May 2019;

Dealing with Unexpected Expenses, https:/www.federalreserve.gov/publications/2019-economic-well-
being-of-us-households-in-2018-dealing-with-unexpected-expenses.htm.

8
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Regulation E liability protections in the account agreement on the basis that the consumer has
shared account information with a third party.'*

Consumers also are not in a position to prevent unauthorized charges or other errors that could
occur through use of a data aggregator. Nor should they be caught in the middle of a finger
pointing exercise between the financial institution, the data aggregator, and the data user. The
consumers’ right to contest unauthorized charges and to dispute error directly through their
financial institution must be respected.

2. Equal Credit Opportunity Act

Data accessed by aggregators, like any other alternative data, must not be used in a fashion that
results in discrimination or disparate impacts on consumers in vulnerable communities. Deposit
account data will almost certainly exhibit disparities by race. For one thing, a key factor likely to
be used by scoring models is overdrafts, and Black consumers are disproportionately affected by
bank overdraft practices.!® Indeed, the ability of cash flow data to help minority and low-and
moderate-income consumers will not bear fruit unless and until bank overdraft abuses are
brought to an end.

As discussed above, deposit accounts can include a host of sensitive information, including what
neighborhoods and stores the consumer shops in. Location or geographic neighborhood is one
way that creditors have inappropriately assessed creditworthiness by association.!® The type of
store or establishment a consumer frequents may also reflect race or ethnicity.

Thus, use of account data could lead to racial or other disparities not based on the individual’s
credit risk. This is especially true when data that correlates with race or other protected classes is
fed into opaque algorithms and machine learning. There is an assumption that algorithms are
automatically unbiased or judgment free, but research indicates otherwise.!” Studies and news

14 See CFPB, Electronic Fund Transfers FAQs,
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-
resources/electronic-fund-transfers/electronic-fund-transfers-fags/.

15 See Pew Charitable Trusts, Heavy Overdrafters, April 2016, at 7,
http://www.pewtrusts.org/~/media/assets/2016/04/heavyoverdrafters. pdf?la=en (African-Americans are
12 percent of the US population, but account for 19 percent of the heavy overdrafters).

16 Jeffrey S. Morrison & Andy Feltovich, Leveraging Aggregated Credit Data and in Portfolio Forecasting
and Collection Scoring, The RMA Journal, Oct. 2010, at 47, available at
www.forecastingsolutions.com/publications/RMA_OCT2010.pdf (article written by Transunion
researchers stating ““...aggregated credit data is... helpful to [debt] collectors because it can identify local
credit conditions clustered around common demographics. This is especially true for consumers with little
or no credit history. For example, if the consumer is living in a ZIP code where the mortgage delinquency
rates are climbing or always high, the chance for collection may be significantly less than for those in ZIP
codes where the delinquency rate is relatively low and stable.”).

17 See Elisa Jillson, Federal Trade Commission Aiming for Truth, Fairness, and Equity in Your
Company’s Use of AL, Apr. 19, 2021, https://www.ftc.gov/news-events/blogs/business-
blog/2021/04/aiming-truth-fairness-equity-your-companys-use-ai (“Advances in artificial intelligence
(AI) technology promise to revolutionize our approach to medicine, finance, business operations, media,
and more. But research has highlighted how apparently “neutral” technology can produce troubling
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reports have shown that computers can discriminate too, from mortgage automated underwriting
systems'® to healthcare delivery.!”

Data that is used for credit purposes — including data obtained through data aggregators — is
subject to the ECOA. Data that is using in housing decisions — as cash flow data theoretically
could be —is subject to the Fair Housing Act (FHA). Data that results in disparate impacts in
other areas may be subject to other federal or state anti-discrimination laws or laws against
unfair, deceptive, or abusive practices.

Actively looking out for and preventing inappropriate disparate impacts is essential. Only
by looking for broad patterns can we ensure that we are not perpetuating discrimination and
inequality through digital redlining.

3. Fair Credit Reporting Act

One of the contentious issues regarding the role of data aggregators has been coverage under the
Fair Credit Reporting Act (FCRA). As those familiar with the FCRA know, the terms
“consumer report” and “consumer reporting agency” under the Act are not limited to the
Equifax, Experian, and TransUnion. Instead, the terms are broad and expansive, covering
entities such as criminal background check vendors, tenant screening agencies, and deposit
account screening databases (ChexSystems, EWS). These terms also can apply to new
technology companies, including data aggregators that provide third party information used for
credit underwriting or other FCRA covered purposes. Indeed, a major data aggregator has also
taken the position that aggregators are likely covered as CRAs when their data is used for credit
underwriting.?°

Despite being 50 years old and the first federal privacy law, the FCRA has withstood the test of
time. It was written broadly, based on basic principles of fair information practices:

outcomes — including discrimination by race or other legally protected classes™; discussing various studies
documenting Al producing racial disparities).

18 See Emmanuel Martinez and Lauren Kirchner, The Secret Bias Hidden in Mortgage-Approval
Algorithms, The Markup, Aug. 25, 2021, https://themarkup.org/denied/2021/08/25/the-secret-bias-
hidden-in-mortgage-approval-algorithms (“Holding 17 different factors steady in a complex statistical
analysis of more than two million conventional mortgage applications for home purchases, we found that
lenders were 40 percent more likely to turn down Latino applicants for loans, 50 percent more likely to
deny Asian/Pacific Islander applicants, and 70 percent more likely to deny Native American applicants
than similar White applicants. Lenders were 80 percent more likely to reject Black applicants than similar
White applicants™).

19 See Eliane Ro6sli, Brian Rice, Tina Hernandez-Boussard, Bias at Warp Speed: How Al May Contribute
to the Disparities Gap in the Rime of COVID-19, Journal of the American Medical Informatics
Association, Vol. 28, Issue 1, January 2021, https://doi.org/10.1093/jamia/ocaa210 (“In this frenzy, the
risk of producing biased prediction models due to unrepresentative datasets and other limitations during
model development is higher than ever. If not properly addressed, propagating these biases under the
mantle of AI has the potential to exaggerate the health disparities faced by minority populations already
bearing the highest discase burden.”).

20 Finicity, FCRA and Data Agents White Paper, Feb. 11, 2001, https://www finicity.com/fcra-data-
agents/.

10
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o The right to have information be accurate: The FCRA requires “reasonable procedures
for maximum possible accuracy” from consumer reporting agencies.

o The right to correct errors: Consumers have the right to dispute inaccurate information
and get it corrected.

o The right (o access information about ourselves: The FCRA gives consumers the right to
disclosure of information about themselves in the files of a consumer reporting agency.

o The right to know when information is used against us. Consumers get an “adverse
action” notice when information in the form of a consumer report is used to deny them
credit, employment, insurance, rental housing, or many other financial essentials.

e Privacy protections fo prevent inappropriate dissemination and use: Only users with a
“permissible purpose” can access consumer reports.

The accuracy and error resolution provisions are among the most critical FCRA protections
applicable to data aggregation. Although one might assume that information drawn from
consumers’ deposit accounts will be accurate, that might not always be the case as errors might
arise as the data is processed and passed along, especially with screen scraping. The FCRA
requires CRAs to follow reasonable procedures to ensure maximum possible accuracy, 15 U.S.C.
§ 1681e(b), and when information is not accurate, gives consumers the right to dispute any errors
and seek resolution, 15 U.S.C. § 1681i(a). These FCRA rights must be preserved when financial
account data is used for credit or other FCRA-covered purposes.

The FCRA also has specific notice requirements, which are intended to ensure transparency
when information from a CRA is used. Mostly importantly, Section 615(a) and (h) of the Act,
15U.S.C. § 1681m(a) and (h), require users of consumer reports to provide adverse action and
risk-based pricing notices when information from a CRA has been used to deny them credit or
charge them a higher price. This ensures that consumers are aware of the sources and types of
information that are used against them in credit (and other) decisions, so that they are not left in
the dark as to the reasons for decisions that may have critical consequences for their lives.

Finally, if financial account data is a consumer report when it is used for credit underwriting, that
same data from the same data aggregator CRA is still a consumer report if used for other
purposes.*! To the extent that data from an aggregator is never used for an FCRA-covered
purpose and is never part of a consumer report, similar fair information rights are necessary, i.e.,
accuracy, dispute rights, file disclosures, and notices. However, it is critical that any regulation
setting up a separate system of rights not undermine FCRA coverage. If there is uncertainty as to
whether certain data qualifies as a “consumer report,” any regulation should explicitly provide
that nothing in it shall be construed to limit or restrict the applicability of the FCRA. FCRA
coverage is preferable because it is a time-proven statute with an established body of law and
clear, enforceable consumer rights.

2! See National Consumer Law Center, Fair Credit Reporting § 2.2.5.4 (9th ed. 2017), updated at
www.ncle.org/library.

11
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4. Data aggregators should be subject to CFPB Supervision

There are a number of areas where data aggregators need more oversight, including data security,
privacy, and compliance with consumer reporting and fair lending laws. While the industry is
still in its relative infancy, the CFPB has the opportunity to ensure that it benefits consumers and
does not cause harm.

Thus, we have advocated that as part of the Section 1033 rulemaking, the CFPB should issue a
rule establishing supervisory authority over the larger participants in the data aggregator market.
The CFPB has authority over data aggregators as providers of account information,?? as material
service providers,? or as providers of a product or service that will likely have a material impact
on consumers.?* If the data aggregator is a CRA, it may already be a larger participant in the
consumer reporting market and should be examined.

Element 4: Data Security

Data security is obviously critical in any system that accesses or uses financial account data.
There should be data security obligations on the part of both the aggregator and the end user.

1. Screen Scraping vs APls

With consumer-authorized data, access is often gained by using the consumers’ username and

password to access the account (often referred to as “screen scraping”). Screen scraping is less
than optimal from a data security perspective; this is one reason we believe the industry should
move away from screen scraping.

Many data aggregators have worked to strike agreements with financial institutions to access
account data through secure automated programming interfaces (APIs). There appears to be
universal support that data aggregation should move away from screening scraping and toward
APIs. Consumer groups support efforts to increase the use of APIs and eliminate screen
scraping, and consumer groups have been participating in the Financial Data Exchange (FDX).

However, screen scraping should not be prohibited unless and until all consumers at every
financial institution have the right and ability to access their own data using more secure means
such as an API. A prohibition on screen scraping without such universal access would give
banks and other institutions the upper hand and ability to prematurely shut out access.

2. Data Security

Data security is obviously critical in any system that accesses or uses consumers’ account data.
The main governing law for data security is the Gramm-Leach-Bliley Act (GLBA).

212 US.C. § 5481(15)(A)((ix).
212 US.C. § 5481(26).
2412 US.C. § 5481(15)(A)(X).

12
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In terms of regulatory regimes, CRAs are subject to the Federal Trade Commission’s Safeguards
Rule, and data aggregators are likely subject to that rule as well. The FTC Safeguards Rule is
currently the subject of a rulemaking to strengthen its requirements.?> Congress should urge the
FTC to complete this rulemaking to improve data security for CRAs, data aggregators, and other
non-bank entities.

However, even with enhanced protections, the Safeguard Rule and FTC’s authority over data
security are missing a critical element — supervision, which the FTC has neither the authority nor
the infrastructure to conduct. As discussed above, the CFPB could supervise data aggregators,
and already supervises larger participant CRAs - but GLBA specifically excludes the CFPB from
jurisdiction over its data security provisions.?® Since the Equifax data breach in 2017,%7 we have
urged Congress to transfer the GBLA data security authority to the CFPB for CRAs, and we
would urge the same with respect to data aggregators.

Financial account information holds great promise but also great risk. It could open the doors to
credit for millions of underserved Americans, including consumers of color, as well as help
facilitate competition. It could also result in products and innovations that benefit consumers
and enable portability of financial accounts.

There is a dark side to the sharing of account data, though. It could also lead to unwanted wider
and wider access to consumers’ private data. The nightmare scenario is a system where every
consumer - thin or thick file, high FICO score or not - must automatically give up the privacy of
their bank account information and allow each creditor, employer, landlord, insurer, and
government agency a direct and permanent digital pipeline to their bank account data. It is up to
the regulators, and ultimately Congress, to make sure that this data promotes consumer welfare
without harming our best interests.

Thank you again for the opportunity to provide my views to the Task Force today. I look forward
to your questions.

Supplemental materials

(1) NCLC, etc. Comments to the CFPB in Response to the ANPR Regarding Consumer Access

to Financial Records Under Section 1033 of the Dodd-Frank Act, Feb. 4, 2021,
https://www.nclc.org/images/pdf/credit reports/Comments CFPB_1033 ANPR.pdf.

25 84 Fed. Reg. 13158 (Apr. 4, 2019).

26 See 15 U.S.C. §§ 6801(b), 6805(b)(1). The CFPB could and may already be supervising the CRAs for
data security under other authority, such as the prohibition against unfair, abusive or deceptive practices
under Section 1031 of the Consumer Financial Protection Act.

27 Testimony of Chi Chi Wu before the U.S. House of Representatives, Committee on Financial Services,
regarding Examining the Equifax Data Breach (Oct. 25, 2017),

https://www .nclc.org/images/pdf/credit_reports/ncle-tstmny-hfsc-equifax-hearing-102517.pdf.

13



98

(2) NCLC Written Statement for CFPB’s Symposium on Consumer Access to Financial Records,
Section 1033 of the Dodd-Frank Act, February 12, 2020,
https://files.consumerfinance.gov/f/documents/cfpb_wu-statement_symposium-consumer-

access-financial-records.pdf

(3) Testimony of Lauren Saunders, National Consumer Law Center, Before the U.S. House of
Representatives Committee on Financial Services - Task Force on Financial Technology
regarding “Banking on Your Data: The Role of Big Data in Financial Services” November 21,
2019, https://www.nclc.org/images/pdf/cons-protection/testimony-lauren-saunders-data-
aggregator-nov2019.pdf

(4) NCLC Comments in Response to Requests for Information: Consumer Access to Financial
Records, Docket No. CFPB-2016-0048, Feb. 2017,
https://www.nclc.org/images/pdf/rulemaking/comments-response-data-aggregator. pdf
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United States House of Representatives Committee on Financial Services
Task Force on Financial Technology

Preserving the Right of Consumers to Access Personal Financial Data
Tuesday September 21, 2021

Testimony of Manning Field, Chief Business Officer, Acorns

Introduction

Chairman Lynch, Ranking Member Davidson, Chairwoman Waters, Ranking Member McHenry
and members of the Task Force, | applaud you for holding this important hearing and thank you
for providing me the opportunity to submit this written testimony. The complexities facing
policymakers around the issues of consumer data are significant, but the issue itself is quite
simple: customers own their data and they need a portable and secure way to access their data.

Background on Acorns
Acorns was founded on the premise that it is too difficult and complicated for everyday

consumers to start saving and investing for their future. We are committed to protecting
economically vulnerable consumers, with the hopes of inspiring them to shape their future by
investing in themselves for the long-term.

Launched in 2014, Acorns pioneered micro-investing, enabling customers to easily and
automatically invest in diversified portfolios that are tailored to the risk and return goals of that
customer. Through our innovations and unwavering commitment to introduce products that
serve the best interest of the customer, we have helped ten million Americans save and invest
nearly 10 billion dollars; 60% of those customers are first time investors.

Consumer Data and Acorns

Acorns’ solution to helping investors save for their futures would not be possible without
customers' willingness to share their financial data in a machine readable format. Our business
model rounds up customers’ everyday spending and invests that spare change in a diversified
investment portfolio. Logistically, that means Acorns connects to our customers’ debit and credit
card accounts -- with their explicit consent -- to help customers invest in as seamless a way as
possible. We partner with the financial institutions our customers’ use to “round up” on
transactions. As such, Acorns has a unique perspective in the consumer data ecosystem as our
technology is active with over 10,000 banks and credit unions.
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As the fintech and traditional financial institutions have wrestled with this topic, we have come to
an imperfect private solution. Acorns welcomes the committee’s attention on this issue and
believes there is a role for the government to play in ensuring consumers have access to their
own data. Structuring that data will help consumers and innovators by creating a clear,
executable way to manage and share information.

As the Task Force on Financial Technology and broader Financial Services Committee think
through the issues of consumer data, we urge you to consider the foliowing topics:

The importance of standardization
In the current environment, a lack of standardization has resulted in an imperfect private

solution. Data and access are not standardized, and neither are security and reliability. This lack
of uniformity makes it difficult to separate good actors from bad. We believe that regulation is
vital to create the necessary standardization to foster further innovation and protect consumers
in this space.

Every institution’s data is different, both in structure and how it is labeled, creating challenges for
sharing. Standardization will provide customers peace of mind that their data is secure and that
the institutions they do business with are all complying with the same regulatory regime.

Standardization will also ease the burden of compliance for financial institutions, both traditional
industry stakeholders and new entrants, by mapping out the “rules of the road” so that all
participants know what is required.

Standardization should extend to access and security. Access to consumer data should be the
same for all market participants - and all those market participants should be held to the same
security standards. Consumer banks should not dictate what innovative products are available,
nor should an innovative product expose a consumer to a higher risk of security breach than a
traditional bank.

Finally, standardization will lead to faster innovation and lower cost - aiding consumers,
expanding access to unserved populations while helping all market participants.

Service level standards on the stability of the data connections

Any institutions that make their data available should be subject to service level standards so
that consumers are not at a disadvantage. The Task Force should weigh how the CFPB can
best ensure that all market participants are held to an industry standard for data connectivity to
guard against consumers being prevented from freely choosing financial services products and
providers.

A shared commitment to remediate issues where customers are negatively impacted due
to a poor connection

While considering how best to implement an industry wide service level standard, enforcement
will be key. Specifically, if an industry participant is unable to meet their data connectivity
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commitment, they should face consequences for not maintaining their services. Appropriate
enforcement mechanisms should be identified to protect both consumers and market
participants negatively impacted by other market participants’ unreliable connection. This
reliability standard should apply equally fo institutions, fintechs and intermediary third-party data
providers.

A _qualification standard that needs to be established and renewed annually for all
participants

To de-risk aspects of the industry, the minimum qualification standards should be established for
all market participants. This certification could help prevent participants who are poorly
capitalized, who have insufficient security practices from taking part in this ecosystem, or who
do not use the data in a way that supports the financial best interests of the consumer.

Policymakers should contemplate the creation of a mechanism with qualifications regarding
certification in a way that allows for updates on a regular basis (annually) to have an opportunity
to adapt as technology develops and as security threats evolve.

Impact on community banks and credit union

We also recognize that some of these suggestions might be overly burdensome for community
banks and credit unions. Acorns is aligned with these institutions with respect to how we
approach customers, and we suggest an appropriate exemption for community banks and credit
unions under a certain size.

Conclusion

Rather than view these challenges as divisive - we hope Congress and the CFPB embrace this
opportunity to foster greater collaboration between financial institutions and to protect
consumers. innovation will always create new entrants, but startup fintechs should be additive
to the traditional financial institutions long-entrenched in this space. While weighing the various
consumer data factors, we hope policymakers focus on creating a necessary balance to protect
consumers in a way that reflects the realities of the modern financial landscape: traditional
financial institutions are an important part of consumers’ economic well being, and innovative
new entrants can help bridge the gap for Americans who are being left behind in today’s
economy.

When we get to the heart of what we are trying to accomplish, we are not accounts or data
connections; we are people and communities. Implementing Dodd-Frank Section 1033 has the
ability to level the playing field for Americans and we are proud to contribute in a way that
supports our economy and our society, so that everyone has the opportunity to pursue their
version of the American dream.
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September 27, 2021

The Honorable Stephen Lynch The Honorable Warren Davidson
Chair Ranking Member

Task Force on Financial Technology Task Force on Financial Technology
House Financial Services Committee House Financial Services Committee
2109 Rayburn House Office Building 2113 Rayburn House Office Building
Washington, D.C. 20515 Washington, D.C. 20515

Dear Chair Lynch and Ranking Member Davidson:

Akoya! appreciates the opportunity to provide its perspectives on the important topic of
consumer access to personal financial data. Akoya believes that the benefits of consumer data
access, which has been a key driver of innovation in the financial services industry, will be
enhanced if such access is provided in a safe, secure, and transparent manner. Accordingly,
Akoya’s mission is to transform the way consumers provide access to their data.

Akoya believes that consumer data access will be enhanced if the following four
practices are adopted. First, the industry must move away from screen scraping to safer
technologies, thus eliminating the need for consumers to share their login credentials with a third
party in order to authorize sharing of financial data. Second, financial institutions should
empower consumers to have more control over their data by (i) requiring clear, conspicuous
consent from consumers to permit third party access to consumer data, (ii) helping consumers
monitor access to their data on an ongoing basis, and (iii) providing a means for consumers to
revoke access to their data at any time. 7hird, data users and data aggregators should obtain
explicit and informed consent from consumers in order to access their data and should only
access data that are strictly necessary to the service they are providing. Fourth, if data access
results in harm, such as through data loss, compromise, misuse, or other security-related incident,
the party that causes the harm should bear the liability and be held responsible for the risks their
activities introduce.

The Industry Must Rapidly Move Away from Screen Scraping

Screen scraping has been the primary method for accessing consumer financial data for
the last two decades and continues to drive data access today. While there are variations, this
process usually involves consumers sharing their login credentials (typically usernames and
passwords) used to access their account information on the website of their financial institution
with a third party (the “data user”) who then, either on its own or by hiring a data aggregator,
accesses and retrieves the consumer’s financial data on the consumer’s behalf. Unfortunately,
screen scraping is neither secure nor transparent for consumers.

! Originally created within Fidelity Investments, Akoya was developed to eliminate the risks associated with screen
scraping. In February 2020, realizing the value Akoya brought to the entire financial services industry, The Clearing
House and 11 of its member banks (Bank of America, Capital One, Citi, Huntington Bank, JPMorgan Chase,
KeyBank, PNC Bank, TD Bank, Truist, U.S. Bank, and Wells Fargo) became equal owners of the now independent
company alongside FMR LLC (the parent company of Fidelity Investments).
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Often, consumers do not understand the scope or duration of access they are providing to
data users and data aggregators. In fact, many consumers are unaware that their login
information and financial data are stored by the data aggregator instead of, or in addition to, the
data user. Data aggregators also often access more data than the data user needs to provide the
service the consumer wants. Moreover, data aggregators may continue to access consumer data
even when a consumer no longer uses the service provided by the data user because there is not a
clear and simple process for consumers to revoke the aggregators’ ongoing access to their data
without having to change their login credentials at their financial institution. This can result in
third parties holding consumer login credentials and continuing to access a consumer’s financial
data for an indefinite period, which poses a significant privacy risk.

There are also significant security risks with screen scraping, as many consumers use the
same login credentials across multiple web services.> This leaves consumers’ accounts
vulnerable to “credential stuffing” — a type of cyberattack where bad actors obtain stolen
consumer login credentials and use them repeatedly across several sites until they find a match.
In a September 2020 notification, the Federal Bureau of Investigation (FBI) highlighted that
“[c]redential stuffing attacks accounted for the greatest volume of security incidents in the
financial sector at 41 percent of total incidents from 2017 through 2019, according to a 2020
cybersecurity firm report.”

The FBI notification also stated the “increasing prevalence of credential stuffing attacks
since 2017 correlates with an increase in leaked credentials available on the dark web, which are
expected to number in the billions, according to a 2020 cybersecurity firm report and open-
source reporting.”* In fact, a report from McAfee and the Center for Strategic and International
Studies (CSIS) found that there are more than 15 billion stolen consumer login credentials for
sale on the dark web.> The Securities and Exchange Commission (SEC) also published an alert
in September 2020 entitled “Cybersecurity: Safeguarding Client Accounts against Credential
Compromise,” which focused on “‘credential stuffing’ — a method of cyber-attack to client
accounts that uses compromised client login credentials, resulting in the possible loss of

2 Recently, “[a] Google survey found that at least 65% of people reuse passwords across multiple, if not all, sites;
[a]nother recent survey found that 91% of respondents claim to understand the risks of reusing passwords across
multiple accounts, but 59% admitted to doing it anyway; Microsoft recently announced that a staggering 44 million
accounts were vulnerable to account takeover due to compromised or stolen passwords; [t|he average person reuses
each password as many as 14 times; 72% of individuals reuse passwords in their personal life while nearly half
(49%) of employees simply change or add a digit or character to their password when updating their company
password every 90 days. These forced resets are an ineffective tactic; [a]nd it is not just personal accounts. 73% of
users duplicate their passwords in both their personal and work accounts; Security.org found that 76% of
millennials recycle their passwords; [t]his is why compromised passwords are responsible for 81% of hacking-
related breaches, according to the Verizon Data Breach Investigations Report.” Kim Jacobson, 8 Scary Statistics
about the Password Reuse Problem. hitps://securityboulevard.com/2020/04/8-scary-statistics-about-the-password-
reuse-problem.

3 FBI Cyber Division, Private Industry Notification — Cyber Actors Conduct Credential Stuffing Attacks Against US
Financial Sector (Sept. 10, 2020), https://www.documentcloud.org/documents/7208239-FBI-PIN-on-credential-
stuffing-attacks.html.

41d.

5 Zhanna Malekos Smith and Eugenia Lostri, 7he Hidden Costs of Cybercrime,
https://www.mcafee.com/enterprise/en-us/assets/reports/rp-hidden-costs-of-cybercrime. pdf.
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customer assets and unauthorized disclosure of sensitive personal information.”® Given the risks
associated with stolen consumer credentials, it is not surprising that a 2018 report from the
United States Department of the Treasury found that “there was universal agreement among
financial services companies, data aggregators, consumer fintech application providers,
consumer advocates, and regulators that the sharing of login credentials constitutes a highly risky
practice.”’

Fortunately, given technological advances such as application programing interfaces
(APIs), it is no longer necessary to rely on screen scraping. APIs act as software intermediaries
that allow applications to communicate with one another — and in this case, provide access to
data. API-based data access can be used to authenticate and authorize consumers directly with
their data holder, thus eliminating the need for login credentials to be held and stored externally
by a data aggregator or data user. This significantly mitigates the privacy and security risks
stemming from screen scraping. In addition to being more secure, APIs can also enable
increased transparency and control for consumers.

Financial Institutions Should Require Clear, Conspicuous Consent from Consumers to Share
Data, Enable Consumers to Monitor Access on an Ongoing Basis, and Provide a Means for
Consumers to Revoke Access at Any Time

Many consumers neither understand the full scope of access they are providing nor the
parties to whom they are providing access. Consumers are often unaware that their login
credentials and financial data are stored not only by the data user, but also by data aggregators.
Moreover, when consumers no longer use the services of the data user, there is not a clear and
simple process for consumers to revoke the authorized parties’ ongoing access to the data
without having to change their login credentials at their financial institution. When they cease
using the data user’s application, most consumers reasonably assume that access to their data is
cut off. Consumers generally are unaware that third parties hold their login credentials and can
continue to access their financial data for an indefinite period — a huge privacy risk.

Accordingly, to protect and empower consumers, financial institutions should require
clear, conspicuous consent from consumers in order to permit third party access to their data.
Financial institutions should also clearly communicate to consumers what type of data is being
accessed and by whom and provide a mechanism for the consumer to easily monitor and revoke
such access on an ongoing basis. Furthermore, financial institutions should be allowed to
periodically ask consumers to reauthorize their consent to ensure that the consumers continue to
desire providing authorized data access to their financial data — particularly when sharing
sensitive transaction or account information.

6 SEC OCIE Risk Alert, Cybersecurity: Safeguarding Client Accounts against Credential Compromise (Sept. 15,
2020), https://www.sec.gov/files/Risk%20Alert%20-%20Credential %20 Compromise. pdf.

7 U.S. Department of the Treasury, A Financial System That Creates Economic Opportunities — Nonbank
Financials, Fintech, and Innovation (July 2018), https://home.(reasury.gov/sites/default/files/2018-07/A-Financial-
System-that-Creates-Economic-Opportunities---Nonbank-Financi....pdf.

Akoya LLC | 6 Liberty Square #2381, Boston, MA 02109 |. www.akova.com | 1-888-462-5692
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Data Users and Data Aggregators Should Obtain Explicit and Informed Consent from
Consumers in Order to Access Their Data and Should Only Access Data that Are Necessary to
the Service They Are Providing

Consumers are typically seeking to use the applications of data users and are permitting
access to their data for that purpose. They generally are not intentionally providing access for
other purposes. Accordingly, data users and data aggregators should obtain explicit and
informed consent from consumers, through consumers’ data holders, in order to access their data,
and should limit data aggregators and data users’ access only to data that are necessary to the
service they are providing the consumer. If it wants to access additional data, then the authorized
entity should have to obtain specific consumer consent for that additional data. Terms and
conditions presented in multi-page documents to consumers should not include open-ended
language stating that consumer financial data can be used for “any legal purpose,” “for any
purpose including...” or other similar disclaimers.

The Party that Causes the Harm Should Bear the Liability

Given the critical role that consumer data access plays in promoting innovation in the
financial services industry, data holders, data users, and data aggregators are diligently working
together to make progress on technical standards for authorized data access. However,
agreements regarding liability have been very challenging to navigate due to the time-consuming
and expensive process of negotiating them on a bi-lateral basis. Accordingly, only a small
number of industry participants have entered into data-access agreements. Without a coherent
liability framework, and in the absence of other agreements, industry participants are
incentivized to force consumers to sign away liability in contractual terms and conditions,
leaving the financial institution to shoulder all of the burden to aid consumers who are harmed
when their data is compromised.

Akoya believes the appropriate liability framework for consumer data access should be
based on the principle that the entity that causes the harm, such as through data loss,
compromise, misuse, or other security-related incident, should bear the liability and be held
responsible for the risks their activities introduce. If there were clarity regarding such a liability
framework, competition and innovation would be enhanced as participants throughout the
consumer data access ecosystem would have an incentive to improve their security in order to
prevent harm from being done to them or their customers.

* * * * *

Akoya appreciates the opportunity to provide its perspective on these important issues.
Should you have any questions or need additional information, please do not hesitate to contact
us.

Sincerely,

Stuart Rubinstein
Chief Executive Officer

Akoya LLC | 6 Liberty Square #2381, Boston, MA 02109 |. www.akova.com | 1-888-462-5692
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Chairman Lynch and Ranking Member Davidson, thank you for the opportunity to submit this
statement for the record for the hearing titled “Preserving the Right of Consumers to Access
Personal Financial Data.”

The topic of today’s hearing is a timely one that is getting increasing attention. As consumers access
novel financial services offerings, it is critical to ensure they retain the protections they have come to
expect from their bank. The American Bankers Association (ABA)" and our members are working
hard to ensure that consumers remain protected when they choose to share their financial data.

Technology has facilitated the creation of a tremendous amount of consumer financial data. The
unprecedented proliferation and availability of this data have enabled the development of new
financial innovations that stand to benefit customers. However, the inherent sensitivity of this data
and the discussion around the appropriate role of large technology companies in banking highlight
the timeliness of this issue and the need to ensure that financial data are handled appropriately and
securely.

We believe that responsible innovation in financial services will continue to benefit customers as it
has throughout the history of banking. The use of data plays a critical role that can help promote
competition and financial inclusion, make it possible to extend credit to many more borrowers, and
give customers improved transparency into the financial products they use every day.

As banks innovate, they do so within an established regulatory framework, backed by strong
supervision and oversight that ensures robust customer and data protection. Innovation is also
taking place outside of banking. Technology-focused startups are building consumer facing products
that rely on access to financial data. As a result, the demand for consumer financial data has
increased dramatically, creating a complex market for these data.

We believe that if handled appropriately, access to these data can benefit consumers. This is why
ABA and our members fully support their customers’ ability to access and share their
financial data in a secure, transparent manner that gives them control. Today, banks and
technology companies are collaborating to build tools that facilitate access to financial data in a way
that protects and empowers consumers.

However, sharing financial information is not without risks. Consumer financial data are extremely
sensitive and must be protected appropriately. Accordingly, Congress has recognized the sensitivity

* The American Bankers Association is the voice of the nation’s $22.8 trillion banking industry, which is composed
of small, regional and large banks that together employ more than 2 million people, safeguard nearly $19 trillion in
deposits and extend $11 trillion in loans. Learn more at www.aba.com.
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of financial information and has provided protections for it under the Gramm-Leach Bliley Act of
1999 (GLBA), which creates a legal framework for protecting consumer data, and for sharing that
data with third parties. Banks take very seriously their responsibilities to their customers to maintain
the highest level of privacy, security, and control over their financial assets and transactions. Today,
consumers trust that their financial data are being protected and handled appropriately. This trust is
critical to the functioning of the financial system and is the reason banks dedicate significant
resources to safeguarding financial data.

Consumers understand the importance of protecting their financial data and are skeptical about the
safety of their data when shared outside of the bank. This was highlighted by recent data from a
Morning Consult survey that showed “U.S. Adults Among the Most Concerned With Data-Sharing
Fraud.” In the survey 63% of respondents believed that more sharing of data between financial
services companies will lead to more fraud. [16% disagreed] The survey also highlighted privacy
concerns, with 48% of respondents reporting that they are unwilling to “share their financial
information with a provider that I do not currently use if it meant they would offer me a
personalized financial management services.” [34% were willing] *

There is significant work underway to ensure that consumers can share their financial data while
maintaining these critical protections. In 2017, under then Director Richard Cordray, the Consumer
Financial Protection Bureau (CFPB) released a set of guiding principles that has served as the
bedrock for industry collaboration. Since then banks, data aggregators, and other technology
companies have worked together to invest in technologies that move away from less secure methods
of data sharing like screen scraping to more secure Application Programing Interfaces (API) based
standards that give consumers transparency and control when they share their financial data.

This work has been highlighted recently by the Executive Order on Promoting Competition in the
American Economy’, and is currently on the CFPB’s rule-making agenda for April 2022.* As the
CFPB considers next steps to encourage the development of a data ecosystem that protects
consumers, we believe it should focus on supporting market developments that are already well
underway. Overly prescriptive standards risk undermining the progress that has been made and if
not well crafted, may leave consumers exposed. While we believe that continued industry
collaboration is the best way to accomplish our shared goal, there are several regulatory clarifications
and other recommendations that would help facilitate the continued development of a responsible
data sharing ecosystem.

Given the critical role of the CFPB in this process, the remainder of our statement will make the
following recommendations for the CFPB as it looks to encourage the development of this
important market consistent with the rights outlined in Section 1033 of the Dodd Frank Act.

e Banks support consumers’ right to share their data as outlined by the CFPB’s principles;

e The industry has made tremendous progress since the CEFPB released its principles;

e Prescriptive frameworks would be counterproductive to implementing Section 1033;
and

2 https://morningconsult.com/2021/09/07/open-banking-awareness/

3 hitps://www.whitehouse.gov/briefing-room/statements-releases/2021/07/09/fact-sheet-executive-order-on-
promoting-competition-in-the-american-economy/
4 hitps://www.reginfo.gov/public/do/eAgendaViewRule?publd=202104&RIN=3170-AA78
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e There are areas where the CFPB can provide clarity to allow the market to continue to
develop.

Banks support consumers’ right to share their data as outlined by the CFPB’s
principles.

Technology is changing the way consumers engage with their finances and rapidly changing what
consumers expect of their bank. Banks are responding to these market changes by investing in new
technologies and partnering with startups to bring their customers the latest innovations. These
technologies put the branch into consumers’ pockets and make it easier to manage their finances.
Today, customers expect to be able to access these services across the various platforms they use
and to be able to share their data to access new financial services offerings. They also expect to
remain protected wherever they receive their financial services. As a result, banks see the ability to
allow consumers to securely share their financial data as critical to their competitiveness.

This is why banks have long supported” their customers’ ability to share their financial data.
However, making this data available is not as easy as flipping a switch. Banks are trusted custodians
of their customers’ most sensitive data and consumers expect the application of appropriate
protections designed to maintain the safety and security of that information wherever they engage
with their finances. We believe access to data is only part of the equation that must be supported by
robust consumer protections to ensure it benefits, not harms, consumers.

The complexity of this issue and the importance of ensuring that consumers remain protected is
why Congress gave the CFPB authority to prescribe standards to implement the rights outlined in
Section 1033.

In 2017, the CFPB released a set of principles® to support responsible sharing of consumer data.
According to then Director Richard Cordray, “these principles express our vision for realizing an
innovative market that gives consumers protection and value.” Importantly, these principles
recognized the critical balance of ensuring consumers have the ability to share their data, while
ensuring they remain protected when they do so.

These principles have served as a flexible bedrock for meaningful industry discussions that has
facilitated real progress. Since the principles were released, industry collaboration has led to the
development of technical standards, industry utilities, and other technologies and practices that can
help enable responsible sharing.

ABA supports these principles which are consistent with our own long-held principles outlining
what consumers should expect when they share their financial data.

1.Access

Banks support our customers’ ability to use third parties to access their financial account data in a
way that is safe and secure.

Aggregators.pdf
S hitps://files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_data-aggregation.pdf
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2.Security
Consumers deserve the same level of data security and protection afforded by regulated financial
institutions (“bank-level”) regardless of where and with whom they choose to share their data. This
means that consumer data are treated the same — and subject to GLBA or substantively similar
protections — whether at a bank or a third party.

3. Transparency

Consumers must have transparency about how companies use their financial data, including
companies that they permit to access their data. It should be clear to consumers what data a
technology company is accessing, which downstream parties are getting access to the data, how long
the company is holding this data, and how the data is or may be used. This should be accomplished
by affirmative consent and clear, accessible, and understandable legal disclaimers.

4.Control

When consumers share their financtal data they should have control over what information is
shared, how it is used, and for how long it may be used. Intuitive control would allow consumers to
see easily who is authorized to receive their data, modify what access they have, and revoke that
access when a service is no longer used. If consumers can easily control the data being accessed, they
can better understand what i3 being used and protect themselves accordingly.

5.Minimization

Consumers should expect that data sharing is limited to the data that are needed to provide the
service they have authorized and only maintain these data as long as necessary to provide the service.
Limiting sharing to necessary data helps minimize privacy risks and allows consumers to clearly
understand what kind of data is being accessed and used. Services that go beyond financial account
aggregation, such as money movement, present different risks and should be subject to separate
agreements and require separate informed consent. Where possible, aggregators should obtain
sensitive personally identifiable data directly from the consumer.

The industry has made tremendous progress since the CFPB released its
principles.

ABA believes that collaboration among banks, technology companies, and data aggregators is the
best way promote an ecosystem that facilitates responsible data sharing, Since the CFPB released its
principles in 2017, industry collaboration has led to tremendous progress that highlights the efficacy
of this approach.

There are several separate, but related pieces needed to build an ecosystem that supports responsible
sharing that include: (1) technical standards to securely move the data from point A to point B; (2)
contracts that make it easy for banks to work with aggregators; and (3) permissioning systems that
track and manage consumer consents.

Because of the strong progress that has been made in each of these areas, consumers ate better
protected when they share their financial data today.
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Technical Standards (APIs

It is critical that we move away from legacy processes like “screen scraping” that leave consumers
exposed to risk and adopt technical standards that can securely move data from banks to aggregators
and beyond. APIs serve as universal adaptors for data, allowing for more secure transmission of data
between systems in a standardized format. This empowers customers to share financial data without
forfeiting their bank-user credentials. For more information on how APIs work, please refer to
ABA’s “Understanding APIs” report’.

This is an area where industry has made significant progress. In the fall of 2018 banks, aggregators,
and technology companies came together to establish the Financial Data Exchange (FDX) out of a
recognition that progress was only possible with the participation of a diverse group of stakeholders.
FDX is a nonprofit formed to develop a common, interoperable, royalty-free standard for secure
and convenient consumer and business access to their financial data. FDX has developed an API
that can facilitate secure data sharing among all of these parties. ABA is a member of FDX alongside
many of our member banks, technology companies, and aggregators.

The nature of innovation means that things are constantly changing, and no single technology will
always be the right tool to facilitate secure data transmission. Moreover, flexibility is needed to
accommodate the wide range of technologies banks currently employ. Prescriptive standards may
prevent the most innovative companies from finding new, more secure methods of facilitating data
sharing. There are also many different APIs for different solutions and while APIs are the best
technology today, banks need the flexibility to adopt new technologies as the business of banking
evolves. Technology mandates would lock us into legacy technologies and risk undermining both
safety and innovation.

Contracts

In order to move to API standards, banks and data aggregators must enter into legal contracts that
dictate how data are accessed and protected. These contracts are critical to ensuring that customers’
data are afforded bank-level protections when shared.

With legacy practices like “screen scraping” the bank has no direct relationship with an aggregator.
This is because from a bank’s perspective, an aggregator looks like its customer. Aggregators
effectively show up on a bank’s website and enter login credentials and access an account.

Implementing an API requires a contract that governs the use of that API and ensures the bank’s
data security and privacy requirements are being honored. However, negotiating these contracts is an
expensive and time-consuming process, often taking as long as 12 months. While larger institutions
have the resources and scale to engage in these negotiations, community banks typically lack the
resources to negotiate directly with aggregators.

This is another area where the industry has made significant progress. Akoya is a network utility that
makes it easier for banks and fintech apps to integrate API solutions. Akoya facilitates API
connections by providing technical, legal, and security standards among financial institutions, data
aggregators, and fintechs. This means that rather than having to create individual relationships with
every aggregator or fintech, banks and fintechs can simply join the network and agree to a common
set of rules designed to protect consumers. ABA recently hosted a podcast with Akoya and Jack

7 https://www.aba.com/news-research/research-analysis/understanding-apis
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Henry to discuss efforts developments that ensure community banks can offer their customers these
products.®

Regulation also plays an important role here. Consistent regulation and proactive supervision of data
recipients would make it easier for data holders to enter into contracts. Absent this supervision,
banks feel the need to secure appropriate protections for their customers through these contracts. If
there were a more consistent regulation, data holders would have a degree of confidence that
recipients were being examined for compliance with key consumer protection laws, simplifying the
contracting process.

Permissions

The third key component of empowering consumers to securely share their financial data is a
permissioning system. Unlike the first two efforts, these are not industry-wide efforts, but typically
done at the bank level as it is part of a bank’s digital experience. These systems are key to facilitating
transparency and consumer control over their data. Permissioning systems track where consumers
have consented to share their financial data and provide a transparent portal that allows them to
understand what data are shared, limit the data that are shared, and revoke access altogether. These
systems can also help trace where data travels and provide visibility on the downstream parties that
can access it.

We have seen many large banks unveil permissioning platforms. Wells Fargo’s “Control Tower” and
JPMorgan Chase’s “Security Center” are just a few examples. Core integrations with Akoya offer
community banks the ability to offer similar features.

Prescriptive frameworks would be counterproductive to implementing Section
1033.

Today, millions of consumers already have the ability to share their financial information via secure
API. This progress has been driven by industry collaboration that is supported by the principles-
based approach that the CFPB has taken to date. A more prescriptive approach is not only
unnecessary but may undermine the progress that has already taken place and risks leaving
consumers exposed if undertaken too narrowly.

In the advanced notice of proposed rulemaking issued in 2020, the CFPB considered whether it
should prescribe criteria that identify the specific data fields that should be subject to the access
rights described in Section 1033. This would represent a major shift away from the CFPB’s current
principles-based approach developed under Director Cordray that would likely have serious
unintended consequences.

Implementation of prescriptive standards would quickly undermine the progress that has taken place
since the CFPB published its principles in 2017. If the CFPB were to announce a new approach to
data aggregation, industry participants would pause and quickly step away from existing initiatives
that already give consumers more secure methods to share their data.

Prescriptive standards also rarely facilitate innovation. By their very nature, standards are relatively
static. In a market that is evolving as quickly as financial services, the data fields that are identified as

& https://www.aba.com/news-research/podcasts/empowering-community-banks-with-open-finance
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important for today’s use cases of aggregated data are unlikely to be appropriate for the innovations
of tomorrow.

Drescriptive action cannot focus solely on access but must also address the risks to consumers.

In addition to being unnecessary, prescriptive rulemaking may also put consumers at risk. Any
prescriptive rule cannot only focus on defining the data fields, but must also build a robust
framework for consumer protection that includes supervision, liability, and data security.

Access cannot be divorced from the other important principles already outlined by the CFPB and
must be paired with security, transparency, control, and minimization. Consumers only benefit from
access when the financial data retains bank-level legal protections, regardless of the entity that holds
the data, and consumer trust in the financial system is maintained. Any effort to prescribe access
without also prescribing the protections that must apply to that data would inevitably leave
consumers exposed. For example, open banking laws enacted in Europe were only possible because
strong general privacy laws already applied to all firms.

Moreover, any action to define the specific data fields subject to Section 1033 would undermine the
CEPB’s core principle of minimization. All fields included in this definition would inevitably be
shared in every instance, rather than only shared if needed for the service a consumer authorized.

Today, many of these protections are implemented through the contracts that govern access. These
contracts are either negotiated on a bilateral basis or via industry utilities like Akoya. These
negotiations ensure that the right data fields are made available while minimizing the unnecessary
data shared and securing protections for consumers.

Any prescriptive action by the CFPB to define the terms of access would also need to address the
following critical issues:

e Supervision: The CFPB would need to establish a framework for direct supervision of all
data recipients including downstream users of financial data to ensure that data are being
afforded the appropriate protections.

e Liability: The CFPB would need to establish a liability framework that ensures that
consumers are made whole in the event of a loss. Itis critical that liability sits with the party
best able to control for the risk and flows with the data to the entity that the consumer has
permissioned to access the data. Any such framework should provide a practical, efficient,
and fair means to assign and enforce the liability.

e Data Protection and Privacy: The CFPB would need ensure that data privacy
requirements are consistent across banks and nonbanks. The FTC Safeguards Rule® (which
applies to nonbanks) only sets out the standards and stops short of the important
requirements adopted by the federal banking agencies for institutions to (a) establish and
maintain appropriate safeguards to ensure the security of the data to which they have access
and (b) notify customers as quickly as appropriate after a breach or data loss to allow
customers to take steps to protect themselves in the event their information may have been
compromised. "’

216 C.F.R.314

12 For more analysis on the importance of GLBA please see pages 4-5 of ABA’s 2017 comments.
https://www.consumerfinancemonitor.com/wp-content/uploads/sites/14/2017/02/ABA-Comment-CFPB-Data-
Aggregators.pdf
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Congress should urge the CFPB to provide clarity to allow the market to
continue to develop.

While we believe a market-driven approach is the best way to empower consumers to control their
financial data, there are several regulatory and legal clarifications that can help give certainty to the
market that will allow the private sector to more quickly make progress. Many of these topics are
likely to be covered by the upcoming CFPB rulemaking, We believe that Congress should urge the
CFPB to consider the following recommendations to ensure that customers of all banks — regardless
of their asset size — can control their financial data and fully benefit from financial innovation.

Congress should urge the CFPB to clarify that GLBA applies to financial data throughout its

lifecycle.

U.S. law has long accorded special status to consumer financial information given the sensitivity of
the information. To ensure consumer financial information is properly secured, it is subject to laws
related to privacy, data protection, and restrictions on data use and accessibility. For example, GLBA
imposes on financial institutions obligations to respect customer privacy and to safeguard financtal
information. Specifically, Section 501 of that law imposes on financial institutions an “affirmative
and continuing obligation to respect the privacy of its customers and to protect the security and
confidentiality of those customers’ nonpublic personal information.”

Consumers expect that their financial data are adequately protected whether held by a bank or a data
aggregator. As discussed above, GLBA provides a robust framework to protect “nonpublic personal
information” of a consumer that is held by a “financial institution.” ABA believes that data
aggregation should be treated as a data processing activity that s financial in nature such that data
aggregators fall under the GLBA’s definition of “financial institution” and be subject to all the rules
that apply to all other financial institutions. This ensures that data protections apply consistently and
continually regardless of where the data originated, where they are transterred, or the type of
company using or storing the data.

Congress used an intentionally robust and expansive definition of “financial institution” in GLBA,
which encompasses “any institution the business of which is engaging in financial activities as
described in [the Bank Holding Company Act of 1956, Section 4(k).}” This definition includes not
only banks, but as interpreted by the Board of Governors of the Federal Reserve, encompasses any
entity that provides data processing, data storage, and data transmission services for financial data.
In other words, GLBA clearly applies to data aggregators.

While we believe it is clear that GLBA applies to data aggregators, any confusion in the market
could stifle the progress toward moving to more secure methods of data sharing, Therefore, we
believe that the CFPB should articutate clearly that data aggregators fall within GLBA’s definition of
“financial institution” subject to the requirements of GLBA as they apply to other financial
mstitutions. This would ensure that consumers receive the GLBA security protections as
implemented by the Bureau’s Regulation P and the FIC’s Safeguards Rule.

Congress should urge the CFPB to bring data agpregators under direct supervision.

By the nature of their business, data aggregators hold a tremendous amount of consumer financial
data. Itis estimated that data aggregators hold the consumer log-in credentials for tens of millions of
customers. Despite this, many consumers don’t know that these intermediaries exist or how much
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of their information is being collected and shared. In most cases consumers do not have a direct
relationship with these companies and must trust that their data are being handled appropriately.

As discussed in above, ABA believes that data aggregators are subject to GLBA, but their
compliance with its privacy and security obligations is not clear and, more importantly, is not subject
to supervision or regular examination. Proactive supervision is critical to identifying risks before any
harm is done to consumers.

A cornerstone of Title X of the Dodd-Frank Act was the authority given to the CIFPB to establish a
supervisory program for nonbanks to ensure that federal consumer financial law is “entorced
consistently, without regard to the status of a person as a depository institution, in order to promote
fair competition.” Experience demonstrates that consumer protection laws and regulations must be
enforced in a fair and comparable way if there is to be any hope that the legal and regulatory
obligations are observed. ABA believes that establishing accountability across all providers of
comparable financial products and services is a fundamental mission of the CFPB. This is especially
important for data aggregators, given the sensitive consumer financial information they store and
process.

The bulk of the data processing in this area is managed by a select group of large companies.
Accordingly, the CFPB should expeditiously initiate the rulemaking process under Dodd-Frank Act
1024 to define those “larger participants” in the market for consumer financial data that will be
subject to regular reporting to and examination by the CFPB. Once the CFPB has imposed
supervisory authority over the larger data aggregators, it will be better able to monitor — and react to
— risks to consumers in this rapidly evolving marketplace.

Under Section 1005.14 of Regutation E, a person that provides an electronic fund transfer service to
a consumer but does not hold the consumer’s account is generally subject to Regulation L, (with
certain modifications) as a service provider, if it (1} issues an access device that the consumer can
use to access the consumer’s account held by a financial institution and (2) has no agreement with
the account-holding institution regarding such access.

Data aggregators that permit consumers to initiate electronic fund transfers from accounts held at
financial institutions that do not have an agreement with the financial institution should be treated as
“service providers” under Regulation E, as they enable the use of “access devices” that initiate
electronic fund transfers to and from the account. As service providers, they are Hable for
unauthorized transactions under Regulation I and are subject to certain other provisions.

Imposing liability for unauthorized transactions under these circumstances is appropriate and fair.
‘The data aggregator is in the best position to control the risk of unauthorized transactions
conducted through its system. In contrast, the financial institution holding the account has no
commercial or other relationship with the data aggregator, no knowledge of, and no power over the
data aggregator’s security systemn, or any relationship with the aggregator’s end clients. This approach
is consistent with payment system laws which generally assign liability to the party thatis in the best
position to avoid a loss and manage the risk of a loss. Indeed, it is for these reasons that Regulation
E assigns hability to service providers.
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Moreover, other service provider responsibilities of Regulation E support classifying data
aggregators as service providers. These include requirements related to error resolution, disclosures,
the prohibition against the issuance of unsolicited access devices, and changes in terms notices.

To avoid any ambiguity, the CFPB should confirm in Regulation E or the Official Commentary that
data aggregators providing electronic fund transfer services are service providers under Regulation
E. Equally important is that data aggregators be examined for their compliance with these consumer
protection rules.

authorization to access their accounts.

When consumers authorize a third party to access their financial data, they expect that data sharing
is limited to the data needed to provide the service they have authorized. This applies not only to the
scope of data being shared, but to the period of time over which that access is granted. Some use-
cases of data aggregation are ongoing. However many are one-time events like account ownership
verification. Yet, data holders have the ability to store login credentials indefinitely, sometimes
continuing to access data years after the consumer has stopped using the service.

Federal Reserve Board Governor Lael Brainard explains this in a 2017 speech:

In examining the terms and conditions for a number of fintech apps, it appears that
consumers are rarely provided information explaining how they can terminate the collection
and storage of their data. For instance, when a consumer deletes a fintech app from his or
her phone, it is not clear this would guarantee that a data aggregator would delete the
consumer's bank login and password, nor discontinue accessing transaction information. If a
consumer severs the data access, for instance by changing banks or bank account passwords,
it is also not clear how he or she can instruct the data aggregator to delete the information
that has already been collected. Given that data aggregators often don't have consumer
interfaces, consumers may be left to find an email address for the data aggregator, send in a
deletion request, and hope for the best."

We believe that the CFPB should require data aggregators to re-obtain a consumer’s consent on a
periodic basis to ensure that consumer data are not shared indefinitely.

Banking regulators should clarify that bank agreements with data aggregators do not constitute
third-party vendor relationships.

Data aggregators are authorized by and act on behalf of bank customers, not the bank. When banks
enter into agreements with data aggregators, they do so to reduce risk and to apply additional
protections to their consumers’ data as the data leaves the secure banking environment.

Section 7 of the Bank Service Company Act (BSCA) requires banks to notify their regulators of
contracts or relationships with certain third-party service providers and undertake due diligence on
these partners. This is intended to capture relationships where banks partner with third parties to
deliver experiences to their customer. In the case of data aggregators, there is no such partnership.
The bank customers have directed their bank to share their data; a bank’s contract simply lays out
the terms for how that data are shared and provides a more secure portal for doing so. Such a
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contract should not resultin the data aggregator becoming a third-party service provider to the
bank. Rather, the relationship should be regarded as a customer-aggregator relationship.

Alack of clarity about the applicability of the BSCA to contracts with data aggregators could stifle
adoption of more secure technologies that provide additional protections for customers. Moreover,
banks have little ability to perform due diligence or supervise these data aggregators because the
aggregators have no incentive to respond to bank due diligence requests since there is no business
relationship between the bank and the aggregator.

Banks should not be considered furnishers for purposes of FCRA

Congress should urge the CFPB to make clear that when a bank or other data holder is compelled to
share information with a third party at the direction of a customer, the bank and other data holders
are not considered to be furnishers for purposes of the Fair Credit Reporting Act (FCRA),
regardless of how the third party uses the information. In these cases, banks are merely
accommodating the customer and acting as the customer’s agent. They are providing information
just as they do, for example, when they send bank statements (by paper or electronically) directly to
a lender processing their customer’s loan application. The only difference is that the information is
shared more efficiently using a process that is more convenient for the customer.

In these cases, the customer’s agreement to share data is with the data aggregator, not the bank or
other data holder. The banks and other data holders have no choice but to share the information
and derive no direct or indirect benefit in sharing it. Its agreement with the third party is simply to
provide a means for mitigating risk when sharing sensitive information at the customer’s direction.
In many cases, they may not and often do not know the purposes for pulling the data or how it will
be used. Moreover, the data holders never collected the data with the intent of the data being used
for these purposes.

Section 1033 of the Dodd-Frank Act recognizes this challenge and provides limitations that make
clear banks do not have these responsibilities in regard to aggregated data. The law requires banks to
make available only data that are in the “control or possession” of the bank and explicitly exempts
“any information that the covered person cannot retrieve in the ordinary course of its business.”
Section 1033 requires banks only to disclose the data that they already have. FCRA imposes further
requirements on furnishers to curate data in a way that makes it specifically usable for credit
reporting purposes.

Implementation of Section 1033 has wide-reaching implications for banks. Because of the sensitive
nature of financial data, there are serious safety and soundness concerns that must be addressed.
This is why Section 1033 requires the CFPB to “consult with the Federal banking agencies and the
Federal Trade Commission,” when prescribing any rules.

Conclusion

Today, technology is fundamentally changing the way financial services are being delivered.
Consumer financial data are more available and more widely shared than ever before. ABA believes
that innovations in financial services present tremendous value. This value i only realized when
innovations are delivered in a responsible manner that maintains the trust that is critical to the
functioning of our financial system. The focus on the consumer financial data market is important.
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By fairly addressing both the opportunities and risks, we have the ability to give consumers
innovative services that they can trust. Customers need security, transparency and control to unlock
the true potential of fintech and take charge of their financial future.
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bpl BANK POLICY INSTITUTE

Statement by the Bank Policy Institute

Before the U.S. House Committee on Financial Services Task Force on Financial Technology
“Preserving the Right of Consumers to Access Personal Financial Data”

September 21, 2021

Chair Waters, Ranking Member McHenry, Task Force Chair Lynch, Ranking Member Davidson and Members of the
Fintech Task Force:

We support the ability of bank customers to securely connect their bank accounts to the third-party apps of their
choice, which, in some cases, may involve the interposition of a data aggregator to collect the customer’s
information from the customer’s financial institution and provide it to the app. It is critical, however, that
consumers’ personal and financial information remains secure when it is shared between financial institutions and
third parties. Ensuring the security of customer data is, and will remain, a top priority for the banking industry.
Consumer-permissioned financial data sharing should be guided by the following three principles:

e First, consumer financial information should be safe and secure regardless of who holds it;

e Second, informed consumer consent should be a precondition to any sharing of consumer financial
information; and

e Third, the consumer should have effective control over the type and amount of information that is shared.

In light of these principles, we strongly support the migration of connections between financial institutions and
data aggregators to secure Application Programming Interfaces, or APIs, that can support informed customer
consent and control over their information and the secure transmission of this properly permissioned information.

We also support robust federal supervision and examination of entities like data aggregators and third-party data
users that hold consumers’ sensitive financial data.

Lastly, as it is the consumers’ financial health and security that is at risk when their data is shared, the Consumer
Financial Protection Bureau (CFPB) and other federal regulators should empower consumers to effectively control
the sharing and use of their financial data. To do that, consumers need sufficient information and clear
mechanisms of control in order to make informed decisions about: (i) the parties they are sharing their data with,
(ii) the duration and frequency of permissioned access they are granting, (iii) the specific data elements they are
sharing, (iv) the ability to revoke the access, (v) the ability to require third and fourth parties to delete their data,
and (vi) the purposes for which third parties may use their data.

Data aggregators play a key role in enabling fintech apps to access, aggregate, share and store information from
banks and compile consumer financial account and transaction data. However, data aggregators work in the
background, often to , and the hods by which data agg s collect and store
consumer data puts consumers at risk.

After a consumer shares his or her credentials to facilitate access to a fintech app, aggregators are able to collect
and store those credentials, and gain access to consumer data attributes through screen scraping activities. Itis
difficult to estimate the quantity of data held by data aggregators, of which there are approximately 120 in the
United States. According to one report, data aggregator Acxiom provided up to 3,000 attributes on 700 million
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people in 2017, and by 2018, it had collected 10,000 attributes on 2.5 billion consumers.! While these figures are
difficult to verify, we can be certain that the largest data aggregators hold the sensitive financial information of
millions of U.S. consumers.?

Unfortunately, many consumers lack an understanding of how their financial information is being collected,
shared, and stored. A November 2019 survey conducted by The Clearing House (TCH), a banking association and
payments company, found that more than 80% of financial app users are not aware that apps may use third
parties to access consumers’ personal and financial information, and 80% of financial app users are not fully aware
that apps or third parties may store their bank account username and password.?

The use of screen scraping and credential-based access is both outdated and unsafe. First, this method does not
allow consumers to control the amount of data they share with third parties, and there is no way to ensure that
the information “scraped” and maintained by the aggregator does not go beyond what is necessary for the
financial app to deliver the services sought by the consumer. Additionally, there is the risk that the aggregator or
third-party app may continue to collect and store the consumer’s data and credentials even after the consumer
ceases using the financial app.

Second, screen scraping, and the credential-based access on which it is based, creates opportunities for malicious
actors to gain access to a consumer’s accounts at a financial institution and commit fraud, or even take over the
consumer’s account. As former FinCEN Director Kenneth A. Blanco has previously warned: “In some cases,
cybercriminals appear to be using fintech data aggregators and integrators to facilitate account takeovers and
fraudulent wires. By using stolen data to create fraudulent accounts on fintech platforms, cybercriminals are able
to exploit the platforms’ integration with various financial services to initiate seemingly legitimate financial activity
while creating a degree of separation from traditional fraud detection efforts.”*

Third, screen scraping can divert the cybersecurity resources of regulated financial institutions away from
preventing truly unauthorized access by criminals or other bad actors, because in many cases, it is difficult for a
financial institution to distinguish “legitimate” data aggregator logins from illegitimate traffic. This problem is
compounded by the fact that some data aggregators bypass security controls used by financial institutions to
authenticate customer logins (such as by auto-populating the security questions posed when a new connection is
sought to be established with a consumer’s account). As the Basel Committee on Banking Supervision found in its
2019 “Report on open banking and application programming interfaces”: “Screen scraping or reverse engineering
can undermine a bank’s ability to identify fraudulent transactions, as banks cannot always distinguish between the
customer, data aggregator, and an unauthorised third party that is logging in and extracting sensitive data.”>

The use of APIs for consumer permissioned financial data sharing is widely considered to be more safe and secure
than screen scraping, as APIs allow data to be shared without the use of consumer credentials and provide
enhanced control over the type and extent of data shared. Several industry efforts have advanced the adoption of
APIs in the United States. For example, the Financial Data Exchange developed a common API technical standard
for data sharing through an industry consortium of banks, data aggregators, fintechs and consumer groups. Over

1 https:, 0m/90310803/h he-d. brok ly-buyi d-selling- pe I mation.
2 Natalie . Talpas, PNC Bank, Consumer Financial Protection Bureau Symposium on Consumer Access to Financial Records, Section 1033 of the
Dodd-Frank Act, Feb. 26, 2020, available at: https: i cfpb_talpas-statement onsumer-

accessfinancial-records.pdf
> The Clearing House, Consumer Survey: Financial Apps and Data Privacy, November 2019, available at: 2019-tch-consumersurveyreport.pdf
(theclearinghouse.org).

* Prepared Remarks of FinCEN Director Kenneth A. Blanco, delivered at the Federal Identity (FedID) Forum and Exposition, “dentity Attack

Surface and a Key to Countering llicit Finance”, (September 24, 2019), available at https: fincen. prep ks-
fincen-director-kenneth-blanco-delivered-federal-identity-fedid

s Basel Committee on Banking Supervision, “Report on open banking and appli interfaces” 2019), available at:
Report on open banking and application ing interfaces (APIs) (bis.org).
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22 million consumers are now using FDX’s API for data sharing in North America.® Additionally, banks and data
aggregators have entered into data access agreements to facilitate the dating sharing process through APIs and to
specify how data is accessed and protected.

Despite the industry’s progress, screen scraping remains a widely used method for accessing payments account
data, enabling data harvesting of credentials to continue. Government action to outlaw screen scraping, either
through an act of Congress or coordination between the CFPB and the federal banking agencies in implementing
section 1033 of the Dodd-Frank Act, which provides the CFPB with authority to pr rules around

financial data sharing, would accelerate the migration of consumer data sharing to APIs. The technology exists
today to migrate to APIs, but market participants may not have the incentive to transition to APIs if screen scraping
is allowed to continue. The migration of thousands of banks, data aggregators and fintechs in the United States to
APIs for sharing consumer data would be a significant undertaking, particularly for those banks that may not have
actively participated in the market-driven movement towards APIs that has occurred to date. Indeed, this process
could take several years to complete. For this reason, it is critical to establish a specific timeline now to end screen
scraping so that all market participants begin to work towards a future ecosystem wherein all consumers are able
to share their information on an informed basis in a safe and secure manner.

Under the current framework, data aggregators access and store similar information to that of banks, but are not
held to similar standards for safeguarding consumer data. The CFPB has the authority under the Dodd-Frank Act to
define the universe of larger nonbank participants in the data aggregator market. The CFPB should initiate a
rulemaking under this authority, which would then give the Bureau the authority to supervise and examine those
entities for compliance with applicable data security standards and consumer financial laws, just as banks are
regularly examined for compliance with the GLBA’s information security standards and consumer financial
protection laws. Further, the CFPB should apply these GLBA standards to data aggregators and other authorized
entities. The FFIEC examination guidance on information security also could serve as a useful model for the Bureau
in developing the appropriate information security standards for large nonbank data aggregators and data users.”

Simply put, consumers should have full awareness and control over how their data is shared and used. To that end,
consumers should be made aware that a data aggregator or other third party is being interposed between the
customer’s bank and a third-party app and of the accounts and data fields that will be accessed by data
aggregators and data users. Consumers cannot make informed choices without transparent and readily accessible
disclosures. As the CFPB stated in its principles for consumer-authorized financial data sharing, firms seeking to
obtain consumer authorization for sharing their financial data should provide clear disclosures regarding the
“identity and security of [the] party, the data they access, their use of such data, and the frequency at which they
access the data ... throughout the period that the data are accessed, used, or stored.”®

Consumers must have the ability to consent to share their financial data, and the ability to confirm, modify and
revoke access once granted. As a minimum safeguard, data aggregators and data users should be required to
periodically require consumer re-authorization to access consumer data. Perpetual access permissions
unnecessarily put consumers and their data at risk. Ideally, data aggregators and data users should be required to
obtain the consumer’s additional affirmative consent before they are allowed to use the consumer’s data for a

y use not r by , thereby empowering consumers to control all the potential
uses by permissioned parties of their data.

Similarly, consumers should also have control over the duration of their consent to a third party’s accessing their

¢ See Financial Data Exchange (FDX) Reports 22 million Consumer Accounts on FDX AP
7 FFIEC, ion Technology Handbook, ion Security Booklet, available at https://ithandbook.ffiec.gov/it-
booklets/information-security.aspx

# Consumer Financial Protection Bureau, “Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and Aggregation” (Oct.
18, 2017), Principle 6, available at https://fi f cfpb ¢ protection-principles dat: pdf,
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data. Currently, many consumers are not aware that deleting an app from their phone does not revoke the app’s
ability (or that of the app’s data aggregator, if any) to continue to access the consumer’s financial data. Indeed,
Federal Reserve Board Governor Lael Brainard has observed, “[w]hen a consumer deletes a fintech app from his or
her phone, it is not clear this would guarantee that a data aggregator would delete the consumer's bank login and
password, nor discontinue accessing transaction information.”®

In addition, data minimization is a fundamental security principle: limiting the dissemination of sensitive data
reduces the consumer’s risk of exposure. Unfortunately, the natural incentives of data aggregators and data users
may not necessarily be aligned with this principle. Consumers therefore should be able to limit what data a third
party can access and the purposes for which the data may be used.*

The right to data deletion also is an important and effective way consumers can protect themselves from future
data breaches. And while the CFPB’s second principle states that “[t]hird parties with authorized access ... [should]
only maintain such data as long as necessary,” many data aggregators and data users do not make it easy for
consumers to exercise this right, to the extent they provide this right at all.* Federal Reserve Board Governor Lael
Brainard recognized this problem, noting that “[i]f a consumer severs the data access, for instance by changing
banks or bank account passwords, it is also not clear how he or she can instruct the data aggregator to delete the
information that has already been collected. Given that data aggregators often don’t have consumer interfaces,
consumers may be left to find an email address for the data aggregator, send in a deletion request, and hope for
the best.”*?

BPI supports consumers’ ability to access and share their personal financial data. It is of paramount importance
that this data is shared based on informed consumer consent and effective consumer control over the type and
amount of information that is shared and that the data is maintained in a safe and secure manner regardless of
where, why or with whom that data is maintained.

> Lael Brainard, “Where Do Consumers Fit in the Fintech Stack?” (Nov. 16, 2017), available at

https:, Bl h/brainard20171116a.htm.

1 Consumer Financial Protection Bureau, “Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and Aggregation” (Oct.
18, 2017), available at https:, i f cfpb c protection-principles dat: pdf. Principle 2
states that participants should “only access the data necessary to provide the product(s) or service(s) selected by the consumer.”

1,

12 See note 8, supra.
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September 21, 2021

The Honorable Stephen F. Lynch
Chairman

Task Force on Financial Technology
House Financial Services Committee
2129 Rayburn House Office Building
Washington, D.C. 20515

The Honorable Warren Davidson
Ranking Member

Task Force on Financial Technology
House Financial Services Committee
4340 O’Neill House Office Building
Washington, D.C. 20024

Dear Chairman Lynch and Ranking Member Davidson:

On behalf of Envestnet Yodlee (“Yodlee”), thank you for holding today’s hearing in the House
Financial Services Committee’s Task Force on Financial Technology (“the Task Force”) entitled
“Preserving the Right of Consumers to Access Personal Financial Data.” As a global consumer-
permissioned financial data aggregator that has been enabling consumers with access to their
data across a vast spectrum of different types of financial accounts for the past two decades, and
whose services to large financial institutions are subject to examination by the U.S. federal
banking agencies, Yodlee welcomes the Task Force’s focus on this critically important issue.

The ability of consumers and small businesses to access and permission access to their financial
data is the lifeblood of technology-enabled financial products and services. These products and
services provide essential personalized assistance to the consumer or small business as they
manage their financial wellbeing in ways they’ve determined are best suited to their need and
situation. Regardless of their use case, or whether they are provided by a financial institution or
a financial technology (“Fintech”) firm, all financial technology products and services rely on the
capability of their customer to share access to the components of their financial data that are
necessary to effectively and responsibly deliver the intended product or service.

Yodlee is the global market leading platform provider for consumer-permissioned financial data
access. For the past twenty years, Yodlee has provided consumer-permissioned account
aggregation capabilities with hosted solutions and commercial APIs on a business-to-business
basis to customers around the world. We are proud to count 15 of the largest 20 U.S. financial
institutions as our customers. Both traditional financial institutions and Fintech companies use
Yodlee’s platform to allow consumers to access and share their financial data across a myriad of
legally permissible use cases. All of this is done to give consumers options for improving their
own financial wellness as only those individuals themselves can truly appreciate. In this way, the
Yodlee platform has been used to access over 470 million financial accounts and given
consumers the choice to engage with financial management, advice, and lending solutions they
themselves have selected as best suited to help them achieve their financial goals.



124

ENVESTNET

Yodlee

W

Yodlee is a strong advocate of a rulemaking under Section 1033 of the Dodd-Frank Wall Street
Reform and Consumer Protection Act (“the Dodd-Frank Act”) by the Consumer Financial
Protection Bureau (“CFPB” or “the Bureau”) and was encouraged by the inclusion of language
in President Biden’s recent Executive Order on Promoting Competition in the American
Economy encouraging the Bureau to act on its Section 1033 authority.! From our perspective as
a critical enabler of consumer-permissioned data access across the financial services ecosystem,
a CFPB rulemaking under Section 1033 presents the important opportunity to: provide
consumers with a legal right to access and share access to their financial data that would
facilitate greater competition and improved financial access and inclusion; ensure regulatory
oversight of the Fintech marketplace; and, better protect consumers from misuse or mishandling
of their data.

While the Bureau has had the statutory authority under the Dodd-Frank Act to promulgate a rule
under Section 1033 for over a decade, we appreciate that the CFPB has taken a cautious
approach to date in utilizing that authority. In so doing, the Bureau has allowed the market to
develop without direct regulatory intervention and thus fostered the evolution of an authorized
data access ecosystem that market participants have worked together to create. This approach has
seen the relevant stakeholders come together to ensure consumer financial data sharing in a safe
and secure manner that provides for a consumer protective ecosystem facilitated by newer, safer,
and more efficient technologies to enable consumer financial wellness.

Despite industry collaboration in recent years towards a more consumer-centric financial data
access ecosystem, the ability of consumers and small businesses to access and permission access
to their financial data is not ubiquitous. A combination of areas, including regulatory ambiguity,
legal requirements, and, in some cases, competitive concerns, has created a system in which
some consumers have more utility over their own financial data than others, as well as more or
less protection depending on the data access platform used to provide the access. A rule
implementing Section 1033 of the Dodd-Frank Act is, in our view, an appropriate remedy to
address this uneven playing field. Furthermore, the codification of applicable parameters for and
supervision of certain market participants has the potential to solidify a new era of consumer
financial wellbeing and to serve as the standard that burgeoning international markets around the
world look to as they wrestle with similar questions. The cornerstone of any CFPB rulemaking
under Section 1033 of the Dodd-Frank Act therefore must be a legally binding, absolute right for
consumers to access and permission access to their banking and other financial transaction
information safely and securely in real time.

The provision of this legal right for consumer data access represents the only pragmatic way to
ensure that all consumers have the same financial opportunities and protections regardless of the
financial institutions with which they choose to do business. Efforts within the financial services
industry to achieve this outcome on its own, though they have progressed within the last 24
months, are simply moving too slowly to achieve this outcome. To wit: Yodlee has spent

! https:/www.whitehouse. gov/briefing-room/presidential-actions/202 1/07/09/executive-order-on-promoting-
competition-in-the-american-economy/.
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significant time and resources negotiating and executing bilateral data access agreements with
many of the largest financial institutions in the United States but sees no easy means of executing
similar agreements with the thousands of smaller financial institutions across the country. The
disparate outcomes for consumers based on what data their financial institution makes available
under these bilateral data access agreements — or whether their financial institution has struck
any agreements at all — provides a compelling case for the Bureau to implement a customer data
access right under its Section 1033 authority that provides the consumer access to any non-
proprietary element of data held about them by a financial institution that they have created in
the course of being a customer of that institution.

With this right provided, consumers and regulators should have greater assurances that financial
data access is being facilitated safely and securely. To provide for consumer protection in this
open finance environment, Yodlee would underscore a recommendation it has provided to the
Bureau repeatedly over the last several years: data aggregation firms should be required to
adhere to the data protection and privacy requirements of the Gramm-Leach-Bliley Act and to
submit to supervisory oversight by the CFPB. Such a requirement should improve regulatory
oversight of the consumer financial data ecosystem, and also should require that data aggregators
exert governance over the customers on their platforms through the application of third-party
partner risk management-like standards.

Supervision of data aggregation platforms is not only a critical component towards consumer
protection, it also will meaningfully address an existing limitation of the marketplace to facilitate
more fulsome consumer data access. Banks, credit unions and other providers of core transaction
accounts in their role as data holders are subject to a litany of prudential regulation.
Unfortunately, the lack of clarity with respect to the application of these concepts on the other
covered persons in the marketplace has created a situation in which disparate obligations and
rules applicable to only the existing subset of data holders is causing harm and increased cost
both real and yet unrealized to the consumer.

As the covered data holders explicitly subject to existing laws have worked with other industry
participants to harmonize the means and rules of access, they understandably have also sought to
codify duties and obligations on the other market actors who are connecting to their systems to
ultimately provide financial data at the request of the consumer. The absence of clarity with
respect to what types of obligations and responsibilities sit with each data user downstream has
caused absorption of risk and liabilities on these other market participants that runs the risk of
stifling innovation and limiting competition. Unfortunately, guidance published by prudential
regulators in this space to date has only served to exacerbate the likelihood of further restrictions
to consumer data access by increasingly placing responsibility for oversight of the permissioned
data access marketplace on data holders.?

While the prudence of applying these types of rigors on data aggregators is obvious, the only
way for existing regulated data holders to satisfy their own regulatory obligations is manifesting

2 See, for example, https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10.html.
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itself in the current market through absorption of the requisite requirements on those seeking
consumer data access. In the absence of regulatory obligations on data aggregators across the
entire chain of market participants, data holders are requiring as a precondition of establishing
connectivity with their institution that data aggregators agree contractually to absorb financial
liability associated with any and all risks which could manifest through the release of consumer
financial information across the downstream ecosystem.

Asking data aggregators to exercise diligence on each data user downstream absent clear
examination guidance is untenable and ineffective given the large and growing number of
Fintech market participants. Faced with these unevenly applied contractual obligations, each data
aggregator has necessarily implemented its own process of governance and oversight of the data
users on its platform. With our decades of experience being subject to our own regulatory
obligations in this market, it has given us an appreciation for how the existing frameworks can
actually be leveraged to meet and ultimately uplift all market participants without undue burden
on any one particular subgroup.

The issue being examined by the Task Force at today’s hearing lies at the heart of the ability of
the financial services ecosystem to provide consumers and small businesses with technology-
enabled tools that improve financial access, inclusion, and outcomes. While the industry has
made strides in recent years towards increased financial data access for consumers, Yodlee
strongly believes that the CFPB should utilize its Dodd-Frank Section 1033 authority to:
promulgate a legally binding data access right for consumers; create a supervisory regime for
data aggregators; and, set forth guidance for aggregators’ downstream Fintech customers with
regard to minimum compliance standards. This approach would provide consumers across the
country with universal access to their own financial data in a safe, secure, and regulated
ecosystem, and would thus herald in an era of open finance in the United States.

Once again, thank you for holding today’s hearing on this critically important topic.

Sincerely,

Chad A. Wiechers
Senior Vice President, Data Access & Management
Envestnet Yodlee



127

fidata

north
america

Financial Data and
Technology Association

http://www.fdata.global/north-america

VIA ELECTRONIC SUBMISSION

September 21, 2021

The Honorable Stephen F. Lynch The Honorable Warren Davidson
Chairman Ranking Member

Task Force on Financial Technology Task Force on Financial Technology
House Financial Services Committee House Financial Services Committee
2129 Rayburn House Office Building 4340 O’Neill House Office Building
Washington, D.C. 20515 Washington, D.C. 20024

Dear Chairman Lynch and Ranking Member Davidson:

The Financial Data and Technology Association of North America (“FDATA North America”)
appreciates this opportunity to submit a letter for the record for the House Financial Services
Committee’s Task Force on Financial Technology’s hearing “Preserving the Right of Consumers
to Access Personal Financial Data.” As the leading trade association representing financial data
aggregation firms and financial technology platforms that provide enhanced consumer financial
access and inclusion, FDATA North America and its member companies strongly believe and
advocate for a financial ecosystem in which the end user has complete utility of their financial
data.

About FDATA North America

FDATA North America was founded in early 2018 by several firms whose technology-based
products and services allow consumers and SMBs to improve their financial wellbeing. We
count innovative leaders such as the Alliance for Innovative Regulation, API Metrics, Basis
Theory, Betterment, BillGo, Codat, Direct ID, Equitable Bank, Envestnet Yodlee, Experian,
Fiserv, Flinks, Interac, Inverite, Intuit, Kabbage, Mogo, Morningstar, M Science, MX, Petal,
Plaid, Questrade, Rocket Mortgage, Salt Edge, Trustly, ValidiFI, VoPay, Wealthica, Xero, and
others among our members. We are a regional chapter of FDATA Global, which was the driving
force for Open Banking in the United Kingdom, and which continues to provide technical and
policy expertise to policymakers and to regulatory bodies internationally that are contemplating,
designing, and implementing open finance frameworks. With chapters in North America,
Europe, Australia, South America, and India, FDATA Global has established itself as an expert
in the design, implementation, and governance of open finance standards and frameworks
globally since its inception in 2013.
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FDATA North America’s members include firms with a variety of different business models.
Many provide technology services to large financial institutions or partner with financial
institutions to enable innovation and expand financial access and inclusion. Others offer their
own customer-facing financial products or services that may, for example, expand access to low-
interest credit for thin or no-file borrowers, provide a gateway to automated savings or
investments, onboard SMBs to accept and make digital payments, or support the SMB
community by enabling technology-powered advisory and accounting services. Collectively, our
members enable tens of millions of American consumers and SMB customers to access vital
financial services and products, either on their own or through partnerships with financial
institutions. Regardless of their business model, each FDATA North America member’s product
or service shares one fundamental and foundational requisite: it depends on the ability of a
customer to actively permission access to some component of their own financial data that is
held by a financial institution.

The Need for CFPB Rulemaking Under Section 1033 of the Dodd-Frank Act

FDATA North America has, since its inception, encouraged the Consumer Financial Protection
Bureau (“CFPB” or “the Bureau”) to utilize the authority vested in it under Section 1033 of the
Dodd-Frank Wall Street Reform and Consumer Protection Act (“the Dodd-Frank Act”) to
promulgate, by rule, a consumer financial data right that will spur greater financial services
innovation and competition and improve consumer financial access and inclusion. We have been
encouraged by two important developments to this end in recent months: the issuance of an
advance notice of proposed rulemaking (“ANPR”) by the Bureau pertaining to consumer access
to financial records late last year and, more recently, inclusion in President Biden’s July 2021
Executive Order on Promoting Competition in the American Economy language that encourages
the CFPB to consider “commencing or continuing a rulemaking under section 1033 of the Dodd-
Frank Act to facilitate the portability of consumer financial transaction data so consumers can
more easily switch financial institutions and use new, innovative financial products.”

The drumbeat towards the promulgation by the CFPB of a rulemaking under Section 1033 of the
Dodd-Frank Act comes at a critical moment. Countries around the world are quickly embracing
the notion that the customer should be in control of their own financial data. By contrast, the
unlevel playing field that currently exists for consumers and small- and medium-sized businesses
(“SMBs”) in the United States in this regard represents both a failure to American consumers
and SMBs as well as a global competitive disadvantage. This unlevel playing field has, to date,
been dictated by opaque bilateral data access agreements between their financial institution and
aggregation firms that enumerate what choices they have to utilize their own financial data and
the protections they are afforded when they do so.
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This problematic reality endures because, unlike a growing list of other large economies across
the globe, there exists no distinct assertion of a customer’s legal right to access themselves, or
permission access to, their financial data in the United States. Although Section 1033 of the
Dodd-Frank Act establishes a direct financial data access right for consumers, unless that data
right includes authorized data access to third parties chosen by the consumer, it will provide
inadequate access to critical financial products and services. The status quo, under which
financial institutions continuously exercise control over their customers’ data, provides little
benefit to the consumer or SMB. Financial institutions have historically used this control to
determine whether and how their customers may utilize third-party financial services providers,
including outright blocking the ability of their customers to do so. While, in some cases,
financial institution throttling or blocking of third-party tools may be positioned as being based
on security or regulatory compliance postures, competitive concerns unquestionably have fueled
some of this behavior as well. In these instances, the end user typically is unaware as to why the
product or service they are trying to use — or even have depended on for their financial wellbeing
in the past — is not functioning or supported. This artificially stifles both consumer choice and
marketplace competition.

Additionally, FDATA North America sees competition in data-driven financial services stifled
by financial institutions that override customer direction to authorize sharing of their financial
data. These restrictions include broad, as well as specific, attempts to directly limit third parties’
access to data despite customer authorization; degradation of data sharing that effectively thwarts
customer-directed access to financial data; and self-imposed mandatory reauthentication
requirements and targeted blocking of sharing specific data fields in ways that effectively disable
competing services. A recent FDATA North America study determined that more than 650
million existing consumer and small and mid-size accounts held by tens of millions of customers
in the United States could be rendered useless by industry-led initiatives to move to APIs at just
the largest 25 financial institutions.! These institutions do not supply sufficient data to fuel
existing use cases upon which customers depend to manage their financial wellbeing. In each of
these cases, competition in data-driven financial services would be substantially inhibited, to the
direct and severe detriment of consumers. Recent investments by the largest financial institutions
in the U.S. in a commercial entity that seeks to grant greater control to data holders regarding
whether and how they will abide by their customers’ instructions to grant access to their financial
data have further eroded faith in the third-party provider marketplace that industry alone can
deliver the outcome envisioned by Section 1033 of the Dodd-Frank Act.

Aside from competitive concerns, the logistics of providing customer-permissioned data access
have become a significant blocker to a more vibrant marketplace. A growing number of large

! Please refer to Appendix A.
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U.S. financial institutions are requiring third parties to negotiate and execute bilateral data access
agreements if they desire to establish customer-permissioned data connectivity. While these
bilateral agreements are intended to provide critical governance in banks’ transitions from
existing data-gathering technologies to the use of APIs, and have been encouraged based on
recent supervisory guidance by the Office of the Comptroller of the Currency (“OCC”)%, market
participants generally recognize that individually negotiated bilateral agreements are an
inefficient means over the long term of dealing with customer-permissioned data access. Such
agreements lack uniformity, transparency, and insight, which can be challenging and expensive
for third-party partners. These agreements result in differences between direct access and
authorized access to desired tools by consumers based on the institution with which they have
banking relationships and the aggregator that provides the services to the desired tool.

Several FDATA North America member organizations that have executed data access
agreements with large financial institutions report that the negotiations can take as long as three
years to execute and often require extensive legal costs. Smaller financial institutions will not
bear such costs and are thus discouraged from adopting new technology and user services.
Additionally, the technology lift and technical resources required to develop independent APIs is
a disincentive to smaller financial institutions that desire to allow their customers to permission
access to products and services that they do not offer. An ongoing dependence on bilateral data
access agreements therefore presents a significant challenge to smaller financial institutions that
will struggle to keep pace with larger banks nationwide regarding API integration due to the
substantial expense of negotiating bespoke agreements with any third party wishing to connect to
that API.

Any fair assessment of the ecosystem must also conclude that, in the absence of a legally binding
mandate to make customer data available with that customer’s consent, commercial interests can
factor into decisions that financial institutions make regarding what data to include in their APIs
or how onerous the terms of third-party bilateral agreements will be. One of the principal
rationales for government-led open finance regimes is the fact that holders of a customer’s
financial data, who themselves have a commercial interest in retaining that data to offer their
customer additional financial products or services, have a competitive disincentive to make that
data available because they use it offer their customer additional financial products or services.

Principles for Ensuring Consumer and SMB Financial Data Access

The CFPB has, through its Section 1033 authority, the opportunity to significantly level the
playing field for consumers and SMBs, expand financial access and inclusion, improve

2 “Third-Party Relationships: Frequently Asked Questions to Supplement OCC Bulletin 2013-29.” March 5, 2020.
https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10. html.

4
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competition in the financial services marketplace and, on a global level, ensure that the United
States’ financial services system remains competitive internationally. To accomplish these
critically important objectives, FDATA North America has recommended to the Bureau that it
utilize its Section 1033 authority to issue a rule that adheres to six key principles:

1.

The CFPB should create a legal customer financial data right. FDATA North
America strongly believes that any non-proprietary data element that is available to a
consumer or SMB through their online banking portal or is included on a paper
statement, and that is not the intellectual property of the data holder, should be considered
in scope as the Bureau contemplates promulgating a customer financial data right under
Section 1033 of the Dodd-Frank Act.

The Bureau should define and clearly enumerate the limited circumstances in which
custodians of financial data may override customer consent. The Bureau should
prescribe a well-defined set of circumstances under which financial institutions may
withhold or restrict access to a customer’s data access right to avoid a suppression of
customer choice, voice, and consent. These circumstances should be limited to instances
in which a data access request poses an imminent security risk or a situation in which the
financial institution, the aggregator, and the customer each reasonably understands why
the holder of the data determined that it was not in the consumer’s or SMB’s best interest
to share the data due to evidence that the entity to which the customer permissioned
access to their data posed a clear risk to the customer’s financial wellbeing. Importantly,
defining the circumstances under which a data holder may restrict data access would
prohibit financial institutions from limiting their customers’ ability to access their
financial data for any other reason.

The CFPB should directly supervise financial data aggregation firms. The best way
to address financial institutions’ concerns regarding third-party supervision issues
associated with financial data access, and to remove the need for onerous bilateral data
access agreements, is for the Bureau to create a federal supervisory regime for data
aggregation platforms. Such a supervisory regime should establish a principles-based
baseline for data, cyber, and information security practices as well as governance over
aggregation firms. Importantly, direct supervision of data aggregation platforms would
also enable the CFPB to exert third-party partner supervisory standards for aggregators’
fintech clients.

The Bureau should coordinate with the prudential regulators on Regulation E
modernization. Regulation E was first promulgated to address financial institutions’
liability to their customers when ATMs became commonplace in the 1970s. Innovation in
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the financial services ecosystem has outpaced a liability framework that never could have
envisioned an environment in which customers could permission access to their financial
data electronically to third parties in real time. To ensure liability is appropriately
allocated throughout the financial ecosystem, FDATA North America advocates for a
modernization of Regulation E that stipulates that the entity responsible for customer loss
of funds related to a data breach or fraud be responsible for making that customer whole
based on custody and responsibility.

5. The CFPB must recognize the need to permit current and legacy technology. While
FDATA North America is technology neutral and supports the transition to application
programming interface (“API”) access of customer-permissioned financial data, it is
important to acknowledge the reality that the financial ecosystem is not yet ready to
completely prohibit existing technological methods of accessing customer data without
massive detriments to consumer and SMB financial health. In the absence of a fully
developed, robust API environment, direct access, sometimes also referred to as “screen
scraping” of the consumer interface, is a necessary tool to enable consumer and SMB
data access, particularly for customers of all but the largest U.S. financial institutions. In
Europe, the transition to its modernized second payment services directive (“PSD2”),
which supported full consumer utility over their financial data, recognized the benefits of
API access but embraced screen scraping as a fallback option in the event that APIs were
not readily accessible for covered data fields. This approach has the benefit of providing
an incentive for banks to build robust APIs more quickly; poorly designed and
implemented APIs that are deployed into the market will simply not be fit for purpose.

6. A strong federal data privacy regime would benefit consumers and SMBs. While the
Bureau is not granted under Section 1033 of the Dodd-Frank Act the authority to
promulgate a national data privacy regime, FDATA North America and its members
offer that such a framework would be additive to consumer and SMB protection and
would better align the United States with other jurisdictions, including Europe, that have
implemented national or supranational data privacy requirements.

The combination of these six principles would provide consumers and SMBs with safe, secure
access to their financial data and, by extension, to critically important financial applications and
tools that can meaningfully improve their financial wellbeing.
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Conclusion

FDATA North America appreciates the attention to this critically important issue by the Task
Force on Financial Technology. Every financial technology tool, regardless of its specific use
case, depends on the ability of its customer, whether they are a consumer or SMB, to grant
access to components of their financial data in order to provide the benefit of their product or
service. Accordingly, limitations, restrictions, or outright blocking of financial data access to
consumers and SMBs threatens the ability of financial technology tools to support their
customers’ financial wellbeing and stifles innovation in the financial services marketplace.

As the CFPB works to promulgate a proposed rule under Section 1033 of the Dodd-Frank Act,
we hope that the Task Force on Financial Technology will continue to examine this vitally
important space and encourage the Bureau to use its statutory authority to create a customer-
centric, safe and secure open finance system in the United States.

Thank you once again for holding today’s hearing.

Sincerely,

fre—

Steven Boms
Executive Director
FDATA North America

Enclosure
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Appendix A: Missing API Data Fields and End User Impact® 4

Financial Impacted Use Cases Total Number of End User Accounts
Institution Size, Impacted
By Total Assets
Top 10 Consumer Personal Financial 557,395,494

Management, Account
Verification, Lending, Small
Business, Money Management,
Money Movement, Wealth
Management, Retirement
Savings, Tax, Bookkeeping, Loan
Underwriting, Fraud

11-25 Consumer Personal Financial 103,572,965
Management, Lending, Small
Business, Money Movement,

Wealth Management, Retirement

Savings, Tax, Bookkeeping, Loan

Underwriting, Fraud

3 As of December 1, 2020.

4 Because some of the largest 25 U.S. financial institutions have not yet implemented an API, data is extrapolated to

reflect the total impact to end users if those APIs, once established, mirror those that have already been deployed by
other large financial institutions.
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September 21, 2021

The Financial Technology Association (FTA) applauds the House Task Force on Financial
Technology for holding an important hearing on “Preserving the Right of Consumers to Access
Personal Financial Data” and appreciates the opportunity to submit a statement. In early 2021,
the Consumer Financial Protection Bureau (CFPB) announced its intention to commence a
rulemaking on Section 1033 of the Dodd Frank Act, and a recent Presidential Executive Order
directs the CFPB to pursue this rulemaking with the purpose of unlocking further financial
innovation and choice for consumers. FTA strongly supports the consumer-centric
implementation of open banking regulation in the United States to empower consumer choice,
preserve data security, and ensure consumer privacy.

Open banking allows consumers to safely and securely access and share their financial data
across financial services providers to obtain greater financial choice, personalization, and
outcomes. Open banking is rooted in the acknowledgment that consumers own their financial
data and can share it with another financial service provider to access various financial benefits.

Once a consumer selects a financial application or provider, they can share their data through
two primary methods: the use of secure application programming interfaces (APIs) or by screen
scraping, whereby consumers can share their information (user-name and password) with a
trusted third-party to access the necessary data on their behalf. While the ecosystem is moving
towards API-based access, with some of the largest financial institutions developing APIs in
recent years, it is important to note that screen scraping is the primary method by which the large
majority of banks are currently able to share consumer data.

Open banking allows consumers more convenient and efficient ways to view and manage their
money and shop for more customized and lower-cost financial services products and providers. It
facilitates competition by allowing new entrants in the marketplace and ensures information is no
longer trapped with incumbent providers. Open banking allows access to essential tools for
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unbanked and underbanked consumers, including increased access to credit through identity
verification, data sources, such as rental, utility, tax payment history, and no-fee salary advances.

Recent research highlights the rapid growth of open banking in Europe, where consumers use
APIs to share their payment data and where access to new services is expected to double from
2018 through 2021." Early data out of the UK demonstrates that open banking is driving growth
in the number of regulated third-party providers.? Open banking and the seamless and secure
flow of permissioned data allows fintech companies to offer consumers tailored and improved
services; a recent survey found that 73% of Americans say fintech gives them more control over
their finances and 68% say it helps them reduce financial anxiety.* Another recent survey of
consumers found that 77% would value having their financial institution offering them
personalized financial advice based on open banking data and 94% would want their financial
institution to use financial data to advise them about a better deal on a product.*

FTA believes in well-regulated open banking platforms that allow free-flowing information,
subject to privacy and security guardrails, to give consumers complete ownership of their
financial data. However, it is essential that regulation recognizes and supports the value of
financial information in promoting improved, tailored, and more accessible financial products
and services. Arbitrary limitations on data usage will chill beneficial innovation that drives clear
consumer benefit, including the elimination of overdraft fees, greater access to credit, and lower
costs. To this end, FTA encourages regulators and policymakers to:

e Establish a broad data right that is consistent across direct and authorized access;

e C(Create a level playing field for all Americans and ensure that Section 1033 rulemaking
does not generate inequity for consumers, where consumers’ access differs depending on
where they bank;

o Allow for the free flow of data from other institutions that touch a consumer’s financial
life, including payroll companies, telecom, and utility providers, and the government,
which can provide, for example, Social Security data,

! Juniper Research, Open Bankmg Users fo Double by 2021, as Consumers Seek Deeper Ftnanctal Insxghts (May 19,
2020), available at .
2 McKinsey, Financial services unchained: The ongoing rise of open financial data (July 11, 2021), available at

of-open-financial-data.

3 Plaid/Harris Poll, The Fintech Effect: Consumer Impact and the Future of Finance (2020), available at
https:/plaid.com/documents/the-fintech-effect-2020-consumer-report. pdf.

4 MX, The Ultimate Guide to Open Banking, available at hitps://www mx.com/ultimate-guides/open-banking/.
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e Establish strong guidelines for consumer transparency and control, including that
consumers be aware of all parties involved in data sharing and have ownership over
which data they are sharing, with whom, and for what duration; and

e Support standards-development in service of consumer rights by establishing baseline
principles and expectations that those standards must meet.

FTA appreciates the opportunity to provide comment in this important discussion and looks
forward to serving as a resource to this Committee.

Sincerely,

Punnee

Penny Lee
CEO
Financial Technology Association
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Introduction

Pinwhee! was founded in 2018 with the mission to create a fairer financial system by
unlocking consumer access to their payroll information. In 2019, Pinwheel buiit the first
application programming interface (AP!) into payroll platforms, and by 2020, Pinwheel was
integrated with every major payroll provider and gig economy platform, covering roughly
70% of paid Americans. Over half of the direct deposit switches in the neobank marketplace
will be completed through Pinwheel's AP| by the end of 2021, making it one of the most
powerful tools available to consumers who require the safe and efficient flow of payroll data
to effectuate a financial transaction.

We appreciate the Task Force’s efforts in this area and agree that the right of a consumer to
access their personal data and permission the use of that data should be preserved and
expanded. As the Consumer Financial Protection Bureau (CFPB) acknowledged in the
announcement of their advanced notice of proposed rulemaking:

“When consumers use financial products and services, the providers of those products
and services generally accumulate data about those consumers and their use of those
products and services. Consumer access to these data allow consumers to manage
their financial accounts and can enhance consumers’ control of their financial matters.
Consumers may realize these benefits by authorizing third parties to access these
data on their behalf and allowing those third parties to deliver new or improved
financial products and services. Use cases for consumer-authorized data include
personal financial management, making and receiving payments, assisting consumers
with improving savings outcomes, underwriting credit, and many other services.”

For this statement, we focus on the following policy areas:

s Payroll data must be included in the definition of financial data and ultimately,Payroll
providers must be included in the definition of “data holder.”

e There are both benefits to the consumer of including payroll data and consequences
of NOT including payroll data within the definition of “consumer financial
information.”

e When crafting the regulation, consumer permissioned access and security of that
data are of utmost importance.

CEPB 1033 ANPR

The CFPB is in the middle of a consequential rulemaking process that will set the terms for
how consumers can take control of their financial data in the future. Section 1033 of the
Dodd-Frank Act directed the CFPB to draft rules that require a data holder to grant
consumers access to their data that is held by the data holder. The law gives the CFPB
considerable latitude to determine the details of these rules.

'https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protection-bureau-relea
ses-advance-notice-proposed-rulemaking-consumer-access-financial-records/.
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This is a policy issue that the CFPB has been exploring for some time. in 2017, the CFPB
issued a set of principles on data access®. In 2020, the CFPB put out a call for comments® on
Section 1033 in an advanced notice of proposed rulemaking {ANPR} and received almost 100
comments from industry groups and other stakeholders. Within its ANPR, the CFPB defines
“financial data” as “information in the control or possession of [a] covered person concerning
a consumer financial product or service that the consumer obtained from such covered
person, including information relating to any transaction, series of transactions, or to the
account, including costs, charges and usage data.”

rylemaking

Pinwheel! holds the position that a consumer’s financial data belongs to the consumer
regardless of the institution that holds it. The data on income and employment stored in
payroll systems is financial information; given that classification and the significant benefits
unlocking it can offer consumers, we believe the CEPB should make explicit the inclusion of

| ; ) ) ; - ”
definition of 8 “data holder.” Doing so will accelerate the innovation enabled by payroll
connectivity, ultimately expanding access to financial products and services for all
Americans.

To accomplish this goal, CFPB should include as a subset of “financial data,” a definition of
“consumers’ payroll information.” In line with other industry stakeholders, we would
recommend the following:

“Consumer Payroll Information means (1) any data that is (A) in connection
with a consumer’s status or terms or condition of employment, such as
whether the consumer is employed, is paid by an hourly rate (including such
rate of pay), is a salaried employee or officer, or is a full-time or part-time
employee; (B) related to accrued wages, deductions for benefits, frequency or
timing of payment of wages or salary, tax information, or other data related to
the processing of such payments; or (C) contained in, or related to, the
employer’s file of data about a consumer, such as the consumer’s contact
information. Without limiting the scope of paragraph (1)(C}), any data about a
consumer that is collected by a Payroll-Services Provider, or collected by an
employer which forwards the data to (or makes the data accessible to) the
Payroll-Services Provider, constitutes Consumer Payroll information.”

https: //files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_data-aggregati
on.pdf.
*https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protection-bureau-relea
ses-advance-notice-proposed-rulemaking-consumer-access-financial-records/.
“https://www.regulations.gov/comment/CFPB-2020-0034-0083.



While access to consumer banking data has been a key driver in innovation over the last
decade, payroll aggregation is the next step in the evolution of financial account
connectivity, as it means retrieving income & employment data directly from the source and
giving consumers the ability to edit their payroll account settings. More than 93% of US
workers get paid via direct deposit®, meaning that payroll systems sit at the top of the
financial stack and are essential to painting a holistic view of a consumer’s financial life.
Unlocking access to this information helps drive innovation that could better serve the
millions of Americans left behind by our financial system due to antiquated processes and
technologies. It provides meaningful benefits to users, including the abilities to:

¢ Quickly and easily switch their direct deposit between financial institutions, taking
control of their paycheck at the source and choosing the institution that offers them
the best products and services.

e Share the wealth of income and employment data stored within a payroll system with
financial institutions, unlocking lower-cost services. More than half of the population
has a poor credit score or no credit score at all. The information in payroll platforms,
like gross and net pay, length of employment, shifts, and title can be used by lenders
to build 8 more complete profile of the borrower to expand their pool of serviceable
applicants previously limited by underwriting models that only factor in FICO scores.

s Set up repayments directly from their paycheck, reducing risk for the lender and
potentially unlocking even lower-cost loans

e Use payroll data to verify employment for job applications, background checks and
other use cases.

Con nc f NOT including Pavroll data amonag Consumer Financial information

Payroll data informs the picture of a consumer’s income. At times, this data may be the only
data available in one’s financial life. Nearly 1in 10 adults in the United States are credit
invisible. Without payroll data in hand, one with limited financia! data or perhaps no financial
history at all would only encounter additional challenges when trying to obtain financial
services.

Additionally, as one of the commenters to the 1033 ANPR stated,

“Among other potential pitfalls, a consumer will face obstacles choosing how the
consumer’s funds from an employer are credited to the consumer’s preferred bank
account, and will pay higher costs for credit or deposit products—which adversely
affects the consumer’s liquidity or savings—because banks and other financial
institutions will not be able to use and analyze payroll data to gain insights the
consumer’s earnings or work history.”®

5 https://www.nationalpayroliweek.com/direct-deposit/.
¢ https://www.regulations.gov/comment/CFPB-2020-0034-0083.



142
P i ingl “dat 7 in CFPB requl

A payroll services provider is responsible for processing one’s payroll and facilitating the
transfer of that payroll from one’s employer to one’s designated bank account. The data that
a payroll services provider holds include income and employment data. Payroll service
providers can also be providers contracted through an employer. As the CFPB has the
authority to regulate those “engaged in offering or providing consumer financial product or
service”,” the underlying duties of a payroll provider qualify.

That being said, because there has been some uncertainty as to whether or how payroll
services providers fit under the CFPB’s authority, we’d recommend including a payroll service
provider as a “data holder” or agent of the data, as defined in the CFPB’s 1033 ANPR.

We support the recommendation by a commenter to the 1033 ANPR:

“The rule should expressly cover, as one of many types of Covered Persons (or “Data
Holders"}, a Payroll-Services Provider, which should be defined along the lines of:

“{1) Payroll-Services Provider means any person that offers or provides to a
consumer {primarily for personal, family, or household purposes), directly or
indirectly including through any employer, any: {A) payment to the consumer (as
employee, contractor, or any other capacity for the consumer’s performance of
work or services); or {B) any data processing function, product, or service in
connection with the collection of, classification or organization of, or provision or
delivery to any person of Consumer Payroll Information.

*(2) Exception. Payroll-Services Provider shall not include a person that both: (A)
directly employs the consumer in any capacity, including if the consumer is a
salaried employee or officer; and (B} directly collects and maintains all such
Consumer Payroll information in the person’s information systems which are not
controlied or maintained by any service provider to such person.”

The key for finding that a Payroli-Services Provider is subject to the requirements
of the rule under § 1033 is to recognize that the person is providing to 8 consymer
{primarily for personal, family, or household purposes) any payment to the
consumer {e.g., wages) or data processing functions relating to Consumer Payroll
Information, as described in the definition proposed above. The Bureau has ample
authority under the CFP Act to determine that, by offering or holding out to a
consumer these types of payroll products or services, a person is a
Payroll-Services Provider, regardless of whether the person also has a contract in
place to act as a vendor for the employer. Accordingly, the definition for a

712 U.S.C. § 5481(6){A).
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Payroll-Services Provider must contain terms that are sufficient to defeat the false
argument that a person’s payroll activities may not be subject to the Bureau’s rule
under § 1033 because that person only serves the business interests of the
employer; in this way, the definition proposed above states that 8 person qualifies
as a Payroll-Services Provider if the person “offers or provides to a consumer [any
of the covered products or services] . . . directly or indirectly including through any
employer.” The Bureau must not be deterred in regulating a Payroll-Services
Provider under § 1033 by the circumstance in which the Payroll-Services Provider
delivers its products and services, which center on the processing of Consumer
Payroll Information, to both the employer and to the consumer.”®

Including payroll service providers as “data holders” would enable employees to access and
share this data on an ongoing basis {meeting the existing access requirements outlined in the
proposed ANPR).

Data Security

We support the consumer’s right to access their data in whatever manner they choose and
with whatever application they desire. The key to this premise is the fact that it is based on
whatever the gonsumer chooses. Consumers must have a clear understanding how their
data is used and shared and affirmatively opt in to that data sharing. This is of utmost
importance and the key tenant to permitting this data access for the industry.

Security of one’s systems - and ultimately, the security of the data itself - is critical to the
success of this regulation.

When a consumer authorizes data sharing through the Pinwheel API, we are working behind
the scenes to protect personal and financial information. Our security policies and practices
are designed to meet or exceed the industry standards that banks and leading technology
companies use. They include:

e End-to-end data encryption: The combination of the Advanced Encryption
Standard (AES-256) and Transport Layer Security {TLS) help keep personal
information safe end-to-end.

e Strong authentication: Pinwhee! protects user data on our systems and requires
multi-factor authentication for added security.

e Cloud security: Pinwheel uses secure cloud infrastructure technologies to enable
users to connect quickly and safely.

e Robust monitoring: Pinwheels APl and all related components are continuously
monitored by our information security team.

& https://www.regulations.gov/comment/CFPB-2020-0034-0083.
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® Regular third-party security audits: Industry-leading security firms regularly audit
Pinwheel's APl and security controls. All data belongs to the user. That means:
o We don't sell user data to any outside companies.
o We don't share user data with anyone without user permission.
o The user is in control of whom they share their data with and for how long.

We are grateful to be at the forefront of innovation in a space that is long overdue for
widespread transformation, and to work with regulators in promoting consumer protection
and financial inclusion. We would be happy to answer any guestions you may have on this
statement or as you continue to examine this policy issue,
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Statement of Katie Neal
Outreach and Advocacy Lead
Plaid, Inc.

before the
HOUSE FINANCIAL SERVICES COMMITTEE
TASK FORCE ON FINANCIAL TECHNOLOGY

September 21, 2021

Plaid appreciates the opportunity to submit a statement for the record concerning the hearing on
“Preserving the Right of Consumers to Access Personal Financial Data” before the House Financial
Services Committee, Task Force on Financial Technology. Plaid, Inc. (*Plaid”) is a financial technology
network that enables consumers to access and share their financial data in order to power technological
applications they use to improve their financial lives. Plaid has built data sharing integrations with over
11,000 financial institutions and 3,500 fintech companies, helping millions of consumers and small
businesses access and share their data and reap the benefits of new and innovative digital financial tools.
We offer services to both financial technology (“fintech™) companies and traditional financial institutions,
and also provide consumer-facing applications to help consumers manage access to their financial data.

Section 1033 of the Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank) was
enacted to allow consumers to benefit from access to their own financial data by making it portable and
giving the consumer control over sharing it with the different financial services providers of their choice.
Thanks to the ability to share their data, consumers have been able to access an entirely new marketplace
of personalized goods and services and experience benefits from low-cost remittances to overdraft
protection to automated savings tools.

We are heartened to see Congressional agreement on the need for a 1033 rule and would welcome
supervision of data aggregators as a key tenant of this rule. In order to ensure a robust 1033 rule that
protects consumers, encourages competition, and allows for continued innovation in financial services,
we recommend Congress monitor the rulemaking for consistency with three key policy goals.

nsumer Pri and Transparency m reinfor: hroughout th

Consumers should be aware of all parties involved in sharing their permissioned data and share
consent with those parties. When consumers grant permission to access their data to a fintech
application through digital means, it should be clear when there is a financial aggregator in the
middle who is responsible for accessing this data. This is why we developed Plaid Link,' a
product that lets consumers know that Plaid is acting on their behalf to retrieve their financial data
and share it with the app of their choice.

In addition to APIs, current industry practices for data collection include screen scraping. In order
to protect consumer privacy, Plaid believes screen scraping should not occur in the background

' hitps://plaid.com/blog/setting-the-standard-for-safe-and-secure-data-access
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without consumer consent or collect extrancous data unrelated to powering a consumer’s chosen
application. As many Task Force Members have noted, disclosure is necessary but not always
sufficient to ensure consumers are protected. Consumers should also have the right to only share
the data used to power the service they want, to know what data is shared with which
applications, to revoke access to the sharing of this data, and to have Plaid delete or revoke access
to their data for any reason. Plaid offers these features on our Portal, which is still in beta, and we
believe such tools should be industry standard.> Companies can also re-consent consumers on an
annual basis to ensure they still wish to share their data and engage in proactive privacy
measures.

2. All consumers should have full access to their own financial data, no matter where they bank.

Consumers have the right to choose to share their financial data with the safe and secure services
they desire, and that right should not be limited by their bank’s technological ability. As
acknowledged in the hearing, the industry is aligned on the need to shift from credential-based
screen scraping to Application Programming Interfaces (APIs), but policymakers must ensure that
consumers do not lose access to financial services during this transition.

‘We have seen faster movement towards API from larger financial institutions, which the industry
acknowledges that this is a costly and resource-intensive process. Smaller institutions like
community banks and credit unions typically have substantially lower technology budgets than
larger institutions® and may fall behind if their customers want to use third party applications for
which they can’t provide connectivity.* Last vear, we launched Plaid Exchange,” a low-lift API, to
help speed along this transition for smaller institutions and allow for a secure, reliable method for
their customers to connect accounts to apps and services, as well as provide the tools needed to
manage and monitor these connections. Since launch, we have enabled core providers Jack Henry
Banno® and Q27 to seamlessly allow banks on their platforms to integrate with our API.

While the financial industry actively works towards adoption of APIs through industry-lead
bodies like the Financial Data Exchange (FDX). Congress and the Bureau should prioritize
ensuring that consumers can maintain access to their financial data in the interim. Creative and
flexible solutions are already live to act as stepping stones toward full API adoption. For
example, Plaid has partnered with financial institutions to develop tokenized screen scraping
methods, a technology that allows a consumer to access their account information without sharing
their credentials with another party, permitting ongoing access while financial institutions build
APIs.

2 https://my.plaid.com

3 See, e.g., PYMINTS, JPMorgan, BoA Lead US Bank Tech Spending (Mar. 29, 2019),
https:/www.pymnts.com/news/b2b-payments/2019/jpmorgan-bank-of-america-technology-spending/.
4 See Matthew Macia, Small Banks and the Technology Problem, Financial Tech Review,
hitps:/iwww.financialtechreview.convexoinsight/small-banks-and-the-technology-problem-nwid-16 html
(last visited on Feb. 3, 2021).

S hitps://plaid.com/blog/introducing-plaid-exchange/

8 hitps://plaid.com/blog/plaid-exchange-jack-henry/

7 https://plaid.com/blog/q2-and-plaid-partner-to-bring-open-finance-to-millions/
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3. The Bureau should monitor practices to ensure competitive incentives do not harm consumer
access

The growth of financial technology, powered by consumer-permissioned data sharing, has led to
lower costs for consumers, greater inclusivity in financial services,® and a wider range of
available products and services to millions of consumers historically left out of the mainstream.”
Many of these benefits are a direct result of consumers gaining choices outside the traditional
financial institutions, creating a competitive and dynamic ecosystem. Unfortunately, some data
holders limit their customer’s ability to share data, actions that have the effect — if not the
intention— of maintaining a moat that limits consumers ability to shop for services from a
competitor.

Consumer advocates and emerging businesses recognize the importance of preventing such
anti-competitive practices. In a recent letter to the Bureau, eighteen advocacy groups
acknowledged these dynamics at play.'” According to Economic Liberties’ Director of Policy &
Advocacy Morgan Harper, “Consolidation in the financial services industry has given big banks
inordinate power, especially over a huge amount of consumer data.”!! Even when a consumer has
expressly requested to share a certain data field necessary for their desired use case, institutions
may effectively block this request by placing limits on the type of data shared, how and how often
the data is shared, and with whom the consumer can share their data. Currently, consumers have
no timely or sufficient remedy under law to ensure they can share their data as they choose.'
Petal Card, Inc highlighted similar concerns related to small business and consumer data sharing
in their response: “In the absence of standardized, reliable data access, Petal faces frequent
business interruption related to downtime, brown-outs, missing data fields and institutions that
refuse altogether to honor consumer requests for their electronic financial data.”'?

To address these concerns, Congress should encourage the Bureau to monitor practices to ensure
competitive incentives do not harm consumer access. Competitive incentives in the authorized
access ecosystem will continue to grow as data holders become data users and vice versa.'* The
Bureau should prevent data holders, whether they are financial applications or financial
institutions, from restricting consumer data access to further their competitive interests at the cost
of consumer benefit.

8 https://plaid.com/blog/the-fintech-effect-consumer-impact-and-a-fairer-financial-system/

9 See Mehrsa Baradaran, How the Other Half Banks: Exclusion, Exploitation, and the Threat to
Democracy (2015).

° hitps://www.economicliberties.us/wp-content/uploads/2021/05/CFPB-Letter_5.27.pdf

d.

2 See Plaid’s Comments, https://www.regulations.gov/comment/CFPB-2020-0034-0045 (Response to
Question 7)

3 See Plaid’s comments https:/www.regulations.gov/comment/CFPB-2020-0034-0033 (Recommendation
2)

14 See https://www.americanbanker.com/opinion/open-banking-must-be-a-two-way-street
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The combination of these measures will enhance transparency for consumers, ensure strong competition
and access to affordable financial services, and provide meaningful privacy protections to safeguard data
of consumers.
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3.,.¢ The ClearingHouse
September 17, 2021
The Honorable Stephen Lynch The Honorable Warren Davidson
Chair Ranking Member
Task Force on Financial Technology Task Force on Financial Technology
2109 Rayburn House Office Building 2113 Rayburn House Office Building
Washington, D.C. 20515 Washington, D.C. 20515

Re: Financial Technology Task Force Hearing on “Preserving the Right of Consumers to Access
Personal Financial Data”

Dear Chair Lynch and Ranking Member Davidson:

The Clearing House Association and The Clearing House Payments Company?!
(collectively, The Clearing House) appreciate the Financial Technology Task Force’s interest in
issues relating to consumer access to personal financial data and thank you for this opportunity
to submit a statement for the record. The Clearing House and its member banks are fully
supportive of and, as more fully detailed in this letter, have engaged in substantial work with
other industry stakeholders to facilitate the ability of consumers, upon request, to safely and
securely obtain information about their ownership or use of a financial product or service from
their product or service provider.

The market for consumer data has evolved significantly since your Task Force held its
last hearing on this issue in November of 2019. The Clearing House and its member banks have
played a pivotal role in the intervening market developments and write to update the Task
Force on those developments as well as important issues that are yet to be resolved.

. Industry Initiatives

Much of the market’s progress has been and continues to be driven through various
industry initiatives aimed at migrating the practice of data sharing away from credential-based
data access and screen scraping to a safer, more secure, and more consumer-centric API
environment. These initiatives are described below.

1 The Clearing House is a nonpartisan organization that engages in research, analysis, advocacy, and litigation
focused on financial regulation that supports a safe, sound, and competitive banking and payments system. The
Clearing House Payments Company L.L.C., owns and operates core payments system infrastructure in the U.S. See
The Clearing House’s web page at: www.theclearinghouse.org

The Clearing House 115 Business Park Drive, Winston-Salem, NC 27107 Phone 336.769.5300 Fax 336.769.5355 www.theclearinghouse.org
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a. The Clearing House’s Connected Banking Initiative

The Clearing House’s Connected Banking initiative seeks to enable “innovation and
customer control through a more secure exchange of financial data.”? The initiative recognizes
the need to move beyond a system of credential-based data access and screen scraping and to
a safer, more secure, more transparent and consumer-centric APl environment.

The terms “credential-based data access” and “screen scraping” may sound innocuous,
but they are not. Credential-based data access involves consumers sharing their internet
banking platform login credentials (user ID and password) with a third party. These are the
same login credentials that consumers use to authenticate into their internet banking platform
in order to move money and initiate other financial transactions and services. When consumers
share their login credentials, Fl data holders may not be able to distinguish whether the login
credentials are being used by the consumer, an authorized third party, or a fraudster. Indeed, it
is interesting to note that some data aggregator and data user agreements reviewed by The
Clearing House prohibit the data aggregator’s or data user’s customers from sharing the data
aggregator’s or data user’s internet platform login credentials (provided by the data aggregator
or data user) with any third parties, such practice apparently being viewed by data aggregators
and data users as a significant risk to their own data security and integrity.?

Similarly, the process of screen scraping also carries significant risks. Screen scraping
refers to the practice by which a data aggregator or data user employs automated processes to
“scrape” data from the Fl data holder website. In most circumstances, this includes far more
data than is actually needed to power the product or service being provided, including
personally identifiable information or other sensitive information that the consumer may not
have authorized if the process were more transparent to — and capable of being controlled by —
the consumer. In addition, screen scraping is more prone to inaccuracies and has the potential
of creating operational challenges for FI data holders.* In essence, by sharing their credentials

2 Detailed information regarding The Clearing House’s Connected Banking initiative is available at:
https://www.theclearinghouse.org/connected-banking.

3 See, for example, Plaid, “End User Privacy Policy,” at “Registration” (Feb. 22, 2021) (available at:
https://plaid.com/legal/) (providing that users “may never share [their] Account information, including [their] Plaid
Dashboard password, as well as [their] APl authentication credentials, including [their] Client identification
Number (‘Client ID’) and secret, with a third party or allow any other application or service to act as you”); and
Robinhood Financial LLC & Robinhood Securities, LLC, “Customer Agreement,” at “K. Electronic Access” (June 2020)
(available at: https://cdn.robinhood.com/assets/robinhood/legal/Customer%20Agreement.pdf) (prohibiting
Robinhood users from sharing their usernames, account numbers, and passwords with any third parties).

4 Many financial institutions report that a majority of internet traffic on their banking platforms comes not from
the financial institution’s customers but from data aggregators constantly pinging the site for data. This traffic can
crowd out financial institution customer use, disrupt the smooth operation of the banking platform, and mimic
denial of service attacks, slowing the platform or bringing it down completely. Kuepper, Justin “Top Problems with
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and submitting their accounts to screen scraping, the consumer is relinquishing control over
how much data is being shared and is opting into an inherently risky environment. This is why
the CFPB in its Principles for Consumer Authorized Data Sharing and Aggregation {Principles}
stated directly that access to data should not “require consumers to share their account
credentials with third parties.”s

APis offer significant advantages over credential-based data access and screen scraping.
As the Consumer Financial Protection Bureau noted in its Taskforce Report:

An APiis a structured data feed that connects the account holder, such
as the consumer’s bank, to the data aggregator [Note omitted]. Because an API
requires an agreement between the account holder and the data aggregator,
parties to an AP} have the opportunity to agree on terms regarding the scope of
data that the account holder will provide to the data aggregator, how often the
account holder will provide or update that information, limits on the data
aggregator’s use or resale of data, and other terms, such as the parties’
respective liabilities to each other and the consumer.

APls do not require consumers to provider their security credentials to
the data aggregator; instead, the consumer can authenticate the aggregator
with the financial institution, and the institution will provide an access token to
the aggregator. As a result, an APi may limit a data aggregator’s access to
certain account information or account services, such as making electronic fund
transfers.6

To facilitate the transition from credential-based access and screen scraping to APls, The
Clearing House is actively engaged in the development of new technology standards,
infrastructure, innovative solutions to address risk management requirements and legal
agreements, and in ongoing industry collaboration.” The initiative is guided by the goal of acting
“in the best interest of consumers [to] enhance safety and foster efficiency in financial
services.”8

Financial Data Aggregation” {April 5, 2019) (available at: https://www.investopedia.com/articles/financial-
advisors/021216/top-problems-financial-data-aggregation.asp).

* “Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and Aggregation,” {October 18,
2017) {available at: https://files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_data-
aggregation.pdf).

8 CFPB Taskforce Report, Vol 1, pp. 489-490,

7 id. The work being done by The Clearing House is specifically acknowledged in the CFPB Taskforce Report. See,
CFPB Taskforce Report, Vol 1, p. 495, n. 139,

2id.
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The Clearing House’s Connected Banking initiative has yielded a number of important
deliverables:

e APl Technical & Security Standards: The Clearing House and many of its member
banks are founding members of the Financial Data Exchange (FDX), which was

created to be an organization through which cross-industry participants could
develop, maintain, and facilitate the adoption of common API standards for
sharing consumer financial data.’ More detailed information on the work of FDX
is provided below.

e Model Agreement: In order to enhance consumer control over the data they
share with data aggregators and data users and to provide for a safer and more
secure method to facilitate such sharing, the Connected Banking initiative has
focused on accelerating the ability of data holders, data aggregators!® and data
users to establish safe and secure direct connections through APls. Recognizing
that legal agreements between data holders and authorized entities'! can take
considerable time and resources to develop, The Clearing House, in collaboration
with its member banks and in consultation with data aggregators and data users,
developed a Model Agreement that can be used as a reference to facilitate the
development of API-related data sharing agreements. The Model Agreement
was based on a number of already existing bilateral agreements in the market
and was specifically developed to be consistent with the CFPB’s Principles and
focus on consumer control and transparency, safety and security of the data, and

 Additional information on The Clearing House’s support for FDX is contained in: The Clearing House, “The
Clearing House Supports Financial Data Exchange Work on AP| Technical Standards” (Oct. 18, 2018) (available at:
https://www.theclearinghouse.org/payment-systems/articles/2018/10/data-privacy-10-18-2018).

10 The CFPB has defined “data aggregator” as “an entity that supports data users and/or data holders in enabling
authorized data access.” /d. According to the CFPB’s Taskforce on Federal Consumer Financial Law (“Taskforce”),
which released a two-volume report on January 5% (“CFPB Taskforce Report”) containing recommendations on
how to improve consumer protections in the financial marketplace, “there may be at least 120 or as few as a
handful of firms that engage in this activity.” The CFPB Taskforce Report notes a Vermont law that requires parties
that buy or sell third-party data to register with the secretary of state and that as of March 2019, 121 firms had
registered. The CFPB Taskforce Report further notes that some of these entities — such as the National Student
Clearinghouse and the nationwide consumer reporting agencies — are not typically thought of as data aggregators
in the consumer finance market, even though they gather and provide consumer data. “Focusing more narrowly
on financial data aggregators,” the CFPB Taskforce Report posits that “there are as few as six significant firms in
the market.” CFPB Taskforce Report, Vol 1, pp. 494-495.

11 The CFPB has defined “authorized entities” as “entities or persons with authorized data access to particular
consumer financial data.” /d.
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appropriate accountability for any risks introduced into the system.'? Bilateral
agreements play a vital role in today’s data sharing market. In the absence of an
over-arching legal framework developed through regulatory action or otherwise,
bilateral agreements are, for now, the only way that Fl data holders can allocate
liability, ensure transparency and consumer control, and address many other
fundamental issues.'®

e Uniform Assessment Instrument Meeting regulatory expectations for due

diligence on parties with whom an Fl data holder is sharing data (either through
an APl or otherwise) can be significantly burdensome in terms of time and
resources committed for both the Fl performing the due diligence and the data
aggregator or data user on whom due diligence is being performed, with each FI
historically performing one-off due diligence inquiries.!* In order to create
efficiencies and encourage the development of API relationships, The Clearing
House developed a uniform assessment instrument that is being used in the
market today that streamlines due diligence, allowing due diligence information
to be collected once by assessment vendors and then shared by assessment
vendors with multiple Fls through their secure portal thereby alleviating largely
redundant processes across the financial ecosystem.

e Central Utility Option: The Clearing House and a number of its member banks
played a pivotal role in the spinout of Akoya L.L.C. (“Akoya”) from Fidelity
Investments, Inc. and the positioning of Akoya to provide an option that solves
for connectivity issues in an APl-reliant ecosystem. The role Akoya is playing in
the market is discussed in more detail below.

12 More information on the Model Agreement is available at: https://www.theclearinghouse.org/connected-
banking/model-agreement.

3 While bilateral agreements may be needed for some time in the future, it is anticipated that small banks will
ultimately be able to leverage bilateral agreements between their third-party service providers and data
aggregators and data users. There is also the potential for entities that play a central utility role, like Akoya, to
develop common rule sets or agreements that may ultimately take the place of some or all of the content that is
covered in bilateral agreements today.

14 See, for example, OCC, “Third-Party Relationships: Risk Management Guidance,” OCC Bulletin 2013-29 (Oct. 30,
2013) (available at: https://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html), and OCC, “Third-
Party Relationships: Frequently Asked Questions to Supplement OCC Bulleting 2013-29,” OCC Bulletin 2020-10
(March 5, 2020) (available at: https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10.html) (FAQ

#4, in particular, relates to the application of OCC guidance to data aggregation relationships).
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e Consumer Research: The Clearing House’s Connected Banking initiative has been
further guided by in-depth consumer research on consumer preferences and
awareness regarding the data practices of the financial applications they use. Key
findings include:

o Consumers want better education and more control over access to their
information;

o While consumers tend to feel secure about using financial applications,
most are unclear about the terms and conditions of the service providers
they use;

o When they learn more about the actual practices of the data users that
provide them with the financial applications they use, their trust in data
privacy and security is eroded; and

o Most consumers are not aware of the full range of personal and financial
information financial applications have access to, for how long they
retain that access, and what actions the application service provider can
take with their information.’®

b. FDX

FDX is an international, nonprofit organization operating in the US and Canada that is
dedicated to unifying the financial industry around the FDX Application Programming Interface
(FDX API), which is a common, interoperable, royalty-free standard for the secure access of
permissioned consumer and business financial data. FDX has broad stakeholder representation
and is currently comprised of 200 data providers (i.e., financial institutions), data recipients
(i.e., third-party financial technology companies or fintechs and financial institutions'®), data
access platforms (i.e., data aggregators and other ecosystem utilities), consumer groups,
financial industry groups and other permissioned parties in the user-permissioned financial
data ecosystem.

FDX exists chiefly to promote, enhance, and seek broad adoption of the FDX API
technical standard, which allows for consumers within the financial data ecosystem to be
securely authenticated without the sharing or storing of their login credentials with third
parties. Broad adoption of the FDX API standard will help to transition the industry away from

15 See The Clearing House, “Consumer Survey: Financial Apps and Data Privacy,” p. 3 (Nov. 2019) (noting that
“[m]ost financial app users are not aware of the personal and financial data the apps have access to”) (available at:
https://www.theclearinghouse.org/-/media/new/The Clearing House/documents/data-privacy/2019-The Clearing
House-consumersurveyreport.pdf).

6 Many Fls are both data holders and data users.
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screen scraping (the retrieval of financial account information with a user’s provided login
credentials) and enhances the security and reliability of the flow of user-permissioned data
between data holders, data aggregators, and data users. Moving the industry to API based
access is important for a number of reasons. Most importantly, the use of credential-based
access and screen scraping requires the sharing of sensitive consumer login credentials and
provides limited consumer control over the amount of data consumers share with data
aggregators and data users. Credential-based access and screen scraping are also inefficient
and can place stress on financial institutions due to the sheer number of automated logins.
Consumers and financial institutions also incur significant risks associated with potential data
breaches at data aggregators and data users and the potential for losses attendant to login
credentials and other sensitive consumer information coming into the possession of fraudsters.

The FDX APl technical standard seeks to replace the practice of credentiai-based data
access and screen scraping with tokenized access in concert with APl-based data collection,
which allows a consumer to be securely authenticated at their own financial institution and
permission only the data that the consumer would like to share. APls provide the ability for the
consumer to choose the type of data that is shared, with whom, for how long and for what
purpose. A standardized AP along with other standards that have either been or are being
created by FDX (such as authentication, authorization, certification, user experience and
consent guidelines) create efficiencies in the ecosystem that help speed the adoption of AP
based data sharing. Without the FDX standards, the ecosystem would remain fragmented —
using incompatible APis, process and definitions. As a result of the development of the FDX API,
over 22 million U.S. and Canadian consumers have already been transitioned away from screen
scraping to a version of the FDX APL.

In a little over two years, FDX has delivered key standards, guidelines, and best practices
into the marketplace. The following are the key FDX deliverables to date and those anticipated
in the near future:

e FDXAP| Specification: Currently at version 4.6, the FDX AP! offers the ability to access
over 620 different financial data elements, including banking, tax, insurance, and
investment data, making it one of the most comprehensive Open Finance standards in
the world. The FDX API utilizes foundational and globally interoperable standards for
security, authentication, data transfer, authorization, APl architecture, and identity and
represents a global best-in-class solution set for user-permissioned data sharing.

e User Experience & Consent Guidelines: The User Experience and Consent Guidelines are
intended to accelerate design decision-making during implementation of data sharing
experiences, The guidelines specify what information and control must be given to
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consumers to ensure consistent data sharing experience regardless of where their data
is held or who they are seeking to share it with,

Taxonomy of Permissioned Data Sharing: In an effort to align industry stakeholders and
help regulators and policymakers better understand and define the various roles and
perspectives within the user-permissioned financial data ecosystem, FDX maintains a set
of common terminology to be used as a taxonomy for the ecosystem. This
documentation also includes a conceptual flow model to show how consumers interact
with different participants within the current ecosystem that is evolving from legacy to
new technology.

Use Cases: Use cases are consumer-permissioned scenarios that help users minimize the
amount of data they share by defining only the data elements that are needed for a
given product or service. FDX use cases allow the financial services ecosystem to identify
appropriately circumscribed and certifiable data sets needed to power an application
and then utilize an industry-led standard like the FDX AP! to deploy and increase
adoption of these use cases. So far, FDX has approved a Personal Financial Management
{PFM) use case and expects to add additional use cases in the future, including credit
decisioning, money movement setup and fraud monitoring.

Developing a Certification Program: A qualification and certification program is needed
to ensure common implementation and interoperability of any technical standard.
Products {i.e., programs and applications that leverage consumer-permissioned financial
data sharing) can be approved by a certification program to test the technical
compatibility/interoperability, prior to being marketed as a compliant product, or
getting access to certain intellectual property rights. Work continues on FDX's
certification platform, and FDX recently released foundational requirements covering
availability, performance, and security that implementations of the specification must
meet to apply for a FDX use case certification.

Global Registry: FDX envisions the creation of a registry of trusted organizations in order
to help the user-permissioned financial data marketplace clearly identify ever-evolving
technologies and new market entrants, as well as the web of often proprietary,
incomplete, and incompatible technical standards that complicate the market today.
Such a registry will enable those operating within the FDX ecosystem and other
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ecosystems to reliably identify and verify trusted organizations. In addition, FDX
envisions that the registry will provide assurance regarding reliability and performance
of data, traceability, transparency and trust in the FDX certification. FDX intends the
Global Registry to act as a non-profit, non-commercial, technology agnostic, multi-
tenant, cross-sector, international resource.

The work being done by FDX has the benefit of further enhancing competition and
innovation in financial services. A common, interoperable, royalty-free, market-led standard
that has broad stakeholder support imposes foundational requirements for entities seeking to
serve the market for user-permissioned data sharing. Further, FDX as a non-profit industry
standards body also provides large incumbents and small start-ups alike with a level playing
field on which to compete.

c. Akoya

While the development of API standards such as those developed by FDX plays a critical
role, standards still need to be implemented through actual API connectivity. Without the
creation of a central utility, each data holder needs to establish individual connectivity with
each data aggregator or data user. This one-to-one model, which would require a plethora of
individual and potentially differently configured connections across the ecosystem, can be
made more efficient for data aggregators, data users and data providers alike. Akoya provides
an option that solves for the inefficiencies of this model by providing a one-to-many
architecture, in which each data holder can reach any Akoya connected data aggregator or data
user through a single API connection with the central utility, Akoya. Data aggregators, data
users and data holders alike all have the opportunity to benefit from only integrating once with
the Akoya Data Access Network in order to be able to securely exchange consumer-
permissioned financial data with one another. The efficiency offered to the market by Akoya
may be particularly beneficial to smaller financial institutions and their third-party service
providers as they seek to implement APl-based data sharing capabilities.

In addition, Akoya facilitates the control, transparency, safety and security that are
needed in the data aggregation space. Consumers using Akoya never disclose their user names
and passwords (or login credentials} and instead log in directly with their data holder to
authenticate and then grant access to a data aggregator or data user. Further, Akoya is fully
compliant with the FDX AP specification and does not retain any of the data that passes
through the network. Members of the Akoya Data Access Network receive web applications
that provide documentation, reports and information on data elements that are being accessed
and the products that are accessing them. Consumers can review, update, and revoke data
access to their authorized entities through an interface provided within their existing digital
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experience at the Fl data holder.1” These qualities allow Akoya to serve as a model reference for
how the consumer permissioned data access can be implemented in a manner that puts
consumer interests at the forefront.

1. Regulatory Activities

In addition to industry activities, the federal financial regulatory agencies have also
proposed taking various actions relating to consumer data access.

a. CFPB ANPR on Consumer Data Access

In October of 2020, the CFPB issued an Advanced Notice of Proposed Rulemaking
(ANPR) on “Consumer Access to Financial Records”18 through which the CFPB solicited
comments and information to assist the CFPB in developing regulations to implement Section
1033 of the Dodd-Frank Wall Street Reform and Consumer Protection Act.1 The Clearing House
notes that the CBPB has engaged in considerable prior work in this area, including a previous
Request for Information on Consumer Access to Financial Records in November of 201620, the
release of the Principles in October of 20172* and, more recently, arranging a symposium on
Consumer Access to Financial Records in February of 2020.22 The CFPB has taken a cautious and
thoughtful approach to issues relating to data access, which we appreciate, especially given the
complexity of the subject matter. A summary of the recommendations The Clearing House
submitted to the CFPB in response to the ANPR is set forth in Appendix A to this statement.23

While the CFPB may issue an actual rule in the future, the CFPB’s most important work
to date on issues relating to Section 1033 has been the development and release of the
Principles in October of 2017. The Principles, which took into consideration feedback provided
by a wide range of stakeholders in response to the CFPB’s prior RFI, set forth the CFPB’s vision
for how consumers should be protected when they authorize third party companies to access

7 Additional information about Akoya and the Akoya Data Access Network is available at: https://akoya.com/.
18 Consumer Access to Financial Records, 85 Fed. Reg. 71,003 (Nov. 6, 2020).

9 See 12 U.S.C. § 5533.

20 Request for Information Regarding Consumer Access to Financial Records, 81 Fed. Reg. 83,806 (Nov. 22, 2016).
2L Consumer Financial Protection Bureau, “Consumer Protection Principles: Consumer-Authorized Financial Data
Sharing and Aggregation” (Oct. 18, 2017) (available at:

https://files.consumerfinance.gov/f/documents/cfpb _consumer-protection-principles data-aggregation.pdf).

22 See Consumer Financial Protection Bureau, “Bureau Symposium: Consumer Access to Financial Records, a
summary of the proceedings” (July 24, 2020) (summarizing the Bureau’s symposium) (available at:
https://www.consumerfinance.gov/data-research/research-reports/bureau-symposium-consumer-access-
financial-records-summary-proceedings/).

2 A copy of The Clearing House’s comment letter is available at:
https://www.theclearinghouse.org/advocacy/articles/2021/01/consumer-access-financial-records-02-04-2021.
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their financial data to provide certain financial products and services.2* The Principles were
“intended to help foster the development of innovative financial products and services,
increase competition in financial markets, and empower consumers to take greater control of
their financial lives.”25 TCH and its member banks strongly support the Principles, which have
guided our work and that of other industry stakeholders as we have sought to implement the
CFPB’s vision, and they remain highly relevant today. Since their release in 2017, much has
been accomplished by the industry as it has worked towards making the CFPB’s vision a reality,
driven by a shared desire to protect consumers and the safety and security of the financial
services ecosystem as the market for services using consumer-authorized financial data
continues to develop.

One important concept set forth in the Principles is data minimization. As the CFPB’s
Principles note, “[t]hird parties with authorized access [should] only access the data necessary
to provide the product(s) or service(s) selected by the consumer.” 26 In other words, data
aggregators and data users should only access the specific data that is needed, solely for the
purpose intended, and should retain the data only for as long as it is relevant to the benefit that
was sought by the consumer. Many of the practices prevalent in today’s marketplace
unfortunately go well beyond the scope outlined by the CFPB and as a result of more data being
beyond harvested than what is needed, risks to consumers and to the financial services
ecosystem are unnecessarily increased.

While the Principles have been a useful tool in guiding the industry’s work and much has
been accomplished in reliance on them, there are areas, as discussed more fully below, where
further action by the CFPB would be useful. In order to continue the industry’s momentum,
however, it is imperative that any further action taken by the CFPB be consistent with the
CFPB’s prior positions articulated in the Principles and be coordinated with other federal
financial services regulators to ensure a consistent approach to issues relating to consumer-
permissioned data access. Such a consistent approach is essential to avoid bifurcating the
market, which could greatly inhibit the scalability of industry standards, utilities, and other
solutions.

24 Consumer Financial Protection Bureau, “CFPB Outlines Principles For Consumer-Authorized Financial Data
Sharing and Aggregation” (Oct. 18, 2017) (available at: https://www.consumerfinance.gov/about-
us/newsroom/cfpb-outlines-principles-consumer-authorized-financial-data-sharing-and-aggregation/).

*d.

26 “Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and Aggregation,” (October 18,
2017) (available at: https://files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_data-
aggregation.pdf).
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b. Joint Agency Proposal on Third Party Risk Management Guidance

At the same time that the CFPB is undertaking a rulemaking to more fully implement the
provisions of Section 1033, the Federal Deposit Insurance Corporation {FDIC), Board of
Governors of the Federal Reserve System {Fed), and the Office of the Comptroller of the
Currency {OCC) are engaged in a rulemaking that would create uniform guidance on third-party
risk management across the spectrum of financial institutions that are subject to the regulation
and supervision of these agencies. %’ The proposed guidance is intended to assist Fls in
managing third-party relationships, including addressing “consumer protection, information
security, and other operational risks.”?® Data aggregator relationships are amongst those third-
party relationships that are covered by the Proposal, which appropriately emphasizes both the
need to protect the Fi and the Fis’ customers given the risks that are inherent in these kinds of
relationships.?®

The standards and requirements set forth by the agencies in the proposed guidance,
which emphasize FI responsibility for safety, soundness, and consumer protection, and the
standards and requirements to be set forth by the CFPB, which will undoubtedly emphasize
data access, run the risk of being inconsistent. Absent coordination amongst the agencies and
the CFPB to create a unified framework for third-party risk management and data access as it
relates to data aggregation activities, Fis may well be caught between two competing sets of
regulatory expectations.

This is due in no small part because the tools that banks have to address safety and
soundness and consumer protection risks associated with data aggregators are at best blunt
instruments. First, all but perhaps the biggest banks with the richest troves of data lack the
degree of negotiating power that would be needed to impose the kinds of safety and
soundness and consumer protection requirements that the proposed guidance outlines. The
status quo ~ credential-based data access and screen scraping — is always a potential fall-back
for any data aggregator that doesn’t want to adhere to the kinds of structure and requirements
that sound third-party risk management practices may impose. F! control is even more
attenuated when it comes to data aggregator clients, or “fourth parties” who could be
considered “subcontractors” under the proposed guidance and therefore subject to some
degree of third-party risk management activities by the affected Fi.° There may be thousands
of fourth party data recipients that receive data from a particular data aggregator. The

27 “proposed Interagency Guidance on Third-Party Relationships: Risk Management,” 86 FR 38182 {July 19, 2021).
2886 FR 38184

2 “Third-Party Relationships: Frequently Asked Questions to Supplement OCC Bulletin 2013-29,” supra note 14, at
Frequently Asked Question #4.

3985 FR 71005 - 71006.
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identities of these fourth parties are seldom disclosed to FIs and, even if disclosed, the ability of
Fls to do third-party risk management due diligence on all of them is a practical impossibility.

Second, Fls whose systems are being targeted with credential-based data access and
screen scraping from data aggregators that do not or will not comply with reasonable risk-
management controls and requirements will likely face a Cornelian dilemma of either
continuing to allow the data aggregator to have access to the bank’s systems or cutting off the
data aggregator’s access until such controls can be put in place. In the first instance, the bank
may risk exceeding its own risk tolerance, potentially running afoul of regulatory expectations
and seeing its business, systems, and customers harmed. In the second instance, the bank risks
upsetting its own customers who may not understand the bank’s actions as being motivated by
the banks’ desire to ensure their protection and the bank may suffer reputational harm as a
result.31

Finally, while an FI may attempt to exclude a non-compliant data aggregator by blocking
its IP address, that action provides only a temporary solution. Nothing prevents the data
aggregator from obtaining a new IP address from which the data aggregator can then seek
renewed access to the FI’s systems. Fls also face the practical reality that technology is always
evolving and regardless of actions taken by an Fl to block a non-compliant data aggregator, data
aggregators and fintechs will always have a vested interest in obtaining the data, which is the
lifeblood of their business.

To be able to ensure that data access is occurring in a safe and sound manner consistent
with the proposed guidance, FIs must have the ability to prohibit credential-based access and
screen scraping once an Fl is providing data access through an API on fair and reasonable terms
Further, to ensure that the industry as a whole transitions to APIs and that risks to the
ecosystem are being appropriately managed, The Clearing House encourages the agencies to

31 Data aggregators have been quick to portray such bank actions as anticompetitive and motivated by
considerations other than sound third-party risk management. For example, JPMorgan Chase (JPMC) is working
towards imposing stricter security standards that will result in JPMC’s customers’ passwords getting “out of the
system,” by requiring secure tokens to be used by third parties such as aggregators, resulting in a safer and more
secure data sharing environment. Actions like the one being taken by JPMC, however, have sometimes been
portrayed as controlling and threatening by technology company executives and Silicon Valley. (See Laura Noonan,
“JPMorgan to ban fintech apps from using customer passwords,” Financial Times (Jan. 2, 2020) (available at:
https://www.ft.com/content/93dcfc52-210b-11ea-b8al-584213ee7b2b) (noting that JPMC is moving to
implement more robust security standards, and quoting Bill Wallace, JPMC’s head of digital, about the importance
of removing customer passwords from systems); and Jennifer Surane, “Big Banks’ Clampdown on Data Puts Silicon
Valley Apps on Alert,” Bloomberg (March 26, 2019) (available at:
https://www.bloomberg.com/news/articles/2019-03-26/jpmorgan-s-clampdown-on-data-puts-silicon-valley-apps-
on-alert) (noting that a number of Silicon Valley ventures say they’ve been threatened by banks’ implementation
of security measures).
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consider establishing a definitive end to credential-based access and screen scraping, which
could be phased in based on the size of the institution.32

The agencies need to work together to develop a unified framework that not only
provides for data access, but empowers Fis to establish the kinds of controls and mitigate the
kinds of risks covered by the proposed guidance. The Clearing House believes that this must
include ultimately addressing the risks associated with credential-based access and screen
scraping by ending such practices once an Fl has made AP access available on fair and
reasonable terms. The Clearing House further believes that the development of a unified
framework can only be achieved through strong coordination amongst the FDIC, Fed, OCC and
CFPB.

¢. The need to clarify application of the Gramm Leach Bliley Act to data
aggregators and to ensure that there is a regulatory and supervisory framework in
place that imposes standards and supervision on data aggregators that is
commensurate with the standards imposed on Fis when Fis are handling similar
customer information,

Empowering the actions noted above will be helpful, but, in the absence of a robust
regulatory and supervisory framework that imposes meaningful standards and supervision on
data aggregators, it will still be inadequate. Banks cannot and should not be expected to
shoulder the burden of policing an entire industry, particularly where the data aggregator is not
a third-party vendor to the bank and the bank’s only connection with the data aggregatorisa
result of the bank working to accommodate its customer’s desire for data to be made available.
Further, not all Fi data holders have the wherewithal to perform due diligence and impose
controls on data aggregators and, more importantly, no Fi, regardless of size, will be able to
address security practices at the thousands of fintech data users that comprise data aggregator
clients. While Fis may attempt to address security issues in bilateral agreements, such
agreements must be individuaily negotiated and data aggregators have a powerful default
position to simply continue credential-based access and screen scraping if the Fl attempts to
impose requirements that the data aggregator does not wish to incorporate.

2 The agencies have successfully set target dates to meet regulatory expectations in other areas, successfully
transitioning the industry away from practices that did not meet regulatory expectations. For example, the Federal
Reserve, FDIC, and OCC jointly issued a statement on banks’ transition away from USD LIBOR that, as part of an
orderly, safe, and sound transition away from use of the rate due to regulatory concerns, encourages banks to
cease entering into new contracts that use USD LIBOR as a reference rate as soon as practicable, but, in any event,
to cease entering into such contracts by December 31, 2021. (See Federal Reserve, FDIC, OCC, “Statement on
LIBOR Transition” {Nov. 30, 2020} (available at:
https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20201130al.pdf}.)
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The proposed guidance on third-party risk management promulgated by the FDIC, Fed
and OCC notes that a “key focus” of an Fis risk management activities relating to data
aggregators should be on information security. This issue, however, can and should be more
directly addressed by ensuring that data aggregators are subject to a meaningful regulatory
framework, including supervision for information security practices.

Federally chartered banks are subject to detailed Federal Financial Institutions
Examinations Council {FFIEC) guidance on information security and the interagency rules
implementing the Gramm Leach Bliley Act (GLBA) and, more importantly, supervision and
enforcement by the Federal financial regulatory authorities. Even state-chartered Fis are
required to comply with detailed security measures and are subject to state regulatory
supervision and enforcement actions. Those regulatory frameworks are key to protecting
consumers and preventing data breaches, transmission errors, unauthorized access, and fraud,
all of which are fundamental concerns that go to the heart of data sharing activities. Data
aggregators and fintech data users that sit underneath them, on the other hand, are, at most,
subject to the much less stringent FTC safeguards rule and, in most instances, no regulatory
supervision and only after the fact enforcement by the FTC.?? Yet even application of the much
weaker standards in the FTC's safeguards rule to data aggregators is in doubt. As the CFPB has
noted, “there may be some uncertainty about whether a data aggregator is a “financial
institution’ subject to [GLBA] and [the] Privacy and Safeguards Rules.”3* Effective information
security protection should begin with the FTC ensuring that there is no room for ambiguity as to
whether GLBA applies to data aggregators and fintech data users. Consumers deserve no less
protection.

In addition, the FTC must ensure that the safeguards rule is strengthened as it applies to
data aggregators and their fintech clients. While the disparities between the FTC's safeguards
rule and FFIEC standards are legion, a single example may be illustrative. Entities that are
subject to the FTC's safeguards rule are not even required to have an incident response plan.
This means that even if GLBA application to data aggregators and fintech data users is clarified,
a data aggregator or fintech that is engaged in the business of handling potentially millions of
customers’ sensitive, personal financial data is not required under the FTC's safeguards rule to
have any plan in place to respond to an information security incident, such as a widespread

3 See FTC, “Standards for Safeguarding Customer Information” {codified at 16 C.F.R. Part 314} {notably, the FTC
safeguards rule contains general requirements that are less detailed than the requirements provided under the
Gramm-Leach-Bliley Act {differences between the two sets of requirements include standards regarding board and
management involvement, employee background checks, vendor oversight, authentication, and incident response
programs)). See also 81 FR 61632 {Sept. 7, 2016} {requesting public comments on the standards for safeguarding
customer information, including ¢ on whether a i plan should be a required element of an
information security program).

34 “Taskforce on Federal Consumer Financial Law Report[,] Vol. 1,” supra note 7, pp. 513-514.




164

The Honorable Stephen Lynch -16- September 17, 2021
The Honorable Warren Davidson

data breach. While the FTC began work in 2016 to modernize the safeguards rule, that work
was never completed.® An updated standard is needed the FTC should complete its work to
modernize the safeguards rule so that meaningful consumer protection is provided and
standards are imposed that are equivalent to those imposed on Fls when handling similar
information.

Regulatory standards alone, however, are not sufficient without meaningful supervision
and enforcement.3¢ Accordingly, the CFPB must ensure that it incorporates a meaningful
supervisory framework in the context of its rulemaking under Section 1033.37 The security of
consumer data has been the subject of considerable concern by Congress and others, which

35 In the meantime, data aggregation and fintech users have multiplied exponentially. 54% of U.S. banking
consumers use financial apps to engage in personal financial management, investing, borrowing, and person-to-
person payments; the aggregation system is thought to reach approximately 95% of U.S. deposit accounts; and one
large aggregator in the U.S. estimates that it alone connects to one in four financial accounts in the U.S. (See
“Consumer Survey: Financial Apps and Data Privacy,” supra note 11, pp. 2 & 4; Michael Deleon, “A buyer’s guide
to data aggregation,” Tearsheet (Feb. 19, 2019) (available at: https://tearsheet.co/data/a-buyers-guide-for-data-
aggregation/); and Zack Meredith & Zeya Yang, “The all-new Plaid Link,” Plaid Blog (Oct. 2, 2020) (available at:
https://plaid.com/blog/the-all-new-plaid-link/).) Additionally, the COVID-19 pandemic appears to be playing a role
in accelerating U.S. consumers’ adoption of fintech applications, with older generations in particular using fintech
applications in increasing numbers. (See Krivkovich, White, Townsend & Euart, “How US customers’ attitudes to
fintech are shifting during the pandemic,” McKinsey & Company (2020) (available at:
https://www.mckinsey.com/industries/financial-services/our-insights/how-us-customers-attitudes-to-fintech-are-
shifting-during-the-pandemic).)

36 The FTC, for example, has limited supervision and enforcement powers. See FTC, “A Brief Overview of the
Federal Trade Commission’s Investigative, Law Enforcement, and Rulemaking Authority,” FTC memorandum (May
2021) (available at: https://www.ftc.gov/about-ftc/what-we-do/enforcement-authority). See also “Prepared
Statement of the Federal Trade Commission: Strengthening the Federal Trade Commission’s Authority to Protect
Consumers” (Apr. 20, 2021) (available at:
https://www.ftc.gov/system/files/documents/public_statements/1589164/prepared statement of the ftc befor
e the senate committee on commerce science and transportation.pdf); and “Prepared Statement of the
Federal Trade Commission: The Urgent Need to Fix Section 13(b) of the FTC Act” (Apr. 27, 2021) (available at:
https://www.ftc.gov/system/files/documents/public_statements/1589400/p180500house13btestimony04272021.
pdf) (noting that the FTC lacks authority and requesting that Congress act to clarify Section 13(b) of the FTC Act so
as to preserve / strengthen the FTC’s ability to enjoin illegal conduct). As we have seen from the 2017 Equifax data
breach that exposed the personal information of 147 million people, the extensive risks to consumers who are
victims of a data breach cannot be effectively remedied by an after-the-fact civil money penalty. Proactive
examination and, where necessary, remedial action are the most effective tools to help prevent consumer harm
from occurring in the first place.

37 The CFPB could also use its rulemaking power to impose meaningful information security standards on data
aggregators and their fintech clients in the absence of FTC action on the safeguards rule. See CFPB, “Rules and
policy” (available at: https://www.consumerfinance.gov/rules-policy/) (noting that the CFPB generally has
authority to make rules governing consumer finance markets and that it can “create new rules when warranted”).
See also Adam J. Levitan, “The Consumer Financial Protection Bureau: An Introduction,” Review of Banking &
Financial Law, Vol. 32, pp. 344-347 (2012-2013) (available at: https://www.bu.edu/rbfl/files/2013/10/Levitin.pdf)
(noting ways that the CFPB’s rulemaking authority reaches “covered persons” and “service providers”).
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have focused on the perceived misuse of consumer data by numerous fintech companies.3®
Similarly, the Facebook/Cambridge Analytica scandal shows that even with appropriate
contractual limitations in place, absent robust third-party risk management processes and
appropriate supervision and enforcement the security of data cannot be assured.? In the
context of data sharing under Section 1033, the data at issue, dealing with a consumer’s
financial information and often including PlII, is even more sensitive than generalized consumer
data and its distribution and use should be subject to heightened concern.

To better ensure the protection of consumers and the Fl ecosystem, the CFPB must
develop a regulatory and supervisory framework that imposes standards and supervision
applicable to data aggregators that is commensurate with the standards and supervision
imposed on Fls when Fls are handling similar customer information. Given data aggregator and
data user access to similarly sensitive information, data aggregators that are the recipients of
such information should be subject to CFPB regulation and supervision that includes
functionally similar requirements as those imposed on Fls, including supervision and
enforcement that the CFPB should provide through a larger participant rule or otherwise.*® In
order to ensure a fully secure ecosystem, such requirements should follow the data with data
aggregators being responsible for passing on and enforcing security requirements to data users.
Further, inherently risky practices such as credential-based access and screen scraping should
be phased out, with the federal financial regulators setting a firm target, perhaps phased in by
institution size, for such activities to cease.

28 See, for example, NPR, “Amazon, Tik Tok, Facebook, Others Ordered to Explain What they Do With User Data
(Dec. 15, 2020) (available at: https://www.npr.org/2020/12/15/946583479/amazon-tiktok-facebook-others-
ordered-to-explain-what-they-do-with-user-data); Lauren Feiner, “Big Tech Testifies: Bezos Promises Action if
Investigation Reveals Misuse of Seller Data, Zuckerberg Defends Instagram Acquisition,” CNBC (Dept. 8, 2020)
(available at: https://www.cnbc.com/2020/07/29/tech-ceo-antitrust-hearing-live-updates.html); Elizabeth
Dwoskin, “Facebook is Accused of Digital ‘Surveillance’ Against Its Competitors,” The Washington Post (July 29,
2020); and Michael Grothaus, “How Our Data Got Hacked, Scandalized, and Abused in 2018,” Fast Company (Dec.
13, 2018) (available at: https://www.fastcompany.com/90272858/how-our-data-got-hacked-scandalized-and-
abused-in-2018).

2% See Nicholas Confessore, “Cambridge Analytica and Facebook: The Scandal and the Fallout So Far,” The New
York Times (April 4, 2018) (available at: https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-
scandal-fallout.html); and Paolo Zialcita, “Facebook Pays $643,000 Fine For Role In Cambridge Analytica Scandal,”
NPR (Oct. 30, 2019) (available at: https://www.npr.org/2019/10/30/774749376/facebook-pays-643-000-fine-for-
role-in-cambridge-analytica-scandal).

40 Such supervision would necessarily include supervision over the data aggregators’ third party risk management
program pursuant to which the data aggregator would be responsible for evaluating and managing risks associated
with its data user customer’s use of consumer data.
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d. The need to address liability

A fundamental component of the regulatory framework for data aggregators and data
users must include provisions that address liability. Data aggregators and data users may have
little incentive to end credential-based access and screen scraping without a regulatory
mandate to do so. The risks of credential-based access and screen scraping are largely borne by
consumers and Fl data holders. Existing terms and conditions imposed by data aggregators
largely disclaim all or most responsibility for any loss that may resuit from data aggregator or
data user activities. To the extent not accepted by data aggregators and data users, losses will
be borne either by consumers or data holders. Consumers bear risks refated to misuse of their
data and data breaches, including identity theft, breach of privacy, and fraud. Fi data holders
hold the majority, if not all, of the liability that would accrue from a data breach or the
unauthorized use of consumer data, including all of the cost of recredentialing the consumer to
prevent further losses and potential liability for unauthorized transfers. Absent further
regulatory action, data aggregators may opt to continue the status quo, particularly when one
considers the costs of moving to an APl environment, including submission to appropriate due
diligence, the cost of connectivity, and the fact that the data that will be made available
through APls will be more narrowly tailored to appropriate use. Yet, as noted above, the
industry’s transition to APls is fundamental to achieving much of the vision for consumer
protection, including enhanced safety, security, transparency and control over data usage.

The Clearing House believes that any future CFPB rulemaking on data access must
address liability. The CFPB should prevent data aggregators and data users from disclaiming
liability to either the consumer or the data holder for acts or omissions relating to data while it
is in their custody or control. Liability should follow the data and all parties should be fully
accountable for its care.
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1 Conclusion

While much progress has been made by the industry in building out a safer and more
secure ecosystem for sharing consumer permissioned data, significant work remains that will
require considerable regulatory coordination and activity, The Clearing House appreciates this
opportunity to submit this statement for the record, looks forward to providing input into
further regulatory activity to implement the provisions of Section 1033 of the Dodd Frank Act,
and would welcome the opportunity to serve as a resource to the Task Force in any future
hearings.

Respectfully submitted,
/s/

Robert C. Hunter
Deputy General Counsel & Director of Regulatory and Legislative Affairs
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SUMMARY OF THE CLEARING HOUSE’S RECOMMENDATIONS TO THE CFPB IN RESPONSE TO THE
CFPB’S OCTOBER 2020 ANPR ON CONSUMER DATA ACCESS

1. Further guidance consistent with the Principles may be preferable to a rulemaking given
the complexity, time and resource commitment required by the CFPB to engage in a
successful rulemaking and the potential for delay and uncertainty to freeze progress
that the market has been making;

2. The CFPB should continue to rely on private sector market-led efforts for technical
standard setting of the kind engaged in by FDX and believes it would be a mistake for
the CFPB to attempt to define technical standards. There are a number of actions that
the CFPB could nonetheless take that would be consistent with the CFPB’s charge in
Section 1033 to “promote” the development and use of standardized formats for
information. These include:

a. Finding ways to explicitly endorse or reference technical standards and
certification organizations like FDX and the work that they are doing,

b. Providing greater regulatory clarity on the issues discussed below and thereby
allowing the industry to then work together to develop or further enhance
existing standards to implement the CFPB’s vision, and

c.  Working with other regulators to ensure that the Federal financial regulators
are speaking with one voice on issues affecting the data aggregation market.

3. Ifthe CFPB is determined to proceed with a rulemaking, the rulemaking must be holistic
in its approach and, at a minimum, address the following issues that are discussed more
fully below:

a. Credential sharing and credential storage as well as screen scraping pose
significant risks to consumers, including risks related to data breaches and
fraudulent and unauthorized transfers as well as identity theft and other data
privacy issues, and should be abolished as a fundamental part of any
rulemaking. Such action could take the form of the CFPB articulating a rule that
prohibits a data aggregator or data user from obtaining consumer data using a
consumer’s online banking credential and screen scraping where a data holder
has provided the data aggregator or data user with the option of enabling safer,
more secure methods, such as APl access under fair and reasonable terms. The
CFPB may also wish to consider a rule that sunsets credential-based data
sharing, storage and screen scraping upon a schedule that would be phased in
over time by institutional size.

b. The CFPB in any rulemaking should clarify that data access is limited to
circumstances in which a data user will provide services to the consumer that is
providing the data, reasonably requires the data to provide those services and
does so in a way that is transparent and consistent with consumer expectations.
If data is sold to third parties for use in research or analytics unrelated to the
underlying service, that information should be clearly and conspicuously
disclosed to consumers and subject to their consent.

c. The CFPB in any rulemaking should develop disclosure requirements for all
parties, including model disclosures that create a safe harbor for various
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stakeholders. Requirements must recognize that Fl data holders will have
limited visibility into data usage and downstream parties. Accordingly, data
holders should generally be limited to disclosing to whom the data is initially
being provided, the fact that the provision of data was authorized, and
identification of the appropriate mechanism through which the consumer may
halt the ongoing provision of data. Data aggregators and data users should be
required to disclose to consumers the identity of each data user to which the
consumer’s data is being provided and each data user with whom information is
shared should be required to obtain separate and distinct authorization from
the consumer for the use of the consumer’s data. Disclosure should include
what data is being accessing, how frequently it is being accessed, for what
purpose, and for how long it is being stored. Disclosures must be sufficiently
clear and easily understood by consumers to ensure that authorization is
knowingly given with mandatory periodic affirmative reauthorization no less
frequently than annually. Disclosures should also clearly spell out the
consumer’s right to revoke authorization and should include the right to be
forgotten. The CFPB should impose a heightened “clear and conspicuous”
standard for consent relating to the sale of consumer data unrelated to the
direct provision of any service to the consumer.

d. The CFPB in any rulemaking should clarify that the concept of a “trusted third
party” recipient of data requires trust not only by the consumer, but also
requires that the data aggregators and data users will have satisfactorily met
the Fl data holder’s own reasonable risk management criteria in order to qualify
to receive the data. Given the risks that data aggregators and data users
introduce into the ecosystem, such requirements should include not only
appropriate information security controls, but also insurance and financial
requirements that are commensurate to the risks being introduced.

e. Regardless of the requirements of any technical standard being applied, the
CFPB in any rulemaking should clarify that the standard must be subservient to
an overall data minimization principle — that a data aggregator or data user
should still only obtain and use data strictly as needed for the service currently
being provided, and, further, that the consumer should be fully in control of
what categories of data are being provided, to whom, for how long, and for
what purpose regardless of use case.

f. The CFPB in any rulemaking should clarify the nature and extent to which
confidential information may be protected from disclosure and should
specifically extend the protection for confidential information to commercially
sensitive trade secrets that are not otherwise disclosed to consumers. Similar to
the prohibitions on reverse engineering that are found in most data aggregator
and data user agreements, the protection for confidential information should
include a prohibition on the reverse engineering of proprietary algorithms and
other processes that are not otherwise disclosed to consumers.

g. The CFPB in any rulemaking should clarify that FI data holders, who are mere
conduits for information being pulled by data aggregators and data users acting
as agents for Fl data holder customers, are not “furnishers” for purposes of the
Fair Credit Reporting Act.
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h.

The CFPB in any rulemaking should recognize that the use of data to facilitate
the movement of money carries heightened risks for consumers and for Fl data
holders relating to unauthorized payments and fraud and should affirm the
legitimacy of Fl data holders imposing reasonable, heightened requirements for
the disclosure of information that can be used to initiate payments, including
the imposition of enhanced security measures such as tokenization, enhanced
due diligence, and enhanced information security controls.

In order to ensure that sensitive consumer financial information is appropriately
protected throughout the data lifecycle, the CFPB in any rulemaking should
subject data aggregators that are the recipients of such data to functionally
similar requirements to those imposed on Fl data holders when handling the
same information. Data aggregators should also be subject to supervision and
enforcement to ensure compliance and should be responsible for passing on
and enforcing security requirements to data users.

The CFPB in any rulemaking should recognize and affirm the legitimate role that
Fl data holders play in protecting their customers and the financial system and
should affirm an Fl data holder’s FI's ability to control access, affirm
authentication and impose reasonable time, place and manner restrictions in
circumstances that are consistent with protecting the consumer and the safety
and soundness of the financial system. This should include any circumstances in
which the Fl has a good faith belief that access may be fraudulent, may present
security risks to the consumer, the Fl or the financial system generally, may
relate to misuse of the consumer’s data or may relate to data beyond that
which is reasonably related to the product or service being provided to the
consumer or as reasonably needed to protect the security, efficiency and
operational integrity of the FI data holder’s own systems

The CFPB in any rulemaking should make allowance for Fls to obtain data usage
information from data aggregators and data users so that they may voluntarily
provide it to consumers if the Fl has the ability to provide the consumer with a
one-stop, aggregated view of the consumer’s data usage. Such an aggregated
view is clearly beneficial to consumers and should be encouraged by the CFPB
where possible in order to help the consumer be an active participant in
stewarding their data.

The CFPB in any rulemaking should interpret the need for data accuracy
consistent with data holders making available information that is subject to an
Fl data holders standard posting times and other procedures that the Fl has
adopted for data handling in the ordinary course of its business, which is the
standard imposed by Section 1033. The CFPB should recognize that Fl data
holders will have limited understanding and control over downstream uses of
data and therefore cannot be guarantors that data accessed will be accurate
and current for all purposes and in all circumstances.

. Fl data holders are already subject to robust regulations and requirements

relating to addressing claims of unauthorized access and other consumer
disputes and have substantial resources and processes in place to address such
issues. Data aggregators and many data users, however, do not. Accordingly,
any rulemaking engaged in by the CFPB should adopt a dispute resolution
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infrastructure outlining minimum standards for data aggregators and date users
commensurate with those already imposed on Fl data holders.

n. Any rulemaking engaged in by the CFPB should prohibit data aggregators and
data users from disclaiming liability to either the consumer or the data holder
for acts or omissions relating to data while it is in their custody or control, which
is today a common practice. Liability should follow the data and all parties
should be fully accountable for its care.

o. Inorder to ensure that consumers are protected and that there is an
appropriate trust environment for the sharing of data, any rulemaking by the
CFPB should include an assertion of the CFPB’s authority under Section
1024(a)(1)(B) or Section 1024(a)(1)(c) of the Dodd Frank Act and allow for the
appropriate supervision and examination of data aggregators with appropriate
requirements for data aggregator due diligence and oversight of data users with
whom consumer information is shared. Fl data holders are already subject to
robust supervision and enforcement. Supervision and enforcement of data
aggregators is a fundamental component that would be needed to ensure
meaningful compliance with any rules developed by the CFPB.

p. The CFPB should study and evaluate the requirements set forth in Regulation E,
which predate the substantial changes that have taken place in the marketplace
and that have been facilitated by data aggregation and other activities. Data
aggregation activities are increasingly being leveraged to enable payment
initiation. Those services frequently exist outside of the control of Fl data
holders and yet liability for unauthorized transfers and the costs of
recredentialing continue to rest with them. Incentives may need realignment to
ensure that parties are properly incented to properly protect the data that is in
their care.
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Chi Chi Wu Answers to
Williams (GA) Question for the Record

Task Force on Financial Technology Hearing
“Preserving the Right of Consumers to Access Personal Financial Data”

Tuesday, September 21, 2021 at 10:00 a.m.

Ms. Wu, in your testimony, you mentioned that Black consumers are disparately
impacted by bank overdraft practices and that we should keep this in mind when

related consumer data is employed.

la. How could greater use of no-fee accounts address the underlying disparity
informing the data going forward?

Accounts that do not permit overdrafts, or “safe accounts,” are one tool
that can help reduce the harm caused by unfair overdraft practices. The
Bank On initiative has worked with banks to offer and develop safe
accounts, which do not charge overdraft and NSF fees and have low monthly
maintenance fees.! Since Black consumers bear a disproportionate burden
from overdraft fees, safe accounts could help lessen this disparity by
enabling consumers to avoid such fees.

More importantly, safe accounts could help bring consumers without
bank accounts into the banking system. A significant portion of unbanked
consumers leave or are forced out of traditional bank accounts because of
high overdraft fees.?> Black consumers are disproportionately unbanked -

13.8 percent of Black households were unbanked in 2019 (as well as 12.2

! Bank On, Bank On National Account Standards (2021 - 2022), https:/2wvkoflmfraz2etgealp8kiy-
wpengine.netdna-ssl.com/wp-content/uploads/2020/10/Bank-On-National-Account-Standards-2021-
2022.pdf.

% Chi Chi Wu and Katie Plat, National Consumer Law Center and Cities for Financial Empowerment Fund,
Account Screening Consumer Reporting Agencies: A Banking Access Perspective (Oct. 2015),
www.nclc.org/images/pdf/pr-reports/Account-Screening-CRA-Agencies-Banking Access 101915 pdf.
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percent of Latinx households) compared to 2.5 percent of white households.
Being unbanked, of course, excludes consumers from the possibility of using
cashflow data. And as stated in my written testimony, when Black
consumers do have bank accounts, they bear a disproportionate burden from
overdraft fees *

However, safe accounts are just one tool to address the $11 billion per
year drained from consumers’ accounts by overdraft fees.> Ultimately, the
solution is meaningful reform of unfair overdraft practices, such as
prohibiting overdraft fees for ATM and debit card transactions, ensuring that
fees are reasonable and proportional, limiting fees to no more than one per
month and six per year, and other reforms that consumer advocates have
long called for.®

Such reforms are also a matter of racial justice. As the Financial
Health Network noted in an October 5, 2021 report “Because financial
services charges, such as overdraft fees, are disproportionately borne by
Black and Latinx consumers, high institutional reliance on overdraft fees
risks undermining the commitments many institutions have made to racial

equity in recent months.”

1b. Can you tell us the importance of simultaneously addressing concerns with

data use and the real-life disparities that inform the data?

3 Federal Deposit Insurance Corporation (FDIC), How America Banks: Household Use of Banking and
Financial Services, 2019 FDIC Survey (October 2020), https://www.fdic.gov/analvsis/household-
survey/2019report.pdf, at 2.

4 See Pew Charitable Trusts, Heavy Overdrafters, April 2016,
http://www.pewtrusts.org/~/media/assets/2016/04/heavyoverdrafters. pdf?la=en, at 7 (African-Americans are
12 percent of the US population, but account for 19 percent of the heavy overdrafters).

3 Peter Smith, Shezal Baba, Rebecca Borne, Center for Responsible Lending, Overdraft Fees: Banks Must
Stop Gouging Consumers During the COVID-19 Crisis, June 2020,
www.responsiblelending.org/sites/default/files/nodes/files/research-publication/crl-overdraft-covid 19-

S 1d.

" Mark Feldman, David Silberman, Amelia Josephson, Financial Health Network, Reexamining Overdraft
Programs: A Guide for Financial Institutions, Sept. 22, 2021, https://thn-finhealthnetwork-
assets.s3.amazonaws.com/uploads/202 1/10/Reexamining-Overdraft-Programs-Report.pdf.
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Traditional credit scores exhibit dramatic racial disparities, as
documented by numerous studies.® These disparities are due to a multitude
of factors, including the racial wealth gap, decades of redlining and housing
segregation, historical and present-day employment discrimination, and
racially biased criminal justice practices.’

Alternative data has been touted as the solution to this issue, with some
arguing that the inclusion of rent, utility, or bank account data will solve the
disparities in credit scoring. Indeed, the credit bureaus themselves have
heavily promoted the idea of alternative data as a panacea, claiming that it is
a form of “credit inclusion.”'® However, including alternative data in credit
reports has the effect of feeding even more of our financial information into
the database of these three corporations, increasing their oligopoly power.
Consumers needs alternatives to the credit bureaus.

Furthermore, while some types of alternative data do hold promise,'!
any data that relies on financial information will still reflect racial disparities
given the unequal economic positions of households of color and white
households. When financially-based data is fed into algorithms or artificial
intelligence models, the results could replicate or amplify those disparities.

Researchers have explored methods and tools to reduce these racial

disparities, such as the use of adversarial debiasing,'? and such efforts should

8 Chi Chi Wu, National Consumer Law Center, Past Imperfect: How credit scores and other analytics “bake
in” past discrimination and perpetuate it, May 2016,

www.nclc.org/images/pdf/credit_discrimination/Past Imperfect050616.pdf.

° Chi Chi Wu, Reparations, Race, and Reputation in Credit: Rethinking the Relationship Between Credit
Scores and Reports with Black Communities, Aug. 2020, https://medium.com/(@cwu_84767/reparations-
race-and-reputation-in-credit-rethinking-the-relationship-between-credit-scores-and-852f70149877.

19 Consumer Credit Reporting: Assessing Accuracy and Compliance: Hearing Before the Subcomm. on
Oversight and Investigations of the H. Fin. Serv. Comm., 117th Congr. (2021) (testimony of John Danaher,
President of TransUnion Consumer Interactive) (discussing how “alternative data is critical for credit
inclusion” and describing the TransUnion Racial Equity Task Force).

! For example, FinRegLab’s research has found that bank account cashflow data holds promise for helping
borrowers of color who might otherwise face constraints on their ability to access credit. FinRegLab, The
Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings (July 2019),
https:/finreglab.org/wp-content/uploads/2019/07/FRL_Research-Report_Final.pdf.

12 See, e.g., Kareem Saleh, There’s A Fix To The Problem Of Biased Algorithms in Lending, Dec. 10, 2019,
https://www.linkedin.com/pulse/theres-fix-problem-biased-algorithms-lending-kareem-saleh/; Zhang, et al,
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be encouraged. At the same time, Congress and other policymakers should
adopt measures to reduce the racial disparities in the underlying factors that
create the divide in credit scores and other financial data — i.e., reducing the
racial wealth gap, combatting housing segregation, preventing employment
discrimination, and implementing criminal justice reform.

The experience during the COVID-19 pandemic is instructive. With
two stimulus payments and expanded federal unemployment benefits, credit
scores stayed stable and even went up for some consumers.!* The lessen is
simple: if consumers have more financial resources, they can better pay their
bills and their scores go up. Racism and its legacy drains precious resources
from communities of color, which is directly reflected in credit scores and

other financial data.

Mitigating Unwanted Biases with Adversarial Learning, Jan. 2018, https:/arxiv.org/pdf/1801.07593.pdf.

13 Chi Chi Wu, National Consumer Law Center, The Credit Score Pandemic Paradox and Credit Invisibility,
Feb. 2021, www.nclc org/images/pdf/special _projects/covid-
19/IB_Pandemic_Paradox_Credit_Invisibility.pdf.
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