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HOMELAND CYBERSECURITY: ASSESSING
CYBER THREATS AND BUILDING RESILIENCE

Wednesday, February 10, 2021

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC.

The committee met, pursuant to notice, at 2:07 p.m., via Webex,
Hon. Bennie G. Thompson (Chairman of the committee) presiding.

Present: Representatives Thompson, Jackson Lee, Langevin,
Payne, Correa, Slotkin, Cleaver, Green, Clarke, Titus, Watson
Coleman, Rice, Demings, Barragan, Gottheimer, Luria,
Malinowski, Torres, Katko, Higgins, Guest, Bishop, Van Drew, Mil-
ler-Meeks, Clyde, LaTurner, Meijer, Cammack, Pfluger, Garbarino.

Chairman THOMPSON. The Committee on Homeland Security will
come to order.

The committee is meeting today to receive testimony on “Home-
land Cybersecurity: Assessing Cyber Threats and Building Resil-
ience.”

Without objection, the Chair is authorized to declare the com-
mittee in recess at any point. The gentlelady from New York, Ms.
Clarke, shall assume the duties of the Chair in the event that I run
into technical difficulty.

Good afternoon. We are here today to begin what I hope will be
a bipartisan endeavor in the 117th Congress, making cyber space
more secure and networks more resilient.

During the Trump administration, Federal efforts to raise the
National cybersecurity posture were stunted by a lack of steady,
constant leadership from the White House. In contrast, from Day
1, President Biden has treated cybersecurity as an urgent National
and economic security issue.

The President has started by surrounding himself with experts
to spearhead sound cybersecurity policy. He has already confronted
Vladimir Putin about Russian election meddling and the
SolarWinds compromise and has publicly committed to an aggres-
sive stance on China. Further, to bolster cybersecurity of Federal
networks, the President included much-needed funding for cyberse-
curity and technology modernization in the American Rescue Plan
proposal.

Thankfully, Congress now has a willing and able cybersecurity
partner in the White House, and I am optimistic about the progress
we can make. We must work quickly to make up for lost time.

Our witnesses today are a seasoned group of cyber experts, many
of whom recently served in Government and made important con-
tributions to our National cyber space posture. They are here to tell
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us about the challenges we face and how to chart a course toward
cyber defense, deterrence, and resiliency.

In the not-too-distant past, when our witnesses were serving in
Government, most of us had never heard of SolarWinds, but now
it dominates cybersecurity conversation. Late last year, we learned
that Russian actors breached targeted Federal networks and crit-
ical infrastructure, in part through a sophisticated supply chain
compromise of the SolarWinds Orion platform. For almost a year,
Russian actors burrowed into networks, hiding their tracks and pa-
tiently stealing data.

Although we are engaged in an in-depth investigation with other
key House committees to learn more about this malicious Russian
campaign, we know enough to begin asking difficult questions and
start correcting course.

For instance, we know that it will take months to fully under-
stand the scope and impact of the compromise and eradicate bad
actors from our network. We also know that, despite prior signifi-
cant investment in Federal network security and active defense,
the Russian campaign evaded detection.

The task before us is to zero in on how we can mature our de-
fenses to match the capabilities of our adversaries. The Russian
SolarWinds campaign threatens our Nation and cannot be toler-
ated.

It is evident that prior responses to cyber attack, such as naming
and shaming, sanctions and indictments, have not deterred bad ac-
tors from engaging in malicious cyber behavior that threatens our
National security. I am interested in hearing from our witnesses
how we can deter this behavior or raise the cost of it.

We must also be mindful that not every cyber attack is a sophis-
ticated one carried out by a well-resourced nation-state actor.
Cyber criminals ranging in sophistication continues to wreak havoc
on State and local governments and private-sector critical infra-
structure with less mature cybersecurity capabilities.

Just this week, for example, a hacker breached a water treat-
ment facility in Florida and attempted to poison the water supply.
This follows a year when cyber criminals hacked schools, hospitals,
and workplaces transitioning to remote work. According to McAfee,
cyber crime cost the global economy $1 trillion in 2020.

The Federal Government must work to raise the baseline cyber-
security posture across Government entities and the private sector
to reduce avoidable, opportunistic attacks. This will free up talent
and resources to focus on more sophisticated problems. We must
also do as President Biden has done and treat cybersecurity as a
central National security priority and not a boutique add-on.

To be sure, today is just the first of several hearings this com-
mittee will hold on the cybersecurity threats facing the Nation and
how the Government and private sector should work together to
address them.

I would like to thank our witnesses for their testimony and look
forward to continuing the committee’s work on this critical issue.

[The statement of Chairman Thompson follows:]
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STATEMENT OF CHAIRMAN BENNIE G. THOMPSON

FEBRUARY 10, 2021

We are here today to begin what I hope will be a bipartisan endeavor in the 117th
Congress—making cyber space more secure and networks more resilient. During the
Trump administration, Federal efforts to raise the National cybersecurity posture
were stunted by a lack of steady, consistent leadership from the White House. In
contrast, from Day 1, President Biden has treated cybersecurity as an urgent Na-
tional and economic security issue.

The President has started by surrounding himself with experts to spearhead
sound cybersecurity policy. He has already confronted Vladimir Putin about Russian
election meddling and the SolarWinds compromise and has publicly committed to
an aggressive stance on China. Further, to bolster the cybersecurity of Federal net-
works, the President included much-needed funding for cybersecurity and tech-
nology modernization in the American Rescue Plan proposal. Thankfully, Congress
now has a willing and able cybersecurity partner in the White House, and I am opti-
mistic about the progress we can make. We must work quickly to make up for lost
time.

Our witnesses today are a seasoned group of cybersecurity experts, many of whom
recently served in Government and made important contributions to our National
cybersecurity posture. They are here to tell us about the challenges we face and how
to chart a course toward cyber defense, deterrence, and resiliency. In the not-too-
distant past, when our witnesses were serving in Government—most of us had
never heard of SolarWinds, but now it dominates cybersecurity conversations.

Late last year, we learned that Russian actors breached targeted Federal net-
works and critical infrastructure, in part through sophisticated supply chain com-
promise of the SolarWinds Orion platform.

For almost a year, Russian actors burrowed into networks, hiding their tracks and
patiently stealing data. Although we are engaged in an in-depth investigation with
other key House Committees to learn more about this malicious Russian campaign,
we know enough to begin asking difficult questions and start correcting course.

For instance, we know that it will take months to fully understand the scope and
impact of the compromise and eradicate bad actors from our networks. We also
know that despite prior significant investments in Federal network security and ac-
tive defense, the Russian campaign evaded detection. The task before us is to zero
in on how can we mature our defenses to match the capabilities of our adversaries.
The Russian SolarWinds campaign threatens our Nation and cannot be tolerated.

It is evident that prior responses to cyber attacks such as “naming and shaming,”
sanctions, and indictments have not deterred bad actors from engaging in malicious
cyber behavior that threatens our National security. I am interested in hearing from
the witnesses how can we deter this behavior or raise the cost of it. We must also
be mindful that not every cyber attack is a sophisticated one carried out by a well-
resourced nation-state actor.

Cyber criminals—ranging in sophistication—continue to wreak havoc on State
and local governments and private-sector critical infrastructure with less mature cy-
bersecurity capabilities. Just this week, for example, a hacker breached a water
treatment facility in Florida and attempted to poison the water supply. This follows
a year when cyber criminals hacked schools, hospitals, and workplaces transitioning
to remote work. According to McAfee, cyber crime cost the global economy $1 trillion
in 2020.

The Federal Government must work to raise the baseline cybersecurity posture
across Government entities and the private sector to reduce avoidable, opportunistic
attacks. This will free up talent and resources to focus on more sophisticated prob-
lems. We must also do as President Biden has done and treat cybersecurity as a
central National security priority and not a “boutique add-on.”

To be sure, today is just the first of several hearings this committee will hold on
the cybersecurity threats facing the Nation and how the Government and private
sector should work together to address them.

Chairman THOMPSON. With that, I recognize the Ranking Mem-
ber, the gentleman from New York, Mr. Katko, for an opening
statement.

Mr. KATKO. Thank you, Mr. Chairman. I appreciate your com-
ments. Thank everyone for being here today, including the wit-
nesses. Thank you for holding this important hearing.
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As you know, cybersecurity remains an area of great bipartisan
cooperation in Congress, and for that we should be thankful. Be-
cause of it, it is also the preeminent National and homeland secu-
rity threat of our time.

Every action we have heard about the importance of cybersecu-
rity is more true than ever before. It underpins almost every aspect
of our way of life. It impacts resilience of every single critical infra-
structure sector, and it stands between our most sensitive data
being secure or being exploited by our enemies.

While general awareness of cyber threats is becoming common-
place, the cybersecurity resilience of our great Nation leaves unde-
niable room for improvement. We are still living in the wake of the
SolarWinds campaign, one of the most devastating cyber-espionage
campaigns in history, with our State and local governments, busi-
nesses, and constituents being affected by malicious cyber cam-
paigns every single day.

Think about it: The past year, while we were indicting our
operatives of the Chinese Ministry of State Security for actively
trying to compromise COVID vaccine research, Russian actors were
simultaneously sitting in Federal and non-Federal networks, quiet-
ly executing what is arguably the most sophisticated cyber-espio-
nage campaign in our Nation’s history.

Both of those state-backed campaigns that were taking place via
a weekly and often daily drumbeat of ransomware campaigns crip-
pled city, State, hospital, and school networks already heavily im-
pacted by the pandemic.

In my district alone, the Syracuse City School District and Onon-
daga County Library System both fell victim to ransomware at-
tacks that shut down their systems and halted the critical services
they provide. Just days ago, a hacker reportedly gained access to
a water treatment facility in Oldsmar, Florida, and attempted to
adjust the water chemical levels through cyber means to poison
thousands of residents.

These cyber threats clearly have real-world consequences, and we
must do everything we can to help bring these malicious actors to
justice. The bottom line is that we are still struggling against both
the highly sophisticated and the routine. We can do better, and we
must do better.

There is, luckily, some reason for optimism. The creation of CISA
as the Nation’s lead civilian cybersecurity agency was necessary
and long overdue. The agency’s work to harden election systems
from 2016 to 2020 was nothing short of heroic. Like everyone in
this hearing, I extend my heartfelt gratitude to Chris Krebs and
his team for his service and leadership.

The Cyberspace Solarium Commission created a venue for activ-
ists to voice bold ideas and a mechanism for those ideas to become
law. I am very proud to have helped usher multiple new authori-
ties for CISA as part of the fiscal year 2021 NDAA, which will bol-
ster its visibility across Federal networks, among other important
authorities.

CISA should be doubling down on its implementation of these
provisions, most importantly the authority to conduct threat hunt-
ing on agencies’ networks. But the work does not stop there, not
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by a long shot. It is easy to sit here and become numb to what
often feels like a “breach of the week” in cyber space.

Complicating this landscape further is that cybersecurity risk
management, supply chain risk management, third-party trust and
assurance, and critical infrastructure protection are now inexorably
linked. They are layers on top of one another, impossible to
disaggregate.

The sheer volume of the data that our connected systems must
secure in transit and at rest is increasing exponentially, a reality
on}iy accelerated by the deployment of the 5G networks Nation-
wide.

Meanwhile, our nation-state cyber adversaries, like China, have
sophisticated, multi-decade agendas to compromise data and lever-
age it for malicious purposes aimed at eroding America’s domi-
nance.

We have a distinguished panel of witnesses who have all spent
considerable time in the trenches working valiantly to keep Amer-
ica safe from cyber threats, and I welcome their guidance on how
we can strengthen our Nation’s cybersecurity posture.

I want this to be a hearing about opportunity for action, not just
admiration of the problem. We have already ceded critical ground
to our global adversaries, and there is simply no time to waste.

I remain deeply concerned that the Federal roles and responsibil-
ities for dot-gov security are too confederated, too clunky, and ulti-
mately inadequate. Giving CISA Federal hunt authorities was an
incremental step in the right direction, but CISA simply does not
have the centralized visibility or authority to nimbly respond. I
look forward to hearing ideas from our witnesses about how we can
remedy this situation.

On the heels of SolarWinds, and with enough not-insignificant
potential the Russian actors may still have access to some of our
networks, I call on all my colleagues to work together in a bipar-
tisan manner quickly to find a legislative vehicle to give CISA the
resources it needs to fully respond and protect us.

Cybersecurity is a team sport that is ultimately about partner-
ship. We are all in this together, so let’s get to work.

I yield back, Mr. Chairman.

[The statement of Ranking Member Katko follows:]

STATEMENT OF RANKING MEMBER JOHN KATKO

FEBRUARY 10, 2021

Thank you, Mr. Chairman.

Thank you for holding this important hearing. As you know, cybersecurity re-
mains an area of great bipartisan cooperation in Congress.

For that, we should be thankful, because it is also the pre-eminent National and
homeland security threat of our time.

Every axiom we’ve heard about the importance of cybersecurity is more true than
ever before. It underpins almost every aspect of our way of life, it impacts the resil-
ience of every single Critical Infrastructure sector, and it stands between our most
sensitive data being secure—or being exploited—by our enemies.

While general awareness of cyber threats is becoming commonplace, the cyberse-
curity resilience of our great Nation leaves undeniable room for improvement.

We're still living in the wake of the SolarWinds campaign—one of the most
devasting cyber espionage campaigns in history, with our State and local govern-
ments, businesses, and constituents being affected by malicious cyber campaigns
every single day.
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Think about it, this past year, while we were indicting operatives of the Chinese
Ministry of State Security for actively trying to compromise COVID vaccine re-
search, Russian actors were simultaneously sitting in Federal, and non-Federal net-
works, quietly executing what is arguably the most sophisticated cyber espionage
campaign in history.

Both of those State-backed campaigns were taking place while a weekly, and often
daily, drumbeat of ransomware campaigns crippled city, State, hospital, and school
networks already heavily impacted by the pandemic. In my district, the Syracuse
City School District and Onondaga County library system both fell victim to
ransomware attacks that shut down their systems and halted the critical services
they provide.

Just days ago, a hacker reportedly gained access to a water treatment facility in
Oldsmar, Florida, and attempted to adjust the water chemical levels through cyber
means to poison thousands of residents.

These cyber threats clearly have real-world consequences, and we must do every-
thing we can to bring these malicious actors to justice.

The bottom line is that we are still struggling against both the highly sophisti-
cated and the routine.

We can do better. We must do better.

There is, luckily, some reason for optimism.

The creation of CISA as the Nation’s lead civilian cybersecurity agency was nec-
essary and long overdue. The agency’s work to harden election systems from the
2016 to 2020 elections was nothing short of heroic. Like everyone in this room, I
extend my heartfelt gratitude to Chris Krebs for his service and leadership.

The Cyberspace Solarium Commission created a venue for experts to voice bold
ideas, and a mechanism for those ideas to become law. I am proud to have helped
usher multiple new authorities for CISA as a part of the fiscal year NDAA, which
will bolster its visibility across Federal networks, among other important authori-
ties.

CISA should be doubling down on its implementation of these provisions, most im-
portantly, the authority to conduct threat hunting on agencies’ networks.

But the work doesn’t stop there.

It’s easy to sit here and become numb to what often feels like a “breach of the
week” in cyber space. Complicating this landscape further is that cybersecurity risk
management, supply chain risk management, third-party trust and assurance, and
critical infrastructure protection are now inexorably linked. They are layers on top
of one another, impossible to disaggregate.

The sheer volume of the data that our connected systems must secure in transit
and at rest is increasing exponentially—a reality only accelerated by the deployment
of 5G networks.

Meanwhile, our nation-state cyber adversaries, like China, have sophisticated,
multi-decade agendas to compromise this data and leverage it for malicious pur-
poses aimed at eroding America’s dominance.

We have a distinguished panel of witnesses who have all spent considerable time
in the trenches working valiantly to keep America safe from cyber threats and I wel-
come their guidance on how we can strengthen our Nation’s cybersecurity posture.

I want this to be a hearing about opportunity for action, not just admiration of
the problem. We have already ceded critical ground to our global cyber adversaries,
and there is simply no time to waste.

I remain deeply concerned that the Federal roles and responsibilities for .gov se-
curity are too confederated, too clunky, and ultimately inadequate. Giving CISA
Federal hunt authorities was an incremental step in the right direction, but CISA
simply does not have the centralized visibility or authority to nimbly respond. I look
forward to hearing ideas from our witnesses about how we can remedy this situa-
tion.

On the heels of SolarWinds, and with the not insignificant potential that Russian
actors may still have access to some of our networks, I call on all my colleagues to
work together, quickly, to find a legislative vehicle to give CISA the resources it
needs to fully respond.

Cybersecurity is a team sport that is ultimately about partnership. We’re all in
this together, so let’s get to work.

Chairman THOMPSON. Other Members of the committee are re-
minded that, under the committee rules, opening statements may
be submitted for the record.

[The statement of Honorable Garbarino follows:]
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STATEMENT OF HONORABLE ANDREW R. GARBARINO

FEBRUARY 10, 2021

I am honored to have been selected by Ranking Member Katko to serve as the
Ranking Member of the Cybersecurity, Infrastructure Protection, and Innovation
(CIPI) Subcommittee. I believe that cyber attacks are the most pressing threat to
our National security today. Nation-state actors are growing more sophisticated and
increasingly infiltrating our networks and stealing National security secrets, per-
sonal data, and intellectual property. I am eager to get to work to defend our Na-
tion’s most critical infrastructure from foreign adversaries like Russia, China, Iran,
and North Korea.

As the lead Federal agency tasked with helping stakeholders understand and
manage risk across all 16 critical infrastructure sectors, the Cybersecurity and In-
frastructure Security Agency (CISA) plays a key role in ensuring every aspect of our
society is resilient to cyber threats. As such, CISA must operate as a strong, central-
ized authority to ensure the cyber resilience of all the lifeline services that Ameri-
cans so heavily rely on—including the Nation’s electric grid, telecommunications
systems, health care institutions, and water facilities. In fact, just today it was re-
ported that a water utility in Florida was the victim of a cyber attack that put the
clean water supply of 15,000 Americans in jeopardy.! We must do better to ensure
underfunded and under-resourced utilities in every critical infrastructure sector
have the security protections in place to provide reliable services to Americans.

As my constituents on Long Island and all Americans across the country continue
to adapt to working and learning remotely as a result of the COVID-19 pandemic,
I believe it is now more important than ever to work with agencies like CISA com-
bat malicious cyber actors from targeting COVID-19 relief programs for our strug-
gling small businesses, as well nation-state actors such as China targeting pharma-
ceutical institutions involved in vaccine development. We must keep Chinese-owned
technology and telecommunications companies, like Huawei, out of our data, infra-
structure, and networks across all critical infrastructure sectors. I will be tough on
all companies influenced by the Chinese Communist Party, as well as any other ne-
farious nation-state actors.

The recent SolarWinds cyber espionage campaign launched by a sophisticated na-
tion-state actor, likely Russia, is one of the worst intrusions of U.S. Government and
private-sector networks in our Nation’s history. We will be dealing with the impacts
of this campaign for years to come. We must move forward by centralizing Federal
network authority under CISA, understanding the current risk landscape, and hold-
ing cyber adversaries accountable. I look forward to continuing to address these
complex issues with Ranking Member Katko and the CIPI subcommittee in the
months ahead.

As we begin the 117th Congress, I strive to improve our Nation’s cybersecurity
posture at every level of government, including preventing ransomware attacks at
the State and local level. Throughout 2020, ransomware attacks increased signifi-
cantly and targeted many health care organizations and schools that were already
overwhelmed by the COVID-19 pandemic. In fact, just a few months ago, both the
Bay Shore and Lindenhurst school districts on Long Island were hit with cyber at-
tacks.2 I am determined to work with hospitals, schools, and small businesses in
New York’s 2d district and across the country to improve their cybersecurity posture
in the wake of increasing threats.

I am ready to get to work with the Nation’s leading cybersecurity experts from
both the public and private sectors and I look forward to engaging with all these
stakeholders in my new role on the subcommittee. I look forward to combating this
threat as one Nation and finding bipartisan and innovative ways to protect our com-
munities moving forward.

Chairman THOMPSON. Members are also reminded that the com-
mittee will operate according to the guidelines laid out by the
Chairman and Ranking Member in our February 3 colloquy regard-
ing remote proceedings.

I welcome our witnesses.

1Hack exposes vulnerability of cash-strapped U.S. water plants: htips:/ /apnews.com /article/
water-utilities-florida-coronavirus-pandemic-utilities-882ad 1f6e9f80c053ef5f88a23b840f4.

2Cyber attack disrupts operations in Bay Shore school district: Attps:/ /www.newsday.com /
long-island /education [ bay-shore-schools-hack-1.50010940.
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Mr. Chris Krebs, who is no stranger to this committee, served as
the director of the Cybersecurity and Infrastructure Security Agen-
cy, commonly referred to as CISA, until November 2020. Since
leaving Government, he has founded the Krebs Stamos Group, and
he is now serving as Newmark senior cyber fellow at the Aspen In-
stitute. SolarWinds is one of Mr. Krebs’ clients; however, he is tes-
tifying today in his personal capacity as a former CISA director.

Ms. Sue Gordon served as the principal deputy director of na-
tional intelligence at the Office of the Director of National Intel-
ligence from August 2017 to August 2019. Ms. Gordon has served
in the intelligence community for over 3 decades in a variety of
leadership roles spanning numerous intelligence organizations and
disciplines.

Mr. Michael Daniel is the president and CEO of Cyber Threat Al-
liance. Prior to joining CTA in February 2017, Michael served from
June 2012 to January 2017 as special assistant to President
Obama and cybersecurity coordinator on the National Security
Council staff.

Mr. Dmitri Alperovitch is executive chairman of Silverado Policy
Accelerator, a nonprofit focusing on advancing solutions to critical
geopolitical and cybersecurity policy challenges. He is cofounder
and former chief technology officer of the cybersecurity firm
CrowdStrike, Incorporated.

Without objection, the witnesses’ full statements will be inserted
in the record.

I now ask Mr. Krebs to summarize his statement for 5 minutes.

STATEMENT OF CHRISTOPHER C. KREBS, FORMER DIRECTOR
OF THE CYBERSECURITY AND INFRASTRUCTURE SECURITY
AGENCY, U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. KrREBS. Chairman Thompson, Ranking Member Katko, Mem-
bers of the committee, good afternoon, and thank you for inviting
me to appear today.

As the director of the Cybersecurity and Infrastructure Security
Agency, or CISA, leading CISA, I had the pleasure to work with
many of you as Members of the primary oversight committee, and
I have testified, as you pointed out, many times in front of this
committee.

To the new Members of the committee, congratulations on being
given the honor to represent your constituents in the 117th Con-
gress.

I look forward to helping as I might, and thank you for holding
this timely hearing.

The cyber threat landscape is more complicated than ever, with
foreign governments and criminal gangs alike using capabilities
that enable everything from run-of-the-mill cyber crime, informa-
tion operations, intellectual property theft, destructive attacks, and
operations with kinetic effects.

The bulk of the malicious cyber activity targeting the United
States emanates from 4 countries: Russia, China, Iran, and North
Korea. Even in those countries, the difference between State action
and criminal activity is increasingly blurred as contracted or proxy
cyber actors support or act on behalf of State-directed operations.
As long as the tools are available, vulnerabilities exist, money and
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secrets are to be had, and a lack of meaningful consequences per-
sist, there will be malicious cyber actors.

Complicating matters further, oftentimes we make it far too easy
for the bad guys. When an organization is struggling to make pay-
roll and keep systems on a generation of technology created in the
last decade, even the basics of cybersecurity can be out of reach.

Even then, the purpose of IT is to make things easier to manage.
So it is almost counterintuitive that managing a system over the
internet might be a bad thing.

So we have a dilemma on our hands. But all is not lost. In my
written testimony, I provide a series of recommendations that can
put us on a collective path toward a more secure and resilient econ-
omy. Are we going to stop every attack? No. But we can take care
of the most common risks and make the bad guys work that much
harder and limit their success.

To get there, we must make 3 strategic shifts.

First, we need stronger cybersecurity leadership in industry and
more centralized oversight in Government. This includes building
on the authorities provided to CISA in the National Defense Au-
thorization Act, including the administrative subpoena authority
and continuous hunt over Federal civilian agencies.

Second, we must allocate more and smarter investments into pri-
vate-sector capabilities and increase support to all levels of Govern-
ment. This includes accelerating investment into Federal IT mod-
ernization, boosting CISA’s ability to execute, and providing grant
programs for State and local governments like the post-9/11
antiterrorism programs.

Third, industry and Government must come together collectively
to democratize cybersecurity, better understand where our real risk
lies, increase capacity, and work in a meaningful way beyond infor-
mation sharing. This includes coming together to counter the
scourge of ransomware.

The parts are in place for our Nation to dramatically improve our
cybersecurity defenses. As a society, we need to accept that every
organization in the country, whether in the private sector or in
Government, can be targeted by a cyber actor. The Government
cannot stop all attacks, but there is much that the industry can do
on their end. Companies have a responsibility to their customers,
their stakeholders, and, depending on where they sit in the econ-
omy, a responsibility to the country.

Meaningful progress will take time, and we may never see a fin-
ish line, but change for the better is possible. To get there, we need
to employ the courage and resolve that has driven American inno-
vation throughout our National history.

Before I conclude, I would once again like to thank the com-
mittee for your steadfast support of CISA in its cybersecurity mis-
sion. You deserve great credit for the agency’s progress in the last
few years. I firmly believe that we are on the right track and can
accomplish much more together.

Thank you again for the opportunity to testify today, and I look
forward to your questions.

[The prepared statement of Mr. Krebs follows:]
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PREPARED STATEMENT OF CHRISTOPHER C. KREBS

FEBRUARY 10, 2021
INTRODUCTION

Chairman Thompson, Ranking Member Katko, Members of the committee, my
name is Chris Krebs, and it is my pleasure to appear before you today to discuss
“Homeland Cybersecurity: Assessing Cyber Threats and Building Resilience.” As
you know, I previously served as the first director of the Cybersecurity and Infra-
structure Security Agency (CISA), leading CISA and its predecessor organization,
the National Protection and Programs Directorate, from August 2017 until Novem-
ber 2020. Over the last several years, I have had the pleasure of working with many
of you as Members of the primary oversight committee for CISA and have testified
in front of this committee many times. To the new Members of the committee, con-
gratulations on being given the honor to represent your constituents in the 117th
Congress. I look forward to working with you.

It 1s an honor to appear before this committee to testify about the current cyberse-
curity threat landscape and how it intersects with American businesses and Govern-
ment agencies. Given my recent experience as CISA director, and now as founding
partner of the Krebs Stamos Group, a cybersecurity risk management consultancy,
as well as the Newmark senior cyber fellow at the Aspen Institute, I am continuing
my efforts to improve the Nation’s cybersecurity and resilience. My time at CISA
most acutely helped shape my view of the effectiveness of our current approach and
its shortcomings, particularly with a focus on critical infrastructure. Operating from
an assumption that our adversaries are technically capable, both opportunistic and
highly targeted, yet bound by the laws of physics and the realities of the Gregorian
calendar, I firmly believe that we can make progress in defending our cybersecurity.

In order to make progress, I believe there are several truisms that are useful to
framing an organization’s approach to cybersecurity and resilience: First, the Fed-
eral Government is not going to save you, but they are an essential partner. Second,
cybersecurity competency requires leadership buy-in. Third, good guys and bad guys
alike make mistakes, how fast you find both makes a difference. Fourth, your mis-
takes are likely going to get out anyway, the faster you protect your customers, the
better off everyone will be. And fifth, everyone has bad days, preparation will deter-
mine how bad that day is. These truisms represent a simple acknowledgement that
100 percent security is not the desired or realistic end-state, instead a resilient orga-
nization that is empowered, informed, humble, and agile cannot just survive in to-
day’s environment, but actually thrive.

In my testimony today, I will provide a series of recommendations to improve our
approach to making the internet a safer and more secure place for all Americans.
These recommendations are rooted in the need to continually improve our under-
standing of our Nation’s physical and digital infrastructure, introduce friction into
the adversaries’ activities, and increase investments and centralized services for
Government and industry alike. My recommendations align with the more defensive
actions associated with “Deterrence by Denial.”

(1) Continue to invest in CISA’s National Critical Functions (NCF's) Initiative,
improve our understanding of the risk facing our Nation’s infrastructure, and
expand roll out to highest-risk functions.

(2) Prioritize identification of systemically important enterprise software and
services, update Federal contracting for greater transparency and sharing, and
launch operational defensive partnerships called for in the 2021 National De-
fense Authorization Act.

(3) Launch a National countering ransomware initiative to improve defenses,
disrupt the ransomware business model, and use broader set of authorities
against actors.

(4) Proceed with Department of Commerce rulemaking on Executive Order
13984, “Taking Additional Steps to Address the National Emergency With Re-
spect to Significant Malicious Cyber-Enabled Activities” to counter adversary
abuse of Virtual Private Servers.

(5) Improve Federal cybersecurity posture through enhanced governance, in-
creased funding, and centralized services offered by CISA.

UNDERSTANDING CYBER RISK

When thinking about the cybersecurity risks we face today, I find the traditional
risk formula most useful to organize the various players on the field: r=t*v¥c.

Where r = risk, t = threat, v = vulnerability, and ¢ = consequence. Likelihood of
an attack is assumed within the t variable.
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Those 3 variables combined yield the risk we are constantly trying to manage.
The 3 variables, however, are not static nor are they singular, and therefore a risk
manager’s job is never done. The cyber implications of COVID-19 are a useful case
study. In the spring of 2020, our Nation’s critical infrastructure risk shifted dra-
matically. The coronavirus spread across the country sickening many Americans
and overwhelming hospitals, particularly in New York City. The consequences of a
threat—non-state actor ransomware—hitting a hospital would lead to loss of life due
to reduced capacity in patient care. To manage the risk in the calculation, through
CISA’s “Project Taken” we engaged to both minimize vulnerabilities in patient care
facilities, but also by messaging threat actors to avoid attacking those facilities.
There were also state actor threats from China and Russia conducting espionage on
vaccine manufacturing research labs. Those intrusions, exploiting vulnerabilities in
the networks and systems of the labs, if conducted recklessly, could result in disrup-
tive consequences to vaccine development, where days and weeks delay in vaccine
roll out meant real lives lost. In part, through Operation Warp Speed, CISA worked
with vaccine developers to minimize vulnerabilities by sharing threat intelligence,
investigate suspicious activity, and scanning for unpatched systems. We also worked
to better understand supply chains and manage consequences by identifying and di-
versifying or hardening single points of failure in the chain from research and devel-
opment to shots in the arm.

Both real-life scenarios offer just a glimpse into the challenges facing information
security teams and risk managers in general across the country. They also highlight
the focus cannot solely be on understanding and stopping the threat actors—we
must also invest in our ability to understand why we might be targeted by threat
actors, how they might come at us, and if they do, how do we survive or minimize
any attack.

THE T(HREAT) VARIABLE

The cyber threat landscape is more complicated than ever, with state and non-
state actors investing in and building capabilities that enable everything from run-
of-the-mill cyber crime, information operations, destructive attacks, and operations
with kinetic affects. Over the last few years, the “state actor cyber club” has evolved
from the traditional big 4 of cyber adversaries—China, Russia, Iran, and North
Korea—to a more stratified set of actors. The sorting is based on capability, with
China and Russia at the top of the pyramid, and Iran and North Korea, while still
capab{f, a rung below. Non-state actors including cyber criminals are also gaining
ground.

Further complicating the ability to paint a clear picture of the cyber threat actor
landscape is the increasingly blurring line between state and non-state actors. For
example, contracted or proxy cyber actors support or act on behalf of state-directed
operations. Conversely, state actors sometimes moonlight as cyber criminals after-
hours to earn additional income. And in other cases, non-state cyber actors operate
with the tacit approval of the home state, if the actors do not target their own do-
mestic organizations, in other words “anyone but us.” New actors enter and leave
the playing field daily. Agencies reorganize, break up, and consolidate. Criminal
gangs are busted, go dark, or give up the life of crime. If the tools are available,
money and secrets are to be had, vulnerabilities exist, and a lack of meaningful con-
sequences persist, there will be malicious cyber actors.

Unfortunately, across the full set of actors, there is no authoritative perfect pic-
ture or master list of the agencies and their tradecraft, tools, personnel, or targeting
lists. Instead, we have a modern-day parable of the “Blind Men and the Elephant,”
where different defenders have a unique perspective based on their viewpoint from
where they sit across American infrastructure or from their incident response inves-
tigations. This leads to a confusing mashup of threat actor names, be they pandas,
APTSs, or Periodic Table elements. And that is just from the cybersecurity vendor
community. Inside Government and across allied partners there are myriad
codenames and jargon for the cyber actors knocking on our networks every day.

Case Study: Same Nation, Different Tactics

Cyber actors use various techniques, from opportunistic and commonly available,
to highly sophisticated and only available to those with resources and time. We saw
both play out last year. The Russian FSB, the main successor to the Soviet-era
KGB, carried out a broad campaign scanning for unpatched network access points
known as VPNs in a variety of sectors, from Federal, State, and local government,
to the aviation sector and the defense industrial base. There was nothing particu-
larly sophisticated about this activity, they simply looked for the out-of-date VPNs
and exploited them with common techniques. At the same time, the Russian SVR,
the main foreign intelligence service, launched a stealthy campaign in late 2019
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that used a variety of techniques exploiting trust—the that keeps networks going
the world round. They moved downstream from Texas-based information technology
(IT) company SolarWinds into customer networks, while also exploiting authentica-
tion techniques to gain access to email systems. As we were chasing the noisy FSB
(and other actors, like the Iranians and ransomware crews) around the country, the
ghostlike SVR was lost in the noise, patiently moving through a select list of tar-
gets. And that is just 2 actor sets from 2 agencies within 1 foreign adversary. Each
agency has multiple groups, each nation has multiple agencies. Each group, agency,
and nation have different strategic objectives and tactics to achieve them.

THE CHALLENGE OF SECURING DOMESTIC INFRASTRUCTURE

Our critical infrastructure is what drives our economy, supports National security,
and contributes to public health and safety. Most critical infrastructure in the
United States, however, is owned and operated by the private sector with only a
patchwork of security oversight in place. It is hard to overstate the massive scope
of the critical infrastructure security and resilience challenge. The levers Govern-
menlt1 has at its disposal to change behaviors, on the other hand, is underwhelmingly
small.

This leads to 3 conditions limiting the ability of Government and industry to col-
lectively improve critical infrastructure cybersecurity: (1) Lack of a deep under-
standing of what is truly systemically important across the economy, (2) a need for
more meaningful methods for operational engagement with industry to address risk;
and (3) insufficient funding and investment in security improvements.

Understanding Risk

The first challenge to overcome in enhancing the cybersecurity of our Nation’s in-
frastructure is our understanding systemic importance must improve. Even within
classic infrastructure sectors and systems that are generally easy to define—bank-
ing and finance, energy, and transportation—only now are we really identifying the
highest-risk functions within those sectors. Fortunately, the effort to understand
systemic importance of industry functions is a growing area of focus for the Federal
Government, in part driven by CISA’s National Risk Management Center through
the National Critical Functions (NCF) initiative.! By gaining a deeper under-
standing of the critical functions and systems that drive our Nation’s economy the
Government can bring together key players to operationalize risk management part-
nerships and make measurable progress toward a more resilient economy.

One of the most critical aspects of the NCF work will be to support efforts to un-
derstand the prevalence of more intangible sectors like information technology and
communications. The IT sector is a horizontal or enabling sector rather than a
vertical sector. The products and services offered by the IT sector, like computer op-
erating systems, network management software, and cloud computing, are core to
nearly every aspect of the economy—even our Nation’s agriculture sector increas-
ingly relies on automated technology to improve efficiency and increase capacity.

To more broadly understand systemic importance of enterprise software and plat-
forms, Government and industry must work together to map the key components
and players of our Nation’s IT and communications infrastructure. Of particular
focus should be those companies that have a dominant position in their market seg-
ment, and any disruption or compromise would have cascading and outsized impacts
on the ecosystem. As a byproduct of enjoying economic success, those companies
should recognize they have broader corporate citizenship responsibilities and must
dedicate resources, personnel, and expertise to protect the very economy they so
richly benefit from. At a minimum, companies should reexamine and ensure their
approach to securing their products, processes, and customers.

NCFs In Practice: Defending the 2020 Election

The concept of organizing around a key NCF was central to the success of the pro-
tection of the 2020 election. Led by CISA, the election security community across
Government and industry came together to understand the greatest risks to the ad-
ministration of the election, developed strategies and plans to improve security of
the key subfunctions and successfully defended the election. We must repeat that
intensity of effort across the rest of the NCF set. The NCF initiative, as shown in
the defense of the 2020 elections, has already laid the groundwork for the Con-
tinuity of the Economy recommendation in the 2020 Cyberspace Solarium Commis-
sion 1§,CSC) report, subsequently included in the 2021 National Defense Authoriza-
tion Act.

1National Critical Functions/CISA.
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Improving Engagement between Government and Industry

In addition to improving our understanding of infrastructure, we must improve
the methods by which we collectively engage on risk management efforts. CISA can
lead this important endeavor. The agency supported the President’s National Secu-
rity Telecommunications Advisory Committee (NSTAC) in developing the 2014 Re-
port to the President on Information and Communications Technology (ICT) Mobili-
zation.2 The core concept of the report was to develop a working partnership be-
tween industry and Government that could be immediately activated in the event
of a large-scale cyber attack approaching a National emergency, yet many of the les-
sons of the report equally apply to steady-state resilience building activities. Two
recommendations emerged from the report that are even more important than they
were just a half decade ago.

(1) Conducting a Unified Risk Assessment.—The first is tighter integration be-
tween the collectors and analyzers from industry and Government of foreign
cyber actor intelligence, in part through a Unified Risk Assessment Process for
Mobilization. This fusion of private and public intelligence expertise can over-
come the current imperfect nature of understanding, decision making, and re-
sponse. A unified risk assessment process in both steady-state and response sce-
narios would bring together informed and experienced hands to determine
means, intent, and ability to understand a potential or on-going threat actor
campaign. Most importantly, the private sector and civilian agency experts can
bring context and relevance to intelligence analysts that may not have a suffi-
cient understanding of the domestic infrastructure landscape, which can lead to
overlooking the relevance of collected intelligence. This risk assessment process
and the contributing analysts should be a core function of the Integrated Cyber
Center recommended by the Cyberspace Solarium Commission (Recommenda-
tion 5.3) and included in the 2021 NDAA, Section 1731 (Establishment of an
Integrated Cybersecurity Center). The concept also echoes the recommendation
of the President’s National Infrastructure Advisory Council (NIAC) for the es-
tablishment of a Critical Infrastructure Command Center (CICC).3

(2) Establishing a ICT Enablers Working Group.—The 2014 NSTAC report also
“developed a working model of the functional capabilities (in 6 categories) asso-
ciated with the broader global ecosystem.”* The companies that execute these
capabilities are known as “ICT Enablers.” While the core functions of the ICT
Enablers no doubt require a fresh look and update, the purpose is the same—
we must understand the core functions and the companies that substantially
make up those functions. This is the essence of systemic importance in the IT
Sector, those companies that dominate or hold a lynchpin position in the eco-
system have an outsized responsibility to contribute to the National defense. We
must know who these companies are and then establish meaningful partner-
ships between industry and Government. Not just to trade business cards, but
to share information on emerging threats or observed attacks.

Through the knowledge transfer associated with trusted partnerships, combined
with the commitment and support of corporate leadership, the baseline of security
across the ICT enablers should improve. Prior models have fallen short principally
due to a lack of specificity in tasks and the inability of Government to host industry
representatives outside of a handful of Information Sharing and Center (ISAC) rep-
resentatives. By adopting a risk management agenda with discrete tasks and
skillsets required, and industry organizing itself with deliberate representation of
the companies that truly matter, much like the United Kingdom’s National Cyber
Security Centre Industry 100 model, CISA can more effectively identify and work
with industry partners. The entity resulting from the Integrated Cyber Center or
CICC mentioned above, building on existing CISA coordination mechanisms, can
bring Government and industry together to improve partnership models to
operationalize intelligence and risk management efforts.

Increasing Funding for States and Incentivizing Industry Investment

Even by identifying our infrastructure of concern and creating the mechanisms for
engagement, it requires resources to secure systems, hire and train personnel, and
engage in collective efforts. For State and local government partners, even if aware-

2NSTAC—Information and Communications Technology Mobilization Report 11-19-2014.pdf
(cisa.gov), https:/ /www.cisa.gov/sites | default/files | publications | NSTAC%20-%20Information-
%20and%20Communications%20Technology%20Mobilization%20Report%2011-19-2014.pdf.

3 hitps: | www.cisa.gov [ sites | default / files | cisa | NIAC%20Actionable%20Cyber%20Intelli-
gence  DRAFT-PREDECISONAL  508¢%20(002).pdf.

4NSTAC Report to the President on Information and Communications Technology Mobiliza-
tion, pg 14.
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ness is not an issue, lack of funding is an ever-present inhibitor to improving secu-

rity.
1. State and Local Cyber Grants.—Congress should identify grant programs,
much like the Homeland Security Grant Program, to distribute funding to State
and municipal infrastructure programs to help improve their security programs.
Grant programs should incentivize regional collaboration and coordination, cre-
ating a mutually supporting culture and community of security.
2. Expanding Training to Government Infrastructure.—CISA should also be au-
thorized and funded to provide entry and mid-level information security and
operational security education and training programs. These programs should
prioritize remote learning opportunities in order to engage more students, but
where more advanced or hands-on learning is more effective, CISA should be
funded for mobile training capabilities to bring training to the students where
they are.
3. Industry Incentives.—Industry should similarly be encouraged to invest in se-
curity programs, ideally through sector self-organization and implementation.
In the mean time, the Executive branch should conduct a meaningful review of
existing regulatory programs for cybersecurity requirements or extant authori-
ties that could be used to require additional security. We are also seeing a
emerging class of corporate leaders that understand the importance of cyberse-
curity and the need to invest. Conversely, there will always be a set of execu-
tives that look to shave costs and minimize outlay until forced to spend, if even
then. With the appropriate engagement and education, the former class—par-
ticularly when identified as systemically important and provided the oppor-
tunity to best improve the security of their operations—should outpace the lat-
ter. After a period of time, all executives may prefer a more prescriptive ap-
proach with certainty.
4. Government Contracting Requirements.—The Government should start with
where it does business with industry, Government should require standardized
security practices as a matter of contracting. The U.S. Government can imme-
diately improve visibility and understanding across Federal networks (though
there will be cascading benefits to industry) by amending the contracting proc-
ess to require transparency about the software itself, the level of access the soft-
ware requires to operate, and the security measures in place to ensure the soft-
ware cannot be manipulated through development, build, installation, oper-
ation, or maintenance. In addition, CISA should be included in the contract as
an authorized recipient of vulnerability and incident notifications. As of now,
privity of contract and the bounds of Non-Disclosure Agreements (NDAs) limit
the sharing of information on risks or incidents beyond the vendor and the cus-
tomer. This puts the vendor in the position of not being able to share informa-
tion with CISA for broader understanding of an emerging or on-going incident.

THE GROWING RANSOMWARE NATIONAL EMERGENCY

Today’s cyber threat landscape is not monopolized by state actors, in fact, the
threat that most immediately and measurably affects the average American is cyber
crime. Ransomware, specifically, has been on a steady rise over the last several
years, with ransomware gangs typically operating out of countries that turn a blind
eye toward their crimes, as long as the victims are foreign, and the money comes
back home. According to the 2020 Verizon Data Breach Report, ransomware ac-
counts for 27 percent of malware incidents, with the highest rate of occurrence in
the education, health care, and Government administration sectors.> Ransomware
crews have been propelled and professionalized by commodity malware and speciali-
zation across various hacking techniques, but also thanks to the availability of
cryptocurrencies that allow for anonymous financial transactions.

The United States along with our allies need to take a new, more strategic and
coordinated approach to overcoming the emerging National security emergency
posed by ransomware. The counter ransomware “triplet” includes improving cyber
defenses, disrupting the criminals’ business model, and increased coordinated action
against ransomware gangs and their enablers. This strategy will require Govern-
ment and the private sector to contribute and commit to partnering together to
break the ransomware cycle.

Improving Defenses

First, we must improve defenses of our businesses and agencies across all levels
of Government. Ubiquitous use of multifactor authentication (MFA) for access to

52021 Verizon Data Breach Report, Figure 5., pg 7. Available for download here.
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networks can limit credential abuse, updated and patched systems can prevent ac-
tors from exploiting known vulnerabilities, and a well-practiced incident response
plan accompanied by backed up and off-line systems can enable rapid reaction and
restoration. In many cases, even these straightforward steps are beyond the reach
of many companies or State or local agencies. We need to rethink both our approach
to technology deployment, including MFA by default, and the Federal Government
should consider increasing technology upgrade grants to States and localities to re-
tire legacy systems and join the digital transformation. The return on investment
will extend beyond increased security and improve the efficiency of citizen services,
support the U.S. technology sector, and open up more skilled technology jobs for a
sluggish American workforce.

Disrupting the Ransomware Business Model

Second, we must break the business model of ransomware. Simply put,
ransomware is a business, and business is good. The criminals do the crimes and
their victims pay the ransom. Often it is easier to pay and get the decryption key
than rebuild the network. There are 3 problems with this logic: (1) You are doing
business with a criminal and expecting them to live up to their side of the bargain.
It is not unusual for the decryption key to not work. (2) There is no honor amongst
thieves and no guarantee that the actor will not remain embedded in the victim’s
network for a return visit later, after all the victim has already painted themselves
an easy mark. (3) By paying the ransom, the victim is validating the business model
and essentially making a capital contribution to the criminal, allowing them to hire
more developers, more customer service, and upgrade delivery infrastructure. And,
most worrisome, go on to the next victim. A useful law school exam question may
be whether in a string of ransomed companies, if a victim of a subsequent
ransomware attack might pursue legal action against a prior victim of the same
crew that had paid off the criminal. There is likely no viable course of action here
but continuing to allow for ransom payments is a net public policy negative.

We must address the ransomware business model head-on and disrupt the ability
of victims to pay ransom. First, cryptocurrencies should be either more heavily-regu-
lated or provide for more transparency via Know Your Customer regimes for
cryptocurrency exchanges. Second, we need a National policy conversation on
whether payments should be lawful. The Office of Foreign Asset Control (OFAC) has
already started this dialog, declaring ransom payments to identified entities may be
a violation of economic sanctions laws. Because the identity of the ransomware actor
is not always obvious, the OFAC advisory may have an overall chilling effect on ran-
som payments.

More Aggressive Action Against Ransomware Actors

Third, we need more coordinated action against ransomware actors using the
range of authorities available to Federal agencies, as well as capabilities and rights
resident in the private sector. To be perfectly clear, I am not suggesting
extrajudicial kinetic actions against ransomware gangs. However, other authorities
available to law enforcement and military should be on the table, with great care
taken not to blur the lines between the two. Traditional approaches have clearly not
been sufficient to prevent the outbreak of ransomware. More aggressive disruption
of malware command and control infrastructure, like the recent action against
Emotet, is a good start.6. Where there are clear ties between ransomware actors and
state actors or a potential imminent threat to an event or infrastructure of signifi-
cance like a National election, action should be on the table. The private sector also
has options available, as demonstrated by Microsoft’s aggressive policing the abuse
of its trademark and source code, including last fall’s operation against Trickbot.?
When coordinated and jointly conducted, private and public sector can make the
internet an inhospitable place for cyber criminals. The recent establishment of the
National Ransomware Task Force, hosted by the Institute of Security and Tech-
nology,® is a promising private-sector collaboration to change the rules of the game,
assuming strong engagement and coordinated action with the Federal Government.

6Emotet Botnet Disrupted in International Cyber Operation/OPA/Department of Justice.
https:| |www.justice.gov | opa | pr/emotet-botnet-disrupted-international-cyber-operation.

7New action to combat ransomware ahead of U.S. elections—Microsoft On the Issues. https://
blogs.microsoft.com [on-the-issues/ 2020/ 10/ 12 [ trickbot-ransomware-cyberthreat-us-elections/ .

8Institute for Security and Technology (IST) Ransomware Task Force (RTF). htips://
securityandtechnology.org | ransomwaretaskforce / .



16

ADVERSARY ABUSE OF INFRASTRUCTURE AS A SERVICE

Much of the state and non-state actor cyber activity targeting U.S. businesses and
agencies uses our very own technology against us. State and non-state actors alike
are using cloud infrastructure services and the protections afforded by law and the
Constitution to steal intellectual property and potentially position themselves for fu-
ture attacks. According to Ambassador Robert O’Brien, President Trump’s last Na-
tional Security Advisor, “(m)align actor abuse of United States (Infrastructure as a
Service) products has played a role in every cyber incident during the last 4 years.”
To stem the abuse of IaaS products, the last administration signed out Executive
Order 13984, “Taking Additional Steps to Address the National Emergency With Re-
spect to Significant Malicious Cyber-Enabled Activities.”1?® The EO directs the De-
partment of Commerce to release for notice and comment regulations within 180
days that describe a regime that would require cloud service providers to implement
“Know Your Customer” and Suspicious Activity Reporting measures.

While the new administration is obviously within its rights to review and revise
or withdraw any pending rulemaking, this regulation, with adequate input from in-
dustry and cloud users, can limit abuse of cloud services through increased trans-
parency. Even in the absence of the regulation, it would be wise for industry to con-
sider adopting a voluntary set of transparent practices that would achieve the same
outcome, absent Federal Government intervention.

IMPROVING FEDERAL CIVILIAN AGENCY CYBERSECURITY

As demonstrated by recent Russian intelligence activities, Federal agencies re-
main at the top of the targeting list for foreign cyber actors. Our Nation’s 101 De-
partments and Agencies civilian agencies hold a wealth of unclassified information
across a vast assortment of unevenly secured, monitored, and even mapped net-
works and systems. Despite an increased availability and deployment of cybersecu-
rity tools via the National Cyber Protection System and the Continuous Diagnostics
and Mitigation (CDM) program over the last 6 years, more must be done. Other
shifts and gaps in the Federal Government IT space have hampered the ability of
agencies to keep pace with the threat landscape. At the macrolevel, there are 3 gen-
eral themes that hamper our ability to properly secure the .gov, even after several
years and billions of dollars invested in security. First, there is still insufficient
funding for modernization and new security tools. Second, there is a need for strong-
er governance across agencies. And third, visibility into network traffic is eroding
due to increased use of encryption (a good thing!) and a shift to cloud-based services
(also a good thing, if done properly).

Accelerated Investment in CISA Security Programs

Investing in Federal IT is not a one-shot deal, maintaining a modern and secure
environment is simply the cost of doing business in today’s world. This is particu-
larly true as more and more services go digital and most of the Federal workforce
remains remote due to COVID (and may remain remote for the foreseeable future).
In the face of the these shifts and the attackers’ relentless efforts to find seams in
our defenses, Congress must not blink, even in the wake of the SolarWinds supply
chain compromise.

The CDM program remains the critical core of Federal cybersecurity, though it
is not currently deployed broadly or deeply enough in part due to agency ability to
deploy at scale quickly, underestimation of required services, and funding con-
straints. CDM focuses on who and what makes up the network, including assets,
identity, and data. Recently, NDAA Section 1705 authorized CISA to conduct
proactive threat hunting across civilian networks, a key development in improving
visibility across the 101 agencies. For this advancement to be successful, CISA will
need to deploy detection capabilities, hire analysts to conduct the activities, gain ac-
cess to the appropriate data, and the buy-in and cooperation from the agencies CISA
is hunting across. With accelerated capability coverage and additional Federal agen-
cy support through expanded financial resources, CDM will more effectively and effi-
ciently serve Federal agencies to search for and where necessary remediate Russian
actor intrusions. CDM can also serve as a force for change and modernization across
the Federal Government. Last spring, as COVID sprung up and threat actors tar-
geted Health and Human Services networks, the program rapidly responded to help

9 Press Release—Statement from National Security Advisor Robert C. O’Brien/The American
Presidency Project (ucsb.edu). https:/ /www.presidency.ucsb.edu /documents /press-release-state-
ment-from-national-security-advisor-robert-c-obrien-9.

102021-01714.pdf (govinfo.gov). hitps:/ /www.govinfo.gov / content | pkg /| FR-2021-01-25/ pdf/
2021-01714.pdf.
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HHS upgrade security and systems to protect pandemic response and research. [sic]
can be a catalyst for continued IT and cyber modernization across the Federal enter-
prise.

Stronger Governance Across Federal Civilian Agency Networks

At the governance level, roles and responsibilities across the Federal Government
are unclear, potentially further complicated by the newly-authorized National Cyber
Director (NCD) created by Section 1752 of the NDAA. Regardless of the organiza-
tional structure, the Executive branch must establish a comprehensive strategy and
vision for Federal network modernization and security, drawing in the Budget side
of the Office of Management and Budget (OMB) to coordinate and consolidate budg-
etary oversight, the Federal CISO as the policy framer, CISA as the tool provider
and enforcer of security policy. The respective roles and responsibilities of the Fed-
eral CISO and CISA should also be examined. In effect, CISA is serving as the oper-
ational CISO for the Federal Government, particularly with the recent NDAA au-
thorities—this position should be strengthened. Federal agencies are of course a
part of this effort, but as time and our adversaries have proven, there are currently
not enough technical resources and personnel available at the individual agency
level to meaningfully protect the .gov in 101 different instantiations. Therefore, the
Federal Government must set very clear cybersecurity expectations and standards
for agencies and Congress should fund those expectations. There should be two
paths for agencies to choose: (1) You either meet the enhanced standards set out
or (2) CISA can do it for you. The first option, while achievable and likely appealing
to agencies mature and confident in their ability to manage their enterprise risk,
will also require funding unavailable to most agencies. Even then, it is economically
in}e{xfﬁcient for even the most mature agencies if a comparable offering exists else-
where.

Increasing Visibility Through Centralized Services

The second option plays into the third area for improvement, increased visibility
through centrally-managed services. The NDAA threat-hunting authorities provided
to CISA will provide increased visibility at the host level, however, there are addi-
tional visibility gaps that need to be addressed. For example, as agencies have shift-
ed to cloud-based services—particularly during the pandemic—CISA lost visibility
into network traffic. That decrease in visibility is in part due to increased encrypted
traffic, but also because the entire point of modern cloud-based “Workplace as a
Service” is for the user to interact directly with the cloud rather back to the agency’s
network via a trusted connection. To do this securely, however, requires consistency
and discipline in implementing the appropriate security controls, as well as col-
lecting and maintaining the forensic records to empower detection, analysis, and re-
sponse. To ensure consistency and appropriate logging, CISA should work with
OMB and GSA to create a customer-centric, security-first hardened cloud-based
email environment. This approach would be economically sensible at the macro and
micro levels and would be centrally defensible to adversary attacks.

Even this may be too permissive of an arrangement and only a half-step toward
the most logically defensible arrangement for civilian agencies—a centrally-managed
and secured “Govnet.” Common services that touch the public internet, including
email, should be consolidated as much as possible, ideally by CISA’s Quality Service
Management Office (QSMO).11 Such a configuration would clearly be an attractive
target to attackers, and yet by consolidating security teams, visibility, and ability
to act, a more resilient infrastructure is possible.

CONCLUSION

The piece parts are in place for our Nation to dramatically improve our cybersecu-
rity defenses. We need to as a society accept that that, yes, each and every organiza-
tion in the country whether private sector or Government, can be targeted by a
cyber actor. And no, the Government is not going to save you. And yes, there is
something that you can do about it, in fact you have a responsibility to your cus-
tomers, stakeholders, and depending on where you sit in the economy, a responsi-
bility to the country.

The key ingredients needed are leadership awareness and commitment in the pri-
vate sector and a bolder vision from Government. That alone will not immediately
solve the problem, but with those two pieces folded together, investment will follow,
defenses will improve, and organizational and economic resilience will increase. It
will take time and we will never reach or even see a finish line. Cybersecurity is
an ever-evolving discipline, and the threat actors are motivated by a variety of in-

11 Cyber QSMO Marketplace/CISA.
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centives that we may never fully comprehend. But change for the better is possible,
we just need to stop waiting for it to happen to us and instead, to quote Mahatma
Ghandi, “be the change we wish to see in the world.”

Thank you not only for this opportunity to testify before the committee today on
this critical issue, but also for your partnership over the last several years. I have
no doubt that my successor will enjoy a productive working relationship with the
committee and that together we can continue to improve the Nation’s cybersecurity
and resilience.

I look forward to answering any questions you might have.

Chairman THOMPSON. Thank you very much.
I now ask Ms. Gordon to summarize her statement for 5 minutes.

STATEMENT OF SUSAN M. GORDON, FORMER PRINCIPAL DEP-
UTY DIRECTOR OF NATIONAL INTELLIGENCE, OFFICE OF
THE DIRECTOR OF NATIONAL INTELLIGENCE

Ms. GORDON. Good afternoon, Chairman Thompson, Ranking
Member Katko, and distinguished Members of the committee. I am
absolutely delighted to be here to testify on this issue of utmost
National security interest. It is great to see you all again, even as
a private citizen and not as your principal deputy director of na-
tional intelligence.

There is little more important work we do as a Nation and as
a free and open society than that which you are tackling here today
and in the days to come.

I am here today to discuss 3 aspects of the issue: The nature of
the cyber threats we face and that are emerging, the domains in
which those threats manifest, and the imperatives that must drive
solutions. My colleagues will discuss the specifics of recent attacks
and proffer specific next steps. I hope to put each of those in con-
text.

First, in terms of threat, offensive cyber capability is a global
commodity, the means by which every interest of our adversaries
and competitors is increasingly achieved. In a digitally-connected
world, one need not travel great physical distance or expend great
resource to achieve malign outcome.

Fifteen years ago, offensive cyber was the tool only of the great
powers, wielded in a largely unconstrained environment with very
specific, narrow intention against Governmental targets. Today,
while it is especially destructive in the hands of some, like Russia
and China, it is a tool of anyone who wants to do harm. While
some are more capable than others of achieving strategic impact,
all are capable.

In the hands of malign actors, cyber action can have physical, po-
litical, military, economic, and societal impact, as we have just wit-
nessed this past year with ransomware attacks, intellectual prop-
erty theft, theft of PII, disinformation campaigns, intelligence col-
lection, and disruption of service.

We need to stop acting like these attacks are special or rare or
somehow beyond our ken or ability to respond because they are
happening digitally. This digital activity has physical consequence,
and the outcomes that cyber actors are producing threaten our Na-
tional security, sometimes in isolation, sometimes in aggregate.

In terms of domain, it used to be that governments held all the
vital information, the secrets worth stealing, and wielded all the
power and made all the decisions worth influencing. No longer. The
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engine of our great society also lies in our companies and our com-
munities, and the decisions made in boardrooms and voting booths
have global impact. As private companies and private citizens have
become a threat surface, they, too, must receive National attention.

Threat actors today target whatever and whomever serves their
purpose: Government and non-Government, critical infrastructure
and private citizens, academic institutions and research centers,
huge multinational corporations, and small businesses.

While in some cases the victim is the target, sometimes they are
just the transportation and access to the intended quarry. Said dif-
ferently, if you aren’t the target, you may still be targeted. No
one—no one—gets off free.

But most of all what we are seeing today are attacks on the most
important aspect of free and open societies: Trust, in all its
instantiations. We cannot allow that to continue undeterred and
unthwarted.

Enough problem-identifying; I am with you. Your purpose, our
collective purpose, and one that I know my fellow witnesses and I
will commit ourselves to with you is to find a solution. Let me offer
a few imperatives or first principles to guide your next steps.

First, solutions cannot be exclusively Federal or exclusively Gov-
ernmental or exclusively United States. The Cyber Solarium report
is a remarkable, important document, and it produced outstanding
recommendations, and yet they focused more on Government re-
sponse than shared responsibility with the private sector or other
partners. There is opening here for new.

Second, solutions cannot be exclusively technical. For all our ad-
vances in network security, security is most effective when it ad-
dresses the entire operating ecosystem. There is no technology
magic bullet. The best solutions address personal, physical, and
operational security in combination.

Solutions cannot be only for the resource-rich. Since we are all
connected, the least of us can affect the whole of us. Solutions can-
not focus solely on single entities. Every organization is part of the
larger end-to-end system. Did SolarWinds understand the responsi-
bility they carried when they sold their products to the Treasury
Department?

On a personal note, intelligence must also be more widely, more
openly shared, especially about intent. I know that that is anath-
ema to my former colleagues because knowing an adversary’s in-
tent is our most closely guarded advantage. But if we don’t share
it more broadly, how will a non-Governmental entity ever get
ahead of their attackers?

Finally, we need to bring the problem into the light, ruthlessly,
because evil can’t survive there. There is still too little sharing, for
many reasons, none of which are sufficient in light of the exposure
we face by not taking advantage of our shared knowledge. Security
and trust disproportionately favor the good guys, and we need to
press our advantage.

To close out, I offer that we must approach today’s rapidly-chang-
ing posture with continually-evolving practices. Where we have
previously focused on tangible threats, we must now constantly
face those that are intertwined and are part of the digital environ-
ment.
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I look forward to your questions more. I look forward to being a
resource for you as we find our way forward and overcome this
threat, as we have so many in the course of our history. I look for-
ward to your questions. Thank you so much for the opportunity.

[The prepared statement of Ms. Gordon follows:]

PREPARED STATEMENT OF SUSAN M. GORDON

10 FEBRUARY 2021

Good afternoon, Chairman Thompson, Ranking Member Katko, and distinguished
Members of the committee. Thank you for the opportunity to testify on this issue
of National security interest—cybersecurity and resilience. It’s great to see you
?gain, even as a private citizen not your principal deputy director of national intel-
igence.

Though my colleagues and I sitting before you all come from different back-
grounds and have different perspectives on the issue, I think we all believe there
is little more important work we can do as a Nation and as a free and open society
than that which you are tackling here today and in the coming days.

I am here to discuss 3 aspects of the issue: The nature of the cyber threats we
face and that are emerging, the domains in which those threat manifest, and the
imperatives that must drive solution. My colleagues will discuss the specifics of re-
cent attacks and proffer specific next steps, I hope to put those in context.

First, in terms of threat, offensive cyber capability is a global commodity—the
means by which every interest of our adversaries and competitors is increasingly
achieved. In a digitally connected world, one need not travel great physical distance
or expend great resource to achieve malign outcome.

Fifteen years ago, offensive cyber was the tool of the great powers, wielded in a
largely unconstrained environment, with very specific, narrow intention against gov-
ernmental interests. Today, it is the tool of criminals, nation-states, and non-nation-
state actors, and while some are more capable than others in achieving strategic im-
pact, all are capable. In the hands of malign actors, it can have physical, political,
military, economic, and societal impact, as we have witnessed just this past year
with ransomware attacks intellectual property theft, and theft of PII, disinformation
campaigns, intelligence collection activity, and disruption of service.

We need to stop acting like it’s special, or rare, or somehow beyond our ken or
ability to respond because it’s happening digitally. This digital activity has physical
consequence. The outcomes that cyber actors are producing threaten our National
security.

Second, in terms of domain, it used to be that governments held all the vital infor-
mation (kept the secrets worth stealing) and wielded all the power (made all the
decisions worth influencing.) No longer. The engine of our great society lies in our
companies and our communities, and the decisions made in board rooms and voting
booths can have global impact, so the threat surface includes private companies and
private citizens, and their decisions can have direct effect on National security as
surely as it would if they held Government position.

Threat actors today target Government and non-Government, critical infrastruc-
ture and private citizens, academic institutions and research centers, huge multi-
national corporations and small businesses. While in some cases the victim is the
target, sometimes they are just the transportation and access to the intended quar-
ry. Said differently, if you aren’t the target, you might be targeted—no one gets off
free. But most of all, what we’re seeing today are attacks on the most important
aspect of free and open societies—trust—and we cannot allow that to continue.

Success of the opportunistic predator often can be thwarted by the cyber equiva-
lent of locking the front door and putting your valuables in a safe. But in the case
of relentless pursuers—most likely nation-states with massive resources and stra-
tegic patience—success can only be thwarted by understanding the intention of the
actor and committing to whole-of-organization, whole-of-Nation, whole-of-society per-
sistent attention to risk management.

Third, enough problem identifying. Your purpose—our collective purpose—is to
find solution. Let me offer some imperatives or “first principles” to guide next steps.

e Solutions cannot be exclusively Federal, or exclusively Governmental, or exclu-
sively United States.

Solutions cannot be exclusively technical.
Solutions cannot be only for the resource-rich.
Solutions cannot focus solely on single entities.

L]
L]
L]
e Intelligence must be more widely, more openly shared, especially about intent.
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e Bring the problem into the light, ruthlessly, because evil can’t survive there.

To close out with these principles in mind, and in the pursuit of solutions, I offer
that we must approach today’s rapidly-changing threat posture with continually-
evolving defense practices. Where we previously focused on tangible threats, we
must now constantly be adapting to the challenges presented by the digital world.
To achieve this defensive agility, the intelligence community, Government, industry,
and must work closer together.

I look forward to your questions. Thank you.

Chairman THOMPSON. Thank you very much.
I now ask Mr. Daniel to summarize his statement for 5 minutes.

STATEMENT OF MICHAEL DANIEL, PRESIDENT AND CEO,
CYBER THREAT ALLIANCE

Mr. DANIEL. Thank you, Mr. Chairman and Ranking Member
Katko and other distinguished Members of the committee, many of
whom I have worked with before in various capacities, so it is a
pleasure to be here before you today.

I appreciate and applaud you for taking the time to actually have
this hearing so early in the sequence for this Congress. It shows
the importance that you place on this issue.

As our previous 2 witnesses have said, the cyber threats facing
this Nation are urgent and they are serious. So I am going to talk
about 3 aspects, though, of the cybersecurity issue, of the cyber
threats that we face, that should shape how this committee thinks
about and how we as a Nation have to think about improving our
ability to address this problem.

The first one of which is that, just as important as the urgency
and the seriousness of the threat, the threat is getting steadily
worse. There are really 5 trends a that are driving this evolution.

First is growth. Cyber space as an environment is literally get-
ting bigger every second, because we keep hooking more and more
devices up to the internet. No other domain—Iland, sea, or air—ex-
hibits this behavior of steady and remarkably almost exponential
growth.

But also diversity. The kinds of devices that we are hooking up
to the internet are wildly varying now. It is no longer just about
wired desktops or laptops, but about watches and cars and indus-
trial control systems like water plants.

It is also about danger. It is no longer that we are talking about
simple website defacement or even theft of information, but now ef-
fects, physical effects, through cyber space can cause harm and
even death.

It is also about numbers. As Sue was just talking about, every-
body and their cousin, practically, is now involved in cyber space—
terrorists, hacktivists, nation-states, criminals. The numbers are
quite staggering. Everyone has discovered that cyber is a good way
to carry out their interests and achieve their agenda.

Finally, dependence. We, as a society, as Representative Katko
pointed out, are highly digitally dependent. So things and disrup-
tions that would have 25 years ago been minorly annoying are now
organizationally catastrophic if they occur.

Another aspect of the nature of cyber space and cybersecurity is
how it crosses boundaries and how it crosses silos. There is no
other issue that I have looked at in public policy that is as
“inter-” anything you want to put in there.
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It is interagency. We cannot successfully simply take cyber and
make it the responsibility of any one agency in the Federal Govern-
ment. That simply will not work. Nor can we create an agency that
can take all of those different aspects of cybersecurity and have
that function either. So it is inherently an interagency issue.

It is also an intergovernmental issue, meaning that it is a State
and local issue just as much as it is a Federal issue, as the elec-
tions that we just had back in November amply demonstrate.

It is an international issue because it crosses boundaries and
borders. As Chris Krebs pointed out, you know, the majority of the
malicious activity actually emanates from foreign places.

It is inherently public and private at the same time, because the
vast majority of cyber space is owned and operated by the private
sector.

Finally, there is also the issue of our mindset. We do not have
the right mindset to actually think about cybersecurity correctly. In
many ways, we suffer from problems that—of how we approach the
problem that hinder our ability to tackle it well.

First of all, as Sue said, it is not just a technical problem, and
we want to make it that—one that we can simply buy a gadget to
fix. But it is not. It is an economic, it is a business, it is a privacy
issue, a National security, law enforcement, psychological problem
all rolled into one.

We also want to make it a problem that we can solve. But, as
you will hear many of us talk about, you can never solve this prob-
lem. We will never achieve 100 percent security. So it is a risk, in-
stead, that we have to manage.

We also tend to think about keeping our adversaries out of net-
works, but that is not going to work either. We can never keep
them out of a network. Instead, we need to think about how we
thwart the goals that our adversaries are trying to achieve, rather
than simply keeping them out. That will give us many more bites
at the apple.

We also tend to try to make cyber space work like the physical
world, but it doesn’t. The physics and math of cyber space are dif-
ferent. It is a nodal network that operates at light speed, and con-
cepts like borders and distance and proximity all have different
meanings.

Finally, we tend to think of cyber space as if it were some sort
of global commons, but that is not true. Every bit of cyber space
is owned by somebody. Those boxes and computers and laptops and
servers all exist on somebody’s territory. There is no equivalent to
international waters in cyber space.

So, just to conclude this, you might think that, given all that I
have laid out, that I am actually a pessimist, but I am not. I actu-
ally do believe, as Sue said, that we can make cyber space safer
and we can reduce our risk. It will be hard, and it will require us
to be innovative not just in technology but in our organizational
structures and processes and laws and policies as well, but I be-
lieve we can do these things.

I look forward to your questions and working with the committee
on this topic. Thank you very much.

[The prepared statement of Mr. Daniel follows:]
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PREPARED STATEMENT OF MICHAEL DANIEL

FEBRUARY 10, 2021

Thank you for the opportunity to appear before you today for this hearing on
Homeland Cybersecurity: Assessing Cyber Threats and Building Resilience. My
name is Michael Daniel, and I am the president & CEO of the Cyber Threat Alli-
ance (CTA)—an information-sharing organization that now includes 32 of the
world’s leading cybersecurity companies. Prior to CTA, I served for over 20 years
in the U.S. Federal Government, including 4%2 years as special assistant to Presi-
dent Obama and cybersecurity coordinator at the National Security Council.

Let me begin my testimony by thanking the committee for holding a hearing on
this important issue. The cybersecurity threats facing the United States are signifi-
cant, urgent, and potentially life-threatening—and our Nation must improve its
ability to counter them. This committee plays a key role in enabling the Federal
Government to meet this challenge. This testimony will lay out the cyber threat
landscape the United States faces, the types of adversaries conducting cyber oper-
ations, and some long-term goals and principles to address these threats. I will also
touch on Federal Government organization, Federal agency cybersecurity, and how
to think about cybersecurity in more productive manner.

THE CYBER THREAT LANDSCAPE

We live in a digital age. Digital technologies increase efficiency and productivity,
shrink distances, and enable news ways of working and connecting. However,
digitization also brings challenges and potential vulnerabilities that—left un-
checked—threaten to undermine our National security, economy, and public health
and safety. Although the United States faces a myriad of cyber threats, 5 trends
are making these threats worse over time:

(1) Cyber space is expanding.—As we connect more devices to the internet, we are
making cyber space bigger. It is the only human environment that is continually
expanding at a meaningful pace. Land, sea, air, and near-earth orbit are not grow-
ing to any appreciable degree, but cyber space is different. While estimates vary,
everyone agrees that the growth is enormous. For example, Cisco conservatively es-
timates that by the end of 2021, 27.1 billion devices will be connected to internet,
an increase of 10 billion devices since 2016. That figure translates to 5.5 million de-
vices per day or 60 devices every second.

(2) Cyber space is becoming more heterogenous.—Beyond raw expansion, the vari-
ety of devices connected to the internet keeps increasing. These devices are not just
desktops, laptops, or smartphones. They are light bulbs, refrigerators, cars, thermo-
stats, sensors, machine tools, dams, water purification plants, oil rigs, toll collectors,
and thousands of other “things”—a huge array of different kinds of devices with dif-
ferent functions, protocols, and security features. The combined growth in volume
and heterogeneity makes effective cyber defense extremely difficult.

(3) Malicious cyber actors are becoming more numerous.—The number of malicious
actors in cyber space continues to grow rapidly as hacktivists, criminals, and nation-
states all learn that they can pursue their goals relatively cheaply and effectively
through cyber space. The barriers to entry are low and the potential return on in-
vestment is high. As a result, the volume and frequency of malicious cyber activity
is increasing dramatically.

(4) Cyber threats are becoming more dangerous.—As recently as a decade ago,
cyber actors generally limited their malicious activities to stealing money or infor-
mation, temporary denial-of-service attacks, or website defacements (the digital
equivalent of graffiti). But over the last 10 years, malicious actors have shifted to
more destructive and disruptive activities. The physical disruption of the Ukrainian
power grid, the use of cyber-enabled information operations to influence electoral
processes, the release of the destructive NotPetya malware, and the scourge of
ransomware are all examples of this trend.

(5) Cyber incidents are becoming more disruptive: as we have become more and
more digitally dependent, the potential impacts of a cyber incident have also in-
creased.—It is becoming harder for us to operate without access to the internet; the
need for a significant portion of the workforce to work remotely during the pandemic
highlights that dependence. What would have been a nuisance a few years ago can
now kill people if they cannot get access to timely medical care due to a network
outage.

Specific threats
Within these broad trends, I would highlight 2 specific threats:
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Ransomware.—Over the last couple of years, one key threat that has emerged is
ransomware. This malware encrypts data on a victim’s system and in order to re-
gain access to the data, the victim has to pay a ransom. In addition, adversaries
are also stealing private information prior to encrypting it and threatens to release
the data publicly or onto the dark web if the victim does not pay. This threat has
grown to such a degree that it is no longer just an economic nuisance but a National
security and public health and safety threat.

Operational Technology malware.—for many years, the computers that run oper-
ational processes in manufacturing, power generation, water distribution, and other
industrial activities were largely proprietary and difficult to access from the inter-
net. However, these systems are becoming increasingly connected and more stand-
ardized. As a result, the ability for adversaries to target and disrupt these systems
has increased. A cyber attack against one these systems would have a much higher
impact across our digital ecosystem that the typical criminal activity.

CYBER ADVERSARIES

While the number of malicious actors in cyber space can seem almost limitless,
these adversaries are typically operating as 1 of 4 types. Each type has different
goals, motivations, and resources, and while individuals can operate as different
types at different times, this typology is useful for thinking about how to counter
the activities of a specific type.

Terrorists.—Many terrorist groups make extensive use of cyber space for recruit-
ing and communication, but fortunately very few are able to undertake disruptive
or destructive actions. However, these groups almost certainly have aspirations to
conduct visible, spectacular attacks and if a nation-state decides that it is in their
intirest to train and equip a terrorist group, the result could be a destructive at-
tack.

Hacktivists.—This type of actor has decreased in importance over the last few
years, but they can still cause problems. Their motivation is primarily to gain atten-
tion for their cause or embarrass their opponents. While they might be OK with
harming a “corporation” or a Government agency, they generally are not interested
in causing wide-spread, permanent harm.

Criminals.—These actors are by far the most prevalent in cyber space. The moti-
vation for these actors is simple: Money. They can be quite innovative and creative,
but money is the driver. They are unlikely to spend time and resources trying to
gain access to just one target; if their first few attempts fail, they will move on to
the next target, just like in the physical world.

Nation-states.—These actors are pursuing their National security or foreign policy
interests through cyber actions. Such interests can include espionage, influence op-
erations, theft of intellectual property and trade secrets, deterrence, low-grade con-
flict and disruption, or destruction. While some nation-states have less technical ca-
pability than some high-end criminal groups, nation-states generally have discipline,
patience, personnel, and complementary capability (such as dedicated intelligence
agencies) to bring to bear.

LONG-TERM GOALS

Given these trends and malicious actors, the U.S. Government should pursue 3
long-term goals to counter the cyber threats we face. It should seek to raise the level
of cybersecurity and resilience across our digital ecosystem; disrupt adversaries at
a faster pace and larger scale; and respond more effectively to cyber incidents when
they occur.

Raise the level of cybersecurity across the ecosystem.—Despite a growing recogni-
tion that cyber threats affect everyone, many organizations still have not imple-
mented basic cybersecurity measures, such as two-factor authentication, and very
few have reached a high level of maturity, even those that manage or perform crit-
ical National functions. They also have not developed sufficient resilience to cyber
incidents. Given this situation, the Federal Government should aim to improve cy-
bersecurity and resilience across the board. Setting such a goal does not require the
Government to treat all organizations the same or not prioritize some functions over
others; in fact, achieving this goal requires such prioritization. However, given the
interconnected and interdependent nature of cyber space, the goal should be that
all organizations reach a level of cybersecurity commensurate with their size, indus-
try, and overall function.

Disrupt adversaries at scale.—Since we cannot rely on defense alone, the U.S.
Government also needs to increase the pace and scale of its disruption efforts,
whether against nation-states, criminals, hacktivists, or terrorists. Disruption
should involve all the elements of National power, including diplomatic, economic,
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law-enforcement, cyber-technical, military, and intelligence tools. It will also require
working with private-sector cybersecurity providers and collaborating internation-
ally. While we have made significant progress in these activities over the last dec-
ade, we need to impose greater costs on our adversaries.

Respond more effectively to incidents.—No matter how much we improve our de-
fense and offense, our adversaries will sometimes achieve their goals. They will suc-
ceed in stealing information or money, causing disruption, or holding a critical func-
tion at risk. To deal with those situations, the Federal Government needs to be able
to deal with such incidents rapidly and efficiently, enabling private-sector owners
and operators to restore functionality expeditiously.

The U.S. Government could achieve these goals in different ways; indeed, whole
books have been written on specific aspects of these 3 goals. However, based on my
experience both in and out of Government, employing the following principles will
increase the chance of success:

1. Focus on comparative advantage.—The Federal Government should not try to
replicate the technical capabilities available in the private sector. The technical in-
formation available to the cybersecurity industry is extensive, and the Government
is unlikely to have technical information the private sector does not. However, the
Federal Government does have unique information in the form of attribution, con-
text, and a strategic view point. It also has a comparative advantage in funding
basic R&D into cybersecurity, such as how to reduce the exploitable error rate in
computer code. While some private-sector entities can disrupt adversaries using a
variety of means (such as Microsoft’s legal actions), the Federal Government can im-
pose costs on adversaries in ways that the private cannot and should not: Public
attribution, law enforcement actions, economic sanctions, diplomatic actions, and
other means. Focusing on each sector’s comparative advantage will enable the col-
lective whole to be greater than the sum of the parts.

2. Incentivize good cybersecurity behavior.—While at times the Government may
need to compel certain actions, the Federal Government should increase the incen-
tives for organizations to implement better cybersecurity:

o Strategic use of existing regulations.—The Federal Government should ensure
that existing regulations promote good cybersecurity behavior, not inhibit it.
Most of the time, new regulation is not required; instead, agencies should focus
on implementing regulations that are already on the books.

o Support and encourage the use of best practices.—The Federal Government can
be a neutral, reliable party in identifying good cybersecurity practices. Two good
examples are the National Institute of Standards and Technology’s Cybersecu-
rity Framework and the Software Bill of Materials initiative.

e Drive industries to set standards of care.—Establishing the generally-accepted
level of cybersecurity for organizations within a given industry would have a
dramatic impact across the ecosystem. It would remove considerable uncer-
tainty and enable businesses to plan investments. It would address concerns
about liability and reduce barriers to collaboration and information sharing.

e Increase publicly-available information.—The Government can facilitate disclo-
sure of information that can help customers, clients, shareholders, and other
relevant parties take appropriate defensive actions, better assess risk, and ad-
vocate for improved security. Examples of such requirements could include data
breach reporting, information about material cybersecurity risks on financial
statements, and public acknowledgements about how a publicly-traded company
is assessing and managing its cyber risk, particularly at the board of directors’
level. Such disclosures do not assist criminals or other bad actors—they already
know where the weaknesses are; instead, these requirements allow market
forces to operate more efficiently. These requirements should be standardized
as much as possible at the National level and harmonized at the international
level to the extent possible, to reduce burdens on companies and simplify report-
ing for consumers.

3. Reinforce stability in cyber space.—Governments should strive to make cyber
space a stable, reliable environment in which to conduct business. Some key tools
include:

o Transparency.—The U.S. Government should set the standard for transparency
about its offensive cyber capabilities. Not in terms of details about tradecraft
or tactics, techniques, or procedures, any more than we are transparent about
the technical specifications for military weapon systems. However, we are quite
open about the fact that we have attack fighters, submarines, and tanks. We
should apply a similar approach to our use of offensive cyber. For example, we
should continue to evolve our doctrine, being clear about how and when we
would use cyber capabilities as a tool of National power. We should also be
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transparent about the fact of offensive cyber capabilities, just as we are open
about our kinetic capabilities.

o International norms of behavior.—Norms can put certain activities “out of
bounds.” Not all nations will adhere to all the norms all of the time, but norms
can help constrain behavior. Of course, we must adhere to the norms we pro-
mote—we cannot be “do as we say, not as we do” country. The United States
has been effective in this area over the last decade, and we should continue to
build on that success.

o Confidence-building measures.—Adapting these approaches from arms control
and conflict resolution field has promise to reduce the risk of escalation due to
accidents or unintended consequences.

o Coalitions of the willing.—Given the divergent views among nations regarding
cyber space, privacy, and other issues, gaining global consensus on most topics
is unlikely. However, this inability to reach consensus should not prevent the
United States from assembling coalitions of the willing. Such groups will be far
more effective than trying to go it alone or letting the perfect be the enemy of
the good.

4. Increase resilience.—If we increase our ability to weather cyber attacks and
maintain operations, then the value to our adversaries of conducting attacks de-
creases. Resilience also enables U.S. leaders to worry less about pre-empting foreign
threats and escalating responses.

5. Increase operational collaboration between the public and private sectors.—Un-
like in the physical realm, governments do not have a monopoly on cyber “force,”
and they are not likely to obtain such dominance any time soon. Therefore, the most
effective action in cyber space will involve public and private-sector actors working
together. Such collaboration goes beyond information sharing to synchronizing activ-
ity and it already occurs in certain circumstances. However, we need to vastly ex-
pand the scope and scale of these collaborative activities if we want to have a mean-
ingful impact on our adversaries.

FEDERAL GOVERNMENT ORGANIZATION

Given the seriousness of the threats and the broad nature of the long-term goals
I have outlined, reviewing the Federal Government’s structure, agency roles and
missions, and coordination capabilities makes sense. However, traditional policy so-
lutions usually do not work for cybersecurity due to 4 unusual aspects about the
issue.

Cybersecurity is inherently interagency

Bureaucracies prefer issues that fit neatly into one organization’s mission. Cyber-
security is almost the exact opposite. It is a National security, military, intelligence,
economic, public safety, privacy, diplomatic, law enforcement, business continuity,
and internal management issue all rolled into one. It touches every Federal depart-
ment and agency, and many Federal organizations have a legitimate, necessary role
in cybersecurity. Thus, cybersecurity far exceeds any current agency’s remit. Trying
to stuff the whole issue inside one existing department or agency will fail.

Creating a “Department of Cybersecurity,” will not work either—in fact, it would
be a disaster. Cybersecurity is too integral to too many agencies’ missions to cen-
tralize those functions in one department. We cannot remove cyber investigations
from the FBI, oversight of financial service companies’ cybersecurity from Treasury,
incident response from DHS, and offensive cyber operations from the Department
of Defense and consolidate them inside one department. FBI, Treasury, DHS, and
DOD would end up recreating those functions to support their core missions. We
would end up with even more complexity.

At the same time, cybersecurity’s different aspects are not independent—they
interact with each other constantly, sometimes in unexpected ways. Military cyber
operations can disrupt intelligence activities or law enforcement investigations.
Treasury sanctions could upset diplomatic negotiations. DHS’s focus on mitigation
could hinder DOJ’s ability to prosecute a cyber crime—or vice versa. Network de-
fenders want information from the private sector, but many in the private sector
are worried about regulatory action if they share.

As a result, we can employ neither of the standard government approaches to
emergent issues—make it one agency’s mission or create mutually-exclusive agency
siloes for different aspects of the problem. Instead, we must weld these disparate
activities together into a single whole through regular, intense, sustained inter-
agency coordination. Such coordination does not occur naturally in any government
or large bureaucracy: Personnel have limited incentives to coordinate activities
across departmental and agency lines. That is not a moral failure or laziness, but
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a reality of human psychology. Instead, we must account for this facet of human
nature and design our systems accordingly.

Inherently intergovernmental

Cybersecurity also affects governments at all levels, from municipalities to coun-
ties to State governments. It does not exclusively belong to the Federal Government.
As cybersecurity has become a more pressing issue for organizations of all kinds and
the threat of disruptive or destructive activity has grown, the need to incorporate
State, local, territorial, and Tribal governments into our cybersecurity activities has
grown. For example, State, local, territorial, and Tribal (SLTT) governments play a
crucial role in a critical National function, elections. As a matter of democratic prin-
ciple, we want to maintain SLTT control over elections; on the other hand, expecting
an SLTT organization to defend itself against the Russians or Chinese without Fed-
eral help is foolish. Therefore, we need to enable the Federal Government to collabo-
rate more effectively with SLTT entities. In particular, the Federal Government will
likely need to allocate additional resources to improving SLTT cybersecurity. How-
ever, we cannot make cybersecurity exclusively a Federal or SLTT issue.

Inherently international

Cyber threats cross international boundaries quite fluidly. During my time at the
White House, virtually no issue was exclusively domestic. If nothing else, much of
the cyber crime that afflicts U.S. citizens and businesses has an international con-
nection. On the flip side, what we do domestically has implications abroad. There-
fore, countering the threats we face requires significant international collaboration
and cooperation.

Further, the international cyber environment is very complex, with many overlap-
ping and intertwined issues. Internationally, cybersecurity involves diplomatic rela-
tions, law enforcement cooperation, financial interactions, trade issues, intelligence
collaboration, and military operations, not to mention technology and competitive-
ness concerns. Trying to confine cybersecurity to a specific channel or type of inter-
action will not work.

Inherently public and private

Finally, cybersecurity forces the Government and the private sector into a dif-
ferent kind of relationship. Traditionally, the Government is either a regulator or
a customer for the private sector. While the Government does have those relation-
ships in cybersecurity, the Government and private sector can have a third type of
relationship in this area, that of partner or peer. This peer relationship stems from
the fact that the private sector owns and operates vast majority of cyber space, has
equivalent (or better) technical insight and capability, and can take action that af-
fects much of cyber space without the Government. This type of peer relationship
is relatively new and we do not have the necessary laws, policy, procedures, or even
vocabulary to fully manage it, other than the overused public-private partnership
term. Thus, we need to fully develop the laws, policies, and procedures to govern
this type of interaction, so that the relationships remain aligned with our overall
sense of equity and appropriate roles for Government versus the private sector.

FEDERAL AGENCY CYBERSECURITY

In December, several private-sector companies identified malicious activity that
enabled the Federal Government to unravel an incredibly broad cyber-enabled espio-
nage campaign. This intrusion effectively gave the Russian government unfettered
access to numerous unclassified U.S. Government networks for over 9 months. It is
difficult to overstate the intelligence value the Russians gained from this access or
the likely damage to our National security. That said, based on the publicly-avail-
able information, the activity associated with this intrusion appears to consist of es-
pionage, something in which all States engage. As a result, although extremely
damaging to our National security, this intrusion is not an “attack.”

The fact that the intrusion does not constitute an attack necessarily constrains
the U.S. response. “Constrain” does not mean “prohibit.” We should respond force-
fully to this intrusion through diplomatic channels, such as by expelling Russian
diplomats or exacting a cost in other venues. We should also signal that if the inci-
dent turns out to involve activities other than espionage, the United States reserves
the right to escalate accordingly. But we should carefully calibrate our response
with the knowledge that the United States also conducts cyber-enabled espionage.

Regardless of the U.S. response, the intrusion revealed some on-going weaknesses
in Federal cybersecurity structure, practices, and funding. While the 2021 National
Defense Authorization Act included several provisions that directly address some of
these weaknesses (for example, authorizing CISA to conduct threat hunting across
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Federal civilian agencies), the Federal Government still needs to aggressively reduce
its cyber risk. First, it needs to continue consolidating cybersecurity services within
a smaller number of agencies; just as with payroll services, only a small number
of agencies should provide cybersecurity services to most Federal agencies. Second,
Congress needs to enable agencies to retire their legacy IT systems at a much faster
rate. Replacing legacy systems would reduce cyber risk, improve productivity, and
enhance service delivery. The $9 billion for cybersecurity originally proposed in the
Biden administration’s American Rescue Plan would help achieve this goal, espe-
cially resources allocated to the Technology Modernization Fund.

WHAT WE CAN EXPECT FROM PRIVATE-SECTOR COMPANIES

This topic is sensitive one. On the one hand, we do not want to re-victimize orga-
nizations that have suffered an intrusion, theft, disruption, or destructive attack;
moreover, since no organization can prevent all intrusions all of the time, just be-
cause a company experiences a breach does not mean it has failed—it might have
really excellent cybersecurity. On the other hand, companies have a responsibility
to protect customer data or access to other organizations, which means imple-
menting at least some cybersecurity measures, so it is also possible for a company
to be negligent in this regard. The question lies in distinguishing which situation
a company is in. Threading this needle is one of the key policy challenges for the
United States right now.

The solution lies in establishing standards of care for cybersecurity. These stand-
ards should vary, depending on factors such as size, industry, function, geography,
etc. Standards of care exist in many industries for areas such as safety; sometimes
the standards are entirely industry-driven and sometimes they backed up by regula-
tion. These standards should not be static checklists and will need to be flexible
enough to evolve as technologies and threats change.

Despite developing and implementing standards of care, the resulting improve-
ments to cybersecurity will still be insufficient to thwart dedicated nation-state in-
truders. In fact, no amount of cybersecurity investment will prevent a determined
nation-state from gaining access all of the time. Therefore, we should not expect in-
dividual companies to defend themselves against highly-capable nation-states, such
as Russia or China, by themselves. The Federal Government should be able to
quickly come to the aid of an organization facing a nation-state threat, whether at
the request of the targeted organization or based on its own knowledge.

HOW TO THINK ABOUT CYBERSECURITY IN THE LONG-TERM

This testimony has identified multiple challenges for improving cybersecurity in
the United States. While cybersecurity may seem like an impossible task, the truth
is that we can improve our cyber defenses. The answer is not purely technological,
although technology is certainly required. The primary change we need to make is
in our mindset. We need to change how we think about cybersecurity in several
ways:

e Adopt a risk management approach.—Cyber threats are risks to be managed,
not problems to be solved. We will never eliminate cyber threats entirely, nor
will we reach a point of 100 percent security. Therefore, we need to think in
terms of risk management. Just as a company can never eliminate the risk of
bad weather disrupting operations, we need to treat cyber threats as a long-
term risk management problem.

o Use more than technology to counter the threat—Managing cyber risk effectively
involves more than just employing technical solutions. Technology is necessary
but insufficient for addressing cyber threats. Instead, we need to bring eco-
nomic, psychological, organizational, process, policy, and legal tools to bear on
the problem. Only by combining all these tools can organizations manage their
cyber risk effectively.

e Prevent adversaries from achieving their goals.—If we think about cybersecurity
from a “castle and moat” perspective, we will invariably fail. No organization
can prevent all adversaries from gaining access to its networks all the time. In-
stead, if we think of cybersecurity as preventing the adversary from achieving
their goals, then we get many more opportunities for success. If we define suc-
cess as preventing the adversary from achieving their goal at any point along
the way, then instead of defenders having to be “right” 100 percent of the time,
the adversary has to make zero mistakes at every step. That mindset provides
many more opportunities to thwart the adversary than the old castle-and-moat
approach.

e Recognize that cyber space is not a global commons.—One key barrier to think-
ing about cybersecurity effectively is that because we cannot “see” cyber space
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directly, it feels divorced from the physical world. As a result, we often act as
if cyber space is an amorphous domain that resembles the oceans or the atmos-
phere. In turn, this view leads us to act as if cyber space has large unclaimed,
“international” zones equivalent to international waters or air space. But cyber
space is intimately tied to territory. It exists due to computers, servers, and
other devices that are all owned by a person or organization and residing on
someone’s territory. This recognition has significant implications for how we
should view cyber operations in the international context, and the rules under
which we want to conduct them. I want to be clear that in adopting a view that
cyber space is tied to territory does not mean the United States has to accede
to the Russian and Chinese governments’ view that the state should completely
dominate cyber space, controlling everything from access to content. This con-
ceptual approach should, however, shape how the U.S. Government and other
aligned nations act and operate in cyber space.

CONCLUSION

Based on this testimony, many people might conclude that I am a pessimist when
it comes to cybersecurity. It is easy to be overwhelmed by the volume of malicious
activity and become fatalistic about cybersecurity threats. However, I reject such fa-
talism. While we will never eliminate cyber threats entirely as long as we live in
a digital world, we can improve our cyber defenses and resilience, disrupt our adver-
saries, and respond to events when they occur. If we achieve these goals, then we
can continue to reap the benefits and minimize the cost of an increasingly connected
world. Fundamentally, cyber space is a human-created domain and that means hu-
mans can choose to make it safer.

Thank you.

Chairman THOMPSON. Thank you very much for your testimony.

I now ask Mr. Alperovitch to summarize his statement for 5 min-
utes.

I apologize if I butchered your name, but I did the best I could.

STATEMENT OF DMITRI ALPEROVITCH, EXECUTIVE
CHAIRMAN, SILVERADO POLICY ACCELERATOR

Mr. ALPEROVITCH. Thank you, Mr. Chairman.

Chairman Thompson, Ranking Member Katko, distinguished
Mgmbers of the committee, thank you for inviting me to testify
today.

I have spanned my 25-year career working in the cybersecurity
industry, including as co-founder of CrowdStrike, now the world’s
largest cybersecurity firm. Now, as the founder of Silverado Policy
Accelerator, a new bipartisan public policy organization focused on
National security, foreign policy, and cybersecurity, I am exploring
new ways to work with policy makers to strengthen our approach
to the challenges that threaten American prosperity and National
security.

Almost half a decade ago, I coined the phrase that we do not
have a cyber problem; we have a China, Russia, Iran, and North
Korea problem. These countries are the 4 primary adversaries
whose malignant activity we try to counter in cyber space on a
daily basis, just as we do in the physical world. It is also no coinci-
dence that some of the most sophisticated cyber criminal groups in
the world operate with impunity from the safety of these very same
countries.

The latest supply chain attack, sometimes called the SolarWinds
hack, already the most impactful in our history, has drawn atten-
tion to serious gaps in the U.S. cyber strategy. However, we now
know that SolarWinds was only one of the many supply chain vec-
tors used by the adversary and perhaps not even the largest one.
As a result, I, along with other cybersecurity professionals, have
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begun referring to this hack as the “Holiday Bear” operation to in-
dicate how wide-spread this activity truly is.

This event highlights the need for a broader paradigm shift in
our approach to cyber strategy. Both private and Government orga-
nizations should adopt what we in the cybersecurity industry call
an “assumption of breach” mindset, where defenders actively hunt
on their networks for any presence of an adversary, believing that
they are already there.

The only safe assumption in cyber is that networks are never
safe. This approach to cybersecurity is not fundamentally different
from what we do in the physical world, where we expect that for-
eign spies are already in our Government and have counterintel-
ligence teams to identify them and mitigate the damage that they
can do to our National security. We need to adopt the very same
strategy in cyber space.

Mr. Chairman and Ranking Member Katko, I have 5 specific rec-
ommendations for this committee that can move us forward toward
this paradigm shift.

No. 1, Congress should take steps to set CISA on a path to be-
coming the operational CISO, or chief informational security offi-
cer, of the civilian Federal Government. CISA should have the
operational responsibility for defending civilian government net-
works, just as Cyber Command does for DOD networks. Congress
could create incentives for Federal agencies to outsource their cy-
bersecurity operations through CISA, such as exemptions for agen-
cy heads from FISMA compliance, and turn that responsibility over
to CISA.

No. 2, Congress should make agencies adopt speed-based metrics
to measure their response to cyber threats. Under an assumption-
of-breach approach, the question is not, can we prevent an initial
compromise? The much better question is, how long does it take us
to find an adversary on the network and eject them?

In the private sector, I developed what I called the “1-10-60
rule” to measure response times to perceived threats. One, detect
an intrusion on average within 1 minute, investigate it within 10
minutes, and isolate and remediate the problem within 1 hour—1—
10-60.

Through legislation, Congress could require agencies to adopt
speed-based metrics by mandating that they collect data on the av-
erage time it takes to perform these fundamental defensive actions
and to report them to CISA, OMB, and the relevant oversight com-
mittees.

No. 3, Congress should pass a comprehensive breach notification
law to require certain companies to report technical indicators as-
sociated with breach attempts to CISA even when no personal in-
formation is actually compromised.

No. 4, Congress should take steps to increase security standards
for vendors supplying high-risk software via Government acquisi-
tion processes. Congress should compel all Government vendors of
high-risk software to undergo annual independent third-party au-
dits of their source code and conduct penetration exercises of their
networks. Agencies should be provided the results of these on-going
audits as part of their procurement process, increasing trans-
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parency and incentivizing companies to quickly patch
vulnerabilities in their networks or source code.

Finally, Congress should target the business model of
ransomware criminals with stricter know-your-customer, or KYC,
rules in cryptocurrency payment systems. Ransomware criminals
rely on cryptocurrency, such as Bitcoin, to anonymously collect
hundreds of millions of dollars in ransom payments. Congress
should evaluate how stronger KYC requirements can be used to ef-
fectively stem ransomware threats and support Treasury Depart-
ment action that achieves these objectives.

Thank you for inviting me to testify before you here today.
Silverado is committed to being a long-term partner and resource
for this committee. I look forward to your questions.

[The prepared statement of Mr. Alperovitch follows:]

PREPARED STATEMENT OF DMITRI ALPEROVITCH

FEBRUARY 10, 2021

Chairman Thompson, Ranking Member Katko, Members of the Committee: Thank
you for inviting me to testify at today’s hearing on cybersecurity. This is the policy
arena I have spent my 25-year career in the technology industry exploring as a sen-
ior executive working with and advising some of the largest private-sector compa-
nies and most sensitive Government agencies in the country. Now, as the founder
of the Silverado Policy Accelerator, a new bipartisan public policy organization fo-
cused on National security, foreign policy, and cybersecurity, I am looking at ways
to build upon my experience in the private sector to work with policy makers and
strengthen our approach to new challenges that threaten our critical infrastructure
and the backbone of our economy.

Most recently as the co-founder and chief technology officer of CrowdStrike, which
I helped to grow from an idea into the world’s largest cybersecurity firm, I witnessed
the complexity and scope of the challenges that the U.S. Government and businesses
face in the cyber domain. Our adversaries in cyber space are sophisticated and nu-
merous, ranging from global criminal groups conducting ransomware attacks and
stealing financial and personal data, to nation-states executing complex espionage
campaigns, stealing intellectual property, and launching highly destructive and dis-
ruptive attacks.

Throughout my years at CrowdStrike, I saw first-hand that cybersecurity rep-
resents a growing part of a broader geopolitical struggle between the United States
and its adversaries and competitors. This inspired my decision to retire from
CrowdStrike last February to launch Silverado to advance American prosperity and
global competitiveness in a new era of great power competition. Silverado will use
a venture capital approach to accelerate bipartisan policy solutions to pressing chal-
lenges in critical areas of economic, strategic, and technological competition. We are
set to officially launch next week, and I hope this will just be the first of many occa-
sions for Silverado to engage with this committee to support your important work
for the Nation.

As the United States enters a new era of competition, on battlefields old and new,
modernizing and further resourcing America’s cyber strategy is a necessary pre-
condition for achieving any number of other critical Government objectives. In my
testimony today, I will outline a conceptual framework for understanding cybersecu-
rity. I offer 5 recommendations that I believe will meaningfully improve our ability
to anticipate and prevent cyber threats and fortify our cyber defenses, building on
the recommendations and critical work undertaken by the Cyberspace Solarium
Commission:

1. Providing the Cybersecurity and Infrastructure Security Agency (CISA) in
the U.S. Department of Homeland Security with the authorities and resources
to one day become an operational Federal CISO, or chief information security
officer, for the civilian Federal Government;

2. Adopting speed-based metrics to measure agencies’ response to cyber threats;
3. Passing a comprehensive Federal breach notification law;

4. Increasing security standards for vendors supplying high-risk software
through Government acquisition processes; and

5. Targeting the business model of ransomware criminals with mandatory
“Know Your Customers” rules in cryptocurrency payment systems.
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THREAT LANDSCAPE

Almost half a decade ago, I coined the phrase: “We do not have a cyber problem,
we have a China, Russia, Iran, and North Korea problem.”

Cyber space is not a separate virtual world, immune from the forces that shape
the broader geopolitical landscape. Instead, it is an extension of that landscape, and
the threats we face in cyber space are not fundamentally different from the threats
we face in the non-cyber realm.

China, Russia, Iran, and North Korea are the 4 primary strategic adversaries
whose malignant activities in cyber space we try to counter on a daily basis, as we
do their more traditional tactics in the physical world. Oftentimes, these battle lines
extend to non-state actors, such as the most well-organized cyber criminals. These
actors inflict enormous damage on our economy by launching ransomware attacks
and stealing financial data from our businesses and citizens, and it is no coincidence
that they operate with impunity from the safety of their homes in these very same
countries.

These countries conduct a variety of cyber operations against us on a daily basis,
ranging from cyber-enabled espionage against our Government to the theft of intel-
lectual property from our companies to destructive attacks that shutdown business
operations to the interference in the foundation of our democracy: Our elections.

The challenges we face were highlighted just over a month ago, in December
2020, when we learned that multiple customers of SolarWinds, a network manage-
ment company, had been compromised by a sophisticated supply chain attack by a
nation-state adversary believed to be affiliated with one of Russia’s intelligence serv-
ices.

The latest supply chain attack has drawn attention to serious gaps in the U.S.
cybersecurity strategy. As a threshold matter, I believe that it is misleading to refer
to this most recent breach as “the SolarWinds hack.” Although SolarWinds was a
prominent attack vector that received early attention in the press, we now know
that it was only one of many supply chain vectors that the adversary used to gain
access to private networks. Because investigations into the scope of the attack are
still on-going, we cannot even say with confidence that SolarWinds was one of the
largest or most significant vectors. Continuing to refer to the breach as “the
SolarWinds attack” distracts from the reality that the breach went far, far beyond
a single company. As a result, I, along with other security practitioners, have begun
referring to this hack as the “Holiday Bear” operation.

Additionally, as we have learned more about the breach over the past 2 months,
I've come to believe that it is also misleading to refer to this incident as a singular
attack, or even as a coordinated campaign with a defined end date. Simply put, the
sort of sophisticated, long-term cyber-espionage enabled by supply chain
vulnerabilities that came to light through this breach is not a discrete or self-con-
tained occurrence; it is the new normal.

It is clear to me that the Russians have learned from their past operations.
Throughout 2014-2015, SVR, the Russian foreign intelligence agency believed to be
responsible for this most recent activity, launched a broad campaign which gave
them access to the networks of the White House, the Joint Chiefs of Staff and the
State Department, among others. The success, however, was short-lived, as U.S. de-
fenders quickly detected the noisy campaign and ejected the adversary within
weeks. I believe that those original mistakes led the SVR to reevaluate how they
conduct new cyber operations and focus on compromising software supply chains in
order to gain access to target networks in a much stealthier fashion and to remain
in them for weeks, if not years. In some ways, this tradecraft is the cyber equivalent
of the Russian illegals program, long practiced in human espionage operations: An
extremely patient and long-term effort to gain maximum access to high-value U.S.
targets. Since the 1930’s, Russia has been sending covert sleeper operatives into our
countries under non-official cover to live and work amongst Americans and over
years get close to powerful officials in order to steal our secrets. Unlike the illegals
program, however, supply chain-based cyber intrusions are much easier and cheaper
to scale to hundreds of high-profile victims, all without putting their human intel-
ligence officers at risk.

I believe that this is the Russians’ new way of doing business in cyber operations,
and I suspect we will continue to see this new approach for years to come. We have
also seen China’s intelligence services leverage supply chain attacks in the past, and
we can expect them to incorporate valuable lessons from this latest Russian action
into their own operations.
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RECOMMENDATIONS

This Holiday Bear operation further highlights the need for a broader paradigm
shift in both the private sector’s and the Government’s approach to cyber strategy.
Across the board, organizations should adopt what we in the cybersecurity industry
call an “assumption of breach” approach, where defenders operate on the basis that
an a(liversary has already gained access to their sensitive networks. The premise is
simple:

o No cyberdefense system is 100-percent effective at preventing breaches;

e Even with the best training, human error will inevitably foil the smartest de-

fense strategies; and

e Adversaries are constantly adapting to existing defense mechanisms and de-

signing new ways to circumvent them without being detected.

The only safe assumption in the cyber battlespace is to assume that networks are
never safe.

The assumption of breach approach is the only appropriate paradigm to govern
cybersecurity strategy in this new era of great power competition. Our competitors
in this contest are highly sophisticated, well-resourced nation-state actors. We un-
derestimate their capabilities at our own peril.

Incidentally, this is not any different from the approach we already take in the
physical world. As a matter of practice, we assume that at any given moment there
are people inside our sensitive Government agencies who have been recruited by for-
eign intelligence services. Our counterintelligence approach is not merely focused on
preventing such recruitment. Instead, we explicitly undertake significant efforts to
identify spies and limit the damage they may be able to do to our National security.
We need to adopt this same approach in cyber space.

This shift in strategic paradigm necessitates a shift in practice. This committee
should be commended for its strong leadership in pushing for new and significant
resources to support the Federal Government’s cyber strategy, most notably by cre-
ating CISA in 2018 and strengthening CISA’s authorities under the fiscal year 2021
National Defense Authorization Act (NDAA). But, more needs to happen to cap-
italize on this momentum and deepen these commitments, and in particular, I have
5 recommendations for this committee’s consideration:

1. Congress should take steps to set CISA on a path to becoming the operational
CISO, or chief information security officer, of the civilian Federal Government.—The
majority of the 137 Executive agencies lack the personnel, the knowhow, and the
resources to execute a comprehensive cybersecurity strategy. Congress took an im-
portant step toward centralizing Federal cybersecurity strategy by creating CISA in
DHS in 2018, but the next step is to give CISA both the authority and the resources
that it needs to effectively execute its mission.

Ultimately, CISA should have the operational responsibility for defending civilian
government networks, just as Cyber Command does for DoD networks. The recent
NDAA, which vested CISA with the authority to hunt on agencies’ networks without
the explicit permission of those agencies, was a critical move in that direction. CISA
will now need additional funding to build a 24/7 threat hunting operations center
to fulfill the requirements of that mission. Another important step would be to cre-
ate incentives for Federal agencies to outsource their cybersecurity operations to
CISA, turning it into a cybersecurity Shared Service Provider. Such incentives may
include exceptions for agency heads from FISMA compliance and turning that re-
sponsibility over to CISA, if it is actually being given the authority to secure that
agency’s network.

2. Congress should make agencies adopt speed-based metrics to measure their re-
sponse to cyber threats.—In cyber space, the only way to reliably defeat an adversary
is to be faster than they are. Under an assumption of breach approach, the question
is not, “Can we prevent an initial compromise?” The much better question is, “How
long does it take us to find and eject them?” Central to detecting adversaries is the
speed with which they leverage the initial resource they have established as their
beachhead within the network, move laterally across the environment, and gain ac-
cess to other sensitive resources. Once adversaries are able to do that, what would
have been a minor security event turns into a full breach that requires a lengthy
and complex incident response process and that puts defenders’ data and operations
at risk. Stop the adversary quickly, and you have prevented them from accom-
plishing their objectives.

With this in mind, Congress should require Federal agencies to adopt speed-
metrics that evaluate agencies’ response to cyber threats based on the time it takes
to begin and complete fundamental defensive tasks. In the private sector, I devel-
oped what I called the “1-10-60 rule” to measure response times to perceived
threats: Detect an intrusion on average within 1 minute, investigate it within 10
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minutes, and isolate or remediate the problem within 1 hour. Through legislation,
Congress could require agencies to adopt speed-based metrics by mandating that
they collect data on the average time it takes to perform 4 fundamental defensive
actions: (1) Detecting an incident; (2) investigating an incident; (3) responding to an
incident; and (4) fully mitigating the risk of high-impact vulnerabilities. Over time,
these metrics would provide objective and diachronic measurement of an agencies’
threat response capabilities that they could report to CISA, OMB, and the relevant
oversight committees in Congress. If the metrics prove effective in decreasing agen-
cies’ response time to cyber threats, Congress should also consider models to extend
their adoption by the private sector.

3. Congress should pass a comprehensive breach notification law.—Such a law
would require major private companies, such as those in critical infrastructure, to
report technical indicators associated with breach attempts to CISA, including for
breaches where no personal information is actually compromised. If there is a single
overriding lesson from the recent supply chain attacks, it is that the information
sharing between Government and industry remains a serious challenge. Some vic-
tims have shared very little information about what took place inside their net-
works; others have not even publicly acknowledged that they were targeted.

At present, there is no comprehensive Federal breach notification law, and State-
level laws are too decentralized, too focused on personal information instead of risk
to systemically important critical infrastructure, and sometimes create a perverse
incentive for companies not to investigate attacks. In the case of complex supply
chain attacks like “Holiday Bear,” one company’s failure to publicly report a breach
can have wide-reaching implications. For example, if cybersecurity company FireEye
had not voluntarily and publicly shared evidence of their own compromise and that
SolarWinds was the attack vector, the public and the Government may not have
known about this highly impactful attack for many months to come. Yet, FireEye
had no legal obligation to report this breach under existing law. They should be
praised for their courageous decision, but unfortunately, not all other victims have
followed their lead in transparency.

4. Congress should take steps to increase security standards for vendors supplying
high-risk software via Government acquisition processes.—Government agencies and
private-sector businesses currently rely on a number of companies such as
SolarWinds whose software runs with high levels of privilege on their networks. Yet
these agencies and businesses have little to no sense of the security levels of that
software. Borrowing from a widely-used private-sector practice, Congress should
compel these vendors to undergo annual, independent third-party audits of their
source code and penetration exercises of their networks. The Government could re-
quire that companies provide the results of these stress tests as part of the Federal
procurement process, or even require companies to publish the results of those au-
dits publicly on their website. Not only would this process increase transparency for
their customers, but it would also incentivize companies to quickly and efficiently
patch vulnerabilities in their networks or source code and get a clean bill of health,
as no one would want to publish a failed audit.

5. Congress should support stricter “Know Your Customer” (KYC) requirements for
world-wide cryptocurrency exchanges to target the business model of ransomware
criminals.—Dangerous ransomware attacks pose an existential threat to critical in-
frastructure and many small and medium businesses in this country. For example,
criminal attacks on hospital systems—a favorite target of ransomware attacks—put
the lives of American citizens in danger, especially during the pandemic, when hos-
pital beds are already in short supply. Ransomware criminals rely on widely avail-
able and largely anonymous cryptocurrency, such as Bitcoin, to collect hundreds of
millions of dollars in ransom payments without risk of disclosing their identities to
victims or law enforcement. It is no coincidence that the explosion of ransomware
attacks occurred only after the invention of cryptocurrency platforms, which are the
oxygen that fuels the fire of these criminal operations. And while it remains very
difficult to purchase goods and services, such as real-estate, cars, and other luxury
items that these criminals may want, with cryptocurrency, it is currently easy to
anonymously use cryptocurrency exchanges to convert ransom payments into re-
serve currency like dollars or euros.

The bottom line is that we need stronger tools to undermine the ability of crimi-
nals and nation-states to use cryptocurrency to receive and convert ransom pay-
ments and purchase illicit goods. The international community has already taken
some steps to strengthen KYC requirements. In June 2019, the intergovernmental
Financial Action Task Force (FATC) issued guidance recommending that virtual
asset service providers, including crypto exchanges, share information about their
customers with one another when transferring funds between firms. In December
2020, the U.S. Treasury Department published an advance notice of proposed rule-
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making that would require cryptocurrency exchanges to perform and store KYC in-
formation on their customers, just like we require banks and other players in the
global financial system to do. If designed and implemented properly, these types of
tools can starve ransomware threat actors of the oxygen they need to operate.

Congress should undertake an evaluation of how stronger KYC requirements and
other safeguards can be used to effectively stem ransomware threats and then pro-
pose legislation and support agency action that achieves those objectives.

CONCLUSION

I am grateful for this committee’s leadership on cybersecurity issues, and I believe
that these recommendations would further advance America’s defense by bringing
its cybersecurity strategy in line with an assumption of breach approach. As the re-
cent supply chain breach has made abundantly clear, we cannot afford to delay
these actions any longer. Every day we fail to act on them is another day that we
leave the American government and our people vulnerable to cyber attacks, intellec-
tual property theft, and espionage.

These new steps would also serve to preserve America’s competitiveness in this
new era of competition between the United States and its adversaries. This contest
has reached an inflection point: The nations that present bold, long-term strategies
to advance their economic, technological, and strategic interests will shape the fu-
ture for decades to come, and the Nations that fail to act will fall behind. Modern-
izing America’s cyber strategy is a linchpin that makes all other efforts to ensure
continued American leadership possible.

Thank you for inviting me to testify before you here today. Silverado is committed
to being a long-term partner and resource for this committee in our shared missions
to address these critical challenges facing our Nation.

I look forward to your questions.

Chairman THOMPSON. I thank the witness for his testimony.

I remind each Member that he or she will have 5 minutes to
question the witnesses.

I now recognize myself for questions.

This is based on the order of the witnesses’ presentation.

All of us are Members of Congress, and although our last witness
did a masterful job at the 5 suggestions, I would like to hear from
the other 3 witnesses: What do you see as the role of the Federal
Government in protecting cyber space from intrusion?

I will start off with Mr. Krebs.

Mr. KrREBS. Yes, sir. Thank you for that question.

So there are obviously a range of different authorities within the
Federal Government. I would start with the Department of De-
fense. They have the ability through Cyber Command and the per-
sistent engagement/defend forward philosophy to go out there and
figure out what the bad guys are doing and stop them, ideally, so
to speak, catch the arrow before it gets here.

There are some side benefits of that, where they can identify tar-
geting lists, like they did in Ukraine and elsewhere, against their
elections, that we could bring that back and help inform domestic
elections.

You have the intelligence community that also tries to figure out
what the incentives are, what the targets are, where the adversary
is going, and provide that information to defenders so that they can
protect their systems. The law enforcement community has the
ability to go out overseas, work with foreign partners, disrupt both
state-actor and non-state-actor activities through indictments and
other legal actions.

Then, finally, you bring it back home to the domestic civilian
agencies that need to broadly work with the private sector, State
and local governments, and the Federal Government to help raise
awareness, drive smart investment in cybersecurity solutions, and,
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overall, you know, as you have mentioned in your opening state-
ment, increase the baseline of security.

There is no single approach, though. It does take a team effort
of disrupting the adversary, getting inside their head, knowing our
risks, and then closing out our risks as aggressively as we can.

Chairman THOMPSON. Thank you.

Ms. Gordon.

Ms. GOrDON. I will give you 3, one that Chris touched on, and
that is, you can’t find a single agency that has all the responsi-
bility.

I actually think CISA’s blueprint of attacking election security,
to participate with law enforcement, intelligence, and go all the
way from the Federal to the State to the local, is a really good
model that needs to be codified. Importantly, you ought to look at
the authorities to make sure that that joint participation in sharing
is easy to effect and that there is someone who’s got the con but
not all the authority.

No. 2, after the stock market crash in 1929, you saw the rise of
the SEC shared responsibility and the introduction of generally ac-
cepted accounting principles. They did that because they recognized
what was happening in private companies, in public companies, af-
fected our Nation’s security. In 2021, is it time for us to consider
a bipartisan Government and private-sector approach to looking at
generally accepted security principles?

It just isn’t satisfying to me that it is up to people’s choice of
basic-level security, particularly if it is a publicly-traded company
and particularly if it is a Government organization. So I think we
ought to look at something like that.

The last is, I think in this interconnected world, where the
boundaries that we created in the past that were physical between
Government and private sector, Federal and State and local have
just been obliterated, we are in a place now where the threat sur-
face is disproportionately not in Governmental control. We almost
have to change the incentive structure in terms of who is respon-
sible and who is supporting.

So I think what you could do is create incentives both for private
companies who accept responsibility to get some benefit, and the
Government has an obligation to share more of its information
more usefully.

Thank you.

Chairman THOMPSON. Thank you very much.

Mr. Daniel.

Mr. DANIEL. Thank you, Mr. Chairman.

I would identify 4 roles for the Federal Government.

One is enabler. It should be enabling other elements in the econ-
omy, other levels of government, to do a better job at their cyberse-
curity, whether that is through providing resources or by, you
know, providing information or, you know, supporting them in a
variety of ways.

The Federal Government is also a disrupter, meaning that it
should be carrying out actions to disrupt what our adversaries are
doing, whether they are criminals or nation-states. That is through
using all the tools of National power, whether you are talking eco-
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nomic sanctions, arresting individuals, carrying out technical oper-
ations, or even military or intelligence operations.

It is also a regulator and an enforcer, because it should be, you
know, in some cases, setting the rules and enforcing those rules,
even including in cyber space.

Those 3 are very traditional roles for the Federal Government,
but the Federal Government has a fourth one in cyber space that
is unusual, which is partner. Because the private sector has much
of the technical capability and a lot of the expertise, and, as Sue
pointed out, the Government does not have a monopoly on the use
of force or technical capability in cyber space. So, therefore, the
Federal Government needs to be operating collaboratively, as a
partner, as a peer with many organizations in the private sector,
such as cybersecurity vendors, telcos, and platform providers, in
order to actually disrupt and carry out those other missions that
I was talking about the Federal Government having.

Chairman THOMPSON. Thank you very much.

Mr. Alperovitch, you talked about those 5 items, and it looks like
everybody is kind-of on the same page. Do you have some com-
ments you would like to make on that, in terms of the role of the
Federal Government?

Mr. ALPEROVITCH. Yes, absolutely, especially focusing on the de-
fense of the networks themselves. I believe that CISA should be in
charge of defending the civilian government networks and Cyber
Command should defend the DOD networks.

Mr. Chairman, I also believe that, as the other speakers have
said, we need to go on offense. We need to make it harder for the
adversaries to conduct these operations. Law enforcement, in par-
ticular, and Cyber Command need to take further actions to dis-
rupt infrastructure of threat actors, both criminal groups and na-
tion-states, and raise the bar.

We need to look at using all the tools of our power to really focus
on the 4 primary nation-states—Russia, China, Iran, and North
Korea—and what we can do to deter their malignant activity in
cyber space.

Chairman THOMPSON. Thank you very much.

The Chair yields to the Ranking Member for questioning.

Mr. KATKO. Thank you, Mr. Chairman.

I appreciate the comments that I have heard so far. As I said in
my opening statement, it seems, at least in a dot-gov domain, that
our efforts for dot-gov security are too confederated and too clunky
and ultimately inadequate.

You know, Mr. Alperovitch, what you said with respect to CISA
being the quarterback, if you will, that you think it should be des-
ignated as such, that is 1 of the 5 recommendations I had. I wanted
to drill down a little bit more on that and see what you envision
CISA’s role to be as that quarterback in the dot-gov domain.

Mr. ALPEROVITCH. Absolutely. Thank you very much for that
question, Mr. Katko, and thank you for your leadership on this
issue.

I believe that CISA needs to become a shared service provider for
cybersecurity for agencies. The fact of the matter is, when you look
at over 130 different Executive branch agencies, the vast majority
of them will never have the talent, the expertise, the resources to
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defend themselves against the most sophisticated nation-states out
there, such as Russia and China, that are trying to break into their
networks.

Certainly, you have the large agencies, the intelligence commu-
nity, the DOD, law enforcement agencies like the FBI, that do have
that capacity, but many small ones will never do that. As a result,
I think that they need to start thinking about outsourcing certain
cybersecurity tasks to CISA.

Chris Krebs, when he was director, set up a great set of shared
services, such as shared email services that are secure, that CISA
can deliver to agencies. They need to start adopting those.

We need to start thinking about incentives to encourage agency
heads to start outsourcing that capacity. I think looking at FISMA
and reducing the overhead of FISMA compliance for agencies that
turn over that capability to CISA is one way that can encourage
them to do so.

Mr. KaTko. OK.

With respect to OMB’s role in this, do you believe that CISA
should, over OMB, play more of a role in that area?

Mr. ALPEROVITCH. Absolutely. I think it is important to set
standards so that agencies can look at what works and what
doesn’t work in individual agencies when it comes to cybersecurity.
And OMB has a role to play to share the standards across the Gov-
ernment and try to get agencies to adopt similar types of tech-
nologies and approaches that have already been proven to work.

That is why I also believe that metrics, particularly speed-based
metrics, are really effective at getting visibility for both CISA and
OMB into what agencies are doing to be faster than the adver-
saries, to detect them, investigate, and remediate breaches as
quickly as possible. Then you can learn from, sort-of, the best of
the best in Government and try to make sure that everyone else
adopts the same strategies.

Mr. KaTko. All right. Thank you very much.

Mr. Krebs, it is nice to see you again, and I appreciate your serv-
ice during your time at CISA. Obviously, you have some expertise
there, and I am going to kind-of ask you a similar question as I
did Mr. Alperovitch.

Do you believe CISA should be playing that centralized authority
as he described it? If so, what would you do if you were king and
could shape that for them?

Mr. KREBS. Yes, sir. Thank you. I agree with pretty much every-
thing Dmitri said. I can’t take exception with anything, in fact.

Look, the approach we have taken over the last decade-plus due
to some of the oversight mechanisms that are in place, in part by
Congress, has taken us a half-step forward. We need to take that
full step. The 101 Federal civilian agencies are simply not in a po-
sition to secure themselves all by themselves. The reason for that
is the lack of resources, the lack of personnel, and the lack of fol-
low-through.

So, you know, I have thought for some time now that, No. 1, we
need a comprehensive Federal civilian agency cybersecurity strat-
egy. We have to pull that together. We need the requirements to
put in place for the agencies to meet. Those requirements will like-
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ly be very onerous and very expensive, and I can think of maybe
a handful of agencies that would be able to comply.

So give them the opportunity to comply, or give them an option,
as Dmitri said, an incentive, where the CIO in the CISO shop can
just turn the keys over the CISA, and CISA can build those serv-
ices through the quality service management office, like a hard-
ened, secure, cloud-based email instance, and pull everyone in.

As of now, there are 101 different instances of email across the
civilian agencies. That is just not a defensive posture. We have to
bring it all into one hardened, single ring, so to speak, to make it
most defensible. That is going to require authorities to compel, and
it is going to require resources, but it is also going to take some
time to implement.

Mr. KATKO. Well, I appreciate it. Basically, what we are asking
is to do on the dot-gov side what they have already done on the
dot-mil side with DOD. I dearly hope we can get that moving.

Now, Mr. Alperovitch, quickly, with respect to SolarWinds, from
your perspective in the private sector, cyber espionage campaigns,
where does CISA need to be focusing its attention going forward?

Mr. ALPEROVITCH. So I actually believe, Congressman Katko,
ichat SolarWinds really represents a new normal for Russian intel-
igence.

If you look at what they were doing prior to SolarWinds, they
were trying to be very noisy when they were breaking in and to be
detected very, very quickly. I believe that they reevaluated post-
their original compromises of the White House, State Department,
and the Joint Chiefs of Staff back in 2014 and 2015 and realized
that the supply chain vector, being able to compromise, sort-of,
these high-risk software, enterprise software, like SolarWinds, and
using that to gain access to high-value networks is really the way
to go if you want to have long-term access to these networks and
remain undetected for months, if not years.

In some ways, this mirrors exactly what they are doing in human
intelligence with their illegals program, where they are sending
spies over to this country to implant themselves for decades in our
society and get close to people in power so that they can steal se-
crets. They are now trying to do the very same thing in cyber
through the supply chain compromises, and I think this is going to
continue on for many years to come.

China, I am sure, is looking at this very carefully and trying to
adopt the same practices.

So I think the Government, CISA in particular, needs to take a
really hard look at supply chain vulnerabilities. As I suggested in
my testimony, we need to start looking at elevating standards for
providers of this high-risk software to the Government. Requiring
them to perform annual audits of their source code and of their
networks, I think, is one way to do so.

Mr. KaTKO. OK. Thank you very much.

I have so much more I could ask, Mr. Chairman, but I am out
of time, and I yield back.

Chairman THOMPSON. The Chair will now recognize other Mem-
bers for questions they may wish to ask the witnesses. I will recog-
nize Members in order of seniority, alternating between Majority
and Minority.
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Members are reminded to unmute themselves when recognized
for questioning and to then mute themselves once they have fin-
ished speaking and to leave their camera on so they may be visible
to the Chair.

The Chair now recognizes for 5 minutes the gentlelady from
Texas, Ms. Jackson Lee.

It appears we have a technical issue. We will fix that. We will
go to

Ms. JACKSON LEE. I am here, Mr. Chairman. Mr. Chairman.

Chairman THOMPSON. OK.

Ms. JACKSON LEE. Can you hear me?

Chairman THOMPSON. Yes.

Ms. JACKSON LEE. All right. Thank you so very much. First of
all, thank you for this hearing.

Thank you to the witnesses.

Let me go with Mr. Alperovitch.

I believe you gave the 5-point agenda, if I am not mistaken?

Mr. Alperovitch.

Mr. ALPEROVITCH. Yes, I did.

Ms. JACKSON LEE. Yes. Could you give a little bit more of sub-
stance to the idea, I am going to call it the cyber czar, and the ex-
tent of that individual’s authority? Would they be able to interface
with agencies across the landscape, Federal agencies? Would they
be able to cite them for their failings, or would they be instructed
in what they need to do? Would they provide oversight internally?
Obviously, Congress has the other part of oversight. What would
that individual be responsible for doing?

Mr. ALPEROVITCH. Thank you for that question, Congresswoman
Lee. I think it is a great question.

In some ways, I think the Biden administration has already re-
solved part of that issue by appointing an incredible individual,
Anne Neuberger, as Deputy National Security Advisor for Cyber. 1
have known Ms. Neuberger for many years. She has done tremen-
dous work at NSA and Department of Defense for over a decade
on this issue, so there is literally no better expert in Government
to work these issues.

I think, within the National Security Council, she will have the
authority to coordinate strategy and policy for the U.S. Govern-
ment, working together with the director of CISA. So I think we
iQ;I'e on the path to getting the Government organized for success

ere.

Ms. JACKSON LEE. Thank you very much.

Let me move to Ms. Gordon.

Obviously, we are in a different climate where cyber may even
be the tool for bad actors—Proud Boys, Boogaloo Bois, the Oath
Keepers. How, in your capacity dealing with intelligence, would you
see a new group of domestic terrorists being able to utilize cyber
to interfere with the Government workings?

Let me just follow up with a question to Director Krebs.

Thank you for your service, as I do all.

The issue with SolarWinds, we had this problem with Mr.
Snowden—a contractor, unvetted, and had a great deal of—how
should I say it?—confidence and comfort. I would be interested in
you following up on Ms. Gordon on how do you put the firewall up
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for these third-party contracts that we seem to be completely im-
mersed in in the Federal Government.

Ms. Gordon, on the idea of cyber being a tool of destructiveness
and bad acts.

Ms. GORDON. Yes. Thank you so much for the question. It is a
great one.

I think that our domestic extremists and terrorists got a pretty
good look at the playbook. No. 1 is, disinformation is incredibly
powerful, the ability to overwhelm airwaves with any sort of mes-
saging. We haven’t talked much about disinformation as a part of
the cyber threat, but it surely is and we learned it. They learned
a lot of the tool kits that have been reused over the past 2 or 3
years. So I think that is No. 1, is how can they use their voice.

Then second is, I think you would expect them to use tools to dis-
rupt normal business processes, the normal functioning of society,
the normal ability of people to carry out functions that are much
more even in order to be able to shape activities.

I think both of those are well within their ken. There are tools
available to do it. It will take the kinds of things we have talked
about from a Governmental level to be able to attack those.

We are going to have to look at how intelligence can support
that. Because it is a little bit of a slippery slope with intelligence
on domestic, but I think there is some craft that the intelligence
community has, particularly born of their time in the counterter-
rorism fight, that can be applied to this problem.

Thank you so much.

Ms. JACKSON LEE. Thank you. I would like to work with this
committee and you on these issues.

Let me quickly ask Mr. Krebs—and, Mr. Daniel, maybe you will
be able to follow up in my short time and respond to this issue of
the water systems being violated and what kind of cyber weak-
nesses do we have when that happens.

Mr. Krebs on the SolarWinds? Maybe there will be a second or
so for Mr. Daniel.

Mr. Krebs.

Mr. KrREBS. Yes, ma’am. I will try to do this quickly.

I actually think Dmitri did a pretty good job of laying out a few
of the requirements that need to be in place, particularly for Fed-
eral Government contractors. That includes increased transparency
and attestations to the security, not in a compliance-based way,
which is just a checklist, but actually demonstrated security im-
provements.

But to get there, we have to have a better understanding of what
enterprise software and services are systemically important. That
is a lot of the work that I think CISA and the National Risk Man-
agement Center should be doing.

Ms. JACKSON LEE. Mr. Daniel, on the violation of the water sys-
tem and the cyber impact? Mr. Daniel.

Mr. DANIEL. Sure. So I think what that shows is that our adver-
saries are willing to go beyond simply stealing information or even
holding systems at ransom, but are willing to move toward destruc-
tive acts—acts that could cause physical harm.

I think what it also shows is that, you know, it is—you know,
water systems are not something that, sort-of, immediately spring
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to a lot of people’s minds. People have thought about the power
grid or the financial system, but it is almost any system that is
connected to the internet, which is essentially almost anything
today, can be a target. So we need to be thinking very broadly in
terms of our cyber defenses.

Ms. JACKSON LEE. Thank you, Mr. Chairman. I yield back.

Mr. BisHoP. Well, I may have lost—Mr. Chairman, did you just
speak? I lost audio, I think, or couldn’t hear you, sir.

Chairman THOMPSON. Well, we are recognizing you for 5 min-
utes.

Mr. BisHOP. I thought so, sir, but I just couldn’t hear. Thank you
very much, Mr. Chair.

As I was taking notes over the testimony—Mr. Daniel, I think
I would come to you first—I noticed both you and Mr. Alperovitch
focused on something that seemed instinctively accurate to me as
a layperson that—you said it, I think—that we can’t keep the ad-
versary out of networks, and that instead, we need to thwart their
objectives. It does seem to me that Government and private enter-
prise have spent inordinate resources to keep people out of net-
works, and so it makes sense to me to finally come to the conclu-
sion that you can’t.

But what does that mean—Mr. Alperovitch, I will come to him
in a minute, because he talked about maybe substituting speed
metrics, I believe, to find and eject intruders. I think there might
be problems with that idea too, but how do you thwart their objec-
tives, Mr. Daniel?

Mr. DANIEL. Well, so what I mean by that is that the adversary
is gaining access to networks for a purpose. They are not simply
gaining access to gain access. They are looking to steal information.
They are looking to steal money. They are looking to——

Mr. BisHOP. Do damage.

Mr. DANIEL [continuing]. Cause—yes, do damage. They are look-
ing to cause disruption. They are looking to achieve some objective.
So if you change your mind-set to one of, I want to look at all of
the different actions that the adversary has to do to achieve that
objective, look at all of the different steps that they have got to get
through to achieve that end goal and focus on where do I have the
greatest comparative advantage to break that chain, to disrupt
their operations, then suddenly, instead of the defender having to
be right all of the time because you are trying to keep the adver-
sary out, the adversary has to be right a hundred percent of the
way through their efforts.

So you get many more bites at the apple to try to disrupt them.
So if we start thinking about it in terms of, we succeed if they don’t
get to their end objective. To my mind, that is a much more effec-
tive way to think about cybersecurity.

Mr. BISHOP. So, again, as a layperson, it seems to me, that, for
example, when we are worried about avoiding information theft,
maybe we ought to think in terms of making a lot more informa-
tion public so that we are not worried about it being stolen, par-
tilcullzgly if it is lower sensitivity. Would that be a possible way to
think?

Mr. DANIEL. That is certainly one way to think about it. You
could also think about storing more of that data in encrypted form,
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so that even if the adversary gets it, they can’t do anything with
it.

Mr. BisHOP. If you are concerned about damage being done to
data, then you can build in redundancy and have multiple copies
of stuff to avoid damage. Would that be another way to go?

Mr. DANIEL. That would be another way to go. You try to think
of gll the different ways that you could thwart what the adversary
is doing.

Mr. BisHOP. Speaking—Ms. Jackson Lee just made reference to
the water system thing, I saw that story, and I wonder, is it nec-
essary that things like that, where you can do damage, why is that
connected to the internet? Why can somebody change the way a
chemical is put into the water supply over the internet? Wouldn’t
there be a way to defend against the possibility of intrusion if you
say networks are not impenetrable, period?

Mr. DANIEL. Well, certainly, Representative, it is certainly one of
the principles in industrial control systems that you should mini-
mize the number of systems that are connected to the internet, and
there are best practices for how to do that in a way that is more
secure.

But, certainly, you also want to build in multiple layers of de-
fenses. Like in the case of the water system, they do have them.
There are other alarms and things that might have detected that
change that was made even after it was made.

But I think you raise a good point about really looking at and
understanding your network and understanding why you are con-
necting what you are connecting and not just assuming that con-
necting it is a good thing.

Mr. BisHOP. Thank you, sir.

Mr. Alperovitch, you talked about this same issue and said that
we need to adopt speed metrics in detecting and ejecting intruders.
Doesn’t the SolarWinds experience suggest that we might not be
really able to do that either?

Mr. ALPEROVITCH. Well, I think—and thank you for that ques-
tion, Congressman Bishop. I think SolarWinds’ operation actually
highlights some of the failures but also some of the successes. I
know of a number of major companies that actually detected the
intrusion quickly—Palo Alto Networks was one of them—and con-
tained it before any damage was done. So it was certainly possible.
Not everyone was successful at doing so, but you do have time.

When I was in the private sector, I coined this concept of break-
out time, the time that it takes for an attacker once they get in,
once they establish a beachhead within the network, to actually ac-
complish their objective, to get off that beachhead, to get to other
resources within the network, elevate their privileges, get access to
valuable data, ultimately steal that data or destroy it, whatever
their objective may have been.

What I found is that, on average, it took adversaries from nation-
state criminal groups over 4 hours to accomplish that objective.
That may not seem like a lot, but actually, if the defenders are
quick enough to detect, investigate, and remediate breaches within
1 hour, then you can stop them dead in their tracks, they can’t get
off that beachhead, and you eject them before they are able to be
successful.
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So if we start measuring every agency on their ability to detect,
investigate, and remediate breaches quickly, we can start holding
them to account and make sure that they are focusing on what
truly matters, which is how they become faster than the adversary.

Mr. BisHOP. Mr. Alperovitch, I mean, isn’t—and I don’t think we
have had a full accounting of the SolarWinds thing, but weren’t
they undetected for months?

Chairman THOMPSON. His time has expired.

Mr. BisHOP. All right.

Chairman THOMPSON. The Chair recognizes the gentleman from
Rhode Island, Mr. Langevin, for 5 minutes.

Mr. LANGEVIN. Thank you, Mr. Chairman. I want to thank you
for holding this hearing. I want to thank our witnesses for your
testimony today and thank you for all you have done to better pro-
tect the country on a whole host of National security fronts and
issues, especially on cyber.

I think almost all of you have referenced the Solarium Commis-
sion and its findings at one point or another. Thank you for recog-
nizing that. As a commissioner on the Cyber Solarium Commission,
I was very pleased with our final report and the findings in it, and
hopefully it is going to be a great blueprint going forward for better
protecting the country in cyber space.

Mr. Krebs, let me start with you, if I could. In the fiscal year
2021 NDAA, we codified the roles and responsibilities of sector risk
management agencies with respect to their sectors and to CISA.
The Solarium Commission recommends tying this to a 5-year Na-
tional risk management cycle to get a holistic sense of where key
investments need to be made across the National critical functions.

Do you agree with the Solarium Commission’s recommendations
or assessments?

Mr. KrREBS. Thank you for that question, sir. Yes, I do, in fact,
agree with the evolved approach to risk management across the
National critical functions and the fact that it does take—it takes
all the agencies that have relationships and expertise in a specific
sector or subsector to play along with CISA and the intelligence
community.

Mr. LANGEVIN. Thanks for that insight. I appreciate the feed-
back. By the way, thank you for the integrity you showed when you
were director at CISA in securing elections and doing everything
you can to make sure, as you said, they were the most secure in
U.S. history.

Mr. Daniel, in one of your—and I have learned a lot from you
over the years in our discussions, both when you were at the White
House as cyber coordinator and since you left now to be in the pri-
vate sector. In one of your valedictions as cybersecurity coordinator
just before the end of the Obama administration, you spoke of the
need to go beyond information sharing and do operational collabo-
ration. I have to tell you, I think about that phrase all the time.

The Solarium Commission recommends creating a common
toolset for joint collaborative environment for interagency and pub-
lic-private joint analysis of cyber threat data. Do you agree with
this recommendation? Any comments you have in that respect?

Mr. DANIEL. Yes, Congressman. Thank you very much for that.
I agree that the Solarium Commission did just some tremendous
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work in this area to really highlight some key efforts that will real-
ly improve the cybersecurity of the Nation as a whole.

I think that this idea of operational collaboration in a collabo-
rative environment is absolutely critical. Information sharing is im-
portant. I mean, I run an information-sharing organization, but
you share information with a purpose, and that is to take action.

As Dmitri was saying, we actually need to be able to go on the
offensive with all of our capabilities, and the only way to do that
is to do that in a collaborative fashion. So when I use the term
“operational collaboration,” what I mean is that we need to move
beyond just sharing information back and forth between the Gov-
ernment and the private sector, but actually enable multiple ele-
ments of the Government—law enforcement, intelligence, CISA,
diplomatic, economic—to be lined up and synchronized in time with
actions that the private sector can take, so that the actions of the
Government and the actions of the private sector are mutually re-
inforcing and have a strategic impact on the adversary. So that is
what I mean by “operational collaboration.”

Mr. LANGEVIN. Well said. Thank you.

Mr. Krebs, let me go back to you. The fiscal year 2021 NDAA
also contains a force-structure assessment for CISA to determine
personnel and facilities needed going forward. How would you de-
scribe CISA’s resourcing versus its mission? Let me ask you this
also, in your time at CISA, were there times that you had to forego
important projects due to resource constraints?

Mr. KREBS. Yes, sir. Thank you for that question. So at the top
line, the budget at CISA, at least as I was director, was about $2.2
billion, which seems to be a pretty significant and it is, in fact, a
significant amount. About $1.2 billion of that was focused on cyber-
security investments, cybersecurity programs.

However, of that $1.2 billion, about $800 million is focused on 2
programs—the National Cyber Protection System and the Contin-
uous Diagnostics and Mitigation Program. So that leaves, you
know, several hundred million dollars on the end for incident re-
sponse, and actually very little, frankly, for broader engagement
with the critical infrastructure community.

That was my biggest concern. My biggest regret was that we
were not able to plow additional resources into the ability to get
out there into the field and engage more critical infrastructure and
State and local partners. However, the State-wide Cybersecurity
Coordinator Act that was passed as well in the NDAA and some
of the additional funding has given us more capability to get out
in the field.

That is the one distinctive advantage of CISA, is that they oper-
ate primarily in the unclassified space. In COVID, when you can
work remotely, you can follow the trends that the cybersecurity in-
dustry have done as well and actually employ people, not in the
National capital region, but out in the field where you don’t actu-
ally have to be tied to a Secure Compartmented Information Facil-
ity.

Mr. LANGEVIN. Right. I definitely agree that for CISA to effec-
tively do its job, it is going to have to be properly resourced, and
we are not quite there yet. But thank you for the work that you
did there at CISA, and I look forward to staying in contact.
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Thank you, Mr. Chairman. I yield back.

Chairman THOMPSON. [Inaudible.]

Mr. LANGEVIN. I don’t know if we can hear you, Mr. Chairman.

VOICE. You are muted, Mr. Chairman, I think.

Mr. LANGEVIN. Mr. Chairman, we didn’t hear you. I think you
were muted. Something is wrong on that communication side.

Chairman THOMPSON. OK. Mr. Higgins, the gentleman from Lou-
isiana, for 5 minutes.

Mr. HiGGINS. Thank you, Mr. Chairman. I think you are doing
just fine with the technology we are dealing with right now. It is
a challenge for all of us.

Mr. Alperovitch, we know that foreign actors are continuously
looking for flaws in our Nation’s cybersecurity programs with ef-
forts to threaten our data integrity, our public health, our safety.
China is our biggest global competitor, actively engaged in horrible
things in their own country, stealing our Nation’s economic and
National security secrets, and vacuuming up large swaths of Amer-
ican data for nefarious purposes or for their own design. China
works overtime to get themselves embedded into our information
and communications technology supply chain.

Russia had and may still have total access to our unclassified
Federal networks. It has been reported Iran was heavily involved
in a misinformation campaign surrounding the 2020 election.

Congress is constantly talking about a deterrent strategy regard-
ing cyber campaigns. It is critical that the United States imposes
real costs on these cyber adversaries to attempt to defer future at-
tacks.

Personally, I think we should strike back in the cyber realm. I
would like your opinion on that, good sir. In your professional opin-
ion, what is the best way to respond to foreign cyber attacks?

Mr. ALPEROVITCH. Thank you, Congressman Higgins. I think you
hit the nail on the head in terms of the threat environment. All of
the threat actors—and I would also add North Korea—are con-
stantly hitting our networks, they are stealing our intellectual
property, they are performing disruptive attacks, and in some
cases, harboring criminal groups that are engaged in ransomware
operations against our hospital networks and small businesses all
over this country.

So we absolutely have to respond. I think we absolutely have to
strike back, but I think we need to look at the full toolkit of our
power. Sometimes cyber may be the right tool. Sometimes it may
be something we do in the physical world, whether it be sanctions,
diplomatic efforts, or sometimes even supporting with military ca-
pabilities opponents of those regimes, such as, for example, pro-
viding military aid to Ukraine that we have done to confront what
Vladimir Putin is doing in that country.

So I think what we need to do is step back and try to figure out
what is the best way we can influence the particular adversary,
and the strategy will be different for each of the 4 countries that
we are dealing with. Sometimes cyber will play a role. Sometimes
it will be something else, but we shouldn’t necessarily jump at the
tool. We should focus on the overall strategy and then figure out
which tool works best for it.
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Mr. HicGINs. OK. Let me ask you to clarify. How would we—if
we are going to respond in the cyber realm, let’s say, if we identify
a cyber actor, we don’t know who that sponsor is, how can we tell
if it is a nation-state? Do you have confidence that with our current
technologies and cyber infrastructure and the American men and
women that are in charge of knowing these things, do you have
confidence that we can tell the difference between a criminal actor
operating from within a nation-state versus a nation-state-spon-
sored cyber attack? Do you have confidence we can tell the dif-
ference?

If so, why would a solution like a responding cyber attack—I
have heard it referred to as a cyber bullet—if it is going to hit the
bad guy, then it hits the bad guy, whether it is a nation-state or
not, whereas if it is a criminal actor and you put sanctions on the
entire nation-state, that unnecessarily injures our diplomatic rela-
tionship with some nation-states. In my remaining time, would you
respond to that, please?

Mr. ALPEROVITCH. Absolutely, sir. On the first question, I do
have confidence in the capability of our intelligence community. I
have worked with them closely over many years, and the fact of the
matter is, we have better capabilities to attribute cyber attack than
we have ever had in our Nation’s history.

Over the last 10 years, I can’t think of a single major consequen-
tial cyber attack that was not attributed. Many of them have been
attributed publicly, and the Justice Department, the last 4 years
in particular, have indicted all of the 4 major countries—Russia,
China, Iran, and North Korea—for their malicious cyber activity.

But even when we don’t attribute things publicly, the U.S. intel-
ligence community usually knows very, very rapidly, within days if
not hours, who is responsible, because of the phenomenal capabili-
ties we have on tracking cyber adversaries and infiltrating their
own networks to understand what they may be planning to do.

So I think we do know who they are very well in most of these
cases, and I think we can craft the right strategies to influence
their behavior, including in cyber.

Mr. HigGIns. All right. Listen, it is a very important subject. I
thank the Chairman for holding this meeting, and Ranking Mem-
ber, my colleagues on the committee. We are dedicated to address-
ing this in a bipartisan manner.

Mr. Chairman, I yield.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentleman from New Jersey for 5 min-
utes, Mr. Payne.

Mr. PAYNE. Thank you, Mr. Chairman. Thank you, for once again
being on top of these issues for a decade prior to it coming to fru-
ition here.

Mr. Krebs, during your time at CISA, you launched the Rumor
Control program. Could you discuss why CISA began the Rumor
Control program and why it is important?

Mr. KREBS. Yes, sir. Thank you for that question. So the predi-
cate for Rumor Control actually goes back 3%z years or so. In the
preparation for the 2020 election, the CISA team, the Election Se-
curity Initiative, working with our State and local partners, spent
a significant amount of time threat modeling how any actor, wheth-
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er state actor or non-state actor, like a ransomware crew, could tar-
get and disrupt an election.

So we had dozens of scenarios that we subsequently
deconstructed into their component pieces and were able to develop
defensive strategies, where we could invest, where we could in-
crease awareness and training and capacity. Toward the end,
though, it became clear that in many ways, an actual hack was not
the greatest concern. Instead, we were thinking about perception
hacks, where an adversary could claim that they had either access
to a machine or a minor cybersecurity event could be blown out of
proportion.

Rumor Control was intended to provide factual information to
the public on how elections actually work and the controls that are
in place, and that software or hardware is not a single point of fail-
ure in any election and that there are controls, like paper-based
ballots, in place to ensure the security of the election.

Mr. PAYNE. Thank you. During the 2020 cycle, we saw a signifi-
cant increase in lies and conspiracy theories during the following
election. What are the risk of political leaders amplifying election
misinformation?

Mr. KREBS. Well, of course any time you have election-related
misinformation, it can undermine the public’s confidence in the
election itself, the democratic process, regardless of the source,
whether it is domestic or foreign interference.

Again, that was the concept behind Rumor Control in the rapid,
real-time debunking of some of these themes, like the hammer and
scorecard machine algorithm that was being manipulated by a for-
eign deceased dictator.

The point is, we have to get out in front of these rumors, this
disinformation and misinformation, as quickly as possible and in-
form the American people on how these processes, these machines,
elections themselves, actually work.

Mr. PAYNE. OK, thank you.

Ms. Gordon, we are still trying to understand the long-term dam-
age that Trump’s false, incendiary rhetoric around the election,
coupled with the physical attack he incited at the Capitol, will have
on the public’s faith in our democratic processes.

Ms. Gordon, was there a noticeable spike in chatter to echo and
amplify ex-President Trump’s disinformation narratives?

Ms. GORDON. Thank you for the question, Congressman Payne.
So I have been out of the intelligence community since 2019. So I
am not tracking the information, but let me give you a little bit of
perspective.

We know that our adversaries, particularly Russia, but not exclu-
sively Russia, have as their strategic imperative to undermine de-
mocracy, to use any means that they can since the Cold War to be
able to insinuate themselves into any rift that they see to exacer-
bate that problem.

So there will be—our adversaries will use that moment to do 2
things. No. 1, amplify messages that are destructive. Then the sec-
ond is to take those images and hold them up globally to suggest
that what we have long said we were is, in fact, not as good as
what they have.
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So the global impact is also present in addition to their using
those events to try and further create risk. That is why this notion
of protecting the digital space has to include disinformation, be-
cause what we saw was that——

Mr. PAYNE. Yes.

Ms. GORDON [continuing]. Is as dangerous as anything else.
Thank you for your question.

Mr. PAYNE. Thank you. So, basically, the treasonous insurrection
that?we saw on the 6th plays right into our opponents’ hands, cor-
rect?

Ms. GORDON. The activities that we have seen where we turn on
ourselves are very useful to our adversaries.

Mr. PAYNE. Thank you, Mr. Chairman. I yield back.

Chairman THOMPSON. Thank you. The gentleman yields back.

The Chair recognizes the gentleman from Mississippi for 5 min-
utes, Mr. Guest.

The Chair will recognize the gentleman from California, Mr.
Correa, for 5 minutes.

Mr. CoRREA. Thank you, Mr. Chairman. Can you hear me OK?

Chairman THOMPSON. Yes, we can.

Mr. CoRREA. I wanted to thank you and Mr. Katko for holding
this most important hearing. I wanted to essentially say that just
listening to our witnesses speak today, I ask myself, how did these
folks acquire the weapons, the tools to such, with ease, penetrate
our defenses in terms of cyber?

You know, as I think back at the history of this country, as we
dealt with the Soviet Union, we used to have this concept called
mutually assured destruction, which is, you attack us—you won’t
attack us because we can attack you back, and the cost is just too
expensive.

Today, like Mr. Alperovitch said, you got China, Russia, Iran,
North Korea, that essentially attack us, and essentially their folks
in their area attack us with impunity. So my question is, what is
it that we can do to essentially establish a policy of deterrence?

Because, in my opinion, these attacks should, in all sense and
purposes, constitute a declaration of war on the United States.
What are we doing? What can we do to stop these attacks? What
is the deterrence that we can develop, can use, to have these folks
that are essentially operating out of countries like Russia from at-
tacking us?

I will start out by asking Ms. Gordon to answer that question or
any comments you may have.

Ms. GORDON. I think it is the perfect question. Thank you for
asking. I will give a start, and I will let my colleagues add on.

I think we have already given you some of the groundwork. No.
1, you can’t stop all activity. You can’t. So here is what you can
do. You can increase the cost of attack by doing the simple things
to make yourselves more secure, so you don’t get nuisance activity.

The second is, you can understand—I hate the use of the word
“red line,” but you can understand what the impacts are to our so-
ciety that we cannot tolerate and build policy around if those lines
are crossed, we will respond.

Then the third is—and I think everyone has said the same
thing—don’t think of cyber action requiring exclusively cyber re-
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sponse. Once you have said what your National interests are and
that those must be protected, you can find a whole range of solu-
tion. Cyber may be one of them, but that can’t be the only one.

I yield to my friends.

Mr. CORREA. Mr. Krebs.

Mr. KREBS. Yes, sir. Well, just to build on a little bit of what Ms.
Gordon said, you know, particularly emanating from those 4 coun-
tries—China, Russia, Iran, North Korea—the behavior will con-
tinue until the leadership has decided that it cannot tolerate fur-
ther behavior.

I think there are still options on the table for more destructive
attacks and more brazen attacks, particularly for Russia. I don’t
think we have hit the upper limit of their pain threshold. For in-
stance, working, I think, with our allies, with the United Kingdom
and elsewhere, where there are Russian ex-pats, Russian oligarchs,
that have a significant amount of money, you start turning the
screws on those individuals, and they will go back to the Kremlin
and you may see some behaviors change.

Mr. CORREA. Mr. Krebs, we have heard this suggestion a number
of years ago in this committee. You go after their pocketbook, you
go after the oligarchs. Yet this has not been used. What has been
deterring our country from using those kinds of weapons, which is,
you hit them at the pocketbook? Excellent solution. Why do you
think we haven’t used that?

Mr. KrEBS. I think that we have used some significant amount
of sanctions, penalties against Russian actors, but this is not a sin-
gle country effort. We have many allies and many friends that we
need to partner with. I already mentioned the United Kingdom and
the significant amount of Russian capital that has flowed into Lon-
don and elsewhere.

We have got to go shoulder-to-shoulder with our adversaries, but
at the same time, recognize that there are certain behaviors that,
unfortunately, are within the realm of acceptable cyber behavior,
and to a certain extent, that is going to continue to be espionage
targeting, for instance, Federal agencies, not that it is OK, but
those are the rules of the road right now.

Mr. CORREA. Thank you.

Mr. Daniel.

Mr. DaNIEL. Well, I would say that to some degree, we actually
have achieved some degree of deterrence, meaning that we have
not seen wide-spread destructive attacks carried out against the
U.S. power grid and other systems. So we have achieved a level of
deterrence. But I think what you are referring to, Congressman, is
that we—the level of activity that we have not been able to deter
is still too high.

So I think that the way that I would frame it up is that we have
to continue both increasing the costs from deterrence by denial,
meaning that—and this was something the Solarium Commission
talked a lot about—of, you know, making our systems harder, but
also in figuring out creative ways to disrupt what the adversaries
are doing. Maybe that is, you know—in the criminal networks, that
may be going after the money flows, particularly going after
cryptocurrencies, like Dmitri was talking about. Or in the nation-
state context, we have to put it into that geostrategic context that



51

Dmitri was talking about and figure out how to raise the cost on
our adversaries in a way that causes them to change their behav-
ior.

Mr. CORREA. Mr. Daniel, excuse me. You talked about
cryptocurrencies——

Chairman THOMPSON. Mr. Correa, your 5 minutes are up. I am
sorry.

Mr. CORREA. Thank you very much, Mr. Chairman. I yield.

Chairman THOMPSON. The Chair recognizes the gentleman from
New Jersey, Mr. Van Drew, for 5 minutes.

Mr. VAN DReEw. Thank you, Chairman and Ranking Member. I
think it is good that you put this meeting and discussion together.

Cyber threats pose a great risk to our Nation, whether attacks
on State and Federal Governments, businesses, or even our hos-
pitals. America is the focal point of the attacks. Our adversaries
are more capable than ever to cause damage to our country. This
poses a significant threat to our critical infrastructure, supply
chains, and even elections.

Every day we face attacks from Russia, China, Iran, and North
Korea. In our last election, we were victims of cyber attacks from
some of the world’s most dangerous adversaries. Just a few days
ago, hackers infiltrated a water treatment plant in Florida and
temporarily increased lye ratios to lethal levels.

In the third quarter of 2020, the world saw a 50 percent increase
in the average daily number of ransomware attacks compared to
the first half of the year. That is unacceptable.

As it relates to election security, the cybersecurity and infra-
structure of CISA has become increasingly important in protecting
our institutions. As the many bad actors in the global landscape
continue to adapt in their attacks, we need to evolve in our re-
sponse. We must remain one step ahead of our enemies, especially
as it relates to election security.

If we do not have faith in our process, we cannot have faith in
our country. CISA’s role, working with State and localities, must
continue to grow, so that Americans can have confidence in our de-
mocracy and assurance that the Federal Government is doing all
that it possibly can do to protect its citizens.

So I have some questions. One is for Christopher Krebs, and you
know I always talk about the Coast Guard because we have the
only training center. Every single individual that is in the Coast
Guard at some point goes through my district in Cape May. How
does CISA coordinate with the Coast Guard to promote cybersecu-
rity of maritime critical infrastructure? That is for Christopher
Krebs.

Mr. KREBS. Yes, sir. Thank you for that question. The last ad-
ministration issued a National maritime cybersecurity strategy last
year. CISA coordinates very closely with the Coast Guard. In fact,
Coast Guard service members actually sit with CISA and actually
support our Hunt and Incident Response mission.

It is a very collaborative relationship between CISA and the
Coast Guard. The relationship in terms of going out and working
in the maritime sector at ports, on facilities, and then coastwise is
a budding relationship that I would suggest, again, we need to put
more resources against.
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Mr. VAN DREw. OK. Which makes sense. But it has been fruitful
to this point.

Mr. KREBS. Yes, sir, I think so. If T could just make one example
based on what Sue Gordon, Ms. Gordon, mentioned earlier about
our election security efforts. What worked so well there is that we
brought all of the relevant stakeholders together and created al-
most, as I called it, a mini CISA. So we had all elements of CISA,
with our stakeholders, really intensely focused on the mission.

But elections is just one of the National critical functions. We
have to identify that top slice, 15 to 20 top National critical func-
tions, highest risk, and create little mini CISAs around each and
every one of those functions. We can make rapid, rapid progress in
securing those sectors and functions if we take that approach.

Mr. VAN DREW. Good. Thank you.

For Michael Daniel, the recent incident at the Florida water
treatment facility shows how vulnerable we are to attacks from
hackers. What can and should be done to prepare for and combat
the cyber threat to critical infrastructure?

Mr. DANIEL. Well, thank you, Congressman. I think that when
you really think about it, there is kind-of, I would say, 3 things
that we need to be doing, one of which is very much hardening
those systems and raising the level of cybersecurity across the eco-
system. That is everything from really thinking about cybersecurity
in different ways that I was talking about, but also employing
things like the NIST Cybersecurity Framework to do that risk
management to those systems. But then also going on the offense
to find those adversaries and to disrupt them and to prevent them
from doing what they are trying to do.

Then also being able to know that sometimes both of those things
will fail and know that we need to be ready to respond and recover.
This is where what Dmitri was talking about, those time-based
metrics of how we need to get better at responding rapidly, identi-
fying the malicious activity, containing it, and then removing it
from those networks, so that we can minimize the amount of dam-
age that we take.

I think—and we need to be doing that, as Chris was just saying,
across, thinking about that from a National, critical function per-
spective about what is important to our economy and to the func-
tioning of this country as a whole. Sometimes that will not be obvi-
ous from the outside, and it requires thought and analysis to arrive
at some of those critical functions and where they are vulnerable.

Mr. VAN DREW. Thank you. I appreciate all, and I thank you for
your work.

I yield back.

Chairman THOMPSON. Thank you.

The Chair recognizes the gentlelady from Michigan, Ms. Slotkin,
for 5 minutes.

The Chair will recognize the gentleman from Missouri for 5 min-
utes, Mr. Cleaver.

Mr. CLEAVER. Thank you, Mr. Chairman.

You know, I am going to express appreciation, first of all, for you
doing this hearing because I think it is right on time. I thank all
of our very knowledgeable witnesses and articulate witnesses.
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I want to thank you, Mr. Krebs, for your integrity. It is good for
the whole country to see what integrity looks like.

You know, my concern right now is global versus domestic ter-
rorism. You know, we are told by the FBI that the greatest threats
to our country are coming from within, which one of the witnesses
has already talked about being one of the goals of Russia. So I am
concerned, frankly, about whether or not there is enough intel-
ligence or data that would allow us to know whether the domestic
threats coming from various groups around the country—around
the country are also a cyber threat to the country.

So, Mr. Krebs—I would like to hear all of our witnesses just
briefly hit on that, the domestic threat and whether I am over-
thinking it to believe that that could eventually become one of the
greatest threats to us, if not already the greatest threat.

Mr. KrEBS. Thank you, sir, for that question. It is not in the top,
you know, 5, probably, of cyber threats that I am concerned about
right now. I would actually put at the top of my list ransomware,
targeting State and local and small and medium businesses.

Part of the reason why domestic cyber threats, from a pure so-
phistication perspective, is that they are not given time to root.
That is because law enforcement, the FBI, has greater authorities
here to actually go and grab the bad guy and do a perp walk, which
is different from how some of those ransomware gangs that operate
in Russia and Eastern Europe and elsewhere. The law enforcement
community cannot always reach out and touch them.

So that is a distinct deterrence advantage that we have here at
home to push back on larger-scale cyber activity. Yes, there is al-
ways going to be identity fraud and, you know, lower-level criminal
activity, but really truly National security- and economic security
impact-level of cyber threat domestic, I don’t believe that is an im-
mediate threat.

Mr. CLEAVER. Do the other witnesses pretty much agree with
that or do you have anything to add?

Ms. GORDON. Congressman Cleaver, I will just add a little too.
I think Chris is right, but I do think in terms of National security
threats to the Nation, our own extremism is problematic. They may
not have any particular advantage in cyber right now, but the tools
they would need are not elusive. As I mentioned before, there are
foreign actors who may be very willing to provide either their ex-
pertise or their resources.

I absolutely believe that there is hope in what Chris said about
our natural advantages dealing with our problems domestically,
but this is a concerning threat and it can use cyber capabilities in
the same way some of our other adversaries can.

Mr. CLEAVER. Well, I don’t want my time to run out, so I will
do this very quickly. I have read that 95 percent of cybersecurity
breaches are the result of human error, and so—and this may be
horrible-sounding. I genuinely don’t mean for it to sound this
way—but in hearing many of the individuals who have been ar-
rested for the January 6 attempted coup d’etat, you know, and
maybe they were good at science and just not good at other things,
because none of them have come across, you know, like, you know,
brain surgeons. I don’t know what else to say.
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So I am just wondering, if we got 95 percent from human error,
which is not very much, frankly, you know, in terms of how far it
could go, I am assuming we only have—it is close to zero—zero
from them. Mr. Chairman, I will listen to the answer and I am out.
Thank you for the indulgence.

Mr. KRrEBS. Sir, I think that is a fair point that I would expand
upon my earlier answers, that, yes, there is the potential for in-
sider threat, disgruntled employees. When you think about what
happened down in Florida earlier this week, it is very likely that
that was, in fact, a disgruntled employee that conducted that oper-
ation. I think we would leave the investigation to finalize that.

That is why it is so important to have visibility over the network,
controls in place. To Dmitri’s point, you know, if you are planning
for a broader, you know, assumption of breach perspective, you will
be able to defend against a range of different actors.

Mr. CLEAVER. Thank you, Mr. Chairman.

Mr. KrREBS. But that is a good clarifying point, sir.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentlelady from Iowa, Mrs. Miller-
Meeks, for 5 minutes.

Mrs. MILLER-MEEKS. Thank you so much, Mr. Chair, Ranking
Member Katko, and all of the witnesses who are presenting here
today. Extraordinarily important topic, and I appreciate the ability
to both listen and learn.

Before coming to Washington at the beginning of this year, I
served as a State senator in my home State of Iowa. Last year, the
Towa legislature recognized the importance of cybersecurity, and we
voted to increase funding for cybersecurity initiatives to our DCI.

All of you in your testimony today have recognized and brought
up and addressed the importance of a combined effort, not solely
a Government effort, but also State and private.

Ms. Gordon, in your testimony, you discussed the importance of
cybersecurity at the State and the private industry level, and I am
wondering what Federal resources currently exist to help States
that want to strengthen their cybersecurity.

Ms. GORDON. So I think what CISA has done and what Chris has
done in the context of election security has given a great blueprint
for State and local to be able to use their resources but the wisdom
of the Federal to put those 2 things together.

I think there is probably more we can do. One of the thoughts
that I have is, as the intelligence community got more and more
securing itself against this, one of the great advantages we had
was when we went to cloud computing and away from all the small
infrastructure that is really hard to keep up with and patch.

I think there is an interesting question to be said with whether
there is some ability to provide for less advantaged localities, some
sort of access to broader cloud computing that could offer that ad-
vantage in the same way. Thank you very much.

Mrs. MILLER-MEEKS. Thank you so much.

You all had mentioned seeing boundaries and silos, and, Mr.
Krebs, you had mentioned—talking about ransomware. We cer-
tainly have had ransomware attacks in Iowa and, again, put legis-
lation to deal with that. So if a State is working to prevent
ransomware attacks or if they are currently experiencing a
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ransomware attack, what assistance or guidance is the State able
to receive from the Federal Government, should the Federal Gov-
ernment provide assistance, and what does the process look like for
a State seeking guidance?

Mr. KrEBS. Yes, ma’am. Thank you for that. Ransomware is a—
I think we are on the verge of a global emergency. The rate at
which we are seeing State and local governments get hit is truly
frightening.

CISA, over the last 2 years, working with the FBI and other law
enforcement partners, has kicked off a ransomware awareness
campaign. I think we actually need to do more, though. I think we
need to have a joint public-private sector initiative, like the Insti-
tute of Security and Technology’s Ransomware Task Force, where
everyone comes together across technology sector and Government
to make things better.

But to start, we have to improve defenses. State and local gov-
ernments simply cannot protect themselves. There is too much leg-
acy infrastructure out there, still too much reliance on single-factor
authentication like passwords.

We have to make that generational leap in technology. The Fed-
eral Government has to help here. I think we have to either match
what the Homeland Security grant programs have done for
counterterrorism or we have to go even further. I think with
COVID, remote work force, digital transformation, in a subsequent
funding stimulus bill, I think we have an opportunity to put a lot
of really meaningful, impactful resources into the hands of State
and locals, to upgrade their systems, to improve citizen services,
and ultimately secure against this on-going scourge of ransomware.

Mrs. MILLER-MEEKS. Mr. Daniel, would you have anything to
add to that?

Mr. DANIEL. I think it is absolutely right that State and local
governments, not only in dealing with ransomware, which I com-
pletely agree with Chris, that we—I think, you know, that has
moved into the realm of National security and public health and
safety threat, that we very much have to deal with. We need to
provide a lot more resources to State and local governments for
them to both defend themselves and to remediate and have options
other than paying the ransom if they do get hit with ransomware.
They really need to have that option.

But I also think we need to be looking at how we work with
State and local governments to be ready to respond to other kinds
of disruptive and potentially destructive attacks to our critical in-
frastructure. There is some work being done by a group called the
New York Cyber Task Force that will be coming out later this
spring that will look exactly at that topic.

Mrs. MILLER-MEEKS. Great. Thank you so much. I appreciate all
of the testimony from the witnesses, and again, very important
topic and very timely.

Thank you, Mr. Chair. I yield back my time.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentlelady from New York for 5 min-
utes, Ms. Clarke.

Ms. CLARKE. Thank you very much, Mr. Chairman. Let me thank
our witnesses for their expert testimony here today.
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Let me just say that the Federal Government is really making
up for lost time.

I am sorry, Mr. Chairman, my—somehow I—my technology just
failed on me. Would you give me 1 minute?

Chairman THOMPSON. We can hear you loud and clear.

Ms. CLARKE. OK. One moment, sir.

Chairman THOMPSON. We can actually hear and see you.

Ms. CLARKE. OK, very well. Just I am trying to actually return
to my questions.

I am sorry, Mr. Chairman. I just—my technology is failing me
today.

Chairman THOMPSON. Well, I tell you, if the gentlelady from Ne-
vada will step in, we will come back to you.

Ms. CLARKE. That will be fine, Mr. Chairman.

Chairman THOMPSON. The Chair recognizes the gentlelady from
Nevada for 5 minutes, Ms. Titus.

Ms. Trrus. Thank you, Mr. Chairman. I could never fill the shoes
of my predecessor there, but thank you for letting me go ahead.

I would just like to shift the attention a little to work force
needs. If you covered this when I was in T&I markup, I apologize,
but I don’t think so.

You know, this is one of those areas where the need outraces the
supply in the case of people who are qualified to do this work.
There was a study that was released last fall that showed that
880,000 professionals work in cybersecurity, but there is a work
force gap of about 350,000. I know here in Nevada, we have ap-
proximately 2,700 unfilled cybersecurity jobs.

We are seeing more colleges and universities get involved in this
kind of training. In fact, UNLV has a new partnership with what
they call HackerU to start training some of these folks and fill in
this skills gap.

I wonder if our panelists, starting with Mr. Krebs, could address
this shortage and what we might be able to do to help fill it at the
Federal Government assistance or encouragement or information
that will help us find the people who can do these very important
jobs that y’all have been discussing.

Mr. KreBS. Yes, ma’am. Thank you for the question. I think
about that as a today problem as well as a tomorrow problem.
Starting with the tomorrow problem, we have to continue increas-
ing digital literacy and supporting K-12 education, STEM edu-
cation, including thinking in security principles.

You know, I have 5 kids. I have talked about this in numerous
hearings before. In the public school system, I see that they need
more science, technology, engineering, mathematics education.

To the today problem, though, I think the people are there, the
potential work force is there. We just need to make it more acces-
sible. I do think, though, that the pandemic and the remote work
force has actually given us—or at least a glimmer of hope.

Traditionally, in the information security community, there are
annual conferences all over the place, all over the country. They
cost money to attend, to fly to, all those things. Most of them have
gone on-line, and many of them have been free and open to the
public. That has been a significant barrier reduction to opening up
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access to education, training, and awareness. So we need to keep
that going.

We also need to, through the Federal Government, provide path-
ways to cybersecurity positions. I know at CISA, we were trying to
expand our recent graduates and current students internships and
hiring. That is a—working with the Scholarship for Service Pro-
gram, we can actually help augment tuition assistance. That, to
me, is a great opportunity to bring people in to the government,
train them up for 3 or 4 years, and then give them the opportunity
to go back out into the private sector.

That actually gives us a couple advantages. One is that we have
a degree of standardized training, but we also now at CISA, we
have an alumni network. So if they go out into the critical infra-
structure community, they know how to work with CISA, and they
have actually a preference to work with CISA. Those are just a cou-
ple examples right now that I think that we can do more of.

Ms. Trrus. I would think this would be an area where veterans
might play a role, that we might take advantage of some of their
skills and knowledge.

Mr. KREBS. Yes, ma’am. In fact, CISA hired a significant number
of veterans, but also there are private-sector programs. There is
the Cyber Talent Initiative, the CTI, that a number of private-sec-
tor corporations have participated in, as well as Microsoft has a
dedicated military veteran program, where they train up over a
course of weeks and offer interview for positions those that finish
the program.

Ms. Trtus. Well, thank you.

Anybody else want to add to that?

Ms. GORDON. Yes. Representative Titus, great question. To add
on 2 ends of what Chris shared, totally agree with the educational
aspect, starting in K-12.

I also think we need to add to that just the realities of operating
in a digital world. So remember the D.A.R.E. Program we had
countering drugs in the schools? Where is that, to have people un-
derstand what is happening to them in a connected world and the
social responsibility?

So I think there is a piece of that education of—kind-of like eth-
ics of being in and protecting yourself in a digital environment that
would be a good add.

The sec is, I think we are missing at the top end of organization,
so not just the workers but the top end, a digital literacy that al-
lows leaders and decision makers to understand what is at risk and
what their responsibility to devote resources.

So instead of just leaving it to their technical teams, I think we
need an educational effort focused at leaders. So I can bracket the
education.

Then I think there is a real opportunity, as the Federal Govern-
ment doesn’t just throw knowledge and requirements of the tran-
som to localities, if we start engaging with local and regional activi-
ties to bring capability in and spawn regional capability, that is
going to be an attractant for developing the jobs that will keep peo-
ple locally, not just suck them all in to a Federal, centralized thing.
So I think there are some really good opportunities for us to
incentivize those sets of things.
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Ms. TiTus. Well, thank you. I would like to work with you on
that, and I appreciate it.

Thank you, Mr. Chairman, and I will yield back.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentleman from Georgia for 5 minutes,
Mr. Clyde.

Mr. CLYDE. Thank you, Mr. Chairman, for having this very im-
portant hearing.

You know, we discussed already about the attempt on the water
supply facility in Florida, and then also in March 2018, the Trump
administration accused Russia of orchestrating a series of cyber at-
tacks that targeted the U.S. power grid.

My question for Mr. Krebs is, could you estimate how many
times a day or estimate the scope of how many attempts bad actors
try when they attempt to breach U.S. critical infrastructure net-
works?

Mr. KrREBS. My dog upstairs is trying to answer the question
right now. I apologize for that.

Mr. CLYDE. Would you like me to repeat it?

Mr. KrREBS. Would you mind coming back to me?

Mr. CLYDE. Sure, sure, sure, no problem. Could you estimate how
many times a day a bad actor attempts to breach a U.S. critical in-
frastructure network in our country? Could you give us an idea of
the scope?

Mr. KreBs. I will try over the dog’s barking. Clearly, somebody
that is walking dogs on the street.

It is—when I say try, it is actually really hard to make any sort
of meaningful quantification. There are both automated tools that
run on a regular basis looking for vulnerable systems connected to
the internet, and then there are focused, human-powered initia-
tives or efforts. We are talking—I would even, I would hesitate,
millions and millions and millions. I mean, we are talking just
massive numbers of scanning attempts on a regular basis. That is
just the noise of the internet. The more sophisticated, capable ef-
forts are going to be fewer in number, going after the bigger fish
to catch.

Mr. CLYDE. OK. Thank you very much. I appreciate that.

My next question is to Mr. Alperovitch. You mentioned in your
opening statement ransomware. So the best way to reduce the
threat of an adversary, in my opinion, is to remove the incentive.
You know, as a small businessman, I called it the economic sword.

I understand that bitcoin is a primary way that many
ransomware bad actors want to get paid. So could you tell me, is
there a way to minimize or eliminate simply the ransomware bad
actors’ ability to get paid?

Mr. ALPEROVITCH. Congressman, that is an excellent question. It
is no coincidence that the explosion of these ransomware attacks
occurred about 10 years ago when we saw the emergence of these
cryptocurrency platforms like Bitcoin, which enabled these criminal
actors to collect ransom anonymously.

So, previously, before the emergence of cryptocurrency, to get a
ransom, you literally had to provide the wire instructions for your
bank to get the ransom or a place where someone could send you
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a check. As you can imagine, law enforcement could easily track
that down and get that criminal arrested.

Mr. CLYDE. Exactly.

Mr. ALPEROVITCH. With cryptocurrency, they could do it anony-
mously.

So I believe that de-anonymizing these types of transactions
through know-your-customer regulations that the Treasury Depart-
ment can implement can absolutely take the oxygen out of this
ransomware fire and totally disrupt their business ecosystem.

I think Congress should absolutely be looking at that. I know
Treasury has put out regulations back in December, proposed regu-
litions, in this sphere. I think Congress should be supportive of
that.

Mr. CLYDE. So you think that would be a very important aspect
of the cybersecurity solution.

Mr. ALPEROVITCH. I think that can totally disrupt the business
ecosystem for these criminal operations and can significantly
dampen the number of attacks we are seeing against our small
businesses and hospitals and the like.

Mr. CLYDE. Right. OK. Thank you very much. I appreciate that.

Mr. Chairman, with that, I yield back.

Chairman THOMPSON. Thank you very much.

The gentleman yields back.

The Chair recognizes the gentlelady from New York, Ms. Clarke,
for 5 minutes.

Ms. CLARKE. Thank you, Mr. Chairman. I think I have got it this
time. I want to once again thank our expert witnesses.

I think what we have heard today is that in the 21st Century
the line between the physical world and the digital world just
keeps growing slimmer. When it comes to homeland security,
malware can disrupt our critical infrastructure as effectively as a
bomb, and hacked data can be a more effective tool of espionage
than a human source.

There is a reason that this is one of the very first hearings that
we have held this Congress. It is because cyber threats are no
longer a risk for tomorrow. Our day of reckoning has arrived. The
SolarWinds breach was far from an isolated incident. From the
OPM hack to relentless attacks against the private sector, IP net-
works are the new battlefields and have been for some time.

As Chairwoman of the Cybersecurity Subcommittee, I believe we
are overdue to reimagine DHS and make it reflect this reality. It
is time to stop spending money on walls that divide us and more
money on firewalls that protect us.

Fortunately, President Biden has made it clear from the start
that he is taking a different approach, nominating seasoned experts
to National security positions across the Federal Government and
the White House who recognize the need for a whole-of-Govern-
ment approach to cybersecurity.

I look forward to working with him to defend American networks
and not just at the Federal level but also, as has been stated by
numerous of my colleagues, at the State and local level and in the
private sector. Nothing less than our National security depends on
it.

With that, I want to turn to my questions.
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As a Nation, we have no way of knowing how much of our critical
infrastructure has been compromised by hostile nation-states like
Russia through cyber hacks like SolarWinds unless individual com-
panies decide to come forward voluntarily.

As Chairwoman of the Cybersecurity Committee, I have been fol-
lowing the conversation about requiring critical infrastructure own-
ers and operators to report when they experience major cybersecu-
rity incidents, as the Cyber Solarium Commission recommended
last year.

So, Mr. Krebs, would you have been better equipped to carry out
our mission as CISA director if you had access to detailed, thor-
ough data on successful cyber intrusions targeting critical infra-
structure?

Mr. KrREBS. Yes, ma’am. Thank you for that question.

I certainly think it would be helpful to have, or at least in terms
of significant cyber compromises, an after-action process that is,
you know, almost a no-fault exercise and not constrained by litiga-
tion concerns and things of that nature, where you could actually
get to the root cause of what happened and then share findings,
even maybe in an unattributed way, with the rest of the private
sector.

We have to learn from our past mistakes, or we are going to keep
repeating them. We also have to really, really emphasize knowl-
edge transfer from the haves that have invested to the have-nots
that are either yet to invest or, you know, beginning to realize
where they fit in the ecosystem and they want to be better cor-
porate citizens and understand their responsibilities to the econ-
omy.

Ms. CLARKE. Thank you.

Mr. Daniel, you mentioned the need to create standards of care
for private-sector critical infrastructure. Can you elaborate upon
what those standards should look like?

Mr. DANIEL. Yes. Thank you, Representative Clarke.

I think those standards are going to vary depending on the in-
dustry, depending on the size of the company, depending on what
functions it performs and their criticality to the overall infrastruc-
ture.

But we have these standards in many other kinds of areas, like
safety and how you treat customer data and things like that in
other areas. What we need to start doing is extending that into cy-
bersecurity so that companies know what their responsibilities are.

That will also help cut down on that litigation that Chris just
referenced. Because if they know that they are reaching that level
of standard of care and they are exercising that as due diligence,
then they won’t be as worried about reporting and communicating
with the Government.

Ms. CLARKE. Thank you.

Mr. Krebs, I just want to take the opportunity to thank you for
doing the right thing during your tenure at CISA and refuting Don-
ald Trump’s lies and disinformation about the 2020 election.

Do you believe you were fired because you created the “Rumor
Control” blog and made public statements affirming the integrity
of the election?
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Mr. KrREBS. Thank you for the question, ma’am, and thank you
for your kind words. I, you know, can’t attribute any specific moti-
vation to my firing other than what was in the 2 tweets and the
fact that the President seemed to believe that the statement that
it was a secure election was, in fact, inaccurate.

Ms. CLARKE. Well, thank you, Mr. Krebs.

Mr. Chairman, I yield back. Thank you very much.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentleman from Texas for 5 minutes,
Mr. Pfluger.

Mr. PFLUGER. Mr. Chairman, thank you very much for this hear-
ing, and Mr. Ranking Member. I appreciate the opportunity.

For the witnesses, thank you for taking the time in a very impor-
tant time.

You know, cybersecurity and the cyber world affect every single
American. As somebody who spent 20 years in the military flying
the most advanced piece of weaponry, we don’t fight our wars with-
out cyber help, without, as has been mentioned, the comparative
advantage.

What I would like to kind-of focus on right now is the word “com-
petitive” advantage.

Ms. Gordon, I appreciated hearing your thoughts on how there
is not just one solution, you know, for us as a country to remain
secure in the cyber world, and it is going to take State and local,
international partners, our Federal Government, private industry.
These partnerships are extremely important.

In my district, Angelo State University is seeking to become a
cyber center of excellence. This is a Hispanic-serving institution, in
academic year 2021 and 2022 should be a minority-serving institu-
tion. We are in a rural area. So the uniqueness of Angelo State
University in the seeking of being a cyber center of excellence is
one of those pieces of the solution and that layered defense, that
model.

When it comes to competitive advantages, just like the gentlelady
from Nevada, I am worried about our education system and the
lack of preparing. As somebody who graduated from a military
academy, studying military tactics is extremely important.

Ms. Gordon, I would like to hear your thoughts on what can be
done at the university level to really empower these universities
and higher education to focus on STEM. As one report shows, our
students in math and science are ranked in the bottom 50 per-
centile, you know, for STEM education. I know this has been men-
tioned, but what can we do to empower these universities to con-
tinue to improve the quality of education?

Ms. Gordon, to you.

Ms. GORDON. Well, thank you, Congressman. That is a great
question.

I love hearing what is going on at your university. A good friend
of mine is Dr. Heather Wilson at UTEP, and she makes the exact
same point about the remarkable opportunity we have at several
institutions if we put our focus, give them some resources, inspire
them with need. I think we have the raw material; we just have
to apply it to the problem.

So I think there are 3 things you need to do—we need to do.
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No. 1, I think we are already starting to do it, and that is to talk
about these things as Nationally important, not just a question of
economics, not just something elusive, but actually how important
this is to our Nation. So, be expansive about the threats we have,
the threats to and through information, and what can be done.
Let’s get people wanting to participate in that.

No. 2, I think we see a whole bunch of private-sector companies
who are recognizing their social responsibility. Let’s do some things
to inspire them to continue to invest not only in products and serv-
ices but in the humans that are going to make them run.

No. 3, I think that, as the Federal Government, as you all con-
sider what can be done to couple National wherewithal to local ac-
tion—and with what we have learned about COVID, about distance
learning, I think we have the opportunity to not have to have ev-
eryone move to one place to participate but you can participate
where you are.

I think the United States has tremendous advantage. Open sys-
tems, competitiveness, innovation—those are all watchwords. Get it
applied to this problem, and I think we will be all right.

Mr. PFLUGER. Thank you, Ms. Gordon.

Mr. Alperovitch, quickly in the remaining time, when it comes to
critical infrastructure, critical vulnerabilities, I am very worried
about not only the water system, as we have heard, but also the
delivery of our energy—in my case, oil and natural gas and the de-
livery systems.

How do we harden those systems? How do we protect those sys-
tems?

Mr. ALPEROVITCH. I think we absolutely have to focus on this. I
am actually on the board of a company called Dragos that focuses
on these very issues.

I think that, when you look at the oil sector, you look at our
manufacturing sector, frankly, industrial control systems are very
vulnerable. We have not focused on protecting those systems.

We need a different approach to the one that protects the enter-
prise networks, sort of our laptops and servers, to the way we pro-
tect our systems that interact with the physical world, and this ab-
solutely needs to be a Government focus, sir.

Mr. PFLUGER. Thank you.

Again, to all of you, thank you for thinking outside of the box.
This is a huge issue.

Mr. Chairman, Ranking Member, thanks for the time to focus on
something that will keep all Americans safe, especially those things
that are providing services and educating our children.

With that, I yield back.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentlelady from Nevada—I am sorry—
New Jersey for 5 minutes, Mrs. Watson Coleman.

Mrs. WATSON COLEMAN. Thank you, Mr. Chairman. Thank you
for having this hearing.

To each of the individuals who have participated, thank you for
the information you shared. I am learning a lot. I have a lot to di-
gest. This is really quite extensive, quite concerning on so many
different levels, and quite new to me, actually.
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Mr. Krebs, let me just say to you also, I thank you for your integ-
rity as well.

Mr. Krebs, let me ask you the first question. There was a pro-
posal that was offered today to make the CISA director the chief
information officer or the chief of the information sharing for all of
the agencies. Do you think that that is a good idea?

Mr. KrREBS. Yes, ma’am. There is a Federal chief information se-
curity officer that resides within the Office of Management and
Budget. That function really is a policy-setting role, and then CISA
is in a policy-enforcement role.

I think if we can expand the resources, capabilities, and ability
to actually—well, frankly, get agencies to improve their security
through resources and capabilities, then I think we are going to be
in a much better place.

Mrs. WATSON COLEMAN. So do we still have an issue with agen-
cies feeling very proprietary over information in their jurisdiction
and not sharing it in an interagency capacity?

Mr. KrEBS. I think there are a couple issues here.

One is that privity of contract between agencies and their ven-
dors prohibit CISA, for instance, from getting information on inci-
dents. In some cases, particularly in some of the recent hacks, I
had heard—because they happened after I left—that when CISA
tried to ask a vendor for information, the vendor would say, “I am
sorry, I can’t give you that, that is up to the agency to give you
that,” and then the agencies don’t always turn that over. So we
need to change that and put CISA as a part of the contractual rela-
tionship.

But any way you cut it, when an agency is responsible for their
networks, they are always going to have a sense of ownership and
proprietary responsibility. We have to change that model. We have
to make it easier for them, where they don’t have to hire, where
they don’t have to invest their own, where it is already provided
for and it is a turnkey solution. That should free up the chief infor-
mation officers to focus more on citizen services and actually deliv-
ering value to the American people.

Mrs. WATSON COLEMAN. OK. Thank you.

I think this is to Mr. Alperovitch.

You talk about accelerating the detection, investigation, and
mitigation by increasing the metrics. Is anything needed in that re-
gard other than additional resources? Is the capability for the agen-
cies to do that already in existence? Is that a resource issue?

Mr. ALPEROVITCH. I think it is a resource issue, but it is also pol-
icy issue.

I think Congress should absolutely require agencies to start
tracking those metrics every single year, report them to CISA, re-
port them to OMB, report them to oversight committees, so that
you actually would have the information needed to understand how
well are agencies doing in detecting and investigating and respond-
ing to sophisticated adversaries and what more needs to be done.

Also borrow from examples of agencies that are doing really well
and trying to make sure that everyone else adopts those types of
strategies broadly.

Mrs. WATSON COLEMAN. Uh-huh. Thank you very much.
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Mr. Daniel, can you walk the committee through the problems
with the security patches? Those are the updates that you see from
time to time. Can you talk to us about the frequency of them and
whether or not this is the best way to have this take place?

Mr. DANIEL. Well, certainly.

So all software comes with vulnerabilities and bugs and errors in
it. It is just the nature of writing software code. So companies that
manufacture and write that code are going to have to update it. So
we certainly want the ability to update and manage that code, and
we want to do that in a fashion that is as easy for the customers
to do that as possible.

One of the problems that we have, though, is that there are hun-
dreds of these patches that come out very frequently. Different
companies and different providers are providing these patches on
a very regular basis. So the challenge for a company is to actually
figure out how to implement those patches and do so in a way that
does not disrupt their business operations.

So patch management and managing those updates to your soft-
ware 1s actually a very critical problem for many enterprises. We
need to work toward making that patch management and software
management as easy and as transparent as possible.

Mrs. WATSON COLEMAN. Can a trickster encourage you to do
something that will have a negative impact on your device, and you
are thinking that is the company telling you to update it? Can a
hackster or a trickster or whatever do that to you? If so, is there
something that we should be doing, looking at it from a Govern-
ment perspective, as a standard, as a modus operandi?

Mr. DANIEL. Well, certainly, Representative, there is always a
possibility that an actor will try to trick you, to try to scam you
into clicking a link that takes you to someplace that is not legiti-
mate—that is called phishing—that will try to misdirect you and
get you to download malicious software. But what I would say is
that, you know, relying on trusted vendors that you know and are
relying on the normal update process, that is the best way to go.

Even though we know that there are opportunities, like what
happened to SolarWinds, for that to be compromised, that is far
from the most common route, and it is much more common for a
scammer to try to phish you or trick you in that manner. So I still
think it is critically important that companies and individuals and
organizations regularly patch and update their software.

Mrs. WATSON COLEMAN. Thank you.

Thank you, Mr. Chairman. I have a lot of other questions. I know
my time is up. I yield back.

You are muted, Mr. Chairman.

Chairman THOMPSON. That is technology for you. It said I was
not.

But, Mr. LaTurner, if you can hear me——

Mr. LATURNER. I can.

Chairman THOMPSON [continuing]. I will recognize you for 5 min-
utes. Thank you.

Mr. LATURNER. Thank you, Mr. Chairman. I appreciate it. I ap-
preciate you putting this panel together.

I have appreciated all of your testimony.
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I want to focus primarily on ransomware and specifically on its
impact on small and medium-size businesses. This is a major issue
that people are struggling with. I could name several just in recent
history of businesses that have been dealing with this. The ransom
was huge sums of money. They felt like there were almost no re-
sources, no response, no help—a very powerless feeling about how
to deal with this.

So, clearly, we have so much work to do at the Federal, State,
and local level with governmental institutions. But, specifically,
Mr. Alperovitch, you talk about passing breach notification laws,
which make some sense. What else can we do to partner with and
be a better resource to these small and medium-size businesses
that don’t have the resources and really feel helpless in the envi-
ronment that we are in right now?

Mr. ALPEROVITCH. Thank you, Congressman LaTurner. I think
this is a great question, because we really have the haves and the
have-nots in cyber today, where the big organizations, the Fortune
500 companies, are doing just fine, spending resources and trying
to defend themselves against the sophisticated attacks, but the
same criminals, the same nation-state actors that are going after
them are also going after the small and medium businesses that
really have no capacity, no talent to defend themselves against
these sorts of issues.

We need to look very seriously at this problem. I think the right
way to think about this for small and medium business is to try
to outsource that capability to a cloud provider or another manner
of service provider that can be responsible for their defense.

But, as I mentioned previously in my testimony, I think in
ransomware in particular, which is the No. 1 plague that is hitting
small businesses, as you mentioned, sir, every single day, we need
to go after these criminals, we need to shut down the ways that
they can collect these payments anonymously, and prosecute them
to the full extent of the law. That is the only way that we can get
a handle on this problem.

Mr. LATURNER. I appreciate that answer.

Mr. Krebs, you talk in your testimony—talk about disrupting the
business model, which clearly we need to do. So if you would talk
about that just a little bit.

But then focus more, if you could, on the section where you talk
about more aggressive action against ransomware actors. You say
you are not suggesting extrajudicial kinetic actions against
ransomware gangs, but authorities available to law enforcement
and military should be on the table.

So talk a little bit about the business model disruption and then
about that, if you don’t mind.

Mr. KREBS. Yes, sir. Thank you.

On the disrupting the business model, I mean, the simple fact
right now is that ransomware is a business, and business is good.
I have said that before; I said it in my testimony.

Mr. LATURNER. Yes.

Mr. KREBS. It is simply too easy for criminals to extract value.
As Dmitri mentioned, it is primarily driven by the ubiquity of
cryptocurrencies and the ability to anonymously transact illicit ac-
tivities.
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So I think, in part, what Treasury did last year with the OFAC
notice that it is, in fact, a possible sanctions violation to pay ran-
som to a sanctioned entity, like Ryuk, the Ryuk gang, that should
have a chilling effect.

I think there are other mechanisms that we can take a harder
look at. If I said—I meant—I think I said last year.

So there are some other things—you know, how we facilitate the
payment beyond cryptocurrency. Should it be legal to pay ransoms?
When you think about terrorism and ransom of terrorists, that is
typically unlawful. So I think we need to have a policy conversation
about whether it is in fact legal to pay criminal gangs a ransom.

So, to your last point of additional action, we have already seen
a couple cases over the last year, most recently in the last month
or so, targeted action by law enforcement against the Emotet
malware infrastructure. Last year, we saw Microsoft go after
Trickbot and their infrastructure.

We need to have coordinated activities—law enforcement, in-
formed by the intelligence community—to go after the actual infra-
structure and the people that are conducting these activities.

Again, to the extent we can put hands on them and arrest them,
that is a good thing. That takes an exceptional length of time. So,
if we can take down the processes and the infrastructure by which
they conduct these activities, that has to hold the ground until we
can lock them up.

Mr. LATURNER. Thank you, Mr. Krebs, Mr. Alperovitch, and all
the conferees.

Thank you, Mr. Chairman. I yield back.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentlelady from California for 5 min-
utes, Ms. Barragan.

Ms. BARRAGAN. Thank you, Mr. Chairman.

Thank you to our witnesses.

In 2018, the maritime sector saw 2 massive ransomware and
malware attacks on the maritime industry, impacting the ports of
Barcelona, Spain, and San Diego, California.

These attacks seem to be focused and potentially made increas-
ingly easier as the convergence of information technology, or IT,
and operational technology, OT, systems become more integrated.
According to varying industry reports, the number of maritime-fo-
cused cyber threats and incidents have risen by as much as 900
percent.

These cyber attacks have great economic impact to maritime
ports, especially those that are integrated into our transportation
networks. These attacks can cause reputational harm, financial
loss, and even physical damage, especially in the cases of com-
promised dockside equipment or vessel.

The Port of Los Angeles, in my district, has invested to create
a cybersecurity operation center and has a dedicated cybersecurity
team whose role is to protect the cyber aspects of the port. To cre-
ate additional centers and resources will require investment by
Federal, State, local, and private industry partners. Without such
investments, this will greatly cripple and potentially hinder Amer-
ican supply chains and response efforts to catastrophic events like
the COVID pandemic.
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Mr. Krebs, if I can come back to you on this, what can ports be
doing right now to ensure their maritime cybersecurity prepared-
ness?

Mr. KREBS. Yes, ma’am. Thank you for that.

So, partly, they can work with companies, like Dmitri mentioned,
Dragos and some other vendors, that can help them understand
what their environment looks like, the controls they need to put in
place to secure their systems, to lock them down, to disconnect if
at all possible. But that is not always possible, because you need,
a lot of times, remote access.

The bigger issue, though, here is that, you know, we have to
have this balance of stopping the adversary as best we can along-
side improving defenses. So it is not a, you know, just invest in de-
fenses, and it is not just an invest in offense; it has to be a more
equitable balance.

I think, historically, we have over-invested or, at least, prin-
cipally invested in offense, and we have to ramp up defensive in-
vestments going forward.

Ms. BARRAGAN. So, just to follow up on that, should operation
centers like the one at the Port of Los Angeles be considered for
Federal grant funding, such as, like, State homeland security grant
programs, emergency preparedness grant programs?

Mr. KREBS. Yes, ma’am. I know that L.A. city cyber fusion or
cyber intelligence center was funded by Federal grant, and I
thought the port center was as well. But I think that 1s a fantastic
innovation, in terms of pulling all the stakeholders together enter-
prise-wide to be able to manage risk to environments.

Ms. BARRAGAN. Great. Thank you very much for that.

It is clear from recent events that the United States must im-
prove its ability to respond and recover from a significant cyber
event. Part of that effort must focus on partnering with private-sec-
tor owners and operators of critical infrastructure. In the aftermath
of a cyber event targeting the electric grid, for example, there is a
real question about whether there are sufficient laws in place to
allow a grid operator to cooperate with the Federal Government to
][O)rioritize power restoration to a critical facility such as a military

ase.

Last year’s U.S. Cyberspace Solarium Commission report rec-
ommends that, to address this concern, Congress should pass a law
specifying that entities taking or refraining from taking action at
the direction of any agency head should be insulated from legal li-
ability.

Mr. Krebs, would this type of Congressional action help reduce
barriers to cooperation between the Federal Government and the
private sector during a cyber event? Are there any steps that you
recommend Congress should take?

Mr. KREBS. So, as I recall, that recommendation was based on
the Federal Government asking a company, for instance, to take
certain action or allow an adversary to continue their activities for
observation or for their monitoring purposes, and that could result
in downstream damages to customers or people.

So I think that is a balance of equities, of trying to understand
and stop the adversary versus protection. So I think that is a
nuanced approach. I think we have to be very careful with that ap-
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proach. But I think, again, going forward, we have to have a better
understanding of where the riskiest bits of our Nation’s economy,
our infrastructure are.

One of the aspects of the Solarium that I really liked was the
continuity-of-the-economy effort. That was built, in part, on the Na-
tional critical function work out of the National Risk Management
Center.

We don’t have an in-depth enough understanding of how our
economy truly works. Until we get there, we are not going to be
able to invest smartly enough in terms of how we are organizing
collectively for security.

Ms. BARRAGAN. Great. Thank you for that.

With that, Mr. Chairman, I yield back.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentleman from Michigan, Mr. Meijer,
for 5 minutes.

Mr. MEUER. Thank you, Chairman and Ranking Member.

Thank you to all our distinguished guests who are on the call
right now.

I want to touch upon briefly some of the conversations that we
have been having around cyber hygiene and, specifically, an anal-
ogy that came up in some of the prepared statements and that I
think is just broadly in the ether around a cyber Pearl Harbor.

Now, I guess my specific question—and I would like if Mr. Krebs
could look at this first. When I think of the analogy of cyber Pearl
Harbor, you know, we think of just kind of, like, a massive attack.
But, you know, if you are going to face an attack, you know, our
military is able to prepare itself—you can have radar installations,
you can send out advanced forces, you can figure out how to pre-
empt.

But I think it was Mr. Daniel who mentioned that we are really
facing a panoply of problems, right? We have everything from na-
tion-states to criminal enterprises, the line between which can of-
tentimes be blurred, to individuals, you know, who may be domes-
tic and working in some capacity.

I guess the analogy that I have just been working with and I
would love to get some reactions on is more of, how do we preempt
a cyber Chicago fire? You know, after the Chicago fire, you had
changes in building codes, you had, you know, investments in fire
departments, everything from the installation of sprinkler systems
to, later, smoke detectors.

You know, although a cyber attack is obviously much more inten-
tional, you know, we saw with the breach at the Oldsmar water fa-
cility, you know, that it was an outdated version of TeamViewer
that was left on the computers—you know, obviously an example
of just very poor cyber hygiene and a failure to have basic defenses.

You know, how can we change our thinking on the resiliency side
to not just be focused on the catastrophic but all of the ways in
which, short of catastrophe, we can incrementally be increasing our
overall resiliency?

I don’t know, Mr. Krebs, I would love for you to touch upon that
and just within the idea of CISA as running point within all of
those nodes.
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Mr. KRrEBS. So I think this is an interesting question, and it is
one that I think has probably been asked in hearings like this now
for going on 10 years-plus, you know, when are we going to see the
cyber Pearl Harbor. I am not sure we are ever going to see it.

I think what has happened to date has been sufficient to rein-
force, you know, the perilous nature of where we are right now. I
am hoping that, to quote Dmitri, that the Holiday Bear campaign,
the Russian espionage campaign, is enough for Congress to take
bold action and change the way that the Federal Government does
business to secure its own networks—centralize authorities, pro-
vide capabilities that are hardened and more defensible, rather
than leaving it up to the 101 different agencies. We have to change
the way we act.

I also hope that the private sector now has had its awakening,
that there are software companies, enterprise software and enter-
prise services, out there that have all of a sudden realized that,
“Oh, my goodness, I am systemically important. I have a significant
part of whatever segment or market that I am in, and if I am going
to have a bad day, there are hundreds and thousands of people
that are going to have bad days too. So what do I need to do about
that?”

You need to implement better internal controls and transparency
on what you are doing to secure your products. But you also have
to engage in a meaningful way, to Dmitri and Michael’s point, on
operational partnerships, getting together to study a discrete, spe-
cific problem, contribute your resources, alongside your peers, in an
open information-sharing environment where you can actually take
real action.

Again, this is what we did for elections. We brought a range of
stakeholders in, we were very open about the problems that were
out there, and then we put collective action against that problem
and dramatically improved security.

Mr. MEIJER. Mr. Krebs, just as a follow-on, you know, you men-
tioned CISA’s budget. I mean, where do you think it needs to go
to be able to provide that adequate level of security?

Mr. KrREBS. So I think that is in part what I hope we can figure
out through the NDAA’s, kind of, force structure analysis. The De-
partment of Defense does this exceptionally well. They can tell you
exactly what return on investment you get from a single unit, and
you can do unit-type costing from there. This is how DOD works.

The civilian agencies, DHS in particular, do not take that ap-
proach. We have to adopt that mindset. That will get us to a spot
where, whether the budget should be $2 billion, it should be $4 bil-
lion or $8 billion, we will get there through that process.

But we need more resources, more modern infrastructure. We
need to implement more modern security controls, like protective
domain name system, a recursive system that is out for bid right
now. Those are the sorts of things that we have to continue push-
ing forward.

I will tell you this right now: We are only going to have to spend
more. We are only going to have to do more and more and more.
It is not a one-shot deal. This is going to be the rest of our life-
times.

Mr. MEIJER. Thank you, Mr. Krebs.
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Mr. Chairman, I yield back.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the gentlelady from Florida, Mrs. Demings,
for 5 minutes.

Mrs. DEMINGS. Mr. Chairman, thank you so very much. I hope
you can hear me. My connection has not been that great.

Chairman THOMPSON. We can hear you right now.

Mrs. DEMINGS. OK. Thank you so very much.

Thank you to our witnesses for joining us today. I also want to
thank each of you for your just absolutely outstanding service.

Several of my colleagues have talked a bit about the attack on
the water system in my home State of Florida. I know there are
going to be investigations into that. There are a lot of unanswered
questions for that because there are multiple independent systems
that could be a part of the issue.

But what I would like to ask—and Mr. Krebs or anyone who
would want to answer this question—do you feel like—I do believe
this is just the beginning. I think we have been quite lucky. Do you
think, like, that this attack was more of a—we liken it to a burglar
trying a doorknob to see how easy it was, how quickly they could
do it, in preparation for greater attacks?

Anyone who—Ms. Gordon or Mr. Krebs or anyone who would like
to answer. Thank you.

Mr. KrREBS. Yes, ma’am. Thank you. Yes, I touched on this briefly
before. I will maybe clarify my earlier comment.

I think it is possible that this was an insider or a disgruntled
employee. It is also possible that it was a foreign actor. This is why
we do investigations. But we should not immediately jump to a
conclusion that it is a sophisticated foreign adversary. The nature
of the technology deployment in Florida, it is, frankly, not—-cer-
tainly not where anybody, I think, any information security or
operational technology security professional would like for that se-
curity posture to be.

I will also say that Oldsmar is probably the rule rather than the
exception. That is not their fault. That is absolutely not their fault.
These are municipal utilities that do not have sufficient resources
to have robust security programs. That is just the way it goes.
They don’t have the ability to collect revenue at a rate enough to
secure their deployments.

As I mentioned earlier, you know, when you have the internet,
it is supposed to make things easier, it is supposed to make things
more manageable. So, now that all of a sudden it is a security
threat, it is almost counterintuitive.

Also, look, you have to be able to manage this stuff efficiently,
so we need to have more security controls in place. I think there
are at least 3 things that we need to do.

The first is we need to have more Federal funding available to
get these tens of thousands of water facilities and other municipal
operational technology systems up to speed with better security,
more updated systems. Windows 7, if that is what they had, we
sh(‘)iuld be on Windows 10. It is those sorts of things that we have
to do.

The second is we need more training available. We have to bring
the training to the systems where they are. So whether it is work-
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ing with private sector or CISA working with the EPA, we can’t ex-
pect these vendors to go to Idaho National Labs or travel. We have
to bring the training to them.

Third, to Ms. Gordon’s point, we have to have regional ap-
proaches to better IT technology. We have to have consortia that
allow for upgrades and maintenance that are available with better
price, with better cost efficiencies and economies of scale. You can
pull that together at a State or regional level. I think that is going
to have to be the future of IT deployments for systems like this.

Mr. DANIEL. Just to build on what Chris said, I would say that
we very much need to keep an open mind until the investigation
gets further down the road as to who the perpetrators behind this
might be.

It could be a nation-state. Iran has shown itself very interested
in water systems in other countries like Israel and even in the
United States in former situations. It could be a lone actor. It could
be a disgruntled employee.

There is just a wide array of possibilities at this point, and we
really need to keep an open mind until the investigation concludes.

Mrs. DEMINGS. Right. I appreciate you saying that, because re-
laxing too soon, we know the consequences of that.

My last question, and I would like to address it to Mr. Daniel:
You know, cyber attacks, we all know now, is the new weapon of
choice, whether it is to rob you blind from your bank account or
to have a major attack. But it does not seem to me that we are
really prepared for this new weapon of choice.

Could you just talk a little bit about, you know, historically
where we are, where we need to go, and did it just kind-of sneak
up on us, this new weapon of choice, cyber attack?

Mr. DANIEL. Thank you, Representative. That is a very good
question.

You know, if you actually look at how the internet developed and
the way that people thought about the internet, Chris is absolutely
right; 1t was supposed to be this new utopia. It was supposed to
bring all these benefits. We didn’t really think through how it
made us more vulnerable.

We have seen this over and over again, of how the tools that
were originally built to do good things also turned out to enable the
bad guys to do malicious things. I think that it has taken us a
while to sort-of shed that sort-of initial sort-of purely optimistic
view of everything about the internet being good and start to real-
ize that it can also be used for harm.

In many ways, though, this technology has developed incredibly
rapidly. You know, it has only really existed in its current form for
about 25 to 30 years. In policy terms and in legal terms and in,
you know, sort-of, sociological terms, that is actually a very short
amount of time. So it shouldn’t really be a surprise to anyone that
we are still trying to figure out how to organize and prepare to de-
fend ourselves against the threats in this new environment that
doesn’t act like most of the rest of the physical world that we are
used to.

So, yes, in some ways it did sneak up on us, but I think the good
news is that now we are very much aware of the problem. We have
committees like this that are focusing on it, and we have had a
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good policy foundation built over the last 10, 15 years. Now I think
we can really start to do a much better job of getting our arms
around the problem.

Mrs. DEMINGS. Thank you so much.

Ms. GORDON. I would add just one more thing——

Mrs. DEMINGS. Oh, go ahead.

Ms. GORDON. Yes, I would just add one thing——

Mrs. DEMINGS. Do I have time?

OK. Go ahead, Ms. Gordon.

Chairman THOMPSON. Go ahead.

Ms. GORDON. Yes, just one sentence, is that I also think that, for
too long, we left it to be part of the support function and support
functions infrastructure. We tend to make organizational choices
about where we spend our resources, and when mission needs
dominate, we take money away from those they support.

I think, with these recent events, we have the chance to make
it a leadership issue. I think the Congress has a chance to put this
in the forefront of the leadership, not have it be a second- and
third-order effect that happens in local choice about implementa-
tion.

Thank you.

Mrs. DEMINGS. Again, thank you all so much.

Mr. Chairman, thank you for your leadership on this. Thank you
for your patience, and yield back.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the next gentlelady from Florida, Mrs.
Cammack, for 5 minutes.

Mrs. CAMMACK. Thank you, Mr. Chairman.

Good afternoon to everybody. I would like to thank the witnesses
for appearing here today before the committee.

I know that, in a lot of ways, we are beating a dead horse here.
I think we can all agree on the importance of cybersecurity and
what lies ahead and the challenges we have. I know that our wit-
nesses have explicitly stated or alluded to the fact that the inter-
ests of the United States, from National and homeland security all
the way to economic prosperity, rely on our cyber capabilities, co-
ordination, and resilience, particularly with our critical infrastruc-
ture.

As we have discussed in the hearing here today, cybersecurity
threats are not only present for large corporations or Federal agen-
cies, but these threats exist for both large and small businesses;
Federal, State, and local governments; academic institutions; U.S.
critical infrastructure; and private citizens across the country.

I am particularly excited about the hearing today, as I have
spent 3 years getting my master’s at the United States Naval War
College on this very subject and have been identifying and looking
for ways that Congress can more efficiently address these chal-
lenges. So I am very grateful for everyone’s testimony here today.

Our witnesses and some of my colleagues on the committee have
already touched on the recent discovery of the SolarWinds intru-
sion, which officials have confirmed is likely of Russian origin and
may possibly be the worst intrusion in U.S. Government and pri-
vate networks in our history. I am deeply concerned about this at-
tack and plan to work with my colleagues on both sides of the aisle
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of this committee to better understand the full scope of this cyber
espionage campaign.

So, turning now, as we look toward cybersecurity challenges in
the Government and private sector, I believe that our future work
force development should be a top priority as we reinforce and
harden our critical infrastructure.

So, to Mr. Krebs, one of my first and primary concerns is our Na-
tion’s cybersecurity work force and this shortage that exists. In
fact, it is what I wrote my master’s thesis on. Think tanks, publica-
tions that all track our cybersecurity work force have been dis-
cussing this issue for years, yet we have a major shortage that re-
mains today.

I would like to throw this idea out to you and get your input on
establishing an academy of sorts, much like how we have our tradi-
tional service academies, like the Naval Academy, West Point,
something like a U.S. Cyber Academy Corps, which would be dedi-
cated and devoted to educating and training future cybersecurity
professionals to defend our homeland and National security.

I would like to personally see an emphasis on joint operability
not just among services but across Federal agencies, and would
open up doors for non-traditional students who may have accessi-
bility or disability challenges that would prohibit them from enter-
ing a traditional service academy like West Point or the Naval
Academy or the Air Force Academy.

So do you see this being a feasible undertaking, something that
is much needed, something that Congress should look to incor-
pora}‘ie in future NDAA language? I would love to get your input
on that.

Then I have a follow-up question to the remaining panelists.

So I will let you take it away.

Mr. KrEBS. Thank you. First off, I would like to read your thesis.
It sounds like you have a lot of really good ideas that could be im-
plemented.

To your point of an academy, a cyber academy, I think that is
certainly an option. But, ultimately, to your closing point, it takes
all kinds.

Congress has previously appropriated for CISA—I forget at this
point the amount, but to set up a network of institutes and train-
ing academies and college and university programs that would
range all the way from post-grad to 4-year colleges to 2-year col-
leges to technical institutes, you know, trades. We have to make it
more accessible to everyone to get technology-based education to
put them in a position to enter the work force.

The last thing I will mention on this was, you know, I am a firm
believer that we have the opportunity and the inherent advantages
in the United States of America, because of our diversity, to bring
the fight back to—the defensive fight, certainly—back to the adver-
sary that tend to be monocultural and homogenous. I think that,
based on our diversity of opinions, backgrounds, experiences,
thought processes, that this gives us a distinct advantage.

We have to harness that. We have to work through all sorts of
different educational platforms to bring more people into the work
force. So we would love to work with you and think more about
this.
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Mrs. CAMMACK. Mr. Krebs, I know I am short on time. I did want
to pose a question, if the Chairman would allow me, for the panel-
ists, Mr. Daniel, Ms. Gordon.

If you could maybe touch on the “Tallinn Manual” and——

Chairman THOMPSON. One question. One question.

Mrs. CAMMACK. I appreciate it. Thanks for giving a little bit of
grace to a freshman. I appreciate that.

I would like to get some input from our experts here on the
“Tallinn Manual” that has really kind-of been the guide inter-
nationally as we have looked to address and respond to cyber at-
tacks, both from lone-wolf-type actors to state-on-state attacks.

Do you see the “Tallinn Manual” as something that has been ef-
fective? Do we need to really subscribe to some of the guidelines
and framework that they have outlined particularly in the second
edition?

I will kick it to Ms. Gordon first.

Ms. GORDON. I am sorry. I made it through the whole hearing
without staying on mute.

I don’t think there is any one—I am with Chris. I think we ought
to look at your thesis and see what we have.

I think there is nothing perfect. I do think we are going to have
to explore standards and standards beyond our borders. So I think
it is a fine place to begin. I don’t think it is a panacea. I think we
always have to look at it to make sure it doesn’t disproportionately
limit our freedoms, but I think it is a fine place to begin.

Mrs. CAMMACK. Thank you.

Mr. DANIEL. I would concur with Sue’s point. I think the level
of thought and the degree of, sort-of, analysis that went into cre-
ating the “Tallinn Manual” is really an excellent foundation in the
international space.

You know, clearly, just given the amount of fussing that the Rus-
sians and the Chinese do about the “Tallinn Manual,” anything
that they dislike that much says that I probably ought to really
like it. So I will also use that as a benchmark as well.

Mrs. CAMMACK. Excellent. Thank you.

Thank you, Mr. Chairman.

Mr. KATKO. Mr. Chairman, just a point of privilege just for one
moment?

Chairman THOMPSON. The Ranking Member is recognized.

Mr. KATKO. Thank you.

I have a hard stop at 5 that I cannot get out of, and I just want-
ed to thank you for having this hearing and bringing such a critical
issue to light.

I want to commend all of the witnesses, and I want to commend
all of my fellow members. Excellent questions, excellent prepara-
tion. I am proud to be a part of this, and I know we are going to
have a lot more hearings on cybersecurity going forward. But I ap-
preciate your leadership, Mr. Chairman.

I yield back. Thank you.

Chairman THOMPSON. Thank you.

The Chair recognizes the patient gentlelady from Virginia for 5
minutes, Mrs. Luria.

Mrs. LURIA. Thank you, Mr. Chair.
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Thank you again to all the witnesses who have joined us today
for this very informative discussion.

You know, I wanted to just bring up a couple incidents that have
happened recently in my district here in southeastern Virginia.

In November 2020, malware infected the Hampton Roads Sanita-
tion District, and that led to delays in billing. This was basically
caught and stopped before, you know, it spread throughout their
whole network, and the damage could have been much worse. The
perpetrator has not been identified.

But, you know, I think that these instances of attacks on, you
know, local or regional utilities are perhaps more common than we
recognize.

So I wanted to know, you know, from the Federal level, what
level of coordination, of establishing of trends, identifying these
vulnerabilities, and, you know, how we can help, you know, across
the board from them being replicated, you know, kind-of just that
coordination effort between Federal or State and local governments
relative to these public utilities. Like, what more should we do?

I know Mr. Krebs brought up, you know, this coordination be-
tween different levels of government. If you could comment on that,
from the Federal level, what other resources could help these local
utilities?

Mr. KrREBS. Yes, ma’am.

So, to your point of vulnerability disclosure, vulnerability dis-
covery, CISA sits at a point where they manage the National Vul-
nerability Database, or at least they support it for NIST. That is
a process by which I think 13,000 or so vulnerabilities were dis-
closed and managed by CISA last year.

So CISA certainly sits in a trend analysis position. I think what
CISA needs to do more of is that over-the-top analysis of where
things are going, where is the most effective investment of that last
dollar.

This is a conversation that Dmitri and I have had several times,
of the value of investing in patching and the value of investing in
hunting. There is a balance you have to strike. You don’t want to
over-rotate one way, or you are going to throw the entire approach
out of balance.

But I think we have to do more trend analysis on, you know, for
instance, the top 5 areas that you can make the most meaningful
vulnerability management investment in your operational tech-
nology. That is something I have talked with a number of different
OT security companies about.

So where I am really going with this is, we need more insight.
We can do the technical coordination piece, but we need more in-
sight. That requires people, and it requires communication, and it
requires engagement with the community. At that point, leadership
will understand. If you give them the resources to smartly invest,
then you will actually see, at the endpoint, improved security be-
haviors.

Mrs. Luria. Well, thank you. I would love to continue this con-
versation separately about, you know, how we are allocating re-
sources and what resources have been allocated; you know, can
they meet that improved goal of analyzing the data writ large.
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Another thing that came up in my district—and I am sure any
Member of Congress who, you know, would speak on these issues
would have examples from at home—is that we had a ransomware
attack at one of our local universities, at Virginia Wesleyan Uni-
versity in my district. They were affected by a ransomware attack
in 2019.

So I was wondering, for, you know, the institutions of higher
learning—this is, you know, a private higher educational institu-
tion—are there any resources from the Federal Government or
could we do more to protect them?

Then, also, to follow on to that, are there requirements for re-
porting of these types of attacks by institutions of higher learning
and specifically private institutions of higher learning?

Either Mr. Krebs or maybe Mr. Daniel could respond to this one.

Mr. KrEBS. So I mentioned earlier the CISA ransomware aware-
ness campaign. Institutes of higher learning, K-12 education are
actually in the top 3 of ransomware attacks, along with public
health as well as Government agencies. So we have to do more,
but, again, you know, some of these institutions just don’t have the
resources to secure. So we have to push more resources out there
to them.

CISA, as I understand it, is working now with the Department
of Education to have a more targeted approach to K-12 and college
and post-grad.

I will defer to Mr. Daniel on anything else he wants to add there.

Mr. DANIEL. Well, thanks.

It is a good question, Representative. I think, there are no gen-
eral reporting requirements for most private institutions with re-
spect to [inaudible] ransomware.

Now, there are resources available from various places, in terms
of expertise to—you know, how you want to make that decision
about whether or not to pay and then how to remediate your sys-
tems. But it is often very difficult to access, and it is not typically
in one centralized location.

I think one of the efforts that is on-going—Chris made a ref-
erence to the ransomware task force that has been put together.
That is one of the issues that very much that task force is looking
at, is how to make those resources more easily accessible to, you
know, things like private universities and others that don’t have
the resources to call in, you know, an incident responder in the
same way that, you know, a big private-sector company might.

Mrs. LURIA. Well, thank you for that.

I am sorry, I think my time has expired.

I yield back, Mr. Chairman.

Chairman THOMPSON. Thank you very much.

The gentlelady’s time has expired.

The Chair recognizes the gentleman from Mississippi, Mr. Guest,
for 5 minutes.

Mr. GUEST. Thank you, Mr. Chairman.

Since the creation of the internet, we have been battling cyber
attacks. New cyber attacks, as we know, have been highlighted by
the recent actions involving SolarWinds. We have discussed that in
great detail.
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You mentioned that particularly, Mr. Daniel, in your report. On
page 9 of your written testimony, you say, “In December, several
private-sector companies identified malicious activity that enabled
the Federal Government to unravel an incredibly broad cyber-en-
abled espionage campaign. This intrusion effectively gave the Rus-
sian Government unfettered access to numerous unclassified U.S.
Government networks for over 9 months. It is difficult to overstate
the intelligence value the Russians gained from this access or the
likely damage to our National security.”

So my question—and I will start with you, Mr. Daniel—is, what
should the response be?

I see that you come down in the following paragraph and you
say, “We should respond forcibly to this intrusion through diplo-
matic channels, such as by expelling Russian diplomats or exacting
a cost in other venues.”

I want to see if you can expand on that answer, particularly
what you are talking about when you say “exacting a cost in other
venues.”

Mr. DANIEL. Sure. Thank you, Representative. So I think that,
you know, this actually—this kind of intrusion poses an interesting
problem for the U.S. Government in responding, and we absolutely
should respond.

But, so far, all of the information that is available about this in-
trusion indicates that it is espionage, and espionage is something
that the United States carries out itself against our foreign adver-
saries. So that has to shape and constrain how we think about our
response.

Now, during the Cold War, we very much had, you know, an un-
derstanding with the Russians that, occasionally, espionage oper-
ations went beyond the bounds and they got too big and they got
out of hand. So when that happened, there was a response, and
that often involved expelling diplomats, for example, sort-of the
typical term for that is PNG-ing, persona non grata, you know, so
you remove those diplomats and suspected Russian agents from the
country.

But what I mean by the other options are, there are things that
the Russians want in the United Nations and in other diplomatic
areas. We can slow that down. We can use our influence with our—
you know, both ourselves and with our allies to cause them prob-
lems in the diplomatic realm. There are things that the Russians
want that we can say no to or that we can slow-roll for a while to
make it clear our displeasure at the scope and scale of this oper-
ation.

So while I think that the options for retaliation for us have to
be constrained by the fact that we also carry out espionage, that
does not mean we have to simply, you know, accept this behavior
sort-of meekly and not express our concerns with it.

Mr. GUEST. Let me change gears with the panel just very quick-
ly. What efforts are being made to leverage technical expertise that
exists in many of our universities across the country?

Both myself and Chairman Thompson have universities, major
universities, here in Mississippi that are both doing great work in
the area of cyber research. So my question to the entire panel is,
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how can we incorporate this work being done at our academic insti-
tutions into our National strategy to combat cyber attacks?

Ms. GOrRDON. I will start and be brief and so we can see the
whole perspective. No. 1, I think in many instances, the Govern-
ment does and has relied on the work going in our academic uni-
versities, particularly in the research that is going to allow us to
be prepared in the future.

But what we really need is what you all are talking about here.
We need some sort of quest, some problem that is clear, to unleash
and put Government money behind it, to really drive people both
to those programs and those programs to drive the solutions that
we need.

So I think we already do tactically. I think we have used it his-
torically, but I think you all are on the threshold of being able to
set a flag in the ground and say we have got to go there, and uni-
versities are a great place to be driving that forward.

Mr. GUEST. Any other Members care to comment on the use of
the universities to incorporate them into our National strategy?

Mr. KrEBS. I will simply add that student—current students and
recent graduates are going to be key to building out any program.
I know at CISA, we use the Scholarship for Service I already men-
tioned. We had a number, you know, I think 2 dozen interns, paid
interns in place that were able to help. In fact, a number of interns
were actually on our Election Security Initiative. So, you know, this
is a great way to help boost the work force now and in the future.

Mr. GUEST. To all our witnesses today, I want to thank you.

Mr. Chairman, I yield back.

Chairman THOMPSON. Thank you very much.

I would like to recognize the vice chair of the Homeland Security
Committee, Mr. Torres of New York, for 5 minutes.

Mr. TORRES. I thank you, Mr. Chair.

I read recently in The New York Times that a man by the name
of David Evenden, a former hacker for the National Security Agen-
cy, essentially went on to become a cyber mercenary, for
CyberPoint, an American contractor that had business with the
United Arab Emirates and has an office in Dubai, where Mr.
Evenden was stationed.

According to this report, on behalf of his client, the United Arab
Emirates, Mr. Evenden was tasked with hacking into Qatar, and
in the process of doing so, he eventually eavesdropped on the pri-
vate communications between the Government of Qatar and the
then First Lady, Michelle Obama.

So when I read this anecdote, I was horrified, and I asked my-
self, how could an American contractor and how could a hacker
from our National Security Agency be allowed to eavesdrop on the
private communications of the First Lady and be allowed to engage
in cyber operations against either the United States or an ally of
the United States like Qatar?

So 2 questions: How can this be allowed to happen, and how do
we ensure that this never happens again? This question can either
go to Mr. Daniel or Ms. Gordon.

Ms. GORDON. Mike, I will take it to start.

It is a horrifying scenario. It is a slippery slope. People with ex-
pertise developed at Government, in Government institutions, will
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leave periodically, and we don’t want their knowledge to not be
used. So, you know, prohibiting them from doing anything or from
advancing the state-of-the-art is not something that would be in
our interest.

But I also believe that when you engage in something that would
be antithetical to the laws of this country, to the standard that you
had lived under before, you are still bound to that, and you are
smart enough to know what you are engaged in.

We have lots of sorts of nondisclosure protection of Classified in-
formation, ethical restrictions. I think it is worth considering apply-
ing those, but we will have to be very mindful, because that exper-
tise is also the expertise that keeps the United States ahead in
being a global leader.

Mike.

Mr. TorrgS. Well, to be clear, I am not proposing to prohibit the
use of the expertise. I am proposing prohibiting cyber mercenaries
from engaging in cyber operations against their own country or
against an ally of the United States. That is a

Ms. GORDON. Yes, you and I see it the same way. I am just say-
ing that as we figure out how to prohibit that, we are going to have
to be really mindful of the other side.

Mr. TORRES. In the interest of time, I want to move on to
SolarWinds. You know, well before the breach of the U.S. Govern-
ment, there were early warning signs that SolarWinds was compla-
cent about its own cybersecurity.

According to Reuters in 2017, Mark Arena, the chief executive of
a cyber crime intelligence firm, informed the U.S. Government that
there was an FBI-wanted cyber criminal offering to sell access to
SolarWinds’ computers on underground forums.

In 2019, Vinoth Kumar, a security expert, warned SolarWinds
that anyone could access the company’s update server with the
password SolarWinds123. Even though SolarWinds broadly serves
both the U.S. Government and corporate America, SolarWinds did
not even have a chief information security officer.

I am curious to know, why would the Government, the Federal
Government, do business with a vendor that was so glaringly com-
placent about its own cybersecurity? The sloppiness of one supply
chain vendor like SolarWinds can create systemic risk for the rest
of us.

So the question is: Do we have a process in place for ensuring
that the supply chain vendors with which we do business have suf-
ficient cybersecurity protection? This question, Mr. Krebs.

Mr. KreBS. So I think I will pick up where Dmitri opened up in
his opening remarks about some of the measures we need to put
in place with Federal Government contracting. I have already
talked about adding CISA as a—with some degree of privity of con-
tract, or at least information sharing based on individual contracts.
But we also have to know where the systemically important soft-
ware is in the Federal Government, what has elevated privileges,
you know, what sort of data is being touched in the cloud environ-
ment, you know, who is touching source code, what are the controls
in place. Dmitri has a range of recommendations that I think are
important.
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They are just not there yet. So we need to update the Federal
acquisition regulation and we need to get deeper into contracts. I
think in part what the Department of Defense has done with the
CMMC program is a good start.

Mr. TorrgeSs. Mr. Chair, how much time do I have left? I don’t
actually see the timer.

Chairman THOMPSON. Well, Mr. Chair, I will be gracious to you.
Take as much time as you need.

Mr. TorreS. OK. I will end on this note. I have a question about
cyber strategy. You know, suppose the United States, our cyberse-
curity apparatus finds a vulnerability, it seems to me we have 2
options. We can either correct the vulnerability and thereby
strengthen our cyber defensive capabilities or we can exploit the
vulnerability and thereby strengthen our cyber offensive capabili-
ties.

It seems to me historically the United States has chosen to
prioritize playing defense rather than playing offense, has chosen
to exploit vulnerabilities rather than correct them.

In light of the SolarWinds breach, did we as a country make a
strategic miscalculation in prioritizing cyber offense at the expense
of cyber defense? That will be my last question, and I will direct
that toward Ms. Gordon.

Ms. GORDON. Boy, it has been a continuum, and I think we have
moved in the direction that you so clearly articulated, that on the
early days, we were looking for advantage in terms of offense.

In the days we have seen since, we recognize that advantage is
the ability to withstand the kinds of attacks we see. So I think it
is always a choice, but I think that the pendulum has swung more
in the direction that you articulate, and SolarWinds certainly ham-
mered that home in terms of how to achieve it. Thank you.

Mr. TorgrgS. Thank you so much, Mr. Chair. I appreciate your
courtesy extended toward me.

Chairman THOMPSON. Thank you very much.

The Chair recognizes the other gentleman from New York, Mr.
Garbarino.

Mr. GARBARINO. Garbarino, Mr. Chairman.

Chairman THOMPSON. All right.

Mr. GARBARINO. Garbarino.

Chairman THOMPSON. Thank you.

Mr. GARBARINO. Thank you very much, Mr. Chairman, Ranking
Member Katko, for putting this hearing together, as well as for the
witnesses for their testimony.

As Ranking Member for the Subcommittee of Cybersecurity, In-
frastructure Protection, and Innovation, I am looking forward to
working with Chairwoman Clarke to implement some of the rec-
ommendations that we heard today.

I have just, like, 1 or 2 questions. You know, we heard about
SolarWind and how it was the largest cyber attack on the country
up to date. It exposed that we were unprepared, that we were
underresourced to deal with the attack.

President Biden has recommended a multibillion-dollar infusion
for Federal IT modernization and cybersecurity to respond to the
SolarWinds breach.
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I will start with Mr. Krebs, and maybe if somebody else wants
to jump in and answer as well. Mr. Krebs, what is your opinion of
CISA’s Continuous Diagnostics and Mitigation Program? What do
we ultimately want it to do? Is it a lot more funding, or is it, you
know, better to force aggregate visibility from CDM deployment or
a combination of both?

Mr. KREBS. So I think we need to invest more in CDM. I think
we need to invest more aggressively, and we need to get more orga-
nizations onboarded through the various levels of the program.

Ultimately, CDM is about knowing what is on the network, who
is on the network, and what data is transiting the network. We are
still, based on some of the investments to date, taking too slow of
an approach, and we need to accelerate that investment. We need
to add additional investment for the proactive hunt capabilities,
and that is what is going to, as Dmitri mentioned, give us the abil-
ity to take that assumption of breach mentality.

But as I see it, CDM is going to be the future of the program.

Mr. GARBARINO. OK.

Mr. KreBS. Of Federal cybersecurity.

Mr. GARBARINO. Any other witnesses want to touch on that? Or
I am going to move on.

Mr. ALPEROVITCH. Yes, Congressman. I would just like to echo
what Chris has said, but the assumption of breach mentality, I
think, is most steep. We need to stop pretending that we can stop
adversaries from getting to our networks. They will always be able
to get in, sometimes through insiders, sometimes through spies
that they will be able to insert into our Government.

But we need to assume that they are there, we need to hunt for
them actively, 24/7, on all of our networks, and kick them out as
quickly as possible. That is the winning strategy. I have seen it
work in the private sector. I believe it absolutely can work in the
Government.

Mr. KRrEBS. This is—if I can just add one little coda on top of
that. I have been asked the question a couple times, you know,
when are we going to know if the Russians are finally out of the
network. You should have always assumed they were there the
whole time. That is not the mentality that you want to take. It is
continuous hunting. Assume that they are there.

Mr. DANIEL. Yes. I will just add on top of that, I think the pro-
posals also need to retire a vast amount of the technological debt
that the Federal Government has incurred, that there are systems
out there that we can’t even get continuous diagnostics monitoring
on because they are so old. So we need to retire those—we need
to retire those systems and modernize much of the Federal Govern-
ment’s IT.

Mr. GARBARINO. That was actually my follow-up question, Mr.
Daniel, about whether or not everybody should be required to up-
date, every Federal agency. So I imagine everybody here feels the
same way.

Mr. KrREBS. So I would—one of the things I think a missed oppor-
tunity we had, both through earlier steps of CARES Act but also
the more recent COVID-related package of that $10 billion, that $9
billion for Federal agencies to upgrade and modernize their sys-
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tems is absolutely critical. It is really, really tough right now to se-
cure, as Michael pointed out.

We have to upgrade these systems. So whatever the next oppor-
tunity is, whether it is some Capitol Police-related legislative pack-
age, I really encourage Congress to think hard about what addi-
tional funding is required to secure the Executive branch.

Mr. GARBARINO. Mr. Chairman, I have to run to another hearing.
I did have another question, but I do have to go to another hearing,
so I yield back. I definitely thank the Chairman and the witnesses
for their testimony today.

Chairman THOMPSON. Thank you very much.

Let me also thank the witnesses for their testimony. The acco-
lades you have already received from my coworkers on the com-
mittee speaks volumes for their appreciation for your response to
their questions.

The Members of the committee may have additional ques-
tions

Ms. JACKSON LEE. Mr. Chairman? Mr. Chairman, if I might be
yielded to for just a moment? This is Sheila Jackson Lee.

Chairman THOMPSON. The lady from Texas is recognized.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman.

What an enriching and very powerful discussion. One of the
agencies that has been on the forefront of cybersecurity is obviously
our Defense Department—and when I say on the forefront, they
have a infrastructure dealing with this.

I think what we have gleaned from this meeting, that there
needs to be a coming together on the domestic security and the
vulnerabilities that we experience. I think this committee hearing,
Mr. Chairman, has been singular in highlighting those issues.

I join with my colleagues—I have heard a number of ideas—I
join with my colleagues that we should be on the offensive and not
the defensive. I have just heard Director Krebs talk about shoring
up the Executive. So I am hoping that our leadership will recognize
that we probably, as swiftly as you are, Mr. Chairman, by having
this hearing, that we need to move swiftly.

I will conclude by saying, even before SolarWinds, we wrote leg-
islation dealing with a zero-day event, which now sets enormous
panic for me, because it is more than a viable possibility, and that
is when all of our systems are at a level of—a diminishing level.

So I hope that what we have gotten out of this hearing is a sense
of urgency and the ability to work with you, Mr. Chairman, and all
the Chairs on the number of committees. I am glad to be on one
of the subcommittees to really say to the administration and say
to the Nation that cybersecurity has to be, from the domestic secu-
rity perspective, a heightened and enlightened defense effort, if you
will. T can see that we can do it in this committee.

So thank you very much. I just wanted to thank you for the hear-
ing and thank the witnesses for the hearing as well. I have been
through this a lot, and to hear your representation gives us a great
road map for us to proceed on. So thank you each and every one
of you.

Chairman THOMPSON. Thank you very much.
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The Members of the committee may have additional questions for
the witnesses and we ask you respond expeditiously in writing to
those questions.

Vgithout objection, the committee’s record shall be kept open for
10 days.

Hearing no further business, the committee stands adjourned.

[Whereupon, at 5:22 p.m., the committee was adjourned.]






APPENDIX

QUESTIONS FROM HONORABLE MICHAEL T. MCCAUL FOR CHRISTOPHER C. KREBS

Question 1. What role do State and local government IT infrastructures play in
ensuring the security of our Nation? What specific steps can State/local entities take
to improve their IT infrastructure, what resources can we provide them, and can
you speak to the increased funding that you proposed in your testimony?

Answer. Response was not received at the time of publication.

Question 2. Are there any gaps where you think the Legislative branch might step
in to protect the United States against cybersecurity threats, including misinforma-
tion? Moving forward, how can Congress help CISA in their efforts?

Answer. Response was not received at the time of publication.

Question 3. What are some common misconceptions about the security of our elec-
tions? What can we do to promote transparency regarding the administration of our
elections?

Answer. Response was not received at the time of publication.

QUESTION FROM HONORABLE JAKE LATURNER FOR CHRISTOPHER C. KREBS

Question. With the perpetrators of the Solarwinds hack likely still lurking in our
systems, monitoring unencrypted communications, gathering valuable information
on how we respond, would you agree the Federal Government needs to prioritize
operational security by leveraging secure communications as a critical first line of
defense?

Answer. Response was not received at the time of publication.

QUESTION FROM HONORABLE JAKE LATURNER FOR SUSAN M. GORDON

Question. With the perpetrators of the Solarwinds hack likely still lurking in our
systems, monitoring unencrypted communications, gathering valuable information
on how we respond, would you agree the Federal Government needs to prioritize
operational security by leveraging secure communications as a critical first line of
defense?

Answer. Response was not received at the time of publication.

QUESTION FROM HONORABLE JAKE LATURNER FOR MICHAEL DANIEL

Question. Now that there are unified communications capabilities available in es-
tablishing a strong, resilient crisis response plans to prevent and mitigate future in-
trusions, what role does end-to-end encryption play and should the Government
place priority on communications that allows for global federation so that Govern-
ment agencies are able to communicate securely with external parties?

Answer. Secure communications are critical to almost all Government activities,
including policy development, service provision, cybersecurity, and crisis response,
and these activities must involve interactions between the Government and the pri-
vate sector to be effective. Given the capabilities of our adversaries, making commu-
nications secure requires strong end-to-end encryption, but such encryption also
poses a challenge to law enforcement in preventing or disrupting crimes. As a re-
sult, the encryption debate is a security-versus-security debate. There is no single
“right” answer to this debate.

Societies must decide how much security of the first kind they are willing to trade
for the second and vice-versa.
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