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SMALL BUSINESS PERSPECTIVES ON A
FEDERAL DATA PRIVACY FRAMEWORK

TUESDAY, MARCH 26, 2019

U.S. SENATE,
SUBCOMMITTEE ON MANUFACTURING, TRADE, AND
CONSUMER PROTECTION,
COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,
Washington, DC.

The Subcommittee met, pursuant to notice, at 2:38 p.m. in room
SD-562, Dirksen Senate Office Building, Hon. Jerry Moran, Chair-
man of the Subcommittee, presiding.

ThPresent: Senators Moran [presiding], Blumenthal, Wicker, and
une.

OPENING STATEMENT OF HON. JERRY MORAN,
U.S. SENATOR FROM KANSAS

Senator MORAN. Good afternoon, everyone.

I call this subcommittee hearing to order.

Mr. Blumenthal, I'm sure, will be here shortly. We just had a
vote, which is why I'm slightly late but embarrassingly late enough
that the Chairman of the Full Committee beat me here, and I
would not want to detain him any longer than necessary.

So, I'm going to give my opening statement. We’ll see if Senator
Blumenthal arrives and we’ll go from there.

Welcome to today’s hearing titled “Small Business Perspectives
on a Federal Policy—I'm sorry—Federal Privacy Framework.”

More and more questions and concerns have arisen from allega-
tions of “unfair and deceptive practices” conducted by a variety of
companies related to their handling of consumer personal informa-
tion.

As the Subcommittee with oversight jurisdiction for consumer
protection, we have sought specific answers to these questionable
practices on many occasions in the form of public letters, stake-
holder briefings, and hearings, stretching back to the prior Con-
gress and before.

This subcommittee in particular has held hearings to evaluate
troublesome industry practices, such as the Cambridge Analytica
scandal, and other reports regarding the lack of privacy and secu-
rity protections surrounding consumer data.

Additionally, the Subcommittee has sought direct input from the
jurisdictional enforcement agency, the Federal Trade Commission,
which we have jurisdiction over, and it is charged with enforcing
the “unfair and deceptive practices in or affecting commerce,” inclu-
sive of consumer data privacy under Section 5(a) of the FTC Act.
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Last November, we heard from all five FTC Commissioners on
specific legislative actions Congress should take to better protect
consumers from harmful business practices of bad actors and with
over a hundred data security and privacy cases brought before
them in the past 20 years, their feedback was greatly appreciated.

All of this proactive information gathering from industry, con-
sumer advocacy groups, academics, and agency officials is intended
to inform our legislative efforts to bolster consumer protections.

Additionally, given the implementation of the General Data Pro-
tection Regulation, GDPR, in Europe and the passage of the Cali-
fornia Consumer Privacy Act and the likelihood of other states en-
acting their own consumer privacy laws, it is clear that the U.S.
needs a Federal consumer data privacy law that provides clarity in
an increasingly complex regulatory environment.

To that end, I've been working with the Ranking Member, Sen-
ator Blumenthal, along with other bipartisan members of our com-
mittee, including the Full Committee Chairman, Chairman Wicker,
and Senator Schatz.

We've been attempting to identify responsible Federal privacy
standards that provide clear and effective protection to consumers
while also aiming to provide some regulatory certainty to busi-
nesses in the interest of creating jobs, promoting innovation, and
competition in the global economy.

The focus of today’s hearing is to emphasize the specific concerns
of small and new businesses and how they utilize and protect con-
sumer information within their operations.

These businesses have fewer resources in handling the complex-
ities of increased regulatory privacy compliance and associated
costs. However, it is also critical to highlight that not all small
businesses are the same and consumer data offers different uses,
challenges, and in some cases liabilities across the various models
of small businesses and startups.

I look forward to hearing from the witness panel about what they
think should be included in Federal privacy legislation and how
new FTC enforcement authorities should account for the size and
scope of a business processing consumer data, while also factoring
in the sensitivity of that information and consumer harms associ-
ated with their practices.

Additionally, I'd be interested in hearing from the panel on how
GDPR and the California Consumer Privacy Act specifically impact
their operations or the operations of their member companies.

Joining us today is Ryan Weber, who serves as the President of
the KC Tech Council. The Council serves as a regional advocate for
Kansas City’s tech industry, and while its members are comprised
of companies in various sizes and models, Mr. Weber will provide
a valuable perspective on behalf of the Council’s small businesses
in both Kansas and Missouri.

Second, Mr. Evan Engstrom, the Executive Director of Engine,
will provide testimony on behalf of their association’s startup mem-
bers. Engine’s membership covers a diverse group of sectors and
models, and I look forward to hearing how privacy regulations
could disproportionately affect startups which are oftentimes best
positioned to innovate and drive competition.
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Mr. Jeff England from Silver Star Communications is our third
witness. He is based in Wyoming and will provide testimony from
the perspective of a rural telephone and Internet service provider.
Providing high-speed broadband to rural communities is a costly
process, as many members on this subcommittee are well aware,
and Congress must effectively account for expected compliance
costs on small carriers associated with any Federal privacy bill if
it is to be enacted.

Ms. Nina Dosanjh is a realtor working with the Nolan Group at
Vanguard Properties in San Francisco, and she will provide insight
to the unique needs and challenges facing small businesses in real
estate as it pertains to our privacy discussion. Her role as the
Technology Policy Committee Vice Chair for the National Associa-
tion of Realtors make her exceptionally qualified.

Finally, Mr. Justin Brookman is the Director of Consumer Pri-
vacy and Technology Policy for Consumer Reports. As a former pol-
icy director of the FTC, Mr. Brookman will provide helpful insight
to identify regulatory gaps in consumer privacy protection.

The distinctly unique perspectives of our witnesses today should
provide valuable insight to our subcommittee’s efforts in identifying
an appropriate Federal privacy framework.

With that, I turn to the Ranking Member so that he can make
his opening statement.

Senator Blumenthal, thank you.

STATEMENT OF HON. RICHARD BLUMENTHAL,
U.S. SENATOR FROM CONNECTICUT

Senator BLUMENTHAL. Thank you, Senator Moran.

And I want to firstly thank you for having this hearing and for
being such a strong advocate and champion and my gratitude, as
well, to Chairman Wicker.

We have a really significant and productive team, including Sen-
ator Schatz, and I am committed to moving forward in a very bi-
partisan way. This issue of privacy is of paramount importance and
it should be of bipartisan significance.

Others on this committee and Judiciary, including Senator
Klobuchar, have been leaders in this effort and I'm very heartened
that they have been contributing. In fact, just a short time ago, we
held a hearing in the Judiciary Committee and Senator Klobuchar
and I are on both committees and I hope we can draw the best in
support from both committees.

This hearing is very, very timely. One year ago this month, we
learned that the political firm of Cambridge Analytica, now almost
a household word in the tech community at least, had illicitly sto-
len data on tens of millions of Facebook users to manipulate our
election. It was a wake-up call for the American public and it
sparked a shift in our relationship with Big Tech.

Anyone who thinks their privacy is sacrosanct or well-protected
is fooling themselves, and we need a privacy bill of rights, a set of
protections that is no less stringent than the people of California
enjoy, no less protective than the people of Europe have.

There’s no reason that the people of the United States should be
any less protected, whether you run a small business or you attend
a daycare center. No matter what your age, no matter where you
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go, you deserve that privacy, and we all carry in our pockets the
most sophisticated tracking devices ever known to man. Our
phones monitor our movements, our health, and even our family af-
fairs.

Consumers could care less whether the company mining their
data is a tech giant or a small business. They simply want to
choose how that information is used or shared and small busi-
nesses could care less who is going to be protecting them as long
as they receive that protection and it is guaranteed.

We see more companies, small and large, attempting to compete,
actually contending with each other, on privacy. Earlier this month
in the Judiciary Committee, we heard from DuckDuckGo, a com-
petitor of Google Search. Its CEO told us that his company is both
profitable and compliant with California’s rules. It was ready be-
cause privacy was a foundational value to them and we need more
companies like DuckDuckGo who have respect for privacy and suc-
ceed both in making money and also protecting their consumers.

Congress can set a baseline, a floor that establishes privacy as
a right, really a set of rights, a bill of rights, and a business value.
We can promote a market that enables companies to compete in of-
fering the best privacy-friendly services rather than dumbing them
down or punishing them.

So I look forward to crafting rules that accommodate the needs
of small businesses, but we must raise the bar, not lower it.

I look forward to hearing how our markets can reflect those val-
ues, promote competition, and protect consumers. With the right
balance, we can create new spaces for innovation and products that
protect privacy.

So, again, I thank my Chairman, both Chairmen who are here
today, and I think it reflects our bipartisan interests that we have
this kind of turnout.

Thank you.

Senator MORAN. Senator Blumenthal, thank you very much for
your opening comments, including those about the bipartisan effort
to reach a solid conclusion, and I appreciate very much the way
you’ve approached this and the good working relationship we have
and a desire on the part of both of us to accomplish a goal of great-
er privacy for consumers.

None of this could be possible without the Full Committee Chair-
man, and I now recognize him for his opening comments.

STATEMENT OF HON. ROGER WICKER,
U.S. SENATOR FROM MISSISSIPPI

Senator WICKER. Well, thank you very much, Chairman Moran
and Senator Blumenthal.

I'm just here to add my words of support and appreciation for the
leadership of this subcommittee. I will associate myself with the re-
marks of both the Chair and the Ranking Member of this sub-
committee and appreciate their leadership and work and diligence
and knowledge about this issue.

I think it’s also clear from people who attended our Full Com-
mittee meeting and hearing several days ago that Ranking Member
Cantwell of the Full Committee is a knowledgeable and diligent
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participant in this issue and shares the same goals as the two pre-
vious speakers.

This is a priority for everyone on the Committee. It’s something
that must be done and it must be done on a bipartisan basis and
so let’s salute the small businesses of America. They innovate.
They create jobs. They fuel the economy and economic development
of this country, and they are very vibrant members of the local
communities in Mississippi and Kansas and Connecticut and Min-
nesota, and we appreciate them.

As the Commerce Committee continues its work to develop a
strong Federal data privacy framework that protects consumers
and gives them more control over their data, it’s important that
any privacy law sustain and promote economic development among
small business, which is, of course, the engine of so much job cre-
ation.

So I thank our members today. I thank both of my teammates
at the leadership of this subcommittee for stressing the need for bi-
partisanship. Something of this magnitude will not, cannot possibly
be done without strong bipartisan support both in the House and
the Senate.

So I'm delighted to see the leadership proceeding today and I'm
delighted to have our witnesses.

Thank you so much.

Senator MORAN. Chairman, I appreciate your opening comments
and appreciate your leadership in the Full Committee and with us
in trying to achieve that result.

We have votes at 4 o’clock. So the time is short. I would ask you
all to keep your remarks to the 5 minutes under the rules and ask
my colleagues to be able to ask and answer their questions within
their 5 minutes.

With that, I recognize Mr. Ryan Weber, the President of Kansas
City Tech Council.

STATEMENT OF RYAN WEBER, PRESIDENT, KC TECH COUNCIL

Mr. WEBER. Thank you, Mr. Chairman Wicker and Chairman
Moran, and Ranking Member Blumenthal, and Committee Member
Klobuchar. Thank you for inviting me to testify.

My name is Ryan Weber. I'm President of KC Tech Council.
We’re a non-partisan, nonprofit 5(1)(c)(6) organization, and we
serve as a regional advocate for Kansas City’s tech industry.

By the way, that industry in our metro area includes both Kan-
sas and Missouri but also about 3,800 tech employers, about a
100,000 workers. They contribute about $11 billion to our economy.
It’s a big part of our business in our region.

And though we work with a lot of enterprise companies, my testi-
mony today is provided on behalf of those small and startup busi-
nesses that comprise our member companies, like KC Tech Council,
and like any other association president, in order to prepare for to-
day’s testimony, I asked many of those member companies and per-
sonally reached out to them, especially the small and startup com-
panies, and asked them for feedback regarding the potential impact
of Federal data privacy laws and for some of those companies, I
want to be honest, they're just now learning about this issue at
that small and startup level.
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This is for some of them, this is new, and these are things they’re
currently educating themselves on, but they did have some very
specific feedback, those who specifically do business in Europe and
other places that may have had to focus on these issues.

There were a couple of themes. I'll share some of those real
quickly. The unanimous theme was the importance of Federal pre-
emption for the potential of a Federal data privacy law. They are
concerned that if multiple states, like California and their CCPA
law, if there’s multiple states they have to comply with, obviously
there’s going to be a cost to that compliance. That could create
entry of burden but also a barrier of entry for some of those compa-
nies.

Second, they’re concerned about the impacts that GDPR and
CCPA will have on their ability to innovate and leverage emerging
technologies, and it often is those small companies that focus on
some of those things, like artificial intelligence and block chain
technologies, that would be dramatically impacted by Federal data
privacy laws, and also that’s really just what we know about today.
You know, innovation happens very quickly and we don’t know
what the future brings, but data will be a part of that.

Third, the goal of any privacy law should be to prevent personal
information from being used in harmful ways and not all data is
the same and should be treated the same and considerations for
how to enforce some of those different pieces of data in the Federal
privacy law should be taken into account.

Enforcement is also of great concern amongst those business
leaders and for GDPR and CCPA, enforcement can contain either
millions of dollars or a percentage of revenue and for small compa-
nies or startup companies that would be essentially a death blow
to those businesses.

In summary, the Federal preemption, future of innovation, what
distinction on data will be met, those are some of the most impor-
tant things, along with enforcement, that our member companies
represent.

So thank you for the opportunity to testify today and represent
Kansas City’s tech industry.

[The prepared statement of Mr. Weber follows:]

PREPARED STATEMENT OF RYAN WEBER, PRESIDENT, KC TECH COUNCIL

On behalf of the KC Tech Council, our member companies and board of directors,
thank you for the opportunity to testify about the potential impact future Federal
privacy laws could have on small and startup tech firms. The KC Tech Council is
a nonpartisan, nonprofit 501(c)(6) association serving as the regional advocate for
Kansas City’s tech industry. The organization is funded by regional tech employers
and led by a board of directors consisting of 40 executives from enterprise level and
small to medium-sized companies.

It has been my honor to serve as President of the KC Tech Council for the past
seven years. My statement today has been formed by direct feedback from our mem-
ber companies, board members and our Federal advocacy partners at CompTIA. Al-
though the KC Tech Council’s membership includes enterprise-level companies, this
statement was created on behalf of companies with less than 500 employees.

FEDERAL PREEMPTION

A strong, preemptive Federal Data Privacy law is essential and supported by the
KC Tech Council. In a recent survey of our members who identify as small or me-
dium-sized tech firms, we asked:
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“In regards to your business’s ability to scale, how important is Federal preemp-
tion of data privacy laws rather than state-by-state laws, like California’s
CCPA?” Unanimously, the response to this question was; Very Important.
Below are three examples why:

Unpredictable | Often, business leaders are expected to predict the future to grow
their business. The recent passing of California’s Consumer Privacy Act (CCPA) sent
a ripple throughout Kansas City’s tech industry and the business community. It will
require a business to put a conspicuous “Do Not Sell My Info” link on its website
and delete consumer information upon request, among other things. As other states
follow suit and amend their privacy laws, tech companies will face countless and
sometimes conflicting requirements. This regulatory uncertainty is a huge concern
and a threat to small and startup companies. A reasonable Federal data privacy law
will stabilize this threat.

This unpredictability can affect future investment, too. According to research con-
ducted in the first six months after GDPR’s implementation, overly prescriptive pri-
vacy laws can have a disproportionate impact on small businesses. Investment in
startups and new tech companies in the EU has dropped since the GDPR went into
effect in May,! while small businesses in Europe have lost market share to large
companies in places like the ad tech sector in recent months.[2] Meanwhile, some
U.S. websites have chosen to block EU visitors rather than spend the money re-
quired to come into compliance with GDPR.

Innovation | Artificial intelligence (AI), machine learning and blockchain are cur-
rently referred to as emerging technologies. These tools are complex, and only a
small number of people in the world fully understand how to scale these applica-
tions successfully. The convergence of these tools with Big Data analytics helps busi-
nesses make better decisions, reduce costs and transform their business processes.
Without access to this data, the continued investment in these and other new tech-
nologies may wane. As I will touch on shortly, a Federal privacy law can address
consumer concerns by requiring transparency and notice of the algorithms, proc-
essing, and transfer of personal data.

GDPR and CCPA address an individual user’s “right to be forgotten.” In theory,
this principle is worthy of attention. However, in practice, business leaders are con-
cerned about the feasibility of recalling or deleting individual user data, specifically
on legacy systems. It is possible deleting records could affect the future use of a
database with emerging technology applications. This is a particular concern with
blockchain technology.

GDPR also contains a purpose limitation that prohibits companies from using per-
sonal data for a purpose other than for which it was originally collected. While the
goal of the purpose limitation, trying to limit the use of data, is noble, the result
has been that companies are prevented from using their data for developing innova-
tive new products, machine learning or Al. The U.S. should certainly place limits
on the use of personal data, but it should provide flexibility for innovative uses as
long as there is little or no risk of harm to users.

Cost | The evolving patchwork of state privacy laws places a significant legal and
technological burden on small and startup companies. A 2017 Ponemon Institute
Study found that the average cost of data protection compliance for multinational
organizations had increased 43 percent from 2011, although the cost of non-compli-
ance proved much greater.2 The cost to build privacy-compliant software products,
websites and applications are rapidly increasing, and the more regulatory masters
there are, the greater the increase.

A state-by-state approach to data privacy creates a compliance nightmare for the
entire tech industry, but particularly for small businesses with limited resources.
Data does not abide by state boundaries, but each state has its own privacy law for
its residents. As states create new and increasingly disparate privacy requirements,
the result will prove untenable and could have a disastrous impact on small busi-
nesses and innovation.

It is not common for businesses to advocate for Federal regulation, but a Federal
standard for data privacy is simply too important. Our support for a Federal law
should reinforce the impact these laws have on the success of small and startup
U.S. technology companies. Without Federal preemption, innovation may be slowed

1Jia, Jian and Jin, Ginger Zhe and Wagman, Liad, The Short-Run Effects of GDPR on Tech-
nology Venture Investment (November 5, 2018). Available at SSRN: https://ssrn.com/abs
tract=3278912 or hittp:/ /dx.doi.org/10.2139 /ssrn.3278912

2Fifth annual survey shows a significant spike in legal defense spending while breaches in-
volving third-party organizations remained the most costly hitps://www.ponemon.org/news-2/
23
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or altered in order to comply with state laws, and the cost to comply may put some
small and startup companies out of business.

STATUTORY CONSIDERATIONS

In today’s economy, personal data is a valued asset for almost every business, and
for many, the most valuable asset. Using other information from data brokers, com-
panies can now narrowly target their prospects and customers in ways we could not
imagine five years ago.

In this tension between commerce and privacy, we believe transparency is key.
Companies should know how they collect, use, store, secure and share personal
data, and be accountable for it. We believe a Federal law can embrace the principles
of data privacy and still keep the regulatory burden within reason for small to me-
dium-sized businesses.

Privacy | A Federal privacy law should ensure that businesses only use personal
data for legitimate purposes, and disclose those uses and purposes. Businesses
should not make new and different uses of personal data without consent or a simi-
lar justification. They should collect only the personal data they need, and not keep
it longer than they need it. They should take reasonable measures to protect the
data, and have a way for people to correct inaccuracies. They should provide notice
in the event of a breach.

“If a new Federal law can help move the EU to view our privacy protections to
be “adequate,” we may be able to avoid some serious obstacles to data transfer
and online commerce created by GDPR.”—Tedrick Housh, Data Privacy attorney
at Lathrop Gage, Kansas City, MO

Collection and Use | How data is collected and used are already set forth in most
companies’ privacy policies and terms & conditions. In some cases, data is sold to
generate revenue and sell advertisements. The process by which data is sold, and
for what intent, should be transparent.

The goal of any privacy law should be to prevent personal information from being
used in ways that harm individuals. New Federal privacy law should not contain
absolute restrictions on the collection of data or include non-personal data within
its ambit. GDPR, for example, includes publicly available IP addresses as “personal
data.” The risk of harm to individuals from possessing these types of data is ex-
tremely low. If a company is transparent about the fact that it will not re-identify
its aggregated, anonymized and/or encrypted data, and abides by that commitment,
it should not be subject to the same fines and other enforcement as a company that
is not transparent.

Storage | The databases used to store collected information are complicated and
connected, whether on-premises or in the cloud. Some data is used often and nec-
essary for business operations. Other data sets, without immediate or functional
need, are nonetheless a source for research or technological advances. Mere storage
?f gersonal data, without misuse or lack of security standards, should not result in
iability.

Security | Threats to company data are not only constant; they are constantly
changing. Security is not “one size fits all.” No matter who has it, sensitive data
(like genetic or medical information) should be subject to enhanced protection, boost-
ed by more frequent penetration testing, cybersecurity audits, and other measures.
Otherwise, we believe companies securing ordinary personal data could be subject
to a “reasonableness” standard that takes into account the company’s particular in-
dustry, financial means, and size.

Portability | Data portability is a two-way street. Just as consumers increasingly
expect their personal data to be portable, like a cell phone number, companies
should be able to transfer such data in its possession in a merger or acquisition.
So long as a company has been transparent in how it shares data with third parties,
it should be able to share or sell personal data without fear of violating the law.

ENFORCEMENT

Accountability is an important aspect of meaningful data privacy law. GDPR and
CCPA include predetermined levels of fines, which reach into the millions of dollars
or a percentage of revenue, whichever is higher. Fines at this level could mean the
end for small and startup companies. An executive from one of our member compa-
nies weighed in on this subject:

“The law should not be so broad that it allows big companies like Facebook or
Amazon to sell personal data but not so onerous that smaller businesses incur
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large costs to be compliant.”—Jeanette Prenger, CEO of ECCO Select, Kansas
City, MO

Another potential death blow to small to medium-sized businesses is a data
breach class action lawsuit. Even with little or no proof of identity theft or other
injuries to the consumer class, courts are letting these cases proceed. A new Federal
data privacy law could define the type of tangible proof of actual harm to give stand-
ing before a court.

CONCLUSION

Algorithms are the backbone of most modern technology applications, and algo-
rithmic thinking is necessary when considering the future of Federal data privacy
laws. Conditional algorithms use IF-THEN decisions between two courses of ac-
tions. For example, IF a company, no matter the size collects sensitive data, THEN
it must comply with Federal data privacy laws and meet certain cybersecurity
standards set forth by the appropriate regulatory agency.

As technology continues to advance and find its way into every industry, business
sector, and company, we must remember, not all technology is created equal and
not all data should be treated the same.

Accountability will make Federal data privacy laws effective. The agency respon-
sible for upholding these laws should be allowed to adjust fines and penalties equal
to the violation. This sentiment is shared by our member companies. Other global
examples of privacy laws, such as General Data Protection Rights (GDPR), set fines
at such a high-level many small and startup companies cannot afford.

We believe small to medium-sized tech companies are already defining and cre-
ating the jobs of the next generation. Thank you for the opportunity to present the
KC Tech Council’s views on how to promote that growth and respect data privacy
at the same time.

Senator MORAN. I would point out that if Kansas and Missouri
can cooperate as well as they do in the Kansas City Tech Council,
Republicans and Democrats can reach a conclusion

Mr. WEBER. Yes, sir.

Senator MORAN.—on this legislation.

Mr. WEBER. Let’s hope.

Senator MORAN. I believe it.

Mr. Engstrom.

STATEMENT OF EVAN ENGSTROM, EXECUTIVE DIRECTOR,
ENGINE ADVOCACY AND RESEARCH FOUNDATION

Mr. ENGSTROM. Chairman Wicker, Chairman Moran, Ranking
Member Blumenthal, Members of the Subcommittee, thank you for
inviting me to testify on the impact of consumer privacy protections
on U.S. startups.

Engine is a nonprofit that works with a network of startups
throughout the country to push for policies that promote entrepre-
neurship and right now, consumer privacy regulation is a priority
for many small businesses.

Congress must create robust uniform rules that provide trans-
parency and user choice while directly prohibiting abusive prac-
tices. A strong Federal bill will increase consumer confidence and
protect our thriving startup ecosystem.

If carefully crafted, national rules can avoid imposing the signifi-
cant costs associated with state-by-state regulation that would
make it all but impossible for startups to compete with larger com-
panies.

For startups, user privacy is more than a buzzword. It’s a busi-
ness imperative. With every headline-grabbing misstep by an Inter-
net giant, consumers lose trust in the online economy. It’s the
small startups without name recognition or longstanding relation-
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ships with users that consumers will abandon first when trust is
lost.

We already see startups using privacy as a competitive advan-
tage, recognizing that they have to work harder to earn user trust.
A strong Federal privacy law that shores up consumer confidence
in the Internet ecosystem benefits users as well as competition.

At the same time, as state and Federal policymakers look to bol-
ster privacy protections for consumers, there is a very real risk of
creating a complex regulatory landscape that startups on bootstrap
budgets can’t afford to navigate.

We saw this in Europe after the General Data Protection Regula-
tion was implemented last year and companies, from major U.S.
newspapers to tiny tech startups, had to shut down access to Euro-
pean users.

We anticipate similar things will happen when California’s new
privacy law, the California Consumer Privacy Act or CCPA, goes
into effect in 2020.

To be clear, we fully support CCPA’s goals. Consumers should
know what types of data companies collect and how that data is
shared. But what’s poised to go into law next year will have unin-
tended consequences for startups.

CCPA creates an overbroad set of definitions and obligations that
large companies will be able to manage but startups will not. In
the rush to pass CCPA, the California Legislature inadvertently
produced a bill full of typos, contradictions, and unworkable provi-
sions that in some cases will actually discourage pro-security best
practices and will require companies to collect more personal user
data.

For example, the law’s nondiscrimination and data deletion pro-
visions will require companies to collect sensitive personally identi-
fiable information, such as credit card and social security numbers,
that they previously had no interest in gathering, and while CCPA
implicitly recognizes that it will pose undue burdens on smaller
companies, the law’s small business exemption fails to protect most
of the California startups that are creating jobs and providing inno-
vative services to consumers.

Beyond our specific concerns with CCPA’s provisions, the risk of
every state adopting its own privacy laws will make it even more
difficult for startups to compete with large incumbents.

As each new state law goes into effect, startups will be faced
with an increasingly complex and potentially conflicting set of re-
quirements and obligations when it comes to how they can collect,
use, store, and share consumer data.

Even if state laws are relatively consistent, small variations mul-
tiplied over 50 jurisdictions will create insurmountable administra-
tive hurdles for all but the most well-funded companies.

No matter how similar any state privacy laws are, startups will
almost certainly have to renegotiate all of their vendor contracts to
cover compliance with each new law.

Unlike massive Internet companies that can build most of their
services in-house, startups rely on a range of external vendors to
run day-to-day business processes, from cloud storage to
cybersecurity tools to back-end web posting. These administrative
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burdens have little impact on consumer welfare and will fall dis-
proportionately on small companies.

Fortunately, Congress is fully equipped to address these con-
cerns. A single strong Federal standard can ensure equal protec-
tions for users across state lines while avoiding unnecessary bur-
dens that put honest startups at a competitive disadvantage.

Thank you, and I look forward to your questions.

[The prepared statement of Mr. Engstrom follows:]

PREPARED STATEMENT OF EVAN ENGSTROM, EXECUTIVE DIRECTOR, ENGINE
ADVOCACY AND RESEARCH FOUNDATION

I. Introduction

Chairman Moran, Ranking Member Blumenthal, members of the subcommittee.
Thank you for inviting me to testify on the role of consumer privacy protections in
the U.S. startup ecosystem.

Engine is a non-profit that works with a network of startups across the Nation
to push for policies that advance the startup ecosystem, and right now, consumer
privacy is at the top of mind for many small and new companies.

For startups, “user privacy” is more than just a regulatory concern or buzzword,
it’s a business imperative. With every headline-grabbing misstep by an Internet
giant, consumers lose trust in the Internet economy. It’s the new, small startups
without name recognition, longstanding reputations, or relationships with users that
consumers abandon first when that trust is lost.! We already see startups using pri-
vacy as a competitive advantage, recognizing that they have to do more with less
in order to maintain users’ trust. A strong Federal privacy law that shores up con-
sumer trust in the Internet ecosystem benefits consumers, as well as startups.

At the same time, as state and Federal policymakers look to bolster privacy pro-
tections for consumers, there is a very real risk that the end result will be a complex
regulatory landscape that startups on bootstrap budgets can’t afford to comply with,
especially compared to large companies with massive budgets and legal teams.
Rules that are ostensibly pro-privacy could end up cementing the market power of
those very Internet giants whose behavior sparked much of these conversations.

We've seen this with the European Union’s General Data Protection Regulation,
where many small companies left European markets or abandoned plans to expand
to European markets rather than face the costly compliance burdens.? In fact,
there’s concrete evidence that GDPR gave the big Internet companies a boost in Eu-
rope. According to one survey, Google’s ad tracker actually saw an increase, albeit
small, in reach since GDPR went into effect ten months ago.3 Facebook’s ad tracker
saw a small decrease, but everyone else saw significant losses. GDPR’s extensive
and complex obligations created new compliance burdens that large incumbents
could bear but resource-constrained startups could not. Policymakers should en-
shrine consumer privacy protections in law, but they must work to ensure far-reach-
ing rules promote consumer welfare without harming competition.

Startups and consumer advocates are aligned in support for strong, commonsense
privacy legislation. A robust, uniform set of rules that provides transparency and
user choice while directly prohibiting abusive practices will increase consumer con-
fidence and, if crafted carefully, can avoid imposing significant costs that will allow
large Internet companies to grow their market share while smaller competitors
struggle to cover compliance costs.

II. Congress should enshrine and build off of the goals of CCPA

We appreciate the goals of the California Consumer Protection Act, as well as the
ballot initiative that preceded the law. Consumers should know what types of data
companies have about them and how that data is shared. These goals are important
and will shore up consumers’ trust in the Internet ecosystem, which will help
startups grow.

1PricewaterhouseCoopers, Consumer Intelligence Series: Protect.me, November 2017, available
at: https: | |www.pwe.com [ us | en [ advisory-services [ publications | consumer-intelligence-series |
protect-me [ cis-protect-me-findings.pdf.

2Hannah Kuchler, US Small Businesses Drop EU Customers Over New Data Rule, Financial
Timesl; May 23, 2018, available at: https:/ /www.ft.com [content|3f079b6c-5ec8-11e8-9334-2218
e7146b04.

3Bjorn Greif, Study: Google is the Biggest Beneficiary of the GDPR, Cliqz, Oct. 10, 2018, avail-
able at: https:/ /cligz.com /en | magazine [ study-google-is-the-biggest-beneficiary-of-the-gdpr.
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While CCPA’s objectives are laudable, the process leading to its passage was not.
Although the ballot initiative’s authors clearly spent considerable time on their pro-
posal, the legislature spent less than a week translating the initiative’s general
ideas into actual bill text. As a result, California legislators were unable to fully
evaluate the bill, its impact on California’s startup community, or its actual value
to consumers. This rushed process resulted in a well-intentioned law that is full of
typos, contradictions, security loopholes, and vague obligations.

We’ve previously laid out our concerns about the unintended consequence of the
language in CCPA.4 The definitions in the law—specifically of “personal informa-
tion” and “sale”—are so broad that they will sweep in everyday business practices
small companies rely on. Its requirement that companies offer the same services to
everyone regardless of consumers’ privacy choices would force startups to build and
maintain different business models based on different consumer privacy choices, no
matter how costly to their operations. The law creates a right for a consumer to ac-
cess the data a company has on her, but as currently written, it would force compa-
nies to choose between collecting more and highly sensitive information from con-
sumers or risk complying with fraudulent access requests. The private right of ac-
tion in the event of an “unauthorized disclosure” and statutory damages established
by the law will create potential litigation costs that would devastate a small com-
pany. The law claims to carve out small businesses, but the exemption as written
would fail to capture many California startups that are creating jobs and providing
innovative products and services to consumers. While policymakers continue to re-
fine aspects of CCPA at both the legislative and regulatory levels, several provisions
that are currently set to go into effect next year will create burdens that will dis-
proportionately impact startups.

A. Definition of sale. One of CCPA’s central principles is the right of consumers
to opt out of the sale of their personal data. Stated in the abstract, this may
seem like an unobjectionable idea, but CCPA’s implementation of this concept
reveals some serious problems. For one, CCPA defines “sale”? expansively, cov-
ering many commonplace practices that businesses rely on to provide goods and
services to consumers. Specifically, the bill says that “releasing, disclosing, dis-
seminating, making available, transferring, or otherwise communicating. . .a
consumer’s personal information . . . to another business or a third party
for. . .valuable consideration” constitutes a “sale” of data. It’s not clear what
is included by “valuable consideration,” and we’ve heard from companies that
routine data sharing that presents no meaningful privacy harms could be in-
cluded in the definition of sale due to the vague “valuable consideration” lan-
guage. For example, we've heard from a local delivery platform that sharing
order trends with local merchants to help those retailers stock their shelves in
accordance with consumer demand could constitute a “sale” of consumer data
under the law, even if none of the shared data is connected with any individual
consumer.

The definition of sale does exclude some consumer data transfers to service pro-
viders, but the exemption ¢ provides limited protections because it relies on the
narrow definitions of “service providers”? and “business purposes”® and pro-
hibits service providers from retaining or using the data. This will severely limit
the ability of startups to rely on third party vendors to run their business proc-
esses. Unlike large companies, which typically have the resources to build these
capacities in-house, startups rely on outside vendors for everything from data
processing, to analytics, to payment processing. We've already heard from com-
panies who have trouble finding third-party vendors that provide necessary
analytics services and can comply with the requirements laid out in CCPA.

B. Definition of personal information. Any sensible consumer privacy bill should
recognize that different pieces of information raise different privacy concerns.
Collecting information about a user’s favorite color does not pose the same risk
as collecting her social security number. In attempting to protect consumers’
data from unreasonable exploitation, CCPA relies on an overly broad definition
of “personal information”? that would cover virtually all information related in

4Engine, Comments re: Implementing Implementing Regulations for the California Consumer
Privacy Act, March 8, 2019, available at: https:/ /www.engine.is / news/ category [ engine-files-com-
ments-to-california-ag-on-state-privacy-law.

5Cal. Civ. Code §1798.140(t)(1).

6Cal. Civ. Code §1798.140(t)(1)(C).

7Cal. Civ. Code §1798.140(v).

8Cal. Civ. Code §1798.140(d) et seq.

9Cal. Civ. Code §1798.140(0) et seq.
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any way to an individual user, no matter how sensitive or innocuous. Under
CCPA, any “information that . . . relates to, describes, is capable of being asso-
ciated with . . . a particular consumer or household” is deemed “personal infor-
mation” and subject to the full protections of the law. It also includes a long
list of specific pieces of information that are included in the law’s definition—
such as commercial information, “information regarding a consumer’s inter-
action with an . . . application,” and “inferences drawn” from other personal in-
formation—and gives the state Attorney General the authority to add more. It’s
difficult to imagine any piece of user information that does not “relate to” or
is not “capable of being associated with a particular user.”

Additionally, the definition does not explicitly carve out deidentified and aggre-
gate consumer information, despite rigorous requirements around what con-
stitutes deidentified data.l®© Taken together, the vast definition of personal in-
formation will increase the scope of the law, require companies to allow con-
sumers to opt-out of harmless data collection and sharing, and dramatically in-
crease the burden companies face when consumers exercise their rights to ac-
cess and delete data about them without any clear consumer benefit.

C. Prohibition on differing service based on consumer privacy choices. CCPA pro-
hibits companies from offering different prices or levels of quality of products
and services to consumers who exercise their rights under the law, including
the right to opt-out of data sharing.1! In practice, this language would greatly
limit the ability of companies to monetize free services, which would have a dis-
proportionate impact on startups. Unlike large Internet companies that have
been offering ad-supported free services for years, a startup entering the market
will have a harder time getting new users who are unfamiliar with the company
to pay for its products and services. Even if a startup can get some users to
pay, the law would effectively require every ad-supported company to take on
the burdens associated with establishing a payment processing system in case
some users decide to opt-out. At the same time, a small company will have sig-
nificantly fewer opportunities to offset the costs of offering a product or service
for free using revenue streams from other parts of its business, while bigger
companies are better positioned to take a loss on offering a free product or serv-
ice.

The law does allow companies to charge a different rate or offer a different level
of products or services so long as “that difference is reasonably related to the
value provided to the consumer by the consumer’s data.” 12 While this phrasing
is likely a drafting error and obviously unworkable—how could a company know
how much an individual consumer values his own data?—even a generous read-
ing of the law’s presumed goal would present existential problems for small
startups. Even if companies are forced to provide service to consumers who opt-
out of data sharing practices that are fundamental to the company’s business
model, but are allowed to recoup the lost value directly from consumers by
charging a different price or offering a different level of service so long as that
difference is reasonably related to the value provided to the company by the
consumer’s data, startups would have a very difficult time estimating or defend-
ing in court what would constitute a price or quality difference that’s “reason-
ably” related to the value of a consumer’s data. As startups launch and grow
their businesses, there’s typically not an immediate, obvious value that can be
clearly assigned to individual pieces of data supplied by consumers. Even if a
data set has an explicit value in the eyes of investors, data associated with any
particular consumer typically does not hold much value on its own.

Even worse, this non-discrimination provision would require every company
that shares user data to build the infrastructure to process customer payments
in the off chance that a particular consumer opts-out of the company’s data
practices but wishes to pay a “reasonably related” fee instead. Larger companies
might be able to bear the increased overhead of payment processing, but small-
er startups will not.

D. Privacy and security problems with CCPA’s right to access and delete. CCPA
mirrors GDPR in that it attempts to provide consumers with a right to access
and delete the personal information companies have about them. These rights,
in and of themselves, are a crucial part of consumer privacy protections, but
they need to be reasonably cabined to prevent unintended burdens for compa-

10Cal. Civ. Code §1798.140(h) et seq.
11 Cal. Civ. Code §1798.125 et seq.
12Cal. Civ. Code §1798.125 (a)(2).
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nies. The law provides reasonably broad exceptions for when a company does
not have to complete a consumer’s request to delete data, but the law should
be more inclusive of practices that build in privacy protections by design, such
as data minimization, aggregation, and using synthetic data. If a company has
deidentified a data set or used an existing data set of personal information to
create artificial data that mimics the characteristics of the real data set, it could
lose the ability to “delete” a consumer’s data once it has been baked into an ag-
gregate or synthetic data set. Requiring companies to do so could actually force
them to collect additional consumer personal information and reidentify the
data. For some immutable data structures like blockchains, deleting user data
may be technically impossible.

Of greatest concern is that the law requires companies to comply with
“verifiable” consumer requests for data. While the exact requirements are ex-
pected to be fleshed out in the Attorney General’s rulemaking, the law prohibits
companies from requiring users to create an account in order to submit a
verifiable request.13 This restriction makes sense when talking about data bro-
kers with whom most consumers don’t directly interact, but consumer-facing
companies should explicitly be allowed to require users to sign in to their ac-
counts to make such requests. Otherwise, companies will have to collect signifi-
cantly more personal information to verify that a person requesting a con-
sumer’s data is, in fact, that consumer or run the risk of disclosing a consumer’s
personal information without their consent.

E. Private right of action in the event of a data breach. CCPA creates a private
right of action that will let consumers bring lawsuits against companies that
suffer from “an unauthorized access and exfiltration, theft, or disclosure as a
result of the business’ violation of the duty to implement and maintain reason-
able security procedures,” and the law sets the damages at “not less than one
hundred dollars and not greater than seven hundred and fifty per consumer per
incident.” 14 Putting aside the question of what constitutes an individual “inci-
dent” in the context of a data breach, the vague language included in this provi-
sion—especially “unauthorized access. . .or disclosure” and “reasonable security
procedures”—will create uncertainty for startups that will ultimately be decided
inconsistently in the courts. No matter how thorough a company’s data security
practices are, determining whether they were legally “reasonable” is not ame-
nable to early adjudication in a lawsuit. As such, data breach litigation is a
lose-lose proposition for startups: settling, paying a damages award, or even liti-
gating a case to victory will likely bankrupt most early-stage companies, as
CCPA does not envision attorneys’ fees awards to the winning party. The avail-
ability of significant statutory damages wholly unrelated to any actual harm
suffered creates financial incentives for any individual implicated in a data
breach to bring a lawsuit, since startups will almost always be better off set-
tling a lawsuit rather than paying a statutory damages award or incurring legal
costs to dismiss a meritless claim.

F. CCPA’s small business exemption fails to capture startups. We appreciate the
California legislature’s attempt to carve out small businesses from the onerous
burdens imposed by the CCPA, but the law sets the threshold for businesses
so low that few companies with users in California will qualify. The law creates
three requirements to be considered a small business: a company must have
less than $25,000,000 in annual gross revenues, make less than 50 percent of
its annual revenues from the sale of personal data, and handle data relating
to fewer than 50,000 consumers, households, or devices. In practice, setting the
threshold at 50,000 consumers, households, or devices will quickly sweep in
small Internet-based companies whose products and services are accessed from
multiple devices. For instance, if each consumer visits a website that tracks
unique visitors from a smartphone, a personal computer, a work computer, and
a tablet, the 50,000 figure quickly drops to under 13,000 “users or devices.” At
the same time, the law doesn’t include an on-ramp, meaning that a startup that
suddenly becomes popular could immediately find itself in violation of the law.

Ideally, a privacy law would be clear, straightforward, and consistent enough
that companies of all sizes can afford to comply, especially recognizing that even
a small company can create privacy harms depending on the sensitivity and
scope of the consumer data it handles. However, the many burdens created by
CCPA outlined above that have little to do with actually protecting consumer
privacy highlight the need for small business protections when privacy laws

13 Cal. Civ. Code §1798.100(d).
14 Cal. Civ. Code §1798.150 et seq.
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start with good intentions but end up with drafting errors and unintended con-
sequences.

We hope to see these issues and more addressed as California lawmakers and the
state Attorney General continue refining and clarifying the law. But the mere fact
that the law is still so ambiguous in so many ways with the 2020 implementation
date closing in makes it even more burdensome for startups that will struggle to
become CCPA compliant on such a short timeline. Many of the companies that we
work with are forced to put off planning for CCPA compliance until the law and
regulations are more settled, and even the biggest startups will have to budget for
outside consultants to help shape their compliance strategies. Unlike GDPR—which,
despite its costs and consequences, gave companies two years to come into compli-
ance—the CCPA enforcement date looms while the law’s requirements are still in
flux. If the thoroughly debated rules under GDPR still cost companies significant
time and resources to comply with, the compliance costs will be even higher in light
of the short timeline and rushed process for CCPA.

III. A single, Federal standard is better for startups and better for users

Beyond our specific concerns with CCPA’s provisions, the risk of every state
adopting its own privacy laws will make it even more difficult for startups to com-
pete with large incumbents. As each new state law goes into effect, startups will
be faced with an increasingly complex—and potentially conflicting—set of require-
ments and obligations when it comes to how they can collect, use, store, and share
user data. Even if state laws don’t differ dramatically, small variations multiplied
over 50 iterations will create insurmountable administrative hurdles for all but the
most well-funded companies. For example, putting aside differences in specific data
collection practices that each state will regulate, each jurisdiction is likely to have
slightly different requirements for transparency policies, user data correction or de-
letion requests, and reporting obligations.15

Additionally, even if two state privacy laws are virtually identical, startups will
almost certainly have to renegotiate all of their vendor contracts to cover compliance
with each new law. Unlike massive Internet companies that can build most of their
services in-house, startups rely on several—sometimes dozens—of vendors to run
the day-to-day processes that keep the business running, including cloud storage,
payment processors, and backend website hosting. With every regulatory and legis-
lative update requiring downstream compliance, startups have to redo contracts
with each vendor to ensure theyre not inadvertently and unknowingly running
afoul of the law. We've heard from startups that the contract revisions required for
GDPR compliance alone created significant costs for companies, and we expect
CCPA compliance to be no different. Startups can’t afford to spend the time and
money do this again for every state, and it’s hard to see how the value to consumers
of 50 slightly different state laws would outweigh the resulting costs to competition
and innovation.

A single, strong Federal standard written into law by Congress can ensure equal
protections for users across state lines while saving startups the cost of having to
comply with differences in state laws that, at best, all get at the same consumer
protections in different ways.

IV. Components of a strong Federal law

A single, strong Federal law that preempts state laws is necessary to avoid the
specific problems with CCPA and the broader anti-competitive impacts of state-by-
state privacy regulation. There have been several Federal legislative proposals intro-
duced in recent months that contain provisions that would address these concerns
and bolster consumer privacy without harming innovation or competition. We appre-
ciate lawmakers’ thoughtful and deliberate approach on those proposals, including
the several bills introduced by members of the committee. As Congress continues
to consider privacy legislation, the following proposals can be incorporated in a way
that protects consumers without placing undue burdens on small companies.

A. Right to access, correct, and delete. Engine supports lawmakers’ efforts to
provide consumers with a way to access, correct, and delete their data when it’s
held by companies. Consumers have a right to know what kinds of data compa-
nies collect and share, and they should be able to correct inaccurate data and

15 CCPA requires companies to provide detailed reports to any user who sends a “verifiable
consumer request,” but the law leaves it up to the California Attorney General to determine
how a company must verify the identity of a user making a request. §§ 1798.100(d), 1798.140(y)
In the absence of Federal preemption, companies will have to create separate systems to comply
with every state’s unique process for verifying and responding to user requests.
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disengage with a company by deleting their data. But it’s important that these
rights be balanced to reflect the ways that companies store and use data. If a
company aggregates and deidentifies consumer data, uses real consumer data
to create synthetic data sets, or uses customer data to train machine learning
applications, there will be technological limits on how much the resulting data
can be accurately connected back to individual consumers. Requiring companies
to re-identify individual consumer data so they can comply with consumer re-
quests to access, correct, or delete their data would end up forcing companies
fo collect even more user data, undermining the central purpose of privacy legis-
ation.

B. Consumer controls over sharing data with companies. Engine supports giving
consumers control over their data through a notice and consent regime with ro-
bust transparency and accountability requirements. At a high level, a Federal
privacy law should be careful to craft notice and consent requirements so that
they don’t create large obstacles to data collection—either with an opt-in mecha-
nism or an onerous opt-out mechanism—that would harm startups’ ability to
collect the data they need to provide the products and services they offer. If new
legislation unreasonably limits the collection of non-sensitive data, startups will
be structurally prevented from competing with large Internet companies in
areas that require access to data sets, like machine learning, as more estab-
lished platforms have already generated these data sets over years of operation.

While meaningful user control over how companies collect and share data
should be central to any Federal privacy law, startups should not be forced to
create new subscription-based services if some users choose to opt-out of their
data practices. Startups should be permitted to compete on their chosen fea-
tures and privacy practices and not forced to create an alternative service along-
side their core product to reflect idiosyncratic consumer data choices. The costs
associated with the non-discrimination provisions in CCPA and several Federal
proposals would make it significantly harder for startups to compete with large
incumbents that have the resources to offer both ad-supported and subscription-
based products or the brand equity to switch to a completely fee-based service.
As long as a company’s data practices are made clear to consumers in a truly
understandable and transparent manner, startups should be able to require
that consumers provide certain information in order to access the service if that
information is necessary for the company to provide the service it wants to offer.
For instance, if a startup publishing platform wishes to distinguish itself from
larger rivals by offering a more curated product that recommends articles to
users based upon an internal recommendation engine, it will need to track con-
sumer reading habits within the website to provide reading recommendations.
Allowing users to opt-out of this data collection practice while still receiving ac-
cess to the core product will make it impossible for the startup to offer the serv-
ice it believes will help it compete with larger incumbents. We appreciate that
some Federal proposals have addressed this concern by allowing companies to
require consumers provide certain data—or allowing companies to deny service
in the absence of the consent to collect that data—if the data is necessary to
the company’s operation.

C. Heightened protections for truly sensitive data. Engine supports increased
user control over personal data with robust transparency and accountability re-
quirements, but there are certain types of data that could present heightened
privacy harms, and it makes sense to treat the collection, use, and sharing of
that specific data differently under the law. However, it’s important that the
definition of sensitive data under the law be limited to truly sensitive informa-
tion, such as precise geolocation information, government-issued identification
numbers, biometric information, health information, financial information, etc.
In instances where companies want to collect truly sensitive information, con-
sumers should have the ability to opt-out without being denied access to the
service or forced to accept a different level of quality of service. The only excep-
tion to this should be if the company truly needs the data to perform the service
the customer is requesting. For instance, a mapping application needs a user’s
precise geolocation information to provide navigation directions as requested by
the user. However, a flashlight app has no clear functional need to access a
user’s precise geolocation information to deliver its service to a consumer, and
even if that flashlight app wanted to serve relevant advertising based on a
user’s location, it could target ads using more general, less sensitive data such
as region or zip code.

D. Restrictions on objectionable uses of data. Under a notice and consent regime
with robust transparency and accountability requirements, Engine would sup-
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port additional restrictions on specific uses and sharing of data if those restric-
tions are targeted at activities that present increased potential privacy harms.
For instance, we would support a prohibition on using consumer data related
directly or indirectly to race, age, gender, and other protected characteristics to
make decisions about finance, housing, or employment opportunities, including
serving advertisements about finance, housing, or employment opportunities.

E. FTC rulemaking and enforcement around a Federal standard. If a Federal
privacy law creates a uniform nationwide standard, Engine would support Con-
gress giving the Federal Trade Commission the authority to write rules to im-
plement the law and bring civil penalties to enforce the law. We would like to
see the FTC’s resources increased to meet that kind of demand. If Congress is
considering giving state attorneys general the authority to enforce the Federal
standard, there should be some requirement that the attorneys general coordi-
nate with the FTC to ensure consistent enforcement of a predictable Federal
standard.
V. Conclusion

Congress has a chance to build up from the California law by creating a single,
Federal standard for privacy that protects consumers regardless of where they’re lo-
cated, avoids competition-and innovation-limiting pitfalls, and encourages good data
hygiene for companies of all sizes. While the trope of a young startup CEO coding
an ingenious app out of a garage or dorm room with little regard for its users’ pri-
vacy has pervaded popular culture, the U.S. startup ecosystem is full of companies
working in good faith to protect the privacy and security of their users. Congress
should strive to create a Federal privacy framework that protects consumers with-
out imposing unnecessary burdens that put honest startups at a competitive dis-
advantage to large incumbents.

Senator MORAN. Thank you very much.
Mr. England.

STATEMENT OF JEFFERSON ENGLAND, CHIEF FINANCIAL
OFFICER, SILVER STAR COMMUNICATIONS

Mr. ENGLAND. Well, Chairman Moran, Ranking Member
Blumenthal, and other Members of the Committee, my name is Jeff
England, and I am the Vice President and Chief Financial Officer
at Silver Star Communications, and I would like to just thank you
all for the opportunity to be here today.

Silver Star Communications is headquartered in Thayne, Wyo-
ming, which is right along the Idaho and Wyoming border. We are
a small telephone and Internet service provider. We service nine
rural counties that covers about 17,000 square miles in our area.

We are both an independent local exchange carrier providing reg-
ulated telephone services and a competitive local exchange carrier
delivering some of the most cutting-edge Internet services that are
available today.

Our company was formed in 1948 with the purpose of connecting
our rural farmers in the mountain valley in which we live. It’s
humbling to remember that while we now celebrate being the first
company in both Idaho and in Wyoming to deliver one gigabit resi-
dential Internet service, we once delivered basic telephone service
along the top wire of a barbed wire fence.

We've seen significant changes in our industry from the days
when a trouble ticket consisted of determining who is moving cows
that day and forgot to reconnect the jumper at the gate and the
largest privacy concern was that which was inherent with making
a call on a party line.

What hasn’t changed in our company’s 71 years of existence is
our customers’ requirements for privacy and security. Because of
this, we have adopted practices designed to maintain the privacy
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of our customer data. We do not sell customer data and we do not
collect and use customer data for the purposes of advertising or
click revenue.

We have chosen not to collect and monetize this information as
a competitive differentiator. So I appreciated what Mr. Engstrom
just had to share about that topic. And by choosing to not collect
this information, we believe we've established trust in our inter-
actions with our customers.

We've also observed general trends in online services to suggest
that the market is responding to customers’ desires for increased
protection with regards to their data.

Ranking Member Blumenthal, I had the same observations about
DuckDuckGo, the web browser, and there’s an example there and
we choose to do the same, building a business model around not
collecting that kind of data.

It is our position that any legislation considered by this com-
mittee should not limit the capability of a service provider to dif-
ferentiate on the basis of privacy protection practices. Because we
already do not collect and monetize customer information, we do
not anticipate online privacy legislation to be overly burdensome so
long as it meets certain criteria, and I've provided a number of sug-
gestions in my written testimony, but with the time constraints
that we have today, I’d like to focus on maybe our top three.

First, there must be consistent application of privacy protections.
Legislation should establish consistent privacy protections that are
technology-neutral and apply uniformly to companies that collect,
use, or share consumers’ online personal data.

We believe it’s not necessarily who collects the data that the leg-
islation should apply to. It, rather, is what kind of data that we
might collect and what we do with the data that we collect that
should be of concern.

Second, we believe that the pathway to success is built upon a
Federal privacy framework that preempts state privacy laws.

We provide services in multiple states and having to manage a
patchwork of state privacy laws will not only create an environ-
ment of uneven protections, but would create administrative bur-
dens on small businesses and in my particular case draw very lim-
ited resources away from building out rural deployments of
broadband services to the customers that we provide.

Third, there must be a single Federal agency identified with the
responsibility to enforce the national privacy framework. Failure to
do so would result in inconsistent requirements, uneven protec-
tions, and competing priorities.

We believe that the Federal Trade Commission should have ex-
clusive authority to enforce privacy protection laws at the Federal
level with State Attorney Generals having the authority to enforce
the new Federal law.

This will allow for consistency in privacy legislation across all in-
dustries and companies as well as provide a framework for new
businesses and industries to operate within.

As a rural Internet service provider, we would add that the FCC
should expressly be precluded from having authority to enforce pri-
vacy protection laws. Failure to prohibit the FCC from enforcing



19

privacy protection requirements would endanger the deregulated
status of Internet services that are being provided.

In conclusion, I would just like to say that as a small business,
we love the opportunity to serve our customers and we know that
we all share that same common interest of privacy protection and
I appreciate the ability to spend some time with you here today.

[The prepared statement of Mr. England follows:]

PREPARED STATEMENT OF JEFFERSON ENGLAND, CHIEF FINANCIAL OFFICER,
SILVER STAR COMMUNICATIONS

Chairman Moran, Ranking Member Blumenthal, and other distinguished Mem-
bers of the subcommittee. My name is Jeff England, and I serve as the Vice-Presi-
dent and Chief Financial Officer of Silver Star Communications.

Silver Star Communications, headquartered in Thayne, WY, is a small telephone
and Internet service provider, serving nine rural counties, comprising 16,922 square
miles, located along the Western Wyoming and Eastern Idaho state border. We are
both an independent local exchange carrier, providing regulated telephone services,
and a competitive exchange carrier, delivering some of the most cutting-edge Inter-
net services available today.

Our company was formed in 1948, with the purpose of connecting rural farmers
in the mountain valley in which we live. It is humbling to remember that while we
now celebrate being the first company in both Wyoming and Idaho to deliver gigabit
Internet service to residential customers over a robust fiber optic network, we once
delivered basic telephone services along the top wire of a barbed wire fence.

We have seen significant changes in our industry from the days when a “trouble
ticket” consisted of determining who was moving cows that day and forgot to recon-
nect the jumper at the gate, and the largest “privacy concern” was that which was
inherent with making a call on a party line.

What hasn’t changed in our company’s 71 years of existence, is our customers’ re-
quirements for privacy and security. Because of this, we have adopted practices de-
signed to maintain the privacy of our customer’s data. We do not sell customer data,
and we do not collect and use customer data for the purposes of advertising or “click
revenue.”

We have chosen to not collect and monetize this information as a competitive
differentiator, and by choosing to not collect this information, we believe we have
established trust in our interactions with our customers. We have also observed gen-
eral trends in online services to suggest that the market is responding to customers
desire for increased protections with regards to their data, and it is our position that
any legislation considered by this committee should not limit the capability of a
service provider to differentiate on the basis of privacy protection practices.

Because we already do not collect and monetize customer information, we do not
anticipate online privacy legislation to be overly burdensome so long as it meets cer-
tain criteria:

First, there must be consistent application of privacy protections. Legislation
should establish consistent privacy protections that are technology neutral and
apply uniformly to companies that collect, use, or share consumers’ online per-
sonal data.

Second, we believe the pathway to success is built upon a Federal privacy
framework that preempts state privacy laws. We provide services in multiple
states, and having to manage a patchwork of state privacy laws will not only
create an environment of uneven protections, but would create administrative
burdens on small business.

Third, there must be a single Federal agency identified with the responsibility
to enforce the national privacy framework. Failure to do so would result in in-
consistent requirements, uneven protections, and competing priorities. We be-
lieve the Federal Trade Commission should have exclusive authority to enforce
privacy protection laws at the Federal level, with State Attorneys General hav-
ing the authority to enforce the new Federal law. This will allow for consistency
in privacy legislation across all industries and companies as well as provide a
framework for new businesses and industries to operate within. As a rural
Internet service provider, we would add that the FCC should expressly be pre-
cluded from having authority to enforce privacy protection laws. Failure to pro-
hibit the FCC from enforcing privacy protection requirements would endanger
the deregulated status of Internet services.
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Fourth, legislation should require companies to have a privacy policy that gives
users clear and comprehensible information about the categories of data that
are being collected, how consumer data is used, and the types of third parties
with whom data may be shared. This type of transparency would enable con-
sumers to make informed decision about the types of services they receive, the
businesses with whom they engage, and the data privacy tolerances they are
willing to accept in order to receive such services.

Fifth, legislation should not prohibit consumer-friendly incentives tied to pri-
vacy choices. Legislation should not interfere with business and consumer rela-
tionships that are based on mutually understood privacy protection tolerances.
If a consumer is willing to release data in order to receive services, it should
be the consumer’s right to do so, and the business should be allowed to provide
such services. Similarly, the market should be allowed to present data privacy
alternatives as competitive differentiation so long as data privacy protection
practices are clearly identified and accepted by the consumer.

Sixth, legislation should require companies to take reasonable steps to protect
consumer data without prescribing a checklist of regulatory requirements.

Seventh, legislation should establish a consistent national framework and pre-
empt the existing patchwork of state requirements on data security and breach
notification. The existing environment causes consumer confusion and needless
cost and complexity for companies.

Designing legislation that addresses these seven considerations would be most ef-
fective at balancing the privacy protection allowances we as consumers are willing
to agree to, while at the same time, creating a business environment that can allow
online services to grow and thrive in our digital economy.

Senator MORAN. We're glad to have you. Thank you very much.
Ms. Dosanjh.

STATEMENT OF NINA DOSANJH, VICE CHAIR, TECHNOLOGY
POLICY COMMITTEE, NATIONAL ASSOCIATION OF REALTORS

Ms. DosaNJH. Chairman Moran, Ranking Member Blumenthal,
and Members of the Subcommittee, my name is Nina Dosanjh.

I want to thank you all for the opportunity to speak before the
committee today. I'm a realtor, and the Director of Strategic Alli-
ances and Technology with Vanguard Properties in San Francisco,
California. I also serve as the 2019 Vice Chair of the NAR’s Federal
Technology Policy Committee.

I'm here today to testify on behalf of the 1.3 million members of
the National Association of Realtors. Specifically, I plan to speak
from the perspective of the small businesses and independent con-
tractors that make up the vast majority of our membership.

NAR is the Nation’s largest trade association. Its members,
America’s realtors, are involved in all aspects of both residential
and commercial real estate industries.

In my role with Vanguard Properties, I'm responsible for ana-
lyzing existing partnerships, identifying new alliances that can
benefit the brokerage, its agents, and the consumer.

Vanguard Properties, with roughly 400 agents, is somewhat
unique in its size and the job of searching for and suggesting im-
provements to operational systems and technology products can be
a never-ending responsibility. However, this position has also given
me a unique perspective into the impact of potential privacy legis-
lation on small realtor businesses.

Realtors have no higher priority than the relationships with their
clients and the protection of their clients’ best interests. Central to
this relationship is an assurance that the protection of our clients’
sensitive personal information.
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The realtor Code of Ethics and Standards of Practice explicitly
acknowledges a realtor’s obligation to preserve the confidentiality
of our clients’ data. Additionally, NAR provides members with ex-
tensive resources and training opportunities regarding data privacy
and security, emphasizing best practices for safeguarding the sen-
sitive information we come across every day as realtors.

Real estate brokerages, like many main street businesses, rely on
data to enhance revenue and drive efficiency, whether by better un-
derstanding the needs of existing customers, reaching out to new
clients, or by gleaning information from existing data to drive fu-
ture business decisions.

However, as the majority of realtors operate small business enti-
ties, most of us do not have the resources to employ full-time IT,
legal, or security staff. Instead, we rely on off-the-shelf solutions
and contractor relationships. Still maintaining the trust of our cli-
ents by protecting sensitive consumer data is paramount to the lon-
gevity and success of every realtor.

As Congress eyes legislation that can protect consumers, busi-
nesses, and our economy as a whole, NAR sees a tremendous op-
portunity for collaboration with this committee and with your col-
leagues in the House.

NAR supports six key principles in Federal privacy legislation
with the aim to establish a uniform nationwide and consumer-cen-
tered data privacy law.

Namely, we believe any successful legislation must establish uni-
form standards for businesses and equal protection for consumers,
include direct statutory obligations for all service providers han-
dling consumer data, focus on transparency and customer choice,
emphasis accountability for each business’ respective actions, es-
tablish a uniform nationwide standard and enforcement for data
privacy, and, finally, any such legislation must include reasonable
FTC enforcement authority.

These NAR priorities are outlined in-depth in the official testi-
mony submitted to this committee, and I'm happy to discuss fur-
ther should the opportunity arise during this hearing.

In addition, states like my home of California, are moving for-
ward to address privacy on their own. The California Consumer
Privacy Act or CCPA merits the Committee’s attention so that new
Federal legislation does not duplicate some of the unintended con-
sequences.

Generally, the Act is overbroad and in a number of areas includ-
ing the definition of personal information and sale of said informa-
tion. Specifically, I'd like to address the small business exemption.
One portion of that exemption deals with interacting with 50,000
consumers or devices.

Keep in mind consumers use multiple devices to access our serv-
ices. You could easily account for a home computer, a tablet, a
work computer, a mobile phone. Just 137 interactions could exceed
the 50,000 threshold.

In conclusion, on behalf of NAR, I would like to thank you for
the opportunity to testify today. We urge you to consider these key
principles as you develop Federal privacy legislation that protects
consumers in a nationwide uniform consistent way without impos-
ing undue burdens on small business members.
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America’s realtors look forward to working with this committee
toward these goals during the 116th Congress.
[The prepared statement of Ms. Dosanjh follows:]

PREPARED STATEMENT OF NINA DOSANJH, REALTOR,
NATIONAL ASSOCIATION OF REALTORS®

INTRODUCTION

Chairman Moran, Ranking Member Blumenthal, and members of the sub-
committee; my name is Nina Dosanjh. I am a REALTOR® and the Director of Stra-
tegic Alliances and Technology with Vanguard Properties in San Francisco, Cali-
fornia. I serve as the 2019 Vice Chair of the National Association of REALTORS®
(NAR) Federal Technology Policy Committee. I am here today to testify on behalf
of the 1.3 million members of the National Association of REALTORS®

In my role at Vanguard, in addition to being an active real estate agent, I am
responsible for analyzing existing partnerships and identifying new alliances to ben-
efit the brokerage, its agents, and the consumer. I am responsible for researching
and suggesting improvements to operational systems and technology products for
the firm’s agents. Vanguard Properties operates twelve offices in the San Francisco
bay area with nearly 400 agents. While my brokerage is larger than the average
REALTOR® business, my leadership role at NAR and engagement with fellow real
estate professionals enables me to be very familiar with the impact of potential pri-
vacy legislation on small REALTOR® businesses.

REALTORS® SUPPORT CONSUMER PRIVACY

REALTORS® have no higher priority than their relationships with their clients
and the protection of their clients’ best interests. As a result, REALTORS® have a
long history of supporting efforts to protect consumers’ sensitive personal informa-
tion. The REALTOR® Code of Ethics and Standards of Practice explicitly acknowl-
edge a REALTOR’s® obligation to preserve the confidentiality of personal informa-
tion provided by clients in the course of any agency or non-agency relationship—
both during and after the termination of these business relationships. Protection of
client personal information is an important part of the trusted relationship our
members enjoy with their clients and that clients expect throughout their real es-
tate sales transaction.

NAR provides extensive resources and training opportunities to members on data
privacy and security, stressing the importance of safely collecting and retaining in-
formation from clients and safeguarding their own businesses’ sensitive information.
NAR provides our members with online training, videos and toolkits all in an effort
Eo help our members make privacy and data security a fundamental part of their

usiness.

REALTORS®, like many main street businesses, rely on data to enhance revenue
and drive efficiency, whether by better understanding the needs of existing cus-
tomers, reaching new ones, or obtaining valuable insights to guide a wide array of
business decisions. For example, REALTORS® may use consumer data to allow
them to advise their selling clients on how to price their home and how many poten-
tial buyers will be interested at different price points. It can also be used to give
buyers a better sense of what types of properties competing home buyers are looking
at, as well as their buying ability. In sum, REALTORS® use the consumer data they
collect to improve their clients experience in a way that consumers can understand
and expect. Our members are not in the business of selling consumer data to third
parties.

THE MAJORITY OF REALTORS® OPERATE SMALL BUSINESSES

Real estate firms vary widely in size, but the overwhelming majority is composed
of very small entities. NAR’s most recent surveys indicate that more than half of
all residential real estate firms have less than twenty-five agents, and the typical
sales agent is affiliated with an independent firm with only one office. As a result,
these businesses lack the staff that a larger corporation has to dedicate to regu-
latory compliance.

Most real agents affiliated with residential real estate firms in the U.S. are inde-
pendent contractors. In fact, 9 out of 10 NAR members are independent contractors.
Any new data privacy requirements will impact the individual real estate agent who
is a legal business entity separate from the real estate company with which they
are affiliated. As independent contractors and small businesses, real estate profes-
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sionals and firms lack teams of compliance personnel necessary to keep pace with
complicated and potentially burdensome regulations. Given these characteristics of
the real estate industry, NAR’s top priority for any new Federal privacy law is en-
suring that Congress craft realistic compliance requirements for small businesses
and independent contractors.

KEY PRINCIPLES FOR FEDERAL PRIVACY LEGISLATION

Considering that the protection of consumer data privacy is a priority issue for
Congress, and should be for all businesses and consumers across the nation, NAR
supports six key principles in Federal privacy legislation with the aim to establish
a uniform, nationwide and consumer-centric data privacy law:

Establish Uniform Standards for Businesses and Equal Protection for
Consumers

Federal law should provide consumer data with uniform legal protections across
all industries. Any Federal data privacy legislation should apply requirements to all
industries that handle personal data and not exempt certain sectors of the economy
from providing consumer data protection. The level of protection for data should not
depend on arbitrary distinctions between industries, such as whether a business di-
rectly collected data from a consumer or obtained it in a business-to-business trans-
action. Businesses that obtain consumer information indirectly should have the
same obligations and responsibilities to protect that information as the businesses
that obtain consumer information directly.

Direct Statutory Obligations for All Service Providers Handling Consumer
Data

Effective consumer protection regulations cannot be achieved by relying on some
businesses to regulate the conduct of other businesses through contracts alone. For
example, small businesses and independent contractors may lack experienced per-
sonnel, legal expertise, bargaining power or business contract sophistication to nego-
tiate terms to require larger businesses to adequately protect the smaller business’s
customer data when it is in the larger business’s possession. Such data service pro-
viders, particularly those offering transmission, storage, analytical processing or
other consumer data services for thousands of small businesses, need direct statu-
tory obligations to ensure they comply with relevant laws to govern customer infor-
mation.

Small businesses and independent contractors, such as those operating in the real
estate industry are often in substantially the same position as an individual con-
sumer when negotiating a contract with a large service provider. Ultimately, we are
left with only two choices use the service under their standard terms or go without
such services, directly harming the business and its clients. Expecting small busi-
nesses to effectively negotiate contract terms surrounding privacy and data security
on their own against large corporations with extensive legal departments is simply
not a viable option.

Transparency and Customer Choice

Consumers deserve to know what categories of personal data that businesses col-
lect and how that data is generally used by them. These policies should be clearly
disclosed in company privacy policies and readily accessible to consumers looking to
learn how their data is collected and used by the business providing the goods or
services. Federal data privacy law should provide the regulatory flexibility necessary
to ensure that transparency in privacy policies is provided to consumers without un-
necessarily burdening businesses with requirements to seek consumer consent when
they are continuing to use data based on reasonable consumer expectations.

Accountability for Business’s Own Actions

Privacy legislation should not include terms that could potentially expose busi-
nesses to liability for the actions or non-compliance of a business partner. Those
business partners should be responsible for their own compliance and any resulting
liability. In particular, consumer-facing businesses should not be unfairly saddled
with liability if partner businesses do not fulfill their own obligations under the law.

Uniform Nationwide Standard and Enforcement for Data Privacy

Congress should create a sensible, uniform Federal framework for data privacy
regulation that benefits consumers and businesses alike by ensuring that sensitive
consumer information is protected in a consistent manner regardless of the state in
which a consumer resides. Preempting state laws effectively setting an alternative
set of nationwide rules is necessary to achieve the important, national public policy
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goal of uniformity while at the same time providing businesses operating in multiple
states the confidence of consistency for their consumer transactions. Consumers will
likewise be confident that their data is protected regardless of where they live or
travel.

Reasonable FTC Enforcement Authority

The Federal Trade Commission (FTC) should have the appropriate authority to
enforce comprehensive privacy regulations. NAR appreciates that the FTC employs
a scalable reasonableness approach that determines the appropriateness of business
practices in light of the size of the business and the sensitive nature of the data
they process under Section 5 of the FTC Act. Any future privacy legislation should
ensure that the FTC continues to employ flexibility in their implementation of rea-
sonable privacy standards that will permit the Commission to enforce such regula-
tions fairly and equitably to ensure businesses’ compliance with them and to pro-
mote robust consumer protection.

Concerns with the California Consumer Privacy Act (CCPA)

The California Consumer Privacy Act (CCPA) is a sweeping privacy law that will
provide consumers with a number of new rights regarding their personal informa-
tion but hamstring businesses seeking to ensure compliance. It is important to note
that the impetus behind CCPA was the concern over the use of consumer data by
internet, technology and media companies, but the breadth of the law as currently
written is likely to sweep in many small businesses that were never considered to
pose a threat to consumer privacy. As a result, the CCPA raises significant ques-
tions and concerns for REALTOR® businesses that we believe merit the Committee’s
attention so that any new Federal legislation does not duplicate the unintended con-
sequences brought about under CCPA.

Small Business Exemption

The CCPA attempts to exempt small businesses from its application. It limits ap-
plication to those businesses that meet one of three criteria 1) has gross annual rev-
enues of more than $25 million, or 2) derives half of its revenue from the sale of
consumer data, or 3) buys, sells, shares or receives for its commercial purposes,
alone or in combination, the personal information of 50,000 or more consumers,
households or devices. The third criteria could sweep in small REALTOR® busi-
nesses and require them to comply with all of the provisions of the CCPA.

For example, if a consumer visits a REALTOR® website using a cellphone, a home
PC and a work PC while searching for a home, which is a very common scenario
during the homebuying process, then that business would have collected the per-
sonal information of one consumer from three devices. Under criteria three above,
it has been calculated that the collection threshold of 50,000 consumers/households/
devices equates to only to 137 visits to a website on a daily basis. This can cumula-
tively be met by a small number of individuals. Thus, any business operating on
the Internet today can easily meet this 50,000 threshold regardless of the size or
sophistication of that business.

This points out that Congress must carefully consider small business thresholds
and narrowly tailor covered entity definitions in any new privacy legislation to both
the size and scope of the businesses as well as the sensitive nature of data collected.
Mere records thresholds are inadequate.

Impact of Right of Deletion on Multiple Listing Services (MLSs)

The Multiple Listing Service (MLS) serves as the real estate industry’s internal
highway, transporting data between brokers and agents. MLSs organize property
listing information in a common database resulting in lower search costs, greater
exposure of inventory to potential buyers, and easy market entry for new brokers
large or small to compete. As a result, the MLS is critical to the home buying and
selling process. Questions raised by how the CCPA will be enforced have important
implications for MLS businesses. The CCPA grants consumers a right to request de-
letion of their personal information from businesses covered by the Act. Given the
very broad definition of personal information and questions surrounding the “pub-
licly available information” exemption, there is a possibility the CCPA, would pro-
vide a consumer the right to request the deletion of the sale price of their home
from the MLS. This would result in a dramatic threat to the ongoing operation of
the MLS as the comprehensive source for real estate listing data in a market area.
The fallout from this loss of data would have far reaching implications beyond just
REALTORS® and the MLS, as its role in determining valuation is relied upon by
lenders and others in the greater real estate market and housing sphere.
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Broad Definitions

The Definition of “Personal Information” is extremely broad. It covers information
that “relates to, describes, [or] is capable of being associated with, or could reason-
ably be linked. . .with a particular household.” This could be the case where the
same IP address or delivery address is linked to multiple online accounts, creating
difficulty responding to individual rights requests from one member of a household
but not others. Thus, clarity and precision in the definition of personal information
in any Federal privacy legislation is critical for REALTORS® and other businesses
to build effective privacy compliance programs.

The CCPA defines a “sale” of personal information” in a manner that captures
any arrangement in which a business not only sells but “rent[s]” or “mak[es] avail-
able” personal information “for monetary or other valuable consideration.” The
breadth of this definition captures many types of data-sharing arrangements that
are necessary in today’s business environment and are not viewed by consumers as
a “sale” of data. For example, REALTORs® may share data with vendors to help
market a client’s home or to determine a competitive sales price. Congress should
therefore be mindful of the importance of seamless data flows among business part-
ners in order to deliver the efficient experiences our consumers demand from you.
Conclusion

On behalf of NAR, I thank you for the opportunity to testify today. We urge you
to consider these key principles and considerations as you develop Federal privacy
legislation. We especially thank you for considering the impact of such legislation
on small businesses. NAR wants to ensure that any Federal legislation on data pri-
vacy protects consumers in a nationwide, uniform and consistent way and in a man-
ner that will not impose undue burdens on our small business members. We look
forward to working with you in a constructive way during the 116th Congress.

Senator MORAN. Thank you very much.
Mr. Brookman.

STATEMENT OF JUSTIN BROOKMAN, DIRECTOR, PRIVACY AND
TECHNOLOGY POLICY FOR CONSUMER REPORTS

Mr. BROOKMAN. Good afternoon, Chairman Moran, Ranking
Member Blumenthal.

Thank you very much for holding this series of hearings on the
important and timely topic of personal privacy.

I'm here today on behalf of Consumer Reports. We're the world’s
largest independent testing organization. We rate thousands of
products and services each year on behalf of our six million mem-
bers, including evaluations of companies’ privacy and security prac-
tices.

And in thinking today about how privacy legislation should apply
to small businesses, it’s important to consider the types of behavior
we're really trying to change.

For the most part, it’s the big tech companies, like Facebook and
Google and Internet service providers, who have the ability to track
what we do around the web and other mobile apps and increasingly
in the physical world, and the data brokers, like Cambridge
Analytica, whose business it is to traffic in personal information.

These are the types of companies that are the primary or should
be the primary target of privacy legislation, big tech giants with
the ability to comprehensively monitor our lives and niche data
brokers whose business is the harvesting and selling of personal
data, and I know it’s become a popular talking point in D.C. that
the privacy law like Europe’s GDPR actually helps big American
companies.

I think this is somewhat belied by the fact that those companies
have traditionally aggressively lobbied against these types of bills
and we're just starting to see enforcement under GDPR and pre-
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dictably they’re against it, these types of companies with the most
invasive practices.

The French authorities levied a 50 million Euro fine against
Google earlier this year. Just yesterday, a collective action was cer-
tified against Facebook in Vienna. I would argue that neither of
these companies are in compliance with GDPR today and they will
and should continue to feel the brunt of GDPR enforcement actions.

Now, yes, privacy law can be written badly to illegitimately favor
big companies and we are seeing some concrete efforts to do that.
A number of companies are pushing bills that tie privacy rights to
subjective and labor-intensive risk assessments or interest bal-
ancing.

So before I have the right to tell someone to not sell my data or
not to get access to it, the company does a risk assessment and de-
cides on their own if there’s a privacy risk to me and even if there
is, maybe their own interests might outweigh mine.

Microsoft is pushing a bill like this in Washington State right
now and Intel has published a model bill based on these ideas.

These types of bills are bad for both consumers and small busi-
nesses. They don’t provide clarity or certainty for anyone. They
give far too much power and discretion to the companies who can
afford to hire a team of lawyers to conduct and document these
types of analyses.

Instead, privacy laws should be written clearly and simply with
predictable and easy-to-apply rules. Collect just the data you need,
don’t sell data about your customers, get rid of outdated data, use
reasonable security to protect that data, and the privacy law should
also explicitly carve out some limited secondary uses of data, such
as Internet analytics, fraud prevention, first party marketing, so
companies know what’s allowed under the law, and so they don’t
subject customers to constant unwanted and unnecessary prompts
for consent and for practices no one would object to.

There are some other ways privacy law can be crafted to specifi-
cally accommodate the concerns of small business. Thresholds have
been mentioned. I think it’s certainly reasonable to waive some ob-
ligations of the privacy law based on the size of the company or
how much data they have and the nature of the business. So
maybe access and deletion requirements or certain disclosure obli-
gations shouldn’t apply to smaller businesses but not everything.
Still like a prohibition on selling data and a need to use reasonable
security should always apply.

For online tracking, a law could put the compliance obligations
not on the first party websites that many small businesses put up,
but on the third party tracking companies that make up ad tech
ecosystems.

So for a bunch of years, I worked on Do Not Track, which is the
idea that you use the toggle setting in your web browser and you
would tell everyone around the web you didn’t want to be tracked.

And one of the most appealing things about Do Not Track is it
didn’t require the website to do anything. The obligation was on
the ad tech tracking companies who received the signal to curtail
their data practices.

In 2012, industry agreed to honor Do Not Track settings but once
the regulatory attention died down, we had the Snowden allega-
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tions, people were more concerned about government privacy, in-
dustry backed out of their commitment. So self-regulation failed,
but a privacy law could make tracking companies honor those sig-
nals and again without first party small publishers having to do
anything to comply with the law.

And, finally, quickly, data portability and interoperability are im-
portant concepts that promote both privacy and competition. They
empower individuals by giving them control of their data. They also
promote market choice by helping smaller companies compete with
bigger ones.

Right now, the giant platforms have the ability to lock you into
their systems. The portability and interoperability would force
them to let smaller players compete.

So those are a few ideas about how legislation could be crafted
to put the responsibilities with the right types of companies, the
ones whose practices are the ones we're really concerned about.

Thank you very much for inviting me here today, and I look for-
ward to you all’s questions.

[The prepared statement of Mr. Brookman follows:]

PREPARED STATEMENT OF JUSTIN BROOKMAN, DIRECTOR, PRIVACY AND TECHNOLOGY
Poricy, CONSUMER REPORTS

On behalf of Consumer Reports, I want to sincerely thank you for the opportunity
to testify here today. We appreciate the leadership of Chairman Moran and Ranking
Member Blumenthal not only for holding this important hearing, but also for work-
ing in a constructive, bipartisan fashion to develop smart and effective comprehen-
sive privacy legislation for American consumers.

Consumer Reports is an independent, nonprofit organization that works side by
side with consumers to create a fairer, safer, and healthier world. Consumer Reports
has more than 6 million members and has been protecting consumers since 1936.
We evaluate approximately 2,800 products and services each year, including testing
for privacy and information security.

Comprehensive Privacy Legislation is Long Overdue in the United States

As an initial matter, it is important to keep in mind the fundamental reason we
are debating this issue: the United States lacks any sort of comprehensive frame-
work to protect personal privacy. The Federal Trade Commission has brought a
number of important privacy and security cases over the past twenty years under
its general purpose consumer protection authority, but its legal authority and re-
sources are extremely limited. The considerable majority of its privacy cases have
been under its deception authority, meaning the company had to affirmatively mis-
lead consumers about their privacy practices. As a result, privacy policies tend to
be extremely expansive and vague, providing very little in the way of meaningful
information. Current law imposes few other checks on the collection and
dissemintation of our personal information.

As a result of this lawless environment, consumers understandably feel they have
lost all control or agency over their data.! Facebook and Google track what users
do on the majority of sites around the web and across our different devices,2 in other

1Lee Rainie, Americans’ Complicated Feelings About Social Media in an Era of Privacy Con-
cerns, Pew Research Ctr. (Mar. 27, 2018), https:/ /www.pewresearch.org [ fact-tank /2018/03 /27 /
americans-complicated-feelings-about-social-media-in-an-era-of-privacy-concerns/ (noting 91 per-
cent “agree” or “strongly agree” that they have lost control over how their personal information
is collected or used).

2 Justin Brookman et al., Cross-Device Tracking: Measurement and Disclosures, Privacy En-
hancing Technologies Symposium (2017), https:/ /petsymposium.org /2017 | papers [ issue2 | paper
29-2017-2-source.pdf.
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mobile apps,? and increasingly in the physical world.# The Weather Channel app
collects personal geolocation to show you the weather where you are, and then sells
that information to data brokers and hedge funds.’ And cell carriers have been
caught giving location information to various faceless middlemen, creating a virtual
black market for in sensitive personal data.® And companies’ technological ability
to surveil every aspect of our lives will only increase. Policy is the only way to pro-
vide consumers with the reasonable zone of privacy they deserve.

In response to this environment, lawmakers are finally acting. Last year, Cali-
fornia passed the California Consumer Privacy Act (the “CCPA”)7—the first com-
prehensive privacy law in the United States. While key improvements are needed,
the law has four basic requirements: better transparency, a right to access your in-
formation, a right to delete unneeded information, and a right to opt out of the sale
of personal data. Other states—including New York,® Massachusetts,® Nevada,10
and Washington!l—are considering their own legislative solutions. Although Con-
gress has passed narrowly targeted bills over the years, it has struggled to advance
broader privacy legislation going back to Senator Fritz Hollings’ Online Privacy Pro-
tection Act at the beginning of this century.l2 Today, however, it seems that there
is relatively universal acknowledgement that some new legislation is needed to safe-
guard personal privacy, and Consumer Reports commends the Senators for their
close attention to this issue.

Privacy Legislation is About Reining in Big Tech Companies and Data
Brokers—Not Small Businesses

In considering how to craft privacy legislation and its application to small busi-
nesses, it is worth keeping in mind that the primary motivation behind privacy law
is to combat the excesses of big Internet companies and a small number of niche
companies whose primary business is trafficking in personal data.!3 The core prin-
ciples and values motivating new privacy law—limiting data collection and sharing
to what it reasonably necessary to deliver goods and services to consumers—
shouldn’t affect the core operations of the vast majority of small businesses. Nota-
bly, the examples given above about privacy violations do not involve small busi-
nesses. The ordinary collection and use of first-party data is generally permitted by
most legislative frameworks; small businesses that use this information for mar-
keting already have to comply with the reasonable requirements imposed by laws
such as CAN-SPAM 14 and the TCPA.15

Arguably the most important element of privacy legislation is a prohibition on
selling information about your customers to third-party data brokers (and for laws
such as CCPA, this prohibition only applies when a consumer affirmatively opts
out). However, it should be hoped that rules limiting—or at least giving consumers
rights over—this behavior would not be controversial, as such sales are inconsistent
with reasonable consumer expectations and constitute a violation of trust between
these businesses and their customers. Yes, some small businesses—such as Cam-
bridge Analytica and other companies who business model is predicated on access-
ing and selling third-party data—will be substantially affected by new privacy law:

3Sam Schechner & Mark Secada, You Give Apps Sensitive Personal Information. Then They
Tell Facebook., Wall St. J., (Feb. 22, 2019), hitps:/ /www.wsj.com /articles/you-give-apps-sen-
sitive-personal-information-then-they-tell-facebook-11550851636.

Mark Bergen & Jennifer Surane, Google and Mastercard Cut a Secret Ad Deal to Track Re-
tail Sales, Bloomberg (Aug. 30, 2018), https:/ /www.bloomberg.com [ news/articles/2018-08-30/
google-and-mastercard-cut-a-secret-ad-deal-to-track-retail-sales.

5Jennifer Valentino-DeVries et al., Your Apps Know Where You Were Last Night, and They’re
Not Keeping It Secret, N.Y. Times, (Dec. 10, 2018), https:/ /www.nytimes.com | interactive /2018 /
12/10/business [ location-data-privacy-apps.html.

6Joseph Cox, I Gave a Bounty Hunter $300. Then He Located Our Phone, Motherboard
(Jan. 8, 2019), https:/ [ motherboard.vice.com [en_us/article | nepxbz [ i-gave-a-bounty-hunter-300-
dollars-located-phone-mic robilt-zumigo-tmobile.

7California Consumer Privacy Act of 2018 (“CCPA”), CAL. CIV. CODE §1798.198(a) (2018),
htéps/ /leginfo. leiglslature .ca.gov [ faces [ billCompareClient.xhtml?bill_id=201720180SB1121.

224 (2019

98. 341 (2019).

108.B. 220 (2019).

11S.B. 5376 (2019).

12 Senate Eyes Net Privacy, CNN (May 23, 2000), Attps://money.cnn.com/2000/05/23 [tech-
nology /fte_privacy/.

Nicholas Confessore, The Unlikely Activists Who Took On Silicon Valley—and Won, N.Y.
Tlmes (Aug. 14, 2018), hitps:/ /www.nytimes.com/2018/08/ 14 /magazine | facebook-google-pri-
vacy-data. html?logm e-mail&auth= login-e-mail.

1415 U.S.C. §7701.
1547 U.S.C. §227.
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as they should be. But for most companies, privacy law should not affect their pri-
mary business model.

Privacy Law Isn’t a Secret Plot to Help Google and Facebook

One curious talking point that has been aggressively pushed in DC in recent
months is that privacy law actually helps companies like Facebook and Google who
have more resources to develop privacy compliance regimes. The fact that this line
is being pushed by groups that are funded by Google and Facebook!é—and some-
times even those companies themselvesl7—calls into question how good faith this
criticism is. In any event, given the consistency with which the attack is repeated,
it is worth analyzing the validity of the argument.

First, the notion that privacy protections will entrench Google and Facebook is
belied by the fact that Google and Facebook have consistently lobbied aggressively
against nearly all proposed privacy legislation in both the United States and Eu-
rope.18 Critics levied similar arguments that adoption of a Do Not Track system to
make opting out of online data collection easier would favor those companies.!®
Again, however, both fought hard to stop industry adherence to that standard. And
as a result, Google and Facebook (and the vast majority of the ad tech industry)
ignore users’ Do Not Track instructions on the web to this day.20

Certainly, if a company’s business model is predicated entirely on bad privacy
practices, then privacy legislation will especially impact them, and will probably dis-
advantage them more compared to companies like Google and Facebook—but that
of course is their own fault. Both Google and Facebook have problematic practices
that need to be addressed by privacy rules, but both also have core products that
can be monetized effectively without collecting extraneous information and compro-
mising user privacy. However, because those companies’ business models are also
heavily reliant on the use of personal information, privacy law does impact them
directly—and considerably more than most companies. The Federal Trade Commis-
sion has already brought actions against both companies for privacy violations,
though due to weaknesses in the law and the limitations in its own authority, its
actions have not sufficiently deterred their abuses.

Finally, it is premature to judge the effect of Europe’s Generan Data Protection
Regulation (“GDPR”)—and certainly CCPA which has yet to go into effect—on big
Internet companies. As privacy advocates have extensively documented,2! both com-

16 See, e.g., Letter from TechFreedom to the Honorable Charles “Chuck” Grassley et al. re
April 10 Senate Hearing “Facebook, Social Media Privacy and the Use and Abuse of Data,” &
April 11 House Hearing “Facebook: Transparency and Use of Consumer Data,” (Apr. 10, 2018),
hitp:/ | docs.techfreedom.org | TechFreedom_Congressional_Letter-Facebook hearmg 4-10-18. pdf
(noting “Facebook has been one of many supporters of TechFreedom’s work”); Testimony of Ros-
lyn Layton before the House Subcommittee on Consumer Protection and Commerce How the
U.S. Can Leapfrog the EU—The Role of Technology and Education in Online Privacy, (Feb. 26,
2019), htips:/ /energycommerce.house.gov /sites | democrats.energycommerce.house.gov /files | docu-
ments/ Roslyn%20Layton%20Testimony%20Feb%2026%202019.pdf; Transparency, Google,
https:/ |www.google.com [ publicpolicy [ transparency.html (disclosing funding for TechFreedom
and the American Enterprise Institute).

17Sheera Frenkel et al., Delay, Deny and Deflect: How Facebook’s Leaders Fought Through
Crisis, N.Y. Times (Nov. 14, 2018), https:/ /www.nytimes.com /201811 /14 /technology | facebook-
data-russia-election-racism.html (“While Facebook had publicly declared itself ready for new
Federal regulations, Ms. [Sheryl] Sandberg privately contended that the social network was al-
ready adopting the best reforms and policies available. Heavy-handed regulation, she warned,
would only disadvantage smaller competitors.”); Sam Schechner & Nick Kostov, Google and
Facebook Likely to Benefit From Europe’s Privacy Crackdown, Wall St. J. (Apr. 23, 2018),
https:/ |www.wsj.com | articles | how-europes-new-privacy-rules- favor -google-and-facebook-
1524536324 (“CEO Mark Zuckerberg recently told the U.S. Congress: ‘A lot of times regulation
by definition puts in place rules that a company that is larger, that has resources like ours,
can easily comply with but that might be more difficult for a smaller startup.’”

18 Carole Cadwalladr and Duncan Campbell, Revealed: Facebook’s Global Lobbymg Against
Data Privacy Laws, The Guardian (Mar. 2, 2019), https:/ /www.theguardian.com /technology/
2019/ mar/02 /facebook-global-lobbying-campaign-against-data-privacy-laws-investment; Taryn
Luna, Facebook, Google Spending Big Bucks to Fight Calfornia Data Privacy Measure, Sac. Bee
(Ma}alr 2[3, 2018), https:/ /www.sacbee.com [ news /[ politics-government | capitol-alert | article2063949
29.html.

19 Max Ochoa, Why We Oppose Do Not Track and How to Fix It, AdAge (Jul 25, 2014), https:/ /
adage.com [ article | guest-columnists [ oppose-track-fix /294319 /.

20 Kashmir Hill, ‘Do Not Track,’ the Privacy Tool Used by Millions of People, Doesn’t Do Any-
thing, Gizmodo (Oct. 15, 2018), https:/ /gizmodo.com | do-not-track-the-privacy-tool-used-by-mil-
lions-of-peop-1828868324.

21 Norwegian Consumer Council, Deceived by Design, (Jun. 27, 2018), https://fil.forbruker
radet.no /wp-content [uploads /2018 /06 | 2018-06-27-deceived-by-design-final.pdf; NOYB, GDPR:
noyb.eu filed four complaints over “forced consent” against Google, Instagram, WhatsApp and

Continued
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panies are currently in substantial violation of GDPR’s provisions; it remains to be
seen whether European Data Protection Authorities will enforce GDPR after a spot-
ty enforcement record under previous privacy regimes. However, earlier this year,
the French DPA levied a &euro;50 million fine against Google for failure to comply
with GDPR22—and just yesterday, the Vienna Higher regional court issued a deci-
sion allowing a civil suit under GDPR to proceed against Facebook.23 So it may well
be the case that GDPR will finally start to curb the worst abuses of giant Internet
companies—at least in Europe.

But, Privacy Law Can Be Written Badly to Illegitimately Help Big Companies

Certainly, privacy law can be written in ways that do unfairly advantage large
incumbent companies. For example, several big companies are aggressively pushing
bills that predicate various privacy rights and obligations on subjective and labor-
intensive risk assessments or interest-balancing that weaken consumer protections
and disadvantage smaller companies without the resources to pay lawyers to con-
duct and document such analyses. Microsoft is pushing such a bill in Washington
State (consumer advocates are universally opposed),24 and Intel has promoted model
legislation that protects consumers only when companies unilaterally determine
that data processing poses a “significant” and “disproportionate” privacy risk.25

These types of bills fail to provide needed clarity to both business and consumers,
and give far too much power and discretion to companies who can hire the best law-
yers to internally justify the privacy protections to decide to offer. This concept of
predicating privacy protections on risk assessments is not reflected in existing pri-
vacy statutes today—for example, the Wiretap Act26 or Video Privacy Protection
Act2?7 don’t ask companies to conduct risk impact assessments before privacy rights
apply. Laws that pair high levels of process with weak substantive provisions are
the worst of both worlds for consumers, driving up prices, and advantaging bigger,
established companies over potential startup competitors.28

Instead, privacy laws should be written simply, with clear, easy-to-understand
and -apply per se obligations: Collect only the data you reasonably need. Don’t sell
data about your customers. Get rid of outdated data. Use reasonable security to
safeguard data. On the other hand, privacy law should also explicitly carve out some
limited first-party secondary uses of personal information—such as for internal ana-
lytics and marketing—so that companies know what is authorized by the law, and
so they don’t need to subject their customers to unwanted and unnecessary user
prompts for consent to engage in unobjectionable practices.

Further, there is legitimate concern that large companies’ outsize lobbying power
and access to policymakers will lead to bad policy outcomes. During the last bout
of significant interest in privacy legislation at the beginning of this decade, big
Internet companies were able to insert loopholes that weakened protections and
safeguarded their own interests. Facebook, for example, infamously got a “Facebook
exception” added to a bill proposed by Senators Kerry and McCain bill that would
have shielded their most controversial data collection practices from the scope of the
bill’s protections.2® And Google notoriously had a very cozy relationship with the
Obama administration and as a result had an inappropriately large role in the de-

Facebé);)k, (May 25, 2018), https://noyb.eu/wp-content/uploads/2018/05/pa_forcedconsent
_en.pdf.

22 Jon Porter, Google Fined &euro;50 Million for GDPR Violation in France, TheVerge,
(Jan. 21, 2019), htips:/ /www.theverge.com[2019/1/21/18191591/google-gdpr-fine-50-million-
euros-data-consent-cnil.

23 Press Release, Defeat for Facebook: Vienna Court admits Model GDPR Lawsuit, NOYB,
(Mar. 25, 2019), http:/ / schre.ms [ wp-content /uploads/2019/03/PA_OLG en.pdf.

24Letter of Consumer Reports et al. to Washington Senate Ways and Means Committee re:
SB 5376 (Protecting Consumer Data)—OPPOSE, (Feb. 21, 2019), hitps://advocacy.consumer
reports.org /wp-content | uploads /2019 /02 | SB-5376-Privacy-Coalition-Letter-Oppose.pdf.

25 Legislation, Intel (last updated Jan. 28, 2019), https:/ /usprivacybill.intel.com /legislation /

2618 U.S. Code §2511.

2718 U.S.C. §2710.

28 Risk assessments may be appropriate for some small subset of processing activities like the
use of artificial intelligence that could have substantial and discriminatory effects on consumers
(as has been proposed by Senator Wyden in his proposed privacy legislation) but few small busi-
nesses should be affected by such a requirement. See Press Release, Wyden Releases Discussion
Draft of Legislation to Provide Real Protections for Americans’ Privacy, (Nov. 1, 2018), https://
www.wyden.senate.gov [ news | press-releases | wyden-releases-discussion-draft-of-legislation-to-pro-
vide-real-protections-for-americans-privacy.

29 Justin Brookman, Breaking Down the Kerry-McCain Privacy Bill, Ctr. for Dem. & Tech.
(Apr. 28, 2011), https:/ [ cdt.org | blog | breaking-down-the-kerrymccain-privacy-bill /.
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velopment of their ill-fated privacy bill.3° However, justified concern over big compa-
nies’ lobbying influence does not obviate or outweigh the very real need for privacy
legislation; it does, however, suggest a need for wariness and skepticism, as well as
transparency and public deliberation on the part of policymakers.

Specific Elements of Privacy Legislation that Would Appropriately Help
Small Business

In developing privacy legislation, there are a number of elements that could be
included to accommodate the relative lack of resources and sophistication of small
businesses. Some of these elements are outlined below:

Thresholds

First, a law could waive compliance with some subset of consumer protections for
companies under a certain size. The CCPA, for example, does not apply to busi-
nesses with less than $25 million in annual revenues, who do not have data on more
than 50,000 individuals, and whose primary business is not the sale of personal in-
formation.31 Of course, size and revenue alone should not necessarily be disposi-
tive—some relatively small business can have access to a tremendous amount of
personal information. For example, at the time of its acquisition by Facebook,
Instagram had only thirteen employees and negligible revenues; nevertheless, it
hosted the personal information of tens of millions of users.32 Access and deletion
obligations may be good candidates for exceptions for small businesses with limited
personal information; also, heightened transparency obligations might only apply to
larger businesses with access to greater stores of data.33 On the other hand, some
obligations—such as a prohibition on sale of customer data and a duty to use rea-
sonable data security—should attach regardless of the size and scope of personal in-
formation possessed by a company. Nevertheless, an assessment of what is “reason-
able” for any individual company may appropriately consider a company’s size and
available resources (as well as other factors such as the sensitivity and scope of data
in its possession).

Exempting Pseudonymous Online Data from Access and Deletion Requirements

Other provisions in a thoughtful privacy law could make compliance easier for
small companies. For example, while a privacy law should apply broadly to a wide
range of information—including online data associated only with a cookie or IP ad-
dress—exempting certain data from access requests would ease the burden of com-
pliance, prevent illegitimate access to personal information in shared environments,
and incentivize companies to maintain in less identifiable forms. While most of a
law’s protections would apply to device-level or household-level data (such as trans-
parency and a prohibition on sale), those types of data could be exempted from dele-
tion and access requirements. This is justified on policy as well as burden grounds
since such data cannot reliably be authenticated, so companies could not confidently
know data they possess actually pertains to a requestor. Currently, this is an issue
being considered in California with regard to the CCPA, and Consumer Reports and
other advocates have urged the Attorney General to promulgate rules stating that
data linked only to pseudonymous identifiers (like cookies, device identifiers, house-
holds, or IP addresses) should be broadly exempt from access requests.34

Similarly, a privacy law could explicitly state that companies need not collect or
retain additional data in order to comply with a privacy law. This too is currently
a contested issue with the CCPA, as several trade associations have asserted this

30 Natasha Singer, Why a Push for Online Privacy Is Bogged Down in Washington, N.Y. Times
(Feb. 28, 2016), https:/ /www.nytimes.com /201602 /29 /technology | obamas-effort-on-consumer-
privacy-falls-short-critics-say.html.

31CCPA, §1798.140(c).

32Victor Luckerson, Here’s Proof That Instagram Was One of the Smartest Acquisitions Ever,
Time (Apr. 19, 2016), http:/ /time.com [4299297 | instagram-facebook-revenue |

33 Comments of Consumer Reports to the National Telecommunications and Information Ad-
ministration re Re: Docket No. 180821780-8780-01, Request for Comment on the Administra-
tion’s Approach to Consumer Privacy, (Nov. 9, 2018), pp. 6-7 hitps:/ /advocacy.consumerreports
.org |wp-content [ uploads /2018 /11 /CU-NTIA-Docket-No.-180821780-8780-01.pdf (comments on
appropriate role of transparency in privacy legislation).

34 Comments of Consumer Reports re Rules Implementing the California Consumer Privacy
Act at 4-5 (Mar. 8, 2019), https:/ | advocacy.consumerreports.org | wp-content [ uploads/2019/03/
CR-CCPA-Comments-to-CA-AG.pdf. It might also be appropriate to exempt data that could be
used for identity theft from access requirements, as the utility to consumers is marginal, and
the potential abuses considerable.
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is a concern with the law.35> This was certainly not the intent of the CCPA drafters
and is based on a questionable reading of the statute; still, clarifying that companies
don’t have an obligation to engage in more invasive tracking in order to comply with
privacy legislation should be noncontroversial.

Put Compliance Obligations on Tracking Companies—Not Websites

Privacy law can also be constructed to transfer compliance obligations from small
publishers to the large data broker and tracking companies who are the primary
target and concern of the law. For example, in response to petitions from privacy
advocates,36 the Federal Trade Commission in 2010 proposed a “Do Not Track” sys-
tem to empower users to stop—or at least substantially curtail—online behavioral
tracking.3” Major browser companies created a setting that allowed users to broad-
cast a Do Not Track signal as they surfed the web.

Importantly, this system did not impose any obligations on websites themselves—
just on the third-party tracking companies that monitored user behavior across dif-
ferent sites.38 In 2012, the major ad tech trade associations publicly committed to
honoring Do Not Track settings;3° however, within a handful of years, they had
completely reneged on their promises.4? Today, users’ Do Not Track instructions are
nearly universally ignored. This failure of industry to respond in good faith to users’
privacy settings highlights the need for this body to advance privacy legislation. In
order to achieve what Do Not Track ultimately failed to do, a privacy law could in-
clude a mandate that third-party vendors adhere to users’ stated privacy pref-
erences, while absolving website publishers from any obligations other than to pass
those signals along to tracking services.

Provide for Data Portability and Interoperability to Allow Small Providers to
Compete with Larger, Incumbent Players

Finally, strengthening consumer agency with regard to their own data can also
promote competition and market choice. Data portability and interoperability re-
quirements can accomplish both important policy goals by giving consumers control
over their data while helping small businesses compete with big companies. While
data portability allows consumers to take their data to innovative and privacy-pro-
tective new services, it can only be accomplished when the digital ecosystem is
interoperable. In its report on “Unlocking Digital Competition,” the United King-
dom’s Digital Competition Expert Panel found that, “the development of common
standards for sharing data has huge potential to improve consumer choice and boost
competition.” 4! Indeed, requiring interoperability protocols can facilitate competi-
tion in the face of the strong network effects that make consumers feel locked into
dominant incumbents.

Conclusion

For good actors, privacy law should be straightforward to comply with: ordinary,
first-party data collection and processing for fulfilling customer orders—as well as
expected operational uses like analytics, fraud prevention, and even marketing—

35Wendy Davis, ANA Presses California To Refine Privacy Law, MediaPost (Feb. 15, 2019),
https: | |www.mediapost.com [ publications /article /| 331560 / ana-presses-california-to-refine-pri-
vacy-law.html (arguing “‘[t]he CCPA could have the unintended effect of forcing business to as-
sociate non-identifiable, pseudonymized device data with a specific person seeking to exercise
their CCPA rights’”).

36 Online Behavioral Advertising Moving the Discussion Forward to Possible Self-Regulatory
Principles, Fed. Trade Comm’n (Dec. 20, 2007), https:/ /www.ftc.gov / public-statements /2007 |
12 /online-behavioral-advertising-moving-discussion-forward-possible-self.

37Ira Teinowitz, Chairman: FTC Leans Toward “Do Not Track” Registry, Ad Age (Jul. 27,
2010), https:/ | adage.com /[ article | news | chairman-ftc-leans-track-registry [ 145131 /.

38The Do Not Track system was proposed to address the myriad deficiencies in extant indus-
try opt-out programs, including lack of universal applicability, failure to address data collection
and retention, and technological limitations. For more on the history of Do Not Track and the
inadequacy of industry self-regulatory efforts, see Testimony of Justin Brookman Before the
House Subcommittee on Digital Commerce and Consumer Protection on Understanding the Dig-
ital Advertising Ecosystem, (Jun. 14, 2018), https://docs.house.gov/meetings/IF/IF17 /201806
14/ 108413 /| HHRG-115-IF17-Wstate-Brookman<J-20180614.pdf.

39 Rainey Reitman, White House, Google, and Other Advertising Companies Commit to Sup-
porting Do Not Track, Elec. Frontier Found., (Feb. 23, 2012), https:/ /www.eff.org/deeplinks/
201202 | white-house-google-and-other-advertising-companies-commit-supp orting-do-not-track.

40 Kashmir Hill, 'Do Not Track,” the Privacy Tool Used by Millions of People, Doesn’t Do Any-
thing, Gizmodo, (Oct. 15, 2018), https:/ /gizmodo.com [ do-not-track-the-privacy-tool-used-by-mil-
lions-of-peop-1828868324.

41Jason Furman et al., Unlocking Digital Competition—Report of the Digital Competition Ex-
pert Panel, (Mar. 2019), https://assets.publishing.service.gov.uk /government/uploads/system |
uploads /attachment data/file/ 785547 [unlocking digital competition furman review web.pdf.
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should be generally allowed, without forcing consumers through unnecessary con-
sent dialogs and permission requests. Companies will still have some obligations—
notably, not to sell customer data and to use reasonable data security—but at least
the latter is already required by a growing number of state security laws as well
as existing prohibitions on unfair and deceptive practices. Bigger companies should
be expected to respond to access and deletion requirements, but the bulk of these
requests will be directed at the Internet giants who have the power and scale to
build up rich, detailed profiles about consumers. Privacy legislation is primarily de-
signed to check the power of these dominant companies—as well as data brokers
who specialize in trafficking personal data. Ultimately, a well-written privacy law
should tilt the balance of power in favor of smaller companies whose business mod-
els aren’t predicated upon tracking every aspect of consumers’ lives.

Senator MORAN. Thank you very much for joining us. Thank you
all for joining us, and I found the testimony very valuable.

Let me start with a question for Mr. Weber. Your testimony
points to specific harms that come from pre-determined levels of
fines authorized by the CCPA.

“Acknowledging that some privacy laws, like CCPA, currently
provide minimal small business carve-outs, it is still absolutely nec-
essary for any Federal privacy enforcement authority to consider
certain metrics to ensure appropriately proportioned penalties, in-
cluding the size of the business, the availability of resources, and
the scope and sensitivity of the data and its data processing prac-
tices.”

If first-time civil penalty authority is on the table for Federal leg-
islation, would you agree that these factors should be taken into ac-
count? In addition to those factors, what others might need to be
included?

Mr. WEBER. For the ones that are available for us to use as a
metric to compare against, like the GDPR, CCPA, I mean that’s a
huge concern that it’s kind of a first time and you’re immediately
fined and the guidelines represent millions of dollars or percentage
of revenue, that again is a death blow to these companies, but, you
know, for small businesses, again how we define that business is
going to be a challenge.

I think maybe in tech, it is different than what the SBA defines
as a small business in America because for a number of reasons,
but, yes, I mean, there’s a potential and I think a good impact
where first offense taking a bit of a warning would be extremely
helpful to particularly startups.

Any fine that would be distributed for, say, from the FTC would
essentially make them unable to really scale from there. It’d be
very hard to find investors, customers, users, and reputational risk
would be at an all-time high.

Senator MORAN. Thank you.

Let me turn to the realtor. I'll call you Madam Vice Chairman.
How can policymakers ensure that anyone who handles sensitive
information, social security numbers, substantial amounts of con-
sumer financial information, as I would expect a realtor to do so,
is not going to share that information with unknown third parties
or use it in ways that’s harmful to the consumer?

Ms. DosSANJH. Sure. So realtors do not collect sensitive personal
information. The data that we collect on our consumers is more
just their personal contact information and maybe their preferences
on the types of, you know, properties and features that they like
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in the property, but we do not collect personal information. The
lender usually handles that.

Senator MORAN. So you would be safe and secure from at least
part of the components of any legislation that we might pass?

Ms. DosandgH. Correct.

Senator MORAN. And that’s, I guess, the point, is that you ought
to be treated differently——

Ms. DosaNJH. That’s right.

Senator MORAN.—than somebody who does collect that kind of
information?

Ms. DOSANJH. Yes.

Senator MORAN. OK. Mr. Engstrom, in particular startup busi-
nesses, that community, would you describe for me the concerns as-
sociated with providing a private right-of-action in a Federal con-
sumer privacy law?

Mr. ENGSTROM. Yes. Thank you for the question, Senator.

It’s certainly one of the aspects of CCPA that we’re most con-
cerned about, mostly because whenever you combined a private
right of action that is untethered to any actual harm suffered—in
the CCPA, they have statutory damages available for any data
breach, plus a sort of ambiguous liability threshold in CCPA, it’s
reasonable security practices—you’re opening up the door for
lengthy litigation and that’s the real concern here because once you
have a data breach and, frankly, you know, no matter what compa-
nies do, there’s always the risk that something bad will happen,
you know, it’s a truism in this industry that it’s not a question of
if you'll run into a problem with security, it’s when, and we want
to encourage companies to do the best thing possible and imple-
ment the best security measures possible, but that’s generally not
a determination you can make early in a litigation.

So for most companies, any time something happens, no matter
how responsible you were, the threat of statutory damages not tied
to any actual harm is going to require a long litigation that’s going
to frankly bankrupt a company, if they win or if they lose, because
there are no attorneys fees associated in CCPA.

So I think the risk of inviting litigation, that’s going to drag out
and drain a company’s resources, is a very real threat.

Senator MORAN. What are the factors that cause your sentence,
I have no doubt but what it’s true that says “that there’s going to
be a breach, there’s going to be a privacy invasion?” What’s the fac-
tors in the environment that make that sentence true?

Mr. ENGSTROM. So I think any time, particularly CCPA requires,
you're going to have to collect more information. So if you’re a com-
pany and you have to, say, verify the identity of a user in order
to comply with the deletion request, which is what CCPA envisions,
you're now having to collect more information about that user in
order to identify this is actually you seeking the deletion of your
information.

That’s a great deal of info that you’re holding, valuable info. It’s
going to attract bad actors. You see sort of inadvertent mistakes,
no matter in what good faith you’re operating in. Sometimes bad
stuff happens. It doesn’t happen across the board but it is a very
real risk when you're talking about important vast stores of infor-
mation online.
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Senator MORAN. That information is still valuable to other peo-
ple, that there’s so many people who want to obtain it that it’s
worth the risk, right?

Mr. ENGSTROM. Senator, absolutely. It can be and, you know,
people might just want to see what you have ultimately, even if it’s
not valuable.

Senator MORAN. Mr. England, your company operates in at least
two states, maybe more.

If every state in which you operated passed its own consumer
privacy law, how complicated would compliance be? You talked
about this in your testimony. Any ability to expand on that?

Mr. ENGLAND. Sure. Thank you, Senator.

You're absolutely right. We do operate in both Idaho and in Wyo-
ming and if each of those states had their own separate privacy
protection laws and legislation around how to treat that informa-
tion, it would create administrative burdens for our organization
because for the obvious reasons, that we’d have to staff people with
expertise and knowledge and understanding around each of the
frameworks within each of the locations.

It would perhaps change workflow processes within how we serv-
ice those customers, and it’s precisely why I listed that as one of
our top three concerns about any legislation is that it would have
the Federal nature that would preempt any state legislation.

Senator MORAN. Before I turn to Senator Blumenthal, let me get
on the record this question of preemption because it’s an important
one that we’re going to be trying to find a solution to.

Would your organizations and businesses that they represent
support Federal legislation to preempt inconsistent state privacy
laws in the interest of providing fair privacy expectations and pro-
tecting consumers? Mr. Weber?

Mr. WEBER. Yes, Senator, they would.

Senator MORAN. Mr. Engstrom?

Mr. ENGSTROM. Yes, Senator.

Mr. ENGLAND. Yes, Senator.

Ms. DOSANJH. Yes.

Mr. BROOKMAN. Inconsistent ones, sure, but the states still need
to be allowed to innovate for things that are not covered by a Fed-
eral law.

Senator MORAN. OK. Senator Blumenthal.

Senator BLUMENTHAL. Thank you.

Let me ask you the same question but assume that the privacy
protections are equivalent to the California law. In other words,
preemption but the same protections or greater with the exception
of possible—I think you mentioned it, Mr. England, or one of the
panelists, that technology might create new challenges that the
states would have to innovate in their statutes to address.

But let’s assume for the moment it’s California law, would you
still favor preemption? Mr. Weber?

Mr. WEBER. I'm not absolutely familiar with the California law,
to be totally honest with you. I think for our members and those
that are just now diving into what that impact is going to be on
them, I can——

Senator BLUMENTHAL. Well, how about GDPR?
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Mr. WEBER. Again, I think there’s consensus with our companies
that GDPR is pretty good. There’s general support of that law.
There’s some things that are very concerning to those companies,
including the enforcement and fines that we discussed earlier.

Senator BLUMENTHAL. Well, let’s assume the same enforcement
and fines. You have to have a means to make it real.

Mr. WEBER. Yes. I think again the——

Senator BLUMENTHAL. In fact probably enhance fines and en-
forcement.

Mr. WEBER. Yes. It’s hard to assume. I mean, obviously the pre-
emption factor is the one unanimous thing that I remember compa-
nies I spoke to mentioned as very important to them.

Now comparing it to CCPA or GDPR, I don’t know that I can
comment on that.

Mr. ENGSTROM. Senator, thank you for the question. I would say
the rights in California’s law are correct. I think users should have
a right to have more transparency about how their information is
used. I think users should have more rights about accessing and
gleaning information and they should have more rights about how
companies use that.

I do think it needs to be a little more narrowly cabined to avoid
some of the contradictions that are in the law and some of the
problems, like I mentioned in my testimony, that would actually
decrease user safety.

So I think there are things that we need to improve in the Cali-
fornia framework but the rights themselves, I think, are laudable,
important. We should adopt them and, frankly, I think there are
many ways we can go farther.

For example, I think the California law doesn’t really envision
any user rights over the collection of information and that pre-
sents—you know, any time we’re talking about user privacy, I
think we have to pay attention to what companies have in the first
place, not just how they’re using it.

So as long as the problems with the law, some of the ambiguities,
some of the contradictions are ironed out, I think the rights them-
selves are important and can be built upon.

Senator BLUMENTHAL. Thank you. Mr. England?

Mr. ENGLAND. Yes, thank you, Senator. In all truthfulness, I
didn’t really even know what GDPR or CCPA were until earlier
this week and if maybe there are some strengths in that as part
of my testimony, I would say that as a small business provider, it
is really burdensome to try and track all of these down.

So if your question is around the particulars of the CCPA law,
I don’t know that I can really add much valuable comment or testi-
mony on that.

If your question is around whether or not states laws are to be
in line with Federal, then I think the preemption is perhaps the
better placement there.

Ms. DOSANJH. So we do support a single Federal standard as op-
posed to 50 different state standards. That would be our

Senator BLUMENTHAL. But what——

Ms. DOSANJH. In terms of GDPR.

Senator BLUMENTHAL.—happens with the California law as a
floor, not a ceiling but a floor, as to what the protections should
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be? You don’t get to eat dessert without the meat and potatoes,
right?

Ms. DosaNJH. Right.

Senator BLUMENTHAL. Preemption is the dessert.

Ms. DOSANJH. Yes.

Senator BLUMENTHAL. It’s what everyone wants.

Ms. DOSANJH. So in terms of the definition in CCPA, I mean, I
think we would agree to some type of revenue threshold and we
would think we would want, you know, some sort of consideration
for how the businesses use the data and, like I said before, realtors
are not in the business of selling the data. So we would prefer one
uniform standard.

Senator BLUMENTHAL. Well, not only, if I heard you correctly, in
the business of selling the data but you don’t collect it.

Ms. DosaNJH. Correct.

Senator BLUMENTHAL. Is that true of all your members?

Ms. DOSANJH. So in terms of the data we collect, we don’t collect
sensitive—so the definition of personal information, that’s the kind
of ambiguity in CCPA is that personal information and the sale of
said information is not clearly defined.

So we think that that definition would need to be uniquely tai-
lored.

Mr. BROOKMAN. And again the laws are inconsistent and I think
preemption makes sense, but as Mr. Engstrom pointed out in Cali-
fornia law, it has a lot of good things, a lot of things that could be
strengthened, doesn’t do. So the state wanted to do something to
address collection. The state wanted to do something to address fa-
cial recognition right, which they thought they specifically ad-
dressed in the bill.

States like Illinois, Texas, should have the right to do that, to
kind of build on new things as they develop. I love you all. You all
do a great job but you tend to move fairly slowly, right, and so, you
know, we’ve been debating privacy law since Senator Fritz Hol-
lings, my senator, introduced a bill in nearly 2000. So the states
need to be able to iterate in between.

Senator BLUMENTHAL. Thank you.

Let me take another poll, if I may, and these answers are very
helpful to know what your thinking is and they’re all extremely in-
sightful and illuminating.

On enforcement raised by Mr. Weber, I'm assuming that you
would all support the FTC having rulemaking authority, correct?
Everybody’s nodding.

Mr. BROOKMAN. Yes.

Senator BLUMENTHAL. Do you support the FTC being able to
bring civil penalties for first offenses? I'm happy to entertain an-
swers, as long as the Chairman allows me to keep going.

Mr. ENGSTROM. Senator, yes, I think we would. I mean, obviously
we want to make sure they are reasonably tailored to the par-
ticular harms, but ——

Senator MORAN. You can continue as long as you want, as long
as you tell me what your question was. What did you just ask?

Senator BLUMENTHAL. The question was should the FTC be able
to seek civil penalties for first-time offenses?
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Mr. BROOKMAN. I mean, Cambridge Analytica was the first-time
offense, right, and the only—like you do bad thing—again, you can
take into account it wasn’t a repeat offender. You can take into ac-
count the size of the operation. You can take into account how bad
it was, but I don’t think everyone should get one automatic free
bite of the apple like they get today under Section 5.

Senator BLUMENTHAL. So you're saying yes, there should be civil
penalty?

Mr. BROOKMAN. Absolutely.

Senator BLUMENTHAL. Anyone disagree?

Ms. DosaNJH. So we would say that damage caps should be a
part of that discussion.

Senator BLUMENTHAL. OK. Well, that’s really the point I think
that Mr. Engstrom was making. The reasonability of the—so you
might opt in favor of a graduated system, first-time offense, a cap,
second offense, maybe a higher cap. That’s a pretty customary re-
gime in the law.

Do you support the State Attorneys General being able to enforce
the Federal law?

Mr. ENGSTROM. Senator, I think ultimately the concern we would
have with State Attorneys General enforcement is if the Federal
law is either too ambiguous or too flexible. If an individual Attor-
ney General is allowed to interpret the law in a different way, you
effectively create 51 different jurisdictions.

So I think as long as there is a very clear nexus between how
the FTC interprets the law and how it’s being enforced, those prob-
lems are mitigated.

Senator BLUMENTHAL. Other comments?

Mr. BROOKMAN. I'd say as a former Assistant State Attorneys
General, I strongly support it. I mean, the FTC has, what, 50 attor-
neys looking at whatever trillion economy. I think they do a decent
job with the resources they have. They brought four privacy and se-
curity cases last year. I mean, I think you absolutely need—and
some states do really, really good things.

New York State recently bringing some tough enforcement ac-
tions and so I think absolutely need to have more sheriffs on the
beat. I think, you know, make sure it’s something clear they can
enforce. That goes back to my point. The law should be clear and
understandable in the first place.

Senator BLUMENTHAL. Well, as a former Attorneys General of the
state of Connecticut, I just happen to share that view and going to
your point about FTC enforcement, do you think that the FTC
should be given more staff and resources to do its job?

Mr. WEBER. I would support that. This is going to be a very com-
plicated issue for enforcement.

Mr. ENGSTROM. Yes. Absolutely. I think it does. The FTC should
be properly staffed to enforce a strong Federal law.

Mr. ENGLAND. [Nods Head.]

Ms. DosaNJH. Yes, Senator, we agree.

Mr. BROOKMAN. Yes.

Senator BLUMENTHAL. And I assume you agree?

Mr. BROOKMAN. Absolutely, yes, and I was also a former em-
ployee of the Federal Trade Commission. I think they absolutely
need more resources.
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Senator BLUMENTHAL. I must say just in closing that I'm very
concerned about data brokers. We have seen firsthand some of the
impacts of the practices and abuses on the part of data brokers.

I recognize that you may have some drafting suggestions, but it
seems to me that whatever law we have, the business model of
data brokers is to build powerful profiles of individuals based on
their consumer information.

We have investigated data brokers, the Congress has, and, quite
frankly, these companies should be embarrassed as to how they
often treat people. They categorize them, for example, in one in-
stance as rural and barely making it.

Anybody have suggestions about what should be done about data
brokers?

Mr. BROOKMAN. Yes. It goes back to one of the principles that
talked about don’t sell information about your customers. I mean
that should be a basic—we talk about whether it’s opt-in or opt-
out or assumed—you know, just don’t it.

I mean that’s how they get it. They're allowed right now to slea-
zily secretly collect information about what we do online. They’re
allowed to—when you go to the grocery store, there’s nothing to
stop the grocery store from telling you whether you’re getting
Stouffer’s frozen pizza or kale. There’s just no visibility, trans-
parency into that whatsoever.

So transparency would help but also if there’s a clear right to say
knock that off or, you know, a presumption like just don’t sell your
customer’s data, just don’t do that. I think that would actually kind
of cut off the stream.

Senator BLUMENTHAL. Well, let me thank you for your answers
to all these questions.

My sort of take-away from what you've said is that you endorse
the basic principles of privacy. You want to avoid the costs and un-
intended consequences that may be more burdensome for small
businesses than they would be for large, but the customers, at least
your customers, are not your product as they are in the business
model of Facebook and Google, and therefore your interests overall
is in protecting them.

At the same time, you have to stay in business and just under-
standing, as Mr. England said so well, the law sometimes is a bur-
den. We know about it in the tax area. Understanding tax law is
extraordinarily challenging and small businesses are the lifeblood
of our economy, creating more jobs than any other sector.

So we respect what you do and I think preemption is certainly
something we will need to consider how to frame, but one of the
purposes of Federal law is to prevent inconsistencies and also raise
the bar.

So I think we have had a very productive session here and I
want to thank you for being here.

Senator MORAN. Let me have a few follow ups. Mr. Engstrom
and Mr. Brookman, both of you agree that the FTC is the place
that enforcement should reside, is that true?

Mr. ENGSTROM. Yes, Senator.

Mr. BROOKMAN. They should be the primary enforcer.

Senator MORAN. The primary enforcer. I'm not meaning to ex-
clude attorney generals in that question, state attorney generals.
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And do all of—those of you who represent a business or organiza-
tions that collect data, do any of those you represent sell data?

Mr. WEBER. Yes, Senator, I'm certain there are companies in our
membership that absolutely do sell data.

Senator MORAN. And that’s obviously part of their business plan
for making a living, right, earning a profit?

Mr. WEBER. Yes. I think for a lot of online companies, if there’s
not a cost to use that service, it’s assumed that there is data being
sold for revenue and advertisement. Yes, Senator.

Senator MORAN. And so when we talk about prohibiting the sale
of data, what would that mean for your members?

Mr. WEBER. I think it’s a giant concern but also it’s important
to ask the second question of what data is being sold. If it’s not
sensitive data or personal data, then, you know, could that be
treated differently? That would be an important distinction for
some of our member companies. We're not talking about a lot of
them, though.

Senator MORAN. Others? Mr. Engstrom?

Mr. ENGSTROM. Senator, thank you for the question. At the out-
set, we are not a formal trade association but the companies we
work with, I think clearly under the definition of sale in the Cali-
fornia law, virtually everybody sells data because it’s so broad that
it would encompass a huge range of practices that don’t normally
fall into what we might think of as a data brokerage business.

It’s about sharing information with third parties and the way it’s
defined in California, I think, is pretty broad.

But to your point, I think it’s important to not go too far down
the path of making ad-supported companies impossible to operate
as an early stage company. Far too often, early stage companies
don’t have the kind of reputation that they would need in order to
have a subscription-based service.

So if we go too far down the path of making ad models impossible
to operate, you're really just going to hurt the small companies that
can’t shift toward a payment system.

Senator MORAN. Mr. Brookman, you’re the one who caused me
to raise this question.

Mr. BROOKMAN. Yes. I mean, I have no problem with showing
folks ads. I like advertising.

I do object to the notion that companies have a right to track
what I do all around the web in different apps and what I buy in
the store where I go in order to monetize their startups. At the
very least, I think there should be some sort of clear scalable opt-
out rights around that. I think you could probably go farther, but
to say no, we need to carve out all of that, we have an obligation
to collect and share all this—and I think it is sensitive data. You
know, everything I do online everywhere I go, to say there should
be no autonomy over that because innovation, I think most people
would disagree with that.

Senator MORAN. Let me call on the Senator from South Dakota,
Senator Thune.

STATEMENT OF HON. JOHN THUNE,
U.S. SENATOR FROM SOUTH DAKOTA

Senator THUNE. Thank you, Mr. Chairman.
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Mr. Engstrom and Ms. Dosanjh, striking the right balance be-
tween ensuring consumers’ data is protected and encouraging pri-
vate sector investments and innovation is a key part of this discus-
sion.

In each of your testimonies, you state that the CCPA’s definition
of personal information is overly broad and would cover nearly all
information related to an individual user.

What would be the implications of I should say to your member
companies if that definition were adopted at the Federal law?

Mr. ENGSTROM. Senator, thank you for the question. As you point
out, the definition of personal information covers, I think, every
conceivable piece of information about a person as it’s defined in
CCPA. It is anything that could possibly relate to a person. That
would cover—I can’t imagine what that wouldn’t cover. That would
cover your hair color. That would cover anything about you.

So really it depends obviously how that definition is baked into
Federal law. If there are restrictions on how companies can use
personal information or collect personal information, it suddenly
becomes very burdensome, of course, because it’s so wide-ranging.

If there’s an associated deletion right, a company now has to
search through its IT systems to find any possible conceivable piece
of information that might theoretically relate to you, wholly inde-
pendent of the harm associated with the disclosure of that informa-
tion.

So it just greatly expands the scope of what companies need to
do to comply with any sort of deletion or access right and it gets
to a point where I'm not sure it’s manageable for any company.

Senator THUNE. Ms. Dosanjh.

Ms. DosaNJH. Senator, thank you for the question.

What I would have to say in terms of personal information for
realtors is we don’t necessarily collect financial information. Our
personal information that we collect from realtors is—I mean from
consumers is, you know, their habits and what property features
they want to see in the home that they’re going to buy.

So we're not really in the business of selling data. So I would
have to agree with Mr. Engstrom and his statement.

Senator THUNE. So legislative action on the subject of consumer
privacy is taking place in several states. So just as a follow-up, do
any of those states have a definition of personal information that
should be considered at the Federal law?

Mr. BROOKMAN. I would say briefly, I support having an expan-
sive definition of personal information, like CCPA’s. I think it’s
pretty good.

I'm sympathetic to some of the concerns I heard about—and so
I think certain categories, like device information and household
data, should be maybe carved out from access and deletion rights,
but I still think you should be able to have the right to turn off
the sale of that right.

If you go to like shoes.com and say opt-out and you still see the
shoes following you everywhere you go around the web or you get
added to Senator Blumenthal’s urban drugs category because the
shoes are cheap, despite trying to take some action to stop that, but
I think that that sort of information should—there should be some
rights around that.
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Senator THUNE. Mr. England, could you elaborate on the effects
a patchwork of state privacy laws would have on your company?

Mr. ENGLAND. Yes. Thank you, Senator. Being located along the
state line of Wyoming and Idaho, we serve multiple states and our
network expands between each and we have customers and service
technicians that service all of that area.

Our greatest concern or one of our top three greatest concerns
with any sort of legislation would be to have some consistency be-
cause as a small business and as was pointed out earlier, 'm strug-
gling just to keep up with what GDPR and CCPA even is, let alone
some of the terms around it, and if we had multiple states with
their own versions that we would have to be in compliance with as
a small business, it becomes burdensome in terms of resources to
be able to keep up with the differences between each. It may
change some of our business practices, how we go about servicing
the customers.

I think it’s also important to point out, as a small rural Internet
service provider, every dollar that we have available to us through
our earnings and through our business practices, we roll back into
deploying additional plant and facilities to service our customers
and so for us, it’s a value proposition, as well.

Obviously we want to make sure our customer information is
kept safe and protected, but having unnecessarily burdensome
patchwork policies in our case what actually diverts some dollars
away from continued deployment of services to our customers.

Senator THUNE. And that’s what I was going to ask you because
the compliance costs associated with that sort of a patchwork regu-
latory system seems that it would draw resources away from what
you might otherwise spend on broadband services to consumers in
unserved areas. Is that a fair statement?

Mr. ENGLAND. Absolutely.

Senator THUNE. OK. This is for Mr. Engstrom. Apple CEO Tim
Cook has advocated that data brokers register with the FTC. What
are your thoughts on that proposal, and can you speak to the ways
your member companies use data brokers and for what purposes?

Mr. ENGLAND. Senator, thank you for the question. I guess as an
initial matter, as not a trade association, we’re an advocacy organi-
zation but a formal member, so I can’t speak to individual company
practices on this, and I would need to dig in a little more into the
proposal that Mr. Cook put forward.

I would say the key is to define what we mean by data broker.
I think that’s really important here. I'm concerned that in trying
to get at really bad practices, you know, selling user information
where there’s no transparency, where users have no idea what’s
happening, you might be getting at core ad tech functions where,
say, aggregator anonymized information is being shared for pur-
poses of improving a site’s functionality.

So without seeing the specifics of how data broker is defined in
such a proposal, I would be cautious to comment on it. I do know
it’s incredibly important for small businesses to have access to in-
formation for purposes of running ad-supported companies which,
as I mentioned earlier, for early stage companies where you don’t
have a user base yet, where you don’t have a reputation, it’s very
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hard to offer a paid product. So you rely on ad-supported
functionality to get off the ground.

Senator THUNE. Mr. Chairman, my time has expired. I have one
other question I can submit for the record.

Mr. England, you mentioned in your testimony that the FTC
should be the sole Federal agency involved in enforcing a new Fed-
eral privacy law and you may have already discussed this or have
already discussed this, but I would just ask if you could elaborate
on why you think that the FTC has more expertise when it comes
to privacy than the FCC?

Mr. ENGLAND. So I believe in my understanding and visiting
with others who are more familiar with the history of the law and
the involvement of the FTC that they've got a long rich tradition
of being able to enforce these types of protections and I think it’s
not iomething that the FCC would have the same capabilities and
reach.

One of the reasons why is because one of my key principles that
I believe the legislation should include is that it should be tech-
nology-neutral. It should apply to all industries and it has less to
do with who is actually collecting the data and far more to do with
what types of data is being collected and what’s being done with
it.

The FCC, of course, is limited to the communications industry
and I think the FTC has the reach that extends far beyond into all
industries that could affect—has the potential or risk of privacy
concerns.

Senator THUNE. OK. All right. Thank you. Mr. Chairman, thank
you. Thank you all for being here.

Senator MORAN. Thank you, Senator Thune.

I'm going to follow up with a few questions. We'll see if Senator
Blumenthal has any others and then we’ll conclude our hearing,
unless other members return.

I'm going to talk about—this is somewhat related to what I
heard when we talked about attorney generals, state attorney gen-
eral enforcement, someone, maybe you, Mr. Engstrom, I don’t want
to put words in your mouth if it wasn’t you, indicated you could
end up with 51 different jurisdictions interpreting the Federal law
and you end up with 51 different standards, something that is a
topic of conversation about trying to avoid, something that most of
the panelists here are supportive of.

So in terms of a Federal privacy—I'm sorry. In terms of a Fed-
eral consumer privacy bill, how do we get the FTC, the rulemaking
authority we give them, it needs to be pretty specific, and do we
do that with some kind of curbs that restrict their flexibility?

I mean, on one hand, there are so many different instances in
which consumer privacy is in jeopardy. The circumstances are dif-
ferent. You all asked for flexibility when it comes to small or start-
up. So if we have one standard, a rulemaking authority that says
you can make rules in this regard, how do we provide the FTC the
necessary flexibility to meet the variety of circumstances at the
same time not create an opportunity for 51 different jurisdictions
to interpret the law differently?

Mr. ENGSTROM. Senator, thank you for the question. I think it’s
an incredibly important point on this issue and really across any
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technology policy issue, the need to balance certainty with flexi-
bility to adapt to changing technological issues.

I think in this context, I would say on something like, say, the
definition of sensitive information, I'd like to have as precise of a
definition as possible in a Federal law but recognizing that, you
know, 20 years ago, we weren’t really talking about facial recogni-
tion activities as being possible. So you need to have some mecha-
nism built into FTC rulemaking to adapt the law to take these in
into account.

Another example would be in the context of, you know, reason-
able security practices. Let’s make sure that there are some guard-
rails around what we consider to be reasonable, things that are en-
couraged, things that are legal, and then within that framework
allow the FTC to build upon that as new technologies, like differen-
tial privacy or synthetic data, start to emerge, and not sort of curb
the growth of pro-privacy practices because, you know, the legisla-
tures can’t simply keep up with changing technologies.

Senator MORAN. Will the market demand greater privacy protec-
tions? We talked about opt-in, Mr. Brookman, and opt-out. What
are consumers—do consumers have a sufficient level of knowledge
and interest in what is happening to their information? Will com-
panies find it necessary to compete in this business of data collec-
tion by providing greater privacy market forces that play at all in
this world?

Mr. BROOKMAN. I hope so, yes. I'm at Consumer Reports and we
are investing a lot of resources in trying to rate and evaluate serv-
ices for just these reasons. It’s really tricky as though if I'm trying
to evaluate two cloud services, like what happens to my data when
it goes to the cloud. I can’t watch that in the lab. I have no visi-
bility into what Google or Facebook or Amazon or whoever does
with that data.

I can try to look at their privacy policies and we look at privacy
policies, but, you know, you all look at the privacy policies, they're
not very illuminating because primary law in this country is don’t
lie about privacy. Privacy policy is going to be very vague and ex-
pansive and very mushy. So it’s going to be very hard to get actual
information. Even when we have the time, like we have a full-time
employee looking at privacy policies, they have a very difficult time
in differentiating and so consumers trying to evaluate between two
different apps, they're right now not equipped to do that.

We'’re trying to provide more information to the marketplace but
again given the lack of transparency obligations even, it’s even
hard for people who do it full time to do it.

Senator MORAN. Anyone else on that? Mr. England?

Mr. ENGLAND. Yes, Senator, thank you. I'll add just from my per-
sonal experience that we see within our service area.

I think I can’t remember the phrasing the EU used. I wouldn’t
say that all consumers are more aware. There are certainly a num-
ber of customers who don’t know and maybe it’s just because it’s
overwhelming to try and figure it all out and maybe it’s also be-
cause they’re all so suspect that all of their information is out there
anyway.

But I can tell you that we have more customers who are calling
and asking about privacy-related issues than perhaps we've ever
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had before and so I think that the general trend among consumers
in our service area is that, yes, more and more becoming aware of
the issues and want to know what is being done about it.

Senator MORAN. OK. Thank you.

This is intended for any or all. How should we treat de-identified
and aggregated consumer data in the definition of personal infor-
mation in a Federal privacy bill?

Mr. ENGSTROM. Senator, thank you for the question. I'll jump in
here.

I think it’s incredibly important to have carve-outs when compa-
nies are engaging in practices that minimize security risks through
de-identification, through aggregation. It’s obviously a hard thing
to define. If you look at the CCPA, it has what I would consider
to be a self-contradictory definition of aggregate information where
it says it is a group of information that has been de-identified
about individuals but it can’t be a group of information about indi-
viduals that’s been de-identified.

It’s very hard to cabin but I would say ultimately that’s what we
want. We want to minimize privacy risks not just in terms of the
use of information but if it’s at rest. If you have it within your com-
pany, let’s encourage anonymization. Let’s encourage, you know,
these new techniques that will help mitigate harm.

So I would want to make that a carve-out to any definition of
personal sensitive information in the bill.

Senator MORAN. OK. Thank you.

Mr. BROOKMAN. I would largely agree. I mean, I think
incentivizing companies to keep data at less-identifiable levels is
good. De-identification is not perfect and like there will always be
a small risk.

I generally support—the FTC announced a test for de-identifica-
tion in 2012 or so. I think it’s pretty thoughtful. Again, it’s not per-
fect but I think it does—I'm willing to give companies reasons to
keep de-identified data. I think that you can get value from data,
yes, by keeping it less at less identifiable levels.

Senator MORAN. Mr. Brookman, I'm also an appropriator who ap-
propriates money for the FTC. Would you like to fill in further
about the need for additional resources?

Mr. BROOKMAN. Yes. So there are about 50 or so attorneys in the
Division of Privacy and Identity Protection. Again, I think that
they need—I mean, again, when there’s a litigation going on or two
litigations, then there are a considerable majority of attorneys are
tied up in those and then everything else is relatively unregulated.
So it’s certainly attorneys in order to bring cases.

I was in the Office of Technology Research and Investigation, like
the research wing in the technology wing, and we only had a hand-
ful of technologists, I think, at least in consumer protection. There
may be, may be five full-time technologists. I think, you know,
given the complexity of a lot of these practices, giving them consid-
erably more people who understand how ad tracking works, how
de-identification works, how Al works, I think is essential, so build-
ing out whether it’s Bureau of Technology, open house structure,
making sure they have both attorneys and technologists in order
to, kind of, even barely keep up with these practices.

Senator MORAN. Thank you.
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Senator Blumenthal.

Senator BLUMENTHAL. I have a question for you, Mr. Brookman.

Because you've raised the potential statute in Washington State,
I think there has been a reference to North Dakota, what’s on the
horizon? What other states are moving forward in a serious way as
opposed to, you know, a legislator throwing in a bill?

Mr. BROOKMAN. Certainly Washington State seems to be the
most serious, though we and other consumer organizations have a
lot of concerns with that bill.

I know Maryland had a hearing around this recently. I think
we've seen—again, we don’t have the resources to go to all these
states. So I don’t know how serious they are, but, I mean, I know
a lot of folks are looking at CCPA and they’re—like Mr. Engstrom
said, it seems pretty reasonable, like we should have these, as well.

So I think probably, I mean, like Vermont had a bill on data bro-
kers that turned into a study bill with the thought the bill tried
to expand into a more serious bill later. So I think you’re certainly
going to see more and more states take action and I'm sympathetic
to the idea about regulating the Internet especially in wildly dif-
ferent ways, but I think states are legitimately interested in offer-
ing protections for consumers over these issues that we all agree
are problematic.

Senator BLUMENTHAL. Anyone have any other thoughts?

[No response.]

Senator BLUMENTHAL. Thank you.

Senator MORAN. Anything going on in Kansas or Missouri, Mr.
Weber?

Mr. WEBER. You'd have to talk to lawmakers in both states.
There’s certainly tracking on this. They ask point blank do we need
this in Kansas and Missouri and, of course, our response was wait
and see how this progresses because again putting all this effort
and work into a state law with Federal preemption looming is all
for naught.

hSo there were no bills in both sessions that included privacy like
this.

Senator BLUMENTHAL. Are you saying that Kansas is usually be-
hind the rest of the country?

Mr. WEBER. No, sir. No, sir, I would not say that.

[Laughter.]

Senator BLUMENTHAL. I know it is not.

Senator MORAN. That’s a poor recovery. Actually, my question,
Senator Blumenthal, was going to ask the witnesses if they
thought you and I and our team, Senator Wicker and Senator
Schatz, were capable of coming up with a solution to this problem
and therefore the likelihood of states waiting to see that

Senator BLUMENTHAL. Well, Mr. Brookman has said that we op-
erate very slowly.

Mr. BROOKMAN. I was talking about the institution more gen-
erally but I actually have been in to brief the working group and
I've been totally impressed by how like dedicated and like deep in
the weeds and how much good faith there is in trying to find a real
solution. So I appreciate that.

Senator MORAN. A good answer came from my silly question. It
was good. Thank you, Mr. Brookman.
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Senator BLUMENTHAL. Well, we are very serious, I can assure
you, and we have very able staff working on it and I think we have
a good team.

Thank you.

Senator MORAN. Senator Blumenthal, thank you again for your
cooperation in our working together.

We appreciate our witnesses joining us today to provide some-
thing that is very important. Innovation and startups is something
that I've tried to champion since I came to the U.S. Senate and we
wouldn’t want to do something here that is damaging to that cause
and your testimony has been helpful and balanced and all of you
are articulate and intelligent. Thank you.

The hearing record will remain open for two weeks. During this
time, Senators are asked to submit any questions that they have
for the record. Those will then be submitted to the witnesses and
upon receipt, the witnesses are requested to submit their written
answers to the Committee as soon as possible.

This concludes our hearing, and we thank again our witnesses.

The hearing is adjourned.

[Whereupon, at 3:56 p.m., the hearing was adjourned.]






APPENDIX

RESPONSE TO WRITTEN QUESTIONS SUBMITTED BY HON. JERRY MORAN TO
EvAN ENGSTROM

Question 1. Much of the discussion around privacy today concerns companies like
Facebook sharing data with third parties such as Cambridge Analytica. But many
small businesses share data with third parties that provide essential business serv-
ices, like credit card processing.

Should a Federal consumer privacy law define such “service providers” distinctly
from other “third parties” accessing personal information of consumers from a cov-
ered entity? Does anyone have any recommendations for Congress to appropriately
account for these unique types of business arrangements?

Answer. Yes, a Federal consumer privacy law should differentiate between “third
parties” and “service providers” that companies rely on to carry out everyday busi-
ness functions. This differentiation is especially important to startups, which typi-
cally rely on widespread networks of service providers to deliver their products to
users. Unlike large companies, startups don’t have the resources to build these ca-
pacities in house, and limiting their ability to rely on and transfer data to service
providers will severely impact their ability to compete with the world’s largest tech
companies.

The California Consumer Privacy Act attempts to solve this problem by carving
out “service providers” serving “business purposes” from the definition of “sale.” Un-
fortunately, the definition of “sale” is too broad, and the carve-outs are too narrow
to protect all of the ways small companies rely on service providers. For instance,
if a startup shares data with a website hosting platform about how users navigate
the startup’s website, and the platform then uses that data to make improvements
across all of its offerings, that could be considered a sale under CCPA.

If a Federal bill were to include heightened consent requirements and protections
around the actual sale of user data, many of the complications arising from this pro-
vision would be avoided.

Question 2. How should “de-identified” and “aggregated” consumer data be treated
in the definition of “personal information” in a Federal consumer privacy bill?

Answer. Aggregated, anonymized, and de-identified data should be explicitly ex-
cluded from the definition of personal information in a Federal consumer privacy
bill. In many circumstances, anonymized or aggregated data can provide the same
value to startups for purposes of delivering, improving, and sometimes monetizing
their services. When done correctly, using such data presents little in the way of
privacy harms to consumers. A Federal bill should create—or direct the FTC to cre-
ate—technological standards to ensure that the steps taken to aggregate,
ﬂnonymize, and de-identify data can’t be reversed to create new potential privacy

arms.

Question 3. Your testimony described specific concerns with CCPA’s broad defini-
tion of “sale” as it pertains to consumers’ data. How will this overly inclusive defini-
tion harm each of your distinct memberships?

Answer. While we work with startups of all sizes across the country, Engine is
an affiliated 501(c)(3)/(c)(4) research and advocacy organization that does not have
a formal membership structure. Therefore, while we cannot speak to the practices
or preferences of any specific companies, we have heard from many stakeholders
that the CCPA’s definition of “sale” covers many commonplace practices that busi-
nesses rely on to provide goods and services to consumers.

The law says that “releasing, disclosing, disseminating, making available, trans-
ferring, or otherwise communicating . . . a consumer’s personal information . . . to
another business or a third party for . . . valuable consideration” constitutes a
“sale” of data.

Several companies have told Engine that routine data sharing that presents no
meaningful privacy harms could be included in the definition of sale due to the
vague “valuable consideration” language. For example, we’ve heard from a local de-
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livery platform that sharing order trends with local merchants to help those retail-
ers stock their shelves in accordance with consumer demand could constitute a
“sale” of consumer data under the law. In that case, the shared data would not con-
tain personally identifiable information or otherwise be connected with any indi-
vidual consumer, therefore posing no privacy risk.

The definition of sale does exclude some consumer data transfers to service pro-
viders, but the exemption provides limited protections because it relies on the nar-
row definitions of “service providers” and “business purposes,” and prohibits service
providers from retaining or using the data. For example, if a startup uses an e-mail
delivery service to communicate with users and that service retains data provided
by the startup to use in a manner that falls outside of the specific service the start-
up is requesting—such as making improvements to the software or building a list
of defunct e-mail addresses—the law will see the startup as “selling” user data to
the company running the e-mail delivery service.

The broad definition of sale will severely limit the ability of startups to rely on
third party vendors to run their business processes. Unlike large companies, which
typically have the resources to build these capacities in-house, startups rely on out-
side vendors for everything from data processing, to analytics, to payment proc-
essing.

Question 4. Your testimony described concerns around CCPA’s requirements re-
lated to verification of consumer requests related to data. Specifically, you flagged
that the state law “prohibits companies from requiring users to create an account
in order to submit a verifiable request” to access or delete their information. Would
you please further describe how this prohibition will lead to the unintended con-
sequence of forcing companies to collect significantly more information to appro-
priately verify the source of the request?

Answer. If a company cannot use information it already has about a consumer—
such as the information contained within the account the consumer has created with
the company—it will need to find a different way to verify that the person making
the request to access or delete information about a consumer is, in fact, the con-
sumer whose data is at issue. There is simply no way for a company to determine
the identity of a person requesting access to company-held data without collecting
some personally identifiable information about that person. Companies that have no
reason to collect such personally identifiable information to provide services would
have to start collecting potentially sensitive personal information any time someone
requested access to company-held information. This will almost certainly expand the
range of personally identifiable information that companies must collect to stay com-
pliant with CCPA. As one company we've talked to explained, “our worst nightmare
1s users e-mailing in pictures of their driver’s licenses” to prove who they are.

This prohibition might make sense when dealing with entities like data brokers
and other third-party companies that consumers never interact with and shouldn’t
have to provide additional information to in order to access and correct existing in-
formation about them held by the company, but applying it across the board to all
companies will create unintended consequences. While the California Attorney Gen-
eral’s rulemaking process will provide clarity on how companies can verify user
identities without requiring requesters to create user accounts, it is inevitable that
these rules will require companies to collect personally identifiable information that
they may not currently collect.

Question 5. If Federal consumer privacy legislation includes a “small business ex-
emption” like the CCPA, how should the Federal bill accommodate the “on ramp”
mentioned in your testimony? More specifically, how should Congress set a deadline
to become compliant with a Federal bill’s privacy requirements should a small busi-
ness surpass the “small business” thresholds overnight?

Answer. We would recommend giving companies a six-month grace period after
meeting thresholds established in a Federal privacy law that remove them from a
small business exemption. That will protect startups that suddenly become popular
from finding themselves in violation of the law unexpectedly and without the re-
sources to immediately mitigate the violation. More broadly, a small business ex-
emption should recognize that the diversity of tech-enabled startup products and
business models makes it impossible for any single factor to accurately determine
a company’s ability to shoulder the burdens and obligations of a privacy law. We
recommend using a multi-factor test that takes into consideration the number of
employees a company has, as well its revenue and number of users.

In a perfect world, a privacy law would be clear, straightforward, and consistent
enough that companies of all sizes can afford to comply—especially recognizing that
even a small company can create privacy harms depending on the sensitivity and
scope of the consumer data it handles. However, any privacy law will create new
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burdens and obligations on companies, and a tailored small business exemption can
be written to ensure those burdens and obligations fall on small companies only
when it makes sense, such as when a company collects particularly sensitive per-
sonal information.

Question 6. In terms of a Federal consumer privacy bill, I believe that consumers
would benefit from Congress providing clear and measurable requirements in statu-
tory text while also including appropriate flexibility in the form of narrow and spe-
cific rulemaking authority to the FTC to account for evolving technological develop-
n}llents.?How should this committee approach providing the FTC with rulemaking au-
thority?

a. Do you see value in making sure that there are strong “guardrails” around any
rule;naking authority to preserve the certainty to the consumers that we aim to pro-
tect?

Answer. Engine supports Congress giving the FTC tailored rulemaking authority
to protect consumer privacy online, and we see value in providing strong “guard-
rails” around rulemaking authority to preserve certainty that is crucial not only to
consumers, but to startups and their investors as they attempt to launch and grow
a business.

We support giving the FTC rulemaking authority to implement specific provisions
of a Federal privacy law, including defining robust transparency requirements and
outlining technological means to ensure anonymized, de-identified, and aggregated
data stays that way to avoid privacy harms. We recognize that the FTC will need
some flexibility to update requirements and prohibitions as technology evolves, but
any additional requirements and prohibitions—including adding to the definitions of
personal information, sensitive information, or discriminatory uses of data—should
reflect actual harms faced by consumers and should be consistent with the goal of
protecting consumers without putting startups at a competitive disadvantage to
large incumbents.

Question 7. 1 have heard from many interested parties that the FTC currently
lacks the resources needed to effectively enforce consumer privacy under its current
Section 5 authorities. As a member of the Senate Appropriations Subcommittee with
jurisdiction over the FTC, I am particularly interested in understanding the re-
source needs of the agency based on its current authorities, particularly before pro-
viding additional authorities. Do you have specific resource-based recommendations
for this committee to ensure that the FTC has the appropriations it needs to execute
its current enforcement mission?

Answer. While we think the FTC is the correct body to write rules to implement
a Federal privacy law and to enforce that law, we don’t have specific recommenda-
tions for Congress to ensure that the FTC has the appropriations it needs to protect
consumer privacy online, particularly since the resources necessary to adequately
enforce a Federal law will vary depending on the substance of the law. We would
support action by Congress to give the FTC the authority and resources it needs,
but we defer to those with a better understanding of the agency’s current resources
when it comes to recommendations for additional appropriations.

Question 8. The Government Accountability Office (GAO) recently published a re-
port in January regarding additional Federal authorities that could enhance con-
sumer protections based on their review of past FTC privacy enforcement actions
and input from industry, advocacy groups, and academia. One of the suggestions
from GAO to enhance Internet privacy oversight was authorizing the FTC to levy
civil penalties for first-time violations of the FT'C Act. Would your organization and
member companies support a Federal privacy bill that provides the FTC civil pen-
alty authority? Why?

Answer. Engine would support a Federal privacy bill giving the FTC civil penalty
authority if the bill creates clear, predictable, and consistent rules of the road
around consumer privacy, and the penalties being issued by the FTC are related to
the context of the violation, including the size of the company and the severity and
impact of the violation.

Question 9. At its core, the 2012 FTC Privacy Framework is based upon providing
consumers with notice regarding a company’s privacy practices, giving consumers
choice about how their personal information is collected, used and shared, and seek-
ing consumers’ consent based upon the sensitivity of their personal information.
Does that type of model still make sense today?

Answer. The model laid out in the 2012 FTC Privacy Framework does make sense
today, but as technology evolves and the collection, use, and sharing of consumer
data becomes more complex, Congress has an opportunity to provide heightened pro-
tections that build off of that model. Those heightened protections include robust
transparency requirements so that consumers really are informed about how their



52

data is being collected, used, stored, and shared, as well as outright prohibitions on
particularly harmful uses of data, such as discriminatory profiling. Congress also
has the opportunity to outline basic rights to correct, access, and delete information
that consumers should have when it comes to the data they provide to companies.

RESPONSE TO WRITTEN QUESTIONS SUBMITTED BY HON. SHELLEY MOORE CAPITO TO
EvAN ENGSTROM

Question 1. Consumers have a right to know how their data is collected and used.
How can we better educate individuals on data and their privacy rights and how
their data is being used?

How will singular consumer control, as opposed to other methods, of their data
cause economic problems for rural SME’s? Can seniors be better educated? They are
facing greater challenges.

Answer. Engine supports robust transparency requirements. Consumers should be
able to learn what data is being collected and how it’s used, stored, and shared.
Companies should have clear and consistent guidelines—established by Congress or
the Federal Trade Commission—as to how to explain their data collection, use, stor-
age, and sharing practices in ways consumers, especially seniors, can understand.

Startups and small businesses across the country rely on consumer data to deliver
and improve their products. Unlike large incumbents, startups and small businesses
don’t have existing vast datasets or the name recognition to build those datasets if
their access to consumer data is cut off. While it’s crucial that a Federal privacy
framework give consumers more control over their data, there are many contexts
in which companies understandably need—and users want to share—consumer
data. Creating obstacles to that kind of data sharing will severely disadvantage
small businesses, as compared to the large incumbents that already have consumer
data or have enough market power to get data from consumers.

Question 2. Right now there is the potential for patch work state by state privacy
regulations. Can you please describe what compliance would be like for your mem-
ber-companies if there were 40 or 50 state consumer privacy laws?

Answer. While we work with startups of all sizes across the country, Engine is
an affiliated 501(c)(3)/(c)(4) research and advocacy organization that does not have
a formal membership structure. Therefore, while we cannot speak to the practices
or preferences of any specific companies, we have heard from several small- and me-
dium-sized companies that a patchwork of varying and potentially conflicting pri-
vacy laws at the state and local levels will be insurmountable, and will force compa-
nies to either stop offering their services in certain locations or sell their businesses
to large incumbent technology companies that have the legal, budgetary, and tech-
nological resources to comply. Even if state laws are relatively consistent in terms
of obligations for companies, the cost of updating vendor contracts to cover each new
law would present massive costs for small companies. For many companies, contrac-
tual renegotiation was one of the more burdensome aspects of GDPR compliance,
and multiplying that cost across dozens of jurisdictions would likely be too costly
for many startups. Both of these outcomes will result in less competition and fewer
innovative offerings for consumers.

RESPONSE TO WRITTEN QUESTIONS SUBMITTED BY HON. JERRY MORAN TO
NINA DOSANJH

Question 1. Should a Federal consumer privacy law define “service providers” dis-
tinctly from other “third parties” accessing personal information of consumers of a
covered entity?

Answer. NAR believes that the level of protection for data should not depend on
arbitrary distinctions between industries, such as whether a business directly col-
lected data from a consumer or obtained it in a business-to-business transaction.
Distinctions like “service provider” and “third party” are similarly arbitrary. Any en-
tity who handles sensitive consumer data should be subject to the same uniform
standards. Those standards should be direct statutory obligations for all entities
handling consumer data. Federal privacy legislation should not include terms that
could potentially expose businesses to liability for the actions or non-compliance of
a business partner.

Question 2. How should “de-identified” and “aggregated” consumer data be treated
in the definition of “personal information” in a Federal consumer privacy bill?

Answer. NAR does not have a position at this time on “de-identified” or “aggre-
gated” data.
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Question 3. How does the definition of “sale” in the CCPA harm REALTORS®?

Answer. The CCPA defines a “sale” of personal information in a manner that cap-
tures any arrangement in which a business not only sells but “rent[s]” or “make[s]
available” personal information “for monetary or other valuable consideration” The
breadth of this definition captures many types of data-sharing arrangements that
are necessary in today’s business environment and are not viewed by consumers as
a “sale” of data. For example, REALTORS® may share data with vendors (photog-
raphers, postcard production, CRM) to help market a client’s home or to help deter-
mine a competitive sales price. This could be considered a “sale” under CCPA and
limitation of this activity would significantly harm our members’ ability to serve
their clients in a manner they have come to expect.

Question 4. How should this committee approach providing the FTC with rule-
making authority? Do you see value in making sure there are strong “guardrails”
around any rulemaking authority to preserve the certainty to consumers that we
aim to protect?

Answer. The Federal Trade Commission (FTC) should have the appropriate au-
thority to enforce comprehensive privacy regulations. NAR appreciates that the FTC
employs a scalable reasonableness approach that determines the appropriateness of
business practices in light of the size of the business and the sensitive nature of
the data they process under Section 5 of the FTC Act. Any future privacy legislation
should ensure that the FTC continues to employ flexibility in their implementation
of reasonable privacy standards that will permit the Commission to enforce such
regulations fairly and equitably to ensure businesses’ compliance with them and to
promote robust consumer protection.

Question 5. Do you have specific resource-based recommendations for this com-
mittee to ensure that the FTC has the appropriations it needs to execute its current
enforcement mission?

Answer. The FTC should be given the resources necessary to fund their enforce-
ment mission. NAR believes the FTC is best able to determine those funding re-
quirements.

Question 6. Would your organization and its members support a Federal privacy
bill that provides the FTC civil penalty authority? Why?

Answer. NAR has concerns with FTC civil penalty authority and the potential for
creating “privacy trolls.” Unless litigation reforms are included that would require
plaintiffs to provide sufficient information at the initiation of a lawsuit, provide
early discovery and other reforms, creation of civil penalty authority could create
an environment similar to “patent trolling” where unscrupulous actors game the
s%'?otem to bring frivolous lawsuits that could easily put small business owners out
of business.

Question 7. Does the notice and choice model still make sense today?

Answer. Notice and choice does make sense and can be improved. Consumers de-
serve to know what categories of personal data that businesses collect and how that
data is generally used by them. These policies should be clearly disclosed in com-
pany privacy policies and readily accessible to consumes looking to learn how their
data is collected and used. Federal data privacy law should provide the regulatory
flexibility necessary to ensure that transparency in privacy policies is provided to
consumers without unnecessarily burdening businesses with requirements to seek
consumer consent when they are continuing to use data based on reasonable con-
sumer expectations.

Question 8. What are some key items we should include or avoid in order to craft
legislation that is both effective and efficient? Why will CCPA and GDPR create
highly burdensome compliance costs for rural businesses?

Answer. NAR’s top priority for any new Federal privacy law is ensuring that Con-
gress craft realistic compliance requirements for small businesses and independent
contractors. Regulations should consider the size of the business, the nature and
sensitivity of the information collected and how the information is used. Regulations
should be narrowly tailored to target behavior that goes beyond reasonable con-
sumer expectations or that can cause demonstrable harm to consumers.

RESPONSE TO WRITTEN QUESTIONS SUBMITTED BY HON. JERRY MORAN TO
JUSTIN BROOKMAN

Question 1. Much of the discussion around privacy today concerns companies like
Facebook sharing data with third parties such as Cambridge Analytica. But many
small businesses share data with third parties that provide essential business serv-
ices, like credit card processing.
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Should a Federal consumer privacy law define such “service providers” distinctly
from other “third parties” accessing personal information of consumers from a cov-
ered entity? Does anyone have any recommendations for Congress to appropriately
account for these unique types of business arrangements?

Answer. Consumer Reports supports privacy legislation that reasonably accommo-
dates the use of external service providers by largely excluding such transfers from
the definition of third-party sharing. If data is shared for a limited operational busi-
ness purpose, and the service provider is prohibited from secondary usage of the
data for its own benefit, it makes sense to think of such processing as first-party
collection, use, and retention.

Of course, sharing data with service providers necessarily exposes consumers to
additional risk of breach or misuse. And logical siloing of data from different data
partners may not provide much in the way of practical protections. For this reason,
companies should be transparent about their use of service providers, and should
disclose detailed information about how they are used within privacy policies (in-
cluding, where practicable, specifically identifying what providers get what informa-
tion). Moreover, service providers should be subject to the same reasonable data se-
curity requirements that should govern companies with a direct consumer relation-
ship. Finally, service provider use of customer data should be limited to the param-
eters of the first-party interaction. For example, if a privacy law prohibits data shar-
ing (whether by default or as a result of a consumer exercising a choice), a company
should not be able to provide ad targeting data to a service provider in order to dis-
play retargeting ads on different websites.

Question 2. How should “de-identified” and “aggregated” consumer data be treated
in the definition of “personal information” in a Federal consumer privacy bill?

Answer. While they are imperfect protections, deidentification and aggregation
are useful tools to protect personal data from exposure and misuse, and privacy law
should certainly encourage companies to keep data in less identifiable forms. In gen-
eral, the FTC’s three-part test enunciated in its 2012 privacy report is sound: (1)
companies must use technical measures such that they reasonably believe that the
data could not be tied back to an individual or device, (2) the company must publicly
commit to not try to reidentify the data, and (3) anyone with whom the data is
shared must also commit to not try to reidentify the data.!

Of course, many ostensible anonymization techniques are not robust enough to
sufficiently obscure data, and they should not be regarded as render data
deidentified: for example, simply hashing identifiers will not meaningfully deidentify
data in most cases.2 Companies should be incentivized (or compelled) to be trans-
parent about the methods deidentify data in order to provide for external account-
ability. Moreover, while companies should be permitted to use deidentified data
more expansively than personal data, not all obligations should go away. For exam-
ple, companies should still have to use reasonable security to prevent access to per-
sons who have not committed to not reidentify the data. There also may be some
uses of deidentified data that may be inconsistent with reasonable consumer pref-
erences and expectations, especially if the data is being used to alter the individual’s
experience outside the context of his relationship with the company who originally
collected the data (say, for example, to serve targeted ads based on that data in a
different environment).3

Question 3. In terms of a Federal consumer privacy bill, I believe that consumers
would benefit from Congress providing clear and measureable requirements in stat-
utory text while also including appropriate flexibility in the form of narrow and spe-
cific rulemaking authority to the FTC to account for evolving technological develop-
nillents.?How should this committee approach providing the FTC with rulemaking au-
thority?

a. Do you see value in making sure that there are strong “guardrails” around any
ruler;naking authority to preserve the certainty to the consumers that we aim to pro-
tect?

Answer. We agree that legislation should give the FTC rulemaking authority to
provide more clarity to businesses and consumers as technologies and business prac-
tices evolve. Given the limitations of resources, a clear statement of industry-wide

1Report, Protecting Consumer Privacy in an Era of Rapid Change, Fed. Trade Comm’n,
(March 2012), https:/ /www.ftc.gov /sites | default /files | documents | reports | federal-trade-commis-
sion-report-protecting-cons umer-privacy-era-rapid-change-recommendations | 120326privacyreport
d,

.pdf.

2Ed Felten, Does Hashing Make Data “Anonymous”?, Fed. Trade Comm’n, (Apr. 22, 2012),
https: | |www.ftc.gov | news-events | blogs [ techftc /2012 | 04 | does-hashing-make-data-anonymous.

3 E.g., About Custom Audiences from customer lists, Facebook, https:/ /www.facebook.com /
business [ help | 341425252616329.
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obligations and responsibilities in a regulation may be more effective than in estab-
lishing norms through the settlement of cases or caselaw through the courts. One
reasonable guardrail around FTC rulemaking would be to make it discretionary
rather than mandatory, so that the FTC would only issue regulations when it has
identified a clear need. Moreover, Congress can obviate the need for rulemaking by
writing clear and simple rules that do not require clarification from the Commis-
sion, or at least specifying the factors should inform rulemaking.

The best approach would be to give the FTC the discretion to issue rules as they
see fit to give them the most flexibility to respond to marketplace needs. However,
Congress could also specify particular areas as examples where rulemaking may be
most appropriate. One area where the FTC could issue helpful guidance is around
user interfaces and consent, in order to create standardized language that becomes
familiar to consumers, and to more effectively prohibit the use of “dark patterns”
to unfairly manipulate decisions and frustrate user agency. Reasonable data secu-
rity may be another area where the FTC can issue specific guidance over time to
give companies more certainty than the relatively high-level requirements that are
more appropriate to a statute.

Question 4. 1 have heard from many interested parties that the FTC currently
lacks the resources needed to effectively enforce consumer privacy under its current
Section 5 authorities. As a member of the Senate Appropriations Subcommittee with
jurisdiction over the FTC, I am particularly interested in understanding the re-
source needs of the agency based on its current authorities, particularly before pro-
viding additional authorities. Do you have specific resource-based recommendations
for this committee to ensure that the FTC has the appropriations it needs to execute
its current enforcement mission?

Answer. The FTC certainly needs a massive influx of resources in order to achieve
its broad consumer protection mission; its chronic understaffing problem is not lim-
ited to privacy. However, on privacy specifically, the current staff of 40 FTEs dedi-
cated to privacy is woefully insufficient, and pales in comparison to other data pro-
tection authorities around the world (who serve far smaller economies and popu-
lations).# A good start would be to expand the Division of Privacy and Identity Pro-
tection to 200 FTEs while also expanding the current Office of Technology Research
and Investigation into a full-fledged Bureau of Technology with 100 FTEs to serve
all of the Commission’s staff in their work. But regardless of structure, hiring a sub-
stantial and diverse array of cross-functional staff to augment the Commission’s pri-
vacy resources is absolutely essential.

However, it is important to point out that resources alone will not empower the
FTC to sufficiently police companies’ privacy behaviors. The FTC today generally
pursues privacy cases under its general Section 5 prohibition on deceptive and un-
fair business practices. In response, companies have generally evaded responsibility
for bad privacy practices by simply saying as little as possible about what they are
doing, thus avoiding saying anything the FTC could prove is untrue. While the FTC
could be more aggressive in arguing “deceptive omissions”—or more promisingly—
“unfairness,” its legal authority here is not clear for either consumers or businesses.
In order to deliver to consumers the privacy rights they want and expect, Congress
must pair enforcement resources with new, clear substantive protections.

Question 5. The Government Accountability Office (GAO) recently published a re-
port in January regarding additional Federal authorities that could enhance con-
sumer protections based on their review of past FTC privacy enforcement actions
and input from industry, advocacy groups, and academia. One of the suggestions
from GAO to enhance Internet privacy oversight was authorizing the FTC to levy
civil penalties for first-time violations of the FTC Act. Would your organization sup-
port a Federal privacy bill that provides the FTC civil penalty authority? Why?

Answer. The FTC should absolutely be empowered to seek penalties from any
company that violates Section 5 or a new privacy statute: companies shouldn’t be
entitled to one automatic “get out of jail free” card, only facing significant con-
sequences for wrongdoing when they had previously been subject to an enforcement
action. Nearly all civil and criminal statutes today carry consequences for “first-
time” violations; the FTC is an extreme outlier in this regard (certainly compared
to state Attorneys General who can obtain “first-time” penalties under their versions
of Section 5). That said, penalties are discretionary, and the Commission or the
courts may reasonably take into account the fact that a defendant had not pre-

4Letter from Chairman Joe Simons to Chairman Pallone, (Apr. 1, 2019), htips:/ /energycom
merce.house.gov / sites | democrats.energycommerce.house.gov / files | documents | FTC%20Response
%20t0%20Pallone-Schakowsky.pdf.
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viously been charged with similar wrongdoing in the past in assessing appropriate
remedies.

Similarly, Consumer Reports has strongly objected to language giving companies
a “right to cure” privacy violations before liability attaches. This a regrettable ele-
ment of the recently enacted California Privacy Protection Act, though we have sup-
ported legislation to eliminate that provision.> Many bad privacy practices are com-
pletely invisible and undetectable by consumers: under this provision, a company
could egregiously violate the law, and only cease its behavior once its privacy-
invasive practices were found out—with no more consequence than to have to stop
breaking the law. Companies should not have to receive notice from the Federal
Trade Commission before being legally responsible for following the law.

Question 6. At its core, the 2012 FTC Privacy Framework is based upon providing
consumers with notice regarding a company’s privacy practices, giving consumers
choice about how their personal information is collected, used and shared, and seek-
ing consumers’ consent based upon the sensitivity of their personal information.
Does that type of model still make sense today?

Answer. No, the model did not make sense then, and it does not make sense now.
Privacy policies—especially absent affirmative transparency obligations—are not an
effective means of informing consumers, and consumers are certainly not consciously
agreeing to opaque and inscrutable data practices merely by going online or going
about their daily lives. What is sometimes described as “notice-and-choice” is in fact
neither.

A better model would be premised on reasonable data minimization or focused col-
lection and sharing. That is, companies should collect and share the data that is
reasonably necessary for a particular transaction or relationship—without clunky
consent screens and invasive interfaces—but not more. The company would be per-
mitted some narrow first-party secondary uses of that data—such as for analytics,
measurement, fraud prevention, and marketing—but consumers wouldn’t have to
worry that everything they do on-or off-line was being shared indiscriminately with
dozens of data brokers and ad tech companies. So if I purchase something online,
the company collects the data that is reasonably needed to effect the purchase, uses
that data internally for specified business purposes, and can share my data with a
shipping company—all without special consent. But they shouldn’t be allowed to sell
information about my shopping behavior to data brokers or third-party marketers.
Similarly, Facebook can collect and use data about what I do on Facebook, but they
shouldn’t be monitoring what users do on other websites, in other mobile apps, and
in tll)lle )physical world (unless necessary for a feature the consumer has chosen to
enable).

On the other hand, frameworks that rely primarily upon corporate accountability
or risk management would be a step backwards for privacy protection and would
favor big businesses over smaller competitors. These models rely extensively on
opaque and conflicted decision-making within companies about what privacy protec-
tions and rights to offer consumers, and prioritize privacy process over substantive
rules. As such, they provide few reliable protections for consumers, and advantage
existing companies with the resources to pay lawyers to document and justify com-
plex data practices. Instead, privacy rules should be simple and straightforward, of-
fering clarity and consistency for both consumers and companies.

O

5 Letter from Justin Brookman and Maureen Mahoney to Chair Jackson re SB 561, California
Consumer Privacy Act of 2018, Consumer Remedies (Jackson)—SUPPORT, (Apr. 3, 2019),
https:/ | advocacy.consumerreports.org | wp-content | uploads /2019 /04 / Consumer-Reports-SB-561-
Support.p df.
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