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EXAMINING REGULATORY FRAMEWORKS FOR 
DIGITAL CURRENCIES AND BLOCKCHAIN 

TUESDAY, JULY 30, 2019 

U.S. SENATE, 
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS, 

Washington, DC. 
The Committee met at 10:02 a.m., in room SD–538, Dirksen Sen-

ate Office Building, Hon. Mike Crapo, Chairman of the Committee, 
presiding. 

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO 
Chairman CRAPO. This hearing will come to order. 
Last Congress, this Committee held two hearings examining the 

digital currency ecosystem. 
In those hearings, we heard about some of the developments that 

have occurred within the digital currency marketplace since the 
creation of bitcoin in 2008; the potential benefits of digital cur-
rencies; and concerns about value stability, fraud and illicit uses, 
market manipulation, and privacy. 

Since then, Facebook announced its intentions to launch a 
blockchain-based payment system and digital currency, libra, that 
will be governed by an association comprised of up to 100 financial 
and nonfinancial members, including Facebook’s digital wallet serv-
ice, Calibra. 

Facebook’s Libra project has generated renewed interest in dig-
ital currencies and blockchain generally, including how they inter-
act with U.S. and international regulatory frameworks, the poten-
tial benefits and challenges they pose, and concerns around issues 
like anti– money-laundering and counterterrorism efforts, including 
data privacy, consumer protections, commerce, and monetary pol-
icy. 

A few weeks ago, the head of Calibra, David Marcus, joined the 
Committee to provide an update on Facebook’s proposed digital 
currency. 

During that hearing, Mr. Marcus emphasized some important 
points and commitments, including that there are a number of reg-
ulators globally that are currently engaged on the Facebook project, 
including the Federal Reserve, FSOC, FinCEN, Financial Conduct 
Authority, the G7, and more; Calibra and the Libra Association will 
have the highest standards when it comes to data privacy, and no 
financial data or account data that is actually collected in Calibra 
will be shared with Facebook; and that the Libra Association will 
be headquartered in Geneva, Switzerland, but will still register 
with FinCEN and have oversight from U.S. regulators. 
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Though while Libra may have begun this conversation, the 
blockchain and cryptocurrency system is diverse. It seems to me 
that these technologies and other digital innovations are inevitable; 
they could be beneficial; and I believe the U.S. should lead in their 
development. That cannot happen without clear rules of the road. 
As the U.S. develops a more comprehensive regulatory approach, 
care must be taken in determining what gaps may be present in 
the existing framework. 

In mid-July, Treasury Secretary Mnuchin said, ‘‘To be clear, the 
U.S. welcomes responsible innovation, including new technologies 
that may improve the efficiency of the financial system and expand 
access to financial services. That being said, with respect to 
Facebook’s libra and other developments in cryptocurrencies, our 
overriding goal is to maintain the integrity of our financial system 
and protect it from abuse.’’ 

He also noted that Treasury has serious concerns regarding the 
growing misuse of digital currencies by money launderers, terrorist 
financiers, and other bad players. 

As digital currency efforts move forward, I am particularly inter-
ested in better understanding how these technologies may impact 
individuals’ ability to exercise control over their data, including the 
right to receive information about and access their data, correct in-
accuracies, and delete their data. 

During this hearing, I look forward to learning more about how 
the market for digital currencies has grown and evolved over the 
last decade; different types of digital currencies in the marketplace, 
including their differences with Facebook’s proposed digital cur-
rency; how other countries are approaching the regulation of digital 
currencies and blockchain technology, and what we might learn 
from their successes and failures; potential gaps in existing regu-
latory frameworks; whether distributive ledger technology can help 
to facilitate meaningful privacy for individuals’ data; and ap-
proaches Congress should consider in developing a comprehensive 
regulatory regime for digital currencies, including ensuring individ-
uals have real control over their data. 

With the appropriate balance of regulation, digital currencies 
and their innovative underlying technology could provide meaning-
ful benefits, and I look forward to learning more about the eco-
system during this hearing. 

Senator Brown. 

OPENING STATEMENT OF SENATOR SHERROD BROWN 

Senator BROWN. Thank you, Chairman Crapo, and welcome to 
our three witnesses. Thank you all for joining us, some of you more 
than once. Thank you. 

At this Committee’s hearing earlier this month, many of us of 
both parties, as you could hear from the Chair, voiced concerns, se-
rious concerns about Facebook’s plan to run its own currency out 
of a Swiss bank account. 

By and large, we mostly heard deflections and dodging. It is ex-
actly what we mean when we say Facebook does not understand 
accountability. 

Facebook has proven over and over, through scandal after scan-
dal, that it cannot be trusted. But they just do not care. 
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They move fast, they break things—you know, minor things like 
our political discourse and journalism and relationships and pri-
vacy. Now they want to break our currency and payment systems, 
hiding behind the phrase ‘‘innovation.’’ 

They want to ‘‘innovate’’ Americans right out of their hard- 
earned paychecks. 

Look around at what happens with big corporations say they 
want to ‘‘innovate.’’ 

Before they blew up the economy in 2008, bankers were pitching 
an innovative new product called ‘‘subprime mortgages.’’ 

Just like Facebook, which claims its new currency will help the 
unbanked and the underbanked—a bit of an afterthought, I think, 
as they were selling it—these mortgages were supposed to help 
people who never had access to credit achieve the American dream 
of home ownership. 

In reality, those mortgages ripped off millions of families who 
ended up losing their homes, they wrecked the economy, and they 
made the staggering inequality in this country even worse. 

The only innovative thing about the financial crisis was how the 
banks managed to stick everyone else with the bill—not exactly the 
kind of innovation most of us were hoping for. 

So I am all for innovation—especially if that innovation delivers 
on its promises of improving people’s lives. But big tech companies 
and Wall Street banks are hiding behind innovation as an excuse— 
as an excuse—to take over important public services that we all 
benefit from and should all have a say in. 

There are some things—our currency, our payments system, the 
protection of our savings accounts—that everyone in the country 
has a stake in. We should not be handing those kinds of public re-
sources over to wealthy special interests so they can squeeze more 
profits out of ordinary Americans. 

Think how hard it is to get quality service from Comcast, to 
know how your privacy was invaded by Facebook, or to know how 
much of your personal data was leaked by Equifax, and, we just 
learned in the last 24 hours, Capital One. And who is next? We do 
not know. 

So we should be a little suspicious when someone tells us that 
only big corporations can be trusted to provide critical public serv-
ices. 

I recently moved into a new office. It was John Glenn’s office 
when he, obviously, served Ohio in the Senate. And I moved there 
because he and Annie are long-time friends. We have known each 
other for 30 years. John Glenn spoke at my Eagle Scout dinner in 
Mansfield, Ohio, 50 years ago. But I moved into that office pri-
marily because he was an innovator. He was the first American to 
orbit the Earth, as we know, as part of the Mercury Project, which 
would be followed by the Gemini and Apollo Missions that would 
eventually put Americans on the Moon. Many of us who are old 
enough joined in the celebrations of the 50th anniversary—at least 
some of us on this podium are old enough—joined in the 50th anni-
versary—we all did that, but we remember the day 50 years ago 
just this month. 

None of the astronauts did it alone. It took the hard work of 
thousands of innovating scientists and engineers, most of them un-
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known, people like famed mathematician Katherine Johnson or im-
migrants like engineer Miguel Hernandez. These Americans did 
not do it for profit. They did it to serve their country, and their suc-
cesses were shared by every American who saw ‘‘U-S-A’’ embla-
zoned on the side of Apollo 11. 

It is a reminder that some infrastructure works better as a pub-
lic good, and we should not let big banks or big tech get their 
hands on those public goods. 

The Federal Reserve and other watchdogs need to continue to be 
leaders in banking innovation. 

And if we do not move quickly to improve important infrastruc-
ture—not just roads and bridges, and highways and water sewer 
systems, but our payments systems, too. If we do not move quickly 
to improve it, we will end up with big corporations that have bro-
ken our trust again and again and again, and that does not make 
any sense. 

I look forward to hearing from our witnesses today about which 
of these technologies might actually help regular Americans. Thank 
you. 

Chairman CRAPO. Thank you, Senator Brown. 
Today’s witnesses are Mr. Jeremy Allaire, cofounder, chairman, 

and CEO of Circle, on behalf of The Blockchain Association; Dr. Re-
becca M. Nelson, specialist in international trade and finance at 
the Congressional Research Service; and Professor Mehrsa 
Baradaran, professor of law at the University of California Irvine 
School of Law. 

I would like to assure each of you your written testimony has 
been entered into the record. We encourage you to try to follow our 
5-minute rule by watching that clock in front of you so that we 
have time to ask you our questions. And, with that, let us begin 
in the order in which I introduced you. Mr. Allaire. 

STATEMENT OF JEREMY ALLAIRE, COFOUNDER, CEO, AND 
CHAIRMAN, CIRCLE INTERNET FINANCIAL LIMITED, ON BE-
HALF OF THE BLOCKCHAIN ASSOCIATION 

Mr. ALLAIRE. Thank you, Chairman Crapo, Ranking Member 
Brown, and the Members of the Committee. It is my pleasure to 
appear before you today to testify about the promise of digital as-
sets and blockchain technology. 

I have spent the past 25 years helping building internet tech-
nology platforms and companies in the United States, serving mil-
lions of businesses and hundreds of millions of consumers. In 2013, 
I cofounded Circle, a global digital currency company, seeking to 
make it much easier for people and businesses everywhere to cre-
ate and exchange value with the same ease that we create and 
share information and content on the internet. 

I would like to start by touching on some of the challenges I see 
in the global financial system today. Billions of people lack basic 
access to financial services. Those who do have access face a system 
with exorbitant fees and excessive risk. 

Our banking system is riddled with money laundering and crime, 
with annual illicit proceeds laundered through our financial system 
exceeding $2 trillion, and with 99 percent of laundering going un-
detected. 
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Our financial system is also overwhelmed with privacy violations 
and data breaches. Cybercriminals and hostile Nations continue to 
take aim at our financial infrastructure. The costs of this are spi-
raling, and the situation seems to be getting worse. 

Access to capital for small businesses is extremely limited, with 
capital markets reserved for only the largest companies and those 
with access to venture capital, and very few people have a chance 
to even invest in these startup companies. 

There absolutely can be a better future ahead, one built on dig-
ital assets and blockchains. These technologies represent one of the 
most significant innovations in modern history. I believe that 
blockchains and digital assets will be viewed as more impactful 
than the rise of joint stock corporations, double entry bookkeeping, 
and modern banking. 

In the coming decade, we will see a series of profound changes. 
Digital currencies will proliferate and become usable by billions of 
people on mobile devices. Payments will become a commodity free 
service on the internet. A new set of internet-based global capital 
markets built on digital assets will emerge, opening up capital 
markets for businesses and investors everywhere, scaling from to-
day’s thousands of companies to a world where every person and 
business can directly access global capital markets with the same 
ease that they access e-commerce marketplaces. 

Commerce relationships will increasingly be running on 
blockchains, providing a commerce environment with greater secu-
rity, efficiency, transparency, and enforceability, and new decen-
tralized forms of digital identity will become available, allowing for 
much safer use of digital services and which will radically improve 
our privacy while more effectively thwarting financial crime. As a 
new fundamental layer of internet infrastructure, blockchains will 
transform the global economic system. 

With respect to the policy and regulatory issues facing the world, 
with the growth in digital assets, there are significant issues at 
stake. In the United States, regulatory uncertainty and the appli-
cation of laws that do not contemplate digital assets has led to the 
loss of significant opportunity. The Securities and Exchange Com-
mission, for example, is forced to apply Federal laws written in the 
20th century to technologies created in the 21st. This has had a 
material impact on the competitiveness of U.S. companies, with 
Asian-based companies beginning to dominate the market, and is 
backward—rather than forward—looking. Congress should consider 
new laws that protect consumers while not causing companies to 
fixate on nearly century-old definitions. 

The result of the uncertain and restrictive regulatory environ-
ment has led many digital asset projects and companies to domicile 
outside of the United States and to block U.S. persons and busi-
nesses from accessing products and technologies. In Circle’s case, 
we have received a license under Bermuda’s forward-looking Dig-
ital Asset Business Act, which provides a comprehensive regulatory 
framework for companies in the industry, and we are in the process 
of moving our international-facing products and services out of the 
United States. 

It is vital that we allow innovators room to grow in the United 
States. Congress should adopt national policies that define and es-
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tablish digital assets as a new asset class, including appropriate 
rules and exemptions. Without a national policy framework for dig-
ital assets, I am concerned that the United States will not be the 
world leader in this critical new technology, that it will continue 
to fall behind, and that it will not fully reap the benefits of eco-
nomic transformation that digital assets will bring. 

Thank you for your increased interest and attention to this sig-
nificant area of opportunity, and I look forward to hearing your 
questions and opinions. 

Chairman CRAPO. Thank you, Mr. Allaire. 
Dr. Nelson. 

STATEMENT OF REBECCA M. NELSON, SPECIALIST IN INTER-
NATIONAL TRADE AND FINANCE, CONGRESSIONAL RE-
SEARCH SERVICE 

Ms. NELSON. Good morning, Chairman Crapo, Ranking Member 
Brown, and Members of the Committee. Thank you for inviting the 
Congressional Research Service to testify on ‘‘Examining Regu-
latory Frameworks for Digital Currencies and Blockchain’’. My tes-
timony focuses on the international landscape of digital currencies. 
I will summarize my statement with these brief remarks. 

In 2009, bitcoin was launched as the first cryptocurrency. 
Cryptocurrencies are digital representations of value. They are gen-
erally administered using distributed ledger technology and have 
no status as legal tender. Cryptocurrencies strive to make pay-
ments cheaper and faster. Today more than 2,200 cryptocurrencies 
are in circulation. In terms of market size, however, 
cryptocurrencies are a small niche market. 

Some central banks and large multinational corporations are 
looking to take cryptocurrencies into the mainstream. If these ini-
tiatives move forward, there could be numerous policy implications 
for the United States, including for its financial stability, the role 
of the U.S. dollar, consumer protections, money laundering, privacy 
considerations, and sanctions policy. 

I will make three points today: first, the patchwork of 
cryptocurrency regulations around the world; second, the growing 
interest of central banks in cryptocurrencies; and, third, Facebook 
as a potential game changer for the market. 

The first point is the patchwork of cryptocurrency regulations 
emerging around the world. Cryptocurrencies are international in 
nature, but they are regulated by Governments at the national 
level. There are more than 190 countries in the world, and they are 
taking different approaches to the regulatory issues presented by 
cryptocurrencies. For example, cryptocurrency regulations have fo-
cused on permitted uses, consumer protections, securities regula-
tions, licensing and reporting requirements, anti– money-laun-
dering regulations, and tax treatment. 

Broadly speaking, Government approaches fall across the spec-
trum. At one end of the spectrum, some countries, such as Malta, 
Singapore, and Switzerland, are striving to become cryptocurrency 
hubs. They view cryptocurrencies as a potential source of growth, 
and they actively attract cryptocurrencies with favorable regulation 
and tax regimes. 



7 

At the other end of the spectrum, some countries, including 
China, India, Egypt, and Taiwan, have banned or strongly re-
stricted cryptocurrencies. Their concerns focus on Government con-
trol of the financial sector, financial stability, and consumer protec-
tion. 

In the middle of the spectrum, some Governments are allowing 
the development of cryptocurrencies while developing regulations 
to minimize risk. Most major developed economies, including the 
United States and the United Kingdom, have adopted this ap-
proach. 

Differences in financial regulations across countries can lead to 
instability, especially if cryptocurrencies are adopted on a larger 
scale. 

The second point is that some central banks are exploring the 
creation of their own cryptocurrencies. Some countries plan to de-
velop cryptocurrencies as a second legal tender. For example, the 
Marshall Islands is planning to create a cryptocurrency called the 
‘‘sovereign’’ to raise Government revenue. Venezuela launched the 
petro, a cryptocurrency backed by oil, as a way to raise money and 
evade sanctions. Iran and Russia are also reportedly considering 
cryptocurrencies, at least in part to avoid sanctions. 

Other Governments are considering making digital versions of 
their existing fiat currencies directly available to individuals. For 
example, Sweden’s e-krona project strives to reduce its reliance on 
private payment processing companies. 

The policy implications of such initiatives for the United States 
would largely depend on which countries are involved and how the 
new currencies are structured. The central banks of most major de-
veloped countries are refraining from such initiatives at this time. 

The third point is that Facebook has the potential to be a game 
changer for cryptocurrencies. In June, Facebook announced its pro-
posal for a new global cryptocurrency, the libra, to be used by bil-
lions of people. The libra would be backed by a reserve fund of safe 
assets denominated in a basket of currencies. The Libra Associa-
tion, the nonprofit to oversee the currency, is headquartered in 
Switzerland. Many of the details about how the libra would operate 
remain uncertain. 

The libra has raised a number of questions due to Facebook’s 
lack of experience in the banking sector, the size of Facebook’s net-
work, and concerns about Facebook’s handling of user data. There 
are also questions about who would regulate it and how. 

Earlier this month, the G7 finance ministers and central bank 
Governors agreed that the libra raises regulatory and systemic con-
cerns as well as wider policy issues that would need to be ad-
dressed before the project is implemented. 

Mr. Chairman, this concludes my brief remarks. Thank you 
again for the opportunity to testify, and I look forward to the Com-
mittee’s questions. 

Chairman CRAPO. Thank you, Dr. Nelson. 
Professor Baradaran. 
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STATEMENT OF MEHRSA BARADARAN, PROFESSOR OF LAW, 
UNIVERSITY OF CALIFORNIA IRVINE SCHOOL OF LAW 

Ms. BARADARAN. Thank you. Chairman Crapo, Ranking Member 
Brown, and Members of the Committee, thank you for the oppor-
tunity to testify today. 

In the aftermath of the 2008 financial crisis, many Americans 
were frustrated with our banking industry that had engaged in 
reckless risk-taking and predatory practices that harmed their cus-
tomers. They were frustrated again by Government bailouts that 
seemed to save just the perpetrators of the crisis. Is it any wonder 
that, as so many people lost trust in the system, they enthusiasti-
cally embraced bitcoin, a new alternative, nonsovereign currency 
introduced on the heels of the crisis to respond to the very prob-
lems of the financial sector, which, as Mr. Allaire wrote, is rigged 
against average people. 

I wholeheartedly agree with these concerns. I have spent my ca-
reer trying to bring attention to issues of inequality and exclusion 
in banking. While I am glad the cryptocurrency industry aspires to 
help the unbanked, I do not believe that in the United States this 
is the best solution to the problem. The blockchain ledger is a big 
technological leap forward, but problems of exclusion and financial 
marginalization in our financial system are not a result of faulty 
technology but faulty policy. 

One stated goal of bitcoin and digital currencies is to establish 
an efficient and public payments system available to all. In fact, 
Congress already established a public payments system: the Fed-
eral Reserve. The Fed’s exclusive charter is to serve the public in-
terest and to increase the integrity, efficiency, and equity of U.S. 
payments. The Federal Reserve can and should seek to open its 
payments system to all Americans. Currently, the payments sys-
tem is only open to banks. Even mobile apps and FinTech providers 
have to go through a bank. But for a host of reasons, banks are 
not serving low-income and low-profit customers and communities. 
As a result, a quarter, 25 percent, of Americans are unbanked or 
underbanked. These low-income families spend billions of dollars 
and valuable time paying for checks to be cashed, refilling prepaid 
debit cards, and paying bills in person. Practically speaking, the 
most direct path to financial inclusion is by opening the doors to 
our already established payments system. It can and must be up-
dated, but the system is secure, handles millions of transactions a 
day, is accepted by all merchants, and is widely understood. 

The alternative path to financial inclusion through 
cryptocurrency relies on waiting for entirely new currencies to be 
developed on new and untested technological platforms, waiting for 
wholesale adoption and use, and then waiting for technological ad-
vances to penetrate banking deserts, all while unbanked popu-
lations continue to spend hard-earned wages in fees. 

And even if technological solutions are right around the corner 
and we decide that this is the answer to financial inclusion, we 
would be reserving the highly subsidized and public Federal bank-
ing system for those with enough means to be banked and rel-
egating the unbanked to the private cryptocurrency markets. This 
is undemocratic and unfair. The Federal Reserve and this Congress 
are in the best position to make this possible by offering real-time 
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payments and retail point-of-contact operations, such as a post of-
fice checking account. 

As far as regulating these cryptocurrencies, I ask that Congress 
and regulators approach these financial products with a healthy bit 
of caution. It is the innovator’s job to imagine a bright and better 
new world of disruption and change that will benefit everyone. It 
is a regulator’s role to imagine what could go wrong to create sys-
temwide crisis that could hurt everyone. When it comes to regu-
lating finance, an ounce of prevention is much better than a $1 tril-
lion bailout. 

As innovators look forward, regulators and Congress must make 
sure that we have learned the lessons of recent history. Though no 
one wants to stifle innovation or to see the U.S. lose its competitive 
edge, we should remember that much of the deregulation that led 
to the financial crisis was justified on these very same worries. 
Just two examples. 

The derivatives market was deregulated because industry ex-
perts promised that innovative and complicated new products 
hedged risks. Investment banks and regulators relied on very so-
phisticated mathematical risk models for risk management instead 
of old and outdated rules. Not wanting to stifle innovation, deriva-
tives were deregulated in 2002, which led to a $600 trillion market 
that no one was watching too closely. As financial regulators dis-
covered in 2008, the complex risk model had not hedged its risks 
at all but had merely placed many of them on books of their 
counterparties. The entire sector was exposed. The innovation, the 
math, and the technology was not the problem. The problem was 
the humans. 

Similar promises and assumptions were made about the new and 
innovative money markets in the 1980s that were also similarly de-
regulated. Money markets were pegged to the dollar one to one, 
just as libra and digital fiat currencies are. They promised to be 
stable and liquid and not susceptible to runs. And they were fine 
until they broke the buck and threatened a potentially catastrophic 
run. The Treasury had to step in the guarantee these markets. 

Cryptocurrencies create new money-like instruments that are 
tradable and have inherent value. This is not significantly different 
from derivatives markets, commercial paper markets, repo mar-
kets, even historic markets and private bank notes. These shadow 
banking markets were unregulated for too long and created big 
problems. So far, none of the cryptocurrencies have reached the 
level of scale where they would present a systemic threat. But if 
their ambitions are believed, they will. And we have regulators for 
that that should look to the safety and soundness of the financial 
sector. 

Technology has and will continue to fundamentally transform fi-
nance, but there has yet to be an innovative technology that has 
eliminated the risks and frauds and crimes that financial regula-
tion is meant to combat, despite many promises to the contrary. 
Cryptocurrencies are either a store of value, tradable currencies, 
investments, commodities, or a payments system, or as some have 
promised, they are all of these things. There is nothing about all 
of these things being put on the blockchain that makes it any less 
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likely that it could lead to systemic risk, fraud, insider trading, 
criminal activity, panics, bubbles, et cetera. 

If our securities or commodities or banking laws have become 
outdated or unnecessary, or if Congress believes that they are too 
cumbersome, then they should be repealed or changed for all appli-
cable parties, not just newcomers. Technology and innovation can-
not undermine public policy. 

Thank you. 
Chairman CRAPO. Thank you, professor. 
I may use my first section of time to talk to you, Mr. Allaire. It 

has been 10 years now since bitcoin was first issued, and the dig-
ital currency marketplace has evolved and grown, I think one of 
you said, to 2,200 currencies right now, cryptocurrencies right now. 

Given this innovation and their complexity, it can be difficult to 
understand the differences between products and their benefits and 
the challenges that are raised for a regulatory climate. Mr. Allaire, 
how can the U.S. develop a more comprehensive approach to digital 
currency and blockchain regulation while still acknowledging the 
unique aspects of different projects? 

Mr. ALLAIRE. Thank you, Senator. I think your comment is very 
accurate in that we have seen tremendous development over that 
period of time. As noted in my testimony, there are over 2,300 dif-
ferent digital assets that are available publicly in some form. 

In my testimony I do outline in great detail the kind of different 
categories of digital assets. It is very easy when one hears about 
bitcoin or libra to sort of assume this is all the same stuff. And so 
I think one of the very first things for regulators and policymakers 
is to really distinguish between the different types of digital assets 
that are emerging. We see obviously these kind of nonsovereign 
digital monies like bitcoin. There are dozens of others like that that 
have a focus on kind of privacy—preserving, you know, trans-
mission of value. They implicitly have a kind of monetary policy as-
sociated with them, and these kind of new commodity monies need 
to be regulated as we have regulated other commodity monies, with 
appropriate types of financial crimes controls, as we have seen put 
forward with FinCEN and FATF guidance. 

But, also, there are, I think, new things that happen in this 
space. The firms that store these assets, these are effectively dig-
ital bearer instruments, so not unlike diamonds or gold or some 
other bearer instrument, but they are digital, which makes them 
very, very attractive to people who might want to steal them; 
hence, there has been so much activity around theft on these kinds 
of cryptographically secured assets. And so regulations around the 
custody of digital assets is a really critical need and is something 
that a number of jurisdictions have actually put forward and built 
very specific rules around how do we custody these types of digital 
assets. 

I think as I have also talked about, you know, some of the most 
innovative technology in this field are what I call blockchain plat-
forms, and these are really general purpose infrastructures for rec-
ordkeeping, transaction processing, writing code that executes dif-
ferent types of contracts, and this is, I think, one of the most im-
portant breakthroughs that we have seen, frankly, in the history 
of modern computing and ultimately can lead to things like secure 
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voting, new forms of governance mechanisms within firms, as well 
as innovations in financial assets. 

These types of assets I think have the broadest applicability and 
should be encouraged in their development, I think in the same 
way that we encourage the rapid development of technical stand-
ards that made the commercial internet flourish. 

Chairman CRAPO. Let me interrupt and ask a further question. 
As I understand it, it has been recently that Poloniex, the sub-
sidiary of Circle, transferred its registration to Bermuda, and in 
that process it was cited that there was regulatory uncertainty in 
the United States, which was a primary motivating factor. Could 
you explain that a little better? 

Mr. ALLAIRE. Yes, absolutely. I think the really critical issue is 
that many of these digital assets do not easily fit classifications 
that we have had in our financial system. We would like to say, 
oh, this is like a currency or this is like a commodity that you 
would use or utilize in some way, or this has some feature that 
maybe makes it look like an investment contract. 

Many digital assets have features of all three. It is what makes 
digital assets, I think, very innovative, is that you can construct an 
asset that simultaneously incentives capital, incentivizes customer 
behavior, provides value in terms of access to goods or services and 
payments. And that is a breakthrough in how we can develop cor-
porate forms. It is a breakthrough in how we can incentivize and 
develop businesses and technologies. 

Unfortunately, in the United States, the guidance that the SEC 
has given is extremely, let us just say, narrow in terms of what 
they would deem to not be a security. The vast majority of digital 
assets, if they were, in fact, treated as securities, as the Howey test 
application and the most recent staff guidance provides, effectively 
would mean that those are not accessible to U.S. persons because 
the utility value of the asset would not be possible to function if 
it is treated as a security. 

So there is a fundamental mismatch between the regulatory 
structure and guidance that we have here and the nature of these 
digital assets, and so markets around the world are adopting these 
in not just Bermuda but Singapore, Switzerland, even jurisdictions 
like France introducing tailor-purposed definitions of digital assets 
so that issuers can feel comfortable with their obligations, there are 
investor protections associated with those, and security and the 
like, but which do not try and jam these into the respective classi-
fications we have today. 

Chairman CRAPO. So my time has expired, but to be sure I un-
derstand your point here, as a part of our policy approach, you are 
suggesting we should not regulate this set of innovations as securi-
ties? 

Mr. ALLAIRE. To the contrary. 
Chairman CRAPO. Or you should? 
Mr. ALLAIRE. So I am sorry. I misunderstood the question. Yes, 

we should regulate these. I believe we need new definitions of dig-
ital assets as a new asset class, and that there are circumstances 
where there are investment protection considerations. There are 
trading and market considerations. There are also circumstances 
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that have to do with utility, commodity, and end-user usage, and 
you have to be able to define these in a way where that can work. 

Chairman CRAPO. All right. Thank you. 
Senator Brown. 
Senator BROWN. Thank you, Mr. Chairman. 
Professor Baradaran, welcome, and congratulations on your move 

to Irvine. 
Ms. BARADARAN. Thank you very much. 
Senator BROWN. You seem like you might be skeptical of 

Facebook claims of 2 weeks ago in this Committee like the one that 
it is barging ahead with an innovation that will serve the 
unbanked and underbanked. If you can kind of cite some history 
when innovators, financial service companies, others said that they 
wanted to bank the unbanked and the underbanked, and what ac-
tually happened with those kind of innovative financial services 
products. 

Ms. BARADARAN. Yeah, this is not the first time we have heard 
that the main—as Calibra says, their fundamental mission is to 
serve the unbanked and underbanked, and I have heard this a lot 
from the cryptoindustry over the past decade. We heard access to 
credit being offered earlier. And one of the ways that that was of-
fered was in the subprime crisis. So the idea was we are going to 
lower underwriting standards, and we are going to do the subprime 
market, the mortgage-backed securities market, and the CDO mar-
ket. And one of the main justifications was to provide access to 
credit, to increase financial inclusion. With the tech companies, 
some of the FinTech companies, as well, they usually list that as 
a prime issue. 

Senator BROWN. Thank you. 
Mr. Allaire, to address this, I would like you to—is there any rea-

son to treat cryptocurrencies and other financial services offered on 
blockchain, to treat them differently than the products that have 
existed? I want you to answer, Professor Baradaran—you spoke to 
it a bit—and hear your thoughts on treating them differently from 
what we have done over the years. 

Ms. BARADARAN. I mean, blockchain is new technology, abso-
lutely. It is amazing. And maybe we will all be on it soon. That is 
all fine. But what we are talking about is the digital assets. I 
mean, this hearing is about the value created, the assets on the 
blockchain. And so it is sort of a red herring to just talk about the 
blockchain technology. We need to be talking about what actually 
is going on in these markets. 

And so I do not think there is any reason to put—whatever we 
are going to call it, whether it is an investment, a currency, some 
product of value, it does not matter what technology undergirds it. 
What matters is the risks presented by this, and there is nothing 
about the blockchain that diminishes these risks like any of the 
other sort of models that we had previously. That is not something 
that fundamentally changes the things that regulations are meant 
to combat. 

Senator BROWN. Discuss your skepticism that technology alone, 
like Facebook, libra, or cryptocurrencies, can address unequal ac-
cess. 
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Ms. BARADARAN. I mean, the problems of the unbanked, like I 
said, are not technological problems. They are policy problems. We 
have the technology to provide an ATM and a debit card to people. 
The most popular product for unbanked communities is a debit 
card. What they need to do is to take their cash—their paychecks, 
to cash it someplace, right? So they need a safe and secure place 
to store their money, and usually people want something old and 
dusty, like a bank, as opposed to some new startup to invest all 
their life savings in. 

So they need somewhere to save their money. They need a way 
to engage in digital commerce. So we have all of these banking 
deserts, especially in rural places, and all we need to do is allow 
some bank, some access for that point of contact cash digital, and 
none of these cryptocurrencies can do that until there is wide-scale 
adoption, and this currency would be acceptable by every single 
point, node, that these people are using these payments. And that 
is just—it may happen, but there are many easier ways to do it. 

Senator BROWN. You compare cryptocurrencies in some ways 
with going back to the gold standard. Some at the Fed have com-
mented on that. Why is that a problem? 

Ms. BARADARAN. Well, you know, like Mr. Allaire said, his com-
pany is a minority in this field. Most of it wants to rewrite mone-
tary policy and go back to relitigate those debates about whether 
fiat currency is a good idea. Our Federal Reserve has a charter to 
create elastic currency. That is a debate that we have litigated in 
this Congress, and if we want to relitigate the merits of gold versus 
fiat, this would be the place to do it, not at some startup. 

So what is happening in the bitcoin and the cryptocurrency mar-
ket is a lot of these companies just want to create an alternative 
to the U.S. currency, to the U.S. dollar. And I understand their 
frustrations. I cannot imagine this body would want to delegate 
that money-making authority to the private market. 

Senator BROWN. Thank you. Mr. Chairman, I will just close. 
Your comments about the Federal Reserve I think rang true, that 
they have the authority and the ability to modernize our payments 
system, and I am worried that if they do not move quickly, 
Facebook or Wall Street or some tech company will use it to 
squeeze more profits from hardworking families and community 
banks and will break that critical public infrastructure. So thanks 
for your comments. 

Ms. BARADARAN. Thank you. 
Chairman CRAPO. Thank you. 
Senator Warner. 
Senator WARNER. Thank you, Mr. Chairman. I want to say I 

really appreciate the fact that you and Ranking Member Brown 
have had this second hearing on this issue. I think it is really im-
portant. 

I do think, you know, blockchain, distributed ledger technology, 
as the professor indicated and Mr. Allaire indicated, has great po-
tential. I am a little intrigued that we are basically almost 10 years 
into this, and even in countries that have not had the kind of regu-
latory oversight we have had, we have not really seen a full break-
out. You know, I would like to get to that at some point. 
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I want to start, though, with the professor. One of the things 
that Mr. Marcus from Facebook said at the previous hearing is that 
if we are going to go with libra, there was going to in a sense be 
a one-to-one relationship. To me that does sound a little bit like 
gold standard. And, you know, what would be the effect if this were 
to become an extraordinarily popular currency? How could this as-
sociation, the Libra Association, acquire and hold onto enough as-
sets to be able to allow that one-to-one? I would love to have a brief 
comment from everybody on this. 

Ms. BARADARAN. It does seem like the gold standard or like the 
money markets, but one of the things that differentiates us is every 
time we in the United States have had a gold standard, it was still 
backed to money created by the Government. So we have never had 
a pure gold standard, and this is what Libra would advise. And so 
you would have this bucket of currencies that would be worldwide. 
So what happens if everyone in Greece all of a sudden invests in 
libra? That would sort of destabilize the U.S. dollar. So if we are 
going to have a basket of currencies and no sort of central issuer, 
there are potential problems. I am not saying they cannot be 
solved, but—— 

Senator WARNER. But wouldn’t you also have to have, you know, 
in a sense, enough basket of currencies that would be available on 
almost an as-needed basis—— 

Ms. BARADARAN. Yes. 
Senator WARNER. And, again, if you are talking not millions or 

billions but hundreds of billions or trillions potentially, Mr. Allaire, 
do you think that really is what Marcus meant, that there would 
be a literal one-to-one? 

Mr. ALLAIRE. Yes, thank you, Senator. My understanding is that, 
yes, it is a one-to-one based on a mixture of reserve currencies that 
they would ultimately specify. 

I would like to comment on this particular topic. I think it is crit-
ical, which is, you know, the first wave of these private monies, like 
bitcoin, decentralized private monies, were very much focused on 
establishing a global digital currency with a very specific monetary 
policy ideology. And those will continue to grow and very likely 
flourish to the degree that people are interested in pursuing that 
form of store of value. 

However, the critical mainstream use cases for the financial serv-
ices sector built on blockchains has really required the development 
of what we refer to and the industry refers to as these ‘‘stable value 
token’’ or ‘‘stable coins,’’ libra being an example of that. But these 
have been around for a number of years, and 2 years ago, with one 
of the other leading companies in the industry, Coinbase, we cre-
ated a consortium to develop an open standard for stable value cur-
rencies to work on blockchains, and we launched in Q4 of last year 
the U.S. dollar coin, which is not a basket. It is U.S. dollar coin, 
and it is a one-for-one backing model as well. 

Senator WARNER. I still do not understand how you fully aggre-
gate that one-to-one backing, but I want to get to a couple more 
questions quickly. 

One is, you know, if you have got—if the libra approach has got 
a basket of currencies, don’t you have currency risk there? And if 
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you have got currency risks, shouldn’t there be, again, some addi-
tional at least information in terms of consumer protections? 

Ms. BARADARAN. Absolutely. There is currency risk, and there is 
also the same risk of the shadow banking market created, right? 
So the commercial paper markets and the repo markets and the 
money markets, these were all dollar-denominated currencies. They 
were not new currencies. But there is new money and value cre-
ation in a different format, and this is exactly what we have here. 
And not to say that, you know, they would not have 100 percent 
reserves, just to say what is the point, right? We have U.S. dollars. 
If we want more of them, the Fed could do that. 

Senator WARNER. It also seemed to me a little bit—if you have 
100 percent reserves, where is Libra going to make money on this 
if you have got that maintenance of that backstop all the time? 

Mr. Allaire, I have got only a few seconds left. I am open on this 
question around, you know, tokens vis-a-vis securities. You have 
said there ought to be a new framework, a new structure. Where 
would you put the regulatory authority in the United States if you 
were to be able to wave that magic wand? 

Mr. ALLAIRE. Sure. My recommendation would be the develop-
ment of a national policy on digital assets, definitions of digital as-
sets, specific rules and exemptions around those, and have a single 
supervisor over the firms that are regulated. 

Senator WARNER. That is easy to say that, but you did not an-
swer my question. Would you create a whole new regulatory sys-
tem for digital assets? Or are you going to pick—and I have run 
out of time. The Chairman is giving me a second. Where would you 
place this within our existing regulatory structure, or would you 
create something brand new? 

Mr. ALLAIRE. It is a very good question, Senator. I am certainly 
not an expert on the efficacies of the different regulatory agencies, 
financial regulatory agencies and how to best organize those. 

Senator WARNER. Thank you. I do think the question about why 
there has not been a breakout beyond digital currency is something 
I would love to get an answer to as well. Thank you. 

Chairman CRAPO. Thank you. 
Senator Schatz. 
Senator SCHATZ. Thank you, Mr. Chairman. Thank you to the 

testifiers. 
Professor Baradaran, I want to ask you about the Federal law 

that says that only the Government can mint a coin. And, of 
course, the reason it was written that way is because that was the 
only way that it could be conceived that an entity could create a 
currency. And so the basic question is: Knowing that, OK, only the 
Government can mint a coin, but these people are trying to do 
something that sort of rhymes with that, although it seems to com-
ply with the statutory language, which is old, what do we do now? 

Ms. BARADARAN. Yeah, so I do want to differentiate that, like Mr. 
Allaire said, not all cryptocurrencies want to establish new alter-
native currencies, but certainly the majority of the market, which 
is bitcoin, does. And we do have laws against this. And I want to 
be clear that we created these laws because we had problems. We 
have had problems of private issuance of coins. The U.K. had the 
Stamp Act before that. So we have experienced what it is like to 
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have alternative currencies, and we have purposefully put that 
power in the Federal Government. 

Senator SCHATZ. Mr. Allaire, I want to see if I can find an area 
of agreement between you and the professor, but I do not have a 
lot of time. So here is the thing: It sounds like you think this will 
democratize the use of financial products. But I am sort of stuck 
on what she said and tend to agree with what she said, which is 
to say that there is a much more straightforward way to do that. 
There are public policy proposals all the time. There are things 
that our regulators could do under existing statute to democratize 
the process and to decentralize the process. 

And so what I am trying to get at is: Do you really think that 
in a society in which only 81 percent of the public currently has 
a smartphone, we are anywhere close to democratizing the use of 
these products? I mean, what it sounds like to me is tech people 
wanting to wave a wand and skip a bunch of steps and avoid the 
tough politics of doing things for people and saying we have got a 
new tech that will solve all this stuff. 

So I am just wondering whether you want to speak to the limita-
tions societally of what you are doing. I do not doubt the impor-
tance of the technology or that we will probably all be using it in 
two decades. But I think that that is a different assertion than, oh, 
and by the way, it is going to solve all these other societal ills. Go 
ahead. 

Mr. ALLAIRE. Well, first, you know, I think the motivations for 
founding this company in particular, Circle, and I think a lot of the 
entrepreneurs, computer scientists, economists, cryptographers, 
and others that work in this field is not focused on financial wiz-
ardry and how to, you know, get rich quick. There is certainly a 
fair share of that. It is focused on how do we build a new global 
infrastructure for economic activity. 

Senator SCHATZ. OK, but what do you do about like—just as a 
start, 19 percent of the American public does not have access to the 
device that you would use to execute a transaction. And what do 
you do about the fact that adoption is nowhere near universal? Are 
we just sort of supposed to place our bet on this tech as solving a 
bunch of problems and leaping over all the existing ones? 

Mr. ALLAIRE. No, I do not think so at all. I think, you know, first 
of all, these technologies develop over time. In 1998, well, the inter-
net existed but no one had broadband access. You know, personal 
computers were relatively new in terms of their adoption. Should 
we not have focused on innovating and building the cloud infra-
structure, higher-speed internet connections, come up with policies 
that encourage broadband adoption? Should we not have made 
those investments and policy choices? 

Senator SCHATZ. No, but since you are asking the question, let 
me answer the question. The important thing here is to understand 
what this tech does and what it does not do, because if we are 
going to establish a regulatory framework for this tech, we need to 
not be so triumphant about all the problems that it is going to 
solve. But we also have to be clear-eyed about the problems it may 
create, but also the potential for it. 

And so when tech executives and their funders talk as though all 
of societal ills will be solved by a new code, you will forgive us if 
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we are little bit skeptical about all of that. I do not doubt the po-
tential for this tech. I just do not think it is actually going to bank 
low-income communities. And I do not think you have persuaded 
anybody here that it is going to do so. 

Mr. ALLAIRE. So there is no silver bullet from technology, very 
clearly. These are human issues, and there are real policies issues. 
I think the risks that we have to address in the financial system, 
whether it is access, criminal abuse, data security, privacy, those 
exist significantly. This technology actually, you know, does provide 
an avenue to improve upon those. But there is no silver bullet here. 
This is people who have to build and innovate and collaborate with 
policymakers. 

Senator SCHATZ. And I will take the professor’s answer for the 
record, if you do not mind. 

Thank you. 
Chairman CRAPO. Thank you. 
Senator Cortez Masto. 
Senator CORTEZ MASTO. Thank you. Thank you, Chairman Crapo 

and Ranking Member Brown, for this important discussion. And 
thank you all for being here. 

Let me follow up on that, and let me start with you, Mr. Allaire. 
I do think that blockchain technology, there is potential for it. It 
is the future. It is a platform that has the ability to transform so 
many sectors of this country from what we are right now, the fi-
nancial sector, to the energy sector, to health care records, to every-
thing. I think there is potential here, and it is not going to go 
away. It is something we have to address, because if we as a coun-
try do not lead in this technology, China or some other country is 
going to do so. 

So, Mr. Allaire, let me talk to you about this, because you talked 
about defining digital assets. When you are talking about that, are 
you only talking about it as it pertains to the financial sector? Or 
are you looking at other potential areas where blockchain can be 
used in our economy? 

Mr. ALLAIRE. Thank you, Senator. You know, in my written testi-
mony, I talk about this category of digital assets which are often 
called, you know, ‘‘tokens’’ or ‘‘tokenized digital assets’’. 

Senator CORTEZ MASTO. So that is just as it refers to 
cryptocurrency, some sort of currency? 

Mr. ALLAIRE. It is not necessarily. So you may have a token that 
represents boats. You may have tokens that are, you know, associ-
ated with health care records, as you said. You know, the break-
through here is that we have a public, secure, tamper-proof infra-
structure that is evolving and emerging for recordkeeping and proc-
essing of data that is more resilient and ultimately more private 
than some of the infrastructures that we have today, and that can 
be applied in many industries in many significant ways. 

A lot of the innovations that are happening with these digital as-
sets that are built on blockchains may have some fundamental util-
ity within an industry, a business, a product, a service. But that 
digital asset also may be associated with some financial char-
acteristic, and the coupled of the utility and financial characteris-
tics is part of what makes these innovative, and it is the definitions 
there that I think really need to be more clearly defined in the 
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United States in particular in order for businesses who want to 
build on this to be able to innovate and issue new types of digital 
tokens that can be applied very, very broadly in many, many indus-
tries. 

Senator CORTEZ MASTO. Thank you. And so, Professor, would you 
disagree with that? And is your concern more on the financial sec-
tor piece of it? 

Ms. BARADARAN. Yes, my concern is on the digital asset side. The 
blockchain is neutral. Technology can be used, like Mr. Allaire said, 
in voting and all these other things. 

I do want to point out, though, that the blockchain has potential 
to be more secure and reliable. So far it has not been, and it has 
been hackable. There have been security issues. I think, again, 
there is a lot of potential, and it has been 10 years and billions of 
dollars of, you know, venture capital, and I still do not think it is 
better than some of the payments systems that we currently have, 
though it could be. 

Senator CORTEZ MASTO. OK. So when you talk about—let us go 
back to the unbanked, because in Nevada we have the highest rate 
of underbanked adults in our State as opposed to the rest of the 
country. But can you do me a favor and can you expand on why 
you think new digital currencies will not meet the banking needs 
of rural and low-income residents that are not well served by our 
current banking system? 

Ms. BARADARAN. Yeah, I mean, the problems of low-income and 
underbanked customers is not that they are unsatisfied with the 
current technology being offered to them. The problem is that they 
live in banking deserts where there is no place for them to take 
their cash. Nevada is a huge cash-based economy. Where do you 
take your cash to put it into a savings account that would then give 
you are debit card that you can use in e-commerce? There is no 
place to do that because of a variety of reasons, but mainly because 
banks no longer are interested in serving those customers. 

And so how does any technology, any digital-based currency help 
when people are operating in cash? Now, do we need to get people 
off cash? Absolutely. How do we do that? I mean, this blockchain 
conversation is, you know, four or five steps ahead of where we 
need to start, which is how do we get ATMs that do not charge $8 
per person? 

Senator CORTEZ MASTO. I was just going to say, so the answer 
might be looking at why there is a charge of a fee for an ATM or 
why you have to have a minimum balance of $1,500 or more in a 
bank account before you can even open a bank account. 

Ms. BARADARAN. Yeah, and this is where I truly am grateful for 
this industry for bringing attention to these things because, really, 
there are problems with our payments system. I am not trying to 
defend them to say that they are perfect and we should use them. 
There are huge problems, accessibility issues, they are slow, they 
are inefficient, et cetera. But they have a public mission, and we 
can fix them, and we should fix them as opposed to sort of out-
sourcing it to the tech sector. 

Senator CORTEZ MASTO. Thank you. I appreciate that. 
Chairman CRAPO. Senator Van Hollen. 
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Senator VAN HOLLEN. All right. Thank you, Mr. Chairman and 
Ranking Member Brown, and I thank all of you for your testimony. 
I have been trying to listen from the TV monitors. And I want to 
thank all of you for your testimony, and I appreciate the series of 
hearings we have had on the subject of cryptocurrencies and new 
technologies. But I was listening to you, Ms. Baradaran, talk about 
the importance of planning for these technologies, but also the need 
right now to move to a real-time payment system, because our fail-
ure to move forward with this technology, as so many other coun-
tries have already done, is costing millions of Americans billions of 
dollars every day, right? 

Ms. BARADARAN. Absolutely. 
Senator VAN HOLLEN. And, you know, Mr. Chairman, I hate to 

sound like a broken record on this. Whenever the Fed Chairman 
or other Members are here, I urge them to move forward right 
away on building out that faster payment system. I hope that they 
will make a decision soon. 

Let me just, if I could, Mr. Chairman, put in the record an arti-
cle, and the headline—this is a Post article from a little while ago, 
headline: ‘‘A Former Bank CEO Named His Boat ‘Overdraft’. Now 
That Bank Is in Hot Water Over the Fees’’. 

The point is that for people who are living paycheck to paycheck, 
the inability to access their funds in real time is costing them a 
huge amount of money in fees and overdraft. 

Could you, Professor, just again elaborate on what it is costing 
the public right now and how we have it within our power right 
away to move forward on its front? 

Ms. BARADARAN. Yes, and if we are worried about the U.S. lag-
ging behind, this is a huge area where we are lagging behind other 
countries. In the bill that you introduced, real-time processing is 
essential. So if you do not have a buffer of wealth, if you do not 
have a big bank account, you need to spend your paycheck as soon 
as you get it. And this is why people go to check cashers. They 
would rather pay 10 percent of their paycheck just to be able to use 
it to pay the rent and buy their groceries. Instead, they go to a 
bank, they put their paycheck in, and 3 to 5 days later, 3 to 5 busi-
ness days later, they would have to go back to the bank to be able 
to get that. That is a main reason a lot of people do not use bank 
accounts. 

And so what does it cost them? Well, not just the check-cashing 
fees, but the money is sucked out of their accounts, and with these 
fees, it also makes them rely on payday loans. And they, of course, 
have got 300 percent APR and just more wealth being sucked out. 
These are really simple problems, and I think part of being poor 
is that there are a lot of problems that other people do not realize 
that you have, and I think we need to have a little bit more com-
passion about what it is like to not have that much money and how 
we can make their lives better. 

Senator VAN HOLLEN. Well, thank you. As you mentioned, Sen-
ator Warren and I and others have introduced legislation to move 
forward in this area, but really the Fed has it within its power and 
authority to do this right away. Can you just talk a little bit about 
how they have that authority or your view that they should move 
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forward immediately to catch up with many of our global competi-
tors? 

Ms. BARADARAN. Yes, they have the authority. They say that 
they are studying it. I do not know how high on the priority list 
it is, but I think it should be. You know, as the Brookings Institu-
tion pointed out, the low-income people are spending billions of dol-
lars in overdraft fees. We could actually just put that money back 
in their pockets through adopting this very simple technology. And, 
yes, I think the Fed should definitely do it. 

Senator VAN HOLLEN. I appreciate that. 
Mr. Chairman, I would also like to put in the record another arti-

cle from FinTech entitled ‘‘Go Slow on Libra. Speed up on Faster 
Payments’’. 

Chairman CRAPO. Without objection. 
Senator VAN HOLLEN. Thank you. It makes the point that some 

of us have been trying to make, which is that the Fed, again, could 
do this now and really provide relief and put billions of dollars 
back into the pockets of working people. And I hope they will move 
forward quickly. In the meantime, we will continue to push for our 
legislation. 

Thank you. 
Chairman CRAPO. Thank you, Senator. 
Senator Tester. 
Senator TESTER. Thank you, Mr. Chairman. Thank you, Ranking 

Member Brown. Thank you to the folks who are testifying. 
Dr. Nelson, I guess the first question for you is: Do you agree 

that cryptocurrencies are leaving the U.S.? 
Ms. NELSON. Sure. It is certain that other jurisdictions are out 

ahead of the United States in trying to become cryptocurrency 
hubs. 

Senator TESTER. And so do you think that they are leaving be-
cause they are looking for a safe haven to avoid regulation? Or is 
there another reason? 

Ms. NELSON. Some of the cryptocurrency hubs are actually using 
regulation as a way to attract cryptocurrencies to their borders. It 
is not a—— 

Senator TESTER. So increased regulation. 
Ms. NELSON. Well, not necessarily increased regulation, but per-

haps clarity over regulation, that by giving regulatory certainty to 
consumers and businesses in the cryptocurrency market, they are 
getting out in front on that and attracting cryptocurrencies to their 
jurisdictions. 

Senator TESTER. So one of the things that was brought up—and 
it has been referenced several times in the hearing with Facebook, 
but one of the things that is of concern, I think, with you and oth-
ers is how do you prevent bad actors from laundering money that 
is financing terrorist activities or whatever. Any ideas in that vein? 

Ms. NELSON. Money laundering is a huge concern for 
cryptocurrencies. Countries around the world are looking at their 
money-laundering regulations and how to address cryptocurrencies. 
Even the cryptocurrency hubs like Switzerland have money-laun-
dering regulations. They are working to make those more robust. 
The Financial Action Task Force and international law—— 
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Senator TESTER. Do you believe those regulations could apply to 
cryptocurrency and have them work? 

Ms. NELSON. And have them work? Well, I think money laun-
dering continues to be an issue. The Financial Action Task Force 
is trying to update its regulations to get in front of the technology. 
I think it is a continuing concern. 

Senator TESTER. So the question is: Is there a way to put a regu-
latory design in place that will discourage money laundering with 
cryptocurrencies? 

Ms. NELSON. I think some of the licensing and reporting require-
ments, transparency requirements, can help address some of these 
concerns. 

Senator TESTER. OK. The Facebook fellow who was here talked 
about—I asked him a question about what happens if the accounts 
get breached, the same way my credit card has happened on occa-
sion, and it has not cost me any money. The banks have taken care 
of it, thank God. And I think it may have happened—it happens 
to everybody at some point in time—through no fault of their own, 
I might add. So the same thing could be applied here. And his re-
sponse to that was that they have a one-to-one backup on the dol-
lars. 

I do not know if you watched that hearing or not—you did? And 
any of you can respond to that. That seems to me to be—I mean, 
that is incredible to have a one-to-one leverage. Do you think that 
is real? 

Ms. NELSON. I think one of the concerns about the libra is how 
the reserve assets would function. They pledge to have safe assets 
today, but what is a safe asset today may be less safe tomorrow. 
So even if it is backed on a one-to-one ratio, will that always be 
true in a safe asset? And then what happens if there is a run on 
libra, if it is being used as a global currency, used by billions of 
people. 

Senator TESTER. And you can answer this, too, Professor, if you 
would like. Go ahead. 

Ms. BARADARAN. Yeah, I mean, there is what Facebook some-
times states it is going to do and then what they end up doing, and 
then, oops, sorry, we were going to do that thing, and we acciden-
tally did not. 

Senator TESTER. So would it kill cryptocurrency in the laws that 
we are probably going to be passing because I do not think we are 
going to leave it entirely up to the regulators, since they brought 
it up, if we stipulated that there had to be a one-to-one. 

Ms. BARADARAN. Cryptocurrencies, like we said before, there is 
a variety. I mean, if you are just talking about cryptocurrencies, 
they actually are trying to be alternative currencies. So they are 
not worried about one-to-one. 

Senator TESTER. OK. Let us talk about the libra specifically, be-
cause that—and, look, I am not an expert in this field at all, but 
it appears to me that they are trying to take the dollar, because 
you can buy them with the dollar, and then make a transaction 
across country lines. 

In that kind of a scenario, which is what I interpret them to be 
offering up, would a one-to-one be something that we could require 
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without putting them out of business? Or would that be good, pru-
dent fiscal responsibility? 

Ms. BARADARAN. I think we still are unsure. One-to-one to what? 
It is not just dollars. It is a basket of currencies. So what is that 
other one? 

Senator TESTER. So in libra’s case, one-to-one to every libra, they 
have got the equivalent dollar amount behind it. I take it what you 
are saying is there are ways to game the system if they want to 
game it, regardless of what we say. 

Ms. BARADARAN. As we say in law, definitions are tricky. You 
know, you can define something as a one-to-one, but what does that 
mean? One-to-one to what, right? 

Senator TESTER. Yeah, I got you. 
Well, I appreciate you all being here. I would just say that I 

think this is coming, and we have to be ready for it. And I think 
that all three of you can be an incredible resource to us as we fig-
ure out how we are going to deal with it. 

Thank you, Mr. Chairman. 
Chairman CRAPO. Thank you, Senator. 
I will go to another round of questioning, and I want to start my 

questions this time with you, Dr. Nelson. In your report, you de-
scribed the different approaches that different Governments have 
had to cryptocurrency. What are some of the key attributes of coun-
tries whose regulatory frameworks are considered more accom-
modative? And how do they approach issues relating to money 
laundering and the other types of issues that we are talking about 
here? 

Ms. NELSON. Some of the countries that are trying to build them-
selves as cryptocurrency hubs are really trying to adopt clear regu-
lations at the outset on how cryptocurrencies are going to operate. 
This is to give regulatory certainty to consumers and businesses 
who want to use cryptocurrency regulations. 

That said, some of their regulations have been described as more 
favorable to cryptocurrency industries. For example, in Switzer-
land, they have regulations for money laundering addressing 
cryptocurrency. They have provided guidance on how ICOs should 
be treated in regards to securities regulations. They provide guid-
ance on what kind of licenses cryptocurrency industries need to op-
erate within Switzerland. So it is not that these countries are try-
ing to shirk regulations. They are trying to provide certainty while 
also balancing innovation to encourage the adoption of 
cryptocurrencies. 

Chairman CRAPO. So it is not so much that they are trying to 
create the Wild West, so to speak, and invite folks to come there 
because there is not really significant regulation. It is that they are 
providing clarity and—well, maybe, Mr. Allaire, you could address 
that. 

Mr. ALLAIRE. Sure. As we looked at the ongoing expansion in our 
international business and operations, you know, it was very clear 
to us that for our non-U.S. business—you know, the U.S. regula-
tions are the U.S. regulations, and what we do here is exactly what 
the law stipulates. But outside the U.S., you know, there are oppor-
tunities for digital assets and blockchains that are larger. And so 
we spent time to look at all the different jurisdictions, and the 
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things that we were focused on as a firm were we wanted there to 
be an actual high bar from a regulatory perspective, meaning that 
there needed to be, you know, significant, serious firms where fun-
damental risks were being supervised, enterprise risk, cybersecu-
rity risk, financial crime risk, anti– money-laundering risk, and, 
most critically in the case of digital assets, custody risk—the pro-
tection of these assets from theft, having the appropriate insurance 
around them—but also clear definitions. And I think this gets to 
what one of the other panelists has said and I have said as well, 
which is very clear definitions about what constitutes a token or a 
digital asset to provide that kind of clarity to businesses that want 
to operate there; whereas, I think in some other jurisdictions, in-
cluding the United States, there is an incredible gray area. It 
makes it very difficult for businesses to know where they stand and 
where to operate. 

So those are some of the things that we considered and have 
found in other jurisdictions. 

Chairman CRAPO. So I want to get into data privacy, and I may 
have to do that after Senator Brown takes another round. But in 
the last couple of minutes that I have here, help me understand. 
If a digital currency is to become global, like Libra seeks to do, how 
does it do that? How does it get global acceptance if it faces 190 
different countries with different jurisdictional issues and different 
regulatory systems? And maybe another way to ask my question is: 
If the United States were to decide—and I am not saying that it 
should, but if the United States were to decide we did not want 
cryptocurrency to happen in the United States and tried to ban it, 
I am pretty confident we could not succeed in doing that because 
this is a global innovation. But how would a company that wants 
to create a cryptocurrency that has global reach get into the United 
States? Or how would that impact the United States? Do you see 
the question I am asking? 

Mr. ALLAIRE. I am happy to take part of that, Senator. You 
know, I think the challenge that we all face with this is, you know, 
some of these cryptocurrencies, they are literally just a piece of 
open-source software. There is nothing else. It exists on the inter-
net. It is open-source software. Anyone can implement it. It runs 
anywhere the internet runs. And these have a monetary policy 
where these assets are algorithmically generated, and they exist 
everywhere the internet exists. They will soon exist, you know, 
interstellar. They will exist, again, anywhere the internet exists. 

That is a challenge that every Government in the world now 
faces, that money, digital money, will move frictionlessly every-
where in the world at the speed of the internet, hopefully with a 
high level of security and data protection around it. 

One of the promises of this technology very specifically is a high-
er standard around privacy, a higher standard around confidential 
transactions and data protection. That is one of the core infrastruc-
ture focuses of these blockchains, and so I think those needs can 
be met. There is the flip side, which is how does law enforcement 
get its job done and how do 190 countries get an agreement about 
that. You know, FATF guideline, for example, that are specific to 
virtual assets have come into place, which I think could be a road 
map to that as well. 



24 

Chairman CRAPO. I will have to ask Professor Baradaran and Dr. 
Nelson to either answer—if I can get to another round, and maybe 
I will, we can answer that question then. 

Senator Brown. 
Senator BROWN. Thanks. 
Professor Baradaran, I have a series of questions for you. Mr. 

Allaire said that he did not really know who should regulate digital 
assets, and Facebook essentially said that 2 weeks ago. Let me ask 
you a series of mostly yes-and-no questions. 

Do we already have rules and regulations for currency? 
Ms. BARADARAN. Yes. 
Senator BROWN. Do we have rules and regulations for securities? 
Ms. BARADARAN. Yes. 
Senator BROWN. And do we have rules and regulations for pay-

day loans? 
Ms. BARADARAN. Yes. 
Senator BROWN. Sort of. 
Ms. BARADARAN. Sort of. 
Senator BROWN. Do we have rules and regulations for exchange- 

traded funds? 
Ms. BARADARAN. Yes. 
Senator BROWN. Are there any new financial products that have 

been invented that we have never seen before, or are we talking 
about financial products that already existed but now run on 
blockchain? 

Ms. BARADARAN. Yes, I think—these are my—— 
Senator BROWN. If you would expand on that. 
Ms. BARADARAN. The technology is new, but the sort of essence 

of the product is something that we have seen before. 
Senator BROWN. So if there are not really new products, why 

would we need new rules and new regulations? 
Ms. BARADARAN. I think it is important to have clarity. It is very 

important for people to understand what it is. I do not think we 
have to reinvent the wheel on any of this stuff. I think we have 
clarity in each of the jurisdictions. So the extent a digital asset hits 
the currency model or the securities model, we have already sort 
of debated those models, and we can enforce those rules. 

Senator BROWN. Are you concerned that tech companies seem to 
be pretty strongly resistant to rules and regulations? 

Ms. BARADARAN. I think there is a lot of faith that some of the 
problems that we are a society face are solved by tech, and I think 
sometimes there is a naivete on the part of some of these tech 
founders in what tech can accomplish and what is better for public 
institutions. And so I think sometimes tech is great and can solve 
a lot of problems, use the internet before, and I think nobody wants 
to ban—no one is saying ban blockchain. No one is saying ban 
these digital currencies. All we are saying is let us just protect peo-
ple in the ways that regulations are meant to protect them. So if 
we had said in the early days of the internet, look, the internet is 
going to take over education soon, so let us just not worry about 
fixing public schools and the internet will educate the young, right? 
So I think it is essentially that. We still have these public institu-
tions that are doing it, and we do not go around them just because 
we have a new potentially revolutionary technology. 
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Senator BROWN. Does the resistance of—big tech companies’ re-
sistance to regulation, does it remind you of resistance by big 
banks to regulation? Are there similarities there? 

Ms. BARADARAN. There are similarities there, yes. 
Senator BROWN. What does that tell you? 
Ms. BARADARAN. I mean, I just think we need to be cautious. I 

think we need to be—again, innovators dream big, and regulators 
just need to also imagine bad scenarios. I think we as regulators 
and Congress people do not need to just swallow it wholesale. It 
is good that we have innovators and entrepreneurs that have really 
beautiful visions of the future, and I hope that they are right. But 
it is also good to have a counterpoint to that where regulators say, 
hey, what could go wrong here and try to imagine those scenarios, 
too. 

Senator BROWN. I have said a number of times in this Committee 
that many of my colleagues seem to have—maybe we all do to a 
degree—a collective amnesia about what happened to our financial 
system 10 years ago. What lessons do we learn from weakening 
regulations in the banking sector a decade-plus ago? What lessons 
do we apply to tech companies here? 

Ms. BARADARAN. I think one of the things that keeps being said 
is, you know, we are going to lose—the U.S. is going to lose its, you 
know, leadership worldwide if we do not let these companies do 
whatever they want. And I think that is not—we cannot compare 
the U.S. economic system to Malta or Bermuda or to Venezuela or 
even China. We have the strongest currency worldwide for a rea-
son. We have great technology companies for a reason. We have got 
a very, very strong and healthy sector—not to say that it is perfect, 
just to say that, you know, oh, we are all going to leave to Malta, 
I do not think that should make regulators think that, OK, 
well—— 

Senator BROWN. I know skeptics of your view say that the reason 
we have such strong innovation is because Government gets out of 
the way and lets big tech or lets Wall Street invent new products 
and do what they want. 

Ms. BARADARAN. I think we said that until the financial crisis, 
and then with a $1 trillion bailout, and the Fed is left holding the 
bag. And so I think we just—you know, we say that on the front 
end, let them do it, but let us remember what happens when we 
sort of do not regulate those things that matter. And it is not just 
all technology. Not all technology is similarly risk-inducing. Again, 
the internet and email, all of these things, we keep comparing 
blockchain to these things, but it is very different in a lot of ways, 
specifically digital assets on the blockchain. We are talking about 
trading and markets and finance. We are not talking about just 
neutral tech here. 

Senator BROWN. Thanks. Thank you, Mike. 
Chairman CRAPO. Thank you, Senator Brown. 
I have a few more questions. As I indicated, I would like to get 

into the data privacy issue a little bit here. As I am sure you know, 
Senator Brown and I together have jointly expressed serious con-
cerns over the collection of data on individuals and the phenomenal 
explosive growth of that collection and then use of data. That hap-
pens without individuals usually knowing that it is happening or 
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when it is happening or knowing what has been collected on them 
or how it is being used. 

And each of you could respond to this if you would like to. Will 
this new technological innovation that we are seeing into digital 
currencies and blockchain technologies give us an ability to mean-
ingfully enhance individuals’ privacy rights and protections? And if 
so, kind of explain how so? 

Mr. ALLAIRE. I would be happy to start. Thank you, Senator. I 
have addressed this somewhat in my written testimony as well. 
You know, if you step back for a moment and you look at these 
public blockchain infrastructures that are being built, they are de-
signed in a way to provide a global, open recordkeeping system 
that is highly secure, that is very tamper resistant, and which can 
work in a kind of interoperable way all around the world. 

One of the killer apps, if you will, that is being explored to build 
on top of these—and there are many, many projects, startups, com-
panies, Governments even that are working on this—is the devel-
opment of essentially new standards for what is often referred to 
as self-sovereign digital identity, the ability to have a digital iden-
tity where you as an individual have self-sovereignty over who can 
access attributes of your digital identity, how they can access it, 
the ability to provably demonstrate something to someone, say 
someone needs to know your age in order to conduct a transaction, 
without having to disclose to them your address or other informa-
tion, so the ability to have much more fine-grained, selective ways 
to attest, through attestation methods, to attest to who you are or 
what you do without actually having to transmit all of that sen-
sitive personal information. 

The data breaches that we have today, the massive privacy viola-
tions that happen continually on centralized internet services, 
those are the core, core issues that blockchain infrastructure is 
being designed to try and address. 

So it is one of the areas I am most hopeful, and when you couple 
that kind of digital identity model with global digital currencies, 
you actually can imagine a financial system that both preserves 
privacy, provides mechanisms that are still highly useful to law en-
forcement to pursue the bad guys, but, you know, keeps people in 
control. And so I think those things are, you know, very much be-
coming possible and in front of us. 

There are still needed policies around that, around who can add 
elements to these digital identities and how they are accessed and 
reporting and other things. So there is absolutely the need for very 
clear laws and policies. But it is a technical breakthrough that is 
emerging that could solve some of these issues. 

Chairman CRAPO. So before I go to Dr. Nelson and Professor 
Baradaran, going beyond financial transactions, could this innova-
tion or technology that you are talking about, could that be used 
outside financial transactions, for example, somebody surfing on 
the web or looking to buy a washing machine on the web, and hav-
ing their identity grabbed or having their search identified and 
then utilized in artificial intelligence to manipulate them? 

Mr. ALLAIRE. It could be applied. It could be applied in putting 
people in more control over who is accessing their data and how, 
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when they are interacting with any digital service, not just finan-
cial services. It is applicable very broadly. 

Chairman CRAPO. All right. Dr. Nelson or Professor, would either 
of you like to—— 

Ms. NELSON. I would just add that Facebook has totally changed 
the debate about privacy and cryptocurrencies. We used to focus on 
whether cryptocurrencies gave users too much privacy and that it 
allowed bad actors to engage in nefarious activities. Now with 
Facebook’s libra, the concern is about whether users of 
cryptocurrencies will have enough privacy and the potential for eco-
nomic transaction data to be merged with other data about users 
on the internet, including other Facebook platforms. And this issue 
then ties into the differences in regulatory approaches taken by 
countries around the world. Countries regulate privacy differently, 
and so if you have a global currency with different regulatory ap-
proaches relating to privacy, that is maybe something that regu-
lators really want to address and get in front of. 

Chairman CRAPO. Thank you. Professor. 
Ms. BARADARAN. Yes, I was going to say there are two different 

kinds of privacy. Do we want to privately buy drugs, child porn, or 
send money to terrorists? No, and we have laws for that, right? So 
we do not want that kind of privacy. But we also want the privacy 
of, you know, Facebook not using algorithms and data to target me 
knowing, you know, oh, she is sad and does not have enough 
money in her bank account, so I am going to give her a payday loan 
when I know that she is going to take it up. That is the kind of 
privacy where it is not individually—maybe they do not know me 
personally, but they know the type of person I am and what kind 
of mistake I would make. 

And so those are the kinds of things—they are two very different 
types of things, and like she said, Facebook presents kind of a dif-
ferent problem than bitcoin, which, you know, is popular for people 
who want to buy illicit and extralegal drugs. And this is why you 
see Venezuela, Iran, and other countries with sanctions, you know, 
wanting to evade them using these platforms. 

Chairman CRAPO. Anybody want to add anything else to that? 
[No response.] 
Chairman CRAPO. Well, there are obviously tons of questions 

here. I have a lot more myself, and as we move forward, I am sure 
that we will be communicating with you to get your advice. We ap-
preciate you all coming today and sharing your information and ex-
pertise with us. This is obviously a very critical issue. As I said at 
the outset, I want the United States to stay at the forefront of es-
sentially engaging in and hosting and managing and regulating 
this new creative technology and the innovation that will flow from 
it. I do believe that it has some incredible potential that can be uti-
lized for good, and it does have incredible risk that can be utilized 
for bad. And we just need to get a handle on that. I appreciate your 
coming here today to help us out on that. 

With that, this hearing is adjourned. 
[Whereupon, at 11:23 a.m., the hearing was adjourned.] 
[Prepared statements, responses to written questions, and addi-

tional material supplied for the record follow:] 
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PREPARED STATEMENT OF CHAIRMAN MIKE CRAPO 

Last Congress, this Committee held two hearings examining the digital currency 
ecosystem. 

In those hearings, we heard about some of the developments that have occurred 
within the digital currency marketplace since the creation of bitcoin in 2008; the po-
tential benefits of digital currencies; and concerns about value stability, fraud and 
illicit uses, market manipulation, and privacy. 

Since then, Facebook announced its intention to launch a blockchain-based pay-
ment system and digital currency, libra, that will be governed by an association that 
will include up to 100 financial and nonfinancial members, including Facebook’s dig-
ital wallet service, Calibra. 

Facebook’s Libra project has generated renewed interest in digital currencies and 
blockchain, generally, including how they interact with U.S. and international regu-
latory frameworks, the potential benefits and challenges they pose, and concerns 
around issues like anti– money laundering and counterterrorism efforts, data pri-
vacy, consumer protections, commerce and monetary policy. 

A few weeks ago, the Head of Calibra, David Marcus, joined the Committee to 
provide an update on Facebook’s proposed digital currency. 

During that hearing, Mr. Marcus emphasized some important points and commit-
ments, including that: there are a number of regulators globally that are currently 
engaged on Facebook’s project, including the Federal Reserve, FSOC, FinCEN, Fi-
nancial Conduct Authority, the G7 and more; Calibra and the Libra Association will 
have the highest standards when it comes to data privacy, and no financial data 
or account data that is actually collected in Calibra will be shared with Facebook; 
and the Libra Association will be headquartered in Geneva, Switzerland, but will 
still register with FinCEN and have oversight from U.S. regulators. 

It seems to me that digital technology innovations are inevitable, could be bene-
ficial, and I believe that the U.S. should lead in developing these innovations and 
what the rules of the road should be. 

The digital currency and blockchain ecosystem is diverse, and care must be taken 
in determining what gaps may be present in the existing framework and developing 
a more comprehensive approach. 

In mid-July, Treasury Secretary Mnuchin said, ‘‘To be clear, the U.S. welcomes 
responsible innovation, including new technologies that may improve the efficiency 
of the financial system and expand access to financial services. That being said, 
with respect to Facebook’s Libra and other developments in cryptocurrencies, our 
overriding goal is to maintain the integrity of our financial system and protect it 
from abuse.’’ 

He also noted that Treasury has serious concerns regarding the growing misuse 
of digital currencies by money launderers, terrorist financiers, and other bad play-
ers. 

As Facebook’s and other’s digital currency efforts move forward, I am particularly 
interested in better understanding how these technologies may impact individuals’ 
ability to exercise control over their data, including the right to receive information 
about and access their data, correct inaccuracies, and delete their data. 

During this hearing, I look forward to learning more about: the encryption and 
networking features behind blockchain technology and how that technology enables 
digital currency transactions; ways that the market for digital currencies has grown 
and evolved over the last decade; different types of digital currencies in the market-
place, including their key differences with Facebook’s proposed digital currency; how 
other countries are approaching the regulation of digital currencies and blockchain 
technology, and what we might learn from their successes and failures; potential 
gaps in existing regulatory frameworks; whether distributive ledger technology can 
help to facilitate meaningful privacy for individuals’ data; and approaches Congress 
should consider in developing a comprehensive regulatory regime for digital cur-
rencies, including ensuring individuals have real control over their data. 

With the appropriate balance of regulation, digital currencies and their innovative 
underlying technology could provide meaningful benefits and I look forward to 
learning more about the ecosystem during this hearing. 

PREPARED STATEMENT OF SENATOR SHERROD BROWN 

Thank you Chairman Crapo, and welcome to our witnesses. 
At this Committee’s hearing earlier this month, many of us of both parties voiced 

serious concerns about Facebook’s plan to run its own currency out of a Swiss bank 
account. 

----
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And by and large, we mostly heard deflections and dodging. It’s exactly what we 
mean when we say Facebook doesn’t understand accountability. 

Facebook has proven over and over, through scandal after scandal, that it can’t 
be trusted. 

But they don’t care. 
They move fast and break things—things like our political discourse, journalism, 

relationships, privacy. Now they want to break our currency and payment systems, 
hiding behind the phrase ‘‘innovation.’’ 

They want to ‘‘innovate’’ Americans right out of their hard-earned paychecks. 
Look around at what happens with big corporations say they want to ‘‘innovate.’’ 
Before they blew up the economy in 2008, bankers were pitching an ‘‘innovative’’ 

new product called subprime mortgages. 
Just like Facebook—which claims its new currency will help the unbanked and 

underbanked—these mortgages were supposed to help people who never had access 
to credit achieve the American dream of home ownership. 

In reality, those mortgages ripped off millions of families who ended up losing 
their homes, they wrecked the economy, and they made the staggering inequality 
in this country even worse. 

The only innovative thing about the financial crisis was how the banks managed 
to stick everyone else with the bill—not exactly the kind of innovation we were hop-
ing for. 

So I am all for innovation—especially if that innovation delivers on its promises 
of improving people’s lives. But big tech companies and Wall Street banks are hid-
ing behind innovation as an excuse to take over important public services that we 
all benefit from, and should all have a say in. 

There are some things—like our currency, our payments system, and the protec-
tion of our savings accounts—that everyone in the country has a stake in. We 
should not be handing those kinds of public resources over to wealthy special inter-
ests, so they can squeeze more profits out of ordinary Americans. 

Think about how hard it is to get quality service from Comcast, or about how 
much of your personal data was leaked by Equifax, or how your privacy was in-
vaded by Facebook 

So we should be a little suspicious when someone tells us that only big corpora-
tions can be trusted to provide critical public services. 

I recently moved into a new office—it was John Glenn’s office when he served 
Ohio in the Senate. John Glenn was an innovator—he was the first American to 
orbit the Earth as part of the Mercury Project, which would be followed by the Gem-
ini and Apollo Missions that would eventually put Americans on the moon. Many 
of us joined in the celebrations of the 50th anniversary of Apollo 11 just this month. 

None of the astronauts did it alone—it took the hard work of thousands of inno-
vating scientists and engineers, people like famed mathematician Katherine John-
son or immigrants like engineer Miguel Hernandez. These Americans didn’t do it 
for the profits. They did it to serve their country, and their successes were shared 
by every American who saw ‘‘U-S-A’’ emblazoned on the side of Apollo 11. 

It’s a reminder that some infrastructure works better as a public good, and we 
shouldn’t let Big Banks or Big Tech get their hands on it. 

The Federal Reserve and other watchdogs need to continue to be leaders in bank-
ing innovation. 

And if we don’t move quickly to improve important infrastructure—not just roads 
and bridges, but our payments system—we’ll end up with big corporations that have 
broken our trust over and over doing it—and frankly I don’t think that makes any 
sense. 

I look forward to hearing from our witnesses today about which of these tech-
nologies might actually help regular Americans, and what we can do to make sure 
everyone benefits from them. 

Thank you, Mr. Chairman. 

PREPARED STATEMENT OF JEREMY ALLAIRE 
COFOUNDER, CHIEF EXECUTIVE OFFICER, AND CHAIRMAN, CIRCLE INTERNET 

FINANCIAL LIMITED, ON BEHALF OF THE BLOCKCHAIN ASSOCIATION 

JULY 30, 2019 

Thank you Chairman Crapo, Ranking Member Brown, and the Members of the 
Committee. It is my pleasure to appear before you today to testify about the promise 
of digital assets and blockchain technology and their potential to fundamentally im-
prove and democratize financial services globally—improving access to capital, 

----
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eliminating and reducing costs and risks, more effectively fighting financial crime, 
and ultimately improving opportunities for creating value in our economy. 

I have spent the past 25 years helping to build internet technology platforms and 
companies in the United States, including multiple global, publicly traded tech-
nology companies with products and services that have been adopted by millions of 
businesses and hundreds of millions of consumers. Throughout my career as an 
internet entrepreneur, I have consistently focused on how the open, global, and de-
centralized internet could empower people and businesses to better connect, commu-
nicate, and transact through innovations in software. 

It is these experiences that brought me to the possibilities of cryptocurrencies and 
blockchain technology, and led me to cofound Circle in 2013. Our vision was that 
digital currency and related technologies could transform the global financial system 
in ways that made it much easier for people and businesses everywhere to create 
and exchange value with the same ease that we create and share information and 
content on the internet, while eliminating the gatekeepers, toll takers, and middle-
men that extract value from the real economy and limit access for all. 

Today, Circle is one of the leading cryptocompanies in the world, providing regu-
lated products and services to millions of people who use our products to exchange 
value, trade, invest, and store digital assets. In the next several years, the adoption 
of digital currency technologies and blockchains will accelerate, begin to help hun-
dreds of millions if not billions of people, and transform the economies of the coun-
tries that participate in the innovation. 

Today, I will share my perspective on several things. First, I will discuss the chal-
lenges faced by the existing financial system and a vision for what is becoming pos-
sible in the next 5 to 10 years because of the innovation of digital assets and 
blockchains. 

Second, I will discuss the fundamental innovation of digital assets and 
blockchains, including an overview of the different forms that these technologies 
take and what they can enable for society and the economy. This will include a dis-
cussion around ‘‘stable value’’ digital currencies, or stablecoins, which are critical 
building blocks for the future digital economy. 

Third, I will discuss major international and United States-specific policy issues. 
As one of the earliest cryptocompanies to embrace licensing and regulation virtually 
everywhere licensing is available, we have well informed views on the gaps, limita-
tions, and opportunities around national cryptopolicy and regulation, and believe 
this is becoming a major issue. Jobs, investments, and technical innovations are 
leaving the United States or becoming inaccessible to U.S. citizens and businesses 
because projects and companies, including Circle, are relocating to other jurisdic-
tions and blocking U.S. persons from even accessing the technology and services. 

Finally, I will offer perspective on major issues surrounding identity, privacy, and 
data security, which I know are important topics for the Committee. Public 
blockchain technologies have enormous potential for simultaneously increasing our 
security and privacy while also enabling law enforcement to more effectively execute 
their mandate for public safety and national security. 
Challenges in the Existing Global Financial System and a Vision of the Fu-

ture 
Today’s global financial system, including our own domestic financial system, 

faces significant challenges. Billions of people lack basic access to financial services. 
Those who do have access face a system with exorbitant fees and excessive time 
delays—limiting economic opportunity and removing real value from the economy. 

Our existing financial system is also riddled with crime and money laundering. 
According to the U.N. Office of Drugs and Crime, annual illicit proceeds laundered 
through our financial system exceed $2 trillion, with greater than $300B laundered 
in the United States alone. Rob Wainwright, the former director of Europol, reports 
that 99 percent of money laundering goes undetected in the existing banking sys-
tem. Only detecting 1 percent of financial crimes is clearly not good enough. 

Access to capital for small businesses, both here in the United States and globally, 
is extremely limited with capital markets reserved for only the largest companies. 
Investment into small and growing private businesses are only accessible to the 
wealthy and connected, limiting investment opportunities for people everywhere. 
Venture capital investment remains extremely geographically concentrated. A new, 
more open and accessible system of capital formation must be possible. 

Finally, our existing financial system, built on legacy technology, is riddled with 
privacy violations and data breaches. Our identities are no longer secure. Banks, 
credit card companies, and credit reporting agencies have failed to adequately plug 
the holes in the dike as cybercriminals and hostile Nation States take aim at our 
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financial infrastructure. According to Juniper Research, the annual cost of data 
breaches could reach over $2 trillion. 

Our existing financial system is in desperate need of transformation. We currently 
have a global system with limited access and exorbitant fees that impose a tax on 
real economic activity; a system rife with money launderers and financial crime that 
is failing 99 percent of the time to stop bad actors and leads to trillions in losses 
because our existing data and financial infrastructure are not secure enough; a sys-
tem where entrepreneurs and small businesses don’t have access to capital to build 
and innovate, while Main Street investors are left on the sidelines, blocked from in-
vesting in the most promising young companies and technologies. 

There is absolutely a better future ahead of us, one that is built on a technological 
transformation ushered in by digital assets and blockchains. 

I am often asked what the world will look like in the next 5 to 10 years, based 
on the trajectory of this innovative new technology. If policymakers, regulators, and 
industry can successfully work together, we can transform the financial system to 
address the deep problems outlined here. With a coordinated effort, in the next 10 
years we will see a series of profound changes that will benefit individuals and busi-
nesses in the U.S. and around the world: 

• Sovereign and nonsovereign global digital currency models will proliferate and 
become usable by billions of people through their mobile devices. We will be-
come comfortable with the adoption of a mix of private and public monies being 
available to everyone, everywhere, and will see the rapid development of global 
basket currencies that become preferred for settlements and storing value. 

• Payments and value exchange will be commoditized and become free services 
on the internet, in the same way that sharing content or data and commu-
nicating online are free today. This will ultimately return hundreds of billions 
of dollars of value to the real economy, as the fees that people and businesses 
pay to intermediaries to move value drops to zero. This will also lead to greater 
economic activity between people around the world. 

• A new set of internet-based global capital markets built on digital assets will 
emerge. We imagine capital markets that more closely resemble the multisided 
internet marketplaces we have in commerce, content, advertising, and transpor-
tation. Internet-based markets can support an incredibly diverse and global 
base of suppliers and buyers, scaling from the individual to the largest enter-
prise, with incredible choice and access. Our capital markets will resemble the 
Amazon and Alibaba commerce marketplaces or the Google advertising market-
place more than the NYSE or NASDAQ. This will open up capital formation for 
businesses globally, while creating new ways for individuals everywhere to save 
and invest into value-producing enterprises. 

• Economic and commercial relationships will increasingly be mediated by smart 
contracts running on public blockchains, as businesses, labor market partici-
pants, and consumers seek to operate in a digital commerce environment with 
greater security, efficiency, transparency, certainty, and enforceability across 
borders. 

• Decentralized, self-sovereign forms of secure identity and privacy built on public 
blockchains will become available. These new identity protocols will allow for 
much safer use of digital services globally, ensure compliance with KYC/AML 
rules, and radically improve privacy and reduce data leakage while more effec-
tively thwarting financial crimes than our legacy financial system. 

All of these things can come to pass within a decade, driving us towards a 21st 
century architecture for commerce and finance that can deliver greater economic op-
portunity for all, while enhancing our collective ability to cope with the challenges 
and risks of the digital age. 
Understanding Blockchains and Digital Assets 

To understand how we can realize this vision, I would like to give an overview 
of the fundamental technical innovation of blockchains and a review of the different 
types of digital assets in the marketplace today, including their use cases and poten-
tial for society. 

First, in terms of nomenclature, I will be referring primarily to the innovations 
offered by public blockchains, which are built as freely available, open source soft-
ware that anyone can connect to and run using an internet-connected device. This 
differs from private blockchains or permissioned chains, which do not offer the same 
level of openness, security, privacy, and global reach. Also, the terms cryptoassets, 
cryptocurrencies, and digital assets are often used interchangeably. I will be using 
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digital assets as the term to talk about these new, innovative forms of financial as-
sets. 

The introduction of bitcoin in 2009 was a momentous occasion, releasing a prover-
bial genie from the bottle that we will never put back. That genie was the invention 
of a new form of decentralized, global, and public record-keeping system that is tam-
per-proof, irreversible, highly secure, and private. This specific blockchain had a rel-
atively narrow focus—to create a new kind of nonsovereign digital money inspired 
by the implicit monetary policy of gold. The technical breakthrough of bitcoin was 
not missed by leading technologists, computer scientists, cryptographers, econo-
mists, and many others, and has spawned a rapidly growing global ecosystem of 
competing blockchains, as well as new forms of financial assets built upon these 
blockchains. 

Why are such inventions so important and valuable right now for our country and 
the broader global community? 

The rapid growth of the internet has led to a hyperconnected world, but one 
where our major institutions—financial, Government, and communications plat-
forms—are built on legacy technology platforms that are centralized and therefore 
inherently more fragile and at risk of cyberattacks, data breaches, and privacy viola-
tions. 

Public blockchains, for the first time in human history, are creating new record- 
keeping and transaction processing systems that are designed to be inherently de-
centralized, tamper-proof, highly secure, and private. In fact, the most popular 
blockchains, such as bitcoin and Ethereum, use Nation State attacks as the security 
threshold that they must defend against. During the past 10 years, they have main-
tained that level of security, while the rest of the internet has become more porous 
and vulnerable to hostile Nation States and criminals. 

Digital assets and blockchains are also a technical and economic response to what 
is broadly felt to be a financial system that is rigged against the everyday person, 
one that is not fully serving the needs of people and businesses to participate in 
global economic activity, and which places an inordinate burden on the economy 
through bailouts and excessive fees, while limiting access. 

Finally, digital assets are part of a broader societal focus on digital services. Peo-
ple everywhere have felt the benefits of an open internet that connects people, infor-
mation, and commerce globally. However, expectations have shifted among genera-
tions who have grown up with the internet. People already expect that online com-
munication should be instant, global, free, and frictionless. Soon, everyone will have 
these expectations about money and finance. 
Types of Digital Assets and Blockchains 

While people and businesses are already using and trading more than 2,300 dis-
tinct, publicly available digital assets, I want to broadly talk about three major 
types of public blockchains and associated digital assets: (i) nonsovereign digital cur-
rencies, (ii) blockchain platforms, and (iii) tokenized digital assets. Although the 
lines and distinctions between these sometimes blur, this categorization is still help-
ful. I will also provide specific thoughts on a major and important subcategory, 
stablecoins. 
Nonsovereign Digital Currencies 

Dozens of distinct blockchains with native digital assets aim to provide a decen-
tralized, private, and secure form of digital money. This digital money is issued 
algorithmically and secured using an open network of participating computers which 
are incentivized to honestly verify transactions and shared ledger entries. The most 
notable and popular of these blockchains is the Bitcoin Network and the associated 
bitcoin native digital asset. 

In addition to bitcoin, there are many other popular blockchains that aim to com-
pete with bitcoin based on improved speed, scalability, security, and privacy fea-
tures. Some notable examples are Ripple, LiteCoin, ZCash, Bitcoin Cash, Bitcoin 
SV, Monero, and newer assets such as Grin. 

The developers of nearly all of these projects and assets share a common belief 
in the need for nonsovereign, secure, and private forms of value storage and ex-
change. The projects also typically create a fixed or highly predictable monetary 
supply. These attributes make digital assets attractive to those who believe that a 
predictable supply of money is preferable to fiat currency. Similar to gold and other 
‘‘commodity monies,’’ these digital assets have grown in popularity in the face of 
global economic uncertainty, rising nationalism, currency manipulation, and trade 
war risk. 

Given their privacy-preserving characteristics, digital assets pose unique but solv-
able risks for abuse in financial crimes. Recent FinCEN guidance and the new 



33 

FATF guidelines for the AML requirements for ‘‘Virtual Asset Service Providers’’ 
provide an international roadmap for regulating businesses that act as inter-
mediaries in the transfer of digital assets. However, as I will discuss in more detail 
later, the proposed global AML rules also create an unintended consequence of pri-
vacy risk for people everywhere because they require personal information to be 
shared, and potentially exposed, between digital intermediaries all around the 
world. 

Blockchain Platforms 
Another rapidly growing category of public blockchain and associated digital as-

sets are blockchain platforms. The most well-known and popular blockchain plat-
form is the Ethereum blockchain and its associated digital asset, Ether. Other nota-
ble examples include EOS, Tezos, Tron, NEO, Cardano, and Algorand, but there are 
many more competing in this space. The proposed design of the libra blockchain 
could also very much be characterized as a blockchain platform. 

These blockchains have a broader scope than pure digital currencies. As their 
name suggests, they seek to provide a platform for building apps and financial as-
sets on top of them. In many respects, these platforms represent one of the most 
important new infrastructure layers of the internet, providing a means for storing 
and exchanging data, facilitating transactions, and executing contracts in a decen-
tralized, tamper-proof, and private manner. 

These innovations have a collateral benefit: they address the surging privacy and 
security risks that people, businesses, and society confront in the internet age. Ear-
lier versions of the internet created larger and larger risks for data breaches and 
privacy violations through the centralization of massive amounts of personal, finan-
cial, and other sensitive data in a few large internet services. Blockchain platforms 
seek to increase internet decentralization and better secure private data. 

Most of these platforms are purpose-built; some are focused on the introduction 
and automation of financial assets and financial contracts, others on more diverse 
applications in content, games, entertainment, or social media, and still others as 
general purpose computing platforms aiming to compete with centralized cloud serv-
ices offered by companies such as Amazon. 

The native digital assets of these platforms operate as digital commodities, often 
referred to as ‘‘fuel,’’ which is used to pay for the use of the infrastructure services 
the platform’s provide. Just as oil and gas became the fundamental commodities 
that powered the industrial economy, these blockchain digital commodities may be-
come the fuel for digital commerce in the 21st century. 

We are seeing significant competition and innovation in the development of 
blockchain platforms, with many of the most innovative projects being designed to 
accommodate mass market adoption of digital assets and applications. While most 
current blockchain platforms can support tens of millions of users, we expect to see 
next-generation platforms that will support applications that can reach hundreds of 
millions and eventually billions of people. This is likely to happen in the next 2– 
3 years. 

One of the most important functions of these platforms is to provide a means for 
developers to create custom digital assets, often dubbed ‘‘tokens,’’ which are at-
tached to code, called ‘‘smart contracts,’’ that enable and enforce features, behaviors 
or economic incentives associated with the tokens. The ability to create tokenized 
digital assets is one of the most profound innovations in the modern history of fi-
nance, economics, and internet commerce, and a significant category in and of itself 
in the topology of digital assets. 
Tokenized Digital Assets 

Of the greater than 2,300 digital assets available to the public, a significant per-
centage of them are tokens issued on top of popular blockchain platforms such as 
Ethereum. 

Tokens allow businesses and technology projects to create digital assets that can 
incentivize and provide utility to customers, be sold and used in novel ways to raise 
capital, and serve as a means of payment. Some examples of tokenized digital assets 
include: 

• New decentralized infrastructure services for storing data and content, sharing 
files, or streaming and encoding video. 

• New identity infrastructure that provides a means for people to control their 
own data and private identity information. 

• Tokens that reward and incentivize content creators, publishers, and end-users 
of internet content services and games. 
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• The development of purely digital financial contracts that are implemented in 
code, including tokenized forms of debt and lending, tokens that provide voting 
and governance features, and tokens that provide access to underlying royalties 
or revenue streams. 

• Tokens that digitize existing financial contracts such as equities and bonds, en-
abling more efficient access to capital for business and new investment opportu-
nities for investors globally. 

• Tokenization of physical property including real estate, property, and fine art, 
opening up historically illiquid and inaccessible asset classes for global inves-
tors. 

The benefit of tokens is that they can be easily stored, transferred, traded, and 
exchanged, while providing utility to users and benefits to businesses, all within a 
public infrastructure that is highly secure, tamper-proof, open, and interoperable. 

These digital assets often defy easy classification as securities, commodities or 
currencies. In fact, one of the greatest benefits of digital assets is that they can si-
multaneously have investment contract, utility, and payment currency characteris-
tics. While this introduces new complexity for financial regulators, it also creates 
incredible opportunities for businesses and projects that seek to employ digital as-
sets to innovate. Indeed, as I will discuss shortly, this is one of the largest and most 
important policy and regulatory issues the industry faces. 
Stablecoins 

A very specific form of tokenized digital asset is the emerging category of stable 
value tokens, or stablecoins. While the recent announcement of the libra 
cryptocurrency was the first time many people heard about the concept of a 
stablecoin, they have been around for years and are growing steadily. Stablecoins 
represent one of the most important areas of innovation in our global financial sys-
tem. 

There are several flavors of stablecoins. The first are tokens where the stablecoin 
is backed by a single fiat currency and the backing is held in M1- or M2-style bank 
deposits. There are other types which are backed by fiat, including the proposed 
libra digital currency, but which are held in a basket of currencies and potentially 
other bonds and securities. There are also a number of nonfiat backed stablecoins, 
such as DAI, which are backed by cryptocurrency collateral with incentives to peg 
the token to $1. 

I will focus today on the fiat currency or asset-backed stablecoin variety, some-
times referred to as fiat tokens. Beyond the attention garnered by libra, fiat tokens 
are also noteworthy because of the rapid growth in new digital assets such as U.S. 
Dollar Coin, as well as proposals around the world for central bank-issued or regu-
lated digital currencies. 

In their recent history, these fiat tokens have largely been used in the digital 
asset trading and exchange markets to support trading strategies, including hedging 
and arbitrage. In the cryptoexchange market, traders need to be able to easily hedge 
in and out of volatile currency positions, and stablecoins created a tool to achieve 
this. Stablecoins’ advantage over dollars in traditional bank accounts is that they 
move at the speed of the internet and with the same security and transaction per-
manence as other digital currencies, helping to reduce or altogether eliminate 
counterparty risk. 

When we founded Circle 6 years ago, we believed that a digital currency based 
on existing fiat currency would emerge and that new open standards and tech-
nologies would allow fiat currency to gain all of the benefits of cryptocurrency. Fiat- 
backed digital currency would offer speed, security, privacy, global reach and nearly 
free transmission. Moreover, we were confident this kind of digital fiat money would 
become programmable using smart contracts, creating the possibility of a broad 
transformation of the global financial system. 

Just over 2 years ago, technology emerged to make these new standards possible, 
and we embarked on the creation of the CENTRE Consortium and its first 
stablecoin, the U.S. Dollar Coin (USDC). 

The CENTRE Consortium is a new membership-based network that provides an 
open source and open standard protocol for using fiat currencies on blockchains. 
CENTRE’s self-governance scheme requires consortium members to ensure compli-
ance with financial regulations and the demanding security, custody, audit, and ac-
counting methods needed to operate such an enterprise. CENTRE was cofounded by 
industry leaders Circle and Coinbase and recently opened up for new member appli-
cations. Conceptually, CENTRE is a mix between an open source software project 
and a self-governed payment network such as Visa or Mastercard. 
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The first stablecoin issued on the CENTRE Network is the U.S. Dollar Coin, a 
digital currency that is 1:1 dollar backed with reserves held in high-quality U.S. 
banks, with public monthly reserve attestations provided by a leading global public 
accounting firm. Issuers, which today include Circle and Coinbase, are regulated 
money service businesses under FinCEN rules and are licensed and regulated under 
money transmission and State banking statues around the United States. 

Over $1 billion has been tokenized, and over $500 million redeemed, through our 
services. U.S. Dollar Coin is now the largest and fastest growing financially trans-
parent stablecoin issued by regulated financial institutions. 
How Does CENTRE and U.S. Dollar Coin Compare to Libra? 

USDC has been available to customers since Q4 of 2018. We published our white 
paper nearly 2 years ago, launched the protocol and associated services, and re-
cently opened up the consortium to new members. USDC is already supported by 
dozens of digital wallets, exchanges, and custodial services, and is being used daily 
by leading digital asset market makers and liquidity providers. 

While USDC was initially launched with a focus on trading and markets use- 
cases, similar to libra, it has been designed to expand into payments and settlement 
for both consumers and businesses. Because it is built on the most popular smart 
contract platform, Ethereum, we also expect USDC to be used for financial contracts 
and other tokenized digital assets. 

Unlike Libra, which is attempting to establish a new global currency and unit of 
account, the CENTRE protocols provide a path for major reserve currencies to work 
as digital currencies. Over the next several years, the most important payments and 
financial contracts use-cases that use digital currency will be denominated in pop-
ular global reserve currencies. 

Also, unlike Libra, which has tied its stable-value token to its own blockchain, 
CENTRE is becoming blockchain agnostic, as we are moving to enable the CENTRE 
protocols and stablecoins to work on all major public blockchain infrastructures. 
Major public blockchain platforms are still in the early stages of development and 
adoption. Moving forward, people and businesses will want to use fiat digital cur-
rencies across these different platforms, in the same way that we want our content 
and websites to be accessible by any operating system, web browser, or device. We 
believe in openness, interoperability, and cross-platform standards. 
The Regulatory Environment for Digital Assets 

I am both deeply familiar with and actively involved in regulatory and policy 
issues surrounding cryptocurrencies, digital assets, and blockchain technology. Cir-
cle itself has embraced a regulated approach to crypto, with money transmission li-
censes from 48 States, the first New York BitLicense, the first Electronic Money 
Issuer (EMI) license for a cryptocompany in the U.K. and EU, and one of the first 
FINRA-regulated broker dealers operated by a cryptocompany. We have devoted sig-
nificant time over the past 6 years to engaging constructively with financial regu-
lators and policymakers all around the world. 

It is incorrect to think that U.S. cryptocompanies are unregulated. We focus every 
day on our obligations under Federal and State law, as well as the supervisory 
agreements of the licenses we carry. But being a law-abiding U.S. citizen should not 
put U.S. companies, or U.S. industry, at a disadvantage in the development of this 
global technology. To harness its promise, the industry needs consistent and globally 
coordinated national policies on digital assets. Because digital assets present a new 
kind of custody and security risk, the appropriate response of Governments should 
be to ensure that there is supervision and compliance around the fundamental pro-
tections needed for financial services—enterprise risk, cybersecurity risk, fraud and 
financial crime risk, and the risk of theft. 

At the same time, there is a tremendous amount of technical and business model 
innovation emerging in this field, with new developments moving at an accelerated 
pace. To support this innovation and experimentation, it is crucial that Govern-
ments approach this new asset class with a relatively light touch. 

A number of Governments around the world have started to pass laws that take 
just this approach, including smaller jurisdictions such as Singapore, Bermuda, 
Switzerland, and Malta. Recently, larger countries such as France and Japan have 
put forward and are contemplating cohesive national policy frameworks for the dig-
ital asset industry. 

Governments and regulators globally are taking very different approaches, cre-
ating a significant impact on the industry. In the United States, regulatory uncer-
tainty and the application of laws that do not contemplate digital assets has led to 
the loss of significant opportunity for U.S. cryptocompanies, and ultimately for con-
sumers, businesses, and the national economy as a whole. The Securities and Ex-
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change Commission, for example, is forced to apply Federal laws written in the 20th 
century to technologies created in the 21st. In the U.S., one of the main factors that 
determines whether or not a cryptoasset should be regulated as a security is the 
Howey test, formulated by the Supreme Court in 1946. 1 If an asset is deemed a 
security, it must be registered with the SEC and the team behind it must abide by 
a wide range of regulatory obligations. The consequences of a mistake can be serious 
financial and legal consequences for an organization as well as its officers and em-
ployees. This has had a material impact on the competitiveness of U.S. 
cryptocompanies, and is a backward- rather than forward-looking approach. Con-
gress should consider new laws that protect consumers while not causing companies 
to fixate on nearly century-old definitions rather than innovation. While the U.S. 
has been working through these issues, foreign, mostly Asian-based, 
cryptocompanies have begun to dominate, while U.S. companies have lost consider-
able market share. 

The result of the uncertain and restrictive regulatory environment has led many 
digital asset projects and companies to domicile outside of the United States and 
to block U.S. persons and businesses from accessing products and technologies. In 
Circle’s case, we have begun the process of moving our international-facing products 
and services into a licensed Bermuda entity. Bermuda’s forward looking Digital 
Asset Business Act provides a comprehensive regulatory framework for companies 
offering this new type of financial service. We believe that the approach the Ber-
muda Government has taken can and should be emulated by other countries. Some 
of the positive aspects of their regulatory framework include: 

• They have established a comprehensive national policy for digital assets busi-
nesses. 

• Rather than try and fit digital assets into banking and payments or securities 
and investments laws, they established a new set of laws specific to digital as-
sets, including a new set of definitions of what constitutes digital assets, reflect-
ing the dynamic and multifaceted nature of this new asset class. 

• The licensing and supervisory framework is broad, spanning digital asset activi-
ties including storage and custody, payments, dealing and trading, and oper-
ating exchanges. 

• Compared to a patchwork of regulators here in the United States, across the 
Federal Government and the States, there is a single regulator to supervise 
firms. 

• There is an acknowledgement from both policymakers and regulators that this 
is a dynamic and fast moving field with constant technology and business model 
innovation, and they have committed to proactively working with industry to 
evolve the laws and supervisory requirements as the market grows and ma-
tures. 

• The core of the risks they are focused on regulating are in our view the most 
important risks—enterprise risk, financial crimes risk, cybersecurity risk, and 
custody risk. 

As the largest economy in the world, and the home of the largest financial mar-
kets infrastructure, the United States has built robust regulatory and supervisory 
frameworks for financial institutions that have served as a model for other coun-
tries. This is a huge asset for the U.S. and the global economy, and the legal frame-
works that have been adopted and amended over the past 80 years are without a 
doubt foundational to market stability and risk management. 

However, just as the joint-stock corporation and private banking emerged and 
transformed how economic activity could be organized during the late industrial rev-
olution, the development of the global digital economy and a new financial system 
built on digital assets will lead to massive changes in the nature of finance and eco-
nomic organization. 

It is vital that we allow innovators and digital assets projects room to grow and 
develop here in the United States. Congress should adopt national policies that de-
fine and establish digital assets as a new asset class and develop appropriate rules 
and exemptions for digital assets. This will require legislation that likely changes 
our existing commodities, securities, and banking laws, among others. Such policies 
should have the effect of enabling rapid technological progress within the context 
of sound risk management. 

Without a sound, pragmatic, and agile national policy framework for digital as-
sets, I am concerned that the United States will not be the world’s leader in this 
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critical new technology, that it will continue to fall behind, and that it will not fully 
reap the benefits of the economic transformation that digital assets will bring. 

Thank you for your increased interest and attention to this area of significant 
transformation. I look forward to continued dialogue as we work to ensure that the 
United States remains a center of technological advancement of the financial sys-
tem. 
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Chairman Crapo, Ranking Member Brown, and Members of the Committee, thank 
you for the opportunity to appear before you today on behalf of the Congressional 
Research Service to discuss ‘‘Examining Regulatory Frameworks for Digital Cur-
rencies and Blockchain’’. 

As requested, my testimony focuses on the international landscape of digital cur-
rencies and emerging policy issues. 1 In particular, I discuss the cryptocurrency mar-
ket, the approaches adopted by Governments to regulate cryptocurrency, and the po-
tential need for harmonization of regulations across countries. I also analyze the po-
tential implications of proposals made by some Governments and large multi-
national corporations (MNCs) to create new digital currencies to be used on a large 
scale. 
Cryptocurrencies: Terminology and Market Developments 

Cryptocurrencies are digital representations of value that typically are adminis-
tered using distributed ledger technology and have no status as legal tender. Dis-
tributed ledgers use independent computers to record, share, and synchronize trans-
actions in their respective electronic ledgers, rather than relying on a centralized 
ledger. 2 As a result, cryptocurrencies do not rely on Government agencies (such as 
central banks) or financial institutions (such as private banks), both of which are 
involved in the creation and transfer of fiat money (money that has no intrinsic 
value, but serves as money by Government decree). Most cryptocurrencies usually 
use a particular type of distributed ledger technology, blockchain, to both secure the 
ledger using cryptographic protocols and give users some level of anonymity. 

The first cryptocurrency, bitcoin, was launched in 2009, partly in response to con-
cerns about traditional banks and fiat money following the global financial crisis of 
2008—2009. 3 Over the following decade, thousands more cryptocurrencies were cre-
ated. As of today, more than 2,200 cryptocurrencies are in circulation. 4 As the mar-
ket has developed, different types of cryptocurrencies have emerged that vary on a 
number of dimensions. 5 
Types of Cryptocurrencies and Related Terminology 

Payment tokens are the most well-known type of cryptocurrencies, and are de-
signed to function as a medium of exchange or payment for goods and services. 
Bitcoin is a payment token, as are Ethereum and Litecoin among others. 6 Utility 
tokens are digital assets designed to be spent within a certain blockchain system. 
For example, the Golem platform is a marketplace for computing power; users can 
earn Golem Network Tokens by renting out unused computational resources. 7 An-
other example is Dentacoins: dental patients can earn the coins by giving dentist 
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reviews and other activities and use Dentacoins to pay for dental services at partici-
pating dentists. 8 

More recently, a new type of cryptocurrency has been created to address the large 
value fluctuations of the more prominent payment tokens. 9 ‘‘Stablecoins’’ are 
cryptocurrencies pegged to or backed by fiat currencies, other cryptocurrencies, or 
precious metals. As their name indicates, these cryptocurrencies are designed to be 
more stable in value than the earlier payment tokens. Tether and Gemini Dollar, 
which were designed to be backed by the dollar on a 1:1 ratio, are examples of 
stablecoins, as are Digix Gold Tokens, which were designed to be backed by gold. 10 
Facebook’s proposed new cryptocurrency, the libra, would also be a stablecoin; 
Facebook is planning to back the libra with a basket of ‘‘low-volatility’’ assets (bank 
deposits and short-term Government securities) from ‘‘stable and reputable central 
banks.’’ 11 

Cryptocurrencies are also occasionally referred to as cryptoassets, to emphasize 
that these products are in practice closer to financial assets or investments than a 
functional medium of exchange. 12 The term ‘‘cryptoassets’’ is also used to refer more 
broadly to the expanding universe of financial products underpinned by distributed 
ledger technology. In addition to digital money, entrepreneurs are increasingly ex-
ploring the distributed ledger technology’s application to securities. Security tokens 
are a subset of cryptoassets and are used to represent legal ownership of a financial 
asset, such as equity or debt interests in an enterprise managed principally by oth-
ers and are often transacted using distributed ledger technology. 13 One example of 
a security token is tZero, a subsidiary of e-commerce retailer Overstock. The tZero 
security token provides its holders with a preferred equity security in Overstock, 
and features a dividend based on the firm’s revenue. 14 

Companies that facilitate the use of cryptocurrencies have also flourished over the 
past decade. For example, exchanges are digital platforms that allow customers to 
trade cryptocurrencies for other cryptocurrencies and/or fiat currencies. Top ex-
changes by trading volume are OKEx, Binance, and HitBTC. 15 Wallets are applica-
tions or interfaces that can be downloaded onto a device to facilitate transacting in 
cryptocurrencies. Popular wallet apps include Exodus and Copay, among others. 16 

Market Trends 
The cryptocurrency market is concentrated and volatile. In terms of market con-

centration, bitcoin remains the most well-known and widely used cryptocurrency, 
accounting for 65 percent of the market. 17 The five largest cryptocurrencies (Bitcoin, 
Ethereum, Ripple, Litecoin, and Bitcoin Cash) account for over 80 percent of the 
market (Figure 1). In terms of market fluctuations, the cryptocurrency market (driv-
en largely by bitcoin) boomed in 2017, increasing from a market value of about $18 
billion in January 2017 to over $800 billion in January 2018. The market crashed 
in 2018, with cryptocurrencies losing about 85 percent of their value by the end of 
the year. It has somewhat rebounded in 2019, to about $274 billion in July, com-
parable in market value to large corporations such as Nestle, Samsung, or Proctor 
and Gamble. 18 Compared to other global financial markets, however, the 
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cryptocurrency market is small: global stock markets are valued around $80 trillion 
and global bond markets are valued around $246 trillion globally. 19 

Potential Benefits and Risks 
In general, observers debate whether cryptocurrencies will in time achieve their 

purported potential, or whether they are another speculative bubble, similar to tulip 
bulbs in 17th century Holland. 20 Proponents argue that cryptocurrencies have the 
potential to revolutionize the financial and banking industries. Cryptocurrencies 
could increase payment efficiency, reduce transaction costs of payments and fund 
transfers, increase participation in the financial system, and facilitate transactions. 

Others are more skeptical. Many cryptocurrencies are considered to be volatile, 
create a host of consumer protection and illicit finance concerns, face an uneven 
global regulatory environment, and require sizeable energy resources for the associ-
ated computations. Some skeptics allege that many cryptocurrencies are effectively 
a Ponzi scheme and primarily finance illicit activities. 21 
Patchwork of National Regulations 

Cryptocurrencies span national borders and are designed for international use, 
but they are regulated by Governments at the national level. Governments around 
the world are taking different approaches to cryptocurrencies, applying different no-
menclatures and definitions, and tackling different legal and policy questions. With 
more than 190 sovereign States in the world and arguably little harmonization of 
cryptocurrency regulations across countries to date, a complex patchwork of Govern-
ment regulations is emerging. Broadly speaking, Government approaches fall across 
a spectrum from actively encouraging cryptocurrencies to banning them outright. 
Actively Fostering Cryptocurrencies 

At one end of the spectrum, some Governments are actively seeking to become 
cryptocurrency hubs by attracting and developing cryptocurrency industries in their 
countries. These Governments view cryptocurrency as an important financial inno-
vation that can create jobs and generate economic activity. They have created regu-
latory frameworks tailored to, and designed to attract, a range of businesses and 
activities in the cryptocurrency industry, including cryptocurrency exchanges and 
initial coin offerings (ICOs). 

For example, Switzerland is seeking to create a cryptocurrency industry, or 
‘‘Crypto Valley,’’ a cluster of companies associated with cryptocurrency akin to the 

Figure I. Cryptocurrency Market Trends 
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cluster of technology companies in Silicon Valley. ‘‘Crypto Valley’’ is located in the 
canton of Zug. The jurisdiction has tried to attract cryptocurrency companies and 
exchanges through the early adoption of regulations designed to provide regulatory 
certainty; these regulations are also generally viewed as favorable to attracting 
cryptocurrency activities. Multinationals are attracted to Zug’s low tax rates. Com-
panies that created and promote Ethereum, the second largest cryptocurrency by 
value, are located in Zug, and as many as 200–300 cryptocurrency entities have 
opened there in recent years. 22 The nonprofit that is to oversee Facebook’s proposed 
new cryptocurrency, the libra, is registered in Geneva, where it received a ‘‘warm 
welcome’’ from officials. 23 By contrast, officials in many other jurisdictions have 
raised a number of concerns regarding the libra. In 2018, the Swiss finance minister 
talked about expanding ‘‘Crypto Valley’’ to ‘‘Crypto Nation.’’ 24 

Similarly, Malta is promoting itself as ‘‘Blockchain Island.’’ Its development of 
‘‘cryptofriendly’’ frameworks and a blockchain strategy taskforce to advise the Gov-
ernment, as well as a favorable tax rate for international companies, has attracted 
cryptocurrency industries, including two prominent cryptoexchanges (Binance and 
OKEx). 25 Singapore has also strived to become a cryptocurrency hub in Asia, with 
analysts describing its regulators as well-informed and transparent about 
blockchain and cryptocurrency, compared to regulatory uncertainties in other juris-
dictions. 26 Singapore has embraced cryptofriendly regulations and is a major loca-
tion for ICOs. 27 Singapore has also explored ways to integrate distributed ledger 
technology into its financial system. 28 
Banning or Restricting Cryptocurrencies 

At the other end of the spectrum, Governments have banned the use of 
cryptocurrencies or specific activities associated with cryptocurrencies. These Gov-
ernments generally view the risks of cryptocurrencies, such as undermining finan-
cial stability, lack of investor and consumer protections, and the potential for illicit 
transactions, as more significant than the possible benefits. 

For example, China has restricted its banks from using cryptocurrencies as cur-
rency, banned ICOs, and restricted cryptocurrency exchanges. 29 South Korea has 
also banned ICOs. 30 Algeria, Bolivia, Morocco, Nepal, Pakistan, and Vietnam ban 
all cryptocurrency activities; Qatar and Bahrain bar domestic cryptocurrency activi-
ties; and Bangladesh, Colombia, Iran, Lithuania, Lesotho, and Thailand ban finan-
cial institutions from facilitating transactions involving cryptocurrencies. 31 Egypt 
has banned the use of cryptocurrencies to conduct commerce, Taiwan has prohibited 
its banks from accepting or transacting cryptocurrencies, Indonesia has prohibited 
the use of cryptocurrencies for payment, and Vietnam does not allow 
cryptocurrencies to be used as a legal means of payment. 32 In India, a Government 
panel has recommended banning cryptocurrencies. 33 
Balanced Regulation of Cryptocurrencies 

In the middle of the spectrum, some Governments are seeking to balance encour-
aging financial innovation and managing the risks posed by cryptocurrencies, while 
providing greater clarity surrounding the emergency of cryptocurrencies. These Gov-
ernments stop short of banning cryptocurrencies but are not actively seeking to be-
come cryptocurrency hubs. Most major advanced economies, including the United 
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States, Eurozone countries, and the United Kingdom, have adopted this type of ap-
proach. 

Regulatory frameworks in many countries are still evolving, and countries are 
taking different approaches. Countries often have differing working or legal defini-
tions of cryptocurrencies and are developing differing regulations across a range of 
issues. Some countries are applying or adapting existing regulations to 
cryptocurrencies and others are developing new regulations specifically focused on 
cryptocurrencies. One study finds that even within countries, consensus may be elu-
sive, as different agencies in the same Government may adopt conflicting ap-
proaches to cryptocurrencies. 34 

Countries have focused, to varying degrees, on regulations pertaining to 
cryptocurrencies’ permitted usage, tax treatment, application to securities regula-
tions, anti– money laundering/countering the financing of terrorism (AML/CFT) im-
plications, registration and reporting requirements, cybersecurity requirements, and 
regulations pertaining to financial institutions dealing with cryptocurrencies. 

For example, regulators focus on cryptocurrency exchanges, because they provide 
a nexus between the cryptocurrency market and the traditional financial sector. Ex-
changes present a number of issues for regulators, particularly related to consumer 
protections and money laundering. According to one study, nearly 95 percent of all 
reported trading in bitcoin is suspected to be artificially created by unregulated ex-
changes. 35 There are also concerns that exchanges are exploited for money laun-
dering. 36 Regulators striving to protect consumers and address illicit financing con-
sider what licensing, reporting, cybersecurity, systems integrity, and AML/CFT reg-
ulations to apply to exchanges, among other requirements. 37 Part of their calcula-
tion may center on whether to apply existing regulations, such as those pertaining 
to banks, securities exchanges, or other components of the payments or financial 
system, or whether to develop a new regulatory structure altogether. The different 
types of cryptocurrencies (for example, payment tokens vs. stablecoins) and the 
opaque nature of the exchanges may complicate regulators’ calculations. 38 Different 
countries have taken various approaches in their licensing, transparency, and AML/ 
CFT requirements. 
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Governments also vary in their regulatory treatment of ICOs. ICOs are a process 
by which new cryptocurrency coins or tokens are issued, and a way to raise capital. 
In 2018, 2,284 ICOs were concluded, raising almost $11.4 billion. 40 Consumer pro-
tections are a key concern of ICO regulations: according to one study, nearly 80 per-
cent of ICOs in 2017 were identified as scams, and only about 8 percent reached 
the trading stage on cryptocurrency exchanges. 41 Regulators have focused on when 
ICOs should be regulated as securities. The issuance of securities is highly regu-
lated in many countries. For example, countries may require registration with a reg-
ulating agency and the disclosure of information about the seller and the security. 
Some countries have developed guidance on the application of securities regulations 
to ICOs based on different types of tokens; others are applying existing securities 
regulations to ICOs on a case-by-case basis. 

Cryptocurrency Exchange Regulations: Selected Examples39 

• Australia: The government requires exchanges to register with the nation's anti-money laundering (AML) agency 
and implement anti-money laundering and countering the financing of terrorism (AMUCFT) programs. 

• Estonia: The Supreme Court upheld the Estonian government's application of AML laws to cryptocurrency 
exchanges. These laws require exchanges that conduct trades over € 1,000 (about $1,200) to meet their 
customers in person and keep identification records. 

• Japan: Exchanges must be registered with the Financial Services Agency, obey minimum capital and cybersecurity 
requirements, and undergo audits, among other stipulations. 

• Jersey (the Channel Islands): Exchanges above £1 50,000 (about $195,000) are required to register with the 
Jersey Financial Services Commission and comply with AML and CFT regulations. 

• European Union (EU): The European Parliament adopted a directive that extends AMUCFT regulations to 
currency exchanges. 

• Luxembourg: The government requires all exchanges be licensed by the Finance Ministry. 

• Philippines: Exchanges are required to app~ for a certificate of registratio~ register with AML authori ties, and 
are subject to fees. 

• United States: The Securities and Exchange Commission (SEC) requires registration of any trading platform that 
meet its definition of a national securities exchange. The Treasury Departmenrs Financial Crimes Enforcement 
Network (FinCEN) requires cryptocurrency exchanges to register as money services businesses (MSBs) and 
implement relevant AML recordkeepint reporting, and com~iance measures. Cryptocurrency exchanges are also 
subject to state regulations. 

• UK: Government applies its AML regulations to cryptocurrency exchanges. 
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National regulators have also considered the tax treatment of cryptocurrencies, 
and again have arrived at different approaches. For tax purposes, a cryptocurrency 
could be considered a form of cash, foreign currency, investment, income, com-
modity, or service. Classification has implications for the tax treatment of trans-
actions and holdings of cryptocurrencies. For example, classification may determine 
whether cryptocurrency proceeds are subject to income tax, capital gains tax, sales 
tax, and so forth. Some jurisdictions also differentiate between individual use of 
cryptocurrency on a small scale and larger-scale cryptocurrency investments and 
transactions. Likewise, some jurisdictions differentiate between cryptocurrency 
transactions by corporations and individuals. Another complicating factor is the 
growing types of cryptocurrencies. As cryptocurrencies proliferate and start to serve 
different functions, policymakers are faced with whether they should all be taxed 
the same way. 

Initial Coin Offerings (ICO) Regulations: Selected Examples42 

, Canada: Canadian Securities Administrators released a notice clarifying that many cryptocurrency offerings 
involve the sales of securities, although it has approved exemptions for some ICOs from securities requirements. 

, France: The government is considering an ICO licensing regime that would regulate ICO token sales. 

, Hong Kong: The Securities and Futures Commission released a statement that virtual tokens may be subject to 
securities laws, depending on the facts and circumstances of an ICO. 

, Switzerland: The Swiss financial supervisory authority has published guidance on the application of securities 
regulations by token type, although will review ICOs on a case-by-case basis. 

• United Arab Emirates: ICOs are regulated as securities offerings on a case-by-case basis. 

, United States: The SEC may regulate virtual coins or tokens offered as part of an ICO as securities, depending 
on the specifics of the ICO. ICOs in the United States are also subject to state-level regulations. 
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Despite the differences in regulatory approaches, one global survey of 
cryptocurrency regulations finds that issuing warnings about the pitfalls of invest-
ing in cryptocurrencies is exceedingly common. 44 Such warnings are usually issued 
by central banks, and are largely designed to educate citizens about the difference 
between fiat currencies and cryptocurrencies. The warnings caution that citizens 
who invest in cryptocurrencies do so at their own personal risk and that consumers 
have no legal recourse available in the event of loss. 
The Need for International Regulatory Harmonization? 

The patchwork of national-level cryptocurrency regulations around the world 
raises the question of whether international regulatory harmonization is needed. In 
general, major financial regulatory differences among countries can create insta-
bility. Regulatory differences can lead to an accumulation of under-regulated activi-
ties, financial institutions may engage in regulatory arbitrage, countries may engage 
in a regulatory race-to-the-bottom, and lax regulation in one country can cause con-
tagious crises around the world. 45 Countries have worked together in the past to 
harmonize various financial regulations, including capital standards (the Basel Ac-
cords) and shadow-banking activities (G20 regulatory reforms following the global 
financial crisis in 2008–2009). 

Several policymakers have argued for greater harmonization of cryptocurrency 
regulations across countries. The G7 finance ministers and central bank governors 
agreed in 2018 that international coordination on cryptocurrencies is needed to en-
sure that regulations are effective in a globally interconnected financial system. 46 
The G20 finance ministers and central bank governors pledged to work with inter-
national bodies to monitor the risks associated with cryptocurrencies and to assess 
multilateral responses as needed. 47 Then-Managing Director of the International 

Tax Treatment of Cryptocurrencies: Selected Examples43 

• Many EU countries exempt cryptocurrency transactions from value-added tax (VAT). 

• Canada: Cryptocurrencies are considered commodities and profits from transactions in cryptocurrencies are 
taxed as a barter transaction, which is subject to income tax. 

• France: The government updated its tax rules to make cryptocurrencies subject to capital gains tax. 

• Germany: The government does not tax cryptocurrencies when they are used for payments. 

• Israel: The government clarified that virtual currency sales would be subject to a capital gains tax and miners and 
other traders would be subject to a VAT. 

• Poland: Taxpayers have been advised to file taxes on cryptocurrency trading and profits. 

• Singapore: Companies that buy and sell cryptocurrencies must pay taxes based on gains from their sale, but 
gains from long-term investments are considered capital and therefore not taxed (since Singapore does not have a 
capital gains tax). 

• Sweden: Cryptocurrencies are not subject to the VAT but may be taxed as capital gains. The application of 
income vs. economic activity tax depends on the transactions per year. 

• United States: The Internal Revenue Service found that cryptocurrencies are considered property, not 
currency, for tax purposes. 
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Monetary Fund (IMF) Christine Lagarde argued that international regulation and 
supervision of cryptocurrencies is ‘‘inevitable.’’ Additionally, the editorial board of 
the Financial Times argues that a coordinated international regulatory framework 
for the ‘‘wild west’’ of cryptocurrencies is long overdue. 48 

Some initial international efforts at harmonization of cryptocurrency regulations 
are proceeding (see textbox below), although more systematic coordination remains 
elusive. A more aggressive adoption of a one-size-fits all international regulatory 
structure for cryptocurrencies could have costs, however. It could create distortions, 
have unintended consequences, and impede innovation, a particular concern in the 
fast-changing cryptocurrency market. Additionally, the macroeconomic risks associ-
ated with cryptocurrencies have been relatively limited to date; in 2018, the Finan-
cial Stability Board (FSB), which promotes international financial stability by co-
ordinating national financial authorities and international standard-setting bodies 
found that cryptocurrency markets do not currently pose a material risk to global 
financial stability. 49 

Could Digital Currencies Go Mainstream? 
To date, cryptocurrencies have been a relatively small, niche market, dominated 

by specialized entities and firms and used among a small set consumers. 53 The pro-
liferation of cryptocurrencies has generated interest among some Governments and 
large multinational corporations (MNCs). If Governments and MNCs move into the 
digital currency market, the usage of digital currencies could dramatically increase, 
which would have policy implications for the United States. 
Digital Fiat Currencies 

Interest is growing among some Governments in creating digital versions of their 
fiat currencies. Digital fiat currencies would be exchanged electronically but, unlike 

International Efforts for Cryptocurrency Regulation Coordination 

Perhaps most prominently, the Financial Action Task Force (FATF), which promotes effective implementation of legal, 
regulatory, and operational measures for combatting money laundering and terrorist financing, has adapted its 
recommendations to clar~ their application to cryptocurrencies, including recommending tighter oversight of 
cryptocurrency exchanges to prevent money laundering.50 

Additionally, two international standard setting bodies have engaged on questions pertaining to cryptocurrency regulation. 
The Basel Committee on Banking Supervision, a committee of banking supervisory authorities, published guidance on 
cryptocurrencies for banks focusing on due diligence, governance and risk managemen~ disclosure, and supervisory 
dialogue.11 The International Organization of Securities Commissions (IOSCO), an international association of 
securities regulators, has developed a consultation network where members can discuss ICO issues and is requesting 
comments on issues pertaining to cryptocurrency exchanges.52 
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cryptocurrencies, would serve as legal tender. There are a wide range of proposals 
and forms that digital fiat currencies could take. To date, countries are primarily 
exploring digital fiat currencies as a way to raise money, avoid sanctions, or ensure 
a safe and efficient payment system. 

Sovereign Cryptocurrencies 
Some Governments have launched or are considering a blockchain-based legal cur-

rency to run in parallel with their traditional fiat currency. The most prominent ex-
ample to date is Venezuela. In December 2017, President Maduro of Venezuela an-
nounced plans to launch a new digital fiat currency, the ‘‘petro,’’ which would use 
blockchain technology and be backed by oil reserves and oil commodities. 54 Maduro 
hoped that creating and selling a new digital currency could provide the cash- 
strapped Government with a fresh infusion of funds. Maduro also stressed that the 
petro would help Venezuela ‘‘advance in issues of monetary sovereignty, to make fi-
nancial transactions and overcome the financial blockade,’’ an apparent reference to 
U.S. sanctions that restrict Venezuela’s access to U.S. financial markets. There 
were, and continue to be, a number of questions about the currency, including how 
the oil guarantee works. 

The Venezuelan Government launched the petro in February 2018 through a pri-
vate presale that went through mid-March. The Government claims it raised $3.3 
billion, 55 but the amount raised has not been confirmed by an independent audit. 56 
Amidst historically high inflation of its fiat currency, the bolivar, the Venezuelan 
Government in August 2018 devalued the bolivar by about 95 percent, renamed it 
the ‘‘sovereign bolivar,’’ and pegged it to the petro. 57 Nevertheless, the petro is not 
being circulated within Venezuela or sold on any major cryptocurrency exchange, 
and some analysts have called the petro a scam. 58 Iran and Russia have also con-
sidered issuing their own cryptocurrencies to evade sanctions, although the details 
and status of such plans are unclear. 59 

The Marshall Islands is also pursuing the launch of a cryptocurrency, the ‘‘Sov-
ereign’’ (SOV). The SOV would become the Marshall Islands’ second legal currency 
and run parallel to the U.S. dollar. By international agreement with the United 
States (the Compact of Free Association), the U.S. dollar is legal tender in the Mar-
shall Islands. 60 The primary motivation for the cryptocurrency is to raise revenue 
for the Government; the Marshall Islands is a small country at risk for natural dis-
asters and reliant on the United States for foreign aid. In February 2018, the Mar-
shall Island’s parliament passed legislation to lay the groundwork for the digital de-
centralized currency. In June 2019, the Government established a nonprofit organi-
zation to develop, implement, and maintain the infrastructure for the SOV. 61 

The IMF has raised a number of concerns about the SOV, such as: 

• the likelihood that the SOV could to become an effective means of exchange; 
• the SOV poses serious AML/CFT risks; fluctuations in the SOV’s value could 

create financial risks for the Government; 
• the SOV requires heavy reliance on a third-party to develop and manage the 

currency; 
• the SOV could be a target for cyberattacks; 
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• and the legal implications of the SOV are complicated by the international 
agreement with the United States establishing the U.S. dollar as legal tender 
in the Marshall Islands. 62 

Central Bank Digital Currencies 
Some Governments are also exploring streamlining the electronic payment system 

for fiat currencies, to provide a more robust and legal alternative to 
cryptocurrencies. In particular, some Governments are considering whether and, if 
so how, central banks could make digital fiat currencies directly available to the 
public, obviating the need for the intermediaries to complete transactions (as is the 
case currently). 63 Transactions involving such ‘‘central bank digital currencies’’ 
could be recorded using distributed ledger technology, but alternative ledgers (in-
cluding centralized ledgers) would also be possible. 

For example, Sweden’s central bank, the Riksbank, is considering the adoption of 
an ‘‘e-krona.’’ 64 The e-krona is motivated by the decline in the use of cash in Swe-
den and the increasing reliance on private payment processors. The Riksbank has 
argued that the e-krona is necessary to maintain sovereign control over the payment 
system, and to ensure stability and trust in Sweden’s monetary system, particularly 
during crises. The e-krona would be issued by the Riksbank and represent a claim 
on the Swedish State. The e-krona would be denominated in Swedish krona (it 
would not have a different value system from its traditional fiat currency, the 
krona) and the Riksbank would have responsibility for the e-krona’s underlying in-
frastructure. The Riksbank is currently considering a pilot e-krona project to assess 
its viability. Other central banks including Canada, China, and Uruguay are also 
considering similar initiatives, and the Eastern Caribbean Central Bank (ECCB), 
the monetary authority for eight island economies, launched a pilot in July 2019. 65 

In contrast, many central banks in advanced economies, including the U.S. Fed-
eral Reserve, 66 the European Central Bank (ECB), 67 the Bank of England, 68 the 
Reserve Bank of Australia, 69 the Bank of Israel, 70 and the Reserve Bank of New 
Zealand, 71 have argued against the benefits of digital fiat currencies or announced 
that they do not intend to adopt a digital fiat currency at this time. To varying de-
grees, they have questioned the need for digital fiat currencies and cautioned that 
digital fiat currencies could be prone to hacking and undermine financial stability. 

Implications for the United States 
If other Governments create and adopt digital fiat currencies, the policy implica-

tions for the United States would largely depend on which countries are involved 
and how their digital fiat currencies are structured. For example, one of the more 
nefarious motivations for a digital fiat currency—sanctions evasion—would raise 
issues pertaining to the enforcement of U.S. sanctions. The adoption of digital fiat 
currencies by many other major economies could raise concerns about maintaining 
the role of the U.S. dollar as a reserve currency in the global economy, although 
the central banks of major advanced economies have largely indicated their intent 
to refrain from doing so at this time. New digital fiat currencies could also raise 
concerns about the potential for new vulnerabilities in the international economy 
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and the protection of U.S. consumers purchasing, holding, and transacting in these 
currencies. 
Cryptocurrencies Associated With Large Multinational Corporations 

Some large financial and nonfinancial MNCs are also creating or planning to cre-
ate their own cryptocurrencies. In February 2019, JPMorgan, which has a presence 
in over 100 markets worldwide, became the first U.S. bank to create and success-
fully test a digital coin representing a fiat currency: the JPM Coin. 72 Goldman 
Sachs, a major U.S. multinational investment bank and financial services company, 
is conducting extensive research on ‘‘tokenization,’’ the process for transforming cur-
rencies or assets into tradeable digital contracts transacted through distributed 
ledger technology. 73 

In June 2019, Facebook, with approximately 2.4 billion active users, announced 
its plans for the libra, a new cryptocurrency to be backed by assets and supported 
by more than two dozen companies including Uber, Spotify, Mastercard, and Visa, 
among others. Libra would be classified as a stablecoin, because its value would be 
backed by a reserve of assets with a stable value. In contrast, the value of bitcoin, 
for example, fluctuates depending on users’ beliefs about its worth. Relative to the 
U.S. dollar however, the value of the libra would fluctuate, because the reserve as-
sets would be denominated in a basket of currencies. The Libra Association, the 
nonprofit established by Facebook in Switzerland to oversee the currency, is tar-
geting a launch date for the libra in the first half of 2020. 

Following Facebook’s announcement, China’s central bank is reportedly reconsid-
ering an officially sanctioned cryptocurrency after previously banning them; there 
is speculation they could develop a cryptocurrency associated with WeChat. 74 
WeChat is a popular messaging app in China with 1.1 billion active users and has 
an affiliated payment system (WeChat Pay) that transacts money in Chinese yuan 
and through Chinese banks. 

By tapping their large customer bases and networks, these or other major institu-
tions aspire to take cryptocurrencies mainstream. Upscaling the size of the 
cryptocurrency market could magnify cryptocurrency’s benefits, including cheaper 
and easier transactions and broader financial inclusion. Their proposals also mag-
nify existing concerns about cryptocurrency, including consumer protections and 
money laundering, as well as introduce new concerns about sovereign control of 
money, global stability, and privacy. 

Debating the Merits of the Proposed Libra Cryptocurrency 
Facebook has garnered far more interest and backlash against its cryptocurrency 

plans than other traditional financial MNCs, due to questions about Facebook’s al-
leged lack of expertise in the banking sector, the size of its network, and concerns 
about its handling of user data. 75 In July 2019, the G7 finance ministers and cen-
tral bank governors agreed that the libra raises ‘‘serious regulatory and systemic 
concerns, as well as wider policy issues, which both need to be addressed before 
such projects can be implemented.’’ 76 

If the project moves forward, the libra may have the most appeal for consumers 
in developing countries who do not have access to traditional banking systems (the 
‘‘unbanked’’). The World Bank estimates that 1.7 billion adults are unbanked, yet 
two-thirds of them own a mobile phone that could help them access financial serv-
ices. 77 The libra would provide these consumers with the ability to store and trans-
act money digitally from mobile phones. The libra could also potentially benefit the 
senders and receivers of remittances by dramatically reducing fees, potentially to 
zero. Even among these potential users, however, there are questions about whether 
the libra could effectively replace cash in developing countries, currently the domi-
nant method of payment. 78 

The libra may have less appeal to consumers in developed countries with access 
to traditional banking systems. Unlike fiat money held in a traditional bank ac-
count, libra holdings would not earn interest or be backed by deposit insurance. 
Libra users would assume foreign exchange risk by holding libra and maintaining 
payment obligations, such as taxes, denominated in the traditional fiat currency. 
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Users would also need to accept the risk that the value of their libra holdings could 
change relative to the domestic fiat currency if the Libra Association changed the 
currency composition of the reserve basket. 

The libra’s reserve assets are critical to its operation, but raise a host of policy 
questions. Examples include the following. 

• If the libra scales to the size envisioned, it is unclear how this will affect mar-
kets of ‘‘safe’’ assets, as the libra reserve becomes a huge buyer and holder of 
them. 

• It is also unclear what the implications of concentrating safe assets into one pri-
vate institution would be; some policymakers are already concerned about the 
large size of some technology and financial firms. 

• There are also concerns about what would happen if the assets in the libra’s 
reserve deteriorate; what is a safe asset one day may not be safe the next. For 
example, if one of the currencies in the libra’s basket collapses, it could trigger 
a run on the libra, necessitating a broad selloff of the libra’s reserve assets. 79 
Depending on the size, such a selloff could trigger a significant financial crisis. 

Strong regulations could address some concerns about the libra’s reserve assets, 
but there are questions about who and how the libra would be regulated. 80 The reg-
ulatory framework is complicated by the number of jurisdictions in which Facebook 
is proposing to operate, and the different aspects of the libra project that could re-
quire regulation: the libra itself, the Libra Association, and Facebook’s proposed 
libra wallet app, Calibra. In response to backlash from some regulators, the Libra 
Association appears to be shifting its approach. The libra’s white paper asserts that 
it would operate as an open and largely decentralized network after 5 years. Subse-
quently in public statements, the Libra Association appears to be stressing that it 
would shoulder significant responsibility for ensuring compliance with various regu-
lations. 81 

The libra also upends the debate about privacy and cryptocurrency. Previously, 
concerns about privacy in cryptocurrency markets focused on whether users had too 
much privacy: that by partially shielding user identities, cryptocurrencies allowed 
bad actors to engage in nefarious and illegal activities. The libra inverts the policy 
discussion to focus on protecting user data. In particular, concerns focus on how 
users’ data on financial transactions would be protected, and not merged with user 
data from other Facebook platforms. Although the head of Calibra has pledged that 
ensuring privacy is a top priority, many analysts are more skeptical given previous 
scandals involving Facebook’s use of user data and the dependence of Facebook’s 
business model on collecting and monetizing user data. 82 

Conclusion 
Cryptocurrencies are a relatively new market that is still rapidly evolving. Bitcoin 

was introduced in 2009, and initially existed in obscurity. Now thousands of dif-
ferent cryptocurrencies are in circulation with a value of about $270 billion. Govern-
ments have responded differently to the rise of cryptocurrencies, and a patchwork 
of national regulations has been developed. Given the mismatch between the inter-
national nature of cryptocurrencies, and their regulation at the national level, there 
is increasing discussion about whether cryptocurrency regulations need to be har-
monized across countries. 

Today’s cryptocurrency market is much smaller than other global financial mar-
kets. However, digital currencies may have the potential to be adopted more widely, 
as central banks and large MNCs look to create their own digital currencies. Large- 
scale adoption of digital currencies could have a range of policy implications for the 
United States, including financial stability, consumer protections, AML/CFT, pri-
vacy considerations, and sanctions policy, among others. 
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Chairman Crapo, Ranking Member Brown, and Members of the Committee, thank 
you for the opportunity to testify today on the topic of Examining Regulatory 
Frameworks for Digital Currencies and Blockchain. As a banking law scholar, I 
hope to provide some perspective on the cryptocurrency industry’s ambitions with 
regard to financial inclusion for low income Americas as well as its place in the 
banking regulatory landscape. 

Bitcoin, cryptocurrency, and the blockchain technology on which they are based 
began in 2008 in the aftermath of the financial crisis. The promise and appeal of 
bitcoin and the cryptocurrencies that followed it is to offer a stateless alternative 
currency to the U.S. monetary system. The cryptocurrency industry aspires to offer 
a more efficient, confidential, and accessible payments system than the bank-oper-
ated payments system, which they claim is slow, outdated, inefficient and exclu-
sionary. They claim that the banking sector has created inequalities, that it has per-
petuated fraud and harmed people by their reckless risk-taking. They are frustrated 
by a banking sector that seems not to have their customers best interests at heart. 
They are absolutely right and I am grateful to them for drawing attention to the 
problems in the payments and finance sector. I have spent my academic career try-
ing to illuminate and remedy these problems as well. I am especially concerned with 
financial inclusion and equity in banking. While I share many of the cryptocurrency 
industry’s concerns with respect to failures of the banking industry, I do not believe 
cryptocurrency is the best solution to the problems of financial inclusion and equity 
in banking. 

Specifically, one stated goal of cryptocurrencies is to establish a ‘‘public’’ payments 
system available to all. 1 In fact, such a public payments system already exists: that 
is the exact mission of the Federal Reserve. Congress established the Federal Re-
serve in 1913 to increase the integrity, efficiency and equity of U.S. payments. It 
was a public institution by design. According to its own charter, ‘‘the Federal Re-
serve was established to serve the public interest.’’ 2 To the extent that this system 
is exclusionary, it is up to our democratically elected representatives to update this 
mission and mandate that the Fed promote efficiency and financial inclusion to the 
benefit of more Americans. Money itself is a public good and its creation, supply, 
and stability is a function of the U.S. Treasury in coordination with the Federal Re-
serve. 3 If there are any problems with U.S. Currency, the Constitution of the 
United States has authorized only this institution, Congress, to change the laws and 
institutions related to currency. 4 The problems of inequality and inefficiency that 
bitcoin and the cryptocurrency industry has set out to solve are not problems of 
technology, they are problems of policy. And it is in this chamber, and not in a tech 
startup office or anonymous white paper, that these problems must be addressed. 
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Access to the Federal Reserve payments system is essential to full participation in 
commerce. Every American not only deserves the right to participate in the econ-
omy, but also to participate democratically in the monetary policy decision making 
that affects their lives. We do not need to replace the Federal Reserve or fiat cur-
rency to achieve that. In fact, our Congress must do just the opposite and ensure 
that our public institutions are achieving their mission. 

The Payments System Is a Public Good and It Should Be Available to All 
Americans 

The largest and most secure payments system in the U.S. is operated by the Fed-
eral Reserve as per its mandate. 5 The Federal Reserve’s own policy mandate on 
payments is ‘‘to bring to payments markets an overall concern for safety and sound-
ness, promotion of operating efficiency, and equitable access.’’ The Fed promises that 
these ‘‘considerations relating to integrity, efficiency, and access to the payments 
system will remain at the core of the Federal Reserve’s role and responsibilities re-
garding the operation of the payments system.’’ As the Fed itself recognizes, ‘‘given 
the size, speed, and interdependencies of payments, this mission is, and will likely 
continue to be, even more important than it was when the Federal Reserve was es-
tablished in 1913.’’ 6 

Indeed, achieving this mission today is essential. The Federal Reserve payments 
system is accessed by most Americans through their banks, and yet a quarter (25 
percent) of Americans are unbanked or underbanked. 7 These low-income families 
spend about 10 percent of their total income in fees to alternative financial service 
providers just to use their money. 8 Being underbanked is expensive and time-con-
suming as each financial transaction involves fees and hurdles. 9 The unbanked 
must pay fees to send and receive money, cash checks, use debit cards, and other-
wise engage in commercial activities that are routine and nearly free for most Amer-
icans. In the United States, we have decided that only chartered banks and their 
customers can access the payments systems built, maintained, and overseen by the 
Federal Reserve. 10 Yet banks are not mandated to offer these services to all people. 
Banks can choose their customers and the communities in which they will operate 
physical branches. 

Banks have abandoned certain low-profit communities and customers. Over the 
last several decades, deregulation, heightened market competition, and the 
subprime crises has led to wave after wave of bank mergers and a conglomerated 
banking industry. Industry consolidation has meant that many communities, espe-
cially in rural regions across the country are banking deserts where communities 
do not have a bank. 11 In these banking deserts, it is not uncommon that the only 
ATM in the entire area is at a gas station with fees up to $7.50 per transaction. 12 
But even where banks are physically available, there remain many barriers for low- 
income Americans. Banks charge excessive and onerous overdraft fees and excess 
activity fees—fees that are lucrative for banks and disastrous for low-income con-
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sumers. 13 Small accounts are not profitable for banks so they avoid them—either 
by leaving low income areas or repelling low income customers through fees. 14 
Faced with seemingly random and punitive fees, low-income customers have taken 
their business to the fringe banking sector. 15 

Those who are unbanked need a way to cross the cash/digital divide so they can 
engage in commerce. This problem can be fixed by offering a direct checking account 
to all communities through the post office. 16 The United States Postal Service 
(USPS) operated a savings bank for much of its history and most postal services 
do so worldwide. 17 The post office need not engage in banking or even lending, but 
simply offer transaction services. Post office branches already take cash from cus-
tomers and offer money orders. My postal banking proposal only requires that post 
offices go one step further and offer a digital checking account linked to a central 
payment system. Once consumers have a digital account, they can begin to use mo-
bile banking and other FinTech services. Moreover, a low-cost savings account and 
the 10 percent of their income saved from payments services could diminish the 
need for payday lending by providing a financial buffer. My colleagues Morgan 
Ricks, John Crawford, and Lev Menand have suggested that the Federal Reserve 
should offer accounts directly to all individuals and businesses through a Fed Ac-
count, which could be offered through the post office. They argue that ‘‘restricting 
central bank accounts to an exclusive clientele (banks) is no longer justifiable on 
policy grounds if indeed it ever was.’’ 18 These accounts would not cost taxpayers any 
additional money, but could in fact create profits for both the Federal Reserve and 
the Post Office. 19 

Another important way that banks are not meeting the needs of low-income 
Americans is the delay in making funds available to customers. Payments clearing— 
the time between when a check is deposited and when the funds can be withdrawn 
as cash—can take 3 to 5 business days. For families who do not have a buffer of 
wealth and need to spend their paychecks for food or rent, this delay is costly and 
onerous. In order to avoid this time gap, families often resort to checkcashers or 
payday lenders. Aaron Klein of the Brookings Institute claims that real-time pay-
ments could help eliminate a share of overdrafts, payday loans, and check cashing 
fees, and restore tens of billions a year to working families. 20 The Federal Reserve 
must update its processing to real-time payments clearing so that those who need 
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access to their hard-earned wages do not have an unnecessary delay. 21 The Federal 
Reserve has stated that it is studying the issue, but the recently introduced Pay-
ments Modernization Act seeks to speed the process along and mandate a real-time 
payments system. The technology is readily available and the U.S. is playing catch 
up as many other countries have already adopted real-time payments. 22 

The Federal Reserve payments system has proved secure, private, and safe and 
is among the most reliable in the world—but it is exclusionary. And I want to be 
clear about why it is exclusionary: it is not that the Federal Reserve lacks the exper-
tise or the technology or that there is anything inherently exclusionary about their 
payments system; rather the Federal Reserve has not prioritized the needs of the 
underbanked for faster processing and retail point of contact operations. The Fed-
eral Reserve has only offered its payments system to banks—who, as profit seeking 
institutions, avoid the least profitable consumers. This is a problem that can and 
must be fixed through policy rather than outsourced to technology or banking cor-
porations to solve. The Federal Reserve states that it has ‘‘a public-interest motiva-
tion in seeking to stimulate improvements in the efficiency of the payments system.’’ 
This, according to their own mission, requires it ‘‘to provide equitable access and an 
adequate level of services nationwide.’’ 23 In order to achieve this mission, the Fed-
eral Reserve must open up its payments system to all Americans. If the Federal Re-
serve falters in its mission, it falls in Congress’ purview to enforce it. 
Cryptocurrency Is Not the Way To Achieve Financial Inclusion 

Since its inception a decade ago, many in the cryptocurrency industry have prom-
ised that one of the main benefits of the distributive ledger technology is to facilitate 
financial inclusion of the unbanked. 24 In fact, this promise was repeated in every 
hearing that has been held before this Committee on the topic, including the Libra 
hearing a few weeks ago. 25 FinTech companies have been making similar promises 
for just as long. Thus far, FinTech has only served the population who is already 
banked and blockchain use is limited to the technically savvy. 26 There is no reason 
to doubt the good intention of these technology companies, but I believe there is a 
fundamental mismatch between the problems and barriers that the unbanked face 
and the technological solutions being offered. What unbanked customers need are 
simple and safe places to save their money, and then convenient and inexpensive 
ways to use it. The most popular product for low-income consumers has been a very 
simple, and still very expensive, prepaid debit card. 27 It is accepted for all pur-
chases and resembles a no-fee debit card from a bank. While it is possible and likely 
that crypto and FinTech technologies have and will help with financial inclusion ef-
forts in countries with an underdeveloped banking system, the United States has 
a nationwide system of digital payments already in use. 

Cryptocurrencies intend to offer the unbanked an alternative payments proc-
essing, but this only works if all employers, landlords, utilities, restaurants, stores, 
babysitters, dentists, and every other way that people currently spend their cash, 



54 

28 https://corpgov.law.harvard.edu/2009/07/21/how-deregulating-derivatives-led-to-disaster/ 
29 For a history of financial markets deregulation, See Simon Johnson and James Kwak, ‘‘13 

Bankers’’, Chapter 5 (pp. 120–152). The money markets were specifically deregulated in the De-
pository Institutions Deregulation and Monetary Control Act (DIDMCA) of 1980, Pub. L. No. 96- 
221, 94 Stat. 132 (codified as amended in scattered sections of 12 U.S.C.). 

30 https://dealbook.nytimes.com/2008/09/17/money-market-fund-says-customers-could-lose- 
money/ 

transition to using cryptocurrencies. In order for cryptocurrencies to be the solution 
to financial inclusion, they must be widely adopted and user-friendly—even for the 
least technologically savvy on both ends of a transaction. This is the policy equiva-
lent of moving a mountain. Some might argue that total adoption of cryptocurrency 
is unnecessary to provide some measure of benefit to the underbanked, but then we 
are left with debating how much financial inclusion is good enough, who should be 
included, and still what to do about those who are left out. 

Achieving a cashless commercial system is possible and I believe it to be an im-
portant policy goal. But practically speaking, it is much easier to expand the current 
Federal Reserve payments system to include the unbanked rather than create an 
entire new currency on a new technological platform, wait for wholesale adoption, 
and then double check to make sure the unbanked are using it. 

Expanding access to already established payments systems would allow 
frictionless and immediate inclusion into efficient traditional financial services like 
the direct deposit of paychecks or writing a check, as well as newer financial serv-
ices like autopay and the host of products offered by FinTech providers. In the 
United States, all app-based mobile banking and FinTech providers use traditional 
banks to access the Federal Reserve payments system. As a matter of policy, the 
most simple and direct path to financial inclusion is by upgrading the technology 
and opening the doors to our already established payments processing system. We 
do not need to wait for technological advances to reach banking deserts as unbanked 
populations continue to pay billions of dollars of their hard-earned wages to a fringe 
banking sector. And even if the problems with cryptocurrencies I have outlined can 
be addressed with technological solutions that are just around the corner, reserving 
the highly subsidized and public Federal banking system for the wealthy and rel-
egating the unbanked to the private cryptocurrency markets is undemocratic. The 
payments problem is a policy problem not a technological problem. 
New Technologies Do Not Change the Fundamental Risks of Finance and 

Must Not Be Exempt From Regulation 
Technology has and will continue to fundamentally transform finance, but it has 

not and should not alter safety and soundness, privacy, or consumer protection regu-
lations. There has yet to be an innovative new technology that has eliminated the 
risks and frauds and problems that financial regulation is meant to combat despite 
promises and hopes to the contrary. From the ATM to internet banking, FinTech, 
mobile banking, high frequency trading, and digital payments processing—the bank-
ing sector is constantly in a state of flux and upheaval. But the core risks that regu-
lations are designed to address have not fundamentally changed. Cryptocurrencies 
are either a store of value, tradable currencies, investments, and a payments system 
or as some have promised, they are all of these things. There is nothing about all 
these things being put on the blockchain that makes it any less likely that it could 
lead to systemic risk, fraud, insider information, criminal activity, panics, bubbles, 
etc. 

Before the 2008 crisis, the derivatives market was deregulated because industry 
experts promised that the new and innovative derivatives markets offered a perfect 
hedge. The counterparties, regulators were promised, would absorb all the risk. The 
investment banks and derivatives traders warned that outdated and unnecessary 
regulations were ‘‘stifling innovation.’’ In 2000, U.S. regulators passed the ‘‘Com-
modity Futures Modernization Act’’, which quickly led to a practically unregulated 
$600 trillion derivatives market. 28 As financial regulators discovered in 2008, the 
innovative market had not hedged its risks at all, but had merely placed many of 
them on the books of their counterparties, like AIG. When the risks materialized, 
the entire banking sector was exposed. Similar promises and assumptions were 
made about the new and innovative money markets in the 1980s, which also led 
to their deregulation. 29 Money markets were essentially pegged to the dollar 1:1 
(similar to Libra’s strategy) and promised to be stable and liquid. It was said that 
they did not need to be insured by the FDIC because they were not susceptible to 
a run. And they were safe, until they broke the buck by three cents, threatening 
a potentially catastrophic run. 30 Only a Government guarantee and heavy Federal 
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Reserve involvement calmed the markets. 31 The same risks were inherent in the 
repo and commercial paper markets in 2008, which also all suffered runs. 32 So far, 
none of these cryptocurrencies have reached the level of scale where they would 
present a systemic threat, but if their ambitions are to be believed they will. Safety 
and soundness regulators and systemic risk regulators such as FSOC must make 
sure these markets do not present a systemic risk thread. This is especially true 
in the case of Libra, which is linked already with a powerful corporate monopoly. 

Whether trade and investments are in tulips or South Sea stocks, CDOs, or 
bitcoin, asset price bubbles will create crashes and crises. 33 And with each crisis, 
the risks, the frauds, and the bubble is only apparent in the rearview mirror. There 
is no reason to believe that a new and impressive blockchain-based investment mar-
ket should be exempt from bubbles, speculations, manias, panics, and other indi-
vidual or systemic risks that our monetary policy and regulatory bodies have 
worked hard to mitigate. Many bitcoin enthusiasts are philosophically opposed to 
any State intervention in markets or in people’s lives and see State supervision of 
financial transactions and regulation of markets as a major problem of our current 
system. 34 While I understand why that philosophy might appeals to many, I strug-
gle to imagine why this Congress—the very body distrusted by many 
cryptoenthusiasts—would agree with them and willingly cede its and regulatory au-
thority. 

Most of the laws that regulate banks and financial firms were created in response 
to a crisis or repeated crises that have harmed people. They were passed with care 
and thought, through democratic means, to deal with specific recurring problems. 
FDIC supervision of banks and Federal deposit insurance, for example, was created 
because of the disastrous effects of constant banking runs and panics, culminating 
in the Great Depression. 35 Anti– Money Laundering, Bank Secrecy Act, Anti-ter-
rorism, and Know Your Customer laws were created to prevent organized crime and 
terrorism. The Consumer Financial Protection Bureau was created because other 
laws had failed to protect consumers. Securities and commodities laws were de-
signed to protect investors from fraud. There are inefficiencies and overlaps and per-
haps too much regulation in parts and not enough in others. While not all of these 
laws are applicable to cryptocurrencies, if the cryptoindustry intends to compete in 
markets regulated by these laws, the industry should be regulated by them. These 
laws were not passed haphazardly. As this chamber certainly understands, our bi-
cameral legislature makes laws difficult to pass. These laws and regulations were 
seen as necessary, were debated, and written and revised, and compromises were 
made through the democratic process. If these laws have become outdated or unnec-
essary, or if Congress believes that they are too cumbersome, then they should be 
repealed or changed for all applicable parties, not just newcomers. Technology and 
innovation cannot undermine public policy. 
Bitcoin as Monetary Theory 

While Congress and regulators should allow blockchain-based tech companies to 
experiment with and profit from novel uses and markets for blockchain, they must 
also recognize the ways in which a large portion of the ambitions of the 
cryptocurrency is an ideologically motivated endeavor that exists apart from the 
blockchain technology on which it is based. Specifically, bitcoin and bitcoin-like 
cryptocurrencies are based on assumptions and theories about money that are at 
odds with history and modern markets. The goal of many cryptoenthusiasts is to 
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completely replace the current fiat currency system for a State-less and decentral-
ized monetary system. It is understandable that many people would yearn for a dif-
ferent system of currency and banking after the 2008 crisis and the repeated fail-
ures of the banking industry to secure the public’s trust, but our banking system 
and the fiat currency on which it is based is worth defending. Money has been inex-
orably linked with the State for as long as there has been modern markets. 36 

Since Satoshi Nakamoto’s white paper, the central premise and promise of 
cryptocurrency has been to develop a currency that is better than fiat currency and 
untethered from a central bank. 37 The premise is that the Government’s ability to 
print fiat money is a threat to economic stability, that it is inflationary, and de-
prives individuals of their liberties. This extreme libertarian theory envisions the 
eradication of all State intervention in commerce. This is a political theory and it 
is based on a fundamental set of assumptions about the dangers of the Federal Re-
serve and its role in money creation. Though many have compared the innovation 
of cryptocurrencies to earlier technologies like the internet, social media, or email, 
this analogy is not quite accurate. 38 Though the blockchain is neutral technology 
and it could potentially lead to major societal and market change, the theory of 
cryptocurrencies that operate using the distributive ledger is premised in opposition 
to State-created fiat currency. One popular book on bitcoin shows off that bitcoin 
is the ‘‘enemy of the State.’’ 39 

The Federal Reserve was created by Congress to deal with the costly turbulence 
inherent to financial markets during panics. After decades of repeated banking cri-
ses, unstable credit markets, and recessions, the United States built a public pay-
ments and monetary system through democratic means with a mission to serve the 
public. Inspired by Walter Bagehot’s analysis of sound central banking, the Federal 
Reserve was authorized to ‘‘avert panic’’ by ‘‘lend[ing] early and freely (i.e., without 
limit), to solvent firms, against good collateral, and at ‘high rates.’ ’’ 40 And yet 
bitcoin-like cryptocurrencies promise to ‘‘remedy’’ the inflationary monetary policies 
of the Federal Reserve. 41 Many cryptoenthusiasts lament the loss of a fixed gold 
standard and decry the Federal Reserve’s ability to ‘‘print money.’’ 42 Fiat currency 
was created, however, because gold created inequalities, constrained credit markets, 
and created instability in markets. 43 The gold standard not only lead to repeated 
crises, but it was a boon for the wealthy who held gold and a curse for everyone 
else who relied on credit and wages. 44 
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The Federal Reserve was explicitly mandated by Congress to foster an elastic cur-
rency. 45 Our money system is an electronic debt-based fiat currency with all mone-
tary policy powers delegated to the politically insulated Federal Reserve. The Fed-
eral Reserve can expand the money supply as needed. The U.S. Dollar’s elasticity 
and the Federal Reserve’s ability to expand its supply is a feature—not a bug—of 
the U.S. currency regime and a result of purposeful institutional design. This is one 
reason the U.S. Dollar is the world’s most valued and stable currency. 46 The Fed-
eral Reserve was able to be the lender of last resort worldwide and Quantitative 
Easing restored the world’s economy to health (with the caveat that the recovery 
was not spread equally). 47 The Federal Reserve enables credit to course through 
economic channels through its reserve balances and monetary policy. 48 To the ex-
tent that inflation is a current threat—and all evidence leads in the opposite direc-
tion—Congress has authorized the Federal Open Market Committee (FOMC) to take 
the appropriate actions necessary. 49 

Cryptocurrencies promise to remove trust from money. They say that the ledger 
and the decentralized network will replace the need for a trusted intermediary, like 
a Government, by verifying each transaction. 50 But verifying transactions is only 
a small part of the role played by the FDIC, the Federal Reserve, and U.S. Treasury 
in lending credibility to the U.S. currency and enabling its wide use and acceptance. 
Trust in money requires a strong and reliable Government infrastructure—as failed 
historical experiments with private notes issued by banks and private deposit insur-
ance schemes have made clear. 51 Successful money creation has always been tied 
to Governments. 52 A healthy financial system relies on broad trust and to date, only 
the full faith and credit of the Federal Government backing its currency has been 
able to provide the level of stability, responsiveness and flexibility that has yielded 
a worldwide trust in the dollar. Our evolved combination of Federal deposit insur-
ance backed by U.S. Treasury guarantee has been able to provide the trust and sta-
bility necessary to support modern markets. 53 
Conclusion 

There are inequalities and problems in the U.S. banking system and they must 
be fixed, but they must be fixed through democratic means. Cryptocurrencies want 
to take over where our public institutions have failed. We should heed the criticism 
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of this industry, but we should not give up on the mission and promise of our public 
institutions. It was Congress that charged the Federal Reserve with its mission to 
provide equitable access. Congress that created fiat currencies. Congress that au-
thorized the Securities and Commodities Commissions, the FDIC, and other regu-
latory agencies. If Congress wants to foster financial inclusion or a different mone-
tary system, it is the duty of Congress as the representatives of the people to au-
thorize and charge the Federal Reserve with creating an inclusive and effective pay-
ments system or with a new monetary regime. 
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4 Written testimony of Mehrsa Baradaran to the U.S. Senate Committee on Banking, Hous-
ing, and Urban Affairs, July 30, 2019, https://www.banking.senate.gov/imo/media/doc/ 
Baradaran%20Testimony%207-30-l9.pdf. 

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARREN 
FROM JEREMY ALLAIRE 

Q.1. In your written testimony, you state, ‘‘It is incorrect to think 
that U.S. cryptocompanies are unregulated.’’ 1 The United States, 
however, does not have a comprehensive and coordinated frame-
work to oversee digital currencies. Instead, the United States cur-
rently has a patchwork regulatory framework, from bureaus within 
the Treasury Department, the Securities and Exchange Commis-
sion, and the Commodity Futures Trading Commission. 

Is the current patchwork of Federal regulations of digital cur-
rencies adequate to protect consumers? If so, why? If not, who 
should regulate digital currencies? 
A.1. Response not received in time for publication. 
Q.2. Is the current patchwork of Federal and State data privacy 
and cybersecurity laws, standards, and best practices that apply to 
different products and industries adequate to protect consumers? If 
so, why? If not, who should regulate digital currencies? 
A.2. Response not received in time for publication. 
Q.3. Please describe all cybersecurity measures that your company 
is taking to protect sensitive financial and other data of your cus-
tomers. 
A.3. Response not received in time for publication. 
Q.4. In your written testimony, you state, ‘‘Billions of people lack 
basic access to financial services. Those who do have access face a 
system with exorbitant fees and excessive time delays—limiting 
economic opportunity and removing real value from the economy.’’ 2 
A recent FDIC survey, however, found that a quarter of Americans 
are unbanked or underbanked, 3 and Professor Mehrsa Baradaran’s 
written testimony states, ‘‘Thus far, FinTech has only served the 
population who is already banked and Blockchain use is limited to 
the technically savvy.’’ 4 Additionally, the Federal Reserve an-
nounced that it will create a real-time payments system to make 
paychecks and money transfers available for use more immediately. 

How will digital currencies reach consumers who do not have a 
bank account or have bank accounts but still rely on the fringe 
banking sector, like the payday loan industry, to make ends meet? 
Please provide specific details. 
A.4. Response not received in time for publication. 
Q.5. Why have digital currencies thus far failed to reach these con-
sumers, and what can the digital currency sector do to address this 
lack of access? Why have these policies not yet been implemented? 
A.5. Response not received in time for publication. 
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5 Written testimony of Jeremy Allaire to the U.S. Senate Committee on Banking, Housing, 
and Urban Affairs, July 30, 2019, https://www.banking.senate.gov/imo/media/doc/ 
Allaire%20Testimony%207-30-19.pdf. 

Q.6. You state, ‘‘The result of the uncertain and restrictive regu-
latory environment has led many digital asset projects and compa-
nies to domicile outside of the United States and to block U.S. per-
sons and businesses from accessing products and technologies,’’ 5 
including your own. You also suggest that Congress adopt legisla-
tion that would change existing commodities, securities, and bank-
ing laws. 

Many laws that regulate banks and the financial industry were 
created in response to financial crises with the intention of pro-
tecting consumers and our economy. Please explain in detail the 
laws that you suggest Congress should change and how you sug-
gest Congress amend or repeal these laws. 
A.6. Response not received in time for publication. 
Q.7. Please explain how your suggested changes to existing laws 
would not negatively impact identity, privacy, and data security. 
A.7. Response not received in time for publication. 

RESPONSES TO WRITTEN QUESTIONS OF 
SENATOR CORTEZ MASTO FROM JEREMY ALLAIRE 

Q.1. What are the implications for privacy and widespread surveil-
lance with central bank digital currencies like the one announced 
in China? 
A.1. Response not received in time for publication. 
Q.2. Can you explain the tension between the right to deletion and 
how cryptocurrencies like libra and others work? 
A.2. Response not received in time for publication. 
Q.3. Should we be worried that, if widely adopted, currencies like 
libra will substantially limit the ability of countries to use capital 
controls in times of financial crisis? 
A.3. Response not received in time for publication. 
Q.4. Can you explain how so-called ‘‘smart contracts’’ work? 
A.4. Response not received in time for publication. 
Q.5. Certain factors in contract law such as frustration, duress, 
undue influence, or misrepresentation need subjective human in-
terpretation of judgement on a case-by-case basis, how is this pos-
sible under smart contracts? 
A.5. Response not received in time for publication. 
Q.6. Are there steps Federal regulators can take to protect inves-
tors from fraudulent ICOs? What are they? 
A.6. Response not received in time for publication. 
Q.7. Should cryptocurrencies have the same investor protections, 
the same rules against market manipulation and market fraud? 
Should they have adequate disclosures and investor protections? 
The same as bonds and stocks have? 
A.7. Response not received in time for publication. 
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Q.8. Can you describe steps owners of cryptocurrencies should do 
to prevent thefts via mobile phone hacks? What about the ex-
changes themselves? And the phone companies? And Federal and 
State agencies? 
A.8. Response not received in time for publication. 
Q.9. How can we either avoid mobile phone hacks or tell people 
that doing financial business on a mobile phone could open you up 
to theft? 
A.9. Response not received in time for publication. 

RESPONSES TO WRITTEN QUESTIONS OF SENATOR SINEMA 
FROM JEREMY ALLAIRE 

Q.1. Blockchain has been presented as an opportunity to better 
manage digital identities. What are the potential benefits of using 
a decentralized system to verify an individual’s identity? 
Q.1. Response not received in time for publication. 
Q.2. Will those benefits attract criminals to take advantage of a de-
centralized system? 
A.2. Response not received in time for publication. 

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARREN 
FROM REBECCA M. NELSON 

Q.1. In your written testimony, you state, ‘‘Regulatory frameworks 
in many countries are still evolving, and countries are taking dif-
ferent approaches. Countries often have differing working or legal 
definitions of cryptocurrencies and are developing differing regula-
tions across a range of issues. Some countries are applying or 
adapting existing regulations to cryptocurrencies and others are de-
veloping new regulations specifically focused on cryptocurrencies.’’ 1 

Please provide details for how cryptocurrencies are currently reg-
ulated in the United States, including the application of securities 
laws, tax treatments, application of anti– money laundering and 
other regulations. 
A.1. In the United States, existing financial regulations have been 
applied to cryptocurrencies. David Perkins, CRS Specialist in Mac-
roeconomic Policy, provided this response: 2 

Securities Regulations: According to the Securities and Exchange 
Commission (SEC), ICOs may qualify as securities offerings subject 
to regulation under the Federal securities laws. 3 Whether an ICO 
qualifies as a securities offering has important legal implications. 
Under Section 5 of the Securities Act, an issuer of securities must 
either (1) file a registration statement with the SEC containing a 
variety of information about the issuer and its business, or (2) con-
duct the offering pursuant to a specific exemption from registra-
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8 IRS, ‘‘Virtual Currency Guidance’’, https://www.irs.gov/pub/irs-drop/n-14-21.pdf. 

tion. In addition, the Securities Exchange Act imposes certain con-
tinuous disclosure obligations on securities issuers and anti-fraud 
liability on securities issuers and sellers. 4 Moreover, the platforms 
on which securities trade must register with the SEC as ‘‘securities 
exchanges’’ in certain circumstances. 5 

Money Laundering: The Department of the Treasury’s Financial 
Crimes Enforcement Network (FinCEN) has issued guidance ex-
plaining how its regulations apply to the use of virtual currencies— 
a term that refers to a broader class of electronic money that in-
cludes cryptocurrencies. FinCEN’s guidance clarifies the applica-
tion of the Bank Secrecy Act and associated regulations to three 
categories of individuals who deal in virtual currencies: 

• Exchangers: Under FinCEN’s guidance, a virtual currency ‘‘ex-
changer’’ is ‘‘a person engaged as a business in the exchange 
of virtual currency for real currency, funds, or other virtual 
currency’’; 

• Administrators: Under FinCEN’s guidance, a virtual currency 
‘‘administrator’’ is ‘‘a person engaged as a business in issuing 
[putting into circulation] a virtual currency, and who has the 
authority to redeem [to withdraw from circulation] such virtual 
currency’’; 

• Users: Under FinCEN’s guidance, a virtual currency ‘‘user’’ is 
‘‘a person that obtains virtual currency to purchase goods or 
services.’’ 

In its guidance FinCEN has explained that virtual currency ex-
changers and administrators qualify as money services businesses 
(MSBs) that must register with FinCEN, report suspicious trans-
actions, and maintain anti– money laundering compliance programs 
that meet certain minimum standards. 6 Many State laws also im-
pose registration requirements on businesses engaged in money 
transmission, though regulations of such business vary from State 
to State. 7 In contrast, FinCEN has indicated that virtual currency 
users do not qualify as MSBs. 

Tax Treatment: The Internal Revenue Service (IRS) has issued 
guidance stating that it will treat virtual currencies as property (as 
opposed to currency), meaning users owe taxes on any realized 
gains whenever they dispose of virtual currency, including when 
they use it to purchase goods and services. 8 The guidance further 
indicates that if an employee is paid in virtual currency, the pay-
ment will be taxed as wages. 

Consumer Protections: The way cryptocurrencies are sold, ex-
changed, or marketed can subject cryptocurrency exchanges or 
other cryptocurrency-related businesses to generally applicable con-
sumer protection laws. For example, Section 5(a) of the Federal 
Trade Commission Act (P.L. 63-203) declares ‘‘unfair or deceptive 
acts or practices in or affecting commerce’’ unlawful and empowers 
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11 Matthew E. Kohen and Justin S. Wales, ‘‘State Regulations on Virtual Currency and 
Blockchain Technology’’, Carlton Fields Insights, June 28, 2018, at https:// 
www.carltonfields.com/insights/publications/2018/state-regulations-on-virtual-currency-and- 
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12 Conference of State Bank Supervisors and Money Transmitter Regulators Association, ‘‘The 
State of State Money Services Businesses Regulation and Supervision’’, May 2016, pp. 6–10, at 
https://cca.hawaii.gov/dfi/files/2016/06/CSBS-MSB-Regulation-and-Supervision.pdf. 

13 For a further discussion on Federal data privacy laws, see CRS Report R45631, ‘‘Data Pro-
tection Law: An Overview’’, by Stephen P. Mulligan, Wilson C. Freeman, and Chris D. 
Linebaugh. COPPA is in Title 15 U.S.C. §§6501–6506. The GLBA data protection provisions are 
in Title 15 U.S.C. §§6801-6809. 

the Federal Trade Commission (FTC) to prevent people and most 
companies from engaging in such acts and practices. 

Title X of the Dodd–Frank Act (P.L. 111-203) also grants the 
Consumer Financial Protection Bureau (CFPB) certain rulemaking, 
supervisory, and enforcement authorities to implement and enforce 
certain Federal consumer financial laws that protect consumers 
from ‘‘unfair, deceptive, or abusive acts and practices.’’ 9 These au-
thorities apply to a broad range of financial industries and prod-
ucts, and they arguably could apply to cryptocurrency-based finan-
cial products and services as well. 

In addition, all States have laws against deceptive acts and prac-
tices, and State regulators have enforcement authorities that could 
be exercised against cryptocurrency-related businesses. 10 Addi-
tional consumer protections generally are applied to cryptocurrency 
exchanges at the State level through money transmission laws and 
licensing requirements. 11 Money transmitters, including 
cryptocurrency exchanges, must obtain applicable State licenses 
and are subject to State regulatory regimes applicable to the money 
transmitter industry in each State in which they operate. For ex-
ample, money transmitters generally must maintain some amount 
of low-risk investments and surety bonds—which are akin to an in-
surance policy that pays customers who do not receive their 
money—as safeguards for customers in the event they do not re-
ceive money that was to be sent to them. 12 
Q.2. A patchwork of Federal and State data privacy and cybersecu-
rity laws, standards, and best practices apply to different products 
and industries. Please describe all relevant privacy and security 
frameworks that will govern cryptocurrencies. 
A.2. [Chris Jaikaran, CRS Analyst in Cybersecurity Policy, pro-
vided the response for 1(B), including subquestions 1(B)(a) and 
1(B)(b):] 

Many Federal laws address data privacy. These laws generally 
fall into two categories: (1) laws addressing certain populations 
(e.g., the Children’s Online Privacy Protection Act, COPPA, gov-
erning the protection of children’s digital information, P.L. 105- 
277); and (2) laws addressing certain industries (e.g., the Gramm– 
Leach–Bliley Act, GLBA, governing data protection in the financial 
services industry, P.L. 106-102). 13 For the financial services indus-
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try, many laws are applicable for cybersecurity. 14 There are also 
many State laws addressing data security. 15 

Cryptocurrency platforms contain many elements which may af-
fect the applicability of Federal data privacy laws to that 
cryptocurrency. A cryptocurrency itself is a medium of exchange, 
but there may also be a money transfer service (which takes a fiat 
currency or other cryptocurrency and exchanges that for the 
cryptocurrency) and/or a wallet (which stores the asset until a user 
seeks to spend it, similar to a bank account) related to the 
cryptocurrency platform. Each of these can be combined within the 
cryptocurrency platform, or be independent and separate from the 
platform. Depending on the implementation of that cryptocurrency 
platform, different rules may be applicable, and it is difficult to de-
scribe a relevant privacy or security standard without knowing the 
specific implementation of a platform. 

Potentially, the Safeguards Rule may apply to a cryptocurrency 
as the platforms that govern those mediums of exchange may be 
considered financial service institutions. The Safeguards Rule, as 
promulgated by the Federal Trade Commission (FTC), states that 
financial institutions within the FTC’s jurisdiction must protect 
nonpublic customer information. 16 
Q.3. Please explain if there are industry best practices for cyberse-
curity measures to protect sensitive financial and other data. If so, 
please describe them. 
A.3. CRS is unable to identify clear and consistent guidance from 
an industry group that would constitute a collection of ‘‘best prac-
tices.’’ This is despite observers for many critical infrastructure in-
dustries lauding the application of best practices to protect sen-
sitive data. 

Other groups have provided frameworks and guidance to assist 
financial institutions with protecting data on information tech-
nology systems. The National Institute of Standards and Tech-
nology (NIST) developed the Cybersecurity Framework to help orga-
nizations voluntarily identify cybersecurity risks and implement a 
process to assess and manage that risk. 17 The Cybersecurity 
Framework does not prescribe specific actions for an organization 
to address cybersecurity risks. But, a document map that accom-
panies the framework aligns its functions to categories and subcat-
egories of activities, and provides national and international stand-
ards bodies’ reference documents to help organizations use those 
reference documents to implement the framework. 18 



65 

19 The members of the Federal Financial Institutions Examination Council include the Na-
tional Credit Union Administration (NCUA), the Office of the Comptroller of the Currency 
(OCC), the Board of Governors of the Federal Reserve System (Fed), and the Federal Deposit 
Insurance Corporation (FDIC). 

20 Federal Financial Institutions Examination Council, ‘‘IT Booklets’’, at https:// 
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tions: A Capacity-Building Tool Box’’, website, 2019, at https://carnegieendowment.org/ 
specialprojects/fincyber/guides. 

22 Libra Association, ‘‘An Introduction to Libra’’, white paper, July 23, 2019, at https:// 
libra.org/en-US/wp-content/uploads/sites/23/2019/07/LibraWhitePaperlenlUS- 
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24 Libra Association, ‘‘An Introduction to Libra’’, white paper, July 23, 2019, at https:// 
libra.org/en-US/wp-content/uploads/sites/23/2019/07/LibraWhitePaper-en-US-Rev0723.pdf. 

25 Facebook, ‘‘Calibra: Customer Commitment’’, white paper, 2019, at https://scontent-iad3- 
1.xx.fbcdn.net/v/t39.2365-6/65083631-355528488499253-8415273665234468864-n.pdf?-nc- 
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Continued 

The Federal Financial Institutions Examination Council 
(FFIEC) 19 has published many guides and other documents for ex-
amining regulated financial institutions such as banks. 20 While the 
documents are designed for auditors to use during IT security ex-
aminations, financial institutions may use them to guide their cy-
bersecurity investments and processes. 

Additionally, the Carnegie Endowment for International Peace 
partnered with financial industry organizations to develop and 
publish a series of guides and checklists for financial institution 
board members, chief executive officers (CEOs), and chief informa-
tion security officers (CISOs) to use to protect against and respond 
to a cybersecurity incident. 21 As these documents are meant for 
senior-level financial institution official use, these documents may 
be considered best practices for those officials, but they do not nec-
essarily contain best practices for the administrators of technology. 
Q.4. Please describe how relevant privacy and security frameworks 
can and should apply specifically to Libra and Calibra. 
A.4. As noted earlier, Facebook has proposed the creation of a 
blockchain-based cryptocurrency, the libra, to serve as a global dig-
ital currency. The libra and its financial infrastructure is to be gov-
erned by the Libra Association. 22 Calibra is a digital wallet (akin 
to a bank account) for the libra cryptocurrency which will enable 
users to use the libra in financial transactions. Unlike the libra, 
Calibra is a Facebook product which will integrate into other 
Facebook products (e.g., Messenger and WhatsApp). 

It is so far unclear how much customer information will reside 
in either Libra or Calibra and which privacy and security rules will 
apply. 23 The Libra Association states that the libra will include a 
reserve of national fiat currencies which will help to stabilize the 
value of the libra. 24 Depending on which national fiat currencies 
Libra includes in its reserves and where users are located, the 
Libra Association will face the regulations and requirements of 
those Nations. Facebook states that Calibra will comply with anti– 
money-laundering requirements and that it will update the docu-
mentation for Calibra closer to launch. 25 
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30 For more information on M-pesa, see https://www.worldremit.com/en/how-it-works. 

Regardless of how financial regulators rule on Libra and Calibra, 
and which requirements will apply to these platforms, the Libra 
Association and Facebook can voluntarily choose to employ the Cy-
bersecurity Framework, FFIEC, and/or the Carnegie Endowment 
for International Peace documents to improve data protection and 
security. 
Q.5. In your written testimony, you state, ‘‘The World Bank esti-
mates that 1.7 billion adults are unbanked, yet two-thirds of them 
own a mobile phone that could help them access financial serv-
ices.’’ 26 Nineteen percent of Americans 27 and 55 percent of people 
in emerging economies, 28 however, do not have smartphones and 
the numbers are worse for older, poorer and less well-educated con-
sumer. 

How can digital currencies reach consumers who do not have a 
bank account or have bank accounts but still rely on the fringe 
banking sector, like the payday loan industry, to make ends meet? 
Please provide specific details. 
A.5. [This response was provided jointly with Cheryl Cooper, CRS 
Analyst in Financial Economics:] 

In general, internet and mobile technology may be able to reduce 
the cost to provide consumer financial products, both in the United 
States and abroad. For example, internet-based mobile wallets may 
have the potential to provide access to payment services for 
unbanked consumers. 29 Alternatives to a banking-based payment 
system have been proposed or pursued in other countries, such as 
M-pesa, a mobile payment system that does not use banks which 
has achieved high levels of usage in parts of Africa. 30 Yet, al-
though these new financial technologies have the potential to help 
unbanked and underbanked consumers, concerns continue to exist 
for internet-based products around data privacy and cybersecurity 
issues. In addition, these nonbank products may not always have 
all of the benefits of bank accounts, such as FDIC insurance or 
other consumer protections. 

Currently, most payment services in the United States are gen-
erally layered on top of traditional electronic payment systems. To 
use these services, the consumer or businesses often must link 
them to a bank account, debit card, or credit card. The payments 
are still ultimately settled when the money from the payer’s ac-
count is deposited in the recipient’s account. 

Proponents of cryptocurrencies argue that cryptocurrencies can 
help address the needs of consumers that do not have access to tra-
ditional bank accounts (the ‘‘unbanked’’) or access to traditional fi-
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50 percent of U.S. transaction accounts, and is on track to reach nearly all U.S. accounts in 
the next several years.’’ For more information, see The Clearing House, ‘‘The RTP Network: For 
All Financial Institutions’’, webpage, https://www.theclearinghouse.org/payment-systems/rtp/ 
institution. 

33 The Fed stated, ‘‘it will likely take longer for any service, whether the FedNow Service or 
a private-sector service, to achieve nationwide reach regardless of when the service is initially 
available.’’ Fed, ‘‘Federal Reserve Actions To Support Interbank Settlement of Faster Payments’’, 
August 5, 2019, Docket No. OP-1670, https://www.federalreserve.gov/newsevents/pressreleases/ 
files/other20190805a1.pdf. 

34 CFPB, ‘‘Consumer Voices on Overdraft Programs’’, November 2017, pp. 16–19, https:// 
files.consumerfinance.gov/f/documents/cfpb-consumer-voices-on-overdraft-programs-report- 
112017.pdf. 

35 ‘‘Bitcoin and Other Cryptocurrencies Are Useless’’, Economist, August 30, 2018. 

nancial products and services (the ‘‘underbanked’’). In theory, 
cryptocurrencies, by eliminating the need for financial inter-
mediaries, allow any consumer with a smart phone or access to the 
internet more generally to complete financial transactions inexpen-
sively and quickly. Access to funds more quickly might be very val-
uable for consumers with tight budgets, as many consumers choose 
alternative financial payment products such as cash checkers in 
order to access to their funds quickly. 31 However, whether 
cryptocurrency payment systems will develop to provide these serv-
ices cheaper and quicker to the underserved than other tech-
nologies is unclear. 

At this time, traditional payment systems are also working to-
wards real-time payments; as a result, digital currency may not be 
necessary to achieve this value for consumers. Both the private sec-
tor and the Government are currently working on initiatives to 
make the bank payment system faster. 32 For example, the Federal 
Reserve plans to introduce a real-time payment system called 
FedNow in 2023 or 2024, which would allow consumers access to 
funds quickly after initiating the transfer. 33 Faster payments may 
also help some consumers avoid overdraft fees on checking ac-
counts, reducing the cost of checking accounts for some con-
sumers. 34 Note, however, that some payments that households 
make would also be cleared faster—debiting their accounts more 
quickly—which could be harmful to some of these households com-
pared to the current system. 
Q.6. Why have digital currencies thus far failed to reach these con-
sumers, and what can the digital currency sector do to address this 
lack of access? Why have these policies not yet been implemented? 
A.6. In general, cryptocurrencies have not been widely adopted by 
the population generally, including unbanked or underbanked con-
sumers, for a variety of reasons. Cryptocurrencies are not widely 
accepted by businesses or individuals for payments, the prices of 
cryptocurrencies are highly volatile, cryptocurrencies are unevenly 
regulated, and many consumers find the market complicated to 
navigate. 35 Some regulations also make cryptocurrencies cum-
bersome and expensive to use. For example, in the United States, 
individuals owe capital gains tax on every payment made using 
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3 FATF Report to the G20 Finance Ministers and Central Bank Governors, July 2018. 

cryptocurrencies, a tax that is not owed on transactions made in 
U.S. dollars. 

In addition, cryptocurrencies may not help unbanked or under-
banked consumers overcome the obstacles they face in obtaining 
traditional bank accounts and financial services. Unbanked house-
holds often say that their household does not have a bank account 
because they do not have enough money, do not trust banks, and 
to avoid high and unpredictable bank fees. 36 It is not clear that 
cryptocurrencies can address these issues. Cryptocurrency ex-
changes often have minimum transaction amounts, and charge fees 
on cryptocurrency transactions. In terms of accessibility, it is not 
clear that cryptocurrencies are significantly easier to access than 
the online banking services already offered through smartphone 
apps by traditional banks and nonbank financial services providers 
using noncryptocurrency technologies (for example, through a pre-
paid card or online wallet). Moreover, cryptocurrency exchanges 
may require documentation to verify user identities in order to 
comply with AML/CFT regulations, similar to the documentation 
required by banks complying with AML/CFT regulations. 

Financial institutions and technology companies are striving to 
address some of these challenges to wider adoption of 
cryptocurrencies. For example, entrepreneurs in the cryptocurrency 
markets have developed stablecoins, which strive as their name 
suggests to provide consumers with cryptocurrencies that have sta-
ble values. Likewise, Facebook is working to introduce a new global 
currency that would be user-friendly and widely accepted. How-
ever, consumers—whether they are banked, unbanked, or under-
banked—may be reluctant to turn to cryptocurrencies on a larger 
scale as long as cryptocurrencies do not provide a reliable means 
of exchange or store of value, key attributes of money. 

RESPONSES TO WRITTEN QUESTIONS OF 
SENATOR CORTEZ MASTO FROM REBECCA M. NELSON 

Q.1. How expansive do you believe this problem is and what safe-
guards, if any, are in place to ensure bitcoin or other 
cryptocurrencies, are not used to finance illegal activity? 
A.1. By potentially shielding user identities, cryptocurrencies can 
allow bad actors to engage in nefarious activities and illegal finan-
cial transactions, but it is difficult to precisely measure the extent 
to which cryptocurrencies are used to fund or financially facilitate 
illegal activities. One study by a group of academics estimates that 
around $76 billion of illegal activity per year involves bitcoin, near-
ly half (46 percent) of all bitcoin transactions. 1 2 

Currently, countries take different approaches to anti– money 
laundering and countering the financing of terrorism (AML/CFT) 
regulations with regards to cryptocurrencies. 3 Some countries pro-
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hibit cryptocurrencies outright. Other countries permit the use of 
cryptocurrencies by applying existing AML/CFT regulations to 
cryptocurrency businesses and transactions. Finally, some coun-
tries are in the process of implementing cryptocurrency-specific 
laws or regulations. 

Some countries have undertaken efforts to coordinate AML/CFT 
regulations. The Financial Action Task Force (FATF), an intergov-
ernmental organization that promotes international AML/CFT 
standards, has adapted its recommendations to clarify their appli-
cation to cryptocurrencies. 4 However, FATF membership is not 
universal and its recommendations are nonbinding. 
Q.2. In your opinion, what is the best way to crack down on the 
use of cryptocurrencies to finance illegal transactions dealing with 
drug and sex trafficking? 
A.2. Within the focus of my testimony—international approaches to 
cryptocurrencies—one area policymakers may consider is to encour-
age regulatory harmonization across countries. With countries 
adopting different AML/CFT approaches to cryptocurrencies, bad 
actors may be able to exploit cross-country regulatory differences to 
engage in illegal activities. Closer coordination of AML/CFT among 
a broad set of countries may enhance the ability of national regu-
lators to prevent the use of cryptocurrencies to fund illegal activi-
ties. However, some countries trying to attract cryptocurrencies 
and associated businesses may be concerned that more stringent 
regulations could deter financial innovation and limit the adoption 
of cryptocurrencies. 
Q.3. What are the implications for privacy and widespread surveil-
lance with central bank digital currencies like the one announced 
in China? 
A.3. A number of central banks are examining the possibility of 
issuing digital currencies directly to consumers. 5 In most cases, the 
specifics of how such currencies will be issued and administered 
were they to be created have not been determined, making it is dif-
ficult to analyze how they may affect individuals’ privacy. In cases 
where a central bank directly validates and settles transactions, in-
formation related to individuals’ transaction history and the re-
sponsibility to monitor for money laundering would likely migrate 
(at least in part) from private financial institutions, such as banks, 
to the Government’s central bank. 

After 5 years of research, China’s central bank, the People’s 
Bank of China (PBOC), is reportedly close to issuing its own digital 
currency, which would serve as legal tender. 6 The Government is 
pursuing this initiative to retain greater control over its financial 
system as nongovernmental cryptocurrencies proliferate and to 
support internationalization of the yuan. 

Although details about the proposal remain uncertain, the PBOC 
is expected to issue the currency and design the wallets for the dig-
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ital currency. Statements from PBOC officials suggest that the dig-
ital currency is unlikely to rely on distributed ledger technology; in-
stead, the PBOC is expected to maintain the centralized ledger 
that records transactions in the new digital currency. It is unlikely 
that users of the Chinese digital currency would have anonymity 
or pseudonymity with the PBOC. 

The new digital currency could allow the Chinese Government to 
expand its surveillance capabilities. The digital currency could pro-
vide the PBOC with considerably more information about user 
transactions than it has about cash transactions. Roger Huang, 
who writes about crypto and blockchain for Forbes, stated his view 
in an August 2019 article that ‘‘given that the PBOC is ultimately 
accountable to the Chinese State, it is exceedingly likely that finan-
cial transactions and data will be stored for State purposes, per-
haps even in the vein of adding an additional layer for social cred-
it.’’ 7 
Q.4. Can you explain the tension between the right to deletion and 
how cryptocurrencies like libra and others work? 
A.4. There are questions about whether the ‘‘right to deletion’’ is 
compatible (or even possible given the validation processes cur-
rently used) with cryptocurrencies, including Facebook’s proposed 
new global cryptocurrency, the libra. The ‘‘right to deletion,’’ also 
called ‘‘right to be forgotten,’’ generally refers to the ability to erase 
one’s personal data, cease further dissemination of the data, and 
potentially have third parties halt processing of data. 

Cryptocurrencies use blockchain technology, which entails the 
permanent storage of data. Cryptocurrency users are given a pseu-
donym, and every transaction involving that address is stored on 
a ledger maintained by the network of independent computers. 
Once a transaction has been recorded on the ledger, it cannot be 
deleted. Every transaction involving a particular pseudonym is 
publicly available, although the true identity of a pseudonym may 
not be publicly known. 

Some analysts have proposed various methods to enhance 
cryptocurrency users’ ‘‘right to deletion.’’ 8 One proposal is deleting 
the encryption key that allows access to an individual’s informa-
tion. 9 Another proposal is storing some data off the public ledger. 
Many analysts, however, are skeptical that such proposals would 
fully address ‘‘right to deletion’’ concerns. 10 
Q.5. Should we be worried that, if widely adopted, currencies like 
libra will substantially limit the ability of countries to use capital 
controls in times of financial crisis? 
A.5. The ability of cryptocurrency users to evade capital controls 
has been an ongoing concern for many that is amplified by the 
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global scope of Facebook’s proposed cryptocurrency. 11 Capital con-
trols are measures taken by a Government, central bank, or other 
regulatory body to limit the flow of foreign capital into and out of 
the domestic economy. There is debate about whether capital con-
trols are helpful in smoothing debt inflows and outflows, particu-
larly during economic crises, or whether capital controls are unde-
sirable policy tools because they create economic distortions. 

The Libra proposal is relatively new, and there are many ques-
tions about how the libra will operate in practice. Officials associ-
ated with the Libra project have pledged to delay implementation 
of the libra until they have fully addressed regulatory concerns and 
received appropriate regulatory approvals. 12 Regulators could re-
quire the Libra Association (the governing body for the libra 
cryptocurrency) to enforce Government capital controls in order to 
operate legally within their jurisdiction. 
Q.6. Can you explain how so-called ‘‘smart contracts’’ work? 
A.6. [Jay Sykes, CRS Legislative Attorney, provided this response:] 

Commentators generally use the term ‘‘smart contract’’ to refer 
to an agreement whose execution is automated via computer code. 
For example, a borrower might enter into a ‘‘smart’’ loan agreement 
with a lender under which the borrower agrees that payments will 
be automatically transferred from her bank account on the first day 
of each month in an amount that adjusts based on a reference in-
terest rate. Commentators have suggested that the use of software 
to execute such a contract upon the receipt of certain inputs (e.g., 
the start of each month or changes in the reference interest rate) 
may allow parties to the contract to perform their obligations more 
efficiently. Some smart contracts involve computer code that is em-
bedded on a blockchain distributed ledger—that is, a peer-to-peer 
database that does not depend on a central authority. 13 
Q.7. Certain factors in contract law such as frustration, duress, 
undue influence, or misrepresentation need subjective human in-
terpretation of judgement on a case-by-case basis, how is this pos-
sible under smart contracts? 
A.7. [Jay Sykes, CRS Legislative Attorney, provided this response:] 

Because there is not an extensive body of case law applying these 
doctrines to ‘‘smart contracts,’’ it is difficult to state with confidence 
how they affect such agreements. Nonetheless, a number of com-
mentators have argued that standard defenses to contract forma-
tion apply to smart contracts. 14 If a smart contract is embodied in 
text, courts will likely evaluate that text and the circumstances 
surrounding the parties’ agreement in adjudicating subsequent 
legal disputes. In contrast, if parties reach an oral understanding 
that is directly reduced to computer code (a ‘‘code-only’’ smart con-
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tract), courts may rely upon the outcomes that the code produces 
and extrinsic documentary evidence (e.g., email exchanges between 
the parties) to resolve such disputes. 15 
Q.8. Are there steps Federal regulators can take to protect inves-
tors from fraudulent ICOs? What are they? 
A.8. Regulators around the world have focused on measures to pro-
tect investors participating in initial coin offerings (ICOs), a meth-
od of raising capital in exchange for digital coins or tokens that en-
title their holders to certain rights. Some countries, including 
China, Macau, and Pakistan, ban ICOs. In contrast, other coun-
tries—including the United States—regulate ICOs under existing 
securities laws. Securities regulations require that an ICO’s pro-
moter register its offering with a regulating agency and disclose 
certain information about its business. Some countries have devel-
oped guidance on the application of securities regulations to var-
ious categories of tokens issued pursuant to ICOs, while other 
countries are applying existing securities regulations to ICOs on a 
case-by-case basis. 

In the United States, ICOs may qualify as securities offerings 
subject to Federal regulation, depending on their specific features. 
If policymakers in the United States or other countries are con-
cerned about increasing investor protections, they could consider 
whether ICOs merit additional licensing and transparency require-
ments, provide greater clarity regarding which types of ICOs will 
qualify as securities offerings, and/or focus on increased enforce-
ment efforts and public warnings about the risks of fraudulent 
ICOs. Additional regulations come with a tradeoff: broader and 
stronger regulations may deter financial innovation and broader 
adoption in the cryptocurrency market. 
Q.9. Should cryptocurrencies have the same investor protections, 
the same rules against market manipulation and market fraud? 
Should they have adequate disclosures and investor protections? 
The same as bonds and stocks have? 
A.9. For investment markets to work efficiently, investors must 
trust that they have the relevant information necessary to judge 
the possible risks and rewards of a particular investment. Securi-
ties and commodities laws and regulations has been developed 
overtime in most countries with the aim of ensuring that is the 
case. 

In the United States, market manipulation is prohibited for 
tradeable securities through the Securities Exchange Act and for 
commodity futures contracts and commodity spot transactions 
through the Commodity Exchange Act. According to the Securities 
and Exchange Commission (SEC), cryptocurrencies offered in an 
‘‘initial coin offering’’ (ICO) may, depending on their features, qual-
ify as offerings of ‘‘securities’’ subject to Federal regulation under 
the Securities Act of 1933 (Securities Act) and the Securities Ex-
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change Act of 1934 (Exchange Act). 16 The Commodity Futures 
Trading Commission (CFTC) has defined cryptocurrencies as ‘‘com-
modities’’ which gives them enforcement authority regarding fraud 
and manipulation of cryptocurrency exchanges. 

Despite these laws, concerns about market manipulation on 
cryptocurrency exchanges persist. Market manipulation is a delib-
erate attempt to interfere with the free and fair operation of the 
market and create artificial, false, or misleading appearances with 
respect to the price of, or market for, a product, security, com-
modity, or currency. In cryptocurrency exchanges, concerns about 
market manipulation include, for example: 

• pump-and-dump schemes (artificially inflating the price of an 
owned cryptocurrency through false and misleading positive 
statements, in order to sell the cheaply purchased stock at a 
higher price); 

• wash trading (an investor simultaneously sells and buys the 
cryptocurrencies to create misleading, artificial activity in the 
marketplace); 

• spoofing (a trader places a large order to buy or sell a 
cryptocurrency, with no intention of executing); and 

• front running (a firm either buys cryptocurrency for itself be-
fore filling customer buy orders that drive up the price, or sells 
cryptocurrency itself before filling customer sell orders that 
drive down the price). 17 

According to one study, up to 95 percent of all transactions in 
bitcoin are fraudulent and/or noneconomic in nature. 18 

RESPONSES TO WRITTEN QUESTIONS OF 
SENATOR CORTEZ MASTO FROM MEHRSA BARADARAN 

Q.1. In your paper, you recommend faster payments and an expan-
sion of postal banking. What about enforcing and possibly expand-
ing the Community Reinvestment Act to ensure that residents of 
rural areas and low-income communities have access to bank ac-
counts that don’t charge high fees like $7.00/per ATM transaction 
or require a minimum balance of $1,500 to open an account or 
avoid costly fees? 
A.1. The CRA must be strengthened, expanded, and enforced. I re-
cently testified in response to this question before the House Sub-
committee on Consumer Protection and Financial Institutions 
about the CRA. The underlying theory of the CRA is that banks 
have public duties because they are essentially public institutions. 
In passing the CRA in 1977, Senator William Proxmire, Chairman 
of the Senate Committee on Banking, Housing, and Urban Affairs 
alluded to the dependent nature of the bank–State relationship. He 
stated that the CRA was based on a ‘‘widely shared assumption’’ 
that ‘‘a [bank’s] public charter conveys numerous economic benefits 
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and in return it is legitimate for public policy and regulatory prac-
tice to require some public purpose . . . .’’ The Senator claimed 
that banks are ‘‘a franchise to serve local convenience and needs’’ 
and therefore ‘‘it is fair for the public to ask something in return.’’ 

The CRA is the last remaining tool of regulators to require banks 
to extend credit beyond their preferred customer base, but banks 
have resisted engaging in ‘‘inefficient’’ or ‘‘unprofitable’’ trans-
actions. And this is the truth that cannot be avoided—serving the 
needs of these communities has not be profitable and regulators 
have not required that they do so. The CRA only requires banks 
to offer services in their chosen service area. Thus, many banks 
have decided to close down branches in wide swaths of the country. 
These areas are essentially CRA deserts as well as bank deserts. 
If banks are not providing financial services to the poor, and re-
quiring them to do this is ineffective, inefficient, or otherwise politi-
cally fraught, then any serious discussion of financial inclusion 
must consider a public option. 

In short, the CRA must be strengthened in ways that recognize 
the tremendous task it was created to do and remains undone 
today. Banks are in a unique position to engage in this effort and 
have historically been tasked with playing a significant role. But 
a strong CRA should be only one step in an effort to match for the 
large inequalities in the credit and payments systems. 

The full testimony can be found here: https:// 
financialservices.house.gov/uploadedfiles/hhrg-116-ba15-wstate- 
baradaranm-20190409-u2.pdf. 
Q.2. What safeguards, if any, are in place to ensure bitcoin or other 
cryptocurrencies, are not used to finance illegal activity? 
A.2. Cryptocurrency exchanges have voluntarily complied with 
KYC, AML, and CFT regulations—these exchanges are registered 
companies and thus have regulatory compliance duties. While 
many people and companies use these exchanges to purchase and 
sell, there are also decentralized exchanges that operate from one 
person to another—without an exchange. There are currently no 
comprehensive safeguards in place to prevent the financing of ille-
gal activities through those transactions. Accordingly, bitcoin and 
other cryptocurrencies are currently being used to finance illegal 
activities. 
Q.3. In your opinion, what is the best way to crack down on the 
use of cryptocurrencies to finance illegal transactions dealing with 
drug and sex trafficking? 
A.3. Because I am a banking law expert and not an expert on 
criminal enforcement, I will narrow my response to what can be 
done in the banking context. Cryptoexchanges can be regulated to 
prevent illegal exchange so laws can mandate that all 
cryptotransactions must go through a sanctioned private exchange. 
Anyone exchanging cryptocurrencies outside of regulated exchanges 
would have to be prosecuted, which might prove to be difficult. 
Whether and how law enforcement might be able to track and pros-
ecute these transactions is outside of my scholarly purview. 
Q.4. Should cryptocurrencies have the same investor protections, 
the same rules against market manipulation and market fraud? 
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Should they have adequate disclosures and investor protections? 
The same as bonds and stocks have? 
A.4. Yes. Though compliance can be made less costly, these regula-
tions must apply to public investments in order to protect investors 
and consumers from fraud. The test for whether an investment is 
a security, according to the Howey case ‘‘is the presence of an in-
vestment in a common venture premised on a reasonable expecta-
tion of profits to be derived from the entrepreneurial or managerial 
efforts of others.’’ If this applies to an ICO, it should be considered 
a security. The CFTC has likewise determined that some 
cryptocurrencies like bitcoin are a commodity and shall be regu-
lated as such. 

Technology has and will continue to fundamentally transform fi-
nance, but it has not and should not alter safety and soundness, 
privacy, or consumer protection regulations. Cryptocurrencies are 
either a store of value, tradable currencies, investments, and a pay-
ments system or as some have promised, they are all of these 
things. There is nothing about all these things being put on the 
blockchain that makes it any less likely that their founders will en-
gage in fraud, insider trading, or other harms that the SEC and 
CFTC regimes were created to prevent. 
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I. Introduction 

The Chamber of Digital Commerce (the 'Chamber") welcomes the opportlMlity to submit 
this testimony for consideration by the Senate Banking Committee (the "Committee") 
regarding regulatOI)' frameworks impacting digital currencies and blockchain 
technology. The Chamber is the wolfd's largest blockchain trade association. Our 
mission Is to promote the acceptance and use of dlgttal assets and blockchaln 
technology, and we are supported by a diverse membership that represents the 
blockchain industry globally. 

Through education, advocacy. and close coordination with policymakers. regulatOI)' 
agencies, and industry across various jurisdictions, our goal is to develop a pro-growth 
legal environment that fosters innovation, job creation, and Investment. We represent 
the woild's leading innovators, operators, and investors in the blockchain ecosystem, 
including leading edge start-ups, software companies. global IT consultancies. financial 
institutions, insuranoe companies, law firms, and investment firms. Consequently, the 
Chamber and its members have a significant interest in blockchain and distributed 
ledger technology. 

II. Executive Summary 

This testimony describes the principles we believe are important to consider when 
establishing government priorities for blockchain technology; the importanoe of 
terminology; and areas of friction related to financial services that we have Identified 
through our many years of work with the industry. Specifically, this document 
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addresses: 

• The benefits of blockchain as a technology that creates faster, more efficient, 
more inclusive systems that, if properly overseen, can create extraordinary 
opportunities for consumers; 

• The need for government support from the federal government and Congress 
(the states are already capitalizing on the opportunity this technology presents) to 
ensure that technological advances and associated standards and oversight 
remain in the United States; 

• The existing complex regulation of "spot" markets such as trading platforms and 
exchanges, and potential solutions; 

• The need for clear guidance as to when a digital token is a security triggering the 
U.S. secwities laws as well as solutions to certain consumer protection principles 
within the securities laws; 

• The technological advances blockchain technology brings to anti-money 
laundering and economic sanctions compliance, and how existing laws inhibit 
enhanced detection; 

• How misunderstandings around what is a 'smart contracr are creating a 
patchwork of inconsistent legislation in the states; 

• The lack of accounting standards specific to digital assets such as virtual 
currencies is limiting the ability of companies to deliver better transparency and 
obtain necessary regulatory approvals; and 

• The current tax treatment that has been criticized broadly due to needed 
darification in a number of areas; it is also inhibiting use of virtual currencies as a 
method of payment. 

We thank the Committee for its interest in this important matter and look forward to 
continued engagement 

Ill, The Benefits of Blockchaln Technology and DLT 

Distributed ledger technology is computer software that employs a shared database 
architecture to maintain multiple, identical ooples of an auditable, up-to-<late distributed 
digital record of transactions or data. A blockchain is a specific type of DLT that records 
transfers of data and organizes them into 'blocks" that are stacked or 'chained' together 
chronologically by a cryptographic hash function and confirmed by a consensus 
mechanism. Advanced blockchains can serve as the foundational protocol upon which 
many applications can be built - much like how the Internet underpins multiple 
applications such as e-mail, e-commerce, and business processes. 

Characteristics of Blockchain Technology: 

• Distributed: Data is shared across nodes rather than being maintained by a 
central administrator. Each node maintains a copy of the blockchain, making it 
resilient to localized failures and isolated attacks. 

INFO'~OIGITALCHAMB[R.ORG ti i&DIGITALCHAMBER WWW.OIGITALCHAHBER.ORG 
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• Consensus Algorithm: A set of rules by which a distributed network reaches 
agreement to verify a transaction's occurrence and ensures that all nodes have 
an identical copy of the ledger of transactions. 

• Cryptography: Blockchains use complex mathematical algorithms to secure and 
validate transactions on the network. 

• Immutability and Record Keeping: Once a transaction occurs and is recorded on 
a blockchain, the hashing and linking functions provide authenbcity by showing 
that Items have not been altered. 

• Smart Contracts: The abillty to link and execute automated smart contracts 
increases the efficiency of transactions. 

Bitcoin was the first iteration of blockchain technology. Bitcoin provided a solution to the 
operative problems of transferring value in a digital environment - specifically, how to 
ensure that digital value is not spent twice. Although the solution was beneficial to the 
promulgation of virtual currencies, its underlying value is in its potential to create 
transactional efficiencies in transferring value and recording transactions in a secure 
way in a vast array of industries. This is due, in part, to the manner in which 
cryptographically-protected Information Is replicated, shared, and accessed across a 
network. 

At Its heart, bloci<chain is a database technology. As with any database technology, it 
can be used to create and track digital representations of assets (including natively 
digital goods). The financial services applications of blockchaln include value transfer 
and the creation of digital tokens1 representing traditional securities and other traditional 
financial instruments. It would be too limiting, however, to only consider these 
applications of the technology and any consideration of blockchain technology must 
recognize the broad array of uses for tokens as well as assets that can be digitized and 
transacted in on blockchains, including tangible assets. Simply creating a digital 
representation of an asset does not change the asset's character or nature, nor should 
it change the asset's treatment under law, 

For more information and detail regarding blockchain technology and legislative 
solutions, see Legislators' Toolkit for Blockchain at httpsi/digitalchamber .org/state­
legislators-toolkiV. 

1 Digital tokens are transferable units generated within a distributed networlc that ffacks ownership of the 
units lhrough lhe application of blocl«:llain technology. CHAMBER Of DIG, COMMERCE, Understanding 
Digital Tokens: Marice! OVervtews and Proposed Guidelines for Policymal<ers and Practitioners, 
https://d',gitalchamber.orgAokeo-aniance-whitepaperl. 
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IV. Areas in Need of Consideration 

The following are areas within the financial services sector that we have identified as 
requiring attention and/or clarification from government actors to ensure that blockchain 
technology and DLT can thrive to provide improved products and services to consumers 
in the United States In a responsible way. 

a. Decisive Government Support 

The possibilities provided by blockchain technology and its tremendous positive impact 
for economic advancement have been recognized by policymakers on the federal, state, 
and multinational levels. Its ability to improve business processes, increase efficiency, 
and promote transparency In numerous Industries Is transforming the ways In which 
companies conduct business and transact. Blockchain is a revolutionary breakthrough. 
allowing us to create infrastructure towards an "Internet of Value· whereby value can be 
exchanged as quickly as information. 

While technological progress Is clear, It does not automatically follow that the 
United States wlll establish Its preeminence In the blockchaln sector. Already, 
major Industrialized nations are making slgnltlcant advances In promoting and adopting 
this technology, making a hard run to be the leaders, and obtain the economic benefits, 
of this industry. H the United States fails to address the outstanding regulatory issues, It 
risks falling signmcantly behind other nations who recognize the advantages blockchain 
brings. 

Government agencies within the United States are exploring blockchain technology to 
streamline federal procurement, for example, and U.S. companies are building systems 
to streamline operating practices, capture economic efficiencies, and grow the U.S. 
economy.2 More needs to be done, however, to coordinate support for this technology 
in the United States. Laws dating back decades, in some cases 80 years, are proving 
difficult to apply to this emerging technology and are thus stifling economic growth in 
this space. 

In the twentieth century, the U.S. government realized the tremendous potential of the 
Internet and took a central role in nourishing, developing, and promoting its creation and 
widespread adoption. To maintain our technological and economic world leadership, It is 
imperative that the United States similarly encourage blockchain development or risk 
falling behind countries that are embracing the technology and exploring its benefits in 

2 See, e.g., DEi"! OF HoMB.ANOSEC., 8LOCl(CHAII ANO SVIT~LITYFOR GO\/EAAMOO APf'UCATIONS (2018), 
bttos;hwww ®s gov/sitesldetau11t1~es/pub1icat1ons120JS AEP Blockchaln and su1rabili1Y fQf Goyemme 
nt Applications.pelf· see also Steve Delahuoty, Developments and Adoption of Blockchain In the U.S. 
Federal Govemment(Jan. 25, 2018), 
https:Jtwww.forlles.oom/sltesnorbesteclloouncllr.!018/01125/develojlmenls-and•adoptiorl-Of•blockchaln-in­
llle-u-s-federal-govemmenV#3fb7781 d3d99. 
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the private and public sectors. To meet this need, we proposed a National Action Plan 
for Blockchain to ensure that blockchain technology is encouraged and supported in the 
United States. s 

The United States needs two things to remain at the forefront of blockchain 
developments and promote its innovation and use: 1) provide leadership through strong 
public support and policymakers who are open to and understand the technology; and 
2) a coordinated plan to ensure appropriate support and harmonized regulatory 
approach, where needed. 

The U.S. government must explore these opportunities in depth through many means, 
including conversations with industry leaders and government stakeholders to ensure 
the United States maintains its competitive advantage In technological development. 
This engagement could occur through an intergovernmental taskforce, or a regular 
meetings between the public and private sectors, to discuss the benefits of blockchain 
technology across industries. An intergovernmental task force will serve to further the 
U.S. position to promote free enterprise and to develop policy objectives toward 
promoting industry~ed blockchain and economic growth within the United States. This 
collaboration can also be used to help public officials and regulators remain 
knowledgeable and informed about the technology. 

A cornerstone of any blockchain initiative requires the exploration and understanding of 
blockchain and DL T. These technologies are often complex and must be prope~y 
understood and tested before implementation. We therefore recommend that one result 
of the Committee's efforts should be to establish an office, or task an existing office, 
within the Executive branch that coordinates the U.S. Government's blockchain strategy 
going forward. This office would serve to coordinate agency consideration of 
blockchain, determine and promote government applications of blockchain that could 
cut costs for taxpayers, track the government's use of blockchain across agencies, and 
act as a gateway for industry and government to best understand the laws surrounding 
blockchain and virtual currencies.4 Such an office can better develop blockchain-based 
economic development and activity and coordinate the U.S. government's perspective 
across agencies. In addition, accelerated government adoption and use, where 
appropriate, will help the public sector by providing a reference of working examples 
and best practice implementations. We note that this office would not just consider 
financial services applications, but all applications that could benefit government, 
industry, and consumers. 

I CHAMBER OF DIG. COMMERCE, NATlONAl ACTION PLAN FOR BlOO<CIWN (Feb. 20 2019), 
httpsJ/digitalchambel.orglblockchain-national·action•plan/. 
4 Several U.S. states have already adopted this aPJl(oacll, as recommended in our Legislator's Toolkit for 
Blockchaln, or developed blockcllaln task foroes or lnlHatives, Including Delaware, Florlda, llllnols, New 
YOik, North Carolina, wyom;ng, and at least 14 states have introduced legislation to do the same. 
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b. Existing Regulation of Spot Markets (Trading Platforms and 
Exchanges) 

The Commodity Futures Trading Commission ('CFTC") has regulatory and enforcement 
jurisdiction over derivatives of virtual currencies traded in the United States. While it 
does not have direct oversight jurisdietlon over markets or platforms conducting cash or 
"spot' transactions in virtual currencies, it does maintain after-the-fact enforcement 
against fraud and manipulation in those spot markets. 5 

Primary oversight of virtual currency spot market activity- Including wallet providers, 
whieh are used to store, send, and receive virtual currency, and exchanges -primarily 
falls under state money transmission laws and federal anti-money laundering ('AML") 
oversight and enforcement. Currently, 49 states, the Dlstrtct of Columbia, and various 
U.S. territories each have their own money transmission license requirements,8 many of 
whieh apply to virtual currency-related businesses. Oftentimes, however, it is unclear 
which or how those requirements apply. Companies are thus subject to significant 
uncertainty and onerous state-by-state application requirements, fees, examinations, 
and regulatory oversight in a system that was designed for 20th century business 
models and services. The various state laws differ in meaningful ways, even on things 
as fundamental as the definition of a money transmitter, which determines whether 
companies must file an application and obtain a license.7 

In addition to state licensing requirements, these companies must also register with the 
Financial Crimes Enforcement Network ('FinCEN') of the Department of the Treasury 
as money services businesses ('MSBs' ) and comply with various federal regulations 
including recordkeeping, reporting, and development of an anti-money laundering 
('AML') program and other requirements. 

This patchwork of state and federal regulations is expensive, requiring dedicated 
personnel to manage the recordkeeping alone, in addition for personnel to maintain 
AML program compliance obligations and manage each state's and the federal 
government's on-site examinations, among other things. For blockchain companies, 
many of which are growing start-ups with seasoned industry executives, this antiquated 

$ Virtual Currencies: The Oversight Role of 1"9 U.S. S9curili9s and Exchangli Commission and the U.S. 
Commodity Futures Trading Commission Before the Comm. on Banking, Housing, and Urban Affairs, 
115111 Cong. 4 (2018) (statement of J. ChrislOpher Giancarlo, Chairman, Commodity Futures Trading 
Comm'n), See also Natiooal Futures Association, Interpretive Nolice 9073-Disclosure Requirements for 
NFA Membe!s Engaging in Virtual Currency Activities (May 17, 2018), 
bttos:ilwww ata futures orgkyJe!loQICJ)Ules asox?Section=9&RyJeJQ.9Q73. 
6 CONFERENCE Of STATE BANK SUl'8MSOIIS, 2017 NMLS MoNEY SERVICES BUSINESSES I NOUS TRY R~T 

(Sept 2018), hHps·//mortgage nationwidelioensingsystem orgiabout1Reoorts12QJZ·NMLS-Money­
Seot;es:Busjnesses-Report.Qdt see aJso Thomas B<own, 5().STATE SURVEY: Money Transmitter 
Licensing RequifemenlS. CALIFORNIA AssEl.tlll. Y, 
httos:1/abflk assembly ca gov/sites/abnk .assembly ca.goy/Jiles/50%20State%20Survey%20-
%2QMTL%2Qllcenslngo/.20Reaulremeotsl72986803 4).Ddl Qasl visited February 28, 2019). 
7 CONFERENCE Of STATE BANKSUl'8MSOIIS, supra note 12. 
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and inconsistent framework poses a high barrier to entry. The current framework and 
laws were designed prior to the digital era and are not well-suited for digital companies 
whose business and service models are inherently global in nature and may not fit the 
traditional descriptions of "money transmitters.' This regulatory regime prevents the 
introduction of new technologies to advance financial inclusion and the provision of 
financial services, which blockchain companies enable. 

State licensing requirements are primarily focused on consumer protection, the 
management of the company via background checks and other criteria, and the 
solvency of the money transmitter as a custodian of customers' funds. Placing virtual 
currency and blockchain companies under this regulatory framework is inefficient 
because it does not take into account broader market oversight ineiuding price and 
market manipulation. This Inefficiency may undermine the goals of consumer 
protection8 and fair and efficient markets. Indeed. both Chairman Clayton of the 
Securities and Exchange Commission ("SEC'} and Chairman Giancarlo of the CFTC 
have ncted that it may be time to re-evaluate this framework.9 

In addition, the SEC has jurisdiction over exchanges that offer and sell securities. 
According to the SEC, 'A platform that offers trading in digital asset securities and 
operates as an "exchange' (as defined by the federal securities laws) must register with 
the Commission as a national securities exchange or be exempt from registration.'1o A 
question arises, however, as to when an exchange is selling a digital token that is not a 
security, and one that Is. 

The CFTC, FinCEN, SEC, state regulators, and other regulatory bodies all have 
jurisdiction to oversee various aspects of virtual currency markets. The Chamber 
believes that there should be a single federal option alternative that recognizes the 
unique attributes of blockchain technology and digital assets and that pre-empts state 
money transmitter licensing requirements to avoid duplicative and inefficient regulation. 
Alternatively, the development of an industry-developed and led sett-regulatory 
organization, empowered by Congress through legislation providing h with enforcement 
powers, could be an effective vehicle for governance. Either of these options requires a 
careful balancing of the factors required to achieve meaningful oversight, appropriate 
sanctions on violators, and encourage robust economic development. 

• SEC Strategic Hub for Innovation and Filancial Technology, Framework for "Investment Contract" 
Analysis of Digital Assets, April 3. 2019. httosJ/www.sec.gov/oorpfintframewo,:k-iOYes1rnent:QOQtrac1-
analysj§1ligital-assets. 
• Jay Clayton and J. Christopher Glanca~o. Regulators are Looking at Clyp/ocvrrencies, WALL Sr. 
JouRNAL (Jan. 24, 2018), h1tps:llwww.wsj.comlartdeskegulators-are-looklng•at-qyp1ocurrency­
~ rwe WOLid support policy efforts to revisit lhese kameworks and enSIJ'e lhey are effecnve 
and efficient tor the digital era."). 
10 SEC DMsioo of Corpo<alion Finance, Division of Investment Management, and OMsion of Trading and 
Markels, Statemenl on Digital Asset Securities Issuance and Trading (Nov 16, 2018), 
httost/wwfl,sec.aovmews/puhlc-staJement/digita~asset-secuntes-1ssuuance-and-trading. 
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c. The Need for Guidance on Digital Tokens 

Many participants in the blockchain industry have developed tokens to enable use of 
their systems or relied on token sales to fund the development or operation of their 
blockchain projects. Some of these tokens are widely understood not to be securities 
under federal securities laws, as is the case with bitcoln and ether. In other instances, 
however, if the token or method of distribution meet certain criteria, the SEC has found 
certain tokens to be securities and brought enforcement actions against issuers for 
violation of securities laws. 

The SEC uses the Howey Test derived from a U.S. Supreme Court case dating back to 
1946 to determine whether an investment contract such as a token is a security. 11 The 
Howey Test dates back almost seventy-five years and was not created with the digital 
age in mind. While the SEC commissioners and staff have made attempts through 
speeches, testimony, enforcement actions, and other means to signal to market 
participants what characteristics of a token might make it a security, such guidance is 
not binding on future agency action. The recent publication of a Framework for 
' Investment Contract' Analysis of Digital Assets is a helpful checklist for companies to 
consider in this regard; however, its numerous criteria, without reference to Which carry 
more weight than others If triggered, render the guidance difficult for practitioners to use 
with confidence. Unfortunately, the No Action Letter published contemporaneously with 
the Framework was very limited and, arguably, the digital token should not have been 
considered a security at all. 

Innovators need formal guidance, developed with industry input and an understanding 
of the various token platforms and uses, on the standards and factors that the SEC 
believes are appropriate for the evaluation of whether a digital token constitutes a 
security, as well as clear statements that bitcoin, ether, XRP, and similar tokens are not 
considered, in and of themselves, to be securities. Currently, determinations are made 
on a case-by-case basis and, for a single token, may change over time as the 
characteristics of the token change. The lack of clarity around the standards used to 
determine what constitutes a security is inhibiting development and innovation in the 
industry and is resulting in the United States falling behind other nations with clearer 
token guidelines that foster innovation.12 

In order to provide the certainty companies need to operate in the United States, a 
digital token definition needs to be established that clearty outlines the criteria for such a 
token to be deemed a security. Further, certain digital tokens must be explicitly carved 

11 SEC v. W.J. Howey Co .. 328 U.S. 293 (1946); see Report ol lnvestigatioo Pursuant to Sectioo 21(a) or 
Ille Secumies Exchange Act of 1934: The DAO (July 25, 2017). 
https;liwww sec 9QYDiligalionllnyestreport/34-81207 odf. 
11 see, e.g., Leigh cueo. Circle Mov6S Exchange Ope,alions Of/Shore With New Bermuda Otr,ce, 
ColnDesk, (Jtiy 22, 2019), b11Ds:h1Yww colndesk com/circie-moves-noo-us-OQlonlex-ctJstomers-to-new­
be1roJJda:BotiJ¥. 
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out from consideration of a security under securities law. The new definition should 
include 'utility' or use-based tokens that serve a fundamental purpose - as an integral 
part of a service offering-and, accordingly, should not be considered an investment 
contract under the Howey Test. 13 Many utility token distributions are vital to projects 
where companies are attempting to create innovative solutions using blockchain, but 
their fundamental existence is jeopardized by the existing regulatory uncertainty. 
Creating a clear definition and space for these tokens to exist would not only benefit 
U.S. innovation, but would serve a dual purpose to address fraudulent activities. 

One way to achieve this clarity is through legislation that would spell out these criteria 
and amend the securities laws as appropriate, and this route may be necessary. 
Moreover, the SEC should consider a clearly articulated safe harbor or other exemptive 
relief concluding that certain digital tokens are not securities. For example, a clear 
binding statement that bitcoin, ether, and XRP are not securities would go a long way to 
enabling certain facets of the industry to evolve. 

d. Needed ClarHlcatlons Concerning Custody of Digital Tokens 

With digital tokens, there Is no object stored physically; rather records are maintained 
on an immutable blockchaln showing transactions and transfers of ownership that have 
occurred by sending and receiving tokens via a software wallet using public-private key 
encryption. The technologies and methods used to maintain ownership and to 
safeguard these assets are constanffy evolving. For example, the application of multi­
signature14 technology bringing added consumer protections to authentic transactions; 
however, they also bring a layer of complexity to custody requirements for these assets 
because the keys necessary to execute a transaction may be in multiple physical 
locations. Public and private keys are analogous to a user name and password where 
the public key, like a user name, may be viewed by anyone and the private key, like a 
password, is stored privately and used in conjunction with the public key to access the 
software. Regulators and policymakers will need to understand the ways in which 
ownership of these new assets is currently reflected and be mindful of the evolution of 
the technologies as they consider guidance to market participants on the application of 
existing regulatory requirements surrounding custody's to innovative technologies. 

11 For more information on 'utility tokens,' S96 Underslllllding Digital Tokens: Market O~ws and 
Proposed Glidelines for Policymakers and Practitioners, https://digitalchamber.org/token·alliance­
whitepaper/. 
" Mullisignalure, or 'mutti519' refers 10 a cryplographic fooctionality wilhin public key infras1r1Jc1ure 1ha1 
requires more than one privale key to oomplete a transaction. Many companies offe< multisig wallets, 
where, for example, a 2-of-3 mullisig wallet would require 2 oot ot 3 p.-ivate keys, usually held separately, 
in order to authorize a transaction. 
" See Reserves and Custodyol Serurities, 17 C.F.R. § 240.15c3-3 (2018); seea/soC\Jstodyof Funds 01 

Securities of Clients by lnvestlTIEflt Advisors, 17 C. F.R. § 275.206{4)-2 (2018); and see also SEC Division 
of Trading and Markets and FINRA Office of General Counsel, Joint Staff Statement on Broker-Dealer 
CuSIOdy of Digital Asset Securities (July 8, 2019). https·/twww sec.govmews/ooblic-statemenWJiot-staff­
statemeot-broke(:dealer-costody-digilal•asset-secllities. 
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This changing technology is moving faster than regulatory infrastructure and decision­
making. Regulated broker dealers and investment advisers, lawyers, independent 
auditors, and others have spent countless hours at a significant cumulative cost to try to 
fit rules written for physical and book-entry securilies to the blockchain environment. 
Nevertheless, the market needs more definitive guidance for participants to move 
forward in light of regulatory and litigation risk. 

Any possession or control standards for digital assets need to take into account the 
technological reality of how these assets are managed, and satisfactory control should 
focus, for example, on whether the digital asset is properly cryptographically protected 
and that adequate cybersecurity practices, specific to DLT, are maintained. As the 
Committee (and the SEC) continues to think through these Issues, the Chamber 
encourages it to be open-minded as to what can constitute possession or control. and 
for the government to foster a pro-growth environment when interpreting these and 
other issues that arise as blockchain technology develops. 

e. Enhancement of AnU-money Laundering and Sanctions Compliance 

Blockchalns provide unprecedented ability to track and traoe transactions historically, 
both by token and by walleVaccount. Chamber members Chainalysis and CipherTrace 
are performing cutting-edge analytics with blockchain technology and helping 
governments and businesses (Including financial Institutions) to identify and mitigate risk 
and enable companies to alert law enforcement. Unlike cross-border wire transfers, 
blockchains perfectly preserve the provenance of financial transactions and do not 
suffer from data integrity issues. 

Additionally, the Blockchain Alliance. co-founded by the Chamber of Digital Commerce 
in 2015, is an important medium for sharing information and education between the 
public and private sector to support law enforcement objectives. With more than 1 00 
~ -it continues to serve an important function. Lawmakers should take note of 
the proactive work being done by this industry to ensure that law enforcement is 
knowledgeable about the industry and the technology, and that it can achieve its 
objectives, thus creating an orderly functioning of the marketplace. This work is being 
utilized by multiple agencies within the government but can be further enhanced to 
reach and assist more participants. 

The ability to trace transactions back through time is a technological advancement and 
has already provided a boon to law enforcement and its efforts to detect and prosecute 
criminals. Specifially with respect to Bank Secrecy Act ('BSA") and Office of Foreign 
Assets Control ('OFAC") compliance obligations. it can support Know Your Customer 
('KYC") management in ways that ensure the characterisUcs of the customer, including 
beneficial ownership, are well-established on a blockchain. Further, blockchain-enabled 
KYC. customer due diligence ('COD"). and transaction monitoring can enhance the 
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Section 314 process - both under Section 314(a)16 as well as 314(b)17 (communications 
between institutions and law enforcement as well as among institutions, respectively) to 
ensure accurate, comprehensive data. It can also strengthen (real time) auditabilily of 
financial transactions between counterparties; facilitate lookbacks given the 
transparency and immutability of the ledger; and facilitate practical, technology-enabled 
KYC/CDD efforts, ongoing transaction monitoring, transaction tracking, and 
auditability/reporting. 

Prudential regulators will need to develop publicly available guidance, with industry 
input, that permits financial Institutions to adequately understand first, how they can 
interact with digital assets and, second, how to understand their customer and the 
associated transaction that is not so prohibitive that It requires forensics for transactions 
Involving virtual currency that exceed current expectations Involving flat currency 
transactions and other financial instruments. 

FlnCEN and the prUdenlial financial regulators will need to consider how to apply these 
AML and associated KYC requirements to regulated financial Institutions engaging In 
virtual currency-related activities, and the Chamber urges them to engage with market 
participants in doing so. 

A second area to be considered relates to sanctions compliance. The OFAC 
designation of two Iran-based individuals and their associated Bitcoin addresses raises 
a similar question In the context of OFAC sanctlons.1s Sanctions obligations are 
imposed more broadly than traditional notions of AML because they prohibit 
transactions or dealings in all property or i nterests in' property of a designated 
person. It is through this extensive authority that OFAC has made clear that U.S. 
persons cannot transact or deal in the Venezuelan petro.19 

However, the new guidance with respect to blocking property needs further 
consideration. For example, if a transaction involving a virtual currency indicates in its 
transaction history that the specific asset at one point in the past was held by a 
prohibited Iranian entity (or wallet), must that financial institution block the current 
transaction? Arguably they should not; however, businesses tend to (and should) take a 
very cautious approach when It comes to sanctions compliance. This approach, not 
possible with fiat currency because fiat cannot be traced as direcUy as some virtual 

" 31 C.F.R. § 1010.520. 
11 31 C.F.R. § 1010.540. 
" Press Release, Treasury Designates Iran-Based Financial Fa<:ifllators of Malkious Cyller Activity and 
for the Frrs1 Time Identifies Associated Digital CIJrreocy Addresses (Nov. 28, 2018), 
bttos:IQtQme treasury goyinews/oress•releases/sm556 
,, EJCe(.Qfder No. 13,827, 83 Fed Reg. 12,469 (Mai. 21, 2018). 
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currencies, nevertheless could restrict adoption of these product/service offerings by 
financial institutions. This and other consequences of OFAC's recent guidance need to 
be further explored to prevent unintended consequences in a digital environment. 

The standards determined around these issues will have a large impact on fungibility in 
the tok.en market, and ultimately the widespread adoption of tokens as a means of 
exchange or evidence of value or ownership. The Chamber and the government alike 
share the goal of preventing illicit finance and bad actors from accessing the financial 
system. We should strive to achieve these goals in a manner that does not impede the 
market's development or dlsincentivize the use of digital tokens and doing this requires 
industry and regulator cooperation. The Chamber recommends a forum like the Bank 
Secrecy Act Advisory Group (BSAAG) or similar arrangement to enable a thorough 
discussion and consideration of these Issues. 

Finally, technological developments have rendered traditional notions of KYC obsolete 
and ineffective. These developments can enable the creation of a digital KYC utility that 
would serve to verify Identity of customers across financial Institutions, rather than the 
current approach requiring financial institutions to obtain and verify the name, date of 
birth, physical address, and telephone number before onboarding a client. For many, 
these data points no longer authenticate that a customer Is who they say they are. A 
KYC utility could greatly enhance compliance by financial institutions and permit them to 
elevate more swiftly potential indicia of fraudulent behaviors. As a result, we 
recommend permitting such a solution, which could require mod~lcatlon to current 
agency guidance. 

f. Multiple State Statutes Addressing Smart Contracts 

'Smart contracts' are computer code programmed to execute transactons based on 
pre-defined conditions that are particularly innovative when used in conjunction with 
blockchain technology. These can be simple, automated bill pay arrangements, for 
example, or much more complex transfer systems.ro The Chamber promotes the use of 
smart contracts in conjunction with blockchain technology. 

Unfortunately, the term "smart contracts' has created confusion as to whether they are 
in fact iegal contracts· valid under existing legal principles. The answer to this is clear • 
existing U.S. law, without further revision, supports the formation and enforceability of 
smart contracts under state law. The Electronic Signatures in Global and National 
Commerce Act ('ESIGN Act' ) and the Un~orm Electronic Transactions Act ('UETA'1 
provide sufficient legal basis for smart contracts executing terms of a legal contract. 

Nevertheless, we are aware of at least nine states lhat have amended their electronic 

Ill See, e.g., Legal Guidelines for Smart De<ivalives Contracts: Introduction, INTt SWi\PS AND DERIVATIVES 
Ass'N {Jan. 2019), https1,www.lsda.orgla/MhgME/l.egal-Guldelllles-fof-Smar1-Derivalives-Contracts­
lntroductioo.pdf. 
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transaction statutes to specifically recognize "blockchain' and 'smart contracts' in this 
context and four more have introduced legislation attempting to do so. While the 
Chamber greatly appreciates their pro-active work in promoting blockchain technology, 
it has unfortunately resulted in multiple states with differing definmons of these terms 
and different operative language, forming the beginning of a state-by-state patchwork of 
laws and creating compliance hurdles and confusion for U.S. companies, especially 
those involved in interstate or global transactions or operations. Additional state 
legislation, inconsistenUy drafted, will continue to confuse the marketplace and 
potentially hinder innovation.21 

The Chamber recommends establishing a roundtable or briefing on this issue with legal 
and industry practitioners to fully vet the concerns and legal frameworks to confirm that 
smart contracts can be valid contracts under existing law and avoid the creation of a 
state-by-state patchwork of inconsistent laws. 

g. Need for Accounting Standards 

CurrenUy, no authoritative literature exists under accounting principles generally 
acoepted in the United States ("U.S. GAAPi or International Financial Reporting 
Standards (' IFRSi that specifically addresses accounting treatment for digital assets, 
including virtual currencies. Although use and acceptance of virtual currencies as a 
method of payment are not yet widespread globally, the increasing volume of 
transactions using virtual currencies necessitates the development 
of accounting guidance addressing the recognition, measurement, presentation, 
valuation, and disclosure of virtual currencies and related transactions. 

Given this lack of clear guidance on accounting standards for virtual currencies, 
companies have developed a diversity of views on the appropriate accounting 
treatment. The absence of accounting standards for virtual currencies is a critical issue 
for companies seeking to invest and innovate in this technology frontier and may hold 
back economic growth in the United States. The Chamber, therefore, has formally 
requested that the Financial Accounting Standards Board ('FASB') to consider adding 
to its standard setting agenda a project to address accounting standards for virtual 
currencies22 and we have encouraged the adoption of appropriate International 

21 See also, Guidance Note R119arding the Relation Between the Uniform l:lectronic Transactions Act and 
Fl/defat ESIGN AC1, 8/oekchsin Tschnology and 'Sm8JI Contr8Cls; UMF. LAWCOMM'N (Mar. 11, 2019), 
https:/lwww.ooiformlaws.O!g/ViewdOCUrneiit/guidance·note-regarding-lhe­
relalio?CommunltyKey:2t04b76o-2b7d·4399•977e•d5876ba7e034&tab=librarydoeuments. The 
Guidance Note prowtes an overview of the slate UETA and federal ESIGN Act regarding blockchain­
based smart contracts, concluding that state UETA provisions do not require amendment to enable use of 
blockchaln and smart contracts In electronic transactions and may be detrimental. 
12 Agenda Reqll8SI - Determining the Appropriate Recognition, Measurement, 
Presentation, and DiscJos,,re tor Digital Currencies snd Related Transactions, CHAM88'i OF DIG. 
COMMERCE (June 8, 2017), https1/dlgltalchamber.org,wp-rontent/Uploacls/2016/12JOigltal•CUITency­
A,genda-RequesL6.7 ,pdf. 
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Financial Reporting Standards ('IFRS").23 That process remains ongoing. 

h. Existing Tax Guidance Requires Additional Clarification and 
Consideration 

In 2014, the Internal Revenue Service ("IRSj issued Notice 2014-21 that addressed the 
tax treatment of 'convertible virtual currency" for U.S. tax purposes, finding that 
convertible virtual currency should be treated as property, not currency.2• As property, a 
consumer will realize gain or loss upon a sale or exchange of virtual currency. This 
means that ~ a taxpayer uses virtual currency to buy a good or service, such as a cup of 
coffee, s/he would recognize gain or loss on the use of the virtual currency at that time 
and must track the original basis (cost) of the virtual currency used for the purchase as 
well as the ultimate purchase price. The Notice also confirmed that payments made 
using virtual currency are subject to certain information reporting requirements. For 
example, nan employee is paid in virtual currency, that amount would have to be 
reported on the employee's Form W-2. 

Despite receiving comments and an acknowledged need for additional guidance on its 
treatment of virtual currencies, the IRS has issued nothing further since 2014 - a 
situation criticized by the Treasury Inspector General for Tax Administration in a 
detailed 2016 report.25 Surprisingly, without issuing further guidance for taxpayers to 
properly comply, the IRS announced it is now engaging in the beginnings of 
enforcement actions against over 10,000 taxpayers for failure to follow unclear 
guidance.26 Typically agencies are encouraged to issue clear guidance so that affected 
persons can comply before engaging in enforcement - especially on such a widespread 
scale. 

Comprehensive guidance addressing the tax treatment of virtual currencies and digital 
securities tokens Is sorely needed. This guidance should consider the use of virtual 
currencies as both a payment mechanism and an investment asset class and should 
further take into account the rapidly evoMng nature of the technology so as not to need 
frequent re-visiting as the technologies continue to develop. Moreover, the agency 

,. Comments to the IFRS Interpretation Committee Re: T entalive Agenda Decision - Holdings of 
Cryplocurrencies, CHAl.!8ER OF DIG. Col.tMERCE (May 15, 2019), 
http1/eifis.ttrs.orgleiks/cornmenLJetters/528/528_25561_PaulBrigl'lefChamberolDigitalCommerce_O_Cha 
mberoflligilalCommercelettertolFRSTAOonHofdmgsofCryplocurrencies.pdf. 
~ Press Release, lrllernal Revenue Serv., IRS Virtual Currer,cy Guidance: Virtual Currency Is Treated as 
Property for U.S. Federal Tax Pu,poses: Geneial Rules for Property Transactions Apply (Mar. 25, 2014), 
https1t.vww.irs.govlnewsroomArs-lirtual-amency- guidance. 
15 Press Release, Treasury lnspeclOr Gen. for Tax Admin., Rising Use of Virlual Currencies Requires IRS 
to Take Additional Steps to Ensure Taxpayer Compliance (Nov. 8, 2016). 
https"/t.vww.treasury.govltigta/press/press_tigla-2016-34.htm. 
" See Internal Revenue Service, IRS Has Begun Sending LettllfS to Vittuaf Currency Owners Advising 
Them to Pay Back Taxes, File Amended Rewrns; Part of Agencys Larget Efforts, July 26, 2019, 
httos'/twww lrs gov/riewsroomocs-has-begun-sending-1etters-10-Y1rtual-currency-owoers-advislna-them-Jo­
P!Y;bac:ll:lil•~-file:.~mooded~re.l!J(QAA<!!.l-<1f:a!J.eoc.)\%tarQfil:alforts. 
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should acknowledge that virtual currencies can also be used as a form of payment and, 
as such, should not incur capital gainAoss treabnent and thereby trigger income tax in 
those circumstances. 

V. Conclusion 

The Chamber appreciates the consideration of the Committee regarding key financial 
services principles and areas of friction highlighted in this letter. Ultimately, the U.S. 
government must publicly recognize the importance of blockchain and establish a 
framework for enabling and promoting its development. Without this, the United States 
will not achieve its full benefits and will fall behind other countries who are recognizing 
this extraordinary opportunity to become a leader in this t~hnology. Through the 
Chamber's work,27 we are engaging with stakeholders to address these matters and are 
pleased to serve as a continued resource. 

-o A ISi of our initiatives and wor1<ing groups is available online. https:l/d~italcllamber.0<9nnitiatives/. 
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LETTER SUBMITTED BY THE NATIONAL ASSOCIATION OF FEDERALLY- 
INSURED CREDIT UNIONS 

-'-1===-NAFCU 
f: 703.524.1082 
nalcuCIMlcu,OOI I naf<u.org 

National Asoociation of Ftdenilly-lnsured Credit Unions 

July29. 2019 

The llonorable Michael Crapo 
Chainnan 
Committee on Banking, Housing 

& Urban Affairs 
United States Senate 
Washington, DC 20510 

The Honorable Sherrod Bm\\T1 
Ranking Member 
Committee on Banking, Housing 

& Urban Affairs 
United States Senate 
Washington, DC 20510 

Re: Tomorrow's Hearing, "Examining Regulatory Frameworks for Digital Currencies and 
Blockchain" 

Dear Chainnan Crapo and Ranking Member Brown: 

I "rite to you today on behalf of the National Association of Federally-Insured Credit Unions (NAFCU) 
ahead of tomorrow's hearing on "Exa111ining Regulatory Frameworks for Digital Currencies and 
Blockchain" to thank you for examining th.is important area. NAFCU advocates for all fetlerally-insured 
not-for-profit credit unions that. in turn, serve 01•er 117 million consumers with personal and small 
business financial service products. 

NAFCU is supportil'e of innovation in tl1e marketplace that maintains an inclusive, safe, and strong 
financial system. Such innovation can present opponunities for credit unions. but it mUSt also be 
appropriately regulated in areas ranging from the Bank Secrecy Act and Anti-Money Laundering to data 
security. As \It have learned from recent data breaches. companies that specialize in lending. payments. 
or data aggrc-gation are a target for hackers and present data protection concerns. While dcposito,y 
institutions have for decades complied with a national standard on data security since the passage of the 
Gramm-leoch-8/iley Act. other entities 1ha1 handle consumer financial data do not hal'e such a mandatetl 
standard. Congress and regulators must ensure that when companies offering digital currencies compete 
with financial institu1ions, they do so on a lerel playing field 111lere leste<I regulations and consumer 
protections apply to all actors. It is clear that digital assets can pose unique risks in certain co111ex1s and 
regulators must be equipped, "ith suitable Congressional oversight. 10 provide supervision over these 
markets to prolecl consumers and our economy. 

Thank you for your attention to this issue, and 11-c stand ready to work 11ith the Committee as you continue 
to examine this important topic. Should you have any questions or require any additional information, 
please contact me al mvirkus@nafcu.org or 703-842-2261. 

Sincerely, 

~(~ 
Ma.x Virkus 
Associate Director, Legislative Affairs 

cc: Membersofthe Senate Banking Committee 
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‘‘GO SLOW ON LIBRA. SPEED UP ON FASTER PAYMENTS’’, BY 
JENNIFER TESCHER, FORBES 

7l30/20l9 

l.&20 'M°ll'S I .kll 17. 1019, \:JC.5 pn 

Go Slow On Libra. Speed Up On Faster Payments. 
Jennifer Tescher COntributO< CD 
F1ntKh 

I write abotdfi11rtth,fina11ciol hta11h and fn110t.iation. 

Given that there are currently no rules or roadmaps for regulating payments outStde of banks. as Fa~book is 
proposing.. it ts easy to understand \'lhy tht Fed wants to ta~t its time in under-stand~._, the rimifications. Faster 
paym•nts, on the othor hand, m no longtr out of tho ordinary. Photograp!>tr: Chris RatcUff•IBloomberg • ,,,. 
fl,.OOM9~G f'N4Ntt U' 

Libra, the new Facebook-led effort to create a real-time, blockchain-based payments system, 

has received a cool reception from pundits, politicia.os, and even some of its own partners 

since its um·eiling last month. Now, the verdict that matters the most is in: Federal Reserve 

Chairman Jerome Powell told Congress that Libra "raises serious concerns" and "cannot·go 

forward" 11ithout further study from a new task force and regulator support. 

We all know that could take a while. So, in the meantime, here's a suggestion: Powell should 

pull the trigger and instruct the Fed to delii-er on faster payments. 
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The irony is, the lack of a ubiquitous real-time payments system in the United States is one of 

slow payments infrastructure exacerbates the financial challenges of those living paycheck to 

paycheck. That's a problem the Fed can solve now. 

Most people reading this column are generally immune to worrying about when the check they 

deposit today will be available to spend. But with nearly half of workers earning $15/hour or 

less, and 39% of Americans challenged to come up with $400 in an emergency, the one- to 

three-day gap between payday and when the money is actually available creates stress, drives 

up fees, and leads to increased credit usage for day-to-day expenses. 

Checks aren't the only problematic form of payment. Debit cards, which are disproportionately 

used by lower-income households, create similar lags between purchase and settlement. Even 

electronic transfers from one bank to another can lake days. 

These cash flow gaps are one of the reasons more than a third of people say they can't pay all 

their bills on time, an important indicator of financial health. A worker who is paid on a 

Thursday and has a bill due on a Friday runs the risk of incurring a late fee from the biller, or 

getting charged an overdraft fee from her bank, or both. If you've ever wondered why people 

would pay a fee to cash a check, this timing gap is one of the main culprits. Other people use 

credit cards to bridge the gap and, when the card is maxed out, some turn to payday loans. 

The ultimate irony is that overdraft was originally created as a service to help customers avoid 

bounced checks due to timing gaps. Today, debit card transactions generate most of the 

overdrafts largely because of timing errors, generating as much as $8 billion a year in penalty 

fees. While it's impossible to know just what share of check-cashing fees, payday loans and 

overdrafts are a direct result of our outdated payments system, Aaron Klein at the Brookings 

Institution estimates that eliminating just 10 percent of these fees would amount to $3.5 

billion a year back in the pockets of working families. 

The Federal Reserve understands this. It created the Faster Payments Task Force seven years 

ago to develop a plan for gh~ng anyone 11~th a bank account the ability to receive real-time 

payments by the year 2020. More than 300 task force members spent an estimated 120,000 

hours participating in 252 meetings and teleconferences. Yet here we are, less than six months 

from the pronounced finish line, and it still takes longer for a check from California to clear in 

Florida than it does to send a payment between the United Kingdom and France. (Most of the 

rest of the world doesn't even have checks anymore, but that's another st01y.) 

h1tps1Avww,forbes-com.cdn.ampprojec1.orglvls/wM•r.forbes.comlsilesljennifertescher/2019/07/17/go.slow-on-libra-speed-ufK)n•fasler•paymenlS/amp/... 2/4 
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The UK adopted faster payments over a d~de ago. Australia and Hong Kong brought real-

.. 
House, which is co-owned by the country's biggest banks, launched Real-Tune Payments in 

late 2017. TCH says that, today, the network is connected to halfof all bank accounts, although 

for most of us, the only time we experience it is if we send money to a friend through the Zelle 

person-to-person digital payments service. Zelle is offered through Early Warning Services, 

also owned by a consortium of the largest U.S. banks. 

And therein lies the problem: As long as the only real-time U.S. payments networks and 

products are owned by the country's largest banks, those banks get to decide when and how to 

deploy them. The cash flow of the nation is simply too important to outsource. 

The ability to move money safely, securely, cheaply and quickly is of vital national importance. 

It touches everyone and every part of our economy. It should be considered a critical 

component ofour national infrastructure,just as cash is today, and deployed in the broad 

public interest 

That's not to say it should be the only option. Private companies and organizations - be it 

TCH, Facebook, or others - should have every opportunity to compete. In fact, the Fed should 

be positively predisposed to private-sector payments innovation, even in the case of a 

blockchain-based system that bypasses banks entirely. 

Given that there are currently no rules or roadmaps for regulating payments outside of banks, 

as Face book is proposing, it is easy to understand why the Fed wants to take its time in 

understanding the ramifications. Faster payments, on the other hand, is no longer anything 

out of the ordinary. 

Go slow on Libra, Chairman Powell. But please, speed things up on faster payments. 

Jennifer Tescher Contributor 

I am the founder and CEO of the Financial Health Network, a nonprofit whose mission is to 

improve financial health for all 

Forbes 
0 1019f«t.sMaia UC. AU R;p,, R=,d. 

_,. PomoyS,,-.i r..,....!Co<,!il; ... Ca,IXIUs /ob,AtFodxJ Rcpi,,l,&Pummions f~Pi<ultoom ·-
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‘‘A FORMER BANK CEO NAMED HIS BOAT ‘OVERDRAFT’. NOW THAT 
BANK IS IN HOT WATER OVER THE FEES’’, BY JONELLE MARTE, 
WASHINGTON POST 

Personal Finance 

A former bank CEO named his boat 'Overdrall.' Now thal bank is 
in hot water over the fees. 

By Jonnelle Marte 
Janua,y 22, 2017 

T11rns out overdraft fees are still big moneymakers for some banks. So much so that a former chief executive of 
a midsize bank named his boat after the fee. 

That's only one of the ways that bank employees celebrated the money they made from overdraft charges, 

according to a lawsuit filed Thursday by the Consumer Financial Protection Bureau against TCF National Bank. 

The government's consumer watchdog alleges that lofty sales goals drove the Minnesota-based bank to mislead 
hundreds of thousands of consumers into signing up for overdraft services. Consumers typically face overdraft 

charges of about $35 when they use their debit cards to spend more money than they have in their accounts. 

Federal rules put in place after the financial crisis prohibit banks from charging the fees on debit purchases or 

ATM withdrawals unless consumers opt in to the program. But the CFPB alleges thatTCF violated those rules. 

The agency said the bank made it seem as ifoverdraft services were mandatory for new customers by 

presenting them at the same time that customers were asked to agree to mandatory terms required to open an 

account. The move doubled the rate at which consumers were opting in to the service, according to the CFPB. 

Federal rules also required banks to ask existing customers if they wanted to opt in to overdraft services. But 

the agency says TCF used vague language to have existing customers agree to overdraft services. For instance, 

existing customers were asked if they wanted their check cards to "continue to work as it does today." If they 

said "yes,· then that was taken to mean that the customer had opted into the overdraft program. 

At one point in 2014, some 66 percent ofTCF customers had opted in to overdraft charges, about three times as 

much as other banks, according to the CFPB. 

Branch employees were given various incentives to encourage customers to sign up for overdraft fees, 

according to the lawsuit. In 2010, managers at large branches were offered bonuses up to $7,000 for getting a 

high share of new customers to opt in to overdraft. Those bonuses were phased out, but some employees were 

told to aim to have 80 percent of new customers opt in to overdraft programs. 

Bank executives celebrated the program's success by throwing parties when they reached certain milestones, 

such as having 500,000 people opt in to the charges, according to the complaint. 

The bank told The Post in an emailed statement that employees who did not reach the quotas set for overdraft 

fees were not penalized or fired. TCF also said customers were given reminders that they could opt out of 
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overdraft programs and that the scripts used by branch employees "were not misleading in any way:' 

111e lawsuit is in line with recent efforts from the CFPB to crack down on robust sales goals they say can lead to 

unnecessary costs and other harm for consumers. In September, the agency fined Wells Fargo for a scheme in 

which employees opened sham accounts for customers without their permission to meet sales goals and earn 

bonuses. And in November, the CFPB issul>d a memo warning financial companies against sales incentives that 

may lead to fraud. 

The TCF case presents a few lessons for anyone with a checking account: 

Know what you're signed up for. Although overdraft programs are optional, many people don't know 

they're signed up for the services until after they"ve overdrawn their accounts. Some 52 percent who said they 

paid overdraft fees in 2013 were either not aware that their bank charged overdraft fees or only learned of the 

charge after the fact, according to a 2014 report from Pew Charitable Trusts. If you're not sure whether you're 

enrolled in an overdraft program, c-.ill your bank to find out. 

Track your balance. Sign up for alerts so that you can receive a text message or email any time your account 

balance falls below a certain amount. Cheek your balance before a purchase, and note any other checks or bill 
payments that may be pending. 

Link to a savings account. Consider linking your checking account to a savings account so that you can have 

money deducted from the sa~ings account when you·re short in your checking account. There ,viii still be a 

charge for this, but the fee is usually less than what you might pay for a traditional overdraft charge. 

Jonnelle Marte 

Jonnelle Marte Is a reporter covering personal finance. She was previously a writer for MarketWatch and the Wall Street 
Journal. Follow !I 
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