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HUMAN TRAFFICKING AND THE INTERSEC-
TION WITH OUR FINANCIAL SYSTEM 

TUESDAY, SEPTEMBER 3, 2019 

U.S. SENATE, SUBCOMMITTEE ON NATIONAL SECURITY 
AND INTERNATIONAL TRADE AND FINANCE, 

COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS, 
Lincoln, NE. 

The Subcommittee met at 2:00 p.m., at the Nebraska Depart-
ment of Transportation and Highway Safety Office, 1500 NE–2, 
Hon. Ben Sasse, Chairman of the Subcommittee, presiding. 

OPENING STATEMENT OF CHAIRMAN BEN SASSE 
Chairman SASSE. All right, this hearing will come to order. 

Thank you all for making time. Welcome to the first Subcommittee 
Hearing on Human Trafficking and the intersection with our finan-
cial system. Today, we’ll be unpacking how Nebraska is fighting 
back to prevent and eradicate human trafficking in the State and 
across the Nation. 

We are pleased to be joined by four genuine experts on this topic, 
folks who’ve worked extensively to combat the scourge of human 
trafficking. We’ll be hearing from Doug Peterson who is the Attor-
ney General of Nebraska. He will be discussing the successful 
Human Trafficking Taskforce that was stood up in our State in 
2015, as well as what Nebraska is doing beyond to help educate 
neighboring States. Since 2016, the Human Trafficking Taskforce 
has trained over 3,000 individuals in Nebraska and it consists of 
five regional teams. 

We’re also going to hear from Julie Slama, State Senator. Julie 
has introduced and worked to pass comprehensive legislation to 
fight human trafficking. That’s LB 519. She’ll be speaking about 
the prevalence of human trafficking in rural areas, as well as the 
intersection between human trafficking, sex trafficking, and broad-
er poverty across the Midwest. 

Crysta Price, who is the founder and CEO of the Human Traf-
ficking Initiative Labs, known as HTI Labs, is joining us. When she 
was a student, Crysta co-led a team that created a theoretical 
model of international trafficking flows. And this led to a project 
focusing on the near complete lack of data on domestic trafficking. 
Ultimately resulting in the use of online advertisements, data 
science, and network analysis to identify potential trafficking net-
works within the human trafficking world. HTI Labs is recognized 
as one of the world’s leading experts in fighting human trafficking. 

Finally, we’ll hear from David Murray, who’s the Vice President 
for Product Development and Services at the Financial Integrity 
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Network. David will be discussing how criminal organizations can 
avoid detection through using financial institutions to shield their 
behavior. David has developed market leading counterillicit finance 
programs, when he’s worked with global banks, money services 
businesses, and other FinTechs. Before joining FIN in 2017, for 9 
years prior, David served as the Senior Advisor at the U.S. Depart-
ment of Treasury, where he advised the Undersecretary for Ter-
rorism and Financial Intelligence. And he coordinated more than 
700 people working in the bank secrecy regulation space, inter-
national financial transparency standards, and more. 

When you think about human trafficking, and as we’ve had a 
number of media reach out to us in advance of this field hearing 
of the U.S. Senate Banking Committee, people don’t often think of 
Nebraska. It turns out that Nebraska, like all the other States, 
have a huge human trafficking problem. This is a scourge by many 
people’s estimates. There are more slaves on the face of the earth 
today than in any point in all of human history. Nebraska is fortu-
nate though, to be one of the leading States trying to utilize all the 
available resources to combat and prevent human trafficking. 

Several organizations that have made Nebraska a State to look 
to in combating this evil are here today. And our unicameral has 
pushed back through passing strong legislation to address traf-
ficking and to go after human traffickers. We have leading experts 
in the field with us today recognized throughout the world, because 
of their activities, to study the negative effects of this stain on our 
society. And people who take advantage of the most vulnerable in 
our neighborhoods obviously should be prosecuted to the fullest ex-
tent of the law. And our home State is leading the charge on that. 

Moms and dads have enough normal things to worry about with-
out having the kind of evil of human trafficking to be something 
that we know exists across our State. We cannot keep letting vic-
tims down time and again, as has happened for many decades in 
the country. And this hearing is trying to look at the intersection 
between human trafficking and financial services networks to fig-
ure out what more can be done. 

Again, I want to thank all four of you for appearing before the 
Subcommittee Hearing of the U.S. Senate Banking Committee. I 
look forward to all of the testimony from all four witnesses, and 
we’ll now proceed to that testimony. And we’ll begin with Doug 
Peterson, Nebraska’s Attorney General. Thank you General. 

STATEMENT OF DOUGLAS PETERSON, NEBRASKA ATTORNEY 
GENERAL 

Mr. PETERSON. Thank you Senator, and thank you to your Com-
mittee to come to Lincoln and address this important topic. You’d 
mentioned a little bit of the history, I’ll cover that briefly and then 
give a little bit of update where we’re at and then how your Com-
mittee might be of help. 

When I took office in January 2015, Nebraska had a law on the 
books with regards to human trafficking, but it was a very, very 
limited law. And as a result, Nebraska, on a national level, was 
rated very poorly as to our ability to address human trafficking. 
But we proposed some legislation to the senators and the Nebraska 
unicameral has been very—they’ve been strong leaders in moving 
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forward with legislation to help now Nebraska rate as one of the 
higher rated States in addressing human trafficking. 

We’ve strengthened the penalties; we’ve strengthened definitions; 
we’ve strengthened the ability for law enforcement be able to gath-
er important information. So in the 5 years—four-and-a-half years, 
it’s been very encouraging to see. 

The first two parts of the really our human trafficking laws been 
in the area of training and awareness, and that was 2015, 2016. 
As you mentioned, a lot of Nebraskans would not have perceived 
that human trafficking took place here. In fact, I know my wife and 
I used to support a ministry called Tiny Hands in India. So human 
trafficking was a foreign problem in those countries and then all 
of a sudden recognized now, in fact, we have human trafficking in 
Nebraska. 

The relationship that the State Government has with Federal au-
thorities is very important. Because prior to 2015 Nebraska is pri-
marily dependent on the Federal laws and Federal law enforce-
ment. There was an Omaha Human Trafficking Taskforce, which 
was led out by the FBI, and it had the Omaha police, Douglas 
County Sheriff, State Patrol. It was a very effective task force in 
addressing human trafficking and had some very important cases 
that they were successful. 

The problem was in Nebraska, if you got outside of the Omaha 
Taskforce, we just didn’t have the laws or the awareness to how 
to address human trafficking. So in 2015–2016, the laws were 
passed, we were able to get some really good training across the 
State for law enforcement. But also, we’re also able to develop some 
great awareness. One of the examples was the segment that a lot 
of—it’s estimated over 80 percent of those who are trafficked are 
going to, at one time or another come and have medical needs in 
your community. 

One of the examples that I thought was very powerful as to the 
importance of awareness and training, is the training program was 
focused on the medical community. And there happened to be an 
emergency room doctor who attended one of the day programs. She 
went back to her medical clinic, as a trauma clinic, and there was 
a young lady brought in by a young man. She was pregnant, barely 
showing. The young man seemed very impatient about this whole 
process, didn’t seem like a father, bringing his wife in to see how 
the baby was doing. 

This was a much different presentation. As a result, she found 
that odd and she had this recent training, when she took the young 
lady back into the examination room. She identified a barcode tat-
too right under her panty line, and that she had learned from the 
training program was a classic example of someone being traf-
ficked. And sure enough contacted law enforcement, and was able 
to confirm that this is a young lady being trafficked across the 
State, interstate trafficking. And because of that awareness that 
the doctor had, it was an important example of why this to impor-
tant. 

There’s been a lot of work done in the trucking industry, edu-
cation community. So I think the awareness is always going to be 
something that we have to stay in front of. But I think the State 
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of Nebraska today is far more aware of what human trafficking 
might look like and how to respond to it. 

The other important element of our efforts under the Nebraska 
law was the training awareness, but then developing the task force 
across the State. So we have five regional task forces that have 
been set up across the State of Nebraska. They include law enforce-
ment; they include care providers; they include groups like the 
Child Advocacy Center, which is an important partner in this ef-
fort. 

Those law enforcement networks across the State have helped us 
have both a focus collectively as a State, but they have put us in 
a much better position, if we have an incident in Chadron, Ne-
braska. An incident in O’Neill, which we did have. We now have 
a trained team and they know how to work together with those in 
their region to address this trafficking complaint. 

O’Neill, Nebraska, as you know, is a fairly small community. We 
had a trafficking situation there where a young girl was actually 
trafficked from Tennessee through Arkansas, and to the customer 
up in O’Neill. Again, when you have that type of interstate activity 
working closely with the Feds is helpful, but to have that trained 
task force up in the O’Neill area was very helpful for us. You also 
have the issue of labor trafficking, again, working with the Feds 
has been an important partnership that we have there. 

I’m not going to go into a lot of detail of the enforcement activity 
that’s taking place in 2017 and ’18 because some of those are still 
ongoing investigations or prosecutions. But I would say that the re-
lationship and the partnership that we have with Homeland Secu-
rity and with the FBI is an important task force combination that 
I think has been very helpful. I also think working with Nebraska 
State Patrol has been critical. They’ve been really one of the lead 
law enforcement agencies for us across the State. 

But one of the things I feel is probably—is not heralded enough 
is how many—and you mentioned a little bit in your opening com-
ments, of how many of these different private organizations from 
the faith community, from all different communities that have 
come forward, that have wanted to try to help. Whether it’s helping 
with young ladies or young people after they’ve been taken out of 
a sex trafficking operation, or how they can help better educate. 
We have the nuns in Omaha who’ve taken on the hotel industry 
to better educate all hotel employees how to be aware of human 
trafficking. That wasn’t a Government initiated effort. That was 
purely people who in their faith community cared about this and 
stood forward and started doing those important training pro-
grams. So those efforts have been really important and had been 
helpful for us also in the law enforcement. 

Just finally, in the area of finance what I would say in the sev-
eral operations that we have had in Nebraska, those operations pri-
marily been cash operations. But human trafficking is unique in 
the fact that human trafficking can go from a 20-year-old guy traf-
ficking his 16-year-old girlfriend and paying her in meth, to that 
type of small operation all the way to a dark web operation with 
cryptocurrency that runs across State lines between Denver, Chi-
cago, Minneapolis, and Kansas City. 
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So you have the whole scope of potential financial arrangements. 
And that is key for us because financial, we have to show as pros-
ecutors, we have to be able to show that this act was done for pur-
poses of financial gain. And that’s why working with Federal au-
thorities and the Senate in this area will be important, because it’s 
getting more and more sophisticated as to how they go about fi-
nancing and how they go about trying to skirt that particular bur-
den that we have. So I see my time is up, but I thank you. 

Chairman SASSE. General Peterson, thank you for your work and 
for your testimony. Senator Slama. 

STATEMENT OF JULIE SLAMA, STATE SENATOR, STATE OF 
NEBRASKA 

Ms. SLAMA. Thank you Senator Sasse. It’s an honor to testify on 
a subject which has become one of my priorities in the legislature, 
human trafficking. Human trafficking is the fastest growing crimi-
nal industry worldwide. It was made a Federal crime in 2000 and 
Nebraska made it a crime on a State level in 2006. In the years 
that have followed, lawmakers have tried to give law enforcement 
the tools they need to crack down on this horrendous crime includ-
ing, in the Nebraska legislature. I think you pointed it out very 
succinctly, human trafficking is modern day slavery. 

With regards to today’s topic of the intersection of human traf-
ficking with the finance sector, traffickers typically utilize banks, 
or other financial institutions, or cryptocurrency, or some form of 
money to fund their operations. As Attorney General Peterson ref-
erenced sometimes the currency used is not in money, but in drugs, 
unfortunately. 

Financial institutions can play a significant role in disrupting 
human trafficking. Some institutions have committed significant 
energy and resources to detect potential financial indicators of 
human trafficking by using training toolkits. Red flags to financial 
institutions include, but are not limited to trafficker’s lifestyle 
being inconsistent with their stated income. A trafficker using the 
victim’s account. Carefully structured deposits to avoid detection. 
So just under that marker that would spur an investigation. 
Strange deductions on an employee’s pay stub or large sums of 
money transferred to several banks. 

At times, deposits are made to accounts for massage parlors, or 
cantinas, or other shell businesses creating a seemingly legitimate 
business to cover for reporting purposes. Financial institutions are 
on the front lines, monitoring transactions and spending patterns. 
However, some traffickers avoid financial institutions altogether 
and will only make transactions using cryptocurrency or prepaid 
credit cards. 

With the shutdown of Backpage.com and Massagerepublic.com 
and because Visa and MasterCard refused to process payments 
from these sites and other known trafficking sites, cryptocurrency 
has become more prominent for its unfettered use. Prepaid credit 
cards are also hard to trace, thereby giving a trafficker a way to 
use funds without being identified. 

So another way that traffickers avoid scrutiny from financial in-
stitutions is to force their victims to use their own accounts for 
transactions. When this happens a financial institution may notice 
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red flags, such as frequent hotel and gas station expenses, or there 
may be other history of unusual domestic travel expenses. In these 
cases, traffickers avoid putting his or her name on the victim’s ac-
count, which ensure that any crime being committed is buried fully 
by the victim and that the victim is left to pay off the debts of their 
trafficker. 

Handling funds generated from human trafficking can be consid-
ered money laundering. If money laundering is suspected through 
not only the victim’s account, but regular business accounts that 
could be those shell companies, a financial institution may attempt 
to go after a trafficker via the money-laundering ring. This has 
been a very effective method of obtaining justice for the victims. 

Nebraska has taken many positive steps to fight human traf-
ficking over the last several years. Beginning in 2006, when Ne-
braska made human trafficking a crime, there have been several 
updates to our State statutes to fight this scourge. 

Not only has the Nebraska Attorney General’s Office created the 
Human Trafficking Taskforce, but Nebraska has also increased 
penalties for traffickers and buyers. Victims of human trafficking 
are allowed to sue their traffickers and trafficked children and 
adults are provided immunity from prosecution. 

Victims of sex trafficking can clear the records of prostitution 
charges and other offenses that are a direct result of them being 
trafficked. Just this year with LB 519, the Nebraska Legislature 
updated its statutes to provide wiretapping powers to law enforce-
ment agencies, extend the statute of limitations for trafficking, and 
ensure that all children who are victims have the same access to 
resources for recovery regardless of who trafficked them. 

The Trafficking Victims Protection Act of 2000 was passed in the 
first positive steps to fight trafficking on the Federal level. This Act 
has been updated four times, most recently in 2013, to include es-
tablishing a Federal civil right of action for trafficked victims to 
sue their traffickers. Adding human trafficking to the list of 
charges under Racketeering, Influence and Corrupt Organizations 
Act, RICO, establishing grant programs to State and local law en-
forcement to combat trafficking, and enhancing criminal sanctions 
against traffickers and expanded definitions of various types of 
trafficking. 

The Federal Government also established the National Defense 
Authorization Act of 2013, which among other goals, seeks to elimi-
nate human trafficking associated with Government contractors. 
Under this Act, Government agencies have the ability to terminate, 
without penalty, any contract or grant with any organization that 
engages in human trafficking. It establishes methods of reporting 
and investigating possible instances of human trafficking associ-
ated with any Government contract or grant program. 

Human trafficking is a growing industry and make no mistake 
about it, it is not limited to urban areas. It reaches across our 
country, even to rural Nebraska, even the southeast Nebraska in 
District One. We all have a duty to fight back against this horrible 
crime and our financial institutions can take the lead in spotting 
signs of trafficking. That’s the close of my testimony. Thank you. 

Chairman SASSE. Thank you Senator. Ms. Price, thank you for 
being here. 
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STATEMENT OF CRYSTA PRICE, DIRECTOR OF THE HUMAN 
TRAFFICKING INSTITUTE, CREIGHTON UNIVERSITY 

Ms. PRICE. Thank you. The hidden nature of this particular 
crime means that estimates of its prevalence are often inconsistent 
and inaccurate. Most conclusions about trafficking are based on a 
small portion of survivors who have been able to come forward. 
Well-developed data infrastructure is required to overcome this 
challenge, and effectively identify and combat trafficking. 

We try to assist our community in meeting these goals by devel-
oping the data infrastructure to link existing cases on known situa-
tions of trafficking, and by developing information that doesn’t yet 
exist on potential victims who could be trafficked. We also work to 
develop better communitywide processes for more effective victim 
response and support. 

Our efforts are united by the understanding that it is nearly im-
possible to identify trafficking from one source alone. It necessarily 
requires community partnerships where financial institutions play 
a key role. While we also work with service providers, policy mak-
ers and State and local agencies, I’ll confine most of what I’ll talk 
about today to our work with law enforcement, because it’s through 
that collaboration that we’ve been able to work with financial data. 

This work occurs through the Nebraska Human Trafficking 
Taskforce, led by the Attorney General. We have been very lucky 
to be able to have a close relationship with law enforcement across 
the State, from NSP to Grand Island Police Department, and none 
of our work could have been possible without such relationships. 

Financial institutions have undertaken praiseworthy efforts to 
develop indicators and red flags. While the approach can reveal a 
subset of trafficking instances, it’s exceptionally difficult to identify 
a situation of trafficking from financial data alone for a few rea-
sons. 

First, traffickers’ financial behaviors mimic money laundering for 
any other type of crime. And so it’s difficult to say specifically that 
it’s trafficking. 

Second, the crime of trafficking is defined by elements of force, 
fraud, and coercion. And these elements are not necessarily evident 
in financial institution data. The information necessary to establish 
trafficking comes through investigations that include nonfinancial 
sources. 

And third, the commercial sex market in general, and specific 
trafficking organizations in particular, have shown themselves to 
be extremely adaptable in the face of attempts to limit their activ-
ity by financial institutions. 

This point is illustrated by a Homeland Security Investigations 
case that we were lucky to support. During the course of the inves-
tigation, the network’s bank accounts were flagged as suspicious 
and shut down by the financial institutions. But the traffickers 
simply shifted to using Western Union transfers and continued 
their operations. 

In my view, finding otherwise missed instances of trafficking re-
quires shifting from static red flags to active ongoing information 
sharing between financial institutions, researchers who can un-
cover trafficking, and law enforcement officials who can investigate 
it. 
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Our collaborative work on the investigation I just referenced 
where we jointly developed a lead with HSI illustrates the promise 
of such cooperation and information sharing. They were able to find 
a receipt for a bank transaction which led to an email address. And 
that email address, when shared with our research center, enabled 
us to uncover additional advertisements that were part of the net-
work. And that allowed us to really see how widespread that net-
work was. 

HSI then used this information to determine which advertise-
ments to subpoena. And this subpoenaed information allowed us to 
understand the organizational structure. So all of that information 
came together to understand what it is we were looking at. When 
HSI compared our data with account data from financial institu-
tions, they were able to map the movement and identify the ring-
leaders. 

In doing this, they discovered that one of the locations belonged 
to someone who regularly received deposits from up to 30 different 
financial accounts. And so you can see it sort of spread across and 
decentralized across multiple different financial institutions. 

Essentially, our scraping and exploiting, at the time, Backpage 
helped our law enforcement partners know that the initial lead was 
not just this one off prostitution case in Omaha, and it provided an 
understanding of the structure and magnitude of the organization. 
That financial data was really critical because it led to the identi-
fication of the actual perpetrators responsible. 

This all-source data effort led to the dismantling of the largest 
international sex trafficking organization to date. And we were 
subsequently told that the results of the case advanced a second 
major case, which dismantled the largest national sex trafficking 
organization to date. 

The trafficking industry is always evolving, but this is particu-
larly the case when we are targeting it. For example, the shutdown 
of Backpage and the subsequent FOSTA/SESTA legislation. This 
doesn’t mean that we should avoid targeting the industry alto-
gether, it just means we need to be able to respond and operate in 
the shifted landscape. 

This highlights the importance of conducting ongoing research to 
understand how we can connect the dots to identify networks in an 
environment where the new commercial sex websites are operating 
in foreign countries not subject to U.S. law enforcement subpoena 
requests, in an environment where online commercial sex adver-
tising is more decentralized than ever across dozens of websites, 
and previously identifying information, such as phone numbers, are 
increasingly randomized through apps. 

Government can play a particularly central role in this environ-
ment by easing access to past commercial sex ads contained in 
Backpage records, by working with other Governments to make it 
easier to access the records of foreign companies that host ads for 
commercial sex, and by facilitating raw data sharing related to 
human trafficking. 

Perhaps the most solvable obstacle is the struggle that some of 
our partners have had in accessing the Backpage records, currently 
in the custody of the FBI. This has constrained our development 
of new leads and made it difficult to move forward with ongoing 
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cases. It’s important to recognize, I think, that there are pockets 
of innovation across the country developing new methods to un-
cover these networks, and among them is the financial industry, 
Memex, Thorn, and HTI Labs. There are a lot of really interesting 
pockets of this innovation happening. 

There are a lot of significant hurdles to integrating all of this in-
formation. But it has been critical to our ability to identify situa-
tions of trafficking here locally and expanded to cases nationally 
and internationally. Thank you. 

Chairman SASSE. Thank you, Ms. Price. Mr. Murray, thanks for 
being here. 

STATEMENT OF DAVID MURRAY, VICE PRESIDENT FOR PROD-
UCT DEVELOPMENT AND SERVICES, FINANCIAL INTEGRITY 
NETWORK 

Mr. MURRAY. Thank you Chairman Sasse for convening us here 
to discuss human trafficking and its intersection with the financial 
system. And thank you for the invitation to testify. It is an honor 
to be here. 

Human trafficking is highly profitable, generating more than 
$150 billion a year. Human Trafficking interacts extensively with 
the financial system in contrast to other types of criminal activities 
whose touch points are usually more discreet. Drug Trafficking for 
example, is overwhelmingly a cash business and the proceeds of the 
crime are held as cash well into the money-laundering cycle. Fraud 
typically targets money that is already in the financial system 
through transactions that are designed to appear legitimate. 

In contrast, human traffickers may receive money from buyers 
either in cash or through electronic means and the transactions 
that are vital to operating their businesses may be small or large. 
As a result, human trafficking has many intersections with the fi-
nancial system. At lower levels of human trafficking organizations, 
human traffickers have used cash, retail payment systems, online 
payment systems, and cryptocurrencies. At higher levels of human 
trafficking organizations, human traffickers have exploited anony-
mous companies to conceal their activities. 

Federal, State, and local officials have worked with the financial 
industry to disrupt human trafficking organizations and push them 
out of the financial system. But as you’ve already heard, human 
trafficking is difficult to combat because the financial transactions 
associated with human trafficking dwell in parts of our financial 
system where transparency may be poor. Small payments carried 
out through retail payment systems, online payment systems and 
cryptocurrencies, and large payments carried out through anony-
mous companies. 

Human Trafficking demands a swift response that enables finan-
cial institutions to prevent financial transactions related to human 
trafficking, or to detect them quickly once they have occurred. We 
can better protect our financial system by banning anonymous com-
panies, strengthening cryptocurrency regulation, and improving 
transparency of retail and other consumer payments systems. 

My first recommendation is that Congress pass legislation that 
bans anonymous companies. Give us a Cash Act that was released 
in June is one of several legislative efforts to eliminate this vulner-
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ability in the U.S. financial transparency regime. Anonymous com-
panies have been a persistent weak spot in our efforts to prevent 
money laundering and disrupt criminal organizations. They were 
mentioned in the first ever national money-laundering strategy in 
1999 and highlighted as a major vulnerability in the National 
Money Laundering Risk Assessment in 2018. 

Anonymous companies are the ultimate utility player in a 
money-laundering operation. Their primary role was to conceal 
criminals’ identities, but they can do much more. Anonymous com-
panies can conceal relationships among the parties to a trans-
action, to defeat financial institutions anti– money-laundering de-
tection systems. They can also conceal sanctions evasion, as in the 
case of ZTE or North Korea. And they can hide politically exposed 
person’s interest in the transaction, as seen in the behavior of cor-
rupt officials in Venezuela and throughout the world. 

Human trafficking organizations and other transnational crimi-
nal organizations have exploited anonymous companies for decades. 
In many places in the United States, obtaining a library card re-
quires more documentation than forming a legal entity. The ease 
with which anonymous companies can be formed makes identifying 
criminals more difficult, lengthening the time that it takes more 
enforcement to disrupt human trafficking networks, if they can dis-
rupt them at all. 

My second recommendation is that Congress create a new class 
of financial institution under the Bank Secrecy Act, or BSA, to 
cover firms involved in virtual currency transactions. Virtual asset 
service providers, or VASPs, should include service providers that 
are already covered by the BSA, as well as virtual assets services 
that currently fall outside the scope of the BSA. Protecting virtual 
assets from illicit finance will become even more important as vir-
tual assets become more credible challengers to existing consumer 
payment tools. 

Virtual assets are vulnerable to elicit finance because they offer 
rapid and irrevocable settlement and the potential for anonymity. 
Importantly some virtual assets are traded through decentralized 
networks. In other words, there is no entity performing a govern-
ance function and controlling in addition to the payment system. 

In practice, the lack of a central oversight body means that any-
one can create a VASP and begin facilitating transactions. Effec-
tively safeguarding virtual assets requires a regime that acknowl-
edges that VASPs are not a unitary class of financial institutions 
and instead recognizes that VASPs play different roles in facili-
tating virtual asset transactions. 

Some VASPs are currently regulated as money transmitters 
under the BSA. Others are not regulated at all. Even for those 
VASPs currently regulated as money transmitters, the regulations 
are insufficient to protect virtual assets from exploitation, because 
the assets are not subject to the customer identification program 
rule where the customer due diligence rule. 

The most important actor in virtual asset transactions is the 
party that validates the transactions. The validators are the essen-
tial actors in virtual currency transactions, they are as important 
to virtual asset transactions as credit card system operators are to 
credit card transactions. And virtual asset transaction validators 
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are in the best position to govern virtual asset networks and con-
trol admission to virtual asset networks. Unfortunately, virtual 
asset transaction validation is not currently regulated under the 
BSA. 

My third recommendation is to revisit the payment processor ex-
emption that is currently in the BSA. The exemption was codified 
almost a decade ago based on long standing practice in regulating 
money transmission. But the payments landscape has changed con-
siderably over the past 20 years. As retail and other consumer pay-
ments evolve, the BSA must evolve with them. 

It is increasingly likely that the entity with the best insight into 
a business’s financial activity is a payment processor that is ex-
cluded from the BSA. This leaves out payment systems vulnerable 
to criminal exploitation, and deprives law enforcement of valuable 
information. The payment processor exemption should be narrowed 
so the payment processors are covered by the BSA, when they have 
the best insight into merchant’s activities and risks. 

The payment processor exemption is especially important in the 
context of human trafficking, because many of the human traf-
ficking red flags rely on end to end visibility into consumer pay-
ments. 

Together these three recommendations modernize the BSA and 
position it better as a weapon for detecting and disrupting human 
trafficking, while also making sure that the BSA remains useful as 
electronic funds transfers to displaced cash in our economy. 

Thank you again for the invitation to be here. And I’d be happy 
to take any questions that you have. 

Chairman SASSE. Thank you Mr. Murray, and thanks to all four 
of you. I would like to start by talking a little bit about where leads 
come from, how we know what we know in a data sense in general, 
as we look at potentially human trafficking victims and trafficker 
networks. But also how ongoing training works as we try to inform 
the feedback loop to better legislation. 

And Ms. Price, I wonder if we could begin with you. I was one 
of the cosponsors of the legislation that Congress enacted to try to 
take away the liability exemption that Backpage was hiding be-
hind. And obviously, the problems that’s caused for Backpage is a 
good thing. But one of the unintended consequences probably is a 
dispersal of the marketing networks that makes it more difficult 
for people like you who are trying to get a global view. 

For folks who don’t know much about this, do you want to ex-
plain the story of what happened—what Backpage was, what hap-
pened to them, and what the implications are now for you and your 
work? 

Ms. PRICE. Backpage.com was a website that looks and acts like 
a more criminal version of Craigslist, essentially. And most of the— 
actually 80 percent of the online commercial sex industry at that 
time, was advertising on Backpage. 

And the way that that would work is they would post ads that 
would essentially result in someone responding to the ad and then 
meeting up for a date. The commercial sex industry was sort of 
centralized through Backpage. 

And the way that that worked was that there were a lot of ads 
that were posted on there that were ultimately for trafficking vic-
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tims. Backpage itself turned over about 400 a month, I believe, of 
minors who were advertised on the site. And there were a lot of 
survivors who were trafficked on Backpage and understandably 
very frustrated about that. 

The way that we were able to identify leads from Backpage is 
that we scrape those ads, which is essentially like creating a bot 
that’s copy and pasting everything, and then write algorithms to 
make sense of it, to connect those ads into individuals and try to 
assess risk. Essentially looking for things like youth and other 
vulnerabilities, trying to connect the dots into specific networks. 

There were a couple of different things that happened in the 
legal climate surrounding Backpage. So back about 2 years before 
FOSTA/SESTA passed, Backpage was a website where you could 
just post ads through MasterCard, Visa, you’d use your credit 
cards. And then when MasterCard and Visa stopped processing 
credit card transactions on the site, what happened was that 
opened up this big period of free ads, were Backpage actually facili-
tated the sex providers in switching to cash and Bitcoin. 

We saw at that time a huge spike in ads. And then when the leg-
islation was passed to hold them liable, ads were being posted all 
across the board. Now there are about a dozen or so websites, some 
major ones are now hosted and are operating out of the Nether-
lands. Places where the environment is legal for the commercial 
sex industry. And what that has meant for creating leads is the 
need to now scrape all of those new websites and then rework 
those algorithms to connect them across the different websites to 
still be able to identify specific situations of trafficking. 

The difficulty with that rests largely in the inability for the 
metadata to be mapped as easily. But the overall concept of being 
able to leverage all that data, then work with law enforcement to 
get feedback on whether that was actually a high-risk situation of 
trafficking. That process is still one that we in the community are 
moving forward on. And we have been able to find ways to try to 
build that feedback loop in by building platforms where we can 
pass those leads, and then they can get that feedback. 

The goal is to be able to incorporate other sources of information 
so that you aren’t just essentially falling for their marketing, be-
cause that’s really what those ads are. So it takes a lot of basic re-
search into the industry to understand the way that it works so 
you’re not making silly assumptions at the very beginning, there 
were some assumptions built into those risk indicators that didn’t 
end up being accurate. But we’re moving forward even though it 
is now a lot more difficult across the board. 

Chairman SASSE. Thank you. Very helpful. Attorney General 
Peterson where do most leads come from to Nebraska law enforce-
ment and what are hopeful signs about where we might generate 
more leads to free these women and kids? 

Mr. PETERSON. Well I appreciate the work that Crysta and her 
group have done, because Crysta’s has been a good source on the 
Backpage. We refer to Backpage as low hanging fruit, because it 
seemed that’s where some of the really low tech operations went 
to try to sell. And the type of work that Crysta had been doing is 
very helpful because they can look at key words that would indi-
cate that they’re trafficking young girls, typically. 
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And one of the things I think is a big challenge is that we’re find-
ing across the country that human trafficking, markets are becom-
ing younger and younger in age. I think the entry age in 2015 was 
probably around on average around 15 years old and now I think 
the numbers around 13. The market’s demanding younger girls 
paying more. It’s a pretty sickening market. 

A lot of our leads actually come through our sting operations that 
we do. We’ll set up, we can follow some internet traffic, I don’t 
want to go into too much detail, but we can follow that to see 
where market activity—we’ve used Crysta’s material. I know law 
enforcement across the State has used some of that information. So 
we’ll follow traffic behaviors on the internet. And then we’ll set up 
our own operations if we sense that there’s potential buyers who 
are specifically looking for younger girls. Those are different sting 
operations that we can develop. 

It’s rare that we’ll get—one of the big challenges in human traf-
ficking is I refer to the girls, but we need to understand there’s 
young boys being trafficked also. They don’t see themselves as vic-
tims oftentimes. In a large way they’ve been brainwashed to be-
lieve that they’re working together with this person. Particularly 
with the girls being given promises that someday they’ll get a lot 
of money. 

So it’s very rare that you get a young girl who could run off to 
a phone and say I’ve been kidnapped, I’m being trafficked. It’s real-
ly more through the sting operations and the internet that we try 
to go to find the activity. 

Chairman SASSE. Can you talk a little bit about that training ex-
ercises you’ve done with Nebraska State Patrol? You’ve been very 
active in the space I guess for 4 years, and my sense from talking 
to some patrol men and women, is that there was a very different 
mindset about what they thought they were encountering when 
they would sometimes find a trafficked person 4 or 5 years ago. 

Mr. PETERSON. Yeah. In a lot of ways, changing the mindset in 
law enforcement was one of the initial goals or objectives in 2015. 
It used to be under our old laws that if you came into a hotel room, 
and you found a buyer and a 16-year-old girl, the perception was 
there you have a 16-year-old prostitute, and there you have the 
buyer, those were kind of two parties. And there wasn’t really a 
concept, well number one it’s a 16 year old. Legally, she’s not at 
legal capacity to consent to something like that. 

And there wasn’t this understanding and the fact that she could 
be the trafficked by a seller operation and under coercion and du-
ress or force. That’s why she’s in that room. 

So it’s been an effective 4 years of having law enforcement now 
identify what that looks like, so that they go into that room now, 
that young lady is going to be perceived first of all, as a victim, as 
a 16-year-old victim of trafficking. Now the facts and the investiga-
tion will be flushed out. But that’s a different perspective. You 
don’t go in and look at her as a criminal. You look at her as a vic-
tim, and how do we bring her in, get her confidence to explain 
who’s been trafficking her. 

The other thing from a law enforcement perspective is they’ve 
just developed much greater awareness. One of the State troopers 
was telling me when, this about 2 years ago, out in the sand hills 
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we were doing a program out there. And he said, we used to see 
cars that were obviously cutting across the rural sand hills area of 
Nebraska, and we’d first think we would think is drug interdiction. 
We were thinking they were trying to get from Denver to Min-
neapolis or to Rapid City. 

And he said, now we see them with any young lady in the vehi-
cle, we’re immediately thinking potential trafficking also. So they 
just have a much greater awareness as they’re coming up in dif-
ferent settings where they have vehicles that they suspect could be 
trafficking and having that tool. And once we start the investiga-
tive process, law enforcement’s new emphasis on this has been very 
helpful, because they’re much more keen in working with us on 
sting operations and things like that. 

Chairman SASSE. Thank you. Senator Slama, you’ve been very 
interested in this and working hard on this issue since you got to 
the unicameral. Who do you learn from? Where do you learn? 
Why—how did this become an issue of yours and how do you take 
the next steps in ongoing education of the legislators, both in Ne-
braska and neighboring States? 

Ms. SLAMA. So in coming into 2019, which was my first session 
in the unicameral, I partnered with two of my senior senators, Sen-
ator Linehan and Senator Pansing Brooks. In addition, working 
with the Attorney General’s Office to craft several different bills. 
Smaller bills that we were hoping to each individually make a dent 
in human trafficking across the State. 

I think my predecessors, including Senator Pansing Brooks, have 
done an outstanding job in shifting the narrative in Nebraska, like 
Attorney General Peterson referenced, and shifting that mindset 
from assuming that a minor girl who’s found with a buyer is a 
prostitute and treating her as such. 

LB 519 represents and a combination of the bills that we were 
working on at the beginning of session. And it was very encour-
aging for me to see such an all-encompassing bill. I mean we ex-
tended the statute of limitations for minor trafficking victims to 
unlimited for adult human trafficking victims from 3 to 7 years. 

Gave law enforcement agencies the wiretapping powers on sus-
pected human trafficking rings. And made sure that our kids who 
are victims of trafficking have the exact same access to resources, 
regardless of whether they were trafficked by a parent or a care-
giver, or another family member or a boyfriend. Because we saw 
loopholes in our State statutes that led to minors who are being 
trafficked, being treated differently based on who their trafficker 
was. 

And in continuing to change the narrative, I think the biggest— 
the most encouraging part was just the bipartisan support of this 
bill—so this wasn’t a Republican effort, this wasn’t a Democratic 
effort. This was something that even the older school, older male 
senators, were wholeheartedly on board with. There were times 
where we had to reiterate the difference between trafficking and 
prostitution, so that they could get a better grasp on why we were 
doing what we were doing. 

But I think that Nebraska has done an outstanding job in shift-
ing that narrative from a prostitute being someone who is doing 
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this of their own free will, to most of the time, being a victim of 
some person trafficking them. 

Chairman SASSE. You also mentioned briefly in your opening 
statement, but in a little more detail in your written materials, 
that victims are often forced to use their own payments for hotel 
rooms and things so that they can shield their trafficker from being 
exposed. Could you unpack that just a little bit more so that folks 
understand—— 

Ms. SLAMA. Absolutely. 
Chairman SASSE. ——how that works? And what needs to be 

done to free these victims from after the fact being held liable for 
things that were done in their name, but not with their volition? 

Ms. SLAMA. Yes and Veronica’s Voice actually has a very helpful 
reference guide for bank employees in understanding what the red 
flags are when a suspected trafficking victim is coming in and mak-
ing payments. So oftentimes you’ll see a victim coming in. Their 
lifestyle really doesn’t match what their stated income is. They’ll 
come in in nice clothes, nice car. 

You’ll often see them come in and have somebody—it’s typically 
their trafficker doing their business for them. Sometimes they can’t 
speak English. Other times it’s just the threat of intimidation. 
They’re referred to as a handler. 

You’ll also see consistent domestic travel expenses. So hotel room 
expenses that the person—that the trafficking victim has paid for 
themselves to prevent any red flags from coming up, gas station ex-
penses, that sort of thing. To places where it wouldn’t really make 
sense for a person to be traveling to. They live what is typically a 
very nomadic lifestyle for no real reason. And certainly not in line 
with anything that is listed on their official accounts. 

So there are toolkit’s out there for everybody from bank tellers, 
to financial institutions too—I wanted to reference the toolkit that 
was just released by the Nebraska Hospital Association to where 
even our hospitals can play a role in noticing these red flags and 
taking action as necessary. 

Chairman SASSE. Thanks. Mr. Murray, you have a chance to see 
into a whole bunch of different countries anti– money-laundering 
regimes. If you could pick any tools that other countries have that 
you wish the U.S. had, what would they be? What countries are 
particularly effective at countering some of this illicit behavior? 

Mr. MURRAY. Well I’d say the biggest is transparent company 
formation practices. That’s really something that we need to work 
toward here. We are a laggard, we are behind the U.K., we are be-
hind the EU, we are a laggard. And it’s something that we need 
to fix here. It is a serious national security vulnerability that cuts 
across a number of programs the United States Government has, 
including the BSA, including all of our sanction’s programs, includ-
ing CFIUS. So it’s the leading vulnerability, and it’s something 
that we need to get much better at. 

Chairman SASSE. Thank you. You also have a lot of experience 
at the Department of Treasury. And the 2000 Trafficking Victims 
Protection Act had a standalone sanctions program that has been 
not yet been implemented, is my understanding, that can designate 
significant human traffickers. Can you help us understand why 19 
years after the law that hasn’t been implemented? And if it were, 
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how useful a tool would it be in identifying those significant traf-
fickers? 

Mr. MURRAY. I believe that what Treasury has done has been to 
designate human trafficking networks under the Transnational 
Criminal Organization Authority. But I can confirm that and circle 
back with your team. You know it’s quite often the case that OFAC 
has a series of overlapping authorities, and it will use the authority 
that’s best suited for the evidence that it has at hand. 

So even though there is a standalone human trafficking author-
ity, the Transnational Criminal Organization Authority may be 
more flexible and may make it easier for them to get at targets 
more quickly. 

Chairman SASSE. Thank you. Ms. Price, can we size this problem 
a little bit? I know you said that it’s incredibly difficult to do be-
cause in the past, maybe 10, 15 years ago, the assumption was you 
can only extrapolate from victims that came forward and a tiny 
subset of them are going to do that. But do you have a theory of 
how we should be thinking about sizing, about how urgent—we 
know it’s urgent, how large the problem is? 

Ms. PRICE. The most respected prevalence estimate out there 
tends to be the International Labor Organizations 2016 estimate of, 
I believe, 24.9 million victims worldwide of trafficking. 

In terms of what’s happening here, when we were looking at the 
broader commercial sex industry, and we studied that for a few 
years, we saw about 900 individuals a month being advertised on 
Backpage in Nebraska. Trying to work to estimate trafficking risk 
within the industry is a big focus of ours. 

But about 15 percent of those individuals, we deemed to be defi-
nitely high-risk situations of trafficking. To be honest, in our work 
diving deeper into some of those situations, I think that we are un-
derestimating it at that point. That line is somewhere between 15 
and 35 percent. 

I think that the best way to answer the prevalence problem more 
generally is bringing together a way of estimating the larger indus-
tries that have a high risk of trafficking. And there is a lot of aca-
demic institution research on that. 

But the on the ground experience of law enforcement and service 
providers and survivors working with them is important to under-
stand particular instances of trafficking. And then building a meth-
odology to be able to use that to get more solid estimates. That’s 
really the biggest goal of the academic community when it comes 
to trafficking prevalence estimates. 

Chairman SASSE. Could you map a little bit what the new tools 
are that you see coming online over the next handful of years? Like 
when for people who are new to this space, when you talk about 
different academics, institutions and particular researchers that 
are working in this space, how will the scholarship evolve in the 
next 3 to 5 years? What data tools are available, and then I know 
you’re going to want to talk a little bit about Government activity 
you’d like to see to make access to the data easier as well. 

But I’d like to just understand what evolution in the tools should 
we expect? 

Ms. PRICE. I think increasingly moving to that online space of 
being able to take that data to estimate situations of trafficking 
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and partnering with our community to be able to sort of bottom up 
identify specific instances. In terms of how it’s changing, there’s a 
lot of discussion about it potentially changing to a dark web based 
process. 

But at least when it comes to sex trafficking and the commercial 
sex market, we do tend to see that they need to be able to advertise 
to reach the broader market in some way. And so in a way that’s 
a blessing, because its something that’s a little bit easier to access 
in some ways. But the academic community, I think is increasingly 
taking advantage of data science techniques and computer science 
techniques partnering with places like what we do and some of 
these other computer science based institutions. 

And I think that that is becoming an incredible tool to use to be 
able to talk about prevalence, to be able to look into the data and 
to understand what we’re seeing. So I do believe that that’s where 
we’re headed. but that does require access to partnerships. 

We have been really lucky to be able to build that here locally, 
because the Nebraska response to trafficking has been extremely 
collaborative. And they’ve definitely seen the value of bringing in 
research and building that data infrastructure. So we’ve been lucky 
to have that sort of partnership. But that’s tough to do in academia 
that can be really tough to do. 

And so I think that there’s a lot we can do to ease that a little 
bit, particularly providing access to more raw data once it’s no 
longer an ongoing investigation, or once it’s no longer really need-
ed. I think that that can go a really long way in being able to un-
derstand how we can actually pull this all together to find specific 
networks. 

There’s a lot of that behind the scenes data that can be used to 
better predict trafficking indicators as an academic research com-
munity. 

Chairman SASSE. Thank you. This question is for both Attorney 
General and for Senator Slama. In Nebraska we’ve heard from 
groups like Truckers Against Trafficking, about location based mar-
keting of victims in the past. Can we unpack what we know about 
rural places that sometimes would work based on more word of 
mouth networks, because there’s a specific geography or just un-
pack more broadly what we know about urban versus rural traf-
ficking venues? 

Mr. PETERSON. You know, I think in a lot of ways, it’s very re-
gional across the country what trafficking looks like in Houston, 
Texas, is going to look different than what it looks like in central 
Nebraska. So that’s why you have to have good law enforcement 
and good communication. 

One of the things that Crysta’s organization provides is a heat 
map that shows us different areas where we might look for it. We 
know there’s certain cultures that have certain practices and not 
unique to Nebraska, but because of that particular culture being in 
the area that we can follow what their trafficking model looks like. 
I prefer not to get into details and identify those different groups. 
But those are helpful. 

And that’s why the network with the Federal authorities is very 
important, because they can follow those same patterns and say 
that this particular group tends to prefer this type of business 
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front. And this is what you should probably be looking for. And 
that’s been very helpful for us to see if we can buy. 

And in fact, one of our, again, I’m always guarded about speak-
ing too much because some things are ongoing. But one of the help-
ful tools we’ve been able to have is to go back and look at business 
records of some of these operations. Who were they—who was a 
business opened under? What corporate name? Where are their fi-
nancial institutions? Some of that stuff has been helpful to say this 
wasn’t just a rare incident in this town in Nebraska, but in fact 
we can see this pattern across the State. 

So I think from a technology standpoint though, it’s very inter-
esting, because the large tech companies are taking a tremendous 
amount of data. That’s been in the national news, you know, taking 
location markings every six seconds on an Android phone. Some of 
this technology, financial technology, health technology, data that’s 
being stored and kept, frankly could be also very helpful to law en-
forcement. Because what you find is with enormous amounts of 
data gathered on individuals you can find pretty clear patterns of 
behavior. 

The problem is some that these private companies have to bal-
ance between privacy and working together with law enforcement. 
But we’re finding that in the future that may be helpful for us to 
better follow those patterns of trafficking. 

Chairman SASSE. Senator Slama, urban versus rural distinctions 
you’ve been studying? 

Ms. SLAMA. Sure just a few that I’ve ran into, or we see typically 
a difference in tech usage. In rural areas it’s a little bit more word 
of mouth, informal, whereas in urban settings you have that con-
nection to the technology, to that Backpage.com. 

Also there are sometimes differences in payment methods. So in 
our rural areas you have a higher prevalence of meth use in the 
first place, so these women and sometimes young men who are 
being victimized will be paid in drugs, sometimes meth rather than 
cash. Those are the main differences. 

And just in terms of enforcement, our law enforcement officials 
have to take a different approach based on the technology dif-
ferences that you could see in an Omaha versus central Nebraska, 
or a southeast Nebraska trafficking ring. 

Chairman SASSE. And Mr. Murray, I neglected to ask you when 
we were talking at sizing with Mr. Price a little bit ago. What’s our 
best estimate of what share of all human trafficking is carried out 
by sophisticated criminal organizations versus more localized small 
units that are probably going to use cash or drug payment meth-
odologies. If we were successful in implementing more rigorous 
methodology around financial institutions, how much of it do we 
think is actually reachable? What share of that, of the trafficking 
is moving through large structures? 

Mr. MURRAY. Yeah so as she mentioned, the best source of infor-
mation is really the International Labor Organization. And I don’t 
believe that they’ve broken down small and large in that manner. 
But what they have broken down is how profitable each victim is 
based on where they are in the world. And each victim in North 
America earns traffickers $34,000 a year. 

Chairman SASSE. Wow. 
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Mr. MURRAY. In profit right. So that that’s a substantial sum of 
money that’s out there. And, you know, I really think that what’s 
called for here, and what’s really important here, is really looking 
at the systemic financial transparency issues that we have, and 
working those to better equip law enforcement and also better 
equip OFAC. Because if law enforcement is in a position where it 
is struggling to detect the largest traffickers, to disrupt the largest 
trafficking networks, OFAC’s also going to struggle because 
OFAC’s process is an evidence-based process. And when they put 
somebody on the list, they have to be prepared to defend that des-
ignation in court. 

Mr. PETERSON. Senator if I might interrupt? 
Chairman SASSE. Please do. 
Mr. PETERSON. I almost hate to—one of the challenges when you 

talk about this topic, is to actually explain the profitability of the 
business model. I’d almost asked the media not to release that fig-
ure of $34,000, because there are numerous people who, if they saw 
that would be incentivized to look around where they could develop 
their own network. 

And so it’s always difficult to talk about this, it’s difficult to say 
what our challenges are, because then they exploit our challenges. 
Some of them are pretty apparent. But the profitability one is al-
ways one that we try not to talk about just because we don’t want 
to encourage anyone to think that this might be some type of a 
business enterprise that they’d be interested in. 

Chairman SASSE. Thank you. I’d like to do a final round that is 
essentially some of your biggest asks for policymakers. What 
should the policymaking community know, both executive legisla-
tive, but also Federal versus State and local and inside inter-
agency, inside Nebraska, as well. It would be useful to have policy 
asks and obviously there’s the age old if you had a marginal dollar, 
where would you spend it if we were investing more in the space? 
A lot of what we need is statute and we need consciousness raising 
and we need better partnerships, but also at the level of financial 
resourcing. What would we ask for? And General Peterson I’ll 
begin with you. 

Mr. PETERSON. Thank you Senator. What I would say is all law 
enforcement agencies, we have a little bit of model what this was 
like before. Because when the Federal authorities and State com-
bined to make a real focus on child pornography and child sexual 
assault victims you saw a lot of law enforcement agencies step for-
ward in combination with Federal authorities and develop better 
scanning techniques on child pornography. 

What happened over a period of time and some of that funding 
went away. It’s very labor intensive to have a law enforcement offi-
cer watching the screens for child pornography. 

In the same vein, I think our biggest challenge now, you know, 
15 years since that initiative, is that now I find that one of the 
greatest concerns is the technology involved with the dark web and 
the inability of local law enforcement agencies to have the money 
to actually go that direction. 

It almost feels without the Federal authorities help, and I know 
it’s a challenge for them too. But I think as technology advances, 
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more and more traffickers are going to be comfortable going to the 
internet. 

And Senator Slama made a good point that some of them can’t, 
they’re not that sophisticated, they’re going to continue to be the 
low level operations. But I think more—if they find it profitable, 
they’re going to start going there so that they can have a greater 
sense of confidentiality. 

So I think working in the future with both Federal authorities, 
the FBI, Homeland Security and developing better abilities to scan 
the dark web and see where trafficking may take place. And on the 
other end of that ask would be to working closely with financial in-
stitutions, with cryptocurrency and other ways that we can track 
it. 

Those would be two ways I think to get the larger operators. 
We’re going to continue on a local level just to use some of our 
standard law enforcement techniques, word of mouth, sting oper-
ations, and things of that nature. And some of the other data that 
we’re able to get from some of these lower operations that would 
be operating on the internet. 

Chairman SASSE. Thank you. Senator. 
Ms. SLAMA. On my end I think Nebraska has done a great job 

of changing the mindset, changing the narrative when it comes to 
trafficking. And I’d like to see the narrative change towards that 
positive end nationwide. The Feds can obviously take steps towards 
that. There are some States that are lagging behind when it comes 
to changing the narrative behind child prostitution, to being child 
trafficking victims. On the Federal, State, and local level, it’d be 
great to see better resources for recovery for victims, and better 
toolkits for groups that may interact with the victims. 

A lot of these initiatives are started at a grassroots level, it 
would be nice to have some of those toolkit’s come from the top 
down, and have those be distributed nationwide, rather than seeing 
in Nebraska, we’re making some positive efforts when it comes to 
toolkit’s for law enforcement officers, health care providers, and 
other groups. But I’d like to see that spread nationwide. 

Chairman SASSE. Thank you. Ms. Price. 
Ms. PRICE. I think that a lot of stakeholders have identified the 

need for more systemic collaboration information sharing between 
financial institutions, law enforcement, and researchers. Particu-
larly when it comes to pulling in open source data. 

I think this is a challenge, information sharing is always a chal-
lenge. But it is something that we can overcome through our part-
nerships. And one thing that was mentioned by some of our part-
ners was the potential for a sort of national center that can help 
integrate all of that information and can help build the public–pri-
vate partnership processes that can ease all of that. 

I think that at the end of the day it comes down to pulling to-
gether these different types of information. And so to your point 
with the toolkit’s, one of the things that our State task force has 
done is develop a screening process. And it’s really intended to be 
a systemic sort of screening process. We took about 3 years to de-
velop it. 

The idea being that many different industries can notice different 
red flags. Having that come together in some sort of an evidence- 
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based way to be able to connect them to services. And then later, 
worry about what that may mean for whether you can get any sort 
of cooperation for law enforcement. 

So I would like to see that be adopted across the State. We are 
very excited that some of our major Government agencies are now 
going to be adopting that process. And using this software that 
helps facilitate that. But helping to facilitate a lot of the law en-
forcement and open source data and financial data to answer a lot 
of the questions of how that would actually work, would go a very 
long way in sustaining a lot of these efforts that are currently hap-
pening. 

Chairman SASSE. Thank you and thank you for the tutorials 
you’ve given my office on this too. You’re the main input for us to 
understanding the uses of a lot of that data. Mr. Murray. 

Mr. MURRAY. Thank you. So I have two recommendations. My 
first would be with respect to company formation. As we discussed 
and as far as the funding to accomplish that, because it will re-
quire money for consent to implement that. So the information can 
be collected easily and so that it can be shared widely with the peo-
ple who can use it to disrupt human trafficking networks. 

The second is I think we need to do a better job of keeping up 
with evolutions and payments. I think that we’re at risk of the 
Bank Secrecy Act falling behind and falling behind in critical ways. 
This isn’t good for investigators. And this isn’t good for industry ei-
ther. 

There are a number of financial services providers, a number of 
FinTech’s in this country, who are really shoehorned into regu-
latory definitions that don’t make sense for them. And it’s just— 
it’s not surprising they don’t make sense for them, because you 
know they’re working against definitions that were written before 
there was a consumer internet. 

So here I would recommend that a task force be set up that in-
cludes the Executive Branch, the Legislative Branch, and industry, 
to really think about how we should define this term ‘‘financial in-
stitution’’. And that how we should make sure that financial serv-
ices are well governed by the private sector and well regulated by 
the public sector. Thank you. 

Chairman SASSE. Thank you and thank you for flagging the pro-
liferation of the different digital financial networks as well, because 
that’s one of the topics that I’m sure my team and I and the Senate 
Banking Committee are going to continue being educated on, in fu-
ture hearings in this space. 

We were also fortunate to have another witness that we had in-
vited who was unable to attend. But I have to do housekeeping 
here to formally submit for the record the testimony of Dr. Louise 
Shelley who is the Omar L. and Nancy Hurst Endowed Chair, the 
Director of Terrorism, Transnational Crime, and Corruption Center 
at the School of Policy and Government at George Mason Univer-
sity. 

Unfortunately, she could not attend today, but she did prepare 
formal remarks as well. And we would like to take her testimony 
which covers how human trafficking finances interact with the 
economy in underground banking, money laundering, and real es-
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tate and cash movement. We want to also put that into the record. 
So by unanimous consent, I do submit that to the record. 

That formally concludes the questioning for today’s hearing. But 
for other Senators who are Members of the U.S. Senate Banking 
Committee who wish to submit questions to the record, for any of 
you those questions will be due by Tuesday, September 17th. And 
we ask that the witnesses would reply to any of those questions 
and my team will be happy to try to facilitate that process with you 
for questions that come in from other Senators. 

And again, we’d like to thank all four of you for sharing your ex-
pertise and thoughts and research with us today. And for your real-
ly important work trying to fight against this evil. So thank you 
for being here and thank you for your work. This hearing is ad-
journed. 

[Whereupon, at 3:08 p.m., the hearing was adjourned.] 
[Prepared statements, responses to written questions, and addi-

tional material supplied for the record follow:] 
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PREPARED STATEMENT OF DOUGLAS PETERSON 
NEBRASKA ATTORNEY GENERAL 

SEPTEMBER 3, 2019 

Good afternoon, Chairman Ben Sasse, Ranking Member Mark Warner, and distin-
guished Members of the National Security and International Trade and Finance 
Subcommittee. It is a privilege and an honor to speak before this Committee. I want 
to start by thanking the Committee for its focus today on this important topic of 
human trafficking. 

Nebraska may not be the first place that comes to mind when one thinks of forced 
labor or sex trafficking. As I travel the State, I have noticed that some Nebraskans 
are initially a little skeptical about the scope of the human trafficking problem. 
However, once we are convinced it happens here, now—in our State and on our 
watch—there is no shortage of outrage or of dedication to end it. 

We are now 4 years into our formal statewide effort to accomplish our three-fold 
goal: 

1. To help the victims and survivors, 
2. To stop the traffickers, and 
3. To end the market. 
Senator Sasse has asked me to highlight this work in Nebraska and I am happy 

to do it. I am proud of what we have done, though there is a lot more we need to 
do before we can begin to claim success. 

The first human trafficking law in the country, the Trafficking Victims Protection 
Act, was passed by the U.S. Congress in 2000. Nebraska passed its first law against 
it in 2006. It was a good start, but like its Federal counterpart, it needed strength-
ening. Therefore, in 2015 the State legislature amended the law to increase both the 
penalties and the scope of those to be held responsible. Two years ago, Nebraska 
made more changes. It again increased the penalties, beyond the Federal penalties 
in some cases. The Unicameral followed Congress’ lead in explicitly including buyers 
with sellers in the category of ‘‘human traffickers.’’ The law also clarified that a traf-
ficker cannot get away with buying or selling minors by claiming he did not know 
the victim’s age. Last year, Nebraska Legislature passed the most comprehensive 
record relief law in the Nation, according to Polaris, the organization that runs the 
national human trafficking hotline. It gave Nebraska a B for its law providing traf-
ficking victims a way to clear their record when the ‘‘crimes’’ committed were actu-
ally the result of their exploitation. It was the only State to get a grade above a 
C. Shared Hope International also rates each State on its legislative framework to 
address the commercial sexual exploitation of children. Nebraska went from an F 
to a B in 5 years. This past year the State legislature enhanced our abilities to in-
vestigate trafficking by authorizing wiretaps for human trafficking investigations. 

These laws—Federal and State—are only as good as those who use them. Ne-
braska is blessed with dedicated and focused public servants, eager to use the law 
to address human trafficking. In 2010 the FBI-led Omaha Child Exploitation Task 
Force was formed and to this day serves the greater Omaha area with distinction. 
2015 saw the formation of the statewide initiative, the Nebraska Human Trafficking 
Task Force (NHTTF). It began under a Federal grant from DOJ’s Bureau of Justice 
Assistance—the ‘‘Enhanced Collaborative Model’’ grant. There have been many of 
these across the country, always awarded to a partnership of a law enforcement 
agency and a service provider organization. NHTTF was among the first, however, 
to apply this grant, not to a metropolis, but to a geographically large State with a 
diffused population. 

Organizationally, NHTTF divided the State into five regions. While we develop 
statewide protocols and tools, the work on the ground is done by these regional 
teams. This work includes investigating leads, confronting traffickers, and giving 
victims a lifeline to a better life. These teams meet at least quarterly, more often 
when needed, such as in preparation for a proactive sting. This structure is a real-
ization that the team leaders know the local dynamics and know the best way to 
motivate the greatest number to collaborate. They also know what events to best 
target, and whom to include in the operations. NHTTF has conducted successful 
proactive stings in each of the regions. These mostly involve law enforcement in two 
scenarios—(1) posing as sellers to draw out those seeking to buy sex from minors; 
and (2) posing as buyers, especially when law enforcement has reason to believe a 
person being offered is underage or coerced. 

NHTTF takes a distinctive approach to these operations. They begin with a pre-
sumption that someone being provided for commercial sex is a victim. This is based 
on a realization that many ‘‘prostitutes’’ were coerced or forced into commercial sex, 
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many of them while minors. It is also true that sex trafficking victims very rarely 
self-identify as victims. This presumption that the person is a victim is rebuttable, 
but it is the starting premise, which is a change in the traditional law enforcement 
approach regarding someone selling sex. Among other reasons to do this, a victim 
is much more likely to help us find and stop a trafficker if law enforcement consist-
ently treats this victim as a citizen to protect rather than as a suspect to arrest. 

Another key aspect to the momentum in Nebraska is the training and awareness 
efforts. When it comes to human trafficking, raising awareness is critical to our suc-
cess. Sometimes there are precious few windows of opportunity when a trafficking 
victim is in the public view. It is vital the general public—and especially public serv-
ants—get informed and keep an eye out for signs. The first step in stopping it be-
gins when someone sees where and when it is happening. 

So, NHTTF and its partners have done a great deal of trainings. Much of it has 
been for the general public—talks in Rotary, Kiwanis, community, and church 
groups. However, NHTTF prioritizes focused training for strategically located peo-
ple. Law enforcement is an obvious category and NHTTF has trained over 1,000 
sworn officers across the State. Service providers are another key group. Those who 
work in hospitals, in schools, and in hotels will more frequently encounter traf-
ficking victims, so NHTTF has custom-designed training that we eagerly provide to 
them. 

Now, with that background, let me narrow my comments to what is most relevant 
to this Finance Subcommittee—the financial aspects of human trafficking. I’ll ad-
dress the profit motive and then hurdles to prosecution. 

As this Committee is aware, criminal networks are becoming more sophisticated 
with their ability to hide and move financial assets. Human traffickers are no excep-
tion. They may even be driving some of the innovations. Most of the commercial sex 
NHTTF encounters in Nebraska is still done in cash. Often this cash is eventually 
deposited into accounts into traditional financial institutions. Subpoenas from bank 
records and wire transfers have helped investigators uncover enterprises as they 
connect the dots through financial transactions. Yet, with all the new ways to hold 
and transfer finances, the task force encounters obstacles to tracing the financial 
aspect to human trafficking. 

Another hurdle is proving the commercial nature of the crime. Of course, an ele-
ment of sex trafficking is that the sex act is commercial. To prosecute, the State 
must establish an exchange of money or of something else of value. Traffickers are 
getting creative, making this element harder to prove. NHTTF partners have cer-
tainly seen them use cash, but also prepaid credit cards, Venmo and PayPal, and 
cryptocurrency. In other cases in Nebraska, the commercial transaction has been a 
purchase of airline tickets, or payment of an extended hotel stay, or bond money 
to get the sex seller’s relative out of jail, or even the sex buyer registering his car 
in the sex seller’s name. These all come with extra difficulties to find and then prove 
the commercial aspect, and to establish the financial connection between seller and 
buyer. While the criminal element is becoming more creative, so too is law enforce-
ment. For one, NHTTF has collaborative partnerships with not only local traditional 
banks in our State but also with newer financial entities. For example, the task 
force has received valuable assistance from mobile payment service providers. Con-
tinued collaboration with both traditional and next generation financial service com-
panies is critical for law enforcement agencies to obtain information necessary for 
prosecution. Forums such as this are helpful to encourage this type of collaboration 
between law enforcement and the financial services sector. 

As the task force moves forward, NHTTF wants to conduct even more targeted 
investigations into the larger but more financially savvy trafficking enterprises. To 
do this successfully, the task force will also need to be more sophisticated in its in-
vestigations. NHTTF has greatly benefited from collaboration with others, such as 
Homeland Security Investigations, the FBI, and HTI Labs, who will also testify be-
fore you today. The task force is eager to use all the tools at its disposal and all 
the wisdom of its tech-savvy partners to follow the money and root out this crime. 
We aim to make human trafficking in Nebraska a high-risk, low-profit proposal. 

Thank you again for your focus on human trafficking and the chance to testify 
here today on what we are doing to address it in our State. I am happy to take 
any questions you might have for me. 
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PREPARED STATEMENT OF JULIE SLAMA 
STATE SENATOR, STATE OF NEBRASKA 

SEPTEMBER 3, 2019 

Good afternoon, Mr. Chairman and Members of the National Security and Inter-
national Trade and Finance Subcommittee. My name is Julie Slama and I am a 
State Senator, representing District 1 in the Nebraska Legislature. It is an honor 
to testify on a subject which has become one of my priorities in the Legislature— 
human trafficking. 

Human trafficking is the fastest growing criminal industry globally. Human traf-
ficking was made a Federal crime in 2000, and Nebraska made it illegal on a State 
level in 2006. In the years that have followed, lawmakers have tried to give law en-
forcement the tools they need to crack down on this horrendous crime. Human traf-
ficking is modern day slavery. 

With regards to today’s topic of the intersection of human trafficking with the fi-
nance sector, traffickers or buyers utilize the financial services industry to discreetly 
store money to pay for their victims’ transportation from town to town, book hotel 
rooms for their victims to perform illicit acts, as well as payments to coordinate such 
acts. Human trafficking is a $150 billion global industry. Traffickers utilize banks 
and other financial institutions to make thousands of small transactions and to 
break up their larger transactions into smaller ones over several banks. 

Financial institutions can play a significant role in disrupting human trafficking. 
Some institutions have committed significant energy and resources to detect poten-
tial financial indicators of human trafficking. Red flags to an institution include, but 
are not limited to, a trafficker’s lifestyle being inconsistent with stated income, a 
trafficker using a victim’s account, carefully structured deposits to avoid detection, 
strange deductions on an employee’s paystub, or large sums of money transferred 
to several banks. 

Many traffickers make deposits just under the threshold that would trigger an in-
vestigation at a bank. At times, deposits are made to accounts for ‘‘massage par-
lors,’’ creating a seemingly legitimate business and creating a cover for reporting 
purposes. 

Financial institutions are on the front lines monitoring transactions and spending 
patterns. However, some traffickers avoid financial institution altogether and will 
only make transactions using cryptocurrency or prepaid credit cards. With the shut-
down of Backpack.com and MassageRepublic.com, and because VISA and 
MasterCard refused to process payments from these sites, cryptocurrency has be-
come more prominent for its unfettered use. Prepaid credit cards are also hard to 
trace, thereby giving a trafficker a way to use funds without being identified. 

Still another way that traffickers avoid scrutiny from financial institutions is to 
force their victims to use their own accounts for transactions. When this happens, 
the financial institution may notice red flags such as frequent hotel and gas station 
payments, or there may be a history of unusual domestic travel expenses. In these 
cases, traffickers avoid putting his or her name on the victim’s account, which en-
sures that any crime being committed is bared fully by the victim, and that the vic-
tim is left to pay off the debts of their trafficker. Handling funds generated from 
human trafficking is considered money laundering. If money laundering is suspected 
through not only the victim’s account, but regular business accounts, a financial in-
stitution may attempt to go after a trafficker via the money-laundering ring. This 
is a very effective method of obtaining justice for the victim. 

Nebraska has taken many steps to combat human trafficking over the last several 
years. Beginning in 2006 when Nebraska made human trafficking a crime, there 
have been several updates to our State statutes. Not only has the Nebraska Attor-
ney General created the Human Trafficking Task Force (2015), but Nebraska has 
increased penalties for traffickers and buyers, including making prison sentences 
longer. Victims of human trafficking are allowed to sue their traffickers, and traf-
ficked children and adults are provided immunity from prosecution. Victims of sex 
trafficking can clear their records of prostitution charges and other offenses that are 
a direct result of them being trafficked. Just this year, with LB 519, the Nebraska 
Legislature updated its statutes to provide wiretapping powers to law enforcement 
agencies, extend the statute of limitations for trafficking, and ensure that all chil-
dren who are victims have the same access to resources for recovery, regardless of 
the person who trafficked them. 

On the Federal level, the Trafficking Victims Protection Act of 2000 was passed 
in the first positive steps taken to trafficking on the Federal level. This Act has been 
updated four times, most recently in 2013, to include: 
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• Establishing a Federal, civil right of action for trafficked victims to sue traf-
fickers 

• Adding human trafficking to the list of charges under Racketeering Influenced 
and Corrupt Organizations Act (RICO) 

• Establishing grant programs to State and local law enforcement to combat traf-
ficking 

• Expanding efforts to combat trafficking internationally 
• Enhancing criminal sanctions against traffickers, and expanded definitions of 

various types of trafficking 
• Establishing and strengthening programs to ensure that U.S. citizens do not 

purchase products made by victims of human trafficking. 
The Federal Government also established the National Defense Authorization Act 

of 2013 which seeks to limit human trafficking associated with Government contrac-
tors. Under this Act, Government agencies have the ability to terminate, without 
penalty, any contract or grant with any organization that engages in human traf-
ficking. It also establishes methods of reporting and investigating possible instances 
of human trafficking associated with any Government contact or grant program. 

Human trafficking is a growing industry, and make no mistake about it—this 
form of slavery is not just limited to urban areas. It reaches across our country, 
even to rural Nebraska. We all have a duty to fight back against this horrible crime, 
and our financial institutions can take the lead in spotting signs of trafficking. 

I thank you for your time today and for your attention to this subject. I’m happy 
to answer any questions you may have. 

PREPARED STATEMENT OF CRYSTA PRICE 
DIRECTOR OF THE HUMAN TRAFFICKING INSTITUTE, CREIGHTON UNIVERSITY 

SEPTEMBER 3, 2019 

Challenges and Opportunities in the Identification of Trafficking 
My name is Crysta Price. I am the Founder and CEO of HTI Labs, a research 

center in the heartland, which has its roots in the Human Trafficking Initiative at 
Creighton University. I have been studying and working on the issue of trafficking 
for 7 years, and I have learned that sex trafficking is complex. 

The nature of the crime makes it difficult to identify and prosecute. Traffickers, 
of course, have an incentive to hide their criminal activities. Additionally, many 
trafficking victims have difficulty coming forward—because they fear prosecution for 
prostitution (a fear traffickers encourage), because their traffickers often are inti-
mate partners, leading to the complex victim–offender relationships that many do-
mestic violence victims experience, or because of the trauma they have experienced. 
The hidden nature of the crime is the reason why trafficking estimates are often 
inconsistent or inaccurate. As an academic community, we do not know the scope 
of the problem. Furthermore, most conclusions about trafficking are based on a 
small portion of survivors who have been able to come forward. 

We recently hosted the first-ever international conference specifically for human 
trafficking research. This gathering brought together the best scholars working on 
this issue from over 19 countries and technology companies working to leverage on-
line commercial sex content for law enforcement. The running theme was that there 
is a dearth of intellectual rigor and scientific approaches in antitrafficking efforts. 
You cannot combat something that you do not understand, and you cannot under-
stand something without analyzing it or seeing it. In short, it all comes down to a 
lack of reliable data, which is caused by the difficulty of identifying trafficking. 
Well-developed data infrastructure is required to overcome this challenge. 

In partnership with frontline agencies across the community, this is exactly what 
we work toward: developing the infrastructure for ongoing data collection that 
brings together data from across contexts to identify victims and hold perpetrators 
accountable. We work to: 

• Integrate agency systems to link existing data on known cases to reliably track 
incidents through the criminal justice system. Currently this data includes do-
mestic violence incidents, but as enforcement actions against trafficking become 
more common, we will work to include those as well. This data is critical for 
understanding overlaps between domestic violence and human trafficking and 
for assessing risk so that we can intervene appropriately to prevent revictimiza-
tion. 
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• Create data that does not yet exist to help identify the hidden victim popu-
lation. This involves leveraging new sources, such as scraping online content to 
create leads for law enforcement. 

• Develop better community-wide processes for more effective victim identifica-
tion, response, investigation, and support in order to increase the likelihood 
that survivors come forward and that we recognize a situation as trafficking 
when we have the chance to do so. For example, we have developed legislation 
that allows survivors to clear their record for crimes they were forced by their 
trafficker to commit. We have also built software with screening tools, auto-
matic reporting, and service resources for survivors. 

These efforts are united by the understanding that it is nearly impossible to iden-
tify trafficking from one source alone. It necessarily requires community partner-
ships, where financial institutions (FIs) play a key role. 
Existing Efforts To Identify Human Trafficking in the Financial Sector 

Financial institutions have undertaken praiseworthy efforts to develop indicators 
and red flags to identify trafficking and to share these indicators throughout the in-
dustry. Here I provide a brief overview of some of these actions. 

• In 2010, JPMorgan’s Financial Intelligence Unit began partnering with the De-
partment of Homeland Security to ‘‘create typologies that could identify finan-
cial transactions and certain account attributes that were worth inves-
tigating.’’ 1 Essentially, they classified certain geographic locations and types of 
businesses as higher risk for trafficking based on publicly sourced information. 
When coupled with certain types of transactions—credit card charges at certain 
hours of the night, for example—this would trigger a suspicious activity report 
(SAR) being sent to the U.S. Financial Crimes Enforcement Network (FinCEN). 

• The Thomson Reuters Foundation established a Banks Alliance in 2013 in part-
nership with the Manhattan District Attorney, Cyrus R. Vance, Jr. The fol-
lowing year, they published a set of red-flag indicators that provided the basis 
for a subsequent FinCEN advisory to financial institutions. 2 This advisory in-
cludes examples of red flags worth investigating, such as a business account 
without normal payroll expenditures (e.g., wages or payroll tax). 3 

• In 2017, FinCEN announced the addition of human trafficking as a suspicious 
activity type in the SAR system. 4 Previously, human trafficking had to be re-
ported by using the ‘‘other’’ box, making it difficult to track trends in reporting. 
According to publicly available SAR statistics, the earliest trafficking-related 
SAR was filed in July 2018. 5 Between July and December, there were 177 
human trafficking-related SARs nationwide and two here in Nebraska. This 
year, 2,119 human trafficking-related SARs have already been filed nationwide 
as of August 22. Fourteen of these originated in Nebraska. 6 

• Building on the original Banks Alliance, in 2017 Thomson Reuters Foundation 
created a series of regional multistakeholder working groups that support finan-
cial institutions to fight human trafficking using their data. Each regional 
Banks Alliance working group is dedicated to mapping the financial footprint 
of human trafficking in the banking system and developing red-flag indicators 
of suspicious activity, tailored to the region. 7 
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There is some evidence that the red-flag approaches which have dominated the 
financial industry’s response to trafficking are matching some on-the-ground experi-
ences. For example, Polaris surveyed 99 trafficking survivors who had interacted 
with the financial system during their victimization and asked them whether they 
believed FinCEN’s indicators of human trafficking occurred during their victimiza-
tion. 8 A substantial number of victims felt their traffickers acted in a way that cor-
responded with a red flag. Fifty-seven percent of respondents felt their traffickers 
tried to conceal income or its sources. Forty-five percent of respondents felt their 
traffickers’ lifestyles were inconsistent with their stated incomes. And 28 percent of 
victims reported being escorted to the bank. 9 In addition, the growth of human traf-
ficking-related SARs reports indicates that financial institutions are observing red 
flags in their data. However, while the red flag approach may reveal a subset of 
instances of trafficking, it likely misses many others. Finding these missed in-
stances requires shifting from static red flags to active, ongoing information sharing 
between financial institutions, data scientists and social scientists who can uncover 
trafficking, and law enforcement officials who can investigate it. 
Limitations to the Red Flag Approach With Financial Data Alone 

It is exceptionally difficult to identify trafficking from financial data and general 
trafficking indicators for at least three reasons. First, traffickers’ financial behaviors 
may be very similar to those laundering other illicit gains. For example, in the pre-
viously mentioned Polaris study, 57 percent of the survivor sample felt their traf-
fickers tried to conceal income. This raises the question of how many people who 
have tried to conceal income are not traffickers. 

Second, the crime of trafficking is defined by elements of force, fraud, or coercion 
which can be difficult to determine from financial data alone. Even if a financial 
institution identifies transactions associated with commercial sex, that does not nec-
essarily indicate the person selling sex meets the legal definition of a sex trafficking 
victim. The information necessary to establish trafficking comes from thorough in-
vestigations that involve nonfinancial sources. 

Third, the commercial sex market in general and specific trafficking organizations 
in particular have shown themselves to be extremely adaptable in the face of at-
tempts to limit their activity by the financial sector. A few examples illustrate this 
point. 

The first example comes from an investigation we assisted in involving a nation-
wide trafficking network. I discuss this investigation in more detail later, but one 
element of it speaks to the adaptability of traffickers. This particular organization 
had bank accounts flagged as suspicious and shut down by financial institutions. 
The traffickers continued their operations and simply shifted to using Western 
Union transfers rather than traditional bank accounts. 

The second example comes from the history of the broader commercial sex indus-
try. The now-shuttered website Backpage.com, which was similar in appearance to 
Craigslist, once accounted for 80 percent of all online commercial sex advertising. 10 
While the website was meant to only advertise adult escorts, Backpage itself turned 
in over 400 potential minors every month, and 71 percent of the child sex trafficking 
reports received by National Center for Missing and Exploited Children (NCMEC) 
involved ads posted on the site.11 12 Some financial institutions, such as PayPal and 
First National Bank, therefore attempted to flag transactions to Backpage as a high-
ly relevant risk indicator. In 2015, MasterCard and Visa ceased processing credit 
card transactions for the website. Backpage responded in two ways. First, it opened 
up a period of free advertising, which caused online advertising for commercial sex 
to skyrocket. 13 More importantly, Backpage assisted customers in transitioning to 
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alternative forms of payment. As a result, the industry started using Bitcoin and 
cash, making the transactions far more difficult to trace. These examples dem-
onstrate that anti-trafficking efforts must be as adaptable as criminal trafficking 
networks. 
Data-Sharing Partnerships To Combat Trafficking 

Efforts to detect human trafficking within the financial sector are laudable. They 
demonstrate the commitment of many within the industry to helping victims and 
limiting the ability of traffickers to profit off their victimizations. However, the most 
effective response to trafficking requires networked data across multiple sources 
coming together to predict whether trafficking is taking place, and then receiving 
an actual answer so that algorithms can be updated. Algorithms require feedback 
to improve, and the unfortunate reality is that while financial institutions may at-
tempt to detect and report trafficking via a SAR, it is exceedingly unlikely that they 
will ever know if the situation actually constituted trafficking. To build even more 
effective efforts, we must encourage ongoing and sustainable data sharing between 
antitrafficking actors from many sectors (including the financial sector, law enforce-
ment, and research centers). This will allow for thorough investigations that stop 
trafficking as opposed to merely displacing it, identify victims and connect them 
with needed resources, and effectively respond to adaptations by traffickers. 

Financial data must be linked directly to ongoing and actionable data reflecting 
the risky industries that trafficking takes place within. However, generating data 
on these broader industries is quite complex—it involves web scraping and artificial 
intelligence, neither of which is a small investment. Partnerships between financial 
institutions and entities already doing this work such as Memex, Thorn, or HTI 
Labs are therefore the most feasible way to connect financial and commercial sex 
industry data. 

At HTI Labs we have engaged in serious conversations with local financial insti-
tutions about accessing our data to use as an additional red flag. Issues for consider-
ation have included: 

• Volume: How many accounts would our data link to? Would the financial insti-
tution have the internal capacity to investigate such a rapid increase in ac-
counts being flagged? Would law enforcement have the capacity to investigate 
such a rapid increase in SARs? 

• Effect: Would the increase in investigations actually lead to an increase in pros-
ecutable cases? Put another way, would this data sharing create good leads for 
human trafficking? Would it help distinguish voluntary commercial sex activity 
from trafficking? 

• FI Response: Would the financial institution respond by closing the accounts, 
and if so on what timeline? If law enforcement quickly determines that a cer-
tain account is connected with a prosecutable trafficking case, then they will 
often ask the financial institution to keep the account open throughout the 
course of the investigation. However, if law enforcement needs more time to de-
termine whether trafficking is occurring, from an investigatory standpoint it 
could be ideal for accounts to remain open. If the volume of such accounts is 
high, this would constitute a major shift in the way that FIs usually handle 
SARs. 

Given the uncertainty, we recently decided to do a controlled experiment with 
Homeland Security Investigations (HSI) and PayPal. We provided high-risk leads to 
our HSI partners, who then passed the information to PayPal to determine the de-
gree to which our data could be linked to their financial data to identify individuals 
in the network. While this pilot project is still ongoing, many of the leads were able 
to be linked to PayPal accounts. This pilot test illustrates the promise of greater 
cooperation and information sharing between law enforcement, financial institu-
tions, and research centers. 
Collaborative Strategies To Identify Human Trafficking 

Information sharing across Government and other sectors is not a new challenge. 
Overcoming this challenge requires partnerships, sustained focus, and the resources 
to build the infrastructure that makes it possible. Over the past few years, our com-
munity has been piloting a vision here in the heartland showcasing exactly how it 
can work. As a community, we have leveraged research and technology in partner-
ship with law enforcement, nonprofits, and financial institutions to identify and re-
spond to trafficking in a smarter, more sustainable way. 

We take a two-pronged approach to understanding trafficking. On one hand, we 
conduct basic research to map as much as possible of the larger commercial sex 
market. On the other hand, we work with law enforcement and service providers 
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to identify specific instances of trafficking within that industry. This allows us to 
estimate and study the portion of commercial sex that involves trafficking. The more 
feedback we get from our community partners, the better the estimates and the re-
search become. 

We identify traffickers by first identifying sex providers who might be trafficked 
and then investigating their potential traffickers. We do it this way because traf-
fickers are far less visible than sex providers—sex providers need to advertise or 
communicate with buyers in some way and therefore cannot be completely under-
ground. We use web crawling to automatically detect and scrape this communication 
at scale and then we use data science to generate accurate reflections of individual 
sex providers and their networks in the industry. 

To assess the likelihood that a given sex provider might be trafficked, we engineer 
information that helps us predict their market segment, because trafficking works 
differently in different segments of the market. For example, in the escort service 
segment, recruitment tends to involve fraudulent job offers or feigned romantic in-
terest, and most victims are U.S. citizen women and girls. On the other hand, in 
illicit massage parlor networks, most victims are women in their thirties to fifties 
from East Asian countries who are either recruited by larger operators in their 
home country or who are immigrants with limited English looking for work in the 
U.S. 14 We also look for signs of exploitation, whether through age, nationality, or 
having a facilitator or manager. This is another reason we need more than red flags; 
indicators of risk differ depending on traffickers’ business models. Put another way, 
there are almost no shared risk factors across all of these sex trafficking cases that 
could serve as a useful filter. Based on this incomplete online information, we pre-
dict trafficking risk and push the high-risk leads to our law enforcement partners 
via an online platform that we developed. 

Next, we facilitate turning those leads into investigations and ultimately prosecu-
tions. Investigations center on the questions of ‘‘who is this sex provider in real life’’ 
and ‘‘who is the common person between the providers in the network?’’ Most impor-
tantly, we ask, ‘‘is this situation trafficking?’’ To answer these questions, our com-
munity seeks to avoid the classic tactic of engaging in sting operations, because 
these operations place a burden on victims to instantly trust law enforcement more 
than they fear their traffickers. When victims do not immediately disclose their sta-
tus, sting operations can result in victims being arrested for crimes they were forced 
to commit. Instead, we conduct long-term data-driven investigations, shifting the 
focus away from relying so heavily on victims. 

Thorough investigations involving offline sources of data are critical to under-
standing when a situation is more likely to be trafficking than voluntary commercial 
sex activity. For example, classic ‘‘push’’ factors to trafficking include a history of 
childhood sexual abuse, domestic violence, or system involvement. The utility of this 
information has informed our strategy in working with our law enforcement and 
service providers to make use of this existing information and leverage it at scale 
to dramatically improve the accuracy of our trafficking algorithm, creating better 
leads. 

This whole process is characterized by information exchange throughout the in-
vestigation. Afterward, we debrief with partners in law enforcement and among 
service providers to make sure we learn as much as possible to improve not only 
our algorithms, but also our overall response. The examples detailed below dem-
onstrate the importance of integrating our data with data from other sources. 
Case Study #1: Dismantling an International Asian Network and Using Financial 

Data 
The utility of financial data is highlighted by our largest case to date, which in-

volved the unmasking of an international Asian commercial sex network. 
We provided an initial lead to HSI of a large-scale network trafficking young 

Asian women across the country, which included a heavy presence in Omaha. Many 
of these women did not speak English and were required to see more than 10 sex 
buyers in a single day. 

The lead resulted in the dismantling of the two largest domestic and international 
sex trafficking organizations identified in the U.S. to date. These investigations re-
sulted in numerous arrests of organizational leaders and the seizure of over three 
million dollars of illicit funds. Most importantly, many victims have been offered 
services to rebuild their lives. 
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Working off of the lead we provided, law enforcement was able to find a receipt 
for a bank transaction, which led to the identification of an email address. Sharing 
this email address with our research center allowed us to identify additional ads 
that belonged to the network. These additional ads revealed just how widespread 
the network was as well as potential suspects. HSI used this information to deter-
mine which ads to subpoena, and in turn the subpoenaed Backpage data allowed 
us to understand the organizational structure of the network. 

In this network, women were advertised in nearly every State across the country, 
but the ads were all posted from only three locations. This fact revealed that the 
network was operating out of call centers that dispatched the victims. When HSI 
compared our data with account data from financial institutions, they were able to 
map movement and further uncover the ring leaders. In so doing, they discovered 
that one of the dispatch center locations belonged to the potential suspect, who regu-
larly received deposits from 30 different financial accounts. 

Further investigative work by HSI revealed that sex buyers generally paid cash 
directly to sex providers, who then paid the dispatcher a certain percentage. As pre-
viously mentioned, this network switched from using wire transfers directly into 
bank accounts to using Western Union. The sex providers also used WeChat to send 
money to family in China via a bank account to bank account transaction. Beyond 
proof of concept for the collaborative model, this work greatly advanced our collec-
tive understanding of the sex trafficking industry. 

Case Study #2: The Need for More Information To Investigate a Russian Organiza-
tion 

While financial data has not always found its way into our efforts, it would have 
been useful in several cases. In one such case, we brought to law enforcement’s at-
tention a lead on a Russian sex provider that we believed to be trafficked. On the 
same day we provided the lead, law enforcement recovered the sex provider and de-
termined that she had been trafficked by an international organization based in 
Russia. 

The organization sent women to the U.S. on visitor visas. For the 90 days covered 
by the visas, they dispatched the women from city to city, to include Omaha, on 
preplanned ‘‘dates.’’ The organization falsely promised the women autonomy and the 
ability to keep all of their earnings. In reality, the organization took nearly all of 
their earnings and forced them to do far more than they agreed to. While the traf-
fickers worked hard to ensure that the women did not have contact with one an-
other, the young woman identified in our lead stated that the organization had 
threatened that the victims’ families would be informed about their engagement in 
commercial sex if they did not show up for a ‘‘date.’’ 

This is a case that likely would have benefited from further investigation that in-
corporated financial data. Without financial data or a cooperative witness, local law 
enforcement was unable to identify the individual perpetrators and move forward 
with the case. 

Case Study #3: Connecting the Dots To Identify a Legally Low-Functioning Victim 
Apart from financial data, the integration of data from several sources has almost 

always proven important. The identification and recovery of a legally low-func-
tioning victim of trafficking highlight the value of bringing together Government 
data from several different sources with open-source data. 

In this case, we noticed one woman who was frequently identified in ‘‘two-girl’’ 
ads with a second woman. Pursuing the possibility that either of them might be 
trafficking victims, we found that sex buyers had reviewed the primary victim as 
‘‘slow,’’ ‘‘sleepy,’’ or ‘‘shy.’’ 

In response to our lead, law enforcement set up an operation to provide outreach, 
where they responded to the first woman’s online advertisement and set up a ‘‘date’’ 
with her. While waiting for her to show up, we worked with law enforcement to in-
vestigate the lead more deeply. We discovered that 6 months earlier, an Adult Pro-
tective Services investigation determined that she was very low functioning and that 
she lived with a man, her trafficker, who sold her for sex and from whom she stated 
she was unable to escape. 

Other law enforcement records indicated the man was a repeat perpetrator of do-
mestic violence against both of the women advertised in the two-girl ads in our 
database. A report on the second woman in the two-girl special revealed that she 
had been in the process of disclosing that she was being trafficked during a visit 
to the ER when the trafficker appeared. The victim instantly shut down and the 
two of them left. 



32 

15 Anthony, B. (2018, July). ‘‘On-Ramps, Intersections, and Exit Routes: A Roadmap for Sys-
tems and Industries To Prevent and Disrupt Human Trafficking’’. Washington, DC: Polaris 
Project. Retrieved from https://polarisproject.org/sites/default/files/A-Roadmap-for-Systems- 
and-Industries-to-Prevent-and-Disrupt-Human-Trafficking-Financial-Industry.pdf. 

Because of this contextual information, when the first woman showed up to the 
law enforcement operation with a script from her trafficker telling her what to say 
and do for her ‘‘date,’’ she was immediately connected to services. 
Case Study #4: The Role of Community Partnerships in Combating a Large-Scale 

Trafficking Network Operating out of Omaha 
The most long-term investigation we have been involved with to date is one that 

could not have occurred without trusting relationships with local service providers. 
We uncovered a large-scale trafficking network in the heart of Omaha. After de-

veloping an initial lead for law enforcement, a local service provider reached out to 
ask if I would be willing to sit down with a trafficking victim who wanted to see 
if there was anything I could do to leverage her information and turn it into a lead 
for law enforcement to investigate. It turned out that the survivor was one of the 
key victims in this large-scale network we had already uncovered. She was sold 
from trafficker to trafficker and was only able to run from the situation when her 
trafficker was arrested for domestic violence after nearly beating her to death. Even 
then, he sent sex buyers to the shelter she was staying at, causing her to move out 
of the State. Her disclosure helped propel our lead to the forefront of law enforce-
ment’s attention. 

After more than 2 years of providing investigative support on this case, it is still 
ongoing and involves over 40 victims and four traffickers. Many of the victims have 
been connected to services but are too afraid of their traffickers to cooperate with 
law enforcement. Unfortunately, the shutdown of Backpage.com around this time 
made the case more difficult by making it impossible to prove the veracity of digital 
evidence. Nonetheless, in August, 2019, the first of the traffickers pled guilty. Sub-
sequently, the survivor with whom we originally spoke felt safe enough to return 
to Omaha. 
Incorporating Financial Data for Stronger Identification of Trafficking 

Our goal is to continue this work at scale in a way that mimics the back-and- 
forth investigative process. Integrating Government and financial data with our 
open-source data would result in more effective algorithms. In fact, even modest in-
formation sharing would result in improved trafficking predictions, because it could 
help incorporate precisely the types of contextual information that are critical to dis-
tinguishing trafficking from other related situations. 

For example, imagine that four women are regularly sending Jane Doe large 
chunks of money. There are countless explanations for this pattern in isolation. But 
criminal justice data could reveal that Jane has a long history of prostitution 
charges and has been a victim of several domestic violence attacks by her boyfriend. 
Open-source data could further show that Jane’s boyfriend’s phone number is being 
used to advertise five women in commercial sex ads online. With insights from these 
different data sources, it becomes clear that we have probably just identified a traf-
ficker and five potential victims. We also know that Jane is likely the trafficker’s 
‘‘bottom,’’ an industry term referring to a victim forced into being a trafficker’s dep-
uty, tasked with keeping the other four women ‘‘in line.’’ 

This full scenario would be nearly impossible for a bank or law enforcement to 
identify on their own. While open-source data and algorithms could identify the net-
work as a lead, they would struggle to identify the trafficker. Unfortunately, without 
identifying the trafficker, the victim acting as the bottom appears to be the perpe-
trator in the situation. In this example, data integration allows the identification 
of the trafficker and makes the difference between an actionable investigation and 
a dead-end lead. Actionable investigations in turn help hold offenders accountable 
and allow us to build stronger future trafficking predictions. 

Many stakeholders have identified the need for better data sharing to facilitate 
the identification of trafficking but have also pointed out the significant hurdles to 
its full implementation. 15 In our experience, long-term, trusting relationships 
among different institutional actors help overcome these hurdles. The goodwill that 
exists across the political spectrum to do something about trafficking makes such 
relationships possible. 
Recommendations 

I am pleased that the Subcommittee has called this hearing and drawn attention 
to the crucial issues related to human trafficking and its intersection with the finan-
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cial sector. Government actions could play a critical role in strengthening the work 
that is already happening. 

Support for public–private investigative partnerships: There are several ways the 
Government can support the public–private partnerships that can meaningfully 
combat trafficking. 

Government efforts can assist entities to overcome hurdles to data sharing. A 
challenge that our partners at HSI face is that there is no information-sharing 
mechanism for investigating trafficking, in contrast to drugs and other crimes. This 
could be addressed by creating a national center similar to the National Center for 
Missing and Exploited Children (NCMEC) that can integrate open-source, law en-
forcement and financial data. More modestly, the Government could provide guide-
lines for how to structure public–private partnerships and disseminate examples of 
the data-sharing agreements and memoranda of understanding that underlie 
them. 16 

Even if entities understand how they could establish long-term partnerships, actu-
ally doing so requires significant effort. Providing funds for law enforcement to pur-
sue long-term partnerships with researchers and financial institutions can help 
incentivize and sustain the necessary shift. 

Facilitating access to electronic records: Outside of the particular realm of the fi-
nancial system, the Government can help facilitate the detection and prosecution of 
trafficking by (1) easing access to past Backpage records and (2) working with other 
Governments to make it easier to access the data of foreign companies that host ad-
vertisements for commercial sex. 

• Accessing Backpage Data in a Post-Backpage Environment: One particular chal-
lenge arises from the shutdown of Backpage.com. Two examples from HTI Labs’ 
work highlight the resulting obstacles. First, a multiyear investigation into a 
large trafficking network resulted in the main perpetrator being charged with 
Mann Act violations rather than human trafficking because a key piece of evi-
dence proving that he advertised an underage individual was contained in a 
Backpage ad. Backpage’s servers, and all of the data on them, are in the cus-
tody of the FBI, which is not responding to many subpoena requests from law 
enforcement. A streamlined process for accessing the Backpage data could facili-
tate prosecutions. Outside of the obvious need for prosecuting cases, this data-
base holds the potential for a wealth of actionable information. For example, by 
analyzing the subpoenaed Backpage data in our collaboration with HSI on the 
Asian network, we uncovered the organizational structure of the network. The 
full Backpage database should be available in raw form to law enforcement and 
their Memorandum of Understanding (MOU) partners. 

• Accessing Current Commercial Sex Data in a Post-Backpage Environment: In re-
sponse to FOSTA/SESTA legislation and the closing of Backpage, many 
websites currently hosting ads for commercial sex now operate in foreign juris-
dictions, increasing the hurdles for law enforcement in obtaining their data. For 
example, two websites that gained popularity after Backpage’s shutdown—List 
Crawler and Skip the Games—both operate from the Netherlands. The Federal 
Government could help ameliorate this problem by establishing agreements 
with relevant Governments for processes to access these data more expedi-
tiously. 

PREPARED STATEMENT OF DAVID MURRAY 
VICE PRESIDENT FOR PRODUCT DEVELOPMENT AND SERVICES, FINANCIAL INTEGRITY 

NETWORK 

SEPTEMBER 3, 2019 

Thank you, Chairman Sasse and Ranking Member Warner, for convening this 
hearing to discuss human trafficking and its intersection with the financial system. 
And thank you for the invitation to testify. It is an honor to be before this Sub-
committee. Human trafficking is the most heinous form of transnational criminal 
activity, and we are fortunate for your attention to this threat. 
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Human trafficking is highly profitable, generating $150.2 billion in annual profits 
as of 2014, according to the International Labour Organization, a U.N. agency that 
brings together Governments, employers, and workers in 187 member States. 1 De-
veloped economies are the most profitable for human traffickers, with criminal orga-
nizations earning more than $34,000 annually in profit from each victim in North 
America. 2 

Human trafficking interacts extensively with the financial system, in contrast to 
other types of criminal activity, whose touch points are usually more discrete. Drug 
trafficking is principally a cash business, and the proceeds of the crime are held as 
cash well into the money-laundering cycle. 3 Fraud typically targets money that is 
already in the financial system through transactions that are designed to appear le-
gitimate. 4 Human traffickers may receive money from buyers either in cash or 
through electronic means, and the transactions that are vital to operating their 
businesses may be small or large. 5 

As a result, human trafficking has many intersections with the financial system. 
At lower levels of human trafficking organizations, human traffickers have used 
cash, retail payment systems, online payment systems, and cryptocurrencies. 6 At 
higher levels of human trafficking organizations, human traffickers have exploited 
anonymous companies to conceal their activities. 7 

Federal, State, and local officials have worked with the financial industry to dis-
rupt human trafficking organizations and push them out of the financial system. 8 
But human trafficking is difficult to combat, because the financial transactions asso-
ciated with human trafficking dwell in parts of our financial system where trans-
parency may be poor: small payments carried out through retail payment systems, 
online payment systems, and cryptocurrencies, and large payments carried out 
through anonymous companies. 9 

I make three recommendations to disrupt human trafficking organizations by in-
creasing financial transparency: 

• Pass legislation that bans anonymous companies. The Improving Laundering 
Laws and Increasing Comprehensive Information Tracking of Criminal Activity 
in Shell Holdings (ILLICIT CASH) Act is one legislative initiative under consid-
eration that would ban anonymous companies. 10 

• Strengthen cryptocurrency regulations by creating a new class of financial insti-
tution: virtual asset transaction validators. For these essential actors in 
cryptocurrency transactions, such a regulatory regime would emphasize 
counterparty financial institution due diligence. The lack of systemwide finan-
cial crimes compliance (FCC) governance for some existing cryptocurrencies al-
lows criminals space to operate and makes it difficult for the United States to 
isolate rogue service providers from the U.S. financial system. 11 

• Improve transparency of retail and other consumer payments. Changes in the 
payments industry are reducing transparency of retail and other consumer pay-
ments throughout the value chain, making it difficult for downstream financial 
institutions to understand their customers’ sources of funds and the illicit fi-
nance risk that each customer poses to the financial institution. 12 

Human Trafficking’s Intersection With the Financial System 
Nearly three-quarters of human trafficking victims brought to North America are 

trafficked for the purpose of sexual exploitation. 13 The predominant business model 
for human trafficking therefore requires human trafficking organizations to manage 
three primary funds flows in the United States: money for logistics such as trans-
portation and lodging, money paid by purchasers of sex to low-level operatives, and 
money transferred from low-level operatives to the larger organization. 14 

Paying for logistics leaves a financial trail. Financial transactions may be most 
readily associated with human trafficking when they are carried out by victims and 
low level operatives, according to the Financial Action Task Force (FATF). 15 Victims 
have been identified when they incurred unusually high lodging, sustenance, or 
transportation charges. 16 Low-level operatives have been identified by connecting 
them to the purchase of advertisements for prostitution. 17 The amounts paid for 
lodging, transportation, and advertisements tend to be small, well under the $3,000 
recordkeeping threshold and the $5,000 suspicious activity report (SAR) threshold. 
Traffickers also are now turning to payment tools that allow them to remain anony-
mous, such as prepaid cards and cryptocurrencies, for purchases of advertisements 
and websites. 18 

Purchasers of sex tend to pay in cash, which means that human trafficking for 
sexual exploitation generates high volumes of cash, according to the FATF. 19 Pur-
chasers of sex may also use cryptocurrencies to pay for premium memberships on 
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websites that they use to review services. 20 When human trafficking organizations 
use fronts such as massage parlors, they may accept credit cards. 21 

At higher levels, human trafficking organizations are sophisticated transnational 
criminal organizations that prey upon vulnerable people. 22 As money moves from 
lower levels of an organization to higher levels of an organization, techniques for 
moving funds are consistent with those employed by other dangerous transnational 
criminal organizations. Human traffickers have used money transmitters, shell com-
panies, and unregulated money services businesses to send money upstream. 23 The 
large profits suggest that human trafficking organizations’ funds flows may have a 
strong signal in the international financial system, but, according to the FATF, they 
are not readily distinguishable as the proceeds of human trafficking once they move 
upstream. 24 
The U.S. Policy Response 

Federal, State, and local authorities are working closely with the financial sector 
to detect human trafficking networks operating in the U.S. financial system. 25 Visa 
and MasterCard have banned customers whose businesses are at high risk for 
human trafficking from their networks, 26 as have leading FinTech firms such as 
PayPal 27 and Stripe. 28 Iowa-based MetaBank developed a prepaid card monitoring 
effort that enables identification of suspicious activity with resulting referrals to law 
enforcement. 29 

Regulators have been active in warning financial institutions about illicit finance 
risks related to human trafficking. In 2014, the Treasury Department’s Financial 
Crimes Enforcement Network (FinCEN) issued guidance to financial institutions 
that included more than a dozen red flags for human trafficking. 30 In 2018, the 
FATF issued its second report on human trafficking, which also included red 
flags. 31 

In 2017, FinCEN announced the FinCEN Exchange program. 32 The FinCEN Ex-
change program is a public–private sector partnership in which FinCEN, in close 
coordination with law enforcement, convenes regular briefings with financial institu-
tions to exchange information on priority illicit finance threats, including human 
trafficking. 33 In August 2019, FinCEN announced a new division, the Global Inves-
tigations Division, focused on ‘‘identifying primary foreign money-laundering 
threats.’’ 34 The new division will be dedicated to strategic use of FinCEN’s Section 
311 authority and to FinCEN’s targeted information collection authorities. 35 

Nonetheless, gaps in our financial transparency regime make investigating 
human trafficking difficult for both financial institutions and law enforcement. Pay-
ments involving human trafficking victims and low-level operatives tend to involve 
small amounts, well below the $5,000 SAR threshold, 36 challenging financial insti-
tutions’ anti– money-laundering (AML) programs, which are geared primarily to-
ward detecting larger payments. 37 At higher levels of human trafficking organiza-
tions, criminal organizations employ sophisticated money-laundering techniques to 
evade detection, including by exploiting anonymous shell companies to conceal their 
activities. 38 As a result, investigations can be lengthy. 
Strengthening Financial Transparency To Combat Human Trafficking 

The heinousness of human trafficking demands a swift response that enables fi-
nancial institutions to prevent financial transactions related to human trafficking 
or to detect them quickly once they have occurred. We can better protect our finan-
cial system by banning anonymous companies, strengthening cryptocurrency regula-
tion, and improving transparency of retail and other consumer payments. 
Anonymous Companies 

Congress should ban anonymous companies. 
The ILLICIT CASH Act that U.S. Senators Tom Cotton, Mark R. Warner, Doug 

Jones, and Mike Rounds released in June is one of several legislative efforts to 
eliminate the leading vulnerability in the U.S. financial transparency regime: anon-
ymous companies. Such companies have been a persistent weak spot in our efforts 
to prevent money laundering and disrupt criminal organizations. They were men-
tioned in the first-ever National Money Laundering Strategy in 1999 39 and high-
lighted as a major vulnerability in the National Money Laundering Risk Assessment 
in 2015 40 and again in the National Money Laundering Risk Assessment in 2018. 41 

Anonymous companies may present themselves in one of two forms: Anonymous 
shell companies or anonymous front companies. Shell companies are legal entities 
without active business operations or a physical presence. 42 They often lack employ-
ees. 43 They have some legitimate business purposes because they can be formed 
cheaply and have little or no overhead. 44 But those same characteristics make them 
very attractive for illicit actors. 
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Alternatively, anonymous companies may take the form of front companies. Front 
companies have real, licit business operations that provide cover for illicit activity. 45 
Front companies’ licit business operations makes illicit activity even more difficult 
to detect and investigate. 46 

Regardless of whether they are established as shell companies or front companies, 
anonymous companies are the ultimate utility player in a money-laundering oper-
ation. Their primary role is to conceal criminals’ identities. But they can do much 
more. Anonymous companies can conceal relationships among the parties to a trans-
action, as in the case of the Russian Laundromat scandal, 47 to defeat financial insti-
tutions’ anti– money laundering detection systems. They also can conceal sanctions 
evasion, as in the case of ZTE 48 or North Korea. 49 And they can hide a politically 
exposed person’s interest in a transaction, as seen in the behavior of corrupt officials 
in Venezuela 50 and throughout the world. 51 

Human trafficking organizations and other transnational criminal organizations 
have exploited anonymous companies for decades. 52 In many places in the United 
States, obtaining a library card requires more documentation than forming a legal 
entity. 53 The ease with which anonymous companies can be formed makes identi-
fying criminals more difficult, lengthening the time that it takes law enforcement 
to disrupt human trafficking networks if they can disrupt them at all. 54 In 2016, 
the FATF took the United States to task for failing to ensure that accurate owner-
ship information is available for legal entities formed in the United States. 55 
Convertible Virtual Currencies 

Congress should create a new class of financial institution under the BSA to cover 
firms involved in convertible virtual currency transactions: virtual asset service pro-
viders (VASPs), which are firms involved in convertible virtual currency trans-
actions. VASPs should include cryptocurrency service providers that are already cov-
ered by the BSA as well as virtual asset services that currently fall outside the 
scope of the BSA. 

A convertible virtual currency is a ‘‘medium of exchange that can operate like cur-
rency but does not have all the attributes of ‘real’ currency.’’ 56 Bitcoin is a convert-
ible virtual currency. Virtual assets are a class of financial assets that includes con-
vertible virtual currencies. 57 They have proved vulnerable to criminal exploitation. 
According to one study, illicit Bitcoin transactions are on a pace to top $1 billion 
this year. 58 Protecting virtual assets from illicit finance will become even more im-
portant as virtual assets become more credible challengers to existing consumer 
payment tools. 

Virtual assets are vulnerable to illicit finance because they offer rapid and irrev-
ocable settlement and the potential for anonymity. Importantly, some virtual assets 
are traded through decentralized networks, with no central oversight body. 59 In 
other words, there is no entity performing a governance function and controlling ad-
mission to the payment system. In practice, the lack of a central oversight body 
means that anyone can create a VASP and begin facilitating transactions. As this 
Committee considers how best to regulate VASPs, it should ensure that when U.S. 
authorities identify a rogue VASP, they can effectively prevent that VASP from ex-
posing the U.S. financial system to illicit finance risk, because the trend toward de-
centralized and autonomous systems threatens our ability to control access to the 
U.S. financial system. 

Effectively safeguarding virtual assets requires a regime that acknowledges that 
VASPs are not a unitary class of financial institutions and instead recognizes that 
VASPs play different roles in facilitating virtual asset transactions. Some VASPs 
are currently regulated as money transmitters under the BSA. Others are not regu-
lated at all. Even for those VASPs currently regulated as money transmitters, the 
regulations are insufficient to protect virtual assets from exploitation. VASPs should 
be regulated based on the particular service or services that they provide, with an 
emphasis on promoting systemwide governance to prevent bad actors from estab-
lishing VASPs and connections to the international financial system. 

• Virtual Asset Exchangers: Virtual asset exchangers dealing in convertible vir-
tual currencies are currently regulated as money services businesses (MSBs) 
under the BSA. Virtual asset exchangers exchange fiat currencies for virtual as-
sets and are the gateways for people and businesses who seek to transact in 
virtual assets. Virtual asset exchangers are required to keep records, maintain 
effective AML programs, and file SARs. They also should be required to estab-
lish risk-based customer identification programs and to conduct customer due 
diligence (CDD), because the transaction-based customer identification require-
ments currently in place under the existing MSB regime are insufficient to miti-
gate risk for account-based products and services. 
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• Virtual Asset Issuers: The initial issuance of virtual assets, including the initial 
offering of a virtual coin, is money transmission under the BSA when an asset 
issuer sells a convertible virtual currency. 60 Virtual asset issuers should be sub-
ject to the same requirements as virtual asset exchangers, with a special em-
phasis on conducting enhanced due diligence on virtual asset buyers that are 
financial institutions, because virtual asset issuers are well positioned to play 
a strong governance role when creating new virtual assets. 

• Virtual Asset Custody Services: Virtual asset custody services hold funds on be-
half of customers and are currently MSBs under the BSA. 61 Virtual asset cus-
tody services are required to keep records, maintain effective AML programs, 
and file SARs. They also should be required to establish risk-based customer 
identification programs and to conduct CDD, because the transaction-based cus-
tomer identification requirements currently in place under the existing MSB re-
gime are insufficient to mitigate risk for account-based products and services. 

• Virtual Asset Transaction Validators: Individuals and entities that validate vir-
tual asset transactions are as critical to the success of virtual assets as credit 
card system operators are to credit cards because without transaction valida-
tion, the custody of a virtual asset cannot be assigned from one person to an-
other. Virtual asset transaction validation—known alternatively as mining 62— 
is not currently regulated under the BSA, 63 but virtual asset transaction 
validators could be gatekeepers for virtual asset systems if they are brought 
into the scope of the BSA. At minimum, virtual asset transaction validators 
should be required to govern participation in their validation systems, with 
well-designed programs for vetting the issuers, exchangers, and custodians that 
they serve. 

• Noncustodial Virtual Asset Wallets: Noncustodial virtual asset wallets allow vir-
tual asset users to store their assets on a personal device rather than in a fi-
nancial institution. Personal ownership and use of noncustodial wallets are not 
currently regulated under the BSA. 64 Strong consideration should be given to 
prohibiting virtual asset transaction validators from allowing noncustodial wal-
lets to transact through their systems. Noncustodial wallets also should be sub-
ject to border declaration requirements, just as cash and other bearer instru-
ments are. However, even with those safeguards in place, noncustodial virtual 
asset wallets would remain very attractive to people engaged in illicit activity. 

Imposing regulations on people and entities who perform these functions almost 
certainly would make it difficult for some existing implementations of blockchain- 
based payments to continue operating as they do today. But it is not the purpose 
of the BSA or the global financial transparency regime to enable or accommodate 
all manner of financial products and services, regardless of the threat that they pose 
to financial transparency. Indeed, some financial products services have been 
deemed so risky that they have been banned. 

• Bearer Shares: All 50 States prohibit the issuance of bearer shares, 65 and the 
ILLICIT CASH Act would ban bearer shares at the national level. 66 The FATF 
has recommended that countries ban bearer shares and convert any out-
standing bearer shares into registered shares or immobilize them. 67 

• Shell Banks: The FATF recommends that regulators not license shell banks, 
and U.S. financial institutions are prohibited from entering into correspondent 
banking relationships with shell banks. 68 

• Anonymous Accounts: The FATF recommends that financial institutions should 
be prohibited from keeping ‘‘anonymous accounts or accounts in obviously ficti-
tious names,’’ 69 and U.S. financial institutions that are covered by a customer 
identification program rule are prohibited from offering anonymous accounts. 70 

New York County District Attorney Cyrus Vance last year told the House Com-
mittee on Financial Services that some VASPs ‘‘appear to cater to traffickers who 
are trying to post advertisements.’’ 71 Because of their potential for anonymity, vir-
tual assets pose challenges for investigators. Even when a virtual asset has a public 
ledger that allows for transactions to be traced, connecting a transaction to an indi-
vidual is difficult, unless that individual has been identified by a financial institu-
tion or has associated himself or herself with a wallet address through other means. 
Transaction data alone is of limited value, which is why anonymous accounts have 
been banned elsewhere in the financial system. 
Consumer Payment Systems 

Money transmission regulations should be revised to require that money transmit-
ters that maintain accounts for their customers implement risk-based customer 



38 

identification and CDD programs, and exclusions to the definition of money trans-
mission should be narrowed. 

The payments landscape has changed considerably during the past two decades, 
starting with the founding of PayPal in December 1998. 72 As Bank of England Gov-
ernor Mark Carney recently said, ‘‘Retail transactions are taking place increasingly 
online rather than on the high street, and through electronic payments over cash. 
And the relatively high costs of domestic and cross border electronic payments are 
encouraging innovation, with new entrants applying new technologies to offer lower 
cost, more convenient retail payment services.’’ 73 

As payments evolve, the BSA must evolve with them. The BSA regulations for 
money transmitters are insufficient to address the risk resulting from the evolution 
of consumer payments, because they do not adequately cover customer identification 
for account holders and because exclusions to the definition of money transmission 
under the BSA leave our payment systems exposed to illicit activity. 

The first deficiency in our money transmission regulations arises from customer 
identification and CDD requirements. The money transmission regulations that 
cover an increasing number of consumer payments are geared toward financial in-
stitutions that serve occasional customers. This is most clear in the lack of customer 
identification and CDD rules governing account relationships with MSBs, even 
though many MSBs maintain accounts for their customers, especially in the online 
consumer payments and virtual assets segments. Instead, MSBs are only required 
to identify customers who carry out transactions worth $3,000 or more. 74 In con-
trast, banks must perform customer identification and CDD at account opening. 75 
The opportunity for regulatory arbitrage is clear. Although many MSBs have imple-
mented risk-based customer identification and CDD programs with thresholds below 
$3,000 that mirror those of banks, the lack of a legal requirement leaves bad actors 
space to operate. 

The second deficiency in our money transmission regulations arises from exclu-
sions from the definition of money transmission. In 2011, FinCEN issued a rule that 
added facts and circumstances limitations to the definition of money transmission. 76 
One such limit on this definition is particularly noteworthy: Firms that act as a pay-
ment processor to facilitate payments through a clearance and settlement system by 
written agreement with the seller are excluded from the definition of money trans-
mission and thus are not subject to the BSA. 77 FinCEN refers to this exclusion as 
‘‘the payment processor exemption.’’ 78 

The 2011 rulemaking codified administrative rulings that FinCEN had issued 
since the early 2000s. 79 The payment processor exemption was initially intended to 
apply to payments that posed little illicit finance risk, 80 such as utility payments, 81 
so the exemption made sense when FinCEN developed it. 

But the effect of the payment processor exemption has outgrown its original ra-
tionale. The payment processor exemption is now being relied upon by FinTech 
firms with more diverse and higher risk business models. 82 Moreover, the types of 
payments handled by payment processors have more explanatory power than was 
believed when the exemption was created, judging from the red flags published by 
FinCEN and the FATF. But the payment processor exemption allows payment proc-
essors to act as unregulated financial cutouts between buyers and sellers, 83 impair-
ing visibility into merchant behavior and risk. 84 

In practice, this means that when a bank’s merchant customer receives money 
through a payment processor that aggregates incoming payments and sweeps those 
funds into the merchant customer’s account on a periodic basis, the merchant’s bank 
has reduced visibility into that merchant’s source of funds. The merchant’s bank 
only sees large transactions coming from the payment processor to the merchant’s 
account at the bank. In other words, the end-to-end payment chain, which includes 
the originator, intermediaries and ultimate beneficiary of the payment, is not seen 
by a single party with a transaction monitoring obligation, and the financial institu-
tion at the end of the payment chain may not be able to determine the source of 
funds for sanctions screening purposes. 
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The merchant’s bank does not know whether its merchant customer is receiving 
funds from U.S. or foreign buyers, it does not know its customer’s average retail 
transaction amount, and it does not know its customer’s rate of returned or reversed 
transactions. These are key factors that banks use to risk rate their customers and 
to determine whether to file a SAR. 

When payment chains become longer and banks lose visibility, they are not as 
well positioned to manage risk or assist law enforcement efforts to disrupt criminal 
activity. And as payment chains become longer, the payment processor, which may 
be excluded from the definition of money transmitter under the BSA, becomes the 
party with the best insight into a merchant’s risk. It is therefore vital that payment 
processors be covered by appropriate financial transparency measures when they 
have the best insight into merchants’ activities and risk. 

Money launderers acting as payment processors have gained access to U.S. clear-
ance and settlement networks, and the exclusions to the definition of money trans-
mission probably gave the bad actors space to operate within the U.S. financial sys-
tem for long periods of time. In 2016, the Treasury Department’s Office of Foreign 
Assets Control (OFAC) sanctioned the PacNet Group, which was ‘‘the third-party 
payment processor of choice for perpetrators of a wide range of mail fraud 
schemes.’’ 85 In 2019, OFAC sanctioned the Smile Group, which funneled drug pro-
ceeds to an Argentina-based online pharmacy. 86 The Smile Group offered inter-
national credit card payments, point-of-sale terminals, prepaid cards, and Bitcoin 
trading. 87 The Smile Group claimed to have relationships with major U.S.-based 
credit card system operators and online payment systems. 88 It courted customers 
engaged in high-risk businesses such as adult content, online gaming, health and 
wellness products, dating, and call centers. 89 

Many of the human trafficking red flags identified by FinCEN 90 and the FATF 91 
rely on visibility into consumer payments. Therefore, maintaining and improving 
visibility into these payments is critical to detecting human trafficking activity. The 
gaps in the regulatory regime governing consumer payments should be closed, par-
ticularly the gaps in customer identification and the gaps in the definition of money 
transmission that allow some higher risk businesses to operate outside the BSA 
framework. 
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RESPONSES TO WRITTEN QUESTIONS OF CHAIRMAN SASSE 
FROM DOUGLAS PETERSON 

Q.1. As we as a Nation get serious about confronting human traf-
ficking and modern-day slavery as the scourge it is, we’ve seen just 
how crucial it is to leverage the resources and expertise of various 
Federal, State, and local law enforcement agencies as well as part-
ners in civil society ranging from data analytics experts to victim 
advocates in this fight. General Peterson, you’ve played a crucial 
role in standing up a task force to do just that, and I want to recog-
nize and pay tribute to your leadership. 

Moving forward, what are the most immediate challenges to the 
effective cooperation of your task force’s various members? 

What can be done to integrate the frontline investigation and 
prosecution of human trafficking with what capabilities that are 
out there to go after traffickers’ money laundering and other illicit 
financial activities? 
A.1. The two most immediate challenges to the effective coopera-
tion of NHTTF’s various members are communication and data 
management. There exist a high level of buy-in from local and 
State law enforcement agencies. Nebraska is wonderful that way. 
They want to work together on this issue and do so when they can. 
However, there are well over 200 law enforcement agencies in Ne-
braska, most stretched thin and many covering massive geographic 
areas with few officers; it is difficult to maximize each law enforce-
ment agency’s contribution—expertise, personnel, relevant data— 
without some comprehensive communication mechanism that is 
also user-friendly. The related challenge is the lack of a more ro-
bust data-gathering, -storing, and -analyzing system. The good 
news is that we have momentum on two fronts: first, the human 
trafficking component of our statewide fusion center just went live. 
This is a portal through which law enforcement agencies can now 
upload human trafficking data for analysis and cross-referencing. 
Second, a close NHTTF partner, HTI Labs, is working on devel-
oping an updated version of its Leads Platform—a mechanism 
whereby it alerted relevant law enforcement agencies to every Ne-
braska-based ad on Backpage that had high risk factors for sex 
trafficking. HTI Labs is now writing code to gather and analyze 
such data on dozens of other websites, those to whom Backpage’s 
customers migrated. This will help all law enforcement find and 
stop online sex trafficking in Nebraska. 

The most important thing that can be done to integrate the 
frontline investigation and prosecution of human trafficking with 
the capacities that now exist to go after traffickers’ money laun-
dering and other illicit financial activities is, again, communication. 
There is no lack of desire to use all legitimate means at our dis-
posal to address human trafficking in our State. The capacities 
that exist to confront the financial aspects are exciting and hold a 
lot of potential for success in uncovering and dismantling human 
trafficking enterprises. But the capacities need to be known and 
understood and accessible before they are used. That, I believe, is 
the greatest obstacle to tapping the synergy that is possible be-
tween law enforcement fighting human trafficking and the experts 
on exposing financial aspects of illicit businesses. 
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RESPONSES TO WRITTEN QUESTIONS OF CHAIRMAN SASSE 
FROM JULIE SLAMA 

Q.1. What particular challenges does Nebraska face in the fight 
against human trafficking as compared to other States? 
A.1. When one thinks of human trafficking, it is likely pictured as 
an ‘‘urban’’ issue. However, human trafficking is a problem across 
the entire United States. Nebraska is not a very populous State 
and has many small towns, which also face human trafficking. This 
creates a mix of more refined trafficking operations, like those 
found on Backpage, and more low-tech operations, like a meth 
dealer in a small town using his product to bring girls into the life 
style. A challenge that is specific to Nebraska is the interconnec-
tion between meth use and human trafficking in our small towns. 
Oftentimes, a dealer operating in a community will offer a girl 
meth for the first time. Once she’s hooked, the dealer can then pay 
the victim in drugs. The high addiction rate for the drug all but 
ensures that the girl is hooked after the initial high and will do 
anything it takes for more drugs. She will further isolate herself 
from those outside of the drug dealer and the addiction becomes 
all-encompassing. This creates unique challenges for lawmakers, as 
human trafficking can be effectively addressed in this situation by 
State lawmakers, while the interstate drug trafficking which brings 
meth into the small town in the first place is best handled by Fed-
eral lawmakers. The State level is a bit more nimble in terms of 
quickly passing effective legislation to fight human trafficking, but 
such bills get cut off at the knees because they fail to address the 
supply issue of meth which is causing women to be drawn into traf-
ficking. If the dealer is taken off the streets, another one will soon 
replace him, likely using the same methods to victimize women for 
drugs. To effectively fight human trafficking in our rural areas, Ne-
braska must both have a strong statutory framework for human 
trafficking, and Congress must ensure that Federal law enforce-
ment has the tools necessary to crack down on interstate drug traf-
ficking. 
Q.2. What populations should we be particularly worried for their 
vulnerability to traffickers? 
A.2. The biggest population sets vulnerable to human trafficking 
are teenagers who are female and come from homes that are bro-
ken or unsafe, teens who are bullied in school by peers, adult 
women who are being abused, and those who are addicted to con-
trolled substances. 

RESPONSES TO WRITTEN QUESTIONS OF CHAIRMAN SASSE 
FROM CRYSTA PRICE 

Q.1. HTI Labs works with frontline agencies to develop policy and 
build tools for better identification, response, investigation, and 
provision of services that has made a real difference in the fight 
against the scourge of human trafficking in Nebraska. 

How scalable are these tools beyond Nebraska? 
A.1. Many of the tools and policies we have produced for Nebraska 
are scalable and could be exported to other States with minimal or 
no modification in most cases. For example, we’ve created a na-
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tional dataset and trafficking risk algorithms that identify traf-
ficking networks across the country. This work is highly scalable. 
The data alone could be used right now by financial institutions 
across the country to better identify potential trafficking. Moreover, 
since the data are national in scope, there is no reason that our 
leads and collaborative work with law enforcement cannot be ex-
tended nationally as well. At present, we are working with our law 
enforcement partners to seek funding to create a more export-ready 
version of our law enforcement platform. The beta tested platform 
provides leads to law enforcement and permits the exchange of in-
formation to develop those leads into prosecutable cases. A more 
scalable version of this platform would allow law enforcement agen-
cies across the country to access and investigate our leads. As law 
enforcement uses the platform, their inputs improve the trafficking 
prediction algorithm that underlies it. (The way artificial intel-
ligence works is that as you get more data, the algorithms become 
better and more efficient at predicting cases of human trafficking.) 

We’ve also created software, PAVE (Providing Avenues for Victim 
Empowerment), which permits better systemwide identification 
and response to trafficking. PAVE allows professionals across the 
community (hospitals, child welfare, nonprofits, law enforcement, 
and other ‘‘first responders’’) to screen for and identify trafficking 
as a community, and then connect the victims to available services 
in their area. This software is the culmination of a community ef-
fort spanning over 3 years that was rooted in the efforts of the Ne-
braska Human Trafficking Task Force (NHTTF) to study and de-
velop a systemwide screening, reporting, and responding process. 
For the first time, PAVE gives us the ability to know how many 
victims of trafficking we have and whether someone is at risk of 
trafficking based on the totality of their system interactions. As 
with the law enforcement platform, PAVE allows us to learn as it 
is used, so we will get increasingly better at knowing which red 
flags are actually representative of trafficking, and then we can up-
date those indicators so that every agency has near real-time ac-
cess to the best possible screening tool based on the most current 
research. Most importantly, the community can hold itself account-
able for instances of potential trafficking that aren’t acted upon. 

While our initial goal with PAVE was to create something that 
would solve local problems, we quickly realized how generalizable 
these challenges and solutions are across other communities and 
other States. Thus, we were able to design PAVE to be purposefully 
scalable to any locale. PAVE is set up to allow agencies to specify 
their reporting and referral policies in the onboarding process, al-
lowing different States to have different policies. This allows us to 
export what we have learned and developed locally to other States 
in a way that allows different locations to tailor it to work for 
them. Given the task force model that the Federal Government has 
enabled in many States, PAVE could be effectively implemented 
across the country leveraging these existing task forces. As this 
scales across the country, we will have better national estimates of 
trafficking and associated risk indicators, and we will be able to 
conduct applied research on how this differs across the geographic 
locations and Government agencies. For example, is it true that 
there is a higher proportion of victims within child welfare system? 
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1 The 2018 Nebraska bill, LB 1132, can be accessed here. When passed, the bill amended NRS 
28-902 and 29-3523. 

2 Emerson, J. (2019). ‘‘State Report Cards: Grading Criminal Record Relief Laws for Survivors 
of Human Trafficking’’. Retrieved from https://polarisproject.org/sites/default/files/Grading- 
Criminal-Record-Relief-Laws-for-Survivors-of-Human-Trafficking.pdf. 

3 Ibid. 

We don’t know because we don’t have comparable data; nationwide 
adoption of PAVE would create the necessary data to answer these 
questions. The only potential barrier to scaling of PAVE is that the 
cost of implementation and maintenance is often too high to pass 
on directly to potential State Government agencies and nonprofits 
wishing to use it. So, the key to scaling is to help coordinate and 
raise funding to subsidize these costs. 

Finally, we engaged in the research, design, and drafting of a Ne-
braska law providing criminal record relief for trafficking victims 
that can serve as a model for other States. The legislation 1 makes 
it easier for trafficking victims to escape their situations and re-
build their lives by allowing them to clear criminal records for 
crimes they were forced to commit. Sex trafficking victims fre-
quently have multiple prostitution charges, and a conviction for 
prostitution can deny public housing assistance and increase the 
difficulty of getting a job. Recognizing that our State (like all oth-
ers) faces challenges with certifying victims, where survivors often 
repeat their stories without any documentation being created, we 
prioritized elements of the bill that would avoid relitigating a sur-
vivor’s status as a victim. To this end, the law allows law enforce-
ment investigators and service providers working with the survivor 
to generate official documentation of their victimization. States 
adopting this type of law should seriously consider how this gen-
eration of official documentation can be built into existing inves-
tigative processes for both minors and adults. We have realized 
that PAVE can be used to facilitate the implementation of this law, 
where the screening and identification of a trafficking victim trig-
gers a recommendation to pursue the criminal record relief. The re-
lief provided by the law, and the ability for law enforcement profes-
sionals to create the documentation necessary to trigger the law, 
has been critical to the success of local human trafficking cases. 

After the law was adopted by the State Unicameral, we devel-
oped a tool that legal advocates are using to create data behind the 
law’s use so that we can understand its use and effects and identify 
improvements that should be made. This tool is general enough to 
be useful for any of the 44 States with a criminal record relief law 
on the books. 2 The law, NRS 28-902 and 29-3523, was recognized 
by a recent report from the Polaris Project, the American Bar Asso-
ciation, Brooklyn Law School, and the University of Baltimore Law 
School as the best of its type in the country. 3 Shortly after its pas-
sage, we were invited to speak about it at a national conference, 
resulting in other States reaching out seeking advice for passing a 
similar bill. 
Q.2. As someone who’s had a front-row seat to a lot of efforts to 
coordinate between different Federal, State, and local agencies and 
outside partners, what have been the keys to the successes of these 
partnerships, and what are the greatest challenges and pitfalls 
that can hinder effective cooperation at a task-force level? 
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A.2. A number of factors have been critical in the degree to which 
Nebraska has achieved success in its anti-trafficking efforts. 
Among the most important is the political will to work together 
across differing agendas. While trafficking is something everyone 
wants to do something about, it is important to avoid getting dis-
tracted by connected issues on which consensus is not possible. For 
example, there are many people who want to deal with the larger 
issue of prostitution, upon which there are starkly differing views. 
We have found success by focusing on trafficking, the element of 
the commercial sex industry that involves force, fraud, coercion, 
and/or minors. 

Another important key to success is that there are champions 
within agencies who are empowered to represent their agencies. 
These are the individuals on the front lines of the issue within an 
agency, who are often doing most of the day-to-day work on a task 
force. In order to be effective, they must have genuine buy-in from 
agency heads. This gives champions access to agency decision mak-
ers and empowers them to have the confidence to try something 
new and to avoid getting beaten down by cynicism. It also provides 
an important conduit through which to coordinate task force goals 
with State agency procedures, policy, and legislative initiatives. 

Government funding is not always sufficient. It is important that 
there be a commitment to the effort from private sector local 
funders and coordinating agencies. In the Omaha metropolitan 
area, local philanthropy has funded agents of change, such as the 
Women’s Fund of Omaha, to help sustain the efforts of the task 
force by acting in a full-time coordination capacity. This has been 
backed up by funding support to nonprofit service providers to help 
build capacity. Their involvement has helped to ensure that public 
and private entities have confidence that the human trafficking ef-
fort is going to be a sustained effort in which they can confidently 
invest their time and resources. 

Private funding has also been important in putting in place posi-
tions that are funded to solve the specific problems that emerge. 
While the NHTTF Federal grant funded coordinator positions, local 
donors funded additional full-time positions. These roles require ac-
cess to the decision makers, so that solutions can stick. They also 
need be viewed as neutral, objective actors in order to avoid the in-
evitable partisanship wars. And they need to effectively assess and 
leverage the community’s assets. For example, we have ambitious 
individuals in law enforcement all across the State who are com-
mitted to this issue; our task force leadership recognized this and 
restructured to better empower those assets by asking them to lead 
important committees. Moreover, these leaders not only brought 
HTI Labs, a private company, onto the Task Force to help identify 
and solve problems, they also designated us to lead an important 
committee. 

The inclusion of HTI Labs, a socially responsible AI and tech re-
search company, as an active full-time member of the NHTTF team 
has been an important key to success as well. It has permitted the 
Task Force to integrate data, research, and technology in all its ini-
tiatives and decisions. This has ensured that the efforts of the task 
force are data informed, and it has provided data and support to 
forward-leaning champions within an agency attempting to make 
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change. Just as importantly, it ensures that new and innovative 
ideas are put forward and implemented. 

For example, our research showing 900 individuals advertised in 
Nebraska each month on Backpage helped galvanize support need-
ed for State-level policymaking and fundraising efforts. Ultimately, 
decision makers want to see the data behind what you’re trying to 
do, why it will work, what it will take, and how you will know if 
it’s working or not working. This requires a systematic but phased 
approach that brings in data and research at every step. Without 
having data and research as a partner at the table, this can be 
tough, because task force partners are relying on the scant existing 
data or research. 

Our experience with the NHTTF has also revealed a number of 
challenges and pitfalls. The most persistent challenge has been 
sustainability. Structurally, there is a need for a clearly delineated 
formal organization. Institutional structure needs to be laid out 
with clear lines delineating responsibilities vested in the task force 
and clear lines of communication with the decision maker. Organi-
zationally, there needs to be a decision maker or decision-making 
capacity. Financially, there is a need for sustainable funding levels. 
Most task forces are hitting walls that span beyond their specific 
issue. Solving these challenges takes time and a long-term commit-
ment that includes some discretionary funding available to the de-
cision maker. 

When the only source of task force funding and efforts comes 
from a single Federal or State grant, one pitfall that can result is 
a narrow focus on meeting grant requirements rather than solving 
problems. This is even more problematic when the grant 
incentivizes the wrong thing. For example, when a grant encour-
ages a focus on increasing the number of arrests, we have found 
that this often results in victims being arrested in ‘‘low-hanging 
fruit’’ sting operations. 

Our task force has repeatedly come across challenges created by 
a lack of information sharing. This results in victims retelling the 
same story, resharing the same information, and refilling out the 
same documentation. At the same time, too often, we find that not 
enough is done with this information. There is simultaneously far 
too much victim contact and far too many occurrences of victims 
falling through the cracks. Conversely, the system is completely 
overburdened and unable to absorb these inefficiencies. 

Resolving impediments to information sharing requires a con-
certed effort to get beyond the inevitable barriers to information 
sharing across agencies in order to broker a solution that solves the 
particular need everyone is attempting to address. For example, 
solving for these issues with our NHTTF screening and reporting 
process requires addressing the information sharing restrictions 
contained in VAWA. Brokering solutions across multiple agencies 
and activities requires that there be champions in each of these 
agencies and activities. One problem that we face is that we don’t 
have the financial industry represented on the task force, so efforts 
to partner with banks and financial institutions have been greatly 
hindered by the inability to take on a proactive approach. 

A final major challenge is the issue of cynicism. Most of the peo-
ple engaged in the effort against human trafficking have sat on 
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many task forces in their careers. Their experience has been that 
there is a lot of energy at first, but ultimately little is accomplished 
before the initiative ‘‘flames out.’’ People need to feel that this time 
things will work because they have what they didn’t have in pre-
vious efforts. 
Q.3. My understanding is that if we were having a conversation 
about your work a few years ago, we’d be spending a lot of time 
focused on analysis of Backpage.com data, but now we live in a 
post-Backpage world. I was one of the cosponsors of the legislation 
we enacted to strip Backpage and other bad actors of the liability 
exemption in Federal law that they were taking advantage of. Now 
there’s no doubt in my mind that companies like Backpage should 
be held accountable for profiting off the exploitation of women and 
girls, but that doesn’t mean we shouldn’t be grappling with the 
challenges posed by a post-Backpage world. 

Given the nature of the internet, should we expect over time that 
motivated customers are always going to be able to connect with 
traffickers? Is there any hope of leveraging policy and technology 
to disrupt the connection between supply and demand for traf-
ficking victims? 
A.3. Policy and technology can help reduce trafficking, but doing so 
effectively requires understanding the market for commercial sex 
as a whole. By conceptualizing and measuring the entire market 
and differential effects within varying segments of sex providers, 
traffickers, and sex buyers, policies and technology can be adapted 
over time to reduce the number of trafficking victims. However, 
policies or technologies which affect only one aspect of the market 
at once are unlikely to permanently reduce trafficking and have 
significant risks of unintended consequences. 

Within this market, supply is determined by the availability of 
sex providers’ services. The same services can be provided volun-
tarily and as a result of coercion. The degrees of agency and exploi-
tation that sex providers experience within the commercial sex 
market exist along a continuum from those sex providers with full 
agency who voluntarily participate in the commercial sex industry 
to those who are victims of sex trafficking and have severely con-
strained agency. Even among independent sex providers, reasons to 
enter or stay in the industry are diverse and nuanced. For exam-
ple, some independent sex providers exchange sex acts for basic 
survival needs (food, clothing, shelter, etc.). 

The supply of sex providers is not fixed. Research has shown sup-
ply responds to factors such as the legal framework surrounding 
prostitution, economic strain, and social stigma.4 5 6 7 Importantly, 
these factors do not uniformly affect all people providing commer-
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cial sex. Most intuitively, people who are trafficked cannot choose 
to exit the market; their traffickers must make that choice. Fur-
thermore, traffickers avoid internalizing costs that many sex pro-
viders face (e.g., negative health and safety effects, law enforce-
ment responses, and social stigma), meaning that traffickers are 
relatively overcompensated compared with uncoerced sex pro-
viders. 8 

Given this, policies aimed at disrupting the connection between 
supply and demand have different effects in the voluntary versus 
trafficked segments. All else equal, policies that make selling sex 
relatively less attractive (e.g., by increasing the costs internalized 
by providers through increased enforcement or decreasing revenue 
by making it harder to find sex buyers) will decrease the supply of 
voluntary providers (especially those with tolerable outside options) 
more than the supply of trafficked people. This is so because traf-
fickers do not internalize many of those costs, leading to their con-
tinued participation in a market that is no longer ‘‘worth it’’ for 
someone with other options. 

In contrast, demand within the market is determined by the 
prevalence of exclusively voluntary buyers and associated deter-
minants. As with supply, demand for commercial sex is malleable. 
Factors affecting it include social stigma, perceived risk of arrest, 
law enforcement presence, and prevailing attitudes and beliefs con-
cerning commercial sex.9 10 11 In one recent survey, the factors ac-
tive buyers 12 most frequently identified as important in their deci-
sions to buy sex were: (1) certainty that there was no risk of sexu-
ally transmitted infection, (2) being sure that friends and family 
wouldn’t find out, and (3) confidence that they wouldn’t be ar-
rested. 13 

As with many anti-crime efforts, efforts to combat trafficking 
and/or prostitution run the risk of displacing rather than reducing 
crime. Displacement can be seen in ‘‘not in my backyard’’ cam-
paigns combating prostitution in particular neighborhoods which 
led to sex providers simply moving elsewhere, as well as transitions 
between specific websites facilitating the sale of sex (e.g., the mi-
gration of commercial sex ads from Craigslist.com to other adver-
tisement sites such as Backpage.com, and from Backpage to a host 
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of commercial sex sites which have sprung up to take its 
place).14 15 16 Given the market framework, it is not surprising that 
enforcement efforts targeting particular venues (whether in the 
real world or online) displace rather than reduce crime, because the 
barriers to shifting venues are low. More broadly, these efforts are 
not targeted at the fundamental determinants of supply or de-
mand. 

While much more research is needed, what we know suggests 
that policy and technology should be aimed at targeting funda-
mental determinants related to trafficking and demand for com-
mercial sex. First, enforcement efforts against trafficking raise the 
risks to traffickers themselves. When traffickers internalize the 
costs of their illegal activities (instead of forcing those they exploit 
to take the fall for them), trafficking should become relatively less 
attractive. Second, evidence indicates that sex buyers are sensitive 
to the risk of arrest. However, to effectively suppress demand, en-
forcement efforts would need to change sex buyers’ perceptions of 
risk broadly, not just within particular venues or jurisdictions. 

Finally, because of the complex and adaptive nature of the com-
mercial sex market, enforcement efforts should always go hand-in- 
hand with efforts to identify and bring services to victims of traf-
ficking. Without this comprehensive approach, anti-trafficking poli-
cies could unintentionally hurt victims. For example, if reduced de-
mand for commercial sex causes the price of transactions to drop 
without targeting traffickers, traffickers might respond by forcing 
trafficked people to engage in more sex acts to bring in equivalent 
money. Finally, policy actions should be embedded within an eval-
uation framework that allows us to measure their effects and make 
adjustments as necessary. This ongoing measurement is critical to 
responding to innovations and adaptations within the commercial 
sex market. 
Q.4. Are there any lessons that can be drawn from the fight 
against the online availability of child pornography? 
A.4. While HTI Labs’ expertise does not lie in the domain of child 
pornography, I nonetheless believe there are lessons for the anti- 
trafficking movement to learn from the fight against images of 
child abuse online. First, the production of child pornography 
(under some circumstances) constitutes trafficking since by defini-
tion the commercial sexual exploitation of a child, through pornog-
raphy or otherwise, is trafficking. Second, some sex buyers seek out 
sex with minors, including children. Unfortunately, it is not known 
how large a share of the sex buying population this is. 17 Further-
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more, pedophilia and consumption of images of child abuse are sub-
ject to strong social stigma and legal penalties, making sound re-
search on this population of offenders particularly difficult. 

However, certain strands of research make me hesitant to draw 
tight analogies between those who view images of child sexual 
abuse online and those who shop for commercial sex with adults 
online. First, there is strong correlation between viewing child por-
nography and pedophilia (the persistent sexual interest in pre-
pubescent children). 18 There also appears to be increasing evidence 
that pedophilia’s origins are biological. 19 An emerging body of evi-
dence shows that those who commit child pornography offenses 
also commit ‘‘hands on’’ offenses against children and that these 
physical offenses sometimes precede the viewing of such images. 20 
Additionally, child pornography offenders have been documented to 
have a host of underlying psychological and social issues, such as 
socio-affective disorders (e.g., depression and anxiety), cognitive 
distortions (e.g., the internal justification of particular offenses) 
and other distinct underlying personality traits.21 22 23 Relatedly, 
rehabilitative efforts may take the form of cognitive behavioral- 
therapy or other forms of therapeutic services. 24 

On the other hand, determinants of purchasing commercial sex 
from adults seem to involve less deeply rooted factors such as the 
positive experiences buyers associate with purchasing sex and be-
liefs that prostitution is a victimless crime.25 26 27 These different 
profiles of offenders suggest that demand for images of child abuse 
may be less elastic than demand for commercial sex, since it seems 
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to derive from deep-seated factors that require intensive therapy to 
address. Therefore, we ought to be hesitant about the wholesale ap-
plication of lessons learned from one crime to the other. 

Nonetheless, many current and previous efforts to combat the on-
line child pornography have valuable lessons for collaborative anti- 
trafficking efforts. Early efforts to combat the online availability of 
child pornography showed the importance of partnerships among a 
variety of public and private actors. This is evidenced in the inte-
gration of reporting hotlines, data, and information sharing be-
tween law enforcement of various jurisdictions, and collaboration 
between agencies of differing Governments.28 29 30 The nonprofit 
National Center for Missing and Exploited Children (NCMEC) 
serves as a clearinghouse for many efforts by operating its 
CyberTipline and distributing information to law enforcement. As 
my earlier testimony highlighted, such collaboration is critical in 
combating trafficking as well. 

Second, recent technological developments require dynamic and 
adaptive approaches to combat both online child pornography and 
facilitation of trafficking. Expanded digital child pornography re-
quires law enforcement to proactively gather intelligence on ad-
vances in technology in order to combat it. 31 Efforts to combat the 
online availability of child pornography have included machine 
learning and other uses of large and often untapped swaths of 
data. 32 For example, researchers from Oak Ridge National Labora-
tory and the University of North Carolina–Wilmington have col-
laborated with the Knoxville, Tennessee, Police Department to de-
velop a digital forensic tool which uses facial analytics and other 
technologies to scan computers and memory devices for child por-
nography. 33 A parallel ‘‘proactive approach’’ in combating human 
trafficking involves investment in infrastructure to measure and 
respond to the changing landscape of human trafficking related fi-
nancial transactions. 

Unfortunately, the fight against images of child sexual abuse 
raises notes of caution. Despite high-profile legislation 34 and laud-
able attempts to cooperate across sectors to combat the production 
and distribution of these images, the scale of this problem has con-
tinued to grow. Recent analysis by researchers from Google, 
NCMEC and Thorn has documented the exponential growth in re-
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ports of these images and the inability of law enforcement to keep 
up with reports. 35 These experiences point to the importance of 
continuing investment in technology to adapt to a changing land-
scape. This technology is necessary not only to uncover potential 
instances of crimes, but also to prioritize law enforcement response 
to those potential instances. 36 Absent this continuing investment 
and prioritization, the scale of opportunities for exploitation pre-
sented by the evolving internet will eclipse law enforcement ability 
to respond to instances of either child sexual abuse or trafficking. 

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARREN 
FROM CRYSTA PRICE 

Q.1. As you mentioned in your written testimony, in 2017 the Fi-
nancial Crimes Enforcement Network (FinCEN) added a box to in-
dicate suspicion of human trafficking to suspicious activity reports 
(SARs) filed pursuant to the Bank Secrecy Act 

Can you describe how the additional data collected from this 
change may be used to identify instances of human trafficking that 
would not otherwise have been uncovered? 
A.1. The formal inclusion of a human trafficking suspicion indi-
cator to the FinCEN’s SARs has two primary benefits. First, it has 
allowed for more precise measurements of suspicion of human traf-
ficking. Prior to the addition of the human trafficking box, various 
free text phrases entered in SARs were often difficult to quantify 
and interpret. Hundreds of depository institutions used variations 
of ‘‘trafficking’’ in 2014, but these included references to ‘‘cigarette 
trafficking’’, ‘‘drug trafficking’’, ‘‘sex trafficking’’, or simply the word 
‘‘trafficking’’ alone. 1 Since adding a box to indicate suspicion of 
human trafficking to SARs, reports are not only more numerous 
but also more precisely defined. 

Second, including an indicator for human trafficking suspicion in 
SARs could highlight instances of trafficking that otherwise would 
escape law enforcement attention. For instance, other testimony 
has indicated that the FBI conducts analysis of SARs on many top-
ics, including human trafficking. 2 However, I am not personally 
aware of any human trafficking investigation that began because 
of a SAR. Because of the absence of consistent mechanisms for 
feedback from law enforcement on the utility and outcomes of 
SARs, it is not possible to systematically assess their impact on 
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human trafficking (or other) investigations. 3 Additionally, we have 
no evidence of the degree to which the addition of the checkbox for 
human trafficking has resulted in accurate assessments by those 
checking it. It is likely, given the imprecision of any set of red flags 
for trafficking, that a substantial number of human trafficking 
SARs are false positives. 
Q.2. In addition to removing obstacles to the access and sharing of 
data, are there any other data points that could be collected by 
Government agencies that would be helpful in detecting and pre-
venting instances of human trafficking? 
A.2. Changes to FinCEN’s SAR could enhance detection and pre-
vention of human trafficking. One relatively small tweak would in-
volve including structured fields for users to select the red flags 
they have observed which led to a suspicion of human trafficking. 
These fields could directly reflect FinCEN’s guidance on red flags, 
providing more detailed information for investigators looking into 
a SAR. Our law enforcement partners have told us of the useful-
ness of their interactions with Bank Secrecy Act/Anti Money Laun-
dering (BSA/AML) investigators with local banks once human traf-
ficking investigations are underway. By collecting additional data 
within the FinCEN SAR, this useful information would be 
frontloaded so it could more easily spark investigations. A second, 
more ambitious change to the SAR system would incorporate data 
on investigatory outcomes, such as whether an investigation was 
initiated by a law enforcement agency as a result of a report and 
whether the investigation discovered further evidence of human 
trafficking. FinCEN data collection that included specific red flags 
observed and investigatory outcomes would improve each step of 
the FinCEN process. Research on this data could improve the effi-
ciency of investigations by revealing new patterns in human traf-
ficking that investigators could pursue. This research also could be 
used to refine the guidance on red flags that FinCEN provides fi-
nancial institutions. The benefits of this change would not be lim-
ited to combating human trafficking. An incorporation of outcomes 
has been suggested by policymakers and researchers in order to 
improve the efficacy of SARs in combating all the crimes they en-
compass.4 5 

Outside of the financial sector, it is also critical that data from 
law enforcement agencies accurately track the criminal justice re-
sponse to human trafficking. One step toward this goal was taken 
by the addition of human trafficking offenses to the FBI’s Uniform 
Crime Reporting (UCR) System. However, UCR statistics under-
estimate the extent of trafficking offenses because law enforcement 
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officers are not trained to recognize it, because other offenses rath-
er than trafficking are tracked in agency records management sys-
tems and because specialized human trafficking investigators seek 
an unusually high bar of evidence before applying the label of 
human trafficking to an incident. 6 While each law enforcement 
agency sets its own policies, Federal grant funds can finance the 
updates to data systems necessary for tracking trafficking and 
incentivize States and localities to better track criminal justice re-
sponses to human trafficking by rewarding training on human traf-
ficking and increased response documented through records man-
agement systems. 

Beyond simply tracking the incidence of trafficking within 
records management systems, law enforcement agencies should col-
lect structured data in the course of the investigation that helps re-
veal the particulars of this crime. For example, data associated 
with victims could include the age of initial recruitment, the modes 
by which they were advertised (e.g., specific websites or locales), re-
lationships to trafficker(s), and geographic locations in which they 
were compelled to sell sex. Data associated with sex buyers could 
include the means by which they made contact with a victim and 
their modes of payment. Data on traffickers should include detailed 
information on both initial recruitment (how they made contact 
with and began working with those they trafficked) and continued 
exploitation (e.g., weapons or threats used, types of fraud). In each 
case, data systems should allow traffickers to be associated with 
data from their known victims. Furthermore, by linking data about 
victims and traffickers with other criminal justice data, the overlap 
between trafficking and other victimizations could be understood. 
Researchers working with localities across the country can then 
begin to use this criminal justice data to systematically understand 
the correlates of human trafficking, leading to improved ability to 
detect and prosecute it. 
Q.3. Based on your research and the human trafficking cases that 
you have studied, do you believe that the 2014 red flag guidance 
publicized by FinCEN is comprehensive? Are there any other red 
flags that you would recommend be added to the guidance in the 
future? 
A.3. The purpose of FinCEN’s red flag guidance is to help financial 
institutions identify situations of potential trafficking and file a 
SAR. There are three main areas in which this can be improved 
by: (1) improving the red flags, (2) using the red flags on a more 
comprehensive dataset, (3) improving the threshold upon which the 
combination of red flags generates a SAR. 
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Improving the Red Flags 
Additional observable indicators from existing screening tools 

that could supplement the red flags include:7 8 
• Customer shows signs of physical abuse, confinement, or ne-

glect 
• Customer seems to live/sleep at their place of work 
• Customer travels frequently or makes frequent use of hotels or 

housing rentals (e.g., Airbnb) in ways that are unexpected 
given their employment 9 

• Customer sounds scripted or inconsistent in describing current 
situation or history 

FinCEN’s guidance already explicitly notes that no red flag alone 
is a clear indicator and that red flags could be used in combination 
with factors such as the customer’s profile. The same caveats apply 
to the above. 

Expanding the Dataset 
A more effective way to improve the FinCEN red flag guidance, 

however, is not from the inclusion of additional red flags, but from 
the inclusion of more comprehensive data sources. For example, 
FinCEN might provide guidance to financial institutions on poten-
tial external data sources that have been found to be useful to sup-
plement the financial data they have on a customer. This obviously 
requires partnerships that FinCEN could consider facilitating. 

As David Murray’s testimony notes, trafficking-related trans-
actions tend to be small and below the SARs threshold. Further, 
trafficking transactions are taking place in arenas that are often 
outside of the reach of SARs through mechanisms such as prepaid 
cards and cryptocurrencies. 10 Thus, while incorporating these 
transactions into the SARs process could help discern between traf-
ficking and other illicit activity, we should be aware of these em-
bedded limitations. 

Improving the Threshold 
The guidance already explicitly notes that no red flag alone is a 

clear indicator and that red flags could be used in combination with 
factors such as the customer’s profile. In other words, it is less im-
portant that financial institutions include ‘‘frequent travel’’ as a red 
flag than that their analytics reflect the fact that this would be 
more indicative of trafficking for a young person with no apparent 
means to enable travel than for a person in sales for a legitimate 
enterprise. FinCEN could consider putting out additional guidance 
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4 The hospitality industry has been transformed by the convergence of private accommodation 
and hotels (e.g., Airbnb). Sex trafficking victims often move between numerous cities and must 

Continued 

elaborating on this point by showing examples in which financial 
institutions have used data analysis beyond a simple additive red 
flag approach or successfully collaborated with law enforcement or 
researchers to identify suspicious transactions or accounts. FinCEN 
could also consider directly partnering with financial institutions 
and researchers to perform analysis to identify appropriate thresh-
olds and then publish these findings to the wider community. 

RESPONSES TO WRITTEN QUESTIONS OF SENATOR SINEMA 
FROM CRYSTA PRICE 

Q.1. As stated in your testimony, the U.S. Financial Crimes En-
forcement Network (FinCEN) updated their Suspicious Report Ac-
tivity (SAR) system in 2017 to include human trafficking as a spe-
cific activity type. Are there other types of data that law enforce-
ment is currently lacking that FinCEN can look to include in its 
SAR system? Are there specific types of data that would help 
FinCEN discern between trafficking and other illicit activity? 
A.1. To understand data that law enforcement is currently lacking, 
we asked our law enforcement partners for their insights on ways 
in which FinCEN’s SAR system and financial data collection more 
generally could be improved. Speaking to the current system, cur-
rent or former representatives of both the Department of Homeland 
Security and the Federal Bureau of Investigation noted that their 
working relationships with Bank Secrecy Act investigators have 
been very helpful in cases which rely on information from local 
banks. Despite this, our partners noted areas where FinCEN’s SAR 
system and financial data collection efforts more generally could be 
improved. First, they highlighted the dearth of data on trans-
actions using virtual and cryptocurrency and prepaid gift or debit 
cards, tools which traffickers utilize for financial transactions. 1 
Our own experience shows that combining FinCEN data with data 
from outside the financial sector (e.g., data from the criminal jus-
tice system or commercial sex market) would be a very powerful 
tool to help distinguish trafficking from other types of crime. 

Second, beyond incorporating new types of transactions and cur-
rencies, changes to FinCEN’s SAR could enhance detection and 
prevention of human trafficking. Among such changes, FinCEN 
could expand its guidance on red flags to include additional observ-
able indicators from existing screening tools such as:2 3 

• Customer travels frequently or makes frequent use of hotels or 
housing rentals (e.g., Airbnb) in ways that are unexpected 
given their employment 4 
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• Customer shows signs of physical abuse, confinement, or ne-
glect 

• Customer sounds scripted or inconsistent in describing current 
situation or history 

• Customer seems to live/sleep at their place of work 
FinCEN also could more strongly emphasize the need to rely on 

combinations of red flags. The FinCEN guidance already explicitly 
notes that no red flag alone is a clear indicator and that red flags 
could be used in combination with factors such as the customer’s 
profile. Pursuing this combinatorial strategy could help to distin-
guish trafficking from other types of crimes. Moreover, it could help 
to reduce the number of false positives provided to law enforce-
ment. 

A third relatively small tweak would involve including structured 
fields reflecting the red flags observed which led to a suspicion of 
human trafficking. These fields could directly reflect FinCEN’s 
guidance on red flags, providing more detailed information for in-
vestigators looking into a SAR. By collecting additional data within 
the FinCEN SAR, communication of this useful information would 
be frontloaded so it could more easily spark investigations. 

A fourth, more ambitious change to the SAR system would incor-
porate data on investigatory outcomes, such as whether an inves-
tigation was initiated by a law enforcement agency as a result of 
a report and whether the investigation discovered further evidence 
of human trafficking. FinCEN data collection that included specific 
red flags observed and investigatory outcomes would improve each 
step of the FinCEN process. Research on this data could improve 
the efficiency of investigations by revealing new patterns in human 
trafficking that investigators could pursue. This research also could 
be used to refine the guidance on red flags that FinCEN provides 
financial institutions to increasingly reduce false positives and bet-
ter generate trafficking leads for law enforcement. The benefits of 
this change would not be limited to combating human trafficking. 
An incorporation of outcomes has been suggested by policymakers 
and researchers in order to improve the efficacy of SARs in com-
bating all the crimes they encompass.5 6 
Q.2. If there is consensus that greater data-sharing between dif-
ferent sectors is necessary to combating trafficking, what barriers 
exist to forging more public–private partnerships? 
A.2. Barriers to Effective Public–Private Partnerships—In 
general, there are numerous barriers to forging effective public–pri-
vate partnerships. Poor communication, ill-defined roles between 
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partners, and a range of logistical and implementational issues can 
dampen the impact of public–private partnerships.7 8 9 Within the 
context of trafficking, forging effective public–private relationships 
can require overcoming a number of unique hurdles. Issues sur-
rounding policy effectiveness, definitional confusion, and the scar-
city of empirical evaluation of anti-trafficking activities have been 
demonstrated to be straining relationships with anti-trafficking or-
ganizations.10 

Our experience with the Nebraska Human Trafficking Taskforce 
(NHTTF) has revealed some challenges in forging public–private 
partnerships. The most persistent challenge has been sustain-
ability. Structurally, there is a need for a clearly delineated formal 
organization. Institutional structure needs to be laid out with clear 
lines delineating responsibilities vested in the task force and clear 
lines of communication with decision maker. Organizationally, 
there needs to be a decision maker or decision-making capacity. Fi-
nancially, there is a need for sustainable funding levels. Most task 
forces are hitting walls that span beyond their specific issue. Solv-
ing these challenges takes time and a long-term commitment that 
includes some discretionary funding available to the decision 
maker. 

When the only source of the task force funding comes from a sin-
gle Federal or State grant, one potential pitfall is a narrow focus 
on meeting grant requirements rather than solving problems. This 
is even more problematic when the grant incentivizes the wrong 
thing. For example, when a grant encourages a focus on increasing 
the number of arrests, we have found that this often results in vic-
tims being arrested in ‘‘low-hanging fruit’’ sting operations. 

Our Task Force has repeatedly encountered challenges created 
by a lack of information sharing. This results in victims retelling 
the same story, resharing the same information, and filling out the 
same documentation multiple times. At the same time, too often, 
we find that not enough is done with this information. There is si-
multaneously far too much victim contact and far too many occur-
rences of victims falling through the cracks. Furthermore, the sys-
tem is overburdened and unable to absorb these inefficiencies. 

Resolving impediments to information sharing requires a con-
certed effort to get beyond the inevitable barriers to information 
sharing across agencies in order to broker a solution that solves the 
particular need everyone is attempting to address. For example, 
solving for these issues with our screening and reporting process 
requires addressing the information sharing restrictions contained 
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in VAWA. Brokering solutions across multiple agencies and activi-
ties requires that there be champions in each of these agencies and 
activities. One problem that we face is that we don’t have the fi-
nancial industry represented on the Task Force, so efforts to part-
ner with banks and financial institutions have been greatly hin-
dered by the inability to take on a proactive approach. 

A final major challenge is the issue of cynicism. Most of the peo-
ple engaged in the effort against human trafficking have sat on 
many task forces in their careers. Their experience is that there is 
a lot of energy at first, but ultimately little is accomplished before 
the initiative ‘‘flames out.’’ To overcome this, people need to feel 
that conditions underlying this particular effort are sufficiently dif-
ferent from past failed attempts at partnership. 

Overcoming Barriers to Effective Public–Private Partner-
ships 

None of this is to say that the barriers to public–private partner-
ships are insurmountable. Barriers to effective public–private part-
nerships can be overcome when partners have a high degree of 
trust in one another and the management of the partnership, as 
well as a mutual understanding of each partner’s role and area of 
expertise within the partnership.11 12 13 

In addition to trust, the degree to which Nebraska has achieved 
success in its anti-trafficking efforts results from a number of fac-
tors associated with effective public–private partnerships. Among 
the most important is the political will to work together across dif-
fering agendas. While trafficking is something everyone wants to 
do something about, it is important to avoid getting distracted by 
connected issues on which consensus is not possible. For example, 
there are many people who want to deal with the larger issue of 
prostitution, upon which there are starkly differing views. We have 
found success by focusing on trafficking, the element of the com-
mercial sex industry that involves force, fraud, coercion, and/or mi-
nors. 

Another important key to success is that there are champions 
within agencies who are empowered to represent their agencies. 
These are the individuals on the front lines of the issue within an 
agency, who are often doing most of the day-to-day work on a task 
force. In order to be effective, they must have genuine buy-in from 
agency heads. This gives champions access to agency decision mak-
ers and empowers them to have the confidence to try something 
new and to avoid getting beaten down by cynicism. It also provides 
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a important conduit through which to coordinate Task Force goals 
with State agency procedures, policy, and legislative initiatives. 

Government funding is not always sufficient. It is important that 
there be a commitment to the effort from private sector local 
funders and coordinating agencies. In the Omaha metropolitan 
area, local philanthropy has funded agents of change, such as the 
Women’s Fund of Omaha, to help sustain the efforts of the Task 
Force by acting in a full-time coordination capacity. This has been 
backed up by funding support to nonprofit service providers to help 
build capacity. Their involvement has helped to ensure that public 
and private entities have confidence that the human trafficking ef-
fort is going to be a sustained effort in which they can confidently 
invest their time and resources. 

Private funding has also been important in putting in place per-
sons whose positions have been funded to solve the specific prob-
lems that emerge. While the NHTTF Federal grant funded coordi-
nator positions, local donors funded additional full-time positions. 
These persons need access to the decision makers, so that solutions 
can stick. They also need be viewed as neutral, objective actors in 
order to avoid the inevitable partisanship wars. And they need to 
effectively assess and leverage the community’s assets. For exam-
ple, we have ambitious individuals in law enforcement all across 
the State who are committed to this issue; our Task Force leader-
ship recognized this and restructured to better empower those as-
sets by asking them to lead important committees. 

The inclusion of HTI Labs, a socially responsible AI and tech re-
search company, as an active full-time member of the NHTTF team 
has been an important key to success as well. It has permitted the 
Task Force to integrate data, research, and technology in all its ini-
tiatives and decisions. This has ensured that the efforts of the task 
force are data informed, and it has provided data and support to 
forward-leaning champions within an agency attempting to make 
change. Just as importantly, it has ensured that new and innova-
tive ideas are put forward and implemented. 

For example, our research showing 900 individuals advertised in 
Nebraska each month on Backpage helped galvanize support need-
ed for State-level policymaking and fundraising efforts. Ultimately, 
decision makers want to see the data behind what you’re trying to 
do, why it will work, what it will take, and how you will know if 
it’s working or not working. This requires a systematic but phased 
approach that brings in data and research at every step. Without 
having data and research as a partner at the table, this can be 
tough, because task force partners are relying on there being some 
existing data or research out there. Having these capacities on the 
team also permitted the development and implementation of a 
number of innovative ideas, to include the tools and policies de-
scribed above. 

PayPal Data Integration Pilot Project as Example of an Ef-
fective Public–Private Partnership 

As a concrete example of our successes in overcoming barriers to 
effective collaboration in public–private partnerships involving fi-
nancial data specifically, we can point to an ongoing pilot test and 
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controlled experiment undertaken by Homeland Security Investiga-
tions (HSI), PayPal, and HTI Labs. 

Having developed a solid working relationship, an HSI agent 
with whom we had worked on a major national case approached us 
to build an investigative platform that will centralize all known sex 
trafficking investigative information. At the same time, PayPal ap-
proached us to collaborate with their data science team to better 
identify trafficking for law enforcement. With these new opportuni-
ties, we developed a concept for integrating PayPal data and HSI 
data to better identify the real people connected to the online com-
mercial sex data which we use. The motivation for this project re-
lied on the understanding that data integration and insight from 
previously disparate data sources allows for the identification of 
trafficking in a way that any single set of data cannot and makes 
the difference between an actionable investigation and a dead-end 
lead. 

While the pilot is still ongoing, many of the leads have been able 
to be linked to PayPal accounts. These initial successes help show 
how barriers to public–private partnerships can be overcome. HSI, 
PayPal, and HTI Labs employed a mutual understanding of each 
partner’s role and area of expertise within the partnership. Fur-
ther, the partnership benefited from the inclusion of data, research, 
and technology as a driving force of the team, allowing for new and 
innovative ideas to be put forward and implemented. This pilot test 
illustrates the promise of greater cooperation and information shar-
ing between law enforcement, financial institutions, and research 
centers. 

RESPONSES TO WRITTEN QUESTIONS OF CHAIRMAN SASSE 
FROM DAVID MURRAY 

Q.1. We know that some instances of human trafficking involve so-
phisticated transnational criminal organizations, while other cases 
can boil down to exploitation of a victim by a romantic partner. 

What’s our best understanding of what portion of human traf-
ficking do you feel is carried out by sophisticated criminal networks 
relative to smaller enterprises? 
A.1. Sophisticated criminal networks play a large role in human 
trafficking, judging from International Labour Organization report-
ing that estimates that human trafficking generates $150.2 billion 
in annual profits, 1 and a report published by the Financial Action 
Task Force (FATF). 2 
A.2. How does the U.S. Government’s efforts to use its anti– 
money-laundering regime to target human traffickers compare to 
the efforts and toolkits of other countries? 
A.2. The United States has ‘‘highly developed investigative capa-
bilities to identify and investigate’’ money laundering, according to 
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the Financial Action Task Force (FATF). 3 On average, the United 
States charges about 2,500 persons with money laundering and 
wins more than 1,200 money-laundering convictions each year, 4 
making U.S. investigators and prosecutors much more active than 
their foreign counterparts. 

Our investigators and prosecutors are effective despite critical 
gaps in our anti– money-laundering regime, most notably sur-
rounding company formation. Anonymous companies are a critical 
vulnerability in our financial system that Congress should address. 
A.3. How has the proliferation of diverse digital currencies changed 
the nature of money laundering, specifically by large-scale human 
trafficking networks? 
A.3. Digital currencies have not yet been a game changer for 
money launderers because they are not widely accepted. However, 
digital currencies’ potential for anonymity and near-instantaneous, 
irrevocable settlement makes them attractive to criminals, and 
they have also become payment methods of last resort. For exam-
ple, human traffickers have been forced to use digital currencies to 
purchase advertisements because banks and other financial institu-
tions refuse to process those payments. 5 
A.4. While there have been reports that finances of the human 
trafficking business is often handled in cash, what portion of this 
cash do you think is converted to digital currencies—at least for 
some period of time? 
A.4. Digital currencies have been most often used by human traf-
fickers to purchase advertisements, according to law enforcement, 6 
and advertising probably makes up only a small portion of human 
trafficking organizations’ operating expenses. 

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARREN 
FROM DAVID MURRAY 

Q.1. New and emerging financial technologies have created unique 
challenges in identifying and tracing illicit finance activities. In 
your testimony, you identified some legislative solutions that the 
Government can take. Aside from those solutions, how can finan-
cial institutions and law enforcement agencies adapt on their own 
and improve their investigative methods do deal with the trans-
parency issued posed by these technologies? 
A.1. Financial institutions should design new products with trans-
parency as a core feature. New payments products that are inher-
ently more transparent than existing payments products will be 
more efficient than existing payments products because informa-
tion about the originator, beneficiary, and purpose of the payment 
will be readily available to each financial institution in a payment 
chain. When more information about a payment is readily avail-
able, fewer payments will be suspended as financial institutions 
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seek more information about the parties to a payment or the pur-
pose of a payment. 

Law enforcement agencies have been extremely adaptive, but fi-
nancial products that are inherently nontransparent will continue 
to pose challenges regardless of how creative our investigators are. 
A.2. In your written testimony, you listed three financial products 
services that were banned due to the level of risk they pose to fi-
nancial transparency: bearer shares, shell banks, and anonymous 
accounts. Are there any other types of financial instruments or en-
tities that you believe should be banned due to their riskiness and 
lack of transparency? 
A.2. We should also ban anonymous companies, as many other 
countries around the world already have. Anonymous companies 
are a critical vulnerability in our financial system that bad actors 
can exploit to undermine our financial transparency laws, cam-
paign finance laws, and foreign investment laws. 
A.3. Based on your research and the human trafficking cases that 
you have studied, do you believe that the red flag guidance pub-
licized by FinCEN is comprehensive? Are there any other red flags 
that you would recommend be added to the guidance in the future? 
A.3. FinCEN’s human trafficking advisory is very helpful to finan-
cial institutions. However, FinCEN must take care in releasing red 
flags publicly because advisories also alert criminals that FinCEN 
is aware of patterns in criminal behavior. FinCEN might consider 
releasing additional red flags in a secure advisory or under the 
auspices of the FinCEN Exchange Program, which is designed to 
enhance information sharing with financial institutions and may be 
targeted to the financial institutions that are most likely to have 
information that is useful to investigators. 1 
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