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OUTSIDE PERSPECTIVES ON THE COLLEC-
TION OF BENEFICIAL OWNERSHIP INFOR-
MATION

WEDNESDAY, JUNE 20, 2019

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 10:02 a.m., in room SD-538, Dirksen Sen-
ate Office Building, Hon. Mike Crapo, Chairman of the Committee,
presiding.

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO

Chairman CRAPO. This hearing will come to order.

Today the Committee will continue its discussion of how better
collection of beneficial ownership information can deter such prob-
lems as money laundering, terrorist financing, and sanctions eva-
sion through anonymous shell companies.

I will note at the outset, again, that while the vast majority of
anonymous corporations can serve legitimate purposes, this type of
incorporation can also be abused to aid and abet all manner of fi-
nancial crime.

Last month, the Committee heard from witnesses from law en-
forcement and a banking regulator about what steps the U.S.
should take to modernize its beneficial ownership regime and
strengthen its enforcement.

Today we have invited a panel to give us some perspective from
the business world on this difficult subject. With that, I would like
to welcome Mr. Greg Baer, CEO of the Bank Policy Institute,
whose members confront the ownership issue at account openings;
Ms. Karen Harned of the National Federation of Independent Busi-
ness, which speaks to the concerns of the hundreds of thousands
of small businesses it comprises; and Mr. Gary Kalman of FACT,
or the Financial Accountability and Corporate Transparency Coali-
tion, an alliance of organizations that is working toward ending the
use of anonymous shell companies as vehicles for illicit activity and
increasing transparency for more informed tax policies.

During last month’s hearing, our witnesses assessed the need to
eliminate anonymous corporations by means of collecting beneficial
ownership information to protect the U.S. financial system, its na-
tional security, and citizens from harm.

The Committee learned that according to estimates from the
U.N. Office on Drugs and Crime, there is more illicit money flowing
through the global and U.S. financial systems than ever before.
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The U.N. estimate found that global illicit proceeds now total
some $2 trillion and the proceeds of crime in the United States are
over $300 billion.

All of that illicit money has several things in common: somebody
has to make it, hide it, move it, clean it, and use it.

Despite efforts of U.S. law enforcement and the heavy U.S. regu-
latory framework of the Anti—Money Laundering/Bank Secrecy Act
regime, which includes a mandate to collect beneficial ownership
upon opening of a bank account, criminal elements in this country
and from other countries can and do exploit weaknesses in the cur-
rent U.S. corporate formation system to hide identities and illicit
assets behind anonymous corporations.

In our last hearing, FinCEN Director Blanco testified that a nec-
essary second critical step in closing this national security gap is
collecting beneficial ownership information at the corporate forma-
tion stage.

In agreement with Blanco, FBI Financial Crimes Chief
D’Antuono cited the need for a central repository to allow law en-
forcement to store and share the information.

OCC Senior Deputy Comptroller Gardineer also emphasized the
need for a centralized database, so that businesses could provide,
update, and verify beneficial ownership information. Importantly,
she also recommended that foreign entities be required to report
ownership information either at the time of State registration or
upon establishing an account relationship with a U.S. financial in-
stitution.

Our hearing today comes at a time when bipartisan support for
beneficial ownership legislation continues to build.

Last week, the House Financial Services Committee marked up
H.R. 2513, the Corporate Transparency Act of 2019, which was re-
ported out of committee on a 43-16 vote. And on the very same
day, a bipartisan group of my Senate colleagues here on the Bank-
ing Committee circulated draft legislation, presently called the IL-
LICIT CASH Act, which provides a number of important measures
to modernize the AML/BSA regime and to address the collection of
beneficial ownership information.

I especially want to acknowledge the hard work of Senators Cot-
ton, Warner, and Jones and their staffs, the work that they have
put in over the last year on this effort, which the Committee as a
whole shall take close notice of moving forward.

Each of these legislative vehicles share some of the broad themes
brought out in the Committee’s first hearing, such as a require-
ment for the collection of beneficial information at the time of a
company’s formation, periodic updating, storage of that information
in FinCEN’s secure database, and limiting access to that database
to Federal law enforcement and its qualified State partners.

We turn now to our panel for their perspectives on the important
issues underlying further collection of beneficial ownership infor-
mation and how that might impact banking and business oper-
ations, including concerns that arise with regard to privacy and li-
ability issues.

Given the facts presented to the Committee thus far, there are
strong law enforcement and national security reasons supporting
additional collection of beneficial ownership information.
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Hopefully, our witnesses will provide some insight on how to col-
lect this information at minimal cost and burden to businesses.

Now is the time to critically examine how the AML/BSA regime
can be modernized and, in particular, how businesses can work ef-
fectively with Government to efficiently provide beneficial owner-
ship information that will in turn provide a high degree of useful-
ness to combat terrorism and crime.

Senator Brown.

OPENING STATEMENT OF SENATOR SHERROD BROWN

Senator BROWN. Thank you, Mr. Chairman, for calling this im-
portant hearing, the latest in a series of hearings in this Com-
mittee on our Bank Secrecy Act and anti—money-laundering reform
efforts and on critical changes to U.S. beneficial ownership laws to
combat abuses by owners of anonymous shell companies, some of
whom have been exploiting our system for criminal purposes for
years, as we know.

Unlike in most areas of disclosure and transparency law, where
the U.S. has led the way, on this issue we have long lagged behind
other jurisdictions and failed to require uniform and clear owner-
ship information for firms at the time of their incorporation.

It is critical to law enforcement. In the U.S., they have to spend
precious time and resources issuing subpoenas, chasing down leads
to secure even the most basic information about who actually owns
a company. That makes no sense and must change.

Treasury’s 2018 Money Laundering Risk Assessment estimates
that some $300 billion in illicit proceeds from domestic financial
crime is generated annually, making these funds ripe for money
laundering through the system.

Criminals abuse the financial system to launder funds gained
through narcotics trafficking, organized crime, the sale of counter-
feit goods, Medicare fraud, Medicaid fraud, and other criminal ac-
tivities. Much of the dirty money is funneled through anonymous
shell corporations.

As many of us have observed before, none of the abuses we will
discuss today—drug trafficking, human trafficking, Medicare fraud,
money laundering—are victimless crimes. None of them are
victimless crimes.

Money laundering for drug cartels has a direct line to the opioid
crisis in Ohio, where cartel actors have been destroying thousands
of families. Human traffickers who exploit the misery of runaways
in truck stops, especially in northwest Ohio at the intersection of
major interstate highways and across the country, use the financial
system to launder their profits.

Medicare fraudsters cost the taxpayers $2.6 billion in 2017, ac-
cording to the HHS Inspector General, and tarnish the reputation
of this lifeline for seniors.

That is why anti-money laundering and beneficial ownership
laws are so critical. They protect the integrity of our financial sys-
tem. They provide critical intelligence to law enforcement.

Under Treasury’s recent customer due diligence rule, bankers
must already secure some of this information from account holders
when they open accounts, and while banks must continue to play
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a key monitoring role, it is important we require companies to pro-
vide basic information on their ownership when they are formed.

In today’s hearing, we will hear from the Financial Account-
ability and Corporate Transparency Coalition—thank you for join-
ing us—and from the banks on the many reasons to pursue these
reforms, including the transparency, anticorruption and anti—illicit
financing benefits that such reforms would offer.

I ask consent, Mr. Chairman, to include a number of reports and
letters from outside stakeholders into the hearing record.

Chairman CraPO. Without objection.

Senator BROWN. Thanks.

And we will hear from NFIB, some of whose members have ex-
pressed concern, about the paperwork burden of providing even
simple ownership information: name, address, copy of a current
passport or driver license.

Requiring companies’ ownership information, storing it in a se-
cure Federal database like FinCEN’s, alongside its bank secrecy in-
formation, would help address longstanding problems for U.S. law
enforcement. It would help them investigate cases involving
counterterrorism, drug trafficking, Medicare fraud, human traf-
ficking, and other crimes. It would provide ready access to this in-
formation under long-established and effective privacy rules.

Without these reforms, criminals, terrorists, rogue Nations, even,
will continue to use layer upon layer of shell companies to disguise
and launder illicit funds. That makes it much harder, surely, to
hold bad actors accountable.

Chairman Crapo and I agree we must move forward to require
complete ownership information, not front men, not from those
companies on behalf of those who will pull the strings from behind
the curtain, but the actual owners of these companies.

We can do this simply. We can do it efficiently and effectively,
without unduly burdening small businesses or others.

Updating and strengthening our anti—money laundering and
beneficial ownership laws will give us a 21st century system to
combat these crimes.

Criminals have long been revising, adjusting, and amending
their tactics to circumvent and evade those laws, often staying a
step ahead of the sheriff. That is why we must move.

Thank you.

Chairman CraPO. Thank you, Senator Brown.

Mr. Baer, we will begin with your testimony as CEO of the Bank
Policy Institute. Next, we will turn to Ms. Harned for her state-
ment on behalf of the National Federation of Independent Busi-
nesses and conclude with Mr. Kalman for his statement on behalf
of the Financial Accountability and Corporate Transparency Coali-
tion.

I want to thank you all for your written testimony. It is very
helpful to us and will be made a part of the record.

The Committee has also received several written statements in
support of today’s proceedings that, absent any objection, will also
be made a part of today’s record. The eight statements I am refer-
ring to are submitted from the American Bar Association, the Na-
tional Fraternal Order of Police, National District Attorneys Asso-
ciation, National Association of Manufacturers, the Consumer
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Bankers Association, the National Association of federally Insured
Credit Unions, the Independent Community Bankers of America,
and the Credit Union National Association.

Without objection, those will be made a part of the record.

Finally, I want to ask our witnesses to remember to honor and
follow the clock and remember your 5 minutes for your initial pres-
entation and our Senators to remember your 5-minute limitation
on your questioning period.

We will have votes called at some point that may cause us to
have to move forward more quickly.

With that, Mr. Baer, please begin.

STATEMENT OF GREG BAER, CEO, BANK POLICY INSTITUTE

Mr. BAER. Chairman Crapo, Ranking Member Brown, Members
of the Committee, my name is Greg Baer, and I am the CEO of the
Bank Policy Institute.

BPI is a nonpartisan research and advocacy group, representing
the Nation’s leading banks. We strongly support legislation to end
the use of anonymous shell companies and hope this hearing will
prompt congressional action.

Anonymous shell companies are a key method used by criminals
to hide assets for a wide range of illicit activities, including human
trafficking, terrorist financing, money laundering, and kleptocracy.
All too often, criminal investigators have hit a dead end when law
enforcement encounters a company with hidden ownership and
lacks the time and resources to peel back the many layers of se-
crecy. And the more sophisticated and sinister the criminal, the
more layers there generally are.

In his testimony, Gary Kalman presents numerous cases that il-
lustrate that this concern is very real, not hypothetical.

Legislation to allow law enforcement to look beyond the corporate
veil, including the draft recently circulated by a bipartisan group
of Senators on this Committee, would make our country safer and
enhance the reputation of the United States as a country that
fights against, not harbors, the worst people in the world.

It has been a pleasure to join on this issue with the Fraternal
Order of Police and hundreds of former law enforcement and na-
tional security officials who have attested to its importance.

Currently, the Nation’s banks assist law enforcement by deter-
mining the ownership of companies that open a bank account and
then using this information to monitor the account for activity.
However, that regulatory regime has been no substitute for bene-
ficial owners of legislation.

First, it does not cover shell companies that never open a bank
account because they conduct no business in this country. These
pure shell companies are virtually invisible. Second, while banks
gather ownership information from their customers, they do not
disclose it to law enforcement. Law enforcement learns of it only
if the bank identifies suspicious activity. Legislation would cure
these two problems.

Furthermore, for banks and importantly for the business clients
who must actually provide this information, legislation would cen-
tralize the ownership identification process and make it more effi-
cient.
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Two primary concerns have been expressed about such legisla-
tion—burden and privacy. But let us consider a few facts. First, the
draft legislation requires a business owner to disclose only the most
basic of information: name, address, date of birth, and some form
of ID such as a driver’s license or passport number. That is all. And
since the great majority of American businesses have only one
owner, it would be generally provided by and about one person.

Second, as noted, this information is generally already provided
any time a company opens a bank account. Of course, any legiti-
mate U.S. business, large or small, probably has a bank account
because any business that earns money or pays expenses or em-
ploys people must have a bank account. Thus, for legitimate busi-
nesses, legislation would not increase reporting obligations and
would likely decrease them.

Third, with respect to privacy, this basic information is already
known to various arms of the Government, including the DMV and
the IRS. Unauthorized disclosure by law enforcement or a bank
employee would come with severe penalties, and banks have a
record of keeping such information secret. A FinCEN directory
should not worry legitimate business owners. It should, however,
worry a drug trafficker or kleptocrat using a shell company to hold
a multimillion-dollar condominium in West Palm Beach.

Most small business owners in fact are willing to share informa-
tion to help keep our country safe. According to a poll conducted
by Morning Consult on behalf of BPI released today, small business
owners support measures to end anonymous shell companies. Of
those who had an opinion, 75 percent of small business owners sup-
ported requiring business owners to provide their personal informa-
tion when forming their company to help close this loophole in U.S.
law. Furthermore, two-thirds of small business owners stated that
providing their personal information when registering their com-
pany would not be burdensome.

Last, it is worth noting that the U.K., EU, and enumerable other
Nations have adopted such a director without damage to their
small businesses or any other unintended consequences. We can
learn from their example.

The stakes here are very high, and the time has come for the
United States to act. We look forward to working with you on this
important issue, and I look forward to your questions.

Chairman CRAPO. Thank you very much.

Ms. Harned.

STATEMENT OF KAREN HARNED, EXECUTIVE DIRECTOR,
SMALL BUSINESS LEGAL CENTER, NATIONAL FEDERATION
OF INDEPENDENT BUSINESS

Ms. HARNED. Chairman Crapo, Ranking Member Brown, and
Members of the Committee, on behalf of NFIB’s 300,000 small
business members, I appreciate the opportunity to testify today.

NFIB opposes proposal likes the Corporate Transparency Act of
2019 and the ILLICIT CASH Act. When NFIB surveyed its mem-
bership on this legislation last year, 80 percent of respondents op-
posed Congress requiring small business owners to file paperwork
with the Treasury Department reporting on beneficial ownership.
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According to the 2016 NFIB Small Business Problems and Prior-
ities report, unreasonable Government regulation is the second
most important problem that small business owners face.

Compliance costs, difficulty understanding regulatory require-
ments, and extra paperwork are the key drivers for their regu-
latory burdens. NFIB’s research shows that the volume of regula-
tions poses the largest problem for 55 percent of America’s small
employers.

The legislation you are contemplating would impose mandatory
reporting requirements on those least equipped to handle that,
America’s small business owners. Both bills would mandate that
every corporation or LLC with 20 or fewer employees and less than
$5 million in gross receipts or sales file beneficial ownership infor-
mation with FinCEN upon incorporation and periodically update
that information.

Either the small business owner herself or the accountant or at-
torney that she pays is going to have to ensure these documents
are filed. One new paperwork requirement may not sound that bur-
densome to someone who does not run a small business, but it is
quite a different story for the individual just starting a business or
the small business owner who is adding this form to the stack of
forms he must already know about, fill out, and file.

Moreover, for many small business owners who have no idea
what FinCEN is, there is a strong likelihood that they will just ig-
nore the information request, and many are going to view it with
great skepticism.

Every year, NFIB receives countless calls asking about the Cen-
sus Bureau’s Annual Business Survey and that form, whether that
small business owner really needs to take the time to fill it out and
provide the information required. It is unrealistic to assume that
small business owners will simply submit personal information, in-
cluding a passport or driver’s license and date of birth, to a Govern-
ment agency that none of them have never heard about.

A well-meaning small business owner who fails to file because
she never finds out about this new requirement or is skeptical
about the legitimacy or appropriateness of the form would be ex-
posed to civil penalties of §10,000 and criminal penalties of up to
3 years in prison.

These proposals also require small business owners to determine
and report who is and is not a beneficial owner. That is actually
not a quick and easy ask for the typical small business owner. Cal-
culating who owns 25 percent or more of a business should be
straightforward, but determining who exercises substantial control
or receives substantial economic benefit from a business many
times will not be.

Imagine the small family run restaurant employing 10 persons.
Their manager has been with them since the opening. The financial
owners of the restaurant trust her 100 percent in all operations of
the business. The owners are recent empty nesters, and they like
to travel. As a result, the manager has complete control over the
restaurant’s operations for several weeks a year. She also receives
an annual bonus that is strictly based on the gross receipts of the
business.
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Does she exercise substantial control, or does she receive sub-
stantial economic benefit from that business under either or both
bills making her personal information, including driver’s license
and passport number, reportable? How is an average small busi-
ness owner to determine the answer to that question on their own?
And is that even a question that an outside lawyer that they pay
could even be able to answer with the kind of certainty needed to
ensure they are not subject to civil money penalties and years in
prison for the wrong answer?

NFIB also has serious privacy concerns with these proposals,
which are antithetical to the current statutes on the books, that
even for sensitive kinds of national security activities require the
Federal Government to focus its investigative interest in someone
in particular, some business in particular, or some account in par-
ticular before compelling a bank or other business to produce rel-
evant information.

Finally, NFIB questions whether imposing significant and costly
beneficial ownership reporting requirements on America’s small
business owners, like your local independent grocer to dry cleaner,
will stop or deter money laundering or other illicit activities.

NFIB opposes this legislation because it would impose even more
regulatory burdens on small business.

Thank you for the opportunity to testify, and I look forward to
answering your questions.

Chairman CraPO. Thank you.

Mr. Kalman.

STATEMENT OF GARY KALMAN, EXECUTIVE DIRECTOR, FI-
NANCIAL ACCOUNTABILITY AND CORPORATE TRANS-
PARENCY COALITION

Mr. KALMAN. Chairman Crapo, Ranking Member Brown, distin-
guished Members of the Committee, on behalf of the FACT Coali-
tion, I thank you and appreciate the opportunity to talk about a
foundational reform in the global anticorruption movement.

FACT Coalition is a nonpartisan alliance of more than 100 State,
national, and international organizations working to combat the
harmful impacts of corrupt financial practices.

There is now overwhelming data detailing the use of anonymous
companies for money laundering and other criminal purposes. In
its 2017 “Tariff Financing Briefing Book”, the Foundation for the
Defense of Democracies found that anonymous companies are being
abused by rogue Nations like Iran and sanctioned organizations
like Hezbollah.

The anticorruption group Global Witness found that a U.S. com-
pany had contracted with the Pentagon to supply services to troops
in Afghanistan and was secretly owned by interests associated with
the Taliban. We were literally supplying funds that could be used
to purchase guns and other weapons aimed at our troops.

These chilling reports are why nearly 100 civilian and former
military national security experts signed a recent letter to Congress
in support of collection of beneficial ownership information.

Additionally, in the 2018 National Money Laundering Risk As-
sessment, the U.S. Department of Treasury wrote that the nature
of synthetic drug trafficking has changed with the rise of China as
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a primary supplier if fentanyl. U.S. Drug Enforcement Agency has
determined that there is an Asian version of the Back Market Peso
Exchange with goods being exports to China by U.S. front compa-
nies as payment for drugs.

Anonymous companies are also used to undermine markets and
disrupt legitimate businesses. There are numerous examples in
which anonymous companies disrupt supply chains, fraudulently
compete for contracts, and engage in illicit commerce through the
selling of counterfeit and pirated goods.

Not surprisingly, when businesses were asked, without context,
if they would support additional regulation, they did not.

However, entrepreneurs understand and manage risk every day.
When the organization Small Business Majority asked small busi-
ness owners if they were more concerned about the risks and bur-
dens of reporting ownership of their businesses or the potential loss
of contracts to anonymous companies, 76 percent said that they
were more concerned about losing contracts than about the regu-
latory burdens.

New data and negotiations over a decade with multiple parties
have helped to make current proposals more workable and compli-
ance easier for businesses.

An analysis of data collected by the British Beneficial Ownership
Directory found that the average number of owners per business in
the U.K. is 1.13, and the most common number of owners is one.
According to the U.S. Small Business Administration, approxi-
mately 78 percent of all businesses in the United States are non-
employer firms, meaning there is only one person in the entity.
This suggests that the experience of the U.S. would be similar to
that of the U.K.

To address privacy concerns, current proposals place information
at FinCEN. FinCEN is our Nation’s financial intelligence unit with
the responsibility of housing and reviewing data to protect our fi-
nancial system. The FinCEN directory has strict limitations on who
can access the information and how that information can be used.
The directory is accessed through a physical portal, meaning that
a local police officer could not logon during a routine traffic stop.
Users must be trained and certified and must undergo a back-
ground check. All searches must be done as part of an ongoing in-
vestigation, and every file that is reviewed is logged so that there
is a record of who accessed what information. Misuse of that infor-
mation is a criminal act.

Like all laws, there would be penalties for violating this law;
however, under all the current proposals in Congress, negligence is
not a punishable offense. That means that honestly forgetting to
add a family member who joins a business is not punishable. In
fact, the standards in the bills provide greater protections for filers
against errant prosecutions than the American Bar Association’s
model guidelines in this area recommend.

The U.S. is particularly vulnerable to the abuses of anonymous
companies. The most recent financial secrecy index ranks the U.S.
second only to Switzerland among the world’s secrecy jurisdictions.
Progress in the rest of the world means the U.S. is likely to become
an even more attractive haven for illicit cash unless we act.
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We hope this hearing provides Members with an opportunity to
better understand the dangers posed by anonymous companies and
move swiftly to address them.

I am happy to answer your questions.

Chairman CraPO. Thank you, Mr. Kalman.

I will begin with a question relating to the storage of this infor-
mation if it is mandated to be collected, and I realize there is some
discussion about whether this new regime of data collection should
be adopted.

But assuming that there will be some kind of beneficial owner-
ship storage requirement, there has been some discussion about
whether the central repository, if you will, should be FinCEN,
whether it should be the IRS, whether it should be banks, whether
it should be the States.

Could each of you just quickly, please, tell me if you have an
opinion on where that function should be located?

Mr. Baer.

Mr. BAER. Thank you, Senator.

I think FinCEN is the obvious and best candidate. They have ex-
perience with this type of information. They have the database.

Banks are not really an option because this would include filings
for companies that, again, do not have bank accounts and are sim-
ply shell companies. So the bank would not even be aware that
that company existed, and it certainly would not be its client.

I think the IRS is problematic on a variety of fronts and opens
up a bunch of new issues.

FinCEN seems perfectly well suited to do this, and most impor-
tantly, law enforcement is used to go into FinCEN if they need
data.

Chairman CRAPO. Thank you.

Ms. Harned.

Ms. HARNED. I cannot really speak to an opinion on who should
house it. Again, I would say, like I did in my testimony, that our
members do not know who FinCEN is, and our bigger issue is just
the access to the information and ensuring that it is secure.

Chairman CRAPO. All right. Thank you.

Mr. Kalman.

Mr. KALMAN. We also would agree that FinCEN is the right re-
pository. We think that it is a good mix of protecting the privacy
but allowing law enforcement the appropriate access that they need
in a timely fashion.

Chairman CRAPO. All right. Thank you very much.

And there has been some comment also today that the United
States is lagging far behind in terms of having the kind of struc-
ture to deal with beneficial ownership on a global basis.

How do most of the other Nations who are ranked as having a
more effective system operate? I guess the question I am asking is,
Do they collect the same level of data and so forth, and do they
have a central repository? And how does that work? Any of you,
just jump in on that.

Mr. KALMAN. Just quickly. So the first directory that is sort of
up and running is in the U.K. It is a public directory, actually.
They do collect similar information.
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There are some exceptions to the publication of that data where
there is an appropriate reason to do so.

The European Union has voted that all 28 member States are to
have a directory up in the next few years, and that also includes
the Economic Zone. So that is the additional three countries. The
U.K’s Crown dependencies and the overseas territories are also in
line to bring on beneficial ownership, and it is all very similar in-
formation.

Chairman CraPoO. All right. Thank you.

I will let you choose among yourselves who wishes to respond to
this question. Banks already generate and file sensitive suspicious
activity reports, SARs, and under the current CDD rule, they al-
ready collect some of this beneficial ownership information at the
account opening. How do banks treat this information and keep it
private, and how would this legislation keep similar information
private?

Mr. Baer.

Mr. BAER. Sure, Senator. I mean, with respect to SAR filings,
there is a whole special regime just around that act, where a bank
is criminally prohibited from disclosing the existence of that SAR
to anyone, including the subject of the SAR.

With respect to the information gathered in the account opening
process, which includes this type of information and a lot of other
information, historically you have the Right to Financial Privacy
Act, which is really more directed at keeping it private from Gov-
ernment, but also under the Gramm-Leach—Bliley Act, there was
actually a title of that law that established important privacy pro-
tections for U.S. citizens and bank account holders. And under
that, banks not only have to keep that private, but they have to,
under the FTC safeguards rule, have a demonstrated way of ensur-
ing that it is safe and sound.

Chairman CRAPO. All right. Thank you.

Senator Brown.

Senator BROWN. Thank you.

Mr. Kalman, I want to follow up on your answer to Senator
Crapo about other countries. Understanding what you said, that we
lead in a number of things, perhaps on combating terrorism, fi-
nancing terrorism and drug trafficking and other crimes, but do not
on this, and that Britain especially has moved, the current gaps in
U.S. laws, how do those affect U.S. efforts to enlist international
partners in this?

Mr. KALMAN. Actually, in several ways. Thank you for the ques-
tion.

Let me actually say there are numerous law enforcement officials
that have told this story in various settings, where they go over-
seas to work with our partners to try and help them negotiate and
try and strengthen anti—money-laundering laws or to train them
on how to do these investigations.

Inevitably, at the end of those trainings, people come up to them
and say, “Hey, could you help me with an investigation? We have
traced the money back to, say, Delaware,” or one of the other
States in the country. And they are very embarrassed that they
cannot help them because there is no information.
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So, in short, it not only undermines our ability to find this infor-
mation, but it also inhibits our ability to work with other Nations
and make this more of a global norm.

Senator BROWN. Thank you.

Let me ask you about real estate. The abuse of shell companies
obviously is a real problem. Some of them, we have seen the in-
volvement of Russian oligarchs and other authoritarians. There are
pools of money flowing into cities and buying up U.S. real estate.
These investments do more than just allow fraudulent actors to
park illicit money into our country. They also potentially—and we
have seen examples of raising prices and pushing out illegitimate
buyers.

Explain how creating national beneficial ownership disclosure re-
quirements and a shared database would strengthen efforts to
counter that kind of illicit foreign money flowing into U.S. real es-
tate.

Mr. KALMAN. The real estate markets are particularly vulner-
able. They are obviously large attractive ways of investing money.
It not only drives up prices, but is also drives out small businesses
that actually rely on people living in those entities. And when
these buyers come in, they do not buy it to live there. They are not
residences. They are actually using them as bank accounts, and so
entire neighborhoods are being hollowed out. And you can see that
in New York and Miami.

If there was a crime to file beneficial ownership information,
then the banks would be able to check that database. If there were
suspicious activity and law enforcement figured it out, then they
would be able to go and check those registries.

What is interesting is the geographic targeting orders issued by
FinCEN showed that 30 percent of the transactions covered by the
geographic targeting orders involved people with suspicious activity
reports. So this information would be valuable to law enforcement.

Senator BROWN. Thank you.

Ms. Harned, thank you for your concerns representing your
300,000 members. I have a couple of comments, and then I want
to ask how we can—this is pretty clearly a bipartisan effort, and
we want you on board, if at all possible, making easier particularly
for people, maybe in both parties, but especially Republicans to
support this effort.

According to the Census Bureau, 94 percent of firms with paid
employees have fewer than five owners, the kind of membership I
know that you thrive on. As you know, we are asking for name, ad-
dress, date of birth, nationality, driver’s license, or passport.

Considering that the example you gave us of the restaurant
owner couple and then the woman who got the bonus when she
was doing such a good job, that only she would have to only file,
name, address, date of birth, nationality, driver’s license, or pass-
port. How do we mitigate your concerns on this so that the bur-
den—I know there is always one burden, another burden, another
burden, but this is pretty simple. It is in our national interest. It
is to help all of us be more safe, and to some of us, it does not seem
like a huge burden. Walk through what we could do to make you
want to support something like this.
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Ms. HARNED. Well, I just think there are still so many questions
with this legislation, quite frankly. I mean, again, you are starting
with the premise that our members are not going to support a new
paperwork requirement. I mean, we must start with that premise.

But then moving forward from there—you know, I am here for
the law-abiding, 90-plus percent members or businesses that are
not—you know, the vast majority that are not criminals. We are
very concerned that this is very broadly tailored. It is more of just
let us make everybody report and not really going after——

Senator BROWN. Well, can you identify your 1/100th of 1 percent
of NFIB members who might be terrorists?

Ms. HARNED. I do not think we have any.

Senator BROWN. Of course, you cannot, no.

Ms. HARNED. Yeah.

Senator BROWN. But my point is that that is the way these
things work. Keep going.

Ms. HARNED. I guess my point also is even the bankers during
the CDD rule comment phase noted that this was going to be very
hard for small business owners, and when you are looking at
things like gifting a business to a family member, a
multigenerational business, and forgetting to fill out the form, you
are slowly transitioning the son or daughter to become more of an
owner of the business, take more ownership, a divorce, there are
so many things that can happen that are going to trigger this. If
you get that answer wrong, and it is a matter of enforcement dis-
cretion whether or not you are going to see a civil penalty and/or
jail time.

I just think at the end of the day, it seems like a very big ham-
mer for a very little nail. I am not doing a good job of my analogy,
but it is just such a broad—making all the small business owners
report, rather than just when they are—as we currently have
under the CDD rule, the bank is doing the reporting. It is just very
hard for our members because, again, when you are asking them
for this information—let us say it is done through the Secretary of
State through a letter. They are going to get this letter, and a lot
of them are going to be like—they might freak out, quite frankly.
They might wonder, “Who is FinCEN? Do I really need to do this?”
I mean, there is just going to be a lot of—a lot of questions, and
I just am very concerned there is going to be rampant noncompli-
ance.

Senator BROWN [presiding]. I would hope if this passes—and,
again, it has got a lot of bipartisan interest—if it passes that you
would help us in allaying some of the fears of your members of
your constant “preaching,” for want of a better term, or educating
that Government regulation is always evil and that Washington is
always a bad actor, that you would—and to help make America
great, perhaps you would help to teach people that sometimes to
fight terrorism, maybe this is what you have to do.

But we will continue to work with you.

Senator Reed.

Senator REED. Thank you, Mr. Chairman. Thank you, Mr. Rank-
ing Member, to be accurate, and the lady and gentlemen, thank
you for your testimony.
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Mr. Kalman, I think we understand that this is a grave national
security issue. Can you give us an idea of what you believe the
most important tools would be for us to provide to deal with this
issue of beneficial ownership?

Mr. KALMAN. Thank you for the question, Senator.

Just yesterday in the Judiciary Committee, Adam Szubin, the
former Acting Treasury Secretary and Under Secretary for Terror
Finance, said that collection of the beneficial ownership informa-
tion is perhaps the single most important thing that Congress can
do to combat the problems associated with anonymous companies
and national security. Simply collecting this information and put-
ting it in an accessible place for law enforcement and for the finan-
cial institutions that are seeking to protect our financial systems
seems like the most important thing we can do.

Senator REED. Very good.

And we are seeing this problem in terms of infiltrating our in-
dustrial base, as you pointed out. The Afghan Taliban company
that was supplying our forces to fight the Taliban is a bitter irony.
We are seeing it in our political space where we do not know some
of the corporations who are funding campaigns through super
PACs. We are seeing it in terms of potentially media ownership or
other aspects that face the social fabric.

So this is an issue that is profound. I would hope you would
agree.

Mr. KALMAN. I would.

Senator REED. And I think we can agree on the dimension of the
problem. We might differ on solutions, but this is not going to go
away. It is going to get much, much worse.

In that regard, there is a related issue in my mind—I mentioned
it to Senator Brown—is that a lot of these sham companies are
using Bitcoin and other devices to, again, undermine our economy
in other respects.

Mr. Kalman, any ideas about improving transparency related to
these currencies?

Mr. KALMAN. Thank you for the question.

Two things, I guess I would say on that. First, I should say I am
not an expert on cryptocurrency, just to be clear, but as far as I
understand, there is multiple steps, one of which is there are enti-
ties when you first purchase the cryptocurrency. Right now, anony-
mous companies can get into the system. Once they are in there,
I am less familiar with how it operates, but just to literally get into
the system, an anonymous company can do that.

The second thing I would say is it is also yet another reason to
pass legislation as opposed to just relying on the CDD rule.
Cryptocurrencies are not going through banks, and so it creates an-
other vulnerability.

Senator REED. I think interesting is just the announcement that
Facebook is proposing to create a cryptocurrency, Libra. They have
2 billion members all across the world. There are no national lines.
The potential—and again, 10 years ago, if you talked about this
nice little application where you could talk to your buddy, you
would not assume it would gather so much power as it has.

But there is a real danger in terms of the economy that the dol-
lar could literally be displaced as the world currency if this
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cryptocurrency spreads rapidly, and that raises profound issues. I
think the Committee is going to be prepared to grapple with them,
but both in terms of—I think we have two issues here. We have
got to fix this beneficial ownership problem. All the evidence that
we have seen shows it is a vulnerability that is significant.

If you marry that up now with a worldwide cryptocurrency which
essentially eliminates the Federal Reserve as a moderator of eco-
nomic policy in the United States, we will have a new world econ-
omy and world power structure that we have never anticipated,
and that could happen, the way things move, within months, or
years, not within decades.

So thank you all for your comments today.

Thank you, Mr. Chair.

Senator BROWN. Thank you, Senator Reed.

As you suggested, we have all been talking about this, and the
Chairman has called a hearing on cryptocurrency, on this issue, I
believe in July.

Senator Warner.

Senator WARNER. Thank you, Senator Brown.

Let me first of all—I appreciate you and the Chairman bringing
this issue up and recognizing the broad bipartisan support. Senator
Cotton, Senator Jones, and I have been working on legislation
called the ILLICIT CASH Act that at least is a starting point that
I hope you and the Chairman would look at.

I also want to pick up a little bit where you left off. I find it re-
markable, Ms. Harned, that any business organization would have
such a knee jerk reaction. I think the vast majority of NIFB busi-
nesses in Virginia know that there is abuse, know that there are
shell companies that are being manipulated.

We are not talking about putting in place requirements for finan-
cial records. We are looking for name, ID, pretty basic stuff.

Mr. Kalman, your testimony has done a great job on how this ap-
proach can strengthen also about national security and fighting
terrorism, but let us face it. This would also have implications well
beyond national security and fighting terrorism. How can this, the
kind of database we are creating in our legislation and other pro-
posed legislation, take on issues around sex trafficking, opioids, tax
evasion, counterfeit materials, all concerns that most small busi-
nesses have?

And I would point out—and maybe some of the groups have not
done their full research—that all independent analysis shows that
America is at the absolute bottom of the pile, second from the
worst of any Nation in the world, in having too much secrecy in
our laws.

So I would be happy to introduce the representative from NFIB
to Virginia businesses who actually, I think, would recognize if we
do this in an appropriate way—and I think our legislation tries to
take those small businesses concerns more than maybe what is
going on in the House—that they would do their patriotic report-
ing.

With FinCEN, you have an organization that is not, by any
means, a gotcha-type organization. They have worked well with
people. They try to make sure if there is a forgotten filing or
missed filing, you do not move to penalty. Some of the over-the-top
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rhetoric about, well, you are going to get put in jail is either an evi-
dence of ignorance or really not very helpful.

So, Mr. Kalman, if you could speak about this beyond some of the
national security and terrorism issues, I would be grateful.

Mr. KALMAN. Sure. Thank you for that question.

The anti—human-trafficking organization Polaris joined our coali-
tion last year specifically because of the connection and the nexus
between human trafficking and anonymous companies. In fact,
they did a study where they looked at 6,000 illicit massage busi-
nesses and actually did a deep dive into illicit massage businesses
in Virginia and found that in over 80 percent of the cases, there
was no individual listed on the ownership line. In 21 percent, they
did list someone, but it was unclear if it was the owner.

So the found anonymous ownership being one of the leading driv-
ers of preventing law enforcement from being able to crack down
on illicit massage businesses and the human trafficking that goes
on through there, so that is just one example.

Senator WARNER. And there is some more examples of fake
fronts, I know, in Southwest Virginia around opioid distribution.

Now, again, many of the small businesses want to get the right
workforce, I think would like to see a shutdown of those kind of
enterprises.

One of the things that we have also tried to address is that this
information might be used to go after political opponents that have
not done any—created any criminal wrongdoing.

I think you are aware in our legislation, we exempt (c)(3)s and
(c)(4)s, but can you speak again to our legislation and how we pre-
clude that kind of—any potential for political manipulation?

Mr. KALMAN. As I understand it, this bill is not meant to address
political spending issues, and to be clear, if individuals or entities
are moving money into the political system legally if people are—
we may have a debate, a different debate over political finance,
then this is not going to get it. That there is no public release of
this information.

If an actor in a State did somehow get access to the FinCEN
database, an Attorney General or what have you, who had access
to the FinCEN database and used it purely to find out dirt on their
political opponent, that is a criminal act, and they would have to
be willing to jeopardize their political career.

I will say, though, that foreign interference in the election, if in
fact money is coming in from Russia, North Korea, or China to in-
fluence our elections, and law enforcement finds out about it, this
would be a way of combating that.

Senator WARNER. Let me also get in one, and let me be clear. We
are very concerned about undue burden on small business. It is
why we tried to make sure, unlike the House direction, that this
reporting was supposed to be integrated into the existing processes
and procedures and that you would only need an additional filing
if there is that change in ownership.

I would like to have you comment on that, but I also do think,
echoing what Senator Brown has said, that if we are second worst
in the world on this, if we have evidence of terrorism and other bad
actors, if we have evidence of sex trafficking, opioids and other lev-
els of abuse, and we have seen a proliferation of these shell compa-
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nies using these tools—I can tell you from the intelligence commu-
nity side, we have seen that proliferation—I would be very anxious
to talk to any small business about the need for this and work with
every small business to make sure that we do this in the least bur-
densome way possible.

But to have simply a knee jerk reaction of any new reporting re-
quirement, by definition, is not worth the value of that report is
frankly a not very sophisticated or helpful view.

So, Mr. Kalman, how else can we make sure we do a better job
on p‘;'otecting small businesses from not doing this in a burdensome
way?

Mr. KaLMAN. Well, in your legislation, in the ILLICIT CASH Act,
I think you all did take some really important steps that are new
and different ways of collecting this information than had been pro-
posed in the past.

Let me just give you one example, since we have limited time.
The change to requirement the updates every 90 days instead of 60
days, businesses do not interact with Government every 60 days.
They do interact

Senator WARNER. Right. They do it on a quarterly basis.

Mr. KALMAN. Most businesses interact on a 90-day basis, which
means that they do not have to remember independently. They do
not have to think about this, and when they go on and file their
payroll taxes or their quarterly estimated taxes or what have you,
there could be a button on the IRS website that takes you to
FinCEN. You check the thing going “Yes, that is still me” or make
the updates, and it is a seamless process.

Senator WARNER. Again, that information is not financials; it is
simply identify.

Mr. KALMAN. It is simply identification, and we think that that
truly removes one of the burdens for small business and makes it
a very seamless process in things they are already doing.

Senator WARNER. Thank you so much.

Thank you, Mr. Chairman.

Senator BROWN. I have one more question actually for Mr. Baer
and for Mr. Kalman, if you would each answer about privacy con-
cerns.

Some have expressed a concern requiring actual ownership infor-
mation that company formation would unnecessarily infringe on
American’s privacy rights. Obviously, it underscores the importance
of ensuring the information is lodged in a secure database where
it can only be accessed by law enforcement officials with a legiti-
mate public purpose.

Describe, each of you—start with Mr. Baer—and my really only
question, could you describe precisely what ownership information
will be required of companies’ information? For example, under the
Maloney bill in the House, do you think current FinCEN safe-
guards on data privacy are sufficient to ensure strict privacy for
this kind of beneficial ownership information?

Mr. Baer.

Mr. BAER. Thank you, Senator.

Yeah, I believe existing safeguards have proven to work and
would be sufficient in this area. As Mr. Kalman noted, access to
FinCEN data is limited to a physical portal. You have to be author-
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ized. You have to be pursuing a legitimate investigation. This can-
not be a fishing expedition or just a fun frolicking detour. There
are penalties in the event that that does happen.

And, again, we have a track record with FinCEN of success in
that area, as well, of course, with the banking industry where this
information is held and has been kept confidential until the end of
time.

Senator BROWN. Thanks.

Mr. Kalman.

Mr. KaLMAN. Specifically, the information is name, address, date
of birth, and identification number. So just to answer that ques-
tion, we think it is limited pieces of information that are valuable
to law enforcement, without overly providing information about fi-
nances or other issues.

And I would just remind that the kind of fishing expeditions or
concerns about this carry criminal penalties. This is a very serious
issue.

One of the things they did in the House bill, which might be
helpful, is when people—originally they had you access the
FinCEN database through existing protocols, and people did not
understand what that means. And so they actually listed out a
number of the protocols to help people understand the privacy pro-
tections, and that, I think, gave people with privacy concerns a lot
more comfort that when they are spelled out in the bill that that
actually—when they saw it, they said, “Oh, that actually is a rea-
sonable set of protections.”

Senator BROWN. Thank you, Mr. Chairman.

Chairman CRAPO [presiding]. Senator Tills.

Senator TILLIS. Thank you, Mr. Chairman.

Thank you all for being here.

I have one question. Anytime we are looking at potential invest-
ments that are maybe questionable, we want to make sure that we
have collected the appropriate information, make sure these trans-
gctions and investments are in the best interest of the United

tates.

The flip side of it is sometimes, let us say, with CFIUS, we know
the vast majority of the applications go through the process are
proven to be valid for the foreign direct investments. So when we
get on this subject, we have frequent investors and those that—if
you could think of almost TSA preclearance, the concept I am sure
you are all familiar with and the trusted natural person. Can you
give me any thought on how you could implement that so that the
ones that you have based on track record would be fined, actually
move them into the express line, so that we have more resources
to go after potential investors and investments that are the ones
that we are seeking to identify? Just go down the line.

Mr. BAER. Senator, I think you are right, and this certainly is an
area where the vast number, vast majority of those who file in fact
will not ever be objects of law enforcement interest. So, clearly, you
want to minimize the burden on the great majority for whom this
information eventually will not be that useful to law enforcement.

But I think the way you do that is by greatly simplifying the
amount of information that they have to disclose, which especially
in this day and age, when I am putting this—more information
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than this on every website I seem to visit, to have to do that once
at formation as part of a bunch of other things you are going to
be doing anyway and quarterly only if there is a change, again, as
part of an existing interaction with your Government, that seems
the best way to minimize this obligation.

It is tough to do precheck when there is so little required. They
are not doing cavity searches here for anybody. So it is really a
minimal intrusion, I think, to start with.

Ms. HARNED. Well, again, we are very concerned about the bur-
den, and we are concerned about the exposure. It is leaving honest
American small business owners with—you noted the criminal pen-
alties again. If you make a mistake, the way the current law is con-
structed in the legislation we are looking at, there are criminal
penalties attached. You are now dealing with enforcement discre-
tion to make sure that a mistake is not penalized that way.

We just also think that criminals are going to lie, and even in
the hearing that you all held, I think, last week, Mr.—what is his
last name?—Blanco said that even FinCEN was not going to be
able to verify all of this data, and so then our question is why are
you requiring every small business owner in this country to provide
it.

Mr. KALMAN. We would be happy to talk with you about figuring
that out. I think, as Mr. Baer said, because we are talking about
such a limited set of information, I am not sure how you could
streamline it further, but we would certainly be willing——

Senator TILLIS. Not much.
hMr. KALMAN. But we would be certainly willing to talk about
that.

I think that the improvements like in the ILLICIT CASH Act
that try and match up reporting episodes with existing business
interactions with Government is a good way of making sure that
you are minimizing the amount of burden on businesses, but happy
to talk to you.

Senator TILLIS. Yeah. The issue, when you are a small business
and you are the CEO, the CFO, the head of marketing, the head
of regulatory affairs and sales, it may seem like only a little bit of
information. But when you are acting or interacting with Big Gov-
ernment, I have no doubt that there are some who may want to
move capital, simply will not, because it is just one more layer on
top of a small business base that is already overburdened with just
running their businesses.

So I think just looking at it, trying to figure out a way to do it
efficiently, because I do know, just like foreign direct investment,
the vast majority of the transactions are not maligned, and the
more the merrier. That is how we continue our great story to tell
in terms of growth.

Thank you all.

Chairman CRAPO. Thank you.

I am going to ask one more question too, and then we will be
done with the questioning, maybe one more quick line of questions.

It focuses on this. I think Ms. Harned has raised legitimate ques-
tions from the small business concern about whether this is yet
again another regulatory burden being imposed on our many small
businesses in the country.
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The response to her has been that this is a very minimal set of
data and it is not really a significant increased burden.

I can see some concern on the part of the business community
in the United States that maybe that is what we think, that it may
not be what it becomes. I am familiar in—I am not going to use
specifics here, but I am familiar in other regulatory arenas where
what should have been just filling out a little bit of data about
somebody has turned into a regulatory nightmare for those being
regulated because—I will use an example that is a real example.

Penalties imposed for failure to capitalize the State in an ad-
dress, I do not think we contemplate here having FinCEN or IRS
examiners come into every small business in the United States to
make sure that they go over their records and be sure that they
are accurately reporting. I do not need you to—other than just give
me a yes, that is what you are not contemplating. Is that correct,
Mr. Baer and Mr. Kalman?

Mr. BAER. Correct, Senator. There is no examination function
here.

And I would also add that at least under the Senate and—the
draft Senate bill and the House legislation, there is no penalty for
a mistake. It has to be a knowing, willful act.

Chairman CRAPO. So is there a knowing and willful standard in
the legislation being proposed?

Mr. BAER. In the ILLICIT CASH Act, yes, there is.

Chairman CrAPO. OK. So, Ms. Harned, would you feel better—
maybe I should not say “feel better.” Would it be acceptable if there
were a very solid and clear knowing and willful and material
standard so that an immaterial or inadvertent mistake would not
trigger penalties, and if we made it very clear that we do not in-
tend for the regulators who will be enforcing this system to be step-
ping up this basic requirement that we are putting together and
expanding it through rule and regulation or what have you?

Ms. HARNED. Well, I cannot negotiate today, right?

Chairman CRAPO. Sure.

Ms. HARNED. But, I mean, that would—what you are describing
would be something we would definitely want to look at because,
again, that is a concern. Just saying willful and knowing, that does
not always come out the way that you might think it would for—
you know, somebody may still not have bad intent there and still
get caught up in it or at least have to defend themselves and pay
money to do that. So we would want to look at that language.

Chairman CRAPO. All right. Thank you.

Either Mr. Baer or Mr. Kalman, would you like to comment on
that any further, just the general issue here that I raised?

Mr. BAER. I guess, Mr. Chairman, the only thing I would add is,
I mean—and to go back to my original testimony, this is informa-
tion that small businesses and large businesses are already pro-
viding to their banks under the FinCEN Customer Due Diligence
Rule instead of—it is actually the Social Security number instead
of the passport or driver’s license ID, but everything else is the
same. That has not proven to be an insuperable burden. I do not
think you have seen prosecutions.

So it is something they are already doing, at least any small
business that has a bank account, which is, in other words, any le-
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gitimate small business. So that seems to be a pretty good founda-
tion on which to believe that this is not something that is going to
get out of control or be a very large burden.

Chairman CrAPO. All right. Well, thank you.

I see we have a couple of other Senators arrive. Did you want
to ask questions?

OK. Then I did not see who was here first. Oh, Senator Jones,
go ahead.

Senator JONES. Thank you, Mr. Chairman. I appreciate the wit-
nesses being here. Thank you, Mr. Chairman, for calling this hear-
ing.
I know that—and I apologize for being late this morning, but I
know that there have been a number of concerns raised about
added paperwork for small business. But when talking about infor-
mation that has the potential for saving lives, I am not sure that
that—I do not want to get overburdened with paperwork, but at
the same time, this is really important.

The bill that we have pending right now makes clear that
FinCEN should take every step available to combine the beneficial
ownership reporting with existing procedures that a business might
already engage with at a State and Federal level.

So let me give you an example. In Alabama, every year, an LLC
has to file an annual report and business privilege tax return. It
costs a minimum of $100, and there are multiple forms to fill out.
This does not even count the various business licenses that they
have to fill out, the permits that are required often to actually con-
duct business.

I guess this really—anybody can answer this, or all of you can.
If the filing of the beneficial ownership, three or four names and
addresses, could be done alongside processes that already exist,
like the ones I just described, is this going to be a substantial bur-
den on those businesses?

Ms. HARNED. Well, I would argue that you are also kind of mak-
ing my point because you are suggesting all of the reports that the
small business owner is already having to fill out.

I hear what you are saying on the protocols that——

Senator JONES. But you are not suggesting that they should not
fill those forms out. I mean, a business

Ms. HARNED. No. I am just saying that that is already—one of
their biggest burdens on small business is just paperwork compli-
ance.

Senator JONES. OK. Sure.

Ms. HARNED. And when you are talking about adding this to ex-
isting protocols, my other concern that I raised in my testimony
is—again, you click on a button that takes you to FinCEN. My
members do not know who FinCEN is, and they may be very skep-
tical that this is something that they really need to do. Are they
being scammed? Is this some malware situation?

I could see that reaction happen often because I have been at
NFIB for 17 years and we still get numerous calls on the Small
Business Survey that the Census Bureau does.

Senator JONES. Right.

Ms. HARNED. “Do I really need to do this? Do I really need to
provide this information?”
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So I just—you need to understand that for a business that just
has five employees, they are very skeptical of these questions that
are coming from——

Senator JONES. Is that any reason not to do it, though?

Ms. HARNED. I am sorry?

Senator JONES. Just because there would be some businesses
that might be skeptical of doing it and may be afraid to push the
Send button, is that a reason not to do it? If 90 percent of the busi-
nesses out there do it and they do not have a problem with it,
should we just throw the baby out with the bath water and let the
10 percent control?

Ms. HARNED. Right. But then there is criminal and significant
civil penalties for noncompliance.

Senator JONES. No, I agree with that. Look, I get that, that we,
you know—but I have also been a prosecutor, and I understand
that when you see something like that and you have a business,
you talk to them. You do not run out and prosecute somebody just
simply because they screw up the first time.

So I do not think there is a real likelihood, given what my his-
tory has been with prosecutions, that if somebody does not do it as
this process gets implemented that they would immediately be
prosecuted.

Now, if they do not do it three, four, or five times in a row, that
is a different story, but I hesitate to not put something like this
in there just because somebody might be hesitant to do it when I
think overwhelmingly the small businesses out there get it, and
they would understand exactly why we do it.

I do not think that this—from my view, it does not increase the
burden very much. There is a burden on small businesses, and I
think everybody on this Committee would love to see that burden
lightened in some way, but yet some of the information that they
have is just incredibly important. It is important for transparency.
It is important for people to see what is going on in their State.

So how do you balance that? Do you just not do it? Do you just
not collect this?

Ms. HARNED. Again, I mean—but now the solution that is being
proposed is so broad. I mean, it is every single business owner.

Senator JONES. Well, what do you suggest? Give me a suggestion
on how we narrow it.

Ms. HARNED. Well, were there not businesses that are more like-
ly than not? Like we have talked about real estate or things like
that. Can we not target where we are seeing the actual problem?

Senator JONES. We have excluded a bunch of those. We have ex-
cluded a bunch of businesses in this bill. For that very reason, we
have excluded a bunch of these businesses.

Ms. HARNED. No, but where you are seeing more of the problems,
I guess, is what I am saying.

Senator JONES. Yeah, but if we see more of the problems—just
like when I was—if we arrested a drug dealer, when I was a pros-
ecutor, on this corner, somebody is going to pop up on this corner.
So if we start excluding those businesses, guess what? Somebody
is going to start moving into those businesses that have been ex-
cluded.
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I think what we have done with this bill is we have put some
exclusions in there because, historically, there has never been an
issue, and the burden would be great.

But we cannot start cherry-picking those exclusions so much be-
cause I am telling you the bad guys will go there. I know that. I
have been there. I have done that, and they will go there.

So I am happy to work with you and your staff to try to help to
tailor this to allay your concerns, but at the same time, I do not
want to get the fear of a few people who might be concerned about
hitting a button on the internet to stop what I think and what I
think my colleagues that have worked on this for over a year have
done, an incredibly important thing that we can collect that might
help save lives down the road.

But thank you. Thank you very much.

Thank you, Mr. Chairman.

Chairman CRrRAPO. Senator Cotton.

Senator COTTON. Thank you, Mr. Chairman.

Thank you to our witnesses for appearing today.

I have been working on the ILLICIT CASH Act now since last
summer, and I want to thank Senator Jones, Senator Warner, Sen-
ator Rounds, the Chairman and Ranking for their assistance, as
well as some of the other Senators not on this Committee, like Sen-
ator Gramm and Senator Feinstein on the Judiciary Committee,
who held a hearing on this topic yesterday.

I also want to thank the Bank Policy Institute and the Financial
Accountability Corporate Transparency Coalition for their support
for the draft bill we have introduced.

The bill includes an overhaul of our outdated anti—money-laun-
dering laws, and most of it was done months ago, but we still have
only released a draft, even after consulting with more than 50 dif-
ferent stakeholders, like privacy groups and law enforcement, FBI,
FinCEN, and business groups, because we still want more feed-
back. We do expect to introduce a final version later this summer,
but we look forward to hearing feedback and input from our col-
leagues here in the Senate as well as the organizations who are
represented here at this hearing and many other representatives of
the business community.

We need a beneficial ownership registry for national security
purposes. I have heard that repeatedly from the FBI, from the De-
partment of Justice, from the intelligence communities I oversee on
the Intelligence Committee. It can help not only things like ter-
rorism, but human trafficking and other crimes.

I am also very mindful, however, of the potential burden that
such a registry could impose on businesses, especially small busi-
nesses. That is why I have made it a priority over the last year to
try to find ways to minimize those burdens, while also ensuring
that our registry helps meet the needs of law enforcement in our
intelligence communities.

I think it is better that we work now to create a best-in-the-world
system if a registry is going to be inevitable rather than wait
around to have a system that ultimately will hurt small businesses.

That is why we have taken many steps to include sensible provi-
sions that will alleviate the potential burdens on small business.
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First, the beneficial ownership registration will be attached to
things that businesses are already doing, like creating or renewing
their entities at the State level.

Second, there will be no additional annual reports required. After
filing a registration, companies do not have to do anything more
unless there are changes to the company’s ownership.

Third, there will be exemptions to the registry that are self-effec-
tuating. Things like nonprofits, churches, and other regulated enti-
ties will not have to prove that they are exempt. They will simply
be exempt.

Fourth, going to the points that Senator Jones was making, there
will be a cure provision. Everyone will get due process, which
should have the benefit of also getting quality data into the data-
base. So if there is any kind of minor discrepancy in a company’s
beneficial ownership registry, that company will have the oppor-
tunity to address and correct that issue. That also means that they
will not face the risk of certain penalties without the ability to cor-
rect inadvertent or good-faith honest mistakes or errors.

Fifth, there will be an ombudsman-like process for any business
who has questions or complaints about the process as well as a
semiannual report to Congress summarizing Inspector General’s
activities related to beneficial ownership.

Sixth, strict protocols for who can access the beneficial ownership
registry will be adopted. We have also included very severe pen-
alties, even prison time, for the improper disclosure of any com-
pany’s beneficial ownership data.

Seventh, we will have a clear definition of what it actually means
to be a beneficial owner, clearer than the bill that just passed the
House Financial Services Committee.

Eighth and final, it will be easier for companies to open bank ac-
counts. Opening business bank accounts ought to be easier than it
is today, and it will be once companies—or once financial institu-
tions can access the high-quality beneficial ownership registration.

So I would like to ask the witnesses—Do these changes make it
easier to get a beneficial ownership registry up and running with
minimal disruption and also minimal long-term burden to busi-
nesses, especially small businesses?

We will start with Mr. Baer and just go down the panel.

Mr. BAER. Senator, I think they absolutely would, and I should
hasten to add, although the focus today has been the beneficial
ownership portion of the bill, the rest of the ILLICIT CASH Act is
extremely important and we believe extremely well considered and
is a very, I think, innovative and thoughtful approach to a lot of
very difficult issues.

But with respect to the beneficial ownership provisions in par-
ticular, we believe this is a very well-thought-through approach to
mitigating any potential costs and burdens and yet still getting law
enforcement and national security the information they need.

Senator COTTON. Thank you.

Ms. Harned.

Ms. HARNED. Well, what you have articulated does sound like it
would address some of our concerns. We would want to see that
statutory language and really want those protections clearly in the
statute for small business owners.
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Senator COTTON. Yeah. Thank you.

Mr. KALMAN. Yes. And thank you for your leadership on this and
your colleagues.

We do think the concerns and the issues that have been added
to the bill improve the bill and does help to strike that appropriate
balance between privacy, ease of business, and making sure that
law enforcement has what it needs.

Senator COTTON. Thank you.

So my time has expired. As I said, this is draft legislation. We
want to work together, especially we want to work with small busi-
nesses. Everyone on this panel, no matter what State we come
from, represent thousands of small businesses like pizza shops and
dry cleaners and lawn care companies that have very legitimate
reasons to need these kind of entities. We want to find ways to sep-
arate them out with the minimal burden while also stopping terror-
ists and drug traffickers and deadbeat dads and people trying to
hide assets before they get a divorce and all of the other malicious
reasons that people use these entities.

So we will appreciate your continued input and feedback on the
legislation. Thank you.

Chairman CRAPO. Senator Cortez Masto.

Senator CORTEZ MASTO. Thank you.

And I agree in the sense that the goal here is to minimize the
burden to our businesses but still allow our law enforcement agen-
cies to go after that criminal element when it comes to these shell
companies.

And as somebody who was a former Attorney General of the
State of Nevada, I agree with my colleagues, particularly Senator
Jones, that this is happening, and it has been very difficult for law
enforcement to get the information to really take on that criminal
element.

I am talking transnational crime. We do not know, without the
information, the extent of the criminal activity that is going on.

So let me ask you, Mr. Kalman. We have heard—or the Com-
mittee has heard from the Fraternal Order of Police, the National
District Attorneys Association, Federal Law Enforcement Officers
Association, two dozen State Attorneys General, and others that
the lack of beneficial ownership information in the U.S. frustrates
officers and stymies this criminal investigation, as I have said. Can
you share any examples to help us understand why that lack of in-
formation has stymied criminal investigation?

Mr. KALMAN. Yes. Thank you for the question, Senator.

I mean, there are thousands of examples of how anonymous com-
panies are now being used for everything from fueling the opioids
crisis to human trafficking, as you said, sanctions evasion.

I think one of the more famous examples that gets batted around
is how Iran had used a series of anonymous companies, including
some in New York, through which to purchase property in Manhat-
tan. And to think about that just for a second, that the safest place
in the world for Iran to evade our sanctions, our economic sanc-
tions, was to park money in the United States and in New York,
that should be pretty chilling to folks.

So we think that while the considerations of privacy and small
businesses burdens, absolutely we want to work with people to
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make sure we are putting in the appropriate protocols, we do think
that this is critically important information, and law enforcement
continues to say it is.

Senator CORTEZ MASTO. And can you also address—I believe in
your written testimony, you note a report from the Global Witness.
The report “Hidden Menace” found numerous incidents in which
the U.S. Department of Defense had contracted with anonymous
companies that at best defrauded the U.S. military and at worst
endangered the lives of troops serving overseas. Can you expand a
little bit on what the “Hidden Menace” report found about Pen-
tagon contracts?

Mr. KALMAN. I mentioned this a little earlier, but just to say I
share with you, one of the more chilling stories was that the De-
fense Department had contracted with a U.S. company to provide
services to troops in Afghanistan. It turns out that that company
was secretly owned by folks affiliated with the Taliban, and so we
were literally providing the funding to potentially buy weapons and
other arms, guns and other arms that are being aimed at our
troops.

Senator CORTEZ MASTO. Thank you.

And I appreciate the conversation today. I am sorry I had to step
out. I have a competing Energy and Natural Resources hearing
going on at the same time. But please know that this is an issue
that is so important for us to address, and as somebody who was
responsible for law enforcement in the State of Nevada, it truly is
an issue. We know it is happening, and we have got to figure out
how we stop it.

I think working with our small businesses and working with the
businesses, there has got to be a way that we can minimize that
burden but at the same time give the information to our law en-
forcement to weed out and stop and hold accountable anybody,
whether it is a foreign adversary or drug cartels or anybody that
wants to utilize a shell company to defraud others or violate the
criminal laws of this country.

So I am looking for that balance. I appreciate the legislation that
has been introduced and the draft legislation that I have seen. We
are looking at it right now. I appreciate you being here, look for-
ward to more input, but I am hopeful at the end of the day, we can
all come together and really look at good legislation that is going
to address the issues that we have heard about today as well.

So thank you.

Chairman CRAPO. Senator Sinema.

Senator SINEMA. Thank you, Mr. Chairman, and thank you to
our witnesses for being here today.

At the last beneficial ownership meeting, I spoke about how the
Sinaloa Cartel and other criminal groups move millions of pounds
of methamphetamines and heroin from Mexico through Arizona.
These groups tear our communities apart, and it is clear that Ari-
zonans bear the brunt of Washington’s failure to address the crisis
at our southern border.

So, in the last hearing, we learned how beneficial ownership in-
formation can help focus and improve the efforts of law enforce-
ment to stop these dangerous criminals, and I am grateful for the
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opportunity today to hear from non-Government stakeholders
about the best way to obtain beneficial ownership information.

So, Mr. Kalman, thank you for being here today. Under the pro-
posed ILLICIT CASH Act, what types of information would busi-
nesses provide to the financial crimes enforcement network upon
incorporation?

Mr. KALMAN. There are four basic pieces of information, which
would be the name of the owner, the address, the date of birth, and
an identification number. There is no financial or other information
about the company that is being provided.

Senator SINEMA. Great. Thank you.

Mr. Baer, thank you for being here as well. How much overlap
is there between disinformation and the information that busi-
nesses provide to banks when they open a bank account?

Mr. BAER. Thank you, Senator.

It is fairly heavy on overlap. The only difference is under the cus-
tomer due diligence rule, the bank would collect the Social Security
number rather than a passport or a driver’s license ID.

The important thing here is that those banks do not collect infor-
mation from a company unless it forms a bank account. So if you
have a pure shell company that does not employ anybody, does not
pay anybody, you do not need to have a bank account, and you do
not ever need to provide that information to your bank.

Also, the bank does not provide that information to law enforce-
ment unless they have some reason to file a suspicious activity re-
port.

So if law enforcement is suspicious, they do not have that infor-
mation. They only get the information if the bank is suspicious.

Senator SINEMA. That is important to know. Thank you.

Mr. Kalman, to what extent do drug cartels like Sinaloa use shell
corporations to conceal their illicit holdings?

Mr. KALMAN. One of our coalition members called Fair Share did
two reports on this called “Anonymity Overdose”, documenting nu-
merous cases of where drug cartels and drug traffickers were using
anonymous companies here in the United States to push drugs into
various communities, and we are happy to provide that information
to you.

Senator SINEMA. Thank you.

And how difficult is it, Mr. Kalman, for law enforcement to inter-
dict drug cartel financing that is hidden in these shell corporations
when they do not have comprehensive beneficial ownership infor-
mation?

Mr. KALMAN. Our law enforcement partners say that this is a
significant priority for them. They begin investigations, and all too
often, they will hit the brick wall of finding an anonymous com-
pany. And they will have to drop the case.

Now, sometimes if there is an enormous amount of resources and
they have the time and the ability to do that and can divert the
resources, then they can ferret it out in the long term. But most
often, as you know, our law enforcement has limited resources, and
they have to make decisions about what they do. These kinds of
lengthy investigations unfortunately are not getting followed up on,
and it is not for lack of want or effort. It is literally because they
cannot get through the brick wall.
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Senator SINEMA. So given what you have just described as the
brick wall and the fact that most law enforcement entities do not
have unlimited resources in time, would you conclude that a bene-
ficial ownership information would be a key tool for helping law en-
forcement, for instance, in Arizona stop drug cartels like the
Sinaloa Cartel?

Mr. KALMAN. Yes. And the fact that, as I think has been said,
the National District Attorneys, the Fraternal Order of Police, the
sheriffs, law enforcement, retired law enforcement officials, and
also almost 100 civilian and former military national security ex-
perts to add that lawyer into it as well have signed letters saying
that this is a top priority. It is something that Congress should do.

And I think as was mentioned earlier, just yesterday in the Judi-
ciary Committee, Adam Szubin, former Treasury official, top offi-
cial, said that this is the single most important thing that Congress
could do.

Senator SINEMA. Wow. Thank you.

So, Mr. Chairman and Ranking Member Brown, it is clear that
we need to improve our anti—money-laundering efforts through the
collection of beneficial ownership information, and I hope that we
can do so in a way that makes it straightforward for small busi-
nesses but also crack down on drug cartels and others who would
do Arizonans harm.

I, of course, am committed to working with our Committee to get
this done.

Thank you. I yield back.

Chairman CRAPO. Thank you, Senator.

That does conclude our questioning, and for Senators wishing to
submit questions for the record, those questions are due in 1 week,
on Thursday, June 27th, and to the witnesses, we ask that you re-
spond to the questions you may receive as quickly as you can.

Again, thank you for being here today, and this hearing is ad-
journed.

[Whereupon, at 11:24 a.m., the hearing was adjourned.]

[Prepared statements, responses to written questions, and addi-
tional material supplied for the record follow:]
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PREPARED STATEMENT OF CHAIRMAN MIKE CRAPO

Today, the Committee will continue its discussion of how better collection of bene-
ficial ownership information can deter such problems as money laundering, terrorist
financing, and sanctions evasion through anonymous shell companies.

I will note at the outset, again, that while the vast majority of anonymous cor-
porations can serve legitimate purposes, this type of incorporation can also be
abused to aid and abet all manner of financial crime.

Last month, the Committee heard from witnesses from law enforcement and a
banking regulator about what steps the U.S. should take to modernize its beneficial
ownership regime and strengthen its enforcement.

Today, we have invited a panel to give us some perspective from the business
world on this difficult subject.

With that, I welcome Mr. Greg Baer, President, of the Bank Policy Institute,
whose members confront the ownership issue at account openings; Ms. Karen
Harned, of the National Federation of Independent Business, which speaks to the
concerns of the hundreds of thousands of small businesses it comprises; and, Mr.
Gary Kalman, of FACT, or the Financial Accountability and Corporate Trans-
parency Coalition, an alliance of organizations that is working toward ending the
use of anonymous shell companies as vehicles for illicit activity, and increasing
transparency for more informed tax policies.

During last month’s hearing, our witnesses assessed the need to eliminate anony-
mous corporations by means of collecting beneficial ownership information to protect
the U.S. financial system, its national security, and citizens from harm.

The Committee learned that according to estimates from the U.N. Office on Drugs
and Crime, there is more illicit money flowing through the global and U.S. financial
systems than ever before.

The U.N. estimate found that global illicit proceeds now total some $2 trillion and
the proceeds of crime in the United States are over $300 billion.

All of that illicit money has several things in common: somebody has to make it,
hide it, move it, clean it, and use it.

Despite efforts of U.S. law enforcement and the heavy U.S. regulatory framework
of the Anti—-Money Laundering/Bank Secrecy Act (AML/BSA) regime, which in-
cludes a mandate to collect beneficial ownership upon opening of a bank account,
criminal elements in this country and from other countries can and do exploit weak-
nesses in the current U.S. corporate formation system to hide identities and illicit
assets behind anonymous corporations.

In our last hearing, FinCEN Director Blanco testified that a necessary “second
critical step in closing this national security gap is collecting beneficial ownership
information at the corporate formation stage.”

In agreement with Blanco, FBI Financial Crimes Chief D’Antuono cited the need
for a “central repository,” to allow law enforcement to store and share the informa-
tion.

OCC Senior Deputy Comptroller Gardineer, also emphasized the need for a cen-
tralized database, so that businesses could provide, update, and verify beneficial
ownership information.

Importantly, she also recommended that “foreign entities be required to report
ownership information either at the time of State registration or upon establishing
an account relationship with a U.S. financial institution.”

Our hearing today comes at a time when bipartisan support for beneficial owner-
ship legislation continues to build.

Last week, the House Financial Services Committee marked up H.R. 2513, the
Corporate Transparency Act of 2019, which was reported out of committee on a 43—
16 vote.

And, on the very same day, a bipartisan group of my Senate colleagues here on
the Banking Committee circulated draft legislation, presently called the ILLICIT
CASH Act, which provides a number of important measures to modernize the AML/
BSA regime and to address the collection of beneficial ownership information.

I especially want to acknowledge the hard work Senators Cotton, Warner, Rounds,
and Jones, and their staffs, put in over the last year on this effort, which the Com-
mittee, as a whole, shall take close note of, moving forward.

Each of these legislative vehicles share some of the broad themes, brought out in
the Committee’s first hearing, such as a requirement for the collection of beneficial
information at the time of a company’s formation, periodic updating, storage of that
information in FinCEN’s secure database, and limiting access to that database to
Federal law enforcement and its qualified State partners.

We turn now, to our panel, for their perspectives on the important issues under-
lying any further collection of beneficial ownership information, and how that might
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impact banking and business operations, including concerns that arise with regard
to privacy and liability issues.

Given the facts presented to the Committee thus far, there are strong law enforce-
ment and national security reasons supporting additional collection of beneficial
ownership information.

Hopefully, our witnesses will provide some insight on how to collect this informa-
tion at minimal cost and burden to businesses.

Now is the time to critically examine how the AML/BSA regime can be modern-
ized, and, in particular, how businesses can work effectively with Government to ef-
ficiently provide beneficial ownership information that will in turn provide a high
degree of usefulness to combat crime and terrorism.

PREPARED STATEMENT OF SENATOR SHERROD BROWN

Thank you, Mr. Chairman, for calling this important hearing. This is the latest
in a series of hearings in the Committee on our Bank Secrecy Act and anti—money-
laundering reform efforts, and on critical changes to U.S. beneficial ownership laws
to combat abuses by owners of anonymous shell companies, some of whom have
been exploiting our system for criminal purposes for years.

Unlike in most areas of disclosure and transparency law, where the U.S. has lead
the way, on this issue we have long lagged behind other jurisdictions, and failed to
require uniform and clear ownership information for firms at the time of their incor-
poration.

This is critical to law enforcement. In the U.S. they have to spend precious time
and resources issuing subpoenas and chasing down leads to secure even the most
basic information about who actually owns a company. That makes no sense. And
it must change.

Treasury’s 2018 Money Laundering Risk Assessment estimates that about $300
billion in 1illicit proceeds from domestic financial crime is generated annually, mak-
ing these funds ripe for money laundering through the system.

Criminals abuse the financial system to launder funds gained through narcotics
trafficking, organized crime, the sale of counterfeit goods, Medicare and Medicaid
fraud, and other criminal activities. Much of this dirty money is funneled through
anonymous shell corporations.

As T've observed before, none of the abuses we’ll discuss today—drug trafficking,
human trafficking, Medicare fraud, money laundering—are victimless crimes.

Money laundering for drug cartels has a direct line to the opioid crisis in Ohibo,
where Sinaloa cartel actors have been destroying thousands of families.

Human traffickers who exploit the misery of runaways in truckstops at the inter-
sections of major interstate highways in Ohio and across the country, use the finan-
cial system to launder their profits.

Medicare fraudsters cost the taxpayers $2.6 billion in 2017, according to the HHS
Inspector General, and tarnish the reputation of this lifeline for seniors.

That’s why anti—money-laundering and beneficial ownership laws are so critical:
they protect the integrity of our financial system, and provide critical intelligence
to law enforcement to combat crime.

Under Treasury’s recent customer due diligence rule, banks must already secure
some of this information from account holders when they open accounts.

And while banks must continue to play a key monitoring role, it’s also important
that we require companies to provide basic information on their ownership when
they’re formed.

In today’s hearing, we’ll hear from the Financial Accountability and Corporate
Transparency Coalition, and from the banks, on the many reasons to pursue these
reforms, including the transparency, anticorruption and anti-illicit financing bene-
fits such reforms would offer. I ask consent to include a number of their reports into
the hearing record.

And we’ll hear from NFIB, some of whose members have expressed concern about
the paperwork burden of providing even simple ownership information—name, ad-
dress, and a copy of a current passport or driver license.

Requiring companies’ ownership information and storing it in a secure Federal
database like FinCEN’s, alongside its bank secrecy information, would help address
longstanding problems for U.S. law enforcement.

It would help them investigate cases involving counterterrorism, drug trafficking,
Medicare and Medicaid fraud, human trafficking, and other crimes. And it would
provide ready access to this information under long-established and effective privacy
rules.
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Without these reforms, criminals, terrorists and even rogue Nations will continue
to use layer upon layer of shell companies to disguise and launder illicit funds. That
makes it much harder to hold bad actors accountable.

Chairman Crapo and I agree—we must move forward to require complete owner-
ship information—not front men, not those forming companies on behalf of those
who will pull the strings from behind the curtain—but the actual owners of compa-
nies.

We can do this simply, efficiently, and effectively, without unduly burdening small
businesses or others.

Updating and strengthening our AML and beneficial ownership laws will give us
a 21st century system to combat these crimes. I guarantee you criminals have long
lloeen revising, adjusting, and amending their tactics to circumvent and evade those

aws.

I welcome today’s witnesses to the Committee, and look forward to hearing your
perspectives.

PREPARED STATEMENT OF GREG BAER
CEO, BANK PoLICY INSTITUTE

JUNE 20, 2019

Chairman Crapo, Ranking Member Brown, and Members of the Committee, my
name is Greg Baer and I am president and CEO of the Bank Policy Institute. BPI
is a nonpartisan public policy, research and advocacy group, representing the Na-
tion’s leading banks. Our members include universal banks, regional banks, and
major foreign banks doing business in the United States. Collectively, they employ
nearly 2 million Americans, make 72 percent of all loans and nearly half of the Na-
tion’s small business loans, and serve as an engine for financial innovation and eco-
nomic growth. BPI strongly supports legislation to end the use of anonymous shell
companies and welcomes this hearing in the hope that it will prompt swift Congres-
sional action.

Introduction

Anonymous shell companies are a key method used by criminals to hide assets
for a range of dangerous and illicit activities, including human trafficking, terrorist
financing, money laundering, and kleptocracy. All too often criminal investigations
hit a dead end when law enforcement encounters a company with hidden ownership
and lacks the time and resources to peel back the many layers of secrecy currently
permitted by U.S. law.1 And the more sophisticated and sinister the criminal, the
more layers there generally are.

This problem is not difficult to solve. It has been solved by most countries around
the world. While as a general matter our country does more than any other to iden-
tify and block the proceeds of crime, we are among the worst when it comes to al-
lowing criminals to use the corporate form to cloak ownership; as a result, the
United States has become a safe haven for those who wish to hide the proceeds or
instruments of illegal activity. We have therefore been repeatedly criticized by the
Financial Action Task Force, an intergovernmental AML standard-setting body, for
this deficiency in our system.

Legislation to allow law enforcement to look behind the corporate veil, including
the draft recently circulated by a bipartisan group of Senators on this Committee,
would thus reduce crime and terrorist activity, and enhance the status of the United
States as a country that fights against, not harbors, the worst people in the world.

The Nation’s banks already provide significant assistance to law enforcement by
determining the ownership of most companies that open a bank account and then
using that information to monitor the account for suspicious activity. The require-
ment for banks to determine corporate ownership was put in place by the Treasury
Department as a workaround to close this gap in the U.S. AML/CFT regime. For
banks, and, importantly, for the clients who must provide this information, legisla-
tion now has the potential to centralize that process and make it more efficient.
Most importantly, this legislation can provide law enforcement a first look at true
shell companies that never open a bank account because they conduct no business—
employ no people, earn no money, pay no taxes—but rather just hold assets.

1See Statement of Steven M. D’Antuono before the Committee on Baking, Housing, and
Urban Affairs, United States Senate, (May 21, 2019); available at www.banking.senate.gov/imo/
media [ doc | D’Antuono%20Testimony%205-21-19.pdf.
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Two relevant concerns have been expressed about such legislation, however: po-
tential burdens on small business and privacy. To evaluate those concerns, we
should consider a few key facts.

First, the draft Senate legislation requires an individual who owns more than 25
percent of a covered company or exercises substantial control to, at the most, dis-
close five pieces of information: (1) name, (2) address, (3) date of birth, (4) nation-
ality, and (5) unique identifying number (e.g., driver’s license or passport number).
That is all. The House bill includes similar requirements. It is less information than
one must provide to book a flight on any airline. And since the great majority of
American businesses have only one owner, it would be generally provided by and
about one person.

Second, under current U.S. law, this information is generally already provided
any time a company opens a bank account, except in most cases a social security
number is provided in lieu of a driver’s license or passport number. And it must
be provided for each account, and to every bank used by the company, separately.
Of course, any legitimate U.S. business, large or small, probably has a bank ac-
count, because any business that earns money or pays expenses or employs people
must have a bank account. Thus, for small businesses, legislation would not in-
crease reporting obligations.

Third, with respect to privacy, establishment of a directory for corporate owner-
ship would mean that a law enforcement official could obtain an address, date of
birth, and driver’s license or passport number. However, this is information already
known to various arms of Government, including the DMV and the IRS. It is impor-
tant to note that, unlike beneficial ownership directories established in other coun-
tries, the bills currently being considered in Congress would keep ownership infor-
mation private from the general public and would only be accessible to law enforce-
ment and financial institutions performing due diligence requirements. Again, it is
difficult to understand how this would be a concern of legitimate businesses. It
would, however, be a concern to a drug trafficker or kleptocrat using a shell com-
pany to hold a multimillion-dollar condominium in West Palm Beach.

Most small business owners in fact agree that ending anonymous shell companies
should be a priority and are willing to share additional information to help prevent
the abuse of our financial system. According to a poll conducted by Morning Consult
on behalf of BPI, small business owners across the aisle support measures to end
anonymous shell companies. Of those who had an opinion, 75 percent of small busi-
ness owners surveyed support requiring business owners to provide their personal
information when forming their company to help close this loophole in the U.S.
AML/CFT regime. Further, two-thirds of small business owners agree that providing
their personal information when registering their company would not be burden-
some. 2

With the potential benefits and cost of legislation now in mind, let me turn to the
details of such legislation.

Current Law

FinCEN finalized in 2016 its customer due diligence rule, which requires banks
of all sizes to identify and verify the beneficial owners of their corporate customers
each time they open a new account or when a triggering event occurs.3 In par-
ticular, institutions are generally required to collect and certify information on two
ownership prongs for most business customers: (i) an equity prong that requires the
identification and verification of individuals who directly or indirectly own 25 per-
cent or more; and (ii) a control prong that requires the identification and verification
of an individual with “significant responsibility to control” the legal entity. 4

The FinCEN rule has three gaps that legislation could fill. First, while institu-
tions are generally able to rely on the beneficial ownership information provided by
the business customer, they have no reliable, complete external source against
which to verify the information. Second, information provided under FinCEN’s CDD
rule is not reported to law enforcement. Third, many criminals avoid the banking
system and launder money by forming LLCs and using them to hold real estate, art,

2See The Bank Policy Institute, “Small Business Owners Say Yes To Ending Anonymous Shell
Companies”, (June 2019); available at https:/ | bpi.com /wp-content /uploads /2019 /06 | Ending-
Anonymous- Shell- Companles Survey-Infographic.pdf.

3See 81 FR at 29, 398.

4While the focus of this hearing is on ending anonymous shell companies, BPI remains con-
cerned about the CDD rule’s requirement that covered financial institutions must reconfirm the
beneficial owners of an existing customer each time that same customer opens an additional ac-
count. There is no reason to believe that the opening of a new account, in and of itself, is an
indication that the beneficial ownership of the customer has changed.
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jewelry, or other valuables—all without having to open a bank account. For them,
no one collects this information.

Key Principles for Legislation

Weighing these costs and benefits, BPI supports legislation built on the following
principles.

First, in order to fulfill their obligations under the Bank Secrecy Act and
FinCEN’s customer due diligence rule, financial institutions should be able to rely
on the information in the directory to fulfill their CDD requirements. Banks are
committed to helping law enforcement catch criminals and have spent almost 50
years developing methods and tools to identify suspicious activity. Indeed, the pur-
pose of the BSA is to provide law enforcement with highly useful leads on illicit ac-
tivity.

Second, any filing requirements for this directory should mirror FinCEN’s cus-
tomer due diligence rule in terms of who must provide the information and what
information must be provided.

Third, covered entities should only be required to provide minimal, but key, infor-
mation during the incorporation process, which is a cornerstone of both the House
and Senate bills. With both drafts, we believe that small businesses would be re-
quired to provide identifying information once, at the time they become bank cus-
tomers, instead of each time they open an account, which currently happens under
the CDD rule.

Fourth, reporting requirements should be clear and easy to comply with. Busi-
nesses routinely file documents with State or Federal Government, who could assist
in educating covered businesses about their beneficial ownership reporting obliga-
tions.

Fifth, legal risk for businesses should be minimal. Both the House and Senate
bills achieve this goal because the legal standard that must be met for the imposi-
tion of penalties is very high: knowingly providing, or attempting to provide, false
or fraudulent beneficial ownership information or willfully failing to provide com-
plete or updated beneficial ownership information to FinCEN. Furthermore, policy-
makers continue to explore various avenues, examples of which are included in both
the House and Senate bills, to ensure that violations that are not knowing or willful
can be easily remedied.

Sixth, the privacy of the information submitted should be protected. Under the
current bills, the directory as currently envisioned would only be accessible by law
enforcement and financial institutions; it would not be a public directory like those
employed in other countries such as the United Kingdom. Furthermore, both the
House and Senate bills impose criminal penalties for the misuse or unauthorized
disclosure of beneficial ownership information. Of course, banks generally already
maintain this information under existing law.

In sum, under these principles, the only type of company that would see addi-
tional burden are those that have no U.S. bank account—in other words, a shell
company that spends no money in the United States, produces no goods, and em-
ploys no Americans.

The Need for AML Reform

As T've raised previously with this Committee, banks are spending an inordinate
amount of resources complying with U.S. AML/CFT obligations but are not able to
effectively protect our country.5 Instead, today’s regime is geared towards compli-
ance expectations that bear little relationship to the actual goal of preventing or de-
tecting financial crime, and fail to consider collateral consequences for national secu-
rity, global development, and financial inclusion.

BPI recently conducted an empirical study to better understand the effectiveness
of the current BSA/AML and sanctions regime.® The goal of the BSA regime is to
provide information that is of a “high degree of usefulness”? to law enforcement, yet
BPT’s study found that almost 50 percent of AML personnel are not involved in

5See Testimony of Greg Baer before the Before the Senate Committee on Banking, Housing,
and Urban Affairs “Combating Money Laundering and Other Forms of Illicit Finance: Opportu-
nities To Reform and Strengthen BSA Enforcement”, (January 9, 2018); available at
www.banking.senate.gov /imo / media | doc | Baer%20testimony%201-9-18.pdf.

6 Getting to Effectiveness—Report on U.S. Financial Institution Resources Devoted to BSA/
AML and Sanctions Compliance, (October 29, 2018); available at bpi.com /recent-activity / getting-
to-effectiveness-report-on-u-s-financial-institution-resources-devoted-to-bsa-aml-sanctions-compli-
ance/.

7See 31 U.S.C. §5311.
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tasks directly focused on reporting to law enforcement.® Instead, they are per-
forming other tasks such as issuing policies and procedures; conducting quality as-
surance over data and processes; and auditing of such programs and systems,
among other things. Furthermore, in 2017, survey participants reviewed approxi-
mately 16 million alerts and filed over 640,000 suspicious activity reports (SARs).
Institutions that record data regarding law enforcement inquiries reported that a
median of 4 percent of SARs resulted in follow-up inquiries from law enforcement.
There is no data on how many prompted an arrest or conviction, or whether SAR
data proved important when sought, as the industry does not have such data.?®

We are pleased by the bicameral, bipartisan efforts to address this imbalance as
well as recent efforts by regulators to encourage banks to adopt innovative AML
compliance methods. 10 As you are aware, Congress vested exclusive authority to im-
plement the BSA in Treasury, and the Secretary has delegated that authority to
FinCEN. 11 Therefore, the Treasury Department should take a more prominent role
in coordinating AML/CFT policy across the Government to set priorities for the re-
gime. 12 The existing system, where priorities are not clearly established and exami-
nations are compliance focused, with zero tolerance across all types of activity, does
not produce an effective U.S. AML/CFT regime.

Furthermore, as the data shows, bank resources could be more effectively de-
ployed, so we also recommend that Treasury conduct a broad review of current BSA
requirements and guidance and prioritize the reporting of highly useful information
to law enforcement.3 Critically evaluating, updating, and streamlining require-
ments would not only improve the utility of SARs, but would also make more re-
sources available to other higher value AML/CFT efforts, such as more proactively
identifying and developing techniques to combat emerging trends in illicit activity.
Finally, Treasury must take a more prominent role in coordinating AML/CFT policy
and examinations, which is presently dispersed amongst multiple Federal and State
regulatory agencies. The draft Senate legislation offers a thorough, thoughtful re-
sponse to this state of affairs.

BPI urges Congress to quickly adopt AML reform legislation that puts an end to
anonymous shell companies and stands ready to engage with members of Congress
to assist in making the U.S. AML/CFT regime more effective.

I look forward to your questions.

PREPARED STATEMENT OF KAREN HARNED

EXECUTIVE DIRECTOR, SMALL BUSINESS LEGAL CENTER, NATIONAL FEDERATION OF
INDEPENDENT BUSINESS

JUNE 20, 2019

Chairman Crapo, Ranking Member Brown, and Members of the Committee, on be-
half of NFIB, I appreciate the opportunity to submit for the record this testimony
for the Senate Banking, Housing, and Urban Affairs Committee hearing entitled,
“Outside Perspectives on the Collection of Beneficial Ownership Information”.

My name is Karen Harned, and I serve as the executive director of the NFIB
Small Business Legal Center. NFIB is the Nation’s leading small business advocacy
association, representing members in Washington, DC, and all 50 State capitals.
Founded in 1943 as a nonprofit, nonpartisan organization, NFIB’s mission is to pro-
mote and protect the right of its members to own, operate, and grow their busi-
nesses. NFIB proudly represents approximately 300,000 members nationwide from
every industry and sector.

8 For example, developing suspicious activity models, screening transactions, investigating po-
tentially suspicious activity and filing SARs.

9 As discussed in BPT’s study, because there is no established metric for measuring whether
banks’ BSA reports are “useful” to law enforcement a proxy was used, which was derived from
tracking instances where law enforcement reached out to institutions, including through sub-
poenas, national security letters or requests for SAR backup documentation.

10 See “Joint Statement on Innovative Efforts To Combat Money Laundering and Terrorist Fi-
nancing”, (December 3, 2018); available at wwuw.fincen.gov/sites/default/files/2018-12/
Joint%20Statement%200n%20Innovation%20Statement%20%28Final%2011-30-18%29  508.pdf.

11 See Treasury Order 108-01 (July 1, 2014).

12The production of the National Security Strategy and the National Intelligence Priorities
Framework both use interagency processes to establish priorities.

13See The Clearing House letter to FinCEN on its “Request for Comments Regarding Sus-
picious Activity Report and Currency Transaction Report Requirements”, (April 10, 2018), avail-
able at bpi.com/wp-content/uploads/2018 /04 /20180410-tch-comment-letter-to-fincen-on-sar-
and-ctr-requirements.pdf.
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The NFIB Small Business Legal Center is a nonprofit, public interest law firm
established to provide legal resources and be the voice for small businesses in the
Nation’s courts through representation on issues of public interest affecting small
businesses.

The Financial Crimes Enforcement Network’s (FinCEN) Customer Due Diligence
Rule (CDD) took effect in May of 2018. Although this regulation has only been Fed-
eral law for just over a year, Congress is considering replacing the rule with signifi-
cant statutory expansions. Congress does not have any data on the effectiveness of
the CDD Rule in combating money laundering. Yet last week the House Financial
Services Committee favorably reported H.R. 2513, the Corporate Transparency Act
of 2019. Disappointingly, that committee did not invite testimony from any organi-
zations representing small businesses—the only stakeholders that would be nega-
tively impacted by the legislation.

NFIB appreciates the opportunity to speak for the millions of small business own-
ers who would be negatively impacted by a new small business beneficial ownership
reporting requirement and registry. My testimony today will focus on the small
business concerns with the Corporate Transparency Act of 2019, and the draft IL-
LICIT CASH Act—two significant beneficial ownership bills under discussion in the
116th Congress. NFIB opposes legislative proposals such as the Corporate Trans-
parency Act of 2019 and the ILLICIT CASH Act because they impose burdensome,
costly, and intrusive requirements to file yet more reports with the Government and
threaten the constitutionally protected privacy rights of law-abiding small business
owners.

A Significant New Regulatory Burden for Small Business

According to the 2016 NFIB Small Business Problems and Priorities report, “un-
reasonable Government regulations” ranks second—only behind taxes—as the most
important problem small business owners face. !

In a Small Business Poll on regulations, NFIB found that almost half of small
businesses surveyed viewed regulation as a “very serious” (25 percent) or “somewhat
serious” (24 percent) problem.2 NFIB’s survey was taken at the end of 2016, and,
at that time, 51 percent of small business owners reported an increase in the num-
ber of regulations impacting their business over the last 3 years.3

Compliance costs, difficulty understanding regulatory requirements, and extra pa-
perwork are the key drivers of the regulatory burdens on small business.* Under-
standing how to comply with regulations is a bigger problem for those firms with
one to nine employees, since 72 percent of small business owners in that cohort try
to figure out how to comply themselves, as opposed to assigning that responsibility
to someone else. 5

NFIB’s research shows that the volume of regulations poses the largest problem
for 55 percent of small employers, as compared to 37 percent who are most troubled
by a few specific regulations. ¢

Both the Corporate Transparency Act of 2019 and the ILLICIT CASH Act would
impose mandatory reporting requirements on those least equipped to handle them—
America’s small business owners. First, both bills would impose a new paperwork
requirement on small business owners by mandating every corporation or LLC with
20 or fewer employees and less than $5 million in gross receipts or sales file bene-
ficial ownership information with FinCEN upon incorporation. Updates would be re-
quired annually, under the Corporate Transparency Act of 2019, and within 90 days
of the business making any ownership changes under the ILLICIT CASH Act. Ei-
ther the small business owner, herself, or the accountant or attorney she pays, will
have to ensure these documents are filed. One new paperwork requirement may not
sound that burdensome to someone who does not run a small business, but it is
quite a different story for the individual just starting a business or the small busi-
ness owner who is adding this new form to the stack of forms he must already fill
out and file.

Importantly, it is unclear how small business owners will even find out about
these requirements. For many, who have no idea who FinCEN is, there is a strong
likelihood they will just ignore the request. And, regardless of their familiarity with

1Holly Wade, “Small Business Problems and Priorities”, NFIB Research Foundation, 17, (Au-
gust, 2016), available online at https://www.nfib.com/assets/NFIB-Problems-and-Priorities-
2016.pdf

2Holly Wade, “Regulations”, Vol. 13, Issue 3, 2017, 6, available online at http://
411sbfacts.com/files | Regulations%202017.pdf (last visited May 16, 2018).

31d.

41d.
51d. at 10.
61d. at 9.
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FinCEN, many small business owners will view this data collection request with
great skepticism. For example, every single year NFIB receives countless calls ask-
ing about the Census Bureau’s Annual Business Survey form and whether the small
business owner really needs to take the time to fill out and divulge the information
required. It is unrealistic to assume that small business owners will simply fill out
this new form and submit personal information, including a passport number/driv-
er’s license and date of birth, to a Government agency many have not heard of be-
fore with no questions asked. A well-meaning small business owner who fails to file
because she (1) never finds out about this new reporting requirement or (2) is skep-
tical about the legitimacy and appropriateness of this new form would be exposed
to civil penalties of up to $10,000 and criminal penalties of up to 3 years in prison.

In addition to finding out about this new reporting requirement and accepting it
as a legitimate information request, small business owners would then be tasked
with determining what information to provide. Determining who is and is not a
“beneficial owner” to be reported will not be a quick and easy task for the average
small business owner. Although the calculation of anyone who owns 25 percent or
more of the corporation or LLC should be straightforward, determining who “exer-
cises substantial control” of, or “receives substantial economic benefit” from the cor-
poration or LLC many times will not be. Imagine the small, family-run restaurant
employing 10-15 persons. After 15 years of operation, the manager of the restaurant
is the same person who helped open it. The financial owners of the restaurant trust
her 100 percent in all operations of the business. The financial owners are recent
empty-nesters and like to travel. As a result, the manager has complete control over
the restaurant’s operations for several weeks each year. She also receives an annual
bonus based on the gross receipts of the business. Does she “exercise substantial
control” under either or both bills thereby making her personal information, includ-
ing driver’s license/passport number, reportable? How is an average small business
owner to determine the answer to that question on his own? And, is that even a
question his outside, paid lawyer would be able to answer with the kind of certainty
needed to comply with a law imposing civil and criminal penalties for the wrong
answer?

Most important, when NFIB surveyed its membership on this specific type of leg-
islation in August of 2018, the opposition was overwhelming. Specifically, 80 percent
of respondents opposed Congress requiring small business owners to file paperwork
with the Treasury Department reporting on beneficial ownership. 7

Unprecedented Privacy Concerns

These legislative proposals also raise serious privacy concerns for small business
owners. Both bills require the Treasury Department to keep the beneficial owner-
ship information for the life of the business plus 5 years and grant broad access to
the information to Federal, State, local, or tribal government agencies® through a
simple request. 2

Under the CDD Rule, law enforcement is required to acquire a subpoena in order
to obtain a company’s beneficial ownership information from a financial institution
unless that information is submitted to FinCEN with a suspicious activity report.
The Corporate Transparency Act would allow any law enforcement agent access to
this information without a subpoena or warrant. The ILLICIT CASH Act would
allow “any Government agency” access to this information without a warrant or a
subpoena.

These bills are antithetical to current statutes on the books, which—even for sen-
sitive kinds of national security activities, such as protection against international
terrorism or clandestine intelligence activities—require the Federal Government to
focus its investigative interest on someone in particular, some business in par-

7When asked, “Should Congress require small business owners to file paperwork with the Fi-
nancial Crimes Enforcement Network each time they form or change ownership of a business?”
a mere 11 percent said “yes” and a resounding 80 percent said “no,” with 9 percent undecided.
(NFIB survey, August 2018).

8The Corporate Transparency Act of 2019 would allow Federal, State, and local law enforce-
ment agencies to access information.

9See proposed 31 U.S.C. 5333(a)(4)(A) (retention for 5 years after entity termination) and (B)
(disclosure upon request from Federal, State, local, or tribal agency). Indeed, the legislation
raises (H.R. 2513) the specter of having the U.S. Government spy on Americans for foreign Gov-
ernments, as it requires disclosure of the beneficial ownership information in certain cir-
cumstances to assist foreign agency investigations and foreign tribunals. See proposed 31 U.S.C.
5333(a)(4)(B)(ii).
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ticular, or some account in particular before compelling a bank or other business
to produce relevant information. 10

Questionable Value to Law Enforcement

Finally, NFIB questions whether imposing significant and costly beneficial owner-
ship reporting requirements on America’s small businesses—from mom and pop gro-
ceries to local plumbers—will stop or deter money laundering or other illicit activi-
ties. At a hearing before this Committee on this same topic on May 21, 2019, Mr.
Kenneth A. Blanco, the Director of FinCEN, said the following in response to ques-
tioning from Senator Warner regarding verification of information, “Senator, that
gets a little bit more complicated. If what you're asking us to do is verify the infor-
mation, I'll just be candid with you. That would be a big mistake. There would be
no way that FinCEN could be able to verify that information.” Without verifying the
accuracy of millions of data points being entered into a new FinCEN database, law
enforcement could not trust the accuracy of the information collected until they in-
vestigate a suspected criminal shell company. Both the Corporate Transparency Act
and the draft ILLICIT CASH Act carve out millions of businesses from reporting
requirements, including sole-proprietors, partnerships, and business trusts. If a
criminal money launderer has any level of sophistication, they will simply set up
their new shell company as a partnership or trust and evade law-enforcement detec-
tion.

Proponents of these legislative vehicles often cite a Financial Action Task Force
(FATF) report from 2016 that identified the “lack of timely access to adequate, accu-
rate and current beneficial ownership information” as a fundamental gap in United
States efforts to combat money laundering and terrorist finance. 11 What proponents
fail to mention is that this report was published well before the CDD Rule took ef-
fect, and beneficial ownership information started to be collected. Law enforcement
now has access to this beneficial ownership information through a subpoena. The
report also has very flattering words for the current U.S. anti—-money-laundering
system, including, “The AML/CFT framework in the U.S. is well developed and ro-
bust. Domestic coordination and cooperation on AML/CFT issues is sophisticated
and has matured since the previous evaluation in 2006.”

Proponents continue to fail to comprehend that FinCEN has no way of verifying
the accuracy of beneficial ownership information today and has no plan to verify the
accuracy in the future. A key component of FATF’s recommendations is the
verifiable accuracy of beneficial ownership information. This legislation would not
solve that problem. As Director Blanco has admitted, FinCEN has no way of
verifying beneficial ownership information.

NFIB opposes both the Corporate Transparency Act and the draft ILLICIT CASH
Act because both bills would impose even more regulatory burdens on America’s
small businesses and establish an unprecedented intrusion into the privacy and civil
liberties of millions of small business owners.

Thank you for the opportunity to testify today. I look forward to answering any
questions you may have.

PREPARED STATEMENT OF GARY KALMAN

EXECUTIVE DIRECTOR, FINANCIAL ACCOUNTABILITY AND CORPORATE TRANSPARENCY
COALITION

JUNE 20, 2019

Chairman Crapo, Ranking Member Brown, and Members of the Committee, thank
you for holding this important hearing and for inviting me to testify today.

On behalf of the Financial Accountability and Corporate Transparency (FACT)
Coalition and our member organizations, I appreciate the opportunity to talk about
a foundational reform in the global anticorruption movement and the nexus between
secrecy jurisdictions, crime, corruption, human rights, and national security.

10 See, for example, Stored Communications Act, 18 U.S.C. 2709; Fair Credit Reporting Act,
15 U.S.C. 1681u and 1681v; Right to Financial Privacy Act, 12 U.S.C. 3414; and National Secu-
rity Act, 50 U.S.C. 3162.

11The Financial Action Task Force and The Asia-Pacific Group on Money Laundering, “Anti—
Money Laundering and Counterterrorist Financing Measures—United States”, December 2016.
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The FACT Coalition is a nonpartisan alliance of more than 100 State, national,
and international organizations working to combat the harmful impacts of corrupt
financial practices. !

What Is an Anonymous Company?

When people create companies in the United States, they are not required to dis-
close who really profits from their existence or controls their activities—the actual
“beneficial owners” of the business. Instead, individuals who benefit can conceal
their identity by using front people, or “nominees,” to represent the company. For
instance, the real owner’s attorney can file paperwork under his or her own name
even though the attorney has no control or economic stake in the company. Finding
nominees is not terribly difficult—there are corporations whose entire business is
to file paperwork and stand in for company owners. Additionally, some jurisdictions
do not require ownership information at all and other jurisdictions allow for compa-
nies to be listed as the owners of companies, adding layers to an opaque corporate
structure that makes it difficult—in some cases impossible—to identify the true
owners.

Threats Posed by Anonymous Companies

There is now overwhelming evidence of the use of anonymous companies for
money laundering and other criminal purposes. In addition to human trafficking,
drug trafficking, grand corruption, and other criminal enterprises, there is growing
evidence that anonymous structures are used to threaten our national security.

In a 2018 advisory, the Financial Crimes Enforcement Network (FinCEN) issued
a warning:

The Iranian regime has long used front and shell companies to exploit fi-
nancial systems around the world to generate revenues and transfer funds
in support of malign conduct, which includes support to terrorist groups,
ballistic missile development, human rights abuses, support to the Syrian
regime, and other destabilizing actions targeted by U.S. sanctions. 2

The Center for Sanctions and Illicit Finance at the Foundation for the Defense
of Democracies (FDD) described in its 2017 “Terror Finance Briefing Book” how
anonymous companies are being abused by rogue Nations and sanctioned organiza-
tions. 3 They wrote:

In February 2017, Treasury sanctioned the Vice President of Venezuela,
Tareck El Aissami, for his involvement with the drug trade. That same
month, CNN reported that a 2013 confidential intelligence report by a
group of Latin American Nations assessed that El Aissami had ordered
Venezuelan passports to be fraudulently issued to 173 people in the Middle
East, including individuals connected to Hezbollah.

Latin American intelligence officials reportedly told an American researcher
that El Aissami created a network of nearly 40 shell companies to launder
money, including some that were based in Miami. This network was used
by Hezbollah supporters (including the Lebanese Canadian bank), Colom-
bian and Mexican cartels, and Ayman Joumaa, discussed above.

Later in the report, they note:

Hezbollah supporters run an extensive network of commercial and illicit
businesses around the globe, including in South America and Africa, which
may morph into new enterprises to avoid scrutiny. By using shell compa-
nies, and by renaming companies to avoid U.S. sanctions, Hezbollah-linked
groups can continue to access the international financial system and trans-
act with an ever-growing network of companies. The U.S. Treasury Depart-
ment has designated dozens of Lebanon-based firms for supporting
Hezbollah, including real estate firms and auto care companies. It is likely
the group will continue its money laundering operations, growing into new
fields and businesses in the future. 4

1A full list of FACT Coalition members is available at http:/ /thefactcoalition.org [ about / coali-
tion-members-and-supporters /.

2FinCEN, “Advisory on the Iranian Regime’s Illicit and Malign Activities and Attempts To
Exploit the Financial System”, October 11, 2018, Attps:/ /www.fincen.gov / resources /advisories /
fincen-advisory-fin-2018-a006.

3Yaya J. Fanusie and Alex Entz, “Terror Finance Briefing Book: Hezbollah Financial Assess-
mezlnt”? Foundation for Defense of Democracies, September 2017, http:/ / bit.ly | 2ZxNfjf.

bid.
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Another disturbing story comes from a report by the anticorruption organization
(and FACT Coalition member) Global Witness. In their report, “Hidden Menace”,
they found numerous incidents in which the U.S. Department of Defense had con-
tracted with anonymous companies that, at best, defrauded the U.S. military and,
at worst, endangered the lives of troops serving overseas. In one case, the Pentagon
contracted with a U.S. company to supply services to troops in Afghanistan. The
company was secretly owned by interests associated with the Taliban. We were lit-
erally supplying funds that could be used to purchase guns and other weapons
aimed at our troops. 3

These reports are why nearly 100 civilian and former military national security
experts signed a recent letter to Congress in support of the collection of beneficial
ownership information.

Alarmingly, these individual stories are not isolated incidents but are part of a
larger collection of threats to the safety and security of our communities and our
Nation.

According to a 2011 study by the Stolen Asset Recovery Initiative, a joint effort
of the World Bank and U.N. Office on Drugs and Crime, anonymous companies were
used to hide the proceeds of corruption in 85 percent of the grand corruption cases
reviewed, with U.S. entities being the most common. ¢

According to a 2018 study by the anti—human-trafficking group Polaris, anony-
mous companies play an outsized role in hiding the identities of the criminals be-
hind trafficking enterprises, specifically illicit massage businesses.” The report
found that:

e Of the more than 6,000 illicit massage businesses for which Polaris found incor-
poration records, only 28 percent of these illicit massage businesses have an ac-
tual person listed on the business registration records at all.

e Only 21 percent of the 6,000 business records found for illicit massage parlors
actually specifically name the owner—although, even in those cases, there is no
way to know for sure if that information is legitimate.

In the 2018 “National Money Laundering Risk Assessment”, the U.S. Department
of Treasury wrote that, “The nature of synthetic drug trafficking, and associated fi-
nancial flows, has changed with the rise of China as a supplier of fentanyl and its
analogues and precursors. China is the primary source of fentanyl and fentanyl ana-
logues.” The Assessment noted that the U.S. Drug Enforcement Agency determined
there is an Asian version of the Black Market Peso Exchange “with goods being ex-
ported to China by U.S. front companies as payment for drugs.”

Anonymous companies are also used to undermine our markets and disrupt legiti-
mate business. There are numerous examples in which anonymous companies dis-
rupt supply chains, fraudulently compete for contracts, and engage in illicit com-
merce through the selling of counterfeit and pirated goods.

In a recent FACT Coalition report authored by David M. Luna, a former U.S. na-
tional security official and the current chair of the Anti—Illicit Trade Committee of
the United States Council for International Business, examined the role of anony-
mous companies in facilitating a growing global illegal economy valued at between
$500 billion and $3 trillion. 8 We found:

e Anonymous companies have helped criminals across the United States sell in
recent years several billion dollars in fake and counterfeited luxury handbags
and apparel accessories branded as Burberry, Louis Vuitton, Gucci, Fendi,
Coach, and Chanel, as well as sportswear and gear from the NFL, NBA, and
MLB including Nike, Adidas, and Under Armour, among many others.

e Anonymous companies were used to import and sell to American consumers,
through internet pharmacies, counterfeit medicines from India and China worth
hundreds of millions of dollars. These counterfeits included fake versions of
Arimidex, a breast cancer treatment, Lipitor, the cholesterol drug, Diovan, for
high blood pressure, and other medications such as illicit OxyContin, Percocet,
Ritalin, Xanax, Valium, and NS Ambien.

5Global Witness, “Hidden Menace: How Secret Company Owners Are Putting Troops at Risk
and Harming American Taxpayers”, July 12, 2016, http:/ / bit.ly | HiddenMenace.

6 Stolen Asset Recovery (StAR) Initiative, “The Puppet Masters”, World Bank and UNODC,
Nov. 2011, pp. 34 and 121, Attp:/ /bit.ly | PuppetMasters.

7Polaris, “Hidden in Plain Sight: How Corporate Secrecy Facilitates Human Trafficking in II-
licit Massage Parlors”, April 2018, hitp:/ / bit.ly /| 2JEO4IB.

8David M. Luna, “Anonymous Companies Help Finance Illicit Commerce and Harm American
Businesses and Citizens”, The FACT Coalition, May 2019, http:/ /bit.ly /| 2LCOV99.
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e Anonymous companies assisted in selling knock-off parts to the Pentagon that
have cost the U.S. military tens of millions of dollars.

e Anonymous companies helped an organized criminal network sell counterfeit
cellphones and cellphone accessories on Amazon.com and eBay.com. They also
misrepresented goods worth millions of dollars as new and genuine Apple and
Samsung products.

e Anonymous companies were leveraged to help criminals sell millions of dollars’
worth of counterfeit computer antivirus software over the internet.

Not surprisingly, when businesses were asked, without context, if they would sup-
port additional regulation, they did not. However, entrepreneurs understand and
manage risk every day. When the organization Small Business Majority asked small
business owners if they were more concerned about the risks and burden of report-
ing ownership of their businesses or the potential loss of contracts to fraudulent
anonymous companies, 76 percent said they were more concerned about losing con-
tracts than about the regulatory burden.

The collection of beneficial ownership information strengthens our national secu-
rity, assists law enforcement, and creates a safer business environment for the vast
majority of honest businesses.

The U.S. Is Particularly Vulnerable to the Abuses of Anonymous Companies

A 2017 report by the Government Accountability Office (GAO) found that, “GAO
was unable to identify ownership information for about one-third of GSA’s 1,406
high-security leases as of March 2016 because ownership information was not read-
ily available for all buildings.” 19 This finding was a leading factor in Congress vot-
ing to adopt a provision in the FY2018 National Defense Authorization Act for the
Department of Defense to collect beneficial ownership information for all high secu-
rity office space it leases.

A 2014 study by academics from the University of Texas-Austin (UT-Austin),
Brigham Young University (BYU), and Griffith University found that among the
103 countries they studied, the United States is the easiest place for suspicious indi-
viduals to incorporate an anonymous company. 11

According to a 2019 Global Financial Integrity analysis, “The Library Card
Project: The Ease of Forming Anonymous Companies in the United States”, in all
50 States and the District of Columbia, “more personal information is needed to ob-
tain a library card than to establish a legal entity that can be used to facilitate tax
evasion, money laundering, fraud, and corruption.” 12

It is data like these that led the Financial Action Task Force—the world’s recog-
nized body for establishing anti—money-laundering standards and of which the U.S.
is a founding member—to find in its 2016 mutual evaluation of the U.S. that the
lack of beneficial ownership information was a significant gap in the U.S. anti—
money-laundering framework. 13

Progress in the rest of the world means the U.S. is likely to become an even more
attractive haven for illicit cash unless we act. In 2016, the United Kingdom became
one of the first countries to collect beneficial ownership information. In 2015, the
European Union agreed that all 28-member States would establish beneficial owner-
ship directories.

Addressing Concerns, Negotiating Workable Proposals

Throughout a decade long debate, some concerns have been raised about various
proposals. Negotiations with multiple parties have made the current proposals, like
the ILLICIT CASH Act, more workable and compliance easier for businesses. The
changes have led several organizations and constituencies to drop their earlier oppo-
sition and others to become advocates for reform.

9 Small Business Majority, “Opinion Poll: Small Business Owners Support Legislation Requir-
ing Transparency in Business Formation”, April 4, 2018, hétps:/ / smallbusinessmajority.org [ our-
research | government-accountability /| small-business-owners-support-legislation-requiring-trans-
parency-business-formation.

10 Government Accountability Office, “GSA Should Inform Tenant Agencies When Leasing
High Security Space From Foreign Owners”, Jan. 3, 2017; hitp:/ / bit.ly | 2JiDFwl.

11 Michael Findley, et al. “Global Shell Games: Experiments in Transnational Relations,
Crg‘?le, Qamd Terrorism”, Cambridge University Press (March 24, 2014), p. 74. hitp://bit.ly/
2uTLptQ.

12Press Release, “Report Demonstrates Ease of Establishing Anonymous Shell Companies”,
Global Financial Integrity, March 21, 2019, accessible at https:/ /www.gfintegrity.org/press-re-
lease | report-demonstrates-ease-of-establishing-anonymous-shell-companies | .

13Financial Action Task Force, “Anti—Money Laundering and Counterterrorist Financing
Measures—United States”, Fourth Round Mutual Evaluation Report, Dec. 2016; htip://
www.fatf-gafi.org | media / fatf/ documents [ reports | mer4 | MER-United-States-2016.pdf.
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Small Business

The proposals call for the collection of four pieces of readily known and accessible
information—name, address, date of birth, and a drivers’ license or other identifica-
tion number of the owner. This is less information than is required for an individual
to obtain a library card in any of the 50 States. 14

In the U.K., an analysis by Global Witness of data collected by the British bene-
ficial ownership directory found that the average number of owners per business in
the U.K. is 1.13. The most common number of owners is one. More than 99 percent
of businesses listed less than six owners. 15

According to the U.S. Small Business Administration, approximately 78 percent
of all businesses in the U.S. are nonemployer firms, meaning there is only one per-
son in the enterprise. 16 This suggests that the experience in the U.S. would be simi-
lar to that of the U.K.

Additionally, to my knowledge, there has not been a problem in implementing the
beneficial ownership rules now in place in the U.S. Defense Department when leas-
ing high security office space. And a main concern regarding the Treasury Depart-
ment’s Geographic Targeting Orders (GTOs), a pilot program to collect beneficial
ownership information for high-end, cash-financed real estate transactions in 12
metropolitan areas, is that they are temporary and keep changing in scope and loca-
tion. One consistent, predictable rule would seem to be preferable.

New proposals, such as the bipartisan discussion draft of the ILLICIT CASH
Act17 and the House of Representative’s Corporate Transparency Act of 2019 (H.R.
2513, which was reported favorably out of the Committee on Financial Services last
week with a strong bipartisan vote 18), have found creative ways to use, where prac-
ticable, existing structures though which companies can update their information.

This is why, when asked, more than three quarters of small business owners felt
the tradeoff—reporting burden vs. benefits—was worth it. 19

Privacy

While there are disagreements about whether this information should be made
public, the proposals introduced over the last decade chose to keep the information
private. The discussion draft of the ILLICIT CASH Act and the Corporate Trans-
parency Act of 2019 both see FinCEN as the best repository of this information.

The rationale behind that decision is that FinCEN is our Nation’s financial intel-
ligence unit with the responsibility of housing and reviewing data to protect our fi-
nancial system from abuse by terrorist networks and other criminals who seek ac-
cess to our markets and our strong and stable economy. Law enforcement officials
and financial institutions with legally required anti—money-laundering responsibil-
ities have existing relationships with FinCEN.

FinCEN also has a strong track record of safeguarding sensitive data. According
to public information on FinCEN’s portal system, it appears that the database has
strict limitations on who can access information and how that information can be
used. The database is accessed through a physical portal, meaning that a local po-
lice officer could not log on during a routine traffic stop. Users must be trained and
certified and must undergo a background check. All searches must be done as part
of an ongoing investigation, and every file that is reviewed is logged so that there
is a record of who accessed what information. Misuse of the information is a crimi-
nal act. 20

14 Global Financial Integrity.

15 Global Witness, “Hard Data on Lessons Learned From the U.K. Beneficial Ownership Reg-
ister”, May 2019; http:/ / bit.ly | 2FhwX6u.

16 Small Business Administration, “Frequently Asked Questions”, September 2012; hitps://
www.sba.gov / sites [ default /files| FAQ Sept 2012.pdf.

17Senator Mark Warner, “Warner, Cotton, Jones, Rounds, Unveil Draft Legislation To Im-
prove Corporate Transparency and Combat Financing of Terrorism, Money Laundering”, U.S.
Senate, June 10, 2019, Atip:/ /bit.ly | 2ZsmGfo.

18 Committee on Financial Services, “Committee Passes Legislation To Protect Housing
Rights, Reform National Flood Insurance Program and Strengthen the Financial System”, U.S.
House of Representatives, dJune 12, 2019, https://financialservices.house.gov/news/
documentsingle.aspx?DocumentID=403895.

19 Small Business Majority, “Opinion Poll: Small Business Owners Support Legislation Re-
quiring Transparency in Business Formation”, April 4, 2018, https:/ /smallbusinessmajority.org/
our-research | government-accountability | small-business-owners-support-legislation-requiring-
transparency-business-formation.

20 Global Witness, “Memo: Basic Information on Use and Access to the FinCEN Portal (a.k.a.,
the FinCEN Database, or Gateway)”, June 1, 2019; http:/ /bit.ly /| 2ILqpOM.
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Accountability

Like all laws, there are penalties for violating the law. However, the proposals
over the last decade have ensured that mistakes by honest businesses will not be
penalized. Negligence is not a punishable offense. That means that honestly forget-
ting to update the information—if, for example, a family member joins a business—
is not punishable.

The proposals specifically state that only knowing and willfull violations are pun-
ishable. In fact, the standards in the bill provide greater protections for filers
against errant prosecutions than the American Bar Association’s model guidelines
in this area recommend. 2!

Collecting Beneficial Ownership Information Has an Impact

The limited data available, since there are very few examples of collecting the in-
formation to date, suggests the policy will have a measurable impact.

In 2016, FinCEN implemented Geographic Targeting Orders (GTOs). In an early
analysis, FinCEN found that, “Within this narrow scope of real estate transactions
covered by the GTOs, FinCEN data indicate that about 30 percent of reported trans-
actions involve a beneficial owner or purchaser representative that was also the sub-
ject of a previous suspicious activity report. This corroborates FinCEN’s concerns
about this small segment of the market in which shell companies are used to buy
luxury real estate in “all-cash” transactions. In addition, feedback from law enforce-
ment indicates that the reporting has advanced criminal investigations.” 22

A second study of the impact of the GTOs, in 2018, by the New York Federal Re-
serve and the University of Miami found, “After anonymity is no longer freely avail-
able to domestic and foreign investors, all-cash purchases by corporations fall by ap-
proximately 70 percent, indicating the share of anonymity-seeking investors using
LLCs as ‘shell corporations.’” 23

The British Experience

The United Kingdom implemented the first beneficial ownership directory, and
their experience can be instructive. As I previously mentioned, Global Witness did
an analysis of the U.K. data in 2019. 24 Among the many findings was the successful
early collaboration between Companies House (the Government agency hosting the
beneficial ownership directory) and law enforcement.

They found:

«

e “ . . a huge spike in Suspicious Activity Reports filed by Companies House,
with 2,264 reports being filed between April 2017 and April 2018, as compared
with 426 reports the preceding year.”

«

e “ . . enquiries from law enforcement to Companies House for help in inves-
tigations increased from an average of 11 requests per month to 125 per month
in the last 3 years. While the increase has slowed, it continues to grow by more
than 50 percent (2017/18).”

e A “major drop” in U.K.-incorporated “vehicles previously associated with
crimel[.] After becoming part of the new transparency rules, incorporation levels
of Scottish Limited Partnerships—a vehicle previously implicated in countless
money-laundering scandals—plummeted by 80 percent in the last quarter of
2017 from their peak at the end of 2015. [Global Witness’s] analysis this year
[in 2019] confirms it remains at historically low levels.”

Cutting Off Legitimate Channels to the Financial System for Illicit Actors

We also need to recognize that, today, criminals have open access to our financial
system. Legitimate gatekeepers in the legal and accounting professions assist clients

21See: “A Lawyer’s Guide To Detecting and Preventing Money Laundering”, American Bar
Association, International Bar Association, and Council of Bars and Law Societies of Europe,
October 2014; accessible at http:/ /bit.ly| ABA-AML-Guide.

22 Steve Hudak, “FinCEN Targets Shell Companies Purchasing Luxury Properties in Seven
Major Metropolitan Areas”, FinCEN, August 22, 2017; https:/ /www.fincen.gov / news / news-re-
leases | fincen-targets-shell-companies-purchasing-luxury-properties-seven-major.

23 Hundtofte, C. Sean, and Rantala, Ville, “Anonymous Capital Flows and U.S. Housing Mar-
kets” (May 28, 2018). University of Miami Business School, Research Paper No. 18-3. Available
at SSRN: htips:/ /ssrn.com [ abstract=3186634 or hittp:/ /dx.doi.org/10.2139/ssrn.3186634.

24Global Witness, “Getting the U.K’s House in Order”, May 6, 2019; htips://
wwuw.globalwitness.org [ en [ campaigns [ corruption-and-money-laundering [ anonymous-company-
owners | getting-uks-house-order /.
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that may well be laundering money but have no responsibility to ask even the most
basic questions. 25

Earlier in my testimony, I referenced a 2014 study by academics at UT-Austin,
BYU, and Griffiths University that found that the United States is the easiest place
in the world for suspect individuals to establish an anonymous company. The re-
searchers sent out thousands of inquiries to corporate formation agents in over 100
countries with details that should have raised red flags for the recipients. An agent
in Florida responded to a request in an email saying:

Your stated purpose could well be a front for funding terrorism . . . if you
wanted a functioning and useful Florida corporation, you’d need someone
here to put their name on it, set up bank accounts, etc. I wouldn’t even con-
sider doing that for less than 5k a month . . .26

While clearly crossing ethical lines, this individual did nothing illegal. By requir-
ing the collection of beneficial ownership information, gatekeepers across the coun-
try would no longer engage with these shady clients—thereby cutting off access to
the U.S. financial system through legitimate channels.

Conclusion

The FACT Coalition came together in 2011. One primary concern among the
international development and antipoverty groups that formed the core of the Coali-
tion’s leadership was the wealth drain from the developing world. Corrupt leaders
were siphoning money from their national treasuries leaving few resources for basic
services, impoverishing local populations and propping up dictators and autocrats
who engaged in widespread abuses of human rights. The realization that the illicit
proceeds were being moved into the U.S. through anonymous companies gave rise
to the effort to rein in corporate secrecy.

Over the years, leaks and a number of painstaking investigations, including sev-
eral by the Senate Permanent Subcommittee on Investigations, uncovered the ubig-
uitous use of anonymous companies for a wider array of illicit acts—terrorist financ-
ing, sanctions evasion, human trafficking, drug trafficking, the illicit trade in coun-
terfeit and pirated goods, Medicare fraud, tax evasion, and more. The threats to our
local communities and our Nation has brought together an unprecedented set of al-
lies all calling for reform.

Support for ending the incorporation of anonymous companies has expanded be-
yond the core anticorruption community to now include national security experts, 27
cops, 28 sheriffs, 29 local prosecutors,3? State Attorneys General,3! Federal prosecu-
tors,32 human rights advocates,33 anti—human-trafficking groups,34 faith-based
networks, 35 international development NGOs,36 CEOs,37 big businesses, 38 small

25 Steve Kroft (60 Minutes), “Anonymous, Inc.”, CBS News, January 31, 2016; accessible at
https: | |www.cbsnews.com | news | anonymous-inc-60-minutes-steve-kroft-investigation /.

26 Findley, et al.

27 Bipartisan Letter from 91 National Security Experts, June 10, 2019, available at hétp://
bit.ly | 2ZvJEC].

28 Letter from the Fraternal Order of Police, May 6, 2019, available at http://bit.ly/
2KoYCIW.

Z9Le£lter from the National Sheriffs’ Association, May 7, 2019, available at htip://bit.ly/
2Fk7vxd.

30 Letter from the National District Attorneys Association, May 6, 2019, available at hétp://
bit.ly | 2KoJDg9.

31Bipartisan Letter from Two Dozen State Attorneys General, August 2, 2018, available at
hitp:/ [ bit.ly | 2J5Bla3.

32Letter from the National Association of Assistant United States Attorneys, May 6, 2019,
available at htip:/ /bit.ly /2LOfkvU.

33 Letter from Amnesty International USA, EarthRights International, EG Justice, Enough
Project, Freedom House, Global Witness, Human Rights First, Human Rights Watch, Inter-
national Corporate Accountability Roundtable, and the International Labor Rights Forum, April
11, 2019, available at https:/ /www.hrw.org/news/2019/04/11/letter-chairwoman-waters-and-
ranking-member-mchenry-re-corporate-transparency-act.

34See, for example, Letter from Polaris, May 2, 2019, available at hitp:/ /bit.ly/2WSJeUS;
and Letter from Street Grace, March 10, 2019, available at http:/ / bit.ly /| 2WOoti6.

35 Letter from Jubilee Network USA, March 12, 2019, available at http://bit.ly /2IXMXLU.

36 Letter from ActionAid USA, Bread for the World, Jubilee USA Network, The ONE Cam-
paign, and Oxfam America, June 7, 2019, available at http:/ /bit.ly/2MYVPpY.

37Letter from the CEOs of a dozen major companies, April 30, 2019, available at http://
bit.ly/31Gced1L.

38 Richard Sawaya, “A Maximum Pressure Campaign Against the Kremlin”, The Hill, April
30, 2019, https:/ /thehill.com/opinion /international |441350-a-maximum-pressure-campaign-
against-the-kremlin.
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businesses, 39 banks, 40 credit unions, 4! real estate professionals,42 insurance com-
panies, 43 over 125 nongovernmental organizations, 44 and scholars at both conserv-
ative 45> and liberal think tanks, 46 among others.

We hope this hearing provides members an opportunity to better understand the
dangers posed by anonymous companies and move to address them. We thank you
for this opportunity to share our views, and we look forward to working with you
on this important issue.

39 Letter from Small Business Majority, April 25, 2019, available at htip:/ /bit.ly | 2KiteqK.

40 See, for example: Letter from nine banking associations, May 7, 2019, available at Attp://
bit.ly /2XpRlwx; Letter from the Independent Community Bankers of America, May 8, 2019,
available at http://bit.ly/31Rbc70; and Letter from 51 State Banking Associations, June 10,
2019, available at http:/ /bit.ly | 2Kow6Fh.

411 etter from the Credit Union National Association, June 11, 2019, available at hitp://
bit.ly | 2Kttlgy.

42 Letter from the American Escrow Association, American Land Title Association, National
Association of REALTORS, and Real Estate Services Providers Council, Inc. (RESPRO), May 7,
2019, available at http:/ /bit.ly /| 2E2KQoq.

43 Letter from the Coalition Against Insurance Fraud, April 15, 2019, available at http://
bit.ly |2KYYygz.

44 etter from 127 Groups Supporting Corporate Transparency Act of 2019, June 10, 2019,
available at http:/ /bit.ly /| 2L7yjon.

45See, for example: Clay R. Fuller, “Dealing With Anonymity in Business Incorporation”,
American Enterprise Institute, March 29, 2019, https:/ /www.aei.org [ publication /| dealing-with-
anonymity-in-business-incorporation /.

46 See, for example: Molly Elgin-Cossart and Trevor Sutton, “The Real Scandal Behind the
Panama  Papers”, Center for American Progress, May 10, 2016, hitps://
www.americanprogress.org | issues [ security | news /2016 /05/10/137191 / the-real-scandal-behind-
the-panama-papers/.
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RESPONSES TO WRITTEN QUESTIONS OF
SENATOR MENENDEZ FROM GREG BAER

Q.1. As the ranking member of the Senate Foreign Relations Com-
mittee and an author of several pieces of sanctions legislation, I do
not believe the transparency rules on shell companies in our coun-
try are enough to catch criminal foreign actors such as kleptocratic
oligarchs, drug cartels, and rogue Governments or individuals seek-
ing to evade sanctions. The fact is, the U.S. is still an easy place
to hide money.

Would you agree that anonymous companies formed in the U.S.

make it more difficult for law enforcement and national security of-
ﬁlcigls to enforce sanctions and combat kleptocracy? If so, please ex-
plain.
A.1. Yes, as I noted in my testimony, the U.S. is an easy and safe
place for criminals to hide behind the corporate veil by keeping
their ownership secret from law enforcement, national security,
and banks tasked with doing due diligence on their clients.

Anyone in the world looking to disguise the source or ownership
of their funds can establish a U.S. shell company and keep the
ownership of that company anonymous. That anonymity serves as
a wall for law enforcement and national security officials tasked
with safeguarding our system. Sophisticated criminals operate
through multiple shell companies, whose linkages are not clear.

Every year financial institutions spends billions of dollars to pre-
vent and detect money laundering. Such efforts target those en-
gaged in organized crime, terror financing, human trafficking,
kleptocracy, and other offenses, and attempt to thwart those seek-
ing to avoid sanctions. Yet those efforts are thwarted by the loop-
hole in the U.S. regulatory framework that permits the evasion of
sanctions, enabling kleptocrats and other illicit actors to access the
U.S. financial system despite the best efforts of law enforcement
and national security officials.

Q.2. Would you agree that this has undermined the effectiveness
of our sanctions regimes on Russia, Venezuela, Iran, North Korea,
and others? If so, please explain.

A.2. Yes, the Bank Policy Institute agrees that the lack of a bene-
ficial ownership requirement in the United States represents a
gaping hole in our AML/CFT framework and undoubtedly contrib-
utes to the evasion of sanctions by illicit State actors, including the
countries you referenced. As detailed by the Center for New Amer-
ican Security in their December 2018 report, “Financial Networks
of Mass Destruction”, “the efforts to prevent the financing of [weap-
ons of mass destruction] proliferation are only in their infancy. The
legal framework to prevent the financing of proliferation is weak,
and implementation across the world is spotty . . . . Stepping up
action to combat the financing of proliferation will take legal
change at home, including financial transparency measures and
new methodologies to facilitate information sharing between banks
and between banks and national authorities.”

Q.3. Would requiring companies to disclose their true beneficial
owners at the time of formation assist law enforcement in their in-
vestigations and help keep Americans safe from national security
threats? If so, please explain.
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A.3. Yes. As I detailed in my testimony, anonymous shell compa-
nies are a key method used by criminals to hide assets for a range
of dangerous and illicit activities, including human trafficking, ter-
rorist financing, money laundering, and kleptocracy. All too often
criminal investigations hit a dead end when law enforcement en-
counters a company with hidden ownership and lacks the time and
resources to peel back the many layers of secrecy currently per-
mitted by U.S. law. And the more sophisticated and sinister the
criminal, the more layers there generally are.

This problem is not difficult to solve. It has been solved by most
countries around the world. Generally, our country does more than
any other to identify and block the proceeds of crime, however we
are among the worst when it comes to allowing criminals to use the
corporate form to cloak ownership; as a result, the United States
has become a safe haven for those who wish to hide the proceeds
or instruments of illegal activity. We have therefore been repeat-
edly criticized by the Financial Action Task Force, an intergovern-
mental AML standard setting body, for this deficiency in our sys-
tem.

Requiring companies to disclose their true beneficial owners at
the time of formation would provide law enforcement, and the fi-
nancial institutions required to collect this information, with the
key information required to pursue investigations and protect na-
tional security.

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR MENENDEZ FROM KAREN HARNED

Q.1. As the ranking member of the Senate Foreign Relations Com-
mittee and an author of several pieces of sanctions legislation, I do
not believe the transparency rules on shell companies in our coun-
try are enough to catch criminal foreign actors such as kleptocratic
oligarchs, drug cartels, and rogue Governments or individuals seek-
ing to evade sanctions. The fact is, the U.S. is still an easy place
to hide money.

Would you agree that anonymous companies formed in the U.S.
make it more difficult for law enforcement and national security of-
ﬁlcials to enforce sanctions and combat kleptocracy? If so, please ex-
plain.

Would you agree that this has undermined the effectiveness of
our sanctions regimes on Russia, Venezuela, Iran, North Korea,
and others? If so, please explain.

Would requiring companies to disclose their true beneficial own-

ers at the time of formation assist law enforcement in their inves-
tigations and help keep Americans safe from national security
threats? If so, please explain.
A.1. As the Executive Director of the NFIB Small Business Legal
Center, I have expertise in how regulatory and legal statutes and
proposals affect small business owners. I am not an expert on law
enforcement, national security, foreign policy, or international
sanctions. Therefore, I cannot comment with authority on any of
the questions you proposed.

However, I will direct you to the comments of an expert. FinCEN
Director Blanco testified at a hearing before this Committee on
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May 21, 2019. In response to questioning from Senator Warner re-
garding verification of information he said, “Senator, that gets a lit-
tle bit more complicated. If what you’re asking us to do is verify
the information, I'll just be candid with you. That would be a big
mistake. There would be no way that FinCEN could be able to
verify that information.” Without verifying the accuracy of millions
of data points being entered into a FinCEN database, law enforce-
ment could not trust the accuracy of the information collected until
they begin an investigation into a suspected criminal entity.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR SINEMA
FROM KAREN HARNED

Q.1. Under the ILLICIT CASH Act, what kind of information
would small businesses need to supply the Financial Crimes En-
forcement Network (FinCEN) upon incorporation? Would this bene-
ficial ownership information be different from other information
business owners are currently required to provide to financial insti-
tutions when opening an account?

A.1. Under the draft ILLICIT CASH Act businesses with 20 or
fewer employees and less than $5 million in gross receipts would
need to file the following information of all beneficial owners:

full legal names,

business or residential addresses,

dates of birth,

jurisdictions of formation,

dates of formation,

Employer Identification Numbers (EIN), or, if the business is
not an employer, driver’s license or passport number.

Under the Financial Crimes Enforcement Network’s (FinCEN)
Customer Due Diligence (CDD) Rule, an individual opening an ac-
count must provide their name and title, as well as the name and
address of the legal entity for which the account is being opened.
Businesses must report the following information of all beneficial
owners to financial institutions when opening new accounts:

o full legal names,
o dates of birth,

e business or residential addresses,

Social Security numbers, or passport number for noncitizens. !

The draft ILLICIT CASH Act would require similar information
but differs in that it requires jurisdictions of formation, dates of
formation, EINs, and driver’s license or passport numbers instead
of Social Security numbers for a U.S. citizen.

Only businesses opening new accounts since the CDD Rule be-
came applicable (May 11, 2018) have been required to report this
information to financial institutions. The draft ILLICIT CASH Act
would require all existing businesses to submit reports. Small busi-
nesses would report more beneficial owners as it contains a broader

1See Appendix A to section 1010.230—Certification Regarding Beneficial Owners of Legal En-
tity Customers, Customer Due Diligence Rule, (May 11, 2016) available online at https://
www.regulations.gov | document?D=FINCEN-2014-0001-0183.
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definition of beneficial ownership, including those who receive sub-
stantial economic benefits from the assets of an organization.

Q.2. What kind of privacy concerns would sharing this information
with FinCEN raise?

A.2. The draft ILLICIT CASH Act raises serious privacy concerns
for small business owners. This draft bill requires the Treasury De-
partment to keep the beneficial ownership information for the life
of the business plus 5 years and grant broad access to the informa-
tion to Federal, State, local, or tribal government agencies through
a simple request.

Under the CDD Rule, law enforcement is required to acquire a
subpoena to obtain a company’s beneficial ownership information
from a financial institution unless that information is submitted to
FinCEN with a suspicious activity report. 2 The ILLICIT CASH Act
would allow “any Government agency” access to this information
without a warrant or a subpoena.

These bills are antithetical to current statutes on the books,
which—even for sensitive kinds of national security activities, such
as protection against international terrorism or clandestine intel-
ligence activities—require the Federal Government to focus its in-
vestigative interest on someone in particular, some business in par-
ticular, or some account in particular before compelling a bank or
other business to produce relevant information. 3

A Federal database with personally identifiable information of
small business owners would be a target for hacks and leaks, de-
spite the proposed increase penalties for leaks.

Q.3. Under the ILLICIT CASH Act, what would be the estimated
cost of compliance with new beneficial ownership reporting require-
ments?

A.3. NFIB does not have an estimated cost of compliance for new
beneficial ownership reporting requirements under the draft IL-
LICIT CASH Act. FinCEN estimated that the CDD Rule would cost
between $700 million and $1.5 billion over a decade.4 FinCEN esti-
mated that the CDD Rule would impact 13,952 small entities
(banks, credit unions, brokers, and mutual funds).

The draft ILLICIT CASH Act massively expands the number of
impacted entities and the frequency of reports. The draft bill would
capture many more entities than the CDD Rule, including busi-
nesses that have yet to open a new account since May 11, 2018.
According to the U.S. Census Bureau, there are more than 5.3 mil-
lion businesses with 20 or fewer employees. The draft bill would
also require these businesses to update their information more fre-
quently than the CDD Rule, requiring updates within no more
than 90 days if ownership information changes. Due to these fac-
tors, we can reasonably estimate increased compliance costs.

Some commenters to the CDD Rule suggested the process would
look like applying for an Employer Identification Number (EIN)

2FinCEN did not estimate the cost of privacy loss of the CDD Rule.

3See, for example, Stored Communications Act, 18 U.S.C. 2709; Fair Credit Reporting Act,
15 U.S.C. 1681u and 1681v; Right to Financial Privacy Act, 12 U.S.C. 3414; and National Secu-
rity Act, 50 U.S.C. 3162.

4Regulatory Impact Assessment for FinCEN Notice of Proposed Rulemaking: “Customer Due
Diligence Requirements for Financial Institutions”, Docket No. FinCEN-2014-0001.
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from the IRS. The IRS estimates that applying for an EIN takes
10 hours and 10 minutes in total:

¢ 8 hours and 36 minutes for recordkeeping
¢ 42 minutes for learning about the law or the form

¢ 52 minutes for preparing, copying, assembling, and sending the
form to the IRS>

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR MENENDEZ FROM GARY KALMAN

Q.1. Just last month the FACT coalition released a report on how
anonymous shell companies fuel trade in counterfeit goods. The
FACT report points out alarming examples of how criminals used
shell companies to funnel the profits of counterfeit medicines made
in China, India, and elsewhere that were sold online to
unsuspecting U.S. consumers. Some of the medicines involved were
well-known drugs like OxyContin, Lipitor, Xanax, and others.
These cases had real health impacts on Americans that thought
buying online could save them money, only to find out later that
the medicines had incorrect active ingredients or the wrong dose.

How would beneficial ownership legislation help crack down on
our country’s growing problem of counterfeit medicines and other
goods sold online?

A.1. Counterfeit goods pose a series of threats to Americans. A
2017 report from the International Chamber of Commerce and the
International Trademark Association projected that the global eco-
nomic value of counterfeit and pirated goods alone will reach close
to $3 trillion by 2022—enriching criminals, undercutting legitimate
businesses, threatening jobs and public health and safety. The
same study predicts that total employment losses globally due to
counterfeiting and piracy will rise from 2-2.6 million jobs lost in
2013 to 4.2-5.4 million jobs lost in 2022.1

Beyond the direct economic damage, the illicit trade in counter-
feit and pirated goods is a major threat to public health and con-
sumer safety. In the case of counterfeit pharmaceuticals, incorrect
ingredients or doses may not work or, perhaps worse, they can be
physically harmful. Counterfeit food products have been known to
include potentially toxic ingredients, and counterfeit electronics
have exploded—causing physical injury. Honest American busi-
nesses lose money when counterfeit or pirated goods steal market
share from them, and they risk reputational damage when prod-
ucts sold in their name don’t work or cause physical harm.

The problem faced by law enforcement is that the products are
often marketed and sold through anonymous corporate structures.
Corporate secrecy makes it harder, sometimes impossible, for law
enforcement to track down the perpetrators. Delayed investigations
mean more U.S. consumers are exposed to potentially harmful

5See Privacy Act and Paperwork Reduction Act Notice, Instructions for Form SS-4, Applica-
tion for Employer Identification Number, IRS, available online at https:/ /www.irs.gov/pub/irs-
pdf/iss4.pdf.

1 Frontier Economics, “The Economic Impacts of Counterfeiting and Piracy—Report prepared
for BASCAP and INTA”, February 6, 2017, https://cdn.iccwbo.org/content/uploads/sites/3/
2017/02/ICC-BASCAP-Frontier-report-2016.pdf.
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products, and businesses continue to lose money and risk longer
term reputational damage.

Should law enforcement get close to identifying the bad actors
behind these scams, these individuals can shut down one anony-
mous company and quickly open another to continue to sell their
potentially dangerous products.

Beneficial ownership transparency would make it far more dif-
ficult for criminals to access U.S. markets and the U.S. financial
system. Some criminals may take the risk. If they do, law enforce-
ment would be able to more quickly shut down the operation and
hold the criminals accountable. Others will not take the risk. Some
will look for nominee directors or stand in owners. Under current
law, nominees can and do sign their names on the proper forms on
behalf of illicit actors and have no liability. If the legislation is
passed, those nominees would be criminally liable. The legislation
would either chase the counterfeiters from U.S. markets or make
it far more difficult to find front line accomplices.

As I mentioned in my testimony, beneficial ownership trans-
parency is not the only reform necessary to prohibit this type of il-
licit activity, but it is the necessary foundation on which to build.
We can stiffen fines and penalties but if we allow anonymous com-
panies to legally abuse our corporate formation laws in this fash-
ion, law enforcement will not have the necessary tools to do their
jobs to protect the American people.

Q.2. Is there not a danger that foreign actors can engage in polit-
ical money laundering by using anonymous LLCs incorporated in
the United States to contribute money to super PACs, and thereby
illegally influence U.S. elections?

What steps can be taken, both by Congress and the Administra-
tion, to remove this threat?

A.2, There have been reported instances of foreign actors using
anonymous companies to influence our elections. The anonymity al-
lows foreign agents to do an end run around existing laws against
foreign expenditures in U.S. elections.

Like the issue of counterfeit goods, beneficial ownership trans-
parency will guard against easy and open access to the U.S. finan-
cial system. In relation to foreign political interference, the impact
would be even more immediate than with counterfeit goods. A com-
pany registered in the Cayman Islands may do business in the
U.S., but that same company cannot engage in election spending.
If foreign agents seek to spend on our elections, the only way to
escape accountability is to incorporate U.S.-based anonymous com-
panies and channel the foreign funds through them. Our current
laws enable this type of abuse of our corporate formation system.

Q.3. As the ranking member of the Senate Foreign Relations Com-
mittee and an author of several pieces of sanctions legislation, I do
not believe the transparency rules on shell companies in our coun-
try are enough to catch criminal foreign actors such as kleptocratic
oligarchs, drug cartels, and rogue Governments or individuals seek-
ing to evade sanctions. The fact is, the U.S. is still an easy place
to hide money.

Would you agree that anonymous companies formed in the U.S.
make it more difficult for law enforcement and national security of-
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ficials to enforce sanctions and combat kleptocracy? If so, please ex-
plain.

A.3. Yes. There are numerous examples of anonymous companies
being used to undermine our national security. Here are just a few
examples taken from a fact sheet produced by my Coalition: 2

e Anonymous companies facilitate the financing of weapons of
mass destruction. Anonymous companies have been featured in
proliferation financing cases involving North Korea, Syria, and
Pakistan. In a particularly notable example of a “serial
proliferator,” a Chinese national named Li Fang Wei (a.k.a.
Karl Lee) repeatedly formed anonymous entities to carry out
procurement activity, even as his businesses were sanctioned
by the U.S.

e Anonymous companies were used to lease high security space to
the Government, creating security risks. The Government Ac-
countability Office “was unable to identify ownership informa-
tion for about one-third of GSA’s 1,406 high-security leases as
of March 2016 because ownership information was not readily
available for all buildings.” This included the FBI—renting
space owned by a corrupt Malaysian official and his family. In
addition to providing funding to money-laundering operations
that the FBI was supposed to be investigating, potential risks
include security breaches and cyberattacks.

o Anonymous companies assisted an illegal weapons dealer when
moving hardware into war zones. Viktor Bout, a.k.a. “the Mer-
chant of Death”, used a global network of anonymous shell
companies, including at least 12 incorporated in Delaware,
Florida, and Texas, to disguise weapons trafficking into conflict
zones around the world.

e Anonymous companies defrauded the U.S. military, put our
troops at risk, and overcharged for basic supplies. A former
America’s Most Wanted fugitive made millions by defrauding
the U.S. taxpayers of $11.2 million during a time of armed con-
flict. He supplied shoddy, dangerous parts essential to well-
functioning weapons and to the safety of troops under the dis-
guise of nominee companies created in California, Florida, New
Jersey, New York, Nevada, Oregon, Texas, Washington, and
Canada. Separately, a U.A.E.-based anonymous company was
used to overcharge American taxpayers in a $48 million
scheme to supply food and water to troops in Afghanistan.

In addition, the Kleptocracy Initiative at the Hudson Institute
has produced numerous reports linking anonymous companies to
the enabling of kleptocrats. The Kleptocracy Initiative’s research
features studies—including “Weaponizing Kleptocracy: Putin’s Hy-
brid Warfare”, 3 “How Non-State Actors Export Kleptocratic Norms

2The FACT Coalition, “FACT Sheet: Anonymous Companies and National Security”, May 17,
2019,  https:/ | thefactcoalition.org | fact-sheet-anonymous-companies-and-national-security-may-
20192utm medium=policy-analysis | fact-sheets.

3 Marius Laurinavicius, “Weaponizing Kleptocracy: Putin’s Hybrid Warfare”, Hudson Institute,
June 6, 2017, https:/ /www.hudson.org/research | 13666-weaponizing-kleptocracy-putin-s-hybrid-
warfare.
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to the West”,4 and “Countering Russian Kleptocracy”,® among oth-
ers—that highlight the different ways kleptocracies can infiltrate
Western institutions and undermine U.S. national security.

Q.4. Would you agree that this has undermined the effectiveness
of our sanctions regimes on Russia, Venezuela, Iran, North Korea,
and others? If so, please explain.

A4, Yes. There are numerous examples in which anonymous com-
panies have been used to evade sanctions. Corporate secrecy allows
rogue Nations and individuals to easily do so.

As I mentioned in my testimony, Iran was able to evade eco-
nomic sanctions by purchasing property in Manhattan through the
%sekof anonymous companies, including one registered in New

ork.

According to a report by the Foundation for the Defense of De-
mocracies, “In February 2017, Treasury sanctioned the Vice Presi-
dent of Venezuela, Tareck El Aissami, for his involvement with the
drug trade. That same month, CNN reported that a 2013 confiden-
tial intelligence report by a group of Latin American Nations as-
sessed that El Aissami had ordered Venezuelan passports to be
fraudulently issued to 173 people in the Middle East, including in-
dividuals connected to Hezbollah. Latin American intelligence offi-
cials reportedly told an American researcher that El Aissami cre-
ated a network of nearly 40 shell companies to launder money, in-
cluding some that were based in Miami. This network was used by
Hezbollah supporters (including the Lebanese Canadian bank), Co-
1(10mbiar%3 and Mexican cartels, and Ayman dJoumaa, discussed
above.”

In 2016, McClatchy News ran a story that began: “In her pass-
port, Nesita Manceau lists her occupation as ‘housewife.” But she
does oh-so-much more. On paper at least, she’s a corporate titan.
And she’s been tangled in an arms-running scandal involving
North Korea and Iran.””

The story goes on to explain how nominee owners are used to
mask the identities of the beneficial owners engaged in nefarious
activities who, in fact, control the anonymous enterprises.

These are just few examples to demonstrate that anonymous
companies are used by rogue Nations and individuals to undermine
sanctions.

Q.5. Would requiring companies to disclose their true beneficial
owners at the time of formation assist law enforcement in their in-
vestigations and help keep Americans safe from national security
threats? If so, please explain.

A.5. Yes. As stated above, there are now volumes of evidence of
anonymous corporate structures being abused in ways that poten-
tially threaten our national security. Additional studies and arti-

41lya Zaslavskiy, “How Non-State Actors Export Kleptocratic Norms to the West”, Hudson In-
stitute, September 7, 2017, hitps://www.hudson.org/research/13875-how-non-state-actors-ex-
port-kleptocratic-norms-to-the-west.

5Ben Judah and Nate Sibley, “Countering Russian Kleptocracy”, Hudson Institute, April 5,
2018, https:/ |www.hudson.org [ research | 14244-countering-russian-kleptocracy.

6Yaya J. Fanusie and Alex Entz, “Terror Finance Briefing Book: Hezbollah Financial Assess-
ment”, Foundation for Defense of Democracies, September 2017, http:/ / bit.ly | 2ZxNfjf.

7Tim Johnson, “Did This Panama Papers Housekeeper Really Direct a North Korean Arms
Deal?” McClaichy, May 10, 2016, htips:/ /www.mcclatchydec.com [ news /nation-world / national /
article76635047.html.
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cles from scholars at the Atlantic Council, American Enterprise In-
stitute, Brookings Institution, Carnegie Endowment for Inter-
national Peace, Center for a New American Security, Center for
Strategic and International Studies, Council on Foreign Relations,
Foundation for the Defense of Democracies, Hoover Intuition, Hud-
son Institute and others have all detailed how anonymous compa-
nies threaten our national security and frustrate U.S. efforts to
counter those threats.

This is why more than 100 former military and civilian national
security experts signed letter to Congress urging the adoption of
beneficial ownership transparency legislation. In March, General
David Petraeus coauthored a guest opinion piece in the Washington
Post with Senator Sheldon Whitehouse describing the threats posed
by anonymous companies and calling for reform. The U.S. Depart-
ment of Justice and the U.S. Department of Treasury in both Re-
publican and Democratic Administrations have spoken out on the
need for reform. Twenty-four State Attorneys General sent a letter
to Congress last year and the following law enforcement organiza-
tions have all called for beneficial ownership transparency:

e ATF Association
e Federal Law Enforcement Officers Association (FLEOA)

National Association of Assistant United States Attorneys
(NAAUSA)

National District Attorneys Association (NDAA)
National Fraternal Order of Police (FOP)
National Sheriff's Association

Society of Former Special Agents of the FBI
U.S. Marshals Service Association

RESPONSES TO WRITTEN QUESTIONS OF SENATOR WARREN
FROM GARY KALMAN

Q.1. Boston is experiencing a building boom, especially in the lux-
ury sector. According to a recent report, 35 percent of units in the
12 highest-priced luxury developments built in Boston from 2008—
2018 were purchased by limited liability companies or trusts that
obscure the beneficial owners.! A large number of those units were
purchased by anonymous foreign buyers with cash. 2

What role does high-cost real estate play in the international
money-laundering framework?

A.1. High cost real estate plays an increasingly prominent role in
international money laundering. In the Boston report that you
mention, “Towering Excess”, researchers determined that, “These
[high-priced condominium buildings], however, play a key role in
the global hidden wealth infrastructure, a shadowy system that’s
hiding wealth and masking ownership, all for the purpose of help-
ing the holders of private fortunes avoid taxes and oversight of il-

1Institute for Policy Studies, “Towering Excess: The Perils of the Luxury Real Estate Boom
for Bostonians”, Chuck Collins and Emma de Goede, September 2018, https:/ /ips-dc.org/wp-
content /uploads /201809 | ToweringExcessReport-Sept10.pdf.

21d.
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licit activities. Many Boston luxury properties are functioning, in
effect, as wealth storage lockers for global capital.”

This report is consistent with others done in other U.S. cities and
cities abroad. Transparency International U.K. had similar findings
in two reports, Faulty Towers3 and Corruption on your Doorstep,*
regarding the London real estate market.

In Manhattan, eight blocks between Lenox Hill and Central Park
is nearly 40 percent unoccupied, and on the Upper East Side more
than a quarter of the properties are owned but vacant.> These
properties could be occupied by permanent low- and moderate-in-
come residents, but instead they are being priced out by those look-
ing to hide or protect assets.

In San Francisco, the South Beach neighborhood is one-fifth un-
occupied, ® and—in the competitive California housing market—the
rent crisis is affecting low- and moderate-income families.

Wealthy bad actors from abroad use anonymous companies to
purchase real estate to undermine economic sanctions, avoid fund
transfer limits out of their home Nations, evade taxes, launder
money, and store corrupt cash.

These rogue individuals, along with rich speculators, bid up
prices on properties, and then use them as a “bank” rather than
a home. This helps to fuel the loss of affordable housing in growing
numbers of communities due to skyrocketing real estate prices and
vastly inflated markets.

Q.2. Why might Boston be a destination for foreign illicit invest-
ment?

A.2. Massachusetts, like every State in the country, allows for the
incorporation of anonymous companies. Delaware’s corporate se-
crecy may be more infamous, but no State collects beneficial owner-
ship information.? However, Boston is particularly attractive be-
cause, like New York and Miami, the real estate market is strong.
It is a comparatively safe investment over time. Or, should the il-
licit investors need their money, they have a reasonably high as-
surance of selling quickly.

From my time in the Boston area, it is a terrific place to live,
but these individuals are not concerned about the quality of the
schools or access to job opportunities. They are solely focused on
safely parking their money until such a time as they need it.

Q.3. What impact does the purchase of real estate through anony-
mous shell companies play in housing prices across the country?

A.3. A 2016 story in the Miami Herald about the impact of offshore
money on the local housing market found that, “. . . the boom also
sent home prices soaring beyond the reach of many working- and

3 Transparency International U.K., “Faulty Towers: Understanding the Impact of Overseas
Corruption on the London Property Market”, March 2017, https:/ /www.transparency.org.uk/
publications | faulty-towers-understanding-the-impact-of-overseas-corruption-on-the-london-prop-
erty-market /.

4Transparency International U.K., “Corruption on Your Doorstep”, February 2015, https://
www.transparency.org.uk [ publications | corruption-on-your-doorstep /.

5Joseph Lawler, “Money Laundering Is Shaping U.S. Cities”, Washington Examiner, March
27,6 %((1)17, https: | www.washingtonexaminer.com [ money-laundering-is-shaping-us-cities.

7Press Release, “Report Demonstrates Ease of Establishing Anonymous Shell Companies”,
Global Financial Integrity, March 21, 2019, accessible at hitps:/ /www.gfintegrity.org/ press-re-
lease | report-demonstrates-ease-of-establishing-anonymous-shell-companies /.
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middle-class families. Locals trying to buy homes with mortgages
can’t compete with foreign buyers flush with cash and willing to
pay the list price or more.” 8

Inflated housing prices from these foreign investors create mul-
tiple problems. Higher prices lock middle-income households out
from purchasing in neighborhoods close to jobs and schools. The in-
creased demand for high-end housing also incentivizes developers
to build more high-end properties, further reducing the affordable
housing stock.

In addition to the national security and law enforcement con-
cerns that receive the most attention, anonymous companies are
playing an increasing role in the lack of affordable housing in cer-
tain jurisdictions in the United States.

Q4. In November 2018, the Treasury Department’s Financial
Crimes Enforcement Network issued a Geographic Targeting Order
for Boston, which requires title insurance companies to identify the
individual who is purchasing a property above $300,000.° Is that
sufﬁ?cient to keep illicit money from being parked in Boston real es-
tate?

A.4. The Geographic Targeting Orders (GTOs) are an important
step in protecting against illicit actors purchasing real estate, but
they are not perfect. The GTOs collect ownership information
through title insurance agents but cash financed transactions do
not necessarily involve purchasing title insurance. The definition of
beneficial owner in the GTOs is not as strong and comprehensive
as in various legislative proposals. The GTOs are, by statute, tem-
porary and, while they have been extended, they cannot be ex-
tended forever.

The FACT Coalition strongly supports the GTOs and encourages
their continued extension and expansion, but there are limitations.

8 Nicholas Nehamas, “How Secret Offshore Money Helps Fuel Miami’s Luxury Real-Estate
Boom”, Miami Herald, April 3, 2016, https:/ /www.miamiherald.com [ news [ business [ real-estate-
news | article69248462.himl.

9Financial Crimes Enforcement Network, “FinCEN Reissues Real Estate Geographic Tar-
geting Orders and Expands Coverage to 12 Metropolitan Areas”, November 15, 2018, hétps://
wwuw.fincen.gov | news | news-releases / fincen-reissues-real-estate-geographic-targeting-orders-and-
expands-coverage-12.
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June 19, 2019

The Honorable Michael Crapo

Chaiman

Committes on Banking, Housing
& Urban Affairs

United States Senale

Washington, DC 20510

The Honorable Shemrod Brown

Ranking Member

Committee on Banking, Housing
& Urban Affairs

United States Senale

Washington, DXC 20510

Re: Tomorrow’s Hearing: Outside Perspectives on the Collection of Beneficial Ownership Information
Dear Chairman Crapo and Ranking Member Brown:

T'write to you today on behalf of the National Association of Federally-Insured Credit Unions (NAFCU) in
regard to tomorrow's hearing entitled “Outside Perspectives on the Collection of Beneficial Cwnership
Information,” NAFCU advocates for all federally-msured not-for-profit credit unions that serve over 117

million with | | and small | financial service prod

Credit unions support efforts to combat criminal activity in the financial system. NAFCU has consistently
recognized the importance of the Financial Crimes Enforcement Network (FInCEN), Bank Secrecy Act
(BSA), and Anli-Money Laundering (AML) requi 15 in assisting in the p ion of tax evasion, money
laundering, and terror financing. Our memt mntain a good relationship with FinCEN and consistently
inform us that the publi of AML/BSA guidance is very helpful. However, BSA requirements remain a
burden to implement. We urge the Committee to continue to look for ways to provide credit unions with
regulatory relief by reforming and strengthening BSA laws.

We are pleased that the discussion drafl of a reform bill recently released by Senators Mark Wamer, Tom
Cotton, Doug Jones, and Mike Rounds addresses beneficial ownership. Among other provisions, NAFCTT
suppaorts language that would assist eredit unions and other financial institutions in complying with the new
Customer Due Diligence (CDD) Rule by requiring companies to disclose to FinCEN their true beneficial
ownership information. FinCEN would use this information to create a database that would be available to
law enf t ies and financial institutions. However, we would strongly urge the Committee to
consider language allowing customer consent for financial institutions to access such a database, similar to
the text found in HLR. 2513, the Carporate Transparency Act of 2019, from Representative Carolyn Maloney.

NAFCU appreciates the Committee’s focus on ways to improve BSA/AML regulatory compliance, and we
look forward to collaborating with the Committee on this important issue. Should you have any questions or
require additional information, please do not hesitate lo contact me or Max Virkus, NAFCU's Associate
Director of Legislative Affairs, at 703-842-2261.

Sincerely,

bud Tl

Brad Thaler
Viee President of Legislative Affairs

e Members of the Senate Banking Commitiee

NAFCU | Your Direct Conmection to Federal Advocacy, Education & Compisnce
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Robert M. Carlson

31 N. Clark Street, Chicago, IL &
T312.988.5109 + F 3
abapnasaie

arong

americanbar.org

June 19,2019

The Honorable Michael Crapo The Honorable Sherrod Brown
Chairman Ranking Member

Committee on Banking, Housing, Committee on Banking, Housing,
and Urban Affairs and Urban Affairs

United States Senate United States Senate
‘Washington, D.C. 20510 Washington, D.C. 20510

Re:  Hearing on “Outside Perspectives on the Collection of Beneficial Ownership Information” and
Concemns Regarding S. | the “Improving Laundering Laws and Increasing Comprehensive
Information Tracking of Criminal Activity in Shell Holdings Aet” (ILLICIT CASH Act)

Dear Chairman Crapo and Ranking Member Brown:

On behalf of the American Bar Association (ABA), [ write to express our views regarding the draft
“Improving Laundering Laws and Increasing Comprehensive Information Tracking of Criminal
Activity in Shell Holdings Act” (ILLICIT CASH Act). We ask that this letter be included in the record
of the hearing on “Outside Perspectives on the Collection of Beneficial Ownership Information” that
the Committee has scheduled for June 20.

The ABA supports reasonable and necessary domestic and international measures to combat money
laundering and terrorist financing. We commend the sponsors of the draft bill for their efforts in this
regard and would welcome the opportunity to continue to meet and discuss workable options for
addressing these problems. However, the ABA opposes the overly broad language in Section 402
(“Expansion of Geographic Targeting Orders”) requiring attorneys representing clients in real estate
transactions to file detailed reports with the Treasury Department, as well as the proposed regulatory
approach set forth in Section 401 (“Beneficial Ownership™), for the following important reasons

First, the ABA opposes Section 402 of the draft bill because it is overly broad and would
undermine client confidentiality, the attorney-client privilege, and the confidential attorney-
client relationship.

Section 402 of the bill instructs the Treasury Secretary to issue a new rule requiring “any person
involved in a transaction related to the purchase and sale of real estate” to file a detailed repont
containing the name of the natural person purchasing the real estate, the amount and source of the
funds received, the date and nature of the transaction, and “such other information, including the
identification of the person filing the report, as the Secretary may prescribe.” Because transactional
artomeys often represent and assist clients in the purchase and sale of real estate, Section 402 would
cover many attomeys engaged in the practice of law and subject them to this reporting requirement.

Although the ABA takes no position on whether the buyers or sellers of real estate should be required
1o file these types of reports with the Treasury Department’s Financial Crimes Enforcement Network
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(FinCEN), the ABA is concemed that by requiring attomeys to report the identity of their clients, the
amount and source of funds used by clients in real estate transactions, and other confidential client
information to FinCEN, Section 402 is plainly inconsistent with ABA Model Rule of Professional
Conduet 1.6 dealing with “Confidentiality of Information™ and with the many binding state rules of
professional conduct that closely track the ABA Model Rule.!

The range of client information that attorneys are not permitted to disclose under ABA Model Rule 1.6
is broader than that covered by the attorney-client privilege. Although Model Rule 1.6 prohibits
attomeys from disclosing information protected by the attomey-client privilege and the work product
doctring, it also [orbids attorneys from voluntarily disclosing other non-privileged information that the
client wishes to keep confidential. In most jurisdictions, this category of non-privileged, confidential
client information includes the identity of the client as well as other information related to the legal
representation that the client may choose to reveal to the attorney but does not wish to be revealed to
third parties.” Because Section 402 would require attomeys representing clients in real estate
transactions to disclose the identity of those clients and other confidential information concerning the
transaction, the legislation conflicts with Model Rule 1.6 and the binding state rules of professional
conduct that mirror the ABA Model Rule.

These reporting requirements in Section 402 would also undermine the attomey-client privilege, the
confidential attorney-client relationship. and the right to effective legal representation by discouraging
full and candid communications between clients and their attorneys.

Although the identity of the client is not protected by the attomey-client privilege in most jurisdictions,
other information specifically required to be disclosed by Section 402—such as details about the real
estate transaction, the amount or source of its funding, or “other information. ..the Secretary may
preseribe”—could be privileged in certain circumstances, Therefore, requiring transactional attorneys
to disclose this information to FinCEN would undermine the attomey-client privilege.

In addition, attorneys for clients buying or selling real estate play a key role in helping those clients to
understand and comply with the applicable law and to act in their best interest, To fulfill this important
societal role, attorneys must enjoy the trust and confidence of their clients, must be provided with all
relevant information necessary to properly represent them, and must be able to consult with them
confidentially. Only in this way can the attorney engage in a full and frank discussion of the relevant
legal issues with the client and provide appropriate legal advice.

1A1LA Mode] Rule of Professional Conduct | 6 states that “a ]sw'yer shall not reveal information relating o the
representation of a client unless the client gives mformed consent... " or unless one or mare of the narmow exceptions listed
inthe Rul‘: is present See AB-'\ Model Rulc 1 6, and the relmed commenlm'y av: alhhlc at

iftp:f ! i fia = o

Pmposed b)' Slatu to -'-\BA Mode] Rulcs at hitp:/fw

5«, .z, Alsbama Ethics Op. 89-111 (1989) (attorney may not dmlme name of client to funding agency).. Texas Ethics
Op. 479 (1991) (law firm that obtained bank lean secured by finn's accounts receivable may not tell bank who fim's clients
are and how much each owes); South Carolina Ethies Op. 90-14 (1990) (attorney may ol velunteer wentity of client to
third party), and Virginia Ethics Op. 1300 (1989) (in absence of client consent, nonprofit legal services corporation may not
comply with federal agency’s request for names and addresses of parties adverse to certain former clients, since that may
involve disclosure of clients” identities, which may constitute secret),
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By requiring transactional attomeys to file detailed reports with FinCEN stating the identity of their
clients, the amount and source of funds used by the clients in real estate transactions, and other
confidential or privileged client information, Section 402 would chill and undermine the confidential
attomey-client relationship. In addition, by imposing these unfair reporting burdens on transactional
attomneys, the legislation will discourage many buyers and sellers of real estate from seeking the expert
legal representation that they need, thereby effectively denying them their fundamental right to
counsel.

Second, the ABA opposes Section 401 of the draft bill because it would impose burdensome,
costly, and unworkable new regulatory burdens on millions of small businesses.

Section 401 of the bill would require small businesses with twenty or fewer employees and gross
receipts or sales of $3 million or less to disclose detailed information about their beneficial owners—
including their legal names; dates of birth or formation; business or residential addresses; nationalities
or jurisdictions of formation; and passport, driver’s license, personal identification card, or emplover
identification numbers—to FinCEN and then update that information continuously during the lifespan
of those businesses. Failure to timely submit this information or to update it within 90 days of any
change could subject the businesses to harsh civil and criminal penalties, including stiff fines and
prison sentences, for essentially paperwork violations.

Unlike the definition of “beneficial owner” under FinCEN's Customer Due Diligence (CDD) rule (as
discussed below), the bill s definition of “beneficial owner” is vague, overly broad, and unworkable.
The bill’s definition includes every natural person who directly or indirectly exercises “substantial
control” over the company, owns 23 percent or more of its equity interests, or receives “substantial
economic benefits” from its assets, subject to several exceptions. The bill further defines a person with
“substantial control” to mean a natural person who “has an entitlement to the funds or assets of the
entity that, as a practical matter, enables the person, directly or indirectly, to control, manage, or direct
the entity” or is otherwise able to control the entity as defined by a future Treasury Department rule,
But other key phrases—such as “directly or indirectly” and “as a practical matter”—remain undefined,
making the definition even more ambiguous and unworkable. Because the beneficial owner definition
is s0 expansive and unclear and would cover many individuals whose personal information is not even
within the businesses” knowledge or control, it would be almost impossible [or many small businesses
to comply with the bill’s disclosure requirements.

The new federal regulatory regime created by the bill, combined with the broad and confusing
definition of beneficial owner, would be costly, impose onerous burdens on legitimate businesses, and
subject them to harsh civil and criminal penaltics if they fail to comply. In addition, it is difficult to see
how the legislation would be effective in fighting money laundering, terrorist financing, or other
crimes.

Third, the draft bill raises serious privacy concerns for small businesses and the many
individuals who would be designated as beneficial owners.

Section 401 of the bill would require FinCEN to maintain this sensitive personal information in a
government database and disclose it upon request to any federal, state, tribal or local govemmental
agency or to any foreign law enforcement agency if certain conditions are met. While similar
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beneficial ownership legislation considered by the 115" Congress would have required an agency to
secure a criminal or civil subpoena or summons before obtaining the information, the current draft bill
would require FinCEN to disclose the information in response to a simple agency request pursuant to
undefined “appropriate protocols.”

FinCEN would also be required to disclose the information to any financial institution with “customer
consent.” But because financial institutions will likely require all customers to provide such one-time
consent when opening new accounts, the beneficial owners” identities and other personal information
will be freely shared with the financial institutions and their affiliates without further permission by, or
knowledge of, the customers. As this personal information is shared with more and more entities, the
potential for cybersecurity breaches, misuse, or unauthorized disclosure will grow exponentially.

In recognition of these risks, the draft bill would create eriminal penaltics for the misuse or
unauthorized disclosure of beneficial ownership information and would require the Treasury
Department’s Inspector General to investigate cybersecurity breaches that result in “substantial
unauthorized access and disclosure of sensitive beneficial ownership information.” But because both
remedies would address the problems only affer the damage has already occurred, the relief is simply
too little, too late.

Fourth, the burdensome beneficial ownership reporting requirements in Section 401 of the draft
bill are unnecessary and duplicative because the federal government already has other, more
effective tools to fight money laundering and terrorist financing.

In 2016, FinCEN issued its new CDD rule requiring banks and other covered financial institutions to
collect certain specific beneficial ownership information regarding entities that establish new accounts,
and the rule became fully effective in May 2018, But unlike the draft bill, the CDD rule includes a
specific, understandable, sensible definition of “beneficial owner” consisting of each individval who
owns 25 percent or more of the entity and a single individual with significant responsibility for
managing the entity. Other FinCEN regulations also require financial institutions to collect or update
beneficial ownership information on certain customers with existing accounts on a risk basis during
normal monitoring if the institution b aware of information relevant to ing or r ing
the customer’s risk profile. Therefore, FInCEN's existing rules already require the collection of
information about key individuals who own or control most business entities with a new bank account,
as well as the beneficial owners of existing account holders with an elevated risk profile.

In addition to the beneficial ownership information collected under FinCEN"s CDD rule and other
regulations, the Internal Revenue Service (IRS) collects entity-related information needed to fight
mongy laundering and terrorist financing, and that information is currently available to law
enforcement authorities. Since 2010, the IRS has required every business that obtains an Emplover
[dentification Number to submit IRS Form 88-4, which includes the name of a “responsible party”

3 See FinCEN’s Final Rule on Customer Due Diligence Reg for Financial Institutions, 81 Fed. Reg. 29398 (May
11, 2016), avarlable at https./www.gpo.gov/[dsys/ pke/ FR-2016-05-11/pd(12016-10567.pdl. For add | mformation

conceming the CDD Rule, see FinCEN's “Frequently Asked Questions™ available at
hietps.wwrw. fineen. gov sites/default files 2016-09FAQs for CDD Final Rule %4287 15 16%20.pdf and
fh ingen.gov/sites/default files 201 8- 04 FinCEN Guidince COD FAQ FINAL 508 2pdf.
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within the business, i.¢., an individual who is able to “control, manage, or direct the entity and the
disposition of its funds and assets.”

Together, FinCEN’s CDD rule and other regulations, combined with the RS’ $8-4 Form, provide the
federal government with access to substantial beneficial ownership information on almost every
business entity in the United States (i.., almost all business entities with at least one employee, anew
account, or an existing account with elevated risk). Unlike the draft bill, which requires small
corporations, LLCs, and other similar entities to disclose their beneficial owners, the CDD rule and 88-
4 Form are more expansive and require many more types of businesses of all sizes—including not just
corporations and LLCs, but also general and limited partnerships, business trusts, and other entilies—
to report their beneficial owners. Therefore, because federal law enforcement authorities are already
able to aceess the information they need to fight money laundering and terrorist financing, it is
unnecessary 1o create a duplicative new regulatory regime that would impose unfair burdens, excessive
costs, and the risk of severe civil and criminal liability on millions of small businesses.

For all these reasons, the ABA urges you to amend Section 402 of the draft bill by exempting atlorneys
representing clients in the purchase or sale of real estate. In addition, we urge vou to oppose Section
401 of the draft bill and any similar legislation. Thank you for considering our views on these
mportant issues, and if you have any questions or would like to meet (o discuss other possible
measures to combat money laundering and terrorist financing, please contact ABA Associate
Governmental Affairs Director Larson Frisby at (202) 662-1098 or larson frisbvidamericanbar.org.

Sincerely,
Robert M. Carlson

ce: Members of the Senate Banking, Housing, and Urban AfTairs Committee
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HELPING FINANCE THE AMERICAN DREAM SINCE 1919,

June 19, 2019

The Honorable Mike Crapo The Honorable Sherrod Brown

Chairman Ranking Member

Committee on Banking, Housing and Urban Committee on Banking, Housing and Urban
Affairs Affairs

534 Dirksen Senate Office Building 534 Dirksen Senate Office Building
Washington, D.C. 20510 Washington, D.C. 20510

Dear Chairman Crapo and Ranking Member Brown:

On behalf of the Consumer Bankers Association (CBA), we thank you for holding the hearing
entitled, “Outside Perspectives on the Collection of Beneficial Ownership Information.” CBA is the
voice of the retail banking industry whose products and services provide access to credit for

o and small busi Our members operate in all 50 states, serve more than 150
million Americans and collectively hold two-thirds of the country’s total depository assets.

CBA’s members serve the critical function of monitoring, identifying and reporting suspicious
activity to law enforcement, ensuring criminals do not access the American financial system to
launder ill-gotten gains, Our members promote national security and deter financial crimes by
committing significant resources towards the compliance of the Bank Secrecy Act (BSA), the USA
PATRIOT Act, related anti-money laundering laws (AML) and the recently implemented FinCEN
Customer Due Diligence (CDD) rule that requires financial institutions to collect beneficial ownership
information on potential business customers and report this information to FInCEN and law
enforcement agencies.

We encourage the Committee to consider proposals that would end the use of anonymous shell
companies who engage in illegal activities with the purpose of undermining our financial
infrastructure. Modernizing the AML/countering the financing of terrorism (CFT) regulations to shift
the collection of beneficial ownership information from banks to FinCEN will provide law
enforcement with more tools to pursue bad actors. FinCEN is appropriately suited to perform these
duties as its purpose is to safeguard the financial system, combat money laundering, and collect,
analyze and disseminate financial intelligence.

In addition, Congress should permit FinCEN to create a federal database for financial institutions
and law enforcement to use for the purpose of verifying the legitimacy of a company and its
owners, Afederal database of beneficial ownership information would provide transparency,
enable financial institutions and law enforcement to search and rely on the government's
information to more efficiently deploy resources in the fight against money laundering, and better
protect the nation’s financial system from corruption, terrorism, and criminal activity.

T225 EYE STREET, NW, SUITE 550, WASHINGTCN, D.C. 20005
consumerbankere.com



63

CBA welcomes draft bipartisan legislation entitled the “lllicit Cash Act” sponsored by Senators
Cotton (R-AR), Wamer [D-VA), Rounds [R-50] and Jones [D-AL) that would bring needed updates to
AML/CFT laws and assist law enforcement in combating illicit financial activity. The proposed
legislation will make important improvements to the AML/CFT framework and provide lenders with
increased regulatory darity, enhanced communication between stakeholders, greater use of
technology and enable FinCEN to collect and verify beneficial ownership information of businesses.

Enhancing law enforcement s ability to prevent criminals from accessing the finandal system and
conducting illicit activities through the use of anonymous shell companies is a goal we all share. CBA
stands ready to work with the Committee to pass legislation that will bring meaningful reforms to
the AML/CFT framework and allow for the collection of beneficial ownership legislation at FinCEN,

Sincerely,

Rl

Richard Hunt
President and CEO
Consumer Bankers Association
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®) Credit Union Jimm Nussle
 National Psiident 8:.000

CunA Association i
June 19, 2019
The Honarable Mike Crapo The Honorable Sherrod Brown
Chairman Ranking Member
Committee on Banking, Housing, Committee on Banking, Housing,
and Urban Affairs and Urban Affairs
Washington, DC 20510 Washington, DC 20510

Dear Chairman Crapo and Ranking Member Brown:

On behalf of America’s credit unions, T am writing to express our views ahead of the hearing titled
“Outside Perspectives on the Collection of Beneficial Ownership Information.” The Credit Union National
Association (CUNA) represents America’s credit unions and their 115 million members.

Credit unions support efforts to track money laundering and terrorist financing, but also believe it is
important to strike the right balance between the compliance costs to financial institutions, like credit
unions, and the benefits Lo the federal government. Thus, we are encouraged by the draft legislation The
Improving Laundering Laws and Increasing Comprehensive Information Tracking of Criminal Activity
in Shell Holdings (ILLICIT CASH) Act. This draft bill addresses the redundancies, unnecessary burdens,
and opportunities for efficiencies within the Bank Secrecy Act/Anti-Money Laundering (BSA/AML)
statutory framework. However, it is important to note that regulatory regimes like the Bank Secrecy Act
(Emn cause I?n undue burden, particularly for smaller financial institutions, and should be a scalable
TAMEWOTE.

We appreciate several of the areas addressed in the draft bill, including the following provisions:
Title I:
+ Requires that Treasury establish national exam and supervision priorities intended to supplement and

guide financial institutions, financial regulators, and law enforeement on handling AML-CFT
(combatting the financing of terrorism) threats.

+ [Fstablishes a Treasury financial institution liaison to seek and receive comments from financial
institutions regarding AML-CFT rules and regulations and examinations, including regarding the
banking regulators.

Title 11:

+ Requires annual reports from DOJ to Treasury on the use of BSA reporting by law enforcement.

+ Requires periodic law enforcement feedback to financial institutions on their suspicious activity reports,
This periodic feedback shall also be coordinated and conducted in the presence of financial regulators.

+ Reviews and streamlines reporting requirements to ensure a “high degree of usefulness” for CTR/ SAR

filings, including a review of reporting fields, as well as a review of appropriate ways to promote
financial inclusions and avoid unnecessary de-risking,

cuna.org
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« Requires Treasury and the Attorney General to review the CTR and SAR thresholds and determine
whether any changes are necessary.

» Requires a formal review of all AML-CFT regulations and guidance with public comment to remove
outdated or unnecessary regulations and guidance.

Title ITL:

« Establishes a path for financial institutions to share de-identified AML-CFT information for purposes of
identifying suspicious activity.

While there are several positive aspects of the draft bill, we note at least one that is cause for concern for
some small eredit unions. In Title 11, we support the objective of the provision regarding transacticn
monitoring software intended to improve the risk-based system of tracking individual transactions.
However, regardless of the Rule of Construction, it has been our experience that some examiners will
expect the credit unions to comply with such “recommendations.” We are concerned that “approved”
transactions monitoring software could cause a significant financial burden. Understanding some small
credit unions are likely to have examination issues with this provision, we ask the Committee to consider
how it might be able to address this concern.

On behalf of America’s eredit unions and their 115 million members, thank vou for holding this important
hearing.

Sincerely,

cuna.crg
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NATIONAL
FRATERNAL ORDER OF POLICE®

328 MASSACHUSETTS AVENUE. NE
WASHINGTON, DC 20002
PHONE 202-547-8189 « FAX 2025478150

JAMES 0. PASCO, JR.
EXECUTIVE DIRECTOA

20 May 2019

‘The Honorable Michael D. Crapo The Honorable Sherrod C. Brown

Chairman Ranking Member

Committee on Banking, Housing and Urban Affairs ~ Committee on Banking, Housing, and Urban Affairs
United States Senate United States Senate

Washington, D.C. 20510 Washington, D.C. 20510

Dear Mr. Chairman and Senator Brown,

1 am writing on behalf of the members of the Fratenal Order of Police to advise you of our strong support for
the collection of beneficial ownership information to combat illicit finance and corruption. The FOP has
supported legislation like H.R. 2513, the “Corporation Transparency Act,” for many years, and we are grateful
that your committee will be holding a hearing on the issue this week.

Transnational criminal organizations and terrorist operations are using our banks, financial institutions and other
means to profit from their illegal activity. This is a well-documented problem for our financial institutions and
for law enforcement as we work together to shut down these sophisticated criminal enterprises. Congress and
this committee have played a leadership role in identifying the problem and worked with law enforcement to
develop legislation like H.R. 2513. In addition, this Administration also agrees with this approach—last July,
U.S. Secretary of the Treasury Steven T. Mnuchin testified House Financial Services Committee and stated that
there is 2 real need to “have access to beneficial ownership information for law enforcement and for combating
terrorist financing.”

The Secretary's remarks made it very clear that this is a pressing issue and the vulnerability of our financial
institutions is a genuine threat to public safety and national sccurity. Under current laws, shell corporations
may be used as front organizations by criminals conducting illegal activity, such as money laundering, fraud,
and tax evasion. We need legislation like “Corporation Transparency Act” to combat this misusc of U.S.
corporations by requiring the U.S. Department of the Treasury, specifically the Financial Crimes Enforcement
Network (FinCEN), to collect beneficial ownership information from corporations and limited liability
companies formed under State laws. It is vital that such information, once collected, be available to law
enforcement at every level—local, State, tribal and Federal—using the appropriate protocols. For this reason,
the FOP opposes any legislation which would have the Intenal Revenue Service (IRS) as the entity collecting
the beneficial ownership information.

Once FinCEN has the ability to share this information, law enforcement will be able to investigate possible
connections between these corporations and terrorist funding. All too often, investigations hit a dead end when
we encounter a company with hidden ownership. Just as robbers or burglars wear masks to hide their faces and
make identifying them more difficult; the criminals we are chasing in these cases use shell corporations as
masks, concealing themselves while still profiting from their crimes.

~BUILDING ON A PROUD TRADITION—
B
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When we are able to expose the link between shell companies and drug trafficking, corruption, organized crime
and terrorist finance, law enforcement will be able to bring these eriminals to justice and make our citizens and
our nation safer.

On behalf of the more than 348,000 members of the Fraternal Order of Police, I want to thank this committee
for its leadership on this issue and most of all, for its willingness to engage and work with the law enforcement
community on the collection of beneficial ownership information. We strongly urge the committee to protect
our financial system and our nation from criminal and terrorist organizations by passing legislation to collect
this vital data. If I can provide any additional information on this matter, please do not hesitate to contact me or
my Executive Director, Jim Pasco, in my Washington office.

Smt.t,rely,

Chuck Can(erhury é
National President
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LETTER SUBMITTED BY THE INDEPENDENT COMMUNITY BANKERS
OF AMERICA

June 20, 2019

C Community Bank Perspective on Collection of
PENDENT LOMMUNITY

Beneficial Ownership Information

ERS of AMERICA

On behalf of the more 52,000 community bank locations across the nation represented by ICBA, we thank Chairman
Crapo, Ranking Member Brown, and members of the Banking Committee for convening today’s hearing on “Outside
Perspectives on the Collection of Beneficial Ownership Information.” ICBA is pleased to have the opportunity to
submit this statement for the hearing record, which addresses developments since this committee’s last hearing on
May 21, “Combatting Illicit Financing by Anonymous Shell Companies Through the Collection of Beneficial
Ownership Information.” The attached ICBA white paper, “Modemizing Anti-Money Laundering and Anti-Terrorist
Financing [.aws and Regulations,” provides a more comprehensive exposition of the community bank perspective on
this eritical 1ssue,

Draft Legislation

ICBA is pleased that a bipartisan group of Banking Committee members, Senators Wamer, Cotton, Jones, and
Rounds, has begun an effort to modemize the BSA and the collection of beneficial ownership information. We thank
these Senators for encouraging community bank input, We are currently analyzing the draft Ilicit Cash Act and
welconie the opportunity to meet with this group to convey the community bank perspective.

The Corporate Transparency Act Advances

In our May 21 statement, we noted our support for the Corporate Transparency Act (H.R. 2513), sponsored by
Representative Carolyn Maloney. We are pleased that HLR. 2513 has advanced with bipartisan support out of the
House Financial Services Committee, HL.R. 2513 would require corporations and limited liability companies that are
not exempt to disclose their “beneficial owners™ to FinCEN at the time the company is formed and on an annual basis
thereafter. Existing companies that are not exempt would be required to report their beneficial owners to FinCEN two
years after regulations are finalized, We believe developing a centralized database, such as the one proposed in HR.
2513, would increase transparency for all parties involved, including law enforcement, rather than the cument
Customer Due Diligence rule (which is described below).

Any penalties imposed would apply only to fraudulent activity or willful failure to comply. H.R. 2513 creates
limitations and waivers to provide relief for persons who violate the requirements through ble cause and not
due to willful neglect.

Furthermore, we supported changes in the Manager's Amendment in response to concems raised about the bill. As a
result, H.R. 2513 does not ereate broad access to beneficial ownership information stored by FinCEN. It provides that
this information may only be shared with federal, state, local, or tribal law enforcement agencies for law
enforcement, national security, or intelligence purposes. Further, Representative Maloney’s Manager's Amendment
would create robust protocols for safeguarding beneficial ownership information, including limiting access to this

icba.org/advocacy
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information within law enforcement agencies to authorized users whose identity is verified through appropriate
mechanisms, such as two-factor anthentication; audit trails of requests for beneficial ownership information, and

amual audits to be conducted by law enforcement agencies that have received information as well as by FinCEN,

Finally, ILR. 2513 requires the Secretary of the Treasury to revise the CDD rule to account for financial institutions’
ive beneficial ownership information filed by corporations and limited liability companies and

aceess o comy

reduce any burdens on financial mstitutions that are, in light of the enactment of this Act ry or duplicative.

Customer Due Diligence Rule

The purpose of the CDD rule is to create more transparency and thereby deter the abuse of anonymous legal
entities for money laundering, corruption, fraud, terrorist financing and sanctions evasion.

ICDBA agrees that such transparency is important. We strongly disagree that bank collection of beneficial
ownership information is an effective means of creating this transparency. Our recommendation is that beneficial
ownership information be collected and verified at the time a legal entity is formed by FinCEN or other
appropriate federal or state agency. This solution would provide uniformity and consistency across the United
States. Making the formation of an entity contingent on receiving beneficial owner information would create a
strong incentive for equity owners and investors to provide such information. Additionally, periodic renewal of an
entity’s state registration would provide an efficient and effective vehicle for updating beneficial ownership
information. ICBA believes this solution must be implemented in a way that safeguards the privacy of business
owners and ensures the integrity of data held at FinCEN.

Furthermare, information regarding beneficial owners could he more easily shared between law enforcement and
government agencies than between banks and law enforcement. Privacy laws do not permit banks to share
personal information with a govemment agency absent a subpoena or similar directive. Information should be
collected by the party that can make the most effective use of it to deter the criminal use of legal entities. This is
the govemment.

For banks, collection of beneficial ownership information for legal entity customers is difficult to implement and
an onerous and inefficient task for both the customer and the employee. While the ownership interest and
management responsibility of a business may be straightforward in certain cases and specified in a legal
organizational document in other cases, certain legal structures make determining ownership equity extremely
difficult, at best. Obtaining this information for legal entities requires a sophisticated understanding of various
legal structures and ownership interests that is well beyond the training of a typical community bank loan officer,
On the other hand, the provision of this information to FinCEN by business management would create less burden
relative to what businesses are required to provide to banks today under the CDD rule.

www.icba.org
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Closing

Thank you again for convening today’s hearing, ICBA looks forward to working with this committee to reform
beneficial ownership information reporting in a way that will strengthen critical law enforcement while
rationalizing community bank compliance with this important law.

Attachment

ICBA White Paper: “Modernizing Anti-Money Laundering and Anti-Terrorist Financing Laws and Regulations”

www.icba, org/advocacy




71

S
W |

INDEPENDENT COMMUNITY
BaNKERS of AMERICA®

'''''

MODERNIZING
ANTI-MONEY
LAUNDERING AND
ANTI-TERRORIST
FINANCING LAWS
AND REGULATIONS

White Paper
July 2018

www.icha.org



72

TABLE OF CONTENTS

Infroduction

Modernization will preduce more useful information
while alleviating compliance burden

Update reporting thresholds

Collection of beneficial ownership information by
federal or state government

Enhanced communication among industry, law enforcement
and the federal government

Ensuring a balanced approach to combating financial crimes ...

page 2



73

Introduction

In today's world, it is imperative that financial institutions, law enforcement,
and our government work together to combat and prevent financial crime,
money laundering, and terrerist financing. Community bankers are committed
to supporting balanced, effective measures that will prevent terrorists from
using the financial system to fund thelr operations and prevent money
launderers from hiding the proceeds of criminal activities, However, anti-
money laundering/combatting the financing of terrorism and Bank Secrecy
Act ("BSA") compliance pregrams (collectively "AML/CFT") consume a
growing share of community banks’ scarce resources.

Since the inception of the anti-money laundering laws in 1570 and anti-
terrerist financing laws in 2001, the burdens placed on banks increasingly
create an environment where financial institutions are essentially tasked with
identifying, investigating, pelicing, and reporting potential criminal activity.
Each year, community banks must invest more time, money and resources

to combat this threat. Yet, community banks report that the current outdated
framework Is more an exercise of completing forms and strictly adhering to
palicies and procedures developed from regulatory requirements rather than
making an impact in combating financial crime.

|\ A primary challenge facing community

/1 banks today is the sharply increasing and
— disproportionate burden of complying with
these growing regulatory requirements.

These regulations also diminish community banks’ ability to attract capital,
support the financial needs of their customers, serve their communitics, and
contribute to their local economies. Additionally, many of them do not have
dedicated legal and compliance departments and they have a smaller asset
base over which to spread compliance costs.

Federal regulators are in the early stages of identifying areas in which
burdens can be reduced while maintaining the effectiveness of the AML/ICFT
regime.




74

Modernization will produce more
useful information while alleviating
compliance burden

Modernization and reform of the BSA will produce more useful information
for law enforcement while alleviating one of the most significant and costly
sources of community bank compliance burdens. Rather than having banks
devote their resources to tasks that are inefficient or redundant, a more
efficient and technologically advanced framework would better serve law
enforcement and enable community banks to more effectively utilize their
resources. BSA madernization will free community bank resources to better
serve customers and communities.

ICBA recommends several areas in which the AML/BSA framework can be
modemized:

Update reporting thresholds

As the federal government combats money laundering and terrorist
financing, ICBA strongly recommends an emphasis on quality over guantity
for all BSA reperting. Reporting thresholds are significantly outdated

and capture far more transactions than originally intended. The currency
transaction report {CTR) threshold, which was setin 1970, should be raised
from $10,000 to $30,000 with future increases linked to inflation.

Currency Transaction Report (CTR) Threshold: $10,000

CTRs are intencled to collect information for Investigations In tax evasion,
maney laundering, terrorist financing and other financial crimes. However, the
overwhelming percentage of CTRs relate to ordinary business transactions,
which create an enormeous burden en financial institutions that is not
commensurate with financial crime investigations. While the BSA provides
banks with the ability lo exempt certain customers from CTR reporting, a
higher threshold would produce more targeted, useful information for law
enforcement.

Suspicious activity reports (“SARs”") are the cornerstone of the BSA

system and were established as a way for banks to provide leads to law
enforcement. Because community banks have a strong incentive to file
SARs as a defensive measure to protect themselves from examiner criticism,
SARs are filed in increasing and vast numbers without a commensurate

=]
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benefit to law enforcement. As the government combats money laundering
and terrorist financing, ICBA strongly recommends an emphasis on guality
over quantity for SAR filing. ICBA recommends reforming the SAR process
by increasing the reporting thresholds, which have not been adjusted since
becoming effective in 1992, and by emphasizing those instances in which an
institution may rely on risk-based reporting.

Currently, an institution is required to file a SAR for:

o criminal violations invelving insider abuse in any amount;

criminal violations totaling $5,000 or more when a suspect can be
identified;

criminal violations aggregating $25,000 or more regardless of a
potential suspect; and

transactions conducted or attempted by, at, o through the bank (or
an affiliate} if the bank knows, suspects, or has reason to suspect
that the transaction is suspicious.

ICBA recommends the current SARs threshold should be raised from $5,000
1o $10,000 which will modemize thresholds by emphasizing quality over
quantity in information collection,

Current Susplclous Activity Reports (SARs) Threshold: $5,000

In the current regulatory environment, community banks are faced with

a cumbersome and overly burdensome process to ensure they are
protected and no mistakes are made when reviewed by examiners. They
are questioned about the number of SARs filed in relation to the number of
accounts and transactions initially identified as suspicious rather than the
quality of the bank’s monitoring system or investigative process. Additionally,
bankers are questioned regarding the total number of SARs filed since the
last examination as though a quota is required. As a result, bank employees
often file SARs as a defensive measure and to ensure that in hindsight they
did not miss or overlook any details and to ensure they filed a requisite
number of SARs. The current focus is also a daunting task for banks because
it usurps resources by requiring significant time monitoring for thresholds
{quantity) and less time focused on actual suspicions (risk).
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For each transaction the bank identifies as suspicious, a thorough
investigation is conducted that typically includes monitoring and reviewing
all documentation and account activity, interviewing appropriate personnel,
areview of the investigation by a BSA-trained employee, and sometimes

a second review by either a compliance or BSA committee, BSA officer or
senior level staff. The investigation is documented, with documents retained
on transactions for which a SAR is filed as well as for investigations for

which a SAR is not filed. If a SAR is not filed, banks must document and
subsequently justify to their examiner why a flagged transaction did not result
ina filed SAR. This is dene for every suspicious transaction no matter how
minor or severe the potential offense. The process is time consuming and
labor intensive and community banks are skeptical that the method by which
SARs are completed provides commensurate value to law enforcement.

Moreover, the archaic and labor-intensive nature of the SAR process

makes the SAR regime ineffective and cumbersome. As stated previously,
community banks follow the same SAR procedure for every suspicious
transaction no matter how minor the potential offense. This approach leaves
community banks skeptical that SARs have real value to law enforcement.

Increasing filing thresholds for both SARs and CTRs would enable
community banks to provide more targeted and valuable information to law
enforcement.

Collection of beneficial ownership
information by federal or state
government

On May 11, 2018, the Financial Crimes Enforcement Network's (“FinCEN")
new beneficial ownership rule, which requires banks to collect information
on the beneficial owners of legal entity accounts, became effective, FInCEN
defines a legal entity customer as a corporation, limited liabllity company, or
other entity that is created by the filing of a public document with a Secretary
of State or similar office, a general partnership, and any similar entity formed
under the laws of a foreign jurisdiction, that opens an account.

FinCEN states that legal enlities are al times abused to obfuscate ownership
interests and used to engage in illegal activities such as money laundering,
corruption, fraud, terrorist financing and sanctions evasion. Criminals have
exploited the anonymity that legal entities can provide to engage ina
variety of crimes, and often take advantage of shell and front companies to
conduct such activity. Making legal entities more transparent by requiring
identifying information of natural person owners would likely hinder such
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abuses. However, shifting the responsibility and oversight of collecting this
information to the private sector—financial institutions—is misguided and
ineffective.

Beneficlal ownership Information
1s bieing collected in the private sector
by finandial Institutions

Collecting and verifying the identity of all natural-person owners of each
entity by either the Internal Revenue Service or other appropriate federal
agency and/or state In which the entity Is formed would provide uniformity
and consistency across the United States. By making the formation of

an entity contingent en receiving beneficial owner information, strong
incentives would be created for equity owners and investors to provide such
infarmation. Additionally, periodic renewal of an entity's state registration
would provide an efficient and effective vehicle for updating beneficial
awnership information.

The customer due diligence and beneficial ownership rule is a component of
Treasury's broader strategy and corresponds with the Administration’s and
Congress' ongoing work to require the collection of beneficial ownership
information at the time that legal entities are formed in the United States.
However, requiring both the federal government and financial institutions to
collect the same information on the same entities is ineffective, duplicative,
unnecessary, and costly. It is important to ensure that any additional
requirements maintain a balanced approach that promotes the purposes of
BSA with the limited and already strained resources of community banks.
This rule does not achieve that balance.

Furthermore, information regarding beneficial owners could be more easily
shared between law enforcement and government agencies than between
banks and law enforcement. While privacy laws do not permit banks to

share personal information with a government agency absent a subpoena or
similar directive, inter-agency sharing of persenal information is permissible if
certain amendments are in place.

Additionally, ebtaining beneficial ownership on all legal entity customers,
and verifying thelr identity on certain business accounts, Is an onerous task
and is difficult to implement. While the ownership interest and management
responsibility of a business may be straightforward in certain cases and
specified in a legal organizational document in other cases, certain legal
structures make determining ownership equity extremely difficult, at best.
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Each community bank must have a written customer identification program
(“CIP"} that enables it to form a reasonable belief that it knows the true
identity of each customer. Existing CIP and Enhanced Due Diligence (“EDD")
practices apply to natural-person customers as well as legal entity customers.
However, incorporating beneficial owners into existing CIP practices and

risk assessments creates an implicit requirement for bank employees to
understand various legal structures and ownership interests in order to
A55€55 risk.

As such, a bank’s front-line staff is required to conduct several additional
Intermediate steps during the account-opening process to ensure they have
a reasonable belief they know the true identity of each beneficial owner, This
adds significantly more time to each business account opened.

Additicnally, the rule requires banks to confirm the beneficial ownership
information each time a customer opens an additional account. This is
duplicative and extremely burdensome because the bank has alreacy
undergane the enerous task of confirming the beneficial ownership
information in the first place, and itis on file. To do so each time a new
account is opened adds no benefit whatsoever to law enforcement.

Although banks may generally rely on the representations of the customer
when answering the financial institution’s questions atout the natural
persons behind the legal entity, bank employees still require some advanced
business acumen in order to understand and determine to whom the
definition applies.

This rule also requires banks to obtain and verify beneficial ownership
information en financial product renewals, such as certificate of deposits and
loans, for products established before May 11, 2018, In order to comply with
this unreasonable requirement, banks need to stop automatic renewals long
enough to obtain a customer’s beneficial owner certification (and continue
following up with customers who do not respond in a timely manner) because
most banks do not require customer interaction for automatic renewals. Not
only is this requirement a useless exercise, but there is no reason to believe
that a roll over product, loan or certificate of deposit renewal, or automatic
renewal is evidence of change in beneficial ownership. These products are
scheduled for the customer's convenience and are triggered by maturity or
due dates and not changes in ownership. Furthermore, these products are
low-risk for financial crimes.
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Enhanced communication among
industry, law enforcement and the
federal government

Communication and cooperation R e
are critical to an effective working " "
partnership among the government, law
enforcement, and financial institutions.
Community banks seek more current
information from the federal government
fo better understand what specific
methods of terrorist financing and money
laundering they are trying to prevent /
$0 banks can more readily identify and
report truly suspicious transactions.

Ensuring a balanced approach to
combating financial crimes

Assisting law enforcement in its fight against financial crimes is important

to community banks. Currently, however, banks are effectively deputized to
identify, investigate, report, and police potential financial crimes. While banks
are eager to cooperate with law enforcement, they should not act as police.
More balance is needed between the responsibilities of the public versus
private sectors to detect and prevent financial crime.

For community banks, BSA compliance represents a significant expense in
terms of both direct and indirect costs. BSA compliance, whatever the benefit
to society atlarge, is a governmental, law enforcement function. As such, the
costs should be bome by the government. ICBA supports the creation of a
tax credit to offset the cost of BSA compliance.

Additionally, community banks spend significant resources—in terms of both
direct and indirect costs—complying with the BSA and anti-money-laundering
laws and regulations. However, the cumulative impact of these regulations
places a burden on community banks that is often disproportionate to the
benefits of the additional requlatory requirements. As the government
continues to combat money laundering and terrerist financing, it is important
to focus on quality over quantity for all BSA reporting.
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LETTER SUBMITTED BY THE NATIONAL ASSOCIATION OF
MANUFACTURERS

M@ Manufacturers

Chits Netram

Wice Presdent,
Tax and Domeste Econame Pobcy

June 20,2019

The Honorable Mike Crapo

Chairman

Commillee on Banking, Housing, and Urban Affairs
United States Senate

Washington, DC 20510

The Honorable Sherrod Brown

Ranking Mem ber

Commitiee on Banking, Housing, and Urban Affairs
United States Senate

Washinglon, DC 20510

Dear Chaiman Crapo and Ranking Member Brown:

On behalf of the National Association of Manufacturers, | thank you for holding today's hearing on
Quiside Perspectives on the Collection of Beneficial Ovinership Information.

The NAM is the largest industrial frade association in the United States, representing 14,000
manufacturers small and large in every industrial sector and In all 50 stales. Over 30 percent of the
MAM's members are small businesses, making them the very companies thal could be impacled by
a requirement to disclose beneficial ownership information to the Treasury Department's Financial
Crimes Enforcement Network (FinCEN).

Manufacturers understand and support the goal of ensuring that law enforcement has the
infarmation it needs to combal temorist financing, money laundering, human trafficking, and other
criminal activity. However, we urge the Commitlee to remain mindful of the facl that the
overwhelming majority of American small businesses are law-abiding and, thus, to take steps fo
avoid overburdening manufaclurers or criminalizing paperwork mistakes made in a good faith effort
to comply with the law. Moreover, we respecifully request thal legislation in this area include robust
privacy protections for the investors and managers that are providing the capltal necessary to
finance economic expansion, RED, and job crealion right here in the Uniled Stales.

As Ihe Commillee considers legislative approaches lo require he disclosure of beneficial ownership
inform ation to FinCEN, including the recently unvelled discussion draft of the Improving Laundering
Laws and Increasing Comprehensive Informalion Tracking of Criminal Activily in Shell Holdings
(ILLICIT CASH) Act, the NAM respectfully urges you fo focus on the impact that beneficial ownership
disclosures will have on small manufaclurers by adhering o the following guiding principles.

1) Clarity

Given the broad applicability of and the civil and criminal lizbility associaled with the proposed
disclosure regime, It s vital thal Its definitions and requirements be exceptionally clear and easlly
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understandable. A lack of clarity in the law's requirements would significantly increase the burden on
small manufacturers and lead to confusion and potential legal liability.

Most critically, specificity is needed within the definition of “beneficial ovner.” Tests that require small
business oviners to determine whether an individual has “substantial” control, ownership, and/or
economic benefits make it difficult for small manufacturers to identify the information they are
required to disclose, as do unclear definitions around those terms. Providing specificity within the
definition and limiting the universe of individuals whose information would have to be disclosed
betause of their control, pwnership, andfor economic benefits would provide vital clarity as to what
information is required to be reparted. A comparable approach has been adopted by FinCEN in a
similar context - the Customer Due Diligence (CDD) rule calls for the disclosure of any individual
that meets a specific 25 percent ownership threshold, as well as a single individual “with significant
responsibiliy to control, manage, or direct” a business.

2.) Ease of Compliance

A commonsense, straightforward compliance regime would ensure that small businesses are not
forced to diverl capital and hire extemal experis meet the disclosure requirements. An annual
reporling obligation - rather than a requirement to updale a beneficial owner's address or passporl
number each time it changes —would be a strong first step in ensuring easy compliance for law-
abiding small businesses. Cerlainty around pericdic reporling, combined with the straightforward
disclosure requirements discussed above, would significantly ease the compliance burden on small
manufacturers.

3) Appropriate Scope

Members of Congress on both sides of the aisle have been clear that the goal of the drive toward
beneficial ownership disclosures is to provide information 1o FinCEN about the types of corporations
and LLCs that are often used for illicit purposes. Accordingly, maintaining a strong exemption for
hona fide domestic operating companies would help appropriately limit the number of manufacturers
swept into the reporting regime.

VWe urge the Committee to consider ather methods to appropriately limit the scone of the regime. For
example, requiring subsidiaries of businesses exempt from the disclosure regime to report their
heneficial ownership information would be unnecessarily burdensome, as their ownership structure
isalready clear to FinCEM - so we support a supporl an effective exemption for these small
businesses.

Similarly, requiring a business to “lock through” and disclose the beneficial ovmers of its heneficial
owners (and so on) would present a substantial compliance burden for smaller companies and
dramatically increase the costs of the disclosure regime. Moreover, requiring federal contractors to
submit beneficial ownership information to agencies other than FinCEN would needlessly broaden
the scope of the bill, given that FinCEN already has their information to ulilize for law enforcement
pUIpOSES.

4} Limited Criminal and Civil Liability

The vast majority of companies required to comply with the proposed disclosure regime will be
legitimate, lav-abiding small businesses. As such, overly stricl standards that result in fines and
enforcement aclion againsl a broad range of small businesses that make filing mistakes would
unnecessarily waste FinCEN's time, stretch thin critical resources that should be targeted toward
detecting illicit activity, and present a significant barrier to business formation in the Uniled States.
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The Committee should make clear thal mere negligence or de minimis noncompliance should not be
penalized. Small manufacturers should be encouraged lo focus on what they do best - creating jobs
and investing in America. They should not face prison time for paperwork ermors. Furthermore, we
urge Congress to ensure that the mens rea standard only penalizes the willful submission of
information that an individual knows fo be false at the time that they submit the infermation to
FinCEN.

5.) Strong Privacy Protections

In complying with the new beneficial cwnership disclosure regime, small businesses will be
disclosing information to FinCEN that is otherwise not available to the public. Such information will
often be sensilive; for 1he individual beneficial owners, it will include their home address and olher

lly identifiable information. Pratecting this information and preventing its misuse are critical,
and vie urge the Committee to provide strong standards goveming access to and use of the
beneficial ownership database. In particular, the Committee should provide clear boundaries around
FinCEM's use of the information, set clear rules governing how FinCEN can share data with other
agencies, and institute strong penalties for the misuse or unauthorized disclosure of beneficial
ownership data.

TEL

As the Committee crafts its approach to beneficial hip disch fact urge you fo
keep in mind the needs of our thnving free enterprise system An overly bmad regime would unduly
burden, and potentially criminalize, thousands of small manufacturers across the country. The NAM
appreciates the opportunity to comment and looks forward to working with you on this legislation.

On behalf of the more than 12.8 million men and women who make things in America, thank you for

your continued attention to these important issues.
Chris Metram

Vice President, Tax & Domestic Economic Policy

Sincerely,
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NATIONAL SECURITY LETTER SUBMITTED BY CHAIRMAN CRAPO

Ihe Homerahle Mike Crapo

Chairman

Senate Committee on Banking, Housing, and Urban Affairs
239 Dirksen Senate Duilding

Washington, DC 20310

The Ilonerable Sherrod Brown

Ranking Member

Senate Commillee on Banking, Housing, and Urban Alfairs
303 Hart Senate Office Building

Washington, DC 20310

Wednesday. June 19, 2019
Chairman Crapo and Ranking Member Brown,

We wrile as [onner mililary oflicers. administration ofllicials, law enforcement agents, and
[oreign policy experts Lo allirm our conviction that illicit [inance poses a serious threat to TLS.
national sceurity. As vou work to sateguard the U.8. financial system from abuse, we urge veu to
act against crime and corruption facilitated by anonvinous ownership of U.S, shell companies.

Ihe ability to control U.8. companics withoul disclosing beneficial ownership information has
made them attractive vehicles for money laundering. Ropue repimes, terrorist groups,
transnational criminal organizations, arms dealers, kleptocrats, drug cartels, and human
traffickers have all used U8 -registerad shall companies o abscure their identities and facilitate
illicit activities. Meanwhile, U1.8. intelligence and law enforcement agencies oflen find it difficult
1o investigate these illicit financial networks without aceess to information about the beneficial
ownership of corporate entities involved.

Adversarial authoritarian regimes have become adept al exploiting [inancial secrecy 1o spread
malign cconomic influcnee plobally and undermine American leadership. As General David
Petracus and Senator Sheldon Whitshouse noted recertly, “the fight apainst corruption is more
than a legal and moral issue; it has become 4 stratepic one — @ a battleground in a preat povwer
competition.” [1is alarming, therefore, that a World Bank study found that U.8. shell companics
were uscd in more prand eorruption cascs than those of any other country,

The global spread of crime and corruption, often facilitated by anonymous shell companies, has
undermined democratization and economic development in many countries, with adverse
implications for U.S. and global security. Secieties impoverished by kleptocratic rulers breed
resentment and instability, providing fertile recruiting ground for terrorist groups  many of
whom use anonymous shell companies in their own illicit [unding nelworks. Corporale
anonymily can also pose a direct (ireal Lo U.8. military operations and iroop salely, [or example
when the Department of Defense spent §3.3 million on a U.S.-Afghan contractor seeretly owned
by local powerbrokers who also purchased weapons for he Taliban.
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Anonymous shell companics arc routinely used to circumvent UL, sanctions relating to Iran,
North Korea, Russia, Yenezucla, and clsewhere. Indeed, Iranian ontitics relicd on U5, shell
companies to maintain ownership of a skvscraper on New York’s Fifth Avenue, which they
leased out to Americans for two decades before being detected.

Despite these and numerous other alamming examples, research from the University of Texas and
DBrigham Young University shows that the U.S, remains ong of the easiest places in the world to
sel up an anonymous shell company. A recent report by Global Financial Inlegrily demonstrales
(hat, in all 50 LLS. states, more information is currently required 1o oblain 4 library card than o
register a company,

Agthe plohal ceonotmy becomes more interconnected and technologically advanced, America’s
adversaries will tum to innovative methods of laundering the proceeds of crime and spreading
malign economic influence. We must ensure that U8, intelligence and law enforcement agencies
possess the resources they need to unt had actors through an increasingly complex global
financial system, including corporate beneficial ownership information.

DBy ending anonymous ownership of companies and encouraging other countries 1o do Lhe same,
the United States could lum a vulnerabilily o an advantage. disrupting illicit linancial
networks and pushing back against adversaries who seck to undermine the rule of law globally.
Many of our demooratic alliss, including the European Lnion, have recognized this and
mandated the collection of corporate beneficial ownership information to strengthen their ovwn
amti-money laundcring svstems.

We thank vou and your Congressional colleagues for vour continued leadership and urge you to
adopt legislation that would require the collaction of information about the heneficial ownership
of 5. companies.

Sincerely

P'lease note that this lefter is signed in an individual eapacity. Any institutional atfiliations
are listed for reference only.

(=
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LETTER SUBMITTED BY THE NATIONAL DISTRICT ATTORNEYS
ASSOCIATION

National District Attorneys Association
Stall Contact: Frank Russo
703-319-1653 or frusso/@ndaajustice.org
www.ndaa.org

Tune 19" 2019

The Honorable Michael D. Crapo The Honorable Sherrod C. Brown
Chairman, Committee on Banking Ranking Member, Committee on Banking
United States Senate United States Senate

Washington, D.C. 20510 Washington, D.C. 20510

Dear Chairman Crapo & Ranking Member Brown,

On behalf of the National Distriet Attomneys Association (NDAA), the largest prosecutor
organization representing 2,500 elected and appointed District Attomneys across the United States
as well as 40,000 Assistant District Attorneys, [ write regarding beneficial ownership legislation.

NDAA continues to support kegislative efforts that provide beneficial ownership information to
state and local law enforcement agencies. The need for the collection of this ownership
information is critical to law enforcement investigations into organized transnational criminal
operations, terrorism financing and other unlawful activity. On July 12, 2018, the U.S. Secretary
of the Treasury, Steven T. Mnuchin, called on Congress to find a way to facilitate the collection
of this information “in the next six months,” and stated further, “T don't want to be coming back
here next vear and [not] have this solved.”

As end users of evidence collected throughout the investigative process, it is imperative that
prosecutors have as much information as possible in order to determine the best course of action
for prosecuting an individual or entity that has committed a crime. Beneficial ownership data
collection is vital to this effort, and law enforcement and prosecutors must have lawful access to
that information. Any approach to beneficial ownership that limits law enforcement’s access to
this data is inadequate to address the threats caused by criminal organizations operating in the
United States through shell corporations.,

We appreciate vour willingness to hold a hearing on this landmark wssue and look forward to
working with vour staff to move beneficial ownership legislation forward,

Sincerely,
?ﬂﬂm W;a‘r
Jonathan Blodgett
President
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Executive Summary

“[Wje have become convinced that we cannot stop the drug trade without first cutting off
the maney that flows to drug trafficking organizations.” - The Bipartisan United States
Senate Caucus on International Narcotics Control.!

Over the last 15 years, opioid overdose deaths have quadrupled, and opioid abuse has
become a full-blown crisis.2 As lawmakers, law enforcement and other public officials
struggle to address this problem, we can make it easier to go after the money used in
drug trafficking by ending the gaps in our laws that allow companies to be incorporated
anonymously.

Drug money is laundered with astonishing effectiveness. The Office of National Drug
Control Policy estimates that $65 billion is spent by Americans every year on illegal
drugs, hut anly $1 hillion, or roughly 1.5%, of that money is seized per year domestically
by all federal agencies combined.? In other words, it is likely that 98.5% of the proceeds
derived from drug trafficking remain in the hands of traffickers.

One of the tools that criminals use to launder their money so successfully are shell
companies, especially anonymous shell companies. These companies only exist on
paper and, in most cases, law enforcement does not have access to information about
who owns and controls them. Indeed, in most cases such information isn't even
collected when companies are formed. As such, many promising investigations are
abandoned when law enforcement runs into an anonymous shell company. Authorities
may have good reason to suspect someone of being involved in criminal activity.
However, without the basic information necessary to show that a suspect is directly
linked to a shell company used to facilitate illegal activity, they are unable to make their
case, or run out of the time and resources needed to do so.

In this report we found ten case studies that connect opioid trafficking and shell
companies, where law enforcement did succeed in untangling the web of secrecy and
anonymity. However, these cases represent a minority.

In some of the cases that we've found, profits made by the perpetrators were spent
fairly brazenly on items such as luxury real estate, diamond encrusted watches or race
horses. Often little of that was recovered by investigators. For example, the biggest of
Mexico's drug gangs, the Los Zetas cartel, used anonymous shell companies to launder
millions, in part by purchasing race horses with drug proceeds - they even named one
horse "Number One Cartel.” In one of the largest oxycodone busts in Oregon history,
Kingsley lyare Osemwengie and his associates were found to use call girls and couriers
to transport oxycodone, and then move profits through an anonymous shell company
aptly named High Profit Investments LLC. Similarly, even after he was officially
designated under the Foreign Narcotics Kingpin Designation Act as a drug lord,
Fernando Melciades Zevallos Gonzalez was able to sell his Miami properties and escape
with the proceeds through anonymous companies. His empire continues to operate. You
can read more about these and other examples on pages 10-15.
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Our recommendation: Require the collection of beneficial ownership information
and provide that information to law enforcement.

We need to equip our law enforcement officers with tools they can use to put an end to
drug cartels. Simply requiring that all companies formed in the US. disclose their
beneficial owners would enable law enforcement to more effectively follow the money
trail and make it harder for criminals to hide their money. We should use every tool at
our disposal to tackle the opioid crisis, and going after the money is just such a critical
tool.

“One of the Worst Public Health Epidemics” in
U.S. History

Common Opioids
Opioid addiction is growing across the United States, and * Oxycodone
is a public health crisis - 78 Americans die every day + Codeine
from an opioid overdose.® As of last year, opioid * Fentanyl
overdoses accounted for more deaths than motor vehicle ¢ Hydrocodone

5

crashes. + Morphine
Roughly 75% of opioid users say they started with : (I?Ipmm
prescription pain killers.® Then, because it is easier to eroin
abuse and significantly cheaper, heroin often becomes

the next stage in their addiction.”

Drug cartels are competing on price with prescription opioids, and they are winning. In
most states heroin costs less than a packet of cigarettes® which range from $4.38 in
Missouri to $10.45 in New York. Meanwhile, OxyContin can sell for over $80 a pill.?

Overdose deaths from prescription pain killers and heroin have quadrupled since
199910 while the number of heroin users nearly doubled between 2005 and 2012.1! The
White House and others have labeled this as one of the worst public health epidemics in
US. history.12

Waorst Hit States

4 Statistically

significant drug

overdose death

rate increase

from 2013 to

2 2014, US states

L CDC Injury

o Center,

] hitp:/ fwww.cde.
gov/drugoverdos

: efdata/statedeat
hshtml
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A Price Tag North of $193 Billion
The opioid epidemic has had an immeasurable impact

on families, congregations, communities, local law “In order to have the
enforcement and medical providers. And while the biggest impact on its
largest costs have been human, there are also significant | sccion 1cb o nation's

public financial costs to both local governments and drug enforcement agency,
others working on the front lines of the issue. DEA has identified and

) targeted those illegal
A 2007 Iesllmate, the m?st recent one available, put the proceeds that flow back to
economic cost of opioid addiction at $193 billion.”? sources of supply as the
Given how much the crisis has grown since 2007, the top priority of its financial
price tag is likely many times this level. The $193 billion gy rcement program;

estimate includes: since this is the very
money that is destined to

* §120 billion in lost productivity, mainly due to  finance the next cycle of
labor participation costs, participation in drug  illegal drugs that will be
abuse treatment, incarceration and premature  marketed to our consumer
death; markets.”

+ §11 billion in healthcare costs - for drug
treatment  and drug-related medical - Drug Enforcement
consequences; and Agency

+  $61 hillion in criminal justice costs, primarily due

to criminal investigation, prosecution and
incarceration, and victim costs. ml

Going After the Money is a Key Strategy

As communities struggle to respond to the growing opioid crisis, we must use all the
tools available to help those efforts. As such, we need to consider better tools for law
enforcement to go after the proceeds of drug trafficking,

Clearly, one of the largest motivations behind drug trafficking is the huge amount of
profit that comes from engaging in such activity.'* If authorities could seize those profits
or make it more difficult for profits to move from the street-level trafficking to the bank
accounts of kingpins, they could lower this incentive.

Currently law enforcement says that drug profits are most vulnerable and easiest to tie
back to the traffickers when they are in cash form.'s However, even in its most
vulnerable state, law enforcement officials estimate we are seizing less than one percent
of illicit outbound cash flows on the southwest border and even less of the money
laundered through the international financial system.'®

John Cassara, a former special agent for the Department of the Treasury agrees that
going after the money is key, yet difficult. In an article from 2013 he wrote: “Today's
complex financial fraud cases sometimes take years to complete, From a management
point of view, it is a tremendous investment. They can't afford to waste scarce resources
that lead to investigative dead-ends. What most outsiders do not realize is that a very
large percentage of investigations are unsuccessful.
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“Although commentators argue the point, the bottom-line metric that quantifies success
for law enforcement is the number of investigations that result in successful
prosecutions and convictions. Another key metric for certain crimes is criminal assets
forfeited...Within law enforcement, there is a subtle and sometimes selective weeding of
cases thal are chosen to be pursued.”?”

The Basics of Money Laundering

Money laundering refers to activities that are undertaken specifically to hide the true
source of the money. This source is usually a criminal enterprise or activity, and
laundering is done to make the income seem legitimate to allow it to be used in the
normal economy.®

There are three stages to money
Placement laundering: placement, layering and
integration. Placement is how the illegal

Illegal funds enter the financial system  money enters the financial system. This
for the first time; cashis transformed — ygually involves turning cash into
into other forms of money

something easier to transfer, such as a
bank account deposil, a wire transfler, a
pre-paid stored wvalue card, travelers
check, etc,

La}?ering The next step, layering, refers to how this
money is disguised. Typically, this is done
Money is moved, disguised and through multiple wire transfers through

converled, often routed through multiple  many banks and shell companies and
banks, corporations and shell companies  corporations in order 1o make the money
trail very hard to trace. These are also
often done through multiple jurisdictions,
for example from the U.S. to the Cayman
Islands, to the Bahamas and then back to
lntegration the US. The final stage, integration, is

when the money is clean enough (or far
Money is now clean and disguised and enough removed from the criminal
can be used by the criminals for both ~  activity) to be useable for legal and

legal and illegal activities, legitimate transactions.*?

Anonymous, LLC: How a company ends up with no owner

In the U.S, companies are formed at the state level, However, in most states, very little
information is required from the people forming companies - generally less than it
takes to get a library card.?® Typically, a new company must list a company name, the
name of an ‘agent’ authorized to accept legal service on behalf of the company, and a
contact address for that agent. A few states require a bit more information - say, the
name of at least one ‘manager” of the company being created. But not a single 11.5. state
requires people forming companies to disclose the real, living person or persons that
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own, control and ultimately ‘benefit’ from the company’s existence - the so-called

‘beneficial’ owners of a company.

What is a Shell Company?

When you think of a company, you
imagine a business with employees,
operations, products and sales. But
unlike a regular company, a shell
company is a hollow structure, set up
for the purposes of performing
financial manoeuvres. Essentially, it
only exists on paper.

One of the key features of companies
is that they can set up bank accounts -
hence shell companies, especially
anonymous ones, are often used
simply for monetary and other bank
transactions.

£/04/) and-abusing-offshore-account

Financial Getaway Cars

This state of affairs means that there are
many easy ways in which someone who
wanlts to set up a shell company and hide
the fact that they own it, can do so. For
example, anonymous shell companies
often have nominee owners or directors,
peaple who are unrelated to the activities
of the company. Their role is to be the
public face of the company on paper,
while the real owners remain hidden.
Sometimes, the nominee owners or
directors aren't even people but
companies, law firms or other entities. In
egregious cases, the nominee owners or
directors can sometimes simply be made-
up names.

All this allows the true beneficiaries, the
peaple who benefit from the activities of
the company, to remain hidden. It is often
difficult and sometimes impossible to link
the nominee owners or directors back to
the real beneficiary.

While a shell company might sometimes serve a purpose in law-abiding business
operations, keeping information about the real owner of a business from law
enforcement is harder to defend. Saying “I can't think of a reason not to do that," Patrick
Fallon, Jr,, head of the FBI's financial crimes section, said he believes all shell companies
should be required to disclose their true owners.2!

According to a 2012 academic study, out of 60 countries examined, the United States
was found to be the easiest place in the world for criminals to incorporate an
anonymous shell company for illegal activities.2 And since there is no process in place

to keep track of the beneficial owners of
companies formed in the U.S,* there is no
way to trace criminals’ identities let alone

hold them responsible for their actions.

That makes anonymous shell companies
formed in the U.S. a favorite tool for moving
illicit money. As Story County lowa Sherriff
Paul Fitzgerald wrote, “Think of them as
financial getaway cars — companies set up
to move ill-gotten money without leaving

anyone to be held accountable.” 24

Anonymous shell companies
are also used in:

* Terrorist financing

* Human trafficking

* Taxavoidance and evasion
* Fraud (e.g. insurance)

* Ponzischemes

+  Arms dealing
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Law Enforcement Struggles to Go After Drug

Money

Most arrests for drug trafficking involve low level
distributors®® whose ranks can easily be replenished.?
These arrests resemble a large game of whack-a-mole,
where distributors substitute one another very quickly.
Many law enforcement experts believe that in order to
disrupt the drug trade more substantially, we need to
arrest the kingpins and cartel bosses,

The DEA and other law enforcement and public policy
organizations have determined that the biggest impact
they can have on drug trafficking is to intercept their
illegal profits and interrupt their monetary flows.”” This
would help dethrone those in the highest seats of
authority in drug operations and stop the demand-
fueled regeneration of street level operations.

As long as these easy
money laundering
mechanisms are in
place, there will always
be people willing to
traffic drugs.

We need to fix the
system to close the
loopholes that allow
any criminal with the
inclination to traffic
drugs to do so.

However this can often be difficult if not impossible. Law enforcement frequently runs
up against a brick wall when they encounter an anonymous shell company; many

"Our statement of national
transparency standards should
be something more than: 'U.S.
financial transparency: Better
than Lichtenstein and trying to
catch up to Panama.’ Simply put,
we lag behind many other
countries in the warld in this
regard, and it makes our
statements concerning
transparency and tax evasion
ring hollow and hypocritical”

-Robert M. Morgenthau,
District Attorney

New York County, NY, in
testimony before the Committee
on Homeland Security and
Government Affairs, June 18,
2009.

investigations need to be abandoned when
they run into one because law
enforcement loses the money trail*® “"On a
near-daily basis we encounter a company
or network of companies involved in
suspicious activity, but we are unable to
glean who is actually controlling and
benefiting from those entities, and from
their illicit activity. In other words, we
can't identify the criminal, said Cyrus
Vance Jr,, District Attorney for New York
County, NY.™ Not only do they have
trouble accessing paperwork about the
beneficial owners of a company, if they
succeed, they often see documentation
that lists no owners or other anonymous
companies as owners.

Because of the challenges of tracing money
beyond the placement stage, there is little
chance of connecting cash deposited in a
bank to the eventual use by those higher
up in the drug-trafficking enterprise. Once
drug traffickers manage to get beyond the
placement stage, and layer their money
into the financial system, it is effectively
lost to law enforcement.
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According to Adam Szubin, the acting under secretary for terrorism and financial
intelligence at the US. Treasury, "with every threat that we track, be it foreign
terrorists, narcotics cartels, sanctioned regimes or cyber hackers, our investigators
encounter American shell companies used to hide and move money.” 3

Ending the use of anonymous shell companies would assist law enforcement in
making it more difficult for drug traffickers to hide and launder their money.*!

The Insider Perspective

All too often investigations are stymied when we encounter a company with hidden ownership. These
less, faceless companies can do busi just like any other, but it is difficult, if not impossible, to
identify the real people behind them.

“Follow the money” is a standard investigative strategy. Law enforcement agents start at the street
level — the drug dealer or low-level lackey — and try to follow the paper trail to the ringleader. When
we can identify the owners of anonymous shell companies, we can track down those kingpins and
hring them Lo justice.

An anonymous company in Nevada may be owned by another in Delaware, which is owned by a trust
in the Cayman Islands, and so on. Criminals use layers of shell companies to frustrate i i s and
protect themselves from prosecution. Sometimes we find alternate routes to bring evidence against the
kingpins, but more regularly our investigations are thwarted at the low end of the criminal food chain.
We may arrest low-level lackeys, who get easily replaced. So we go after them and fail to prosecute the
top-level crooks,

This is a problem wherever anonymous companies can be incorporated. That includes virtually every
L5, state, for very few collect any information about the real owner of a company, For all the
grumbling about offshore shell companies, many ULS. states are no better, Secrecy has become a big
business in places like Delaware, Nevada and Wyoming, where even the people named on a company's
board of directors are often little more than a fiction. For a small fee an incorporation agent can
provide your company with a set of “nomi " or random ind Is, to stand in as representatives
for your board of directors and shareholders. It's a practice perfectly legal in most states. In fact, the
only two states that require information identifying corporate owners - a standard practice in most
countries - are Maine and Alaska.

Once a company has the legitimacy afforded by incorporation in the United States, opening hank
accounts to access the global financial system is easy. You or | have to show proof of identity to put a
few hundred dollars into a checking account, but a corporation can instantly move millions of dollars
to distant points on the globe without so much as a real person's name — someone who can be held
accountable if the corporation violates a law — associated with the ransaction.

It is almost a certainty that, at this very moment, a terrorist cell, drug cartel or corrupt government
official is using an anonymous U.S. shell corporation to finance illicit activities. We should provide law
enforcement with the tools necessary to thwart these activities and set a standard for the rest of the
waorld.

*

Cyrus Vance Jr., District Attorney for
New York County, State of New York
Op-Ed published by Reuters

October 2012 ‘ ‘

g
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£4 1norder to succeed, terrorists, organized crime, drug cartels and major
fraudsters must have the ability to raise, move, store and spend money.
Anonymous shell companies, that shield beneficial ownership, are one of the
primary tools used by bad guys to openly acquire and access nefarious funds. »

Former Chief of the FBI's Terrorist Financing Operations Section, Dennis M. Lormel,
op-ed in the Cleveland Plain Dealer, August 16, 2013.

" Years of research and law enforcement investigations have conclusively
demonstrated the link between the abuse of legal entities, on the one hand, and,
on the other hand, WMD proliferation, terrorist financing, sanctions evasion, tax
evasion, corruption and money laundering for virtually all forms of serious
criminal activity. As these reports and investigations indicate, this abuse is
particularly prevalent with respect to legal entities created in the United States. )} ]

Assistant Secretary for Terrorist Financing, U.S. Department of the
Treasury, David S. Cohen, Testimony before the Committee on Homeland
Security and Government Affairs, June 18, 2009.

{d While [some] notorious drug trafficking famil[ies] may be beyond our reach, the
proceeds from their decade's long money laundering scheme are not.

Manhattan U.S. Attorney, Preet Bharara, DEA Press release, October 10t 2012

a

The lack of corporate transparency has allowed criminal entities a gateway into
the financial system and further veils their illicit activity. Investigations can be
significantly hampered in cases where criminal targets utilize shell corporations. »

Deputy Assistant Director, Office of Investigations, U.S. Immigration and Customs
Enforcement, Janice Ayala, Testimony before the Committee on Homeland Security and
Government Affairs, June 18, 2009,

i

DEA realizes that there are not enough time or law enforcement resources to
adequately address all illegal drug proceeds, Therefore, in order to have the
biggest impact on its mission as the nation’s drug enforcement agency, DEA has
identified and targeted those illegal proceeds that flow back to sources of supply
as the top priority of its financial enforcement program. 1]}

Drug Enforcement Administration, Programs: Money Laundering,

https://www.dea.gov/ops/money.shtm]

" TCOs [Transnational Criminal Organizations] continue to exploit the banking

industry to give illicit drug proceeds the appearance of legitimate profits. Money

launderers often open bank accounts with fraudulent names or businesses and
structure deposits to avoid reporting requirements. ”»

2015 National Drug Threat Assessment Summary, 96-97
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Case Studies

Drug Traffickers Use Call Girls to Transport Oxycodone All

Across the U.S.
|

Kingsley lyare Osemwengie of Las Vegas, Nevada,
was part of a sophisticated drug trafficking
organization that diverted legitimate medicine
such as oxycodone into the black market. The ring
involved drug trafficking and money laundering
activity in Massachusetts, Nevada, Texas, Florida,
Georgia, Utah, Colorado, New York, Washington,
Alaska, Pennsylvania and Oregon. This was the
largest oxycodone trafficking case in the history of
the District of Oregon based on the sheer volume
of oxycodone distributed, the geographic scope of the conspiracy, and the enormous
profits generated. A single 80 milligram oxycodone pill sold for a range of $30 wholesale
to $80 retail. Osemwengie invested in luxury real estate and flashy jewelry including a
watch decorated with over 1,000 diamonds.3?

Kingsley lyare Osemwengie
and his associates used call
girls and curriers to transport
1} COaon

income through an anonymous
shell company, aptly named
High Profit In nts LLC

The traffickers used call girls to transport the drugs across the country, and
Osemwengie even used one of them as the nominee for an anonymous shell company
used to launder proceeds from his drug trafficking scheme. The company was aptly
named High Profit Investments LLC* and was incorporated in Nevada.

Fraudulent Online Pharmacy Diverts Prescription Drugs
_ |

Mihran and Artur Stepanyan, along

with at least 19 other peaple, are Mihran and Artur Stepanyan operated at

A least four anonymous shell companies which
considered to be part of a nationwide [IEEREIEESEEERI S Sl
sed to hide a wide-ranging

drug diversion, money laundering and [ses ey
fraud enterprise, an online pharmacy. | : gaged in ra
So much of the pharmacy’s business
was criminal that it qualified as a BT ot s
racketeering enterprise. The ufatn.ensrfd s-nu!'ces to unknowing customers
Stepanyans  diverted legitimate through a website pharmacy.

prescription drugs and obtained other
prescription drugs from unlicensed sources. They used several anonymous shell
companies, such as GC National Wholesale Inc.* Nationwide Payment Solutions
Inc.35 FM Distributors Inc.*® and more to sell the drugs and launder the money.
During their operations over $393 million worth of drugs was distributed and over $5
million was stolen in financial crimes.?” The operation was just beginning to experiment

consisted of d
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with a murder-for-hire scheme when they got caught. The majority of their enterprises
were based in Northern California, but also included Puerto Rico, New Mexico and
others.

Drug Money Laundering Disguised As “International Tax
Planning, Asset Protection and Other Wealth Preservation
Techniques”

|

Tremblay was the president and managing

Martin Tremblay ran a complex

criminal operation centred around
his use of multiple anonymous
shell companies and training as an

investment banker to launder drug
money. His company fittingly

director of the Bahamas based anonymous
shell company, Dominion Investments
Ltd,*® which he used to launder over $1
billion from the firm's clients. The money he
laundered came from all sorts of illegal activity
including drug trafficking involving cocaine,

claimed to be a leader in, amongst
other things, “wealth preservation
techniques.”

GHE and other drugs. His money laundering
scheme ran from 1998 to roughly 2005, and
his company owned bank accounts all over the
.S, To further conceal the source and nature of these funds, Tremblay and his co-
conspirators created shell companies and fictitious entities all over the world, including
the U.S, using the same false nominees, addresses, and telephone numbers, to launder
these illegal proceeds.

Money Launderers ‘Teach’ Undercover IRS How to Hide Drug

Money
_—

Vazquez and Sosa Medina
conspired to launder money for
profit. The two were suspected
maney launderers from previous

Pavel Sosa Medina and Amado Vazquez Jr.
laundered money for others for profit using shell
companies based in Kentucky and Florida. In a

secret [RS sting operation, the pair laid out step
by step instructions to undercover IRS agents on
how to launder and hide their purported drug
profits using anonymous shell companies,

cases involving laundered drug
profits through a Miami-Dade
check-cashing company.®® Using

their history as a stepping stone,
in an undercover operation, [RS
agents approached the pair asking them to help launder around half a million dollars in
supposed drug money, The pair, saying they were willing to help as their business was
already involved in criminal activity,! laid out a step-by-step money laundering plan to
the IRS that included shell companies, blank checks and multiple wire transfers.* The
anonymous shell companies they used were incorporated in Florida and
Kentucky, and they included ZAN Providers LLC* and R.C. & Son Enterprise LLC.#
Both are in prison in Florida.

11
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Peruvian Airline Owner and Drug Kingpin Continues

Criminal Activity From Prison
|

Although in prison in Peru, Fernando
Melciades Zevallos Gonzalez's criminal
network continues to operate, Since the
1980s, Zevallos has operated a drug
trafficking organization and used two
anonymous shell companies based in
Miami, La Hacienda (USA) LLC* and
Running Brook LLC, * both
incorporated in Florida, to hide his drug profits. After being designated a “significant
fareign narcotics trafficker” under the Kingpin Act which froze his U.S. assets, Zevallos
still managed to use the shell companies to move $1.4 million of his $1.7 million out of
the United States. It is likely that to achieve this, Zevallos transferred the shell
companies to be under his wife's name,*” which is how the authorities tracked him. Key
members of his associates and family continue to operate his drug network,* and the
rest of his finances are still out of reach of the U.S. and Peruvian authorities.

Notorious and violent drug trafficker
Fernando Zevallos, founder of the airline
Aero Continente, used two anonymous

shell companies, La Hacienda (USA) LLC
and Running Bi (, to funnel his
drug money into real estate in Florida,

Fake Gold Miners Produce and Traffic Drugs
——_——————————

Since the early 1980s Peruvian authorities have
investigating the Sanchez-Paredes family who
allegedly operate the Sanchez-Paredes Drug
Trafficking Organization (DTQ). There is a
criminal complaint pending against the family in
Peru, whilst in the U.S. investigations continue.
Peruvian law enforcement believe that the
Sanchez-Paredes DTO has financed various
businesses including mining companies, farms,
real estate investments, transportation companies
and more, for the purpose of laundering many
millions of dollars in narcotics trafficking proceeds, For example, the Sanchez-Paredes
DTO owns two anonymous mining companies, CIA Minera Aurifera Santa Rosa SA
(“Comarsa”) and CIA Minera San Simon (“San Simon"). Both of these firms claim to
be mining gold but are believed to be manufacturing cocaine; calcium oxide is used
for both gold mining and cocaine production, and the amount seized by Peruvian
authorities in 2007 was significantly more than the amount necessary to mine gold.

The elusive Sanchez-Paredes
family have been operating a
drug trafficking organization
based in Peru for decades. They

use Florida based anonymous
shell companies such as
Comarsa, a gold mining
company, to praduce cocaine
and launder their profits.

More generally, the Sanchez-Paredes DTO uses many shell companies*” and bank
accounts linked to them to hide and launder their drug profits. They used various
distant family members as the nominal owners of the company while the names of the
real owners remained hidden. Followed by a seizure of 12 bank accounts containing
over $31 million from the family, Manhattan U.S. Attorney Preet Bharara said: "While
this allegedly notorious drug trafficking family may be beyond our reach, the proceeds
from their decade's long money laundering scheme are not."% Successful cases such as

12
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this show how following the money can be an effective way of cracking down on drug
trafficking, however this case is the exception to the rule due to lack of incorporation
transparency.

Former USC Athlete Leads Massive International Drug
Trafficking and Money Laundering Organization

22 people were indicted in relation to the
racketeering enterprise they allegedly named RURTELS S EL DT REH S E SR RS
“ODOG", an international drug trafficking, PRAICIISESIIEEELGIEIREIE e
illegal sports gambling and money laundering PREElIELTETE LI TRVI TS
organization. The organization used runners |1 i oriia. H

to both collect gambling debts and deliver PGERIEEREENEIEEATH , and he
drugs such as heroin to customers. Along PRIEEESERISIREREET GG GIERS
with many others, a Certified Public W EINEEIEEE R E RIS
Accountant (CPA), Luke Fairfield, assisted the [RLERGRE I ATEE TS
enterprise by setting up anonymous shell
companies and advised them on how to structure their bank transfers to remain
inconspicuous. One of these anonymous shell companies’ real name was Big Dog
Sports Memaorabilia Inc.3" which was a front company used to manage the money
behind the organization's operations. The enterprise employed violence and threats
of extreme violence to ensure people paid their drug or gambling debts, and their reach
extended as far as Peru and Australia, The case against Hanson and his associates is still
ongaing in California.s

Over 50 Luxury Vehicles Used to Launder Heroin Trafficking

Moneﬁ

Addonnise Wells and Mario Freeman are
accused of leading a large scale heroin
trafficking ring in Ohio. The pair used an
anonymous front company, Moe's Tire
Company, to deliver the drugs and
launder the profits. They also employed
Jimmie Goodgame and his wife Stacey to
launder money for them through
more anonymous shell companies.
One of these companies was called
J&G Enterprises 1 LLC,** which was anonymous until 2008, when the agent's name was
changed to that of immie Goodgame.* [t is unclear why this change occurred.

Addonise Wells and Mario Freeman
used anonymous shell companies to
invest their heroin trafficking profits in
luxury vehicles. They also employed

Jimmie Goodgame, who also bought
luxury vehicles and was involved in the
money laundering aspect of the
enterprise.

While the Goodgames bought luxury vehicles to protect and hide the money, Wells and
Freeman bought real estate in the names of their relatives for the same purpose. These
luxury vehicles were also used by Wells and his associates to transport drugs®

13
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Authorities had suspected the Goodgames’ involvement in drug trafficking for years, At
a coincidental traffic stop outside Chicago, police found over $500,000 in cash hidden in
containers in one of the cars registered to Goodgame. With this evidence, they were able
to build a strong enough case to go after the operation. Goodgame alone controlled at
least $1.5 million in profits.5

Los Zetas Drug Cartel Launders Money Using Race Horses
|

The biggest of Mexico's drug gangs is the 3
Los Zetas cartel, whose former leader..[is] [PUULE: dE..!' of the infamous }.r s Zetas
Miguel Angel Trevifio..From 2008, the PRGUEIRUUAITIEITEI SR
Zetas used  [anonymous]  shell ymous shell companies to launder
companies, in a scheme to launder ||WtLGF The cartel and its leader
millions of dollars of drug money into purchased race horses in Oklahoma,
the United States, with the true which they gave 1 such as
ownership hidden behind front men.5 ‘Number One Cartel’ both to keep th
The money was hidden behind the |AEAL safe and profitoff

purchase of race horses, some of whom
were given names such as 'Number One Cartel’ and 'Morning Cartel'. The horses were
incredibly successful and reported to win the cartel several million dollars.

Fourteen people, including Trevino, were indicted on money laundering charges by the
1.8, in 201258 Trevifio was captured in Mexico in July 20135 As of September 2013,
four co-defendants from the original indictment have yet to be caught. Nine people have
been sentenced for their role in the scheme. &0 61

This case study was excerpted from "The Great Rip Off" by Global Witness.

‘Boss of Bosses’ Crime Lord and Drug Trafficker Still Free in

Moscow
=i

The FBI has described
Semion Mogilevich as
“the most dangerous
mobster in the world,”
allegedly “involved in
weapons  trafficking,
contract murders,
extortion, drug
trafficking, and prostitution on an international scale.” ©According to an indictment,
that reputation did not stop the Russian from setting up a vast network of anonymous
companies, stretching from Eastern Pennsylvania to the United Kingdom®?, which
allowed him to cheat the stock market and steal over $150 million from investors

Known as the 'boss of bosses’, the Russian Semion
Mopgilevich uses anonymous shell companies all around the
world, including the U.S, to launder money for his vast

criminal enterprise, Mogilevich traffics drugs, cheats on the
stock market, facilitates prostitution, and more. Although
sev arrest warrants have been issued against him, he
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in the United States and overseas®. By inflating the price of his companies through
manipulating securities and false reporting, including reportedly lying to the Securities
and Exchange Commission, Mogilevich convinced investors to purchase millions in
stocks in a company that allegedly did no real busi Those involved lost millions.

In spite of several arrest warrants issued against him, Mogilevich still lives freely in
Moscow, according to the FBI. He has not been convicted for these crimes.5S This case is
a clear demonstration of how some drug trafficking organizations are part of a larger
criminal enterprise involved in many different criminal activities. This it illustrates how
money laundering tools such as anonymous companies can be used to hide and finance
all kinds of illicit activities and layers of complexity that make it even more difficult for
law enforcement to monitor, track and seize the proceeds derived from drug trafficking.

This case study was excerpted from The Great Rip Off by Global Witness.

Recommendations

This report recommends that federal law makers end the use of anonymous shell
companies by mandating the collection of true beneficial ownership information from
all companies. This information then needs to be easily and efficiently accessible by law
enforcement, who can then act on it to help curb drug trafficking and hence the ongoing
opioid crisis.

"U.S. shell companies [have] the dubious distinction of being the only
money laundering method where secrecy is provided by a government
entity...This is simply unacceptable.”

- Adam Szubin, Acting Under Secretary for Terrorism and Financial
Intelligence of the U.S. Treasury

Quote from colurmn published in the Hill, guoted in the Daily Sabah, July 12 2018,
hetp:f fwww dailysabah com famericas 2016/07 /12 fus-shell-companies-cover-money-transfers-of-terrarists-
traffickers-rough-states-treasury-official-warns
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Executive Summary

Key Takeaways

» The lack of effective and universal financial controls to prevent weapons of mass destruction
(WMD) proliferation is a gaping security vulnerability for the international community.

= lllicit actars, including those acting on behalf of countries such as Iran and North Korea, have
exploited, are exploiting, and will continue to exploit these vulnerabilities.

» The United States has unigue power and responsibility to combine domestic legisiative
and requlatory reforms with international leadership in order to strengthen the countering
proliferation finance regime. Doing so will require overcoming significant political will

obstacles.

he international community has long prier-

itized reducing the risk of weapons of mass

destruction proliferation, whether from state
actors such as North Korea and Iran, or from non-state
actors, particularly criminals and transnational ter-
rorist networks. Despite this concern, however, there
remains a significant blind spot: the efforts to prevent
the financing of WMD proliferation are only in their
infancy. The legal framework to prevent the financing
of proliferation is weak, and implementation across
the world is spotty. These weaknesses derive from one
overwhelming fact: The international community has
not prioritized financial controls to fight proliferation.
Very few countries have demonstrated the politial will
to put further emphasis on this threat to international
peace and seeurity.

The role of the United States is essential in building a
stronger regime to counter proliferation finance. As the
waorld's Jargest economy, with a sophisticated financial
sector, well-resourced law enforcement and intelligence
capabilities, and the ability to restrict aceess to the US,
dollar, the United States has a great deal of leverage in
helping those countries that wish to do more, and in
compelling laggard countries to focus more intensively
on the issue.

This is a crucial national security concern for the
United States, even though to date it has not been
approached as such. These networks are quite sophisti-
cated at evading detection and know how to exploit weak
world. North Korea and Iran in particular have operated
(and North Korea continues to operate) egregious,
publicly documented, sophisticated global networks
of trusted agents. These networks have contributed

significantly to what had been an active uranium-en-
richment program (in the case of Iran), and a substantial
nuelear weapons capability (in the case of North Korea).
These states are creative and diligent in developing new
ways to continually disguise their activities, pioneering
new technology and networks to sustain themselves and
grow. The United States has privritized dealing with
North Korea and Tran as high-level security threats, but
the proliferation finance aspect of that strategy has been
woefully underdeveloped.

Stepping up action to combat the financing of pro-
liferation will take legal change at home, including
financial transparency and new methodal
ogies to facilitate information sharing between banks
and between banks and national authorities. Itwill also
require i ive leadership in | forums
such as the Financial Action Task Force (FATF) and
at the United Mations (UN.) to elevate due diligence

The weaknesses in the regime
derive from one overwhelming
fact: The international community
has not prioritized financial
controls to fight proliferation.

and ¢ e around | ing the financing of
proliferation. This will include revising FATF's recom-
mendations to incorporate more proactive risk-hased
meastres so that countries are judged on more than just
compliance with screening against a listof proliferators
subject to sanctions. The latter should focus on strength-
ening the work of the United Nations Security Council



121

ENERGY, ECONOMICS & SECURITY | DECEMBER 2018
Financial Networks of Mass Destruction

Resolution (UNSCR) 1340 nonproliferation committee,
improving the guidance that FATF provides on prolif-
eration finance, and encouraging dozens of countries

to improve their legal frameworks and dedicate the
required level of attention and resourcing to fulfill their
international obligations,

The risk of inadequately respanding to the risk of pro-
liferation finance is stark. The use of a weapon of mass
destruction by a malign state actor or a non-state actor,
especially a nuclear one, would be a generationsde-
fining catastrophe. In the aftermath, the international
community would ask what went wrong. What sucha

Strong measures to counter
proliferation finance must be a
key piece of a holistic approach to
national security policy.

retrospective would discover is that such capabilities
may have been facilitated through ordinary commer-
cial channels. The response to such a discovery may
have broad macrocconomic consequences. Avoiding
that disaster, and the growth of threats emanating from
WMD stockpiles in the hands of rogue actors, is the goal
of this report.

This report explores the weaknesses of the current
countering proliferation finance regime. Using ease
studies, it highlights how a lack of political will allows
proliferation networks to obtain goods and move
money in violation of international controls. It offersa
survey of the current legal framework for approaching
eountering proliferation finance. This framework
provides some important tools to U.S, and international
authorities, but is alarmingly weak in many areas, The
report then discusses how even a solid legal framework
may flounder because of fundamental problems with
political will at the national and international levels,

Tt then offers recommendations for the United States
and its international partners to build a much stronger
countering proliferation finance regime. The report

is designed to help security and foreign policy leaders
understand the gravity of the issue and the necessity

of elevating countering proliferation finance work in
broader nonproliferation activities and analysis of trans-
national threats, especially North Korea and Iran policy.
It argues that strong measures to counter proliferation
finance must be a key picee of a holistic approach to
national security policy, and itoutlines a roadmap for
how to get there.

Introduction
—

In December 2012, the Republic of Korea salvaged

the debris of an Unha-3 rocket, which the Demoeratic
Peaple's Republic of Korea (DPRK) had used to launch a
satellite into orbit. The launch was particularly alarming
given the potential for the rocket to earry a nuelear
warhead. Pyongyang’s sophisticated nuclear program
has for decades been a prominent national security
concern for the United States, its allies South Korea

and Japan, North Korea's ally China, and the wider
international community.

After an exhaustive review, nonproliferation and illicit
finance experts from the United Nations Panel of Experts
on North Korea discovered the origins of many of the
components the North Koreans used to build the rocket.
Despite UN. sanctions and the international consensus
that Pyongyang obtaining sophisticated missile capa-
bilities is a critical threat to international peace and
security, the Unha-3 contained materials that had been
manufactured in China, the former Soviet Union, the
United Kingdom, Switzerland, and the United States,
almost certainly transacting in currencies from major
Western economies.

As eoncerning as it was that North Korea was able
to procure materials from advanced democracies and
the world’s leaders on nonproliferation palicy, just as
alarming is that many of the components were off-the-
shelfitems that were not included on export control lists
designed to prevent goods from falling into the hands of
proliferating states. The fact that North Korea was able
toobtain commercial goods with such ease is a stark

The wreckage of North Korea's Unha-3 sits af the 2nd Fleer
Commands naval base on December 14, 2012, The LN, Panel of
Experts conchudeg thar materials in Unha-3 had been manufactured
in China, the farmer Saviet Union, the United Kingdam, Switzerland,
and the United States, {Yeong-Woeok/Dongd Dally/Getry images)
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Figure 1: North Korea's Procurement Networks™®
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demonstration of the extent to which its proliferation
networks have penctrated the international inancial
system. The ability of these networks to use shell com-
panies to exploit globalized supply chains, penetrate
financial networks to abtain gnods not on export control
lists, and obtain know-how threaten North Korea's
hbors and the world. Thisunderscores the chal-

; facing financial institutions in trying to discover
illieit activity.

The construction of the Unha-3 with internationally
sourced components, procured using international finan-
cial channels, is but one example of what the financing
of weapons of mass destruction proliferation looks like
in practice. Figure 1 offers an illustrative example of how
complex these networks are. North Korea, as well as
Tran - especially before the implementation of the Joint
Comprehensive Plan of Action (JCPOA) - Syria, India,
and Pakistan, have all been at the forefront of global
security coneerns about how illicit and covert weapons
of mass destruction programs are financed and supplied
with materials.

What Is Proliferation Finance?
In contrast to the nuclear weapons programs of advanced
industrial states, many U, adversaries do not have the

North Korea fired an intercontinental ballistic mi
rockels are procured from oo

(Chung Sung-Jun/Getty Images)

indigenous research, development, and deployment
capaeity to constitute weapons of mass destruction
programs entirely on their own, As a result, they have
toseek financial resources, goods, and know-how
elsewhere, ineluding from reputable industrial irms
throughout the world, especially from the United States
and Eurape. The illicit networks that procure these
goods and the revenue to sustain illicit WMD programs
represent a serious national security threat: financing of
proliferation is a critical backbone, the essential money
trail, that enables rogue states, and non-state actors, to
threaten peace and security These networks dupe and
abuse public and private sector institutions alike, and
cultivate complicit insiders, The stakes for this dirty
money movement are high, and the response to date has
been woefully and alarmingly lacking.

Itis possible to detect and track the financing of pro-
liferation. By going outside their own national borders to
find support for illicit weapons programs, proliferating
states leave themselves open to discovery by the inter-
national community. 1f moving money in exchange for
goods is essential to building a weapons of ma
tion program, then it becomes possible for financial
regulators, law enforcement, and intelligence agencies to
track and disrupt it, and, where possible, to apprehend

destrue-

ife for the first time in fowr months in November 2017, Companents of many North Korean
wiies i acvanced demacracios, many of whom are considened word eaders an sonprofileration poficies
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members of the proliferation networks. Shutting down
the money trail for proliferators can be a powerful and
effective tool to check the devastating threat posed by
rogue states with nuclear weapons. Ultimately, cracking
down on the financing of illicit activities is an effective
way to stop the illicit activity iself.

This is easier said than done, The issue facing the
international community is that these networks are
quite sophisticated at evading detection and know how
toexploit weak enforcement in jurisdictions around
the world. North Korea and Tran, in particular, have
aperated (and, in the case of North Korea, continues to
operate) egregious, publicly documented, sophisticated
global networks of trusted agents. These networks have
contributed significantly to what had been an active
uranium-enrichment program (in the case of Iran), and
asubstantial nuclear weapons capability (in the case of
North Korea). These states are creative and diligent in

developing new ways t lly disguise their activi-
ties, pioneering new technology and networks to sustain
themselves and grow:*

In the wake of the U.S. withdrawal from the Iran
nuelear deal, known as the Joint Comprehensive Plan of
Action (JCPOA), it is possible that Iran may try to restart
anuelear-enrichment program, including potential steps
to weaponization. Prior to the JCPOA, Tranian-affiliated
actors had been implicated in a number of proliferation
finance cases. In one case, Tran procured components
for its nuclear and ballistic missile program through

North Korea's evasion of
international controls stands in
stark contrast to its purported
interest in assuring the
international community that it is
committed to normalization.

acomplex structure of payments channeled through
banks in France, the United Arab Emirates, and Turkey
to obtain materials from a Spanish manufacturer. The
Iranian company in question was able toget around a
denial of an export license by Spanish authorities for
electrical discharge machines by using two different
countries of ransshipment Examples like this are
important because they emphasize the truly global
reach of these networks,

In the case of North Korea, despite the ongoing diplo-
miatic process between the Kim Jong-un regime and the
Trump administration, it is far from clear that Py

CNASDC

Members of President Trump's cabinet and closest advisors
have articulated concerns that lran may try to restart its nuclear:
envichment program, (Chip Somodevilia/Gelty Images)

ison a path to denuclearization. In fact, attempts to
procure proliferation-related goods appear to continue
unabated, as evideneed by recent United Nations Panel of
Experts reports. North Korea's evasion of international
controls stands in stark contrast to its purported interest
inassuring the international community that it is com-
mitted to normalization of relations.*

In the face of this persistent, even potentially
expanding threat, the international community is will-
fully blind to the notion that poliey and financial leaders,
ideally together, can do much more to prevent the growth
ofillicit nuclear weapons. Foreign policy, security, and
nonproliferation experts around the world unques-
tioningly accept a doctrine that extraordinary financial
pressure and controls have tried and failed to constrain
rogue proliferators. This assumption is wrong - the
controls and pressure have never been, and still are not,
as comprehensive as they should be. The potential cost of
failing to fix this weakness is stark: a confrontation with
anuelear-armed state or terrorist group able to build an
arsenal with the help of reputable Western companies
would be a eatastrophic global governance failure.

The Role for the United States

The United States is well placed to correct this misper-
ception and make a meaningful difference to check the
global nuclear threat. Indeed, because the dollar is the
global currency of choice for trade, investment, and as a
reserve currency, and because the U.S. financial sector
is the largest globally, the role of the United States to
halt the financing of proliferation is vital. The current
administration deserves credit for atempting w address
this situation, but must do much more to focus maximum
effort on e rogue countries’ ability to pursue
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an illicit weapons capability. This includes specific
enforcement actions domestically, such as strength-
ening rules around financial transparency, extending
safee harbor provisions for banks working creatively

on finding proliferation finance typologies internally,
and increasing resources for national law enforcement,
and regulatory and intelligence agencies. It also means

Because the U.S. financial sector is
the largest globally, the role of the
United States to halt the financing
of proliferation is vital.

making countering proliferation finance the first priority
for its presidency of FATE, the global standard setter
for financial erimes regulation This will furthermore
strengthen the control regime to the point that itean
prevent proliferation threats from other countries
and non-state actors much sooner. Financial network
analysis is a key part of threat detection and evaluation
for that effort, and the United States and the interna-
tional community must use levers within the financial
system to identify and deter the proliferation threat.
The United States and certain jurisdictions in Western
Europe, for example the United Kingdom, have built
very powerful legal and regulatory powers to investigate,
disrupt, and prosecute a wide variety of financial crimes
risks, including money laundering and corruption, This
is the base for attacking dirty money.
What is needed now is political will to fill in the
gaps for the countering proliferation finance regime.
The historic current lack of will stands in bewildering
contrast to the clear and intensive concern that interna-
tinnal policymakers have about the threats of weapons
of mass destruction, particularly the use of nuclear
weapons, The United States in particular has gone
togreat lengths to counter proliferation threats. The
Trump administration has spent an enormous amount
of political and diplomatic capital ensuring that North
Korea and Iran cannot threaten their neighbors with
nuelear weapons. With this base and the leverage that it
has created, the U.S, administration must put in place the
legal regime and policy guidance to better prevent the
financing of nuclear-weapons proliferation.
Accomplishing this will take legal change at home,
ineluding with financial transpareney measures and new
methodologies to facilitate information sharing between
banks and between banks and national authorities. It
will also require intensive leadership in international

forums such as FATF and at the United Nations to
elevate due diligence and compliance around preventing
the financing of proliferation, including revising FATF's
recommendations to incorporate more proactive risk-
based measures so that countries are judged on more
than just compliance with sanctions. The latter should
foeus on strengthening the work of the United Nations
Security Council Resolution 1540 nonproliferation com-
mittee, improving the guidance that FATF provides on
proliferation finance, and encouraging dozens of coun-
tries to improve their legal frameworks and dedicate the
required level of attention and resourcing to fulfill their
international chligations.

Other jurisdictions look to the United States as an
example because of the centrality of the U.S, dollar to
international commerce. The size of its financial sector
means that U.S. regulations directly and indirectly affect
firms worldwide, US. intelligence and law enforcement
capabilitics are also unparalleled in finding and stopping
these activities. The unique scale of these capabilities
also gives the United States diplomatic heft in bilateral
interactions with partners and allies facing risk because
of proliferation financing, as well as in multilateral insti-
tutions where these issues are addressed, for example
the UN. and FATE.

The legal and administrative solutions are not hard to
articulate. They include fixing gaps in national legisla-
tion, financial regulations, export controls, and other
oversight mechanisms for global commerce. The truly
difficult work for the United States will be urging, or
compelling, the political will to fight the fir g of
proliferation, and reducing institutional resistance to
sharing information with the private sector. Even though
all UN. member states are obligated under Chapter VII

iy Wevernber 2017, the United Nations Security Councrl held an
BMEGency Mmestng concerming North Kovea's nuclear ambutrons
after that nation fest-fired an advanced intercantinental batistic
missile days eacfier. (Drew Angerer/Getty images)



126

authority of the United Nations Charter to comply
with Security Council resolutions aimed at combati

@CNASDC

the world. The documents seized in the raid on his

WMD proliferation and its financing - and indeed
many profess the will to do so - many sophisticated
and well-resourced states do not.

Anopen secret of an enormous array of countries is
that they are unwilling, or see themselves as unable, to
sacrifice the economic advantages of looking the other
way. They may even knowingly facilitate proliferation.
For some countries, allowing North Korea to penetrate
their financial system is luerative, or affords political
and diplomatic dividends, as discussed in the case
studies in this report. These examples, which are noto-
rious and in some cases date back decades, underscore
the complex political calculations that serve as road-
blocks for necessary action.

The Peril of Willful Blindness and Failure
to Prioritize
The weaknesses of the regime to counter prolif-
eration finance contrasts markedly with how the
international community handles efforts to counter
terrorist financing. Two decades ago, the US, Treasury
Department and relevant agencies in the US. intelli-
gence community had tried to track al Qaeda's finances
following the 1998 embassy bombings in Kenya and
‘Tanzania, though it was not a high-priority effort,
cither within the United States government or inter-
nationally. Richard Clarke, President Clinton’s top
terrorism advisor, cited U.S. intelligence officials who
downplayed targeting financing by saving that terrorist
groups like al Qaeda “didn't need a lot of money™
However, over time the effort to counter terrorist
financing was buttressed by a strong international
framework: the United Nations had adopted acoun-
terterrorist financing convention in 1999, and it was
aided by specific U.N. Security Council resolutions,
such as 1267 (1999). Enormous international political
will to implement a holistic regime to counter the
financing of terrorism coalesced after the disaster of
9/11, Global policy leaders realized after these attacks
that following the money trails could be a blueprint to
mapping the network and understanding - perhaps
even anticipating - its moves,

Inorder toultimately track Osama bin Laden to
his Pakistani safe house, the U8, intelligence commu-
nity was able to use knowledge about the channels he
used to cireulate information and moncy. Bin Laden
relied on couriers to convey messages and financial
resources between him and his network of agents
elsewhere in Pakistan, Afghanistan, and around

headg offered insight into al Qacda’s
operations and plans.® During the past decade and o
hall, individual states and the international commu-
nity built asophisticated regime for countering the
terrorist financing threat?

But now the threat is evolving, Terrorist plots are
overwhelmingly homegrown in the West (73 percent
of attacks in Europe and North America from 2014 to
2017 were homegrown), and there is an uptick in inci-
dents in Europe, with attacks increasing 7 percent from
2016 to 2017 As a result, the regulation and practices
to track and impede terrorist financing are becoming
increasingly sophisticated and nuanced, taking a strong
system and adapting it to present-day circumstances in
away that should serve as a model for other examples
of countering threat finanee.”

The risk now is that the international community
will wake up to proliferation finance only after a
similar paradigm-shifting cvent. The stakes are high
and, based on expanding proliferation threats, it is
certainly possible that we will learn a bitter lesson
about the significance of countering proliferation
finance efforts anly after a major nuclear event has
oreurred. One of the gravest challenges for security
leaders today is to avoid repeating an underestima-
tion of the contemporary terrorist threat. In this case,
this means realizing two late how blind and complicit
we have been in allowing banks, businesses, and
national governments to help grow rogue nuclear
weapons arsenals,

This report offers a survey of the current legal
framework for countering proliferation finance. As it
now stands, this framework provides some important
tools to U.S, and international authorities but is weak
in many areas. The report then discusses how evena
solid legal design may be inadequate because of funda-
mental problems with political will at the national and
international levels, Tt then offers recommendations
for the United States and its international partners
to build a much stronger countering proliferation
finance regime. This report is designed to help security
and foreign policy leaders understand the gravity
of the issue and the necessity of elevating work in
countering proliferation finance to broader nonprolif-
eration activities and analysis of transnational threats,
especially with regard to policy for North Korea and
Tran, Arguing that strong measures o counter prolif-
eration finance must be key in a holistic approach to
national security policy, this report outlines a roadmap
for how to get there.
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The Current Legal Framework:
Strong Initial Steps with Many
Gaps to Fill

e
Framewarks to combat proliferation rely on three
interlinked layers: international legal obligations put
into place by the United Nations; the soft law frame-
work, exemplified by FATF's recommendations; and
domestic law. All three of these layers impact the risk
management practices of global banks, In 1946, the
United Nations General Assembly’s very first resolu-
tion created a commission *to investigate the problems
raised by the discovery of atomie energy.” More than
70'years later, countering the proliferation of weapons
of mass destruction remains a foundational goal of the
international community.

The Security Council Committee established pursuant
to Resolution 1540 (2004) (1340 Committee) monitors
the implementation of Resolution 1540 (2004), which
obligates states to have and enforce measures against
the proliferation of nuclear, chemical, and biological
weapons by non-state actors. The Security Council
C blished pursuant to resolution 1718
C ittee (2006) (1718 C ) is specifie to North
Korea's proliferation threat. It designates individuals
and entities engaged in or providing support for North
Korea's WMD programs, and individuals or entities who
act at their behest. The 1718 Committee also monitors
other restrictions on North Korean economic activiry,
such asits procurement and sale of energy resources,
among other measures, But one ool in the counter-
proliferation arsenal - countering the financing of
praliferation - remains poorly understood and figures

U5, Secretary of State Mike Pompeo chairs a United Nabions
Security Council meeting on North Korea. Since the beginning of
the Trump administration. the UN. Security Council has pagsed
Four resolutions establishing tighter economic restrictions on North
Korea, (Spencer PR/ Gelly images)

minimally in U.N. nonproliferation obligations, even as
the international community increasingly secks to use
financial methods to rein in the nuclear programs of Iran
and North Korea.

The global push to specifically counter the financing
of proliferation had a promising start in 2004, when the
UM, Security Council passed Resolution 1540, a remark-
ably sweeping resolution that demanded member states
enact comprehensive frameworks to prevent WMD
proliferation and its ng by non-state actors, Unlike
nearly all Security Couneil resolutions, which react
tospecific confliets, this resolution sought to counter
proliferation broadly, and it required member states to
overhaul their sovereign laws in specific ways in order
todoso,

Unfortunately, however, the drafters of Resolution
1540 (2004) concentrated primarily on controls on goods
and materials, and it contains only two narrow references
to financing: under operational paragraph 2, all member
states are required to implement legislation to prohibit
financing of manufacture, acquisition, possession, devel-
opment, transport, transfer, or use of WMD, and their
means of delivery, by non-state actors. Under operational
paragraph 3(d), all states are required to implement
controls on financing the export or transshipment of
WMD and their means of delivery, and related materials.

Under operational paragraph 12 of a subsequent res-
olution, 2325 (2016), the 1540 Committee is required to
continue to intensify efforts to promote full implementa-
tion of Resolution 1540 (2004). In particular, the need for
more attention to proliferation finance measures, inter
alia, is noted. Resolution 2325 (2016) is the first use of
the term “proliferation finaneing” in a Security Council
resolution, but, except insofar as Resolution 2325 (2016)
is a successor resolution, the term is not defined.

Resolution 1540 (2004) on nonproliferation was
unanimously approved by the Security Counil in the
aftermath of the discovery of Abdul Qadeer (A. (1)
Khan's WMD proliferation network (thus the primary
focus of the resolution is on non-state actors: the busi-
nessmen, fixers, commercial traders, factory owners, etc.,
whom the network comprised, and also the terrorists
secking the capabilities). As of October 2018, 12 UN,
member states had vet to submit a report on implementa-
tion, ascalled for by the Security Council.*

Arelevant UN, resolution for comparing approaches
to targeting the financing of a transnational security
threat, Resolution 1373, was enacted weeks after the 9/11
attacks to establish similarly comp frameworks
to counter terrorism and its financing. The notably rapid
and thorough implementation of Resolution 1373 was as
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In 2002, when border tensions were running high in South Asia,
Pt t-fired & murdiam-range surface-to-: s

Patistan has been at the forefront of global sec
redated to profiferation finance, (Handoul/Getly Images)

unprecedented as the resolution itsell, with all members
submitting a first report, as called for by the council
within a year and a half of the resolution’s adoption.”
Member states widely eriminalized acts of terrorism in
their domestic laws, and the financing of terrorism was
added to FATF's portflio the same year it was enacted

The U.N, does require member states to counter
state-led proliferation, with attention to financial channels,
through a series of [ran- and North Korea-related resolu-
tions, Targeted financial sanctions are at the core of such
measures, but the provisions extend more widely to include
activity-based sanctions, requirements for vigi
other prohibitions, for example on dealings with »
Korean financial institutions and on financial services that
could contribute to North Korea's WMD programs.

Gapsin| | Focus and Imp
UN. member states have not pursued implementation of
Resolution 1540 with the same level of political dedica-
tion as counterterrorism financing obligations. Some of
these gaps are for legal reasons, which are addressed is
this section. Due to a complex setof political, diplomatic,
and economic circumstances, which are unique to each
member state, violations of international obligations,

NASDC

many of which are brazen and well-documented, are
allowed tooecur.,

Legally, one of the major challenges to states wishing
to formulate domestic countering proliferation finance
measures is that, unlike countering terrorist financing,
working against proliferation finance measures is
not linked to a specific international convention.*
Additionally, member states are not prioritizing the
clarification of how much effort 1540 requires to fight
the financing of proliferation by states, as opposed to
non-state actors, This misses the point that state pro-
liferators such as North Korea, Iran, Syria, Pakistan,
India, and others usually rely at least in part on overseas
procurement networks made up of non-state actors -
the primary target of Resolution 1540 (2004).

But significant problems also surround implementa-
tion of country-specific UN. sanctions. As testified by
numerous UN. Panel of Export reports, as well asby
independent analysts using open-source information,
the vast majority of UN. member states do not heed the
requirements of UN. sanctions and provide financial
resources to the regime in North Korea, or they allow
companies operating in their jurisdictions to facilitate
transactions in violation of sanctions. Many sub-Saharan

African states have had North Korean military personnel
on their soil to provide training in exchange for cash
that can be used by the regime to sustain and expand

its proliferation programs, to ¢ite one prominent set

of violations."

In other instances, some U.N. member states, including
members of the Security Couneil, bloek more aggressive
action for political or diplomatic reasons. Russia and

i . Security Resolution 2375 (2017),

Chinese President X7 Jinping delivers remarks at the United Nations
General Assemby. Behind the scenes af the United Naticns, Chna,

along with Russia, weakened LN, Security Resolution 2575, a
nonproliferation resofution targeting North Korea, (Linfag Zhang
Getly fmages)
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The fack of transparency in the shipping industry provides support to the iiclt netwovks fooking fo evade UN, sanctions. To date it has
been difficuit to buwd an international coalition o interdict shios bound for Novth iorean ports because of intermaliona! fegal concemns.

(Spencer Platt/Getty images)

anonproliferation resolution targeting North Korea,
from its original draft that would have blacklisted Kim
Jong-un, removed exceptions for all transshipments
of Bussia coal, and completely banned the hiring and
payment of North Korean laborers abroad.”
to China, Russia also fears a collapse of the North
Korean regime, which would result in a sudden influx
of refugees to both China and Russia, A collapse could
also result in possible conflict on the Korean Peninsula,
as different powers try to seize control of North Korea's
nuclear weapons,

To date, it has been very difficult to build an interna-
tional coalition to interdict shipping bound for North

Korean ports because of coneerns that international law

does not allow the forcible boarding of ships in interna-
tional waters. Indeed, the ability of warships to legally
board merchant vessels is quite limited: “A warship
may only stop a merchant vessel if there is reasonable
ground to believe (a) that the ship is engaged in piracy;
(b) that the ship is engaged in the slave trade; or (¢)
that [though)] flying a foreign flag or refusing to show
its flag the ship is, i
as the warship™®

As the next section, “The Roadblocks Political
Inaction and Inadequate Rules" will demanstrate,

in reality, of the same nationality

such activities are not solely a function of weaknesses
around the legal regime, but rather have to do with
much more fundamental questions of political will

Gaps at the Financial Action Task Force

The United Nations is not the only multilateral
institution that is struggling, or stumbling, witha
response to proliferation finance, While prolifera-
tion financing was added to FATF's portfolio in 2008,
differing member opinions about the role financial
institutions could or should play in detecting financing
of proliferation ensured that the effort remained a
relatively low priority element of FATF's work, FATF's
current standards, guidance, and ongoing attention,
for example, are not nearly as comprehensive for
praliferation finance as they are for countering ter-
rorist financing or anti-money laundering, This is
true even while the proliferation risk is recognized
by FATFs members, and indeed the international
COMIMUNLY, as a prominent security threat on par
with these ather challenges. The FATF recommenda-
tions that emphasize the importance of a risk-based
approach for anti-money laundering and countering
terrorist financing measures do not extend the prin-
ciple to proliferation finance. Specifically, FATF s one
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recommendation solely related to profiferation finance,
Recommendation 7, is quite limited in what it requires

of FATF member states:

Countries should implement targeted finan-
cial sanctions to comply with United Nations
Security Council resolutions relating to the
prevention, suppression and disruption of
proliferation of weapons of mass destruc-
tion and its financing, These resolutions
require countries to freeze without delay the
funds or other assets of, and to ensure that
no funds and other assets are made available,
directly or indirectly, to or for the benefit of,
any person or entity designated by, or under
the authority of, the United Nations Security
Council under Chapter VII of the Charter of
the United Nations.”

As FATF's own non-binding guidance on prolifera-
tion finance makes clear, however, targeted financial
sanctions alone are an incomplete strategy to really
counter proliferation networks, Most sophisticated
actors know how to structure their activities to avoid
the serutiny of sanctions screening:

However, the [sanctions] sereening would
not be sufficient on its own, as targeted finan-
cial sanctions are also applicable to persons/
entities acting on behalf of or at the direc-
tion of designated persons/entities. This
adds additional complexities for public and
private sector entities in identifying and
detecting the persons, entities, and transac-
tions related to proliferation financing ™

The latest version from FATF expands on 2012
puidance related to non-targeted financial sanctions
elements of the requirements of UN, sanctions reso-
lutions. Unfortunately, it says little about the financial

theicss.rm

Rick McDanell was the executive secretary of the Financial Action
Task Farce between 2007 and 2015, during which time FATF

refeased a major its repart on o fnancing.
FATF i the giobal standard setter for financial crimes requlation,
(Auredien Mewnier Getly images)

Besides comprehensive reviews by the 1540
Committe, there are few tools that precisely measure
the degree to which states have implemented prolif-
eration finaneing . In 2016, a comprehensive
review on the status of implementation of Resolution
1540 (2004) shows that few states have dedicated pro-
liferation financing legislation in place.” However, in
comparison with previous reviews, the 2016 report noted
significant progress hetween 2008 and 2016, as described
in Table L. While the numbers of measures to prohibit
and enforee the prohibition of financing of proliferation
activities and measures on the financing of illicit WMD-
related transactions had increased, most states had not

requirements of UNSCR 1540, the fund |
building block of the UN. framework to combat pro-
liferation. This is a significant gap that FATF should
address quickly. The effort to do this needs wbe led,
or at least strongly encouraged, by the United States,
which is in a unique position to do so while it holds
the FATF presidency.

ddressed the need to prohibit the financing of means of
delivery, especially for nuclear weapons.
The comprehensive review also highlighted that most
states rely on counterterrorism financing measures to
address problems with proliferation financing, Although

there was an imp in on the fi
of illicit WMD-related trade transactions, this was
largely due to 1 and improved legislation on

counterterrorism financing, money laundering, and the
establishment of financial intelligence units.
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TABLET
Financial Measures to Control WMD Proliferation under Resolution 1540 (2004)
NUMBER OF STATES
2008 201 2016

HNUCLEAR WEAPONS BE 124 158
LEGISLATION IN PLACE 1 |
(obligations under operative CHEMICAL WEAPONS n 129 166
paragraph 2)

BIOLOGICAL WEAPONS 4 122 18

NUCLEAR WEAPONS 78 ng 155
ENFORCEMENT MEASURES IN PLACE | |
(abligations under operative CHEMICAL WEAPOMNS a7 121 161
paragraph 2)

BIOLOGICAL WEAPONS 75 14 156
MEASURES TO CONTROL FINANCING | NUCLEAR WEAPONS ' £ 103
OF ILLICIT WMD-RELATED TRADE
(obligations under Operative Paragraph | CHEMICAL WEAPONS A
3(c) and Operative Paragraph I(c)) BIOLOGICAL WEAPONS - 25 109

Source: United Nations Security Coumeil, Letter from the Chair of the Secunity Council Committee Established Pursyant to Resolution 1540
\ A038,

(2004), 5/2

5, 2008, hitps/fwwwun.org/ends

FATF statistics provide further evidence of inadequate

To date, 63 states have been evaluated against the 2012

implementation, despite the fact that the organization
only focuses on UN. finaneial sanctions on North Korea
and Iran. FATF standards are assessed on a five-part
scale:
& : compliant
 LC: largely compliant; only minor shorteomings
® PC: partially compliant; moderate shorteomings
® NC: non-compliant; major shortcomings
® NA: not applicable. A requirement does not apply,
due to the structural, legal, or institutional features
of the country.
The effectiveness of implementation on these standards
is 4 by “immedi omes” on a four-part
scale:

® HE: high level of effectiveness; the immediate
outcome is achieved to a very large extent; minor
improvements needed.

# SE: substantial level of effecti achievement to
alarge extent, with moderate improvements needed.

® ME: moderate level of effectiveness; the outcome is
achieved to some extent, but major improvements
are needed.

® LE: low level of effectiveness; the immediate

outcome is not achieved or only to a negligible
extent, with fundamental improvements needed.

FATF standards, which include Rec lation 7 (the
North Korea and Iran targeted financial sanetions) and
Immediate Outcome 11 (which demonstrate whether or
not the implemented targeted financial sanctions were
effective). These scores are shown in Table 2.

These data show that even against FATF's limited
requirements on proliferation financing, states are
inad q ., meeting these dards both in terms of
technical compliance and effectiveness.

The next two sections will outline the prevailing legal
regimes in key national jurisdictions: the United States
and a few other states, A survey of these legal regimes
reveals a number of important factors, To begin with,
countering proliferation finance sitsat the intersection
of several different legal and regulatory approaches, with
different departments responsible for understanding
and combating different aspects, This fact often leads to
no single ageney taking leadership and ultimate respon-
sibility for a coordinated and comprehensive national
approach to the issue.

On the one hand, a multi-agency involvement in the
issue can be an advantage for building a stronger regime,
as it increases the tools and resources that can be brought
to bear on the problem. On the other hand, it also means
that there are interagency “stovepiping” obstacles to
closer cooperation. For example, both the Department of
Defense and Department of State operate technical assis-
tance programs run by the Defense Threat Feduction
Agency for Defense and by the Export Control and
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TABLE 2 the leading jurisdictions in countering
Cumulative Scoring of States against the 2012 FATF proliferation finance efforts - efforts
Standards against proliferation finance have failed
~ to come into their own as a distinct area
TECHNICAL | COMPLIANT  LARGELY PARTIALLY 5 ) e
COMBLIANCE COMBLIAN COMPLIANT of law. The financing of proliferation
is not explicitly criminalized. Rather,
NO. OF ; T T i
COUNTRIES 10 14 2 0 :mmnrlngpm]lﬂ_?mnnn ﬁn:!lnn is
. largely governed indirectly via three
EFFECTIVE- | HIGHLY SUBSTANTIAL latory regimes: expo I
ks LEVEL OF EF- o regulatory regimes: export control,
TIVENESS ~ FECTIVENESS  TIVENESS sanctions, and anti=-money laundering.
NO. OF This deficiency lowers its profile asa
COUNTRIES 2 14 7 32 ; p :
risk compared with countering ter-
Source: Financial Action Task Force, “C ratings.” ber26. rorist financing. By comparison, while

2018), httpddy

w.falt-gafi

Related Border Security (EXBS) for State. .S, partners
who have worked with both programs rate the level of
assistance as high quality. However, the two programs,
according to experts, do not often communicate on pro-
liferation finance priorities,

Beyvond the national coordination issue, there are
distinct groups of leaders and laggard states with regard
to efforts to counter proliferation fin g The distine-
tions between the two - what makes one state capable
and eager to fight the threat and another not - are
important if the international community is to build an
effective consensus and competency around fighting
proliferation threats.

The Legal Regime in the United States

The United States is a leader on countering proliferation
finance due toits relatively strong existing statutory
prohibitions and authorities, and the model it offers
tovother jurisdictions on how to address the issue. The
United States is rare in having been rated highly effective
inimplementation of United Nations targeted financial
sanctions on DPRK and Tran by FATF. However, the .S,
system features servious vulnerabilities as well that have
allowed proliferators to take advantage of the system.
These inelude challenges in banking regulations and

the problem of anonymous companies, espeeially the
extent to which the United States does not mandate the
collection of beneficial ownership information, which
refers to the individual who actually controls a corporate
entity, even though the entity may not legally be in that
person’s name.

Broadly, the United States has one of the most well-de-
veloped legal and regulatory frameworks when dealing
with financial erimes compliance issucs. However, even
these impressive capabilities do not fully incorporate
proliferation finance as explicitly as the threat requires,
In the United States as in the United Kingdom - two of

Roung: Ratings. paf.

financing terrorism is a specific criminal
offense, proliferation finance can be
addressed anly sideways using these three regulatory
frameworks - none of which captures the full scope of
proliferation finance alone, thereby contributing to the
problem of willful blindness,

Before outlining what changes would be needed to
mare fully address the financing of proliferation, itis
worth explaining how the existing U.S. legal framework,
particularly export control, sanctions compliance, and
anti-money laundering measures, treat the money-
making and movement of proliferation networks. By
sketching this legal framework, this section provides a
snapshat of the current national patchwork of countering
proliferation finance law. At the center of these three reg-
ulatory structures sit financial institutions, which have
the potential to act as the first line of detection and denial
when proliferators engage with the financial system.
This is a necessary aspect of their work, as well as being
a potential chokepoint to disrupt their a es, which

The Trump administration, concerned that Iran will refurm to

& nuclear-enrichment path that may include o weapanization
compaonent, has used dipfomatic and econamic toals to constrain
fran’s abilities fo 0o 5o fran's Army Day parade showcases examples
of Iran’s sophisticated missile capabiities. (Majid/Gelty Images)
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underscores why proliferation finance is important and
distinet from larger countering proliferation cfforts.
Banks can uniquely contribute through their knowledge
of customer transactions. They must extend the work
they already do to meet regulatory and legal require-
ments - and their regulators must better incentivize
such activity. Like proliferation finance networks, finan-

Facilitating the countering of
proliferation finance presents a
significant regulatory compliance
risk for banks.

cial instirutions are transnational, with asymmetric
influence, by comparison with national governments,
to stem financial lows, However, that influence does
nat translate automatically into effectiveness. Too often
financial institutions, even when aware of the prolifer-
ation threat, remain enablers of proliferation finance by
acting as unwitting gatekeepers into the formal finan-
cial system. A ising, capacity-building, and
technical assistance can ameliorate this situation, along
with greater requirements for the sellers and shippers
of proliferation goods. But political will, as this report
emphasizes in a later chapter, must also be present for
the entire system towork properly.

As a number of bank representatives emphasized
in interviews with the authors of this report, financial
institutions’ obligations in the countering prolifera-
tion finance space are not black and white, particularly
because the issue cuts across regulatory frameworks but
lacks its own. For example, many banks approach prolif-
eration finance efforts using the same perspective they
take with sanctions screening. That is an incomplete
foundation, however, as proliferation networks con-
tinuously create new entities to conduct illicit activity,
These firms would be designated only after they had
been eaught conducting proliferation activity.

(Other banks use strategics for dealing with money
laundering threats to combat proliferation finance.
While such strategies may help in thinking about
how to collect data from commercial account holders
involved in deceptive trading practices, money laun-
dering and proliferation finance are distinct threats.
Money launderers are trving to clean dirty money;
proliferators want to move clean money in order to
obtain goods illegally. More advanced banks recognize
the need to build on their detection and investiga-
tion methods from anti-money laundering to tackle
praliferation finance.”

For banks, facilitating the countering of proliferation
finance p asignifi gulatory « ¢ risk.
Their approach to detecting and reporting proliferators
in their networks is informed by limited formal, as well as
infarmal guidanee from governments; the legal and regu-
latory frameworks outlined below; and their own appetite
for risk. Many hanks interviewed by this research team
expressed a desire for clearer regulations and guidance
(both public and, to avoid adaptation by the networks
il Ives, private) outlining their obligati ding
countering proliferation finance. More expansive regu-
lations can offer a much stronger proliferation control
regime, in which export controls, sanctions, and anti-
money laundering work can be more aggressively targeted
to better discover and distupt proliferation networks,

Deutsche Bank

=
N ———

in May 2007 a ULS, federal judlge approved “damming” seiure
warrants for North Korean manay in some of the United States” and
the workd's biggest banks, which incluced Daursche Bank. (Thomas
Lohnes/Getty Images)

An additional weakness of the U8 approach is the
idea that expanding the legal regime around prolifer-
ation finance in the United States will be costly and
harve a negative impact on companies. [tis true that the
compliance divisions of international banks represent
asignificant cost center to their broader enterprises,
However, focusing solely on the costs of additional regula-
tory scruting, not its benefits, is shortsighted. Companies
are already paying costs of compliance by trying to do due
diligence without having proper guidance about what the
right flag posts and standards should be. Ttis in banks’
interest to have a stronger and more efficient regulatory
posture, Otherwise, the risks and costs arc uneven and
spread around banks and companies. Indeed, some of the
biggest banks whao are keenly aware of their vulnerabili-
ties articulate this perspective themselves.
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Many bankers, public officials, and analysts think the
current system is deeply Hawed and the United States is
vilnerable. Former Deputy Assistant Attorney General
and current Finaneial Crimes Enforcement Network
(FinCEN) Director Kenneth Blanco has emphasized the
ease with which sanctioned entities in North Korea were
able to pass money through the U8, finaneial system,
for the direet benefit of North Korea’s weapons of mass
destruction program.* In one example from May 2017,

a federal judge approved “damming” seizure warrants—
which are used to block outgoing funds transfers—for
North Korean money in some of the United States’ (and
the world's) biggest banks: Bank of America, Bank of
New York Mellon, Citigroup, Deutsche Bank, HSBC, 1. B,
Morgan Chase, Standard Chartered, and Wells Fargo.**

EXPORT CONTROLS
The U5, export control system is a highly sophisticated
web of authoritics and statutes that play a key role in
preventing the export of goods and technology related
toweapons of mass destruction. Included in its purview
are dual-use goods, which are primarily commercial
and industrial items that could be used for either benign
eivilian purposes or military activities, inclading WMD
program develop For ple, in the 2015 case of
US. v, Hsien Tai Tsai, the Department of Justice sen-
tenced the defendant to 24 months in jail for exporting,
without a license, rotary surface grinders from the
United States to Taiwan with the ultimate destination of
North Korea; these devices can be used to produce rings
and gaskets, as well as rocket parts. Tsai had previously
been designated for assisting North Korea's weapons of
mass destruction program.

The export control system integrates international
export control regimes of which the United States
is a member. These include the Nuclear Suppliers
Group, Missile Technology Control Regime, Wassenaar
Arrangement, Australia Group, and Zangger Committee.
Within the United States, the implementation of the
mandates of these regimes is splitamong several federal
agencies: the Department of Commerce, Department
of State, Nuclear Regulatory Commission, Department

The U.S. export control system

is a highly sophisticated web of
authorities and statutes that play
a key role in preventing the export
of goods and technology related
to weapons of mass destruction.

LS. Secretary Wilbur Ross's Department of Commerce houses
the Bureau of Ingustey and Secunty (BIS), which modifies the
Contradled Commedities List of items whose expart and re-expart
is contrafled by BIS. (Win MeNames/Getty Images)

of Energy, Department of Treasury, and Department
of Defense, The Department of State implements
the International Trade in Arms Regulations, which
controls non-nuelear defense technologies; the Nuclear
Regulatory Commission implements nuclear prod-
uet-specific export controls. The focus of these export
control regimes is on exporters rather than banks,
but there are legal implications for banks within the
ﬂ“!‘.’lllﬂ[ﬂ"}' structure,
The export control regime of particular relevanee
in the counterproliferation context is the Export
Administration Regulations (EAR), which is adminis-
tered by the Commeree Department's Bureau of Industry
and Security (BIS). The regulations’ statutory authority
ariginally derived from the now-expired Export
Administration Act, which has been continued under
the International Emergency Economic Powers Act,
The EAR focuses on dual-use goods with predominantly
commercial applications included on the Controlled
Commodities List (CCL), a sprawling inventory of
specific items whose export and re-export is controlled
by BIS. Nuclear materials and chemical and biological
weapons are all categories of these controlled items, but
the list also covers industrial technology and components
that could be repurposed for nuclear proliferation.™
Items not specifically listed on the CCL are still subject
tothe EAR: any item that is in the United States or origi-
nates in the United States (among other, more technical,
specifications) is considered subject to the regulations.
Exporters can determine whether a license is required
for their item by identifying ivon the CCL and comparing
the classification number to a country chart that speci-
ving countries for which that elass of good
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requiresa license. A dual-use good with nuclear prolif-
eration uses, for cxample, may be exported to Canada
withour a license, but not to Pakistan. In this way, the U8,
dual-use export control system monitors goods across
two axes, taking into account both the risks of a partie-
ular item and its final destination,

The EAR includes general “cateh-all” provisions
(called EPCI, the Enhanced Proliferation Control
Initiative) that significantly expand controls over
proliferation-supporting activities, EPCI broadens

account” terms - in which the buyer and seller do not
rely on the bank for any crediting - banks are losing the
visibility into transactions that trade finance traditionally
provided ”® A bank can still eonduct standard sanctions
sereening against the parties invelved in an open-account
deal, but their ability to see the underlying reasons for
the transaction, because of limitations in the amount of
information a Society for Worldwide Interbank Financial
Telecommunication (SWIFT) message can convey, is
sharply curtailed.

The lack of visibility into transactions is a serious vulnerability for

broader counterproliferation efforts.

U8 export controls based on exports’ end use, expanding
EAR beyond simple list-hased control. In Part 744.2,
entities are prohibited from exporting, re-exporting, or
transferring any item subject to EAR without a license
that the exporter has knowledge (defined as to “know or
have reason to know™) will be used for nuclear explosive
purposes or other illicit nuclear ends.” This provision

s the Ci ¢ Dep ‘s authority to
include any item - as long as it originated or exists in the
United States - that is known to be destined for prolifer-
ation. Part 744.6 is of particular relevance to proliferation
financing: it prohibits any U, person from knowingly
supparting an expaort, re-export, or transfer of an item
that has a proliferation-related end use. Supportis
defined to include financing.*

Banks are obligated to conduct due diligence and
keep records of transactions concerning dual-use goods
in their trade finance businesses. However, it does not
appear that the Commeree Department has ever brought
anenforcement action against a bank for failing to do
s0, and many bankers told this report's research team
ahout the difficultly in keeping up with additions to
export control lists. For banks, finding these listed goods
among documents related to their purchase, sale, or
transfer requires a granular knowledge of what is being
shipped that is not available to banks handling the trade
finance aspect of the transaction. This is true in large part
because the way in which goods are labeled (on payment
invoices, for example) does not often provide sufficiently
detailed information to allow checking against what
would appear on an expart control list. Additionally,
many banks have said they lack the expertise to vet
export contral lists.

Another challenge is that many jurisdictions do not
digitize rade finance documents. This makes it difficult
for banks to quickly verify information about commercial
transactions. As trade is increasingly conducted via “open

‘This is a serious vulnerability for broader counter-
proliferation efforts: it is hard for hanks to see the full
spectrum of trade data, and itis difficult for customs,
shipping agents, freight forwarders, and the wider
shipping community to spot a suspicious money trail in
the movement of goods, Currently, financial payment
information available to banks generally offers extremely
limited information about the details of a financial
transaction, This is especially true in the trade space,
where the payments are for goods, but hanks cannot
verify a lot of the information about what the goods are
or their ultimate end use. Only 20 percent of global trade
is conducted with trade finance, which requires greater
disclosure of information about the transaction for the
banks processing it." The rise of the alternative open-ac-
count transfer is more prevalent, and ultimately features
less transparency for the banks that are trying to scan
transactions for proliferation-related goods. Expanding
required information in financial payments would facil-
itate the collection of information that may help banks
identify proliferation networks,”

U.5. SANCTIONS REGIME

The United States lavers its own domestic sanctions
authoritics on the international nenproliferation sanc-
tions regime of the United Nations, deepening the
compliance obligations that national authorities place
on banks bevond UN. requirements, U8, sanctions
prohibit a broader range of activities and entities than
do U.N. sanctions (for a comprehensive list, see Table

3: Executive and Legislative Actions That Form the
U8, Sanctions Framework Related to Proliferation).
Domestic sanctions authorities can be developed by the
exceutive or legislative branches, with orders
primarily deriving their authority from the International
Emergency Economics Powers Act. Legislative sanc-
tions often address country-specific risks, for example
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the North Korea Sanctions and Policy Enhancement Act of
2016, Most sanctions arc impl d and administered
by the Office of Foreign Assets Control (OFAC), which is
within the Treasury Department and has the authority to
designate entities, issue regulations, and conduct enforee-
mentactions, The State Department also has the authority
entities and eoordinate with OFAC in issuing
sanctions guidance.

In addition to screening clients against sanctions lists,
U.S, banks are advised to take risk-mitigation measures
that ensure they do not inadvertently finance (1) desig-
nated entities hiding behind shell or front companies or (2)
any proliferation activity by designated entities pursuant
to WMD authorities.” Due diligence is required to make
sure that banks freeze the assets of not only persons on the
Specially Designated Nationals and Blocked Persons list,
the U.S, sanctions blacklist, but also, generally, of entities
owned or controlled by them. This poses a dilemma,
though, when financial institutions do not have aceess to
aceurate or up-to-date details on who owns or controls
acompany (i.e., beneficial ownership information),
because the jurisdiction in which they operate does not
require its collection and disclosure in the corporation
formation process,

This is embarrassingly the case in the United States,
which FATF has graded as non-compliant for its failure
to mandate beneficial ownership disclosure ™ Despite

to legislators from law enf and the
banks themselves to patch this hole, congressional efforts
tovdo 50 have consistently stalled. As long as that remains
the case, it is almost certain that North Korean money is
making its way through the U8, financial svstem, obscured
from the gaze of sanctions sereening, as in the previously
cited “damming” seizure warrants for banks processing
more than $700 million in transactions on behalf of entities
tied to North Korea,

Banks are also accountable for the broader activity-based
sanctions embedded in international and domestic
frameworks (ineluding UNSCRs such as 2397, which
restrictcertain types of encrgy trade with Pyongyang, and
Executive Order 13810) banning, for example, transac-
tions that raise hard currency for North Korea via natural
resource sales.” Despite the broad mandate of these sane-
tions, their enforcement on financial institutions so far has
been limited, mostly to banks that were found to be trans-
acting with entities already designated by sanctions. So
far, Commerzbank A, HSBC, and BNP Paribas are among
the financial institutions that have been prosecuted and/for
subject to civil enforcement under sanctions law for inten-
tionally creating payment systems that omitted or obscured
information to evade US. sanctions on proliferators®

odes
E
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ANTI-MONEY LAUNDERING REGUIREMENTS
While proliferation financing is an arca of lesser focus
for many regulators and banks, money laundering is
a familiar erime already subject to sophisticated legal
framewarks. US. law does include financing of prolif-
eration as asubset of the crime of money laundering,
somany hanks and regulators may helieve that anti-
money laundering compliance will also minimize banks'
involvement in proliferation finance " Consequently,
components of countering proliferation financing prac-
tices at banks - such as Aagging, investigating, and filing
suspicious activity reports (SARs) on transactions of
concern - originate in anti-money laundering programs.
However, effective anti-money laundering controls
are not sufficient to comba proliferation finance: unlike
muney laundering, which tries to hide the origing of dirty
money, proliferation financing involves raising money
that is likely to support a weapons of
program, and that hides the purpose of the goods being
purchased with often legitimate money, The typologies
of proliferation finance differ from money launderingin a
number of ways, including that the former often involves

legitimate transactions at the front end.® Despite the
-3 Fants 1

uction

shorte g y deri g PrOgrams in the
context of countering proliferation finance, they remain
one of the most robust legal frameworks that apply to
this nascent compliance space.

Inn the United States, the most important anti-money
laundering statutes that create obligations for bartks are
the Bank Secrecy Act (B5A) of 1970 and Title 111 of the

Effective anti-money laundering
controls are not sufficient to
combat proliferation finance.

USA Patriot (Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism) Act of 2001, which
sigmificantly amends the BSA, Certain obligations and
protections ereated by these statutes - such as filing
SARs and safe harbors for companies to share infor-
mation without legal liability for allowing past illicit
conduct by customers - play a key role in banks’ coun-
tering proliferation finance compliance work as well,
Under the Bank Secrecy Act, banks are required
to undertake risk-based procedures for conducting
customer due diligence and ongoing monitoring of
aveounts in order to report suspicious transactions,
Banks are required to verify customers’ identity before
opening an account. Banks must also submit SARs
for any activity that might violate the law, or for any
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TABLE 3

Executive and Legislative Actions That Form the U.S. Sanctions Framework
Related to Proliferation

EXECUTIVE ORDERS

General nonproliferation actions

E.0. 12938 (1934): Underpins the general nonproliferation sanctions regime nat specifically tied to a particular state. Pro-
hibits the importation of goods or services provided by anyone found to be supporting proliferation activity.

E.0 130394 (1998): Amends E.0. 12838 to include additional measures that should be taken against a foreign person deter-
mined by the Secretary of State to be contributing to any entity's WMD praliferation program. Those measures include a
ban on federal government procurement from or assistance for the designated person, as well as a ban on importing any
gaods or services produced by the person.

E0, 13382 (2005): Provides for the blocking of persons who have been desk das ing in or supporting profifer-
ation, and gives the Treasury Department the discretion to also block any persans financially supporting those listed.

North Koerea nonproliferation actions

E.C. 13466 (2008): Declares a naticnal emergency due to the threat of proliferation of WMD on the Korean Peninsula and
transfers existing sanctions from the authorization of the Trading with the Enemies Act to the International Emergency
Economic Powers Act, which authorizes the majority of contempaorary sanctions.

E.C. 13551 (2010): Expands the scope of the national emergency related to North Korea declared by E.O. 13466, creating
authority to block property and assets of listed persons pursuant to UM, Security Council Resolutions 1713 and 1874,

E.0. 13570 (20M): Expands the scope ol the na‘hunal emergency related to North Korea in the previous executive orders,
hening the Treasury D y to Emph UN. Security Resalutions 1718 and 1874, Prohibits the
importation of any geods from North Korea,

E0. 13687 (2015): Implements U.N. Security Resolutions 2087 and 2094 by expanding the list of U.S.-blocked persons
refated ta North Korea.

E0.13722 (2016): Implements UN. Security Resolution 2270 and the North Korea Sanctions and Policy Enhancement Act,
The arder grants Treasury broad autharity to designate persons invalved in the North Korean economy whose revenue
may indirectly contribute to the Morth Korean government, as well as those providing financial services to them. This or-
der, in tendem with E.. 13382, underpins the Treasury's imposition of secondary sanctions on Chinese and Russian firms
in August, Qetober, and November 2017 and August 2018

E.0. 13810 (2017): Implements UN. Security Resolutions 2321, 2356, 2371, and 2375 by qiving Treasury the discretion

to block any person operating in a range of commercial sectors in North Korea, amang ather activities, and those whao
previde financial services to them. The Treasury Department is also given the autherity te impese sanctions on a foreign
financial institution thal knowingly violates sanctions, vastly expanding U5, autherity to impose secondary penalties. This
order underpinnad the impasition of such secandary measures on two Chinese firme in January 20187

Principal Iran nonproliferation actions
Note: A broad sef of executive and fi ities farget ran’s and destabilizing activity; these are not
listed hera. This table lists authorities tied specifically to irans Mlicit profiferation activities.™

E 0 13595 (2012): Implements secondary LS. sanctions on Iran's Central Bank for concealing transactions between
sanctioned parties. This blocks any U.5.-based assets of entities owned or by the lranian g in part
because of “the threat to g and financial institutions resulting from the illicit activities of the Government of
Iran, including its pursuit of nuckear weapans.”

E 0. 13716 (2016): Revokes £0.13574, 13590, 13622, and 13545; amends .0, 13628; and provides for implementation au-
thorities of sanctions outsice the scope of the JCPOA,

EO. 13846 (2018). Reimposes Certain Sanctions With Respect to Iran: Reintroduces measures that had been lifted by the
JCPOA, with specific reference to countering a range of lranian theeats, including “Iran’s profiferation and development of
misslles.”
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ACTS OF CONGRESS

Chemical and Biological Weapens Control and Warfare Elimination Act (1981): Gives the president the authority to use

the U.S. export control system to prevent the export of goods and technologies that would assist a country in developing
the capability to produce or use chemical or bivlogical weapons, Amends the Arms Export Control Act to establish a fist
of goods and technologies that would assist a foreign gavernment in acquiring chemical o biological weapans.

Iran Sanctions Act (1996); Enacts sanctions authorities to target firms that sell to Iran any technology useful for its nucle-
ar program cor certain types of conventional weapons. The act also sanctions firms that invest in [ran's enargy sector.

Iran, North Korea, and Syria Nonproliferation Act (2006): Autherizes the United States to impeose trade sanctions on indi-
viduals and entities - not just governments - that engage in proliferation.

Comprehensive Iran Sanctions, Accountability, and Divestment Act (20100 Amends the Iran Sanctions Act to expand the
energy-related activities relevant to lran that are sanctionable and to add measures that can be imposed. The act also
mandates the imposition of sanctions on foreign financial nstitutions that facilitate WMD transactions related to Iran,
ameng other activities.

Iran Threat Reduction and Syria Human Rights Act (2012): Broadens the Iran Sanctions Act by requiring sanctions to be
imposed on non-U.S, firms directly or indirectly involved in specified activities. particularly in relation to the provision of
vessels and shipping services to transport certain goods related to proliferation ar terrarism activities. LS. firms can alsa
be hable for the actions of their foreign subsidiaries that violate sanctions against Iran,

Iran Freedom and Counter-Proliferation Act (2012): Impases sanctions on persans connected to Iran's energy, shipping,
and shipbuilding sectors, as well as on those transacting in precicus metals or materials that could be used in Iran's WMD
or balfistic missile program, Financing any of these activities is also prohibited,

Morth Korea Sanctions and Policy Enhancement Act (2016): Requires the president to impose sanctions on anyone sup-
porting or engaging in proliferation activities, Previously this was at the discretion of the president, in tandem with the

Treasury and State Departments. This act also widens ULS. authority to impose secondary measures,

Countering America’s Adversaries through Sanctions Act (2017); Imposes sanclions on Iran, Russia, and Nerth Korea
pursuant to an array of threats, including, in the case of North Korea, proliferation activity, It updates the North Korea

Sanctions and Policy Enhancement Act to include subsequent LN,

. Security Council sanctions; prohibits indirect corre-

spondent accounts; and enhances inspection authorities to enforce North Korea-refated sanctions.

customer activity that is abnormal for that person’s profile
and has no elear business or lawful purpose. In addition
to flagging potential instances of money laundering, these

Current and former members of the law enforce-
ment community told the authors of this report that
knewledge of a possible proliferation transaction is

SARs can be used to flag proliferation-related activity

= even though banks interviewed by this research team
expressed difficulty in differentiating suspicious activity
linked to proliferation from other suspicious activity

and difficulty in identifving proliferation financing at all.
Indeed, U.S. government officials interviewed for this
report said that the utility of specifically flagging prolifer-
atiom finance as the reason for a SAR was of dubious value,
although that may be a function of the sophistication of the
U8, jurisdiction. 1t may be valuable for national authorities
in other, less mature jurisdictions to have their financial
institutions flag proliferation-linked transactions, in order
to raise awareness within the compliance community as

to the importance of looking for these red flags® What
matters is that the SAR is filed in the first place, and that as
much descriptive information as possible about the trans-
actions and account holders is included.

not usually what initiates a broader investigation, but
itis an imp piece of data for mapping a network
and has figured in previous proliferation cases® Such
reports may initiate a probe and can certainly have value
in ongoing investigations that have been launched with
a predicate offense of moncy laundering or violation of
trade controls.

The Patriot Act amended and strengthened the BSA
torequire ULS, financial institutions to apply enhanced
due diligence to correspondent banking accounts, which
are any account established for conducting transac-
tions with a foreign financial institution. The Patriot
Act also required banks to apply enhanced serutiny to
aceounts held by senior forcign political officials, known
as politically exposed persons, Because of their role in
cross-border pay dent accounts virtu-
ally always factor into proliferation finance pathways:

border p corresp



139

ENERGY, ECONOMICS & SECURITY | DECEMBER 2018
Financial Networks of Mass Destruction

North Korea, for example, is known to commonly use
correspondent accounts with Chinese banks to facilitate
international transactions.” The amended BSA made
anti-money laundering measures even more applicable
to countering proliferation finance efforts by placing
them under greater scrutiny.

The Patriot Act includes provisions under Sections
314(a) and 314(b) to encourage and allow information
sharing berween banks and the federal government
regarding potential money laundering and terrorist
financing activitics. Under these provisions, the US.
government is able to query banks for specific informa-
tion, through FinCEN (and receive other information
from banks), and banks are given certain liability protec-
tions to share information with one another regarding
money laundering and terrorist financing. The sharing of
proliferation finance information is broadly, though not
universally, considered to be swept inta the authorities
for money laundering information exchange. A more
explicit legal reference about its inelusion could enhance
information exchange on this topic, encouraging banks to
focus more on it because their regulators would be given
amore explicit focus on it.

Recently, the Treasury Department has taken
increased advantage of Section 311 of the Patriot Act
tocounter proliferation finance. Section 311 allows the
Treasury Secretary to designate a foreign jurisdiction,
account, or financial institution as being of primary
money laundering concern. This designation allows the
Treasury to require domestic financial institutions to
take special measures in relation to the designated entity,
such as additional due diligence or limitations on the

Farmer U5, Presigent George W, Bush speaks about the Patriot

Act at the National “enter. The act

amended the Bank Secrecy Act of 1970, creating certain
obligations and protections that play a key role in banks” countering
profferation fnance comphance work. (Mack Wilsan/Gelly Images)

opening of correspondent accounts. In practice, given the
salienee for all major international institutions of abiding
by US. law, this means a 311 designation can have a crip-
pling effect ona target.

The first, and most prominent use of the 311 autharity
against a proliferator was in 2005, when the United States
designated Banco Delta Asia as an institution of primary
money laundering concern, acting specifically on behalf

A Section 311 designation

allows the Treasury Department
to require domestic financial
institutions to take special
measures in relation to designated
entities.

of North Korea.” In 2016, the United States designated
North Korea as a jurisdiction of primary money laun-
dering concern and prohibited U8, financial institutions
from opening correspondent banking accounts on behalf
of North Korean banks, U.S, financial institutions are
required to conduct enhanced due diligence to make sure
North Korean entities are not gaining access - even indi-
rectly - to U8, correspondent accounts:™ The Treasury
Department also used the 311 authority to designate

the Bank of Dandong as of primary money laundering
concern for violating U5, and UN. sanctions on North
Koreain November 2017, effectively cutting the Chinese
bank off from the US. financial svstem® In early 2018,
FinCEN pursued a 311 action against ABLV, a Larvian
bank that had facilitated North Korean financial transac-
tions in violation of US. and UN. sanctions,

FOREIGN LEGAL REGIME: LEADERS AND LAGGARDS
While the United States has been an effective standard
setter, it is not the only major international player that
has implemented a powerful legal and regulatory frame-
work for countering proliferation finance, However
strong ot weak the international frameworks established
by the United Nations or FATF are, they are translated
into laws, regulations, and procedures at the national
level, which includes the risk management practices of
global banks. The capacity, resources, and will that any
one country can bring to bear on this issue vary widely,
Strong national-level legal frameworks have some par-
ticular themes in common. First, they allow for the fast
and efficient imposition of United Nations sanctions,
particularly those targeting specific state actors such

as North Korea.
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Second, like the United States, nations in the top ranks
have laws in place to cover export control frameworks,
sanctions, anti-money laundering, and other finan-
cial transparency measures, FATF has underlined the
intertwined nature of countering proliferation finance
and export controls in its own reports: “Many of the
policy aptions for countering proliferation finance
draw on resources already available through the export
control system, or are dependent on information or
legal authorities which is available only from export
control authorities.™

The United Kingdom and Australia are good examples
of countries with effective political leadership and
technical expertise on proliferation issues that could
serve as models for other jurisdictions, They are both
major international trading nations and active members
of international regimes for the control of illicit goods,
ineluding the Australia Group, Nuclear Suppliers Group,
Wassenaar Arrangement, and Missile Technology
Control Regime.

Australia, in particular, has been recognized for
leading legislation on countering proliferation finance.
Australia’s Charter of the United Nations Act of 1943
provides a legal framework to implement Security
Council Resolutions, including those related to pro-
liferation finance. These regulations are then made
by the executive branch, but do not have to be passed
by parliament, allowing for speedy amendments that
can “ensure timely compliance with Security Council
Resolutions™ Besides an overarching framework for
implementing UNSCRs, Australia'’s parliament also
passed related “Regulations on Dealing with Assets,
Demacratic People’s Republic of Korea, Iran, and
Customs (Prohibited Exports).” Australia has a profound
advantage over the United States, in that its Australian

@CNASDC

1o feading framewark on profiferal
finance. Unlike ather jurisdictions, the UK, crimvinalizes activilies
that constitute profifecation finance. (Jack TaporGenty images)

The United K

response to its decision to leave the European Union (for
example, by passing legislation granting it the authority
toimpaose sanctions). Much like the US. export control
system, however, the EU regulation governing dual-use
goods includes a catch-all clause (Article 4) requiring
exporters and firms providing brokering services to
notify and seek approval from national authorities if they
are aware that a dual-use good is destined for a WMD-
related end use. This elause allows the regulation to
inelude items thatare noton the EU dual-use list-* In
this regulation, “brokering services” excludes financial
businesses, differentiating the EU regime from that of
the United States by omitting financial serviee providers
from the catch-all provision.

Another important benchmark enshrined in UK. law
is the set of regulations that update previous compliance
requirements for banks in detecting and preventing

The United Kingdom and Australia are good examples of countries with
effective political leadership and technical expertise on proliferation
issues that could serve as models for other jurisdictions.

Transaction Reports and Analysis Centre has access to
all cross-border transactions, on which they can imme-
diately run analysis. US. rules, by contrast, require the
collection of data only for transactions exceeding 53,000,
and have to request the data directly from banks.

The United Kingdom currently operates under
European Union (EU) rules for countering proliferation,
though it does have its own regulatory framework for
trade controls, and is currently involved in “onshoring”
much of the regulatory framework to UK. law in

money laundering and terrorist financing, Banks are
required to carry out ongoing monitoring and customer
due diligence practices, as well as enhanced due dili-
gence in certain high-risk circumstances.” Banks must
also create anti-money laundering policy statements and
keep records of customer due diligence practices. And
banks are required to try to identify money laundering or
terrorist financing being carried out by their customers,
and to alert the National Crime Agency (NCA) with a
SAR. Though the regulations were enacted to ful fill the
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UK s obligations to implement the EU Anti-Money
Laundering Directive, it is unlikely that Brexit will result
inany rollback of the regulations due to the UK s inde-
pendently aggressive stance toward money laundering,
The Proceeds of Crime Act 2002 is the UK!s other
primary legislation governing anti-money Jaundering
programs, which makes it a erime to fail to diselose
information when banks “know or suspect” that money
laundering is taking place, an important diligence stan-
dard.* This statute makes it possible for banks to be held
eriminally liable for failing to file SARs w the NCA. In
2017, the Proceeds of Crime Act was updated by Section
11of the Criminal Finances Act, enabling banks to share
information among th Ives at deri
activities in order to jointly file reports to the NCA®
Impaortantly, the United Kingdom, through the Anti-
Terrorism Crime and Security Act of 2001, pointedly
eriminalizes activities that constitute proliferation
finance, given domestic law enforcement a powerful
legal tool # The United Kingdom also emphasizes the
importance of interagency coordination. Sanctions
are enforeed by the Office of Financial Sanctions
Implementation in the Treasury, with assistance from
the National Crime Agency (to investigate sanctions
breaches), Her Majesty’s Revenue and Customs and the
Export Control Organization (to enforce trade sanc-
tions), and the Foreign and Commonwealth Office (o
negotiate sanctions).® Unlike the United States, the
United Kingdom also recognized that financial transpar-
ency can enable it to meet national security goals, The
UK. government has propesed a public beneficial own-
ership registry for corporate entities that own or control
property in the United Kingdom.*

e money |

STATE OF THE REGIME IN HIGH-RISK JURISDICTIONS

A number of jurisdictions at a high risk for facilitating
proliferation finance, particularly in East Asia, stand out
for trying to pioneer notwithstandi 4 different
resouree bases and risk profiles, Broadly speaking, they
are reasonably well resourced, with technical com-
petency and sophistication as regards tracking illicit
financial activity and proliferation activities. Several
have shown prominent recent efforts to implement legal
authorities and controls around the fimancing of prolifer-
ation. As highlighted by researchers Andrea Berger and
Anagha Joshi, Malaysia's Strategic Trade Actimposes

International Trade and Industry, offers continuous
guidance and training on the obligations for the Strategic
Trade Act for businesses operating in the country.® FATF
has recognized these efforts, complementing Malaysia
for its strong legal and regulatory framework and good
interagency coordination, but also encouraging it to
improve its framewaork for using tangeted financial sanc-
tions against WMD proliferation”

Thailand is another jurisdiction that has been
exploited by proliferation networks = including by
entities and individuals who have acted on behalf of
North Korea's Ocean Maritime Management (OMM),

a North Korean shipping firm known to be involved in
arms rrafficking.* Thailand's Counter-Terrorism and
Proliferation of Weapons of Mass Destruction Financing
Act of 2016 includes specific and detailed legislation tar-
geting proliferation financing. Notably, the act provides
for the immediate listing of persons and entities sanc-
tioned by the United Nations, and specifies criminal
liability for a broad range of illicit activity, including:

providing or collecting funds or conducting a
financial or asset transaction or acts in any way
toyeommit a terrorist act or proliferate weapons
of mass destruction; acting with the knowl-
edge that the beneficial person of that financial
or asset transaction is a designated person;
or aeting with the intention that the funds or
asset are to be used in support of any activity of
a designated person or persons, a group or an
entity involved in terrorismor the proliferation
of weapons of mass destruction

Conversely, laggard countries that do very little to
identify and impede proliferation financing are each
weak in their own way. For some countries, there are
scant legal prohibitions to fight proliferation finance,
This iz a foundational problem for many of the least
well-resourced jurisdictions. Other countries lack the
legal, monetary, and subject matter expertise resources,
and need significant technical assistance. FATF, as part
ofits global review processes, issues publiec statements
about deficient jurisdictions that the body is moni-
toring, highlighting specific gaps in national laws or
impl iom. States can from such close
and critical scrutiny, exiting monitoring by creating

severe criminal penalties for export control vislati
of * ic items and technology” This act specifi
targets individuals and entities involved in financing
the acquisition of weapons of mass destruction ™ The
implementing authority in Malaysia, the Ministry of

11

and impl comprehensive plans to improve

anti-money laundering and countering the financing of
terrorism (AML/CFT) measures. This can have a bene-
ficial impact on combating proliferation finance as well.
However, given the previously deseribed limitations on
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the requirements and guidance that FATF and the UN.
set out for countries, a plan for greater national financial
transparency and monitoring may yet leave countries
inadequately equipped to combat the threat.

Among these “high-risk and other monitored juris-
dictions” identified by FATF in its review as of October
2018 are North Korea, Ethiopia, Iran, Pakistan, Serbia,
Sri Lanka, Trinidad and Tobago, Tunisia, and Yemen
Not surprisingly, many of these countries are high on the
list of jurisdictions about which the international com-
munity is concerned for countering terrorist financing,
or are active combat zones involving foreign terrarist
organizations (Syria, Pakistan, and Yemen). North Korea
is an extreme proliferation risk, which unsurprisingly

For some countries, there are
scant legal prohibitions to fight
proliferation finance.

has failed the test for adequate international financial

1 serutiny from the
United States for proliferation activity (though FATF's
most recent statement on Iran focused on its AML/CFT
deficiencies, reflecting the current focus of FATF stan-
dards).” Pakistan, too, is an extreme proliferation risk
because of both its rapidly developing nuelear weap

T SR
Iran is under

@CNASDC

There is a clear distinetion in how the international
community and the United States approach proliferation
risk from countries that are under sanctions regimes
(Tran, North Korea, and Syria) versus those that are

not {India and Pakistan). As will be discussed in the
Pakistan case study, sanctions on India and Pakistan
were removed for political reasons - the underlying
proliferation and acquisition of goods in violation of
export control regimes never stopped. The interna-
tional community simply decided its limited bandwidth
was better used against other proliferation threats. It

is warth questioning whether that acquiescence has
permitted the sustainment of dangerous networks

and conributed to an arms race in South Asia that

is extremely destabilizing.

POLICY CHANGE: SEIZING THE OPPORTUNITY
Highlighting these specific deficiencies provides a
roadmap for the international community to tailor
properly its technical assistance work. Tobe sure, this
work is challenging for governments and banks alike as a
practical matter, given the breadth of regulatory require-
ments and resource constraints. That difficulty is only
exacerbated, however, by a lack of high-level political
prioritization, and by the fact that the international
community has not reached consensus on building a true,
lized, practical e to more infor-

program and the proliferation activitics of A. Q. Khan and
his international network, uncovered only in 2003,

For other states with moderate deficiencies, such as
China, which was last rated as non- or partially com-
pliant with 25 out of the 40 FATF recommendations,
FATF has identified specific legal measures that need to
be taken to assure the international community that the
countries are improving their frameworks for combating
illicit and eriminal financial activity (ineluding potential
financing of proliferation).”

By way of example, in its June 2018 compliance report

mation gathering, diselosure, and sharing.

If the US. ad ion wishes to challenge adver-
saries on nonproliferation priorities, it has no choice
but to keep pushing on international standards and
national-level compliance related to countering prolif-
eration finance, prioritizing opportunities to advance
amore ambitious policy framework, There is a strong
possibility that countering proliferation work may be
possible even while other nonproliferation issues remain
highly controversial, including how to approach Iran's

bitions. The United States has significant ability to

on global AML/CFT, FATF highlighted the following
needed changes to improve financial seetor transpar-
ency, among a variety of issues: implementing targeted

shape the issue from Washington, especially by focusing
on congressional legislation, and with Treasury officials
making the most of leadership opportunities during the

financial sanctions (Ethiopia); improving gency
and federal-provineial cooperation (Pakistan, a noted
proliferation risk); ensuring that national authorities
have timely access to benefieial ownership informa-
tion (Serbia); enhancing even the most basic risk-based
supervision of financial institutions (Sri Lanka); and
encouraging national authorities to pursue p

US. presidency of FATF fram 2018 to 2019, Some US.
officials have embraced this perspective, as evidenced

in their agenda document for the FATF presidency, but
bandwidth issues, exacerbated by the short duration (one
year) of the FATF presidency are significant challenges
This is compounded by the fact that China, whichisa
drag on leadership on these issues, will assume the FATF

when criminal cases are made (Trinidad and Tobago).”
The cases of India and Pakistan are worth further
discussion, and Pakistan is covered in a later case study.

presidency in mid-2019,
Inits most recent plenary, FATF announced that it was
starting a project to gauge the degree of support among

1
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member states for expanding the FATF recommend.

for countering proliferation finance and for enhancing
the impl tion of existing obligations. The project
will also consider developing best practices on ¢

The Roadblocks: Political Inaction

and Inadequate Rules
I

The most j obstacles to a strong countering

proliferation finance. These may address such issues as
criminalization, international cooperation, and how to
conduct risk assessments. Unfortunately, it is unlikely
that the U8, delegation will serve as a co-chair for that
effort, which reduces the chances of pushing meaningful
changes the project team recommends at a future plenary,
Ttis certainly unlikely to happen quickly, while the United
States holds the FATF presidency

The Influence of International Rules on the
Private Sector
‘The private sector must match major steps taken by the
government sector if the countering proliferation regime
is towork effectively, The private sector responds to the
requirements and incentives putin place by their reg-
ulators, and to the information that government shares
with them to identify and track proliferators. This means
that the information and signaling from governments
is aerucial function of how effective banks can be at
impeding proliferation finance. Regulators in the United
States and elsewhere need to signal with concrete legal
and regulatory steps that banks must specifically look
for proliferation finance, not merely maintain adequate
controls against illieit finance. And national governments
must lean much further forward in supporting this work
by sharing lead information to better identify prolifera-
tion finance. Only by adopting this posture will regulators
properly balance the costs of economy-wide rules and
regulations with the henefits to U5, national security and
actually enable a change in counterproliferation efforts
within the private sector,

As governments engage with their banking sectors,
they must realize that this is often difficult work for
even the most sophisticated financial organizations to
carry out correctly and thoroughly on a constant basis.
Governments must be prepared to create legal and
regulatory frameworks for the greater sharing of infor-
mation and provision of guidance; otherwise banks will
continue to struggle to differentiate proliferation-linked
transactions from the much larger volume of legitimate
commercial trade they resemble. It s very difficult for
global banks to conduet proper due diligence on the cus-
tomers who are account holders with their correspondent
banking partners in high-risk jurisdictions. Ensuring that
banks that self-report are not exposed w legal jeopardy is
also aerucial step. These positive incentives should exist
alongside the threat of fines and legal action.

proliferation finance regime originate in a fundamental
lack of political will. This is clearly demonstrated by the
very weak, nascent global regime to counter prolifer-
ation finance, It may be more accurate to say there are
numerous uncoordinated national efforts that attempt to
work together, but the whole is far less than the sum of its
parts. There is no good public policy reason, aside from
alack of political will to prioritize the issue, to explain
inaction on laws and regulation, or why the United States
cannot build stronger domestic inancial transparency,
or has not been more forceful in setting the tone at the
U.N.and FATE,

Diespite the fact that some legal regimes - in the United
States and in some more sophisticated jurisdictions -
have developed significant tols to combat the financing
of proliferation, the problem persists, with numerous

ples of networks operating with ease. The next
section why these problems persist despite
clear-cut rules. There are abvious economic reasans for
which such activity continues: some states find it lucrative
to continue to trade with proliferating states like North
Korea. There are also political reasons for why some
jurisdietions do not pass sufficiently strong laws (or do not
enforee them). Some jurisdictions believe stronger rules
hurt business interests, or cracking down on specific bad
state actors will have diplomatic consequences. Certain

The most prominent obstacles to
a strong countering proliferation
finance regime originate in a

fundamental lack of political will.

governments have interagency coordination challenges
that the highest-level political authorities are not invested
in solving: Also, some countries may believe that prolifer-
ation finance is a low priority threat, or that proliferation
is better add | through controls on equipment and
materials, rather than on related financial transactions,
Only stronger political will can overcome the obstacles to
astronger regime.

Proliferation finance experts, as well as representatives
of banks and even regulators themselves, have spoken
about the need to change legal and regulatory mindsets
from a largely rules-based approach to a risk-based one,
The hallmark of a rules-based approach is compliance
with the letter of the law regarding measures such as the
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Cities and provinces in Northeast China create a SHrong ecanomic cony

tween Ching and North Korea, In Dandong, pictured here. a

single company transacted more than 8500 mulinn worth of butiness with North Korea. This situation i replicated throughout the cify and
5! g ¥

niighboring provinces. (Kevin Frayer/Getty images)

implementation and enforcement of targeted financial
sanctions on designated entities. Conversely, a risk-based
approach takes a much wider aperture to serutiny of,

in the case of proliferation finance, financial activities
undertaken by corporate entities or individuals. A risk-
based approach also includes greater surveillance of
activity, focused on how account holders conduct their
business and structure their transactions, and on who
their counterparties are and where they operate.

For a risk-based approach to be implemented, the
palitical and policy community must embrace a much
more aggressive posture, The current limited attitude
to the issue is an obstacle to better rules, coordinated
agency action, measures within and across jurisdie-
tions, and resourcing. Itis also an obstacle to basic
acknowledgment and coordination among the many
constituencies that touch this issue, including nonpro-
liferation, security and defense, financial oversight, and
global trade communities. The academic and think tank
community has researched the nature of these problems
intensely, with numerous studies prominent in the field.
Experts have outlined gaps in the regime, It is now up to
leaders in national and international forums to translate
those ideas into policy. The next o tions address

of knowledge about what proliferation finance is and
how the specific networks operate in various regions,
Often, both the financial institutions and their govern-
ment regulators lack relevant knowledge of typologies
and red flags. Mare than one representative from a global

Often, both financial institutions
and their government regulators
lack relevant knowledge of
typologies and red flags.

bank told this report's research team that they felt they
were safe from illicit finance originating from North
Korea because their customers did not trade with North
Korean companies.”” This is a dangerously restrictive
conception of the risk of exposure for inancial institu-
tions, because it misses activity that is illegal but would
not be captured by sanctions sereening alone,

Just as often, financial institutions know that pro-
liferation finance is a risk, but they lack guidance from
regulators about their national and international legal

obligations to combat it, how national laws can empower

these political will questions, first within the context of
policy deeision-making in the United States, and thenin
the wider international context.

Among the initial challenges for countering prolifera-
tion finance regimes in many countries is the overall lack

banks to address the threat, and how they can coardinate
cfforts with other banks in their jurisdiction.” Often such
an approach exists because national governments and
international bodies do not provide adequate guidance
themselves. National authorities have often failed to
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convey the seriousness of countering proliferation
finance as a policy objective, at cither the political

or the regulatory level. Many banks have uncovered
proliferation networks thanks to information about
typologies and red Aags provided by national govern-
ments - however, not every government is proactive
or shares enough to clarify the seope of more than ane
node in o network.

Why do such obstacles exist? Certainly size is not an
obstacle: Jersey (in 2011) and the Bahamas (in 2018)
have published very respeetable guid prolifer-
ation finance * Many national governments fear that
regulatory serutiny would seare away large classes of
customers, and thus do not want to sacrifice their lucra-
tive financial services sectors.™ Others believe privacy
regulations bar them from sharing the kind of infor-
mation that makes o strong countering proliferation
finance regime work.™

Virtually all banks in all jurisdictions told this
rescarch team that they understood well their legal
obligation to file suspicious activity reports. If a US,
bank believes an account holder s conducting a trans-
action that is unusual or indicates possible fraud,
money laundering, or other illegal activity, it must
file a SAR with the US. Department of the Treasury's
FinCEN, as mandated by the Bank Secrecy Act. Banks
in other jurisdictions report SARs to their national
authorities, often the financial intelligenee units,
However, those bankers told this research team that
they received neither feedback on whether their reports
had been useful to law enforcement, nor guidance on
what kind of reporting to regulators would align with
highest national priorities for combating financial
crime or security threats. As a recent Clearing House
report argued:

As financial institutions have been incentiv-
ized by regulatory enforcement actions to
file increasing numbers of suspicious activity
reports (SARs), a declining pereentage provide
value to law enforcement. Yet those regula-

infarmation-sharing mechanisms are restrictive.
Because individual banks are subject to the laws of the
country in which they operate, they often cannot share
relevant information about customers with other offices
inother jurisdictions but within the same bank. These
restrictions make it difficult for large multinational
hanks to track customer behavior and accounts across
multiple nodes in a global supply chain, Realistically,
and as extensively documented by open-source investi-
gators such as the Center for Advanced Defense Studies
(C4ADS), proliferation networks are global and span
multiple institutions and countries, and they involve
multiple people.”

Aculture of restrictions on data sharing out of fear
of losing a competitive edge, or of exposure to legal
risk, or because of privacy concerns, is an obstacle to
the countering proliferation finance regime. Numerous
bank compliance officers cited strict privacy regulations
s an obstacle to better information sharing on prolif-
eration finance red fags and typologies. This trend is
continuing with the European Union's introduction of
the Global Data Protection Regulation, which makes it
much more difficult for banks to share information.
While privacy protections are of course important, they
must not become an insuperable obstacle to keep malign
actorsout of the global financial system. There is areal
tension between privacy and the economic interests
of the global trade and financial services sector on the
one hand, and on the other the interests of the interna-
tional community in preventing a catastrophic use of
aweapon of mass destruetion. Proliferation networks
count on those gaps to procure dangerous capabilities
without having to worry about striet serutiny or aggres-
sive law enforcement action until they have acquired
what they need.

Improving these political will problems becomes
more urgent as the nature of global financial systems
changes in response to technological changes. The
United States and its partners must be well positioned
to anticipate changes in financial technology that can
impact the utility of crimes investigation and sanctions

tors examining banks for AML comp ¢
continue to emphasize the importance of finan-
cial institutions developing carefully crafted,
highly detailed SARs, with little to no feedback
provide on such submissions, cither from
themselves or those government authorities
who utilize the data™

A much more systemic problem is the extent to which
different legal regimes create regulatory islands where

compliance. While some financial technology innova-
tions, such as distributed ledger technology, may make it
easier to increase transparency in payments, others, for
example virtual currencies, can make anonymity easier,
The rise of peer-to-peer payments in particular presents
obstacles to transparency and to the reach of ULS. juris-
diction, To the extent that the United States sitsin the
loop of global payments that take place in dollars, itcan
wield its legal jurisdiction to enforce sanctions or other
curreney-linked controls on proliferation finance.
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Palitical Challenges to Countering Proliferation
Finance in the United States

In the United States, even as executive agencies may
acknowledge the proliferation finance threat, this theme
is broadly absent from the foreign policy approach

to the most significant illicit nuclear challenges. The
Def f State, (i ¢, Homeland Security,
and Justice, and the 17 members of the intelligence
community touch on issues involved in tracking pro-
liferation finance. However, they all see different
picees, which makes coordination difficult. As a result,
highest-level analytical work to identify and fill gaps
and set related policy priorities for national attention
isachallenge.

The government role is important because financial
institutions ultimately build their crimes compliance
strengths around what national authorities incentivize
through legal requirements and formal and informal
guidance. Proliferation finanee is distinet from money
laundering or terrorist financing because its indicators
- how the money trail winds its way through global
banks, what kind of aceount holders are involved - are
different, leaving banks at a decisive disadvantage. Often
the transactions underlying a proliferation finance
effort look extremely similar to legitimate commeree
undertaken by respectable trading firms, Financial
criminals often hide behind ¢ ly changing aliases
and move money between jurisdictions and eurrencies,
taking advantage of anony @ In practice,
afocus on checking a sanctions list for named prolifera-
tors only turns up nodes, including long-defunct nodes
of proliferation networks rather than current activity.

To robustly track proliferation activities, banks and
firms of all sizes must augment sanctions compliance
with customer due diligence, transaction monitoring,
and network and pattern analysis strategies to ensure
that account holders comply with national and inter-
national laws. Many of the largest, mast well-resourced
banks are already doing this, buteven they struggle,
which is why banks must also collaborate closely with
national regulators to share, with appropriate safe-
guards, information on proliferation networks, The
biggest banks actively engage in these activities already,
but they may struggle to work collaboratively with other
banks, and smaller banks do not have the resources to
implement broad programs for countering prolifera-
tion finance. Many of these shortcomings can best be
addressed by polieymakers setting the correct legal and

cgulatory f &, which is ultimately a function of
exercising political will,

@CNASDC

Case Study: The Anonymous Company Prablem in the
United States

There are several significant technical impediments to
building out the legal framework for countering prolifer-
ation finance efforts in the United States. The legislative
changes to do so are not complicated, but they have
foundered amidst political differences. For example, the
United States has very minimal standards for disclo-
sure of beneficial ownership in the corporate formation
process, which means that the country has a major

problem with panics. Among these it is
extremely difficult to trace who ultimately controls and
benefits from corporate entities, While incorporation
is a legitimate business practice, itis also often used to
avoid income tax, park overseas money inside the United
States, and launder dirty money.

In this legal framework, proliferation networks can
create a string of limited liability corporations con-
ducting legitimate business, only to turn around and use
that business track record as a cover for procuring sen-
sitive proliferation-related goods. Know Your Customer
procedures and customer due diligence practices, which
are vital tools to uncover illicit financial activities and
networks, and on which there has been important policy
advancement during the past few vears, are nevertheless
impaired if regulators and law enforcement do not have
strang transparency around beneficial ownership™

The lack of progress in ending the problem of anon-
vimous companies in the United States is an important
case study that illustrates weak U5 political will to
address illicit finance problems, including proliferation
finance, There are several reasons for this. First, the
existing situation underscores that while the United
States is in many regards a leader on countering prolif
eration finance, including through its legal framework,
technical capacity, and willingness to push an aggres-
sive policy agenda in international fora, the nation still
has significant vulnerabilitics of its own. It is notable
that despite the damage and risk that FATF can deliver
to jurisdictions when it discloses their deficiencies, a
finding of “non-compliant” in its most recent review of
the U5, approach to transparency and beneficial owner-
ship did not motivate the United States to embrace policy
change™ Nor does it seem to weigh on the minds of
8. policymakers that close allies such as Australia and
the European Union, have established requirements in
pursuit of clear financial crimes compliance priorities™
The EU, for example, is intent on building upon its strong
beneficial ownership requirements through its Fifth
Money Laundering Directive, which requires members
tomake beneficial ownership registers public.™
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Arguments advanced by business interests about the
averburdensome cost of compliance with beneficial own-
ership reform are the primary impediment to advancing
new laws in this area and stamping out corporate ano-
nymity.” These include concern that the penalties for
incorrect or incomplete disclosure would be onerous,
especially when other government agencies, for instanee
the IRS and the Securities and Exchange Commission
(SEC), collect information on corporations alreadsy.
Unfortunately for U5, national security or efforts to
effeetively combat eriminal financial activity, these cost
cancerns appear to be more salient to palicymakers. Both
law enforcement and banking communities have spoken
out about the need for remedial action on financial trans-

The lack of progress in ending

the problem of anonymous
companies in the United States

is an important case study that
illustrates weak U.S. political will
to address illicit finance problems.

parency. M. Kendall Day, when he was Acting Deputy
Assistant Attorney General for the US. Department of
Justice’s Criminal Division, testified to the U

that “the pervasive use of front compani
panies, nominees, or other means to conceal the true
beneficial owners of assets is one of the greatest loop-
holes in this country’s AML regime."™

The problem is not restricted to the anti-money
laundering space. The same typologies appear in prolif-
eration finance cases, Foreign-based front companies,
either started entirely from scratch or repurposed from
already existing entities, where the nature of the business
activity switches from legitimate to illegitimate, figured
in proliferation cases from North Korea, Syria, Iran, and
Pakistan.® In one of the most infamous recent “serial
proliferator” cases, Chinese national Li Fang Wei (also
known as Karl Lee) repeatedly created companies to
conduct procurement activity, even as his entities were
sanctioned by the United States™

Similar activity has been high-profile news with
entities located and operating in the United States.
Despite the fact that Iran has for decades been the
subject of UL, primary and secondary sanctions, Iranian
entities have been suceessful in penetrating the US.
financial system. From 2008 to 2013, U.S, authorities
targeted front companies acting on behalf of the Iranian
Bank Melli, which, through two shell companies, owned

an office tower in New York City for nearly two decades,
Throwgh a complex structuring of payments, the building
acted as an important revenue stream for the country’s
nuclear program prior to the Iranian nuclear agreement.”
Alegal remedy for this company anonymity vulner-
ability would be quite straightforward. FATF stated
the problem for the United States: “Bevond [a SEC
requirement for entities that issue securities] there is
no requirement for other companies or company reg-
istries to obtain and hold up-to-date information on
their [beneficial owner] or to take reasonable measures
to do so™ Congress is the body capable of fixing this
problem. Legislators have raised the issue in every
Congress since 2008, but there is still a lack of political
will to pass the legislation, as most attempts have been
left to languish in committee. Former Senator Carl Levin
and Representative Carolyn Maloney began introducing
the Incorporation Transparency and Law Enforcement
Assistance Act in 2008; however, efforts to pass that
legislation stopped after Senator Levin retired in 2015,
Since then, Representative Maloney and Senator Wyden
have introduced the Corporate Transparency Act of
2017, and Senator Whitchouse has introduced the True
Incorporation Transparency for Law Enforcement Act, or
the TITLE Act. Within the past year, the Senate Banking
Committee and the House Financial Services Committee
have considered this issue, hearing from industry, inde-
pendent experts, and government witnesses.™

Former U.5. Senator Carl Levin (D-MY) and others have

fully pushed for legistation to requi tion and
disciogure of beneficial ownership information in the corporate
formation process. (Win McNamee/Getly Images)
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The counterarguments to stronger requirements
around the burdens of beneficial ownership reporting
are understandable concerns, however they are over-
stated and can be spurious. Small and medium-size
companies generally do not have a complicated own-
ership structure, and the burden of filling out one
form to disclose it would not be significant. At present,
companies shoulder the costs of trying to manage their
vulnerability to being abused by criminals, including
proliferators, but have limited guidance or benchmarks
from authoritics. A fairer policy approach would be
tomake clear beneficial ownership requirements for
all companies, thereby more evenly distributing the
costs that are already borne by many companies in
the economy. The United States could be a leader and
maodel for other nations to adopt similar preventative
measures, insulating themselves from risky financial
behavior and national security threats.

AN INCOMPLETE, INADEGUATELY ENFORCED
GLOBAL REGIME
The question of political will and inadequate prioriti-
zation and enforcement is at least as paramount for the
international community as it is for the United States.
Asreferenced in the previous sections on legal frame-
work, the international legal architecture begins with
the United Nations with respect to formal legal require-
ments, and with FATF as regards what could be called
“soft law” (requirements that have political, economic,
and diplomatic consequences if they are not met
adequately). However, a kack of politieal will has con-
tinually stymied international efforts. In one example,
FATF member states cannot agree on an official defini-
tion of proliferation finance, because too many member
states thought an official definition would compel
restrictions on legitimate commerce. The lack of a uni-
versal definition underscores the weak foundation upon
which countering proliferation finance efforts rests,
Justas frequently, the gap between the eapabilities
and motivation of the private and publie sectors to
address this issue can be quite wide. While U5, banks
are required to have a risk-hased program to detect and
halt the financing of proliferation, there is no regula-
tory incentive to actively detect such activity. In most
jurisdictions internationally, banks are not practically
required to even have a risk-based approach to tracking
proliferation finance. This leads most global banks to
the inevitable cost-benefit decision to do only what is
necessary o follow the law: check their record o ensure
that they are not doing business with anyone on U5 or
U.N. sanctions lists.

@CNASDC

These concerns are particularly acute for high-risk
jurisdictions, where banks and regulators do not have
the level of resources or political will that the United
States and Western Europe have. Many bank compli-
anceand government regulators highlight deficiencies
in the regime, often because the transnational nature of
proliferation networks means that the regime as a whole

The lack of a universal definition
underscores the weak foundation
upon which countering proliferation
finance efforts rests.

isonly as strong as its weakest member.” The irony of
the situation is that with increasing attention being

paid by U5, regulators to the problems of corresp

dent banking, many banks around the world are being
forced by their U.S. correspondents to adopt US. banking
standards. IFUS. regulators required U.S. banks to spe-
cifically seek out proliferation financing, the mandate
would be passed on to correspondent banks overseas,
effectively strengthening the international countering
proliferation financing regime.

To be clear, the public policy implication of this is that
banks and companies around the world have virtally
noincentives from their national authorities to actually
seek out proliferation activitics and halt them. Only some
institutions have the sophisticated analvtical capacities
to shut down one of the gravest global security threats,
and are properly incentivized to so. Often they do so
because they have correspondent banking relationships
with financial jurisdictions that have much stronger
rules, and their correspondent banks require this of
them. Others, however, lack resources and technical
eapacity, and their national authorities have not iden-
tified or putinto place the correct incentives. In fact,
because of the lack of safe harbor provisions in many
jurisdictions, they may be penalized if they do rn
up indications that they are being abused by prolifer-
ators, while they fail to see the entire value chain, or
repeated incidences. ™

Adding to this dynamic, some governments avoid
applying strict serutiny for diplomatic or political
reasons.” The Russian Federation, for example, has
sought to alleviate severe worker shortages by autho-
rizing North Korean laborers to operate inside the
country. While recent United Nations Sceurity Couneil
Resolutions 2373 and 2397 are meant to actively curtail
this activity, there is no sign that Russia is slowing
down. As recounted in a C4ADS report on North Korean
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overseas Jabor, in July 2018, Russian President Viadimir
Putin announced that the permits would be extended,
despite a Chapter VII Security Council Resolution
(Operative Paragraph [OP] § of resolution 2397 [2017])
that such activity should be curtailed™

Case Study: China's Enabling of Narth Karean
Profiferation Finance

Despite purported policy concerns related to nuclear
proliferation and repeated requests from the United
States and other international actors, China has not
been forceful in combating proliferation finance. This
is particularly coneerning because China facilitates
the overwhelming majority of North Korean trade and
commerce and therefore has a major role in

that the central government sets. In order to meet them,
provineial and city governments inflate growth numbers,
degrade the environment, or, in the case of Dandong,
exploit the luerative and suspect trade with North
Korea, Inane example of this kind of trade, between
2013 and 2016, a single company, Dandong Dongyuan
Industrial Co. Lid., was able to export in excess of 28
million worth of materials to North Koreg, including
maotor vehicles, electrical machinery, radio navigational
components, and other items associated with nuclear
reactors. For context, North Korea's total imports
were 5371 billion in 2016, of which 92 percent came
from China”* While some local government officials
miay not be fully aware of their enforcement obligations,
lting in uneven impl ation of sanctions while

North Karean proliferation. Prior U.S. administrations
have publicly expressed the importance of China’s
place in convincing North Korea to denuclearize, with
former Secretary of State John Kerry saying that China
could play a “special role” in making the dream of a
denuclearized North Korea become reality. The Trump
administration has offered many of the same senti-
ments, asking China to do more to curb North Korea. But
frustration that China seems to shield North Korea from
punitive measures, perceived as largely due to its swn
self-interests, obscures the complex way in which China
judges its interests and gauges its ability to control low-
er-level officials in provinees bordering North Korea ™

In China, trade with North Korea is an important
source of revenue for the neighboring province of
Liaoning, where the eity of Dandong is located. Thisis
why so many Dandong-based companies have conducted
trade with North Korea, thereby violating international
sanctions. Among those that have been identified,
Dandong Hongxiang Industrial Development Company
(DHID), which was sanctioned by the United States in
September 2016, transacted more than $500 million
worth of business with North Korea™ This kind of
firm-level commercial activity is replicated in Dandong
and throughout Lizoning and the neighboring provinee
of Jilin, as demonstrated by the multiple Chinese busi-
nesses that remained open in defiance of recent UN.
Security Council Resolutions and as reported in the
South China Morning Post* Dandong relies on trade with
the Kim regime for 40 percent of its total trade.

Itis clear that the most prominent reason for robust
commercial activity with North Korea - in violation
of sanctions and of Beijing's own purported interest
in limiting North Korea’s nuclear ambitions - is the
economic impetus for provineial officials to generate
growth. These officials must achieve growth targets

achieving their growth targets, in other cases corrupt
local officials are happy to pocket the profits of trading
with North Korea. Since Xi Jinping came to power in
2013, the Central Commission for Discipline Inspection,
the Chinese Communist Party’s anti-graft body, has
reportedly investigated more than 2.6 million officials
and punished more than L5 million, including the former
vice governor of Ligoning”

China's continued trade with North Korea is also
supported by its need to source carbon-intensive energy
from outside its borders in order to meet domestic
environmental goals, Transportation costs from North
Korea are not high, and the coal itselfis cheap to import.
Starting in 2016, China made combating pollution,

Dandong, a Chinese border city
with North Korea, relies on trade
with North Korea for 40 percent
of its total trade.

especially in the air, a clear priority. Chinese Premier

Li Keqiang said in his 2016 Report on the Work of the
Government that polluters and those who failed to report
environmental violations would be “severely punished.™
In accordance with the Environmental Protection Law,
which was passed in 2014, and the environmental stan-
dards set out in the 13th Five-Year Flan, China canceled
the construction of 103 coal power plants in 2017 alone,
reduced the number of working days annually from

33010 276, and cut up to 1 billion tons of coal produc-
tion capacity within the next three to five vears, These
capaeity cuts led to China reaching domestie demand

for coal through imports - in 2016, China imported 22,5
million tons of coal from North Korea, almost 9 percent
of China’s total coal imports for that vear.
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A Norbh Horean restaurant worker bries to atirect cusfomer
Chinese border city of Dantong, The United States has sanchioned
restaurants thit ermploy North Korean laborers, because these
esfabilishments have often been found to be ng as fronts for
other North Korean campanies to suppart the development of
North Kored's nuchear prograrm, (Hevin Frayer/Getty images)

For China, looking the other way on trade with
North Korea also offers diplomatic dividends, While
China has interests in avoiding an armed nuclear
confrontation on its border, it also has national
interests that prevent it from completely severing
commerce with its neighbor. China does not want to
see a refugee exodus into its own territory from North
Korea, Allowing revenue streams to Pyongyangis a
form of insurance that the North Korean regime and
state structure will not collapse under severe financial
duress, sending citizens fleeing beyond its borders
for aid and services. Regime collapse or compromise
would also undercut China's clear and longstanding

NASDC

Chinaincreased leverage as it negotiates with other
countries. When China cracked down on illicit border
trade at the end of 2017 it harmed the North Korean
economy, with exports declining 37 percent. Due to the
increased economic pressure from China, as well as
dditional sanctions pr s and new summit diplo-
macy with the United States and South Korea, North
Korea has yet to conduct further tests of any weapons
of mass destruction or their delivery systems™ The
outsized control that China has over North Korea's
ceonomy, and through that on the scope of its nuclear
program, also leads China to try to extract conces-
sions from outside actors such as the United States
whowould like to see North Korea's nuclear program
removed. For example, as tensions between the United
States and China escalate on the economic front, White
House officials have said that formal talks between
the rwo cauntries on North Korea's denuclearization
process have languished. This demonstrates that
China has linked trade with the United States to North
Korean denuclearization, refusing to use its leverage to
stop North Korea from cheating on sanctions!™
Factors such as these will always limit the ability of
China to exert economic leverage over North Korea.
Even after a decade of international and U8, financial
controls on North Korea and 50 years of arms control
agreements and treaties, on top of a regime of nucle-
ar-related trade controls and intensive diplomacy
dating back to 1993, vears passed without China doing
more to combat North Korean proliferation, The
United States is in a position to take measures such as
unilateral sanctions to hold other countries to account
for blatantly abetting Pyongyang, but it has not, until
recently, called out China for such activity. Even now,
there is far more Washington could do to demand full
disclosure of and create consequences for Chinese
facilitation of North Korean proliferation activities,

For China, looking the other way on trade with North Korea also offers

diplomatic dividends.

desire to have a substantial physical buffer between
China and Western military forces stationed in South
Korea. In the instance that North Korea should
collapse, or should unify with South Korea, the U.S.
alliance presence in South Korea would presumably
spread north to China’s borders.

The diplomatic dividends extend bevond bilateral
relations to the larger international community; trade
fiws that fund North Korea's nuelear program give

These trends are worth watching as the country’s
ecanomic strength continues to grow, China helped
develop Pakistan's nuclear and missile programs,
and exported sensitive technologies and materials to
countries such as Iran, Libya, North Korea, and Saudi
Arabia.™ If China decides to incr xports to the
Middle East, it will use rail linkages through Beleand
Road Initiative recipient countries in Central Asia, as
. Additionally, the

many of them house WMD mate
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region isa possible transit node for parts and materials that
originate clsewhere, due to the perception that its export
and border control systems are inadequate for tracking and
controlling the movement of parts across borders™ While
profiferation finance networks have traditionally turned to
manufacturers in the United States and Western Europe

partnership has also extended into other sectors, for
example construetion. Suceessive United Nations Pancl
of Experts reports, as well as press coverage, have docu-
mented a mutually beneficial economic relationship™
Ethiopia helps provide North Korea with essential
revenue, much of which goes to its military, supporting

for their high quality manufacturers, the d ic upgrade
of the Chinese defense industry could lead to other nations
looking to Chinese manufacturers. This may implicate
maore Chinese firms in future proliferation efforts.

More generally, political leaders across the world have
been and continue to be willfully blind to the enarmous
impact of a potential nuclear incident and their complicity
in enabling this. Like China, they may have domestic
economic self-interests that are more salient to polit-
ical officials than North Korea's denuclearization. Such
self-interests may similarly cause them to actually abet and
indirectly and directly support North Korea. Proliferation
finance and facilitation of North Korean sanctions circum-
vention is not just a regional problem - it touches upon
everyother continent, including Africa.

Case Study: An it Economic Refationship between
Ethinpla and North Korea

North Korea and many countries in the Horn of Africa and
elsewhere in Africa have economic relationships that date
back to the latter decades of the Cold War. North Korea's
role as a cheap source of military goods fucled conflicts in
the region during the 1970s, but also cemented bilateral
relationships that have persisted through Prongvang’s most
recent international ostracism.™ This includes defense
relationships with countries such as Ethiopia, where the
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During Xi's visit to the Middle East in July 2018, China upgraded its
relationship with the Micie East to @ “strategic partnersiip.” China
has a pattern of supporting the development of Middle Eastern
countrics” domistie melear e WMD prograns, (Whang Zhao/
Gelty Images)

pons of mass destruction research and develoy
through purchasing DPRK goods and acting as a conduit
between North Korea and other African countries. The
1718 Sanctions Committee's (DPRK) 2017 annual report
revealed a July 2016 interception of an air shipment of
45 boes of military radio communications products
and accessories from China to Ethiopia. Some of these
products were labeled as being produced by Glocom, the
Global Communications Company. The panel determined

Successive United Nations Panel
of Experts reports, as well as
press coverage, have documented
a mutually beneficial economic
relationship between Ethiopia and
North Korea.

that while Glocom is based in Malaysia, it is actually
a front company for the North Korean company Pan
Systems Pyongyang Branch, which finances the North
Korean WMD program."™

Ethiopia also commissioned Mansudae Overseas
Project Group of Companies to build the Tiglachin
Monument, which honors Ethiopian and Cuban soldiers
wha fought in the Ogaden War™ Mansudae is sane-
tioned by the US. Treasury Department and the United
Nations for engaging in or facilitating the exportation
of North Korean workers to generate revenue for North
Korea, whose Munitions Industry Department uses part
of the revenue to support North Korea’s WMD program.
Ethiopian Airlines, which is state-owned, has also been
reported to have helped transport arms-related mate-
rials from North Korea to the Republic of the Congo,
thereby violating UN. sanetions®” These willful vielations
arise in part because countries like Ethiopia find Morth
Korea tobe a reliable, low-cost partner, particularly in
the defense sector.™

Aside from the positive inancial incentives to work
with North Korea, another problem is that Ethiopia lacks
the infrastructure and the political will to implement a
legal framework or procedures related w proliferation
financing. When FATF evaluated Ethiopia in 2015, it
said that it had “not established a legal framework for
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the implementation of targeted financial sanctions
relating to the financing of proliferation,” and rated it

non-compliantwith Rec dation 7 for this reason:
Ethiopia had nothing in place “to comply with UNSCRs
relat[ed] to the pr i ppression and disrupti

of proliferation of weapons of mass destruction and its
financing."® In the same report, FATF nated that it was
“unlikely” that Ethiopia was used asa jurisdiction to
support proliferation activities outside of the country.
As evidenced by these examples, Ethiopia s a nexus

for sanetions evasion by North Korea, which should be

These willful violations arise

in part because countries like
Ethiopia find North Korea to

be a reliable, low-cost partner,
particularly in the defense sector.

amuchmore significant concern for the international
community. Since 15 percent of the Kim regime's overall
state budget is dedicated to military spending and only 26
percent of the state budget comes from domestic sources,
international policymakers should assume that revenue
raised overseas is going to support defense-related or
proliferation-linked projects.™

Since the release of FATF's Mutual Evaluation Review
of Ethiopia in 2015, that country remains on FATF's
list of jurisdictions with strategic deficiencies.™ While
Ethiopia made a commitment to work with FATE, it has
yet to establish or implement any targeted financial sane-
tions related to the financing of proliferation programs.
However, the caleulation hehind Ethiopia's relations
with North Korea is changing slowly. It has responded to
the increased United Nations action by closing the bank
aceounts of many North Korean diplomats™ The United
States can reinforee this strengthening of will through
its leadership at FATE, as well as bilaterally by discussing
with Addis Ababa technical deficiencies.

Case Study. Letting Pakistan off the Hook

on Prolifaration Finance

Several countries, including Pakistan, often slip under
the radar of international efforts to find and halt pro-
liferation finance. This is primarily because they are
not ewrrently subject to multilateral or even unilateral
sanctions programs. The situation is ironic, given that
Pakistan's A. Q. Khan helped ereate Pakistan's nuclear
program and subsequently an entire network. This
network spanned the United Kingdom, the Netherlands,
Italy, Spain, Switzerland, Turkey, South Africa, the

United Arab Emirates, Malaysia, Singapore, and South
Korea, and supplicd countries such as Tran, North Korea,
and Libya with the parts and know-how needed to create
domestic nuclear weapons programs. A decade and a
halfafter A. Q. Khan confessed to illegally proliferating
nuclear technology, Pakistani proliferation networks still
wperate, In 2014, the United States charged three indi-
viduals and two corporations with smuggling dual-use
technologies to the Pakistan Atomic Energy Commission,
which isan arm of the Pakistani military.™

1n 2010, two other individuals in the United States
were charged with exporting dual-use technology that
could be used in nuelear weapons technology, including
dosimeters, nuclear grade resins, and series 20M selector
switches.™ The technology eventually ended upin
the hands of Pakistan's Space and Upper Atmosphere
Research Commission, the Pakistan Atomic Energy
Commission, Chashma Nuclear Power Plant, and the
Pakistan Institute of Engineering and Applied Sciences,
all entities instrumental to Pakistan's development
of nuclear weapons.

Because Pakistan is not linked to a major country
sanctions program, the international community and
domestic political actors commonly overlook these
transactions, due to alack of political will and a kack of
practical controls or a larger proliferation finance detec-
tion netwaork. In 1979, President Jimmy Carter cut off
all cconomic and military aid to Pakistan because of the
develop , using Section 101 of
the Arms Export Conteol Act, which prohibits the United
States from giving economic and military assistance o
any country that the president determines is delivering
or receiving nuclear equipment, materials, or technal-
ogy."™ However, in order to support the guerrillas in the
Soviet-Afghan War, Carter lifted the sanctions, allowing
Pakistan to expand its nuclear capabilities.

More recently, 11 days after 9/11, President George
W. Bush officially lifted the sanctions that were reim-

of nuclear

Pakistan’s A. Q. Khan helped
create Pakistan’s nuclear program
and subsequently an entire
network.

posed on Pakistan after its 1998 nuclear test, inorder “to
cooperate more easily with Pakistan in the fight against
terrorism."™ Other outside actors such as China also
help reduce the incentives for Pakistan to better imple-
ment its own illicit financing laws. On June 28, 2018,
Pakistan was put back on FATF's list of jurisdietions

31
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Members of Pakistan’s Ministry of Defense and high-fevel military
officials reveal & Pakistan-made, short-range, muciear-capabie
fmissite. Pakistan's A, . Khan not anly helped create that country’s
nuclear program, he alse suppifed countries including iran. North
Korea, and Libya with the parts and know-how fo create domestic
nuclear weapons programs. (Fakistan Ministry of Defense/Getty
Images)

with strategic deficiencies, which makes it harder for
that country to borrow money from others to pay back
its debt and deters other countries and international
companies from investing in Pakistan."” While China
did not oppose the motions to put Pakistan back on
the list, two days after FATF's announcement, China
gave Pakistan a §1 billion loan to help boost its foreign
currency reserves." Since then, the ULS, Department of
State has said that Pakistan's implementation of ter-
rorist financing through its Anti-terrorism Act of 1997
remains uneven, and the FATF assessment delegation is
reportedly unimpressed with Pakistan's progress.™
Both international and domestic actors also seem
to look past proliferation finance as long as nuclear
weapons do not fall into the hands of wrrorists. A. Q.
Khan was forced to confess on live television in 2004 to
finance proliferation, yet is now a free citizen protected
by the Pakistani government from being questioned by
foreign investigators, He was allowed to recant his con-
fession and is widely known as the “Mohsin e-Pakistan,”
the savior of Pakistan,™

Resolution 1540 (2004), intended to keep WMD
and their means of delivery out of the hands of non-
state actors, was adopted unanimously by the Security
Couneil in the aftermath of the A. . Khan affair. But
the resolution focuses on equipment and materials,
and requirements related to financing are relatively
few. The resoluti hell derpins the current
international countering proliferation financial regime
framewark, in its nascent form. But this framewaork,
which includes U.N, sanctions on DPRK and Iran, largely
misses Pakistan, as well as other major nuclear-cnrich-
ment programs in countries not targeted by the United
States with high-priority diplomatic and economic
measures, such as Iran and North Korea. Independent
organizations, for example the Arms Control Association,
say that Pakistan is “expanding its nuclear arsenal faster
than any other country,” vet it has largely avoided inter-
national pressure on nuclear proliferation.” Despite this
assessment, not only has Pakistan avoided serutiny from
the United Nations, it now offers help to others under the

Both international and domestic
actors also seem to look past
proliferation finance as long as
nuclear weapons do not fall into
the hands of terrorists.

International Atomic Energy Agency’s (IAEA) Technical
Assistance and Technical Cooperation programs.' The
only way that the international community can pressure
Pakistan's, India’s, or Syria's WMD programs is by unilat-
eral sanctions (in the case of Syria) or export controls (for
Pakistan and to a lesser extent India).

The case studies of the United States, China, Ethiopia,
and Pakistan demanstrate that the problem of prolifera-
tion finance, particularly how political will undermines
mare aggressive action, impacts developed and devel-
oping countries alike, and countries with both weak
and strong legal infrastruetures, Having identified the
scale and scope of the problem, the next section offers
aroadmap for policymakers to address deficiencies in
countering proliferation finance.
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What Do We Do About It? Policy
Recommendations

e

There are no insurmountable obstacles facing the United
States in its efforts to lead on strengthening the coun-
tering proliferation finance regime. Both Congress and
the executive branch broadly agree on the extent to
which countering weapons of mass destruction prolifer-
ation fits into wider U5, national security priorities. They
also both see a high degree of utility in using financial
measures as twols of coercion against US. adversaries,

as evidenced by the bipartisan consensus on the use of
targeted financial sanctions. The United States and its
partners have compelling reasons for strengthening

the focus of countering proliferation finance work,
Additional steps they can take include extending reg-
ulatory controls to industries such as shipping and
insurance, or grappling with the impact that new tech-
nology (virtual currency, machine learning) will have

on financial crimes compliance, These steps require
additional resources - often a barrier to adoption - but
the short- and long-term benefits of aggressive action far
outweigh the immediate costs.

More aggressive LS. leadership is important to
strengthening the regime for several reasons, The first
is that the U.S. dollar is still the preferred currency
for international trade, and the U5, financial sector is
still an attractive partner for international businesses.,
This is because of its mature equity and debt markers,
the easy convertibility of the U5, dollar, and the strong
and relatively predictable nature of its legal and regu-
latory system. As a result, international private sector
firms are highly disincentivized to run afoul of U8, law
enforcement and regulators,

Second, U.S. law enforcement and regulators are
very well resourced and invested in providing tech-
nical assistance to U.S. partners where appropriate.

The United States can work directly to improve the
global nonproliferation regime at a time when itis
involved in controversial and high-stakes diplomatic
engagement surrounding Iran's and North Korea's
nuelear capabilities.

A third reason for the United States to take a strong
lead on countering proliferation finance is that even
ifother countries do not welcome U.S. leadership in
this space, the United States is nevertheless uniguely
well placed to apply pressure to comply with interna-
tional obligations and to offer support in doing so. The
resources and operational capacity of the United States
can compel athers to lead politically, and the pressure of
running afoul of US, authorities can change the caleulus

@CNASDC

for other countries, convincing them that fighting pro-
liferation networks is in their national interest. The US.
administration has used this leverage in other instances,
as well as its considerable technical " FESOMICES,
and this outlook should be developed further in the
proliferation space,

The following policy recommendations outline steps
that the U8, government and the private sector can take
to address the political will and prioritization needed o
better recognize and combat proliferation finance. These
recommendations also account for the capacity chal-
lenges laid out in this paper. Adopting these measures
in part or in whole will put the United States ina much
stronger position of leadership to advance the global
counterproliferation community and national security
for the United States and its allies,

Raise Awareness, Educate

The basic building block of a strong countering pro-
liferation finance regime is ensuring that all relevant
stakeholders are aware of what it is, why it presents such
adire risk to international peace and seeurity, and what
policies private and public sector actors can be taking
toaddressit.

1. The Trump administration should raise awareness
of and expand the expertise of the U.S. policy and
intelligence community in countering proliferation
finance, To that end, the president should direct the
creation and publication (in unclassified fornt) of a
U5, Mational Intelligence Estimate (NTE) on prolif-
eration finance. Such an NIE will draw widespread
attention to the complex nature of the threat and
underscore how different state actors, for example
Naorth Karea, Tran, and Syria, often callaborate to
spread goods and know-how to advance weapons of
mass destruction programs,

2. As part of that awareness raising and education
effort, FinCEN should regularly release public and
private advisories on proliferation finance typologies
sothati | financial institutions under-
stand how these networks change their operations
over time.

3. The Treasury Department should emphasize in
any future guidance on proliferation finance that a
rules-based, list-checking, sanctions-only approach
is inadequate. Despite progress to date, far too many
financial jurisdictions and institutions around the
world still consider themselves in fulfillment of

their regulatory ublig by taking a rules-hased

approach to countering illicit inance, including
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proliferation finance. Foreign policy leaders and
international financial institutions pay attention
tostatements from the U.S. Treasury Department,
and they will note the emphasis on a more intensive
risk-based approach to countering the financing of
proliferation. U.5. banks should similarly ensure
that their . |
policies toward proliferation finance.

Aeinds: f 1
are
| such

The administration, particularly the Treasury
Department, should partner with outside groups,
and further refine its approach to public-private
partnerships in order to raise awareness and further
expand information-sharing efforts. A strong and
growing open-source community is building knowl-
edge about proliferation finance. Many private
institutions, including think tanks, academia, and
for-profit analytical firms, understand and support
using financial and economic policy and tools for
analysis and policy advancement on counterpro-
liferation issues. The Trump administration can
buttress these efforts by identifying opportuni-
ties to expand public-private partnerships. The
Treasury Department, including FinCEN, should
eonsider convening a formal outside advisory
group to explore additional strategies for improving
information sharing. These efforts could include
strategies to gather and share data relevant to civil
asset forfeiture, 314(b) information sharing between
financial institutions, and data from demand letters,
Legislation is currently pending in the U8, House of
Representatives that would provide safe harbor for
i fi with
IV ‘Jld;(.'
ative of money laundering and human trafficking ™
This could serve as a model for information sharing
on proliferation finance for non-bank commereial
institutions such as shipping, manufacturers, and
freight forwarders.

In addition to the open-source analytical commu-
nity, the administration should enhance public
understanding of the proliferation threat and the
importance of countering its financing. Greater
discourse and outreach to explain the issue will
help to dispel notions of proliferation finance being
an issue for “experts” that is of significance to few.
In addition, public funding to journalism on prolif-
eration finance for “follow the money” press work
would support the kind of difficult, long-term inves-
igations that can focus ion on the seri
of the threat. Such support will raise awareness and
help to bring this into wider public consciousness,

to share i

financial i

activitiesy

which in turn will Tead to the political will for more
aggressive action. Also, it will educate the frontline
bank supervisors who often rely on their news con-
sumption to understand some of the common money
laundering and financial crime threats,

Change Policy at Home

While the United States sits at the center of the interna-
tional financial system, its leadership is weakened by the
gaps that regulators permit in financial oversight. The
relative openness of the US. financial seetor is a source
of economic strength, but it should not abscure the grave
difficulties that these gaps present to countering prolif-
eration finance. To reduce the vulnerabilities in the US,
financial sector, the administration and Congress should
do the following to specifically adapt domestic law

and regulation:

1L

Congress should pass legislation requiring the
reporting to law enforcement of the ultimate benefi-
cial ownership of corporate entities that are created
in the United Seates. Doing so would provide an
invaluable tool for information gathering about illicit
financial actors, including proliferation networks.
The existing Customer Due Diligence Rule is insuf-
ficient hecause it only requires certain financial
institutions to collect such information, without
a date thar it be i -":) jtted to
government authorities, Bills such as the Corporate
Transp v Actof 2017, introduced in both the
House and the Senate, and the True Incorporation
Transparency for Law Enforcement Act (TITLE
Act), introduced in the Senate, are examples of leg-
islation that would establish legal requirements for
aceurate disclosure of heneficial owners of corporate
entities. Congress must lead on this, first by passing
such legislation and then by using its oversight
authority tw spur effective implementation by the
executive branch.

The administration should proceed with the
implementation of the Customer Due Diligence
Requirements for Financial Institutions Rule, which
became effective in May 2018, The rule strengthens
the requirement for financial institutions to verify
the identity of account holders. It requires the
ongoing monitoring of customer accounts for suspi-
clous transactions, Congress should use its oversight
powers to ensure that the rule implementation
proceeds broadly and expeditiously,

Congress should consider advancing a financial
requirement to mandate the declaration of all
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cross-horder payments, possibly including infor-
mation that would be relevant to bridging the gap
between data about financial transactions and the
physical shipment of potentially proliferation-related
goods. As currently formulated, the Travel Rule is
only for transactions above $3,000 and requires only
retention, not transmittal to relevant authorities.
Congress and the administration should consider

the categories of information that would be feasible
toingorporate in such a cross-border rule, ineluding
beneficial ownership, underlying goods, transaction
participants, industry of senders and beneficiaries,
and transparency about the final destination of goods
for trade-specific transactions. US, partners Canada
and Australia already operate significantly tougher
Cross-Border Transfer Rules.

U8, law enforcement agencies should expand their
work on information sharing and public-private part-
nerships. This could be led by the weapons of mass
destruction directorate at the FEand Department
of Homeland Security (DHS) investigations, as both
agencies have taken the lead on evidence collection
for past WMD proliferation prosccutions. The FBI
director and the DHS secretary should make thisa
priority for their respective agencies. They should
explore the creation of an external advisory group
to pilat information sharing and, working with the
Treasury Department and relevant financial regu-
lators, safe harbor mechanisms, This effort should
include shippers and manufacturers as well

Executive agencies and financial regulators should
explore regulatory carve-outs for innovations on
countering proliferation finance, These innovations
could include:

» Major U.S. banks (and others that participate in
dollar clearing through their correspondent banking
relationships) investing in big data approaches to
transaction monitoring and aggregating trade and
financial data.

# The federal banking agencies and state banking
licensing authorities should give special recog-
nition and dispensation to banks to train their
correspondent institutions on using data to collect
information on suspeeted proliferation finanee
activity.

# The corresponding federal and state financial
institution supervisory authorities should structure
their exams so that financial activity that may be
national security-sensitive is treated differently

» The Financial Crimes Enforcement Network could
create a dedicated supervisory team to examine
for proliferation financing risk, as has been recom-
mended previously by banking policy organizations
such as the Clearing House,

o

Congress should prioritize additional funding
increases on a yearly hasis for the Treasury
Department’s Office of Terrorism and Financial
Intelligence (TFI) in order to more adequately, and
onan ongoing basis, provide resources for activities
tocounter proliferation finance. TFT is at the front
line of policy innovation on countering proliferation
finanee. 1ts activities include the formulation and
enforcement of all financial measures to counter
weapons of mass destruction. Congress recently
increased TFT funding, but the appropriation was less
than what the Treasury Department had originally
requested.

=

The Treasury Department should convene an inter-
ageney process toconsider the development of new
regulations thar would require U.S, banks and the
shipping, freight forwarding, and manufacturing
sectors to collaboratively gather more information on
the parties to, and purpose of, proliferation activities,
The United States should furthermare initiate a formal
process with international counterparts to push for
complementary, joint compliance efforts abroad.

The Financial Crimes Enforcement Network, whose director,

Kenneth A Blaneo, is pictured here. coutd work with other ULS.
law enforcement agencies to help combat proliferation financing
through expanding infarmation sharing and private: public
parbmershyps. (lustin Sulivan/Getly Images)
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8. FinCEN should dedicate intensive efforts to analyze
SARs for proliferation finance activities and develop
refined indicators and explore opportunities for
greater proactive sharing of relevant information
with other proliferation-related U.S. government
agencies and banks, When shared with the private
sector, this information may lead to the most fruitful
investigation and analysis of proliferation networks
and the filing of so-called super-SARs that may be
highly ad 1o law cnf efforts.

Lead Abroad

The United States has opportunities in both its bilat-

eral and multilateral interactions to improve the global
countering proliferation finance regime. U.8. government
action is necessary to push these countries to accept a
broader approach, given U, capacity and resources,
aswell as the economic and political impediments that
prevent many foreign countries from undertaking con-
certed efforts tcounter proliferation finance.

1. The Treasury Department, U8 law enforcement
agencies, and the intelligence community should
launch a formal process to work with European
Union jurisdictions to more formally align intel-
ligence eollection requirements, intelligence
exchange, and information sharing on proliferation
finance. Because proliferation finance networks
desire high-quality goods for their weapons of mass
destruction program, they prefer manufacturers
from the United States and Western Europe, as
evidenced by the purchase trail of prior procurement
networks.™ As a result, transatlantic coordination
on countering proliferation finance must be a cor-
nerstone of the wider regime. The administration
should focus on identifying ideas for coping with
legal and privacy impediments between the jurisdic-
tions that have, in the past, been an obstacle to more
aggressive action. While multilateral coordination
is needed, the United States should be prepared o
do more o its own, and with its own private sector,
if the wider international ity moves too
slowly. This process should explore the possibility
of a regulatory carve-out under the General Data
Protection Regulation for anti-money laundering
and proliferation finance information sharing,

e

. The administration, with the Department of the
Treasury in the lead, should model a proliferation
finance threat cell on other financial crimes com-
pliance data-sharing mechanisms. This could be
created either as a U.S.-only or a multilateral dara-
sharing exercise.

3. The US. Treasury Department should continue to

-

[

prioritize proliferation finance as partof its working
agenda for its presidency of FATF. The current

U.S. agenda at FATF emphasizes criminalization,
expanded use of targeted financial sanctions by
national authorities, and the weakness of the FATF
standards for proliferation financing as compared
with money laundering and terrorist financing. The
United States delegation should support this work,
as well as efforts by FATF to conceive of ways to
gauge the feasibility of expanding this work so that

badas b

itine follor ving encouraging
the use of proliferation finance specific risk assess-
ments, adding proliferation finance formally inta
the rec dations, and addressing the extent
towhich the shipping and insurance sectors serve
as facilitators of proliferation finance. The over-
arching goal should be to bring FATF s approach
oneountering proliferation finanee to the strength
that both it and the United Nations demonstrate on
countering terrorist financing, This should include
ensuring that all nations are evaluated on the full
suite of UNSCR 1540 financial requirements. The
United States should ask FATF to prepare interpre-
tive notes on United Nations ebligations, including
guidance on implementation of financial provisions
of Resolution 1540,

The US. Treasury Department should encourage
further cooperation between the high-risk juris-
dictions of Hong Kong and Singapore. Both are at
the front lines of proliferation finance concerns,
particularly as related to North Korean networks.
The United States eould launch a pilot partnership
with Hong Kong and Singapore so that, as aunited
effort, the jurisdictions could put together trade
and financial data to understand the full breadth
of proliferation threats and risks. These foreign
jurisdictions are aware of their valnerabilities,

but they face restrictions due to legal barriers and
other political and economic priorities. Such work
could lead to the issuance of aseries of public cir-
culars and private advisories to banks about risks,
which would help private sector actors in both
Jjurisdictions who were eager to comply with the
obligations.

The United § hould lead the ional
community to develop a convention on coun-
tering proliferation finance, similar to the one that
currently exists for countering terrorist financing.
There are numerous opportunities for pushing for a
multilateral consensus:
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» Leverage the United Nations 1540 Committee exper-
tise on countering weapons of mass destruction
proliferation to focus on member states” perfor-
mance on combating proliferation finance, UNSCR
1540 places very specific obligations on member
states to place effective controls to prevent the pro-
liferation of weapons of mass destruction, including
on financing, but their work program to date has
not included significant efforts against proliferation
finance.

Convene a major gathering of Group of 20 (G-20)
finance ministers to address this topic at a forth-
coming World Bank-International Monetary Fund
meeting.

Convene a major gathering of foreign ministers

on the sidelines of the United Mations General
Assembly to discuss how to augment capabilities and
technical assistance globally.

=

Put pressure on the Egmont Group, the global
network of financial intelligence units, to enhance
information sharing relevant to proliferation finance.
These measures could include more detailed public
and private advisories on proliferation finance
typologies, The Egmont Group could create new
information sharing mechanisms that do not violate
individual member state privacy laws.

6.

=

@CNASDC

The U5, Treasury and Commerce Departments
should cooperate t identify which obstacles are
preventing the extension to other industries and
sectors in the global supply chain a consistent
system of controls and regulations for countering
proliferation finance. Other regulatory regimes that
need to be built or strengthened include those in
hipping, insurance, transhi and other nodes
in the glohal supply chain. For the shipping industry
in particular, there should be a requirement for
the International Maritime Organization unique
identifier numbers of ships to be added to bills of
lading in trade transaetions. Proliferation networks,
particularly North Korean ones, have been adept
at changing ship names after the vessels have been
designated to evade serutiny. The US, Treasury
and Commerce Departments, in partnership with
international regulators, should require that com-
panics tracking ship transponders to immediately
notify relevant authoritics when those transponders
are turned off mid-voyage. The incidences of ran-
sponder shut-off should inform private advisories to
banks to flag which trading companies are utilizing
vessels which are habitually tampering with tran-
sponder tracking,

The United States should work with counterpart
governments to anonymize trade control violation
data to issue joint advisorics on proliferation threats.
For example, the U.5.-UK. Financial Regulatory
Working Group, which seeks ways to deepen
regulatory cooperation between the two coun-
tries, could issue joint recommendations on how
tovcounter proliferation finance. The United States
and the European Union also have a Joint Financial
Regulatory Forum that regularly exchanges views on
relevant developments, Both are models for devel-
oping fora to discus ing regulatory challeng
Regulators and law enforcement must enable global
firms to link trade control vielations to financial
data, which are difhicult for international banks to
see on their own. Doing so can help motivate more
data gathering, analysis, and operational activity

on countering proliferation finance, Widening the
aperture beyond attention to international banks
ean encourage an all-of-government effort to attack
proliferation finance.

8. The U5, administration should ask Congress

Wovls! Bark Prosidlont Jim Yong Kim istens to reporters” uostions

dhuring a news ¢ at the IMF. Leading Ffinancial
institutions such as the Warld Bank and the Infernational Monefary
Fund could play a rafe in helping fo devefop an international

7 - (iferatian finance. (Chip Tt

for more resources to expand technical assis-
tance programs run by the Departments of
State (Export Control and Belated Border

Getty Images)
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Security - EXBS - or the Bureau of International
Security and Nonproliferation) and Defense
(Defense Threat Reduction Agency). These
programs enable partner countries to tighten their
regulatory and legal regimes to combat prolifera-
tion finance. Their efforts are supported by a global
netwark of FRI and Drug Enforcement Agency legal
attachés serving in U8, embassies throughout the
world. Congress should provide additional tangeted
funding so that the administration can prioritize
assistance to high-risk jurisdictions, Technical
assistance should include efforts to share model laws
from other jurisdictions. EXBS should be given funds
to hold training overseas on countering proliferation
finance. Coordination of outreach abroad is needed
to ensure priorities are aligned and gaps filled.

Congress is currently taking steps to require the
administration to create a Virtual Currency Task
Force. If that is accomplished, the administration
should instruct it to produce analysis on the impact
of financial technology on financial crimes compli-
anee, including its specific application to countering
proliferation finance. If financial technology inno-
vations circumvent those pathways, a countering
proliferation finance regime will be harder to

uphold.

Treasury and its counterpart finance
ministrics in the European Union could explore

the feasibility of expanding the amount of payment
information that can be included in SWIFT
messages. Current SWIFT messages do not allow for
enough information to be conveyed about the under-
lying purpase of the transaction. Expanding the

character limit for SWIFT messages, and requiring
specific disclosures of the “who” and “why” of the
rransaction, would provide banks and law enforce-
ment/intelligence agencies with more information
about potential proliferation activity.

Challenge Specific State Actors

In addition to the United States leading on strengthening
the global regime, it should pay special attention to the
intersection between proliferation finance issues and the
U.8. approach to Iran and North Korea:

In denuclearization talks with North Korea, the
United States should outline how Pyongyang's
dedication to financial transparency and cessation
of proliferation finance activities must be part of
any sanctions-rollback framework. Additionally,
the United States should take steps to address the
issues that have put North Korea on FATF's black

list
proliferation networks that procured its weapons

of mass destruction program will be an important
confidence-building measure. It will be necessary for
the administration to feel that it is depriving North
Korea of a dang; capability. Abandoning its pro-

tnsuring that Pyongyang disassembles the

liferation finance activities will be the only way for
the Kim regime to facilitate a credible reentry into

will face very difficult reputational risks, freezing
reinvestment and setting it into a more adversarial
relationship with the United States. The latter could
encourage North Korea to submit a first report on
implementation of Resolution 1540 (2004). North
Korea is the most significant of 12 or so countries
that have yet to submit a report.

. Mindful of the differences in international
approaches to Iran policy, the United States should
work constructively with its partners on curtailing
covert Iranian proliferation activities, which are a
threat to the wider international community. The

N

international community still maintains a broad
consensus against Iran obtaining advanced nuclear
capabilities. As concerns grow that a potential
Tranian exit from the JCPOA will raise the prolif-
eration risk emanating from that country, so too

do specific fears about it operational

g prior

South Koreans walch U.S. President Trump meet with North
Forean leader Him Jong-un during the histonc Sngaoare
Summit, During its denuclearization tafks with North Korea, the
Unutedd States showld ensure that the country disrssembles the

rediferation networks that enable its WMD program. (Chung
Sung-Jun/Getty images)
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proliferation netwarks, including sophisticated
financial channels. The U5, return to a maximum
pressure campaign will include a ¢ I
targeting of Tran's financial system. But should the
United States not work on this with its partners, the
JCPOA framework for inspection and verification
will be undermined and political relations among
the parties will be frayed. The U.S. government can
build an FinCEN's October 11, 2018, advisory by
regularly releasing advisories on Iranian prolifera-
tion finance concerns. Mindful of the major political
disagreements among transatlantic allies about how
to approach Tran issues, focusing on a CPF work-
stream may keep collaborators focused on common
concerns,

Lead in the Private Sector

Because private sector actors, especially financial insti-
tutions, sit at the front lines of countering proliferation
finanee, it is essential that they invest in building their
subject matter expertise on this important issue. Support
from national authorities, including information on
specific threats, is essential. Those efforts must be joined
up with aggressive private sector action:

1. The private sector has an essential role to play in
implementing anti-proliferation finance measures
and in collaborating on monitoring critical threats.
Sophisticated private sector actors, such as major
global banks, should consider collaborative analytics
that bring together the results from transaction
manitoring of netwarks from high-risk state actors,
for example North Koreaand Iran, The results of
this analytical work should be published, building on
examples provided by some global banks at profes-
sional gatherings, including Association of Certified
Anti-Maoney Laundering Specialists (ACAMS) meet-
ings.** High-risk but sophisticated jurisdictions,

=
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such as Singapore and Hong Kong, can lead in

this effore. Existing models for this type of work
include the way UK. Finance and the Consortium,
venues for private sector information sharing in the
United Kingdom and the United States respectively,
provide a forum for discussion of experiences and
research on typologies and red flags. There would
be no practical obstacle to substantive work on
transaction monitoring strategies.

The private sector, especially banks with significant
cxperience and expertise, should lead in making the
most of existing information-sharing mechanisms,
for example the Joint Anti-Money Laundering
Intelligence Task Farce (JMLIT) in the United
Kingdom and the Consortium in the United States,
to focus specifically on proliferation finance cases.
For both JMLIT and the Consortium, proliferation
finance is anly one of an entire category of financial
crimes issues considered, and many members fall
into the trap of considering countering proliferation
finance to be the concern of sanctions compliance
or export control, rather than a unique challenge
requiring more policy creativity.

The private sector should be proactive in com-
piling and sharing proliferation finance typologies,
recognizing that there is substantial value in
apEressive responses to serious national security
threats. Such action offers significant reputa-

tional benefits. Private sector actors have been
successful at identifying nodes of those networks
through investigations within their own business
aperations, These firms do not have many oppor-
tunities to share relevant information about their
discoveries. Doing so can avoid many privacy and
information-sharing hurdles in the short term, as
information about specific customers and com-
panics can be safely anonymized and released
publicly.

4l



42

161

ENERGY, ECONOMICS & SECURITY | DECEMBER 2018
Financial Networks of Mass Destruction

Conclusion

]

Preventing the spread of weapons of mass destruction

is an essential priority for the international community.

Despite this, gaps in the countering proliferation finance

regime exist at the multilateral and national level. Some

of these are palitical; others are related to capacity and

resources. Regardless of the souree of the deficien:

essential for the world to get thisissue right
While filling inand strengthening the global legal and

regulatory ramework is a eritical step, it is ultimately

dependent on the exercise of political will. If vears of

grave conversation about nuclear threats at the United

Nations, and the erosion of core arms control regimes,
have not motivated political will, then the United States
should take more aggressive leadership to push forward
international laws and obligations on countering pro-
liferation finance. Repeatedly, governmental officials,
bank executives, and independent observers privately
note that to overcome competing economic and political

The advances in financial technology ane cal
transshipment fu z

ry
ancial technologies fo
continue their ilicit activities. (Dan Kitwood/Getty images)
interests that serve to undermine true efforts to expose
and halt proliferation finance, powerful legal compul-
sion or significant reputational risk will be required. The
United States is unique in its capability to deliver this
kind of change and thereby enable a change in political
will. The Trump administration has emphasized, in its
strategic approach to adversaries Iran and North Korea,

that it is concerned about the proliferation of weapons of
mass destruetion, It has used diplomatic and cconomie
tools to constrain the ability of both countries to expand
their arsenal (especially in the case of North Korea) and
return to an enrichment path that could include a weap-
onization component (in the case particularly of Iran),
The United States has a window to lead multilater-
ally at the United Nations and FATF, bilaterally in its
diplomatic relationship with important financial juris-
dictions, and nationally with its own laws, regulations,

and procedures. The layers of cooperation required will

The initial steps to counter WMD
proliferation must be taken

now, before the international
community deals with a paradigm-
shifting event.

be built over the long term, but the initial steps must be
taken now, before the international community deals
witha paradigm-shifting event. If a U.S. adversary gains
a permanent nuclear or other WMD capability and

uses it during acrisis, the policy response will be much
more overwhelming and restrictive than preventative
measures that can be taken now to redress the gaps in the
regulatory regime.

This urgency is underscored by the fact that the nature
of the threat is continuously evolving, During the past
few years, North Korea has demonstrated its sophis-
ticated cyberspace capabilities. Recent reporting has
identified new typologies showing that North Koreans
are raising money through social media and mobile appli-
cation software (apps) tied to the gig economy.™ The U.S.
Treasury Department has responded with sanctions tar-
geting information technology firms in China and Russia,
but, as this report has demonstrated, sanctions enforce-
ment alon

Thisis particularly true given the pace of techno-
logical change, particularly in the financial technology
space. Virtual currency, distributed ledger technology,
and the application of artificial intelligence to amassing
and analyzing data all promise to remake how con-
sumers and institutions interact with the global financial
system, Jurisdictions are trying to understand how to
regulate virtual currencies such as Biteoin " Several
major financial and tr: pment hubs are also working
to understand how new technology is impacting the
architecture of global trade. International banks
already have problems in matching trade data with

insufficient to counter this threat ™
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financial data, a sitation that proliferation networks
have exploited to obscure the illieit acquisition of WMD
goods within the wider sphere of global trade. New data
solutions, including artificial intelligence, may enable
faster and more systematic analysis of this data, enabling
banks to have significantly more visibility, While the
exact course of those developments is hard to predict,
because existing proliferation finance networks and
methodologies are neutralized by actions of the inter-
national community, it is highly likely that proliferation
networks will try to exploit new technology i
their illicit activities. Regulators at both the international
and national levels have an important role to play in
advancing rules to leverage new technology solutions -
and the time to do so is now.

Identification of proliferation financing offers the
international community an additional tool to recognize
emerging WMD proliferation networks. Effectively com-
bating proliferation financing will not by itself stop this
proliferation, but it is a tool with huge potential, particu-
larly if deploved cross-jurisdictionally. The international
community needs to grasp these tools now. Ultimately,
U8, leadership has a critical role to play in the process.
The next few years will determine whether the gaps in
the regime ean be patched to the extent required to push
back on the WMD threat from US. adversaries.
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Executive Summary

Under current law, business owners are not required to list their identity when they establish a business,
which has encouraged some to establish anonymous shell companies to engage in illicit behavior.
Henwever, Congress is currently considering bipartisan legislation that would require businesses to list the
true identily of their owners when forming lo address issues of fraud and abuse, The legislation provides
that owners” names would be kept private and would only be made available to law enforcement with a
proper subpoena or summons. Some have argued that this increased transparency could boost
accounlability and confidence in the system, while others have raised concerns that it could hinder
business formation. Mow, new seientific opinion polling shows small business owners decidedly support
this legislation.

The survey, condueted by Chesapeake Beach Consulting for Small Business Majority, revealed that 77% of
small business owners agree Congress should pass legislation that would require businesses to list the true
identity of their owners when forming, with roughly half (49%] in strong agreement. The poll was an
online survey of 500 small business owners nationwide conducted between March 5 and 11, 2018,

Additionally, the survey found a vast 84% of small business owners say the use of shell companies to win
contracts or obtain government set-asides reserved for small businesses is a problem. Nearly 6 in 10
(58%) believe this is a major problem, and only 5% of small business owners say this is not a problem,

What's more, the survey results indicate that small business owners do not believe this disclosure would
place a burden on their business, Indeed, 76% of small business owners feel legislation requiring small
businesses to list the true identities of their owners would benefit them by protecting them from contract
fraud and giving them fair access to government set asides, compared to just 9% who feel that such
legislation would be a burden or would stifle business creation. Importantly, nearly all small business
owners disclose their true identities when establishing their business. A mere 3% of respondents say they
did not disclose their identity when setting up their small business.

These results are similar across all geographic regions and there is no difference among respondents
based on political affiliation. Indeed, the same number of small business owners identifying as Democral
or Republican (79%) agree that Congress should pass a law requiring businesses to list the true identity of
their owners when forming.

As these results show, small business owners are broadly supportive of legislation that would further

improve accounlabilily in rules regarding b P i

Methodology

This poll reflects an Internet survey of 500 small business owners nationwide with 1-100 employees. The
poll was conducted by Chesapeake Beach Consulting for Small Business Majority between March 5-11,
2018. The margin of error is +/-4.4%.

2 2018 Small Business Majority 2
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Main Findings

* Small busi pport legislation requiring disclosure of business owners:
77% of small business owners agree Congress should pass legislation that would require businesses
to list the true identity of their owners when forming, Under the bill, the owners’ names would be
kept private and would only be made available to law enforcement with a proper subpoena or
summons. Roughly half (49%) strongly agree we need this disclosure in place.

%

™%
B Strongly agree

7% B Somewhat agree
45% B Somewhat disagree
B Strongly disagree
Don't know

26%

* Small business owners believe use of shell companies to fraudulently win contracts
is a problem: A vast 84% of small business owners say the use of shell companies to win
contracts or obtain government set-asides reserved for small businesses is a problem. Nearly 6 in
10 (58%) believe this is a major problem.

* Small busi believe legislation requiring small businesses to list the true
identities of their owners would benefit rather than burden their businesses: More
than 3 in 4 small business owners (76%) think legislation requiring a small business to list the true
identities of their owners would benefit small businesses by protecting them from contract fraud
and giving them fair aceess to government set-asides. Just 9% of small business owners think such
legislation would be a burden on businesses and would stifle business creation.

14%

%

% 7% Bt would be a major benedit for small businesses

Bt would be somewhat of a benefit for small businesses
Bt would be somewhat of a burden for small businesses.
Bt would be & major burden for small businesses

Den't know

3%

* Nearly all small business owners disclose their true identities when establishing
their business: A mere % of respondents say they did not disclose their identity when setting
up their small business.

+ Small business owners are politically and geographically diverse: 45% of respondents
identify as Republican or Republican-leaning independents, 39% are D or D
leaning independents and 15% are pure independent. Additionally, 22% of respondents are from
the West, 25% from the Midwest, 58% from the South and 16% from the Northeast.

€ 2018 Small Business Majority 3
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Toplines

500 Small Business Owners Nationwide (Online)
1-100 Employees
March 2018

1

3

e

Please indicate your gender

Male B0%
Female ,1|n9.‘.

What state is vour business in?

Wesl 3%
Midwest 25%
South 38%
Nartheact 16?‘
Do you own your own for-profit business?

Yes 100%
How many people do you employ including yourself? (Cap at 25% self-employed)
One 25%
atog 56%
1010 19 9%
20 10 49 &%
50 to 100 4%
How long have you been in business?

Less than one year 2%
Ome to three years 1%
Four to six years 13%
Seven to 10 years 14%
More than 10 vears 60%
Don't know 0%
Refused 0%
As you may know, current law allows a business (o be established withoul listing the identities of the

business’ owners. Some have used these anonymous shell companies to engage in illicit behavior
such as money laundering and financing criminal activily. Congress is considering legislation which
would require businesses to list the true identity of their owners when forming. The owners’ names
would be kept private and would only be made available to law enforcement with a proper subpoena
OT SUMMONS.

Do you strongly agree, somewhat agree, somewhat disagree or strongly disagree that Congress
should pass such a law?

Strongly agree 49%
S hat agree 28%
disagree 7
Strongly disag 7
Don't know 9%
Refused. 0%
AGREE 7%
DISAGREE 14%

2 2018 Small Business Majority
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Some have used shell companies to fraudulently win contracts or abtain government set-asides
reserved for small businesses. Would you say these praetices are a major problem, a minor
problem, or not a problem?

Major prabl 58%
Miner probl 27%
Nol a probl 5%
Don't know 1%
Refused 0%
PROBLEM 84%
NOT A PROBLEM 5%

Some peaple say that requiring small businesses to list the true identities of their owners would
benefit small businesses by protecting them from contract fraud and giving them fair aceess to
government sel-asides.

Other people say that requiring listing of business owners’ identities places an unnecessary burden
on businesses and would stifle business creation.

Da you think it would be a benefil or a burden for small businesses such as yours Lo disclose the
true identity of their owners?

It would be a major benefit for small BUSINESSES. cvenreirsres 7%
Itwould be somewhat of a benefit for small businesses..
It would be somewhat of a burden for small businesses,
Tt would be a major burden for small businesses ..........
Don't know

Refused

BENEFIT

BURDEN

Did you disclose your true identity when establishing your small b ?
Yes 95%

No 2%

Don't know 1%

Refused <1%

, L have just a few questions for statistical purposes...

10. How would you categorize your business?

Retail 17%
Financial, insurance or legal SeIVICeS .ooummmmmmmmmmisisssnininns 0%
Construclion
Real estate
Information technology
Agriculture
Manufacturing
Medical or dental
Restaurant or food service
Other 2Lail services
Wholesale trade
Other
Not sure/Refused to answer .

2 2018 Small Business Majority
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11 In what vear were vou born?

18-20 2%

3044 19%
4554 20%
5564 32%
65+ 25%

12, Generally speaking, do you think of yourself as a Republican, a Democrat, or an Independent?

De t 26%
Independent 3%
Republican 33%
Other 3%
Don't know 1%
Refused. <1%

12a, [F INDEPENDENT, OTHER OR DON'T KNOW, ASK: Do you think of vourself as closer to the

Republican or Democratic Party?......wummcsssmssmmenin N2189
Closer lo Demaog 32%
Claser to Republi 2%
Neither 0%
Don't know a%%
Refused 1%

13- Again, just for statistical purposes whal was the gross revenue of your business in 20177

Less than $100,000
Between 100,000 and §250,000

Between $250,001 and $500,000

Between $500,001 and $1 million.
Between §1 million and $2 million
Between $2 million and §5 million ...
More than $5 million
Don't know

Refused

14, What is vour race?

White 8a%
African American or Black 5%
Hispanic of Chicanc 4%
Asian or Pacifie Islander 4%
American Indian 1"a
Other 1%
Biracial or multiracial 1%
Don't know ol
Refused. 1%

2 2018 Small Business Majority
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LETTER SUBMITTED BY GLOBAL FINANCIAL INTEGRITY

GLOBAL FINANCIAL INTEGRITY

June 26, 2019

The Honorable Mike Crapo

Chairman, Committee on Banking, Housing, and Urban Affairs
United States Senate

538 Dirksen Senate Office Building

Washington, D.C. 20510

The Honorable Sherrod Brown

Ranking Member, Committee on Banking, Housing, and Urban Affairs
United States Senate

538 Dirksen Senate Office Building

Washington, D.C. 20510

RE: June 20" Hearing on “Outside Perspectives on the Collection of Beneficial Ownership
Information™

Dear Chairman Crapo and Ranking Member Brown,

T offer these comments for the record on behalf of Global Financial Integrity (GFI) with reference to the
June 20, 2019, U.S. Senate Committee on Banking, Housing, and Urban Affairs hearing titled “Outside
Perspectives on the Collection of Beneficial Ownership”. We firstly thank you for holding a hearing on
this important issue and inviting opinions that reflect experience but also a multiplicity of views.
Anonymous companies pose a serious threat to the secunity of the United States and GFI sees this hearing
as the first of many steps eritical to securing our country’s financial system from being used as a conduit
and a haven for illicit proceeds and criminal activity.

Global Financial Integnity (GFI) is a think tank specializing in research and govemment advisory services
related to illicit financial flows, of which anonymous shell companies are a major facilitator, GFT's
economic research on illicit financial flows shows that USS 1Tnllion leaves the developing world every
year' and anonymous companies are vital in helping obfuscate the audit trail and location of these ilicit

funds. Our research has also shown that anonvmous companies are a critical component of transnational
crime. sponsoring everything from human, drug and arms trafficking to terrorist and rogue state financing,”

‘The question that frames this entire issue then becomes how easy it to set up a company in the United
States. GFI in March 2019 published a report titled The Library Card Project: The Ease of Forming

' it Financial Flows to and from 148 Developng Countries: 2006 - 2015, January
5 I can ne 9/34n 8bd my’ ontentuploads 3019101 GF]-2

2019 accessible at
i

1200 17th Street, KW, Suite 505 | Washington, DC | 20036 | USA
Tel +1(202) 203-0740 | Fax. +1{200)293-1720 | www glintegrity ag.

Presadent & CEQ: Tom Cardamane

Board: Lord Dasiel Breanan (Chair), Dr. Rafael Espadks (Vice Chair),
Dir. Huguette Labelle (Secretary-Treasurer), Segun Apata, Leonard McCarthy, John Cassara, Raymond Baker-Founding President
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Anonymous Companies in the United States. The report examined and compared the documentation
required Lo be submitted to acquire a library card versus the documentation required Lo set up a company
in the United States. In every instance, it was found that there were more stringent requirements from
document collection, oversight, and verification of identity, in order to secure a library card. In one
instance, i a library in Kentucky, biometric information was part of the information required to be
submitted. By contrast, to set up a company not even a phone number, e-mail id, or the identity of key
management personnel such as a director was required to be provided.” What this serves to underscore is
that in both instances the State provides a benefit in some measure to the applicant. In the case of the
library card, the individual concemed is eligible to apply for a public library card as a benefit to paying
taxes and is required to verify his identity to establish that he/she is indeed eligible for the henefit conferred
of accessing a public library in the State. When an applicant chooses Lo sel up a company in a State, the
applicant similarly receives a benefit of access to courts, ease of business registration, a well-regulated
business environment, clearly defined laws, limited liability in the case of LLCs, and the only way to
ensure that the applicant is deserving of said benefits is to provide minimal information to ensure that the
company’s activities are not designed to harm the economic interests of our country and threaten national
security.

During the hearing, there were questions raised on the threat of crypto cumency, the identities of its users,
and ils role as a vehicle to harm national security. and what efforts were being taken to address it. The
Financial Action Task Force (FATF) , the standard setting body on anti-money laundering (AML) and
combating terrorist inancing (CFT), in the last vear under the Presidency of the United States headed by
Marshall Billingslea has undertaken work on proliferation financing, crypto currency otherwise referred
to virtual assets, and, terrorist financing. On June 21, a day after the hearing, the FATF released further
guidance on virtual assels (cryplocurrency) which requires them to be subject to the full gamut of
AML/CFT norms that will at the minimum require customer due diligence including beneficial ownership,
record keeping, and [iling suspicious activities reports. This assumes vital importance because cryplo
currency played an instrumental role coupled with anonymous companies in keeping Backpage, the
advertising website, and the largest marketplace in the world for buying and selling sex afloat. The
company directly involved in the sex trafficking of minors, has been implicated in 7 out of every 10
reported child trafficking cases in the US. As law enforcement forced banks to close out the company’s
aceounts, Backpage turned to erypto eurrency to continue to launder money and mask their identity. The
company additionally was able to evade law enforcement investigation for long by carrying out its
operations through a complex network of American and international anonymous e ies, starting in
Delaware,*

Collecting beneficial ownership information at the time of corporate formation, requiring that it be updated
whenever there are changes, and making that information available in a timely mamner to law enforcement
and those in the private sector that we entrust with anti-money laundering responsibilities would provide
important new tools to effectively combat terrorism and financial crimes by ending the incorporation of
anonymous companies in the United States,

¥ The Library Card Project: The Ease of Forming Anonymous Companies in the United States, March 2019 available at
hitps: f fthe-library-card-project/

GLosaL FINANCIAL INTEGRITY

1100 17th Street, NW, Suite 505 | Washington, DC | 20056 | USA
Tel +1 (202) 293-0740 | Fax, +1 (2oe) 2931720 | www.gfintegrity.org,
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In recent vears, support for ending the incorporation of anonymous companies has expanded to include
national security experts,” the police,” sherifls,® local prosecutors, ? state Attomeys General,"” federal
prosecutors,’ human rights advocates,” anti-human trafficking groups,” faith-based networks, !
‘intemational development NGOs," CEOs,'* big businesses,'” small businesses,'® banks,!” cradit unions, ™
real estate professionals,” insurance companics,” and scholars at both conservative™ and liberal think
tanks,** among others.

GFl is proud to extend our support to the various bipartisan efforts that have been introduced in both
chambers of Congress that would end the abuses of anonymous companies. In the House of
Representatives, the Corporate Transparency Act of 2019 (H.R.2513), sponsored by Representatives
Carolyn Maloney (D-NY) and Peter King (R-NY), was reported favorably out of the Committee on
Financial Services on June 11-12, 2019 with astrong, bipartisan vote of 43 to 16. This marks the first time
that any comprehensive beneficial ownership disclosure bill has made it out of a congressional
committee,”

GFI has also endorsed bipartisan pieces of legislation in the Senate, Senators Ron Wyden (D-OR) and
Marco Rubio (R-FL) cosponsored the companion bill to the Corporate Transparency Act last Congress.”®

¥ Bipartisan Letter from 91 National Security Experts, June 10, 2019, avanlable at hitp/ibit ly22v JEC.

7 Letter from the Fraternal Order of Police, May 6, 2019, available at hitp://bit Iy 2KoYCOW.

¥ Letter from the National Sheriffs” Association, May 7, 2019, available at http-//bit ly/2Fk Jvxd

* Letter from the National District Attoneys Asscciation, May 6, 2019, available at http:/bit Iy 2KoTDa9.,

1% Bipartisan Letter from Two Dozen State Attorneys General, August 2, 2018, available af hitp:/bit 1v/21581a3,

W Letter from the National Association of Assistant United States Attorneys, May 6, 2019, available af bitp:/(bit. [y 2L0fky U,

2 Letter from Amnesty Intemational USA, EarthRights International, EG Justice, Enough Project, Freedom House, Global
Witness, Human Rights First, Human Rights Watch, International Corporate Accountability Roundtable, and the
lntmanuml [.alx]r nghm Furum Apni 11, 2019, availuble at ..h'!%E [www hrw org news/ 201 904/1 1 letter-chairwoman-

L See. fore.\wfr. Letter l'mm Polans, May 1, 2(!19 available aiwﬂm and Letter from Street Grave, March
10, 2019, available at W

W Letter from Jubilee Net\m‘k USA, March 12, 2019, available af hitp:/bit [y 2EXMYLU,

¥ Letter from ActionAid USA, Bread for the World, Jubilee USA Network, The ONE Campaign, and Oxfam America, June 7,
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* etter from the Credit Union National Association, June 11, 2019, available af hitp:/hit v 2Kulgy.

* Letter from the American Escrow Association, American Land Title Association, National Association of REALTORS®,
and Real Estate Services Providers Council, Inc. (RESPRO), May 7, 2019, available at hitp//bit. [y 2E2KQoq

#.etter from the Coalition Against Insurance Fraud, April 15, 2019, avanilable at bitp: /hit [/ 2KY Yyez

# Set, for example: Clay R. Fuller, “Dealing with anonymity lnbusmms mmrpmﬂlm. .Jmumanﬂerprm‘ Tnstitute, March
29,2019, hu v set orglpublication/dealing-witheanon }
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The True Incorporation Transparency for Law Enforcement (TITLE) Act (8.1889) — sponsored by
Senators Sheldon Whitehouse (D-RI) and Charles Grassley (R-IA), as well as Ranking Member Feinstein
{(D-CA) — is a well thought out, bipartisan piece of beneficial ownership legislation, which is under
consideration by your committee and is also strongly supported by GFL.

Both these bills, the Corporate Transparency Act and the TITLE Act, would allow law enforcement to
more thoroughly and effectively conduet investigations and enhance safety by saving time and resources
in pursuing complex money laundering operations, terrorist financing, and investigations against
organized crime that are critical to safeguarding national security.

GFI also views positively the recent introduction of the bipartisan discussion dral of the fmproving
Laundering Laws and Increasing Comprehensive Information Tracking of Criminal Aetivity in Shell
Holdings (ILLICIT CASH) Act, sponsored by Senators Mark Warner (D-VA), Tom Cotton (R-AR), Doug
Jones (D-AL), Mike Rounds (R-SD), which only adds to the growing consensus that the abuse of the
financial system through anonymous companies must end.”’

We appreciate the opportunity to offer these comments. We hope they are helpful, and we look forward to
working with you and the Committee in making progress on this important issue. Should you have any
questions, please feel free to contact me at lkumari@gfintegrity.org

Sincerely,
Lakshmi Kumar
Policy Director

ce  Members of the Senate Committee on the Judiciary

1 The FACT Coalition, “Bipartisan Group of Senators Unveil Draft Anti-Money Laund Crwmership Trensparency Bill,”
June 10, 2019, assessible at http: bty 2Fv2Y Y3,

GI.!IHAI. FinanciaL INTEGRITY

1100 17th Street, NW, Suite 505 | Washington, DC | 20056 | USA
Tel +1 (202) 293-0740 | Fax, +1 (2oe) 2931720 | www.gfintegrity.org,
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“HIDDEN MENACE”, GLOBAL WITNESS

Hidden Menace | Global Witness Page | of 7

pers (https.//globalwitness.orp/en/ press-releases/shall-

Since the financial erisis and release of the Panama Pa plobaly : :
companies-secrecy-and-us/), we have heard 2 lot about the revenue governments lose to tax avoidance and
evasion, but what about the losses resulting from corruption and fraud when governments spend money on
goods. services and infrastructure?

A B spend §9.5 trillion each year (http:/h i fi i tracls:
ldressing-congams-and-easi pubbic n ise that fraudstirs, and corrupt officials, take
addvantage af this. According o research by the U, i ¥ 1035 much a5 25%of g P
contracts worldwide,
Wl T £ ol reveals the sesicusness of the
prob " 4 P " P B hond b Bt 1t & L
of anonymous shell companies in military contract spending, both b f the seri onal security tis sed by theis use for ilicit
murposes, and because of the sigafi jon of the U.5. bucget-agproxinately §.5% of total U, federal government speading
i i licatipn/4!

Accoeding to the UN and other least 25% of g oy spent in fragi s lLiciak into the hands of LS

{nemer-director-gF the-afghan theeat.f il For y such 38 Afghanistan, where the
U.5. hs ot eng inmilitary op over a decade, these diversh il h as §28 billion

sigarmillgpk fFi Budpet.odf of the arount the U.S. goverment has spent in the country since 2002.

hups://www.globalwitness.org/en/reports/hidden-menace/ 612012019



183

Hidden Menace | Global Witness Page 20f 7

"Criminals who are ripping off public budgets need to hide what they are up to.
Ananymously-owned companies, or those whose owners are hidden, have proven to
be a common facilitator of waste, fraud and abuse in government spending.”

Eryn Schornick, Poliey Advisee, Glebal Witness

Hidden Menace ocumertls/ 18532/ Briefing - Midden Menace - I2072016 palfjshows that this massive thedt
of funds has been possible in part because of the Lack of inf lon abaut the ulti f [often called 'beneficial awners’)
bidding for federal funds. This threatens the safaty, security and well-being of progle around the world, including in America, Yet, the LLS.is
the gasiest lace tatp:ffvwew globalshelizames.comi] in the world ta set up an ly-awned company. It is also ne of the most
popular places (g fstacworldbank orgfeta/ publication/| ters] for cormupt g officials to create anonymausty-owned
companies b ill-gotten gains through our financial system.

To fix this problem, Global Witness is calling far th ' 1 increase ¥ gh an apen contracting

system that includes 2 requirement for bidders to disclose who really owns or controls their companies, This informatian, alaag with awards
and contracts, should be made pubfic so that the government and businesses know who they are dealing with. Moreover, Congress should

colect benaficial hilp infe far. es and put it into the public domain for all o see, All companies should pubilicly
disclose who ultimately d s them ian of business Integrity and athics.
CONTACTS

Andy Stepanian, LS Communications General/out of hours mediz enquiries

ang din.neg imail i 1z (mailigmediaBeiohabitness arpl

+1 63129130103 44 (0] TRIISETLET

hitps:/www.globalwitmess.org/en/reports/hidden-menace/ 61202019
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“HIDDEN IN PLAIN SIGHT—HOW CORPORATE SECRECY FACILITATES
HUMAN TRAFFICKING IN ILLICIT MASSAGE PARLORS”, POLARIS

+
+
¥ +
h Polaris=
+4
o &
+-$ . L] I L] L] h
+* + Hidden in Plain Sight
+ 4+
++ How Corporate Secrecly Facilitates
14 +  Human Trafficking in lllicit Massage Parlors
++
+ ¥ Illicit massage businesses, commonly known as "massage parlors,” have been ubiguitous in the
+ American landscape for decades. Today, new research finds an estimated 9,000-plus of these
+ businesses are operating in every state in the country, with earnings totaling nearly $2.5 billion 2
year across the industry’ These businesses dot the sides of highways and are tucked into suburban
¥ suip malls between fast food restaurants and dollerstores and behind derkened windows n
+1 + starefronts in some of America’s biggest cities. There may be women wha choose to sell sex either
44 along with o under the guise of massage therapy, but evidence suggests that behind these bland
++ facades, many of the thousands of women engaging in commercial sex in illicit massage parlors
+ are victims of human trafficking. And for the most part, thanks to corporate secrecy, their traffickers
+ + cannot be traced.
i t About massage parlor trafficking
4+ Contrary to popular portrayals, human wafficking does not abways or even often involve force or the
"+ threat of force.
++
+ To be considered sex trafficking in any venue, a situation must include one of the following:
+
+ * Force: Violence or the threat of violence
b Phig » Fraud: Such as deceitful recruitment practices or fraudulent debt accumulation
+4 P
1 +* * Coerdion: Including emational manipulation, decument confiscation, or threats using
legal processes like deportation
+ 4 s
+ ++ Labor trafficking is defined a5 force, restraint, threats of harm, abuse or threatened abuse of the
+¢ legal system, or any scheme, plan, or pattern intended to cause the person to believe that if they
L did not perform labor, they would suffer serious harm or restraint?
: I The victims of massage parlor trafficking in the United States almost all
:_* + * Recently arived from China or South Korea
4ot * Carry debis or are otherwise under extreme financial pressure
+ ¢ + Speak lile of no English
+¢ + * Have no more than a high school education
++ + Ave mothersin their mid 0stolate 505
+ 4+
++ Farce s rarely an element of massage parlor trafficking. Instead, victims are controlled by traffickers
* ¥ through a complex mixture of cultural manipulation, fraud, and coercion. Key amaong these are
1’+++ telling the women that the police are in the pockets of the traffickers and will simply arrest them,
+ that the rest of society views the women as worthless, and that they have no real options but to stay
= % at the massage parlor and do what the traffickers say.
i i 1 Keyhan, Rachello ot o, “Trafficking in licit vﬁ:,n Buipeaes.” Pl Loy 17,2018
[ o nP
+ ?-U 5 Eadiﬂm ?F. -e':'o;o _m'ymd Trafhicking in Persons. & 1
+ +
++
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llicit Massage Parlors and Corporate Secrecy

What is unique about this form of trafficking is that massage parlor traffickers actually go thraugh
the process of registering their businesses as if they were legitimate.

Canceivably then, it should be relatively simple to determine the basics about these businesses —
such as what products or sendces they provide and who ultimately controls and makes money from
the business. The actual or "beneficial” owner would then in maost cases be the trafficker and could
be prosecuted as such.

Ir reality, the laws goveming business registration are almost tallormade for massage parlor
traffickers to hide bahind. Neither states nor the faderal government require people setting up
companias to include the name of the actusl owner of the business in the registration paperwork.
What is actually required depands on the junsdiction. Sometimes the owners name is left blank.
Sometimes it is filled in with the name of a registered agert or someone else paid to be the front
person or poirt of contact. Sometimes the business is registered under the name of an anonymous
shell company — ancther business that exists in name only but has no actual assets * All of this
obfuscation is perfectly lagal.

In reality, the laws governing business registration are almost
tailor-made for massage parlor traffickers to hide behind.

The figure of 9,000 llicit massage businesses operating across the country, first reported in Polariss
recently released report, "Human Trafficking in llicit Massage Businesses," was difficult to come
by because of these lax or nonexistent corporate transparency laws. lt took extensive research,
including cross-referencing publicly available datasets with websites on which commercial sex
purchasers leave reviews of their sexual experiences at these illicit businesses, to amive at this
minimum figure.

It is hard to escape the irony here: Someone looking to purchase commercial sex from an illicit
massage parlor can log in to any number of review boards and, somatimes for a small fas, get
graphic descriptions of individual women's bodies and specific sexual experiences with those
wornen. Mearwhile, while the businesses themsalves are sasy to find, the privacy of the actual
owners of the businesses where these sexual acts take place is scrupulously protected by U5, law

Irory aside, the fact that the United States is amang the easiest country in the world in which to
hide who actually owns and benefits fram a business® is part of the reason why massage parlor
traflicking is so difficult to prosecute criminally. There are legitimate reasons why some businesses
use anonymous shell companies and there is no reason why they cannot continue to do so. But if
we are to end human trafficking in massage parlors, we must begin by lifting the veil of secrecy that
protects the criminals who profit from it.
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Who Actually Owns Massage Parlors

Polaris analysts used open-source data® to examine over 9,000 illicit massage parlors and their
networks across the country to find cwnership information.

o Of the more than 6,000 illicit massage businesses for which Polaris found business
records, only 28 percent of these illicit massage businesses have an actual person
listed on the business registration records at all.

* Only 21 percent of all the business records found for illicit massage parlors actually
specifically name the owner — although even in those cases, there is no way to know
for sure if that information is legitimate.

Why corporate transparency matters in massage parlor trafficking

Mast illicit massage parlors are part of an organized crime network. Generally, these networks
include at least one ather illicit massage parlor as well s nonrmassage venues such as nall salons,
restaurants, grocery stores, and cleaners.

Cririnal networks are necessary in large part for laundering money from the illicit massage parlors,
These businesses generally operate out in the open, paying taxes and otherwise taking steps

to avoid drawing attention to the true nature of the operation. A hallmark of an illicit massage
business s that it advertises services at significantly lower rates than is the standard. For example,
anillicit massage parlor will charge $40 for & one hour ge in & jurisdiction where a therapeuti
massage performad by a licensed massage practiioner averages between $80 and $100 an hour
Of course, the $40 advertised price is just a baseline price. The real price is negetiated and paid
based on the specific sexual act requested and performed.

A tax auditor would notice the discrepancy between what the business charges and the far higher
amount the business actually brings in. To avoid detection, the business owner spreads the
suspicious profits out to other businesses in the network.

If the businesses were all registered under the name of the person who actually owned them
— for example, “John Q. Smith,” the connections would be clear and the meney laundering
operations obvious, Because mary of the businesses are registered anonymously, as shell
companies (“Massage LLC" for example), or in the name of someone other than the actual owner,
thesa connections are oftan missed, along with the opportunity to prosecute and shut down these
human trafficking venues.

Historically, victims of massage parlor trafficking have been the main target of law enforcement
activity, while the owners of the businesses — the traffickers — fly under the radar. Typical law
enforcernent activity around illicit massage parlors has involved raids in which officers sweep into
the facility and arrest everyone on the premises. These raids are highly unlikely to net the actual
owners of the businesses, s they are rarely on site or even necessarily involved in the day-to-day
operations of the massage venues. That is left to managers (often referred to as "mamasan”), and
sometimes a manager-in-training (someone who is still primarily selling sex, but who has begun
assisting management in cortrolling victims),

Raids focusing on employees are antithetical to efforts to shut down human trafficking, First of
all, vice raids don't do much to slow profits from these busiresses. i a single venue in a criminal
retwork is shut down, the trafficker is still pulling in profits from the other venues, and can simply

gies sechion of full report at htips/ipalansary
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tranisfer the victims to another massage parlor. R

San F

victims between businesses in the network, orwithin
other networks in sharing agresments, is routine in
massage parlor trafficking. This rotation process kesps
the victims disoriented and makes them therefore easier
to control while alsa ensuning buyers at a particular
location have a steady supply of new women to choosa
from. On average, traffickers rotate victims between the
businesses every -4 weeks

The frequent amests of victims — not owners —
strengthens the traffickers hold en the women,
demonstrating their power while underdining the
vulnerability of the victims they control and rotate at
will, The traffickers routinely tell the wornen under their
contrel that they have no options for seeking assistance
once they become involved in the massage parlor
world. They are told that police see them a3 prostitutes,
not as victims, that they are considered trash, and that
o one will help them out of their situations. When the
women are then swept up in police raids, the traffickers
are proven right.

To effectvely and sustainably target massage paror
flicking, law enf: must undertake crganized
crime investigations, which focus on ownership by
looking into money laundering o tax evasion. This
would shut down antire netwaorks, meaning that the
women could nat simply be moved around until the
police interest had calmed down. Such prosscutions
would net orly punish perpetrators, but also send a
strong signal that human trafficking in massage parlors
15 no longer a low-risk, high-profit venture, as it is widely
seen today. Flipping the percaption of the rigk versus
the reward of human trafficking in these and other
venues is key to ending the proliferation of the crime.

Urfortunately, the ability of businesses to obscure
ownership and therefore network ties, makes it
ineredibly time-consuming and resource-intensive,
and imes impossible, for law enf: to

undertake such investigations.

& Rotaton can vary by geographi: regron. This Bgure 5 base
and gy

enforcemant and prosecutons between January 201

Spa
Obscures Ownership’

Shell compenies are intendad 1o make
it difficult to discover rue business
emmership, One spain San Frandisco,
CA, provides 8 good axemple of
hiow confusing a purposely obsoured
businass ceganization can ba, Tha
phane number and address for the
spa, listad on the massage parler
renviaw its RubMaps, ales balong
103 business boaring an indvidual's
namea. That businees is classifiad undar
the Standard Industrial Clessification:
Religious Crganizations (pratty
unuszal for a religicus organization
tobe linked toa spal} And itisn't the
ooy linked business. The spas phons
numbsr is also connected to ancther
basinass in Los Angeles with a name
advertising sexual products (Cessified
under Miscellaneous Retad Stores) as
will a5 a residential addiess in LA

Whils there is no Estad paint of
contact for tha shell company, the
address and phone numbser are that of
the ceiginal advertised illicit massage
businass, Tha businass nama iz also.
an ks for the name of the owner of
the (llizit mazsage businass [istad en
RubMaps. Having 2 shell company
registened at the same addeess 3san
illicit massaga business facilitatas the
mevement of illicitly gained funds, and
allows the £p8 t keap s raported
anrsal ingome undex a figure that
would rise red flags. Additionally any
incoma tha hall company aarns that
enceeds the reported anmial income
can ba passad off as donatiang, and
beruse the spa & registerad under
Religious Drganizaticns, the businass
ommers can qualify for differant tax
breaks that nemal small businesses
oo not receie,

T Keyhan, Rochelle etal, “Trafficking
in kst Massage Busanesses. " Polars,
[Jarwary 37, 2018}

onversebens between Folans and partner oty law
(See Methodaloay, p. 67 of this mpee]
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Code Enforcement and Human Trafficking in Massage Parlors

Along with organized crime investigations and g ions, the mest powerful tocls for
shutting chown massage parlor trafficking are strong state and local civil laws that regulate how
the businessas cperate. For example, laws that require massage businesses to have front-door
entrances can deter customers, who are often accustomed to frequenting illict massage parlors
with rear entrances, if they think they might be seen or noticed entering such an establishment by

others in their community.

Enacting and enforcing such laws is among the most effective ways to shut down massage parlor

trafficking and incorparation transparency is @ necessary element. It s difficult to enforce civil code
if the enforcing agency cannot identify the parsan who is actually respensible for paying a fine, or
remediating a building issue.

Also worth nathing is that effective enforcement requires that husinesses actually register that they
are, in tact, massage businesses. Today, massage parlors can — and do — register as nail salons,
modeling studios — whatever they want. This dishonest self-classification allows them to aveid
regulations that would make it difficult for them te conduct illicit business.

For example, in Houston, many illicit massage parlors registered as modeling studios until the city
rewrote its local ordinance to clase this loophole.” In particularly egregious cases, traffickers register
under unrelated industries such as religious organizations or educational institutions, making them
eligible for tax brasks.

Again, it is hard to enforce rules requiring hanest and accuracy in business registration if there is nat
8 human being respensible for the business that anycne can find and hold scoountable.
Unfortunately, even after a ity or county closes the loaphales in its ordinance, traffickers have

aptions. They can — and do — simply move ta the next town over, where the regulations are stil lax.
Preventing regulation shopping will take a concerted, nationwide effort at the state and local level.

8 Ma3sage Establshment Ordinance « Muman Trafficking Houston, (n.d ). Retneved November 12, 2017,
from hitpi//h ingh Ry
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Recommendations

Requinng transparency around business cwnership for law enforcement purposes is key to ending
traffickers’ ability to hids thair networks and cash flow.

Both state and federal laws should:

* Require businesses to register official operators and primary ownars (zka as
the beneficial owner, partner, etc), all of whom should be required to provide avalid
phone number and address and a unique identifying rumber from a non-expired LS.
passport, anor-expired U S, state identification card or drivers license, or a non-
expired passport issued by a foreign government.

Require that covered entities file annual reports of beneficial owners and
provide updates to the government within 50 days of any change in the name or other
information previously disclosed about a beneficial cwner or in the list of pecple who

are beneficial owners.

Provide state, local and federal law enforcement with direct access to this information

Imposa criminal and civil liability for failure to report bensficial cwnership information.

Hold the official operator listed on all registration records legally liable for
the business, urless it can be corfirmed that the listed operator is a victim who was
compelled to list herself a5 an operator.

The U 5. Congress is currently considering several bipartisan pieces of legislation that meet these
standards’

Pending proposals differ on how information on beneficial ownership would be collected and stored,
Options include having states collect the information or putting the responsibility on FinCen, the
Financial Cnimes Enforcement Network, a bureau of the U 5. Dapartment of the Treasury There are
pros and cons to each approach, States already have forms for corporate registration so the transition
viould be somewhat smoather, The FinCEN approach would house all the informationin a single
place, which could potentially make it easier for law enforcement to access in a timely manner,

With comprehensive federal legislation setting the standards for incorperation by which federal laws
and tax liability are applied, state and local law enf 1t investigating ge parlor trafiicking
networks will have the ability to more easily follow the maney and build streng erganized crime
cases. And most importartly, traffickers will no longer have the strong incentive of a system that
allows them to obscure their ilicit activities.

18 that meets thesa standarde includes HE
a (RNY) andd 1454, introduced 2602018 by Ser
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Executive Summary

Illicit commerce remains the lifeblood of today's bad actors, criminal organizations, and terrorist groups. A very
profitable illicit activity for many of today’s criminals and illicit networks is their involvement in the trafficking and
smuggling of counterfeit and pirated goods.

In the United States, there are enormous threats posed by counterfeits and internet pirates — impacting legitimate
commerce, markets, and financial systems, including critical national industries and local economies, placing consumers
at risk, and harming the market reputational value of American brands and companies.

The OECD and European Union Intellectual Property Office (EU IPO) estimated the value of imported fakes
worldwide at USS509 billion in 2016, or up to 3.3 percent of world trade,

Ina 2017 report by the International Chamber of Commerce's Business Action to Stop Counterfeiting and Piracy
[BASCAP) and the International Trademark Association (INTA), it is projected that the global economic value of
counterfeit and pirated goods alone will reach close to USS3 trillion by 2022. It is expected that the total
employment losses globally due to counterfeiting and piracy will rise from 2 to 2.6 million jobs lost in 2013 to 4.2
to 5.4 million jobs lost in 2022,

A recent report by Cybersecurity Ventures estimates that the financial costs from cybercrime will double from
US$3 trillion in 2015 to USS6 trillion by 2021.

From recent scandals to successful criminal prosecutions, we have gleaned sharper insights into how criminal netwaorks
evade detection and how dirty money is hidden — through the use of anonymous shell and front companies. A few
summaries of the cases outlined in this Repart's Section V include the following:

Anonymous companies have helped criminals across the United States sell in recent years several billion dollars
in fake and counterfeited luxury handbags and apparel accessories branded as Burberry, Louis Yuitton, Gucci,
Fendi, Coach, and Chanel, as well as sportswear and gear from the NFL, NBA, and MLB including Nike, Adidas,
and Under Armour, among many others.

Anonymous companies were used to import and sell to American consumers, through internet pharmacies,
counterfeit medicines from India and China worth hundreds of millions of dollars. These counterfeits included
fake versions of Arimidex, a breast cancer treatment, Lipitor, the cholesteral drug, Diovan, for high blood
pressure, and other medications such as illicit OxyContin, Percocet, Ritalin, Xanax, Valium, and NS Ambien.

Anonymous companies assisted in selling knock-off parts to the Pentagon that have cost the US military tens of
millions of dollars.

Anonymous companies helped an organized criminal network sell counterfeit cellphones and cellphone
accessories on Amazon.com and eBay.com. They also misrepresented goods worth millions of dollars as new
and genuine Apple and Samsung products.

Anonymous companies were leveraged to help criminals sell millions of dollars’ worth of counterfeit computer
anti-virus software over the internet.
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*  Anonymous companies assisted in selling Venezuelan oil, false securities, and fraudulent contractual
relationships in the United States that have cost American businesses millions of dollars.

As a direct consequence, the use of such anonymous companies impacts the economic and financial interests of US
companies and markets, as criminals and counterfeiters expand their market share of fake products across American
cities and on-line markets.

Anonymous companies crealed by criminals help lo finance the distribution of harmiful
counterfeits across the US economy that seriously harm and even kill Americans — from illicit
opicids and fake medicines, food, and alcohol to fake parts in cars and aiplanes fo
counterfeited apparel and foys that are somelimes made with deadly chemicals and toxic
materials.

There is a global trend toward transparency.

+ The United Kingdom now has a public registry that includes the names of the beneficial owners of companies
formed in the country. They have recently passed a law to require its overseas territories (i.e. Anguilla,
Bermuda, British Virgin Islands, Cayman Islands, Gibraltar, Montserrat, and Turks and Caicos Islands) to create
public registers as well.

+  The European Union has adopted new rules to require all member nations to establish public registers of
heneficial owners by 2020, In addition to the 28 members of the EU, this also effectively extends to members of
the European Economic Area (Morway, Iceland, and Liechtenstein).

+  Additional nations and jurisdictions that have enacted or are pursuing enactment of beneficial ownership

registration laws include: Afghanistan, Brazil, Costa Rica, Curacao, Dominican Republic, Ghana, Guernsey, Isle of
Man, Jersey, Nigeria, South Africa, Ukraine, and Uruguay.

Top Recommendations: End Abuse of Anonymous Shell Companies

1. Enact Legislation to Require Beneficial Ownership Disclosure

The United States Congress must pass legislation to end the abuse of anonymous shell companies by requiring the
collection of “beneficial ownership™ information — the natural person who controls the entity and has an entitlement to
the funds — at the point of corporate formation. The legislation should ensure that federal, state, and local law
enforcement agencies as well as those with anti-money laundering responsibilities in the private sector have full access
to the information. Foreign law enforcement should also have appropriate access to the beneficial ownership
information,

2. Require Beneficial Ownership Disclosure from Government Contractors

Either Congress or the administration should require bidders for federal contracts, sub-contracts, and grants to disclose
their beneficial ownership information at the time of their bids, as a means to ensure that counterfeiters, fraudsters,
sanctioned individuals, and other criminals are neither able to undercut bids from honest businesses nor receive
taxpayer money.
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l. Introduction

The global illegal economy is booming, financed by trillions of
dollars being generated every year by kleptocrats, organized
criminals, terrorists, and other threat networks. lllicit commerce
remains the lifeblood of today’s bad actors, criminal

“In too many places around the world,
criminals have built their illicit empires on
dirty money and laundered funds that are

organizations, and terrorist groups. Through dirty money used to infiltrate and corrupt government
derived from criminal activities and illicit commerce, these institutions. In this shadowy, illegal
malefactors finance their illicit empires to foment greater economy traffickers and narcotics kingpins
criminality, chaos, insecurity, and violence around the world, act as CEOs and venture capitalists to

e instability, jeopardize public health
In the United States, the threats posed by counterfeits and and safety, emaciate communities’ human

internet pirates harm legitimate commerce, markets, and
financial systems including critical national industries, regional
and local economies, and the reputational values of American
brands and companies.

capital, erode our collective security, and
destabilize fragile governments.”

These threats also put the safety and health of all Americans in
danger when criminals put counterfeit medicines, food,
automotive and airplane parts, toys, apparel, footwear, pirated
film and television content, and fast-moving consumer goods
(FMCG) into our distribution netwarks and supply chains — and Law
including pharmacies, workplaces, hospitals, schools, cars, 2 , US Department
airlines, grocery stores, restaurants, retailers, and online
marketplaces.

Director for National
& Diplomacy, Bureau of

As criminal entrepreneurs profit from American creativity and innovation and help grow the illegal economy, so also
grows the need for them to launder their illicit wealth through reinvestments into the legitimate economy, From the
recent scandals related to the Panama Papers to the successful criminal prosecutions against organized crime, the
public has gained insights into the nefarious use of anonymous companies, both foreign and domestic, for such
purposes that have further fueled corruption, fraud, organized crime, and terrorism in many parts of the world.

Left unchecked, and without urgent responses, the criminal infiltration and penetration into the American economy
imperils the integrity of public and private institutions, supply chains, businesses, communities, and the physical
welfare of people across the country.

The continued abuse of ¥ companies, financial safe havens, and US banks by corrupt officials, criminals,
counterfeiters, money launderers, and terrorists are converging harms that endanger US economic and national
security and damage American interests globally.
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Il. Background: Current Threat Landscapes

A, Dark Commerce: A Booming lllegal Economy

While there have been benefits to globalization, it has
also provided opportunities for criminals, their
supporting facilitators, and their networks to expand
their corruptive influence. The scale of illicit
operations directly impacts the US and other global
economies. The growth of the illegal economy distorts
markets, disrupts communities, and harms individual
people around the world.

“In this new world of dark commerce, which
benefits states and diverse participants, trade is
impersonal and anonymized, and vast profits are
made in short periods with limited accountability to
sellers, intermediaries, and purchasers.... [N]ew
technology, communications, and globalizations fuel

the exponential growth of dangerous forms of illegal
nl

trade.

From the coca and opium poppy fields of Colombia
and Peru, Afghanistan, and Southeast Asia to the
counterfeit producers in China, India, and Paraguay;
from arms dealers in Africa to the Free Trade Zones
(FTZs) in Panama and the United Arab Emirates (UAE);
and across illicit financial hubs throughout North
America and Europe, kleptocrats, drug cartels, criminal
syndicates, and terrorist networks launder and move
their dirty money through the US and global financial
system.” They also navigate trade superhighways that meet an insatiable demand for narcotics, contraband, and an
array of illicit goods that meet consumers' appetites and serve thriving illicit markets around the world.

Figure 1: Estimated Global llegal Trade, Corruption, and licit Markets.?

CRIMES Estimated Annual Dollar Value

Money Laundering

Transnational Crime

Bribery

Narcotics Trafficking
Counterfeited and Pirated Products
Environmental Crime

At least $2.6 trillion

|between 2 and 5 percent of world GDP)
$1.6 trillion to $2.2 trillion
Significant portion of 51 trillion
$750 billion to 51 trillion

| $500 billion to $1 trillion

$91 billion to $258 billion

(illegal wildlife trade, logging, IUU Fishing, trade
in CFCs, and toxic waste)

Up to $150 billion
$40 to $50 billion
$12 to 548 billion

Source: World Economic Forum, World Bank, UNODC, OECD, ILO, GFI
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The most alarming part of today’s dark commerce s not only the staggering amount of illicit wealth that is being
created®, but the growth rate of illicit trade. A 2017 joint study commissioned by the International Trademark
Association (INTA) and the International Chamber of Commerce's Business Action to Stop Counterfeiting and Piracy
(BASCAP) found that the market for counterfeit and pirated goads is expected to double within five years.®

Determining the scale of both the illicit trade and the amount of money that is being laundered and hidden behind
anonymous companies is a complex exercise. Specific data sets are generally only snapshots of any given period of
time. However, according to the World Economic Forum (WEF), the global value of illicit trade and transnational
criminal activities is estimated at between 8 percent to 15 percent of Gross Domestic Product (GDP).®

According to the World Economic Forum (WEF), the global value of illicit trade and
{ransnational criminal activilies is estimated at between 8 percent to 15 percent of Gross
Domeslic Product (GDP).”

In 2017, the World Bank projected the World's GDP at US580 trillion Even if we take the conservative 8 percent
estimate from above, it is fair to assume that today's global illicit markets generate several trillions of dollars every
year for transnational criminal arganizations, complicit corrupt facilitators, and other illicit networks. The types of
criminal activities involve the trafficking of narcotics, arms, humans, counterfeit and pirated goods, and illegal tobacco
and alcohal; illegally-harvested timber, wildlife, and fish; pillaged oil, diamonds, gold, and other natural resources and
precious minerals; stolen antiquities; pirated film and television content; and other illicit commodities and
contraband.?

Corruption and money laundering currently provide several trillions of dollars to the global illegal economy that enable
illicit networks to corrupt critical institutions and enforcement systems, undermining the rule of law and exacerbating
an already dire security situation in many parts of the world.

Ina March 2019 report by the Organization for Economic Cooperation and Development's (OECD) Task Force on
Countering lllicit Trade, “Trends in Trade in Counterfeit and Pirated Goods”, the OECD and European Union Intellectual
Property Office (EUIPO] estimated the value of imported fakes worldwide at US3509 billion in 2016, or up to 3.3
percent of the global trade in goods.”

The OECD and European Union Intellectual Property Office (EUIPO) estimated the value

of imported fakes worldwide at US$509 billion in 2016, or up to 3.3 percent of the global
trade in goods.”
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Figure 2: Main Producers and Transit Points for Fake Goods.”

Main producers
and transit points
for fake goods.

T peobabilty for produeing ke s basad

O report,

Source: Trends in Trade in Counterfeit and Pirated Goods, OECD & EUIPO 2019

Of this US5509 billion in imported fakes worldwide, the top 10 product categories (See Figure 4) in terms of values of
fakes in trade were: electronics & electrical equipment (US$138bn}; jewelry (US$49.8bn); optical, photographic &
medical equipment (LUS526.7bn); clothing & textile fabrics (USS$24.8bn); footwear (US$13.9bn); toys (USS11.8bn);
foodstuff (USS6.1bn); leather, handbags (US$8.5bn); perfumery and cosmetics (US$5.4bn}; and watches (US$4.2bn).*

The joint analyses by the OECD and EUIPO showed that China is the top producer of counterfeit goods in nine out of
ten product categories, while Hong Kong (China), Singapore, and the United Arab Emirates are global transit hubs for
the trade in counterfeit goods (See Figure 2).¢

Brands suffering the most from counterfeiting were largely from OECD and EU member countries with US companies
at the top of the list (See Figure 3).°

Brands suffering the most from counterfeiting were largely from OECD and EU member
countries with US companies at the fop of the list ™
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Figure 3: Countries Hit Hardest by Trade in Foke
Goods 2016.77
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Figure 4: Top Industries Hit by Trade in Fake Goods
2016.%
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Building on the work of the OECD Task Force, the 2017 joint report by BASCAP and the INTA, it is projected that the
global economic value of counterfeit and pirated goods alone will reach close to US53 trillion by 2022 (See Figure 5).1*

Itis estimated that the total economic and social costs due to counterfeiting and piracy worldwide stood at US$737
billion to US$898 billion in 2013 and are expected to rise to US$1.54 trillion to US$1.87 trillion by 2022, suggesting an
approximate increase of 108 percent (See Figure 5).%°

The total economic and sociol costs due to counterfeiting and piracy worldwide stood ot US3737
billion to US5898 billion in 2013 and are expected to rise to US51.54 trillion to USS1.87 trillion by

2022, suggesting an approximate increase of 108 percent. ]

Itis also expected that the total employment losses globally due to counterfeiting and piracy will rise from 2 to 2.6
million jobs lost in 2013 to 4.2 to 5.4 million jobs lost in 2022 (See Figure 5).%
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Figure 5: The Economic Impacts of Counterfeiting and Piracy.”
THE ECONOMIC IMPACTS OF
COUNTERFEITING AND PIRACY
2013 2022 (forecast)
-_;-Iﬁ': Value of counterfeit and US $1.13 trillion US $2.81 trillion
C@i&  pirated goods. €882.6 billion €2,194.7 billion
I Displacement of legitimate US $597 billion US $1,244 billion
i I economic activity. €449.6 billion £938.8 billion
@ US $898 billion US $1,870 billion
Wider economic and social costs. €676.2 billion €1,408.2 billion
'ﬂ Employment losses. 2.6 million 5.4 million
o INTA et
Source: The Economic Impacts of Counterfeiting and Piracy. A report prepared for BASCAP and INTA by Frontier Economics.
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B. The Growing Threat of llicit Markets Concerning Counterfeit and Pirated Goods

Asin other parts of the world, dangerous contraband and
counterfeits exact a heavy toll on the safety and health of
Americans.

The use of such anonymous companies impacts the economic
and financial interests of US businesses and markets, as criminals
and counterfeiters expand their market share of fake products
across American cities and online markets. ® While tens of
millions of fakes do real damage to companies financially, tens of
thousands of fakes have caused grave physical and health
injuries to countless American citizens — and many more
globally. In the process of laundering illicit funds, opague
corporate vehicles have helped to inflate real estate prices and
hollow out neighbarhoods, hurting local businesses and forcing
working families to live farther away from their jobs.®®

Illegal gaods such as illicit apioids, ilegally mislabeled or
contaminated “fake” foods” (e.g. Italian olives painted with
copper sulphate solution, Sudanese sugar tainted with fertilizer,
or chemically-doused seafood), falsified medicines, and toxic
goods are harming and killing tens of thousands of people every
year

“Criminals and terrorists have always used
anonymous shell companies to finance their
operations, because they never have to
disclose who actually owns these shell
companies. There is no way for law
enforcement to figure out who is involved in
the transaction conducted by a shell
company. Law enforcement tells me that

whenever they're following the money in an
investigation, they always hit a dead end at
an anonymous shell company. They can't
figure out who is behind it so they can't
follow the money any further.”**

olyn B. Maloney
s 12th Congressional

The alarming rise in fake products is occurring in a range of industries: from consumer goods that have an impact on
public health and safety (such as pharmaceuticals, food and drink, medical equipment, or toys), to intermediary
products (such as machines, spare parts, or chemicals), to luxury items (such as fashion apparel or deluxe watches).”

Counterfeit medicines alone destroy the lives of adults and children seeking to treat malaria, tuberculosis, heart
disease, and other medical conditions. In many of these cases, the fakes either did not contain the right medicinal
ingredients or, in other instances, contained high levels of impurities, contaminants, and poisonous chemicals.

Reporting has also shown how online pharmacies are a growing threat. According to the World Health Organization
(WHQ), more than 50 percent of the medicines purchased over the intermet from illegal sites that conceal their
physical addresses are counterfeits,* Such e-commerce provides criminals the opportunity to easily sell these
counterfeit medicines to innocent consumers, without subjecting themselves to any enforcement risks.

o over the in

5568 dfe
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Unsuspecting consumers can also find themselves at risk for malware from accessing pirated film and television
content. According to 2018 data from Carnegie Mellon University, more time spent on sites with infringing content led
to an increase in malware on users’ computers, Researchers noted, in particular, that the doubling of a user’s time on
an infringing site accounted for a 20 percent increase in total malware files and a 20 percent increase in malware files
after remaving potential adware.® Without question, malware's effects on consumers and the US economy are vast,
including: identity theft, credit card fraud, spam emails, and DDaS attacks.™

The risk to consumers has also grown as piracy activities evolve. An April 2019 report from the Digital Citizens Alliance
found that growing use of “illicit devices" to stream pirated film and television content brought malware to
consumers’ doorsteps. Of a DCA survey of 2,073 Americans, 44 percent of respondents that reported using sucha
device in their home had an issue with malware in the prior 18 months *

The Trump Administration continues to work with the US Congress and a diversity of market stakeholders and
communities at the federal, state, and local levels on intellectual property policy, enforcement and protection issues,
In advancing future strategies for action, the Trump Administration is committed to promote a robust intellectual
property environment that “reduces counterfeiting, copyright piracy, trade secret theft, and patent infringement, and
that provides government agencies, rights holders, and other stakeholders with effective legal tools for addressing
these illicit activities,"*

“We will stand up to any country that unlawfully forces American companies fo transfer thelr
valuable fechnology as a condition of market access. We will combat the counterfeiting and
piracy that destroys American jobs, we w
form the foundation of responsible commerce. ™

& the nules of fair and reciprocal trade that

President Donald J. Trump

The OECD has conducted numerous, quantitative national case studies on the trade in counterfeits that infringe
intellectual property rights of right holders from a given country. These national case studies have provided
policymakers not only with reliable, evidence-based information on the overall threat to an econamy, but also about
its pernicious effects on lost industry profits, tax revenues, and jobs in the analyzed country.

Over the past year, there have been efforts to encourage the US government to work with the OECD on a possible
national case study that can help inform numerous diverse communities and market stakeholders on the existing and
future harms of counterfeit and pirated goods to American innovation, the health and safety of the American people,
harms to US companies and industries, and the security impacts to the American homeland and national interests
OVerseas.
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C. Free Trade Zones (FTZs): llicit Hubs for Dark Commerce and Hiding Dirty Money

Free Trade Zones can have a catalytic effect on economies, including attracting Foreign Direct Investment and helping
to expand economic growth, But in too many parts of the world, FTZs are also exploited on a daily basis by some to
facilitate illicit activities that produce broader market reputational harm and put the physical security of many
communities in danger (See Figure 6).%

Figure 6: Commanly Identified Forms of Criminality in Free Trade Zones.*®

Commonly dentified forms of riminality in Free Trade Zones

Smugging. I

Narcotics trafficking I —
Counterfeiting and piracy [E———
Organised crime [—
Fraud [—

Corruption and bribery I
Human trafficking I
Terrorism and terrorist finance [N

] 1 1 3 4 5 L] 7 L] 9 o

Source: FATF, 2010-in OECD Governance Frameworks to Counter llicit Trade (2018)

For example, as reported by the US State Department in the 2018 Country Reports on Terrarism, the free trade zones
in Panama and the Tri-Border Area of Argentina, Brazil, and Paraguay remained regional nodes for money laundering
and were vulnerable to terrorist financing. ™

Ilicit trade and associated webs of corruption and criminality in one FTZ can have serious ripple effects in other FTZs
all around the world. Such connectivity and canvergence between the world's various free trade zanes help to create a
bigger cross-border threat, as various reports have underscored * For example, payments for counterfeit products
being trafficked through the United Arab Emirates from China and on to Africa and Europe may eventually wind up in
Panama where they then — through anonymous shell companies — help to fund other types of illegal activity, be it
more llicit trade, other forms of criminality, or terrorist attacks.*
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“We must elevate our international efforts across borders to fight illicit trade, A global problem requires
a global solution. We continue to support comprehensive anti-illicit trade strategies that focus on more
effective law enforcement, actionable intelligence, information-sharing, and public-private partnerships
to disrupt black markets and illicit trade flows. Yet even this is not enough. To truly make progress
against these criminal enterprises, we must also have stronger legal frameworks to enhance transparency

and target the illicitly obtained funds. Anonymous shell companies and unregulated free trade zones
serve as vehicles to hide and launder money. They enable criminals to further profit from the booming
global illegal economy, destabilizing communities and hindering foreign investment across the globe. It is

na2

time to close these criminal loopholes and fix the problem.

President, lllicit Trade Prevention, Philip Morris International

D. Counterfeits Exploding in Cyberspace and Online Marketplaces

The success of Amazon, Alibaba, E-Bay, and many other innovative, internet marketplaces has led to an explosion of
millions of online stores.”® However, a5 the saying goes: "if you can make it, they can fake it.” Shutting an online store
that is selling counterfeit products typically leads to criminals opening a new one within hours.* This problem is often
exacerbated by e-commerce platforms’ reticence to verify sellers’ identities combined with the ease and speed with
which criminals can form new anonymous companies to evade detection. Intellectual property theft is a serious crime
that is getting worse every day due to the fast-growing online markets around the world.*

The expansion of internet shopping and cybercrime presents a growing threat to companies and consumers alike. E-
commerce sales of an array of counterfeit products are distributed through internet, social media websites, and
search engines, where there can be hundreds of millions of counterfeit listings online on a daily basis.*

Arecent report by Cybersecurity Ventures estimates that the financial costs from cybercrime will double from US53
trillion in 2015 to US$6 trillion by 2021.% This report also predicts that there will be 6 billion internet users by 2022
(75 percent of the projected world population of 8 billion) and more than 7.5 billion internet users by 2030 (90 percent
of the projected world population of 8.5 hillion, 6 years of age and older).*

When ane couples these statistics with the fact that the global illegal economy is booming and that cybercrime is
exploding, one has to be incredibly concerned about the massive convergence threats in the future related to the
nexus between cybercrime and intellectual property infringement.
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E. Convergence Crime and Money Laundering Help Multiply Transnational Threats

What happens in one market impacts many others. One illicit threat spawns many other harms. No country, no region,
no community is untouched by the corruptive influence of global crime, exploitative bad actors, and illicit networks. As
threat multipliers, such converging threats metastasize and imperil broader economic and national security objectives.

This is certainky the case with regard to the use and exploitation of anonymous companies by today’s criminals and
counterfeiters. As illustrated by the revelations in the 2016 Panama Papers and 2017 Paradise Papers, anonymous
companies help finance other crimes and hide the illicit proceeds.®

What happened in Panama’s financial safe havens has had a ripple effect in other markets and “makes the business of
offshore accounts into a sort of global shell game” * US Senator Marco Rubio, chairman of a Senate subcommittee
that covers transnational crime, noted that anonymous shell companies hurt Americans as criminals fly under the
radar of law enforcement and reinvest their dirty monies in real estate,”

Unfortunately, without making the fight against anonymous companies a higher priority and requiring the disclosure
of beneficial hip information, current regulatory and legal regimes do not provide the necessary tools for US
law enforcement agencies to track, trace, and seize hidden illicit proceeds either within the country, or in other
jurisdictions that have a direct harm to American businesses and citizens.

To win the fight against illicit trade, including combatting sophisticated criminal networks and the counterfeit goods
that they introduce to the marketplace, we must close the gaps in current laws that enable anonymous
incorporation.*

“Like any Internet-based venture, the operations of a website dedicated to enabling or promoting online
copyright theft would not be possible without the use of a wide spectrum of supporting services.
Combating systematic online infringement of copyright requires the active cooperation of all participants
in the e-commerce ecosystem, including online advertising players (advertisers, ad agencies, ad networks,
and the providers of advertising placement and related services); payment processors; hosting providers
(including reverse proxy providers and related optimization services); domain name registrars and
registries; and search engines. As entities with a direct stake in a secure and stable Internet, and in the

healthy growth of e-commerce (including e-commerce in products and services protected by copyright),
cooperation against threats to that security, stability and health is part of a sound business strategy for all
Internet intermediaries. Governments in many countries should be doing much more than they are
currently to foster and encourage such cooperation, and the development of best practices to advance
the common goal of a safer, cleaner online marketplace.”*

— Steven J. Metalilz, Intemational Intellectual Property Alliance
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lll. US Law Enforcement Concerned About the Challenges of
Organized Crime Using Anonymous Companies

Kenneth A. Blanco, Director, Financial Crimes Enforcement Network (FinCEN), US Department of the Treasury:

"The misuse of legal entities to disguise illicit activity has been a key vulnerability in the US financial
system, Carporate structures have facilitated anonymous access to the financial system for criminal activity
and terrorism. Narcotraffickers, proliferation financiers, money launderers, terrorists and other criminals
have been able to establish shell companies, which then use accounts at financial institutions, directly or
indirectly, without ever having to reveal who ultimately is behind the transactions being facilitated. This
has made it difficult for law enforcement to pursue investigative leads, and for financial intelligence units
to produce those leads in the first instance. And, just as important, this has made it difficult for financial
institutions to apply effective risk-based AML programs.”™

M. Kendall Day, Acting Deputy Assistant Attorney General, US Department of Justice:

"The pervasive use of front companies, shell companies, nominees, or other means to conceal the true
beneficial owners of assets is one of the greatest loopholes in this country’s AML regime. Indeed, the
Financial Action Task Force (FATF), the inter-governmental body responsible for developing and promoting
policies to protect the global financial system against money laundering and other threats, highlighted this
issue as one of the most critical gaps in the United States compliance with FATF standards in its most recent
evaluation. FATF noted that the lack of beneficial ownership information can significantly slow investigations
because determining the true ownership of bank accounts and other assets often requires that law
enforcement undertake a time-consuming and resource-intensive process. For example, investigators may
need grand jury subpoenas, witness interviews, or foreign legal assistance to unveil the true ownership
structure of shell or front companies associated with serious criminal conduct.”*

Steven D'Antuono, Section Chief, Financial Crimes Section, Federal Bureau of Investigation (FBI):

“Under our existing regime, corporate structures are formed pursuant to state-level registration
requirements, and while states require varying levels of information on the officers, directors, and managers,
none requires information regarding the identity of individuals who ultimately own or control legal entities -
also known as beneficial ownership - upon formation of these entities... Criminals exploit these gaps for their
illicit purposes, often seeking to mask the nature, purpose, or ownership of their accounts and the sources of
their income through the use of front companies, shell companies, or nominee accounts... [The lack of an
obligation to collect beneficial ownership information at the time of company formation is a significant gap.
More effective legal frameworks are needed to ensure that criminals cannot hide behind nominees, shell
corporations, and other legal structures to frustrate law enforcement, including stronger laws that target
individuals who seek to mask the ownership of accounts and sources of funds.” %
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Cyrus R. Vance Jr,, New York County District Attorney:

"[0]btaining data on financial transactions can be challenging because our country’s lax incorporation laws
make it easy for criminals to hide money behind anonymous shell companies and launder it through US and
foreign banks and their branches. It is almost a certainty that, at this very moment, a human trafficker,
terrorist cell, drug cartel, or [3] corrupt government official is using an y US shell corporation to
finance illicit activities. On a near-daily basis we encounter a company or network of companies involved in
suspicious activity, but we are unable to glean who is actually controlling and benefiting from those entities,
and from their illicit activity. In other words, we cannot identify the criminal because the criminal has used
layers of shell companies to frustrate investigators and protect himself from prosecution.”®”

Dominick L. Stokes, Vice President for Legislative Affairs, Federal Law Enforcement Officers Association (FLEQA):

"Suspected terrorists, drug trafficking organizations and other criminal enterprises continue to exploit the
anonymity afforded to them through the current corporate filing process in a few states. Hiding behind a
registered agent, these criminals are able to incorporate without disclosing who the beneficial owners are for
their company(s). This enables them to establish corporate flow — through entities, otherwise known as “shell
companies,” to facilitate money laundering and narcoterrorist financing. Even through the due process of
proper service of a court order, law enforcement officers are unable to determine who the beneficial owners
are of these entities. This has to stop. While we fully recognize and respect the privacy concerns of law
abiding citizens, we need to install a baseline of checks and balances to deter the criminal exploitation of our
corporate filing process.™
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IV. How It Works: Laundering Money Through Anonymous Shell
Companies

It has become evident that the anonymaous company structure is being abused regularly, if not daily. Anonymous
companies are exploited by an array of criminals, rogue states, and terrorists to both launder funds from illicit markets
to licit ones and mask the true beneficial owners of these corporate structures.*

In illicit financial centers that function as offshore hubs of secrecy, professional service facilitators — accountants,
incorporators, lawyers, and others — help criminals, corrupt officials, and other bad actors create anonymous
companies and other legal structures to hide their funds, launder them into the international banking system, and
reinvest them into legitimate commerce and investments.

The International Monetary Fund (IMF) has estimated that money laundering constitutes approximately 2 to 5 percent
of the world's grass domestic product (GDP) each year, or approximately USS1.5 trillion to US$3.7 trillion in 2015.%

However, to more fully understand the array of harms that anonymous companies can cause in the United States and
many other countries, we must first understand how money laundering works at the operational level.

Money laundering is an art form and process by which criminals “disguise the original ownership and control of the
proceeds of criminal conduct” by making such criminal proceeds appear to have been "derived from a legitimate
source” instead of their illegal origin.®! In other words, it is the dirty money obtained through an illegal or criminal
activity that is then processed through and integrated into the legal monetary market.

According to the United Nations Office on Drugs and Crime (UNODC), money laundering is a dynamic three-stage
process (See Figure 7). The International
Compliance Association (ICA) provides a

similar framework.* They both agree that
the stages are: PLACEMENT - LAYERING

¢ [} “‘f;}
«  Placement, the stage at which A _Il
criminally derived funds are ! o WREEL,

Figure 7: A Typical Money Laundering Scheme.®
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the legitimate economy via

purchases of real property or luxury [ Source: United Nations Office on Drugs and Crime {UNODC)
assets and an array of investments.
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According to the US Treasury Department, there are multiple ways to approach each stage to make dirty money appear
legal % Within the placement stage, some options allow the illicit funds to be introduced (or “placed”) into the financial
system through cash deposits, monetary instruments (money orders, value cards, checks), or through casinos.™ The
layering stage is the most elaborate, where money launderers may maove “funds electronically from one country to
another” through a series of complex illicit-licit financial transactions using multiple overseas accounts and anonymaous
corporate structures to conceal the illegal source of the funds and elude detection, including through “payments of
goods or services, thus giving them a legitimate appearance™® The final stage “integration” is then utilized to
reintroduce the funds back into the legal economy, and to provide the "clean” cash or value back to the criminal. Such
funds are frequently used to buy real property, artwork, yachts, jewelry, vehicles, or other assets,”

Money laundering is often difficult to detect due to opaque corporate vehicles that are manipulated and exploited by
criminals to hide their dirty money.

These anonymous companies facilitate money laundering through the lack of transparency of beneficial ownership
infarmation.* The lack of information can be used to disguise the identity of known or suspected criminals, the real
purpose of an account or property held by a corporate vehicle, or the source or use of funds or property associated with
a corporate vehicle.””

A good example of cleaning dirty money, disguising and laundering it, is through trade-based money laundering (TBML).
TBML is increasingly leveraged by criminals to launder money, transfer or move value, and avoid paying the requisite
tax on goods by under- or over-invoicing the value of goods.™ In fact, in examining 2013 US trade data, Dr. John
Zdanowicz, 2 TBML expert, estimated that 6 to 9 percent of overall US trade is “tainted by customs fraud and perhaps
trade-based money laundering."™

In its 2015 National Money Laundering Risk Assessment, the US Department of the Treasury estimated that about
US5300 billion in illegally-concealed proceeds is generated annually in the United States alone.™ That maney comes
from many sources, including fraud, narcotics-trafficking, international organized crime, foreign corruption and
kleptocracy, trade-based money laundering, and other criminal activities.

The Financial Action Task Force (FATF) recently noted in their Mutual Evaluation Report of the United States, regarding
Recommendation 24 - transparency and beneficial ownership of legal persons - that the US was non-compliant
because it does not require disclosure of beneficial ownership information when a company is formed.™

“Anonymous shell companies have been implicated in a myriad of schemes to launder the proceeds of

criminal activity and defraud legitimate businesses and governments around the world. New rules to
combat illicit finance have been enacted in many countries but the US does not require the collection
of beneficial ownership information.”

nd CEC e;
, Chairman and CEQ, The Dow Chemical Group;
Frangois-Henri Pinaul, and Chairman of the Board of Directors, Kering Group; and
Paul Polman, CEQ, Unilever
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V. Case Studies: Anonymous Companies and lllicit Commerce

Clear and Present Dangers to Americans

Most states within the United States remain open to criminals that want to incorporate an anonymous shell company
to hide illicit profits.™ Under many state entity formation laws in the United States, the real owners of companies are
not required to be disclosed, thus enabling corporate anonymity. It was recently reported that it requires less
infarmation to incorporate an anonymous shell company in the United States than is necessary to obtain a library card
- where one provides “far more personal information to a state” than to create a company.”

QObscured Beneficial O hip: Increasingly, sophisticated criminals seek access to the US financial system by
masking the nature, purpose, or ownership of their accounts and the sources of their income through the use of
front companies, shell companies, or nominee accounts with unknown beneficial owners, Front companies typically
combine illicit proceeds with lawful proceeds from legitimate business operations, obscuring the source, awnership,
and control of the illegal funds. Shell companies typically have no physical operations or assets, and may be used
only to hold property rights or financial assets. Nominee-held “funnel accounts™ may be used to make structured
deposits in multiple geographic locations and corresponding structured withdrawals in other locations. All of these
methods obscure the true owners and sources of funds.™

Source: Federal Bureau of Investigation (FBI)

Over the years, US law enforcement agencies have indicted and prosecuted numerous criminals and counterfeiters for
conspiracies to traffic and smuggle counterfeited and pirated goods into the United States for sale on streets across
America, the black market, or on the internet and of laundering for their dirty monies through the US financial system.
Through a combination of prolonged and difficult investigations, whistleblowers, and — on accasion — luck, the
following are a sample of counterfeit and piracy cases that have come to light.

Anonymous companies helped an organized criminal network in @ multi-million-dollar counterfeit celiphone
scheme

In 2018, ten individuals were indicted in the Federal District of Idaho over a multi-million-dollar fraudulent scheme
selling counterfeit cellphones and cellphone accessories that were misrepresented as new and genuine Apple and
Samsung products an Amazon.com and eBay.com.” The counterfeit cellphanes and cellphone accessories were
obtained in bulk from manufacturers in Hong Kong, repackaged in Idaho, and then individually resold to consumers
online as genuine and new.®

Anonymous companies helped an organized criminal netwark import US5300 miflion in Juxury counterfeited
goods

In 2014, several Chinese and US-based individuals pleaded guilty to profiting from the trafficking of counterfeit goods
through a series of shell companies based in the United States and Hong Kong.™ Fram August 2008 through February
2012, convicted criminals conspired to run an international counterfeit goods smuggling and distribution operation by
importing hundreds of containers of counterfeit goods, primarily handbags, footwear, and perfume from China into
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the United States.® These goods - including counterfeit Nike sneakers and UGG boots; Louis Vuitton, Coach, and
Gucei handbags; and cigarettes, among other items - if legitimate, would have had a retail value of more than US5300
million. The conspirators sought help inimporting counterfeit goods into the United States and used a corporation to
import the goods through Port Newark-Elizabeth Marine Terminal in Elizabeth, New Jersey. This corporation was
actually a front company set up by law enforcement to act as an importer. The conspiraters imported the counterfeit
goods using fraudulent customs paperwork, which, among other things, falsely declared the goods within the
containers. To hide the origin of the profits from the sale of fake goods, some of the conspirators laundered the
praceeds of counterfeit goods trafficking, the sale of narcotics, and illegal gambling activity through bank accounts
opened in China, the United States, and elsewhere ®

Anonymous companies helped criminals sell USS100 million worth of fake luxury handbogs ond opparel
accessories in one of the largest counterfeiting luxury goods cases in US history with criminal associates that
sympathized with terrorist groups

In 2010, criminals from a large organized illicit network were convicted in Virginia by a jury in one of the largest
counterfeit goods prosecutions in US history.®* Defendants were convicted of importing from China more than
300,000 fake luxury handbags and wallets worth more than U5$100 million, bearing counterfeit trademarks including
those of Burberry, Louis Vuitton, Gucci, Fendi, Coach, Chanel, and other luxury brands.® In laundering the proceeds,
these criminals created 13 anonymous shell companies shifting money from one entity to another to delay
detection.® According to the indictment, the eriminals “engaged in a corporate shell game whereby they would
import counterfeit lukury goods in the name of different corporations using different names. If customs authorities in
2 Us port identified one of their corporations as an importer of counterfeit luxury goods, [the criminals] would
continue to import such goods in the same port under a different corporate name. [The criminals] would shift from
one shell corporation ta another to facilitate their conspiracy to import counterfeit luxury goods."" This particular
Asian criminal syndicate partnered with at least eight manufacturing plants in China to import and traffic in these
counterfeit luxury goods, which were also supplied to smaller operators including some controlled by Hezbollah and
Hamas sympathizers.®

According to the indictment, the criminals “engaged in a corporate shell game whereby
they would import counterfeit luxury goods in the name of different corporations using
different names. If customs authorifies in a US port id 1 one of their corporations as
an importer of counterfeit luxury goods, (the criminals] would continue to import such goods
in the same port under a different corporate name. [The criminals] would shift from one
shell corporation fo another to facilitate their conspiracy to impart counterfeit luxury goods.”

Anonymous companies helped criminals evade USS34M in tobacco taxes

A three-year investigation exposed systematic and widespread fraud and tax evasion in the distribution of some
tobacco products in California. To evade taxes and undercut their competitors (honest, law-abiding companies), illicit
distributors set up businesses outside of California, then smuggled tobacco into California using anonymaous shell
companies to receive the products, false documents to understate the amount of tobacco received, and untraceable
cash sales to transfer money.”
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Anonymous companies assisted in selling counterfeit ports to the Pentagon

In 2011, US government agencies awarded 93 contracts worth over US51.6 million (90 percent from DOD) to
individuals that defrauded the Department of Defense. An investigation revealed that Eagle Logistic Solutions and
Eagle Logistics Aerospace, two anonymous Wyoming companies registered at the same address, won four contracts
worth more than US$50,000, and sold knock-off parts to the Pentagon. In one case, the government found that the
firms “knowingly supplied air and fluid-filtering kits for military tractor-trailers between 2001 and 2005 that were
reverse-engineered in Turkey to look like they were made by Parker Hannifin, the required manufacturer.”*

Anonymous companies assisted in enabling convicted criminals to defraud the US Army on government
contracts

In 2010, several Missouri-based individuals created a shell company to win bids to procure telecommunications and
networking equipment for the US Department of Defense (DOD). Instead of providing legitimate equipment to the
DOD, this shell company supplied counterfeit products.® Convicted criminals defrauded the US Government ina US$1
million wire fraud scheme to sell counterfeit and modified computer equipment to the US Army.* After receiving a
contract from the Army, Missouri Office Systems and Supplies, Inc. (MOSS) conspired with PRM Technology
Equipment LLC, incorporated in North Carolina, to procure and provide more than USS1 million worth of counterfeit
computer products from Hong Kong and China and Cisco products that were used and modified post-manufacture,
outside of Cisco’s authorized distribution channels. The counterfeits were in turn delivered to the US Army Recreation
Machine Program (ARMP).**

Anonymous companies ossisted in financing an illicit trade in misbranded food that endangered consumers

In 2017, numerous criminals were indicted for willfully trafficking in counterfeit goods and conspiracy to commit
criminal copyright infringement and to introduce 3.7 million bottles of misbranded counterfeit 5-Hour ENERGY into
interstate commerce. These unsafe counterfeits put millions of users of this consumer product at risk by
endangering their health and safety. Defendants’ company Tradeway International Inc., which was doing business as
Baja Exporting, LLC in California, sold the counterfeit-labelled product throughout the United States. These

[ feits were factured using an itary facility, ined day workers, and mixed unregulated
ingredients in vats in an attempt to mimic the real 5-Hour ENERGY products.

Ananymous companies assisted in selling Venezuelan oil, false securities, and fraudulent contractual
relationships in the United States

In July 2018, the United States Attorney's Office for the Southern District of Florida indicted 8 individuals with
conspiracy to commit criminal racketeering related to a US51.2 billion international scheme to launder funds
embezzled from Venezuelan state-owned oil company, Petroleos de Venezuela, S.A. [PDVSA).* Numerous
anonymous companies incorporated in the United States were complicit and involved in laundering fraudulent
transactions involving the sale of false securities, the sale of high-end real estate, and fraudulent contractual
relationships.”

Anonymous companies assisted in the importation and sole of counterfeit medicines from both India and Ching
to Americon citizens ond the transfer of funds from their sole through an internet global pharmacy and other
illicit commuodities that transited through Free Trade Zones

Online pharmacy pioneer, Andrew Strempler, was sentenced to 4 years for conspiracy to commit mail fraud after an
investigation by the Food and Drug Administration (FDA) found that his internet pharmacy business, RX-North, had
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sold counterfeit medicines to American consumers including fake versions of Arimidex, a breast cancer treatment,
Lipitar, the cholesteral drug, and Diovan for high blood pressure

Anonymaous companies assisted in the distribution of USS100 million worth of counterfeit Schedule If, Iff, and IV
controfled substances to internet customers throughout the United States

From March 2009 to April 2012, Muhammad Aijaz Sarfraz and his co-conspirators operated numerous illegal websites
through which they undertook an international counterfeit drug and criminal money laundering operation.® The
counterfeit pills included popular prescription medications such as OxyContin, Percocet, Adderall, Ritalin,
Hydrocodane, Xanax, Valium, Ambien, and others.™ The counterfeit drugs, which were generally manufactured in
China, Singapore, Malaysia, India, Pakistan, and Hong Kong, often contained incorrect active pharmaceutical
ingredients or the wrong quantity and dosage strength of those substances. Sarfraz and other conspirators moved
their criminally-derived proceeds through a network of banks and shell companies. !

Anonymous companies leveraged to help criminals sell millions of doflars’ worth of counterfeit computer anti-
virus software over the internet

In June 2011, US authorities seized nearly US515 million from a Swiss bank account belonging to fugitive
Shaileshkumar "Sam" Jain, who had fled the United States following his indictment in 2008 on federal charges for
trafficking and selling millions of dollars’ worth of counterfeited Symantec computer goods on various fraudulent
internet websites.™™ “To hide the proceeds fram his criminal activities, Jain established shell corporations [in the
United States] and overseas and opened bank and investment accounts in the United States, Uruguay and
Switzerland,” according to US law enforcement.”®

transnational criminal network based in Colorado leveroged mare than 20 anonymous shell companies to
finance o globol illicit counterfeiting ring

In 2017, a Colorado police officer and other criminal defendants were convicted of racketeering, maney laundering,
and conspiracy for llegally selling counterfeit NFL sports merchandise of the Denver Broncos and other professional
and college teams thraughout the country, * According to US law enforcement officials, the group had imported the
fake merchandise from known counterfeiters and exporters located in Hong Kong and mainland China.'™ David A.
Thompson, special agent in charge of H5l in Denver, stated that, “This investigation uncovered hundreds of thousands
of dollars in money wired to China to finance these counterfeit products and more than 20 shell companies furthering
this illegal activity. "™

Ananymous companies provide a conduit far criminal networks in West Africa to sell stolen oil internationally
and escape accountability

A report by the London-based think tank Chatham House found that proceeds of stolen oil — and the oil itself — move
through anonymous companies to escape accountability. As reported in The Economist, "Profits are laundered abroad
in financial hubs, including New York, London, Geneva and Singapore. Money is smuggled in cash via middlemen and
deposited in shell companies and tax havens... Some of the proceeds—and stolen oil—end up in the Balkans, Brazil,
China, Indonesia, Singapare, Thailand, the United States and other parts of west Africa.””
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VI. Global Trends in Incorporation Transparency

Around the world, more countries are realizing the looming threats
posed by the infiltration of illicit financial flows that empower
adversaries and undermine the legitimate economy.'® In the process

“| do believe generally [that the
Corporate Transparency Act is] headed

of confronting the deluge of dirty money into their economies, in the right direction, and | appreciate
numerous jurisdictions are legislating new policies to require [Rep. Carolyn Maloney's] work on this,
corparate entities to disclose the true owners (a.k.a. beneficial I hope t omething that, ona
owners) who ultimately control an entity and have entitlement tothe  JEIVEIGEELLEHERITLELFLS

funds 1 accomplished.

Unfortunately, the United States remains a top destination for
creating anonymous companies for hiding all sorts of assets and
monies.** A 2014 report by scholars at the University of Texas-
Austin, Brigham Young University, and Griffith University noted that
the United States was the easiest jurisdiction in which criminals and
terrorists could open anonymous companies to cloak their identities and launder money with few questions asked.'?
Corporate service providers continue to incorporate in the United States with minimal due diligence and no beneficial
ownership information.””*

Greater transparency would empower law enforcement agencies across borders to harness such information to
investigate corrupt financial practices and an array of illicit trade harms, including those caused by today’s
counterfeiting criminal networks. "

United States (US)

+  The US Department of the Treasury recently extended and expanded to twelve jurisdictions coverage of their
Geographic Targeting Orders (GTOs).™™ GTOs require title insurance agents to collect beneficial awnership
information for companies engaged in higher cost, cash financed real estate transactions.!'®

¢ Inthe Fiscal Year 2018 National Defense Authorization Act, Congress included a provision for the Department
of Defense to collect beneficial ownership information of landlords when leasing high security office space.*”?

*  InMay of 2018, new rules promulgated by the Department of the Treasury through the Financial Crimes
Enforcement Network went into effect.™™® They implemented rules requiring banking institutions to collect
beneficial ownership information for companies seeking to open accounts.

* Inthe February 2019 budget agreement, Congress included a provision to direct the US Executive Directors of
each international financial institution to vote against loans or other financing for projects unless entities
provide beneficial ownership information.***

«  Congress remains interested in the array of national security dimensions of beneficial ownership
information.*® Such a convergence of national security threats may pave the way for Congress to pass
legislation that would require the collection of beneficial ownership information '
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United Kingdom (UK)

+  In 2016, the United Kingdom became one of the first countries to establish a national registry that publicly
disclosed information on the beneficial ownership of companies.'?

* In 2018, the UK voted to require its Overseas Territories with financial centers — Anguilla, Bermuda, British
Virgin Islands, Cayman Islands, Gibraltar, Montserrat, and Turks and Caicos Islands — to implement public
registries of beneficial ownership information by the end of 2020,

+ The UK Parliament has recently enacted new measures that would empower British law enforcement agencies
to investigate criminality in the use of such Uk-registered companies, including the leverage of Account
Freezing Orders (AFO) to remove dirty money from the UK financial system. Inimplementing these new AFQs,
Donald Toon, director for economic crime at the UK's National Crime Agency (NCA), underscored:
“Unexplained wealth orders have the potential to significantly reduce the appeal of the UK as a destination for
illicit income. They enable the UK to more effectively target the problem of money laundering through prime
real estate in London and elsewhere. We are determined to use all of the powers available to us to combat the
flow of illicit monies into, or through, the UK."

European Union (EU)

I 2015, the EU agreed that all 28-member states (including the UK) establish national beneficial ownership
registries and make that information available to various entities, including financial institutions, to meet
customer due diligence requirements.!™

* I 2018, the European Union required that its member states collect and make public the beneficial ownership
information of companies formed within their bloc by 2020.'

»  These requirements also effectively extend beyond the 28 members of the European Union to also include
members of the European Economic Area — Norway, Iceland, and Liechtenstein, which are required to follow
all European Union directives in order to remain in the open market.

Rest of the World

In addition to the UK, the UK Overseas Territories, the EU member states, and the European Economic Area member
states, a number of other jurisdictions have enacted beneficial ownership registration laws. They include Brazil, Costa
Rica, Curacao, Dominican Republic, Ghana, Guernsey, lsle of Man, Jersey, Ukraine, and Uruguay.

That said, there are an estimated 235 countries, territories, or jurisdictions where companies can be incorporated,
according to Global Witness.™ Only about 6 percent of these jurisdictions have online registries in which some basic
company information can be publicly-accessed, and less than 50 percent of these jurisdiction provide additional

information, including specific data on directors and shareholders.'®

In addition to specific efforts by some of the G20 countries noted above, these countries have taken positive steps,
but progress has generally been slow in recent years. The majority of G20 members have not taken much action to
fully implement their agreed upon commitments to the G20 Beneficial Ownership principles.”® In Africa and Latin

America, several countries appear to be making some progress on beneficial ownership and towards establishing
national registries, but much work remains to be done to reach ideal levels of transparency.™
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In Summary

As of June 2018, 34 jurisdictions have enacted laws requiring the registration of beneficial ownership information.
They include: Austria, Belgium, Bermuda, Brazil, British Virgin Islands, Bulgaria, Cayman Islands, Costa Rica, Croatia,
Curacao, Czech Republic, Denmark, Dominican Republic, Estonia, Finland, France, Germany, Ghana, Gibraltar,
Guernsey, Hungary, Isle of Man, Italy, Jersey, Latvia, Lithuania, Malta, Portugal, Slovenia, Sweden, Turks & Caicos
Islands, Ukraine, United Kingdom, and Uruguay. An additional 11 jurisdictions are legally required to implement
beneficial ownership registers by 2020. They include Anguilla, Cyprus, Greece, Ireland, Luxembourg, Montserrat,
Netherlands, Poland, Romania, Slovakia, and Spain, **

“Beneficial ownership through shell companies has been a [serious] vulnerability to our financial system
and an impediment for law enforcement for much too long... We need to have a central repository for
beneficial ownership... By collecting beneficial ownership information, and making it available to law
enforcement, valuable investigative time will be saved.” 43
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VII. Recommended Courses of Action

1. Enact Legislation to Require Beneficial Ownership Disclosure

The United States Congress must pass legislation to end the
abuse of anonymous companies by requiring the collection of
“beneficial ownership” information — the natural person
who controls the entity and has an entitlement to the funds
— at the point of corporate formation. The information
should be updated whenever the ownership changes. The
legislation should ensure that federal, state, and local law
enforcement agencies as well as those with anti-money
laundering responsibilities in the private sector have full
access to the information. Foreign law enforcement should
also have appropriate access to the beneficial ownership
information.

“To ensure that persons who form corporations
or limited liability companies in the United
States disclose the beneficial owners of those
corporations or limited liability companies, in
order to prevent wrongdoers from exploiting
United States corporations and limited liability
companies for criminal gain, to assist law

enforcement in detecting, preventing, and
punishing terrorism, money laundering, and
other misconduct invelving United States
corporations and limited liability companies,
and for other purposes.

Doing so will enable law enforcement agencies at the
international, federal, state, and local levels to more
effectively target corrupt financial practices and transnational
criminal activities, including the trafficking of counterfeit and
pirated goods.

2. Require Beneficial Ownership Disclosure from Government Contractors

Either Congress or the administration should require bidders for federal contracts, sub-contracts, and grants to disclose
their beneficial ownership information at the time of their bids, as a means to ensure that counterfeiters, fraudsters,
sanctioned individuals, and other criminals and corrupt facilitators are neither able to undercut bids from honest
businesses nar to receive taxpayer money.

3. Deny Entry to Counterfeiters and Corrupt Actors

The United States government should deny entry into the United States to complicit and corrupt actors and their
facilitators, including criminals engaged in the illicit trade of counterfeited and pirated goods, Bad actors should not
benefit from their corruption and criminality.

4. Make All Felonies Predicate Offences for Money Laundering

The United States is one of only a small number of industrialized countries that enumerates a list of predicate offenses
for money laundering, rather than referencing all serious crimes as recommended by the international anti-money
laundering standards body, the Financial Action Task Force (FATF). Worse, the United States uses one list for crimes
committed in the US and another list for crimes committed abroad. Most industrialized countries instead use a
"threshold" approach to predicate offenses, where all crimes that carry 2 certain minimum sentence or fine are
considered predicate offenses. In the United States, the equivalent would be to amend the money laundering statutes
to make all felonies predicate offenses for money laundering. Legislation to make all felonies predicate offenses for
money laundering has been introduced by both Sen. Charles Grassley (R-1A) and Rep. Maxine Waters (D-CA) in previous
Congressional sessions but has not yet been adopted.
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5. Establish a Global Network of Trade Transparency Units (TTUs)

One key countermeasure for trade-based money laundering (TBML) is to establish trade-transparency units (TTUs)
between affected countries. TTUs are formed when two countries agree to exchange transaction-level trade data on
trade between individuals or trading companies of the two countries in order to detect and combat wrongdoing. For the
vast majority of global trade, government authorities are only able to see one side of cross-border trade transactions.
Importers and exporters are subject to reporting in the jurisdiction where they operate, but not in the jurisdictions
where their counterparties operate. This practice means that parties on either side of a cross-border transaction are
able to report different information to their respective authorities, without the authorities of either jurisdiction being
aware of the discrepancies.

The concept behind TTUs is simple. By providing government authorities access to information reparted on both sides
of a trade transaction, anomalies can be spotted. The anomalies, like the misinvoicing of price, value, quantity, or quality
of goods, could be indicative of simple customs fraud, TBML, or even underground financial systems. TTUs can provide
additional value in TBML analysis by adding law enforcement data, financial Intelligence, and commercial information.
The creation of these additional data sources is key to identifying more sophisticated schemes, where false information
is reported identically on both sides of a transaction.

The United States pioneered the concept of TTUs. Today, approximately 16 TTUs exist around the world, loosely
cooperating under a US-sp | TTU umbrella. Most are in Latin America. Other countries around the world are
interested in TTUs. Mot only is trade transparency a proven countermeasure to TBML, but, by cracking down on customs
fraud, it enhances revenue collection. TTUs have only been in existence a few years, but the network has already
recovered well over US51 billion.**¢

Specific line item funding should be provided to fund a TTU in the United States so as to enhance its analytic capabilities
and augment the personnel necessary to foster trade transparency across the country and to continue to expand the
international network of TTUs.

6. Expand Due Diligence Obligations to All Gatekeepers to the Financial System

In December 2016, the FATF came out with its latest mutual evaluation report on the progress of the United States in
meeting international anti-meney laundering (AML) and counter-terrorism financing standards. ** While the report
gave the United States strong marks overall, it highlighted two key deficiencies. First, it stated that the lack of timely
access to adequate, accurate, and current beneficial ownership information remained one of the fundamental gaps in
the US AML regime. Second, the evaluation noted that lawyers, accountants, real estate agents, and other significant
professional service providers operating in the US were still largely exempt from the AML requirements levied on
financial institutions under the Bank Secrecy Act, and that this exemption presented a real vulnerability given the
prapensity for abuse in this area.

Congress should pass legislation requiring persons who form legal entities, including transactional lawyers, to carry out
AML due diligence. Specifically, the legislation should require formation agents to conduct a risk-based due diligence
review before accepting a client; to identify higher risk clients; to conduct risk-based monitoring of client funds and
activities; and to report suspicious transactions to law enforcement. These AML obligations have long been part of the
international AML standards set by FATF, and the US should take the steps necessary to meet its FATF commitments.
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VIIl. Conclusion: Target Dirty Money, Disrupt lllicit Markets,
Expose Anonymous Companies

lllicit trade is a serious security threat multiplier, which fuels a multi-
trillion-dollar global illegal economy every year. It harms every sector,
market, industry, and community every day. Today's bad actors,
criminal organizations, and terrorist groups are building their illicit
empires on illicit trade with illicit profits that are simply staggering.
Through dirty money derived from criminality, these malefactors
finance corruption, chaos, insecurity, violence, and instability around
the world.

“If Congress wants to give sanctions real
teeth, they should pass beneficial ownership
legislation and more aggressively seek
domestic asset forfeitures of sanctioned
individuals. After all, there are few things
that kleptocrats and transnational criminals
love mare than their Malibu mansions, New
York condos, Miami villas, and Delaware
yachts, A private beneficial ownership
registry at home would take the US's highly
targeted sanctions a step further, increasing
the likelihood they will actually change the
behavior of US adversarie:

Anonymous companies provide an accessible and licit vehicle to
finance greater illicit threats and enable criminals to hide behind a
veil of secrecy. As long as kleptocrats, criminals, and terrorists have
the ability to hide and move their illicit wealth, American national
security and commercial interests remain at risk. US law
enforcement agencies and globally-recognized experts call for
enhanced transparency and access to information on the beneficial
owners of companies. It is a critical tool to mitigate a myriad of
security threats and vulnerabilities across sectors.

We cannot continue to hamstring and undercut those on the front

lines of law enforcement that protect our nation, financial system,

businesses, and citizens. As many senior security experts have underscored in recent years, we need meaningful action
to empower our law enforcement agencies with the robust authorities, tools, and resources to effectively prosecute the
fight against illicit trade and money laundering, and to prevent dirty money from tainting and corrupting the rule of law
and our democratic institutions.
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How to Report Counterfeited and Pirated Goods and Related Fraud and Criminality

National Intellectual Property Rights Coordination Center (IPR Center): The US Immigration and
Custorns Enforcement (ICE) Homeland Security Investigations (HSI) led IPR Center stands at the
forefront of the United States Government's response to global intellectual property (IP) theft and
enforcement of its intenational trade laws. The mission of the IPR Center is to ensure national security
by protecting the public's health and safety, the US economy, and our war fighters, and to stop predatory
and unfair trade practices that threaten the global economy.

To accomplish this goal, the IPR Center brings together 23 partner agencies, consisting of 19 key federal
agencies, Interpol, Europol and the governments of Canada and Mexico in a task-force setfing. The task
force structure enables the IPR. Center to effectively leverage the resources, skills, and authorities of
each partner and provide a comprehensive response to IP theft. The IPR Center also engages in public-
private partnerships to increase information sharing in order to combat the illegal importation and
distribution of counterfeited and tainted goods.

Report Violations of intellectual property rights, including counterfeiting and piracy, to the IPR
Center: https:/fwww.iprcenter.qovireferraliview or Telephone: 1-866-DHS-2-ICE

Source: National Intellectual Property Rights Coordination Center (IPR Center)
L .|
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About the FACT Coalition

The Financial Accountability and Corporate Transparency (FACT) Coalition is a non-partisan alliance of more than 100
state, national, and international organizations promoting policies to combat the harmful impacts of corrupt financial
practices.

The Coalition calls for an end to corrupt financial practices that prop up autocratic regimes and undermine democratic
institutions, allow for and foster human rights abuses, and are a leading contributor to global poverty. The underlying
problems are global in scope and require multilateral cooperation. While a growing number of nations are stepping up
to address these issues, the US needs to lead on the international stage and fight to eliminate roadblocks to effective
reform.

FACT works closely with our international partners while focusing on educating US policymakers on internal reform
measures — encouraging those policymakers to provide positive leadership internationally.

Long term, through transparency and accountable international agreements, we seek to create stable funding sources
for development and incentivize future investments that measurably reduce global poverty.

For more information, visit thefactooalition.org.
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