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CYBER CRIMINALS AND FRAUDSTERS:
HOW BAD ACTORS ARE EXPLOITING
THE FINANCIAL SYSTEM DURING
THE COVID-19 PANDEMIC

Tuesday, June 16, 2020

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY,
INTERNATIONAL DEVELOPMENT
AND MONETARY PoLICY,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to notice, at 12:01 p.m., via
ngex, Hon. Emanuel Cleaver [chairman of the subcommittee] pre-
siding.

Members present: Representatives Cleaver, Perlmutter, Himes,
Heck, Sherman, Vargas, Gottheimer, Wexton, Lynch, Garcia of Illi-
nois; Hill, Lucas, Williams, Emmer, Gonzalez of Ohio, Rose,
Timmons, and Taylor.

Ex officio present: Representative Waters.

Chairman CLEAVER. The Subcommittee on National Security,
International Development and Monetary Policy will come to order.

Without objection, the Chair is authorized to declare a recess of
the subcommittee at any time.

Also, without objection, members of the full Financial Services
Committee who are not members of this subcommittee are author-
ized to participate in today’s hearing.

Members are reminded to keep their video function on at all
times, even when they are not being recognized by the Chair. Mem-
bers are also reminded that they are responsible for muting and
unmuting themselves, and to mute themselves after they have fin-
ished speaking.

Consistent with the regulations accompanying H. Res. 965, staff
will only mute Members and witnesses as appropriate when not
recognized to avoid inadvertent background noise. Members are re-
minded that all House rules relating to order and decorum apply
to this remote hearing.

Today’s hearing is entitled, “Cyber Criminals and Fraudsters:
How Bad Actors Are Exploiting the Financial System During the
COVID-19 Pandemic.”

I now recognize myself for 4 minutes for an opening statement.

Let me, first of all, thank Lisa and the rest of the committee staff
who have worked so hard to make this and all of our committee
hearings possible.
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As the pandemic continues to move through our communities and
our country, and to devastate the physical health of our citizens,
it has managed to also infect the economic health of our nation.

Congress, through a bipartisan effort, passed the CARES Act,
which unlocked unprecedented relief to families and small busi-
nesses, relief that, according to the Federal Reserve, may not be
enough to prevent a long and protracted economic downturn. Nev-
ertheless, significant investments were made to rescue millions of
working citizens.

In this time of suffering and hardship for so many, we are seeing
criminal actors here at home and around the world redoubling
their efforts to target families, financial institutions, and even arte-
ries of government.

Poverty and exploitation are indivisible evils. They have been
long-time sidekicks. Just last month, the FBI unsealed a criminal
indictment of what looks to be the first case of COVID-19-related
money laundering and fraud brought by the Department of Justice.
The criminal charge relates to a healthcare provider claiming to
offer free COVID tests, but billions of Medicare dollars are being
wasted.

According to the Federal Trade Commission, there are nearly
1,000 reports of COVID-19-related fraud totaling over $0.5 million
in my home State of Missouri. This is a fraction of the nearly
100,000 fraud reports nationwide totaling $60 million reported by
the Commission. I would like to highlight that these reports do not
even fully capture the full landscape of COVID-19-related fraud.

The FBI’s Criminal Investigative Division notes that there has
been potentially $126 million in Paycheck Protection Program
(PPP) fraud. We are seeing a 75-percent spike in daily cybercrimes
reported by the FBI since the start of the pandemic. The Financial
Crimes Enforcement Network (FinCEN) is doing what it can by
putting out advisories warning consumers and financial institu-
tions of the proliferation of criminal schemes.

Last month, FinCEN released warnings of COVID-related med-
ical schemes in what would be the first of several advisories that
FinCEN intends to issue concerning financial crimes relating to the
COVID-19 pandemic. However, it is abundantly clear that our fi-
nancial security systems are being taxed right now.

The FBI, in their testimony before the Senate Judiciary Com-
mittee last week, noted that the sheer volume of complaints that
the Internet Crime Complaint Center is receiving is presenting a
challenge for the FBI’s criminal program. In response, the FBI
started a PPP Fraud Working Group with the Department of Jus-
tice and the Small Business Administration’s Inspector General to
triage the overwhelming caseload.

The thieves and fraudsters that are targeting consumers are not
just at home, but they are indeed everywhere. International law
enforcement coordinating agencies, Interpol and FEuropol, have
highlighted their efforts to target cross-border criminals.

There is some positive news. We have done something to help ad-
dress this as a committee and as a Chamber. Last year, we unani-
mously passed through the House the COUNTER Act. The bill
closed a number of loopholes that have allowed financial crimes to



3

be committed, and pulls us into the 21st Century by positioning the
U.S. to face tomorrow’s challenges.

I look forward to hearing from all of you on these important
issues.

The Chair now recognizes the ranking member of the sub-
committee, the gentleman from Arkansas, Mr. Hill, for 4 minutes
for an opening statement.

Mr. HiLL. I thank the chairman. I appreciate you convening this
virtual hearing. And I appreciate the witnesses being with us today
to share their expertise.

Mr. Chairman, I have a letter from the American Securities As-
sociaﬁcion that I would like to enter into the record. Thank you very
much.

Chairman CLEAVER. Without objection, it is so ordered.

Mr. HiLL. Thank you. I appreciate our ability to innovate. My
thanks, too, to the staff for providing this foundation for our virtual
hearings.

We had a roundtable a few days ago on this topic, and I thank
the chairman for holding this formal hearing and returning to this
topic. It is an important dialogue as it relates to our constituents:
national security. And featuring it in a hearing means that our dis-
cussion will be cataloged in our official records.

As we continue our essential work, I do hope that in the coming
months, we are able to hold bipartisan hearings on the following
topics that I think are important before our committee.

First of all, the Committee on Foreign Investment in the United
States (CFIUS). We are required annually to conduct oversight on
CFIUS, and we made significant reforms in the last Congress, and
I hope we can have a hearing on that.

Also, monetary policy. We will be having Federal Reserve Chair
Jay Powell before the Full Committee this week, but I think it is
important for us to look at monetary policy in the face of the un-
precedented actions taken by the Fed to expand its balance sheet.

And finally, the international financial institutions and how they
are responding to COVID-19 across the world, particularly in our
emerging markets.

I thank the chairman for the opportunity to work on these issues
for future hearings.

Cybersecurity and the need for strong cyber protocols has long
been a topic of discussion in this committee, and the virus has only
underscored the need and showcased the vulnerabilities that we
have in certain aspects of our financial ecosystem.

According to the FBI Internet Crime Complaint Center (IC3), the
number of cybersecurity complaints to the IC3 in the last 4 months
has spiked from typically 1,000 daily before the pandemic to as
many as 4,000 incidents a day.

Furthermore, a survey conducted last month by VMware Carbon
Black, one of our witnesses today, found that 80 percent of sur-
veyed banks reported year-on-year increases in cyber attacks with-
in the financial services sector. This year, those attacks have
surged 238 percent from February to April.

As many businesses and financial institutions are adapting to
the new teleworking policies and the challenges that come from
working remotely, it is imperative that they have the right infra-
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structure in place to handle new security protocols and sensitivi-
ties.

Just last week, the FBI announced that bad actors are seeking
to exploit customers through mobile banking, and recommended
that consumers take proper precautions.

These attacks can take various shapes and infiltrate in a variety
of ways, even here in Arkansas. I noted in the roundtable a few
weeks ago that we had a PPP program that was a fraud attempt.
onrt:ilnately, that person has been arrested and charged with bank
raud.

I look forward to hearing from our witnesses today on how we
can best combat these accounts.

Before I close, I would like to quickly touch on China and the
threat to cybersecurity. The U.S. has been the target of cyber at-
tacks from nation-states and nonstate actors for over 20 years. But
in the months of outbreak in the virus in the United States, cyber
espionage from China, Russia, and Iran has spiked. Cyber threat
actors are taking advantage of this crisis to attempt to undermine
the U.S. Government and probe our systems in the private sector
and public sector for weakness, and to stoke fear and division and
confusion here at home.

According to the FBI, China has been observed attempting to
identify and illicitly obtain valuable intellectual property (IP), and
public health data related to vaccine treatments and testing from
our networks throughout our country. We cannot allow the actions
of a few bad actors and foreign threats to inhibit our financial in-
stitutions.

I thank the Chair. I yield back, and I look forward to the discus-
sion today.

Chairman CLEAVER. Today, we welcome the testimony of, first,
Mr. Tom Kellermann. Mr. Kellermann currently serves as the chief
cybersecurity officer for VMware Carbon Black. Prior to this, he
was the CEO and founder of Strategic Cyber Ventures, and served
as the Commissioner on President Barack Obama’s Commission on
Cybersecurity.

In 2003, he coauthored the book, “Electronic Safety and Sound-
ness: Securing Finance in a New Age.” And in 2017, he was ap-
pointed as the Wilson Center’s Global Fellow for Cyber Policy.
Thank you for appearing before this subcommittee.

Second, we have Mr. Kelvin Coleman. Mr. Coleman currently
serves as executive director of the National Cyber Security Alli-
ance, an organization focused on cybersecurity awareness for home
users, businesses, and educational institutions. Mr. Coleman comes
to this position with 20 years of experience. He served in the White
House, having worked on President Bush’s and President Obama’s
National Security Telecommunications Advisory Committee and
National Security Staff, the U.S. Department of Homeland Secu-
rity, as well as the private sector. Thank you for appearing before
this subcommittee.

Third, we have Ms. Amanda Senn. Ms. Senn is testifying on be-
half of the North American Securities Administrators Association
(NASAA), where she chairs their Cybersecurity Committee.
NASAA represents State and provincial security regulators in the
United States, Canada, and Mexico. NASAA members are the clos-
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est regulators to local communities, small businesses, and the in-
vesting public throughout North America. Ms. Senn is also the
chief deputy director of the Alabama Securities Commission, the
State securities regulator. Thank you for appearing before this sub-
committee.

And fourth, Mr. Jamil Jaffer currently serves as the founder and
executive director of the National Security Institute. He is also as-
sistant professor of law and the director of the National Security
Law and Policy Program at the Antonin Scalia Law School at
George Mason University. Additionally, he is vice president of
IronNet Cybersecurity, a startup technology firm. Prior to these po-
sitions, he served as Senior Counsel on the House Permanent Se-
lect Committee on Intelligence under Chairman Mike Rogers, as
well as Assistant Counsel to the President in the Bush Administra-
tion. Thank you for appearing before the subcommittee.

Witnesses are reminded that your oral testimony will be limited
to 5 minutes. A chime will go off at the end of your time, and I
ask that you respect the members’ and the other witnesses’ time
by wrapping up your oral testimony.

And without objection, your written statements will be made a
part of the record.

Mr. Kellermann, you are now recognized for 5 minutes to give an
oral presentation of your testimony.

STATEMENT OF TOM KELLERMANN, HEAD, CYBERSECURITY
STRATEGY, VMWARE, INC.

Mr. KELLERMANN. Thank you.

Chairman Cleaver, Ranking Member Hill, members of the sub-
committee, I am Tom Kellermann, head of cybersecurity strategy
for VMware, Inc. Thank you for the opportunity to testify again be-
fore the subcommittee today.

America is grappling with a cyber insurgency, and our financial
sector is the number one target. A recent report issued by the
World Economic Forum states that the dark web economy of scale
will be the third-largest economy in the world by 2021.

During the first 5 months of 2020 alone, cyber attacks against
the financial sector have increased by 238 percent. This is com-
pounded by the 900-percent increase in ransomware attacks. Cyber
criminals are capitalizing on COVID-19, and they are doing so in
tandem with the news cycle.

Over the past 6 months, cyber defenders have seen a high level
of coordination from cyber criminals who are demonstrating signifi-
cant innovation to maintain persistent and even counter-incident
response efforts. This includes ransomware campaigns, business
email compromise scams, and access mining.

Criminals are increasingly sharing resources and information
and reinvesting their illicit profits into the development of new and
even more destructive capabilities. The cybercrime community has
educated themselves as to the interdependencies that exist in the
financial sector, and they have begun to commandeer these very
interdependencies to manifest criminal conspiracies.

Thirty-three percent of surveyed financial institutions said that
they have encountered, “island hopping.” This is an attack where
the supply chains and partners are commandeered to target the
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primary financial institution. Once that bank is compromised, the
criminals use the digital infrastructure to attack that bank’s cus-
tomers. It is also notable that a few rogue nation-states are offset-
ting economic sanctions via attacks on our payment systems.

The international financial system is constantly facing new
threats as technology proliferates and diversifies. There is an in-
creasing number of security breaches and thefts on digital currency
exchange platforms, as well as the misuse of these platforms by
cybercriminals to launder stolen money. Dark web forums enabled
by anonymous virtual currencies have created a bazaar for crimi-
nals and organized crime to reach a global market.

In addition to organized crime, extremist organizations are also
known to use alternative payment systems for operational purposes
and to raise funds. Many of these payment systems and
cryptocurrencies offer true or relative anonymity. This raises the
necessity of increased regulation of digital money.

In 2020, cybercrime conspiracies will become increasingly puni-
tive and destructive. In fact, one out of four cyber attacks today are
destructive.

Fintech firms themselves present significant operational risks,
lacking the proper incentive for proper intrusion detection as well
as “know thy customer” anti-money-laundering protocols under the
Bank Secrecy Act.

Given that 50 percent of all crimes now have a cyber component,
it is high time that we follow the money to create an international
e-forfeiture fund.

The modern epidemic of cybercrime and cyber espionage can be
mitigated through modernization of existing authorities to combat
cyber money laundering. Virtual currencies and other alternative
payment systems that facilitate money laundering associated with
existing cybercrimes, as well as terrorist financing, must be held to
account.

In closing, the safety and soundness of the financial sector is de-
pendent on proactive policy. I would like to highlight six opportuni-
ties for legislative actions for the subcommittee’s consideration.

First, any money laundering and forfeiture regulations must be
modernized to seize the virtual currencies and digital payments
which are used in cybercrime conspiracies.

Second, I ask the House to pressure the Senate to pass the
COUNTER Act, H.R. 2514, that passed out of the House under
Chairman Cleaver’s leadership.

Third, charge the Financial Stability Oversight Council (FSOC)
with the responsibility to create a framework for regulating
cryptocurrencies and developing guidelines for strong protections
against money laundering and cyber threats to those marketplaces.

Fourth, elevate chief information security officers to directly re-
port to the CEOs of financial institutions.

Fifth, establish a tax credit for financial sector companies to
dedicate at least 10 percent of their IT budgets towards cybersecu-
rity.

And lastly, support the House passage of S.3636, the United
States Secret Service Mission Improvement and Realignment Act of
2020, which moves the Secret Service back to its original home at
the Department of the Treasury.
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Chairman Cleaver, Ranking Member Hill, thank you for the op-
portunity to participate in this morning’s important hearing. I am
happy to answer any questions the subcommittee may have.

[The prepared statement of Mr. Kellermann can be found on
page 53 of the appendix.]

Chairman CLEAVER. Thank you, Mr. Kellermann.

Ms. Senn, you are now recognized for 5 minutes to give an oral
presentation of your testimony.

STATEMENT OF AMANDA SENN, CHIEF DEPUTY DIRECTOR,
ALABAMA SECURITIES COMMISSION, AND CHAIR, CYBERSE-
CURITY COMMITTEE, NORTH AMERICAN SECURITIES AD-
MINISTRATORS ASSOCIATION (NASAA), ON BEHALF OF
NASAA

Ms. SENN. Good morning, Chairman Cleaver, Ranking Member
Hill, and members of the subcommittee. My name is Amanda Senn,
and I am chief deputy director of the Alabama Securities Commis-
sion, and Chair of the Cybersecurity Committee for the North
American Securities Administrators Association, or NASAA. I am
pleased to testify today before the subcommittee on behalf of
NASAA.

States are leaders in prosecuting securities violations, and our
focus is on protecting retail investors. History has shown that op-
portunistic fraudsters will use COVID-19, much as they have in
other crises, to fleece mom-and-pop investors.

Acting within the framework of NASAA, State securities regu-
lators have formed a task force to root out and shut down fraud
related to COVID-19. This initiative is being led by NASAA’s En-
forcement Committee and includes more than 100 investigators
from the vast majority of our member jurisdictions.

The objective of this task force is to disrupt, discourage, and
deter fraudulent or illegal activities which pose threats to investors
before significant losses can occur. This task force is proactively
protecting investors against fraud through the broad dissemination
of enforcement orders, notices, and warnings.

As the subcommittee is aware, the proliferation of technology has
changed how we solicit, manage, and communicate with those han-
dling our investments. For that reason, this task force is using on-
line investigative techniques to identify websites and social media
posts that may be offering or promoting investment fraud or unreg-
istered regulated activities.

Unfortunately, though, fraudsters are evolving with technology.
For example, earlier this month, my office received three separate
reports pursuant to Alabama’s financial exploitation reporting law,
which indicated individuals had become victims of an online fraud
scheme.

These victims had visited the web page of a very reputable
broker, and they discovered they were unable to log in. Upon their
attempts, they received a screen with a help button. The individ-
uals were instructed to call a 1-800 number, and the person who
answered the phone told the victims that the broker’s website was
down because 5G towers were being placed in California.

That person then instructed the callers to log into their accounts
with information that was provided by the suspect. The victims
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logged in as instructed, and shortly thereafter, wire transfers were
initiated from their account to overseas banking accounts.

During an interview with the firm last Friday, our case agent
learned that $1.2 million had already been stolen from the accounts
of investors. It is believed that malware was responsible for re-
directing the victims from the legitimate web page to the fraudu-
lent knockoff site.

To date, at least 84 victims nationwide have been impacted, and
the numbers continue to rise. At one time, this crime would have
likely been perpetrated by a person that local authorities could
readily identify through the use of subpoenas and search warrants.
In the digital age, however, regulators are confronted with numer-
ous evidentiary challenges which, given limited resources, make it
difficult to investigate and prosecute these cases.

States are, however, committed to our investor protection mis-
sion regardless of the means used to rip off our investors.

The committee has invited NASAA to share its views regarding
legislative proposals that have been posted in connection with to-
day’s hearing. I want to just mention two.

The first is the Senior Investor Pandemic and Fraud Protection
Act. This would implement the Senior Investor Protection Grant
Program that was originally authorized by Section 989(A) of the
Dodd-Frank Act, but was never put into effect.

This bill would also expand the scope of the grant to include
frauds related to COVID-19. And under the bill, State regulators
could apply for up to $500,000 annually in grant funding to combat
financial fraud of seniors and vulnerable adults in cases related to
the pandemic. This would extend for a maximum of 2 years.

The grant funds could be used to hire staff to investigate fraudu-
lent conduct, to acquire technology and equipment, and to train in-
vestigators and prosecutors to target COVID-19 fraud, and also to
provide important educational materials to seniors and vulnerable
adults.

NASAA strongly supports this bill, and so do at least 11 other
organizations, and we urge Congress to act on it.

The second is the COVID-19 Restitution Assistance Fund for Vic-
tims of Securities Violations Act, which would create a fund at the
SEC to provide restitution payments for individuals in connection
with securities fraud related to coronavirus if they do not otherwise
receive full restitution. As you can imagine, in financial fraud
cases, once the money is gone, often, it is never recovered.

Some States have enacted similar legislation with great success,
and we strongly support this bill.

Thank you again for the opportunity to testify, and I will be
pleased to answer any questions you may have.

[The prepared statement of Ms. Senn may be found on page 57
of the appendix.]

Chairman CLEAVER. Thank you for your testimony, Ms. Senn.

Mr. Coleman, you are now recognized for 5 minutes to give an
oral presentation of your testimony.
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STATEMENT OF KELVIN COLEMAN, EXECUTIVE DIRECTOR,
NATIONAL CYBER SECURITY ALLIANCE

Mr. CoLEMAN. Chairman Cleaver, Ranking Member Hill, and
members of the subcommittee, thank you for inviting me to today’s
hearing. It is a pleasure to join Tom, Amanda, and Jamil.

My name is Kelvin Coleman, and I am the executive director of
the National Cyber Security Alliance (NCSA). NCSA’s core mission
is to build strong public-private partnerships to create and imple-
ment broad-reaching cybersecurity, education, and awareness ini-
tiatives.

The United States confronts a dangerous combination of both
known and unknown cyber vulnerabilities. We face adversaries
who are strong and rapidly expanding with ever-increasing cyber
capabilities to breach our networks.

During today’s hearing, we will examine cyber threats and the
bad actors who are exploiting the COVID-19 crisis. We will have
robust discussions of tools, techniques, and procedures used by
these bad actors. And we will certainly deliberate on the products
and processes we put into place to mitigate those challenges.

And while products and processes are important, I believe we
need to focus even more on encouraging and supporting partner-
ships. I am going to talk a lot about partnerships today, and that
is exactly what the National Cyber Security Alliance focuses on.

In the words of Michael Madden of Mimecast, NCSA is the lead
in building community defense through partnerships for our nation.

This is especially true during the COVID-19 era. Tonia Dudley
and her team at Cofense are seeing threat actors that continue to
exploit the Paycheck Protection Program and SMB funding initia-
tives in several sophisticated phishing campaigns.

Because of this type of threat and many others, NCSA, our board
companies, Federal partners, and nonprofit collaborators have
worked swiftly to provide organizations and individuals with rel-
evant and helpful information to help address security and privacy
concerns during the global COVID-19 outbreak. We have built
what we call the COVID Security Resource Library, and folks have
found it extraordinarily helpful.

And with the help of companies like Trend Micro and Generali
Global Assistance, we also created a COVID-19 webinar series for
small and medium-sized businesses.

Of course, bad actors were committing malicious acts before
COVID-19, and they will certainly do so after this crisis subsides.

To deal with threats in our continuously connected society, NCSA
leads a number of other initiatives, including Cybersecurity Aware-
ness Month, Data Privacy Day, and the CyberSecurity My Business
program.

And while these programs and resources provide tremendous
value in the fight to protect Americans, I will say it again: partner-
ships are our biggest assets. And the private sector is incredibly
important in this fight.

The Federal Government plays an equally important role in cy-
bersecurity and educational awareness. Chief among NCSA’s Fed-
eral partners is the Cybersecurity and Infrastructure Security
Agency (CISA). They have been very helpful in the fight to help
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Americans secure their networks. And I must say, CISA is very en-
gaged, very responsive, and very supportive overall.

NCSA, in coordination with our partners, has put a lot of effort
into building a more secure, interconnected world. In the words of
Kristina Dorville at AIG, bad actors are communicating, and bad
actors are coordinating, so why shouldn’t the good guys?

With that said, there is still so much to be done. Congress should
consider making game-changing investments into cybersecurity
awareness and education, investments that could benefit the Amer-
ican people as well as the small and medium-sized business com-
munity.

As Americans begin to rely more heavily on telework, bad actors
will increase their malicious activities and target those working
from home. Americans must be equipped with the knowledge to
protect themselves, their families, and their communities. Congress
can and should play an important role in making sure Americans
understand the many dangers of inadequately securing their sys-
tems, devices, and information.

Thank you, Mr. Chairman, and I look forward to answering the
subcommittee’s questions.

[The prepared statement of Mr. Coleman can be found on page
36 of the appendix.]

Chairman CLEAVER. Thank you, Mr. Coleman.

Mr. Jaffer, you are now recognized for 5 minutes to give an oral
presentation of your testimony.

STATEMENT OF JAMIL N. JAFFER, FOUNDER AND EXECUTIVE
DIRECTOR, NATIONAL SECURITY INSTITUTE, AND ASSIST-
ANT PROFESSOR OF LAW AND DIRECTOR, NATIONAL SECU-
RITY LAW & POLICY PROGRAM, ANTONIN SCALIA LAW
SCHOOL, GEORGE MASON UNIVERSITY

Mr. JAFFER. Thank you, Mr. Chairman. Thank you, Chairman
Cleaver, Ranking Member Hill, and members of the subcommittee,
for being here today and for inviting me to talk about the very real
threats that face our nation and the U.S. financial sector and those
of our allied nations.

As you know, the threats to our financial sector have been real
and serious for decades. They have become particularly problematic
in the context of the current pandemic.

I want to note your leadership, Mr. Chairman, for calling out the
very real threat of Iranian attacks on the United States, including
on our financial infrastructure, for protecting our oil and natural
gas pipeline infrastructure, and for fighting actively against overt
and covert disinformation efforts online, including those that seek
to divide us as a nation.

In addition, Ranking Member Hill, I want to thank you for your
leading efforts on identity theft, for your sanctions against Russia
for its meddling in the 2016 election, and for your efforts to press
NATO to extend its security umbrella to cover cyberspace, and en-
suring that we continue to enjoy and innovate the military superi-
ority in the cyber arena.

I think it 1s critical today that we identify the very real threats
that we face as a nation in the financial sector and take action im-
mediately to address them. In a 2019 letter to shareholders, the
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CEO of JPMorgan Chase, Jamie Dimon, noted that the threat of
cybersecurity may very well be the biggest threat to the U.S. finan-
cial system writ large.

For the fourth year in a row, in 2019, IBM assessed that the fi-
nancial insurance sector was the most targeted sector in our econ-
omy, with 17 percent of all attacks at the top 10 most attacked in-
dustries.

The DNI, in January 2019, noted the attacks from North Korea,
estimating almost $1.1 billion in worldwide theft of resources from
the financial sector, including $81 million from the New York Fed-
eral Reserve account of Bangladesh’s central bank.

And yet, given that significant threat already facing the financial
sector, we have seen a dramatic increase in financial sector threats
since the COVID pandemic began. In fact, the FBI and the U.K.s
National Cybersecurity Center noted that they are seeing criminal
activities on a scale likely to dwarf anything seen before, taking
place at a speed that is breathtaking, with a sheer variety of fraud
that is shocking.

These are very serious threats. Carbon Black, the company that
Tom represents, saw ransomware attacks increase 148 percent in
March 2020 over the baseline from just the prior month. And the
financial sector was the single largest target of those increases in
ransomware attacks, with a 38 percent increase in attacks.

We have seen attacks in Washington State, where the unemploy-
ment system has lost hundreds of millions of dollars in the post-
COVID environment.

And it isn’t just here in the United States. In Germany, the state
of North Rhine-Westphalia lost between $35 million to $110 million
in fraudulent payments based on 3,000 fake requests in the post-
COVID environment.

We have seen reports coming out of many government agencies,
including the FBI, as well as CISA and other agencies, and we
have noted that it isn’t simply an attack limited to the United
States. We have seen North Korea go around the world.

And what was at one point $1 billion, in the DNI’s testimony,
back in January 2019, by the end of 2019 had become $2 billion,
nearly a doubling of their financial sector targeting effects. And
they are doing more currently, as we speak.

And it is not just not North Korea. We see China and Russia ac-
tive in this space. And we see other actors, as Tom Kellermann
mentioned, the actors that are nonstate actors, including potential
terrorist and extremist groups, taking advantage of the weaknesses
in our money laundering systems and the like to exploit our sys-
tems to engage in both financial fraud as well as movement of il-
licit funds.

This is a critical issue that we must confront. And as this com-
mittee, I think there are five things that you ought to consider.

First, Juan Zarate, and members of this committee, have sug-
gested that the Secret Service ought be moved back from DHS to
the Treasury Department. I think this is a positive move and
would help the Secret Service retain its role in cybersecurity.

Second, I think this committee ought to consider offering the
Treasury Department an operational role in cybersecurity, giving
them the resources and the capability to engage directly with the
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financial sector and with the intelligence community that they are
already a part of to gather information, send it back out to the
community, and bring both the public and private sectors together
in this critical industry.

Third, it is important that the committee consider working with
the Treasury Department and other departments and agencies to
create what the Cyberspace Solarium Commission recommended: a
joint collaborative environment where industry and the government
could come together in real-time to share threats and to actually
collaborate on those threats, not just information-sharing but ac-
tual real-time collaboration.

Finally, the committee ought to consider working with Treasury
and encouraging them to launch efforts with key allies, as Juan
has suggested, to recreate in the G-7 things like the Financial Ac-
tion Task Force in the anti-money-laundering (AML) arena. AML
is a critical issue in this environment where tremendous amounts
of money are being sent around by governments and the like, and
it is critical that we take action now to address the AML concerns.

And finally, it is important that our government work closely
with NATO to expand out our efforts to protect our allies in Europe
and elsewhere around the globe.

Thank you very much, and I look forward to your questions.

[The prepared statement of Mr. Jaffer can be found on page 41
of the appendix.]

Chairman CLEAVER. Thank you, Mr. Jaffer.

That is the conclusion of our witnesses’ statements. I now recog-
nize myself for 5 minutes for questions.

I would like to spend just a little time talking about the sheer
volume of Americans who find themselves teleworking, and the
threat that poses to the financial system.

As I mentioned earlier in my opening statement, one-third of the
world’s populations were in lockdown, and up to 90 percent of fi-
nancial services employees, banking and insurance companies,
were working from home.

We started our conversation today, but earlier, we had a round-
table where we talked about network security. And I believe it was
Mr. Kellermann who said that financial institutions have had the
best security in the world.

But teleworking and Russian dark web customized malware has
allowed adversaries to leverage ways around network defenses. You
noted something that I thought was interesting, and I think we
sought to address in the COUNTER Act, which is the need for both
firms and regulators to be innovative in the way they confront
these new fintech criminal techniques.

Mr. Kellermann, and Mr. Coleman, can you both talk a bit about
how financial institutions can improve the way in which we can go
after these financial criminals and stop these breaches?

Mr. KELLERMANN. Thank you. I would be happy to address that.

First and foremost, we need the defensive line set at the top. The
chief information security officers of the financial institutions have
been marginalized for too long, and their perspective and their
stratagems are not being enacted fully as they compete for re-
sources with chief information officers (CIOs).
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Second, I think more proactive cyber threat hunting must occur
not only within financial sector participants but across the informa-
tion supply chain and extend to shared service providers. Cyber
threat hunting is much like you need to make sure no one is in the
bank vault when you close the doors for the day, not just con-
ducting vulnerability assessments to see if the locks are working or
the alarms are working.

And then lastly, because of telework, the major security provi-
sions that have been but in place by banks are no longer effective
because the network security paradigm can be bypassed by those
VPN tunnels that allow access to those systems. So, I think better
forms of authentication and just-in-time administration should be
granted within those ecosystems as well.

Chairman CLEAVER. Thank you.

I have a question for Mr. Coleman, but let me just follow up, Mr.
Kellerman. You know that all of the members on this committee
live in communities. And I am wondering, what do you suggest we
do? We have many, many, many banks in our communities. We
have all kinds of financial institutions. How do we get to them to
implement some of the things that you are presenting to us today?
They are not going to participate in our hearings, but they are
struggling. What can we do nationally to deal with this issue?

Mr. KELLERMANN. I think that we can incent them through tax
incentives for investment in cybersecurity as well as inspire the
regulators, whether they be State regulators or national regulators
of the Federal Financial Institutions Examination Council (FFIEC),
to incorporate this construct of cyber threat hunting. Because with
cyber threat hunting, it eliminates the veil of plausible deniability
that you may or may not have a problem.

When you conduct a cyber threat hunt, and you identify a bad
actor inside your network, it is something that must be acted on
immediately. And so, it really provides game day film on what the
priority should be in the near term.

Chairman CLEAVER. Thank you. Mr. Coleman, what can we do,
what can businesses and educational institutions do to protect
themselves and those they serve?

Mr. COLEMAN. Mr. Chairman, our friends at Proofpoint have said
to me that defenders don’t focus on people but attackers do, mean-
ing 90 percent-plus of effective breaches come through to an end
user or to a person. So those breaches that happen, 90 percent of
them are because of some human action or behavior. But only
about 20 percent, a little less than 20 percent of training dollars,
awareness dollars actually go to that end user.

I think we need to flip that. I think we need to encourage busi-
nesses to put more investment into their training and awareness.
The way we do with, unfortunately, active shooter training or in-
clement weather training, these other trainings that we have, we
absolutely need to do that with cybersecurity as well.

Not so ironically, Americans are hit every single day with these
attacks and breaches. Yet, many of them, particularly in the busi-
ness community, are only getting training once, maybe twice a
year.

At the National Cyber Security Alliance, we are encouraging peo-
ple to perhaps get to the gold standard of once-a-month training
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and awareness as it relates to cybersecurity because the threats
are evolving so quickly, and we need to be able to educate those
folks.

Chairman CLEAVER. Thank you, Mr. Coleman. I appreciate that.

My time is up, so I will now recognize the distinguished ranking
member of the subcommittee, Mr. Hill, for 5 minutes for questions.

Mr. HiLL. I want to thank the chairman for the hearing. I appre-
ciate our excellent witnesses.

Let me start with Mr. Kellermann. Thanks for coming to the
roundtable a few days ago. I wanted to follow up. We talked a little
bit about coordination with the regulators at that roundtable. But
you made a comment in your testimony today that I thought was
interesting about lack of security among fintechs. You used the
words, “operational risk.”

Could you get more specific? Are you talking about their AML/
BSA compliance on their platforms? Are you talking about their
lack of use of APIs? Give me a little color context on your concern
about fintech applications.

Mr. KELLERMANN. Whereas, fintechs are the tip of the spear vis-
a-vis technological renaissance occurring in the financial sector, we
at VMWare Carbon Black have noted increased attacks against the
APIs of fintech vendors to bypass security controls they have in
place and to leverage what is called island hopping, which is where
they attempt to take over the digital infrastructure that was built
by that vendor and then use it to attack those who implicitly trust
it.

This “island hopping” phenomenon is my biggest concern in this
sector, is that you have these entities who are being targeted by
very professional cybercriminal crews, typically Eastern European
or Brazilian in nature, and they are using the financial platforms
that have been developed for greater liquidity and access to finan-
cial services and the like to target their constituencies. And so,
greater attention must be paid to the security and modernizing the
security of fintech participants.

Mr. HiLL. Thank you.

Mr. Jaffer, thank you for your testimony, and I appreciate your
discussing in your detailed testimony about China and China’s
threat, that in March of 2020 a Chinese hacking group carried out
one of the broadest campaigns by a Chinese cyber espionage actor
that we have observed in recent years.

Mr. Jaffer, are you concerned that China is a new and expanded
threat in the cyber arena? In the past, we have frequently talked
about North Korea, Iran, and Russia—Eastern European players,
as we just noted. How do you think China compares to other coun-
tries when it comes to cyber attacks?

Mr. JAFFER. Thank you, Congressman Hill.

China is in the top rank of countries, if not number one of three,
along with us and Russia,, in terms of cyber capabilities.

Now, the thing about China is they have long been focused on
intellectual property theft. They have engaged in what my boss, the
former Director of NSA, General Keith Alexander, called the great-
est transfer of wealth in human history, literally extracting infor-
mation out of the United States that they take back to China in
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order to repurpose for the purpose of creating economic benefits to
their nation. That has been a huge issue.

China is increasingly now pivoting beyond that to intelligence
collection, which they have always also done, and they are now in-
creasingly getting involved in financial fraud schemes and allowing
these things to take place within their infrastructure.

China doesn’t operate only through their government agents, al-
though they have a tremendous number of military intelligence re-
sources devoted to focusing on the United States. They also operate
through allowing hackers in their country to take action against
the United States and against other allies of ours.

The key issue that we see with China today, though, is what
they are doing in terms of covert and overt misinformation and
disinformation. They have taken a page right out of the Russians’
playbook from 2016, and they are doubling down on that.

We have seen the Chinese Foreign Ministry already talk about
the Black Lives Matter movement. It is no accident that the Chi-
nese are talking about that publicly. They are already putting a
million of their own people in prisons in the Xinjiang province, and
yet they are concerned about Americans.

The reality is, they are not concerned about Americans. What
they are concerned about is taking over a global leadership role
from the United States, and they will use every means at their dis-
posal to do it, including cyber activities, and that is what makes
them particularly dangerous in this arena.

Mr. HiLL. Thank you.

Do you see coordination between North Korea and their efforts
in cyber attacks? Of course, they are some of the most famous with
WannaCry of a few years ago and the Cosmos Bank scheme of just
a few months, maybe a year or so ago. Do you see North Korea and
China at all coordinating their efforts, or do you see North Korea
purely on its own?

Mr. JAFFER. I think North Korea generally acts on its own.

Now, that being said, the North Koreans know how much they
can get away with without pushing the Chinese over the line. If the
North Koreans go too far, whether it is with nuclear weapons test-
ing or cyber activities or the like, the Chinese will get concerned
and potentially take action.

North Korea has gotten smart. They have learned to play the
Russians and the Chinese offense against one another too. So they
are not simply relying on China as their only client superpower.
They are also playing with the Russians.

They have, as you have noticed, though, been fairly quiet when
it comes to their testing of nuclear weapons and missiles recently
and they have really been focused on the financial gain they can
achieve in the current environment. So that is the big concern
today for North Korea, although you can’t put away the North Ko-
rean nuclear problem, which is ever present.

Mr. HiLL. Thank you so much.

I yield back, Mr. Chairman.

Chairman CLEAVER. Thank you.

I now recognize Mr. Perlmutter from Colorado for 5 minutes.

Mr. PERLMUTTER. Thank you, Mr. Chairman.
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This question is for Mr. Kellermann. A couple of years ago, I had
a bill called the Data Breach Insurance Act. And you mentioned
tax incentives to try to get companies and individuals to beef up
their cybersecurity. Can you discuss that a little bit more, how you
see incentives might work to drive folks to the NIST protocol?

Mr. KELLERMANN. Yes. Thank you for asking me that.

I am a huge fan of using that carrot to motivate businesses to
view cybersecurity as a functionality of conducting business in to-
day’s world versus an expense. Whether it is a percentage of their
IT budget that is spent on cybersecurity or whether it is compli-
ance with a standard like NIST or even compliance with a stand-
ard which isn’t quite a standard but a best practice like the CIS
Critical Controls, we would be better off than where we are right
now.

Frankly, there is insufficient investment and leadership in the
private sector as it relates to cybersecurity, which is why we are
dealing with this cybercrime wave.

Mr. PERLMUTTER. Has that been exaggerated, exacerbated, be-
cause we are now sort of in this remote telecommuting world?
Would we be better off if we were—if smaller companies and small
financial institutions were to beef up their cybersecurity?

Mr. KELLERMANN. Yes, it has been exacerbated because of
telework. The security of teleworkers is far less than that of some-
one who is working in a corporate environment because they don’t
have all the perimeter defenses, much like a corporate facility has
greater security than your home typically.

I do think it is an imperative for those organizations to invest
more seriously in cybersecurity, but I also realize they are small
businesses and they have been dramatically impacted by the eco-
nomic recession that they are facing.

But going forward, I think most people need to appreciate that
encryption is not the sole answer, that encryption is not bullet-
proof, it is not something that hackers can’t get around. When a
hacker hacks your computer metaphorically, they steal the key to
unlock the encryption. So what does the encryption really mean?
But I will leave that there.

Mr. PERLMUTTER. Okay. I think I may have to dust off the Data
Breach Insurance Act and resubmit it over the next month or two
to try to use at least some incentive bases so that they can beef
it up, knowing full well that a bank robber, no matter how thick
the vault is, will always try to find a way to get through that front
door, back door, whatever.

Let me change the subject quickly to all of the panelists. Mr.
Jaffer was speaking about disinformation. And I am curious if you
all have seen efforts, whether it is Black Lives Matter or vaccines
or whatever it might be, given the fact we are in this COVID-19
time in history, whether you have seen disinformation campaigns
rise.

And I will start—Mr. Kellermann, you are on my screen, so let’s
start with you, and then go to Mr. Jaffer.

Mr. KELLERMANN. I think that our traditional Cold War adver-
saries are taking advantage of the situation. The American hegem-
ony, the American empire you might want to call it, is the weakest
we have ever been through a combination of factors.
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I explicitly don’t see true evidence. I am not actually looking for
it, because I assume it is happening, frankly, but I do see escalated
cyber attack capabilities and activity occurring not just against the
financial sector, but against the healthcare sector and a myriad of
other sectors in this regard.

Mr. PERLMUTTER. Mr. Jaffer, any comments?

Mr. JAFFER. Yes. Thank you, Congressman Perlmutter.

Yes, we know unquestionably that China has engaged in these
type of activities in Taiwan and interfered with their election. We
know that Russia did it in 2016 to our election.

We haven’t seen specific bulletproof evidence, as Mr. Kellermann
pointed out, that they are engaged in those covert activities today
when it comes to trying to throw gas on the fires that are already
burning in this country. But we know for a fact that they are out
there saying it publicly. We see overt activities by the Chinese and
the Russians trying to meddle with our political environment.

It is almost unquestionable that when they engage in those type
of overt activities, they are doing the same thing covertly.

So, I think that over the next few weeks and months, and prob-
ably over the next year, we will see the intelligence community and
the Bureau and the rest of our national security organizations com-
ing out with evidence to demonstrate that, in fact, the Chinese, the
Russians, and potentially the Iranians are seeking to actively gas-
light what is taking place in this country, very real and honest de-
bates are happening, and attempting to manipulate those, let’s call
it additional chaos and disorder in this country, in the context of
the already ongoing pandemic.

Mr. PERLMUTTER. Thank you for that sobering testimony in an
already difficult time.

I thank the panelists. Thanks for being part of the roundtable,
and today’s hearing. And I yield back to the Chair.

Chairman CLEAVER. Thank you, Mr. Perlmutter.

The Chair now recognizes the gentleman from the great State of
Texas, Mr. Williams.

Mr. WiLLIAMS. Thank you, Mr. Chairman, for calling this hear-
ing.

And thanks to all of you for joining us in this virtual setting for
this important hearing.

As cyber criminals get more advanced, we need to make sure our
government’s efforts to combat these threats are being used as ef-
fectively as possible.

Last week, I introduced a bill with my buddy on the other side
of the aisle, Denny Heck, to transfer the Secret Service from the
Department of Homeland Security back to the Treasury Depart-
ment, as we have talked about today, where it had previously been
located almost 140 years before the September 11th terrorist at-
tacks. This strategic realignment would help put increased focus on
the financial crimes and cybercrimes of the Secret Service.

Juan Zarate, the first Assistant Secretary of the Treasury for
Terrorist Financing and Financial Crimes after 9/11, and Tim
Maurer, author of the book, “Cyber Mercenaries: The State, Hack-
ers, and Power,” wrote in a recent op-ed that the move would
strengthen the government’s ability to protect the financial system
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and build on the Trump Administration’s interagency focus on
cyber threats.

This transfer is also supported by the Treasury Department, by
the Department of Homeland Security (DHS), and by the Federal
Law Enforcement Officers Association, which advocates for the
Federal law enforcement community.

So, Mr. Jaffer, could you give us your thoughts on how this move
would be beneficial to our government’s ability to defend against fi-
nancial crimes?

Mr. JAFFER. Absolutely. Congressman Williams, as you well
know, the Secret Service was originally set up by Abraham Lincoln
in the aftermath of the Civil War in order to protect the U.S. cur-
rency. Its first and primary mission was financial crimes.

So, the idea that the Secret Service ought to be focused on that
as a primary mission and be in the place where that is the primary
role of the agency makes a lot of sense.

I support moving the Secret Service from DHS back to Treasury,
in part because it will then prioritize its relationships, existing re-
lationships that Treasury already has in the cyber arena with in-
dustry today. And those are very trusted, strong relationships. The
Secret Service can build on these.

But I think the Secret Service needs more than that. It is not
just a matter, Congressman, of moving them from one agency to
another. That is critically important. I think it will elevate their
role. But I think it is also about providing them the resources they
need to do that job, and do that job better, and to provide them ad-
ditional authorities, investigative authorities, to really go after this
crime.

The Secret Service is largely bound by the authorities they have
had historically for a long time, and those are very useful authori-
ties, but there is no question they will need additional resources in
this effort.

And being hidden in the larger entity that is DHS makes it hard-
er for them to get priority, harder for them to get resources, and
ends up making them focus on their protective mission, which at
the end of the day isn’t their highest and best value today when
it comes to threats facing our financial sector.

So, I support that effort. Juan is a good friend and mentor, and
I am glad, Congressman, that you and Mr. Heck introduced that
legislation.

Mr. WiLLIAMS. Thank you. We will put you on the winning team
then, okay?

Mr. JAFFER. Yes, sir.

Mr. WiLLIAMS. From hostile countries like China and Russia to
other criminals in the private sector, there will always be people
looking to exploit our country’s cyber vulnerabilities.

In 2018, the Trump Administration put out the updated—the
National Cyber Strategy for the first time in 15 years. I applaud
this action by the Administration, but I am sure that the threats
facing the country are drastically different now than just 2 years
ago.

So, again, Mr. Jaffer, would you support mandating this report
be updated annually? And can you discuss how the threats facing
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government entities and the private sector have evolved over the
past 2 years?

Mr. WiLLIAMS. Absolutely. Congressman, as you know, the idea
that we didn’t update our national cybersecurity strategy for a dec-
ade and a half is shocking and concerning, and I am glad the Presi-
dent and his team decided to put out a new strategy.

I do think it is valuable for Congress to require the Administra-
tion to issue the strategy on a regular basis. Whether that is a year
or every 2 or 3 years, I would leave that to you all and the White
House to figure out what the right cadence is. But I think it does
make sense to have it updated rapidly, because obviously, we are
in a constantly changing threat environment.

Now, in particular in the United States today, the threat has
changed. You have seen what has already happened. You have
heard testimony today about the way that criminals who are very
innovative and nation-states who are very innovative take advan-
tage of the current moment. They are not worried about the fact
the pandemic is hurting them. They are focused on how to come
after us and our people and our finances, and they are very focused
on that.

At the end of the day, though, the government’s traditional role
has been protecting the nation when it comes to all other things
from nation-states. But in cybersecurity, we actually have the pri-
vate sector on the front lines.

So I think Kelvin is exactly right, that this is all about partner-
ships. We have to bring the government and industry together. And
that is why having an entity at Treasury, having Secret Service
there, but also giving them operational capability, will help better
defend the financial sector where they are on the front line defend-
ing today, when normally it would be our military or our law en-
forcement efforts at the front line.

Mr. WiLLIAMS. Okay. Quickly, COVID-19 has given cyber crimi-
nals a new opportunity to exploit the crisis to take advantage of
hardworking Americans. Many companies and governments have
been forced to switch their operations to a virtual setting to con-
duct their normal operations, just as we are doing right now with
this hearing.

So, Mr. Coleman, quickly, what advice would you give companies
adapting to these remote settings on how they can stay safe while
they are figuring out these new operating procedures?

Mr. CoLEMAN. Congressman, I would absolutely advise them, do
not abandon your training and awareness. That is a low-hanging-
fruit opportunity for them to make sure that their workers are con-
tinuing to be resilient in terms of trying to protect themselves. So,
the first thing I would say is, please do not abandon the training
and awareness that they probably had set up pre-COVID-19.

Mr. WiLLIAMS. Thank you, Mr. Chairman. I yield back.

Chairman CLEAVER. Thank you.

The Chair now recognizes the gentleman from Washington, Mr.
Heck.

Mr. HECK. Thank you, Mr. Chairman, and Ranking Member Hill.
And thank you to all of the panelists. What a spectacular and time-
ly topic for us to discuss.
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As the Chair indicated, I represent Washington State, and trag-
ically, unfortunately, nobody has been hit harder by the unemploy-
ment insurance fraud that has gone on in this country than Wash-
ington State, perpetuated by the cybercrime group that is based in
Nigeria, known as Scattered Canary.

We don’t know exactly how much they bilked us out of, but we
know for sure that somewhere between $550 million and $650 mil-
lion was fraudulently paid out by our State Department of Employ-
ment Security. Fortunately, we have been able to recover about
$330 million of whatever the total number is.

And that operation, that recovery was only made possible, frank-
ly, because the U.S. Secret Service was able to identify this oper-
ation and went to work. And frankly, I want to express publicly my
appreciation to the Secret Service for this on behalf of the tax-
payers of Washington State and all Americans for that matter.

But I am not under any illusion that it is just Scattered Canary
out there. They are part of one of who knows how many hundreds
or thousands of organizations who basically are intent on fraudu-
lently appropriating our money. And that is why I am so con-
cerned. I am very concerned.

Between the lasting damage done to the government’s investiga-
tive capacity by the Budget Control Act—and it has been dimin-
ished—and the loss of mission focus that has been referred to here
resulting from moving the Secret Service to the Department of
Homeland Security, I think our Federal Government remains pret-
ty unprepared, by and large, to identify and investigate financial
cybercrimes, especially factoring in the massive amounts of Federal
resources being distributed across the country.

And that is why I was indeed proud to join with my friend, Rep-
resentative Williams, in introducing the bipartisan and now bi-
cameral U.S. Secret Service Mission Improvement and Realign-
ment Act, which would, of course, as indicated, move the Secret
Service back from the Department of Homeland Security to its an-
cestral home at Treasury.

I think, as has been indicated, that will enable it to tap into the
institutional knowledge and expertise at Treasury to better defend
us against countering fraud and cybercriminal activity.

So, Mr. Kellermann, I want to ask you the question that Mr. Wil-
liams asked of Mr. Jaffer. You specifically mentioned the impor-
tance of passing the Secret Service Mission Improvement and Re-
alignment Act. Thank you for that. But I want to ask you, in your
own words, why do you think it is important, above and beyond
what has been indicated?

And perhaps secondarily, what do we have to lose if we continue
to keep the Secret Service housed at the Department of Homeland
Security? That is for you, Mr. Kellermann.

Mr. KELLERMANN. Thank you.

I have always been impressed, in my 20 years in cybersecurity,
with the efforts of the Criminal Investigative Division (CID) of the
Secret Service. They haven’t been too flashy and taken too much
credit for their successes, but they have done Herculean efforts as
it relates to disrupting some of the most advanced cybercrime con-
spiracies in the world, beginning with the Eastern Europeans’
cybercriminal syndicates back in the early 2000s.
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But they have always been underresourced, and they have al-
ways been stuck in this position where some of their very best ana-
lysts had to still provide for protection duty, which put a strain on
even then keeping the best technological talent within their ranks.

And this was compounded when they moved over to DHS post-
9/11. I understand why, but, at the same time, I think they could
truly help us move the needle as it relates to civilizing American
cyberspace and thwarting and suppressing some of the more ad-
vanced financial crime, cybercrime conspiracies that are ongoing if
they were back in Treasury working hand-in-hand with FinCEN
and others.

So, again, I tip my hat to you. I think this is incredibly important
legislation, and hopefully, it happens.

Mr. HECK. Thank you.

What other steps do you think need to be taken to fill or expand
or make appropriate to the measure of the challenge our govern-
ment’s capacity to investigate and pursue financial cybercrimes?
Aside from just changing the organizational chart, Mr. Kellermann,
what else do we need to do?

Mr. KELLERMANN. I feel that they should be given the resources
to hire more personnel, number one.

Number two, they should expand the Electronic Crimes Task
Forces—or I think they are now called the Cyber Fraud Task
Forces—internationally to get greater information sharing and
partnership with various countries who have very significant and
very powerful organized crime syndicates who have adopted this
cybercrime model.

And then, lastly, when they come across an investigation where
there is a cybercrime conspiracy and it is obvious there has been
misuse of virtual currencies and alternative payment systems,
those moneys could be used to fund their endeavors or fund the ef-
forts to protect the financial sector from attack.

Mr. HECK. Thank you, Mr. Kellermann.

And just finally then, let me say that if Washington State’s expe-
rience is any measure of this, where in this one instance we have
lost hundreds of millions of dollars in just one State, what we are
talking about here is a proposition of risk that is billions upon bil-
lions upon billions.

I am pleased to have joined Mr. Williams in introducing this bill.

Thank you, Mr. Chairman, and I yield back.

Chairman CLEAVER. Thank you, Mr. Heck.

The Chair now recognizes Representative Gonzalez from Ohio.

Mr. GONZALEZ OF OHIO. Thank you, Mr. Chairman.

And thank you to our witnesses.

Echoing Mr. Heck’s comments, this has been an incredibly en-
lightening and important hearing today. So, I thank the chairman
for his leadership and for our witnesses today.

I want to focus my questions primarily on Mr. Kellermann, if you
would humor me here. I want to first focus on the attribution issue
and our ability to attribute these crimes to different folks.

In both your written testimony and in your oral statement, you
talked about how cybercriminals are evolving in both attack sophis-
tication and organization.
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Can you shed some light specifically on the organization side?
How have cybercriminals evolved, call it, in the last 2 to 3 years,
and what are you seeing as sort of the next phase here?

Mr. KELLERMANN. Thank you for the opportunity.

I would cite the World Economic Forum report that there has
been an industrialization stage occurring within the economy of
scale of the dark web. There are more groups providing specific
services and capability sets. You are seeing advanced business
models specific to things like access mining.

Access mining is, as a construct, a report issued by VMware Car-
bon Black over a year ago where hackers will hack systems. If they
don’t really have a use for those systems, they will profile that sys-
tem, and they will say, this is Bank A’s system. They will then sell
access to that system to a traditional criminal, who would have the
capacity to liquidate that experience, per se.

In many countries, as we well know, you see this Robin Hood ex-
perience where the best cybercriminals are insulated and protected
as long as they don’t hack anything within those sovereign bound-
aries and as long as they act in a patriotic fashion. I am sure my
friends in the Secret Service or in the FBI can attest to that. But
I would say that it is a true economy of scale now, sir.

Mr. GONZALEZ OF OHIO. Is there any sense that these are con-
nected to nation-states, in particular the Chinas and Russias of the
world? How directly are the links to some of our adversaries?

Mr. KELLERMANN. From my gut, I feel like there is a link be-
tween some of these groups, but, then again, I can’t verify that. I
am sure that if you had the Secret Service or the FBI testify,
maybe in a classified setting, they could speak to that.

I think there is a big difference between, let’s say, a Russian
hacker and a Chinese hacker. Chinese hackers are less likely to
target the financial sector because, frankly, we are their number
one debtor, and, frankly, we are their number one consumer. That
being said, I don’t think it is the case when it comes to Russian-
speaking hackers in Eastern Europe.

Mr. GONZALEZ OF OHIO. Right.

And then you also talk about a dark wallet as a platform where
jihadists can avoid your customer regulations and launder money.

My question is, technologically, do we have the ability to shut
down something like a dark wallet? Is that technologically pos-
sible?

Mr. KELLERMANN. I wouldn’t be an advocate of, let’s say, shut-
ting it down. I would just challenge the developers of these plat-
forms to at least, when called upon, to know who your customer is
when called upon, and to be able to freeze the assets associated
with anything that has been proven to be part of a criminal or ter-
rorist conspiracy using cyberspace.

I think the FBI, the Secret Service, and the intelligence commu-
nities do have the capacity to do more interesting things, but, then
again, I am just a watcher on the wall, sir. I don’t have that much
expertise vis-a-vis dark wallets.

Mr. GoNzALEZ OF OHIO. Okay. But your gut is that we do have
the capability of being more aggressive with respect to how we go
after these individuals or we monitor, to be specific.
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With my last minute, another thing you talk about is the inter-
national e-forfeiture fund, which I think is really interesting and
probably something I want to investigate with you maybe offline
when we have more time.

But, just with the minute that I have left, structurally, how
would you envision that being set up? Who would be a part of it?
And how would it sort of be managed?

And I know that is a lot for 50 seconds, but give it your best
shot.

Mr. KELLERMANN. We need to incent developing countries to play
ball with us. As we both know, and as most—all of us know for
that matter, the most significant entities, transnational organiza-
tions and organized crime syndicates within these sovereign bound-
aries of those countries, don’t necessarily have to play ball, and
they are just as powerful as the government.

So how do you incent the government to play ball? I think by giv-
ing them a percentage of the forfeited assets associated with the
investigation. That is why I open it up to an international lens, be-
(éause most of cybercrime emanates from outside of the United

tates.

I think probably the Bank of International Settlements might be
well-suited to do this, because they already facilitate so much in
our financial sector between the tier 1 financials.

Mr. GoNzALEZ OF OHIO. Great. Thank you for your insight. We
will reach out after this for more depth.

Thank you, Mr. Chairman. I yield back.

Chairman CLEAVER. Thank you.

The Chair now recognizes the gentleman from California, Mr.
Sherman.

Mr. SHERMAN. Thank you, and thanks for putting on this virtual
hearing.

My first question is for Mr. Kellermann. Included as one of the
subjects of today’s hearing is a bill that I introduced, the Internet
Fraud Prevention Act, which addresses the issue of business email
compromise and especially real estate wire fraud.

And the way it typically works in a real estate situation is, you
are dealing with somebody who saved their money to buy a house.
This would be the one time in their life that they actually send
$50,000 or $100,000 somewhere. And you hack their email account,
know that they are, in fact, buying a house, and you convince them
that when they are supposed to wire that downpayment, it is sup-
posed to go to account number “12345” in order to get to their es-
crow agent, when, in fact, the escrow agent or the attorney in-
volved has a different account number.

And the reason this occurs is when you are supposed to wire
money in this country, you only wire it to a number and not to the
name of the entity that you are trying to send the money to.

In the U.K,, they are implementing a payee matching system
where, when you wire money, you are going to wire it to an account
number that has to be in the name of whom you actually intend
to get the money, and the U.K. regulator believes this will reduce
this kind of fraud by 90 percent.

My bill would require the Federal Reserve to perform a cost-ben-
efit analysis for implementing a similar program in the United
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States. Would you agree that this is a good approach in order to
focus on this issue and prevent people from wiring money to the
wrong account?

Mr. KELLERMANN. I do. I do think that it necessitates a cost-ben-
efit analysis. But that being said, any obstacle that we can put in
the way of a fraudster is an obstacle worth having.

My mom is a real estate agent, so I hear about this a lot.

Mr. SHERMAN. Thank you.

Ms. Senn, the next one is for you. I am the Chair of our Investor
Protection, Entrepreneurship, and Capital Markets Subcommittee,
as my colleagues know, and I am concerned about the threat of
cryptocurrency-based fraud.

In 2019, just a few months ago, in December, the NASAA identi-
fied cryptocurrency as one of the top 5 threats to investors in 2020.
Today in your testimony, you note that among the schemes being
identified by your organization, this COVID-19 Enforcement Task
Force, many involve cryptocurrency or promote investments that
are outside the stock market.

The SEC has resisted identifying cryptocurrencies, at least
Bitcoin and Ethereum, as securities, and so they say, “Hey, it is not
our business, it is not a security, we have an ‘S’ in our name, that
stands for security,” and of course they apply the Howey test, I be-
lieve that a lack of an SEC registration requirement makes
cryptocurrencies attractive to those who have investment scams.

What do you think Congress can do, and what can the States do
to correct this system where, if investors want to invest in a real
company that really is providing jobs, they have the protection of
the SEC and the State commissioners as well, but, for
cryptocurrency, they don’t get much protection?

Ms. SENN. Thank you, Congressman Sherman.

We do have a regulatory framework in place under the Howey
test to regulate investments in cryptocurrency. And on a State level
and through NASAA, back in 2018, we initiated a cryptocurrency
sweep, and it was a massive public awareness campaign where we
notified the public that, hey, guys, these things are out here, they
are initial coin offerings, they are investment-related, be aware
there are lots of fraudulent offerings, as with any currency as well,
but especially in the crypto space, because people don’t understand
it. Investors are still learning the digital assets if they want to in-
vest properly in that.

But we have a regulatory framework for investment in
cryptocurrency. I do believe that, collectively, the States can be
more proactive in promoting the types of frauds that are preva-
lent—

Mr. SHERMAN. If I can interrupt, the SEC clings to this idea that
Bitcoin and Ether are not securities, and, therefore, they don’t have
jurisdiction. Do the State securities commissioners believe they
have jurisdiction in those who are selling Bitcoin and Ethereum?

Ms. SENN. If the cryptocurrency is being offered as an invest-
ment, or with a view toward an investment—yes, sir. I know.

Mr. SHERMAN. If every—

Ms. SENN. We also have many transmitters laws.
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Mr. SHERMAN. Everybody who buys Bitcoin is buying it with the
prospect of it going up. Every cryptocurrency enthusiast who hears
a rate, and invests in it, believes it is going to go up.

I believe my time has expired, so I yield back.

Ms. SENN. I am in agreement.

Chairman CLEAVER. The Chair now recognizes Representative
Rose from Tennessee.

Mr. Rose?

We will move on to Mr. Taylor from Texas.

Mr. TAYLOR. Thank you. I really appreciate you putting this
hearing together, and I think it is important information. I am re-
minded of something that Frederick the Great said long ago: “He
who defends everything defends nothing.”

Part of the issue here I think in this whole discussion is
prioritizing resources. And I have heard a lot about where we need
to prioritize resources and not prioritize resources. And I guess
something that I have been thinking about is in—and I know there
has been a mention of the AML/BSA program that financial insti-
tutions pursue in trying to find anti-money-laundering and, with
the Bank Secrecy Act, trying to find problems in terms of
prioritizing.

I guess I will just kind of ask a broad question: Have you seen
people wasting resources, wasting the effort, or they are trying to
do the right thing, but they are headed down the wrong path in
terms of what they are doing? I will throw that out, just experi-
ences from the field. What have you seen that you think, gosh, that
is a waste of time and effort?

Mr. Coleman, do you want to take a crack at that?

Mr. CoLEMAN. Congressman, fortunately, I have not experienced
that in cybersecurity. Most of the time it is the exact opposite in
terms of trying to help people understand the urgency of investing
or taking action throughout normal times, let alone a disaster.

Jon Check from Raytheon, whom I work with, often talks about
how bad actors will take advantage of a disaster, manmade or nat-
ural, a situation like we are in now, Congressman. And so getting
companies, businesses, individuals to act during those times is dif-
ficult enough, let alone during peacetime.

So, no, I haven’t necessarily seen where people are going down
the wrong path or wasting time. Actually, it is the opposite in
terms of trying to encourage them to go forward.

Mr. TAYLOR. Anybody else want to take a stab at that one and
talk about prioritization and making sure resources are being used
intelligently?

Mr. JAFFER. Congressman, I think one place that you might look
is oftentimes, you see a company go out and buy every tool they
can out there. And they put a lot of them on the shelves and they
don’t utilize them.

So one thing that we can do is really encourage companies to
identify the best out there in the field and buy that capability, use
that capability. And if you are not going to use it, don’t buy it. If
you don’t have the capacity to take care of it right now, don’t invest
in it at this time. I think it prioritizes that, and that way is a sen-
sible approach for institutions.
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I also want to associate myself with Mr. Kellermann’s remarks
earlier about providing carrots to industry to take advantage of cy-
bersecurity protection, and so I think that giving tax incentives is
the right way to go.

A different approach would be to regulate and to tell people ex-
actly what to do and what not to do. The problem with that in my
mind is that it creates a check-box mentality, and in a field where
things are changing so rapidly, sir, I think it is a mistake to re-
quire the type of regulations that would be very specific and de-
tailed and ultimately cause people to just check the box and not ac-
tually gain on security gains.

Mr. TAYLOR. In my own experience, I was on a bank board for
12 years, and we acquired a product which automated the
verification of checks that were written fraudulently. And so, by
automating that, we were able to reduce resources in that effort
and actually be more effective. We actually saw reduction in our
fraud at our bank. But we also were then able to put more re-
sources into other counter-fraud efforts.

And so I think making the right investment, as you say, a part
of that is knowing where the efficiency is to be gained and then,
in turn, understanding where we can actually go get those effi-
ciencies.

And I look forward to working further on this issue. Cybersecu-
rity is increasingly becoming a concern in our country because we
are automating more, and the more we automate, the more we turn
to systems and computers to do things, the more stuff is on the
web, the more vulnerable we become or the more we have to defend
it.

With that, Mr. Chairman, I yield back.

Chairman CLEAVER. The gentleman yields back.

The Chair now recognizes the gentleman from New Jersey, Mr.
Gottheimer.

Mr. GOTTHEIMER. Thank you so much, Chairman Cleaver and
Ranking Member Hill, for calling this hearing, and to all of our
witnesses for being here today.

TransUnion, one of the big three credit bureaus, runs a weekly
survey that shows that 29 percent of consumers say they have been
targets of digital fraud related to COVID-19. On top of that,
AARP’s Fraud Watch Network recently reported that there has
been a steep increase in scams targeting the elderly and other vul-
nerable communities.

These nefarious actors, both domestic and international, are
using the pandemic and preying on people’s fragile states in these
uncertain times to target their hard-earned retirement accounts,
their unemployment checks, and other savings.

Ms. Senn, from your perspective of working directly to prevent
cybercrime as the Chair of the Cybersecurity Committee for the
NASAA, do you agree that seniors are disproportionately the vic-
tims of cybercriminals? And what challenges do law enforcement
run into while trying to prevent this population from falling victim
to frauds and scams?

Ms. SENN. Thank you, Congressman.

Yes, seniors are disproportionately targeted. They hold most of
the nation’s wealth. You work your entire life so that in your gold-
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en years, you hopefully can sustain the rest of your life with the
retirements that you have saved. Criminals know that. That is
where the money is.

You have heard the studies where, as you age, your cognitive
function declines, and your financial judgment is part of that. And
so, seniors are more vulnerable to financial fraud because of that,
the weakening in their financial judgment.

Through NASAA, our North American Securities Administrators
Association, we have developed a model law to report the suspected
financial exploitation of seniors, and, through that law, which 27
States have passed—yesterday was Elder Abuse Awareness Day,
and we were pleased to announce that—we have reports coming in.
So we can review—I have a stack of them on my desk here of the
types of frauds that seniors are being exposed to.

And especially now, during the COVID-19 pandemic, seniors are
at home, they are being isolated, they are away from their friends
and family who normally check on them to see how things are
going and ensure that they are not online surfing the internet and
being solicited by fraudsters.

And so, it is critical during this time to reach out to your friends
and family, check on them, make sure that things aren’t unusual,
red flags—I could talk about those all day—but to continue to re-
port suspected financial exploitation.

I want to mention one thing about the financial industry, be-
cause we regulate on the State level the small businesses. And I
know you guys are talking at a macro level, but on a micro level,
we see the trickle down. I sit down with the victim investors and
talk with them about the frauds that have impacted them, and
some of them have been ripped off of their entire life savings, and
it is a problem for all of us—

Mr. GOTTHEIMER. What do you think States—if I could just fol-
low up on that—what do you think States can do, what should we
equip States to do to be able to fight back and protect vulnerable
populations from fraud? Are there things you would recommend?

Ms. SENN. Congressman, yes. I mentioned in my opening re-
marks and in my written testimony, we—INASAA supports the Sen-
ior Investor Pandemic and Fraud Protection Act, and I believe that
is legislation that you are interested in, which would allow States
to apply for a grant. And I know we do a great job with the limited
resources that we have, but, sir, we can do better.

For example, in Alabama, we are able, through a small grant, to
hire a victim service officer to assist our financial abuse victims,
mostly seniors, with reporting and to provide that human element.
So it is critical, yes—

Mr. GOTTHEIMER. Ma’am, I am glad you mentioned the legisla-
tion that I have drafted. The Senior Investor Pandemic and Fraud
Protection Act does a lot, I think, that would really help in that ef-
fort to allow qualified States to apply for these grants, to be able
to hire and train investigative staff, which seems like that would
make a difference, whether it is purchasing technology and equip-
ment or developing other materials to fight fraud.

And I am going to ask unanimous consent, Mr. Chairman, to
submit a series of letters from industry and consumer groups in
support of this draft legislation into the record.
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Chairman CLEAVER. Without objection, it is so ordered.

Mr. GOTTHEIMER. Thank you so much.

I can’t tell how much time I have left. Mr. Chairman, how much
time is that? It is not coming up. How long?

Chairman CLEAVER. One minute.

Mr. GOTTHEIMER. One minute. So I will just say, as the world
races to find a cure for COVID, Iranian and Chinese hackers have
waged cyber attacks targeting American companies, universities,
and research institutions, the pharmaceutical company Gilead
Sciences, and the World Health Organization (WHO).

Mr. Jaffer, in the time we have left, how vulnerable is our finan-
cial sector to state-sponsored hacking at this time?

Mr. JAFFER. I think state-sponsored hacking is the biggest threat
to our financial sector because of the capabilities they can bring to
bear.

If you think about what nation-states have, they have almost un-
limited resources, both human and monetary, to throw at a prob-
lem. So, any single private-sector company, whether it is JPMorgan
Chase or a small community bank like you were talking about,
they simply don’t have the resources to be able to go up against
that kind of a threat.

That is why we have to bring them together in a collective de-
fense fabric, one bank with another, large banks with small banks,
all coming together collectively to defend one another in this sce-
nario. You just can’t beat a nation-state at their own game.

Mr. GOTTHEIMER. Thank you, Mr. Jaffer.

Ms. Senn, thank you for your answers.

And thank you, again, to the chairman and the ranking member
and our witnesses. I yield back.

Chairman CLEAVER. Thank you.

The gentleman from Tennessee, Mr. Rose, is now recognized for
5 minutes.

Mr. Rost. Thank you, Chairman Cleaver and Ranking Member
Hill, for yielding and for holding this hearing today.

I also want to thank our witnesses for their testimony and for
their expertise.

As the COVID-19 pandemic continues to impact our country,
fraudsters and cybercriminals have seized the opportunity to prey
on vulnerable Americans. They have exploited this crisis to infil-
trate our institutions and are a systemic threat to our financial
system.

The number of cybersecurity complaints in the last 4 months has
spiked to as many as 4,000 incidents a day.

Ms. Senn, would you please outline to what extent we are seeing
an increase? That is, is it exponential, or does it compare to fraud
seen in the wake of other natural disasters?

Ms. SENN. Thank you, Congressman.

In my opinion, it is exponential. I can speak from my perspective
here in Alabama and for other States that we have seen a dra-
matic, 50 percent uptick in the number of financial exploitation re-
ports that are coming in during this time.

Like I mentioned earlier, I have a stack of them on my desk, be-
cause primarily, seniors are at home alone. The computer is a
source of social—it is a social platform. People are online more.
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They are ordering food and other items online. Shopping online is
a tremendous source of fraud. They are being inundated with pop-
up things, and people just don’t know how to sort through BS and
get to the legitimate sites.

And our brokerage firms, you all mentioned small businesses, a
lot of them are working from home. And so, we are working to en-
sure that controls are in place for the small businesses that we reg-
ulate on the financial side.

Mr. Rosk. Thank you.

Cyber threat actors have been taking advantage of the crisis to
undermine the U.S. Government, to prod systems for weaknesses,
and stoke fear and confusion.

Professor Jaffer, where are a majority of these cyber attacks orig-
inating from, and what has been their main target?

Mr. JAFFER. Thank you, Congressman.

Obviously, the vast majority of cyber attacks that come against
our country are coming from a combination of nation-states and
fraudsters. So it depends on what we are talking about. If we are
talking about major attacks on our banking system or the like, we
have seen that come from countries like North Korea, and from
Iran. We saw the 2016 and the 2012 attacks on our banking system
by Iran, and those continue apace.

Our government is targeted by all manner of nation-states and
patriotic hackers and the like. I don’t really believe in patriotic
hackers. Those are simply nation-states acting through proxies.

At end of the day, if we are really going to defend this nation
when it comes to cyberspace, we have to realize that we have put
the private sector on the front lines unlike any other scenario. We
don’t expect Target and Walmart to defend against Russian Bear
Bombers coming across the horizon, yet today in cyberspace we ex-
pect exactly that of JPMorgan, Citibank, Walmart, Target, and
every mom-and-pop institution, whether it is a bank or a bakery,
to defend against the Russians, the Chinese, and the Iranians.
That is simply an unsustainable scenario, and we have to bring the
nation together.

Large banks have to protect small banks. Large corporate insti-
tutions have to protect other smaller corporations. We have to take
a supply chain mentality to this.

And that is something that the government single-handedly can
bring together and create that joint collaborative environment that
the Cyberspace Solarium Commission talked about in order to
make that happen. It requires us to move and act in real time. We
can’t simply wait and have the conversation a day or two later. By
that time, your systems are down, sir.

Mr. ROSE. Picking up there, Professor Jaffer, have we given our
law enforcement agencies and the criminal justice system the tools
that we need to give them to combat this 21st Century challenge?

Mr. JAFFER. Thank you for that question, Congressman.

We have historically given a lot of the tools that our government
needs. One of the challenges we face today, though, is that we have
a debate in this country about the right authorities for police, the
right authority for our intelligence community. You see the expired
provisions of the USA Patriot Act. We are now in a pre-9/11 era
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when it comes to protecting ourselves against foreign nation-state
threats and terrorist threats.

The same is true of cybercriminals. Those same authorities we
used are gone. And the fact that we haven’t been able to come to-
gether as a country and reauthorize those provisions which are—
one of which is controversial, two of which are absolutely non-
controversial, is really a concern. And we really have to come to-
gether and provide authorities and add authorities, as we are doing
with the Secret Service, and resources to really address these
threats.

It is a hard thing to do in a time we are spending a lot of money
on restarting our economy, but it is something we have to do if we
are going to protect it in the long-term, sir.

Mr. ROSE. Quickly, one follow-up question. I have always felt like
we probably were not getting to the easiest place to cut off the
threat, so the providers of access to the internet. Do you think we
have enough and a robust enough set of tools in that arena to com-
bat crime in the cyber era?

Mr. JAFFER. The providers do a lot today to take spam off the
network and the like. Could we empower them with more capabili-
ties, more authority, frankly, more information from the govern-
ment? Absolutely.

The truth is that we have been talking about the government
giving classified information to the private sector to defend itself
for the better part of almost a decade and a half. We have never
really acted in a serious way. That is on the intelligence commu-
nity on one side. But it is also on industry, because the industry
has to show the government where the attack is from.

And so, we have to create that shared situational awareness, but
both sides have to play, and the government has to give more clas-
sified information to industry and in a form they can actually use
it, sir, and that is the most important thing.

It is one thing to pull somebody in a room and say, “Here is a
bunch of secrets.” Walk out, you can’t say anything about it. It is
different to give them the actual information and let them use it
to defend themselves.

Chairman CLEAVER. Thank you, Mr. Jaffer.

Mr. RosE. Thank you. I yield back. I think I have ran out of
time, but the clock disappeared.

Chairman CLEAVER. Yes. Well, this is your gift for the day.

Mr. RoSE. 1 yield back.

Chairman CLEAVER. Ms. Wexton of Virginia, you have 5 minutes.

Ms. WEXTON. Thank you, Mr. Chairman.

And thank you to the witnesses for being with us today. This is
a really fascinating and obviously a very timely discussion.

One of the pieces of legislation that we are considering today is
a bill that I am working on, the COVID-19 Restitution Assistance
Fund for Victims of Securities Violations Act, which would create
a fund at the SEC to provide restitution payments for individuals
harmed by COVID-19-related securities fraud if they don’t other-
wise receive full restitution.

Ms. Senn, I was pleased to hear you reference this bill in your
opening remarks. Do you agree with this approach? Do you think
that this is a positive piece of legislation?
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Ms. SENN. Overwhelmingly yes, Congresswoman. As a long-time
prosecutor, 10 years of financial crime, I have spent many long
hours on the topic of victims who will never see another cent of the
money that was stolen from them by fraudsters. And, in Alabama,
there is not a recovery fund for victims of financial crimes. And so,
yes, Alabama and NASAA overwhelmingly support the establish-
ment of this fund.

Ms. WEXTON. And you say in your testimony that victims of in-
vestment scams often have a hard time recovering their losses. Can
you explain why that is, and what are some of the challenges that
they faced in recovering their losses?

Ms. SENN. Yes, ma’am. As my distinguished colleagues on the
panel have mentioned several times, that money goes overseas, and
we see it in the bank records. We coordinate regularly with our
Federal partners. The FBI can provide us with the exact location,
but we can’t go out and get it.

As Congress is aware, there are certain threshold requirements.
Due to the limited resources, we have to allocate them properly. So,
we can’t go after Ms. Jones’ $50,000 that she put as a down pay-
ment on her house. Maybe that came from a brokerage firm. It is
just not possible to spend the money to go out and get that. And
so, those people oftentimes have seen entire retirement accounts
dissipated, and they have nowhere to turn. They don’t have friends
and family to look after them. So they turn to public welfare, and
it is a sad situation. But victims of financial fraud need a recovery
fund.

Ms. WEXTON. It is very sad that someone’s entire life savings
wouldn’t be enough to go and recover it as best we can. But do you
have any suggestions or thoughts about what other actions Con-
gress can take to uncover and prosecute those who would commit
fraud in this way?

Ms. SENN. Yes, ma’am.

As mentioned earlier, the States come together, we coordinate,
and we communicate. If there is a fraudster in one State, we have
internal communications where we ensure that our resources are
being allocated properly so that we can go after these folks.

And we are also coordinating with our Federal counterparts, the
SEC, CFTC, FBI, and DOJ. But we all have limited resources. I
know, on the State side, particularly with the financial fraud that
we are seeing, everybody needs more money for technology.

I am listening to my panelists, and I am shaking my head in
agreement, yes, especially the smaller businesses. The cybersecu-
rity protocols 20 years ago were nothing in comparison. You tried
to make sure your computer was updated occasionally. And so, it
is overwhelming to small businesses across the State, so I mention
those things, money as always.

Ms. WEXTON. Great. Thank you so much, to all of you. With that,
I will yield back, Mr. Chairman.

Ms. SENN. Thank you.

Chairman CLEAVER. The gentlelady yields back.

The Chair now recognizes Mr. Lynch from Massachusetts.

Mr. LyncH. Thank you, Mr. Chairman. First of all, I want to
thank you, Mr. Chairman, for holding this hearing, and also Rank-
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ing Member Hill. I want to thank our witnesses. They have all
been terrific, and I really appreciate their testimony.

Mr. Chairman, I don’t have many more questions, but I sort of
handle a similar topic over on the House Oversight and Reform
Committee, where I chair the Subcommittee on National Security,
and we sort of overlap. And one of the earlier questions was what
evidence do you have as to the nature of some of these cyber intru-
sions.

So, we have submitted a request to our intelligence agencies to
do a classified briefing when we get back into D.C. And I was won-
dering if, Mr. Chairman, you would cosign that request and we
would do a joint classified briefing so that we can get into some of
the details of this that we cannot discuss in this forum, which is
unclassified?

But that is my one request. And it would be expanded not only
to the cyber hacks, but, also, there is evidence that foreign actors
are also online, exacerbating and disrupting some of the discus-
sions around us reforming our criminal justice system and the bru-
tal murder of George Floyd in Minneapolis.

They have been piling on, on top of that issue, too, and we would
like to drill down and see what actions some of these malign actors
overseas, both government-wise but also individual hackers, have
influenced that debate as well.

So, that is all I have. I would love to have you join us. I think
it is one of the common interests between our committees, and it
is also bipartisan. It is shared among our colleagues.

In closing, I do want to say that I fully endorse the Realignment
Act that has been put forward by Mr. Heck and Mr. Williams, and
I am happy to support that, and I will yield back. Thank you, sir.

Chairman CLEAVER. Thank you, Mr. Lynch. We look forward to
working with you to see what—and I would ask Mr. Perlmutter as
well, and Ranking Member Hill to sit down with you. I think we
should work together on this issue.

The Chair now recognizes the Chair of the Full Committee, the
gentlewoman from California, Chairwoman Waters.

Chairwoman WATERS. I would like to thank you for convening
this hearing on the cybersecurity threats and electronic fraud
issues that have proliferated during the COVID-19 pandemic. Per-
sistent cyber attacks on our financial system are not new. I don’t
know if you have had this discussion this morning, but I am con-
cerned that some minority communities, and particularly those
with higher limited-English-proficient populations, are more vul-
nerable to predatory practices and scams during the COVID-19
pandemic.

For example, in the last financial crisis, consumer groups re-
ported that borrowers with limited-English-proficiency paid thou-
sands of dollars to scammers for foreclosure prevention help that
never materialized, with cybersecurity complaints to the FBI in-
creasing from 1,000 per day to 4,000 daily, which scams have been
predominantly targeting seniors, minorities, and individuals with
limited English proficiency during this pandemic.

What can financial regulators and advocacy groups do to better
protect and educate consumers in these communities against such
threats?
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I would like to address this to all of our witnesses. Any one of
you can start with a response to this if you have any information
or advice about what is happening as this fraud is targeted toward
these minority communities.

Mr. COLEMAN. Chairwoman Waters, this is Kelvin Coleman with
the National Cyber Security Alliance. I will start by saying that
with the nation being over 360 million Americans in 50 States and
6 territories, the National Cyber Security Alliance has been very
successful in using force multipliers for trusted community groups
to spread our message about cybersecurity awareness and edu-
cation. I think this is the perfect opportunity to do that as well. So,
utilizing and speaking with organizations that are trusted and em-
bedded in those communities to carry our message forward, be-
cause oftentimes, these are low-hanging-fruit solutions that we can
recommend to people.

I know Amanda and Jamil and Tom are talking about some pret-
ty sophisticated products and processes that the U.S. Government
can look at. But when it comes to the average citizen, we need to
be talking about more basics, like password protection, making
sure that they are patching their systems, that they are up-to-date.
And so, I would advocate utilizing those existing embedded commu-
nity groups to really, again, use them as our force multiplier to get
the message out there to them.

Chairwoman WATERS. Ms. Senn?

Ms. SENN. Chairwoman Waters, I will add to Kelvin’s comment
that the States—we have discussed this—have provided translators
in the communities in some of our States, because they know the
communities, our State securities regulators understand their com-
munities’ needs, and they are able to partner with private industry
to host workshops and investor education events and have folks
there to translate.

Chairwoman WATERS. Thank you very much for that response.

And I just want to say to the chairman, I thank you so very
much. This is a subject that is going to get a lot of attention based
on our new normal. So, thank you very much.

I yield back the balance of my time.

Chairman CLEAVER. Thank you, Madam Chairwoman.

Let me, at this time, thank all of the witnesses for their very
helpful, insightful testimony.

Without objection, I would like to offer letters of support for this
hearing provided by the FACT Coalition; the National Association
of Federally-Insured Credit Unions; a submission for the record by
the Washington, D.C.-based think tank Third Way; and a number
of letters of support for legislation to reauthorize and funding the
Senior Investor Protection Grant Program.

Without objection, it is so ordered.
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The Chair notes that some Members may have additional ques-
tions for this panel, which they may wish to submit in writing.
Without objection, the hearing record will remain open for 5 legis-
lative days for Members to submit written questions to these wit-
nesses and to place their responses in the record. Also, without ob-
jection, Members will have 5 legislative days to submit extraneous
materials to the Chair for inclusion in the record.

With that, this hearing is adjourned.

[Whereupon, at 1:44 p.m., the hearing was adjourned.]
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Chairman Cleaver, Ranking Member Hill, and Members of the Committee:

Thank you for inviting me to join today’s hearing. It is an honor to be here. My name is Kelvin
Coleman. I am the Executive Director and Chief Executive Officer of the National Cyber
Security Alliance, an organization comprised of twenty-seven of world’s leading companies in
technology and cybersecurity.

I am pleased to represent the National Cyber Security Alliance (NCSA) at this important hearing
NCSA'’s core mission is to build strong public/private partnerships to create and implement
broad-reaching education and awareness efforts to empower users at home, work and school. We
provide users with the information they need to keep themselves, their organizations, their
systems and their sensitive information safe and secure online and encourage a culture of
cybersecurity. Simply put, our vision is to empower a more secure, interconnected world.

We work hard every day on this vision because the United States confronts a dangerous
combination of known and unknown cyber vulnerabilities. And we have known about these
vulnerabilities for quite some time now. Today, we face strong and rapidly expanding
adversaries with ever increasing cyber capabilities. We face persistent, unauthorized, and often
unattributable intrusions to Federal, State, Local and private sector networks. The products and
processes we put into place to mitigate these challenges are certainly part of the solution but I
believe we need to focus even more on another aspect: partnerships.

NCSA is the proven public/private partner that focuses industry and government efforts. We do
this by: 1) Convening partners who recognize strength in the security collective; 2) Educating
individuals on cybersecurity best practices; and 3) Amplifying collective efforts to increase
cybersecurity awareness. To accomplish these goals, we rely on a number of programs and
partners.

This is especially true during the COVID-19 era. NCSA, our board member companies, federal
partners and non-profit collaborators have worked swiftly to provide organizations and
individuals with relevant and helpful information to address security and privacy concerns
surrounding the global COVID-19 outbreak.

To help individuals and organizations find resources they can use and share, NCSA has launched
the COVID-19 Security Resource Library. This library features free and updated information
on current scams, cyber threats, remote working, disaster relief, and more. NCSA will work
diligently to update this page regularly as resources become available. We also created a Covid-
19 webinar series for the small and medium size business community. The webinar series
focused on teleworking, e-commerce and mobile payment security. The Federal Trade
Commission was featured in the series.

One of our primary tools in this effort to educate Americans on threats and solutions related to
technology is Cyber Security Awareness Month (CSAM). Led by NCSA, CSAM is held in
October and is a collaborative effort between government and industry that raises cybersecurity
awareness and ensures that all Americans have the resources they need to be safe and secure
online.
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Focusing on key areas like privacy, consumer devices, and e-commerce, CSAM emphasizes
shared responsibility and personal accountability in cyberspace, stressing the importance of
taking proactive steps to enhance cybersecurity at home and in the workplace.

During CSAM, we emphasize the importance of cybersecurity awareness; however, the
conversation does not end when October is over. Cybersecurity awareness should consistently be
part of conversations with stakeholders, family, friends, and our communities.

Another vehicle NCSA uses to raise awareness is our Data Privacy Day campaign. This
campaign, led by NCSA, began in the United States and Canada in January 2008 as an extension
of the Data Protection Day celebration in Europe. Data Protection Day commemorates the Jan.
28, 1981, signing of Convention 108, the first legally binding international treaty dealing with
privacy and data protection. On Jan. 27, 2014, the 113th U.S. Congress adopted S. Res. 337, a
non-binding resolution expressing support for the designation of Jan. 28 as “National Data
Privacy Day.”

Data Privacy Day is the signature event in a greater privacy awareness and education effort.
Year-round, NCSA educates consumers on how they can own their online presence and shows
organizations how privacy is good for business. NCSA’s privacy awareness campaign is an
essential component of the global online safety, security and privacy movement.

A third program that NCSA uses to build a more secure world is CyberSecure My Business.
CyberSecure My Business is a national program whose mission is to help small and medium-
sized businesses (SMBs) learn to be safer and more secure online. The program offers a series of
virtual and in-person, highly interactive and easy-to-understand workshops based on the National
Institute of Standards and Technology (NIST) Cybersecurity Framework to educate the SMB
community about:

Identifying and understanding which business assets (“digital crown jewels™) others want
Learning how to protect those assets

Detecting when something has gone wrong

Responding quickly to minimize impact and implement an action plan

Learning what resources are needed to recover after a breach

Additional components of CyberSecure My Business include: monthly webinars with industry,
government and nonprofit cybersecurity experts, online portal of resources to help the SMB
community and monthly newsletters summarizing the latest cybersecurity news.

In addition to these programs, NCSA also offers a number of resources that speak to online
safety basics, theft/fraud/cybercrime, key accounts and devices security and ways to manage
privacy. One of our most popular resources are our toolkit and tip sheets. Updated annually,
NCSA toolkit and tip sheets provide a comprehensive guide for individuals and organizations,
regardless of size or industry, on engaging in and promoting cybersecurity awareness and
developing effective practices that foster strong and lasting cybersecurity. The toolkit and tip
sheets offer a variety of ways to get stakeholders engaged in the cybersecurity awareness effort
anytime and anywhere.
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While these programs and resources provide tremendous value in the fight to protect Americans,
I would say our biggest asset can found in the incredible partnerships we have developed over
the years in both the public and private sectors. Chief among those partnerships is the one NCSA
shares with its 27 Board member companies.

NCSA’s Board is comprised of some of today’s leading companies in areas such as
cybersecurity, software, social media and consumer services. Board member companies include:

ADP » AIG » American Express = Bank of America « CME Group * Cofense » Comcast « ESET
North America * Facebook « Intel Corporation * Lenovo = Eli Lilly « LogMeln Inc. « Marriott
International « Mastercard » MediaPro « Microsoft « Mimecast «* KnowBe4 « NortonLifeLock *
ProofPoint « Raytheon * Trend Micro  Uber « US Bank * Visa, Inc. »+ Wells Fargo

NCSA Board member companies are viewed as leaders in cybersecurity education and
awareness and are an integral part of making the organization a successful public-private
partnership. The Board also provides NCSA with organizational and fiscal oversight.

While the private sector is an incredibly important partner, the Federal Government plays an
equally important role in cybersecurity education and awareness. Chief among NCSA’s Federal
Government partners is the Cybersecurity and Infrastructure Security Agency (CISA).

CISA and NCSA have worked to enhanced tools and materials for cybersecurity awareness in a
number of ways. Some of these include materials covering topics related to basic cyber hygiene,
workforce, Internet of Things, Staying Safe Online During Tax Time (February and March);
Digital Spring Cleaning, National Supply Chain Integrity Month (April); National Small
Business Week (May); CyberTrip Advisor (June); National Cybersecurity Awareness Month
(October); CyberSafe Holiday Shopping, Critical Infrastructure Security and Resilience Month
(November) and Digital New Year’s Resolutions (December). Other activities with CISA
include redesigning the website with improved tools making it easier for consumers and
stakeholders to engage in the various campaigns.

CISA and NCSA have worked in tandem to plan the “kick-off” of CSAM events across the
nation. To engage diverse geographic areas, CISA & NCSA have coordinated with trusted
community partners in CISA’s 10 regional locations to encourage hosting CSAM events
including facilitated workshops. Every year CISA leadership is invited to participate in the
NCSA and Nasdaq Cybersecurity Summit. A signature CSAM initiative, this mediagenic event
provides a unique and well-attended forum to discuss the state of cybersecurity.

While CISA is by far NCSA’s closest Federal partner, we do engage with a number of other
Federal departments and agencies including:

National Institute of Standards and Technology
Federal Trade Commission

Federal Bureau of Investigations

Small Business Administration

Federal Trade Commission

. 2 0 8 @



40

e Federal Communication Commission
CONCLUSION

NCSA, in coordination with its many partners at the public and private sector levels, has put a lot
of effort into building a more secure, connected world. With that said, there is still so much to be
done. Congress should consider making game changing investments in cybersecurity awareness
and education. Investments that could benefit the American people as well as the small and
medium sized business community. As Americans began to rely more heavily on telework, bad
actors will increase their malicious activities and target those working from home. Americans
must be equipped with the knowledge to protect themselves and their communities, Congress can
and should play an important role in making sure Americans understand the many dangerous of
inadequately securing their systems, devices and information.
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I. Introduction

Chairman Cleaver, Ranking Member Hill, and Members of the Subcommittee: thank you for
inviting me to discuss the very real cyber threats facing the U.S. financial sector, as well as the
global financial system writ large. As you all too well know, these threats are currently targeting
key financial institutions in allied nations and have become particularly problematic in the midst
of the current pandemic. I hope that we will have the opportunity for a frank discussion about
these matters, building on your bipartisan virtual roundtable last month,? and to have a robust
discussion about what steps we might take as a nation to defend against these very significant
threats,

At the outset, | want to note your leadership, Mr. Chairman, on critical cybersecurity issues,
including working to secure our nation’s oil and gas pipeline infrastructure,® highlighting, earlier
this year, the very real threat of Iranian cyberattacks against the United States, particularly
against American financial institutions,* and your longstanding efforts to fight foreign overt and
covert disinformation efforts online, including those that seek to divide us as a nation,® 1
strongly share your views on the need to address these issues, including ensuring the security of

! Jamil N, Jaffer currently serves as Founder & Executive Director of the National Security Institute and as an
Assistanl Professor of Law and Director, MNational Security Law & Policy Program at the Antonin Scalia Law
School at George Mason University and is affiliated with Stanford University s Center for International Security and
Cooperation. Mr. Jaffer also serves as Senior Vice President for Strategy. Partnerships & Corporate Development at
IronNet Cybersecurity, a startup technology products company headquartered in the Washington, DC metropolitan
arca, Among other things, Mr, Jaffer previously served as Chief Counsel & Senior Advisor to the Senate Foreign
Relations Committee, Senior Counsel to the House Intelligence Commitice, Associate Counsel to President George
W. Bush, and Counsel to the Assistant Attomey General for National Security in the U.S. Department of Justice.
Mr. Jaffer is testifying before the Committee in his personal and individual capacity and not on behalf of any
organization or entity, including but not limited to any current or former employer. Mr. Jaffer would like to thank
Jon Hoffman and Taylor Nelson for their excellent research and other assistance in the preparation of this testimony.
? See Press Release, Commitiee to Hold B:pa.msnn V mm."Roundmb."e with F “vhersecurity Experts (May 28, 2020),
available online at <htps.//Ninancialserv aspx?lssuclD=126804>,

3 See H.R. 3699, Pipeline Security Act. m'm’abx'e om'me at <h iP_ 5./ IWWW.COE gg 255 gov/bill/1 16th-congress/house-
bill/3699>,

4 See, e.g., Rep. Emanuel Cleaver, IT & Rep. Gregory Meeks, Letter to Treasury Sec. Steve Mnuchin (Jan, 7. 2020),
available online at <hitps://cleaver. house gov/sites/cleaver. house. gov/files/Tran%20Cyber?:20R isks%20L etter. pdf>,

* See, e.g.. Rep. Bonnie Watson Coleman & Rep. Emanuel Cleaver, 11, Letter to Twitter CEO Jack Dorsey (Oct. 3,
2017), available online at

.gov/files/Lur%20t0%20 Twilter%20CEQ. pdf>.
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our energy infrastructure,® responding strongly to Iranian cyber aggression,” and combatting
foreign efforts to create chaos and division within our society.® I also share a personal interest in
your efforts to increase diversity in the technology sector, as well as in the national security
arena, an increasingly important area to focus on as we seek to move forward as a nation in light
of recent events.’

Likewise, I want to highlight Ranking Member Hill’s strong and consistent advocacy and
leadership on these matters also, such as protecting Americans against identity theft,'” imposing
stiff sanctions against Russia for its meddling in the 2016 elections,!" pressing NATO to extend
its security umbrella to cover cyberspace,'? and ensuring that we continue to innovate and enjoy
military superiority in the cyber arena,'* as well as his leadership as Ranking Member of both the
House Financial Services Committee’s Artificial Intelligence and FinTech Task Forces.' 1
absolutely agree with the Ranking Member’s view that we must continue to take strong action to
deter potential Russian interference in American elections going forward, particularly as we
approach the Presidential election in November,'* that we must build a true transatlantic
partnership when it comes defending our allies in cyberspace and that NATO must play a vital

© See, e.g., Robert Walton, Utilities on High Alert as Phishing Attempts, (‘yber Prabfng Spike Re.*azed to
Coronavirus, Utility Dive (Mar. 9, 2020), available online ar <hiips://w :
alen-as-phishing-attempts-cyber-probing-spike-related-1/573698/>; see also GEN (ret ) Keith B. Mexand.er& Jamil
N. Jaffer, Iranian Cvberattacks Are Coming, Security Experts Warn, Barmn s (Jan, 10, 2020), amdab.’e onﬂne at
<htips://www barrons.com/articles/u-s-compani >

51578306469>,

7 See id.; GEN (ret.) Keith B, Alexander & Jamil N, Jaffer, Only a Serious Response Will Reverse Iran's Growing
Aggreswn, The Hill (Oct. 3. 2019) available online at < hitps://thehill com/opinion/national-security /463 758-only-
a-serious-response-will-reverse-imns-growing-ageression>;, GEN (ret.) Keith B. Alexander & Jamil N. Jaffer, /ran's
Coming Response: Increased Terrorism and Cyber Attacks?, The Hill (0:1_ 3, 2019), available online at
<https:/thehill com/opinion/national-security/4436 10-irans-coming-res| -increased-terrorism-and-cvber-

Starts w.frh Uniting, Thc Hill (Juru: 11, 2020), mhbtc onlmc at <hilps:
we-have-a-lot-of-work-to-do-as-a-nation-and-it-starts-with-uniting>; Jamil N. Jaffer, A House Dwm‘ed, Nanona]
Security Institute (June 5, 2020), available online at <hitps://nationalsecurity . gmu edw/press-releases/a-house-
divided/=,
9 See id.
19 See, e.g., Press Release, Rep. Hill Discusses Future of Identity Protection During Artificial Intelligence Task
Force Hearing, Office of Rep. French Hill (Sept. 12, 2019), available online at
<https:/hill house. govinews/documentsingle.aspx?DocumentID=6057>; Press Release, Increasing Data Security for
Arkansans; Hill's Action on Equifax Breach, Office of Rep. French Hill (Oct. 20, 2017), available online at
<https:/hill house. gov/news/documentsingle aspx?Document|D=1 126>,
! See, e.g.. Press Release. Hill: ‘Sanctions Against Russia Send a Powerful Message, " Office of Rep. French Hill
(Mar. 15, 2018), available online at <hitps://hill. house. gov/news/documenisingle aspx?DocumentID=1556>,
12 See Press Release, Rep. Hill Delivers Speech at University of Arkansas's Fulbright College: “America and Her
Place in a Posi-Berlin Wall World,” Office of Rep. French Hill (Dec. 3, 2019), available online at
;-’-Jhll s:/Mhill house gov/news/documentsingle aspx?DocumentID=6371>,

Id.
14 See, e.g.. Press Release. House Financial Services A.1. Task Force Mulls Virtual Hearings, Office of Rep. French
Hill (June 21, 2019), available online at <https://hill house. gov/news/documentsingle aspx?DocumentID=5800>
1% See, e.g., GEN (ret.) Keith B. Alexander & Jamil N. Jaffer, While the World Battles the Coronavirus, Our
Adversaries are Planning their Next Attack, The Hill (Apr, 7, 2020), available online at
<https://ihehill com/opinion/national-security/491322-while-the-world-battles-the-coronavirs-our-adversaries-are>,
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role in this effort,'® and that our nation is best secured when we maintain a well-resourced
military and intelligence community, particularly in the rapidly developing cyber arena.!” And I
likewise personally support your advocacy for a strong American role in the world and the
critical importance of protecting religious freedom and promoting religious tolerance around the
globe'® and share your view that these efforts are critical if we are to continue to stand as a
nation set apart, destined for leadership, particularly at a time when there are many in this nation
who would have us take a significant step back from the world stage.

1L Financial Sector Vulnerabilities and Threats in the COVID-19 Environment

It goes without saying America’s financial services sector—at the heart of our economy and
success as a nation—has long faced significant, sustained cyber attacks from a wide range of
threat actors. Inan April 2019 letter to shareholders, Jamie Dimon, the Chairman and CEO of
J.P. Morgan Chase, suggested that “[t]he threat of cyber security may very well be the biggest
threat to the U.S. financial system.”"” For the fourth year in a row, in 2019, IBM assessed that
the finance and insurance sector was the number one most attacked sector, with attacks on these
institutions accounting for 17 percent of all attacks in the top 10 most attacked industries.?® And
the Director of National Intelligence in his worldwide threat assessment in early 2019 noted the
massive scale of the threat posed by just one nation-state threat actor—North Korea—to
financial institutions globally, noting its “attempts to steal more than $1.1 billion from financial
institutions across the world,” one of which was the “successful cyber heist of an estimated $81
million from the New York Federal Reserve account of Bangladesh’s central bank.”?!

And yet, even given the significant threat already facing the financial sector, in mid-April
2020—just two months ago—the U.S. Secret Service and FBI jointly issued a warning that “the
COVID-19 pandemic provides criminal opportunities on a scale likely to dwarf anything seen
before,” noting specifically that “[t]he speed at which criminals are devising and executing their
schemes is truly breathtaking” and that the “sheer variety of frauds already uncovered is itself
shocking.”® According to these federal agencies, the cyber fraud in play as a result of the
pandemic includes the “targeting [of] websites and mobile apps designed to track the spread of
COVID-19 and using them to implant malware to steal financial and personal data,” threat actors

16 See GEN (ret.) Keith B, Alexander & Jamil N. Jaffer, A Transatlantic Alliance is Crucial in an Fra of
Cyberwarfare, Financial Times (Sept. 4, 2018), available online at <htips:/www.[l.com/content/c01a7(94-af% | -

1 1e8-87c0-d84e0d93434 1>

'7 See, e.g., GEN (ret.) Keith B, Alexander & Jamil N, Jaffer, Ensuring US Dominance in Cyberspace in a World of
Significant Peer and Near-Peer Competition, XIX Geo. J. Int'l Aff. 51, 55-57 (Feb. 2018), available online at
<https://nationalsecurity. gmu.edu/wp-content/uploads/20 18/10/GI1A-19-1-FINAL -rev-57-72.pdf>.

1% See Press Release, Rep. Hill Speech on “America and Her Place in a Post-Berlin Wall World,” supra at n. 11.

19 See Jamie Dimon, Letter to Shareholders at 35, JP Morgan Chase (Apr. 2019), available online at

<https://'www jpmorganchase com/corporate/investor-relations/document/ceo-letter-to-shareholders-2018 pdf=>,

0 See IBM Security, X-Force Threat Intelligence Index 2020 at 30 (2020), available online at
<https://'www.ibm.com/downloads/cas DEDOLR3 W=,

2l See, e.g.. Office of the Director of National Intelligence, Worldwide Threat Assessment of the U.S. Intelligence
Community at 6, Senate Select Committee on Intelligence (Jan. 29, 2019), available online at
<https:/fwww.dni.gov/files/ODNI/documents/2019-ATA-SFR-—-SSCLpdf>.

2 See Federal Bureau of Investigation, FBI and Secret Service Working Against COVID-19 Threats (Apr. 15, 2020),
available online at <https://www.[bi.gov/news/pressrel/press-releases/fbi-and-secret-service-working-against-covid-
19-threats>,
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“posing as national and global health authorities...to conduct phishing campaigns...designed to
trick recipients...into downloading malicious code™ and significant efforts deploy ransomware to
take advantage of vulnerable individuals and businesses.?

According to CarbonBlack, ransomware attacks increased 148% in March 2020 over the baseline
from the prior month, with the financial sector being the biggest single sectoral target, with a
38% increase in attacks.>* And according to the Financial Stability Institute (FSI) of the Bank of
International Settlements (BIS), an international institution owned by key central banks, the FS-
ISAC identified over 1,500 high-risk domains created after Jan. 1, 2020 with both a COVID-19
and financial theme.?* States have both in the U.S. and abroad have fallen victim to COVID-
related threats. For example, in the United States, we've seen massive unemployment fraud in
places like Washington State where the state lost hundreds of millions of dollars.?®* And in
Germany, the state of North Rhine-Westphalia fell victim to a phishing campaign focused on its
economic affairs ministry’s COVID-19 relief program which resulted in over 3,000 fake requests
being granted, for a total loss of between $35 million and $110 million in fraudulent payments.?’

When it comes to individual consumers and business end users, the U.S. Department of
Homeland Security’s (DHS) Cybersecurity and Infrastructure Security Agency (CISA) and the
U.K.’s National Cyber Security Centre (NCSC) in April put out an alert highlighting a number of
financially related threats conducted by malicious cyber actors exploiting the COVID-19
pandemic.®® Specifically, CISA and NCSC indicated that SMS and email phishing campaigns,
including campaigns designed to deploy malware were actively taking advantage of interest in
the coronavirus pandemic, including lures spoofing actual COVID-related senders and materials,
many of which were deployed for financial gain.?® Likewise, CISA and NCSC reported
increasing efforts by threat actors to take advantage of the new work from home environment,
with increasing efforts by threat actors to exploit publicly know vulnerabilities in remote access
software including Citrix and Microsoft RDP.*® In the same month, Google reported that it was
seeing 18 million daily malware and phishing emails related to COVID-19, not to mentioned
more than 240 million COVID-related daily spam messages.®!
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And these larger issues have a direct impact on the financial industry. Specifically, FSI
estimates that globally, approximately 300 million workers are working from home, including up
to 90% of banking and insurance employees.*® This situation has implications for the financial
industry beyond just the potential vulnerability of employees working online. For example, FSI
assesses that because banks are increasingly required to identify and onboard new customers
wholly or largely online, and because many regulatory and oversight bodies have provided
extraordinary relief on standard anti-money laundering requirements, including identification
verification and filing requirements, the COVID-19 situation creates significant opportunities for
illegal exploitation and operational risk.??

And all of this is taking place, as a pair of Carnegie Europe experts point out, in the course of a
massive effort by the U.S. and other governments around the globe to inject new capital into
their national and regional economies, an effort that has at its heart, the very global financial
system that is the primary target of well-resourced nation-state and non-nation-state attackers >
Specifically, given the new pandemic environment, FSI assesses that there is an increased
likelihood for the misuse of online financial services for money laundering as well as possible
corruption or misuse of government stimulus funds and international financial aid.** Thus, even
though financial institutions have long been under significant pressure in cyberspace, it is the
massive scale and nature of the threat—particularly in the COVID-19 environment—that truly
creates the tough challenges. Indeed, in mid-April 2020, the U.S. Departments of State, the
Treasury, and Homeland Security, and the Federal Bureau of Investigation jointly issued an
advisory indicating that North Korea’s “malicious cyber activities threaten the United States and
the broader international community and, in particular, pose a significant threat to the integrity
and stability of the international financial system,”*®

In particular, the U.S. government noted North Korea’s “capability to conduct disruptive or
destructive cyber activities affecting U.S. critical infrastructure™ as well as its “use[] [of] cyber
capabilities to steal from financial institutions,” and specifically highlighted three areas of North
Korean financial crime: (1) the use of cyber-enabled financial theft and money laundering, with
the amount of these efforts amount almost doubling over the course of 2019, putting North
Korea’s total theft attempts at as much as $2 billion by late 2019; (2) extortion campaigns, where
North Korean cyber actors seek ransom payments either on their own behalf or that of third
parties by compromising an entity’s network and threatening to shut it down; and (3)
cryptojacking, where North Korean actors seek to compromise a victim machine and steal its
computing resources to mine digital currency 3

This high-level description of the significant threats facing the U.S. and global financial industry
it not meant to be alarmist. Indeed, it is important to note that the industry has taken significant
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steps to get ahead of the challenges presented by these capable threat actors. For example, in his
April 2019 letter, I.P. Morgan CEO Dimon specifically noted the “enormous effort and
resources” dedicated by banks like J.P. Morgan to cyber defense efforts, estimating that his
institution alone spends “nearly $600 million a year on [cybersecurity] and [has] more than 3,000
employees deployed to this mission in some way.*®” And J.P. Morgan is not alone: in 2018,
Deloitte and the FS-ISAC conducted a survey that estimated that the average bank spent about
$2,300 per employee on cybersecurity, or about 10% of their overall IT budget.*

Importantly, while IBM’s data on the targeting of the finance and insurance sector indicates that
companies in this industry “tend to experience a higher volume of attacks relative to other
industries” they are also “likely to have more effective tools and processes in place to detect and
contain threats before they turn into major incidents.” Financial sector companies have also
taken significant steps to protect their assets in the event of a breach, including preparing and
testing strong individual incident response plans and through the creation of joint resilience
efforts like the FSARC. And these efforts appear to have been somewhat effective at mitigating
damages from data breaches, with estimates indicating a mitigation rate of approximately 10%.*!

At the same time, it is hard to overstate the potential systemic implications of cyber attacks on
the financial sector. In early February 2020, just before the coronavirus became a central focus
of everyone’s attention, The Independent, a British newspaper reported that Christine Lagarde,
the President of the European Central Bank (ECB) had recently warned that there are “several
*plausible channels’ through which a cyber attack could morph into a serious financial crisis.”
Lagarde was citing a report issued by the European Systemic Risk Board (ESRB) which
identified scenarios under which “a cyber incident could, under certain circumstances, rapidly
escalate from an operational outage to a liquidity crisis.”*

In assessing these risks, the ESRB noted that cyber risk possesses certain features that make it
fundamentally different in nature than most other operational risks.** These features including
the speed and scale with which such risks spread across entities, sectors, and borders, the way
such risks spread to organizations that aren’t the original targets of the attack, as well as the
potential intent of the attackers in the cyber arena, which can go well beyond mere financial gain
to attempts to cripple a nation and its economy.** The ESRB therefore looked at situations
where there was high potential for a cyber incident to erode trust in the financial system, either
because of large potential losses or where there is destruction, encryption or alteration of data
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related to value, in order to determine whether such situations could turn an operational crisis at
one entity into a systemic one where national or global financial liquidity might be at stake *

Specifically, the ESRB looked at three major real-world cyber attacks: (1) the spread of the
North Korean-authored WannaCry ransomware in 2017 that infected over 200,0000 computers
globally in over 150 countries and is estimated to have cost between several hundred million
dollars to $4 billion; (2) the Russian NotPetya attack on Ukraine in 2017 that caused
approximately $10 billion in damage globally, the bulk of which of which was to private sector
companies like Maersk, that had only limited exposure to Ukraine; and (3) the 2018 Cosmos
Bank theft—attributed by some to North Korea—of over $10 million that was withdrawn in
14,000 coordinated transactions across 28 countries within two hours.*” The ESRB’s goal was ta
determine why those attacks, while significant, did not result in systemic problems for the global
financial system.* In each of those cases, ESRB’s analysis indicated that rather than systemic
capabilities protecting the global financial system from these attacks, the reality was that we
were able to escape major global damage as a result of decisions made by the attackers. For
example, with respect to WannaCry, the ESRB assessed that the fortuitous discovery of a kill
switch fairly early into its propagation led to a significant limiting of its potential global effect.*’
With respect to NotPetya, the ESRB assessed that had the tool been more broadly targeted by
Russia at global financial institutions rather than at a key piece of Ukrainian software that also
happened to be used by a handful of large international companies like Maersk, it could easily
have caused major systemic damage.”® And with Cosmos Bank, the ESRB assessed that the high
level of coordination and penetration suggests the attackers could have done significantly more
damage to Cosmos Bank (and potentially others), had they simply chosen to do so and could
thereby have caused large spillover effects to other institutions and counterparties.”’

The ESRB also looked at a series of hypothetical scenarios: (1) the incapacitation of the
payments systems of a domestic systemically important bank (D-SIB); (2) the malicious
destruction of account balance data; and (3) the scrambling of price and position data.’> And the
ESRB’s results were stark and troubling. Even in the D-SIB scenario, which was the least
aggressive of three hypothetical scenarios, the ESRB assessed that the unavailability of payments
systems and account balances could not only undermine confidence in the affected bank, but also
might lead to spillover effects to other sister institutions and counterparties, including small-and-
medium sized businesses outside of the financial sector that might rely on the incoming
payments to make payroll and other outbound payments** When combined with potential fake
news about the actual cause of the situation and its impact on the individual bank, the ESRB
assessed that such a scenario could lead to large-scale instability, particularly if the counterparty
issues spread more broadly, potentially causing a lack of confidence in other financial
institutions.** In the malicious destruction scenario, the ESRB assessed that the threat actors
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would also attack business continuity and technical recovery procedures meaning that some of
the data might be permanently lost.’® In such a scenario of actual data loss, the ESRB assessed
that this might cause a need for emergency funding from the government or other institutions and
ultimately might result in the bank being unable to meet its collateral requirements, triggering
potential defaults ® The combination of this situation with potential use of social media by the
attacker to magnify concerns could also cause a significant loss of consumer confidence again
potentially causing systemic effects.’” Finally, with respect to the malicious manipulation of
price feeds and position information, the ESRB assessed that the damage could be massive,
leading to distressed liquidation of assets and severe market turmoil ** Specifically, in the view
of the ESRB analysts, as uncertainty about regarding the reliability of prices and positions started
to flow into the market causing trades to fail settlement, traders become likely to exit the market,
eventually leading to a liquidity crisis, increased volatility, price drops, and margin calls, among
other thgigs, with some firms being forced to default and, again, potentially significant systemic
effects.

This comprehensive analysis by the ESRB highlights the systemically interconnected nature of
the financial services industry and flags how a successful attack—even at a single institution—if’
large enough and serious enough—could cause systemic issues and potentially undermine
financial industry stability at a national and global scale. In order to address these issues,
national financial supervision authorities have already begun to take significant action,
particularly given the unique nature of potential threats coming out of the current pandemic.

Specifically, in the context of coronavirus, the ECB issued guidance to banks in March 2020 and
again in May 2020 noting most recently that “[e]nsuring comprehensive IT and cyber security is
[] vital” in particular because banks have “become exceptionally reliant on IT systems owing to
the coronavirus (COVID-19) pandemic, which has led to temporary branch closures and the
introduction of remote working arrangements on an unprecedented scale.™ In addition, many
other international bodies are asking their supervised institutions to remain alert to these
height:.lned risks, and some are going so far as to describe resilience measures that ought be
taken.

These efforts include additional reviews of potential threats, relying more heavily on information
exchange efforts, focus on telework-specific vulnerabilities, examine third party risks, putting in
place strong business continuity and incident response plans, and increasing training at subject
institutions.®? Specifically, the ESRB and BIS’s Cyber Resilience Coordination Center (CRCC)
are looking to do more in the information sharing space and according to FSI, the ECRB
members have “have agreed to share more cyber information and intelligence, with the aim of
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identifying cyber threats and exchanging best practice[s] to prevent attacks.”®* And one of the
FSI's core recommendations to financial authorities and institutions globally is to engage in the
“active sharing of information between the public and private sectors, and within and between
jurisdictions.”**

III. Recommendations

As the Committee continues its efforts to address these critically important matters, it may wish
to consider a handful of specific initiatives that could be implemented in the near future and
could have a significant beneficial effect on the ability of financial institutions to protect against
and respond to significant cyber threats in the current environment.

A. Move Secret Service to the Treasury Department and Provide It with Additional
Investigative Authorities and Resources.

At least one key former government official, Juan Zarate, who previously served as the first-ever
Assistant Secretary of the Treasury for Terrorist Financing and Financial Crimes in the Bush
Administration, and Tim Maurer, the head of the Cyber Policy Initiative at the Carnegie
Endowment for International Peace, have recently argued in favor moving the U.S. Secret
Service—which has long had a central role protecting the financial sector—back to the Treasury
Department from the Department of Homeland Security.®* Zarate and Maurer argue that such a
move could “better align policy, regulatory, intelligence and enforcement attention on protecting
the integrity and resilience of the American financial system.”® The current Administration
supports this effort, having proposed such a move in its FY2021 budget submission to
Congress."

News reports have suggested that an internal feasibility study conducted by the Secret Service
determined that “moving the Secret Service would help enhance collaboration in the Treasury
and would put the Secret Service back on the map as a large law enforcement agency, though it
could harm morale at [DHS]...[and could] ‘open DHS up to additional reforms or
reorganizations, perhaps even some involving the transfer or dismantling of other operating
components, further weakening the department at a critical time in its development.””%® While
the impact on DHS is important to consider, the Committee should take the action most likely to
result in better cybersecurity for the critically important financial sector.
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Even though there are undoubtedly challenges with such an effort, on balance the benefits of
such a move are likely to outweigh the costs. And regardless whether the Committee acts on
legislation to move the Secret Service back to the Treasury Department, it is likewise important
that the Committee strongly consider provide additional resources to U.S. Secret Service to
investigate and directly address the very real cyber threats to financial institutions identified in
this testimony and also consider appropriate modifications to U.S. Secret Service’s investigative
authorities to support its work in this area.

B. Create an Operational Capability at the Treasury Department to Work with
Industry to Address Cyber Threats

The Treasury Department has long played a leading role in working directly with key financial
institutions to understand and mitigate cyber risk. The Committee ought consider providing
Treasury with the opportunity to build on this highly important and effective work through the
creation of a Financial Threats Cyber Operation Center (FT-CyOC) that would have access to
real-time threat intelligence from the national security community, including DHS, FBI, NSA,
and U.S. Cyber Command, as well as directly from the financial services industry with
appropriate liability and other protections provided by the Cyber Information Sharing Act of
2015.

Such a capability, if provided by the Committee, would allow Treasury to collaborate directly
with the financial sector on active threats and to tip national security organizations to intelligence
needs of industry as well as the behaviors of potential threat actors being seen across the
industry. Likewise, such a capability would allow Treasury to leverage its position as an
intelligence community member, through its Office of Intelligence and Analysis, to collect and
share threat intelligence, in real-time, back to industry in an actionable form while still
appropriately protecting intelligence sources and methods.

Most importantly, the FT-CyOC ought serve not simply as an information sharing mechanism,
but also should work directly with industry and government partners to enable them to take
action against such threats as they happen. Placing this capability at Treasury would specifically
allow the Department to take advantage of the trusted relationships it has already built with key
industry players and organizations, including but not limited to the FS-ISAC and FSARC, as
well as its already strong existing relationships with key cyber players in government, including
across the national security community.

C. Implement a True Collective Defense Framework for the U.S. Financial Sector and
Government and Support the Creation of a Joint Collaborative Environment

The Cyberspace Solarium Commission recently noted that “[t]he U.S. government and industry
... must arrive at a new social contract of shared responsibility to secure the nation in
cyberspace.”®® According to the Commission, “[t]his ‘collective defense’ in cyberspace requires
that the public and private sectors work from a place of truly shared situational awareness and
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that each leverages its unique comparative advantages for the common defense.”™ Specifically,
the Commission noted that “[w]hile the U.S. government has taken a number of steps to develop
situational awareness in cyberspace, there continue to be significant limitations on its ability to
develop a comprehensive picture of the threat...the data or information is not routinely shared or
cross-correlated at the speed and scale necessary for rapid detection and identification.””!

To that end, the Commission recommended the creation of a joint collaborative environment, “a
common, cloud-based environment in which the federal government’s unclassified and classified
cyber threat information, malware forensics, and network data from monitoring programs are
made commonly available for query and analysis.”™

The Committee should consider supporting this effort and working to provide full funding for the
creation and standup of this environment, as well as appropriately resourcing the Treasury
Department to play a central role in this environment alongside the financial sector.

D. Launch Efforts with Key Allies to Strengthen International Threat Sharing,
Response and Deterrence Capabilities

In terms of international actions, Carnegie Europe is right to recommend that the international
community “need a vision and a multi-year strategy to connect the fragmented lines of effort to
strengthen cybersecurity in the global financial system™ in particular when it comes to
“increasing operational resilience [and] deterring malicious actors.”™ That being said, more
concrete actions in the near-term are also critical. To that end, as recommended by Messrs.
Zarate and Maurer, the United States should take advantage of its year-long G7 presidency to
“launch a process similar to its creation of the Financial Action Task Force [FATF] in 1989.”
The FATF, which Zarate and Maurer correctly note is “[t]he cornerstone of today’s global anti-
money laundering efforts,” developed out of a prior G7 effort.” Like that earlier AML-focused
effort, the United States could work with key allies to establish a broader international
coalition—grounded in core concepts of cyber collective defense—that would permit nations
with sometimes disparate agendas to collaborate with one another and their respective private
sectors on cyber defensive measures.” Similarly, such a forum could serve to buttress
international efforts to expand and enforce the use of sanctions against cyber threat actors.”

In addition, the United States should work closely with allies in Europe, and specifically NATO
allies to strengthen its deterrence capability when it comes to common threat actors, like China,
Russia, Iran, and North Korea, and actually be prepared to take action pursuant to the recent
public assertion by the NATO Secretary General that NATO would exercise its Article V
collective defense provisions in response to a major cyberattack.”
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This will require holding our NATO allies to their existing commitments with respect to their
defense budgets and working with them to ensure that sufficient resources are being spent across
the alliance on cyber defense and offensive capabilities. Such spending is critical to both better
protect critical national infrastructures, including financial institutions, as well as hold at risk the
systems of potential cyber adversaries to effectively deter significant destructive or disruptive
attacks. It will also require NATO allies to engage in a more robust threat sharing to not only
share known malware, but also create true shared situational awareness across the core NATO
member states in order to allow them to collaborate in real-time to triage and take action against
regional threats,” in a manner similar to the joint collaborative environment recommended
above for U.S. industry and government by the Cyberspace Solarium Commission.

Conclusion

Thank you again for the opportunity to present my views to the Committee. Ilook forward to
your questions and ideas.
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Chairman Cleaver, Ranking Member Hill, Members of the Subcommittee, I am Tom Kellermann, Head
of Cybersecurity Strategy for VMware Inc. I have over 20 years of experience in cybersecurity. VMware
is the fifth largest software company in the world. We have revenues of over $10 billion and more than
31.000 emplovees. We are headquartered in Silicon Vallev, California. with 125 offices throughout the
world, serving more than 75,000 partners and 500,000 customers, including 100 percent of the Fortune
500. Our software is present in 88 percent of the world data centers and was the enabler for data center
consolidation worldwide, savings organizations billions in hardware costs. Thank vou for the opportunity
to testify before the Subcommuittee today.

America is grappling with a cyberinsurgency and our financial sector is the number one target. A recent
report issued by the World Economic Forum's (WEF) "Global Risks Report 2020" states that cvbercrime
will be the second most-concerning risk for global commerce over the next decade and the Darkweb
economy of scale will become the third largest economy in the world by 2021, During the first five
months of 2020 alone, evberattacks against the financial sector increased by 238 percent, according to
VMware Carbon Black data. Cybercriminals are capitalizing on COVID-19. and they are doing so in
tandem with the news cvcle,

The financial sector is facing a myriad of highly sophisticated threats. Although the sector is generally
more secure than other industry, it is facing the world’s elite hackers, composed of organized crime
svndicates and motivated nation-states. Geopolitical tension is manifesting in cyberspace.

A few rogue nation state threat actors have been offsctting economic sanctions via attacks on Society for
Worldwide Financial Telecommunications (SWIFT) and other payments systems. Hidden Cobra out of
North Korea is one group that embodies this phenomenon. VMware’s Carbon Black has conducted
several in depth analysis over the years, detailing the trends and threats facing the industry. I have sent to
the Subcommittee our latest report which highlights how financially motivated criminals have escalated
bank heists to cyber-hostage situations. Over the past six months. cyber defenders have seen a high level
of coordination from cybercriminals, who are demonstrating significant innovation to maintain
persistence and counter incident response efforts.

At an alarming rate, transnational organized crime groups are leveraging specialist providers of
cybercrime tools and services to conduct a wide range of crimes against financial institutions, including
ransomware campaigns, business email compromise (BEC) scams and access mining. Criminals are
increasingly sharing resources and information and reinvesting their illicit profits into the development of
new, even more destructive capabilities. The growing availability of ready-made malware is creating
opportunities for even inexperienced criminal actors to launch their own operations. When combined with
a steady commercial growth of mobile devices, cloud-based data storage and services. and digital
payment systems, cybercriminals today have an ever-expanding host of attack vectors to exploit. Every
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organization—providers of financial services, in particular—must remain vigilant in the face of these
evolving threats.

According to the Modern Bank Heists Report which we just released, 80 percent of surveved banks said
theyv ve seen an increase in cyvberattacks over the past 12 months, marking a 13 percent increase over
2019, The Bank Heist has now escalated to a hostage situation. 2020 has offered a glimpse into a brave
new world. The cybercriminal community has educated themselves as to the interdependencies that exist
in the financial sector and they have begun to commandeer these very interdependencies to manifest
criminal conspiracies. Thirty three percent of surveved financial institutions said they ve encountered
island hopping, an attack where supply chains and partners are commandeered to target the primary
financial institution (FI) and subsequently the digital infrastructure of the FI is hijacked and used to attack
their customers. 25% of surveyed financial institutions said they were targeted by destructive attacks over
the past year. Destructive attacks are rarely conducted for financial gain. Rather, these attacks are
launched to be punitive by destroving data. The financial sector is not alone, as the recent FISMA Annual
Report to Congress (Fiscal Year 2019) stated that “Attrition”™ e.g. integrity attacks against federal agencies
had significantly increased.

Cybercriminals are evolving in both attack sophistication and organization. We must pay close attention
to how we respond to these threat actors and what their ultimate goal is—hijacking digital transformation
efforts via island hopping. Trust and confidence in the safety and soundness in the US financial sector is
dependent on cvbersecurity.

The interational financial system is constantly facing new threats as technology proliferates and
diversifics. Increasingly. individuals and syndicates use these systems to bypass traditional indicator and
warning systems relied upon by regulators and law enforcement. According to a recent FBI statistic.
“three in four money laundering cases involve digital currencies.” While digital currency is still a
relatively specialized market, there are increasing number of security breaches and thefts on digital
currency exchange platforms as well as misuse of these platforms by cybercriminals to launder stolen
monies. This is because there are few cryptocurrency exchanges that perform Know Your Customer
(KYC) procedures and basic security checks, both of which have been commonplace protocols in major
exchanges for over a decade. Money laundering can easily take place in these virtual environments, as
they can provide high levels of anonymity and low levels of detection.

Money laundering through digital currency and payment systems is just one example of illicit activity
onling. Other criminal markets include child pomography, weapons and drug sales, hackers and murder
for hire, zero-day exploits, and false identity documents. The advent of these criminal markets enabled by
anonymous virtual currencies have created a global bazaar for criminals and organized crime to reach a
mass global market. Collectively, these digital infrastructures represent a “3-legged stool” of illicit
activity: it allows for the storage of illicit goods and services, it provides utility of financial vehicles to
allow for the exchange of goods and services, and it develops techniques to successfully transport the
illicit goods and services around the world.

In addition to organized crime, extremist organizations are also known to use cryptocurrency and
altemative payment systems for operational purposes and to raise funds. Many of these payment services
and cryptocurrencies offer true or relative anonymity. For many users, privacy rather than anonymity may
be their primary interest, as they do not seck to hide illegitimate behavior, However, the anonymity
offered by some of these systems facilitate illicit financial flows (IFF) as well as offering privacy. Advice
is available on various social media platforms regarding jihadists™ potential use of Dark Wallet. a bitcoin
wallet that provides anonymity, and on how to set up an anonymous donation system to send money
using bitcoin. This advice is clearly motivated to mask the provision of funds to ISIL. This raises the
necessity of increased regulation of digital money.
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Cyberspace is not a peaceful environment. In 2020 cybercrime conspiracies will become increasingly
punitive and destructive. As the use of virtual currencies and financial systems continues to increase and
innovate, so too does global crime. Fintech firms themselves present significant “operational risks,”
lacking the incentive for proper intrusion detection or Know Your Customer (KYC) Anti Money
Laundering (AML) protocols under the Bank Secrecy Act. Given that 50 percent of all crimes now have a
cvber component, it is high time that we follow the money to create an international e-forfeiture fund.

The modem epidemic of cybercrime and cvberespionage can also be mitigated through modemization of
existing authorities to empower the Financial Action Task Force (FATF). the Financial Crimes
Enforcement Network (FinCEN) and the Treasury Forfeiture Fund (TFF) to combat cyber-money
laundering. Virtual currencies and other altemative payment systems that facilitate money-laundering
associated with cybercrime, as well as terrorist financing, must be held to account.

Every digital pavment service should abide by KYC and cooperate in all law enforcement initiatives
regarding cybercrime conspiracy, or it should be shut down. We can prioritize this effort through the
establishment of an international Fund, maintained by the forfeiture of all money laundering and terrorist
financing seizures. Proceeds from the Fund will be allocated specifically to eritical infrastructure
protection of the global financial system. The Fund would represent a global public/private partnership to
combat money laundering using these alternative payment systems.

Furthermore, creating global, enforceable rule sets through such a public/ private partnership could help
the private sector flourish and simultancously meet the needs of the unbanked and underbanked
throughout the world. Virtual currencies who refuse to know their customers or freeze accounts of those
engaged in criminal conspiracies should be subject to Treasury Executive Office for Asset Forfeiture
(TEOAF).

In closing, I would like to highlight six opportunities for legislative action for the Subcommittee’s
consideration:

1. Anti-money laundering and forfeiture regulations must be modernized to seize the virtual
currencies and digital payments which are used in the cybercrime conspiracies. These seized
funds should be explicitly allocated to evbersecurity investment across US critical infrastructures.
Once cybercriminals turn these scized funds into virtual currencies, it 1s impossible to track.
These monies can’t be returned to the victims of these crimes so they could be used to strengthen
our cyber protections.

2. Urge the Senate to pass the COUNTER Act (HR 2514) that passed out of the House under
Chairman Cleaver’s leadership. This important picce of legislation would empower the U.S.
Treasury Department to protect our national security and safeguard our financial systems by
codifving an information-sharing program between law enforcement. financial institutions, and
the Treasury Department, enabling the detection and capture of illegal activity. It would also
create new innovation labs to facilitate greater communication and coordination among law
enforcement agencies, financial institutions, vendors and technology companies with respect to
innovation and new technologies used to comply with the requirements of the Bank Secrecy Act.

3. Charge the Financial Stability Oversight Council (FSOC) chaired by the Department of Treasury
with the responsibility to create a framework for regulating crvptocurrencies and developing
guidelines for strong protections against money laundering and cybersecurity threats to those
marketplaces. Additionally, the FSOC should bring greater cross border clarity to information
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sharing requirements and enterprise level cyber protections for the financial services sector by
engaging with its overseas counterparts. The resulting framework should be incorporated into the
FFIEC Information Security Handbook and include mandating best cyber practices such as
regular cyber-threat hunting for shared services providers.

4. Chief Information Security Officers (CISOs) should be elevated to directly report to the CEO of
financial institutions. Since the position of the CISO was created. most report to the Chief
Information Officers within corporations. However, the CISO - CIO reporting structure
represents a potential governance crisis. The defensive mindset of the CISO often conflicts with
the uptime, availability, and content-driven goals of CIOs, Another concern relating to this
structure is that cybersecurity measures may come second to revenue-generating activities,

n

Establish a tax credit for financial sector companies that dedicate at least 10 percent of their IT
budgets towards cybersecurity and could be administered by the IRS. These companies should
also be incentivized to comply with the NIST Cyber Security Framework which could be
validated by a third party.

6. Support the House passage of 8. 3636, the U.S. Secret Service Mission Improvement and
Realignment Act of 2020, This bill was introduced by Sens, Lindsey Graham (R-5.C.)
and Dianne Feinstein (D-Calif.), the chairman and ranking member of the Judiciary Committee,
and moves the Secret Service back to its original home at the Department of Treasury. The Secret
Service is best known primarily for protection; however, it also performs financial, counterfeit
currency, and cybercrime investigations. The proposed realignment allows the Secret Service to
reprioritize its investigative mission and was included in the President’s 2021 budget submission.

Chairman Cleaver, Ranking Member Hill, thank vou for the opportunity to participate in this important
hearing. I am happy to answer any questions the Subcommittee might have.
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L. Introduction

Good Morning, Chairman Cleaver, Ranking Member Hill, and members of the Subcommittee.
My name is Amanda Senn, and I am the Chief Deputy Director of the Alabama Securities Commission
and Chair of the Cybersecurity Committee for the North American Securities Administrators
Association ("NASAA”).' I am honored to testify before the Subcommittee today on behalf of NASAA
about how cybercriminals and fraudsters are exploiting the financial system amid the COVID-19
pandemic.

In the United States, state securities regulators have protected Main Street investors for more
than 100 years, longer than any other securities regulator. As the regulators closest to your constituents,
with an office in every state, we are on the frontline of investor protection. My colleagues and 1 are
responsible for enforcing state securities laws, including investigating complaints, examining broker-
dealers and investment advisers, registering certain securities offerings, and providing investor
education programs to your constituents.

States are leaders in civil and administrative enforcement actions, as well as criminal
prosecutions of securities violators. Our most recently compiled enforcement statistics reflect that in
2018 alone, state securities regulators conducted 5,320 investigations, leading to more than 2,000
enforcement actions, including 218 criminal actions. In 2018, NASA A members reported enforcement
actions involving 758 senior victims. Older Americans are a major target of fraudsters and are
particularly vulnerable during this crisis due to the nature of the COVID-19 pandemic.

States also continue to serve a vital gatekeeper function for our capital markets by screening
out bad actors before they have a chance to conduct business with unsuspecting investors. In 2018, a
total of 4,551 securities license applications were withdrawn because of state action, and an additional
1,032 licenses were either denied, revoked, suspended, or conditioned.

Our focus is on protecting retail investors and history has shown us that opportunistic fraudsters
will use COVID-19, as much as they have used other crises, to fleece mom and pop investors.
Moreover, state securities regulators have a long history of not only working together with one another
but also working alongside our federal counterparts and industry self-regulatory organizations to stop
frauds and educate investors.

As I will detail in my testimony, acting within the framework of NASAA, state securities
regulators are undertaking decisive action aimed at anticipating and shutting down frauds related to the
COVID-19 pandemic and the resulting economic uncertainty. Specifically, NASAA has formed a
COVID-19 Enforcement Task Force (“Task Force”), consisting of state and provincial securities
regulators, to identify and stop potential threats to investors that arise from the COVID-19 crisis. This
initiative is being led by NASAA’s Enforcement Section Committee and includes more than 100
investigators from the vast majority of member jurisdictions. The Task Force is using online
investigative techniques to identify websites and social media posts that may be offering or promoting
fraudulent offerings, investment frauds, and unregistered regulated activities.

I1. State Securities Regulators and the Protection of Retail Investors from Fraud

State securities regulators routinely take aggressive actions against a wide variety of actors.
From fraudsters engaged in Ponzi or pyramid schemes to companies who mislead investors our

 The oldest international organization devoted to investor protection, NASAA was organized in 1919, Its membership consists of
the securities administrators in the 30 states, the District of Columbia, Canada, Mexico, Puerto Rico and the U.S. Virgin Islands,
NASAA is the voice of securities agencies responsible for grass-roots investor protection and efficient capital formation.

1
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message is simple — if you rip off or defraud investors, we will act. Whether acting independently or
collaboratively, such as through the NASAA enforcement framework or in conjunction with our
federal regulatory partners, state securities agencies have a long history of pursuing enforcement
actions that affect not only the residents of our individual states, but also the citizens of our nation as
a whole, Moreover, state securities regulators are uniquely well positioned to protect investors by
undertaking proactive measures, in addition to reactive measures, to police the securities markets.

Enforcement and Investor Protection

State securities agencies are usually more nimble than our federal counterparts. Upon
identifying a problem, we can move quickly to halt ongoing investment frauds using a range of civil
and administrative remedies. The cases we bring can involve localized conduct to practices that harm
investors across the country. Notable examples of some of the enforcement actions where the states
have led the way to address violative conduct involving a large number of investors and large losses
include: the securities fraud investigation of Prudential Bache Securities in the 1980s; the 2003
investigation of sell-side research analysts’ conflicts of interest; abusive market timing practices by
mutual fund investment advisers, which gave an unfair and illegal advantage to hedge funds and other
large entities at the expense of retail investors; and the post-2008 financial crises cases involving
subprime mortgage-backed securities and auction rate securities, which resulted in billions of dollars
being refurned to investors as a result of wrongful conduct.

As pointed out in the preceding examples, states have been and will continue to be active in a
broad range of cases, especially those involving investors in our communities. Indeed, while our
mission aligns with that of our federal counterparts, the primary focus of state securities enforcement
is on the needs of retail investors. State securities regulators are well-suited for this mission because
of our geographical and societal nexus to the individuals we serve. Moreover, state securities regulators
are able to cultivate relationships and partnerships with local criminal authorities and are often able to
achieve justice through criminal channels in cases that U S. Attorneys may be unable to bring due to
limitations on resources and directives governing the allocation of those resources.” State securities
regulators are highly skilled and adept at investigating and prosecuting misconduct. They capably
represent the public they serve, and no complaint is too small.

Moreover, in Alabama our office has criminal authority and can work criminal cases from start
to finish to ensure fraudsters are swiftly and appropriately punished. Financial crimes can be
devastating and having the authority to seek justice on behalf of victims is an honor and a privilege
that I have never taken for granted. Too often, smaller cases are overlooked, passed over, or fall through
the cracks. But in our local offices, we are better able to serve your constituents because they are our
friends and our neighbors. And what may be considered a small loss to some is a devastating loss to-
the person suffering it. Thus, it is oftentimes in these cases that the state securities regulator discovers
true meaning in his or her work, for the victim has nowhere else to turn.

Protecting Investors in the Digital Age

* In Alabama alone, the repurchase of auction rate securities resulting from this action totaled $1.3 billion, saving Alabamians
from defaulting on home loans, ruining their credit, and allowing them to pay their bills.

* Likewise, FINRA is a national seli-regulatory organization where decisions are not necessarily made at the grass roots level but
through a hierarchy where the focus is often on systematic issues rather than individual vielations. Moreover, FINRA's
Jurisdiction does not extend to unlicensed individuals. While state securities regulators often partner with the SEC and FINRA,
and achieve great results, many cases are outside the jurisdiction of or do not meet the threshold criteria for evaluation from
ecither organization.
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The proliferation of technology has changed much about the ways in which we are solicited
for investments, manage those investments, and communicate with the companies and individuals who
handle those investments. Unfortunately, fraudsters are evolving with technology, and the methods by
which they prey on investors are rapidly increasing. The digital world presents numerous and complex
obstacles to investigations and prosecutions — from the growing number of actors and schemes, to
challenges in identifying online perpetrators and collecting evidence in a forensically sound manner,
These challenges pose significant hurdles for regulators who must adapt quickly to the ever-changing
landscape of online fraud.

For example, in early June my office received three separate reports pursuant to Alabama’s
Protection of Vulnerable Adults from Financial Exploitation law, a NASAA model law enacted in
Alabama in 2016, which indicated individuals were victims of an online financial fraud scheme.
According to the three reports detailing the scheme, the victims had visited the webpage of a reputable
online broker to review or access their accounts and discovered that they were unable to login. Upon
their attempts, they received a screen with a “help” button. The individuals each reported that they
clicked on the button and were instructed to call a “1-800” number. The victims called the number and
the individual who answered the phone told the victims that the broker’s website was down because:
“5G towers were being placed in California.” That person then instructed the caller to log into his
account with information that was provided by the suspect. The victims logged in as instructed and
shortly after the victims reported that wire transfers were initiated from their accounts to various
banking institutions, some overseas. During an interview with the firm last Friday, our case agent
learned that attempted wires from the brokerage accounts held by the firm exceeding $2.6 million had
been initiated by the fraudsters and that $1.2 million had already been stolen. At this time, itis believed
that malware was responsible for redirecting the victims from the legitimate webpage of the broker-
dealer to a fraudulent knock-off site. To date, 84 victims nationwide have been impacted, but the
numbers are rising. Our interview confirmed that the majority of these victims were ages 60 or older.

At one time, this crime would have been likely perpetrated by a person that local authorities
could readily identify, such as a person that the victim may have trusted and/or known in the
community. Records could have been obtained memorializing any agreement between the two
regarding the investment, subpoenas and/or search warrants could have been issued to gather
documents that were not readily available, and the identity of the suspect most likely would have been
known or could have easily been discovered. In other words, physical evidence of the crime, sufficient
to prosecute, could have been collected with relative ease. In the digital age, prosecutors are confronted
with numerous evidentiary challenges which, given limited resources, make it exceedingly difficult to
investigate, much less, prosecute, these cases. Cyber criminals have an obvious advantage in that they
can remain concealed and anonymous.

NASAA members recognize the constraints on investigating and prosecuting cybercrimes and,
moreover, the reality that victims may never recover their losses. Thus, states are dedicating resources
to more proactive measures. Here, the goal is to stop the fraudsters from victimizing our residents by
identifying emerging risks to deter, reduce, and fight them before they become problems.

The COVID-19 Pandemic has Baited the Hook for Fraudsters

Predicting the latest fraud is sometimes simple; just look at the issues of the day. Fraudsters
trade on natural disasters, economic crises, and tragedies to push their schemes. They exploit systemic
issues at times when investors are most susceptible to fears such as outliving their money or missing
out on the next big investment opportunity. This pattern is familiar to regulators as we have seen plenty
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of examples such as the waves of fraud during the dot.com bubble of the 1990s, the post-2008 financial
crisis, and the creation and evolution of cryptocurrencies. Today, of course, we have COVID-19.

The pandemic coupled with dramatic volatility in the markets has brought loneliness due to
social isolation and concerns for financial security. This is likely the reason that my colleagues and I
have seen a significant uptick in the number of financial exploitation cases over the past two months.

To date, dozens of reports of fraud related to the Pandemic have come across my desk. From
investments purporting to develop vaccines and other pharmaceutical treatments, to investments with
a charitable component falsely claiming to help those affected by COVID-19, these frauds are myriad
and run the gamut.

Elderly Investors May be Especially Vulnerable Targets

Sadly, and especially during the COVID-19 pandemic, many seniors are spending time in
isolation to protect themselves from infection, Friends and family who may have visited regularly are
unable to spend time with them. Many seniors have turned to the Internet as a social outlet and have
become heavily reliant on online services for shopping, banking, and the initiation of electronic
payments that may have otherwise been paid in person. With many seniors in isolation, friends and
family are unable to physically check in and are not able to notice the sometimes small but important
changes in behavior that could indicate a person is susceptible to fraud or worse, is being victimized.

In January 2016, NASAA created and approved the Model Act to Protect Vulnerable Adults
from Financial Exploitation, or “Model Act,” which provides for reporting of suspected financial
exploitation to regulatory agencies and allows firms and advisers to enlist the assistance of state
securities regulators to review potential red flags of fraud.* In this area, in particular, state securities
regulators have partnered with the industry to help protect seniors from being financially exploited.
The Model Act has been enacted in 27 jurisdictions, with more considering legislation. As a result of
this law, states have seen increased reports of financial exploitation, many of which might not have
otherwise been brought to light. In the past several months, I can report that in Alabama these cases
have tripled and most of the reports allege that a cybercriminal is the suspect.

NASAA's COVID-19 Enforcement Task Force

On April 28, 2020, NASAA announced the formation of the COVID-19 Enforcement Task
Force (“Task Force™), consisting of state and provincial securities regulators, to identify and stop
potential threats to investors stemming from the COVID-19 pandemic.® Modeled after NASAA’s
successful Operation Cryptosweep.” the new initiative is being led by NASAA’s Enforcement Section
Committee.

The objective of the Task Force is to disrupt, discourage and deter fraudulent or illegal
activities which pose threats to investors before significant losses occur. With these goals in mind, the
NASAA membership quickly organized and coordinated this large-scale effort. Instructional webcasts

4 Additional information about the NASAA Model Act, including legislative tary for the 2020 State legislative session, is
accessible at: hip://serveourseniors org/wp-contenthuploads/2020/01/NASAA-Model-Act-Updated-Commentary-for-2020-
Session-012820.pdr.

* See: hitps:/fwww nasaa org/54844/nasaa-forms-covid- | 9-enforcement-task-foree/?qoid=current-headlines.

° In April 2018, NASAA organized a task force of its member state and provincial securities regulators to begin a coordinated
series of mvestigations inte 1COs and crypt related invest fucts. As part of its work, the task force identified
many cryplocurrency-related products and hundreds of ICOs in the final slagus of preparation before being launched to the
public. These pending I1COs were advertised and listed on ICO aggregation sites to attract investor interest. The work of the task
foree yielded hundreds of u1vc:.1lganon> and scores of miomcmuu mnmn Md}tmnal nformation about Operation Crypto
sweep is accessible at: 5. 012/} i 1/ A
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and tutorials on the details of the operation and logistics were provided to participating jurisdictions.
Members share resources and assign tasks according to areas of expertise. The Task Force is presently
using online investigative techniques to identify websites and social media posts that may be offering
or promoting fraudulent offerings, investment frauds, and unregistered regulated activities.

Importantly, the emphasis of the Task Force is on proactively protecting investors against fraud
through the broad dissemination of enforcement orders, notices, and warnings. By preemptively
identifying and uncovering fraudulent conduct that could result in investor losses, the Task Force can
expose or discredit the perpetrator to prevent the public from becoming a victim of fraud. In cases
where it is discovered that victims have already fallen prey to the fraud, enforcement actions have and
will continue to be instituted, and through coordination with internet service providers and/or social
media platforms, websites, posts, threads, and advertisements are being dismantled or removed. In
other words, not only are we “poisoning the well,” we are also able to shutter 1t and prevent the broad
solicitation of their fraudulent offerings. During the project, as fraudulent activity and conduct is
identified, NASAA members throughout the United States, Canada, and Mexico are engaged in media
campaigns to promote public awareness of the schemes and investor education.

Currently, 111 participants from 44 NASAA jurisdictions in the United States, Canada and
Mexico are leveraging their experience and using their unique tools to stop schemes and enjoin
promoters. At the time of formation, the Task Force had identified over 200,000 coronavirus-related
domains, either active or reserved. The matters are classified as either investment-related or non-
investment related.

To date, 91 investment-related matters have been identified as potentially fraudulent, and there
are 54 active and open investigations. Over a dozen of these investigations have resulted in an
administrative action, and 26 financially-related referrals have been made to either third parties, law-
enforcement, or other regulatory agencies. In addition, the Task Force has identified 39 other “non-
investment related” matters and has made at least 12 referrals, with additional referrals forthcoming.

Schemes Identified by NASAA 's COVID-19 Enforcement Task Force

While the schemes observed by the Task Force are manifold, many involve a cryptocurrency
or promote investments that are outside the stock market — perhaps due to recent market volatility. In
cases involving digital assets, we generally see promoters holding themselves out as cryptocurrency
traders and offering investments in schemes promising lucrative profits. Some are more sophisticated
than others. In some cases, there is a charitable component related to coronavirus efforts. Other
investment opportunities include oil and gas ventures, real estate, penny stocks, precious metals, and
investments in the foreign exchange markets. Based on the solicitations and placements of offers,
suspects appear to be targeting seniors and persons with portfolios that are losing or have lost value
due to current economic conditions.

For example, Alabama and Texas have enforcement actions against an outfit operating under
the name “Ultra Mining LLC” that offered investments related to cryptocurrency mining operations,”
To induce investors to purchase the “mining plans,” the company claimed that it donated $100,000 to
UNICEF to fight the coronavirus. Other examples of recent enforcement targets include:

» A promoter using social media and online advertisements to recruit victims into an illegal
cryptocurrency scheme by fraudulently claiming he can make lucrative profits by trading
cryptocurrency.®

7 Alabama CD No. 2020-0007 and Texas ENF-20-CDO-1801
# Texas ENF 20-CDO-1804



63

A self-described oilman who broadly targets victims through online advertisements and social
media, fraudulently claiming he has “developed a process for making money drilling oil even
after the crash of the oil markets.™

A company allegedly based in Los Angeles, California, SwiftTradings, advertised on
Instagram and communicated with investors about investment opportunities. The company
concocted account statements, promised significant returns, and failed to disclose its
preposterous fee schedule, which the company claimed were being assessed due to the COVID-
19 pandemic."

An investment advertised through Craigslist that encouraged investors to invest their COVID-
19 stimulus checks in his scheme. The ads targeted at least 49 states and 2 countries.''

A promoter who targets retirees and investors who need supplemental income “due to crash in
the economy,” touting his ability to capitalize on volatility in the markets to make lucrative
guaranteed returns.'?

An advertisement posted on Craigslist that encourages prospective clients to “exploit the
current coronavirus crises by trading penny stocks from the pharmaceutical and biotechnology
industry whose stocks are experiencing significant price fluctuations due to the pandemic.”™

This is merely a snapshot of the investment-related cases that are being reviewed by the Task

Force. In addition to investment-related schemes, the Task Force is seeing countless other online
frauds, which are being referred to the National Center for Disaster Fraud.'* For example:

Stimulus check fraud. The Task Force has identified advertisements and notices that appear
official and claim that “in order to expediate stimulus checks™ individuals should fill out their
census form. A link is provided to what appears to be an official census form, which solicits
the personal information contained on a census form and gives the fraudsters all of the Personal
Identifying Information that they need to steal the victim’s identity.

Business identity fraud. The Task Force has seen the names of legitimate non-profits are being
used to solicit donations for coronavirus related medical studies.

Thefi of personal information. The Task Force recently discovered a company dedicated to
“remembering those who lost their lives in the 1* pandemic of the third millennium of the
Gregorian Calendar,” whose website creates the appearance that it is a memorial for deceased
persons. Users are asked to enter personal information to access the directory.

? Texas ENF 20-CDO-1802

1% Alabama CD No. 2020-0010

I Alabama CD No. 2020-0008; Washington State 8-20-2879-20-FC01

12 Texas ENF-20-CDO-1800

3 Alabama CD No. 2020-0009

" The National Center for Disaster Fraud is a national coordinating agency within the Department of Justice’s Criminal Division

dedicated to improving the detection, prevention, investigation, and f tion of criminal

fuct related to natural and man-

made disasters and emergencies, including the COVID-19 pandemic.

[
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» Personal protective equipment fraud. The Task Force has found numerous companies
fraudulently claiming to sell personal protective equipment, sanitizers, and other products.

The list goes on, as does the work of the Task Force. We believe the Task Force’s efforts have
prevented and will continue to prevent many from being victimized and from becoming another
restitution statistic in our respective agencies. In my experience, these enforcement efforts are effective
deterrents to fraud, and the long reach of the Task Force’s collective jurisdictions enable it to
accomplish it on a large scale.

I11. NASAA’s Activities and Perspective Relating to Cybersecurity

The egregious character of financial crime is enhanced by technology and our growing
dependence on online services. As a result, cyber criminals are on the rise and the financial sector
remains a top target. Retail investors and small firms feel the impact, and thus cybersecurity is an area
where NASAA proactively acts to protect registrants and investors. Indeed, NASAA members serve
not only as regulators but also as resource to small firms in their respective junisdictions.

NASAA Cybersecurity Initiatives and Partnerships

NASAA’s Cybersecurity Committee coordinates and facilitates information sharing between
NASAA members, industry participants, and state registrants to evaluate how NASAA can best
address cybersecurity. The Committee also organizes and holds a cybersecurity roundtable each year
in which experts discuss relevant and trending topics in cybersecurity. The roundtable is available for
live streaming to the public, including to state-registered investment advisers.

In addition, NASAA’s Investment Adviser Cybersecurity and Technology Project Group
develops resources for registrants to assist them in protecting their firms and the personally
identifiable information (“PII"") they maintain on behalf of their clients. These resources include
NASAA’s Cybersecurity Checklist for Investment Advisers provided in 2018 and a resource guide
for cybersecurity practices. These tools are available free of charge to firms and can be used to help
state-registered investment advisers identify, protect, and detect cybersecurity vulnerabilities and to
respond to and recover from cyber events. Earlier this year, NASAA updated the checklist and issued
detailed guidance on steps state-registered investment advisers could take to better protect client
information. To further protect investor PII, and in response to consistently identified cybersecurity
deficiencies, on May 21, 2019, NASAA members adopted the Investment Adviser Information
Security Model Rule Package."

Cybersecurity Examinations of State-Registered Investment Advisers

Cybersecurity s a priority for state securities examiners. Smaller companies are the low
hanging fruit for cybercriminals, and when you consider that more than three-fourths of the nearly
18,000 state-registered investment advisers are 1-to 2-person shops it is clear how important
cybersecurity should be for these small businesses as well.

In their examinations of state-registered investment advisers in 41 U.S. jurisdictions between January
and June 2019, state examiners found deficiencies relating to cybersecurity in more than one-quarter

(26%) of their examinations, up from 23% during the last series of coordinated examinations in 2017.
The top five cybersecurity-related deficiencies included: no testing of cybersecurity vulnerabilities; a
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lack of procedures regarding securing or limiting access to devices; a lack of procedures related to
internet connectivity; weak or infrequently changed passwords; and inadequate cybersecurity
insurance.'® As noted above, these findings have spurred NASAA members to continue to focus on
the importance of enhanced cybersecurity resources for state-registered advisers.

Cybersecurity Collaboration with Federal Authorities

Finally, NASAA members work closely with the federal government and other federal law
enforcement agencies regarding cybersecurity. For example, since 2001, NASAA has served as a
member of the Financial and Banking Information Infrastructure Committee (FBIIC)."” Since state
securities regulators are the primary regulators for state-registered investment advisers and co-
regulators with the SEC for the broker-dealer community, NASAA’s engagement with the FBIIC
allows for facilitation of the sharing of information regarding emergency planning and preparedness.

Through monthly meetings and, when needed, daily reports and phone calls, staff from
FBIIC member organizations work on operational and tactical issues related to critical infrastructure
matters, including cybersecurity within the financial services industry and ultimately the effect on
retail investors in the marketplace. From cyber safety and education, protecting networks from
ransomware, and security of payment networks, to alerts on “hacktivist” threats, conducting tabletop
exercises and disaster and recovery tracking and alerts, NASAA provides a central information
source for its state members and provides input to the FBIIC on ground level events.

The senior leaders of FBIIC are the principals from each member organization who meet to
provide strategic, policy-level direction to the work being done by FBIIC. Topics range from
removing information-sharing impediments and enhancing incident-response planning, to examining
financial firms to identify best practices around cybersecurity controls. Our office in Alabama is
honored to be the NASAA representative to the FBIIC and the designated member to the FBIIC
Principals Group.

IV. NASAA’s Perspective on Proffered Legislative Proposals

The Committee has invited NASAA to share its views regarding several legislative proposals
that have been posted in connection with today’s hearing. Accordingly, I am pleased to express
strong support for draft legislation entitled, “Senior Investor Pandemic and Fraud Protection Act”
(also known as the “Empowering States to Protect Seniors from Bad Actors Act”), and draft
legislation entitled “COVID-19 Restitution Assistance Fund for Victims of Securities Violations
Act.” 1 will address them in turn.

1. The Senior Investor Pandemic and Fraud Protection Act

The Senior Investor Pandemic and Fraud Protection Act would implement the Senior
Investor Protection Grant Program, originally established and authorized by Section 989(A) of the

17 Chartered under the Pn‘\ldl.lﬂ s Working Gmup on l"mamuul Mar[u.l_s l.hx. F ma.m:m] and B:mhnu Inlorrn.:llon Inlmsl.rut.lun.
Committee (FBIIC) is charged with improving coordination and communication among hnam.wl mgu]alom promoting public-
private partnerships within the financial sector, and enh 2 the resiliency of the fi 1 sector overall. Additional
information about the FBIIC is accessible at hitps: ffwww. I'hm. gOV,

8
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Dodd-Frank Act, but never put into effect.'® The bill would also expand the scope of the grants to
explicitly include fraud related to COVID-19. Under the bill, qualifying states and state regulators
would be able to apply for up to $500,000 annually in grant funding to combat financial fraud of
semiors and vulnerable adults, including cases related to the pandemic, for a maximum of two
consecutive years, for a total of $1 million.'” The grant funds could be used for such purposes as:
hiring staff to investigate cases involving fraudulent marketing related to the pandemic; funding
technology, equipment, and training for prosecutors to increase the prosecution of salespersons who
target seniors and vulnerable adults; and providing educational materials to seniors and vulnerable
adults to raise awareness of misleading or fraudulent marketing.

NASAA strongly supports the Senior Investor Pandemic and Fraud Protection Act.”” Indeed,
such legislation is one of state securities regulators’ highest priorities for the 116" Congress.”!

Evidence suggests that as many as one out of every five citizens over the age of 65 has been
victimized by financial fraud.** According to research published by the Consumer Financial
Protection Bureau (“CFPB”), financial institutions have reported over 180,000 suspicious activities
targeting older Americans since 2013. While the total financial loss is hard to determine, the
estimated losses of older adults due to exploitation ranges from $2.9 billion to $36.5 billion annually.

Moreover, Congress has repeatedly recognized that seniors are especially susceptible to fraud
and agreed on a bipartisan basis regarding the importance of supplementing state resources to
educate and protect senior investors. Amid the COVID-19 pandemic, Congress should assist state
regulators in securing resources to combat financial exploitation against those most vulnerable in this
crisis, *

2. The COVID-19 Restitution Assistance Fund for Victims of Securities Violations Act

The COVID-19 Restitution Assistance Fund for Victims of Securities Violations Act would
create a fund at the Securities and Exchange Commission to provide restitution payments for

18 The * “Scmor lu\eslor Pandemic and Fraud Protection Act” is directly modelled on precursor legislation that also aimed to make
the hnical corrections to Section 989A, entitled the “The Fmpn\wnng States to Protect Seniors from Bad Actors Act
of 2019,” \\l'u&,h was profTered by the House Financial Services Committee in connection with a hearing on Consumer Financial
Protection Bureau oversight in September 2019, The legislation is supported by a diverse coalition of organizations, including
The Consumer Federation of America, The Insured Retirement Institute, The American Council of Life Insurers, The National
Association of Insurance Financial Advisors, The American Association of Life Underwriters, The Financial Services Institute,
The National Conf of I Legislators, The Fi ial Planners A lation, National Association of Personal
Financial Planners, and The Certified Financial Planners-Board of Standards.

% Among the entities that would be eligible to apply for the Senior Investor Pmlcchon grants established by the bill are state
securities regul state i regulators, and certain state fi | product regul

20 The legislation is also supported by the National Association of Insurance Commissioners (“NAIC™).

1 See: NASAAs Legislative Agenda for the 116™ Congress (April, 2019), accessible at hitps /fwww nasaa orghwp-
content/uploads/201903/NASAA-Legislative-Agenda-for-1 16th-Congress pdf.

2 Almost one in five Americans over the age of 63, which is nearly seven million seniors, have “been taken advantage of
financially in terms of an inappropriate investment, unreasonably high fees for financial services, or outright fraud,” according 1o
amajor survey conducted by Public Policy Polling (PPP) and the Investor Protection Trust (ITP). Additional information on the
Elder Investment Fraud and Financial I.xp!mlauon Su.r\'w is accessible at:
hutp:/fwww.investorprotection.org/downloads/EIFFE_Si ;_Ri

* The CFPB has stated the failure to implement Section 9894 as directed is due to ambiguity regarding the Bureau’s authority to
fund the grants. See Letter from CFPB Director Richard Cordray to Senator Collins (August 14, 2014), (“While Section 98‘}1\(11)
authorizes. .. there has been no appropriation made for these grants to date.”)
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individuals in connection with securities fraud related to coronavirus if they do not otherwise receive
full payment of restitution.

NASAA wholeheartedly shares Congress’s interest in the potential establishment of a
nationwide investor restitution fund to help victims of investment fraud recover a portion of what
they lost when full restitution is not possible. In many cases of investment fraud, some or all the
money defrauded from investors may be already gone by the time the scam artist is caught and
prosecuted. All too often, the victims of these investment scams are senior citizens who do not have
the time and resources to recover from the losses that have been inflicted upon them. The
establishment of a restitution fund to help qualifying investors recover a portion of their losses is a
common-sense tool that can provide critical assistance to harmed investors, while also contributing ta
investor confidence broadly.

In fact, some states have already enacted and successfully implemented this type of
legislation. Indiana and Montana have reported that their restitution assistance programs are
successful. Since the inception of their funds, Indiana has paid approximately $1 million in
restitution assistance awards to 102 claimants, and Montana has paid $1.6 million to 118
claimants. The average recipient was 64 years old in Indiana, and 82% of recipients were over 60
years old in Montana,

V. Conclusion

State securities regulators are standing on the front lines in the fight against the criminals and
opportunists looking to abuse America’s investing public. The pandemic has sadly heightened their
vigor, as bad actors attempt to exploit a pandemic and the present economic disruption. NASAA and
Congress share a compelling interest in protecting investors, punishing fraudsters, and contributing ta
a robust economic recovery.

Thank you for the opportunity to testify before the Subcommittee. I will be pleased to answer
any questions you may have.

10
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Americans for
AFR Financial Reform

June 16, 2020

The Honorable Emanuel Cleavers The Honorable French Hill

Chairman Ranking Member

House Committee on Financial Services House Committee on Financial Services
Subcommittee on National Security Subcommittee on National Security
2129 Rayburn House Office Building 2129 Rayburn House Office Building
Washington, DC 20515 Washington, DC 20515

Re:  “Senior Investor Pandemic and Fraud Protection Act” (Discussion Draft)
Dear Chair Cleavers and Ranking Member Hill:

Americans for Financial Reform writes to express support for the “Senior Investor Pandemic and Fraud
Protection Act” (also known as the “Empowering States to Protect Seniors from Bad Actors Act”).
This legislation is noticed for discussion as part of the “Cybercriminals and Fraudsters; How Bad
Actors Are Exploiting the Financial System During the COVID-19 Pandemic” hearing in the
Subcommittee on National Security, International Development and Monetary Policy today. The draft
bill would enhance the ability of state regulators to protect seniors from financial exploitation by
clarifying the funding mechanism for the program and ensuring that it does not compete with other
CFPB funding needs.

The step is particularly timely now as seniors and vulnerable adults are increasingly being targeted by
opportunistic scammers that prey on the confusion and fear of the COVID-19 pandemic, Congress has
repeatedly recognized that seniors are especially susceptible to fraud and agree on a bipartisan basis
regarding the need to enhance resources to educate and protect senior investors. Congress has also
recognized that state regulators are an essential part of the effort to combat senior financial exploitation
because they serve on the front lines and are often the first to respond to those affected.

We support the proposed legislation that would implement a targeted retail investor protection
program, which was originally envisioned and authorized by Section 989(A) of the Dodd-Frank Act,
but never put into effect. The “Senior Investor Pandemic and Fraud Protection Act” will enable
qualifying states and state regulators to receive up to $500,000 annually in grant funding to combat
financial fraud of seniors and vulnerable adults for a maximum of 2 consecutive years, for a total of $1
million. State regulators will be able to use the funds for such purposes as hiring staff to investigate
cases involving fraudulent marketing, funding technology, equipment, and training for prosecutors to
increase the prosecution of salespersons who target seniors and vulnerable adults, and providing
educational materials to seniors and vulnerable adults to raise awareness of misleading or fraudulent
marketing.

As we continue to battle the COVID-19 pandemic, we ask Congress to provide state financial
regulators with the tools necessary to effectively combat financial exploitation of those most vulnerable
during this crisis and ensure that their savings are financially protected during this uncertain time.
Sincerely,

Americans for Financial Reform

1615 L Street NW, Suite 450, Washington, DC 20036 | 202.466.1885 | ourfinancialsecurity.org
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3138 10th Street North
Arlington, VA 22201-2149
703.622.4770 | B00.336.4644

f: 703.524.1082
NAFCU | retcugnaou.org | nafcuorg
National Association of Federally-| d Credit Unions

June 15, 2020

The Honorable Emanuel Cleaver The Honorable French Hill

Chairman Ranking Member

Subcommittee on National Security, Subcommittee on National Security,
International Development and International Development and
Monetary Policy Monetary Policy

Committee on Financial Services Committee on Financial Services

U.S. House of Representatives U.8. House of Representatives

Washington, DC 20515 Washington, DC 20515

Re:  Tomorrow’s Hearing, “Cybercriminals and Fraudsters: How Bad Actors Are
Exploiting the Financial System During the COVID-19 Pandemic™

Dear Chairman Cleaver and Ranking Member Hill:

I'am writing on behalf of the National Association of Federally-Insured Credit Unions (NAFCU)
to share our thoughts ahead of tomorrow’s virtual hearing entitled, “Cybercriminals and
Fraudsters: How Bad Actors Are Exploiting the Financial System During the COVID-19
Pandemic.” NAFCU advocates for all federally-insured not-for-profit credit unions that, in turn,
serve 120 million consumers with personal and small business financial service products.

As we have shared with you previously, credit unions are keenly aware of the hardships their
members are facing due to the COVID-19 pandemic and are working around the clock to
proactively assist them. This assistance includes warning members about bad actors who will seek
to commit fraud to take financial advantage of them. As you know, the pandemic has emboldened
bad actors who are seeking to exploit fearful and anxious Americans, and it is vital that credit
unions have the ability to alert their members to potential threats. NAFCU appreciates the
Subcommittee’s attention to this crisis and is supportive of efforts to combat cybercriminals who
seek to take advantage of the current pandemic. Cybersecurity is a critical issue for credit unions
— according to a 2019 NAFCU survey, credit unions report that the share of their overall budget
devoted to cybersecurity has more than doubled over the past five years. Yet, there remain
important issues that need to be addressed on this front, even outside of the pandemic. Congress
taking action on these issues can help to mitigate Americans’ risk of falling prey to fraudulent
activity, both during this pandemic and beyond.

First, NAFCU believes there is an urgent need for a national data security standard for those who
collect and store consumer information. While depository institutions have had a national standard
on data security since the passage of the Gramm-Leach-Bliley Act (GLBA) over two decades ago,
other entities who handle consumer financial data may not be held to the same rigorous standards
or subject to meaningful supervision. Along those same lines, we also believe that there is a need
for a uniform national consumer data privacy standard as opposed to a patchwork of standards
stemming from different state data privacy laws. Such a standard should recognize what has been

NAFCU | Your Direct Connection to Federal Advocacy, Education & Compliance



70

The Honorable Emanuel Cleaver, The Honorable French Hill
June 15, 2020
Page 2 of 2

in place and is working for consumers, credit unions and others under existing laws such as the
GLBA. Our nation’s current patchwork of data privacy and security laws contributes more ta
operational and administrative burden rather than the substantive protection of consumers.
Furthermore, inconsistent rules can be exploited by bad actors. Although we have been calling on
Congress to enact a national standard for years, we believe that action now is critical as more bad
actors seek to exploit the current situation. We hope today’s hearing can be another step toward
achieving these goals.

Second, we believe that the Bank Secrecy Act (BSA)/ Anti-Money Laundering (AML) system is in
need of improvements and reform. NAFCU has consistently recognized the importance of the
Financial Crimes Enforcement Network (FinCEN) and BSA/AML requirements in assisting in the
prevention of tax evasion, money laundering and terrorist financing. Credit unions support efforts
to combat criminal activity in the financial system. Our members have a good working relationship
with FinCEN, and they consistently inform us that the publication of periodic BSA/AML guidance
is very helpful. However, BSA/AML requirements remain a burden to implement, and we believe
that the system is in need of modernization, especially considering the increase in fraud and illicit
financial activity during this pandemic. This includes beneficial ownership reform, which is more
critical now than ever. We were pleased to see the House pass HR. 2513, the Corporate
Transparency Act of 2019, and HR. 2514, the COUNTER Act of 2019, last fall that would help
strengthen and improve the BSA/AML system, and we urge you to work with your colleagues in
the Senate so that this legislation becomes law.

We thank you for your leadership and ongoing efforts to support American consumers and
financial institutions during these uncertain times. We appreciate the opportunity to share our input
and look forward to continuing to work with the Subcommittee on these issues. Should you have
any questions or require any additional information, please contact me or Sarah Jacobs, NAFCU’s
Associate Director of Legislative Affairs, at (571) 289-7550.

Sincerely,

Buud Tl

Brad Thaler
Vice President of Legislative Affairs

cc:  Members of the Subcommittee on National Security, International Development and
Monetary Policy
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Submission for the Record
Ms. Mieke Eoyang
Vice President for the National Security Program

Third Way

I'd like to start by commending the Chair, Ranking Member, and members of the subcommittee
for focusing its attention on this important issue. Cybercrime has been on the rise globally over
the past decade, but the onset of the COVID-19 Pandemic has caused an increase in
cybercrime, as criminals, like others, work from home, and prey upon the anxieties and fears of
the population.

It is an honor to submit this statement and accompanying report to the record.
COVID-19 is exacerbating a cybercrime crisis that already existed.

We have long known that cybercrime is on the rise. As Americans and others around the world
increase their reliance on technology for communications, commerce, banking, and even
building connections to others, the internet becomes a more attractive target for criminals to
prey upon their victims.

A rising and often unseen crime wave is mushrooming in America. There have been
approximately 340,000 cybercrime incidents reported to the FBI each year from 2015-2019,
with the number of reports increasing each year.! While the FBI estimates that only one in six
victims reports their incidents to the FBI, Third Way’s analysis indicates that this figure is off by
an order of magnitude.? Public polling by both Gallup and Third Way indicates that one in four
Americans has been victimized by cybercrime, which would suggest that the true level of
incidents is around 30 million, over 100 times higher than what the FBI is seeing.? If these polls
accurately reflect what is happening to Americans, cybercrime is the most prevalent form of
crime in America.

Even before this pandemic, the costs of cybercrime were enormous. The White House Council
of Economic Advisers estimated in 2016 that malicious cyber activity costs the U.S. economy up
to $109 billion annually and these costs are increasing. * Global estimates are even higher, with
some saying cybercrime will cost the world in excess of $6 trillion annually by 2021, up from $3
trillion in 2015.%

Unfortunately, the COVID-19 pandemic has seen a spike in cybercrime from an already high
baseline. Speaking in an online panel hosted by the Aspen Institute, FBI Deputy Assistant
Director Tonya Ugoretz said the number of reports has up to quadrupled compared to months
before the pandemic.
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"The FBI has an Internet Crime Complaint Center, the IC3, which is our main ingest point. Sadly
the IC3 has been incredibly busy over the past few months," Ugoretz said.

"Whereas they might typically receive 1,000 complaints a day through their internet portal,
they're now receiving something like 3,000 - 4,000 complaints a day not all of those are COVID-
related, but a good number of those are.®

Not only are cybercriminals looking to exploit the pandemic for financial gain, but nation-
states are also turning to cybercrime and seeking out cybercrime tools to steal intelligence
about America’s response to COVID-19.7 There are continued reports of cybercriminals
stealing stimulus payments in the midst of what has been one of the greatest times of
economic hardship for many Americans.? Some estimates are that the financial services
sector in the United States saw an increase of 38% from February 2020 to March 2020 in
cybercrime as the COVID-19 Pandemic particularly hit the country.? The Secret Service
estimates that $30 billion of the coronavirus stimulus funding will be stolen.1® The
targeting of hospitals and vaccine development labs in the United States and around the
globe by malicious cyber actors during the pandemic is also particularly appalling.

Unfortunately, criminal prosecution is all too rare in cybercrime.

Reflecting on the cybersecurity debate, most of the policy discussions, particularly on Capitol
Hill, largely focus on prevention — on strengthening and defending the systems that we use
every day. Unfortunately, defending the systems alone will not solve the problem. For every
security flaw that gets fixed, the cybercriminals are at large to find another. Right now, the
perpetrators of these attacks operate with pure impunity because there have rarely been any
consequences for their actions. Based on Third Way's analysis of government data, less than 3
in 1000 reported cyber incidents see an arrest.! By contrast, in 2018, 45.5 percent of violent
crimes and 17.6 percent of property crimes were cleared-*? This makes cybercrime one of the
least likely crimes in America to result in justice against the perpetrators.

There are many reasons why the cybercrime enforcement rate is low. Cases are complex. All
too often the perpetrator and the victim are unknown to each other and can be on opposite
sides of the globe. Law enforcement does not have sufficient numbers of trained or technical
personnel to pursue the overwhelming number of cases.'® Cybercriminals often operate in
countries that either lack the will or the capability to investigate and prosecute them.® Cases
involving victims in multiple jurisdictions and networks operating across national boundaries
requires coordination that is often lacking.!® This may be particularly true when we talk about
public sector cooperation with the private sector where trust is often absent.'®

But it is not enough to throw up our hands in futility at the complexity of the cases, denying the
victims justice. Cybercrime is the most prevalent type of crime with the lowest enforcement
rate. We can and must identify reforms and solutions to address this crime. As crime moves off
the streets and onto the internet, law enforcement, backed by strong civil liberties protections,
must follow.
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To Catch a Hacker report makes recommendations for a comprehensive approach against
cybercrime.

Third Way's report, To Catch A Hacker, takes a comprehensive look at cybercrime, the
challenges to enforcement, and identifies particular areas for reform. We submit the report
with this testimony for the subcommittees’ review.

Thank you for the opportunity to submit this testimony.
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TO CATCH A HACKER

Toward a comprehensive strategy to identify, pursue,
and punish malicious cyber actors

lison Peters, Ishan Mehta, and Br:

¢
gl
&
2

}

®




76

(P THIRD WAY

Acknowledgments

We would like to acknowledge and thank the many people who have contributed to this report
and shared their perspectives on the cyber enforcement gap. The support, expertise, and guidance
that has been provided to us has been invaluable in steering the direction of this report.

In particular, we would like to thank our former fellows Jayati Dev and Adam Twardowski for
their incredible research support without which this report would not be possible. We would also
like to thank Third Way's Founders Jim Kessler and Jonathan Cowan for their endless support
and strategic guidance.

Additionally, we are grateful to the members of the Advisory Board of Third Way's Cyber
Enforcement Initiative for their continued inputs and support. Each brings a wealth of diverse
experience and expertise to the Advisory Board and we are thankful for their partnership.
However, the views expressed in this paper should be viewed as the authors’ alone and not
presumed to be endorsed by the Cyber Enforcement Initiative's Advisory Board:

Gina Abercrombie- Mary DeRosa Chan Park
Winstanley Judith Germano Gregory Rattray
James Baker Orin Kerr Paul Rosenzweig
Cassandra Chandler Andrew McLaughlin Ari Schwartz
Jennifer Daskal Christopher Painter Ben Wittes

Rajesh De

Finally, we would like to thank the many individuals we have spoken to throughout the
development of the Third Way Cyber Enforcement Initiative who have provided critical ideas,
data, and feedback to us, In particular, we are grateful to Eli Sugarman, Michael Woods,
Taxpayers for Common Sense, the Consumer Bankers Association, Kathryn Rosen, Matthew
Waxman, Jonah Force Hill, Kevin Bankston, Joshua Al der, David Lieber, Jeff Ratner, Bruce
Schneier, Suzanne Spaulding, Matt Tait, Allan Friedman, and Jing de Jong-Chen. We are
thankful to the many other representatives of industry and civil society groups who have
provided us with their thoughts on this Initiative.




77

To Catch a Hacker: Policy Recommendations

Cybercriminals operate with a sense of impunity as only 03% of malicious cyber incidents see an
arrest, according to our analysis of FBI reported data, What that means is that the United States
is facing a massive cyber enforcement gap just as the cybercrime wave continues and malicious
cyber activity that threatens our national security is becoming more common. To close the cyber
enforcement gap, we call for a comprehensive, strategic approach to identify, stop, and punish
malicious cyber actors. The US maintains robust efforts to secure existing computer networks,
but heavily relying on air tight systems and mistake-less human users can only accomplish so
much. In our new paper, we call for ten US policy actions (some that build off existing efforts)
that can form the contours of such a strategy to go after human attackers.

Domestic Enforcement Reform

A Larger Role for Law Enforcement:
Strengthen capacity building efforts

so that law enforcemnent, enabled by
diplomacy, can target the humans behind
cyberattacks.

. A Cyber Enforcement Cadre: Address not

only workforce shortages, but the way the
cyber enforcement workforce is trained,
incentivized, and retained.

. Better Attribution Efforts: Increase

investments in research and development
for attribution technology, better digital
forensics, and prioritize efforts to build
international alliances that improve
timeliness and impact of attribution
efforts.

. A Carrot and Stick Approach to Fugitives:

Adopt a broader reward-based system to
incentivize information sharing that can
lead to arrests of malicious cyber actors
balanced with the smart use of targeted
sanctions.

International Cooperation and
Coordination Reform

5. An Ambassador-level Cyber Quarterback:

Institute an ambassador-level cyber
coordinator position at the State
Department with a clear mandate and
resolirces on cyber enforcement.

6,

Stronger Tools in the Diplomacy Arsenal:
Expand the number and streamline
processes for agreements with other
countries that help bring cyber attackers
to justice and continue to utilize the
multilateral Budapest Convention.

Better International Capacity for
Enforcement: Support efforts to build the
capacity of other countries on cybercrime
investigations, while ensuring cybercrime
and cybersecurity efforts are not used to
suppress civil liberties and human rights.

Structural and Process Reform

8,

0.

Better Success Metrics: Establish
mechanisms to measure the scope of the
cyber enforcement problem and the
effectiveness of government efforts,
Organizational Changes and Interagency
Cooperation: Evaluate further needed
policy changes to de-conflict the missions
of the agencies responsible for cyber
enforcement.

Centralized Strategic Planning: Institute
an overarching, comprehensive strategy
for US cyber enforcement led by a senior
official at the White House.

The lack of an overarching strategy to

deal with this growing threat is ominously
analogous to the pre-9/11 US government
approach to terrorism. We need a strategy
that doesn’t just focus on building a better

safe, but focuses on catching the safecracker.
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To Catch a Hacker:

Toward a comprehensive strategy to identify, pursue, and
punish malicious cyber actors
By Mieke Eoyang, Allison Peters, Ishan Mehta, and Brandon Gaskew

Introduction

On February 21, 2018, computer monitors in Colorade’s Department of Transportation went
gray. In simple red and black text, an ominous message: “All your files are encrypted." For
three bitcoin, or what was then 527,000, the department could have the decryption keys.' They
refused. Soon after, the department lost use of 150 servers and shut down 2,000 employee
computers? Two weeks later the department was hit a second time, by another strain of the
same ransomware, hampering already costly recovery efforts.* One month following this attack,
Atlanta’s municipal computer systems came to a slow crawl. Again, a message appeared an the
city’s network demanding ransom in exchange for the decryption of their files. One-third of
all city services were sidelined and critical data, including police files and evidence, was lost>
In Indiana this past January, the Hancock Health Hospital system was hit with the same type
of ransomware, The attackers took hostage of more than 1,400 files on their networks, which
included medical records of current patients, only releasing them once a ransom was paid.*

Each of these incidents were part of the same ransomware attack known as SamSam. SamSam
may be thought of as just a series of ones and zeroes but behind SamSam is a person or a set

of people, They could be a member of a terrorist group, a criminal organization, or an agent of

a nation-state, seeking to exploit computer vulnerabilities to advance their agenda. They may
simply be a cyber thief — finding clever ways of breaking into systems and collecting ransoms
through hard-to-trace cryptocurrencies. But whoever it is they have collected payments totaling
an estimated $6 million since 2015, and they have cost their victims even more millions of
dollars in recovery costs. Atlanta alone could reportedly spend $17 million in incident response
and mitigation.® This attack was technically sophisticated, both in its invasion and its execution,
and hit victims across many different jurisdictions. The person or persons behind SamSam are
still at large, and as this report will show, it is safe to assume that they believe they will never be
caught. This must change.

In this paper, we argue that the United States currently lacks a comp ing
strategic approach to identify, stop and punish cyberattackers. We show that:

1. There is a burgeoning cybercrime wave: A rising and often unseen crime wave
is mushrooming in America, There are approximately 300,000 reported malicious
cyber incidents per year, including up to 194,000 that could credibly be called
individual or system-wide breaches or attempted breaches? This is likely a vast
undercount since many victims don't report break-ins to begin with.” Artacks cost
the US economy anywhere from $57 billion to $109 billion annually and these costs
are increasing.”

2. There is a stunning cyber enf t gap: Our ysis of publicly available
data shows that cybercriminals can operate with near impunity compared to

Third Way Report - 1
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their real-world counterparts. We estimate that cyber enforcement efforts are so
scattered that less than 1% of malicious cyber incidents see an enforcement action
taken against the attackers.

3. There is no prehensive US cyber enfé strategy aimed at the human
attacker: Despite the recent release of the National Cyber Strategy, the United States
still lacks a comprehensive strategic approach to how it identifies, pursues, and
punishes malicious human cyberattackers and the organizations and countries
often behind them. We believe that the United States is as far from this human
attacker strategy as the nation was toward a strategic approach to countering
terrorism in the weeks and months before g/11.

In order to close the cyber enforcement gap, we argue for a comprehensive enforcement strategy
that makes a fundamental rebalance in US cybersecurity policies: from a heavy focus on building
better cyber defenses against intrusion to also waging a more robust effort at going after human
attackers. We call for ten US policy actions that could form the contours of a comprehensive
enforcement strategy to better identify, pursue and bring to justice malicious cyber actors that
include building up law enforcement, enhancing diplomatic efforts, and developing a measurable
strategic plan to do so.

This rebalance can only be achieved if we increase the emphasis on, and resources in, US
cybersecurity efforts to include a greater focus on identifying, stopping, and punishing the
human attacker. This means:

Shedding a blame-the-victim mentality that drives the defensive approach in favor
of one of shared responsibility that invigorates a catch-the-hacker approach, and

Creating a more balanced approach that places more emphasis on law enforcement
and diplomacy to prevent an overreliance on the military.

SamSam is only one of thousands of attacks affecting Americans, and it is just a matter of

time before another malicious actor aims at bigger targets for reasons far more nefarious than
SamSam, While system and network owners and operators have obligations to provide the best
security they can, we have seen time after time that a determined attacker will eventually get
through. By putting the human attacker in the crosshairs of America's cybersecurity efforts we
can instead raise the costs of their actions to not only bring attackers to justice, but also to deter
future attacks—whether they come from criminals, organizations, or hostile governments.

The Enforcement Gap and the Burgeoning

Cybercrime Wave

Calculating the scope of the cyber enforcement gap is a challenging if not impossible task due
to the lack of comprehensive public data across agencies. Based on our analysis of the publicly
available data that does exist from federal, state, and local sources, we estimate the chance
of arresting a cybercriminal is less than 1% of the total number of malicious cyber incidents
reported annually to the federal government. We define this enforcement rate as the ratio of
arrests to the number of incidents reported, as data on indictments and prosecutions is not
consistently reported at all levels. In other words, this enforcement rate may be optimistic as
arrests do not mean conviction.

Third Way Report - 2
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Only & in 1,000 cyber incidents see an crrest
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lock hat* representy one cyber incident

By comparison, the clearance rate for property crimes was approximately 18% and for violent
crimes 46%, according to the Federal Bureau of Investigation’s (FBI) Uniform Crime Report (UCR)
for 2016. The clearance rate is the number of cases where at least one person has been arrested,
charged with the commission of an offense, and referred for prosecution.” Those numbers in
comparison to a less than 1% rate for just arrests for computer crimes is a drastic difference in
the rate of enforcement.

What happens when there is a criminal, terrorist, or other malicious actor engaging in
destabilizing activity in which the likelihood of getting caught and punished is close to zero? In
this section, we lay out some of the dimensions of the cybercrime wave in the United States and
globally. The burgeoning cybercrime wave is the result of both the ubiquity of technology and the
one-sided nature of our defenses: a reliance on building systems that are harder and harder to
breach, training lay users to be harder and harder to fool, and faced with hackers who are harder
and harder to catch.

Malicious cyber actors are rarely caught and the effort to do so
is uncoordinated, under-resourced, and under-prioritized.

The ubiquity of technology means every critical infrastructure sector in the United States—from
nuclear power plants to water facilities— utilizes some form of computer-enabled system for
their operations that, if attacked successfully, could have devastating impacts on Americans.
That is why the US Department of Treasury has designated cybersecurity incidents as one of the
biggest threats to the stability of the entire US financial system.”

Nearly every US citizen’s personal, financial, and sensitive information is stored on a connected
device in some form. There are now more active mobile phones, which store sensitive
information on them, than the number of people on the planet, and Cisco predicts 27.1 billion
up from 17.1 billion in 2016 connected devices by 2021 or roughly 3.5 per person.'* Each device is
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potentially an attack vector that a malicious actor could expleit. Each device has applications,
operating systems, and network connections, which all have potential vulnerabilities for an
attacker to exploit.

And as we discovered and noted above, the effort to catch malicious cyber actors is
uncoordinated, under-resourced, and under-prioritized— just a handful of reasons why those
actors are rarely caught.

The Cybercrime Wave

There's a rising and often unseen crime wave happening in America. The FBI received 298,728
self-reported cybercrime complaints in the United States in the year 2016 alone through its
Internet Crime Complaint Center (IC3).* Of those, as many as 193,700 cybercrimes could credibly
be described as serious attempts at individual or systemic cyber breaches, including such
activities as identity theft (16,878 reported incidents), personal data breach (27,573), ransomware
(2,673), and malware (2,783), according to the IC3 database. This is only part of the picture,

as the FBI estimates that fraud victims report only 15 percent of crime nationwide to law
enforcement.” That may mean there are 2 million cybercrimes per year, or roughly equal to 1.4
million burglaries in a given year, if underreporting estimates are accurate*

The IC3 is an FBI center established in May 2000 to serve as a central hub for Internet crime
victims to alert federal, state, and local authorities to suspected criminal Internet activity.”
From 2013 to 2017, the IC3 has received over 1.4 million complaints.® While IC3's methodology
tabulates each individual's complaint as a separate entry, the Verizon Data Breach Investigations
Report states that there have been over 53,000 incidents targeted at organizations.” And America
isn't alone, The International Police Organization (INTERPOL), the multilateral organization

that facilitates global law enforcement cooperation to fight international crime, states that
cybercrime is one of the fastest growing areas of crime.

What do we mean by “cybercrime?”

While this paper refers to the more general term “malicious cyber activity” in
certain places, or “cyberattack” for high-impact incidents, we're primarily focused
on cybercrime or crimes that use or target computer networks. This includes data
theft, fraud, distributed denial -of -service (DDoS) attacks, worms, ransomware,
and viruses. ** We recognize the concerns raised with the term “cyberattack,”

but considering its widespread adoption and lack of global consensus on overall
terminelogy, we continue its use in certain places to describe significant cyber
incidents.

Cybercriminals come in all shapes and sizes. The FBI assesses that these threats
can come from attackers with a host of different motivations and affiliations.”
High-level intrusions usually stem from attackers affiliated with global organized
crime syndicates or state-sponsored attackers.” Hacker-rings or lone actors
typically run mid-level identity fraud or carding schemes for financial gain.?
Finally, privacy crimes, such as doxing, are targeted crimes usually committed by
lone actors with malicious personal or political motivation.*®
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However, that landscape is changing fast. Nation-states like North Korea have
attacked systems for a variety of reasons. Sony was hacked to prevent reputational
harm, the Bank of Bangladesh heist was for financial gain, and the WannaCry
attack was motivated by a desire to cause economic chaos.”” Terrorists have

also continued to use the Internet as a key operational tool, including launching
malicious cyberattacks against targets in the United States.*” Many of these crimes
threaten the stability of systems, either intentionally or through the way they
spread.

There are also a few categories of malicious cyber activity that, while extremely
serious, do not threaten to disrupt the stability of systems. While critically
important, our recommendations will not focus on what the Department of Justice
refers to as “cyber-enabling crimes threatening personal privacy,” such as cyber-
enabled stalking, non-consensual pornography, and cyber-enabled harassment.®
The recommendations also do not cover issues related to child pornography. These
devastating crimes involve potentially very different motivations than other forms
of cybercrime and deserve dedicated research related to government responses to
these crimes.

The rewards from a successful cyberattack are high, and the costs (in terms of risk) low, which
has incentivized malicious actors to develop more effective hacking techniques. Some examples
of those technigues and their costs are as follows:

+  Ransomware attacks, where an attacker encrypts the victim's data and typically
only frees it when a ransom is paid, doubled in frequency between 2016 and 2017
with incidents affecting a diversity of targets and disrupting the operations of
public services and large corporations around the country and globe®

Malware attacks on mobile devices have now surged with an increase in 54%
globally from 2016 to 20175

Software update supply chain attacks in which malware is implanted into software
packages to infect computer systems has increased by 200 percent globally in 2017
from the year prior®

The Ponemon Institute estimates the average total cost of a data breach at
$3.62 million»

+ IC3 calculated that reported crimes, such as identity theft and online fraud, cost
victims more than $1.42 billion.*

+ In 2016, the White House Council of Economic Advisors estimated in 2016 that
malicious cyber activity costs the United States economy between $57 billion and
5109 billion per year¥ Other estimates put the number as high as $3 trillion for the
global economy annually*

The targets that malicious cyber actors are hitting with their attacks span a wide spectrum of
sectors with the healthcare, public, accommedation, and manufacturing bearing the brunt of
security incidences and data breaches.” For example, the Mirai Botnet attack in October 2016
led to some of the world's most popular websites going offline for up to twelve hours—including
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Netflix, Twitter, Reddit, PayPal, The New York Times, and The Wall Street Journal—costing these
companies millions of dollars in lost revenue.+

Criminal use of technology is creating entirely new categories of crime that never existed before
the digital age.* It is ending the notion of “good neighborhoods” and “bad neighborhoods”
when it comes to crime because cyberspace s both ubiquitous and borderless. New types of
crime from carding schemes, to ransomware, to crypto mining have made investigations even
more complex where the victim and perpetrator may be unknown to each other and may be in
different countries, Technologies like Virtual Private Networks (VPNs), the Tor browser,** and
cryptocurrencies like Bitcoin lend anonymity, or at least perceived anonymity, to the malicious
cyber actor.

These technologies also help make attacks more effective and easier to execute. Tools created
using machine learning allow malicious cyber actors to perform reconnaissance, or information-
gathering efforts, more efficiently and to a much higher degree of accuracy. For attackers,

the more information they have about the systems and the operators of the system, the more
effective the attack. Attackers can assess information regarding potential vulnerabilities,
unpatched systems, and exploits much quicker through the advanced technology available to
them. Marketplaces and discussion forums on the dark web have made buying and using cyber-
exploits as easy as shopping for shoes online. s

Cybercrime has hit victims across the United States in every single state and territory. California,
Florida, Texas, New York, and Pennsylvania—states with very different demographics, corporate
representation, and cybersecurity laws—make up the highest number of victims.** These states
have been hit by devastating economic losses as a result of the cybercrime wave.*s

Cybercrime's impact is so broad that it has security implications for the entire nation and globe.
A single incident like the WannaCry cyberattack in 2017 affected more than 200,000 computer
systems in 150 countries and potentially cost the world economy $4 billion.** Malicious cyber
actors have attacked health care systems and critical infrastructure in the United States, such

as Industrial Control Systerns (ICS), the electric grid, and dams. A successful attack executed

on these systems can threaten life, property and cause large scale destruction. In March of this
year, the Department of Homeland Security (DHS) and the FBI issued an alert that the Russian
government was targeting the electric grid and other critical energy systems.#” In 2015, malicious
actors managed to access the ICS software at a water treatment plant and tampered with the
controls related to water flow and the amount of chemicals used to treat the water.+

The cybercrime wave is so big it should be setting off alarm bells
at every level of law enforcement. And yet, the response from
the enforcement community is a drop in the bucket compared to
the sheer volume of crimes occurring.

Beyond financial harm, some cyberattackers, at the behest of nation states, are doing real
damage to US national security. US defense contractors have become targets for adversaries
seeking to steal national security secrets. Recently, Chinese government hackers infiltrated

the network of a US Navy contractor, stealing data on undersea warfare and secret plans for US
submarine anti-ship missiles.*” China and others are hacking US companies to steal intellectual
property, at an estimated cost of $225 billion to $600 billion annually* Hostile nations are

also using cyber operations to affect US national security personnel directly. In 2004 and 2015,
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the Office of Personnel Management® suffered a massive data breach exposing the sensitive
information of up to 22 million people, including personal information in their security clearance
forms. And, of greatest concern, Russia's malicious cyber activities aimed at trying to affect the
outcome of the 2016 US presidential election have been well-documented in indictment after
indictment*

The cybercrime wave is so big it should be setting off alarm bells at every level of law

enforcement. And yet, the response from the enforcement community is a drop in the bucket
compared to the sheer volume of crimes occurring.

The Enforcement Gap

We know how big the problem is, but assessing the adequacy of the response to the problem is
tougher. Not only are we in a cybercrime wave, but we also have a hidden enforcement crisis.

Third Way's analysis estimates that the enforcement rate for reported incidents of the IC3
database is 0.3%, Taking into account that cybercrime victims often do not report cases, the
effective enforcement rate estimate may be closer to 0.05%,

How did we calculate the cyber
enforcement rate?

There were significant challenges to estimating an aggregate cyber enforcement
rate for the purpose of this research. Most significantly, there are currently no
public databases which specifically report enforcement metrics on computer crime
across all localities in the same way that exists for other categories of crime. We
analyzed close to two dozen public and private databases to calculate the cyber
enforcement rate. There were numerous discrepancies and inconsistencies across
the different datasets that estimated the number of cyber incidents. Additionally,
none of the datasets had comprehensive attribution information. To calculate the
enforcement rate, we therefore decided to use Department of Justice (DOJ), FBI,
and Secret Service self-reported numbers on incidents and arrests. This data is
not perfect and includes categories of crimes that we do not directly address in
our recommendations, such as privacy crimes, and the number of incidents relies
on reports by victims to the federal government. Yet, these are the best datasets
publicly available that give a picture of the enforcement gap rate for the United
States. This is precisely why we call for better comprehensive reporting in our
recommendations later in this report.

The FBI IC3 received 298,728 complaints in 2016.5 By analyzing a variety of official
US government reporting databases, we determined that there were fewer than
1,000 arrests that year between federal, state, and local law enforcement agencies
for reported cybercrimes.

Specifically, to determine the number of enforcement actions we looked at various
reports of the number of cybercrime arrests. In 2014 and 2015, through the FBI's
Uniform Crime Reporting (UCR) Program, the Bureau reported the number of
individuals arrested for “criminal computer intrusion” by each FBI field office.

The total number was 105 for 2014 and 49 for 2015.* In 2016, UCR transferred to

Third Way Report - 7



85

the National Incident-Based Reporting System (NIBRS) and no longer separates
out the arrest numbers for computer crime in their reporting. However, in 2016,
the arrest numbers for computer crime by state and local law enforcement were
included through NIBRS for the first time. The number reported under “hacking/
computer invasion" crime was 581 for 2016, the most recent year reported, which
includes reporting from 6,849 state and local agencies.® The Secret Service
reported 251 cybercrime arrests in 2016.% If we assume the FBI field offices made a
similar number of arrests as in the previous two years in 2016 combined, we arrive
at the total federal, state, and local computer crime arrests to be between 871 and
927 for 2016, barring a significant increase in federal arrests.

To determine a denominator, we looked at various reports that tabulate the
number of cyber incidents and cybercrime. The FBI 1C3 report for 2016 notes
298,728 complaints received that year.s

Based on these numbers, we estimate the enforcement rate at 0.31%. Considering
only one in six victims of cybercrime report to law enforcement,* the effective
enforcement rate estimate may be closer to 0.05%.

Number of Convictions for Internet Fraud
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The number of convictions reported by the FBI alone is even lower than the number of arrests
used to calculate the cyber enforcement rate. The only DOJ document that Third Way has found
that reports prosecution numbers is the FBI Congressional Budget Justification document,
which lists them as “Internet Fraud.” The FBI reports that using the IC3 data to develop law
enforcement referrals, it only secured nine convictions in 2016, down from nineteen cases the
previous year
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While these cases are important and meaningful in punishing cyber attackers, they represent
a very small drop in a very large bucket. And the low enforcement rate for cybercrime has
consequences. Cybercriminals are operating with near impunity compared to their real-world
counterparts, Given the increasing ease of committing these crimes and the unlikely chance of
being caught, it is no wonder that this category of crime is on the rise

In the face of such a small response from law enforcement, some believe the private sector
should take matters into their own hands and go on the offense, A widely-perceived enforcement
failure will lead victims to eventually say “enough is enough” and act on their own.

This offensive approach is not to deter attackers but to disrupt their capabilities, including
rendering useless their devices, locking accounts, and blocking server access® Proponents of
so-called “hacking back” will acknowledge that the impulse comes from a recognition of an
enforcement failure and a frustration about the inability to do anything to stop the attacker®
But hack back exposes the counter-hacker to their own liability for unauthorized access to
someone else's system and malicious action. Additionally, malicious cyber actors use proxy
systemns that are tough to identify and retaliations may target systems of innocent individuals. In
a well-functioning system, victims have confidence that law enforcement is doing their best to
catch the attacker and have a reasonable chance of doing so.

The Cyber Enforcement Gap: Third Way’s analysis estimates that
the enforcement rate for reported incidents of the IC3 database
is 0.3%. Tukin?l into account that cybercrime victims often do not
report cases, the effective enforcement rate estimate may be
closer to 0.05%.

Furthermore, America's enforcement gap has been largely hidden because there are no good
metrics to assess law enforcement response. The number of reported crimes is proportionally
miniscule in comparison to the number of actual crimes. Anecdotal data on high profile incidents
and prosecutions do not provide a full picture of what’s at stake. The traditional crime statistics
also do not reflect the kinds of new computer enabled crimes that are happening today.* And,

the lack of clarity in how to report crimes means that state, local, and federal agencies do not
report cybercrime in a clear or consistent manner.

There is a clear enforcernent gap in cybercrime that must be urgently addressed. The problem
is right in front of us, but policymakers are largely not paying any attention to it. The recent
indictments against Russian and North Korean state cyber actors may be perceived as progress,
but they do not address the large number of crimes that go unnoticed.* The lack of action,

the rising costs as a result, and the apparent impunity of these malicious actors would not be
tolerated in any other domain. But it often seems like an afterthought in the realm of cyber.

Closing the enforcement gap will also require understanding the motivation of the human
attacker and their relationship to foreign states or other non-state actors that might harbor

or support them, This is an essential factor in crafting an effective policy solution to compel
behavioral change. There are four reactions the state can take toward the attacker: passive,
ignore or abet, or order or conduct.” Depending on the nature of the nation state and the cyber
attacker(s) and their motivations, the tools used to target a change in behavior of both the state
and attackers will vary. It's important to deeply understand the nature of this relationship to
employ the most effective solution once the human attacker has been identified.
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The Spectrum of State Responsibility
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Working with states that prohibit attacks may require increased cooperation or capacity
building to be able to coordinate efforts to bring enforcement actions against the attackers. If
the state is ignoring or abetting the attacker, diplomatic pressure will need to be brought to bear
to change the state’s attitude about its complicity in the attacks. This may in some cases bring

a different set of more coercive tools to bear. Finally, if the state has direct responsibility for the
attacks and is encouraging or conducting them as part of the attacking state’s foreign policy,
then the victimized nation may have to consider the full spectrum of actions available, beyond
law enforcement and diplomacy, against the attacking nations,

Ultimately, if malicious cyber actors are working at the behest of nation-states to advance their
objectives through cyberattacks, they are likely to be much more difficult to punish or change
their behavior at all. Even if you are able to do so either by sanctioning or arresting them in
another country, it is likely that the foreign government sponsor would just recruit others to take
up the banner and continue the attacks.
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Importantly, although there are a number of nation-states that are using cyberattacks as a tool
to advance their objectives, this does not in any way mean the United States can ignore the
massive cybercrime wave that is occurring, granting impunity to the large number of malicious
cyber actors that may be able to be identified, stopped, and punished. Regardless of whether the
behavior is the decision of an individual or the state, whether it's the fingers on the keyboard or
the ones signing the order, it is still a human whose decision-making process can be impacted,
and who can (and should) feel real consequences.

Rebalancing the US Cyber Approach

Given the magnitude both of the cybercrime wave and the enforcement gap the nation faces, it's
clear that the current approach is insufficient. As the number and intensity of cyberattacks has
increased, robust efforts at cyber defense are necessary, but not nearly sufficient. A determined
attacker will get through even the most heavily defended system. Focusing on making the most
secure target possible to the exclusion of a substantial focus on also getting the attacker allows
malicious actors to continue to multiply and operate with a sense of impunity. And while there
are an infinite number of vulnerabilities and a growing number of attacks, there are a finite
number of attackers. To stop those attackers, we must transform both the way we think about
cybersecurity and rebalance our efforts to include a greater focus on going after the human
attacker.

To be sure, there has been a growing emphasis under the Obama and Trump Administrations
in going after malicious cyber actors through law enforcement actions and imposing other
types of costs to change their behavior. This includes the number of actions that have been
taken against malicious cyber actors working on behalf of adversarial nation-states. However,
as the enforcement rate makes clear, these efforts are not nearly enough. Nor have they been
sufficiently resourced and given the political leadership necessary to make progress.

We need to change the calculation of malicious cyber actors by
balancing defense of systems with an offense designed to stop

and deter the human.

Most of the cybersecurity efforts are currently defensive in orientation, focused on protecting
systems and networks. Building better firewalls against attacks, creating better passwords, and
educating users are all critical. But a strategy primarily developed around building impregnable
cyber walls and mistake-proof human users cannot succeed. We need to create a more robust
parallel effort around how we identify, stop, and punish the human attacker. We need to change
the calculation of malicious cyber actors by balancing defense of systems with an offense
designed to stop and deter the human.

It's no surprise that thus far the American government has had a heavy focus on defending
systemns and networks. This approach has been, in part, driven by a blame-the-victim mentality
in cybersecurity. When there is a major cyber breach of a company they are often hauled

up before Congress and made to apologize for their lapses, their holes in security, and their
failure to have the most up-to-date defenses. To be sure, some of these companies deserve
criticism for not taking proper precautions. For example, Equifax, a consumer reporting agency,
which holds millions of Americans personally identifiable information, was hacked in 2017
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because they failed to update their software after knowing about the risk for months. This led to
hackers exploiting the vulnerability, exposing the information of 143 million Americans® This
was preventable and companies that similarly fail to address known vulnerabilities should be
held accountable. Corporations in America fear the losses and reputational harm that come from
a major breach, and thus focus their efforts on defending their networks and data.

Beyond the private sector, the government's own approach to cybersecurity has also been
primarily defensive in nature, In 2008, the Bush Administration adopted a new approach to
securing the internet, the Comprehensive National Cybersecurity Initiative (CNCI),* which
established a broad series of policies aimed at trying to secure the United States in cyberspace®®
Later declassified by President Obama, it was a call to arms establishing and modernizing the
government's role in defending networks, sharing information, and increasing cyber-education.
The CNCI established the basic parameters of the debate which focused on: network security,
securing critical infrastructure, and global supply chain risk mitigation.* This overarching
focus on defense is one that has continued in the cybersecurity debate to this day, including the
Trump Administration’s recently rel d the National Cyber gy’ While the Strategy is an
important conceptual framework for strengthening law enforcement efforts at home and abroad
and imposing consequences on cyberattackers and nation-state sponsors, the Strategy still
heavily centers on cyber defense with only a few short sections committed to pursuing hackers.
It proposes no advances to how the government will assess its progress on enforcement and
has few innovative, new solutions to address the number of tremendous challenges that exist in
closing the enforcement gap.

Yet, the government is the only institution with the autherity to do anything about the human
attacker and the capability to bring them to justice. The government's abilities in this area are
quite broad, but in our assessment, priorities and resourcing have been improperly aligned to go
after the attacker. When there is a conversation about how the government is going after hackers
it is often framed in military terms, which is inapplicable against most of the attackers we

see today.

Military leaders have been debating how large a cyberattack must be in order to make it an act
of war since the massive Russian denial of service attacks that crippled Estonia in 2007." Those
attacks were largely the inspiration for the North Atlantic Treaty Organization's (NATO) efforts
to develop the Tallinn Manual, an attempt to set the rules for cyber war? Multiple efforts have
been made to define the rules of cyberwar and to develop Digital Geneva Conventions Given the
vast amount of funding the military has to invest in cybersecurity, and the over-militarization
of US foreign policy generally, it is no surprise that the debate around when a cyberattack will
trigger a kinetic response is robust.

For example, the elevation of US Cyber Command to a unified combat command shows the
political consensus in the Executive Branch and in Congress to embrace a military approach.

On August 18, 2017, the administration elevated Cyber Command to a unified command, and
according to a White House statement, this “... demonstrates our increased resolve against
cyberspace threats and will help reassure our allies and partners and deter our adversarjes.”
This military priority is reflected in Cyber Command’s request of approximately $647 million for
fiscal year 2018, a 16% increase over the previous year” Additionally, in August 2018, the Trump
administration relaxed the rules in Presidential Policy Directive 20, which governs the use of US
offensive and defensive cyber operations, especially those to “deter foreign election influence
and thwart intellectual property theft by meeting such threats with more forceful responses.”®
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Yet, until that threshold is crossed, all of those military cyber-weapons are limited to cyberspace
and cannot physically touch the human cyber attacker. While the Pentagon is developing
weapons that may deny the attacker access to their tools, these responses may have collateral
consequences and are limited in their ability to impose consequences on the individual human
attacker. Given the range of types of attacks and attackers, cyber weapons may not be the best
response in a particular situation. There are other tools besides military action that can be used
to stop the attacker.

Rather than responding with military force, the government can use its Title XVIII authorities
to bring law enforcement to bear against the attacker at any time. Unfortunately, the current
prioritization undervalues and underinvests in that response. We can only stop this cybercrime
wave and close the cyber enforcement gap by transforming law enforcement, enabled by
diplomacy, to go after the attacker.

America needs a comprehensive cyber enforcement strategy aimed at identifying, stopping,

and punishing cyberattackers, which it currently lacks, This strategy would need both domestic
and international components to it as well as the structure and process in place to achieve its
objectives. We lay out elements of that strategy below.

Toward a Comprehensive Cyber
Enforcement Strategy

In this section we lay out the contours of what a comprehensive cyber enforcement strategy
could look like. These broad recommendations are aimed at achieving the fundamental rebalance
we aim to see in America’s cybersecurity approach to dramatically improve the country's
security. Over a multi-year initiative, Third Way will develop more detailed policy proposals to
advance these efforts.

Below we detail our recommendations for areas of priority that require urgent attention by
policymakers. Some of these recommendations are aimed at building upon existing streams

of efforts while others propose new reforms. These recommendations fall into three general
categories of those that deal with: 1) domestic enforcement reform, 2) international coordination
and cooperation reform, and 3) internal US government reform efforts to put in place the
structure and process to lead all of these efforts.

Domestic enforcement reform
Recommendation #1: A Larger Role for Law Enforcement

Absent a state of war, the primary US government agencies with the authority and ability to
identify, stop, and punish the humans responsible for these attacks are law enforcement—
enabled by our diplomats and allies. Law enforcement is how we deal with people who have
broken our laws in peacetime. Recent high-profile enforcement actions demonstrate what is
possible when law enforcement and diplomats target individual attackers and peint to a new
way forward.

For example, in 2015, after a series of cyber espionage attacks on intellectual property in the
US private sector, the Obama administration exerted diplomatic pressure on China. Under
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the threat of sanctions, the Chinese government arrested individuals accused of commercial
cyberespionage” Experts believe the individuals arrested to have ties to the cyber offense unit of
the People’s Liberation Army (PLA)

The US Government was able to investigate and indict twelve Russian GRU (Main Intelligence
Directorate, abbreviated GRU) agents for hacking the Democratic National Committee and

the Clinton Campaign during the 2016 election. The indictment detailed the methods and
technologies used by the GRU to execute the hack. The investigators were also able to obtain

the names of individuals responsible for executing, coordinating, and ordering the hack™ Even
against the most sophisticated nation-state actors it is possible to identify and bring indictments
against the individuals who launch the attacks.

In cyber policy circles, there are many who have argued that enforcement actions cannot have
an impact when it comes to America’s adversaries who use cyberattacks to target our country.
But enforcement actions taken against malicious cyber actors even in the most difficult cases
can still have a substantial impact. Deputy Attorney General Rod Rosenstein recently laid out
the Department of Justice’s view on this very issue, arguing that indictments and prosecutions
are an important tool in these cases for a number of reasons, including: 1) the defendants may
one day face a trial if there is a change in their government’s calculus or they travel to another
nation that cooperates with the United States in these efforts; 2) public indictments can provide
some level of deterrence by raising the risk that these individuals will be held accountable,
making them less attractive for future attacks; 3) these actions demonstrate the ability of US
law enforcement to attribute attacks and charge hackers, which may deter others; 4) federal
indictments in the US criminal justice system given its evidentiary standards are often taken
seriously by other countries, which could impact their relationship with the offending countries;
and 5) victims deserve justice for the attacks that were perpetrated against them.*

But it's not enough to just bring indictments leaving the hackers on the loose in foreign lands.
The ultimate goal is to take them off the field completely, and law enforcement, enabled by
diplomats, does that too.

It’s time to rebalance cher resources, beefing up the capacity of
law enforcement and diplomats to focus on bringing to justice
those people who are stealing Americans’ ht'.lrt:l-aﬂrnedJ money,

ideas, and personal data for nefarious purposes.

Unfortunately, American law enforcement and diplomatic efforts are severely under-resourced to
address the growing cyber-crime wave. In fiscal year 2017, the Department of Defense spent $7.2
billion on cybersecurity broadly, nearly ten times the cybersecurity resources of the Department
of Justice®

As the recent CSIS report highlighted, America needs better cyber forensic capabilities and
training.* These resources must be committed to:

+  Forensics Training for Law Enforcement: In 2018, the National Computer
Forensic Institute (the nation's only federally-funded training center dedicated to
instructing state and local law enforcement officers, prosecutors, and judges in
digital/cybercrime investigations) was only provided $18.9 million for its training
efforts.® This 2018 funding level is only enough to train approximately 1,200
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students even though the Institute has the capacity to train over 3,000 students
annually if fully funded.® Yet some law enforcernent officials are receiving just 12
hours of digital evidence training a year.®

Technical Assistance for Local Law Enforcement: Even in the best of circumstances,
not every officer in the country will be able to become an expert on digital evidence
collection, so better forensic capabilities will require technical help for local law
enforcement. For example, the New York County District Attorney’s office only has
15 forensic specialists on staff to support 550 prosecutors handling over 100,000
cases annually® State and local law enforcement rarely have the same level of
technology available as the federal government. The costs of running a cybercrime
division are simply too high for many local offices. New York City built a digital
forensic lab in 2016 that cost $10 million— a price tag well beyond what most cities
can spend.®

+  Improve Crime Labs: Just 79 of the 409 publicly funded crime labs in the United
States offered dedicated digital evidence support services according to a DOJ
report.®

Without these resources, law enforcement officials cannot confront the new challenges posed
by the cyber domain. In particular, digital evidence collection is a core component of most cyber
investigations, yet federal, state, and local law enforcement have been hampered by their lack
of training on such evidence collection and a lack of expert personnel that can be called upon to
provide technical assistance in cyber investigations.*®

It is time to rebalance these resources, beefing up the capacity of law enforcement and diplomats
to focus on bringing to justice those people who are stealing Americans' hard-earned money,
ideas, and personal data for nefarious purposes.

Recommendation #2: A Cyber Enforcement Cadre

In order to transform the government’s enforcement efforts, we must be willing to address not
only cybersecurity workforce shortages, but the way that workforce is trained, incentivized, and
retained to hunt and catch cybereriminals.

There are 299,000 unfilled cybersecurity positions in the United States and the gap is expected
to reach 1.8 million by 2022, according to a 2018 report authored jointly by the Department

of Commerce and DHS? The gap in unfilled cybersecurity positions covers both the private
and public sector and vacancies range from information technology (IT) specialists to law
enforcement cyber investigators. The large vacancy in positions affects the government and
companies’ ability to improve their cybersecurity and law enforcement’s ability to go after
cybercriminals. There is also a severe lack of diversity in this workforce, which could vastly
improve the effectiveness of the workforce as a whole”

The WT that law enforcement personnel are trained to be
able to handle digital forensics of these crimes will need broad
transformation.

One of the central issues the US government is confronting is recruiting capable cyber talent
and this has had a direct impact on US enforcement agencies. A 2015 Department of Justice
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Office of the Inspector General (OIG) report highlighted a need to increase pay for cybersecurity
professionals, particularly those that serve in cyber investigation roles working within the
National Cyber Investigation Joint Task Force, a multi-agency cyber coordinating entity within
the federal government.” Additionally, the report notes challenges with the lengthy security
clearance process, prohibiting the use of marijuana in the past 3 years, and prohibiting illegal
drug use in the past 10 years, posing a challenge in recruiting a younger generation used to a
more permissive environment.” Once recruited, there are challenges in retention and prometion
that must be addressed. The recent departure of four senior FBI cyber officials on top of an
additional 20 FBI cybersecurity officials in the past five years for high-paying corporate positions
that can exceed $300,000 highlights the challenges of retaining senior talent in the face of
lucrative private sector positions®

There are also challenges with ensuring that law enforcement is properly trained to conduct
cyber investigations. Preparing law enforcement personnel to handle cybersecurity cases will
require increasing the technical capability of multiple specialties: detectives who Investigate
crime, specialized forensic technicians who analyze digital devices and signatures, and

first responders who secure crime scenes” A recent report by the Center for Strategic and
International Studies (CSIS) surveyed law enforcement personnel and discovered that many don't
know how to make basic requests to technology companies for data that they need to investigate
crimes in general, not just computer-enabled crimes?* The ways that law enforcernent personnel
are trained to be able to handle digital forensics of these crimes will need broad transformation.

Recommendation #3: Better Attribution Efforts

Attribution, or identifying the origin and individuals responsible for a cyberattack, is difficult
and time consuming, but not impossible.

It often requires teams of investigators comprised of forensic experts, law enforcement

officials, and cybersecurity professionals® Technologies like VPNs, the Tor network, and
advanced encryption used by malicious cyber actors add to the difficulty by masking identifying
information. Tools created using machine learning allow malicious actors to perform
reconnaissance, or information-gathering efforts, efficiently and to a much higher degree of
accuracy.® The solutions offered by law enforcement often raise serious civil liberties concerns
and the issue remains a challenge for local, state, and federal officials, and the private sector—
as was apparent in the Apple-FBI dispute regarding the San Bernardino case in 20169

Attribution often requires close cooperation between law enforcement and other government
entities and victims of cyberattacks for evidence collection and sharing of threat intelligence.
Law enforcement is unable to pursue cases against cybercriminals if victims of cyberattacks do
not report these attacks and share evidence with the proper autherities. Intelligence agencies
are also unable to collect and analyze cyber-threat intelligence if there is not an effective
mechanism in place for information sharing from the private sector and government entities.
While law enforcement and intelligence agencies do and should face restrictions on accessing
data for attribution without due process, it is worth assessing whether the current systems and
processes in place allow for the most effective and efficient sharing of cybercrime information
between victims, particularly in the private sector, and government enforcement entities.

Because of a lack of physical evidence, cyber attribution has to deal in degrees of certainty rather
than absolutes."™ Most attribution reports from cybersecurity organizations will refrain from
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making an outright accusation. Instead, they use subjective levels such as low, medium, or high
confidence.™ Translating this into evidence that a prosecutor could present in court in front of
judge and jury can be an onerous task.”™

However, considerable progress has been made on attribution in cyber investigations. The
indictments against nation-state actors like China’s PLA and Russia's GRU show that attribution
is possible against even the most sophisticated actors™ The change in the attitude of
cybersecurity experts to the US government attribution of the Sony attack to North Korea shows
the evolution of attribution mechanisms in the last few years.

Artribution made by or against a nation-state may require human sources or information
obtained through technologies the victim government does not wish to reveal. In the
investigation into Russian hacking during the 2016 presidential election, many individuals were
critical of the initial DHS report for not containing enough information and were suspicious of
the attribution made to Russia ™ After the government disclosed more information regarding
the hack and other offensive operations, most analysts and experts accepted that Russian actors
hacked the Democratic National Committee (DNC),¢

Further, given the international nature of many of these crimes, attribution by the United States
will also have to be sufficiently credible to convince foreign partners to take action. Rising
distrust of the United States in the global space, especially in areas related to intelligence, have
heightened the need to be able to provide transparent and credible attribution for cyberattackers.
Attributing attacks is the first stage in a process that allows for enforcement actions to be

taken against malicious cyber actors, whether that be law enforcement action or sanctions.

US diplomatic officials have taken a leading role in building up coalitions of countries that can
coordinate on attribution issues, providing determinations on who perpetrated an attack that
have more diplomatic might on the global stage than the United States standing alone™

Progress has been made in this direction with US attribution efforts having been closely
coordinated with partner nations on some recent cases, For example, this month, officials from
the United States, United Kingdom, and the Netherlands released coordinated announcements
attributing the targeting of the Organization for the Prevention of Chemical Weapon to

the GRUM

The Trump Administration's newly proposed Cyber Deterrence Initiative is a potential avenue
for such a coalition.” But to ensure this Initiative is most effective, it must also address the
issues that have impeded joint attribution in the past, including significant delays caused

by bureaucratic processes and challenges in information sharing between the United States
and partner countries. These joint attribution efforts will involve more than just collecting,
analyzing, and sharing digital evidence. In the end, the decision by governments to publicly
identify malicious cyber actors, particularly nation-state actors, will be a political decision by
their leaders. If all of these international efforts are to be effective and coordinated, the State
Department needs a senior-level person resourced and empowered to ensure that our diplomatic
efforts are consistent with the goal of increasing our ability to identify, stop, and punish

the attacker.

All of these challenges can begin to be met or at least mitigated by:

+  More resources for technological advances in cyber investigations dedicated
to enhancing cyber attribution efforts at federal and state levels. Systems and
processes for cyber attribution are currently in their infancy when compared
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to physical crime and often they are too costly for many states and localities to
pursue on their own.

The federal government advising system operators of the tools and best procedures
to use when breached so they can gain the maximum forensic evidence.

+  Building alliances, substantially improving information sharing processes and
mechanisms between partner nations, and streamlining bureaucratic processes to
improve the timeliness and impact of joint attribution efforts.

Recommendation #4: A Carrot and Stick Approach to Fugitives

In some cases, the criminals may be difficult to find or hiding in countries that provide them
safe haven. The United States need not give up just because a criminal is beyond the arm of the
law. It can reinvigorate enforcement tools used to impose consequences on cyber fugitives— both
in offering rewards for their apprehension or imposing sanctions while they're at large.

A comprehensive strategy to deter and apprehend cybercriminals requires the use of a “carrot
and stick” approach. The “carrot” could be the use of a reward-based system to incentivize the
sharing of information that can lead to an arrest of malicious cyber actors. The “stick” is the
use of targeted sanctions on cybercriminals and their possible nation-state or organizational
SPONSOrs,

The United States can reinvigorate enforcement tools used
to impose consequences on cyber fugitives—both in offerin
rewards for their apprehension or imposing sanctions while
they're at large.

Current “Most Wanted" programs can be expanded to incentivize the capture of cybercriminals,
The FBI currently maintains what is known as the “Cyber's Most Wanted” list to raise public
attention on cyber-fugitives and it should be evaluated if the use of rewards to incentivize
information on cybercriminals can be expanded even further. As of September 2018, this list
includes 42 malicious cyber actors from many different countries but additional individuals have
been listed and then delisted once they have been captured.” The FBI also maintains a most
wanted list for criminals involved in others types of crimes. The most well-known use of a
criminals list is the FBI's “Ten Most Wanted Fugitives” list. The FBI has used a “Ten Most
Wanted Fugitives" list for various crimes since the 1950s, and over the years over 519 fugitives
have been on the list with the majority eventually being apprehended.™ According to the FBI,
“one hundred and sixty-two of the ‘Ten Most Wanted Fugitive’ apprehensions have been the
result of citizen recognition of “Ten Most Wanted Fugitive’ publicity.""* The lists are designed to
help law enforcement garner public attention to apprehend criminals who otherwise might not
receive attention and often tie rewards that are offered to the reporting of information that leads
to arrest or apprehension.” The FBI in the past has applied the same incentive-based reporting
approach to the “Cyber's Most Wanted” list with rewards for certain criminals being as high as
$100,000."+ However, there are currently very few cybercriminals listed that are tied to a reward.
The rewards-based system for information on certain crimes has been an important tool in
apprehending criminals and policymakers must evaluate whether incentives for information on
cybercriminals can be expanded even further.
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As we expand the use of incentives, we can also use punitive tools to impose consequences on
cyber fugitives. Where the foreign nation is unwilling or unable to assist the United States in the
prosecution of a cybercriminal, individual sanctions can be used by the US government to punish
individuals responsible for malicious cyber-enabled activities who remain outside of the United
States. The Department of Treasury can impose economic and financial sanctions. These may
include such things as asset freezes and travel bans on individuals. The United States has many
existing sanctions regimes, but the use of sanctions for cyber enforcement is a relatively recent
development, s

The Department of Treasury Office of Foreign Asset Control’s (OFAC) cyber-related sanctions
program was instituted in April 2015 with President Obama's Executive Order 13694 to block
the property and interests in property of persons who are responsible or complicit in malicious
cyber-enabled activities."® These sanctions were expanded by President Obama in December
2016 and now allow for the sanctioning of individuals or entities whose activities either directly
or indirectly present a “significant threat to the national security, foreign policy, or economic
health or financial stability of the United States.”

Sanctions can also be issued against persons or organizations when we suspect alinktoa
nation-state sponsor. For example, the United States has a specific set of sanctions targeting
cyber-enabled malicious activity and nation-state sanctions regimes such as those placed on
North Korea and Iran."® In addition, the “Countering America's Adversaries Through Sanctions
Act” was enacted in 2017 to authorize sanctions against any person who engaged in malicious
cyber activity against a person or democratic institution on behalf of the Russian government.™

Key partner nations and multilateral organizations like the European Union and the United
Nations have sanctions regimes that can be equally, or in some cases more, effective in punishing
hard to reach malicious cyber actors and their nation-state sponsors.*™

By revisiting a carrot and stick approach to apprehending cyber-fugitives as part of an
overarching strategy, US enforcement agencies can begin to impose consequences even when the
perpetrator is at large.

International cooperation and coordination reform
Recommendation #5: Ambassador-level Cyber Quarterback

Not only must law enforcement transform itself domestically, but it must also transform the
ways It works across international borders. Since the early days of the internet, attempts to
identify hackers have faced bureaucratic hurdles caused by the multiple jurisdictions involved,
the most complex of which require international cooperation® For many law enforcement
agencies, the difficulties of getting international cooperation to trace or arrest a malicious actor
are extremely daunting.*

The global nature of the cyber threat requires dedicated and deliberate leadership and
coordination at the highest echelons of the US government to enhance international coordination
and cooperation on closing the enforcement gap. Given the scope of countries that are impacted
in a cybercrime investigation, little progress can be made in these efforts if America's cyber
diplomacy and development efforts are not expanded and diplomatic ties to partner nations
around the globe are not strengthened. To catch international cybercriminals, we'll need a
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coordinated international effort, cooperation on building the case, and cooperation on bringing
the eriminals into custody.

Effective engagement with other countries on cyber threats requires a coordinated international
effort as we make catching cybereriminals a top priority for the United States. To have an
effective offense, we need a strong quarterback. Unfortunately, the State Department's cyber
coordinator being downgraded under the Trump Administration leaves US international efforts
without a leader.'”

Effective engagement with other countries on cyber threats
requires a coordinated international effort as we make catching

rcriminals a top priority for the United States. To have an
effective offense, we need a strong quarterback.

Congressional efforts to raise the level of the State Department’s Coordinator for Cyber Issues
to a Senate-confirmed ambassador position are an important step in ensuring the United States
has the leadership it needs to strengthen international cooperation and coordination.'* The
Office of the Coordinator for Cyber Issues has played an important role in enhancing the vital
operational-level cooperation that occurs between US law enforcement and federal agencies,
including the Departments of Homeland Security and Defense, and their foreign counterparts.
But a Congressional authorization to elevate the Office of the Coordinator for Cyber Issues is not
enough. The Office must also be provided with a clear mandate to include a focus on closing the
enforcement gap in its work, including strengthening its efforts on attribution and diplomatic
training programs, and the necessary resources and personnel by Congress to be able to do so.
This is critical to drive forward a rebalance in America’s cybersecurity approach to one that puts
the State Department front and center as a key entity for progress.

America’s diplomats are key to making a dent in international cybercrime and changing

the malicious cyber behavior of nation states and non-state actors more broadly. To make
progress, the United States cannot go at these missions alone. It must build a posse of like-
minded countries that will complement and enhance our efforts. This means that strengthened
international cooperation and alliance building to collectively respond to shared cyber threats,
including those posed by nation states, must be a top priority for the US government. The United
States must also work to strengthen its leadership in international organizations that deal with
these issues, such as the UN, the Group of Seven (G7), NATO, and others, to play a leading role in
decision-making and not work to weaken and attack these alliances as President Trump has done
on a number of occasions.

Recommendation #6: Stronger Tools in the Diplomacy Arsenal

To catch cybercriminals, we'll need international assistance in building the evidence against
them. Bilateral agreements facilitate cooperation between the United States and other
governments in cybercrime investigations.

Mutual legal assistance treaties (MLATs) and mutual legal assistance agreements (MLAAs) are
one such tool to facilitate cooperation on cyber-enabled crime investigations and prosecutions.
These binding treaties and agreements are typically bilaterally signed between the United
States and other countries to formalize the parameters of their criminal justice cooperation.
These treaties can be critical tools for sharing data and digital evidence in cyber investigations
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and prosecutions.” Right now the process under these agreements can be very lengthy and
administratively burdensome. Congress has taken some action to try to help make this process
more efficient. For example, they have worked to facilitate cross-border data sharing directly
between US technology companies and foreign governments.”” The recently enacted “CLOUD
Act"” allows the United States to enter into agreements with other countries to provide direct
access to data held by technology companies while also raising the standards of civil liberties.'*
Congress must continue to perform its oversight function in evaluating the effectiveness of any
“CLOUD Act" agreements and assessing whether any further legislative changes to these legal
assistance processes are needed.

. Treaties can be critical tools for sharing data and digital evidence
in cyber investigations and prosecutions.

Onee the United States has ultimately built cases against these cybercriminals, it will need help
bringing them into custody. Once they have an arrest warrant, American authorities can ask
INTERPOL, the global police cooperation body, to issue a Red Notice, which asks foreign
authorities to locate and provisionally arrest an individual pending their extradition.™ Once a
Red Notice is issued for a cybercriminal, these persons are placed on lookout lists and, if they
come to the attention of police in other countries the United States can request that they be
provisionally arrested or file a request for extradition.™ Extradition treaties allow US authorities
to ask other countries to hand over an individual for prosecution or to serve a sentence following
a conviction in American courts. The United States has signed extradition treaties with over 100
countries.™

Additionally, the United States should continue to utilize the Council of Europe’s 2001
Convention on Cybercrime (also known as the Budapest Convention) to facilitate cooperation on
cybercrime. This treaty was the first binding international treaty that sets common standards
on investigations and criminal justice cooperation on cybercrime and electronic evidence. It
remains the most wide-reaching cybercrime treaty there is and has now been ratified or acceded
by the United States and 60 other countries.' Expanding the number of countries that ratify or
accede to the Budapest Convention is critical to ensure it can have far-reaching impact because
it can be a diplomatic tool to push member countries to uphold their obligations. However, if this
treaty is to be most effective, it must not just be adopted by like-minded countries. This will
require sustained US leadership in pushing countries who have previously opposed its provisions
to come on board. Yet, even in countries that have ratified or acceded to the Convention, changes
in national laws to comply with the treaty obligations and capacity building for criminal justice
actors in the standards of the Convention remain big gaps in certain nations that need to be
addressed. As one of the only binding agreements that exists globally on cybercrime, America's
diplomats can work to expand the number of countries that ratify this treaty.

Underneath the frameworks established by international agreements, American authorities

are able to take advantage of multilateral tools that exist to try to locate these actors overseas
in specific cases and either prosecute them in the United States or the country they are
apprehended in. However, these initiatives require resources, personnel, and political leadership
from the United States to remain effective.
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Recommendation #7: Better International Capacity for Enforcement

US law enforcement has a long way to go to make a dent in the cybercrime wave, But many other
nations require far greater capacity building to be able to complement these US efforts.'»

To strengthen the capability of partner nations, the US government must assess and expand
its support to global cyber enforcement capacity building. It must help foreign authorities
understand and address the threat as it transforms itself. Currently, the United States provides
capacity building assistance on cybersecurity and cybercrime to countries through US
diplomatic, development, and international judicial programs.™ US enforcement agencies also
have personnel and agents posted in key countries who help facilitate cooperation and support
capacity-building efforts on cybersecurity and cybercrime.*

It is clear that the current levels of funding and manning for capacity building efforts are not
adequate to meet the challenge. As the Trump Administration has continued to deprioritize
America’s diplomatic and development efforts, requesting to gut funding to critical global
initiatives™ and decimating the workforce;* Congress must push back and ensure adequate, and
in some cases expanded, funding is provided to bilateral and multilateral cyber capacity building
efforts. The United States cannot say it prioritizes cybercrime capacity building, as the new
National Cyber Strategy proclaims, without ensuring the resources are provided to support this.

However, the United States does not have to go at this capacity-building alone. There are
capacity-building efforts being undertaken for criminal justice actors around the globe,
many supported by the United States, by entities like the United Nations,"** INTERPOL,"* the
Organization for Security and Co-operation in Europe,** and others in the private sector.

Capacity-building efforts are also an opportunity to strengthen
mtemutlomll support for rule of law, privacy, civil liberties, and
human rights.

These capacity-building efforts are also an opportunity to strengthen international support for

rule of law, privacy, civil liberties, and human rights. As governments around the globe have

strengthened their cybersecurity laws, these laws and strengthened cyber capabilities have been

used as a tool in certain countries to crackdown on dissidents, opposition figures, and activists. s

These laws may help to strengthen efforts to go after cyberattackers but, if used for nefarious

reasons, they can be powerful tools to stifle dissent and restrict powerful forces needed for

democratization and social change.'** As the United States works to strengthen its international
cooperation on cyber enforcement, this work must match with calls to respect privacy, civil
liberties and human rights, and criticism for actions that do not do so.

Structural and process reform
Recommendation #8: Better Success Metrics

To begin to make improvements in the government's ability to bring enforcement actions against
eybercriminals, there must be a comprehensive assessment of current government efforts across
all agencies with a role in cyber enforcement to determine what is working, what might need

to be amplified, and what might need to change. At a minimum, without baseline statistics it is
difficult to measure government efforts, develop budget estimates for current levels of effort, and
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make an informed case for budget increases necessary to support increased enforcement levels.
This baseline does not currently exist.

1t’s difficult for outside researchers to assess the level of enforcement activity taken by the

US government, as we discovered. But even the government’s own analysis indicates there's

no reliable measurement of the problem. In July 2016, the Department of Justice’s Inspector
General found that the process that the FBI uses to prioritize cyber threats was subjective and
open to interpretation, and that the Bureau lacked a system that would allow it to determine
whether cyber threats were appropriately prioritized.'ss Without accurate data on cybercrime, law
enforcement cannot make reasoned policy decisions to best deal with the issue.*® The Uniform
Federal Crime Reporting Act of 1988 requires all federal agencies to report federal crime offenses
to the FBI, yet there are agencies that have never reported crime data to the FBL' The National
Academies of Science has recommended a data collection framework modeled off of one utilized
by United Nations entities that would provide reliable and comparative data on crime beyond
what is currently available"® Better reporting measures would also assist in lowering the number
of unreported crimes. '+

Without accurate data on cybercrime, law enforcement cannot
make reasoned policy decisions to best deal with the issue.

In addition to the lack of a process to determine prioritization of the cyber threat, the FBI lacks
comprehensive performance metrics that set case targets for cyber fraud, a large and growing
category of criminal activity.* The lack of comprehensive performance metrics stands in stark
contrast to the targets set for white collar crime, mortgage fraud, and criminal enterprises

and gangs.™

A baseline assessment on the government’s cyber enforcement efforts will allow for the eventual
setting of targets for agency performance on a number of different metrics. For example, the

US Secret Service (USSS) sets targets for each year, reported to Congress, on a number of cyber-
related measures. This includes the amount of dollar-loss prevented by Secret Service cyber
investigations as well as the number of law enforcement officials trained in cybercrime and cyber
forensics. In fiscal year 2017 alone, the USSS set a target to prevent $600 million in the public
financial loss that was prevented due to the agency's cyber investigations. It far exceeded that
target.® However, these targets do not appear to include targets set for arrests and prosecutions
and nor do the targets set by other enforcement agencies. Assessing the government’s efforts
now on cyber enforcement will allow for the setting of targets on enforcement actions taken
moving forward.

Recommendation #9: Organizational Changes

and Interagency Cooperation

Cybercrime remains pervasive and the US government’s enforcement efforts to counter this
threat must be made as efficient and effective as possible. This must include necessary reforms
to de-conflict the often overlapping mandates of the numerous US government agencies
involved in enforcement. The many federal agencies with special agents that all have a role in
cyber investigations and the number of state and local law enforcement agencies also leading
investigations has led to similar or overlapping responsibilities between these entities, At

the federal level in particular, this can lead to inefficiencies, redundancies, and difficulties in
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ensuring congressional oversight efforts are tied to an overarching strategic cyber enforcement
approach across agencies. 5

Efforts have been undertaken already to enhance coordination between these various agencies.
For example, the National Cyber Investigative Joint Task Force (NCIJTF) was established in

2008 to serve as focal point for government coordination and information sharing on cyber
investigations. The FBI-led NCIJTF serves as the national focal point for coordinating cyber
threat investigations and allows for information sharing across over 20 member agency
representatives from law enforcement, the intelligence community, and the military.ss FBI

also leads state and local task forces out of its field offices to coordinate domestic cyber threat
investigations at the state and local level.* In addition, the USSS coordinates a network of
Electronic Crimes Task Forces to strengthen its efforts to prevent, detect, and investigate various
types of electronic crimes.™’

However, even with the creation of these task forces, there’s continued confusion on which
agency has the lead to investigate certain types of cybercrime. A 2015 congressional report
found that the similar or overlapping missions of enforcement agencies has continued to
cause confusion on which agency has the lead on investigating certain crimes, particularly
when multiple agencies are involved in an investigation. This also creates confusion among
the American people on what agency they should even report to if they become victim of a
cybercrime.®

Reforms need to focus on de-conflicting the missions of the agencies responsible for cyber
enforcement, focusing on streamlining efforts, reducing duplication, and clarifying jurisdiction.
Without these reforms, issues will remain on how to accurately assess the progress of each of
these agencies and link that progress to an overarching strategic approach tied to resources and
personnel. To ensure these investigations are as efficlent and effective as possible, investigators
working on complicated and multi-jurisdictional cybercrimes need clarity on which agency is
taking the lead on coordinating the effort.

Recommendation #10: Centralized Strategic Planning

All of these areas of focus must be supported by an overarching, comprehensive strategy for US
cyber enforcement aimed at identifying, stopping, and punishing global cyberattackers. That
overarching strategy must include a plan to transform the interagency cooperation on cyber
enforcement, both domestically and internationally. No single agency can tackle this behemoth
of a challenge alone. A comprehensive domestic strategy would require unparalleled cooperation
between the myriad federal agencies that have a role in cyber investigations.

A recent assessment by the non-partisan Government Accountability Office (GAO) underscores
that the government still lacks a comprehensive cybersecurity strategy that allows for effective
oversight,'#

And the Trump Administration’s recently rel 1 National Cyber gy does not meet the
benchmarks for an effective strategic approach that allows for proper oversight #® This document
does contain priorities for strengthening cyber enforcement and is an important first step.
However, there remains little detail, at least publicly available, as to how federal, state, and local
agencies plan to implement it. This document echoes some of the concerns expressed by the /11
Commission in its critical assessment of the US counterterrorism strategic approach before these
catastrophic terrorist attacks.® The Commission noted that while the US government cannot
promise that a terrorist attack will never happen on American soil again “the American people

Third Way Report - 24



102

are entitled to expect that officials will have realistic objectives, clear guidance, and effective
organization. They are entitled to see standards for performance so they can judge, with the
help of their elected representatives, whether objectives are being met.” In order to achieve the
necessary transformation, we will have to develop these standards and benchmarks.

The US government needs a position to oversee and coordinate
a national cyber strategy to ensure that there is proper attention
and resources dedicated for this pervasive national crisis,
benchmarks for proﬁress are tracked and evaluated, and there
is clarity in mission of different agencies to avoid duplication.

A strategy will be most effective when there is White House leadership managing and
coordinating a whole-of-government response. When the country has faced tremendous threats
in the past, “czar” positions were created within the executive branch to mobilize and coordinate
resources, streamline processes, and work to coordinate the efforts of the numerous government
agencies involved.* Most recently, the Obama Administration created the position of Ebola
response coordinator, known as the Ebola Czar, to coordinate the federal government's ability to
combat Ebola.' Similarly, the US government needs a position to oversee and coordinate a
national cyber strategy to ensure that there is proper attention and resources dedicated for this
pervasive national crisis, benchmarks for progress are tracked and evaluated, and there is clarity
in mission of different agencies to avoid duplication.

The Trump administration has taken the opposite approach. The Trump White House has
actually scaled back cybersecurity coordination not strengthened it,** eliminating the White
House Cyber Coordinator position within the National Security Council (NSC) and leaving
coordination to two senior director-level NSC officials.* NSC officials often operate with little
resources and support personnel. In comparison, the operating budget of the Office for National
Drug Control Policy, the office of the Drug Czar, in fiscal year 2018 alone was $18.4 million for
operating costs,*” which has been even higher in years past.*® The county Is facing a national
cybersecurity crisis and there is no senior official empowered with the resources to coordinate
a comprehensive cyber strategy that includes a significant focus on closing the cyber
enforcement gap.

e
What are the federal agencies involved in

cyber enforcement?

Many federal agencies have a role in cyber investigations, including the FBI, the
Secret Service (USSS), the Immigration and Customs Enforcement’s Homeland
Security Investigations (HSI), and others."™ State and local law enforcement
agencies also lead on many cybercrime investigations. While each of these agencies
has a vital role in cyber enforcement, there are also some similar or overlapping
responsibilities between them. At the federal level in particular, this can lead to
inefficiencies, redundancies, and difficulties in ensuring congressional oversight
efforts are tied to an overarching strategic cyber enforcement approach across
agencies."®
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The descriptions provided by the Secret Service, Homeland Security Investigations,
and the FBI concerning the scope of their mandate on cybercrime demonstrates the
lack of clarity in their investigation jurisdictions:

USSS: “Cybercrime, including computer intrusions or attacks, transmissions of
malicious code, password trafficking, or theft of payment card of other financial
payment information.”

HSI: “Cyber-based domestic or international cross-border crime, including child
exploitation, money laundering, smuggling, and violations of intellectual property
rights."2

EBI: “Cybercrime, including computer intrusions or attacks, fraud, intellectual
property theft, identity theft, theft of trade secrets, criminal hacking, terrorist
activity, espionage, sabotage, or other foreign intelligence activity."?

Conclusion

Before 9/11 the US government lacked a strategic approach to the threat of terrorism. While the
9/11 Commission documented enormous efforts that were undertaken by the US government to
detect and disrupt the terrorist threat, it also found tremendous barriers to progress, including a
lack of prioritization of the threat, competing priorities and immense bureaucratic challenges.™
Some of the challenges they found also stymie a strategic approach to cybersecurity. They noted
that a comprehensive approach to counterterrorism was limited by: law enforcement priorities
guided by local FBI field offices as opposed to by an overarching national approach;™ a lack

of a significant shift in resources at the FBI to meet the threat;™ insufficient training for law
enforcement;” the minimization of the important diplomatic role of the State Department;”
and the failure of Congress to adjust itself to address the rise of the transnational terrorism
threat and conduct proper oversight.™ The state of the US government's cybersecurity efforts
today draw alarming parallels to these pre-9/11 challenges.

To transform the US government's ability to improve its ability to identify, stop, and punish the
attacker, we will need a strategy that doesn’t just focus on building a better safe, but focuses on
catching the safe-cracker.

We have enough examples of successful prosecutions to know that while finding and punishing
the attacker is hard, it's not impossible. Today, we lay the cornerstone of that foundation, and
dedicate ourselves to building a more complete cyber enforcement architecture.
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About Third Way

Third Way is a nonprofit organization headquartered in Washington, DC. The think tank
champions modern center-left ideas and its work is grounded in the mainstream American
values of opportunity, freedom, and security.

Third Way's agenda is ambitious, aspirational, and actionable. It is built on the bedrock belief
that for political movements to succeed in the US political system, they must relentlessly
re-imagine their policies, strategies, and coalitions.

Third Way's advantage lies in its high-impact advocacy campaigns that combine rigorous policy

research with a unique and incisive understanding of the vast American middle—the people who
ultimately decide majorities and provide mandates for change. The work is designed to persuade

elected officials, intellectuals, advocates, the media, and others with political influence.

The Third Way National Security Program is focused on protecting Americans from 21st century
global threats by moving forward bold and pragmatic new ideas. The Mational Security Program
works hand in hand with diverse coalitions of civil society groups, academics, and others on

all sides of the political spectrum to develop and promote smart and tough policy ideas and
educate policymakers to make America strong and safe, while preserving American values. The
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Consumer Federation of America

November 13, 2019

The Honorable Maxine Waters The Honorable Patrick McHenry
Chairwoman Ranking Member

Financial Services Committee Financial Services Committee
U.S. House of Representatives U.S. House of Representatives
Washington. D.C, 20515 Washington, D.C. 20513

Re: The Empowering States to Protect Seniors from Bad Actors Act (Discussion Draft)
Dear Chairwoman Waters, Ranking Member McHenry and Members of the Committee:

We are writing to express our support for the draft legislation entitled “The Empowering States to
Protect Seniors from Bad Actors Act,”™ which would enhance states” ability to protect seniors from
financial exploitation. It would achieve this by clarifving that the senior investor protection grant program
authorized by Congress in Section 989(A) of the Dodd-Frank Act to be administered by the Consumer
Financial Protection Bureau (CFPB) may be funded in the same manner as all other activities of the
CFPB.

Senior financial exploitation is an urgent nationwide concern. It is estimated that roughly one in
five citizens over the age of 63, or 7 million seniors, have been victims of financial exploitation. Abuses
include inappropriate investment recommendations, unreasonably high fees, and outright fraud.” costing
these older Americans an estimated $2.9 billion. * Older Americans are particularly hard hit by such
practices, since they are often past the point in their earning vears where they can recover those losses.
And the problem is only expected to intensify with the aging of the “baby boom™ generation and with
increases to average life expectancies.

State regulators, who form the front ling on investor protection for Main Street investors, are an
important part of the effort to combat this problem. In recognition of that fact, Section 989(A) of the
Dodd-Frank Act established a grant program within the CFPB designed to help state securities and
insurance regulators protect this vulnerable population against fraud. The grants were intended for a wide
variety of senior investor protection efforts. such as hiring additional staff to investigate and prosecute
cases, funding for new technology. equipment, and training for regulators, prosecutors. and law
enforcement. and providing educational material to seniors to increase their awareness.

! The draft bill was posted in connection with the HFSC hearing entitled “Who is Standing Up for Co TA
Semi-Annual Review of the Consumer Financial Protection Bureau” held on Oct. 16, 2019. See
hups:/ffinancialservices house govicalendar/eventsingle aspx?EventID=404477,

22016 Investor Protection Trust Elder Fraud Survey,
http:/fwww mvestorprotection.orgfdownloads/TPT 1 _Medical Survey News Release 03-22-16.pdf

3 See 1.8, Senate Special Committee on Aging, Fighting Frand: Senate Aging Committee Identifies Top 10 Scams Targeting Our
Nation's Seniors 21 (2019).
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CFA was among those voicing strong support for the program at the time.* Unfortunately. in the
nine years since the enactment of the Dodd-Frank Act, the CFPB has been unable to establish this
important grant program due to uncertainty about the funding mechanism. The “Empowering States to
Protect Seniors from Bad Actors Act” would clarify that the CFPB has both an obligation to establish and
fund this grant program and the ability to fund it in the same manner as all of its other activities and
responsibilities. Because the enactment of the bill and implementation of the 989(A) program will help
prevent senior citizens from becoming victims of fraud, we urge vou to work to ensure it is enacted.

We thank you for your attention to this important issue.

Respectfully submitted,

Mgﬁe———

Barbara Roper
Director of Investor Protection

#Letter from CFA, NASAA, AARP and Fund Democracy to Senate Banking Committee Chairman Christopher
Dodd and Ranking Member Richard Shelby regarding the “Restoring American Financial Stability Act of 2009”
Committee Print, Feb 2, 2010, https:/bit.Iv/20cVOq9.
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1100 Vermont Avenue, NW | 10" Floor
Washington, DC 20005

t]202.469.3000
f|202.469.3030

www.IRlonline.org
www.mylRlonline.org

December 2, 2019

The Honorable Maxine Waters The Honorable Patrick McHenry
Chairwoman Ranking Member

United States House of Representatives United States House of Representatives
Committee on Financial Services Committee on Financial Services

2221 Rayburn House Office Building 2004 Rayburn House Office Building
Washington, DC 20515 Washington, DC 20515

Dear Representatives Waters and McHenry:

The Insured Retirement Institute (IRI)* writes to express our support for the enactment of the Empowering
States to Protect Seniors from Bad Actors Act. The bill would amend the Dodd-Frank Wall Street Reform
and Consumer Protection Act (Dodd-Frank) to provide clarification that senior investor protection grants
made by the Consumer Financial Protection Bureau (CFPB) be made in the same manner as other grants
issued by the Bureau.

The financial exploitation of senior citizens is a national imperative for Congress to address because it is
costing and estimated $2.9 billion to $36.5 billion annually according to the Consumer Financial Protection
Bureau report issued in February 2019. The average loss per incident of financial exploitation is estimated
to be 5120,000, a figure which happens to align with the average amount of Americans have saved for
retirement. As such, financial exploitation can erase a lifetime of savings and leave a retiree in financial
ruin, compounding the retirement income crisis our nation is currently facing. With the population of
older Americans expected to double in size to nearly 84 million citizens by 2050, there needs to be a
concerted effort to combat financial exploitation.

Leading the fight to prevent and prosecute financial exploitation are the individual states’ Adult Protective
Services (APS) agencies. Unfortunately, APS offices across the country are underfunded, leaving them
without the resources to fully investigate and prosecute financial exploitation. Section 989 (A) of the

1 The Insured Retirement Institute (IR1) is the leading association for the entire supply chain of insured retirement
strategies, including life insurers, asset managers, and distributors such as broker-dealers, banks and marketing
organizations. IRI bers account for more than 95 percent of annuity assets in the U.S., include the top 10
distributors of annuities ranked by assets under t, and are repr ted by financial professionals serving
millions of Americans. IRl champions retirement security for all through leadership in advocacy, awareness, research,
and the advancement of digital solutions within a collaborative industry community. Learn more at
www.irionline org.
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Dodd-Frank directed the CFPB to establish grant programs to bolster efforts made by the individual states
to protect vulnerable Americans. Unfortunately, while the CFPB was authorized to establish these grant
programs, they have not been implemented due to alleged funding hindrances. The clarification to Section
989 (A) under the Empowering States to Protect Seniors from Bad Actors Act will improve protections for
senior citizens by certifying that the CFPB is obligated to fund these programs.

The Insured Retirement Institute has a long history of advocating for the enactment of bipartisan,
common-sense solutions that will help ensure that Americans can have a secure and dignified retirement.
We believe these solutions include providing increased safeguards against bad actors looking to defraud
individuals out of their savings. As Congress considers legislation to increase protections to deter and
prevent the financial exploitation of senior citizens, we welcome the opportunity to work with you and
your staff to advance the Empowering States to Protect Seniors from Bad Actors Act.

We thank you for your leadership in pursuing this legislation. If you have any questions, please do not
hesitate to contact myself, Paul Richman, Chief Government and Political Affairs Officer at (202) 469-3004
or prichman@irionline.org, or John Jennings, Manager, Government Affairs at (202) 469-3017 or
liennings@irionline.org.

Sincerely,

Wayne Chopus
President & Chief Executive Officer
Insured Retirement Institute
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December 2, 2019

The Honorable Maxine Waters The Honorable Patrick McHenry
Chairwoman Ranking Member

House Financial Services Committee House Financial Services Committee
Washington D.C. 20515 Washington D.C. 20515

Dear Chairwoman Waters and Ranking Member McHenry:

On behalf of the National Council of Insurance Legislators (NCOIL), I am writing in support of
the draft legislation entitled “The Empowering States to Protect Seniors from Bad Actors Act.”
The legislation would amend Section 989(A) of the Dodd-Frank Act to clarify that senior
investor protection grants made by the Consumer Financial Protection Bureau (CFPB) are
funded in the same manner as other CFPB programs.

As you may know, NCOIL is a national legislative organization with the nation’s 50 states as
members, represented principally by legislators serving on their states” insurance and financial
institutions committees. NCOIL writes Model Laws in healthcare, insurance and financial
services, in accord with the State jurisdiction over insurance as established by the McCarran-
Ferguson Act over seventy-four years ago, and to serve as an educational forum for public policy
makers and interested parties. Founded in 1969, NCOIL works to assert the prerogative of
legislators in making State policy when it comes to healthcare, insurance and financial services
and educate State legislators on current and longstanding insurance and financial services issues.

Senior financial exploitation is a mounting problem across this country. Estimates indicate that
17 percent of Americans aged 65 or older — more than 6.8 million senior citizens — have been
victims of financial exploitation, the form of which range from inappropriate investment
recommendations, unreasonably high fees, or outright fraud.! According to the Government
Accountability Office (GAO), seniors lose an estimated $2.9 billion annually due to financial

R -16,
lilNCOILorg WEBSITE: www.ncoil.org D-‘ NCOlLorg
Sound Public Policy In 50 States For 50 Years
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exploitation, although these numbers are likely substantially underreported.? Older Americans
are particularly vulnerable to financial exploitation because financial decision-making ability can
decrease with age, and they are often separated from family and other support networks at that
point in their lives.

Section 989(A) of the Dodd-Frank Act authorizes the CFPB to make grants to states for the
purpose of protecting seniors against financial exploitation. However, due to alleged funding
impediments, the grant program has never been established. This legislation would remove
those impediments to make clear that the CFPB has an both an ongoing obligation to establish
and fund this grant program, and the ability to fund it in the same manner as all other CFPB
programs.

Accordingly, NCOIL supports enactment of this legislation so that state legislators and other
governmental authorities are provided with the appropriate resources to combat senior financial
exploitation in a manner that meets the specific needs of each state.

Thank you and please do not hesitate to reach out if you wish to discuss this further. You can
reach me at 732-201-4133 or at tconsidine/@ncoil.org. Please also feel free to reach me on my
cell at 732-245-0741.

With appreciation for your consideration, I am,

Very truly yo r

Thomas B. Considine
NCOIL CEO

? See U.S. Senate Special Committee on Aging, Fighting Fraud: Senate Aging Committee Identifies Top 10 Scams
Targeting Our Nation’s Seniors; pg. 21 (2019)
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FINANCIAL | voice oF inpepenpent
SERVICES FINANCIAL SERVICES

FIRMS AND INDEPENDENT

INSTITUTE | FiNANCIAL ADVISORS

VIA ELECTRONIC MAIL
December 4, 2019

The Honorable Maxine Waters, Chairwoman

The Honorable Patrick McHenry, Ranking Member
U.5. House Committee on Financial Services

2129 Rayburn House Office Building
Washington, D.C. 20515

Re: The Empowering States to Protect Seniors from Bad Actors Act (Discussion Draft)
Dear Chairwoman Waters and Ranking Member McHenry:

On behalf of the Financial Services Institute! (FSI), | write to express support for the
Empowering States to Protect Seniors from Bad Actors Act, which would amend Section 989(A) of
the Dodd-Frank Act to specify that the Consumer Financial Protection Bureau's (CFPB) senior
investor protection grant program be funded in the same manner as all other CFPB activities. FSI
and its member firms are committed to the prevention of elder financial abuse and support
efforts to prevent bad actors from using misleading designations.

The financial abuse of seniors is a growing concern nationally, particularly in light of the
retirement savings crisis the country already faces. Combatting the financial abuse of seniors is
critical to ensuring that this crisis does not worsen. Further, aging adults cannot afford to lose the
valuable funds they rely on to ensure a secure retirement. Reports estimate that one in five
Americans over the age of 65 has been victim to financial exploitation.? Financial advisors are
often the first to notice the signs of possible financial abuse of senior clients and are best
positioned to report it. Financial advisors need the tools and ability to share important
information with the appropriate agencies that can assist the client.

In Section 989(A) of the Dodd-Frank Act, Congress directed the CFPB to establish a grant
program to help states protect seniors from financial abuse. While the Dodd-Frank Act was
passed in 2010, the grant program was not established due to alleged uncertainty about the
funding mechanism. This legislation would clarify that the CFPB has an engeing obligation to
establish this program and the ability to fund it in the same manner as its other activities and
programs.

! The Financial Services Institute (FSI) is an advocacy association comprised of members from the independent
financiol services industry, and is the only organization advocating solely on behalf of independent financial advisors
and independent financial services firms. Since 2004, through advocacy, education and public awareness, FSI| has
been working fo create a healthier regulatory environment for these members so they can provide affordable,
objective financial advice to hard-working Main Street Americans.
2 2010 Investor Protection Trust Elder Fraud Survey, availoble af

ia/doc/SCA Shaw 2 4 15.pdf

888 373-1840 | 1201 Pennsylvania Ave MW | Suite 700 | Washington, D.C. 20004 | financialservices.org
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Chalrwoman Waters and Ranking Member McHenry
December 4, 2019
Page 2 of 2

Thank you for considering FSI's comments. Should you have any questions, please contact
our Director of Legislative Affairs, Hanna Laver, at (202) 499-7224,

Sincerely,

Dale E. Brown, CAE
President & CEQC
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December 4, 2019

The Honorable Maxine Waters The Honorable Patrick McHenry
Chairwoman Ranking Member

House Committee on Financial Services House Committee on Financial Services
Washington, D.C. 20515 Washington, D.C. 20515

Dear Chairwoman Waters and Ranking Member McHenry:

ACLI, AALU, IRl and NAIFA' are writing to express our members’ support for draft legislation titled, “The
Empowering States to Protect Seniors from Bad Actors Act.” This draft legislation would amend the
Dodd-Frank Act to clarify that the senior investor protection grant program should be funded in the same
manner as all other Consumer Financial Protection Bureau (CFPB) programs.

ACLI, AALU, IRI, and NAIFA and our companies are firmly committed to prohibiting abusive sales and
marketing practices in our industry, particularly those targeting seniors. Given that the number of older
adults continues to climb, elder financial abuse has become a problem in the United States.
Unfortunately, bad actors target unsuspecting seniors due to isolation, vulnerability or deteriorating
cognitive skills.

To help address this problem we were a strong supporter of the Senior Safe Act enacted in 2018. That
law encourages better communication between financial services companies and regulatory agencies.
The draft legislation is another step that will help states combat senior fraud.

Dodd-Frank Section 989(A) authorizes a grant program by the CFPB to assist states with protecting
seniors against financial exploitation. Such a program will provide additional resources to state insurance
departments and other state agencies to combat fraud against seniors. The state receiving such funds
must have implemented rules that conform to minimum requirements set forth by the National
Association of Insurance Commissioners (NAIC) and the North American Securities Administrators
(NASAA),

While the program was initially authorized in 2010 as part of the Dodd-Frank Act, it was never
established, ostensibly due to certain alleged funding impediments. This legislation will remove those
impediments and make clear that the CFPB has an ongoing obligation to establish and fund these
grants.

Thank you for your attention to this important issue and for the opportunity to voice our support for this
bill. We look forward to working with you to move the legislative process forward.

Sincerely,

Susan K. Neely
ACLI President and CEQ
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Marc Cadin
AALU President and CEOQ

Wayne Chopus
IRI President and CEO

Kevin M. Mayeux, CAE

NAIFA CEO
! The American Council of Life Insurars (AGLIJ a,dvocaies on behalf of 280 b i i top ing p and
serwces that promote | and ity. 90 million American families depend on ouf members for life
annuities, reti plans, long-term care insurance, disability income insurance, reinsurance, dental and vision and other
| tal benefits. ACLI member ies in state, federal and international forums for public policy that supports the

industry marketplace and the families that rely on life insurers’ products for peace of mind. ACLI members represent 95 percent of
industry assets in the United States,

AALU is the leading i ional who provide life i and reil planning soluti for il
families, and businesses, AALU ha.s arich hlstory of success with a single focus on the issues impacting life and annuity products, and
the clients its bers serve. Headguartered in Washington, D.C., AALU is committed to providing its members with the essential tools

and services required to help grow their businesses, serve their clients, and protect the financial and retirement security of the American
people.

The Insured Retirement Institute (IR]) is the leading association for retirement income |r|dustry and only association representing the

entire supply chain of insured remramsnl strategies. Our mission is to advocate for sustai solutions A need to
help achieve a secure and dignified ; provide d ion and h efforts to pi the value of
income ing; and raise b ledge of reti income strategies through public it i Our 1+
include major i asset r broker istrit banks, solution providers and more than 150,000 financial

ienals, Our b i for more than 95% of annuity assets in the United States and include the top 10

dlsmbum of annuities ranked by assets under management.

Founded in 1890, Ihe National Association of Insurance and Financial Advisors {NAIFA) is the oldest, largest and most prestigious

the i of i feasionals from every congressional district in the United States. NAIFA members
asaust cunaumers by {Muslng their practices on one or more of ths {ollowlng life insurance and annuities, health insurance and
ploy plannmg il and fi i g and | . NAIFA's mission is to advocate for a positive
legislative and Y and p i skills, and p te the ethical duct of its b
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FINANCIAL

PLANNING

COALITION
December 18, 2019
The Honorable Maxine Waters The Honorable Patrick McHenry
Chairwoman Ranking Member
House Committee on Financial Services House Committee on Financial Services
Washington, D.C. 20515 Washington, D.C. 20515

RE:  Support for “The Empowering States to Protect Seniors from Bad Actors Act”
(Discussion Draft)

Dear Chairwoman Waters and Ranking Member McHenry:

On behalf of the Financial Planning Coalition,' we are writing to express support for the
draft legislation entitied “The Empowering States to Protect Seniors from Bad Actors Act,” which
would enhance the ability of state regulators to protect seniors from financial exploitation. It
would achieve this by clarifying that the senior investor protection grant program authorized by
Congress in Section 989(A) of the Dodd-Frank Act to be administered by the Consumer
Financial Protection Bureau (CFPB) may be funded in the same manner as all other activities of
the agency.

Senior financial exploitation is an urgent and growing problem across the country.
Although it is considered to be an underreported crime, financial exploitation is increasingly
affecting aging adults, particularly those with cognitive impairments. These crimes are now so
widespread that elder financial abuse often is called the “crime of the twenty-first century.”
Studies show that financial exploitation is the most common form of elder abuse, with estimates
of annual losses to older adults ranging from $2.9 billion to $36.5 billion.?

The more than 86,000 CFP?® professionals who are stakeholders and members of the
Coalition organizations see first-hand the damage that occurs when seniors are the victims of
financial scams. Senior financial exploitation is particularly pernicious since the victims often
are past the point in their earning years where they can recover the losses. This problem is

1 Comprised of Certified Financial Planner Board of Standards ("CFP Board"), the Financial Planning
Association® (“FPA"), and the National Association of Personal Financial Advisors ("NAPFA”), the
Financial Planning Coalition is a collaboration of the leading national organizations representing the
development and advancement of the financial planning profession. Together, the Coalition seeks to
educate policymakers about the financial planning profession, to advocate for policy measures that
ensure financial planning services are delivered in the best interests of the public, and to enable the
public to identify trustworthy financial advisers. See, hitp://financialplanningcoalition.com

2 Suspicious Activity Reports on Elder Financial Exploitation: Issues and Trends, CFPB Office of Financial
Protection for Older Americans (February 2019).

https://files.consumerfinance.gov/fidocuments/cfpb suspicious-activity-reports-elder-financial-
exploitation _report.pdf
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expected to intensify with the aging of the baby boom generation and the increases in average
life expectancy.

State regulators are the first line of defense in the fight against senior financial
exploitation. In recognition of the role they play, Section 989(A) of the Dodd-Frank Act
established a grant program within the CFPB designed to help state securities and insurance
regulators protect this vulnerable population against fraud. The grants were intended to be
used for a variety of senior investor protection efforts, including hiring additional staff to
investigate and prosecute cases; funding new technology, equipment and training for regulators,
prosecutors and law enforcement; and providing educational material to seniors to increase
their awareness.

The CFPB has not established this important grant program in the nine years since the
enactment of the Dodd-Frank Act because of uncertainty around the funding mechanism. The
“Empowering States to Protect Seniors from Bad Actors Act” would clarify that the CFPB has
both an obligation to establish and fund this grant program and the ability to fund it in the same
manner as all its other activities and responsibilities. Enactment of this legislation and
implementation of the Section 989(A) grant program will help prevent older Americans from
becoming victims of fraud. We urge you to support the legislation and ensure it is enacted.

Please contact Maureen Thompson, vice president of policy, CFP Board of Standards,
at (202) 379-2281 or mthompson@cfpboard.org if you have questions or need additional
information.

Sincerely,

bR Yl A
Kevin R. Keller, CAE Lauren Schadle, CAE Geoffrey Brown, CAE
Chief Executive Officer Executive Director/CEO Chief Executive Officer
CFP Board FPA® NAPFA
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June 16, 2020

The Honorable Maxine Waters The Honorable Patrick McHenry
Chairwoman Ranking Member

Committee on Financial Services Committee on Financial Services
U.S. House of Representatives U.S. House of Representatives
Washington, DC 20515 Washington, DC 20515

Dear Chairwoman Waters and Ranking Member McHenry:

The American Securities Association (ASA)' commends the Subcommittee on National

Security, International Development, and Monetary policy for holding today’s hearing entitled
“Cybercriminals and Fraudsters: How Bad Actors are Exploiting the Financial System During
the COVID-19 Pandemic.” The hearing comes at a critical time and should highlight some of the
serious risks posed to investors and savers by cybercriminals, particularly nation state actors such
as China.

The ASA believes the largest cyberthreat currently facing the U.S. financial system is the
pending collection of the personal and financial information (PII) of every American investor by
the Securities and Exchange Commission’s (SEC) Consolidated Audit Trail database (CAT).
Despite the CAT becoming an obvious “one-stop-shop” for cybercriminals to steal the identities
of Americans or manipulate our equity markets, the SEC has decided to march forward with the
collection of retail investor PII.

This comes at a time when the coronavirus pandemic has only exacerbated the cyber threat
against government institutions and the financial industry. According to recent report from a
leading cybersecurity firm, “from the beginning of February to the end of April 2020, attacks
targeting the financial sector have grown by 238%.” By moving forward now, the SEC will put
the PII of millions of America’s mom-and-pop investors at risk while marginally improving the
SEC’s ability to oversee the U.S. stock market.

The CAT will undoubtedly become a top target for hackers supported by the Chinese
government, who have already been behind hacks on the Office of Personnel Management,
National Aeronautics and Space Administration, National Security Agency, as well as countless
other government and private entities in recent years. Even the SEC was hacked in 2016—a

! The ASA is a trade association that represents the retail and institutional eapital markets i of regional ial services
firms who provide Main Street businesses with access to capital and advise hardworking Americans how to create and preserve
wealth, The ASA’s mission is to p trust and confid among i . facilitate capital formation, and support efficient
and competitively balanced capital markets, This mission advances financial independ i job ion, and i
prospenity. The ASA has a g phically diverse bership base that spans the Heartland, Southwest, Southeast, Atlantic, and
Pacific Northwest regions of the United States.

American Securities Association AmericanSecurities.org 202.621.1784

1455 Pennsylvania Ave. NW, Suite 400 W camersecurities

Washington, D.C. 20004
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breach it didn’t discover until August 2017. Recent reports also describe Chinese efforts to hack
the email accounts of Presidential campaigns and to steal information related to development of a
coronavirus vaccine, The ASA has been waming of the CAT’s national security risk since last
year and published an op-ed in The Hill entitled “The National Security Risk No One Is Talking
About” (Exhibit A). China remains one of the top threats to consumer privacy and national
security, and by centralizing all this information in the CAT, we are giving them a target too big
to ignore.

Given the threats to the financial and personal security posed by the CAT, the ASA recently filed
a lawsuit against the SEC to prohibit the collection of retail investor P1I. We first announced the
lawsuit in a Wall Street Journal op-ed (Exhibit B). The ASA also launched

MyDataMy Vote.com, a nationwide grassroots movement to give a voice to every American
investor that is concerned about their personal privacy and does not want their information stored
in a centralized, unsecure government database. The ASA will continue to fight on behalf of
American investors and put an end to this misguided effort by the SEC.

We are calling on you to stop the SEC from continuing down this perilous path and to protect the
private information of every American retail investor. We appreciate the Subcommittee’s
attention to this important issue and look forward to assisting in any way that we can.

Sincerely,

aﬁmfm A. facovele

Christopher A. Tacovella
Chief Executive Officer
American Securities Association

American Securities Association AmericanSecurities.org 202.621.1784
1455 Pennsylvania Ave. NW, Suite 400 W camersecurities
Washington. D.C. 20004
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Exhibit A

The national security risk no one is talking about

BY CHRISTOPHER A. IACOVELLA, OPINION CONTRIBUTOR — 07/03/19 08:30 AM
EDT

Today’s security threats continue to evolve as foreign adversaries and cyber criminals work
tirelessly to influence U.S. elections, target and breach our country’s largest companies, and steal
the sensitive personal information of the American people.

The government’s responsibility to protect us from external threats is as important today as it’s
ever been. President Trump’s national security strategy reaffirms this guiding principle by stating
“[o]ur government's first duty is to its people, to our citizens — to serve their needs, to ensure
their safety, to preserve their rights, and to defend their values.”

Policymakers in Washington are modernizing our national security defenses to address today’s
growing threats. But a little-known government data collection initiative at the U.S. Securities
and Exchange Commission (SEC) threatens to undermine these efforts by creating a target-rich
environment for cyber criminals and state actors, such as China, to steal the personally
identifiable information (PII) of every American who has money in the stock market. PII
includes your name, address, date of birth and financial account information.

After the 2010 stock market “Flash Crash.” the SEC required broker-dealers, trading venues and
stock exchanges to report all stock trades and customer information to a single database, known
as the Consolidated Audit Trail (CAT). While the SEC argues this expansive new database
would allow it to analyze market events quicker, it never considered the national security risks of
storing the PII of every American investor in a central location.

Preventing fraud and manipulation in our markets is very important, and we don’t oppose the
creation of the CAT to achieve these goals. We do, however, believe this can be done without
collecting the P11 of every American investor and serving it up to America’s adversaries in a
single all-you-can-steal database.

American Securities Assoclation AmericanSecurities.org 202.621.1784
1455 Pennsylvania Ave. NW, Suite 400 W samersecurities
Washington. D.C. 20004
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Our concern is justified by the numerous high-profile cyber-attacks at corporations and
government agencies across the U.S. Even the National Security Agency was hacked when
Chinese agents stole NSA cyber tools so they could re-deploy them against U.S. targets.

A recent U.S. Intelligence Community “Worldwide Threat Assessment” report wamed that
“[o]ur adversaries and strategic competitors will increasingly use cyber capabilities - including
cyber espionage, attack and influence — to seek political, economic, and military advantage over
the United States.” The report concludes that adversaries, including China, will “increasingly use
cyber operations to threaten both minds and machines in an expanding number of ways—to steal
information, to influence our citizens, or to disrupt critical infrastructure.”

Secretary of State Pompeo also warned that the Chinese are using cyberattacks to obtain
information on susceptible Americans in order to recruit them as double agents. When foreign
adversaries openly use this kind of warfare to advance their political agenda, the U.S.
government must do everything in its power to protect its citizens from the threat they pose.

Leaders on both sides of the aisle, including Sens. Chuck Schumer (D-N.Y.) and Marco

Rubio (R-Fla.), believe China is playing a zero-sum game and willing to win at all costs. FBI
Director Wray put a fine point on that belief, saying China is “determined to steal its way up the
economic ladder at our expense.” Hacking into the CAT may represent an opportunity that is too
good to pass up.

The SEC has been hacked before, and it knows the CAT will put the PII of millions of American
investors at risk. The Chairman said “[w]e expect we will face the risk of unauthorized access to
the CAT's central repository and through such access, intruders could potentially obtain, expose
and profit from the trading activity and PII of investors and other market participants.” This
disclaimer is pointless to the millions of Americans who could have their identity stolen and their
lives ruined.

From the halls of Congress to our nation’s highest law enforcement and intelligence agencies,
it’s clear the cyber threat China poses to America cannot be ignored. It’s time for the SEC to do
the right thing.

American savers and retirees across the country and across party lines overwhelmingly agree that
now is the time for leaders in Washington to stop this misguided course of action. The agency
can protect American investors and maintain confidence in our capital markets without creating a
one-stop-shop for cyber criminals that risks our national security.

Christopher A. lacovella is the chief executive officer of the American Securities Association.

American Securities Assoclation AmericanSecurities.org 202.621.1784
1455 Pennsylvania Ave. NW, Suite 400 W samersecurities
Washington. D.C. 20004
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Exhibit B

THE WALL STREET JOURNAL.
Why We’re Suing the SEC

In the name of speeding up its work, the agency is putting individual investors at risk of identity
theft.

By Christopher A. Iacovella
May 17, 2020 2:43 pm ET

Mom-and-pop investors didn’t cause the 2010 market blip known as the “flash crash,” but the
Securities and Exchange Commission is suggesting as much to justify a new government
program that will collect and store the most sensitive personal information of every U.S. retail
investor in a single database. This exposes investors to a high risk of identity theft. That's why
the American Securities Association, which I lead, is suing the commission,

We supported the SEC’s 2012 creation of the Consolidated Audit Trail (CAT) database to keep
track of institutional investors. But collecting sensitive personal and financial information—
including address, birth year and transaction data—from retail investors has always been a
solution in search of a problem. Regulators struggled to pinpoint the cause of the 2010 drop, and
the CAT arose as a surveillance tool to save the SEC time in future detective work.

The commission claims it needs the data to prosecute insider trading. Yet the SEC has no trouble
doing that now. Between 2011 and 2019, the SEC’s Division of Enforcement brought more than
400 cases against individuals accused of violating insider trading rules. More data may make the
job easier, but, in our view, invading the privacy of every small investor and exposing them to
the risk of identity theft isn’t worth that marginal gain.

Our organization hoped the SEC would change course, but the new database has left us with a
choice: expose our customers to identity theft or protect their right to privacy. We choose the
latter. On Monday the American Securities Association will file a lawsuit against the SEC. We
take no pleasure in suing our regulator, and we didn’t come to this decision lightly. But the
industry can’t abide a privacy threat to every U.S. investor. Saving and investing for retirement is
hard enough. Americans shouldn’t also have to worry about cybercriminals from China and
Russia.

Defense and intelligence agencies routinely warn that U.S. adversaries and bad actors across the
globe are targeting individual Americans to steal their identities. Earlier this year a federal grand
jury indicted four members of the Chinese People’s Liberation Army for stealing the personal

financial data of nearly half the American population in the Equifax breach. Similar high-profile

American Securities Association AmericanSecurities.org 202.621.1784
1455 Pennsylvania Ave. NW, Suite 400 W @amersecurities
Washington, D.C. 20004
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hacks compelled U.S. intelligence officials to warn the public in December 2018 that the Chinese
are using cyberattacks to obtain information on susceptible Americans to try to recruit them as
spies.

Former FBI Director James Comey issued a warning in 2014 that should worry every American:
“There are two kinds of big companies in the United States. There are those who’ve been hacked
by the Chinese and those who don’t know they’ve been hacked by the Chinese.” His words, not
Qurs.

The SEC is not impregnable. It was hacked in 2016—a breach it didn’t discover until August
2017. SEC Chairman Jay Clayton wamed in September 2017 after the breach that “we will face
the risk of unauthorized access to the CAT’s central repository and other efforts to obtain
sensitive CAT data. Through such access, intruders could potentially obtain, expose and profit
from the trading activity and personally identifiable information of investors.” Despite these
warnings, the SEC seems committed to collecting the personal information of everyday
American investors. Only in Washington could the creation of a one-stop shop for cyberhackers
seem like a good idea.

The SEC is compelling us to send the data of every individual U.S. investor to an unsecure
database. We're filing this lawsuit to stand up for investors, to maintain trust and confidence in
America’s equity markets, and to force the SEC to publicly defend this dangerous policy.

Mr. Tacovella is CEQ of the American Securities Association.

American Securities Association AmericanSecurities.org 202.621.1784
1455 Pennsylvania Ave. NW, Suite 400 ’ Aamersecurities
Washington, D.C. 20004
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June 16, 2020

The Honorable Emanuel Cleaver

Chairman

Subcommittee on National Security, International Development and Monetary Policy
House Committee on Financial Services

Washington, DC 20513

The Honorable French Hill

Ranking Member

Subcommittee on national Security, International Development and Monetary Policy
House Committee on Financial Services

Washington, DC 20515

Dear Chairman Cleaver and Ranking Member Hill:

On behalf of the members of the Consumer First Coalition (CFC), I am pleased to submit this statement for the
record for your hearing titled “Cybercriminals and Fraudsters: How Bad Actors are Exploiting the Financial
System During the COVID-19 Pandemic.” CFC represents a group of leading financial services companies
committed to combating new forms of fraud, protecting identities, and upholding the privacy protections that are a
hallmark of the financial services industry. To meet these objectives and ensure consumer data and accounts are
kept safe, the financial sector is constantly evolving and adapting to meet the dynamic challenges posed by
sophisticated cyber criminals.

The COVID-19 pandemic presents bad actors with tremendous opportunities to commit fraud, with criminals
focusing their efforts on targeting the billions of dollars moving through the banking and payments system. For
example, according to the Identity Theft Resource Center, scammers are adapting their tactics using calls, texts
and social media to phish for consumers” sensitive financial information with fraudulent pandemic-related
themes.' In addition, the Federal Trade Commission reported that from January through April of this vear it
received 18,235 reports related to COVID-19, with consumers reporting losses of $13.44 million to fraud

Federal financial authorities have also taken steps to alert financial institution of the spike in financial scams
associated with COVID-19. For example, the Consumer Financial Protection Bureau (CFPB) and Federal Deposit
Insurance Corporation (FDIC) cach published alerts waming consumers to be mindful of pandemic-related scams,
The FDIC even noted the emergence of scams in which imposters pretend to be officials of the agency in an effort
to carry out fraudulent schemes. *

1 See “COVID-19-related Scams on the Rise,” accessed at https://www.cbs17.com/news/covid-19-related-scams-on-the-
rise/

* "Covid-19 Scam Reports, by the Numbers.” Federal Trade Commission. Accessed at
https://www.consumer.ftc.gov/blog/2020/04/covid-19-scam-reports-numbers

?See “B of Scams Related to the C irus” and “FDIC: I i Bank Deposits are Safe; B of Potential Scams
Using the Agency’s Name,” accessed at https://www.consumerfinance.gov/about-us/blog/beware-coronavirus-related-
scams/ and https:/fwww.fdic.gov/news/news/press/2020/pr20032.html.

2550 M. Street, NW, 8" Floor
Washington, DC 20037 1 WWW.CONSUMERFIRSTCOALITION.ORG
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In addition, FINRA alerted broker-dealers to a risc in reports of fraudulent account openings and money transfers
In particular, the agency noted how criminals are using synthetic identities to establish new brokerage accounts,
funding these accounts by using stolen bank account data to transfer funds from consumers’ checking accounts,
and then quickly accessing the funds through ATM withdrawals or even linking to a third-party bank account for
exfiltration.*

Synthetic identity fraud combines stolen Social Security numbers (SSNs) with fabricated personal information to
create a synthetic credit history, This is especially problematic for children because they are less likely to have
their SSN associated with an established credit history. Once established, the fraudulent credit history is utilized
to apply for credit products or, as FINRA points out, establish brokerage accounts. Children whose SSN has been
compromised today through synthetic identity fraud will likely not become aware of it for many years, perhaps
when they apply for a college loan or to open their first bank account.

In 2018, Congress enacted Section 215 of 8. 2155, the Economic Growth, Regulatory Relief, and Consumer
Protection Act. This law directs the Social Security Administration (SSA) to build a system to provide the
financial industry the ability to verify whether a given name, date-of-birth and SSN match with what the SSA has
on file. As part of a financial institution’s underwriting and fraud review of a new applicant, this piece of
information can help prevent synthetic identities from getting off the ground and harming the consumers whose
SSNs were compromised.

Within the next month, a pilot of this new system — called the Electronic Consent Based SSN Verification
System, or eCBSV — is set to launch. CFC has been working closely with SSA and other industry partners to
ensure implementation meets Congressional expectations for a sophisticated system that will help protect
consumers. While broad adoption and use of eCBSV across the financial industry is many months away, this
effort is a strong example of how the best solutions to meeting the evolving cyber threat landscape often requires
close collaboration among public and private stakeholders.

In conclusion, thank you for holding this hearing today. While developing the eCBSV is not a panacea, it will
provide a key tool to help protect millions of Americans who might otherwise become victims of synthetic
identity fraud. CFC is committed to working with policymakers to address the new and expanding fraud threats
facing consumers that have only been exacerbated by this recent pandemic.

Sincerely,

Is!

Jason Kratovil
Executive Director

* FINRA Regulatory Notice 20-13, “FINRA Reminds Firms to Beware of Fraud During the Coronavirus (COVID-19) Pandemic.”
Accessed at https://www.finra.org/rules-guidance/notices/20-13
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QFR Responses of Jamil N. Jaffer'
on
Cybercriminals and Fraudsters: How Bad Actors Are Exploiting
the Financial System During the COVID-19 Pandemic
before the
Subcommittee on National Security, International Development and Monetary Policy
of the
United States House of Representatives Committee on Financial Services

June 16, 2020
Rep. French Hill
Questions for Jamil Jaffer

1. During your testimony, you discussed at length the success of the European
Systemic Risk Board (ESRB). Is there companion entity in the United States? If so,
what is it?

Thank you for the question, Ranking Member Hill. As you may know, the European Systemic
Risk Board is “responsible for the macroprudential oversight of the EU financial system and the
prevention and mitigation of systemic risk...[and] therefore has a broad remit, covering banks,
insurers, asset managers, shadow banks, financial market infrastructures and other financial
institutions and markets.”® In addition, “[i]n pursuit of its macroprudential mandate, the ESRB
monitors and assesses systemic risks and, where appropriate, issues warnings and
recommendations.”

While there is no exact parallel in the United States, at least two entities have similar or related
functions. For example, the Financial Stability Oversight Council (FSOC) of the U.S.
Department of Treasury is “charged with identifying risks to the financial stability of the United
States; promoting market discipline; and responding to emerging risks to the stability of the

! Jamil N, Jaffer currently serves as Founder & Exccutive Director of the National Sccurity Institute and as an
Assistant Professor of Law and Director, National Security Law & Policy Program at the Antonin Scalia Law
School at George Mason University and is affiliated with Stanford University s Center for International Security and
Cooperation. Mr. Jaffer also serves as Senior Vice President for Strategy, Parinerships & Corporate Development at
TronNet Cybersecurity, a startup technology products company headquartered in the Washington, DC metropolitan
area. Among other things, Mr. Jaffer previously served as Chief Counsel & Senior Advisor to the Senate Foreign
Relations Committee, Senior Counsel to the House Intelligence Committee, Associate Counsel to President George
W. Bush, and Counsel to the Assistant Attorney General for National Security in the U.S. Department of Justice.
Mr. Jaffer provides these responses 1o the Committee in his personal and individual capacity and not on behalf of
any organization or entity, including but not limited to any current or former employer.

? See European Systemic Risk Board, Mission and Establishment, available online at
<https://www .esrb.europa.ew/about/background/html/index.en htmi>.

id.
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United States' financial system.” The FSOC has ten voting members and five nonvoting
members and “brings together the expertise of federal financial regulators, state regulators, and
an independent insurance expert appointed by the President.”® According to the Department of
Treasury, the FSOC is authorized to, among other things, facilitate regulatory coordination and
information sharing and collection and to designate certain systemic entities for additional
supervision and oversight® In addition, in order to “help with the identification of emerging
risks to financial stability, the FSOC can provide direction to, and request data and analyses
from, the newly created Office of Financial Research (OFR) housed within Treasury.””

Similarly, the Federal Reserve, among other things, “promotes the stability of the financial
system and seeks to minimize and contain systemic risks through active monitoring and
engagement in the U.S. and abroad. ..[and] promotes the safety and soundness of individual
financial institutions and monitors their impact on the financial system as a whole.”® As part of
these efforts, the Fed supervises “systemically important financial institutions (SIFIs) including
large bank holding companies (BHCs), the U.S. operations of certain foreign banking
organizations (FBOs), and financial market utilities (FMUs)™ and also “serves as a
‘consolidated supervisor” of nonbank financial companies that the FSOC has determined should
be supervised by the Federal Reserve Board and subject to prudential standards.”'® In addition,
the Fed “actively monitors indicators of the riskiness of SIFIs...to help identify vulnerabilities”
and “imposes certain regulatory requirements on SIFIs in order to limit potentially risky
activities by these institutions and to mitigate spillover of distress into the broader economy.”!!
The Fed notes that “[o]ne important element of enhanced supervision of SIFIs is the stress-
testing process...[which] includes macroprudential elements such as examination of the loss-
absorbing capacity of institutions. .. conducting horizontal testing...to understand [] potential
correlated exposures; and consideration of the effects of counterparty distress on the largest,
most interconnected firms.”'?

4 See U.S. Department of Treasury, Financial Stability Oversight Council, available online at
<hitps://home treasury. gov/policy-issues/financial-markets-financial-institutions-and-fiscal-service/fsoc>.

SId.

TId.

9 See The Federal Reserve, THE FEDERAL RESERVE SYSTEM PURPOSES & FUNCTIONS 65 (10th ed. 2016), available
onfine at <htips://www.federalreserve. gov/aboutthefed/files/pl_complete.pdf>.

19 1d. at 65-66.
" Id. at 66.
12 1d. at 66-67.
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2. Can the role of the Pittsburgh-based cyber fusion center expand? What are its
successes? Limitations?

Again, thank you for the question, Ranking Member Hill. As you know, according to the FBI,
the National Cyber-Forensics & Training Alliance (NCFTA), a nonprofit based in Pittsburgh that
was established over two decades ago, has “become an international model for bringing together
law enforcement, private industry, and academia to share information to stop emerging cyber
threats and mitigate existing ones.”'* Per the FBI, NCFTA “essentially works as an early-
warning system” by taking advantage of staft assigned by alliance members to the NCFTA as
well as agents and analysts assigned to the FBI's the Cyber Initiative and Resource Fusion Unit
(CIRFU) which is attached to the NCFTA, Carnegie Mellon University’s Computer Emergency
Response Team (CERT), and the FBI's Internet Crime Complaint Center (IC3).'* The
information shared through NCFTA and CIRFU, including with global partners, has led to a
number of major takedowns, including the disruption of the Dark Market website and operations
related to the Coreflood and Zeus malware used for cyber financial exploitation.'

As with all such successful organizations, the more resources and authorities—public and private
alike—that can be provided could potentially enable more effective operations, if employed in an
appropriate and judicious manner. Moreover, to the extent that such organizations are able to
build out an effective collective defense capability—moving to sharing real-time, full-scale,
actionable threat intelligence and engaging collective defensive action—across the public-private
divide as well as across multiple industry segments—the more successful they will be at
addressing the current imbalance between attackers and defenders,'® particularly when we are
talking about the type of nation-state and sophisticated criminal adversaries targeting our
financial institutions.

13 See Federal Bureau of Investigation, The NCFTA: Combining Forces io Fight Cyber Crime (Sept. 16, 2011),
available onfine at <htips:/fwww [bi gov/news/stories/the-nefla-combining-forces-to-fight-cvber-crime=>,

M d.
5 Jd,

16 See GEN (ret.) Keith B. Alexander & Jamil N, Jaffer, The Other Crisis: U.S. Companies Still Need Help Against
Cyberattacks, Barron’s (Mar. 16, 2020), available online at <htips.//www barrons com/aricles/cvberspace-
solarium-conimission-urges-collective-defense-51584364449>,
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Questions for the Record
Hearing: “Cybercriminals and Fraudsters: How Bad Actors Are Exploiting the Financial System
During the COVID-19 Pandemic”
Subcommittee on National Security, International Development, and Monetary Policy
(Committee on Financial Services)
June 16, 2019

Chairman Perlmutter

1. In your written testimony, you recommend creating a tax incentive for “financial sector
companies that dedicate at least 10 percent of their IT budgets towards cybersecurity” and
comply with the NIST Cyber Security Framework. In determining compliance with the NIST
framework under your proposal, who would be a suitable third-party validator to ensure a
firm is complying with NIST?

VMware response: The major professional services firms like Booz Allen, Kroll, Optiv, E&Y, &
Deloitte would all be capable of providing third-party validation. These firms all have cyber
practices and would have experience in dealing with NIST.

Rep. French Hill

What specific internal and external IT exam practices should be added to in the annual bank
exam process? What specific internal and external IT exam practices should be added to in the
annual bank exam process?

VMware response: We recommend the following new tests or questions be added to the annual
bank process current process:

Internal controls:

1. Has the financial institution integrated all the information security controls?
Specifically, cross platform integrations like the network and end point security conirols
are interconnected.

2. Daes the financial institution have the ability to audit current system state? Fssentially,
does the bank have the ability to actively look at every endpoint to see if every
system application on the network is up to date and configured correctly.

3. Daoes the financial institution have a threat hunting team and do they conduct threat hunts
on a monthly basis? Currently most cybercriminals live in a network for weeks without
detection. This would require banks to actively look for cyber attackers.
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4. Does the financial institution implement micro segmentation? Micro segmentation is a
network security technology that enables security architects to divide a data center or
network into distinct security segments af the workload level. This is typically done in
software and enables the architect to deploy flexible security policies deep inside a data
center (using software) instead of installing multiple physical firewalls. This stops cyber-
attacks from moving laterally internally across a data center once a hacker has breached the
external perimeter.

5. Does the financial institution apply application control? This refers to white listing which
is monitoring an application to ensure it is doing the exact thing it has been created io do,
checking it for behavioral anomalies and then suppressing them.

6. Can the financial institution apply just in time administration? Just in time administration
means that no I'T administrator has perpetual credentials and limits the amount of time an
administrator has access to privileged account management for an organization. This limits
the threat surface of a financial institution.

External contracts:

1. Are you conducting cyber threating hunting in your Managed Service Provider? This
refers to whether or not an institution is actively searching their network for cyber
intrusions. Alternatively, the managed service provider could share the results of their cyber
threat hunting on a regular basis.
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