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LEGISLATING TO STOP THE ONSLAUGHT OF
ANNOYING ROBOCALLS

TUESDAY, APRIL 30, 2019

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMUNICATIONS AND TECHNOLOGY,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:01 a.m., in the
John D. Dingell Room 2123, Rayburn House Office Building, Hon.
Mike Doyle (chairman of the subcommittee) presiding.

Members present: Representatives Doyle, McNerney, Clarke,
Loebsack, Veasey, McEachin, Soto, O’Halleran, Eshoo, DeGette,
Butterfield, Matsui, Welch, Cardenas, Dingell, Pallone (ex officio),
Latta (subcommittee ranking member), Shimkus, Olson, Kinzinger,
Bilirakis, Johnson, Long, Flores, Brooks, Walberg, Gianforte, and
Walden (ex officio).

Staff present: AJ Brown, Counsel; Jeffrey C. Carroll, Staff Direc-
tor; Jennifer Epperson, FCC Detailee; Evan Gilbert, Deputy Press
Secretary; Waverly Gordon, Deputy Chief Counsel;, Tiffany
Guarascio, Deputy Staff Director; Alex Hoehn-Saric, Chief Counsel,
Communications and Consumer Protection; Jerry Leverich, Senior
Counsel; Dan Miller, Policy Analyst; Phil Murphy, Policy Coordi-
nator; Alivia Roberts, Press Assistant; Andrew Souvall, Director of
Communications, Outreach, and Member Services; Mike
Bloomquist, Minority Staff Director; Robin Colwell, Minority Chief
Counsel, Communications and Technology; Jordan Davis, Minority
Senior Advisor; Kristine Fargotstein, Minority Detailee, Commu-
nications and Technology; Margaret Tucker Fogarty, Minority Staff
Assistant; Peter Kielty, Minority General Counsel; Tim Kurth, Mi-
nority Deputy Chief Counsel, Communications and Technology.

Mr. DOYLE. The Subcommittee on Communications and Tech-
nology will now come to order. The Chair recognizes himself for 5
minutes.

OPENING STATEMENT OF HON. MIKE DOYLE, A REPRESENTA-
TIVE IN CONGRESS FROM THE COMMONWEALTH OF PENN-
SYLVANIA

Well, T want to welcome everyone to today’s legislative hearing
on solutions to a problem that we all have firsthand experience
with: illegal robocalls. Today’s hearing will examine the onslaught
of illegal robocalls and seven legislative proposals to help address
this harmful, predatory, and extremely annoying practice.

Among the bills we will consider today is Chairman Pallone’s
Stopping Bad Robocalls Act, which I support and am an original co-
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sponsor of along with many members of this committee. This bill
offers a comprehensive set of solutions that I believe can help seri-
ously reduce the numbers of robocalls that consumers receive.

We will also consider Ranking Member Latta’s STOP Robocalls
Act which I have also agreed to cosponsor. While I have some con-
cerns about this bill, Ranking Member Latta and I have agreed to
work together to resolve these issues in order to advance this legis-
lation. We will also be considering two bills from Congresswoman
Eshoo, the HANGUP Act and the ROBO Calls and Texts Act, as
well as Congressman Crist’s Spam Calls Task Force Act of 2019
and Congresswoman Speier’s ROBOCOP Act and Congressman
Van Drew’s Robocall Enforcement Enhancement Act of 2019.

I want to thank our panel of witnesses for appearing before us
today to testify about this important issue and the legislation that
is before this subcommittee.

Unwanted robocalls and texts are the top consumer complaint re-
ceived by the Federal Communications Commission and the Fed-
eral Trade Commission. According to the FCC’s report on robocalls,
consumer complaints to the FCC have increased from 150,000 a
year in 2016 to 230,000 in 2018. The Federal Trade Commission,
which administers the Do Not Call Registry, received nearly 3.8
million complaints regarding robocalls last year alone.

As might be expected, the number of robocalls has exploded as
well, topping out at nearly 48 billion, with a B, last year, a 57 per-
cent increase in volume from the year before, according to the
YouMail Robocall Index. That number is estimated to increase to
60 billion by the end of this year. And while some of these calls
constituted legitimate alerts and reminders, those calls accounted
for only 20 percent of the total amount of robocalls.

In the month of March alone, phones in my hometown of Pitts-
burgh received an estimated 37 million robocalls which was an
eight percent increase in the number of calls we received the
month before. The problem has gotten so bad that you can watch
videos on the internet of people getting robocalls while they are in
the middle of making a video complaining about robocalls. One of
my favorites is of AT&T’s CEO getting a robocall in the middle of
an interview, showing that truly no one is immune to this nui-
sance.

Many phone service providers have begun making robocall block-
ing technologies like Mr. Foss’ Nomorobo service available to their
customers, and I applaud the efforts of those to offer these services
to customers for free. I encourage all phone service providers to
make these services available to their customers free of charge.

I believe that Congress and the FCC have an obligation to work
with phone providers and their customers whether they may be in-
stitutions like the Moffitt Cancer Center, which is with us today to
talk about this issue, or individual consumers, to not only help
with the deployment of blocking technologies, but to work on ad-
dressing the underlying shortcomings of the law and our Nation’s
telecommunications infrastructure to help stem the tide of this
harmful and predatory practice.

Thank you. I look forward to the testimony of the witnesses, and
I yield the balance of my time to Congresswoman Eshoo.

[The prepared statement of Mr. Doyle follows:]
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PREPARED STATEMENT OF HON. MIKE DOYLE

Welcome everyone to today’s legislative hearing on solutions to a problem that
we’ve all had first-hand experience with, illegal robocalls.

Today’s hearing will examine the onslaught of illegal robocalls and seven legisla-
tive proposals to help address this harmful, predatory, and extremely annoying
practice. Among the bills we will consider today is Chairman Pallone’s Stopping Bad
Robocalls Act, which I support and am an original cosponsor of, along with many
members of the committee. This bill offers a comprehensive set of solutions that I
believe can help seriously reduce the number of robocalls consumers receive.

We will also consider Ranking Member Latta’s Stop Robocalls Act, which I have
also agreed to cosponsor. While I have some concerns about the bill, Ranking Mem-
ber Latta and I have agreed to work together to resolve these issues in order to ad-
vance this legislation.

We will also be considering two bills from Congresswoman Eshoo, the Hang Up
Act and the ROBO Calls and Texts Act. As well as Congressman Crist’s Spam Calls
Task Force Act of 2019, Congresswoman Speier’s ROBOCOP Act, and Congressman
Van Drew’s Robocall Enforcement Enhancement Act of 2019.

I'd like to thank our panel of witnesses for appearing before us today to testify
about this important issue and the legislation before the subcommittee.

Unwanted robocalls and texts are the top consumer complaint received by the
Federal Communications Commission and the Federal Trade Commission. According
to the FCC’s Report on Robocalls, consumer complaints to the FCC have increased
from 150,000 a year in 2016 to 230,000 in 2018. The Federal Trade Commission,
which administers the Do Not Call Registry, received nearly 3.8 million complaints
regarding robocalls last year alone.

As might be expected, the number of robocalls has exploded as well, topping out
at nearly 48 billion last year, a 57 percent increase in volume from the year before,
according to the “you-mail” robocall index. That number is estimated to increase to
60 billion by the end of this year. And while some of these calls constituted legiti-
mate alerts and reminders, those calls accounted for only 20 percent of the total
amount of robocalls.

In the month of March alone, phones in my home town of Pittsburgh received an
estimated 37 million robocalls, which was an 8 percent increase in the number of
calls we received the month before.

The problem has gotten so bad that you can watch videos on the Internet of peo-
ple getting robocalls while they are in the middle of making videos complaining
about them. One of my favorites is of AT&T’s CEO getting robocalled in the middle
of an interview, showing that truly no one is immune to this nuisance.

Many phone services providers have begun making robocalling blocking tech-
nologies, like Mr. Foss’ Nomorobo service, available to their customers, and I ap-
plaud the efforts of those who offer these services to customers for free. I encourage
a%‘l lp;hone service providers to make these services available to their customers free
of charge.

I believe that Congress and the FCC have an obligation to work with phone pro-
viders and their customers, whether they be institutions like the Cancer Moffitt
Center, which is with us today to talk about this issue, or individual consumers,
to not only help with the deployment of blocking technologies, but to work on ad-
dressing the underlying shortcomings of the law and our Nation’s telecommuni-
cations infrastructure, to help stem the tide of this harmful and predatory practice.

Thank you and I look forward to the testimony of our witnesses.

Ms. EsHOO. Thank you, Mr. Chairman, for yielding time to me,
and thank you for considering two of my bills during today’s hear-
ing, the HANGUP Act and the ROBO Calls and Texts Act.

Millions of students, veterans, farmers, and homeowners have
loans owed to or guaranteed by the Federal Government. In 2015,
Congress created a loophole that allows companies collecting this
debt to robocall borrowers without consent. The HANGUP Act is bi-
partisan, bicameral legislation that repeals this loophole, ensuring
that all Americans are protected from these abusive robocalls.

Very importantly, last Wednesday, a Fourth Circuit Court of Ap-
peals decision strengthened the need for the HANGUP Act because
the Court found the 2015 loophole to be unconstitutional, so we
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have an opportunity here. My other bill, the ROBO Calls and Texts
Act, creates a division at the FCC to ensure that the Commission
is responsive to the millions of requests that they do something and
it compels them to act to adopt technological standards to combat
robocalls.

So, I thank you, Mr. Chairman, for yielding the time to me and
for taking up two of my bills. Yield back.

Mr. DoyLE. I thank the gentlelady. The Chair now recognizes my
friend, Mr. Latta, the ranking member for the Subcommittee on
Communications and Technology, for 5 minutes for his opening
statement.

OPENING STATEMENT OF HON. ROBERT E. LATTA, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF OHIO

Mr. LATTA. Thank you, Mr. Chairman. And good morning and
welcome to our panel of witnesses. Like many of my colleagues on
this subcommittee, today’s hearing addresses one of the top issues
I hear about from my constituents when I am back home in Ohio.
In fact, some of my constituents are getting so many unlawful
robocalls they have stopped answering their phones.

After listening to these concerns, I introduced a bill with the
chairman, the gentleman from Pennsylvania, that we will be dis-
cussing today, called the Support Tools to Obliterate Pesky
Robocalls Act, or STOP Robocalls Act. Our bill would give us addi-
tional tools in our robocall toolbox to go after the bad actors. The
STOP Robocalls Act would help terminate illegal call operations by
streamlining the process for private entities to share information
with the Federal Communications Commission about scams and
further industry efforts to trace back the source of unwanted
robocalls.

In addition to going after the root of the problem, our bill would
also protect consumers by providing easier access to illegal robocall
blocking technology. Our bill distinguishes between legitimate and
illegitimate callers and recognizes that we need to go after the bad
actors. I hope that the focus of today’s hearing is also on how we
need to stop illegal, unwanted robocalls.

While we all get annoyed by the overwhelming number of unlaw-
ful calls we receive, we also rely on our phone system for many val-
uable, proconsumer messages. Emergency personnel use voice serv-
ices to provide evacuation notices and alerts during severe weather
and other dangerous situations. Schools use voice and text services
to notify parents of changes in the school schedule.

And although Ohio doesn’t declare as many snow days as DC,
parents like knowing when school is closing early or canceled. Fi-
nancial services also use voice and text services to alert consumers
to potentially unauthorized activity in their bank account. And the
medical community uses voice and text services to follow-up with
patients with important information and checkups after operations
and remind patients of prescriptions refills, or even to confirm doc-
tors’ appointments.

But bad actors have also figured out how to take advantage of
the phone system and technology that legitimate entities use to
share important messages and instead manipulate the technology
to trick and deceive consumers. These scammers deliberately falsify
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their caller ID information to hoax consumers into thinking they
are getting a call from their bank or the IRS or make the call ap-
pear that it is coming from someone in their neighborhood. This
tactic known as “neighborhood spoofing” assumes that we are all
likely to answer a phone call that appears to be local and is a key
driver behind unwanted calls and texts to both wireline and wire-
less phones.

Furthermore, this type of fraudulent spoofing results in real fi-
nancial harm. Scammers trick consumers into answering these
calls and then use deceptive tactics to convince people, often vul-
nerable and trusting senior citizens, to hand over their personal in-
formation or to purchase fake goods and services.

We want to make sure that we are preserving consumers’ access
to desirable and, at times, lifesaving calls and text messages while
also protecting them from bad actors who fraudulently spoof caller
ID information to make illegal robocalls. At best, Americans find
these robocalls pesky, and at worst, these illegal calls scam hard-
working Americans out of their life savings.

Congress, the FCC, and the FTC have made tremendous progress
working with industry to help reduce the number of illegal
robocalls Americans receive. Industry has also been actively work-
ing to protect consumers from unwanted robocalls by developing a
set of procedures to authenticate caller ID information associated
with telephone calls to combat unlawful caller ID spoofing.

Last Congress, when I served as the chairman of the Digital
Commerce and Consumer Protection Subcommittee, we held a
hearing on the options and strategies that the Government and in-
dustry were employing to fight robocalls and caller ID spoofing and
to provide consumers with the tools to protect themselves. We
learned of tools available to empower consumers and discuss how
consumer education was a key in keeping to prevent people from
falling victim. However, as technology continues to evolve, so do
the tactics that bad actors use to illegally spoof numbers and make
fraudulent robocalls.

But despite our progress thus far, more work remains to be done
to protect the American consumer. I am glad we are discussing sev-
eral legislative proposals today that would do just that. I look for-
ward to hearing from the witnesses and thank the chairman for
working with me on the STOP Robocalls Act and for holding to-
day’s hearing.

And with that, Mr. Chairman, I yield back the balance of my
time.

[The prepared statement of Mr. Latta follows:]

PREPARED STATEMENT OF HON. ROBERT E. LATTA

Good morning and welcome to our panel of witnesses. Like many of my colleagues
on this subcommittee, today’s hearing addresses one of the top issues I hear about
from my constituents when I am back home in Ohio. In fact, some of my constitu-
erﬁts are getting so many unlawful robocalls that they have stopped answering their
phones.

After listening to these concerns, I introduced a bill with Chairman Doyle that
we will be discussing today called the Support Tools to Obliterate Pesky Robocalls
Act or STOP Robocalls Act. Our bill would give us additional tools in our robocall
toolbox to go after bad actors. The STOP Robocalls Act would help terminate illegal
call operations by streamlining the process for private entities to share information
with the Federal Communications Commission about scams, and further industry
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efforts to trace back the source of unwanted robocalls. In addition to going after the
root of the problem, our bill would also protect consumers by providing easier access
to illegal robocall blocking technology.

Our bill distinguishes between legitimate and illegitimate callers and recognizes
that we need to go after the bad actors. I hope that the focus of today’s hearing is
also on how we need to stop illegal, unwanted robocalls. While we all get annoyed
by the overwhelming number of unlawful calls we receive, we also rely on our phone
system for many valuable, proconsumer messages. Emergency personnel use voice
services to provide evacuation notifications and alerts during severe weather and
other dangerous situations. Schools use voice and text services to notify parents of
changes in the school schedule—and although Ohio doesn’t declare as many snow
days as DC- parents like knowing when school is closing early or canceled. Financial
services also use voice and text services to alert consumers to potentially unauthor-
ized activity in their bank account. And, the medical community uses voice and text
services to follow up with patients with important information and check-ups after
operations, remind patients of prescription refills, or even to confirm doctor’s ap-
pointments.

But, bad actors have also figured out how to take advantage of the phone system
and technology that legitimate entities use to share important messages, and in-
stead manipulate the technology to trick and deceive consumers. These scammers
deliberately falsify their caller ID information to hoax consumers into thinking that
they are getting a call from their bank or IRS, or make the call appear that it is
coming from someone in their neighborhood. This tactic, known as “neighborhood
spoofing,” assumes that we are more likely to answer a phone call that appears to
be local, and is a key driver behind unwanted calls and texts to both wireline and
wireless phones.

Furthermore, this type of fraudulent spoofing results in real financial harm.
Scammers trick consumers into answering these calls and then use deceptive tactics
to convince people—often vulnerable and trusting senior citizens—to hand over their
personal information or to purchase fake goods and services.

We want to make sure that we are preserving consumers’ access to desirable, and
at times, life-saving calls and text messages while also protecting them from bad
actors who fraudulently spoof caller ID information to make illegal robocalls. At
best, Americans find these robocalls pesky, and at worst, these illegal calls scam
hard-working Americans out of their life savings.

Congress, the FCC, and the FTC have made tremendous progress working with
industry to help reduce the number of illegal robocalls Americans receive. Industry
has also been actively working to protect consumers from unwanted robocalls by de-
veloping a set of procedures to authenticate caller ID information associated with
telephone calls to combat unlawful caller ID spoofing.

Last Congress, when I served as chairman of the Digital Commerce and Con-
sumer Protection subcommittee, we held a hearing on the options and strategies
that the Government and industry were employing to fight robocalls and caller ID
spoofing and provide consumers with tools to protect themselves. We learned of tools
available to empower consumers and discussed how consumer education was key in
helping to prevent people from falling victim.

However, as technology continues to evolve, so do the tactics that bad actors use
to illegally spoof numbers and make fraudulent robocalls. Despite our progress thus
far, more work remains to be done to protect American consumers. I am glad we
are discussing several legislative proposals today that would do just that.

I look forward to hearing from the witnesses, and I thank the chairman for work-
ing with me on the STOP Robocalls Act and for holding today’s hearing. With that
I yield back.

Mr. DoYLE. I thank the gentleman. The Chair now recognizes
Mr. Pallone, chairman of the full committee, for 5 minutes for his
opening statement.

OPENING STATEMENT OF HON. FRANK PALLONE, Jr., A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW JER-
SEY

Mr. PALLONE. Thank you, Chairman Doyle.

One of this committee’s top priorities is putting consumers first,
and one of the things I hear most from consumers back home is
that they are sick and tired of robocalls. Consumers today are fac-
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ing more robocalls than ever. Government data from 2017 shows
that New Jerseyans filed more complaints with the National Do
Not Call Registry per capita than any other State about robocalls.

And it is getting so bad that some experts estimate that almost
half of all calls to our cell phones this year will be robocalls. And
we all know how annoying these calls are, but they are more insid-
ious than that. Robocalls are not just being made for tele-
marketing, some callers are trying to defraud hardworking Ameri-
cans and seniors in particular. In some instances, criminals are
pestering consumers with one-ring calls hoping that they will call
the number back and incur excessive charges.

And Congress has taken bipartisan action in the past to help put
consumers back in control of their cell phones. In 1991, Congress
passed the Telephone Consumer Protection Act and then later au-
thorized the Do Not Call Registry, but as technology has evolved
robocalls and the threats they impose have simply increased. It is
easier than ever for someone to begin making robocalls. Bad actors
only need a smartphone with a few select applications to make
spoofed robocalls. This means that existing approaches to stopping
these calls may not work anymore.

And so, we need to implement new call authenticity technologies
to clear these unwanted calls from our phone lines. Regulators in
industry need better tools to protect consumers and once again it
is time for Congress to act. Earlier this year, I introduced the Stop-
ping Bad Robocalls Act to turn the tide in the fight against
robocalls. And there is no one silver bullet and that is why it is so
important that we address this problem for every side. We have a
number of bills that are being considered today, as the chairman
said, in this legislative hearing.

But with regard to my bill, the Stopping Bad Robocalls Act, it
would require that carriers implement new call authenticity tech-
nologies to help ensure that consumers know who is on the other
end of the line when they pick up the phone and implementing
these technological solutions would also help consumers control
who can reach them more generally.

My bill would also update the legal definition of autodialer to
make sure that callers can’t use new technologies to get around the
longstanding consumer protections against robocalls. The FCC is
currently studying how it could address its own interpretation of
the term “autodialer,” and as part of that proceeding the FCC could
begin to fix the problem on its own. And when coming to a resolu-
tion, I would urge the Commission to put consumers first in this
matter so that Congress doesn’t have to redo its work.

I am hopeful the Commission will do that and, after all, they
took a very proconsumer approach to revision that I included in
this legislation last Congress, and that provision requires the FCC
to implement a reassigned number database to ensure that when
a consumer gets a new telephone number, they aren’t receiving the
robocalls from the person that had the number before. In Decem-
ber, the FCC adopted an order to implement a reassigned number
database much like the one that is in my bill and I applaud this
action and I look forward to the FCC getting this database oper-
ational as quickly as possible.
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So, as I said, we have six bills today. There are some from Demo-
crats, some from Republicans. One of the bills before us was intro-
duced by the Subcommittee Ranking Member Latta. We look for-
ward to discussing how to move bipartisan legislation forward. And
we also have proposals from Representatives Van Drew, Crist, and
Speier that help push the conversation forward, and we have two
bills introduced by Representative Eshoo as well. So, I look forward
to working in a bipartisan fashion to finally stop the onslaught of
these annoying calls and appreciate the fact that we have so many
Members that are trying to address this.

Thank you, Mr. Chairman. Unless anyone else wants my
minute—and I don’t think so. Thank you.

[The prepared statement of Mr. Pallone follows:]

PREPARED STATEMENT OF HON. FRANK PALLONE, JR.

One of this committee’s top priorities is putting consumers first—and one of the
things I hear most from consumers back home is that they are sick and tired of
robocalls.

Consumers today are facing more robocalls than ever. Government data from 2017
shows that New Jerseyans filed more complaints with the National Do Not Call
Registry per capita than any other State about robocalls. It is getting so bad that
some experts estimate that almost half of all calls to our cell phones this year will
be robocalls.

We all know how annoying these calls are, but they are more insidious than that.
Robocalls are not just being made for telemarketing, some callers are trying to de-
fraud hard working Americans and seniors. In some instances, criminals are pes-
tering consumers with one-ring calls hoping that they will call the number back and
incur excessive charges.

Congress has taken bipartisan action in the past to help put consumers back in
control of their cell phones. In 1991, Congress passed the Telephone Consumer Pro-
tection Act and then later authorized the Do Not Call Registry. But as technology
has evolved, robocalls, and the threat they impose, have increased.

It is easier than ever for someone to begin making robocalls. Bad actors only need
a smartphone with a few select applications to make spoofed robocalls. This means
that existing approaches to stop these calls may not work anymore. We need to im-
plement new call authentication technologies to clear these unwanted calls from our
phone lines.

Regulators and industry need better tools to protect consumers, and once again,
it is time for Congress act. Earlier this year I introduced the Stopping Bad Robocalls
Act to turn the tide in the fight to against robocalls. There’s no one silver bullet,
and that’s why it is so important that we address this problem from every side.

For example, the Stopping Bad Robocalls Act would require that carriers imple-
ment new call authentication technologies to help ensure that consumers know who
is on the other end of the line when they pick up the phone. Implementing these
technological solutions would also help consumers control who can reach them more
generally.

My bill would also update the legal definition of autodialer to make sure that call-
ers can’t use new technologies to get around the long-standing consumer protections
against robocalls. The Federal Communications Commission (FCC) is currently
studying how it could address its own interpretation of the term autodialer, and as
part of that proceeding, the FCC could begin to fix the problem on its own. When
coming to a resolution, I would urge the Commission to put consumers first in this
matter so that Congress doesn’t have to redo its work.

I am hopeful the Commission will do just that, after all they took a proconsumer
approach to a provision I included in this legislation last Congress. That provision
required the FCC to implement a reassigned number database to ensure that when
a consumer gets a new telephone number, they aren’t receiving the robocalls from
the person that had the number before. In December the FCC adopted an order to
implement a reassigned number database much like the one in my bill. I applaud
this action, and I look forward to the FCC getting this database operational as
quickly as possible.

Other than my bill, we will be discussing six other proposals today from both
Democrats and Republicans. One of the bills before us was introduced by Sub-
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committee Ranking Member Latta. I look forward to hearing about his bill and dis-
cussing how to move bipartisan legislation forward quickly.

We also have proposals from Representatives Van Drew, Crist, and Speier that
help push the conversation forward. Additionally, we will discuss two bills intro-
duced by Representative Eshoo.I look forward to working in a bipartisan fashion to
finally stop the onslaught of these annoying calls.

Mr. DoYLE. The gentleman yields back. The Chair now recog-
nizes Mr. Walden, the ranking member of the full committee, for
5 minutes for his opening statement.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. Thank you, Mr. Chairman. Thanks for having this
hearing. And I want to thank our panelists for being here today to
help inform our work. Nothing brings us, Democrats and Repub-
licans, together faster or stronger than I think this issue and so we
look forward to working with all of you to get results.

You know, I have done 20 town halls in my district so far this
year, and I can’t think of a time that this question didn’t come up
about what are you doing to stop robocalls and these unwanted cell
calls. And usually in the middle of those town halls I would get one
of those as well, one of those calls. And so, I didn’t answer it by
the way, but I let them go to voice mail and if they don’t leave a
message they don’t exist in my world.

So, I am all for going after these like I was for going after those
people that did the pop-up ads, remember those? When you try and
open a software—now we are seeing who is old here, but the pop-
up ads that would occur anytime you opened up your computer. I
was for the death penalty for those people, because you couldn’t get
anything done. And this has escalated to the same place, I think,
for consumers, and they have had it and they have rightfully had
it, and we have had it. And so, you are seeing an all-hands-on-deck
approach here.

Now, last Congress, we passed the RAY BAUM’S Act that gave
the FCC some additional authority in this space as well and that
was a big bipartisan bill we joined together. I know, Mr. Chairman,
we are going to have the FCC fully before the committee. This
would be a good topic to raise with them as well because I know
Chairman Pai and others are clearly involved in this.

But we all benefit by the hearing today. It was a year ago almost
to the day that we held a hearing on this very topic, and I think
maybe, Mr. Foss, you were here for that. And we appreciated your
testimony at that time and we shared several ideas on how indus-
try could do more in this area to stop this scourge, and our con-
sumers should take and make use of the solutions that our really
bright innovators are putting forward. We will soon, as I say, have
the FCC before us.

I am pleased we have these bills, a wide range assortment of dif-
ferent legislative initiatives here to go after this issue, so I am
pleased that we've got a lot of options before us. As we work to
make this a bipartisan success, I know it can be under the chair-
man’s leadership, I do not want to build a false expectation that
these bills will end the problem, because that is part of what we



10

learned out of the testimony from the hearing a year ago, is just
how difficult this is because of its international component.

Subcommittee members here know better than many on how
communications and technologies are constantly evolving. The bad
actors’ tricks evolved beyond our Do Not Call Registry and will
likely figure out an avenue beyond our next effort, so we have got
to stay vigilant. However, the more friction we create against these
criminals, and I call them criminals because they are, and the more
focused, public-private partnerships amongst industry, consumer
groups, and government are in rooting out the problems, I think we
can make some real strides here and gain in helping American con-
sumers.

Lastly, while engagement of law enforcement is beyond the pur-
view of our committee, that is an avenue worth pursuing as well
as I look forward to the bills being considered today being further
strengthened by a dialogue with our friends in the Senate who
have also sought to engage the powers of the Attorney General.

So again, I want to thank our witnesses. I want to thank the
chairman of the subcommittee and the full committee for having
this hearing today. And if there are Members on our side that
would like to use my last minute and a half or so, I would be happy
to yield. And if not, Mr. Chairman, we can get on with the hearing.
So, I yield back, and thank you again.

[The prepared statement of Mr. Walden follows:]

PREPARED STATEMENT OF HON. GREG WALDEN

Let me welcome the witnesses to the panel today. All of you here care deeply
about the proposals before us, and all are working very hard to address this
scourge—that has grown from an annoyance to a sincere peril—in your respective
areas.

In the 20 townhalls I’'ve held across my district, it seemed like inevitably someone
would ask “can’t something be done about robocalls?” I share their frustration and
remain committed to working with the chairman to address these calls with action
from Congress.

You would be hard pressed to find a technology that’s more personal than a tele-
phone. Whether it’s the cell phone in your pocket, or for some, a landline at home,
voice communications on these devices is still an important way in which we con-
nect to one another. Yet that personal connection is being violated by bad actors
using technology to hide their tracks. They should be treated and prosecuted for
what they are, criminals. These criminal parties have done significant harm to
Americans both personally and professionally.

First, as we seek a successful effort on this legislation, I believe it is important
to state that we make a clear distinction in targeting those parties that have mali-
cious intent as opposed to those who do not. Our clearest and quickest path for en-
acting law is to go after those that have malicious intent. To go beyond that, we
will undermine services that many Americans depend upon every day.

Second, I want to put an emphasis on thanking the chairman for the process we
are vetting these bills under today. By putting our teams together, it is a welcome
return to the process we operated under with our friends last Congress that led to
many bipartisan successes, one of which specifically sought to address malicious
spoofing. As part of RAY BAUM’s Act last Congress we provided the FCC more au-
thority to go after bad actors who utilize calls and texts. A bipartisan process mat-
ters. We all benefit from hearing and debating each other’s ideas. Such vetting gives
us the opportunity to get to the heart of the problem, and not error on the side of
cutting off legitimate use of these technologies, such as protecting the anonymity of
a shelter assisting at-risk individuals, alerting you to a fraudulent use of your credit
card, or providing you the simple convenience of interacting with your ride-share
service.

Almost a year ago to the day, we held a hearing on combating illegal and fraudu-
lent robocalls and spoofing. We shared several ideas on how industry can do its part
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to address this scourge, and how consumers should make use of the solutions. We
will soon have the FCC before the committee, and we will gain by their technical
insight before we mark-up. I'm pleased that the bills we review today seek to lock
in those objectives. As we highlighted then, we owe it to our constituents to present
all options available to them.

As we work to make this a bipartisan success, and I know it can be under the
chairman’s leadership, I do not want to build a false expectation that these bills will
end the problem. Subcommittee members here know better than many how commu-
nications and technologies are constantly evolving. The bad actors’ tricks evolved be-
yond our Do Not Call registry and will likely figure out an avenue beyond our next
effort. However, the more friction we create against these criminals, and the more
focused public-private partnerships amongst industry, consumer groups, and govern-
ment are in rooting out the problems, we can make great strides in regaining Amer-
ican’s confidence in their communications.

Lastly, while engagement of law enforcement is beyond the purview of this com-
mittee, that is an avenue worth pursuing as well and I look forward to the bills
being considered today being further strengthened by a dialogue with our friends
in the Senate who have also sought to engage the powers of the Attorney General.

Thank you again for my colleagues and the witness panel, and I look forward to
another bipartisan bicameral success originating from this committee.

Mr. DoOYLE. The gentleman yields back. The Chair would like to
remind Members that, pursuant to committee rules, all Members’
written opening statements shall be made part of the record.

So, I would now like to introduce our witnesses for today’s hear-
ing. Mr. Dave Summitt, chief information security officer for the H.
Lee Moffitt Cancer Center & Research Institute and Fellow for the
Institute for Critical Infrastructure Technology, welcome.

Ms. Margot Saunders, senior counsel, National Consumer Law
Center, welcome.

Mr. Patrick Halley, senior vice president, Advocacy and Regu-
latory Affairs, USTelecom and The Broadband Association, wel-
come, Sir.

And, Mr. Aaron Foss, founder of Nomorobo, thank you for being
here today. We look forward to your testimony.

At this time, the Chair will now recognize each witness for 5
minutes to provide their opening statement, but before we begin,
I would like to explain the lighting system. In front of you is a se-
ries of lights. The light will initially be green at the start of your
opening statement. The light will turn yellow when you have 1
minute remaining, and please wrap up your testimony. At that
point the light will turn red when your time expires.

And with that, Mr. Summitt, you are now recognized for 5 min-
utes, and make sure your microphone is turned on, sir.

STATEMENTS OF DAVE SUMMITT, CHIEF INFORMATION SECU-
RITY OFFICER, H. LEE MOFFITT CANCER CENTER & RE-
SEARCH INSTITUTE, AND FELLOW, INSTITUTE OF CRITICAL
INFRASTRUCTURE TECHNOLOGY; MARGOT SAUNDERS, SEN-
IOR COUNSEL, NATIONAL CONSUMER LAW CENTER; PAT-
RICK HALLEY, SENIOR VICE PRESIDENT, ADVOCACY AND
REGULATORY AFFAIRS, USTELECOM-THE BROADBAND AS-
SOCIATION; AND AARON FOSS, FOUNDER, NOMOROBO

STATEMENT OF DAVE SUMMITT

Mr. SumMmITT. Thank you, Chairman Doyle and members of the
committee. It is truly a privilege to be here and been invited to give
such hopefully compelling information for you to act upon the prob-
lem we are seeing today. My name is Dave Summitt. I am the chief
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information security officer for Moffitt Cancer Center in Tampa,
Florida.

Moffitt is a highly recognized and, in my opinion, one of the most
elite hospital, cancer hospital and care in the world. They treat
60,000 individuals on an annual basis at Moffitt, which makes
them the third busiest hospital in the Nation. In addition, they are
a National Cancer Institute Comprehensive Care Center, one of
three—of 49, and it is truly an honor to be part of that organiza-
tion.

So why I am here today is to bring more of a consumer business
portion to this problem because it is a significant problem. And
when 1 first started hearing about and getting excited, really, about
what is being proposed here for stopping robocalls, one of the first
things that popped into my mind was I am not sure that the gen-
eral population and the powers that be that can have some say into
this is understanding the real severity level of this and that is why
I want to try to bring this home.

As large as we are and as much as we go through, and myself
being head of the cyber operations at Moffitt trying to protect our
patients and our organization and our applications, to give kind of
an idea of the extent of this problem we process approximately 3
million malicious events every month at Moffitt on our network.
When the telecom starts being part of this, it is just inundating as
even more and it is a very bad problem. These aren’t just robocalls
for annoyance. And as much as all of the bills so far as addressing
this problem of annoyance, this goes much deeper. It is now start-
ing to impact patient care at facilities and healthcare across the
Nation.

In my efforts of trying to raise awareness of what you are doing
with our healthcare community, I used our Critical Infrastructure
Information Sharing and Analysis Centers, which was stood up by
the Government for purposes of reaching our critical infrastructure.
Healthcare is one of the 16 critical infrastructure sectors, and be-
cause of that I got a lot of information back from various
healthcare organizations across the Nation saying we have a prob-
lem and behind what I am bringing to you today is that 18 addi-
tional healthcare organizations have backed what we are trying to
do and support you with doing. And inside my written testimony,
you will see all 18 of these.

For an example of our problem, before I came last week, I had
our telecommunications people pull our logs. We ended up with
6,600 calls in a 90-day period that were of either malicious intent
or identified themselves as someone they are not. And the point I
want to make about these 6,600 calls, these were calls that were
called to us from the outside of our organization using our ID, our
caller ID, to get into the organization.

So, when you are sitting here and you are in a healthcare situa-
tion and you are seeing a phone call come in from someone inside
our organization, you are going to pick that thing up. And that is
the intent of what they are trying to do in reaching us. If they get
legitimacy behind the caller ID, chances are they are going to pick
up the phone. Sixty-six hundred of them in a 90-day period. That
equated—I also pulled the logs of how long it took for those calls
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to last, 65 hours of time was taken just for those 6,600 calls. That
is just one area of these calls that have been coming in.

The other calls that we are having now and we have seen a
ramp-up going on is that not only are they calling our organization
with it, but they are calling our community. They are calling other
people outside of our organization using our ID, using our name,
and not only that but they are calling these people in our commu-
nities and patients. When they pick up the phone and they see it
is from Moffitt Cancer Center they are being identified on the other
end as Moffitt Cancer Center employees.

So, if you can imagine, if they happen to get a hold of one of our
patients and it is called Moffitt Cancer Center, they are absolutely
going to answer that phone. And they are extracting information
that can be detrimental to those patients.

[The prepared statement of Mr. Summitt follows:]
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Testimony of Dave Summitt
H. Lee Moffitt Cancer Center & Research Institute

Before the Subcommittee on Communications and Technology
of the Committee on Energy and Commerce

“Legislating to Stop the Onslaught of Annoying Robocalls”

April 30, 2019

Good morning Chairman Doyle and members of the committee. Thank you for your invitation and
providing me with the opportunity to provide information and insight to the committee on this

increasingly problematic topic. It is an honor to appear before you.

My name is Dave Summitt. | am a fellow of the Institute of Critical Infrastructure Technology and | am
employed as the Chief Information Security Officer over-seeing the cyber security operations for the H.
Lee Moffitt Cancer Center and Research Institute located in Tampa, Florida. Moffitt provides oncology
care to more than 60,000 individual patients each year, making it the third busiest stand-alone cancer
hospital in the United States. Moffitt is also one of forty-nine National Cancer institute’s Designated
Comprehensive Cancer Centers. This distinction is earnedi by demonstrating excellence in conducting
scientific research and translating it into more effective cancer treatments and prevention methods. The

organization is driven by excellence and it is my privilege to be part of this outstanding institution.

| am here today not only on behalf of Moffitt but also for numerous other health-related organizations
that have signed on with us to endorse your efforts in addressing the serious issue before you. My
ultimate goal for today’s testimony is to give a voice to the hundreds of organizations that are
experiencing the impact of unsolicited, fraudulent, and malicious telephone calls. When received, these
calls are disruptive and potentially dangerous. Moreover, parties initiating these calls are deceptively
identifying our organizations as the source, which is damaging to our reputation and, more importantly,

the welfare of our communities
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Every day, we are overwheimed with new security threats and the health care sector, a United States
critical infrastructure, continues to be a prime target. The health and livelihood of millions of Americans
are at stake when the security of medical and financial records is compromised and healthcare

operations are interrupted or shut-down.

For this reason, we greatly appreciate the efforts driven by members of the U. 5. House of
Representatives to address the threats posed by the malicious use of robocalls and other telephone-

calling methods to gain access to, and fraudulently use sensitive data from consumers and businesses.

In our experience, this activity constitutes a serious threat to patient care, in addition to disrupting
business operations and facilitating financial fraud. in recent months, many consumers, including some
patients and their families, have been targeted by robocallers who use “spoofed” numbers identical to
the hospitals in an effort to gain sensitive information. Even more concerning is that this practice can
jeopardize the line of communication between health providers and patients by casting doubt on the

integrity of calls coming from the hospital or their care provider.

What | bring to the committee is information that elevates this issue beyond the level of just an
“annoyance”; these are outright fraudulent calls with malicious intent. The core problem is that calls are
permitted to originate with deceptive information making the Caller ID product ineffective. The term
“robocall” is generally associated with marketing firms attempting to solicit you for their product by
automatically stepping through a database of phone numbers. Robocalling is only the tip of the

proverbial iceberg.

Respectfully, | am not minimizing the frustration this causes for the individual consumer. In fact, on my
personal cell phone | have forty-five blocked numbers entered just in the fast ninety days. However, as
the Chief Information Security Officer of a large organization, it rises to a much higher level than just an

annoyance. They use a common cyber-attack technique called “social engineering.” This relies heavily
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on human interaction to trick people into letting their guard down and breaking standard

security practices. When successful, social engineering attacks enable attackers to gain legitimate,
authorized access to confidential information. These SPAM calls are the equivalent to SPAM emails,
where the sender hides behind a fagade that seems legitimate, but in reality can be an attempt to cause

harm or obtain financial gain.

| am presenting to the committee three situations that represent the greatest concern for our
organization. First, we receive calls that are made to fook like they are coming from within our
organization. Our employees see our own number on their caller ID and give no thought to answering,
only to be speaking with someone with malicious intent. Second, there are calls going out to individuals
across the nation where the caller ID indicates it is coming from Moffitt Cancer Center. When the
recipient answers, they are greeted with someone identified as Moffitt personnel who then proceeds to
ask for insurance or other payment information. The third types of call we receive are targeting specific
individuals to obtain confidential information, a form of spear phishing. These calls are identified as a
reputable source, such as law enforcement or a government entity, which is what heightens the

likelihood of success.

To amplify the extent of this problem, | am sharing data from our organizational phone system for the
past ninety days. During this time period we received over 6,600 external calls identified as a Moffitt
internal phone number consuming a total of 65 hours of response time. Also concerning is that in one
recent 30 day period, over 300 calls were made to Moffitt Cancer Center coming from the Washington
DC area. Over half of these calls were from numbers that represented some form of federal agency
identity; some were legitimate but most were not. In one recent example, the fraudulent calls that
impacted Moffitt were identified as coming from the U.S. Department of Justice using a legitimate

phone number. When our employees answered the phone, they were subjected to an urgent request by
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the caller who seif-identified as a DOJ employee. They demanded to speak with the named physician -
and only that physician - and communicated an urgent problem affecting his medical license number

and his Drug Enforcement Agency number. These attempts occurred over several weeks and involved
numerous care providers, These calls can be quite disturbing and disruptive, and we, along with other

organizations have to manage them on a daily basis.

By enacting strong consumer protections and empowering the FCC with strong enforcement tools to
rein in this damaging activity, we believe that HR946, the Stopping Bad Robocalls Act could help curb
these abusive practices. We also commend HR 721, the Spam Calls Task Force Act, which would
establish an interagency working group to devise ways to address this threat through enforcement and
regulation. | am encouraged to know that the committee is also considering other worthwhile legislation

submissions.

As this Committee considers new legislative and regulatory strategies to address these issues, { would
ask that three things be considered: First, place provisions for accurate caller identification into your
requirements; Second, place some of this burden and responsibility back onto the telecom carriers and
third; provide requirements for telecoms to work with businesses in shutting