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DEPARTMENT OF DEFENSE AUTHORIZATION
FOR APPROPRIATIONS FOR FISCAL YEAR
2018 AND THE FUTURE YEARS DEFENSE
PROGRAM

TUESDAY, MAY 23, 2017

U.S. SENATE,
SUBCOMMITTEE
ON CYBERSECURITY,
COMMITTEE ON ARMED SERVICES,
Washington, DC.

CYBER POSTURE OF THE SERVICES

The subcommittee met, pursuant to notice, at 2:29 p.m. in Room
SR—222, Russell Senate Office Building, Senator Mike Rounds
(chairman) presiding.

Subcommittee Members present: Senators Rounds, Fischer, Nel-
son, McCaskill, and Gillibrand.

OPENING STATEMENT OF SENATOR MIKE ROUNDS

Senator ROUNDS. Good afternoon. The Cybersecurity Sub-
committee meets today to receive testimony on the cyber posture
of the services.

We are fortunate to be joined this afternoon by an impressive
panel of witnesses. Let me begin by just saying thank you very
much for your service to our country. Vice Admiral Marshall Lytle,
Director, Joint Staff, Command, Control, Communications and
Computers, Chief Information Officer; Vice Admiral Michael
Gilday, Commander, Fleet Cyber Command; Lieutenant General
Paul Nakasone, Commander, Army Cyber Command; Major Gen-
eral Christopher Weggeman, Commander, Air Force Cyber; and
Major General Loretta Reynolds, Commander, Marine Forces
Cyber Command.

At the conclusion of my remarks and those of Senator Nelson, we
will hear briefly from each of our witnesses. I ask our witnesses to
limit their opening statements to 5 minutes in order to provide the
maximum time for Member questions.

We are making historic progress in the construction of our cyber
force. There is nothing trivial about the standup of a 6,200-person
force within the timelines that each of you must meet. We are
pleased that each of you seems to be on track to meet the October
2018 full operational capability, or FOC, deadline that the U.S.
Cyber Command has established.
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Part of that progress is also evident as we start to see the de-
ployment of capability and begin to get a sense of how a cyber force
can be integrated with air, land, sea, and space.

I want to congratulate and thank each of you for your leadership
in building this first of its kind U.S. military capability.

Despite the many successes, there are a number of challenges
each of you are confronting. The purpose of today’s hearing is to
understand both the good and the bad, to get a sense of the areas
where progress is sound and understand those challenges that are
impacting you, challenges, quite frankly, that should be expected
when undertaking the significant task that has been put before
each of you.

We all too often gravitate here in Congress towards exposing and
addressing the challenges and unfortunately fail to applaud the
successes. I specifically mentioned the progress made in training
the force, as that is by no means a trivial task. I remain impressed
by the progress.

However, I remain concerned about what happens next, what
happens after the cyber mission force reaches FOC. More specifi-
cally, will each of you have the bench strength necessary to sustain
the tools, capabilities, and readiness levels required to be effective
in the cyber domain?

When Admiral Rogers testified before the full committee earlier
this month, it became apparent that our ability to maintain train-
ing readiness will be impacted by numerous variables, both within
and external to your control. It was mentioned during that hearing
that out of the 127 Air Force cyber officers who completed their
first tour on the Cyber Mission Force, none went back to the Cyber
Mission Force. While reasonable people can disagree about whether
the jobs they went to involved an aspect of cyber in one capacity
or another, given the low density and high demand of the Cyber
Mission Force, we must be especially vigilant in managing the few
resources which we have.

I am concerned that we will not generate and maintain the ex-
pertise we need unless we can build upon experience and develop
the proficiencies required to stay ahead in cyberspace. Maintaining
that expertise will require, among other things, the need to train
personnel on new and perhaps rapidly evolving technology. My con-
cerns with retention are exacerbated by the apparent lack of cohe-
sive strategy for ensuring that the pipeline of new people will be
sufficient to maintain readiness and keep those teams whole.

I look forward to hearing from each of you how we can assure
that you are able to recruit the people you need, train them to the
level of capability required, and retain them in professionally via-
ble cyber career fields. Do we need to rethink entirely what it
means to be a cyber operator? Do they need to wear uniforms or
meet the same physical requirements of other fields?

While the initial demands for the cyber force were personnel and
training heavy, we are getting to the point where unless we begin
to see dramatic changes in the budget, the forces we have trained
will lack the tools required to be effective. Thus far, billions of dol-
lars have gone toward service-level network infrastructure but far
too little has been requested for the mission forces themselves. I
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am concerned that unless this changes immediately, we are head-
ing down the path to a hollow cyber force.

We have been told not to expect much of a change in the fiscal
year 2018 request which, if true, is something this committee will
need to scrutinize in the coming weeks. Every service is con-
strained and each service has its own resourcing challenges. As we
examine how those constraints and challenges impact the services’
ability to resource cyber requirements, I believe it appropriate that
we at least ask if the current man, train, and equip model is suffi-
cient or if a new model should be considered, whether it be a hy-
brid of the existing structure or a cyber-specific service.

Senator Nelson?

STATEMENT OF SENATOR BILL NELSON

Senator NELSON. Mr. Chairman, to that I would say amen.

In the interest of time, I will insert my opening comments in the
record, and I am going to go kick off another committee and I will
be right back.

[The prepared statement of Senator Nelson follows:]

PREPARED STATEMENT BY SENATOR BILL NELSON

Thank you Senator Rounds, and welcome to our witnesses. Thank you for your
service, and for the service of the men and women you represent here today.

This is an important hearing. In addition to the recurring challenges of cyber war-
fare, this year we must squarely meet the extraordinary threat posed by Russia’s
cyberspace campaign to influence and undermine our elections.

The Russian operation exposed a serious vulnerability on our part. We created a
Cyber Command and built the Cyber Mission Forces to operate in cyberspace, but,
as Admiral Rogers recently testified, we have not trained or tasked these forces to
detect, counter, or conduct this kind of information operation. Our cyber forces are
focused on the technical aspects of cyber-security—defending our networks from in-
trusions and penetrating adversary networks—and not on the content of the infor-
mation flowing through the Internet.

Russia and China, on the other hand, are manipulating and weaponizing informa-
tion. They’re using cyberspace to amplify age-old information operations to influence
the perceptions and decisions of their adversaries—and they’re suppressed peoples,
too.

The Defense Department has different organizations responsible for all the var-
ious elements of what is collectively called “information warfare,” but they seem to
be scattered and not brought to bear in an integrated way. These elements include
cyber operations, military information support operations, military deception and
psychological operations, public affairs, electronic warfare, and operations security.
The information operations that the Department does plan and conduct appear
largely support the tactical or operational level objectives deployed forces, rather
than strategic-level operations. The whole-of-government is poorly integrated too, in-
cluding the Departments of Defense, State, Homeland Security, the FBI, and the In-
telligence Community.

Similar problems affect our interagency posture: we are very poorly integrated
across DOD, State, the IC, Homeland Security, and the FBI, to detect, counter, and
hopefully in the future deter Russian aggression.

This brings me to the second major aspect of this problem that we need to talk
about today—deterring information operations and cyberattacks conducted against
us, especially our critical infrastructure. The Defense Science Board Task Force on
Cyber Deterrence has urged us to develop and as necessary conduct information op-
erations that are specifically designed to threaten the things that the leaders of ad-
versaries value most highly. In the case of Russia, that might be the illicitly ob-
tained wealth of the ruling elite, and the means by which they maintain power.

I would like our witnesses’ opinions about these issues and the role that Cyber
Command could or should play in developing and executing these operations.

Thank you Mr. Chairman.

Senator ROUNDS. Very good. Thank you, Senator.



4

Why do we not just begin with opening statements, Vice Admiral
Lytle?

STATEMENT OF VICE ADMIRAL MARSHALL B. LYTLE III, USCG,
DIRECTOR, COMMAND, CONTROL, COMMUNICATIONS AND
COMPUTERS/CYBER AND CHIEF INFORMATION OFFICER,
JOINT STAFF, J-6

VADM LYTLE. Good afternoon, Chairman Rounds. Thank you for
inviting us to talk about the Joint Force’s efforts in cyberspace.
Vice Admiral Gilday, Lieutenant General Nakasone, Major General
Weggeman, Major General Reynolds, and I share your keen inter-
est in this topic.

I will focus my remarks on three primary missions in cyberspace
and describe the current approach to strengthen cyber warfighting
capabilities of the Joint Force.

The Joint Force executes the Department of Defense’s three pri-
mary cyber missions in support of the national defense strategy:
defend the DODIN [Department of Defense Information Network],
defend the Nation, and provide integrated cyber capabilities in sup-
port of the combatant commands.

Joint Force’s first mission is to defend the Department’s net-
works, systems, and information. The Joint Force must be able to
secure its networks against attack and recover quickly if security
measures fail. If our DOD [Department of Defense] systems are not
usable, our greater defense capability will be diminished.

Second, the Joint Force must be prepared to defend the United
States and its interests against cyber attacks of significant con-
sequence when directed by the President. This mission may be per-
formed for significant cyber events that include loss of life, signifi-
cant damage to property, severe adverse United States foreign pol-
icy consequences, or serious economic impact on the United States.

Third, when directed by the President or the Secretary of De-
fense, the Joint Force must provide integrated cyber capabilities to
support military operations and contingency plans. These activities
are conducted by U.S. Cyber Command according to priorities set
within the globally integrated combatant command plans and in di-
rect coordination with other U.S. Government agencies. These ac-
tivities may include actions to disrupt adversary networks or infra-
structure and prevent use of force against U.S. interests.

These primary missions are underpinned by three main cyber-
space capability elements used to enable combatant commands’
ability to execute their operational plans. These elements are de-
fensible cyber terrain, cyber defenses, and the cyber forces. To-
gether, these elements factor heavily into our ability to prevail
against determined and capable nation-state actors.

Information about offensive forces and capabilities is classified,
but please understand that these offensive components are impor-
t?fr‘lt and are coupled with our defensive capabilities for maximum
effect.

The first element of the Department’s cyberspace capabilities is
defensible cyber terrain. Cyberspace is a manmade domain and re-
quires common standards to achieve defensible, effective, and effi-
cient operations. The Joint Information Environment Initiative pro-
vides these common standards for the protection of all network sys-
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tems. Over the past years, the Department made significant gains
in hardening our systems focused under the Department of Defense
Cybersecurity Scorecard effort, and we have increased endpoint se-
curity and access control. We must continue to train all of our per-
sonnel across the DOD until they have a working knowledge of cy-
bersecurity practices and hold leaders accountable for instilling
that culture of cybersecurity discipline.

The second capability element dedicated to cyber defenses are
arrayed in a defense in-depth posture with a focused level of tiered
defenses. These defenses are broken into three tiers. Tier-1 is the
Department’s outer boundary of Internet access points defense
suites. Tier-2 is the Joint Regional Security Stacks, and Tier-3 con-
sists of endpoint security systems like host-based security systems
on work stations. These tiered defenses comprise our primary de-
fense against external threats in cyberspace and will be increas-
ingly reliant on automation to manage the threats.

The final element, cyber forces, are categorized in two ways. The
first are our fixed force defenders. Those are the people that oper-
ate and protect assigned network enclaves and associated systems.
They are comprised of military cyber units that form the backbone
of secure network operations, including service and agency network
operations in security centers, cybersecurity service providers, and
cyber incident responders.

The other and more often discussed category of forces, the Cyber
Mission Force, is the Joint Forces maneuver force in cyberspace.
The CMF [Cyber Mission Force] is composed of 133 teams with ob-
jectives that directly align to the Department’s three cyber mis-
sions and are directed by U.S. Cyber Command and its subordinate
headquarters.

The Cyber Mission Force, all 133 teams, met their initial oper-
ating capability milestone in October 2016. All teams are also on
track to meet their full operating capability in 2018, October. More
than half the teams have already met their full operating capa-
bility milestone, and all of the teams are actively performing mis-
sions defending U.S. networks, defending DOD U.S. networks, pro-
tecting weapons platforms, and defending critical infrastructure.

Despite these successes, there are still significant readiness chal-
lenges that impact the cyber force. The Joint Force completed a
Cyber Mission Force training transition plan in January of this
year. The plan introduced the federated joint training model and
addresses the Cyber Mission Force Active and a Reserve compo-
nent training demand. Through the institution of joint training
standards and standardized readiness reporting, the Joint Force is
beginning to identify trends that will help us better shape service
policy and resourcing requirements for the future. Each service is
working their unique cyber manpower challenges as part of their
man, train, and equip responsibilities. They have learned and
adapted over the past years instituting a number of changes to en-
sure the success of the Cyber Mission Force and its associated
cyber tactical mission headquarters. You will hear more from my
colleagues on all of their efforts.

Equally important to manning and training, equipping the Cyber
Mission Force is evolving from the service platforms currently em-
ployed by cyber operators to a standardized joint capability that en-
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ables the force effectively and efficiently while integrating into ex-
isting planning and force development constructs. The framework
for equipping the Cyber Mission Force for both defensive and offen-
sive missions is built upon a family of interoperable systems from
which the Cyber Mission Force can operate and synchronize oper-
ations. Prototyping and analysis of alternatives is underway to de-
termine the best composition of these systems under the unified
platform of effort led by the United States Air Force.

As the Cyber Mission Force continues to grow and mature, so
does the need to command and control and integrate the global ef-
forts of this complex and geographically dispersed warfighting ca-
pability. The Joint Staff recently published a revised command and
control model that streamlines the command relationships and syn-
chronizes actions in support of the combatant command campaigns.
The Office of the Secretary of Defense is currently working with
the services to lay in resourcing ramps over the FYDP [Future
Years Defense Program] for the needed manpower and O&M [Op-
erations and Maintenance] costs for this C2 model.

Thank you, Mr. Chairman and Members of the committee, for
the opportunity to be here. I am grateful for the committee’s inter-
est and your support of our men and women in uniform.

[The prepared statement of Vice Admiral Lytle follows:]

PREPARED STATEMENT BY VICE ADMIRAL MARSHALL LYTLE
INTRODUCTION

Chairman Rounds, Ranking Member Nelson, and Members of the Subcommittee,
thank you for inviting us to discuss the Joint Force’s efforts in cyberspace. I appre-
ciate the opportunity to explain the progress made to improve America’s cyber de-
fense posture.

I will focus my comments on three primary missions in cyberspace and describe
the current approach to strengthening the cyber warfighting capabilities of the Joint
Force. Toward that end, I will describe the state of our ongoing efforts to man, train,
and equip the Cyber Mission Force, as well as the Joint organizations needed to
Command and Control them. Finally, while I cannot discuss particulars in an un-
classified statement, I will broadly describe the cyber capabilities needed to support
both offensive and defensive teams.

JOINT STAFF ROLE

As part of my duties as the Director for Command, Control, Communications and
Computers/Cyber, I work with our Joint Staff Operations, Planning and Resourcing
leaders to integrate strategic cyberspace matters, including synchronization with na-
tional strategies, readiness tracking of joint cyber forces, and development of capa-
bilities and concepts to support the Chairman’s decision making. We work closely
with the Principal Cyber Advisor, the Office of the Secretary of Defense staff and
the Services to assess, address and advocate for the Combatant Commands’ cyber
mission requirements and priorities in support of the National Defense Strategy.

PRIMARY MISSIONS IN CYBERSPACE

The Joint Force executes the Defense Department’s three primary cyber missions
in support of the National Defense Strategy. The Joint Force defends the Depart-
ment’s networks, systems, and information. The United States military’s depend-
ence on cyberspace for operations led the Secretary of Defense in 2011 to declare
cyberspace an operational domain for purposes of organizing, training, and equip-
ping United States military forces. The Joint Force must be able to secure networks
against attack and recover quickly if security measures fail. To this end, network
defense operations are conducted on an ongoing basis to securely operate the De-
partment of Defense Information Networks. When indications of hostile activity are
detected within networks, the Joint Force has capabilities to react, recover and re-
turn the networks and systems to a secure posture. Accordingly, network defense
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operations on Department’s networks constitute the vast majority of the Joint
Force’s efforts in cyberspace.

In addition to protecting Defense Department networks, the Joint Force must be
prepared to defend the United States and its interests against cyberattacks of sig-
nificant consequence when directed by the President or his national security team.
This second cyber mission is performed on a case-bycase for significant cyber events
that may include loss of life, significant damage to property, serious adverse United
States foreign policy consequences, or serious economic impact on the United States.

Third, when directed by the President or the Secretary of Defense, the Joint Force
must provide integrated cyber capabilities to support military operations and contin-
gency plans. Examples include cyber operations that disrupt and adversary’s mili-
tary related networks or infrastructure in order to terminate an ongoing conflict on
United States terms, or to disrupt an adversary’s military systems to prevent the
use of force against United States interests. United States Cyber Command, in co-
ordination with other United States Government agencies, may be directed to con-
duct cyber operations to deter or defeat strategic threats in other domains. These
primary missions are underpinned by three main cyberspace capability elements
used to assess Combatant Commands’ ability to execute their operational plans.

ELEMENTS OF CYBERSPACE CAPABILITY

This statement will not include information about offensive force or capability due
to its classification, however, offensive components are important and are coupled
with our defensive forces and capabilities to achieve maximum effects.

Cyber forces, cyber defenses and defensible cyber terrain are the three main ele-
ments that determine the Joint Force’s our ability to achieve the primary cyber mis-
sions. Together, these elements factor into our ability to prevail against determined
and capable nation-state cyber threat actors.

Of the cyber forces, the first line of defense—“fixed force defenders”—that operate
and defend assigned network enclaves and associated defenses. Sometimes referred
to as “cyber enterprise defense forces”, they are composed of military cyber units
that form the backbone of secure network operations. They include Service and
Agency Network Operations and Security Centers, Cyber Security Service Providers,
and Cyber Incident Response Teams, among others.

The Cyber Mission Force (CMF) is the Joint Force’s “maneuver force” in cyber-
space. The CMF is composed of 133 teams with objectives that directly align to the
Department’s three cyber missions. These tactical teams are command and con-
trolled by a planning and execution structure led by United States Cyber Command
through its subordinate Joint Force Headquarters.

The second capability element, dedicated cyber defenses, are arrayed in a defense-
in-depth posture with a focused level of tiered defenses including the Department’s
Internet Access Point defense suites, the Joint Regional Security Stacks, and Service
and Agency network security boundaries at the organizational and installation lev-
els. These tiered defenses comprise our primary defense against external threats in
cyberspace.

The final main element of the Department’s cyberspace capabilities is defensible
cyber terrain. The nature of cyberspace means that individual enduser machines are
directly susceptible to compromise, and that a single compromise can quickly pro-
liferate laterally to other machines. This inside threat coupled with the human fac-
tor introduced by users necessitates the protection of all networked systems to a
specified minimum level of cybersecurity. Over the past year, the Department made
significant gains in hardening our systems under the Department Cybersecurity
Scorecard effort. Coupled with increased end point security, we must continue to
train all personnel until they have a working knowledge of cybersecurity practices,
and hold leaders accountable for instilling a culture of cybersecurity discipline.

Further improving the defensibility of cyber terrain involves systematically identi-
fying “Mission Relevant Cyberspace Terrain” and obtaining situational awareness of
that terrain in support of critical missions. Executing the DOD Cyber Strategy line
of effort on mission assurance, the Joint Staff led a Department-wide initiative to
bring together expert planners from the cyber defense and mission assurance com-
munities to forge and codify a new approach to identifying the key cyber terrain
that underpins the Joint Force’s critical missions. This approach was vetted and re-
fined during exercises. A formal Planning Order was sent out to all Combatant
Commands last month toward that end, the culmination of 18 months of effort.

As the senior Joint Staff cyber leader, my main focus is on the manning, training
and equipping of the cyber force. The remainder of my statement will focus on the
successes and unique challenges faced in building and maintaining the world’s pre-
miere cyber force.
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CYBER FORCES

The Joint Force’s ability to man the cyber force is predicated on the assumption
that the force is a net exporter of cyber talent. Much like pilots, air traffic control-
lers and other highly technical military specialties, the Joint Force does not compete
with industry, but rather is focused on building training programs and strategies
to grow talent, leverage Reserve Component expertise, and retain adequate numbers
of seasoned cyber operators to meet the growing demands in cyberspace. By anchor-
ing our personnel strategies in net production vice competition, in addition to
leveraging direct hires and native talent, we will be better able to produce adequate
numbers of cyber experts while enhancing the collective cyber defense posture of our
Nation.

Developing a training program for cyber operators resembles the challenge faced
in training pilots and aircrew to operate the world’s most advanced aircraft, main-
taining their skills on the latest aircraft systems, and sustaining their numbers to
ensure a constant sufficiency of motivated and technically excellent personnel. Cre-
ating a “pipeline” in the United States military’s air components took many years.
I am unsurprised by the challenges encountered while constructing the training and
personnel pipeline for the Cyber Mission Force.

The Joint Force completed the Cyber Mission Force Training Transition Plan in
January of this year. The plan introduced a joint training model and addresses the
Cyber Mission Force Reserve Component training demand. As part of this effort a
training funding shortfall was identified, and the Joint Staff is working with the Of-
fice of the Secretary of Defense to mitigate this shortfall.

The make-up of the cyber force is unique in warfighting because one-third of its
composition is civilian. This poses a unique recruiting and retention challenge. We
appreciate the committee’s focus on this unique challenge and Congress’ efforts to
improve our ability to address this issue with section 1107 of the fiscal year 2016
National Defense Authorization Act. The Department of Defense Chief Information
Officer’s office is pursuing a permanent fix via the implementation of the Depart-
ment’s Cyber Excepted Service program.

Equally important to manning and training the Cyber Mission Force is evolving
from the narrowly focused Service platforms employed by cyber operators to a
standardized joint capability that equips the force effectively and efficiently with in-
tegration into existing planning and force development constructs. The framework
for equipping the Cyber Mission Force for both defensive and offensive missions is
built upon a family of interoperable systems from which the Cyber Mission Force
can operate and synchronize operations. The Joint Force is conducting an Analysis
of Alternatives to determine how best to equip the Cyber Mission Force with title
10 mission platforms.

The Cyber Mission Force—all 133 teams—met their Initial Operating Capability
milestone in October 2016. All teams are also on track to meet their Full Operating
Capability milestone by October 2018. More than half of the teams have already
met their Full Operating Capability milestone and all 133 teams are actively per-
forming their assigned missions defending DOD networks, protecting weapons plat-
forms, and defending critical infrastructure. Despite these successes, there are still
significant readiness challenges that impact the cyber force. Joint training stand-
ards have been published and instituted standardized readiness reporting in the De-
fense Readiness Reporting System in order to track and address these challenges.
This nascent tracking capability is beginning to identify trends that will help us bet-
ter shape Service policy and resourcing requirements in the future.

Each Service is working their unique cyber manpower challenges as part of their
man, train and equip responsibilities. They have learned and adapted over the past
four years, instituting a number of personnel policy changes to ensure the success
of the Cyber Mission Force and its associated cyber tactical headquarters. For exam-
ple, all of the Services are leveraging their Reserve Components to augment Cyber
Mission Force teams, either in whole or in part, while adding Federal, state and
local cyber surge capacity allowing the nation to collectively respond to major threat
activity in cyber.

The Navy and Marine Corps continue to utilize individual augmentees to fill gaps
in their Active Duty Cyber Mission Force teams and are looking at other ways to
utilize their Reserve Components to address critical skillsets and shortages. Also,
the Air Force utilizes its Reserve component to present three three full teams to the
Cyber Mission Force as part of their total force contribution. Behind these 3 “full-
time equivalent” teams are 15 rotating reserve teams comprised of Air Force Re-
serve and Air National Guard members that provide 12 teams of surge capacity in
addition to the 3 full time teams required by United States Cyber Command. Fi-
nally, the Army Reserve Component began building an additional 21 teams to aug-



9

ment the original 133 Cyber Mission Force teams as well. Once fully built, the Re-
serve component will be providing approximately a fifth of the total Cyber Mission
Force surge capacity of 166 teams. The build and training plan for these additional
Reserve Component forces is included in the Cyber Mission Force Training Transi-
tion Plan referenced earlier should you wish further details.

The Cyber Mission Force continues to grow and mature, as does the increasing
need to Command and Control and synchronize the global efforts of this complex
and geographically dispersed warfighting capability. The Joint Staff recently com-
pleted a revised Command and Control model that streamlines the command rela-
tionships and synchronizes actions in support of Combatant Command campaigns.
This model, coupled with manpower assessments performed by a team of joint man-
power experts last summer and fall, informed a Joint Manpower Validation effort
completed last month. The Department is currently working with the Services to re-
view resourcing requirements for the future.

CONCLUSION

Thank you again, Mr. Chairman, Ranking Member Nelson, and Members of the
Committee for the opportunity to provide this statement. I am grateful for the Com-
mittee’s oversight and your support for our men and woman in uniform.

Senator ROUNDS. Thank you, sir.
Vice Admiral Gilday?

STATEMENT OF VICE ADMIRAL MICHAEL M. GILDAY, USN,
COMMANDER, UNITED STATES FLEET CYBER COMMAND
AND COMMANDER, UNITED STATES TENTH FLEET

VADM GILDAY. Chairman Rounds, Senator McCaskill, good
afternoon.

On behalf of the more than 16,000 sailors and civilians of Fleet
Cyber Command, thank you for the opportunity to appear before
the subcommittee today.

I also want to thank you for your leadership in helping keep our
Nation secure, particularly in the complex domain of cyberspace.

It has been my privilege to command Fleet Cyber Command for
the last 10 months. Based at Fort Meade, Fleet Cyber is the oper-
ational headquarters for a globally deployed cyber force responsible
for operating and defending Navy networks, operating our global
telecommunications architecture, including satellites, and providing
cryptology, signals intelligence, space, and cyber warfighting capa-
bilities to support fleet and combatant commanders.

These are distinct but overlapping mission sets, and I wear three
hats as the Navy cyber component to U.S. Cyber Command for
cyberspace operations, NSA [National Security Agency] for
cryptologic operations, and U.S. Strategic Command for space
operations.

We are also designated as a Joint Force Headquarters-Cyber sup-
porting both U.S. Pacific Command and U.S. Southern Command.
In addition to our Cyber Mission Force teams, we ensure full-spec-
trum cyber operations are considered within the joint planning
environment.

In the maritime environment in which the Navy operates, it has
become increasingly more complex, and this is due in no small part
to the advancement and reliance on information technology that is
tightly interwoven within the cyber domain. This growing integra-
tion of cyber into joint operations, as well as the rise in threats
against our systems, are two trends that show no signs of slowing.

On those two points, the increased tempo in cyber operations and
the upward trend in malicious cyber activity, we view our
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warfighting capability through a systems of systems approach fo-
cusing on people, processes, and technology. Our investments in
people, processes, and technology, as well as our operational focus,
has been guided by three goals: first, to operate our Navy networks
as warfighting platforms; second, to deliver effects through cyber-
space; and third, to field and sustain Navy’s portion of the Cyber
Mission Force. As of today, we have 27 teams at full operational
capability, and I expect all of our teams to meet FOC before the
October 2018 deadline.

Lastly, I still believe we have much room to grow. In particular,
we will continue to benefit from maturing partnerships with the
U.S. Military Services and our allies, U.S. Government agencies,
academia, and importantly, industry. Greater cooperation through
information sharing, whether it is on common threats, new tech-
nologies, or best practices, is critically important in this shared do-
main.

Thank you again, Mr. Chairman. I look forward to taking your
questions particularly, as you pointed out, those issues associated
with recruiting, retaining, and sustaining our cyber force.

[The prepared statement of Vice Admiral Gilday follows:]

PREPARED STATEMENT BY VICE ADMIRAL MICHAEL M. GILDAY

Chairman Rounds, Ranking Member Nelson and distinguished Members of the
Subcommittee, thank you for your continued support of the men and women of U.S.
Fleet Cyber Command, the U.S. Tenth Fleet, and the United States Navy. It is a
privilege to represent those outstanding sailors and civilians who comprise our Fleet
Cyber/Tenth Fleet team, and I appreciate this opportunity to update you on how our
Navy’s cyberspace operations are evolving to remain competitive in a changing stra-
tegic environment.

U.S. Fleet Cyber Command reports directly to the Chief of Naval Operations as
an Echelon II command and is responsible for operating and securing Navy Enter-
prise networks, defending all Navy networks, operating our global telecommuni-
cations architecture, and providing Cryptology, Signals Intelligence (SIGINT), Infor-
mation Operations, Electronic Warfare, Cyber, and Space warfighting capabilities to
support fleet commanders and combatant commanders. With distinct, but overlap-
ping mission sets, U.S. Fleet Cyber Command serves as the Navy Component Com-
mand to U.S. Cyber Command for cyberspace operations, the Navy’s Service
Cryptologic Component Commander under the National Security Agency/Central Se-
curity Service and the Navy’s component for space under U.S. Strategic Command.

Headquartered in Fort Meade, MD, U.S. Fleet Cyber Command exercises oper-
ational control of globally-deployed forces through a task force structure aligned to
the U.S. Tenth Fleet. U.S. Fleet Cyber Command is also designated as the Joint
Force Headquarters-Cyber aligned to U.S. Pacific Command and U.S. Southern
Command for the development, oversight, planning and command and control of full
spectrum cyberspace operations for assigned Cyber Mission Force teams.

U.S. Fleet Cyber Command’s operational force comprises nearly 16,500 Active
Duty and Reserve component sailors and civilians organized into 24 Active com-
mands and 32 Reserve commands around the globe. The commands are operation-
ally organized into a Tenth Fleet-subordinate task force structure for execution of
operational mission. More than 35 percent of U.S. Fleet Cyber Command’s oper-
ational forces are directly aligned to execute our cyberspace operations missions.

In the two years since my predecessor VADM Jan Tighe last testified before the
Emerging Threats Subcommittee in April 2015, we developed and released our Stra-
tegic Plan 2015-2020. This plan charts our course to deliver on our responsibilities
by leveraging our strengths and shrinking the Navy’s vulnerabilities to a cyber ad-
versary, which I detail throughout this statement. Across the wide-ranging respon-
sibilities, we identified 5 strategic goals:

1. Operate the Network as a Warfighting Platform: Defend Navy networks, com-
munications and space systems, ensure availability and, when necessary, fight
through them to achieve operational objectives.
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2. Conduct Tailored Signals Intelligence: Meet the evolving SIGINT needs of
Navy commands, including intelligence support to cyber.

3. Deliver Warfighting Effects Through Cyberspace: Advance our effects delivery
capabilities to support a full spectrum of operations, including cyber, electro-
magnetic maneuver, and information operations.

4. Create Shared Cyber Situational Awareness: Create a shareable cyber common
operating picture that evolves to full, immediate awareness of our network and
everything that happens on it.

5. Establish and mature Navy’s Cyber Mission Forces: Stand up 40 highly expert
Cyber Mission Teams and plan for the sustainability of these teams over time.

Since that time, we, as a command, along with our fellow Service Components,
U.S. Cyber Command, and the Department of Defense (DOD), have continued devel-
oping organizationally, as well as evolving cyberspace capabilities and capacity. I
thank you for opportunity to discuss the Navy’s progress in cyberspace, where we
have made much progress and are moving out smartly on the course ahead.

Operate the Network as a Warfighting Platform

We operate in an increasingly competitive environment where information is the
fuel of decision making and protecting that information and our mechanisms for As-
sured Command and Control (C2) are critical to successful maritime operations.
Loss of this information not only degrades our confidence and effectiveness of our
C2, it also leads to loss of intellectual property and dulls our competitive edge. The
margins of victory are razor thin, and we cannot afford to lose a step. To help en-
sure we retain our competitive edge, the forces of Fleet Cyber Command and the
Tenth Fleet are highly integrated with our Navy’s regional fleet commanders they
support and are fully integrated to current and future Fleet operations so we may
flex and adjust our cyberspace capabilities to maximize success of any assigned mis-
sion. Our leadership is fully supportive of U.S. Fleet Forces Command and U.S. Pa-
cific Fleet’s focus on distributed maritime operations and Fleet-centric warfighting.

U.S. Fleet Cyber Command directs operations to secure, operate, and defend Navy
networks within the Department of Defense Information Networks (DODIN). I can
most succinctly capture our approach to cybersecurity by stating the Navy operates
is networks as a warfighting platform. This concept has many facets, including as
a warfighting platform it must be aggressively defended from intrusion, exploitation
and attack. As a warfighting platform, the network must be agile and resilient and
responsive to the C2, intelligence, logistics, and combat support functions that de-
pend upon it. As a warfighting platform, it must be capable of and available to de-
liver warfighting effects in support of combatant commander operational priorities.

The Navy Networking Environment currently consists of more than 500,000 end
user devices; an estimated 75,000 network devices (e.g., servers, domain controllers);
and approximately 45,000 applications and systems across three security enclaves.
Reflective of the larger culture, the demand for interconnectedness continues to
grow and cybersecurity solutions must keep pace.

Today’s Navy’s Enterprise Networks have benefited greatly from the nearly 1 bil-
lion dollar executed and proposed investments (through fiscal year 2020) that reduce
the risk of successful cyberspace operations against the Navy Networking Environ-
ment.

The Navy took such aggressive actions implementing lessons learned during Oper-
ation Rolling Tide, during which U.S. Fleet Cyber Command fought through an ad-
versary intrusion into the Navy’s unclassified network. Some of our best invest-
ments have not only been in technology, but in the development of policies and Tac-
tics, Techniques and Procedures. This investment of time and focus enabled signifi-
cantly increased visibility into and more importantly increased awareness of the
state of Navy’s Enterprise Networks.

It was through the lens of our post-Operation Rolling Tide efforts that the Navy
identified where immediate infusion of defensive network capabilities was most crit-
ical a(rild where accelerated modernization of network infrastructure was most war-
ranted.

Reducing the network intrusion attack surface

Opportunities for malicious actors to gain access to our networks come from a va-
riety of sources such as known and zero-day cyber security vulnerabilities, poor user
behaviors, and supply chain anomalies. Operationally, we think of these opportuni-
ties in terms of the network intrusion attack surface presented to malicious cyber
actors. The greater the size of the attack surface, the greater the risk to the Navy
mission. The attack surface grows larger with aging operating systems and when
security patches to known vulnerabilities are not rapidly deployed across our net-
works, systems, and applications. The attack surface also grows larger when net-
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work users, unaware of the ramifications of their on-line behavior exercise poor
cyber hygiene and unwittingly succumb to spear phishing emails that link and
download malicious software, or use peer-to-peer file sharing software that intro-
duces malware to our networks, or simply plug their personal electronic device into
a computer to recharge it.

The Navy is taking positive steps in each of these areas to reduce the network
intrusion attack surface including enhanced cyber awareness training for all hands,
enhancements to how we monitor our networks for compliance and vulnerabilities,
and improving the process on how we inspect the cyber readiness of our networks.
Furthermore, we are bolstering our ability to manage cyber security risks in our
networks through our certification and accreditation process, and through working
with industry partners and academia on ways to utilize data analytics, machine
learning, and other automation technologies. Additionally, the Navy is reducing the
attack surface with significant investments and consolidation of our ashore and
afloat networks with modernization upgrades:

The Navy’s Next Generation Enterprise Network-Recompete (NGEN-R) is an evo-
lution building on the successes of the current contract. Incorporating lessons-
learned from Operation Rolling Tide, a large-scale network maneuver and operation
to eradicate and adversary from the Navy’s unclassified network, and combining our
overseas networks into the Navy Marines Corps Intranet (NMCI), will offer im-
proved situational awareness, ability to C2, operate and defend the network. Ex-
tending our CONUS NMCI to our OCONUS Network (ONE-Net) will leverage the
operational and security capabilities of the NMCI and the unique requirements of
our overseas warfighters, reducing the network attack surfaces. The improved situa-
tional awareness capability in NGEN-R will provide our headquarters and network
defense subordinate forces the ability to make better informed network operational
decisions, improving our network response actions, reducing the network intrusion
attack surface and decreasing response time.

Often times, people are viewed as the largest vulnerability in this equation—Dby
that same logic, we believe our people, each and every person touching a keyboard,
can make the network stronger. In addition to cyber awareness training for all
hands, we are working closely with U.S. Cyber Command to develop an innovative
and robust persistent training environment for our network defenders. We are also
working closely with the U.S. Naval Academy, the Naval Postgraduate School, and
the U.S. Naval War College on ways to increase the relevance and currency of their
cybersecurity and cyberspace operations education programs and initiatives.

Enhance our Defense in Depth Operations

The Navy is working closely with U.S. Cyber Command, NSA/CSS, our Cyber
Service counterparts, DISA, Inter-Agency partners, and commercial cyber security
providers to enhance our cyber defensive capabilities through layered sensors and
countermeasures from the interface with the public internet down to the individual
computers that make up the Navy Networking Environment. We configure these de-
fenses by leveraging all source intelligence and industry cyber security products
combined with knowledge gained from analysis of our own network sensor data. As
information sharing improves, so does mutual defense.

We cannot and will not assure our mission in this domain alone. We operate in
and around an infrastructure that is largely commercially owned. The rise of dual-
use technology has created vulnerabilities, but should just as well be leveraged for
opportunity. Many of our challenges are not unique to the .mil domain. We fend off
the same spectrum of adversaries, who are using the same playbooks against .govs
and .coms. We work to plug and patch the same legacy networks. Industry is and
will remain a critical mission partner through both technology development and re-
sponsible information sharing.

We are also piloting and deploying new sensor capabilities to improve our ability
to detect adversary activity as early as possible. This includes increasing the diver-
sity of sensors on our networks, moving beyond strictly signature-based capabilities
to behavioral sensing, and improving our ability to detect new and unknown
malware. We also have the need to be able to analyze this sensor data at “machine
speed,” and are working with partners to investigate ways to utilize emerging data
sciences technologies to help with the analysis of our networks.

I firmly believe the future lies in automation and machine learning for defense.
Not only does this change the dynamic of speed and scale, but it allows us to use
our people where they are most needed.

As my predecessor noted in her 2015 testimony, the Navy continues to support
the spirit and intent of the Joint Information Environment (JIE), including the im-
plementation of a single security architecture (SSA) that begins with the Joint Re-
gional Security Stacks. The Navy and Marine Corps Intranet is our primary onramp
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into JIE, including incorporating JIE technical standards into the acquisition of the
Navy Enterprise Networks as those standards are defined. In parallel, the Navy is
setting internal technical standards for implementation of a Defense in Depth func-
tional architecture across all our systems commands and networks, afloat and
ashore—from standard desktop services to combat and industrial control systems.
Additionally, the Navy is transitioning along with the rest of DOD to the Risk Man-
agement Framework, which is drawn from a solid basis using National Institute of
Standards and Technology practices. Most importantly, we are integrating ways to
better understand operational cybersecurity risk and defensive posture throughout
an information system’s life cycle. Operations in cyberspace are highly dynamic—
we can only achieve a truly defensible architecture by investing in automation of
the collection, integration, and presentation of data. This continuous monitoring is
critical to our understanding of how consistently our systems are properly config-
ured in accordance with standards. Only then can operational commanders make
cyli)er maneuver decisions with confidence that they will deliver the intended re-
sults.

Together, these actions will help us to truly build cybersecurity and resilience in
at the beginning of system development and avoid the pitfalls associated with trying
to bolt it on at the end.

The Joint Information Environment’s Joint Regional Security Stacks will become
part of our future defense in depth capabilities. As described above, the Navy has
already consolidated our networks behind defensive sensors and countermeasures.
We expect that Joint Regional Security Stacks (JRSS) v2.0 will be the first incre-
ment connected to the Navy Enterprise Networks. Accordingly, the Department of
Navy is planning to consolidate under JRSS 2.0 as part of the technical refresh cycle
for NMCI when JRSS meets or exceeds existing Navy capabilities. Integrating the
Navy Enterprise Network with the Joint Information Environment’s Joint Regional
Security Stacks will allow shared visibility into the boundary capabilities for Navy
and DOD integrated DODIN.

For our part, U.S. Fleet Cyber Command is operationally focused on continuously
improving the Navy’s cyber security posture by reducing the network intrusion at-
tack surface, implementing and operating layered defense in depth capabilities, and
expanding the Navy’s cyberspace situational awareness.

Create Cyber Situational Awareness

Just like any other domain, success in cyberspace requires awareness of both our-
selves and our enemies: it requires that we constantly monitor and analyze Navy
platforms within both the classic maritime system and global information system.
To succeed, we must understand both side’s vulnerabilities and the potential con-
sequences within both systems. To that end, we work to mature our abilities to de-
tect, analyze, report, and take action in and through our Networks. The Navy has
started down the acquisition path to expand our Navy Cyber Situational Awareness
(NCSA) capabilities with a more robust, globally populated and mission-tailorable
cyber common operating picture (COP). Additionally, we are working with our
SPAWAR and NAVSEA acquisition partners to improve the network sensor infor-
mation we can collect across our platforms into a single dedicated big data analytics
platform that will bring with it a new level of fidelity and agility to our warfighting.
This data strategy will enable us to work seamlessly with all DOD network oper-
ations and maritime operations data. The SHARKCAGE platform will allow for bet-
ter overall situational awareness and improved speed of response to the most dan-
gerous malicious activity by leveraging the power of machine learning and artificial
intelligence to harness existing knowledge more rapidly. Building cyber situational
awareness from the maritime tactical edge back, will bring with it a superior Joint
warfighting force that will be capable of maneuvering through the electromagnetic
spectrum and fight resiliently in the age of informationalized warfare.

U.S. FLEET CYBER COMMAND OPERATIONAL FORCES

Status of the Cyber Mission Force

The Cyber Mission Force is designed to accomplish three primary missions: Na-
tional Mission Teams will defend the nation against national level threats, Combat
Mission Teams to support combatant commander priorities and missions, and Cyber
Protection Teams to defend Department of Defense information networks and im-
prove network security.

Navy and other cyber service components are building these teams for U.S. Cyber
Command by manning, training, and certifying them to the U.S. Cyber Command
standards. Navy teams are organized into existing U.S. Fleet Cyber Command oper-
ational commands at cryptologic centers, fleet concentration areas, and Fort Meade,
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depending upon their specific mission. Navy is responsible for sourcing four Na-
tional Mission Teams, eight Combat Mission Teams, and 20 Cyber Protection Teams
as well as their supporting teams consisting of three National Support Teams and
five Combat Support Teams.

The Navy is currently on track to have full operational capability for all 40 Navy-
sourced Cyber Mission Force Teams in 2018. As of 1 April 2017, we had 26 teams
at final operating capability. We are in the process of manning, training, and equip-
ping our teams to be FOC ahead to the October 2018 deadline. Additionally, by Oc-
tober 1st of this year, 298 cyber reserve billets will augment the Cyber Force man-
ning plan.

Over the past year, we have focused on the integration of our Fleet’s efforts, ca-
pacity and capabilities across the Navy and Joint force. In my role as the Joint
Force Headquarters-Cyber commander aligned to U.S. Pacific Command this was an
area where organizationally we have recently made progress. As a JFHQ-C Com-
mander, I required an extension of my staff at PACOM to integrate cyberspace plan-
ning and force employment into Geographic Combatant Command operations along-
side forces from other domains. So in February of this year, I organized my Cyber
Mission Force teams in Hawaii to form an interim Cyber Forward Element as a one-
stop-shop for full spectrum cyberspace operations in support of PACOM until perma-
nent manning is available to support the Geographic Combatant Command. This
Fleet Cyber Command-Forward Element is not a new command, but rather an ex-
tension of my staff to provide Offensive and Defensive Cyberspace planning to
PACOM on a permanent basis. Our planning with PACOM must be robust enough
to create cyber support plans that are integrated into their operational plans. This
required a staff that is fully embedded into the supported daily battle rhythm proc-
esses while relying upon reach back to, and support from, my main staff at the
Headquarters. This forward element has already improved relationship with
PACOM in the short time they have been established, and it allows me to have the
functionality and capacity I require to effectively C2 my operational Cyber Forces,
which include three USAF CMF teams and two US Army CMF teams, as well as
my Navy Cyber Mission Forces.

Reserve Cyber Mission Forces

Through ongoing mission analysis of the Navy Total Force Integration Strategy,
we developed a Reserve Cyber Mission Force Integration Strategy that leverages our
Reserve sailors’ military and civilian skills and expertise to maximize the Reserve
Component’s support to the full spectrum of cyber mission areas. Based on this mis-
sion analysis, we like other services see the maximum value from our Reserve ele-
ment within the high-priority Defensive Cyber Operations area. Accordingly the 298
Reserve billets, of which the final phase will come into service in October, are being
individually aligned to Active Duty Cyber Protection Teams and the Joint Force
Headquarters-Cyber. Each of these Navy-sourced teams will maximize its assigned
Reserve sailors’ particular expertise and skill sets to augment each team’s mission
capabilities, rather than as a one-for-one replacement of team workroles. In this
way, we can ensure access to the unique skillsets our Reserve sailors bring to the
fight, while at the same time building a cadre of highly trained personnel that can
be called on for surge efforts now and in the future.

As our Reserve Cyber billets are fully manned and these personnel trained over
the next few years, we will continue to assess our Reserve Cyber Mission Force Inte-
gration Strategy and adapt as necessary to develop and maintain an indispensably
viable and sustainable Navy Reserve Force contribution to the Cyber Mission Force.

Recruit and Retain

In fiscal year 2016, the Navy met officer and enlisted cyber accession goals, and
is on track to meet accession goals in fiscal year 2017. Currently authorized special
and incentive pays, such as the Enlistment Bonus, should provide adequate stim-
ulus to continue achieving enlisted accession mission, but the Navy will continue to
evaluate their effectiveness as the cyber mission grows.

Today, Navy Cyber Mission Force (CMF) enlisted ratings (CTI, CTN, CTR, IS, IT)
are meeting retention goals. Sailors in the most critical skill sets within each of
these ratings are eligible for Selective Reenlistment Bonus (SRB). SRB contributes
significantly to retaining our most talented sailors, but we must closely monitor its
effectiveness as the civilian job market continues to improve and the demand for
cyber professionals increases. Additionally, we have requested, and anticipate ap-
proval of Special Duty Assignment Pay (SDAP) for one of most critical skills sets,
¥$ntera$ctive On-Net Operators (IONs). SDAP would provide a monthly stipend of

200-$500.
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Cyber-related officer communities are also meeting retention goals. While both
Cryptologic Warfare (CW) and Information Professional (IP) communities experi-
enced growth associated with increased cyber missions, we are retaining Officers in
these communities at 93 percent overall. Both CW and IP are effectively-managing
growth through direct accessions and through the lateral transfer process, thereby
ensuring cyber-talented officers enter, and continue to serve.

With respect to the civilian workforce, we currently have 91 civilian positions
within the Cyber Mission Force. Forty-seven of these positions are filling various
workroles throughout the CMF and 44 are our Computer Scientists/Tool Developers.
Currently we have 27 of the 47 positions filled throughout CMF; are in the initial
recruitment phase for our 44 Tool Developers and have made 13 other selections to
date. We are aggressively hiring to our civilian authorizations consistent with our
operational needs and fully supported by the Navy’s priority to ensure health of the
cyber workforce. We have also initiated a pilot internship program with a local uni-
versity to recruit skilled civilian and military cyber workforce professionals. Navy
will measure the success of this approach as a potential model to harness the na-
tion’s emerging cyber talent. Our primary challenges in recruiting are the current
compensation allowable and competition with industry and other DOD entities.
With this in mind, we are now offering various incentives to potential candidates
which includes higher step (step 7) on the GS pay scale, 10 percent of salary as a
one-time recruitment incentive, 10 percent of salary for relocation expenses, and
several years of assistance in student loan payback (5K per year). Even with these
incentives, we are not competitive with industry or NSA.

As the economy continues to improve, we expect to see more challenges in recruit-
ing and retaining our cyber workforce.

Educate, Train, Maintain

To develop officers to succeed in the increasingly complex cyberspace environment,
the U.S. Naval Academy offers introductory cyber courses for all freshman and jun-
iors to baseline knowledge. Additionally, USNA began a Cyber Operations major in
the fall of 2013, and in 2016, 27 Midshipmen were the first to graduate with the
degree. This year, 46 Midshipmen will graduate with the degree and 72 have en-
tered the major. Furthermore, the Center for Cyber Security Studies harmonizes
cyber efforts across the Naval Academy.

Our Naval Reserve Officer Training Corps’ (NROTC) program maintains affili-
ations at 51 of the 180 National Security Agency (NSA) Centers of Academic Excel-
lence (CAE) at colleges around the country. Qualified and selected graduates can
commission as Cryptologic Warfare Officers, Information Professional Officers, or In-
telligence Officers within the Information Warfare Community.

For graduate-level education, the Naval Postgraduate School offers several out-
standing graduate degree programs that directly underpin cyberspace operations
and greatly contribute to the development of officers and select enlisted personnel
who have already earned a Bachelor’s Degree. These degree programs include Elec-
trical and Computer Engineering, Computer Science, Cyber Systems Operations,
Network Operations and Technology, and Applied Mathematics, Operations Anal-
ysis, and Defense Analysis. Naval War College is incorporating cyber into its stra-
tegic and operational level war courses, at both intermediate and senior graduate-
course levels. The College also integrates strategic cyber research into focused Infor-
mation Operations (I0)/Cybersecurity courses, hosts a Center for Cyber Conflict
Studies (C3S) to support wider cyber integration across the College, and has placed
special emphasis on Cyber in its war gaming role, including a whole-of-government
Cyber war game under Active consideration for this coming summer or fall.

With respect to training of the Cyber Mission Force, U.S. Cyber Command man-
dates Joint Cyberspace Training & Certification Standards, which encompass proce-
dures, guidelines, and qualifications for individual and collective training. U.S.
Cyber Command with the Service Cyber Components has identified the advanced
training required to fulfill specialized work-roles in the Cyber Mission Force. Most
of the training today is delivered by U.S. Cyber Command and the National Security
Agency in a federated but integrated approach that utilizes existing schoolhouses
and sharing of resources. The Navy is unified in efforts with the other Services to
build Joint Cyber training capability, leveraging Joint training opportunities, and
driving towards a common standard. These training events are not only aimed at
the individual sailors, but also provide operational team certifications and
sustainment training. Once certified, our team training is maintained throughout
the year via several key unit level exercise events which allow individuals and the
collective team to demonstrate required skills against simulated adversaries.
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Future Cyber Workforce Needs

The Navy’s operational need for a well-trained and motivated cyber workforce (Ac-
tive, Reserve and civilian) will continue to grow in the coming years as we build
out the balance of Cyber Mission Force.

We will depend upon commands across the Navy to recruit, train, educate, retain
and maintain this workforce including the Chief of Naval Personnel, Navy Recruit-
ing Command, Naval Education and Training Command and Navy’s Institutions of
Higher Education (United States Naval Academy, Naval Postgraduate School, and
Naval War College.) Additionally, the establishment of Naval Information Forces
(NAVIFOR) in 2014 as a type commander has made a significant impact in gener-
ating readiness for cyber mission requirements. NAVIFOR works closely with the
Man, Train, and Equip organizations across the Navy to ensure that U.S. Fleet
Cyber Command and other Information Warfare operational commands achieve
proper readiness to meet mission requirements. Navy is now enhancing the
NAVIFOR capability with the establishment of the Naval Information Warfare De-
velopment Command (NIWDC), newly established in 2017, to advance the maturing
of Information Warfare, including cyberspace operations, doctrine, training, Tactics,
Techniques & Procedures (TT&P).

Fleet Readiness

The Navy’s 2018 budget continues to prioritize readiness alongside the invest-
ments necessary to sustain an advantage in advanced technologies and weapons sys-
tems. Ensuring the cyber resiliency of networks is part of maintaining the readiness
of warfighting platforms.

The budget continues funding to train and equip Cyber Mission Forces, provides
investments in Science and Technology and information assurance activities to
strengthen our ability to defend the network. To maintain our advantage in ad-
vanced technologies and weapons, funding is provided for engineering to improve
control points and boundary defense across Hull, Machinery & Electrical, Naviga-
tion and Combat Control Systems and for Cyber Situational Awareness.

The Navy is requesting increased investment in Defensive Cyber Operations
forces ability to detect adversary activities and analyze cyber attacks against Mari-
time Cyber Key Terrain (CKT) and to integrate all-source intelligence and Navy
data to assess adversary capabilities. The goal of the investments are to improve
the Navy’s capacity to deliver to operational commanders, cyber situational aware-
ness at all layers of the IT infrastructure and provide a cyber common operational
picture (COP) at our Fleet Maritime Operations Centers.

Funding for training is necessary to ensure operator proficiency as Fleet systems
are modernized and become more complex. I believe the Navy’s ability to appro-
priately fund training of our operators in these new technologies will improve oper-
ational readiness.

Summary

Your Navy has recognized that we have not only witnessed a changing and evolv-
ing cast of competitors, but the very nature of our strategic environment has
changed. We are witnessing a return to great power competition. In the Chief of
Naval Operations’ Campaign Design for Maritime Superiority, he points to the rise
of the global information system and the rate of technological creation and adoption
as two of the dominant global forces shaping the maritime environment our Navy
must operate, and if called upon, fight in. Cyberspace will be a contested environ-
ment and we cannot take freedom of maneuver for granted. It is clear that our reli-
ance on our networks will not diminish as we push toward distributed maritime op-
erations.

U.S. Navy freedom of action in cyberspace is necessary for all missions that our
nation expects us to be capable of carrying out including winning wars, deterring
aggression and maintaining freedom of the seas.

There is no individual success, at least not in the long term. We will succeed by
leveraging our strengths and shrinking our vulnerabilities. Operational success will
be built upon a strong network of partners (DOD, Interagency, Industry and Aca-
demia), a resilient, defensible infrastructure, and complemented by our greatest re-
source and asymmetric advantage—our people.

Thank you again for this opportunity to update you on great work being done by
the men and women of Fleet Cyber Command, Tenth Fleet and the U.S. Navy. I
look forward to working closely with Members of the subcommittee on cybersecurity
and appreciate your support of these cyber investments included in the Navy’s 2018
budget request. I'm happy to take your questions.

Senator ROUNDS. Thank you, sir.
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Lieutenant General Nakasone?

STATEMENT OF LIEUTENANT GENERAL PAUL M. NAKASONE,
USA, COMMANDING GENERAL, UNITED STATES ARMY CYBER
COMMAND

LTG NAKASONE. Chairman Rounds, Senator McCaskill, good
afternoon. It is an honor to appear today on behalf of the men and
women of U.S. Army Cyber Command and alongside Vice Admiral
Lytle and my fellow service commanders.

My testimony today will focus on five different areas: first of all,
the Army’s progress in operations; its progress in readiness; its
progress in resourcing; its progress in training; and its progress in
partnering.

Three key priorities are guiding our operations.

First, we are aggressively operating and defending our networks,
data, and weapon systems through network hardening, moderniza-
tion, and Active defense of Army networks.

Second, we are delivering effects against our adversaries, as il-
lustrated by Joint Task Force Aries, which is contributing to the
success of coalition forces against ISIS [Islamic State of Iraq and
Syrial.

Third, we are designing, building, and delivering integrated ca-
pabilities for the future fight, focusing on defensive and offensive
cyberspace operations.

Supporting readiness, the Army is building 62 total force cyber
mission teams. The 41 Active component teams are built and sup-
porting real-world operations today. The Army’s Reserve compo-
nent is building 21 cyber protection teams, 11 in the Army Na-
tional Guard and 10 in the U.S. Army Reserve. The Army will inte-
grate the Reserve component teams into our Cyber Mission Force.

The Army has also made strides improving network readiness.
As the recent ransomware/malware incident has demonstrated, en-
suring the security of our network must remain our number one
priority requiring constant vigilance.

In the area of resources, the Army is implementing two talent
management initiatives: first, a direct commissioning program to
bring talented and experienced individuals on board at higher lev-
els of responsibility and pay; secondly, a civilian cyber effects ca-
reer program to unify multiple occupational specialties into one
cross-disciplinary model for training and management.

In regards to training, since September 2014, the Cyber Center
of Excellence has trained 1,500 soldiers. To ensure our teams are
trained to USCYBERCOM [U.S. Cyber Command] standards, we
will conduct approximately 80 collector training events and 48 in-
ternal mission rehearsals type training events during fiscal year
2017 to build proficiency and prepare teams for recertification, re-
validation, and mission support operations.

To support training, DOD designated the Army as the acquisition
authority for a joint cyber range, which will provide high quality
scenarios for individual and team and collective and mission re-
hearsal training for the joint cyber force.

Finally, partnerships are integral to our efforts. Army Cyber
Command leverages the private sector and academic partnerships
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under various DOD umbrella programs to collaborate across the cy-
bersecurity community.

Chairman Rounds, Ranking Member Nelson, Senators Fischer
and McCaskill, thank you very much today. Your Army teams are
actively protecting and defending Army and DOD networks, secur-
ing Army weapons platforms, protecting critical infrastructure, and
conducting operations against global cyber threats. With the con-
tinued support of Congress, the Army will maintain its tremendous
momentum building a more capable, modern, ready force that is
prepared to meet any adversary in cyberspace today and tomorrow.
Thank you.

[The prepared statement of General Nakasone follows:]

PREPARED STATEMENT BY LTG PAUL M. NAKASONE
INTRODUCTION

Chairman Rounds, Ranking Member Nelson, and Members of the Subcommittee,
thank you for your continued support of U.S. Army Cyber Command (ARCYBER)
and our efforts to operationalize cyberspace for our Army. It is an honor to address
this subcommittee on behalf of the dedicated soldiers and Army Civilians of
ARCYBER who work every day defending the Nation in cyberspace. This testimony
focuses on ARCYBER’s ongoing progress in the areas of Operations, Readiness, Re-
sources, Training, and Partnering,

The Army Cyber Enterprise has made significant progress operationalizing cyber-
space since my predecessor’s testimony before the Subcommittee on Emerging
Threats and Capabilities in April 2015. Since then, Army Cyber Command has com-
pleted the initial build of the Army’s Cyber Mission Force (CMF). All 41 Active Com-
ponent Army teams are at Initial Operational Capability or better and all are on
track to be at Full Operational Capability by the end of September 2017, a year
ahead of U.S. Cyber Command’s (USCYBERCOM’s) mandated timeline. The Army
is now building an additional 21 Reserve Component (RC) Cyber Protections Teams
(CPTs), trained to the same Joint standards as the Active Component teams, which
will be integrated into the Army’s Total Cyber Mission Force.

Additionally, the Cyber Center of Excellence (Cyber CoE) graduated its first class
of Cyber Branch Lieutenants in May 2016; its first class of Cyber Warrant Officers
in March 2017; and began training its first class of new cyber enlisted recruits also
in March 2017. The Cyber CoE trained a total of 582 Cyber Branch Soldiers during
fiscal year (FY) 2016 and is scheduled to train another 1,200 soldiers during fiscal
year 2017. The Army cyber force now includes 2,331 soldiers with career fields that
include Cyberspace and Electronic Warfare operations. (5657 Officers, 305 Warrant
Officers, and 1,469 Enlisted). Furthermore, the Cyber Center of Excellence recently
published Field Manual (FM) 3-12, Cyberspace and Electronic Warfare Operations,
which provides overarching doctrinal guidance and direction to the Army for con-
ducting cyberspace and electronic warfare (EW) operations in unified land oper-
ations. Army Cyber Command is continuing its Cyber Electromagnetic Activity
(CEMA) Support to Corps and Below pilot program and is now working with our
Army partners to determine enduring support requirements at the combat training
centers and ultimately, cyber force structure and requirements at the tactical level
within the Army.

The Army also recently made several important organizational changes to the
Army Cyber Enterprise to improve our ability to conduct cyberspace operations and
support Joint and Army commanders. First, the Army elevated ARCYBER to an
Army Service Component Command (ASCC) ensuring ARCYBER receives the same
level of resourcing as other ASCCs supporting combatant commanders. Second, the
Army reassigned the Network Enterprise Technology Command to ARCYBER to
better align responsibilities and authorities to support USCYBERCOM and Army
requirements and to better align roles and responsibilities for the Army’s portion
of Department of Defense Information Network (DODIN). Third, the Army estab-
lished an Army Cyber Directorate within the Headquarters Department of the Army
(DAMO-CY), to advocate and coordinate cyberspace doctrine, policy, organization,
and resourcing issues within the Pentagon. The DAMO-CY Directorate joins the
Army’s Cyberspace Tetrad that includes the Army Cyber Institute, the Cyber Center
of Excellence, and ARCYBER. Finally, the Army broke ground for the new Army
Cyber Headquarters Complex at Fort Gordon, Georgia in November 2016, and has
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committed to future investments in new Cyber Center of Excellence facilities in
which to train our soldiers.

Army Cyber Command is building on the Army’s past progress while focusing on
three key priorities: Aggressively Operating and Defending Our Networks, Data,
and Weapons Systems; Delivering Effects Against Our Adversaries; and Designing,
Building and Delivering Integrated Capabilities for the Future Fight. Today, Army
cyberspace forces, including Reserve Component forces, are improving the Army’s
cybersecurity posture; protecting and defending Army and DOD networks, systems,
and critical infrastructure; supporting Joint and Army commanders; and engaging
our adversaries in cyberspace every day.

While ARCYBER has made significant advances building the Army’s cyberspace
capacity and capabilities over the past six years, our progress will be overshadowed
by the inability to maintain overmatch against near-peer competitors due to a lack
of sustained, long-term, and predictable funding. As evidenced by the recent threat
of a year-long continuing resolution, the Army would have been forced to stop fund-
ing for Army National Guard Cyber Protection Teams. This would have slowed the
Army’s ability to fulfill the congressional mandate to integrate Army Reserve Com-
ponent Cyber Protection Teams into the Cyber Mission Force. The Continuing Reso-
lution delayed the fielding of the Joint Persistent Cyber Training Environment lead-
ing to greater costs and delays in building DOD cyber capability and capacity. Fur-
ther, a major impediment to improving Army cybersecurity through network mod-
ernization has been a lack of predictable funding. The Army needs an end to the
year-after-year continuing resolutions and relief from the Budget Control Act of
2011 to help restore readiness levels and build force capacity and capabilities to
counter emerging threats, including those in cyberspace.

Operations

Cyberspace operations encompass three interrelated areas: Department of Defense
Information Network (DODIN) operations, Defensive Cyberspace Operations (DCO),
and Offensive Cyberspace Operations (OCO). Army DODIN operations are the most
complex, most important mission ARCYBER conducts. They include building, oper-
ating, defending, and maintaining the Army’s portion of the DODIN. Our five Re-
gional Cyber Centers conduct DODIN operations around-the-clock, serving as the
Army’s Cybersecurity Service Providers (CSSP). The Army continues to work with
U.S. Strategic Command and the Joint Chiefs of Staff to realign our DODIN force
structure in accordance with the 2017 NDAA and to gain better command and con-
trol over the global cyber theater.

To support DODIN operations and improve cybersecurity, the Army is building a
more reliable, secure and ready network through system hardening and moderniza-
tion. A new effort between ARCYBER and the Army’s Chief Information Officer/G6
(CIO/G-6), called the “DODIN Initiatives” is key to our system hardening efforts.
This initiative focuses on information sharing to include tracking progress, identi-
fi/ing gaps and issues with policies or resources to unify the way ahead for the

rmy.

The greatest challenge and most critical aspect of a ready, secure, and available
network is a modern and resilient infrastructure. In the Army we refer to our efforts
to achieve this as Network Modernization (NETMOD). The Army’s NETMOD efforts
include: Joint Regional Security Stack (JRSS) migration, Multiprotocol Label
Switching upgrades, and Installation Campus Area Network upgrades. The Army is
partnering with the U.S. Air Force and the Defense Information Systems Agency
(DISA) in deploying JRSS to centralize the Army’s existing perimeter security infra-
structure. The Army has completed the upgrade of 22 of its installation’s network
infrastructure and migrated them to the JRSS. The Army continues to upgrade its
installation’s network infrastructure and migrate within the JRSS. The current plan
is a phased approach upgrading installations within CONUS, Southwest Asia and
European Theater, followed by the Pacific Theater, to include Korea and Alaska,
with main installations being complete by fourth quarter fiscal year 2019. At the
next layer of Network Modernization, DISA has completed upgrading the Army’s
fiber optics and Multiprotocol Label Switching circuits of 18 installations and is fo-
cused on completing seven more sites this year. These initiatives, in combination
with the increased capabilities of our operational force, will enable stronger cyber
protection, detection, and response to cyber threats across the DODIN.

In order to take advantage of these DOD network improvements at the Army
Base/Post/Camp/Station level, we must modernize our own infrastructure through
Installation Campus Area Network upgrades. This is an enduring effort to stay cur-
rent with technological advances. A top DOD and Army priority, aimed at hardening
our endpoints and infrastructure, is the implementation of assuring appropriate up-
grades to our operating system and applications. The DOD-managed common secure
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host baseline will allow the Army to strengthen our cybersecurity posture while con-
currently streamlining the IT operating environment. Additional end-point efforts
include one focused on security and one on management. All these efforts combined
enable us to provide the Army with a ready, secure, and available network that sup-
ports Mission Command and supports the projection of combat power. While the
Army’s investment in network hardening and modernization has paid dividends,
ARCYBER would benefit from predictable funding for DODIN operations. A lack of
predictable funding is the major impediment to improving Army cybersecurity
through network hardening and modernization.

In addition to building a more defendable network, ARCYBER conducts both pas-
sive and Active Defensive Cyberspace Operations to protect and defend the Army
portion of the DODIN. Defensive Cyberspace operations are mission focused,
prioritized on critical assets, and threat specific. Our Cyber Protection Brigade,
(CPB) and its Cyber Protection Teams, conduct critical Active defense of the
DODIN. The CPB’s ability to conduct Active recon for advanced persistent threats
distinguishes them from the functions of a CSSP that is dedicated to protecting our
network against known threats. Our CPTs are a maneuver element in cyberspace
that reinforce the protection mission of a CSSP based on analysis of the mission rel-
evant cyber terrain and threats provided by national intelligence and our own inter-
nally-collected cyber intelligence. The CPB also helps protect and defend the Army’s
critical infrastructure and support both national requirements and Joint and Army
commanders around the globe. The Brigade includes 900 soldiers and Civilians who
make up 20 Active Component Cyber Protection Teams.

Importantly, our Cyber Protection Brigade supports Army Mission Assurance, pro-
viding Critical Infrastructure Risk Management assessments to identify potential
vulnerabilities and threats. The CPB works with Department of the Army, Army
Material Command, U.S. Army Corps of Engineers (USACE), and other stake-
holders in an Army-wide approach to ensuring the cybersecurity of critical Army
systems and infrastructure, including the Nation-wide systems of dams and hydro-
electric plants USACE manages. Our CPTs deploy worldwide (including austere en-
vironments) with mobile capabilities within hours of notification, employing plat-
forms and tools across the breadth and depth of our network. Our teams also pro-
vide “reach-back” support to deployed forces that allows us to put the right person
on the right task at the right time.

The pace of operations and dynamic nature of the threats means our cyberspace
forces engage with our adversaries in cyberspace as they are being built, usually be-
fore they achieve full operational capability. Both defensive and offensive Army
cyber forces are rapidly maturing and building credibility with our combatant com-
manders in warfighting operations every day; continually learning and innovating
their tactics, techniques, and procedures against determined, adaptive and aggres-
sive adversaries.

Our Army Cyber Mission Forces execute Offensive Cyberspace Operations, to
project power by the application of force in or through cyberspace, under the au-
thorities of combatant commanders and USCYBERCOM. Established by
USCYBERCOM in June 2016 and commanded by the ARCYBER Commander, JTF—
ARES is a Joint cyber operational headquarters providing cyber capabilities in sup-
port of US Central Command’s counter-ISIS operations. The Task Force has brought
cyber out of the shadows and successfully demonstrated the value and capabilities
of cyberspace operations to the Joint Force when integrated as part of broader co-
ordinated military effort.

Readiness

Readiness is the Army’s overriding priority. To support readiness, the Army is
building 62 Total Force CMF teams, all trained to the same joint standards, to sup-
port Joint and Army commanders. The 41 Active Component (AC) teams are built
and conducting cyberspace operations supporting real world operations today. They
are also defending DOD networks, protecting Army weapons systems, and defending
critical infrastructure. Currently, 33 of the Army’s 41 AC teams are at full oper-
ational capability, while eight teams remain at initial operating capability. By 30
September 2017, all 41 teams will be fully operational. With the completion of the
CMF build, the Army is now progressing from building its cyber force to measuring
the readiness of this force. Army Cyber Command is working with USCYBERCOM
to implement metrics to measure CMF readiness through the Defense Readiness Re-
porting System.

RESERVE COMPONENT CYBER PROTECTION TEAMS

The Army’s Reserve Component (RC), comprised of the Army National Guard
(ARNG) and U.S. Army Reserve (USAR), is critical to Army readiness. The RC is
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building 21 Cyber Protection Teams (11 ARNG, 10 USAR) creating a Total Force
solution, all trained to the same Joint standards as the Active Component. As re-
quired under section 1651 of the National Defense Authorization Act of fiscal year
2017, the Army is implementing a Total Army RC cyber strategy to integrate the
21 RC CPTs into the Army’s Cyber Mission Force to support Joint and Army cyber-
space requirements.

NETWORK READINESS

Network readiness is a component of Army readiness. Today the Army and the
Joint Force depend on unimpeded access to the DODIN for everything from business
operations to missile defense. The network is now not only a critical enabler, but
also an operational capability for cyberspace operations, vital to our operational
readiness, and therefore important to measure. The Army currently measures net-
work compliance with policy, regulation, and law through the Cybersecurity Score-
card, Command Cyber Readiness Inspections, and Command Cyber Operational
Readiness Inspections.

Army Cyber Command partnered with JFHQ-DODIN to execute the next evo-
lution of Cybersecurity inspections under the Command Cybersecurity Operational
Readiness Inspection (CCORI), to replace the Command Cyber Readiness Inspec-
tion. The CCORI moves cybersecurity inspections from a compliance-based systems
inspection to a risk-based Operational Commander’s Mission focused inspection. The
CCORI highlights the risks to operational missions within a Command by employ-
ing Active external and internal threat actors against a commander’s mission crit-
ical systems. The CCORI outcome provides an operational risk measurement to mis-
sion by mission critical task and a system to assist commanders in prioritizing cy-
bersecurity resources.

The DOD Cybersecurity Scorecard has brought basic cybersecurity hygiene to the
forefront at the DOD level and has forced the Army to prioritize basic cybersecurity
requirements. The Army has made strides towards remediating identified critical
vulnerabilities across the enterprise and capturing the effectiveness of remediation
efforts. The Army continues to work with DOD CIO to refine the Scorecard metrics
to move from cybersecurity compliance to risk-based scorecard measurements to pro-
vide a mission assurance focus.

Training

Army Cyber Mission Force training has three key components: individual, collec-
tive, and mission rehearsal. Individual training is focused on formal training, work
role specific training, and job-specific qualification and certification training con-
ducted at the work center. Individual training focuses on building individual core
conllipetencies, proficiencies, skills and knowledge necessary to accomplish assigned
tasks.

During collective training, team members train in realistic environments and to
relevant threats. Army CMF teams will conduct approximately 80 collective training
events, throughout fiscal year 2017 to ensure they are fully trained to
USCYBERCOM joint standards. Live, virtual, and constructive scenarios are used
to ensure that training is holistic, repeatable, and measureable. Collective training
is used to increase team proficiency, certify teams for operations, and allow leaders
to build trust and confidence within their teams. Participation in USCYBERCOM
exercises, CYBER GUARD and CYBER FLAG, helps achieve certification or re-
validation.

Mission rehearsal training events are conducted to ensure that leaders under-
stand their missions, the threats and risks they will face, and are prepared for con-
tingencies. Army CMF teams are scheduled to conduct 48 internal mission rehearsal
type training events during fiscal year 17 in order to build team proficiency, prepa-
ration for recertification/revalidation and mission preparations to support oper-
ations. These events occur at home station, training centers, and in deployed areas.
Army Cyber Command teams also participate with Joint, interagency and coalition
partners through Combatant Command training exercises for operational mission
sets.

The Cyber Center of Excellence (CCoE) located at Fort Gordon, Georgia, operates
the Army’s Cyber School and trains Army Cyber Branch Soldiers and members of
the other Services. All three cohorts, officer, warrant officer and enlisted, conclude
their training by participating in Joint exercises ensuring they are well prepared to
support Army units at all levels.

The CCoE is explicitly charged with incorporating Joint standards into the cur-
riculum. The Joint Cyber Training and Certification Standards set work roles and
training to a single joint standard applied across multiple Services building like
teams. It unites the Services’ efforts to train and certify their respective CMF's to
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perform in a joint environment. The CCoE focuses on individual training and has
begun training key USCYBERCOM J7 pipeline courses including Cyber Common
Technical Core (equivalent to Intermediate Cyber Core), CPT Core Methodologies,
Cyber Operations Planner Course, and the Joint Advanced Cyber Warfare Course.
Since the Army established the Army Cyber Branch, Career Field 17 in September
2014, the CCoE has trained 1,500 Cyber Branch Soldiers. Fiscal year 2018 will see
more soldiers trained in the Army 17-series pipeline, and soldiers will continue to
attend Military Occupation Specialty qualification courses. Graduates of these
courses will provide a steady stream of trained 17-series soldiers, thus decreasing
the individual training burden on units and improving force readiness.

Establishing a Persistent Cyber Training Environment (PCTE) is central to train-
ing the Joint Cyber Mission Force and maintaining high levels of proficiency. In
support of section 1645 of the fiscal year 16 National Defense Authorization Act,
DOD designated the Army as the acquisition authority for the PCTE. The PCTE
will provide high quality scenarios and event management for individual, team/col-
lective, and mission rehearsal training for all four Services and USCYBERCOM. At
maturity, we envision the DOD Joint PCTE platform as a constellation of federated,
interoperable common training capabilities—enabling training from individual com-
petencies at the team, unit, group and force training levels; including exercises, tac-
tics, techniques, and procedures development, up to mission rehearsal.

CEMA SUPPORT TO CORPS AND BELOW

In 2015 the Army initiated a Cyber Electromagnetic Activities (CEMA) Support
to Corps and Below (CSCB) pilot program. The CSCB effort serves four primary
purposes: Define what offensive and defensive cyber effects to integrate at the ech-
elon Corps and below; Determine expeditionary Defensive Cyberspace Operations,
Offensive Cyberspace Operations, Electronic Warfare, and Information Operations
capability for deployed tactical forces; Leverage Combat Training Centers (CTCs)
and operational deployments to inform CEMA Doctrine, Organization, Training, Ma-
teriel, Leadership and Education, Personnel, and Facilities development
(DOTMLPF); and Determine the enduring CEMA environment at CTCs.

Army Cyber Command recently completed its sixth iteration of the CSCB pilot
and will conduct another one in June 2017. Lessons learned from the pilot program
are helping to inform CEMA requirements across the Army’s DOTMLPF and Policy
development. Army Cyber Command is now working with DAMO-CY to determine
enduring support requirements at the CTCs that would routinely embed cyber
teams in combat brigades during their CTC rotations to continue providing realistic
training for our cyber operators, Army units, and commanders.

The Cyber Center of Excellence published the Army’s first Cyberspace and Elec-
tronic Warfare doctrine in April 2017, FM 3-12, Cyberspace and Electronic Warfare
Operations. Army FM 3-12 is nested in joint cyberspace and EW doctrine and pro-
vides the doctrinal context to understand the fundamentals of integrating and syn-
chronizing cyberspace and EW operations. Through the planning and synchroni-
zation of cyberspace and EW operations, Army cyberspace forces integrate CEMA
functions and capabilities across warfighting functions, defend the network, and pro-
vide critical capabilities for commanders at all levels during unified land operations.

Resources

People are the most important resource in cyberspace. To ensure we will prevail
over all adversaries in the cyber domain, the Army is committed to executing a vig-
orous cyber talent management program built on four talent management pillars:
recruit, develop, employ, and retain talent. The Army achieved a major milestone
in cyber talent management in 2014 when it became the first service to launch a
dedicated career field (Career Field 17) to centrally manage soldiers throughout a
career in cyberspace operations. This allows the Army to recruit, develop, employ
and retain soldiers specific to cyber skills and operations.

To ensure we continue to maintain high levels of end strength in the cyberspace
force, the Army is now implementing several key talent management initiatives to
improve recruitment, training, and retention across all components and all soldier
and employee cohorts. First, the Army is developing a direct commissioning program
to find highly talented individuals with industry experience and laterally enter them
into the force. Second, the Army has initiated a Civilian Cyber-effects Career pro-
gram. Additionally, ARCYBER is offering opportunities to many members of our
force, including the chance to train with industry and opportunities for academic de-
grees through our Advanced Civil Schooling program. Finally, we are partnering
with the U.S. Digital Service and the Defense Digital Service to help us look inter-
nally at our processes and provide an outside perspective from a group of technical
experts.
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The Army direct commissioning program, authorized under section 509 of the Na-
tional Defense Authorization Act for Fiscal Year 2017, will bring in talented individ-
uals with highly technical skills at ranks of increased pay and responsibility. The
Army hopes to attract individuals with skills that include computer programming,
mathematics, network operations, cryptology, data science, or nanotechnology. Be-
yond technical knowledge, we’re looking for people with aptitude, dedication, and de-
sire for mission- and team-oriented problem solving.

The Army recently approved the new Civilian Cyberspace-effects Career Program
which will unify all Cyberspace Effects civilian employees into a single cross-dis-
ciplinary model for training and management of multiple Occupational Specialties
This new career program will align Army Civilians performing Cyberspace Effects
with their soldier counterparts in Cyber (17 series). The Cyberspace Effects work
role qualifications will be governed by USCYBERCOM dJoint training requirements.
The Department of Defense is also finalizing work on a new title 10 excepted service
civilian cyber program similar to the civilian intelligence career program.

INTEGRATION OF ELECTRONIC WARFARE

To better manage its Electronic Warfare Soldiers, in 2014, the Army approved the
integration of cyber effects and electromagnetic spectrum operations into the Army’s
new Cyber Branch. The Army Cyber Center of Excellence is developing a phased
approach to convert soldiers in the Army Electronic Warfare Military Occupational
Specialty, Functional Area 29, into the Cyber Branch beginning in fiscal year 2018.
Concurrently, the Army is analyzing and developing an integrated Electronic War-
fare, Cyber, and Signals Intelligence capability that will be capable of sensing and
disrupting adversary systems that operate within the electromagnetic spectrum
while providing Electronic Protection to Army systems.

EQUIPPING THE CMF

Army Cyber Command is focused on equipping the Cyber Mission force with inte-
grated capabilities and organic development environments. To ensure that our capa-
bilities are dynamic and evolving to counter future threats we are focusing on two
mission areas of development: Defensive Cyberspace Operations and Offensive
Cyberspace Operations. These two areas include the development of a scalable Big
Data platform, building advanced cyber analytics, development operations support
for payload development, malware analysis, threat detection, and infrastructure.

The Army has also invested in developing home station and deployable platforms
that will provide our Defensive Cyber Operations CPTs with systems to support the
defensive force with tools to prevent, mitigate, and recover systems at risk from
cyber threats at near real-time speed. We are sprinting to build and institute a com-
plete OCO architecture purpose built to enable operational agility, reduce training
complexity, and maximize our ability to present multiple dilemmas to our adver-
saries. This effort includes the integrated build of a tool developer environment,
operational infrastructures and foundational tools that support current and future
mission requirements for the Army’s Total Cyber Mission Force.

ROAD TO FORT GORDON, GEORGIA

Army Cyber Command Headquarters is currently split-based at Fort Belvoir, Vir-
ginia, Fort Meade, Maryland, and Fort Gordon, Georgia, in overcrowded and inad-
equate facilities. The Army has begun building a $180 million, state-of-the-art Army
Cyber Headquarters Complex alongside National Security Agency-Georgia at Fort
Gordon, Georgia. Occupation of the new facility is planned to begin in 2020 with
the full transition of ARCYBER Headquarters to Fort Gordon expected no later than
2022. The colocation of these operational forces with the Cyber Center of Excellence
at Fort Gordon, will create significant synergy, allowing for the immediate incorpo-
ration of lessons learned and operational knowledge into our training curriculum.

Partnering

Partnerships are crucial to staying ahead of our adversaries in cyberspace. The
Army Cyber Enterprise partners with industry, academia, the intelligence commu-
nity, and our interagency partners to share information and find solutions to cyber-
security challenges. The Army is also adapting its acquisitions systems and reaching
out to smaller “non-traditional” companies on the cutting edge of technology to keep
pace with cyber threats.

To better leverage private sector and academic partnerships the Army has under-
taken initiatives under DOD umbrella programs such as Defense Innovation Unit
Experimental, or DIUX, the Defense Digital Service, and “Hacking 4 Defense” ef-
forts to further reach-out and collaborate with non-traditional partners. Through
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DIUX, Active and Reserve soldiers collaborate with private industry in Silicon Val-
ley to quickly leverage commercial innovations into acquisition solutions.

During November-December 2016, working with a private sector partner, the
Army launched the “Hack the Army” initiative, to crowdsource cyber vulnerabilities
of selected Army websites and databases. The Army paid a modest “bug bounty” to
selected ethical hackers which helped the Army discover dozens of vulnerabilities.
Army Cyber Command subsequently shared these vulnerabilities with the Intel-
ligence Community.

To help foster innovation and partnerships between the Army Cyber Enterprise
and the greater cybersecurity community, the Army Cyber Institute (ACI) at West
Point serves as the Army’s bridge to academia, government, and the private sector.
The ACI facilitates state, local, public, and private partnerships in the cyber domain
across the United States and Internationally. The ACI creates relationships that
build capacity within major metropolitan centers and through exercises designed to
integrate all levels of national cyber response. For example, in October 2016, ACI
partnered with the NATO Cooperative Cyber Defence Centre of Excellence to de-
velop a robust international conference on cyber conflict that will be repeated in No-
vember 2017.

In all partnering activities, the Army Cyber Enterprise is preparing for a future
that includes machine learning, intelligent systems, virtual/augmented reality, and
Big Data; in conjunction with ubiquitous computing, autonomous, and semi-autono-
mous robotic systems. The Army’s partnering activities help prepare forces that
bridge the military-civilian and peacetime-wartime boundaries needed to deal with
the gray space nature of cyber conflict.

CONCLUSION

The Army has made significant progress operationalizing cyberspace since it es-
tablished Army Cyber Command a little more than six and a half years ago. The
Army now has 41 Cyber Mission Force teams and is building an additional 21 RC
teams. The Army also has a Cyber Branch to support Cyber Soldiers throughout
their careers and will soon have a Civilian Cyberspace Effects Career Program, tai-
lored to our unique mission. The CyberCoE is training Cyber Soldiers and preparing
to integrate the Electronic Warfare force into the cyber career field. We have broken
ground on the Army Cyber Headquarters Complex on Fort Gordon, Georgia which
will transform the Fort Gordon region into a cyberspace hub for the Army and the
Nation. The Army has also implemented important organizational changes to the
Army Cyber Enterprise that enhance our ability to conduct cyberspace operations
and support Combatant and Army commanders. These accomplishments have hap-
pened because the Army, with the support of Congress, has made protecting and
defending the Nation in cyberspace a priority.

Our investments in the soldiers and civilians who carry out our critical mission
are paying off. Today our teams are actively protecting and defending Army and
DOD networks; securing Army weapons platforms; protecting critical infrastructure;
and conducting operations against global cyber threats. These teams are delivering
effects against our adversaries, giving our ground commanders and the Joint force
the competitive advantage they need to win. With the continued support of Con-
gress, the Army will maintain its tremendous momentum in cyberspace, building a
more capable, modern, ready force that is prepared to meet any adversary in cyber-
space, today and tomorrow.

Senator ROUNDS. Thank you, General.
Major General Weggeman?

STATEMENT OF MAJOR GENERAL CHRISTOPHER P.
WEGGEMAN, USAF, COMMANDER, TWENTY-FOURTH AIR
FORCE AND COMMANDER, AIR FORCES CYBER

Maj. Gen. WEGGEMAN. Chairman Rounds, Ranking Member Nel-
son, and distinguished Members of the subcommittee, thank you
again on behalf of the men and women and the audacious men and
women of 24th Air Force and Air Forces Cyber for the opportunity
to appear before you today, alongside all my esteemed cyber col-
leagues. I look forward to discussing the Air Force’s progress in ad-
vancing full-spectrum cyberspace operations and our contributions
to joint operations globally.
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Our headquarters is located at Joint Base San Antonio-Lackland,
Texas, and we have airmen on mission around the world. Our war-
riors are operating globally as a maneuver and effects force in a
contested domain delivering cyberspace superiority for our service
and our joint partners.

Our forces exist to preserve our freedom of maneuver in,
through, and from cyberspace while denying our adversaries the
same. Our command places significant emphasis on
operationalizing cyberspace as a warfighting domain across the
range of military operations and continues to evolve our tradecraft
to provide ready cyber forces to combatant and Air Force com-
manders across the globe.

Defense is our number one mission. We build, operate, secure,
and defend the Air Force networks every day to ensure these net-
works remain secure and available in total providing on-demand
capabilities to approximately one million users worldwide.

In collaboration with our service staff and our major commands,
we developed and have begun implementation of three trans-
formational efforts transitioning our cyber workforce posture to-
wards a 21st century commander and cyberspace operator-driven
cyber ecosystem centered on mission assurance.

The totality of these major Air Force efforts, plus our ongoing cy-
bersecurity campaign plan, provides the Air Force with a full-spec-
trum framework for generating threat and risk-based mission as-
surance across the totality of our cyber terrain.

The Air Force is on track to achieve full operational capability
for all service Cyber Mission Force teams by the end of fiscal year
2018. As of 1 May 2017, we have all teams at IOC [Initial Oper-
ating Capability] and over 50 percent at full operational capability.

While we remain laser-focused on building and delivering our
service teams to FOC, we have begun in earnest, along with all the
other service components, to focus on team readiness, leveraging
the Department of Defense’s established institutional readiness
program and standards.

Our forces also support assigned combatant or joint force com-
manders by providing full-spectrum, all-domain-integrated cyber-
space maneuver and effects in support of their assigned missions
around the globe.

We train and fight as one team or one force, as we like to say,
with all components: regular Air Force, Air National Guard, and
Air Force Reserve. We are delivering cyber forces fully integrated
with our total force partners in the Air National Guard and Air
Force Reserve. The Air Force total force contribution to the cyber
mission is comprehensive and impressive.

As a new and rapidly maturing warfighting domain, cyberspace
operations continues to make huge advancements in the
operationalization of missions and forces. However, there are chal-
lenges in our critical path. At the macro level, these challenges fall
into four broad categories: manpower and training, cybersecurity of
weapons systems, key enablers to cyberspace operations, and
professionalization of our workforce.

I am proud of the tremendous strides made to operationalize
cyber capabilities in support of joint warfighters in defense of the
Nation. Despite the challenges of maturing and operating in stride
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across the contested and diverse mission set, it is clear Air Force
networks are better defended, combatant commanders are receiving
more of the critical cyber effects they require, and our Depart-
ment’s critical infrastructure is more secure due to our cyber war-
riors’ tireless efforts. They truly are professionals in every sense of
the word.

Congressional support was essential to the substantial oper-
ational progress made and will only increase in importance as we
move forward. I am very glad to see the formation of this sub-
committee to help us along the way. Resource stability and a for-
mal national cyberspace strategy to guide force planning, resources,
and prioritization of effort within DOD in the years ahead best en-
ables our continued success in developing airmen and maturing our
capabilities to operate in, through, and from the cyberspace do-
main.

I am honored and humbled to command this magnanimous orga-
nization, and I look forward to your questions. Thank you.

[The prepared statement of Major General Weggeman follows:]

PREPARED STATEMENT BY MAJOR GENERAL CHRIS P. WEGGEMAN
INTRODUCTION

Chairman Rounds, Ranking Member Nelson, and distinguished Members of the
Subcommittee, thank you for the opportunity to appear before you today, along with
Vice Admiral Marshall Lytle from the Joint Staff and my fellow Service Cyber Com-
ponent Commanders. I look forward to discussing the Air Force’s progress in ad-
vancing full-spectrum cyberspace operations and our contributions to joint oper-
ations globally. I have the distinct honor to lead a triple-hatted organization; 24th
Air Force, Air Forces Cyber (AFCYBER), and Joint Forces Headquarters (JFHQ)—
Cyber AFCYBER. These three-hats encompass service, component, and functional
roles, responsibilities, and authorities which I will expand upon shortly. Our head-
quarters is located at Joint Base San Antonio-Lackland, Texas and we have airmen
and civilians on-mission around the world, diligently increasing our capability to de-
liver full spectrum cyber effects in support of our joint warfighters.

AFCYBER warriors are operating globally as a maneuver and effects force in a
contested domain, delivering cyber superiority for our Service and our joint part-
ners. Our forces exist to preserve our freedom of maneuver in, through, and from
cyberspace while denying our adversaries the same. Our Command places signifi-
cant emphasis on operationalizing cyberspace as a warfighting domain across the
range of military operations and continues to evolve our tradecraft to provide ready
cyber forces to combatant and Air Force commanders across the globe.

As Commander, 24th Air Force, I report directly to the Commander of Air Force
Space Command and am responsible within the Air Force for classic title 10 orga-
nize, train, and equip functions. 24th Air Force also serves as the Cyber Security
Service Provider (CSSP) for our Air Force networks and other designated key cyber
terrain. Under the AFCYBER hat, I am the Air Force’s Cyber Component Com-
mander who presents and employs Air Force cyber forces to United States Strategic
Command, delegated to United States Cyber Command. These ready forces plan and
execute full-spectrum cyberspace operations across the Air Force portions of the
DOD Information Network (DODIN), and other cyber key-terrain as directed. Fi-
nally, under my third hat, as Commander, Joint Forces Headquarters (JFHQ)—
Cyber AFCYBER, I lead a United States Cyber Command subordinate headquarters
with delegated Operational Control of assigned cyber combat mission forces em-
ployed in a general support role to both United States Strategic Command and
United States European Command. We execute assigned cyberspace operations mis-
sions through six distinct but inter-related lines of effort—Build, Operate, Secure,
Defend, Extend, and Engage, or what we refer to as “BOSDEE”.

DEFENSE IS OUR #1 MISSION

In our 24th Air Force and AFCYBER roles, we build, operate, secure, and defend
the Air Force networks every day to ensure these networks remain available and
secure for assigned missions, functions, and tasks. The broader mission includes
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base infrastructure, business, and logistics systems, as well as mission and weapon
systems; in total, providing on-demand capabilities to approximately one million
users worldwide. The Air Force CIO designated 24th Air Force as the CSSP for all
systems within the Air Force enterprise. In this capacity we are responsible for pro-
tecting, monitoring, analyzing, detecting, and responding to malicious cyber activity
across the Air Force network. We are working with our Service Staff and Air Force
Space Command, to determine resource and manpower requirements to execute this
expansive mission-set. Earlier this year, we partnered with the United States Army
Research Lab to contract and provide a fee-for-service cyber security framework for
system cybersecurity similar to what they are providing the United States Army.
This partnership and approach aligns the Air Force CIO delegated cybersecurity re-
sponsibilities with our AFCYBER defensive mission forces and capabilities, gener-
ating coherent mission coordination and integration across the enterprise.

CYBER SECURITY AND DEFENSE IN THE 21ST CENTURY

The 24th Air Force, in collaboration with our Service staff and Major Commands,
developed and began implementation of three transformational efforts which transi-
tion our force and Information Technology posture towards a 21st century, com-
mander and cyberspace operator driven, threat and risk-based mission assurance
cyber ecosystem. These three major efforts include; 1) evolving towards the Air
Force Information Dominance Platform (AFIDP), 2) maturing and resourcing our
Air Force CIO Cyber Squadron Initiative and inherent Mission Defense Teams, and
finally 3) the development and fielding of Air Force Material Command’s Cyber Re-
siliency of Weapons Systems (CROWS) Office capabilities. This last initiative was
developed to address last year’'s NDAA section 1647 weapon system cyber security
mandate. These three major endeavors, deliver a coherent approach to cyber secu-
rity, cyber defense, weapon system resiliency, and the ever critical “every airmen
a sentry” cyber hygiene culture across our Air Force.

The AFIDP is a network reference architecture designed to smartly divest the
costly and manpower intensive network operations, maintenance, and customer-
service support demands of our Service’s dated, Information Technology infrastruc-
ture via outsourcing to commercial and industry partners. This strategy allows us
to improve our network while repurposing portions of our legacy Information Tech-
nology workforce to deliver essential services, data security, and cyber-based mis-
sion assurance. The AFIDP moves the Air Force towards a risk-managed, Network
and/or Infrastructure as a Service model (NaaS/IaaS). AFIDP, with Cloud Hosted
Enterprise Services, which is currently in operation under the moniker “Collabora-
tion Pathfinder”, is securely hosting over 60,000 user accounts across ten bases.
This service delivery model will enable improved network performance, reliability
and scalability. It also fuels superior cyber security and defense, while generating
superior speed, agility and precision of maneuver in, through, and from cyberspace.

The AFIDP roadmap leverages on-going Joint Information Environment (JIE),
Joint Regional Security Stack (JRSS) migrations and fielding in close partnership
with the United States Army and the Defense Information Services Agency (DISA).
All DOD components will ultimately utilize JRRS with the United States Air Force
and Army currently undergoing migration. Combatant commands, Coast Guard, and
other Defense Agencies are scheduled to begin JRRS migrations later in fiscal year
2017 and into fiscal year 2018. To date we have successfully migrated two CONUS
regions, to include 170,334 users across 32 bases. JRSS provides state of the art se-
curity stacks and capabilities at our Tier-2 gateway boundaries. AFIDP also employs
the Automated Remediation and Asset Discovery (ARAD) capability suite.

ARAD is an instantiation of the commercial Tanium product, enabling operators
to perform vulnerability management, incident response, system health diagnostics,
as well as asset identification and optimization in a matter of seconds to minutes
vice days to weeks using current capabilities. ARAD achieved Initial Operational
Capability on the Air Force Network in December 2016, installed on nearly 600,000
end-points with powerful results and exceeding all expectations. The ARAD team
drove an unprecedented eight-month acquisition schedule to deliver tools that en-
able operators to identify and fix network vulnerabilities in seconds instead of
weeks, and it provides the ability to detect, track, target, engage, and mitigate ad-
versarial activities in near real time. The 24th Air Force ARAD team was awarded
the 2016 Department of Defense Chief Information Officer Award for Cyber and In-
formation Technology Excellence for their pioneering innovation. The demonstrated
potential of ARAD is truly revolutionary, and we are diligently experimenting,
evolving, and developing operational concepts and applications to close key mission
capability gaps in close partnership with the Tanium experts. The intrinsic oper-
ational value and potential of ARAD/Tanium was formally acknowledge by the Air
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Force CIO, Lieutenant General William Bender, who recently directed ARAD imple-
mentation across the Air Force network to include mission systems and enclaves.

The second transformational effort is the Air Force Cyber Squadron Initiative
(CSI). It is centered on an Active cyber defense model across all echelons of Air
Force organizations, designed to deliver enterprise mission assurance in a contested
domain, in the presence of a maneuvering adversary. Cyber Mission Defense Teams
(MDTs), the primary unit of action, are tailored, trained, equipped and task-orga-
nized to survey, secure, and protect key cyber terrain in order to deliver mission
assurance. The Cyber Squadron Initiative is a commander and mission-driven force
employment model. Mission Defense Teams employ a spectrum of cyber security and
defense tactics, techniques, and procedures in addition to their own suite of tailored
cyber defense sensors and tools to provide Active defense at the base level. In fiscal
year 2016 the Air Force executed fifteen Mission Defense Team “pathfinder” initia-
tives across a diverse set of Air Force missions and organizations to test and vali-
date the operational concept and tool requirements. These designated units focused
on functional mission analysis, planning, and network characterization. fiscal year
2017 programming designates another fifteen Service-funded initiatives, as well as
sixteen Major Command-funded initiatives. Although the Mission Defense Team
concept is a nascent cyberspace defense capability, these teams are already proving
their worth; providing mission assurance for operational commanders’ priority mis-
sions and mission systems. Laying the foundation, the 50th Space Communications
Squadron’s Mission Defense Team provided the wing commander with an under-
standing of cyber risk being accepted on the Air Force Space Control Network. The
52nd Communication Squadron Mission Defense Team integrated with AFCYBER
Cyber Protection Teams to resolve a Combat Air Force cyber incident, defending
commander’s key cyber terrain and allowing wing commanders to understand the
operational risk if cyber hygiene is not a priority.

The third transformational effort is Air Force Materiel Command’s Cyber Resil-
iency of Weapons Systems, or CROWS office. Their mission is to increase cyber re-
siliency of Air Force weapon systems across our acquisition and life cycle manage-
ment processes to maintain mission effective capability under adverse conditions.
CROWS have two primary objectives; first, to “bake-in” cybersecurity into develop-
mental and future mission and weapons systems, and second; to employ a
prioritized threat- and risk-based, cyber vulnerability assessment of existing sys-
tems to best mitigate risk to missions and forces. Their roadmap to cyber resiliency
advances from systems assurance to the institutionalization of cyber security, cyber
hygiene, and resiliency across all Air Force weapons systems. Their comprehensive
strategy includes sustainable and programmable tools, infrastructure, and a skilled
cyber workforce of operators, system engineers, and acquisition professionals to de-
liver end-to-end mission and weapon system cyber security.

The combined effects and capabilities of these three major Air Force trans-
formational efforts, plus our ongoing AFCYBER cyber security campaign plan
leveraging signals intelligence (SIGINT) and all-source intelligence, industry, Na-
tional Institute of Standards and Technology, and DISA best practices, provides the
Air Force with a full-spectrum, coherent framework for generating threat- and risk-
based mission assurance from networks and infrastructure. This mission assurance
strategy is girded by an acquisition and life-cycle sustainment enterprise empow-
ered, organized, and resourced to deliver cyber security and resilience for our Air
Force.

CYBER MISSION FORCE: TRANSITIONING FROM BUILD TO READINESS

The Air Force is on track to achieve Full Operational Capability (FOC) for all
Service CMF teams by the end of fiscal year 2018. As of 1 May 2017 we have all
teams at Initial Operational Capability and over fifty percent at FOC. The FOC cri-
teria are designed to ensure construction of all teams to a common standard and
set of work roles. While we remain laser-focused on building and delivering our
Service teams to FOC, we have begun, in earnest, to measure and review team
readiness across well-established institutional standards such as Personnel, Train-
ing, Equipment and Supply. This ongoing road to formal CMF Defense Readiness
Reporting System (DRRS) integration will normalize CMF force presentation and
force management while generating critical mission capability and capacity gap
analysis needed for commanders to drive force readiness.

At 24th Air Force we know the most critical element in cyberspace operations is
not copper or silicon, it’s carbon. Our innovative and audacious airmen are the cen-
terpiece to our AFCYBER capabilities; they have demonstrated time and again their
agility and dedication towards generating mission outcomes for our Service, the
Joint Force and our Nation. We have thrust them directly from build to battle
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throughout the CMF build evolutions. Therefore, we remain committed to recruit-
ing, training, developing, and retaining the right cyber talent. We owe it to the in-
credible men and women that make-up these teams to see they are properly trained,
equipped, and prepared for all assigned missions. There must be an evolving dia-
logue centered on resourcing and procuring the capabilities and capacity required
for our CMF to be properly postured for success beyond the build.

“ONE FORCE” IN AFCYBER

In cyber, we train and fight as one team with all components; Regular Air Force,
Air National Guard, and Air Force Reserve. We are delivering cyber forces in sup-
port of the Department’s CMF framework fully integrated with our Total Force part-
ners in the Air National Guard and Air Force Reserves. These “One-Force” teams
are providing United States Cyber Command with capabilities to defend the nation,
support combatant commanders, and defend the DODIN. The Air Force’s Total
Force cyber mission contribution is impressive. They are providing both National
and Cyber Protection Teams, Cyberspace Command and Control and a separate
Continuity of Operations Ops Center facility, a Cyberspace workforce training and
skills validation course, and niche Industrial Control System cyber-security and de-
fense teams.

The Air National Guard has already completed two extremely successful Cyber
Protection Team six month mobilizations in support of United States Northern Com-
mand air defense missions and associated key cyber terrain security and defense.

These Total Force professionals bring a unique blend of experience and expertise
to the full spectrum of cyberspace missions. Many work in prominent civilian posi-
tions within the Information Technology industry, which bolsters our mission effec-
tiveness. A prime example from the Washington State Air National Guard is their
ability to harness their expertise to establish unique Industrial Control Systems
(ICS) and Supervisory Control and Data Acquisition (SCADA) threat prevention and
response packages or Unit Type Codes (UTCs) for mobilization and deployment.
These ten-person UTCs provide a capability to detect, deter, degrade, and deny an
adversary freedom of action within Cyber Physical Systems, Industrial Control Sys-
tems, and Critical Infrastructure and Key Resources Networks. Further, the Air Na-
tional Guard established two units to provide resident initial assessment and cyber
skills training as well as delivering on-line cyber training to the Air Force. These
vital capabilities allow us to refine training capability requirements that drive fu-
ture training curriculum design. In addition, the Air Force Reserves, in coordination
with our formal cyber school house are focused on development of advanced resident
and distributed learning for the CMF.

Operational awareness focused on the mission, commanders’ priorities, and re-
sources are key to forging a lasting partnership with our Total Force brethren. On
26 April, 24th Air Force hosted 27 states Adjutants General, Assistant Adjutants
General, and wing commanders for the first-ever TAG Cyber Symposium. This his-
torical gathering enabled critical collaboration and information flow regarding per-
sonnel, equipment, requirements, and authorities and generated insights into opti-
mizing force presentation and harnessing our citizen airmen’s industry expertise to
solve tough cyber operations problems.

Cyberspace operations are a “team sport” and 24th Air Force/AFCYBER is wholly
committed to strengthening our relationships with other Air Force partners, our sis-
ter Services, interagency counterparts, combatant commanders, coalition allies, as
well as civilian industry partners. Given the proximity of our headquarters and
close mission alignment, 25th Air Force continues to be a critical strategic partner
across all of our missions. The 25th Air Force Commander, Major General B.J.
Shwedo, has been a vital force provider and steadfast supporter of the CMF build
and operationalization of the cyber domain.

JOINT FORCES HEADQUARTERS-CYBER (JFHQ—C AFCYBER)

Cyberspace is an inherently global domain that impacts every function of our
Joint Force. This force is increasingly dependent upon cyber capabilities to conduct
modern military operations. JFHQ-C AFCYBER supports assigned Combatant or
Joint Force Commanders by providing full-spectrum, all domain integrated cyber-
space maneuver and effects in support of their assigned missions. JFHQ-C
AFCYBER delivers Cyber IN War, not Cyber War, for our combatant commanders.
As commander, I retain Operational Control of assigned Service and joint Cyber
Mission Forces providing general support to both United States European Command
and United States Strategic Command. We recently concluded a combined Joint,
Tier-1 Combatant Command Exercise, Austere Challenge/ Global Lightning 2017,
supporting both of these Combatant Commands. United States Cyber Command
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designated JFHQ-C AFCYBER as the Cyber Component to the Joint Task Force
Commander, enabling fully integrated joint planning, maneuver, targeting and fires
coordination for cyberspace maneuver and effects operations. Our team effectively
integrated within existing, institutional planning, targeting and fires processes to
provide cyber effects across the full range of military operations within the exercise.
Our capabilities and effects were fully synchronized with the timing and tempo dic-
tated by the supported commander. Cyberspace domain operations were employed
using extant processes, fully integrated with all other classic warfighting domains
propagating force awareness, comprehension and intrinsic value across all partici-
pants, agnostic of professional pedigree or experience.

PARTNERSHIPS

The 24th Air Force also understands the cyberspace domain is primarily
provisioned by private industry and our ability to collaborate with our industry
partners benefits the nation’s cybersecurity posture. We have developed Cooperative
Research and Development Agreements with 25 industry leaders in Information
Technology, Defense, and Banking to share and collaborate on innovative tech-
nologies and concepts. These collaborative efforts allow us to advance science and
technology in support of cyberspace operations, as well as share best practices with
industry partners. We continue to leverage this program and are currently in the
process of enhancing our partnerships with academia.

In July 2015 the Cyberspace Multi-Domain Innovation Team (CMIT) was estab-
lished as a partnership between 24th and 25th Air Forces to meet the CSAF’s intent
to optimize the rapid and cost effective generation of operational all domain inte-
grated effects. CMIT achieves this through the integration and convergence of
Cyberspace Operations; Intelligence, Surveillance, and Reconnaissance; and Elec-
tronic Warfare capabilities to deliver innovative multi-domain planning support and
capabilities. To date, this team has planned and delivered multiple cyber capabili-
ties to ongoing operations and has a number of multi-domain initiatives underway
to better enable operations in an Anti-Access/Area Denial (A2/AD) environment.

We are also fortunate to have a long-standing close relationship with San Antonio,
Texas, also referred to as “Cyber City USA.” The local community has committed
significant resources to support the growth of cybersecurity both locally and nation-
ally. Our leadership team participates in a variety of civic leader engagements to
share lessons related to cybersecurity. By partnering together, 24th Air Force sup-
ports a broad array of programs designed to reach young students, essential to our
nation’s success in this arena. A good example is the Air Force Association’s
“CyberPatriot” STEM initiative in which our airmen mentor cyber teams as part of
3 nationwide competition involving nearly 10,000 high school and middle school stu-

ents.

We are also making gains in improving our acquisitions process to support the
ever changing technology of cyberspace. The Air Force Life Cycle Management Cen-
ter has worked diligently to streamline our ability to provide solutions to support
our cyber missions through “Rapid Cyber Acquisition (RCA)” and “Real Time Oper-
ations and Innovation (RTOI)” initiatives. RCA is part of Air Force Space Com-
mand’s Integrated Agile Acquisition Construct applied to meeting cyber needs by
providing faster solutions to cyberspace needs through traditional acquisition chan-
nels. RTOI are activities that produce critical cyber weapons system and platform
modifications, capability improvements, and related changes to operational proce-
dures at the “speed of need.”

To enable the execution of these efforts, in April 2016, in partnership with the
Air Force Lifecycle Management Center, we established the Cyber Proving Ground
(CPG). Its mission is to i1dentify, enable, and accelerate the fielding of innovative,
operationally-relevant concepts to improve Air Force, Joint, and Coalition cyber-
space operations capabilities. The CPG leverages 24th Air Force’s innovation and
development capabilities and the existing cyber acquisition capabilities of Air Force
Lifecycle Management Center’s Crypto and Cyber Systems Division. The CPG is a
foundry which brings together cyber operators, air force acquisition and engineering
professionals, and private sector vendors with potential solutions to close capability
gaps. While CPG projects are small in scope and timeframe, they comprise a broad
spectrum of challenges, from complex development and testing efforts, to simple
technical evaluations of existing technologies.

I want to highlight two recent efforts from the CPG. First, in just six weeks the
CPG developed and fielded the Service’s first defensive Solaris capability which en-
abled our Cyber Protection Teams to secure and defend the Air Force Satellite Con-
trol Network. Second, the CPG recently completed development, testing, and field-
ing of two unique capabilities to support United States Cyber Command’s ongoing
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Joint Task Force Ares operations. Other CPG efforts fielded capabilities that
thwarted adversary exploitation of user authentication certificates, the unauthorized
release of personally identifiable information, and the blocking of sophisticated in-
trusion attempts by advance persistent threat actors. These technical solutions were
forged, tested and fielded in weeks to months, versus years.

CHALLENGES AND OPPORTUNITIES

As a new and rapidly maturing warfighting domain, cyberspace operations con-
tinues to make huge advancements in the operationalization of missions and forces.
However, there are significant challenges in our critical path towards delivering re-
quired capability and capacity for assigned missions. At the macro-level, these chal-
lenges fall into four broad categories; manpower and training, cybersecurity of weap-
ons systems, key enablers to cyberspace operations, and professionalization of cyber-
space domain workforce. These broad categories closely mirror Admiral Rogers’
focus areas for United States Cyber Command and the Service Cyber Components.
His charges direct us to secure and defend weapons and mission systems and the
data that resides on them, as well as increase speed, agility, precision, readiness
and lethality of an effectively manned and trained cyber workforce in coordination
with Guard and Reserve forces to deliver all domain integrated effects across all
phases of operations that support DOD strategy and priorities.

Manpower and Training

Significant manpower shortages across our C2 elements at all echelons hampers
our ability to support geographic and functional commands. Manpower deficiencies
in our units that operate, secure, and defend our networks force a constant high-
pressure, deployed in place operating environment of competing priorities and risk
decisions with insufficient force structure to meet critical operational demands. We
are actively examining our training pipeline to find smarter more agile methods
which get our operators to their units and on mission faster. In 2015 we added a
local San Antonio detachment to our cyber school house to increase training capac-
ity. The detachment is crucial in enhancing formal training throughput and efficacy
due to the proximity to the majority of Air Force CMF units and their cyber weapon
systems. Since June 2015, the detachment has graduated 518 CMF operators and
saved one million dollars per year in TDY costs by collocating the training with the
operational units. Formal cyberspace operations training must remain rigorous and
comprehensive enough to meet operational requirements but also agile and respon-
sive enough to accommodate the pace of change in the cyber domain.

The Service Staff in conjunction with Air Education and Training Command are
currently developing custom Air Force Specialty Code training tracks based on a
modular syllabus that utilizes the latest training assessment innovations and pro-
vides placement flexibility through the training pipeline. The concept allows airmen
to “test-out” of portions or modules of the curriculum. This methodology provides in-
centives and opportunities to our airmen who possess an advanced cyber aptitude,
whether via formal or informal training or education, to advance through the pipe-
line and arrive on station at an operational unit in a significantly shorter time
frame. In order for this concept to be effective, resourcing is required to design and
validate assessment tools and develop an agile and responsive curriculum develop-
ment framework that keeps pace with the advancement of technology, tradecraft,
and our adversaries.

Cybersecurity of Weapons Systems

There are insufficient weapons system sustainment dollars going towards system
cyber security and defense. The majority of all sustainment dollars today goes to-
ward functional capability upgrades in any mission or weapons system program.
Our current process of “bolting on” weapons system cyber security after the fact, lev-
ies excessive mission-risk and is extremely manpower and resource intensive to
properly secure and defend the system. It is more complex and expensive to defend
mission systems where there is no inherent or “baked in” cybersecurity framework.
As previously mentioned, the CROWS office is getting after this today as directed
by the NDAA, but much more needs to be done from a resource and execution per-
spective.

Key Enablers

The Department has begun planning for and resourcing a multiple phenome-
nology approach to access. Each Service is exploring multiple pathways to get to the
target and deliver effects against our adversaries in cyberspace. The Air Force is
also planning and provisioning for its own organic platform and tool development
capabilities, separate and distinct from NSA. This will ensure assigned cyberspace
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mission priorities and requirements are being met. Critical to accessing the target
with the appropriate tools to deliver the desired effect is timely, relevant, domain
specific, all-source intelligence.

While achieving and maintaining a depth of knowledge in cyberspace is tech-
nically challenging, all source Target System Analysis (TSA)s that are domain ag-
nostic is a proven approach to providing timely, relevant intelligence support to op-
erations. The Intelligence Community (IC) must perform this function due to the
vast amount of resources and the ability to leverage existing partnerships outside
the Department and the United States Government. The methodology employed
purposely resembles target development in any other warfighting domain. A thor-
ough understanding of the commander’s intent, specifically the objectives and effect
desired for a particular target set is required. Center of Gravity analysis is con-
ducted to analyze the functions and interconnectivity of those components critical
to the target. Systems engineering and network analysis is developed to map out
the key terrain within the target, to enable operators to conduct Intelligence Prepa-
ration of Environment (IPOE) and refined Target Development. Based on the anal-
ysis and reporting from the IPOE, the operators develop a strike package based on
an understanding of the target environment and the tools and capabilities they have
developed in order to deliver the desired effects. The current approach of contracting
these cyber TSAs has been successful, but we view it as a temporary solution until
the IC transforms their on-going intelligence support to cyber analysis and
resourcing challenges and takes on this critical intelligence requirement in earnest.

Professionalization of the workforce

The Air Force established a Cyber Project Task Force to monitor progress, identify
challenges, and collaborate on manpower and personnel efforts to “get after” build-
ing the Air Force portion of the CMF. The Air Force also instituted a Service-wide
policy to encourage back-to-back CMF tours for our CMF-trained personnel, thereby
ensuring proper return on investment. Furthermore, the Air Force recognized the
positive value of embedding limited CMF-trained personnel back into Service non-
CMF cyber positions, in order to better operationalize the total Service cyber enter-
prise. Although, these cross-pollinated CMF-trained personnel may not have specific
CMF-related or associated jobs, they are assigned to cyberspace-related positions
growing their depth and breadth of operational expertise. Finally, the Air Force also
has the responsibility to develop our portion of the CMF to meet Operational Com-
manders’ requirements in a method that also ensures Air Force Cyber Airmen stay
competitive with long-term career projections and a “Path to Greatness” for cyber-
space airmen. In addition, cyber airmen may attend professional developmental op-
portunities such as Air Force Institute of Technology, Computer Network Oper-
ations Development Program, or the Air Force Weapons School, all of which will
positively impact the operationalization of the cyberspace domain within the Air
Force and in turn, the future of the CMF.

CONCLUSION

I am proud of the tremendous strides made to operationalize cyber capabilities in
support of joint warfighters and defense of the nation. Despite the challenges of
growing and operating across a contested and diverse mission set with a rapidly ma-
turing work force, it is clear Air Force networks are better defended, combatant
commanders are receiving more of the critical cyber effects they require, and our
departments’ critical infrastructure is more secure due to our cyber warriors’ tireless
efforts. They truly are professionals in every sense of the word.

Congressional support was essential to the substantial operational progress made
and will only increase in importance as we move forward. Without question, re-
source stability in the years ahead will best enable our continued success in devel-
oping airmen and maturing our capabilities to operate in, through and from the
cyberspace domain. Resource stability will also foster the innovation and creativity
required to face the emerging threats ahead while maintaining a capable cyber force
ready to act if our nation calls upon it.

I am honored and humbled to command this magnanimous organization and look
forward to a thorough and continuing dialogue.

Senator ROUNDS. Thank you, General.
Major General Reynolds?
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STATEMENT OF MAJOR GENERAL LORETTA E. REYNOLDS,
USMC, COMMANDER, MARINE FORCES CYBERSPACE COM-
MAND

MajGen REYNOLDS. Chairman Rounds, Ranking Member Nelson,
Senators McCaskill and Fischer, on behalf of the marines, civilian
marines, and their families of U.S. Marine Corps Forces Cyber-
space Command, I thank you for your support to the work that we
are doing, and I welcome this opportunity to highlight for you
today what our marines are doing in cyberspace as we shift our
focus from building this command to operationalizing, sustaining,
and expanding capabilities in this warfighting domain.

I am humbled every day by the tenacity, professionalism, and
commitment to mission success displayed by my team.

As the Commander of Marine Forces Cyber, I wear two hats. I
am the Commander of Marine Forces Cyber and I am the Com-
mander of Joint Force Headquarters-Cyber Marines. In these roles,
I command about 1,700 marines. We are a small force. Our force
includes civilian marines and contractors across our headquarters
and subordinate units. I organize operations along three lines of ef-
fort that I will briefly highlight for you today, and I use this frame-
work to organize activities, allocate resources, grow capabilities,
and measure our progress.

My first priority is to secure, operate, and defend the Marine
Corps portion of the DODIN, which we refer to as the Marine
Corps Enterprise Network, or the MCEN. The Marine Corps views
the MCEN as a warfighting platform, as you have heard from my
fellow commanders today. We must aggressively defend this net-
work from intrusion, exploitation, and attack.

Our priorities this year for improving our defenses include ac-
tions to flatten the MCEN by collapsing domains and improving
our ability to sense the environment. We want to harden the net-
work through increased endpoint security, principally through WIN
10 [Windows 10] deployment, and we want to implement a comply
to connect capability. Finally, we are looking for ways to dramati-
cally improve our continuity of operations capability of our cyberse-
curity service provider in Quantico.

My second priority is fulfilling our responsibility to provide
ready, capable cyber forces to U.S. Cyber Command. We are on
track to provide 13 fully operational capable Cyber Mission Force
teams to meet U.S. Cyber Command requirements.

We have experienced tremendous growth in operational capa-
bility over the past year and have fully supported the delivery of
operational cyberspace effects within named operations. I provide
direct cyber support to U.S. Special Operations Command, and we
are actively beginning actions to hire manpower in my Joint Force
headquarters and in a forward element embedded in SOCOM [Spe-
cial Operations Command], organizations which will directly sup-
port SOCOM and their subordinate elements with cyber planning
integration.

Across U.S. Cyber Command, marines are at the point of friction,
increasingly relevant, and eager to contribute to the fight.

My third priority is to add cyberspace warfighting expertise to
the Marine Air Ground Task Force. Our Commandant, General
Neller, understands the necessity to move forward quickly to build
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MAGTF [Marine Air-Ground Task Force] capability to operate in
all five domains. The first time this fiscal year, we have supported
a training exercise within every Marine expeditionary force, which
are our major warfighting commands, as you know.

In addition, we recently concluded a mission in support of a spe-
cial purpose MAGTF in the CENTCOM [Central Command] AOR
[Area of Responsibility].

Across the board, the demand signal for marine cyber operators
and capability is very high, and it increases with each successful
mission.

Also this year we have participated in our service efforts to im-
prove our information warfare capabilities that are organic to the
MAGTF. Cyber will play a relevant part in that.

For all these missions, this year we are building a cyberspace
MOS [Military Occupational Specialty] to improve readiness and
retention of our operators, and we are also participating in the
cyber excepted service for our civilian operators.

We have accomplished much in a short period working within
the construct of these three lines of effort, but we still have a lot
of work to do.

Thank you again, Mr. Chairman, Members of the committee, for
inviting me to testify before you today and for the support that you
and this new committee have provided our marines and their fami-
lies. I look forward to taking your questions and to maintaining an
open dialogue with you in the future. Thank you.

[The prepared statement of Major General Reynolds follows:]

PREPARED STATEMENT BY MAJOR GENERAL LORETTA E. REYNOLDS
INTRODUCTION

Chairman Rounds, Ranking Member Nelson, and distinguished Members of this
Committee, on behalf of the marines, civilian marines, and the families of U.S. Ma-
rine Corps Forces Cyberspace Command (MARFORCYBER), I thank you for your
continued support of the important work we are doing to secure, operate, and defend
the Marine Corps Enterprise Network (MCEN) and defend the nation in cyberspace.
I welcome this opportunity to highlight what our marines are doing in the cyber-
space domain and how we are shifting our focus from building the command to
operationalizing, sustaining, and expanding capabilities in this warfighting domain.
I am pleased to be sitting alongside my colleagues from the other Service Cyber
Components of the United States Cyber Command (USCYBERCOM).

I am humbled everyday by the tenacity, professionalism, and commitment to mis-
sion success displayed by my team. It gives me great pride to highlight the many
accomplishments of the marines and civilian marines of MARFORCYBER, and the
work they are doing in support of warfighting and in defense of our nation.

It will come as no surprise to the Members of this committee that we face a grow-
ing cyber threat—one that is increasingly persistent, diverse, and dangerous. Mali-
cious cyber activity from both state and non-state actors continues to intensify and
every conflict around the world includes a cyber dimension. The traditional fight we
have envisioned across the domains of air, land, sea, and space has expanded to the
cyber domain. The United States’ technical superiority is not yet established in this
domain: we have to earn superiority in each fight. We can never take our superi-
ority for granted. Our enemies will test us.

This year we established MARFORCYBER’s motto—Semper in Proelio. 1t is Latin
for “Always in Battle.” This is the reality of cyberspace. The American people right-
fully expect their marines to fight our Nation’s battles and win—always, including
in the domain of cyber. We work hard each and every day to ensure we are prepared
to fulfill this expectation.
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MISSION AND ORGANIZATION

As the marine service component to U.S. Cyber Command, MARFORCYBER con-
ducts full spectrum cyberspace operations. That includes operating and defending
the MCEN, DOD Information Networks (DODIN) operations, conducting Defensive
Cyberspace Operations (DCO) within the MCEN and Joint Force networks, and
when directed, conducting Offensive Cyberspace Operations (OCO) in support of
Joint and Coalition Forces. We do this to enable freedom of action in cyberspace and
across all warfighting domains, and deny the same to our adversaries.

As the Commander, MARFORCYBER, I wear two hats. I am Commander,
MARFORCYBER, and I am the Commander of Joint Force Headquarters—Cyber
(JFHQ-C) Marines. In these roles, I command about 1,700 marines, civilian ma-
rines, and contractors across our headquarters and subordinate units.
MARFORCYBER is comprised of a headquarters organization, a JFHQ-C, and two
colonel led subordinate commands: Marine Corps Cyberspace Warfare Group
(MCCYWG) and Marine Corps Cyberspace Operations Group (MCCOG). Through
the JFHQ-C construct, we provide direct cyber operations support to U.S. Special
Operations Command (USSOCOM). We are currently in the process of developing
and manning a Joint Force Headquarters—Forward, which is part of an effort to
meet the growing demand of cyber operations throughout USSOCOM’s global oper-
ations.

Within the MARFORCYBER headquarters, we currently have 189 authorized bil-
lets for marines and 32 authorized billets for Government civilians. We have an ad-
ditional 65 authorized billets for contract employees. In a field where technology is
paramount, our people continue to be our most valuable resource and greatest
strength. Simply put, they represent the very best our nation has to offer—they are
patriots, who are doing the arduous and necessary work to defend against increas-
ingly capable adversaries.

I organize operations along three lines of effort that I will highlight for you today.
I use this framework to organize activities, allocate resources, grow capability, and
measure our progress.

SECURE, OPERATE, AND DEFEND THE MCEN

My first priority is to secure, operate, and defend the Marine Corps’ portion of
the DODIN, the MCEN.

We accomplish this mainly through one of the two subordinate commands men-
tioned previously—the MCCOG. The MCCOG is responsible for directing global net-
work operations and computer network defense of the MCEN. It executes DODIN
Operations and DCO in order to assure freedom of action in cyberspace and across
warfighting domains, while denying the efforts of adversaries to degrade or disrupt
our command and control.

This past December, the MCCOG was activated during a re-designation ceremony
from the former Marine Corps Network and Operations Security Center (MCNOSC).
This re-designation was not simply a name change. The missions and roles assigned
to the MCNOSC transitioned from that of a Supporting Establishment command to
that of an Operational Force command apportioned to U.S. Strategic Command
(USSTRATCOM).

The Marine Corps views the MCEN as a warfighting platform, which we must ag-
gressively defend from intrusion, exploitation, and attack. Cyberspace operations
favor the attacker, and our operational dependencies require us to conduct a formi-
dable, continuous defense. Real-world defensive cyberspace operations have in-
formed and sharpened our ability to detect and expel threats on the MCEN. Since
May 2016, the MCCOG has responded to 4,050 events on the MCEN. These events
include unsuccessful attempts to access the network, non-compliance with security
standards, reconnaissance of the network, and explained anomalies (configuration
errors). This number encompasses only the events that require our attention and
further analysis. There are thousands of events that occur on the network daily that
are blocked and contained by our network defenses and filters.

Our priorities for improving our defenses this year include actions to flatten the
Marine Corps network and improve our ability to sense the environment, harden
the network through increased endpoint security, and decrease incident response
time. To do this, we are aggressively seeking to consolidate legacy domains, imple-
ment a comply to connect capability and the WIN 10-operating system, and collapse
regional service desks to an enterprise service desk. Each of these priorities are de-
scribed briefly below.

Network Access Control, Compliance, and Remediation (NACCR). NACCR pro-
vides defense in depth by positively identifying devices that attempt to connect to
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our networks, ensuring the device is compliant with the latest set of security up-
dates, and, if non-compliant, NACCR initiates quarantine and remediation actions.

Enterprise Service Desk. We are transitioning eight regional service desks into a
central, standardized Enterprise Service Desk (ESD) in Kansas City, Missouri. The
ESD will be under the operational control of MARFORCYBER. Users’ requests for
IT support and incident response, once centrally managed, will provide valuable in-
sights into trends on the network. Long term benefits will include supporting a top
down governance structure, increased efficiency in supporting the warfighter, and
providing a holistic view of the network that informs and complements defensive ac-
tions on the MCEN.

Domain Consolidation. In order to flatten, harden, and secure the network, we
must have full visibility of all networked assets. We are undertaking efforts to bring
remaining disparate legacy networks into a homogenous and secure network. Legacy
networks contribute to the Marine Corps’ cyber footprint and unnecessarily increase
attack surfaces for adversaries. This deliberate effort for domain consolidation will
lle/f(%‘nge much needed standardization and increase the cybersecurity posture of the

Windows 10. The Marine Corps is transitioning its Microsoft Windows end user
devices to the Windows 10 (WIN 10) operating system (OS). WIN 10 OS will im-
prove the Marine Corps’ cybersecurity posture, lower the cost of information tech-
nology (IT), and standardize the Marine Corps’ IT operating environment. The WIN
10 OS has numerous embedded security features that earlier Windows OS’s lack.
These features include protection such as encrypting hard drive data while powered
off or preventing the execution of unknown system commands.

Like the Internet itself, many of our Programs of Record and warfighting systems
were not built with security in mind. To combat these vulnerabilities, we are review-
ing each one to determine how we can improve security. We have also conducted
a review of all vulnerable end of life hardware and software on the network and
developed expedited strategies to upgrade, consolidate or remove systems that can-
not be adequately hardened. Projects that focus on auditing, analysis and tracking
of cyber events and anomalous activity have been developed and implemented to im-
prove our situational awareness of system status and cyber monitoring capabilities.
Programs that test and audit our defensive posture are continuously reviewed for
relevance and improvement to address the changing cyber threat environment and
support the intelligence operations cycle on a shortened timeline. Cyber is a dy-
namic, competitive environment, and we are continually responding to the increas-
ing capability and capacity of our adversaries.

As we have built Cyber Protection Teams (CPT), we have employed them across
the MCEN. This year, our CPTs have conducted named cyber operations to include
focused internal defensive maneuver missions (IDM), ensured security of Personally
Identifiable Information (PII) repositories, and completed security enhancement mis-
sions for cyber key terrain, countering known threats to the network. In all DCO
activities, the Marine Corps consolidates findings and actionable lessons for dissemi-
nation to the broader operational community.

We are making efforts to better understand system data, and have employed
Service aligned CPTs to harden Service PII repositories. In 2015, MARFORCYBER
began efforts to secure PII repositories across the service. The MCCOG and Service
CPTs assessed the security posture of our 40 largest PII repositories. While the
overall security posture of our systems was within established standards, we identi-
fied areas for improvement we needed to address. Our Service aligned CPTs con-
ducted on-site visits to several repositories that were deemed critical high risk.
There, we identified and remediated vulnerabilities and trained system owners and
administrators. We continue efforts to ensure these systems maintain the highest
levels of security.

We have identified a requirement for a more robust MCCOG Continuity of Oper-
ations (COOP) capability. The MCCOG COOP is effectively a MCEN COOP capa-
bility. MCCOG lacks the ability to comply with DOD Directive 3020.26 of 9 Jan
2007 requiring up to 30 days Mission Essential Services and Functions performance
for no-notice events. The Marine Corps IT Center (MCITC), located in Kansas City,
Missouri, is the recommended COOP site, allowing us to leverage available space
and integrate with other MCCOG operations already at MCITC. We have conducted
thorough analysis and research to develop an effective COOP capability, but cur-
rently lack the financial resources to put our plan into action.

We are participating in efforts to shape our battle space by designing a more de-
fensible architecture. As we move toward implementing the Joint Information Envi-
ronment, we are also working to unify and centralize our network to better see, un-
derstand, and defend the MCEN. We are integrating and standardizing cyberspace
threat reporting, intelligence production and analysis to better inform commander’s



37

situational awareness and decision making. Our network must be resilient, redun-

dant and interoperable, and extend from garrison to the tactical edge of battle. In

other words, we need a seamless MCEN that provides a defensible capability pro-

giding enterprise services from “fighting hole to flagpole.” We are moving out in this
irection.

PROVIDE A CYBERSPACE WARFIGHTING CAPABILITY

My second priority supports our responsibility to provide ready, capable cyber
forces to USCYBERCOM. Creating this capability in a new command is a tremen-
dous undertaking. We are on track to provide our Combat Mission, Cyber Protec-
tion, National Mission, and Combat Support teams in time to meet USCYBERCOM
Full Operational Capability (FOC) requirements.

The Marine Corps is responsible for 13 of USCYBERCOM’s 133 Cyber Mission
Force (CMF) teams: one National Mission Team (NMT), eight Cyber Protection
Teams (CPTs), three Combat Mission Teams (CMT), and one Cyber Support Team
(CST). These 13 teams are aligned against USCYBERCOM (Cyber National Mission
Force), USSOCOM, and Marine Corps missions. Three of the eight CPTs are service
Igl\t/flér)led and oriented to service missions, (23 percent of the total Marine Corps

Of our 13 teams, nine teams have reached and four teams remain at Initial Oper-
ating Capability (IOC). All 13 teams are scheduled to reach FOC in fiscal year 2018.
It’s important to note, that all 13 teams designated as having reached IOC are em-
ployed against real-world problem sets and are fully engaged in supporting the mis-
sion. It is also important to note that achieving FOC is also not an indication that
work is done. We must continually ensure we are training and sustaining the force
to ensure we remain agile, adaptable, and ready to defeat all enemies.

To that end, we are moving forward with the creation of a cyberspace occupational
field. We have learned a great deal in the past several years about the training,
clearance, and experience requirements across the cyber mission force. We know
that in order to be effective, we must retain a professional cadre of cyberspace war-
riors who are skilled in critical work roles, and we know that many of our marines
desire to remain part of the cyber work force. The Commandant has told us to move
out, and we are planning with Headquarters, Marine Corps (HQMC) to design a
cyberspace occupational field to address offensive and defensive team readiness re-
quirements. We intend to begin assigning marines to the cyberspace MOS in fiscal
year 2018. This will significantly improve both readiness and retention of the force.

In the spring of 2016, we activated the MCCYWG. This new command is a colonel
led command with the responsibility for identifying capability requirements, train-
ing, certifying, and sustaining readiness for our CMF teams. In the future, my vi-
sion for this command is to develop it into one of service as the Cyber Warfighting
Center for the Marine Corps, where it will provide standardized advanced cyber
tflair(ljing and certifications that support marine cyber training and readiness across
the Corps.

While building the CMF, members of MARFORCYBER were dual-hatted as the
Joint Force Headquarters staff. This year, the pace of cyber operations demanded
that we begin to man a standing JFHQ-C. The JFHQ-C provides the planning, tar-
geting, intelligence and cyber execution support to supported commanders, and pro-
vides command and control for CMTs and CST. This summer, we will begin hiring
JFHQ staff who will be positioned forward and integrated into USSOCOM planning
and intelligence processes in Tampa, Fort Bragg, and across Theater Special Oper-
ations Commands.

This year the Marine Corps continued its initial investment in specialized tools
for defensive cyberspace operations. The Deployable Mission Support System
(DMSS) hardware and software tools comprise the weapons system CPTs use to
meet any mission they may be assigned, from readiness and compliance visits to in-
cident response or Quick Reaction Force missions. This year, we championed an
ability to conduct split based operations with the DMSS, enabling the CPT lead to
forward deploy a small element and push information back to a home station “war
room” for remote analysis and remediation. This initiative and concept of employ-
ment will reduce deployed time and costs and increase our ability to collaborate
more freely with other CPTs or across the mission force.

We are rapidly establishing relevant operational capability in support of the
warfighter. We have experienced tremendous growth in operational capability over
the past year as we have fully supported the delivery of operational cyberspace ef-
fects under Joint Task Force Ares, a USCYBERCOM led effort designed to support
C-ISIS efforts in U.S. Central Command (USCENTCOM). Our Joint Force Head-
quarters is providing relevant support to more fully integrate planning cyber oper-
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ations, intelligence and fires, and we continue to refine procedures with each exer-
cise and operation we support. On the defense, our CPTs are contributing to Cyber
National Mission Force priorities around the globe, and at USSOCOM. Across
USCYBERCOM, marines are at the point of friction, increasingly relevant and eager
to contribute to the fight.

We are also Active participants with other Service components and
USCYBERCOM in a variety of new processes, infrastructure and tool development,
acquisition initiatives, training transition, and Tactics, Techniques and Procedures
(TTP) development for the CMF. We know we must continually adapt, innovate, and
change to meet future threats.

ADD VALUE TO THE MAGTF

My third priority is to add cyberspace warfighting expertise to the Marine Air
Ground Task Force (MAGTF). Our Commandant, General Neller, understands the
necessity to move forward quickly to build MAGTF capability to operate in all five
domains. This is not the fight of the future, but the current fight we are in right
now. Consistent with our Commandant’s guidance, we want to develop the Marine
Corps’ cyber capacity at the tactical level of war, so that in the future the Marine
Corps will more effectively preserve the ability to fight and win in a contested envi-
ronment and deliver effects in cyberspace.

Since our establishment in 2009, our marines and civilians have implicitly under-
stood the need to provide a high return on the Marine Corps’ investment in cyber.
In 2010, we began participating in Service training, exercises and concept develop-
ment to institutionalize cyber across the Service, and have built momentum ever
since. Cyberspace operations are now codified in scenarios at Marine Corps Tactics
and Operations Group, Marine Corps Logistics Operations Group, and Marine Avia-
tion Weapons and Tactics School, and the Marine Expeditionary Forces (MEFs) bet-
ter understand the integration of cyber through our participation in MEF Large
Scale Exercises. For the first time, this Fiscal Year we will have supported a train-
ing exercise within each MEF, our major warfighting commands. In addition, we re-
cently concluded a mission in support of a Special Purpose MAGTF in the
USCENTCOM AOR. Commanders across the Marine Corps and combat commands
have seen the capability our defensive teams bring to the fight. Across the board,
the demand signal for Marine Corps cyber operators and capability is high, and in-
creases with each successful mission.

The Marine Corps Operating Concept (MOC) describes a future operating environ-
ment where marines will fight with and for information, engage in a battle of signa-
tures and be required to maneuver throughout networks even as we design net-
works that are maneuverable themselves. Last year, the Marine Corps developed a
new force design to meet the needs of the MOC. This effort, called Force Design
2025, includes Defensive Cyber Operations-Internal Defensive Measures (DCO-
IDM) companies and electronic warfare companies for each MEF. The DCO compa-
nies will provide MAGTF commanders with a trained and organized capability to
conduct activities as maneuver elements for deployed networks, data stores and
weapons system. As an element of the MEF Communication Battalion, the DCO-
IDM Companies will support the defense of MAGTF communication networks and
maintain a commander’s ability to command and control. Their primary function
will be mission assurance actions such as actively hunting for advanced internal
threats that evade routine security measures, performing incident response actions,
and performing digital forensics. MARFORCYBER is leading the DCO-IDM Train-
ing Pilot Program this month, which will inform the DCO-IDM Company concept
of employment.

The Electronic Warfare companies, built inside our Radio Battalions, will employ
similar intelligence, targeting and effects generation TTPs as offensive teams and
will dprovide full spectrum electromagnetic support capability to the MEF com-
mander.

To increase cyber readiness across the Service, we have emphasized the role of
the commander in the security and defense of the MCEN, and are conducting Cyber
Readiness Visits at commands throughout the Marine Corps to identify cyber key
terrain, assess readiness and culture, and bolster our defenses. As the Marine Corps
establishes the cyber career field for marines, we will aggressively build cyber oper-
ators to ensure the MAGTFSs, bases and stations have the expertise and capacity
EO enhance cyber readiness not only at MARFORCYBER, but across the Marine

orps.

As we have transitioned from building the CMF to sustain readiness of the CMF,
we are looking more carefully at how we retain manpower, prioritize training, en-
sure that our tools are current and sufficient to counter the growing threat, and
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whether we will have sufficient infrastructure, tools and facilities available for the
force. We look forward to working more closely with Congress to address needs as
we identify them.

We have accomplished much in a short period working within the construct of
these lines of effort, but still have a lot of work to do.

CYBER WORKFORCE MANAGEMENT

MARFORCYBER is conducting a multi-year, Service-integrated, bottom-up ap-
proach to grow both our headquarters element and the MCCYWG headquarters,
which includes growth within manpower, training, facilities and equipment. Our
growth is in-line with the Commandant’s vision and Future Force 2025.

Since our last testimony before the House Armed Services Committee in March
of 2015, we have initiated plans to significantly increase our headquarters staff.
While MARFORCYBER has seen manpower growth in support of our CMF, as di-
rected by the Secretary of Defense, we have not seen growth for the headquarters
element that supports the CMF. Growth will require resources to hire personnel for
the enabling operational and strategic headquarters staff, and for facilities where
we can train and employ them.

MARFORCYBER was established with an initial staff of eight personnel. In 2011,
we received additional personnel when the Service conducted a Force Structure Re-
view. Since that time, the mission of MARFORCYBER has changed several times,
including the requirement to grow a JFHQ-C, and our alignment to support
USSOCOM. Concurrently, USCYBERCOM has developed new processes, working
groups and planning teams to address the growing mission and relevance of cyber-
space, while we have seen a steady increase in capability of adversary nations. In
short, the scope of our mission has increased substantially, exceeding our existing
capacity, and we have identified significant growth requirements to HQMC. One of
the key requirements to grow and maintain an effective CMF is our ability to hire
and retain the highest quality cyberspace professionals.

In workforce management, we are being challenged by the policy issues discussed
below as well as the increasing demand for workers with cyber experience in indus-
try and government. Private industry remains an attractive prospect for our cyber
personnel with salaries and incentives we cannot compete with. On the uniformed
side, we are successfully leveraging our Reserve forces to help close manpower gaps.
This capability has given us a tremendous boost, with Reservists agreeing to come
on orders for anywhere from one to three years.

The establishment of the cyber career field outlined earlier is one way we are ad-
dressing this challenge. We surveyed a sample of our CMF and found that 54 per-
cent of respondents indicated that his or her work role was the most important con-
sideration concerning re-enlistment with only 38 percent of respondents indicating
pay was the most important (8 percent were undecided). Marines want to stay cyber
marines, and we will soon allow them the opportunity to do that.

The Marine Corps also has other initiatives underway to help address the man-
power challenges identified above. We are scheduled to brief HQMC in early June
on manpower growth requirements for both the MARFORCYBER and MCCYWG
Headquarters. Our requirement is for additional intelligence professionals, logistics
and administration personnel, network experts, acquisition and contract manage-
ment teams and tool development experts. The Service is conducting a holistic anal-
ysis to ensure our growth is realistic, valid and complete.

On the civilian side, policy that exempted cyberspace positions during the recent
hiring freeze was helpful in supporting our civilian workforce growth. However, the
recruitment of recently retired or separated servicemembers that are cleared and
fully trained has become substantially more difficult after the expiration of policy
suspending the 180-day cooling off period required before taking a government posi-
tion.

We are well into the development of a new headquarters building for
MARFORCYBER designed to meet the demands of our increased mission. I want
to thank you for the Military Construction funding that enabled the East Campus
Building—Marine Corps (ECB-MC) project. ECB-MC is a 148,000 square foot, 550
seat building that will provide full spectrum cyber operation capabilities. The project
broke ground in October 2015 and the steel work “topped out” in November 2016.
MARFORCYBER and our partners have developed a phased turnover plan to facili-
tate the fit-up of the building’s complex systems and we expect the final turnover
of spaces in December 2017. Assuming the construction and fit-up schedule is main-
tained, we expect to move MARFORCYBER into the new building during the 4th
quarter of fiscal year 2018. This space is much more than administrative offices. It
will serve as the Marine Corps’ premier cyber warfighting platform.
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CONCLUSION

Thank you again, Mr. Chairman and Members of the Committee, for inviting me
to testify before you today, and for the support that you and this Committee have
provided our marines and their families.

I have outlined just a handful of examples that share how our marines are lean-
ing in to increase cyber capability and capacity across this command and the Marine
Corp through our lines of effort to secure, operate, and defend the MCEN, provide
a warfighting capability, and provide value to the MAGTF. The success of these ef-
forts depend on our Marine Corps cyber team—a team made up of warfighters, who
are dedicated to their warrior craft. They are professional, competent, and com-
mitted to mission success. Simply put, they represent the very best.

I look forward to continuing this dialogue in the future and would be happy to
take your questions.

Senator ROUNDS. Thank you, General Reynolds.

I would note that all of your written statements will be included
for the record of this meeting today.

Let me begin by addressing to all of you. According to testimony
we received from the Defense Science Board earlier this year, for
at least the next decade, the offensive cyber capabilities of our most
capable adversaries are likely to far exceed the United States’ abil-
ity to defend key critical infrastructures. Do you agree with the De-
fense Science Board’s assessment, and do you agree that because
of ghat imbalance, we must have an effective cyber deterrence pol-
icy?

VADM LYTLE. I believe that statement is based on if we do not
continue to invest in our cyber defensive capabilities of our country,
and that could come true. What we need to do is really focus on
increasing our capabilities to defend against those adversaries be-
cause unlike the other domains, in the cyber domain, there is a lot
steeper learning curve for adversaries to gain capability. It takes
a long time to build an army. It takes a long time to build an air
force. It only takes about 6 months or less to hire some contractors
and get capable as a cyber adversary in this domain. We need to
be on our game. We need to continue to look at ways to up the
United States’ game and the DOD’s game in the cyber defense ca-
pability area.

VADM GILDAY. Sir, thank you for the question.

So a couple of comments. I think broadly we are concerned about
the U.S. broad attack surface across a number of critical sectors
that cover 16 in total.

I do think a good first step is the EO [Executive Order] that was
just signed out a week or 2 ago that essentially gives focus to those
areas of critical infrastructure, the area of federal networks in
terms of resiliency, and lastly the piece about cybersecurity for the
Nation in terms of deterrence. I think collectively the EO sets us
off on a course of taking a deeper look in many different areas to
come up with a collective strategy.

LTG NAKASONE. Chairman, you know, as we have seen in this
domain of cyberspace, the advantage is with the attacker obviously.

In terms of what I think we need to do in looking at this, I do
believe that there are three elements that we have to consider.
First of all, our Nation needs, obviously, strong denial capabilities
for its networks, its data, and its weapons systems. Secondly, there
needs to be a series of response actions that we need to be able to
provide to decision-makers and the President if required. Thirdly,
I think it is the idea of resiliency. You cannot stop everything. You
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cannot defend against everything. You have to have a degree of re-
siliency that is built into your networks for this.

Senator ROUNDS. Any other thoughts?

MajGen REYNOLDS. Sir, I would just completely agree with Gen-
eral Nakasone. I think what you heard all of us say is that our
number one priority is the defense of our networks. From a deter-
rence perspective, ensuring that no matter what they send our
way, we can deter and, if necessary, build a new network some-
where else when we need to. Resilience I think is what we are all
seeking.

Senator ROUNDS. I think the Defense Science Board made it
clear that at this stage of the game, as General Nakasone indi-
cated, the attacker has the advantage, furthermore that we should
be prepared here to make it as expensive as possible for them to
make that attack. Second of all, based upon having an attack being
successful, that we have to be able to rebuild and that we have to
have resiliency. Would anyone like to comment on that and our ca-
pabilities today to provide that resiliency? Where are we at with
regard to resiliency within our systems today?

Maj. Gen. WEGGEMAN. I will dive into this one.

I think what I would like to see and where I think we are going
is we are focusing a lot more today than we were in the past on
mission system resilience. We are focusing on both risk and threat-
based resilience. Our commanders are now involved in making sure
that they can fight hurt, as we like to say in the Department of
Defense. All the things that all the services are working on are
those PACE [Primary, Alternate, Contingency, and Emergency]
plans to make sure that we have a primary and alternate, contin-
gency, and emergency capability on those key systems. We are
going to commanders first and helping them translate their mis-
sions into the IT [Information Technology] systems so that we can
get a key functional analysis of what cyber mission systems we
need to prioritize our defenses against.

I think that transformation of getting away from networks in a
COM [Command] focus to resiliency based upon commanders’ mis-
sions and the key things we have to do as the Department of De-
fense for our Nation is paying huge dividends. Obviously, there is
a lot of ground ahead to hoe but I think we are making the invest-
ments. I am seeing the commanders talk about cybersecurity de-
fense and resiliency far more now than they did 3 years ago.

Senator ROUNDS. Thank you.

Senator Nelson?

Senator NELSON. Thank you, Mr. Chairman.

So you know, the Russian operation created or showed—“ex-
posed” is the word—a serious vulnerability on our part. As you all
have testified, we have created a Cyber Command and built the
Cyber Mission Forces to operate in cyberspace, but as Admiral Rog-
ers, the Commander, has recently testified, we have not trained or
tasked these forces to detect, to counter, and to go on offense to
conduct this kind of information operation that the Russians did.
Our cyber forces are focused on the technical aspects of cybersecu-
rity, defending our networks from intrusions, as you all have stated
that you are tasked to do, and in some cases, penetrating adversary
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networks. We are not focused on the content of the information
flowing through the Internet.

You know what Putin is up to. The Chinese are up to it as well.
What can we do to make Putin feel enough pain to cease his ag-
gression in cyberspace?

VADM LYTLE. Sir, there are a lot of things we could do, and it
gets back to the deterrence topic we were talking about earlier. We
need to be able to make all of our systems—and this is not just the
DOD system, but across the Nation, government systems—more
defensible and more resistant to this type of activity to keep the
easy way in out of our systems. Right now, we do not have that
level of cybersecurity awareness across the world.

We do have a number of efforts. We do not, obviously, focus just
on the defensive side from the Cyber Mission Force point of view.
There is a whole offensive capability that we could talk about in
a classified environment that looks for activities, looks for ways,
and sets up options for the President to take in case he wants to
do something about things like this.

Senator NELSON. Describe in this open session what you can
about some of those offensive capabilities.

VADM LYTLE. The capabilities that can be prepared to deny ad-
versary access, to manage adversary systems, to cause havoc
amongst adversary systems—those are a number of things you may
be able to do within cyber using cyber techniques that cause kinetic
effects on the other end of the wire.

Senator NELSON. Do you all see any natural specialization in
each of your forces, natural roles that you would play?

Maj. Gen. WEGGEMAN. Senator, I cannot answer on behalf of all
of my colleagues. I think as an airman—and I hope I speak on be-
half of my colleagues. We have the air domain and the space do-
main. We are air-minded. We are space-minded. I think what we
bring is the unique perspective in terms of the application of cyber
maneuver and effects related to air systems and maneuver in,
from, and through the air domain as well. I think that air-minded-
ness on both our offensive and defensive teams certainly supports
very well our air component commanders around the world, but
also offers air-mindedness to land, maritime, and space component
commanders as well. I think the Army does the same.

If you look across the totality of the Cyber Mission Force, there
is a service team represented in each of the combatant commands
there. We have air-minded teams representing every combatant
command in support of them with the exception, of course, of Spe-
cial Operations Command because the Marine Corps has them all
to themselves. I think that diversity of what each service brings is
actually being in play as the teams have a diverse presentation to
the combatant commands.

LTG NAKASONE. Senator, if I might. The Department has been
open in terms of our actions against ISIS in cyberspace. We have
Joint Task Force Aries, which I command, stood up to take on ISIS
in a manner that Vice Admiral Lytle recently described.

To the point of your question, I think what we are learning is
the importance of being able to counter our message, being able to
attack a brand, in this case, attack the brand of ISIS. Then the
other thing is how do we do this with the speed and accuracy that
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is able to get at an adversary that 6 months ago was moving
uncontested in cyberspace. I think we have learned those things
over the past 6 months, and I think that we as a Department have
done that much better.

Senator NELSON. Have you all thought, since you need a lot of
cyber talent, of putting Reserve cyber units located in places like
Silicon Valley, Boston, and Austin?

VADM GILDAY. Yes, sir. In fact, we have that presence now and
continue to make additional investments through DIUx [Defense
Innovation Unit Experimental], which I know you are familiar
with, in terms of helping the acquisition process get new tech-
nologies into the hands of the warfighters around those typically
slow moving acquisition processes that currently exist. We do have
a presence 1n those areas.

Senator NELSON. A Reserve presence?

VADM GILDAY. Yes, sir. Navy has a Reserve presence.

LTG NAKASONE. Senator, if I might add to that. The Army is
building 21 cyber protection teams, and what we have learned and
what we are attempting to do is to take places like Adelphi, Mary-
land, take places like Boston, take places like Pittsburgh and not
only build teams there but bring the training to them. This is a
new, I think, lesson that we have learned as the Services. We have
to do training a little bit differently for our Reserve component. Not
everyone can take off from their homes and leave for 6 months to
do training in a place like Fort Gordon, but if we can bring the
training in a mobile aspect to places like Maryland, places like
Pittsburgh, places like Massachusetts, we found it to have some
success.

Senator ROUNDS. Senator McCaskill?

Senator MCCASKILL. I might add on that topic that we have some
really terrific National Guard cyber units. We have one in Missouri
that is now training across the country, a toolkit that they devel-
oped. The guy who runs that unit does the cybersecurity for Mon-
santo on a full-time basis. He really knows what he is doing. I
think we need to build on that.

On that topic, General Weggeman, at the full committee hearing,
Senator McCain brought up with Admiral Rogers his concern
that—and he confirmed this, by the way—that out of 127 Air Force
cyber officers that completed their first tour on CYBERCOM Cyber
Mission Force, none went back to a cyber-related job. Now, that is
an alarm bell as far as I am concerned. Would you address that
briefly?

Maj. Gen. WEGGEMAN. Yes, Senator, absolutely, and I was ex-
pecting the question. I appreciate Senator McCain’s inquiry be-
cause it gets to a really, really important problem, which is how
do all the services effectively manage force management and bal-
ance the weight of effort we have between growing and specializing
a Cyber Mission Force, which is in its growth spurt right now, and
balancing that against the broader enterprise needs of our services
for a cyber IT [Information Technology] workforce in our cybersecu-
rity service provider roles, our cyber schoolhouses, and also bal-
ancing with the professional development of our airmen and civil-
ians that need to attend professional military education, to go to
advanced cyber schools like the Cyber Network Operations Defense
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Program at NSA and also our Cyber Weapons Instructor courses,
two great examples, which pays huge dividends when they come
back. Those are the cyber jedis when they get back. How do you
properly manage that balance?

I do not have a lot of insights into the number without all the
math that went into it, but I can tell you where we are at now,
and that is we have the policies and the strategic framework in
place where we are looking at two general officer-led bodies that
manage our force down to the airmen. What I can tell you and
what I know to be true now is about one-third of the force is going
from CMF to CMF each year, which is about where we need to be
to balance build in the broader operational needs. If you think
about a 3-year rotation, that is about all you really want to do is
one-third, one-third, one-third a year. That allows us also then to
get the rest of the bench in cyber, across the enterprise, talent and
experience so when they come back, we have the force that we need
on the CMF.

I do believe starting in fiscal year 2013, fiscal year 2014, we may
have had our eye off the ball a little bit, I think all the Services
were just kind of sorting out how do we stand up the enterprise
that does the organize, train, and equip.

Now the first thing I did when I took command, as an example,
is I put a directive in place that said every person that is going to
PCS [Permanent Change of Station] off a Cyber Mission Force
team that is not going to another Cyber Mission Force team now
comes to me personally for review and approval.

Senator MCCASKILL. Well, I am glad that you are aware of it and
working on it.

I got to tell you we are always blessed around here by our mili-
tary fellows, and that is for all the military fellows that are in the
room. I have got a really good one back here behind me. He tried
to chart the national cybersecurity structure. Yikes. I mean, I have
been studying it now for several hearings, and every time I have
to start over again.

Here is what I am really worried about. I am also worried about
how many vacancies we have in the sector-specific agency struc-
ture. If you look at USD [Under Secretary of Defense] policy, va-
cant. We have an acting. A principal USD policy, vacant. Acting,
none. You know, Principal Deputy ASD-HDGS [Assistant Sec-
retary of Defense-Homeland Defense and Global Security], vacant.
Acting, none. There are a lot of problems with nobody home in a
lot of these jobs.

What I am really worried about is where we are plugging in the
private sector. The only place we can find that the private sector
gets plugged in is this unified coordination group. Now, I guess you
guys are all familiar with that? Yes? No? Okay.

What is weird about that is we all know how we got to plug in
the private sector because we are likely to be attacked in the pri-
vate sector, not necessarily your all’s networks. I mean, that is the
cyber warfare that I think probably keeps some of you up at night
in terms of the vulnerabilities in the private sector.

The only way it gets stood up is if directed by the NSC [National
Security Council] or requested by two agencies. In other words, it
is kind of ad hoc. Well, that is not the way they do it in the UK
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[United Kingdom], especially in light of what we have seen in the
last 24 hours. Obviously, we need to be really on guard against
what is going on cyber in terms of preparing for even lone wolf at-
tacks that the UK just suffered.

Can any of you address this structure where we do not have a
standing group where we get plug-in from the private sector in
terms of our cyber national security structure?

VADM LYTLE. Senator, the DHS is really the responsible player
in that game through the end kick and their connections with all
the sector-specific agencies and managing that, monitoring that.
What we do is we work through DHS to the private sector for the
most part except for the defense industrial base area for that par-
ticular sector. DHS has the end kick, has the connections with all
the major sectors of the private sector, and that is the primary way
to go through that.

Senator MCCASKILL. Okay. According to the NCIRP [National
Cyber Incident Response Plan], when a cyber incident affects a pri-
vate entity, the Federal Government typically will not play a role
in this line of effort, but will remain cognizant of the affected enti-
ty’s response activities.

I am ranking on Homeland Security. I get the different hats
here.

You know, you guys have a reputation of being rather siloed. I
know that is a shocking revelation to you in this hearing. I am just
worried about how siloed these charts are, and that is the only
alarm bell I am trying to sound today. It is pretty siloed. I just
worry that in this particular area of defense and danger, that being
siloed is really, really a problem, much more so than in other areas
where we have been traditionally siloed. I am hoping that you all
will take that back and look at it and make sure that we are hav-
ing even from our military industrial base, if we have enough buy-
in on something other than an ad hoc basis.

Thank you, Mr. Chairman.

Senator ROUNDS. Senator McCaskill, before you leave, I just
wanted to make one—after we are done with the first round, I am
going to ask General Nakasone or one of the others to explain how
they are coordinating among themselves in terms of that flow
chart. It made sense when each of them has had a chance to visit
with me. I would like to have them share it with the entire com-
mittee. If you have got the opportunity to stay for a few minutes,
when Senator Gillibrand has completed—thank you. We will have
them share it for the record for sure. Okay?

Senator Gillibrand?

Senator GILLIBRAND. Thank you, Mr. Chairman.

Admiral Lytle and General Nakasone, what is the status of the
inclusion of the Army National Guard cyber protection teams in the
Cyber Mission Force? My understanding is that the Army and
CYBERCOM have signed off on this. If so, what is the holdup?

VADM LytLE. I will just do a quick start-off. The National
Guard, Air Force and Army, and the Reserve teams are being fully
integrated into the Cyber Mission Force. We talk about the 133
teams. Actually on top of that, there is the Guard and Reserve that
are added to that skill set.
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You kind of alluded to earlier in a previous question the Guard
and Reserve folks bring some incredible talent to the game. A lot
of these folks are doing this in their civilian jobs, and they are
looking for a way to do it in their military hat. From the Guard
side, they offer that capability to not only do it under their State
authorities, but also, when called up, to do it under the title 10 au-
thorities of the DOD.

Paul, would you like to add?

LTG NAKASONE. Senator, in terms of the 11 Guard teams that
the Army is building now, the Army has approved the request to
make them part of the Cyber Mission Force. It is our under-
standing that the Department of Defense will meet on that and
likely approve that in the very near future.

In terms of the man, train, and equip piece, which I think is even
more important that you are asking about, so right now, we have
met with the Guard on several occasions. The last week of January
was our last total Army cyber summit. The next one will be on the
5th of June. We have three National Guard teams right now on Ac-
tive Duty, 170, 171, and 172. They are training for the next 400
days with us. We have already begun to build teams such as 173,
which you are very familiar with—that is from the State of New
York—will be next on that. We have a way ahead for the training
where we will have all the Guard teams trained by the end of fiscal
year 2022. We will have them all to full operational capability by
2024. We have the ability to man them. We have the ability now
to train them, and now we are working on the equipping piece as
well, Senator.

Senator GILLIBRAND. They are officially part of the Cyber Mis-
sion Force.

LTG NAKASONE. They are officially part of the Army’s contribu-
tion to it. We are waiting for the Department of Defense to give
that okay.

Senator GILLIBRAND. Because is that not important so they can
receive their own equipment and they will be offered training spots
if there is availability? Is that not required to like move them for-
ward?

LTG NAKASONE. No, ma’am. We have already started with the
training. We have the training there. We have training seats at
Fort Gordon. We are working the equipping piece of it. It is more
in terms of making them part of the broader force. Again, we will
continue to move forward with that.

Senator GILLIBRAND. Do you think we are using them to their
fullest potential right now? Do you feel like we are integrating on
a level that we ultimately want to be?

LTG NAKASONE. I think there is always room for improvement,
Senator.

Let me go back to Joint Task Force Aries, which I command. Ten
percent of that force today is a Reserve component. Among our best
tool developers is from the U.S. Army Reserve. As we take a look
at the National Guard teams that we brought onto mobilization
today, some very high talent. The things that we have to do is we
have to capture that talent. Being able to build a database, of
which we are doing right now with the leading university, very im-
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portant. I think the last piece of it is are we able to recognize the
very unique skills that we may need in our Nation’s crisis.

Senator GILLIBRAND. Do you think that the Guard could ever
serve as a conduit on cyber between state, local, and Federal Gov-
ernment, as well as the private sector, because of their unique au-
thorities?

LTG NAKASONE. Senator, that is an excellent point, and I cer-
tainly believe that. They have long-term presence in communities.
When you take a look at something like critical infrastructure, who
better than someone that lives in the community to have an under-
standing of that? Who better to understand the state? Who better
to have the relationships that have been developing there?

Senator GILLIBRAND. I want to ask you a bigger question because
I have been asking this in all our cyber hearings. I asked it earlier
today. We now believe our election infrastructure is critical infra-
structure. We were just hacked by the Russians with the intent to
undermine our democracy. I believe there has to be a federal com-
ponent for elections moving forward. I believe although elections
are run by states and are part of the purview of states’ rights,
there needs to be at least some level of certification that each state
has a capability and technological expertise to guarantee they can-
not be hacked.

Do you see the National Guard perhaps fitting in this role? Be-
cause, obviously, this will be something you can consider being
under Homeland Security, but the capabilities in cyber are really
housed in DOD. We have the state of the art technology. This is
a foreign power trying to attack us. Some believe, including Chair-
man McCain, that it is on par to a declaration of war.

Would it be feasible or interesting or beneficial if perhaps the
Guard would be that conduit to being able to have the most state
of the art cyber defenses capable and available to it to be able to
use that expertise in each state?

LTG NAKASONE. Senator, if the Nation was to decide that there
was a 17th sector for critical infrastructure, I think that obviously
the means are in place for the Department of Homeland Security
to request support from the Department of Defense through the
means that are there such as defense support of civil authorities.
I am sure that with that, that would be considered at the time.

Senator GILLIBRAND. Would you specifically look to the Guard
maybe to perform that role?

LTG NAKASONE. Again, I would leave that to the policymakers.
I think my role as the operational commander is to make sure that
whatever decision is made to the utilization of the Guard, the
Guard is very well trained and very well equipped and ready to
meet those needs.

Senator GILLIBRAND. Thank you, Mr. Chairman.

Senator ROUNDS. Thank you.

Let us go back a little bit. It seems to me that there may be per-
haps a lack of understanding in terms of how the entire force is
set up. When we are training 133 different teams and we are doing
it across the different forces, could you share with us how they
share, coordinate, work together side by side, how the teams are
made up, and how you are utilizing them and the reasons for it?

Maj. Gen. WEGGEMAN. Senator, I will take a stab at that.
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I think we talked about it briefly in your chambers.

Senator ROUNDS. Yes.

Maj. Gen. WEGGEMAN. I do not want to go too deep, but just to
set the stage, the three unified command planned missions that we
have in the Department of Defense for cyber that were mentioned
by all of our opening statements are to defend the Nation in, from,
and through cyber against an attack of strategic consequence, to
provide all-domain-integrated effects in support of our combatant
commanders, and then to defend our networks but also to have de-
fensive forces that defend our mission systems and our own space
against adversaries in our own terrain.

The three cyber mission team types were then designed against
each of the mission types. You have national mission teams, which
are the cyber and cyberspace forces. If the Russians, as an exam-
ple, have a cyber force that are looking to impose costs on us, like
we have been talking about, then our national mission team’s job
is to go into red space and cause effects and impose costs against
that force. Cyber v. cyber in cyberspace.

The combat mission forces, the CMTs, are designed to provide
all-domain integrated effects for what the combatant commands’
problems are in their battlespace. A great example is General Votel
in the ongoing campaign in Joint Task Force OIR [Operation Inher-
ent Resolve] against things he needs to do in Mosul and Iraq, et
cetera. Aligned with his scheme of maneuver, whatever we can do
in cyber to help him achieve his objectives, that is what the combat
mission teams do. They are an offensive force.

The last force and the majority of the force is our cyber protec-
tion forces. They are an Active force that is designed for Active de-
fense to operate in our weapons systems and our networks to pur-
sue and hunt for adversary presence and then clear and remediate
that terrain and hold it so that they cannot get back in. That is
what those defensive forces do.

What we did back in 2013 is we said we are going to train all
three team types using people from all four services in the stand-
ardized set of joint work roles and standards. Every team has a
standard unit of action and a standard unit of employment that
looks exactly the same whether it is manned by marines, airmen,
soldiers, or sailors. That is how they are—they are fungible in
terms of they are the exact same thing. If you have a combat mis-
sion team, it is 68 people in the same work roles doing the same
things. That allows us to have the interoperability amongst the sol-
diers, sailors, airmen, and marines on the teams. They are all
doing the same things. They have been through similar school-
houses, all trained and certified to the same standards.

Senator ROUNDS. What is the benefit of having multiple forces on
the same team? What benefits does that bring?

VADM LyTLE. It is the joint force concept, Senator. Having all
the services represented on the same team or have teams made up
of an entire service that are interchangeable, as with our other
joint forces, it brings the particular nature of the service involved.
We have Navy teams that could—we have the same skill set built,
but they apply that skill set to different systems. The Navy teams
may understand naval systems better. The Air Force teams may
understand Air Force systems better. Even though the skill set and
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the makeup of the team are designed to be exactly the same so
they are interchangeable and the initial training is the same, they
can then branch off and get specialized in particular systems be-
cause as with any cyber defensive team, you start off with the basic
level of training. You start off looking the same. You start off being
able to defend whichever. Then you need to learn the system that
you are defending and know that system inside and out. Having
the ability of those people to move about—this also creates a better
career path for cyber warriors so that as they move between service
jobs and joint jobs, they can continue to stay in that cyber field,
and there is a broader space they can work in.

Senator ROUNDS. You have to put together almost—well, more
than 6,000 members of these teams and you are going to do it in
a very short period of time. Part of that requires security clear-
ances. Can you share with us where you are at in terms of getting
security clearances? I know contractors are telling us right now
that there is a significant backlog for them. If we are going to have
them deliver work on a timely basis, they have to have individuals
who have security clearances. Do you have that same challenge?
Can you share that with us, please?

MajGen REYNOLDS. Sir, yes, we do. We are actually having to ad-
just service manpower processes so that we can identify folks who
are coming to the Cyber Mission Force early enough so that we can
get them the top secret clearance and the poly and the access that
they need. It has been a challenge in growing the force rapidly.

The other thing that I would just add to the previous question,
sir, is that part of our responsibility—I think all of us—is that
aside from what we contribute to the Joint Force, we have a re-
sponsibility to teach cyber inside of our service. It is not a small
mission. Bringing that skill set back, in my case, into the
MAGTF—nobody is going to do that better than another marine.
That should not be lost because we are only 133 teams, but we
really need other folks throughout the rest of the service to under-
stand cyber in order to properly integrate it, sir.

Senator ROUNDS. Senator Gillibrand?

Senator GILLIBRAND. I have no questions.

Senator ROUNDS. Let me just continue on for just a minute here.
I am just curious. Can you quantify the time which is lost or the
delay for bringing people on the team, allowing them to move for-
ward with their competencies based upon not being able to get a
security clearance in a timely fashion? Or if you would like, I would
take that for the record.

VADM GILDAY. Sir, I think it depends on each person in terms
of whether there are complicating factors like foreign contacts, for
example, that lengthens the security process. What we are trying
to do is begin that clearance process as early as we can, as soon
as we bring those people on board in the Services so we can get
that lengthy process moving quickly.

The trades with that lengthy process, of course, are the insider
threat that we want to avoid. There is a balance there that this
process is methodical and it is deliberate for a reason. It is just
something that we have to deal with and factor into our team
growth.

Senator ROUNDS. Senator Gillibrand?
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Senator GILLIBRAND. I do have one extra question for Generals
Nakasone and Weggeman.

Congress gave you authorization to direct commission
servicemembers with cyber experience. I understand that both of
your services are now using this authority. Please tell me about
how you are using this authority. It has come to my attention that
the Reserve components are not included in these efforts perhaps
because section 502 of the fiscal year 2014 NDAA [National De-
fense Authorization Act] regarding constructive service credit for
cybe; warriors did not include the Reserve component. Is that the
case’

Maj. Gen. WEGGEMAN. Ma’am, the first question is, yes, we are
working constructive service credit or what we call direct acces-
sions in the Air Force. Again, from what I know to be true—it is
a little outside of my lane as the operational commander—I do not
think we have a direct accession yet, but we have an Air Force
cyber talent management that is in work with our headquarters
Air Force A-1 and our SAFs [Assistant Secretary of the Air Force],
chief information officer, SAF—CIO [Assistant Secretary of the Air
Force-Chief Information Officer]. That is in work.

I do not know the answer to your second question about the re-
serve

Senator GILLIBRAND. Why they were left out. Okay.

LTG NAKASONE. Senator, in terms of the direct commission pro-
gram, so we have put a program together. It will be announced
later this summer. We anticipate our first direct commission needs
being announced this fall and into the force by the spring.

As far as your second part of your question, I would like to take
that for the record just to come back.

Senator GILLIBRAND. That is fine.

[The information referred to follows:]

The NDAA for fiscal year 2017 granted the Service Secretaries the authority to
conduct a direct commissioning pilot program in order to recruit unique talent and
specialties into our cyber formations. Under existing law (10 USC 533, as modified
by section 502 of the NDAA for fiscal year 2014, and 10 USC 12207), however, only
Active component officers with cyberspace related experience or advanced education
are eligible for constructive credit (up to three years). Thus, an individual directly
commissioned into the Reserves under the pilot program would enter the service as

a Second Lieutenant. We are working closely with the Office of the Secretary of De-
fense in an effort to extend constructive credit to the Reserve component.

Senator GILLIBRAND. I had a third related—was the authoriza-
tion issue resolved, and would you include them in your direct com-
missioning efforts? Do you have the authorization that you need to
do this?

LTG NAKASONE. Again, if I might, if I can take that for the
record.

Senator GILLIBRAND. You will do that. That will be helpful.

[The information referred to follows:]

The authorization issue was not resolved and the Office of the Secretary of De-

fense is currently working with Congress to include language in the NDAA for FY18
to address the issue.

Senator GILLIBRAND. Thank you, Mr. Chairman.

Senator ROUNDS. Thank you.

I want to just touch on something which several of these Sen-
ators have brought up, and I just want to clarify it and give you
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the opportunity to differentiate. Let us just take the difference be-
tween infrastructure and identify election infrastructure, which is
out there, versus an electric grid infrastructure. Homeland Security
clearly would take the lead with regard to an electrical grid, which
is identified as a critical infrastructure. Where would the DOD fit
in with regard to responding to an attack on an electrical grid as
par‘% of our Nation’s critical infrastructure versus Homeland Secu-
rity?

VADM LyYTLE. The PPD-41 process for the Homeland Security
aspect would cover that initially. If the DHS or DOJ [Department
of Justice] required assistance from DOD, then they can make their
assistance up through the DSCO process and the President would
make the call as to whether the DOD responds and assists in that.

Senator ROUNDS. You basically, under today’s policy, would not
respond on a critical infrastructure attack unless requested back
up through the manual channels. There is no preset, technically
designed system which would automate a response or a protection
mechanism.

VADM LyYTLE. Correct, sir.

Senator ROUNDS. Is that a seam in the system which has to be
explored further or more deeply?

VADM LyYTLE. Yes, it could. Part of a cyber strategy to be laid
out could address that. Looking at the process to decrease the cycle
time to any response, if necessary, could be looked at. There is a
lot of process we have to go through to respond.

There are a lot of other issues that would need to be addressed
with the legality of DOD operating on a private entity or the pri-
vate entity would even allow the Department of Defense to work
on its network. There is a number of issues that the administration
should work out.

Senator ROUNDS. Once again, you are talking about a policy
which has to be developed yet.

There was a question earlier that I guess I was going to talk
about, and that is with regard to weapons systems vulnerability.
Section 1647 of the fiscal year 2016 NDAA had required a cyber
vulnerability assessment of all major weapons systems by the end
of 2019. I am just curious how each of your commands are sup-
porting those assessments, if you are, and if you are not, are you
aware of them and who is?

Maj. Gen. WEGGEMAN. From the Air Force perspective, we have
begun in earnest on the cyber vulnerability assessments. Air Force
Materiel Command has stood up an office called Cyber Resiliency
of Weapons Systems, or the CROWS office. They are what I would
call our execution arm for the NDAA 1647 requirements. As Air
Force cyber what we have done working with the CROWS office is
we kind of train the trainers. Our cyber protection forces and our
cyber service security protection forces have begun training and
educating them on how to do a proper mission-based systems
translation for what is key terrain on a weapons system and how
to do a vulnerability assessment.

The CROWS office has two primary missions, which were in my
written submission. The first thing we want to do is they want to
figure out how to bake in cybersecurity and defense bolted on an
ongoing acquisition and future acquisition programs and systems
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that they manage, our systems of record. The second thing is they
want to do a mission and threat-based prioritization of shutting the
doors and windows that are open in existing mission systems in
partnership with us and our Service reallocated cyber protection
teams. I believe the number that we have in execution for fiscal
year 2017 is 50 systems we are doing vulnerability assessments on
in fiscal year 2017, Senator.

LTG NAKASONE. Senator, the Army is very aware of 1647. We
have moved out in terms of looking at our key weapons systems.
This is a point where I guess I would say we have also learned a
lot from looking at our service cyber components that are to our left
and our right, particularly the Navy where we have looked at how
the Navy has done this, their methodology, the way that they have
a governance structure set up because it is more than just looking
at the vulnerabilities. It is how do you have a governance struc-
ture. How do you write the contracts? How do you ensure that
what you do identify is actually mitigated in the future? This is one
where I would say we have tried to get out of our silo and look to
our left and our right to see what the other services are doing and
share some information.

Senator ROUNDS. Let me just move on. I am just going to ask an-
other one. Section 1650 of the fiscal year 2017 NDAA required the
cyber vulnerability assessment of the Department of Defense crit-
ical infrastructure by the end of 2020. How are each of your com-
mands supporting those assessments, if you are, and is there any-
thing that you can share with us in this unclassified forum?

VADM LYTLE. Senator, I would add 1650—that is actively being
engaged with the OSD, AT&L [Aquisition, Technology, and Logis-
tics], and the Joint Staff, and the Services in terms of identifying
those installations as required by 1650, and that process is defi-
nitely in play. It is being worked on.

Senator ROUNDS. Let me finish with this. I think sometimes
when we get together, you are expecting that there are certain
questions which are being asked. Are there certain points that you
would love to get across and sometimes in the forms that we are
using, particularly in these subcommittees, you do not have that
opportunity. I would like to take just a few minutes right now, and
if you have the specifics that either you feel need to be addressed
that have not been addressed with questions that have occurred
here, areas which you want to reemphasize or you believe that
should be emphasized that we have not taken into account, this is
an opportunity for each of you to—let me just say—freelance some-
what. If you would care to, in terms of additions to your statements
and so forth, this would be the opportunity for you to do so.

VADM LyTLE. I will take an initial step.

Senator, one thing is on our Cyber Mission Force readiness, we
have initially been using measures of IOC and FOC based on some
percentages that we cannot get into in this forum. As we mature
that cyber force readiness measure, we are going to move from just
kind of a rote measure of people and training to actual readiness.
Our concern is as we get those initial forces in place in the Cyber
Mission Force and the rotations start to occur, that we transition
that from a full-out effort to get to that first level to a level that
we could sustain and maintain. We do that by measuring readiness
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through the Defense Readiness Reporting System, and it is based
more on their mission roles and their capability to do the mission
than actually having bodies in seats.

As we transition to that—and we just finished the cyber training
transition plan that moves the training responsibility for the Cyber
Mission Force over the next 2 years from U.S. Cyber Command to
the Services—we get into the more normalized mode of man, train,
and equip by the Services to provide for the Joint Force. We need
to make sure the services are online and resourced and capable to
keep that pipeline rolling on the Cyber Mission Force, to keep that
readiness up.

Senator ROUNDS. Anyone else?

VADM GILDAY. Sir, I will make a few points.

Three points from my view what is going very well. I think per-
sonally I would say in terms of standardization across the force, in
terms of cooperation across the Joint Force, and the synergy of the
Joint Force, I think we are headed in the right direction and have
been for a period of time.

I think in terms of the second point, the maturation of the force,
I think on the defensive side, 2 years ago we could not stand on
our own two legs to take on defensive incident response missions
on our own without significant help from, let us say, NSA. We are
now doing those missions on our own and some pretty significant
problem sets. I think that belies the fact that we have been headed
in the right direction.

Lastly, I would make a point about partnerships. I think across
the U.S. Government I think with industry and I think across the
services and again with allies and partners, we have made signifi-
cant gains in terms of leveraging those relationships and improving
the force.

Senator ROUNDS. Anyone else?

LTG NAKASONE. Senator, I would offer, particularly as Admiral
Gilday said, a lot of progress. I would say within my own service,
a lot of momentum. Some decisions that were made by my prede-
cessors and by senior Army leaders that stood up a branch, estab-
lished a schoolhouse, invested in infrastructure and capabilities,
and also put money towards people—that has really paid off for us.

The key piece at the end of the day for me is being able to ensure
that we do talent management right with all of that. Foundational
to us is to be able to keep our best people—not all of our people,
but our best people. That is where I think that myself and all of
the commanders are going to be held to make sure that we con-
tinue to make this an attractive place for our young people to con-
tinue to grow and contribute to this.

Maj. Gen. WEGGEMAN. Just to pile onto that, Senator, I will say
it a little bit differently. The most critical element in successful
cyberspace operations is not copper or silicon. It is carbon. We have
to be really, really focused on the human capital that it takes. We
need manpower. We are fielding 6,000-plus for a maneuver and ef-
fects force, but there are operational levels of command and con-
trol. There are those that do other security and defense operations.
There are all of the other carbon DNA [deoxyribonucleic acid] foot-
print we need around that to make it work. If we do not have the
proper manpower at all echelons of a command and control frame-
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work, then it is only as strong as its weakest link. I echo what
General Nakasone just said.

One other thing, just to highlight Senator Gillibrand’s point
about the Guard, I want to give an example. You have been talking
about how do we do discovery learning on the role of DOD and spe-
cifically our citizen airmen, citizen soldiers to help in the private
sector SCIR support. I will give you an example that we can pro-
vide you some further information on.

The 262 cyber operations squadron of the Washington Air Na-
tional Guard has done discovery learning and has a process for how
they can do security and defense, partnering with their domestic
electric power companies, and they are now working their way
through how they do it with a private sector company in the same
state, working with a band of lawyers, of course, and the title 32
status and what we are offering. I think that is a great exemplar
of the power to be.

I would offer a slide for the committee that I had printed out.
It is a slide that just shows—one of our cyber protection teams is
a Guard team already in the Active build, and they have already
been on two rotations. I had the team lead build a slide of where
all the citizen airmen came from in their private sector jobs on that
mission. The slide is pretty powerful when you see the 18 to 21
cyber and IT companies and power companies that are on it. I
would just offer it to you. It is kind of an inspirational slide.

[The information referred to follows:]



'Po03 A1 A ‘NOA JURYJ, ‘SANNOY J0}eUsg

‘uorysenb oy} 10J nok yuey} ‘103eUSG "SATONATY Usn[ey

A R L Critical Success Factor #1: People @
AIR The Power of the Citizen Airman
[E' CASNE ENGINEERING, INC.
@Bﬂfﬂva VOLT hoineering and Technoiogy Services
pAM L TP * Business Acumen SvaTe A
ro * Industry Leadership verizon
EVER(\ REEN « Technical Experience manesl)
me‘l:roHJ =1 OLYMPIA, WASHINGTON c AM “BK)NlA
_ BVOYNE . *Military Training/Expertise .
Micmoﬂs Airman °Leadership @ Corporation
*Dedication, Esprit de Corps
Ell ERNST & YOUNG -~ L - -

* Well-rounded/Dynamic
» Technically Savvy
» Depth of Capability

Quality In Everything We Do

"t oof
Correctlons *
"_f; T~
A2
(
"N J.

Citizen
Airman

UNCLASSIFIED//FOUQ Always Ready, Always There

e
o e e

) fiserv.
iseaua TASC o

GG



56

I think so much of this has already been said, but I think that
it has been important for us to realize that cyberspace is a brand
new warfighting domain. To General Weggeman’s point, starting
with that 6,000-plus number was really just a start. I want to
thank the Congress for—some of the growth that we recently got
this year in the Marine Corps is going to fighting in the informa-
tion domain. It is information warfare. Some of those are going to
be cyber protectors in the MAGTF that I would coordinate very,
very closely with as Marine Forces Cyber. Those are also offensive
forces in electronic warfare. How do you bring together electronic
warfare, cyberspace, information operations, fighting in the infor-
mation domain? We are investing in that in the Marine Corps, and
I want to thank you for the end strength that we got.

Inside Marine Forces Cyber, I was just thinking the agility that
we need to retain these very, very talented people—we have to
think of new ways to do that. It is very, very difficult to compete
with industry on this. We send these kids to—I call them kids.
They are a lot younger than I am. We give them the best training.
We give them top secret clearances, and importantly, we give them
phenomenal experience and they are very, very highly recruited.
Having the retention incentives and not just for the uniformed but
for the civilian marines as well—so having more flexibility in reten-
tion incentives for these folks is important to us because I think
most of them, in my experience—they want to stay a marine.
Hence, the cyberspace MOS I think is going to improve a lot for
us in the Marine Corps.

One of the things that we are dealing with right now is we have
to compete. There is no more direct hire of retired marines. In the
Department of the Navy, I got to compete. I have to compete a job
before I can direct hire somebody that I know already has the
clearance, already has the skill set, already has the experience. I
have to compete that job before I can direct hire. We are working
}hat. We have to work that in the Department. It is a policy issue
or us.

Then finally, sir, just contracting agility, being able to quickly
employ a tool on the network that we know is going to provide us
the greatest defense is so important.

Thank you, sir.

Senator ROUNDS. I appreciate all of your thoughts on this. This
is one step forward as we move not just into the oversight but also
into the legislative side of our responsibilities. I understand the
need that you have expressed with regard to being able to move
with agility with regard to contracting for services and products.

We have got a small university in South Dakota, Dakota State
University at Madison. Several years ago, they began a process
that was specific to what they thought would be a limited amount
of interest in, which was Internet security for financial institutions,
which now has morphed into something with basically 1,000 dif-
ferent students that have an interest in that, but also with regard
to cybersecurity itself and with relationships with the government
today, will continue to grow.

It is fascinating to see how these young people have an interest
not just in the private entity side of things, but they do feel a sense
of patriotism and a sense of desire to learn and to move forward.
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If we can make something like that happen, whether it be on Re-
serve component or on a National Guard component, I think we
should be exploring that as well as an additive to the ongoing full-
time force as well.

I most certainly appreciate your time today. Your service to our
country once again is greatly appreciated. I do not think we can
say that enough times.

Unless someone has anything to add at this point—yes, sir, Ad-
miral?

VADM LYTLE. Senator, just one more add, just an offer. I think
it is already being worked, but this kind of relates to how we do
operations and how the National Guard operates is our cyber guard
exercise coming up. It is a day that we can bring you all down and
have the entire subcommittee or as many as possible come down
and actually see how the DOD works with DHS and DOJ and the
Guard and Reserve units in a large exercise environment. I really
look forward to having you down there, sir.

Senator ROUNDS. We have been advised of that, and we are look-
ing forward to it. Thank you.

With that, I want to thank all of our individuals that are here
with us today. Thank you once again for your service, and thanks
for taking the time to come here prepared to answer our questions.

At this time, we will adjourn this committee meeting.

[Whereupon, at 3:46 p.m., the subcommittee was adjourned.]

[Questions for the record with answers supplied follow:]
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QUESTIONS SUBMITTED BY SENATOR MICHAEL ROUNDS
SECURITY CLEARANCE BACKLOG

1. Senator ROUNDS. For the Department of Defense: What is the current estimate
of the average backlog time for the following three categories of personnel who have
applied for an initial Top Secret security clearance: military, government civilian,
and contractors?

Mr. Robert WORK*.

Current Inventory

Initial Contractor Civilian Military

Top Secret

# Pending Avg. Days Pending # Pending Avg. Days Pending # Pending Avg. Days Pending

Total oo 29,804 255 days 7,886 259 days 56,953 288 days

Timeliness measured from Received Date to Current Day (29 Nov)

Fiscal Year 2017 Closed Cases

nitial Contractor Civilian Military
Top Secret

# Pending Avg. Days Pending # Pending Avg. Days Pending # Pending Avg. Days Pending

Total oo 11,565 413 days 4,327 384 days 31,700 333 days

Timeliness measured from Received Date to Agency Delivery Date

Fiscal Year 2018 Closed Cases

Initial Contractor Civilian Military
Top Secret

# Pending Avg. Days Pending # Pending Avg. Days Pending # Pending Avg. Days Pending

Total oo 1,990 438 days 713 458 days 5,230 436 days
Timeliness measured from Received Date to Agency Delivery Date
* The Department of Defense determined that the Honorable Robert O. Work,

Deputy Secretary of Defense, was best qualified to respond to this question.
Data provided by NBIB 12/1/2017.

QUESTIONS SUBMITTED BY SENATOR RICHARD BLUMENTHAL
CYBERSECURITY SUBCOMMITTEE HEARING ON CYBER POSTURE OF THE SERVICES

2. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, former Director of National Intelligence James
Clapper has stated that he believes the biggest threat to national security is cyber.
The OPM hacks, 2016 election interference, and WannaCry virus that impacted at
least 200,000 computers this month demonstrate our weakness in this realm. As the
internet touches more and more aspects of our daily lives, the ways in which a
cyberattack can harm American citizens are growing. In addition, our adversaries
have repeatedly demonstrated a desire and willingness to conduct offensive cyber
operations. How do you define a cyber-attack? What constitutes an act of war in the
cyber realm?

VADM LYTLE. At this time, there is no universally accepted definition of cyber
attack. Joint Publication 3-12 (Cyberspace Operations) defines a cyber attack as
“Cyberspace actions that create various direct effects in cyberspace (i.e., degrada-
tion, disruption, or destruction) and manipulation that leads to denial that is hidden
or that manifests in the physical domains.” In the February 2017 final report of the
Defense Science Board (DSB) Task Force on Cyber Deterrence, cyber attack is de-
fined as “any deliberate action that affects the desired availability and/or integrity
of data or information systems integral to operational outcomes of a given organiza-
tion” These differing views—whether the loss of integrity of data constitutes a cyber
attack or whether a cyber attack must result in a kinetic effect in the physical do-
main—highlight the disparity in current definitions. Whether a particular attack is
considered an “act of war,” in or out of cyberspace, requires determination on a case-
by-case and fact-specific basis. Malicious cyber activities could result in death, in-
jury or significant destruction, and any such activities would be regarded with the



59

utmost concern and could well be considered “acts of war”. The President retains
discretion in this area and reserves the right to use all appropriate means to protect
the Nation and its interests.

VADM GILDAY. The term “cyberspace attack” is loosely defined in our society.
However, I am in agreement with the Department of Defense joint doctrine defini-
tion for the term “cyberspace attack,” which is described as “cyberspace actions that
create various direct denial effects in cyberspace (i.e., degradation, disruption, or de-
struction) and manipulation that leads to denial that is hidden or that manifests
in the physical domains.” To better illustrate cyberspace attack activities, it is help-
ful to contrast them with cyber collection activities or espionage. Whereas cyber col-
lection may degrade the confidentiality of information, a cyberspace attack is in-
tended to remove the integrity and availability of relevant military information,
warfighting capabilities, networks, or support systems. A cyberspace attack may
manifest itself in degradation of operations on one end of the attack spectrum and
actual physical destruction on the other end of the attack spectrum. Although the
law of armed conflict applies to cybersecurity, there remains a lack of international
consensus over key concepts such as what constitutes an armed attack, act of ag-
gression, or use of force in cyberspace. I believe it is important to consider each
event on a case-by-case basis, in the context of a variety of factors, including scale,
scope, duration attribution, and intent. Ultimately, the President has the authority
to determine what kinds of acts in cyberspace constitute an act of war. As noted
by previous witnesses, an event would not need to be deemed an act of war to war-
rant a response, and cyber events do not necessarily require a response via cyber-
space.

LTG NAKASONE. How do you define a cyber-attack? The Department of Defense
defines cyberspace attacks as “cyberspace actions that create various direct denial
effects in cyberspace (i.e., degradation, disruption, or destruction) and manipulation
that leads to denial that is hidden or that manifests in the physical domains.” What
constitutes an act of war in the cyber realm? Our elected leaders, informed by senior
political, military, and legal advisors, decide what constitutes an act of war. Ulti-
mately, it is highly situation dependent and determined on a case-by-case basis by
our Nation’s leaders.

Maj. Gen. WEGGEMAN. Defining a “cyber-attack” or an “act of war” in cyberspace
is a challenging endeavor and one that requires the highest attention. While this
is an essential task, it is strictly a policy discussion that should occur and be de-
cided at the National-level.

It is not within my scope of responsibility to define what constitutes a “cyber-at-
tack” or an “act of war” in cyberspace. My role is to ensure cyber superiority from
an “attack” and present ready and capable cyber capabilities and forces to our com-
manders and national leadership.

MajGen REYNOLDS. In the broadest of terms, I believe an act of war in cyberspace
includes actions in or through cyberspace by a nation-state or entity/organization ca-
pable of fighting a war or conducting hostilities that produce effects comparable to
those effects resulting from a kinetic attack. However a broad consensus has not yet
been reached on what actions are sufficiently severe to cross that threshold and con-
stitute an act of war in the cyber domain.

There are some forms of cyber activity that I believe do not constitute an act of
war as described above, such as cyber-espionage and, to some extent, even sabotage.
Several instances of these activities by nation-states and non-state entities have
been disclosed and discussed in the public domain recently. While these activities
may have been aggressive and disruptive, I do not believe any have crossed the
threshold for being considered an act of war.

A cyber-attack is described by the Department of Defense as “cyberspace actions
that create various direct denial effects in cyberspace (i.e., degradation, disruption,
or destruction) and manipulation that leads to denial that is hidden or that mani-
fests in the physical domains.” A cyber-attack, if severe enough, could be viewed as
an act of war as discussed above. Cyber-attacks or activity may be governed by the
same aspects of the law of armed conflict that apply to traditional kinetic attacks
in certain circumstances, such as when the cyber activity is likely to produce similar
results. Again, however, there remains a lack of consensus over when an action in
cyberspace is sufficiently severe to cross that threshold, and each event requires
consideration on a case-by-case basis.

In conjunction with the threshold question, I believe there is an imperative to con-
tinue developing normative behavior in the cyber domain and clearly state what is
and is not acceptable. Secretary Mattis said as much during his confirmation hear-
ing, noting the importance of making clear to adversaries what cyber activities we
absolutely will not tolerate in order to avoid having somebody “stumble into a situa-
tion” and force an unintended conflict.
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3. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, earlier this month we heard a great deal from
former military and intelligence leadership about the need to ensure our cyber capa-
bilities are both more defensive and resilient. Do you agree? What are you doing
to improve your capabilities?

VADM LyYTLE. We agree. The Services are working diligently to improve cyber
survivability of our weapons systems. In response to the FY16 NDAA, section 1647,
we are undertaking cyber vulnerability assessments and follow-on risk mitigation
engineering plans for our weapons systems. We are using a tiered approach in order
to methodically work through these systems based on criticality. Additionally, to in-
crease the cyber survivability of future weapons systems, the Joint Staff also began
implementing the Cyber Survivability Endorsement (CSE). In Dec 2014, the Joint
Staff incorporated CSE in the Joint Requirements Manual. In June 2015, the Joint
Requirements Oversight Council (JROC) directed CSE in a JROC memorandum. In
January 2017, the Joint Staff provided a JROC-endorsed implementation guide. The
Joint Staff has reviewed 43 weapon systems for the inclusion of cyber survivability
requirements from the Services as of 20 July 2017. These include a wide spectrum
of programs like the control system for the next-generation Global Positioning Sys-
tem ground station and the MQ-25 refueling drone. This required the acquisition
community to incorporate cybersecurity elements into the design of weapon systems
much earlier in the development process.

VADM GILDAY. From my perspective, our networks and supporting infrastructure
are part of a warfighting platform and need to as defensible and resilient as any
weapons system. While they were originally designed for reliability and convenience,
we need to shift the design priority to cybersecurity and mission assurance as the
drivers for networks and information environment development. Improvements are
evident through the Navy Cyber Situational Awareness (NCSA) and Sharkcage ac-
quisition programs and increased funding that provides Defensive Cyber Operations
(DCO) forces the ability to: (1) detect adversary activities and analyze cyber-attacks
against Maritime Cyber Key Terrain (M-CKT) via a protected, out-of-band enclave,
and (2) integrate all-source intelligence and Navy data to assess adversary capabili-
ties. It also provides DCO forces the ability to deliver operational commander cyber
situational awareness at all layers of the IT infrastructure and combines blue, red,
and white cyber common operational pictures (COP) into an integrated Cyber COP
at Fleet Cyber Command (FCC) and the Numbered Fleet Maritime Operation Cen-
ters (MOC). Additionally, continued efforts by the acquisition community to transi-
tion our operating system baseline to a current generation of software infrastructure
will greatly enhance our ability to be ready for today’s cyber threats. We must be
able to stay within one generation of currency to be effective in defending our net-
works. Further, the Navy is exploring the means to provision services via cloud com-
puting and cloud-based services to enhance security while simultaneously reducing
infrastructure costs. As I discussed during my testimony, the Navy continues to sup-
port the spirit and intent of the Joint Information Environment (JIE), including in-
corporating JIE technical standards into the acquisition of the Navy Enterprise Net-
works as those standards are defined. Lastly, the Navy is transitioning along with
the rest of DOD to the Risk Management Framework, which is drawn from a solid
basis using National Institute of Standards and Technology practices.

LTG NAKASONE. I agree that we need to ensure our cyber capabilities are more
defensive and resilient. We are addressing this through a layered defense-in-depth
approach that integrates the actions taken by cybersecurity personnel and the em-
ployment of emerging capabilities and modernized hardware. This approach spans
the top layer internet access point all the way to the end user. For example, the
Army is connecting all networks through the Joint Regional Security Stack (JRSS),
which will provide better, more consistent security, by reducing the number of ac-
cess points into our network. The Army is also working to standardize our endpoint
(computer device) security solution across Army networks. In addition, we are field-
ing a new endpoint management capability that will allow administrators and de-
fenders to better view the networks, and mitigate or remediate vulnerabilities.
Army Cyber Command is also building a “Big Data Platform” replete with data and
analytics to allow better visualization of information and to promote faster, unified
action. Finally, in 2013 the Secretary of the Army established an Army insider
threat program, and the Army’s user activity monitoring (UAM) capability achieved
full operational capability, monitoring user behavior at fixed sites on the Army’s
Joint Worldwide Intelligence Communication System (JWICS) network. In 2017, the
Army G-3/5/7 assigned Army’s UAM mission to Army Cyber Command. The Com-
mand has established a UAM pilot program on the Secret Internet Protocol Router
Network (SIPRNet) and is working to achieve system-wide coverage.
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Maj. Gen. WEGGEMAN. Yes, mission assurance, the ability to preserve or “fight
through” is essential. We absolutely must ensure our cyber capabilities are more de-
fensive and resilient. Going a step further, we must ensure all of our Department
of Defense capabilities are defensive and resilient. Our number one priority remains
defending our networks, weapon systems, and key mission systems, and I don’t fore-
see that priority changing anytime soon.

The Air Force is aggressively improving our resiliency in cyberspace. Major efforts
include evolving towards the Enterprise Information Technology as a Service
(EITaaS) approach, maturing and resourcing our SAF/CIO-piloted Cyber Squadron
Initiative and inherent Mission Defense Teams (MDTs), and finally the development
and fielding of the Air Force Materiel Command’s Cyber Resiliency of Weapons Sys-
tems (CROWS) Office capabilities. These endeavors deliver a coherent approach to
cyber security, cyber defense, weapon system resiliency, and the critical “every air-
men a sentry” cyber hygiene culture across our Air Force. Our ultimate success
hinges on a strong partnership and support from our military commanders and in-
dustry partners.

MajGen REYNOLDS. Yes, I agree. The Marine Corps views the MCEN as a
warfighting platform, which we must aggressively defend from intrusion, exploi-
tation, and attack. Cyberspace operations favor the attacker, and our operational de-
pendencies require us to conduct a formidable, continuous defense. Real-world de-
fensive cyberspace operations have informed and sharpened our ability to detect and
defend threats on the MCEN.

Our priorities for improving our defenses this year include actions to flatten the
Marine Corps network and improve our ability to sense the environment, harden
the network through increased endpoint security, mitigate vulnerabilities inherent
to Programs of Record (PORs) and decrease incident response time. To do this, we
are aggressively seeking to consolidate legacy domains, implement a comply to con-
nect capability and the WIN 10-operating system, and collapse regional service
gelsks to an enterprise service desk. Each of these priorities are described briefly

elow.

Network Access Control, Compliance, and Remediation (NACCR). NACCR pro-
vides defense in depth by positively identifying devices that attempt to connect to
our networks, ensuring the device is compliant with the latest set of security up-
dates, and, if non-compliant, NACCR initiates quarantine and remediation actions.

Enterprise Service Desk. We are transitioning eight regional service desks into a
central, standardized Enterprise Service Desk (ESD) in Kansas City, Missouri. The
ESD will be under the operational control of MARFORCYBER. Users’ requests for
IT support and incident response, once centrally managed, will provide valuable in-
sights into trends on the network. Long term benefits will include supporting a top
down governance structure, increased efficiency in supporting the warfighter, and
providing a holistic view of the network that informs and complements defensive ac-
tions on the MCEN.

Domain Consolidation. In order to flatten, harden, and secure the network, we
must have full visibility of all networked assets. We are undertaking efforts to bring
remaining disparate legacy networks into a homogenous and secure network. Legacy
networks contribute to the Marine Corps’ cyber footprint and unnecessarily increase
attack surfaces for adversaries. This deliberate effort for domain consolidation will
provide much needed standardization and increase the cybersecurity posture of the
MCEN.

Windows 10. The Marine Corps is transitioning its Microsoft Windows end user
devices to the Windows 10 (WIN 10) operating system (OS). WIN 10 OS will im-
prove the Marine Corps’ cybersecurity posture, lower the cost of information tech-
nology (IT), and standardize the Marine Corps’ IT operating environment. The WIN
10 OS has numerous embedded security features that earlier Windows OS’s lack.
These features include protection such as encrypting hard drive data while powered
off or preventing the execution of unknown system commands.

We consider our networks and information technology infrastructure to be an inte-
gral part of a warfighting platform which must be as defensible and resilient as any
weapons system. The MCEN was not originally designed around cyber security.
However, as we progress with the consolidation of legacy domains and the imple-
mentation of the Joint Information Environment (JIE) our focus for information net-
works has evolved from one of reliability and availability to integrated cybersecurity
and mission assurance. We continue to work on the integration of open source intel-
ligence, counter-intelligence, human intelligence, geospatial intelligence and signals
intelligence collection with all-source intelligence analysis to provide improved indi-
cations and warning (I&W) on adversary cyberspace activities on or against Marine
Corps networks and networked technology. Additionally, we have prioritized the de-
velopment of cyberspace situational awareness capabilities and the integration of
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big data analytics to inform planning and execution of full spectrum cyberspace op-
erations.

This year the Marine Corps continued its initial investment in specialized tools
for defensive cyberspace operations. The Deployable Mission Support System
(DMSS) hardware and software tools comprise the weapons system CPTs use to
meet any mission they may be assigned, from readiness and compliance visits to in-
cident response or Quick Reaction Force missions. This year, we championed an
ability to conduct split based operations with the DMSS, enabling the CPT lead to
forward deploy a small element and push information back to a home station “war
room” for remote analysis and remediation. This initiative and concept of employ-
ment will reduce deployed time and costs and increase our ability to collaborate
more freely with other CPTs or across the mission force.

4. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, what do you see as the biggest cyber threats to
DOD? How are you countering them?

VADM LyTLE. The biggest cyber threats to DOD are state and non-state actors
-most notably Russia, China, Iran, North Korea, and ISIS—who plan to conduct dis-
ruptive and destructive cyber attacks on the networks of our critical infrastructure
and steal U.S. intellectual property to undercut our technical and military advan-
tage. To counter these escalating threats, the DOD has put in place a formal strat-
egy and developed improved cyber capabilities. This includes the creation of ready
cyber forces capable of conducting cyberspace operations and defending the DOD In-
formation Network. These cyber forces are also prepared to defend the U.S. Home-
land and U.S. vital interests from disruptive or destructive cyber attacks of signifi-
cant consequence. Additionally, DOD is developing and maintaining a series of via-
ble cyber options to shape conflict environments and control conflict escalation. Fi-
nally, DOD is working to shore up international alliances and weave compelling de-
terli’eilce frameworks against shared threats, in order to increase security and global
stability.

VADM GILDAY. The greatest cyber threats to DOD networks are Nation State-
Sponsored Advanced Persistent Threats (APTs). Nation states, specifically Russia,
China, Iran and North Korea represent the greatest threat to DOD networks as
they provide dedicated resources, infrastructure, and technological sophistication to-
ward offensive cyber operations over long periods of time. Nation states likewise
often seek to establish a sustained discrete presence on our networks for informa-
tion gathering purposes. Non-State Cyber Actors, such as ISIS, are the next greatest
threat. These organizations also have resources dedicated to offensive cyber oper-
ations although they lack the infrastructure and technical capacity that a nation
state can provide. A third tier of threats center on hacktivists and organized crime.
Although threats to the DOD network are not limited solely to threat actors, poten-
tial vulnerabilities within the DOD workforce are also exploitable. Insider threats
and poor cyber hygiene provide potential avenues that adversaries can use to gain
access to both secure and unsecure networks. Unencrypted emails used to share
sensitive files, for example, may be utilized to access or identify pathways across
domains increasing the risk to multiple systems. State sponsored APTs leveraging
this type of information could exploit and move laterally across our networks, and
then potentially hide and collect sensitive information while remaining undetected.
As described earlier, ensuring a defensible and resilient network is one critical com-
ponent. This includes the Joint Information Environment, Navy Cyber Situational
Awareness (NCSA) and Sharkcage acquisition programs, and Risk Management
Framework. Partnership across the DOD, as well as interagency and with industry
and academia provides valuable threat data and keeps us on the leading edge of
tactics, techniques and procedures. Lastly, investing in our people, through recruit-
ing, training and retaining the best workforce provides an asymmetric advantage.

LTG NAKASONE. Russia, China, North Korea, and Iran pose the greatest cyber
threats to the Army. These actors are well-resourced, focused on improving their
cyber capabilities, and are expected to continue along this trend into the future. An-
other significant concern is the risk posed by insider threats. Non-state cyber actors,
including hacktivists and cyber criminals, currently pose a lesser threat to the
Army. Each of these threats are arrayed against the large, segregated, and diverse
Army network at multiple echelons. Given this, we are working to counter threats
by standardizing capabilities across our defense-in-depth. The Army is migrating
the outer defensive infrastructure to the Joint Regional Security Stack (JRSS). The
JRSS will provide better, more consistent security, and decrease the attack surface
by reducing the number of access points into our network. The Army is also working
to standardize our endpoint (computer device) security solution (Host Based Secu-
rity System) across Army networks. In addition, the Army is fielding a new endpoint
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management capability that will allow administrators and defenders to better view
the networks and mitigate or remediate vulnerabilities. Augmenting and connecting
the layers of this layered defense, ARCYBER is building a “Big Data Platform”
(BDP) which supports data retention and analytics to allow better visualization of
risk across the network. The BDP will integrate multiple discrete data sources and
provide commanders better situational awareness. To counter insider threats the
Army established user activity monitoring (UAM) capability in 2013 and it has
achieved full operational capability, monitoring user behavior at fixed sites on the
Army’s Joint Worldwide Intelligence Communication System (JWICS) network. In
2017, the Army assigned the Army’s UAM mission to Army Cyber Command and
a pilot program has been established on the Secret Internet Protocol Router Net-
work (SIPRNet) that is working to achieve system-wide coverage. Finally,
supplementing our defensive capabilities, the Army is engaged in developing a
range of offensive cyberspace capabilities and options for senior policy makers to
consider. Such operations and capabilities would only be employed based upon avail-
able authorities and the approval of the appropriate decision makers.

Maj. Gen. WEGGEMAN. Us, and our ability to quickly and decisively mitigate
known cyber vulnerabilities across our enterprise: networks, data centers, weapon
systems, acquisitions systems, cloud services, etc. We are actively countering this
threat through the use of the Automated Remediation and Asset Discovery tool,
data analytics as a service, and the establishment of the Cyber Readiness of Weapon
Systems (CROWs) office.

MajGen REYNOLDS. Russia, China, North Korea, and Iran pose the greatest cyber
threats to the Marine Corps and the MCEN. These nation-state actors are well-
resourced, have advanced cyber capabilities, and are expected to continue along this
trend into the future. In addition, they are unconstrained by laws or regulations to
conduct unfettered cyberspace operations against both private industry and other
sovereign nations. Another significant concern is the risk posed by insider threats
to the MCEN. Lesser threats to the Marine Corps include non-state cyber actors,
including hacktivists and cyber criminals.

5. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, what role do you see the private sector playing
in enhancing our cyber security? What additional actions are needed to ensure
stronger public-private partnership?

VADM LYTLE. The private sector can enhance the cybersecurity of the DOD with
its innovative, best-of-breed cybersecurity technologies that enable DOD to better
defend its networks and platform information technology. It is important to remem-
ber that the Defense Industrial Base (DIB) develops much of our advanced military
technology. The DIB and its private sector partners, in cooperation with the U.S.
Government, must protect those technologies throughout the development cycle. The
President’s Cybersecurity Executive Order 13800 directed DOD, DHS, and FBI, in
conjunction with the DNI, to report on the cybersecurity risks in the DIB and the
risk to military technology through the DIB. Though still in draft, the report will
provide some concrete recommendations to the President to increase the cybersecu-
rity of DOD information in the DIB.

VADM GILDAY. The 2015 DOD Cyber Strategy, points out that over ninety per-
cent of all of the networks and infrastructure in cyberspace is privately owned and
operated. We rely on the private sector to “build [our] networks, provide cybersecu-
rity services, and research develop advanced capabilities.” Due to its size and expo-
sure in comparison to DOD, the private sector experiences a much wider attack sur-
face than DOD, but they are facing many of the same adversaries, using the same
methods. Many aspects of the private sector are resourced, incentivized and agile
enough to procure the latest, most advanced capabilities, maintain peak cybersecu-
rity posture. Continuing to foster trusted relationships with the private sector can
facilitate information sharing, making the DOD more aware of emerging threats
and technologies and services. Additionally, such a partnership benefits our private
sector in helping them better prepare for adversaries who seek to exploit their infra-
structure and intellectual property. Continuing to evolve acquisition to keep pace
with technological advancement would provide us the means to procure and deploy
technologies, identified though this information sharing, on DOD networks.

LTG NAKASONE. The private sector is critical to Army and DOD cyber security
efforts. Notwithstanding a handful of unique challenges within the DOD, the cyber
security challenge equally affects public and private space, which affirms the critical
nature of developing and expanding public-private partnership. DOD processes must
be flexible and adaptable in order to leverage the extensive innovation that occurs
in the private sector. The Army has leveraged, and continues to leverage, its Other
Transaction Authority (OTA) through organizations such as the Consortium for
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Command, Control, and Communications in Cyberspace (C5), and the Army Defense
Innovation Unit Experimental (DIUx). The OTA has proven valuable to enabling the
rapid solicitation, evaluation, and procurement of technology from a wide range of
private industry partners. Beyond the OTA-based acquisition-centric partnership, it
1s equally important that government science and technology organizations partner
and collaborate with the private sector to optimize early stage technology develop-
ment. University Affiliated Research Centers (UARC) and the Federally Funded Re-
search and Development Centers (FFRDC) provide a critical role in facilitating our
partnerships with the private sector. Additionally, beyond cyber security solutions,
it is imperative that warfighting systems provided to the DOD by the private sector
come with the highest possible degree of security. The DOD’s ability to have con-
fidence in supply chain integrity and awareness of threats to the private sector—
which could have downstream effects on DOD systems—is limited. It is worth ex-
ploring additional incentives to encourage the private sector to deliver systems with
embedded enhanced cyber security measures. Stronger public-private partnerships
will be achieved by improving how we develop and link our gaps and requirements
to the private sector under the current structural requirements for DOD acquisition,
and we must exercise these processes frequently and aggressively to maintain mo-
mentum.

Maj. Gen. WEGGEMAN. To enhance our cyber security, a whole of society approach
is required. Leveraging the private sector is the only way we can tackle the scope
and scale of security and defense requirements. To do so, we need an agile acquisi-
tions process that supports and enables innovation and rapid acquisition or con-
sumption “as a service” approaches. The traditional acquisition model works when
you are talking about ACAT-I programs like the Joint Strike Fighter and the Long
Range Strategic Bomber, but the traditional acquisition model simply doesn’t work
for cyberspace capabilities. The current industrial age process is ill-suited to deliver
the required outcomes in an information warfare era.

In the past few years, Congress has provided the DOD additional acquisition au-
thorities to better leverage the private sector. We need to take an in depth look at
which echelon these authorities should reside to ensure we take full advantage of
a DOD and private-sector partnership.

MajGen REYNOLDS. The private sector is vital to enhancing the nation’s cyber se-
curity posture. It is infeasible for one entity, be it public or private, to adequately
provide for the Active defense of our nation’s cyberspace. As cyberspace is inherently
a shared resource between the public and private sectors, so must the responsibility
to provide for cyber security.

The DOD, and each Service individually, has a mission to secure, operate, and de-
fend the DOD Information Network. In order to execute this continuing mission, the
DOD is reliant on the use of commercial systems. There must be a shared responsi-
bility for creating innovative technologies with security as a foundation. This must
be coupled with a deliberate approach to supply chain risk management to ensure
the introduction of these new technologies only improves, not detracts from, our cy-
bersecurity posture. It must also be fed new ideas, tactics, services, and products
by scholars and entrepreneurs alike.

Continuing partnership with start-ups in innovative technologies and encouraging
the private sector to build security in from the start is already integral to our suc-
cessful defense, and will be so for the foreseeable future. Efforts such as the DIUx
are instrumental in ensuring DOD requirements are met with a variety of potential
solutions. Continued and increased engagement with the nation’s best academic
minds to solve our tough challenges and provide the framework for future innova-
tion is also vital. In the same manner, frequent and increased support from Feder-
ally Funded Research and Development Centers is required to continue to secure
the ever-changing landscape of cyberspace.

The private sector’s role in enhancing our cyber security is not singular, nor is
the public sector role. Currently, there are de facto public-private partnerships be-
tween law enforcement organizations and major providers of services and products
our nation uses in the conduct of daily business. These interactions, while beneficial,
have not been codified to the point where we can accurately state what the roles
and responsibilities are of either the public or private sector. Greater discourse with
the public and subsequent direction from our elected officials and policy makers is
re(lluirf(;ii to define the authorities that allow us to execute our missions under the
rule of law.

6. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, there are 16 sectors of critical infrastructure.
DOD has primary responsibility for one -the defense industrial base. The defense
industrial base is well represented in CT —from Sikorsky to UTC to EB and beyond.
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As our adversaries continue to pose serious cyber threats to our country, I am par-
ticularly worried about the risk of exfiltration from the defense industrial base. The
companies that develop America’s premier technology and weapon systems that
power our military must be ever vigilant in protecting their networks. While we
maintain an edge over our adversaries for now, some are not far behind. We must
ensure that adversaries are not able to catchup because of exfiltration -where adver-
saries steal and repurpose developmental and design plans and secrets from compa-
nies to build or improve their own aircraft, ships, and vehicles. The defense indus-
trial base is well represented in CT. How are you working with the defense indus-
trial base to prevent and protect against exfiltration of industry data on our most
advanced weapon systems? Which are most vulnerable to being targeted?

VADM LyTLE. Under DOD CIO direction, and through the Defense Cyber Crime
(DC3), DOD strives to protect its information in the Defense Industrial Base (DIB)
through both mandatory contractual stipulations that require these companies to
adhere to a high level of cybersecurity as well as voluntary information sharing pro-
grams on threats.

VADM GILDAY. As the Navy component, we support U.S. Cyber Command’s mis-
sion to, if directed by the president and secretary of defense, provide capabilities to
defend our nation’s critical infrastructure networks. While Fleet Cyber Command
units are not directly assigned to protect and defend defense contractor unclassified/
proprietary networks and systems, we do support DISA’s DOD Information Net-
works (DODIN) readiness and security inspections of defense contractor’s classified
systems. Our support includes reviewing the results of inspections of those classified
systems and the defense contractor’s adherence to DOD Information Assurance poli-
cies, procedures and directives. Should DISA find negative results during an inspec-
tion and that contractor is doing work that supports the U.S. Navy, Fleet Cyber
Command will provide an operational assessment of the impact of disconnecting a
contractor’s classified system and remediating the network. As a mission partner
with DISA, Fleet Cyber Command supports holding defense contractors to a very
high standard in Information Assurance compliance for classified systems.

LTG NAKASONE. The Army is implementing a comprehensive approach to mini-
mize the exposure of our advanced technologies to cyber threats while that informa-
tion is in the possession of the defense industrial base (DIB). The Army’s focus, in
concert with the Department of Defense (DOD), has been on implementing manda-
tory reporting under Defense Federal Acquisition Regulation Supplement (DFARS)
clause 252-204-7012 of cyber incidents that affect a covered contractor information
system or covered defense information on that system. Also, the Army is imple-
menting National Institute of Standards and Technologies (NIST) Special Publica-
tion 800-171 for safeguarding DOD information on DOD contractor networks. Fur-
ther, the Army is actively participating in the DOD’s DIB Cybersecurity voluntary
information sharing program, which is available for all cleared defense contractors.
The Army can provide further information on vulnerabilities to data and systems
in a classified setting.

Maj. Gen. WEGGEMAN. Our adversaries are taking the path of least resistance, at-
tacking DIB subcontractors, vice primes, in order to quickly eliminate the techno-
logical advantage our nation currently enjoys.

Using voluntary and mandatory reporting requirements, the Department partners
with DIB sector stakeholders to maintain a robust cybersecurity and information as-
surance program to protect sensitive defense information and protect DOD networks
and system. However, the onus of protecting proprietary data should fall directly
on the company itself. The DOD lacks the funding, manpower, and resources to fully
secure and defend the DIB.

Industry is incentivized by their financial bottom line, and until there is a large
enough incentive (either legally binding or hindering their ability to earn future con-
tracts) for them to increase their cybersecurity posture, the behavior of these compa-
nies will likely not change.

MajGen REYNOLDS. The DOD Cyber Crime Center, or DC3, is the operational
focal point for the Defense Industrial Base Cybersecurity Program.

Any vulnerable data system, including those part of the defense industrial base,
are vulnerable to enticing opportunities for disruption, manipulation, or destruction
from both state and non-state actors.

The 2015 DOD Cyber Strategy summarizes how DOD supports agencies like the
Department of Homeland Security and the Federal Bureau of Investigation to share
information and coordinate across a range of cyber activities. Across the DOD we
must work with the private sector to help secure defense industrial base trade data,
and be prepared to assist other agencies in hardening U.S. networks and data
against cyberattacks and cyber espionage.
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We work to secure and defend the MCEN and the Programs of Record (POR) and
weapons systems connected to it. We identify and coordinate to mitigate
vulnerabilities of advanced weapons systems when found.

7. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, what are you doing to ensure additional protec-
tion for these defense programs? What role should Congress play?

VADM LYTLE. The Defense Federal Acquisition Regulation (DFAR) 252.204-7008
was modified in late 2016 to require Defense Industrial Base (DIB) companies to
implement the cybersecurity controls outlined in the National Institute of Standards
and Technology (NIST) Special Publication 800—171, Protecting Controlled Unclassi-
fied Information (CUI) in Nonfederal Information Systems and Organizations. That
publication sets the minimum cybersecurity standards to be met by DIB companies
in protecting the DOD’s sensitive Controlled Unclassified Information and is re-
quired on all new DOD contracts. Congress may consider supporting Defense Fed-
eral Acquisition Regulation 252.204-7008 and similar rules that mandate greater
cybersecurity for defense programs and extend this regulation to all federal contrac-
tors.

VADM GILDAY. I believe we can best support these programs through information
sharing and accountability. The DOD’s DIB Cybersecurity Program administered by
DOD CIO establishes a collaborative cyber threat information sharing environment
that informs the DIB about adversary tactics, techniques and procedures and assists
with mitigation strategies. In addition, DOD encourages industry to adopt the NIST
Framework for Improving Critical Infrastructure Cybersecurity framework as a
methodology for managing cybersecurity risk. We support DISA’s DOD Information
Networks (DODIN) readiness and security inspections of defense contractor’s classi-
fied systems. Our support includes reviewing the results of inspections of those clas-
sified systems and the defense contractor’s adherence to DOD Information Assur-
ance policies, procedures and directives. Should DISA find negative results during
an inspection and that contractor is doing work that supports the U.S. Navy, Fleet
Cyber Command will provide an operational assessment of the impact of dis-
connecting a contractor’s classified system and remediating the network. As a mis-
sion partner with DISA, Fleet Cyber Command supports holding defense contractors
to a very high standard in Information Assurance compliance for classified systems.
One of the most important steps for improving the overall cybersecurity posture is
for the private sector, particularly those within the defense industrial base, to
prioritize the networks and data that they must protect and to invest in improving
their own cybersecurity. Any support Congress can provide that enables information
shz(;\lrin% between the U.S. government and the private sector will make us stronger
and safer.

LTG NAKASONE. The Army continues to partner with the Department of Defense
(DOD), prime contractors and subcontractors to promote the successful implementa-
tion of Defense Federal Acquisition Regulation Supplement (DFARS) provisions that
aim to safeguard covered defense information and ensure contractor reporting of
cyber incidents, at all levels of the supply chain. The Army is also supporting OSD’s
Joint Acquisition Protection and Exploitation Cell (JAPEC) initiative, which inte-
grates and coordinates analyses of unclassified Controlled Technical Information
(CTI) losses. This initiative enables increased efforts across the DOD to proactively
mitigate future losses. It also provides expertise to assist program managers’ efforts
to protect CTI resident within the Defense Industrial Base and across the DOD en-
terprise. Congressional support within the cyber realm has benefitted the Army as
we operate in this dynamic space. The authorities and funding provided to date
have been key in manning, training, and equipping the force, and in safeguarding
covered defense information and improving contractor reporting of cyber incidents.
As we fully integrate these authorities we will not hesitate to reach back and work
together to fine tune them, nor will we hesitate to begin the dialogue with Congress
to address newly found challenges.

Maj. Gen. WEGGEMAN. DOD has a range of activities that include both regulatory
and voluntary programs to improve the collective cybersecurity of the Department
and the Defense Industrial Base, to include securing DOD’s information systems
and networks; codifying cybersecurity responsibilities and procedures for the acqui-
sition workforce in defense acquisition policy; implementing contractual safe-
guarding and reporting requirements through the Defense Federal Acquisition Reg-
ulation Supplement (DFARS); sharing cyber threat information through DOD’s vol-
untary DIB Cybersecurity Program; and leveraging security standards such as those
identified in National Institute of Standards and Technology (NIST) Special Publica-
tion 800-171 “Protecting Controlled Unclassified Information in Nonfederal Infor-
mation Systems and Organizations”
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However, the onus of protecting proprietary data should fall directly on the com-
pany itself. The DOD lacks the funding, manpower, and resources to fully secure
and defend the DIB. Industry is incentivized by their financial bottom line, and
until there is a large enough incentive (either legally binding or hindering their abil-
ity to earn future contracts) for them to increase their cybersecurity posture, the be-
havior of these companies will likely not change.

MajGen REYNOLDS. Like the Internet itself, many of our Programs of Record and
warfighting systems were not built with security in mind. To combat these
vulnerabilities, we are reviewing each one to determine how we can improve secu-
rity. We have also conducted a review of all vulnerable end of life hardware and
software on the network and developed expedited strategies to upgrade, consolidate
or remove systems that cannot be adequately hardened. The Marine Corps Risk and
Readiness Review Board (MCRRRB) is a threat informed, risk based framework
used to identify, prioritize, and address vulnerabilities. This consists of a twice-a-
month working group that culminates in a board that is briefed at the GO level.
Projects that focus on auditing, analysis and tracking of cyber events and anomalous
activity have been developed and implemented to improve our situational awareness
of system status and cyber monitoring capabilities. Programs that test and audit our
defensive posture are continuously reviewed for relevance and improvement to ad-
dress the changing cyber threat environment and support the intelligence operations
cycle on a shortened timeline. Cyber is a dynamic, competitive environment, and we
are continually responding to the increasing capability and capacity of our adver-
saries. Congressional support within the cyber realm will continue to be necessary
in order to ensure our Nation is protected against our adversaries across depart-
ments and private industry. Moving forward, predictable funding is key in manning
training, and equipping the Cyber Mission Force teams and the demand to contin-
ually refresh and improve network technologies.

RECRUITING

8. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, there is an ever increasing need for a properly
trained, experienced cyber personnel, both in DOD and in the civilian workforce.
DOD seems to be having difficulty in recruiting servicemembers with cyber and
computer expertise that meet physical standards. Are you concerned that there is
a shortfall in the cyber workforce? Do you think certain positions are harder to re-
cruit for than others?

VADM LyYTLE. The Department of Defense considers retention of critical talent a
high priority, and this includes the highly-technical skillset found in our Cyber
Workforce. All of the Services are implementing and are continuing to build pro-
grams to retain cyber talent, while also actively watching for indications of emerg-
ing retention issues. The Joint Force is focused on building training programs and
strategies to grow talent, leverage Reserve Component expertise, and retain nec-
essary numbers of seasoned cyber operators to meet the growing demands in cyber-
space. Notably, one third of the Cyber Mission Force is comprised of government ci-
vilians, who are recruited on the basis of cyber and computer expertise and without
regard for physical standards. Those positions with specific market demand face
greater recruiting challenges. Therefore, in order to ensure best practices for cyber
recruiting, management, promotion, and retention are shared across the DOD, the
Principal Cyber Advisor is leading an ongoing forum with the Joint Staff, Services,
Service Cyber Components, U.S. Cyber Command, DOD Chief Information Officer,
and other key stakeholders to ensure maximum dissemination of lessons learned
across the Department.

VADM GILDAY. The Navy currently does not have issues with recruiting or retain-
ing military cyber personnel, and the first tranche of fully trained Cyber personnel
will be eligible for separation in the next 12-24 months. The Navy is currently offer-
ing reenlistment bonuses and anticipates a Special Duty Assignment Pay authoriza-
tion in FY-18 specifically for Interactive On-Net Operators. The Navy is working
diligently to continue to grow a competent, educated and effective Cyber workforce
from within but many Cyber positions require experience and years of formal edu-
cation that is very difficult to fill with military members, necessitating filling these
positions with civilians. The Navy has worked a plan and identified specific work
roles, within the Cyber Mission Force, that would be beneficial if civilianized. The
current government pay scale makes it extremely difficult to compete with industry
and hire the personnel required to fully man our Cyber workforce with the talent
needed. Cyber Tool Developers (programmers) have been the hardest positions to fill
due to their high demand within all services, agencies and industry. DOD provides
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programs allowing recruitment and retention incentives but these programs are
typically not funded and the processes are cumbersome.

LTG NAkKASONE. Military Cyber Talent: We are not currently experiencing dif-
ficulty in recruiting service-members with cyber and computer expertise who meet
physical standards. The Army has not had difficulty in meeting its military recruit-
ment numbers for cyberspace personnel. However, we often miss out on identifying
highly technical talent early in the recruitment and development process. If re-
cruited, soldiers are put on the traditional military training track before their talent
is recognized. We must do a better job in recognizing talent early-on in the recruit-
ing process. Civilian Cyber Talent: I am concerned, however, about the shortfall in
the combined civilian and military cyber workforce. As emerging threats to our data
and security systems increase, the demand signal for an experienced cyber work-
force has never been greater. The reality is that we must compete for talent from
the same pools of personnel being recruited by the top private sector companies out-
side of the defense mission. In both the civilian and military cyber workforce we do
find varying degrees of difficulty in recruiting select skillsets for our cyber forces.
The hardest positions to recruit are interactive on-net operators, exploit analysts,
and software engineers. Software engineers are the primary catalyst for enabling
cyber missions conducted by the operators and exploit analysists, so we must de-
velop innovative ways to recruit these highly talented individuals into the Army.
Also, individuals with skillsets associated with reverse engineering represent the
smallest portion of the current cyber workforce and are therefore challenging to re-
cruit. We view expanded recruiting efforts and partnerships with leading univer-
sities and the private sector as essential to building a successful pipeline for the fu-
ture.

Maj. Gen. WEGGEMAN. With the growing threat in cyberspace, it is imperative
that our nation, as a whole, matures its cyber workforce. I would say I am more
concerned with a shortfall in our overall national cyber workforce. The skills we look
for in the Air Force are also highly sought-after throughout the United States Gov-
ernment and the private-sector.

High-end software developers/coders are extremely competitive given private sec-
tor demand and compensation.

MajGen REYNOLDS. Demands for a skilled cyberspace workforce have outpaced
supply, creating a very competitive environment. One of the key requirements to
grow and maintain an effective CMF is our ability to hire and retain the highest
quality cyberspace professionals.

In workforce management, we are being challenged by policy issues as well as the
increasing demand for workers with cyber experience in industry and government.
Private industry remains an attractive prospect for our cyber personnel with sala-
ries and incentives we cannot compete with. Once implemented, the Cyber Excepted
Service (CES) civilian personnel system described in the NDAA FY2016, section
1107 will enhance the Department’s cyber defense and offensive mission effective-
ness.

The recruitment of recently retired or separated service members that are cleared
and fully trained has become substantially more difficult after the expiration of pol-
icy suspending thel80-day cooling off period required before taking a government
position under the National Defense Authorization Act of Fiscal Year 2017, typically
leading candidates to seek jobs in the private sector.

Recently, the Office of Personnel Management (OPM) approved an increase in re-
cruitment and retention incentives from 25 percent to 50 percent for
MARFORCYBER Headquarters, MCCYWG, and MCCOG. OPM and DOD worked
with MARFORCYBER to better understand our hiring concerns and issues related
to losing highly trained cyber talent to private industry. MARFORCYBER and NSA
are the only two organizations in DOD currently with this authority.

On the uniformed side, we are successfully leveraging our Reserve forces to help
close manpower gaps. This capability has given us a tremendous boost, with Reserv-
ists agreeing to come on orders for anywhere from one to three years.

To assist in our ability to retain our cyber talent, we are moving forward with
the creation of a cyberspace occupational field. We have learned a great deal in the
past several years about the training, clearance, and experience requirements across
the cyber mission force. We know that in order to be effective, we must retain a
professional cadre of cyberspace warriors who are skilled in critical work roles, and
we know that many of our marines desire to remain part of the cyber work force.

9. Senator BLUMENTHAL. VADM Lytle, VADM Gilday, LTG Nakasone, Maj. Gen.
Weggeman, and MajGen Reynolds, what are your suggestions for growing the cyber
force? How can Congress assist?
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VADM LyYTLE. We appreciate Congressional efforts in passing section 1107 (Cyber
Excepted Service Program) of the FY16 NDAA to improve our ability to tackle man-
power issues. Further, each Service is working their unique cyber manpower chal-
lenges as part of their man, train and equip responsibilities. The Services have
learned and adapted over the past four years, instituting a number of personnel pol-
icy changes to ensure the success of the Cyber Mission Force and its associated
cyber tactical headquarters. As many of the actions we have taken to fix our recruit-
ment, training, and retention issues have just begun, we are closely evaluating
progress and will adjust as needed to grow the cyber force we require.

VADM GILDAY. The Navy has taken aggressive measures to hire and retain the
cyber talent needed to operate and win in this threat environment under current
pay scales. However, as the Department of the Navy identifies the revised missions
and associated force structure needed to reach a 355 ship Navy, the Navy will need
to identify the cyber manpower and capability requirements required to fully sup-
port it. Additionally, the Navy will need to recognize the appropriate military and
civilian workforce mix as it matures to identify the proper pay scales needed to most
effectively support the mission. The Navy will need to identify education and train-
ing requirements and adequately plan for and implement the developmental pro-
grams needed to ensure our personnel are technically and operationally proficient.
Congress can generally support this transition by ensuring the expansion of cyber
capabilities, educational/training opportunities, and operational effectiveness
through investments outlined in the President’s Budget.

LTG NAKASONE. There is increasing competition between the DOD and the pri-
vate sector to recruit, train, and develop talent, and it is critical that the DOD lever-
age the unparalleled impact of its mission to recruit this talent. As we continue to
build a successful cyber workforce, we seek to adopt the best practices from the pri-
vate sector that are successfully recruiting top talent. Successfully growing the
cyber workforce requires improving how we conduct outreach to technical talent,
providing cutting edge training methodology that adapts quickly to mission require-
ments, and implementing proven retention strategies to keep our top talent. Army
Cyber Command is currently exploring pilot programs to address each of these areas
in an effort to create an environment that recruits and retains high caliber per-
sonnel. Congressional support to date has been a key enabler in the cyber domain.
Specifically, section 509 of the National Defense Authorization Act (NDAA) for Fis-
cal Year (FY) 2017 authorized a pilot program for the Services to direct commission
to cyber positions, and section 502 of the NDAA for FY14 allowed the Services to
grant up to three years of constructive credit to Active component officers with
cyberspace related experience or advanced education. We are confident this will en-
hance the Army’s ability to attract and more appropriately compensate individuals
with unique cyber skill sets and experience. As we implement these authorities and
analyze the results, we will work closely with Congress to determine their effective-
ness. Further, the implementation of the Cyber Excepted Service (CES), authorized
by section 1599f of title 10, United States Code, will assist in recruiting and retain-
ing quality civilian cyber professionals. CES will allow DOD to pursue market-based
pay initiatives to foster competitive compensation for the recruitment and retention
of quality talent. This flexibility supports the design of incentives and special pay
rates that are necessary to target unique mission locations (e.g., rural or foreign
areas), and specialized skills, education, or certification requirements. Finally, Con-
gress also provided the DOD with authorities to assist in the hiring and develop-
ment of cyber personnel. For example, the direct hire authority in section 1106 of
the NDAA for FY17 allows us to fill vacancies faster without application of veteran
preference and by eliminating competitive examining procedures; section 1104 pro-
vides for public-private talent exchanges; and section 1103 expands civilian training
authorities, allowing us to provide more educational and training opportunities to
that component of our workforce. Once the implementation of CES is complete, we
will be able to better identify areas where Congress can assist.

Maj. Gen. WEGGEMAN. The Air Force is currently undermanned relative to the to-
tality of the missions the nation expects us to execute. With that said, cyber is a
high-demand, low-density field where the demand is only going to increase. You
don’t have to look far to see cyberspace in the national and global conversation. Our
nation is actively under attack in/from/thru cyber from a multitude of adversaries
today. My focus for the future of the cyber force is to deliver a coherent, integrated
workforce laser-focused on lethality in the information warfare domain supporting
our service’s missions as our nation’s sentinels for Air and Space.

Congress can assist by providing budget stability to ensure timely and adequate
resources for critical capabilities essential for cyber force readiness across all mis-
sion areas.
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MajGen REYNOLDS. On the civilian side, policy that exempted cyberspace positions
during the recent hiring freeze was helpful in supporting our civilian workforce
growth. However, the recruitment of recently retired or separated servicemembers
that are cleared and fully trained has become substantially more difficult after the
expiration of policy suspending the 180-day cooling off period required before taking
a government position, typically leading candidates to seek jobs in the private sec-
tor.

In order to grow the uniformed Cyber Mission Force long term, we need to grow
civilian cyber education across our population. Today’s generation of marines join
with a superb knowledge of information technology compared to the older generation
however, they still lack the understanding needed to operate within the Cyber Mis-
sion Force. Incorporating cybersecurity, networking, and computer languages into
curriculum starting at a younger age will give the Services a pool of highly skilled
candidates to recruit. Those who choose not to serve within the military will benefit
the country as a whole.

Additionally, Congress can apportion for a targeted loan forgiveness program for
graduates of one of the National Center of Academic Excellence in Cyber Operations
or Center of Academic Excellence in Cybersecurity who join any of the Services.
These graduates would fill our officer corps with the expertise needed to operate in
this difficult domain.

10. Senator BLUMENTHAL. Maj. Gen. Weggeman, Admiral Rogers specifically men-
tioned the Air Force is not where it needs to be regarding cyber recruitment and
retention when he testified before this committee earlier this month. Admiral Rog-
ers noted that he has discussed this issue with General Goldfein who acknowledged
the problem. Why is this? What are you doing to improve? How are you working
with CYBERCOM to address the issue?

Maj. Gen. WEGGEMAN. Across the Air Force, I have yet to see any data that indi-
cates we currently have a recruiting or retention issue. Although, we have not seen
any significant signs for concern, we must remain vigilant and stay in-tune to our
airmen’s personal and professional development needs and balance them against the
operational mission needs of our service.

As the Commander of Air Forces Cyber, we have focused intensely on improving
our human capital management within our Cyber Mission Force (CMF) teams. Since
2015, we have seen a consistent reduction in attrition out of CMF. In August 2016,
I implemented an attrition policy which required commanders to obtain my approval
prior to removing a member from a CMF team. We have also increased our reutili-
zation by instituting a back-to-back CMF tour policy. We are taking a conscientious
and deliberate approach to our force management to ensure we have cyber-minded
airmen who can effectively integrate cyberspace capabilities and effects at the stra-
tegic, operational, and tactical levels.

My current 24 AF command responsibilities do not extend to service recruiting
and retention policies/practices. These are HQ Air Force functions (SAC-CIO A6/
?1). CYBERCOM has no role in these service title 10 organization, train, and equip
unctions.

O
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